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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 5-3: DLMS/COSEM application layer

The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization\co
all national electrotechnical committees (IEC National Committees). The object of IEGCN)is/ to

mprising
promote

interhational co-operation on all questions concerning standardization in the electrical and eléctronic fields. To
this pend and in addition to other activities, IEC publishes International Standards, Technieal Specif|cations,

Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter ‘referred to

hs “IEC

Publ|cation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in tHle subject dealt with may participate in this preparatory work. International,_governmental apd non-
govgrnmental organizations liaising with the IEC also participate in this preparation. IEC collaborateq closely
with [the International Organization for Standardization (ISO) in accordancelwith conditions deternjined by

agrepment between the two organizations.

The formal decisions or agreements of IEC on technical matters expresssaSnearly as possible, an inteqnational

conslensus of opinion on the relevant subjects since each technical*committee has representation
interpsted IEC National Committees.

IEC [Publications have the form of recommendations for international use and are accepted by IEC

from all

National

Compmittees in that sense. While all reasonable efforts are miade’ to ensure that the technical contenft of IEC

Publ|cations is accurate, IEC cannot be held responsible\for the way in which they are used or
misipterpretation by any end user.

for any

In ofder to promote international uniformity, IEC Natipnal Committees undertake to apply IEC Publications
trangparently to the maximum extent possible inytheir national and regional publications. Any divergence

betwleen any IEC Publication and the corresponding niational or regional publication shall be clearly ind
the Iatter.

cated in

IEC jtself does not provide any attestation -ef conformity. Independent certification bodies provide cgnformity

sment services and, in some areas( access to IEC marks of conformity. IEC is not responsiblel for any

erts and

members of its technical committees and IEC National Committees for any personal injury, property damage or
othef damage of any nature\whatsoever, whether direct or indirect, or for costs (including legal fdes) and
expenses arising out of, the publication, use of, or reliance upon, this IEC Publication or any other IEC

Publ|cations.

Attention is drawntteythe Normative references cited in this publication. Use of the referenced public
indispensable fofthe correct application of this publication.

htions is

Attention is_drawn to the possibility that some of the elements of this IEC Publication may be the subject of

patept rightss |[EC shall not be held responsible for identifying any or all such patent rights.

The Intgrnational Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance
with this Tniernational Standard may involve the use of a maintenance service concerning the stack of profocols on
which the present standard IEC 62056-5-3 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions for applicants throughout the world. In this respect, the
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

1

DLMS 1 User Association
Zug/Switzerland
www.dims.com

Device Language Message Specification.
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International Standard IEC 62056-5-3 has been prepared by IEC technical committee 13:
Electrical energy measurement and control.

This third edition cancels and replaces the second edition of IEC 62056-5-3, published in
2016. It constitutes a technical revision.

The significant technical changes with respect to the previous edition are listed in Annex K
(Informative).

The text of this International Standard is based on the following documents:

FDIS Report on voling

13/1744/FDIS 13/1747/RVD

Full information on the voting for the approval of this International Standard can be fd
the regort on voting indicated in the above table.

This dgcument has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list
meteri

pf all the parts in the IEC 62056 series, published under-the general title Ele
g data exchange — The DLMS/COSEM suite, can be found on the IEC website.

The cdmmittee has decided that the contents of this publication will remain unchangs
the stability date indicated on the IEC website under” "http://webstore.iec.ch” in th
related to the specific publication. At this date, the publication will be

* rec
o wit
* rep
* am

pnfirmed,

hdrawn,

laced by a revised edition, or
ended.

A bilingual version of this publication may be issued at a later date.

und in

ctricity

d until
e data

that
under,
colou

t contains colours which are considered to be useful for the ¢
standing of its contents. Users should therefore print this document u
[ printer.

IMPORTANT —_The 'colour inside’' logo on the cover page of this publication indJocates

rrect
ing a
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INTRODUCTION

This third edition of IEC 62056-5-3 has been prepared by IEC TC13 WG14 with a significant
contribution of the DLMS User Association, its D-type liaison partner.

This edition is in line with DLMS UA 1000-2, the “Green Book” Ed. 8.2:2017. The main new
features are the ACCESS service, the new security suites 1 and 2 supporting symmetric key
and public key cryptography, the general protection mechanism and the XML schema for
COSEM APDUs.

Clause 5 is based on parts of NIST documents. Reprinted courtesy of the National Institute of
Standdrds and Technology, Technology Administration, U.S. Department of Commerce.
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 5-3: DLMS/COSEM application layer

1 Scope

This p

ucture,

servicgs and protocols for DLMS/COSEM clients and servers, and defines rules to spegify the

DLMS

It defi

objects

Annex

commuynication profiles. It specifies how various communicatien” profiles can be cons
for exchanging data with metering equipment using the COSEM interface model, and w

the ne

Annex
Annex
Annex
Annex

Annex
signed

Annex
Annex

Annex
2 Nd

The fo

COSEM communication profiles.

A (normative) defines how to use the COSEM _application layer in

B (normative) specifies the SMS short wrapper.

C (normative) specifies the gateway protécol.

D, Annex E and Annex F (informative) include encoding examples for APDUs.
G (normative) provides NSA Suite. B elliptic curves and domain parameters.

H (informative) provides an example of an End entity signature certificate using
with P-256.

I (normative) specifies theruse of key agreement schemes in DLMS/COSEM.

K (informative) lists the main technical changes in this edition of the standard.

yrmative-references

conten

constitutes requirements of this document. For dated references, only the

nes services for establishing and releasing application associations, and data
commuynication services for accessing the methods and attributes of .COSEM in
, defined in IEC 62056-6-2 using either logical name (LN) <or-short namg¢ (SN)
referer|cing.

erface

arious
ructed
hat are

cessary elements to specify in each communication profile. The actual, media-gpecific
commuynication profiles are specified in separate parts-of the IEC 62056 series.

P-256

J (informative) provides examples of exchanging protected xDLMS APDUs between a
third party and a server,

lowing documents are referred to in the text in such a way that some or all ¢f their

edition

cited applies. For undated references, the Tatest edition of the referenced document (including
any amendments) applies.

IEC 61334-4-41:1996, Distribution automation using distribution line carrier systems — Part 4:
Data communication protocols — Section 41: Application protocol — Distribution line message
specification

IEC 61334-6:2000, Distribution automation using distribution line carrier systems — Part 6:
A-XDR encoding rule

IEC TR 62051:1999, Electricity metering — Glossary of terms

IEC TR 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of terms — Part 1: Terms related to data exchange with metering equipment
using DLMS/COSEM
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056-6-2:2017, Electricity metering data exchange — The DLMS/COSEM suite -

2: COSEM interface classes

056-8-3:2013, Electricity metering data exchange — The DLMS/COSEM suite -

3: Communication profile for PLC S-FSK neighbourhood networks

ISO/IEC 8824-1, Information technology - Abstract Syntax Notation One (ASN.1):

Specifi

cation of basic notation

ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules

(DER)

ISO/IE
definiti

NOTE
constitu

ISO/IE

C 15953:1999, Information technology — Open Systems Interconnectiono— 3
pn for the Application Service Object Association Control Service Element

This standard cancels and replaces ISO/IEC 8649:1996 and its Amd. 1:1997 and(Aid. 2:1998, of
es a technical revision.

C 15954:1999, Information technology — Open Systems Intekconnection — Conn

mode protocol for the Application Service Object Association Coritrol Service Element

NOTE
it consti

ITU-T
V.44:2

ITU-T
Inform
attribu

ITU-T
(XER)

ITU-T
Encod

ITU-T
schem

ITU-T
Mappin

This standard cancels and replaces ISO/IEC 8650-1:1999 and its*Amd. 1:1997 and Amd. 2:1998,
utes a technical revision.

V.44: 2000, Series v: data communication ovef.thé telephone network — Error cd
D00, Data compression procedures

X.509:2008, Series x: data networks;(epen system communications and sec
htion technology — Open systems jnterconnection — The Directory: Public-ke
e certificate frameworks

K.693 (11/2008), Information technology — ASN.1 encoding rules: XML Encoding

KX.693 Corrigendum 1°(10/2011), Information technology — ASN.1 encoding rule
ng Rules (XER) Technical Corrigendum 1

X.694 (11/2008), Information technology — ASN.1 encoding rules: Mapping W3
b definitionsinto ASN. 1

K.694 Corrigendum 1 (10/2011), Information technology — ASN.1 encoding
gW3C XML schema definitions into ASN.1 Technical Corrigendum 1

bervice

which it

ection-

bf which

ntrol —

urity —
by and

Rules

5 XML

C XML

rules:

FIPS PUB 180-4:2012, Secure hash standard (SHS)

FIPS PUB 186-4:2013, Digital Signature Standard (DSS)

FIPS PUB 197:2001, Advanced Encryption Standard (AES)

NIST SP 800-21:2005, Guideline for Implementing Cryptography in the Federal Government

NIST SP 800-32:2001, Introduction to Public Key Technology and the Federal PKI
Infrastructure
NIST SP 800-38D:2007, Recommendation for Block Cipher Modes of Operation:

Galois/Counter Mode (GCM) and GMAC
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NIST SP 800-56A Rev. 2: 2013, Recommendation for Pair-Wise Key Establishment Schemes
Using Discrete Logarithm Cryptography

NIST SP 800-57:2012, Recommendation for Key Management — Part 1: General (Revision 3)

NSA1,

NSAZ2,

NSA3,

Suite B Implementer’s Guide to FIPS 186-3 (ECDSA), Feb 3rd 2010
Suite B Implementer’s Guide to NIST SP800-56A, 28th July 2009

NSA Suite B Base Certificate and CRL Profile, 27th May 2008

RFC 3
(Soarin
http://t

RFC 4
http://v

RFC 5
(CRL)

3 Te¢rms, definitions, abbreviated terms and symbols

For the
IEC TH

ISO an
addres
e |ECQ
e |S(

3.1

3.1.1
ACSE
APDU

3.1.2
applic
cooper

394, Advanced Encryption Standard (AES) Key Wrap Algorithm. Edited by JA §
g Hawk Consulting) and R. Housley (RSA Laboratories) September
bols.ietf.org/html/rfc3394

108, Using Cryptographic Message Syntax (CMS) to Protect Firmware-Packages
ww.ietf.org/rfc/rfc4108

P80, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocati
Profile, 2008, http://www.ietf.org/rfc/rfc5280

purposes of this document, the terms and definitions given in IEC TR 62051:1
62051-1, in RFC 4106, and the following apply.

d IEC maintain terminological databases for use in standardization at the fo
ses:

Electropedia: available at http://Wwww.electropedia.org/

Online browsing platform:savailable at http://www.iso.org/obp

General DLMS/COSEM definitions

APDU
used by the Association Control Service Element (ACSE)

Ationassociation
ative_Jrelationship between two application entities, formed by their excha

bchaad
2002

2005,

on List

D99, in

lowing

hge of

applice

tien”protocol control information through their use of presentation services

3.1.3

application context
set of application service elements, related options and any other information necessary for
the interworking of application entities in an application association

3.1.4

application entity
system-independent application activities that are made available as application services to
the application agent, e.g., a set of application service elements that together perform all or

part of

the communication aspects of an application process


http://tools.ietf.org/html/rfc3394
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http://www.ietf.org/rfc/rfc5280
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3.1.5

application process

element within a real open system which performs the information processing for a particular
application

[SOURCE: ISO/IEC 7498-1:1994, 4.1.4]

3.1.6

authentication mechanism

specification of a specific set of authentication-function rules for defining, processing, and
transferring authentication-values

[SOURCE: ISO/IEC 15953:1999, 3.5.11]

3.1.7
client
applicgtion process running in the data collection system

3.1.8
client/server
relatiorfship between two computer programs in which one_grogram, the client, makes a
servicg request from another program, the server, which fulfils the request

3.1.9
COSEM
Compdgnion Specification for Energy Metering; refers.to the COSEM object model

3.1.10
COSEM APDU
comprises ACSE APDUs and xDLMS ARDUs

3.1.11
COSEM data
COSEM object attribute values; method invocation and return parameters

3.1.12

COSEM interface class
entity With specific set-0f attributes and methods modelling a certain function on its own or in
relatiomp with other, COSEM interface classes

3.1.13
COSEM pobject
instange of a COSEM interface class

3.1.14

DLMS/COSEM

refers to the application layer providing xDLMS services to access COSEM interface object
attributes. Also refers to the DLMS/COSEM Application layer and the COSEM data model
together.

3.1.15

DLMS context

specification of the service elements of DLMS and semantics of communication to be used
during the lifetime of an application association

[SOURCE: IEC 61334-4-41:1996, 3.3.5]
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3.1.16
entity authentication
corroboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010, 3.14]

3.1.17

logical device

abstract entity within a physical device, representing a subset of the functionality modelled
with COSEM objects

3.1.18
master
centrall station — station which takes the initiative and controls the data flow

3.1.19
mutual authentication
entity quthentication which provides both entities with assurance of eachvother's identity

Note 1 tp entry: The DLMS/COSEM HLS authentication mechanism provides mutual'authentication.

[SOURCE: ISO/IEC 9798-1:2010, 3.18, modified by adding Note™1]

3.1.20
physidal device
physical metering equipment, the highest level element used in the COSEM interface mpdel of
metering equipment

3.1.21
pull operation
style of communication where the request-for a given transaction is initiated by the clien

—

3.1.22
push gperation
style of communication where'‘the request for a given transaction is initiated by the server

3.1.23
system title
unique| identifier of.the system

3.1.24
server
applicgtiofiprocess running in a metering equipment

3.1.25
slave
station responding to requests of a master station

Note 1 to entry: A meter is normally a slave station.

3.1.26

unilateral authentication

entity authentication which provides one entity with assurance of the other's identity but not
vice versa

Note 1 to entry: The DLMS/COSEM LLS authentication mechanism provides unilateral authentication.

[SOURCE: ISO/IEC 9798-1:2010, 3.39]
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3.1.27
xDLMS
extended DLMS; refers to the DLMS protocol with the extensions specified in this document

3.1.28
xDLMS APDU
APDU used by the xDLMS Application Service Element (xDLMS ASE)

3.1.29
xDLMS message
xDLMS APDU exchanged between a client and a server or between a third party and a server

3.2 Definitions related to cryptographic security

3.21
accesI control
restrics access to resources to only privileged entities

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.2
asymmetric key algorithm
see Public key cryptographic algorithm

3.2.3
authentication
procesp that establishes the source of information;/provides assurance of an entity’s identity
or proyides assurance of the integrity of communications sessions, messages, documents or
stored [data

[SOURCE: NIST SP 800-57:2012, Part-1]

3.24
authentication code
cryptographic checksum based”’on an approved security function (also known as a Mg¢ssage
Autherjtication Code)

[SOURCE: NIST SP.800-57:2012, Part 1]

3.2.5
certificate
see purlic key certificate

3.2.6

Certification Authority

CA

entity in a Public Key Infrastructure (PKI) that is responsible for issuing public key certificates
and exacting compliance to a PKIl policy

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.7

Certificate Policy

CP

specialized form of administrative policy tuned to electronic transactions performed during
certificate management. A Certificate Policy addresses all aspects associated with the
generation, production, distribution, accounting, compromise recovery, and administration of
digital certificates. Indirectly, a certificate policy can also govern the transactions conducted
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using a communications system protected by a certificate-based security system. By
controlling critical certificate extensions, such policies and associated enforcement
technology can support provision of the security services required by particular applications.

[SOURCE: NIST SP 800-32:2001]

3.2.8
challenge
time variant parameter generated by a verifier

[SOURCE: ITU-T X.811:1995, 3.8]

3.2.9
cipherijng
authenftication and / or encryption using symmetric key algorithms

3.2.10

ciphertext
data in[its encrypted form

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.11

cofactpr

order of the elliptic curve group divided by the (prime) order of the generator point (i

base ppint) specified in the domain parameters

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.12

confidentiality
property that sensitive information.is not disclosed to unauthorized entities

[SOURCE: NIST SP 800-57:2042, Part 1]

3.2.13

cryptolgraphic algorithm
well-dgfined computational procedure that takes variable inputs including a cryptograp
and prpduces anoutput

[SOURCE:(NIST SP 800-57:2012, Part 1]

3.2.14

.e. the

nic key

cryptographic key
key

parameter used in conjunction with a cryptographic algorithm that determines its operation in
such a way that an entity with knowledge of the key can reproduce or reverse the operation,
while an entity without knowledge of the key cannot

Note 1 to entry:

Examples include:

1.

2
3
4.
5

The transformation of plaintext data into ciphertext data,
The transformation of ciphertext data into plaintext data,
The computation of a digital signature from data,

The verification of a digital signature,

The computation of an authentication code from data,
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6. The verification of an authentication code from data and a received authentication code,

7. The computation of a shared secret that is used to derive keying material.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.15

cryptoperiod

time span during which a specific key is authorized for use or in which the keys for a given
system or application may remain in effect

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.16
dedicqted key
in DLMS/COSEM, a symmetric key used within a single instance of _an|/Application
Associption. See also session key

3.2.17
deprec¢ated
not reqommended for new implementations

3.2.18
digital[ signature
result [of a cryptographic transformation of data tha{;{ when properly implemented with
supporting infrastructure and policy, provides the services of:

1) ori];in authentication
2) da
3) sigper non-repudiation

a integrity, and

[SOURCE: NIST SP 800-57:2012, Part-]

3.2.19
directly trusted CA
CA whose public key has been obtained and is being stored by an end entity in a gecure,
trusted manner, and whose\.public key is accepted by that end entity in the context of jone or
more gpplications

[SOURCE: ISO/IEE15945:2002, 3.4]

3.2.20

directly trusted CA key
public keyof a directly trusted CA. It has been obtained and is being stored by an end entity
in a secure, frusted manner. Tt is used to verify certificates without being itself verified by
means of a certificate created by another CA.

Note 1 to entry: Directly trusted CAs and directly trusted CA keys may vary from entity to entity. An entity may
regard several CAs as directly trusted CAs.

[SOURCE: ISO/IEC 15945:2002, 3.5]

3.2.21
distribution
see key distribution

3.2.22
domain parameters
parameters used with a cryptographic algorithm that are common to a domain of users
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[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.23
encryption
process of changing plaintext into ciphertext using a cryptographic algorithm and key

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.24
ephemeral key

cryptographic key that is generated for each execution of a key establishment process and

that me ;

some [cases ephemeral keys are used more than once, within a single “session
broaddast applications) where the sender generates only one ephemeral kéy pai

message and the private key is combined separately with each recipient’s public key.
[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.25
globallkey

key that is intended for use for a relatively long period of time aphd-is typically intended
in manly instances of a DLMS/COSEM Application Association, see also static symmetri

3.2.26

hash function

functiop that maps a bit string of arbitrary length fora fixed-length bit string. Approve
functiops satisfy the following properties:

on). In
(e.g.,

or use
C key

d hash

1) Ong-way: It is computationally infeasible to find any input that maps to any pre-specified

output, and

2) Collision resistant: It is computationally infeasible to find any two distinct inputs th
to the same output.

[SOURCE: NIST SP 800-57:2012-Part 1]

3.2.27
hash Jalue
result ¢f applying a hash function to information

[SOURCE: NISTSP 800-57:2012, Part 1]

3.2.28
initiaIiFation vector

At map

v
vector used in defining the starting point of a cryptographic process

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.29
identification

process of verifying the identity of a user, process, or device, usually as a prerequisite for

granting access to resources in an IT system

[SOURCE: NIST SP 800-47:2002]
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3.2.30
key
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see cryptographic key

3.2.31

key agreement
(pair-wise) key-establishment procedure in which the resultant secret keying material is a
function of information contributed by both participants, so that neither party can predetermine
the value of the secret keying material independently from the contributions of the other party.
Contrast with key-transport.

[SOU

CE: NIST SP 800-56A Rev.2: 201 ’2]

3.2.32
key-cd

nfirmation

procedure to provide assurance to one party (the key-confirmation recipient) that g

party
and/or

[SOUR

3.2.33

the key-confirmation provider) actually possesses the correct secret' keying n
shared secret

CE: NIST SP 800-56A Rev. 2: 2013]

functio
inform

[SOUR
3.2.34
key di
transp
generg

[SOUR

3.2.35
key-en

by which keying material is derived from a,-shared secret (or a key) ang
tion

key-dlj"ivation function

CE: NIST SP 800-56A Rev. 2: 2013]

stribution
brt of a key and other keying ‘material from an entity that either owns the
tes the key to another entity that is intended to use the key

CE: NIST SP 800-57:2012; Part 1]

crypting key

cryptographic key that-is used for the encryption or decryption of other keys

Note 1 t

[SOUR

b entry: In"DLMS/COSEM it is the master key.

CE:(NIST SP 800-57:2012, Part 1, modified by adding the Note]

nother
aterial

other

key or

3.2.36

key establishment

proced

ure that results in keying material that is shared among different parties

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.37

key pair
public key and its corresponding private key; a key pair is used with a public key algorithm

[SOURCE: NIST SP 800-57:2012, Part 1]
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3.2.38

key revocation

function in the lifecycle of keying material; a process whereby a notice is made available to
affected entities that keying material should be removed from operational use prior to the end
of the established cryptoperiod of that keying material

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.39

key-transport

(pair-wise) key-establishment procedure whereby one party (the sender) selects a value for
the segcret knying material and then enmlrnly distributes that value to another party (the

receiver). Contrast with key agreement.

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.40
key wilapping

methoI of encrypting keying material (along with associated integrity information) that
provides both confidentiality and integrity protection using a symmetfic key

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.41
message authentication code
MAC
cryptographic checksum on data that uses a symmetric key to detect both accidenfal and
intentignal modifications of data

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.42
message digest
result ¢f applying a hash function*to a message. Also known as “hash value”

[SOURCE: FIPS PUB 186=4:2013]

3.2.43
named curve
set of ECDH domain parameters is also known as a "curve". A curve is a "named curve" if the
domain parameters are well known and defined and can be identified by an Object ldgntifier;
otherwjse, itis called a "custom curve".

[SOURCE: RFC 5349:2008]

3.2.44

nonce

time-varying value that has at most an acceptably small chance of repeating. For example,
the nonce may be a random value that is generated anew for each use, a timestamp, a
sequence number, or some combination of these.

[SOURCE: NIST SP 800-56A Rev. 2: 2013]
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3.2.45

non-repudiation

service that is used to provide assurance of the integrity and origin of data in such a way that
the integrity and origin can be verified by a third party as having originated from a specific
entity in possession of the private key of the claimed signatory

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.46
password
string of characters (letters, numbers and other symbols) that are used to authenticate an

identityorto verify access authorization or to derive cryptographic kevs
7J J T ~J L 7J

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.47
plaintgxt
intellig|ble data that has meaning and can be understood without the application of decrjyption

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.48
private key
cryptographic key, used with a public key cryptographic algorithm, which is umiquely
associated with an entity and is not made public. In_an asymmetric (public) cryptosystgm, the
privatel key is associated with a public key. Depending on the algorithm, the private k¢y may
be used, for example, to:

1) Coinpute the corresponding public key,

2) Compute a digital signature that may be verified by the corresponding public key,
3) Deg¢rypt keys that were encrypted by the corresponding public key, or

4) Coinpute a shared secret during-a key-agreement transaction.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.49
protected
ciphered and /or digitally signed. Protection may be applied to xDLMS APDUs ang/or to
COSEM data.

3.2.50
public|key
cryptographic—keyu : cryptographic—algorithm-that-is—uni associated
with an entity and that may be made public. In an asymmetric (public) cryptosystem, the
public key is associated with a private key. The public key may be known by anyone and,
depending on the algorithm, may be used, for example, to:

¢

1) Verify a digital signature that is signed by the corresponding private key,
2) Encrypt keys that can be decrypted using the corresponding private key, or
3) Compute a shared secret during a key-agreement transaction.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.51

public-key certificate

data structure that contains an entity’s identifier(s), the entity's public key (including an
indication of the associated set of domain parameters) and possibly other information, along
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with a signature on that data set that is generated by a trusted party, i.e. a certificate
authority, thereby binding the public key to the included identifier(s)

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.52

public key (asymmetric) cryptographic algorithm

cryptographic algorithm that uses two related keys, a public key and a private key. The two
keys have the property that determining the private key from the public key is computationally
infeasible.

[SOUREENISTSP-806-572012Part

3.2.53
Public|Key Infrastructure
PKI
framework that is established to issue, maintain and revoke public key certificates

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.54
receiver <key-transport>
party that receives secret keying material via a key-fransport transaction. Contrast with
sender.

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.55
revoke a certificate
to prematurely end the operational period©of a certificate effective at a specific date and|time

[SOURCE: NIST SP 800-32:2001]

3.2.56
Root CGertification Authority
in a higrarchical Public Key Infrastructure, the Certification Authority whose public key |serves
as the [most trusted datum (i.e., the beginning of trust paths) for a security domain

[SOURCE: NIST<SP 800-32:2001]

3.2.57
secret|key,
CryptOwaphib Ir\t:y thatts—used—with—a—secret Ir\cy (byllllllctl;b) uyptuglaphib aiyuﬁthlll that is
uniquely associated with one or more entities and is not made public. The use of the term
“secret” in this context does not imply a classification level, but rather implies the need to
protect the key from disclosure

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.58

security services

mechanisms used to provide confidentiality, data integrity, authentication or non-repudiation
of information

[SOURCE: NIST SP 800-57:2012, Part 1]
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security strength

(also “bits of security”)
number associated with the amount of work (that is, the number of operations) that is required
to break a cryptographic algorithm or system

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.60

self-signed certificate
public key certificate whose digital signature may be verified by the public key contained

within

of the

data, put does not guarantee authenticity of the information. The trust of self
certificptes is based on the secure procedures used to distribute them.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.61

sendef <key-transport>

party that sends secret keying material to the receiver in a key-transport transaction. C
with receiver.

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.62

sessign key

cryptoj;raphic key established for use for a relatively short period of time

Note 1 tp entry: In DLMS/COSEM the dedicated key is a session key.

3.2.63

shared secret

secret value that has been computed using a key agreement scheme and is used as ing
key-derivation function/method

[SOURCE: NIST SP 800-5%:2012, Part 1]

3.2.64

signature generation

uses a

[SOUR

the certificate _The Qignnhlrn on-a enlf-cignnd certificate prnfpr‘fc the infngrify

digital signature algorithm and a private key to generate a digital signature on dg

CE:(NIST SP 800-57:2012, Part 1]

signed

bntrast

utto a

3.2.65
signat
uses a

ure verification
digital signature algorithm and a public key to verify a digital signature on data

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.66

signed data
data upon which a digital signature has been computed

3.2.67

static symmetric key
key that is intended for use for a relatively long period of time and is typically intended for use

in man

y instances of a DLMS/COSEM Application Association
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Note 1 to entry: In DLMS/COSEM it is known as global key.

3.2.68

static key

key that is intended for use for a relatively long period of time and is typically intended for use
in many instances of a cryptographic key establishment scheme. Contrast with an ephemeral
key.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.69

Subordinate Certification Authority

ina hitrarchical PKI, a Certification Authority (CA) whose certificate signature key isicertified
by another CA, and whose activities are constrained by that other CA

[SOURCE: NIST SP 800-32:2001]

3.2.70
symmetric key
single pryptographic key that is used with a secret (symmetric) key algorithm

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.71
symmetric key algorithm
cryptographic algorithm that uses the same secret.key for an operation and its complement
(e.g., gncryption and decryption)

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.72
trust anchor
public key and the name of a certification authority that is used to validate the first certificate
in a sgquence of certificates. The-trust anchor public key is used to verify the signaturle on a
certificate issued by a trust\anchor certification authority. The security of the valjdation
procesg depends upon the authenticity and integrity of the trust anchor. Trust anchars are
often distributed as selfssighed certificates.

[SOURCE: NIST SP\800-57:2012, Part 1]

3.2.73
trusted palrty
party that(is trusted by an entity to faithfully perform certain services for that entity. An entity
could beatrustedparty foritself:

[SOURCE: NIST SP 800-56A Rev. 2: 2013]

3.2.74

trusted third party

third party, such as a CA, that is trusted by its clients to perform certain services. (By
contrast, in a key establishment transaction, the participants, parties U and V, are considered
to be the first and second parties.).

[SOURCE: NIST SP 800-56A Rev. 2: 2013]
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X.509 certificate
the X.509 public-key certificate or the X.509 attribute certificate, as defined by the ISO/ITU-T
X.509 standard. Most commonly (including in this document), an X.509 certificate refers to the
X.509 public-key certificate.

[SOURCE: NIST SP 800-57:2012, Part 1]

3.2.76

X.509 public key certificate

some
author
standa

[SOUR

3.3

The so

3.3.1
Additi
AAD
input d

3.3.2

auther
functio
the cip

3.3.3

auther
functio
tag is ¢

3.3.4

auther
Tag, T
cryptog
intentig

3.3.5

ty that issued the certificate, encoded in the format defined in the ISO/ITUAT
d

CE: NIST SP 800-57:2012, Part 1]

Definitions and abbreviated terms related to the Galois/Counten Mode

urce of definitions 3.3.1 to 3.3.13 is NIST SP 800-38D:2007.

bnal Authenticated Data

ata to the authenticated encryption function thatjis/authenticated but not encrypted

ticated decryption

h of GCM in which the ciphertext is deerypted into the plaintext, and the authentjicity of

hertext and the AAD are verified

ticated encryption

h of GCM in which the plaintext is encrypted into the ciphertext and an authentjication

enerated on the AAD and the ciphertext

tication tag

raphic cheeksum on data that is designed to reveal both accidental errors and the

nal maodification of the data

block |

eipher

parameterized family of permutations on bit strings of a fixed length; the parameter that
determines the permutation is a bit string called the key

3.3.6

ciphertext
encrypted form of the plaintext

3.3.7

fixed field
in the deterministic construction of Vs, the field that identifies the device or context for the
instance of the authenticated encryption function
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3.3.8
fresh
for a newly generated key, the property of being unequal to any previously used key

3.3.9
GCM
Galois/Counter Mode

3.3.10
Initialization Vector
v

nonce WMM&M&L&_&W"HCUW
plaintekt and AAD

Note 1 tp entry: For the purposes of this document, the invocation field is the invocation counter.

3.3.11
invocgtion field
in the |deterministic construction of Vs, the field that identifies the sets of inputs [to the
authenfticated encryption function in a particular device or context

3.3.12
key

parameter of the block cipher that determines the selection of the forward cipher functign from
the fanmily of permutations

3.3.13
plaintext
P
input data to the authenticated encryption function that is both authenticated and encrypted

3.3.14
security control byte
SC
byte thiat provides informationcon-'the ciphering applied

3.3.15
security header
SH
concatenation of the'security control byte SC and the invocation counter: SH = SC Il IC

3.4 Generalrabbreviated terms

Abbieviation Meaning
.cnf .confirm service primitive
.ind .indication service primitive
.req .request service primitive
.res .response service primitive
AA Application Association
AARE A-Associate Response — an APDU of the ACSE
AARQ A-Associate Request — an APDU of the ACSE
ACPM Association Control Protocol Machine
ACSE Association Control Service Element
AE Application Entity
AES Advanced Encryption Standard
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Abbreviation

Meaning

AL

Application Layer

AP Application Process

APDU Application Layer Protocol Data Unit

API Application Programming Interface

ASE Application Service Element

ASO Application Service Object

ATM Asynchronous Transfer Mode

A-XDR Adapted Extended Data Representation

base_npme The short_name corresponding to the first attribute (“logical_name”) of a COSEM objelct
BER Basic Encoding Rules

BD Block Data

BN Block Number

BNA Block Number Acknowledged

BS Bit string

BTS Block Transfer Streaming

BTW Block Transfer Window

CA Certification Authority

CF Control Function

CL Connectionless

class_igl COSEM interface class identification code

CMP Certificate Management Protocol. Refefr to RFC 4210.

CO Connection-oriented

COSEM Companion Specification for*Energy Metering
COSEM_on_IP The TCP-UDP/IP based COSEM communication profile
CRC Cyclic Redundancy Check

CRL Certificate revocation list. Refer to RFC 5280.

CSR Certificate Signing Request

DCE Data Communication Equipment (communications interface or modem)
DCS Data Collection System

DISC Disconnect (a HDLC frame type)

DLMS Device Language Message Specification

DM Disconnected Mode (a HDLC frame type)

DSA Digital Signature Algorithm specified in FIPS PUB 186-4:2013
DSAP Data Link Service Access Point

DSO Energy Distribution System Operator

DTE Data Terminal Equipment (computers, terminals or printers)
ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Diffie-Hellman key agreement protocol
ECDSA Elliptic Curve Digital Signature Algorithm specified in ANSI X9.62 and FIPS PUB 186-4:2013
ECP Elliptic Curve Point

EUI-64 64-bit Extended Unique ldentifier

FCS Frame Check Sequence

FDDI Fibre Distributed Data Interface

FE Field Element (in relation with public key algorithms)
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Abbreviation Meaning
FIPS Federal Information Processing Standard
FRMR Frame Reject (a HDLC frame type)
FTP File Transfer Protocol
GAK Global Authentication Key
GBEK Global Broadcast Encryption Key
GBT General Block Transfer
GCM Galois/Counter Mode (GCM), an algorithm for authenticated encryption with associated data
GMAC A specialization of GCM for generating a message authentication code (MAC) on data that is
ot emncrypted
GMT Greenwich Mean Time
GSM Global System for Mobile communications
GUEK Global Unicast Encryption Key
GW Gateway
HCS Header Check Sequence
HDLC High-level Data Link Control
HES Head End System, also known as Data Collection System

NOTE The HES may be owned by the energy provider, or the utility

HHU Hand Held Unit

HLS High Level Security (COSEM)

HMAC Keyed-Hash Message Authentication Code specified in FIPS 198-1
HSM Hardware Security Module

HTTP Hypertext Transfer Protocol

| Information (a HDLC frame type)

IANA Internet Assigned Numbers Authority

IC Interface Class

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IP InternetProtocol

ISO International Organization for Standardization
\% Initfalization Vector

KEK Key Encrypting Key

LAN Local Area Network

LB Last Block

LDN Logical Device Name

LLC Logical Link Control (Sublayer)

LLS Low Level Security

LNAP Local Network Access Point

LPDU LLC Protocol Data Unit

L-SAP LLC sublayer Service Access Point

LSB Least Significant Bit

LSDU LLC Service Data Unit

m mandatory, used in conjunction with attribute and method definitions
MAC Medium Access Control (sublayer)

MAC Message Authentication Code (cryptography)
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Abbreviation

Meaning

MIB Management Information Base

MSAP MAC sublayer Service Access Point (in the HDLC based profile, it is equal to the HDLC
address)

MSB Most Significant Bit

MSC Message Sequence Chart

MSDU MAC Service Data Unit

N(R) Receive sequence Number

N(S) Send sequence Number

NDM Normmrat-Disconmectedvode

NIST National Institute of Standards and Technology

NNAP Neighbourhood Network Access Point

NRM Normal Response Mode

o optional, used in conjunction with attribute and method definitions

OBIS Object Identification System

OCSP Online Certificate Status Protocol

OID Object Identifier

0o0B Out of Band

(O] Octet string

OSI Open System Interconnection

OTA Over The Air

P/F Poll/Final

PAR Positive Acknowledgement with Retransmission

PDU Protocol data unit

PhL Physical Layer

PHSDU PH SDU

PKCS Public Key Cryptogtaphy Standard, established by RSA Laboratories

PKI Public Key Infrastructure

PLC Power lingiearrier

PPP Point-to-Point Protocol

PSDU Physical layer Service Data Unit

PSTN Public Switched Telephone Network

RA Registration Authority

RLRE A-Release Response — an APDU of the ACSE

RLRQ A-Release Request — an APDU of the ACSE

RNG Random Number Generator

RNR Receive Not Ready (a HDLC frame type)

RR Receive Ready (a HDLC frame type)

RSA Algorithm developed by Rivest, Shamir and Adelman; specified in ANS X9.31 and PKCS #1.

SAP Service Access Point

SDU Service Data Unit

SHA Secure Hash Algorithm; specified in FIPS PUB 180-4:2012.

SNMP Simple Network Management Protocol

SNRM Set Normal Response Mode (a HDLC frame type)

STR Streaming
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Abbreviation Meaning
tbsCertificate To be signed certificate
TCP Transmission Control Protocol
TDEA Triple Data Encryption Algorithm
TL Transport Layer
TPDU Transport Layer Protocol Data Unit
TWA Two Way Alternate
UA Unnumbered Acknowledge (a HDLC frame type)
UDP User Datagram Protocol
ul Unnumbered Information (a HDLC frame type)
UNC Unbalanced operation Normal response mode Class
ussS Unnumbered Send Status
V(R) Receive state Variable
V(S) Send state Variable
VAA Virtual Application Association
WPDU Wrapper Protocol Data Unit
xDLMS|ASE Extended DLMS Application Service Element
See algo list of abbreviations specific to a cryptographic algorithm in the félevant clauses.

3.5 Bymbols related to the Galois/Counter Mode
Symbol Meaning
A Additional Authenticated Data, AAD
AK Authentication key, a parameter that’is part of the AAD
C Ciphertext
EK Encryption key, i.e. the block cipher key
i Invocation counter, parf\0f-the initialization vector. See also invocation field.
V4 Initialization Vector
len(X) The bit length ef\the bit string X.
LEN(X) The octet length of the octet string X.
P Plaintext
Ne Secutity Control Byte
SH Security Header
Sys-T System title
T Authentication tag
The bit length of the authentication tag.
! NOTE This is the same as len(7)
Xy Concatenation of two strings, X and Y.
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3.6 Symbols related the ECDSA algorithm

Symbol Meaning
The ECDSA private key, which is an integer in the interval [1, n — 1].
0= An ECDSA public key. The coordinates X and Yo are integers in the interval [0, ¢ — 1], and Q = dG.
(xo Yo
k The ECDSA per-message secret number, which is an integer in the interval [1, n — 1].
. One component of an ECDSA digital signature. It is an integer in [1, n — 1]. See the definition of (7,
s).
s One component of an ECDSA digital signature. It is an integer in [1, n — 1]. See the definition of (7,
’ s).
(r, s) An ECDSA digital signature, where r and s are the digital signature components.
M The message that is signed using the digital signature algorithm.
The result of a hash computation (message digest or hash value) on message M using an
Hash(M .
approved hash function.

3.7 Symbols related to the key agreement algorithms

Symbol Meaning

d@, v d v Party U’s and Party V’s ephemeral private keys. These are intégérs in the range [1, n-1].

dg ydf, Party U’s and Party V’s static private keys. These are integéers in the range [1, n-1].

D, The identifier of Party U (the initiator)

D, The identifier of Party V (the responder)

0 d Party U’s and Party V's ephemeral public keys:.These are points on the elliptic curve defindd by
e U e,V the domain parameters.

0 q Party U’s and Party V’s static public keys.* These are points on the elliptic curve defined by the
s U Js,V domain parameters.

u,v Represent the two parties in a (pair-wise) key establishment scheme.

7 A shared secret (represented as a byte string) that is used to derive secret keying material psing

a key derivation method. [Source: NIST SP 800-56A Rev. 2: 2013]

4 Ovyerview of DLMS/ICOSEM

4.1 nformation_exchange in DLMS/COSEM
4.1.1 Genefral

This sybclause 4.1 introduces the main concepts of information exchange in DLMS/CO$EM.

The objective of DLMS/COSEM is to specify a standard for a business domain oriented
interface object model for metering devices and systems, as well as services to access the
objects. Communication profiles to transport the messages through various communication
media are also specified.

The term "metering devices" is an abstraction; consequently “metering device” may be any
type of device for which this abstraction is suitable.

The COSEM object model is specified in IEC 62056-6-2:2017. The COSEM objects provide a
view of the functionality of metering devices through their communication interfaces.

This International Standard specifies the DLMS/COSEM application layer and the rules for
specifying DLMS/COSEM communication profiles; see Annex A.
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The key characteristics of data exchange using DLMS/COSEM are the following:

o metering devices can be accessed by various parties: clients and third parties;

e mechanisms to control access to the resources of the metering device are provided; these
mechanisms are made available by the DLMS/COSEM AL and the COSEM objects
(“Association SN / LN” object, “Security setup” object);

e security and privacy is ensured by applying cryptographical protection to xDLMS

me

ssages and to COSEM data;

e low overhead and efficiency is ensured by various mechanisms including selective access,
compact encoding and compression;

e at
mu

e dat
the

wit
e var
net|

The ke

(AA) A
For de

4.1.2
DLMS

tiple metering devices at a metering site, a single access point can be made ava

b exchange may take place either remotely or locally. Depending on the capabil

hout interfering with each other;

ous communication media can be used on local networks {((LN), neighbo
works (NN) and wide area networks (WAN).

ails, see the relevant clauses below.

Communication model

COSEM uses the concepts of the Open Systemns Interconnection (OSI) model to

information exchange between meters and data collection systems.

NOTE

Conce
ISO/IE
clause

nformation in this context comprises xDLMS meSsages and COSEM data.

bts, names and terminology used\below relate to the OSI reference model descr

D .

Application functions of metering devices and data collection systems are model

applicg

Comm
(AEs).
OSI cg
Howey,

tion processes (APS).

An AE represents the communication functions of an AP. There may be multiple
mmunication functions in an AP, so a single AP may be represented by multipl

capabi

ities™ called application service elements (ASEs). An ASE is a coherent

g Teterimygsite;, theremay be—simgte—or muttipte—meterimg—devices—mthe—Ttase of

lable;

ties of

metering device, local and remote data exchange may be performedsimultaneously

Lrhood

y element to ensure that the above requirements are met is the Application Assojciation
- determining the contexts of the data exchange — provided by the DLMS/COSEM AL.

model

bed in

C 7498-1:1994. Their use is . ©utlined in this clause and further developed in other

ed by

inication between APs is modelled by communication between application ¢ntities

sets of
e AEs.

er, each’/AE represents a single AP. An AE contains a set of communication

set of

integralted functions. These ASEs may be used independently or in combination. Sdge also

4.2.2.

Data exchange between data collection systems and metering devices is based on the
client/server model where data collection systems play the role of the client and metering
devices play the role of the server. The client sends service requests to the server which
sends service responses. In addition the server may initiate unsolicited service requests to
inform the client about events or to send data on pre-configured conditions. See also 4.1.6.

In general, the client and the server APs are located in separate devices. Therefore, message
exchange takes place via a protocol stack as shown in Figure 1.
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Client AP

(Data collection system)

SERVICE .request

v

SERVICE .response

Unsolicited

.request

Server AP

(Metering device)

SERVICE .request

.response

ommunication profile

<

41.3
4.1.31

Namin
commu
mappe
elemer

A = s 1
Apprcatonayet

Intermediate layers

Physical layer

Naming and addressing

General

ts of naming and addressing in

DLMS/COSEM.

Communication ‘fiedia ———

Figure 1 — Client—server model and’communication protocols

j and addressing are important aspects in communication systems. A name iden
nicating entity. An address identifies where that entity can be found. Nam
d to addresses; this is_Lknown as the process of binding. Figure 2 shows the¢ main

IEC

tifies a
Bs are
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Third party

client user

DLMS/COSEM client # 1

System title

System title

( Client AP # 1 w

DLMS/COSEM server

System title
Server AP #n

Server AP # 1
Logical Logical

4.1.3.2
DLMS

Server
identifi
the sys

<

>

' DLMS/COSEM application layer |
1

Supporting layer e.g.
TCP/UDP wrapper / LLC / HDLC

Intermediate layers

e

MAC layer

Physical layer
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\ Device Name ) \ Deviceﬁe me

| DLMS/COSEM application Igyer |

1
SAP SAP

Supporting layer e.g
TCP/UDP\wrapper / LLC / HOLC

|

Intermediate layers

MAC
MAC layer

|

Physical layer

Client — server messages

: IEC

Figure 2 —-Naming and addressing in DLMS/COSEM

COSEM entities) including clients, servers as well as third party systems shall be
unique]y named by-their system title. System titles shall be permanently assigned.

physical“devices may host one or more logical devices (LDs). LDs shall be upiquely
ed by their Logical Device Name (LDN). LDs hosted by the same physical devicg share
temtitle. System titles are specified in 4.1.3.4. Logical device names are specjfied in

4.1.3.5:

4.1.3.3

Addressing

Each physical device shall have an appropriate address. It depends on the communication
profile and may be a phone number, a MAC address, an IP network address or a combination

of thes

e.

NOTE For example, in the case of the 3-layer, connection-oriented, HDLC based communication profile, the lower
HDLC address is the MAC address.

Physical device addresses may be pre-configured or may be assigned during a registration
process, which also involves binding between the addresses and the system titles.

Each DLMS/COSEM client and each server — a COSEM logical device — is bound to a Service
Access Point (SAP). The SAPs reside in the supporting layer of the DLMS/COSEM AL.
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Depending on the communication profile the SAP may be a TCP-UDP/IP wrapper address, an
upper HDLC address, an LLC address etc. On the server side, this binding is modelled by the
“SAP Assignment” IC; see |IEC 62056-6-2:2017, 5.3.5.

The values of the SAPs on the client and the server side are specified in Table 1. The length
of the SAPs depends on the communication profile.

Table 1 — Client and server SAPs

Client SAPs
No-station 0x00
Client Management Process / CIASE ' 0x01
Public Client 0x10
0x02 ...0x0F
Open fpr client AP assignment
0x11 andyup
Server SAPs
No-stafion / CIASE ' 0x00
Managgment Logical Device 0x01
Reseryed for future use 0x02...0x0F
Open fpr server SAP assignment 0x10 and up
All-stafion (Broadcast) Communication profile specifig

" In the case of the DLMS/COSEM S-FSK PLC profile, see IEC$62056-8-3.

NOTE | Depending on the supporting layer, the SAPs may béwepresented on one or more bytes.

4.1.3.4 System title

The syfstem title Sys-T shall uniquely.identify each DLMS/COSEM entity that may be server, a
client gr a third party that can access servers via clients. The system title:
o shgll be 8 octets long;

e shgll be unique.

The lefding (i.e., the(3)leftmost) octets should hold the three-letter manufacturer ID 2. [This is

the same as the leading three octets of the Logical Device Name, see 4.1.3.5. The remaining
5 octets shall enSure uniqueness.

NOTE |t canbg derived for example from the last 12 digits of the manufacturing number, up to 999 999 $99 999.
This valpleConverts to 0OXxE8D4A50FFF. Values above this, up to OXFFFFFFFFFF (decimal 1 099 511 627 175) can
also be pised; but these values cannot be mapped to the last 12 digits of the manufacturing number.

Project specific companion specifications may specify a different structure. In that case, the
details should be specified by the naming authority designated as such for the project.

The use of the system title in cryptographic protection of xDLMS messages and COSEM data
is further specified in 5.3 and 5.7.

Before the cryptographic security algorithms can be used - this requires a ciphered
application context — the peers have to exchange system titles. The following possibilities are
available:

2 Administered by the FLAG Association in co-operation with the DLMS UA.
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e during the communication media specific registration process. For example, when the S-
FSK PLC profile is used, system titles are exchanged during the registration process using
the CIASE protocol; see IEC 62056-8-3;

e in all communication profiles, system titles may be exchanged during AA establishment
using the COSEM-OPEN service, see 6.2, carried the AARQ / AARE APDU. If the system
titles sent / received during AA establishment are not the same as the ones exchanged
during the registration process, the AA shall be rejected;

e by writing the client_system_title attribute and by reading the server_system_title attribute
of “Security setup” objects, see IEC 62056-6-2:2017, 5.3.7.

In the case of broadcast communication, only the client sends the system title to the server.

4.1.3.5 Logical Device Name

Logica

Device Name (LDN) shall be as specified in IEC 62056-6-2:2017, 4.8.2-

4.1.3.6 Client user identification

The cli

on the

2:2017], 5.3.2. Naming of client users is outside the scope of this,document.

41.4

The Dl

Connection oriented operation

MS/COSEM AL is connection oriented. See als0'4.2.3.

A communication session consists of three phases,-as it is shown in Figure 3:

o firsf, an application level connection, called Application Association (AA), is esta
between a client and a server AE; see.:also 4.2.3. Before initiating the establishmen
AA| the peer PhLs of the client and server side protocol stacks have to be connectg
intgrmediate layers may have to~be connected or not. Each layer, which needs
corjnected, may support one or mere connections simultaneously;

e onge the AA is established,-message exchange can take place;

o at the end of the data exchange, the AA is released.

DLMSCOSEM client DLMSCOSEM server

Phase 1:
AA establishment

Phase 2:
—vtessageexctange

Phase 3:
AA Release

IEC

Figure 3 — A complete communication session
in the CO environment

ent user identification mechanism allows a server to distinguish|between different users
client side and to log their activities accessing the meter. It.is‘specified in IEC 62056-6-

blished

For the purposes of very simple devices, one-way communicating devices, and for
multicasting and broadcasting pre-established AAs are also allowed. For such AAs the full
communication session may include only the message exchange phase: it can be considered
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that the connection establishment phase has been already done somewhere in the past. Pre-
established AAs cannot be released. See also 7.2.4.4.

4.1.5

4.1.51

Application associations

General

Application Associations (AAs) are logical connections between a client and a server AE. AAs
may be established on the request of a client using the services of the connection-oriented
ACSE of the AL or may be pre-established. They may be confirmed or unconfirmed. See also

4.2.3.

NOTE 1

NOTE 2

A COS
determ

A conf

o the
e the

o the
ser

e the
betf

An un
accept
messa

AAs ar
associ
mecha

The “A
object
the elg
differe

4.1.5.2

A pre-established AA can be considered to have been established in the past.

Servers cannot initiate the establishment of an AA.

ines the contexts in which information exchange takes place.

rmed AA is proposed by the client and accepted by the server provided that:

user of the client is known by the server, see 4.1.3.6;
application context proposed by the client — see 4.1.5¢2""is acceptable for the s

authentication mechanism proposed by the client.s see 4.1.5.3 — is acceptable
ver and the authentication is successful;

elements of the xDLMS context — see 4:1.5.4 — can be successfully neg
ween the client and the server.

confirmed AA is also proposed by asgélient with the assumption that the sery
it. No negotiation takes place. Unc¢onfirmed AAs are useful for sending brg
jes from the client to servers.

e modelled by COSEM “Association SN / LN” objects that hold the SAPs identify
hted partners, the name of the application context, the name of the authent
nism, and the xDLMS context.

ssociation SN / LN*objects also determine a specific set of access rights to G
attributes and methods and they point to (reference) a “Security setup” object th

t in each AA™ These objects are specified in IEC 62056-6-2:2017, 5.3.3, 5.3.4.

Application context

The ap

EM logical device may support one or more AAs, each with a different’client. Each AA

erver;
for the

ptiated

er will
adcast

ng the
ication

OSEM
at hold

ments of the security context. The access rights and the security context may be

phcation context determines:

e the

set of Application Service Elements (ASEs) present in the AL;

e the referencing style of COSEM object attributes and methods: short name (SN)
referencing or logical name (LN) referencing. See also 4.2.4.3.1;

e the

transfer syntax;

e whether ciphering is used or not.

Application contexts are identified by names, see 7.2.2.2.

41.5.3

Authentication

In communication systems entity authentication is a fundamentally important security service.
The goal of entity authentication is to establish whether the claimant of a certain identity is in
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fact who it claims to be. In order to achieve this goal, there should be a pre-existing relation

which |

inks the entity to a secret.

In DLMS/COSEM, authentication takes place during AA establishment.

In confirmed AAs either the client (unilateral authentication) or both the client and the server

(mutua

Inanu

| authentication) can authenticate itself.

nconfirmed AA, only the client can authenticate itself.

In pre-established AAs, authentication of the communicating partners is not available.

Once 1lhe AA is established, COSEM object attributes and methods can be accessed

xDLMS

The al

services subject to the prevailing security context and access rights in the) given

thentication mechanisms are specified in 5.2.2.2. The authentication-mechanis

identified by names, see 7.2.2.3.

4.1.5.4 xDLMS context

The x[
ina gi

4.1.5.5

LMS context determines the set of xXDLMS services and{capabilities that can b
en AA. See 4.2.4.

Security context

using
AA.

s are

D

e used

The sefcurity context is relevant when the application*context stipulates ciphering. It comprises
the segurity suite, the security policy, the security*keys and other security material. S

5.2.3.

4.1.5.6

Accesq

t is managed by “Security setup” objects:

Access rights

rights determine the rights “of the client(s) to access COSEM object attribut

methodls within an AA. The set ofiaccess rights depend on the role of the client and

configy

red in the server. See als0 5.2.4.

NOTE [he roles and the related access rights are subject to project specific companion specifications. E

for roles|

4.1.6

are meter reader, meter service / communication service / energy provider, manufacturer, end use

Messaging patterns

The mgssaging patterns available between a DLMS/COSEM client and server are sh

Figure

4.

e also

s and
is pre-

xamples
, etc.

pown in
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DLMS/COSEM DLMS/COSEM
client server

|
|

%xDLMS APDU carrying a confirmed service request—»j
| Pull operation
§<—xDLMS APDU carrying a service response

|

Coni;\med f~<—xDLMS APDU carrying an unsolicited service request Push operation
%XDLMS APDU carrying an unconfirmed service request&f Unconf_lrmed
! | service
Uncopfirmed +——xDLMS APDU carrying an unconfirmed service request ‘ Unconf!rmed
AA ! ! service

|
| |

IEC

Figure 4 - DLMS/COSEM messaging,patterns

In confirmed AAs:

e the|client can send confirmed service requests:and the server responds: pull operation;
e the|client can send unconfirmed service reguests. The server does not respond;
o the|server can send unsolicited service.requests to the client: push operation.

NOTE [The unsolicited services may be InformationReport (with SN referencing), EventNotification ith LN
referencing) or DataNotification (used both with)SN and LN referencing).

In unconfirmed AAs:

e only the client can initiate,service requests and only unconfirmed ones. The server cannot
respond and it cannotiinitiate service requests.

4.1.7 Data exchange between third parties and DLMS/COSEM servers

Third parties =Sthat are outside the DLMS/COSEM client-server relationship — mgy also
excharnge information with servers, using a client as a broker. To support end-to-end sgcurity,
such third qparties shall be “DLMS/COSEM aware” meaning that they shall be able tp send
messapes’ to the client that contain properly formatted xDLMS APDUs carrying pfoperly
formattedCOSEM anny and that th\JI shall he ahle to process messages received from the

server via the client. See also 5.2.5, Figure 14.

Messages from the server to the third party may be solicited or unsolicited.

4.1.8 Communication profiles

Communication profiles specify how the DLMS/COSEM AL and the COSEM data model
modelling the Application Process (AP) are supported by the lower, communication media
specific protocol layers.

Communication profiles comprise a number of protocol layers. Each layer has a distinct task
and provides services to its upper layer and uses services of its supporting layer(s). The client
and server COSEM APs use the services of the highest protocol layer, that of the
DLMS/COSEM AL. This is the only protocol layer containing COSEM specific element(s): the
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xDLMS ASE; see 4.2.4. It may be supported by any layer capable of providing the services
required by the DLMS/COSEM AL. The number and type of lower layers depend on the
communication media used.

A given set of protocol layers with the DLMS/COSEM AL and the COSEM object model on top
constitutes a particular DLMS/COSEM communication profile. Each profile is characterized by
the protocol layers included and their parameters.

Figure 5 shows a generic DLMS/COSEM communication profile, including:

the COSEM object model modelling the Application Process. For each communication

me
the
the
the

dia_media-specific setup interface classes are specified;

DLMS/COSEM application layer;

throgugh the DLMS/COSEM transport layer;

the
the

A sing
exchar

AP to decide which communication profile should be use

media specific physical and MAC layers; and

connection managers.

DUMS/COSEM
Q§‘t’r~ansport layer
Wrapper
O TCP /UDP

\@C) IPv4 / IPv6

le physical device may support more than one com
ge using various communication media. In such cas

X

@"l/

DLMS/COSEM transport layer, present in internet capable profiles;
convergence layers that bind the MAC layer to the DLMS/COSEM

(06

A
Q\

A%D(:?ner dire

n@catlon profile to allo

it is the task of the clie

ctly or

i data
nt side

Figure 5 — DLMS/COSEM generic communication profile

IEC
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Using the DLMS/COSEM application layer in various communications profiles Communication
is specified in Annex A. Communication profile standards are specified in other parts of the
IEC 62056 DLMS/COSEM suite:

e the 3-layer, connection-oriented, HDLC based communication profile, is specified in
IEC 62056-7-6;

e the TCP-UDP/IP based communication profiles (COSEM_on_IP), is specified in
IEC 62056-9-7;

e the S-FSK PLC profile, is specified in IEC 62056-8-3.
e the wired and wireless M-Bus profile is specified in IEC 62056-7-3:2017.

NOTE Further communication profiles may be specified in the future.
4.1.9 Model of a DLMS/COSEM metering system

Figure|6 shows a model of a DLMS/COSEM metering system.

Metering equipment are modelled as a set of logical devices, hosted in a single physical
device| Each logical device represents a server AP and models a subset of the functionality of
the mdtering equipment as these are seen through its communication’interfaces. The Various
functions are modelled using COSEM objects.

Metering equipmentiDLMS/COSEM server

ServerAR #1 Server AP / Logical Server AP / Lpgical
Mgmt, “Logical device #2 Device #
_ - DeviceSAP = 0x01
Data °°”f°“°” system: DLMS/COSEM client GOSEM interface COSEM interface COSEM intefface

: objects objects objects
Clibnt AP #1

obic Giient Client AP #2 Client AP #m % @ Q <>

e —— O Ol o
| A

IEC

Figure 6 — Model of a DLMS/COSEM metering system

Data collection systems are modelled as a set of client APs that may be hosted by jone or
several physicahdevices. Each client AP may have different roles and access rights, dranted
by the metering equipment.

The Public’Client and the Management Logical Device APs have a special role and they shall
be always present.

See more in I[EC 62056-6-2:2017, 4.7 and 4.8.

4.1.10 Model of DLMS/COSEM servers

Figure 7 shows the model of two DLMS/COSEM servers as an example. One of them uses a
3-layer, CO, HDLC based communication profile, and the other one uses a TCP-UDP/IP
based communication profile.

@

The metering equipment on the left hand side comprises “n” logical devices and supports the
3-layer, CO, HDLC based communication profile.
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The DLMS/COSEM AL is supported by the HDLC based data link layer. Its main role is to
provide a reliable data transfer between the peer layers. It also provides addressing of the
logical devices in such a way, that each logical device is bound to a single HDLC address.
The Management Logical Device is always bound to the address 0x01. To allow creating a
local network so that several metering devices at a given metering site can be reached
through a single access point, another address, the physical address is also provided by the
data link layer. The logical device addresses are referred to as upper HDLC addresses, while
the physical device address is referred to as a lower HDLC address. See also IEC 62056-7-6.

The PhL supporting the data link layer provides serial bit transmission between physical
devices hosting the client and server applications. This allows using various interfaces, like
RS 232, RS 485, 20 mA current loop, etc. to transfer data locally through PSTN and GSM
networks etc.

The metering equipment on the right hand side comprises “m” logical devices.

The DULMS/COSEM AL is supported by the DLMS/COSEM TL, comprising-the’ internet TCP or
UDP Igyer and a wrapper. The main role of the wrapper is to adapt the©SI-style service set,
provid¢d by the DLMS/COSEM TL to and from TCP and UDP function_calls. It also provides
addresising for the logical devices, binding them to a SAP called wrapper port. The
Management Logical Device is always bound to wrapper port 0x01. Finally, the wrapper
provid¢s information about the length of the APDUs transmittedy to help the peer to recognise
the endl of the APDU. This is necessary due the streaming nature of TCP.

DLM§/COSEM meter DLMS/COSEM meter
using|3-layer, CO, HDLC based profile using TCP-UDP/IP based profile
Lo(g g[::tv )—1 Log_Dev_2 Log_Dev_n Files pv:::s Lo(,%l_gDn?: )—1 Log_Dev_2 Log_Dev_m
DLMS/COSEM application layer DLMS/COSEM application layer
ACSE FTP HTTP

DLMS/COSEM transport layer

DLMS/COS

EM wrapper

L | DLMS
e Wi COSEM
Transport layer port
TCP or UDP
-
e e e e e |
Network layer

HDLC based data link layer ‘ ‘ ‘

______ Phy Device o
Addr Data link layer Data link layer Data link layer
e.g. PPP e.g. ATM

e.g. Ethernet

Physical layer Physical layer Physical layer Physical layer
e.g. RS 232, RS 485, optical port, current loop e.g. RS 232 e.g. Ethernet e.g. PPP

IEC

Figure 7 — DLMS/COSEM server model
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Through the wrapper, the DLMS/COSEM AL is bound to a TCP or UDP port number, which is
used for the DLMS/COSEM application. The presence of the TCP and UDP layers allows
incorporating other internet applications, like FTP or HTTP, bound to their standard ports
respectively.

The TCP layer is supported by the IP layer, which is in turn may be supported by any set of
lower layers depending on the communication media to be used (for example Ethernet, PPP,
IEEE 802, or IP-capable PLC lower layers, etc.).

Obviously, in a single server it is possible to implement several protocol stacks, with the
common DLMS/COSEM AL being supported by distinct sets of lower layers. This allows the

server

a structure would be similar to the structure of a DLMS/COSEM client show below.

4.1.11

Figure

Model of a DLMS/COSEM client

8 shows the model of a DLMS/COSEM client as an example.

to nynhnngp data via various communication media with clients in different AAs. Such

DLMS|

COSEM client
using poth 3-layer, CO, HDLC based and TCP-UDP/IP based communication profile

AP_1
Files Web Public AP_2 AP_m
pages client
DLMS/COSEM application layer
FTP | HTTP
& ———« &,,:::::::::::::::::::f***777*}
,,,,,,,,,,,,,,,,,,,,,,,, |
I \
I } ‘
I | ‘
I | ‘
| | |
\
DLMS/COSEM wrapper : \ }
\
| |
I } ‘
I | }
(e v COSEM | | |
ort ot Transport layer \_ port : \ |
TCP or UDP — ! | |
I
: i |
Network layer I } ‘
P ' !
- I| o~ I‘ oL I‘ #01 Crow ) #0z )
ayer ayer ayer .
e.g. PPP e.g. Ethernet e.g. ATM HDLC based data link layer
Phy layer Phy layer Phy layer Phy layer e.g. RS 232, RS 485,
e.g. RS 232 e.g. Ethernet e.g. PPP optical port, current loop
Port Port
IEC

Figure 8 — Model of a DLMS/COSEM client
using multiple protocol stacks

The model of the client — obviously — is very similar to the model of the servers:
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e in this particular model, the DLMS/COSEM AL is supported either by the HDLC based data
link layer or the DLMS/COSEM TL, meaning that the AL uses the services of one or the
other as determined by the APs. In other words, the APDUs are received from or sent
through the appropriate supporting layer, which in turn use the services of its supporting
layer respectively;

e unlike on the server side, the addressing provided by the HDLC layer has a single level
only, that of the Service Access Points (SAP) of each Application Process (AP).

As explained, client APs and server APs are identified by their SAPs. Therefore, an AA
between a client and a server side AP can be identified by a pair of client and server SAPs.

ikewise,
ayers.
This allows data exchange between clients and servers simultaneously via different pofts and
commynication media.

4.1.12| Interoperability and interconnectivity in DLMS/COSEM

In the IDLMS/COSEM environment, interoperability and interconnectiyvity is defined between
client and server AEs. A client and a server AE shall be interoperable‘and interconnectpble to
ensure| data exchange between the two systems.

Using |the COSEM object model to model metering ofyall kinds of energy, oyer all
commynication media ensures semantic interoperability, i.e. an unambiguous, ghared
meaning between clients and servers using different\communication media. The semantic
elements are the COSEM objects, their logical name_i‘e. the OBIS code, the definition ¢f their
attribufes and methods and the data types that can be used.

Using the DLMS/COSEM AL over all communication media ensures syntactic interopefability,
which |s a pre-requisite of semantic interoperability. Syntactic interoperability compriges the
ability [to establish AAs between clients’ and server using various application coptexts,
auther‘fication mechanisms, xDLMS contexts and security contexts as well as the standard
structure and encoding of all messages exchanged.

Intercgnnectivity is a protocol_level notion: in order to be able to exchange messagg¢s, the
client and the server AEs should be interconnectable and interconnected.

Before| the two AEs (can establish an AA, they shall be interconnected. The two AEs are
interconnected, if eéach peer protocol layer of both sides, which needs to be connedted, is
connegted. In <(order to be interconnected, the client and server AEs shodld be
interconnectable)and shall establish the required connections. Two AEs are interconnéctable
if they Juse the"same communication profile.

With this, infnrr‘nnnnr‘fi\/ify nDLMS/COSEMis ensured h\J/ the nhilify of the DLMS/COSFM AE
to establish a connection between all peer layers, which need to be connected.

4.1.13 Ensuring interconnectivity: the protocol identification service

In DLMS/COSEM, AA establishment is always initiated by the client AE. However, in some
cases, it may not have knowledge about the protocol stack used by an unknown server device
(for example when the server has initiated the physical connection establishment). In such
cases, the client AE needs to obtain information about the protocol stack implemented in the
server.

A specific, application level service is available for this purpose: the protocol identification
service. It is an optional application level service, allowing the client AE to obtain information
— after establishing a physical connection — about the protocol stack implemented in the
server. The protocol identification service uses directly the data transfer services (PH-
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DATA.request /.indication) of the PhL; it bypasses the other protocol layers.
recommended to support it in all communication profiles that have access to the PhL.

4.1.14 System integration and meter installation

System integration is supported by DLMS/COSEM in a number of ways.

A possible process is described herein.

It is

As shown in Figure 6, the presence of a Public Client (bound to address 0x10 in any profile) is

mandatory in each client system. Its main role is to reveal the structure of an unknown — for
exampje—rewty—stated reterRg—eatipment- his—takes—place—within—a—mandatory AA
betwegn the Public Client and the Management Logical Device, with no security precafutions.

Once

mechapisms and cryptographic protection of the xDLMS messages and COSEM.data.

When
Once t
the ne
param

A new meter is installed in the system, it may generate an eventcreport to the
his is detected, the client can retrieve the internal structure of the'meter, and the
cessary configuration information (for example tariff scheduleshand installation s
bters) to the meter. With this, the meter is ready to use.

System integration is also facilitated by the availability of the"DLMS/COSEM confor
testing] described in the Yellow Book, DLMS UA 1001-1. With this, correct implementd
the specification in metering equipment can be tested and<ertified.

4.2 DLMS/COSEM application layer main features

4.21 General

This sdibclause 4.2 provides an overview ofithe main features provided by the DLMS/Q
AL.

4.2.2 DLMS/COSEM application tfayer structure

The stfucture of the client and’server DLMS/COSEM application layers is shown in Figu

he structure is known, data can be accessed with using the proper authentj

client.
n send
pecific

mance
tion of

OSEM

re 9.
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Figure 9 — The structure of the DLMS/COSEM application layers

The mfin component of the DLMS/COSEM AL is the Application Service Object (ABO). It
provid¢s services to itse.Service user, the COSEM Application Process (APs) and uses
servicgs provided by the)supporting layer. It contains three mandatory components both on
the clignt and on the server side:

o the[Associatien-Control Service Element, ACSE;

o the|lextended DLMS Application Service Element, xDLMS ASE;

e the|Control Function, CF.

On the client side, there is a fourth, optional element, called the Client SN_Mapper ASE.

The ACSE provides services to establish and release application associations (AAs). See
4.2.3.

The xDLMS ASE provides services to transport data between COSEM APs. See 4.2.4.

The Control Function (CF) element specifies how the ASO services invoke the appropriate
service primitives of the ACSE, the xXDLMS ASE and the services of the supporting layer. See
also 7.1.

Both the client and the server DLMS/COSEM ASO may contain other, optional application
protocol components.
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The optional Client SN_Mapper ASE is present in the client side AL ASO, when the server
uses SN referencing. It provides mapping between services using LN and SN referencing.
See 4.2.5.

The DLMS/COSEM AL performs also some functions of the OSI presentation layer:

e encoding and decoding the ACSE APDUs and the xDLMS APDUs, see also 7.2.3;

e alternatively, generating and using XML documents representing ACSE and xDLMS
APDUs;

e applying compression and decompression;
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The Association Control Service Element, ACSE

specified in ISO/IEC 15953:1999 and ISO/IEC 15954:1999 is used.

rvices provided for application association establishment and release are the foll

SEM-OPEN;
SEM-RELEASE;

SEM-ABORT.
DSEM-OPEN service is used to establish AAs.dt'is based on the ACSE A-ASSO
. It causes the start of use of an AA by thoselASE procedures identified by the v

plication_Context_Name, Security Mechanism_Name and xDLMS context paran
hy be established in different ways:

firmed AAs are established via atmessage exchange — using the COSEM
vice — between the client and the:server to negotiate the contexts. Confirmed A
pstablished between a single client and a single server;

onfirmed AAs are established via a message sent — using the COSEM-OPEN se

ported by the server. Unéonfirmed AAs can be established between a client and
tiple servers;

-established AAS may pre-exist. In this case, the COSEM-OPEN service is no

be confirmed or unconfirmed.

DSEM-RELEASE service is used to release AAs. If successful, it causes the com
use-of the AA without loss of information in transit (graceful release). In

purposes of DLMS/COSEM connection oriented (CO) communication profiles, fhe CO

bwing:

CIATE
alue of
heters.

tOPEN
As can

rvice —
to be
one or

used.
ed AA

pletion
some

nication profiles — for example in the TCP-UDP/IP based profile — the C

RELEA

DSEM-

SE service is based on the ACSE A-RFEI EASE service. In some other communlication

profiles — for example in the 3-layer, CO, HDLC based profile — there is a one-to-one
relationship between a confirmed AA and the supporting protocol layer connection. In such
profiles AAs can be released simply by disconnecting the corresponding supporting layer
connection. Pre-established AAs cannot be released.

The COSEM-ABORT service causes the abnormal release of an AA with the possible loss of
information in transit. It does not rely on the ACSE A-ABORT service.

The COSEM-OPEN service is specified in 6.2, the COSEM-RELEASE service in 6.3 and the
COSEM-ABORT service in 6.4.
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4.2.4 The xDLMS application service element
4.2.41 Overview

To access attributes and methods of COSEM objects, the services of the xDLMS ASE are
used. It is based on the DLMS standard, IEC 61334-4-41:1996. This document specifies a
range of extensions to extend functionality while maintaining backward compatibility. The
extensions comprise the following:

e additional services, see 4.2.4.3;

e additional mechanisms, see 4.2.4.4;

e ad

tional data tvnes see 4 2 4 5-
P T 7

¢ new DLMS version number, see 4.2.4.6;

e new conformance block, see 4.2.4.7;

o clafification of the meaning of the PDU size, see 4.2.4.8.

4.2.4. The xDLMS initiate service

To egtablish the xDLMS context the xDLMS |Initiate service — specified in
IEC 61[334-4-41:1996, 5.2 — is used. This service is integrated in the COSEM-OPEN srvice,
see 6.2.

4.2.4. COSEM object related xDLMS services

.1 General

object related xDLMS services are used’to access COSEM object attributés and
S.

IEC 62056-6-2:2017, 4.2 specifies two referencing methods:

e Logical Name (LN) referencing; and

e Short Name (SN) referencing.

For mdre information on referencing methods, see 4.2.4.4.2.

Therefpre, two distinct xBDLMS service sets are specified: one exclusively using Logicall Name
(LN) referencing andthe other exclusively using short name (SN) referencing. It ¢an be
considered that there are two different xXDLMS ASEs: one providing services wjth LN
referericing and~the other with SN referencing. The client ASO always uses the xDLMS ASE
with LN referencing. The server ASO may use either the xXDLMS ASE with LN referenging or
the xDLMS, ASE with SN referencing or both.

These services may be:

e requested / solicited by the client; or

e unsolicited: these are always initiated by the server without a previous request from the
client.

Services requested by the client may be also (see 7.3.2):

e confirmed: in this case, the server provides a response to the request;

¢ unconfirmed: in this case, the server does not provide a response to the request.

The additional services — which are not based on DLMS services specified in
IEC 61334-4-41:1996 — are:
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e the GET, SET, ACTION and ACCESS used to access COSEM object attributes and
methods using LN referencing;

o the DataNotification service used by the server to push data to the client;

o the EventNotification service used by the server to notify the client about events that occur
in the server.

4.2.4.3.2 xDLMS services used by the client with LN referencing

In the case of LN referencing, COSEM object attributes and methods are referenced via the
identifier of the COSEM object instance to which they belong. For this referencing method, the
following additional services are specified:

o the| GET service is used by the client to request the server to return the value Of [one or
mofe attributes, see 6.6;

o the|SET service is used by the client to request the server to replace the content of|one or
mofe attributes, see 6.7;

o thel ACTION service is used by the client to request the server to invoke one of more
methods. Invoking methods may imply sending method invogation parametefs and
recgiving return parameters, see 6.8;

e the| ACCESS service, a unified service which can be used by\the client to access multiple
attributes and/or methods with a single .request; see 6.9.

These [services can be invoked by the client in a confirmed- or unconfirmed manner.

4.2.4.3.3 xDLMS services used by the client with SN referencing

In the |case of SN referencing, COSEM object attributes and methods are mapped to|DLMS
named| variables specified in IEC 61334-4-41:1996, 10.1.2.

The xOLMS services using SN referencing are based on the DLMS variable access sejvices,
specified in IEC 61334-4-41:1996, 10,4 — 10.6 and they are the following:

o the|Read service is used by the client to request the server to return the value of jone or
mofe attributes or to invoke ohe or more methods when return parameters are expegted. It
is § confirmed service. See6.14;

o the|Write service is used by the client to request the server to replace the content|of one
or more attributes™ or to invoke one or more methods when no return parametgrs are
expgected. It is atconfirmed service. See 6.15;

o the| UnconfirmedWrite service is used by the client to request the server to replgce the
corltent oflone or more attributes or to invoke one or more methods when no|return
parameters are expected. It is an unconfirmed service. See 6.16.

New \ariants of the Variable Access Specification service parameter (see 6.13), the
Read.response and the Write.response services have been added to support selective access
—see 4.2.4.3.5 — and block transfer, see 4.2.4.4.5.

4.2.4.3.4 Unsolicited services

Unsolicited services are initiated by the server, on pre-defined conditions, e.g. schedules,
triggers or events, to inform the client of the value of one or more attributes, as though they
had been requested by the client.

To support push operation, the DataNotification service is available, see 6.10. It can be used
in application contexts using either SN referencing or LN referencing.

NOTE The DataNotification service is used in conjunction with “Push setup” COSEM objects, see
IEC 62056-6-2:2017, 5.3.8.
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To support event notification, the following unsolicited services are available:

e with LN referencing, the EventNotification service, see 6.11;

o with SN referencing, the InformationReport service, see 6.17. This service is based on
IEC 61334-4-41:1996, 10.7.

4.2.4.3.5 Selective access

In the case of some COSEM interface classes, selective access to attributes is available,
meaning that either the whole attribute or a selected portion of it can be accessed as
required. For this purpose, access selectors and parameters are specified as part of the
specification of the relevant attributes.

To use this possibility, attribute-related services can be invoked with access “selection
paramgters. In the case of LN referencing, this feature is called Selective access;) see 4.6 and
6.7. It s a negotiable feature; see 7.3.1. In the case of SN referencing, this feature is| called
Paramgterized access; see 6.14, 6.15 and 6.16. It is a negotiable feature; séey7.3.1.

4.2.4.3.6 Multiple references

In a JOSEM object related service invocation, it is possible to,reference one or geveral
named| variables, attributes and/or methods. Using multiple references is a negotiable feature.
See 7.B.1.

4.2.4.3.7 Attribute_0 referencing

With the GET, SET and ACCESS services a special feature, Attribute 0 referen¢ing is
availaljle. By convention, attributes of COSEM "ebjects are numbered from 1 to n,|where
Attribute_1 is the logical name of the COSEMbject. Attribute_0 has a special meaning: it
refererjces all attributes with positive index (public attributes). The use of Attripute 0
refererjcing with the GET service is explained in 6.6, with the SET service in 6.7 and wWith the
ACCE$S service in 6.9.

NOTE RAs specified in IEC 62056-6-2:204[Z, 4.2, manufacturers may add proprietary methods and/or attriputes to
any objgct, using negative numbers.

Attribute 0 referencing is a negotiable feature, see 7.3.1.

4.2.4.:] Additionalrmechanisms
1

4.2.4.4. Overview

xDLM§ specifies several new mechanisms — compared to DLMS as specifjed in
IEC 61[334¢4-41:1996 — to improve functionality, flexibility and efficiency. The additional
mechapisms are:

o referencing using logical names;

e identification of service invocations;

e priority handling;

e transferring long application messages;
e composable xDLMS messages;

e compression and decompression;

e general cryptographic protection;

e general block transfer.
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4.2.4.4.2 Referencing methods and service mapping

To access COSEM object attributes and methods with the xDLMS services, they have to be
referenced. As already mentioned in 4.2.4.3.1, IEC 62056-6-2:2017, 4.2 specifies two
referencing methods:

e Logical Name (LN) referencing; and

e Short Name (SN) referencing.

In the case of LN referencing, COSEM object attributes and methods are referenced via the
logical name (COSEM_Object_Instance ID) of the COSEM object instance to which they
belong. In the case of SN referencing, COSEM object attributes and methods are mapped to
DLMS jhamed variables.

Accordingly, there are two xDLMS ASEs specified: one using xDLMS services wjith LN
refererlcing and one using xDLMS services with SN referencing.

On thg client side, in order to handle the different referencing methods transparently for the
AP, thé¢ AL uses the xDLMS ASE with LN referencing. Using a unique,)Standardized s$ervice
set befween COSEM client APs and the communication protocol — hidihg the particularjties of
DLMS/COSEM servers using different referencing methods — allows specifying an Application
Programming Interface, API. This is an explicitly specified interface corresponding [to this
servicg set for applications running in a given computing environment (for example Wipdows,
UNIX, letc.) Using this — public — API specification, client’applications can be devgloped
withouf knowledge about particularities of a given server-

On thg server side, either the xDLMS ASE with LN-referencing or the xDLMS ASE with SN
referericing or both xDLMS ASEs can be used.

In the| case of confirmed AAs, the referencing method is negotiated during the AA
establishment phase via the COSEM application context. It shall not change during the
lifetime of the AA established. Using LN"or SN services within a given AA is exclusive.

In the [case of unconfirmed and. (pre-established AAs, the client AL is expected to knpw the
refererjcing method supported by the server.

When the server uses AtNreferencing, the services are the same on both sides. When the
server|uses SN referencing the Client SN_Mapper ASE in the client maps the SN refernencing
into LN referencing ‘er.vice versa. See 4.2.2 and 4.2.5.

4.2.4.4.3 ldentification of service invocations: the Invoke_ld parameter

In the |client/server model, requests are sent by the client and responses are sent by the
server| The client is allowed to send several requests before receiving the response|to the
previous ones, provided that this is allowed by the lower layers.

Therefore — to be able to identify which response corresponds to each request — it is
necessary to include a reference in the request.

The Invoke_Id parameter is used for this purpose. The value of this parameter is assigned by
the client so that each request carries a different Invoke_ld. The server shall copy the
Invoke_Id into the corresponding response.

In the ACCESS and the DataNotification service — see 6.9 and 6.10 — the Long-Invoke-Id
parameter is used instead of the Invoke_Id parameter.

The EventNotification service does not contain the Invoke_Id parameter.
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This feature is available only with LN referencing.

42444 Priority handling

For data transfer services using LN referencing, two priority levels are available: normal
(FALSE) and high (TRUE). This feature allows receiving a response to a new request before
the response to a previous request is completed.

Normally, the server serves incoming service requests in the order of reception (FIFS, First In,
First Served). However, a request with the priority parameter set to high (TRUE) is served
before the previous requests with priority set to normal (FALSE). The response carries the
same priority flag as that of the corresponding request. Managing priority is a negotiable
featurq; see 7.3.1.

NOTE 1| As service invocations are identified with an Invoke_ld, services with the same priority ,can be slerved in
any ordgr.

NOTE 2| If the feature is not supported, requests with HIGH priority are served with NORMAL “priority.

This fefature is not available with services using SN referencing. The server treats the s¢rvices
on a F|FS basis.

4.2.4.4.5 Transferring long messages

The xDLMS service primitives are carried in an encaded form by xDLMS APDUSs. This
encodg¢d form may be longer than the Client / Server-Max Receive PDU Size negotiafed. To
transfdgr such ‘long’ messages, there are two mechanistns available:

a) the|general block transfer (GBT) mechanism spécified in 4.2.4.4.9;

b) serpice-specific block transfer mechanism.® This mechanism is available with thg GET,
SET, ACTION, Read and Write services. In this case, the service primitive invogations
corjtain only one part — one block — ofdhe data (e.g. attribute values), so that the encoded
forfn fits in a single APDU.

NOTE [There is no block-recovery mechanism with the service-specific block transfer mechanism.

Using the general or the servige-specific block transfer mechanism is a negotiable feature,
see 7.3.1.

An APDU that fits in the Client / Server Max Receive PDU Size negotiated may be too |ong to
fit in a|single frame\/‘packet of the supporting layer. Such APDUs may be transported if the
supporting layer{provide(s) segmentation; see Annex A.

4.2.4.4.6 Composable xDLMS messages
The t : ; i i toding,

applying, verifying / removing cryptographic protection and block transfer.

The concept of composable xDLMS messages separates the three aspects, as shown in
Figure 10. See also Figure 36.
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GBT APDU GBT APDU GBT APDU
#1 #2 #n

Protected xDLMS with cryptographic protection # 2 applied

Protected xDLMS with cryptographic protection # 1 applied

xDLMS APDU

IEC
Figure 10 — The concept of composable xDLMS messages
Once the APDU corresponding to the service primitive invoked by the AP is’built by the AL,
the geperal protection mechanism can be used to apply cryptographic/protection. When an

unprotected or a protected APDU is too long to fit in the negotiated JAPDU size, then the
generdl block transfer mechanism can be applied.

These [mechanisms can be applied with all xDLMS APDUs.

NOTE 1| With the GET, SET, ACTION, EventNotification, .R€ad and Write, UnconfirmedWrite and
InformationReport APDUs, service-specific cryptographic protection, is available using specific service pfotection
types arj[d APDUs.

NOTE 2 With the GET, SET, ACTION, Read, Write, and *UnconfirmedWrite and APDUs, service-specific block
transferfis available using specific service request / responSe types and APDUs.

4.2.4.4.7 Compression and decompression

In ordér to optimize the use of communication media, it is possible to compress xXDLMS
APDUg to be sent and decompress xDLMS APDUs received. For details, see 5.3.6.

4.2.4.4.8 General protection
This mlechanism can be used to apply cryptographic protection to any xDLMS APDU apd this

allows [applying multiple layers of protection between the client and the server or between a
third party and the setver. See also 5.2.5.

For this purpose,<he following APDUs are available; see 5.7.2.3:

o the|lgeneral-ded-ciphering and the general-glo-ciphering APDUs;

o the|general-ciphering APDUs;

e the general-signing APDU.

Using the general protection mechanism is a negotiable feature, see 7.3.1.

4.2.4.49 General block transfer (GBT)

This mechanism can be used to transfer any xDLMS APDU in blocks. With GBT, the blocks
are carried by general-block-transfer APDUs instead of service-specific “with-datablock”
APDUs.

NOTE 1 The ACCESS and the DataNotification services do not provide a service-specific block transfer
mechanism.

The GBT mechanism supports bi-directional block transfer, streaming and lost block recovery:
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e bi-directional block transfer means that while one party is sending blocks, the other party
not only confirms the blocks received but if it has blocks to send it can send them as well
while it is still receiving blocks;

NOTE 2 Bi-directional block transfer is useful when long service parameters need to be transported in both
directions.

e streaming means that several blocks may be sent — streamed — by one party without an
acknowledgement of each block from the other party;

o lost block recovery means that if the reception of a block is not confirmed, it can be sent
again. If streaming is used, lost block recovery takes place at the end of the streaming
window.

The G
specifi

Using

The pr

BT mechanism is managed by the AL using the block transfer streaming pata
bd in 8 and 9.2.

he general block transfer mechanism is a negotiable feature, see 7.3.1.

ptocol of the general block transfer mechanism is specified in 7.3.43-

4.2.4.5 Additional data types

The additional data types are specified in Clause 8 and in Clause”9.

4.2.4.6 xDLMS version number

The ngw DLMS version number, corresponding to the first version of the xDLMS ASE is

4.2.4.7 xDLMS conformance block

The xOQLMS conformance block enables optimised DLMS/COSEM server implementatio

extend

led functionality. It can be distinguished from the DLMS conformance block by

"Applidation 31". See 7.3.1, Clause 8 and Clause 9.

The xOQLMS conformance block.is.part of the xDLMS context.

In the
establi
establi

In the

case of confirméd ‘AAs, the conformance block is negotiated during t
shment phase via~the xDLMS context. It shall not change during the lifetime of
shed.

case of unconfirmed and pre-established AAs, the client AL is expected to kn

conformance block supported by the server.

4.2.4.8 Maximum PDU size

meters

6.

s with
its tag

ne AA
the AA

bw the

To clarify the meaning of the maximum PDU size usable by the client and the server, the
modifications shown in Table 2 have been made. The xDLMS Initiate service uses these

names

for PDU sizes.

Table 2 - Clarification of the meaning of PDU size for DLMS/COSEM

was: new:

IEC 61334-4-41:1996, 5.2.2, Table 3

Propos

ed Max PDU Size Client Max Receive PDU Size

Negotiated Max PDU Size Server Max Receive PDU Size
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was:

new:

IEC 61334-4-41:1996, 5.2.3, 7" paragraph

The Proposed Max PDU Size parameter, of type
Unsigned16, proposes a maximum length expressed in
bytes for the exchanged DLMS APDUs. The value
proposed in an Initiate request shall be large enough to
always permit the Initiate Error PDU transmission.

The Client Max Receive PDU Size parameter, of type
Unsigned16, contains the maximum length expressed in
bytes for a DLMS APDU that the server may send. The
client will discard any received PDUs that are longer
than this maximum length. The value shall be large
enough to always permit the AARE APDU transmission.

Values below 12 are reserved. The value 0 indicates
that there is no limit on the PDU size.

IEC 61334-4-41:1996, 5.2.3, last paragraph

The Nvgui.iai.t:u‘ |'v'|a)\ PDU O;LU pardairceicr, UI’ i.y}JU
Unsigngd16, contains a maximum length expressed in
bytes fgr the exchanged DLMS APDUs. A PDU that is
longer fhan this maximum length will be discarded. This
maximym length is computed as the minimum of the
Proposgd Max PDU Size and the maximum PDU size
than thé VDE-handler may support.

Fre-ServertaxRecerve PBU-Size parareter, of type
Unsigned16, contains the maximum length expressed in
bytes for a DLMS APDU that the client may.send| The
server will discard any received PDUs that\are Ignger
than this maximum length.

Values below 12 are reserved. Thévalue 0 indicates
that there is no limit on the PDUsize.

4.2.5 Layer management services

Layer

The splecific SetMapperTable service is defined in 6.18.

4.2.6

management services have local importance only. Therefore, specification of
servicgs is not within the Scope of this International Standard)

Summary of DLMS/COSEM application layer services

these

A suminary of the services available at the top-of the DLMS/COSEM AL is shown in Figure 11.

Layer

NOTE 1

For example, when the client AR.invokes a GET.request service primitive the client AL builds
Requestf APDU. When this is received by\the server AL, it invokes a GET.ind service primitive.

management services are not shown. Although the service primitives are diffenent on
the clignt and server side, the APDUs are-the same.

a GET-

The DUMS/COSEM AL seryices are specified in 6. The DLMS/COSEM AL protocol is specified
in Clayse 7. The abstractisyntax of the ACSE and xDLMS APDUs is specified in 7.3.13. The

XML s¢hema is defined\in Clause 9.

Encoding examples-are provided in Annex D, Annex E, and Annex F.
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DLMS/COSEM client DLMS/COSEM server
application process application process

A A A A A A A A A

ZZ .ind
ZZ res

COSEM-OPEN.req
COSEM-OPEN.cnf

COSHEM-RELEASE.cnf
COSEM-ABORT.ind
EventNotification.ind
DataNotification.ind
COPBEM-OPEN.ind
COBEM-OPEN.res
COSHEM-RELEASE.ind
COSHEM-RELEASE.res
COSEM-ABORT.ind

EvenfNotification.req
InfornationReport.req

COSHEM-RELEASE.req
GET / SET|/ ACTION / ACCESS.req

GET / SET|/ ACTION /ACCESS .cnf

TriggerEvengNotificationSending.req

A N A

DataNotification.req

DLMS/CQSEM client application [ DLME‘?/CO SEM server, ad‘plica\tion I‘byen

ACSE xDLMS ASE|

(V]
<
(]
=

NOTE 2
perform
service

NOTE 3

4.2.7

The DI
and a
betwes
AL prg
DLMS
The pr

o the

The client AP always uses LN referencing. If the server uses SN referencing then a ma
bd by the Client SN_Mapper ASE. Consequently,the service primitives ZZ.ind and ZZ.res may be U
rimitives. LN/SN service mapping is specified in.8.

The ACCESS service cannot be mappedto services using SN referencing.

Figure 11 — Summary of DLMS/COSEM AL services

DLMS/COSEM application layer protocols

IMS/COSEM AL protacols specify the procedures for information transfer for AA
uthentication using connection-oriented ACSE procedures, and for data t
n COSEM clients and servers using xDLMS procedures. Therefore, the DLMS/Q

standard,{as'specified in IEC 61334-4-41:1996, with the extensions for DLMS/C
bcedure's_are defined in terms of:

interactions between peer ACSE and xDLMS protocol machines through the

IEC

bping is
N or SN

control
ansfer
OSEM

tocol is based on the ACSE standard as specified in ISO/IEC 15954:1999 and the

DSEM.

use of

ser

vices of the supporting protocol layer;

e the interactions between the ACSE and xDLMS protocol machines and their service user.

The DLMS/COSEM AL protocols are specified in Clause 7.

5 Information security in DLMS/COSEM

5.1 Overview

This Clause 5 describes and specifies:

e the
o the
e the

DLMS/COSEM security concept, see 5.2;
cryptographic algorithms selected, see 5.3;

security keys, see 5.4, 5.5 and 5.6;
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o the use of the cryptographic algorithms for entity authentication, xDLMS APDU protection
and COSEM data protection, see 5.7.

5.2 The DLMS/COSEM security concept

5.2.1 Overview

The resources of DLMS/COSEM servers — COSEM object attributes and methods — can be
accessed by DLMS/COSEM clients within Application Associations, see also 4.1.5.

During an AA establishment the client and the server have to identify themselves. The server
may also require that the user of a client identifies itself. Furthermore, the server may require
that thgTlienmtauthenticates itsetfandthe clientmay atso requite that the server authemnticates
itself. The identification and authentication mechanisms are specified in 5.2.2.

Once an AA is established, xDLMS services can be used to access COSEM object attributes
and me¢thods, subject to the security context and access rights. See 5.2.3 and/5.2.4.

The xDLMS APDUs carrying the services primitives can be cryptographically protected. The
requirgd protection is determined by the security context and the @ceess rights. To qupport
end-tofend security between third parties and servers, such thirdgparties can also accgss the
resourges of a server using a client as a broker. The concept of message protection is [further
explairjed in 5.2.5.

Moreoyer, COSEM data carried by the xDLMS APDUs ean*be cryptographically protected; see
5.2.6.

As thege security mechanisms are applied on the application process / application layef level,
they can be used in all DLMS/COSEM communication profiles.

NOTE |ower layers may provide additional security.
5.2.2 Identification and authentication
5.2.21 Identification

As specified in 4.1.3.3, DLMS/COSEM AEs are bound to Service Access Points (SAPs) in the
protocol layer supporting:the AL. These SAPs are present in the PDUs carrying the xXDLMS
APDU¢g within an AA.

The cllent user identification mechanism enables the server to distinguish between different
users pn the.client side — that may be operators or third parties — to log their agtivities

accesding the meter. See also 4.1.3.6.
5.2.2.W‘ i i

5.2.2.2.1 Overview

The authentication mechanisms determine the protocol to be used by the communication
entities to authenticate themselves during AA establishment. There are three different
authentication mechanisms available with different authentication security levels:

e no security (Lowest Level Security) authentication; see 5.2.2.2.2;
e Low Level Security (LLS) authentication, see 5.2.2.2.3;

NOTE 1 In ITU-T X.811 this is known as unilateral authentication, class 0 mechanism.

e High Level Security (HLS) authentication, see 5.2.2.2.4.

NOTE 2 In ITU-T X.811 this is known as mutual authentication using challenge mechanisms.
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They are shown in Figure 12. Authentication mechanisms are identified by names, see
7.2.2.3.

Application Associations (AAs) pre-configured in Server:
Application context, Authentication mechanism, xDLMS context, Access rights, Security context

| DLMS/COSEM Client | | DLMS/COSEM Server |

Phase 1:
AA establishment
COSEM-OPEN request (Client_SAP, Server_SAP,

No cocurity (System_Title), (Certificate), (Client_User _Id), proposed contexts) Check pronosed /
(lowpst level security) Apply negotiated
uthentication COSEM-OPEN response (Client_SAP, Server_SAP X

< p _SAP, _SAP, <«

(System_Title), (Certificate), negotiated contexts)

COSEM-OPEN request (Client_SAP, Server_SAP,
——(System_Title), (Certificate), (Client_User_Id), Password, proposed—p

Loy Level Security contexts) Check propgsed /
(LL$) authentication: Apply negotiated
Pgssword in AARQ COSEM-OPEN response (Client_SAP, Server_SAP, contexts
‘ — — ‘/

(System_Title), (Certificate), negotiated contexts)

COSEM-OPEN request (Client_SAP, Server_SAP,

(System_Title), (Certificate), (Client_User _id), CtoS{ proposed contexts) =~ |
Higdh Level Security (Z\hefk prop _Sfd d’
(HL$) authentication: ppgoﬂfffga e
COSEM—QPEN response (Client_SAP, _Server_SAP, l«—
Pas$ 1: CtoS in AARQ (System_Title), (Certificate), StoC, ‘negotiated contexts)

Pasp 2: StoC in AARE

Response to challenge: f (StoC)

Pags 3: Send f(StoC) Invoke reply_to_HLS_authenticafion’ method of current “Association” object.
Pasgl4: Receive f(CtoS) The messages may be cryptographically protected.

l«——————————————Response to challenge: f (CtoS)

N
Unprotéected or protected DLMS service request(s)—»]
Phasq 2: ~N~

Messdge exchange

<—'§U‘F1protected or protected DLMS service response(s)
cN

COSEM-RELEASE request (Client_SAP, Server_SAP)——

Phasq 3:

AA release
< COSEM-RELEASE response (Client_SAP, Server_SAP)————]
Release
contexts

IEC

NOTE 1 The COSEM-OPEN service primitives are carried by AARQ / AARE APDUs. The COSEM-RELEASE
service primitives are carried by RLRQ / RLRE APDUs (when used). See 6.2 and 6.3.

NOTE 2 The elements (System_Title), (Certificate) and (Client_User_Id) are optional.
NOTE 3 In pre-established AAs no authentication takes place.

NOTE 4 The COSEM-RELEASE service can be cryptographically protected by including a ciphered xDLMS
Initiate .request / .response APDU in the RLRAQ.

Figure 12 — Authentication mechanisms

The security of the message exchange (in Phase 2) is independent of the client-server
authentication during AA establishment (Phase 1). Even in the case where no client-server

authentication takes place, cryptographically protected APDUs can be used to ensure
message security.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

IEC 62056-5-3:2017 © IEC 2017 - 63 -

5.2.2.2.2 No security (Lowest Level Security) authentication

The purpose of No security (Lowest Level Security) authentication is to allow the client to
retrieve some basic information from the server. This authentication mechanism does not
require any authentication; the client can access the COSEM object attributes and methods
within the security context and access rights prevailing in the given AA.

5.2.2.2.3 Low Level Security (LLS) authentication

In this case, the server requires that the client authenticates itself by supplying a password
that is known by the server. The password is held by the current “Association SN / LN” object
modelling the AA to be established. The “Association SN / LN” objects provide means to
changg the secret.

If the |password supplied is accepted, the AA can be established, otherwisg“it shall be
rejecteld.

LLS adthentication is supported by the COSEM-OPEN service — see 6.2,/~=@s follows:

e the|client transmits a “secret” (a password) to the server, using the /COSEM-OPEN.request
serjvice primitive;

e the|server checks if the “secret” is correct;

o if yes, the client is authenticated and the AA can be established. From this momgnt, the
negotiated contexts are valid;

o if npt, the AA shall be rejected;
e the| result of establishing the AA shall be sent back by the server using the COSEM-

OPEN.response service primitive, together with diagnostic information.
5.2.2.2.4 High Level Security (HLS) authentication

In this|case, both the client and the sefrver have to successfully authenticate themse|ves to
establish an AA. HLS authentication«is' a four-pass process that is supported by the COSEM-
OPEN|service and the reply to-HLS authentication method of the “Association SN / LN”
interfage class:

e Pasgs 1: The client transmits a “challenge” CtoS and — depending on the authenfication
mefhanism — additional information to the server;
e Pasgs 2: The server transmits a “challenge” StoC and — depending on the authenfication
mefhanism —additional information to the client;

If Sto(]is thensame as CroS, the client shall reject it and shall abort the AA establighment
process.

o Pass3+TFhe-clientprocesses—StoCcand-the—additienainformationascording-te-the—+ules of
the HLS authentication mechanism valid for the given AA and sends the result to the
server. The server checks if f(StoC) is the result of correct processing and — if so — it

accepts the authentication of the client;

e Pass 4: The server processes then CroS and the additional information according to the
rules of the HLS authentication mechanism valid for the given AA and sends the result to
the client. The client checks if f(CtoS) is the result of correct processing and — if so — it
accepts the authentication of the server.

Pass 1 and Pass 2 are supported by the COSEM-OPEN service.

After Pass 2 - provided that the proposed application context and xDLMS context are
acceptable — the server grants access to the method reply to HLS authentication of the
current "Association SN / LN” object using the application context negotiated.
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Pass 3 and Pass 4 are supported by the method reply to HLS authentication of the
“Association SN / LN” object(s). If both passes 3 and 4 are successfully executed, then the AA
is established with the application context and xDLMS context negotiated.

The dedicated-key, if transferred, can be used from this moment.

Otherwise, either the client or the server aborts.

There are several HLS authentication mechanisms available. These are further specified in
5.7.4.

In som use of

an HL$ secret.

The “Association SN / LN” interface class provides a method to change the 'HLS “decret”:
change HLS secret.

REMARK After the client has issued the change_HLS_secret () — or change_LLS_segret () — method, it ekpects a
responsg¢ from the server acknowledging that the secret has been changed. It is posSible that the server tfansmits
the ackrjowledgement, but due to communication problems, the acknowledgement is~nét received at the clig¢nt side.
Therefole, the client does not know if the secret has been changed or not. ForSimplicity reasons, the seryer does
not offerf any special support for this case; i.e. it is left to the client to cope with/this situation.

5.2.3 Security context

The sdcurity context defines security attributes relevant.for cryptographic transformations and
includgs the following elements:

o the|security suite, determining the security algorithms available, see 5.3.7;

o the| security policy, determining the kind(s) of protection to be applied generally to all
xDLMS APDUs exchanged within an AA. The possible security policies are specfified in
5.712.2;

e the| security material, relevant fop the given security algorithms, that includes spcurity
keys, initialization vectors, public key certificates and the like. As the security matgrial is
spgcific for each security algoerithm, the elements are specified in detail in the r¢levant
clapses.

The selcurity context is managed by “Security setup” objects; see IEC 62056-6-2:2017, $.3.7.

5.2.4 Access rights

Accesg rights (10 “attributes may be: no_access, read_only, write_only, or read_and| write.
Accesg rights:to methods may be no_access or access.

In addition,access rights may stipulate cryptographic protection to he applied to xDLMS
APDUs carrying the service primitives used to access a particular COSEM object attribute /
method. The protection required on the .request and on the .response can be independently
configured.

Access rights are held by the relevant “Association SN / LN” objects; see IEC 62056-6-
2:2017, 5.3.3 and 5.3.4. The possible access rights are specified in 5.7.2.2.

The protection to be applied shall meet the stronger of the requirement stipulated by the
security policy and the access rights.

5.2.5 Application layer message security

DLMS/COSEM ensures AL level security by providing means to cryptographically protect
xDLMS APDUs. The protection may be any combination of authentication, encryption and
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digital signature and can be applied in a multi-layer fashion by multiple parties. The protection
is applied by the originator and is verified and removed by the recipient.

A request or response received shall be processed only if the protection on the message
carrying the request or response could be successfully verified and removed.

Project specific companion specifications may specify additional criteria for accepting and
processing messages.

The concept of message protection between a client and a server is shown in Figure 13.

DLMS/COSEM s - DLMS/COSEM
. Application Association
client server

Client — server general protected APDU
encapsulating an APDU carrying a
COSEM object related service request

v

Server — client general protected APDU
encapsulating an APDU carrying a
COSEM object related service response

Server — client general protected APDU
encapsulating an APDU carrying a
COSEM object related unsolicited serviee request (DataNotification)

4 >
i ORe —|=..
Client — servergservice specific protected APDU
carrying a COSEM object related service request
Server — client service specific protected APDU
carrying a COSEM object related service response

< - \—F

EC

Figure 13 — Client — server message security concept

To ensure end-to-end message security, third parties have to be able to exchange protected
xDLMS service requests with DLMS/COSEM servers. In this case, the client acts as a broker,
meaning that a third party is a user of one of the AAs between a client and a server the third
party wants to reach.

The concept of message protection between a third party and a server is shown in Figure 14.

The third party:

e is DLMS/COSEM aware i.e. it can generate and process messages encapsulating xDLMS
APDUs carrying COSEM object related service requests and responses;

e it is able to apply its own protection to the xDLMS APDU carrying the request;

e it is able to verify protection applied by the server and / or the client on the response.
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The DLMS/COSEM client:

acts as a broker between the third party and the server;

makes an appropriate AA available for use by the third party, based on information
included in the TP — client message;

verifies that the TP has the right to use that AA;

NOTE The way to verify this is outside the Scope of this document.

it may verify the protection applied by the third party;
encapsulates the third party — client message into a general protected xDLMS APDU;

it nfay verity the protection applied by the server on the APDU encapsulating ihe, JOSEM
object related service response or unsolicited service request; (in the case_of Push
operation);

it may apply its own protection to the protected xXDLMS APDUs sent to the TR:

DLMS/COSEM DLMS/COSEM

Thirgd party dlient Application Association server

Protected third party - client message
encapsulating an APDU carrying a

Client — l,protected APDU
COSEM object related service request 1en ” Server geRIggrprotecte

encapsulating third party - client message

Server& client general protected APDU Pull

\
\
\
\
»!
\
\
\
\
|
\

\
\
\
| Protected client - third party message
\
\
}

encapsulating an APDU carrying a COSEM object opgration
encapsulating related service response
server - client general protected APDU =
S I R
| \
| Server — client general protected APDU ‘
| encapsulating an APDU carrying a COSEM object | Rush

encapsulating unsolicited [

server - client general protected APDU <
i
\

[
-

\
\
\
| Protected client - third party message | related unsolicited service request (DataNotification) | ~°oPration
\
\
I
\

I ] I

The server;

IEC

Figure 14 — End-to-end message security concept

shdll (prn-)nefnhlieh an AA with the client used hy the third party;
it may check the identity of the third party using the AA;

it shall provide access to COSEM object attributes and methods as determined by the
security policy and access rights once the protection(s) applied by the client and/or the
third party have been successfully verified;

it shall prepare the response — or, in the case of Push operation an unsolicited service
request — and apply the protection determined by the protection applied on the incoming
request, the access rights and the security policy.

The application of cryptographic protection on xDLMS APDUs is specified in 5.7.2.

5.2.6 COSEM data security

COSEM data i.e. values of COSEM object attributes, method invocation parameters and
return parameters can be also cryptographically protected. When this is required, the
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attributes and methods concerned are accessed indirectly, via “Data protection” objects, that
apply and verify / remove protection on COSEM data; see IEC 62056-6-2:2017, 5.3.9.

See also 5.7.5.

5.3 Cryptographic algorithms
5.3.1 Overview

DLMS/COSEM applies cryptography to protect the information.

NOTE ing text is quoted from NIST SP 800-21:2005, 3.1

Cryptopgraphy is a branch of mathematics that is based on the transformation of data ahd can
be usgd to provide several security services: confidentiality, data integrity, authentication,
authorfzation and non-repudiation. Cryptography relies upon two basic componerjts: an
algorithm (or cryptographic methodology) and a key. The algorithm is a matRematical fujnction,
and theé key is a parameter used in the transformation.

A crypfographic algorithm and key are used to apply cryptographic-protection to data (e.g.,
encrypf the data or generate a digital signature) and to remove or check the protection (e.g.,
decrypt the encrypted data or verify the digital signature). There are three basic types of
approvied cryptographic algorithms:

e cryptographic hash functions that do not require keys (although they can be usgd in a
mofde in which keys are used). A hash function)is’ often used as a component| of an
algprithm to provide a security service. See 5.3.2;

o symmetric key algorithms (often called secret key algorithms) that use a single| key —
shdred by a sender and a receiver — to beth“apply the protection and to remove or check
the| protection. Symmetric key algorithms ‘are relatively easy to implement and prqvide a
high throughput. See 5.3.3;

e asymmetric key algorithms (often-called public key algorithms) that use two keys [(i.e., a
key pair): a public key and a_private key that are mathematically related to each| other.
Compared to symmetric key algorithms, implementation of asymmetric key algorithms is
complex and requires much more computation. See 5.3.4.

In order to use cryptography, cryptographic keys must be “in place”, i.e., keys must be
established for parties_Using cryptography. See 5.4.

5.3.2 Hash function

NOTE [The following text is quoted from NIST SP 800-21:2005, 3.2.

A hash fuhction produces a short representation of a longer message. A good hash fungtion is
a one-way function: it is easy to compute the hash value from a particular input; however,
backing up the process from the hash value back to the input is extremely difficult. With a
good hash function, it is also extremely difficult to find two specific inputs that produce the
same hash value. Because of these characteristics, hash functions are often used to
determine whether or not data has changed.

A hash function takes an input of arbitrary length and outputs a fixed length value. Common
names for the output of a hash function include hash value and message digest. Figure 15
depicts the use of a hash function.

A hash value (H1) is computed on data (M1). M1 and H1 are then saved or transmitted. At a
later time, the correctness of the retrieved or received data is checked by labelling the
received data as M2 (rather than M1) and computing a new hash value (H2) on the received
value. If the newly computed hash value (H2) is equal to the retrieved or received hash value
(H1), then it can be assumed that the retrieved or received data (M2) is the same as the
original data (M1) (i.e., M1 = M2).
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Figure 15 — Hash function

Igorithms are used in DLMS/COSEM for the following purposes:

tal signature, see 5.3.4.4;
agreement, see 5.3.4.6; and

5 authentication. The algorithm to be used depends on the authentication mech
5.7.4.

ital signature and key agreement the algorithm shallhbe as stipulated by the s
ee Table 9.

Symmetric key algorithms

General

Symmetric key algorithms are used in DLMS/COSEM for the following purposes:

e aut
5.7
e aut

e aut

NOTE

4;
hentication and encryption‘of xDLMS messages, see 5.7.2;

hentication and encryption of COSEM data, see 5.7.5.

The following text is quoted from NIST SP 800-21:2005, 3.3.

Symmetric key algorithms (often called secret key algorithms) use a single key to both

the prg
data is
retain

confidg

tection apd~to remove or check the protection. For example, the key used to ¢
also used“to decrypt the encrypted data. This key must be kept secret if the da
its _eryptographic protection. Symmetric key algorithms are used to
ntiality via encryption, or an assurance of authenticity or integrity via authentica

anism,

ecurity

hentication of communicating_partners using HLS authentication mechanismgs, see

apply
encrypt
aisto
rovide
ion, or

are usg¢d.during key establishment.

Keys used for one purpose shall not be used for other purposes. (See NIST SP 800-57:2012).

5.3.3.2

Encryption and decryption

NOTE The following text is quoted from NIST SP 800-21:2005, 3.3.1.

Encryption is used to provide confidentiality for data. The data to be protected is called
plaintext. Encryption transforms the data into ciphertext. Ciphertext can be transformed back
into plaintext using decryption.

Plaintext data can be recovered from ciphertext only by using the same key that was used to
encrypt the data. Unauthorized recipients of the ciphertext who know the cryptographic
algorithm but do not have the correct key should not be able to decrypt the ciphertext.
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However, anyone who has the key and the cryptographic algorithm can easily decrypt the
ciphertext and obtain the original plaintext data.

Figure 16 depicts the encryption and decryption processes. The plaintext (P) and a key (K)
are used by the encryption process to produce the ciphertext (C). To decrypt, the ciphertext
(C) and the same key (K) are used by the decryption process to recover the plaintext (P).

K K
o o
P » Encryption % C T ¥ Decryption > P

IEC
Figure 16 — Encryption and decryption

With symmetric key block cipher algorithms, the same plaintext bloek and key will always
produce the same ciphertext block. This property does not provide acceptable security.
Therefpre, cryptographic modes of operation have been defined’to address this problem (see
5.3.3.4).

5.3.3.3 Advanced Encryption Standard

For the purposes of DLMS/COSEM, the Advanced Encryption Standard (AES) as specjfied in
FIPS PUB 197:2001 shall be used. AES operates on blocks (chunks) of data durjng an
encrypfion or decryption operation. For this.rgason, AES is referred to as a block|cipher
algorithm.

NOTE [The following text is quoted from NIST SR, 800-21:2005, 3.3.1.3.

AES encrypts and decrypts data «in_128-bit blocks, using 128, 192 or 256 bit keys. All three
key sizes are adequate.

AES offers a combinationtof security, performance, efficiency, ease of implementation, and
flexibility. Specifically, the"algorithm performs well in both hardware and software adross a
wide range of computing environments. Also, the very low memory requirements |of the
algorithm make it véry well suited for restricted-space environments.

5.3.3.4 Encryption Modes of Operation

NOTE [The following text is quoted from NIST SP 800-21:2005, 3.3.1.4.

With a symmetric key block cipher algorithm, the same plaintext block will always encrypt to
the same ciphertext block when the same symmetric key is used. If the multiple blocks in a
typical message (data stream) are encrypted separately, an adversary could easily substitute
individual blocks, possibly without detection. Furthermore, certain kinds of data patterns in the
plaintext, such as repeated blocks, would be apparent in the ciphertext.

Cryptographic modes of operation have been defined to address this problem by combining
the basic cryptographic algorithm with variable initialization values (commonly known as
initialization vectors) and feedback rules for the information derived from the cryptographic
operation.

NIST SP 800-38D:2007 specifies the Galois/Counter Mode (GCM), an algorithm for
authenticated encryption with associated data, and its specialization, GMAC, for generating a
message authentication code (MAC) on data that is not encrypted. GCM and GMAC are
modes of operation for an underlying approved symmetric key block cipher. See 5.3.3.3.
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5.3.3.5 Message Authentication Code

NOTE The following text is quoted from NIST SP 800-21:2005, 3.3.2.

Message Authentication Codes (MACs) provide an assurance of authenticity and integrity. A
MAC is a cryptographic checksum on the data that is used to provide assurance that the data
has not changed or been altered and that the MAC was computed by the expected party (the
sender). Typically, MACs are used between two parties that share a secret key to
authenticate information exchanged between those parties.

Figure 17 depicts the use of message authentication codes (MACs).

1
- ‘ e -
Generation { Verification

K | K
|
|

| | |
|

Generate | Generate
M » MAC, | M < MAC
! MAC ! ! ? MAC 2

|
i Compare
1
l AN »  MAC;
|
1

IEC

Figure 17 — Message Authentication Codes (MACs)

A MAQ (MAC1) is computed on data (M1) using a key (K). M1 and MAC1 are then sgved or
transmfitted. At a later time, the authenticity of the retrieved or received data is checked by
labelling the retrieved or received data.as;M2 and computing a MAC (MAC2) on it us|ng the
same key (K). If the retrieved or received MAC (MAC1) is the same as the newly computed
MAC (MAC2), then it can be assumedithat the retrieved or received data (M2) is the same as
the original data (M1) (i.e., M1 = M2). The verifying party also knows who the sending party is
becauge no one else knows the key.

Typically, MACs are used to detect data modifications that occur between the| initial
genergtion of the MAC(and the verification of the received MAC. They do not detect| errors
that odcur before the MAC is originally generated.

Message integrity. is frequently provided using non-cryptographic techniques known afg error
detectipn codes? However, these codes can be altered by an adversary to the advefsary’s
benefit. The  use of an approved cryptographic mechanism, such as a MAC, addressps this

problemSThat is, the integrity provided by a MAC is based on the assumption that iff is not
possiblr;—m—gmm—m%mmﬂmmgﬁﬁ—Waphﬁ@yﬁnmwithout

knowledge of the key will be unable to modify data and then generate an authentic MAC on
the modified data. It is therefore crucial that MAC keys be kept secret.

For the purposes of DLMS/COSEM, the GMAC algorithm as specified in 5.3.3.7.2 shall be
used.

5.3.3.6 Key wrapping

NOTE The following text is quoted from NIST SP 800-21:2005, 3.3.3.

Symmetric key algorithms may be used to wrap (i.e., encrypt) keying material using a key-
wrapping key (also known as a key encrypting key). The wrapped keying material can then be
stored or transmitted securely. Unwrapping the keying material requires the use of the same
key-wrapping key that was used during the original wrapping process.
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Key wrapping differs from simple encryption in that the wrapping process includes an integrity
feature. During the unwrapping process, this integrity feature detects accidental or intentional
modifications to the wrapped keying material. For the purposes of DLMS/COSEM the AES key
wrap algorithm shall be used; see 5.3.3.8.

5.3.3.7 Galois/Counter Mode

5.3.3.7.1 General

NOTE The following text is taken from NIST SP 800-38D:2007, Clause 3.

Galois/Counter Mode (GCM) is an algorithm for authenticated encryption with associated
data. GEM-is—eenstructedfrom—an—approved—symmetrictkeyblosk—eipher—with—-a—-bleck—size of
128 bits, such as the Advanced Encryption Standard (AES) algorithm, see FIPSPUB 197.
Thus, GCM is a mode of operation of the AES algorithm.

GCM provides assurance of the confidentiality of data using a variation of the-Counter mode
of opefation for encryption.

GCM drovides assurance of the authenticity of the confidential data (upto about 64 gigabytes
per invocation) using a universal hash function that is defined over a-binary Galois (i.e.| finite)
field (GHASH). GCM can also provide authentication assurance for additional data (of
practicplly unlimited length per invocation) that is not encrypted:

If the GCM input is restricted to data that is not to be encrypted, the resulting specializgtion of
GCM, ¢alled GMAC, is simply an authentication mode{on-the input data.

GCM provides stronger authentication assurance”than a (non-cryptographic) checkgum or
error detecting code; in particular, GCM cancdetect both 1) accidental modifications|of the
data afpd 2) intentional, unauthorized modifications.

In DLMS/COSEM, it is also possible to~use GCM to provide confidentiality only: in thig case,
the aufhentication tags are simply noef.computed and checked.

5.3.3.7.2 GCM functions

NOTE ['he following is based om\NIST SP 800-38D:2007, 5.2.

The twjo functions that comprise GCM are called authenticated encryption and authenticated
decryption; see Figlre 18.

Figure 18 — GCM functions

The authenticated encryption function encrypts the confidential data and computes an
authentication tag on both the confidential data and any additional, non-confidential data. The
authenticated decryption function decrypts the confidential data, contingent on the verification
of the tag.
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When the input is restricted to non-confidential data, the resulting variant of GCM is called
GMAC. For GMAC, the authenticated encryption and decryption functions become the
functions for generating and verifying an authentication tag on the non-confidential data.

Finally, if authentication is not required, the authenticated encryption function encrypts the
confidential data, but the authentication tag is not computed. The authenticated decryption
function decrypts the confidential data, but no authentication tag is computed and verified.

In DLMS/COSEM, the use of authentication and encryption is indicated by bit 4 and bit 5 of
the Security Control Byte, specified in 5.7.2.4.
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e authenticated encryption function — given the selection of a block cipher key EX — has

be input strings:
a plaintext, denoted P;
Additional Authenticated Data (AAD), denoted 4;

an initialization vector (IV) denoted IV.

hintext and the AAD are the two categories of data that GCM-protects. GCM p
thenticity of the plaintext and the AAD; GCM also protectsithe confidentiality
Kkt, while the AAD is left in the clear.

is essentially a nonce, i.e. a value that is unique within-the specified (security) c
determines an invocation of the authenticated encryption function on the input
ected. See 5.3.3.7.3.

ng requirements:
len(P) < 239-256;
len(4) < 264-1;

1< len(IV) < 264.1.

Are two outputs:

a ciphertext, denoted C whose bit length is the same as that of the plaintext P;
an authentication tag, or tag, for short, denoted 7.
b authenticated decryption function — given the selection of a block cipher key EX

fodr input\strings:

rotects
of the

bntext,
jata to

| lengths of the input strings to the autheénticated encryption function shall meet the

lengths of P, 4 and IV shall all be multiples of 8, so that these values are byte sfrings.

[ — has

thé nitialization vector, denoted I7;

the ciphertext, denoted C;
the Additional Authenticated Data (AAD), denoted 4;

the authentication tag, denoted T.

The output is one of the following:

o the

e as

plaintext P that corresponds to the ciphertext C, or

pecial error code denoted FAIL in this International Standard.

The output P indicates that T is the correct authentication tag for 7V, 4, and C; otherwise, the

output

is FAIL.
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5.3.3.7.3 The initialization vector, IV

In DLMS/COSEM, for the construction of the initialization vector 7V deterministic construction
as specified in NIST SP 800-38D:2007, 8.2.1 shall be used: the IV is the concatenation of two
fields, called the fixed field and the invocation field. The fixed field shall identify the physical
device, or, more generally, the (security) context for the instance of the authenticated
encryption function. The invocation field shall identify the sets of inputs to the authenticated
encryption function in that particular device.

For any given key, no two distinct physical devices shall share the same fixed field, and no
two distinct sets of inputs to any single device shall share the same invocation field.

The Ie||19th of the 7V shall be 96 bits (12 octets): len(7V) = 96. Within this:

o thelleading (i.e. the leftmost) 64 bits (8 octets) shall hold the fixed field. It shall’eontpin the
sygtem title, see 4.1.3.4;

e the|trailing (i.e. the rightmost) 32 bits shall hold the invocation field. The invocatign field
shdll be an integer counter.

For eifh encryption key EK (i.e. block cipher key) an invocation ¢eunter (/C) is maintained
separately for the authenticated encryption and the authenticated decryption function. The
following rules apply:

o when the key is established the corresponding ICs are-reset to O;

o when the authenticated encryption function is used;the corresponding /C is used then it is
incfemented by 1. However, when the maximum Value of the IC has been reachqd, any
follpwing invocation of the authenticated encryption function shall return an error gnd the
I1C shall not be incremented,;

o when the authenticated decryption function is used, the value of the IC is verified.
Vefification of the IC fails — and with_this, the authenticated decryption function fdils — if
the| value being verified is smaller than the lowest acceptable value. If the verification is
sudcessful the lowest acceptablevalue is set to the value of the IC verified plus 1} If the
vallie being verified is equal to;the maximum value, the authenticated decryption fiinction
shdll return an error.

NOTE [The maximal number of invocations is 232-1.

The bit length of the (fixed field limits the number of distinct physical devices thpt can
implement the authenticated encryption function for the given key to 264. The bit lengtH of the
invocation field limits.the number of invocations of the authenticated encryption functior| to 232
with any given input sets without violating the uniqueness requirement.

5.3.3.7.4 The encryption key, EK

GCM uses—a eingla I(ny’ the block r-iphnr I(ny In Dl I\IIQ/{“('\QIZI\II, this is known s the
encryption key, denoted EK. Its size depends on the security suite — see 5.3.7 — and shall be:

o for security suite 0 and 1, 128 bits (16 octets): len(EK) = 128;
o for security suite 2, 256 bits (32 octets): len(EK) = 256;

The key shall be generated uniformly at random, or close to uniformly at random, i.e., so that
each possible key is (nearly) equally likely to be generated. Consequently, the key will be
fresh, i.e., unequal to any previous key, with high probability. The key shall be secret and
shall be used exclusively for GCM with the chosen block cipher AES. Additional requirements
on the establishment and management of keys are discussed in NIST SP 800-38D:2007, 8.1.
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5.3.3.7.5 The authentication key, AK
In DLMS/COSEM, for additional security, an authentication key denoted 4K is also specified.

When present, it shall be part of the Additional Authenticated Data, AAD. For its length and its
generation, the same rules apply as for the encryption key.

5.3.3.7.6 Length of the authentication tag

The bit length of the authentication tag, denoted ¢, is a security parameter. In security suites
0, 1 and 2 its value shall be 96 bits.

5.3.3.8 AES key wrap

For wrapping key data DLMS/COSEM has selected the AES key wrap algorithm specified in
RFC 3B94. The algorithm is designed to wrap or encrypt key data. It operates~on blgcks of
64 bits| Before being wrapped, the key data is parsed into n blocks of 64bits. The only
restriclion the key wrap algorithm places on n is that n has to be at least twa;

The AES key wrap can be configured to use any of the three key sizes sdpported by tHe AES
codebgok: 128, 192, 256.

The twp algorithms are key wrap and key unwrap.

The inputs to the key wrapping process are the Key Enctypting Key KEK and the plaintext to
be wrapped. The plaintext consists of n 64-bit blocks, Containing the key data being wrppped.
The odtput is the ciphertext, (n+1) 64 bit values.

The inputs to the unwrap process are the KEK and (n+1) 64-bit blocks of ciphertext consisting
of preViously wrapped key. It returns n blocks \of plaintext consisting of the n 64-bit blocks of
the de¢rypted key data.

In DLMS/COSEM, the size of KEK depends on the security suite — see 5.3.7 — and shall be:

e for(security suite 0 and 1, 128(bits (16 octets): len(KEK) = 128;
e for(security suite 2, 256 bits/(32 octets): len(KEK) = 256.

5.3.4 Public key algorithms
5.3.4.1 General

In gengral, public key cryptography systems use hard-to-solve problems as the basis|of the
algorithm. The"RSA algorithm is based on the prime factorization of very large integers.
Elliptic] Curtve Cryptography (ECC) is based on the difficulty of solving the Elliptic|Curve
Discrefe. Logarithm Problem (ECDLP). ECC provides similar levels of security compared to
RSA but with—significantly reduced Key sizes. ECC IS particutarly suitabte for embedded
devices and therefore it has been selected for use in DLMS/COSEM.

Public key algorithms are used in DLMS/COSEM for the following purposes:

e authentication of communicating partners;
o digital signature of xDLMS APDUs and COSEM data;

e key agreement.

NOTE 1 The following text is quoted from NIST SP 800-21:2005, 3.4.

Asymmetric key algorithms (often called public key algorithms) use two keys: a public key and
a private key, which are mathematically related to each other. The public key may be made
public; the private key must remain secret if the data is to retain its cryptographic protection.
Even though there is a relationship between the two keys, the private key cannot be
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determined from the public key. Which key to be used to apply versus remove or check the
protection depends on the service to be provided. For example, a digital signature is
computed using a private key and the signature is verified using the public key; for those
algorithms also capable of encryption, the encryption is performed using the public key, and
the decryption is performed using the private key.

NOTE 2 Not all public key algorithms are capable of multiple functions, e.g., generating digital signatures and
encryption. Asymmetric key algorithms are not used for encryption in DLMS/COSEM.

Asymmetric key algorithms are used primarily as data integrity, authentication, and non-
repudiation mechanisms (i.e., digital signatures), as well as for key establishment.

values
htically
related to each other. Domain parameters are usually public and are used by a gemmynity of
users for a substantial period of time.

The sefcure use of asymmetric key algorithms requires that users obtain cérfain assurances:

e asdqurance of domain parameter validity provides confidence that |the domain parameters
arel mathematically correct;

e asqurance of public key validity provides confidence that the public key appears to be a
suifable key; and

e asgurance of private key possession provides confidence that the party that is supposedly
thelowner of the private key really has the key.

Some jasymmetric key algorithms may be used for multiple purposes (e.g., for both|digital
signatyres and key establishment). Keys used for one purpose shall not be used fof other
purposles.

5.3.4.2 Elliptic curve cryptography.
5.3.4.2.1 General

Elliptic| curve cryptography invelves arithmetic operations on an elliptic curve over a finite
field. Rlliptic curves can be, defined over any field of numbers (i.e., real, integer, complex)
although they are most often used over finite prime fields for applications in cryptography.

An elliptic curve on a_prime field consists of the set of real numbers (x, y) that satisfy the
equation:

y=x3+ax+b

The segt of all of the solutions to the equation forms the elliptic curve. Changing a|and b
changes the shape of the curve, and small changes in these parameters can result in major
changes in the set of (x, y) solutions.

5.3.4.2.2 NIST recommended elliptic curves

FIPS PUB 186-4:2013 recommends five prime field elliptic curves over a prime field GF(p). Of
these, the curves P-256 and P-384 have been selected for DLMS/COSEM as shown in
Table 3.
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Table 3 — Elliptic curves in DLMS/COSEM security suites

DLMS security suite Curve name in FIPS PUB 186- ASN.1 Object Identifier
4:2013
Suite 0 - -
Suite 1 NIST curve P-256 1.2.840.10045.3.1.7
Suite 2 NIST curve P-384 1.3.132.0.34

NOTE The ASN.1 Object Identifier appears in the Certificate under Algorithmldentifier: Parameters. See
5.6.4.2.

5.3.4.3 Data conversions
5.3.4.3.1 Overview

This sybclause describes the data conversion primitives that shall be used to"convert b¢tween
different data types used to specify public key algorithms: octet strings (QS), bit string$ (BS),
integens (1), field elements (FE) and elliptic curve points (ECP). DLMS/COSEM use$ octet
strings|to represent elements of public key algorithms and uses conygersion primitives bg¢tween
these flata types from and to octet strings. The octet string M~ M, , .. M, of length d is
encodgd as A-XDR OCTET STRING where the leftmost octet 4/,~; corresponds to firgt octet
of the ¢ncoded value of the OCTET STRING.

5.3.4.3.2 Conversion between Bit Strings and Octet Strings (BS20S)

The data conversion primitive that converts a bitistring to an octet string is called the Bit
String [to Octet String Conversion Primitive, or BS20S. It takes the bit string as input and
output$ the octet string. The bit string ,;_; b, ,-0 b, of length [ shall be converted to an octet
string M, ; M, _, ... M, of length d = [I/8].

The cdnversion pads enough zeroes on\the left to make the number of bits multiple of eight,
and then breaks it into octets.

More precisely, conversion shall\be as follows:

e forDsi<d- 1, let the ‘octet Mi = b8i+7 b8i+6 b8i’;
e the|leftmost octet My shall have its leftmost 8d — 1 bits set to zero;
e its rightmost 8 <(8d — 1) bits shall be b,_; bj_, ... bgy_g-

5.3.4.3.3 Conversion between Octet Strings and Bit Strings (0S2BS)

The dgtarcanversion primitive that converts an octet string to a bit string is called thg Octet
String [to. Bit String Conversion Primitive, or OS2BS. It takes the octet string as inpjut and
outputs the bit string. The octet string M;_, M;_, ... M, of length d shall be converted to a bit
string b,_; b_» ... by of desired length /. where d = [I/8] and the leftmost 84-/ bits of the leftmost
octet are zero.

More precisely conversion shall be as follows:

o for0<i<l- 1, let the bits b8i+7 b8i+6 b8| = MI’
o its leftmost (8d — 1) bits of the leftmost octet shall be zero.

5.3.4.3.4 Conversion between Integers and Octet Strings (120S)

The data conversion primitive that converts an integer to an octet string is called the Integer
to Octet String Conversion Primitive, or 120S. It takes a non-negative integer x and the
desired length 4 of the octet string as input. The length d has to satisfy 2569 > x, otherwise it
shall output “error”. 120S outputs the corresponding octet string.
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The integer x shall be written in its unique /-digit representation base 256:

e x=x01.256d1 4+ xd-2. 256d-2 4 ... + Xq - 256 + xg,;
e where 0<x; <256 for0<i=<d-1,

o M forO0<is<d-1.

i~ X

The output octet string shall be M ., M4.5 ... M.

5.3.4.3.5 Conversion between Octet Strings and Integers (0S2l)

The data conversmn prlmltlve that converts an octet string to an mteger is called the Octet
String [0 cger CONVErsion P ftive, or OS2 aRe COCtE g My_7 MOOf
length |[d as an input and outputs the correspondlng integer x. In the case of the octet s{ring of
length [zero, the conversion outputs integer 0.

Each pctet is interpreted as a non-negative integer to the base 256{(~More pregcisely,
convergion shall be as follows:

o Xx;q M, for0<isd-1;

° X = Xd_1256d_1 + Xd-2 . 256d_2 + -+ X1 - 256 + X0.
5.3.4.3.6 Conversion between Field Elements and Octet Strings (FE20S)

The data conversion primitive that converts a field elemént to an octet string is called the
Field Element to Octet String Conversion Primitive,,orn/FE20S. It takes a field element as
input gnd outputs the corresponding octet string. A field element x € F, is converted to an
octet string M, ; M, , ... My of length d = [log256 p}by applying 120S conversion primitiye with
paramegter [, where

e FEROS(x) = 120S(x, 1).
5.3.4.3.7 Conversion between Octet Strings and Field Elements (OS2FE)

The data conversion primitive that-converts an octet string to a field element is called the
Octet $tring to Field Element Cenversion Primitive, or OS2FE. It takes an octet string afs input
and oltputs the corresponding/field element. An octet string M, ; M, , ... M, of length d is
converted to field element %. € F, by applying OS2l conversion primitive where:

e OSPFE(x) = OS2I(x);mod p.

5.3.4.4 Digital signature

NOTE [he following text is quoted from NIST SP 800-21:2005, 3.4.1.
A digitalsighature is an electronic analogue of a written S|gnature that can be used in proving
to the lkrecipient orathird pa h hemessage—was—signed-bythe originato pfoperty

known as non-repudiation). D|g|tal signatures may also be generated for stored data and
programs so that the integrity of the data and programs may be verified at a later time.

Digital signatures authenticate the integrity of the signed data and the identity of the
signatory. A digital signature is represented in a computer as a string of bits and is computed
using a digital signature algorithm that provides the capability to generate and verify
signatures. Signature generation uses a private key to generate a digital signature. Signature
verification uses the public key that corresponds to, but is not the same as, the private key to
verify the signature. Each signatory possesses a private and public key pair. Signature
generation can be performed only by the possessor of the signatory's private key. However,
anyone can verify the signature by employing the signatory's public key. The security of a
digital signature system is dependent on maintaining the secrecy of a signatory’s private key.
Therefore, users must guard against the unauthorized acquisition of their private keys.
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Figure 19 — Digital signatures

19 depicts the digital signature process. A hash function (see.9.3.2) is used
re generation process to obtain a condensed version of datal to be signed, ¢
pe digest or hash value. The message digest is then input'to the digital sig

with the signed data (often called the message). The.Verifier of the messag

gital signature algorithm must also be used _.in’ the verification process.
ures may be used to generate and verify signatures for stored as well as trang

| MS/COSEM the elliptic curve digital signature (ECDSA) algorithm as speci
UB 186-4:2013 has been selected.“NSA1 provides an implementation guide.

S/COSEM the elliptic curves_and algorithms used shall be:

he case of Security Suite)1, the elliptic curve P-256 with the SHA-256 hash algor
he case of Security Suite 2, the elliptic curve P-384 with the SHA-384 hash algor

buts to ECDSA(digital signature generation are the following:

messageM {0 be signed;

E 1 In_the DLMS/COSEM context “Message” may be an xDLMS APDU, see 5.7.2 or COSEM d
b.
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private key of the signatory, d.

The output is the ECDSA signature (7, s) over M.

In DLMS/COSEM the plain format shall be used: the signature (r, s) is encoded as octet string
R 11 S, i.e. as concatenation of the octet strings R =120S(», /) and S =120S(s, /) with
I = [log,ss n]. Thus, the signature has a fixed length of 2 / octets.

NOTE 2 Here, n is the order of the base point G of the elliptic curve. 1208 is the Integer to Octet String Conversion
Primitive. See 5.3.4.3.

The inputs to the verification of the ECDSA digital signature generation are the following:

the signed message M,

the received ECDSA signature (r’, s°);

the authentic public key of the signatory, Q.
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The process of generating and verifying the signatures shall be as specified in NSA1, 3.4.

5.3.4.6
5.3.4.6

Key agreement

A Overview

Key agreement allows two entities to jointly compute a shared secret and derive secret keying
material from it. See also NIST SP 800-56A Rev. 2: 2013.

For DLMS/COSEM three elliptic curve key agreement schemes have been selected from

NIST S

P 800-56A Rev. 2: 2013:

o the
e the
o the

NOTE For NSA Suite B the first two schemes have been selected.

5.3.4.6.

This s

key, on global encryption keys and/or on the authentication key, The client plays the

party U
the “Se

The parties generate an ephemeral key pair from ‘the domain parameters D. The

excharn
param
secret

the shared secret Z and other input.

The pr
and it

Ephemeral Unified Model C(2e, 0s, ECC CDH) scheme;
One-Pass Diffie-Hellman C(1e, 1s, ECC CDH) scheme;
Static Unified Model C(Oe, 2s, ECC CDH) scheme.

2 The Ephemeral Unified Model C(2e, 0s, ECC CDH) scheme
heme is for use between a DLMS/COSEM client and a server to agree on the

and the server plays the role of party V. The procesS is supported by the meth
curity setup” interface class; see IEC 62056 6-2:2017,/5.3.7.

ge ephemeral public keys and then compute the shared secret Z using the ¢
pters, their ephemeral private key and the_ephemeral public key of the other par
keying material is derived using the key.derivation function specified in 5.3.4.6

ocess is specified in detail in NIST SP 800-56A Rev. 2: 2013, 6.1.2.2 and NS
s shown in Figure 20 and Table“4 below.

master
role of
ods of

parties
lomain
y. The
5 from

\2, 3.1

U’s Ephemeral Public Key

|
(U . \%
V’s Ephemeral Public Key
-
1. [Uuses its ephemeral private key. 1. V uses its ephemeral private key
d . i and V’s ephemeral public key, O . d . yand U’s ephemeral public key, O . v
to form a shared secret. to form a shared secret.
2. U invokes the Key Derivation 2. V invokes the Key Derivation
Function using the shared secret. Function using the shared secret.
IEC
NOTE This figure reproduces NSA2, Figure 1.

Figure 20 — C(2e, 0s) scheme: each party contributes
only an ephemeral key pair


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

- 80 - IEC 62056-5-3:2017 © IEC 2017

Prerequisites:

a) each party has an authentic copy of the same set of domain parameters, D. D shall be
selected from one of the two sets of domain parameters, see Annex G;

b) the parties have agreed on using the NIST Concatenation KDF; see 5.3.4.6.5. SHA-256 is
the hash function to use with the domain parameters for P-256 and SHA-384 is the hash
function to use with the domain parameters for P-384;

c) prior to or during the key agreement process, the parties obtain the identifier associated
with the other party during the key agreement scheme.

NOTE See also NIST SP 800-56A Rev. 2: 2013 and NSA2 for additional information on assurance on the validity
of the domain parameters, the validity of the private and public key and the assurance of the possession of the
private KHey.

Table 4 — Ephemeral Unified Model key
agreement scheme summary

Party U Rarty V

Domaip parameters

(¢, FR, a, b{,SEED}, G, n, h)

as determined by the security suite

(¢, FR, a, b{,SEED}, G, n, h)

as determined by the security sui

[©)

Static ¢lata

N/A

N/A

Ephemieral data

Ephemeral private key, d@, U

Ephemeral public key, 0,y

Ephemeral private key, d& v

Ephemeral public key, O eV

Compytation

Compute Z by calling ECC CDH using

de, v and Qe, "

Compute Z by calling ECC CDH using

dg’ Vand Qe, U

Derive|secret keying

Compute kdf(Z, Otherinput)

Compute kdf(Z, OtherInput)

material

Destroy Z Destroy Z

NOTE | This table is based on NIST SP 800-56A Rew, 2: 2013 Table 18 and NSA2 Table 1.

The rafionale for choosing a C(2e, 0s) scheme is specified in NIST SP 800-56A Rev. 2| 2013,
8.2.

The usle of this scheme in DLMS/COSEM is further explained in Clause |.1.

5.3.4.4.3 The Oné-Pass Diffie-Hellman C(1e, 1s, ECC CDH) scheme

This scheme is¢for use by a DLMS/COSEM server and another party to agree |on an
ephemeeral encryption key to protect xXDLMS APDUs or COSEM data. The party sending the
messafe (the-originator) plays the role of party U and the other party (the recipient) plays the
role of [party.V.

NOTE 1 The terms originator and recipient refer to fields of the general-ciphering APDU.

For this scheme, party U generates an ephemeral key pair; party V has only a static key pair.
Party U obtains Party V's static public key in a trusted manner (for example, from a certificate
signed by a trusted CA) and sends its ephemeral public key to party V. Each party derives the
shared secret Z by using its own private key and the other party’s public key. Each party
derives secret keying material using the key derivation method specified in 9.2.3.4.6.5 from
the shared secret Z and other input.
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V’s Static Public Key
“-~ - - ———— — — —— — — ———— =
U ) . \%
U’s Ephemeral Public Key
>

1. U uses its ephemeral private key, 1. V uses its static private key,
d £ and \’s static })111‘\]%‘ lzpy’ 8) — /]3 . and [ ’g epheme;al P“b ic keé‘: £ 2 ;
to fform a shared secret. to form a shared secret.
2.|U invokes the Key Derivation 2.V invokes the Key Derivation
Function using the shared secret. Function using the shared secret.

NOTE [This figure reproduces NSA2, Figure 2.

The prpcess is specified in detail in NIST SP 800-56A Rev:'2: 2013, 6.2.2.2 and NS4
and is phown in Figure 21 and Table 5.

Prerequisites:

a) eaq

be kelected from one of the two sets of domain parameters, see Annex G;

b) party V shall have been designated as’ the owner of a static key pair that was ger]
as ppecified in 5.6.2 using the set of domain parameters, D;

c) the
the
fun

d) prig
wit
puk
trug

NOTE 2
validity
the privg

Figure 21 — C(1e, 1s) schemes: party U contributes anephemeral key pair,
and party V contributes a static key_pair

h party shall have an authentic copy of(the same set of domain parameters, D.

parties have agreed on using the NIST Concatenation KDF, see 5.3.4.6.5. SHA
hash function to use with:the domain parameters for P-256 and SHA-384 is th
ction to use with the domain parameters for P-384;

r to or during the.key agreement process, the parties obtain the identifier ass
h the other party during the key agreement scheme. Party U shall obtain theg
lic key that is bound to party V’s identifier. This static public key shall be obtain
ted manner(e.g., from a certificate signed by a trusted CA).

See also NIST SP 800-56A Rev. 2: 2013 and NSA2 for additional information on assurancg
f the domain parameters, the validity of the private and public key and the assurance of the possg
te key.

IEC

\2, 3.2

D shall

erated

1256 is
e hash

ciated
static

ed in a

on the
ssion of
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Table 5 — One-pass Diffie-Hellman key agreement scheme summary

Party U

Party V

Domain Parameters

(¢, FR, a, b{,SEED}, G, n, h)

As determined by the security suite

(¢, FR, a, b{,SEED}, G, n, h)

As determined by the security suite

Static Data

N/A

Static private key, d_ |,

Static public key, O v

Ephemeral Data

Ephemeral private key, d, y

Ephemeral public key, 0,

N/A

Computation

Compute Z by calling ECC CDH using

Compute Z by calling ECC CDH using

de, y and st v

ds, ,and Qe,U

Deriye Secret Keying Compute kdf(Z, Otherinput) Compute kdf(Z, OtherInput)
Material
Destroy Z Destroy Z
NOTE | This table is based on NIST SP 800-56A Rev. 2: 2013 Table 24 and NSA2 Table 2.

The rationale for choosing this scheme is specified in NIST SP 800-56A Rev. 2: 2013, §.4.

The usle of this scheme in DLMS/COSEM is further explained.in\Clause 1.2.

5.3.4.6.4

This s
ephem

The Static Unified Model C(0e, 2s, ECC €DH) scheme

heme is for use by a DLMS/COSEM setver and another party to agree
ral encryption key to protect xDLMS APDUs or COSEM data. The party sending the

on an

message (the originator) plays the role of party@®@ and the other party (the recipient) plays the

role of |party V.

NOTE 1

The terms originator and recipient refento-fields of the general-ciphering APDU.

In this

public key. A nonce, Noncey,, is. sent by party U to party V to ensure that the derived
material is different for each key~establishment transaction.

The pz

static public key. Secret-keying material is derived using the key-derivation function sp

in 5.3.4

The pr

case, the parties use only_static key pairs. Each party obtains the other party’s

rties derive the shiared secret Z using their own static private key and the other

1.6.5 the shared-secret Z, U and V’s identifier and the nonce.

bcess is(shown in Figure 22 and Table 6.

static
keying

party’s
ecified
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U’s Static Public Key
________________________ >
U V’s Static Public Key v
<+ ———————— e —————
Noncey
-
1. U uses its static private key, 1. V uses its static private key,
d | and V’s static public key, O ; r d, yand U’s static public key, O’y
to fform a shared secret. to form a shared secret.
2. U invokes the Key Derivation 2.V invokes the Key Deriyation
Function using the shared secret and Noncey, Function using the shared secret and Noncdy,

NOTE [This figure is based on NIST SP 800-56A Rev. 2: 2013, Figure 15.

Prerequisites:

a) eaq
be

b) ead
sp€

c) the
the
fun

d) prig
ass

e) bot
ide
cer|

NOTE 2
domain

Figure 22 — C(0e, 2s) scheme: each _party contributes
only a static key pair

h party shall have an authentic copy of\the same set of domain parameters, D. |
selected from one of the two sets of domain parameters, see Annex G;

h party has been designated as.the owner of a static key pair that was gener3
cified in 5.6.2 using the set of domain parameters, D;

parties have agreed on using the NIST Concatenation KDF, see 5.3.4.6.5. SHA
hash function to use with~the domain parameters for P-256 and SHA-384 is th
ction to use with the domain parameters for P-384;

r to or during theikey agreement process, each party shall obtain the id
ociated with the ‘other party during the key agreement scheme;

h parties shall- obtain the static public key of the other party that is bound
htifier. Thése static public keys shall be obtained in a trusted manner (e.g.,
lificate.signed by a trusted CA.

See_dlso NIST SP 800-56A Rev. 2: 2013 for additional information on assurance on the validi
parameters, the validity of the private and public key and the assurance of the possession of thg

IEC
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Table 6 — Static Unified Model key agreement scheme summary

Party U Party V
Domain Parameters (q, FR, a, b{,SEED}, G, n, h) (g, FR, a, b{,SEED}, G, n, h)
As determined by the security suite As determined by the security suite
Static Data Static private key, d y Static private key, d,
Static public key, O, Static public key, O,
Ephemeral Data Nonce,,
Computation Compute Z by calling ECC CDH using Compute Z by calling ECC CDH using
d, yand O d, yand QO
Deriye Secret Keying Compute DerivedKeyingMaterial using Compute DerivedKeyingMateriglu$ing
Material Nonce,, Nonce,,
Destroy Z Destroy Z
NOTE [I This table is based on NIST SP 800-56A Rev. 2: 2013, Table 26.
NOTE [2 The value of Z is the same in all C(Oe, 2s) key-establishment transactions_between the same two
parties| therefore if it is ever compromised, then all of the keying material derived in\past, current, and future
C(Oe, 2s) key-agreement transactions between these same two entities that employ these same static kely pairs
may bg compromised as well. Any shared secret Z that is not ‘zeroized’ shall be stored and used with th¢ same
security protections as private keys.

The ragionale for choosing this scheme is specified in NIST SP 800-56A Rev. 2: 2013, §.5.

The use of this scheme in DLMS/COSEM is further explained in Clause 1.3.

5.3.4.6.5 Key Derivation Function — The NIST Concatenation KDF

The N|ST Concatenation KDF as specified in NIST SP 800-56A Rev. 2: 2013, 5.8.1.1 and

NSA2,|Clause 5 shall be used. It is as follows:

Function call: kdf(Z, OtherInput)

where [Otherinput consists of-keydatalen and OtherInfo.

Implementation-Dependent Parameters:

a) hasplen: an integer that indicates the length (in bits) of the output of the hash fujnction,
hash, used toderive blocks of secret keying material. This will be 256 (for SHA-256) in the
cade of seeurity suite 1 and 384 (for SHA-384) in the case of security suite 2;

b) max haskh’ inputlen: an integer that indicates the maximum length (in bits) of the bit s{ring(s)

inppt\te’ the hash function.

The length shall be less than 264 bits for SHA-256 and less than 2128 bits for SHA-384.

Function: H: a hash function: SHA-256 in the case of security suite 1 and SHA-384 in the
case of security suite 2.

Input:

c) Z: a byte string that represents the shared secret z;

d) keydatalen: an integer that indicates the length (in bits) of the secret keying material to be
generated: 128 bit for security suite 1 and 256 bit for security suite 2;

e) OtherInfo: A bit string equal to the following concatenation:

AlgorithmID || PartyUlnfo || PartyVinfo {||SuppPublnfo}{||SuppPrivinfo}
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where the subfields are defined as follows:

i) AlgorithmID: A bit string that indicates how the derived secret keying material will be

J

)

parsed and for which algorithm(s) the derived secret keying material will be used.
See Table 8§;

PartyUlnfo: A bit string containing public information that is required by the
application using this KDF to be contributed by Party U to the key derivation
process;

K) PartyVinfo: A bit string containing public information that is required by the

The fo

application using this KDF to be contributed by Party V to the key derivation
process;

n)

mat and content of each subfield and substring is specified in Table7.

(Ontianal) < Do Ll o N _Khit ctrina o~ontoy
o PtroTar o U PP HoTi o ot ot itg— ot

information. Not used in DLMS/COSEM;

(Optional) SuppPrivinfo: A bit string containing additional, mutually knewn private
information (for example, a shared secret symmetric key that” has| been
communicated through a separate channel). Not used in DLMS/COSEM.

raly—krewr public

Table 7 — OtherInfo subfields and substrings

Key agreement scheme
Supfield ;
C(2e, 0s) | C(le, 1s) ‘ C(0e, 25) | bength in Value
Substring octets
Format
AlgorithmID Fixed Fixed Fixed 7 See Table 8
PartyUjnfo Fixed Fixed Variable 8+n -
D, Fixed Fixed Fixed 8 originator-system-title
NonceU Datalen = length of transaction-id, shall be
- - Vafiable n 1 octet
Data = value of transaction-id
PartyV]nfo Fixed Fixed Fixed 8 -
D, Fixed Fixed Fixed 8 recipient-system-title
“origingtor-system-title”, transaction-id” and “recipient-system-title” are the fields of the general-ciphering APDU.

In DL
determ

S/COSEM,_Key derivation delivers a single key for a given purpose. The length is as
ined by the*security suite. Algorithmld shall be as specified in Table 8. See also
7.2.2.4.

Table 8 — Cryptographic algorithm ID-s

Algorithm COSEM cryptographic algorithm ID Encoded value
AES-GCM-128 2.16.756.5.8.3.0 60 85 74 05 08 03 00
AES-GCM-256 2.16.756.5.8.3.1 60 85 74 05 08 03 01
AES-WRAP-128 2.16.756.5.8.3.2 60 85 74 05 08 03 02
AES-WRAP-256 2.16.756.5.8.3.3 60 85 74 05 08 03 03

5.3.5

Random number generation

Strong random number generator (RNG) shall be provided to generate the random numbers
required for the various algorithms used in DLMS/COSEM. The RNG shall be preferably non-
deterministic. If a non-deterministic RBG is not available, the system shall make use of
sufficient entropy to create a good quality seed for a deterministic RNG.
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5.3.6 Compression

NOTE Compression does not involve cryptography, but it is a transformation of the xDLMS APDU. For this
reason, and as it is controlled together with symmetric key ciphering it is specified herein.

Compression can be applied to COSEM data or xDLMS APDUs. This process can be
combined with symmetric key ciphering. See 5.7.2.4.7 and 5.7.2.4.8. The compression
algorithm shall be as specified in ITU-T V.44: 2000. This algorithm has been selected for to
meet the following requirements:

e low processing load;

e |ow memory requirements;

o low latency.

The usle of compression is indicated by bit 7 of the Security Control Byte, specifiedin 5/7.2.4.

5.3.7 Security suite

A secIrity suite determines the set of cryptographic algorithms available for the vyarious

cryptographic primitives and the key sizes.

The DLMS/COSEM security suites — see Table 9 — are based,on NSA Suite B and include
cryptographic algorithms for authentication, encryption, key ‘agreement, digital signature and
hashinpg specifically:

e authentication and encryption: the Advanced Encryption Standard (AES) shall be used as
spdcified in FIPS PUB 197, with key sizes of 128.and 256 bits. AES shall be used with the
Galois/Counter Mode (GCM) of operation speéified in NIST SP 800-38D:2007;

o dig|tal signature: the Elliptic Curve DigitakSignature Algorithm (ECDSA) shall be used as
spdcified FIPS PUB 186-4:2013 and in NSA1, using the curves P-256 or P-384;

e key agreement:
— |the Ephemeral Unified Model.C(2e, Os, ECC CDH) scheme, see 5.3.4.6.2;
— [the One-Pass Diffie-HellmanC(1e, 1s, ECC CDH) scheme, see 5.3.4.6.3; and
— [the Static Unified Model C(0Oe, 2s, ECC CDH) scheme, see 5.3.4.6.4
— |shall be used using'the elliptic curves P-256 or P-384.

e haghing: the Secure/Hash Algorithms (SHA) SHA-256 and SHA-384 shall be uged as
spegcified in FIPS PUB 180-4:2012.

In addition, a key{wrapping and a compression algorithm are available.

Table 9 — DLMS/COSEM security suites

Security | Security suite | Authenticated Digital Key Hash Key- Compression
Suite Id name encryption signature | agreement transport P
0 AES-GCM-128 | AES-GCM-128 - - - nES-128 -
ey wrap
ECDH-ECDSA-
1 AES-GCM-128- | AES-GeM-128 | ECDSA | ECDB. - isHa.o56| AES28 V.44
SHA-256 with P-25 with P-25 ey wrap
ECDH-ECDSA- AES-256
2 AES-GCM-256- | AES-GCM-256 | ECDSA | ECDH. - IsHa-384 V.44
SHA-384 wi B wi B key wrap
All other _ _ _ _ _ _ _
reserved
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5.4 Cryptographic keys — overview

A cryptographic key is a parameter used in conjunction with a cryptographic algorithm that
determines its operation in such a way that an entity with knowledge of the key can reproduce
or reverse the operation, while an entity without knowledge of the key cannot. In
DLMS/COSEM, examples of operations include:

e the transformation of plaintext into ciphertext;

e the transformation of ciphertext into plaintext;

o the computation and verification of an authentication code (MAC);

e Kkey wrapping;

e applying and verifying digital signature;

e Kkey agreement.

Keys used with symmetric key algorithms are specified in 5.5.
Keys used with public key algorithms are specified in 5.6.

5.5 Key used with symmetric key algorithms
5.5.1 Symmetric keys types
Symmjtric keys are classified according to:

a) th

1) |a key encrypting key (KEK) is used to encrypt / decrypt other symmetric keys; see
5.5.4. In DLMS/COSEM this is the masterkey;

2) |lan encryption key is used as the blo¢k cipher key of the AES-GCM algorithm, s¢e also
5.3.3.7.4;

3) |an authentication key is used as Additional Authenticated Data (AAD) in the AE$-GCM
algorithm, see also 5.3.3.7.5.

b) thejr lifetime:

1) |static keys that are-intended to be used for a relatively long period of time. In
DLMS/COSEM these may be:

e a global key, that may be used over several AAs established repeatedly between
the same. partners. A global key may be a unicast encryption key (GUEK), a
broadcast encryption key (GBEK) or an authentication key (GAK);

ir purpose:

e a_dedicated key that may be used repeatedly during a single AA established
between two partners. Therefore, its lifetime is the same as the lifetime of the AA.
A dedicated key can be only a unicast encryption key.

2) ephemeral keys used generally for a single exchange within an AA.

For generation and distribution of symmetric keys, see NIST SP 800-57:2012, 8.1.5.2.

A master key and global keys are established between each DLMS/COSEM client — server
pair using one of the methods shown in Table 10. They should be renewed in appropriate
intervals, see 5.3.3.7.3 and 5.5.6.

Dedicated keys are generated by the DLMS/COSEM client and transported to the server in
the dedicated-key field of the xDLMS InitiateRequest APDU, carried by the user-information
field of the AARQ APDU. When the dedicated key is present, the xDLMS InitiateRequest
APDU shall be authenticated and encrypted using the AES-GCM-128 / 256 algorithm, the
global unicast encryption key and — if in use, see 5.3.3.7.5 — the authentication key. The
xDLMS InitiateResponse APDU, carried by the user-information field of the AARE APDU shall
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be also encrypted and authenticated the same way. When the dedicated key is used, the key-
set bit of the security control byte, see Table 27 — is not relevant and shall be set to zero.

NOTE The AARQ and the AARE APDUs themselves are not protected.

Table 10 summarizes the symmetric key types, their purpose, the methods to establish them
and their use with the different APDUs and between different entities.

Table 10 — Symmetric keys types

Key type Purpose Key establishment Use
I(ny Ennrypfing I(ny (I(l:l() fnr: Outof band
Masted ke - (new) master key; Key wrapping Can be identified as the KEK'ih
KEK 1) v — global encryption or general-ciphering APDUs\between
authentication keys; K ) client-server, see TableA1
ey agreemen
— ephemeral encryption keys.
) Block cipher key for unicast Key wrapping - service-specific global ciphering
Global|unicast APDU-client-server
encryption - XDLMS APDUs and for 3) general-glo-ciphering APDU
2) Key agreement - -910"
key, GPEK — COSEM Data yag client-server
Global Block cipher key for broadcast O gzpve;fl-ciphering APDU (client-
broadcpst - xDLMS APDUs and / or Key wrapping _ _
encryption ) — “Data protection” object
key, GBEK? | — COSEM Data protection parameters
(Global) Part of AAD to the ciphering Key wrapping —
Authentication | process of xDLMS APDUs ﬁ‘}” dAPDLth between client-seryer and
key, GAK 2) and / or COSEM data Key agféement 3) Ird party-server
—  service-specific deglicated
Key-transport in ciphering APDU client-seryer
Dedicated k Block cipher key of unicast DLMS ) .
e_|ca< te &Y | y\DLMS APDUs. within an ?( o . - ggneral-ded-mphenng APDU
(unicagt) established AA :;gue'reques client-server
during the lifetime of an AA
Block cipher kev for: — general-ciphering APDU |client-
DLFIJVIS API):l)U . d/ server
- X s and/or K i
ey wrapping — “Data protection” object
Ephemeral — COSEM data protection parameters
encryplion key Block cipher'kev for: — general-ciphering APDU |client-
P y for: server or third-party server
— XBLMS APDUs and/or K t4
ey agreemen — “Data protection” object
—“(~COSEM data protection parameters

1) Held by a“Security setup” object. Different AAs may use the same or different “Security setup” objects.

2) Held by a*Security setup” object. Different AAs may use the same or different “Security setup” objecfs. The
usq of.the GUEK or the GBEK can be identified by:

— the key-set bit of the Security Control Byte, see Table 27; or

— by the key-id parameter of the general-ciphering APDU, see Table 11;
— or by the protection parameters of the “Data protection “ IC, see IEC 62056-6-2:2017, 5.3.9.
3) Established using the Ephemeral Unified Model C(2e, 0Os, ECC CDH) scheme, see 5.3.4.6.2

4) Established using the One-Pass Diffie-Hellman C(1e, 1s, ECC CDH) scheme or the Static Unified Model
C(Oe, 2s, ECC CDH) scheme. See 5.3.4.6.3 and 5.3.4.6.4.

5.5.2 Key information with general-ciphering APDU and data protection

When the general-ciphering APDU is used to protect xDLMS APDUs or when COSEM data is
protected, the sender sends the necessary information on the key that has been / shall be
used to cipher / decipher the xDLMS APDU / COSEM data, together with the ciphered xDLMS
APDU / COSEM data.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

IEC 62056-5-3:2017 © IEC 2017 -89 —

The key information required is summarized in Table 11 and further specified in 5.5.3, 5.5.4
and 5.5.5.

Table 11 — Key information with general-ciphering APDU
and data protection

Key information choices Comment
key-Info
identified-key S The EK is identified
key-id M
S:UIL‘JG: ull;uaot Ullblyvt;ull Il\Uy S GI\JIE:\
global-broadcast-encryption-key | S GBEK
wrgpped-key S The EK is transported using key wrapping
kek-id M
master-key M Identifies the key used for wrapping the key-cipheredidata.
0 = Master Key (KEK)
key-ciphered-data M Randomly generated key wrapped with KEK
agreed-key S The key is agreed by the’parties using either:
— the One-Pass Diffie-Hellman C(1e, 1s, ECC| CDH)
scheme see 5.34.6.3; or
— the Staticdnified Model C(0Oe, 2s, ECC CDH) gcheme
see 5.34,6.4.
key-parameters M Identifier«of'the key agreement scheme:
0x01:C(1e, 1s ECC CDH)
0x02: C(Oe, 2s ECC CDH)
All other reserved.
key-ciphered-data m | — In the case of the C(1e, 1s, ECC CDH) scheme: the
public key Q . 1 Of the ephemeral key agreement key
pair of party U, signed with the private digital signature
key of party U.
— In the case of the C(0Oe, 2s, ECC CDH) scheme: an
octet-string of length zero. In this case party U|has to
provide a nonce, Nonce . See 5.3.4.6.4 and 5.3.4/6.5.

M: Mandatory (part of a SEQUENCE)
S: Selgctable (part oft@\€HOICE)

For thg ASN.1 specification, see Clause 8.

NOTE | Using key identification restricts exchanging protected xDLMS APDUs / COSEM data between a client
and a $erver.because the GUEK and the GBEK shall not be disclosed to any party other than the client gnd the
server,

5.5.3 Key identification

The key identified may be the Global Unicast Encryption Key (GUEK) or the Global Broadcast
Encryption Key (GBEK). In this case, the key-set bit of the security control byte — see
Table 27 — is not relevant and shall be set to zero.

5.5.4 Key wrapping

Key wrapping can be used to establish static or ephemeral symmetric keys.

The algorithm is the AES key wrap algorithm specified in 5.3.3.8. The KEK is the master key.
Consequently, this method can be used only between parties sharing the master key, i.e.
between a client and a server.
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The static keys that can be established using key wrapping may be:

o the master key, KEK; and/or

o the global unicast encryption key GUEK; and/or

e the global broadcast encryption key GBEK; and/or
o the (global) authentication key, GAK.

To establish these static keys using key wrap, the key shall be first generated by the client,
then it shall be transferred to the server by invoking the key_ transfer method of the “Security
setup” object, see IEC 62056-6-2:2017, 5.3.7. The method invocation parameter shall carry
the key_id(s) and the wrapped key(s). The APDU carrying the service that invokes the method
and thg method invocation parameters shall be protected as required by the security| policy
and the¢ access rights.

NOTE [The required level of protection can be specified in project specific companion specifications.

To establish an ephemeral key using key wrapping, the originator of the XDLMS APDU| or the
COSEM data randomly generates an ephemeral key. This key shall-be) wrapped using the
AES kpy wrap algorithm and the KEK and shall be sent to the recCipient together wlith the
xDLM§ APDU or the COSEM data that have been ciphered using-the ephemeral kely. The
recipient shall unwrap the key then it shall use it to decipher the xXDLMS APDU / COSEM data
received.

5.5.5 Key agreement

Key agreement can be used to establish static.keys between a server and a cllent or
ephemieral keys between a server and a clientcor a third party. Different key agrgement
schemgps are available to establish different keys:.

The Eghemeral Unified Model C(2e, 0s, ECC CDH) scheme can be used by the client gnd the
server|to agree on the:

¢ mapter key, KEK; and/or

e glopal unicast encryption key"GUEK; and/or

e glopal broadcast encryption key GBEK; and/or
e (glebal) authentication*key, GAK.

This sgheme is supported by the key agreement method of the “Security setup” interface
class, gee |IEC 62056-6-2:2017, 5.3.7. The method invocation parameters carry the nedessary
parameters as(specified in 5.3.4.6.2. The APDUs carrying the service that invokes the method

as wel|l as the>method invocation parameters shall be protected as required by the slecurity
policy and the access rights. See also Annex I.

NOTE The required level of protection can be specified in project specific companion specifications.

To establish an ephemeral encryption key — used as the block cipher key — using key
agreement, two schemes are available:

e the One-Pass Diffie-Hellman C(1e, 1s, ECC CDH) scheme specified in 5.3.4.6.3;

Unless specified otherwise in a project specific companion specification, the C(1e, 1s ECC
CDH) scheme shall be used.

e the Static Unified Model C(0Oe, 2s, ECC CDH) scheme specified in 5.3.4.6.4.
5.5.6 Symmetric key cryptoperiods

Symmetric key cryptoperiods should be determined in project specific companion
specifications. Recommendations are given in NIST SP 800-57:2012, Part 1, 5.3.5 Symmetric
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Key Usage Periods and Cryptoperiods and 5.3.6 Cryptoperiod Recommendations for Specific
Key Types.

5.6 Keys used with public key algorithms
5.6.1 Overview
Asymmetric keys — see Table 12 — are classified according to:

e their purpose: digital signature key or key agreement key;

e by their lifetime: static keys or ephemeral keys.

Table 12 — Asymmetric keys types and their use

Digital signature

Key type Signatory Verifier Use

Signatory uses private key to compute-digital signafure:
— on an xDLMS APDUs; and/.of

— on COSEM data; or

— on an ephemeral public key agreement key.

Digital [signature

key palr Private key Public key Verifier uses public keyto verify digital signature

— on an xDLMS-APDUs; and/or
— on COSEM data; or

— on an_ephemeral public key agreement key

received:

Key agreement

Keyf type Party U Party V Use

In the case of the Ephemeral Unified Model C(2e, (s,
ECC CDH) scheme both parties have an ephemera| key

Ephemieral key Private key Privatékey pair. See 5.3.4.6.2.
agreenpent key
pair Public key Public key In the case of the One-Pass Diffie-Hellman C(1e,14, ECC

CDH) scheme only party U has an ephemeral key pair.
See 5.3.4.6.3

[

In the case of the One-Pass Diffie-Hellman
C(1e,1s, ECC CDH) scheme only party V has a static key

Static key Private-key Private key pair. See 5.3.4.6.3.
agreenpent key
pair Public key Public key In the case of the Static Unified Model, C(0Oe, 2s, ECC

CDH) scheme both the party U and party V have a ptatic
key pair. See 5.3.4.6.4.

5.6.2 Key pair generation

An ECC key pair d and Q is generated for a set of domain parameters (¢, FR, a, b {,
domain_parameter_seed}, G, n, h). Two methods are provided for the generation of the ECC
private key d and public key Q; one of these two methods shall be used to generate d and Q.

Prior to generating ECDSA key pairs, assurance of the validity of the domain parameters (q,
FR, a, b {, domain_parameter_seed}, G, n, h) shall have been obtained.

For details, see FIPS PUB 186-4:2013, Annex B.4.
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5.6.3 Public key certificates and infrastructure
5.6.3.1 Overview

This subclause 5.6.3 describes the public key certificates for the purposes of DLMS/COSEM
and an example PKI infrastructure to manage them. It is based on the following documents:

e NIST SP 800-21:2005 and NIST SP 800-32:2001, providing a general description of public
key cryptography and public key infrastructures;
e |ITU-T X.509:2008, specifying public key and attribute certificate frameworks;

e RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
Lis (Ppl ) Drnfiln;

e NSA3 specifying the NSA Suite B Base Certificate and CRL Profile.

The tryst model is described in 5.6.3.2.

A PKI architecture — as an example — is described in 5.6.3.3.

The cefrtificate and certificate extension profile is specified in 5.6.4.

The public key certificates to be held by DLMS/COSEM servers are specified in 5.6.5.
The management of certificates is specified in 5.6.6.

5.6.3.2 Trust model

For DLMS/COSEM based meter data exchapge systems using public key cryptography
varioug public-private key pairs and public key'certificates should be in place.

A publjc key certificate binds a public kéy to an identity: the subject. A certificate is digitally
signed|by a Certification Authority.

To proyide and manage the certificates, some form of Public Key Infrastructure is requjired. A
PKI cansists of Certification\Authorities issuing certificates and end entities using| these
certificates. For a PKI example, see 5.6.3.3.

In its gimplest form, a_certification hierarchy consists of a single CA. However, the higrarchy
usually contains multiple CAs that have clearly defined parent-child relationships. It js also
possible to deploy-multiple hierarchies.

The PKI néeds a trust anchor that is used to validate the first certificate in a sequgnce of
certificatess The trust anchor may be a Root-CA certificate, a Sub-CA certificate or a (Firectly
trusted-key-

NOTE 1 Trust anchors are Certificates or directly trusted keys marked as such. However, this marking is out of
the Scope of this document.

DLMS/COSEM servers shall be provisioned with one or more trust anchors during
manufacturing using a trusted Out of Band (OOB) process.

NOTE 2 Provisioning clients and third parties with trust anchors is out of the Scope of this document.

DLMS/COSEM servers may also be provisioned with their own certificates and certificates of
CAs, DLMS/COSEM clients and third parties. This may also happen using a trusted OOB
process or through the “Security setup” object.

The “Security setup” interface class — see IEC 62056-6-2:2017, 5.3.7 — provides:
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e an attribute that provides information on the certificates stored on the server;

e a method to generate server key pairs and a method to generate Certificate Signing
Request (CSR) information on the server to be sent by the client to a CA;

e methods to import, export and remove certificates.

These attributes / methods can be used to manage the certificates by the client or by third
parties via the client acting as a broker. Messages accessing the attributes and methods of
“Security setup” objects and the data included shall be suitably protected.

Certificates generally have a validity period. However, certificates issued to DLMS/COSEM
servers may be indefinitely valid. Certificates may be replaced when they expire.

Before

e chsg
e che
e chsg
e che

e chqg

a server uses a Certificate, it has to be verified. Verification includes:

cking syntactic validity of the certificate;

cking the attributes included in the certificate;

cking that the certificate validity period has not expired;
cking the certification path to the trust anchor;

cking the signature of the issuer of the certificate.

It is

DLMS/COSEM clients and third parties held by the server are all valid. It is the respor]
of the [system to replace / remove any certificates the,validity of which have expired

have b

Clients
have ¢
Scope

5.6.3.3
5.6.3.3

NOTE 1

A PKI

the us¢ of public key (i.e., asymmetric key) cryptography. To achieve this goal, a PKI neg

sumed that the trust anchor, other CA-certificates)*as well as the certifica

en revoked.

and third parties also have to verify sefver certificates before using them. The
apabilities to verify the status of certificates they are using. However this is outs
of this International Standard.

PKI architecture — informative

A General

The introductory text is quoted from NIST SP 800-21:2005, 3.7.

tes of
sibility
or that

y may
de the

s a security infrastructure that creates and manages public key certificates to facilitate

eds to

mation

perform two basic{asks:
a) Geperate .and distribute public key certificates to bind public keys to other infor
after validating the accuracy of the binding; and
b) Majntain and distribute certificate status information for unexpired certificates.
For DLMS/COSEM a hierarchical PKI is foreseen, comprising the following components as
shown in Figure 23.

NOTE 2 The actual structure of the PKI is left to project specific companion specifications to meet the operators’

needs.

¢ Root Certification Authority (Root-CA): see 5.6.3.3.2;
e Certification Authority / Subordinate Authority (Sub-CA): see 5.6.3.3.3;

e End entities: entities that do not issue certificates: DLMS/COSEM clients, DLMS/COSEM
servers and third parties: see 5.6.3.3.4.
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Root-CA
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End entity End entity End entity End entity
C (Root) C (Root) C (Root) C(Root)
C(Sub-CA) C (Sub-CA) C (Sub-CA) C (Sub-CA)
C{keyAgreement) C (keyAgreement) C (keyAgreement) C (keyAgreement)

C(djgitalSignature)

C(digitalSignature)

C(digitalSignature)

C(digitalSignatyjre)

C(TLS)

C(TLS)

C(TLS) C(TLS)

5.6.3.3.2 Root-CA

Figure 23 — Architecture)of a Public Key Infrastructure (example)

IEC

The Rpot-CA provides thé. trust anchor of the PKI. It issues certificates for Sub-CAs and
maintajns a certificate reyocation list (CRL). The Root-CA Certificate Policy defines the rules
for harjdling the issuance€ of certificates.

The Rgot-CA owns the Root certificate C (Root). The Certificate of the Root-CA is self{signed

private

with the Root-€A private key. Sub-CA certificates are also signed with the Root-CA
key.
5.6.3.33 Sub-CA

A Sub-CA is an organization that issues certificates for end entities. Each Sub-CA is
authorised by the Root-CA to do so.

NOTE Sub-CAs may be independent organizations, or may be meter market participants, meter operators,

manufacturers.

Each Sub-CA shall handle a Certificate Policy, which shall comply with the Root-CA

Certificate Policy.

Sub-CAs also maintain the

Revocation List.

list of certificates

issued to end entities and a Certification
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A sub-CA owns a certificate C(Sub-ca). This certificate is issued by the Root-CA. The
private key of the Sub-CA is used for signing end entity certificates.

5.6.3.3.4 End entities

In the PKI infrastructure, an end entity is a user of PKI certificates and/or an end user system
that is the subject of a certificate. The following end entity certificates are defined:

o digital signature key certificate Cc (digitalSignature), used for digital signature;
o static key agreement key certificate ¢ (keyAgreement), used for key agreement;

e [optional] TLS-Certificate c(7LS), used for performing authentication between a
DLMS/COSEM client and a DLMS/COSEM server prior the establishment of a TLS secure
chgnnel.

See al$o 5.6.5.

5.6.4 Certificate and certificate extension profile
5.6.4.1 General

This sybclause 5.6.4 specifies the certificate and certification exteasion profile as required for
DLMS/COSEM systems using public key cryptography.

All cerfificates shall have the structure specified for X.509%ersion 3 certificates.

For the tables presenting the fields of the certificaterand certificate extensions, the following
notation applies:

¢ m (mandatory): the field shall be filled;
e 0 (¢ptional): the field is optional;

¢ X (do not use): the field shall not,he used.

Each gertificate extension is designated either as critical or non-critical. A certificatg-using
systen] shall reject the certificate if it encounters a critical extension it does not recognige or a
critical|extension that contains information that it cannot process. A non-critical extensiopn may
be igng¢red if it is not recoghized, but shall be processed if it is recognized.

This dpcument spegifies minimum requirements. Project specific companion specifi¢ations
may specify maorg\strict requirements, for example a field specified in this documgent as
optional may (be* made mandatory or an extension designated as non-critical may be
designpted as-eritical.

5.6.4.

An X.509 v3 certificate is a SEQUENCE of three required fields as shown in Table 13.

Table 13 — X.509 v3 Certificate structure

Certificate field RFC 5280 reference m/x/o Value
Certificate 4.1.1

tbsCertificate 4.1.1.1 m See below

signatureAlgorithm 4.1.1.2 m See below

signatureValue 4.1.1.3 m See below
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The tbsCertificate field contains the names of the subject and issuer, a public key
associated with the subject, a validity period, and other associated information. The fields of
the tbsCertificate are summarized in Table 14. The tbsCertificate usually includes
extensions; these are described in 5.6.4.4.

The signatureAlgorithm field contains the identifier for the cryptographic algorithm used
by the CA to sign this certificate.

AlgorithmIdentifier::= SEQUENCE ({

algorithm OBJECT IDENTIFIER

parameters ANY DEFINED BY algorithm OPTIONAL }
The twp—atgerithm—dentifiersusedrDBDHEMSICOSEM-are:

e ecdlsa-with-SHA256, OID 1.2.840.10045.4.3.2 in the case of security suite 1
e eccdlsa-with-SHA384, OID 1.2.840.10045.4.3.3 in the case of security suite, 2;

The sjgnatureValue contains a digital signature computed upon the ASN.1 DER encoded
tbsCefrtificate. The ASN.1 DER encoded tbsCertificate is used)as the input [to the
signatyre function.

By gdnerating this signature, a CA certifies the validity/0f the information jn the
tbsCefrtificate field. In particular, the CA certifies the ‘binding between the public key
material and the subject of the certificate.

5.6.4.3 tbsCertificate
5.6.4.3.1 Overview

The figlds of the tbsCertificate are shown-in Table 14.

Table 14 — X:509 v3 tbsCertificate fields

Certificate field . il Clause m/x/o Comment
8 @erence
i\
tbsCeftificate 4.1.2 5.6.4.2
Version 4.1.21 - m ‘v3’ (value is 2)
Serial Number 41292 56.4.32 m Certificate serial number assighed by

the CA (not longer than 20 octets)

Same algorithm identifier as thle

Signatute 4.1.2.3 - m signatureAlgorithm in the
Certificate
1$ler 41.2.4 5.6.4.3.3 m | Distinguished name (DN) of the

certificate issuer.

Validity 4.1.2.5 5.6.4.3.4 m Validity of the certificate.

Distinguished name (DN) of the

Subject 4.1.2.6 5.6.4.3.3 m certificate subject.

Subject Public Key

Info 4.1.2.7 5.6.4.3.5 m
Issuer Unique ID 4.1.2.8 X Not applicable
Subject Unique ID 4.1.2.8 5.6.4.3.6 o]

Extensions 4.1.2.9 5.6.4.4 m
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Serial number

As specified in RFC 5280, 4.1.2.2 the serial number shall be a positive integer assigned by
the CA to each certificate. It shall be unique for each certificate issued by a given CA (i.e., the

issuer

name and serial number identify a unique certificate).

Certificate users shall be able to handle serialNumber values up to 20 octets. Conforming
CAs shall not use serialNumber values longer than 20 octets.

5.6.4.3.3

The Is

Issuer and Subject

The s
public
subje
subje
subje

The na
names
applice

suer field identifies the entity that has signed and issued the cerfificate

key field. The subject name may be carried in the Subject field”and
ctAltName extension. If subject naming information is present~ only

Table 15 — Naming scheme for the Root-CA‘instance (informative)

bject field identifies the entity associated with the public key stored in(the subject

or the
n the

ctAltName extension then the subject name shall be an empty.séquence and the
~tAltName extension shall be critical. See 5.6.4.4.6.

ming scheme of the various entities of the PKI is shownsin the following tablgs. The
shall be inserted in the Issuer or the Subject field/of the tbsCertificate as
ble. See Table 15, Table 16 and Table 17.

Attribute Abbreviation m/x/o Q\&dame Comment
Commo1p Name CN m <Root-CA> Name of Root-CA
Organization (0] o] <PKI-Name> Name of PKI
Organjzational Unit ou o) Name of organizational unit
Countfy C o ISO 3166 country code
NOTE | Values within the less-than — grfeater-than signs “< >” are to be assigned by the PKI or the |CA as
applicgble.
Table 16 ' Naming scheme for the Sub-CA instance (informative)
Attribute @ Abbrev. m/x/o Name Comment
VoY
Commo1p Name CN m <XXX-CA> Name of sub-CA
The CN shall finish with “CA[ so
that the CA function is recognized.
Organjzation 6] 0 <PKI-Name> Name of PKI
Organizational Unit ou o Name of organizational unit
Country C o] ISO 3166 country code
Locality L o <Locality> Locality where the Sub-CA is
located
State ST o <State>

NOTE Values within the less-than — greater-than signs “< >” are to be assigned by the PKI or the CA as
applicable.

The format of the elements of the naming scheme of Root-CA and Sub-CA instances is left to
project specific companion specifications.
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Table 17 — Naming scheme for the end entity instance

Attribute Abbrev. m/x/o Name Comment
Common Name CN m <System-title> DLMS/COSEM System title: 8
bytes represented as a 16
characters:

Example: “4D4D4D0000BC614E”

Organization (0] o] <PKI-Name> Name of PKI

Organizational Unit ou o Name of organizational unit
Country C o ISO 3166 country code

Localit = toeatity tocatity-wherethe—entitytstqcated
State S X <State>

NOTE | Values within the less-than — greater-than signs “< >" are to be assigned by the PKI or the |CA as
applicgble.

5.6.4.3.4 Validity period
The cgrtificate validity period is the time interval during which(the CA warrants thaf it will
maintajn information about the status of the certificate. Th&- field is represented as a
SEQUENCE of two dates:

e the|ldate on which the certificate validity period beginsy(notBefore); and

o the[date on which the certificate validity period ends (notAfter).

In the case of CA certificates, Sub-CA certificates ‘and end-entities other than DLMS/QOSEM
server$ notBefore and notAfter shall bewwell defined dates.

DLMS/COSEM servers may be given certificates for which no good expiration date ¢an be
assigngd; such a certificate is intended to be used for the entire lifetime of the device.

To indjcate that a certificate has“no well-defined expiration date, the notAfter shquld be
assigngd the GeneralizedTimewalue of 99991231235959Z.

For details, see RFC 5280:2008, 4.1.2.5.

5.6.4.3.5 SubjectPublicKeyinfo

The figdld subjeetPublicKeyInfo shall have the following structure:

Subje¢tPublicKeyInfo: := SEQUENCE {
'Irjmv-i1-hm A'IrjmvifhmTr\]Qrﬂ--i'F-iav"
subjectPublicKey BIT STRING }

An algorithm identifier is defined by the following ASN.1 structure:

AlgorithmIdentifier::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL }

The algorithm identifier is used to identify a cryptographic algorithrm. The OBJECT
IDENTIFIER component identifies the algorithm (such as DSA with SHA-1). The contents of
the optional parameters field will vary according to the algorithm identified. This field shall
contain the same algorithm identifier as the signature field in the sequence
tbsCertificate; see 5.6.4.2.

The algorithm OBJECT IDENTIFIER shall contain the value:
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e OID value: 1.2.840.10045.2.1;
e OID description: ECDSA and ECDH Public Key.

The value of the parameter shall be 1.2.840.10045.3.1.7 for the curve NIST P-256 and

1.3.132.0.34 for the curve NIST P-384.

The subjectPublicKey from SubjectPublicKeylnfo is the ECC public key. ECC public key
the following syntax:

ECPoint::= OCTET STRING

Implenlentations of Elliptic Curve Cryptography according to this document shall supp
uncompressed form and MAY support the compressed form of the ECC public key..The
form of the ECC public key from [X9.62] shall not be used.

As spelcified in SEC1:2009:

e The elliptic curve public key (a value of type ECPoint that is .any"OCTET STRI
mapped to a subjectPublicKey (a value of type BIT STRING) as follows: the
sighificant bit of the OCTET STRING value becomes the mgst significant bit of t
STRING value, and so on; the least significant bit of the OCTET STRING becom
leagt significant bit of the BIT STRING. Conversion routinesare found in SEC1:2009
and 2.3.2;

e The first octet of the OCTET STRING indicates\ whether the key is compres
ungompressed. The uncompressed form is indicated by 0x04 and the compressed

s have

ort the
hybrid

NG) is
most
he BIT
es the
,2.3.1

sed or
orm is

ind|cated by either 0x02 or 0x03 (see 2.3.3 in SEC1:2009. The public key shall be rejected

if ahy other value is included in the first octet,
5.6.4.3.6 Subject Unique ID

Subjegt unique IDs may be optionally\*used in end device certificates other than
certificates. The use of this field is left'to project specific companion specifications.

5.6.4. Certificate extensjons

5.6.4.4.1 Overview

server

The eftensions defined-for X.509 v3 certificates provide methods for associating additional

attribufes with users.or public keys and for managing relationships between CAs
extensjon in a certificate is designated as either critical (TRUE) or non-critical (FALSE).

Each

The extension™ fields have to be completed according to the type of Certificate usked, as

specified/in-Table 18.
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CAs End entities
Attributes R';C il Clause c Cc c
reference C(Root) Sub-CA C(TLS) (Key (Data
(i) Agree) Sign)
1 | AuthorityKeyldentifier 4.2.1.1 5.6.4.4.2 o m m m m

2 | Subjectkeyldentifier 4.2.1.2 5.6.4.4.3 m m o] o] o]

3 |KeyUsage 4.21.3 5.6.4.4.4 m m m m m

4 | CertificatePolicies 4.21.4 5.6.4.4.5 o] m m o] o]

5 | SubjectAttitames 4246 56446 o o o o o

6 |IssperAltNames 4.21.7 5.6.4.4.7 o o X X X

7 |BagicConstraints 4.21.9 5.6.4.4.8 m m X X X

8 | ExtendedKeyUsage 4.2.1.12 5.6.4.4.9 X X m X X

9 | cRUDistributionPoints 4.2.1.13 5.6.4.4.10 o] o] X X X

C(Root) Certificate of the Root CA

C(Sub-d4): Certificate of a Sub-CA

C(TLS): Certificate for Transport Layer Security

C(KeyAgree): Certificate an ECDH capable key establishment key

C(Datalign): Certificate of an ECDSA capable signing key

5.6.4.41.: Authority Key Identifier

e Extension-ID (OID): 2.5.29.35;

e Critical: FALSE;

o Description: the AuthorityKeyldentifierextension provides a means of identifying the public
key corresponding to the private key used to sign a certificate;

e Value: the AuthorityKeyIdentifier extension shall include the keyIdent|ifier
fielf.

The vallue of the keyIdentifier field needs to be computed either:

e with the method( 1) defined in RFC 5280:2008, 4.2.1.2 i.e. the keyIdentifjer is
composed of.\the 160-bit SHA-1 hash of the value of the BIT S[TRING
SulbjectPubli+cKey (excluding the tag, length, and number of unused bits); or

o with the method 2 defined in RFC 5280:2008, 4.2.1.2 i.e. the keyldentifier is compgsed of
a four-bit)type field with the value 0100 followed by the least significant 60 bits of th¢ SHA-
1 Hash”/of the value of the BIT STRING subjectPublicKey (excluding the tag, |ength,

and number of unused bits).

NOTE The choice of the method is left to project specific companion specifications.

5.6.4.4.3 SubjectKeyldentifier
e Extension-ID (OID): 2.5.29.14;

e Critical: FALSE;

e Description: the SubjectKeyIdentifier extension provides a means of identifying

certificates that contain a particular public key;

e Value: the subjectKeyIdentifier extension MUST include the keyIdentifier field.

For the method of calculating the keyIdentifier see 5.6.4.4.2.
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5.6.4.4.4 KeyUsage
e Extension-ID (OID): 2.5.29.15;

e Crit

ical: TRUE;

e Description: the KeyUsage extension defines the purpose of the key contained in the
certificate;

e Value: The bits that shall be set are shown in Table 19.

Table 19 — Key Usage extensions

Certificate C(Root) C(Sub-CA) C(TLS) C C
it )
Bits to|be keyCertSign, keyCertSign, digitalSignature keyAgreement digitalSignjature
t
se cRLSign cRLSign keyAgreement
For defails, see RFC 5280:2008, 4.2.1.3 and NSA3.

5.6.4.15 CertificatePolicies

e Ex
e Cri
e Des

infq

qu3
e Val

nsion-1D (OID): 2.5.29.32;
ical: FALSE;

scription: the certificate policies extension contains a sequence of one or more
rmation terms, each of which consists of an“object identifier (OID) and o
lifier. For details, see RFC 5280:2008, 4.2.1:4;

ue: contains the OID for the applicable certificate policy.

5.6.4.16 SubjectAltNames

e Ex

e Cri
FA

Descri
identiti
certific

shall T added in the~-End Entity Signature and Key Establishment Certificates and s
e

mark

nsion-ID (OID): 2.5.29.17;

ical: TRUE if the “subject” field of the certificate is empty (an empty sequence
| SE.

ption: this extension allows identities to be bound to the subject of the certificate.
es may be included, in,addition to or in place of the identity in the subject field

as critical. The’subjectAltName extension is OPTIONAL otherwise and if in

policy
ptional

), else

These
of the

pte. If the subjectmame is an empty sequence, then the subjectAltName exfension

hall be
tluded,

shall bp marked as critical.
The sybjectAltName extension when used shall contain a single GeneralName of type
OtherName-~" that is  further sub-typed as a HardwareModuleName [(id-on-
HardwareModuleName) as defined in RFC 4108. The hwSerialNum field shall be set|to the
system title.
e Value: See Table 20.
Table 20 — Subject Alternative Name values
Certificate C(Root) C(Sub-CA) C(TLS) © €
(KeyAgree) (DataSign)
rfc822Name <E-Mail <E-Mail Address> - - -
Address>
uRl <Web site> <Web site> - — —
otherName - - - <otherName> <otherName>
NOTE Values within the less-than — greater-than signs “< >” are to be assigned by the PKI or the CA as
applicable.
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4.4.7 IssuerAltName
Extension-ID (OID): 2.5.29.18;
Critical: FALSE;

Description: this extension is used to associate Internet style identities with the certificate
issuer. For details see RFC 5280:2008, 4.2.1.7;

Value: See Table 21.

Table 21 — Issuer Alternative Name values

Ceftificate C(Root) C(Sub-CA) C(TLS) C C
(KeyAgree) (dataSign)

rfc822IName <E-Mail Address> | <E-Mail Address> - - -

URI <Web site> <Web site> - - -

NOTE | Values within the less-than — greater-than signs “< >” are to be assigned by\the PKI or the |CA as

applicgble.

5.6.4.18 Basic constraints

Extension-ID (OID): 2.5.29.19;
Critical: TRUE;

Description: the basic constraints extension identifies whether the subject of the certificate
is 4 CA and the maximum depth of valid certification paths that include this certificafe. See
RF 5280:2008, 4.2.1.9;

Vallue: See Table 22.

Table 22 — Basic\constraints extension values

Certificate C(Root) C(Sub-CA) C(TLS) C d
(KeyAgree) (datafign)

cA TRUE TRUE - - -

pathLepConstraint See Note See Note - - -

NOTE | The value of the = optional — pathLenConstraint depends on the structure of the PKI.

5.6.4.4.9 Extended Key Usage

Extension-ID (OID): 2.5.29.37;
Critical: FALSE;

Description: Indicates that a certificate can be used as an TLS server certificate;
— TLS server authentication OID: 1.3.6.1.5.5.7.3.1;
— TLS client authentication OID: 1.3.6.1.5.5.7.3.2.

5.6.4.4.10 cRLDistributionPoints

Extension-ID (OID): 2.5.29.31;
Critical: FALSE;

Description: The CRL distribution points extension identifies how CRL information is
obtained;

This extension is not used in DLMS/COSEM server certificates.
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All other extensions not described in this profile should be considered OPTIONAL; their
inclusion or exclusion and their values will depend upon the particular application or PKI

profile.

5.6.5

Every DLMS/COSEM server must use X.509 v3 format and contain either:

e a P-256 or P-384 ECDSA-capable signing key; or
e a P-256 or P-384 ECDH-capable key agreement key

Suite B end entity certificate types to be supported by DLMS/COSEM servers

Every

certificate shall be signed using ECDSA. The signing CA’s key shall be P-256.01

P-384

if the certificate contains a key on P-256. The signing CA’s key shall be P-384 if the’cerificate

contains a key on P-384.

Depen
DLMS

Table 23 - Certificates handled by DLMS/COSEM end entities

ding on the security policy, the following X.509 v3 certificatesy/shall be handled by
COSEM end entities, see Table 23.

Security suite 1

Security suite 2

Role

Root Clertification Authority (Root-
CA) SqIf-Signed Certificate using
P-256 signed with P-256

Root Certification Authority (R00ot-CA)
Self-Signed Certificate using P-384
signed with P-384

Trust anchor; there m
more than one.

by be

Subordinate CA Certificate (Sub-CA)
using RB-256 signed with P-256

Subordinate CA Certtificate (Sub-CA)
using P-384 signed with P-384

Subordinate CA\Certificate (Sub-CA)
using P-256.8igned with P-384

Certificate of an issuir

Subordinate CAs may
also used as trust and

g CA.

be
hors.

End-E
using H

tity Signature Certificate
-256 signed with P-256

End-Entity-Signature Certificate using
P-384 signed with P-384

End-Entity Signature Certificate using
P=256 signed with P-384

Public key for ECDSA
signature generation 2
verification

End-Entity Key Establishment
Certifidate using P-256 signed,with
P-256

End-Entity Key Establishment Certificate
using P-384 signed with P-384

End-Entity Key Establishment Certificate
using P-256 signed with P-384

Used with the One-Papgs

Diffie-Hellman C(1e, 1
scheme or with the St
Unified Model C(Oe, 2
ECC CDH) scheme

End-En
P-256

tity TLS Certificate using
signed with\P-256

End-Entity TLS Certificate using P-384
signed with P-384

End-Entity TLS Certificate using P-256
signed with P-384

An example Certificate is given in

5.6.6

5.6.6.1 Overview

This subclause 5.6.6 applies only to the management of public key certificates

DLMS/COSEM servers, including:

Annex H.

Management of certificates

e provisioning the server with trust anchors, see 5.6.6.2;

e provisioning the server with further CA certificates, see 5.6.6.3;

e security personalisation of the

server, see 5.6.6.4;

e provisioning servers with certificates of clients and third parties, see 5.6.6.5;

in
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e provisioning clients and third parties with certificates of servers, see 5.6.6.6;

e removing certificates, see 5.6.6.7.

NOTE Management of public key certificates in DLMS/COSEM clients and in third party systems is out of the
Scope of this document.

5.6.6.2 Provisioning servers with trust anchors

Before starting steady state operations, servers shall be provisioned with trust anchors that
will be used to validate the certificates. Trust anchors may be Root-CA (i.e. self-signed)
certificates, Sub-CA certificates or directly trusted CA keys. A server may be provisioned with
more than one trust anchor.

Trust gnchors shall be placed in the server out of band (OOB).
Trust gnchor certificates are stored together with other certificates.
They cian be exported, but they cannot be imported or removed.
Directly trusted CA keys cannot be exported.

5.6.6.3 Provisioning the server with further CA certificates

The sdrver may be provisioned with further CA certificates that will be used to verify|digital
signatyres on end device certificates.

For thip purpose the import_certificate method ofithe “Security setup” object is available. The
procesp is shown in Figure 24.

Precondition: The DLMS/COSEM client-verified the CA certificate.
The server has been provisioned-with trust anchor(s).

DLMS/COSEM DLMS/COSEM
client server
_—\/ import_certificate(data) | g

Verify certificate and if successful,
add information to the
certificates attribute

@ import_certificate (SUCCESS / FAIL)— j&—

IEC

NOTE Whhen a third party IS responsible for managing CA certificates, then the /mport_certificate method may be
invoked by that third party via the client acting as a broker.

Figure 24 — MSC for provisioning the server with CA certificates

5.6.6.4 Security personalisation of the server

Security personalisation means the provision of the server with asymmetric key pairs and the
corresponding public key certificates. This can take place either:

e using the security primitives provided by the manufacturer to inject the private key and the
public key certificates. The private keys have to be securely stored in the server and shall
never be exposed; or

e using the appropriate methods of a “Security setup” object. This process can be used
during the manufacturing process and whenever a new key pair and the related public key
certificate need to be generated. This process is shown in Figure 25 and described below.
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Issuing DLMS/COSEM DLMS/COSEM
CA client server

generate_key_pair (data) L g
@ generate_key_pair (SUCCESS / FAIL)—

generate_certificate_request (data) — »»

l@——generate_certificate_request (data)

[X.509 V3 Certificate Signing Request (data)

X509 v3STErtifitate(aata)y >

import_certificate (data) |

add information to the
certificates attfibute

[ import_certificate (SUCCESS / FAIL)

NOTE [The security personalisation may be carried out by a third party instead of (the“client. In that ¢
methodq of the “Security setup” object may be invoked by that third party via the client acting as a broker.

Figure 25 — MSC for security personalisationof-the server

Verify\ certificate andf'successful,

IEC

hse, the

e Stgp 1: the client invokes the generate key pair method. The method invgcation

parameters specify the key pair to be generated: digital signature, key agreement
key pair;

NOTE 1 The new key pair can be used in transactions\once its certificate will have been impo
sucgessfully verified.

e Step 2: the client invokes the generate_certificate_request method. The method inv
parfameters identify the key pair for which” the Certificate Signing Request (CSR)
generated. The return parameters include the CSR, signed by the private key of thg
generated key pair;

e Stegp 3: The client sends the CSR to the CA. This message shall encapsulate the
parameters resulting from thelinvocation of the generate_certificate_request methg
CA|- provided that the neCessary conditions are met — issues the certificate and s
to the client;

NOTE 2 The format of the messages between the client and the issuing CA is out of the Scopd
docpiment.
e Stegp 4: Thesclient invokes the import_certificate method. The method inv

meters~contain the certificate. The server verifies the certificate and if suc

bor TLS

ted and

pcation
will be
newly

return
d. The
ends it

of this

bcation
cessful
Is, the

There lma be—on one o

(digital

signature, key agreement, TLS). Therefore when the new certificate is successfully imported
the old certificate is removed. From this point, the new key pair can be used for transactions.

For the details of method invocation and return parameters, see IEC 62056-6-2:2017, 5.3.7.

Parties using the server’s certificates can obtain these either:

e out of band;
e using the export_certificate method of the “Security setup” objects, see 5.6.6.6; or
e as part of the AARE (during HLS authentication), see 5.7.4.
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5.6.6.5 Provisioning servers with certificates of clients and third parties

To verify digital signatures, to perform key agreement using a scheme that uses static key
agreement keys, or to establish a TLS connection, the server needs to have the appropriate
public key certificates of the other party.

If, at the time of manufacturing, the client and/or third parties are already known, their public
keys certificates may be injected into the server by the manufacturer.

NOTE Distribution of public key certificates to the manufacturer is out of Scope of this document.

Otherwise, the servers can be provisioned with certificates of clients and third parties using
the import_certificate method of the "Security sefup” objeci. The method invocation parameter
is the fertificate to be placed in the server. For the details of method invocation and|return
parameters, see |IEC 62056-6-2:2017, 5.3.7. The process is shown in Figure 26.

Precondition: The DLMS/COSEM client verified the certificate.
The server has been provisioned with the chain of CA certificates.

DLMS/COSEM DLMS/COSEM
client server
import_certificate (data) | RN

Verifvrbertificate and if successful,
add information to the
certificates attribute

_—

<@—import_certificate (SUCCESS / FAIL)——f&—

IEC

NOTE [The import_certificate (data) method mayibe also invoked by a third party, using the client as a broker.

Figure 26 — Provisioning the server with the certificate of the client

In the case of HLS authentication mechanism using ECDSA, the public key certificate| of the
clients| digital signature key can be carried by the calling-AE-qualifier field of the AARQ. See
5.7.4.

5.6.6.6 Provisioning clients and third parties with certificates of servers

To verffy digital’signatures applied by the server, to perform key agreement that invglves a
static key agreement key, or to establish a TLS connection the client or third party ngeds to
have tire appropriate public key certificate of the server.

The certificate may be delivered with the server and inserted in clients / third parties OOB.

Alternatively, the client or third party can request the certificate from the server using the
export_certificate method of the “Security setup” object. The method invocation parameter
identifies the certificate requested.

NOTE In the case of HLS authentication using ECDSA — this is authentication_mechanism 7 — the public key
certificate of the server for digital signature is transported in the AARE.

The return parameters — in the case of success — include the certificate. For the details of
method invocation and return parameters, see |IEC 62056-6-2:2017, 5.3.7. The process is
shown in Figure 27.
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NOTE

5.6.6.7]

It is so

NOTE 1
party.

NOTE 2
docume

When
public

The in
attribu

The kg
for tran

The pr

DLMS/COSEM DLMSCOSEM
client server
export_certificate (data) >
= export_certificate (data)
_—
Verify and store
certificate
a
IEC

The export_certificate (data) method may be also invoked by a third party, using the client'as”a bro

Figure 27 — Provisioning the client / third party
with a certificate of the server

Certificate removal from the server

metimes necessary to remove a public key certificate stered by the server.

This may relate to certificates that belong to the server ot certificates that belong to a client

The conditions when removal of a public key certificate is necessary are out of the Scopqg
ht.

b certificate that belongs to the serveriisstemoved, the private key associated w
key shall be destroyed.

formation on the certificate removed shall be also removed from the cert
e of the “Security setup” object:

y pair the public key certificate of which has been removed cannot be used an
sactions.

bcess is shown(inFigure 28.

DLMS/COSEM DLMSCOSEM
Client Server

er.

or third

of this

ith the

ficates

y more

remove_certificate (data) | If the certificate belongs to the server,

destroy key pair.
Remove certificate information
] from certificates attribute.
<@ remove_certificate (SUCCESS / FAIL) 4

IEC

NOTE The remove_certificate (data) method may be also invoked by a third party, using the client as a broker.

Figure 28 — Remove certificate from the server
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Applying cryptographic protection

Overview

The cryptographic algorithms specified in 5.3 can be applied:

e to
e to

e to

5.7.2

5.7.2.1 Overview

This slibclause 5.7.2 specifies how the cryptographic algorithms specified in 533 an
can belused to protect xDLMS APDUs:

o 5.7)2.2 specifies the possible values of security policy and access rights;

e 5.7]2.3 presents the types of ciphered APDUs;

e 5.7)2.4 specifies the use of the AES-GCM algorithm for authentication and encryption;
e 5.7[2.5 specifies the use of the ECDSA algorithm for digital sighature.

When

AP, thé service parameters include the Security Options{parameter. This parameter i
the AL|on the kind of ciphered APDU to be used, on the‘protection to be applied, and in
the nefessary security material. The AL builds first.the APDU corresponding to the

primiti

When

the original, unciphered APDU. When thistis successfully done, it invokes the appr

servic

Protection_Element parameters that inform the AP about the kind of ciphered APDU ug
the protection that has been verified and removed, and may include security materiz

also 6.b.
5.7.2.2 Security policy.and access rights values
In the |case of “Security-setup” version 1 — see |IEC 62056-6-2:2017, 5.3.7 — the enu

protect the xDLMS APDUs see 5.7.2;
process the challenges during HLS authentication, see 5.7.4;
protect COSEM data, see 5.7.5.

Protecting xDLMS APDUs

h COSEM object attribute or method related xDLMS §ervice primitive is invoked

e then it builds the ciphered APDU.

the AL receives a ciphered APDU fromy'a remote partner, it deciphers it and rg

g primitive. The additional service parameters include the Security Status a

i 5.3.4

=]

by the
nforms
cludes
service

bstores
bpriate
nd the
ed, on
. See

m type

shall bg interpretedtas an unsigned 8 type. The meaning of each bit is as shown in Table 24.

Table 24 — Security policy values (“Security setup” version 1)

Bit Security policy

U unused, shall be set 10 U

-

unused, shall be setto 0

authenticated request

encrypted request

digitally signed request

authenticated response

encrypted response

N|ojla|lb~h|O|N

digitally signed response

NOTE
IEC 62056-6-2:2017, 7.10. For both “Security policy” version 0 and 1 the value (0) means that no cryptographic
protection is required.

In the case of “Security policy” version 0 the possible security policy values are specified in
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Access rights are held by the object list attribute of “Association LN” or the access_rights_list
of “Association SN” objects. The access_mode element of the access_rights determines the
access kind and stipulates the cryptographic protection. It is an enum data type.

In the case of “Association LN” version 3 and “Association SN” version 4 - see
IEC 62056-6-2:2017, 5.3.4 and 5.3.3 — the enum value is interpreted as an unsigned8: The
meaning of each bit is as shown in Table 25.

For older versions, see their specification in IEC 62056-6-2:2017.

Table 25 — Access rights values (“Association LN” ver 3 “Association SN” ver 4)

Bif Attribute access Method access
0 read-access access
1 write-access not-used
2 authenticated request authenticated request
3 encrypted request encrypted request
4 digitally signed request digitally signed réquest
5 authenticated response authenticated'‘tesponse
6 encrypted response encrypted response
7 digitally signed response digitally'signed response
Examples enum (3): read-write enum (1): access
enum (6) write access with authenticated enum (2): not used
request . .
enum (5): access with authenticated request
enum (255): read-write access with ) ) .
authenticated, encrypted and digitally signed enum (253): access with authenticated,
request and response encrypted and digitally signed request and
response
Accesg rights to COSEM object-attributes and/or methods may require authentjcated,

encrypted and / or signed xDLMS“APDUs. For this reason, APDUs with more protectign than
requirdd by the security policy-are always allowed. APDUs with less protection than rgquired
by the [security policy and the access rights shall be rejected.

More grotection in this_¢ontext means that more kinds of protection are applied on the XDLMS
APDU fthan what is-requested by the security policy: for example, security policy requires that
all APDUs are‘authenticated but access rights require that the APDU is encrypted and
authenticated.ive. a higher protection.

5.7.2. Ciphered xDLMS APDUs

The different kind of ciphered xDLMS APDUs are shown in Table 26. See also 6.5. Ciphered
xDLMS APDUs can be used in a ciphered application context only. On the other hand, in a
ciphered application context, both ciphered and unciphered APDUs may be used.
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Table 26 — Ciphered xDLMS APDUs

APDU type Parties Type of Security Key used Com-
ciphering services pression
Service-specific Block cipher key:
glo-ciphering or - Dedicated key 1 -
ded-ciphering
Authenticatio | — Global unicast / broadcast key
l-glo- Client — Symmetric n established 2 outside the
gﬁ)nhzfaing ° Server key ) exchange 3, identified by the
Encryption SC byte Yes 5
general-ded- o )
ciphering A_uthenztlcanqn key: global, estgzb-
lished < outside the exchange
Block cipher key:
— Global unicast / broadcast,
established ? outside the
Authenticatio exchange 3, identified as part
genera)- ) Symmetric n of the exchange, or Yeb 5
cipherihg Third party | key . - i 2 [
or Client — Encryption Establlsheg as part of the
Server exchange
Authentication key: global, estab-
lished 2 outside the' exchange 3
_ Asymmetric Digital A
generagfl-signing key signature Signing key. No

T

=

2 Key establishment may be key wrapping or key agreement.

ansported by the AARQ.

4 Key data is transported in the protected APDU.

In the server, these keys are held by the Security setup objects.

5 Thg use of compression is controlled by the Security ‘€ontrol byte.

5.7.2.

Overview

5.7.2.i| Encryption, authentication and compression
1

Encrygtion and authentication“to protect information using the AES-GCM algorithm is [shown
in Figure 29. See also 5.3.8.7. This algorithm can be combined with compression.

In the fase of message’ protection, the information to be protected is an xDLMS APDU/ In the
case of COSEM data protection, the information to be protected is COSEM data, i.e. QOSEM
attribule value(s)<r method invocation / return parameter(s).
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Security Control
byte, SC

T
|
|
I

Compression SC-C: bit 7=1 Decompression

Authentication @
only

Autherticated ——
encrjption SC-AE: bit 4, 5=1

EK

[ sysT | |? T

4

Ciphered Information: Authentication only i

B 0 | AAD = SC Il AK II (C) Inforfnation
Ciphered Information: EncH ption only !

[sc[1c AAD = null
Ciphered Information: Encryption + Au :

sc | 1€ 0 AAD = SC Il AK

b s 4 +
Additional Authenticated Data AAD (Associated (C) Information: Compressed information
ddta) contains: J A= AAD P = Plaintext
- Authentication only: SC Il AK Il (C) Information; AK =Authentication key SC = Security control byte
- Bncryption only: Null O C = Ciphertext SH = SC Il IC Security header
- Authenticated encryption: SC Il AK \, EK = Encryption key Sys-T = System title (originator)
- Ip the case of the general-ciphering sewié&kAAD IC = Invocation counter T = Authentication tag
cdntains additional elements as well. ’\ IV = Sys-T Il IC Initialization vector

A\ IEC

NOTE |n the case of general-ciphering, AAD also includes additional fields, see Table 28.

Figure 29 - Cryptographic protection of information using AES-GCM
The selcurity material required is specified in 5.7.2.4.2 t0 5.7.2.4.5.

5.7.2.4.2 The security header

The sqcurity header SH includes the security control byte concatenated with the invgcation
counter: SH = SC Il IC. The security control byte is shown in Table 27 where:

e Bit 3...0: Security_Suite_Id, see 5.3.7;
e Bit 4: “A” subfield: indicates that authentication is applied;
e Bit 5: “E” subfield: indicates that encryption is applied;
e Bit 6: Key_Set subfield: 0 = Unicast,
1 = Broadcast;

e Bit 7: Indicates the use of compression.
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Table 27 — Security control byte

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3..0

Compression Key_Set E A Security_Suite_Id

The Key_Set bit is not relevant and shall be set to 0 when the service-specific dedicated ciphering, the general-
ded-ciphering or the general-ciphering APDUs are used.

5.7.2.4.3 Plaintext and Additional Authenticated Data

The plaintext denoted P and the Additional Authenticated Data denoted 4 depend on the kind

of proteetie y 6 —TFabte Fere—SEc—ts—the—see COTE € is the
authe a to be
protecfed
Table 28 — Plaintext and Additional Authenticated Data
Securitr control, SC Protection P A, Additional Authenticated Data
E fieIJ A field Service-specific
glo-ciphering
Service-specific .
ded-ciphering general-cipher|ng

general-glo-eiphering

general-ded-ciphering

0 0 None - - -

0 1 Authenticated only - SCIAK 11 (C) 1 SC Il AK 1l
transaction-id 11 !
originator-system-title 11
recipient-system-title 11 1
date-time 11 !
other-information 11|
©)1

1 0 Encrypted only C)1 - -

1 1 Encrypted and )1 SC Il AK SC Il 4K 1l

authenticated . 1
transaction-id Il

originator-system-title 11
recipient-system-title 11 1
date-time 11 !

other-information

The fields transaction-id ....other-information are A-XDR encoded OCTET STRINGs. The length and the
value of each field is included in the AAD.

5.7.2.4.4 Encryption key and authentication key

These keys used by AES-GCM are specified in 5.3.3.7.4 and 5.3.3.7.5 respectively. The
various keys used in DLMS/COSEM and their establishment are specified in 5.5.

5.7.2.4.5 Initialization vector

See 5.3.3.7.3.
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5.7.2.4.6 Service-specific ciphering xDLMS APDUs

For certain xDLMS APDUs — see 4.2.4.4.6 and 7.3.13 — a ciphered variant using the global
key and one using the dedicated key is available. These ciphered APDUs can be used
between a client and a server. The structure of the service-specific ciphering APDUs is shown
in Figure 30. See also Table 28 and Table 29.

Security context: Security suite - Security policy -
Access rights - Security material

v

-—bi Symmetric key encryption and authentication } > Ciphered APDU

—
- |

—

R “Security Header ‘
Security Control byte, SC
vt Authentication only SC-A Inv. Auth
Ctr tag
C = Compression applied

A = Authentication applied | OCTET STRING
E = En¢ryption applied

Security Header:

Encrypted APDU

[

[

[

_ [
Encryption only (Ciphertext) ‘
[

[

[

[

i CTET STRING
Security Header:
Authenticated Inv. Encrpyted APDU Auth
encryption Q Ctr (Ciphertext) tag
OCTET STRING

IEC

Figure 30 — Structure of service-specific global / dedicated ciphering xDLMS APDUs

5.7.2.4.7 The general-glo-ciphering and general-ded-ciphering xDLMS APDUs

These|APDUs can be used toxcipher other xDLMS APDUs using the global key |or the
dedicated key. They can be used between a client and a server. Their structure is shjown in
Figure|31. See also Table 28 and Table 29.
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. system-title ciphered-content
Security context:

I I
I I
I I
Security suite - Security policy - Access rights Security material : :
I I
I I

\ J

Symmetric key encryption and
authentication

» Compression > > ciphered-content

Securifly Control byte, SC i
Compression only

C = Compression applied

A = Authentication applied OCTET STRING
E = Enfryption applied

Security Header

(Compression and) Auth
Authentication only tag
[
[
|
[
(Compression and) . Compressed and) encrypted ‘
Encryption only APDU (Cip ct :
|
i < OCTET STRING |
I Security Header I
O |
ompression an u
(Comp i d) Auth
Authenticated encry@ tag

xO OCTET STRING
N~ IEC

Q)
Figure 3‘cj%tructure of general-glo-ciphering and
neral-ded-ciphering xDLMS APDUs

N
5.7.2.4.8 The ge@-ciphering APDU

The ggneral-cip ?&; APDU can be used between a client and a server or between [a third
party and th@ ver. These APDUs carry also the necessary information on the key to be

used. The s ure of the general-ciphering APDU is shown in Figure 32. See also Table 28
and Tgble 29.

N
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transaction-ig | °onginator- | recipient- |y o, | other- key-info ciphered-content
system-title | system-title information

[

All fields are A -XDR encoded OCTET STRINGs .
The length and the value of each field is included in the AAD

Security suite - Security policy - Access rights

Security context:

Security material

Compression

Symmetric key
encryption and
authentication

Secyirity Control byte, SC (Compression and)

P4
|

= No protection applied
[Compression applied
Authentication applied
= Encryption applied

m>»o0
oo

No protection

Authenti

(Compr(@a

-

Q&

Figu @2 — Structure of general-ciphering xXDLMS APDUs

(Compression and)
Authentication only

(Compression and)
Encryption only

.\@

xO
nd)
encryption

Security Header-

SC-EA/
SC-CEA

OCTET STRING

Auth
tag

Auth
tag

OCTET STRING

5.7.2.4.9 Us@he fields of the ciphering xDLMS APDUs

The use of

ields of the ciphering xDLMS APDUs is summarized in Table 29.

IEC
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Table 29 — Use of the fields of the ciphering xDLMS APDUs

$2=32 | 3.3.8 32

. CETRT [ [ .

APDU field 2 §_§ 2 % ?,%%E% ;g’% Meaning

n o285 © o 3 o5
tag Service | 1519] [220] [221] The tag of the ciphering APDU; see 7.3.13
specific

system-title - + -

transaction-id - - +

originator-system- _ _ +

title

recipiept-system- _ _ + See 6.5.

title

date-tifne - - +

other-ipformation - - +

key-infp - - +
Provides information an\thle protection applied,

security control byte + + + the key-set and the §ecurity suite used. Sde
Table 27. 1
The invocatiof,field of the initialization vegtor. It
is an integercoelnter which increments updn

) each invocation of the authenticated encryption

Invocation counter + + + function using the same key.
WHhen)a new key is established the related
invocation counter shall be reset to 0.

unprotécted APDU + + + The unprotected APDU (same as the APDY to be
protected).

encrypfed APDU + + + The encrypted APDU i.e. the ciphertext.

authenfication tag + + + Calculated by the AES-GCM algorithm, seg

5.3.3.7.

1)

shdll be set to zero.

In {he case of the general-ciphering APDU, the key-set bit of the security control byte is not relevg

nt and

5.7.2.4.10 Encoding example: global-get-request xDLMS APDU

Table B0 shows an encoding example of a service-specific global ciphering xXDLMS

glo-getf-request.

APDU:
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Table 30 — Example: glo-get-request xDLMS APDU

LEN

Len
X)
X Contents (X)
byte | pis
N
Security
material
Security GCM-AES-128
suite
. 4D4D4D0000BC614E (here, the five last octets contain
System Title Sys-T the manufacturing number in hexa) 8 64
Invocation Ic 01234567 4 39
countef
Initialigation Sys-TIC
v 12 96
Vector 4D4D4D0000BC614E01234567
Block gipher | . 000102030405060708090A0B0CODOEOF 16 || 128
key (glpbal)
AL:(thenticatio AK DOD1D2D3D4D5D6D7D8DIDADBDCDDDEDF 16 || 128
n Key
Sere L1y Authentication Encryption &&Authenticated
applied yp N encryption
Securify SC-4 SC-E SC-AE 1 8
controlf byte
. - SC
(with upicast 10 20 30
key)
Securify SH =SC-4111C SH = SC-EMITIC SH = SC-AE Il IC
SH
header 1001234567 2001234567 3001234567 5 40
Inputs Authentication Encryption Authentlc_ated
encryption
xDLM§ C0010000080008H0P0000FF0200
APDU fo be APDU (Get-requesty~attribute 2 of the Clock object) 13 104
protecfed
. Null Cc001000008000001 Cc001000008000001
Plaintepxt P 0000FF0200 0000FF0200 13 (] 104
Associpted | SEWAK 1| APDU - SC 4K
data
Associbted 10D0D1D2D3D4D5D6
Data — D7D8D9DADBDCDDDE
Authentticatio | #4 DFC0010000080000 | ~ - 30| 240
n 010000FF0200
Associpted
Data — A-E — - - 0 0
Encryption
Associated 30D0D1D2D3D4D5D6
Data — A-AE | - _ D7D8D9DADBDCDDDE 17 | 136
Authenticate DF
d encryption
Outputs Authentication Encryption Authentlc_ated
encryption
. 411312FF935A4756 411312FF935A4756
Ciphertext ¢ NULL 6827C467BC 6827C467BC 13 | 104
Authenticatio 06725D910F9221D2 7D825C3BE4A77C3F
n tag T 63877516 - CCO56B6B N

The
complete
Ciphered
APDU

TAG I LEN Il SH |l
APDUI T

TAGIWLENII SHII C

TAGILENII SHII CII
T
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LEN Len
X)
X Contents X)
byte | piss
N
C81E1001234567CO
Authenticate 0100000800000100 | _ ~
d APDU 00FF020006725D91 32 | 256
0F9221D263877516
C812200123456741
Encrypted - 1312FF9352475668 | - 20 | 160
APDU 27C467BC
Authenticate C81E300123456741
d and _ B 1312FF935A475668
encrypled 27C467BC7D825C3B 5% 256
APDU E4A77C3FCC056B6B
NOTE | In this example the value of the invocation counter is 01234567. In the real life, the) value shall be
incremented with each invocation of the AES-GCM algorithm.

Table |31 shows an example where the ACCESS.request and ACGCESS.response APDUs
shown|in Table F. 10 are protected using authenticated encryption. The general-cighering
APDU |specified in 5.7.2.4.8 is used. The encryption key is dgreed on using the Ong-Pass
Diffie-Hlellman C(1e, 1s, ECC CDH) key agreement scheme, seé 5.3.4.6.3. The authenfication
key is the same as in Table 30.
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Table 31 — ACCESS service with general-ciphering, One-Pass Diffie-Hellman
C(1e, 1s, ECC CDH) key agreement scheme

Message Elements Contents LEN (Bytes)
General-Ciphering DD 1
transaction-id 0
length 08 1
value 0102030405060708 8
originator-system-title 0
length 08 1
value 4D4D4D0000BC614E 8
recipient-system-title 0
length 08 1
"3!'“3 A 40400000000 007 Q.
date-time 0
length 00 1
value 0
other-information 0
length 00 1
value 0
key-info OPTIONAL 01 1
agreed-key CHOICE 02 1
key-parameters 0
length 01 1
value 01 1
key-ciphered-data 0
length 8180 2
C323C2BD45711DE4688637D919F92E9D
B8FB2DFC213A88D21C9DC8DCBA917D81
70511DE1BADB360D50058F794B0960AE
value 11FA28D392CFF907A62D13E3357B1DCO 1ok
B51BEO89DOB682863B2217201E73A1A9
031968RA9R4121DCBC3281A69739AF874
29F5B3AC5471E7B6A04A2CO0F2F8A25FD
772831 7DF97FC5463FEAC248EBSABSBE
ciphered-content 0
length 81EB 2
3100000000F435069679270C5BF4425E
E5777402A6C8D51C620EED52DBB18837
8B836E2857D5C053E6DDEF27FA87409AE
F502CD9618AE47017C010224FD109CCO
value BEB21E742D44AB40CD11908743EC90EC
8C40E221D517F72228E1A26E827F43DC
ACCE$S.request with authenticated-encryption 18ED27B5F458D66508B05A2A4CC6FEDL
78C881AFC3BC67064689BE8BB41C80AB 23p
SC Il I€ Il ciphertext |l auth~Tag B3C114A31F4CB03B8B64C7EOB4ACE77B2
399C93347858888F92239713B38DF01C
4858245827A92EF334172EA636B31CBB
DF2A96AD5D035F66AA38F1A2D97D4BBA
99622E6B5F18789CECB2DFB3937D9F3E
17F8B472098E6563238F375283748098
36002AEAGE7012D2ADFAAT
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Message Elements Contents LEN (Bytes)

DD080102030405060708084D4D4D0000
BC614E084D4D4D000000000100000102
01018180C323C2BD45711DE4688637D9
19F92E9DB8FB2DFC213A88D21C9DC8DC
BA917D8170511DE1BADB360D50058F79
4B0960AE11FA28D392CFF907A62D13E3
357B1DCOB51BE089D0B682863B221720
1E73A1A9031968A9B4121DCBC3281A69
739AF87429F5B3AC5471E7B6A04A2COF
2F8A25FD772A317DF97FC5463FEAC248
EBB8ABB8BEB81EB3100000000F435069679
270C5BF4425EE5777402A6C8D51C620E
ED52DBB188378B836E2857D5C053E6DD

general-ciphering(encoded) F27FA87409AFF502CD9618AE47017C01 401

0224FD109CCOBEB21E742D44AB40CD11

908743EC90EC8C40E221D517F72228E1

A26E827F43DC18ED27B5F458D66508B0

5A2A4CC6FED178C881AFC3BC67064689

BE8BB41C80ABB3C114A31F4CB03B8B64

C7EOB4CE77B2399C93347858888F9%223

9713B38DF01C4858245827A92EF33417

2EA636B31CBBDF2A96AD5D035F 66AASS

F1A2D97D4BBA99622E6B5F18789CECB2

DFB3937D9F3E17F8B472098E6563238F

37528374809836002AEAGE7OQI2D2ADFA

A7

General-Ciphering DD 1
transaction-id 0
length 08 1
value 0123456789012345 8
originator-system-title 0
length 08 1
value 4D4D4D000O000001 8
recipient-system-title 0
length 08 1
value 4D4BR4D0000BC614E 8
date-time OPTIONAL 0
length 00 1
value 0
other-information 0
length 00 1
value 0
key-info OPTIONAL 01 1
agreed-key CHOICE 02 1
key-parameters 0
length 01 1
value 01 1
key-ciphered-data 0
length 8180 2

6439724714B47CD9CB988897D8424AB9

46DCD083D37A954637616011B9C23787

73295F0F850D8DAFD1IBBEIFE666E53E4

value FO97CD10B38B69622152724A90987444 1088

E1FF47974A1F6931A6502F58147463F0

E8CC517D47F55B0AC56DD8AC5CIDOE48

1934F2D90F9893016BD82B6E3FFE21FF

1588F3278B4E9D98EB4FB62ADD64B380
ciphered-content 0
length 3D 1

value

3100000000B3FFCAA594642D8319CEC6
ACCESS.response with authenticated | B2A233E2BF4621D6991B97E4565B986E 61

encryption 8CCBE9A299D8ET7869723638FF6BB20E6

6E175E6F2D762CFD26B3D58733

SC Il IC Il ciphertext Il auth. tag
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Message Elements

Contents

LEN (Bytes)

general-ciphering (encoded)

DD080123456789012345084D4D4D0000
000001084D4D4D0000BC614E00000102
010181806439724714B47CD9CBS988897
D8424AB946DCD083D37A954637616011
B9C2378773295FOF850D8DAFD1IBBEISFE
666E53E4F097CD10B38B69622152724A
90987444E1FF47974A1F6931A6502F58
147463F0E8CC517D47F55BOAC56DD8AC
5C9D0E481934F2D90F9893016BD82B6E
3FFE21FF1588F3278B4E9D98EB4FB62A
DD64B3803D3100000000B3FFCAA59464
2D8319CEC6B2A233E2BF4621D6991B97
E4565B986E8CCBE9A299D8ET786972363
SFFEBB20ECEE1TJOECF2D762CFD26B3DS

226

8733

5.7.2.5 Digital signature

The algorithm is the elliptic curve digital signature algorithm (ECDSA) as, spécified in 5.8.4.5.

The stfucture of the general-signing APDU is shown in Figure 33 For the additional|fields,

see Table 29 and 6.5.

Additional fields

Signed content

Figure 33 — Structure of general-signing APDUs

5.7.3 Multi<layer protection by multiple parties

Cryptopraphic protection can be applied by multiple parties. Generally the parties are:

Tag | transaction-id caghzier | el e date-time | ¢ Ner- content sighature
system-title | system-title information
A A
All fields are A-XDR encoded OCTET STRINGs.
The length and the value of each field contribute to the signature.
Security sontext:
Security suite - Securiti’policy - Access rights
Security material
y
Ad;:ll(;):al content > Elliptic curve digital signature algorithm
IEC

e a server;
e aclient;

e a third party.

Each party can apply one or multiple layers of protection:

e to apply encryption, authentication or authenticated encryption, the ciphering APDUs are
used. A third party shall use the general-ciphering APDU. The client can use any of the

ciphering APDUs. Authenticated encryption

protection;

o to apply digital signature, the general-signing APDU is used.

is considered to be a single

layer of

If both ciphering and digital signature is applied by the same party for the same party, then
normally the digital signature is applied first.
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Both the general-ciphering and general-signing APDUs include the Originator_System_Title
and the Recipient_System_Title, identifying the party that applied the protection and the party
that shall check / remove the protection.

The protection to be applied on the response depends on the security policy and the access
rights on the response and on the protection applied on the request. If a kind of protection has
been applied on the request by a party, then the same kind of protection will be applied for
the same party in the response. However if a kind of protection which was applied on the
request is not required on the response, than no protection will be applied on the response for

that pa

Exampl

rty.

1 _If the request was digitally signed by the third party and authenticated by the client. and the

equired

protectig
client an

Examplg
protectid

protectid
applied.

If a pn

server
Theref

See al

5.7.4
HLS a

n on the response is authentication and digital signature, then the response will be authenticate
d digitally signed for the third party.

2 If the request was digitally signed by the third party and authenticated by the client,.and the
n on the response is authentication only, then the response will be authenticated for“the client
n will be applied to the third party. (The TP will receive a general-ciphering APDU Wwithout any p

otection is required on the response that was not applied on\the request, th
pre it shall apply the protection for all parties.
50 Annex J.

HLS authentication mechanisms

uthentication requires cryptographic processing of the challenges exchanged

client and the server. The HLS authentication gmechanisms, the information exchangzs

the for

mulae to process the challenges are shown in Table 32.

i for the

required
and no
otection

en the

cannot determine from the request which party has the respornise to be protected for.

by the
ed and
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Table 32 —- DLMS/COSEM HLS authentication mechanisms

Authentication Pass 1: Pass 2: Pass 3: Pass 4:
mechanism C =S S »C C —S f(StoC) S—C f(CtoS)
Carried by
XX.request XX.response
AARQ AARE reply to HLS reply_to_HLS

authentication

authentication

mechanism_id(2)

HLS GMAC

mechapism_id(6)

HLS SHA-256

Random string 8-64
octets

Optionally:
System-Title-C in

Random string 8-64
octets

Optionally:
System-Title-S in

(SC || AK || StoG)

(SC||AK || C

Man. Spec. Man. Spec.
HLS man. Spec.
mechahism_id(3) CtoS: Random string | StoC: Random string | MD5(StoC || HLS MD5(CtoS/]| HLS
HLS Mp5 ! 8-64 octets 8-64 octets Secret) Secret)
mechanism_ld(4) SHA-1(StoC || HLS SHA-1(CtoS || HLS
HLS SHA-1 Secret) Secret)
mechanism_id(5) CtoS: StoC: SC Il IC Il GMAC SC 1l IC Il GMAC

0S)

SHA-256
(HLS_Secret ||
SystemTitle-C ||
SystemTitle-S ||

SHA-256
(HLS_Secret
SystemTitle-§
SystemTitle-Q

mechapism_id(7)

HLS ECDSA

calling-AP-title responding-AP-title StoOl CtoS) CtoS || StoC)
. StoC: Random string

CtoS: Random string

32 to 64 octets 32 to 64 octets

Optionally: Optionally: ECDSA( ECDSA(

System-Title-C in
calling-AP-title,

Cert-Sign-Client in
calling-AE-qualifier

System-Titlg*S in
responding=AP-title,

Cert-Sign-Server
responding-AE-
qualifier

SystemTitle-C ||
SystemTitle-S ||
StoC Il CtoS)

SystemTitle-S
SystemTitle-Q
CtoS Il StoC)

IC: Invpcation counter

C: Client, S: Server, CtoS: Challenge clientite/server, StoC: Challenge server to client

xx.reqyest / .response: xDLMS service primitives used to access the reply to HLS authentication method
“Assocfation SN / LN” object.

of the

' The use of authenticationsmechanisms 3 and 4 are not recommended for new implementations.

NOTE

The system titlessand the Certificates have to be sent only if not already known by the other party

Where| the system titles and the certificates for the digital signature key are also ngeded,
these |may._be transported in the AARQ / AARE APDUs, carrying the COSEM{OPEN
servicq “request / .response, see Figure 12. The System_Title and Cert-Sign may be already

known; in this case they do not have to be transported. If these elements are not available,
the result of the processing of the challenge fails and the AA shall not be established.

Table 33 provides a test vector for HLS authentication-mechanism 5 with GMAC.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

- 124 - IEC 62056-5-3:2017 © IEC 2017

Table 33 — HLS example using authentication-mechanism 5 with GMAC

LEN(X) len(X)
Security material X Contents
bytes bits
Security suite GCM-AES-128
Client Server
. 4D4D4D0000000001 4D4D4D0000BC614E
System Title Sys-T
(here, the five last octets contain the manufacturing 8 64
number in hexa)
Invocation counter IC 00000001 01234567 4 32
Sys-TIlIC
Initialigation Vector v Client Server 12 96
4D4D4D0000000001 4D4D4D0000BC614E
00000001 01234567
Z}'focbkaf'pher key EK 000102030405060708090A0BOCODOEOF 16 128
Authentication Key AK DOD1D2D3D4D5D6D7D8D9DADBDCDDDEDF 16 128
Securify control byte SC 10 1 8
Pass 1: Client sends challenge to se{&@
CtoS 4B35366956616759 “K56ivVagy” 8 64
Pass 2: Server sends challeg\(esg client
StoC 503677524A323146 “P6WRJIQLF” 8 64
—
Pass 3: Client processﬁg}toc
SC Il AK 11 StoC 10D0D1D2D3D4D5DGH%D8DIDADBDCDDDEDF503677
524A323146
T = GNAC (SC Il AK I 1A52FE7DD3E7Z2748973C1E28 12 96
StoC)
f(StoCy=sClICUT 10000000Q11A52FE7DD3E72748973C1E28 17 136
Pass'4: S CtoS
ass}}% erver processes Cto
SC Il AK Il CtoS rOPDD1D2D3D4D5D6D7D8DIDADBDCDDDEDFAB3536
6956616759
T (SC | AK Il CtoS) FE1466AFB3DBCDAF9389E2B7 12 96
f(CtoS}=SCcHicnT 1001234567FE1466AFB3DBCD4F9389E2B7 17 136
Table 34 provides a test vector for HLS authentication-mechanism 7 with ECDSA.
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Table 34 — HLS example using authentication-mechanism 7 with ECDSA

Security Material X Contents LEN (Bytes)
Security Suite ECDH-ECDSA-AES-128-GCM
Curve P-256
Domain Parameters D See Table G. 1.
System Title Client Sys-TC 4D4D4D0000BC614E 8
System Title Server Sys-TS 4D4D4D0000000001 8
. . Pri-KGC E9A045346B2057F1820318AB125493E9AB3 32
Private Key Client 6CE590011COFF30090858A118DD2E
Privat Pr=HS ROB2DARCOTINN18302RAITIITIRARORBAKIZINSG 32
rivatg Rey server BB9408C30B2E49285985256A59038
PUb-KC 917DBFECA43307375247989F07CC23F53D4 64
Public kev Client B963AF8026C749DB33852011056DFDBES32
y 7BD69CC149F018A8E446DDA6C55BCD78ES9
6A56D403236233F93CC89B3
Pub-KS EAD07CEBOASAGDAOD2228B054A1F5E295E] 64
public kev Server 747A963974AF75091A0B0BC2FB92DATD2AR
y DYFDD41579F36A1C8171A0CRB638221 DF {94
9FD95C8FAE148896920450D
. 2CALFC2DE9CDO3BSESE234CEALGF2E33F 6D 32
CtoS
Challenge Client To Server C5F54526F4F4995772A50FB7E63B 3
. T8E9SFFE3ADODCABDCS5D0DL 4¥DCIBTE270C 32
StoC
Challenge Server To Client BOA395948D4231B09DE657 9883657
- 64
ECDSA(SystemTitle-C || f(StoC) C5C6D6620BDB1A39FCES0FYD64FODBT12D6
SystenpTitle-S ||StoC || FBS57A64030B0C297E1250DC859660D3B1FA
CtoS) 334AD80411807369F5DD3RC17B59894COE9
(calculhted with Pri-KC) C11C59376580D15A2646D16
- 64
ECDSA(SystemTitle-S || f(CtoS) 946C2E3E4F18291571FAA45ACRB708610057

SystemTitle-C || CtoS ||
StoC)

(calculpted with Pri-KS)

4694A3BAFG7D2D147FE8F92481A5AB2186C
5CBC3F80%94482D9388B85C6AT3ES5FD68TF
09773C1FE15AA2A905EDOS7

NOTE | The values of the public keys are represented here as FEZOS(XP)” FEZOS(yp).

5.7.5 Protecting COSEM data

The cryptographic algorithins applied to xXDLMS APDUs can be also applied to COSEN! data,
i.e. attribute values and"method invocation / return parameters. This is achieved by acdessing
attribufes and/or methods of other COSEM objects indirectly through instances of thg “Data
protecfion” interface class, see IEC 62056-6-2:2017, 5.3.9.

The lidt of data’to be protected, the required protection and the protection parameters are
determined by the “Data protection” objects.

“Data protectionobjects allow applying or removing protection when reading or writing a list
of attributes, or when invoking methods of COSEM objects. Protection to be applied /
removed may include any combination of authentication, encryption and digital signature.

The APDUs carrying the service invocations to access the attributes and methods of “Data
protection” objects are protected as required by the prevailing security policy and the access

rights of the “Data protection” object.
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6 DLMS/COSEM application layer service specification

6.1 Service primitives and parameters

In general, the services of a layer (or sublayer) are the capabilities it offers to a user in the
next higher layer (or sublayer). In order to provide its service, a layer builds its functions on
the services it requires from the next lower layer. Figure 34 illustrates this notion of service
hierarchy and shows the relationship of the two correspondent N-users and their associated
N-layer peer protocol entities.

Service provider
Service user Service user
Request —P
E— Indication
¢ Response
Confirm e
IEC

Figure 34 — Service primitives

Servic

This information flow is modelled by discrete, instantaneous events, which character
provisipn of a service. Each event consists.of passing a service primitive from one laye
other through an N-layer service access.point associated with an N-user. Service pri
convey the information required in providing a particular service. These service primitiV

an ab
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s are specified by describing the information flow between the N-user and the N

traction in that they specify only the service provided rather than the means by
vice is provided. This definition of service is independent of any particular in
entation.

s are specified pysdescribing the service primitives and parameters that chara
ervice. A service-may have one or more related primitives that constitute the

related to the”particular service. Each service primitive may have zero o
bters that eonvey the information required to provide the service. Primitives are
L types:

QUESIT: The request primitive is passed from the N-user to the N-layer to requs
brvice be initiated,;

-layer.
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o |INDICATION: The indication primitive is passed from the N-layer to the N-user to indicate
an internal N-layer event that is significant to the N-user. This event may be logically
related to a remote service request, or may be caused by an event internal to the N-layer;

e RESPONSE: The response primitive is passed from the N-user to the N-layer to complete

ap

rocedure previously invoked by an indication primitive;

e CONFIRM: The confirm primitive is passed from the N-layer to the N-user to convey the

res

ults of one or more associated previous service request(s).

Possible relationships among primitive types are illustrated by the time-sequence diagrams
shown in Figure 35. The figure also indicates the logical relationship of the primitive types.
Primitive types that occur earlier in time and are connected by dotted lines in the diagrams
are the logical antecedents of subsequent primitive types.
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| Indication L Indication

____--74—— Response
Confirm Confirm -
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Confim -w<————
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Indicatipn <€——— ~ +————— Indication

|4—~—— Request Indication <€——
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Figure 35 — Time sequence diagrams

The sérvice parameters of the COSEM AL service primitives are presented in a fabular
format| Eachtable consists of two to five columns describing the service primitives and their
parametéers.” In each table, one parameter — or a part of it — is listed on each line.|In the
appropriate—sendce—primitive—columns—a—code—is—usedto—speciythetype ol usagelof the

parameter. The codes used are listed in Table 35.

Some parameters may contain sub-parameters. These are indicated by labelling of the
parameters as M, U, S or C, and indenting all sub-parameters under the parameter. Presence
of the sub-parameters is always dependent on the presence of the parameter that they appear
under. For example, an optional parameter may have sub-parameters; if the parameter is not
supplied, then no sub-parameters may be supplied.
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Table 35 — Codes for AL service parameters

M The parameter is mandatory for the primitive.

U The parameter is a user option, and may or may not be provided depending on dynamic usage by
the ASE user.

S The parameter is selected among other S-parameters as internal response of the server ASE
environment.

C The parameter is conditional upon other parameters or the environment of the ASE user.

The parameter is never present.

The " (=) " code following one of the M, U, S or C codes indicates that the parameter is semantically
equivalent to the parameter in the service primitive to its immediate left in the table. For instance,

an " M (=) " code In the .indication service primitive column and an "M" In the .request service)
primitive column means that the parameter in the .indication primitive is semantically equivalg
the one in the .request primitive.

nt to

Throudhout this document, the following rules are observed regarding the naming of ter

6.2

thel name of ACSE services and the data transfer services using kNoreferencing is
in Uppercase. Examples are: COSEM-OPEN, GET;

the] name of the data transfer services using SN referencing is written in title
Examples are: Read, Write;

cammel notation is used in the following cases: /DataNotification, EventNotifi
TriggerEventNotificationSending, UnconfirmedWrite{ InformationReport;

the|l types of the LN service primitives may.be* mentioned in two alternative
Examples: “GET.request service primitive of >Request Type == NORMAL” or
REQUEST-NORMAL service primitive”;

serjice parameter name elements are capitalized and joined with an underscore to
a single entity: Examples are Protocol_Connection_Parameters
CO[SEM_Attribute Descriptor;

when the same parameter may“occur several times, this is indicated by repeati
parameter in curly brackets. Example: Data { Data };

in {he data transfer serviée)specifications, parameters used with block transfer o
shgwn in bold. Example; DataBlock_G;

dirgct reference to(a)service parameter uses the capitalized form, while indirec
spgcific) reference_uses the normal text without underscore joining. A direct ref
exdmple is: “The COSEM_Attribute_Descriptor parameter references a COSEM
attiibute.” Andindirect (non-specific) reference example is: “A GET-REQUEST-N(
serlvice primitive contains a single COSEM attribute descriptor”;

the| names of COSEM data transfer APDUs using LN referencing are capitalize

Mms:

written

case.

cation,

forms.
“GET-

signify
and

ng the

hly are

(non-
erence
object
RMAL

d and

joinediwith a dash to signify a single entity. Example: Get-Request-Normal;

the names of COSEM data transfer APDUs using SN referencing use the camel notation.

Example: ReadRequest.

The COSEM-OPEN service

Function

The function of the COSEM-OPEN service is to establish an AA between peer COSEM APs. It
uses the A-ASSOCIATE service of the ACSE. The COSEM-OPEN service provides only the
framework for transporting this information. To provide and verify that information is the job of
the appropriate COSEM AP.

Semantics of the service primitives

The COSEM-OPEN service primitives shall provide parameters as shown in Table 36.
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Table 36 — Service parameters of the COSEM-OPEN service primitives

.request .indication .response .confirm
Protocol_Connection_Parameters M M (=) M M (=)
ACSE_Protocol_Version U U (=) U U (=)
Application_Context_Name M M (=) M M (=)
Called_AP_Title U U (=) - -
Called_AE_Qualifier U u(=) - -
Called_AP_lInvocation_ldentifier U U (=) - -
Called pAE—trvreecation—tdentifiet Y H—=}
Callingl AP_Title Cc C (=) - 3
Calling| AE_Qualifier U U (=) - 3
Calling| AP_Invocation_ldentifier U U (=) - 3
Calling| AE_Invocation_ldentifier U U (=) - 3
Local_Pr_Remote - - ~ W
Result - - M wm
Failurel Type - - M W
Responding_AP_Title - = C C (=)
Responding_AE_Qualifier - - U U (=)
Responding_AP_Invocation_ldentifier - - U U (=)
Responding_AE_Invocation_Ildentifier - - U U (=)
ACSE_|Requirements U U (=) U U (=)
Securify_Mechanism_Name C C (=) C C (=)
Calling| Authentication_Value C C (=) - 3
Responding_Authentication_Value - - C (=)
Implementation_Information U U (=) =)
Propoged_xDLMS_Context M M (=) - -
Dedicated_Key C C (=) - 3
Response_Allowed C C (=)
Proposed_DLMS( Version_Number M M (=) - -
Proposed_DIMS "Conformance M M (=) - 3
Client_Max Receive_PDU_Size M M (=) - -
Negotigated_xDLMS_Context - - S S (=)
Negotiated_DLMS_Version_Number - - M M=)
Negotiated_DLMS_Conformance - - M M (=)
Server_Max_Receive_PDU_Size - - M M (=)
VAA_Name M M (=)
xDLMS _Initiate_Error S S (=)
User_Information U C (=) - -
Service_Class M (=) - -
The service parameters of the COSEM-OPEN.request service primitive, except the

Protocol_Connection_Parameters, the User_Information parameter and — depending on the
communication profile — the Service_Class parameter are carried by the fields of the AARQ
APDU sent by the client.
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The service parameters of the COSEM-OPEN.response service primitive, except the
Protocol_Connection_Parameters is carried by the fields of the AARE APDU sent by the
server.

The A-ASSOCIATE service and the AARQ and AARE APDUs are specified in 7.2. Encoding
examples are given in Annex D and Annex E.

The Protocol_Connection_Parameters parameter is mandatory. It contains all information
necessary to use the layers of the communication profile, including the communication profile
(protocol) identifier and the addresses required. It identifies the participants of the AA. The
elements of this parameter are passed to the entities managing lower layer connections and

to the lower lavers as appropriate
7J Ll ot Ll

The ACSE_Protocol_Version parameter is optional. If present, the default value shall bg used.

The Application_Context_Name parameter is mandatory. In the request primitive, it ho|ds the
value proposed by the client. In the response primitive, it holds the same-value or the value
supported by the server.

The use of the Called_AP_Title, Called_AE_Qualifier, Called_AP_Invocation
_ldentifier, Called_AE_Invocation_Identifier parameters is optional-’Their use is not spegified in
this dogument.

The use of the Calling_AP_Title parameter is conditional. When the
Application_Context_Name indicates an application ¢entext using ciphering, it may cafry the
client qystem title specified in 4.1.3.4.

The |[use of the Calling_AE_Qualifier(\"parameter is conditional. When the
Application_Context_Name indicates an application context using ciphering, it may cafry the
public figital signature key certificate of the client.

The uge of the Calling_AP_Invocation_ldentifier is optional. Its use is not specified |in this
document.

The ug$e of the Calling_AE_.Invocation_ldentifier parameter is optional. When pregent, it
carries| the identifier of the-client-side user of the AA.

NOTE 1| The client user.identification mechanism is specified in IEC 62056-6-2:2017, 5.3.2.

The Lpcal _or [Reémote parameter is mandatory. It indicates the origin of the COSEM-
OPEN Jconfirmprimitive. It is set to Remote if the primitive has been generated follow|ng the
reception,af an AARE APDU from the server. It is set to Local if the primitive has been|locally
generdted,

The Result parameter is mandatory. In the case of remote confirmation, it indicates whether
the Server accepted the proposed AA or not. In the case of local confirmation, it indicates
whether the client side protocol stack accepted the request or not.

The Failure_type parameter is mandatory. In the case of remote confirmation, it carries the
information provided by the server. In the case of local and negative confirmation, it indicates
the reason for the failure.

The use of the Responding AP_Title parameter is conditional. When the
Application_Context_Name parameter indicates an application context using ciphering, it may
carry the server system title specified in 4.1.3.4.
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The use of the Responding_AE_Qualifier is conditional. When the Application_Context_Name
indicates an application context using ciphering, it may carry the public digital signature key
certificate of the server.

The use of the Responding AP_Invocation_ldentifier and Responding AE_Invocation_
Identifier parameters is optional. Their use is not specified in this document.

The ACSE_Requirements parameter is optional. It is used to select the optional authentication
functional unit of the A-Associate service for the association; see 7.2.1.

The presence of the ACSE_Requirements parameter depends on the authentication
meChaLiblll Used:

e in the case of Lowest Level Security authentication it shall not be present; only\the[Kernel
fungtional unit will be used;

e in fhe case of Low Level Security (LLS) authentication it shall be present in the .request
primitive and it may be present in the .response service primitive, @nd it shall ipdicate
authentication (bit 0 set);

e in the case of High Level Security (HLS) authentication, it (shall be present Both in
the| .request and the .response service primitives and it shall(indicate authenticatiop (bit 0
set).

The $Security Mechanism_Name parameter is conditional. It is present only |if the
authentication functional unit has been selected. If present, the .request primitive holds the
value proposed by the client and the .response primitive holds the value required py the
server/i.e. the one to be used by the client.

The (alling_Authentication_Value parameters-and the Responding_Authentication| Value
parameters are conditional. They are present only if the authentication functional unit has
been gelected. They hold the client.authentication value / server authentication| value
respectively, appropriate for the Security,"Mechanism_Name.

The Implementation_Information~‘parameter is optional. Its use is not specified |n this
documgent.

The Proposed xDLMS_Context parameter holds the elements of the proposed xDLMS ¢ontext
carried by the xDLMS_ lhifiateRequest APDU, placed in the user-information field of the|AARQ
APDU.

The [DedicatedyKey element is conditional. It may be present only, when the
Application_€ontext_ Name parameter indicates an application context using ciphering. The
dedicaled key is used for dedicated ciphering of xDLMS APDUs exchanged within the AA
established.

When the dedicated key is present, the xDLMS InitiateRequest APDU shall be authenticated
and encrypted using the AES-GCM algorithm, the global unicast encryption key and the
authentication key (if in use). In addition it shall also be digitally signed if required by the
security policy.

The xDLMS InitiateRequest APDU shall be protected the same way as described above, when
the dedicated key is not present, but it is necessary to protect the RLRQ APDU by including
the protected xDLMS InitiateRequest in its user-information field. See 6.3.

The use of Response_Allowed element is conditional. It indicates if the server is allowed to
respond with an AARE APDU, i.e. if the AA to be established is confirmed (Response_Allowed
== TRUE) or not confirmed (Response_Allowed == FALSE).
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The Proposed DLMS_ Version_Number element holds the proposed DLMS version number;
see 4.2.4.

The Proposed DLMS_ Conformance element holds the proposed conformance block;
see 7.3.1.

The Client_Max_Receive_PDU_Size element holds the maximum length of the xDLMS APDUs
the client can receive; see Table 2.

If the xDLMS context proposed by the client is acceptable for the server, then the response
service primitive shall contain the Negotiated xDLMS_Context parameter. It holds the
elements—oftheregotiated—=xBtMS—comtext,camed by thexBtwMS—tmitiateResponmseAPDU,
placed|in the user-information field of the AARE APDU. If the xDLMS InitiateRequéest|APDU
has begn ciphered, the xDLMS InitiateResponse APDU shall be also ciphered the same|way.

The Ng¢gotiated DLMS_Version_Number element holds the negotiated DLM&-version niumber.
See 4.p.4.

The Negotiated DLMS_Conformance element holds the negotiated conformance |block.
See 7.B.1.

The Sprver_Max_Receive_PDU_Size element carries the maximum length of the XxDLMS
APDUg the server can receive; see Table 2.

The VAA _name element carries the dummy value 0of<0x0007 in the case of LN referg¢ncing,
and the¢ base_name of the current Association object; 0xFAQQO, in the case of SN referencing.

If the XDLMS context proposed by the client is not acceptable for the server, then the
responise service primitive shall carry the xBLMS_Initiate_Error parameter. It is carried|by the
ConfirmedServiceError APDU, with appropriate diagnostic elements, placed in thg user-
information field of the AARE APDU.

The Uger_Information parameter is'optional. If present, it shall be passed on to the supporting
layer, provided it is capable fojcarry it. The indication primitive shall then contain the user-
specific information carried by the supporting lower protocol layer(s); see Annex A.

NOTE 2 The User_Information parameter of the COSEM-OPEN service is not to be confused with the user-
informatjon field of the AARQ / AARE APDUs.

The Sg¢rvice_Class parameter is mandatory. It indicates whether the service shall be ipvoked
in a cgnfirmedror in an unconfirmed manner. The handling of this parameter may depgend on
the communication profile; see Annex A.

Use

Possible logical sequences of the COSEM-OPEN service primitives are illustrated in

Figure 35:

o for confirmed AA — successful or unsuccessful — establishment, item a);

o for unconfirmed AA establishment, item b);

e in the case of a pre-established AA or an unsuccessful attempt due to a local error,
item c).

The .request primitive is invoked by the client AP to request the establishment of a confirmed
or an unconfirmed AA with a server AP.
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Before the invocation of the COSEM-OPEN.request primitive, the physical layers shall be
connected. Depending on the communication profile, the invocation of this primitive may also

imply t

he connection of other lower layers.

Upon reception of the request invocation, the AL constructs and sends an AARQ APDU to the

server.

The .indication primitive is generated by the server AL when a correctly formatted AARQ

APDU

is received.

The .response primitive is invoked by the server AP to indicate to the AL whether the

propos
constr
receiv

The .c
previo

e e

e Joc

cts then an AARE APDU and sends it to its peer, containing the service pata
d from the AP.

nfirm primitive is generated by the client AL to indicate to the client AP whether
sly requested is accepted or not:

otely, when an AARE APDU is received,;

blly, if the requested AA already exists; this includes pre-established AAs;

he AL
meters

the AA

e locally, if the corresponding .request primitive has been ifwoked with Service Class ==
Ung¢onfirmed;
o locqlly, if the requested AA is not allowed;
e locglly, if an error is detected: missing or not{¢ofrect parameters, failure during the
estpblishment of the requested lower layer connegetions, missing physical connection, etc.
The prptocol for establishing an AA is specifieddn 7.2.4. Communication profile specific rules
are specified in Annex A.
6.3 The COSEM-RELEASE service
Function
The fynction of the COSEM-RELEASE service is to gracefully release an existing AA.
Depenfling on the way it istinvoked, it uses the A-RELEASE service of the ACSE or not.
Semantics of the service primitives
The COSEM-REIEASE service primitives shall provide parameters as shown in Table 37.
Tablée 37 — Service parameters of the COSEM-RELEASE service primitives
.request .indication .response .confirm
Use_RLRQ_RLRE U C(=) C(=) -
Reason U U (=) U U (=)
Proposed_xDLMS_Context C C (=) - -
Negotiated_xDLMS_Context - - C C (=)
Local_Or_Remote - - - M
Result - - M M
Failure_Type - - - C
User_Information U C (=) U C (=)
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The Use_RLRQ_RLRE parameter in the .request primitive is optional. If present, its value
may be FALSE (default) or TRUE. It indicates whether the ACSE A-RELEASE service —
involving an RLRQ / RLRE APDU exchange — should be used or not. The A-RELEASE service
and the RLRQ / RLRE APDUs are specified in 7.2. The Use_ RLRQ_RLRE parameter in
the .response primitive is conditional. If it was present in the .indication primitive and if its
value was TRUE, it shall also be present and its value shall be TRUE. Otherwise, it shall not
be present or its value shall be FALSE.

If the value of the Use_RLRQ_RLRE parameter is FALSE, then the AA can be released by
disconnecting the supporting layer of the AL.

The
Use_ RLRQ_RLRE is TRUE. It is carried by the reason field of the RLRQ / RLRE [APDU
respectively.

When psed on the .request primitive, this parameter identifies the general level of urgency of
the redquest. It takes one of the following symbolic values:

e nommal;

e urgent (not available in DLMS/COSEM); or
e usqr defined.

When jused on the .response primitive, this parameter identifies information about why the
acceptpr accepted or rejected the release request. Note. that in DLMS/COSEM, the [server
cannot|reject the release request. It takes one of the following symbolic values:
e normal;

e nof/finished; or

e usqr defined.

NOTE 1| The value “not finished” is used in_the .response primitive when the acceptor is forced to relg¢ase the
associaffon but wishes to give a warning thatithas additional information to send or receive.

The Prloposed xDLMS_Context.parameter is conditional. It is present only if the value of the
Use_RLRQ_RLRE is TRUE ‘and the AA to be released has been established with an
applicgtion context usingy ciphering. This option allows securing the COSEM-RELEASE
servicd, and avoiding~thereby a denial-of-service attack that may be carried ¢ut by
unauthiorized releasing of the AA.

In the |.request _primitive, the Proposed xDLMS_Context parameter shall be the same as in
the CQSEM-QPEN.request service primitive, having established the AA to be released. It is
carried by the " xDLMS InitiateRequest APDU, protected the same way as in the AARQ and
placed|in‘the’ user-information field of the RLRQ APDU.

If the xDLMS InitiateRequest APDU can be successfully deciphered, then the .response
primitive shall carry the same Negotiated xDLMS_Context parameter as in the COSEM-
OPEN.response primitive. It is carried by the xDLMS InitiateResponse APDU, protected the
same way as in the AARE and placed in the user-information field of the RLRE APDU.

Otherwise, the RLRQ APDU is silently discarded.

The Local or_Remote parameter is mandatory. It indicates the origin of the COSEM-
RELEASE.confirm primitive.

It is set to Remote if either:

¢ a RLRE APDU has been received from the server; or

e adisconnect confirmation service primitive has been received.
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It is set to Local if the primitive has been locally generated.

The Result parameter is mandatory. In the .response primitive, it indicates whether the server
AP can accept the request to release the AA or not. As servers cannot refuse such requests,
its value should normally be SUCCESS unless the AA referenced does not exist.

The Failure_Type parameter is conditional. It is present if Result == ERROR. In this case, it
indicates the reason for the failure. It is a locally generated parameter on the client side.

The User_Information parameter in the .request primitive is optional. If present, it is passed to
the supporting layer, provided it is able to carry it. The .indication primitive contains then the
e . . . oo it is
optional in the .response primitive. If present, it is passed to the supporting layer. In
the .confirm primitive, it may be present only when the service is remotely confirmed. It
contains then the user-specific information carried by the supporting lower protocol layefr(s).

NOTE 2| The User_Information parameter of the COSEM-RELEASE service is not to be~cenfused with the user-
informatjon field of the RLRQ / RLRE APDUs.

The specification of the content of the User_Information parametergisinot within the sqope of
this international standard. See also Annex A.

Use

Possible logical sequences of the COSEM-RELEASE service primitives are illustrgted in
Figure|35:

o for|successful release of a confirmed AA , item ‘a);
o for[release of an unconfirmed AA , item b);vand

e forjan unsuccessful attempt due to a-l6cal error, item c).

The uge of the COSEM-RELEASEservice depends on the value of the Use_RLRQ]|RLRE
paramgter. When it is invoked with-Use RLRQ_RLRE == TRUE, the service is based|on the
ACSE | A-RELEASE service. ~Qtherwise, the invocation of the service leads o the
disconpection of the supportinglayer.

The .rgquest primitive_is invoked by the client AP to request the release of a confirmed or an
unconfirmed AA with) a server AP. Upon reception of the request invocation with
Use RLRQ_RLRE+== TRUE, the AL constructs and sends an RLRQ APDU to the perver.
Otherwise, it sends'an XX-DISCONNECT.request primitive (where XX is the supporting lower
protocol layer):

The .indieation primitive is generated by the server AL if:

¢ a RLRQ APDU is received. If a deciphering error occurs, the RLRQ APDU is silently
discarded (no .indication primitive is generated); or

e an XX-DISCONNECT.request is received.

The .response primitive is invoked by the server AP, but only if the AA to be released is
confirmed. Note, that the server AP cannot refuse this request. Upon reception of
the .response service primitive, the server AL:

e sends a RLRE APDU, if the Use_RLRQ_RLRE parameter is TRUE; or

e sends an XX-DISCONNECT.response otherwise.

The .confirm primitive is generated by the client AL to indicate to the client AP whether the
requested release of the AA is accepted or not:
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e remotely, when an XX-DISCONNECT.cnf primitive is received. The supporting layer is
disconnected; or

o remotely, when a RLRE APDU is received. The supporting layer is not disconnected; or
e locally, upon the expiry of a time-out on waiting for an RLRE APDU; or
e locally, when an RLRQ APDU to release an unconfirmed AA is sent out; or

e locally, when a local error is detected: missing or incorrect parameters, or communication
failure at lower protocol layer level etc.

If the RLRE APDU received contains a ciphered xDLMS InitiateResponse APDU but it cannot
be deciphered, then the RLRE APDU shall be discarded. It is left to the client to cope with the
situatigr:

The prptocol for releasing an AA is specified in 7.2.5. Communication profile specific rules are
specified in Annex A. See also 7.2.1.

6.4 COSEM-ABORT service

Functipn

The fuhction of the COSEM-ABORT service is to indicate an unsolicited disconnection| of the
supporfting layer.

Semarttics of the service primitive
The COSEM-ABORT service primitives shall provide 'parameters as shown in Table 38.

Table 38 — Service parameters of the COSEM-ABORT service primitives

.indication

Diagnostics U

The [iagnostics parameter “is optional. It shall indicate the possible reason fpr the
disconpection, and may \\carry lower protocol layer dependent information ag well.
Specification of the contents of this parameter is not within the scope of this document.

Use

The CDSEM-ABORT.indication primitive is locally generated both on the client and jon the
server| sideJto indicate to the COSEM AP that a lower layer connection closed|in an
unsoligited’manner. The origin of such an event can be an external event (for example the
physical line is broken), or an action of a supporting Tayer connection manager AP, present in
some profiles, when the supporting layer connection is not managed by the COSEM AL. This
shall cause the COSEM APs to abort any existing AAs, except the pre-established ones on
the server side.

The protocol for the COSEM-ABORT service is specified in 7.2.5.3.

6.5 Protection and general block transfer parameters

To control cryptographic protection of xXDLMS APDUs and the GBT mechanism, additional
service parameters are passed between the AL and the AP as shown in Figure 36 and
Table 39.
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NOTE For services initiated by the client, the service primitives are .request, .indication, .response and .confirm.
For unsolicited services — initiated by the server — the service primitives are .request and .indication.

Figure 36 — Additional service parameters to control cryptographic protection and GBT
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Table 39 — Additional service parameters

.request .indication .response .confirm
Additional_Service_Parameters U - U (=)
Invocation_Type M - M (=) -
Security_Options C - C (=) -
General_Block_Transfer_Parameters C - C (=) -
Block_Transfer_Streaming M - M (=) -
Block_Transfer_Window M - M (=) -
Service_Rarameters M — M (=) _
Additignal_Service_Parameters - U - ul=)
Invocation_Type - U - U =)
Security_Status - C - Cl=)
General_Block_Transfer_Parameters - C = CI=)
Block_Transfer_Window - M - M=)
Servicg¢_Parameters - M - M|(=)
Protecfion_Element - C - Cl=)
NOTE | The service primitives available depend on the kind of the service:

The Additional_Service_Parameters are present only.if'ciphering or GBT is used.

The Inyocation_Type parameter is mandatory; itdndicates if the service invocation is complete
or partlal. Possible values: COMPLETE, FIRST-PART, ONE-PART and LAST-PART.

NOTE 1| Partial service invocations may be uséful when the service parameters are long. However, thdre is no
direct re]ationship between the partial servicednvocations and the general-block-transfer APDUs.

The Segcurity_Options parameter is-conditional: it is present only if the application contgxt is a
cipher¢gd one, the .request™ A" .response service primitive has to be ciphered and
Invocation_Type = COMPLETE or FIRST-PART. It determines the protection to be applied by
the AL| See also Table 40,\7.3.13 and Figure 59.

The Géneral_Block«Transfer Parameters parameter is conditional: it is present only if general
ovides

service
eneral-

e the Block_Transfer_Window parameter indicates the window size supported, i.e. the
maximum number of blocks that can be received in a window.

The streaming process itself is managed by the AL. See 7.3.13.

The Service_Parameters are mandatory: they include the parameters of xDLMS service
invocations. If Invocation_Type != COMPLETE, then it includes a part of the service
parameters.

The Security _Status parameter is conditional: it is present only if cryptographic protection has
been applied. It carries information on the protection that has been verified / removed by the
AL. It may be present in all type of service invocations. See Table 40.
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The Protection_Element parameter is conditional: it is present only if the APDU has been
authenticated or signed. See Table 40.

Table 40 — Security parameters

.request .indication .response .confirm

Security_Options C - C (=) -

Security_Options_Element M - M (=) -
{Security_Options_Element}

Security_Protection_Type - M (=) -

Glo_Ciphering — S (=) _

Ded_Ciphering - S (=) —

General_Glo_Ciphering S (=) =

General_Ded_Ciphering - S —

General_Ciphering - S)(=) —

NIl noln|lon|lZ
|

General_Signing - S (=) —

With General_Glo_Ciphering and General_Ded_Ciphering

C
|

System_Title U (=) —

With General_Ciphering and General_Signing

Transaction_Id - U (=) —

Originator_System_Title - U (=) _

Recipient_System_Title U (=) —

Date_Time - U (=) —

c|Cc|e/)Cc | C
|

Other_Information - U (=) _

With General_Ciphering

Key_Info_Options - C (=) —

Identified_Key_Options S (=) —

Wrapped_Key~Options - S (=) _

Nn|lnv|ln|o
|

Agreed_Key Options - S (=) —

With GJo_Ciphering, Ded_Cipheting, General_Glo_Ciphering, General_Ded_Ciphering, General_Cipherind

Security_Control M - M (=) _

Securify_Status - C -

(@)
o

Security (Status_Element -

<
|
<

O

{Sectrity_Status_Element}

Security_Protection_Type

Glo_Ciphering -

Ded_Ciphering -

General_Glo_Ciphering -

General_Ded_Ciphering -

General_Ciphering -

nlnolnluolnlnlZ
|
w
O

General_Signing -

With General_Glo_Ciphering and General_Ded_Ciphering

System_Title - U - U (=)

With General_Ciphering and General_Signing

Transaction_ld - U - U (=)

Originator_System_Title - u - U (=)
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.request .indication .response .confirm
Recipient_System_Title - U - U (=)
Date_Time - U - u(=)
Other_Information - U - u (=)
With General_Ciphering
Key_Info_Status - C - C (=)
Identified_Key_Status - S - S (=)
Wrapped_Key_Status - S - S (=)
Agreed_Key_Status - S - S (=)
With GJo_Ciphering, Ded_Ciphering, General_Ded_Ciphering, General_Glo_Ciphering, General_Ciphering
Security_Control - M - M| (=)

The prptection element is present when authentication or digital signature is applied.

Protecfion_Element {Protection_Element} - C = C|(=)
Invocation_Counter - C - Cl(=)
Authentication_Tag - C - Cl(=)
Signature - c - C|(=)

The S¢curity_Options parameter contains one Security Qptions_Element parameter fa

kind o
Securi
also 5.

The §
followi

e the
to &

o the
ser

NOTE 2
vector W
AARQ /

f protection to be applied. Similarly, the Secunity Status parameter contairn
y_Status_Element parameter for each kind of<{protection that has been applie
7.3.

ng sub-parameters:
Security_Protection_Type sub-parameter is mandatory: it identifies the ciphered
e used; see Table 41;

System_Title subparameter'is optional. When present, it holds the system title
der. It can be present only with General_Glo_Ciphering and General_Ded_Ciphe

The purpose to include. system-title of the sender is to allow the other party to build the initi
here the system-title” has not been exchanged during the media specific registration process or dy{
AARE exchange.

Table 41 — APDUs used with security protection types

r each
s one
d. See

becurity Options_Element and Security Status_Element parameters include the

APDU
of the
ring;

hlization
ring the

The f

Security_Protection_Type APDU
Glo_Ciphering Service-specific glo-ciphering
Bed—Ciphering Service=specificded=ciphering
General_Glo_Ciphering general-glo-ciphering
General_Ded_Ciphering general-ded-ciphering
General_Ciphering general-ciphering
General_Signing general-signing
See also Table 26.

ollowing five parameters are optionally present with General_Ciphering and
General_Signing:

e Transaction_Id: identifies the transaction between two parties;

e Originator_System_Title: indicates the system title of the originator of the protected APDU;
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Recipient_System_Title: indicates the system title of the recipient, i.e. the entity which will
verify / remove the protection that has been applied to the APDU. In the case of
broadcast, the Recipient_System_Title shall be an empty string;

The Date_Time parameter is optional. When present, it indicates the date and time of the
invocation of the .request / .response service primitive. Unless otherwise specified in a
project specific companion specification, the Date_Time parameter in the response shall
be present if it was present in the request and shall not be present in the response if it
was not present in the request;

the Other_Information parameter is optional. When present, it holds additional information
concerning the protection. Its content may be specified in project specific companion
specifications;

If any|of the parameters above is not used, then an octet-string of length zero shall be

incl

uddgd.

The K¢y Info_Options parameter is conditional: when protection has to be applied, it carries
information on the symmetric key that has been used by the originator / is to,be used|by the

recipient. The key information is sent / received as part of the ciphered APDU-

Securify_Control: contains the Security Control byte, see’Table 27.

Identified_Key_Options (see 5.5.3): it can be used when the partners share the key; this
maly be the global unicast encryption key or the global broadcastgncryption key;

Wrapped_Key_Options (see 5.5.4): in this case, a wrapped key is sent;

Agfieed_Key Options (see 5.5.5): in this case, the partners use a Diffie-Hellman key
agreement scheme to agree on the key;

The Protection_Element parameter is conditional:it shall be present if the APDU has been
authenticated or digitally signed. It may be present in all type of service invocations| but it
may b¢ empty if it is not yet available (this may occur in the case when general block tfansfer

is used). It contains:

6.6

Functipn

in fhe case of General_Ciphering{)the Invocation_Counter, holding the invocation field of
thelinitialization vector, see 5.3(3.7.3;

in the case when the APDUW has been authenticated, the authentication tag;

in the case when the ARDU has been signed, the digital signature.

The GET service

The GET service is used with LN referencing. It can be invoked in a confirmed or unconfirmed
mannep its_function is to read the value of one or more COSEM interface object attrjbutes.

The re

ult.Can be delivered in a single response or — if it is too long to fit in a single response

— in multiple responses, with block transfer.

Semantics of the service primitives

The GET service primitives shall provide parameters as shown in Table 42.
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Table 42 — Service parameters of the GET service

.request .indication .response .confirm
Invoke_ld M M (=) M (=) M (=)
Priority M M (=) M (=) M (=)
Service_Class M M (=) M (=) M (=)
Request_Type M M (=) — _
COSEM_Attribute_Descriptor C C (=) - -
{ COSEM_Attribute_Descriptor }
COSEM _Class_lId M M (=)
CQSEM_Object_Instance_Id M M (=)
CQSEM_Object_Attribute_Id M M (=)
Acfess_Selection_Parameters U U (=)
Access_Selector M M (=)
Access_Parameters M M (=)
Block [Number C C (=) - -
Respofse_Type - - M M (=)
Result - L M M (=)
Get_Data_Result { Get_Data_Result } - - S S| (=)
Data S §{ (=)
Data_Access_Result S S| (=)
DataBlock_G = - S S| (=)
Last_Block M M (=)
Block_Number M M (=)
Result M M (=)
Raw_Data S S| (=)
Data_Access_Result S S| (=)
NOTE | For security parameters see-Table 40.
The Inyoke Id parameter/identifies the instance of the service invocation.
The Priority parameter indicates the priority level associated to the instance of the gervice
invocation: nofmal (FALSE) or high (TRUE).
The S¢rvice” Class parameter indicates whether the service is confirmed or unconfirmgd. The
handlin g of this parameter depends on the communication profile: see Annex A

The use of the Request_Type and Response_Type parameters is shown in Table 43.
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Table 43 — GET service request and response types

Request type Response type
NORMAL The value of a single attribute is NORMAL The complete result is delivered.
requested. ONE-BLOCK One block of the result is delivered.
ONE-BLOCK As above.
NEXT The next data block is requested. ;
LAST-BLOCK The_ last block of the result is
delivered.
The value of a list of attributes is WITH-LIST The complete result is delivered.
WITH-LIST ted
requested. ONE-BLOCK As above.

NOTE | The same Response_Type can be present more than once, to show the possible responses to“ea¢h kind
of request.

The CIOSEM_Attribute_Descriptor parameter references a COSEM object attributg. It is
present when Request_Type == NORMAL or WITH-LIST. It is a composite ‘parameter:

e the|(COSEM_Class_Id, COSEM_Object_Instance_ld) doublet nensa@mbiguously refefences
ong and only one COSEM object instance;

o thel] COSEM_Object_Attribute_Id element identifies the attriblte(s) of the object ingtance.
COISEM_Object_Attribute_Id == 0 references all public attributes of the object (Attripute_0
feafure; see 4.2.4.3.7);

o the|Access_Selection_Parameters is present onlyswhen COSEM_Object_Attribute _|ld = 0
and if selective access to the given attribute is available; see 4.2.4.3.5. The
Acgess_Selector and Access Parameters sub<parameters are defined in the OSEM
intgrface object definitions; see IEC 62056;642:—.

A GETFREQUEST-NORMAL service primitjve contains a single COSEM attribute descriptor. A
GET-REQUEST-WITH-LIST service primitive contains a list of COSEM attribute descfiptors;
their number is limited by the server-max-receive-pdu-size: a GET.request service primitive
shall ajways fit in a single APDU.

The BJock_Number parameter)is used in the GET-REQUEST-NEXT service primitive. It
carries| the number of the latest data block received correctly.

If the|encoded form )of the response fits in a single APDU, the Result is of type
Get_Data_Result:

e the|Data choice carries the value of the attribute at the time of access; or

o the|Data_jAccess_Result choice carries the reason for the read to fail for this attribufe.

A GET'RESRONSE-NORMAL-serviceprimitive-carries—a-single-Get—Data &
GET-RESPONSE-WITH-LIST service primitive carries a list of Get_Data_Result parameters;
their number and order shall be the same as that of the COSEM_Attribute Descriptor

parameters in the request.

+

H rameter. A

P
(]
)

If COSEM_Object_Attribute_Id == 0 (Attribute_0), the Data shall be a structure containing the
value of all public attributes in the order of their appearance in the given object specification.
For attributes to which no access right is granted within the given AA, or which cannot be
accessed for any other reason, null-data shall be returned.

If the encoded form of the response does not fit in a single APDU, it can be transported in
data blocks using either the service-specific or the general block transfer mechanism.

If the service-specific block transfer mechanism is used, the Result is of type DataBlock_G. It
carries block transfer control information and raw-data:
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e the Last Block element indicates whether the current block is the last one (TRUE) or not
(FALSE);

o the

Block_Number element carries the number of the actual block sent;

o the (inner) Result element carries either Raw_Data or Data_Access_Result. Within this:

if the value of a single attribute was requested, Raw_Data carries a part of the value of

the attribute (Data). If the Data cannot be delivered, the response shall be
RESPONSE-NORMAL with Data_Access_Result;

if the value of a list of attributes was requested, Raw_Data carries a part of the
Get_Data_Results, either Data or Data_Access_Result for each attribute;

GET-

list of

if the raw data cannot be delivered, Data Access Result shall carry the reason. For

Use
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error cases, see 7.3.3.

e logical sequences of the GET service primitives are illustrated in Figure 35:

a successful confirmed GET, item a);
an unconfirmed GET, item d); and

an unsuccessful attempt due to a local error, item c).

ET.request primitive is invoked by the client AP to read)the value of one or all att
or more COSEM objects of the server AP. The first request shall always
5t Type == NORMAL or WITH-LIST. A GEJSREQUEST-NEXT service primi
d only when the server could not deliver the.complete data in a single respon
ng the reception of a .confirm primitive of yResponse_Type == ONE-BLOCK
on of the .request primitive, the client AL-builds the Get-Request APDU appropr
uest type and sends it to the server.

ET.indication primitive is generated-by the server AL upon reception of a Get-R

ET.response primitive is<invoked by the server AP, if Service Class == Confirn
response to an .indication primitive received. If the complete data requested f
APDU, the .response primitive is invoked with Response_Type == NORMAL or

ST-BLOCK.

ET.confirm/primitive is generated by the client AL to indicate the reception of
nse APDU.

ptocol for the GET service is specified in 7.3.3.

ributes
be of
tive is
5e, i.e.
Upon
ate for
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6.7 The SET service

Function

The SET service is used with LN referencing. It can be invoked in a confirmed or unconfirmed
manner. Its function is to write the value of one or more COSEM interface object attributes.
The data to be written can be sent in a single request or — if it is too long to fit in a single

reques

t — in multiple requests, with block transfer.

Semantics of the service primitives

The SET service primitives shall provide parameters as shown in Table 44.
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Table 44 — Service parameters of the SET service

.request .indication .response .confirm
Invoke_ld M M (=) M (=) M (=)
Priority M M (=) M (=) M (=)
Service_Class M M (=) M (=) M (=)
Request_Type M M (=) - -
COSEM_Attribute_Descriptor C C (=) - -
{ COSEM_Attribute_Descriptor }
COSEM_Class_Id M M (=)
CQSEM_Object_Instance_Id M M (=)
CQSEM_Object_Attribute_Id M M (=)
Acfess_Selection_Parameters U U (=)
Access_Selector M M (=)
Access_Parameters M M (=)
Data {bata } C C (=) - -
DataBlock_SA C C (3 - -
Last_Block M NIA=)
Block_Number M M (=)
Raw_Data M M (=)
Respofse_Type — - M (=)
Result{ Result } ~ - C Cl (=)
Block [Number - - C Cl (=)

NOTE | For security parameters, see Table 40.

The Inyoke_Id parameter identifies the'instance of the service invocation.

The Priority parameter indicdtes the priority level associated to the instance of the gervice
invocation: normal (FALSE) or high (TRUE).

The Segrvice_Class parameter indicates whether the service is confirmed or unconfirmgd. The
handling of this parameter depends on the communication profile; see Annex A.

The usle of the\Request_Type and Response_Type parameters is shown in Table 45.
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Table 45 — SET service request and response types

Request type Response type
The reference of a single attribute
NORMAL and the complete data to be written NORMAL The result is delivered.
is sent.
The reference of a single attribute
FIRST-BLOCK and the first block of the data to be ) )
written is sent. ACK-BLOCK The correct reception of the block is
- - acknowledged.
ONE-BLOCK One block of the data to be written is
sent.
The correct reception of the last
LAST-BLOCK block is acknowledged and.the
result is delivered.
LAST-BLOCK Iv?ift;sgsbéc;cnl; of the data to be ‘
LAST-BLOCK- The cgrrect reception(of the Iast_
block is acknowledged and thg list of
WITH-LIST ; )
results is delivered:
The reference of a list of attributes
WITH-LIST and the complete data to be written WITH-LIST The list of~results is delivered,
is sent.
FIRST The reference of a list of attributes Thé correct recention of the block is
BLOCH-WITH- and the first block of data to be ACK-BLOCK P
h . acknowledged.
LIST written is sent.

NOTE | The same Response_Type can be present more than once, to_show the possible responses tp each
request.

The CIOSEM_Attribute Descriptor parameter references a COSEM object attributg. It is
present when Request Type == NORMAL, FIRST-BLOCK, WITH-LIST and FIRST-BLOCK-
WITH-LIST. It is a composite parameter:

o the|(COSEM_Class_Id, COSEM_Object_Instance_ld) doublet non-ambiguously refefences
ong and only one COSEM object instance;

o the] COSEM_Object_ Attributendd identifies the attribute(s) of the object ingtance.
COISEM_Object_Attribute_dd\== 0 references all public attributes of the object (Attripute_0
feafure; see 4.2.4.3.7);

o the|Access_SelectiontParameters is present only when COSEM_Object_Attribute _|ld = 0
and if selective,~access to the given attribute is available; see 4.2.4.3.5. The
Acgess_Selector_and the Access Parameters sub-parameters are defined in the QOSEM
intgrface objeetdefinitions; IEC 62056-6-2:2017.

A SET-REQUEST-NORMAL or SET-REQUEST-WITH-FIRST-BLOCK service pfimitive
contaings & single COSEM attribute descriptor. A SET-REQUEST-WITH-LIST or g SET-
REQUEST-FIRST-BLOCK-WITH-LIST service primitive contains a list of COSEM aftribute
descriptets—theirntmberis—timited by the oclvcl-|||a1\-|cucivc-pdu-oiac. at—COSEM—=attribute

descriptors — together with (a part of) the data to be written — shall fit in a single APDU.

The Data parameter contains the data necessary to write the value of the referenced
attributes. The number and the order of the Data parameters shall be the same as that of the
COSEM_Attribute_Descriptor parameters.

If COSEM_Object Attribute _Id == 0 (Attribute_0), the Data sent shall be a structure,
containing, for each public attribute, in the order of their appearance in the given object
specification, either a value or null-data, meaning that the given attribute need not be set.

If the encoded form of the Data parameter does not fit in a single APDU, it can be transported
in blocks using either the service-specific or the general block transfer mechanism.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

IEC 62056-5-3:2017 © IEC 2017 - 147 -

If the service-specific block transfer mechanism is used, the DataBlock SA parameter carries
block transfer control information and raw-data:

e the Last Block element indicates whether the current block is the last one (TRUE) or not
(FALSE);

e the Block_Number element carries the number of the actual block sent;

e the Raw_Data element carries a part of the data to be written.

The Result parameters are present in the .response primitive when Response_Type != ACK-
BLOCK. Their number and order shall be the same as that of the
COSEM_Attribute_Descriptor parameters in the request. Each Result shall contain either the
inform attor——sueeess—or—a—reason—for—fatirg—te—write—the—attribute—referenced
(Data_JAccess_Result). When in the .request primitive COSEM_Object Attribute”ld| ==

(Attribyte_0), the Result shall carry a list of results, either the information “succesg” or a
reason| for failing to write the attribute (Data_Access_Result), for each public attribute] in the
order gf their appearance in the given object specification.

The Blpck_Number parameter shall be present when Response_Type =5"ACK-BLOCK,|LAST-
BLOCK, or LAST-BLOCK-WITH-LIST. It carries the number of the latest data block received
correcly.

Use

Possibje logical sequence of the SET service primitivescare illustrated in Figure 35:

o forja successful confirmed SET, item a);
e forfan unconfirmed SET, item d); and

e forfan unsuccessful attempt due to a localerror, item c).

The SET.request primitive is invoked by:thé client AP to write the value of one or all attfibutes
of one[ or more COSEM objects of the server AP. If the complete data to be sent fits in a
single [APDU, the .request primitive-shall be invoked with Request Type == NORMAL or
WITH-LIST as appropriate. Otherwise, it shall be invoked with Request Type == FIRST-
BLOCK or FIRST-BLOCK-WITH-LIST, then with Request_Type == ONE-BLOCK and| finally
with LAST-BLOCK as appropriate. Upon reception of the .request primitive, the client AL
builds the Set-Request ARDU appropriate for the Request_Type and sends it to the seryer.

The SET.indicationprimitive is generated by the server AL upon reception of a Set-Request
APDU.

The SET.response primitive is invoked by the server AP, if Service_Class == Confirmed, to
send & response to an .indication primitive received. If the data were sent in a single APDU,
the .rgspohse primitive is invoked with Response Type == NORMAL or WITH-LIST as
appropriate. Otherwise, it is invoked with Response_Type == ACK-BLOCK, and finally with
LAST-BLOCK or LAST-BLOCK-WITH-LIST as appropriate.

The SET.confirm primitive is generated by the client AL to indicate the reception of a Set-
Response APDU.

The protocol for the SET service is specified in 7.3.4.
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6.8 The ACTION service

Function

The ACTION service is used with LN referencing. It can be invoked in a confirmed or
unconfirmed manner. Its function is to invoke one or more COSEM interface objects methods.
It comprises two phases:

e in the first phase, the client sends the reference(s) of the method(s) to be invoked, with
the method invocation parameters necessary;

e in the second phase, after invoking the methods, the server sends back the result and the
return parameters generated hy the invocation of the mn’rhnd(e), if any

If the method invocation parameters are too long to fit in a single request, they-are gent in
multiple requests (block transfer from the client to the server). If the result and-the|return
paramgters are too long to fit in a single response, they are returned in multiple responses
(block fransfer from the server to the client.)
Semarntics of the service primitives
The ACTION service primitives shall provide parameters as shown_in Table 46.
Table 46 — Service parameters of the ACTION service
.request .indication .response .copfirm
Invoke| Id M M (=) M (=) M (=)
Priority M M (=) M (=) M (=)
Servicg¢_Class M M (=) M (=) M (=)
Request_Type M M (=) - -
COSEM_Method_Descriptor C C (=) - -
{ COSEM_Method_Descriptor }
CQSEM_Class_lId M M (=)
CQPSEM_Object_Instance_Id M M (=)
CPSEM_Object_Method_ld M M (=)
Method_Invocation_Paraméters U U (=) - -
{ Meth¢d_Invocation_Parameters }
Respofse_Type - - M M (=)
Action]Response {yAction_Response } - - M M (=)
Refsult M M (=)
Relsponse_Parameters U Ul (=)
Data S S (=)
Data_Access_Result S S ()
DataBlock_SA C C (=) C C (=)
Last_Block M M (=) M M (=)
Block_Number M M (=) M M (=)
Raw_Data M M (=) M M (=)
Block_Number Cc C (=) C C (=)

NOTE For security parameters, see Table 40.

The Invoke_Id parameter identifies the instance of the service invocation.
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The Priority parameter indicates the priority level associated to the instance of the service
invocation: normal (FALSE) or high (TRUE).

The Service_Class parameter indicates whether the service is confirmed or unconfirmed. The
handling of this parameter depends on the communication profile; see Annex A.

The use of the Request_Type and Response_Type parameters is shown in Table 47.

Table 47 — ACTION service request and response types

Request type Response type
The result and the complete, re¢turn
The reference of a single method NORMAL parameter are sent.
NORMAL and the complete method invocation
parameter is sent. ONE-BLOCK One block of the result)and of|the

return parameter is“sent.

ONE-BLOCK As above.

NEXT The next data block is requested.
LAST-BLOCK The last block of the result(s)

and of
the returp\parameter(s) is senj.

The reference of a single method
FIRST{BLOCK | and the first block of the method ) )
invocation parameters is sent. NEXT Correct reception of the blocklis
acknowledged.

One block of the method invocation

ONE-B[LOCK .

parameters is sent.

NORMAL As above.

LAST-BLOCK _The Ias_t block of the m_ethod

invocation parameters is sent. ONESBLOCK As above.

The reference of a list of methods WITH-LIST Thte complete {iSt of resutlts and
WITH-LIST and the complete list of method return parameters Is sent.

invocation parameters is sent. ONE-BLOCK See above.
WITH-LIST- The reference of a list of methods The correct recention of the block is
AND-F|RST- and the first block of the method NEXT acknowledged P
BLOCHK invocation parameters is‘sent. ged.

NOTE | The same Response_Type can_be present more than once, to show the possible responses tp each
reques}.

The COSEM_MethodDescriptor parameter references a COSEM object method. It is gresent
if Request Type ==."NORMAL, FIRST-BLOCK, WITH-LIST and WITH-LIST-AND-FIRST-
BLOCK. It is a composite parameter:

o the|(COSEM_Class_Id, COSEM_Object_Instance_ld) doublet non-ambiguously refefences
ong and_only one COSEM object instance;

° thelCOSEM Method ld identifies one method of the COSEM nhjnni‘ referenced

An ACTION-REQUEST-NORMAL or ACTION-REQUEST-FIRST-BLOCK service primitive shall
contain a single COSEM method descriptor. An ACTION-REQUEST-WITH-LIST or ACTION-
REQUEST-WITH-LIST-AND-FIRST-BLOCK service primitive shall contain a list of COSEM
method descriptors; their number is limited by the server-max-receive-pdu-size: all COSEM
method references — together with (a part of) the method invocation parameters — shall fit in a
single APDU.

The Method_Invocation_Parameter parameter carries the parameter(s) necessary for the
invocation of the method(s) referenced.

e if Request Type == NORMAL, the Method_Invocation_Parameter parameter is optional;

e if Request Type == WITH-LIST, the service primitive shall contain a list of
Method_Invocation_Parameters. The number and the order of the method invocation
parameters shall be the same as that of the COSEM_Method Descriptor-s. If the
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invocation of any of the methods does not require additional parameters, it shall be
nevertheless present, but it shall be null data.

If the encoded form of the COSEM method descriptor(s) and method invocation parameter(s)
does not fit in a single APDU, it can be transported in blocks using either the service-specific
or the general block transfer mechanism.

If the service-specific block transfer mechanism is used the DataBlock_SA parameter carries
block transfer control information and raw-data:

e the Last Block element indicates whether the current block is the last one (TRUE) or not

when
same

(FALSE);

o the|Block_Number element carries the number of the actual block sent;

o the|Raw_Data element carries a part of the method invocation parameters.

The Action_Response parameters are present in the .response_, primitive

Response_Type == NORMAL, or WITH-LIST. Their number and the order shall be thd

as thaf| of the of COSEM method descriptors. It consists of two elementst

o the|Result parameter. It contains either the information “success™or a reason for fajling to
invpke the method referenced (Action-Result);

e the|l Response_Parameter(s). Each response parameter ‘shall contain either thg

retdirned as a result of invoking the method, or a reason for returning the parameters

(Dg
nul

If the 1
service

If the S
block t

e the
(FA
e the

e the

ta-Access-Result). If the invocation of any of the-tmethods does not return parar
data shall be returned.

esponse does not fit in a single APDU, it ecah'be transported in blocks using eit
-specific or the general block transfer meghanism.

ervice-specific block transfer mechanism is used, the DataBlock_SA parameter
ransfer control information and raw‘data:

Last_Block element indicatesswhether the current block is the last one (TRUE)
LSE);

Block_Number element.carries the number of the actual block sent;

Raw_Data element carries a part of the response:

if a single /method was invoked, Raw_Data carries the result an
Response_ Parameters if any. If no Response_Parameters are returned, the rej
shall be ofytype ACTION-RESPONSE-NORMAL;

if a list) of methods was invoked, Raw_Data carries a part of the
Action. Responses and optional data.

b Data
to fail
neters,

ner the

carries

or not

d the
sponse

ist of

The B

ock” Number parameter in_ an ACTION-REQUEST-NEXT service primitive shal

| carry

the number of the latest data block received from the server correctly.

The Block_Number parameter in an ACTION-RESPONSE-NEXT service primitive shall carry
the number of the latest data block received from the client correctly.

Use

Possib

e for
e for

e for

le logical sequences of the ACTION service primitives is illustrated in Figure 35:

a successful confirmed ACTION, item a);
an unconfirmed ACTION, item d); and

an unsuccessful attempt due to a local error, item c).
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In the first phase, the ACTION.request primitive is invoked by the client AP to invoke one or
more methods of one or more COSEM interface objects of the server AP. If the complete list
of COSEM method descriptors and method invocation parameters fits in a single APDU,
the .request primitive is invoked with Request Type == NORMAL or WITH-LIST as
appropriate. Otherwise, it is invoked with Request Type == FIRST-BLOCK or WITH-LIST-
AND-FIRST-BLOCK as appropriate, then with Request_Type == ONE-BLOCK and finally with
LAST-BLOCK. Upon reception of the .request primitive, the client AL builds the Action-
Request APDU appropriate for the Request_Type and sends it to the server.

The ACTION.indication primitive is generated by the server AL upon reception of an Action-
Request APDU.

During| the block transfer of the method invocation parameters, the server AP invekes the
ACTION.response primitive with Request_Type == NEXT until the last block is received

The ACTION.confirm primitive is generated by the client AL upon reception“of an Action-
Respopse APDU.

Once all method invocation parameters are transferred, the serverfinvokes the methods of
COSEM interface objects referenced, and the second phase commences.

If the gomplete response fits in a single APDU, the ACTION¢response primitive is invoked by
the sefver AP with Response_Type == NORMAL or WITH-LIST, as appropriate. Otheryise, it
is invgked with Response_Type == ONE-BLOCK and finally with LAST-BLOCK.| Upon
reception of the .response primitive, the server AL‘“builds the Action-Response [APDU
appropriate for the Response_Type and sends it to the client.

The ACTION.confirm primitive is generated by<the client AL to indicate the receptior] of an
Action{Response APDU.

During|the block transfer of the return parameters, the client AP invokes the .request prfimitive
with Rgquest_Type == NEXT until the.last block is received.

The prptocol for the ACTION setvice is specified in 7.3.5.

6.9 [The ACCESS service

6.9.1 Overview — Main features
6.9.1.1 General

The ACCESS.service is a unified service which can be used to access multiple COSEM| object

attribules’ and/or methods with a single .request / .response. The purpose of introducing it is
to imprave xDIMS messaging while maintaining co-existence with the existing XxDLMS

services.

6.9.1.2 Unified WITH-LIST service to improve efficiency

The ACCESS service is a unified service using LN referencing that can be used to read or
write multiple COSEM object attributes and/or to invoke multiple methods with a
single .request / .response. Each request contains a list of requests and related data. Each
response contains a list of return data and the result of the request.

NOTE SN referencing is currently not supported. It can be added by introducing new variants of the service.

Whereas GET- / SET- / ACTION-WITH-LIST service requests can include one request type —
GET, SET and/or ACTION - only on the list, ACCESS service requests can include different
request types. This allows reducing the number of exchanges and thereby improves
efficiency.
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The processing of the list of requests starts at the first request on the list and continues with
processing the next one until the end is reached.

6.9.1.3 Specific variants for selective access

The GET / SET .request service primitives shall always contain Access_Selection_Parameters
even in the case when selective access is not available or not needed. In contrast, the
ACCESS service provides specific variants to access attributes without or with selective
access. This obviates the need to include Access_Selection _Parameters when selective
access is not available or not needed thereby reducing overhead and improving efficiency.

6.9.1.4____Long _lInvoke_ld parameter

The Invoke-ld parameter of the GET, SET and ACTION services allows the client and the
server [to pair requests and responses. The range of the Invoke_Id is 0...15.

In sonfe cases this is not sufficient. To support those cases, the ACCESS service uses a
Long_lnvoke Id parameter. The range of the Long_Invoke_Id is 0...16 777 215.

NOTE Pescription of the circumstances when long Invoke_id-s are useful is beyondithe Scope of this docyment.

6.9.1. Self-descriptive responses

When fequested by the client, the ACCESS.response service primitive carries not only the
response to each request, i.e. the result of accessing each attribute / method and the|return
data bt also the Access_Request_Specification seryice’ parameter — carrying the attgibute /
method references and where applicable, the Atcess_Selection parameters — rendering
the .regponse service primitive self-descriptive. Such self-descriptive responses can be|stored
and prpcessed on their own, without the need tozpair responses and requests.

6.9.1.6 Failure management

In the case of the GET- / SET- / ACHON-WITH-LIST services the client cannot contrgl what
should| happen if one of the requests-fails. In contrast, the ACCESS service allows thg client
to confrol if the requests that follow'the failed one on the list should be processed or nof.

6.9.1.7 Time stamp asi.a service parameter

The xO)LMS services specified earlier do not provide a service parameter in the .request or in
the .response serviee primitive to carry a time stamp.

In confrast, ACCESS service primitives provide a service parameter to carry the time|stamp
holding the-date and time of invoking the service primitive. This further reduces overhedd.

6.9.1.8— Presence of data in service primitives

There are important differences between the GET / SET / ACTION services and the ACCESS
service as regards to data in the service primitives:

e GET service: data is not present in the request. In the response, either data or result
(Data-Access-Result) is returned;

e SET service: data is present in the request. In the response only result (Data-Access-
Result) is returned;

e ACTION service: method invocation parameters are optional in the request. In the
response the result of invoking the method (Action-Result) and optionally the result of
returning the return parameters (Data or Data-Access-Result) is returned;

e ACCESS service: data is associated with each attribute / method reference in the request.
If data is not needed for a particular request, then null-data is included. In the response,
both data and result are returned. If there is no data to return for a particular response,
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then null-data is included. In the case of accessing a method, Access-Response-Action
(Action-Result) conveys both the result of invoking the method and the result of returning
the return parameters.

6.9.2 Service specification

Function

The ACCESS service is a unified service using LN referencing that can be used to read or
write multiple COSEM object attributes and/or to invoke multiple methods with a
single .request / .response. Each request contains a list of requests and related data. Each
response contains a list of return data and the result of the request. It can be invoked in a
confirnfed or unconiirmed manner. It can be used wi € general block transter and general
ciphering mechanisms.

The usle of the conformance block is the following:

e bit[17 access indicates the support of the ACCESS service;
e bit[l general-protection indicates the availability of the general protection APDUs;
e bit P general-block-transfer indicates the availability of the GBT meéchanism;

e bit|8 attributeO-supported-with-set and bit 10 attributeO-stpported-with-get (10) dre not
relgvant: attributeO is always supported;

e bit P priority-mgmt-supported is relevant;
o bit (14 multiple-references is irrelevant: the ACEESS service always supports multiple
references;

e Dbit[21 selective-access is relevant. The access selection parameters can be used|only if
the|use of selective access has been sucegessfully negotiated.

Semaritics of the service primitives
The ACCESS service primitives shalkprovide parameters as shown in Table 48.

The Long_Invoke_Id, Self Descriptive, Processing_Option, Service_Class and Priority
parame¢ters are mandatory.’ Their value in the .indication, .response and .confirm service
primitiyes shall be the same as in the .request service primitive. They are carried by the bits
of the long-invoke-id-and-priority field of the access-request / access-response APDU:

long-invoke-id (bits\0-23) identifies the instance of the service invocation;

o self-descriptive (bit 28) indicates if the service response shall be not self-des¢riptive
(FALSE) or self-descriptive (TRUE). When set to TRUE, the Access_Responsg_Body
paramieter shall contain the Access_Request_Specification parameter;

NOTE 1 The Access_Request_List_Of Data parameter is not included in the .response service primitive.

e processing-option (bit 29) specifies what to do when processing a request on the list fails.
When set to FALSE, processing continues. When set to TRUE, processing breaks i.e. the
requests on the list that follow the failed one shall not be processed. As described in
6.9.1.2, processing of the list of requests shall start at the first request on the list and shall
continue with processing the next one until the end of the list is reached,;

e service-class (bit 30) indicates whether the service invocation is confirmed (TRUE) or
unconfirmed (FALSE);

NOTE 2 The Service_Class parameter applies to the service invocation, not to the individual requests on the list.

NOTE 3 Depending on the communication profile, the Service_Class parameter may also determine the frame
type to be used to carry the APDU.
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e priority (bit 31) indicates the priority level associated to the instance of the service
invocation. It may be normal (FALSE) or high (TRUE).

NOTE 4 The Priority parameter applies to the service invocation, not to the individual requests on the list.

The Date_Time service parameter is optional. When present, it shall contain the date and time
of the invocation of the service .request / .response. It is carried by the date-time field — of
type OCTET STRING - of the access-request / access-response APDU. When not present,
then the OCTET STRING shall be of length 0. Unless otherwise specified in a project specific
companion specification, the Date_Time parameter in the response shall be present if it was
present in the request and shall not be present in the response if it was not present in the
request.
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Table 48 — Service parameters of the ACCESS service

.request .indication .response .confirm
Long_Invoke_Id M M (=) M (=) M (=)
Self_Descriptive M M (=) M (=) M (=)
Processing_Option M M (=) M (=) M (=)
Service_Class M M (=) M (=) M (=)
Priority M M (=) M (=) M (=)
Date_Time U U (=) U U (=)
Access—Request Body M M (=) — _
A¢cess_Request_Specification M M (=) — o
{ Access_Request_Specification }
Access_Request_Get U U (=) - -
COSEM_Attribute_Descriptor M M (=) — -
Access_Request_Set U U (=) — -
COSEM_Attribute_Descriptor M M (=) - -
Access_Request_Action U U (=) - -
COSEM_Method_Descriptor M M=) - -
Access_Request_Get_With_Selection u U(=) - -
COSEM_Attribute_Descriptor M M (=) - -
Access_Selection M M (=) — -
Access_Selector M M (=) - -
Access_Parameters M M (=) - -
Access_Request_Set_With_Selection U U (=) — -
COSEM_Attribute_Descriptor M M (=) - -
Access_Selection M M (=) - -
Access_Selector M M (=) - -
Access_Parameters M M (=) - -
Afcess_Request_List_Of .Data M M (=) - -
Data { Data } - »
Accesq_Response_Body - - M M|(=)
Apcess_Request-Specification - - Cc(=)" Cl(=)
{ Access_Request_Specification }
Apcess~Response_List_Of Data - - M M|(=)
Data { Data }
Access_Response_Specification - - M M (=)
{ Access_Response_Specification}
Access_Response_Get - - C C (=)
Result - - M M (=)
Access_Response_Set - - C C (=)
Result - - M M (=)
Access_Response_Action - - C C (=)
Result - - M M (=)

1
value shall be the same as in the .request / .indication primitive.

When the Access_Request_Specification service parameter is present in Access_Response_Body, then its
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The Access_Request_Body parameter contains the Access_Request_Specification and the
Access_Request_List Of Data sub-parameters.

The Access_Request_Specification parameter carries a list of request specifications. The list
may have 0 or more elements. Each request can be any of the following:

Withou

t selective access:

e Access_Request_Get carries the COSEM_Attribute_Descriptor of an attribute to be read;

e Access_Request_Set carries the COSEM_Attribute Descriptor of an attribute to be

written;

e Acgess_Request_Action carries the COSEM_Method_Descriptor of a methoed [to be
invpked.

With s¢lective access:

o Acgess_Request_Get_With_Selection carries the COSEM_Attributée~Descriptor [of an
attiibute to be read with selective access, and the Access_SelecCtion parametéer that
corftains Access_Selector and Access_Parameters;

e Acgess_Request_Set With_Selection carries the COSEM(Attribute Descriptor [of an
attibute to be written with selective access, and the Acte€ss_Selection parametgr that
contains Access_Selector and Access Parameters.

Accesg Request Get / Set_ With_Selection should not\be used if selective access|to the

attribule is not available or if COSEM_Attribute “Descriptor identifies all attfibutes

(Attribdte_0).

The C(
e the
one
e the
CO|

The A

DSEM_ Attribute_Descriptor parameter is~a’composite parameter:

and only one COSEM object instance;

COSEM_Object_Attribute_Id\element identifies the attribute of the object ing
SEM_Object_Attribute_Id ==0 references all public attributes of the object.

ccess_Selection parameter carries the Access_Selector and the Access_Para

sub-parameters. The possible values are defined in the relevant COSEM interface

definiti

The A
Accesq

e Acq

ons.

ccess_Request List_ Of Data parameter carries the list of data related to the

ess(Request_Get referencing one or all attributes(Attribute_0): null-data;

(COSEM_Class_Id, COSEM_Objeget>Instance_ld) doublet non-ambiguously refefences

tance.

meters
class

list of

_Request<{Specification parameters. The data depend on the kind of access reqyest:

e Acq

ess’ Request_Set: the corresponding data carries the value to be written. In the case

of referencing all attributes (Attribute 0), the data shall be a structure. The number of
elements in the structure shall be the same as the number of attributes specified in the
relevant COSEM IC specification. Each element in the structure contains the value to be
written or null-data meaning that the given attribute need not be written;

e Access_Request_Action: the corresponding data carries the method invocation

par

ameters, or if not required null-data.

The number and order of the elements on the two lists shall be the same.

The Access_Response_Body parameter contains the following sub-parameters:

e the Access_Request_Specification (optionally, only when the Self Descriptive == TRUE);

e the
e the

Access_Response_ List Of Data; and

Access_Response_Specification.
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Notice that in the response Access_Request List Of Data comes first followed by
Access_Response_Specification. If data is provided but the result indicates a failure, then the
client should discard the data.

The Access_Request_Specification parameter, when present, shall be the same as in
the .request / .indication primitives.

The Access_Response_List Of Data parameter carries the data resulting from processing the
requests. The number of elements on the Ilist shall be the same as on the
Access_Request_Specification list. The data depend on the kind of access request:

e Access Request Get rpfprpnr‘ing a qinglp aftribute- the value of the attribute requested or
null-data when the value of the attribute cannot be returned;

e Acgess_Request_Get referencing all attributes (Attribute_0): data shall be.‘a) strcture,
corltaining the value of each attribute. The number of elements in the structdre shall be
thel same as the number of attributes specified in the relevant COSEM IC-specificgtion. If
the| value of an attribute cannot be returned, then null-data shall besincluded fpr that
attifibute. If no attribute values can be returned then a single null-data-shall be returned;

e Acg¢ess_Request_Set referencing one or all attributes (Attribute Q)i null-data;

e Acgess_Request_Action: the return parameters or when not proyvided, null-data.

The Alccess_Response_ Specification parameter carries the result of each reque:?r. The
numbefr of elements on this list shall be the same as on,the Access_Request Specification
list:

o Acgess_Request_Get referencing a single attribute: the result of reading the atfribute:
sudcess or reason for the failure;

o Acgess_Request_Get referencing all attributes (Attribute_0): the result shall be sudcess if
the| value of all attributes to which access right is granted could be returned. Otheryise, it
shgll be Data-Access-Result giving a.feason for the failure;

o Acgess_Request_Set referencing™a single attribute: the result of writing the atfribute:
sudcess or a reason for the failure;

o Acgess_Request_Set referencing all attributes (Attribute_0): the result shall be sudcess if
the| value of all attributes to’ which access right is granted could be written. Otheryise, it
shgll be Data-Access-:Result giving a reason for the failure;

e Acgess_Response~Action carries the result of invoking a method: success or a reagon for
the| failure. The ¢esult shall be success if the method could be invoked successfully and —
when the IC~specification specifies return parameters — they could be succgssfully

rned. Otherwise, it shall be Action-Result giving a reason for the failure.

rocessing_Option parameter is set to TRUE and processing a request on the ligt fails,
then fgr'all requests following the failed one, Access_Response_List_Of Data shall ¢ontain
null-da ificati ;

Possible logical sequences of the ACCESS service primitives are illustrated in Figure 35:

o for a successful confirmed ACCESS, item a);
e for an unconfirmed ACCESS item d); and

e for an unsuccessful attempt due to a local error item c).

The ACCESS.request primitive is invoked by the client AP to read or write the value of a list of
COSEM object attributes and/or to invoke a list of methods.
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The ACCESS.indication primitive is generated by the server AL upon the reception
Access-Request APDU.

of an

The ACCESS.response primitive is invoked by the server AP — if Service_Class == Confirmed

— to send a response to an .indication primitive received.

The ACCESS.confirm primitive is generated by the client AL to indicate the reception of an

access-response APDU.

When the request or the response does not fit in a single APDU, then the general block

transfer mechanism can be used. See 4.2.4.4.9.

If the Fesponse would be too long to fit in a single APDU but GBT is not supporte
responfse may be either a list of null-data and a list of results indicating the reason
failure

When gryptographic protection is required, the access-request / access-response APD
be transported in general-ded-ciphering, general-glo-ciphering, generalseiphering or g
signing APDUs depending on the kind of protection to be applied. Seg 6.5

The prptocol of the ACCESS service is specified in 7.3.6.

6.10 The DataNotification service

Functipn

The DataNotification service is an unsolicited, unconfirmed service. It is used by the se

d, the
for the

s can
eneral-

rver to

push data to the client. It is an unconfirmed sé&rvice. The push process is configured by “Push
setup”|objects; see IEC 62056-6-2:2017, 5.3.8.
Semartics of the service primitives
The D3ataNotification service primitives shall provide parameters as shown in Table 49.
Table 49 — Service parameters of the DataNotification service primitives
.request .indication
Long_lpvoke_Id M M (=)
Self_Dpscriptive - -
Processsing /Option - -
Service «Class - -
Priority M M (=)
Date_Time U u (=)
Notification_Body M M (=)
The Long_Invoke_ld parameter identifies the instance of the service invocation.
The Self_Descriptive, Processing Option and Service_Class parameters are not used in the

case of this service.

The Priority parameter indicates the priority level associated to the instance of the service

invocation: normal (FALSE) or high (TRUE).
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The Date_Time parameter indicates the time at which the DataNotification.request service
primitive is invoked. It is octet-string, which may be of length zero when transmitting the
Date_Time is not required.

The Notification_Body parameter contains the push data.
Use

A possible logical sequence of the DataNotification service primitives is illustrated in
Figure 35 f) and g).

The .request primitive is invoked by the server AP to push data to the remote client AP} Upon
reception of the .request primitive, the server AL builds the DataNotification APDU,

The .indication primitive is generated by the client AL upon reception of a DataNotification
APDU.

The prptocol for the DataNotification service is specified in 7.3.6.

6.11 [he EventNotification service

Functipn

The EyentNotification service is an unsolicited, non-client/server type service. It is requested
by the|server, upon occurrence of an event, in ordersto inform the client of the valug of an
attribufe, as though it had been requested by the COSEM. It is an unconfirmed service.

Semarttics of the service primitives
The EventNotification service primitives.shall provide parameters as shown in Table 50,

Table 50 — Seryice parameters of the EventNotification
service primitives

.request .indication
Time V] U (=)
Applicdtion_Addresses U u (=)
COSEM_Attribute_Descriptor M M (=)
COSEM\Class_Id M M (=)
COSEM_Object_Instance_Id M M (=)
COSEM_Object_Attribute_ld M M (=)
Attribute_Value M M (=)

The optional Time parameter indicates the time at which the EventNotification.request service
primitive was issued.

The Application_Addresses parameter is optional. It is present only when the
EventNotification service is invoked outside of an established AA. In this case, it contains all
protocol specific parameters required to identify the sender and destination APs.

When the .request primitive does not contain the optional Application_Addresses parameter,
default addresses shall be used, those of the server management logical device and the client
management AP. Both APs are always present and in any protocol profile, they are bound to
known, pre-defined addresses.
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The (COSEM_Class_Id, COSEM_Object_Instance_Id, COSEM_Object_Attribute _Id) triplet
references non-ambiguously one and only one attribute of a COSEM interface object instance.

The Attribute_Value parameter carries the value of this attribute. More information about the
notified event may be obtained by interrogating this COSEM interface object.

If the encoded form of the request does not fit in a single APDU, it can be transported in data

blocks

Use

using the general block transfer mechanism.

A pos
Figure

The .request primitive is invoked by the server AP to send the value of a COSEM in

object [attribute to the remote client AP. Upon reception of the .request primijtive, the
AL builds the EventNotificationRequest APDU.

In somle cases, the supporting lower layer protocol(s) do (does) not-allow sending a p
data unit in a real, unsolicited manner. In these cases, the client has to explicitly
sending an EventNotification frame, by invoking the Trigger EventNotification_S
servicg primitive.

The EyentNotification.indication primitive is generated‘by the client AL upon receptior
EventNotificationRequest APDU.

The prptocol for the EventNotification service is@pecified in 7.3.8.

6.12 [he TriggerEventNotificationSending service

Function

The fulnction of the TriggerEventNotificationSending service is to trigger the server

client t

This s¢rvice is necessary,in the case of protocols, when the server is not able to send

non-sQ

Seman

The T
shown

sible logical sequence of the EventNotification service primitives is illustrg
35 f) and g).

p send the frame carrying the EventNotification.request APDU.

licited EventNatification.request APDU.
tics of theService primitives

iggerEventNotificationSending.request service primitive shall provide paramet
inTable 51.

ted in

erface
Server

rotocol
solicit
ending

of an

by the

a real

ers as

Table 51 — Service parameters of the TriggerEventNotificationSending.request

service primitive

.request

Protocol_Parameters M

The Protocol_Parameters parameter contains all lower protocol layer dependent information,
which is required for triggering the server to send out an eventually pending frame containing
an EventNotification.request APDU. This information includes the protocol identifier, and all
the required lower layer parameters.
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Use

Upon reception of a TriggerEventNotificationSending.request service invocation from the
client AP, the client AL shall invoke the corresponding supporting layer service to send a
trigger message to the server.

6.13 Variable access specification

Variable_Access_Specification is a parameter of the xDLMS Read / Write / UnconfirmedWrite
InformationReport .request / .indication service primitives. Its variants are shown in Table 52:

e Variable Name identifies a DLMS named variable;

o Pafameterized_Access provides the capability to transport additional parameters;
e Block_Number_Access transports a block number;
e Read Data_ Block_Access transports block transfer control information and raw datag;
o Write_Data_Block_Access transports block transfer control information
The uge of the different variants depends on the service and it is described in the respective
SN service specifications.
Table 52 — Variable Access Specification
Variaple_Access_Specification Read Write Un.confirmed Information
.request .request Write.request Repqrt
Kind_Qf_Access M M M M
ariable_Name S S S M
Detailed_Access Not used in DLMS/COSEM
Parameterized_Access S S S -
Variable_Name M M M
Selector U U U
Parameter U U U
Block_Number_Access S - - -
Block_Number M
IRead_Data_BlockAccess S - - -
Last_Block M
Blocks;Number M
Raw. Data M
Vrite_Data_Block_Access - S - -
LdSl_DBIOCK L\
Block_Number M

6.14 The Read service

Function

The Read service is used with SN referencing. It is a confirmed service. Its functions are:

e to read the value of one or more COSEM interface object attributes. In this case, the
encoded form of the .request service primitive shall fit in a single APDU. The result can be
delivered in a single response, or — if it is too long to fit in a single response — in multiple
responses, with block transfer;
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e to invoke one or more COSEM interface object methods, when return parameters are
expected. In this case, if either the .request (including the method references and the
method invocation parameters) or the .response service primitive (including the results
and return parameters) is too long to fit in a single APDU, then block transfer with multiple
requests and/or responses can be used.

The Read service is specified in IEC 61334-4-41:1996, 10.4 and Annex A. For completeness
and for consistency with the specification of services using LN referencing, the specification is
reproduced here, together with the extensions made for DLMS/COSEM.

Semantics of the service primitives

The Re¢ad service primitives shall provide service parameters as shown in Table 53.
Table 53 — Service parameters of the Read service
.request .indication .response .confifm
Variable_Access_Specification M M (=) ) |
{ Variaple_Access_Specification }
ariable_Name S S (=)
Farameterized_Access S S (3
Variable_Name M M=)
Selector U U (=)
Parameter U U (=)
Read_Data_Block_Access S S (=)
Last_Block M M (=)
Block_Number M M (=)
Raw_Data M M (=)
Block_Number_Access S S (=)
Block_Number M M (=)
Result|(+) S S (=)
Read_Result { Read_Result } - - M M|(=)
Data S S|(=)
Data_Acces§_Error S S (=)
Data_Block Result S S (=)
Cast_Block M M|(=)
Block_Number M M|(=)
Raw_Data M M|(=)
BTock_Number S S (=)
Result (-) - - S S (=)
Error_Type M M (=)

NOTE For security parameters, see Table 40.

The use of the different variants of the Variable-Access-Specification service parameter of the
Read.request service primitive and the different choices of the Read.response primitive are
shown in Table 54.

If the encoded form of the response does not fit in a single APDU, it can be transported in
data blocks using the general block transfer mechanism.
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Table 54 — Use of the Variable_Access_Specification variants
and the Read.response choices

Read.request Variable_Access_Specification

Read.response CHOICE

Variable_Name
(Variable_Name}

References a list' of COSEM
object attributes.

Data {Data}

Delivers the value of the
attribute(s) referenced.

Data_Access_Error
{Data_Access_Error}

Provides the reason for the
read to fail.

Data_Block_Result

Delivers block transfer
control information and one
block of raw data.

Data fDatal
L J

Parameterized_Access

{Paranjeterized_Access}

References a list' of COSEM
object attributes to be read
selectively.

Data_Access_Error
{Data_Access_Error}

Data_Block_Result

As above.

References a list! of COSEM
object methods, with method
invocation parameters.

Data {Data}

Delivers'the method
invocation return
parameters.

NOTE If parameters are
returned, this implies that the
method invocation
succeeded.

Data_Access_Error
{Data_AcCess_Error}

Provides the reason for the
method invocation to fail.

DatasBlock_Result

As above.

Read_pata_Block_
Acces§

Carries block transfer control
information and one part of
encoded form of the COSEM
method references and
method invocation
parameters.

Block_Number

Carries the number of the
latest data block receiyed.

Block_Number_Access

Carries the number-of the
latest data block teceived.

Data_Block_Result

As above.

NOTE
each rg¢quest.

' A list may have one or more_elements.

The same Read.response choice' can be present more than once, to show the possible respornses to

The Rpad.request service primitive may have one or more Variable_Access_Specification

parameters.

e the|Variable Name variant is used to reference a complete COSEM object attribut¢ to be
reald. The request may include one or more variable names;

Ao voriant 1o

Hhaor:
T

() % H
o the'Parameterize

a A Haad
U T SSvarant 1S OSTUCTaTeT

— to reference a COSEM object attribute to be read selectively. In this case, the
Variable_Name element references the COSEM object attribute, the Selector and the
Parameter elements carry the access selector and the access parameters respectively
as specified in the attribute specification; or

— to reference a COSEM object method to be invoked. In this case, the Variable_Name
element references the method, the Selector element is zero and the Parameter
element carries the method invocation parameters (if any) or null data;

— the request may include one or more parameterized access parameters;

NOTE 1 With this, the Read service can transport information in both directions, just like the ACTION service
used with LN referencing: method invocation parameters from the client to the server and return parameters from
the server to the client.

o the Read_Data_Block_Access variant is used when one or more COSEM object methods
are invoked and the encoded form of the request does not fit in a single APDU. The
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request may include a single Read_Data_Block_Access parameter. It carries block
transfer control information and raw data:

— the Last_Block element indicates if the given block is the last one (TRUE) or not
(FALSE);

— the Block_Number element carries the number of the actual block sent;

— the Raw_Data element carries a part of the encoded form of the list of
Variable_Access_Specification parameters (as it would be used without block transfer)
including the method references and the method invocation parameters. Here, only the
variants Variable_Name and Parameterized_Access are allowed.

o the Block_ Number Access varlant |s used when the server uses block transfer to send a

long+esponse : block.
¢ request may include a single Block Number_Access parameter It carries the\number
e latest data block received correctly.

The Regsult (+) parameter indicates that the requested service has succeeded.

Without block transfer, the .response / .confirm service primitives _Gontain one of more
Read Result parameters. Their number and order shall be theysame as that [of the
Variable_Name / Parameterized Access parameters in the .request‘/indication primitivies.

If the Read service is used to read attribute(s), then:

o the|Data choice is taken to carry the value of the attribute at the time of access;

o the|Data_Access_Error is taken to carry the reasofyfor the read to fail for this attribJte.
If the Read service is used to invoke method(s), then:

e the|Data choice is taken to carry the retucn parameters (if data are returned, this [mplies
that the method invocation succeeded): If there are no return parameters, Data shall be
nul| data;

NOTE 2 However, if no return data are¥expected, the Write service is used to invoke methods.

o the|Data_Access_Error choicg is taken to carry the reason for the method invocation to fail
for [this method.

In the fase of block transfer, the .response / .confirm primitive contains a single Read_|Result
parameter. The Data_Block Result choice is taken to carry one block of the response:

o the| Last_Block-element indicates whether the given block is the last one (TRUE)|or not
(FALSE);

o the[Block=Number element shall carry the number of the block sent;

o thel|Raw Data element contains a part of the encoded form of the list of Read_Results.

If the data block cannot be provided, then the .response primitive shall carry a single Result
parameter using the Data_Access_Error choice, carrying an appropriate error message, for
example (14) data-block-unavailable.

If the block number in the request is not the one expected, or if the next block cannot be
delivered, then the Read.response service primitive shall be returned with a single
Read_Result parameter, with the choice Data_Access_Error, carrying an appropriate code,
for example (19) data-block-number-invalid.

The Block_Number choice is taken when the Read service is used to invoke one or more
methods and the request is sent in several blocks, to confirm the correct reception of a data
block and to ask for the next block. It carries the number of the latest block received.
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The Result (=) parameter indicates that the service previously requested failed. The
Error_Type parameter provides the reason for failure. In this case, the server shall send back
a ConfirmedServiceError APDU instead of a ReadResponse APDU.

Use

A possible logical sequence of the Read service primitives is illustrated in Figure 35 item a).

The Read.request primitive is invoked following the invocation of a GET or ACTION .request
primitive by the client AP and mapping this to a Read.request primitive by the SN_MAPPER
ASE. The client AL builds then the ReadRequest APDU and sends it to the server. For LN /

SN ser

The R¢ad.indication primitive is generated by the server AL upon reception of a ReadR

APDU.

The R

VicE TTappinyg,; See 619

bad.response primitive is invoked by the server AP in order to send a respong

previolisly received Read.indication primitive. The server AL builds then'the ReadRes
APDU [and sends it to the client.

The
Read
SN_Mj

The pr

6.15

Functiq

The W

e to

e to
exq

In both
APDU,
primiti

The W
and fo

ead.confirm primitive is generated by the client ALSollowing the reception
esponse APDU. It is then mapped back to a GET or ACTION .confirm primitive
APPER ASE and the GET or ACTION .confirm primitive'is generated.

pbtocol of the Read service is specified in 7.3.9.

The Write service

DN

Fite service is used with SN referencing. It is a confirmed service. Its functions ar

vrite the value of one or more COSEM interface object attributes;

ected.

cases, if the eneoded form of the .request service primitive does not fit in a
then it cantbe”sent in several requests with block transfer. The .response $
e shall always fit in a single APDU.

consistency with the specification of services using LN referencing, the specific

reprod

iced here, together with the extensions made for DLMS/COSEM.

Semantics of the service primitives

The Write service primitives shall provide service parameters as shown in Table 55.

rite service is specified in IEC 61334-4-41:1996, 10.5 and Annex A. For compl?teness

equest

e toa
ponse

of a
by the

D

nvoke one or more COSEM interface object methods when no return parametgrs are

single
ervice

tion is
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Table 55 — Service parameters of the Write service

.request .indication .response .confirm
Variable_Access_Specification M M(=) _ _
{ Variable_Access_Specification }
Variable_Name S S (=)
Parameterized_Access S S (=)
Variable_Name M M (=)
Selector M M (=)
Parameter M M (=)
Write_Data_Block_Access S S (=) - -
Last_Block M M (=)
Block_Number M M (=)
Data { pata } M M (=) - L
Result|(+) - - S S|=)
Write_Result { Write_Result } - - S S (=)
Success S S (=)
Data_Access_Error S S (=)
Block_Number S S (=)
Result|(-) S S (=)
Eror_Type M M=)
NOTE | For security parameters, see Table 40.

The usle of the different variants of the Variable-Access-Specification service parameter of the
Write.request service primitive and the\different choices of the Write.response primitive are
shownlin Table 56. The use of the Data service parameter is also explained.

If the gncoded form of the request'does not fit in a single APDU, it can be transported |n data
blocks|using either the service-specific or the general block transfer mechanism.
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Table 56 — Use of the Variable_Access_Specification variants
and the Write.response choices

Write.request Variable_Access_Specification Write.response CHOICE
References a list' of COSEM Indicates that the attribute
object attributes. Success {Success} referenced could be

; successfully written.
Variable_Name The Data service parameter y

{Variable_Name} carries the data to be written

or the method invocation
parameter(s).

Data_Access_Error Provides the reason for the
{Data_Access_Error} | write to fail.

References a list' of Success {Success}
COSEM object attributes to

Paramé&terized Access bewritterrsetectivety:
{Paranjeterized_Access}

Data_Access_Error As above.

The Data service parameter {Data_Access._Error}

carries the data to be
written.

Carries block transfer
control information.

The Data service parameter
carries raw-data, including .
Write_pata_Block_Access | the encoded form of the list' | Block_Number Carries the number of the
- - - of COSEM object attribute - latest data block recejved.
or method references, and
the list of data to be written
or the list of method
invocation parameters.

NOTE | The same Write.response choice can be present moresthan once, to show the possible respornses to
each rg¢quest.

T Alist may have one or more elements.

The Write.request service primitive mayrhave one or more Variable Access_Specification
parameters:

e the|Variable_Name variant is used to reference a complete COSEM object attribut¢ to be
wriften or COSEM object method to be invoked. The request may include one of more
varjable names;

o the| Parameterized_Access variant is used to reference a COSEM object attributg to be
written selectively. In this case, the Variable_Name element references the COSEM|object
attiibute, the Selector and the Parameter elements carry the access selector apd the
acdess parameters respectively as specified in the attribute specification. The request may
include one-0r more Parameterized_Access parameters;

The Data service parameter carries the value(s) to be written to the attribute(s), or the method
invocatiofy parameter(s) of the method(s) to be invoked. The number and the order of the Data
paraméters shall be the same as that of the Variable Access Specification parameters

If the Write.request service primitive does not fit into a single APDU, block transfer may be
used. In this case:

e the Write_Data_Block_Access variant of the Variable Access_Specification carries block
transfer control information:

— the Last_Block element indicates whether the given block is the last one (TRUE) or not
(FALSE);

— the Block_Number element carries the number of the actual block sent;

o the Data parameter carries one part of the list of the attribute references and the list of
data to be written, or one part of the list of method references and the list of method
invocation parameters.

o The request includes a single Write_Data_Block_Access and a single Data parameter.
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The Result (+) parameter indicates that the service requested has succeeded.

The .response / .confirm service primitives contain a list of Write_Result parameters. Their
number and order shall be the same as that of the Variable_Name / Parameterized_Access
parameters in the .request / .indication service primitives.

Without block transfer, and with block transfer after receiving the last block:

e when the Write service is used to write attribute(s), each element carries either the
success of the write access (Success) or a reason for the write to fail for this variable
(Data_Access_Error);

sudcess of the method invocation access (Success

e whER the WTite Service is used 1o INVOKe metnod(s), each element carries el
) or a reason for the method jinv(
to fail for this variable (Data_Access_Error).

The BI
data bl

If the
receive
Write_

ock and to ask for the next block. It carries the number of the latest-block receive

block-number in the request is not the one expected, or if(the block could
d correctly, then the Write.response service primitive shall‘be returned with a
Result parameter, with the choice Data_Access_Error, carrying an appropriate

for example (19) data-block-number-invalid.

The R
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Use

bsult (—) parameter indicates that the service requested has failed. The Erro
pter provides the reason for failure. In this/)case, the server shall send &
nedServiceError APDU instead of a WriteResponse APDU.

A possiible logical sequence of the Write service primitives is illustrated in Figure 35 iter
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The Write.confirm primitive is generated by the client AL following the reception of a
WriteResponse APDU. It is mapped then back to a SET or ACTION .confirm primitive by the
SN_MAPPER ASE and the SET or ACTION .confirm primitive is generated.

The protocol of the Write service is specified in 7.3.10.

6.16 The UnconfirmedWrite service

Function

The UnconfirmedWrite service is used with SN referencing. It is an unconfirmed service. Its

functio

ns are:

e to write the value of one or more COSEM object attributes;
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e to invoke one or more COSEM interface object method when no return parameters are
expected.

The UnconfirmedWrite.request service primitive shall always fit in a single APDU.

The UnconfirmedWrite service is specified in IEC 61334-4-41:1996, 10.6 and Annex A. For
completeness and for consistency with the specification of services using LN referencing, the
specification is reproduced here, together with the extensions made for DLMS/COSEM.

Semantics of the service primitives

The UmconfirmedWrite—service—primitives—shatt—provide—service—parameters—as—shown in
Table 7.

Table 57 — Service parameters of the UnconfirmedWrite servicé

.request .indicatipn
Variable_Access_Specification M M(=)
{ Variaple_Access_Specification }

ariable_Name S S (=)

Rarameterized_Access S S (=)

Variable_Name M M (=)

Selector M M (=)

Parameter M M (=)

Data { pata } M M (=)
NOTE | For security parameters, see Table 40.

The use of the different variants of the Variable-Access-Specification service parameter of the
UnconfirmedWrite.request service primitive is shown in Table 58. The use of the Data service
paramegter is also explained.

If the gncoded form of the request does not fit in a single APDU, it can be transported |n data
blocks|using the general block transfer mechanism.

Table .58 — Use of the Variable_Access_Specification variants

UnconfirmedWrite.request Variable_Access_Specification

References a COSEM object attribute.
Variable_Name
{Variagjle, Name} The Data service parameter carries the data to be written or

the-method-invocation-parameter(s)

Parameterized Access References a COSEM object attribute with selective access.

{Parameterized_Access} The Data service parameter carries the data to be written.

The UnconfirmedWrite.request  service primitive may have one or more
Variable_Access_Specification parameters.

o the Variable_Name variant is used to reference a complete COSEM object attribute to be
written or COSEM object method to be invoked;

e the Parameterized_Access variant is used to reference a COSEM object attribute to be
written selectively. In this case, the Variable_Name element references the COSEM object
attribute, the Selector and the Parameter elements carry the access selector and the
access parameters respectively as specified in the attribute specification.
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The Data service parameter carries the value(s) to be written to the attribute(s), or the method
invocation parameter(s) of the method(s) to be invoked. The number and the order of the Data
parameters shall be the same as that of the Variable_Access_Specification parameters.

Use
A possible logical sequence of the Write service primitives is illustrated in Figure 35 item d).

The UnconfirmedWrite.request primitive is invoked following the invocation of a SET or
ACTION .request primitive with Service_Class == Unconfirmed by the client AP and mapping
this to an UnconfirmedWrite.request primitive by the SN_MAPPER ASE. The client AL builds

then thetmconfimedWhriteRequest APDUanmdsemds—ittotheserver——————

The UnconfirmedWrite.indication primitive is generated by the server AL upon reception of a
WriteRequest APDU.

The prptocol of the UnconfirmedWrite service is specified in 7.3.11.

6.17 [he InformationReport service

Functipn

The InformationReport service is an unsolicited, non-client/server type service. It is requested
by a sTrver using SN referencing, upon occurrence of anevent, in order to inform the client of
the vaJue of one or more DLMS named variables “¢ mapped to COSEM interface|object
attribules — as though they had been requested by the client. It is an unconfirmed servige.

The InformationReport service is specified in\lEC 61334-4-41:1996, 10.7 and Annex |A. For
complgteness and for consistency with the specification of services using LN referencing, the
specification of the InformationReport(service is reproduced here, together with the
extensjons made for DLMS/COSEM.

Semaritics of the service primitives
The InformationReport service primitives shall provide parameters as shown in Table 59.

Table 59 -+ Service parameters of the InformationReport service

.request .indicatidn
Current_Time M M (=)
Variable_Access_Specification M M (=)
{ Variaple*{Access_Specification }
Variable_Name M M (=)
Data { Data } M M(=)

The Current_Time parameter indicates the time at which the InformationReport.request
service primitive was issued.

The Variable_Access_Specification parameter of choice Variable_Name specifies one or more
DLMS named variables — mapped to COSEM interface object attributes — the value of which is
sent by the server.

The Data parameter carries the value of the DLMS named variable(s), in the same order as
the order of the Variable_Access_Specification parameter(s).
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The protocol for the InformationReport service is specified in 7.3.12.

6.18 Client side layer management services: the SetMapperTable.request

Function

The function of the SetMapperTable service is to manage the client SN_MAPPER ASE.

Semantics of the service primitives

There is only one primitive, the .request primitive. It shall provide parameters as follows, see

Table

The M
object |
IEC 62

Use

bU.

Table 60 — Service parameters of the SetMapperTable.request
service primitives

.request

Mapping_Table M

apping_table parameter is mandatory. It contains, ‘the contents of the a
list for the requested server and AA. The structure of the content is defi
056-6-2:2017.

The S

transm
order t

6.19
Table {

ission between the client and the server. The client AP uses this service primi
b enhance the efficiency of the mapping process if SN referencing is used.

Summary of services andLN/SN data transfer service mapping

b1 and Table 62 provide_.a summary of the DLMS/COSEM application layer servid

Table 61 — Summary of ACSE services

tribute
ned in

etMapperTable.request service is inyoked by the client AP to provide mjapping
informTtion to the client SN_MAPPER ASE. This service does not cause an

data
tive, in

es.

Client side Server side
COSEM-OPEN.request COSEM-OPEN.indication
COSEM-OPEN:eonfirm COSEM-OPEN.response
COSEM-RELEASE.request COSEM-RELEASE.indication
COSEM-RELEASE Tonfirm COSEM-RELCEASE TESpONSE
COSEM-ABORT.indication COSEM-ABORT.indication
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Table 62 — Summary of xDLMS services
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Client side

Server side

LN referencing

GET.request

GET.indication

GET.confirm

GET.response

SET.request

SET.indication

SET.co

nfirm

SET.response

ACTION.request

ACTION.indication

ACTION canfirm ACTION respanse
ACCE$S.request ACCESS.indication
ACCE$S.confirm ACCESS.response
EventNotification.indication EventNotification.request
TriggefEventNotificationSending.request -
DataNgtification.indication DataNotification.request
SN referencing
Read.rpquest Read.indication
Read.qonfirm Read.response
Write.rpquest Write.indication
Write.qonfirm Write.response
UnconfirmedWrite.request UncenfirmedWrite.indication
InformationReport.indication InfermationReport.request
DataNgtification.indication DataNotification.request
NOTE | The DataNotification service can be can be‘used in application contexts using either SN referenging or
LN refg¢rencing.
When fthe server uses SN referencing, a mapping between the service primitives usjng LN
refererlcing and SN referencing takes place on the client side. This mapping is specffied in

7.3.9,

(.3.10, 7.3.11 and 7%8.12.
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7 DLMS/COSEM application layer protocol specification

7.1  The control function
711 State definitions of the client side control function
Figure 37 shows the state machine for the client side CF, see also Figure 9.
/ RELEASE.req
INACTIVE m
Trigger EventNotification.req
* / EventNotification.ind
IDLE
OPEN.req I'RELEASE .cnf
/ OPEN.cnf (NOK) A
/ ABORT.ind
/ ABORT. .ind
ASSOCIATION ASSOCIATION
PENDING RELEASE
PENDING
/ ABORT.ind
/ OPEN.cnf (OK) RELEASE.req
ASSOCIATED
GET.req GET .cnf
SET.req SET.cnf
ACTION.req ACTION.cnf
ACCESS.req ACCESS.cnf
EventNotification.ind
DataNotification.ind
IEC
NOTE Pn the statediagrams of the client and server CF, the following conventions are used:
— ser\ice primitives with no “/” character as first character are “stimulants”: the invocation of these prinjitives is
the prigin.of the state transition;
— serVic€ primitives with an “/” character as first character are “outputs” the generation of these prinyitives is
dong onvthe state transition path.

Figure 37 — Partial state machine for the client side control function

The state definitions of the client CF — and of the AL including the CF — are as follows:

INACTIVE In this state, the CF has no activity at all: it neither provides services to the AP nor uses

IDLE

services of the supporting protocol layer.

This is the state of the CF when there is no AA existing, being released, or being
established 3. Nevertheless, some data exchange between the client and server — if the

physical channel is already established — is possible. The CF can handle the EventNotification

service.

3 Note that it is the state machine for the AL: lower layer connections, including the physical connection, are not
taken into account. On the other hand, physical connection establishment is done outside of the protocol.
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NOTE State transitions between the INACTIVE and IDLE states are controlled outside of the
protocol. For example, it can be considered that the CF makes the state transition from
INACTIVE to IDLE by being instantiated and bound on the top of the supporting protocol layer.
The opposite transition happens by deleting the given instance of the CF.

ASSOCIATION The CF leaves the IDLE state and enters this state when the AP requests the establishment of

PENDING an AA by invoking the COSEM-OPEN.request primitive (OPEN.req). The CF may exit this state
and enter either the ASSOCIATED state or return to the IDLE state, and generates the
COSEM-OPEN.confirm primitive, (/OPEN.cnf(OK)) or (/OPEN.cnf(NOK)), depending on the
result of the association request. The CF also exits this state and returns to the IDLE state
with generating the COSEM-ABORT.indication primitive ((ABORT.ind).

ASSOCIATED The CF enters this state when the AA has been successfully established. All xXDLMS services
and APDUs are available in this state. The CF remains in this state until the AP requests the
release of the AA by invoking the COSEM-RELEASE.request primitive (RELEASE.req). The
CF also i i i =
ABORT.indication primitive (/ABORT.ind).

ASSOCIATION The CF leaves the ASSOCIATED state and enters this state when the AP requestsithe release

RELEASE of the AA by invoking the COSEM-RELEASE.request primitive (RELEASE.req). The’CF

PENDING remains in this state, waiting for the response to this request from the server(As.the seryer is
not allowed to refuse a release request, after exiting this state, the CF always ‘enters thg IDLE
state. The CF may exit this state by generating the COSEM-RELEASE.confirm primitive
following the reception of a response from the server or by generating itllocally
(/RELEASE.cnf). The CF also exits this state and returns to the IDLE state with generatipg the
COSEM-ABORT.indication primitive ((ABORT.ind).

7.1.2 State definitions of the server side control function
Figure[38 shows the state machine for the server side CF, see Figure 9.
RELEASE.ind
INACTIVE
EventNotification.reg
InformationReport.req
IDLE
OPEN.ind / RELEASE .r¢s
/ OPEN 188 (NOK) A
/ ABORT.ind
/ ABORT.ind
ASSOCIATION ASSOCIATION
PENDING RELEASE
PENDING
/ ABORT.ind
/ OPEN.res (OK) RELEASE.ind
ASSOCIATED
GET.ind GET .res
Read.ind Read.res SET.ind SET .res
Write.ind Write.res ACTION.ind ACTION .res
Unconfirmed Write.ind ACCESS.ind ACCESS res
InformationReport.req EventNotification.req
DataNotification.req IEC

Fig

ure 38 — Partial state machine for the server side control function
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INACTIVE In this state, the CF has no activity at all: it neither provides services to the AP nor uses

IDLE

services of the supporting protocol layer.

This is the state of the CF when there is no AA existing, being released, or being
established 4. Nevertheless, some data exchange between the client and server — if the

physical channel is already established — is possible. The CF can handle the EventNotification

/ InformationReport services.

ASSOCIATION The CF leaves the IDLE state and enters this state when the client requests the establishment
PENDING of an AA, and the server AL generates the COSEM-OPEN.indication primitive (/OPEN.in
The CF may exit this state and enter either the ASSOCIATED state or return to the IDLE state,

depending on the result of the association request, and invokes the COSEM-OPEN.resp

d).

onse

primitive, (/OPEN.res(OK)) or (/OPEN.res(NOK)). The CF also exits this state and returns to

the IDLE state with generating the COSEM-ABORT .indication primitive (/ABORT.ind).

ASSOCIATED The CF enters this state when the AA has been successfully established. All xDLMS services
and APDUs are available in this state. The CF remains in this state until the client requasts the

ASSO
RELEA
PENDI

7.2
7.2.1

The D
ISO/IE

release of the AA, and the server AL generates the COSEM-RELEASE.ind primitive
(/RELEASE.ind). The CF also exits this state and returns to the IDLE state with generati
COSEM-ABORT.indication primitive ((ABORT.ind).

IATION The CF leaves the ASSOCIATED state and enters this state when the cliept requests th
SE release of an AA, and the server AP receives the COSEM-RELEASE.indication primitive
NG (/RELEASE.ind). The CF remains in this state, waiting that the AP accepts the release

request. As the server is not allowed to refuse a release request, after.exiting this state,

primitive (/ABORT.ind).

The ACSE services and APDUs
ACSE functional units, services and service parameters

| MS/COSEM AL ACSE is based on thé’connection-oriented ACSE, as speci
C 15953 and ISO/IEC 15954.

hg the

the

CF always enters the IDLE state. The CF may exit this state when the' AP accepts the release
of the AA, and invokes the COSEM-RELEASE.response primitive (RELEASE.res). The GF also
exits this state and returns to the IDLE state with generating the COSEM-ABORT.indicafion

ified in

Functipnal units are used to negotiate ACSE user requirements during association

establi

e Ke

shment. Five functional units afé defined:

nel functional unit;

e Authentication functional.unit;

e AS

NOT
tern

D-context negotiation functional unit;

‘Application eontext” is used as in ISO/IEC 8649 / ISO/IEC 8650-1.

e Higher LevehAssociation functional unit; and

e Ne

sted Association functional unit.

The Dl

MS/COSEM AL uses only the Kernel and the Authentication functional unit.

[E 1 ISO/IEC 15953:1999 and ISO/IEC 15954:1999 use the term ‘ASO-context”. In DLMS/CO$EM the

The acse-requirements parameters of the AARQ and AARE APDUs are used to select the

functio

nal units for the association.

The Kernel functional unit is always available and includes the basic services A-ASSOCIATE,
A-RELEASE.

The Authentication functional unit supports authentication during association establishment.
The availability of this functional unit is negotiated during association establishment. This

4 Note that it is the state machine for the AL: lower layer connections, including the physical connection, are not
taken into account. On the other hand, physical connection establishment is done outside of the protocol.
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functional unit does not include additional services. It adds parameters to the A-ASSOCIATE
service.
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Table 63 — Functional Unit APDUs and their fields

Functional
unit

Service

APDU

Field name

Presence

Kernel

A-ASSOCIATE

AARQ

protocol-version
application-context-name
called-AP-title
called-AE-qualifier
called-AP-invocation-identifier

called-AE-invocation-identifier

calling-AP-title

calling-AE-qualifier

calling-AP-invocation-identifier
calling-AE-invocation-identifier
implementation-information

user-information 2)

(carrying an xDLMS Initiatesrequest APDU)
dedicated-key
response-allowed
proposed-quality-of-service
proposed-dims-version-number
propésed-conformance

cliedt-max-receive-pdu-size

< 0O C Cc CcCcCCcCccccc < o

AARE

protocol-version
application-context-name

result

result-source-diagnostic
responding-AP-title
responding-AE-qualifier
responding-AP-invocation-identifier
responding-AE-invocation-identifier
implementation-information
user-information 3)

(carrying an xDLMS initiateResponse APDU)

negotiated-quality-of-service

negotiated-dims-version-number
negotiated-conformance
server-max-receive-pdu-size
vaa-name

(or carrying a confirmedServiceError APDU)

A-RELEASE

RLRQ

reason

user-information

RLRE

reason

user-information

Authentication

A-ASSOCIATE

AARQ

sender-acse-requirements

mechanism-name

CcC Ccl]cclcCclm 2L £ 2Com £ 0CcCcCccCccocg £ £ 0O0Olg £ << © o c
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Functional Service APDU Field name Presence

unit

calling-authentication-value

AARE responder-acse-requirements

mechanism-name

C C C|C

responding-authentication-value

NOTE 1 This table is based on ISO/IEC 15954:1999, Tables 2 and 3. The fields are listed in the order as they
are in the ACSE APDUs.

M
o
U
S

Presence is mandatory

Presence is ACPM nlhfinn
Pszence is ACSE service-user option

Th¢ parameter is selected among other S-parameters as internal response of the server ASE environnpent.

NOTE |2 According to ISO/IEC 15953:1999 the user-information parameter is optional., However,| in the
DLMS/ICOSEM environment it is mandatory in the AARQ / AARE APDUs.

There |are several changes in ISO/IEC 15953:1999 and ISO/IEC 15954:1999 compared to ISO/IEC|8649 /
ISO/IELC 8650-1:

In[ISO/IEC 15954, protocol-version is mandatory in the AARQ and optional in(the AARE. In DLMS/CPSEM it
is kept as mandatory for backward compatibility;

Ingtead of “application-context-name”, “ASO-context-name” is used. In'DLMS/COSEM, “application-pontext-
name” is kept. ISO/IEC 15954, 7.1.5.2 specifies this: the ASO-Gontext-name is optional. If backward
compatibility with older implementations of ACSE is desired, it must.be present. Therefore, in DLMS/COSEM
it is mandatory;

In[ISO/IEC 15954, the result and result-source-diagnostic parameters are optional. ISO/IEC 15954 (7.1.5.8
and 7.1.5.9 specifies this: The Result / Result-source-diagnostic are optional. If backward compatibfility with
older implementations of ACSE is desired, it must be present. Therefore, in DLMS/COSEM these parpmeters
aré mandatory.

Table B3 shows the services, APDUs and-APDU fields associated with the ACSE functional
units, as used by the DLMS/COSEM AL:“\The abstract syntax of the ACSE APDUs is splecified

in Clayse 8.

In genegral, the value of each field-of the AARQ APDU is determined by the parameterg of the
COSEM-OPEN.request service’ primitive. Similarly, the value if each field of the AARE is
determined by the COSEM-OPEN.response primitive. The COSEM-OPEN service is specified

in 6.2.
The figlds of thecAARQ and AARE APDU are specified below. Managing these figlds is
specified in 7.2.44~

protocol-vétsion: the DLMS/COSEM AL uses the default value version 1. For detafils see
ISQ/IEC15954:1999;

2;

NOTE 2 ISO/IEC 15953:1999 and ISO/IEC 15954:1999 use “ASO-context-name”.

called-, calling- and responding- titles, qualifiers and invocation-identifiers: these optional
fields carry the value of the respective parameters of the COSEM-OPEN service. For
details see ISO/IEC 15954:1999;

implementation-information: this field is not used by the DLMS/COSEM AL. For details see
ISO/IEC 15954:1999;

user-information: in the AARQ APDU, it carries an xDLMS InitiateRequest APDU holding
the elements of the Proposed xDLMS_Context parameter of the COSEM-OPEN.request
service primitive. In the AARE APDU, it carries an xDLMS InitiateResponse APDU, holding
the elements of the Negotiated xDLMS Context parameter, or an xDLMS
confirmedServiceError APDU, holding the elements of the xDLMS_ Initiate Error
parameter of the COSEM-OPEN.response service primitive;
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sender- and responder-acse-requirements: this field is used to select the optional
functional units of the AARQ / AARE. In COSEM, only the Authentication functional unit is
used. When present, it carries the value of BIT STRING { authentication (0) }. Bit set:
authentication functional unit selected;

mechanism-name: COSEM authentication mechanism names are specified in 7.2.2.3;
calling- and responding- authentication-value: see 5.2.2.2;

result: the value of this field is determined by the COSEM AP (acceptor) or the
DLMS/COSEM AL (ACPM) as specified below. It is used to determine the value of the
Result parameter of the COSEM-OPEN.confirm primitive:

— if the AARQ APDU is rejected by the ACPM (i.e. the COSEM-OPEN.indication primitive
X X - i jected
(transient)” is assigned by the ACPM;

— |otherwise, the value is determined by the Result parameter of the’ COSEM-
OPEN.response APDU;

resplt-source-diagnostic: this field contains both the Result source-value and the
Didgnostic value. It is used to determine the value of the Failure_Type parameter| of the
COISEM-OPEN.confirm primitive:

— |Result-source value: if the AARQ is rejected by the-A€PM, (i.e. the COSEM-
OPEN.indication primitive is not issued by the DLMS/COSEM AL) the ACPM 4gssigns
the value “ACSE service-provider”. Otherwise, the ACPM assigns the value ACSE
service-user”;

— |Diagnostic value: If the AARQ is rejected by¢the ACPM, the appropriate value is
assigned by the ACPM. Otherwise, the value “is determined by the Failurg_Type
parameter of the COSEM-OPEN.response primitive. If the Diagnostic parameter is not
included in the .response primitive, the ACRM assigns the value “null”.

The parameters of the RLRQ / RLRE APDUs - used when the COSEM-RELEASE service
(see 6J3) is invoked with the parameter Usel'RLRQ_RLRE == TRUE - are specified belpw.

7.2.2 Registered COSEM names

7.2.2.1 General

reason: carries the appropriate value as specified in 6.2;

usgr-information: if present, it'‘carries an xDLMS InitiateRequest / InitiateResponse APDU,
holding the elements of the”Proposed xDLMS Context / Negotiated xDLMS_Context
parameter of the COSEM-RELEASE.request / .response service primitive respectively.
Se¢ 6.2.

Within|lan OSkenvironment, many different types of network objects must be identifigd with
globally unambiguous names. These network objects include abstract syntaxes, tfansfer
syntaxgs;application contexts, authentication mechanism names, etc. Names for| these
objects—m—most—cases—are—assigned—by—the—comnrittee—devetoping—the—particutar basic
ISO standard or by implementers’ workshops, and should be registered. For DLMS/COSEM,
these object names are assigned by the DLMS UA, and are specified below.

The decision no. 1999.01846 of OFCOM, Switzerland, attributes the following prefix for object
identifiers specified by the DLMS User Association.

{ joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8) }

values, and also identify the corresponding primary integer value.

NOTE As specified in ITU-T X.660 A.2.4, for historical reasons, the secondary identifiers ccitt and joint-iso-ccitt
are synonyms for itu-t and joint-iso-itu-t, respectively, and thus may appear in ASN.1 OBJECT IDENTIFIER

For DLMS/COSEM, object identifiers are specified for naming the following items:
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e COSEM application context names;
e COSEM authentication mechanism names;

e cryptographic algorithm IDs.
7.2.2.2 The COSEM application context

In order to effectively exchange information within an AA, the pair of AE-invocations shall be
mutually aware of, and follow a common set of rules that govern the exchange. This common
set of rules is called the application context of the AA. The application context that applies to
an AA is determined during its establishment.

An AA has only one application coniext. However, the set of rules that make pp the
applicgtion context of an AA may contain rules for alteration of that set of rules iduring the
lifetimeg of the AA.

The following methods may be used:

o ideftifying a pre-existing application context definition;

e tramsferring an actual description of the application context.

In the [COSEM environment, it is intended that an application’ ,Context pre-exists and it is
refererjced by its name during the establishment of an AA.‘The application context name is
specified as OBJECT IDENTIFIER ASN.1 type. COSEM ‘identifies the application ¢ontext
name by the following object identifier value:

COSEM_Application_Context_Name::=

{joint-Iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8) appligation-
context(1) context_id(x)}

The meganing of this general COSEMapplication context is:
o thefe are two ASEs present'within the AE invocation, the ACSE and the xXDLMS ASH;
o the|xDLMS ASE is as it is specified in IEC 61334-4-41:1996

NOTE With the COSEM extensions to DLMS, see 4.2.4.
o the|transfer syntax-is A-XDR.

The specific conitext_id-s and the use of ciphered and unciphered APDUs are shpwn in
Table §4:

Table 64 — COSEM application context names

Application context name context_id Unciphered Ciphered

APDUs APDUs
Logical_Name_Referencing_No_Ciphering::= context_id(1) Yes No
Short_Name_Referencing_No_Ciphering::= context_id(2) Yes No
Logical_Name_Referencing_With_Ciphering::= context_id(3) Yes Yes
Short_Name_Referencing_With_Ciphering::= context_id(4) Yes Yes

In order to successfully establish an AA, the application-context-name parameter of the AARQ
and AARE APDUs should carry one of the “valid” names. The client proposes an application
context name using the Application_Context_Name parameter of the COSEM-OPEN.request
primitive. The server may return any value; either the value proposed or the value it supports.
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7.2.2.3 The COSEM authentication mechanism name

Authentication of the client, the server or both is one of the security aspects addressed by the
DLMS/COSEM specification. Three authentication security levels are specified:

e no security (Lowest Level Security) authentication, see 5.2.2.2.2;

e Low Level Security (LLS) authentication, see 5.2.2.2.3;

e High Level Security (HLS) authentication, see 5.2.2.2.4.

DLMS/COSEM identifies the authentication mechanisms by the following general object
identifier value:

COSEM_Authentication_Mechanism_Name::=

{joint-fso-ccitt(2) country(16) country-name(756) identified-organization(5) DEMS{UA(8)
authentication_mechanism_name(2) mechanism_id(x)}

The vglue of the mechanism_id element selects one of the security) mechanisms spegcified,
see Taple 65:

Table 65 — COSEM authentication mechanism names

COSEM_lowest_level_security_mechanism_name::= mechanism_id(0
COSEM_low_level_security_mechanism_name::= mechanism_id(1
COSEM_high_level_security_mechanism_name::= mechanism_id(2
COSEM_high_level_security_mechanism_name _ using_MD5::= mechanism_id(3

COSEM_high_level_security_mechanism_name: using_SHA-1:: mechanism_id(4

COSEM_high_level_security_mechanism_-name_using_GMAC:: mechanism_id(5

COSEM_high_level_security_mechanism’_name_using_SHA-256::= mechanism_id(6

(0)
(1)
(2)
(3)
(4)
(5)
(6)
(7)

COSEM_high_level_security_meehanism_name_using_ECDSA::= mechanism_id(7

NOTE [I  With mechanism_id(2), the'method of processing the challenge is secret.

NOTE P The use of authentication mechanisms 3 and 4 are not recommended for new implementations.

When [the Authentication_Mechanism_Name is present in the COSEM-OPEN servige, the
authenttication functional unit of the A-ASSOCIATE service shall be selected. The progess of
LLS and HLS-authentication is described in 5.2.2.2 and in 5.7.3.

7.2.2.4 Cryptographic algorithm ID-s

Cryptographic algorithm IDs identify the algorithm for which a derived secret symmetrical key
will be used. See 5.3.4.6.5.

Cryptographic algorithms are identified by the following general object identifier value:

COSEM_Cryptographic_Algorithm_Id::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
cryptographic-algorithms (3) algorithm_id(x)}

The values of the algorithm_id-s are shown in Table 66. See also Table 8.
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Table 66 — Cryptographic algorithm ID-s

COSEM_cryptographic_algorithm_name_aes-gcm-128::= algorithm_id(0)
COSEM_cryptographic_algorithm_name_aes-gcm-256::= algorithm_id(1)
COSEM_cryptographic_algorithm_name_aes-wrap-128::= algorithm_id(2)
COSEM_cryptographic_algorithm_name_aes-wrap-256::= algorithm_id(3)

7.2.3 APDU encoding rules

mation
bnse /
confirmedServiceError APDU as appropriate, encoded in A-XDR, and then)éncodipg the
resultinig OCTET STRING in BER.

Examples for AARQ/AARE APDU encoding are given in Annex D

7.2.3.2 Encoding of the xDLMS APDUs

The xOQLMS APDUs shall be encoded in A-XDR, as specified-in [IEC 61334-6.

7.2.3.3 XML

Depenfling on the parametrization of the “Push setup” object the DataNotification APDU can
be encpded as an XML document using the XML;schema specified in Clause 9.

NOTE [The use of XML to encode the other APDUs_js not in the Scope of this document.
7.2.4 Protocol for application association establishment

7.2.4.1 Protocol for the establishment of confirmed application associations

AA esjablishment using the A-Associate service of the ACSE is the key element of QOSEM
interoperability. The participants of an AA are:

e aclient AP, proposing AAs; and
e asprver AP, aecepting them or not.

NOTE 1| To support multicast and broadcast services, an AA can also be established between a client AP and a
group of| server-APRs.

Figure|39¢gives the MSC for the case, when:

o the COSEM-OPEN.request primitive requests a confirmed AA;
e the connection of the supporting lower layers is required for the establishment of this AA.

A client AP that desires to establish a confirmed AA, invokes the COSEM-OPEN.request
primitive of the ASO with Service_Class == Confirmed. Note, that the PH layer has to be
connected before the COSEM-OPEN service is invoked. The response-allowed parameter of
the xDLMS InitiateRequest APDU is set to TRUE. The client AL waits for an AARE APDU,
prior to generating the .confirm primitive, with a positive — or negative — result.

The client CF enters the ASSOCIATION PENDING state. It examines then the
Protocol _Connection_Parameters parameter. If this indicates that the establishment of the
supporting layer connection is required, it establishes the connection. The CF assembles then
— with the help of the xDLMS ASE and the ACSE - the AARQ APDU containing the
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parameters of the COSEM-OPEN.request primitive received from the AP and sends it to the
server.

The CF of the server AL gives the AARQ APDU received to the ACSE. It extracts the ACSE
related parameters then gives back the control to the CF. The CF passes then the contents of
the user-information parameter of the AARQ APDU - carrying an xDLMS InitiateRequest
APDU - to the xDLMS_ASE. It retrieves the parameters of this APDU, then gives back the
control to the CF. The CF generates the COSEM-OPEN.indication to the server AP with the
parameters of the APDU received and enters the ASSOCIATION PENDING state.

NOTE 2 Some service parameters of the COSEM-OPEN.indication primitive (address information,
User_Information) do not come from the AARQ APDU, but from the supporting layer frame carrying the AARQ
APDU. Ih some communication profiles, the Service_Class parameter of the COSEM-OPEN service is linked to the
frame type of the supporting layer. In some other communication profiles, it is linked to the response-allowed field
of the xIDLMS-Initiate.request APDU. See also Annex A.

NOTE 3| The ASEs only extract the parameters; their interpretation and the decision whether the-proposed AA can
be accepted or not is the job of the server AP.
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Figure 39 — MSC for successful AA establishment preceded by a
successful lower layer connection establishment

The server AP parses the fields of the AARQ APDU as described below.

Fields of the Kernel functional unit:

IEC
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Fields pf the authentication functional unit (when present):

application-context-name: it carries the COSEM_Application_Context Name the client
proposes for the association;

calling-AP-title: when the proposed application context uses ciphering, it shall carry the
client system title. If a client system title has already been sent during a registration
process, like in the S-FSK PLC profile, the calling-AP-title field shall carry the same
system title. Otherwise, the AA shall be rejected and appropriate diagnostic information
shall be sent;

calling-AE-invocation-identifier: this field supports the client user identification process;
see |[EC 62056-6-2:2017, 5.3.2;

calling-AE-qualifier: This field can be used to transport the public key certificate of the
digjtal signature key of the client

serjder-acse-requirements:

a) [if not present or present but bit 0 = 0, then the authentication fungtional unit|is not
selected. Any following fields of the authentication functional unit¢n@y be ignored

b) |if present and bit 0 = 1 then the authentication functional unit_iS)selected;

mechanism-name: it carries the COSEM_Authentication_Mechanism_Name the| client
proposes for the association;

calling-authentication-value: it carries the authentication yalue generated by the cliept.

If the|value of the mechanism-name or the calling-authentication-value fields are not

acceptpble then the proposed AA shall be refused.

When |the parsing of the fields of the Kernel and the authentication functional pnit is
complgted, the server continues with parsing\.the parameters of the xDLMS InitiateRequest

APDU,| carried by the user-information fieldof the AARQ:

dedicated-key: it carries the dedicated key to be used in the AA being established;

response-allowed: If the propased AA is confirmed, the value of this parameter is| TRUE
(deffault), and the server shall.send back an AARE APDU. Otherwise, the server shall not
respond. See also Annex A.

proposed-dims-version-number, see 4.2.4;
proposed-conformance, see 7.3.1;

clignt-max-receive-pdu-sizes, see 4.2.4.

If all ¢lements of the proposed AA are acceptable, the server AP invokes the COSEM-

OPEN/responise service primitive with the following parameters:

Application Context Name: the same as the one proposed;

Result: accepted;
Failure_Type: Result-source: acse-service-user; Diagnostic: null;

Responding_AP_title: if the negotiated application context uses ciphering, it shall carry the
server system title. If a server system title has already been sent during a registration
process, like in the case of the S-FSK PLC profile, the Responding_AP_Title parameter
shall carry the same system title. Otherwise, the AA shall be aborted by the client;

Responding_AE_Qualifier: This field can be used to transport the public key certificate of
the digital signature key of the server;

Fields of the AARE authentication functional unit:
— (Responder_)ACSE_Requirements:

i) when no security (Lowest Level Security) authentication or Low Level Security
(LLS) authentication is used, this field shall not be present, or if present, bit 0
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(authentication) shall be set to 0. Any following fields of the authentication
functional unit may be ignored;

ii) when High Level Security (HLS) authentication is used, this field shall be present
and bit 0 (authentication) shall be set to 1;

— Security_Mechanism_Name: it shall carry the COSEM_Authentication_Mechanism_
Name negotiated;

— Responding_Authentication_Value: it carries the authentication value generated by the
server (StoC).

e Negotiated xDLMS_context.

The CE all e—xL S-ASE and the ACSE — and
sends |t to the client AL via the supporting lower layer protocols, and enters the ASSOCIATED
state. The proposed AA is established now, the server is able to receive xDLMS data transfer
servicg request(s) — both confirmed and unconfirmed — and to send responses to cornfirmed
servicg requests within this AA.

At the [client side, the parameters of the AARE APDU received are extracted with the help of
the AQSE and the xDLMS ASE, and passed to the client AP via they)COSEM-OPEN.gonfirm
servicg primitive. At the same time, the client AL enters the ASSOCIATED state. Thg AA is
established now with the application context and xDLMS context hegotiated.

If the gpplication context proposed by the client is not acceptable or the authentication| of the
client is not successful, the COSEM-OPEN.response primitive is invoked with the fo[lowing
parameters:

e Application_Context_Name: the same as theohe proposed, or the one supported [by the
serper;

e Result: rejected-permanent or rejected-transient;

e Failure_Type: Result-source: acse-service-user; Diagnostic: an appropriate value;

e Useér_Information: an xXDLMS InjtiateResponse APDU with the parameters of the XxXDLMS
context supported by the server,

If the @pplication context proposed by the client is acceptable and the authentication| of the
client is successful but the xDLMS context cannot be accepted, the COSEM-OPEN.reg$ponse
primitive shall be invokedwwith the following parameters:

e Application_Context! Name: the same as the one proposed;

o Result: rejected-permanent or rejected-transient;

o Faijure_Type: Result-source: acse-service-user; Diagnostic: no-reason-given;

o xDILMS&\ Inhitiate Error, indicating the reason for not accepting the proposed xDLMS
cortext:

In these two cases, upon invocation of the .response primitive, the CF assembles and sends
the AARE APDU to the client via the supporting lower layer protocols. The proposed AA is not
established, the server CF returns to the IDLE state.

At the client side, the parameters of the AARE APDU received are extracted with the help of
the ACSE and the xDLMS_ASE, and passed to the client AP via the COSEM-OPEN.confirm
primitive. The proposed AA is not established, the client CF returns to the IDLE state.

The server ACSE may not be capable of supporting the requested association, for example if
the AARQ syntax or the ACSE protocol version are not acceptable. In this situation, it returns
a COSEM-OPEN.response primitive to the client with an appropriate Result parameter. The
Result Source parameter is appropriately assigned the symbolic value of “ACSE service-
provider’. The COSEM-OPEN.indication primitive is not issued. The association is not
established.
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7.2.4.2 Repeated COSEM-OPEN service invocations

If a COSEM-OPEN.request primitive is invoked by the client AP referring to an already
established AA, then the AL locally and negatively confirms this request with the reason that
the requested AA already exists. Note, that this is always the case for pre-established AAs;
see 7.2.4.4.

If, nevertheless, a server AL receives an AARQ APDU referencing to an already existing AA,
it simply discards this AARQ, or, if it is implemented, it may also respond with the optional
ExceptionResponse APDU.

7.2.4.3____Establishment of unconfirmed application associations

A client AP that desires to establish an unconfirmed AA, invokes the COSEM-OPEN request
primitiye of the ASO with Service_Class == Unconfirmed. The response-allowed parameter of
the xDLMS InitiateRequest APDU, carried by the user-information parametercof-the AARQ is
set to FALSE. The client AL does not wait any response from the server: thel=confirm piimitive
is locally generated. Otherwise the procedure is the same as in the case ©f’the establighment
of confirmed AAs.

As the| establishment of unconfirmed AAs does not require the server AP to respond|to the
associgtion request coming from the client, in some cases — far éxample in the case ¢f one-
way communications or broadcasting — the establishment&of  unconfirmed AA is the only
possib|lity.

After the establishment of an unconfirmed AA, xDLMS data transfer services using LN
refererjcing can be invoked only in an unconfirmed.manner, until the association is relpased.
With SN referencing, only the UnconfirmedWrite service can be used.

7.24.4 Pre-established application associations

The pyrpose of pre-established AAs is~to simplify data exchange. The AA establishmgnt and
releas¢ phases (phases 1 and 3xen Figure 4), using the COSEM-OPEN and COSEM-
RELEASE services are eliminated and only data transfer services are used.

This dgcument does not specify how to establish such AAs: it can be considered, that tlis has
already been done. Pre-established AAs can be considered to exist from the momegnt the
lower Ipyers are able to(transmit APDUs between the client and the server.

As for pll AAs, the'logical devices contain an Association LN / SN interface object for the pre-
established asgsogiations, too.

A pre-gstablished AA can be either confirmed or unconfirmed (depending on the way| it has
been pfre-established).

A pre-established AA cannot be released.

7.2.5 Protocol for application association release
7.2.51 Overview

An existing AA can be released gracefully or non-gracefully. Graceful release is initiated by
the client AP. Non-graceful release takes place when an event unexpected by the AP occurs,
for example a physical disconnection is detected.

7.2.5.2 Graceful release of an application association

DLMS/COSEM provides two mechanisms to release AAs:
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e by disconnecting the supporting layer of the AL;
e by using the ACSE A-Release service.

The first mechanism shall be supported in all profiles where the supporting layer of the AL is

connection oriented.

EXAMPLE The 3-layer, HDLC based, connection oriented profile.

To release an AA this way, the COSEM-RELEASE service shall be invoked with the
Use_RLRQ_RLRE parameter not present or FALSE. Disconnecting the supporting layer shall

release all AAs built on that supporting layer connection.

The sgcond mechanism can be used to release an AA without disconnecting the sup
layer. |t shall be supported in all profiles when the supporting layer is connectiontess.
be alsp used when the supporting layer is connection-oriented but the connection

borting
It may
is not

managed by the AL, or disconnection of the supporting layer is not practical becaus¢ other
applicgtions may use it, or when there is a need to secure the COSEM-RELEASE servige. It is

the onlly way to release unconfirmed AAs.

To release an AA in this way, the COSEM-RELEASE service shall be invoked w|
Use_RLRQ_RLRE parameter = TRUE. As specified in 6.3, the COSEM-RELEASE servi

th the
ce can

be sequred by including a ciphered xDLMS InitiateRequest {4nitiateResponse in the user-

information field of the RLRQ / RLRE APDUs respectively, thus preventing a potential
of servjice attack.

denial

An exgmple for releasing an AA using the ACSE A-RELEASE service is shown in Figure 40.
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n Figure 40 to Figure 42.

Figure 40 — Graceful AA release using the A-RELEASE service
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t to the(server. If the AA to be released has been established with a ciphered c
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ent CF
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When the server AL CF receives the RLRQ APDU, it checks first if the user-information field
contains a ciphered xDLMS InitiateRequest APDU. If so, it tries to decipher it. If this is
successful, it enters the ASSOCIATION RELEASE PENDING state and generates a COSEM-
RELEASE.indication primitive with Use_ RLRQ_RLRE == TRUE. Otherwise, it silently discards
the RLRQ APDU and stays in the ASSOCIATED state.

The .response primitive is invoked by the server AP to indicate if the release of the AA is
accepted or not, but only if the AA to be released is confirmed. Note, that the server AP
cannot refuse a release request. Upon reception of the .response primitive the server AL CF
constructs a RLRE APDU and sends it to the client. If the RLRQ APDU contained a ciphered
xDLMS InititateRequest APDU then the RLRE APDU shall contain a ciphered xDLMS
InitiateResponse APDU. The server AL CF returns to the IDLE state.

The .confirm primitive is generated by the client AL CF when the RLRE APDU is received.
The supporting layer is not disconnected. The client AL CF returns to the IDLE state.
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If the RLRE APDU received contains a ciphered xDLMS InitiateResponse APDU but it cannot
be deciphered, then the RLRE APDU shall be discarded. It is left to the client to cope with the
situation.

Figure 41 gives an example of graceful releasing a confirmed AA by disconnecting the
corresponding lower layer connection.

Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs are in ASSOCIATED state, Lower Layer connection(s) are established

QOSEM-RELEASE req
 EEE——
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>

iX-DISCONNECT.‘in

Server AL)CF is in ASSOCIATION
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COSEM-RELEASELir{d
>
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XX-DISCONNECT.res
XX-DISCONNECTenf o —— ——

B PEmm— —
QOSEM-RELEASE. cnf Server AL CF is in
. IDLE state
Client Supporting Server Supporting
Layer connectionis Layer connection is
DISCONNECTED DISCONNECTED

Client AL CF is in
IDLE state

The AA is released, Lower Layer connection(s) are disconnected

| | | [ ] ] ]
IEC

Figure\41 — Graceful AA release by disconnecting the supporting layer

A client AR-that desires to release an AA not using the A-RELEASE service, invokes the
COSEM=RELEASE.request primitive with Use RLRQ RLRE == FALSE or not present. The
client AL CF enters the ASSOCIATION RELEASE PENDING state.

In communication profiles where the RLRQ service is mandatory, invoking the .request
primitive with no Use_ RLRQ_RLRE or with Use_ RLRQ_RLRE == FALSE may lead to an
error: the .request shall be locally and negatively confirmed. The client AL CF returns to the
IDLE state.

When the client AL CF receives the .request primitive, it sends an XX-DISCONNECT.request
primitive to the server.

When the server AL CF receives the XX-DISCONNECT.request primitive, the CF enters the
ASSOCIATION RELEASE PENDING state. The COSEM-RELEASE.indication primitive is
generated by the server AL CF with Use_RLRQ_RLRE == FALSE or not present.
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The COSEM-RELEASE.response primitive is invoked by the server AP to indicate if the
release of the AA is accepted or not. Note, that the server AP cannot refuse a release
request. Upon reception of this primitive, the server AL CF sends an XX-
DISCONNECT.response primitive to the client and returns to the IDLE state.

The COSEM-RELEASE.confirm primitive is generated by the client AL when the XX-
DISCONNECT.confirm primitive is received. The supporting layer is disconnected. The client
AL CF returns to the IDLE state.

7.2.5.3 Non-graceful release of an application association

Various_events may result in a non-graceful release of an AA: detection of the disconnection
of any [ower layer connection (including the physical connection), detecting a local erfof, etc.

Non-grnaceful release — abort — of an AA is indicated to the COSEM AP with_the-help| of the
COSEM-ABORT service. The Diagnostics parameter of this service indicates the reagon for
the non-graceful AA release. The non-graceful release of AA is not selectiveif it happgns, all
the existing association(s) — except the pre-established ones — shall be aborted.

Figure|42 shows the message sequence chart for aborting the AA,(due to the detection of a
physical disconnection.

Client Client Server Server
Cliept application supporting Client Sefver supporting application S¢rver
applicdtion layer protocol physical Channel physical protocol layer appljcation
procgss control layer layer layer layer control prdcess
function (XX) (XX) function

Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established

Physical
connection
breaks

XX- XX-
\ DISCONNECT]
cosem. [DISCONNECT | m—— nd COSEM-
ABORT.ind_|« . - »_ ABORT.inq
y Lower protocol layer connection(s) are aborted N

Client Application Server Application
layer CF is in IDLE layer CF is in IDLE
state state

The application association is non-gracefully released (aborted)

IEC

Figure 42 — Aborting an AA following a PH-ABORT.indication

7.3 Protocol for the data transfer services
7.3.1 Negotiation of services and options — the conformance block

The conformance block allows clients and servers using the same DLMS/COSEM protocol,
but supporting different capabilities to negotiate a compatible set of capabilities so that they
can communicate. It is carried by the DLMS_Conformance parameter of the COSEM-OPEN
service.

In DLMS/COSEM none of the services or options are mandatory: the ones to be used are
negotiated via the COSEM-OPEN service (the proposed-conformance parameter of the
xDLMS InitiateRequest APDU and the negotiated-conformance parameter of the xDLMS
InitiateResponse APDU). An implemented service shall be fully conforming to its specification.
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If a service or option is not present in the negotiated conformance block, it may not be
requested by the client.

The xDLMS conformance block can be distinguished from the DLMS conformance block
specified in IEC 61334-4-41:1996 by its tag: APPLICATION 31. It is shown in Table 67.

Table 67 — xDLMS Conformance block

glc:)r;flfgrintance Reserved LN referencing SN referencing
0 X
4 generalprotection! general-protection
2 general-block-transfer general-block-transfer
3 read
4 write
5 unconfirmed-wfite
6 X
7 X
8 attribute0-supported-with-set
9 priority-mgmt-supported
10 attribute0-supported-with-get
11 block-transfer-with-get-or-read block-transfer-with-get-or-read
12 block-transfer-with-set-or-write. block-transfer-with-set-or-write
13 block-transfer-with-action
14 multiple-references multiple-references
15 information-report
16 data-notification data-notification
17 access
18 parameterized-access
19 det
PO set
P 1 selective-access
P2 event-notification
P3 action
1 g_er(-_:‘ral-protection includes general-glo-ciphering, general-ded-ciphering, general-ciphering and ggneral-
sighing«

7.3.2 Confirmed and unconfirmed service invocations

In general, data transfer services may be invoked in a confirmed or an unconfirmed manner.
The time sequence of the service primitives corresponds to:

e Figure 35 item a) in case of confirmed service invocations; and

e Figure 35 item d) in case of unconfirmed service invocations.

A client AP that desires to access an attribute or a method of a COSEM interface object

invokes the appropriate .request service primitive. The client AL constructs the APDU
corresponding to the .request primitive and sends it to the server.
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The server AP, upon receipt of the .indication primitive, checks whether the service can be
provided or not (validity, client access rights, availability, etc.). If everything is OK, it locally
applies the service required on the corresponding “real” object. In the case of confirmed
services, the server AP invokes the appropriate .response primitive. The server AL constructs
the APDU corresponding to the .response primitive and sends it to the server. The client AL
generates the .confirm primitive.

If a confirmed service request cannot be processed by the server AL — for example the
request has been received without establishing an AA first, or the request is otherwise
erroneous — it is either discarded, or when possible, the server AL responds with a
ConfirmedServiceError APDU, or, when implemented, with an ExceptionResponse APDU.
These APDUs may contain diagnostic information about the reason of not being able to
procesp the request. They are defined in Clause 8.

Within [confirmed AAs, client/server type data transfer services can be invoked in a confirmed
or unconfirmed manner.

Within| unconfirmed AAs, client/server type data transfer services may-be invoked| in an
uncom]rmed manner only. With this, collisions due to potential multipte.responses in the case

of multicasting and/or broadcasting can be avoided.

In the| case of unconfirmed services, three different kinds™of destination addresses are
possible: individual, group or broadcast. Depending on the' destination address type, the
receivipg station shall handle incoming APDUs differentlyjsas follows:

e XXtAPDUs with an individual address of a COSEM logical device. If they are regceived
within an established AA they shall be sent.to'the COSEM logical device addrnessed,
otherwise they shall be discarded;

o XXtAPDUs with a group address of a greup of COSEM logical devices. These shall be
serlt to the group of COSEM logical devices addressed. However, the message rgceived
shgll be discarded if there is no AA established between a client and the group of GOSEM
log|cal devices addressed;

o XXtAPDUs with the broadcast- address shall be sent to all COSEM logical devices
addressed. However, the-‘message received shall be discarded if there is po AA
estpblished between a client' and the All-station address.

NOTE Pnconfirmed AA-s between a client and a group of logical devices are established with a COSEM-OPEN

service |with Service_Class \== Unconfirmed and a group of logical device addresses (for example broadcast
address).

7.3.3 Protocolfor the GET service

When [the ,client AP desires to read the value of one or more COSEM interface |object
attribules’, it-Uses the GET service.

As explained in 6.6, the encoded form of the request shall always fit in a single APDU.

On the other hand, the result may be too long to fit in a single APDU. In this case, either the
service-specific or the general block transfer mechanism may be used. It is negotiated via bit
2 or bit 11 of the conformance block; see 7.3.1.

NOTE In some DLMS/COSEM communication profiles segmentation is available to transfer long APDUs.

The GET service primitive types and the corresponding APDUs are shown in Table 68.
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GET .req / .ind Request APDU Response APDU GET .res / .cnf
Get-Response-Normal NORMAL
NORMAL Get-Request-Normal Get-Res With.
ponse-With-Datablock
with Last-Block = FALSE ONE-BLOCK
Get-Response-With-Datablock
with Last-Block = FALSE ONE-BLOCK
NEXT Get-Request-Next
Get-Response-With-Datablock
with Last-Block = TRUE LAST-BLOCK
Get-Response-With-List WITH-LIST
WITH-LIST Get-Request-With-List Get-Res -With-
ponse-With-Datablock )
with Last-Block = FALSE ONE-BRQFH
Figure|43 shows the MSC for a confirmed GET service in the case of success, withouft block
transfer.
Client Server
Client Client supporting supporting Server Yerver
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layeronnection(s) established

GET.req NORMAL

»

(LN Reference)

XX-DATA.req

»

XX-DATA.ind

(Get-Request-Normal) ~

XX-DATA.req

(Get-Request-Normal)

GET.ind NORMAL

(LN Reference) [

GET.res NORMAL

<

A

XX-DATA.ind s ———€

GET.cnf NORMAL ¢

(Success, Data)

L T1

Figure
returne

d in three blocks.

— |

(Get-Resp-Normal)

(Get-Resp-Normal)

—

Figure 43 — MSC of the GET service

44 shows the MSE-of a confirmed GET service in the case of success, with the

(Success, Data)

I I

IEC

result
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Client
AP

Client Server
Client supporting supporting Server Server
AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established

GET.req NORMAL

»

> XX-DATA.
(LN Reference) GetRequestNoma > — — — —— — _ R XX-DATAind | GET.nd NORMAL
(Get-Request-Normal) (LN Reference)
_ GET.res ONE-BLOCK
) < XX-DATA.req “(LAST=FALSE,Block #1
XX-DATAind |, _ _———— < - RVYET ) )
< GET.onf ONE-BLOCK (ot RespWith ¢ (Get-Resp-With raw-data)
(JAST=FALSE,BIOCK 7T, Datablock)
raw-data)
GET.req NEXT q YX.DATA
(Block #1) > -DATAreq | ,
GetRequest-Next) > — —————— XX-DATA.ind _
(Get-Request-Nex!) > (Get-Request-Next) GET.ind NEXT |
(BIock#1) >
_ GET.res ONE-BLOCK
) « XX-DATAreq “ILAST=FALSE, Block #2
XX-DATAind |, _ _———— < - T ) ,
< BET.onf ONE-BLOCK _ *—(GatResp Wit ¢ (GetRespWin- ¢ raw-data)
{UAST=FALSE, Block #2, Datablock) atablock) ]
raw-data)
GET.req NEXT o YX.DATA
(Block#2) ™ e > — — — XX-DATAGINE
(Get-Request-Nex!) T (Get—Reques't—Next) > GET.ind NEXT >
(Block #2)
GET.res LAST-BLOCK|
SX.DATA ind QY XXDATA Ieq :(LASTr=e'Is'RUE, Block #3
<BEToNfLAST-BLOCK ¢ —(GetRespwith: € . (G‘?E;'Ft‘eslp'vll“th' raw-data)
“{IAST=TRUE, Block #3, Datablock) atablock)
raw-data)
— 11 I [ ] [ ] I CI—1
IEC
Figure 44 — MSC of the GET service with block transfer
The GIET.request primitive is invoked with Request Type == NORMAL or WITH-LIST as
appropriate. As in this case the data to be returned is too long to fit in a single APOU, the
server|AP sends it in blocks. First,the data is encoded, as if it would fit into a single APPDU:
o if the value of a single attribute was requested, only the type and value shall be epcoded
(D4ta). If the Data cannot be delivered, the response shall be of type GET-NORMAL with
Dafa_Access_Result;

o ift

forleach attribute, either Data or Data_Access_Result.

e value of allist of attributes was requested, then the list of results shall be en

coded:

The result is-a series of bytes, B4, By, Bj,...., By. The server may generate the complete
response-upon receipt of the first GET.indication primitive or dynamically (on the fly).

The server AP assembles then a DataBlock G structure:

e Last Block == FALSE;

e Block_Number ==1;

e Result (Raw_Data) == the first K bytes of the encoded data: B4, By, Bj,...., Bk.

It is recommended to start the numbering of the blocks from 1.

The server AP

Response_Type == ONE-BLOCK carrying this DataBlock-G structure.

invokes then the GET-RESPONSE-ONE-BLOCK service primitive with

Upon reception of the .response primitive, the server AL builds a Get-Response-With-
Datablock APDU carrying the parameters of the .response primitive and sends it to the client.
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Upon reception of this APDU, the client AL generates a .confirm primitive with
Response_Type == ONE-BLOCK. The client AP is informed now that the response is provided
in several blocks. It stores the data block received (B4, By, Bs,...., Bk), then acknowledges its
reception and asks for the next one by invoking a GET-REQUEST-NEXT service primitive.
The block number shall be the same as the block number of the data block received. The
client AL builds a Get-Request-Next APDU and sends it to the server.

When the server AL invokes the GET.indication primitive with Request_Type == NEXT, the

server AP prepares and sends the next data block, including By, Bk+2, Bk+3zs----, B, with
block-number == 2. This exchange of sending data blocks and acknowledgements continues
until the last data block, carrying By, Bpy+1, Bpeos---» By is sent. The last GET.response

primitive is invoked with Response Type == LAST-BLOCK: in the DataBlock-G structure
Last_Block == TRUE. This last data block is not acknowledged by the client.

Throudhout the whole procedure, the Invoke_ld and the Priority parameters shall be the¢ same
in each primitive.

If duripg a long data transfer the server receives another service ¢equest, it is perved
accordjng to the priority rules and the priority management settings~(Conformance blpck bit
9).

If any ¢rror occurs during the long data transfer, the transfer is*aborted. The error caseg are:

a) The server is not able to provide the next block of data for any reason. In this cage, the
seniver AP shall invoke a GET-RESPONSE-LAST:BLOCK service primitive. The |Result
pafjameter shall contain a DataBlock_G structure with:

o [Last_Block == TRUE;
e |Block_Number == number of the block:cenfirmed by the client +1;
o |[Result == Data_Access_Résult, indicating the reason of the failure.

b) The¢ Block_Number parameter in a GET-REQUEST-NEXT service primitive is not efjual to
thel number of the previous block({sent by the server. The server interprets this, as if the
clignt would like to abort the shgoing transfer. In this case, the server AP shall inyoke a
GE|T-RESPONSE-LAST-BLOCK service primitive. The Result parameter shall conptain a
DafaBlock_G structure with:

o [Last Block ==TRUE;
¢ |Block_Number=="equal to the block number received from the client;

e |Result == Data-Access-Result, long-get-aborted.

c) The server may receive a Get-Request-Next APDU when no long data transfer is in
progress=In this case, the server AP shall invoke a GET-RESPONSE-LAST-BLOCK
serjvice\primitive. The Result parameter shall contain a DataBlock_G structure with:

° L ast-block == TR’IIF;

e Block-Number == equal to the block number received from the client;
e Result == Data-Access-Result, no-long-get-in-progress.

d) The block number sent by the server is not equal to the next in sequence. In this case, the
client shall abort the block transfer (see case b).

If, in the error cases above, the server is not able to invoke a GET-RESPONSE-LAST-BLOCK
service primitive for any reason, it shall invoke a GET-RESPONSE-NORMAL service
primitive, with the Data-Access-Result parameter indicating the reason of the failure. The
server shall send a Get-Response-Normal APDU.

The MSC for error case b), long get aborted, is shown in Figure 45:
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Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established )
GET.req NORMAL XX.DATA
P - .re o
(LN Reference) GotRequsstNoma > — — = — — — _ R XX-DATAind |  GETind NORMAL
(Get-Request-Normal) (LN Reference)
_ GET.res ONE-BLOCK
XXDATAINd |, o — < é(ﬁ-';ATAvae_?h “CAST=FALSE Block #1,
GET.cnf ONE-BLOCK _ *GotRespWit € (Ger-Resp-with- raw-data)
iLm—rHLOE,DIUbI\ T+, Datab|ock)
raw-data)
GET.req NEXT - XXDATA
(Block #3) 4 a -req > ’
Get-Request-Next) | ~ —~————— 35 XX-DATA.ind N _

¢ d ) "I (Get-Request-Next) . GET.ind NEXT |
(Block #3) d

YX.DATA _ GET.res ONE-BLOCK

; _ <€ - -req (CAST=TRUE, Block #3

SET onf ONE-BLOCK  [M—DATA.ind «———"" "~ (Get-Resp-With- |V Data-Access-Result =

<P (Get-Resp-With- Datablock)
(LAST=TRUE, Block #3, Datablock) ] long-get-aborted)

Data-Access-Result =
long-get-aborted)

/M — ] [ ] — I I

7.3.4

When
attribu

Figure 45 — MSC of the GET service with blockiransfer, long GET aborted

Protocol for the SET service

the client AP desires to write the value “of one or more COSEM interface
es, it uses the SET service.

As explained in 6.7, the encoded form ofithe request may fit in a single request or not.

latter @

It is nejgotiated via bit 2 or bit 12 of the' conformance block; see 7.3.1.

NOTE

n some DLMS/COSEM comfunication profiles segmentation is available to transfer long APDUs.

The SET service primitive-types and the corresponding APDUs are shown in Table 69.

Table 69 — SET service types and APDUs

IEC

object

In this

ase, either the service-specific.or the general block transfer mechanism may bg used.

SET |req / .ind Request APDU Response APDU SET .res | .cnf
NORMAL Set-Request-Normal Set-Response-Normal NORMAL
Set-Request-With-First-
FIRSTIBLOCK Datablock
Last-Block = FALSE Set-Response-Datablock ACK-BLOCK
Set-Request-With-Datablock
ONE-BLOCK Last-Block = FALSE
LAST-BLOCK
Set-Request-With-Datablock
LAST-BLOCK Last-Block = TRUE Set-Response-Last-Datablock LAST-BLOCK-
WITH-LIST
WITH-LIST Set-Request-With-List Set-Response-With-List WITH-LIST
FIRST-BLOCK- Set-Request-With-List-And-With-
WITH-LIST First-Datablock Set-Response-Datablock ACK-BLOCK

Figure 46 shows the MSC of a confirmed SET service, in the case of success, without block

transfe

r.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

- 198 — IEC 62056-5-3:2017 © IEC 2017

Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established

SET.req NORMAL

»

LN Reference, Data) | XX-DATA.req q )
( ) (Set-Request-Normal) © | — —————_ > XX-DATA.ind . )
(Set-Request-Normal) . SET.ind NORMAL >
(LN Reference, Data)
YX.DATA  SET.res NORMAL,
i < - -89 h (Success)
XXDATAind |, ___———— s R

< <« — et-Resp-Normal

« SET.CnfNORMAL, __(5¢i-Resp-Normal) | ( P )

(SUTCESS)
I | —— [ ] [ ] —] O

IEC

Figure 46 — MSC of the SET service

Figure|47 shows the MSC of a confirmed SET service in the case of sucecess, with the request
sent in[three blocks.

Client Server
Client Client supporting supporting Server Yerver
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layér'connection(s) established
YET.req FIRST-BLOCK | \

| N Ref,, Last=FALSE, > = ;X'DAIC\-;‘;? o — XX-DATA.ind
— et-Request-With-First- | — = — — = > . - » .
Block #1, raw-data) IZ?atabIock) > (Set-Request-With-First> |_SET.ind FIRST-BLOCK
Datablock) (LN Ref., Last=FALSE,
Block #1, raw-data)
CDATA _ SET.res ACK-BLOCK
) - -req < (Block #1)
| «_ XX-DATA.ind PIENLEEE “(Sct-Resp-Datablock
<« PETCenfACK-BLOCK ™ (Set-Resp-Datablock) | ( P )
< (Block #1) !
BET.req ONE-BLOCK NCDATA
(UAST=FALSE, Block #2 | - eq > ;
- (Set-Request:Wijth- " | — — T ———_ _ XX-DATA.ind - )
raw-data) Datablo3) (Set-Request-With- > SET.ind ONE-BLOCK >
Datablock) (LAST=FALSE, Block #J,
raw-data)
OCDATA _ SET.res ACK-BLOCK
) - -req < (Block #2)
XX-DATAind |, _ _ __———— <
N < <« —— SET-Resp-Datablock
<« PET-CnfACK-BLOCK  [¥(7SEt-Resp-Datablock) | ( P )
< (Block #2)
\
ET.req LAST-BLOEK | CCDATA
(UAST=TRUE, Blogk.#3, - eq o -
raw-data) (SetRequest-With- 71— = = —— — > A A > SET.ind LAST-BLOCK
Datablock) (Set-Request-With- In - >
Datablock) (LAST=TRUE, Block #3
raw-data)
SOCDATA _ SET.res LAST-BLOCK
) < - .req " (Result, Block #3)
XX-DATAind |, __ _———— < RespLast. ’
CT.CIMTLAST-DLUCUN < | - = a— (SM
(Set-Resp-Last Datablock)
(Result, Block #3) Datablock)
 I— — | ] [ ] — ——1

IEC
Figure 47 — MSC of the SET service with block transfer

As in this case the data to be sent is too long to fit in a single APDU in this case, the client AP
sends it in blocks. First, the data is encoded as if it would fit in a single APDU. The result is a
series of bytes, B4, By, Bj,...., By. The client may generate the complete request (B4, B,,
Bj,....By) in one step or dynamically (on the fly).

The client AP assembles then a DataBlock_SA structure:

e Last Block == FALSE;
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Block_Number ==1;
Raw_Data == the first K bytes of the encoded data: B4, By, Bj,...., Bk.

The client AP invokes then the SET-REQUEST-FIRST-BLOCK or SET-REQUEST-FIRST-
BLOCK-WITH-LIST service primitive as appropriate, carrying the attribute reference(s) and
this DataBlock-SA structure.

Upon reception of the .request primitive, the client AL builds the appropriate Set-Request
APDU carrying the parameters of the .request primitive and sends it to the server.

The server stores the data block received, then acknowledges its reception and asks for the

next o

To sen
REQU
acknoy
by invg

When
carryin

When

or SE]
param
param

Throug
in each

If duri
accord
bit 9).

If any ¢rror occurs during the long data transfer, the transfer is aborted. The error cases

a)

b)

c)

Th
sef
BL
reg

The Block“Number parameter in a SET-REQUEST-ONE-BLOCK service primitive

eqy

m y invoKing a TESpONSE primitive wi E€SpoNnse_Type == - a

the same block number as the number of the block received.

ing to the priority rules and“the priority management settings (Conformance

d the next data block carrying By,q, Bg+o, Bkss,...., B the client AP dnvOkes

EST-ONE-BLOCK service primitive. This exchange of sending {ddta block
vliedgements continues until the last data block carrying By, Byj+1, Byg+2:---» By i
king a SET-REQUEST-LAST-BLOCK service primitive with Last-~Block == TRUE

hese primitives are invoked, the client AL builds a Set-Request-With-Datablock
g a DataBlock_SA structure and sends these APDUs to . theserver.

he server AP receives the last datablock, it invokés & SET-RESPONSE-LAST-E
[-RESPONSE-LAST-BLOCK-WITH-LIST service{primitive as appropriate. The
pter carries the result of the complete SET “service invocation. The Block_N
pter confirms the reception of the last block.

primitive.

ng a long data transfer the server receives another service request, it is

p server is not able to handle the data block received, for any reason. In this ca
ver AP shall \invoke a SET-RESPONSE-LAST-BLOCK or SET-RESPONSE
DCK-WITH-EIST service primitive as appropriate. The Result parameter indica
son for aboerting the transfer;

alto-the block number expected by the server (last received + 1). The server int

hd with

h SET-
s and
5 sent,

APDU,

BLOCK
Result
umber

hout the whole procedure, the Invoke yld~and the Priority parameters shall be thg same

served
block

are:

5e, the
LAST-
es the

is not
erprets

this

as’if the client would like to abort the ongoing transfer. In this case, the ser

ver AP

shall invoke a SET-RESPONSE-LAST-BLOCK or SET-RESPONSE-LAST-BLOCK-WITH-
LIST service primitive as appropriate with the Result parameter Data_Access_Result ==
long-set-aborted;

The server may receive a Set-Request-With-Datablock APDU when no long data transfer
is in progress. In this case, the server AP shall invoke a SET-RESPONSE-LAST-BLOCK
vice primitive with the Result parameter Data_Access_Result == no-long-set-in-

ser
pro

gress.

If, in the error cases above, for any reason the server is not able to invoke a SET-
RESPONSE-LAST-BLOCK service primitive, it invokes a SET-RESPONSE-NORMAL service
primitive with the Data-Access-Result parameter indicating the reason of the failure.
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Protocol for the ACTION service

When the client AP desires to invoke one or more COSEM interface objects methods, it uses
the ACTION service. As explained in 6.8, the ACTION service comprises two phases.

If the method references and method invocation parameters or the return parameters do not
fit in a single APDU, either the service-specific or the general block transfer mechanism may
be used. It is negotiated via bit 2 or bit 13 of the conformance block; see 7.3.1.

NOTE

In some DLMS/COSEM communication profiles segmentation is available to transfer long APDUs.

The ACTION service primitive types and the corresponding APDUs are shown in Table 70.

Table 70 — ACTION service types and APDUs
ACT ICi)rl;ld.req Request APDU Response APDU SET .res /| .cnf
Action-Response-Normal NORMAL
NORMAL Action-Request-Normal
Action-Response-With-Pblack ONE-BLOCH
Action-Response-With-Pbtock ONE-BLOCH
NEXT Action-Request-Next-Pblock
Action-Response:With-Pblock LAST-BLOQK
FIRsTIBLOCK étcjionk-Request-With-First-
oc Action-Resfionse-Next-Pblock NEXT
ONE-BILOCK Action-Request-With-Pblock
Actioh-Response-Normal NORMAL
LAST-BLOCK Action-Request-With-Pblock
Action-Response-With-Pblock ONE-BLOCH
Action-Response-With-List WITH-LIST
WITH-LIST Action-Request-With-List
Action-Response-With-Pblock ONE-BLOCH

WITH-LIST-AND- Action-Request-With-List=And- .

FIRSTIBLOCK With-First-Pblock Action-Response-Next-Pblock NEXT
Figure|48 illustrates the MSCof a confirmed ACTION service in the case of success, yithout
block tfansfer.

Client Server
Client Client supporting supporting Server Yerver
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established

GTION.req NORMAL

LN ReflnvParam)— XX-DATA.req

' (Action-Request-Normal} | =~ ————— N AX-DATA.ind

 ACTION.ind NORMAL

XX-DATA.ind

- (Action—Request—NormaI)} ACTION.ind NORMAL
(LN Ref., Inv. Param.) ™

_ ACTION.res NORMAL
_ e XX-DATA.req » (Success, Return
e ————  (Action-Resp-Normal) Param.)

<«

(Success, Return

/]

Param.)

— [

»i
~ (Action-Resp-Normal)

| [ ] —— ——

IEC

Figure 48 — MSC of the ACTION service

The ACTION service can transport data in both directions:
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e in the first phase, the client sends the ACTION.request with the method invocation
parameters for the method(s) referenced and the server acknowledges them. The process
is essentially the same as in the case of the SET service;

e in the second phase, the server sends the ACTION.response with the result of invoking
the method(s) and the return parameters. The process is essentially the same as in the
case of the GET service.

Throughout the whole procedure, the Invoke_Id and the Priority parameters shall be the same
in each primitive.

If during a long data transfer the server receives another service request, it is served

accordipg—te—the—priority—ruHes—and—the—priority—management—settirgs—{Genfermaneq block

bit 9).

Figurel49 illustrates the MSC in the case when block transfer takes place in both directipns.

If any ¢rror occurs during the long data transfer, the transfer shall be abofted. Error cages are
the same as in the case of the GET and SET services.
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Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established
ACTION.req FIRST-

gt > XX-DATA
LN Ref., LAST=FALSE,” a -req > . ; 3
( Block #1, raw-data) (Action-Request-With- |~ T~ — ——— > XX-DATAINd___ ACTIOBng; RST
’ First-Pblock) (Action-Request-With- 1 >
First-Pblock) (LN Ref,, LAST=FALSE,
Block #1, raw-data)
SXDATA _ ACTION.res NEXT
] < - -req N Block #1
< XX-DATA.ind «———— "~ " (Action-Resp-Next- ( :
< FREsp-ReExt Pblock
(Block #1) Pblock) )
ACTION.req ONE-
BLock, > XX-DATA
LJAST=FALSE, Block #2, | - -req » ’ i -
( raw-data) (Action-RequestWith- > ~ ~————_ N XX-DATAind ACT'SE'('D'E‘ILONE
Pblock) (Action-Request-With- ] N
Pblock) (LAST=FALSE, Block #7,
raw-data)
SXDATA . LACTION.res NEXT
) < - -req \ Block #2
ACTION.cnf NEXT € XX-DATA.ind «———" """ "~ (Action-Resp-Next- ( )
< : (Action-Resp-Next- Pblock) !
(Block #2) Pblock) 1
ACTION.req LAST-
SobiES > XX-DATA
AST=TRUE, Block #3,” - -req > ; i _
( raw-data) (Action-RequestWith- > ~ ~————_ > XX-DATAIAd ACT'%T'(')”SKLAST
Pblock) (Action-Request-With- >
Pblock) (LAST=TRUE, Block #3
raw-data)
ACTION.request completed in thre€ blocks
\ ACTION.res ONE-
XX-DATA < BLoc
_ . ) g a .req LAST=FALSE, Block #1,
ACTION.cnf ONE- | XX-DATA.ind «-—————= “AstonResp Wi | raw.data
< BLOCK “(Action-Resp-With- || Pblock) )
(LAST=FALSE, Block #1, Pblock)
raw-data)
ACTION.req NEXT |
(Block #1) » XX-DATA.req . .
(Action-Request-Next- ~ | (\&7 —— — — — > XX-DATA.ind > ACTION.ind NEXT
Pblock) | (Action-Request-Next- n >
Pblock) (Block #1)
ACTION.res LAST-
XX-DATA < EOCK
_ [ _ _ & a .req (LAST=TRUE, Block #2
ACTI%NngfKLAST < XX-DANNMW «———" " ~ (Action-Resp-With- ¢ raw-data)
< (Action-Resp-With- Pblock)
([AST=TRUE, Block #2, Pblock)
raw-data)
ACTION.response completed in two blocks
—11 I [ ] [ ] —1 CT—1
IEC
Figure 49 — MSC of the ACTION service with block transfer
7.3.6 Protocol for the ACCESS service
The client can use the ACCESS service to read or write the value of one or more COSEM

object attributes or to invoke one or more methods.

The protocol of the ACCESS service is specified by way of message sequence charts,
including cases where it is used together with general block transfer and general message
protection.

NOTE See also 4.2.4.4.7, 6.5 and 7.3.13.

Figure 50 shows the MSC of an ACCESS service used to get one COSEM object attribute
values. The request fits in a single APDU. The response is long therefore the server sends
back the response using the GBT mechanism: portions of the access-response APDU are
carried by the block-data field of general-block-transfer APDUs.
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When the client receives the first general-block-transfer APDU, it switches to GBT announcing
that streaming with window size 3 is supported.

]

BTS:

]

lock_Transfer_Streaming, BTW: Block_Transfer_Window,

L]

Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
ACCESS.req
(List of Access-Request-Get) A R "
> ccess-Reques!
o g > Access-Request . ACCESS req
***** - p| (List of Access-Request-Get)
ACCESS.cnf
GBT (LB=0, STR=0, W=1, BN=1, BNA=0,
S (F_IRSTP, BTWT' GBT (LB=0, STR=0, W=1, BN=1, BNA=0, ¢ BD(Access-Response)) -
erva.E_M;_rraYn)]e ers= ) BD(Access-Response)) - - ACCESS.res (COMPLETE,
< i BTS=1BTW=1,
Service_Parameters)
GBT (LB-T, STR-U, W=3, BN=T, BNA=T,
.y BD()) GBT (LB=1, STR=0, W=3, BN=1, BNA=1,
AfCESS req (COMPLETE, L = BD() _
TS BT, GBT (LB=0, STR=1, W=1, BN=2, BNA=1,
! "~ GBT (LB=0, STR=1, W=1, BN=2, BNA=1, BD(Access-Response))
EMPTY) BD(Access-Response)) [E——
< nill GBT (LB=0, STR=1, W=1, BN=3, BNA=1,
GBT (LB=0, STR=1, W=1, BN=3, BNA=1, BD(Access-Response))
BD(Access-Response)) - — |
< nill GBT (LB=1, STR=0, W=1, BN=4, BNA=1,
GBT (LB=1, STR=0, W=1, BN=4, BNA=1, BD(Access-Response))
ACCESS.cnf BD(Access-Response)) - <
(LAST, Service_Parameters) [

]

GBT: (eneral-Block-Transfer APDU, LB: Last block, STR: Streaming, W: Window, BN: Block nhumber, BNA: Block number acknewiédged, BD: Block data
IEC
Figure 50 — ACCESS Service with.long response
Figure[51 shows the MSC of an ACCESS service<used to carry a list of requests, which does
not fit|in a single APDU, therefore GBT is used. The response is also long therefgre the
server|also uses GBT. Both parties know a priori that the other party supports streaming with
window size = 3.
Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying, Protocol Protocol carrying AL
Layer (XX) Layer (XX)
GBT(LB=0, STR=%W=3, BN=1, BNA=0,
> DB (Access-Request)) GBT(LB=0, STR=1, W=3, BN=1, BNA=0,
ACCCESS.req - ~ DB(Access-Request))
(COMPLETE, GBT(LB=Q, STR=1, W=3, BN=2, BNA=O, = >
BTS=1 BTW=3 DB(Access-Request)) GBT(LB=0, STR=1, W=3, BN=2, BNA=0,
N 2 N >l DB(Access-Request))
Service_Parameters) T T - » ACCCESS.ind
GBT(LB=0, STR=0, W=3, BN=3, BNA=0, (FIRST.
DB(Access-Request)) GBT(LB=0, STR=0, W=3, BN=3, BNA=0, BTW‘3Y
P ——— DB(Access Request)) Service Pa;ar;weters)
GBT(LB=0, STR=1, W=3, BN=1, BNA=3,
GBT(LB=0, STR=1, W=3, BN=1, BNA=3, DB(Access-Response)) <
DB(Access-R . <
- (Rocess Response) -7 - ‘GBT(LB-O STR=1, W=3, BN=2, BNA=3 (F|RsTAC§TEsS—S1 reBSwas
GBT(LB=0, STR=1, W=3, BN=2, BNA=3, Dé(Acces;—Res;;onse))y ' Service Pa;aryneters;
DB(Access-Response)) - — | -
< <+ - GBT(LB=0, STR=0, W=3, BN=3, BNA=3,
GBTAB=0_STR=0\W=3 BN=3_BNA=3
BRtAT Resporse)y
DB(Access-Response)) J——
- <« ———
GBT(LB=1 STR=0, W=1, BN=4, BNA=3, GBT(LB=1, STR=0, W=1, BN=4, BNA=3
DB(Access-Request =1, =0, W=1, BN=4, =3, .
¢ quest) >l DB(Access-Request)) ACCESS.ind
e ] | (LAST, Service_Parameters)
GBT(LB=0, STR=1, W=3, BN=4, BNA=4 GBT(LB0, STR=1, W=3, BN=4, BNA=4, |
=0, =1, W=3, BN=4, =4, DB(Access-Response)) ACCESS.res
< DB(Access-Response)) « -~ T (LAST, Service_Parameters)
GBT(LB=1, STR=0, W=3, BN=5, BNA=4 GBT(LB=1, STR=0, W=3, BN=5, BNA=4,
ACCESS.cnf (LAST, _Dé(ACC;s;_R;S‘;onS;))’ " e DB(Access-Response))
Service_Parameters) <t <“ - i

]

L]

BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window,
GBT: General-Block-Transfer APDU, LB: Last block, STR: Streaming, W: Window, BN: Block number, BNA: Block number acknowledged, BD: Block data

L]

L]

IEC

Figure 51 — ACCESS Service with long request and response
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7.3.7 Protocol of the DataNotification service

When the server AP invokes a DataNotification.request service primitive, the server AL builds
the DataNotification APDU and sends it to the client.

When the client AL receives this APDU, it invokes the DataNotification.indication service
primitive.

If the service primitives are long partial service invocations can be used.

If the encoded form of the service primitive is too long, then the general block transfer

i [N a_C ] | ] Al
mechalllolll LAl VL UoTU. T T dioU T Tyurc UuU.

7.3.8 Protocol for the EventNotification service

Upon |invocation of the EventNotification.request service, the Server AL builds an
EventNotificationRequest APDU. The possibilities to send out this APDU-”depend pn the
commynication profile and the connection status of the lower layers. Therefore, the pfotocol
of the EventNotification service is further discussed in the parts of IE€62056 describ|ng the

commuynication profiles;

In any| case, in order to send the value(s) of attribute(s) .to.the client, without the client

requestting it:

the|lserver uses the EventNotification.request service primitive;
upan invocation of this primitive, the server AL builds an EventNotificationRequest APDU;

thid APDU is carried by the supporting layer, service at the first opportunity to the|client.
The service type and the availabilityCof this first opportunity depends qn the
commmunications profile used;

upadn reception of the EventNotificationRequest APDU, the client AL generafes an
EvéntNotification.indication primitive to the COSEM client AP;

NOTE At the client side, it is always EventNotification.indication, independently of the referencing schemp (LN or

SN) usef by the server.

7.3.9 Protocol for.the Read service

by Hefault, event notifications are sent from the management logical device (server] to the
maphagement AP (client):

As explained in_6:/14, the Read service is used when the server uses SN referencing, elther to
read (a) COSEM interface object attribute(s), or to invoke (a) method(s) when |return

paramgters-are expected:

in Ithe” first case, the GET.request service primitives are mapped to Read.request
primitives and the Read.confirm primitives are mapped to GET.confirm primitives. The
mapping and the corresponding SN APDUs are shown in Table 71;

in the second case, the ACTION.request service primitives are mapped to Read.request
primitives and the Read.response primitives are mapped to ACTION.response primitives.
The mapping and the corresponding SN APDUs is shown in Table 72.

NOTE In the mapping tables below, the following notation is used:

for LN services, only the request and response types are shown without service parameters;

for SN services, the name of the service primitive is followed by the service parameters in brackets. Service
parameter name elements are capitalized and joined with an underscore to signify a single entity. Parameters
that may be repeated are shown in curly brackets. The choices that can be taken for the

Variable_Access_Specification parameter are listed following the symbol “=". Alternatives are separated by the
vertical bar “I”;
for SN APDUs, the name of the APDU is followed by the symbol “::=" and the fields in brackets. The field name

elements are not capitalized and are joined with a dash to signify a single entity. Fields that may be repeated
are shown in curly brackets. Alternatives are separated by the vertical bar “I”.


https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

IEC 62056-5-3:2017 © IEC 2017

- 205 -

Table 71 — Mapping between the GET and the Read services

From GET.request of To Read.request SN APDU
type

NORMAL Read.request ReadRequest::=
(Variable_Access_Specification) (variable-name | parameterized-access)
Variable_Access_Specification =
Variable_Name | Parameterized_Access;

NEXT Read.request ReadRequest::=
(Variable_Access_Specification) (block-number-access)
Variable_Access_Specification =
Block Number_ Access;

WITH-LIST Read.request ReadRequest::=

({Variable_Access_Specification})

Variable_Access_Specification =
Variable_Name | Parameterized_Access;

({variable-name | parameterized-
access})

To GET.confirm of SN APDU From Read:response
type

NORMAL ReadResponse::= Read.responsge
(data | data-access-error) (Data | Data_Access_Error)

ONE-BILOCK ReadResponse::= Read,response (Data_Block_Result)
(data-block-result) with\lhast_Block = FALSE

LAST-BLOCK ReadResponse::= Read.response (Data_Block_Resllt)
(data-block-result) with Last_Block = TRUE

WITH-LIST ReadResponse::= Read.response

({data | data-access-error})

({Data | Data_Access_Error})
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Table 72 — Mapping between the ACTION and the Read services

From ACTION.request
of type

To Read.request

SN APDU

NORMAL

Read.request
(Variable_Access_Specification)

Variable_Access_Specification =
Parameterized_Access;

with

Variable_Name = method reference,
Selector = 0,

Parameter = method invocation

patrameterornull-data
P

ReadRequest::=
(parameterized-access)

NEXT

Read.request
(Variable_Access_Specification)

Variable_Access_Specification =
Block_Number_Access;

ReadRequest:: =
(block-number-access)

FIRST{BLOCK

Read.request
(Variable_Access_Specification)

Variable_Access_Specification =
Read_Data_Block_Access;

with

Last_Block = FALSE,
Block_Number = 1,

Raw_Data = one part of the method
reference(s) and method invocation
parameter

ReadRequest::=
(read-data-blocksaccess)

ONE-BLOCK

Read.request
(Variable_Access_Specification)

Variable_Access_Specification’=
Read_Data_Block_Access;

with

Last_Block = FALSE,
Block_Number =mext number,
Raw_Data = as above

ReadRequest::=
(read-data-block-access)

LAST-BLOCK

Read.request
(Variable_jAccess_Specification)

Variable_Access_Specification =
Read_Data_Block_Access;

with

Last_Block = TRUE,
Block_Number = next number,
Raw_Data = as above

ReadRequest::=
(read-data-block-access)

WITH-LIST

Read.request
({Variable_Access_Specification})

Variable_Access_Specification =

ReadRequest::=
({parameterized-access})

Parameterized_Access;

with

Variable_Name = method reference,
Selector = 0,

Parameter = method invocation
parameter or null-data

WITH-LIST-AND-FIRST-
BLOCK

Read.request
(Variable_Access_Specification)

Variable_Access_Specification =
Read_Data_Block_Access;

with

Last_Block = FALSE,
Block_Number = 1,
Raw_Data = as above

ReadRequest::=
(read-data-block-access)

To ACTION.confirm

SN APDU

From Read.response
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From ACTION.request To Read.request SN APDU
of type
NORMAL ReadResponse::= Read.response (Read_Result)
(data | data-access-error) Read_Result =
Data | Data_Access_Error;
ONE-BLOCK ReadResponse::= Read.response (Read_Result)
data-block-result
( ) Read_Result = Data_Block_Result;
with Last_Block = FALSE
LAST-BLOCK ReadResponse::= Read.response (Read_Result)
data-block-result
( ) Read_result = Data_Block_Result;
with Last_Block = TRUE
NEXT ReadResponse::= Read.confirm (Read_Result)
(block-number)
Read_Result = Block_Number;
WITH-LIST ReadResponse::= Read.response ({Read- Result})
data | data-access-error
« H Read_Result =
Data | Data_Access “Error;
Figure|52 shows the MSC of a Read service used to read the value of a single attribute
Client Client Server
Client AL CF supporting supporting Server Yerver
AP with SN Protocol Protocol AL CF AP
Mapper Layer (XX) Layer.(XX)
[ W
Client and Server ALs in ASSOCIATED state, LowenLayer connection(s) established
GET.reg NORMAL | XXDATA
LN Ref. d - .req q )
(LN Ref.) (ReadRequest P — — —Sl _ > XX-DATA.ind . Read.ind
(Variable-Name)) (ReadRequest : >
(Variable-Name)) (SN Ref.)
YX.DATA |, Read.res
) - -req "~ (Success, Data)
XX-DATA.ind |, _ _ ————— < ’
< GET.cnf NORMAL :(ReadResponse (Data)) “« - (ReadResponse (Data))
(Success, Data)
11 I [ ] [ ] —1 CT—1
IEC
Figure 52 —-MSC of the Read service used for reading an attribute
Figure[53 shows the MSC of a Read service used to invoke a single method.
Client Server
Client Client supporting supporting Server Yerver
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)
[
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established
ACTION.req NORMAL XX-DATA
LN Ref., Inv. P g - -req 5 )
(LN Ref. Inv. Param.) (ReadRequest | ~ —————_ > XX-DATA.ind . Read.ind
(Parametrized-Access)) (ReadRequest - >
(Parametrized-Access)) (SN Ref., Inv. Param.)
SX.DATA . Read.res (Success,
; < - .req "~ Return Param.)
XX-DATAind |, _ _———— <
(ACTION cnf NORMAL _*RezdResponse (Dal)) € (ReadResponse (Data))
(Success, Return
1 Peem) —— | . ' —— —
IEC

Figure 53 — MSC of the Read service used for invoking a method
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Figure 54 shows the MSC of a Read service for reading a single attribute, with the result
returned in three blocks using the service-specific block transfer mechanism.

Alternatively, the general block transfer mechanism can be used.

Client Client Server
Client AL CF supporting supporting Server Server
AP with SN Protocol Protocol AL CF AP
Mapper Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established

GET.req NORMAL

»

(LN Reference) . XX-DATAreq | nATA
¢ N i ~ T~ P ReadRequest (Variabie” Read ind q
ame)) Name)) (SN Reference)
XX-DATA > Readres
. < - req <((ast=FALSE, Block #1
XX-DATAind |, _ ————— < .
<BET.cnf ONE-BLOCK ¢ —ReadResponse € D(Rteaé’IRelfF;’“Sﬁt raw-data)
"(JAST=FALSE, Block #1, | (Data-Block-Result)) (Data-Block-Resul)
raw-data)
GET.reg NEXT YX.DATA |
Block #1 d - .req > )
( ) (ReadRequest 7| T T T ———— > XX-DATA.ind > Read.ind
(Block-Number-Access)) (ReadRequest : >
(Block-Number-Access)) (Block #1)
xx-DAK > Read.res
) < ” feq ( Last=FALSE, Block #2]
XX-DATAind |, _ _ _ ———— < ,
< BET.cnf ONE-BLOCK _ *—(Rezdresponse € s ohonse. raw-data)
{URST=FALSE, Block#2, |  (DataBlock Result) (DataiBlock-Result))
raw-data)
GET.req (NEXT, CDATA .
Block #2 d . -req > .
) (ReadRequest T T —— _>I XX-DATA.ind > Read.ind
(Block-Number-Access)) (ReadRequest - >
(Block-Number-Access)) (Block #2)
XXDATA > Read.res,
. < - req “{(ast=TRUE, Block #3
XX-DATAind |, _ o —— < ' :
<«BETonfLASTBLOCK € (Readresponse 1€ - D(Rteaé’IRelngnselt raw-data)
“(JAST=TRUE, Block #3, | (Data-Block-Resut)) (Data-Block-Result)
raw-data) |
—T11 — [ ] [ ] I CI—1
IEC
Figure'54 — MSC of the Read service used for
reading an attribute, with block transfer

The prpcess of prepating and transporting the long data is essentially the same as in thle case

of the GET and AGTION services.

e if the Read Jservice is used to read the value of (a) COSEM object attribute(§), the
Ray_Data element of the Data_Block_Result construct carries one part of the|list of
Read/Result(s);

o if the~ Read—service s usedtonmvoke {a) COSEMobjectmethod{s)—anmd—tomg—Thethod

invocation parameters have to be sent, the Raw_Data element of the
Read Data_Block_Access construct carries one part of the method reference(s) and
method invocation parameter(s). If long method invocation responses are returned, the
Raw_Data element of the Data Block Result construct carries one part of the method
invocation response(s).

If an error occurs, the server should return a Read.response service primitive with
Data_Access_Error carrying appropriate diagnostic information; for example data-block-
number-invalid.

7.3.10 Protocol for the Write service

As explained in 6.15, the Write service is used when the server uses SN referencing, either to
write (a) COSEM object attribute(s), or to invoke (a) method(s) when no return parameters are
expected:
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corresponding SN APDUs are shown in Table 73;

in the first case, the SET.request service primitives are mapped to Write.request primitives
and the Write.confirm primitives to SET.confirm primitives.

in the second case, the ACTION.request service primitives are mapped to Write.request
primitives and the Write.response primitives to ACTION.confirm primitives. The mapping

and the corresponding SN APDUs are shown in Table 74.

Table 73 — Mapping between the SET and the Write services (1 of 2)

From SET.request

of type

To Write.request

SN APDU

NORM

Write regl 1est

\AIT“’QQD(‘:IIDQ""_ (\lnri:hln-nnmn |

(Variable_Access_Specification, Data)

Variable_Access_Specification =
Variable_Name | Parameterized_Access;

parameterized-access, data)

FIRST

BLOCK

Write.request
(Variable_Access_Specification, Data)

Variable_Access_Specification =
Write_Data_Block_Access;

with
Last_Block = FALSE,
Block_Number = 1,

Data = raw-data, carrying the encoded
form of the attribute reference(s) and write
data.

WriteRequest::=
(write-data-block-access, data)

ONE-B|

LOCK

Write.request
(Variable_Access_Specification, Data)

Variable_Access_Specification-=
Write_Data_Block_Access;

with

Last_Block = FALSE;,
Block_Number = next humber,

Data = as above

WriteRequest::=
(write-data-block-access, data)

LAST-BLOCK

Write.request
(Variable~Access_Specification, Data)

Variable_Access_Specification =
WriteNData_Block_Access;

with

Last_Block = TRUE,
Block_Number = next number,

Data = as above

WriteRequest::=
(write-data-block-access, data)

WITH-

LIST

Write.request
({Variable_Access_Specification}, {Data})

Variable Access Specification =

WriteRequest::=
({variable-name | parameterized-
access}, {data})

Variable_Name | Parameterized_Access;

FIRST-BLOCK-WITH-

LIST

Write.request
(Variable_Access_Specification, Data)

Variable_Access_Specification =
Write_Data_Block_Access;

with

Last_Block = FALSE,
Block_Number = 1

Data =as above

WriteRequest::=
(write-data-block-access, data)

The mapping and the
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To SET.confirm of SN APDU From Write.response
type
NORMAL WriteResponse::= Write.response (Write_Result)
(success | data-access-error) .
Write_Result =
Success | Data_Access_Error;
ACK-BLOCK WriteResponse::= (block-number) Write.response (Write_Result)
Write_Result = Block_Number;
LAST-BLOCK WriteResponse::= Write.response (Write_Result)
(success | data-access-error) Aloitn Doeciils
Success | Data_Access_Errory
WITH-LIST WriteResponse::= Write.response ({Write_Result})

({success | data-access-error})

Write_Result =
Success | Data_Access~Error;

LAST-BLOCK-WITH-
LIST

WriteResponse::=
({success | data-access-error})

Write.response, ({Write_Result})

Write_Result\=
Success |-Data_Access_Error;

Table 74 — Mapping between the ACTION and.the Write service

From ACTION.request To Write.request SN APDU

of type

NORMAL Write.request WriteRequest::=
(Variable_Access_Specification, Data) (variable-name, data)
Variable_Access_Specification.=
Variable_Name;

Data = method invocation parameters or
null-data

FIRST{BLOCK Write.request WriteRequest::=
(Variable_Access_Specification, Data) (write-data-block-access, data)
Variable(Access_Specification =
Write_Data_Block_Access;
with
Last Block = FALSE,

Block_Number = 1,

Data = raw-data, carrying the encoded
form of the method reference(s) and
method invocation parameters;

ONE-BLOCK Write.request WriteRequest::=
(Variable_Access_Specification, Data) (write-data-block-access, data)
Variable_Access_Specification =
Write_Data_Block_Access;
with
Last_Block = FALSE,

Block_Number = next number,
Data = as above
LAST-BLOCK Write.request WriteRequest::=

(Variable_Access_Specification, Data)

Variable_Access_Specification =
Write_Data_Block_Access;

with

Last_Block = TRUE,
Block_Number = next number,

Data = as above

(write-data-block-access, data)
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From ACTION.request To Write.request SN APDU
of type
WITH-LIST Write.request WriteRequest::=

({Variable_Access_Specification},

{Data})

Variable_Acces_Specification =
Variable_Name;

Data = method invocation parameters or

null data

({variable-name}, {data})

WITH-LIST-AND-

Write.request

WriteRequest::=

FIRST-BLOCK (Variable_Access_Specification, Data) (write-data-block-access, data)
\/ariabhla Access Qpnﬂifihaﬁnn =
Write_Data_Block_Access;
with
Last_Block = FALSE,
Block_Number = 1,
Data = as with first block
To ACTION.confirm SN APDU From-Write.response
NORMAL WriteResponse::= Write.response/(Write_Result)
(success | data-access-error) .
Write_Result =
Success/ Data_Access_Error
NEXT WriteResponse::= (block-number) Write.response (Block_Number)
To ACTION.confirm SN APDU From Write.response
WITH-LIST WriteResponse::= Write.response ({Write_Result})
success | data-access-error
« H Write_Result =
Success | Data_Access_Error
Figure|55 shows the MSC of a Write service used to write the value of a single attribute| in the
case of success.
Client Client Server
Client AL CF supporting supporting Server Yerver
AP with SN Protocol Protocol AL CF AP
Mapper Layer (XX) Layer (XX)
[
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established
SET.req NORMAL ¢, .| YXDATA
LN Ref., Dat: ] - -req > :
( ef., Data) WriteRequest > ———— —— _ > ()JVXT?QTAJndt R Write.ind
i | riereques’ - >
(Variable-Name, Data)) (Variable-Name, Data)) (SN Ref., Data)
SX.DATA > Write.res
. < - -req N Success
R P XX-DATA.ind «———"_" ~  (WriteResponse ( )
< nf NORMAL [ (WriteResponse (Success))
(SUCTESS) (Success))
] I [ ] [ ] ——1 ——1

Figure 55 — MSC of the Write service used for writing an attribute

IEC

Figure 56 shows the MSC of a Write service used to invoke a single method, in the case of

Success.
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Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)

Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established

ACTION.req NORMAL

LN Ref., Inv. Param.) ~ XX-DATA.req » i

( ) (WriteRequest 7| — T T ———— > (iI(VX'.F';TA'mdt > Write.ind
Variable-Name, Data riteReques y >
( ) (Variable-Name, Data)) | (SN Ref., Inv. Param.) |

YX.DATA > Write.res

. e - .req ~ (Success)

€ XX-DATA.ind «—— " ~  (WriteResponse
< ACTION.cnf NORMAL (WriteResponse (Success))
{Stccess)y (Success))
—O ——— i ] ) —— [ —

IEC

Figure 56 — MSC of the Write service used for invoking a method

Figure|57 shows the MSC of a Write service for writing a single attribute with the| result

returngd in three blocks using the service-specific block transfer mechanism.

Alterngtively, the general block transfer mechanism can be used.

The prpcess of preparing and transporting the long data is essentially the same as in thle case

of the BET and ACTION services:

If an error occurs, the server should return a Wirite.response service primitive wjth the
Data_Access_Error carrying appropriate diagnéstic information; for example datapblock-

numbef-invalid.
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Client Server
Client Client supporting supporting Server Server
AP AL CF Protocol Protocol AL CF AP
Layer (XX) Layer (XX)
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established >

SET.req FIRST-BLOCK

(LN Ref., LAST=FALSE, | XX-DATAreq .| YX.DATA.ind
Block #1, raw-data) (WriteRequest T WrieReaiast—> Wirite ind (Last=FALSE,
(Write-Data-Block- (v q Blook #1 raw-data) >
Access, Data)) (Write-Data-Block- ’
Access, Data)) .
XX-DATA.req < grltek r;s
lg XX-DATA.ind «———""" “—WriteResponse (Block #1)
SET.onf ACK-BLOCK € (ritcResponse (Block. N
(Brock+#17 (Block-Number))
ET.req ONE-BLOCK,
(UAST=FALSE, Block #2, XX-DATAreq o XX-DATA.ind
raw-data) (WriteRequest T T T > WrieRequest —>_Wiite.nd (Las{sFALSE}
(Write-Data-Block- ) q Block #2-raw-data) |
Access, Data)) (Write-Data-Block- )
Access, Data)) .
XX-DATA req < \év,mek' r;fzs
5 < XX-DATA.ind «————" < (WriteResponse ] (Block #2)
< PETCnfACK-BLOCK _ *(wrifeResponse (Block-Number))
(Block #2) (Block-Number)) ]
ET.req LAST-BLOCK XX-DATA
AST=TRUE, Block #3,”, - .req > .
( ravidata) (WriteRequest — 1 = = ———— > D »| \Write.ind (Last=TRUE
Write-Data-Block- (WriteReguest rite.ind (Last=TRUE.1,,
( (Write-Data-Block- Block #3, raw-data) [~
Access, Data))
Access, Data)) i
XX.DATA req P Write.res
_ _ & - : - (Success)
P XX-DATAreq | —————— 5 \/(WriteResponse
<JET.onf LAST-BLOCK _ *—(rifeResponse <« . ( (Success»
(Result, Block #3) (Success))
— 11 | [ ] [ ] | I— CI—1
IEC
Figure 57 — MSC of the Write service used for
writing an attribute, with block transfer

7.3.11| Protocol for the UnconfirmedWrite service

This s¢rvice may be invoked only’when an AA has already been established. Depending on

the communication profile, the_APDU corresponding to the request may be transported using

the conpnection-oriented (CGO)-or connectionless data (CL) services of the supporting pfotocol
layer.

As exglained in 6.16,°the UnconfirmedWrite service may be used either to write (a) QOSEM

object pttribute(s),-or to invoke (a) method(s) when no return parameters are expected:

e in | the-~<first case, the SET.request service primitives are mapped to
Un¢onfirmedWrite.request primitives. The mapping and the corresponding SN APDsz are
shqwnvin Table 75;

e in the second case, the ACTION.request service primitives are mapped to

UnconfirmedWrite.request primitives. The mapping and the corresponding SN APDUs are
shown in Table 76.
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Table 75 — Mapping between the SET and
the UnconfirmedWrite services

({Variable_Access_Specification}, {Data}) ({variable-name | parameterized-

. L access}, {data})
\ariahle Acces annmfmnhnn =

From SET.request To UnconfirmedWrite.request SN APDU
of type

NORMAL UnconfirmedWrite.request UnconfirmedWriteRequest::=

(Variable_Access_Specification, Data) (variable-name | parameterized-access,
data

Variable_Access_Specification = )
Variable_Name | Parameterized_Access;

WITH-LIST UnconfirmedWrite.request UnconfirmedWriteRequest::=

Variable:Name_I Parameterized_Access;
Table 76 — Mapping between the ACTION and
the UnconfirmedWrite services
From ACTION.request To UnconfirmedWrite.request SN APDU
of type
NORMAL UnconfirmedWrite.request UnconfirmedWriteRequest::=
(Variable_Access_Specification, Data) (variable-name, data)
Variable_Access_Specification =
Variable_Name;
Data = method invocation parameters,or.
null data
WITH-LIST UnconfirmedWrite.request UnconfirmedWriteRequest::=
({Variable_Access_Specification},”{Data}) | ({variable-name}, {data})
Variable_Acces_Specification =
Variable_Name;
Data = as above
Figure|58 shows the MSC of a Wirite service used to write the value of a single attribute| in the
case of success.
Client Client Server
Client AL CF supporting supporting Server Yerver
AP Wwith SN Protocol Protocol AL CF AP
Mapper Layer (XX) Layer (XX)
Client and Server ALs in ASSOCIATED state, Lower Layer connection(s) established
SET reg/NORMAL XX-DATA.req .
(LNrT?qef., Data) > (Unconfirmed | XX-DATA.ind
WriteRequest T T T —— > ‘(}.’Irl\co'_r\'lflrmed »  Unconfirmed\Write ind |
(Variable-Name, Data)) (Variable-Nar:e, Data) (SN Ref., Data) »
——1 I [ ] [ ] —1 ——1
IEC

Figure 58 — MSC of the UnconfirmedWrite service
used for writing an attribute

When the service parameters are long, the general block transfer mechanism can be used.

7.3.12

Protocol for the InformationReport service

The protocol for the InformationReport service, specified in 6.17, is essentially the same as

that of

the EventNotification service, see 7.3.8.
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As, unlike the EventNotification service, the InformationReport service does not contain the
optional Application_Addresses parameter, the information report is always sent by the Server
Management Logical Device to the Client Management AP.

Upon invocation of the InformationReport.request service, the server AP builds an
InformationReportRequest APDU. This APDU is sent from the SAP of the management logical
device to the SAP of the client management device, using data services of the lower layers, in
a non-solicited manner, at the first available opportunity.

The possibilities to send out this APDU depend on the communication profile and the

connection status of the lower layers. Therefore, the protocol of the InformationReport service
is furt rdiscussed in Annex A

The InformationReport service may carry several attribute names and their conténts. On the
other hand, the EventNotification service specified in 6.11 contains only,-one aftribute
refererjce. Therefore, when the InformationReportRequest APDU contains ,more than one
attribufe, it shall be mapped to several EventNotification.ind services, as shown in Tabl¢ 77.

Table 77 — Mapping between the EventNotification
and InformationReport services

EventNotification.ind (one or more) InformationReport.ind
Time (optional) Current-time\(optional)
COSEM_Class_lId, Variable_)Name {Variable_Name}

COSEM_Object_lInstance_lId,
COSEM_Object_Attribute_Id

Attribute_Value Data {Data}

7.3.13| Protocol of general block transfer mechanism

The geéneral block transfer (GBT)xmechanism can be used to carry any xDLMS sgervice
primitife when the service parameters are long i.e. their encoded form is longer than the Max
Receive PDU Size negotiated~tnthis case, the AL uses one or more General-Block-Tfansfer
(GBT) xDLMS APDUs to transport such long messages.

The service primitive_invocations may be complete including all the service parameters or
partial lincluding only\one part of the service parameters. Using complete or partial $ervice
invocations is left te\the implementation.

Follow|ng the-reception of a service .request / .response service primitive from the AP, fthe AL:

e buildsdhe APDU that carries the service primitive;

e when ciphering is required it applies the protection as required by the Security Options
and builds the appropriate ciphered APDU;

¢ when the resulting APDU is longer than the negotiated max APDU size, then the AL uses
the GBT mechanism to send the complete message in several GBT APDUs.

However, there is no direct relationship between partial invocations and the GBT APDUs sent.
The AL may apply the protection using complete or partial service invocations.

Following the reception of GBT APDUs from a remote party, the AL:

¢ assembles the block-data fields of the GBT APDUs received together;
o when the resulting complete APDU is ciphered, it checks and removes the protection;

e it invokes the appropriate service primitive, passing the additional Security Status, the
General_Block_Transfer_Parameters and the Protection_Element.
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However, there is no direct relationship between the GBT APDUs received and the partial
service invocations. The AL may verify and remove the protection processing the GBT APDUs
or processing the complete, assembled APDU.

See also Figure 36.

A message exchange may be started without or with using GBT. However, if one party sends
a request or a response using GBT, the other party shall follow. The parties continue then
using GBT until the end, i.e. until the complete response will have been received.

Streaming of blocks is managed by the AL taking into account the GBT parameters passed

from the—tocatAPtothe At —=—see 65 —=—andthe fietds of GBTAPDUs——seeFigune 59 -

receivgd from the remote AL.
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Invocation_Type = COMPLETE
Security_Options

Gen_Block_Transfer_Parameters

Block_Transfer_Streaming

Block_Transfer_Window

Service_Parameters e

Invocation_Type = FIRST
Security_Options @

Gen_Block_Transfer_Parameters

Block_Transfer_Streaming The unciphered and the ciphered APDU
Blpck_Transfer Window |- L] carrying the encoded form ofith¢ service
Servibe Parameters i primitive may be built fron)in

from partial service invgi
be carried by one
Block-Tr; sf. PDUs.

Invodation_Type = ONE / LAST

Servipe_Parameters ”\—’ (0’ -
: ’
$ervice : 4 <

| S:‘o

.request / xDLMS APDU

.rgsponse i
i | APDU Add'l Plain or e te Protection |« Calculated

tag fields xDL element by|the AL

Ciph ;\¥BU |
p %Q d

pervice ~ general-block-transter AFDU A= [ S
Jinl j::;::: / Ciphered APDU | Rdceived
Add’l Plain or encrypted Protection . erf; J;r; th:
fields xDLMS APDU element party
and verified
Invodation_Type = COMPLETE { by|the AL
Secufity_Status \ A

\O 2
Gen_[Block_Transfer_Parameters \ | \' xDLMS APDU

Blpck_Transfer_Window PR \\C) ,,,,,,,,,,,,, .
Service_Parameters 4—@—”‘—’ *
Protegtion_Element <« m_ _____ A

Invodation_Type = FIRST ('p |
i o i

Secufity_Status ~&, '\.._.~ °

Ge _Block_Transfer@bmeters

Bj ock_TranSLQ‘mdow e

Servi :e_PaWs

-
Protegti ent e

-€

-

-

3

Invocation_Type = ONE / LAST
Security_Status

Service_Parameters

Protection_Element

LB: last_block. 0 = Not Last Block, 1 = Last Block The service primitive may be composed from a complete or from
STR: Streaming. 0 = Not active, 1 = Active partial service invocations. The unprotected or protected APDU
BN: block number sent. BNA: block number acknowledged carrying the encoded form of the service primitive may be
The LB, STR, window, BN and BNA APDU fields are managed by the AL. composed of one or several General-Block-Transfer APDUs.
IEC

NOTE Applying and checking/removing cryptographic protection on APDUs is independent from the GBT process.
It is included here for completeness.

Figure 59 — Partial service invocations and GBT APDUs
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The various service invocation types — COMPLETE, FIRST-PART, ONE-PART or LAST-PART
— and the relationship between these invocations, the service parameters and the fields of the
ciphered APDUs and the General-Block-Transfer (GBT) APDUs are shown in Figure 59.

The Block_Transfer_Streaming (BTS) parameter is passed by the AP to the AL to indicate
that the AL can send blocks in streams, i.e. without waiting for a confirmation of each block
received by the remote party. This parameter is not included in the APDU.

The Block_Transfer Window (BTW) parameter indicates the size of the streaming window
supported, i.e. the maximum number of blocks that can be received. The
Block_Transfer_Window parameter of the other party may be known a priori by the parties.

i ize | i during

This relationship is indicated using a dotted line in Figure 59 between the Block_Transfer |Window
r and the window field of the APDU.

In the pase of unconfirmed services the Block_Transfer_Streaming parame€ter shall be set to
FALSH and Block_Transfer Window shall be set to 0. This indicates~{o’the AL that |t shall
send the encoded form of the whole service primitive in as many.‘GBT APDUs as needed
without waiting for confirmation of the blocks sent.

The usle of the fields of the GBT APDU is specified below:

o the|last-block (LB) bit indicates if the block is the last-one (LB = 1) or not (LB = 0);

e the| streaming bit indicates if streaming is in progress (STR = 1) or finished (STR = 0).
WhHhen streaming is finished, the remote party shall confirm the blocks received. When the
Block Transfer_Streaming parameter has been set to FALSE, the streaming bit shall be
alsp set to 0O;

o thelwindow field indicates the number_of‘*blocks that can be received by the party sending
the| APDU. Its maximum value is equal to the Block Transfer Window parameter passed
by the AP to the AL. Note, that the~AL may use a lower value during lost block recovery. In
the| case when the GBT APDUs earry an unconfirmed service (BTS = FALSE, BTW = 0;
seq above), the value of the(window shall be 0 indicating that no GBT APDUs shall be
corffirmed (and hence no I6st*blocks can be recovered);

e the| block-number (BN)\field indicates the number of the block sent. The first blogk sent
shgll have block-numer = 1. Block-number shall be increased with each GBT APDU sent,
evdgn if block-data({BD) is empty. However, during lost block recovery a block numbgr may
be repeated;

o the| block-putmber-acknowledged (BNA) field indicates the number of the| block
acKnowledged. If no blocks have been lost, it shall be equal to the number of the last block
received.,;However, if one or more blocks are lost, it shall be equal to the number| of the
blopkidp to which no blocks are missing;

e the block-data (BD) field carries one part of the xDLMS APDU that is sent using the GBT
mechanism.

If a party has no blocks to send, then the last-block bit of the APDU shall be set to 1 and the
streaming bit shall be set to 0.

The protocol of the GBT mechanism is further explained with the help of Figure 60, Figure 61,
Figure 62, Figure 63, Figure 64, Figure 65 and Figure 66. In these examples, it is assumed
that both parties support GBT and six blocks are required to transfer the complete response
or request (except in the DataNotification example, where four blocks are required).

NOTE 2 In these examples the service specific block transfer mechanism is not used.

Abbreviations used in the Figures:
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BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window;
GBT: General-Block-Transfer APDU;

LB: last-block;

STR: Streaming;

BN: block-number, BNA: block-number-acknowledged;

BD (APDU): block-data containing one block of the APDU.

Client Server s
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server inéer
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
[SET.req NORMAL
> Get-Request-Normal
> Get-Request-Normal
————— > » GET.ind NORMAL|
[GET.cnf NORMAL
GBT (LB=0, STR=0, W=1, BN=1, BNA=0
('; RS_T-P'SRTv BTtW=_1v GBT (LB=0, STR=0, W=1, BN=1, BNA=0, ( BD(Get-Response-Normal)) " e
'V'CTE_MSII_QY”)“E ers= P BD(Get-Response-Normal)) - < GET.res NORMAL
< h (COMPLETE,
BTS=1,BTW=1,
GBT (LB=1, STR=0, W=3, BN=1, BNA=1, Service_Parameterg)
> BD()) GBT (LB=1, STR=0, W=3, BN=1, BNA=1,
BET.req NORMAL - o BD()) _
(COMPLETE, >
- - GBT (LB=0, STR=1, W=1, BN=2, BNA=1,
BTS=0, BTW=3, - = = = =
R e P T e
) < il GBT (LB=0, STR=1}N=1, BN=3, BNA=1,
GBT (LB=0, STR=1, W=1, BN=3, BNA=1, BD(GetResporise-Normal))
BD(Get-Response-Normal)) [ —
< il GBT (LB=0, STR=0, W=1, BN=4, BNA=1,
GBT (LB=0, STR=0, W=1, BN=4, BNA=1, BD(Get-Response-Normal))
BD(Get-Response-Normal)) [
< S i
GBT (LB=1, STR=0, W=3, BN=2, BNA=4,
BD() GEBT (LB=1, STR=0, W=3, BN=2, BNA=4,
> BD())
— >
GBT (LB=0, STR=1, W=1, BN=5, BNA=2,
GBT (LB=0, STR=1, W=1, BN=5, BNA=2, BD(Get-Response-Normal))
BD(Get-Response-Normal)) R
< < T GBT (LB=1, STR=0, W=1, BN=6, BNA=2
BET.cnf NORMAL GBT (LB=1, STR=0, W=1, BN=6, BNA=2, Get-Response.! | ’
(LAST-PART, BD(Get-Response-Normal)) | BD(GetResponse-Normal))
Sprvice_Parameters) |«g - — —
Legend in tije service primitive: BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
STR: Streathing, W: Window, BN: Block number, BNA: Block numbef-acknowledged, BD (APDU): block-data containing one block of the APDU
IEC
Figure 60« GET service with GBT, switching to streaming
Figure|60 shows a GEIT service using GBT. After receiving the first GBT APDU, thg client
informg the servecr.that it supports streaming. The server switches then to streaming. The
procesp is the following:
the| client\AP invokes a GET.request NORMAL service primitive, without additional gervice
parnamieters. The client AL sends the request in a Get-Request-Normal APDU;
the sponse

NORMAL service primitive with additional service parameters: Invocation_Type =
COMPLETE, BTS =1, BTW = 1 meaning that the server allows sending block streams, but
it does not accept block streams from the client. The server AL sends a GBT APDU,
containing the first block of the response;

the client AL invokes a GET.confirm NORMAL service primitive, Invocation_Type = FIRST-
PART, BTW = 1. The Service_Parameters are empty. With this, it informs the AP that the
response from the server is long;

the client AP invokes a GET.request NORMAL service primitive, with Invocation_Type =
COMPLETE, BTS =0, BTW = 3, to advertise its capabilities to receive block streams. Note
that the Service_Parameters are empty, as these have been passed already in the first
GET.request NORMAL service invocation. The client AL sends a GBT APDU. The last-
block bit in the APDU is set to 1 and the streaming bit is set to 0 as the client has no
blocks to send;
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the server sends then the 2"d (STR = 1, BN = 2), 34 (STR = 1, BN = 3) and 4" (STR = 0,
BN = 4) blocks;

the client AL sends a GBT APDU to confirm the reception of the 2nd, 3rd and 4th block (LB
=1,STR=0,W =3, BNA = 4);

the server AL sends the 5t (STR =1, BN = 5) and the 6th, last block (LB = 1, STR = 0, BN
NOTE 3 The last block is not confirmed. However, when lost, it can be recovered. See Figure 63.

the client AL invokes a GET.confirm NORMAL service primitive with Invocation_Type =
LAST-PART. The service parameters include the complete response to the GET.request.

Thient Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
GBT (LB=1, STR=0, W=3, BN=1, BNA=0, i
o ( } ) GBT (LB=1, STR=0, W=3, BN=1, BNA=0, GELind NORMAY
> BD(Get-Request-Normal)) COMPLETE, BTW=B
> BD(Get-Request-Normal)) ( ] -
BET.req NORMAL Ll » »-|\/“Service_Parameterq)
(COMPLETE, > - >
BTS=0, BTW=3,
Sgrvice_Parameters) GBT (LB=0, STR=1, W=1, BN=1, BNA=1,
GBT (LB=0, STR=1, W=1, BN=1, BNA=1, BD(Get-Response-Normal)) <
B BD(Get-Response-Normal)) - ¢ GET.res NORMAL|
< GBT (LB=0, STR=1, W=1, BN=2, BNA=1, (FIRST-PART,
GBT (LB=0, STR=1, W=1, BN=2, BNA=1, BD(Get-Response-Normal)) BTS=1, BTW=1,
o BD(Get-Response-Normal)) - ¢ Service_Parameterg)
) GBT (LB=0, STR=0/W=4,BN=3, BNA=1,
GBT (LB=0, STR=0, W=1, BN=3, BNA=1, BD(Get-Respahse-Normal))
BD(Get-Response-Normal)) p—— 1
< - — —
GBT (LB=1, STR=0, W=3, BN=2, BNA=3,
BD( ) GBT (LB=1, S7R=0, W=3, BN=2, BNA=3,
P >
GBT (LB=0, STR=1, W=1, BN=4, BNA=2,
. BD(Get-Response-Normal)) GET.res NORMAL
AN -
GBT (LB=0, STR=1, W=1, BN=5, BNA=2, Sen(,li‘c'?;::g:{ers.
GBT (LB=0, STR=1, W=1, BN=5, BNA=2, BD(Get-Response-Normal)) -
BD(Get-Response-Normal)) e — |
< < GBT (LB=1, STR=0, W=1, BN=6, BNA=2,
GBT (LB=1, STR=0, W=1, BN=6, BNA=2, BD(Get-Response-Normal))
BD(Get-Response-Normal)) p—— 1
< <+
GBT (LB=1, STR=0, W=1, BN=3, BNA=3,
BD()) GBT (LB=1, STR=0, W=1, BN=3, BNA=3,
N - BD()) -
R GBT (LB=1, STR=0, W=1, BN=4, BNA=3,
PET.cnf NORMAL GBT (LB=1, STR=0, W=1, BN=4,BNA=3, ( BD(Get-Response-Normal))
(QOMPLETE, BTW=1, BD(Get-Response-Narmal)) P L
Sprvice_Parameters) |« <+~
-¢
Legend in tije service primitive: BTS: BlockTransfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
STR: Streathing, W: Window, BN: Block number, BNA: Block number acknowledged, BD (APDU): block-data containing one block of the APDU
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Figure 61 — GET service with partial invocations, GBT and streaming,
recovery of 4th block sent in the 2nd stream
Figurels er side

and streaming. The client advertises in the first request its streaming capabilities (BTW = 3;
BTW > 1 means that block streams can be received). The 4th block, sent in the second stream
by the server is lost and it is recovered. The process is the following:

the client AP invokes a GET.request NORMAL service primitive, with Invocation_Type =
COMPLETE, BTS = 0, BTW = 3. The client AL sends a GBT APDU with STR = 0, Window
= 3. The server AL invokes the GET.indication NORMAL service primitive with
Invocation_Type = COMPLETE, BTW = 3;

the server AP invokes a GET.response NORMAL service primitive with Invocation_Type =
FIRST-PART, BTS = 1, BTW = 1. Service_Parameters include the first part of the
response. The server AL sends the 1st, 2nd and 3 block;

the client AL sends a GBT APDU to confirm the reception of the three blocks. The server
AP invokes a GET.response NORMAL service primitive with Invocation_Type = LAST-
PART. Service_Parameters include the second, last part of the response. The server AL
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sends the 4th, 5th and 6t block (LB = 1, STR = 0, BN = 6). However, the 4" block gets
lost;

the client AL indicates that the 4th block has not been received by sending a GBT APDU
confirming the reception of the 3 block (STR = 0, window = 1, BNA = 3). Notice that the
client AL drops down the window size to 1 to indicate that only one block has to be re-
sent;

the server sends again the 4th block (LB = 1, STR = 0, BN = 4, BNA = 3);

as the client has already received now all blocks, it invokes a GET.confirm NORMAL
service primitive with Invocation_Type = COMPLETE, BTW = 1. The Service_Parameters
of this invocation contain the complete response to the GET.request.

Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
GBT (LB=1, STR=0, W=3, BN=1, BNA=0, i
_ ( BD(Get-Request Normal)) GBT (LB=1, STR=0, W=3, BN=1, BNA=0, SETind NORMAL
COMPLETE, BTW=B,
T req NORMAL >l | BD(Get-Request-Normal)) (Sewice BTV ),
_ > :
(COMPLETE, - - >
BTS=0, BTW=3,
Skrvice_Parameters) GBT (LB=0, STR=1, W=1, BN=1, BNA=1}
GBT (LB=0, STR=1, W=1, BN=1, BNA=1, BD(Get-Response-Normal)) <
BD(Get-Response-Normal)) |- GET.res NORMAL
- nill GBT (LB=0, STR=1, W=1, BN=2, BNA=1, (FIRST-PART,
GBT (LB=0, STR=1, W=1, BN=2, BNA=1, BD(Get-Response=Normal)) BTS=1, BTW=1,
P BD(Get-Response-Normal)) - -t Service_Parameterg)
< GBT (LB=0, STR=@, W=17BN=3, BNA=1, -
GBT (LB=0, STR=0, W=1, BN=3, BNA=1, BD(Get-Response-Normal))
BD(Get-Response-Normal)) 1
: -t ——
GBT (LB=1, STR=0, W=3, BN=2, BNA=3,
GBT (B=1, STR=0, W=3, BN=2, BNA=3,
> BD())

>
GBT ([B=0, STR=1, W=1, BN=4, BNA=2,

BD(Get-Response-Normal)) [ GET.res NORMAL
-+ — " LAST-PART.
GBT (LB=0, STR=1, W=1, BN=5, BNA=2, Ser\(/ice Parame{ers
BD(Get-Response-Normal)) -
-

<
<

GBT (LB=1, STR=0, W=1, BN=6, BNA=2,
GBT (LB=1, STR=0, W=1, BN=6, BNA=2, BD(Get-Response-Normal))

BD(Get-Response-Normal)) R
< - —
GBT (LB=1, STR=0, W=2, BN=3, BNA=3,
BD()) GBT (LB=1, STR=0, W=2, BN=3, BNA=3,
>l _ BD())
—-——_ >
GBT (LB=0, STR=1, W=1, BN=4, BNA=3,
GBT (LB=0, STR=0, W=1, BN=4, BNA=3, BD(Get-Response-Normal))
BD(Get-Response-Normiat)) Ep——
- < ——
R < GBT (LB=1, STR=0, W=1, BN=5, BNA=3,
BET.cnf NORMAL GBT (LB=1, STR=0,W=1, BN=5, BNA=3, ( BD(Get-Response-Normal))
(QOMPLETE, BTW=1, BD(Get-Responsé-Normal)) __—|=
Skrvice_Parameters) |« -+ —
<
-t

|| L]

Legend in tije service primitive: BTS: Bloek_Transfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
STR: Streathing, W: Window, BN: Block number, BNA: Block number acknowledged, BD (APDU): block-data containing one block of the APDU

IEC

Figure 62 — GET service with partial invocations, GBT and streaming,
recovery of 4th and 5th block

Figure 62 shows a scenario which is essentially the same as In Figure 61 except that the 4t
and 5th blocks are lost and recovered. The process is the following:

the client receives the 6 block (LB = 1, STR = 0, BN = 6, BNA = 2);

the client indicates that the 4th and the 5th blocks have been lost, by sending a GBT APDU
with W = 2, BNA = 3, i.e. meaning that no blocks are missing up to the 3rd block but two
blocks have been lost and that the server can send these two using streaming;

the server sends then the lost (not confirmed) 4th (LB = 0, STR = 1, BN = 4) and 5t block
(LB =1, STR =0, BN = 5). Notice here that LB has been set to 1;

the client has received now each block. It invokes then a GET.confirm NORMAL service
primitive with Invocation_Type = COMPLETE, BTW = 1. The Service_Parameters include
the parameters of the complete response to the GET.request.
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Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
GBT (LB=1, STR=0, W=3, BN=1, BNA=0, .
g ( . ) GBT (LB=1, STR=0, W=3, BN=1, BNA=0, GET.ind NORMAL
> BD(Get-Request-Normal)) COMPLETE. BTW=3
GET.req NORMAL > BD(Get-Request-Normal)) ( ! g =9
(COMPLETE == = p| Service_Parameters)
, >
BTS=0, BTW=3, -
Service_Parameters) GBT (LB=0, STR=1, W=1, BN=1, BNA=1,
GBT (LB=0, STR=1, W=1, BN=1, BNA=1, BD(Get-Response-Normal)) <
o BD(Get-Response-Normal)) - < GET.res NORMAL
< GBT (LB=0, STR=1, W=1, BN=2, BNA=1, (FIRST-PART,
GBT (LB=0, STR=1, W=1, BN=2, BNA=1, BD(Get-Response-Normal)) BTS=1, BTW=1',
o BD(Get-Response-Normal)) - < Service_Parameters)
- GBT (LB=0, STR=0, W=1, BN=3, BNA=1,
GBT (LB=0, STR=0, W=1, BN=3, BNA=1, BD(Get-Response-Normal))
BD(Get-Response-Normal)) Jp——
< —
GBT (LB=1, STR=0, W=3, BN=2, BNA=3,
GBT (LB=1, STR=0, W=3, BN=2, BNA=3,
- BD( )
GBT (LB=0, STR=1, W=1, BN=4, BNA=2 GBT (LB=0, STR=1, W=1, BN=4, BNA=2,
=0, =1, W=1, BN=4, =2 BD(Get-Response-Normal
BD(Get-Response-Normal)) [ ( P ) GIE('LI'/-{S?I\;&I;I\_I{IAL
- - GBT (LB=0, STR=1, W=1,BN=5, BNA=2, |, g o >"p {
GBT (LB=0, STR=1, W=1, BN=5, BNA=2, BD(Get-Response-Normal)) ervice_Parameterg
BD(Get-Response-Normal)) T
< il GBT (LB=1, STR=0, W=1, BN=6, BNA=2{
BD(Get-Response-Normal))
<[
GBT (LB=1, STR=0, W=1, BN=3, BNA=5,
BD()) GBT (LB=1, STR=0, W=1, BN=3, BNA=5,
> BD())
e -
.
n GBT (LB=1, STR=0,W=1, BN=6, BNA=3,
BET.cnf NORMAL GBT (LB=1, STR=0, W=1, BN=6, BNA=3, ( BD(Get-Responée-Normal))
(QOMPLETE, BTW=1, BD(Get-Response-Normal)) R
Sprvice_Parameters) |« -
<

|| { L]

Legend in i
STR: Streal

Figure

recovered. The process is the following:

o the
. as
GB
o the
ST
e wh
wit

par

e service primitive: BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
hing, W: Window, BN: Block number, BNA: Block number acknowledged, BD (APDU): blocksdata*containing one block of the APDU

Figure 63 — GET service with partial.invocations, GBT and streaming,
recovery.of-last block

63 shows a scenario when the last block sent in the second stream gets lost

client receives the 5th block‘carried by a GBT APDU (LB =0, STR =1, BN = 5);
this is not the last block), after an implementation specific timeout the client s
T APDU (LB =1, STIR = 0, BN = 3, BNA = 5);

server sends thén the lost (not confirmed) 6th block carried by a GBT APDU (
R =0, W =1, BN)= 6 and BNA = 3);

bn the clientireceives this APDU, it invokes a GET.confirm NORMAL service pi
 Invocation_Type COMPLETE, BTW =1. The Service_Parameters inclu
ameters.of the complete response to the GET.request.

IEC

and is

ends a

B=1,

imitive
le the
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Client Server

Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server SeAnF/’er
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
GBT(LBBzg' R =1, BNAZO. GBT(LB=0, STR=0, W=1, BN=1, BNA=0 SET.ind NORMAL
> (Set-Request-Normal)) » i ) , s -
SETreq NORMAL > BD(Set-Request-Normal)) (FIRST PART, BTN,
- == »
(FIRST-PART, > ervice_Parameters) -
BTS=1, BTW=1,
Service_Parameters) GBT(LB=1, STR=0, W=3, BN=1, BNA=1,
GBT(LB=1, STR=0, W=3, BN=1, BNA=1, BD( 1)) <
‘ BD(1) = < SET.res NORMAL
- h (FIRST-PART,
SET.cnf NORMAL BTS=0, BTW=3,
(FIRST-PART, BTW=3, Service_Parameters=
Service_Parameters= EMPTY)
EMPTY)
GBT(LB=0, STR=1, W=1, BN=2, BNA=1
> BD(Set-Request-Normal)) GBT(LB=0, STR=1, W=1, BN=2, BNA=T,
SET.req NORMAL - - BD(Set-Request-Normal))
(LAST-PART, GBT(LB=0, STR=1, W=1, BN=3, BNA=1, - >
Service_Parameters) BD(Set-Request-Normal))
-
GBT(LB=0, STR=0, W=1, BN=4, BNA=1,
BD(Set-Request-Normal)) GBT(LB=0, STR=0, W=1, BN=4, BNA=1,
- BD(Set-Request-Normal))
——— »
GBT(LB=1, STR=0, W=1, BN=2, BNA=2,
GBT(LB=1, STR=0, W=1, BN=2, BNA=2, BD
()
BD()) - — |
: - — —
GBT(LBBzg’ STRED, Wl D=3, BNA=2, GBT(LB=0, STR=0, W&#7BN=3, BNA=2 SET.ind NORMAL
(Set-Request-Normal)) s i ) ) 8
>l _ BD(Set-Request-Normal)) (ONE-PART
T == p| Service_Paraneters)
GBT(LB=1, STR=0,'W=3, BN=3, BNA=4, >
GBT(LB=1, STR=0, W=3, BN=3, BNA=4,
BD()) Jp——
< <~
GBT(LB=0, STR=1, W=1, BN=5, BNA=3,
BD(Set-Request-Normal)) GBT(LB=0, STR=1, W=1, BN=5, BNA=3,
- BD(Set-Request-Normal))
—— -
GBT(LB=1, STR=0, W=1, BN=6, BNA=3, »> .
BD(Set-Request-Normal)) GBT(LB=1, STR=0, W=1, BN=6, BNA=3, SET.ind NORMAL
>l _ BD(Set-Request-Normal)) (LAST-PART,
——y p| Service_Paraneters)
GBT(LB=1, STR=0, W=1, BN=4, BNA=6, |_
SET.cnf NORMAL GBT(LB=1, STR=0, W=1, BN=4, BNA=6, BD(Set-R N | <
(LAST-PART, BD(Set-Response.Normal)) __le (Set-Response-Normal)) SET.res NORMAL
Service_Parameters) |« =" (LAST-PART,
¢ Service_Pararjeters)
Legenf in the service primitive: BTS: Block_Transfer_Streaming, BTW: Black_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Blpck,
STR: $treaming, W: Window, BN: Block number, BNA: Block humber.acknowledged, BD (APDU): block-data containing one block of the APDU IEC
Figure 64 — SET service-with GBT, with server not supporting streaming,
recovery of 3rd block
Figure[64 shows a SET service with GBT and streaming. The 34 block sent by the client is
lost and recovered. The process is the following:
o the| client AR Jinvokes a SET.request NORMAL service primitive with Invocation_Type =
FIRST-PART) BTS =1, BTW = 1. The Service_Parameters include the first part|of the
SE[.request. The client AL sends the first block only because it does not know the

gaming window size supported by the server;

S A

e y ice-primitive-with-tnvocation—Type =

FIRST-PART, BTW = 1. The Service_Parameters include the first part of the parameters
of the SET.request;

e the server AP responds with a SET.response NORMAL service primitive with
Invocation_Type = FIRST-PART, BTS = 0, BTW = 3. The Service_Parameters are empty.
The server AL sends a GBT APDU with LB =1, STR = 0, Window = 3; block-data is empty.
From this, the client knows that the server can receive block streams and the window size
= 3. Therefore it sends the 24, 3rd and 4th block in a stream. However, the 3™ block gets
lost;

e the server indicates that block 3 is lost by confirming the reception of the 2"d block and
dropping down the window size to 1 (LB =1, STR =0, W =1, BN = 2, BNA = 2). The client
sends then again the 3rd block (LB = 0, STR = 0, BN = 3, BNA = 2);

e the server invokes a SET.indication NORMAL service primitive with Invocation_Type =
ONE-PART. The server AL confirms the reception of the blocks up to the 4th block
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(LB =1, STR =0, W = 3, BNA = 4). Notice that the window size has been raised again to
3;

e the client sends then the 5th and the 6th block using streaming;

e when the server AL receives the 6th, last block it invokes a SET.indication NORMAL
service primitive with Invocation_Type = LAST-PART. Service_Parameters include the last
part of the parameters of the SET.request;

e the server AP invokes a SET.request NORMAL service primitive with Invocation_Type =
LAST-PART, and with the Service_Parameters containing the result of the set
operation(s). This is sent by the server AL in a GBT APDU. The client AL invokes the
SET.confirm NORMAL service primitive with Invocation_Type = LAST-PART.
Service Parameters include the result of the set operations

Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying Al
Layer (XX) Layer (XX)
GBT(LB=0, STR=1, W=3, BN=1, BNA=0,
> BD(Action-Request-With-List)) GBT(LB=0, STR=1, W=3, BN=1, BNA=0;
ACITION.req WITH-LIST L = BD(Action-Request-With-List)) _
(COMPLETE, GBT(LB=0, STR=1, W=3, BN=2, BNA=0, »>
BTS=1, BTW=3, BD(Action-Request-With-List)) GBT(LB=0, STR=1, W=3, BN£2) BNA=0,
. ’ ; > BD(Action-Request-With-List))
Sfvice_Parameters) GBT(LB=0, STR=0, W=3, BN=3, BNA=0 i > >
= = = = = Laatl . -
BD(Action-Request- With-List)) GBT(LB=0, STR=0AW=3, BN=3, BNA=0, ‘;CIFI'SC;NP'R‘MET‘VV 3T
> BD(Actiop-Request-With-List)) ( - , ’
=== p| Service_Parameterg)
GBT(LB=0, STR=1, W=3, BN=1, BNA=3,
BD(Action-Response-With-List)) <t
<[ ACTION.res WITH-LIBT
GBT(LB=0, STR=1, W=3, BN=2, BNA=3, (FIRST-PART,
GBT(LB=0, STR=1, W=3, BN=2, BNA=3, BD(Action-Response-With-List)) BTS=1, BTW=3,
P BD(Action-Response-With-List)) == - Service_Parameterd)
-« GBT(LB=0, STR=0, W=3, BN=3, BNA=3,
GBT(LB=0, STR=0, W=3, BN=3, BNA=3, BD(Action-Response-With-List))
BD(Action-Response-With-List)) P —
<t -+ —
¢
GBT(LB=0, STR=0, W=1, BN=4, BNA=0, .
(BD(Action-Request—With-List)) GBT(LB=0, STR=0, W=1, BN=4, BNA=0, | ACTION.ind WITH-LIST
plelY BD(Action-Request-With-List)) (ONE-PART
e | p| Service_Parameterg)
GBT(LB=0, STR=0, W=3, BN=1, BNA=4, >
GBT(LB=0, STR=0, W=3, BN=1, BNA=4, BD(Action-Response-With-List))
BD(Action-Response-With-List)) 1
: -t ——
< GBT(LB=0, STR=1, W=3, BN=55, BNA=3,
AQTION.cnf WITH-LIST BD(Action-Request- WithLTst) GBT(LB=0, STR=1, W=3, BN=5, BNA=3,
(FIRST-PART, BTW=3, > BD(Action-Request-With-List))
Sprvice_Parameters) GBT(LB=1, STR=0,MW=3)BN=6, BNA=3 T > )
BD(Action-RequestWith-List)) GBT(LB=1, STR=0, W=3, BN=6, BNA=3, | ACTION.ind WITH-LIET
>l BD(Action-Request-With-List)) (LAST-PART,
————p p|  Service_Parameterg)
GBT(LB=0, STR=1, W=3, BN=4, BNA=6, >
GBT(LB=Q, _STR=1~ w=3, BN=4,_BNA=6, BD(Action-Response-With-List)) <
‘ BD(Action-Response-With-List)) - < ACTION.res WITH-LIST
" GB¥(LB=0, STR=1, W=3, BN=5, BNA=6 GBT(LB-0, STR=1, W=3, B=5, BNA=S, (LAST-PART,
=0, =1, W=3, BN=o, =0, BD(Action-Response-With-List Service P terg
BD(Action-Response-With-List)) |l ( P ) ervice_Parametery)
< - ——
QR GBT(LB=1, STR=0, W=3, BN=6, BNA=6,
AQTION.cnf WITH-LIST GBT(LB=1, STR=0, W=3, BN=6, BNA=6, ( . Wit i
A ~=0, | BD(Action-Response-With-List))
(LAST-PART, BD(Action-Response-With-List)) |
Sprvice_Parameters)) |ag - — —
-t
Legend in the service primitive: BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
STR: Streamking-W-Window-BN-Blosk bor-BNA-Block b ) Jodgod—BD-(ARDU-block-dat ini blockofthe-ARDU.

&)

IEC

Figure 65 — ACTION-WITH-LIST service with bi-directional GBT
and block recovery

Figure 65 shows an ACTION-WITH-LIST service with partial service invocations, bidirectional
block transfer and streaming. Both parties know a priori that the other party supports
streaming with window size = 3. The first block sent by the server is lost and recovered. The
process is the following:

e the client invokes and ACTION.request of type WITH-LIST service primitive with
Invocation_Type = COMPLETE, BTS =1, BTW = 3. The client AL sends the first three
blocks that carry a part of this request to the server. The server AL invokes and
ACTION.indication of type WITH-LIST service primitive with Invocation_Type = FIRST-
PART, BTW = 3. Service parameters contain the first part of the request;
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the server AP processes this request and has the first part of the response available. It
invokes an ACTION.response of type WITH-LIST service primitive with Invocation_Type =
FIRST-PART, BTS =1, BTW =3. The server AL sends this in three blocks using
streaming. However, the 15t block is lost;

the client AL asks the server to send the lost 15t block again by not confirming any blocks
received. It also sends its 4t" block (LB = 0, STR =0, W = 1, BN = 4, BNA = 0). Notice that
the client AL has dropped down the window size to 1;

the server AL invokes an ACTION.indication of type WITH-LIST service primitive with
INVOCATION_Type = ONE-PART. Service_Parameters contain one part of the request;

the server sends the lost 18t block and confirms the 4th block received from the client
(BN_=_1, BNA = 4):

the| client AL invokes an ACTION.confirm of type WITH-LIST service primitive with
additional parameters: Invocation_Type = FIRST-PART, BTW's) 3. The
Selvice_Parameters include one part of the response from the server,;

the|client AL sends the 5t and the 6th, last block. Window size is raised @gain to 3;

the| server AL invokes an ACTION.indication of type WITH-LIST_ Service primitive with
Invpcation_Type = LAST-PART and with Service_Parameters containing the last part of
the] ACTION.request;

the|server AP processes this and invokes an ACTION.respofise’ of type WITH-LIST gervice
primitive with Invocation_Type = LAST-PART; the Service Parameters contain the
remaining part of the response. This is sent to client in three blocks using streaming

the| client AL invokes an ACTION.confirm of type)"WITH-LIST service primitive with
Invpcation_Type = LAST-PART. The Service Parameters include the last part |of the
response from the server.

Client Server Server
Client Client XX-DATA.req () supporting supporting XX-DATA.ind () Server AP
AP AL carrying Protocol Protocol carrying AL
Layer (XX) Layer (XX)
DataNotification.re:
(FIRST-PART,
GBT(LB=0, STR=0, W=0, BN=1, BNA=0 BTS=0, BTW=0,
GBT(LB=0, STR=0, W=0, BN=1, BNA=0, BD(Data-Notfication)) T | e Parametery
BD(Data-Notificationf) |- b
- - — — GBT(LB=0, STR=0, W=0, BN=2, BNA=0,
GBT(LB=0, STR=0, W=Q, BN=2, BNA=0, BD(Data-Notification)) DataNotification.re
P BD(Data-Notification)) - <t (LAST-PART,
¢ GBT(LB=0, STR=0, W=0, BN=3, BNA=0, Service_Parameterg)
GBT(LB=0, STR=0,W=0, BN=3, BNA=0, BD(Data-Notification)) < =
BD(Data-Notification)) - — |
ataNotification.ind ~ GBT(LB=1,/STR=0, W=0, BN=4, BNA=0, “ T Daahotiivatiomy 0
: =1, =0, W=0, BN=4, =0, BD(Data-Notification
(QOMPLETE, BTW=0, BD (Data-Notification)) [ ( )
Sprvice_Parameters) |ag -« ——
<
<

|| L]

Legend in tlje service primitive: BTS: Block_Transfer_Streaming, BTW: Block_Transfer_Window. Legend in the APDUs: GBT: General-Block-Transfer APDU, LB: Last-Block,
STR: Streathing, W: Window, BN: Block number, BNA: Block number acknowledged, BD (APDU): block-data containing one block of the APDU

IEC

- 56—BataNotificati A -6 BT-witt - .

Figure 66 shows a DataNotification service with GBT, with partial service invocations on the
server side. The process is the following:

the server AP invokes a DataNotification.request service primitive with Invocation_Type =
FIRST-PART, BTS =0, BTW =0. The Service_Parameters include one part of the
DataNotification.request;

the server AL sends the GBT APDUs to the client. The reception of the blocks is not
confirmed, block recovery is not available;

when the client AL receives the last block, it assembles the block-data together and
invokes a DataNotification.indication service primitive with Invocation_Type = COMPLETE,
BTW =0. The Service_Parameters include the complete DataNotification service
parameters.
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Aborting the GBT process

The client or the server may want to abort the GBT process. To do so, it shall send a GBT
APDU with LB =1, STR =0, BN =0 and BNA = 0. The block transfer process shall also be
aborted if a party confirms the reception of a block not yet sent by the other party.

It is not possible to abort GBT with DataNotification.

8 Abstract syntax of ACSE and COSEM APDUs

Th tnh-nn{- avtay ~f COVQEN ADPDIlle 1o anacnifindA 1n thic Alaion oinas ACN] A4 Saoapnl O/IEC
e abstraet-synte—of-COSEM-ARBUs-is—specified—in-this—elause—using-ASN-4+—SeeS

COSEMpdjay DEFINITIONS::= BEGIN
ACSE-APPU: := CHOICE
{
aarfy AARQ-apdu,
aarg AARE-apdu,
rlrpg RLRQ-apdu, -- OPTIONAL
rlrp RLRE-apdu -- OPTIONAL
}
XDLMS-APDU::= CHOICE

{
-- stanfdardised xDLMS pdus used in DLMS/COSEM

-- with| no ciphering

iniftiateRequest [11] IMPLICIT hitiateRequest,
reapdRequest [5] IMPLICIT ReadRequest,
wrifteRequest [6] IMPLICIT WriteRequest,
iniftiateResponse [81] IMPLICAT InitiateResponse,
reafdResponse [12] IMPLIEHT ReadResponse,
wrijfteResponse [13] IMPLIECIT WriteResponse,
conffirmedServiceError [14] ConfirmedServiceError,

-- datafnotification

datp-notification {15] IMPLICIT Data-Notification,
uncpnfirmedWriteRequest [22] IMPLICIT UnconfirmedWriteRequest,
infprmationReportRequest [24] IMPLICIT InformationReportRequest,

-- The RPDU tag of each ciphered xDLMS APDU indicates the type of the unciphered APDU and whether

-- glodal or dedicated keywis used. The type of the key is carried by the security headgr, and
after
-- remdving the encryptiion and/or verifying the authentication tag, the original APDU w}jth its
APDU
-- TAG |is restored.~Therefore, the APDU tags of the ciphered APDUs carry redundant information,
but
-- they| are ret@ained for consistency.

-- with| glopalI\ ciphering

glofindfiateRequest [33] IMPLICIT OCTET STRING,
glo—r ~Val®] qu L L 1 IMDPLICIT QCTET TRING
glo-writeRequest [38] IMPLICIT OCTET STRING,
glo-initiateResponse [40] IMPLICIT OCTET STRING,
glo-readResponse [44] IMPLICIT OCTET STRING,
glo-writeResponse [45] IMPLICIT OCTET STRING,
glo-confirmedServiceError [46] IMPLICIT OCTET STRING,
glo-unconfirmedWriteRequest [54] IMPLICIT OCTET STRING,
glo-informationReportRequest [56] IMPLICIT OCTET STRING,

-- with dedicated ciphering

-- not used in DLMS/COSEM

ded-initiateRequest [65] IMPLICIT OCTET STRING,
ded-readRequest [69] IMPLICIT OCTET STRING,
ded-writeRequest [70] IMPLICIT OCTET STRING,

-- not used in DLMS/COSEM
ded-initiateResponse [72] IMPLICIT OCTET STRING,
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ded-readResponse [76] IMPLICIT OCTET STRING,
ded-writeResponse [77] IMPLICIT OCTET STRING,
ded-confirmedServiceError [78] IMPLICIT OCTET STRING,
ded-unconfirmedWriteRequest [86] IMPLICIT OCTET STRING,
ded-informationReportRequest [88] IMPLICIT OCTET STRING,

-- xDLMS APDUs used with LN referencing
-- with no ciphering

get-request [192] IMPLICIT Get-Request,
set-request [193] IMPLICIT Set-Request,
event-notification-request [194] IMPLICIT EventNotificationRequest,
action-request [195] IMPLICIT Action-Request,
get-response [196] IMPLICIT Get-Response,
set-respon [197] IMPLICIT Set-Response
actfion-response [199] IMPLICIT Action-Response,

-- with| global ciphering
glofget-request [200] IMPLICIT OCTET STRING,
glofset-request [201] IMPLICIT OCTET STRING,
glofevent-notification-request [202] IMPLICIT OCTET STRING,
glofaction-request [203] IMPLICIT OCTET STRING,
glofget-response [204] IMPLICIT OCTET STRING,
glofset-response [205] IMPLICIT OCTET STRING,
glofaction-response [207] IMPLICIT OCTET STRING,

-- with| dedicated ciphering
dedfget-request [208] IMPLICIT OCTET, STRING,
dedfset-request [209] IMPLICIT OCTET\STRING,
dedfevent-notification-request [210] IMPLICIT QCTET STRING,
dedfactionRequest [211] IMPLICIT OCTET STRING,
dedfget-response [212] IMPLICIT OCTET STRING,
dedfset-response [213] IMPLICIT OCTET STRING,
dedfaction-response [215] IMPLICET OCTET STRING,

-- the pxception response pdu
excpption-response [216] IMPLICIT ExceptionResponse,

-- accefs
access-request {217] IMPLICIT Access-Request,
access-response [218] IMPLICIT Access-Response,

-- genefral APDUs
genpral-glo-ciphering [219] IMPLICIT General-Glo-Ciphering,
genpral-ded-ciphering [220] IMPLICIT General-Ded-Ciphering,
genpral-ciphering [221] IMPLICIT General-Ciphering,
general-signing [223] IMPLICIT General-Signing,
general-block-trangsfer [224] IMPLICIT General-Block-Transfer

-- The |[tags 230 and®28%1 are reserved for DLMS Gateway

-- resefved [230]

-- resefved [231]

}

AARQ::=| [APRLICATION 0] IMPLICIT SEQUENCE

{

-- [APPLIGATION O] == [ 60H 1 = [ 96 1]
protocol-version [0] IMPLICIT BIT STRING {versionl (0)} DEFAULT

{versionl},
application-context-name [1] Application-context-name,
called-AP-title [2] AP-title OPTIONAL,
called-AE-qualifier [31] AE-qualifier OPTIONAL,

called-AP-invocation-id 4
called-AE-invocation-id
calling-AP-title

[ AP-invocation-identifier OPTIONAL,

[5

[6
calling-AE-qualifier [7

[8

[9

AE-invocation-identifier OPTIONAL,
AP-title OPTIONAL,

AE-qualifier OPTIONAL,
AP-invocation-identifier OPTIONAL,
AE-invocation-identifier OPTIONAL,

calling-AP-invocation-id
calling-AE-invocation-id

1
1
1
]
1
1

-- The following field shall not be present if only the kernel is used.
sender-acse-requirements [10] IMPLICIT ACSE-requirements OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.
mechanism-name [11] IMPLICIT Mechanism-name OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.

calling-authentication-value [12] EXPLICIT Authentication-value OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
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user-information [30] EXPLICIT Association-information OPTIONAL

-- The user-information field shall carry an InitiateRequest APDU encoded in A-XDR, and then
-- encoding the resulting OCTET STRING in BER.

AARE-apdu::= [APPLICATION 1] IMPLICIT SEQUENCE

{

-- [APPLICATION 1] == [ 61H ] = [ 97 ]
protocol-version [0] IMPLICIT BIT STRING {versionl (0)} DEFAULT

{versionl},
application-context-name [1] Application-context-name,
result [2] Association-result,
result-source-diagnostic [3] Associate-source-diagnostic,
responding-AP-title [4] AP-title OPTIONAL,
responding-AE-qualifier [5] AE-qualifier OPTIONAL,
responding-AP-invocation-id [6] AP-invocation-identifier OPTTONATL,
responding-AE-invocation-id [7] AE-invocation-identifier OPTIONAL,

-- The [following field shall not be present if only the kernel is used.
responder-acse-requirements [8] IMPLICIT ACSE-requirements OPTIONAEL}

-- The [following field shall only be present if the authentication functional unit ‘is selecfed.
mechanism-name [9] IMPLICIT Mechanism-name OPTIONAL,

-- The [following field shall only be present if the authentication functionaltunhit is selecfed.

responding-authentication-value [10] EXPLICIT Authentication—-falde OPTIONAL,
impflementation-information [29] IMPLICIT Implementatiofnydata OPTIONAL,
usefr-information [30] EXPLICIT Association-imnfibrmation OPTIONAL

-- The juser-information field shall carry either an InitiateResponsé&(or, when the proposed|xDLMS
-- contkext is not accepted by the server, a confirmedServiceErrdr) WAPDU encoded in A-XDR, and then
-- encofding the resulting OCTET STRING in BER.

RLRQ-apfdu::= [APPLICATION 2] IMPLICIT SEQUENCE

{

-- [APPJLICATION 2] == [ 62H ] = [ 98 ]
reafon [0] IMPLICIT Release-request-reason OPTIONAL,
usefr-information [30] EXPLICLT Association-information OPTIONAL

}

RLRE-apfdu::= [APPLICATION 3] IMPLICIT SEQUENCE

{

-- [APPLICATION 3] == [ 63H ] = [ 99 ]
reafon [0] IMPLICIT Release-response-reason OPTIONAL
usefr-information §30] EXPLICIT Association-information OPTIONAL

-- The pser-information field of the RLRQ / RLRE APDU may carry an InitiateRequest APDU encdded in
-- A-XDR, and then encoding the Tesulting OCTET STRING in BER, when the AA to be released uges
-- ciphfring.

-- typep used in the fields of the ACSE APDUs, in the order of their occurrence

Applicajtion-context-name® := OBJECT IDENTIFIER
AP-titlp::= OCTET STRING
AE-qualfifier: := OCTET STRING
AP-invofpatdensidentifier::= INTEGER
AE-invoation-identifier::= INTEGER
ACSE-requirements::= BIT STRING {authentication(0)}
Mechanism-name: := OBJECT IDENTIFIER
Authentication-value::= CHOICE
{
charstring [0] IMPLICIT GraphicString,
bitstring [1] IMPLICIT BIT STRING
}
Implementation-data::= GraphicString
Association-information::= OCTET STRING
Association-result::= INTEGER
{
accepted (0),
rejected-permanent (1),
rejected-transient (2)

}

Associate-source-diagnostic::= CHOICE
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acse-service-user [1] INTEGER

{
null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized (3),
calling-AP-invocation-identifier-not-recognized (4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
called-AE-invocation-identifier-not-recognized (10),
authentication-mechanism-name-not-recognised (11),
authentication-mechanism-name-required (12),
authentication-failure (13),
authentication-required (14)

I

acsp-service-provider [2] INTEGER

{
null (0),
no-reason-given (1),
no-common-acse-version (2)

}

}

Releasefrequest-reason::= INTEGER

{
norpal (0),
urgent (1),
usefr-defined (30)

}

Releasefresponse-reason::= INTEGER

{
norfpal (0),
notf-finished (1),
usefr-defined (30)

}

-- Usefjl types

IntegerB::= INTEGER(5128..127)

Integerfl6::= INTEGERW-32768..32767)

IntegerP2::= INTEGER (-2147483648..2147483647)

Integerfpd: := INTEGER (-9223372036854775808..9223372036854775807)

Unsigned8: := INBEGER (0..255)

Unsignefdl6::= INTEGER (0..65535)

Unsignefd32: INTEGER (0..4294967295)

Unsignefd64::= INTEGER (0..18446744073709551615)

-- xDLMP APDU-s used during Association establishment

InitiatpRequest::= SEQUENCE

{

-- shalll not be enceded”in DLMS without ciphering
dedficated-key OCTET STRING OPTIONAL,
response-allowed BOOLEAN DEFAULT TRUE,
proposed-quality-of-service [0] IMPLICIT Integer8 OPTIONAL,
proposed-dhs<version-number Unsigneds,
proposed=conformance Conformance, -- Shall be encoded in BER
clipnt-max-receive-pdu-size Unsignedlé6

}

-- In DLMS/COSEM, the quality-of-service parameter is not used. Any value shall be accepted.

—-- The Conformance field shall be encoded in BER. See IEC 61334-6 Example 1.

InitiateResponse::= SEQUENCE

{
negotiated-quality-of-service [0] IMPLICIT Integer8 OPTIONAL,
negotiated-dlms-version-number Unsigned8,
negotiated-conformance Conformance, -- Shall be encoded in BER
server-max-receive-pdu-size Unsignedlé6,
vaa-name ObjectName

-- In the case of LN referencing, the value of the vaa-name is 0x0007

-- In the case of SN referencing, the value of the vaa-name is the base name of the
-- Current Association object, O0xFAQ0O

-- Conformance Block

-- SIZE constrained BIT STRING is extension of ASN.1l notation

Conformance::= [APPLICATION 31] IMPLICIT BIT STRING
{
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-- the bit is set when the corresponding service or functionality is available

reserved-zero (0),

-- The actual list of general protection services depends on the security suite

general-protection (1),

general-block-transfer (2),

read (3),

write (

unconfirmed-write (

reserved-six (

reserved-seven (

attributeO-supported-with-set (
(
(
(
(
(
(

S

priority-mgmt-supported
attributeO-supported-with-get
block-transfer-with-get-or-read
block-transfer-with-set-or-write
block-transfer-with-action
multiple-references
information-report (15)
datp-notification (
access (
parpmeterized-access (
get (
(
(
(
(

H R RPP©o®-dou

WN R O————

set]
selpctive-access
evept-notification
actfion

}

ObjectNpme: := Integerl6
-- for phamed variable objects (short names), the last three bits shall (be set to 000;
-- for fpaa-name objects, the last three bits shall be set to 111.

-- The fonfirmed ServiceError APDU is used only with the InitiateReguest, ReadRequest and
-- WritpRequest APDUs when the request fails, to provide diagnosktic information.

ConfirmpdServiceError::= CHOICE
{
-- tag P is reserved

-- In DLMS/COSEM only initiateError, read and write are ®elevant

inijtiateError [1] ServiceErron,
getptatus [2] ServiceErrer,
getNamelList [3] ServiceError,
getfariableAttribute [4] ServiceError,
reafd [5] Ser¥XiceError,
wrifce [6] SerwiceError,
getpataSetAttribute [7]\ServiceError,
get[lIAttribute [8TServiceError,
chahgeScope [9] ServiceError,
staft {10] ServiceError,
stop [11] ServiceError,
resjme [12] ServiceError,
makpUsable [13] ServiceError,
iniftiateLoad [14] ServiceError,
loadSegment [15] ServiceError,
terjpinateLoad [16] ServiceError,
inijtiateUpLoad [17] ServiceError,
uplLpadSegment [18] ServiceError,
terfninateUpLoad [19] ServiceError
}
Servicefrror: :=CHOICE
{
appflicatdion-reference [0] IMPLICIT ENUMERATED
{
-- PLM§ sprovider only
other (0) ,
time-elapsed (1), -- time out since request sent
application-unreachable (2), -- peer AEi not reachable
application-reference-invalid (3), -- addressing trouble
application-context-unsupported (4), -- application-context incompatibility
provider-communication-error (5), -- error at the local or distant equipment
deciphering-error (6) -- error detected by the deciphering function
by
hardware-resource [1] IMPLICIT ENUMERATED
{
-- VDE hardware troubles
other (0),
memory-unavailable (1),
processor-resource-unavailable (2),
mass-storage-unavailable (3),
other-resource-unavailable (4)
by
vde-state-error [2] IMPLICIT ENUMERATED

{

-- Error source description
other (0),
no-dlms-context (1),
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loading-data-set

status-nochange

status-inoperable
I

service
{
-- service handling troubles
other

pdu-size
service-unsupported

b

definition

{
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(2),
(3),
(4)

[3] IMPLICIT ENUMERATED

(0),

(1), -- pdu too long

(2) -- as defined in the conformance block
[4] IMPLICIT ENUMERATED

object bound troubles in a service

[

y

other (0),
object-undefined (1) —— obiject not defined at the VDE
object-class-inconsistent (2), -- class of object incompatible widt
service,

object-attribute-inconsistent (3) -- object attributes are inconsistent

I

access [5] IMPLICIT ENUMERATED

{

-- pbject access error
other (0),
scope-of-access-violated (1), -- access denied throughffauthorisation re
object-access-violated (2), -- access incompatible(with object attrib
hardware-fault (3), -- access fail for hapdware reason
object-unavailable (4) -- VDE hands object~fof unavailable

by

inifiate [6] IMPLICIT ENUMERATED

{

-- Enitiate service error
other (0),
dlms-version-too-low (1), -- propesed DLMS version too low
incompatible-conformance (2), -- propbsed service not sufficient
pdu-size-too-short (3), -- pxoposed PDU size too short
refused-by-the-VDE-Handler (4) -4, vaa creation impossible or not allowed

I

loapd-data-set [7] IMPLECIT ENUMERATED

{

-- PHata set load services error
other ¢0) ,
primitive-out-of-sequence (1), -- according to the DataSet 1loadin

transitfions

not-loadable (2), -- loadable attribute set to FALSE
dataset-size-too-large (3), -- evaluated Data Set size too large
not-awaited-segment (4), -- proposed segment not awaited
interpretation-failure (5), -- segment interpretation error
storage-failure (6), —-- segment storage error
data-set-not-ready (7) -- Data Set not in correct state for uplo

I

-- khange-scope [8] IMPLICIT ENUMERATED

task [9] IMPLICIT ENUMERATED

{

-- I servigesverror
other (0),
no-pemote-control (1), -- Remote Control parameter set to FALSE
ti-stopped (2), -- TI in stopped state
ti¢punning (3), -- TI in running state
thunusable (4) -— TI in unusable state

}

-- other [10] IMPLICIT ENUMERATED

ReadRequest::=

ReadResponse: :=

{

SEQUENCE OF CHOICE

data
data-access-error
data-block-result
block-number

WriteRequest::=

{

SEQUENCE

variable-access-specification
list-of-data

COSEM APDUs using short name referencing

SEQUENCE OF Variable-Access-Specification

Data,

IMPLICIT Data-Access-Result,
IMPLICIT Data-Block-Result,
IMPLICIT Unsignedl6

SEQUENCE OF Variable-Access-Specification,
SEQUENCE OF Data

asked

son
te

state

ding
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WriteResponse::= SEQUENCE OF CHOICE
{

success

data-access-error

block-number

}

UnconfirmedWriteRequest::= SEQUENCE
{
variable-access-specification
list-of-data
}

InformationReportRequest::= SEQUENCE

{
current-time
variable—access—-specification
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[0] IMPLICIT NULL,
[1] IMPLICIT Data-Access-Result,
[2] Unsignedlé6

SEQUENCE OF Variable-Access-Specification,
SEQUENCE OF Data

GeneralizedTime OPTIONAL,

EQUENCE OF Variable-Access—-Specification

lisft-of-data

-- COSE

Get-Reqguest::= CHOICE
{
getfrequest-normal
getfrequest-next

getfrequest-with-1list

Get-Reguest-Normal::= SEQUENCE
{
invpke-id-and-priority
cospm-attribute-descriptor

accpss-selection

Get-Reguest-Next::= SEQUENCE

{
invpke-id-and-priority
blokgk-number

Get-Request-With-List::= SEQUENCE

{
invpke-id-and-priority
attfribute-descriptor-list

Get-Response: := CHOICE

{
getfresponse-normal
getfresponse-with-datablock
getfresponse-with-1list

Get-Response-Normal: :=(SEQUENCE

{
invpke-id-and-phiority
resplt

}

Get-Response-With#“Datablock::= SEQUENCE

{
invpke~idrsand-priority
respdt

}

APDUs using logical name referencing

SEQUENCE OF Data

[1] IMPLICIT
[2] IMPLICIT
[3] IMPLICIT

Get-Request-Normal,
Get-Request-Next,
Get-Request-With-Lisw

Invoke-Id-And-Priority,
Cosem-Attribute-DescriptOx};
Selective-Access-Descfiptor OPTIONAL

Invoke-Id-Ands/Priority,
Unsigned32

Invoke-Id-And-Priority,
SEQUENCE OF Cosem-Attribute-Descriptor-With-Selectio

[1] IMPLICIT
[2] IMPLICIT
[3] IMPLICIT

Get-Response-Normal,
Get-Response-With-Datablock,
Get-Response-With-List

Invoke-Id-And-Priority,
Get-Data-Result

Invoke-Id-And-Priority,
DataBlock-G

Get-Response-With-List::= SEQUENCE
{

invoke-id-and-priority

result

Set-Request::= CHOICE

{
set-request-normal
set-request-with-first-datablock
set-request-with-datablock
set-request-with-1list

set-request-with-list-and-first-datablock

Datablock
}

Set-Request-Normal::= SEQUENCE
{
invoke-id-and-priority
cosem-attribute-descriptor
access-selection
value

Invoke-Id-And-Priority,
SEQUENCE OF Get-Data-Result

[1] IMPLICIT Set-Request-Normal,
[2] IMPLICIT Set-Request-With-First-Datablock,
[3] IMPLICIT Set-Request-With-Datablock,
[4] IMPLICIT Set-Request-With-List,
[5] IMPLICIT Set-Request-With-List-And-First-

Invoke-Id-And-Priority,
Cosem-Attribute-Descriptor,
Selective-Access-Descriptor OPTIONAL,
Data
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}

Set-Request-With-First-Datablock::
{
invoke-id-and-priority
cosem-attribute-descriptor
access-selection
datablock

Set-Request-With-Datablock::= SEQUENCE
{
invoke-id-and-priority
datablock
}
Set-Request-With-List::= SEQUENCE

{
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SEQUENCE

Invoke-Id-And-Priority,
Cosem-Attribute-Descriptor,

[0] IMPLICIT Selective-Access-Descriptor OPTIONAL,
DataBlock-SA

Invoke-Id-And-Priority,
DataBlock-SA

inv
att]
val

bke-id-and-priority
ribute-descriptor-list
le-list

Set-Request-With-List-And-First-Datablo
{
inv
att
dat

bke-id-and-priority
ribute-descriptor-list
BEblock

Set-Res
{

ponse: : CHOICE
set]
set]
set]
set
set

Fresponse-normal
Fresponse-datablock
Fresponse-last-datablock
Fresponse-last-datablock-with-11i
Fresponse-with-1list

Set-Res
{

pbonse-Normal:: SEQUENCE

inv
res

bke-id-and-priority
h1lt

Set-Res
{

pbonse-Datablock::

SEQUENCE

inv
blo]

bke-id-and-priority
ck-number

Set-Response-Last-Datablock:: SEQUENCE
inv
res
blo]

bke-id-and-priority
1t
ck-number

Set-Response-Last-Dabab¥ock-With-List::
inv
res
blo

bke-id-and€pxtority
1t
Ck-number

Set-Res
{

bonge—With-List:: SEQUENCE

Invoke-Id-And-Priority,
SEQUENCE OF Cosem-Attribute-Descriptor-With-Selecgtio
SEQUENCE OF Data

ck:: SEQUENCE

Invoke-Id-And-Priority,

SEQUENCE OF Cosem-Attribute-Descripter=With-Selectio
DataBlock-SA

[1] IMPLICIT Set-RespOwse-Normal,
[2] IMPLICIT Set-Response-Datablock,
[3] IMPLICIT SetResponse-Last-Datablock,
st [4] IMPLICIT Sét-Response-Last-Datablock-With{List,
[5] IMPLICIT Set-Response-With-List

Invoke-Id-And-Priority,
Data-Access<Result

Inreke-Id-And-Priority,
Unsigned32

Invoke-Id-And-Priority,
Data-Access-Result,
Unsigned32

SEQUENCE
Invoke-Id-And-Priority,
SEQUENCE OF Data-Access-Result,
Unsigned32

invoke-id-and-priority
result

}

Action-Request::= CHOICE

{
action-request-normal
action-request-next-pblock
action-request-with-1list
action-request-with-first-pblock
action-request-with-list-and-first-pb

Pblock,
action-request-with-pblock

}

Action-Request-Normal::

{

SEQUENCE

invoke-id-and-priority

cosem-method-descriptor

method-invocation-parameters
}

Action-Request-Next-Pblock::

SEQUENCE

Invoke-Id-And-Priority,
SEQUENCE OF Data-Access-Result

IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT

[5]

Action-Request-Normal,
Action-Request-Next-Pblock,
Action-Request-With-List,
Action-Request-With-First-Pblock,
IMPLICIT Action-Request-With-List-And-First-

B w N e

lock

IMPLICIT Action-Request-With-Pblock

Invoke-Id-And-Priority,
Cosem-Method-Descriptor,
Data OPTIONAL
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invoke-id-and-priority
block-number

}

Action-Request-With-List::=
{

SEQUENCE

invoke-id-and-priority
cosem-method-descriptor-list
method-invocation-parameters

}

Action-Request-With-First-Pblock::=
{
invoke-id-and-priority
cosem-method-descriptor
pblock
}
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Invoke-Id-And-Priority,
Unsigned32

Invoke-Id-And-Priority,
SEQUENCE OF Cosem-Method-Descriptor,
SEQUENCE OF Data

SEQUENCE

Invoke-Id-And-Priority,
Cosem-Method-Descriptor,
DataBlock-SA

Action-Request-With-List-And-First-Pblock::=

{
invpke-id-and-priority
cospm-method-descriptor-1list
pblpck

}

Action-Request-With-Pblock::=
{

SEQUENCE

invpke-id-and-priority
pblpck
}

Action-Response: :=

{

CHOICE

actfion-response-normal
actjon-response-with-pblock
actfion-response-with-list
actfion-response-next-pblock
}
Action-Response-Normal::= SEQUENCE
{
invpke-id-and-priority
single-response

}

Action-Response-With-Pblock::=

{
invpke-id-and-priority
pblpck

}

Action-Response-With-List::= SEQUENCE

{
invpke-id-and-priority
lisft-of-responses

}

Action-Response-Next+Pb¥ock: :=

{
invpke-id-andéprltority
blofgk-numbef

EventNoftifigcafionRequest::= SEQUENCE

{

time

SEQUENCE

SEQUENCE

SEQUENCE

Invoke-Id-And-Priority,
SEQUENCE OF Cosem-Method-Descriptor,
DataBlock-SA

Invoke-Id-And-Priority,
DataBlock-SA

[1] IMPLICIT Action-R€sponse-Normal,

[2] IMPLICIT ActiofiyResponse-With-Pblock,
[3] IMPLICIT Actf#onsResponse-With-List,
[4] IMPLICIT Agthon-Response-Next-Pblock

Invoke-Id-A¥d-Priority,
Action-RE&sponse-With-Optional-Data

Invoke-Id-And-Priority,
PataBlock-SA

Invoke-Id-And-Priority,

SEQUENCE OF Action-Response-With-Optional-Data

Invoke-Id-And-Priority,
Unsigned32

OCTET STRING OPTIONAL,

cosem-attribute-descriptor
attribute-value

}

ExceptionResponse::=
{

SEQUENCE

state-error

{
service-not-allowed
service-unknown

by

service-error

{
operation-not-possible
service-not-supported
other-reason

Access

Access-Request::= SEQUENCE

Cosem-Attribute-Descriptor,
Data

[0] IMPLICIT ENUMERATED

(1),
(2)

[1] IMPLICIT ENUMERATED

IEC 62056-5-3:2017 © IEC 2017
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long-invoke-id-and-priority
date-time
access-request-body

Access-Response: := SEQUENCE

{
long-invoke-id-and-priority
date-time
access-response-body

- Data-Notification

Data-Notification::= SEQUENCE
{
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Long-Invoke-Id-And-Priority,

OCTET

STRING,

Access-Request-Body

Long-Invoke-Id-And-Priority,
OCTET STRING,
Access-Response-Body

longfinvoke-id-and-priority
dateftime
notiffication-body

-- Genefral APDUs

GeneralfDed-Ciphering::= SEQUENCE
{
systpm-title

ciphpred-content

GeneralfGlo-Ciphering::= SEQUENCE
{
systpm-title

ciphpred-content

}

GeneralfCiphering::= SEQUENCE

{
tranpaction-id
origfinator-system-title
recipient-system-title
dateftime
othefr-information
key-fnfo
ciphpred-content

GeneralfSigning::= SEQUENCE

{
tranpaction-id
origfinator-system-title
recipient-system-title
dateftime
othefr-information
content
signpture

GeneralfBlock-Trafigfer: := SEQUENCE
{
block-control
block-number
block-number-ack

blockzdéata

Long-Invoke-Id-And-Priority,

OCTET

STRING,

Notification-Body

OCTET
OCTET

OCTET
OCTET

OCTET
OCTET
OCTET
OCTET
OCTET

STRING,
STRING

STRING,
STRING

STRING,
STRING,
STRINE/
STRIWG,
STRING,

Key-Iafo OPTIONAL,

OCTET

OCTET
OCTET
OCTET
OCTET
OCTET
OCTET
OCTET

Block-

STRING

STRING,
STRING,
STRING,
STRING,
STRING,
STRING,
STRING

Control,

Unsignedlé6,
Unsignedl6,

OCTET

STRING

-- Types used in the xDLMS data transfer services

Variable-Access-Specification::= CHOICE

{
variable-name

-- detailed-access [3]
parameterized-access
block-number-access
read-data-block-access
write-data-block-access

}

Parameterized-Access::= SEQUENCE
{

variable-name

selector

parameter

}

Block-Number-Access::= SEQUENCE
{

[2] IMPLICIT ObjectName,

is not used in DLMS/COSEM

[4] IMPLICIT Parameterized-Access,
IMPLICIT Block-Number-Access,

[5]
[6] IMPLICIT
[7] IMPLICIT

ObjectName,
Unsigned8,

Data

Read-Data-Block-Access,
Write-Data-Block-Access
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block-number

Read-Data-Block-Access: := SEQUENCE

{
last-block
block-number
raw-data
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Unsignedl6

BOOLEAN,
Unsignedl6,
OCTET STRING

Write-Data-Block-Access::= SEQUENCE
{
last-block BOOLEAN,
block-number Unsignedlé6
}
Data::=_CHOICE
{
nulfl-data [0] IMPLICIT NULL,
arrpy [1] IMPLICIT SEQUENCE OF Data,
strjcture [2] IMPLICIT SEQUENCE OF Data,
boojlean [31 IMPLICIT BOOLEAN,
bitfstring [4] IMPLICIT BIT STRING,
douple-long [5] IMPLICIT Integer32,
douple-long-unsigned [6] IMPLICIT Unsigned32,
octpt-string [9] IMPLICIT OCTET STRING,
visfible-string [10] IMPLICIT VisibleString,
utfB-string [12] IMPLICIT UTF8String,
bcd [13] IMPLICIT Integer8,
intpger [15] IMPLICIT Integers,
lonpg [16] IMPLICIT Integerls6,
unsfigned [17] IMPLICIT Unsigned8sy
lonpg-unsigned [18] IMPLICIT Unsignedl6,
compact-array [19] IMPLICIT SEQUENCE
{
contents-description [0] TypeDescription,
array-contents [1] IMPLICF% OCTET STRING
b
lonp64 [20] IMPLICIT Integer64,
long64-unsigned [21] IMPLICET Unsignedé64,
enu [22] IMPLICIT Unsigned8,
flopt32 [23] IMRLICIT OCTET STRING (SIZE(4)),
flopt64 [24] IMBINCIT OCTET STRING (SIZE(8)),
datf-time [25] IMPLICIT OCTET STRING (SIZE(12)),
datl [26] /o¥MPLICIT OCTET STRING (SIZE(5)),
timp [2TNEIMPLICIT OCTET STRING (SIZE(4)),
donft-care [255] IMPLICIT NULL

-- The [following TypeDescription redates to the compact-array data Type

TypeDesfkription::= CHOICE

nulll-data
arrpy

number-of-eleménts
type-description
I
strjcture

boojlean

bitfstring
douple-leng
douple~tong-unsigned
octptsétring
visfibhe-string

Unsignedlé6,

TypeDescription
[2] IMPLICIT SEQUENCE OF TypeDescription,
[3] IMPLICIT NULL,
[4] IMPLICIT NULL,
[5] IMPLICIT NULL,
[6] IMPLICIT NULL,
[9] IMPLICIT NULL,

[0] IMPLICIT NULL,
[1] IMPLICIT SEQUENCE

[10] IMPLICIT NULL,

utf8-string
bcd

integer

long

unsigned
long-unsigned
long64
long64-unsigned
enum

float32
floato4d
date-time
date

time
dont-care

Data-Access-Result::= ENUMERATED
{
success
hardware-fault
temporary-failure
read-write-denied

[12] IMPLICIT NULL,
[13] IMPLICIT NULL,
[15] IMPLICIT NULL,
[16] IMPLICIT NULL,
[17] IMPLICIT NULL,
[18] IMPLICIT NULL,
[20] IMPLICIT NULL,
[21] IMPLICIT NULL,
[22] IMPLICIT NULL,
[23] IMPLICIT NULL,
[24] IMPLICIT NULL,
[25] IMPLICIT NULL,
[26] IMPLICIT NULL,
[27] IMPLICIT NULL,
[255] IMPLICIT NULL
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object-undefined
object-class-inconsistent
object-unavailable
type-unmatched
scope-of-access-violated
data-block-unavailable
long-get-aborted
no-long-get-in-progress
long-set-aborted
no-long-set-in-progress
data-block-number-invalid
other-reason

}

Action-Result::= ENUMERATED
{

success

hardware-fault
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temporary-failure
reafd-write-denied
objpct-undefined
object-class-inconsistent
object-unavailable
typp-unmatched
scope-of-access-violated
datp-block-unavailable
long-action-aborted
no-flong-action-in-progress
othpr-reason

-- IEC p1334-6:2000 Clause 5 specifies
-- wherfp bit 8 is the most significant

N ERERRERP oo
AU WNR~——————
O— < - ——-~

that bits of any byte are numbered from 1 to

-- In IEC 62056-5-3, bits are numbered from 0 to 7.

-- Use pf Invoke-Id-And-Priority

-- ipvoke-id bits 0-
- reserved bits 4-
- sprvice-class bit 6
- pfriority bit 7
Invoke-fld-And-Priority::=

-- Use pf Long-Invoke-Id-And-Priority
- lpng-invoke-id bits 0-
- reserved bits 24
-- self-descriptive bit 28
-- pfrocessing-option bit 29
- sprvice-class bit 30
- pfriority bit 31
Long-Inoke-Id-And-Priority::=
Cosem-Afttribute-Descriptor::= SEQUENEE

claps-id
insftance-id
attfribute-id

Cosem-Method-Descriptof: 3= SEQUENCE
{
claps-id
insjtance-id

method-id

Cosem-CllasssId::=

Cosem-Opject-Instance-TId::=

3

5
0 = Unconfirmed;, 1 = Confirmed
0 = Normal, ™ = High

Unsigned8

23

=27
0\= Not-Self-Descriptive, 1 =
% = Continue on Error, 1 = Break on Error
0 = Unconfirmed, 1 = Confirmed
0 = Normal, 1 = High

Unsigned32

Cosem-Class-1Id,
Cosem-Object-Instance-1Id,
Cosem-Object-Attribute-Id

Cosem-Class-1Id,
Cosem-Object-Instance-1Id,
Cosem-Object-Method-Id

Unsignedlé6

OCTET STRING (SIZE(6))

Self-Descriptive

Cosem-Object-Attribute-Id::=
Cosem-Object-Method-Id::=

Selective-Access-Descriptor::= SEQUENC
{

access-selector

access-parameters

}

Cosem-Attribute-Descriptor-With-Select
{
cosem-attribute-descriptor
access-selection

Get-Data-Result::= CHOICE
{
data
data-access-result

Integer8
Integer8
E

Unsigned8,
Data

ion::= SEQUENCE

Cosem-Attribute-Descriptor,
Selective-Access-Descriptor OPTIONAL

[0] Data,
[1] IMPLICIT Data-Access-Result
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Data-Block-Result::= SEQUENCE -- Used
{
last-block
block-number
raw-data
}
DataBlock-G::= SEQUENCE -- G == Da

{
last-block
block-number
result CHOICE
{
raw-data
data-access-result

}
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in ReadResponse with block transfer
BOOLEAN,

Unsignedl6,

OCTET STRING
taBlock for the GET-response
BOOLEAN,

Unsigned32,

[0]
[11]

IMPLICIT OCTET STRING,
IMPLICIT Data-Access-Result
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DataBlof SA
responsg

{

k-SA::= SEQUENCE --

lasft-block
blogk-number
rawfdata

Action-Response-With-Optional-Data::=
resplt
retprn-parameters

}

Notificption-Body::= SEQUENCE
{

datafvalue
}

List-OffData::= SEQUENCE OF Data

Access- SEQUENCE

{

Request-Get::=

cosep-attribute-descriptor

}

Access-—

{

Request-Get-With-Selection::= S

cosep-attribute-descriptor
acceps-selection

Access-— SEQUENCE

{

Request-Set::=

cosep-attribute-descriptor

Access-—

{

Request-Set-With-Seleation::= S

cosep-attribute-des¢riptor
acceps-selection

DataBlock for the SET-request, ACTION-request ang

BOOLEAN,
Unsigned32,
OCTET STRING

SEQUENCE

Action-Result,

Get-Data-Result OPTIONAL

Data

Cosem-Attribute-Descriptor

EQUENCE

Cos@m=Attribute-Descriptor,
SeTective-Access-Descriptor

Cosem-Attribute-Descriptor

EQUENCE

Cosem-Attribute-Descriptor,
Selective-Access-Descriptor

ACTION-

Access-Request-Action::= SEQUENCE

{
cosep-method-descriptor Cosem-Method-Descriptor

}

Access-Reduest-Specification::= CHOICE

{
access-request-get [1] Access-Request-Get,
access-request-set [2] Access-Request-Set,
access-request-action [3] Access-Request-Action,
access-request-get-with-selection [4] Access-Request-Get-With-Selection,
access-request-set-with-selection [5] Access-Request-Set-With-Selection

}
List-Of-Access-Request-Specification:
Access—-Request-Body::= SEQUENCE
{

access-request-specification
access-request-list-of-data

Access-Response-Get::= SEQUENCE
{
result
}
Access—-Response-Set::= SEQUENCE

{

:= SEQUENCE OF Access-Request-Specification

List-Of-Access-Request-Specification,
List-Of-Data

Data-Access-Result
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result Data-Access-Result
}
Access-Response-Action::= SEQUENCE
{
result Action-Result
}
Access-Response-Specification::= CHOICE
{
access-response-get [1] Access-Response-Get,
access-response-set [2] Access-Response-Set,
access-response-action [3] Access-Response-Action
}
List-Of-Access-Response-Specification::= SEQUENCE OF Access-Response-Specification
Access-Response-Bodvy::= SEQUENCE
{
acceps-request-specification [0] List-Of-Access-Request-Specification OPTIONAL,
acceps-response-list-of-data List-0Of-Data,
acceps-response-specification List-Of-Access-Response-Specification
}
-- Key-finfo
Key-Id:|:= ENUMERATED
{
gllobal-unicast-encryption-key (0),
gllobal-broadcast-encryption-key (1)
}
Kek-Id:|:= ENUMERATED
{
aster-key (0)
}
Identiffied-Key::= SEQUENCE
{
ey-1id Key-Id
}
WrappedfKey::= SEQUENCE
{
kekf-id Kek-1dy
keyfciphered-data OCTBI~STRING
}
Agreed-Key::= SEQUENCE
{
keyfparameters OCTET STRING,
keyfciphered-data OCTET STRING
}
Key-Infp::= CHOICE
{
ideptified-key [0] Identified-Key,
wrapped-key [1] Wrapped-Key,
agrped-key [2] Agreed-Key,
}
-- Use pf Blockebntrol
-- window bits 0-5 window advertise
-= sftreaning bit 6 0 = No Streaming active, 1 = Streaming active
-= lpstfblock bit 7 0 = Not Last Block, 1 = Last Block
Block-Cpntrol: := Unsigned8
END

9 COSEM APDU XML schema

9.1 General

ITU-T recommendations X.693 and X.694 provide XML encoding rules to Abstract Syntax
Notation 1 (ASN.1) and XML Schema Definitions Language (XSD) mapping to ASN.1. No
recommendation is provided to map ASN.1 to XSD. In this Clause 9 COSEMpdu ASN.1
definition is provided and mapped to COSEMpdu XSD definition.

XML has gained wide acceptance in the IT industry. The purpose of such encoding is to
enable transfer of COSEM model content with various means in the form of XML encoded
content. It can be a XML document exchanged between applications, content included in Web
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services SOAP messages or content encapsulated in e-mail messages, to name just few of
the applications. Interoperability and mapping between ASN.1 encoded APDUs and XML
encoded content is important in both directions. On one side ASN.1 has enabled creation of
XML encoded content with support for XML Encoding Rules (See ITU-T X.693 and
ITU-T X.694). On the other hand IT industry is searching for solutions for optimal transfer of
XML content with XML optimized packaging. For that purposes conversion between W3C XML
Schema and ASN.1 definition is crucial. Conversion in both directions enables proper
conversion of XML content to ASN.1 encoded content and vice versa. Subclause 9.2 contains
mapping of COSEMPdu ASN.1 definition into COSEMPdu XML Schema (XSD).

9.2 XML Schema

<?xml version="1_Q" anrnrh'ns—"llTF-R"?\

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://www.dlms.com/COSEMpdu"
targetNamespace="http://www.dlms.com/COSEMpdu"
elementFormDefault="qualified">

<!--]ASN.1 definitions -->
<xsdfcomplexType name="NULL" final="#all" />

<xsd}simpleType name="BitString">

xsd:restriction base="xsd:string">
<xsd:pattern value="[0-1]{0,}" />

/xsd:restriction>

</xs§l:simpleType>

<xsd}simpleType name="ObjectIdentifier">
xsd:restriction base="xsd:token">
<xsd:pattern value="[0-2](\.[1-3]?[0-9]2(\.\d+)¥)p"V//>
/xsd:restriction>
</xsfl:simpleType>

<!--]1ACSE-APDU definition -->
<xsdfelement name="aCSE-APDU" type="ACSE-APDWYY/>
<xsd}complexType name="ACSE-APDU">
<ksd:choice>
<xsd:element name="aarq" type=!AARQ-apdu"/>
<xsd:element name="aare" type="AARE-apdu"/>
<xsd:element name="rlrq" type="RLRQ-apdu"/>
<xsd:element name="rlre'~typé="RLRE-apdu"/>
<[xsd:choice>
</xs§l:complexType>

<!--]xDLMS-APDU definition -->
<xsdfelement name="xDLMS-APDU" type="XDLMS-APDU"/>
<xsd}complexType name="XDLMS-APDU">

<ksd:choice>,
<xsd:elemeént name="initiateRequest" type="InitiateRequest"/>
<xsd;:eélement name="readRequest" type="ReadRequest"/>
<xgd:element name="writeRequest" type="WriteRequest"/>
¢ksdvelement name="initiateResponse" type="InitiateResponse"/>
«xsd:element name="readResponse" type="ReadResponse"/>
<xsd:element name= writeResponse  type= WriteResponse />
<xsd:element name="confirmedServiceError" type="ConfirmedServiceError"/>
<xsd:element name="data-notification" type="Data-Notification"/>
<xsd:element name="unconfirmedWriteRequest" type="UnconfirmedWriteRequest"/>
<xsd:element name="informationReportRequest" type="InformationReportRequest"/>
<xsd:element name="glo-initiateRequest" type="xsd:hexBinary"/>
<xsd:element name="glo-readRequest" type="xsd:hexBinary"/>
<xsd:element name="glo-writeRequest" type="xsd:hexBinary"/>
<xsd:element name="glo-initiateResponse" type="xsd:hexBinary"/>
<xsd:element name="glo-readResponse" type="xsd:hexBinary"/>
<xsd:element name="glo-writeResponse” type="xsd:hexBinary"/>
<xsd:element name="glo-confirmedServiceError" type="xsd:hexBinary"/>
<xsd:element name="glo-unconfirmedWriteRequest" type="xsd:hexBinary"/>
<xsd:element name="glo-informationReportRequest"” type="xsd:hexBinary"/>
<xsd:element name="ded-initiateRequest"” type="xsd:hexBinary"/>
<xsd:element name="ded-readRequest" type="xsd:hexBinary"/>
<xsd:element name="ded-writeRequest" type="xsd:hexBinary"/>
<xsd:element name="ded-initiateResponse" type="xsd:hexBinary"/>
<xsd:element name="ded-readResponse" type="xsd:hexBinary"/>
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<xsd:element name="ded-writeResponse” type="xsd:hexBinary"/>
<xsd:element name="ded-confirmedServiceError" type="xsd:hexBinary"/>
<xsd:element name="ded-unconfirmedWriteRequest" type="xsd:hexBinary"/>
<xsd:element name="ded-informationReportRequest"” type="xsd:hexBinary"/>
<xsd:element name="get-request" type="Get-Request"/>

<xsd:element name="set-request" type="Set-Request"/>

<xsd:element name="event-notification-request” type="EventNotificationRequest"/>

<xsd:element name="action-request" type="Action-Request"/>

<xsd:element name="get-response" type="Get-Response"/>

<xsd:element name="set-response" type="Set-Response"/>

<xsd:element name="action-response" type="Action-Response"/>

<xsd:element name="glo-get-request" type="xsd:hexBinary"/>

<xsd:element name="glo-set-request" type="xsd:hexBinary"/>

<xsd:element name="glo-event-notification-request" type="xsd:hexBinary"/>
<xsd:element name="glo-action-request" type="xsd:hexBinary"/>

<xsd:element name="glo-get-response” type="xsd:hexBinary"/>

<xsd:element name="glo-set-response" type="xsd:hexBinary"/>

<xsd:element name="glo-action-response"” type="xsd:hexBinary"/>

<xsd:element name="ded-get-request" type="xsd:hexBinary"/>

<xsd:element name="ded-set-request" type="xsd:hexBinary"/>

<xsd:element name="ded-event-notification-request" type="xsd:hexBinary"/>

<xsd:element name="ded-actionRequest" type="xsd:hexBinary"/>

<xsd:element name="ded-get-response" type="xsd:hexBinary"/>

<xsd:element name="ded-set-response" type="xsd:hexBinary"/>

<xsd:element name="ded-action-response"” type="xsd:hexBinary"/>

<xsd:element name="exception-response" type="ExceptionResponse"/>

<xsd:element name="access-request" type="Access-Request"/>

<xsd:element name="access-response" type="Access-Response"/>

<xsd:element name="general-glo-ciphering" type="General-Glo-Ciphering"/>

<xsd:element name="general-ded-ciphering" type="General-Ded-Ciphering"/>

<xsd:element name="general-ciphering" type="General-Ciphering"/>

<xsd:element name="general-signing" type="General-Signing"/>

<xsd:element name="general-block-transfer"” type="Geheral-Block-Transfer"/>
<fxsd:choice>

</xs§l:complexType>

<xsdfsimpleType name="Application-context-namei’
<ksd:restriction base="ObjectIdentifier"/>
</xsfl:simpleType>

<xsdfsimpleType name="AP-title">
<ksd:restriction base="xsd:hexBinary"/>
</xsfl:simpleType>

<xsd}simpleType name="AE-qualifier">
<ksd:restriction base="xsd:hexBinary"/>
</xs§l:simpleType>

<xsd}simpleType name=#"AP<invocation-identifier">
<ksd:restriction, base="xsd:integer"/>
</xs§l:simpleTypes

<xsdfsimpleType) name="AE-invocation-identifier">
<ksd:reStriction base="xsd:integer"/>
</xs§l:simpleType>

<xsdbsimpleType name="ACSE-rogquirements

<xsd:union memberTypes="BitString">
<xsd:simpleType>
<xsd:list>
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="authentication"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:1list>
</xsd:simpleType>
</xsd:union>
</xsd:simpleType>

<xsd:simpleType name="Mechanism-name">
<xsd:restriction base="ObjectIdentifier"/>
</xsd:simpleType>

<xsd:simpleType name="Implementation-data">
<xsd:restriction base="xsd:string"/>
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</xsd:simpleType>

<xsd:simpleType name="Association-information">
<xsd:restriction base="xsd:hexBinary"/>
</xsd:simpleType>

<xsd:simpleType name="Association-result">
<xsd:union>
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="accepted"/>

<xsd:enumeration value="rejected-permanent"”/>
<xsd:enumeration value="rejected-transient"/>

</xsd:restriction>
</xsd:simpleType>
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<xsd:simpleType>

<xsd:restriction base="xsd:integer"/>
</xsd:simpleType>

<[xsd:union>
</xs§l:simpleType>

<xsd}simpleType name="Release-request-reason">
<ksd:union>
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="normal"/>
<xsd:enumeration value="urgent"/>
<xsd:enumeration value="user-defined"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType>
<xsd:restriction base="xsd:integer"/>
</xsd:simpleType>
<fxsd:union>
</xsfl:simpleType>

<xsd}simpleType name="Release-response-reason"s
<ksd:union>
<xsd:simpleType>
<xsd:restriction base="xsd:token>
<xsd:enumeration value="normal"/>
<xsd:enumeration value="nQt+finished"/>
<xsd:enumeration valuex=luser-defined"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType>
<xsd:restriction _Base="xsd:integer"/>
</xsd:simpleTypey
<fxsd:union>
</xs§l:simpleType>

<xsdfsimpleTypeésdrame="Integers8">
<ksd:restriction base="xsd:byte"/>
</xs§l:simp¥eFype>

<xsdfsinpdeType name="Integerl6">

<ksdipactpictign hoca! crl-clnr\n+",/

</xsd:simpleType>

<xsd:simpleType name="Integer32">
<xsd:restriction base="xsd:int"/>
</xsd:simpleType>

<xsd:simpleType name="Integer64">
<xsd:restriction base="xsd:long"/>
</xsd:simpleType>

<xsd:simpleType name="Unsigned8">
<xsd:restriction base="xsd:unsignedByte"/>
</xsd:simpleType>

<xsd:simpleType name="Unsignedl6">
<xsd:restriction base="xsd:unsignedShort"/>
</xsd:simpleType>

<xsd:simpleType name="Unsigned32">
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<xsd:restriction base="xsd:unsignedInt"/>
</xsd:simpleType>

<xsd:simpleType name="Unsigned64">
<xsd:restriction base="xsd:unsignedLong"/>
</xsd:simpleType>

<xsd:simpleType name="Conformance">
<xsd:union memberTypes="BitString">
<xsd:simpleType>
<xsd:list>
<xsd:simpleType>
<xsd:restriction base="xsd:token">

<xsd:enumeration value="reserved-zero"/>
<xsd:enumeration value="general-protection"/>

<xsd:enumeration value="general-block-transfer"/>
<xsd:enumeration value="read"/>
<xsd:enumeration value="write"/>
<xsd:enumeration value="unconfirmed-write"/>
<xsd:enumeration value="reserved-six"/>
<xsd:enumeration value="reserved-seven"/>
<xsd:enumeration value="attribute@-supported-with-set"/>
<xsd:enumeration value="priority-mgmt-supported"/>
<xsd:enumeration value="attribute@-supported-with-get"/>
<xsd:enumeration value="block-transfer-with-get-or-read"/>
<xsd:enumeration value="block-transfer-with-set-or-write"“/>
<xsd:enumeration value="block-transfer-with-action"/»
<xsd:enumeration value="multiple-references"/>
<xsd:enumeration value="information-report"/>
<xsd:enumeration value="data-notification"/>
<xsd:enumeration value="access"/>
<xsd:enumeration value="parameterized-access")/>
<xsd:enumeration value="get"/>
<xsd:enumeration value="set"/>
<xsd:enumeration value="selective-aceess"/>
<xsd:enumeration value="event-notification"/>
<xsd:enumeration value="action" /¥
</xsd:restriction>
</xsd:simpleType>
</xsd:list>
<fxsd:simpleType>
<fxsd:union>
</xsfl:simpleType>

<xsdfsimpleType name="ObjectName™>
<ksd:restriction base="Integerl6"/>
</xs§l:simpleType>

<xsd}simpleType namez"Data-Access-Result">
<ksd:restriction, base="xsd:token">

<xsd:enumeration value="success"/>

<xsd:enumefation value="hardware-fault"/>

<xsd:enumeration value="temporary-failure"/>

<xsd¥enumeration value="read-write-denied"/>

<xsd:enumeration value="object-undefined"/>

<Xsd:enumeration value="object-class-inconsistent"/>

éxsd‘en mnna+1‘nn \131||a—"n|r\jnr+ nn:n:a-i'lak'lo"/
<xsd:enumeration value="type-unmatched"/>
<xsd:enumeration value="scope-of-access-violated"/>
<xsd:enumeration value="data-block-unavailable"/>
<xsd:enumeration value="long-get-aborted"/>
<xsd:enumeration value="no-long-get-in-progress"/>
<xsd:enumeration value="long-set-aborted"/>
<xsd:enumeration value="no-long-set-in-progress"/>
<xsd:enumeration value="data-block-number-invalid"/>
<xsd:enumeration value="other-reason"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="Action-Result">
<xsd:restriction base="xsd:token">
<xsd:enumeration value="success"/>
<xsd:enumeration value="hardware-fault"/>
<xsd:enumeration value="temporary-failure"/>
<xsd:enumeration value="read-write-denied"/>
<xsd:enumeration value="object-undefined"/>
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<xsd:enumeration value="object-class-inconsistent"/>
<xsd:enumeration value="object-unavailable"/>
<xsd:enumeration value="type-unmatched"/>
<xsd:enumeration value="scope-of-access-violated"/>
<xsd:enumeration value="data-block-unavailable"/>
<xsd:enumeration value="long-action-aborted"/>
<xsd:enumeration value="no-long-action-in-progress"/>
<xsd:enumeration value="other-reason"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="Invoke-Id-And-Priority">
<xsd:restriction base="Unsigned8"/>
</xsd:simpleType>
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<xsd}simpleType name="Long-Invoke-Id-And-Priority">
<ksd:restriction base="Unsigned32"/>
</xs§l:simpleType>

<xsd}simpleType name="Cosem-Class-Id">
<ksd:restriction base="Unsigned16"/>
</xs§l:simpleType>

<xsd}simpleType name="Cosem-Object-Instance-Id">
<ksd:restriction base="xsd:hexBinary">
<xsd:length value="6"/>

<fxsd:restriction>
</xs§l:simpleType>

<xsd}simpleType name="Cosem-Object-Attribute-Id">
<ksd:restriction base="Integer8"/>
</xsfl:simpleType>

<xsd}simpleType name="Cosem-Object-Method-Id">
<ksd:restriction base="Integer8"/>
</xsfl:simpleType>

<xsd}simpleType name="Key-Id">
<ksd:restriction base="xsd:token">
<xsd:enumeration value="global-unicast-encryption-key"/>
<xsd:enumeration value="global-broadcast-encryption-key"/>
<[xsd:restriction>
</xsfl:simpleType>

<xsd}simpleType name="Kek-Id"%
<ksd:restriction base="xsd:token">

<xsd:enumeration valle="master-key"/>
<fxsd:restriction>

</xs§l:simpleType>

<xsd}simpleType dame="Block-Control">
<ksd:restrictdon base="Unsigned8"/>
</xsgl:simplellype>

<xsd}complexType name="Authentication-value">
<ksdchoice>
GXSd‘e amant nama—"rhanc+n-ﬁnn" tyuna="vcd-ctning" /
o PAL o 7

<xsd:element name="bitstring" type="BitString"/>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="AARQ-apdu">
<xsd:sequence>
<xsd:element name="protocol-version" minOccurs="0">
<xsd:simpleType>
<xsd:union memberTypes="BitString">
<xsd:simpleType>
<xsd:list>
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="versionl"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:1list>
</xsd:simpleType>
</xsd:union>
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</xsd:simpleType>
</xsd:element>

<xsd:element name="application-context-name" type="Application-context-name"/>

<xsd:element name="called-AP-title" minOccurs="0" type="AP-title"/>

<xsd:element name="called-AE-qualifier" minOccurs="0" type="AE-qualifier"/>

<xsd:element name="called-AP-invocation-id" minOccurs="0" type="AP-invocation-identifier"/>
<xsd:element name="called-AE-invocation-id" minOccurs="0" type="AE-invocation-identifier"/>
<xsd:element name="calling-AP-title" minOccurs="0" type="AP-title"/>

<xsd:element name="calling-AE-qualifier" minOccurs="0" type="AE-qualifier"/>

<xsd:element name="calling-AP-invocation-id" minOccurs="0" type="AP-invocation-identifier"/>
<xsd:element name="calling-AE-invocation-id" minOccurs="0" type="AE-invocation-identifier"/>
<xsd:element name="sender-acse-requirements" minOccurs="0" type="ACSE-requirements"/>
<xsd:element name="mechanism-name" minOccurs="0" type="Mechanism-name"/>

<xsd:element name="calling-authentication-value" minOccurs="0" type="Authentication-value"/>
<xsd:element name="implementation-information" minOccurs="0" type="Implementation-data"/>
<xsd:element name="user-information” minOccurs="0" type="Association-information"/>

<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Associate-source-diagnostic">

<ksd:choice>

<xsd:element name="acse-service-user">
<xsd:simpleType>

<xsd:u
<XS

</x
<XS

</x
</xsd:

</xsd:simpleTypa>
</xsd:element>
<xsd:elementenamé="acse-service-provider">
<xsd:sinfpleType>

<xsdiu
XS

nion>

d:simpleType>

<xsd:restriction base="xsd:token">
<xsd:enumeration value="null"/>
<xsd:enumeration value="no-reason-given"/>
<xsd:enumeration value="application-contextsname-not-supported"/>
<xsd:enumeration value="calling-AP-title-not-recognized"/>
<xsd:enumeration value="calling-AP-iny0cation-identifier-not-recognized'|/>
<xsd:enumeration value="calling-AE-ghalifier-not-recognized"/>
<xsd:enumeration value="calling-AE-inhvocation-identifier-not-recognized'|/>
<xsd:enumeration value="called-AP<title-not-recognized"/>

<xsd:enumeration value="calledxAP-invocation-identifier-not-recognized" />
<xsd:enumeration value="called-AE-qualifier-not-recognized"/>
<xsd:enumeration value="called-AE-invocation-identifier-not-recognized" />

<xsd:enumeration value="authentication-mechanism-name-not-recognised"/>
<xsd:enumeration values“authentication-mechanism-name-required"/>
<xsd:enumeration valii¢="authentication-failure"/>
<xsd:enumeration yalle="authentication-required"/>

</xsd:restriction>

sd:simpleType>

d:simpleType>

<xsd:restridtion base="xsd:integer"/>

sd:simpleType>

union>

nion>

d:simpleType>

<xsd:restriction base="xsd:token">
<xsd:enumeration value="null"/>
<xsd:enumeration value="no-reason-given"/>

Sdeanumaratign volug-_"no  commanagccaavancign' /
H R +

</x
<XS

</x
</xsd:

</xsd:restriction>

sd:simpleType>

d:simpleType>

<xsd:restriction base="xsd:integer"/>
sd:simpleType>

union>

</xsd:simpleType>
</xsd:element>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="AARE-apdu">

<xsd:sequence>

<xsd:element name="protocol-version" minOccurs="0">
<xsd:simpleType>

<xsd:u
<xsd:s
<XS

nion memberTypes="BitString">
impleType>

d:1list>

<xsd:simpleType>
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<xsd:restriction base="xsd:token">
<xsd:enumeration value="versionl"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:1list>
</xsd:simpleType>
</xsd:union>
</xsd:simpleType>
</xsd:element>
<xsd:element name="application-context-name" type="Application-context-name"/>
<xsd:element name="result" type="Association-result"/>
<xsd:element name="result-source-diagnostic" type="Associate-source-diagnostic"/>
<xsd:element name="responding-AP-title" minOccurs="0" type="AP-title"/>
<xsd:element name="responding-AE-qualifier" minOccurs="@" type="AE-qualifier"/>

<xsd:element name="responding-AP-invocation-id" minOccurs="0" type="AP-invocation-
fer” />

<xsd:element name="responding-AE-invocation-id" minOccurs="0" type="AE-invgcation-
Ler"/>

<xsd:element name="responder-acse-requirements" minOccurs="0" type="ACSE-requirements" />

<xsd:element name="mechanism-name" minOccurs="0" type="Mechanism-name"/>

<xsd:element name="responding-authentication-value" minOccurs="@" tpe="Authentication-

<xsd:element name="implementation-information" minOccurs="0" type="Implementation-data'l/>

<xsd:element name="user-information" minOccurs="0" type="Association&information"/>
xsd:sequence>
i : complexType>

complexType name="RLRQ-apdu">
sd:sequence>
<xsd:element name="reason" minOccurs="0" type="Release-réquest-reason"/>
<xsd:element name="user-information" minOccurs="0" type="Association-information"/>
xsd:sequence>
i : complexType>

complexType name="RLRE-apdu">
sd:sequence>
<xsd:element name="reason" minOccurs="0",type="Release-response-reason"/>
<xsd:element name="user-information" minOctcurs="0" type="Association-information"/>
xsd:sequence>
i : complexType>

complexType name="InitiateRequest™>

sd:sequence>
<xsd:element name="dedicated-key" minOccurs="0" type="xsd:hexBinary"/>
<xsd:element name="respgnse-allowed" default="true" type="xsd:boolean"/>
<xsd:element name="proposed-quality-of-service” minOccurs="0" type="Integer8"/>
<xsd:element name=!preposed-dlms-version-number" type="Unsigned8"/>
<xsd:element name="proposed-conformance" type="Conformance"/>
<xsd:element ngfie="client-max-receive-pdu-size" type="Unsigned16"/>

xsd:sequence>

i : complexTypes:

complexType name="TypeDescription">
sd:ch&ice>

<xsd:element name="null-data" type="NULL"/>
<Xsd:element name="array">

sdicomplexTyuse
P EAid

<xsd:sequence>
<xsd:element name="number-of-elements" type="Unsigned16"/>
<xsd:element name="type-description" type="TypeDescription"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="structure">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="TypeDescription" type="TypeDescription"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="boolean" type="NULL"/>
<xsd:element name="bit-string" type="NULL"/>
<xsd:element name="double-long" type="NULL"/>
<xsd:element name="double-long-unsigned" type="NULL"/>
<xsd:element name="octet-string" type="NULL"/>
<xsd:element name="visible-string" type="NULL"/>
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<xsd:element name="utf8-string" type="NULL"/>
<xsd:element name="bcd" type="NULL"/>
<xsd:element name="integer" type="NULL"/>
<xsd:element name="long" type="NULL"/>
<xsd:element name="unsigned" type="NULL"/>
<xsd:element name="long-unsigned" type="NULL"/>
<xsd:element name="long64" type="NULL"/>
<xsd:element name="long64-unsigned" type="NULL"/>
<xsd:element name="enum" type="NULL"/>
<xsd:element name="float32" type="NULL"/>
<xsd:element name="float64" type="NULL"/>
<xsd:element name="date-time" type="NULL"/>
<xsd:element name="date" type="NULL"/>
<xsd:element name="time" type="NULL"/>
<xsd:element name="dont-care" type="NULL"/>

<fxsd:choice>
</xs§l:complexType>

<xs{l:complexType name="SequenceOfData">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element name="null-data" type="NULL"/>
<xsd:element name="array" type="SequenceOfData"/>
<xsd:element name="structure" type="SequenceOfData"/>
<xsd:element name="boolean" type="xsd:boolean"/>
<xsd:element name="bit-string" type="BitString"/>
<xsd:element name="double-long" type="Integer32"/>
<xsd:element name="double-long-unsigned" type="Unsigned32"/%
<xsd:element name="octet-string" type="xsd:hexBinary"/>
<xsd:element name="visible-string" type="xsd:string"/>
<xsd:element name="utf8-string" type="xsd:string"/>
<xsd:element name="bcd" type="Integer8"/>
<xsd:element name="integer" type="Integer8"/>
<xsd:element name="long" type="Integerl6"/>
<xsd:element name="unsigned" type="Unsigned8®/>
<xsd:element name="long-unsigned" type="Unsighedl6"/>
<xsd:element name="compact-array">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="contents-description" type="TypeDescription"/>
<xsd:element name="apray-contents" type="xsd:hexBinary"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="long64” type="Integer64"/>
<xsd:element name="1ldngb4-unsigned" type="Unsigned64"/>
<xsd:element name="enum" type="Unsigned8"/>
<xsd:element names%float32" type="xsd:float"/>
<xsd:element pameé="float64" type="xsd:double"/>
<xsd:element name="date-time">
<xsd:simpleType>
‘xsd:restriction base="xsd:hexBinary">
<xsd:length value="12"/>
</xsd:restriction>
% /xsd:simpleType>
</Xsd:element>
<xsd:element name="date">

sdrsimpleTvna
I PA

<xsd:restriction base="xsd:hexBinary">
<xsd:length value="5"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="time">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:length value="4"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="dont-care" type="NULL"/>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="Data">
<xsd:choice>
<xsd:element name="null-data" type="NULL"/>
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<xsd:element name="array" type="SequenceOfData"/>
<xsd:element name="structure" type="SequenceOfData"/>
<xsd:element name="boolean" type="xsd:boolean"/>
<xsd:element name="bit-string" type="BitString"/>
<xsd:element name="double-long" type="Integer32"/>
<xsd:element name="double-long-unsigned" type="Unsigned32"/>
<xsd:element name="octet-string" type="xsd:hexBinary"/>
<xsd:element name="visible-string" type="xsd:string"/>
<xsd:element name="utf8-string" type="xsd:string"/>
<xsd:element name="bcd" type="Integer8"/>
<xsd:element name="integer" type="Integer8"/>
<xsd:element name="long" type="Integerl6"/>
<xsd:element name="unsigned" type="Unsigned8"/>
<xsd:element name="long-unsigned" type="Unsigned16"/>
<xsd:element name="compact-array">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="contents-description” type="TypeDescription"/>
<xsd:element name="array-contents" type="xsd:hexBinary"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="long64" type="Integer64"/>
<xsd:element name="long64-unsigned" type="Unsigned64"/>
<xsd:element name="enum" type="Unsigned8"/>
<xsd:element name="float32" type="xsd:float"/>
<xsd:element name="float64" type="xsd:double"/>
<xsd:element name="date-time">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:length value="12"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="date">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinagy.™>
<xsd:length value="5"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="time">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:length values"4"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element ngfie="dont-care" type="NULL"/>
<[xsd:choice>
</xs§l:complexTypes:

<xsdfcomplexllype name="Parameterized-Access">
<ksd:sefuence>

<xsd:element name="variable-name" type="ObjectName"/>
<Xsd:element name="selector" type="Unsigned8"/>

=" atapr" tyunao-_"Dot+ "/
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</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Block-Number-Access">
<xsd:sequence>
<xsd:element name="block-number" type="Unsigned16"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Read-Data-Block-Access">
<xsd:sequence>
<xsd:element name="last-block" type="xsd:boolean"/>
<xsd:element name="block-number" type="Unsigned16"/>
<xsd:element name="raw-data" type="xsd:hexBinary"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Write-Data-Block-Access">
<xsd:sequence>
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<xsd:element name="last-block" type="xsd:boolean"/>

<xsd:element name="block-number" type="Unsigned16"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Variable-Access-Specification">
<xsd:choice>
<xsd:element name="variable-name" type="ObjectName"/>
<xsd:element name="parameterized-access" type="Parameterized-Access"/>
<xsd:element name="block-number-access" type="Block-Number-Access"/>
<xsd:element name="read-data-block-access" type="Read-Data-Block-Access"/>
<xsd:element name="write-data-block-access" type="Write-Data-Block-Access"/>
</xsd:choice>
</xsd:complexType>

<xsdfcomplexType name="ReadRequest">
<ksd:sequence minOccurs="0" maxOccurs="unbounded">

<xsd:element name="Variable-Access-Specification" type="Variable-Access-Specification"/>
<fxsd:sequence>
</xs§l:complexType>
<xsdfcomplexType name="WriteRequest">
<ksd:sequence>
<xsd:element name="variable-access-specification">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Variable-Access-Specification" type="Variable{Access-

Specifigation"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="list-of-data">
<xsd:complexType>
<xsd:sequence minOccurs="@" maxOccurs="unbounded">
<xsd:element name="Data" type="Data"¥>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<fxsd:sequence>
</xs§l:complexType>

<xsdfcomplexType name="InitiateResponse’>

<ksd:sequence>

<xsd:element name="negotiated-quality-of-service” minOccurs="0" type="Integer8"/>
<xsd:element name="negotiated-dlms-version-number" type="Unsigned8"/>
<xsd:element name="negotiated-conformance" type="Conformance"/>

<xsd:element name=!server-max-receive-pdu-size" type="Unsigned16"/>

<xsd:element name="Vvaa-name" type="ObjectName"/>

<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType/ mame="Data-Block-Result">

<ksd:sequence>

<xsd¥etement name="last-block" type="xsd:boolean"/>
<xsd:element name="block-number" type="Unsigned16"/>
<Xsd:element name="raw-data" type="xsd:hexBinary"/>

<Ixsd:seguence
=T

</xsd:complexType>

<xsd:complexType name="ReadResponse">
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="CHOICE">
<xsd:complexType>
<xsd:choice>
<xsd:element name="data" type="Data"/>
<xsd:element name="data-access-error" type="Data-Access-Result"/>
<xsd:element name="data-block-result"” type="Data-Block-Result"/>
<xsd:element name="block-number" type="Unsigned16"/>
</xsd:choice>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="WriteResponse">
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
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<xsd:element name="CHOICE">
<xsd:complexType>
<xsd:choice>
<xsd:element name="success" type="NULL"/>
<xsd:element name="data-access-error" type="Data-Access-Result"/>
<xsd:element name="block-number" type="Unsigned16"/>
</xsd:choice>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="ServiceError">
<xsd:choice>
<xsd:element name="application-reference">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="time-elapsed"/>
<xsd:enumeration value="application-unreachable"/>
<xsd:enumeration value="application-reference-invalid"/>
<xsd:enumeration value="application-context-unsupported"/>
<xsd:enumeration value="provider-communication-error"/>
<xsd:enumeration value="deciphering-error"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="hardware-resource">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="memory-unavailable®/>
<xsd:enumeration value="processor-resource-unavailable"/>
<xsd:enumeration value="mass-storage-undvailable"/>
<xsd:enumeration value="other-resoureé-tunavailable"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="vde-state-error">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration valués“other"/>
<xsd:enumeration value="no-dlms-context"/>
<xsd:enumerationswalue="1loading-data-set"/>
<xsd:enumeratign yalue="status-nochange"/>
<xsd:enumeration value="status-inoperable"/>
</xsd:restrictien>
</xsd:simpleTypa>
</xsd:element>
<xsd:elementenamé="service">
<xsd:sinfpleType>
<xsdirestriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="pdu-size"/>
<xsd:enumeration value="service-unsupported"/>
</xsd:restriction>
AxsdrsimpleTyne
</xsd:element>
<xsd:element name="definition">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="object-undefined"/>
<xsd:enumeration value="object-class-inconsistent"/>
<xsd:enumeration value="object-attribute-inconsistent"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="access">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="scope-of-access-violated"/>
<xsd:enumeration value="object-access-violated"/>
<xsd:enumeration value="hardware-fault"/>
<xsd:enumeration value="object-unavailable"/>



https://iecnorm.com/api/?name=75f436bc405af78f8beaccba6cb9edff

IEC 62056-5-3:2017 © IEC 2017 - 251 -

</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="initiate">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="dlms-version-too-low"/>
<xsd:enumeration value="incompatible-conformance"/>
<xsd:enumeration value="pdu-size-too-short"/>
<xsd:enumeration value="refused-by-the-VDE-Handler"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="load-data-set">

<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="primitive-out-of-sequence"/>
<xsd:enumeration value="not-loadable"/>
<xsd:enumeration value="dataset-size-too-large"/>
<xsd:enumeration value="not-awaited-segment"/>
<xsd:enumeration value="interpretation-failure"/>
<xsd:enumeration value="storage-failure"/>
<xsd:enumeration value="data-set-not-ready"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="task">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="other"/>
<xsd:enumeration value="no-remote-control¥/>
<xsd:enumeration value="ti-stopped"/>
<xsd:enumeration value="ti-running" />
<xsd:enumeration value="ti-unusable’/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<fxsd:choice>
</xs§l:complexType>

<xsd}complexType name="ConfirmedSerwiceError">
<ksd:choice>

<xsd:element name="initiateError" type="ServiceError"/>
<xsd:element name="getStatus" type="ServiceError"/>
<xsd:element name=!getNamelList" type="ServiceError"/>
<xsd:element name="getVariableAttribute" type="ServiceError"/>
<xsd:element ngafie="read" type="ServiceError"/>
<xsd:elementenamé="write" type="ServiceError"/>
<xsd:elemerdt~name="getDataSetAttribute" type="ServiceError"/>
<xsd:elenefft name="getTIAttribute" type="ServiceError"/>
<xsd:element name="changeScope" type="ServiceError"/>
<xsd¥etement name="start" type="ServiceError"/>
<xsd:element name="stop" type="ServiceError"/>
<Xsd:element name="resume" type="ServiceError"/>
4¥§d‘e amant name—"malxnllcah'la" +ypa—“(nnu-ﬁraI:nnr\n"I/

<xsd:element name="initiatelLoad" type="ServiceError"/>
<xsd:element name="loadSegment" type="ServiceError"/>
<xsd:element name="terminatelLoad" type="ServiceError"/>
<xsd:element name="initiateUpLoad" type="ServiceError"/>
<xsd:element name="uplLoadSegment" type="ServiceError"/>
<xsd:element name="terminateUpLoad" type="ServiceError"/>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="Notification-Body">
<xsd:sequence>
<xsd:element name="data-value" type="Data"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Data-Notification">
<xsd:sequence>
<xsd:element name="long-invoke-id-and-priority" type="Long-Invoke-Id-And-Priority"/>
<xsd:element name="date-time" type="xsd:hexBinary"/>
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<xsd:element name="notification-body" type="Notification-Body"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="UnconfirmedWriteRequest">
<xsd:sequence>
<xsd:element name="variable-access-specification">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Variable-Access-Specification” type="Variable-Access-
Specification"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="list-of-data">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Data" type="Data"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<fxsd:sequence>
</xs§l:complexType>

<xsd}complexType name="InformationReportRequest">
<ksd:sequence>
<xsd:element name="current-time" minOccurs="0" type="xsd:dateTime"/>
<xsd:element name="variable-access-specification">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded’>
<xsd:element name="Variable-Access-Speeification” type="Variable{Access-
Specifigation"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="list-of-data">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOcgurs="unbounded">
<xsd:element name="Data" typé='"Data"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<fxsd:sequence>
</xs§l:complexType>

<xsd}complexType name="Cosem-Attribute-Descriptor">

<ksd:sequence>

<xsd:element name="c¢lass-id" type="Cosem-Class-Id"/>

<xsd:element nafie="instance-id" type="Cosem-Object-Instance-Id"/>
<xsd:elementenamé="attribute-id" type="Cosem-Object-Attribute-Id"/>
<fxsd:sequence®

</xs§l:complexTypée>

<xsd} compl&xType name="Selective-Access-Descriptor">
<ksd;seguence>
<Xsd:element name="access-selector" type="Unsigned8"/>

=" atarc" tyupna-_"Dot "/
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</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Get-Request-Normal">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
<xsd:element name="access-selection” minOccurs="0" type="Selective-Access-Descriptor"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Get-Request-Next">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="block-number" type="Unsigned32"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Cosem-Attribute-Descriptor-With-Selection">
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<xsd:sequence>
<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
<xsd:element name="access-selection” minOccurs="0" type="Selective-Access-Descriptor"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Get-Request-With-List">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="attribute-descriptor-list">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Cosem-Attribute-Descriptor-With-Selection" type="Cosem-Attribute-
Descriptor-With-Selection"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<fxsd:sequence>
</xs§l:complexType>

<xsd}complexType name="Get-Request">
<ksd:choice>
<xsd:element name="get-request-normal” type="Get-Request-Normal"/>
<xsd:element name="get-request-next" type="Get-Request-Next"/>
<xsd:element name="get-request-with-list" type="Get-Request-With-List'/>
<[xsd:choice>
</xs§l:complexType>

<xsd}complexType name="Set-Request-Normal">

<ksd:sequence>

<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="cosem-attribute-descriptor" type=!Cosem-Attribute-Descriptor"/>
<xsd:element name="access-selection” minOccurs="0"(type="Selective-Access-Descriptor"/
<xsd:element name="value" type="Data"/>

<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType name="DataBlock-SA">

<ksd:sequence>

<xsd:element name="last-block" typesiXsd:boolean"/>
<xsd:element name="block-number"_type="Unsigned32"/>
<xsd:element name="raw-data" type="xsd:hexBinary"/>
<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType name="Set-Request-With-First-Datablock">

<ksd:sequence>

<xsd:element name=“invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element ngfie="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
<xsd:elementenamé="access-selection” minOccurs="0" type="Selective-Access-Descriptor"/
<xsd:elemerdt~name="datablock" type="DataBlock-SA"/>

<fxsd:sequedee>

</xsfl:complexlype>

<xsd}complexType name="Set-Request-With-Datablock">
<ksdsequence>
xsdielamant noma=-"Jnvaka.idagnd pn-inn-i-i-\]:" +ypa—"TnunI/a Id-And Dn-ir\n-i-i-y"ll
<xsd:element name="datablock" type="DataBlock-SA"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Set-Request-With-List">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="attribute-descriptor-list">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Cosem-Attribute-Descriptor-With-Selection" type="Cosem-Attribute-
Descriptor-With-Selection"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="value-list">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Data" type="Data"/>
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</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Set-Request-With-List-And-First-Datablock">
<xsd:sequence>

<xsd:element
<xsd:element

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="attribute-descriptor-1list">

<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">

<xsd:element name="Cosem-Attribute-Descriptor-With-Selection”

Descriptor-With-Selection"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</Xs

<xsd

First-D
<
</Xs

<xsd
<

</Xs

<xsd

</Xs

<xsd

<
</Xs

<xsd

<xsd:element
xsd:sequence>
i : complexType>

name="datablock" type="DataBlock-SA"/>

complexType name="Set-Request">

sd:choice>
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element

btablock"/>
xsd:choice>

i : complexType>

name="set-request-normal"” type="Set-Request-Normal"/>
name="set-request-with-first-datablock" type="Set-Reguest-With-First-Datay
name="set-request-with-datablock" type="Set-Request-With-Datablock"/>
name="set-request-with-list" type="Set-Request-WithJList"/>
name="set-request-with-list-and-first-datablock“{ type="Set-Request-With-L]

complexType name="EventNotificationRequest">

sd:sequence>
<xsd:element
<xsd:element
<xsd:element
xsd:sequence>
i : complexType>

name="time" minOccurs="0" type="x&d:hexBinary"/>
name="cosem-attribute-descriptor,” type="Cosem-Attribute-Descriptor"/>
name="attribute-value" types"Data"/>

complexType name="Cosem-Method-Descriptor">

sd:sequence>
<xsd:element
<xsd:element
<xsd:element
xsd:sequence>
i : complexType>

name="class-id"\kype="Cosem-Class-Id"/>
name="instance~id" type="Cosem-Object-Instance-Id"/>
name="methad-id" type="Cosem-Object-Method-Id"/>

complexType nameg="Action-Request-Normal">

sd:sequence>
<xsd:elemert
<xsd:elernefrt
<xsd:element

xsd: s&quence>

. complexType>

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="cosem-method-descriptor" type="Cosem-Method-Descriptor"/>
name="method-invocation-parameters” minOccurs="0" type="Data"/>

Fegmp;e;(q'_y_pe_namn—"l\ri--inn annnc'l- Next-PRPblock!

<xsd:sequence>

<xsd:element
<xsd:element

</xsd:sequence>
</xsd:complexType>

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="block-number" type="Unsigned32"/>

<xsd:complexType name="Action-Request-With-List">
<xsd:sequence>

<xsd:element
<xsd:element

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="cosem-method-descriptor-list">

<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Cosem-Method-Descriptor" type="Cosem-Method-Descriptor"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element

name="method-invocation-parameters">

<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">

type="Cosem-Attribute-

lock"/>

st-And-
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<xsd:element name="Data" type="Data"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Action-Request-With-First-Pblock">

<xsd:sequence>
<xsd:element
<xsd:element
<xsd:element
</xsd:sequence>
</xsd:complexType>

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="cosem-method-descriptor" type="Cosem-Method-Descriptor"/>
name="pblock" type="DataBlock-SA"/>

<xsdfcomplexType name="Action-Request-With-List-And-First-Pblock">

<ksd:sequence>
<xsd:element
<xsd:element

<xsd:element
<fxsd:sequence>
</xs§l:complexType>

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="cosem-method-descriptor-1list">

<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Cosem-Method-Descriptor'
</xsd:sequence>
</xsd:complexType>
</xsd:element>

type="Cosem-Method-beseriptor"/>

name="pblock" type="DataBlock-SA"/>

<xsd}complexType name="Action-Request-With-Pblock">

<ksd:sequence>

<xsd:element
<xsd:element
<fxsd:sequence>
</xs§l:complexType>

name="invoke-id-and-priority" type="InvoKe-Id-And-Priority"/>
name="pblock" type="DataBlock-SA"/>

<xsd}complexType name="Action-Request">

<ksd:choice>
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
And-Fir$t-Pblock"/>
<xsd:element
<fxsd:choice>
</xs§l:complexType>

name="action-request-nopial” type="Action-Request-Normal"/>
name="action-request-néxt-pblock" type="Action-Request-Next-Pblock"/>
name="action-request-with-list" type="Action-Request-With-List"/>
name="action-requést-with-first-pblock" type="Action-Request-With-First-PY
name="action-réquest-with-list-and-first-pblock" type="Action-Request-Wif

name="actign-request-with-pblock” type="Action-Request-With-Pblock"/>

<xsdfcomplexType nameg="Get-Data-Result">

<ksd:choice>
<xsd:elemert
<xsd:elerfefrt
<fxsd:chaoice
</xs§l:comp¥exFype>

name="data" type="Data"/>
name="data-access-result" type="Data-Access-Result"/>

<xsdfeonpdexType name="Get-Response-Normal">

<ksdiseguance
=T

<xsd:element
<xsd:element
</xsd:sequence>
</xsd:complexType>

name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
name="result" type="Get-Data-Result"/>

<xsd:complexType name="DataBlock-G">

<xsd:sequence>
<xsd:element
<xsd:element
<xsd:element

name="last-block" type="xsd:boolean"/>
name="block-number" type="Unsigned32"/>
name="result">

<xsd:complexType>
<xsd:choice>
<xsd:element name="raw-data" type="xsd:hexBinary"/>
<xsd:element name="data-access-result" type="Data-Access-Result"/>
</xsd:choice>
</xsd:complexType>
</xsd:element>

</xsd:sequence>
</xsd:complexType>

lock"/>
h-List-
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<xsd:complexType name="Get-Response-With-Datablock">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="result" type="DataBlock-G"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Get-Response-With-List">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="result">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Get-Data-Result" type="Get-Data-Result"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<fxsd:sequence>
</xs§l:complexType>

<xsdfcomplexType name="Get-Response">
<ksd:choice>
<xsd:element name="get-response-normal"” type="Get-Response-Normal"/>
<xsd:element name="get-response-with-datablock" type="Get-Response-With-Datablock"/>
<xsd:element name="get-response-with-list" type="Get-Response-With-List"/>
<[xsd:choice>
</xs§l:complexType>

<xsd}complexType name="Set-Response-Normal">

<ksd:sequence>

<xsd:element name="invoke-id-and-priority" type="InvoKe-Id-And-Priority"/>
<xsd:element name="result" type="Data-Access-Result"/>

<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Set-Response-Datablock"s

<ksd:sequence>

<xsd:element name="invoke-id-and-priofity" type="Invoke-Id-And-Priority"/>
<xsd:element name="block-number" type="Unsigned32"/>

<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType name="Set-Respeonse-Last-Datablock">

<ksd:sequence>

<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name=iresult" type="Data-Access-Result"/>

<xsd:element name="block-number" type="Unsigned32"/>

<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType/mame="Set-Response-Last-Datablock-With-List">

<ksd:sequence>

<xsd¥etement name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="result">

<xsd:simpleType>
sd-lict 4+an\:nn—"na+a AccascaRacult"/
JF 7

</xsd:simpleType>
</xsd:element>
<xsd:element name="block-number" type="Unsigned32"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Set-Response-With-List">
<xsd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="result">
<xsd:simpleType>
<xsd:1list itemType="Data-Access-Result"/>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Set-Response">
<xsd:choice>
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<xsd:element name="set-response-normal” type="Set-Response-Normal"/>
<xsd:element name="set-response-datablock" type="Set-Response-Datablock"/>
<xsd:element name="set-response-last-datablock" type="Set-Response-Last-Datablock"/>

<xsd:element name="set-response-last-datablock-with-1list" type="Set-Response-Last-Datablock-
With-List"/>

<xsd:element name="set-response-with-list" type="Set-Response-With-List"/>

</xsd:choice>
</xsd:complexType>

<xsd

:complexType name="Action-Response-With-Optional-Data">

<xsd:sequence>

<xsd:element name="result" type="Action-Result"/>
<xsd:element name="return-parameters” minOccurs="0" type="Get-Data-Result"/>

</xsd:sequence>
</xsd:complexType>

<xsd
<

</Xs

<xsd

</Xs

<xsd

Optiona

</Xs

<xsd

</Xs

<xsd

</xsd:choice>

complexType name="Action-Response-Normal">
sd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="single-response" type="Action-Response-With-Optional-Data'/>
xsd:sequence>
i : complexType>

complexType name="Action-Response-With-Pblock">

sd:sequence>
<xsd:element name="invoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="pblock" type="DataBlock-SA"/>

xsd:sequence>

i : complexType>

complexType name="Action-Response-With-List">
sd:sequence>
<xsd:element name="invoke-id-and-priority" type="Inmvoke-Id-And-Priority"/>
<xsd:element name="list-of-responses">
<xsd:complexType>
<xsd:sequence minOccurs="0" maxOccursg*unbounded">
<xsd:element name="Action-Respohnse-With-Optional-Data" type="Action-Respon{
| -Data"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
xsd:sequence>
i : complexType>

complexType name="Action{Response-Next-Pblock">

sd:sequence>
<xsd:element name=linvoke-id-and-priority" type="Invoke-Id-And-Priority"/>
<xsd:element name="block-number" type="Unsigned32"/>

xsd:sequence>

i : complexType>

complexType/ mame="Action-Response">

sd:choigce>

<xsd¥etement name="action-response-normal” type="Action-Response-Normal"/>
<xsd:element name="action-response-with-pblock" type="Action-Response-With-Pblock"/>

<Xsd:element name="action-response-with-1list" type="Action-Response-With-List"/>

</xsd:complexType>

<xsd

:complexType name="ExceptionResponse">

<xsd:sequence>

<xsd:element name="state-error">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="service-not-allowed"/>
<xsd:enumeration value="service-unknown"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="service-error">
<xsd:simpleType>
<xsd:restriction base="xsd:token">
<xsd:enumeration value="operation-not-possible"/>
<xsd:enumeration value="service-not-supported"/>
<xsd:enumeration value="other-reason"/>

e-With-
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</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Access-Request-Get">

<xsd:sequence>
<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Access-Request-Set">

<xsd:sequence>
<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>

<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Access-Request-Action">

<ksd:sequence>
<xsd:element name="cosem-method-descriptor" type="Cosem-Method-Descriptor"¢x>
<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Access-Request-Get-With-Selection">

<ksd:sequence>

<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
<xsd:element name="access-selection" type="Selective-Access<Déscriptor"/>
<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType name="Access-Request-Set-With-Selection>

<ksd:sequence>

<xsd:element name="cosem-attribute-descriptor" type="Cosem-Attribute-Descriptor"/>
<xsd:element name="access-selection" type="Selective-Access-Descriptor"/>
<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Access-Request-Specification">

<kxsd:choice>

<xsd:element name="access-request-get" type="Access-Request-Get"/>
<xsd:element name="access-requést-set" type="Access-Request-Set"/>
<xsd:element name="access-request-action" type="Access-Request-Action"/>

<fxsd:choice>

</xs§l:complexType>

<xsd}complexType fiame="List-0f-Access-Request-Specification">

<ksd:sequence/minOccurs="0" maxOccurs="unbounded">

<[xsd: s&guence>

</xs{l:complexType>

<xsdbeomplexType—name="List-0f-Data"

<xsd:element name="aceess-request-get-with-selection" type="Access-Request-Gdg
Selecti¢n"/>
<xsd:element name="access-request-set-with-selection” type="Access-Request-54
Selectipn"/>

<xsd:element name="Access-Request-Specification" type="Access-Request-Specification"/>

<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:element name="Data" type="Data"/>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Access-Request-Body">

<xsd:sequence>

t-With-

t-With-

<xsd:element name="access-request-specification” type="List-Of-Access-Request-Specification"/>

<xsd:element name="access-request-list-of-data" type="List-Of-Data"/>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Access-Request">

<xsd:sequence>

<xsd:element name="long-invoke-id-and-priority" type="Long-Invoke-Id-And-Priority"/>

<xsd:element name="date-time" type="xsd:hexBinary"/>
<xsd:element name="access-request-body" type="Access-Request-Body"/>
</xsd:sequence>

</xsd:complexType>
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<xsd:complexType name="Access-Response-Get">
<xsd:sequence>
<xsd:element name="result" type="Data-Access-Result"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Access-Response-Set">
<xsd:sequence>
<xsd:element name="result" type="Data-Access-Result"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Access-Response-Action">
<xsd:sequence>

<xsd:element name="result" type="Action-Result"/>

<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="Access-Response-Specification">
<ksd:choice>
<xsd:element name="access-response-get" type="Access-Response-Get"/>
<xsd:element name="access-response-set" type="Access-Response-Set"/>
<xsd:element name="access-response-action" type="Access-Response-Action™/>
<[xsd:choice>
</xs§l:complexType>

<xsd}complexType name="List-Of-Access-Response-Specification">

<ksd:sequence minOccurs="0" maxOccurs="unbounded">

<xsd:element name="Access-Response-Specification" types"Access-Response-Specification”
<fxsd:sequence>

</xs§l:complexType>

v

<xsd}complexType name="Access-Response-Body">
<ksd:sequence>

<xsd:element name="access-request-specification” minOccurs="0" type="List-0f-Access-Request-
Specifigation"/>

<xsd:element name="access-response-listsof-data" type="List-Of-Data"/>
<xsd:element name="access-respdnse-specification” type="List-Of-Access-R¢sponse-
Specifigation"/>
<fxsd:sequence>
</xs§l:complexType>

<xsdfcomplexType name="Access-Response">

<ksd:sequence>

<xsd:element name="long-invoke-id-and-priority" type="Long-Invoke-Id-And-Priority"/>
<xsd:element name=!date-time" type="xsd:hexBinary"/>

<xsd:element name=“access-response-body" type="Access-Response-Body"/>
<fxsd:sequence>

</xs§l:complexType>

<xsdfcomplexType/mame="General-Glo-Ciphering">

<ksd:sequence>

<xsd¥etement name="system-title" type="xsd:hexBinary"/>
<xsd:kelement name="ciphered-content" type="xsd:hexBinary"/>
<fx3d.sequence>

</xsticomplexTyung

<xsd:complexType name="General-Ded-Ciphering">
<xsd:sequence>
<xsd:element name="system-title" type="xsd:hexBinary"/>
<xsd:element name="ciphered-content" type="xsd:hexBinary"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Identified-Key">
<xsd:sequence>
<xsd:element name="key-id" type="Key-Id"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Wrapped-Key">
<xsd:sequence>
<xsd:element name="kek-id" type="Kek-Id"/>
<xsd:element name="key-ciphered-data" type="xsd:hexBinary"/>
</xsd:sequence>
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</xsd:complexType>

<xsd:complexType name="Agreed-Key">
<xsd:sequence>
<xsd:element name="key-parameters" type="xsd:hexBinary"/>
<xsd:element name="key-ciphered-data" type="xsd:hexBinary"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="Key-Info">
<xsd:choice>
<xsd:element name="identified-key" type="Identified-Key"/>
<xsd:element name="wrapped-key" type="Wrapped-Key"/>
<xsd:element name="agreed-key" type="Agreed-Key"/>
</xsd:choice>
</xs§l:complexType>

<xsd}complexType name="General-Ciphering">

<ksd:sequence>

<xsd:element name="transaction-id" type="xsd:hexBinary"/>
<xsd:element name="originator-system-title" type="xsd:hexBinary"/>
<xsd:element name="recipient-system-title" type="xsd:hexBinary"/>
<xsd:element name="date-time" type="xsd:hexBinary"/>

<xsd:element name="other-information" type="xsd:hexBinary"/>
<xsd:element name="key-info" minOccurs="0" type="Key-Info"/>
<xsd:element name="ciphered-content" type="xsd:hexBinary"/>
<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="General-Signing">

<ksd:sequence>

<xsd:element name="transaction-id" type="xsd:hexBinary"/>
<xsd:element name="originator-system-title" type="xsd:hexBinary"/>
<xsd:element name="recipient-system-title" type=ixsd:hexBinary"/>
<xsd:element name="date-time" type="xsd:hexBinary"/>

<xsd:element name="other-information" type={xsd:hexBinary"/>
<xsd:element name="content" type="xsd:hexBinary"/>

<xsd:element name="signature" type="xsdihexBinary"/>
<fxsd:sequence>

</xs§l:complexType>

<xsd}complexType name="General-Block=*Transfer">

<ksd:sequence>

<xsd:element name="block-coentrol” type="Block-Control"/>
<xsd:element name="block-number" type="Unsigned16"/>
<xsd:element name="block-number-ack" type="Unsigned16"/>
<xsd:element name=!bleck-data" type="xsd:hexBinary"/>
<fxsd:sequence>

</xs§l:complexType>

</xsd:sghema>
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AA

Annex A
(normative)

Using the DLMS/COSEM application layer
in various communications profiles

General

The COSEM interface model for energy metering equipment, specified in IEC 62056-6-2:2017

has been designed for use with a variety of communication profiles for exchanging data over

variouilcommumcatlon media. In each such profile, the application layer is the COo
i

provid

g the xDLMS services to access attributes and methods of COSEM objectsi Fa

commynication profile, the following elements shall be specified:

e the
o the
e the

e mMma

targeted communication environments;
structure of the profile (the set of protocol layers);
identification / addressing scheme;

pping of the DLMS/COSEM AL services to the service set provided and used

supporting layer;

e communication profile specific parameters of the DLMS/COSEM AL services;

e oth
A.2

This p
profile

A.3

er specific considerations / constraints for using certain services within a given p

Targeted communication environments

is specified.

The structure of the profile

This part specifies the protocol-layers included in the given profile.

A.4

Identification and addressing schemes

This part describes-the identification and addressing schemes specific for the profile.

As degcribed-uin” IEC 62056-6-2:2017, 4.7, metering equipment are modelled in COS

physic
model,
AP an

FM - AL,
r each

by the

ofile.

art identifies the communication envifonments, for which the given communijication

EM as

bl devices, containing one or more logical devices. In the COSEM client/server type

client

data exchange takes place within application associations, between a COSEM

a COSEM Logical Device, playing the role or a server AF.

To be able to establish the required AA and then to exchange data with the help of the
supporting lower layer protocols, the client- and server APs shall be identified and addressed,
according to the rules of a communication profile. At least the following elements need to be

identifi

ed / addressed:

e physical devices hosting clients and servers;

e client- and server APs;

The cli

ent- and server APs also identify the AAs.
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Supporting layer services and service mapping

This part specifies the service mapping between the services requested by the COSEM AL
and the services provided by its supporting layer.

In each communication profile, the COSEM AL provides the same set of services to the client-
and server APs. However, the supporting protocol layer in the various profiles provides a
different set of services to the service user AL.

The service mapping specifies how the AL is using the services of its supporting layer to
provide ACSE and xDLMS services to its service user. For this purpose, MSCs are generally

used, ¢

A.6

In CO
(the P
commu

A7

The ay
profile

A.8

nowing the sequence ol the events 1ollowing a service Invocation by the CUOSENV

Communication profile specific parameters of the COSEM AL services

bEM, only the COSEM-OPEN service has communication profile (spé&cific para
rotocol_Connection_Parameters). Their values and use are défined as part
nication profile specification.

Specific considerations / constraints using certain services within a
profile

AP.

meters
of the

given

ailability and the protocol of some of the services may depend on the communjication

These elements are specified as part of the communication profile specification.

The 3-layer, connection-oriented, HDLC based communication profile

This profile is specified in IEC 62056-7-6:

A9

These

A.10

These

A.11

The TCP-UDP/IP based-communication profiles (COSEM_on_IP)

profiles are specified in [IEC 62056-9-7.

The wired and'wireless M-Bus communication profiles

profiles @re specified in IEC 62056-7-3:2017.

The S-FSK PLC profile

This profile is specified in IEC 62056-8-3.
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Annex B
(normative)

SMS short wrapper
This Annex specifies the transport of xXDLMS APDUs in an SMS.

The payload of an SMS message is the xDLMS APDU prepended with the identifier of the
Destination_AP and the Source_AP as shown in Figure B.1:

8 bits 8 bits N*8bits

Dst_AH Src_AP Application layer payload (xDLMS APDU)

IEC

e Dsf AP = Destination AP identifies the destination Application Process;
e Srd AP = Source AP identifies the source Application Process.

Figure B.1 — Short wrapper
Table B. 1 specifies the identifiers of reserved Application Processes:

Table B.1 — Reserved Application Processes

Client side reserved SAPs

No-station 0x00
Client Management Process 0x01
Public Client 0x10
0x02 ...0x0F
Open for client AP assignment
0x11 and up
Server side reserved SAPs
No-station 0x00
Management Logical Device 0x01
Reserved 0x02..0xF
Open_for\server SAP assignment 0x10...0x7E

All-station (Broadcast) Ox7F
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Annex C
(normative)

Gateway protocol

C.1 General

This Annex specifies a method for exchanging data between DLMS/COSEM clients and
servers via a gateway, when this gateway is connected to a Wide Area Network (WAN) or to a
Neighbourhood Network (NN) on the one hand, and to a Local Network (LAN) on the other
hand, Wit DEMSI€COSEMservers conmectedtothisTtAN:

The gateway acts bidirectional, i.e. it is also possible for a server in the LAN tgo send
messages to a client in the WAN/NN using the gateway (push application).

The ggteway function itself may be implemented in a DLMS/COSEM meter’or in a stand-alone
device

The DUMS/COSEM specification for meter data exchange is based jon the client/server model,
where [the head end system (HES) acts as a client requesting’services, and the end devices
(e.g. meters) act as servers providing the services requested. In many cases, the clignt can
reach ¢ach meter directly, using unicast, multicast or broadcast messages.

There pre cases, however, when it is practical to cennect several end devices to a LAN, and
reach fhose devices via a gateway. The protocolstack used on the LAN may be the same as
the ong¢ used on the WAN/NN or it may be differgnt.

Head End System (HES)

End Devices

IEC

Figure C.1 — General architecture with gateway

The DLMS/COSEM client (HES) reaches the gateway via a WAN or via NNAP;
see Figure C.1. The gateway itself may be a stand-alone device or a DLMS/COSEM meter
capable of acting as a gateway. If configured accordingly, it passes the COSEM APDUs
transparently between the HES or NNAP and the COSEM servers (end devices).
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The gateway may act bidirectional, i.e. it is also possible for a COSEM server (end device) in
the LAN to send COSEM APDUs to the COSEM client (HES) in the WAN/NN using the
gateway (push application).

C.2 The gateway protocol

The top layer of any DLMS/COSEM communication profile is the DLMS/COSEM application
layer.

In order to leave both, the suite of lower layers and the DLMS/COSEM AL unaffected, the task
of routjng each message from the client to the end device on the LAN is solved by pre-fixing
the CQSEM APDUs with a few bytes specifying the network to be used and the addresq of the
devicelon the LAN and vice versa.

The gqteway extracts the payload, a COSEM APDU - together with the application addresses
— from|the WAN/NN protocol and puts it as a payload to the LAN protocol, and the other way
round.

The stiucture of the prefix with four fields is shown in Figure C.2.

Header Network Address Physical device Application’layer payload (COSEM APDU)
1D length L address
(8 bifs) (8 bits) (8 bits) (L*8 bits)
~— -
——

Pre-fixed fields
IEC

Figure C.2 — The’fields used for pre-fixing
the\COSEM APDUs

o the|value of the first byte (header) is either OXE6 or OxE7. It indicates that the following
bytes don't contain a plain COSEM APDU but contain a COSEM APDU with a prefix

— |OxE6 indicates a request message from a DLMS/COSEM client to a DLMS/JQOSEM
server or a request\message from a DLMS/COSEM server to a DLMS/COSEM client
(data notification);

— |0xE7 indicates.a response from the DLMS/COSEM server to the DLMS/COSEM ¢lient;

o the|second byte carries an identifier of the destination network where the messades are
trapsferred\.to. This allows accessing several networks using the same or djfferent
communication protocols through the same gateway. The network ID is not linked|to the
communication protocol and can be set to any value. If only one network exists, 0x00 shall
be used

e the third byte defines the length of the physical device address given in the next L bytes. It
depends on the communication protocol used.

e bytes 4 to 4+(L-1) carry the physical device address of the end device or the HES as
requested by the communication protocol.

When a telegram with pre-fixed fields reaches a device, which is not a gateway or which does
not support pre-fixed fields, it shall be simply discarded.

When the client exchanges data directly with the master meter, the pre-fixed fields are not
present.
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C.3 HES in the WAN/NN acting as Initiator (Pull operation)

In the sequence diagram shown in Figure C.3 the traditional pull data exchange between the
DLMS/COSEM client and server via a gateway is further elaborated:

HES Gateway End Device
T T - T
| 1 |
i | |
I
. L A

send request for an end device

i clientand |
| server SAP | OXEB - Prefix

WAN transport protocol

forward request

[ 1 clientand |
eenversil]
LAN transport pretocol

send answer

< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -

[ clientand !
i seve(RP |
LAN transport protocol

forward answer from end device

| clientand 3
| server saP | OxE7 - Prefix
WAN transport protocol 3\'\0
2

Figure:C.3 — Pull message sequence chart

IEC

Prerequisite: The client in.the WAN/NN has to know the network ID, the protocol and the
physical device address-aef.the server it wants to reach in the LAN.

The DLMS/COSEM client (HES) sends every request, carried by a COSEM APDU, pfefixed
with four fields as~shown in Figure C.2 using the protocol layer supporting the DLMS/QOSEM
AL on the WAN/NN.

The gatéway forwards each COSEM APDU carrying a .request service primitive |to the

appropriate—retwork—using—thenetworktb—and—thephysicaldevice—address—contained in the
pre-fixed fields. The client and server SAPs are extracted from the protocol layer supporting
the DLMS/COSEM AL on the WAN/NN and inserted into the supporting layer of the

DLMS/COSEM AL on the LAN.

The APDUs carrying the requests do not have any prefix when they arrive in the end devices
in the LAN. Every end device processes the request and provides the answer the same way
as if it's connected directly to the client.

When the device responds to a request, it is done as if it ss connected to the client directly.
The APDU does not need to be pre-fixed.
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When the gateway receives a COSEM APDU carrying a .response service primitive on the
LAN, it extracts the client and server SAPs from the protocol layer supporting the
DLMS/COSEM AL on the LAN. Afterwards it inserts them into the supporting layer of the
DLMS/COSEM AL on the WAN/NN and sends the message with pre-fixed fields to the client
using the WAN/NN protocol.

C.4 End devices in the LAN acting as Initiators (Push operation)

C.41 General

It is also possible for a server (end device) in the LAN to send messages to a client (HES) in
the WANT7NNUSINg the gateway without having Tecelved a request Service beforg (push
applicgtion). Depending on the capabilities of the gateway two scenarios are supported.

C.4.2 End device with WAN/NN knowledge

Prerequisite: The server in the LAN has to know the network ID, the protecol and the address
of the ¢lient it wants to reach in the WAN/NN.

HES Gateway Engl Device

T
| | |
| | |
| | |
| | |
— — —

send request for a HES

<_ __________________________________________ u

olientand !
! SerzraSnAP ' OxXES - Prefix COSEM APDU ‘

LAN transport protocol

forward request from end device

| clientand |
| cerver AP | COSEMAPDU ~(- |

WAN transport protocol

IEC

Figure C.4 — Push message sequence chart

The sqrvet, (end device) sends every request (e.g. data notification request), carried |by the
CO SEM-APBY—pre-fixed—with—4—fields—as—defired—beforeto—the—gateway—using—the—ptrotocol

layer supporting the DLMS/COSEM AL on the LAN, as shown in Figure C.4.

The gateway forwards each COSEM APDU carrying a .request service primitive using the
network 1D, the protocol and the client address (e.g. WAN/NN MAC address) contained in the
pre-fixed fields.

The client and server SAPs are extracted from the protocol layer supporting the
DLMS/COSEM AL on the LAN and inserted into the supporting layer of the DLMS/COSEM AL
on the WAN/NN.
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C.4.3 End devices without WAN/NN knowledge

If the end device has no knowledge on the WAN/NN network or if it has no knowledge if it is
connected to a gateway at all, it can send standard (not pre-fixed) data notification requests
to the gateway. It is then the duty of the gateway to further deal with such messages.

Since this does not require a protocol extension, this use case is not described any further.

C.5 Security

The DLMS/COSEM AL security mechanisms ensure end-to-end security through the gateway.
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Annex D
(informative)

AARQ and AARE encoding examples

General

This annex contains examples of encoding of the AARQ and AARE APDUSs, in cases of using
various levels of authentication and in cases of success and failure.

The A
(ISO/IH

X
e

D.2

The xO

DLMS

InitiqteRequest: := SEQUENCE
{

ARQ, AARE, RLRQ and RLRE APDUs - see 7.2 — shall
FC 8825-1). The user-information field of the AARQ and AARE APDUs conta
InitiateRequest / InitiateResponse or ConfirmedServiceError APDUs¢Tespe
ncoded in A-XDR as OCTET STRING.

be encoded

Encoding of the xDLMS InitiateRequest / InitiateResponse-APDU

LMS InitiateRequest / InitiateResponse APDUs are specified as follows:

-- shall not be encoded in DLMS without ciphering
dpdicated-key OCTET STRING OPTIONAL,
rpsponse-allowed BOOLEAN, DEFAULT TRUE,
pkoposed-quality-of-service IMPLICIT Integer8 OPTIONAL,
pfoposed-dlms-version-number Unsigned8,
pfoposed-conformance Conformance,
c

lient-max-receive-pdu-size

Unsignedl6

T BER
ns the
Ctively,

}

InitipteResponse: := SEQUENCE

{
npgotiated-quality-of-service IMPLICIT Integer8 OPTIONAL,
npgotiated-dlms-version-numben Unsigned8,
npgotiated-conformance Conformance,
sprver-max-receive-pdu-side Unsignedlé,
vha-name ObjectName

The xOLMS InitiateRequesitand InitiateResponse APDUs are encoded in A-XDR and they are

inserted in the user-information field of the AARQ / AARE APDU respectively.

In the ¢xamples below, the following values are used:

dedicated-key: not present; no ciphering is used;

respohse-allowed: TRUE (default value);

proposed-qual|ty-oT-serV|ce and negotlated-quallty-oT-serwce: not present (not used in
DLMS/COSEM):

proposed-conformance and negotiated-conformance: see below;
proposed-dims-version-number and negotiated-dlms-version-number = 6;
client-max-receive-pdu-size: 1200, = 0x04B0;
server-max-receive-pdu-size: 500 = 0x01F4;

vaa-name in the case of LN referencing: the dummy value 0x0007;

vaa-name in the case of SN referencing: the base_name of the current “Association SN”
object, OxFAOQO.

the proposed-conformance and the negotiated-conformance elements carry the proposed
conformance block and the negotiated conformance block respectively. The values of
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these examples, for LN referencing and SN referencing respectively, are shown in

Table D.1.

Table D.1 — Conformance block

Conformance::= [APPLICATION 31]
IMPLICIT BIT STRING (SIZE(24))

LN referencing

SN referencing

-- the bit is set when the

corre;pond%ng gervicg or E:i: Proposed/ Negotiated Proposed / Negotiated
functionality is available
reserved-zero (0), 0 0 0 0
reserved-one (1), 0 0 0 0
reservled-two (2), 0 0 0] 0
read (3), SN 0 0 1 14
write (4), SN 0 0 1 1
unconflirmed-write (5), SN 0 0 1 1
reservled-six (6), 0 0 Q 0
reservled-seven (7), 0 0 [0) 0
attrifuteO-supported-with-set (8), LN 0 0 0 0
priorifty-mgmt-supported (9), LN 1 1 0 0
attriuteO-supported-with-get (10), LN 1 0 0 0
block-transfer-with-get-or-read (11), LN 1 T 0 0
3iizz—transfer—with—set—or— (12), LN 1 0 0 0
block-dtransfer-with-action (13), LN 1 0 0 0
multigle-references (14), LN/SN 1 0 1 1
information-report (15), SN 0 0 1 1
reservled-sixteen (16), 0 0 0 0
reservled-seventeen (17), 0 0 0 0
parameterized-access (18) . SN 0 0 1 1
get (19)% LN 1 1 0 0
set ¢20), LN 1 1 0 0
selectlive-access (21), LN 1 1 0 0
event—qnotification (22), LN 1 1 0 0
action (23) LN 1 1 0 0
Value Jof the bit string 00 7E 1F 00 50 1F 1C 03 20 1c ¢3 20
With these/parameters, the A-XDR encoding of the xDLMS InitiateRequest APDU is as|shown
in Tablle D.2:
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Table D.2 — A-XDR encoding of the xDLMS InitiateRequest APDU

-- A-XDR encoding of the xDLMS InitiateRequest LN referencing SN referencing
APDU
// encoding of the tag of the DLMS APDU CHOICE 01 01

(InitiateRequest)

-- encoding of the dedicated-key component (OCTET
STRING OPTIONAL)

// usage flag (FALSE, not present) 00 00

-- encoding of the response-allowed component
(BOOLEAN DEFAULT TRUE)

// us ge Llag (FALSE, delaull value ITRUE conveyeda) [9AY) [VAY)

-- enfoding of the proposed-quality-of-service
compohent ([0] IMPLICIT Integer8 OPTIONAL)

// usphge flag (FALSE, not present) 00 00

-- enfpoding of the proposed-dlms-version-number
compohent (Unsigned§)

// vallue= 6, the encoding of an Unsigned8 is its 06 06
value

-- enfpoding of the proposed-conformance component
(Confprmance, [APPLICATION 31] IMPLICIT BIT
STRIN[ (SIZE(24))

// enfoding of the [APPLICATION 31] tag (ASN.I 5F IF 5F 1F
explipit tag)

// enfoding of the length of the 'contents' field 04 04
in ocket (4)

// enfpoding of the number of unused bits ingthe 00 00
final| octet of the BIT STRING (0)

// enfoding of the fixed length BIT STRTNG value 00 7E 1F 1C 03 20

-- enfoding of the client-max-receivespdu-size
compohent (Unsignedlé6)

// vallue = 0x04B0, the encodinglof an Unsignedlé6 04 BO 04 BO

is itp value

-- repulting octet-string, \t©® be inserted in the 01 00 00 00 O6 01 00 00 0¢ 06

user-finformation field @f the AARQ APDU 5F 1F 04 00 00 5F 1F 04 0¢ 1cC
7E 1F 04 BO 03 20 04 B

1 As specified in IEC 61334-6:2000, Annex C, Examples 1 and 2, the proposed-conformance elemenlt of

the xDLMS InitiateRequest’APDU and the negotiated-conformance element of the xDLMS InitiateResponsg
APDU pre encoded iftBER. That is why the length of the bit-string and the number of the unused bits are
encodgd.

2 For encoding of identifier octets see ISO/IEC 8825-1:2015, 8.1.2. For compliance with existing

implen]entations, encoding of the [Application 31] tag on one byte (5F) instead of two bytes (5F 1F) is accppted
when the@3-layer, connection-oriented, HDLC-based profile is used.

The A-XDR encoding of the xDLMS InitiateResponse APDU is as shown in Table D.3.
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Table D.3 — A-XDR encoding of the xDLMS InitiateResponse APDU

-- A-XDR encoding of the xDLMS InitiateResponse LN referencing SN referencing
APDU
// encoding of the tag of the DLMS APDU CHOICE 08 08

(InitiateResponse)

-- encoding of the negotiated-quality-of-service
component ([0] IMPLICIT Integer8 OPTIONAL)

// usage flag (FALSE, not present) 00 00

-- encoding of the negotiated-dlms-version-number
component (Unsigned§)

// vaffue = ©, the encoding ol an uUnsignedg 1S 1tsS U0 U0
value

-- enfpoding of the negotiated-conformance
compohent (Conformance, [APPLICATION 31] IMPLICIT
BIT S[FRING (SIZE (24))

// enfoding of the [APPLICATION 31] tag (ASN.I 5F 1F 5F 1F
explipit tag)

// enfoding of the length of the 'contents' field 04 04
in ocket (4)

// enfpoding of the number of unused bits in the 00 00
final| octet of the BIT STRING (0)

// enfoding of the fixed length BIT STRING value 00 50 1F 1C 03 20

-- enfoding of the server-max-receive-pdu-size
compohent (Unsignedl6)

// vallue = 0x01F4, the encoding of an Unsignedlb 01 F4 01 F4
is itp value

-- enfpoding of the VAA-Name component
(ObjefptName, Integerl6)

// vallue=0x0007 for LN and OxFA00 fox(SN 00 07 FA 00
referpncing; the encoding of a valuelc¢onstrained
Integprl6 is its value

-- repulting octet-string, to be-inserted in the 08 00 06 5F 1F 08 00 06 5§ 1F
user-finformation field of the\\AARE APDU 04 00 00 50 1F 04 00 1C 03 20
01 F4 00 07 01 F4 FA O

D.3 [Specification.of the AARQ and AARE APDUs

The AARQ andthe AARE APDUs are specified in Clause 8 as follows:

AARQ-apdu:(:=" [APPLICATION 0] IMPLICIT SEQUENCE
{
-- [APPLICATION 0] == [ 60H ] = [ 96 ]
protocol-version [0] IMPLICIT BIT STRING {versionl (0)}

DEFAULT {versionl},
Application-context-name,

AP-title OPTIONAL,

AE-qualifier OPTIONAL,
AP-invocation-identifier OPTIONAL,
AE-invocation-identifier OPTIONAL,
AP-title OPTIONAL,

AE-qualifier OPTIONAL,
AP-invocation-identifier OPTIONAL,
AE-invocation-identifier OPTIONAL,

application-context-name
called-AP-title
called-AE-qualifier
called-AP-invocation-id
called-AE-invocation-id
calling-AP-title
calling-AE-qualifier
calling-AP-invocation-id
calling-AE-invocation-id

O 00 Jo U WN K

-- The following field shall not be present if only the kernel is used.
sender-acse-requirements [10] IMPLICIT ACSE-requirements OPTIONAL,

-— The following field shall only be present if the authentication functional unit is
-- selected.
mechanism-name [11] IMPLICIT Mechanism-name OPTIONAL,
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-- The following field shall only be present i1f the authentication functional unit is
--selected.

calling-authentication-value [12] EXPLICIT Authentication-value OPTIONA
implementation-information [29] IMPLICIT Implementation-data OPTIONAL
user-information [30] EXPLICIT Association-information OPTI

}

L,
’

ONAL

-- The user-information field shall carry an InitiateRequest APDU encoded in A-XDR, and
-- then encoding the resulting OCTET STRING in BER.

AARE-apdu::= [APPLICATION 1] IMPLICIT SEQUENCE
{
-— [APPLICATION 1] == [ 61H ] = [ 97 ]
protocol-version [0] IMPLICIT BIT STRING {versionl (0)}
DEFAULT {versionl},
app 3 1 e i t=Xnam [‘I] I\I\'I-; £ e path t=nam -
resplt [2] Association-result,
resplt-source-diagnostic [3] Associate-source-diagnosticy,
responding-AP-title [4] AP-title OPTIONAL,
responding-AE-qualifier [5] AE-qualifier OPTIONAL,
responding-AP-invocation-id [6] AP-invocation-identifier OPT[IONAL,
repponding-AE-invocation-id [7] AE-invocation-idefitifier OPT[IONAL,
-- The| following field shall not be present if only the kernel is used.
responder-acse-requirements [8] IMPLICIT ACSE-requirements OPTIONAL,
-- The| following field shall only be present if the authenticat®on functional unift is
-- selgcted.
mechanism-name [9] IMPLICIT Mechand gm-name OPTIONAL,
-- The| following field shall only be present if the authentication functional unift is
-- selgcted.
responding-authentication-value [10] EXPLICIT Authentication-value OPTIONA|L,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
usef-information [30] EXPLICIT Association-information OPTIONAL
}
-— The|user-information field shall carry edther an InitiateResponse (or, when thle

-- pro
-- enc

D.4

bosed xDLMS context is not accepted by the server, a ConfirmedServiceError)
bded in A-XDR. The resulting OCTETIUSTRING shall be encoded in BER.

Data for the examples

In thesle examples:

o the
o the

e the
inv
inv

protocol-version is the,default ACSE version;

value of the application-context-name:

in the case of bN referencing, with no ciphering: 2, 16, 756, 5, 8, 1, 1;
in the cas@.of SN referencing, with no ciphering: 2, 16, 756, 5, 8, 1, 2;

optional called-AP-title, called-AE-qualifier, called-AP-invocation-id, call
bcation-id, calling-AP-title, calling-AE-qualifier, calling-AP-invocation-id, calli
bcation-id fields of the AARQ, and the optional responding-AP-title, respondi

ed-AE-
ng-AE-
ng-AE-

nainc a4 d-fialda £ 4 AN

RE are

quat

not
e the

e the

e the

oy oo AP invanotian 1A oo~ oA nvacation o b
T, TCSpPUTTaOT g7 - hvooatouT 14, TCSpuUTTa g7 T v ooatoT T TO CTU S OUT (e 77y

present;

value of the mechanism-name:

in the case of low-level-security: 2, 16, 756, 5, 8, 2, 1;

in the case of high-level-security (5): 2, 16, 756, 5, 8, 2, 5;

calling-authentication-value:

in the case of low-level-security is 12345678 (encoded as 31 32 33 34 35 36 37 38);

in the case of high-level security, (challenge CtoS) is K56iVagY (encod
4B 35 36 69 56 61 67 59);

ed as

responding authentication-value (challenge StoC) is P6wRJ21F (encoded as
50 36 77 52 4A 32 31 46);
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the optional implementation-information field in the AARQ and AARE APDUs is not

pre

sent;

the user-information field carries the xDLMS InitiateRequest / InitiateResponse APDUs as
shown above.

The

D.5

Here, s

The en

application-context-name and the (authentication) mechanism-name OBJECT
IDENTIFIERS are encoded as follows:

BER Encoding for OBJECT IDENTIFIER is a packed sequence of numbers representing
the arc labels. Each number — except the first two, which are combined into one — is
represented as a series of octets, with 7 bits being used from each octet and the most
significant bit is set to 1 in all but the last octet. The fewest possible number of octets shall

be
in
lab

sim
BE
in
60
in
60

LN
SN

used;

he case of the application context name LN referencing with no ciphering, t
bls of the object identifier are (2, 16, 756, 5, 8, 1, 1);

the first octet of the encoding is the combination of the first two numpbeérs into a
number, following the rule of 40*First+Second -> 40*2 + 16 = 96 = 0x60;

the third number of the Object Identifier (756) requires two.-octets: its hexad
value is 0x02F4, which is 00000010 11110100, but following-the above rule, th
of the first octet shall be set to 1 and the MSB of the second (last) octet shall be
0, thus this bit shall be shifted into the LSB of the<{first octet. This gives
10000101 01110100, which is 0x8574;

each remaining numbers of the Object Identifier required to be encoded on one ¢
this results in the encoding 60 85 74 05 08 01 01

ilarly, in the case of application context name SN referencing with no cipheri
R encoding is 60 85 74 05 08 01 02;

the case of mechanism name* low-level-security, the BER encodi
85 74 05 08 02 01;

the case of mechanism name high-level-security (5), the BER encod
85 74 05 08 02 05.

Encoding of the AARQ APDU

ix different cases.are shown:

referencing with/no ciphering, no security, LLS and HLS;

referencing-with no ciphering, no security, LLS and HLS;

coding-is shown in Table D.4. See also Table D.5.

he arc
single

ecimal
e MSB
set to
binary

ctet;

ng the

ng is

ing is
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Table D.5 - Complete AARQ APDU

LN referencing with no ciphering, 60 1D A1 09 06 07 60 85 74 05 08 01 01 BE 10 04
lowest level security; OE 01 00 00 00 O6 5F 1F 04 00 00 7E 1F 04 BO
60 36 A1 09 06 07 60 85 74 05 08 01 01 8A 02 07
LN referencing with no ciphering, 80 8B 07 60 85 74 05 08 02 01 AC OA 80 08 31 32
low level security; 33 34 35 36 37 38 BE 10 04 OE 01 00 00 00 06 5F
1F 04 00 00 7E 1F 04 BO
60 36 A1 09 06 07 60 85 74 05 08 01 01 8A 02 07
LN referencing with no ciphering, 80 8B 07 60 85 74 05 08 02 05 AC OA 80 08 4B 35
high level security; 36 69 56 61 67 59 BE 10 04 OE 01 00 00 00 06 5F
1F 04 00 00 7E 1F 04 BO
SN referencing with no ciphering, o0 ID Al 09 0o O 60 85 74 05 08 01 0Z BE I0] 04
lowesfk level security; OE 01 00 00 00 O6 5F 1F 04 00 1C 03 20 04 °BO
60 36 A1 09 06 07 60 85 74 05 08 01 0283 02| 07
SN referencing with no ciphering, 80 8B 07 60 85 74 05 08 02 01 AC OA 80 W8 31| 32
low lpvel security; 33 34 35 36 37 38 BE 10 04 OE 01 00 ,00 00 06| 5F
1F 04 00 1C 03 20 04 BO
60 36 A1 09 06 07 60 85 74 05 (€-01 02 8A 02| 07
SN referencing with no ciphering, 80 8B 07 60 85 74 05 08 02 05 ®C OA 80 08 4B| 35
high [level security 36 69 56 61 67 59 BE 10 04~0E, 01 00 00 00 06| 5F
1F 04 00 1C 03 20 04 BO
D.6 |Encoding of the AARE APDU
Here, gix different cases are shown:
e LN|referencing with no ciphering, no securityor LLS, successful establishment of th¢ AA;
e LN|referencing with no ciphering, no security or LLS, failure because the proposed
application-context-name does not_ fitsthe application-context-name supported py the
serper (failure case 1):
— |when the meter uses LN referencing, SN referencing is proposed;
— |when the meter uses SN:referencing, LN referencing is proposed;
o LNjreferencing with no ciphering, no security or LLS, failure because the proposed-dims-
vergion-number is too_low; (failure case 2)
e LN|referencing with'ne ciphering, HLS, successful establishment of the AA;
e SNjreferencing.with no ciphering, no security or LLS, successful establishment of thg AA;
e SNjreferenging with no ciphering, HLS, successful establishment of the AA.
The encoding is shown in Table D.6. See also Table D.7.
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