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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 47: COSEM transport layers for IPv4 networks

1) The Ihternational Electrotechnical Commission (IEC) is a worldwide organization f mprising
all nptional electrotechnical committees (IEC National Committees). The gk promote
international co-operation on all questions concerning standardization in the elfectric icMjields. To

this ¢nd and in addition to other activities, IEC publishes International Standa i iffications,
Techpical Reports, Publicly Available Specifications (PAS) and Guides k as “IEC

Publipation(s)”). Their preparation is entrusted to technical committees; ai i i terested
in the subject dealt with may participate in this preparatory wor e L nd non-
govefnmental organizations liaising with the IEC also participate i 5 closely
with [the International Organization for Standardization (ISO) 4 hined by
agregment between the two organizations.

2) The fprmal decisions or agreements of IEC on technical matters 2 rnational
consg¢nsus of opinion on the relevant subjects since € from all
intergsted IEC National Committees.

3) IEC Publications have the form of recom ioN3 i National
Cominittees in that sense. While all reasonab \ t of IEC
Publipations is accurate, IEC cannot be h for any
misinterpretation by any end user.

4) In orfer to promote internatjopal uniformit | lications
transparently to the maximum ‘e it i ergence

betwg¢en any IEC Publication e ¥ icated in
the Igtter.

5) IEC provides no markigg proce for any
equigment decla j

6) All ugers should e re

7) No liability shall atta erts and
membpers of its te il P mage or
other 3 v pes) and
expepses ayising.olt o i her IEC
Publip

8) Attenftion isNdr. ations is
indis S 2

9) Attention is drs e possibility that some of the elements of this IEC Publication may be the subject of

pater|t rightsi1E not be held responsible for identifying any or all such patent rights.

The Intefnational Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance
with this|Intefnational Standard may involve the use of a maintenance service concerning the stack of projocols on
which the present standard IEC 62056-47 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS?' User Association
Geneva / Switzerland

www.dIms.ch

International Standard IEC 62056-47 has been prepared by IEC technical committee 13:
Equipment for electrical energy measurement and load control.

1 Device Language Message Specification
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The text of this standard is based on the following documents:

FDIS Report on voting
13/1386/FDIS 13/1397/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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sfte.

A biling



https://iecnorm.com/api/?name=f8206e70b4b294ce557699b316916126

62056-47 © IEC:2006(E) -5-
ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 47: COSEM transport layers for IPv4 networks

1 Scope

This p3rt of IEC 62056 specifies the transport layers for COSEM commynicatiqn protiiles for

use on|lPv4 networks.

These pommunication profiles contain a connection-less and a connection-ori bnsport
layer, providing OSl-style services to the service user COSE icati r. The
connecfion-less transport layer is based on the Internet s & rotocol.
The cqnnection-oriented transport layer is based on t Wexnetistandard Transmission

Control Protocol.

Although the major part of the COSEM transpor ey are
specified in the relevant Internet standards, called
wrappefr.

Annex A shows how the OSlI-style transpo m UDP

and TCP function calls.

2 Normative refer

The following reference ) spensable for the application of this dogument.
For dated refere, i ied\dpplies. For undated references, the latest|edition

of the referenced dog

nce

IEC 60 Electrotechnical Vocabulary (IEV) — Electrical and

weasuring instruments — Part 311: General terms relating to

electro
measu : @gheral terms relating to electrical measurements — Pdrt 313:
Types pf S\ neasuking instruments — Part 314: Specific terms according to the|type of
instrum

IEC 62051:4999, Efectricity metering — Glossary of terms

IEC 62051-1:2004, Ed.1., Electricity metering — Data exchange for meter reading, tariff and
load control — Glossary of terms — Part 1: Terms related to data exchange with metering
equipment using DLMS/COSEM

IEC 62056-53, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 563: COSEM application layer 3

IEC 62056-62, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 62: Interface classes °

STDO0005 - Internet Protocol

Author: J. Postel

Date: September 1981

Also: RFC0791, RFC0792, RFC0919, RFC0922, RFC0950, RFC1112
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STDO0006 — User Datagram Protocol
Author: J. Postel

Date: 28 August 1980

Also: RFC0768

STD0007 — Transmission Control Protocol
Author: J. Postel

Date: September 1981

Also: RFC0793

See also Bibliography for other related Internet RFCs.

3 Tefrms, definitions and abbreviations

3.1 Terms and definitions

For thg purposes of this document, the definitions given in I
IEC 62D51-1 apply.

300 \I[EC>620p1 and

3.2 Abbreviations

APDU
COSEN
COSEN
IP
PDU
PAR
TCP
ubpP
WPDU

This st
conneci
oriente

files: a
ection-

In thesg\profiles, the COSEM application layer uses the services of one of these transport
layers, which use then the services of the Internet Protocol (IPv4) network layer to
communicate with other nodes connected to the abstract IPv4 network.

When used in these profiles, the COSEM application layer can be considered as another
Internet standard application protocol (like the well-known HTTP, FTP or SNMP) and it may
co-exist with other Internet application protocols, as shown in

Figure 1.
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As speified”in IEC 62056-53, B.3.3, the COSEM application layer is listening only

UDP od

Internet Transport Layer (UDP & TCP)

Internet Network layer (IPv4)

Data Link Layer

Physical

Layer

re, the COSEM tr,

rt layer.

be sentand re

ceived in multiple TCP packets.

C- 62056 R’) a-C0OSs

51-style
LOSEM

or TCP

unction

which

pn one

device

may host several client appl|cat|on processes or server Ioglcal devices. The additional
addressing capability provided by the wrapper sub-layer allows identifying these application
processes.

The structure of the COSEM transport layer and their place in COSEM-on_IP is shown in
Figure 2.
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transport services g a ABORT.ind connection-oriented
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SEND. RECEIVE jE /\<i m EIVE

‘ Internet UDP ‘ ‘ Ir\qn\\(&Q ‘
\
‘ IP and lower layers ‘ ‘ \Ran&&r Iz;\grs ‘

a) the UDP-based profile

Figure 2 — Transport layers of the

The sefvice user of the UDP-DATA » ‘ i lication
layer. On the other hand, the service™yseno NNECT
servicels is the TCP Connection Manager S rt layer
also prpvides a TCP-ABORT.indication seryi S : ayer.

5 The COSEM conpe

5.1 General <>
The COSEM connection-

(UDP)
as spegifi
UDP piovides a\aro applicati s with
a mini ol anism. On the one hand, the protocol is transaction orient¢d, and
deliver JpIR ole, it
adds a| minj \ ead, it is efficient and easy to use. Several well-known [nternet

DHCP, TFTP, etc. take advantage of these performance bgnefits,
either pecause same’ datagram applications do not need to be reliable or becayse the
requirefd seliability mechanism is ensured by the application itself. Request/responge type
applications, like a confirmed COSEM application association established on the COSEM
UDP-based transport layer, then invoking confirmed COSEM data communication services is
a good example for this second category. Another advantage of UDP is that being connection-
less, it is easily capable of multi- and broadcasting.

applicatti

UDP basically provides an upper interface to the IP layer, with an additional identification
capability, the UDP port number. This allows distinguishing between application processes,
hosted in the same physical device and identified by its IPv4 address2.

2 The addressing/identification scheme for the COSEM_on_IP profiles is defined in IEC 62056-53, B.3.3.
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As already mentioned in Clause 4, the COSEM application layer is listening only on one UDP
port. On the other hand, as defined in IEC 62056-62, a COSEM physical device may host
several client application processes or server logical devices. The additional addressing
capability provided by the wrapper sub-layer, using the wrapper port (wPort) numbers on top
of the UDP/TCP port numbers allows identifying these application processes.

The wrapper also adds length information to the APDU to be transported.

5.2 Service specification for the COSEM UDP-based transport layer

5.2.1 General

The CQSEM UDP-based transport layer provides the same set of servicés both at thg Client
and at the Server sides, as shown in Figure 3. %
COSEM Client Application Process COSMP%W%S
1L AN
COSEM Client Application Layer \@%Wn Layer
A L
g £ g (5 z
< | £ < q <
: E 2 B 2
5B 4 5 & g
a | g o o o
o a) a o
o) D =) : o) =]
) 4 N
COSEM UDP-based Transport Layer \QBSE VIEDF-based Transport Layer
/ Wrapper /\ \ } Wrapper
uD N UDP
| S N
S Q & P
re ~
Lower IayeM%&\PM > Lower layers: Data link and Physical
Fi = i fon= ; = er

The COSEM UDP-based transport layer provides only data communication services: the
connection-less UDP-DATA services. The service set for the UDP-DATA services is the same
at both the client and server sides: consequently, the service specification for these services
is the same for both the client and server transport layers.

The .request and .indication service primitives are mandatory. The implementation of the local
.confirm service primitive is optional.

NOTE The APDU pre-fixed with the header by the wrapper sub-layer must fit in a single UDP datagram.
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5.2.2 The UDP-DATA services
5.2.21 UDP-DATA.request

Function

This service primitive is invoked by the service user COSEM application layer to request the
transmission of an APDU to the peer COSEM application layer.

Service parameters

The semantics of the primitive is as follows:

UDP-DATA.request
(
Local_wPort,

Remote_wPort,
Local_UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote IP_Address,
Data_Length,

Data

The Local_wPort, Local_UDP_Port and
numbe
process requesting to send the Data.

The Reé¢mote_wPort, Re
wrapper Port number|
device/ppplication

to the

The Lo e UDP
ports I well-known port number is reserved for COSEM
commu arameters must be in the non-privileged range [(above
1024).

The Dat arameter indicates the length of the Data parameter in bytes.

The D4 3 ontains the COSEM APDU to be transferred to the peer application
layer.

Use

The UDP-DATA.request primitive is invoked by either the client or the server COSEM
application layer to request sending an APDU to a single peer application layer, or, in the
case of multi- or broadcasting, to multiple peer application layers.

The reception of this service primitive shall cause the wrapper sub-layer to pre-fix the wrapper
header to the APDU received, and then to call the SEND() function of the UDP sub-layer with
the properly formed WPDU, see at 5.3.2, as DATA. The UDP sub-layer shall transmit the
WPDU to the peer wrapper sub-layer as described in STD0006.
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5.2.2.2 UDP-DATA.indication
Function

This service primitive is invoked by the COSEM transport layer to indicate to the service user
COSEM application layer that an APDU has been received from a remote application layer.

Service parameters
The semantics of the primitive is as follows:

UDP-DATA.indication
(

Local _wPort,

Remote wPort,

Local UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_IP_Address,
Data_Length,

Data

The Lojcal_wPort, Local_UDP_Port anckLocal C ers indicate wrappler Port
number, UDP Port number and IP g i lication
process$ receiving the Data.

hte the
to the

The Ré¢mote_wPort, Remote_UDP_
wrapper Port number,
device/application proces

The Lojcal_UDP_Port
ports 1espectiv

commujnications,
1024).

e UDP
LOSEM
(above

Use

The UDP<DATA.indiCation service primitive is used to indicate to the service user COSEM
application’| r that an APDU from th r layer entity ha nr iv

The primitive is generated following the reception of an UDP Datagram by the UDP sub-layer,
if both the Local_UDP_Port and Local_wPort parameters of the message received contain
valid wPort numbers, meaning that there is a COSEM application process in the receiving
device bound to the given port numbers. Otherwise, the message received shall simply be
discarded.

5.2.2.3 UDP-DATA.confirm
Function
This optional service primitive is invoked by the COSEM transport layer to confirm to the

service user COSEM application layer the result of the previous UDP-DATA.request service.
The service represents a local confirmation only.
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Service parameters
The semantics of the primitive is as follows:

UDP-DATA.confirm

(
Local _wPort,
Remote wPort,
Local_UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_IP_Address,
Result

The Lqgcal_wPort, Remote wPort, Local UDP_Port, Remote_UDP ddress
and R¢mote IP_Address parameters carry the same values as\the\ cerfiespondi UDP-
DATA.flequest service being confirmed.

The value of the Result parameter indicates whether the €
was abje to send the requested UDP Datagram (OK) opT

rt layer

Use

If implgmented, this service primitive i esult of a previoug UDP-
DATA.nequest service. It is locally gexera indica nly whether the Data| in the
.requeqt primitive could be sent or not. G -DATA.confirm with Result ==
OK mepns only that the Data has been se not mean that the Data has bgen (or
will be)|successfully deliverg

5.3 Protocol specifjcatio

5.3.1 General;

As it is|shown on theteft s| [ the COSEM UDP-based transport layer inclufles the
Internef standard B acified in Internet standard STD0006, and the COSEM-
specifig light-weight Wra )

In this pommuyni N i wrapper sub-layer is a state-less entity: its only roles are to
ensure| gource\ and destl ation COSEM application process identification using thg wPort
numberfs ~and S onversion between the OSl-style UDP-DATA.xxx service jnvoca-
tions and the™S RECEIVE() interface functions provided by the standard UDR.

AIthouch it is not necessary in the UDP based profile, in order to have the wrapper grotocol
controlli : : ansport
layers, the wrapper sub- Iayer shall also include the Data Length mformatron in the wrapper
protocol data unit.

5.3.2 The wrapper protocol data unit (WPDU)
The WPDU consists of two parts:

e the wrapper header part, containing the wrapper protocol control information, and

e the Data part, containing the DATA parameter — the COSEM APDU - of the corresponding
UDP-DATA.xxx service invocation.
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The wrapper header includes four fields, each 16 bits long, as follows:

e Version: this 16 bit long unsigned integer value carries the version number identifying the
version of the wrapper. Its value is controlled by the DLMS User Association. The current
value is 0x0001. Note, that in later versions the wrapper header may have a different

structure.

e Source wPort: this 16 bit long unsigned integer value carries the wPort number identifying

the sender application process.

e Destination wPort: this 16 bit long unsigned integer value carries the wPort number

identifying the destination application process.

° Dat |anﬂfh this 16 hit |r\ng ||nc|nnnr’l |nfngnr value indicates the |nnnfh of the DA

[A field

of the WPDU (the length of the APDU transported).
The Wrapper Protocol Data Unit (WPDU) is shown in Figure 4.

Wrapper control

information Data figld

4 CADNEK Y

N

| \ \ N
Wrapper header ATA (APDU)
| | (D

Version, 2 bytes J Q O
Source wPort, 2 bytes % \
Destination wPort: 2 bytes >

NOTE T i oul\\eigh)\;/tes less than the maximum length of

datagran.

5.3.3 SEM hase nsport layer protocol data unit

In this prof|l ransmitted in UDP Datagrams. The UDP Datagram is
¢ D0006, and it shall encapsulate the WPDU, as it is sh

specifie
Figure BS

UDP protocol control information Data field of the UDP PDU (WPDU)

he UDP

as it is
own in

[ \ \ \ \ \
UDP header Wrapper header
| | | \ \ \

APDU

Source UDP Port, 2 bytes J

Destination UDP Port: 2 bytes

UDP Length: 2 bytes

Checksum

Figure 5 — The COSEM connection-less, UDP-based transport layer PDU (UDP-PDU)
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From the external point of view, the COSEM connection-less transport layer PDU is an
ordinary UDP Datagram: any COSEM specific element, including the wrapper-specific header
is inside the UDP Data field. Consequently, standard UDP implementations can be (re-)used
to easily implement this profile.

The Source and Destination UDP ports may refer to either local or remote UDP ports
depending on the direction of the data transfer (i.e. from the point of view of the sending
device, the Source UDP port in a Datagram corresponds to the Local_UDP_port, but from the
point of view of the receiving device, the Source UDP port of a Datagram corresponds to the
Remote_UDP_Port service parameter).

Accord a1e) to-the0BF apcuiﬂua‘liun, fi“;lly thre—SotrceUbPPortand—Chect rfretds—with real
data is|optional. A zero value — all bits are equal to zero — of these fields(indicates-that in the
given UDP Datagram the field is not used. However, in the COSEM_o, Source
UDP Port field shall always be filled with the Source UDP port numbe

5.3.4 Reserved wrapper port numbers (wPorts)

The following wPort Numbers are reserved:

Table 1 — Reserved wrapper Port numbers in the UDP=ba CSOSEM profile

Client/s@e rese ‘@d\Qﬁdr/e#sef,\ \
& Q ( \A&rapﬁe‘( PFrt/Number

No-station \ N_0x0000

Client Management Process ( ~ \ \ 0x0001
Public Client NN 0x0010

A \(Server&%serveé\a{‘ldresses

I \ Wrapper Port Number
NQ-/st\atgon> 2 \/ 0x0000
Mana@erfietLogicalRévice, > 0x0001

Re§e/r\\e\i\ § 0x0002...0x000F

All-S ti&\ (Band}\st) 0X007F
NN\

5.3.5

As the|wrap in this profile is state-less, for all other protocol related igsues —
protocdl state;machine, etc. — the governing rules are as they are specified in the Internet
standafd /STD0006.” The only supplementary rule is concerning discarding inappifopriate
messagesY messages with no valid Destination wPort number — meaning that there|are no
COSEM application processes in the receiving device bound to this wPort number — shall be
discarded by the wrapper sub-layer.

6 The COSEM connection-oriented, TCP-based transport layer

6.1 General

The COSEM connection-oriented transport layer is based on the connection-oriented Internet
transport protocol, called Transmission Control Protocol or TCP.
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TCP is an end-to-end reliable protocol. This reliability is ensured by a conceptual “virtual
circuit”, using a method called “Positive Acknowledgement with Retransmission” or PAR. It
provides acknowledged data delivery, error detection, data re-transmission after an
acknowledgement time-out, etc., therefore is dealing with lost, delayed, duplicated or
erroneous data packets. In addition, TCP offers an efficient flow control mechanism and full-
duplex operation, too.

TCP, as a connection-oriented transfer protocol involves three phases: connection
establishment, data exchange and connection release. Consequently, the COSEM TCP-based
transport layer provides OSl-style services to the service user(s) for all three phases:

e for the connection establishment phase, TCP-CONNECT services are provided to the
seryice user TCP connection manager process;

e for the data communication phase, TCP-DATA services are provide ice user
COBEM application layer;

e for fhe connection closing phase, TCP-DISCONNECT service service

usefr TCP connection manager process;
e in addition, a TCP-ABORT.indication service is provideth\ t i COSEM
appllication layer.

The CQSEM connection-oriented, TCP-based transp ‘ i same wrapper sub-
layer gs the COSEM UDP-based transport laye 3 ransforming O$l-style
serviceg to and from TCP function c¢allg, this additional addressipg and
length |nformation.

The CQSEM connection-oriented, TC ayer is specified in terms of services
and prqtocols.

The copversion betwee
6.2 $ervice s@ifi
6.2.1 General

The CDSEM cot FCP-based transport layer provides the same|set of
servicels both at the t the server sides, as it is shown in Figure 6.
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Figure 6 — Services of'the ion- iented, TCP-based transport layer

In this |communication| profile P connection management services (TCP-
CONNECT and T@PR-D i d both at the client and at the server sides. The
purpose of this i

The sefvice user o lication
layer, Qut the TCR coxne er process. The specification of this process is out of the
scope pf this ements
concerfing this. Se

An adt" LOSEM
applicati

Like in[the.COSEM UDP-based transport layer, the TCP-DATA.confirm service is also|option-

al. However, the TCP-DAT A.request service can be confirmed either [ocally or remotely.

6.2.2 The TCP-CONNECT services
6.2.2.1 TCP-CONNECT.request
Function

This service primitive is invoked by the service user TCP connection manager process to
request the establishment of a TCP connection.

3 Application association establishment is performed by the client application process.
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Service parameters

The semantics of the primitive is as follows:
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TCP-CONNECT.request
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Remote IP_Address
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rvice user TCP connection manager proc
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ee primitive to in
sport layer.

TCP-CONNECT.indication

s requesting a
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te TCP
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of the
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The Local TCP_Port- and Remote_TCP_Port parameters indicate the two TCP ports between
which the requested TCP connection is to be established.

The Local _IP_Address and Remote IP_Address parameters indicate the IP addresses of the
two devices participating in the TCP connection.

Use

When the COSEM TCP-based transport layer receives a TCP packet indicating that a remote
TCP layer is requesting a new TCP connection, it shall indicate this to the service user TCP
connection manager process using this service primitive.
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6.2.2.3 TCP-CONNECT.response
Function
This service primitive is invoked by the TCP connection manager process to indicate to the

COSEM TCP-based transport layer whether the previously requested TCP connection has been
accepted. The TCP connection manager cannot reject a requested connection.

Service parameters
The semantics of the primitive is as follows:

TCP-CONNECT response
(

Local_TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address,
Result

The Lo etween
which t

The Lo of the
two phy

The Rqg cepted
the req

Use

The sefrvice usep” RCP\connestio to the
COSENM TCP-based ¢ d TCP
connection.

6.2.2.4

Functid

This s to the
service i TCP-
CONNH

Service-paratreters

The semantics of the primitive is as follows:

TCP-CONNECT.confirm

(
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address,
Result,
Reason_of Failure

The Local_TCP_Port and Remote_TCP_Port parameters indicate the two TCP ports between
which the TCP connection is being established.
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The Local _IP_Address and Remote IP_Address parameters indicate the IP addresses of the
two physical devices participating in this TCP connection.

The Result parameter indicates, whether the requested TCP connection is established or not.
Note, that this service primitive is normally the result of a remote confirmation — and as a TCP
connection request cannot be rejected, the Result parameter shall always indicate SUCCESS.

However, the Result parameter may also indicate FAILURE, when it is locally confirmed. In
this case the Reason_of Failure parameter indicates the reason for the failure.

Use

The COSEM TCP-based transport layer shall indicate to the service uger hection
manager the result of a previously received TCP-CONNECT.request ice i ibn with
the help of this service.

6.2.3 The TCP-DISCONNECT services

6.2.3.1 TCP-DISCONNECT.request

Functign

This sg¢rvice primitive is invoked by the service
reques

manager progess to

Servicg

The se

(

d. The
and P
s and

and application, the Remote_IP_Addres
ers refer to the remote device and application.

Use

ThIS S e o nand v the TOD ~nannantins maana~nnr nean~nnca 0 ra~ntinct thn Aic~a~nins -stlon Of
CrviCCoooCo—OythC— o SO CCt o T armagC—pPprocCootoT oot C—arsComcL

an existing TCP connection.

6.2.3.2 TCP-DISCONNECT.indication
Function

This service primitive is invoked by the COSEM TCP-based transport layer to the service user
TCP connection manager process to indicate that the peer entity has requested the
disconnection of an existing TCP connection.

The same service is used also to indicate if the transport layer detects a non-solicited
disconnection of an existing TCP connection (for example, when the physical connection
breaks down).


https://iecnorm.com/api/?name=f8206e70b4b294ce557699b316916126

-20 - 62056-47 © IEC:2006(E)

Service parameters
The semantics of the primitive is as follows:

TCP-DISCONNECT.indication
(
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Reason

The Lpcal TCP_Port, Remote TCP_Port, Local IP_Address, Remqg para-
meters|identify the TCP connection, which is either requested to b e peer
device,|or has been aborted.

The Rdason parameter indicates whether the service is invok device
has requested a TCP disconnection (Reason == REMOTE R S bted by
detecting a kind of event, which must imply the disconnectign of{ X Reason
== ABQRTH4).

Use

The COSEM TCP-based transport |3 hection

request or a detected TCP connection abort\o efvi er with
the help of this service primitive.

6.2.3.3 TCP-DISCONNE
Functidn
This sdgrvice primjtive
COSEM TCP-btr
accepted. Note, tha

disconnection.

to the
r"the previously requested TCP disconnection is
®n manager process cannot reject the requested

This se¢rvice /primitive\qds ed only if the corresponding TCP-DISCONNECT.indication
servicelindi ated disconnection request (Reason == REMOTE_REQ).

Servicd

The semantics o

TCP-DISCONNECT.response
(

Local _TCP_Port,
Remote_TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Result

The Local _TCP_Port and Remote_TCP_Port parameters identify the two TCP ports between
which the TCP connection has to be disconnected.

4 The COSEM transport layer may give more detailed information about the reason for the ABORT via
layer management services. However, layer management services are out of the scope of this
standard.
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The Local _IP_Address and Remote IP_Address parameters indicate the IP addresses of the
two physical devices participating in the TCP connection to be disconnected.

The Result parameter indicates that the service user TCP connection manager process has
accepted to disconnect the TCP connection referenced. The value of this parameter must
always be SUCCESS.

Use

The TCP connection manager process invokes this service primitive to indicate to the service
user COSEM TCP-based transport layer that it has accepted to disconnect the TCP
connection referenced.

If the TICP-DISCONNECT.indication primitive has been invoked beca the. TCReeonpection
has beg¢n aborted, the TCP-DISCONNECT.response primitive shall no{ke in\oked.

6.2.3.4 TCP-DISCONNECT.confirm

Functign

This sgrvice primitive is invoked by the COSEM TCP:k
service| user TCP connection manager the result of
service|invocation.

to confirm to the
RISCONNECT.fequest

Servicgq parameters
The semantics of the primitive is as follpw»

TCP-DISCONNECT,confirm

Local TCP P

The Lo
which t

etween

The Logal_IP YAddress and Remote IP_Address parameters indicate the IP addresseg of the
two physical devices participating in the TCP connection to be disconnected.

The Re ; renced
has succeeded or not. Normally, this service primitive is invoked as the result of a remote
confirmation, and as a TCP disconnection request cannot be rejected, the value of the Result
parameter is always SUCCESS.

However, the Result parameter may also indicate FAILURE, when it is locally confirmed. In
this case, the Reason_of Failure parameter indicates the reason of the failure.

Use

The COSEM TCP-based transport layer uses this service primitive to confirm to the service
user TCP connection manager the result of a previously received TCP-DISCONNECT.request
service invocation.


https://iecnorm.com/api/?name=f8206e70b4b294ce557699b316916126

—-22- 62056-47 © IEC:2006(E)

6.2.4 The TCP-ABORT service
6.2.4.1 General

The TCP-ABORT.indication service is provided to indicate to the COSEM application layer a
non-solicited disruption of the TCP connection, supporting COSEM communications.

6.2.4.2 TCP-ABORT.indication
Function

This service primitive is invoked by the COSEM TCP-based transport layer to indicate to the

serviceuser COSEM application I:\ynr the disruption of the enppnrfing TCP connection

Servicq parameters
The semantics of the primitive is as follows:

TCP-ABORT.indication

(
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_ IP_Address,

Reason
)
The Lqcal _TCP_Port and Remote TCP_ Rarg rts the
connegi
The Logal_IP_Address, and B of the

two physical devices haw

The Reason par <

Use

The C( g TCP
connecti COSEM
applicatic s TCP
connecti OSEM-
ABORT|.i

6.2.5 The TCP-DATA services

6.2.5.1 TCP-DATA.request
Function

This service primitive is invoked by the service user COSEM application layer to request the
transmission of an APDU to the peer COSEM application layer.

Service parameters

The semantics of the primitive is as follows:
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TCP-DATA.request

(

Local_wPort,
Remote_wPort,
Local_TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Data_Length,

Data

The Local_wPort, Local TCP_Port and Local IP_Address parameters i
numbef, TCP Port number and IP Address parameters of the devi
requesfing to send the Data.

The Ddta_Length parameter indicates

The Data parameter contains the COS

layer.

Use

The TC
applicati

The refeption

specifig
then to|

5.3.2,
descriJe

6.2.5.2

Functign

This sgrvice-primitiv

COSE

fields (Loca

application layer that an APDU has been received from a remote device.

wrappler Port

rocess

icate the

to the

te TCP
ations,

lication

LOSEM

rapper-
bd, and
U, see

is invoked by the COSEM transport layer to indicate to the servige user

Service parameters

The semantics of the primitive is as follows:

TCP-DATA.indication

(

Local _wPort,
Remote_wPort,

Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address,
Data_Length,

Data
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The Local_wPort, Local TCP_Port and Local IP_Address parameters indicate wrapper Port
number, TCP Port number and IP Address parameters belonging to the device/application
process receiving the Data.

The Remote_wPort, Remote TCP_Port and Remote_IP_Address parameters indicate the
wrapper Port number, TCP Port number and IP Address parameters belonging to the
device/application process which has sent the Data.

The Local _TCP_Port and Remote_TCP_Port parameters identify the local and remote TCP
ports respectively. As no well-known port number is reserved for COSEM communications,
the value of these parameters must be in the non-privileged range (above 1024).

The DJta_Length parameter indicates the length of the Data parameter in(bytes:

The Ddta parameter contains the COSEM APDU received from the pé€e Br
Use

The T@P-DATA.indication service primitive is used to indicate ' i LOSEM
application layer, that an APDU has been received from Y i

The primitive is generated following the receptio O S re TCP
packetg) by the COSEM TCP-based rt and
Local_WwPort parameters in the TC - wPort
numbefs, meaning that there is a COS Yol |\« i i i bund to
the give

6.2.5.3 TCP-DATA.co

Functidn

This optional seryice fri
service| user CQ:fM
DATA.jequest servige

depending on the jr

% the COSEM transport layer to confirm| to the
¢’ result of the execution of the previous TCP-
represent either a local or a remote confirmation,

Servicd

The se

LocatMwPort,
Remote wPort,

Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Confirmation_Type,
Result

The Local wPort, Remote wPort, Local TCP_Port, Remote TCP_Port, Local IP_Address
and Remote_|P_Address parameters carry the same values as the corresponding TCP-
DATA.request service being confirmed.

The Confirmation_Type parameter indicates whether the confirmation service is a LOCAL or a
REMOTE confirmation.
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The value of the Result parameter indicates the result of the previous TCP-DATA.request
service. However, its interpretation is implementation dependent: it can be either local or
remote confirmation. In the former case, it indicates either the result of sending out the
requested data, or at least that the protocol stack took it in charge (see 6.3.5.4). When this
service is implemented as a remote confirmation, it indicates whether the requested data has
been delivered to the destination. Its value is either OK or NOK.

Use

If implemented, this service is used to confirm the result of a previously issued TCP-
DATA.request service. The result is either OK or NOK, but the meaning of this depends on
the implementation of this service. When it is implemented as a local conflrmatlon the result
indicate out the
previoysly requested APDU or not. When this service is imple as ~a.remote
confirmation, the result indicates whether the requested APDU ! pssfully

6.3

6.3.1

As it is -based
transpdg gnd the
COSEN

In this it is in
the CO

On the ensure
source ,|and to
converf EIVE()
interfad

On the|other ha
to help|the service u
the “str

ne task
making

“Streami
details

es not preserve data boundaries. Without entering ipto the
: is means, that the SEND() and RECEIVE() function galls of
the TC ith success even if the number of the actually sent/receivefl bytes
is less er_Of bytes requested to send/receive. It is the responsibility] of the
wrapper sub-layer to know how much data had to be sent/received, to keep track of hoyw much
has bgen, (@ctuall ént/received, and repeat the operation until the complete APDU is
transmitted-

Consequently, the wrapper sub-layer in the TCP-based COSEM transport layer is not a state-
less entity: it is doing the above-described track-keeping — re-trying procedure in order to
make the “streaming” nature of the TCP transparent to the service user COSEM application
layer.

6.3.2 The wrapper protocol data unit (WPDU)

The wrapper protocol data unit is as specified in 5.3.2.
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6.3.3 The COSEM TCP-based transport layer protocol data unit

In this profile, WPDUs shall be transmitted in one or more TCP packets. The TCP packet is
specified in STD0007, and shall encapsulate a part of the WPDU in its Data Field, as shown
in Figure 7.

0 | 4 | 8 110 16 | 24 31
Source TCP Port Destination TCP Port

Sequence Number

Acknowledgement Number

Dat
Offsbt Reserved Frags vvmqowK\

Checksum Urgent poi te{r,\

TCP Options ((\ \Q\ng

Data (part of the WPDU) /\\ \Q\\g‘ \
VJ\

..Data (part of the WPDU)/\

AVa)

For the

The regason for having only a part of 4 ature of

the TCP already mentioned.

From the external point of view the COS TCE i rdinary
TCP packet: any COSEM ific—e ing th'e wrapper-specific header in the first
TCP packet, is inside thé\packe ta\field: ¢ i tations
can be|(re-) used to easily i isxira

The squrce an@s b ports,
depending on th e Sender
device the Source om the
point of view of t¥ § to the
Remotg¢ TCP

As no we > f these
parame i

6.3.4 Reserved wrapper port numbers

The following wPort numbers are reserved:
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Table 2 — Reserved wrapper port numbers in the TCP-based COSEM profiles

Client side reserved addresses

Wrapper Port Number

No-station 0x0000
Client Management Process 0x0001
Public Client 0x0010

Server side reserved addresses

Wrapper Port Number/\

No-station 0x0000 N\
Management Logical Device OXOOO(\ \
Reserved

All-station (Broadcast)

6.3.5 Definition of the procedures

6.3.5.1 Setting up the TCP connection

Establishment of a TCP connectiog service
invocatjon. Although this service — as all CO t layer services — is provided to the
service| user entity by the wrapper sub-layer, ben the
two (lofal and remote) TCP sub-layers. ¢ just to
conver{ the four TCP-CONNECT senvic i equest, .indication, .responge and
.confirm) to and from TCR/functi

From the service user|[poin -CONNECT services are visible: acgording
to this,|the TCP c@ne ion e s place as shown in Figure 8.
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Figure 8 — Figure TCP connection establishment

5 These wPort numbers are the same as the reserved wPort numbers for the UDP-based profile.
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The TCP connection is established using a three-way handshake mechanism, as described in
STDO0O007. This requires three message exchanges as shown above and guarantees that both
sides know that the other side is ready to transmit and also that the two sides are
synchronized: the initial sequence numbers are agreed upon.

Both the client and server side TCP connection manager processes are allowed to initiate the
TCP connection. To establish the connection, one of them shall play the role of the initiator,
and the other the responder.

In order to be able to respond, the responder has to perform a ‘passive’ opening before
receiving the first, SYN packet. To do this, it has to contact the local operating system (OS) to
indicate,_that it is ready to accept incoming connection requests. As the result of this contact,
the OS|shall assigné a TCP port number to that end-point of the connectign a reserve
the respurces required for a future connection — but no message shall

In the gase of the COSEM TCP-based transport layer, the wrapper’s initipte this
passive opening autonomously during system initialisation. | bassive
opening is the responsibility of the wrapper sub-layer, no ser¥ce i i xternal

entity tp initiate the passive opening.

As both the client and the server side TCP connectiori manag to play
the rol¢ of the “Responder” application, the transpgort (layers @i bo form a
passivg opening during the system initialisation.

More dptails about TCP connection esta

6.3.5.2 Disconnecting the TCP ¢

The TJP is disconnecteddsi
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Figure 9 — Disconnecting a TCP connection

The procedure can be initiated either by the client or the server side TCP connection manager
process, invoking the TCP-DISCONNECT.request service. This request shall be transformed
by the “wrapper” to a CLOSE () function call to the TCP interface.

6 In the case of the COSEM transport layer, the implementation must force the OS to assign the requested
TCP/UDP port number to the local end point of the connection.
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The TCP shall send a fin segment, which is acknowledged by the peer TCP.7 At the same
time, through the wrapper, the TCP-DISCONNECT .indication service is invoked, informing the
user TCP connection manager that the connection is closing. The connection manager — in
order to gracefully release the connection — responds with a TCP-DISCONNECT.response
service primitive. The TCP wrapper calls the CLOSE function and the TCP sends out its fin
segment. At the same time, it shall indicate the closing of the TCP connection to the COSEM
application layer with the help of the TCP-ABORT.indication service.

On the requesting side, the TCP sends an acknowledgement and upon the reception of this by
the peer the TCP connection is deleted. At the same time, the wrapper invokes the TCP-
DISCONNECTION.confirm service primitive informing the connection manager process that
the disconnection request has been accepted. Similarly to the peer, the TCP disconnection
shall dlso be indicaied o the COSEM application Tayer with the h the -CIOSEM-
ABORT.indication service.

More dgtails about TCP disconnection are provided in Clause A.2.

6.3.5.3 TCP connection abort

The C( - indi di i disgonnection of the
supporti 3 th elp of the TCP-
ABORT.indicati i imitive. , i e y R_copnection management
service

The sefrvi i i ; ec@m is disconnected by the TCP
connecti ¢ onnection — or when the TCP
discont i i -solici ple the TCP sub-layer is detgcting a
non-res

The pu M application layer about the disruption of
the TC jsting application associations.

6.3.5.4 ani \ s TCP-DATA services

Once t i i , reliable data communication can be performed via
this co ion. iding this reliable data communications is a quite cpmplex
operati i in fabi echanisms such as positive acknowledgement with
retrans \ w_conmtrol with sliding windows — provided by TCP and spegified in
STDOO K “<based layer provides only data communications servigce, the
TCP-D i 3

7 TCP uses an improved 3-way handshake to release a connection, ensuring that possible duplication and delay —
introduced by the non-reliable IP layer — do not pose problems. More about this procedure can be found in
STDO0007.
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COSEM Transport Layer COSEM Transport Layer
COSEM COSEM
Application TCP Wrapper TCP Layer TCP Layer TCP Wrapper Application
Layer ’ : Layer
' TCP is in ESTABLISHED sta‘te |
E i i Transmitting the Message i quling the TeP i i
I TCP-DATA.req( Messageli | in acknowledged segments, ! forincoming data | |
: > SEND | with sliding window ! RECEIVE i i
| | — |
! RECEIVE ! |
| = ‘ |
E RECEIVE i M, 0 |
“ 1 |
Fligure 10 — Data communication using the COSEM T SE port layer
The use of the TCP-DATA services is the same both/on the cliefit’iand at\the server sid¢
The optional TCP-DATA.confirm indicates previously invoked TCP-
DATA.fequest service, which is eithé fl'e meaning of this result is
implemientation dependent: when it is\ confirmation, it meams only
whetheE the transport layer was able equest or not. (An OK may eyen not
mean that the message has been sent to it may mean only that the transport
layer has buffered the mesgage and will sen possible.)
As shown in Figure 1Q ay be transported (sent/received) in more
than one TCP packet. It iSbeca data as a stream of octets, without pregserving
data bgundaries st [ % > wrapper sub-layer to hide this property of the
TCP syb-layer fro 3ervi COSEM application layer. The sender side wrappgr shall
keep ttack about th jata sent with one SEND() function call and repgeat the
operatipn until the is sent. The receiver side wrapper shall continue to freceive
incoming TCP ofe WPDU is received. For more details, see Clausg A.4.

6.3.5.5
The hig

sition diagram of the wrapper sub-layer

of the wrapper sub-layer is shown in Figure 11.

/ TCP Connected \

No TCP Connection

Figure 11 — High-level state transition diagram for the wrapper sub-layer
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In both macro-states, (No TCP Connection and TCP Connected) the wrapper is polling the
TCP layer for its connection status, and transits into the other macro-state if the status has
changed.

The wrapper enters always into the IDLE sub-state of the TCP Connected state, and transits
to the composite SEND/RECEIVE state either on a TCP-DATA.request or on the reception of
a TCP packet.

In this state, the wrapper shall send and/or8 receive WPDUs, as described in Annex A.

@%
o

8 TCP on the top of a full-duplex lower layer protocol stack may simultaneously send and receive.
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