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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
___________ 

 
ELECTRICITY METERING – DATA EXCHANGE  

FOR METER READING, TARIFF AND LOAD CONTROL – 
 

Part 46: Data link layer using HDLC protocol 
 
 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any 
equipment declared to be in conformity with an IEC Publication. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance 
with this International Standard may involve the use of a maintenance service concerning the stack of protocols on 
which the present standard IEC 62056-46 is based. 

The IEC takes no position concerning the evidence, validity and scope of this maintenance service. 

The provider of the maintenance service has assured the IEC that he is willing to provide services under 
reasonable and non-discriminatory terms and conditions for applicants throughout the world. In this respect, the 
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from: 

DLMS1 User Association 
Geneva / Switzerland 

www.dlms.ch 

Attention is drawn to the possibility that some of the elements of this International Standard may be the subject 
of patent rights other than those identified above. IEC shall not be held responsible for identifying any or all such 
patent rights. 

________ 
1 Device Language Message Specification. 
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International Standard IEC 62056-46 has been prepared by IEC technical committee 13: 
Equipment for electrical energy measurement and load control. 

This consolidated version of IEC 62056 consists of the first edition (2002) [documents 
13/1267/FDIS and 13/1273/RVD] and its amendment 1 (2006) [documents 13/1376/FDIS and 
13/1401/RVD]. 

The technical content is therefore identical to the base edition and its amendment and has 
been prepared for user convenience. 

It bears the edition number 1.1. 

A vertical line in the margin shows where the base publication has been modified by  
amendment 1. 

Annexes A, B and C are for information only. 

The committee has decided that the contents of the base publication and its amendments will 
remain unchanged until the maintenance result date indicated on the IEC web site under 
"http://webstore.iec.ch" in the data related to the specific publication. At this date, 
the publication will be  

• reconfirmed, 
• withdrawn, 
• replaced by a revised edition, or 
• amended. 

 

A bilingual version of this publication may be issued at a later date. 
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INTRODUCTION (to amendment 1) 

The amendment takes into account that in the third edition of ISO/IEC 13239, frame type 3 
has been added as Annex H.4, as requested by IEC TC 13 WG 14, and that second editions 
of some parts of the IEC 62056 series are under preparation. 

It specifies now that a secondary station may use more than one addressing scheme. 

It contains some changes concerning the negotiation of the maximum information length field 
HDLC parameter for better efficiency. 

References have been updated and some editorial errors have also been corrected. 
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ELECTRICITY METERING – DATA ECHANGE  
FOR METER READING, TARIFF AND LOAD CONTROL – 

 
Part 46: Data link layer using HDLC protocol 

 
 
 

1 Scope 

This part of IEC 62056 specifies the data link layer for connection-oriented, HDLC-based, 
asynchronous communication profile. 

In order to ensure a coherent data link layer service specification for both connection-oriented 
and connectionless operation modes, the data link layer is divided into two sub-layers: the 
Logical Link Control (LLC) sub-layer and the Medium Access Control (MAC) sub-layer. 

This specification supports the following communication environments: 

• point-to-point and point-to-multipoint configurations; 

• dedicated and switched data transmission facilities; 

• half-duplex and full-duplex connections; 

• asynchronous start/stop transmission, with 1 start bit, 8 data bits, no parity, 1 stop bit. 

Two special procedures are also defined: 

• transferring of separately received Service User layer PDU parts from the server to 
the client in a transparent manner. The server side Service user layer can give its PDU to 
the data link layer in fragments and the data link layer can hide this fragmentation from the 
client; 

• event reporting, by sending UI frames from the secondary station to the primary station. 

Annex B gives an explanation of the role of data models and protocols in electricity meter 
data exchange. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies. 

IEC 60050-300:2001, International Electrotechnical Vocabulary – Electrical and electronic 
measurements and measuring instruments – Part 311: General terms relating to 
measurements – Part 312: General terms relating to electrical measurements – Part 313: 
Types of electrical measuring instruments – Part 314: Specific terms according to the type of 
instrument  

IEC/TR 62051:1999, Electricity metering – Glossary of terms 

IEC 62051-1:2004, Electricity metering – Data exchange for meter reading, tariff and load 
control – Glossary of Terms – Part 1, Terms related to data exchange with metering 
equipment using DLMS/COSEM 
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 – 8 – 62056-46 © IEC:2002+A1:2006(E) 

IEC 62056-42, Electricity metering – Data exchange for meter reading, tariff and load control – 
Part 42: Physical layer services and procedures for connection oriented asynchronous data 
exchange 1) 

IEC 62056-53:2006, Electricity metering – Data exchange for meter reading, tariff and load 
control – Part 53: COSEM Application layer 

IEC 62056-61:2006, Electricity metering – Data exchange for meter reading, tariff and load 
control – Part 61: OBIS Object identification system 

IEC 62056-62:2006, Electricity metering – Data exchange for meter reading, tariff and load 
control – Part 62: Interface classes 

ISO/IEC 8802-2:1998, Information technology – Telecommunications and information exchange 
between systems – Local and metropolitan area networks – Specific requirements – Part 2: 
Logical link control 

ISO/IEC 13239:2002, Information technology – Telecommunications and information 
exchange between systems – High-level data link control (HDLC) procedures 

3 Terms, definitions and abbreviations 

3.1 Terms and definitions 

For the purposes of this document, the definitions given in IEC 60050-300, IEC 62051 and 
IEC 62051-1 apply. 

3.2 Abbreviations 

APDU  Application layer Protocol Data Unit 
COSEM COmpanion Specification for Energy Metering 
DISC DISConnect (an HDLC frame type) 
DL  Data Link 
DM  Disconnected Mode (an HDLC frame type) 
DPDU Data link Protocol Data Unit 
DSAP Data link Service Access Point 
DSDU Data link Service Data Unit 
FCS Frame Check Sequence 
FRMR FRaMe Reject (an HDLC frame type) 
HCS Header Check Sequence 
HDLC High-level Data Link Control 
I  Information (an HDLC frame type) 
LLC Logical Link Control (Sub-layer) 
LSAP LLC sub-layer Service Access Point 
LPDU LLC Protocol Data Unit 
LSB Least Significant Bit 
LSDU LLC Service Data Unit 
MAC Medium Access Control (sub-layer) 
MSAP MAC sub-layer Service Access Point (here it is equal to the HDLC address) 
MSB Most Significant Bit 
MSDU MAC Service Data Unit 

________ 
1)  To be published. 
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NDM Normal Disconnected Mode 
NRM Normal Response Mode 
N(R) Receive sequence Number 
N(S) Send sequence Number 
P/F  Poll/Final bit 
PDU Protocol Data Unit 
PH  Physical layer 
PSDU Physical layer Service Data Unit 
RNR Receive Not Ready (an HDLC frame type) 
RR  Receive Ready (an HDLC frame type) 
SAP Service Access Point 
SDU Service Data Unit 
SNRM Set Normal Response Mode (an HDLC frame type) 
TWA Two Way Alternate 
UA  Unnumbered Acknowledgement (an HDLC frame type) 
UI  Unnumbered Information (an HDLC frame type) 
UNC Unbalanced operation Normal response mode Class 
USS Unnumbered Send Status 
V(R) Receive state Variable 
V(S) Send state Variable 

4 Overview 

4.1 The LLC sub-layer 

In the connection-oriented profile the only role of the LLC sub-layer is to ensure consistent 
Data Link addressing. It can be considered that the LLC sub-layer, defined in ISO/IEC 8802-2 
is used in an extended class I operation, where the LLC sub-layer provides the standard 
connectionless data services via a connection-oriented MAC sub-layer.  

The LLC sub-layer provides Data Link (DL) connection/disconnection services to the Service 
User layer, but it uses the services of the MAC sub-layer to execute these services. 

The LLC sub-layer is specified in clause 5. 

4.2 The MAC sub-layer 

The MAC sub-layer – the major part of this data link layer specification – is based on ISO/IEC 
13239 concerning high-level data link control (HDLC) procedures. 

This standard includes a number of enhancements compared to the original HDLC, for 
example in the areas of addressing, error protection and segmentation. These enhancements 
have been incorporated in a new frame format, which meets the requirements of the 
environment found in telemetry applications for electricity metering and similar industries. 

The MAC sub-layer is specified in clause 6.              0 
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4.3 Specification method 

Sub-layers of the data link layer are specified in terms of services and protocol.  

Service specifications cover the services required of, or by, the given sub-layer at the logical 
interfaces with the neighbouring other sub-layer or layer, using connection oriented 
procedures. Services are the standard way to specify communications between protocol 
layers. Through the use of four types of transactions, commonly known as service primitives 
(Request, Indication, Response and Confirm) the service provider co-ordinates and manages 
the communication between the users. Using service primitives is an abstract, imple-
mentation-independent way to specify the transactions between protocol layers. Given this 
abstract nature of the primitives, their use makes good sense for the following reasons: 

• they permit a common convention to be used between layers, without regard to specific 
operating systems and specific languages; 

• they give the implementers a choice of how to implement the service primitives on a 
specific machine. 

Service primitives include service parameters. There are three classes of service parameters: 

• parameters transmitted to the peer layer, becoming part of the transmitted frame, for 
example addresses, control information; 

• parameters which have only local significance; 
• parameters which are transmitted transparently across the data link layer to the user of 

the data link. 
NOTE Data link layer management services are explained in Annex C. 

This standard specifies values for parameters of the first category only. 

The protocol specification for a protocol layer includes: 

• the specification of the procedures for the transmission of the set of messages exchanged 
between peer-layers; 

• the procedures for the correct interpretation of protocol control information; 
• the layer behaviour. 

The protocol specification for a protocol layer does not include: 

• the structure and the meaning of the information which is transmitted by means of the 
layer (Information field, User data subfield); 

• the identity of the Service User layer; 
• the manner in which the Service User layer operation is accomplished as a result of 

exchanging Data Link messages; 
• the interactions that are the result of using the protocol layer. 

5 The LLC sub-layer 

5.1 The role of the LLC sub-layer 

The LLC sub-layer used in this profile is based on ISO/IEC 8802-2. The presence of this sub-
layer in the connection-oriented profile is somewhat artificial: the LLC sub-layer is used as a 
kind of protocol selector, and the ‘real’ data link layer connection is ensured by the MAC sub-
layer. It can be considered that the standard LLC sub-layer is used in an extended class I 
operation, where the LLC sub-layer provides the standard data-link-connectionless services 
via a connection-oriented MAC sub-layer. In order to be able to establish the data link 
connection, the LLC sub-layer provides transparent MAC connection/disconnection services 
to the service user protocol layer. 
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5.2 Service specification for the LLC sub-layer 

This subclause specifies the services required of, or by, the LLC sub-layer at the logical 
interfaces with the Service User layer and the MAC sub-layer, using connection-oriented 
procedures. As the Service User layer ‘sees’ the services of the LLC sub-layer as the services 
of the data link layer, in this standard these services are called data link layer services and 
the prefix “DL” to designate these services is used. 

5.2.1 Setting up the Data Link Connection 

Overview 

Figure 1 shows the services provided by the primary station (client side) and secondary 
station (server side) data link layers to the service user layer for data link connection 
establishment. 

 

Figure 1 – Data Link (LLC) services for setting up the Data Link Connection 

Data link connection establishment can only be requested by the primary station, so the DL-
CONNECT.request and .confirm services are provided only at the client (primary station) side. 
On the other hand, the DL-CONNECT.indication and .response services are provided only at 
the server (secondary station) side. 

The DL-CONNECT.request service primitive – in case of a locally detected error – can be also 
locally confirmed. 

All these services are in fact, provided by the MAC sub-layer: the LLC sub-layer shall 
transparently transmit these services to/from the “real” service provider MAC sub-layer as the 
appropriate MA-CONNECT.xxx service primitive. 
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5.2.1.1 DL-CONNECT.request 

Function 

This service primitive is provided only at the client side. The Service User layer invokes this 
primitive to request set-up of a data link connection. 

Service parameters 

The semantics of the primitive is as follows: 

DL-CONNECT.request 
( 

Destination_MSAP1), 
Source_MSAP, 
User_Information 

) 
The Destination_MSAP and Source_MSAP parameters identify the referenced data link layer 
connection. The addressing scheme for the MAC layer is discussed in 6.4.2. The specification 
of the contents of the optional User_information parameter is not within the scope of this 
standard. 

Use 

The client side Service User layer entity invokes the DL-CONNECT.request primitive, when it 
wants to set up a connection with a peer data link layer. 

5.2.1.2 DL-CONNECT.indication 

Function 

This service primitive is provided only at the server side. The LLC sub-layer uses this 
primitive to indicate to the Service User layer that the peer data link layer requested a Data 
Link connection. 

Service parameters 

The semantics of the primitive is as follows: 

DL-CONNECT.indication 
( 

Destination_MSAP, 
Source_MSAP, 
User_Information 

) 
The Destination_MSAP and Source_MSAP identify the referenced data link layer connection. 
The addressing scheme for the MAC layer is discussed in 6.4.2. The specification of the 
contents of the optional User_information parameter is not within the scope of this standard. 

Use 

The server side LLC sub-layer generates this primitive following the reception of an  
MA-CONNECT.indication primitive from the MAC sub-layer. 

________ 
1)  MSAP in this environment is equal to the HDLC address. 
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5.2.1.3 DL-CONNECT.response 

Function 

This service primitive is provided only at the server side. The Service User layer invokes this 
service primitive in order to indicate to the local data link layer whether the previously 
proposed data link connection can be accepted by the service user layer or not. 

Service parameters 

The semantics of the primitive is as follows: 

DL-CONNECT.response  
( 

Destination_MSAP, 
Source_MSAP, 
Result, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters identify the referenced data link layer 
connection. The Result parameter (OK, NOK, NO_RESPONSE) indicates whether the 
proposed connection could be accepted or not, and whether a response frame should be sent 
or not. 

• Result == OK. This means that the received connect request can be accepted by the 
service user layer. 

• Result == NOK. This means that the received connect request cannot be accepted by the 
service user layer. 

• RESULT == NO_RESPONSE: This means that no response to the DL-
CONNECT.indication shall be sent. 

The User_Information parameter may be present only when the Result is NOK. The 
specification of its content is not within the scope of this standard. 

NOTE The Result parameter indicates only whether the Data Link Connection can or cannot be accepted by the 
service user higher layers. The data link layer itself may refuse a proposed connection, (e.g. because it supports 
only one connection at a given moment, thus it is not able to support a second one) even if the higher layers could 
accept it (Result==OK). 

Use 

The server side Service User layer entity invokes the DL-CONNECT.response primitive to 
indicate the result of a previously received request for connection. 

5.2.1.4 DL-CONNECT.confirm 

Function 

This service primitive is provided only at the client side and it can be originated remotely or 
locally. The data link layer generates this primitive to indicate to the Service User layer the 
result of a previously received DL-CONNECT.request service.  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C 62

05
6-4

6:2
00

2+
AMD1:2

00
6 C

SV

https://iecnorm.com/api/?name=6c8fe047c62be163057e44186090b4c4


 – 14 – 62056-46 © IEC:2002+A1:2006(E) 

Service parameters 

The semantics of the primitive is as follows: 

DL-CONNECT.confirm 
( 

Destination_MSAP, 
Source_MSAP, 
Result, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters reference data link layer connection, 
which is confirmed by the service. The Result parameter (OK, NOK-REMOTE, NOK-LOCAL, 
NO_RESPONSE) indicates the result of the previously invoked DL-CONNECT.request 
service. 

• Result == OK. This means that the connect request was accepted by the remote station. 

• Result == NOK-REMOTE. This means that the connect request was not accepted by the 
remote station. 

• Result == NOK-LOCAL. This means that a local error has occurred, for example the 
service user layer tried to establish an already existing data link connection. 

• RESULT == NO_RESPONSE. This means that there was no response from the remote 
station to the connect request. 

The User_Information parameter is present only when the Result is NOK-REMOTE. The 
specification of its content is not within the scope of this standard. 

Use 

The LLC sub-layer indicates the reception of an MA-CONNECT.confirm primitive to the 
Service User layer by using this primitive. 

5.2.2 Disconnecting the Data Link Connection 

5.2.2.1 Overview 

Figure 2 shows the services provided by the client and server side data link layers to the 
Service User layer for disconnecting a Data Link connection. 
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Figure 2 – Data Link (LLC) services for disconnecting the Data Link Connection 

Data link disconnection can only be requested by the client device, so the DL-
DISCONNECT.request and .confirm services are provided only at the client side. On the other 
hand, the remotely initiated (by the client) DL-DISCONNECT.indication and .response 
services are provided only at the server side. 

NOTE When this data link layer is used together with the COSEM application layer as defined in IEC 62056-53, 
DL-DISCONNECT services are used to release existing Application Associations. 

Both the client and server side LLC sub-layers provide a locally initiated DL-
DISCONNECT.indication service, to signal a non-solicited disconnection, due to an 
unexpected loss of the data link and/or physical connection. 

The DL-DISCONNECT.request service primitive – in case of a locally detected error – can be 
also locally confirmed. 

These services are in fact provided by the MAC sub-layer: the LLC sub-layer shall 
transparently transmit these services to/from the MAC sub-layer as the appropriate MA-
DISCONNECT.xxx service primitive. 

5.2.2.2 DL-DISCONNECT.request 

Function 

This service primitive is provided only at the client side. It is invoked by the Service User layer 
to request disconnecting of an existing Data Link connection. 
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Service parameters 

The semantics of the primitive is as follows: 

DL-DISCONNECT.request  
( 

Destination_MSAP, 
Source_MSAP, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters specify the data link connection to be 
disconnected. The specification of the contents of the optional User_Information parameter is 
not within the scope of this standard. 

Use 

The client side Service User layer entity invokes this primitive to request a disconnection of a 
data link connection to peer data link layer(s). 

5.2.2.3 DL-DISCONNECT.indication 

Function 

This service primitive is provided at the client side and at the server side. 

• The server side data link layer generates this primitive to indicate to the Service User 
layer that the peer data link layer requests the disconnection of a data link connection.  

• On both the server and client sides, this primitive is used to indicate that the data link 
and/or physical connection abort occurred in a non-solicited manner (e.g. the physical line 
has been disconnected). 

Service parameters 

The semantics of the primitive is as follows: 

DL-DISCONNECT.indication 
( 

Destination_MSAP, 
Source_MSAP, 
Reason, 
Unnumbered Send Status, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
of the terminated connection. 

The Reason parameter (REMOTE, LOCAL_PHY, LOCAL_DL) indicates the reason for the DL-
DISCONNECT.indication invocation. 

• Reason == REMOTE. This means that the data link layer received a disconnection request 
from the client side. This case may happen only at the server side. 

• Reason == LOCAL_DL. This means that there was a fatal data link connection failure.  

• Reason == LOCAL_PHY. This means that there was a fatal physical connection failure. 

The value of the USS parameter indicates whether at the moment of the DL-
DISCONNECT.indication service invocation the data link layer has (USS==TRUE) or does not 
have (USS==FALSE) pending UI message(s). 
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The User_Information field may be present only when Reason == REMOTE. The specification 
of the contents of this parameter is not within the scope of this standard. 

Use 

The LLC sub-layer generates this primitive following the reception of an MA-
DISCONNECT.indication primitive. 

5.2.2.4 DL-DISCONNECT.response 

Function 

This service primitive is provided only at the server side. The Service User layer invokes this 
service primitive in order to indicate to the data link layer whether the previously proposed 
data link disconnection can be accepted by the Service User layer or not. As in this 
environment the server has no right to refuse the disconnection, the response depends only 
whether the referenced Data Link connection is existing or not. 

Service parameters 

The semantics of the primitive is as follows: 

DL-DISCONNECT.response 
( 

Destination_MSAP, 
Source_MSAP, 
Result 

) 

The Destination_MSAP and Source_MSAP parameters specify the remote and local MSAPs 
involved in the connection being disconnected. The Result parameter can have values OK, 
NOK and NO_RESPONSE. 

• Result == OK. This means that the received disconnect request refers to an existing 
higher layer connection. 

• Result == NOK. This means that the received disconnect request refers to a non-existing 
higher layer connection. 

• RESULT == NO_RESPONSE: This means that no response to the DL-
DISCONNECT.indication shall be sent. 

Use 

The server side Service User layer invokes the DL-DISCONNECT.response primitive to 
indicate the result of a previously received request for disconnecting the data link connection. 

5.2.2.5 DL-DISCONNECT.confirm 

Function 

This service primitive is provided only at the client side. The data link layer generates this 
primitive to indicate to the Service User layer the result of a previously received DL-
DISCONNECT.request service. This service can be originated remotely or locally. 
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Service parameters 

The semantics of the primitive is as follows: 

DL-DISCONNECT.confirm 
( 

Destination_MSAP, 
Source_MSAP, 
Result 

) 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
of the terminated connection. The Result parameter (OK, NOK, NO_RESPONSE) indicates 
the result of the attempt to close the data link connection. 

• Result == OK. This means that the disconnect request was accepted by the remote 
station. 

• Result == NOK. This means that the disconnect request was not accepted by the remote 
station. 

• Result == NO_RESPONSE. This means that there was no response from the remote 
station to the disconnect request. 

Use 

The client side LLC sub-layer indicates the reception of an MA-DISCONNECT.confirm 
primitive to the Service User layer using this primitive. 

5.2.3 Data communication 

5.2.3.1 Overview 

Figure 3 shows the data communication services provided by the data link layer to the Service 
User layer to exchange data. 
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Figure 3 – Data link layer data communication services  

In addition to the two standard .request and .indication services, a DL-DATA.confirm service 
is also provided at the server side. This service is necessary for transparent long message 
transfers, specified in 6.4.4.5. 

5.2.3.2 DL-DATA.request 

Function 

The Service User layer invokes this primitive when data need to be transmitted to the peer 
layer entity(ies). 

Service parameters 

The semantics of the primitive is as follows: 

DL-DATA.request 
( 

Destination_LSAP, 
Source_LSAP, 
LLC_Quality, 
Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Data 

) 
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The Destination_LSAP and Source_LSAP parameters specify the referenced data link layer 
connection1). The value of the LLC_Quality parameter is used as the Control field of the 
PDU2). See also 5.3.2. 

The Destination_MSAP and Source_MSAP parameters specify the remote and local MSAPs 
involved in the data unit transmission. The Destination_MSAP can be an individual address, a 
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc.). Please refer 
to 6.4.2.4. 

The Frame_Type parameter indicates for the data link layer which type of frame shall be sent. 
Valid frame types are different for the client and server sides. Client side valid frame types 
are I_COMPLETE and UI. On the server side valid frame types are I_COMPLETE, 
I_FIRST_FRAGMENT, I_FRAGMENT, I_LAST_FRAGMENT, and UI. See also 6.4.3. 

The Data parameter contains the Service User LSDU to be transferred to the peer layer. This 
parameter may be empty (e.g. when Frame_type == UI, but the UI frame contains no data). 

Use 

The DL-DATA.request primitive is invoked by the Service User layer entity to request sending 
of a protocol data unit to a single peer application entity or, in the case of multicasting and 
broadcasting, to multiple peer application entities. 

The receipt of this primitive shall cause the LLC sub-layer to append the LLC specific fields 
(the two LLC addresses and the LLC_Quality parameter)3) to the received LSDU, and to pass 
the properly formed LPDU to the MAC sub-layer (by invoking the MA-DATA.request primitive) 
for transferring it to the peer LLC sub-layer. 

5.2.3.3 DL-DATA.indication 

Function 

This primitive is used to transfer the received data from the data link layer to its Service User 
layer. 

Service parameters 

The semantics of the primitive is as follows: 

DL-DATA.indication 
( 

Destination_LSAP, 
Source_LSAP, 
LLC_Quality, 
Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Data 

) 

________ 
1)  For COSEM purposes, the value of the Destination_LSAP parameter is constant and equal to E6H. The value of 

the Source_LSAP parameter is E6H or E7H depending on whether the Data field corresponds to a command or 
to a response. 

2) For COSEM purposes, the value of the LLC_Quality parameter is set to 0, and reserved for future use. 
3) When Frame_type == I_FRAGMENT or I_LAST_FRAGMENT, no LLC specific field is appended to the LSDU. 
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The Destination_LSAP and Source_LSAP parameters specify the referenced data link layer 
connection. The value of the LLC_Quality parameter is used as the Control field of the PDU. 
See also 5.3.2. 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
involved in the data unit transmission. The Destination_MSAP can be an individual address, a 
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc.). Please refer 
to 6.4.2.4. 

The Frame_Type parameter indicates for the Service User layer which type of frame has been 
received. Valid frame types are I_COMPLETE and UI. See also 6.4.3. 

The Data parameter contains the Service User layer protocol data unit sent by the peer. 

Use 

The DL-DATA.indication primitive is used to indicate to the Service User layer entity the 
receipt of a protocol data unit from a peer layer entity. 

This primitive is generated following the reception of an MA-DATA.indication service issued 
by the local MAC sub-layer. First, the LLC sub-layer shall check the LLC addresses. If these 
are correct, it shall remove the LLC specific fields (the two LLC addresses and the 
LLC_Quality parameter) from the received LPDU, and shall pass the remaining, properly 
formatted LSDU to the service user protocol layer with the help of the DL-DATA.indication 
service primitive. Otherwise the received LPDU shall be discarded. 

5.2.3.4 DL-DATA.confirm 

Function 

This service primitive is provided only at the server side. The data link layer generates this 
primitive to indicate to the Service User layer the result of a previously received DL-
DATA.request service, when this .request service has been invoked with Frame_type = 
I_FIRST_FRAGMENT, I_FRAGMENT or I_LAST_FRAGMENT. The DL-DATA.confirm service 
primitive is generated when the previously requested LSDU has been successfully sent to the 
peer data link layer. 

Service parameters 

The semantics of the primitive is as follows: 

DL-DATA.confirm 
( 

Destination_LSAP, 
Source_LSAP, 
Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Result 

) 
The Destination_LSAP and Source_LSAP parameters identify the referenced data link layer 
connection. 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAP-s 
involved in the data unit transmission.  
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The Frame_Type parameter indicates the type of the frame which is confirmed. Valid frame 
types are I_FIRST_FRAGMENT, I_FRAGMENT and I_LAST_FRAGMENT. 

The value of the Result parameter indicates the result of the transmission of the received 
LSDU. Possible values are OK and NOK. 

Use 

The server side LLC sub-layer indicates the reception of an MA-DATA.confirm primitive to the 
Service User layer by using this primitive. 

5.3 Protocol specification for the LLC sub-layer 

5.3.1 Overview 

The LLC sub-layer specification is based on LLC type 1, specified in ISO/IEC 8802-2, which 
provides a data-link-connectionless-mode service across a data link with minimum protocol 
complexity. The presence of this sub-layer in this connection-oriented profile is somewhat 
artificial: the LLC sub-layer is used as a kind of a protocol selector, and the ‘real’ data link 
layer functionality is ensured by the MAC sub-layer. 

The standard LLC frame format is shown in Figure 4. The LLC frame format for this standard 
is specified in 5.3.2. 

Destination (remote) LSAP Source (local) LSAP Control Information 

8 bits 8 bits 8 or 16 bits n*8 bits 

 
Figure 4 – The ISO/IEC 8802-2 LLC protocol data unit format 

The LLC sub-layer shall transparently transmit the Information Field between the Service User 
layer and the MAC sub-layer. 

When a DATA.request service invocation is received from the service user protocol layer, the 
LLC sub-layer, if required, shall append the LLC specific fields (the two LLC addresses and 
the LLC_Quality parameter) to the LSDU. When an MA-DATA.indication service invocation is 
received from the MAC sub-layer, it shall check and remove these LLC specific fields from the 
received LPDU.  

5.3.2 LLC protocol data unit (LPDU) structure 

The only role of the LLC sub-layer is to select the Service User layer protocol; the selection is 
done based on the Destination_LSAP and the Source-LSAP addresses. The Control byte is 
referred to the LLC_Quality parameter in the LLC service primitives. 

The LLC protocol data unit is as follows1): 

8 bit 8 bit 8 bit n * 8 bit 

Destination (remote) 
LSAP 

Source (local) LSAP Quality LLC+1 Layer PDU 

   octets of LLC+1 Layer PDU 

Figure 5 – The used LLC protocol data unit format 

________ 
1)  In COSEM, the value of the Destination_LSAP is 0xE6. The value of the Source_LSAP is 0xE6 or 0xE7. The 

last bit is used as a flag: z=0 means ‘command’ and z=1 means “response”. The Control byte (LLC_Quality) is 
reserved for future use and its value must always be 0x00. 

IEC   251/02 

IEC   252/02 
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The destination LSAP 0xFF is used for broadcasting purposes. Devices in this environment 
shall never send messages with this broadcast address, but they shall accept messages 
containing this broadcast destination address as if it would be addressed to them. 

5.3.3 State transition tables for the LLC sub-layer 
As the role of the LLC sub-layer is limited to protocol selection, its state-transition diagram is 
quite simple: after being initialized, the LLC sub-layer enters into its only stable state, the 
IDLE state, and shall return into this state after any possible events. The state transitions of 
the client side LLC sub-layer is shown in Table 1: 

Table 1 – State transition table of the client side LLC sub-layer 

Current 
state Event Action Next 

state 

IDLE DL-CONNECT.request Invoke MA-CONNECT.request IDLE 

IDLE Receive MA-CONNECT.confirm Generate DL-CONNECT.confirm IDLE 

IDLE DL-DISCONNECT.request Invoke MA-DISCONNECT.request IDLE 

IDLE Receive MA-DISCONNECT.indication Generate DL-DISCONNECT.indication IDLE 

IDLE Receive MA-DISCONNECT.confirm Generate DL-DISCONNECT.confirm IDLE 

IDLE DL-DATA.request Add LLC addresses and control byte (3 bytes) 
to the received LSDU; Invoke MA-
DATA.request; 2) 

IDLE 

IDLE Receive MA-DATA.indication Check LLC addresses (3 bytes); 2) 

If address==O.K 
   { 
      remove LLC addresses; 
      generate DL-DATA.indication; 
   } 
else 
   { 
       discard the received packet; 
   } 

IDLE 

 
The state transitions of the server side LLC sub-layer are shown in Table 2. 

________ 
2 : LLC specific fields are not present, when Frame_type == I_FRAGMENT or I_LAST FRAGMENT. See Footnote 3 

in 5.2.3.2. 
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Table 2 – State transition table of the server side LLC sub-layer 

Current 
state Event Action Next 

state 

IDLE Receive MA-CONNECT.indication Generate DL-CONNECT.indication IDLE 

IDLE DL-CONNECT.response Invoke MA-CONNECT.response IDLE 

IDLE Receive MA-DISCONNECT.indication Generate DL-DISCONNECT.indication IDLE 

IDLE DL-DISCONNECT.response Invoke MA-DISCONNECT.response IDLE 

IDLE DL-DATA.request and Frame_type is 
I_COMPLETE, UI or I_FIRST_FRAGMENT 

Add LLC addresses and control byte to the 
received LSDU; Invoke MA-DATA.request;  

IDLE 

IDLE DL-DATA.request and Frame_type is 
I_FRAGMENT or I_LAST_FRAGMENT 

Invoke MA-DATA.request IDLE 

IDLE Receive MA-DATA.indication Check LLC addresses; 

If address==OK 
   { 
      remove LLC addresses; 
      generate DL-DATA.indication; 
   } 
else 
   { 
       discard the received packet; 
   } 

IDLE 

IDLE Receive MA-DATA.confirm Generate DL-DATA.confirm IDLE 

 

6 The MAC sub-layer 

The MAC sub-layer is based on ISO/IEC 13239. 

The MAC sub-layer – similarly to the LLC sub-layer – is specified in terms of services and 
protocols. As the MAC sub-layer behaviour is quite complex, some aspects of the service 
invocation handling are discussed in the service specification part, although these are 
normally part of the protocol specification. 

6.1 HDLC selections 

For the purpose of this standard, the following selections from the HDLC standard ISO/IEC 13239 
have been made: 

• unbalanced connection-mode data link operation1); 

• two-way alternate data transfer; 

• the selected HDLC class of procedure is UNC, extended with UI frames; 

• frame format type 3; 

• non-basic frame format transparency. 

In the unbalanced connection-mode data link operation, two or more stations are involved. 
The primary station assumes responsibility for the organization of data flow and for 
unrecoverable data link level error conditions by sending command and supervisory frames. 
The secondary station(s) respond by sending response frames. 

________ 
1)  In COSEM environment, the choice of an unbalanced mode of operation is natural: it is the consequence of the 

fact that communication in this environment is based on the Client/Server paradigm. 
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The basic repertoire of commands and responses of the UNC class of procedures is extended 
with the UI frame to support multicasting and broadcasting and non-solicited information 
transfer from server to the client. 

Using the unbalanced connection-mode data link operation implies that the client and server 
side data link layers are different in terms of the sets of HDLC frames and their state 
machines. 

6.2 Service specification for the MAC sub-layer 

This subclause specifies the services required of, or by, the MAC sub-layer at the logical 
interfaces with the service user and the Physical (PH) layers, using connection-oriented 
procedures. As the client and the server side MAC sub-layers are different, services are 
specified for both sides. 

6.2.1 Setting up the MAC connection 

6.2.1.1 Overview 

Figure 6 shows the services provided by the client and server side MAC sub-layers to the 
service user layer for MAC connection establishment. 

Figure 6 – MAC sub-layer services for setting up the MAC (DL) connection  
at the client and server sides 

As data link connection establishment can only be requested by the client device, the MA-
CONNECT.request and .confirm services are provided only at the client side. On the other 
hand, the corresponding MA-CONNECT.indication and .response services are provided only 
at the server side. The MA-CONNECT.request service primitive, in case of a locally detected 
error, can also be locally confirmed. 
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6.2.1.2 MA-CONNECT.request 

Function 

This service primitive is provided only at the client side. The service user layer invokes this 
primitive to request the set-up of an MAC connection. Upon reception of this primitive, the 
MAC layer shall send out a correctly formatted SNRM1) frame. 

Service parameters 

The semantics of the primitive is as follows: 

MA-CONNECT.request 
( 

Destination_MSAP, 
Source_MSAP, 
User_Information  

) 

The Destination_MSAP and Source_MSAP identify the referenced data link layer connection. 
The addressing scheme for the MAC sub-layer is discussed in 6.4.2. 

The User_Information parameter – if present – shall be inserted in the User data subfield of 
the Information field of the SNRM frame. The specification of the contents of this parameter is 
not within the scope of this standard. 

Use 

The client side Service User layer entity requesting the set-up of an MAC connection with a 
peer MAC layer invokes this primitive. 

NOTE If the secondary station receives an SNRM frame with the address parameters of an already existing data 
link connection, it shall respond with an UA frame and the send and receive state variables shall be set to zero. 
See also 6.4.3.6. 

6.2.1.3 MA-CONNECT.indication 

Function 

This primitive is provided only at the server side. The MAC sub-layer, following the reception 
of an SNRM frame shall invoke this service primitive, in order to indicate to the service user 
layer that the peer MAC sub-layer requested the establishment of an MAC Connection. 

Service parameters 

The semantics of the primitive is as follows: 

MA-CONNECT.indication 
( 

Destination_MSAP, 
Source_MSAP, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters identify the referenced data link layer 
connection. The User_Information parameter – if present – shall carry the contents of the 
User data subfield of the Information field of the SNRM frame received. The specification of 
the contents of this parameter is not within the scope of this standard. 

________ 
1)  SNRM is the HDLC frame used for demanding an MAC connection establishment, see 6.4.3.6. 
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Use 

The server side MAC sub-layer indicates the reception of a correctly formatted SNRM frame 
to the service user protocol layer using this primitive. 

6.2.1.4 MA-CONNECT.response 

Function 

This primitive is provided only at the server side. The Service User layer invokes this service 
primitive in order to indicate to the remote client whether the previously proposed MAC 
connection is accepted by the server or not. 

Service parameters 

The semantics of the primitive is as follows: 

MA-CONNECT.response 
( 

Destination_MSAP, 
Source_MSAP, 
Result, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters identify the referenced MAC 
connection. The Result parameter (OK, NOK, NO_RESPONSE) indicates whether the 
proposed connection could be accepted or not, and whether a response frame should be sent 
or not. 

• Result == OK. This means that the received connect request can be accepted by the 
service user layer. 

• Result == NOK. This means that the received connect request cannot be accepted by the 
service user layer. 

• RESULT == NO_RESPONSE: This means that no response to the MA-CONNECT 
.indication shall be sent. 

The User_Information parameter may be present only when the Result is NOK. It shall be 
inserted in the User data subfield of the Information field of the DM frame. The specification of 
its content is not within the scope of this standard. 

NOTE The Result parameter indicates only whether the MAC connection can or cannot be accepted by the 
service user higher layers. The MAC sub-layer itself may refuse a proposed connection (e.g. because it supports 
only one connection at a given moment, thus it is not able to support a second one), even if the higher layers could 
accept it (Result==OK). 

Use 

The MA-CONNECT.response primitive is invoked by the Service User layer entity to indicate 
the result of a previously received request for connection. 

6.2.1.5 MA-CONNECT.confirm 

Function 

This primitive is provided only at the client side. The MAC sub-layer invokes this primitive in 
order to indicate to the Service User layer the result of a previously received MA-
CONNECT.request service. 
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Service parameters 

The semantics of the primitive is as follows: 

MA-CONNECT.confirm  
( 

Destination_MSAP, 
Source_MSAP, 
Result, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters hold the local and remote MSAPs of 
the MAC connection, which is confirmed by the service. The Result parameter (OK, NOK-
REMOTE, NOK-LOCAL, NO_RESPONSE) indicates the result of the previously invoked MA-
CONNECT.request service. 

• Result == OK. This means that the connect request was accepted by the remote station. 

• Result == NOK-REMOTE. This means that the connect request was not accepted by the 
remote station. 

• Result == NOK-LOCAL. This means that a local error has occurred, for example the 
service user layer tried to establish an already existing data link connection. 

• Result == NO_RESPONSE. This means that there was no response from the remote 
station to the connect request. 

The User_Information parameter shall be present only when the Result is NOK-REMOTE. It 
shall carry the contents of the User data subfield of the Information field of the DM frame 
received. The specification of the contents of this parameter is not within the scope of this 
standard. 

Use 

The client side MAC sub-layer invokes this primitive in order to indicate to the service user 
protocol layer the result of a previously received MA-CONNECT.request service. 

6.2.2 Disconnecting the MAC connection 

6.2.2.1 Overview 

Figure 7 shows services provided by the client and server side MAC sub-layers to the Service 
User layer for disconnecting the MAC connection. 
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Figure 7 – MAC sub-layer services for disconnecting the MAC (DL) connection  

at the client and server sides 

As MAC disconnection can only be requested by the client device, the MA-
DISCONNECT.request and .confirm services are provided only at the client side. On the other 
hand, the remotely initiated (by the client) MA-DISCONNECT.indication and the 
MA.DISCONNECT.response services are provided only at the server side. 

Both the client and server side MAC sub-layers provide a locally initiated MA-
DISCONNECT.indication service, to signal a non-solicited disconnection, due to an 
unexpected loss of the MAC or physical connection. Physical connection loss is indicated 
locally by the PH-ABORT.indication service and MAC connection loss is locally detected at 
the MAC layer. 

The MA-DISCONNECT.request service primitive, in case of a locally detected error, can also 
be locally confirmed.  

6.2.2.2 MA-DISCONNECT.request 

Function 

This service primitive is invoked by the client side Service User layer to request the 
disconnection of an existing MAC connection. 
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Service parameters 

The semantics of the primitive is as follows: 

MA-DISCONNECT.request  
( 

Destination_MSAP, 
Source_MSAP, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters indicate the MAC connection to be 
disconnected. The User_Information parameter, if present, shall be inserted in the User data 
subfield of the Information field of the DISC frame to be sent. The specification of the contents 
of this parameter is not within the scope of this standard. 

Use 

The client side Service User layer invokes the MA-DISCONNECT.request primitive to request 
for disconnection of the MAC connection. 

6.2.2.3 MA-DISCONNECT.indication 

Function 

The server side MAC sub-layer generates this primitive to indicate to the service user layer 
that the peer MAC sub-layer requests the disconnection of an MAC connection. On both the 
server and client sides, this primitive is also used to indicate that the MAC or physical 
connection abort occurred in a non-solicited manner (e.g. the physical line has been 
disconnected). 

Service parameters 

The semantics of the primitive is as follows: 

MA-DISCONNECT.indication  
( 

Destination_MSAP, 
Source_MSAP, 
Reason, 
Unnumbered Send Status, 
User_Information 

) 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
of the connection to be terminated. 

The Reason parameter indicates whether the originator of the MA-DISCONNECT.indication 
invocation is a received DISC frame (Reason == REMOTE), or a PH –DISCONNECT 
.indication service (Reason == LOCAL_PH)., or a local data link error (Reason == 
LOCAL_DL). The first case (Reason == REMOTE) may happen only at the server side. 

The value of the USS parameter indicates whether at the moment of the MA-
DISCONNECT.indication service invocation the MAC sub-layer has (USS==TRUE) or does 
not have (USS==FALSE) pending UI message(s). 

NOTE The number of pending UI frames is a layer parameter, which can be accessed using the layer 
management services. 
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The User_Information field may be present only when Reason == REMOTE and in this case it 
shall carry the contents of the User data subfield of the Information field of the DISC frame 
received. 

The specification of the contents of this parameter is not within the scope of this standard. 

Use 

When the server side MAC sub-layer receives a correctly formatted DISC frame, it shall 
invoke this service primitive with Reason == REMOTE. After invoking the service, the server 
MAC layer is waiting for an MA_DISCONNECT.response from the Service User layer 
indicating that the Service User layer has accepted the request.  

NOTE The Service User layer cannot refuse this request, but it may indicate that no response should be sent. 

Both the server and client MAC sub-layers shall invoke this primitive with Reason == 
LOCAL_PH after receiving a Ph-ABORT.indication service primitive from the physical layer, 
meaning that the physical connection has been interrupted. In this case, the  
User_ Information parameter is not present. 

6.2.2.4 MA-DISCONNECT.response 

Function 

This primitive is provided only at the server side. The Service User layer invokes this service 
primitive in order to indicate to the MAC layer whether the previously proposed MAC 
disconnection can be accepted by the Service User layer or not. As in this environment, the 
server has no right to refuse the disconnection, the response depends on only whether the 
referenced connection is existing (UA)1) or non-existing (DM). 

Service parameters 

The semantics of the primitive is as follows: 

MA-DISCONNECT.response 
( 

Destination_MSAP, 
Source_MSAP, 
Result 

) 

The Destination_MSAP and Source_MSAP specify the remote and local MSAPs involved in 
the connection being disconnected. Depending on the value of the Result parameter (OK, 
NOK or NO_RESPONSE) the MAC layer sends a UA or a DM message or nothing to the 
remote client. The following cases are possible: 

• Result == OK. This means that the received disconnect request refers to an existing 
higher layer connection, which should be disconnected. In this case, the server MAC sub-
layer shall enter into the disconnected state and send a UA message to its peer sub-layer. 

• Result == NOK. This means that the received disconnect request has attempted to 
disconnect an MAC connection which does not correspond to an existing higher layer 
connection. In this case, the server MAC sub-layer, depending on the fact that the data 
link connection is existing or not, shall enter into (remain in) a disconnected state and 
shall send a UA or a DM message to its peer as appropriate. 

• RESULT == NO_RESPONSE: This means that no response to the MA-
DISCONNECT.indication shall be sent. 

________ 
1)  UA and DM are the appropriate HDLC frames to be sent following the invocation of the DL-DISCONNECT.res 

(MA-DISCONNECT.res) service primitive.  
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Use 

The server side Service User layer entity invokes the MA-DISCONNECT.response primitive to 
indicate the result of a previously received request for disconnection.  

6.2.2.5 MA-DISCONNECT.confirm 

Function 

The client side MAC sub-layer generates this primitive in order to indicate to the service user 
protocol layer (via the LLC sub-layer) the result of a previously received MA-
DISCONNECT.request service.  

Service parameters 

The semantics of the primitive is as follows: 

MA-DISCONNECT.confirm  
( 

Destination_MSAP, 
Source_MSAP, 
Result 

) 

The Destination_MSAP and Source_MSAP parameters, specify the local and remote MSAPs 
of the terminated connection. The Result parameter (OK, NOK, NO_RESPONSE) indicates 
the result of the attempt to close the MAC connection. 

• Result == OK. This means that the disconnect request was accepted by the remote 
station. 

• Result == NOK. This means that the disconnect request was not accepted by the remote 
station. 

• Result == NO_RESPONSE. This means that there was no response from the remote 
station to the disconnect request. 

Use 

This primitive is generated by the client side MAC sub-layer entity in order to indicate to the 
service user protocol layer the result of a previously received MA-DISCONNECT.request 
service. 
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6.2.3 Data communication 

6.2.3.1 Overview 

Figure 8 shows data communication services provided by the MAC sub-layer to the Service 
User layer to exchange data with the peer, using I frames or in a disconnected manner (UI 
frames). 

 

Figure 8 – MAC sub-layer data communication services  

Basically, for data exchange services the client and the server sides provide the same service 
set. However, in addition to the two standard .request and .indication services, an MA-
DATA.confirm service is also provided at the server side. This service is necessary for 
transparent long message transfers. See also 6.4.4.5. 

The client and server MAC sub-layers behave differently with regard to the MA-DATA.request 
primitive: In the Normal Response Mode used, the server station may initiate transmission 
only as the result of receiving an explicit permission to do so from the client station. After 
giving the permission to talk to the server, the client has also to wait (with a specific Time-out, 
TO_WAIT_RESP, see 6.4.4.10.1.) for the server to give back explicitly this permission before 
initiating a new transmission. If no response is received however, the client shall re-gain the 
permission to talk at the end of this time-out period. 

6.2.3.2 MA-DATA.request 

Function 

The Service User layer invokes this primitive to initiate a data transfer to its peer layer. 
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Service parameters 

The semantics of the primitive is as follows: 

MA-DATA.request 
( 

Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Data 

) 

The Destination_MSAP and Source_MSAP parameters specify the remote and local MSAPs 
involved in the data unit transmission. The Destination_MSAP can be an individual address, a 
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.4.2.4).  

The Frame_Type parameter indicates for the MAC sub-layer which type of HDLC frame shall 
be sent. Valid frame types are different for the client and server sides. Client side valid frame 
types are I_COMPLETE and UI. On the server side, valid frame types are I_COMPLETE, 
I_FIRST_FRAGMENT, I_FRAGMENT, I_LAST_FRAGMENT, and UI. See also 6.4.3. 

The Data parameter contains the protocol data unit (MSDU) to be transferred to the peer 
layer. This parameter may be empty (e.g. when Frame_type == UI, but the UI frame contains 
an empty Information Field). 

Use 

The MA-DATA.request service primitive is invoked by the Service User layer entity whenever 
data need to be transmitted to a single peer entity or, in the case of multicasting and broad-
casting, to multiple peer entities. 

Procedures for Data exchange are detailed in 6.4.4.4.3.4. 

6.2.3.3 MA-DATA.indication 

Function 

This primitive is used to transfer the received data from the MAC sub-layer to its Service User 
layer. 

Service parameters 

The semantics of the primitive is as follows: 

MA-DATA.indication 
( 

Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Data 

) 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
involved in the data unit transmission. The Destination_MSAP can be an individual address, a 
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.4.2.4). 

The Frame_Type parameter indicates to the Service User layer the type of the HDLC frame 
received. Valid frame types are at both the client and the server sides: I_COMPLETE and UI. 
An I_COMPLETE frame shall be reported only if it has been received within an established 
MAC connection.  
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The Data parameter contains the Service User layer protocol data unit (MSDU) received from 
the peer layer. This parameter may be empty (e.g. when trame_Type == UI, but the UI frame 
contains an empty Information Field). 

Use 

The MA-DATA.indication is passed from the MAC sub-layer entity to the Service User layer 
entity or entities to indicate the arrival of an MPDU from a remote MAC entity to the local MAC 
entity. 

Procedures for Data exchange are detailed in 6.4.4.4.3.4 and in annex A. 

6.2.3.4 MA-DATA.confirm 

Function 

This service primitive is provided only at the server side. The server side MAC sub-layer 
generates this primitive in order to indicate to the Service User layer the result of a previously 
received MA-DATA.request service, when this .request service has been invoked with 
Frame_type = I_FIRST_FRAGMENT, I_FRAGMENT or I_LAST_FRAGMENT. The MA-
DATA.confirm service primitive is generated when the previously requested MSDU has been 
successfully sent (following the receipt of the positive acknowledgement after sending out the 
last HDLC frame) to the peer MAC sub-layer. 

Service parameters 

The semantics of the primitive is as follows: 

MA-DATA.confirm 
( 

Destination_MSAP, 
Source_MSAP, 
Frame_type, 
Result 

) 

The Destination_MSAP and Source_MSAP parameters specify the local and remote MSAPs 
involved in the data unit transmission. The Destination_MSAP shall be an individual address, 
a group address, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.4.2.4). 

The Frame_Type parameter indicates the type of the HDLC frame, which is confirmed. Valid 
frame types are I_FIRST_FRAGMENT, I_FRAGMENT and I_LAST_FRAGMENT. 

The value of the Result parameter indicates the result of the transmission of the received 
MSDU. Possible values are OK and NOK. 

Use 

The MAC sub-layer indicates the result of a previously received MA-DATA.request service, 
when this .request service has been invoked with Frame_type = I_FIRST_FRAGMENT, 
I_FRAGMENT or I_LAST_FRAGMENT. These frame types are used with a special procedure 
specified for transferring long messages from the server to the client. This procedure is 
described in 6.4.4.5. 

6.3 Physical layer services used by the MAC sub-layer 

6.3.1 Overview 

Figure 9 shows services provided by the physical layer to the MAC sub-layer. The same 
service set is used both at the client and the server sides. 
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Figure 9 – Physical layer services used by the MAC sub-layer 

 
6.3.2 Setting up a physical link 

Setting up the physical link does not utilize services of protocol layers above the physical 
layer. 

6.3.3 Disconnecting the physical link 

Disconnecting the physical link does not utilize services of protocol layers above the physical 
layer. The only service used by another protocol layer is the PH-ABORT.indication service 
(IEC 62056-42), to initiate an MA-DISCONNECT.indication service indication with Reason == 
LOCAL_PH.  

6.3.4 Data communication 

The MAC sub-layer uses the PH-DATA.request and PH-DATA.indication service primitives of 
the physical layer for exchanging data with the remote device. 

6.4 Protocol specification for the MAC sub-layer 

This subclause specifies the protocol of the MAC sub-layer based on ISO/IEC 13239. 

6.4.1 The MAC PDU and the HDLC frame 

6.4.1.1 Overview 

The MAC sub-layer uses the HDLC frame format type 3 as defined in Clause H.4 of ISO/IEC 
13239: 2002. 

HDLC frame format type 3 is as follows: 

Flag Frame format Dest.address Src. address Control HCS Information FCS Flag 

 
Figure 10 – MAC sub-layer frame format (HDLC frame format type 3) 

IEC   257/02 
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This frame format is used in those environments where additional error protection, 
identification of both the source and the destination, and/or longer frame sizes are needed. 
Type 3 requires the use of the segmentation subfield, thus reducing the length field to 11 bits. 
Frames that do not have an information field, for example as with some supervisory frames, or 
an information field of zero length do not contain an HCS and an FCS, only an FCS. The HCS 
and FCS polynomials will be the same. The HCS shall be 2 octets in length. 

The elements of the frame are described in the following subclauses.  

6.4.1.2 Flag field 

The length of the flag field is one byte and its value is 7EH. When two or more frames are 
transmitted continuously, a single flag is used as both the closing flag of one frame and the 
opening flag of the next frame, as it is shown in Figure 11. 

NOTE Frames are transmitted continuously when the period of time between two transmitted characters does not 
exceed the specified max. inter-octet time. See 6.4.4.3.3. 

 

Flag Frame I Flag Frame I+1 Flag Frame I+2 Flag 

Figure 11 – Multiple frames 

6.4.1.3 Frame format field 

The length of the frame format field is two bytes. It consists of three sub-fields referred to as 
the format type sub-field (4 bit), the segmentation bit (S, 1 bit) and the frame length sub-field 
(11 bit), as it is shown in Figure 12: 

MSB              LSB 

1 0 1 0 S L L L L L L L L L L L 

Format type  Frame length sub-field 

 

Figure 12 – The frame format field 

The value of the format type sub-field shall be 1010 (binary), which identifies a frame format 
type 3 as defined in 6.4.1.1. 

The value of the frame length subfield is the count of octets in the frame excluding the 
opening and closing frame flag sequences.  

Rules of using the segmentation bit are defined in 6.4.4.4.3.6. 

6.4.1.4 Destination and source address fields 

There are exactly two address fields in this frame: a destination and a source address field. 
The HDLC address extension mechanism described in 4.7.1. of the HDLC standard ISO/IEC 
13239 shall be applied to both address fields. 

6.4.1.5 Control field 

The length of the control field is one byte. The control field indicates the type of commands or 
responses, and contains sequence numbers, where appropriate (frames I, RR and RNR). See 
also 6.4.3.2. 

IEC   259/02 

IEC   258/02 
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6.4.1.6 Header check sequence (HCS) field 

The length of the HCS field is two bytes. 

HCS is calculated for the bytes of the header, excluding the opening flag and the HCS itself. 
The HCS is calculated in the same way as the frame check sequence (FCS). Frames that do 
not have an information field contain only an FCS (the HCS in this case is considered as 
FCS). Guidelines to calculate HCS (and FCS) are given in annex A. 

6.4.1.7 Information field 

The information field may be any sequence of bytes. In the case of data frames (I and UI 
frames), it carries the MSDU . 

6.4.1.8 Frame checking sequence (FCS) field 

The length of the FCS field is two bytes. FCS is calculated for the entire length of the frame, 
excluding the opening flag and the FCS itself. Unless otherwise noted, the frame checking 
sequence is calculated for the entire length of the frame, excluding the opening flag, the FCS 
and any start and stop elements. Guidelines to calculate HCS (and FCS) are given in 
annex A. 

6.4.2 MAC addressing  

6.4.2.1 Use of extended addressing 

Extended addressing according to 4.7.1 of ISO/IEC 13239 shall be used.  

The address field can be extended by reserving the first transmitted bit (low-order) of each 
address octet which would then be set to binary zero to indicate that the following octet is an 
extension of the address field. The format of the extended octet(s) shall be the same as that 
of the first octet. Thus, the address field may be recursively extended. The last octet of an 
address field is indicated by setting the low-order bit to binary one.  

When an extension is used, the presence of a binary “1” in the first transmitted bit of the first 
address octet indicates that only one address octet is being used. The use of an address 
extension thus restricts the range of the single address octets to 128. 

6.4.2.2 Address field structure 

The address fields of the HDLC frame format type 3 (see 6.4.1.1) contain two addresses: a 
destination HDLC address and a source HDLC address. Depending on the direction of the 
data exchange, both the client and the server addresses can be destination or source 
addresses.  

Client addresses shall always be expressed on one byte. The use of address extension 
restricts the range of client addresses to 128. 
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On the server side, to enable addressing more than one logical device within a single physical 
device and to support the multi-drop configuration, the HDLC address may be divided into two 
parts.1) One part – the so-called upper HDLC address – shall be used to address a Logical 
Device (a separately addressable entity within a physical device), and the second part – the 
lower HDLC address – shall be used to address a Physical Device (a physical device on the 
multi-drop). Although the upper HDLC address shall always be present, the lower HDLC 
address can be left out when it is not required. 

The HDLC extended addressing mechanism shall be applied to both address fields. This 
address extension specifies variable length address fields, but for the purpose of this 
protocol, the length of a complete HDLC address field is restricted to be one, two or four 
bytes long, as follows: 

• One byte: only the upper HDLC address is present. 

• Two bytes: one byte upper HDLC address and one byte lower HDLC address is present. 

• Four bytes: two bytes of upper HDLC address and two bytes of lower HDLC address are 
present. 

These three cases are illustrated in the following figures. 

Address structure for the 1-byte case: 

LSB 

Upper HDLC address 1 

 

Address structure for the 2-byte case: 

LSB LSB

Upper HDLC addr. 0 Lower HDLC addr. 1 

First byte Second byte 

 
Address structure for the 4-byte case: 

LSB LSB LSB LSB

Upper HDLC, high 0 Upper HDLC, low 0 Lower HDLC, high 0 Lower HDLC, low 1 

First byte Second byte Third byte Fourth byte 

 
The variable length HDLC address structure reserves one bit per byte to signal whether the 
given byte is the last one or another byte follows. This means that the address range for one 
byte addresses is 0..0x7F and for two byte addresses is 0..0x3FFF. 

Individual, multicast and broadcast addressing facilities are provided for both the upper and 
the lower HDLC address level.  

________ 
1)  As the address of the Server may be either the source or the destination address, this division may apply to 

both the source and the destination address fields. 
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6.4.2.3 Reserved special HDLC addresses 

The following special HDLC addresses are reserved: 

Table 3 – Table of reserved client addresses 

Reserved HDLC addresses 

  

0x00 NO_STATION Address 

0x01 Client Management Process 

0x10 public client (lowest security level) 

0x7F ALL_STATION (Broadcast) Address 

 

Table 4 – Table of reserved server addresses 

Reserved upper HDLC addresses 

One byte address Two byte address  

0x00 0x0000 NO_STATION Address 

0x01 0x0001 Management Logical Device Address 

0x02..0x0F 0x0002..0x000F Reserved for future use 

0x7F 0x3FFF ALL_STATION ( Broadcast ) Address 

Reserved lower HDLC addresses 

0x00 0x0000 NO_STATION Address 

0x01…0x0F 0x0001..0x000F Reserved for future use 

0x7E 0x3FFE CALLING1) Physical Device Address 

 

In the table above, the LSBs reserved for the address extension mechanism are not taken into 
account. For example, an HDLC frame, sent from a client to a server with the following 
addresses:  

Client HDLC Address = 3AH = 00111010B 

Server HDLC Address (using four bytes addressing) 

lower HDLC Address = 3FFFH = 0011111111111111B   ALL_STATION (Broadcast) Address 

upper HDLC Address = 1234H = 0001001000110100B 

________ 
1)  The meaning of the CALLING Physical Device is discussed in 6.4.2.4 
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The address fields of the message shall contain the following octets: 

Server address Client address 

Upper HDLC high Upper HDLC low Lower HDLC high Lower HDLC low HDLC address 

LSB LSB LSB LSB LSB 

0 1 0 0 1 0 0 0 0 1 1 0 1 0 0 0 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 0 1 1 1 0 1 0 1 

First byte Second byte Third byte Fourth byte Fifth byte 

Destination address Source address 

 
6.4.2.4 Handling special addresses 

The following MAC address types and specific MAC addresses are specified: 

• individual Addresses; 

• group Addresses; 

• the CALLING station Address; 

• the ALL_STATION Address; 

• the NO_STATION Address; 

• the Management Logical Device Address (the presence of this device is mandatory). 

The following rules apply: 

• group Address management is not within the scope of this specification; 

• the Source Address field of a valid HDLC frame may not contain either the ALL_STATION 
or the NO_STATION Address. If an HDLC frame is received with it, it shall be considered 
as an invalid frame; 

• only HDLC frames transmitted from the primary station towards the secondary station(s) 
may contain the ALL_STATION or the NO_STATION in the Destination Address Field; 

• broadcast and multicast I frames shall be discarded; 

• the P/F bit of messages with ALL_STATION, NO_STATION or Group address in the 
Destination Address field shall be set to FALSE. UI frames addressed to the 
ALL_STATION, NO_STATION or to a Group address with P==TRUE shall be discarded; 

• the CALLING station address is a special physical device address, to support event 
reporting; see 6.4.4.7. It shall be reserved to reference the server station initiating a 
physical connection to the client station. It is not that station’s own physical address, 
therefore no station shall be configured to have the CALLING address as its own physical 
address.  

6.4.2.5 Handling inopportune address lengths 

Frames received at the server side may contain addresses which are expressed in different 
length than the addressing scheme used within the receiving device. In such cases, the 
following rules apply: 

• As client addresses in this protocol shall be expressed in one byte, if the incoming frame 
at the server side contains more than one byte in the Source Address field, the frame shall 
be discarded. 

• Destination addresses (DA) shall be handled according to Table 5. 
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Table 5 – Handling inopportune address lengths 

Length of the 
received DA 

field 
Length of the 
own address Behaviour 

1 byte 2 bytes The received message shall be discarded 

1 byte 4 bytes The received message shall be discarded 

2 bytes 1 byte The received message is not discarded if the received lower MAC Address is 
equal to the ALL_STATION address only. In this case, the message shall be sent 
to the Logical Device(s) designated by the upper MAC Address field 

2 bytes 4 bytes In this case, the value of the received one-byte lower and upper MAC addresses 
shall be converted in the receiver into a two+two byte address, and the received 
message shall be taken into account as if it was received in using a 4-byte 
length Destination Address field 

4 bytes 1 byte The received message is not discarded if the received lower and upper MAC 
Addresses are both equal to the ALL_STATION address only.  

4 bytes 2 bytes The received message may not be discarded if the received lower MAC Address 
is equal to the ALL_STATION or to the CALLING physical device address only. 
In the first case, the frame shall be accepted only if the upper MAC Address is 
equal to the ALL_STATION address, in the second case the message shall be 
taken into account only if the upper MAC Address is equal to the Management 
Logical Device Address and the CALLING DEVICE layer parameter is set to 
TRUE. In any other case, the received frame shall be discarded 

Three bytes or 
more than 4 
bytes 

N.A.  The frame shall be discarded 

NOTE The server may support more than one addressing scheme. 

 

6.4.3 Command and response frames 

6.4.3.1 Selected repertoire 

This standard uses the UNC basic repertoire of commands and responses, extended with the 
UI commands and responses, as defined in ISO/IEC 13239.  

Table 6 – Command and response frames 

Commands Responses 

I I 

RR RR 

RNR RNR 

SNRM UA 

DISC DM 

UI UI 

 FRMR 
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6.4.3.2 Control field format 

The encoding of the command/response frame control fields shall be modulo 8, as specified in 
5.5 of ISO/IEC 13239) and in the table below: 

Table 7 – Control field format 

 MSB                        LSB

I  R R R P/F S S S 0 

RR  R R R P/F 0 0 0 1 
RNR  R R R P/F 0 1 0 1 
SNRM  1 0 0  P  0 0 1 1 
DISC  0 1 0  P  0 0 1 1 
UA  0 1 1  F  0 0 1 1 
DM  0 0 0  F  1 1 1 1 
FRMR  1 0 0  F  0 1 1 1 
UI  0 0 0 P/F 0 0 1 1 

Whereas RRR is the receive sequence number N(R), SSS is the send sequence number N(S) 
and P/F is the poll/final bit. 

NOTE In this notation, the bit order is inverted compared to the notation in ISO/IEC 13239. However, in both 
notations, the LSB is the first bit transmitted. (For transmission order see 6.4.4.2.2.) 

6.4.3.3 Information transfer command and response 

The function of the information, I command and response is to transfer sequentially numbered 
frames, each containing an information field. 

The I frame control field shall contain two sequence numbers: 

a) N(S), which shall indicate the sequence number associated with the I frame; and 

b) N(R), which shall indicate the sequence number (as of the time of transmission) of the next 
expected I frame to be received, and consequently shall indicate that the I frames numbered 
up to N(R) – 1 inclusive have been received correctly. 

For data integrity reasons, in this profile, the default value of the maximum information field 
length – receive and maximum information field length – transmit HDLC parameters is 
128 bytes. Other values may be negotiated at connection establishment time, see 6.4.4.4.3.2. 

NOTE 1 In order to ensure a minimal performance, the master station should offer at least a max_info_ 
field_length_receive of 128 bytes. 

NOTE 2 The maximum value of the information field length is 2030 bytes. 

6.4.3.4 Receive ready command and response 

The RR frame shall be used by a data station to 

a)  indicate that it is ready to receive an I frame(s); and 
b)  acknowledge previously received I frames numbered up to N(R) – 1 inclusive. 

When transmitted, the RR frame shall indicate the clearance of any busy condition that was 
initiated by the earlier transmission of an RNR frame by the same data station. 
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6.4.3.5 Receive not ready command and response 

The RNR, frame shall be used by a data station to indicate a busy condition, i.e. temporary 
inability to accept subsequent I frames. I frames numbered up to N(R) – 1 inclusive shall be 
considered as acknowledged. The I frame numbered N(R) and any subsequent I frames 
received, if any, shall not be considered as acknowledged; the acceptance status of these 
frames shall be indicated in subsequent exchanges. 

6.4.3.6 Set normal response mode (SNRM) command 

The SNRM command shall be used to place the addressed secondary station in the normal 
response mode (NRM) where all control fields shall be one octet in length. The secondary 
station shall confirm acceptance of the SNRM command by transmission of a UA response at 
the first respond opportunity. Upon acceptance of this command, the secondary station send 
and receive state variables shall be set to zero. 

When this command is actioned, the responsibility for all unacknowledged I frames assigned 
to data link control reverts to a higher layer. Whether the content of the information field of 
such unacknowledged I frames is reassigned to data link control for transmission or not is 
decided at a higher layer. 

The SNRM command may contain an optional information field that is used for negotiation of 
data link parameters (see 6.4.4.4.3.1) and to carry user information transported transparently 
across the link layer to the user of the data link. 

6.4.3.7 Disconnect (DISC) command 

The DISC command shall be used to terminate an operational or initialization mode previously 
set by a command. In both switched and non-switched networks, it shall be used to inform 
the addressed secondary station(s) that the primary station is suspending operation and that 
the secondary station(s) should assume a logically disconnected mode. Prior to actioning the 
command, the secondary station shall confirm the acceptance of the DISC command by 
the transmission of a UA response. 

When this command is actioned, the responsibility for all unacknowledged I frames assigned 
to data link control reverts to a higher layer. Whether the content of the information field of 
such unacknowledged I frames is reassigned to data link control for transmission or not is 
decided at a higher layer. 

An information field may be present in the DISC command. 

6.4.3.8 Unnumbered acknowledge (UA) response 

The UA response shall be used by the secondary station to acknowledge the receipt and 
acceptance of SNRM and DISC commands. 

The UA response may contain an optional information field that is used for negotiation of data 
link parameters (see 6.4.4.4.3.1). 

6.4.3.9 Disconnected mode (DM) response 

The DM response shall be used to report a status where the secondary station is logically 
disconnected from the data link, and is, by system definition, in NDM. 

The DM response shall be sent by the secondary station in NDM to request the primary/other 
combined station to issue a mode setting command, or if sent in response to the reception of 
a mode setting command, to inform the primary station that it is still in NDM and cannot action 
the mode setting command. An information field may be present in the DM response. 
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A secondary station in NDM shall monitor received commands to detect a respond opportunity 
in order to (re)transmit the DM response, i.e. no commands (other than UI commands) are 
accepted until the disconnected mode is terminated by the receipt of a mode setting command 
(SNRM). 

6.4.3.10 Frame reject (FRMR) response 

The FRMR response shall be used by the secondary station in an operational mode to report 
that one of the following conditions which is not correctable by retransmission of the identical 
frame resulted from the receipt of a frame without FCS error from the primary station: 

• the receipt of a command or a response that is undefined or not implemented, 

• the receipt of an I/UI command or response, with an information field which exceeded the 
maximum information field length which can be accommodated by the secondary/ 
combined station, 

• the receipt of an invalid N(R) from the primary/combined station, i.e. an N(R) which 
identifies an I frame which has previously been transmitted and acknowledged or an I 
frame which has not been transmitted and is not the next sequential I frame awaiting 
transmission; or 

• the receipt of a frame containing an information field when no information field is permitted 
by the associated control field. 

The secondary station shall transmit the FRMR response at the first respond opportunity. 

An information field that provides the reason for the frame rejection shall be included (see 
5.5.3.4.2 of ISO/IEC 13239). 

6.4.3.11 Unnumbered information (UI) command and response 

The UI command shall be used to send information to a secondary station(s) without affecting 
the V(S) or V(R) variables at any station. Reception of the UI command is not sequence 
number verified by the data link procedures; therefore, the UI frame may be lost if a data link 
exception occurs during transmission of the command, or duplicated if an exception condition 
occurs during any reply to the command. There is no specified secondary station response to 
the UI command. The UI command may be sent independently of the mode of the data link 
station (NDM or NRM). 

6.4.4 Elements of the procedures 

6.4.4.1 Overview 

When the physical link is established between the primary and the secondary stations, but 
there is no active data link channel established, both the client and the server side MAC  
sub-layers are in NDM. In this mode, no information or numbered supervisory frames are 
transmitted or shall be accepted. In this mode, the secondary station capability is limited to: 

• accepting and responding to SNRM commands; 

• accepting a UI command; 

• transmitting a UI response at a respond opportunity; 

• responding with a DM response to a received disconnect (DISC) command. 

When an MAC connection is established, the MAC layer operates in the NRM. The secondary 
station (the server) shall initiate data transmission only as a result of receiving explicit 
permission to do so from the primary station (the client). After receiving permission (POLL BIT 
== TRUE), the secondary station shall initiate a response transmission. The response 
transmission may consist of one or more frames, while maintaining active data link channel 
state (see 6.4.4.3). The last frame of the response transmission shall be explicitly indicated by 
the secondary station (FINAL BIT == TRUE). Following the indication of the last frame, the 
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secondary station shall stop transmitting until explicit permission is again received from the 
primary station. 

6.4.4.2 Transmission considerations 

6.4.4.2.1 Transparency 

Subclause 4.3 of ISO/IEC 13239 specifies multiple transparency mechanisms.  

For the purpose of this protocol, the non-basic frame format transparency mechanism has 
been selected, as it is specified in 4.3.4 of that standard.  

When using the non-basic frame format with the frame format field, the length sub-field obviates 
the need for the bit or octet insertion methods to achieve transparency. Consequently, no 
control octet transparency (octet insertion) is used in this MAC sub-layer operation. 

6.4.4.2.2 Order of bit and octet transmission 

Addresses, commands, responses, sequence numbers and data link information within 
information fields shall be transmitted with the low-order bit first. 

Fields, which carry values expressed in more than one octet, shall be transmitted with the 
most significant octet first. For example, if an address field is expressed in two octets with the 
value 0x1234, the most significant octet (0x12) will be transmitted first, followed by the least 
significant one (0x34). 16-bit HCS and FCS shall be transmitted to the line commencing with 
the coefficient of the highest term1) (corresponding to x15) also. 

6.4.4.2.3 Invalid frame 

An invalid frame is defined as one that is not properly bounded by two flags, or one that is too 
short (that is shorter than sevent octets between flags using the 16-bits FCS), or one in which 
octet framing is violated (e.g. an “0” bit occurs when the stop-bit is expected), or one 
containing either an ALL_STATION or NO_STATION address in its Source Address field. 

Invalid frames shall be ignored. 

6.4.4.3 HDLC channel states 

6.4.4.3.1 Active HDLC channel state 

A HDLC channel is in active state when the primary station or a secondary station is actively 
transmitting a byte of the frame or an inter-octet fill. In active state, the right to continue 
transmission shall be reserved. 

6.4.4.3.2 Abort sequence 

In this standard, the non-basic transparency is used, therefore the Abort Sequence HDLC 
feature cannot be used. The abort sequence is specified (see 5.1.1.2 of ISO/IEC 13239) as a 
two-octet sequence, starting with the control escape octet followed by a closing flag octet. 
Receipt of this sequence is interpreted as an abort and the receiving data station shall ignore 
the frame.  

________ 
1)  Annex A gives an example for FCS calculation. 
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6.4.4.3.3 Start/stop transmission inter-octet time-out 

The inter-octet time-out (Tio) for start/stop transmission is an optional time-out used for 
recovering from situations in which excessive periods of time elapse between transmitted 
octets within a frame. This time-out function (or equivalent) only applies to a frame that is 
being received. The time-out function (or equivalent) is started once the stop bit of an octet is 
detected and stopped upon receipt of the start bit of the next octet or when the time-out 
function (or equivalent) runs out. Whenever this time-out occurs in the receiver, the end of the 
actually received frame shall be assumed and the data stream shall be scanned for the next 
opening flag sequence. 

NOTE The value of T io depends on the media used. For PSTN connection T io = 25 ms. 

6.4.4.3.4 Idle HDLC channel state 

A Data Link channel is in idle state when a continuous mark-hold condition persists for a 
system specific period of time (Tidle). 

NOTE The value of T idle depends on the media used. For PSTN connection T idle = 25 ms. 

6.4.4.4 HDLC channel operation – Description of the procedures  

6.4.4.4.1 General 

For the purpose of this standard, unbalanced connection-mode data link operation has been 
selected. An unbalanced data link involves one primary station and one or more secondary 
station(s). The primary station shall be ultimately responsible for overall data link error 
recovery. 

Subclause 5.2 of ISO/IEC 13239 defines three operational and three non-operational modes. 
For the purpose of this standard, the NRM (5.2.1.1 of ISO/IEC 13239) and the NDM (5.2.2.1 
of ISO/IEC 13239) have been selected. 

Each data station shall check for the correct receipt of the I frames it has sent to the remote 
data station by checking the N(R) of each numbered information and supervisory frames 
received.  

6.4.4.4.2 Data station characteristics 

The primary station is responsible for: 

• setting up the data link and disconnecting the data link; 

• sending information transfer, supervisory and unnumbered commands; and 

• checking received responses.  

The secondary station shall be responsible for: 

• checking received commands; 

• sending information transfer, supervisory and unnumbered responses as required by the 
received commands. 
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6.4.4.4.3 Definition of the procedures 

6.4.4.4.3.1 Setting up the data link 

The primary station shall initialize the HDLC link with the secondary station by sending an 
SNRM command and shall start a response time-out function (see 6.4.4.10.1). The addressed 
secondary station, upon receiving the SNRM command correctly, shall send the UA response 
at its first opportunity, and shall set its send and receive state variables to zero. If the UA 
response is received correctly, the HDLC link set up to the addressed secondary station is 
complete, and the primary station shall set its send and receive state variables relative to that 
secondary station to zero and shall stop the response time-out function. 

If, upon receipt of an SNRM command the secondary station determines that it cannot enter 
the indicated mode, it shall send the DM response. If the DM response is received correctly, 
the primary station shall stop the response time-out function. 

If the SNRM command, UA response or DM response is not received correctly, it shall be 
ignored. The result will be that the primary station’s response time-out function will run out, 
and the primary station may re-send the SNRM command and restart the response time-out 
function. 

This action may continue until an UA or DM response has been received correctly or until the 
SNRM frame is transmitted MAX_NB_OF_RETRIES times (see 6.4.4.10.2). Any further 
recovery action takes place at a higher layer. 

6.4.4.4.3.2 HDLC parameter negotiation during the connection phase 

The SNRM/UA message exchange allows not only the establishment of the connection, but 
also to negotiate some data link parameters. ISO/IEC 13239 specifies a set of negotiable 
parameters. For the purpose of this protocol, a subset of these parameters has been 
selected. This subset of the negotiable HDLC parameters contains two elements: 

 the WINDOW_SIZE parameter; 
 the MAXIMUM_INFORMATION_FIELD_LENGTH parameter. 

The default values for these parameters are as follows: 

 default WINDOW_SIZE = 1; 
 default MAXIMUM_INFORMATION_FIELD_LENGTH = 128 (80H). 

Rules for the negotiation are as follows: 

The negotiation starts with the SNRM frame. This frame may contain an Information Field. 
When the Information Field is present, it shall be formatted as follows (see 5.5.3.2 of ISO/IEC 
13239): 

Example of an information field encoding (the parameter values representing the default): 

81 80 12 05 01 80 06 01 80 07 04 00 00 00 01 08 04 00 00 00 01 

where 

81H  format identifier 
80H  group identifier 
12H  group length (18 octets) 
05H  parameter identifier (maximum information field length – transmit) 
01H  parameter length (1 octet) 
80H  parameter value 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C 62

05
6-4

6:2
00

2+
AMD1:2

00
6 C

SV

https://iecnorm.com/api/?name=6c8fe047c62be163057e44186090b4c4


62056-46 © IEC:2002+A1:2006(E) – 49 – 

06H  parameter identifier (maximum information field length – receive) 
01H  parameter length (1 octet) 
80H  parameter value 
07H  parameter identifier (window size, transmit) 
04H  parameter length (4 octets) 
00H  parameter value (high byte of value) 
00H  parameter value 
00H  parameter value 
01H  parameter value (low byte of value) 
08H  parameter identifier (window size, receive) 
04H  parameter length (4 octets) 
00H  parameter value (high byte of value) 
00H  parameter value 
00H  parameter value 
01H  parameter value (low byte of value) 

In multi-octet fields (as in this example), the highest order bits are in the first octet transmitted 
(see 6.4.4.2.2). 

When the Information Field is present, the first two bytes – Format Identifier (81H) and Group 
Identifier (80H) – shall also always be present. On the other hand, any (one or more) of the 
negotiable parameters may be absent. The absence of a particular parameter (PV=0 or 
PI/PL/PV missing, see 5.5.3.1.2 of ISO/IEC 13239) shall be interpreted to mean default values. 

The absence of the Information Field shall be interpreted to mean default values for each 
parameter. 

Besides these negotiable HDLC parameters, the Information Field of an SNRM frame may 
also contain a User data subfield. 

Including other parameters in the Information Field implies the rejection of the SNRM frame. 
In this case, a DM frame (with “Incorrect Parameter list within the Information Field of the 
SNRM frame”) shall be sent to the primary station. 

The presence of the user-defined parameter sub-field shall not imply the rejection of the frame. 

If the secondary station receives a correct SNRM frame, and the requested connection can be 
accepted, it shall respond with a UA frame. This UA frame shall carry the result of the HDLC 
parameter negotiation. 

The result shall be calculated by the secondary station by choosing the smaller value between 
the proposed value of a parameter (sent with the SNRM frame) and the value of the 
corresponding parameter at the secondary station, received with the UA frame. 

In case, when the maximum information field length – transmit and maximum information field 
length – receive parameters are represented on two bytes – this is the case when version 1 of 
the IEC HDLC setup class is used, see IEC 62056-62 – the group length will be 14H (20 
octets) and the parameter length of parameters 5 and 6 will be 02H. An example is shown 
below: 

81 80 14 05 02 00 80 06 02 00 80 07 04 00 00 00 01 08 04 00 00 00 01 
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Example 

Table 8 – Example for parameter negotiation values with the SNRM/UA frames 

Proposed parameter/value 

(by the received SNRM frame) 

Value of the corresponding 
parameter, which can be 
potentially used by the 
secondary station 

Result (transmission/reception 
direction from the point of view of the 
secondary station) 

Max_info_field – transmit (05H)/ 

80H (128D) 

Max_info_field – receive (06H)/ 

40H (64D) 

Max_info_field – receive (06H)/ 

40H (64D) 

Max_info_field – receive (06H)/ 

80H (128D) 

Max_info_field – transmit (05H)/ 

80H (128D) 

Max_info_field – transmit (05H)/ 

80H (128D) 

Window size – transmit (07H)/ 

0001H (1D) 

Window size – receive (08H)/ 

0007H (7D) 

Window size – receive (08H)/ 

0001H (1D) 

Window size – receive (08H)/ 

0007H (7D) 

Window size – transmit (07H)/ 

0007H (7D) 

Window size – transmit (07H)/ 

0007H (7D) 

NOTE 1 The incoming SNRM frame in the above case shall include an Information Field, but in this field only 
the presence of the ‘Window size – receive’ parameter is mandatory, because the values for the other 
parameters are considered as default values. 

NOTE 2 For reasons of communication efficiency, the value of the parameter maximum information field 
length-receive proposed by the primary station should be at least as big as the value of the parameter of the 
maximum information field length–transmit supported by the secondary station. 

 
The response UA frame will also include an Information Field. This Information Field shall 
contain the ‘Max_info_field – receive’ (40H), and the ‘Window size – transmit’ (07H) 
parameters. The other two parameters are not necessarily present in the response frame, 
because they carry the default values (see 6.4.4.10.5 for Maximum information field length 
and 6.4.4.10.6 for Window size). 

After the successful exchange of SNRM/UA frames with the above parameters, both sides 
shall consider that the HDLC parameters for the established HDLC connection are as follows: 
 
• Max_info_field for transmission client (primary station) → server (secondary station): 40H 

• Max_info_field for transmission Server (secondary station) → client (primary station): 80H 

• Windows size for transmission client (primary station) → server (secondary station): 01H 

• Windows size for transmission server (secondary station) → client (primary station): 07H 

6.4.4.4.3.3 Disconnecting the MAC connection 

The primary station shall disconnect the MAC link with secondary station(s) by sending a 
DISC command and shall start a response time-out function. The addressed secondary 
station(s), upon receiving the DISC command correctly, shall send a UA response at its first 
opportunity and shall enter the NDM. If, upon receipt of the DISC command, the addressed 
secondary station is already in the disconnected mode, it shall send a DM response. The 
primary station, upon receiving a UA or DM response to a DISC command, shall stop the 
response time-out function. 

In the case of a multi-point configuration, the UA response from the secondary stations shall 
not interfere with one another. The mechanism to avoid overlapping responses to the DISC 
command using a group address or the all-station address is not within the scope of this 
standard. 

If the DISC command, UA response or DM response is not received correctly, it shall be 
ignored by the receiving station. This will result in the expiry of the primary station’s response 
time-out function, and the primary station may re-send the DISC command and restart the 
response time-out function. 
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This action may continue until a UA or DM response has been received correctly or until the 
DISC frame is transmitted MAX_NB_OF_RETRIES times. Any further recovery action takes 
place at a higher layer. 

6.4.4.4.3.4 Exchanging data 

The receipt of MA-DATA.request primitive will cause the MAC sub-layer to transmit the 
received Data to the peer MAC sub-layer using HDLC protocol procedures. Transferring 
Information frames is only allowed when MAC Connection is already established and the MAC 
sub-layer is in operational mode (NRM). In the case of Frame_type == I_COMPLETE 
(Information) this Data will be transmitted in one or several information frames (I frames). 
Sequence numbering and acknowledgement procedures of HDLC shall be applied. If 
necessary, the Data will be divided into sub-frames (segmentation) prior to transmission. The 
peer MAC layer has to recombine these sub-frames after reception. A special procedure is 
specified to allow transmitting long messages from the server to the client. This procedure is 
using the frame types I_FIRST_FRAGMENT, I_FRAGMENT, I_LAST_FRAGMENT, and is 
described in 6.4.4.5.  

In case of Frame_type == UI the received Data will be transmitted in a UI frame. In this case, 
the size of the Data shall fit in one HDLC frame. UI frames basically serve for 
broadcasting/multicasting, but may also be used for event reporting. UI frames may be sent 
both in operational mode (NRM) and in non-operational mode (NDM). 

Exchange of information frames 

Information frame exchange is specified in detail in 6.11.4.2 of ISO/IEC 13239. 

In conclusion, as the NRM is used, the secondary station shall initiate transmission only as 
the result of receiving explicit permission to do so from the primary station; the primary station 
initiates each data exchange. The primary station shall set the poll bit to “1” in the last frame 
of a transmission to solicit response frames from the secondary station. The secondary 
station shall set the final bit to indicate the last frame of its response transmission (see 5.4.3 
in ISO/IEC 13239). 

I frames containing N(S) send and N(R) receive sequence numbers are used for confirmed 
information transfer. I frames shall be acknowledged by the receiver. Several I frames may be 
linked together, the poll/final bit indicates the last frame of such a sequence. 

A time-out function shall be used in the primary station to monitor the responses of the 
secondary station. 

The following examples show typical exchanges of frames in NRM with TWA transmission 
(see 6.11.4.5 of ISO/IEC 13239). More examples can be found in ISO/IEC 13239. 

Example 1: Start-up procedure and information transfer without transmission errors (window 
size=3): 

 
Primary 
transmits 

SNRM,P 

⇐⇒ 

 I0,0P  

⎯→ 

 RR3,P 

⇐⇒ 

 

Secondary 
transmits 

 UA,F 

⇐⇒ 

 I0,1     I1,1     I2,1F 

⎯→⎯→⎯→ 

 I3,1    I4,1 

⎯→⎯→⎯ ...  
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Example 2: Information transfer (window size 1) and closing procedure: 

Primary 
transmits 

I0,0P 

⎯→ 

 I1,1P 

⎯→ 

 I2,2P 

⎯→ 

 RR3,P 

⇐⇒ 

 DISC,P 

⇐⇒ 

 

Secondary 
transmits 

 I0,1F 

⎯→ 

 I1,2F 

⎯→ 

 I2,3F 

⎯→ 

 RR3,F 

⇐⇒ 

 UA,F 

⇐⇒ 

 
Example 3: Information transfer with intermediate UI frame: 

Primary 
transmits 

I0,0P 

⎯→ 

 I1,1P 

⎯→ 

 RR1,P 

⇐⇒ 

 RR1,P 

⇐⇒ 

 RR2,P 

⇐⇒ 

 

Secondary 
transmits 

 I0,1F 

⎯→ 

 RR2,F 

⇐⇒ 

 UI,F 

⎯→ 

 I1,2F 

⎯→ 

 RR2,F 

⇐⇒ 

where  

 ⎯→ frame with info ⇐⇒ frame without info P/F  poll/final bit 

 
6.4.4.4.3.5 Window size considerations 

The HDLC standard allows transferring more than one frame in a sequence before an 
acknowledge is due. The send and receive sequence numbers allow acknowledgement with 
the information of how many frames have been correctly received. The maximum number of 
consecutive frames is referred to as the window size. 

The maximum value of the window size depends on the range of the send/receive sequence 
numbers. In this protocol, 3-bit sequence numbering is used (range 0..7). Therefore, the 
maximum window size is 7. 

The default value of the window size shall be 1 for both the primary and the secondary 
stations, unless another value has been negotiated at connection establishment time 
(see 6.4.4.4.3.1). 

If window size > 1 is used, consecutive frames may be linked together. In this case, a single 
flag is used as both the closing flag for one frame and the opening flag for the next frame (see 
Figure 11). 

If window size > 1 is used and frames are not linked together, a time-out between consecutive 
frames has to be observed (see 6.4.4.3.3).  

6.4.4.4.3.6 Segmentation 

In the frame format field, the segmentation subfield of 1 bit follows the format type subfield 
and if present, reduces the length subfield by one bit. The field is used as follows (see 4.9.3 
of ISO/IEC 13239): 

• all MSDUs transmitted shall have the segmentation algorithm applied. The algorithm shall 
be applied to MSDUs which fit in a single HDLC frame or those which must be transmitted 
as a sequence of HDLC frames; 

• the final HDLC frame of an MSDU shall be sent with segmentation subfield = 0; 

• when MSDUs must be transmitted in multiple HDLC frames, all except the final HDLC 
frame of the MSDU shall be sent with their segmentation sub-field = 1. 

• The HDLC window sequence numbers guarantee that all segments are sent/received in 
order and that lost segments can be detected.  
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6.4.4.5 Transferring long MSDUs from the server to the client  

As servers are often embedded systems with relatively poor memory resources, a special 
mechanism is specified to transmit ‘long’ MSDUs from the server to the client.  

NOTE From the implementation point of view, an MSDU is considered to be ‘long’ when the server does not have 
enough room to allocate a buffer, which may contain the complete MSDU. 

In order to transmit transparently (from the point of view of the peer client MAC layer) these 
long Service User layer PDUs, the server Service User layer shall be able to segment the 
complete PDU and send the first segment of it by invoking the DL-DATA.request service with 
Frame_type == I_FIRST_FRAGMENT. 

The server MAC sub-layer shall send the received MSDU within as many HDLC frames as 
necessary, but it shall send the last frame with the Segmentation bit set to 1. When this last 
frame is acknowledged by the client MAC sub-layer (with a RR frame), the server MAC sub-
layer shall generate an MA-DATA.confirm primitive with Frame_type = I_FIRST_FRAGMENT. 

When the server Service User layer receives the DL-DATA.confirm primitive, it shall send the 
next segment of the long PDU, by invoking the DL-DATA.request service with Frame_type == 
I_FRAGMENT. HDLC frames containing this segment shall be transmitted similarly to the 
frames of the first segment: even the last HDLC frame shall be sent with Segmentation bit = 
1, and on the receipt of the acknowledgement of this last frame a DL-DATA.confirm primitive 
shall be generated with Frame_type == I_FRAGMENT. 

The following segments of the long Service User layer PDU shall be transmitted in the same 
way – until the last one, which shall be transmitted using a DL_DATA.request service with 
Frame_type == I_LAST_FRAGMENT. The final HDLC frame of that last fragment shall be 
transmitted with the Segmentation bit = 0, meaning that the complete PDU has been sent – 
and received at the client side. 

The client side shall generate an MA-DATA.indication primitive only when this final HDLC 
frame (with the Segmentation bit = 0) is received: the fragmentation procedure provided by 
the server is not at all visible at the client side. That is the reason that this procedure is 
considered to be transparent. 

Figure 13 shows the corresponding message sequence chart for the GET.request application 
layer service. The READ.request service is treated in the same way. 
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Client
Application

Process

Client
Higher Protocol

Layer(s)

Client
Data Link Layer

Server
Higher Protocol

Layer(s)

Server
Data Link  Layer

CF of the Server ASO in Association Established State

Server
Application

Process

GET.req DL_DATA.req(Data)

DL_DATA.ind(Data)

DL_DATA.req
(
  I_FIRST_FRAGMENT
  Data
)

DL_DATA.cnf
(
  I_FIRST_FRAGMENT
  OK
)

DL_DATA.req
(
  I_FRAGMENT
  Data
)

DL_DATA.cnf
(
  I_FRAGMENT
  OK
)

DL_DATA.req
(
  I_FRAGMENT
  Data
)

DL_DATA.req
(
  I_LAST_FRAGMENT
  Data
)

Sending GET.req a-pdu:
I frame (I 0,0 P=1, S=0)

GET.ind

GET.res (first_fragment)

GET (next_fragment)

GET.res (fragment)

GET (next_fragment)

GET.res (fragment)

GET.res (last_fragment)

DL_DATA.ind(Data)GET.cnf(Data)

I frame (F=0, S=1)

I frame (F=1, S=0)
I frame (F=0, S=1)

I frame (F=0, S=1)

RR frame (P=1, S=0)

I frame (F=1, S=1)

I frame (F=0, S=1)

I frame (F=0, S=1)

RR frame (P=1, S=0)

I frame (F=1, S=1)

I frame (F=0, S=1)

IEC   260/02

Figure 13 – MSC for long MSDU transfer in a transparent manner 

6.4.4.6 Multicasting and broadcasting 

Multicasting and broadcasting are possible using UI frames. In the present environment, this 
is allowed only for the clients – servers are not allowed to send frames with broadcast or 
multicast address in the Destination_Address field. 

UI frames shall be reported to the service user layer if the Destination Address of the frame 
designates one of the local MSAPs, if it is an existing local group address, or if it is the 
broadcast MAC address. 

Only UI (and DISC)1) messages may serve as broadcast or multicast messages; all other 
message types with any broadcast or multicast address in the Destination_Address field shall 
be discarded by the server MAC sub-layer. Broadcast and multicast UI messages shall always 

________ 
1)  When the data link layer specified in this standard is used together with the COSEM application layer specified 

in IEC 62056-53, releasing of Application Association is done by disconnecting the supporting data link layer 
connection. To release non-pre-established multiple Application Associations, the DISC command may also 
be sent with a broadcast or multicast address. The mechanism used to avoid overlapping responses to the  
disconnect (DISC) command using a group address or the all-station address is not within the scope of this 
standard. SNRM commands using group or the all-station address must not be taken into account by 
the Server. 
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be sent with Poll bit == FALSE. Broadcast and multicast UI frames with Poll == TRUE shall be 
discarded. 

Broadcast and multicast are allowed both to the logical devices within a physical device, using 
the upper HDLC address and to physical devices, using the lower HDLC address.  

Figure 14 – Example configuration to illustrate broadcasting 

Figure 14 shows an example with two Physical Devices, each of them including two Logical 
Devices. MAC Addresses for these devices are as follows: 

Table 9 – Summary of MAC Addresses for the example 

 Upper MAC Address 
(logical device) 

Lower MAC Address 
(physical device) 

Logical Device A 01H 21H 

Logical Device B 12H 21H 

Logical Device C 01H 22H 

Logical Device D 13H 22H 

 
Messages with a broadcast address at any MAC address level shall be handled as follows: 

Table 10 – Broadcast UI frame handling 

Lower MAC Address 

(Physical Device Address) 

Upper MAC Address 

(Logical Device Address) 

UI message handling 

Individual (e.g. 21H) Individual (e.g. 01H) The incoming UI frame shall be sent to the individually 
addressed Logical Device within the individually 
addressed Physical Device. In the example, it is Logical 
Device A. The MAC sub-layer of Physical Device 2 shall 
discard the received frame 

Individual (e.g. 22H) Broadcast (7FH) The incoming UI frame shall be sent to all Logical 
Devices within the individually addressed Physical 
Device. In the example, the message shall be sent to 
Logical Devices C and D. The MAC sub-layer of 
Physical Device 1 shall discard the received frame 

Broadcast (7FH) Individual (e.g. 01H) The incoming UI frame shall be sent to all individually 
addressed Logical Devices in all Physical Devices. In 
the example, the message shall be sent to Logical 
Devices A and C  

Broadcast (7FH) Broadcast (7FH) The incoming UI frame shall be sent to all Logical 
Devices in all Physical Devices. In the example, the 
message shall be sent to Logical Devices A, B, C, and D 

 

  Logical Device A Logical Device B Logical Device C Logical Device D 

Physical Device 1 Physical Device 2

01H 12H 01H 13H 

21H 22H

IEC   261/02 
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6.4.4.7 Sending a UI frame from the server to the client  

This subclause discusses a situation where a server MAC layer receives a DL-DATA.request 
service invocation with Frame_type = UI. 

By its nature, this request may happen at any moment, in an asynchronous manner. (It is not 
the result of a previous DL-DATA.indication, thus it is non-solicited.) Therefore, when it 
happens, the server MAC layer generally has no right to send it out immediately (“no right to 
talk”). Consequently, this UI packet shall be stored in the MAC layer, while waiting for the 
opportunity to be sent out. 

Pending UI frames can be sent on the following conditions: 

When a DL-DATA.request invocation with frame_type I_COMPLETE, I_FIRST_FRAGMENT, 
I_FRAGMENT, or I_LAST_FRAGMENT is received. The pending UI frame(s) shall be sent out 
just before the last window, which shall contain the closing Final=TRUE bit of the 
transmission. 

Client
Application

Process

Client
Higher Protocol

Layer(s)

Client
Data Link Layer

Server
Higher Protocol

Layer(s)

Server
Data Link  Layer

Generally between the detection of the Event and the EventReport.req some other actions take place, as it is specified in the Application Layer document

Server
Application

Process

XX.req
DL_DATA.req(I) Sending XX.req a-pdu: I frame ([X,Y], P=1, S=0)

XX.ind

DL-DATA.ind(UI)

This period of time is not controlled by the server, and may be filled with - non I - frame exchanges

EVENT

No right to talk,
UI status=NO

No right to talk,
UI status=YES

EventReport.req or
InformationReport.req

DL_Data.req(UI)

Right to talk,
UI status=YES

DL_DATA.ind

XX.res
DL_DATA.req(I)

Right to talk,
UI status=NO

Sending the pending UI frame (UI, F=FALSE)

EventReport.ind

Sending XX.req a-pdu: I frame ([X,Y+1], F=TRUE, S=0)

No right to talk,
UI status=NO

DL-DATA.ind(I)
XX.cnf

 
Figure 15 – Sending out a pending UI frame with a .response data 

In receipt of a RR frame with P=1. If the server MAC layer has no pending I or UI frame when 
a RR frame is received, normally it shall respond with another RR frame, just to give back the 
“right to talk” to the HDLC primary station. When there is a pending UI frame, this UI frame 
shall be sent out before the normal response frame. 

IEC   262/02 
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Client
Application

Process

Client
Higher Protocol

Layer(s)

Client
Data Link Layer

Server
Higher Protocol

Layer(s)

Server
Data Link  Layer

Generally between the detection of the Event and the EventReport.req some other actions take place, as it is specified in the Application Layer document

Server
Application

Process

RR([X], P=1)

DL-DATA.ind(UI)

This period of time is not controlled by the server, and may be filled with - non I - frame exchanges

EVENT

No right to talk,
UI status=NO

No right to talk,
UI status=YES

EventReport.req or
InformationReport.req

DL_Data.req(UI)

Right to talk,
UI status=YES

Right to talk,
UI status=NO

Sending the pending UI frame (UI, F=FALSE)

EventReport.ind

RR([Y], F=TRUE)

No right to talk,
UI status=NO

 
Figure 16 – Sending out a pending UI frame with a response to a RR frame 

a) In receipt of a UI frame with P=1 and with zero length information field (empty UI frame). 
The receipt of this frame shall make the server data link layer send out all pending UI 
frames. The last UI frame shall be sent out with F=TRUE. 

 

Client
Application

Process

Client
Higher Protocol

Layer(s)

Client
Data Link Layer

Server
Higher Protocol

Layer(s)

Server
Data Link  Layer

Generally between the detection of the Event and the EventReport.req some other actions take place, as it is specified in the Application Layer document

Server
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Figure 17 – Sending out a pending UI frame on receipt of an empty UI frame 
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6.4.4.8 Handling the CALLING device physical address 

It is possible that the server initiates a physical connection establishment to the client device. 
Once this physical connection is established, the server can place a UI message in the MAC 
layer, which sends it out on one of the conditions discussed in 6.4.4.7. 

As the client does not know whether the incoming call has come from a single meter or from a 
multi-drop configuration, it shall use CALLING Physical Device address in place of the MAC 
Physical Destination Address parameter. If the client wishes to send an SNRM frame to the 
server, the frame shall contain the following parameters: 

 Source Address:   Client Management Process HDLC Address (01H) 
 Destination Address 

 Lower MAC Address:  CALLING Physical Device Address (7EH) 
 Upper MAC Address: Management Logical Device Address (01H) 

 Poll bit:    TRUE 
 Information Field:  Negotiable HDLC Layer Parameters ( if any ) 

Only the initiator server device shall respond to this SNRM frame.  

When the initiator is a single meter, it does not necessarily have its own proper physical 
device address. Nevertheless, it shall accept the incoming SNRM frame including the 
CALLING Physical Device Address (a special lower MAC Address, reserved for this purpose, 
see 6.4.2.4).  

A problem might occur when the initiator of the call was a server of a multi-drop configuration: 
all servers of the multi-drop will receive the incoming SNRM frame, and all servers shall 
recognize that it is addressed to the CALLING Physical Device. In order to avoid potential 
conflicts, and to correctly handle the CALLING Physical Device Address, the lower MAC layer 
shall contain a CALLING DEVICE (Boolean) layer parameter, with default value = FALSE. 
Once the device’s Application Process initiates a call, it shall set this layer parameter to 
TRUE. 

NOTE Single meters may also use the CALLING DEVICE (Boolean) layer parameter. In this case, it shall always 
be set to TRUE. 

When the MAC layer receives a HDLC frame with the CALLING device address in the 
‘Physical MAC Address’ portion of the Destination Address field, it shall check the value of the 
CALLING DEVICE layer variable, and if it is FALSE, it shall discard the incoming frame. On 
the other hand if CALLING DEVICE = TRUE, the MAC layer shall consider that it was 
addressed to that device, and shall pass the DL-CONNECT.indication to the upper layer. 
Using this layer variable ensures that only the originator server shall respond to the received 
SNRM frame. 

When the MAC sub-layer of the initiator device recognizes that the incoming SNRM frame has 
been addressed to that device via the CALLING DEVICE address, it shall handle this SNRM 
exactly as if it was addressed to this device via its proper physical address: depending on the 
acceptability of the requested MAC connection it shall respond either with a UA or with a DM 
frame. The Lower MAC Address sub-field of the source address field of this UA or DM frame 
shall contain not the CALLING DEVICE address, but the proper Physical Address of the 
responding device. 

When the current session terminates – PH-ABORT.indication is received – the MAC layer 
shall set the value of the CALLING DEVICE variable to FALSE. 
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