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INTERNATIONAL ELECTROTECHNICAL COMMISSION
ELECTRICITY METERING - DATA EXCHANGE
FOR METER READING, TARIFF AND LOAD CONTROL -

Part 46: Data link layer using HDLC protocol

FOREWORD

1) The lEC (International Electrotechnical Commission) is a worldwide organization for standardization"cgmprising
all ngtional electrotechnical committees (IEC National Committees). The object of the IEC is to.promete inter-
natiohal co-operation on all questions concerning standardization in the electrical and electropic.fieldg. To this
end 4nd in addition to other activities, the IEC publishes International Standards. Their preparation is ¢ntrusted
to teghnical committees; any IEC National Committee interested in the subject dealt with may)participate in this
prepgratory work. International, governmental and non-governmental organizations liaising with the |[EC also
partigipate in this preparation. The IEC collaborates closely with the International Organization for Stapdardiza-
tion (ISO) in accordance with conditions determined by agreement between the two(organizations.

2) The formal decisions or agreements of the IEC on technical matters express, as/nearly as possible, ar| interna-
tiona| consensus of opinion on the relevant subjects since each technical committee has representatiof from all
interg@sted National Committees.

3) The documents produced have the form of recommendations for international use and are published in[the form
of stgandards, technical specifications, technical reports or guides and(they are accepted by the Natiopal Com-
mitteps in that sense.

4) In orfer to promote international unification, IEC National Committees undertake to apply IEC Intdrnational
Standlards transparently to the maximum extent possible in\their national and regional standards. Apy diver-
gence between the IEC Standard and the corresponding natiohal or regional standard shall be clearly [ndicated
in thq latter.

5) The |EC provides no marking procedure to indicate\its“approval and cannot be rendered responsiblg¢ for any
equigment declared to be in conformity with one of.itsvstandards.

The Intefnational Electrotechnical Commission (IEC), draws attention to the fact that it is claimed that compliance
with this|International Standard may involve the use of a maintenance service concerning the stack of projocols on
which the present standard IEC 62056-46 is based.

The IEC [takes no position concerning the evidence, validity and scope of this maintenance service.

The proVider of the maintenance seryicéhas assured the |IEC that he is willing to provide services undef reason-
able and|non-discriminatory terms and_conditions for applicants throughout the world. In this respect, the statement
of the prpvider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS1 User Association
Geneva / Switzerland
www.dIms.ch

International Standard IEC 62056-46 has been prepared by IEC technical commitiee 13:
Equipment forelectrical energy measurement and load control.

The text\of this standard is based on the following documents:

FDIS Report on voting
13/1267/FDIS 13/1273/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

1 Device Language Message Specification.
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Annexes A, B and C are for information only.

The committee has decided that the contents of this publication will remain unchanged until
2006. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
+ amended.

A bilinduaTl version of this publication may be ISSued at a later date.
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ELECTRICITY METERING - DATA ECHANGE
FOR METER READING, TARIFF AND LOAD CONTROL -

Part 46: Data link layer using HDLC protocol

1 Scope

This part of IEC 62056 specifies the data link layer for connection-oriented, HDLC-based,
asynchronous communication profile.

In ordef to ensure a coherent data link layer service specification for both connection-g
and cohnectionless operation modes, the data link layer is divided into two sub-laye
LogicallLink Control (LLC) sub-layer and the Medium Access Control (MAC) sub-layer.

This splecification supports the following communication environments:

o po

+ dedicated and switched data transmission facilities;
e halffduplex and full-duplex connections;

e asypchronous start/stop transmission, with 1 start bit;"8.data bits, no parity, 1 stop |

Two s

- trarlsferring of separately received Service User layer PDU parts from the server
cliept in a transparent manner. The serverside Service user layer can give its PDU

dat
clie

* event reporting, by sending Ul frames from the secondary station to the primary sta

Annex

data eqchange.

2 Ndrmative references

The following referenced documents are indispensable for the application of this dog
For dated refenences, only the edition cited applies. For undated references, the latest
of the referenced document (including any amendments) applies.

IEC 6

t-to-point and point-to-multipoint configurations;

cial procedures are also defined:

link layer in fragments and the data link layer can hide this fragmentation fr
nt;

B gives an explanation .of.the role of data models and protocols in electricity

riented
rs: the

t.

to the
to the
om the

ion.

meter

ument.
edition

050-300:2001, International Electrotechnical Vocabulary —Electrical and el

pctronic

measurements and measuring instruments — Part 311: General terms relating to measure-
ments — Part 312: General terms relating to electrical measurements — Part 313: Types of
electrical measuring instruments — Part 314: Specific terms according to the type of instru-

ment

IEC/TR 62051:1999, Electricity metering —Glossary of terms

IEC 62056-42, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 42: Physical layer services and procedures for connection oriented asynchronous data
exchange 1)

1) To be

published.
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IEC 62056-53, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 53 — COSEM Application layer 1)

IEC 62056-61, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 61 — OBIS Object Identification System 1)

IEC 62056-62, Data exchange for meter reading, tariff and load control — Part 62: Interface

Classes 1)

ISO/IEC 8802-2:1998, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 2:

H Lin L 4 /
Logicalt#rk-eentrol

ISO/IEC 13239:2000, Information Technology — Telecommunications and informat

change between systems — High-level data link control (HDLC) procedures

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the| purpose of this part of IEC 62056, the definitions found'it IEC 60050-300 and

62051 ppply.

3.2 Abbreviations

APDU
COSEM
DISC
DL
DM
DPDU
DSAP
DSDU
FCS
FRMR
HCS
HDLC
I

LLC
LSAP

Application layer Protocol Data Unit
COmpanion Specification for Energy Metering
DISConnect (an HDLC frame type)

Data Link

Disconnected Mode (an HDLC frame type)
Data link Protocol Data_Unit

Data link Service Ac¢cess Point

Data link Service Data Unit

Frame Check-Sequence

FRaMe Reject (an HDLC frame type)
Header:Check Sequence

Highstevel Data Link Control

Information (an HDLC frame type)

Logical Link Control (Sub-layer)

LLC sub-layer Service Access Point

LPDU
LSB
LSDU
MAC
MSAP
MSB
MSDU
NDM
NRM
N(R)

LLC Protocol Data Unit

Least Significant Bit

LLC Service Data Unit

Medium Access Control (sub-layer)

on ex-

EC/TR

MAC sub-layer Service Access Point (here it is equal to the HDLC address)

Most Significant Bit

MAC Service Data Unit
Normal Disconnected Mode
Normal Response Mode
Receive sequence Number

1) To be published.
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N(S) Send sequence Number

P/F Poll/Final bit

PDU Protocol Data Unit

PH Physical layer

PSDU Physical layer Service Data Unit

RNR Receive Not Ready (an HDLC frame type)

RR Receive Ready (an HDLC frame type)

SAP Service Access Point

SDU Service Data Unit

SNRM Set Normal Response Mode (an HDLC frame type)
TWA Two Way Alternate

UA Unnumbered Acknowledgement (an HDLC frame type)
ul Unnumbered Information (an HDLC frame type)
UNC Unbalanced operation Normal response mode Class
uUsS Unnumbered Send Status

V(R) Receive state Variable

V(S) Send state Variable

4 Overview

4.1 The LLC sub-layer

In the fonnection-oriented profile the only role ofsthe LLC sub-layer is to ensure consistent
Data Link addressing. It can be considered thathe LLC sub-layer, defined in ISO/IECJ8802-2
is use’cj in an extended class | operation, where'the LLC sub-layer provides the standard con-
nectionless data services via a connection-oriented MAC sub-layer.

The LLIC sub-layer provides Data Linky(DL) connection/disconnection services to the Bervice
User lalyer, but it uses the services of'the MAC sub-layer to execute these services.

The LLC sub-layer is specified.in clause 5.

4.2 The MAC sub-layer

The MAC sub-layer *~.the major part of this data link layer specification — is based on IBO/IEC
13239 goncerning’high-level data link control (HDLC) procedures.

This stgndardsincludes a number of enhancements compared to the original HDLC, fof exam-
ple in thelareas of addressing, error protection and segmentation. These enhancements have

been |rr~nrpnr9fnd ina new frame fnrmgf, which meets the rnqnwﬂmnnfe of the environment

found in telemetry applications for electricity metering and similar industries.

The MAC sub-layer is specified in clause 6.

4.3 Specification method

Sub-layers of the data link layer are specified in terms of services and protocol.

Service specifications cover the services required of, or by, the given sub-layer at the logical
interfaces with the neighbouring other sub-layer or layer, using connection oriented proce-
dures. Services are the standard way to specify communications between protocol layers.
Through the use of four types of transactions, commonly known as service primitives (Re-
quest, Indication, Response and Confirm) the service provider co-ordinates and manages the
communication between the users. Using service primitives is an abstract, implementation-
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independent way to specify the transactions between protocol layers. Given this abstract na-
ture of the primitives, their use makes good sense for the following reasons:

« they permit a common convention to be used between layers, without regard to specific
operating systems and specific languages;

* they give the implementers a choice of how to implement the service primitives on a spe-
cific machine.

Service primitives include service parameters. There are three classes of service parameters:

e parameters transmitted to the peer layer, becoming part of the transmitted frame, for ex-
ample addresses, control information;

+ pargmeters which have only local significance (e.g. Physical_Connection_Type).

* pargmeters which are transmitted transparently across the data link layer to. the user of
the|data link.

NOTE |Data link layer management services are explained in Annex C.

This sthndard specifies values for parameters of the first category only~\J-he protocol specifi-
cation for a protocol layer includes:

« thel[specification of the procedures for the transmission of thé 'set of messages exchanged
betyween peer-layers;
e the|procedures for the correct interpretation of protocal control information;

« thellayer behaviour.
The protocol specification for a protocol layer does.not include:

* the|structure and the meaning of the information which is transmitted by means of the
layer (User data subfield);

« thelidentity of the Service User layer;

« the|manner in which the Service<User layer operation is accomplished as a resulj of ex-
chahging Data Link messages;

« thelinteractions that are thé nesult of using the protocol layer.
5 The LLC sub-layer

5.1 The role of the'LLC sub-layer

The LLIC sub-layer used in this profile is based on ISO/IEC 8802-2. The presence of this sub-
layer il the-Connection-oriented profile is somewhat artificial: the LLC sub-layer is us¢d as a
kind of|protocol selector, and the ‘real’ data link layer connection is ensured by the MAC sub-
layer. IL.can be considered that the standard LLC sub-layer is used in an extended class | op-
eration, where the LLC sub-layer provides the standard data-link-connectionless services via
a connection-oriented MAC sub-layer. In order to be able to establish the data link connec-
tion, the LLC sub-layer provides transparent MAC connection/disconnection services to the
service user protocol layer.

5.2 Service specification for the LLC sub-layer

This subclause specifies the services required of, or by, the LLC sub-layer at the logical in-
terfaces with the Service User layer and the MAC sub-layer, using connection-oriented proce-
dures. As the Service User layer ‘sees’ the services of the LLC sub-layer as the services of
the data link layer, in this standard these services are called data link layer services and the
prefix “DL” to designate these services is used.
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5.2.1 Setting up the Data Link Connection

Overview

Figure 1 shows the services provided by the primary station (client side) and secondary sta-
tion (server side) data link layers to the service user layer for data link connection establish-
ment.

Primary station / Client side Secondary station / Server side

Service user layer

£l eh

.' = = |

b | o 51 o

i w | w

4 P z Z

P 4 Z zZ Z

o | 9 ol Q

¢ | Q o |-

1 a Data Link Layer a/.a

LLC sub-layer O\
MAC sub-layer
Physical Layer
>
4 1EC 248/02

Figure 1 — Data Link (LLC) services for setting up the Data Link Connection
Data limnk connection establishment can only be requested by the primary station, so the DL-
CONNECT.requést and .confirm services are provided only at the client (primary statiop) side.
On the|othershand, the DL-CONNECT.indication and .response services are provided|only at
the serjer (secondary station) side.

The DL-CONNECT.request service primitive — in case of a locally detected error — can be also
locally confirmed.

All these services are in fact, provided by the MAC sub-layer: the LLC sub-layer shall trans-
parently transmit these services to/from the “real” service provider MAC sub-layer as the ap-
propriate MA-CONNECT.xxx service primitive.

5.2.1.1 DL-CONNECT.request
Function

This service primitive is provided only at the client side. The Service User layer invokes this
primitive to request set-up of a data link connection.
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Service parameters

The semantics of the primitive is as follows:

DL-
(

)

CONNECT.request

Destination_MSAP1),

Source_MSAP,

User_Information

The Destination_ MSAP and Source_ MSAP parameters identify the referenced data link layer
connection. The addressing scheme for the MAC layer is discussed in 6.4.2. The specification

of the

antents of the nptinnnl Ilqpr_infnrmn’rinn parameter is not within the scope

of this

standa

Use
The cli

wants fo set up a connection with a peer data link layer.

5.2.1.2

Functia

This ssg
tive to
conneg

Servicq
The se

DL
(

)
The Dsg

d.

bnt side Service User layer entity invokes the DL-CONNECT.request primitive,

DL-CONNECT.indication

n

rvice primitive is provided only at the server side. The'LLC sub-layer uses thi
ndicate to the Service User layer that the peer data link layer requested a D4
tion.

parameters
mantics of the primitive is as follows:

CONNECT.indication
Destination_ MSAP,

Source_ MSAP,
User_Information

stination_MSAP and\Source_MSAP identify the referenced data link layer conr

when it

5 primi-
ta Link

ection.

The adfdressing scheme for the MAC layer is discussed in 6.4.2. The specification of the con-
tents of the optional User_information parameter is not within the scope of this standardg.

Use

The sdrver.side LLC sub-layer generates this primitive following the reception of an MA-
CONNECT tindication primitive from the MAC sub-layer.

5.2.1.3 DL-CONNECT.response

Function

This service primitive is provided only at the server side. The Service User layer invokes this
service primitive in order to indicate to the local data link layer whether the previously pro-
posed data link connection can be accepted by the service user layer or not.

Service parameters

The semantics of the primitive is as follows:

1) MSAP in this environment is equal to the HDLC address.
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CONNECT.response

Destination_ MSAP,
Source_ MSAP,
Result,
User_Information

The Destination_ MSAP and Source_ MSAP parameters identify the referenced data link layer
connection. The Result parameter (OK, NOK, NO_RESPONSE) indicates whether the pro-
posed connection could be accepted or not, and whether a response frame should be sent or

not.
¢ Reqd
ser
* Reqd
ser
« RE
CcoO

ult == OK. This means that the received connect request can be acceptéed
ice user layer.

ult == NOK. This means that the received connect request cannot be accépted
ice user layer.

BULT == NO_RESPONSE: This means that no response to th
NNECT.indication shall be sent.

The Uder_Information parameter may be present only when the Result is NOK. The sp

tion of

NOTE
service |
only one
accept it

Use

The se
dicate

5214
Functia

This se¢
locally.
result @

Service

The se

ts content is not within the scope of this standard.

The Result parameter indicates only whether the Data Link Connection can or cannot be acceptq

ser higher layers. The data link layer itself may refuse a proposed connection, (e.g. because it
connection at a given moment, thus it is not able to support.a second one) even if the higher lay
(Result==0K).

rver side Service User layer entity invokes the DL-CONNECT.response primitiv
he result of a previously received.request for connection.

DL-CONNECT.confirm
n
rvice primitive is provided only at the client side and it can be originated rem

The data link layer generates this primitive to indicate to the Service User la
f a previously feceived DL-CONNECT.request service.

parametets

mantics of the primitive is as follows:

by the

by the

e DL-

ecifica-

d by the
supports
brs could

e to in-

btely or
yer the

DLA

CONNECT confirm

)

Destination_ MSAP,
Source_MSAP,
Result,
User_Information

The Destination_ MSAP and Source_MSAP parameters reference data link layer connection,
which is confirmed by the service. The Result parameter (OK, NOK-REMOTE, NOK-LOCAL,
NO_RESPONSE) indicates the result of the previously invoked DL-CONNECT.request serv-

ICe.

* Result == OK. This means that the connect request was accepted by the remote station.

« Result == NOK-REMOTE. This means that the connect request was not accepted by the
remote station.
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¢ Result == NOK-LOCAL. This means that a local error has occurred, for example the serv-
ice user layer tried to establish an already existing data link connection.

e RESULT == NO_RESPONSE. This means that there was no response from the remote
station to the connect request.

The User_Information parameter is present only when the Result is NOK-REMOTE. The
specification of its content is not within the scope of this standard.

Use

The LLC sub-layer indicates the reception of an MA-CONNECT.confirm primitive to the Serv-
ice User layer by using this primitive.

5.2.2 Disconnecting the Data Link Connection
5.2.2.1 Overview

Figure [2 shows the services provided by the client and server side data’link layerg to the
Servicg User layer for disconnecting a Data Link connection.

Rrimary station / Client side Secondary station / Server side

Service user layer

|

DL-DISCONNECT.req

DL-DISCONNECT.cnf
DL- DISCONNECT.ind
DL- DISCONNECT.res

—

DL- DISCONNECT.ind

Data Link Layer

S
} LLC sub-layer

MAC sub-layer

|4

Q

| | —

A\ Physical Layer /

4 IEC 249/02

Figure 2 — Data Link (LLC) services for disconnecting the Data Link Connection

Data link disconnection can only be requested by the client device, so the DL-
DISCONNECT.request and .confirm services are provided only at the client side. On the other
hand, the remotely initiated (by the client) DL-DISCONNECT.indication and .response serv-
ices are provided only at the server side.

NOTE When this data link layer is used together with the COSEM application layer as defined in IEC 62056-53,
DL-DISCONNECT services are used to release existing Application Associations.
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Both the client and server side LLC sub-layers provide a locally initiated DL-
DISCONNECT.indication service, to signal a non-solicited disconnection, due to an unex-
pected loss of the data link and/or physical connection.

The DL-DISCONNECT.request service primitive — in case of a locally detected error — can be
also locally confirmed.

These services are in fact provided by the MAC sub-layer: the LLC sub-layer shall transpar-
ently transmit these services to/from the MAC sub-layer as the appropriate MA-
DISCONNECT.xxx service primitive.

5.2.2.2—BL-BISCONNECTregquest

Functign

This s¢rvice primitive is provided only at the client side. It is invoked by the Service User layer
to request disconnecting of an existing Data Link connection.

Servicqg parameters
The semantics of the primitive is as follows:

DL-DISCONNECT.request

(
Destination_ MSAP,

Source_ MSAP,
User information

)

The Dgstination_MSAP and Source_MSAP parameters specify the data link connection to be
disconmected. The specification of the contents of the optional User_information parameter is
not within the scope of this standard.

Use

The clignt side Service User layer entity invokes this primitive to request a disconnection of a
data link connection to peer data link layer(s).

5.2.2.3 DL-DISCONNECT.indication
Functign
This service primitive is provided at the client side and at the server side.

« Thdg 'sérver side data link layer generates this primitive to indicate to the Servige User
layer that the peer data link Tayer requests the disconnection of a data link connection.

« On both the server and client sides, this primitive is used to indicate that the data link
and/or physical connection abort occurred in a non-solicited manner (e.g. the physical line
has been disconnected).

Service parameters
The semantics of the primitive is as follows:

DL-DISCONNECT.indication
(
Destination_ MSAP,
Source_MSAP,
Reason,
Unnumbered Send Status,
User Information
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)

The Destination_ MSAP and Source_MSAP parameters specify the local and remote MSAPs
of the terminated connection.

The Reason parameter (REMOTE, LOCAL_PHY, LOCAL_DL) indicates the reason for the DL-
DISCONNECT.indication invocation.

Reason == REMOTE. This means that the data link layer received a disconnection request
from the client side. This case may happen only at the server side.

Reason == LOCAL_DL. This means that there was a fatal data link connection failure.

LA AL SN/ e - o et PP 1 : ’ e PET
Rec SUINT == LUUAL_TFTITT. TTs Tiedlis tiat uiclic wds d Tdldal Pltysitdl COTITISUUOTI rarure.

The vplue of the USS parameter indicates whether at the moment of~the DL-
DISCONNECT.indication service invocation the data link layer has (USS==TRUE)-or dpes not

have (USS==FALSE) pending Ul message(s).

The Uder Information field may be present only when Reason == REMOJTE. The specification

of the qontents of this parameter is not within the scope of this standard.

Use

The ULC sub-layer generates this primitive following’ the reception of ap MA-

DISCONNECT.indication primitive.

5.2.2.4 DL-DISCONNECT.response

Functidn

This sgrvice primitive is provided only at thé*server side. The Service User layer invokes this
servicel primitive in order to indicate to\the data link layer whether the previously prpposed
data lirflk disconnection can be accepted by the Service User layer or not. As in this gnviron-
ment the server has no right to refuse the disconnection, the response depends only Wwhether

the ref¢renced Data Link connection is existing or not.

Servicqg parameters

The semantics of the primitive is as follows:

DL-{DISCONNEET .response
(
Destination MSAP,
Soufce: MSAP,
Result

)

The Destination_ MSAP and Source_ MSAP parameters specify the local and remote MSAPs
involved in the connection being disconnected. The Result parameter can have values OK,
NOK and NO_RESPONSE.

Result == OK. This means that the received disconnect request refers to an existing
higher layer connection.

Result == NOK. This means that the received disconnect request refers to a non-existing
higher layer connection.

RESULT == NO_RESPONSE: This means that no response to the DL-
DISCONNECT.indication shall be sent.
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The server side Service User layer invokes the DL-DISCONNECT.response primitive to indi-
cate the result of a previously received request for disconnecting the data link connection.

5.2.2.5

DL-DISCONNECT.confirm

Function

This service primitive is provided only at the client side. The data link layer generates this
primitive to indicate to the Service User layer the result of a previously received DL-
DISCONNECT.request service. This service can be originated remotely or locally.

Service
The se

DL
(

)

The D+
of the

parameters
mantics of the primitive is as follows:
DISCONNECT.confirm

Destination_ MSAP,
Source_ MSAP,
Result

stination_MSAP and Source_MSAP parameters specify the local and remote
terminated connection. The Result parameter (OK; NOK, NO_RESPONSE) in

MSAPs
dicates

the resplt of the attempt to close the data link connectian.

* Reqult == OK. This means that the disconnecttequest was accepted by the remg¢te sta-
tion|.

« Redult == NOK. This means that the disconnect request was not accepted by the [remote
stafion.

* Redult == NO_RESPONSE. This,means that there was no response from the rem¢te sta-
tion| to the disconnect request.

Use

The client side LLC sub-layer indicates the reception of an MA-DISCONNECT.confirmp primi-

tive to

5.2.3
5.2.3.1

Figure

he Service User\layer using this primitive.

Data communication
Overview

3.shows the data communication services provided by the data link layer to the

Service

User la

ertoexcirange data:
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Primary station / Client side

Secondary station / Server side
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Figure 3 — Data link layer data communication services
In addition to the two standard .request-and .indication services, a DL-DATA.confirm [service
is also|provided at the server side. This service is necessary for transparent long mlessage
transfefs, specified in 6.4.4.5.
5.2.3.2 DL-DATA.request
Functign
The Sdrvice User layeryinvokes this primitive when data need to be transmitted to the peer
layer eptity(ies).
Servicg parameters
The semantics of the primitive is as follows:

DL-DATA.request

(

Destination_LSAP,
Source LSAP,
LLC_Quality,
Destination_ MSAP,
Source_MSAP,
Frame_type,

Data
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The Source LSAP and Destination_LSAP parameters specify the referenced data link layer
connection 1). The value of the LLC_Quality parameter is used as the Control field of the
PDU2). See also 5.3.2.

The Source_ MSAP and Destination_ MSAP parameters specify the local and remote MSAPs
involved in the data unit transmission. The Destination_MSAP can be an individual address, a
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc.). Please refer
to 6.4.2.4.

The Frame_Type parameter indicates for the data link layer which type of frame shall be sent.
Valid frame types are different for the client and server sides. Client side valid frame types
are | COMPLETE and Ul. On the server side valid frame types are | _COMPLETE,
|_FIRSI_FRAGMENT, |_FRAGMENT, |_LAST_FRAGMENT, and Ul. See also 6.4.3.

The Dgta parameter contains the Service User LSDU to be transferred to the peer layer. This
paramgter may be empty (e.g. when Frame_type == Ul, but the Ul frame contains no data).

Use

The DY-DATA.request primitive is invoked by the Service User layef entity to request gending
of a prptocol data unit to a single peer application entity or, in , the case of multicasting and
broadcasting, to multiple peer application entities.

The regeipt of this primitive shall cause the LLC sub-layér to append the LLC specific fields
(the twp LLC addresses and the LLC_Quality parametef)3) to the received LSDU, and o pass
the properly formed LPDU to the MAC sub-layer (by.invoking the MA-DATA.request primitive)
for transferring it to the peer LLC sub-layer.

5.2.3.3 DL-DATA.indication
Functidn

This prjmitive is used to transfer thexteceived data from the data link layer to its Servige User
layer.

Servicg parameters
The semantics of the primitive is as follows:

DL-DATA.indicatien
(
Destination_LSAP,
Source_LSAP,

| LC-Quality,
estination MSAP
Source_ MSAP,
Frame_type,

Data

)

The Source LSAP and Destination_LSAP identify the referenced data link layer connection.
The value of the LLC_Quality parameter is used as the Control field of the PDU. See
also 5.3.2.

1) For COSEM purposes, the value of the Destination_LSAP parameter is constant and equal to E64. The
value of the Source_LSAP parameter is E6H or E7H depending on whether the Data field corresponds to a
command or to a response.

2) For COSEM purposes, the value of the LLC_Quality parameter is set to 0, and reserved for future use.

3) When Frame_type == |_FRAGMENT or |_LAST_FRAGMENT, no LLC specific field is appended to the
LSDU.
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The Source_ MSAP and Destination_ MSAP parameters specify the local and remote MSAPs
involved in the data unit transmission. The Destination_ MSAP can be an individual address, a
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc.). Please refer
to 6.4.2.4.

The Frame_Type parameter indicates for the Service User layer which type of frame has been
received. Valid frame types are | COMPLETE and Ul. See also 6.4.3.

The Data parameter contains the Service User layer protocol data unit sent by the peer.

Use

The DY-DATA.indication primitive is used to indicate to the Service User layer entity|the re-
ceipt ol a protocol data unit from a peer layer entity.

This primitive is generated following the reception of an MA-DATA.indication-service|issued
by the Jocal MAC sub-layer. First, the LLC sub-layer shall check the LLC(addresses. If these
are cofrect, it shall remove the LLC specific fields (the two LLEY.addresses and the
LLC_Qpality parameter) from the received LPDU, and shall pass theftemaining, propegrly for-
matted|LSDU to the service user protocol layer with the help of the ‘DL-DATA.indicatign serv-
ice primitive. Otherwise the received LPDU shall be discarded.

5.2.3.4 DL-DATA.confirm
Functign

This sgrvice primitive is provided only at the server'side. The data link layer generajes this
primitive to indicate to the Service User layer ‘the result of a previously received DL-
DATA.lequest service, when this .request service has been invoked with Frame |type =
|_FIRSI_FRAGMENT, I_FRAGMENT or |_LAST_FRAGMENT. The DL-DATA.confirm [service
primitive is generated when the previously/requested LSDU has been successfully sent to the
peer data link layer.

Servicg parameters
The semantics of the primitive is as follows:

DL-DATA.confirm
(
Destination. LSAP,
Source LSAP,
Destination_ MSAP,
Source_ MSAP,
Frame_type,

Result

)

The Destination_LSAP and Source LSAP parameters identify the referenced data link layer
connection.

The Destination_ MSAP and Source_ MSAP parameters identify the remote and local MSAP-s
involved in the data unit transmission.

The Frame_Type parameter indicates the type of the frame which is confirmed. Valid frame
types are |_FIRST_FRAGMENT, |_FRAGMENT and |_LAST_FRAGMENT.

The value of the Result parameter indicates the result of the transmission of the received
LSDU. Possible values are OK and NOK.
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Use

The server side LLC sub-layer indicates the reception of an MA-DATA.confirm primitive to the
Service User layer by using this primitive.

5.3 Protocol specification for the LLC sub-layer
5.3.1 Overview

The LLC sub-layer specification is based on LLC type 1, specified in ISO/IEC 8802-2, which
provides a data-link-connectionless-mode service across a data link with minimum protocol
complexity. The presence of this sub-layer in this connection-oriented profile is somewhat ar-

PTrotoToT—oTToTtoT

functiopality is ensured by the MAC sub-layer.

The stgndard LLC frame format is shown in Figure 4. The LLC frame format for this standard
is specjfied in 5.3.2.

Destipation (remote) LSAP Source (local) LSAP Control fermation

8 bits 8 bits 8 or 16 bits n*8 bits

IEG 251/02

Figure 4 — The ISO/IEC 8802-2 LLC protocolidata unit format

The LLC sub-layer shall transparently transmit the Information Field between the Servige User
layer apd the MAC sub-layer.

When g DATA.request service invocation is recejved from the service user protocol layer, the
LLC sub-layer, if required, shall append the LLC specific fields (the two LLC addresges and
the LLC_Quality parameter) to the LSDU. When an MA-DATA.indication service invocption is
received from the MAC sub-layer, it shall. ¢heck and remove these LLC specific fields ffom the
receivegd LPDU.

5.3.2 LLC protocol data unit (LPDU) structure
The only role of the LLC sub-layer is to select the Service User layer protocol; the selefction is

done bpsed on the Destination LSAP and the Source-LSAP addresses. The Control|byte is
referredl to the LLC_Quality parameter in the LLC service primitives.

The LLC protocol-data unit is as follows1):

8 bit 8 bit 8 bit n * 8 bit
Destination.(femote) Source (local) LSAP Quality LLC+1 Layer PDU
LSAP

octets of LLC+1 Layer PDU

IEC 252/02

Figure 5 — The used LLC protocol data unit format

The destination LSAP OxFF is used for broadcasting purposes. Devices in this environment
shall never send messages with this broadcast address, but they shall accept messages
containing this broadcast destination address as if it would be addressed to them.

1 In COSEM, the value of the Destination_LSAP is OxE6. The value of the Source_LSAP is OxE6 or OxE7.
The last bit is used as a flag: z=0 means ‘command’ and z=1 means “response”. The Control byte
(LLC_Quality) is reserved for future use and its value must always be 0x00.
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5.3.3

As the role of the LLC sub-layer is limited to protocol selection, its state-transition diagram is
quite simple: after being initialized, the LLC sub-layer enters into its only stable state, the
IDLE state, and shall return into this state after any possible events. The state transitions of

State transition tables for the LLC sub-layer

the client side LLC sub-layer is shown in Table 1:

Table 1 — State transition table of the client side LLC sub-layer

Current Event Action Next
state state
IDLE DL-CONNECT.request Invoke MA-CONNECT.request IDLE
IDLE Receive MA-CONNECT.confirm Generate DL-CONNECT.confirm IDLE
IDLE DL-DISCONNECT.request Invoke MA-DISCONNECT.request IDLE
IDLE Receive MA-DISCONNECT.indication Generate DL-DISCONNECT.indication IDLE
IDLE Receive MA-DISCONNECT.confirm Generate DL-DISCONNECT.confirm IDLE
IDLE DL-DATA.request Add LLC addresses and control byte (3 bytes) | IPLE
to the received LSDU; Invoke MA-
DATA.request; 2)
IDLE Receive MA-DATA.indication Check LLC addresses,(3 bytes); 2) IDLE
If address==0.K
remove LKG addresses;
generate DL-DATA.indication;
}
else
discard the received packet;
}
The stdte transitions of the server side LLC-sub-layer are shown in Table 2.
Table 2 — State transition table of the server side LLC sub-layer
Current Event Action Next
state state
IDLE Receive MA-CONNECTindication Generate DL-CONNECT.indication IDLE
IDLE DL-CONNECT.response Invoke MA-CONNECT.response IDLE
IDLE Receive MA-DISCONNECT.indication Generate DL-DISCONNECT.indication IDLE
IDLE DL-DISCONNECT.response Invoke MA-DISCONNECT.response IDLE
IDLE DL-DATA.request and Frame_type is Add LLC addresses and control byte to the IDLE
|_COMPLETE, Ul or I_FIRST_FRAGMENT |received LSDU; Invoke MA-DATA.request;
IDLE DL-DATA request and Frame type is Invoke MA-DATA request IDLE
|_FRAGMENT or I_LAST_FRAGMENT
IDLE Receive MA-DATA.indication Check LLC addresses; IDLE
If address==0K
remove LLC addresses;
generate DL-DATA.indication;
}
else
discard the received packet;
}
IDLE Receive MA-DATA.confirm Generate DL-DATA.confirm IDLE
2:LLC specific fields are not present, when Frame_type == |_FRAGMENT or |_LAST FRAGMENT. See Footnote 3

in 5.2.3.2.
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e MAC sub-layer

The MAC sub-layer is based on ISO/IEC 13239.

The MAC sub-layer — similarly to the LLC sub-layer — is specified in terms of services and
protocols. As the MAC sub-layer behaviour is quite complex, some aspects of the service
invocation handling are discussed in the service specification part, although these are nor-
mally part of the protocol specification.

6.1 HDLC selections

For the
have b

» unbalanced connection-mode data link operation?);

e two
« the

- frame format type 3;

e non-basic frame format transparency.

In the

The pri

erable
ondary

The ba
with th
transfe

Using the unbalanced connection-mode data link operation implies that the client and
side da

chines.

6.2 $ervice specification for the MAC sub-layer

This s

terface
dures.

for both

6.2.1

ben made:

tway alternate data transfer;

selected HDLC class of procedure is UNC, extended with Ul frames;

unbalanced connection-mode data link operation, twoi.or more stations are in
mary station assumes responsibility for the organijzation of data flow and for u
Hata link level error conditions by sending command and supervisory frames. T
station(s) respond by sending response frames.

5ic repertoire of commands and responses of the UNC class of procedures is ex
e Ul frame to support multicasting and broadcasting and non-solicited info
 from server to the client.

ta link layers are different in\terms of the sets of HDLC frames and their st

bclause specifies_the services required of, or by, the MAC sub-layer at the log
5 with the service user and the Physical (PH) layers, using connection-oriented

sides.

Setting up the MAC connection

13239

volved.
hrecov-
he sec-

tended
rmation

server
te ma-

ical in-
proce-

As the client-and the server side MAC sub-layers are different, services are specified

6.2.1.1

Overview

Figure 6 shows the services provided by the client and server side MAC sub-layers to the

service

1)

user layer for MAC connection establishment.

In COSEM environment, the choice of an unbalanced mode of operation is natural: it is the consequence
of the fact that communication in this environment is based on the Client/Server paradigm.
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Primary station / Client side Secondary station / Server side

Service user layer

P

MA-CONNIEECT .res

MA-CONNECT.re
MA-CONNECT.cn
MA- CONNECT.ind

MAC sub-layer §Q@

Physical Layer

SNRM command

—
UA or DM response

IEC 253/02

Figure 6 — MAC sub-layer services for'setting up the MAC (DL) connection
at the client and server sides

CONNECT.request and .confirm services are provided only at the client side. On the other
hand, the corresponding MA-CONNECT.indication and .response services are provided only
at the server side. The MA-CONNECT.request service primitive, in case of a locally detected
error, dan also be locally confirmed.

As dat$ link connection establishment-can only be requested by the client device, the MA-

6.2.1.2 MA-CONNECT,.request

Functidn

This sgrvice primitive is provided only at the client side. The service user layer invoKes this
primitive to-fequest the set-up of an MAC connection. Upon reception of this primitive, the
MAC Igyer,shall send out a correctly formatted SNRM1) frame.

Service parameters
The semantics of the primitive is as follows:

MA-CONNECT.request

Destination_ MSAP,
Source_MSAP,
User_Information

)

The Destination_MSAP and Source_MSAP identify the referenced data link layer connection.
The addressing scheme for the MAC sub-layer is discussed in 6.4.2.

1 SNRM is the HDLC frame used for demanding an MAC connection establishment, see 6.4.3.6.
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The User_Information parameter — if present — shall be inserted in the User data subfield of
the Information field of the SNRM frame. The specification of the contents of this parameter is
not within the scope of this standard.

Use

The client side Service User layer entity requesting the set-up of an MAC connection with a
peer MAC layer invokes this primitive.

NOTE If the secondary station receives an SNRM frame with the address parameters of an already existing data
link connection, it shall respond with an UA frame and the send and receive state variables shall be set to zero.
See also 6.4.3.6.

6.2.1.3 MA-CONNECT.indication
Functign
This prjmitive is provided only at the server side. The MAC sub-layer, following the reception

of an §NRM frame shall invoke this service primitive, in order to indicate to the servigte user
layer that the peer MAC sub-layer requested the establishment of an MAC Connection.

Servicq parameters
The semantics of the primitive is as follows:

MA${CONNECT.indication

(
Destination_ MSAP,
Source_MSAP,
User_Information

)

The Dgstination_ MSAP and Source_ MSAP parameters identify the referenced data link layer
connegtion. The User_Information parameter — if present — shall carry the contents| of the
User data subfield of the Information“field of the SNRM frame received. The specification of
the corftents of this parameter is.not within the scope of this standard.

Use

The sefver side MAC(sub-layer indicates the reception of a correctly formatted SNRM frame
to the gervice user_protocol layer using this primitive.

6.2.1.4 MA-CONNECT.response

Functidn

This primitive is provided only at the server side. The Service User layer invokes this service
primitive in order to indicate to the remote client whether the previously proposed MAC con-
nection is accepted by the server or not.

Service parameters
The semantics of the primitive is as follows:

MA-CONNECT.response
(
Destination_ MSAP,
Source_MSAP,
Result,
User_Information
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The Destination_ MSAP and Source_ MSAP parameters identify the referenced MAC connec-
tion. The Result parameter (OK, NOK, NO_RESPONSE) indicates whether the proposed con-
nection could be accepted or not, and whether a response frame should be sent or not.

its confent is not within the scope of this standard.

Result == OK. This means that the received connect request can be accepted by the
service user layer.

Result == NOK. This means that the received connect request cannot be accepted by the
service user layer.

RESULT == NO_RESPONSE: This means that no response to the MA-CONNECT
.indication shall be sent.

| be in-
tion of

NOTE The Result parameter indicates only whether the MAC connection can or cannot be aceepted by the serv-
ice user [higher layers. The MAC sub-layer itself may refuse a proposed connection (e.g. because it supports only
one conrjection at a given moment, thus it is not able to support a second one), even if thé-higher layers ¢ould ac-

cept it (Result==0K).

Use

The MA-CONNECT.response primitive is invoked by the Service User layer entity to indicate

the resplt of a previously received request for connection.

6.2.1.5 MA-CONNECT.confirm

Functign

This prjmitive is provided only at the client side&The MAC sub-layer invokes this prinjitive in
order fo indicate to the Service User layer the result of a previously receivgd MA-

CONNIECT.request service.

Servicqg parameters

The semantics of the primitive is:as follows:

MA1CONNECT.confirm
(
Destination_ MSAP,
Source_ MSAR,
Result,
User_Information

)

The Dgstigation_ MSAP and Source_ MSAP parameters hold the local and remote MSAPs of
the MA€—Tommectiom, whichisconfirmed by the—service—The Resuttparameter {OK, NOK-
REMOTE, NOK-LOCAL, NO_RESPONSE) indicates the result of the previously invoked MA-
CONNECT.request service.

Result == OK. This means that the connect request was accepted by the remote station.

Result == NOK-REMOTE. This means that the connect request was not accepted by the
remote station.

Result == NOK-LOCAL. This means that a local error has occurred, for example the serv-
ice user layer tried to establish an already existing data link connection.

Result == NO_RESPONSE. This means that there was no response from the remote sta-
tion to the connect request.

The User_Information parameter shall be present only when the Result is NOK-REMOTE. It
shall carry the contents of the User data subfield of the Information field of the DM frame re-
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ceived. The specification of the contents of this parameter is not within the scope of this stan-
dard.

Use

The client side MAC sub-layer invokes this primitive in order to indicate to the service user
protocol layer the result of a previously received MA-CONNECT.request service.

6.2.2 Disconnecting the MAC connection

6.2.2.1 Overview

Figure fShows Services provided by the client and server side MACT sub-layers to the pervice
User lalyer for disconnecting the MAC connection.

Primary station / Client side Secondary stafion / Server gide

Service user layer

P
>
q

MA-DISCONNECT.req
MA-DISCONNECT .cnf
MA-DISCONNECT.ind
MA-DISCONNECT .res

MA-DISCONNECT.ind
>

<

W MAC sub-layer

/
\ Physical Layer /

DISC command
>

UA or DM response

IEC 254/02

Figure 7 — MAC sub-layer services for disconnecting the MAC (DL) connection
at the client and server sides

As MAC disconnection can only be requested by the client device, the MA-
DISCONNECT.request and .confirm services are provided only at the client side. On the other
hand, the remotely initiated (by the client) MA-DISCONNECT.indication and the
MA.DISCONNECT.response services are provided only at the server side.

Both the client and server side MAC sub-layers provide a locally initiated MA-
DISCONNECT.indication service, to signal a non-solicited disconnection, due to an unex-
pected loss of the MAC or physical connection. Physical connection loss is indicated locally
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by the PH-ABORT.indication service and MAC connection loss is locally detected at the MAC

layer.

The MA-DISCONNECT.request service primitive, in case of a locally detected error, can also
be locally confirmed.

6.2.2.2

MA-DISCONNECT.request

Function

This service primitive is invoked by the client side Service User layer to request the discon-
nection of an existing MAC connection.

Service

The se

MA

(

)
subfiel
of this

Use

The cli

for disdg

6.2.2.3

Functia

The se
that th¢ peer MAC sub-layer requests the disconnection of an MAC connection. On b

server

nection
nected).

Servicq

parameters
mantics of the primitive is as follows:

DISCONNECT.request

Destination_ MSAP,
Source_ MSAP,
User_Information

of the Information field of the DISC frame tobe sent. The specification of the ¢
barameter is not within the scope of this standard.

bnt side Service User layer invokes-the MA-DISCONNECT.request primitive to
onnection of the MAC connectjon.

MA-DISCONNECT.indication

n

and client,sides, this primitive is also used to indicate that the MAC or physio
abort ocgurred in a non-solicited manner (e.g. the physical line has been

The Dg¢stination_ MSAP and Source_ MSAP parameters-indicate the MAC connection to be
disconIected. The User_Information parameter, if present, shall be inserted in the Us

er data
bntents

request

fver side MAC sub-layer generates this primitive to indicate to the service usgr layer

oth the
al con-
discon-

parameters

The semantics of the primitive is as follows:

MA-DISCONNECT.indication

(

)

Destination_ MSAP,
Source_ MSAP,

Reason,

Unnumbered Send Status,
User Information

The Destination_ MSAP and Source_MSAP parameters specify the local and remote MSAPs
of the connection to be terminated.
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The Reason parameter indicates whether the originator of the MA-DISCONNECT.indication
invocation is a received DISC frame (Reason == REMOTE), or a PH -DISCONNECT
.indication service (Reason == LOCAL_PH)., or a local data link error (Reason == LO-
CAL_DL). The first case (Reason == REMOTE) may happen only at the server side.

The value of the USS parameter indicates whether at the moment of the MA-
DISCONNECT.indication service invocation the MAC sub-layer has (USS==TRUE) or does
not have (USS==FALSE) pending Ul message(s).

NOTE The number of pending Ul frames is a layer parameter, which can be accessed using the layer manage-
ment services.

The Use case it
shall ca frame
received.

The spgcification of the contents of this parameter is not within the scope of this standgrd.

—

Use

When the server side MAC sub-layer receives a correctly formatted’DISC frame, it ghall in-
voke this service primitive with Reason == REMOTE. After inyoking the service, the| server
MAC lgyer is waiting for an MA_DISCONNECT.response from thé Service User layer jndicat-
ing thaf the Service User layer has accepted the request.

NOTE The Service User layer cannot refuse this request, but it may.indicate that no response should be gent.

Both the server and client MAC sub-layers shall invoke this primitive with Reason F= LO-
CAL_PH after receiving a Ph-ABORT.indication™service primitive from the physical layer,
meaning that the physical connection has been.ifnterrupted. In this case, the User Infofmation
paramgter is not present.

6.2.2.4 MA-DISCONNECT.response
Functign
This prjmitive is provided only.at the server side. The Service User layer invokes this [service
primitive in order to indicate to the MAC layer whether the previously proposed MAC [discon-
nection can be accepted-by the Service User layer or not. As in this environment, the server

has no| right to refuse-the disconnection, the response depends on only whether th¢ refer-
enced ¢onnection istexisting (UA)1) or non-existing (DM).

Servicqg paraméters

The semantics of the primitive is as follows:

MA-DISCONNECT.response
(
Destination_ MSAP,
Source_MSAP,
Result

)

The Destination_ MSAP and Source_MSAP parameters specify the local and remote MSAPs
involved in the connection being disconnected. Depending on the value of the Result pa-
rameter (OK, NOK or NO_RESPONSE) the MAC layer sends a UA or a DM message or noth-
ing to the remote client. The following cases are possible:

1 UA and DM are the appropriate HDLC frames to be sent following the invocation of the DL-
DISCONNECT.res (MA-DISCONNECT.res) service primitive.
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Use

Result == OK. This means that the received disconnect request refers to an existing
higher layer connection, which should be disconnected. In this case, the server MAC sub-
layer shall enter into the disconnected state and send a UA message to its peer sub-layer.

Result == NOK. This means that the received disconnect request has attempted to dis-
connect an MAC connection which does not correspond to an existing higher layer con-
nection. In this case, the server MAC sub-layer, depending on the fact that the data link
connection is existing or not, shall enter into (remain in) a disconnected state and shall
send a UA or a DM message to its peer as appropriate.

RESULT == NO_RESPONSE: This means that no response to the MA-
DISCONNECT.indication shall be sent.

The sefver side Service User layer entity invokes the MA-DISCONNECT.response-prinjitive to

indicate the result of a previously received request for disconnection.

6.2.2.5 MA-DISCONNECT.confirm

Functign

The clignt side MAC sub-layer generates this primitive in order to_indicate to the service user
protocql layer (via the LLC sub-layer) the result of \a/ previously receivel MA-

DISCONNECT.request service.

Servicq parameters

The semantics of the primitive is as follows:

MA{DISCONNECT.confirm
(
Destination_ MSAP,
Source_ MSAP,
Result

)

The Dgstination_MSAP and Source_MSAP parameters, specify the local and remote MSAPs
of the ferminated connection: The Result parameter (OK, NOK, NO_RESPONSE) indicates

the resplt of the attemptto.close the MAC connection.

Reqult == OK. This”’means that the disconnect request was accepted by the remote sta-
tion.

Redult ==-NOK. This means that the disconnect request was not accepted by the [remote
stafjion.

Redqultt== NO_RESPONSE. This means that there was no response from the rem¢te sta-
tionto the disconnect request.

Use

This primitive is generated by the client side MAC sub-layer entity in order to indicate to the
service user protocol layer the result of a previously received MA-DISCONNECT.request
service.
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6.2.3 Data communication
6.2.3.1 Overview

Figure 8 shows data communication services provided by the MAC sub-layer to the Service
User layer to exchange data with the peer, using | frames or in a disconnected manner (Ul
frames).

Primary station / Client side Secondary station / Server side
Service-user I:lynr

A A A
o o
g 2 2 8| %
< < - . p
> Z > z| &
0 e G S| g
< < < <| 9
= = 3

= = v

NS i

MAC sub-layer \Q/ I

& i

. ]

Physical Layer !

S e e _i

4 IEC 255/02

Figure 8 - MAC sub-layer data communication services

Basically, for data exchange services the client and the server sides provide the same [service
set. However, in addition-to the two standard .request and .indication services, an MA-
DATA.¢onfirm servicesis-also provided at the server side. This service is necessary fof trans-
parent Jong message.transfers. See also 6.4.4.5.

The client and 'server MAC sub-layers behave differently with regard to the MA-DATA . request

primitive: In-the Normal Response Mode used, the server station may initiate transmission
only ad the-result of receiving an explicit permission to do so from the client station. After
giving issi i i i ific Time-out,

TO_WAIT_RESP, see 6.4.4.10.1.) for the server to give back explicitly this permission before
initiating a new transmission. If no response is received however, the client shall re-gain the
permission to talk at the end of this time-out period.

6.2.3.2 MA-DATA.request
Function

The Service User layer invokes this primitive to initiate a data transfer to its peer layer.

Service parameters

The semantics of the primitive is as follows:
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MA-DATA.request

(
Destination_ MSAP,
Source_ MSAP,
Frame_type,
Data

)

The Source_MSAP and Destination_ MSAP parameters specify the local and remote MSAPs
involved in the data unit transmission. The Destination_MSAP can be an individual address, a
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.4.2.4).

The Fragme_Type parameter mdicates for the MAC sub-tayer which type of HDCCframe shall
be sen{. Valid frame types are different for the client and server sides. Client side walig frame
types are |_COMPLETE and Ul. On the server side, valid frame types are |.COMPLETE,
|_FIRSI_FRAGMENT, |_FRAGMENT, |_LAST_FRAGMENT, and Ul. See also,6.4/3.

The Dgta parameter contains the protocol data unit (MSDU) to be transferred to the peer
layer. This parameter may be empty (e.g. when Frame_type == Ul, buf the Ul frame cpntains
an emgty Information Field).

Use

The MA-DATA.request service primitive is invoked by the’Service User layer entity whenever
data nged to be transmitted to a single peer entity or, in\the case of multicasting and| broad-
casting|, to multiple peer entities.

Procedures for Data exchange are detailed in 6.4.4:4.3.4 and in annex A.

6.2.3.3 MA-DATA.indication

Functidn

This prjmitive is used to transfer the received data from the MAC sub-layer to its Servi¢e User
layer.

Servicg parameters
The semantics of the primitive is as follows:

MAiDATA.indication
(
Destination. MSAP,
Source, MSAP,
Frame_type,

ata

)

The Source_MSAP and Destination_MSAP parameters specify the local and remote MSAPs
involved in the data unit transmission. The Destination_ MSAP can be an individual address, a
group address, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.4.2.4.

The Frame_Type parameter indicates to the Service User layer the type of the HDLC frame
received. Valid frame types are at both the client and the server sides: |_COMPLETE and Ul.
An |_COMPLETE frame shall be reported only if it has been received within an established
MAC connection.

The Data parameter contains the Service User layer protocol data unit (MSDU) received from
the peer layer. This parameter may be empty (e.g. when trame_Type == Ul, but the Ul frame
contains an empty Information Field).
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Use

The MA-DATA.indication is passed from the MAC sub-layer entity to the Service User layer
entity or entities to indicate the arrival of an MPDU from a remote MAC entity to the local MAC
entity.

Procedures for Data exchange are detailed in 6.4.4.4.3.4 and in annex A.

6.2.3.4 MA-DATA.confirm
Function

This service primitive is provided only at the server side The server side MAC sub-layer gen-
erates [this primitive in order to indicate to the Service User layer the result of a_prgviously
receivgd MA-DATA.request service, when this .request service has been invoked with
Frame |type = | _FIRST_FRAGMENT, | _FRAGMENT or | _LAST_FRAGMENT,” The MA-
DATA.¢onfirm service primitive is generated when the previously requested,MSDU hgs been
succespfully sent (following the receipt of the positive acknowledgement aftef 'sending |out the
last HOLC frame) to the peer MAC sub-layer.

Servicq parameters
The semantics of the primitive is as follows:

MA1DATA.confirm
(
Destination_ MSAP,
Source_ MSAP,
Frame_type,

Result

)

The Squrce_MSAP and Destination_ MSAP parameters specify the local and remote MSAPs
involved in the data unit transmission(The Destination_MSAP can be an individual address, a
group dddress, or a special HDLC address (ALL_STATION, NO_STATION, etc., see 6.42.4).

The Frame_Type parameter indicates the type of the HDLC frame, which is confirmed. Valid
frame types are |_FIRST_FRAGMENT, | FRAGMENT and |_LAST_FRAGMENT.

The vallue of the Result parameter indicates the result of the transmission of the rgceived
MSDU.|Possible values are OK and NOK.

Use

The MACd{sub-layer indicates the result of a previously received MA-DATA.request service,
when this—request—service—has—beenr—invoked—with Flalm::_typc: =—+—FHRST—FRASMENT,
| FRAGMENT or |_LAST_FRAGMENT. These frame types are used with a special procedure
specified for transferring long messages from the server to the client. This procedure is de-
scribed in 6.4.4.5.

6.3 Physical layer services used by the MAC sub-layer
6.3.1 Overview

Figure 9 shows services provided by the physical layer to the MAC sub-layer. The same
service set is used both at the client and the server sides.
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6.4 Protocol.specification for the MAC sub-layer
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Figure 9 — Physical layer services used by the(MAC sub-layer

Setting up a physical link
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Data communication

\C sub-layer uses'the PH-DATA.request and PH-DATA.indication service primi
sical layer forexchanging data with the remote device.

This SL1bcIause specifies the protocol of the MAC sub-layer based on ISO/IEC 13239.
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hysical
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son ==
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6.4.1
6.4.1.1

The MAC PDU and the HDLC frame

Overview

The MAC sub-layer uses the HDLC frame format type 3. This is similar to frame format type 2
as specified in clause H.3 of ISO/IEC 13239.

NOTE ISO/IEC JTC 1 SC 6/WG 1 accepted to add Frame type 3 as Annex H.4 of the next edition of ISO/IEC

13239
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HDLC frame format type 3 is as follows:

| Flag | Frame format | Dest.address Src. address | Control | HCS | Information | FCS | Flag |

IEC 257/02

Figure 10 — MAC sub-layer frame format (HDLC frame format type 3)

This frame format is used in those environments where additional error protection, identifica-
tion of both the source and the destination, and/or longer frame sizes are needed. Type 3 re-
quires the use of the segmentation subfield, thus reducing the length field to 11 bits. Frames
that do not have an information field, for example as with some supervisory frames, or an in-
formation field of zero length do not contain an HCS and an FCS, only an FCS. The HCS and
FCS pqglynomials will be the same. The HCS shall be 2 octets in length.

The elgments of the frame are described in the following subclauses.

6.4.1.2 Flag field

The lepgth of the flag field is one byte and its value is 7E4. When dwoe or more frames are
transmftted continuously, a single flag is used as both the closing flag of one frame and the
opening flag of the next frame, as it is shown in Figure 11.

NOTE Fkrames are transmitted continuously when the period of time between two transmitted characters [does not
exceed the specified max. inter-octet time. See 6.4.4.3.3.

| Flag | Frame | | Flag | Frame |+1 | Flag | Frame [+2 | Hlag |

IEQ 258/02
Figure 11 — Multiple frames

6.4.1.3 Frame format field

The length of the frame format field.is_two bytes. It consists of three sub-fields referrgd to as
the frame type sub-field (4 bit), theL.segmentation bit (S, 1 bit) and the frame length sub-field
(11 bit), as it is shown in Figure:12:

MSB LSB
1|o|1|0 s L|L|L|L|L|L|L|L|L|L|L

Frame type Frame length sub-field

IEC 259/02
Figure 12 — The frame format field

The value of the Tformat type sub-field shall be TOT0 (binary), which identifies a frame format
type 3 as defined in 6.4.1.1.

The value of the frame length subfield is the count of octets in the frame excluding the open-
ing and closing frame flag sequences.

Rules of using the segmentation bit are defined in 6.4.4.4.3.6.

6.4.1.4 Destination and source address fields

There are exactly two address fields in this frame: a destination and a source address field.
The HDLC address extension mechanism described in 4.7.1. of the HDLC standard ISO/IEC
13239 shall be applied to both address fields.
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6.4.1.5 Control field

The length of the control field is one byte. The control field indicates the type of commands or
responses, and contains sequence numbers, where appropriate (frames |, RR and RNR). See
also 6.4.3.2.

6.4.1.6 Header check sequence (HCS) field

The length of the HCS field is two bytes.

HCS is calculated for the bytes of the header, excluding the opening flag and the HCS itself.
The HCS is calculated in the same way as the frame check sequence (FCS). Frames that do
not haye an information field contain only an FCS (the HCS in this case Is considg¢red as
FCS). Guidelines to calculate HCS (and FCS) are given in annex A.

6.4.1.7 Information field

The information field may be any sequence of bytes. In the case of data frames (I |and Ul
frames), it carries the MSDU .

6.4.1.8 Frame checking sequence (FCS) field

The length of the FCS field is two bytes. FCS is calculated for the entire length of the| frame,
excluding the opening flag and the FCS itself. Unless aotherwise noted, the frame checking
sequence is calculated for the entire length of the frame, excluding the opening flag, the FCS
and anly start and stop elements. Guidelines to calculate HCS (and FCS) are given in an-
nex A.

6.4.2 MAC addressing
6.4.2.1 Use of extended addressing

Extendpd addressing according to 4.7C1 of ISO/IEC 13239 shall be used.

The adldress field can be extended by reserving the first transmitted bit (low-order) ¢f each
addres$ octet which would then’be set to binary zero to indicate that the following octget is an
extension of the address field. The format of the extended octet(s) shall be the same |as that
of the first octet. Thus,(the address field may be recursively extended. The last octgt of an
address field is indicated by setting the low-order bit to binary one.

When an extensiagnis used, the presence of a binary “1” in the first transmitted bit of {he first
addresp octet indicates that only one address octet is being used. The use of an addrpss ex-
tension thus restricts the range of the single address octets to 128.

6.4.2.2 — Address field structure

The address fields of the HDLC frame format type 3 (see 6.4.1.1) contain two addresses: a
destination HDLC address and a source HDLC address. Depending on the direction of the
data exchange, both the client and the server addresses can be destination or source ad-
dresses.

Client addresses shall always be expressed on one byte. The use of address extension re-
stricts the range of client addresses to 128.
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On the server side, to enable addressing more than one logical device within a single physical
device and to support the multi-drop configuration, the HDLC address may be divided into two
parts.1) One part — the so-called upper HDLC address — shall be used to address a Logical
Device (a separately addressable entity within a physical device), and the second part — the
lower HDLC address — shall be used to address a Physical Device (a physical device on the
multi-drop). Although the upper HDLC address shall always be present, the lower HDLC ad-
dress can be left out when it is not required.

The HDLC extended addressing mechanism shall be applied to both address fields. This ad-
dress extension specifies variable length address fields, but for the purpose of this protocol,
the length of a complete HDLC address field is restricted to be one, two or four bytes long, as
follows;

e« Ong byte: only the upper HDLC address is present.
« Twg@ bytes: one byte upper HDLC address and one byte lower HDLC address is present.

* Fodr bytes: two bytes of upper HDLC address and two bytes of lower. HDLC address are
present.

These three cases are illustrated in the following figures.

Addresk structure for the 1-byte case:

LSB

Upper HDLC address 1

Addresk structure for the 2-byte case:

LSB LSB

Upper HDLC addr. 0 Lower HDLC addr: 1

First by

[¢)

Second byté

Addresp structure for the 4:byte case:

LSB LSB LSB LSB

Upper HDLC, high 0 Upper HDLC, low 0 Lower HDLC, high 0 Lower HDLC, low 1

First byte Second byte Third byte Fourth byte

The variable length HDLC address structure reserves one bit per byte to signal whether the
given byfe 1s the Tast one or another byie follows. This means that the address range for one
byte addresses is 0..0x7F and for two byte addresses is 0..0x3FFF.

Individual, multicast and broadcast addressing facilities are provided for both the upper and
the lower HDLC address level.

1 As the address of the Server may be either the source or the destination address, this division may apply
to both the source and the destination address fields.


https://iecnorm.com/api/?name=006be6446aaa07c3b2f2801b46aee0f0

62056-46 O IEC:2002(E) - 37 -

6.4.2.3

Reserved special HDLC addresses

The following special HDLC addresses are reserved:

Table 3 — Table of reserved client addresses

Reserved HDLC addresses

0x00 NO_STATION Address

0x01 Client Management Process

UXTu PUDIC Client UOWGSI SeCUrIty Tevel)

Ox7F ALL_STATION (Broadcast) Address

Table 4 — Table of reserved server addresses
Reserved upper HDLC addresses
One bytq address Two byte address
0x00 0x0000 NO_STATION Address
0x01 0x0001 Management Logical Device/Address
0x02..0xpF 0x0002..0x000F Reserved for future use
Ox7F Ox3FFF ALL_STATION ( Broadcast ) Address
Reserved lower HDLC addresses
0x00 0x0000 NO_STATION'Address
0x01...0x0F 0x0001..0x000F Reserved{or future use
Ox7E Ox3FFE CALLING') Physical Device Address
Ox7F Ox3FFF ALL-STATION ( Broadcast ) Address
In the table above, the LSBs reserved for the address extension mechanism are not taken into
account. For example, an HDLC frame, sent from a client to a server with the followjing ad-
dresses:
Client HDLC Address = 3A4 = 00111010g
Server [HDLC_Address (using four bytes addressing)
lower HDLC Address = 3FFF,; =0011111111111111g  ALL_STATION (Broadcast) Address

upper HDLC Address = 1234, = 0001001000110100g

The meaning of the CALLING Physical Device is discussed in 6.4.2.4
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dress fields of the message shall contain the following octets:

Server address Client address

Upper HDLC high Upper HDLC low Lower HDLC high Lower HDLC low HDLC address

LSB LSB LSB LSB LSB
0100100 |0 0110100 | O 1111111 0 1111111 1 0111010 |1
First byte Second byte Third byte Fourth byte Fifth byte
Destination address Source address
6.4.2.4 Handling special addresses

The fol
e indi
e gro
* the
o the
* the
o the

The fol

e gro

* the
ort

owing MAC address types and specific MAC addresses are specified:

vidual Addresses;

ip Addresses;

CALLING station Address;
ALL_STATION Address;
NO_STATION Address;

owing rules apply:

ip Address management is not within the scope of this specification;

he NO_STATION Address. If an HDLEE frame is received with it, it shall be con

as an invalid frame;

e only
ma

« bro
« the

HDLC frames transmitted from the primary station towards the secondary st

hdcast and multicast | frames shall be discarded;

tination Address field~shall be set to FALSE. Ul frames addressed to the ALL_ST

NO

« the
por
con
sta

| STATION or t6 a-Group address with P==TRUE shall be discarded;

6.4.2.5

Handling i | ' lenatt

Management Logical Device Address (the presence’of this device is mandatory).

Source Address field of a valid HDLC*frame may not contain either the ALL_STATION

sidered

htion(s)

contain the ALL_STATIONer the NO_STATION in the Destination Address Field;

P/F bit of messages. with ALL_STATION, NO_STATION or Group address in the Des-

ATION,

CALLING _station address is a special physical device address, to support eyent re-
ing; see-6@74.7. It shall be reserved to reference the server station initiating a ghysical
ection\te' the client station. It is not that station’s own physical address, therefore no
ion shall be configured to have the CALLING address as its own physical address.

Frames received at the server side may contain addresses which are expressed in different
length than the addressing scheme used within the receiving device. In such cases, the fol-

lowing

rules apply:

* As client addresses in this protocol shall be expressed in one byte, if the incoming frame
at the server side contains more than one byte in the Source Address field, the frame shall
be discarded.

« Destination addresses (DA) shall be handled according to Table 5.
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Table 5 — Handling inopportune address lengths

Length of the

received DA Length of the Behaviour
. own address
field

1 byte 2 bytes The received message shall be discarded

1 byte 4 bytes The received message shall be discarded

2 bytes 1 byte The received message is not discarded if the received lower MAC Address is
equal to the ALL_STATION address only. In this case, the message shall be sent
to the Logical Device(s) designated by the upper MAC Address field

2 bytes 4 bytes In this case, the value of the received one-byte lower and upper MAC addresses
shall be converted in the receiver into a two+two byte address, and the received
message shall be taken into account as if it was received in using a 4-bjyte
length Destination Address field

4 bytes 1 byte The received message is not discarded if the received lower and, upper [MAC
Addresses are both equal to the ALL_STATION address only;

4 bytes 2 bytes The received message may not be discarded if the recejved’lower MAC|Address
is equal to the ALL_STATION or to the CALLING_STATION address on|y. In the
first case, the frame shall be accepted only if the upper-MAC Address ig equal to
the ALL_STATION address, in the second case themessage shall be tgken into
account only if the upper MAC Address is equal t0)the Management Logical De-
vice Address and the CALLING DEVICE layer parameter is set to TRUH. In any
other case, the received frame shall be dis€arded

Three bytes or N.A. The frame shall be discarded

more than 4

bytes

6.4.3 Command and response frames

6.4.3.1 Selected repertoire

This stgndard uses the UNC basic repertoire of commands and responses, extended with the

Ul commands and responses, as défined in ISO/IEC 13239.

Table-6 — Command and response frames

Commands Responses
I I

RR RR

RNR RNR
SNRM UA

DISC DM

Ul Ul

FRMR
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Control field format

The encoding of the command/response frame control fields shall be modulo 8, as specified in
5.5 of ISO/IEC 13239) and in the table below:

Table 7 — Control field format

Whereas RRR is the receive sequence number N(R), SSS is the,send sequence numb

and P/

NOTE |
tations, t

6.4.3.3

The fun
frames

The | fr
a) N(S
b) N(R
expect
up to

For dat

is limit
see 6.4

MSB LSB
| RRRPFSSSO
RR RRRPFOO01T
RNR RRRPFO1O01
SNRM 100 P 0011
DISC 010 P 0011
UA 011 F 0011
DM 000 F 1111
FRMR 100 F 0111
Ul 00O0OPFOO11

F is the poll/final bit.

n this notation, the bit order is inverted compared to the notation in ISO/IEC 13239. However, in
he LSB is the first bit transmitted. (For transmission order,see/6.4.4.2.2.)

Information transfer command and response

ction of the information, | command and-fesponse is to transfer sequentially nu
each containing an information field.

ame control field shall contain twe sequence numbers:
, which shall indicate the.sequence number associated with the | frame; and

, which shall indicate the sequence number (as of the time of transmission) of t
d | frame to be received, and consequently shall indicate that the | frames nu
(R) — 1 inclusivehave been received correctly.

a integrity_reasons, in this profile, the default maximum length of the informati

4.4,3:1).

er N(S)

both no-

mbered

he next
mbered

bn field

bd to 128) bytes. Other values may be negotiated at connection establishment time,

6.4.3.4

L~ Receive ready command and response

The RR frame shall be used by a data station to

a) indi
b) ack

cate that it is ready to receive an | frame(s); and
nowledge previously received | frames numbered up to N(R) — 1 inclusive.

When transmitted, the RR frame shall indicate the clearance of any busy condition that was
initiated by the earlier transmission of an RNR frame by the same data station.
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6.4.3.5 Receive not ready command and response

The RNR, frame shall be used by a data station to indicate a busy condition, i.e. temporary
inability to accept subsequent | frames. | frames numbered up to N(R) — 1 inclusive shall be
considered as acknowledged. The | frame numbered N(R) and any subsequent | frames re-
ceived, if any, shall not be considered as acknowledged; the acceptance status of these
frames shall be indicated in subsequent exchanges.

6.4.3.6 Set normal response mode (SNRM) command

The SNRM command shall be used to place the addressed secondary station in the normal
response mode (NRM) where all control fields shall be one octet in length. The secondary
station|shall confirm acceptance of the SNRM command by transmission of a UA resppnse at
the firsf respond opportunity. Upon acceptance of this command, the secondary statign send
and regeive state variables shall be set to zero.

When tfhis command is actioned, the responsibility for all unacknowledged }*frames as$signed
to data| link control reverts to a higher layer. Whether the content of thieyinformation [field of
such upacknowledged | frames is reassigned to data link control for transmission or ngt is de-
cided at a higher layer.

The SNRM command may contain an optional information field\that is used for negotiation of
data liflk parameters (see 6.4.4.4.3.1) and to carry user information transported transparently
across [the link layer to the user of the data link.

6.4.3.7 Disconnect (DISC) command

The DIBC command shall be used to terminate an operational or initialization mode prgviously
set by & command. In both switched and non+switched networks, it shall be used to infoprm the
addresged secondary station(s) that the primary station is suspending operation and tlhat the
secondary station(s) should assume a dggically disconnected mode. Prior to actionjng the
command, the secondary station shall_confirm the acceptance of the DISC command| by the
transm|ssion of a UA response.

When tfhis command is actioned, the responsibility for all unacknowledged | frames as$signed
to data| link control reverts, to.a higher layer. Whether the content of the information [field of
such upacknowledged | frames is reassigned to data link control for transmission or ngt is de-
cided at a higher layer-

An infoymation field>may be present in the DISC command.

6.4.3.8 Unnumbered acknowledge (UA) response

The UA response shall be used by the secondary station to acknowledge the receipt and ac-
ceptance of SNRM and DISC commands.

The UA response may contain an optional information field that is used for negotiation of data
link parameters (see 6.4.4.4.3.1).

6.4.3.9 Disconnected mode (DM) response

The DM response shall be used to report a status where the secondary station is logically dis-
connected from the data link, and is, by system definition, in NDM.

The DM response shall be sent by the secondary station in NDM to request the primary/other
combined station to issue a mode setting command, or if sent in response to the reception of
a mode setting command, to inform the primary station that it is still in NDM and cannot action
the mode setting command. An information field may be present in the DM response.
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A secondary station in NDM shall monitor received commands to detect a respond opportunity
in order to (re)transmit the DM response, i.e. no commands (other than Ul commands) are
accepted until the disconnected mode is terminated by the receipt of a mode setting command
(SNRM).

6.4.3.10 Frame reject (FRMR) response

The FRMR response shall be used by the secondary station in an operational mode to report
that one of the following conditions which is not correctable by retransmission of the identical
frame resulted from the receipt of a frame without FCS error from the primary station:

« the receipt of a command or a response that is undefined or not implemented,

« thelreceipt of an I/Ul command or response, with an information field which exceeded the
maximum information field length which can be accommodated by the secondary/ com-
bing¢d station,

* thefreceipt of an invalid N(R) from the primary/combined station, i.e. an N(R) which identi-
fies| an | frame which has previously been transmitted and acknowledged or an | frame
whigh has not been transmitted and is not the next sequential | framé awaiting transmis-
sion; or

« thelreceipt of a frame containing an information field when no information field is pgrmitted
by the associated control field.

The sefcondary/combined station shall transmit the FRMR response at the first respgnd op-
portunify.

An infdrmation field that provides the reason for the frame rejection shall be included (see
5.5.3.412 of ISO/IEC 13239).

6.4.3.1 Unnumbered information (Ul) command and response

The Uljcommand shall be used to send-information to a secondary station(s) without affecting
the V(§) or V(R) variables at any station. Reception of the Ul command is not sequende num-
ber verjfied by the data link procedures; therefore, the Ul frame may be lost if a data |ink ex-
ception occurs during transmission of the command, or duplicated if an exception condition
occurs [during any reply to the'\command. There is no specified secondary station resppnse to
the Ul command. The Ul command may be sent independently of the mode of the dgata link
station|[(NDM or NRM).

6.4.4 Elements:.of the procedures
6.4.4.1 Overview

When {he’ physical link is established between the primary and the secondary stations, but
there i§ no”active data link channel established, both the client and the server side MAC sub-
layers are in NDM. In this mode, no information or numbered supervisory frames are trans-
mitted or shall be accepted. In this mode, the secondary station capability is limited to:

e accepting and responding to SNRM commands;
¢ accepting a Ul command;
¢ transmitting a Ul response at a respond opportunity;

* responding with a DM response to a received disconnect (DISC) command.

When an MAC connection is established, the MAC layer operates in the NRM. The secondary
station (the server) shall initiate data transmission only as a result of receiving explicit per-
mission to do so from the primary station (the client). After receiving permission (POLL BIT ==
TRUE), the secondary station shall initiate a response transmission. The response transmis-
sion may consist of one or more frames, while maintaining active data link channel state (see
6.4.4.3). The last frame of the response transmission shall be explicitly indicated by the sec-
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ondary station (FINAL BIT == TRUE). Following the indication of the last frame, the secondary
station shall stop transmitting until explicit permission is again received from the primary sta-

tion.

6.4.4.2

6.4.4.2.

Transmission considerations

1 Transparency

Subclause 4.3 of ISO/IEC 13239 specifies multiple transparency mechanisms.

For the purpose of this protocol, the non-basic frame format transparency mechanism has
been selected, as it is specified in 4.3.4 of that standard.

When U

sing the non-basic frame format with the frame format field, the length sub-field"a

bviates

the neg¢d for the bit or octet insertion methods to achieve transparency. Consequently, no

control

6.4.4.2

Addres|
mation

Fields,
most si
value (
signific
the cosg

6.4.4.2

An inv3

short ("hat is shorter than four octets-between flags using the 16-bits FCS), or one i

octet f
taining

Invalid

6.4.4.3
6.4.4.3

A HDL
transm
transm

octet transparency (octet insertion) is used in this MAC sub-layer operation.
2 Order of bit and octet transmission
5es, commands, responses, sequence numbers and data linkhihformation withi

fields shall be transmitted with the low-order bit first.

which carry values expressed in more than one octet, shall be transmitted v
gnificant octet first. For example, if an address field’is expressed in two octets
x1234, the most significant octet (0x12) will bgytransmitted first, followed by th

fficient of the highest term?) (corresponding-te x'°) also.

3 Invalid frame

lid frame is defined as one that is\noét properly bounded by two flags, or one thz

aming is violated (e.g. an “0™.bit occurs when the stop-bit is expected), or o
either an ALL_STATION or NO_STATION address in its Source Address field.

frames shall be ignared.

HDLC channel states
1 Active HDLC channel state

C channel is in active state when the primary station or a secondary station is
tting_a byte of the frame or an inter-octet fill. In active state, the right to ¢
ssion shall be reserved.

n infor-

ith the
vith the
e least

ant one (0x34). 16-bit HCS and FCS shall be transmitted to the line commencihg with

tis too
which
e con-

hctively
ontinue

6.4.4.3.2 Abort sequence

In this standard, the non-basic transparency is used, therefore the Abort Sequence HDLC
feature cannot be used. The abort sequence is specified (see 5.1.1.2 of ISO/IEC 13239) as a
two-octet sequence, starting with the control escape octet followed by a closing flag octet.
Receipt of this sequence is interpreted as an abort and the receiving data station shall ignore
the frame.

Annex A gives an example for FCS calculation.
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6.4.4.3.3 Start/stop transmission inter-octet time-out

The inter-octet time-out (T;,) for start/stop transmission is an optional time-out used for recov-
ering from situations in which excessive periods of time elapse between transmitted octets
within a frame. This time-out function (or equivalent) only applies to a frame that is being re-
ceived. The time-out function (or equivalent) is started once the stop bit of an octet is de-
tected and stopped upon receipt of the start bit of the next octet or when the time-out function
(or equivalent) runs out. Whenever this time-out occurs in the receiver, the end of the actually
received frame shall be assumed and the data stream shall be scanned for the next opening
flag sequence.

NOTE The value of T, depends on the media used. For PSTN connection T, = 25 ms.

6.4.4.3/4 Idle HDLC channel state

A DatalLink channel is in idle state when a continuous mark-hold condition persists fof a sys-
tem specific period of time (Tiqg.e)-

NOTE The value of Tige depends on the media used. For PSTN connection Tige = 25 ms!

6.4.4.4 HDLC channel operation — Description of the procedures
6.4.4.4{1 General

For thg purpose of this standard, unbalanced connection«mode data link operation hgs been
selected. An unbalanced data link involves one primary/station and one or more segondary
station{s). The primary station shall be ultimately responsible for overall data link erroi recov-
ery.

Subclapise 5.2 of ISO/IEC 13239 defines threeroperational and three non-operational modes.
For thg purpose of this standard, the NRM-(5.2.1.1 of ISO/IEC 13239) and the NDM (5.2.2.1
of ISO/JEC 13239) have been selected.

Each data station shall check for the correct receipt of the | frames it has sent to the [remote
data stption by checking the N(R)’of each numbered information and supervisory frames re-
ceived.

6.4.4.4|2 Data station‘characteristics

The primary station_is responsible for:

« setling up the data link and disconnecting the data link;

« sending’information transfer, supervisory and unnumbered commands; and

e checking received responses.

The secondary station shall be responsible for:

¢ checking received commands;

« sending information transfer, supervisory and unnumbered responses as required by the
received commands.
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6.4.4.4.
6.4.4.4.

3 Definition of the procedures

3.1 Setting up the data link

The primary station shall initialize the HDLC link with the secondary station by sending an
SNRM command and shall start a response time-out function (see 6.4.4.10.1). The addressed
secondary station, upon receiving the SNRM command correctly, shall send the UA response
at its first opportunity, and shall set its send and receive state variables to zero. If the UA re-
sponse is received correctly, the HDLC link set up to the addressed secondary station is
complete, and the primary station shall set its send and receive state variables relative to that

second

ary station to zero and shall stop the response time-out function.

If, upon receipt of an SNRM command the secondary station determines that it canngt enter
cated mode, it shall send the DM response. If the DM response is received\cqrrectly,

the ind
the prin

If the S
nored.
the prin
tion.

This ag
SNRM
ery act

6.4.4.4

The SN
also to
ramete

nary station shall stop the response time-out function.

NRM command, UA response or DM response is not received correctly, it shall be ig-
The result will be that the primary station’s response time-out funetion will run dut, and

hary station may re-send the SNRM command and restart thecresponse time-o

tion may continue until an UA or DM response has begh.received correctly or U
frame is transmitted MAX_NB_OF_RETRIES times (seg¢ 6.4.4.10.2). Any furthef
on takes place at a higher layer.

3.2 HDLC parameter negotiation during the connection phase

IRM/UA message exchange allows not only the establishment of the connecti
negotiate some data link parameters.{SO/IEC 13239 specifies a set of negotig
rs. For the purpose of this protocol,ta subset of these parameters has been sé¢

This subset of the negotiable HDLC pardméters contains two elements:

The de

Rules f

The ne

the WINDOW _SIZE parameter;
the MAXIMUM_INFORMATION_FIELD_LENGTH parameter.

fault values for these parameters are as follows:

default WINDOW,_SIZE = 1;
default MAXIMUM_INFORMATION_FIELD_LENGTH = 128 (804).

pr the nggotiation are as follows:

t func-

ntil the
recov-

on, but
ble pa-
lected.

gotiation starts with the SNRM frame. This frame may contain an Informatio

Field.

When the Inhformation Field is present, it shall be formatted as follows (see 5.5.3.2 of IBO/IEC

13239)

Example of an information field encoding (the parameter values representing the default):

|81 |80 |12 |05 |01 |80 |06 |o1 |80 |o7 |04 |00 |oo |oo |o1 |08 |o4 |oo |oo |oo |01 |

where

814
80y
124
054
014
80y

format identifier

group identifier

group length (18 octets)

parameter identifier (maximum information field length — transmit)
parameter length (1 octet)

parameter value
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parameter identifier (maximum information field length — receive)
parameter length (1 octet)

parameter value

parameter identifier (window size, transmit)

parameter length (4 octets)

parameter value (high byte of value)

parameter value

parameter value

parameter value (low byte of value)

084
04y
00y
00y
00y
01y

In mult
(see 6.

When the Information Field is present, the first two bytes’'— Format Identifier (81y) and

Identifi
negotig
P1/PL/H
ues.

The ab

rametef.

Beside
also co

Includimg other parametets in the Information Field implies the rejection of the SNRM

In this
SNRM

The pr|
frame.

parameter identifier (window size, receive)
parameter length (4 octets)

parameter value (high byte of value)
parameter value

parameter value

parameter value (low byte of value)

-octet fields (as in this example), the highest order bits are’in the first octet tran
1.4.2.2).

br (80y) — shall also always be present. On.the other hand, any (one or more
ble parameters may be absent. The absence of a particular parameter (P
V missing, see 5.5.3.1.2 of ISO/IEC 13289) shall be interpreted to mean defg

sence of the Information Field shall"be interpreted to mean default values for e

5 these negotiable HDLE\parameters, the Information Field of an SNRM fran
ntain a User data subfield.

case, a DM frame (with “Incorrect Parameter list within the Information Field
frame”) shall .be sent to the primary station.

bsencenof the user-defined parameter sub-field shall not imply the rejection

smitted

Group
of the
V=0 or
ult val-

hch pa-

ne may

frame.
of the

of the

If the secondary station receives a correct SNRM frame, and the requested connection can be
accepted, it shall respond with a UA frame. This UA frame shall carry the result of the HDLC
parameter negotiation.

The result shall be calculated by the secondary station by choosing the smaller value between
the proposed value of a parameter (sent with the SNRM frame) and the value of the corre-
sponding parameter at the secondary station, received with the UA frame.
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Example

Table 8 — Example for parameter negotiation values with the SNRM/UA frames

ramefers are considered as default values.

Proposed parameter/value Value of the corresponding pa- | Result (transmission/reception direc-
. rameter, which can be poten- tion from the point of view of the sec-
(by the received SNRM frame) | tj5)|y used by the secondary ondary station)
station
Max_info_field — transmit (054)/ | Max_info_field — receive (064)/ Max_info_field — receive (064)/
804 (128p) 404 (64p) 404 (64p)
Max_info_field — receive (064)/ | Max_info field — transmit (054)/ Max_info_field — transmit (05)/
804 (128p) 804 (128p) 804 (128p)
Wind¢w size — transmit (074)/ Window size — receive (084)/ Window size — receive (08u)/
00014 (1o) 00074 (7o) 00014 (1o)
Wind¢w size — receive (08y)/ Window size — transmit (074)/ Window size — trafismit (074)/
00074 (7o) 00074 (7o) 00074 (7o)
NOTH The incoming SNRM frame in the above case shall include an Information~Field, but in this field[only
the plesence of the ‘Window size — receive’ parameter is mandatory, because the values for the other pa-

The re
contain
ters. T
they c
6.4.4.1

After th
shall cq
* Ma
* Ma
o Wi
o Wi

N

M
6.4.4.4

The pr
DISC g
tion(s),
portuni

sponse UA frame will also include an Information/Field. This Information Fie

ne other two parameters are not necessarily.present in the response frame, b
arry the default values (see 6.4.4.10.5 for,Maximum information field lend
D.6 for Window size).

e successful exchange of SNRM/UA frames with the above parameters, bot

_info_field for transmissjon;Server (secondary station) — client (primary station
dows size for transmission client (primary station) — server (secondary station)

dows size for transmission server (secondary station) - client (primary station)

3.3 Disconnécting the MAC connection

_info_field for transmission client (primary station) - server (secondary station):

d shall

the ‘Max_info_field — receive’ (40y), and the Window size — transmit’ (07y) parame-

ecause
th and

h sides

nsider that the HDLC parameters for‘the established HDLC connection are as fpllows:

40,
): 804
01y
074

ommand_and shall start a response time-out function. The addressed second
upon receiving the DISC command correctly, shall send a UA response at its
y<and shall enter the NDM. If, upon receipt of the DISC command, the address

ondary

ry sta-
rst op-
ed sec-

mary station shall disconnect the MAC link with secondary station(s) by segding a
i

station is already in the disconnected made, it shall send a DM response The

primary

station, upon receiving a UA or DM response to a DISC command, shall stop the response
time-out function.

In the case of a multi-point configuration, the UA response from the secondary stations shall
not interfere with one another. The mechanism to avoid overlapping responses to the DISC
command using a group address or the all-station address is not within the scope of this stan-

dard.

If the DISC command, UA response or DM response is not received correctly, it shall be ig-
nored by the receiving station. This will result in the expiry of the primary station’s response
time-out function, and the primary station may re-send the DISC command and restart the re-
sponse time-out function.
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This action may continue until a UA or DM response has been received correctly or until the
DISC frame is transmitted MAX_NB_OF_RETRIES times. Any further recovery action takes
place at a higher layer.

6.4.4.4.3.4 Exchanging data

The receipt of MA-DATA.request primitive will cause the MAC sub-layer to transmit the re-
ceived Data to the peer MAC sub-layer using HDLC protocol procedures. Transferring Infor-
mation frames is only allowed when MAC Connection is already established and the MAC
sub-layer is in operational mode (NRM). In the case of Frame_type == | _COMPLETE (Infor-
mation) this Data will be transmitted in one or several information frames (I frames). Se-
quence numbering and acknowledgement procedures of HDLC shall be applied. If necessary,
the Daf = ; r MAC
layer hps to recombine these sub-frames after reception. A special procedure is spedified to
allow transmitting long messages from the server to the client. This procedurelis usling the
frame fypes |_FIRST_FRAGMENT, |_FRAGMENT, |I_LAST_FRAGMENT, and-is'desctibed in
6.4.4.5

In casg of Frame_type == Ul the received Data will be transmitted in alUtframe. In this case,
the sizp of the Data shall fit in one HDLC frame. Ul frames basically serve for bropdcast-
ing/multicasting, but may also be used for event reporting. Ul frames may be sent both in op-
erationpl mode (NRM) and in non-operational mode (NDM).

Excharjge of information frames
Information frame exchange is specified in detail in 6.11.4.2 of ISO/IEC 13239.

In conglusion, as the NRM is used, the secondary station shall initiate transmission pnly as
the resplt of receiving explicit permission to do so from the primary station; the primary|station
initiate$ each data exchange. The primary-station shall set the poll bit to “1” in the lasft frame
of a trgnsmission to solicit response frames from the secondary station. The secondary sta-
tion shall set the final bit to indicate the last frame of its response transmission (see $.4.3 in
ISO/IEC 13239).

| framgs containing N(S) send_and N(R) receive sequence numbers are used for copfirmed
informgtion transfer. | frames shall be acknowledged by the receiver. Several | frames may be
linked fogether, the poll/final bit indicates the last frame of such a sequence.

A time-{out function_shall be used in the primary station to monitor the responses of the sec-
ondary|station.

The following~examples show typical exchanges of frames in NRM with TWA transmission
(see 6.114.5 of ISO/IEC 13239). More examples can be found in ISO/IEC 13239.

Example 1: Start-up procedure and information transfer without transmission errors (window
size=3):

Primary SNRM,P 10,0P RR3,P
transmits D:D D—> D:D
Secondary UAF 10,1 11,1 12,1F 13,1 141

transmits [ PN ENER INENEE
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Example 2: Information transfer (window size 1) and closing procedure:

Primary 10,0P 11,1P 12,2P RR3,P DISC,P
transmits D—> D—> D—> [[D I:I:D
Secondary 10,1F 11,2F 12,3F RR3,F UAF
transmits D—) D—) D—) [[D [[D
Example 3: Information transfer with intermediate Ul frame:

Primary 10,0P 11,1P RR1,P RR1,P RR2,P
transmitg D—> D—> [[D [[D I:I:D
Secondary 10,1F RR2,F UILF 11,2F RR2(F
transmitg D—) I:I:D D—) D—) D:D
where

[L  |frame with info Il frame without info P/F poll/final bit

6.4.4.413.5 Window size considerations

The HIDLC standard allows transferring more than onevframe in a sequence before

knowle

Hge is due. The send and receive sequence-humbers allow acknowledgement

informgtion of how many frames have been correctly received. The maximum number

secutiv

e frames is referred to as the window size:

The mgximum value of the window size depends on the range of the send/receive se

numbe

s. In this protocol, 3-bit sequence numbering is used (range 0..7). Therefg

maximyim window size is 7.

The de
tions,
(see 6.

unless another value.’has been negotiated at connection establishmer
1.4.4.3.1).

If windpw size > 1 is used, consecutive frames may be linked together. In this case, 4
flag is Yised as both.the closing flag for one frame and the opening flag for the next fran
Figure [11).

an ac-
vith the
of con-

quence
re, the

fault value of the window size shall be 1 for both the primary and the secondary sta-

t time

single
he (see

If windpw size*> 1 is used and frames are not linked together, a time-out between consecutive

frames

hasto be observed (see 6.4.4.3.3).

6.4.4.4.3.6 Segmentation

In the frame format field, the segmentation subfield of 1 bit follows the format type subfield
and if present, reduces the length subfield by one bit. The field is used as follows (see 4.9.3

of ISO/

IEC 13239):

+ all MSDUs transmitted shall have the segmentation algorithm applied. The algorithm shall
be applied to MSDUs which fit in a single HDLC frame or those which must be transmitted
as a sequence of HDLC frames;

« the

final HDLC frame of an MSDU shall be sent with segmentation subfield = 0;

e when MSDUs must be transmitted in multiple HDLC frames, all except the final HDLC
frame of the MSDU shall be sent with their segmentation sub-field = 1.

« The HDLC window sequence numbers guarantee that all segments are sent/received in
order and that lost segments can be detected.
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6.4.4.5 Transferring long MSDUs from the server to the client

As servers are often embedded systems with relatively poor memory resources, a
mechanism is specified to transmit ‘long’ MSDUs from the server to the client.

NOTE From the implementation point of view, an MSDU is considered to be ‘long’ when the server does
enough room to allocate a buffer, which may contain the complete MSDU.

special

not have

In order to transmit transparently (from the point of view of the peer client MAC layer) these

long Service User layer PDUs, the server Service User layer shall be able to segm
complete PDU and send the first segment of it by invoking the DL-DATA.request servi
Frame_type == 1 _FIRST_FRAGMENT.

ent the
ce with

The sefver MAC sub-layer shall send the received MSDU within as many HDLC fra
necesspry, but it shall send the last frame with the Segmentation bit set to 1. When't
frame is acknowledged by the client MAC sub-layer (with a RR frame), the server MA
layer shall generate an MA-DATA.confirm primitive with Frame_type = |_FIRST-FRAGN

When the server Service User layer receives the DL-DATA.confirm primitiye, it shall s
next sggment of the long PDU, by invoking the DL-DATA.request service with Frame_
| FRAGMENT. HDLC frames containing this segment shall be transmitted similarly
frames|of the first segment: even the last HDLC frame shall be,sent with Segmentatic
1, and [on the receipt of the acknowledgement of this last frame{a DL-DATA.confirm p
shall bé¢ generated with Frame_type == | FRAGMENT.

The following segments of the long Service User layeryRDU shall be transmitted in th
way — until the last one, which shall be transmitted Using a DL_DATA.request servi

mes as
his last
C sub-
NENT.

end the
ype ==
to the
n bit =
rimitive

P same
ce with

Frame |type == | LAST_FRAGMENT. The final HDLC frame of that last fragment shall be

transmitted with the Segmentation bit = 0, meaping that the complete PDU has been
and regeived at the client side.

The client side shall generate an MA-DATA.indication primitive only when this fina
frame (with the Segmentation bit = Q)\is received: the fragmentation procedure prov
the serjer is not at all visible at the client side. That is the reason that this procedure
sidered to be transparent.

Figure|13 shows the corregsponding message sequence chart for the GET.request app|
layer s¢rvice. The READ-tequest service is treated in the same way.

sent —

HDLC
ded by
is con-

lication
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Client Client . Server Server
- . Client Server . Lo
Application Higher Protocol . ) Higher Protocol Application
Process Layer(s) Data Link Layer Data Link Layer Layer(s) Process
[ [ [ I I |
CF of the Server ASO in Association Established State
GET.req DL_DATA req(Data Sending GET.req a-pdu:
» o | frame (1 0,0 P=1, S=0)
” »| DL_DATA.ind(Dat
» GET.ind
DL_DATA.req
(I FIRST FRAGMENT GET.res (first_fragment)
o <
| frame (F=0, S=1) )
P | frame (F=0, S=1)
DL_DATA.cnf
P | frame (F=1, S=1) (
< |_FIRST_FRAGMENT;
RR frame (P=1, S=0) )OK
DL_DATA.réq GET (next_frggment)
( - »
I[;;I;{AGMENT P GET.res (fragment)
| frame (F=0, S=1) € B
< | frame (F=0, S=1) DL_DATA.cnf
=1 S= (
< | frame (F=1, S=1) | FRAGMENT
RR frame (P=1, $=0) )OK
»
DL_DATA.req 71 cET (next_frggment)
( >
|_FRAGMENT GET.res (frdggment)
Data <
P | frame (=0, S=1) <)
N DL_DATA.req
(
I_LAST_FRAGMENT
Data ‘GET.res (last Jfragment)
P | frame (F=0, S=1) ol h
GET.c 1f(Data) EL_DATA.ind(Data : | frame (F=1, S=0)
1 <
I | [ | I | | | |
IEC 260/02
Figure 13 — MSC for long MSDU transfer in a transparent manner
6.4.4.6 Multicasting and broadcasting
Multicalsting and\broadcasting are possible using Ul frames. In the present environmgnt, this
is allowed only.for the clients — servers are not allowed to send frames with broadcast [or mul-
ticast gdddréss'in the Destination_Address field.

Ul frames shall be reported to the service user layer if the Destination Address of the frame
designates one of the local MSAPs, if it is an existing local group address, or if it is the
broadcast MAC address.

Only Ul (and DISC)1) messages may serve as broadcast or multicast messages; all other
message types with any broadcast or multicast address in the Destination_Address field shall
be discarded by the server MAC sub-layer. Broadcast and multicast Ul messages shall always

When the data link layer specified in this standard is used together with the COSEM application layer
specified in IEC 62056-53, releasing of Application Association is done by disconnecting the supporting data
link layer connection. To release non-pre-established multiple Application Associations, the DISC command
may also be sent with a broadcast or multicast address. The mechanism used to avoid overlapping responses
to the dis- connect (DISC) command using a group address or the all-station address is not within the scope of
this standard. SNRM commands using group or the all-station address must not be taken into account by the
Server.
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be sent with Poll bit == FALSE. Broadcast and multicast Ul frames with Poll == TRUE shall be

discarded.

Broadcast and multicast are allowed both to the logical devices within a physical device, using
the upper HDLC address and to physical devices, using the lower HDLC address.

Physical Device 1

Logical Device A

Logical Device B

Physical Device 2

Logical Device C Logical Device D

Q14 12, 01y 18y A1
21, k
m IEC 261/02
Figure 14 — Example configuration to illustrate broadcasting
Figure |14 shows an example with two Physical Devices;yeach of them including two [Logical

Device

5. MAC Addresses for these devices are as follows:

Table 9 — Summary of MAC Addresses for the example

Uppen MAC Address (logi- Lower MAC Address
cal device) (physical device)
Logical Device A 0Ty 214
Logical Device B 124 21y
Logical Device C 01y 22y
Logical Device D 131 22y

Messages with a broadcast address at any MAC address level shall be handled as follgws:

Table 10 — Broadcast Ul frame handling

Lower MAC Address

(Physica| Device Address)

Upper MAC Address
(Logical Device Address)

Ul message handling

Individual (e.g. 21y)

Individual (e.g. 01y)

The incoming Ul frame shall be sent to the individually
addressed Logical Device within the individually ad-
dressed Physical Device. In the example, it is Logical
Device A. The MAC sub-layer of Physical Device 2 shall
discard the received frame

Individual (e.g. 22y)

Broadcast (7Fn)

The incoming Ul frame shall be sent to all Logical De-
vices within the individually addressed Physical Device.
In the example, the message shall be sent to Logical
Devices C and D. The MAC sub-layer of Physical Device
1 shall discard the received frame

Broadcast (7Fy)

Individual (e.g. 01y)

The incoming Ul frame shall be sent to all individually
addressed Logical Devices in all Physical Devices. In

the example, the message shall be sent to Logical De-
vices Aand C

Broadcast (7Fn)

Broadcast (7Fn)

The incoming Ul frame shall be sent to all Logical De-
vices in all Physical Devices. In the example, the mes-
sage shall be sent to Logical Devices A, B, C, and D
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6.4.4.7 Sending a Ul frame from the server to the client

This subclause discusses a situation where a server MAC layer receives a DL-DATA.request
service invocation with Frame_type = Ul.

By its nature, this request may happen at any moment, in an asynchronous manner. (It is not
the result of a previous DL-DATA.indication, thus it is non-solicited.) Therefore, when it hap-
pens, the server MAC layer generally has no right to send it out immediately (“no right to
talk”). Consequently, this Ul packet shall be stored in the MAC layer, while waiting for the op-
portunity to be sent out.

Pending Ul frames can be sent on the following conditions:

When @ DL-DATA.request invocation with frame_type | COMPLETE, |_FIRST FRAGQMENT,
|_FRAGMENT, or |_LAST_FRAGMENT is received. The pending Ul frame(s)'shall be gdent out
just before the last window, which shall contain the closing Final=TRUE(bit of the transmis-
sion.

Client Client Client Server Server Server
Agplication Higher Protocol . - Higher Protocol Application
Hrocess Layer(s) Data Link Layer Data Link Layer Layer(s) Process
HVENT

A

Generally between the detection of the Event and the EventReport.req some other actionitake place, as it is specified in the Application Layer document

No right to talk,
Ul status=NO

No right to talk,
Ul status=YES

DL_Data.req(Ul)

EventReport.req or
InformationReport.req

<&
<€

This period of time is not controlled*by the server, and may be filled with - non | - frame exchanges

XX.req

> DL_DATAreq())

Sending XX.req a-pdu: | frame ([X,Y], P=1, S=0)

»
>

Right to talk,
Ul status=YES

DL_DATA.ind
— I

> XXind

XX.res

Sending the pending Ul frame (Ul, F=FALSE)

<
| DL_DATA-req(l) <
<€

DL-DATA.ind(UI)

A

EventReport.ind
<

A

<

XX.enf

Right to talk,
Ul status=NO

‘Sending XX.req a-pdu: | frame ([X,Y+1], F=TRUE, S=0

DL-DATA.ind(1)

A

No right to talk,
Ul status=NO
J [ ] [ ] [ ] [ ] [ ]
IEC 262/02

Figure 15 — Sending out a pending Ul frame with a .response data

In receipt of a RR frame with P=1. If the server MAC layer has no pending | or Ul frame when
a RR frame is received, normally it shall respond with another RR frame, just to give back the
“right to talk” to the HDLC primary station. When there is a pending Ul frame, this Ul frame
shall be sent out before the normal response frame.
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Client
Application
Process

Client
Higher Protocol
Layer(s)

Client
Data Link Layer

Server Server Server
Data Link Layer Higher Protocol Application
Layer(s) Process
EVENT

Generally between tl

he detection of the Event and the EventReport.req some other actions take place, as it is specified in the Applicat

tion Layer document

No right to talk,
Ul status=YES

No right to talk,
Ul status=NO

DL_Data.req(Ul)

EventReport.req or
InformationReport.req

<&
<

This period of time is not controlled by the server, and may be filled with - non | - frame exchanges

RR([X], P=1)

P

Right to talk,
Ul status=YES

Sending the pending Ul frame (Ul, F=FALSE)

EventReport.ind
<

DL-DATA.ind(Ul) |«
Right to talk,
Ul status=NQ
P RR([Y], F=TRUE)
N

N6, right to talk,
Ul status=NO

a)

B B B B IEC 263/02
Figure 16 — Sending out a pending Ul frame with a response to a RR frame
In receipt of a Ul frame with P=1 and with zero length information field (empty Ul frame).
The receipt of this frame shall make the server data link layer send out all pending Ul
frames. The last Ul frame shall be sentout with F=TRUE.
Clignt Client . Server Senfer
d . Client Server . 1
Appligation Higher Protocol \ X Higher Protocol Applicgition
Progess Layer(s) Daga Ljnk Layer Data Link Layer Layer(s) Procgss
EVENT
Generally between'the detection of the Event and the EventReport.req some other actions take place, as it is specified in the Application Layer document
EventReport.req or
Ul status=NO InformationReport.req
DL_Datareq(Ul) [«
Ul status=YES
This period of time is not controlled by the server, and may be filled with - non | - frame exchanges
Sending an empty Ul frame
Right to talk,
i Ul status=YES >
P Sending the pending Ul frame (Ul, F=TRUE)
EventReport.ind < DEPATAIndUY -
< i < No right to talk, >
Ul status=NO
| [ ] [ ] [ ] [ ] [ ]
IEC 264/02

Figure 17 — Sending out a pending Ul frame on receipt of an empty Ul frame
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6.4.4.8 Handling the CALLING device physical address

It is possible that the server initiates a physical connection establishment to the client device.
Once this physical connection is established, the server can place a Ul message in the MAC
layer, which sends it out on one of the conditions discussed in 6.4.5.7.

As the client does not know whether the incoming call has come from a single meter or from a
multi-drop configuration, it shall use CALLING Physical Device address in place of the MAC
Physical Destination Address parameter. If the client wishes to send an SNRM frame to the
server, the frame shall contain the following parameters:

Source Address: Client Management Process HDLC Address (014)
Destination Address
Lower MAC Address: CALLING Physical Device Address (7En)
Upper MAC Address: Management Logical Device Address (014)
Poll bit: TRUE
nformation Field: Negotiable HDLC Layer Parameters (Cif any )

Only the initiator server device shall respond to this SNRM frame.

vice address. Nevertheless, it shall accept the incoming SNRM*frame including the CALLING
Physical Device Address (a special lower MAC Address,-reserved for this purpoge, see
6.4.2.4).

When(ihe initiator is a single meter, it does not necessarily have,its own proper physjcal de-

A problem might occur when the initiator of the call was a server of a multi-drop configtiration:
all serfers of the multi-drop will receive the incoming SNRM frame, and all servers shall rec-
ognize [that it is addressed to the CALLING Physical Device. In order to avoid potent{al con-
flicts, gnd to correctly handle the CALLING, Physical Device Address, the lower MAL layer
shall cpntain a CALLING DEVICE (Boolean) layer parameter, with default value = FALSE.
Once the device’s Application ProcessJinitiates a call, it shall set this layer paranjeter to
TRUE.

NOTE $ingle meters may also use the . CALLING DEVICE (Boolean) layer parameter. In this case, it shall always
be set to] TRUE.

When the MAC layer receives a HDLC frame with the CALLING device address in the|'‘Physi-
cal MAIC Address’ portion*of the Destination Address field, it shall check the valug| of the
CALLING DEVICE layer variable, and if it is FALSE, it shall discard the incoming frame. On
the other hand if CALLING DEVICE = TRUE, the MAC layer shall consider that it was ad-
dressed to that device, and shall pass the DL-CONNECT.indication to the upper layern. Using
this layler variable ensures that only the originator server shall respond to the received SNRM
frame.

When t = it f i f f me has
been addressed to that device via the CALLING DEVICE address, it shall handle this SNRM
exactly as if it was addressed to this device via its proper physical address: depending on the
acceptability of the requested MAC connection it shall respond either with a UA or with a DM
frame. The Lower MAC Address sub-field of the source address field of this UA or DM frame
shall contain not the CALLING DEVICE address, but the proper Physical Address of the re-
sponding device.

When the current session terminates — PH-ABORT.indication is received — the MAC layer
shall set the value of the CALLING DEVICE variable to FALSE.
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6.4.4.9 Exception recovery
6.4.4.9.1 Response time-out

In the primary station, a time-out function is used to monitor the responses of the secondary
station (see 6.11.4.3 of ISO/IEC 13239).

The response timer is started after transmission of a frame with the poll bit set to “1”. It is re-
started after receipt of an error-free frame with the final bit set to “0”. It is stopped after re-
ceipt of an error-free frame with the final bit set to “1”.

If a time-out occurs, the primary station shall retransmit the last frame it has sent. If the last
frame Ient was an information frame, this T frame shall not be retransmitied but a RR frame
shall b¢ sent in order to poll the secondary station and resynchronize | frame numbering.

The dufration of the time-out function and the maximum number of retries are defined b¢low.

6.4.4.9|2 FCS and HCS error

Frameg that have no HCS (only an FCS, frames without information(field) shall be trepted as
described in 4.2.6 of ISO/IEC 132309.

Frameg received with an HCS error are treated as described)in 5.6.3 of ISO/IEC 13239. Fur-
thermofe, all consecutive frames that are directly concatenated have to be discarded (no
frame fesynchronization possible because the length field of the erroneous frame hag to be
ignored).

Frameg received with an FCS error, but with an @rror-free header (no HCS error), shall not be
accepted by the receiver, except for examination of the length field, the state of the|P/F bit
and thg value of the N(R) field.

6.4.4.9|3 N(S) sequence error

Sequernce errors shall be handled.as defined in 5.6.2 of ISO/IEC 13239. Poll/final bit recovery
shall b¢ used (5.6.2.1 of ISO/IEC"13239).

6.4.4.9/4 Command/response frame rejection

A command/response.rejection exception condition shall be handled as specified in $.6.4 of
ISO/IEC 13239. The secondary station shall send a FRMR response with appropriate diag-
nostics|information. On receipt of an FRMR response, the primary station shall at leagt issue
a SNRIM command before continuing with information exchange.

6.4.4.9|15" Busy
Busy conditions shall be treated as specified in 5.6.1 of ISO/IEC 13239.

6.4.4.10 Time-outs and other MAC sub-layer parameters

This subclause contains the list of time-outs and other MAC sub-layer parameters associated
with services for the MAC sub-layer.

6.4.4.10.1 Time-out 1: Response time-out (TO_WAIT_RESP)

This time-out function is provided only by the MAC sub-layer of the primary station (client) —
and is the same for all command (SNRM, DISC) and numbered information (I) frames. The
maximum time waited by the primary station for the return frame from the secondary station
before retrial must be chosen for example as:
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TO_WAIT_RESP > RespTime + 2*MaxTxTime

where RespTime represents the theoretical response time of the secondary station and
MaxTxTime the maximum time for transmission of a frame.

6.4.4.10.2 Layer Parameter 1: Maximum number of retries (MAX_NB_OF_RETRIES)

If no response frame is received during TO_WAIT_RESP time-out, the client MAC sub-layer
will repeat the transmission of the command frame MAX_NB_OF_ RETRIES times. This pa-
rameter is provided only by the client MAC sub-layer. If no response is received after the last
time-out, the MAC sub-layer will generate a .confirm service indicating the reason
(NOK_MAX NB RETRIES). In this case, the user layer shall request shutting down of the
MAC Cpnnection by invoking the MA-DISCONNECT.request service.

NOTE 1| This parameter does not apply on the unnumbered information ( Ul ) frames.
NOTE 2 | Shutting down the MAC connection is not done by the client MAC sub-layer itself.
6.4.4.10.3 Time-out 2: Inactivity time-out

This tignhe-out is re-started each time that an octet is sent or recéived to/from the ghysical
layer. |If the Inactivity Time-out runs out, the data link ldyer shall generate (a DL-
LM_EVENT.indication primitive, signalling that no character hds been sent/received| during
that pefiod, and re-start the inactivity time-out.

6.4.4.1p.4 Time-out 3: Inter-frame time-out
The maximum permitted time between the stop bit\of a character (octet) and the start bit of
the next character within a frame (T;,) shall be ‘selected to meet the requirements| of the

physical medium used. Whenever this time-out™occurs in the receiver, the end of the actually
received frame shall be assumed.

NOTE The inter-octet time out, defined in 6.4.4.3.8] is the same as the inter-frame time-out.

6.4.4.1D.5 Maximum informatjon-field length

The mgximum information field-length is 128 bytes by default and may be negotiated [at con-
nection time. The maximum\value depends on the quality of the physical channel.

6.4.4.10.6 Window.size

The wihdow size/is' 1 by default and may be negotiated at connection time. The maximum
value df the window size is 7.

6.4.5 State transition diagram for the server MAC sub-layer

Figure 18 shows a simplified state transition diagram for the server MAC sub-layer.
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