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International Standard IEC 62056-4-7 has been prepared by IEC technical committee 13:
Electrical energy measurement and control.

This first edition cancels and replaces IEC 62056-47 published in 2006. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) This standard is applicable now both for IP4 and IPv6 networks;

b) Latest editions of the IEC 62056 suite are referenced.

c)

The te

Full information on the voting for the approval of this standard.can be found in the re
voting

This puiblication has been drafted in accordance with the-ISO/IEC Directives, Part 2.
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data e

DLMS/COSEM IANA-registered port numbers added.

t of this standard is based on the following documents:
CbhV Report on voting
13/1570/CDV 13/1595/RVC

ndicated in the above table.

f all parts in the IEC 62056 series, published under the general title Electricity m
change — The DLMS/COSEM suite, can be\found on the IEC website.

port on

ptering

The cdgmmittee has decided that the contents of this publication will remain unchanggd until
the stqbility date indicated on the IEC Wweb site under "http://webstore.iec.ch" in the data
related to the specific publication. At this: date, the publication will be

e recpnfirmed,

e withdrawn,

e replaced by a revised edition, or

e amgnded.

IMPORTANT:= The 'colour inside’' logo on the cover page of this publication indicates

that i
undergstanding of its contents. Users should therefore print this document usiing a
colour printer.
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INTRODUCTION

This standard specifies the DLMS/COSEM transport layer for IP (IPv4 or IPv6) networks. It
shall be read together with IEC 62056-9-7:2013, Electricity metering data exchange — The
DLMS/COSEM suite — Part 9-7: Communication profile for TCP-UDP/IP networks.
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 4-7: DLMS/COSEM transport layer for IP networks

1 Scope

This p; e C62056-spec 8s—a—cohnection-less—and-a—connectic ort layer
(TL) for DLMS/COSEM communication profiles used on IP networks.

These [TLs provide OSlI-style services to the service user DLMS/COSEM AL. Jhe/conngction-
less TL is based on the Internet Standard User Datagram Protocol (UDP). The conngction-
oriented TL is based on the Internet Standard Transmission Control Protogol{TCP).

The DELMS/COSEM TL consists of the UDP or TCP transport layef |FTCP and an additional
sublaygr, called wrapper.

Annex|A shows how the OSlI-style TL services can be converted to and from UDP and TCP
function calls.

2 Nd

yrmative references

The fo
are in
undat
amend

IEC 6

measu|
Types
instru

IEC TR

IEC TH
contro
using |

lowing documents, in whole or in part, are’normatively referenced in this documant and
ispensable for its application. For dated references, only the edition cited appli¢s. For
d references, the latest edition\'of the referenced document (including any

ents) applies.

050-300:2001, International- Electrotechnical Vocabulary (IEV) - Electricgl and
ic measurements and.measuring instruments — Part 311: General terms reldting to
ements — Part 312: Geheral terms relating to electrical measurements — Pajt 313:
of electrical measufing instruments — Part 314: Specific terms according to the type of
ent

62051:1999, Electricity metering — Glossary of terms

62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
— Glossary of terms — Part 1: Terms related to data exchange with metering equjpment
DLMS/COSEM

IEC 62
Part 5-

IEC 62
Part 6-

056-5-3:2013, Electricity metering data exchange — The DLMS/COSEM suite -
3: DLMS/COSEM application layer?

056-6-2:2013, Electricity metering data exchange — The DLMS/COSEM suite -
2: COSEM interface classes?

1 Edition 2 of IEC 62056-5-3 to be published.

2 Edition 2 of IEC 62056-6-2 to be published.
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IEC 62056-9-7:2013, Electricity metering data exchange - the DLMS/COSEM suite -
Part 9-7: Communication profile for TCP-UDP/IP networks

STD 0006, User Datagram Protocol. Edited by Jon Postel, August 1980. Available from:
http://www.fags.org/rfcs/std/std6.html

STD 0007, Transmission Control Protocol. Edited by Jon Postel, September 1981. Available
from: http://www.fags.org/rfcs/std/std7.html

NOTE See also Bibliography for other related Internet RFCs.

3 T¢rms, definitions and abbreviations

3.1

For th

IEC TR 62051 and IEC TR 62051-1 apply as well as the following:

3.1.1
applic

an elelment within a real open system which performs thedinformation processing
u

partic

[SOURCE: ISO/IEC 7498-1: 1994, 4.1.4]

3.1.2
applic

systent-independent application activities that(are made available as application serv

the ap
part of

3.2
APDU
AL
AP
AE
COSE]
DHCP
DLMS
COSE]
FTP
HTTP
IANA
P
PDU
PAR
SNMP
TCP
TFTP
TL
UDP

FTerms and definitions

e purposes of this document, the terms and definitions given inJ1EC 6005

Ation process

lar application

ation entity

the communication aspects of an-application process

Abbreviations

Application Layerf Protocol Data Unit
Application Layer

Application Process

Application Entity

=

COmpanion Specification for Energy Metering
Dynamic Host Configuration Protocol

Device Language Message Sepcification

vhon _IP - The TCP-UDP/IP based COSEM communication profile

File Transfer Protocol

HyperText Transfer Protocol

Internet Assigned Numbers Authority
Internet Protocol

Protocol Data Unit

Positive Acknowledgement with Retransmission
Simple Network Management Protocol
Transmission Control Protocol

Trivial File Transfer Protocol
Transport Layer

User Datagram Protocol

0-300,

for a

ces to

plication agent, e.g., a set of application service elements that together perform all or


http://www.faqs.org/rfcs/std/std6.html
http://www.faqs.org/rfcs/std/std7.html
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WPDU Wrapper Protocol Data Unit

4 Overview

In the DLMS/COSEM_on_IP profiles, the DLMS/COSEM AL uses the services of one of these
TLs, which use then the services of the Internet Protocol (IP) network layer to communicate
with other nodes connected to the abstract IP network.

When used in these profiles, the DLMS/COSEM AL can be considered as an Internet standard
application protocol (like the well-known HTTP, FTP or SNMP) and it may co-exist with other
Internet application protocols, as it is shown in Figure 1.

Application / Data models

Files

WEB
pages

COSEM
interface model

Standard application protocols

e.g. FTP

e.g. HTTP

DLMS/COSEM AL
ACSE + xDLMS

AN

<7

Wrapper

¥

‘ Internet Transport Layer (UDP or TCP)

/
y

A
/

Internet Network Layer (IP)

A

Y

A

Convergence / Adaptation Layer

A
Y

Data Link Layer

A

‘ Physical Layer ‘

IEC

Figure 1 —- DLMS/COSEM as a standard Internet application protocol

For DLMS/COSEM, the following port numbers have been IANA. See

http://www.iana.org/assignments/port-numbers.

registered by the

4059/TCP DLMS/COSEM
4059/UDP DLMS/COSEM

e dims/cosem
e dims/cosem
As the DLMS/COSEM AL specified in IEC 62056-5-3 uses and provides OSl-style services, a

wrapper has been introduced between the UDP/TCP layers and the DLMS/COSEM AL.
Therefore, the DLMS/COSEM TLs consist of a wrapper sublayer and the UDP or TCP TL. The


http://www.iana.org/assignments/port-numbers
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wrapper sublayer is a lightweight, nearly state-less entity: its main function is to adapt the
OSl-style service set, provided by the DLMS/COSEM TL, to UDP or TCP function calls and

vice versa.

In addition, the wrapper sublayer has the following functions:

e it provides an additional addressing capability (wPort) on top of the UDP/TCP port;

e it provides information about the length of the data transported. This feature helps the
sender to send and the receiver to recognize the reception of a complete APDU, which
may be sent and received in multiple TCP packets.

As sppnifinr‘l in IEC 62056-9-7:2013 _Clause 6 _the DI MS/COSEM Al s listening only on one
UDP of TCP port. On the other hand, as defined in IEC 62056-6-2:2013, 4.7, a DLMS/QOSEM
physical device may host several client APs or server logical devices. The\ additional
addreslsing capability provided by the wrapper sublayer allows identifying these APS.
The stfucture of the DLMS/COSEM TL and their place in COSEM_on_IP is. shown in Fidqure 2.
COSEM Application Process TCP Connection ‘ COSEM Application Prodess ‘
Managet
COSHM application » COSEM applikation
layler services @ _g layer serviges
@ 2]
DLMS/COSEM Application Layer ] E ‘ DLMS/COSEM Application|Layer ‘
[&]
DLMS/CJSEM connectionless g 3 TCP- DLMS/COSHM
transport services o 2] ABORT.ind connection-orignted
UDP-DAJTA.req/.ind/(.cnf) o Q transport serv|ces
o 9 TCP-DATA.req/.ifd/(.cnf)
2
DLMS/CQSEM UDP-based Transport Layer DLMS/COSEM TCP-based Transport Layer
‘ Wrapper ‘ ‘ Wrapper ‘
. TCP function palls
UDPP function calls ) ]
active/passive PPEN,
SHND, RECEIVE jE jE SEND. RECHIVE
‘ Internet’ UDP ‘ ‘ Internet TCP ‘
‘ IP and lower layers ‘ ‘ IP and lower layers ‘
a) the UDP-based profile b) the TCP-based profile
IEC

Figure 2 — Transport layers of the DLMS/COSEM_on_IP profile

The service user of both the UDP-DATA and the TCP-DATA services is the DLMS/COSEM
AL. On the other hand, the service user of the TCP-CONNECT and TCP-DISCONNECT
services is the TCP Connection Manager Process. The DLMS/COSEM TCP-based TL also
provides a TCP-ABORT service to the service user DLMS/COSEM AL.

5 The DLMS/COSEM connection-less, UDP-based transport layer

5.1 General

The DLMS/COSEM connection-less TL is based on the User Datagram Protocol (UDP) as
specified in STD 0006.
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UDP provides a procedure for application programs to send messages to other programs with
a minimum of protocol mechanism. On the one hand, the protocol is transaction oriented, and
delivery and duplicate protection are not guaranteed. On the other hand, UDP is simple, it
adds a minimum of overhead, it is efficient and easy to use. Several well-known Internet
applications, like SNMP, DHCP, TFTP, etc., take advantage of these performance benefits,
either because some datagram applications do not need to be reliable or because the
required reliability mechanism is ensured by the application itself. Request/response type
applications, like a confirmed COSEM application association established on the
DLMS/COSEM UDP-based TL, then invoking confirmed xDLMS data transfer services is a
good example for this second category. Another advantage of UDP is that being connection-
less, it is easily capable of multi- and broadcasting.

UDP Hasically provides an upper interface to the IP layer, with an additional identification
capability, the UDP port number. This allows distinguishing between APs, hosted in\thg same
physical device and identified by its IP address.

NOTE [The addressing/identification scheme for the COSEM_on_IP profiles is defined inyIEC 62056-9}7:2013,
Clause §.

5.2 PBervice specification for the DLMS/COSEM UDP-based transport layer
5.2.1 General

The DEMS/COSEM UDP-based TL provides only a data transfer service: the connectipn-less
UDP-DOATA service. Consequently, the service specification)for this service is the same for
both the client and server TLs, as it is shown in Figure 3.

The .request and .indication service primitives are.mandatory. The implementation |of the
local .gonfirm service primitive is optional.

The xOQLMS APDU pre-fixed with the wrapper header shall fit in a single UDP datagram
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Figure 3 — Services of the DLMS/COSEM>connection-less, UDP-based transport layer

5.2.2 The UDP-DATA service
5.2.2.1 UDP-DATA.request

Functipn

This primitive is the service request primitive for the connection-less mode data transfer
servicq.

Semartics of the sérvice primitive

The pr|mitiveshall provide parameters as follows:

| UDP-DATA.request (

Local_wPort,
Remote_wPort,
Local_UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote IP_Address,
Data_Length,

Data

)

The Local_wPort, Local_UDP_Port and Local_IP_Address parameters indicate wrapper Port
number, UDP Port number and IP Address parameters belonging to the device /
DLMS/COSEM AE requesting to send the Data. The Remote_wPort, Remote_UDP_Port and
Remote IP_Address parameters indicate the wrapper Port number, UDP Port number and IP
Address parameters belonging to the device / DLMS/COSEM AE to which the Data is to be
transmitted.
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The Data_Length parameter indicates the length of the Data parameter in bytes.
The Data parameter contains the xDLMS APDU to be transferred to the peer AL.
Use

The UDP-DATA.request primitive is invoked by either the client or the server DLMS/COSEM
AL to request sending an APDU to a single peer AL, or, in the case of multi- or broadcasting,
to multiple peer ALs.

The reception of this service primitive shall cause the wrapper sublayer to pre-fix the wrapper
headerll to the APDU received, and then to call the SEND() function of the UDP sublayer with
the properly formed WPDU, see at 5.3.2, as DATA. The UDP sublayer shall transinit the
WPDU]|to the peer wrapper sublayer as described in STD 0006.

5.2.2.2 UDP-DATA.indication

Functipn

This pfimitive is the service indication primitive for the connection-less mode data transfer
servicqg.

Semaritics of the service primitive

The pr|mitive shall provide parameters as follows:

UDP-DATA.indication (
Local_wPoftty
Remote . wPort,
Local &DP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote IP_Address,
Data_Length,
Data

)

The Lqcal _wPort, Local UDP_Port and Local IP_Address parameters indicate wrappér Port
numbey, UDP Port “\anumber and |IP Address parameters belonging to the device /
DLMS/COSEM AE\‘receiving the Data. The Remote_wPort, Remote_UDP_Poift and
Remotg IP_Addréess parameters indicate the wrapper Port number, UDP Port number fand IP
Addregs parameters belonging to the device / AE which has sent the data.

The D3taikength parameter indicates the length of the Data parameter in bytes.

The Data parameter contains the xDLMS APDU received from the peer AL.
Use

The UDP-DATA.indication primitive is generated by the DLMS/COSEM UDP based TL to
indicate to the service user DLMS/COSEM AL that an APDU from the peer layer entity has
been received.

The primitive is generated following the reception of an UDP Datagram by the UDP sublayer,
if both the Local UDP_Port and Local wPort parameters of the message received contain
valid port numbers, meaning that there is a DLMS/COSEM AE in the receiving device bound
to the given port numbers. Otherwise, the message received shall simply be discarded.
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5.2.2.3 UDP-DATA.confirm

Function

This primitive is the optional service confirm primitive for connection-less mode data transfer
service.

Semantics of the service primitive

The primitive shall provide parameters as follows:

UDP-DATA.confirm (
Local_wPort,
Remote wPort,
Local UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_ IP_Address,
Result

)

The Le¢cal_wPort, Remote_wPort, Local UDP_Port, Remote UDP_Port, Local IP_Address
and Repmote_ |IP_Address parameters carry the same valuestas the corresponding| UDP-
DATA.fequest service being confirmed.

The vdlue of the Result parameter indicates whetherthe DLMS/COSEM UDP-based TL was
able to| send the requested UDP Datagram (OK) or not(NOK).

Use

The UDP-DATA.confirm primitive is .optional. If implemented, it is generated by the
DLMS/COSEM TL to confirm to the service user DLMS/COSEM AL the result of the previous
UDP-DATA.request. It is locally genefated and indicates only whether the Data in the .request
primitiye could be sent or not. In-other words, an UDP-DATA.confirm with Result F= OK
means|only that the Data has_beeh sent, and does not mean that the Data has been [or will
be) sug¢cessfully delivered to the destination.

5.3 Protocol specification for the DLMS/COSEM UDP-based transport layer
5.3.1 General

As it ig shown(in Figure 2, the DLMS/COSEM UDP-based TL includes the Internet Standard
UDP lgyer, as-specified in Internet Standard STD 0006, and the DLMS/COSEM-specific light-
weight|wrapper sublayer.

In this communication profile, the wrapper sublayer is a state-less entity: its only roles are to
ensure source and destination DLMS/COSEM AE identification using the wPort numbers and
to provide conversion between the OSl-style UDP-DATA.xxx service invocations and the
SEND() and RECEIVE() interface functions provided by the standard UDP.

Although it is not necessary in the UDP-based profile, in order to have the same wrapper
protocol control information — in other words the wrapper header — in both TLs, the wrapper
sublayer shall also include the Data Length information in the wrapper protocol data unit.

5.3.2 The wrapper protocol data unit (WPDU)
The WPDU consists of two parts:

e the wrapper header part, containing the wrapper control information; and
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o the data part, containing the DATA parameter — an xXDLMS APDU - of the corresponding

ub

P-DATA.xxx service invocation.

The wrapper header includes four fields, see Figure 4. Each field is a 16 bit long unsigned
integer value.

e Version: carries the version of the wrapper. Its value is controlled by the DLMS UA. The
current value is 0x0001. Note, that in later versions the wrapper header may have a
different structure;

e Source wPort: carries the wPort number identifying the sending DLMS/COSEM AE;

o Destination wPort: carries the wPort number identifying the receiving DLMS/COSEM AE;

. Dall‘a length: indicates the length of the DATA field of the WPDU (the xDLMS
trapsported).
Wrapper control )
information Data field
| \ \
Wrapper header DATA (APDU)
| \ \
Version, 2 bytes J
Source wPort, 2 bytes
Destination wPort: 2 bytes
Length: 2 bytes
IEC
NOTE [rThe maximum length of the APDU should be eight bytes less than the maximum length of t
datagram.
Figure 4 —The wrapper protocol data unit (WPDU)
5.3.3 The DLMS/COSEM UDP-based transport layer protocol data unit
In this |profile, WPDUS shall be transmitted in UDP Datagrams, specified in Internet St
STD 0006. They shall-encapsulate the WPDU, as shown in Figure 5.

UDP protocol control information Data field of the UDP PDU (WPDU)

APDU

he UDP

andard

\ \ \ \ \ \
UDP header Wrapper header APDU
\ \ \ \ \ \

Source UDP Port, 2 bytes J

Destination UDP Port: 2 bytes ———

UDP Length: 2 bytes — ———————

Checksum

Figure 5 — The DLMS/COSEM connection-less, UDP-based transport
layer PDU (UDP-PDU)

IEC
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From the external point of view, the DLMS/COSEM connection-less TL PDU is an ordinary
UDP Datagram: any DLMS/COSEM specific element, including the wrapper-specific header is
inside the UDP Data field. Consequently, standard UDP implementations can be (re-)used to
easily implement this TL.

The Source and Destination UDP ports may refer to either local or remote UDP ports
depending on the direction of the data transfer: from the point of view of the sending device
the Source UDP port in a Datagram corresponds to the Local_UDP_port, but from the point of
view of the receiving device the Source UDP port in a Datagram corresponds to the
Remote UDP_Port service parameter.

According-tothe UDP elr_\nr*ifir‘afinn’ filling the source IUDP Port and Checksum fields with real

data is| optional. A zero value — all bits are equal to zero — of these fields indicates that in the
given UDP Datagram the field is not used. However, in the DLMS/COSEM_on_IR~profile, the
source| UDP Port field shall always be filled with the source UDP port number.

5.3.4 Reserved wrapper port numbers (wPorts)

Reseryed wPort Numbers are specified in Table 1:

Tlable 1 — Reserved wrapper port numbers in the UDP-baséd DLMS/COSEM TL

Client side reserved addresses

Wrapper Port Number

No-station 0x0000

Client Management Process 0x0001

Public Client 0x0010
0x02...0x0F

Open for client SAP assignment
0x11...0xFF

Server, side reserved addresses

Wrapper Port Number

No-station 0x0000
Management Logical Device 0x0001
Reserved 0x0002..0x000F
Open forserver SAP assignment 0x0010,,,0x007E
All<station (Broadcast) 0x007F

5.3.5 Protocol state machine

As thelwrapper sublayer in this profile is state-less, for all other protocol related issues —
protocol state machine, etc. — the governing rules are as they are specified in the Internet
Standard STD 0006. The only supplementary rule is concerning discarding inappropriate
messages: messages with an invalid destination wPort number — meaning that there is no
DLMS/COSEM AE in the receiving device bound to this wPort number — shall be discarded by
the wrapper sublayer.

6 The DLMS/COSEM connection-oriented, TCP-based transport layer

6.1 General

The DLMS/COSEM connection-oriented TL is based on the connection-oriented Internet
transport protocol, called Transmission Control Protocol. TCP is an end-to-end reliable
protocol. This reliability is ensured by a conceptual “virtual circuit’, using a method called
PAR, Positive Acknowledgement with Retransmission. It provides acknowledged data
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delivery, error detection, data re-transmission after an acknowledgement time-out, etc.
Therefore it deals with lost, delayed, duplicated or erroneous data packets. In addition, TCP
offers an efficient flow control mechanism and full-duplex operation, too.

TCP,

as a connection-oriented transfer protocol involves three phases: connection
establishment, data exchange and connection release. Consequently, the DLMS/COSEM
TCP-based TL provides OSl-style services to the service user(s) for all three phases:

o for the connection establishment phase, the TCP-CONNECT service is provided to the

to the

service user TCP connection manager process;

e for the data transfer phase, the TCP-DATA service is provided to the service user
DLMSLGOSEM-AL:

e for|the connection closing phase, the TCP-DISCONNECT service is provided

ser
e in g

The D
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The D
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both af
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L MS/COSEM connection-oriented, TCP-based TL contains the samé wrapper su
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L MS/COSEM connection-oriented, TCP-based TL is spegified in terms of servic
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Service specification for the DLMS/COSEM.TCP-based transport layer
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Figurg 6 — Services of the DLMS/COSEM connhection-oriented, TCP-based transport layer

management services (TCP-CONNECT and TCP-DISCONNECT) is provided both at the¢ client
and at|the server sides. This is to allow the server initiating and releasing a TCP connjection,
too.

In this| communication profile, the full_set of the service primitives of the TCP congction

NOTE Application association establishment is performed by the client AE.

The sdrvice user of the . TCP connection management services is not the DLMS/COSEM AL,
but thg TCP connection’ manager process. The specification of this process is out of the| scope
of this| companion<specification; however, the DLMS/COSEM AL sets some requir¢gments
concerning this;see IEC 62056-9-7:2013, 9.1.

An adJiitionaI COSEM-ABORT service is provided to indicate to the DLMS/COSEM AL the
disrupfionvor disconnection of the supporting TCP connection.

Like in the DLMS/COSEM UDP-based TL, the TCP-DATA.confirm service primitive is also
optional. However, the TCP-DATA.request service can be confirmed either locally or remotely.

6.2.2 The TCP-CONNECT service
6.2.2.1 TCP-CONNECT.request

Function
This primitive is the service request primitive for the connection establishment service.

Semantics of the service primitive
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The primitive shall provide parameters as follows:

TCP-CONNECT.request (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address

)

The Local_TCP_Port and Remote_TCP_Port parameters identify the local and remote TCP
ports respectively. The Local _IP_Address and Remote_IP_Address parameters indicate the
IP Address of the physical device requesting the TCP connection and of the target physical

device

to which the TCP connection requested is to be established.

Use

The T

6.2.2.2

Functi

This prlimitive is the service indication primitive for the connection establishment serviceq.

Semari

The pr

The Ldg
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mitive shall provide parameters as follows:

TCP-CONNECT.indication (
Local _TCP_Port,
Remote_TCP_Port,
Local_IP_Address,
Remote IP_Address

)

the requested TCPR. connection is to be established. The Local_IP_Addreg
e |P_Address parameters indicate the IP addresses of the two devices particip3
P connection.

CP-CONNECT.indication primitive is generated by the DLMS/COSEM TCP-bas

followi

CP-CONNECT.request primitive is invoked by the service user TGP connpection
managler process to establish a connection with the peer DLMS/COSEM T,CP-based TL

cal_TCP_Port and Remote_TCP_Port parameters indicate the two TCP ports béetween

s and
ting in

ed TL
rocess

ng.the reception of a TCP packet, indicating to the TCP connection manager p

that a remote device is requesting a new TCP connection.

6.2.2.3 TCP-CONNECT.response

Function

This primitive is the service response primitive for the connection establishment service.

Semantics of the service primitive

The pr

imitive shall provide parameters as follows:

TCP-CONNECT.response (
Local TCP_Port,
Remote TCP_Port,


https://iecnorm.com/api/?name=ef89a0b0bf88d1a4e0408e68fc836a9f

- 20 - IEC 62056-4-7:2015 © IEC 2015

Local_IP_Address,
Remote_IP_Address,
Result

)

The Local _TCP_Port and Remote_TCP_Port parameters indicate the two TCP ports between
which the connection is being established. The Local_IP_Address and Remote_IP_Address
parameters indicate the IP addresses of the two physical devices participating in the TCP
connection.

The Result parameter indicates that the service user TCP connection manager has accepted
the requested TCP connection. Its value is always SUCCESS.

Use

The TCP-CONNECT.response primitive is invoked by the TCP connection manager prog¢ess to
indicatp to the DLMS/COSEM TCP-based TL whether the TCP connection regtested prgviously
has be¢n accepted. The TCP connection manager cannot reject a requested-¢onnection.

6.2.2.4 TCP-CONNECT.confirm

Function
This prlimitive is the service confirm primitive for the conngction establishment service.
Semarttics of the service primitive

The primitive shall provide parameters as follows:

TCP-CONNECT.confirm (
kocal _TCP_Port,
Remote_TCP_Port,
Local IP_Address,
Remote IP_Address,
Result,
Reason_of Failure

)

The Ldcal_TCP_Port and Remote_TCP_Port parameters indicate the two TCP ports bétween
which the connectignis being established. The Local_IP_Address and Remote_IP_Address
paraméters indicate*the IP addresses of the two physical devices participating in this TCP
connegtion.

The Re¢sult\parameter indicates whether the requested TCP connection is established jor not.
Note, thai\this service primitive is normally the result of a remote confirmation — and as|a TCP
connection request cannot be rejected, the Result parameter shall always indicate SUCCESS.

However, the Result parameter may also indicate FAILURE, when it is locally confirmed. In
this case the Reason_of Failure parameter indicates the reason for the failure.

Use

The TCP-CONNECT.confirm primitive is generated by the DLMS/COSEM TCP-based TL to
indicate to the service user TCP connection manager process the result of a TCP-
CONNECT.request service invocation received previously.
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6.2.3 The TCP-DISCONNECT service
6.2.3.1 TCP-DISCONNECT.request

Function
This primitive is the service request primitive for the connection termination service.
Semantics of the service primitive

The primitive shall provide parameters as follows:

TCP-DISCONNECT.request (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address

)

The segrvice parameters are the identifiers of the TCP connectionto be releasedl. The
Local_[TCP_Port and Local_IP_Address parameters designate thejlocal TCP port and IP
Addreqgs of the requesting device and application, the( jRemote IP_Address and
Remote TCP_Port parameters refer to the remote device and application.

Use

The TCP-DISCONNECT.request primitive is invoked by the service user TCP connection
managler process to request the disconnection of @n’existing TCP connection.

6.2.3.2 TCP-DISCONNECT.indication

Function
This prlimitive is the service indication primitive for the connection termination service.
Semaritics of the service primitive

The pr|mitive shall provide parameters as follows:

TCP-DISCONNECT.indication (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,

Raoscaon
oo oT

)

The Local _TCP_Port, Remote TCP_Port, Local_IP_Address, Remote_IP_Address
parameters identify the TCP connection, which is either requested to be released by the peer
device, or has been aborted.

The Reason parameter indicates whether the service is invoked because of the peer device
has requested a TCP disconnection (Reason == REMOTE_REQ), or it is locally originated by
detecting a kind of event, which implies the disconnection of the TCP connection (Reason ==
ABORT).

NOTE The DLMS/COSEM Transport layer may give more detailed information about the reason for the ABORT
via layer management services. However, those services are out of the scope of this International Standard.

Use
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The TCP-DISCONNECT.indication primitive is generated by the DLMS/COSEM TCP-based TL
to the service user TCP connection manager process to indicate that the peer entity has
requested the disconnection of an existing TCP connection. The same primitive is used also
to indicate if the TL detects a non-solicited disconnection of an existing TCP connection (for
example, when the physical connection breaks down).

6.2.3.3

TCP-DISCONNECT.response

Function

This primitive is the service response primitive for the connection termination service.
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Functio

This primitive is the service confirm primitive for the connection termination service.

Semantics of the service primitive

The primitive shall provide parameters as follows:

TCP-DISCONNECT.confirm (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address,
Result,
Reason_of Failure
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)

The Local_TCP_Port and Remote_TCP_Port parameters identify the two TCP ports between
which the TCP connection has to be disconnected. The Local IP_Address and
Remote IP_Address parameters indicate the IP addresses of the two physical devices
participating in the TCP connection to be disconnected.

The Result parameter indicates whether the disconnection of the TCP connection referenced
has succeeded or not. Normally, this service primitive is invoked as the result of a remote
confirmation, and as a TCP disconnection request cannot be rejected, the value of the Result
parameter is always SUCCESS.

Howevfer, the Result parameter may also indicate FAICURE, when it is focally confirmed. In
this cage the Reason_of Failure parameter indicates the reason of the failure.

Use

The TCP-DISCONNECT.confirm primitive is invoked by the DLMS/COSEM TCP-basedq TL to
confirmp to the service user TCP connection manager the result™of a previous| TCP-
DISCONNECT.request service invocation.

6.2.4 The TCP-ABORT service
6.2.4.1 TCP-ABORT.indication

Function
This ptimitive is the service indication primitive for'the connection termination service.
Semantics of the service primitive

The pr|mitive shall provide parameters.as follows:

TCP-ABORT.indication (
kocal TCP_Port,
Remote TCP_Port,
Local IP_Address,
Remote IP_Address,
Reason

)

The L¢cal_TCPyPort and Remote_TCP_Port parameters identify the two TCP ports the
connegtion _between which has aborted. The Local_IP_Address and Remote_IP_Address
parameéters_indicate the IP addresses of the two physical devices having participated|in the
TCP conuaection aborted.

The Reason parameter indicates the reason of the TCP abort. This parameter is optional.
Use

The TCP-ABORT.indication primitive is generated by the DLMS/COSEM TCP-based TL to
indicate to the service user DLMS/COSEM AL a non-solicited disruption of the supporting
TCP connection.

When this indication is received, the DLMS/COSEM AL shall release all AAs established
using this TCP connection, and shall indicate this to COSEM AP using the COSEM-
ABORT.indication service primitive. See also IEC 62056-5-3:2013, 6.4.
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6.2.5 The TCP-DATA service
6.2.5.1 TCP-DATA.request
Function

This primitive is the service request primitive for the connection mode data transfer service.
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b call the’SEND() function of the TCP sublayer with the properly formed
.2, as"DATA. The TCP sublayer shall transmit the WPDU to the peer TCP sublg
ed in STD 0007.

cal_wPort, Local_TCP_Port and Local_IP_Address parameters indicate wrapp¢r Port

M AE
ddress
meters

OSEM

pecific
d, and
VPDU,
yer as
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6.2.5.2 TCP-DATA.indication

Function

This primitive is the service indication primitive for the connection mode data transfer service.

Semantics of the service primitive

The pr

imitive shall provide parameters as follows:

TCP-DATA.indication (

Cocal _wPort,

Remote wPort,

Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Data_Length,

Data

)

The Lgcal_wPort, Local_TCP_Port and Local_IP_Address parameters indicate wrapps

numbe
DLMS
Remot

I, TCP Port number and IP Address parametets™belonging to the de
COSEM AE receiving the Data. The Remote(wPort, Remote_TCP_Por
b |P_Address parameters indicate the wrapper Parft number, TCP Port number

Addregs parameters belonging to the device / DLMS/COSEM AE which has sent the Da

The D3ta_Length parameter indicates the length of'the Data parameter in bytes.

The Data parameter contains the xDLMS APDU received from the peer AL.

Use

The TCP-DATA.indication primitive is generated by the DLMS/COSEM TL to indicate
servicg user DLMS/COSEM (AL* that an xDLMS APDU has been received from a

device
packet
param
there

It is generated following the reception of a complete APDU (in one or mor
5) by the DLMS/COSEM TCP-based TL, if both the Local TCP_Port and Local
bters in the TCP ‘packet(s) carrying the APDU contain valid port numbers, meani
s a DLMS/GOSEM AE in the receiving device bound to the given port nu

Otherwise, the message received shall simply be discarded.

6.2.5.3 TCP-DATA.confirm

Functipn

br Port
vice /
t and
and IP
la.

to the
remote
e TCP
| wPort
ng that
mbers.

This primitive is the optional service confirm primitive for the connection mode data transfer
service.

Semantics of the service primitive

The pr

imitive shall provide parameters as follows:
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TCP-DATA.confirm (
Local_wPort,
Remote_wPort,
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Confirmation_Type,
Result

)

The Local wPort, Remote wPort, Local TCP_Port, Remote TCP_Port, Local IP_Address

and R
DATA.

The Cq
REMO

The v4
service
of the

Use

The T
DLMS
of the

6.3
6.3.1
As it i

standa
sublay

In the
the on

destingtion DLMS/COSEM AE identification using the wPort numbers, and to conve

style T
provid
has al

emote |IP_Address parameters carry the same values as the correspondin

TCP-

request service being confirmed.

nfirmation_Type parameter indicates whether the confirmation service is.a LOCA
TE confirmation.

lue of the Result parameter indicates the result of the previodsyTCP-DATA.1
. Its value is either OK or NOK, but the meaning of this depends-on the impleme
confirm primitive. See 6.3.5.4.

CP-DATA.confirm primitive is optional. If implemented, it is generated
COSEM TL to confirm to the service user DLMS/ICOSEM AL the result of the ex
brevious .request primitive.

Protocol specification for the DLMS/COSEM TCP-based transport layer
General

s shown in Figure 2, the DLMS/COSEM CO, TCP-based TL includes the |
rd TCP layer as specified, inn STD 0007, and the DLMS/COSEM-specific W

er.

TCP-based TL the wrapper sublayer is more complex than in the UDP-based
e hand — similarly<to the UDP-based TL — its main role is also to ensure sour

CP-DATA setvice primitives to and from the SEND() and RECEIVE() interface fu
d by the standard TCP. On the other hand, the wrapper sublayer in the TCP-ba
o the taskto help the service user DLMS/COSEM ALs to exchange complete AP

a /'streaming” protocol meaning that it does not preserve data boundaries.

AL or a

equest
htation

y the
cution

hternet
rapper

L. On
ce and
t OSI-
nctions
sed TL
DUs.

Vithout

() and

RECEIVE() function calls of the TCP sublayer return with success even if the number of the
bytes sent / received actually is less than the number of bytes requested to be sent /
received. It is the responsibility of the wrapper sublayer to know how much data had to be
sent / received, to keep track how much has been actually sent / received, and repeat the
operation until the complete APDU is transmitted.

Consequently, the wrapper sublayer in the TCP-based DLMS/COSEM TL is not a state-less
entity: it is doing the above described track-keeping — re-trying procedure in order to make the
“streaming” nature of the TCP transparent to the service user DLMS/COSEM AL.

6.3.2

The wrapper protocol data unit (WPDU)

The wrapper protocol data unit is as it is specified in 5.3.2.
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6.3.3

The DLMS/COSEM TCP-based transport layer protocol data unit

WPDUs are transmitted in one or more TCP packets. The TCP Packet is specified in STD
0007 and encapsulates a part of the WPDU in its Data Field, as it is shown in Figure 7. The
reason for having only a part of the WPDU in a TCP packet is the “streaming” nature of the

TCP already mentioned.
0 ‘ 4 ‘ 8 E 10 16 24 31
Source TCP Port Destination TCP Port
Sequence Number
AcKnowledgement Number
ODf?st:t Reserved Flags Window
Checksum Urgent Pointer
TCP Options Padding
Data (part of the WPDU) (\Q
...Data (part of the WPDU)... _ oY
IEC
Figure 7 — The TCP packet format
From the external point of view the DLMS/COSEM TEP-based TL PDU is an ordinafy TCP
packet} any DLMS/COSEM specific element, including{the wrapper-specific header in the first
TCP packet, is inside the packet’s Data field.
The spurce and destination TCP ports may refer to either local or remote TCP| ports,
dependling on the direction of the data transfer (i.e. from the point of view of the $ender
device|the source TCP port in a TCP Packet corresponds to the Local TCP_port, but from the
point df view of the Receiver device, the source TCP port of a Datagram corresponds| to the
Remote_TCP_Port service parameter):
6.3.4 Reserved wrapper port'numbers
Reseryed wPort Numbers.are specified in Table 1.
6.3.5 Definitionof-the procedures
6.3.5.1 TCP-connection
Establishment of a TCP connection is initiated by the TCP-CONNECT.request s$ervice
invocatioty. , Although this service — as all DLMS/COSEM TL services — is provided |to the
service—user—entity-by-the-wrappersublayer—theTCRPconnesctionis—established-between the

two (local and remote) TCP sublayers. The role of the wrapper in this procedure is just to
convert the TCP-CONNECT service primitives (.request, .indication, .response and .confirm)

to and

from TCP function calls.

From the service user point of view, only the TCP-CONNECT service primitives are visible:
according to this, the TCP connection establishment takes place as it is shown in Figure 8.

The TCP connection is established using a three-way handshake mechanism, as described in
STD 0007. This requires three message exchanges as shown above and guarantees that both
sides know that the other side is ready to transmit and also that the two sides are

synchr

onized: the initial sequence numbers are agreed upon.
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Both the client and server side TCP connection manager processes are allowed to initiate the
TCP connection. To establish the connection, one of them plays the role of the initiator, and
the other that of the responder.

In order to be able to respond, the responder has to perform a ‘passive’ opening before
receiving the first, SYN packet. To do this, it has to contact the local operating system (OS) to
indicate, that it is ready to accept incoming connection requests. As the result of this contact,
the OS assigns a TCP port number to that end-point of the connection and reserves the
resources required for a future connection — but no message is sent out.

NOTE In the case of the DLMS/COSEM Transport layer, the implementation forces the OS to assign the
requested TCP / UDP port number to the local end point of the connection.

DLMS/COSEM Transport Layer DLMS/COSEM Transport Layer
Ter TCP TCP TCP TCP TCP
Cdnnection Wrapper Laver Laver Wrapper Conneciion
Manager pp Y 4 PP Managgr
T T T I T T

i i i i
| | | passive OPEN |
| | \‘—I

No TCP Connection is established

|
TCP-CONNECT.req |
—

R, AN

|
|
active OPEN |
syn ! ‘
! (R . ot - I TCP-CONNECT.ind |
| | | B e —
| | | |
| | \ | TCP-CONNECT.res
! I 'syn + ack ! -
TCP-CONNECT.cnf | R S e, i I
-7 < ack
i VYo N > :
I 1 l

IEC

Figure 8 = TCP connection establishment

In the [case of the DLMS/€OSEM TCP-based TL, the wrapper sublayer initiates this pgassive
opening autonomously duting system initialisation. In other words, as this passive opehing is
the responsibility of the“wrapper sublayer, no service is provided to an external entity to
initiate|the passive opening.

As both the client and the server side TCP connection manager processes are allowed fo play
the rol¢ of the “Responder” application, the TLs on both sides shall perform a passive opening
during the system initialisation.

More details about TCP connection establishment are provided in Clause A.1.

6.3.5.2 TCP disconnection

The TCP is disconnected using the TCP-DISCONNECT service, as shown in Figure 9.
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DLMS/COSEM Transport Layer | DLMS/COSEM Transport Layer
DLMS/COSEM ce TCP TCP [ Tep TP | TCP DLMS/COSEM
Application layer Connection Wrapper Layer Layer Wrapper | Connsction Application layer
Manager | Manager
: 1 : 1 1 : :
i | | I | | I i
i | | 1 1 1 I 1
X f TCP Connection is established 1 |
; ‘< | | : ; >. |
e a | 1 a 1
i | DISCONNECT.req | | | | i ‘
| pOE T, cLose
1 | LT e fin | ; TCP- i |
; ‘ i S - | DISCONNECT.ind ! |
: | | e P . :
| | | - o | DNECONMECT.re8 | |
i i | | | cLOSE  i<'SCONNECT.res | |
! | TCP- | | fin ‘ | | TCP-ABORT.ind !
| ~DISCONNECT.Cm | p——— ] i T
| - Ry ack | | | ]
! [TCP-ABORT.ind | ! lf 77777777777777777777 ! ! : !
I | | | | | | !
I I I ] | | ] !
1 | T g 1 1
1 K No TCP Connection is established >1| ;
1
1

IEC

Figure 9 — TCP disconnection

The prpcedure can be initiated either by the client or the server side TCP connection manager
procesp, by invoking the TCP-DISCONNECT .request primitive.<Fhis request is transformed by
the “wrapper” to a CLOSE () function call to the TCP interfacé.

The TQP sends a fin segment, which is acknowledged by the peer TCP.

NOTE |[TCP uses an improved 3-way handshake to release  a“connection, to ensure that possible duplication and
delay — |ntroduced by the non-reliable IP layer — do not pose ‘problems. More about this procedure can be ffound in
STD 0047.

generdted, informing the user TCP connéction manager that the connection is closing. The
connegtion manager — in order to gracefully release the connection — responds with @ TCP-
DISCONNECT.response primitive. The TCP wrapper calls the CLOSE function and the TCP
sends put its fin segment. At the same time, the TCP wrapper indicates the closing of the TCP
connegtion to the DLMS/COSEM AL using the TCP-ABORT.indication primitive.

At theg same time, through the wrappek* the TCP-DISCONNECT.indication primPve is

On thelrequesting side, the* TCP sends an acknowledgement and upon the reception of jthis by
the pegr the TCP connection is deleted. At the same time, the wrapper generates the TCP-
DISCONNECT.confitm™ primitive informing the connection manager process that the
disconpection request has been accepted. Similarly to the peer, the TCP disconnectionl|is also
indicated to the DLMS/COSEM AL with the help of the COSEM-ABORT .indication primifive.

More details’about TCP disconnection are provided in Clause A.2.

6.3.5.3 TCP connection abort

The DLMS/COSEM TCP-based TL indicates the disruption or disconnection of the supporting
TCP connection to the DLMS/COSEM AL with the help of the TCP-ABORT.indication
primitive. Note that this is the only TCP connection management service provided to the
DLMS/COSEM AL.

The service is invoked either when the TCP connection is disconnected by the TCP
connection manager process — the case of graceful disconnection — or when the TCP
disconnection occurs in a non-solicited manner, for example the TCP sublayer is detecting a
non-resolvable error or the physical connection is shut down.

The purpose of this service is to inform the DLMS/COSEM AL about the disruption of the TCP
connection, so that it could release all existing AAs.
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6.3.5.4 Data transfer using the TCP-DATA service

Once the TCP connection is established, reliable data transfer can be performed via this
connection. Although providing this reliable data transfer is a quite complex operation
involving reliability mechanisms such as Positive Acknowledgement with Retransmission
(PAR) or flow control with sliding windows — provided by TCP and specified in STD 0007 — the
DLMS/COSEM TCP-based TL layer provides only data transfer service, the TCP-DATA
service, as shown in Figure 10.

The use of the TCP-DATA service is the same both on the client and at the server side.

‘ DIMS/COSEM Transport L ayer DLMS/COSEM Transport L ayer

| DLMSICPSEM ree ce

) TCP TCP TCP TCP ) | jotmeicoseEm
| Applicatiof layer Connection Wrapper Layer Layer Wrapper Connection Applicgtion layer
| Manager Manager \ 1

T T T
| | i
: Polling the TCP | !
for incoming data
TCP-DATA.req(Message) 1 ! g :
> SEND I |
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr ! RECEIVE !
| I
SEND > i
- RECEIVE !
- Tt [ |
| SEND - RECEIVE i
- LT T ! !
- T TCP-DATA.ind(Message) i
A I >
- T !
. :
U :

TCP-DATA.conf ! ;
Transmitting the Message in
acknowledged segnierjts,
'with sliding window}

IEC

Figure 10 — Data transfer using the DLMS/COSEM TCP-based transport layer

The optional TCP-DATA.confirm_primitive indicates the result of the TCP-DATA.request
primitiye invoked previously, which*is either OK or NOK. However, the meaning of thig result
is implementation dependent. ;When the .confirm primitive is implemented as g local
confirmpation, the result indicates whether the DLMS/COSEM TL was able to buffer for sending
or to spnd out the APDU<«er'not. When it is implemented as a remote confirmation, thg result
indicates whether the, APDU has been successfully delivered to the destination or not.

As shgwn in Figure 10, the message (a WPDU) may be transported (sent / received) in more
than opne TCP packet. It is because TCP sends data as a stream of octets, without pregerving
data bpundaries. It is the responsibility of the wrapper sublayer to hide this property|of the
TCP syiblayer from the service user DLMS/COSEM AL. The sender side wrapper keepp track
about rhe amount of data sent with one SEND() function call and repeats the operatign until
the whole WPDU is seni. The receiver side wrapper continues to receive incoming TCP
packets until a complete WPDU is received. For more details, see Clause A.4.

6.3.5.5 High-level state transition diagram of the wrapper sublayer

The high level state-diagram of the wrapper sublayer is shown in Figure 11.

In both macro-states — No TCP Connection and TCP Connected — the wrapper keeps polling
the TCP layer for its connection status, and transits into the other macro-state if the status
has changed.

The wrapper enters always into the IDLE sub-state of the TCP Connected state, and transits
to the composite SEND/RECEIVE state either on a TCP-DATA.request or on the reception of
a TCP packet. In this state, the wrapper sends and/or receives WPDUs, as described in
Annex A.
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NOTE TCP on the top of a full-duplex lower layer protocol stack can simultaneously send and receive.

TCP Connected \

®
IDLE

No TCP Connection

Figure 11 — High-level state transition diagram for the wrapper.sublayer
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Annex A
(informative)

Converting OSl-style TL services to and
from RFC-style TCP function calls

A.1  Transport layer and TCP connection establishment

As specified in STD 0007, a TCP connection is established by calling the OPEN function. This
function can be called in active or passive manner.

Accoch;ng to the TCP connection state diagram (see Figure A.1) a passive OPEN‘takes the
caller gevice to the LISTEN state, waiting for a connection request from any remote T¢P and
port.

anything / reset

timeout /
reset

CLOSE/fin

timeout after 2 segment lifetimes

)

IEC

Figure A.1 — TCP connection state diagram

An active OPEN call makes the TCP to establish the connection to a remote TCP.

The establishment of a TCP Connection is performed by using the so-called “Three-way
handshake” procedure. This is initiated by one TCP calling an active OPEN and responded by
another TCP, the one which has already been called a passive OPEN and consequently is in
the LISTEN state.

The message sequence and the state transitions corresponding to that message exchange for
this “three-way handshake” procedure are shown in Figure A.2.
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anything / reset

TCP User
Protocol Layer TCP Layer TCP Layer
I
i
I
i

TCP User begin
Protocol Layer
T

| |
! !
! !

No TCP Connection is established ( both TCPs are in CLOSED state )

Cad

ESTABLISHED
state

ESTABLISHED
state

! !

J

T
! i ; i !
I R K AASMNSP T YT T
! I H I . [ VA Jptit
I i : | passive OPEN | o
!
! | |
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| I ] ) 1 a
I TCPisin ! || I
} SYN SENT ; 1 » |
|
| —t ; @ —croserm
! I I |
|
w P S H ! GLOSE/fin
i ! ! I !
| ! TCPis in I
| @ ! SYN RECVD ! ack/
1 ! state . ! RN
! ! 1 |
! I ack | 1 |
! ]
| ! » 19
! L — | timeout after 2 segment lifefjmes
} TCPisin TCPisin |
|
1 |
! I
! I
| Il
T I
! I
T

;TCF‘ Connection is established ;
+ +

NOTE |n the case of the DLMS/COSEM transport layer, the TCP user protoedltayer is the wrapper sublaypr.

Figure A.2 — MSC and state transitions for establishing
a transport layer and TCP ¢onnection

This process, consisting of three messages,\jestablishes the TCP connectioh and
“synchfonizes” the initial sequence numbers - at both sides. This mechanism hag been
carefully designed to guarantee, that both sidés are ready to transmit data and know that the
other $ide is ready to transmit as well. Note that the procedure also works if two| TCPs
simultgneously initiate the procedure.

NOTE Pequence numbers are part of the “TEP packet, and are fundamental to reliable data transfer. Hor more
details gbout sequence numbers (or othef~\FCP related issues), refer to STD 0007.

A.2 |Closing a transport layer and a TCP connection

Closing a TCP connection is done by calling the CLOSE function, generally when therg is no
more data to be sent.

Upon |the inviocation of the TCP-DISCONNECT.request service primitive by the TCP
connegtion_manager process, the wrapper sublayer invokes the CLOSE function of the TCP
sublayegr,

However, as the TCP connection is full duplex, the other side may still have data to send.
Therefore, after calling the CLOSE function, the TCP-based transport later may continue to
receive data and send it to the DLMS/COSEM AL, until it is told that the other side has
CLOSED, too. At this point it generates the COSEM-ABORT.indication primitive, and all AAs

are released.

The message sequence chart and the state transitions corresponding to a successful TCP
connection release are shown in Figure A.3.
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anything / reset

i

1 TCPisin TCPisin } ...........................................
i ESTABLISHED ESTABLISHED i N
1 state state !
| I ,' | | passive OPEN :
! CLOSE I ! ! [}
I fin 1 | %
T e A Beemenend » | ok %
i TCP s in i b | o/ &
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i ® « f‘ i i timeout /
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IEC
NOTE |n the case of the DLMS/COSEM TL, the TCP user protocol layer is the wrapper sublayer.
Figure A.3 — MSC and state, transitions for closing
a transport layer.and TCP connection
A.3 |TCP connection abort
STD 0907 does not specify a standard function to indicate an unexpected abort at TCR level.
However, it can be detected by the TCP user entity by polling the status of the TCP with the
STATUS() function, as shown in Figure A.4
' DLMS/COSEM Transport Layer
DOMS/COSEM | | TCF TCP TCP
Application layer anneciion Wrapper Layer
Manager
I T
t t
| |
: S = status ()
Connected B =
e “
| |
| < TCP connection is shut down \>
| pS i
| i
: S = status () |
| Disconnected | ),:
TCP-ABORT.ind e
- : |
!
IEC

Figure A.4 — Polling the TCP sublayer for TCP abort indication
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A.4 Data transfer using the TCP-DATA service

To send an APDU to the peer, the DLMS/COSEM AL simply invokes the TCP-DATA.request
primitive of the DLMS/COSEM TCP-based TL. Also, when a complete APDU is received, this
is indicated to the DLMS/COSEM AL with the help of the TCP-DATA.indication primitive.
Thus, for the AL the TL behaves as if it would transport the whole APDU in one piece.

However, as TCP is a streaming protocol, not preserving data boundaries, as described in
6.3.1, nothing ensures that an APDU is actually transmitted in one TCP packet. As already
mentioned in 6.3.5.4, in the DLMS/COSEM TCP-based TL it is the responsibility of the
wrapper sublayer to “hide” the streaming nature of the TCP sublayer.

The following example illustrates how the wrapper sublayer accomplishes this task.|Let us
suppoge, that an AL entity wants to send an APDU containing 992 bytes \ja the
DLMS/COSEM TCP-based TL.

NOTE PBoth the client and server side ALs can be either sender or receiver.

It invokes the TCP-DATA.request service with this APDU as the DATAJservice parameter as
shown|in Figure A.5.

DLMS/COSEM [ Wrapper TCP Peer TQP
Appligation layer sub-layer sub-layer sub-laygr

TCP-Data.req (Data)

Datalength = 992 7_ N = send(WH + Data, 1000) ;
T 3
S >
-« e & |
N = send(rem_Data, 524)
\\\ b‘i
- /’} ,,,,,,,,,,, §
N . ;
N = send(rem_Data, 222)
e N ,
N = 222 "/
- -

; TCP-Data.cnf
;4______________.__.__.__.__.__.__

IEC

Figure A.5 — Sending an APDU in three TCP packets

Upon the reception of this service invocation, the wrapper sublayer constructs the WPDU: it
pre-fixes the APDU with the wrapper header (WH), including the local and remote wPort
numbers and the APDU length. It calls then the SEND() function of the TCP sublayer,
requesting to send the WPDU, which is now 1 000 bytes long: 8 bytes of wrapper header plus
992 bytes of APDU.

The SEND() function returns with the number of bytes sent or an error (a negative value). Let
us suppose, that no error occurs, and the SEND() function successfully returns with the value
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476. This number is the number of bytes sent. This also illustrates the meaning of the
“streaming” nature of the TCP: in fact, the SEND() function returns with success even if the
number of bytes sent is less than the number of bytes requested to be sent. From the value
returned, the wrapper knows that not the whole WPDU has been sent. It calls the SEND()
function again, with the remaining part of the WPDU, and so on, until the complete WPDU is
sent.

As already mentioned in 6.3.5.4, depending on the implementation, the successful return of
the SEND() function may even not mean that something has been really sent to the network.
It may mean only that the protocol implementation took and buffered the data. It may happen
that the protocol implementation delays the transmission to comply with protocol conventions
or network traffic related algorithms.

On thqg receiving side, it is also the responsibility of the wrapper sublayer to assemble the
complgte APDU before invoking the TCP-DATA.indication primitive. This is posSible by using
the length bytes of the WPDU header. The wrapper repeats RECEIVE() calls until the qumber
of bytels, indicated in the WPDU header is received. This is shown in Figure A6.

Peer TCP TCP Wrapper DLMSICOSE]
sub-layer sub-layer sub-layer Application lager

= send(rem_Data.524)

TCP-Data.ind

T
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-
I

IEC

NOTE 1 As calling the RECEIVE() function is asynchronous with regard to the TCP communications, it is perfectly
possible, that the receiver calls the RECEIVE() function at a moment, when the reception of a TCP packet is in
progress ( T1 on the Figure above) or even if when no characters have been received since the last RECEIVE()
call. It does not lead to erroneous reception: it increases only the number of necessary RECEIVE() function calls to
get the complete message.

NOTE 2 It is also possible that one or more SEND() calls result in sending more than one TCP packet. It does not
lead to erroneous reception either: sooner or later, the receiver gets the whole message.

Figure A.6 — Receiving the message in several packets

All these SEND() and RECEIVE() calls are internal to the DLMS/COSEM TL. The service user
DLMS/COSEM AL simply uses the TCP-DATA services, and observes a reliable data transfer
service preserving the data boundaries of the APDUs.
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La Norme internationale IEC 62056-4-7 a été établie par le comité d’études 13 de I'lEC:
Comptage et pilotage de I’'énergie électrique.

Cette premiére édition annule et remplace I''EC 62056-47 parue en 2006. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition

précéd
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ente:
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INTRODUCTION

La présente norme spécifie la couche transport DLMS/COSEM pour les réseaux IP (IPv4 ou
IPv6). Elle doit étre lue conjointement avec I'lEC 62056-9-7:2013, Echange des données de
comptage de I'électricité — La suite DLMS/COSEM — Partie 9-7: Profil de communication pour
réseaux TCP-UDP/IP.
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ECHANGE DES DONNEES DE COMPTAGE DE L'ELECTRICITE -
LA SUITE DLMS/COSEM —

Partie 4-7: Couche transport DLMS/COSEM pour réseaux IP

1 Domaine d'application

La pré
couchg
sur les

Ces cg
applice
sans C
datagr
Interne

La cou
couchg

L’Anne
conver

2 R¢

Les dag
partie,
référer
dernié

transport orientée connexion pour les profils de communication DLMS/COSEM
réseaux IP.

uches transport (TL — Transport Layer) offrent des services du modéle OSI a la

tion (AL — Application Layer) DLMS/COSEM utilisateur de service.La“couche trg
pnnexion est basée sur la norme Internet User Datagram Protocoh(UDP, protod
bmme utilisateur). La couche transport orientée connexion est)basée sur la

t Transmission Control Protocol (TCP, protocole de contrble de ‘transmission).

che transport DLMS/COSEM comprend la couche transport UDP ou TCP et ung
supplémentaire, appelée «enveloppe».

xe A montre comment les services de couche transport du modéle OSI peuve
tis vers et depuis les appels de fonction UDP-et TCP.

férences normatives

cuments suivants sont cités en_référence de maniére normative, en intégralité
dans le présent document ety sont indispensables pour son application. Pqd

amend

IEC 60050-300:2001, Vlocabulaire Electrotechnique International (VEI) — Mesures et ap
de mgsure électriques et électroniques — Partie 311: Termes généraux concerng

mesurés — Partie 3127 Termes généraux concernant les mesures électriques — Part
Types |d’appareils_€électriques de mesure — Partie 314: Termes spécifiques selon
d’appayeil.

IECT

et une
Utilisés

touche
nsport
ole de
norme

Sous-

nt étre

ou en
ur les
es, la

ces datées, seule |'édition citée s’applique. Pour les références non daté
e édition du document, de référence s’applique (y compris les éventuels
ments).

pareils
nt les
e 313:

e type

62051:1999, Electricity metering — Glossary of terms (disponible en :rnglais
seulement)

IEC TR 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of terms — Part 1: Terms related to data exchange with metering equipment
using DLMS/COSEM (disponible en anglais seulement)

IEC 62056-5-3:2013, Echange des données de comptage de ['électricité — La suite
DLMS/COSEM - Partie 5-3: Couche application DLMS/COSEM1

IEC 62056-6-2:2013, Echange des données dans les équipements de comptage de I'énergie
électrique - La suite DLMS/COSEM - Partie 6-2: Classes d'interfaces COSEM?2

1 Edition 2 de I'EC 62056-5-3 & publier.

2 Edition 2 de I'IEC 62056-6-2 a publier.
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IEC 62056-9-7:2013, Echange de données de comptage de ['électricité - La suite
DLMS/COSEM - Partie 9-7: Profil de communication pour réseaux TCP-UDP/IP

STD 0006, User Datagram Protocol (Protocole de datagramme utilisateur). Edité par Jon
Postel, aoat 1980. Disponible a l'adresse suivante: http://www.fags.org/rfcs/std/std6.html

STD 0007, Transmission Control Protocol (Protocole de contréle de transmission). Edité par
Jon Postel, septembre 1981. Disponible a l'adresse suivante:
http://www.faqgs.org/rfcs/std/std7.html

NOTE Voir également la Bibliographie pour d’autres RFC Internet en rapport.

3 Telrmes, définitions et abréviations

3.1 Termes et définitions

Pour |les besoins du présent document, les termes et définitiois donnés| dans
I'lEC 6P050-300, I'lEC TR 62051 et I'lEC TR 62051-1 ainsi que les suivanis s’appliquent.

3.11
procegsus d'application
élément d'un systéme ouvert réel effectuant un traitement dlinformation pour une application
particufliere

[SOURCE: ISO/IEC 7498-1: 1994, 4.1.4]

3.1.2
entité d'application
activitgs d'application indépendantes du systeme mises a disposition en tant que sg¢rvices
d'application a l'agent d'application, par exemple un ensemble d'éléments de service
d'appligation qui réunis réalisent tout oupartie des aspects de communication d'un progessus
d'appligation

3.2 Abréviations

APDU Application Layer Protocol Data Unit (Unité de données de protocole
d’application)

AL Application Layer (Couche application)

AP Application Process (Processus d'application)

AE Application Entity (Entité d'application)

COSEM————COmpantonmSpetification for Energy Metermg( Specificatiom auxitaire pour

le comptage d'énergie)

DHCP Dynamic Host Configuration Protocol (Protocole de configuration dynamique
d'héte)
DLMS Device Language Message Specification (Spécification de message de

langage de dispositif)
COSEM_on_IP Profil de communication COSEM TCP-UDP/IP

FTP File Transfer Protocol (Protocole de transfert de fichiers)

HTTP HyperText Transfer Protocol (Protocole de transfert hypertexte)
IANA Internet Assigned Numbers Authority

IP Internet Protocol (Protocole Internet)

PDU Protocol Data Unit (Unité de données de protocole)


http://www.faqs.org/rfcs/std/std6.html
http://www.faqs.org/rfcs/std/std7.html
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PAR

SNMP

TCP
TFTP
TL
UDP
WPDU

Positive Acknowledgement with Retransmission (Acquittement positif avec

retransmission)

Simple Network Management Protocol (Protocole de gestion de réseau

simple)

Transmission Control Protocol (Protocole de contrble de transmission)

Trivial File Transfer Protocol (Protocole trivial de transfert de fichier)
Transport Layer (Couche transport)

User Datagram Protocol (Protocole de datagramme utilisateur)

Wrapper Protocol Data Unit (Unité de données de protocole de I’enveloppe)

4 Prgsentation générale

Dans les profils DLMS/COSEM_on_IP, 'AL DLMS/COSEM utilise les services d’une

TL, qu

avec lgs autres nceuds connectés au réseau IP abstrait.

Quand
protoc
SNMP
la Figu

et peut coexister avec d’autres protocoles d’applicationlInternet, comme indiqu
re 1.

utilisent les services de la couche réseau du protocole Internet (IP) petr commu

elle est utilisée dans ces profils, 'AL DLMS/COSEM peut étre’considérée com
ble d’application Internet standard (tel que les protocoles/bien connus HTTP, R

de ces
niquer

me un
TP ou
£ dans
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Couche réseau Internet (IP)

Convergence / Adaptation Layer

Couche de convergence / d'adaptation
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Figure 1 — DLMS/COSEM en tant que protocole d’application Internet standard

http://www.iana.org/assignments/port-numbers.

dims/cosem 4059/TCP

DLMS/COSEM, les numéros de ports suivants ont été enregistrés par I'lANA. Voir

DLMS/COSEM

IEC 62056-4-7:2015 © IEC 2015



http://www.iana.org/assignments/port-numbers
https://iecnorm.com/api/?name=ef89a0b0bf88d1a4e0408e68fc836a9f

IEC 62056-4-7:2015 © IEC 2015 - 49 —

e dims/cosem 4059/UDP DLMS/COSEM

Etant donné que I'AL DLMS/COSEM spécifiée dans I'lEC 62056-5-3 utilise et fournit des
services du modele OSI, une enveloppe a été introduite entre les couches UDP/TCP et I'AL
DLMS/COSEM. Par conséquent, les TL DLMS/COSEM consistent en une sous-couche
enveloppe et une TL UDP ou TCP. La sous-couche enveloppe est une entité Iégere, presque
sans état: sa fonction principale consiste a adapter 'ensemble des services du modéle OSI
fournis par la TL DLMS/COSEM aux appels de fonction UDP ou TCP et inversement.

En outre, la sous-couche enveloppe présente les fonctions suivantes:

e elle offre une capacité d’adressage supplémentaire (wPort) au-dessus du port UDP/TCP;

e elld fournit des informations relatives a la longueur des données transportées| Cette
fongtion aide I’'expéditeur a envoyer et le destinataire a reconnaitre la réception d'une
APDU compléte, pouvant étre envoyée et regue sous forme de paquets TCP multipl¢s.

Commeg spécifié a I’Article 6 de I'lEC 62056-9-7:2013, 'AL DLMS/COSEM n’éeoute qu’yin seul
port UPP ou TCP. D’autre part, comme défini en 4.7 de I'l[EC 62056-6-2:2013, un digpositif
physigue DLMS/COSEM peut héberger plusieurs AP client ou dispositifslogiques serveur. La
capacifé d'adressage supplémentaire fournie par la sous-couche enveloppe permet
d’identffier ces AP.

‘ COSEM Application Process ‘ TCP Connéction ‘ COSEM Application Progess ‘
Manager

COSEM application » COSEM application
lalyer services o 3 layer servjices
g z
s [}
6 »
‘ DLMS/COSEM Application Layer ‘ 2 5 ‘ DLMS/COSEM Application Layer ‘
&) w
w z ‘
z S
DLMS/CPSEM connectionless 3 o TCP- DLMS/COSEM
trangport services o 2] ABORT.in connection-orjented
UDP-DATA.req/.ind/(.cnf) o a transport serjices
E % TCP-DATA.req/ fnd/(.cnf)
=
DLMS/QOSEM UDP-based Transport Layer DLMS/COSEM TCP-based Transport Layer
‘ Wrapper ‘ ‘ Wrapper ‘
. E j TCP functior| calls
UPP function calls ) ]
active/passive] OPEN,
SEUDIRECENE j E SEND, RECEIVE
‘ Internet-UDP ‘ ‘ Internet TCP ‘
‘ IP and lower layers ‘ ‘ IP and lower layers ‘
a) the UDP-based profile b) the TCP-based profile

IEC

La structure de la TL DLMS/COSEM et sa place dans COSEM-on_IP sont indiquées dans la
Figure 2.

Anglais Frangais
COSEM Application Process Processus d’application COSEM
DLMS/COSEM application layer Couche application DLMS/COSEM
TCP Connection Manager Gestionnaire de connexion TCP
COSEM application layer services Services de couche application COSEM

DLMS/COSEM connectionless transport services | Services de transport sans connexion DLMS/COSEM

DLMS/COSEM connection-oriented transport Services de transport orientés connexion
services DLMS/COSEM
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Anglais Frangais
TCP-CONNECT services Services TCP-CONNECT
TCP-DISCONNECT services Services TCP-DISCONNECT
DLMS/COSEM UDP-based Transport Layer Couche transport DLMS/COSEM basée sur UDP
DLMS/COSEM TCP-based Transport Layer Couche transport DLMS/COSEM basée sur TCP
Wrapper Enveloppe
UDP Function calls SEND, RECEIVE Appels de fonction UDP SEND, RECEIVE
TCP Function calls active/passive OPEN, SEND, Appels de fonction TCP active/passive OPEN, SEND,
RECEIVE RECEIVE
IntepretobP P imtermet
Intefnet TCP TCP Internet
IP apd lower layers IP et couches inférieures
a) tHe UDP-based profile Profil UDP
b) tHe TCP-based profile Profil TCP
Figure 2 — Couches transport du profil DLMS/COSEM on_IP
L’utilispteur des services UDP-DATA et TCP-DATA est 'AL/DLMS/COSEM. D’autr

I'utilisg

teur des services TCP-CONNECT et TCP-DISCONNECT.ést le processus gestid

e part,
nnaire

de connexion TCP. La TL DLMS/COSEM basée sur TCP fournit également un servicg TCP-

ABOR]

5 Cad

5.1

La TL
(UDP)

L’'UDP
a d’au
protoc

garanties. D’autre part, *UDP est simple, il limite 'augmentation de surdébit, et {
efficac

[ a ’AL DLMS/COSEM utilisateur de service.

juche transport DLMS/COSEM sans connexion basée sur UDP
Généralités

DLMS/COSEM sans connexion est’basée sur le protocole de datagramme util
tel que spécifié dans le document*STD 0006.

fournit une procédure pour,;que les programmes d’application envoient des me
ble est orienté transaction et la livraison, comme la protection double, ne s9

b et facile d’emploi. Plusieurs applications Internet bien connues, comme
TFTP, etc., bénéficient de ces avantages en termes de performance, soit par

mécan
deman
établie
de do
avanta

s applications de datagramme n’ont pas besoin d’étre fiables, soit parce

sme de fiabilité requis est assuré par 'application elle-méme. Les applications ¢
e/réponse, comme par exemple une association d’application COSEM con
sur(la*TL DLMS/COSEM basée sur UDP, qui sollicite ensuite des services de tr
néés xDLMS confirmés, sont un bon exemple de cette seconde catégorie. Ur

sateur

ssages

res programmes en utilisant un minimum de mécanisme de protocole. D’'une part, le

nt pas
‘avere
SNMP,
Ce que
que le
e type
firmée,
ansfert
autre

capable d’assurer la diffusion et la multidiffusion.

lement

Pour I'essentiel, 'UDP fournit une interface supérieure a la couche IP, avec une capacité
d’identification supplémentaire, a savoir le numéro de port UDP. Cette caractéristique permet
de faire la distinction entre les AP, hébergés dans le méme dispositif physique et identifiés
par I'adresse IP.

NOTE Le schéma d’adressage/identification pour les profils COSEM_on_IP est défini a

I'lEC 62056-9-7.

I’Article 6 de
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5.2 Spécification de service pour la couche transport DLMS/COSEM basée sur UDP

5.2.1 Généralités

La TL DLMS/COSEM basée sur UDP fournit uniguement un service de transfert de données:
le service UDP-DATA sans connexion. Par conséquent, la spécification de service pour ce
service est identique pour les TL client et serveur, comme indiqué dans la Figure 3.

Les primitives de service .request et .indication sont obligatoires. La mise en ceuvre de la
primitive de service locale .confirm est facultative.

L’APDU xDLMS prédéterminée avec l'en-téte de I'enveloppe doit s’adapter dans un

datagramme UDP unique.
COSEM Client Application Process COSEM Server Application'\Process
DLMS/COSEM Client Application Layer DLMS/COSEM SerternApplication Layer
o ||« A o
e |8 | £ o | E T
i . (0] [3) =
2L : < g <
< < < = = =
[a) [a) a < < <
L[4 d g |2 a
=) o a o Do' @
=) =) ) 8 S =)
4 4
DLMS/COSEM UDP-based Transport Layer DLMS/COSEM UDP-based Transport Layer
/ Wrapper / Wrapper
UDP uDP
IP IP
Lower layers: Data link and Physical Lower layers: Data link and Physical
w IEC
Anglais Francgais
COSEMClient Application process Processus d’application client COSEM
COSEM Server Application process Processus d’application serveur COSEM
DLMS/COSEM Client Application layer Couche application client DLMS/COSEM
DLMS/COSEM Server Application layer Couche application serveur DLMS/COSEM
DLMS/COSEM UDP-based Transport Layer Couche transport DLMS/COSEM basée sur UDP
Wrapper Enveloppe
Lower Layers: Data Link and Physical Couches inférieures: Liaison de données et Physique

Figure 3 — Services de la couche transport DLMS/COSEM
sans connexion, basée sur UDP
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5.2.2 Services UDP-DATA
5.2.2.1 UDP-DATA.request
Fonction

Cette primitive est la primitive de demande de service pour le service de transfert de données
en mode sans connexion.

Séman

tique de la primitive de service

La pri

Les parameétres Local_wPort, Local_UDP_Port et Local _IP_Address indiquent les para
b de port de l'enveloppe, numéro de port UDP et adresse IP appartenant au

numer
dispos
Remot
I'envel
auquel

Le par
Le par
Utilisat

La prin
deman
multidi

La ré
prédét
SEND

itive doit fournir les naramotres comme suit:
g

UDP-DATA.request (
Local_wPort,
Remote_wPort,
Local_UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_IP_Address,
Data_Length,
Data

)

tiffAE DLMS/COSEM demandant I’envoi des dehnées. Les paramétres Remote |
e UDP_Port et Remote_ IP_Address indiquent les paramétres numéro de p
bppe, numéro de port UDP et adresse IP appartenant au dispositiffAE DLMS/Q
les données sont a transmettre.

hmeétre Data_Length indique la longueur du paramétre Data en octets.
hmeétre Data contient TAPDU, xDLMS a transférer a I’AL homologue.
ion

nitive UDP-DATA request est sollicitée par I'AL DLMS/COSEM client ou servet
der I'envoi d’'uneyAPDU a une AL homologue unique, ou, dans le cas de la diffus
[fusion, a destAL homologues multiples.

eptionn’de cette primitive de service doit inciter la sous-couche envelo
brminer I’en-téte de I'enveloppe a I’APDU regue, et a appeler ensuite la fq
).de, Ta sous-couche UDP avec la WDPU formée correctement, voir en 5.3.2, ¢

meétres

wPort,
ort de
OSEM

r pour
ion ou

ppe a
nction
bn tant

que D

TA |l 2 _sous-coucheLUUDP doit trancmattra 1o \WPDLL 3 13 csaous-collche —any
A —tc HS-coHch oot SRt ot S—a—S0US HeH-e—e+HY

loppe

homologue comme décrit dans le document STD 0006.

5.2.2.2

UDP-DATA.indication

Fonction

Cette primitive est la primitive d’indication de service pour le service de transfert de données
en mode sans connexion.

Sémantique de la primitive de service

La primitive doit fournir les paramétres comme suit:

UDP-DATA.indication (
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Local_wPort,
Remote_wPort,
Local_UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_IP_Address,
Data_Length,

Data

)

ramétres Local_wPort, Local UDP_Port et Local_IP_Address indiquent les paramétres

numéro de port de I'enveloppe, numéro de port UDP et adresse IP appartenant au

dispos

tiffAE_ DLMS/COSEM recevant les données. les paramétres Remote wPort,

Remot
I'envel

donnégs.

Le par
Le par
Utilisat
La prin
indiqug

I'entité

La prin
UDP, s

b UDP_Port et Remote_IP_Address indiquent les paramétres numéro de¢port de
bppe, numéro de port UDP et adresse IP appartenant au dispositif/AE qui a.envpyé les

hmeétre Data_Length indique la longueur du paramétre Data en octets,
hmetre Data contient ’TAPDU xDLMS regue de la part de I’AL homologue.
ion

nitive UDP-DATA.indication est générée par la TL DLMS/COSEM basée sur UDP pour
r a 'AL DLMS/COSEM utilisateur de service quuhe APDU a été regcue de la part de
couche homologue.

hitive est générée a la suite de la réceptionnd’un datagramme UDP par la sous-¢ouche
i les paramétres Local_UDP_Port et Local wPort du message recu contiennent tous

les deyx des numéros de port valides, indiguant qu'une AE DLMS/COSEM est présente dans

le disp
regu d

5.2.2.3

Fonctiq

Cette
transfe

Sémarn

psitif de réception lié aux numéraoscde ports fournis. Si ce n’est pas le cas, le mg¢ssage
it simplement étre éliminé.
UDP-DATA.confirm
n
primitive est la_(primitive de confirmation de service facultative pour le service de

rt de données en mode sans connexion.

tique de-la.primitive de service

La prirTitive doit fournir les paramétres comme suit:

UDP-DATA.confirm (
Local_wPort,
Remote_ wPort,
Local UDP_Port,
Remote_UDP_Port,
Local_IP_Address,
Remote_IP_Address,
Result

)

Les parameétres Local wPort, Remote_wPort, Local UDP_Port, Remote UDP_Port,
Local IP_Address et Remote IP_Address comportent les mémes valeurs que le service UDP-
DATA.request correspondant qui est confirmé.

La valeur du paramétre Result indique si la TL DLMS/COSEM basée sur UDP a été capable
d’envoyer le datagramme UDP demandé (OK) ou s’il n’en a pas été capable (NOK).
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Utilisation

La primitive UDP-DATA.confirm est facultative. Si elle est mise en ceuvre, elle est générée
par la TL DLMS/COSEM pour confirmer a ’AL DLMS/COSEM utilisateur de service le résultat
de la demande UDP-DATA.request précédente. Elle est générée localement et indique
uniquement si les données dans la primitive .request ont pu étre envoyées ou non. En
d’autres termes, UDP-DATA.confirm avec le paramétre Result == OK signifie uniquement que
les données ont été envoyées et non qu’elles ont été (ou seront) livrées avec succeés a leur
destinataire.

5.3 Spécification de protocole pour la couche transport DLMS/COSEM basée sur UDP

5.3.1

Comm
UDP |
couchs

Dans
unique
utilisar
UDP-D
'UDP

Bien q
du pro

Généralités

e indiqué dans la Figure 2, la TL DLMS/COSEM basée sur UDP comprend’la
nternet standard, telle que spécifiée dans la norme Internet STD 0006; et Ia
enveloppe légére spécifique DLMS/COSEM.

réle consiste a assurer l'identification de 'AE DLMS/COSEM source et dest
t des numéros wPort et a effectuer une conversion entre,lés demandes de
ATA.xxx du modele OSI et les fonctions d’interface SEND() et RECEIVE() fourn
standard.

le ce ne soit pas nécessaire dans le profil UDP{ pour que les informations de ¢
ocole de I'’enveloppe — autrement dit I’'en-téte“de I’enveloppe — soient identique

les de\r]x TL, la sous-couche enveloppe doit également inclure les informations relativ

longue

5.3.2
La WP

e laq
et

e laq
ser|

r de données dans l'unité de données de protocole de I'enveloppe.

Unité de données de protocole de I'enveloppe (WPDU)
DU contient deux parties:

artie en-téte de I'enveloppel-qui comprend les informations de contrdle de I'envg

artie données, qui comprend le paramétre DATA — ’APDU xDLMS - de la dema
vice UDP-DATA.xxx\correspondante.

L’'en-t§te de I'enveloppe comporte quatre champs, voir Figure 4. Chaque champ e

valeur

e Ve
val
I'er

entiere nonssighée de 16 bits.
sion: confient la version de I'enveloppe. Sa valeur est controlée par la DLMS

veloppe peut présenter une structure différente;

touche
sous-

e profil de communication, la sous-couche enveloppe est ung“entité sans état: son

ination
service
es par

bntrble
5 dans
ps a la

loppe;

nde de

st une

UA. La

bur ~actuelle est 0x0001. Noter que dans les versions ultérieures, I'en-téte de

e Source wPort: contient le numero wPort identifiant T AE DCMS/COSENM emetirice.

e Destination wPort: contient le numéro wPort identifiant 'AE DLMS/COSEM destinataire;

e Data length: indique la longueur du champ DATA de la WPDU ('APDU xDLMS
transportée).
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NOTE
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male du

Anglais

Frangais

rapper control information

Information de contrdlejde I'enveloppe
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rapper header
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W
Diata field
W
D

ATA (APDU)

DATA (APDU)

ersion, 2 bytes

Version,' 2 octets

(0]

ource wPort, 2 bytes

Source wPort, 2 octets

(@]

estination wPort, 2 bytes

Destination wPort, 2 octets

—

ength: 2 bytes

Longueur: 2 octets

5.3.3

Dans de profil, les WPDU doivent étre transmises dans les datagrammes UDP spécifié

Figure 4 — Unité de données de protocole de I’enveloppe (WPDU)

Unité de données de protocole couche transport DLMS/COSEM basée sur

UbP

s dans

la norme Internet STD«.0006. lls doivent encapsuler la WPDU, comme indiqug dans
la Figure 5.
UDP protocol control information Data field of the UDP PDU (WPDU)
\ \ \ \ \
UDP header Wrapper header ARDIL
\ \ \ \ \
Source UDP Port, 2 bytes J
Destination UDP Port: 2 bytes
UDP Length: 2 bytes
Checksum
IEC
Anglais Frangais

UDP protocol control information

Information de contrdle du protocole UDP

Data field of the UDP PDU (WPDU)

Champ de données de 'UDP PDU (WPDU)

UDP Header

En-téte UDP
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Anglais

Frangais

Wrapper Header

En-téte de I'enveloppe

Source UDP Port, 2 bytes

Port UDP source, 2 octets

Destination UDP Port, 2 bytes

Port UDP destination, 2 octets

UDP Length: 2 bytes

Longueur UDP: 2 octets

Checksum

Somme de contrble

Du point de vue externe, la PDU de TL DLMS/COSEM sans connexion est un datag
UDP ogrdinaire: tout élément spécifique DLMS/COSEM, y compris I’en-téte spécif

I'envel
osuvre

Les ports UDP Source et Destination peuvent faire référence aux ports UDR aussi bien

que di

émettelur, le port UDP Source dans un datagramme correspond qau,parametre de
Local_|UDP_port, mais du point de vue du dispositif destinataire, le port UDP Source d

datagr

Conformément a la spécification UDP, compléter les champs Source UDP Port (po

source

zéro, dquand tous les bits sont égaux a zéro, de ces champs indique que dans le datag

UDP ¢

champ|Source UDP Port doit toujours étre complété’a 'aide du numéro de port Source

5.3.4

Les numéros wPort réservés sont spécifies dans le Tableau 1:

Figure 5 — PDU (UDP-PDU) de couche transport DLMS/COSEM
sans connexion, basée sur UDP

bppe, se trouve a l'intérieur du champ de données UDP. Par conséquent,les mi

stants en fonction du sens du transfert de données: du pointide vue du di

hmme correspond au parameétre de service Remote_UDR/_Port.

et Checksum (somme de contrdle) avec des données réelles est facultatif. Une

bncerné, le champ n’est pas utilisé. Cependant, dans le profil DLMS/COSEM_on

Numéros de port de I’enveloppe réservés (wPorts)

Tableau 1 — Numéros de port de I’enveloppe réservés
dans-laaTL DLMS/COSEM basée sur UDP

Adresses réservées coté client

Numéro de port de I'enveloppe

No-station 0x0000

Client Management Process 0x0001

Public Client 0x0010
0x02...0x0F

Open for client SAP assignment

Ffamme
que a
ses en

UDP standard peuvent étre (ré)utilisées pour mettre en ceuvre facilement cétte T|L.

locaux
spositif
service
ANs un

t UDP
valeur
ramme
1P, le
DP.

Ox44 OxEE

Adresses réservées coté serveur

Numéro de port de I'enveloppe

0x0000

0x0001
0x0002..0x000F
0x0010,,,0x007E

0x007F

No-station

Management Logical Device

Reserved

Open for server SAP assignment

All-station (Broadcast)
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5.3.5 Diagramme d’états de protocole

Etant donné que la sous-couche enveloppe dans ce profil est sans état, pour toutes les autres
questions relatives au protocole — diagramme d’états de protocole, etc. — les regles
applicables sont telles que spécifiées dans la norme Internet STD 0006. La seule réegle
supplémentaire concerne [I'élimination des messages inappropriés: les messages sans
numéro wPort de destination valide, impliquant qu’aucune AE DLMS/COSEM n'est présente
dans le dispositif destinataire lié¢ a ce numéro wPort, doivent étre éliminés par la sous-couche
enveloppe.

6 Couche transport DLMS/COSEM, orientée connexion, basée sur TCP

6.1 Généralités

La TL|DLMS/COSEM orientée connexion est basée sur le protocole de transport Internet
orientd connexion, appelé Protocole de contréle de transmission (TCP). TCP est un protocole
fiable ge bout en bout. Cette fiabilité est assurée par un “circuit virtuel".conceptuel utilisant
une methode appelée “acquittement positif avec retransmission” (PAR){Al~permet la liyraison
de données avec acquittement, la détection d’erreur, la retransmissiondes données qyand le
temps |d’attente d’acquittement est écoulé, etc. Par conséquent, il(gere les lots de données
perdus|, retardés, dupliqués ou erronés. De plus, le TCP fournit,unymécanisme de contfble de
flux efficace, ainsi qu’un fonctionnement bidirectionnel simultang.

Le TGP, en tant que protocole de transfert orienté<connexion, implique trois phases:
I’établissement de la connexion, I’échange de données et la déconnexion. La TL
DLMS/COSEM basée sur TCP fournit donc des services du modéle OSI a l'utilisateyr (aux
utilisatpurs) de service pour chacune des trois phases:

e poyr la phase d’établissement de la connéxion, le service TCP-CONNECT est folrni au
processus gestionnaire de connexion TCP utilisateur de service;

e pour la phase de transfert des données, le service TCP-DATA est fourni |a I'AL
DLMS/COSEM utilisateur de serviee;

e poyr la phase de fermeture della connexion, le service TCP-DISCONNECT est folrni au
processus gestionnaire de,connexion TCP utilisateur de service;

e en putre, un service TCP-ABORT est fourni a ’'AL DLMS/COSEM utilisateur de service.

La TL|DLMS/COSEM (orientée connexion basée sur TCP contient la méme sous-¢ouche
enveloppe que la TL\DLMS/COSEM basée sur UDP. En plus de convertir les services du
modéle OSI| versw.et depuis des appels de fonction TCP, cette enveloppe fournit des
informations d’adressage et de longueur supplémentaires.

La TL PLMS/COSEM orientée connexion basée sur TCP est spécifiée en termes de sgrvices
et de protocoles. La conversion entre services du modele OSI et appels de fonction TFP est
présentee a r ANNEXe A.

6.2 Spécification de service pour la couche transport DLMS/COSEM basée sur TCP
6.2.1 Généralités

La TL DLMS/COSEM orientée connexion basée sur TCP fournit le méme ensemble de
services cbté client et c6té serveur, comme indiqué dans la Figure 6.


https://iecnorm.com/api/?name=ef89a0b0bf88d1a4e0408e68fc836a9f

- 58 - IEC 62056-4-7:2015 © IEC 2015

. /N COSEM Client COSEM Server .

TCP Connection Manager Application Process Application Process TCP Connection Manager
g T EEN 1L 1L EE %3
S3 g2 DLMS/COSEM Client DLMS/COSEM Server T3 3
g < =] Application Layer Application Layer = .5 2 g
- 9 = & \ L. Ao 5 5
3) L cTg etz g | T2 e i i
2 5 << 2 2 < <k z 2
=z 8 g = = = = = = ”o‘ e} )

e} e @ < < < < < < a &) o
o 3 < |2 |9 2 Q |2 9 /g 24 '
a e e |a |d id da |o id |4 = )
S o S o | o o ) 8 o |5 o =
= ) ot = ~ [ = [ [ et S
= ~
DLMS/GOSEM TCP-based Transport Layer DLMS/COSEM [TCP-based Transport Layer
Wrapper . ) x ‘ Wrapper
TCP TCP
[ ] [ ]
IP P
Lower layers: Data link and Physjcal Lowerslayers: Data link and Physical
e
w IEC
Anglais Francgais
TCH Connection Manager Gestionnaire de connexion TCP
COS$EM Client Application process Processus d’application client COSEM
COSEM Server Application process Processus d’application serveur COSEM
DLMS/COSEM Client Application layen Couche application client DLMS/COSEM
DLMS/COSEM Server Application.ayer Couche application serveur DLMS/COSEM
DLMS/COSEM TCP-based.Iransport Layer Couche transport DLMS/COSEM basée sur TCP
Wrapper Enveloppe
Lowpr Layers: Data Link and Physical Couches inférieures: Liaison de données et Physique
Figure 6 — Services de la couche transport DLMS/COSE
orientée connexion basée sur TCP
Dans de prnfil de communication 'ensemble complet des primitives de service des sérvices

de gestion de connexion TCP (TCP-CONNECT et TCP-DISCONNECT) est fourni cété client
comme cOté serveur. Il s’agit de permettre au serveur de lancer et d’interrompre une
connexion TCP.

NOTE L’établissement d’une association d’application est effectué par I’AE client.

L'utilisateur des services de gestion de connexion TCP n’est pas ’'AL DLMS/COSEM, mais le
processus gestionnaire de connexion TCP. La spécification de ce processus n’entre pas dans
le domaine d’application de cette spécification auxiliaire. Cependant, ’'AL DLMS/COSEM
définit certaines exigences correspondantes. Voir 9.1 de IEC 62056-9-7:2013.

Un service COSEM-ABORT supplémentaire est fourni pour indiquer a ’'AL DLMS/COSEM que
la connexion TCP concernée est interrompue ou désactivée.
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Comme dans la TL DLMS/COSEM basée sur UDP, la primitive de service TCP-DATA.confirm
est également facultative. Cependant, le service TCP-DATA.request peut étre confirmé soit
localement, soit a distance.

6.2.2 Service TCP-CONNECT
6.2.2.1 TCP-CONNECT.request

Fonction

Cette primitive est la primitive de demande de service pour le service d’établissement d’'une
connexion.

Sémartique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-CONNECT.request (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote IP_Address

)

Les pgramétres Local TCP_Port et Remote TCP_Port<identifient respectivement leg ports
TCP lgcal et distant. Les parameétres Local_IP_Address et Remote_IP_Address indiquent
I'adrespe IP du dispositif physique demandant la . connexion TCP et du dispositif pHysique
cible, gvec lequel la connexion TCP demandée est.a établir.

Utilisation

Le progessus gestionnaire de connexion\TCP utilisateur de service demande la primitive TCP-
CONNECT.request pour établir une Connexion avec la TL DLMS/COSEM homologue|basée
sur TCP.

6.2.2.2 TCP-CONNECT.indication

Foncti¢n

Cette primitive est.Ja primitive d’indication de service pour le service d’établissemen{ d’'une
conneyion.

Sémartiqué de la primitive de service

La primitive doit fournir les parametres comme suit:

TCP-CONNECT.indication (
Local_TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address

)
Les paramétres Local TCP_Port et Remote TCP_Port indiquent les deux ports TCP entre
lesquels la connexion TCP demandée est a établir. Les parameétres Local IP_Address et
Remote_ IP_Address indiquent les adresses IP des deux dispositifs participant a la connexion
TCP.

Utilisation
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La primitive TCP-CONNECT.indication est générée par la TL DLMS/COSEM basée sur TCP a
la suite de la réception d’'un paquet TCP, indiquant au processus gestionnaire de connexion
TCP qu’un dispositif distant demande une nouvelle connexion TCP.

6.2.2.3

TCP-CONNECT.response

Fonction

Cette primitive est la primitive de réponse de service pour le service d’établissement d’une
connexion.

A fioyrs ol / H H v o Ad-
Semaruquu re—r6 p,"u’i’:‘mvC Ge-Serv1ee

La prinmitive doit fournir les paramétres comme suit:

Les p3
lesque
indiqug

Le parpmétre Result indique que le gestionnairesde connexion TCP utilisateur de se
acceptg la demande de connexion TCP. Sa valeur est toujours SUCCESS.

Utilisatlion

Le progessus gestionnaire de connexjon TCP demande la primitive TCP-CONNECT .res
pour iLdiquer a la TL DLMS/COSEM basée sur TCP si la demande de connexio

précéd

demande de connexion.

6.2.2.4

Fonctipn

Cette
d’une

rameétres Local TCP_Port et Remote TCP_Port indiquent les deux ports TCH
s la connexion est établie. Les paramétres Local’dP_Address et Remote_IP_A
nt les adresses IP des deux dispositifs physiques.participant a la connexion TCH.

TCP-CONNECT.response (
Local TCP_Port,
Remote TCP_Port,
Local _IP_Address,
Remote_IP_Address,
Result

)

nte a été acceptée. /Lergestionnaire de connexion TCP ne peut pas rejet

TCP-CONNECT.confirm

brimitive.est la primitive de confirmation de service pour le service d’établiss

onnexion.

entre
ddress

fvice a

sponse
n TCP
Brune

ement

Sémantique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-CONNECT.confirm (
Local _TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Result,
Reason_of Failure

)

Les parametres Local TCP_Port et Remote TCP_Port indiquent les deux ports TCP entre
lesquels la connexion est établie. Les parameétres Local_IP_Address et Remote_|IP_Address
indiquent les adresses IP des deux dispositifs physiques participant a cette connexion TCP.
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Le paramétre Result indique si la connexion TCP demandée est établie ou non. A noter que
cette primitive de service correspond normalement au résultat d’'une confirmation distante, et
dans la mesure ou une demande de connexion TCP ne peut pas étre rejetée, le paramétre
Result doit toujours indiquer SUCCESS.

Cependant, le parameétre Result peut également indiquer FAILURE, lorsqu’il est confirmé
localement. Dans ce cas, le parametre Reason_of Failure indique la raison de I'échec.

Utilisation

La primitive TCP-CONNECT.confirm est générée par la TL DLMS/COSEM basée sur TCP
pour i i i i i i esultat
d’'une gdemande de service TCP-CONNECT.request regue précédemment.

6.2.3 Service TCP-DISCONNECT
6.2.3.1 TCP-DISCONNECT.request

Fonctipn

Cette primitive est la primitive de demande de service pour Je\service d’interruption d’'une
connexion.

Sémartique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-DISCONNECT.request (
Local_TCP_Port,
Remote_TCP_Port,
Local_IP_Address,
Remote_ IP_Address

)

Les paramétres de service sont” les identificateurs de la connexion TCP a libérdgr. Les
parametres Local TCP_Port ‘et Local IP_Address désignent le port TCP et I'adregse IP
locaux| du dispositif et de [I'application demandant Ila connexion, les paramétres
Remotg IP_Address et“Remote TCP_Port font référence au dispositif et a I'application
distants.

Utilisation

La primitive ) TCP-DISCONNECT.request est demandée par le processus gestionngire de
conneXien/TCP utilisateur de service pour demander l'interruption d’'une connexioh TCP
existante.

6.2.3.2 TCP-DISCONNECT.indication

Fonction

Cette primitive est la primitive d’indication de service pour le service d’interruption d’une
connexion.

Sémantique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-DISCONNECT.indication (
Local_TCP_Port,
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Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Reason

)

Les paramétres Local_TCP_Port, Remote_TCP_Port, Local_IP_Address, Remote_IP_Address
identifient la connexion TCP, soit dont la libération a été demandée par le dispositif
homologue, soit qui a été abandonnée.

Le paramétre Reason indique si le service est sollicité parce que le dispositif homologue a
demandé une déconnexion TCP (Reason == REMOTE_REQ), ou s’il est généré localement a
la suite—de—ta—détection—d-ur—EvenrementdevantentratrertHrterruption—de—ta—eenrnrexion TCP

(Reasgn == ABORT).

NOTE |a couche transport DLMS/COSEM peut fournir des informations plus détaillées sur les raisons dABORT
par l'intermédiaire des services de gestion de couche. Cependant, ces services ne relévent\pas du flomaine
d’applicqtion de la présente norme internationale.

Utilisalion

La primitive TCP-DISCONNECT .indication est générée par la TL, DLMS/COSEM baslge sur
TCP ppur indiquer au processus gestionnaire de connexion TECP utilisateur de servige que
I'’entité]| homologue a demandé [linterruption d’'une connexion TCP existante. La [méme
primitiye est également utilisée pour indiquer si la TL‘a détecté une interruptign non
demandée d’'une connexion TCP existante (par exempleilorsque la connexion physique est
coupée).

6.2.3.3 TCP-DISCONNECT.response

Fonctipn

Cette primitive est la primitive de réponse de service pour le service d’interruption d’'une
connexion.

Sémarntique de la primitive dessetrvice

La primitive doit fournir les‘paramétres comme suit:

TCP-DISCONNECT.response (
Local_TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_ IP_Address,
Result

\
]
Les paramétres Local _TCP_Port et Remote_TCP_Port identifient les deux ports TCP entre
lesquels la connexion TCP est a interrompre. Les paramétres Local IP_Address et
Remote IP_Address indiquent les adresses IP des deux dispositifs physiques participant a la
connexion TCP a interrompre.

Le paramétre Result indique que le processus gestionnaire de connexion TCP utilisateur de
service a accepté la déconnexion de la connexion TCP concernée. La valeur de ce paramétre
est toujours SUCCESS.

Utilisation

La primitive TCP-DISCONNECT.response est demandée par le processus gestionnaire de
connexion TCP pour indiquer a la TL DLMS/COSEM basée sur TCP si la déconnexion TCP
demandée précédemment est acceptée. A noter que le processus gestionnaire de connexion
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TCP ne peut pas rejeter la demande de déconnexion. Cette primitive de service est sollicitée
uniqguement si le service TCP-DISCONNECT.indication correspondant a indiqué une demande
de déconnexion initiée a distance (Reason == REMOTE_REQ).

6.2.3.4

TCP-DISCONNECT.confirm

Fonction

Cette primitive est la primitive de confirmation de service pour le service d’interruption d’'une
connexion.

Sémantf

La prinmitive doit fournir les paramétres comme suit:

Les p4g
lesque

Remotg IP_Address indiquent les adresses IP des.deux dispositifs physiques participg

connex

Le parametre Result indique si 'interruption de la connexion TCP concernée a réussi @

Norma

distante, et dans la mesure ou une demande de déconnexion TCP ne peut pas étre rejg
valeur [du paramétre Result est toujours SUCCESS.

Cepengant, le parameétre Result-peut également indiquer FAILURE, lorsqu’il est cd

fioyry ol o ppipaitia Ao _aaopin
oqoCTaCTa PtV e OC—oCTVICT

TCP-DISCONNECT.confirm (
Local TCP_Port,
Remote TCP_Port,
Local_IP_Address,
Remote_IP_Address,
Result,
Reason_of Failure

)
ramétres Local_TCP_Port et Remote_TCP_Port.identifient les deux ports TCH

ion TCP a interrompre.

ement, cette primitive de service estsollicitée en tant que résultat d’'une confir|

entre

s la connexion TCP est a interrompre. Lkes’ paramétres Local_IP_Addrg¢ss et

nt ala

u non.
mation
tée, la

nfirmé

localement. Dans ce cas, le paramétre Reason_of Failure indique la raison de I’échec.
Utilisation

La prirhitive TCP-DISCONNECT.confirm est demandée par la TL DLMS/COSEM baslée sur
TCP pour confirmer au gestionnaire de connexion TCP utilisateur de service le résultat d’'une
demangde de_service TCP-DISCONNECT.request précédente.

6.2.4 Service TCP-ABORT

6.2.4.1 TCP-ABORT.indication

Fonction

Cette primitive est la primitive d’indication de service pour le service d’interruption d’une
connexion.

Sémantique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-ABORT.indication (
Local TCP_Port,
Remote TCP_Port,
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Local_IP_Address,
Remote_IP_Address,
Reason

)

Les paramétres Local TCP_Port et Remote_TCP_Port identifient les deux ports TCP entre
lesquels la connexion a été abandonnée. Les paramétres Local IP_Address et
Remote IP_Address indiquent les adresses IP des deux dispositifs physiques ayant participé
a la connexion TCP abandonnée.

Le parameétre Reason indique la raison de I'abandon TCP. Ce paramétre est facultatif.

Utilisafion

La primitive TCP-ABORT.indication est générée par la TL DLMS/COSEM basée sur TCPP pour
indiquer a 'AL DLMS/COSEM utilisateur de service que la connexion TCP ¢oncernége subit
une interruption non sollicitée.

Quand| cette indication est recue, 'AL DLMS/COSEM doit libérer_toutes les AA établies
utilisar|t cette connexion TCP, et doit I'indiquer a I'AP COSEM utilisant la primitive de $ervice
COSEM-ABORT.indication. Voir également 6.4 de I'|EC 62056-5-3:2013.

6.2.5 Service TCP-DATA
6.2.5.1 TCP-DATA.request

Fonctipn

Cette primitive est la primitive de demande decservice pour le service de transfert de dgnnées
en moge connexion.

Sémantique de la primitive de service

La prinpitive doit fournir les paramétres comme suit:

TCP-DATA.request - (
Local_wPort,
Remote_wPort,
Local TCP_Port,
Remote TCP_Port,
Local IP_Address,
Remote_IP_Address,
Data_Length,
Data

)
7

Les paramétres Local _wPort, Local_TCP_Port et Local_IP_Address indiquent les parametres
numéro de port de I'enveloppe, numéro de port TCP et adresse IP du dispositif/AE
DLMS/COSEM demandant [I'envoi des données. Les paramétres Remote wPort,
Remote TCP_Port et Remote IP_Address indiquent les paramétres numéro de port de
I’enveloppe, numéro de port TCP et adresse IP appartenant au dispositiffAE DLMS/COSEM
auquel les données sont a transmettre.

Le paramétre Data_Length indique la longueur du paramétre Data en octets.

Le parametre Data contient TAPDU xDLMS a transférer a I'’AL homologue.

Utilisation
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La primitive TCP-DATA.request est demandée par ’'AL DLMS/COSEM client ou serveur pour
demander I’envoi d’'une APDU a une application homologue unique.

La réception de cette primitive doit faire en sorte que la sous-couche enveloppe prédétermine
les champs spécifiques de I'enveloppe (Local _wPort, Remote wPort et Data_Length) a
I’APDU xDLMS recgue, puis appelle la fonction SEND() de la sous-couche TCP avec la WPDU,
correctement formée, voir 5.3.2, en tant que DATA. La sous-couche TCP doit transmettre la
WPDU a la sous-couche TCP homologue tel que décrit dans le document STD 0007.

6.2.5.2 TCP-DATA.indication

Fonction

Cette irimitive est la primitive d’indication de service pour le service de transfert desdgonnées
en modle connexion.

Sémartique de la primitive de service

La primitive doit fournir les paramétres comme suit:

TCP-DATA.indication (
Local_wPort,
Remote_wPort,
Local TCP_Port,
Remote_TCR" Port,
Local_IP“Address,
RemoteIP_Address,
Data\length,
Data

)
Les parametres Local _wPort, Local_TCRPort et Local_IP_Address indiquent les parametres
numérp de port de I’enveloppe, numéro de port TCP et adresse IP appartenant au
dispos|tiff AE DLMS/COSEM recevant les données. Les paramétres Remote |wPort,
Remote TCP_Port et Remote_|PSAddress indiquent les paramétres numéro de port de
I'envelpppe, numéro de port FCP et adresse IP appartenant au dispositiffAE DLMS/JQOSEM
qui a gnvoyé les données.

Le parametre Data_Length indique la longueur du parameétre Data en octets.
Le paramétre Data contient TAPDU xDLMS recue de la part de I’AL homologue.

Utilisalion

La prirritve—FSP-BATARgieatior—estgéneréeparta—THBEMSICOSEMpeurindiguer a 'AL
DLMS/COSEM utilisateur de service qu'une APDU xDLMS a été recue de la part d’'un
dispositif distant. Elle est générée a la suite de la réception d’'une APDU compléte (en un
paquet TCP ou plus) par la TL DLMS/COSEM basée sur TCP, si les paramétres
Local_TCP_Port et Local_wPort dans le(s) paquet(s) TCP transportant 'APDU contiennent
tous deux des numéros de port valides, ce qui signifie qu'une AE DLMS/COSEM est présente
dans le dispositif destinataire lié aux numéros de ports donnés. Si ce n’est pas le cas, le
message regu doit simplement étre éliminé.

6.2.5.3 TCP-DATA.confirm

Fonction

Cette primitive est la primitive de confirmation de service facultative pour le service de
transfert de données en mode connexion.
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