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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ENERGY MANAGEMENT SYSTEM
APPLICATION PROGRAM INTERFACE (EMS-API) -

Part 405: Generic Eventing and Subscription (GES)

FOREWORD

1) Thellnternational Electrotechnical Commission (IEC) is a worldwide organization for st hprising
all pational electrotechnical committees (IEC National Committees). The obje bromote
intefnational co-operation on all questions concerning standardization in the electfical and ields. To
this |lend and in addition to other activities, IEC publishes International Stangdarg ifijcations,
Technical Reports, Publicly Available Specifications (PAS) and Guides s “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any erested
in the subject dealt with may participate in this preparatory work. d non-
governmental organizations liaising with the IEC also participate in fkj borates| closely
with| the International Organization for Standardization (ISO) in accorda ined by
agrgement between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matt S possible, an interpational
congensus of opinion on the relevant subjects since eac i from all
inteflested IEC National Committees.

3) IEC National
Com of IEC
Publi for any
misi

4) In o ications
tran ivergence
betw icated in
the

5) IEC for any
equi

6) Alld

7) No | mployees, servants or agents including individual expgrts and
men ational Committees for any personal injury, property dajnage or
othe q whether direct or indirect, or for costs (including legal feps) and
expeé isi he publi t|on use of, or reliance upon, this IEC Publication or any otper IEC
Publicati

8) Atteption i to.t ative references cited in this publication. Use of the referenced publications is
indigpen i

9) Atte 8 ibility that some of the elements of this IEC Publication may be the sybject of
patelnt rightSs\JEC shaN not\¥e held responsible for identifying any or all such patent rights.

InternationalStandard IEC 61970-405 has been prepared by IEC Technical Committee 57:

Power|systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting

57/888/FDIS 57/907/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

A list of all parts of the IEC 61970 series, under the general title Energy Management System

Application Program Interface (EMS-API), can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.
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INTRODUCTION

This part of IEC 61970 is part of the IEC 61970 series that defines Application Program
Interfaces (APIs) for an Energy Management System (EMS). The IEC 61970-4XX and
IEC 61970-5XX series documents comprise Component Interface Specifications (CISs). The
IEC 61970-4XX series CIS are specified as Platform Independent Models (PIMs), which
means they are independent of the underlying technology used to implement them. PIM
specifications are also referred to as Level 1 specifications. The IEC 61970-5XX series CIS,
on the other hand, are specified as Platform Specific Models (PSMs). PSM specifications are
also referred to as Level 2 specifications.
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ENERGY MANAGEMENT SYSTEM
APPLICATION PROGRAM INTERFACE (EMS-API) -

Part 405: Generic Eventing and Subscription (GES)

over L
provide
of the

IEC 61
Industfi :
relies |on the OMG Data Access Facility (DAF and ( 2 and Events [(A&E)
specifications. OMG DAIS A&E is a Platform i with CORBA &s the
platform and OPC A&E is a PSM withMjcroso m. Implementers wanting
an intrpduction to OMG DAIS A&E and OP& A& documents.

The GES interface is intended to interoperate with.8 EC 61970 based interfaces. Hgnce it
is pospible to use information retrieved i ace to access the same information
using this interface, for e
e object identifiers,

e attribute nam

e cla

implementing the GES interface can be seen by using
eta data. It is also possible to use the data iccess

the browse interfaces if the client has an a priori knowlgdge of
8 ntifiers. Object identifiers may be retrieved using data from other
example a\CIMXML file or the IEC 61970-404 interface. Information op what
t vailable will be described in IEC 61970-45X documents.

ibes the functionality in a technology independent way, it is a Platform
ndent Specmcatlon (PIM) Hence it explalns the functlonallty to a level that ¢an be

. ) 8 A&E.
Implementers Wantlng an mtroductlon to OMG DAIS A&E and OPC A&E should read these
documents.

IEC 61970-405 consists of two parts:

e SCADA alarms and events that is the Platform Independent Specification (PIM) derived
from DAIS A&E and OPC A&E. This part is called “Generic Eventing and Subscription
Alarms and Events” (GES A&E).

e Generic messaging that is a generalization of the SCADA alarms and events. This part is
just called “Generic Eventing and Subscription” (GES).

IEC 61970-1 provides the EMS-API reference model upon which this standard is based. In
that reference model, the terminology used in this part of IEC 61970 is introduced and the role
of the CIS is explained.
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IEC 61970-401 provides an overview and framework for the CIS (IEC 61970-4XX)
standards.IEC 61970-402 provides the base services to be used in conjunction with other
IEC 61970-4XX documents. This specification extends the Common Services to provide an
event subscription oriented mechanism for applications to exchange CIM data.

The mapping of IEC 61970-405 to implementation specific technologies or Platform Specific
Models (PSMs) is further described in a separate series of documents, i.e. the future
IEC 61970-5XX. For actual implementations, the future IEC 61970-5XX, OMG DAIS A&E,
OMG DAF or OPC A&E are used.

2 Normative references

The fq iment.
For dated references, only the edition cited applies. For undated referé 3 pdition
of the feferenced document (including any amendments) applies.

IEC 61
Part 1] Guidelines and general requirements

API) —

IEC/TY
Part 2| Glossary

\PI)

IEC 61970-301:2005, Energy manag
Part 301: Common Information Model

API)

IEC 61 \Pl) —
Part 4
IEC 61 \Pl) —
Part 4
Data 9 OMG
Adopte¢d Specificati 5 'OMG
DAIS |
Utility Cation,
Versio
OPC Events Specification, Version 1.10, OPC Foundation, October| 2002

(Referfed to.herei

3 Terms-and-definitions

For the purposes of this document, the terms and definitions given in IEC/TS 61970-2 apply.

NOTE Refer to International Electrotechnical Vocabulary, IEC 60050, for general glossary definitions.
4 Generic Eventing and Subscription (Normative)

4.1 Overview
4.1.1 General

Figure 1 illustrates the interaction between a Generic Eventing and Subscription Alarms and
Events (GES A&E) client and server. A subscription means that the server has no a priori
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knowledge of its clients. Once a connection is established, a server calls the clients back

when data becomes available or updated.

Client
A
Establish
connection Tlransfer 0(]; t
and subscribe alarms and events
Server

This (lause discusses Generic Eventing and Subscriptiof
the Ggneric Eventing and Subscription Alarms and Eve

generalization of
S/A&E is degcribed

in Clatise 5. The scope of GES A&E is intended for/SC 2 ange, as described in
Clausg ; basis
for GES.

4.1.2 Suitability of the GES to the es
The ug ng non
SCAD

e Outage Management Sy
e Nefwork Applicatio
e Gelneration G ol
e Ge

413

Thoughthe target of this IEC standard is the control center technical domain| GES

encompasses a generatset—of toncepts—thattam be—apptied—toTmany types—of systems.

Examples of these systems include:

e Customer Information Systems

e Substation Automation Systems. For integration with Substation Automation Systems, it
shall be noted that several specifications related to communication already exists, for
example the IEC 61850 series for substation communication and |IEC 60870-5 for RTU
communication. The intention of this part of IEC 61970 is to describe a service interface
that may encapsulate such communication solutions.

e Other types of technically oriented operational business systems.

In recognition that the integration between applications in two or more of these systems is
often necessary, the intent of this part of IEC 61970 is to meet general GES requirements to
the extent that they are common to different types of systems while effectively addressing

control center needs.
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4.1.4 Suitability of the GES to the integration of tightly coupled and loosely coupled
applications (informative)

Over the last couple of years, the software community has come to realize that different
software architectures are required when integrating tightly coupled applications (for example
transmission network applications deployed in a utility control center) versus loosely coupled
applications (e.g. distribution network application applications deployed as Web Services). In
the case of tightly coupled applications, the integrating architecture might be based on
CORBA IIOP, Java RMI, Microsoft DCOM or even a centralized database. In the case of
loosely coupled integration, however, it is generally accepted that an XML-based messaging
architecture is preferred. One goal of the GES is to allow a component to be developed
without prior knowledge of the deployment enwronment Thus, for example, components with
a GES§ '

mess

In acdordance with IEC 61970-1, i i ACe 9 ddes include
access i ' J ' QOS).
Even t can be
used 4 based

interface such as JMS or OAMAS for example.

GES gpecializations are possible for the following ipterf 9 ies, some of which are
langugge-specific and some of which are middleware-spgedifie:

e CH+t language.

e C language.

e CdRBA.
e CQM.
e Jaya.

e XML. The XML c ‘ interoperability between indeperndently
deyeloped copipons a yce when XML based messaging is used jas the
intggration t%} symat” of this XML will be determined by the ude of a
spécification such Protocol.

Figure ponent with a language or interface technology-specific
specii' i erface can be adapted to run over a middleware-specific
imple IS, where an application component has been developed ysing a
particyla fic specialization such as CORBA, the use of a component adapter
would ponents \to communicate using a particular middleware such ag XML
messaging. =S is independent of what transport technology is used for efample

IIOP of XML _Preo coI
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Component execution environment
(e.g. Java, .Net, or CORBA container)

CORBA, Java, or
.Net component

Language or interface technology
specific GES-based interface
specialization. (e.g., C++, Java, .Net,
Corba, etc.)

Component Adapter
to Middleware

Deploy
a way

provide

IEC 1323/07

ment environment independencg’l
of lowering the cost of co

vell as

iffcation

siness

object) events. COM does not provide of subscribing to events related to a
particylar small object (such as a P . Gonsequently, when running pver a
Microgqoft-based infrastrugttite, | system integrator to supply this
functignality. Enabling sukscrikj g co opers to add small object event filtering
functignality “out of th R_off-the-shelf OPC clients) lowers the timje and
effort fequired to integrate.es

Enabling small o i it mponent does not in any way break the contract
betweén compone 5 adaptérs, and component execution systems. The juse of
small pbject- ba fi define a middleware interface. Proof of this can bg¢ seen
in that{OPC and DAI qvide-small object-based event filtering. DAIS/OPC are ndt used
as middlewate interfaces they are used at the component interface. Middleware|API’s,
such gs JMS 3 YRBA Notification, include transport semantics such as QOS (e.g. delivery
charadtetistics ) gliability, priority, and expiration time) as well as adminifrative
functignality~ (e. 9y c¢hannel load balancing). QOS and administrative functionality is
specific to themiddleware used. On the other hand, small object filtering is common [fo any
middlgware-used.

The use Cf p .b! ahlaubooriba flinatin ity Avinaond At & A A ANt Tt A A AN o event

ISASHBSEHDEe rToToTroTTaOT Ty CAP O ST OOt o COTTT PO T I et ac T roarto— oo

filtering code does not need to be rewritten for each different implementation scenario. Event
filtering is done by a component and not by a component adapter; consequently, power
system specific (CIM-based) event filtering tools can be used instead of generic event filtering
tools. CIM-based event filtering provides for more familiar as well as more powerful and easy

to use

configuration management.

Furthermore, since the GES API can be deployed independent of any application category
specific information model, GES component interfaces do not need to be recompiled when an
information model changes. Thus, application category information model changes can be
handled via declarative action rather than programmatic action.
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4.2 Using GES A&E Simple Eventing for Generic Messaging
4.21 General

GES can be used to construct a document exchange system. While the High Speed Data
Access (HSDA) interface as described in IEC 61970-404 supports subscribing to
measurement, parameter and other simple data, GES A&E interface as described in Clause 5
allows components to publish and subscribe to non-measurement documents (e.g. work
orders) as opposed to collections of measurement points. The eventing interface allows
components to publish and subscribe to documents such as work orders without having to
subscribe to each individual work order property.

More precisely, the use of "Simple Events” in the GES A&E Intertaces 1S no ited to, JCADA

data. sent to

or recgeived by an arbitrary control center application. 3 H Events

are useful for accessing the entire Common Information Model (CHW) t angmitted

throug i 3 . That

is, the

The sg ve the

followi

e So ' s . This €an be either gn item
su : : as an
ap

e So ce.

e Tin

e Me

e Mdin category — for Simplek i Ridins the resource ID of Simple Evept.

e Category — the resouxce N ; & g. Every category corresponds to a specific
evént schema

e Category naré:>

e Seyerity — a hipt abolt the level of severity for this event.

e Properties — a\st

For example,\the S i guld contain a reference to the Work Management Systgm, the

Message’ field i , the Category could contain the resource ID

for th 9 ation Request” event type, the Category name field could qontain

“Transfformer qstallation '/Request”’, and the properties would be that data associated |with a

Transfprmerctnstallation Request. As can be seen by this example, Simple Events are deneral

purpoge Jin_nature — that is, they can be used by any application category to exdhange

informption.

4.2.2 GES messages

The Common Information Model described in IEC 61970-301 defines a normalized data model
for use in integration of control center applications. Future IEC 61970-450 to IEC 61970-499
Component Interface Specifications will provide denormalized views of IEC 61970-301 data.
For example, while IEC 61970-301 objects such as transformers and loads are distinct
classes, IEC 61970-450 to IEC 61970-499 Component Interface Specifications will define
document style interface classes that may amalgamate a few properties from multiple
normalized classes such as transformers and loads. IEC 61970-450 to IEC 61970-499 CIS
documents (event types) will provide application specific ways of grouping or viewing a
collection of properties.
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4.2.3 Eventing and Subscription topic trees (informative)

Events can contain documents that are delivered asynchronously. Messages can convey
documents, but the use of the term “message” also implies a broker-oriented transport
mechanism. Thus, the term event is more generic than message.

GES Eventing is similar to the Java Messaging Service (JMS) Interface with one important
distinction; GES Eventing does not include access to messaging-specific functionality such as
message broker service QOS. However, since GES Eventing is a component interface that is
independent of what middleware is deployed between components, the lack of a messaging
specific interface is appropriate.

The JMS Publish/Subscribe model defines how components use JMS to publiSk and subscribe

to megsages related to a well-known node in a content-based hierarchy ing calls
these [nodes Areas and JMS calls these nodes topics. By relying g \pic|as an
intermediary, event/message publishers are kept independent of sgbsch iCe |versa.
Many [messaging service providers, such as MQSeries, group-topics\into. hie s and
provide various options for subscribing to parts of the hierarcKy. . i sist of
an arfay of area names (fully qualified pathnames) creg iggting a
hierar¢hical area map. Neither GES Eventing nor JMS & s\any nat an
area/tgpic object represents. It might be a leaf in a topichi igh br part
of the hi i

Frequently, users like to see data orgam in~cco e - ic hiefarchy.
GES dloes not standardize the presenfation N7 i ical [views.
IECTJ57 Namespaces as described in I ) q i ification ip used
with Batt i \larms
and E views.

The use of the IECTC57 es fer to
Figure ide th mmon

Servicge d in a
hierarghy as well as 3 event
(document) sub@

4.2.4 Subscriptio

GES ¢ sed to
qualifyf adding
a “wh : ive New
Transfpry ; events as well as indicate that it only wants to receivg New
Transf > S turer.

A GES§ Subscription object (refer to Figure 7) maintains a filter specification set up by ajclient.
The filteris-used to specify what notifications shall be sent to the client. A server may slupport
varioug filter functions and a client can ask the Subscription Home object what filter functions
are supported. The subscription home is also used to create any number of subscription
manger objects. Each subscription manger is associated with a client that has implemented
callback object so that the server can send alarm and event notifications to the client.

4.2.5 GES Publish/Subscribe wildcards
4.2.5.1 General

GES Eventing does not support “wild card” functionality in topic subscription strings. For
example, GES Eventing allows components to subscribe to events on the basis of event
Category (e.g. “Transformer Installation Request”) or on the basis of topics (e.g. all work
orders for breakers), but there is no facility to choose all areas at a given level. This
specification extends GES Eventing with support for wildcards in topic based filtering. The
GES Events interfaces are not changed in order to add support for wild cards in area paths.
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This specification requires a well-known URI for the wildcard. The URI for the wildcard is:
http://omg.org/schema/GES#WILDCARD

4.2.5.2 Example topic hierarchies (informative)

To illustrate how subscription topic trees are used, consider a topic tree that consists of a CIM
containment model hierarchy as shown in Figure 3. An example area string created by
navigating the above tree might be “IECTC57PhysicalModel/NorthArea/AirportSubstation”. In
this case, a subscriber could receive all events that pertain to this topic — including breaker,
transformer, and load-related events. However, if one wants to subscribe to breaker related
events from all substations, then the GES requires that the user specifically includes the
name of each substation node one may be interested in. This specification includes the added
capabllity to create an area string (array of area names) without having toomanually,ngvigate
to every node on is interested in. Such a topic string may 2 CTC57
PhysidalModel/*/*/Breakers”.

Figure 3 — Populat

Browsin;

ve)

4.2.6
4.2.6.1

IEC 61 based

o |E(
o |E(
e |ECTLCS57ISModel

IECTC57PhysicalModel contains subscription topic nodes representing the containment
hierarchy of instances of CIM classes, for example control areas, substations, bays, breakers,
etc. To browse this hierarchy, GES uses the IArea browse interface (refer to Figure 7).

IECTC57ClassModel contains subscription topic nodes representing the class hierarchy of
CIM classes, for example the Power System Resource class, AC Conducting Equipment
class, Switch class, Breaker class, etc. To browse this hierarchy, GES uses the IType browse
interface (refer to Figure 7).

IECTC57ISModel contains subscription topic nodes representing the hierarchy of events
types. To browse this hierarchy, GES uses the ICategory interface (refer to Figure 7).

Using OPC with GES, clients browse all subscription topic nodes with Area browsing by
putting them into the same tree. The single OPC namespace tree may be divided into the
three sub trees: IECTC57PhysicalModel, IECTC57ClassModel, and IECTC57ISModel. As data


http://omg.org/schema/GES#WILDCARD
https://iecnorm.com/api/?name=652ce1d5a5f109da4454a2a4c55e450d

61970-405 © IEC:2007(E) ~ 15—

describing the properties is different depending on the sub-tree in question, the GES
approach is to have sub-tree specific browsers returning data specific for the sub-trees, i.e.
IArea and IType and ICategory (refer to Figure 7) for the IECTC57PhysicalModel,
IECTC57ClassModel, and IECTC57ISModel topic trees respectively. Therefore, GES
browsing does not required three sub trees. Using GES, IECTC57PhysicalModel,
IECTC57ClassModel, and IECTC57 ISModel are the roots of independent topic trees.

4.2.6.2 Mapping GES browsing to OPC browsing
4.2.6.2.1 General

In order to compensate for the lack of native support for Resource ID’s and Type in OPC,
speciall properties shall be introduced Into a GES compliant OPC namespace

4.2.6.2.2 Custom property required for Resource ID

order to
|tion of
. This

string

) der to
¢ in an OPC implementation of
defined named “Resource ID[. This
object. The OPC Custom Property
Iue of thls custom property for items|in the

s can be used to subscribe to events. In ofder to
to GES, every node in an OPC implementation of
e shall have a custom property defined named|“Type
ty cantains the value of the Resource ID for the type of that pbject.

epreséntation of hex digits: {XXXXXXXX-XXXXXXXX-XXXXXXXX-XXXXKXXX}.

OPC (iffers,from GES in that only names can be used to subscribe to events. In ofder to
facilitate’“a consrstent mapping from OPC to GES every attrrbute node in an| OPC
implenmetite Namespaces—she e S operty—defired—hamed
“Generic Data Access Type”. This property |dent|f|es the GDA Slmple Value data type of the
attribute. The OPC Custom Property Index for this property shall be 10 003.

4.2.6.2.6 Custom property required for Modelled

OPC differs from GES in that only names can be used to subscribe to events. In order to
facilitate a consistent mapping from OPC to GES, every attribute node in an OPC
implementation of the IECTC57ISModel Namespace shall have a custom property defined
named “Modelled”. This property indicates if the attributes can be mapped to a resource ID
using the ResourcelDService. For attributes that can be mapped, the value of this property is
the ASCII string “Mapped”. For attributes that cannot be mapped, the valued of this property
is the ASCII string “Indexed”. The OPC Custom Property Index for this property shall be
10 004.
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5 Generic Event Subscription Alarms and Events

5.1

Background (informative)

For historical reasons, control systems for different industrial processes have evolved along
different lines. Control systems for power systems have evolved on a UNIX base and control
systems for most other industrial processes have evolved on a Windows base. For Windows
based control systems, OPC has become the dominating standard. For UNIX based systems,
the DAIS API defined in Common Object Request Broker Architecture (CORBA) Interface
Definition Language (IDL) has been developed. DAIS is based on OPC to benefit from the
success of OPC and enable easy bridging to OPC. Whith this intent, Object Management

Group (OMG) started in 1997 to develop a CORBA based interface with the same functionality

as OPIC. GES A&E has the functionality from OMG DAIS A&E and OPC A&E _describgd in a

technglogy neutral way, hence GES A&E is intended to be a Platforp Model

(PIM).

5.2 [SCADA use case (informative)

Alarmg are generated with the intent to gain attention to fault onditions thatwéed operator

intervgntion. Hence alarms are recorded and presented to<qperators sentation disually

involves acoustic annunciation and some highlighting, nk etc

Eventg are more general and may be generated due/to v 3 nd are distriblited to

clients| that have interests in the specific information topics. G gan be used to monitor

and cqgntrol a power system consisting of the follp jo@arts.

e Process instrumentation making sensordata and actuation capabilities available

e Remote terminal units (RTUs) or substati ol systems reading sensor dafa and
conmtrolling actuators.

e Prgcess communicatig its ¢ or substation control systems.

e SCADA subsystempma ensor)data and control capabilities availgble to
operators, appllcat| 5

e An| Energy using the SCADA subsystem for ex{ended
prqcessing ane ¢

In a SICADA/EM ) stem typically takes care of the presentation of plarms

and eVlents related toXield ices- such a system, the data flows as shown in Figure|4.

SCADA " Graphical User Interface

Process control

or RTU —» Alarms and events

' A
'

Messages traffic L AN W - ¥ Acknowledgments

address by Instrumentation
GES A&E

IEC 1325/07

Figure 4 — Typical SCADA flows of DAIS alarms and events
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Alarms and Event servers may be organized in a hierarchy where simple servers generate
alarms that are collected by servers with more advanced functions, for example filtering and

storage of alarms.

The DAIS Alarms and Events interface can be used for several different purposes:

e Presentation of alarms or events from a process in event lists.
e Printing of alarms and events on paper.

e Archiving of alarms and events.

e Collection of alarms and events from simple sources to more advanced alarms and events

4
magrragementrservers:

e Acknowledgement of alarms.
Two main actors appear in the use cases

e A maintenance engineer that configure alarms and event subs

acknowledge alarms. An operator may also filter the al§
supposed that a GUI that aids specification of filter para

5.3 [Data model (normative)

The GES A&E data model describes &
to be ¢rganized within a server. A serve
client ising GES A&E will see a data

per or
s. Itis

bpears
but a
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AreaSourceComponent
(from DAISAEArea)
«id : ResourcelD
0..n |Lgname : string
«xdescription : string

+aggregated_types

+parent
$ 0..n

Area Source 0..n Type 0..n Property
(from DAISAEArea) (from DAISAESource) 4 (from DAISType) | 4 (from DAISProperty)
1 .n
0..n
SourceCondition Q
(from DAISAESourceCondition) <\ \?
«icondition_op_state : DAISConditionOpState

—|Leicondition_last_active : DateTime
«icondition_space_last_active : DateTime

econdition_space_last_inactive : DateTime
wacknowledger_name : string M |
gcomment : string 77\m\D s\;\:

?‘raékl ategory
from DAISAECategory)
CondltlonSpac
(from DAISAEConditio Space

Zquality : DAIS::Quality \\g’l‘%
«last_acknowledge : DateTime Qﬁ ategory)

ConditionCategory

(from DAISAECategory)
1
ConditionEvent
Q +conditions (from DAISAEIO)
ditiol 0..n
mD SAE jonSpace) 1
| nu beW long —
 $ting | Transition
+active COFM iotion's stn'ng 0.n (from DAISAEConditionSpace)
N igned long 1
conglition_logic : string
0..n ‘
IEC 1326/07

Figure 5 — GES A&E data model

Major objects that appear in alarms and events server are:

e Areas that organize Sources in a hierarchical structure.

e Sources that are the objects that are alarmed.

e Categories that is categorization of the alarm processing.
e ConditionSpaces that defines alarm processing types.

e Conditions that define alarm states.

e Type define the type of a source.
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e Property define the properties that are defined for a Type and that may be included in

Ca

tegories.

e Subscriptions and Filters.

A Source refers to the originator of an event, for example:

e Breaker position, analog measurement, a tank, a generator etc.

e An

application program, for example a Customer Information System.

Areas are used to create hierarchical organizations of Sources. Areas are typically used to
support operator authority. An Area can contain other Areas or Sources. The client ca

All thr¢e can be further specialized into sub-categori

A Con
values

A Con
condit
the se

A Sou

have $everal Condit : efirfed for it, each ConditionSpace will have one 3
Condifion fop'th ge, ourceCondition has the following data describing the
state:

e Enpble ConditionSpace is enabled for the Source.

e The currenthactive Condition, if enabled.

e Active,\which tells if the currently active Condition indicates a fault.

imple, which is used for events without alarm.

igh Alarm ¢
isk Full” wh ¢

o0 WA DT VY O C d c O C CVC O a o "Aviem

cking, which is used to track operator actions, also witho a

hdition, which is used for alarms.

S.

n filter

gories

e limit

by a
ample
le

e may
bource
alarm

e Ald

rm which tglle if anv unacknawladaed alarms axist
H—WHHeHt e s H—a R HHhaeRoWieageaa=aHh X+t

A Type defines the type of Source, for example measurement, breaker, tank, generator etc.

A subscription allows a client to receive events asynchronously. Filters are used to limit what
events and alarms a client receives.

5.4

Messages (normative)

A Source may cause the following main message types:

e SimpleEvent, which belongs to the SimpleCategory.

e TrackingEvent, which belongs to the TrackingCategory.

e Co

nditionEvent, which belongs to the ConditionCategory.
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Figure 6 show the message types.

BasicEvent

gsource_name : String
gtime_stamp : DateTime
gmessage : String
gicategory_name : String
gseverity : Number

—-20-—

+property_\alues

PropertyValue

0.*

gname : String
gvalue : Simple
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Simplg

Th
At
A
Th

A 9

nessagetext.
b identity of th

SimpleEwvent

TrackingEvent

<zactor_name : String

Category.

IEC 1327/07

everity for the event

A custom list of property values, i.e. name value pairs.

TrackingEvents are caused by an actor or operator. Typical actions are data entries,
commands or acknowledgements. A tracking event is the same as a SimpleEvent with the
following additional data:

The identity of the actor or operator.

ConditionEvents are alarms that contains the following information in addition to the
SimpleEvent:

The identity of the ConditionSpace.

The identity of the current Condition, for example "High alarm", "Disk Full".

Unacknowledged alarm, i.e. the current Condition requires an acknowledgement.
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e The time when the current Condition was activated.
e A change specification that indicates what has changed.

e The current alarm state for the Source and the ConditionSpace, i.e. alarming is enabled,
unacknowledged alarm exists or a fault exists (a Condition indicating a fault is active).

e Acknowledge identification to be used in a later acknowledgement by an operator.
e The quality of the value causing the alarm.

When an operator acknowledges an alarm, this is reported by a TrackingEvent message
containing the operator name.

5.5 [Interface (normative)

5.5.1 Objects and interfaces
in an mplementatlon |f not otherW|se noted. It is aIIowed for an i
object types than those described below for example mst

DAIS A&E.

The GES A&E interfaces, objects and their relations(are(showny

®
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Sener 0.. Client | g
1
IServer ’ 1
O ShutDown
0..1 .
1 IShutDownCallback 0..
0.*
v *
Session ISession
Type /\(\
O (@GN
0.+ \
IProperty >
0.* O\
IArea
/\ /(> r
U »
0..
IConditionSpace,
N\
V\ 0.*
| teCondition
0..
C ateg
N
0..* 0“*
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Subscripti
\ Won
Q\ ISybscriptionManager 1
! CallBack
N
o 0..1 0.
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RilterSpecification

IEC 1328/07

Figure 7 — GES A&E objects and interfaces

A GES A&E Server is an object that may have any number of Clients using it. It has a number
of Session objects. Also note that the Server and Session objects may be combined into one
object as in OPC A&E.
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The browse interfaces (i.e. Type, Property, Area, Source, ConditionSpace, SourceCondition
and Category) directly corresponds to the objects in the data model shown in Figure 5. The
Session object has a number of interfaces:

The S
Subsc
a Filte
is imp
eventg
param

Leavin

A typiq

ISession that is used to manage the session.
IArea browser that is used to get the Area objects.

ISource browser that is used to get the Source objects.

IConditionSpace browser that is used to get the ConditionSpace objects and their
Condition objects.

nsses)
implemented by a HSDA server.

IProperty browser that is used to find meta-data about th
implemented by a HSDA server.

1Sy

erties)

bscription interface that is used to create and Subsi

ge the
pbed by
ce and
rms or
cation

Ev
Categories.

An|upper and lowe

Solrces.
Argas. Q

Ty
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Client Server

CallBack Session

Browse

:] Save items L

:] Recall saved
items

Create subscription N Subscripti

L
A

Activate subscription or read /O

L Callbacks for asynchronous calls |or subscriptigﬁs\

N

Delete subscription

IEC 1329/07
Figure 8 — Typical interaction be
Figure| 8 also show the data alarm andeve

A Client will typically start to browse the s ut what data is available. The hrowse
APIs (JArea, Source, Condj onSpace ) on) are used for this. The refrieved
informption is used to spe client will likely have a GUI that helps in
creating filter specification

At a later time, f '
recallgd and us 2
implementation depe

5.5.2
e Th

Dlist call up, the saved filter specifications |will be
7 Exactly how a filter specification is sele¢ted is

the following attributes and methods:create_alarms_

an
e Cre - S d~events_session_for_view(). This method can be used if a [server
su i nierarchies. Each hierarchy then corresponds to a view.

e fingd_views() thatweturns the views that are supported by the server.

e a rpaddonly attribute Server status that tells the status of the Server, for example, yendor
info, time when started, current time etc.

e aread only attribute that tells the functions supported by the interface.
The IDASession interface has the following attributes and methods:

e a read only status attribute that tells the status of the Session, for example, name, time
when started, current time and number of groups.

e an attribute holding the optional ShutDown object.

5.5.3 Browse interfaces

The INode, IType, lArea, ISource and ICategory interfaces have the following common
methods:
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find(), which returns more information about one object specified by it's id.

find_each(), which returns more information about a number of objects specified by their
id’s.

find_by_parent(), which returns all children for a parent with a specified id.

find_by_type(), which recursively returns all children with a given Type.id for a parent with
a specified id.

get_pathnames(), which translates a number of pathnames to the corresponding id’s.

get_ids(), which translates a number of id’s to pathnames.

|Area interface has the additional methods:

ISourde interface has the additional methods:

The IJategory interface has the additionak methou

The IJonditionSpace i

The ISoureeConditie

enable_condition(), which is used to enable reporting of alarms for g
to the Area.

belong

dispble_condition(), which is used to disable reporting of al3 ds that

belong to the Area.

enable_condition(), which is used to enable reportj } pecified Sources.
dispble_condition(), which is used to disable reporting p ifi irces.
trapslate_to_item_ids(), which is use j i - s that

cofrespond to the specified Sources.

gel_event_properties(), which is use c hy add
to the SimpleEvent m

find(), Which@
fing_each(), which

by their id’s.

ecified

fing_by categ® : s“all ConditionSpaces for the specified Category.
fingd_by S0 \ pns all ConditionSpaces for the specified Source.
gel ¢ nes translates a number of pathnames to the corresponding id’s|

gel i ixanslates a number of id’s to pathnames.

' interface has the following methods:

fin 1(\ which returns more information about one SourceCondition Qpprifipd by it's id

find_each(), which returns more information about a number of SourceCondition specified
by their id’s.

ack_condition(), which is used to acknowledge a number of alarms where each alarm is
identified by the Acknowledge identification from the alarm message.

The ISubscription interface has the following attributes and methods:

query_available_filters(), which returns the filtering capabilities implemented by the server.
create_subscription(), which creates a Subscription manager object.

The ISubscriptionManager interface has the following attributes and methods:

a callback attribute that holds the object provided by the client that created the
Subscription object. The client shall update this attribute with the callback object.
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