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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 1: Interface architecture and general requirements

FOREWORD

2003(E)

1) Thel ternatlonal Electrotechnlcal Commlssmn (IEC) |s a worIdW|de organlzatlon fo ndardization-g

lomprising
promote
fields. To
hlcatlons
as “IEC
nterested
and non-
es closely

Ernational
from all

National
nt of IEC
r for any

blications
vergence

indicated in

b for any

perts and
amage or
fees) and
pbther IEC

cations is

subject of

7) ¥, employees, servants or agents including individual eX
mem C National Committees for any personal injury, property g
;, whether direct or indirect, or for costs (including legal
3 pub'catlon use of, or reliance upon, this IEC Publication or any
Publig
8) Attent 5.dra grmative references cited in this publication. Use of the referenced publi
indisp 8-C€ application of this publication.
9) Attent i e possibility that some of the elements of this IEC Publication may be the
paten{ ri . hall pot be held responsible for identifying any or all such patent rights.
Internatjonal Standard IEC 61968-1 has been prepared by IEC technical committee 57

: Power

system control and associated communications.

The text of this standard is based on the following documents:

FDIS Report on voting
57/650/FDIS 57/668/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 61968 consists of the following parts under the general title Application integration at
electric utilities — System interfaces for distribution management:

Part 1: Interface architecture and general requirements

Part 2: Glossary!

Part 3: Interface standard for network operations1

Part 4: Interface standard for records and asset management1

The committee has decided that the contents of this publication will remain unchanged until 2005.
At this date, the publication will be

. rec ||fi||||cd,

* withfdrawn;

+ replaced by a revised edition, or
+ amepded.

@%
8

1 Under consideration.
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INTRODUCTION

The IEC 61968 series is intended to facilitate inter-application integration, as opposed to
intra-application integration, of the various distributed software application systems supporting
the management of utility electrical distribution networks. Intra-application integration is aimed
at programs in the same application system, usually communicating with each other using
middleware that is embedded in their underlying runtime environment, and tends to be
optimized for close, real-time, synchronous connections and interactive request/reply or
conversation communication models. IEC 61968, by contrast, is intended to support the inter-
application integration of a utility enterprise that needs to connect disparate applications that
are already built or new (legacy or purchased applications), each supported by dissimilar
runtime environments. Therefore, IEC 61968 is relevant to loosely coupled applications with

more hEterogeneity ITm languages, operating SysStems, protocols and 5 ':-L‘"'i tools.
IEC 61968 is intended to support applications that need to exchange data er|t driven
basis. [EC 61968 is intended to be implemented with middleware | broker

messag
databa

s among applications, and will complement, but not repla
e gateways, and operational stores.

Utility control
cénter

Utility
busingss
sFyste ms

(ERP, billlng,
energy tradling,
other syst¢ms)

reading and

o ’ y . K ccontrol /
Distributi¢n automation d {
Corporate
N ) : LAN
Operational
planning and
Maintenance optimization
Substati and
monitori 4
\construction /
RTU co
T 1E 2315/03

Figure 1 — Distribution management system
with IEC 61968 compliant interface architecture

Figure 1 clarifies the scope of IEC 61968-1 graphically in terms of business functions and
shows a Distribution Management System with IEC 61968 compliant interface architecture.
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APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 1: Interface architecture and general requirements

1 Scope

This part of IEC 61968 is the first in a series that, taken as a whole, defines interfaces for the
major elements of an mterface archltecture for D|str|but|on Management Systems (DMS). This

Interfac
interfac
and is

function
standar

As usefd in the IEC 61968 series, a DMS consis | blication
components for the utility to manage electrical distributio S. abilities

include |monitoring and control of equipment for_pg i 208 sses to
ensure | system reliability, i outage
managegment, work management, au

specified in Clause 4.

2 General

2.1 Qverview of the

As usef in IEC 619 various
distributed appl' ility to manage electrical distribution networks.
These |capabilities” j

of equipment for power Ielivery,
gstem reliability, voltage management, demand-side
ork management, automated mapping and facilities

3 ’ are to be defined for each class of applications identified
in the Interfa v (IRM), which is described in Clause 4.

) ends that system interfaces of a compliant utility inter-application
infrastryct [ ing Unified Modelling Language (UML).

The eXtensible Markup Language (XML) is a data format for structured document intefchange
particularly,on the Internet. One of its primary uses is information exchange between fifferent
and potentially incompatible computer sysiems. XML is thus well-suited to the domain of
system interfaces for distribution management.

Where applicable, future parts of the IEC 61968 series will define the information required for
‘message payloads’. Message Payloads will be formatted using XML with the intent that these
payloads can be loaded on to messages of various messaging transports, for example OAG,
SOAP (Simple Object Access Protocol), etc. The XML encoding rules will be covered in a
future part of the IEC 61968 series.

Communication between application components of the IRM requires compatibility on two
levels:
* Message formats and protocols.

e Message contents must be mutually understood, including application-level issues of
message layout and semantics.
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Clause 5 defines abstract middleware services required to support communication between
the applications defined in the IRM. These services are intended to be deployed, with little
additional software required, by mapping them to commonly available services from various
messaging technologies including middleware such as message brokers, Message Oriented
Middleware (MOM), Message-Queuing Middleware (MQM), and Object Request Brokers

(ORBs). This clause is organized as follows:

e Subclause 5.1 identifies general requirements of the applications identified in the IRM.

e Subclause 5.2 describes how standard information exchange services may either be
invoked directly from an application (native mode) or that software may be used to map

(adapt) an application to the information exchange services.

« Subclause 5.3 identifies standard services required for applications to exchange

infomation with other applications.

e Subglause 5.4 describes how information exchange services pported
dire¢tly by middleware or that software may be required to utility’s
middleware services to the standard information exchange s

* Subglauses 5.5 to 5.7 describe environmental requirementsor infolg je.

2.2 An example using the IEC 61968 series

An example of a typical utility’s implementation of thie | ¢ eriesyis provided in Figure

2. In this example, the utility has used interface z many of

its legat¢y systems with other applicatio e those

legacy systems and IEC 61968 seri prietary
integratlon techniques among their int s to be

exchanged among applications at the ufii [ 61968

series middleware services.

For the purposes of this éxamp ssumed

to alregdy have the cp i fom the

Distribution Automatio hterface

does ndt need toHe changed ied when

distribu c{dleware
services history
applicat ypes of
reports. eful for
manag d to the
IEC 61
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é= IEC 61968 compliant interface

Trans Dist
Wires DAC Wires
Model Model |
l l
_ [ |
Information Planning EMS ma(r)ngaaegrﬁent
exchange systems
model S
(nterface adapter J (Interface adapter ) ( “nterfacq adapter
IEC 61968 compliant middleware servicg/s\ Y
— ~——
Event Human Data Financial
resources warehouse
IEC 2316/03
Figure 2 — Example utility implement
2.3 Qverview of IEC 61968-1
The orgpnization of IEC 61968-1 is described_ in Fab
Takhle N~(Doc rview for IEC 61968-1
N
Clausle #IM Purpose

1 segpe, v & \J(Stepeaf JEC 61968, Part 1.

2 Gen}é verview and examples.

3 Inteyfa ference The domain relevant to the IEC 61968 series is described. F¢r each

model levant business function, a list of abstract components is pfovided,
which is described by the functions performed by the comporjent.
future parts of the IEC 61968 series will define interfaces for|these
. abstract components.

4 \\%fwcture The interface reference model for utility inter-application intepration is
provided along with the rationale for its structure.

5 IWrofile Utility inter-application integration environmental requiremengs are
described. Abstract message passing services are defined thlat must
be available for applications to communicate information to other
applications, Including publish and subscribe services.

6 Information exchange Metadata is used to describe event types that are published by

model applications. Applications subscribing to receive all messages for a
certain event type recognize the fields of a particular event message
once they have looked up the metadata for the event type in the
information exchange model. While many event types are described in
the IEC 61968 series, metadata is the means by which vendors and
utilities can add new event types without violating this standard.

7 Component reporting Requirements for audit trails and error message handling

and error handling authentication necessary to support utility inter-application integration
are described.

8 Security and Requirements for security and authentication necessary to support

authentication utility inter-application integration are described.

9 Maintenance aspects General maintenance requirements are specified.

Annex A Distribution An overview of business functions required for electric utility

management domain

distribution management is described.
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Annex B IEC 61968 series The methodology used to determine interface architecture

Development process

requirements for utility inter-application integration is described.

Annex C Inter-application Some typical performance requirements necessary to support utility
integration performance inter-application integration are described. These requirements are of
considerations a general nature as specific implementation requirements will vary by

utility.

Annex D Views of data in a This annex describes some of the underlying principles of defining the
conventional electric reference data dictionary of a future part of the IEC 61968 series.
utility

Annex E Business functions This annex describes the typical data producer and consumer

subsystems for each DMS business function.

3 Interface reference model

3.1 Domain

Within JhIS part of IEC 61968, the distribution manage

manag

ment of utility electrical distribution networks. A di

pects of
ne or all

of the rgsponsibility for monitoring and control of equ pmen fo gement
processes to ensure system reliability, voltage ; e d-side manaEement,
outage management, work management, autom t.

The dig 3 ypes of
businesg, ity supply is concerned with the
purcha e to individual consumers. Electricity
distribufli aldistribution network that conngcts the
produce . [ theNresponsibility of organisations |may be
legally i cli f 368 series will be inapplicable.

A utilityl stenys, equipment, staff and consumers of p single
utility o vy or a department. It is expected that within each
utility d ff and consumers can be uniquely identifiefd. When
informati utility domains, then identifiers may needl to be
extende tility/organisation in order to guarantee global uniqugness.

power distribu |on networK; this activity is termed distribution management. Other depg

within t

he orga i may support the distribution management function without

ent of a
rtments

having
Ction? is

direct rISponS|b|I|ty or the distribution network. This segmentation by business fun

provide

Inthe Interface Reference Madel (IRI\/I) which is described in detail in 3.3

The use of a business-related model should ensure independence from vendor-produced

system

solutions. It is an important test of the viability of this standard that the

IRM be

recognisable to utility staff as a description of their own distribution network operation and
management.

Major utility business functions, which provide the top level categories of the IRM, are shown
in Figure 3 below.

2 The work of the CIRED working group on distribution automation, published in 1996, is fully acknowledged in
the segmentation.
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4
Distribution management ,’ Business functions external
business functions ¢+ to distribution management
q
(NO) (AM) (OP) (MC) 4 (EMS)) (SC)
Network Records and Operational Maintenance ' Energy (RET) Supply
P asset planning and and |p |management and Retail chain and
operation management optimization construction energy trading logistics
\ \ I F—ﬁ || \ \
‘ Interface * ‘ ‘ Interface * ‘ ‘ Interface * ‘ ‘ Interface * Interface * ‘ ‘ Interface * ‘ ‘ Interface *
Standard: Part 3 Standard: Part 4 Standard: Part 5 Standard: Part 6 Standard: Part 10 Standard: Part 10 Standard Parl 10
~ = ~ = <= ~ = ~ = ~ =

|IEC 61968 compliant middleware services

)
= == ils oL i%

| samPonr | | somroas| | somaems ] [ sommerearo | | sonoromro]| | StﬁféfaSZN
|~ =~ =~ ! =~ =~
(NE (MR) (ACT)
Network c (CS) Meter 4 Customer (FIN) (PR 1 (HR)

. ustomer y . . : man
extension t reading and Y account Financial Premises: rekources
planging suppo! control ’ management l'\ \/e,

'

’
Elegtric distribution network ’ Generati igement
planning, constructing, ¢ enterprise re in, and

- - - - ' ~
maintaining, and operating g

* Undef consideration IEC 2317/03

o.interface reference model

3.3 Interface refer
It is no{ the int i ofine the applications and systems that vendors
should |produce. jg ed\\d concrete (physical) application will proJide the
functionfality of oneg ogical) components as listed in this standard. These
abstracl components d by the business functions of the interface reference model.
In this { act component is used to refer to that portion of a goftware
system [that . ore of the interfaces defined in future parts of the IEC 61968
series. [H geparate
modules.
In this g$ubclause, the definitions of business functions defined in Subclause 3.2 arg further
extended-into:

e Sub-business functions (second column of Table 2).

e Abstract components (third column of Table 2).

NOTE Some abstract components may be used by several different business functions. For example, a
component like power flow can be used for network operation, short term operational planning and optimisation,
and long term network extension planning. Much of the information exchanged for power flow purposes in each of
these areas will therefore use many of the same information exchange message types (see Clause 5).

Applications from different vendors package the functionality of these abstract components in
different ways. To use the IEC 61968 services, each application must support one or more of
the interfaces for the abstract components.

This part of IEC 61968 describes infrastructure services common to all abstract components
whilst future parts of the IEC 61968 series will define the details of the information exchanged
for specific types of abstract component.
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IEC 61968 series defines that:

a)

An inter-application infrastructure is compliant if it supplies services defined in this part of
IEC 61968 to support at least two applications with interfaces compliant to sections of
future parts of the IEC 61968 series.

An application interface is compliant if it supports the interface standards defined in future
parts of the IEC 61968 series for the relevant abstract components defined in the interface
reference model.

An application is only required to support interface standards of the applicable
components listed in column 3 of Table 2. It is not required to support interfaces required
by other abstract components (column 3 of Table 2) of the same business sub-function
(column 2 of Table 2) or within the same business function (column 1 _of Table 2). While
this|standard primarily defines information exchanged among componeni{s in_fifferent
business functions, it will occasionally also defines informati exchanged| among
comfponents within a single business function when a stro for this
capability has been realised.

Table 2 — Interface reference del \

Business functions Business sub-functi9n§\ AN A&Mcomponents

Network operation (NO) Network operation monitoring S\Lrt{sWate supervisio
(Refer tg future IEC 61968-3) (NMON) ’Netv;by state supervision

—

\éwﬁ:ﬂing action supervisiop

‘Nlénagement of data acquired from
SCADA and metering systems

Management of data acquirgd through
operation (field crews, custpmers,
scheduled and unscheduled outages)
Alarm supervision

Q Operator and event logs
Weather monitoring (lightnipg

/\ detection)

M control (CTL) User access control
§ Automatic controls:
Protection (fault clearance)
Sectionalising
Local voltage/reactive powgr control

Assisted control:

Remote switch control
Load shedding
Voltage reduction broadcast

Local control through field crews

Safety document management

Safety checking and interlocks

Major incident co-ordination
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Business functions

Business sub-functions

Abstract components

Fault Management (FLT)

Trouble call handling and coherency
analysis (LV network)

Protective relays analysis

Fault location by analysis of fault
detectors and/or trouble call
localisation

Supply restoration assessment

Customer incident information

Operation feedback analysis

Mal-operation analysis

(OFA)

Network fault(analy§i§

Quality irld\éx\\an@ﬂyQis

Devic op\gk\t\ion\h'{sm

Postasuripdseay

Operation statistics and

M\a{nte n}&& i}s{o r}}gti/e?n

reporting (OST) <

mfo\thaﬁpn\for Bkgnning

Wr}ﬁtio\Mnagement control

Network calculations —

b@@dea}ion

real-time (CLC)

/\ﬁne}g\xtrading analysis

\Ll)qd,f{)w/voltage profile

Fjﬁlt current analysis

Adaptive relay settings

SCADA simulation

Records and asset
management (AM)

(Refer td future IEC 61968-

9

Equipment characteristics

Connectivity model

Substation display

Telecontrol database

Network displays

ographical inventory
GINV)

Cartographic maps

Maintenance strategy

IP)

ﬁ}eﬁﬁvestment planning

Life-cycle planning

Reliability centred analysis

Engineering and design stapdards

Performance measurements

Risk management

Envirommentatmamagemen

Decision support

Budget allocation

Maintain work triggers

Asset maintenance groups (lists)

Asset failure history

Asset financial performance

Thermal ratings of network equipment

and lines
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Business functions

Business sub-functions

Abstract components

Operational planning and
optimisation (OP)

(Refer to future IEC 61968-5)

Network operation simulation

Load forecast

(SIM)

Power flows computation

Contingency analysis

Short circuit analysis

Optimal

power flow

Supply restoration assessment

Switching simulation

Incident simutétion

Weatherf ecas(ér@l%&i

Fire r|

er t|n sLof net OY
lines

equipment

Switch action
scheduling/operation wor

<

R%!%n ran
mm dsch

remote $witch

ling

scheduling (SSC)

Iw
,\ord scheduling

ding analysis|and work

A&t

infgrmation

\Qu;t\o;?er outage analysis 4

nd

Power i |m

sch ng
optimisation (}Bﬁx}‘\}\

Maintenance and
constru¢tion (MC)

(Refer td future IEC 619

9

NN

Maintenance program mang

gement

Maintain work triggers

Asset maintenance groups

lists)

Manage inspection reading

b

Asset maintenance history

Asset failure history

Work order status tracking

D

Work order closing

Financial control

Construction and design

Work initiation

(CON)

Work design

AL L & ] b
VVUIR CUSU ©oUTTTiatiuri

Work flow management

Work order status tracking

Work order closing

Financial control

Work scheduling (SCHD)

Work task planning

Crew management

Vehicle

management

Equipment management

Material coordination

Permit management
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Business functions

Business sub-functions

Abstract components

Field recording and design
(FRD)

Field design

Field inspection results

Crew time entry

Actual materials

Work dispatch (DSP)

Field status tracking

Real-time communication

Weather monitoring

Network
(NE)

(Refer td

extension planning

future IEC 61968-7)

Network calculations (NCLC)

(PRelimagater How

Load forecast(

N
Power flc/a\\é

Contingerty analysis

T TN

\F\nﬁlés\s Icuations

Molté/ge profiles

}\)/\
Construction supervi
(CSP) (\ (Kﬂ'} /

/\Co}si{uction costing

\\ﬁ)/oﬁs/f{anagement

Project defigition, (FRJ) \

\C/)a'f)ital approval

Compliarice manag t
(CMPL)

Safety compliance

Technical compliance

Regulatory compliance

N C
er Support (CS)
future |E@@6 8)

Custom

(Refer td

Customex ser WRV)

>

Service requests

Construction billing inquiry

Work status

Self service inquiry (Web,
Response Unit)...)

RU (Voice

Customer connection

Turn on, turn off

Service level agreements

Trouble call management
(TCM)

Outage calls

Power quality

Planned outage notifications

Media communication

Performance indices

Restoration projection/confirmation

Outage history

Meter reading and control
(MR)

(Refer to future IEC 61968-9)

Meter reading (RMR)

Load characteristics

Consumption meters

Quality factors

Load control (LDC)

Meter parameter telesetting

Dynamic tariff application

Power modulation



https://iecnorm.com/api/?name=40be754282e3c6f44645ccb223580633

- 16 -

61968-1 O IEC:2003(E)

Business functions

Business sub-functions

Abstract components

External to DMS (EXT)
(Refer to future IEC 61968-10)

Energy management and
energy trading (EMS)

Transmission

Generation

Energy trading

Retail (RET)

Marketing and selling

Settlements

Customer registration

Product line diversification

Portfolio man@gement

Supply chain and logistics
(SC)

Procureme

Contrag/ére\nag&@}x\t

Warehs\{se\(cb'Qtic

Customer account
management (ACT)

N

e iugegier)
TN

a& h |§\0W

de\dwuections

/\%illin\g\gnd payment

\({u tomer profiling

Financial )

D

‘ﬁé{ivity based management

Accounts payable

Accounts receivable

Forecasting

Budgeting

General ledger

Regulatory accounting

Tax accounting

Treasury

Decision support

Performance metrics

Strategic planning

Business development

Budgeting

Regulatory relations

Premises (PRM)

Address

Source substation

Meter information

Right of ways, easements, grants

Real estate management
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Business functions

Business sub-functions

Abstract components

Human resources (HR)

Health/safety reporting

Payroll

Safety administration

Training

Qualification tracking

Hours on shift information

Benefits administration

Employee peTorma
compensati
~

Recrui%’rﬁb\

4 Interface architecture

4.1 General

This part of

necessgry to integrate components di
functionjality described is independenr
the follpwing requirements, an “even
asynchrponously by its source (“push”)
which i§ a component of the integratic

an information exchange.

The bupiness process
componjents involved.
initiates|the exch ,

The IEQ

| provide~an i

e publisher that has the informat
cribers that will receive the information.

nge information of arbitrary complexity.
ated using various forms of distributed component teg

ructure

iformation exchange model facility (see Clause 6) that users employ to
ribe the infofmation to be exchanged. This facility presents the user with the| models
i e to be
added to the old, so that a comprehensive corporate exchange model, tailored to a utility’s

specific needs, can be built rather than a collection of independent models.

d) Shall

e) Shall ensure that, once a given type of event is published, additional subscribing
components can be configured to receive the event without having to make any changes

or additions in the publisher component.

allow a publisher and/or subscriber component to be deployed by system
administrators independently of other components as long as interfaces remain the same.

e, reMiew, and

requirements
erprise. The servites and
gnt-based infrastrugture. In
issued
odule of application goftware

hnd the
on and

hnology
tributed
lational
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4.2 Requirements analysis methodology

To help solve the problem of effectively sharing information across electric utility departments
and systems, a common modelling notation or language is needed. A modelling language
extends natural language by adding formal constructs to aid in communication by reducing
ambiguity. By using a common modelling language across the utility, utilities can better define
what information needs to be shared across departments.

This modelling language should be rich enough to detail the requirements, have a graphically
oriented (visual diagrams) to make it easy to use, be widely accepted, and supported by
reasonably priced tools. Refer to Annex B for further information regarding this methodology
that has been used for the development of the IEC 61968 series. The use cases used for the
development of the inferface reference model will be compiled in a future JEC Technicdl report.

5 Inte¢rface profile

Clause p is organised according to the interface profile, given i

5.1 Part 3 Component 5.1 Part 4 Compone, 1\/ Part 10 Gomponent
. (network operations) - ! (records and asset managerpént) -
1 L
Component nen CGomponent
5.2 5.2 5.2

adapter adapter Q b adapter

5.3 Future IEC 61968-3 C 61 8-4 \j/ 5.3 Future IEC|61968-10
) Interface specification terface\spesificatiol ) Interface specification
5.4 Middleware 5 ddieware_J 5.4 Niiddleware
) adapter f/\ ada er ) adapter
55 b/\ Wrw

5.6 /\Q Wahon services
57 Nw Platform environment

AN

IEC 2318/03
Figufre 4xmthe interface profile and corresponding subclause numbers

The requiréments for all the individual parts in this interface profile are explametii in the
fO||OWIn:; stbetatses:

5.1 Components

Information exchange among components can either be a piece of data or the result of an
execution of functionality3 and for this purpose is called a services exchange. For example, a
component can be a classic, procedural application (also referred to as a legacy application)
or a fully object-oriented application build around the latest technology. Also, components can
be distributed across the network (LAN, Intranet, private corporate WAN or even the public
Internet), enabling flexible deployment of DMS applications in the utility-wide ICT-architecture.
The scope of a component is unlimited: it can perform any function that is required for
distribution management. Typical categories of functions are showed in the interface
reference model in Clause 3.

3 Meaning that this function can be invoked remotely.
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A

component can either be profile-compliant, meaning that it knows, understands and

satisfies Services requirements or non-profile-compliant. A non-profile-compliant component
must be made compliant before it can fulfil its role on the services (see 5.2).4

For components, the IEC 61968 series requires that applications shall:

a) Implement at least one of the interfaces as specified in the relevant series of documents
from future IEC 61968-3 onwards.

b) Implement producer and consumer services exchanges in at least one interaction type:
publish/subscribe, publish/reply or conversation (or request/reply if without session
context).

c) Reg
typel.

d) Proyi
whig
futu i eractlon
type. ced and
CoN;s

e) Be , study,
vergion 1, 1 within
aco

f) Be e

g) Whsg ange in
orde

h) Whg service
exchange (using the in [ | ify i ould be
filled in).

i) Whgn consuming & ange in
ordgr to verify cong model.

i) Whan cons of the
ser\]‘ices exch lata that
sho

k) Be bervices
exc

NOTE pbmponent

is equival

5.2

A comppnent‘adapter in the context of the IEC 61968 series is profile-compliant software that

enables| avhon-compliant software application to use the services. As such, the component

adapter only goes as far as necessary to make the component conformant to one or more
specific interface specifications in the series from future IEC 61968-3 onwards.

For example, each vendor of current DMS applications may have its own application architecture, its own API
and its own mechanism of interfacing the application with other products of the same vendor. Such existing
applications may very well have an important role as a client of the Services. But the industry cannot expect
that a vendor rebuild all its existing applications to new versions that are profile-compliant. Even new
applications may not always be profile-compliant, but instead use the established vendor-specific architecture
and application interface. Therefore, non-profile-compliant components probably will be in the majority during
the early stages of the IEC 61968 series. When the IEC 61986 series becomes more widely accepted, profile-
compliant components will become more widely available.
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NOTE 1 This implies that:
e For components that already are profile-compliant, the component adapter is not necessary.

e When a non-compliant component is used in the services-environment, at least one component adapter is
present for that component to make it profile-compliant. It can also be the case that more than one component
adapter is used to make a single component compliant with the services (for example one component adapter
for each IEC 61968 series interface specification).

e For those components that are non-compliant, each component adapter is custom-made for that specific
component because it depends heavily on the architecture and implementation of the component. A component
also runs in a specific hardware/operating system (HW/OS) environment. Therefore the triple set component,
(set of) component adapter(s) and HW/OS are fully dependent on each other.

How the component adapter makes a non-profile-compliant component compliant to the
services, depends on the component and the role it performs. A complication is that a
component that was not coded to be profile-compliant cannot be made_profile-compliant
directly,| and that each component is different.

NOTE 2 |Examples of how the component adapter accesses non-profile-complianf\compagnents. t pke them

profile-compliant are:
* accesping the component via its own specific application program interface;
« accesping the component via its data stores (flat files, databases, whatevgr);

e accesping the component via screen scraping (emulating a termipa i itioms on the
emulated screen);

e accesping the component via batch control or another external

For component adapters, the IEC 61968 series requires : Frements
specified in Clause 5.1 for a profile-compliant co

NOTE 3 |A component adapter does not exist fQr a pxo

5.3 Interface specification

The IEQ 61968 series inte ificati i ponent-
specific| specifications irs - services specific for the dis}ribution

management domain fer to services which are commén in a

distribu ’ Individual IEC 61968 series

interfac ifi ee the interface reference model in Clause 3)

are ava i 968 series (future IEC 61968-3 and furthey).

For all t

a) bed : eters as
nee seryice exchanges that are part of the specific interface specification;

b) bed
c) emp
d) ben

Requirements for component-specific interface specifications have exclusive usage of
IEC 61968 series interface services for those requirements that can be supported by those
services.

NOTE This means that for requirements not covered, additional services may be specified (and probably need to
be programmed or mapped in the middleware adapter or middleware services).

Required services for the distribution management domain shall be as follows:

e) lIdentifier creation and aliasing service. This is a set of services for creating and
maintaining unique identifiers for business objects for which information is transferred
between components. There may be multiple types of identifiers based on specific rules
for each type of business object. It is expected that within each utility domain (i.e.
company or department), the systems, equipment, staff and consumers can be uniquely
identified. When information is exchanged between two utility domains, then identifiers
may need extending with the identity of the utility organisation in order to guarantee global
uniqueness.
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f)

g)

Required common distributed computing services in distribution managém

j)

k)

5.4

Persistent exchange service with checkpoint facilities, allowing components that register
at different times to synchronize status with other components. This service supports
entering and purging exchanges, marking (a group of) exchanges and reading (a group of)
historical exchanges.

System administration: this service interface allows administration and monitoring of
exchanges and components on the services. Component failure and load balancing are
also part of this service.

Configuration: this service provides an interface for components to obtain their config-
uration from a persistent data store at start up or while running after a component has
been partially configured locally.

Filtering: this service allows for the definition and applying of filters based on exchange

typ s—andcontents:

Conmponent life cycle service: these services allow the starting i control of
comlponents to be executed on the services.

Nanjing service: this service provides a component i i ports a
hiergrchical structure and allows a component to locate oth 4 human
readable name. The naming service supports use © i Wi well as
credtion, removal and aliasing of names.

Time service: this service provides a way for distribute 8 ‘ e same
timg with a configurable accuracy.

Congurrency control service: this q ilar items
that|are distributed on the services, hen~muftiple components take| care of
diffdrent parts (exchanges, exchang ame business object in real lif¢.

Secprity services: thesg < to set and verify the privilege level
of cpmponents and users i are being performed, as well as|encryp-
tion f y i$ service also supplies host authentication
i.e. Authentication p » \ he' services.

Transaction Vi n application to declare the beginning pnd end
of almulti-ste i

r with a
Ee—cycle
ying of

Coni
sele
man

bus and
ances.

hronous

itlation of

a message transfer (publlsh) WhICh is then f|n|shed by a coupled transfer (reply)

Middleware adapter

A middleware adapter in IEC 61968 is profile-compliant software that augments existing
middleware services so that the utility’s inter-application infrastructure supports required
services. As such, the middleware adapter only goes as far as necessary to make the used
set of middleware services conformant to the requirements of one or more of the interface
specifications in the series from future IEC 61986-3 onwards. In this context, the middleware
services represent not one single interface, but represents a set of interfaces to a set of
corresponding services for components.
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For example, each vendor’s component may use any middleware internally (or no middleware
at all) that is appropriate for the needs of the specific business function. Thus it cannot be
assumed that two arbitrary components will always use the same implementation of
middleware services that are used by the utility. Thus a middleware adapter is needed that is
able to act as a middleware “gateway” for IEC 61968 series exchanges produced by one
component over the implemented middleware services into the upper layers of the other
component(s) (which may be based on other middleware).

The future parts of the IEC 61968 series (from future IEC 61968-3 onwards) define the
required services (see previous Subclause) that must be present in the total architecture
implementation that components can depend on. However, different middleware services
implementations will provide different levels of services and different operating environments
may provide some properties implicitly and require others to be added by the middleware
adapter| If the middleware services implementation does not ppéw atyre, the
middleware adapter can provide it. It is possible for an object implen access
to a sernvice whether or not it is implemented in the ORB core. If i leware
adapter|must implement it on top of the implemented middlewarg

NOTE This implies that:

« For a|middleware service implementation that provides the service i = i quired to
provide a mapping to it.

« When|a non-compliant middleware services implementationf is u i 8 series environment, at
least pne middleware adapter is present for that middl FC 61968
series| compliant. It can also be the case that more than\oke eWare adapter is used to makg a single
middlgware services implementation compli 5 Rle dne middleware adaptef for each
required IEC 61968 series interface servicey,

 For those middleware services that are non>complan i vare adapter is custom-mad¢ for that
speciffc middleware services implementati it e heavily on the architegture and
implementation of the middleware services im i lso runs in a specific, possibly {istributed

hardwjre/operating system ( tfiple set middleware services implermentation,

(set of) middleware adapter 9 ’ 3 dependenton each other.
« The njiddleware adapten(in the i i ies i i ning over
the sgme middleware se i \ e i
The IEG 61968 s service
requirements spesified\ may do
that via|si 8 es\{oriddleware services implementation, or via adlditional
softwar¢ compon 3 O a i ies i vices
55 Mi
Informati , across
process request
brokers us and
asynchrpnous’ interaefion. Subscription refers to the ability to read or modify objects gt cyclic

or evenj driven times. Messaging covers more the features of current messaging midglleware,
such as store-and-forward, persistence of messages and guaranteed delivery.

The middleware services shall provide a set of APIs so that the previous layers in the
interface profile among others can:

a) locate transparently across the network, and interact with other applications or services;
b) are independent from communication profile services;

c) be reliable and available;

d) scale up in capacity without losing functionality;

e) provide the ability to support business-to-business (B2B) transactions where needed.

As an example, in CORBA the basic object adapter supplies some of the basic middleware
services for life cycle and registration.
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5.6 Communication services

Integrating two components requires a connection between them. As there is more than one
kind of network, different resources use different protocols, such as IIOP and HTTP. To
connect multiple components, an integration system must reconcile network and protocol
differences transparently to the components.

IEC 61968 requires that the communication service:

a) shall guarantee delivery of network messages to their network destination if that is active;

b) shall provide guaranteed delivery, ensuring that network messages are delivered exactly
once, regardless of network failures or changes;

c) shall provide guaranteed ordering, preserving the sending sequence
deliyering messages, regardless of network failures or changes;

d) shall guarantee that if a network message cannot be delivered tg ingtion,
the petwork source will receive a message indicating the non i ;

e) shall provide a selectable quality of service for prioritization\of ne s or
deliyery via specific network paths;

f) shall provide dynamic adaptation to the speed of pro i S\Y 5 the
network destination to allow slow destinations to work on

5.7 Platform environment

Service are and
operatin S that it
cannot dedicated hardware envifonment
(process$ be able to also run on |another

hardwat

The ha
Interfac

eperating system, GUI (Geographicpl User
68 series requires that:

a) i esses running concurrently and it does not mattef if this

b) unication between concurrent processes;
c) are environment shall be shielded by the other layens in the
6

6.1 General requirements

This document defines requirements of an Interface Reference Model (IRM) for distribution
management where components distributed over the communication network exchange
information using IEC 61698 series services. Only functionality and services required to
support information exchange are enumerated in this clause; the manner in which this
functionality is implemented is beyond the scope of this standard.

The IEC 61968 series requires the following from a compliant utility inter-application
infrastructure:

a) It shall have one logical IEC 61968 series Information Exchange Model (IEM) and its
implementation may be physically distributed. This facility allows information exchanged
among components to be declared in a publicly accessible manner.

NOTE Other non-IEC 61968 series information exchange models may exist within a single utility. For example,

information exchanged for a general business application may be separately designed and maintained from the
IEM for distribution management. The IEC 61968 series requirements do not affect these IEMs.
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The IEM shall maintain descriptions of the contents, syntax and semantics (i.e. meaning)
of the information exchanged between components. Such descriptions are commonly
referred to as metadata (or a data dictionary).

The IEM shall be accessible in machine-readable and platform independent form.

Information is exchanged between components via one or more events whose types are
defined in the IEM.

The IEM shall be capable of containing:

« Names of primitive data types and their mapping to standard data types such as float,
integer.

« Named business object types such as breaker, outage schedule and network diagram.

. ame and data type of the attributes of the business objects ‘in$ervice’,
‘voltage
. name of relationships between business objects such as ‘g ’
. amed event types which act on objects for example gbject aticibute , object
reation, object deletion.

f) The|lEM may be capable of containing named datasets t types,
object attributes, event types or object instances).

g) The|lEM shall support services such that (note he registration services are gpecified
in stibclause 5.1, requirement c)):

« A component can register its na

e 4

L blishes/
gubscribes.

6.2 IEM management related

The IEC 61968 sgries re shall

provide |the foIIo@

a) IEM 5 in the
info hponent
inte shall be
requi ch has
chang

b) Vali for example enforcing uniquehess of
nam|

c) Synghrohisation gf'’components to use the same version of the IEM when it is upddted.

d) The| IEM management system shall include a method of generating human readable
reports.

e) IEM data discovery. This facility shall make the IEM available to the components in
machine-readable forms.

f) The IEM management system may provide facilities for the dynamic creation, modification

and deletion by components of named data sets.
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7 Component reporting and error handling

7.1 General

The IEC 61968 series requires the following from a compliant utility inter-application
infrastructure:

a) It shall provide a generic event history facility as a component. This allows all or selected
information exchanges to be saved in a permanent store.

b) The event history’s schema shall be based on the metadata provided by the information
exchange model (refer to Clause 6).

c) The|event history component shall record the time at which the
issupd each event.

hponent

d) It shall be capable of supporting event information model i 3ponent
vergions. (This allows a complete audit trail to be preserve i i able of
supporting rigorous reconstruction of history, if that should {

e) It shall provide an inter-application supervisor compo QU nalyses the stat¢ of any
application component interface connected to the utilitixserwges\v led and
disapled, and is capable of providing performance G Dl . Those glements
will |help to provide statistics in order to identj 2 bject to

impfovement in the future. The information i
infofmation exchanged among com

bnfigure

f) A cpmponent shall be able to ser S [ ere the
recgiving component is physically lo if i ver may
be Inreachable because of a net 5 in the
casg of mobile users who only con

NOTE 1 3 hin hours;
when the| network becomes avai i e waiting
informatidn must be delivergd

NOTE 2 |A journalizing s qilable and_is used for visualisation of computer and communication
related (ijJe., non-pow Y ing wn the system. The journalising service should be implemented
as a specjalisation 0 i ge‘service

7.2 E

As a ; grs of architecture contain operations at higher Igvels of
abstracli : éss detailed information is sufficient because less detail is
present reration that failed. The principle is that error information should
match the action of the layer in which it is being examined.

The information con
coping With“the error.

tained in the error report shall contain sufficient detail to be yseful in

NOTE 1 There are different types of errors: warnings, non-fatal errors, and fatal errors.
« Warnings: information messages; for example, message queue buffer is nearly full.

« Non-fatal errors: recoverable erroneous condition that does not require re-initialisation; for example, data
integrity failure.

« Fatal errors: erroneous condition that requires re-initialisation of one or more components and/or services.
Unaffected components and services continue to operate in a restrictive configuration until recovery is
complete.

NOTE 2 An exception specification is part of a function signature; for example, in C++ it consists of the keyword
throw, written after the parameter list and is followed by a parenthesised list of types. The exception specifications
are not a statement of what should happen, but a statement of what might happen and a guarantee of what will not
happen.
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8 Security and authentication

8.1 General

Security concerns arise at any exposed (via communication or other) interfaces within a
system. A secure system enforces at a minimum, authentication at all such exposed
interfaces. As a consequence of both deregulation and the growth and utilisation of the web, it
will be necessary to ensure that appropriate security measures are taken. For these reasons,
the standards will be drawn from both IEC and non-IEC sources.

A user, either a human being or component, mteracts with a component The interface
betwee i
which
respon

ajor securlty breaches could occur within the system. For
ibility of the requesting component to authenticate that the usg

¢ Usel|the business function.
« Use|the Services on an individual service basis. Althoug ha-re i iil aid in

the fequested remote component service.5

Once the user has been authenticated, it is the responsihility\of the component to pgrform a
determipation of the user’s authentication versusit i S lired by
the rempte component, which the user j

Requirelment
[

a) An ined by
the
This] i s for all
appl ursor to
form|i ats and
thein

b) The must be

free effective for its needs.

c) An system shall support the security requirements of
com ¢ ents (see Subclause 5.3 requirement p)). The secutity shall
work i ith\application security and should not have to replace it.

NOTE A N0 01968 series compliant systems is that an application is able to access the dafa ‘owned’

by anothe pli RBothnparfies have a responsibility to define minimum security levels for use of their data.

This may fvary acrdmg ta where the data is to be transported, i.e. inside or outside a firewall.

8.2  Security threats

Security threats include:

« Authorisation violation — an authorised peer attempts to perform actions/functions for
which the peer is not authorised. The appropriate security mechanism to counter this
threat is the use of peer authentication coupled with application level access-control.

¢ Eavesdropping — the communication packets are being monitored by a system intruder.
This threat impacts the confidentiality of sensitive information. The appropriate security
mechanism to counter this threat is the encryption of sensitive information.

5 The requesting component service restriction is optional and does not increase the robustness of the overall
security integrity of the system. However, such restrictions may be useful as a migration path towards system
security for systems where the remote applications do not support the security services as specified in this
document.
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Information leakage — disclosure of information to an unauthorised entity. This threat
impacts the confidentiality of sensitive information. However, the security outlined in this
document does not counter the use of network traffic as a means of conveying
information. The appropriate security mechanism to counter this threat is the use of peer
authentication coupled with application level access-control.

Intercept/alter — the communication packets are intercepted by an intruder. The
information in the packets is then modified and forwarded to the original destination
application. This threat poses data integrity issues. The appropriate security mechanism,
to counter this threat, is encryption.

Masquerade — this threat is typically referred to as spoofing. An intruder attempts to gain
system access by attemptlng to pretend to be a dlfferent entlty This threat poses a severe

contro ! nter this
thrept, is the use of strong- authent|cat|on
¢ Replay - a communication packet that has been obtained t opping is
retrgnsmitted onto the network at a later time. If the capture ins\control
commands, this threat can have severe consequences. Thjs untered
thropgh appropriate encryption coupled with dynamic enc ement. The
key management mechanisms are a local issue.
8.3 Tcurity functions
Requir¢ment
a) Thg agreed utility policy for series
compliant system shall determins Fes are
reqglired. These features should in
commu-
iddleware
dranteed
deljverys-identification, authentication, access control, and encryption, where requjred.
Encryption is provided either by the message transport or by added value message
handlers invoked during call processing.
6

Communication security includes all measures and controls that ensure confidentiality, integrity, and availability
of the information processed and stored by an application. Confidentiality provides assurance that information
is not disclosed to unauthorised persons, entities or processes.

Addressing provides the communication means to identify the source and destination (recipients) of all
information transfers.

Denial of service refers to any action that disables normal operation of any portion of the communication
system. A user with the capability to modify information or exhaust system resources could interfere with the
legitimate use of the system. For example, service denial may result from a node or application, accidentally or
intentionally, overloading a communication network or interfering with application processing in such a way that
a legitimate user is blocked from sending information for some significant time period.
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b) Due attention shall be given to the level of security and features which may have been
applied elsewhere to certain data, i.e. an IEC 61968 series compliant system shall not be
the “weak link in a chain”.

8.4 Management of integrity and security

An IEC 61968 series compliant system shall provide both integrity- and security-oriented
services.

8.4.1 Levels of immunity

Integrity is the immunity of the communication network to data transfer errors resulting from
accidental or intentional interference. Three distinct levels of error immunit all be required.

xample,

. edium: transfer of inherently redundant information; system
measurements and plain text.

¢ Ljow: transfer of routinely updated information wh nerely a
nuisance; for example, voice traffic.

8.4.2 Levels of security

Three |4
unauthdri

ation reces fo accidental or infentional
d:

« H alidated components
. i , i 9 t meeting simple criteria.
* Low, anteéd to any component.
The hig € C Uiy i ision for proof of data origin to a rece|ver and
proof of i
8.5
The se at is responsible for the enforcement of authenfication,
encrypti aintenance of security configuration, and the maintenance of
security s. In general, there is a single instance of the security agent
within a
a) ther vioural differences between a single instance and multiple instance
implementation, g8 the agent(s) shall behave in accordance with association |specific
attriputes:

b) The security agent shall authenticate the establishment of an association through a local
mechanism. However, once authenticated, the agent for the association shall enforce the
appropriate access privileges.

Authentication is performed within a component. Security procedures are enforced based
upon three conditions supplied by the communication profiles over which the component
executes:

1) The level of security to be applied.

2) A value that represents a logical security parameter, which is to be supplied to
the appropriate security functions.

3) A value that represents the originating address of the request that is being
presented to the application.

c) The Security Agent shall not assign severity codes based upon the security violations that
have been attempted. The assignment of such codes is the responsibility of the
component that is receiving the security violation reports.
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9 Maintenance aspects

Maintenance is an important part of the life cycle, which comes at the end of a long process
(design, implementation, exploitation of a system). The level of maintenance problems will
reflect the quality of the design and implementation of the integrated components, each of
which is produced by different sources. Reduced reliability, increased executable size, and
reduced performance are among the likely consequences of a poor implementation. Reduced
testability, reduced usability and reduced modifiability are important primary causes.
Secondary causes include increased link time, reduced comprehension and increased
compile-time.

The IEC 61968 series specification of component interfaces does not place requirements

about hpw each component should be designed internally. However, desjgn issencoutaged to

be modular and de-coupled from other component designs. That is, ould be

largely self contained and have little interdependence.

The IEQ 61968 series requires that a compliant utility inter-appli€ation\inf hall:

a) alloy a subscriber component to be deployed by syste ently of
the publisher or other subscribers, and there may be { ; gcribers.
Oncg it is deployed, the system is aware of the sybscribe atior, it will deliver
any lexchanges that fit the registration.

b) ensTre that the system handles all comy gt those
comlponents can be relocated in a )

c) proVide initialisation facilities which i -up i ays:

« Deliver all instance 3 ich i ihce the
component was la$§ e i

d) proJide a compongnt regi i 3 e able to be “active” whether or|not the
comjponent itself is rurring . (Thus the system shall be able |to hold
me+ages f S line periodically or sporadically, and plso for
confinuous ¢ ' 8 il and return.)

e) allo ize other
com - % g facility
can |assume_that all & 4s down
will |be ayailablg n event
driveprmod i Y [ i i.e., marked)
state

f) proJide neii i “ - T utility’s
IEC|[61968 series gystem is down longer than its survival duration, or if there is a fpilure of
the erwces or if for any other reason, the flow of event information cannot be |trusted.
This—reguires—that-compoenren v VA ey have

received every event for WhICh they have reglstered

g) ensure that a publisher component shall be able to issue a cold-start related to any event
type for which it has not been able to guarantee a continuous stream of events.

h) make provision to interface to, as needed, utility standard network management services.

i) support configuration management of the utility’s IEC 61968 series system. Provision shall
be made for the administration and deployment of different versions of the same
components within the same utility system.
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Annex A
(informative)

Distribution management domain

In describing integrated systems, it is important to keep in mind the basic meaning of the
following words, and how they are presently used:

« Management: effective regulation and direction.

¢ Autgmation: working without human participation.

« Sysflem: a set of organized operations working to support a pArti iwity| (set of
applications). Generally, a system is in the context of this work % based
techinology.

In the W which is

built up r than if

the sub

e of the examples of
~ Which have a phprticular
vite of applications combines

provide the suppoflt for a
departm s being exchanged between
applicat Finally, each compgny has
commitr griies with which it is dealing.

Considdg
their im
function
togethe

Company 2
Depa!tment 13
System 131
|
A App 1112 App. I1311 App. I1312

IEC 2319/43

Figure A.1 — Hierarchy of complexity in a system environment

As integration and data exchange become automated, the systems merge to become
themselves subsystems of the next higher system. Thus, in Figure A.1, System111 and
System112 become subsystems of the Department11 system. At the next level of integration
with automated data exchange, the Department11 system and the Department12 system, etc.
become themselves subsystems of the Company1 system.

The fact that departments have names, and that some departments or specific responsibilities
have become automated earlier than others has led to particular naming conventions being
applied to describe the support system. We will continue to use the general names as usually
accepted, pointing out the content and limits of the system to provide consistent interface
definition. Within the corporate utility environment, a typical structure which helps to classify
the key system interfaces follows from Figure A.2.
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The general utiility

Finance Human resource Customer service Power network
management management management management
|
I ]
Distribution ‘ Transmission I ‘ Generation I
I I I ]
‘ Network planning I ‘ Network operation I ‘Engineering facilities I ‘ Energy trading I Energy management I Commitment planning |
Network planning I ............. |
NPS \ SA |__\ SMs | \ GIS ‘MES |
Energy trading
‘NCS |__\ DMS | ‘AMS
LMS |- MMS I
ucs
1, 2320/03
Key
NPS: Network Planning System SMS: SCADA Management Syste
SA: Becurity Analysis MMS:  Materials Managemenf
NCS: Network Control System AMS: Asset Managemepr
LMS: L oad Management System MES: Materials and

UCS: Utility Communication System

The deq esource management| are the

internal er service managemgent and
power n husiness departments. Note 3lso that
a utility bution power network, but need not

necessd

Example of information

Equipment order
Energy exchange statistics

Tariffs and billing

Network extensions

Trading department — Operations Load forecasts
department

Operations department — Engineering Switching statistics
department

System — System
Substation control system — DMS Relay status

Power station control system — EMS Unit efficiency statistics

Program — Program
State estimation — Optimal power flow Network data

Unit commitment — Economic dispatch Cost curves

The structure of data being exchanged tends to increase with the complexity of the tasks
involved on either side of the exchange, as depicted in Table A.1. Furthermore, the deeper
the data structure is within the system, for example data exchange between two applications,
the less transparent it is to the end user.
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The type of data that is regularly used by the utility (see Table A.2) and the spectrum of users
and suppliers of data implies that the basic data must be “owned” by one department, to
avoid:

e errors arising from multiple points of data entry;

* lack of consistency with software interfaces;

e expensive changes with new or upgraded software;

* loss of overview of authorised data.

Table A.2 — Data categories

o 4+ = ' Ao
Bata—category EXanrpresoraata /

Network and plant Network description — topology, models, ers

Element types, construction data
CAD plans NA

Planning and analysis

Financial

tracts

Plant maintenan

i ance ach schedules
Co unications data
\5/1 asurement cross reference data

ata\brings with it reduction in errors, reduction in time cohsuming
rocess control. On the other hand, together with standardisation,
in the utility must be implemented to cover a number of |delicate

¢ autharisation of ew data;

¢ the right to change data;

* main point of storage;

e security of data;

* handling of non-standard data;
¢ backup of data;

« verification of data;

e uniqueness and identification of data.
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Annex B
(informative)

IEC 61968 series development process

B.1 General

This annex summarizes the modeling concepts, work steps, and deliverables of IEC Technical

Commlt \viv] 57 \VAVIUIII\;IIH GIUUp 14 :t b:dlificb thc pUTPUOST dIICJI mraririct
with IEG Technical Committee 57 Working Group 13, the EPRI CCAPI
the Opgn Applications Group. This annex is only intended to provig
the devélopment of IEC 61968 standards and their use.

B.1.1 Application of the IEC 61968 series by a utility (se®

Step A|(see Figures B.1 to B.4) of the utility appl|cat|o
suitable|infrastructure to enable integration. Steps B tg
are corjcerned with the analysis of the specmc
specification of utility specific message types. It
producgd as a printed report in a si
Howevdr a utility and its suppliers m
electronlic form, for example as produc

Steps |

specific| message types.
configunation of the In
support|full or p
applicatjons or f

There a

ation proc
cading to a
g specifications

S describe the implementat
deployment of these utilit) 8 NA" general, an application su
expected to be responsib ifyi appli at'ns to produce or interpret th

Y i i ator is expected to be responsible
EM) within the infrastructure. The |
from machine-readable data produced
essage specifications produced in step

ting work
jects and

ines for

ation of
bss flow
detailed
will be
series.
ropriate

on and
pplier is
e utility
for the
EM may
by the

uJ

des;

may be

Two process flows shown in Figures B.1 to B.4 give an overview of:

a) |EC Technical Committee 57 Working Group 14 process for developing future parts of the

IEC 61968 series;
b) An overview of an utility application of the IEC 61968 series.

The steps shown in the first process flow are described in the remaining clauses of this

annex.
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Existing IEC
Coordinating IEC 61968 TC 57 Common
Utility projects Interface Information

input Reference Model Model (CIM)
(IRM)
Step 4A: organize
Step 1 Step 2: Step 3: and add message
Step 1: definelrevise define/revise type(s) to message
> define/revise > “integration | | CIM classes summary in
use case scenario for messages pplicable future parts
| \ -10 of IEC 61968 series
Integration scenariol | ¢c|M classes:
Use case: * Graphical « Attributes
* Actors representation | |. Attribute
*+ Events of messages type
e Stepsin exchanged « Operations
process among ¢ Relatio
* Information components
exchanged * (Optional) event
among sequence
producer diagram
component N
and receiver m\ tep 1M: IECTC 57 WG 14 model
component(s) am updates
distribution

nformation Exchange
model (DIEM), a subset
of the IEC TC 57 CIM,

with new/revised

<\ class definitions
1N

WG14 revie DIEM
d
Changos: Je S7cim (future IEC 61968-11)

se’c
No . ratien N
io(s
M tes
\C\u dates

Approved?

To Process

Yes 1B, " Step 5"

IEC 2321/03

Figure B.1 — Process 1A: IEC Technical Committee 57 Working Group 14
process for developing future parts of the IEC 61968 series
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"approved"
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Step 5: define/revise
message payload
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\

N
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e Abstract

contents

v

IEC TC 57 WG 14
review of

Proposed
Changes

Figure

SR

=

\lé\u'se IEC 61968
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. rts 3-10
e J/IRMin IEC 61968-1
¢ Terms and
definitions in
IEC 61968-2

\/\

eloping future parts of the IEC 61968 series

tinuation) IEC Technical Committee 57 Working Gr

steg6: dh\
Approved? Yes—» pl le Continue repegting
pproved: es s/of @ process as nec¢ssary

IEQ

2322/03

oup 14
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Step D: utility modifies
existing or define new
use case and

— 36 —
Other sources of
integration
IEC 61968 scenarios
use cases and « IEC 61970 IEC 61968
integration + Open Interface
scenarios Applications Reference
Group (OAG) Model (IRM)
. il Step B: utility Step C: utility
.Step A: utility chooses use maps its
implements IEC case and application
61968-1 compliant ———§ . —¥ ta P
intdgration Supporting systoms
; integration abstract
infragtructure scenario components

Begin here for each
business process

Futpre parts of the

IEC 61968 series
message
summary

Message types

defined by other
sources :

 |EC 61970
« OAG

O

N

Q\

N

>

tility defines
IM extensions

ep

» niecessary for to-be-
modified or new
message types

PSS
G"

To: proc;{
2B, "Step

“a

Utility CIM
extensions:

classes
attributes

attribute type

operations
relations

IEC 2323/03

Figure B.3 — Process 2A: Typical business subfunctions

of DMS and

external systems
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Step G: utility
defines new or
customize existing
message types

Message types
specified (e.g., in
XML)

From:
process 2A,
"step F"

Step H: supplier of applicatio
product reviews materials an
adds/modifies integration
scenarios and message types
required to support their

=]

Is supplier
integrating its product
with other utility
systems?

o

\( applicatigns
-
T T T T T T T T T T T T T T T T T T T T T T | |
| Step J: application product ! i
i supplier sakes necessary l :
No : revisions to application i !
| component (orits wrapper) to ! :
I support required information /‘
! exchange. 11
i N¢.Jl.‘e: an alternative is for fhe i /Utility’and supplier approved intdrface
! utlIlty_to wrap thfe ap_pllcatlon | specifications:
! when implementing its adap ! @grati n scenarios
} ! ent Sequence diagrams
“““ essage types specified (e.g.
XML)
*\, Component interface specification
(CIS) for application products
I
Step K} utility Stem M: utility iStep N: utility, and| |
updates performs 61968 ! supplier if i
information infastructure - applicable, test !
exchange model configuration, I and deploy new !
(IEM) administration, | business process| |
@ and work flow : automation !
- __ 1
Ta
- ility responsibility Inter-applicatipn

lication product supplier responsibility

integration for bu

iness
process complgte

Figure B.4 — Process 2B: (continuation) an overview of
an utility's application of the IEC 61968 standard

IEC 2324/03
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B.2 IEC 61968-1: Interface architecture and general requirements

B.2.1 Establish interface architecture and general requirements in IEC 61968-1

IEC 61968-1 is the first in a series of standards that, taken as a whole, define interfaces for
the major elements of an interface architecture for Distribution Management Systems (DMS).
This standard identifies and establishes requirements for standard interfaces based on an
interface architecture. Subsequent standards will be developed in accordance with new work
item proposals that cover each interface identified in IEC 61968-1.

At this stage, use cases, along with other available resources — like those from the CIRED
. , . 2 - e e - R = Open

Applica 's inter-
applicat ference
Model (JRM), which is shown in 3.3. It is recognized that the IRM ill\n& & sted as
IEC Teghnical Committee 57 Working Group 14 learns during the_de 3 s 3-10.
A key opjective of IEC 61968-1 is to clearly express the “rules of engagethent infgrmation
exchange among applications so that work on future part ; ies| can be
performed by separate teams operating in parallel, eac results
with other teams.

Figures|B.5 and B.6 show typical components of bj lated to

the IEC|61968 interface architecture.
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Business sub-functions a R
NMON Business
Network opr. monitoring Business sub-functions:
Business sub-functions:
CTL sub-functions: MAI Typical
Network control SImM Maintenance and components:
EINV Network inspection “Marketing-and Typical
FLT Substation and operation selling components:
Fault management network simulation CON Typical “Settlements “Procurement
inventory Construction and componeénts: -Customer. -Contract
OFA SsC design ~Transmission registration management
Opr. feedback analysis GINV Switch action “Generation “Product line “Warehouse
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OSsT inventory operation work Work scheduling “Portfolio -Materials
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Dispatchgr training \_ o \/ 3
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2
Major DMS business Other typical corporate
functions and sub-functions business functions and .components
* Under consideration
IEC 2325/03

Figure B.5 — Typical components of major DMS business functions — Part 1
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-Network state suprv. -Weather monitoring
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Figure B.6 — Typical components of major DMS business functions — Part 2
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B.3 Future parts of the IEC 61968 series: interface standards for business
functional areas

A vertical team is established to develop each Part 3-10 interface specification identified in
the IRM. The general process followed by each team is described in the following subclauses.

The deliverables of each team include:

Normative:

* Message type table

O exambpie

*  Message type definitions

content (class/attribute pairs included in messages, referg 58-11).
Informgtive:

. Intggration scenarios (and reference to use case) e

==
o
Q
=
o
3
L2

— | description (text);

— | normal usage (for example, request/re
security level);

— | pre-conditions (for the messag
— | post-conditions;
— | error conditions (

* Relgvant Common

9
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B.3.1 Step 1: define generic use cases

61968-1 O IEC:2003(E)

Each vertical team is to modify existing use cases and develop new use cases that establish
typical information exchange requirements to/from the interface for that team’s business
function. Business functions, one per Part 3-10 of the IRM, are groupings of abstract
application components. The purpose of use cases is to identify information to be exchanged
among these components. It is not necessary to define the producer/consumer and message
type columns during this step; this in done in step four of the process.

The aim of each Part 3-10 CD is to address 80 % of the most commonly needed information

exchange requirements.

NOTE o business
function (j.e., internal to a vertical team’s domain) is beyond the scope of IEC Te T Working
Group 14fs current work plans. However, if in the team’s judgement certain intra-b information
exchange bs. During
the cours 5ect inter-
applicatiop integration needs of the industry.

When flnished with this step for a given business proc for the

following should be available:

« WH
« WH

«  WHO are the actors who use the sys

The usg case template is shown in Tab

Use case <numier

Summary:

Actor(s):

Role description

el O3
N

Participating Business Functions:

Acronym Business function/abstract component

Services or information provided
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Assumptions/design considerations:

Normal sequence:

Use Event Description of process Information to be Producer to receiver Message
case exchanged abstract component type
step (verb/noun)
A
<\§ K
NENRIAN
Integration scenarios
Informgtion model for normal sequence:
Class Classg‘t{ributes \ Attribuge t%ﬁ Operations Relatjons
\ W
l\& : q \J\\/
NSNS
Pre-conditions:
Exceptions/alternate sequences:
Post-conditions:
Information model for alternate sequence B: as-built update:
Interface class Class attributes Attribute type Operations Relations
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Message type table:

Message type Message type Message type content Revision
identifier (verb/noun) number

(class attribute)

References:

Issues: <\ \

ID Description \ Status

(A
T
Revision history: (N \

No Date Au(tﬁbr\ / \ \\ \ Description
1. N \l Origin\ak 3\/

S

2 | AN\

in Table B.2.

Example steps in
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B.3.2 Step 2: define integration scenarios

Summarize results of each message exchange among IRM parts in support of the use
case with an integration scenario diagram.

Coordinate the definition of these scenarios with other vertical teams. UML class definitions
for the abstract components of the IRM are the entities that exchange information in the Inte-
gration Scenario Diagrams. Vertical teams work with the model development team (described
below) to develop and maintain the IEC Technical Committee 57 Working Group 14 model.
For a more complex interaction, it may be beneficial to first develop an event sequence
diagram in UML notation that articulates each type of message used in the sequence of
message exchanges among IRM parts in support of the use case.

When fihished with this step, we should have the answers for:

4 WHEN (due to what events) should producers start data

This diagram shows the participating components and es. The

numberg refer to the sequence steps.

®

See Figure B.7.
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B.3.4 Step 4: organise and add message type(s) to message summary
in each applicable part of IEC 61968

Organise message types into a message type table.

Nouns are identified in the distribution information exchange model (future IEC 61968-11),
which is a subset of the IEC Technical Committee 57 common information model. In general,
verbs in Table B.5 shall be used unless they are inadequate to properly express the action.
Key verbs from OAG are listed in Table B.6 for reference.

The IEC 61968 series does not use an identical set of verbs as OAG because we believe that
the current OAG verbs are too specific in some areas and not specific_ enough in others.

IEC 61968 requires a set of verbs to cover a publish and subscribe omnal master
system point of view and a request and reply model from a requesting gyste of| view. A
systematic way of accomplishing this is to create a set of verbs fg urpose
and andgther set of verbs with the passive voice for the publlshmg purpo pply to

and/or feplicated documents being updated. Verbs that apply o th rgquest
result i a document being created or updated in the magfte R 'of that docume
request|is processed successfully by the master system. Thj W , ire intpgration
use caskgs to identify a single master system for a give

Table B4 lists the commonly used verbs for the [EC £ 8s. This list of verbg can be
used to|form the finite number of mese e ended
that thel| DocumentStatus attribute be used\as\a j HANGE

request] such as “approve”, “disapprovel, “i 3 > The same principal dould be

applied| to the CHANGED messagé ate actions such as “approved”,
“disapptoved”, “issued”, “posted” etc.

The foll

« For wns the
credti ch part.
The to allow

for 1
« A message dQ 2 i i [ i is i ified by a
uniq S S i

e« The
pass

Wwith the



https://iecnorm.com/api/?name=40be754282e3c6f44645ccb223580633

— 50 -

61968-1 O IEC:2003(E)

Table B.4 — Commonly used verbs

Proposed verbs

Meaning

Message body

OAG verbs

CREATE

The CREATE verb is used to publish a request
to the master system to create a new document.
The master system may in turn publish the new

document using the verb CREATED. The master

system may also use the verb REPLY to
respond to the CREATE request, indicating
whether the request has been processed
successfully or not.

All sections (data
required to create
the document)

CREATE, ADD, LOAD

CHANGE

The CHANGE verb is used to publish a request
to the master system to make a change in the

All sections
(key(s) + data to

CHANGE, ALLOCATE,
ISSUE, POST,

document based on the mformation i the
message. The master system may in turn
publish the changed document using the verb
CHANGED to notify that the document has been
changed since last published. The master
system may also use the verb REPLY to
respond to the CHANGE request, indicating
whether the request has been processed
successfully or not.

bechanged)

, RECEIVE,
R, UPDATE.
specific
hange and
scomplished

entBtatus.

CANCEL

The CANCEL verb is used to publish a requ
to the master system to cancel the docum

since last published. T
also use the verb REP
CANCEL request, indicat
request has been proces

CANCEL

CLOSE

ubl ar est to
etgerdocument. The
publish closed

to notify that

Header
information +
message content
key(s)

N/A

DELETE

v,

DELETE verb is used to publish a request
toth ter system to delete the document.
The master system may in turn publish the
closed message using the verb DELETED to
nefify that the document has been deleted since
last published. The master system may also use

Header
information +
message content
key(s)

N/A

the verb REPLY to respond to the DELETE
request, indicating whether the request has
been processed successfully or not. The
DELETE verb is used when the business
document should no longer be kept in the
integrated systems either due to error(s) or due
to archiving needs.

GET

The GET verb is used to publish a request to
the master system to get the current data for a
given document reference code or a set of
documents. The master system may in turn
publish the document using the SHOW verb, if
the document is available, or use the verb
REPLY to respond to the GET request,
indicating that the document is not available.

One or more
document
reference codes +
Key(s)

GET, GETLIST
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Proposed verbs

Meaning

Message body

OAG verbs

CREATED

The CREATED verb is used to publish the
creation of a document as a result of either an
external request or an internal action within the
master system of that document. This is the first
time that data for this document reference code
has been published as the result of internal or
external request; in which case, it would use the
same document reference as the CREATE
message. This message type is usually
subscribed by interested systems and could be
used for mass updates. There is no need to
reply to this message type.

All sections

SYNC

CHANGED

The CHANGED verb is used to publish the

All sections

SYNC

change of a document as a result of either an
external request or an internal action within the
master system of that document. This could be
a generic change in the content of the document
or a specific status change such as “approved”,
“issued” etc. This message type is usually
subscribed by interested systems and could be
used for mass updates. There is no need to
reply to this message type.

(Key(s) + changgd
content)

CLOSED

The CLOSED verb is used to publish the nop
closure of a document as a result of eithepan
external request or an internal action within t

type is usually subscribed by interedted
and could be used for prass\update
no need to reply to thisqpess .

N/A

CANCELE

6

information +
message content

key(s)

N/A

DELETEL

)

\o\gz?bnsh the
result of either an

mass updates. There is
to this message type.

Header
information +
message content
key(s)

N/A

SHOW

docpment. This message type is usually
scribed by the requesting system(s) or other
interested systems. There is no need to reply to

All sections

SHOW, LIBT

thisessagetype:

REPLY

The REPLY verb is used to publish the
processing result of an external request to the
master system to create, change, delete,
cancel, or close a document. The REPLY
message type could contain specific
confirmation information as to whether the
request is processed successfully or not and
provide alternatives if applicable. This message
type is usually subscribed by the requesting
systems. There is no need to reply to this
message type.

Header
information +
message content
key(s) +
confirmation
information +
alternatives
(optional)

ACKNOWLEDGE,

CONFIRM, RESPOND
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Proposed verbs Meaning Message body OAG verbs
SUBSCRIBE The SUBSCRIBE verb is used to publish the Header N/A
request to ask the master system of a document | information +
to publish a CHANGED document whenever message content
there is a change to the document. It implies key(s)
that the master system will not publish the
CHANGED document unless there are one or
more subscribers for the changed information.
UNSUBSCRIBE The UNSUBSCRIBE verb is used to publish the Header N/A

request to ask the master system of a document
to stop publishing a CHANGED document
whenever there is a change to the document. It
implies that the master system will not publish
the CHANGED document only when there are

information +
message content
key(s)

no subscribers at all.

In order] that information may be exchanged with applications othe
IEC 61968 series of standards, verb use is intended to be con§isten

by the Qpen Applications Group, which are summarized in

3

d in the
bs used
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