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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS IN SUBSTATIONS -

Part 8-1: Specific Communication Service Mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 9506-2)
and to ISO/IEC 8802-3

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization f i comprising
all npational electrotechnical committees (IEC National Committees) The abj i promote
interpational co-operation on all questions concerning standardization in the e lelds. To
this lend and in addition to other activities, IEC publishes International ifjcations,
Tectnical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides t Bs “IEC

Publjcation(s)”). Their preparation is entrusted to technical committees; a atjons j interested
in the subject dealt with may participate in this preparatory waork. \ hd non-
govgrnmental organizations liaising with the IEC also part|0|pate i i . IEC\collaborateg closely

with |the International Organization for Standardization (ISO 3 ith conditions deternined by
agrepment between the two organizations.

2) The formal decisions or agreements of IEC on technical matiers & 3 v @S possible, an intefnational
congensus of opinion on the relevant subjects since @ash\te i \iitee has representation [from all
interested IEC National Committees.

3) IEC |Publications have the form of recom ion3 international use/ and are accepted by IEC National
Compmittees in that sense. While all reasonab o.ensdre that the technical content of IEC

Publjcations is accurate, IEC cannot be i the way in which they are used or|for any
misipterpretation by any end user.

4) In ofder to promote internatis i ity i ittees undertake to apply IEC Pubjications
trangparently to the maxi i i ir natibnal and regional publications. Any diVergence

between any IEC Publication the qnding nationalor regional publication shall be clearly ind|cated in
the Iptter.

5) IEC |provides no ark ng proce indt i{s approval and cannot be rendered responsible|for any
equipment decl ith p ication.

6) All upers should engtre c iti i ication.

7) No |l i erts and
menm mage or

othe es) and
expfg her IEC
Publ

8) Atte ications is
indis

9) Atte bject of
pate

Interndtiohal Standard IEC 61850-8-1 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting
57/692/FDIS 57/712/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 61850 consists of the following parts, under the general titte Communication networks
and systems in substations:

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:
Part 6:

Part 741: Basic communication structure for substation and feeder e

Part 742: Basic communication structure for substation and fee

Introduction and overview

Glossary

General requirements

System and project management

Communication requirements for functions and device models

Configuration description language for communication in electrical subs
related to IFDs

tations

and models

communication service interface (ACSI)

inciples

Part 743: Basic communication structure for substation and\feede { ommon

Part 744: Basic communication structure for substatj 3 ) ) mént — Com

Part 841: Specific Communication Service Mappi

Part 9{1: SpeC|f|c Commumcatlon

Sampled values ovel

Part 942: dpring\ (SCSM) — Sampled valueg
ISO/IEC 8802-

Part 1 Conformance te

This d ized CDCs (Common Data Classes) ba

CDCs

The cd
2005.

*  rec
o wit
* rep
e am

A bilin

pcument Ci
Hefined in

contents of this publication will remain unchangg
be

patible

D506-1

serial

over

sed on

d until

jualversion of this document may be issued at a later date.

1 Under consideration.
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INTRODUCTION

This document is part of a set of specifications which details layered substation communi-
cation architecture.

This part of IEC 61850 is intended to provide inter-device operation of a variety of substation
and feeder devices to achieve interoperability providing detailed information on how to create
and exchange concrete communication messages that implement abstract services and
models specified in IEC 61850-7-4, IEC 61850-7-3, and IEC 61850-7-2.

The mapping allows for data exchange over ISO/IEC 8802-3 Local Area Networks between all
kinds pT substation devices. Some of the protocol stacks used within documént are

routable. Therefore the actual communications path may not be restri . Data
exchange consists of real-time monitoring and control data, includi les, to
name just a few.

NOTE [This part of IEC 61850 does not provide tutorial material. It is 0-5 and

IEC 618p0-7-1 be read in conjunction with IEC 61850-7-2.

S
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COMMUNICATION NETWORKS AND SYSTEMS IN SUBSTATIONS -

Part 8-1: Specific Communication Service Mapping (SCSM) -
Mappings to MMS (ISO 9506-1 and ISO 9506-2)
and to ISO/IEC 8802-3

1 Scope

This pprt of IEC 61850 specifies a method of exchanging time-critical ime-critical
data through local-area networks by mapping ACSI to MMS and I1SO/I

MMS Epervices and protocol are specified to operate over full X pliant
communications profiles. The use of MMS allows provisions ' ralized
and djstributed architectures. This standard includes t data
indicatjons, control operations, report notification.

This p 3 ACSI
(Abstract Communication Service Interface, IEC 61850-V- pssage
Specif 3

This sf n-MMS
protoc ns the
protoc 3 8§ frame formats, and any r¢levant
procedures specific to the

This mlapping of ACSI i p oncepts, objects, and services of thg ACSI
are to|be implement i allows
interogerability @s

This p q ces to
implen X nat are
not m defines additional protocols. This standard describg¢s real
substati [ i object
orientsg iety of
applicqdH station
commy

This part, ©f)"IEC 84850 provides mappings for the services and objects specified| within
IEC 61850~-7-2, IEC 61850-7-3, and IEC 61850-7-4.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60874-10-1:1997, Connectors for optical fibres and cables — Part 10-1: Detail
specification for fibre optic connector type BFOC/2,5 terminated to multimode fibre type A1

IEC 60874-10-2:1997, Connectors for optical fibres and cables — Part 10-2: Detail
specification for fibre optic connector type BFOC/2,5 terminated to single-mode fibre type B1
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IEC 60874-10-3:1997, Connectors for optical fibres and cables — Part 10-3: Detail
specification for fibre optic connector type BFOC/2,5 for single and multimode fibre

IEC 61850-2, Communication networks and systems in substations — Part 2: Glossary

IEC 61850-5, Communication networks and systems in substations — Part 5: Communication
requirements for functions and device models

IEC 61850-7-1, Communication networks and systems in substations — Part 7-1: Basic
communication structure for substation and feeder equipment — Part 7-1: Principles and
models

IEC 61[850-7-2, Communication networks and systems in substations 7-2: Basic
commdynication structure for substation and feeder equipment — ication
service interface (ACSI)

IEC 61[850-7-3, Communication networks and systems in ;| Basic
commdynication structure for substation and feeder equipme sses

IEC 61 Basic
commy node
classe

IEC 61 pecific
Comm ctional
multidn

IEC 61 pecific
Comm

ISO/IEC 7498-1;4994 Basic
Reference Mod B

ISO/IE Basic
Refereg

ISO/IE nsport
servicq

ISO/IE col for
provid

ISO/IEC 8326:1996, Information processing system — Open Systems Interconnection —
Session service definition

ISO/IEC 8327-1:1997, Information technology — Open Systems Interconnection — Connection-
oriented session protocols: Protocol specification

ISO/IEC 8348:2002, Information technology — Open Systems Interconnection — Network
service definition

ISO/IEC 8473-1:1998, Information technology — Protocol for providing the connectionless-
mode network service: Protocol specification
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ISO/IEC 8473-2:1996, Information technology — Protocol for providing the connectionless-
mode network service — Part 2: Provision of the underlying service by an ISO/IEC 8802
subnetwork

ISO/IEC 8602:1995, Information technology — Protocol for providing the OSI connectionless-
mode transport service

ISO/IEC 8649:1996, Information technology — Open Systems Interconnection — Service
definition for the Associated Control Service Element

ISO/IEC 8650-1:1996, Information technology Open Systems Interconnectlon — Connection-

Orlent(:u [JIUlUbUI IUI lllb' beUbldllUH L/UIIlIUl Ob’l Vlbb' Elb'lllb'lll I'IUlUbUI ol dl‘IUII

ISO/IELC change
betwee Part 2:
Logica

ISO/IELC change
betwee Part 3:
Carrie d and
physic

ISO/IE
service

ntation

ISO/IE
oriente

ection-

ISO/IEC 8824-1:1999,
Specification of basic

Amendment 1 (20Q0)
Amendment 2 ( @

SN. 1):

ISO/IE chviology — ASN.1 encoding rules: Specification of Basic
Encod oding Rules (CER) and Distinguished Encoding Rules
(DER)
ISO/IE N 9SSR Information technology — Telecommunications and information ex¢hange
betweg " ace connector and contact assignments for ISDN Basic fAccess
Interfa

ISO/IEIC<9542:1988, Information processing systems — Telecommunications and information
exchar ge hetween el\'/efnme — End chfnm to lntermediate Qym‘nm rnln‘ning nvnhnngn P otocol
for use in conjunction with the Protocol for providing the connectionless-mode network service
(ISO 8473)

ISO/IEC 9548-1:1996, Information technology — Open Systems Interconnection — Connection-
less Session protocol: Protocol specification

ISO/IEC 9576-1:1995, Information technology — Open Systems Interconnection — Connection-
less Presentation protocol: Protocol specification

ISO/IEC 10035-1:1995, Information technology — Open Systems Interconnection — Connection-
less protocol for the Association Control Service Element: Protocol specification
Amendment 1 (1998)
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ISO/IEC ISP 10608-1:1992, Information technology — International Standardized Profile
TAnnnn — Connection-mode Transport Service over Connectionless-mode Network Service —
Part 1: General overview and subnetwork-independent requirements

ISO/IEC ISP 10608-2:1992, Information technology — International Standardized Profile
TAnnnn — Connection-mode Transport Service over Connectionless-mode Network Service —
Part 2: TA51 profile including subnetwork-dependent requirements for CSMA/CD Local Area
Networks (LANSs)

ISO/IEC ISP 11188-1:1995, Information technology — International Standardized Profile
Common upper layer requirements — Part 1: Basic connection oriented requirements

ISO/IEIC ISP 11188-3:1996, Information technology — International Stdndardized- Profile —

Commpn upper layer requirements — Part 3: Minimal OSI upper layer faCilitie

ISO 95%06-1:2003, Industrial automation systems — Manufacturing ification
Part 11 Service definition

ISO 9%06-2:2003, Industrial automation systems — Man qtion

Part 21 Protocol specification

ISO/ISP 14226-1:1996, Industrial automation syste Profile
AMM1[: MMS General Application Rrofy : ACSE,
Presentation and Session protocols 6 S

ISO/ISP 14226-2:1996, Industrial autgmation ; Profile
AMM1[l: MMS General Applications B

ISO/ISP 14226-3:1996, Profile
AMM1[: MMS General ¥

IEEE 037.111: thange
(COMTRADE) for\Pg

IEEE 7154:1985,

IEEE 80 ridged

Local Area N

RFC |542,
<http:/fwww.ietf.org

ansfer Protocol for the ARPA Network, I|ETF, available at

RFC 768, User Datagram Protocol, I[ETF, available at <http.//www.ietf.org>

RFC 791, Internet Protocol — DARPA Internet Program Protocol Specification, IETF, available
at <http://www.ietf.org>

RFC 792, Internet Control Message Protocol — DARPA Internet Program Protocol
Specification, IETF, available at <http://www.ietf.org>

RFC 793, Transmission Control Procedure — DARPA Internet Program Protocol Specification,
IETF, available at <http://www.ietf.org>

RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, IETF, available
at <http://www.ietf.org>
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RFC 894, A Standard for the Transmission of IP datagrams over Ethernet Networks, IETF,

available at <http://www.ietf.org>

RFC 919, Broadcasting Internet Datagrams, IETF, available at <http://www.ietf.org>

RFC 922 Broadcasting Internet Datagrams in the presence of subnets, IETF, available at

<http://www.ietf.org>

RFC 950, Internet Standard Subnetting Procedure, IETF, available at <http://www.ietf.org>

RFC 959, File Transfer Protocol (FTP), IETF, available at <http://www.ietf.org>

RFC [1006 ISO transport services on top of TCP: Version 3,
<http:/fwww.ietf.org>

RFC 1[112, Host Extensions for IP Multicasting, IETF, available at <tttps/w

RFC 1122, Requirements for Internet Hosts — Communicatia
<http:/{www.ietf.org>

RFC 1123, Requirements for Internet Hosts — Appftication
<http:/{www.ietf.org>

RFC PR030, Simple Network Time 4, IETF,

<http:./f{www.ietf.org>

3 Tdrms and definitions

For the purposes of thjs do
the following apply.

3.1 Q
er

(n)-lay,
any spgcific layer

[ISO/I

3.2
(n)-prqtoeol data
unit of
possibly (n)-use

[ISO/IEC.7498-1, 5.6.1.3]

availa

ble at

availgable at

availa

éfinitions given in IEC 61850-2 as

an (n)-protocol and consisting of (n)-protocol-control-informati

hble at

ble at

vell as

bn and

3.3
(n)-protocol

set of rules and formats (semantic and syntactic) which determines the communication

behavior of (N)-entities in the performance of (n)-functions

[ISO/IEC 7498-1, 5.2.1.9]

3.4
class

description of a set of objects that share the same attributes, services, relationships, and

semantics

[IEC 61850-7-2, 3.1]
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3.5

client

entity that requests a service from a server and that receives unsolicited messages from
a server

[IEC 61850-7-2, 3.2]

3.6

device

entity that performs control, actuating and/or sensing functions and interfaces to other such
entities within an automation system

[IEC 6850-7-2, 3.3]

NOTE Pevices alone do not perform energy transport functions.

3.7
logical device
entity that represents a set of typical substation functions

[IEC 6{850-7-2, 3.6]

3.8

logical node

entity that represents a typical substatien functi
[IEC 61850-7-2, 3.7]

3.9
physigal device
entity that represents the<p

ce (hardware and operating system, ett.)

[IEC 6]850-7-2, 3.8]

Physical d

NOTE

3.10
Applic
set of

3.11
attribyte
named

3.12
data
meaningful structured information of applications Tocated in an automation device which can
be read or written.

NOTE This definition is in accordance with the Data definition of IEC 61850-7-2. The MMS use of Data refers to
data types and potential instantiations of MMS variables. The reader of this part of IEC 61850 shall be careful of
the context in which “data” is being used.

3.13
ISO/IEC 8802-3
communication technology according to ISO/IEC 8802-3

3.14
server
entity that provides services to clients or issues unsolicited messages
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4 Abbreviations

A

ACSE

ACSI

APPID or AppID
BRBC

Application

Association Control Service Element
Abstract Communication Service Interface
Application Identification

Buffered Report Control Block

CBB Conformance Building Block

CDC Common Data class

CL Connectionless

Client-CR Client Conformance Requirement

CO Connection Oriented

DNA Dynamic Namespace Attribute

F/S Functional Standard.

FC Functional Constraint

FCD Functionally Constrained Data

GPS Global Positioning S

GOOSE

GSE

GSSE Statys~Event

IEEE ica d ronics Engineers

IETF orce

IP

ISO

LAN

LCB

LD

LLC

LN

LPDU Protocol Data Unit

M or m Mandatory. Indicates that the service, parameter, or attribute shall be
supported within an implementation

M= or m= Mandatory information that shall be equal the original information supplied
in the request

MAC Media Access Control

MJD Modified Julian Day

MMS Manufacturing Message Specification (ISO 9506)

o] Optional: Indicates that the service, parameter, or attribute may be
supported within an implementation

oSl Open Systems Interconnection

PDU Protocol Data Unit

PICS Protocol Implementation Conformance Statement
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PIXIT Protocol Implementation Extra Information

r readable

RFC Request for Comments

S Server specified parameter

SAP Service Access Point. The Service Access Point represents a logical

construct through which a peer selects a communication protocol or access
to an applications. The selection of the entire seven layers of SAPs
represents a communication profile

SBO Select Before Operate

SCL substation automation System Configuration Language (IEC61850~6
SNTP Simple Network Time Protocol

SCSM Specific Communication Service Mapping
ServertCR Server Conformance Requirement

SG Setting Group

SNTP Simple Network Time Protocol

SV Sampled Values

Sync Synchronization

T Transport or Times{amp

TAI i

TCP

TPID

UCA

uorU e
u=orl

uTcC

VARSPEC

V-GET]

VID

VLAN al LAN

VMD Virtual Manufacturing Device

V-PUT Virtual Put Function. Defined in ISO 9506-1
w writeable

5 Overview

5.1 General

The purpose of IEC 61850-8-1 is to provide detailed instructions/specification as to the
mechanisms and rules required to implement the services, objects, and algorithms specified
in [IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4 while making use of ISO 9506 (all parts)
(Manufacturing Message Specification), SNTP, and other application protocols (see Figure 1).
This Clause is intended to provide an overview of the methodology to provide the mapping
from IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4 into MMS.
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The communication requirements for substations (listed in IEC 61850-5) are met by the
profiles shown in Figure 1.

The message types and performance classes specified in IEC 61850-5 are mapped as shown
in Figure 1:

Type 1 (Fast messages)

Type 1A (Trip)

Type 2 (Medium speed messages)

Type 3 (Low speed messages)

P — N
Type4(Raw datamessages)

Type 5 (File transfer functions)
Type 6 (Time synchronisation messages)

Messapges of Type 1 and Type 1A are mapped to distinct Etheptypes\to imi ding of
receivgd messages.

Messapges of Type 2, 3, and 5 require message ori andard

provid¢s exactly the information modelling methods ar

Generic
Object c
Sampled Oriented Substation
Values Substation ACSI Status
(Multicast) Event Services Event
|I====fF====== q 1T===== it N A N i S e |j======= r===1

i S%\\J MMS Protocol Suite GSSE
( )
(Typa8) (Type 2, 3, 5) (Type 1,[1A)

UDP/IP TCP/IP ISO CO GSSE
T-Profile T-Profile T-Profile

| L |
ISO/IEC 8802-2 LLC

ISO/IEC 8802-3 Ethertype

ISO/IEC 8802-3

IEC 136/04
(Type x) is the Message type and performance class defined in IEC 61850-5
Figure 1 — Overview of functionality and profiles

Further details pertaining to the use and actual specification of each profile may be found in
Clause 6.
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5.2 |IEC 61850 server object

An instance of an IEC 61850-7-2 Server class is mapped one-to-one to an MMS

Virtual

Manufacturing Device (VMD) object. The MMS VMD is that portion of an application task that
makes available (for control, monitoring, or both) a set of resources and functionality
associated with one or more devices. Each VMD is assigned one or more communication
addresses that create Service Access Points (SAPs) through which MMS services can be

exchanged. The format of the address is determined by the communication profile

that is

being used. It is through MMS services that MMS objects can be manipulated. Within this
mapping to MMS, a VMD represents the capabilities provided by an IEC 61850-7-2 server on

the network.

The server also 1s specified to contain other objects. These objects are:

— filep

— clignt associations

5.3 MMS communication profiles

The VMD’s service address format is determined throug being
used. However, ISO has recognized the existence ~ s) and
Transgdort Profiles (T-Profiles). A-Profiles representthe protocals and ag pgards
to the ppper 3 layers of the OSI Reference Mode 3 resent
the prqtocols and agreements in regard el.

For the purpose of this document, th - Zonnection Oriented OBl and
Conneftionless OSI. Additionally, t Connection Oriented| TCP,
Connegtion Oriented OSI, e shall
only bg used over the conpegtion

5.4 on-MMS com

There jare sever , ifiedNn MEC 81850-7-2, that have been intentionally mapped
to application pr s i as the
application layer pi h time
synchrpnization, 3 5, and
GOOSE/GSSE mg

5.5

ISO 9%06 SCSM.
HoweMer, all<ob b0-7-2,
IEC 61850¢7-3, a t shall
be useld within this SCSM.
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Table 1 — MMS objects and services in use within this SCSM

MMS OBJECT IEC 61850 OBJECT MMS SERVICES IN USE

Application Process Server Initiate
VMD Conclude
Abort
Reject
Cancel

Identify

Named Variable Objects Logical Nodes Read

and Data Write

InformationReport
GetVariableAccessAttribute

GetNamelList /\

Named Variable List Data Sets GetNamedVariable
Objects GetNamelList

Journal Objects Logs e
Initiali
e amekst

Domain Objects Logica| Devices \, |St
etD utes
reDom nContents
Files Files F|Ie
ileRead
ObtainFile
Q{ % eClose

FileDirectory
N
' Required byI I&%}Iﬁ\l‘or cqnf mahbi.\_/

FileDelete
»mmunicat\i 0

ept of
ctional
model
fict the

6.1 ge
The O O/IEC 7498-1) details a model based upon the cong
layerin functionality. The model details 7 layers and details the fun
require . 8 er, in order to achieve a robust communication system. The
does n | protocols to be used to achieve the functionality, nor does it rest
solutio i set of protocols

Application

Presentation A-Profile

Session

Transport

Network

T-Profile
DataLink
Physical
IEC 137/04

Figure 2 — OSI reference model and profiles
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The use of ISO Application (A-Profile) and Transport (T-Profile) Profiles (see Figure 2)
describes the various stack profiles. An ISO A-Profile is the set of specifications and
agreements relating to the upper 3 layers of the ISO OSI reference model (e.g. the layers of
application, presentation, and session). An ISO T-Profile is the set of specifications and
agreements relating to the lower 4 layers of the ISO OSI reference model (e.g. the layers of
transport, network, DataLink and physical).

Various combinations of A-Profiles and T-Profiles can be combined in order to allow certain
types of information/services to be exchanged. The services, as specified in IEC 61850-7-2,
are mapped into 4 different combinations of A- and T- profiles. The four different combinations
are used for:

Cligént/server services (see Figure 1 Core ACSI Services). See 6.2 for fur detalls].
GJOSE/GSE Management Services. See 6.3 for further details.
GSISE Services. See 6.4 for further details.
Tinmpe Sync. See 6.5 for further details.

6.2 [Client/server services and communication profil
6.2.1 Client/server services

aiming

The client/server communication profile shall
i brvices

conformance to this standard and de
shown|in Table 2.

IEC 61850-7-2 model \ (\\\ \AEC 61850-7-2 service
Server t3erverDirectory
Association [\\ ‘( N \ qQs):i:iate
Abort
< > Z < Release
Logica\MS(eﬁEe\ N > GetLogicalDeviceDirectory

GetAllDataValues
éata \ \ GetDataValues
\ \\\ \ SetDataValues
B GetDataDirectory
GetDataDefinition

\
Data\SKt ) GetDataSetValues

SetDataSetValues

Logicg/Ng\dQ \ GetLogicalNodeDirectory

DeleteDataSet
GetDataSetDirectory

Substitution GetDataValues
SetDataValues
Setting Group Control Block SelectActiveSG

SelectEditSG
SetSGValues
ConfirmEditSGValues
GetSGValues
GetSGCBValues
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IEC 61850-7-2 Model
Report Control Block

IEC 61850-7-2 Service

Report
GetBRCBValues
SetBRCBValues
GetURCBValues
SetURCBValues
GetLCBValues
SetLCBValues
GetLogStatusValues

LOG Control Block

o 1 [ Wi o
SOCTyTCOgoy THie

QueryLogAfter (
GOOSE GetGoCBValues KON
SetGoCBValues { \
GSSE GetGsCBValues NN
SetGsCBValues \ NAN
Control Select ( \ >} \

SelectWjthValte \ \\\/

Canc
Opergte § /

FILE transfer

N
/ etRile
N T

_ﬁe{Fil ttributeValues

(NN
N

6.2.2

Servic ient/server shall be as shown in Table 3.

Is for client/server communication A-Profile

Table 3 <S\< ice andy

Specification m/o

oSl medel lager N\ O\
N\

NI

Neme

Service specification

Protocol specification

Applicatjon M \uﬁac\t?g ISO 9506-1:2003 1ISO 9506-2:2003

\Mes age™Specification

lation Control ISO/IEC 8649:1996 ISO/IEC 8650:1996

Service Element

Present&tion Gonneetion-Oriented I SOHEC8822:-4994 ISOHEC-8823—14994
Presentation

Abstract Syntax ISO/IEC 8824-1:1999 ISO/IEC 8825-1

Session Connection Oriented ISO/IEC 8326:1996 ISO/IEC 8327-1:1997

Session

There are 2 T-Profiles that may be used by the client/server A-Profile: TCP/IP or OSI. An
implementation that claims conformance to this standard shall implement the TCP/IP profile

as a minimum.

Implementation agreements

This A-Profile shall conform to the agreements specified in ISO/ISP 14226-1,
ISO/ISP 14226-3, ISO/IEC ISP 11188-1and ISO/IEC ISP 11188-3.

ISO/ISP 14226-2,
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6.2.3 TCP/IP T-Profile

Table 4 shows services and protocols of the TCP/IP T-Profile client/server.

Table 4 — Service and protocols for client/server TCP/IP T-Profile

OSI| Model Layer Specification m/o
Name Service specification Protocol specification

Transport ISO Transport on top of RFC 1006 m
TCP
Internet Control Message RFC 792 m
FTOLOCOI (TUIVIF) /\
Transmission Control RFC 793 A m
Protocol (TCP) N (‘\

Network| Internet Protocol RFC 791 < \ m

An Ethernet Address RFC 826 NG
Resolution Protocol (ARP)

DataLin Standard for the transmission RFC 894 o) m
of IP datagrams over Ethernet
networks

Carrier Sense Multiple ISO/IEC 8802-3: \) m
Access with collision

detection (CSMA/CD)

Physica 10Base-T/100Base-T \ o{\c 88@2 -3¢ 2b\01 ¢l
(option

~

Interface connector and NSO 877992
contact assignments for

ISDN Basic Access
Interface.a/\ /\ m

~

Physica Fibre gotic transmission O/IEC 8802-3:2001 c1
(option 1 systerfqr({oga\ -FX %\
Badic o tlcal Fi \55%0874 10-1, IEC 60874-10-2 and
C 60874-10-3

# This is 0 Mr.

® This is ector/

clltis 1
may be

ast one of the two Physical interfaces. Additional or future technologies

Implementation~agreements

TCP_KEEPALIVE

The TCP_KEEPALIVE function according to RFC 793 shall be implemented. The value of the
TCP KEEPALIVE shall be configurable. The range of allowed values shall be specified in the
PIXIT declaration of the implementation. The value of the TCP shall be specified in seconds.

NOTE It is recommended that the minimum-maximum value of the allowable range should be no greater than
20 s. It is also recommended that the TCP_KEEPALIVE be configurable to a minimum of 1 s. This results in a
recommended range of 1 to 20.

Transport selector
The Transport Selector size shall be limited to a maximum of 4 octets.
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6.2.4  OSI T-Profile

Table 5 shows services and protocols of the OSI T-Profile client/server.

Table 5 — Service and protocols for client/server OSI T-Profile

OSI| Model Layer Specification m/o
Name Service Protocol specification
specification
Transport Connection Oriented ISO/IEC 8072:1996 ISO/IEC 8073:1997 m
Transport

Network| Connectionless Network ISO/IEC 8348:2002 ISO/IEC 8473/1:19 v
ISO/IEC 8 2:}9{6

End System to Intermediate | ISO/IEC 9542:1988 0
System (ES/IS)

DataLin Logical Link Control ISO/IEC 8802-2:1998 ( \ \ n

Carrier Sense Multiple ISO/IEC 8802-3:20 N n
Access with collision
detection (CSMA/CD)

Physica 10Base-T/100Base-T ISO/IEC 8§/2 ?},{001 ct

(option

~

Interface connector and I1ISO/I WQ 2
contact assignments for O
ISDN Basic Access

Interface. ®

~

Physica Fibre optic transmission IS 880 OY ct
(option 1 system 100Base-FX

Basic Optjeal Fibre \ EC 08WEC 60874-10-2 and
Connectdr. /\ IEC-60874-10-3

@ This is|the specification forthe
® This is|the specification fqr th

c1 It is recommendé
may be psed.

o Physical interfaces. Additional or future technologies

Implern

The O
ISO/IE

Namin

The namingj)and
addre smg shall be further constralned to support,
hexad

the 1ISO D(Q

at a minimum,

Transport selector
The Transport Selector size shall be limited to a maximum of 4 octets.

LLC type
This profile shall use Class 1 LLC as specified in ISO/IEC 8802-2.
6.3 GSE management and GOOSE services communication profiles

6.3.1 GSE mapping overview

to the agreements as specified in ISO/IEC ISP 10608-1 and

ressing, of this profile, shall be as specified in ISO/IEC 7498-3. The

C (39

The GSE communication profile shall be used for any implementation claiming conformance to

this standard and declaring support for one of the IEC 61850-7-2 services shown in Table

6.
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Table 6 — Services requiring GSE Management and GOOSE communication profile

Model

IEC 61850-7-2 service

Generic Substation Event

GetReference
GetGOOSEElementNumber
SendGOOSEMessage

6.3.2  A-Profile

Table 7 shows services and protocols of the A-Profile GSE Management and GOOSE

services:

GOOSE communication A-Profile

Table 7 — Service and protocols for GSE Manageg\t an

OSI| mpdel layer

Specification

m/o

Name

Applicatjon

GSE/GOOSE protocol

Service specification /\}\PNocq\spScifi tion
O

See Annex A

Presentétion

Abstract Syntax

NULL

Session

The presentation layer encoding shall be 8824-1
and ISP/IEC 8825-1 to encode the gramr
6.3.3 T-Profile
The T-Profile for GSE and GOOSE Servisgscshall he as shown in Table 8.
OSI mpdel layer A( m/o

o >

Service specification Protocol specification

Transpoft

Network|

)

\
N

DataLin iQrity Tagging/ VLAN
LRy T

IEEE 802.1Q

CaxrierSense Multiple
Accass with collision
ction (CSMA/CD).

ISO/IEC 8802-3:2001

Physica 10Base-T/100Base-T ISO/IEC 8802-3:2001 c1
option
(op ) Interface connector and ISO/IEC 8877:1992

contact assignments for

ISDN Basic Access

Interface. ®
Physical Fibre optic transmission ISO/IEC 8802-3:2001 c1
(option 2) system 100Base-FX

Basic Optical Fibre
Connector. °

IEC 60874-10-1, IEC 60874-10-2 and
IEC 60874-10-3

# This is the specification for the 10BaseT connector.

® This is the specification for the ST connector.

c1 It is recommended to implement at least one of the two physical interfaces. Additional or future technologies

may be used.
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Implementation agreements

T-DATA service
The T-DATA service shall be mapped directly to the M_UNITDATA service of the DataLink.

Link layer: MAC - sublayer

See Annex C for definitions.

The T-DATA destination address for a GOOSE message shall contain a multicast MAC
address. The T-DATA source address for a GOOSE message shall contain a unicast MAC

addres

S.

The TH
MAC 4
unicas

Link L

DATA destination address for a GSE management messages
ddress. The T-DATA source address for a GSE Management
MAC address.

ayer: Priority tagging/Virtual LAN

See Anmnex C.

inicast
ntain a

6.4 [GSSE Service and communication profile
6.4.1 GSSE mapping overview
This communication profile shall be u to this
standard and declaring support for the IEC 6
Table 9 — Service requir
Mo}\l \\( e MC 61850-7-2 Service Commen
Generic substation event }x&el SendGSSEMessage See 18.2.2.5
6.4.2 A-ProfiI;
Table 10 shows gerwce d prqatocols that shall form the A-Profile GSSE.

Table d protocols for GSSE communication A-Profile

AN

osl Mo%&u.hek‘ N\

> Specification

N

h/o

Na\qe

Service Specification

Protocol Specification

Applicgtion

Mfacturing

message
specification

ISO 9506-1:2003

ISO 9506-2:2003

Association control
service element

ISO/IEC 8649:1996

ISO/IEC 10035-1:1995

Presentation

Connectionless
presentation

ISO/IEC 8822:1994

ISO/IEC 9576-1:1995

Abstract syntax

ISO/IEC 8824-1:1999

ISO/IEC 8825-1

Session

Connectionless
session

ISO/IEC 8326:1996

ISO/IEC 9548-1:1996
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Implementation agreements

This A-Profile shall conform to the agreements specified in ISO/ISP 14226-1, ISO/ISP 14226-2,
ISO/ISP 14226-3, ISO/IEC ISP 11188-1and ISO/IEC ISP 11188-3.

6.4.3 T-Profile

The T-Profile for GSSE Services shall be as shown in Table 11.

Table 11 — GSSE management T-Profile

0SI njodel layer Specification /\ im/o
Name Service specification Protocol syébkficg’gn
Transplort Connectionless transport ISO/IEC 8072:1996 ISO/II%Z,(R\\% 192){ m
Network Connectionless network ISO/IEC 8348:2002 IEC, 84 199%\
O/IEB\
End System to ISO/IEC 9542: 1988&\\> m
Intermediate System
(ES/IS)
DataLipk Logical Link Control ISO/IEC 88 2 2: (\98 m

Carrier Sense Multiple ISO/EC 8 \2\3/2 01
Access with collision <\

detection (CSMA/CD)

Physichl 10Base-T/100Base-T kls&gbqeoz\izoth\/ o1

(option[ 1)
Interface connector and /IEC 8 119
contact assignments for
ISDN Bagic Acce
Interface\? ?8’\

Physichl Fibr tic t nsr;lis i0 02 3:2001 c1
(option| 2) system -FX
Basic ©Optical fibre 60874 10-1, IEC 60874-10-2 and
opnedior, ® IEC 60874-10-3

@ This s the specificati 10BaseT ¢ Mtor.

® This ‘s ector.

c1 ltis| nt alNeast one of the two physical interfaces. Additional or future technolpgies
may be

The ddg
The sg

ddress for a GSSE message shall contain a multicast MAC address.
urce T-DAJA address for a GSSE message shall contain a unicast MAC address

Implementation agreements

The OSI T-Profile shall conform to the agreements as specified in ISO/IEC ISP 10608-1 and
ISO/IEC ISP 10608-2.
Naming and addressing

The naming and addressing of this profile shall be as specified in ISO/IEC 7498-3. The
addressing shall be further constrained to support, at a minimum, the ISO DCC (39
hexadecimal) and Local (49 hexadecimal) AFI values as defined in ISO/IEC 7498-3.

LLC type

This profile shall use Class 1 LLC as specified in ISO/IEC 8802-2.
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6.5 Time sync

This communication profile shall be used for any implementation claiming conformance to this
standard and declaring support for objects containing an attribute of type TIMESTAMP.

6.5.1 A-Profile

The A-Profile for Time Sync Services shall be as shown in Table 12.

Table 12 — Time sync A-Profile

OSI| model Specification m/o
laypr -
N Service Priotocol
ame e e e e
specification s ification
/e
Applicatjon Simple Network Time Protocol RFC 2030 n

Presentétion

Session

N\
Implementation agreements \
This AjProfile shall conform to the agreements specifiedsi d RFC 1123.

Mode 8, 4 of SNTP time synchronizat

6.5.2 T-Profile

The T-Profile for Time Sy

0S| model Specification m/o
laypr (\ > 2 \ \/F? -
\> Service Protocol
specification specification
Transport Intg’\}r{:\ﬁtr\oWocol RFC 792 n
User ag m oI (UDP) RFC 768 nf
Network] < |Unterket Protobol RFC 791 n
AREthenetAddress Resolution RFC 826 n
Mcol RP)
Broac%ting Internet Datagrams RFC 922 |
RFC 950
RFE-949
Host Extensions for IP Multicasting RFC 1112
DataLink Standard for the transmission of IP RFC 894
datagrams over Ethernet networks
Carrier Sense Multiple Access with ISO/IEC 8802-3:2001 m
collision detection (CSMA/CD)
Physical 10Base-T/100Base-T ISO/IEC 8802-3:2001 cl
option 1
op ) Interface connector and contact ISO/IEC 8877:1992
assignments for ISDN Basic Access
Interface. ®
Physical Fibre optic transmission system ISO/IEC 8802-3:2001 c1
(option 2) 100Base-FX
Basic Optical Fibre Connector. ° IEC 60874-10-1, IEC 60874-10-2 and
IEC 60874-10-3
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OSI model Specification m/o
layer
N Service Protocol
ame e e PP
specification specification
# This is the specification for the 10BaseT connector.
® This is the specification for the ST connector.
c¢1 — It is recommended to implement at least one of the two Physical interfaces.
7 Objects of IEC 61850
7.1 Server
For de}ails, see 5.2.
7.2 Logical device (LD)
An ins domain
object. cts. An
MMS e. The
5 (they
need d MMS,
the do logical
device
of the

MMS \

Examplg IEC 61850-7-1 shows an example of(a physical dewce proxies other physical devices. This pxample
can be pxtended to a single physical device wjth CP capability. Each CPU, and its associated Logical

Devices| would have their own

7.3 Logical node (
Gener@

7.3.1

The c
IEC 61

Each i

e box heeds a set of independent LPHD and LLINO.

hed in

e MMS

Nameg able mameis\a locCal issue, but shall be named in accordance with the paming

conver

ription.
nents.
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For each functional constraint ( ¢ ) found in Figure 32
For each DATA (d ) in the LN

If the FCD generated from d,c is not empty, then add a component of
ComponentName ( d ) of the ComponentType determined by the FCD to structure (
s ).

End For

If the
ComppnentType ( s ) to the TypeDescription being generated.

of the

End Fpr

The orfer of the resulted components is recommended to

SC (SCL)
us

EX

IEC 138/04

Figure 3 — Recommended ordered list of functional constraints

NOTE FCs are defined as follows: RP — unbuffered report control blocks; LG — log control blocks; BR — buffered
report control blocks; GO — GOOSE control blocks; GS — GSSE control blocks; SV — substituted values; SE-
Setting group editing; MS — Multicast Sampled Values control block (from IEC 61850-9-2); US — Unicast Sampled
Values control block (from IEC 61850-9-1); and EX — extension.

If there is no DATA (d) that instantiates a specific functional constraint, that functional
constraint shall not appear as part of the NamedVariable TypeDescription.

2 The recommended ordering provides compatibility with existing UCA 2.0 implementations.
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Within a MMS component, representing a functional constraint, the order of the MMS
components is determined by the order of the names of the compatible data classes (see
IEC 61850-7-4) whose data attributes have the specific functional constraint.

Within a MMS component, representing IEC 61850-7-4 data attributes, the order of the MMS
components is determined by the order of the names of the common data classes (specified
in IEC 61850-7-3).

Common data classes, which have a single attribute, shall be mapped to a MMS primitive
data type, unless otherwise specified. The component name shall be the attribute name from
IEC 61850-7-3 unless otherwise specified.

Custom or proprietary extensions to data or data attributes shall be added to of the
MMS TypeDescription structures. These components shall be named Jata or
data aftribute names in the order given by the extended name spacedq

This glgorithm and mapping produces a MMS NamedVari S nents are
accesdible through the use of MMS variable specificatip > type.
Additignally, there shall be a mapping to a set of flattene ) names
of the flattened MMS named variables shall be created i e MMS
named| variable component names separated by “$”. i i hall be
constrained by the maximum MMS NamedVariable ident(fig :

These|two methods of creating a ! as a
8-1 VARSPEC.

7.3.2

An ACISI LNRef may be priate.

The \ariableSpecific
ObjectName). The sg

be of type name (e.g. an MMS
ne_is determined by the ACSI LNReference
within the LNReference, the scope of the MMS

parameter. If a L ]
requedt shall @d)” is present, the scope shall be AA-Specific.
If neither is presemt; 3 MD-Specific.

For a S ¢ . , then the name of the ObjectName’s DomainID shall be
the napne of

The ObjiéctName i nt|f|e for the MMS NamedVariable shall be the name of the LogicalNode

variable that has been mapped into a NamedVariable substituting the “$” character for the
ASCII ‘.” uhalautcl.

An aItTérnate specificdtion shall be supported. This specification references the MMS jhamed
I

7.3.3 Data

Logical Nodes, according to IEC 61850-7-2, consist of one or more data. The names of data
will be based upon the hierarchically named component of the data found within the MMS
named variable. Each level of hierarchy will be delimited through the use of a “$” within the
MMS named variable that represents the data.

The data of an instance of LOGICAL-NODE shall be decomposed into multiple MMS
NamedComponents

Example <LNVariableName>$<FC>$<LNDataName1> (e.g. XCBR$ST$Pos).
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7.3.4 Data Attributes (DataAttr)

— 33 -

The logical node data attributes DataAttr map in a similar manner to the Data. However, the
attribute name is also included within the hierarchy.

Example <LNVariableName>$<FC>$<LNDataName1>$<AttributeName1>
(e.g. XCBR$ST$Pos$ctiVal).

8 Mapping of IEC 61850-7-2 and IEC 61850-7-3 data attributes

8.1 Mapping of Attributes specified in IEC 61850-7-2

8.1.1 Basic data attribute types
The mapping of basic types of IEC 61850-7-2 shall be as defined in e 1
Table 14 — Mapping of ACSI data t
IEC 61850-7-2 type MMS data type e\tan Commnpent
pame %

BOOLEA| Boolean

INT8 Integer — Zg?\tojzf

INT16 Integer ¥3Z>768 tfé 3(7\67 >

INT32 Integer -2 M7483 648 to 2 147 483 647

INT128 Integer /5* §X<*1>7\t0 (2**127)-1

INTSU Unsigned \ N\ N\&\s >

INTL6U Unsugne( /\\ 0 Eo§ 535

INT32U Unmp@d Oﬁo 4 294 967 295

FLOAT32 Floating- Range of values and precision as
specified by IEEE 754 single
precision floating point

FLOAT64 atindspol \/ Range of values and precision as
specified by IEEE 754 double
precision floating point

ENUMERATED INteger Ordered set of values, defined See 8.1.2.p
where type is used

CODED ENWM \ Testring Ordered set of values, defined See 8.1.2.8
where type is used

OCTET §TRING Qc?t—string Max length shall be defined where |See 8.1.2.4
type is used

VISIBLELSTRING Visible-string Max length shall be defined where |See 8.1.2.5
type is used

UNICODE STRING MMS string Max length shall be defined where |See 8.1.3.9

type is used

8.1.2 Additional definitions of basic data type

8.1.2.1 General

For the purposes of this standard, the reference to bitstring shall indicate the use of an MMS
bitstring type. According to this definition, Bit(0) is mapped to the most significant bit of the

value.

The amount of bits conveyed by a sent variable length bit-string shall always be equal to the
maximum length of the defined variable length bit-string at the sender side.
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NOTE The attempt to write in an attribute a value that is not supported by the application will lead to a write
negative response with a DataAccessError=object-value-invalid (for instance: writing a not supported Enumerated,
writing a longer VisibleString/bitString than defined, etc.).

8.1.2.2 ENUMERATED

The IEC 61850-7-2 ENUMERATED shall map to a value represented by a MMS integer value.
Values that are 0 or greater shall be reserved for values standardized within IEC 61850.
Values that are less than 0 shall be considered private values. The range of allowed values
are specified in IEC 61850-7-2 and IEC 61850-7-3. The size of the MMS data type shall be
the minimum size required to contain the maximum standardized value.

NOTE For IEC 61850 enumerated values, where the actual numeric values are specijfied, theg'i bs within

8.1.2.3 CODED ENUM

The IHC 61850-7-2 CODED ENUM is represented by a if-string
shall He the number of bits required to represent the nraxi X ned in
IEC 61[850-7-2 and IEC 61850-7-3. The value of a artlcula bi shall be the unsigned
integef encoding of the enumerated values in th ‘ ecified IEC 61850-712 and
IEC 61850-7-3.

For theg purposes of IEC 61850-8-1, CODEDNEN appeay within a PACKED LIST or an
array qf other CODED ENUMSs are treatechas a

8.1.2.4 OCTET-STRING

The IHC 61850-7-2 OCTEY ‘ 9 a value represented by a MMS vpriable
length [octet-string. The waxin IZ8 IMS octet-string shall be the size as specified

in IEC 61850-7-2$d
8.1.2.4 VISIBL
The IH

length
in [EC

ariable
ecified

The ch

8.1.3

8.1.3.1

This type never appears within the context of IEC 61850-8-1. Therefore it is not mapped.

8.1.3.2 OBJECTREFERENCE

The IEC 61850-7-2 ObjectReference maps to a variable length MMS visible-string. The
maximum size of the visible-string shall be 65 octets. The value is the fully MMS scope
qualified name of the MMS object. The value shall be constructed as:

— AA-specific scope objects: @<MMS Object Name>
— Domain specific: <MMS Domain Name>/<MMS Object Name>
— VMD-specific: /<MMS Object Name>

The construction of MMS object names from IEC 61850 names is defined in 7.3.
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The allowed character set is defined as the MMS Identifier and the “/* and “@” characters.

8.1.3.3 ServiceError

The ServiceError encoding is specified in the description of the individual services. Default
mapping of a SCSI error is ACSI service error “failed-due-to-communications-constraint”.

8.1.3.4 EntrylD

The ACSI EntrylD type shall be mapped to an 8 octet fixed length MMS OCTETSTRING. The
contents of the OCTETSTRING are IEC 61850 server specific. It is suggested that the format
of the contents be documented as part of the implementation’s PIXIT statement.

8.1.3. PACKED LIST

A PACKED LIST type shall be mapped to a variable length MMS Bi m size
of the pit-string shall be determined by the number of bits required bers of
the PACKED LIST. The order of the bits, in the bit-string, shall\be tha I of the
PACKED LIST shall be mapped to Bit(0). The other members bcutive
bits in the order specified by IEC 61850-7-2 and IEC 61850

Bitstrings shall support at least the number of Wits S p ximum
enumerated value defined. Bits that are returned\ i nay be
ignored.

Bit 0 shall be the leftmost (most significs ki e fi gt. Bit 7 shall be the rightmost

(least pignificant) bit of the first octet.
second octet. Bit 15 shall be the right
be continued in that way ip'fu

e leftmost (most significant) biff of the
nt) bit of the second octet. This shall

al rule.
.2 and

There pre special case

These|are the timfsta

8.1.3.6

8.1.3.6

The gy
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Table 15 — Encoding of IEC 61850-7-2 TimeQuality

Bit Value Meaning

0 Leap Second Known

1 ClockFailure

2 Clock not synchronized

3-7 Time accuracy of fractions of second
00000 0 bit of accuracy
00001 1 bit of accuracy
00010 2 hits of accuracy
00011 3 bits of accuracy
00100 - Integer value of number of bits of aC/&
11000
11000- Invalid \
11110
11111 unspecified

hall be the most significant bit of octet 7. Bit 7

The oqgtet format shall be (using ASN.1 kstring Ao

8.1.3.7 EntryTime

tet 7.

EntryTjme shall be mapped to NARY -
TIME yalue shall be si
It should be n the T
attribute of the GQQ@
8.1.3.8
The vg gerved.
Therefpre 5. The
minimyn future
versions of

Bit0 ,» Reserved (reserved to provide backward compatibility with UCA 2.0)

Biv I~ data-change

Bit 2 aualitv-chanae
< Y I

Bit 3 data-update
Bit 4 integrity
Bit 5 general-interrogation

8.1.3.9 UNICODE-STRING

Extensions to the Data syntax of ISO 9506-2 are given in Annex G.

8.2 Mapping of quality common data attribute type specified in IEC 61850-7-3

The definition, found in IEC 61850-7-3 of the Quality common data attribute, specifies a
combination of PACKED LISTs, CODED ENUMs, and BOOLEAN values. The mapping of this
data attribute shall be as prescribed in this Clause.
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An IEC 61850-7-3 value of the type quality, shall be represented by an MMS DataType of BIT-
STRING. The BIT-STRING shall be encoded as variable length bit-string. Bits that are not
conveyed shall assume a DEFAULT value as specified in this Subclause.

The bit-string bit values shall be as defined in Table 16.

Future versions of the standard may add additional bits. The maximum allowed bit number
shall be 15.

Table 16 — Encoding of IEC 61850-7-3 quality

BIS) TEC61850-7-3 7 BICString
Attribute name Attribute value VM \Q\efault
0-1 Validity Good A\\ \ 00
Invalid 0

Reserved < 1\{ \ >
Questionable /\\ &1\ \
N

2 Overflow UE. /| FALSE
3 OutofRange / A~ TR@E FALSE
4 BadReference A\ A TRUE FALSE
5 Oscillatory N NN P () (] TRUE FALSE
6 Failure NOR /| True FALSE
7 OldData /) TRUE FALSE
8 Inconsistent N ) TRUE FALSE
9 Inaccurate N\ ) | D TRUE FALSE
10 Source,\ N \\Rchss 0 0

N\
L \ \S\bstituted 1
11 Qes} { < TRUE FALSE

12 0 e@or 19¢Red ) TRUE FALSE

9 Se

9.1

The A(

9.2 Server class attributes

9.2.1 ServiceAccessPoint

There are 5 ServiceAccessPoints (e.g. communication interfaces) that may be supported by
an |IEC 61850-8-1 implementation. The access points/communication interfaces that shall be
supported are determined by the service support declared by the implementation.
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Client/server profile

Implementations that use the client/server profile shall support at least one Presentation
Address that makes use of the TCP/IP T-Profile. More than one PresentationAddress may
be supported.

Additionally, one or more PresentationAddresses that uses the OSI T-Profile may also be
supported.

2) GSE management
Implementations that support the GSE management profile shall support as least one
ServiceAccessPoint for the GSE management services. An access point shall be defined
as an L- Address The L- Address shall be the comblnat|on of the phyS|caI MAC address,
ETH Hefor-GSEmanragemen S -
The same
ETHERTYPE.

3) GQOSE services
Implementations that support the GOOSE profile t one
ServiceAccessPoint for transmlttlng GOOSE serwces The jlefined
as ti idress,
ET
The¢ destination ServiceAccessPoint shall be # d ifyi same
ET e ; icast bit
set

4) GS
Implementations that support the G f P i gsPoint
for z i
The destma’uon Service ccessPom sha xthe i , trained
by i i cifying
the i¢cast bit
sef]

5) Transmissio q
Shall be as specifi

9.2.2

Logica i ; K MS domain objects. For each logical device instanc¢ there

shall b Sl | device

instang

Further

9.2.3 “—Files

Files are mapped to MMS file objects. Further mapping information regarding files is found in
Clause 23.

9.2.4 Client associations

See Clause 10.

9.3

Server class service GetServerDirectory

The GetServerDirectory service shall be mapped based upon the ACSI class being requested
within the ServerDirectory service. There are 2 ACSI classes allowed: LOGICAL-DEVICE and
FILE.
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LOGICAL-DEVICE class

The ACSI request maps to an MMS GetNamedList request. The GetNamedList object class
shall have a value of domain. The MMS GetNamedList service, if constrained by the
negotiated mmsPDU size limitation, may segment the process by returning a subset of file
names and a flag (moreFollows) indicating the need to request the next subset. The client
shall then post another request, this time specifying the position in the list at which the server
should continue with name retrieval. Due to this constraint, the mapping of the ACSI service is
actually a sequence of GetNamedList services (until moreFollows=FALSE).

The ACSI ServiceErrors “failed-due-to-server-constraint” shall map to the Reject Code as
detailed in Table 17. The ACSI ServiceErrors are mapped to MMS reject reasons. ACSI

S irebrraorvalucc that Ao ot A tha tabhla Ara At ad
erviceErrervatues-that-do-netappearinthetable-arenotmapped:

Table 17 — ServiceError mapping for GetServerDlrectory or nzqrvf{e

MMS reject \ \

ACSI service error

Reject Reject code
reason
failed-due-to-server- confirmed- other,
constraint requestPDU unrec -s V|ce
max,/Serv- oust d| excee ed

FILE cllass

The ACSI request maps to an MMS Fi
constrained by the negotiated mmsPD
a subget of file names and a flag (
subsetl The Client shall the
at whig d
the AG

equesh. The/MMS FileDirectory seryice, if
ay segment the process by refurning
gting the need to request thle next
sAime specifying the position in fthe list
SNz [. Due to this constraint, the mapping of
ileDirectory services (until moreFollows=FALSE).

The AC
Table
reasons.

Error Class/Error Code or Reject Code as detailed in
are Wapped to either MMS ServiceErrors or MMS |Reject

If the MMS FileSpecification) is not present inh the
FileDir esponding server shall return the Filenames present|in the
root di \at have logical devices, 23.1 specifies the root directofy. The
names ¢ turne shall be the filenames of the files present in the LD directofy. For
servers jcal devices (for instance possibly a file server), the root difectory

shall b

Table 18 — ServiceErrors mapping of ACSI GetServerDirectory for files

ACSI service error MMS ServiceError

Error class Error code
parameter-value- file filename-syntax-error
inappropriate
parameter-value- file filename-ambiguous
inconsistent

MMS reject

Reject reason | Reject code
failed-due-to-server- confirmed- other,
constraint requestPDU unrecognized-service,

max-serv-oustanding-exceeded
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10 Association model

10.1 Association relation to communication profiles

There

are two types of application associations specified in IEC 61850-7-2. These are:

— two-party associations;

- mu

Iticast associations.

There are several communication profiles specified in this document. An implementation-
claiming conformance to any one of the given profiles shall implement the association model

requirgd for that profile, as defined in Table 19.

Table 19 — Association model versus communlcatgm\ rofiles

Communication profile ACSI assM\ﬁ?\
por

Client/server Two party /\\ \
GSE Management Two ry«r—t-y\ \
GOOSE Mufficasi~

GSSE gkicast /| &
Time Sync /\ /\\Tvré pam(y oUltlf\a;,?
N/

10.2 vercommunication profile

10.2.1

The cli party association model to thg MMS
enviropment as specifi

NOTE -1, is brought into existence through the establishment of
a single reated and maintained via a connection-oriented
commuricati ile.”" Tk 3 3 |ng and preceddres for this may be found in ISO 9506-1. However, the MMS
environn ists, & iafion of application capabilities through the exchange of thg MMS
initiate

Assoc

The Apg0OCis there shall be a one-to-one torres-
pondence Y % AssociationlD and an MMS environment, including negptiated
param

NOTE [PBecurity,” authentiCation is a future work item and is pending the development of a common IEC Tlechnical
Commitfe 57 security mechanism. This mechanism may restrict the visibility of objects within the MMS
Environment These efforts are underway within IFC Technical Committee 57 Working Groups 7 and 15

10.2.2 Association services

10.2.2.1 Associate

The ACSI associate request service shall map directly to the MMS initiate request service.

The ACSI associate response service shall map directly to the MMS initiate response service.

The ACSI associate response— service shall map to the MMS initiate service result(-).

The ACSI ServiceErrors shall map to Error Class/Error Code as detailed in Table 20. ACSI
ServiceError values that do not appear in the table are not mapped.
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Table 20 — Associate service error mappings

ACSI service error MMS Serviceerror ACSE AARE
Error class Error code Parameter Values
instance-not-available application- application-unreachable
reference
parameter-value- application- application-reference-
inappropriate reference invalid, context-unsupported
parameter-value-inconsistent | initiate max-services-outstanding-

calling-insufficient
max-services-outstanding-
called-insufficient

failed-dye-to- initiate parameter-CBB-insufficient
communfcations-constraint nesting-level-insufficient

Any other MMS ServiceErrors shall be mapped to failed-du

10.2.2)2 Abort

The ACSI abort request service shall map directl

The ACSI Abort Indication service sh
code vplues shall be as defined in ISO

10.2.2]3 Release

The ACSI release reques
The ACSI release respon

The AICSI releas
ServicgErrors sha
values|that do n

— Release service error mappings

,( N\
failed-dye-to-server- initiate other esult;= iluk\
constraift

<\ N
\A\Slﬂer\ﬂ\)ce error MMS ServiceError
\ Error class Error code
instancMse conclude further-communication-required
failed-due-to-server-constraint conclude other

reason

ce.

ACSI
eError

Any other MMS ServiceErrors shall be mapped to failed-due-to-server-constraint.

10.3 Two party association model for GSE management communication profile

Although the GSE Management communication profile does not make use of multicast, the
association model shall be implemented consistent with the multicast association model.

10.4 Two party association model for time sync

Although the SNTP protocol does not make use of MMS, it does behave as if it were a two

party association model. Please refer to RFC 2030 for the specifics.
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10.5 Multicast association model

The association model is specified as part of the various communication profiles.

11 Logical device model

004(E)

The ACSI request GetLogicalDeviceDirectory maps to an MMS GetNamedList request. The
GetNamedList object class shall have a value of NamedVariable within the scope of a
particular domain. The MMS GetNamedList service, if constrained by the negotiated mmsPDU

size limitation, may segment the process by returning a subset of object names and a flag
(moreFoIIows) |nd|cat|ng the need to request the next subset The cllent shaII then post
anothef T [ should
continde with name retrieval. vice is
actuall

The NpmedVariable objects returned may contain more objec nodes.
Therefpre, the MMS ObjectName will need to be filtered bas€d upq ndards
within this document (e.g. a NamedVariable that has no ‘$’ ¢k

The ACSI Response— maps onto the MMS ServiceErro

12 Loggical node model

12.1 | ogical node class

An insfance of an ACSI LogicalNode g$hall he m3 o, a single MMS NamedVariable. The
mapping algorithm shall be as specified in

12.2 | ogical node cla

Data

The ACSI data,ci e’ of a logical node, shall appear as MMS hamed
components withi MS TypeDescription.

DataSets

The ACSI Da apped to a MMS NamedVariableList object. If the DataSet is
within n the Mame of the NamedVariableList object shall be construgted by
concat al " node name and DataSet name separated by a “$” charagter. A
DataS¢tR within an IEC 61850-7-2 data object shall be mapped to § MMS
variabl LE*STRING. The value of the VISIBLE-STRING shall be an OBJECT-
REFERENCE as

BuffergdRéeportControlBlocks

See 17.1.1.1.

UnbufferedReportControlBlocks
See 17.1.1.2.

LogControlBlocks
See 17.3.2.

SettingGroupControlBlock
See 16.

Log
The mapping of the IEC 61850-7-2 Log class shall be specified in 17.3.3.
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GOOSEControlBlock
See 18.1.1.

GSSEControlBlock
See 18.2.1.

MulticastSampledValueControlBlock
MulticastSampledValueControlBlock shall map as per the data mapping rules.

UnicastSampledValueControlBlock
UnicastSampledValueControlBlock shall map as per the data mapping rules.

12.3 Logical node class cervices

12.3.1| GetLogicalNodeDirectory

The GptLogicalNodeDirectory service shall map directly to t medList
(see Table 22).
Table 22 — GetNamedList classes for GetlL.ogic i service

ACSI class being requested in W edList ernstramts
GetLogicaINodeDirectoPy\
Data & & N&nedvg\rlat}l‘ej )\/

DataSet > \Qarr}&QVari

BufferedReportControlBlock ( \Qétkedv‘agiable

UnbufferedRepor/C*bt{rolB}ml& \ \ Na\rKQMriable

LogControIBIock\ \( MdVariable

1N
SettingGroup }v\t\r%\h\ck (\ /PJamedVariabIe

Log /\ \ > > Journal

GOOSWM \> NamedVariable

GSSE%MB@,K \/\ NamedVariable

Multica tSa\lQp}‘sQVa\mQCM,LB{ock NamedVariable

L@C%@Q{)NV%C@FNBMCK NamedVariable
N\

S

bervice

The A an MMS GetNamedList request. The GetNamedList object class
shall h ue as\spe€cified in Table 22. The scope of the request shall be the scopg of the
Logica within the scope of a particular domain). The MMS GetNamedList
service, if constralned by the negotiated mmsPDU size limitation, may segment the a‘rocess
by retdrnirig a subset of object names and a flag (moreFollows) indicating the need to nequest

the next subset. The client shall then post another request, this time specifying the position in
the list at which the server should continue with name retrieval. Due to this constraint, the
mapping of the ACSI service is actually a sequence of GetNamedList services (until

moreFollows=FALSE).
The ACSI Response— maps onto the MMS ServiceError as specified in Table 17.

12.3.2 GetAllDataValues

12.3.2.1 Request

The ACSI request shall map to an MMS read request. The mapping of the ACSI LNReference

parameter shall be as per 7.3.2.
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If the ACSI request contains a functional constraint parameter, the read request Variable
AccessSpecification shall specify alternateAccess. The accessSelection of the alternate
access specification shall specify component. The value of the component shall be the value
of the functional constraint being specified.

NOTE The access to all values of a particular logical node may also be obtained through the use of a single MMS
named variable, with no alternate access. The name of the variable would be <LogicalNodeName>.

12.3.2.2 Response+

The ACSI GetAllDataValues response+ maps to a MMS ReadResponse where the
AccessResult returns MMS data.

The ACSI GetAllDataValues response+ parameter of DataAttributeRef is\not nLapped
nor supported within this SCSM.

The DptaAttributeValue(s) shall be mapped to the MMS Ac
response. There shall be only 1 AccessResult returned.

5 read

12.3.2]3 Response-

The ACSI GetAllDataValues response— shall ap

AccesgResult indicates failure. Table 23 defines i
Table 23 — MMS AccessResult mapping\to

ACSI service error AccessResuIt Codes
(\ (DataAccessError)

instance-not- avame\ /\\ ob}& on-existent

access-violation \( o?jeét-access-denied

N
parameter-va’ue\'\n}c{}\istent& /iﬁvalid-address
instar}eé&:kég-by-ot%r%nt > temporarily-unavailable

type-c&\ﬂ@/\ type-inconsistent
failed-d fl‘@(sehe\r-ckkstr;fﬁm hardware-failure

Ul resylt in an MMS DataAccessError “object-value-invalid”.

response |where

erviceError

NOTE

13 Da

13.1

Instanges{of IEC 61850-7-2 data shall be mapped to a IEC 61850-8-1 VARSPEC as specified
in 7.3. T data ctass attributes:

Functionally Constrained Data (FCD)
An ACSI FCD is mapped as specified in 7.3.1.

Functionally Constrained Data Attribute (FCDA)

An ACSI FCDA is a special case of the mapping specified in 7.3.1. The differentiation
between an FCD and a FCDA is that a FCDA is specified as nesting one level below the FCD.
Once mapped to MMS, the FCDA is identical and has the same IEC 61850-8-1 VARSPEC as
a data attribute access.
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13.2 Data class services

13.2.1 GetDataValues

— 45—

The ACSI GetDataValues service shall be mapped to the MMS read service. The mapping of

the ACSI service parameters shall be as defined in Table 24.

Table 24 — Mapping of GetDataValues service parameters

GetDataValues parameters

MMS service or parameter

Constraint

Request Read request service
Referenge val;ab:cAuucooSpcu;f;uat;ul| rv’:apo toa =ARSPES
Responge+ Read response service /\\

DataAttfibuteValue[1..n]

listOfAccessResult

Responge—

Read response service

ServiceError

listOfAccessResult

13.2.2| SetDataValues

The ACSI SetDataValues service shal be
the AQSI service parameters shall be assdefined

service parameters

ping of

SetDataValues service pararﬁe\ters

( M g‘er\h‘ce)or\p,a/ameter

Constraint

Request W@k\{eqw
Referenge \ B vari\é«kKIeXC\ces pecification Mapped to 8-1VARSPEC

DataAttr|buteValue[ 1}

iSQfDate

Wresponse service

Responge+ \ \
( \ success
ANEFRRAN

Responge— \ \ ) Write response service

ServiceError \

failure

See Table 23

13.2.3L _GetDataDirectory

The ACSI GetDataDirectory service shall be mapped to the MMS GetVariableAccessAttributes
service. The mapping of the ACSI service parameters shall be as defined in Table 26.
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Table 26 — Mapping of GetDataDirectory service parameters

GetDataDirectory service MMS service or parameter Constraint
parameters
Request GetVariableAccessAttributes request
DataReference Name The name is created from the
reference as per 7.3.2
Response+ GetVariableAccessAttributes
Response

DataAG r-ihnfnl\lnmn['l __n} Gypnnnonripﬁnn

Response—

ServicgError

MMS ServiceError

sée Tégéxy

Table 27 — ServiceError Mappings for Get

ey

ACSI service error

S SocaEon

Error class (

EWd e

instancg-not-available

( \\// B

\‘s}ect-non-existent

accessqviolation

aocsle % C

\tﬁ)ject-access-denied

failed-due-to-communications-
constrajnt

Any CI%

Any error code not mapped by
this table

failed-due-to-server-constraint

capability-unknown

13.2.4| GetDataDefi
This sérvice shth

141
An IEGQ &
14.2

DSNar
The IBG

eas\GetRat

attribute of a named variable Ilst obJect

DSRef

iréctory (see 13.2.3).

name

The IEC 61850-7-2 DSRef attribute shall be mapped to the ObjectName of an MMS

NameVariableList.

DSMemberRef

The list of DSMemberRef shall be a list of ACSI Functionally Constrained Data (FCD) or a
Functionally Constrained Data Attribute (FCDA). See 13.2 for the mapping of FCD.
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14.3 Data set services

14.3.1 GetDataSetValues

—47 —

The ACSI GetDataSetValues service shall be mapped to the MMS read service. The mapping
of the ACSI service parameters shall be as defined in Table 28.

Table 28 — Mapping of GetDataSetValues service parameters

GetDataSetValues service MMS service or parameter Constraint
parameters

Request Read request service

specificationWithResult Shall be T UE
DataSe{Reference variableAccessSpecification ShaII ec ined

|stN me’
Responge+ Read response service < \ \ >
DataSe{Reference Is ftgkn%ppéq
DataAttfibuteValue[1..n] listOfAccessResult \\/
(A >

Responge— Read response serﬁb@\)/ A
ServicefError Iist%&%sw % ( w \§«,?e Table 23
14.3.2| SetDataSetValues
The ACSI SetDataSetVal of the

ACSI dervice parameters

X

ing of SetDataSetValues service parameters

SetDataSetVaIue\s\;@:@Q\e@}Q \

NIIM\S>service or parameter

Constraint

M%Muest service

DataSe

Request /\\
Reference \\
AN

\\Lap'rébIeAccessSpecification

Shall be constrained to
variableListName

DataAttrib}pt{Vé{{JeH\.\.h\ \

listOfData

NS
N

Responge+ Write response service
Result \/ success
Response— Write response service

ServiceError

failure

See Table 23

14.3.3 CreateDataSet

The ACSI CreateDataSet service shall be mapped to the MMS DefineNamedVariableList
Service. The mapping of the ACSI service parameters shall be as defined in Table 30 and

Table 31.

There are two types of DataSets specified in IEC 61850-7-2. These are persistent and non-
persistent. The persistent DataSet shall be mapped to a MMS NamedVariableList whose
scope is either VMD-SCOPE or DOMAIN-SPECIFIC SCOPE. The non-persistent DataSet
shall be mapped to an ASSOCIATION-SPECIFIC MMS NamedVariableList.
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Table 30 — Mapping of CreateDataSet service parameters

CreateDataSet parameters MMS service or parameter Constraint
Request DefineNamedVariableList request
service
DataSetReference variableListName
DSMemberRef[1..n] listOfVariable
Response+ DefineNamedVariableList response
service
Result T
Responge— /\\ &

ServiceError

MMS ServiceError

sé Ta\ 1

Table 31 — ServiceError mapping for

Set

IACSI service error

Error class

/MMS\S{rv eError
()

Ewe

instancefin-use

E)})lect-exists

| _
dgefiniopn, AL\ / {\\J\

access-\iolation access\ \ \ \ object-access-unsupported
parametgr-value-inconsistent definition invalid-address
type-conflict def|n|t|o

failed-dye-to-communications-
constraift

é\\ﬁb

any unmapped error codeg

14.3.4 Delete<;s
The ALCSI Delet
servicg. The mapping
Table 83.

pping of DeleteDataSet service parameters

e mapped to the MMS DeleteNamedVarigbleList
ice parameters shall be as defined in Table

B2 and

N
Del aébagls\eégar }mgrs)

MMS service or parameter

Constraint

Request

DeleteNamedVariableList request
service

DataSefReference

listOfVariableListName

Response+ DeleteNamedVariableList response
service
numberDeleted

Response—

ServiceError

MMS ServiceError

See Table 33
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Table 33 — ServiceError mapping for DeleteDataSet

ACSI service error MMS ServiceError
Error class Error code
instance-not-available definition object-undefined
access-violation access object-access-denied
failed-due-to-communications- Any class Any unmapped error codes
constraint
failed-due-to-server-constraint access object-access-unsupported
instance-in-use service object-state-conflict
DeIeteVar(llabIeLﬁt\-Error PPpU
paramefer-value-inappropriate DeI%QaRab(e“bl{'t-E}V{r

14.3.5| GetDataSetDirectory

The A

Attributes service. The mapping of the ACSI service param

Table 84 and Table 35.

Table 34 — Mapping of GetDat

Djrect ry@r i

tNa@medVaridbleList
be as defined in

c€ parameters

GetDataSetDirectory parameter

Ml\&er?&s\pa meter\—/

Constraint

Request

tributes

GetNamed\VarjablelNst
reque serq;x

DataSefReference

(varia e 'stN}mQ

variableAccessSpecificatign shall
be constrained to a
variableListName.

variableListName ObjectNgme
shall specify the scope anyl name
of the named variable list.

\/\

Respon

NGetNamedVariableListAttributes
response service

listOfVariable

DSMen beﬂaff\-n] \\ \
SO

Responge—

N\
~/

ServiceError

MMS ServiceError

See Table 35

Table 35 — ServiceError mapping for GetDataSetDirectory

ACSI service error

MMS ServiceError

Error class Error code
instance-not-available definition object-undefined
access-violation access object-access-denied
failed-due-to-communications- Any class Any unmapped error codes
constraint
failed-due-to-server-constraint access object-access-unsupported
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15 Substitution model

The substitution model maps directly to a specialization of data. No additional mapping is
required.

16 Setting group control class model

16.1 Setting group control class definition

An implementation claiming support for this model shall declare, in its PIXIT, the number of
setting_groups supported by each logical device. This declaration indicates that the PIXIT
specified numbered of setting group value sets shall be maintained in a fon-vglatile_fashion

(e.g. persistent between power-cycles).

The vglue of EditSG, upon power-up, shall be 0.
There ghall be one Setting Group Control Block (SGCB) withjn 2

16.2 PBetting group control class services
16.2.1| SelectActiveSG

This service is a specialization of the etData i ActSG
shall be set. The ACSI ServiceError s

ACSIé/eNQe 7(@\\ ccessResult codes (DataAccessError)

instance-not-ﬂail?b@ \& obj%non-existent
ranN
access-violatlon \ \Gb/ject-access-denied

parar@te&al%-incor@st&i{ \/ invalid-address

mstancé—’()gﬁésgby«\the\rwep\t > temporarily-unavailable
type-c?fﬁl\ig\ > type-inconsistent
faﬂs{d\uﬁ-tc\\s%r-‘%&stral hardware-failure
iﬁitance\-'m\Qsé\ ) temporarily-unavailable

16.2.2| SelectBEditSG

This servicepnis a cialization of the SetDataValues service (see 13.2.2). The value of
EditSQ shall be set. The ACSI ServiceError shall map as defined in Table 36.

16.2.3 SetSGValues

This ACSI service is mapped to a MMS Write of the desired values. Prior to execution of this
service, the appropriate edit group needs to be selected through the use of SelectEditSG
service.

A value that has been successfully written shall be non-volatile as part of the setting group
set.
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16.2.4

ConfirmEditSGValues

This service is a specialization of the SetDataValues service (see 13.2.2). The value of

CnfEdi

t shall be set TRUE. The ACSI ServiceError shall map as defined in Table 36.

The effect of when and how the non-volatile storage is updated is a local issue. The
methodology should be documented. The value of CnfEdit shall return to FALSE once the
storage is completed.

16.2.5

This A
Service
Select

16.2.6

This service is a specialization of the GetDataValues service (s&

17 Reporting and logging class model

171
17.1.1

GetSGValues

, the appropriate edit group and/or active group need to be selected through-the
FditSG or SelectActiveSG service.

GetSGCBValues

Report model

Report control blocks

of this

use of

Instan¢es of the buffered report con he of the FC “BR”. Instances |of the
unbufféred report control block shall be of

17.1.1]1  Buffered repa

The mppping of the BRCB~¢gls Wi be as a MMS named component within an

instand

e of a logital
type defined in @

e type representing the BRCB shall be

ing of BRCB to MMS type definition

of the

comp eh\ MS\nam MMS type Comment
nhame omponent me

ACSI
RptID < \ \\Qmo \ See 8.1.2.5 May not be written when RptEna=TRUE
RptEna \R\pM
DatSet \gélSet See 8.1.3.2 May not be written when RptEna=TRUK
ConfRe ConfRev May not be written
OptFlds OptFlds See Table 38 May not be written when RptEna=TRUE
BufTm BufTm May not be written when RptEna=TRUE
SqNum SqNum May not be written
TrgOps TrgOps See 8.1.3.8 May not be written when RptEna=TRUE
IntgPd IntgPd May not be written when RptEna=TRUE
Gl Gl
PurgeBuf PurgeBuf May not be written when RptEna=TRUE
EntrylD EntrylD See 8.1.3.4 May not be written when RptEna=TRUE
TimeofEntry TimeofEntry May not be written

A write of a change of value to DatSet, OptFlds, TrgOps, IntgPd, or PurgeBuf shall execute

the Pu

rgeBuf procedure described in IEC 61850-7-2.
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NOTE The recommended naming of instances of a BRCB should be a MMS component name of brcb<yy><xx>.
“xx” should be omitted for the first instance of a BRCB within a logical node. “xx” shall take on the values of 01 to
99 for any additional instances within a logical node. The MMS type definition of the BR MMS component should be
ordered in the ascending value of “xx”. Other component names may be used as a local option. If there are pre-
defined BRCB’s that reference a dataset that have members of only FCD’s of a single FC, then “yy” shall be
assigned the value of the FC. Otherwise, “yy” shall be omitted.

RptEna
A V-Put of RptEna shall fail if the value of DatSet is NULL.

DatSet
A V-Put of a DataSet that does not exist shall fail unless the value is NULL. The value of
NULL shall indicate that there is no DataSet.

OptFids
OptFlds shall be mapped to an MMS BITSTRING according to Table 38

Table 38 — Mapping of OptFlds within Bj st%

ACSI value of BRCState W bit po&iM \

reserved & b\ \ \
\

sequence-number

report-time-stamp ( ) )
reason-for-inclusion /\\// /\
data-set-name / /\\ ( k)

data-reference \
buffer-overflow /l

entrylD ( N

conf-revision \ \

V1A
N
=" PR

W

ep OptFlds and ReportedOptFlds in alignment.

segmentation \

£

The s¢

17.1.1

The m definition shall be as a MMS named component within an
instang i he MMS structure type representing the URCB shall be|of the

9 — Mapping of URCB to MMS type definition

ACBI M‘M%n/a}ned MMS type Comment
compgnent component
name name
RptID RptID See 8.1.2.5 May not be written when RptEna=TRUE
RptEna RptEna
Resv Resv May not be written when RptEna=TRUE
DatSet DatSet See 8.1.3.2 May not be written when RptEna=TRUE
ConfRev ConfRev May not be written
OptFlds OptFlds See Table 38 May not be written when RptEna=TRUE
The values of buffer-overflow and entrylD shall be
ignored
BufTm BufTm May not be written when RptEna=TRUE
SqNum SqNum May not be written
TrgOps TrgOps See 8.1.3.8 May not be written when RptEna=TRUE
IntgPd IntgPd May not be written when RptEna=TRUE
Gl Gl
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A transition of RptEna from FALSE to TRUE shall cause the value of SQNum to be set to zero
(0).

NOTE The recommended naming of instances of a URCB shall be a MMS Component Name of urcb<yy><xx>.
“xx” should be omitted for the first instance of a URCB within a logical node. “xx” should take on the values of 01 to
99 for any additional instances within a logical node. The MMS type definition of the RP MMS component should be
ordered in the ascending value of “xx”. ”. Other component names may be used as a local option.
If there are pre-defined URCB'’s that reference a dataset that have members of only FCD’s of a single FC, then “yy”
shall be assigned the value of the FC. Otherwise, “yy” shall be omitted.

RptEna
A V-Put of RptEna shall fail if the value of DatSet is NULL.

DatSet

shall indicate that there is no DataSet.

17.2 Reporting services

17.2.1| Report service

A report shall be conveyed in an MMS information rg€po its variablefccess
specification set to indicate a variableListName. i ariable |list is
instanfaneously created, reported, and then deleted.

The vgriableListName ObjectName shall contai ‘ ~IC value “RPT”. In addition
to the |variableAccessSpecification, i consist of a SEQUENCE of
AccesgResult. The AccessResult valu i

Table 40 — Order of Ac ess

Ty \\) Q Condition

RptID l N al\\ha\\be‘p/resent

Reported tléTgs > S\illwaﬁ be present

SeqNuW \SQalhae present if OptFlds.sequence-number is TRUE

TimeofE}a’fo\ \/§1$Me present if OptFlds.report-time-stamp is TRUE

DatSet\ \ ,S’ﬁall be present if OptFlds.data-set-name is TRUE

B(fo\/ﬂ \ \ > Shall be present if OptFids.buffer-overflow is TRUE
<\EQ ID\\ \ Shall be present if OptFlds.entrylD is TRUE

\(‘Qn?R&/ \\/ Shall be present if OptFlds.conf-rev is TRUE

Sukkeqﬂums Shall be present if OptFlds.segmentation is TRUE

MoreSegmentsFollow Shall be present if OptFlds.segmentation is TRUE

lnclusion hifch-ing Shall bs prncnnf

data-reference(s) Shall be present if OptFlds.data-reference is TRUE

value(s) See value(s)

ReasonCode(s) Shall be present if OptFlds.reason-for-inclusion is TRUE

AccessResult for RptiD

The AccessResult, containing the value of RptID, shall be the same MMS TypeDescription as
that of the RptID component of the control block.

If the control block RptID value is NULL, then the MMS data shall contain the object reference
specifying the control block which caused the report to be generated.
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AccessResult for Reported OptFlds

The AccessResult, containing the value of OptFlds, shall be the same MMS TypeDescription
as that of the OptFlds component of the control block. The values for this result are defined in
Table 38.

The segmentation bit shall be used when included in a reported. This bit shall be used to
indicate the presence or absence of the SubSeqNum and the MoreSegmentsFollow access-
result.

If the segmentation bit is TRUE, then the SubSeqNum and MoreSegmentsFollow
AccessResults shall be present. If the segmentation bit is FALSE, the SubSegNum and
More SEgmentisFollow ACCesSSResUlts shall not be present.

AccespResult for SeqNum

The AgcessResult, containing the value of SeqNum, shall be the sa
as thaf of the SeqNum component of the control block.

S\ypeDesgription

AccesgResult for TimeofEntry

The AgcessResult, containing the value of TimeofEntry, sha
MMS Rinary-time. The format shall be 6 octets.

peDescription of

AccessResult for DatSet

The AgcessResult, containing the value™s all a\@he sgme MMS TypeDesgription

as the |DatSet component of the contro
AccesBResult for bufOvfl

The Ag¢cessResult, containing the valye of bufOvi sk
value ¢f FALSE indicates tha{ theresis nq b overfig
AccespResult for Ent]
The A cessResuIi imny > FatrylD, shall be the same MMS TypeDesgription

be a MMS Type of BOOLEAN. The

as thaf of the E

Acces

The Ad
as that

ription

Acces
The v MMS
Unsign nteger

value.

AccespResult for MoreSegmentsFollow

The AccessResult, containing the value of MoreSegmentsFollow shall be a MMS type of
BOOLEAN. The value of TRUE indicates that there are more report sub-sequences required
to complete the entire report.

AccessResult for inclusion-bitstring

The AccessResult, containing the value of the inclusion bitstring shall be a MMS type of
bitstring. The number of used bits, within the bitstring, shall be equal to the number of
members of the NamedVariableList designated as the DataSet. If a bit value is TRUE, then a
value for the corresponding NamedVariableList member will be present. If OptFld.data-
reference and/or OptFlds.reason-for-inclusion are TRUE, then those AccessResults shall also
be present. The order of the bits, in the bitstring, shall be the order of the members of the
NamedVariableList.


https://iecnorm.com/api/?name=c882d35284b15c9ef914374e908d106b

61850-8-1 © IEC:2004(E) - 55 -

Acces

sResult for data-reference(s)

The AccessResult, containing the value of the data-reference shall be a MMS type of
VISIBLESTRING. The value of the AccessResult shall be the ObjectReference for the
NamedVariableList member whose value is being included. The order of the AccessResuli(s)

shall b

Acces

e the order of the members of the NamedVariableList.

sResult for value(s)

This set of AccessResult shall contain the MMS data corresponding to the members of the
DatSet that are being reported. The order of the AccessResult(s) shall be the order of the
members of the NamedVariableList.

AccessResult for ReasonCode(s)

The Rpason-for-inclusion shall be encoded as multiple AccessResult Result
shall be a MMS bit-string data type. The size of the AccessResult sha bize as
the TrgOps component of the control block. The general-interrogatig e used
to indigate that the reason is due to a general interrogation. This xu Results
shall e the same as the number of AccessResults of th in the
InformgationReport. The order of the AccessResult(s) shall b of the
NamedVariableList.

17.2.2] GetBRCBValues

This service shall be mapped to a MMS read ser

The ACSI FunctionalConstraint value return
all values of the BRCB specified b of the
BRCBReference shall be as defined in(7.3.

The R

17.2.3

This service sha@

The A return
Access of the
BRCBH

17.2.4

Shall He.mapped as per 17.2.2.

17.2.5

SetURCBValues

Shall be mapped as per 17.2.3.
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17.3 Log model

17.3.1

General

61850-8-1 0 IEC:2004(E)

IEC 61850-7-2 specifies two major components to the Log Model: a control class and the log
class itself.

17.3.2 Mapping of log control class

The log control class, as specified in IEC 61850-7-2, maps to structure components defined
as part of the log control block (see 17.3.3). Instances of this class shall be of the FC “LG”.

17.3.3

The m
(LCB);

17.3.3

The L¢g Control Block (LCB) is represented as an MM
es from the IEC 61850-7-2 log control class a
gure 4).

attribu
(see F

Mapping of log class

Log control block

apping of the log class maps onto two different MMS objeg
and an MMS journal.

Log control attributes

LogEna

DatSet

TrgOps

IntgPd Q
Lo@

g
SN\

LogRe

SCSM Log control block

)

LogEna
LogRef
DatSet
OIdEntrTim
NewEntrTim
OIdEnt
NewEnt
TrgOps
IntgPd

From IEC 61850-7-2

Block

es the
class

IEC 139/04

Figure 4 — Relationship of LCB attributes to IEC 61850-7-2 log definitions

The IEC 61850-8-1 MMS TypeDescription of an LCB is a structure with the MMS named
components described in Table 41.
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Table 41 — Definition of an MMS log control block

IEC 61850-7-2 IEC 61850-8- MMS riw m/o Comments
attribute name 1 component | TypeDescription
name
LogEna LogEna See 8.1.1 r/w
LogRef LogRef See 8.1.2.5 r/w m May not be written if LogEna=TRUE
o
DatSet DatSet See 8.1.2.5 r/w m May not be written if LogEna=TRUE
o

OIdEntrTm OIdEntrTm See 8.1.3.7 r m See @

NewEntfTm NewEntrTm See 8.1.3.7 r m See 7’ /\

OIdEnt OIdEnt See 8.1.3.4 r m See @

NewEnt NewEnt See 8.1.3.4 r m See/\\\

OptFlds pped. hIS au ces the
easqQnodes, to ear in
the Lo

TrgOps TrgOps See 8.1.3.8 r/'w m< \M W wrlt n if LogEnaF TRUE

IntgPd IntgPd See 8.1.1 hw May ot ke Weittén if LogEnal- TRUE

) Thesel|attributes are defined as part of the Log Object in IEC 6 85 bu are\w&@ to additional attrjbutes

in the LEB within the context of this standard. The values of e atjri u sh | refleet the appropriate values for

the Log ppecified by the value of LogRef.

17.3.3/2 MMS TypeDescription defi M ucture

17.3.3]2.1 LogEna

The vdlues of LogEna sh able 42.

The dd
should

The value ofkog

CSI value N WS value of LogEna component
ledk "~ NIRUE
“igabl FALSE

hall be non-volatile.

t value

17.3.3.2.2

LCogRef

The maximum size, of a value contained within LogRef, shall be 65 octets. The form of the
value shall be that of an ObjectReference. The DEFAULT value shall be an ObjectReference
specifying the logical device (e.g. MMS domain) and the actual name of the journal. The name
of the default journal shall be “GeneralLog”. Thus the default value of LogRef shall be of the
form: <MMS Domain Name>/GenerallLog.

Example For a LogRef within a Logical Device “LD1”, the value of LogRef would be “LD1/GeneralLog”.

A V-Put of a LogRef value that specifies a non-existent MMS journal shall fail.

A NULL value is reserved to indicate that no log/journal has been selected.

NOTE 1
NOTE 2

Multiple log controls may reference the same log through having the same value of LogRef.

It is recommended that implementations claiming conformance to the log model implement at least one
LCB as part of LLNO.
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17.3.3.2.3 DatSet
The maximum size of a value contained within DatSet shall be 65 octets. The form of the
value shall be that of an ObjectReference. The ObjectReference shall specify an existing

MMS NamedVariableList. The default value of DatSet shall be determined through its usage
within LNData.

A V-Put of a DataSet value that specifies a non-existent MMS NamedVariableList shall fail.

A NULL value is reserved to indicate that no DataSet has been selected.

17 3 3 2.4 OldEntrTina nd-NaoawbEntrTina
e o GTULTICT T I alitor IO W RTICE T Irrr

The values, contained within the components of OIdEntrTim and Ne specify

the Entry-Time.

If therg are no journal entries within the journal, specified b these

compopents shall be equal and the binary-time values shall he O

17.3.3]12.5 OIdEnt and NewEnt

The vdlues, contained within the components of Ol EntrylD

(see 8]1.3.4). These values shall represent the i values

for the|oldest and newest entries.

If therg are no journal entries within the 3 these

components shall be equal, and NULL

17.3.3/3 Mapping of L.

The log class definitig named
bntent.

LogEniries. A Logkntr)
The mapping s s
apping of ACSI LogEntries

IEC 618/50-7-2 n | 9506-1 Type definition Comment
ttribute

TimeOfLo{\\ \“‘ EnkryTime See 8.1.3.7

EntryID N \ NEnyy Identifier See 8.1.3.4

EntryDafa Information Type
Constrained to be
EVENT-DATA

DataRef, value Journal variable

ReasonCode Journal variable

LogEntries shall be non-volatile.

17.3.3.3.1 ISO 9506 (all parts) entry identifier

The entry identifier shall be as specified in 8.1.3.4. The contents of the value are a local
issue.

An entry identifier whose octets all have a value of 0 shall not be allowed. This value is
reserved to indicate that the log is empty.
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17.3.3.3.2 1SO 9506 information type constraints

ISO 9506 allows the information type to be constrained to ANNOTATION, EVENT-DATA,
DATA.

ANNOTATION
The use of the ANNOTATION constraint is a local issue.

EVENT-DATA

The EVENT-DATA information type shall be used to indicate information entered into the
MMS Journal due to Iog control block control/processing. The use of this constramt is not
' sue.

The EMENT-DATA Information Type Event Transition Record shall jounnalling

event condition name value shall be the MMS tName

— The¢ event condition state shall be the state of the Lo control
blork that caused the journal entry to be created.

The vglue mapping between LogEna values and event conditionésta

— A Vyalue of LogEna being FALSE iti ate of
DISABLED. The transition of the I’ggEha %a ournal
entry to be created.

— A yalue of LogEna being TRUE apPE o either the event condition state of
IDL indi ogEna
from FALSE to TRUE OR i iti CTIVE
sha a

For efffci ournal

entry.

On a d value

IDLE.

DATA

DATA

17.3.3

MMS journalvariabteés are represented as a sequence of a journal variable tag and datp. This

document/maps both the LogEntry datRef/value and reasonCode to individual journal
variables. These journal variables shall appear within a single information fype enfry and shall
be in the order of: the journal variable representing the datRef/value followed by the journal
variable representing the reasonCode.

Each individual journal variable is reflected as member of the listofVariables within the journal
entry content (see 16.8.1 of ISO 9506-2 (2003)). Each member of the listofVariables consists
of a variableTag and a valueSpecification.

The variableTag shall have a minimum-maximum size of 65 octets.

Journal variableTag for DatRef

A journal variable representing journal data relating to DatRef shall have a value of the form
ObjectReference.
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Journal variableTag for ReasonCode

A journal variable tag representing journal data relating to reasonCode shall have the value of
“ReasonCode”. The valueSpecification shall have a MMS TypeDescription of bitstring. The
minimum size of the bitstring shall be 6 bits.

Example The value of a journal variableTag for a reasonCode relating to a datRef, whose ObjectReference is
LD1/MMXU.MX.V, would be: “LD1/MMXU.MX.V|reasonCode”.

17.3.4 Mapping of log and log control services

17.3.4.1 Overview

The ACSTTog model services shall be mapped to the MMS services as de le 44.

ACSI service MMS styvi{e\

GetLCBValues Read \ \ \
SetLCBValues Write < \ \‘
N\

GetLogStatusValues Read
QueryLogbyTime Re{dJoP’r?yal

QueryLogAfter /R\e\a\q,k))uyéal/\ \
\ N,

17.3.411.1 GetLCBValues

This A
V-Get

ervice. The read service shall execute a
jgure 4).

The Re¢sponse— shall be Error mapping specified in Table 23
17.3.4

This A | thle MMS write service. The write service shall execute
a V-PuU : ontrol clasg attributes (see Figure 4). A V-Put, while the component
LogEn § fail for the components of LogRef, DatSet, TrgOps, and

IntgPd

17.3.4

This ACSWMservice shall be mapped to the MMS read service. The read service shall execute a
V-Get on any of the log control class attributes (see Figure 4).

The Response— shall be mapped per the ServiceError mapping specified in Table 23.

17.3.4.1.4 QueryLogByTime
17.3.41.41 Request

The ACSI QueryLogByTime service shall be mapped to the MMS ReadJournal service. The
ReadJournal-Request shall contain parameters as described in Table 45.
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Table 45 — Mapping of QueryLogByTime request parameters

ACSI QueryLogByTime request MMS ReadJournal-Request
Parameter Type Parameter MMS definition
LogReference ObjectReference journalName ObjectName
RangeStartTime EntryTime startingTime TimeOfDay
RangeStopTime EntryTime endingTime TimeOfDay

17.3.4.1.4.2 Response (QueryLogByTime and QueryLogAfter)

The A
respon

Se service. The ReadJournal-response shall contain parameters a

Table 46 — Mapping of response parametexs

PN

ACSI QueryLogByTime response Kead%aws}&y{e

ACSI QueryLogAfter response

Parameter Type Paray,ertm\ \ \MM,S)definition

ListOfLd

gEntries LogEntry IistF{fJomalE?ﬁ(X >JournaIEntry

The cg

17.3.4
The A(

17.3.4
17.3.4

The A

nformance statement for Jour

1.4.3 Response— (QueryLo i eryLogAfter)
LS| ServiceErrors shall map to ode as detailed in Table 47.
Table€ 47 ervi ings for Log services
N
Acs! sefvice Ertar ([ \ "\ " MMs ServiceError
/\ S > rrﬁ\cI;}s Error code
instan}ev@téh{we ac@s object-non-existent
access n‘a{ion ~ \§%ess object-access-denied
failed-dye-to-sexvers all others all others
cgﬁ?ts{n
1. ryiCogAfter
1.5.1 equest
CS1/QueryLogAfter service shall be mapped to the MMS ReadJournal servicg. The

ReadJournal-Request shall contain parameters as described in Table 48.

Table 48 — Mapping of QueryLogAfter request parameters

ACSI QueryLogAfter Request MMS ReadJournal-Request
Parameter Type Parameter MMS definition
LogReference ObjectReference journalName ObjectName
entryToStartAfter EntryTime timeSpecification TimeOfDay
Entry EntrylD entrySpecification OCTET STRING

CSI QueryLogByTime-response service shall be mapped to the (MMS\Readdpurnal-
i iTaple 46.
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The ACSI QueryLogAfter-response service shall be mapped to the MMS ReadJournal-
response service. The ReadJournal-response shall be as specified in 17.3.4.1.4.2.

17.3.4.1.6

GetLogStatus

Shall be mapped onto the MMS read service of the log control block.

17.3.5 Conformance

An implementation that claims conformance to the ACSI log model shall support the services

as desgribed in Table 49.

Table 49 — Log conformance requirement(s\

QR

ACSI Service Client-CR _/Server-CR
Request Response Requ%ﬁt sBQnse
GetLCBValue m m ﬁ \ \\
SetLCBValue o i
QueryLogByTime c2 \n)
QueryLogAfter c2 m
GetLogStatusValues o] < m

18 M

18.1

18.1.1

The GG OOSE

Contro straint

“Go".

Table 50 — MMS TypeDescription definition for GCB MMS structure
Component MMS riw m/o Condition Comments
Name TypeDescription

GoEna boolean rw

GolD visible-string r Formerly IEC 61850-7-2 APPID

DatSet visible-string r The value of this component shall
be of the format of
ObjectReference and shall be
limited to VMD or domain scoped
NamedVariableLists

ConfRev int32u r m

NdsCom boolean r

DstAddress See Table 51 r
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GoEna
Shall be as defined in IEC 61850-7-2.

GolD

Shall be as defined in IEC 61850-7-2. The default value of this attribute shall be the GOOSE
Control Block reference.

DatSet

Shall be of the data type specified in 8.1.3.2. The value shall be constrained to the set of
existing MMS NamedVariableLists. A V-Put of a value indicating a non-existent
NamedVariableList shall fail.

Conkav
This MIMS component represents the IEC 61850-7-2 attribute of ConfR

NdsCgm
This MMS component represents the IEC 61850-7-2 attribute o

DstAdfdress
This shall be a MMS structured type whose componepts are defing described in Table 51.
Table 51 — DstAddr [y c(hge
N
Component Name Data Ty}s\ m&Q \ ) Comments
Addr OCTET-STRING Length is 6 Octets and contains the value of
he destination Media Access Controll (MAC)
dress to which the GOOSE message is to
) be sent. The address shall be an Eth¢rnet
(\ ™ address that has the multicast bit set|TRUE.
PRIORITY f UnS| ed8 (\ nj Range of values shall be limited from|0 to 7.
VID uUnsSig m Range of values shall be limited from| 0 to
/\ 4 095.
APPID /\ R m As defined in Annex C

18.1.2
18.1.2

The G G s bst the
resolufion ofyone ox more element offsets. The response returns the set of requested
ElementOffsets and the actual reference values. The service primitives are shown in Figure 5.

Req
GetGoReferenceRequest —P

Ind
—>

.RSP(*') GetGoReferenceResponse

Cnf
Result(+) D

\

Rsp(-) GetGoReferenceResponse with error

Cnf
Result(-) <+

IEC 140/04

Figure 5 — GetGoReference service primitives
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The client assigns a reference for every request and includes this reference as the StatelD
parameter within the request. A client that receives a GetGoReferenceResponse containing a
unknown StatelD shall ignore the PDU.

The application protocol specification in Annex A (with ASN.1 basic encoding rules) shall be
used as the transfer syntax for the GetReference service. The GetGoReference service shall
be mapped onto a GSEMngtPdu according to Table 52, and transferred using the T-DATA

service as defined in 6.3.3.

— 64 —

Table 52 — Mapping of GetGoReference service

Parametername

Transfersvntax-mabping
£4 Lt g

Request

GoCBReference

MemberOffset [1..n]

ident & ) (\
offset \ \

Response+

GoCBReference

ConfigurationRevision

C
ident \ \\ \
AN

confR)L_\

DatSet

MemberReference [1..n]

res(
N\ A\

Response— /\ /\

r?}osn e\>
O

Vs

0

ServiceError

U

Table p

yra\m eltir Na m}>

Ind Rsp Cnf

TT VAN

QR >
AN

Destinaygé\Ad}xgss N\

Statel

\
TN

z c\g/z//é

)

Resuw

S(=)

StatelD

M(=)

ConfRev

DatSet

M(=)

List Of Results

M(=)

MemberOffset
Reference

S| IEE|@P

M(=)

Result(-)

S(=)

StatelD

ErrorReason

M M(=)

61850-8-1 0 IEC:2004(E)



https://iecnorm.com/api/?name=c882d35284b15c9ef914374e908d106b

61850-8-1 © IEC:2004(E) - 65—

Destination address
The destination address shall be used to specify the address required by the T-Profile.

StatelD

This is a client assigned value used to reference the client’s state machine. The range of this
value shall be —-32 767 to 32 767.

GoCBReference

This value shall be a VISIBLE_STRING and shall be capable of containing a value whose size
is 65 octets. The value shall correspond to the GOOSE control block for whom the lookup is
being requested.

MemberOffsets

This is|the list of elements for which the client is requesting to obtain
of this [value shall be 0 or greater. The value shall be less than 512.

reférence-Ihg range

Refergnce
This shall be one of the requested reference offsets reques

ConfRev

This pprameter shall contain the configuration revi
requedt was resolved.

CB at the time the

DatSe
Shall gontain the value of the DataSetRe he/time the fequest was resolved.

ListOfResults
This sTaII be the list of elerme rve shall return the references. The rgnge of
this vajue shall be 0 or greaten halt-be een 0 and 512.

Refergnce

These|values sr@ [ i aference of the offset being requested or an apprppriate
error cpde as sp ed. I

ErrorR

This p
request.

Client’s

18.1.2)2<¢, GetGOOSEElementNumber

The GetGOOSEElementNumber service, as specified in IEC 61850-7-2, allows a client to
request the resolution of one or more reference strings to element offsets. The response
returns the set of requested ElementOffsets and the actual reference values. The sequence of
service primitives shall be as in Figure 6.


https://iecnorm.com/api/?name=c882d35284b15c9ef914374e908d106b

— 66 —
GetGOOSEElementNumberRequest Reg

\
/<Rip(+)

Result(+) C<2nf_

61850-8-1 0 IEC:2004(E)

GetGOOSEElementNumberResponse

GetGOOSEElementNumberResponse with

Rspl)

Result(-) <+

The cllent assigns a reference for every request and i

parameter within the request. A client that receive
containing an unknown StatelD shall ignore the PD

A server that declares support for GQO

The application protocol specification in A
used &s the transfer sy
ElementNumber service shall

TableM

error

141/04

btatelD
sponse

hall be
OOSE

S bt ae,

Transfer syntax mapping

Requey\\

N
‘goCBReterense "\ ident

(\MQ be\{{e%nc 1..n] references
& \

< R pm@%\
\G&&‘@‘R{fey}nce ident

Conf@ rationRevision confRev

MembherQffset [1 n]

DatSet responsePositive

Response—

ServiceError responseNegative

Table 55 shows the parameter of the GetGOOSEElementNumber service primitives.
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Table 55 — GetGOOSEElementNumber

Parameter Name Req Ind Rsp Cnf

Request M M(=)
Destination Address M M(=)
StatelD M M(=)

U U(=)
GoCBReference
MemberReference M M(=)
ReferenceString

/N
Result(+) S QF)
StatelD M /\ M(=
ConfRev M \ 3 N
DatSet M< \ \M(=)
MemberOffset < (
ElementNumber \
/\ AN
Result(-) () s (=)
N\ =

StatelD \ \ / '\q \ M(=)
ErrorReason & & ( \ N )\/ M(=)

N

is Subclause.

See 18.1.2.1 for parameter definitions pot in

ye client is requesting to obtain the element|offset.

MemberReference

This i the list of refef
NULL yalues shall not

ence

RefergnceStrin
This sj\ cférence whose offset is being requested by the| client.
The vglue shall

ElementNunibe
This parameter i the offset value for the corresponding requested

T-DATI|A Mappin
All GSE Managemerit PDU’s shall be sent and received using the T-Profile T-DATA ser

ce.

18.1.2.3 GetGoCBValues

This service shall be mapped to the MMS read service.

18.1.2.4 SetGoCBValues

This service shall be mapped to the MMS write service.
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18.1.2.5 SendGOOSEMessage

The GOOSE service model of 61850-7-2 “.. provides the possibility for a fast and reliable
system-wide distribution of input and output data values.” This SCSM uses a specific scheme
of re-transmission to achieve the appropriate level of reliability. When a GOOSE server
generates a SendGOOSEMessage request, the current data set values are encoded in a
GOOSE message and transmitted as T-DATA on the multicast association. The event that
causes the server to invoke a SendGoose service is a local application issue as defined in
IEC 61850-7-2. Additional reliability is achieved by re-transmitting the same data (with
gradually increasing SqNum and retransmission time). How this will be done is shown in

Figure 7.
Time of transmission
Prd rd 1 1 1 1
P4 /’ ] 1 ] ]
Pid ’ 1 1 1] ]
.’ ’ 1 I ] !
e i 1 ] ] 1
P 7’ 1 1 1 1
Prd /, 1 1 1 ]
.o e . l
’/” ,’ 1 1 [ ]
Pae ’ 1 ] ] ]
.- ’ [] 1 [ '
V'3 » vyYyvy v
TO | (TO) |T1 |T1| T2 |
-
| [l I
TO retransmission in stable’condition
(TO) retransmission in stable congitiong'-ma oftened by an event.
T t i
T2, T3 i i iNacRieving the stable conditions time.
IEC 142f04
NOTE Both transitions of transient or pulsed data attribute valuep. Other
applicat
Each message in sion sequence carries a timeAllowedTolLive parameter that
informs e maximum time to wait for the next re-transmission. If |a new
messa ved> within that time interval, the receiver shall assume tHat the
associ
The specific’intervals used by any GOOSE publisher are a local issue. The timeAIIoweciitoLive
parameter informs subscribers of how Inng to wait

The SendGOOSEMessage service, as specified in IEC 61850-7-2, allows a client to send
variable information in an unsolicited and unconfirmed manner (see Figure 8).

Req
SendGOOSEMessage Ind

IEC 143/04

Figure 8 — SendGooseMessage message service primitives
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The client creates and maintains a state machine (according to Figure 9) for each enabled
GCB. The client state machine has three states (NON-EXISTENT, RETRANSMIT-PENDING,
and RETRANSMIT).

1)
4)

RETRANSMIT-
PENDING

RETRANSMIT

pdtoLive

1) Client issues GOOSE.request. A retransmission timer
timer be less than (actuglly half)

pafameter value. SqNum is set to 0. It is suggested thai th 2 Q
retrapsmissjon.

of [he timeAllowedtoLive parameter.

2) retfansmission expiration timer indicates gNum is incremented skippipg O on

overflow.

issued, a e next retransmission interval is Qised. A
gnsmission intervals is a local issjue. The
his time shall be less than 60 s.

3) Upon retransmission, a GOOSE.reque

retransmission timer is started. The selectio etho

mgximum time allowed between retransmi sionﬁ?Q
en

4)  AlllGOOSE messages anf re-tra

The ségrver sha@at . achi cording to Figure 10) consisting of three| states
(NON-EXISTENT, '

QUESTIONABLE

IEC 145/04

1)  Server receives GOOSE.indication. Starts timeAllowedtoLive expiration timer.
2) timeAllowedtoLive expiration timer expires.

3) Receives a valid GOOSE indication or valid retransmission.

Figure 10 — Server state machine for GOOSE service
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Table 56 shows the mapping of the parameters of the GOOSE service primitive.

Table 56 — GOOSE service parameter mapping
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Destination address

The dq
the qu

DatSe
This V|

GolD
This V|

found |

GoCB

This V
the G(Q

IEC 61850-7-2 parameter Parameter name Req Ind
Argument Argument M M(=)
Destination address U u(=)
DatSet datSet U U(=)
GolDa) golD U u(=)
SecBRef geebRef ——C
T t u ,\J{(=)
StNum stNum U AN U=
SqNum sgNum M \ =)
timeAllowedtoLive timeAllowedtoLive U( \Q=)
Test test \K\ W \U(X—\L
ConfRev confRev \l{\ \ \%=p
NdsCom ndsCom / My uE)
GOOSEData numDatSetEni s\) U U(=)
#Ma /(X ue)

?m@At: SdToLivg ) X

a) Formerly ApplID as defined in |

RN

sibleString
@SE control block that is controlling the GOOSE message.

T

which

me as

me as

4ll have a maximum size of 65 octets. The value shall be the refergnce to

This attribute’s type has been mapped from a ENTRYTIME to TIMESTAMP in order to allow
additional timestamp precision. This TIMESTAMP has a size of 8 octets. It shall have the

format as specified in 8.1.3.6.

StNum
This INTEGER value shall have a range of 1 to 4 294 967 295.

SgNum

This INTEGER value shall have a range of 0 to 4 294 967 295. The value of 0 is reserved for
the first transmission of a StNum change. SqNum will increment for each transmission, but
will rollover to a value of 1.
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This BOOLEAN shall have a range of TRUE, FALSE.

ConfRev

This INTEGER value shall have a range of 0 to 4 294 967 295.

NdsCom

This BOOLEAN shall have a range of TRUE, FALSE.

numDatSetEntries

This parameter specifies the number of members of the MMS NamedVariableList that is

specified in the GOOSE control block (see 18.1.1) that controls the actual

allDat

This pIrameter contains a list of user defined information of the MM
is spedgified in the GOOSE control block (see 18.1.1).

timeAllowedtoLive

This INTEGER value shall have a range of 1 to 4 294 9

ms.

mappihg

The GOOSE PDU shall be as defined jr

DatSe

The value of the DatSet parameter
associated GCB.

NdsCgm

The vglue NdsCom pa

GCB.

T-DATI|A mappi
All GSE Managemen

18.2
18.2.1

The G
block (|

ce.

st that

hall be

of the

bciated

control

Talrle 57 — MMS TypeDescription Definition for GSSE control block MMS structure
IEC 61850-7-2 Component name MMS TypeDescription riw m/o FC
control block
GsEna GsEna BOOLEAN r m GS
GsID? GsID VISIBLE-STRING r® m GS
DNALabels ARRAY OF VISIBLE-STRING r m GS
Data Label
UserSTLabels ARRAY OF VISIBLE-STRING r° m GS
LSentData LsentData STRUCTURE r m GS

a Formerly APPID as defined in IEC 61850-7-2.

b A V-Put to these attributes shall FAIL.

NOTE The IEC 61850-7-2 DataLabel(s) is mapped into DNALabels and UserSTLabels.
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GsID

Shall be as defined in IEC 61850-7-2. The default value of this attribute shall be the GOOSE
control block reference.

The value contained shall be unique within the substation.

DNALabels

This is an array of the type VISIBLE-STRING. The array size shall be 32. The maximum
allowed VISIBLE-STRING value shall be 65 octets.

The values contained by the VISIBLE-STRING shall represent the first 32 Datalabels as

defined in IEC 61850-7-2 and correspond to the data labels assigned to th& GOQSE DNA bits.
The firgt array entry (e.g. zero) is reserved and the value shall be “test
The s€gcond array entry (e.g. one) is reserved and the value sha ¢
UserSTLabels
This is| an array of the type VISIBLE-STRING. The maxi be 128 ¢ntries.
There [shall be at least 1 entry in the array. The i IBLE-STRING value
shall be 65 octets.
The vaglues contained by the VISIBL DatalLabels as defjned in
IEC 61[850-7-2 and correspond to the d ¢ GOOSE UserST bits.
LSentData
This component represent 8E Message. The LSentData shall be
mappeld to an MMS structured Type The £omponent names shall be as specified
Table $8.
IEC 61850~7- me C 61850-8-1 Data IEC 61850-8-1 type
/\{\ \/\\)ﬁ type/range specified in Subclause
Gsl \ VISIBLE-STRING 8.1.2.5
t A\ > ENTRY-TIME
<\SQ e\ INT32U 8.1.1
tNu INT32U 8.1.1
TAL INT32U 8.1.1
usec INT32U 8.1.1
DNA BIT-STRING 8.1.1
UserSt BIT-STRING 8.1.1
GsID

This value shall reflect the value of the SCBGsID sent in the last GSSE message. The format
and data type is defined in 8.1.2.5.

t

The ‘t’ component shall be of the type MMS BinaryTime. The value shall contain 6 octets and
shall contain the time at which the last state change was detected for the data being issued

by the

GSSE message.
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TAL

This INTEGER value shall have a range of 1 to 4 294 967 295. It represents the
timeAllowedtoLive of the last sent message. The unit of the value shall be ms. The maximum
is a local issue. This time shall be less than or equal to 60 seconds.

usec

The component usec shall be used to convey the microsecond component of the state change
timestamp.

PhsID

The integer values of PhsID shall be as defined in Table 59.

Table 59 — Definition of integer values of Phsl

A\

Value Name <
(0 None
1 Phase A N
(2 Phase B
(3 Phase C X
(4 Neutral

A to neutral

to neutral

This BJI3-STF Rall bg 64 bits. The BIT-STRING represents an array of double-bit pair
values|whose m&aning~cofresponds to the DNALabels within the SCB. The double-bit|values
shall be definedin Takle 60.

Table 60 — Definition of double-bit GSSE values

Bit pair values Meaning
MSB LSB
FALSE FALSE Reserved
FALSE TRUE FALSE
TRUE FALSE TRUE
TRUE TRUE Invalid value

The first two bit-pairs are reserved as defined by the DNALabels.

UserST

This BIT-STRING shall be at least 2 bits and a maximum of 256 bits. The BIT-STRING
represents an array of double-bit pair values whose meaning corresponds to the UserST
within the SCB. The double-bit values shall be as defined in Table 60.
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The GetGsReference service, as specified in IEC 61850-7-2, allows a client to request the
resolution of one or more element offsets. The response returns the set of requested
ElementOffsets and the actual reference values. The service primitives are shown in

Figure

11.

Req

GetGsReferenceRequest —»1

Ind

The cl
param
an unk

used 4
be ma

Cnf
Result(+)

Cnf
Result(-) <+—

 Rsp(
4—4/

s the transfer
hped ont

GetGsReferenceRe

poNse

x_A/(with ASN.1 basic encoding rules) s
nce service. The GetGsReference service shall

ing of GetGsReference service

with error

IEC 146

Transfer syntax mapping

TN Reneinpame
N

hgque§t

\G\\\OBQefe%nce ident

\batak{ffé(n ] offset
Respw

GsCBReference ident

btatelD
taining

hall be

DataLabel [1..n]

responsePositive

Response—

ServiceError

responseNegative

Table 62 shows the parameters of the GetGsReference service primitives.
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Table 62 — GetGsReference

Parameter name Req Ind Rsp Cnf
M(=)
M(=)
M(=)
u(=)
M(=)

Request

Destination address

StatelD
GsID

DataOffset
OffsetNumber

g|lcCc|g|1g|£

Result(+)
StatelD
GsID

2|22 »
D
A

List of results

DatalLabel M =)

label / \ W 5 v

Result(-) / A~ \S\ S(=)
g

StatelD ~\ >/
ErrorReason /\ /\\ > (

Destination address

The dgstination address shall be used to s

e

Statell
This is
value {

I

GsID
This v and shall be capable of containing a value who
is 65 nd to the GsID for whom the lookup is being reque

OffsetNumber
This shall, be one of the requested Reference offsets requested by the client.

of this

e size
sted.

range

ListOfResults

This is the list of elements for which the server is responding the reference. The range
value shall be 0 or greater. The value shall be less than 512.

Label

of this

These values shall contain the string reference of the offset being requested or an appropriate

error code as specified in Annex A.

ErrorReason

This parameter indicates an error condition that prohibits the completion of the client’s

request.

T-DATA mapping
All GSE Management PDU’s shall be sent and received using the T-DATA service.


https://iecnorm.com/api/?name=c882d35284b15c9ef914374e908d106b

- 76 - 61850-8-1 00 IEC:2004(E)

18.2.2.2 GetGSSEDataOffset

The GetGSSEDataOffset service, as specified in IEC 61850-7-2, allows a client to request the
resolution of one or more reference strings to element offsets. The response returns the set of
requested ElementOffsets and the actual reference values. The sequence of service

primitives shall be as in Figure 12.

GetGSSEDataOffsetRequest Reg
Ind
—>

Rsp(+) GetGSSEDataOffsetResp
—

\
Result(+) Cinf_/
/

Result(-)

The cllent assigns a reference for eve
parameter within the request. A clieit t
unknown StatelD shall igne -

A servler that declares
return p gseNotSuppo

The application pi 3
used |as the the GetGOOSEElementNumber

se

IEC 1

Annex A (with ASN.1 basic Encoding Rules) s

service

GetGSEEDataOf{set\se 2 happed onto a GSEMngtPdu according to Table 6

rror

147/04

btatelD
ing an

, shall

hall be
The
3.

T — Mapping of GetGOOSEElementNumber service
AN
C\ \\{ara}leter name Transfer syntax mapping

R\e(}ugst \ getGSSEDataOffset
G}GB/Reference gsiD
Datalabel [1..n] label

Response+ getGSSEDataOffset
GoCBReference gsID
DataOffset [1..n] dataOffset

Response— getGSEEDataOffset
ServiceError error

Table 64 shows the parameter of the GetGSSEDataOffset service primitives.
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Table 64 — GetGSSEDataOffset

Parameter Name Req Ind Rsp Cnf
Request M M(=)
Destination Address M M(=)
StatelD M M(=)
GsID u u(=)
MemberReference M M(=)
ReferenceString
Result(+) S =)
StatelD M W(z}\
GsID M /\\MFN
MemberOffset M M?x)\ 4
ElementNumber (\
Result(-) \S\\ W \S(é\)\
StatelD \%\ \W=)>
ErrorReason / A~ \1\{ M(=)

See 18.1.2.1 for parameter definitiong’/notdefi

DataLabel

This is|the list of offset for which the client
not belallowed.

%S

ence~whose offset is being requested by the| client.

Q obtain the label. NULL valugs shall

Label
This sj\all be the string
The value shall @e
dataO

This

e offset value for the corresponding requested

T-DAT

All GS ice.

‘U
O
=
)
>
o
o
o
o
o)
=)
=
)
=
o
-
)
0
Q.
<
®
o
c
@
=)

Q
~
=5
o
o
5
X
o
=
)
o
O
>
_|
>

o
o)
-

18.2.2

This sefrvice shall be mapped to the MMS read service.

18.2.2.4 SetGsCBValues

This service shall be mapped to the MMS write service.

18.2.2.5 SendGSSEMessage

The GSSE service model of 61850-7-2 “provides the possibility for a fast and reliable system-
wide distribution of input and output data values.” This SCSM uses a specific scheme of re-
transmission to achieve the appropriate level of reliability. When a GSSE server generates a
SendGSSEMessage request, the current data set values are encoded in a GSSE message
and transmitted as LDATA on the multicast association. The event that causes the server to
invoke a SendGSSEMessage service is a local application issue as defined in IEC 61850-7-2.
Additional reliability is achieved by re-transmitting the same data (with gradually increasing
SgNum and retransmission time). Figure 7 shows how this will be done.
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NOTE Applications may choose to publish both transitions of transient or pulsed data attribute values (e.g. a trip).
Other applications could choose to publish only on a significant event (e.g. start).

Each message in the retransmission sequence carries a timeAllowedTolLive parameter that
informs the receiver of the maximum time to wait for the next re-transmission. If a new
message is not received within that time interval, the receiver shall assume that the
association is lost.

The SendGSSEMessage service, as specified in IEC 61850-7-2, allows a client to send
variable information in an unsolicited and unconfirmed manner (see Figure 13).

SendGSSEMessage

The cllent creates a state machine prigr to is igns a
referenjce for this state machine (a ' e. The
value pf this reference is a local iss (NON-
EXISTENT, RETRANSMIT-PENDING, and )

RETRANSMIT-

PENDING 4)

IEC 149/04

1) Client Issues GSSE.request. A retransmission timer is started based upon client’'s HoldTim parameter value.
SqNum is set to 0. It is suggested that the retransmission timer be less than (actually half) of the HoldTim.

2) Retransmission expiration timer indicates time for retransmission. SgNum is incremented skipping 0O on
overflow.

3) Upon retransmission, a GSSE.request is issued and the next retransmission interval is used. A retransmission
timer is started. The selection method of retransmission intervals is a local issue. The maximum time allowed
between retransmissions is a local issue. This time shall be less than 60 s.

4) All GOOSE messages and re-transmissions when the GsEna is set to FALSE.

Figure 14 — Client state machine for GSSE service

The server shall create a state machine (according Figure 15) consisting of three states
(NON-EXISTENT, VALID, and QUESTIONABLE).
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C o Y

QUESTIONABLE

1) Serper receives GSSE.indication. Starts HoldTim expiration timer.
2) HolfTim expiration timer expires.
3) Serper receives a valid GSSE indication or retransmission.

Table 65 shows the parameter of the GSSE service

Figure 15 — Server state machine fo

IEC 180/04

Tab 5 -

IEC 61850-7-2 parameter name \Q}{me}b{na}m\/ Req Ind
Argument Argumen M M(=)
Destindtgn address” u ue=)
GsID \ ( \Qplo\J \/ M M(=)
NN N W e
StNumA_ \ \ \s\tNJ?B M M(=)
sanam_ SN \savim M M(=)
/\Q \/\ sec U u(=)
O\ N/ | Ta M M(=)
P<h/s|\D\ \ \ PhsID M M(=)
< G3$EData\J\ M M(=)
tes \) DNA u uE=)
\‘\ Test (bit pair 0) U U(=)
ConfRev (bit pair 1)
bit pairs 2-31 are user
assigned
UserST (user assigned)

Destination address

The destination address shall be used to specify the presentation address of the physical
node to which the query is to be issued.

GsID

This VisibleString shall have a maximum size of 65 octets. The value shall be globally unique

within the substation.

This value shall be mapped into the SendinglED component of the GSSE control block

structure.
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t

The ‘t’ component shall be of the type MMS BinaryTime. The value shall contain 6 octets and
shall contain the time at which the last state change was detected for the data being issued
by the GSSE message.

usec

As defined in LsentData structure.

StNum

This INTEGER value shall have a range of 1 to 4 294 967 295. This value shall be mapped to
the StNum component of the LSentData structure.

SgqNum

This INTEGER value shall have a range of 0 to 4 294 967 295. This
the SQNum component of the LSentData structure. The value of 0 s
to indifate the first transmission due to a change in StNum. A

4 294 967 295 shall be to a value of 1.

PhsID
See 1§.2.1.

TAL
TimeAllowed to live as defined as part

Test

The vqlue shall be mapped to the first bit-pair
shall be as defined in Table 66.
Table 66 —Mappin es to bit-pair values
(@AN
k v\%i\tp&v}l{es\ ACSI value
e < N\ T
{AL\SFi \/\ /|2RUE no-test
) | FALsE test
ConfR
This B e shygll indicate if a configuration change has occurred to either the

AppID serSTLabels of the GCB. A value of TRUE indicates [that a
configyration_change Kas been detected. Upon detection, the value shall remain TRUE [for no-
longer o less than 30 s.

The value is mapped to the second DNA bit-pair according to the bit-pair value specification in
Table 60.

ListofData

The ListofData shall be a set of double-bit pair values. The list shall contain a minimum of 33
such pairs, with the values as specified in Table 60. The first 32 values shall be mapped to
the DNA BIT-STRING of the PACT structure. The remaining values shall be mapped into the
UserSt BIT-STRING accordingly.

If the ‘test’ parameter has a value of ‘test’ then any non-test data values shall be set to the
INVALID value.
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GSSE message

The information in the LSentData structure shall be transmitted according to the procedures
specified within this Subclause. The information shall be sent in an MMS information report
containing a variableAccessSpecification indicating a variableSpecification. The variable
Specification choice shall be name, the ObjectName choice shall be vmd-specific, and the
identifier shall have the value “GOOSE”".

NOTE This mapping maintains backward compatibility and interoperability with the UCA 2.0 GOOSE message
definition.

19 Transmission of sampled values class model

Shall he as specified in IEC 61850-9-2.

20 Control class model

The IH ariable
service x E of
this pa E and
“SP”. 1 eters
which Brvices
is acc MMS
structu : ariable
representi if Y i . Thé services are then mapped

to MM§

20.1

Table ¢

IEC\61850. Semantic IEC 61850-7-2
paramete Subclause

Value (\ tribute}with FC of ‘CO’ or ‘'SP’ from CDC | 17.5.2.2
\Qontrol time stamp 17.5.2.3

T N\

Test NN\ st status 17.5.2.4
Chedt N\ \ | Check condition 17.5.2.5
\A‘&kCa se\ Additional cause diagnostic 17.5.2.6

Timow Time activated operate response 17.5.2.7

The type definitions for each of these parameters are consfructed according fo the rules
defined in 8.1 and 7.3.2.

20.2 Mapping of control objects

The data objects with controllable DataAttributes (derived from CDCs with attributes FC=CO
and FC=SP) shall be mapped according to the rules defined in 7.3.1: the MMS named
variable components representing the attributes with FC=CO and FC=SP of a data object
have the following general reference:

<LDname>/<LNname>$CO$<DOname>

<LDname>/<LNname>$SP$<DOname>
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where the MMS type specification of the <DOname> component includes each of the
attributes with FC=CO and FC=SP. The structures of the <DOname> component for each of
the service choices shall be as defined in Table 68.

Table 68 — Mapping of IEC 61850-7-2 control model to MMS control components

Service choice

DataAttributes

With TimeActivatedOperate Without TimeActivatedOperate
Direct with normal security
Oper Oper
SBO witjrnormat-sectrity —— -
SBO A
Oper Oper/\\ (\
Cancel ® Can%\el @

SBO with enhanced security

AVANDY

SBOw A\ sBow O\

Oper LS

Direct wjth enhanced security

Cancel *¢ \/ “Cadoel *\

i
S

Oper

>
CanceN_ \ON

@The capcel service cancels the object selectlo
® The cahcel service cancels the time activation

°The cahcel service cancels b%{h}e\ }.e/w e timg agtivati

9,

&@“
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20.3 Mapping of control services

— 83 —

Table 69 gives an overview of the mapping of the control services.

Table 69 — Mapping of control services

ASCI service

MMS service

Variable
specification

Access result

Request Read request SBO
Select Response + Read response SBO Success
Response — Read response SBO = NUI| Success
Request Write request SBOw (
N
Response + Write response /\< S ceg\
SelectWithValue Write response Iu}a\
Response — InformationReport pp
(ListOfVariable)
Request Write request 4 Ca\oe\\
Response + Write response Success
Cancel Write respon(ée m Failure
Response — Information M tAppi&rror
(List riaple)
Request VVN@ queé\ Oper
Response + /:Writehv\s}c{\se Success
Operate V@B\res\\e\ > Failure
Responge h)@;l)/lonRe ort LastApplError
istOfVari
Re#u\e{t (\ Oper ¥
Reé&onse + Wri? response Success
Write response Failure
1
) espoqse InformationReport LastApplError
TimeAct vatedOpera< (ListOfVariabIep) pp
Responge + InformationReport Oper
(ListOfVariable)
\ Respo InformationReport LastApplError
(ListOfVariable)
A
quest + InformationReport Oper
(ListOfVariable)
CommandTefmination

Request —

InformationReport
(ListOfVariable)

LastApplError
Oper

Y Maps the first TimOper_rsp as defined in IEC 61850-7-2.
2 Maps the second TimOper_rsp as defined in IEC 61850-7-2.

3)

4)

The attribute operTm shall not be written during the operate service, otherwise it is a TimeActivatedOperate.

The attribute operTm shall be written during the TimeActivatedOperate Service, otherwise it is an operate.
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20.4 Select

The select service shall be performed through the use of an MMS read of the SBO attribute.
The mapping of parameters is as specified in Table 70.

Table 70 — Select service parameter mapping

IEC 61850-7-2 parameter Parameter name

ControlObjectReference SBO

20.4.1| Select request

The IEC 61850-7-2 select request shall be performed through of an| MMS

Read.rfequest of the SBO attribute.

20.4.2| Select response+

The IEC 61850-7-2 select response+ shall be performed ~ e U MMS
Read.nesponse that contains a non-NULL value for thé attris

20.4.3| Select response—

The [EC 61850-7-2 select response a MMS
Read.nesponse+ that contains a NULL v j

20.5 PBelectwithValue

The s4

erformed\ttirough the use of an MMS write|to the
SBOw i

sis_as gpecified in Table 71.

re service parameter mapping

/\QKEC\&@%D\LZM'- Parameter name
‘ConlrolabjectReference” SBOw
e
>

Natge SBOwSctIVal
T SBOWST

(ToxiN ) SBOwSTest
Check SBOWS$Check

NOTE The definition of SBOw is given in Table E.8.

20.5.1 SelectwithValue request

The IEC 61850-7-2 select request shall be performed through the use of an MMS
Write.request of the SBOw structure.

20.5.2 SelectwithValue response+

The IEC 61850-7-2 SelectwithValue response+ shall be performed through the use of an MMS
Write.response+ that contains a MMS AccessResult indicating success.
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20.5.3 SelectwithValue response—
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The IEC 61850-7-2 SelectwithValue response— maps onto two MMS PDUs. The order of the
PDUs shall be an InformationReport.request with AdditionalCauseDiagnostic (see 20.8) and a
MMS Write.response+ that contains an AccessResult indicating failure as defined in Table 72.

Table 72 — Select, Oper and Cancel AccessResult specification

Conveyed By MMS AccessResult
Error Data DataAccessError Error condition
TEMPORARILY- NULL String Control is already selected or being operated
UNAVAIEABLEE
HARDWARE-FAULT HARDWARE- Control may not bg pperated\quée to
FAULT hardware fault \
OBJECTIACCESS- OBJECT-ACCESS- | Access contol fajltie
DENIED DENIED
OBJECTFUNDEFINED OBJECT- Contro@W&Wurm view
UNDEFINED
\“\>
20.6 [Cancel

The cancel service shall be performed throu
e. The mapping of parameters i

attribu

20.6.1

The IE

Write.n

20.6.2

The &
esponse+ that contains a MMS AccessResult indicating Success.

Write.n

Table 73 — Canc

s spegifi

write to the

IEC 61850-7-2 Paranketer(\

P;ameter name

Controlo%ckgfeye’nﬁ\

ancé}

T N

N

N

Ca%cel$T

Test

\C/anceI$Test

Cancel

N
NOTE JThe detfnitin of-Cancel js'given in Table E.10.

20.6.3 Cancel response—

cancel

MMS

MMS

The IEC 61850-7-2 cancel response— maps onto two MMS PDUs. The order of the PDUs shall
be an InformationReport.request with AdditionalCauseDiagnostic (see 20.8) and a MMS
Write.response+ that contains an AccessResult indicating failure.

20.7 Operate

The operate service shall be performed through the use of an MMS Write to the oper attribute.
The mapping of parameters is as specified in Table 74.
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20.7.1
20.7.1

The |f
Write.n

20.7.1

The |f
Write.n

20.7.1

The |f
Write.n

The oq
to the
value
The m

Table 74 — Operate service parameter mapping
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IEC 61850-7-2 parameter Parameter name
ControlObjectReference Oper
Value Oper$ctiVal
T Oper$T
Test Oper$Test
Check Oper$Check

NOTE The definition of Oper is given in Table E.9.

61850-8-1 0 IEC:2004(E)

erate wi
oper att
DperTm

hpping o

Operate request
1 Control with normal security

FC 61850-7-2 operate request shall
equest of the appropriate Oper structure.

2 Control with enhanced security

FC 61850-7-2 operate request shall

th Tim

ribIte
f pm ra

be performed_ tf

FimeActivation service parameter mapping

an

MMS

MMS

MMS

5 write
p. The
ation).

EC61850-7-2 parameter Parameter name

N{g\{%i\t\\% ) Argument
X \\/ Oper$operTm
\C\on@IObjectReference Oper

Value Oper$ctiVal

T OpersT

Test Oper$Test

Check Oper$Check

NOTE The definition of Oper is given in Table E.9.

20.7.2 Operate response+

The IEC 61850-7-2 operate response+ shall be performed through the use of an MMS
Write.response+ that contains a MMS AccessResult indicating success. The second operate
response+ of a time activated control maps to an information report of the oper structure.
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20.7.3 Operate response—
20.7.3.1 Control with normal security

The IEC 61850-7-2 operate response— shall be performed through the use of an MMS
Write.response AccessResult indicating failure,

20.7.3.2 Control with enhanced security

The IEC 61850-7-2 operate response— maps onto two MMS PDUs, an AdditionalCause
Diagnostic (see 20.8) and a MMS Write.response+ that contains an AccessResult indicating
failure.

20.7.3]3 Control with TimeActivation
The IEC 61850-7-2 operate response— maps onto two MMS P, ifi Cause

diagnostic (see 20.8) and a MMS Write.response+ that containg ah Asc indicating
failure] A second operate response— differs from the first (see

20.8 AdditionalCauseDiagnosis in negative control se

Some |abstract control services supply additional Aappli G ific, i i inh their
negatiye responses. This information is defined by the itiona [ i Cause)
servicg parameter defined in IEC 61850-7-2. Thé 3 : map to
an MMS InformationReport servige \of / ariable
“LastApplError” of the structure defi i nall be
instanfaneously created, reported, and t
Table 76/—\Defin|t|o of %&ﬁpp
Component arr\ ACS \ r/ m/o Comments
RN e

Cntriobi VISIBLESTRING \| r m

eror N\ S [‘EnumeraTeD™ [ r m

Origin /\< Orbinét{\/ r m See IEC 61850-7-3

cthurr( \ mw/ r m See IEC 61850-7-3

ENUMERATED r m

The va3 d yariable shall represent the last detect control service application
error t ired agditional diagnostics. The value of LastApplError shall be reportgd as a
single iable (e.g. the structured variable shall be reported). The value|of this

variabEI]e shall be volatile and shall assume the specified default values upon two-parfy (see
10.2) dssociation establishment.

CntrlObj

CntrlObj shall be a named component that shall have VISIBLESTRING data type of the
structure

<LDeviceName>/<LNVariableName>$<FC>$<LNDataName1>$<AttributeName1>
(see 8.1.3.2)

and shall have a maximum size of 65 octets. The value shall represent the control object that
was operated upon that caused the additional cause to be generated.

The default value shall be NULL.
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Error
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Error is a named component that is an ENUMERATED data type as defined in 8.1.2.2. The

enumerated values for error shall be as defined as:

Error ::= INTEGER {
(0) No Error
(1) Unknown
(2) Timeout Test Not OK
(3) Operator Test Not OK

The dgfaut—val

origin

Used tp designate the client who initiated the control action.

ctINum

The cdntrol sequence number as specified by the client initiati

NOTE Negative control
InformafionReport request defined above. The transmission of
request enables the client to allocate this InformationReport req

The dgfault value shall be 0.

AddC

AddC
Table

use

use shall be a named compon
(7 defines the actual MMS values a

responses mostly consist of an MM

an additionpl MMS
nReport
MMS write servicg.

1.2.2

Tahle Mappi ddCause values
f\ N

l \AOSK\a\Iue \\ \ MMS value
G, YO NR NS o
Not-suM/@ﬁ\ A 1
BIock%dZBX\—switc \ g}ﬂqarchb 2
Sefegt-tajledy 3
&valiWi&\ ) 4
<N§Qo?§n§3hed\ 5
\l@%\ete\\cwin-execution 6
Step\-f"mm > 7
Blocked-by-Mode 8
BIGCKed-Dy-process 9
Blocked-by-interlocking 10
Blocked-by-synchrocheck 11
Command-already-in-execution 12
Blocked-by-health 13
1-of-n-control 14
Abortion-by-cancel 15
Time-limit-over 16
Abortion-by-trip 17
Object-not-selected 18
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20.9 CommandTermination

The CommandTermination service request positive shall map to the MMS InformationReport
Service of the Oper component of the MMS named variable representing the control.

The CommandTermination service request negative shall map to the MMS InformationReport
Service with a listOfVariable containing two MMS variables. The first variable is the MMS
named variable named “LastApplError”. The second variable is the MMS variable that
represents the Oper component of the MMS named variable representing the control.

21 Time and time synchronization model

Time dynchronization, accomplished via LAN communication, shall be
the us¢ of SNTP (see 6.5).

hrough

Hardwgare synchronization mechanisms (e.g. GPS or other) of this

standafd.

22 Naming conventions

See Clause 7.

23 Fille transfer

23.1 File transfer model
The IE e N t tbe MMS file object. If a implementation

declarg¢s support for file t i i shall be implemented according |to this

Clausqg File Transfer Protocol (FTP — see RFIC 542)
is also 3 theNF TP RFC is out-of-scope of this standard.
The m
able ping of ACSI file class to MMS file object
IEC 6185 -Z\Qe clas€ attribute name MMS file object attribute mlo
< F é\ B FileName

i m
FlleSize  \ Size

LastModified” LastModified

FileName

The IEC 61850-7-2 FileName attribute shall be mapped to the MMS FileName attribute. The
MMS FileName shall consist of a sequence of file paths and a name-of-a-file. IEC 61850-7-2
FileNames shall be constrained to be no larger than 255 octets.

The file path specification is optional. If present, the file path specification shall consist of a
sequence of file directory names. File directory names shall be constrained to be no larger
than 32 octets. Directory names shall be separated by the PIXIT determined character
(typically a “\” or “/”).

A server, that contains logical devices, shall have as one of its root directories a directory
whose name is “LD”. Below the LD root shall be a set of directory names that represent the
logical devices within the server. These file directory names shall be the same value as the
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logical device names (e.g. The names of the domains). Files that are specific to a logical
device shall be located within the directory that represents the logical device.

NOTE Not all files may be able to be associated with a particular LD. As an example, the image file of the server
itself may not be directly associated with an LD. Therefore, for files not associated with a LD, it is a local issue in
regards to the directory in which such files are stored.

The minimum-maximum name-of-a-file size shall be 12 octets. It is recommended that the file
specification be a maximum size of 64 octets. The maximum file specification size shall be
specified in the implementation’s PIXIT statement.

FileName suffixes should be used to differentiate the content format of files. The suffix should
be a maximum of 3 octets. 1he sulfixes in 1able 79 are reserved.

Table 79 — Reserved file suffixes A &

Suffix Contents \ \ \/
Bin Shall indicate binary format
Dtd eXtensible Markup Language Document Typ@%@mﬁat
dtd:XML
Gif Shall indicate graphics interchange foﬁat conN
Htm Shall indicate HTML contents M\ K ) / A

Pqd Power Quality Data Jnit chan?é\korrﬁat—I{QD(Fy >
RN

txt Shall indicate ASCIthnte}rQ

Xml eXtensible Markup Language}&}f\forr}\\ttable-xml:XML
Xsd eXtensible Markup L%ngu{g@ﬁch&ﬂa\ﬁ{efi@ion file of format xsd: XML

Zip Sha%}k\ateﬁp\cam}x{esw fczrr@
N \)

FileName case sensiti the implementation’s PIXIT statement.
COMTRADE FI@

IEEE ¢37.111(1999 ; iles’shall be contained within a file directory whos¢ name
is “COI\/ITRADE”. The ons shall be consistent with the naming conventions and
suffixep specijf

The IHEE ification IEEE C37.111(1999) specifies the use of three d|fferent
suffixepe.qg. ic dat). In normal information/computational usage these suffix¢s may
represent fi OMTRADE.

If the direCtory contdins a file with a suffix of “zip”, that file shall convey the compressed
conten|ts ofthe COMTRADE hdr, cfg, and dat files of the files of the same name.

The COMTRADE directories shall be located in the appropriate directory path (e.g. within the
LD directory or at the root level).
FileSize

The IEC 61850-7-2 FileSize attribute shall be mapped to the MMS file size attribute. A value
of 0 may be used to indicate that the file has an unknown size or that the file contains 0
octets.

The size value shall be interpreted as an estimated file size and shall not be used to
determine absolute size.

NOTE Transfers from one file system to another may increase or decrease the actual size of the file.
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LastModified

The IEC 61850-7-2 LastModified attribute shall be mapped to the MMS file LastModified
attribute.

23.2 File services
23.2.1 GetFile

The ACSI GetFile service shall be mapped to a sequence of MMS FileOpen, FileRead, and
FileClose services as specified by ISO 9506-1 and ISO 9506-2.

ACSI Client Network
ACSI service MMS provider

GetFile.req —}%

FileOpen.conf+

o eOpencont:

FileRead.req

FileRead.ind

FileRead.resp+
moreFollows=TRUK

FileRead.ind

FileRead.resp+
moreFollows=FALSE

FileClose.ind

FileClose.conf+ / FileClose.resp+

IEC 141/04

Figure 16 — Mapping of ACSI GetFile to MMS FileOpen, FileRead, FileClose

Figure 16 shows the sequence of MMS services that result from an ACSI GetFile request. An
ACSI GetFile request causes an MMS FileOpen request to be generated. The initialPosition
shall be 0. A FileOpen positive confirmation shall cause the first in a possible sequence of
MMS FileRead requests to be generated. A FileRead positive confirmation with
moreFollows=FALSE shall cause an MMS FileClose request to be issued. A FileRead positive
confirmation with moreFollows=TRUE shall cause another in the sequence of FileRead
requests to be issued. Upon receipt of a FileClose positive confirmation, a GetFile positive
response indication shall be given.

If any MMS services return a negative confirmation, then a GetFile negative response
indication shall be given.

Table 80 specifies the mapping of the ACSI GetFile service parameters.
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Table 80 — Mapping of ACSI GetFile service parameters

ACSI parameter MMS service and parameter Constraint
FileName FileOpen.request FileName Shall be present and shall have a
non-NULL value.
FileData FileRead response FileData
FileName

The ACSI filename parameter shall be mapped as specified in 23.1. This is a mandatory
parameter that shall be present and shall have a non-NULL value.

FiIeDal(a

The ACSI FileData shall be mapped to the sequence of FileRead resp irned.

23.2.2]| SetFile

Figure[17 shows that an ACSI SetFile request shall be mapp® ; ile.rgquest.

ACSI Client

ACSI service MMS provider
ACSI service

SetFjle.req —P»

T Seffile.id

GetFile.req

N

O\

CSDGetFile service

x 3 GefFile.repp+

\ ObtainFile.resp+

x ObtainFile.conf+ 4/

<

SetFile.resp+

SetFild.resp+

IEC 152/04

Figure 17 — Mapping of ACSI SetFile service

The sourceFilename parameter shall be supplied, therefore this SCSM requires a source
flename parameter. Upon reception of the ObtainFile indication, the ObtainFile file transfer
procedure shall be executed through the invocation of the ACSI GetFile service. Upon a
GetFile response positive, an ObtainFile positive response shall be issued. Upon reception of
the ObtainFile positive confirmation, a SetFile positive response shall be indicated. The
mapping of the file parameters is specified in Table 81.
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Table 81 — Mapping of ACSI SetFile parameters

ACSI parameter MMS service and parameter Constraint
FileName ObtainFile request destinationFile Shall be present and shall have a
non-NULL value.
FileData FileRead response FileData"
SourceFileName? ObtainFile request sourceFile

Y This mapping occurs as part of the execution of the ACSI GetFile service.

2 parameter added by this SCSM.

FileName

The ALSI filename parameter shall be mapped as specified in 23.4.
parameter that shall be present and shall have a non-NULL value.

datory

FileDalta

The ACSI FileData shall be mapped to the sequence of File irned.

SourceFileName (added by SCSM)

This pprameter shall represent the name of the file fr | i ta is to be obtained
through the ACSI GetFile service. The Sourcekileng ; ed as
specified in 23.1.

23.2.3| DeleteFile

elete service as detailed in Table 82.

The ACSI DeleteFile service shall map| to tm
Tam eleteFile service

A(QSI service or par{me \m\s sexvice or parameter Constraint

FileDelgete request elete ||West Shall be present and shalllhave a
non-NULL value.
/\\

FileNane Flienaate
FileDelgte responsé\ \ \%I/e/eFile response+

ter shall be mapped as specified in 23.1. This is a mandatory
parameter th esent and shall have a non-NULL value.

23.2.4| GetFileAttributeValues

The ACSI GetFileAttributeValues service shall be mapped to a sequence of MMS
FileDirectory services. An ACSI GetFileAttributeValues request shall cause an MMS
FileDirectory request to be issued. If a FileDirectory positive confirmation with
moreFollows=TRUE is received, another MMS FileDirectory request shall be issued. If an
MMS FileDirectory positive confirmation is received with moreFollows=FALSE, then the MMS
DirectoryEntries from all MMS FileDirectory confirmations shall be indicated as part of the
ACSI GetFileAttributeValues response+.

If a MMS FileDirectory negative confirmation is received, then a ACSI GetFileAttributeValues
negative response shall be indicated.

The parameters of the ACSI GetFileAttributeValues service shall be mapped as detailed in
Table 83.
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Table 83 — Mapping of ACSI GetFileAttributeValues parameters
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ACSI service or parameter

MMS service or parameter

Constraint

GetFileAttributeValues request

FileDirectory request

FileName

FileName

GetFileAttributeValues response+

FileDirectory response+

FileName

File Attributes

listOfDirectoryEntry

GetFileAttributeValues response—

FileDirectory response—

ServiceError listOfDirectarvEntry

FileName

The ACSI Filename parameter shall be mapped as specified in 23.1

ListOfpirectoryEntry

The L|stOfDirectoryEntry parameter shall be mapped service

listOfDjirectoryEntry. The mappings of the parameters s

Table 84 — Mapping of ACSI isgP' ec
(\ AN

~
—h
=

Constraint

AQSI ListofDirectoryEntry Ml\gbie\ct@ntr% par{ne er

FileName

FileAttriputes

parameter
FileNamex
>

FileAt ribut?s\
The ACSI FileAttributes pa specified in 23.1.

1al ex@)ed

24 Conformance

24.1 Notation

For thq

ut-of-scope~IHe implementation of the item is not within the scope of this standdrd.

F/$:"Ednctional Standard. Should be applied.

Base: Shall be applied in any application claiming conformance to this standard.

24.2 PICS
24.2.1 Profile conformance

Table 85 and Table 86 define the basic conformance statement.



https://iecnorm.com/api/?name=c882d35284b15c9ef914374e908d106b

61850-8-1 © IEC:2004(E) - 95 -

Table 85 — PICS for A-Profile support

A-Profile Client Server
shortcut Profile Description Value/comment
FIS FIS

A1 Client/server A-Profile c1 c1 Refer to 6.2
A2 GOOSE/GSE c2 c2 Refer to 6.3

management A-Profile
A3 GSSE A-Profile c3 c3 Refer to 6.4
A4 TimeSync A-Profile c4 c4 Refer to 6.5
c1 Shall be ‘'m’ if support for any service specified in Table 2 are declared within the ACSI basic conformance

stdtement.

c2 Shpll be ‘m’ if support for any service specified in Table 6 are declared within the A
stdtement.

c3 Shpll be ‘m’ if support for any service specified in Table 9 are declared within\the ACS| ba

c4 Sy

C 61850-8-1.

ance

N\
Table 86 — PICS for T-PM \\)

T-Profil

r
Client (Se ve} \/
B Profile Description —\ ( \ Value/Commen

FIS \?@//Q

1 TCP/IP T-Profile ¢ \ \ 01\ \ )ﬁéferto 6.2

T2 OSI T-Profile c2 N \*\2 Refer to 6.2

T3 GOOSE/GSE T-Profile c3 ( N \:\3 Refer to 6.3

T4 GSSE T-Profile  /\_ /e4\\ \ c4\ Refer to 6.4

T5 TimeSync T-Pr?iile OV Refer to 6.5

c1 Shalllbe ‘m’ if support for A i

c2 Shalllbe ‘o’ if suﬁl

c3 Shalllbe ‘m’ if suppo

c4 Shall

24.2.2

The fo rver A-
Profile

Excep{ where preserit, MMS conformance shall be in accordance with ISO/ISP 14226-2

24.2.2.1 Character sets

24.2.2.1.1 MMS identifier

The MMS ldentifier shall be constrained to Basicldentifier.

The use of Extendedldentifier is deprecated.

24.2.21.2 MMSString

The MMSString shall be constrained to use the |SO646String character set. All other

charac

ter sets are deprecated.
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The MMS ObjectName shall be constrained to use Basicldentifier. All other character sets are

24.2.2.1.3 ObjectName
deprecated.
24.2.2.2 Environmental services

24.2.2.

2.1

Initiate conformance

Table 87 and Table 88 specify the conformance of the initiate service.

Table 87 — MMS InitiateRequest general parameters

InitiateRequest Client-CR /\& Servord
Base FIS Value/range % é\ Value/tange
InitiateRequest \
localDefgilCalling m m < WB\\ B
proposefdMaxServOutstandingCalling m m 1or greate/\\ my 'm \ 1\4 greater
proposefMaxServOustandingCalled m m 1or gy,aier\ @ \ \w\) 1 or greater
initRequlestDetail m m / A~ m m
A\ /A
InitiateRequestDetail /\ /\ > ( U ‘\/>
proposefVersionNumber m \ Shall’'be >\1\ m m Shall be 2[1
proposefdParameterCBB m /A m e 2>t\{.2.2.1.1 m m See 24.2.2.2.1.1
servicegSupportedCalling m \ m ) m m
additionplSupportedCalling ( /_\cﬂ\\ M N > c1 X
additionalebSupportedCaIN —&‘\1 \ ) c1 X
privilegq ClassldentltyCalllné c1 X
c1 Conditional uplﬁ P>am€er CB(CS\SKK %e\T}bye/QO
b 8 t|ateResponse general parameters
nitﬁ?&s\\\) Client-CR Server-CR
{J\ \ Base FIS Value/range Base | F/S Value/fange
InitiateResp\omg\ \\/
localDetpilCalled S
negotiatedMaxServOutstandingCalling 1 or greater 1 or greatér
negotiatedtaxServOustandingCatted frt 1 +or-greater frt frt +or-greater
initResponseDetail m m m m
InitiateResponseDetail
negotiatedVersionNumber m m Shall be 2.1 m m Shall be 2.1
negotiatedParameterCBB m See 24.2.2.2.1.2 m See 24.2.2.2.1.2
servicesSupportedCalled m See 24.2.2.2.1.1 m See 24.2.2.2.1.1
additionalSupportedCalled c1 X c1 X
additionalCbbSupportedCalled c1 X c1 X
privilegeClassldentityCalled c1 X c1 X

c1

Conditional upon Parameter CBB CSPI — see Table 90.
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2422211 Services supported

Table 89 defines the service support requirement, and restrictions, for this standard.
Relationship to ACSI services can be found in Table 1.

Table 89 — MMS service supported conformance table

MMS service supported CBB Client-CR Server-CR
Base F/S Value/range Base F/S Value/range
status o] o o m
getNamelList o o o c1
identify o] o] m m/\
rename o 0 o /o\\ ~

read o o o /\\s{

write o o] /e\\ \\3

getVarigbleAccessAttributes o o o 04\ )
defineNamedVariable o o) < B\ \ 8 \
defineS¢atteredAccess o i o i
getScatferedAccessAttributes o i ( m o] )
deleteVariableAccess o (o] /\\// /\ (9 o
defineNamedVariableList o < 0 < ) C K U T&/ o
getNamedVariableListAttributes \ \/ o c5
deleteNamedVariableList o o c6
defineNamedType i \ \ \/ o) i

N

getNamedTypeAttributes

input

\
deleteNamedType I\
N
output \/ &

relinquighControl <

\
defineS¢maphore \

deleteS4 m/afp@r\e\ \\\ \

R ) )

reportSgmaphore atus \

initiateDownIoadSqu

downloadSegment

terminateDownloadSequence

initiateUploadSequence

uploadSegment

terminateUploadSequence

requestDomainDownload

requestDomainUpload

loadDomainContent

storeDomainContent

deleteDomain

getDomainAttributes

o
o
o
b
° O\
A
0
takeControl /\Q }\/\
N/
o
o
o
o
o
o
o
o
o
)
)
)
o
)
o
o
)

createProgramlinvocation
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MMS service supported CBB S SRS
Base FI/S Value/range Base FI/S Value/range

deletePrograminvocation o i o i
start o] i o i
stop o) i o] i
resume o i o i
reset o] i o i
kill o i o i
getProgramlnvocationAttributes o] i o] i
obtainFile o c9 [9) 09/\
defineEyentCondition o] i o /f\\ P
deleteEyentCondition o i o /\\
getEventConditionAttributes o i \ \\
reportEJentConditionStatus o] i o] i \ >
alterEventConditionMonitoring o i (\\ \\I \
triggerEpent o] i & \/
defineEyentAction o i / ) 0 I
deleteEyentAction o i ’\\)/ AN \ i
alterEventEnroliment o] \ (‘ 8 ( U YQ/ i
reportEjentEnrolimentStatus o) i \ \/ o] i
getEventEnrolimentAttributes o /T‘ o] i
acknowlpedgeEventNotification o i Q\ \/ o i
getAlarmSummary < { \) o] i
getAlarmEnrollmentSumma \% aN \I\ o) i
readJoufnal k \/\ o \ c13\ o c13
writeJoyrnal & > < o) ] o o
initializelJournal /\< B\/\ /8 o c12
reportJournalStatus < \ 0 ] i o] i
createJqurnal /\\ \ o i o i
deletequrp,Kl\ \\ \ o i o i
fileOpen \ \ \ B o] c8 o] c8
fileRead ) \ o c8 o c8
fileClosg \/ o c8 o c8
fileRename o i o i
fileDelete o c9 o c9
fileDirectory o] c11 o] c11
unsolicitedStatus o i o i
informationReport o] c7 o c7
eventNotification o i o i
attachToEventCondition o i o) i
attachToSemaphore o] i o) i
conclude m m m m
cancel o o o m
getDataExchangeAttributes o c10 o c10
exchangeData o] c10 o] c10
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MMS service supported CBB S SRS
Base FI/S Value/range Base FI/S Value/range
defineAccessControlList o c10 o c10
getAccessControlListAttributes o] c10 o] c10
reportAccessControlledObjects o c10 o c10
deleteAccessControlList o c10 o c10
alterAccessControl o] c10 o c10
reconfigurePrograminvocation o c10 o c10

c1 Shall be ‘m’ if logical device or logical node model support is declared in ACSI basic conformance statement.

c2 Shall[be 'm” if Togical node modeTl support is declared in ACST basic conformance statem
MMS wrlte service is declared.

c3 Shalllbe ‘m’ if ACSI support for SetDataValues service is declared or implied.

c4 Shalllbe ‘m’ if logical node model support is declared in ACSI basic conformance\statem

It support

c5 Shalllbe ‘m’ if data set support is declared in the ACSI basic conformance state

c6 Shalllbe ‘m’ if support for defineNamedVariableList is declared.

c7 Shalllbe 'm' if support for ACSI Report or ACSI command termination_i

c8 Shalllbe 'm" if support for ACSI GetFile is declared.
c9 Shalllbe 'm" if support for ACSI SetFile is declared.
¢10 Shall not be present since MMS minor versi
c11 Shajl be 'm' if support for ACSI GetFileAttri
c12 Shajl be 'm" if support for the ACSI log mod

¢13 Shajl be 'm" if support for the ACSI QueryLogByTi or
c14 Shall be 'm' if support for t?(NiSI IPg"rch\d vice mpoda|l is d

for the

24.2.2

The specific set

2.1.2 Para
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Table 90 — MMS Parameter CBB

Client-CR Server-CR
MMS parameter CBB
Base F/S Value/range Base FIS Value/range
STR1 o o o cl1
STR2 o o o o
NEST 1 1or 1 c2
greater
VNAM o o o c1
VADR o o o o
VALT o o o cl1
bit 5 X X X X
TPY o o o o/\\
VLIS o ct o NHIN
bit 8 X X X X \
bit 9 X X x/ >\ \ \
CEI o i o\ |iaX
ACO o c4 NERNNANERY
SEM o c4 o Fea\
CSR o c4 [ | ok c4 )
CSNC o c4 N\\_"/ Ne cd
CSPLC o c4 N P (9 (Ao
CSPI o c4 NN o ) |4

c1 Shalllbe ‘m’ if ACSI logical node model suppo

c2 Shalllbe five(5) or greater if ACSI logical node m ri\s declared.

c3 Shalllbe ‘m’ if ACSI data set, orting, GOOSE, O i del/support is declared.
c4 Shalllnot be present. Recei@%ﬁf{lm sha asSUNE ot supported.

24.2.212.2 Ge@n
Table 91 defines the

lameList conformance statement

Client-CR Server-CR
melist
f{\ '\ \ Base F/S Value/range Base FIS Value/range
Request
ObjectCl|ass \) m m
ObjectSEaope m m
DomainName o o 242211 m m 24.2.2.11
ContinueAfter o m 242211 m m 24.2.2.11
Response+
List Of Identifier m m 24.2.2.11 m m 24.2.2.11
MoreFollows
Response—
Error Type m m m m

NOTE Object class ‘vmd' (formerly VMDSpecific in MMS V1.0) shall not appear. If a request contains this
ObjectClass, an MMS Reject shall be issued.
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24.2.2.3 Variable access conformance

24.2.2.31 Supporting productions

24.2.2.31.1

AlternateAccessSelection

Table 92 defines the conformance of the alternate access selection.

Table 92 — AlternateAccessSelection conformance statement

AlternateAccessSelection Client-CR Server-CR
Base F/S Value/range Base FIS Value/range

accessYelection o] o] o] m (
comporjent o) o) o) N m\ (‘
index o i o < i
indexRange o] i (o) i\
allElempnts o i \Q R x \ \/
alternat¢Access o] o] & \@\\ \LQ
selectAdcess o o / \o\\
comporjent o) o) ( (7 0 /f{
index o /& \\// /\\ 0\5 i
indexRange o i ) \ P/ i
allElemgnts o % o X
24.2.213.1.2 Variable % \>
Table 93 defines the ¢ iable gcceess.

Ta3 VariableAct

ification conformance statement

Client-CR Server-CR
VarigbleAccessSpecificatio \/\

Bas F/S Value/range Base FIS Value/range
listOfvaliable \ No o o c1
vanableSpe&Qc}a\non\\\ \ o) o] o) c1
alternatle}e%ss \ \ > o) o] o) c1
variableflistName ) \ o] o] o] c2

c1 Shall
c2 Shall

be ‘m’ if ACMort for Logical Node Model is declared.
be ‘m’ if ACSI support for ACSI DataSets, reporting, or logging is declared.
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Table 94 defines the conformance of the variable specification.
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Table 94 — VariableSpecification conformance statement

Client-CR Server-CR
VariableSpecification
Base F/S Value/range Base FIS Value/range
name o] o o] m
address o) o] o) i
variablePescription 0 o [§) i /‘
scatterefdAccessDescription o] X o] /x\\ _
invalidafed o X 0 /\\
24.2.23.2 Read
Table 95 defines the conformance of the read service.
Table 95 — Read conformancg¢ statermen
\ AN
Read /\CHWR> ( ( ) ‘\> Server-CR
Base ﬁs\ \' uelra\{e Base FIS Value/range
Request /’l
specifigationWithResult o \ o(\ > 0
variablgAccessSpecification ( r?/\ m ee 2§>2.2.3.1 2 |m See 24.2.2.3.1.2
Responge N ~
variabld AccessSpecificatiob 0 \ o] o)
listOfAQ cessResu|t< S 2 m W m
24.2.2
Table se of the write service.
ble 96 — Write conformance statement
Client-CR Server-CR
Write
Base FIS Value/range Base FIS Value/range
Reques
variableAccessSpecification m See 24.2.2.3.1.2 See 24.2.2.3.1.2
listOfData m
Response
failure m
success m
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24.2.2.3.4

InformationReport
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Table 97 defines the conformance of the InformationReport service.

Table 97 — InformationReport conformance statement

InformationReport Client-CR Server-CR
Base FIS Value/range Base FIS Value/range
Request
variableAccessSpecification See 24.2.2.3.1.2 See 24.2.2.3.1.2
listOfAdcessResult m /‘
24.2.2{3.5 GetVariableAccessAttributes
Table 98 defines the conformance of the GetVariableAccessAt s\seryic
Table 98 — GetVariableAccessAttributes confor tw ent
GetVpriableAccessAttributes Client-CR \ Server-CR
Base F/S 4%“%3/497\ ase FIS Value/range
A L0
name o o \ \ m
addresg o ’%} m X
Responge \ (\ >
mmsDe]etable ( ry/\ m \) X B m m
addresg A ~ \< ) o X
typeSp¢cification L m \ m m m

24.2.2

Table

eNamedVariableList conformance statement

AN

Client-CR

Server-CR

Base

F/S Value/range

Base

FIS Value/range

Request

variabletistName

B

B

B

B

listOfVariable

variableSpecification

3|3

3|3

3|3

alternateAccess

(o]

(o]

Response

33|33
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24.2.2.3.7 GetNamedVariableListAttributes
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Table 100 defines the conformance of the GetNamedVariableListAttributes service.

Table 100 —GetNamedVariableListAttributes conformance statement

Client-CR Server-CR

GetNamedVariableListAttributes
Base F/S Value/range Base FIS Value/range
Request
ObjectName m m m m
Responge
mmsDeljetable m m m /ﬁ\\ _
listOfVdriable m m m /\\Q
variablgSpecification m m nm \ \1\
alternafeAccess o) m o) i \ >
N

24.2.2/3.8 DeleteNamedVariableList

Table 101 — DeleteNamed

ri@bleList conf

Table 101 defines the conformance of the Del:agleed

riableXist s

Qa e statement

DeleteNamedVariableList

> Client:CR)

Server-CR

Base \

Base

FIS Value/range

Request (

Scope

N

N
listOF VhriableListName L

domainName < B

Responge /\

numberMatched /\

numberPeleted

DeleteNpmedV iaber&

fTS\
NS
=
m,

24.2.2)4 andgement services

24.2.2{4.1 ReadJdurnal

Table tT0Z2and Tabte 103 define the conformance of the ReadJournal service.
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Table 102 — ReadJournal conformance statement

S Client-CR Server-CR
Base F/S Value/range Base FIS Value/range
Request
invokelD m
journalName m
rangeStartSpecification o o m
startingTime o c1 o m
EntrytoStartAfter a o a m
rangeStppSpecification o] m 0
endingTime o c2 o rgn]\( C
numbernOfEntries o o o Q \@
EntryToPBtartAfter o c2 o m\ \
TimeSpecification m \Q N %ﬂ \
EntrySpecification m \ \ \I'R\
Responge / ) \
invokell m K j/ ks \Q A
listOfJodirnalEntry m \ >V / (\ £n> m
entryldentifier o] m \ \ \ )‘n m See 17.3.8.3.1
originatingApplication hﬂ m m
entryCoptent m m(\ > m m
moreFoljows /\ rp/\ m \ o m
c1 At least one shall be pre ent. \&
c2 At least one shall be pre en
a Omntry conformance statement
A\
- l‘}fitx\\ Client-CR Server-CR
(R\ Base FIS Value/range Base FIS Value/range
1 }c’m@keﬁw m m m m
2 a%m\\r‘%a\ X X X X
3 | |entryFom \ m m m m
4 | |data o] m o c1
5 | levent o] m o] o]
6 | currentState o] m o c2
7 | listofVariable o m o c3
8 | variableTag o] m o] c4
9 | valueSpecification o) m o) c4
10 | annotation o m o ci1

c1 Either data or annotation shall be present.

c2 If event is present, then m.

c3 If data is present, then m.

c4 If listofVariable present, then m.
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24.2.2.4.2 InitializeJournal
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Table 104 defines the conformance of the InitializeJournal service.

Table 104 - InitializeJournal conformance statement

Client-CR Server-CR
InitializeJournal
Base FIS Value/range Base FIS Value/range
Request
journalName m m m m
|imitSpe~ifinafinn m m. m m.
limiting[ime m m m pa\(
limitingEntry o o o m ) (
Responge+ \
entriesPeleted m m m m\ \
X
24.2.2)5 File management services
24.2.215.1 FileDirectory
Table {105 defines the conformance of FileDigec
Table 105 — FileDi nfotma statement
\ Chi t-a\ ) Server-CR
FileDirectory (\
as F)S\> \Va}}e/range Base FIS Value/range
Request ,\ A ~
filespecification L 0 \ o)
continugAfter < > 2 o M
Y ERRC ANV NONN
IistOfDi'ectoryEntry/\ m > m m
MoreFdllows \ m m m
24.2.2
Table
Table 106 — FileOpen conformance statement
Client-CR Server-CR
FileOpen
Base FIS Value/range Base FIS Value/range
Request
filename m m
initialPosition o] o
Response+
frsmID
fileAttributes
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