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INTERNATIONAL ELECTROTECHNICAL COMMISSION
COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 10: Conformance testing

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardi mprising
all nfational electrotechnical committees (IEC National Committees). The obj promote
interpational co-operation on all questions concerning standardization in the electfi ields. To
this ¢nd and in addition to other activities, IEC publishes International Sta {[ications,
Techpical Reports, Publicly Available Specifications (PAS) and Guides Pas  “IEC
Publipation(s)”). Their preparation is entrusted to technical committees; a E terested
in the subject dealt with may participate in this preparatory work nd non-
govefnmental organizations liaising with the IEC also participate in fh 5 closely
with [the International Organization for Standardization (ISO) in &ccord hined by
agregment between the two organizations.

2) The flormal decisions or agreements of IEC on technical mattg S rnational
consensus of opinion on the relevant subjects since eac 3 representatlon from all
intergsted IEC National Committees.

3) IEC National
Com t of IEC
Publigations is accurate, for any
misinterpretation by any end user.

4) In or lications
trans iyergence
betwgen any IEC Publicatiopahd the e icated in
the Igtter.

5) IEC provides no marki for any
equigment declared to

6) All ugers should@

7) No ligbility shall ch erts and
mempers of its technical amage or
other bes) and
expe ther IEC
Public

8) Attenti idations is
indis

9) Attenti ubject of
paten

International d IEC 61850-10 has been prepared by IEC technical commitiee 57:

Power pystems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting
57/742/FDIS 57/749/RVD
Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 61850 consists of the following parts, under the general titte Communication networks
and systems in substations:

Part 1: Introduction and overview

Part 2: Glossary

Part 3: General requirements

Part 4. System and project management

Part 5: Communication requirements for functions and device models

Part 6: Configuration description language for communication in electrical substations
related to IEDs

Part 7-[I:  Basic communication structure for substation and feeder equipment - Principles
and models

Part 7-p:  Basic communication structure for substation and feede bstract
communication service interface (ACSI)

Part 7-8:  Basic communication structure for substation and\feede pmmon
data classes

Part 7-4:  Basic communication structure for substatior patible
logical node classes and data classes

Part 8-: D 9506-

Part 9-: Sampled values ovef serial

Part 9-p: (SCSM) - Sampled values over

Part 10

The committee has d his publication will remain unchanged until

g IEC web site under "http://webstore.ie¢.ch" in

the majintenance resu i
the datp related specific

A biling

bnfirmed;
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INTRODUCTION

This part of IEC 61850 is part of a set of specifications which details a layered substation

comm

This p

unication architecture.

art of IEC 61850 defines:

« the methods and abstract test cases for conformance testing of devices used in
substation automation systems, and

« the metrics to be measured within devices according to the requirements defined in

and not

C 61850

IEC 61850-5.
The intended readers are test system developers.
NOTE 1| Tests regarding EMC requirements and environmental conditions are
included|in this part of IEC 61850.
NOTE 2| It is recommended that IEC 61850-5 and IEC 61850-7-1 be read\j i j i i 850-7-2,
IEC 618%0-7-3, and IEC 61850-7-4.
NOTE 3 | Abbreviations used in IEC 61850-10 are listed in Clause
that are felevant for conformance testing.

N

R
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COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 10: Conformance testing

This pa ifi i ' nce of
implemlentations, as well as specific measurement technlques to be ap |ed claring
perfor system
integra icatlons as
intendgd.

NOTE 1| The role of the test facilities for conformance testing and certifying the te are b scope of
this part jof IEC 61850.

NOTE 2 | The test approach and test system design to test a client de s
range of|clients. There are many possibilities to test clients. The
IEC 618%0. It is intended to define client test requirements during

he broad
s part of

2 Ndrmative references

The following referenced documents are\indispe ( ¢ application of this dogument.
For dated references, only the edition i ndated references, the latest|edition
of the referenced document (including

IEC 61850-2, CommunjcatiQn nej

IEC 61850-4, Communication N ) ] ] : em and
project manage

IEC 61 g ation e gnd systems in substations — Part 5: Communication
require '

IEC 61
descripti

iquration

IEC 61
communi

Basic

IEC 61850-7-2, Communication networks and systems in substations — Part 7-2] Basic
comm ...wt.u.. structure—for—substation—and—feeder—eguipment Abstract—eommunication

service interface (ACSI)

IEC 61850-7-3, Communication networks and systems in substations — Part 7-3: Basic
communication structure for substation and feeder equipment — Common data classes

IEC 61850-7-4, Communication networks and systems in substations — Part 7-4: Basic
communication structure for substation and feeder equipment — Compatible logical node
classes and data classes

IEC 61850-8-1, Communication networks and systems in substations — Part 8-1: Specific
communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1 and ISO 9506-2)
and to ISO/IEC 8802-3
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IEC 61850-9-1, Communication networks and systems in substations — Part 9-1. Specific
Communication Service Mapping (SCSM) — Sampled values over serial unidirectional
multidrop point to point link

IEC 61850-9-2, Communication networks and systems in substations — Part 9-2: Specific
Communication Service Mapping (SCSM) — Sampled values over ISO/IEC 8802-3

ISO/IEC 9646-1, Information technology — Open Systems Interconnection — Conformance
testing methodology and framework — Part 1: General concepts

ISO/IEC 9646-2, Information technology — Open Systems Interconnection — Conformance
testing methodology and framework — Part 2: Abstract test suite specification

ISO/IEC 9646-4, Information technology — Open Systems Interconnecfion —\Confefmance
testing|methodology and framework — Part 4: Test realization

pmance

ISO/IEC 9646-5, Information technology — Open Systems Interco
est clients

testing|methodology and framework — Part 5: Requirements oy
for the [conformance assessment process

ISO/IEC 9646-6, Information technology — Open System ectiony— Confofmance
testing|methodology and framework — Part 6: Protocolp S [cati

3 Terms and definitions

For thg purpose of this document, the as well

as the following definitions apply.

3.1
Factory Acceptance Tes
FAT
customler agreed functio f mation
system| or its p S, P set, for the planned application as specified in a
specifig custom{%e i'be carried out in the factory of the manufacturer
or othef agreed-u of process simulating test equipment.

3.2

hold poi

point, g without
the app written
notice or his
represq tivity.
3.3

interoperabitity
ability of two or more IEDs from the same vendor (or different vendors) to exchange
information and use that information for correct co-operation.

A set of values having defined correspondence with the quantities or values of another set.

3.4

Model Implementation Conformance Statement

MICS

details the standard data object model elements supported by the system or device
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3.5
negative test
test to verify the correct response of a system or a device when subjected to:

— |EC 61850 series conformant information and services which are not implemented in the
system or device under test;

— non IEC 61850 series conformant information and services sent to the system or device
under test

3.6

Protocol Implementation Conformance Statement

PICS

summary of the communication capabilities of the system or device to b

3.7
Protocpl Implementation eXtra Information for Testing
PIXIT
the Protocol Implementation eXtra Information for Testinig~ndocument cogtains system or
device [specific information regarding the communication _capabihiil system or| device
to be fested and which are outside the scope of tp § ies™The PIXIT| is not
subjecfl to standardisation.

3.8
routinrl test

perfor peration and safety

3.9
Site Agceptance Test
SAT

verificg(ion of each data
betwe

n the SAS and i
paramgter set @ i
for the [SAS bein i

3.10
system

verificatti
conditipnse

belong

A\S and
he final
ndition

lication
EFDs as

3.1
test equipment
all toc(>1$ and instruments which simulate and verify the input/outputs of the operating
environment of the SAS such as switchgear, transformers, network control centres or
connected telecommunication units on the one side, and the serial links between the IEDs of
the SAS on the other

3.12

test facility

organisation able to provide appropriate test equipment and trained staff for conformance
testing. The management of conformance tests and the resulting information should follow a
quality system.

3.13

type test

verification of correct behaviour of the IEDs of the SAS by use of the system tested software
under the test conditions corresponding with the technical data
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The type test marks the final stage of the hardware development and is the precondition for
the start of the production. This test is carried out with IEDs, which have been manufactured

through the normal production cycle.

3.14
witness point

point, defined in the appropriate document at which an inspection will take place on an
activity. The activity may proceed without the approval of the initiator of the conformance test.
The test facility provides a written notice to the initiator at an agreed time prior to the witness
point. The initiator or his representative has the right, but is NOT obligated, to verify the

witness point.

4 AtJbreviated terms

ACSI Abstract Communication Service Interface
ASDU Application Service Data Unit

BRCB Buffered Report Control Block

CDC Common Data Class

CT Current Transducer

DTD Document Type Definition

DUT Device Under Test

FAT Factory Acceptance Test

Gl General Interrogation

GoCB

GOOS § Events

GSE

GSSE

GsCB

HMI

ICD

IED

IP

LCB ag Control Block

LD Logical Device

LN Cogical Node

MC MultiCast

MCAA Multicast Application Association

MICS Model Implementation Conformance Statement
MMS Manufacturing Message Specification (ISO 9506 series)
MSVCB Multicast Sampled Value Control Block

PICS Protocol Implementation Conformance Statement
PIXIT Protocol Implementation eXtra Information for Testing
RTU Remote Terminal Unit

SAS Substation Automation System
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SAT Site Acceptance Test

SAV Sampled Analogue Value (IEC 61850-9 series)
SCADA Supervisory Control And Data Acquisition
SCD Substation Configuration Description.
SCL Substation Configuration Language
SCSM Specific Communication Service Mapping
SGCB Setting Group Control Block

SoE Sequence-of-Events

SSD System Specification Description

SUT System Under Test

SV Sampled Values

SVC Sampled Value Control

TCP Transport Control Protocol

TPAA

URCB

XML

5 Introduction to

Two Party Application Association
Unbuffered Report Control Block
USVCH Unicast Sampled Value Control Bl
uTtcC Coordinated Universal {ime
VT Voltage Transducer

eXtensible Markup Languag

proper
uitable

bpment

pe test

51 eneral

There

running sigried according the specific needs of a customer. S
test stg process.

The qu the producer/supplier forms the basis of reliable testing in devel
and prd

Many iptetnal tests™during the development of a device (or a system kit) result in a ty
(unit lepeltest) performed at least by the provider and — if required by applicable stan

jards —

by an independent test authority. In the context of this document, the term type test is
restricted to the functional behaviour of the device.

Continuing routine tests in the production chain are necessary to ensure a constant quality of
delivered devices in accordance with the quality procedures of the producer.

A conformance test is the type test for communication and — since communication establishes
a system — the system related test of the incorporated IEDs. As a global communications
standard, the IEC 61850 series includes standardised conformance tests to ensure that all
suppliers comply with applicable requirements.
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Type tests and conformance tests do not completely guarantee that all functional and
performance requirements are met. However, when properly performed, such tests
significantly reduce the risk of costly problems occurring during system integration in the
factory and on-site.

Conformance testing does not replace project specific system related tests such as the FAT
and SAT. The FAT and SAT are based on specific customer requirements for a dedicated
substation automation system and are done by the system integrator and normally withessed
by the customer. These tests increase the confidence level that all potential problems in the
system have been identified and solved. These tests establish that the delivered substation
automation system is performing as specified.

5.2 Conformance test procedures

In gengral, conformance testing of the communication behaviour of g ess the

functiopal requwements and performance requirements of typlcal S pted by

these ¢ which

are use
Ds in a
ossible
es, but
Id-wide
uld be
on and

nis part
pact of

may be
testing

ing the
unction
ddition,
perfornpance classes are addressed.

Since the IEC 61850 series defines no new communication stacks, the conformance to all
seven ISO/OSI layers may be proven by documentation that communication stack software
compliant with the corresponding specifications is implemented and may have been pre-
tested and optionally certified. In the standard conformance test, only the application
according to ACSI can be tested.

5.3 Quality assurance and testing
5.3.1 General

In order to assure the quality during conformance testing, a quality assurance system has to
be in place. This shall be clearly demonstrated by the test facility. This applies to the quality
systems of all sub-suppliers.
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In general, quality surveillance is used to monitor and verify the status of components during
all phases of the conformance tests. For this purpose, inspections are carried out, based on
hold and witness points that are indicated by the initiator or its representative in the test and
the inspection plan that is supplied by the test facility. These inspections are process-related
and will provide information and confidence on the quality of the tests. Quality surveillance
will reduce the risks of failure during the FAT and SAT.

5.3.2 Quality plan
5.3.21 Conformance test quality plan

The test facility will supply, for evaluation, a quality plan for the conformance test.

The copformance test quality plan shall meet the requirements of 1ISO~9001. n shall
budget,
and its

organidation, time, information and quality. There is only one plan
sub-suppliers.

The copformance test quality plan shall also contain the folJowi

— A complete and detailed description of the work s S p ensure fthat all
verifiable activities will fulfil all applicable requifemg ions as stated in the
scope of work during the time allowed.

— A detailed description of all tasks { f erences to the schedule,
an pverview of the involved staff, ials thods™as well as relevant methods
and procedures.

— A (etailed description of the
responsibilities of mentioned staff\dur
desgcription shall include\all tests, \
stages of the tests and\the'x
parf of the test and

— A method for randhng deviahi anges, and modifications during all stages of the test.
— A sign off pru eN\and a“descrption of the documentation to be supplied.

uding the assignments, tasks and
nt stages of the test programs. The
esearch and audits during the parious
wWill take place. These descriptions| will be

5.3.2.2

The co|
test fadili

lan, the

— whas
— the

— the| procedures and standards to which inspections, tests and registrations will be

pertermed:

— the expected results of the inspections and tests;
— by whom the inspections, tests and registrations will be performed.

The test facility is responsible for the correct and timely performance of all activities
mentioned in the test and inspection plan.

The test facility shall provide a proposal for so-called hold, witness and review points in the
test and inspection plan.
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There are several methods to perform a hold or withess point. The initiator of the
conformance test or a representative can be present during the execution of a test or
inspection. It is also possible to review the associated quality documents, e.g. checklists,
verification and validation documents. This review can take place at the test facility’s site
during the execution of a test or inspection can be made at the initiator’s site in which case
the test facility shall provide all relevant documentation to the initiator.

All hold and witness points will be announced by the test facility at least a predefined time
before they take place. A period of at least one week is recommended, depending on the time
needed for making travel arrangements and the availability of the needed resources.

5.3.2.3—Auditsrequested-by-initiatot

The inifiator of a conformance test has the right to conduct audits on the quah h of the
test fagility and its sub-suppliers. The test facility shall co-operate &n i s to all
locatiops applicable for the conformance test. The initiator’s r|ght 19 ity of the
conformance test does not dismiss the test facility from its resp

agreea blicable

third pgrties and sub-suppliers.

5.4 Testing
5.4.1 General

hbilities
ces for

Confor
identifi
testing| the following shal)/be prow

— devjice ready for test]
— Profocol Implemen
PICS profor @,
— Projocol Im
- Mo
- insI

1) Static cenformancexequi i i i i fulfil);
rotocol

own as

usgd for-a certaim implementation).

The static and dynamic conformance requirements shall be defined in a Protocol
Implementation Conformance Statement or PICS. The PICS serves three purposes:

1) selection of the appropriate set of tests;
2) ensure that the tests appropriate to a claim of conformance are performed;
3) provide the basis for the review of the static conformance.

A standard PICS shall be supplied.

Concrete PICS shall be as defined for the SCSMs.


https://iecnorm.com/api/?name=cae6b7047041e69246790e38f7a9c97f

61850-10 O IEC:2005(E) -15 -

A Model Implementation Conformance Statement or MICS shall be provided detailing the data
object model elements supported by the system or device. The MICS is implemented in the
file SCD (Substation configuration description) according to IEC 61850-6.

In addition to the PICS, a Protocol Implementation eXtra Information for Testing or PIXIT
document shall be provided.

The process of assessing the conformance is shown in Figure 1.

( Start \ Static

conformange
‘ < requirements
bICS Static N\ \1\

\
con:g\;irlgsvnce DyN m\lé
MICS conformande
equirements
\ +

A

A\ 4

Conformange
test suite

PIXIT

si¢ intereonnectipn testing
apability\t&sting
ehaviouy testing

\/\\/Analysis of results <

Final conformance review
Synthesis and conclusion
Test report production

#\Céntrol flow ‘
— Data flow k End )

A

W

IEC 598/05

Figure 1 — Conceptual conformance assessment process
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5.4.2 Use of SCL files

The DUT shall be delivered with an ICD file.

The test entity shall generate from the ICD file, the corresponding SCD file based on the
configuration of the test system. If the test entity requires that the initiator of a conformance
test also provides the SCD file, then the test entity shall provide the SSD file and the SCD file
of the test system.

5.4.3 Device testing
ASingl device na e Qniormance 1e ed_aqain a2 single te device

NOTE The device test may require a base load generator. The definition of base load fS\beyond the\scope of this
part of te IEC 61850 series. The use of priorities according to IEC 61850-8-1 and | 61850(9-2mitigate$ the use
of base Ipad simulation for time critical information exchange like for GSE and samg alue exchagge.

of the

50-7-4,

— tesf of communication stack imp 3 i i 50-8-1,

genleral.

5.5 Documentatio

ng and
ndards
b other
'l:ion. A

cluded

ing the

conformance tests.

£
I

— Name-and=addressof-thevendor:
— Name and address of the initiator of the conformance test (if different from vendor name).
— Name of the tested device.

— All of the variants (hardware, firmware, etc.) of the tested device.

— Name and address of the test facility.

— Date of issue of the test report.

— Name and signature of the tester.

— Unique reference number.

— Alist of test items performed to verify conformance.

— Comments and problems found.
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- For

each test item, the following subjects shall be documented:

« description of the test item with the objective of the test, the procedure how to perform
the test and the expected result;

reference to the IEC 61850 series Part, Clause and Subclause;

unique identifier per test item;

« test result: Passed, Failed, Inconclusive, Not applicable or <empty> = not tested;

« comparison of the test result to the expected result.

Changes or alterations to the device made at any point in the test, particularly those made to
correct a test deficiency, shall be completely described. The consequences and requirements

of re-tg
and tes

Conformmance test documentation shall be supplied to the initiator.

6 De

6.1 (

6.1.1 Test methodology

Communication testing needs at municate with each
Compré¢hensive interoperability testing not feasible. Therefq
test copcept shall include test devices, ts Figurati and test scenarios. The d
behavipur should be tested properly by usi afi test cases

NOTE Messages have to be/gexerated munication capabilities. Hardwired stimuli (
voltages| currents, etc.) and stimuli co if\applicable should be used if applicable
Special attention shall A equipment such as star-couplers, sy
etc. wh s of the standard but not introduce ad

GOOS

Verificqti
test eve

6.1.2

In orde
which

device
genera

ich shall support all re
contingencies | i .

sting of a server device — If required — shall be specified In corresponding tes
t reports.

vice related conformance testing

General guidelines

e’ of the communication method (client;
shall be considered properly in the test proc
e of GOOSE messages) is not part of a confo
uch analysis.

-, GSSE, e

t plans

other.
re, the
ynamic

tontacts,

itches,
ditional
server,
pdures.
rmance

gure 2,
DUT, a

iate and

on the

networ

Jster for

time synchromsatlon (the t|me sync master) An optlonal HMI on the network may be used for
independent monitoring of the test system. The optional HMI may include a network

monitoring facility and the engineering software on a system and device level.

analyzers shall be used to monitor the system for errors during testing.

Network
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Load simulator
Time sync

Messages for
- Background flow l
- Tirne sync

HMI
monitor

Communiication

Einary
analogue

—-

l T Message

binary

DUT'] | analogue !

Station bus

test
test
test

are givensn Annex A

Process bus

test sync

Einary

System applied

Einary

analogue

DUT 2 | analogue

|_0

System
configurator

IEQ 599/05

test system shall provide conpection

bclause describes the test procedure requirements, test structure, the test casep (what
tésted), the"format and a few examples of test procedures (how to be tested

which

6.2.2

Test procedure requirements

The test procedure requirements are:

The test cases describe what shall be tested, the test procedures describe how a test
engineer or a test system shall perform the test.

Test cases

include a

document(s).

reference to the applicable paragraph(s)

in the referenced

The test results shall be reproducible in the same test lab and in other test labs.

Support automated testing with minimal human intervention, as far as reasonably possible.
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— The tests shall focus on situations that can’t easily be tested during, for example, a factory
or site acceptance test, and prevent inter-operability risks, for example:

« check behaviour of the device on delayed, lost, double and out of order packets,
e configuration, implementation, operation risks,

¢ mismatching names, parameters, settings, or data types,

* exceeding certain limits, ranges or timeouts,

« force situations to test negative responses,

check all (control) state machine paths, and

« force simultaneous control operations from multiple clients.

— Thg ACSI tests focus on the application layer (mapping).

— Thg Device Under Test (DUT) is considered as a black
conpmunication interface are used for testing.

nd the
— Thg test includes testing the versions, data model and copfigurationfi use of
applicable ISO 9646 series terminology.

he test
les are

The tept procedures shall be formatted as outlined in
procedpires document can also be used as test repo

depictegd in Annex A.
@ Test purpose, e.g. tejst if

L
— | Test reference: association is set up
<ACSI-model><P/N[p/s]><nu r> correctly
e.g. RptP3
/\\&/\ : Tes}t result
h\ eferen W /
Te/ét rdference Tesy/purpose ICIa e850d osggllaeﬂése / O/Passed
\>/< « O Failed

\ O Inconclusiv
Ref. Phrt Clause an&Subuslause(of YEC.64850
Expected res Definition of the expected
behavior after a step
Test d ipti
Leécm}ﬂok Step by step description of how
to perform the test

Commpi __—— | Area for comments during testing,

€.g. Tound problems and remarks

W

D

Figure 3 — Test procedure format IEC 600/05

6.2.3 Test structure
The server test cases are structured as follows:

a) Documentation and version control (IEC 61850-4).
b) Configuration file (IEC 61850-6).
c) Data model (IEC 61850-7-3 and IEC 61850-7-4).


https://iecnorm.com/api/?name=cae6b7047041e69246790e38f7a9c97f

- 20 - 61850-10 O IEC:2005(E)

d) Mapping of ACSI models and services (IEC 61850-7-2 and applicable SCSM); the

corresponding subclauses that define the abstract test cases are given in brackets:
— application association model (6.2.4.6)

server, logical device, logical node, and data model (6.2.4.7)
data set model (6.2.4.8)

substitution model (6.2.4.9)

setting group control model (6.2.4.10)

reporting model (6.2.4.11)
log model (6.2.4.12)

— peneric substation events model (6.2.4.13)

— fransmission of sampled values model (6.2.4.14)
— ontrol model (6.2.4.15)

— fime and time synchronization model (6.2.4.16)
— file transfer model (6.2.4.17)

— combination test case (6.2.4.18)

6.2.4 Test cases to test a server

6.2.4.1 General

This pgrt of the IEC 61850 series specifies abs est ¢a (see 6.2.4.6 t0 6.2.4.1
abstradt test cases shall be used for thedefinitian, e { procedures to run in tests.

NOTE The concrete syntax of test cases depends \Q e environment, i.e., mainly on the t
languagg. The concrete test cageés are to/beprovided b st facil{ies agreed upon by the market participa

6.2.4.2 Documentatign an : ~ est procedure overview
Check |f the ma PIXIT documentation and hardware and s
versions of the DUT nia

B). The

pst script
nts.

bftware

6.2.4.3
Test if ding to
IEC 61
Check igufation file corresponds with the actual data, data types and services
expose
Changp end=uset buufigwqb:c pqlalllctcla imrthe—SEb L,unfigmatiun fiic, uunfiymc the DUT

using the SCD configuration file (using the supplied configuration tool) and check the

configuration using online services corresponds with the SCD file.

6.2.4.4 Data model test cases
The data model test cases shall

— verify the presence of mandatory objects for each LN (presence = M, optional =
conditional = C);
— verify that conditional objects are present and correct;

— verify the data type of all objects for each LN; and

O, and

— verify that data attribute values from the device are in the specified range (this is a

continuous effort during the whole conformance test).
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The test result is a list of object references with data type, common data class, data attribute
type, M/O/C presence indication (from IEC 61850-7-3 and IEC 61850-7-4), snapshot attribute
values and applicable error indication.

The data model extensions shall be checked according to the standardised extension rules
including the use of namespaces. The manufacturer-specific data model extensions shall be
documented. To enable this, the MICS shall include definitions of the specific logical nodes,
common data classes and data attribute types in the same format as IEC 61850-7-3 and
IEC 61850-7-4. These definitions are found also in the ICD file and by the response of the
service GetDirectory if applicable.

The data_model mapping shall be verified:

— verify the name length and the object expansion;

— verify the organisation of the functional components;
— verify the naming of the control blocks and logs.
6.2.4.5 Mapping of ACSI models and services test ca

Test items shall be grouped together in tables. The tables
in the models in 5.2 of IEC 61850-7-2:

ervices specified

— Application association (Ass);

— Ser)er, Logical device, Logical no¢ odel (Srv);
— Datp set model (Dset);

— Setjing group model (Sg);
— Report control model (

— Log control model (Log

— Control mod@
— Substitution mede

negative.= verifteation of abnormal conditions, typically resulting in response—

A test case 1S mandatory when ihe applicable ACST model and ATST service 1s supported by
the DUT. This is specified in the PICS according to IEC 61850-7-2, Annex A. The test result
interpretation (passed/failed) depends on the declared IED capabilities e.g. in the ICD file as
well as on the test result.

6.2.4.6 Application association model
6.2.4.6.1 Positive test cases

The test cases listed in Table 1 shall apply.
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Table 1 — Positive test cases

Test case Test case description
Ass1 Associate and release a TPAA association (IEC 61850-7-2 Subclause 7.4)
Ass2 Associate and client-abort TPAA association (IEC 61850-7-2 Subclause 7.4)
Ass3 Associate with maximum number of clients simultaneously (PIXIT)
6.2.4.6.2 Negative test cases
The test cases listed in Table 2 shall apply.
Table 2 — Negative test cases
A (-\
Test case Test case description < \
AssN1 Check that with incorrect authentication parameters and authentjcati rned-onat sexverY'the
association fails, and with authentication turned off the server associa IEC61850-7-2, Supclause
7.4)
AN
AssN2 Check that with incorrect association parameters at server C”W W fails (IEC|61850-7-
2 Subclause 7.4, PIXIT)
AssN3 Disconnect the communication interface, the DUT {hall(d'é}ectN IMh}h a specified peripd
AssN4 Interrupt and restore the power su%ly, the D@M}/epm as§\wiation request when regady
X ),
6.2.4.7 Server, logical device, logical nade, and dat odel
6.2.4.71 Positive test cases
The tedt cases listed in Table all
Table ive test cases
Test case \’fest case description
Srvi Request}i<8e "DiveCToN(VQBIGAL-DEVICE) and check response (IEC 61850-7-2, Subclguse 6.2.2)
Srv2 For ea rverDirec ry(LO ICAL-DEVICE) response, issue a GetLogicalDeviceDirectofy request
respohsey(! -7-2, Subclause 8.2.1)
Srv3 eac%@%o |caWD|rectory response, issue a GetLogicalNodeDirectory(DATA) requpst and
\c\e k ragpe C 61850-7-2, Subclause 9.2.2)
Srv4 For\e&h WNodeDirectory(DATA) response, issue a
GetDataDirectory request and check response (IEC 61850-7-2, Subclause 10.4.4)
- tPxataDefinition request and check response (IEC 61850-7-2, Subclause 10.4.5)
— GetDataValues request and check response (IEC 61850-7-2, Subclause 10.4.2)
Srvbs Issue one GetDataValues request with the maximum number of data values and check response
Srv6 For each write enabled DATA object, issue a SetDataValues request and check response
(IEC 61850-7-2, Subclause 10.4.2)
Srv7 Issue one SetDataValues request, with the maximum number of data values and check response
Srv8 Request GetAllDataValues for each functional constraint and check response (IEC 61850-7-2,
Subclause 9.2.3)
6.2.4.7.2 Negative test cases

The test cases listed in Table 4 shall apply.
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Table 4 — Negative test cases

Test case

Test case description

SrvN1

Request the following data services with wrong parameters (unknown object, name case mismatch,
wrong logical device or wrong logical node) and verify response— service error

— ServerDirectory(LOGICAL-DEVICE) (IEC 61850-7-2, Subclause 6.2.2)
— GetlLogicalDeviceDirectory (IEC 61850-7-2, Subclause 8.2.1)

— GetlLogicalNodeDirectory(DATA) (IEC 61850-7-2, Subclause 9.2.2)

— GetAllDataValues (IEC 61850-7-2, Subclause 9.2.3)

— GetDataValues (IEC 61850-7-2, Subclause 10.4.2)

— SetDataValues (IEC 61850-7-2, Subclause 10.4.3)

— GetDataDirectory (IEC 61850-7-2, Subclause 10.4.4)
— GetDataDefinition (IEC 61850-7-2, Subclause 10.4.5)

SrvN2 Request SetDataValues of ENUMERATED data with out-of-range valu verify re on}e< service
error (IEC 61850-7-2 Subclause 10.4.2)

SrvN3 Request SetDataValues with mismatching data type (e.g. int-float) a rify\response sMice error
(IEC 61850-7-2 Subclause 10.4.2)

N

SrvN4 Request SetDataValues for read-only data values and verify reSpohse rvice eyror (IEC 61850-7-2
Subclause 10.4.2)

6.2.4.8 Data set model G

6.2.4.81 Positive test cases

The tegt cases listed in Table 5 shall apply

W&v test cases

Test case \ \(Me description
Dset1 Requ ctor D)\Q\}ET) and check response (IEC 61850-7-2 Subclause 9.2.2)
For eac
- stvand check response (IEC 61850-7-2 Subclause 11.3.2)
est and check response (IEC 61850-7-2 Subclause 11.3.6)
Dset2 R pe isWDataSet with one member and with maximum possible members gnd
c se\(lTE 1850-7-2 Subclause 11.3.4) and verify that the persistent data set is \|isible for
A

Dset3 AN

RW
check res
visiblefor angther client

a\non-pergistent CreateDataSet with one member and with maximum possible members and
pogse C 61850-7-2 Subclause 11.3.4) and verify that the non-persistent data sef|is not

Dset4 Create arMelete a persistent dataset, create the dataset again with the same name with on¢ extra
data value/re-ordered member and check the members

Dset5 Create and delete a non-persistent dataset, create the dataset again with the same name with one
extra data value/re-ordered member and check the members

Dset6 Create a non-persistent dataset, release/abort the association, associate again and check the dataset
has been deleted (IEC 61850-7-2 Subclause 11.1)

Dset7 Create a persistent dataset, release/abort the association, associate again and check the dataset is
still present (IEC 61850-7-2 Subclause 11.1)

Dset8 Create and delete a persistent data set and verify that every data set can be created normally; repeat
the process of creating and deleting one time

Dset9 Create and delete a non-persistent data set and verify that every data set can be created normally;
repeat the process of creating and deleting one time

Dset10 Verify SetDataSetValues/GetDataSetValues with GetDataValues and SetDataValues
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Negative test cases

The test cases listed in Table 6 shall apply.

Table 6 — Negative test cases

Test case

Test case description

DsetN1

Request the following data set services with wrong parameters (unknown object, name case mismatch,

wrong logical device or wrong logical node) and verify response— service error:
- GetDataSetValues (IEC 61850-7-2 Subclause 11.3.2)

- SetDataSetValues (IEC 61850-7-2 Subclause 11.3.3)

- CreateDataSet (IEC 61850-7-2 Subclause 11.3.4)

- DeleteDataSet (IEC 61850-7-2 Subclause 11.3.5)
- GetDataSetDirectory (IEC 61850-7-2 Subclause 11.3.6)

[N

DsetN2 Create a persistent dataset with the same name twice, and verify resp6n Nerv e}x@r
DsetN3 Create a non-persistent dataset with the same name twice, and \}eﬂtx\sp s&seb\t{e r
DsetN4 Create more than maximum number of persistent data sets and\@rifyﬁs&ns\?\ s§¢\\n9&error
DsetN5 Create more than maximum number of non-persistent data{ts\an\NeMspoke service error
DsetN6 Cregte a persistent dataset with more than maximu e\\bers Mfy response—
service error
DsetN7 Creqte a non-persistent dataset with more thaﬁzﬂl\Wmﬂe}ﬁ\mMars and verify resgonse—
service error
DsetN8 Create a persistent dataset with {an\ ﬁ\embe anc}\ver\fyjre nse-— service error
DsetN9 Create a non-persistent dataset wﬂﬁnkw\fqemBG\rS, M‘y response— service error
DsetN1 Delete a (pre-defined) non-deletabée da)a@t,%\qrif}xgsponse— service error
DsetN1 Delete a persisteWaset}M& }a\nd ny esp&»{ service error
DsetN12 Delete a non- pers ent aset tvN\{nd venfy\ﬂeé/ponse service error
DsetN13 Delete a data f\l\\e?@ W&K class, and verify response— service error (IHC 61850-
7-2 Sub};@us 11
DsetN14 Requ tS Da?isi-t\aﬁ\\éag\et/lth one or more read-only members, and verify regponse—
service
6.2.4.9
6.2.4.9 € test cases
The teg Table 7 shall apply
Table 7 — Positive test cases
Test case Test case description
Sub1 Disable subEna and set subVal, subMag, subCMag, subQ and verify that the substituted values are
not transmitted when subEna is disabled and are transmitted when subEna enabled (IEC 61850-7-2

Subclause 12)

Sub2

Verify that in case the association fails, the substituted values shall remain unchanged

6.2.4.9.2

Negative test cases

The test case listed in Table 8 shall apply.
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Table 8 — Negative test cases

Test case Test case description

SubN1 Verify setting of subVal, subMag, subCMag, subQ (if subEna is true) results in an immediate value
change of the corresponding process attribute(s) (Clause 12)

6.2.4.10 Setting group control model

6.2.4.10.1 Positive test cases

The testeaseststedirtable-9-shalapphy-
Table 9 — Positive test cases /\Q( %
Test case Test case description \ \
Sg1 Request GetLogicalNodeDirectory(SGCB) and check response+
NN
Sg2 Verify the following setting group state machine path (IEC £185€- se 13 §nd Figure 18);

— SelectEditSGValues
— Use SetSGValues [FC=SE] to change valugs

— Use GetSGValues [FC=SE] to verify the new valugs
— ConfirmEditSgValues /\6'\
Sg3 Verify the following setting groupstate in:a path (IE@CIause 13 and Figure 18);
— SelectActiveSG of the first se{ting gro

— Use GetSGValues [FC=SE] to verify thattie values are of the first setting group

— Repeat for %H setting groups

Sg4 Verify that after lgss ofasgociati e cM}a usg SelectEditSg again to copy the values fo the edit
buffer (IEC 61,&{50 2 Clayse 13.3.

t cases

~~—"
6.2.4.1p.2 Nm@

The tegt cases ligte

shallapply.

able 10 — Negative test cases

Test caée\ \\ X Test case description

SgN1 e§ the oMng setting group services with wrong parameters (out of range values, or fon
null setting group) and verify response— service error

— SelectActiveSG (IEC 61850-7-2 Subclause 13.3.2)
SelectEditSG\/ a3lues (IC{‘ 84850.7.2 Subclauss 1'1.’1.’2)

— SetSGValues (IEC 61850-7-2 Subclause 13.3.4)

— ConfirmEditSgValues (IEC 61850-7-2 Subclause 13.3.5)

— GetSGValues (IEC 61850-7-2 Subclause 13.3.6)

— GetSGCBValues (IEC 61850-7-2 Subclause 13.3.7)

SgN2 Request SetSGValues on an active setting group (FCDA or FCD with FC=SG), verify response—
service error

SgN3 Request SetSGValues (FC=SE) and then SelectEditSGValues another setting group, verify that
changes will be lost

SgN4 Request SelectEditSGValues of the first setting group, change one value and SelectEditSgValues of
the second setting group without (ConfirmEditSgValues). Verify the response—
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Reporting model

Positive test cases

The test cases listed in Table 11 shall apply.

Table 11 — Positive test cases

Test case

Test case description

Rpt1

Request GetLogicalNodeDirectory(BRCB) and check response
Request GetBRCBValues of all responded BRCB’s

Verify t

general
anews

number

Rpt2 RQ{'IIIIQQf Getl ogicalNodeDirectary(IIRCR) and check response
Request GetURCBValues of all responded URCB’s (
Rpt3 Verify the reporting of optional fields of a URCB
Configure/enable a URCB with all useful optional fields combinations: pr-time-
stamp, reason-for-inclusion, data-set-name, data-reference, buff
(IEC 61850-7-2 Subclause 14.2.3.2.2.1), force/trigger a report he
enabled optional fields (IEC 61850-7-2 Subclause 14.2.1) .
Rpt4 Verify the reporting of optional fields of a BRCB (see Rpt3§\ \ \ B
N
Rpt5 Verify the trigger conditions of a URCB
= Configure and enable a URCB with all useful } : port-time-
stamp, reason-for-inclusion, data-set-na rylD and
check the reports are transmittad accord 5:
e on integrity
e on update (dupd)
* on update with integrity
» on data change (dchg)
» on data angrquality change
* on data 3
« on d i B A shall be
trans i e
— Xari
- Q jenerated
- rify that re y sent when RptEna is set to True. (IEC 61850-7-2 $ubclause
14.2.229), w ing is disabled no reports shall be transmitted
Rpt6 Veri he\:\rig\%erwdihxsqs of a BRCB (see Rpt5)
Rpt7 General intettogation Tey URCB
< Settingt | attribute of an URCB shall start the general-interrogation process. One report yith the
rre atg v will be sent. After initiation of the general-interrogation, the Gl attribute if reset to
Falde(IEC 61850-7-2 Subclause 14.2.2.13)
Rpt8 GeneraMogation for BRCB
See Rpt7.
Rpt9 Segmentation of reports

hat if a long report does not fit in one message, the report is split into sub-reports. Enable

sequence-number and report-time-stamp optional field and check validity of (IEC 61850-7-2 Subclause
14.2.3.2.2.5):

SeqNum (not changed)

SubSeqNum (0 for first report, incrementing, roll-over)

MoreSegmentsFollow

TimeOfEntry (not changed as SeqNum is not altered) (IEC 61850-7-2 Subclause 14.2.3.2.2.9)

Verify that an update of a data value during sending of a segmented report caused by an integrity or
-interrogation trigger can be interrupted by a report with change of one of the data values with

equence number. (IEC 61850-7-2 Subclause 14.2.3.2.3.5)

A new request for general-interrogation shall stop the sending of remaining segments of the Gl-report
that is still going on. A new Gl-report shall start with a new sequence number and the sub-sequence

shall be 0 (IEC 61850-7-2 Subclause 14.2.3.2.3.4)
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Test case Test case description
Rpt10 Configuration revision (IEC 61850-7-2 Subclause 14.2.2.7)

—  Verify that ConfRev represents a count of the number of times the configuration of the data

set referenced by DatSet has been changed. Changes that are counted are:
. deletion of a member of the data-set
. re-ordering of members in the data-set
ConfRev shall never be 0 (zero).

—  Verify that after a restart of the server, the value of ConfRev remains unchanged (IEC 61850-
7-2 Subclause 14.2.2.7)

- Verify that configuration changes of data sets due to processing of services are not allowed,
\JIIGIIHUO lU UC la’\cll IIIlU Cl\.rb\.l\.llll. IUI Lllc UUIIII\UV darc lIIUQU IIICI\JC var mreart SUCh aS
system configuration (IEC 61850-7-2 Subclause 14.2.2.7, Note) (0 I‘\

Rpt11 Buffer Time (IEC 61850-7-2 Subclause 14.2.2.9)

— Verify that in the case where a second internal notification ¢ a DATA-
SET has occurred prior to the expiration of BufTim, the s ?ubclause
14.2.2.9) :

. shall for status information behave as if BufTi send the
report, restart the timer with value BufTim and p

. may for analogue information behave as if nsmit the
report for transmission, restart the time e second
notification or

» may for analogue information substitate ith the new
one.

—  Configure Buffer Time t ange of multiple datasetfmembers
within buffer time. Server eport per buffer time with all the data
values changes since last r.

—  Verify that the value 0 that the buffer time attribute is jhot used.
(IEC 61850-7-2 Subclaus

—  Verify that t BufTm~ya ontainyat least the value 3 600 000 (= ong hour in
milliseconds)

Rpt12 athie EC 64850-7-2 Subclause 14.2.2.5 and Figure 20)
the association is released
fter the association is lost
ceifed while not associated are now received in the corfect order
b€lause 14.2.1, IEC 61850-7-2 Subclause 14.2.2.5)
t PurgeBuf to True before enabling the reporting. No stored buffered
shall' bexsend (IEC 61850-7-2 Subclause 14.2.2.14)
ered events are sent before an integrity or general-interrogation feport can
850-7-2 Subclause 14.2.3.2.3.3, IEC 61850-7-2 Subclause 14.2.3.2.314)
thaty after changing DatSet, the report buffer is purged. (IEC 61850-7-2 $ubclause
orce) buffer overflow, the OptFlds buffer-overflow shall be set in the first report that is sent
witlr'events that occurred after the overflow. (IEC 61850-7-2 Subclause 14.2.3.2.2.8)

6.2.4.11.2

The test c

Negative test cases

ases listed in Table 12 shall apply.
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Table 12 — Negative test cases

Test case Test case description

RptN1 Request GetxRCBValues with wrong parameters and verify response— service error (IEC 61850-7-2
Subclause 14.2.3.3.2)

RptN2 Configure reporting but omit setting one of the trigger options (dchg, qchg, dupd, integrity). When
enabled, only one report is transmitted (the Gl). No reports shall be sent when generating events
(IEC 61850-7-2 Subclause 14.2.3.2.2.9)

RptN3 Setting the integrity period to 0 with TrgOps = integrity will result in no integrity reports will be sent
(IEC 61850-7-2 Subclause 14.2.2.12)
RptN4 Incorrect configuration of a URCB: configure when enabled, configure ConfRev and SgNum and
£ HAY ) dat +
conrfigare-with—urkreowndata—set
RptN5 Incorrect configuration of a BRCB: configure when enabled, configure ConfRgv and SqNum-ahd
configure with unknown data set A ('\

RptN6 Exclusive use of URCB and lost association \(
Configure a URCB and set the Resv attribute and enable it. Veri t Dy any-client o tEna can
be set to FALSE, and no other attribute can be written (IEC 618580-7-2 clayse ™.2.425)

RptN7 Exclusive use of BRCB and lost association O

Configure a BRCB and enable it. Verify that another cli amot sef attrjbutes ¥alue in this [BRCB.
(IEC 61850-7-2 Subclause 14.2.1)

RptN8 Configure unsupported URCB options (PIXIT)

Configure unsupported trigger copzﬁ&ions, M‘i IdsZn{kiated rameters

6.2.4.1p Log model

~
RptN9 Configure unsupported BRCB options (RI ) v
Configure unsupported trigger conditians, optionalfields an ated parameters

6.2.4.12.1 Positive Nes

The tegt cases I@i
<\ Positive test cases
N\

Test case Test case description

N\
Log1 R{qué@ tLég{ic;N)d%irectory(LOG) and check response+

Log2 eques e\tbogi INo¥Directory(LCB)and check response+
"REAUESKEE

Log3 \Qeq}*% Wues with functional constraint LG of all responded LCB’s

Log4 Req}&s{SetﬁpBValues with functional constraint LG when LCB is disabled

Log5 Verify th%ging is independent of a limited set of external application associations or othe
tommunication transactions

Log6 Verify a transition of LogEna from disable to enabled or from enabled to disabled shall cause a log
entry to be placed into the log

Log7 Configure and enable logging and check that the following logging trigger conditions place a correct
entry in the log with the correct members of the data set

— on integrity

— on update (dupd)

— on update with integrity

— on data change (dchg)

— on quality change (qchg)

— on data and quality change

— on data and quality change with integrity period

Log8 Request QueryLogByTime and check response+
Log9 Request QueryLogByEntry and check response+
Log10 Request GetLogStatusValues and check response+, verify that the responded entries indicate the

oldest/newest entry ID/time available in the log
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6.2.4.12.2 Negative test cases

The test cases listed in Table 14 shall apply.

Table 14 — Negative test cases

Test case Test case description

LogN1

Request the following log services with wrong parameters (out of range entries, or non existent
Dataset, LCB or Log) and verify response— service error

— GetLCBValues (IEC 61850-7-2 Subclause 14.3.2.5)

—  SelLCBValues (IEC 61850-7-Z Ssubclause 14.3.2.6)
— QueryLogByTime (IEC 61850-7-2 Subclause 14.3.5.2)
— QueryLogByEntry (IEC 61850-7-2 Subclause 14.3.5.3)
— GetLogStatusValues (IEC 61850-7-2 Subclause 14.3.5.4) {\

LogN2 Request SetLCBValues with functional constraint LG when LCB i d agd,verify M e—
service error
\ )
6.2.4.1B Generic substation events model

6.2.4.1

The teg

B.1 Positive test cases (DUT.publis

t cases listed in Table 15 shall

Table 15 — siti

ses

Test case < f\ Test ase ﬁscription
Goo1 Request GetLPgi\cal\N%ieB*re?tsQ/(C%Q and cb)eck response+
Goo2 Request Getthic\é’(N}d\}{Qrec\P@{y}GQC@)s{nd check response+
Goo3 GOO sages are‘published p riMly, check the GOOSE data with configured data; that
sgNum i n d, that'stNym has not changed. (IEC 61850-7-2 Subclause 15.2.3.5, IEQ 61850-
7-2 Subcl se 1
Goo4 Ver|fy E a GSSE that sqNum and stNum have the initial value one (1) (IEC 6185(Q-7-2
S-anth 15.273.6, IEC 61850-7-2 Subclause 15.3.4.3 and 15.3.4.4)
Goob5 Fogce d\m§M \f\%?a value in the GSE dataset, DUT shall publish GOOSE messages ps
"spe |f|e%o guked um is incremented
Goo6 seryices: request service with legal parameters and check respond (IEC 6185(-7-2
2.
ference (IEC 61850-7-2 Subclause 15.2.2.3)
— GetGOOSEElementNumber (IEC 61850-7-2 Subclause 15.2.2.4)
= GetGutBVatues (tEC 61850-7-2-Subctause15:2-275)
— SetGoCBValues (IEC 61850-7-2 Subclause 15.2.2.6)
Goo7 Verify GSSE services: request service with legal parameters and check respond (IEC 61850-7-2
Subclause 15.2.2)
— GetReference (IEC 61850-7-2 Subclause 15.3.3.3)
— GetGSSEElementNumber (IEC 61850-7-2 Subclause 15.3.3.4)
— GetGsCBValues (IEC 61850-7-2 Subclause 15.3.3.5)
— SetGsCBValues (IEC 61850-7-2 Subclause 15.3.3.6)
Goo8 Disable GSE, verify that changing parameters with SetGo/GsCBValues are active (IEC 61850-7-2
Subclause 15.2.2.5, IEC 61850-7-2 Subclause 15.2.2.6)
Goo9 Verify the sending of current data as initial GOOSE message on device power-up (IEC 61850-7-2
Subclause 15.1)
Goo10 Verify GoEna enables and disables the sending of Gooses (7.2 Subclause 15.2.1.3)
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Test case Test case description
Goo11 Configuration revision (IEC 61850-7-2 Subclause 15.2.1.6)
Goo12 Verify that ConfRev represents a count of the number of times the configuration of the data set

referenced by DatSet has been changed. Changes that are counted are:
— deletion of a member of the data-set
— re-ordering of members in the data-set
— changing the value of the attribute DatSet
— ConfRev shall never be 0 (zero)
— verify that after a restart of the server, the value of ConfRev remains unchanged

Goo13 \/nrify that attribute NdsCom is True if DatSet is not yet r\nnfigurnr{ s NULL) (IEC 61850-7-2
Subclause 15.2.1.7)

N

6.2.4.1B.2 Positive test cases (DUT subscribe)

The tedt cases listed in Table 16 shall apply.

Table 16 — Positive t/ee{ése{
/N

Test case Test(}asg es r t| n

GsePs1 Send single GOOSE message witi new da eck (if sage is received and the dgta has
the new value by, for example, checking b ary output,eve , J]ogging or MMI

GsePs2 Send single GOOSE message W|th t Te\t\e me set\Ghe4< behaviour as specified in RIXIT

6.2.4.18.3 Negative te

The tegt cases listed i

Test case Test case description
GseNp1 Se es: e est /GSSE service with illegal parameters and verify response— servicq error
(I€C 61 ub ause 15.2.2)
GseNp2 l\mLL r MemberReference in GetGOOSEElementNumber indicates that no member of the
ta selyis defined. (IEC 61850-7-2 Subclause 15.2.2.4.2.2)

GseNp3 that \ﬁ)r Datalabel in GSSE GetReference indicates that no member is defined fof the
respec e DataOffset. (IEC 61850-7-2 Subclause 15.3.3.3.3.2)

GseNp4 GOOSE: Verify that if Gooses are enabled (GoEna = True), no attributes of the GoCB control|block
can be set except for GoFna (IEC 61850-7-2 Subclause 152 1 3)

GseNp5 GSSE: Verify that if Gooses are enabled (GsEnable = True), no attributes of the GsCB control block
can be set except for GsEnable. (IEC 61850-7-2 Subclause 15.3.3.6.3)

GseNp6 Verify that if the number or size of values being conveyed by the elements in the dataset exceeds the
SCSM determined maximum number, NdsCom is set to True. (IEC 61850-7-2 Subclause 15.2.1.7)

6.2.4.13.4 Negative test cases (DUT subscribe)

The test cases listed in Table 18 shall apply.
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Table 18 — Negative test cases

Test case

Test case description

GseNs1

Check behavior of DUT as specified in PIXIT on

Missing GSE message
Double GSE message
Delayed GSE message
Out of order GSE message

GseNs2

Check behaviour of DUT when the data set configuration mismatches: too many elements, too few
elements, element out of order, or element with wrong type

6.2.4.1E
6.2.4.14.1

Transmission of sampled values model

Positive test cases (DUT subscribe)

The tegt cases listed in Table 19 shall apply.

Table 19 — Positive test ca

Test case Test Wbes}ri}gti?\n \
Sv1 Send MSV messages with new dataand ch if the m saéf}s receved and the data has the new
value
Sv2 Send USV messages with new data apnd checR\f the esMeceived and the data has the new
value
6.2.4.14.2 ish)

The tegt cases I@i
/\<\

0 < Positive test cases

Test case

\/ Test case description

SvPp1

AN
R€qué‘t@\tLég\ica\\{)dayrectory(MSVCB) and check response+

SvPp2 /

\Rgét{est&e\tboghglNo}éDirectory(USVCB) and check response+

SvPp3 %Mat\{w mission of sampled values matches the setting in the xSVCB
SvPp4 Ver\ify\@t th\3 xSVCB is located in LLNO
SvPp5 Gonfiguratigh revision (IEC 61850-7-2 Subclause 16.2.1.6)
SvPp6 Verify-thaet-CenfRev—represents—a-ecountof-the-rumbereof-times-the-econfiguration-with-regardsto
xSVCB has been changed. Changes that shall be counted are:
— deletion of a member of the data-set
— re-ordering of members in the data-set
— any change of a value of the attribute of the data set whose functional constraint equals CF
— changing a value of an attribute of xSVCB
— ConfRev shall never be 0 (zero)
— Verify that after a restart of the server, the value of ConfRev remains unchanged
6.2.4.14.3 Negative test cases (DUT subscribe)

The test cases listed in Table 21 shall apply.
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Table 21 — Negative test cases

not enough elements, element out of order, or element with wrong type

Test case Test case description
SvNs1 Check behavior of DUT as specified in PIXIT on
— Missing USV/MSV message
— Double USV/MSV message
— Delayed USV/MSV message
— Out of order USV/MSV message
SvNs2 Check behaviour of DUT when the USV/MSV data set configuration mismatches: too many elements,

6.2.4.14.4

Negative test cases (DUT publish)
The tedt cases listed in Table 22 shall apply. &
Table 22 — Negative test c%ses\ \

Test case Test case d;sc‘ﬁ'pt@n\\ \\/
SvNp1 Verify that when SVCB is enabled, no changes of the aftributes\of thexSVCB» other than disabling shall
be allowed
7\ — IS
SvNp2 When SVCB is disabled, set unco urable atfributes in the@CB and verify the response— $ervice
error
6.2.4.1p Control model %
6.2.4.1p.1 Positive tes
The tegt cases listed i
Test case
Cti1 pdes
B.3)
Compare ailed state machine test cases for each control mode
Ctl2 Verify that commands with test mode set are handled nr‘r‘nrding to IEC 61850-7-4 and PIXIT
Ctl3 Select to some SBO control objects and cancel them in opposite order
Ctl4 Time operate a second enhanced security control object before the activation time of the first control object
Ctl5 Change control model using online services

Table 24 contains a state machine test case for each path for “SBO with enhanced security”
(see Figure 34 in IEC 61850-7-2) returning the device to the Unselected state or Ready state.
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Table 24 — Test cases for SBOes

Test case Test case description
SBOes1 Path SelValReq[test not ok] rsp—:
Select device using SelVal with improper access rights. Access shall be denied (IEC 61850-7-2
Subclause 17.2.2)
SBOes2 Path SelValReq[test ok] rsp+:
Select device correctly using SelVal
Verify that each of these paths will return the device to the Unselected state:
— Client requests Cancel (3a)
EHent-waits—for-timeout(3b)
— Client requests TimOper resulting in Test not ok (3c)
— Client requests Operate resulting in Test not ok (3d) A (\
SBOesd Path SelValReq[test ok] rsp+ and OperReq[test ok] rsp+:
Select device correctly using SelVal
Verify that each of these paths will return the device to the Unselected s
— Perform a correct Operate Once request (8a)
— Perform a correct Operate Once request and vi€e such that|the output
keeps its old state (8b)
— Perform a correct Operate Once request ahd fdrc device such that|the output
reaches the 'between' state (8c)
SBOesA4 Path SelValReq[test ok] rsp+ an
Select device correctly using Sel
Send a TimeActivatedOperate req img sure the device will generate a 'test Qk'.
SBOes]

bcted state:

the output

Operate Once request and force the output of the device such that
en' state (8c)

the output

SBOes§

Verify tha ch of these paths will return the device to the Ready state:
— Perform a correct Operate Many request (9a)

— Perform a correct Operate Many request and force the output of the device such that the output
keeps its old state (9b)

— Perform a correct Operate Many request and force the output of the device such that the output
reaches the 'between’' state (9¢)

SBOes7

Path SelValReq[test ok] rsp+ and TimOperReq[test ok, OPERATE MANY] rsp+ and TimerExpired [test
ok] rsp+:

Select device correctly [SelVal]

Send a correct TimeActivatedOperate request

After the timer has expired, test each of these paths which will return the device to the Ready state:
— Perform a correct Operate Many request (9a)

— Perform a correct Operate Many request and force the output of the device such that the output
keeps its old state (9b)

— Perform a correct Operate Many request and force the output of the device such that the output
reaches the 'between’' state (9¢)
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Table 25 contains a state machine test case for each path for “Direct operate with normal
security” in IEC 61850-7-2, Figure 30, returning the device to the Ready state.

Table 25 — Test cases for DOns

Test case Test case description

DOns1 Path OperReq|test ok] rsp+
Perform a correct Operate request

DOns2 Path OperReq|test ok] rsp+
Client requests TimOper resulting in Test not ok

DOns3 Path OperReq[test not ok] rsp—
Client requests Oper resulting In Test not ok

DOns4 Path TimOperReq[test ok] + TimerExpired[test ok] rsp+
Send a TimeActivatedOperate request, thereby making sure the devug\gene%\ ak'.

Verify that the WaitForActionTime results in a timer expired ‘Test ok’

DOns5 Path TimOperReq[test ok] + TimerExpired[test not ok] rsp—

Send a TimeActivatedOperate request, thereby making sure the device wi
Force situation that the WaitForActionTime results in a tim&r expice M

=

eneratena estC
ot ok}

Table 3
IEC 61850-7-2 Figure 32, returning th

Test case

SBOns1 Path 1 SelectReq{test

Select the deVisg usi
Unselected state:

SBONs4 Path Re test ok} rspx:
Select dexiceg’e i

SBOns3 Path=SelectRgq[test ok] rsp+ and TimOperReq[test ok] rsp+:
Select device correctly using Select

Send a TimeActivatedOperate request, thereby making sure the device will generate a 'test Qk'.
Verify that each of these paths will return the device to the Unselected state:

— Force situation that the WaitForActionTime results in a timer expired ‘Test not ok’
— Verify that the WaitForActionTime results in a timer expired ‘Test ok, operate once’

SBOns4 Path SelectReq[test ok] rsp+ and OperReq[test ok, OPERATE MANY] rsp+:
Select device correctly using Select
Verify that sending a correct Operate Many request will return the device to the Ready state

SBOns5 Path SelectReq[test ok] rsp+ and TimOperReq[test ok] rsp+ and TimerExpired[test ok, OPERATE
MANY] rsp+:

Select device correctly using Select
Send a correct TimeActivatedOperate Many request
After the timer has expired, verify that the device returns to the Ready state
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