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indispensable forithe correct application of this publication.

patent rights.) IEC shall not be held responsible for identifying any or all such patent rights.

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization ‘comprj

ternational co-operation on all questions concerning standardization in the electrical and eleectronic field
his end and in addition to other activities, IEC publishes International Standards, Technical Specificaf]
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as

ublication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interg
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terested IEC National Committees.
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ublications is accurate, IEC cannot be held responsible\for the way in which they are used or for
isinterpretation by any end user.

h order to promote international uniformity, IEC Natiohal Committees undertake to apply IEC Publica
ansparently to the maximum extent possible in_their national and regional publications. Any diverg
etween any IEC Publication and the corresponding-hational or regional publication shall be clearly indicat
he latter.

FC itself does not provide any attestation-of conformity. Independent certification bodies provide confo

rvices carried out by independent certification bodies.
Il users should ensure that they have*the latest edition of this publication.

o liability shall attach to IEC «0rifs directors, employees, servants or agents including individual expertg
embers of its technical comimittees and IEC National Committees for any personal injury, property dama
ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
xpenses arising out of\the publication, use of, or reliance upon, this IEC Publication or any other
ublications.
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International Standard IEC 61800-5-2 has been prepared by subcommittee 22G: Adjustable
speed electric drive systems incorporating semiconductor power converters, of IEC technical
committee 22: Power electronic systems and equipment.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) fational added in the scope why Tow demand mode is not covered by this standard
b) fefinition added for: “category” and “safety function”
c) [Other sub-functions” sorted into “Monitoring sub-functions” and “Output functions”

d) geleted “proof test” throughout the document because for PDS(SR) a pfoof test is|not
Applicable

e) feplaced the term “safety function” by “safety sub-function” throughout-the document
f) Updated references to IEC 61508 series Ed.2010

g) Added the principle rules of ISO 13849-1 and reference to tables of ISO 13849-2

h) $.1.6 Text replaced by Table 2

i) P.1.7 Integrated circuits with on-chip redundancy matched to changed requirement in
EC 61508-2: 2010, Annex E

j) $.2.8 Design requirements for thermal immunity,efia PDS(SR)

k) $.2.9 Design requirements for mechanical immunity of a PDS(SR)
) $.1.6 SIL for multiple safety sub-functionsiwithin one PDS(SR)

m) 6.1.7 Integrated circuits with on-chip redundancy

n) $.2.1 Basic and well-tried safety principles

0) b.2.2.1.4 Diagnostic test intervakwhen the hardware fault tolerance is greater than zefo
p) $.2.5.2.7 PDS(SR) parametecization

q) P Testrequirements

r) P.3 Electromagnetic (EM) immunity testing

s) P.4 Thermal immunity testing

t) P.5 Mechanical immunity testing

u) Annex A Seguential task table

v) Annex D;"D.3.16, Motion and position feedback sensors updated

w) Annex:E" Electromagnetic immunity (EM) requirement for PDS(SR)

x) Aqgrex F Estimation of PFDaVg value for low demand with given PFH value

The text of this standard is based on the following documents:

FDIS Report on voting
22G/332/FDIS 22G/335/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61800 series, published under the general title Adjustable speed
electric drive systems, can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

that it contains colours which are considered to be useful for the correct

colour printer.
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INTRODUCTION

016

As a result of automation, demand for increased production and reduced operator physical

effo

rt, control systems of machinery and plant items play an increasing role in

the

achievement of overall safety. These control systems increasingly employ complex electrical/
electronic/programmable electronic devices and systems.

Prominent amongst these devices and systems are adjustable speed electrical power drive
systems (PDS) that are suitable for use in safety-related applications (PDS(SR)).

Exa

mples of industrial applications are:

machine tools, robots, production test equipment, test benches;

bapermaking machines, textile production machines, calendars in the rubber industry;
brocess lines in plastics, chemicals or metal production, rolling-mills;

cement crushing machines, cement kilns, mixers, centrifuges, extrusign/machines;
drilling machines;

conveyors, materials handling machines, hoisting equipment (cranes, gantries, etc.);

bumps, fans, etc.

Thig standard can also be used as a reference for deévelopers using PDS(SR) for other
applications.

Usdrs of this standard should be aware that some{type C standards for machinery currgntly
refer to ISO 13849-1 for safety-related control, systems. In this case, PDS(SR) manufactufers
may be requested to provide further information (e.g. category andfer performance level |PL)
to facilitate the integration of a PDS(SR)~into the safety-related control systems of quch
maghinery.

NOTE ’“Type C standards” are defined in ISO 12100-4 as machine safety standards dealing with detailed safety
requ|rements for a particular machine or.gtoup of machines.

Preyiously—intheabsence-of standardsthere-hasbeenareluctancetoacceptelestronicjand
n hartictlar nroarasmmablesalactronic daevices and cvcetame in cafatv-ralatead functions
in—particular—programmables-electronic,—devices—and—systems—in—safety-related—functions
There are many situations where control systems that incorporate a PDS(SR) are employed,
for example as_part of safety measures that have been provided to achieve risk reduction. A

typi
the
con|
mad
the

cal case is)guard interlocking in order to exclude personnel from hazards where acces

s to
bafe

dangerfzohe dangerous area is only possible when rotating parts have-attaired—a—
Hitiopsstopped. This part of IEC 61800 gives a methodology to identify the contrib

PDS(SR) and verification that it meets the required performance.

tion
e by-a PDS(SR) to identified safety sub-functions and to enable the appropriate desig}w of

Measures are given to co-ordinate the safety performance of the PDS(SR) with the intended
risk reduction taking into account the probabilities and consequences of its random and
systematic faults.
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1

ADJUSTABLE SPEED ELECTRICAL
POWER DRIVE SYSTEMS -

Part 5-2: Safety requirements — Functional

Scope-and-object

Thig part of IEC 61800, which is a product standard, specifies requirements and “mg

recq

power drive systems (PDS(SR)) in terms of their functional safety considerations.(t applie
adjustable speed electrical power drive systems covered by the other parts of the 1EC 61

seri

s of standards as referred in IEC 61800-2.

NOTE 1 The term “integration” refers to the PDS(SR) itself, not to its incorporation)into the safety-re

appl

cation.

NOTE 2 Other parts of IEC 61800 cover rating specifications, EMC, electrical safety, etc.

Thig

and

the PDS(SR) is operating mainly in the high demand of‘Continuous mode (see 3.15).]

low ;

While low demand mode operation is possible for, @&\PDS(SR), this standard concentrategd
high demand and continuous mode. Safety sub:flinctions implemented for high deman

con
are
dan

inuous mode can also be used in low demand ' mode. Requirements for low demand m
given in IEC 61508 series. Some guidapce for the estimation of average probabilit
gerous failure on demand (PFD,, ) valtig:is provided in Annex F.

Thig part of IEC 61800—which-is—a—prodiéectstandard— sets out safety-related consideration

PD$(SR)s in terms of the framework of IEC 61508, and introduces requirements

PD

ion to the safety performance of safety sub-function(s) of a PDS.

Manufacturers and suppliers of PDS(SR)s by using the normative requirements of this pa

IEC

original equipment-“manufacturer) the safety performance for their equipment. This

faci

itate the incorporation of a PDS(SR) into a safety-related control system using

principles of\YEC 61508, and possibly its specific sector implementations (for exan
IEC|61514.EC 61513, IEC 62061 or ISO 13849).

By

kes

mmendations for the design and development, integration and validation of safety related

s to
800

ated

International Standard is-enly applicable where functional safety of a PDS(SR) is claied

tFor

on
i or
ode
y of

s of
for

B(SR)s as subsystems of a safety-related system. It is intended to facilitate the realisation
of t||;e electrical/ electronic/ pragrammable electronic (E/E/PE)-elements parts of a PDS(SH
rela

) in

't of

61800 will indicate to users (eentrol system integrators,-machirery—and-plant-designers;

will
the
hple

applying the requirements from this part of the IEC 61800 series, the correspon

ding

requirements of IEC 61508 that are necessary for a PDS(SR) are fulfilled.

This part of IEC 61800 does not specify requirements for:

the hazard and risk analysis of a particular application;
the identification of safety sub-functions for that application;
the initial allocation of SILs to those safety sub-functions;

the driven equipment except for interface arrangements;

secondary hazards (for example from failure in a production or manufacturing process);

the electrical, thermal and energy safety considerations, which are covered
+IEC 61800-5-1;

in
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o the PDS(SR) manufacturing process;
o the validity of signals and commands to the PDS(SR).

e security aspects (e.g. cyber security or PDS(SR) security of access)

NOTE 3 The functional safety requirements of a PDS(SR) are dependent on the application, and-must can be
considered as a part of the overall risk assessment of the installation. Where the supplier of the PDS(SR) is not
alse responsible for the driven equipment, the installation designer is responsible for the risk assessment, and for
specifying the functional and safety integrity requirements of the PDS(SR).

Thig part of IEC 61800 only applies to PDS(SR)s implementing safety sub-functions with_a|SIL
not jgreater than SIL 3.

Figgre 1 shows the installation and the functional-elements parts of a PDS(SR) that|are
conpidered in this part of IEC 61800

NOTE Figuwre— and shows a logical representation of a PDS(SR) rather than its phygical
despription.

N
Installation or part of the ir@llation
1
PDS(SR)
Control section
Diagnostic functions
External signals Communications Torque/speed/position MOdauriztlon
and control and 1/0 control protection
Sensors
Power Power section Motor
2
[
)
Driven load

IEC

Figure 1 — Installation and functional-elements parts of a PDS(SR)

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.
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IEC 60204-1, Safety of machinery — Electrical equipment of machines — Part 1. General
requirements

IEC 61000-2-4:2002, Electromagnetic compatibility (EMC) - Part 2-4: Environment -
Compatibility levels in industrial plants for low-frequency conducted disturbances

|[EC[61t000-4=-272008,Efectromagretic __compatibifity  (EMC)—— Part_#-2.__1esting, land

megsurement techniques — Electrostatic discharge immunity test

IEC|61000-4-3:2006, Electromagnetic compatibility (EMC) — Part 4-3: ,I€sting Jand
megsurement techniques — Radiated, radio-frequency, electromagnetic fieldimmunity |test
IEC|61000-4-3:2006/AMD1:2007
IEC|61000-4-3:2006/AMD2:2010

IEC|61000-4-4:2012, Electromagnetic compatibility (EMC) — _Rayt 4-4: Testing lJand
megsurement techniques — Electrical fast transient/burst immunity itgst

IEC|61000-4-5:2014, Electromagnetic compatibility (EMC)— Part 4-5: Testing Jand
megsurement techniques — Surge immunity test

IEC|61000-4-6:2013, Electromagnetic compatibilitp\>(EMC) — Part 4-6: Testing Jand
megsurement techniques — Immunity to conducted/disturbances, induced by radio-frequgncy
fields

IEC|61000-4-29:2000, Electromagnetic gompatibility (EMC) — Part 4-29: Testing |and
megsurement techniques — Voltage dips, ‘Short interruptions and voltage variations on |d.c.
inpyt power port immunity tests

IEC|61000-4-34:2005, Electromagnetic compatibility (EMC) — Part 4-34: Testing land
megsurement techniques — Veltage dips, short interruptions and voltage variations immunity
tests for equipment with input.eurrent more than 16 A per phase

IEC|61000-6-7:2014, _&lectromagnetic compatibility (EMC) — Part 6-7: Generic standards —
Imnmyunity requiremehts for equipment intended to perform functions in a safety-related system
(furictional safety) ‘in’industrial locations

IEC|61400-2'2008, Wind turbines — Part 21: Measurement and assessment of power quality
characteristics of grid connected wind turbines

IECLBY508 (3l parts) F

safety-related-systems

IEC 61508-1:4998 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 1: General requirements

IEC 61508-2:2000 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 2: Requirements for electrical/electronic/programmable
electronic safety-related systems

IEC 61508-3:4998 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 3: Software requirements
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IEC 61508-6:2000 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 6: Guidelines on the application of |IEC 61508-2 and

IEC

61508-3

IEC 61508-7:2000 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 7: Overview of techniques and measures

IEC
-R

IEC
reqi
driv|

IEC
req
IEC

IEC

01600-1, Adjustable speed electrical power drive systems — Part 1. General requirem
hting specifications for low voltage adjustable speed d.c. power drive systems

61800-2:2015, Adjustable speed electrical power drive systems — Part2: Gen
iirements — Rating specifications for low voltage adjustable—frequeney spegd a.c. pgd
e systems

61800-3:2004, Adjustable speed electrical power drive systemis — Part 3: B
iirements and specific test methods
61800-3:2004/AMD1:2011

61800-4, Adjustable speed electrical power drive systems = Part 4: General requirem

bnts

eral
wer

MC

ents

— Rating specifications for a.c. power drive systems above~1 000 V a.c. and not exceeding
35 kv

IEC|61800-5-1:2003 2007, Adjustable speed electrical power drive systems — Part 5-1: Sdfety
requirements — Electrical, thermal and energy

IECLE2280 (3l narte) Pailwavy annlicatidpos Communication cinnallina and nroceskina
= ves=uy \dirpditoy, rdivdy g pirodtd KNV T TUTITOAtTOTh,orgtidiiiiTy - diTu o ooty Pty
e

ISO| 13849-1:2006, Safety of machjnery — Safety-related parts of control systems — Paft 1:
General principles for design

ISO| 13849-2:2012, Safety(of machinery — Safety-related parts of control systems — Paift 2:
Validation

3 [Terms and definitions

For|the purposes of this document, the following terms and definitions apply.

NOTE ¥ Table 1 shows an alphabetical list of terms and definitions.
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Table 1 — Alphabetical list of terms and definitions

3.1 basic drive module 3.12 | hazard 3.23 | safety sub-function(s) (of a
PDS(SR))
BDM
3.2 category 3.13 | installation 3.24 | safety integrity
3.3 complete drive module 3.14 | mission time 3.25 | safety integrity level
CDM ™ SIL
3.4 common cause failure 3.15 | mode of operation 3.26 | safety-related system
3.5 dangerous failure 3.16 | PDS(SR) 3.27 | safety requirements
specification
SRS
3.6 diagnostic coverage 3.17 | average frequency of a 3.28 | SIL capability
dangerous failure
DC
PFH
3.7 diagnostic test(s) e 3.29 | subsystem
3.8 fail safe 3.18 | Performance Level 3.30 | systematic failure
PL
3.9 fail safe state 3.19 | safe failure 3.34)| systematic safety integrity
FS
3.1 fault reaction function 3.20 | safe failure fraction 3.32 | validation
SFF
3.1 functional safety 3.21 | safe state 3.33 | verification
3.22 | safety funetion
NOTE Throughout this International Standard{seferences to the following definitions are identified by writing them
in itglic script.
31

BD
eleq
mot

Notel
capd

Notel
motd

Notel

basilinc drive module

or

1 to entry:

Alesentry:

This note applies to the French language only.

tronic power convectér and related control, connected between an electric supply ar

TRe BDM is capable of transmitting power from the electric supply to the motor and ca
ble of transmifting power from the motor to the electric supply.

2 to entry./ The BDM controls some or all of the following aspects of power transmitted to the motor]
r outpu® Current, frequency, voltage, speed, torque, force.

da

h be

and

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.1]

3.2

category
classification of the safety-related parts of a PDS(SR) in respect of their resistance to faults
and their subsequent behaviour in the fault condition, and which is achieved by the structural
arrangement of the parts, fault detection and/or by their reliability

[SOURCE: ISO 13849-1, definition 3.1.2, modified] “control system” replaced by “PDS(SR)”
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3.3

complete drive module

CcCDM

drive module consisting of, but not limited to, the BDM and extensions such as protection
devices, transformers and auxiliaries, but excluding the motor and the sensors which are
mechanically coupled to the motor shaft

Note 1 to entry:  This note applies to the French language only.

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.2]

34
common cause failure
failgre, which is the result of one or more events, causing-ceincident concurrent fajlures of|two
or more separate channels in a multiple channel system, leading to failure of the‘safety $ub-
fungtion

[SOURCE: IEC 61508-4:4998 2010, 3.6.10 modified — “leading to system fafure” replaced by
“leading to failure of the safety sub-function”]

dangerous failure

faildre which has the notential topnut the safetv-ralatad swstam in 3 hazardous or fail-to
HR_Hgre—WHCH—TaS—hepotehitartopUt—meSalrey-reate Sy sEMmM a3z aousS—or— a0
fungtion state

failyre of a component and/or subsystem and/or system ghat plays a part in implementing|the
safgty sub-function that:

a) [auses a safety sub-function of a PDS(SR) tofail such that the equipment or machipery
driven by the PDS(SR) is put into a hazardous-or potentially hazardous state; or
b) fecreases the probability that the safety sub-function operates correctly

[SOURCE: IEC 61508-4:4998 2010, 3.6+7, modified — “EUC” replaced by “PDS(SR)”, “when
reqliired” deleted]

3.6
diagnostic coverage

ional—decrease—inthe—probability of dangerous—hardware failures—resulting—fromtthe

detected by automatic diagnostic tests

Note] 1 to entry: This can also be expressed as the ratio of the sum of the detected dangerous failure rates App to
the qum of the totalNdangerous failure rates Ap: DC = XApp/Zip.

Notel 2 to entrys Diagnostic coverage—may can exist for the whole or parts of a safety-related system] For
example, ,diaghostic coverage—may can exist for sensors and/or logic subsystems and/or-firal-elements ofitput
subgystern.

Note=31o erry. TS note apphies 10 e rrercr language onty.

[SOURCE: IEC 61508-4:4998 2010, 3.8.6, modified — “on-line” deleted from “online diagnostic
tests"]

3.7

diagnostic test(s}

test{s} intended to detect faults or failures and produce a specified output-infermation—or
activity when a fault or failure is detected
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3.8
fail safe
design property of an item which prevents its failures from resulting in dangerous faults

[SOURCE: IEC 60500:1998, 821-01-10, modified — “critical” replaced by “dangerous”]

3.9

fail safe state

FS

defined safe state, typically resulting from a failure

Notel 1 to entry: Fail safe state (FS) is used in this standard instead of the defined state (DS) of IEC 61000=6-f.

Note] 2 to entry:  This note applies to the French language only.

3.10
fault reaction function
fungtion that is initiated when a fault or failure within the PDS(SR), which_could cause a |oss
of the safety sub-function, is detected, and which is intended to maintain the-safe-condition
safgty of the installation or prevent hazardous conditions arising at the\installation

fungtional safety

par{ of the overall safety relating to the—EUG—(equpment—under—eentFeH—qu—the—EUQ—eehtmL

em—which Hapanr{c on—the correct fun

ande*temal%pedueaerﬁaemm PDS(SR) WhICh depends on the correct functlonmg ofl the
safgty-related parts of the PDS(SR) and on externabrisk reduction measures

Note] 1 to entry: This standard only considers those aspects in the definition of functional safety that depend on
the dorrect functioning of the PDS(SR).

[SOURCE: IEC 61508-4:4998 2010,.321:12, modified — “EUC and the EUC control system”
repllaced by “PDS(SR)”; “E/E/PE safety-related systems and other” replaced by “safety-related
paris of the PDS(SR) and on exterhal’]

3.1
hazjard
poteéntial source of harm

Notel 1 to entry: Theterm includes danger to persons arising within a short time scale (for example, fire| and
explgsion) and also\those that have a long-term effect on a person’s health (for example, release of a foxic
subsftance).

NOTH
the-dnwvi

[SOURCE:4SOUEC Guide-54-1990 definitien—3-51EC 60050-351:2043,351.57.01 _modified
note 1 to entry]

3.13
installation

PDS(SR), equipment-er-equipments—including—at-least driven by the PDS(SR) and-the-driven

possibly other equipment (see Figure 1)

Note 1 to entry: The word “installation” is also used in this international standard to denote the process of
installing a PDS(SR). In these cases, the word-dees—netappearin-italies “act of installing” will be used in this
standard.
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3.14

mission time

™

specified cumulative operating time of the safety-related parts of the PDS(SR) during its
overall lifetime

Note 1 to entry:  This note applies to the French language only.

3.15

mode of operation
way in which a safety-related-system sub-function is intended to be used, with respect to the
frequency rate of demands made upon it, which may be either low demand mode, high
demand or continuous mode.

Note] 1 to entry:  Low demand mode: where the-frequency rate of demands for operation made on a safety-refated
system sub-function is no greater than one per year-ard-no-greaterthan-twice-theproof-testiftequency.

Notel 2 to entry:  High demand-er and continuous mode: where the-frequeney rate of demands for operation rhade

on a|safety-related-system sub-function is greater than one per year-ergreaterthantWise-the proof-testfrequepey.

Note] 3 to entry: The low demand mode of operation is not generally considered to be relevant for PDY(SR)
applications. Therefore, in this standard, PDS(SR)s are-enly mainly considered to operate in the high demand
mod¢ or continuous mode.

NOTE 2 Demand mode means-that a safety functionis nnlu nerformed on request (demand)inorder totransfer
NG ——oeahaReae-nean 152 —(GemaRc Hh—oraertoansted

d
_(

the-if
NOT

continy

\/
o

[SOURCE: IEC 61508-4:4998 2010, 3.5.16, madified — “high demand mode” and continydous
mode” combined; definition reduced to stateriénts of time]

3.11

PD$(SR)
adjystable speed electrical powef.drive system-suitable—foeruse—in providing safety-related
apppications sub-functions

3.17
avefage frequency of.adangerous failure

ave'age frequency of a dangerous fa|Iure of a PDS(SR) to perform the specified safety gub-
fungtion overi@given period of time

Note] 1 to(entry: in IEC 62061:2005, the abbreviation PFHp is used.

Notel2 %0 entry:  This note applies to the French language only

[SOURCE: IEC 61508-4:2010; 3.6.19, modified — “E/E/PE safety-related system” replaced by
“PDS(SR)”]
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3.18
Performance Level
PL

discrete level used to specify the ability of safety-related parts of control systems to perform a

safety sub-function under foreseeable conditions

[SOURCE: ISO 13849-1:2006, 3.1.23, modified — “safety function” replaced by “safety sub-

function”)
3.19
safe-faiture
faililra which doace not hava tha notantial to nut tha cafatv. ralatad cvcteam in o havarr{n\l* or
failyre—which-does—not-have-the-potential-to—put-the—safety-related-system-in—a-hazardous—ol
failyre of a component and/or subsystem and/or system that plays a part in impIqB ting| the
safgty sub-function that: Q
a) fFesults in the spurious operation of the safety sub-function to put therﬁ%’S(SR) (or part

thereof) into a safe state or maintain a safe state; or (o'
b) Jncreases the probability of the spurious operation of the safet 'b-function to put|the

PDS(SR) (or part thereof) into a safe state or maintain a safe s&é@
[SOlgRCE: IEC 61508-4:4998 2010, 3.6.8 modified — “elemeg&b replaced by “compongnt’;
“EUIC” replaced by “PDS(SR)"] N

S

3.2 Q
safe failure fraction QQ

h I s 3 ou 3y O 3 S SR_)
property of a safety related component an@bsystems that is defined by the ratio of the $um
of the average failure rates of safe andd§ erous detected failures to the sum of safe and all
danperous failures. &

4\

Notel 1 to entry: This ratio is representet{@/ the equation: SFF = (24g + ZApD)/(Z4AS + ZAD)-
Notel 2 to entry: See Annex C of u%*ssos-z:zggg 2010.
Notel 3 to entry:  This note applgs)to the French language only.
[SOURCE: IEC 615@- :2010; 3.6.15, modified — “element” replaced by “component Jand
subpystems”]
3.21 &
saf¢ state O
statp of@PDS(SR) when safety is achieved
Note—ttoemtry— T goimg fronmT a potentatty frazardous condition to the fimatsafestate, the POSTSRTam frave to
go through a number of intermediate safe states.
[SOURCE: IEC 61508-4:2010; 3.1.13, modified — “EUC” replaced by “PDS(SR)"]
3.22
safety function
function to be implemented by a safety-related system or other risk reduction measures, that
is intended to achieve or maintain a safe state for the equipment or machinery driven by the

PDS(SR), in respect of a specific hazardous event.

[IEC 61508-4:2010; 3.5.1, modified — “E/E/PES” deleted, “EUC” replaced by “the equipment or

machinery driven by the PDS(SR)"]
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3.23

safety sub-function(s), <of a PDS(SR)>

function(s) with a specified safety performance, to be implemented in whole or in part by a
PDS(SR), which is(are) intended to maintain the-safe—condition safety of the installation or
prevent hazardous conditions arising at the installation

Note 1 to entry: There are only rare cases where the safety function of the complete application is implemented
exclusively within the PDS(SR). In these cases the safety function is still called a safety sub-function in this
standard. (e.g. always active SLS without external initiation)

3.24

SafIty_lTl'fEQIuy
probability of a PDS(SR) satisfactorily performing a required safety sub-function under all
stated conditions within a stated period of time

Notel 1 to entry: The higher the level of safety integrity of the PDS(SR)(s), the lower the preobability thaj the
PDS[SR)(s) will fail to carry out the required safety sub-function.

Notel 2 to entry: The safety integrity-may-net can be-the-same different for each safety sub-function performdd by
the PDS(SR).

[SOURCE: IEC 61508-4:4998 2010; 3.5.4, modified — “E/E/PE safety~related system” repldced
by IPDS(SR)"]

3.2

safety integrity level
SIL
disqgrete level (one out of a possible-feur three) for specifying the safety integrity requireménts
of a| safety sub-function allocated (in whole or in part) to a PDS(SR)

Notel 1 to entry:  SIL-4 3 has the highest level of safety-integrity and SIL 1 has the lowest.

Notel 2 to entry: SIL 4 is not considered in this standard as it is not relevant to the risk reduction requirements
nornjally associated with PDS(SR)s. For requiremehnts applicable to S/L 4, see IEC 61508.

Note] 3 to entry: Several methods of writing are used for S/ILx. Throughout this document SIL x is used

Notel 4 to entry: This note applies to‘the French language only.

[SOURCE: IEC 61508-4:4998 2010; 3.5.8, modified — “corresponding to a range of sdfety
intepgrity values, whereysafety integrity level 4 has the highest level of safety integrity [and
safgty integrity levelS&f*has the lowest” replaced by “for specifying the safety integrity
reqlirements of a safety sub-function allocated (in whole or in part) to a PDS(SR)”]

3.2
safety-related system
des|gnated-system that both

o |mplements the required safety functions necessary to achieve or maintain a safe statg for
he-EUC equipment or machinery driven by the PDS(SR); and

e is intended to achieve, on its own or with other—E/E/RPE-safety-related—systems,—other
technology—safety-related—systems—or—external risk reduction—facilities measures, the

necessary safety integrity for the required safety functions

[SOURCE: IEC 61508-4:2010; 3.4.1, modified] “EUC” replaced by “equipment or machinery
driven by the PDS(SR)”, “E/E/PES” deleted.

3.27

safety requirements specification

SRS

specification containing all the requirements of the safety sub-functions—that-have to be
performed by the PDS(SR)
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Note 1 to entry:  This note applies to the French language only.

3.28

SIL capability

maximum S/L that can be claimed to have been achieved by the design of a PDS(SR) in terms
of the systematic safety integrity and the architectural constraints on hardware safety
integrity.

Note 1 to entry: Each of the designated safety sub-functions that a PDS(SR) is intended to perform can be
associated with a different SIL capability.

Note 2_to entry:- SII capability includes systematic capability the fulfillment of the architectural constraints and
the Hardware failure rate or PFH value.

3.2
subisystem
par{ of the top-level architectural design of a safety-related system, failure of which resulfs in
failyre of a safety-related function

Notel 1 to entry: A PDS(SR) can itself be a subsystem, or be made up from a number, of separate subsystems,
which when put together to implement the safety sub-function under consideration~A_Subsystem can have [nore
than|one channel.

Notel 2 to entry: Examples of subsystems of a PDS(SR) are encoder{Jpower section, control seftion
(see|Figure 1).

3.30
systematic failure
failyre, related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufaCturing process, operational procedufes,
doclumentation or other relevant factors

Notel 1 to entry: Examples of causes of systematic failares include human error in:
. he safety requirements specification;
. he design, manufacture,-nstaliation act oflinstalling, operation of the hardware;

. he design and implementation of the software.

Notel 2 to entry: In this standard, fajlures in a safety-related system are categorized as random hardware faifures
or systematic failures.

[SOURCE: IEC 61508-4:4998 2010, 3.6.6]

3.3

systematic safety-integrity
parf of the safety integrity of safety-related systems relating to systematic failures in a
dangerous. mode of failure

Notel 140 entry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety intdgrity
which tisdally can).

[SOURCE: IEC 61508-4:4998 2010; 3.5.6]

3.32

validation

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: Validation is the activity of demonstrating that the PDS(SR), before or after-instalatien act of
installing, meets in all respects the safety requirements specification .

[SOURCE: IEC 61508-4:4998 2010, 3.8.2, modified Note 1 to entry]


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 22 - IEC 61800-5-2:2016 RLV © IEC 2

3.33

veri

fication

016

confirmation by examination and provision of objective evidence that the requirements have
been fulfilled

[SO

4

The]
cap
the

Ead
acc
sys
ineH

Some of the safety sub-functions perform muoenitoring tasks only; some perform safety rele

con

Bot

On
PD3

Tim

ihtain the-safe-condition safety when electrical power is removed.

URCE: IEC 61508-4:4998 2010, 3.8.1, modified — removal of Note 1 to entry]

Designated safety sub-functions

an exhaustive list. Details of implementation for basic safety sub-functions,nard com
ty sub-functions composed of more than one basic safety sub-function~have not b

ems external to the PDS(SR) (for example a mechanical brake) may“be necessar

technical measures required to implement these functions, depend on the required
ability-and including the required probability of dangerous hardware failure, as indicate
safety requirements specification. The technical measure$ are described in Clause 6.

h safety sub-function may-regquire include safe inputs-and/or outputs-signalling in ords
bmplish necessary communication with (or activation of) other functions, subsystem

ems (which may or may not be safety-related).~Fhe—integrity—of the—interfaces—shal]
Lded-in-the-determinatien-ef-the-Sl-of-the-assoeiated-safetyfunction-

rol or other actions. Therefore, a distinction-must shall be made between:

he reaction on violation of limits.(only relevant for monitoring functions):

he reaction function when a ielation of limits is detected during the correct operatio
he safety sub-function; and

he fault reaction functiony(relevant for all safety sub-functions):
he reaction functioniwhen diagnostics detect a fault within the safety sub-function.

N reaction functions shall take into account the possible safe states of the application.

selecting the” appropriate reaction function, it-has-te shall be considered that parts of|
b(SR) may not be functioning.

ng requirements for the actions required following detection of a fault are specified in

the
H to
Dlex
een

ided because of the large number of possibilities. In some cases, further safety-related

y to

SIL
d in

r to

ant

n of

the

the

safe

4 H - 4 i L | il A
Ly TCYUITTITICTITS SUTULIILAlIUIT (STT J.J).

The names of the safety sub-functions include the words “safe” or “safely” to indicate that
these functions may be used in a safety-related application on the grounds of a judgement
(i.e. risk analysis) of that specific application, resulting in safety-relevant functions and their

inte

grity to be performed by the PDS(SR).

NOTE For detailed examples of the PDS(SR) sub-functions specified in this clause see Bibliography

(IFA

Report 7/2013e)
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4.2 Safety sub-functions

4.2.1 General

In most cases the safety functions of the PDS(SR) are a part of the safety functions of an

application, therefore the safety functions of the PDS(SR) are named safety sub-function

s in

this document. Figure 2 shows an example of a safety function consisting of safety sub-

functions:

System (machine, process) with a safety function e.g. "Safe Machine Stop"

—
Subsystem 1 Safet ;
- . y Sub-function 1
(e'fi'éﬁog;r?;';’:)ch' (e.g. safe input signal)
Subsystem 2 Safety Sub-function 2
(e.g.: Safety Relay, (e.g. safe logic evaluation)

Safety PLC)

Subsystem 3

Safety Sub-function 3
PDS(SR) (e.g. Safe Stop 1)

IEC

Figure 2 — Safety function consisting of safety sub-functions

NOTE For further information regarding safety sub-functions see IFA Report 7/2013e “Safe drive controls
freqyency converters” (Bibliograghy)

4.22 Limit values

Where a safety sub-function relies on limit value(s) for any parameter(s), the maxin
tolefance(s) for.the limit value(s) shall be defined.

Specification of any limit value-sheuld can take into account possible exceeding of the limit value in ca
ion of the'limit. For example, specification of the position limit value(s) in 4.2.4.9-sheuld can take into acd
aximum allowable over travel distance(s).

with

num

e of
ount

A particular safety sub-function may have one or more spechie
selected during operation.

values, wnich can

4.2.3 Stopping functions
4.2.3.1 General

A variety of stopping methods is available for every type of PDS(SR).

The control requirements for initiating the stopping sequence and maintaining a hold m

be

ode

upon reaching standstill are application-specific. Separate manual operations and connections
to control circuits may be necessary to achieve the desired performance of the stopping

functions.
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NOTE When applying safety stopping functions for functions like prevention of unexpected start-up or emergency
stop, relevant standards can be considered, e. g. [IEC 60204-1, ISO 13850, ISO 12100, ISO 14118.

Any particular requirements for stopping performance—should can be specified by the
installation—desigher customers of the PDS(SR) manufacturer. The following examples of
stopping functions are often used in practice.

4.2.3.2 Safe torque off (STO)

T CaoT U o tiitoat tHtotot ).

Thig function prevents force-producing power from being provided to the motor

NOTE+ This safety sub-function corresponds to an uncontrolled stop in accordance with stop
catggory 0 of IEC 60204-1.

NOTE 1 This safety sub-function-may can be used where power removal is requiredhto prevent an unexpgcted
startfup according to ISO 14118.

NOTE 2 In circumstances where external influences (for example, falling (of suspended loads) are pregent,
addifional measures (for example, mechanical brakes)-may can be necessary-to prevent any hazard.

NOTE 3 Electronic means and some contactors are not adequate,for\protection against electric shock:}and

addifional- measures for-isolation- may be necessary.

NOTE 4 While the function is active, a limited amount of movement is still possible in the event of a failure ip the
powgr section of the PDS(SR)

4.23.3 Safe stop 1 (SS1)
Thig function is specified as either

a) [Safe Stop 1 deceleration controlled
5S1-d

nitiates and controls the motor deceleration rate within—set selected limits to stop|the
motor and-initiates perforims the STO function (see 4.2.3.2) when the motor speefl is
below a specified limit; (o

b) [Safe Stop 1 ramp monitored
5S1-r

nitiates and ‘monitors the motor deceleration rate within—set selected limits to stop|the
motor anddritiates performs the STO function when the motor speed is below a specified
imit; or

c) [Safe Stop 1 time controlled
5844t

initiates the motor deceleration and—initiates performs the STO function after an
application specific time delay.

NOTE This safety sub-function corresponds to a controlled stop in accordance with stop
category 1 of IEC 60204-1.

NOTE The controlled stop of SS1-t can fail undetected, therefore SS1-t cannot be applied if this failure can cause
a dangerous situation in the final application.

4.2.3.4 Safe stop 2 (SS2)
This function is specified as either

a) Safe Stop 2 deceleration controlled
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b)

NOTE This safety sub-function SS2 corresponds to a controlled stop in accordance with
catggory 2 of IEC 60204-1.

NOTE The controlled stop of SS2-t can fail undetected, therefore SS2-t cannot bet@pplied if this failure can ¢
a dapgerous situation in the final application.

4.2/4  Othersafety Monitoring functions

4.24.1 General

In tle following function descriptions “prevents” is written when there is a single limit only
“kegps” is written when there is an upper and lQwér limit. Otherwise there is no differenc
intept.

4.2
Thi

pos|tion. The PDS(SR) provides energy to the motor to enable it to resist external forces.

NOTE This description of an operational stop function is based on implementation by means of a PD§

with
4.2
Thi

decgleration limity

4.2
Thi

4.2
Thi

4.2
Thi

4.2

S$S2-d

initiates and controls the motor deceleration rate within—set selected limits to stop
motor and-initiates performs the safe operating stop function (see 4.2.4.1) when the m
speed is below a specified limit; or

Safe Stop 2 ramp monitored
SS2-r

initiates and monitors the motor deceleration rate within—set selected limits to stop

the
otor

the

motor and-initiates performs the safe operating stop function when the motor speed is

below a specified limit; or

Safe Stop 2 time controlled
5S2-t

nitiates the motor deceleration and-initiates performs the safe operating stop func
bfter an application specific time delay.

4.2 Safe operating stop (SOS)

8 function prevents the motor from.deviating more than a defined amount from the stop

ut external (for example meghanical) brakes.
4.3 Safely-limited acceleration (SLA)

g function prevents the motor from exceeding the specified acceleration an

4.4 Safe acceleration range (SAR)

g function keeps the motor acceleration and/or deceleration within specified limits.

tion

stop

puse

and
e in

(SR)

d/or

4.5 Safely-limited speed (SLS)

s function prevents the motor from exceeding the specified speed limit.

4.6 Safe speed range (SSR)

s function keeps the motor speed within specified limits.

4.7 Safely-limited torque (SLT)

This function prevents the motor from exceeding the specified torque (or force, when a linear
motor is used) limit.
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4.2.4.8 Safe torque range (STR)

This function keeps the motor torque (or force, when a linear motor is used) within the
specified limits.

4.2.4.9 Safely-limited position (SLP)

This function prevents the motor shaft (or mover, when a linear motor is used) from exceeding
the specified position limit(s).

4.2410 Safely-limited increment (S11)

Thig function prevents the motor shaft (or mover, when a linear motor is used) from exceéedling
the |specified limit of position increment.

NOTE In this function, the PDS(SR)-centrels monitors the incremental movements of a motor as\follows.

. A\n input signal (for example start) initiates an incremental movement with a specified maximum travel whigh is
nonitored safely.

. \fter completing the travel required for this increment, the motor is stopped and\maintained in this stat¢, as
hppropriate for the application.

4.24.11 Safe direction (SDI)

Thig function prevents the motor shaft from moving mor&ithan a defined amount in|the
unintended direction.

42412 Safe motor temperature (SMT)

Thig function prevents the motor temperature(s) from exceeding a specified upper limit(s).

NOTE The SMT safety sub-function can be usedxlQ‘protect against over temperature of a motor applied ih an
explpsive atmosphere. Other risks like sparks are\not covered by this safety sub-function. For further informgtion,
see |IEC 60079 series of standards. Generatyinformation for the use of PDS(SR) in explosive atmosphere
applications is provided in IEC 61800-2:2015.

The

4.24.13 Safe cam (SCA)

Thig function provides a safe output signal to indicate whether the motor shaft positiop is
witHin a specifiedirange.

4.24.14 -Safe speed monitor (SSM)

Thig «function provides a safe output signal to indicate whether the motor speed is below a
specifredtimit:

4.2.5 Output functions — Safe brake control (SBC)

This function provides a safe output signal(s) to control an external brake(s).

5 Management of functional safety

5.1 Objective
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The first objective of this clause is to specify the responsibilities for the management of
functional safety and the activities to be carried out by those with assigned responsibilities.

The second objective of this clause is to present the PDS(SR) development lifecycle and give

an overview of its phases.

NOTE This—clause—is The organizational measures dealt with in this clause provide for the effective
implementation of the technical requirements and are solely aimed at the achievement and maintenance of
functional safety of the PDS(SR) systems-and-is. Separate and distinct from this are the general health and safety

measures necessary for the achievement of safety in the workplace.

5.2 —Requirements for the mmamagement of furnrctiomat safety
Thelrequirements of Clause 6 of IEC 61508-1:2010 apply.

5.3| PDS(SR) development lifecycle

Figure 3 shows the PDS(SR) development lifecycle, with cross-references t¢,the relevant|sub

clayses of this standard, arranged as phase 1 to phase 8.

NOTE This corresponds to the phases, safety requirement specification (phase 9)yand realisation (phase 1p) of

the qverall safety lifecycle of IEC 61508-1:2010.

Figyre 2 shows this information in the form of a sequential task-table.

Planning of
PDS(SR) functional safety management

PDS(SR) safety requiréements specification

PDS(SR) safety system architecture

PDS(SR) safety. PDS(SR) design and
validation planning development including
ASICs and software PDS(SR) installation,
commissioning, operation,
and maintenance
procedures
PDS(SR) integration

PDS(SR) safety

validation
IEC
For phase 1, see 5.4. For phase 2, see 5.5. For phase 3, see 5.6. For phase 4, see 5.4 e)
(phase 9 — see NOTE) (phase 9 — see NOTE) (phase 10.1 — see NOTE) |(phase 10.2 — see NOTE)
For phase 5, see Clause 6 |For phase 6, see 6.5 For phase 7, see Clause 7 |For phase 8, see Clause 8
(phase 10.3 — see NOTE) |[(phase 10.4 — see NOTE) |(phase 10.5 — see NOTE) |(phase 10.8 — see NOTE)

NOTE Corresponding phase of overall safety lifecycle of IEC 61508-1:2010.

Figure 3 — PDS(SR) development lifecycle
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Functional-safety Planning of PDS(SR) functional safety management

A plan shall be generated and updated as necessary throughout the entire development of the

PDS(SR

. It shall define the activities required to satisfy Clauses 5 to 10. and specify persons

and| their competence, department(s), or organization(s) responsible for completing these

actipities.

In
for

a)

b)

c)

Generation of the safety requirements specification (see 5.5), including factors such as:

articular, the-functional-safety plan shall consider or include the following, as appropifiate
he complexity of the PDS(SR).

the personnel responsible for generation and maintenance of-the safety requireménts
specification;

the choice of methods for the avoidance of mistakes during generation of the safety
requirements specification (see IEC 61508-2:2010, Anrex B);

the consideration of requirements from guidelines and standards for specific target
applications of the PDS(SR);

the personnel responsible for verification of the\safety requirements specification;

the process for changing the safety requirements specification after development |has
started.

Generation of the safety system architecfure specification (see 5.6), including factors quch
as:

the personnel responsible forZgeneration and maintenance of the safety system
architecture specification;

the choice of methods for\the avoidance of mistakes during generation of the safety
system architecture spggification (see IEC 61508-2:2010, Annex B);

the consideration of_requirements from guidelines and standards for specific target
applications of the PDS(SR);

the personnel) ‘responsible for verification of the safety system architecfure
specificatjoh;

the precess for changing the safety system architecture specification 4gfter
devefopment has started.

Design.and development of the safety sub-function(s) in the PDS(SR), including (where
applicable) factors such as:

e personrmel responsiole 10T oesign alla developinernt,

the selection of product development and project management methodologies (see
IEC 61508-7:2000 2010, B.1.1);

the consideration of applicable functional safety guidelines and standards for the
design of target application equipment such as process control equipment or
machinery which incorporates the PDS(SR) (e.g. ISO 13849-1 and IEC 62061);

the project documentation methodology (see IEC 61508-7:2000 2010, B.1.2);
the application of structured design techniques (see IEC 61508-7:2000 2010, B.3.2);
the application of modularization techniques (see IEC 61508-7:2010, B.3.4)

the use of-simulation—or—other computer-based design tools (see IEC 61508-7:2010,
B.3.5);

the design verification methodology;
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d)

()
N

the design change management (both hardware and software).

A verification plan for the safety sub-function(s) including factors such as:

the personnel responsible for verification;
the selection of verification strategies, techniques and tools;
the selection and documentation of verification activities;

the selection and utilization of test equipment;

A validation plan for the safety sub-function(s) comprising the following:

the evaluation of verification results gained from verification equipment and from tesgts.

the personnel responsible for validation testing;
the identification of the relevant modes of operation of the PDS(SR);

the technical strate
AeteehHeat-State

Dlannina for-installation-and-commissionin
RGOSt HoR3ahRac0o 1 O

ot

the procedures to be applied to validate that each safety sub=function of the PDS(ISR)
is correctly implemented, and the pass/fail criteria for accomplishing the tests;

the procedures to be applied to validate that each saféty sub-function of the PDS(ISR)
is of the required safety integrity, and the pass/fail ckii€ria for accomplishing the tesfts;

the required environment in which the testing is to'take place including all necessary
tools and equipment (also plan which tools andfe€quipment should be calibrated);

test evaluation procedures (with justifications);

the test procedures and performance criteria to be applied to validate the specified
electromagnetic immunity limits;

the action to be taken in the event ‘6f failure to meet any of the acceptance criteria-

ricsing-the followina (where 2 licablal):
t roHoOWH g where cabd

f)

g)

Planning for safety-related user documentation including:

n . ired ( IEC §1508-1:1098 2010 _Cl 3 : . !
assessment plan—comprising—thefollowing—shall-be—available providing all information

D fal la¥al
LI SARSSARE IS BR R A~ LR} L] TP T

fal
HatroTT LR} T pToTTyg

the personnel responsible for user documentation;
a listwof significant safety-related information which-must shall be provided;
the review process to insure the accuracy of documentation

fety

necessary to facilitate an effective assessment and including:

the scope of the functional safety assessment;

——the-personnelresponsibleforthefunctional-assessment;

the organisations involved;
the resources required-to-complete-the functional-safety-assessmentactivity;
those to perform the functional safety assessment;

the level of independence of-the—assessment-team those performing the functional
safety assessment;

the competence of each person involved in the functional safety assessment;

the outputs from the functional safety assessment;
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— how the functional safety assessment relates to, and shall be integrated with, o

functional safety assessments where appropriate;

— the requirement to perform an impact analysis to determine which parts of

016

ther

the

assessment are to be repeated in case of a modification (see also IEC 61508-1:2010,
7.16.2)

In g
the
acti

NOT
for n

5.5

5.5.

A safety requirements specification for a PDS(SR) shall,be’ documented and shall comprise:

For
tech

The
they

. The plan can be made by either those responsible for functional safety assessment or those respon
anagement of functional safety, or can be shared between them.

Safety requirements specification (SRS) for a PDS(SR)

1 General

h safety-functionality sub-functions requirements’ specification (see 5.5.2); and
b safety integrity requirements specification (see 5.5.3).

se shall be-writtenso expressed and siructured in such a way that they are:

ritten to aid the comprehensign=by those who are likely to utilise the information at
stage of the PDS(SR) safety lifecCycle;

Hiagrams that define the'necessary safety sub-functions with each safety sub-fung
being individually defined.

the avoidance-ef mistakes during the compilation of these specifications, appropr
niques and measures shall be applied (see IEC 61508-2:2000 2010, Table B.1).

requirgments for safety-related hardware and software shall be reviewed to ensure
are_adequately specified.

5.5.

Clear, precise;—uniguivecal, unambigltous, feasible, verifiable, testable and maintainable;

stablishing the scope of each functional safety assessment, it will be necessaty to spgcify
documents, and their revision status, that are to be used as inputs for each assessment
vity.

sible

any

bxpressed in natural oriformal language and/or logic, sequence or cause and effect

tion

iate

that

2 " Safety functionality sub-functions requirements specification

The safety-functionality sub-functions requirements specification shall provide comprehensive
detailed requirements sufficient for the design and development of the PDS(SR).

The
app

safety—funetionality sub-functions requirements specification shall describe,
ropriate:

as

b) comprehensive detailed requirements sufficient for the design and development of the
PDS(SR) including all the normative requirements to be fulfilled;
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NOTE Requirements like the selected measures of fault avoidance and fault control and the selected
measures and techniques for software design and testing etc. can be included in safety sub-functions
requirement specification.

c) the applicable mode of operation regarding functional safety;

d) the manner in which the PDS(SR) is intended to achieve or maintain a safe state for
intended applications;

e) the operating modes of the PDS(SR) and its installation — for example setting, start-up,
maintenance, normal intended operation;

f) all required modes of behaviour of the PDS(SR);

g9) ach
pother;

h) the required action(s) when a violation of limits is detected during the correct operation of

safety sub-function (i.e. the reaction on violation of limits (see 4.1));

i) fthe fault reaction function(s) (see 4.1 and 6.3);

j) fthe maximum fault reaction time to enable the corresponding fault ‘reaction to| be
performed before a hazard occurs in intended applications (only requiféd where diagnqstic
fests are used to achieve the SIL capability);

k) the maximum response time of each safety-related functionn(i-e. both safety and fault
eaction functions (see 6.3));

[) the significance of all interactions between hardware and software — where relevant, |any

equired constraints between the hardware and the software shall be identified jand
documented;

OTE Where these interactions are not known before finishing the design, only general constraints can be
Stated.

m) gll means by which the operator interacts with'the PDS(SR), that can influence the safety-
related functions (i.e. both safety and fault,reaction functions);

n) pll interfaces, necessary for functional safety, between the PDS(SR) and any other |
systems (either directly associated within, or outside, the installation).

5.53 Safety integrity requirements specification
Thel| safety integrity requirements specification for a PDS(SR) shall contain:

a) for each safety-related-function (or group of simultaneously used safety-related functions),

both—a SIL capability (or SIL) and—a—maximum—probability an upper limit of-dangegous
Fandom-hardware failure PFH value.

NOTE 1 Slkycapability is relevant if the PDS(SR) is to be considered as a component which implemefts a
cafety sub~fufiction in conjunction with other components. |

NOTE~2, In order to accommodate the probability of dangerous failure of other involved components| the
brobability of dangerous random hardware failure of the PDS(SR) will usually-have-te be lower than the target
ailur€ measure associated with the S/L allocated to the complete safety sub-function. However, it-may can
diS0 DE lligllcl, if e FUS(oR) ib L0 DE UscU 10 illlplclllb‘lll e sdicely auu-lunuiun T d Tedunudrit bUlIIigul ;1tion
with other components.

NOTE 3 Where a PDS(SR) implements a safety sub-function completely within itself, the safety integrity |
requirements specification will identify a SIL, not a SIL capability.

NOTE 4 Where common hardware is used to implement more than one safety sub-function, and the safety
sub-functions are used simultaneously, the probability of dangerous random hardware failure of the common
hardware-should can be considered only once when determining the overall probability of dangerous random
hardware failure.

NOTE 5 For a multi-axis PDS(SR), where a safety sub-function is required for more than one axis, the
probability of dangerous random hardware failure of common hardware-should can be considered only once
when determining the overall probability of dangerous random hardware failure.

b) the required mission time; |
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c) the extremes of all environmental conditions (including electromagnetic) that are likely to
be encountered by the PDS(SR) during storage, transport, testing,—installatien act of
installing;—eemmissioning, operation and maintenance;

NOTE 6 This information—may can have been obtained in order to satisfy the requirements of IEC 61800-1,
IEC 61800-2 or IEC 61800-4 and in this case need not be documented again.

d) any requirement for increased EM immunity (see 6.2.6);

e) limiting and constraint conditions for the realisation of PDS(SR) due to the possibility of
common cause failures;

f) the quality assurance/quality control measures necessary for management of functional
Bafety (See [EC 61908- 12010, Crause o). A

5.6| PDS(SR) safety system architecture specification QS/

5.6.[1 General '\Co

5

5.6./1.1 The objective of the safety system architecture specificatiorqiz‘s. o specify|the

architectural decomposition of the PDS(SR) and the requirements./for the resulting

subpystems and parts of subsystems (see Annex A). QQ,

NOTE 1 The Safety system architecture specification is normally derived from % PDS(SR) safety requirement
spedfication by decomposing the safety sub-functions and allocating par%\
subgystems (for example safety sub-function logic, input/output -circuitry;
repr¢sentation of the PDS(SR) in form of subsystems describes the PDS(,

the dpecification of the requirements for these subsystems. The requir
arch|tecture specification or kept separate and referenced by the i&

sub

5.6

5.6
5.6

5.6

NOTE 2 A more general approach to this kind of specificatitQQ;iven in IEC 61508-2:2010 as an E/E/PE syptem
desi

N
2 Requirements fg@afety system architecture specification

2.1 The safe@/stem architecture specification shall contain design requireménts
related to safety s@j

2.2 T %f’ety system architecture specification shall contain details of all hardware
a

f the safety sub-functions to
power supply, software). | The
n an architectural level which allows

can be included in the safety syptem
ty system architecture specification.| The

ystems can be further decomposed to parts to satisfy the desi@ development requirements.

hn requirement specification.

S

1.2 The description of the subsystem §nd parts and the respective requirements ghall
be ¢xpressed and structured in such a wa t they are:

Clear, precise, unambiguous, feasib@verifiable, testable and maintainable;

ritten to aid the comprehension&b% those who are likely to utilise the information at jJany
stage of the PDS(SR) safety Ij{@yycle;

raceable to the PDS(SR)‘%&ty requirements specification.
N\

nctions and to safety integrity.

and| softw ecessary to implement the required safety sub-functions, as specified by|the

safgty \ﬁcﬁons requirements specification of the PDS(SR) (see 5.5.2). The architecfure

shall i e, for each safety sub-function:

a) 5\1. lirements for the subsysfems and parts as appropriate;

b) requirements for the integration of the subsystems and parts to meet the PDS(SR) safety
requirement specification;

c) throughput performance that enables response time requirements to be met;

d) accuracy and stability requirements for measurements and controls;

e) safety-related PDS(SR) and operator interfaces;

f) interfaces between the PDS(SR) and any other systems (either within, or outside, the
installation);

g) all modes of behaviour of the PDS(SR), in particular, failure behaviour and the required
response (for example alarms, automatic shut-down) of the PDS(SR);

h) the significance of all hardware/software interactions and, where relevant, any required

constraints between the hardware and the software;
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i) any limiting and constraint conditions for the PDS(SR) and its associated subsystems, for
example timing constraints or constraints due to the possibility of common cause failures;

j) any specific requirements related to the procedures for starting-up and restarting the
PDS(SR).

5.6.2.3 The safety system architecture specification shall contain details, relevant to the
design, to achieve the safety integrity level for the safety sub-function, as specified by the
PDS(SR) safety integrity requirements specification (see 5.5.3), including:

a) the architecture of each subsystem required to meet the architectural constraints on the
hardware safety integrity;

Il relevant reliability modelling parameters such as the required diagnostic test interval of
he hardware necessary to achieve the target failure measure;

b)

5.62.4 The PDS(SR) safety system architecture specification shall be completed in de¢tail
as the design progresses and updated as necessary after modification.

5.6.2.5 For the avoidance of mistakes during the development of the, specification for|the
PD$(SR) safety system architecture specification, an appropriate group)of techniques [and
medsures according to IEC 61508-2:2010, Table B.2 shall be used.

5.6.2.6 The implications imposed on the architecture by thes PDS(SR) safety system
itecture specification shall be considered.

NOTE This can include the consideration of the simplicity of the implemiéntation to achieve the required spfety
integrity level (including architectural considerations and apportionmenihof functionality to configuration data pr to
the gmbedded system).

6 |Requirements for design and development of a PDS(SR)

6.1| General requirements
6.1.1 Change in operational status

Any| change in the operational status-of a PDS(SR) that can lead to a hazardous situation|(for
example by unexpected start-up)<shall only be initiated in response to a deliberate action by
the joperator.

NOTE For example, any failure of a PDS(SR) whilst in a hold state-sheuld-ret cannot lead to an unexpected gtart- |
up of machinery and/or plant'items.

6.1.2 Design standards

Thel PDS(SR) shall be designed in accordance with IEC 61800-5-1 and;—as—necessary; other
applicable parts of the IEC 61800 series, listed in the normative references.

6.1.3 Realisation

The PDS(SR) shall be realised in accordance with its safety requirements specification (see
5.5).

6.1.4 Safety integrity and fault detection
The PDS(SR) shall comply with all of a) to c) as follows:

a) the requirements for hardware safety integrity comprising:
— the architectural constraints on hardware safety integrity (see 6.2.3), and

— the requirements for the—p
PFH value (see 6.2.2 or 6.2.3);

b) the requirements for systematic safety integrity comprising:


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 34 - IEC 61800-5-2:2016 RLV © IEC 2016

— the requirements for the avoidance of failures (see 6.2.5.1), and the requirements for
the control of systematic faults (see 6.2.5.2), or

— evidence that components used are ‘proven-in-use’. In this case the components shall
fulfil the relevant requirements of IEC 61508-2:2010

c) the requirements for behaviour on detection of a fault (see 6.3).

NOTE If PL and category are to be claimed refer to ISO 13849-1:2006, 6.2 additionally.

6.1.5 Safety and non-safety sub-functions

Whjm_mm_mmm_mﬂmammﬁmwmmmm_au_m its
hardware and software shall be treated as safety related unIe ~it-can-be shown that{the

a
f tha safatyv o
HARe-Satety-—a

imp
faily ,
r—eJralted—fuﬂeHens—) adequate deS|gn measures ensure that the fallures of NoR> safety $ub-
fungtions cannot adversely affect safety sub-functions.

Seq IEC 61508-3:2010, Annex F, for techniques for achieving non-iatgrference between
software parts on a single computer.

NOTE Sufficientindependence-may-be

may-—o

the on eafchl and cafnhl related-parts—
HehHoR-Satety—aRa—Satety-reatea pat

HeteRy—1owh 253 H A—WHD=tH f

6.1.6 SIL-to-be-used for multiple safety sub-functions within one PDS(SR)

The] safety integrity level of one safety sub-function'ean be different from the others, and|the
reqlirements for design of each safety sub-functien*are defined as follows.

Thel requirements for hardware and softwaredshall be determined by the safety integrity level
of the safety sub-function having the highest safety integrity level unless it can be shown fhat
the |implementation of the safety sub-functions of the different safety integrity levels is
suffjciently independent.

As @an example see Table 2:
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Table 2 — Example for determining the SIL from
hardware and software independence

PDS(SR) implementing two safety sub-functions (Y and Z) with different SIL requirements:
Function Z: SIL H? | function Y: SIL L?
Evidence of sufficient independence Final SIL requirement for safety sub-
Design type between safety sub-functions Y and Z function
for hardware for software Z Y
Yes Yes SILH SIL L
N SW: SIL H SW: SIL L
Hafdware (HW) No Y HW: SIL H HW: SIL H¢
and software (SW)
dedign No SILH SILHN
Yes No SW: SILH SW5.SIL H®
HW: SIL H MW SIL L
Haldware only Yes SILH SIL L
dedi not applicable
eqian No SILH SILHP®
a8 |with S/L H higher than SIL L
b |HW and/or SW separation is not sufficient

NoTE Sufficient independence-may shall be established by showing that the probability pf a
dependent failure between the parts implementing safety,sub-functions of different integrity
levgls is sufficiently low in comparison with the probability of a dangerous failure for|the
highest safety integrity level associated with the safety) sub-functions involved.

6.1.[7 Integrated circuits with on-chip redundancy

Digital ICs which implement on-chip redurdancy with the goal of increasing fault tolerance in
a HDS(SR) shall satisfy all of the spegidl requirements for ICs with on-chip redundgncy
accprding to IEC 61508-2:2010, Annex E, in case of duplicated circuitry. Alternatively a
just[fication shall be given that the same level of independence between different channels is
achl|eved by applying a different séPof measures.

6.1.8 Software requirements

If spftware is used to.implement a safety sub-function of the PDS(SR) with a specific SIL or
SIL|capability (see 6:5:3), then this software shall be implemented in accordance with|the
reqlirements defined by IEC 61508-3:2010 for that specific SIL.

6.1.9 Design documentation

Besides the documentation of the design and realisation, the PDS(SR) design documentation
shall indicate those techniques and measures used to achieve the S/L-claim capability (for |
example failure mode and effects analysis, fault tree analysis).
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6.2 PDS(SR) design requirements
6.2.1 Basic and well-tried safety principles

Basic and well-tried safety principles shall be considered where applicable when a category is
claimed for the PDS(SR).

— For electrical and electro-mechanical PDS(SR), these principles correspond to ISO 13849-
2:2012, Table D.1 and Table D.2

— For mechanical parts (e.g. encoders), these principles correspond to 1ISO 13849-2:2012,
Table A.1 and Table A.2

6.2.2 Requirements for the estimation of the probability of dangerous random
hardware failures per hour (PFH)

6.2.2.1 General requirements
6.22.1.1 PFH for each safety sub-function

Thel PFH of each safety sub-function (or group of simultaneously-use@activated safety $ub-
fungtions) to be performed by the PDS(SR), estimated according t0.6.2.2.1.2 and Annex B,
sha|l be equal to or less than the target failure measure (see Table 3) as specified in|the
safety integrity requirements specification (see 5.5.3).

The|l PFH value as defined by the SIL refers to a completessafety sub-function. If a PDS(SR) is
intepded to perform only a part of a safety sub-function within a safety related control system
then the PFH of the-drive PDS(SR) should be sufficiently lower than the value defined by|the
SIL

NOTE+ The target failure measure, expressediin terms of the PFH, is determined by the|SIL
of the safety sub-function (see IEC 61508-1:42998 2010, Table 3), unless there i
reqlirement in the PDS(SR) safety integrity requirements specification (see 5.5.3) for|the
safety sub-function to meet a specific target failure measure, rather than a specific SI/L.

'
Q

Table 3 — Safety integrity levels: target failure measures
for-a PDS(SR) safety sub-function

Safety integrity level SIL PFH
3 >108to <1077
2 >107" to < 107
1 >10%to <1075

NOTE The PFH is sometimes referred to as the frequency of dangerous failures, or dangerous failure ratd, in
unifs of dangerous failures per hour.

The PFH of each safety sub-function (or group of simultaneously-used activated safety sub-
functions) of the PDS(SR) shall be estimated separately.

NOTE 1 Different safety sub-functions-may can have common components and/or unique components, resulting
in different PFH for each safety sub-function (or group of simultaneously used safety sub-functions).

NOTE 2 A number of modelling methods are available and the most appropriate method is a matter for the analyst
and will depend on the circumstances. Available methods include:

— fault tree analysis (see IEC 61025);

— Markov models (see IEC 61165);

— reliability block diagrams (see IEC 61078);

— parts count (see IEC 61709:2011);

— procedure description (see IEC 61508-6:2010);
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— simplified procedure for estimating PL (see ISO 13849-1:2006, 4.5.4).

See

also IEC 60300-3-1.

NOTE 3 The mean time to restoration (see IEC 60050-1894-13-08 192-07-23) that is considered in the reliability
model will need to take into account the diagnostic-and-preef-test intervals, the repair time and any other delays
prior to restoration, and the mission time.

NOTE 4 Failures due to common cause effects and data communication processes-may can result from effects
other than actual failures of hardware components (for example decoding errors). However, such failures are
considered, for the purposes of this standard, as random hardware failures (see IEC 61508-6:2000, Annex D).

6.2.

FE 5 If PL is to be claimed refer to ISO 13849-1:2006, Table 3, additionally.

2.1.2 Estimation of PFH

The|l PFH of each safety sub-function (or group of simultaneously-used activated safety $ub-

fungtions) to be performed by the PDS(SR), due to random hardware failures shalll be

estimated using IEC 61508-2:2000 2010, Annex A, taking into account:

a) the architecture of the PDS(SR) as it relates to eachcsafety sub-function under
consideration;

b) fthe estimated failure rate of each subsystem of the RDS(SR) in any modes which would
cause a dangerous failure of the PDS(SR) but which ate detected by diagnostic tests;

c) fhe estimated failure rate of each subsystem of¢the PDS(SR) in any modes which would
cause a dangerous failure of the PDS(SR) which are undetected by the diagnostic tests;

d) fhe susceptibility of the PDS(SR) to commonycause failures (see IEC 61508-6:2000 2010,
Annex D);

e) the diagnostic coverage (DC) of the diagnostic tests (determined according to IEC 61508-
P:2000 2010, Annex A and Annex C)and the associated diagnostic test interval,
NoTE4+ and when establishing the diagnostic test interval, the intervals between all of|the
tests which contribute to the diagnostic coverage will need to be considered;

f)

7

f) the repair times for detected failures;
NOTE 1 (The repair time will constitute one part of the mean time to restoration (see—EV191-43-08
EC 60050-192:2015, 192-07-23), which will also include the time taken to detect a failure and any time pegriod
Huring which repair is not possible (see Annex B of IEC 61508-6:2000 2010 for an example of how the mean
imesto restoration can be used to calculate the probability of failure). For situations where the repair canfonly
be“carried out during a specific period of time, for example while the-EUGC equipment or machinery drivegn by
the PDS(SR) is shut down and in a safe state, it is particularly important that full account is taken of the time
period when no repair can be carried out, especially when this is relatively large.

g) the probability of dangerous failure of any data communication process (see 6.4).

NOTE 2 For information about estimation of the PFDaVg value from the PFH value for low demand applications,
see Annex F.

6.2.2.1.3 Failure rate data

Component failure rate data shall be obtained from:

a recognised source; or

estimates based upon those Type A components that are considered to be “proven in use”

(see IEC 61508-2:2000 2010, 7.4.10).
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The expected average operating temperature for a component should be used when
estimating its failure rate.

NoTE2 If site-specific failure data are available, then this is preferred. If this is not the case,
then generic data-may-have-to can be used.

NOTE 1 Data can be derived from that published in a number of industry sources (see Annex C).

NOTE 2 Although a constant failure rate is assumed by most probabilistic estimation methods, this only applies
provided that the useful lifetime of components is not exceeded. Beyond their useful lifetime (i.e. as the probability
of failure significantly increases with time), the results of most probabilistic calculation methods are therefore

H Tl L. I H H H H L Lol H 1 pu | H H H £ il f I
meaprgtess—Fhus—eany—probabiistie—estimaton—horid—sr—ineturde—a—specificaton—eithe—cemperents—usefu

lifetimes. The useful lifetime is highly dependent on the component itself and its operating conditions — temperature

in particular (for example, electrolytic capacitors can be very sensitive).—Experience—has—shown—that-theupeful

lifetifne—often-ties-within-a—range—of 8-years—to—12 years—tcan—however—be significantly tess—if corfpdnéntd-are

G_pe{: . F . . . T T T T e e e e N

NOTE 3 The fault lists given in Annex D can be used to assist in determination of failure modes:

Any] failure rate data used shall have a confidence level of at least-66 70 %.

6.22.1.4 Diagnostic test interval when the hardware fault tolerance is greater tha
zero

-

The| diagnostic test interval of any subsystem of the PDS(SR).shall be-such-as-to-enabletthe
PB3$(SR) appropriate to meet-therequirementfor the required/PFH (see 6.2.2.1.1).

NOTE 1 For information regarding mathematical intpact of diagnostic test interval see Clause B.4

NOTE 2 For redundant parts of a PDS(SR) which cannot be tested without disrupting the application in which the
PDS|SR) is used (machine or plant) and whese no justifiable technical solution can be implemented, the following
maxijmum diagnostic test intervals can be €onsidered as acceptable:

—  pne test per year for SIL 2, PL d [¢ategory 3;
—  pne test per three months fop"SA> 3, PL e / category 3;
—  pne test per day for SIL 3, PL e / category 4.

PL apd category accordifgto ISO 13849-1.
6.22.1.5 Didgnostic test interval when the hardware fault tolerance is zero

The| diagnostic: test interval of any subsystem of a PDS(SR) having a hardware fault tolergnce
of Zero, en~which a safety sub-function is entirely dependent, shall be such that the sum of
the | diagpostic test interval and the time to perform the specified action (fault readtion

fungtion) to achieve or maintain a safe state is less than the-specified-maximum-faultreagtion

process safety time.

6.2.3 Architectural constraints
6.2.3.1 Limitations of SIL

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety sub-function is limited by the hardware fault tolerance and safe failure
fraction of the subsystems of a PDS(SR) that carry out that safety sub-function. A hardware
fault tolerance of N means that N+1 faults could cause a loss of the safety sub-function.
Table 4 and Table 5 specify the highest safety integrity level that can be claimed for a safety
sub-function which uses a subsystem, taking into account the hardware fault tolerance and
safe failure fraction of that subsystem (see IEC 61508-2:2000 2010, Annex C). The
requirements of Table 4 or Table 5, whichever is appropriate, shall be applied to each
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subsystem carrying out a safety sub-function and hence every part of the PDS(SR); 6.2.3.2.2 |
and 6.2.3.2.3 specify which one of Table 4 or Table 5 applies to any particular subsystem.
With respect to these requirements,

a) in determining the hardware fault tolerance, no account shall be taken of other measures
(such as diagnostics) that may control the effects of faults;

b) where one fault directly leads to the occurrence of one or more subsequent faults, these
are considered as a single fault;

c) in determining hardware fault tolerance, certain faults may be excluded, provided that the
likelihood of them occurring is very low in relation to the safety integrity requirements of
ne suosysierr. Ay SUcCh Tdull exctusions shattbe jUS[iﬁEG ana aocumentea (see Ljlquse

D.3).

NOTE 1 The architectural constraints have been included in order to achieve a sufficiently robust_architecture,
taking into account the level of subsystem complexity. The hardware safety integrity level for the PDS(SR), de ived
throygh applying these requirements, is the maximum that-is—permitted-to can be claimed even“though, dome |
casels, a higher safety integrity level could theoretically be derived if a solely mathematical, approach had been
adogted for the PDS(SR).

NOTE 2
useé—unde{—ne;ma#epe;atmg—eeﬂ%ens— The fault tolerance reqmrements—may can be relaxed whlle the PDS(SR)

is bging repaired on-line. However, the key parameters relating to any relaxation ‘must have been previgusly
evaljiated (for example, mean time to restoration compared to the probability ofca demand).

NOTE 3 This is neces a—very Yo probability of failure by virtde of
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NOTE 3 This clause is based on route 1, of IEC 61508-2:20%0, 7.4.4; for the requirements related to route 2| see
IEC p1508-2:2010, 7.4.4.3.

6.2.3.2 Type A and Type B subsystems
6.23.2.1 General
(Sefg also IEC 61508-2:2010; 7.4.4.152 and 7.4.4.1.3)

6.23.2.2 Type A

A subsystem can be regarded as type A if, for the components required to achieve the sdfety
subtfunction, the followlng criteria are satisfied: ’

a) fthe failure modes of all constituent components are well defined; and

b) the behaviour of the subsystem under fault conditions can be completely determined; j:d

c) fhere is(sufficient dependable failure data from field experience to show that the claimed

failurésrates for detected and undetected dangerous failures are met.

NOTENAnnex D lists faults and fault exclusions that-may can be considered. |

6.2.3.2.3 Type B

A subsystem shall be regarded as type B if, for the components required to achieve the safety
sub-function, one or more of the criteria of 6.2.3.2.2-is are not satisfied.

NOTE+ This means that if at least one of the components of a subsystem satisfies the
conditions for a type B subsystem then the entire subsystem-must shall be regarded as type B
rather than type A.

NOTE 1 For example, the control section consisting of microcontrollers etc. is considered as a type B subsystem.

NOTE 2 Clause D.3 lists faults and fault exclusions that-may can be considered.
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The architectural constraints of either Table 4 or Table 5 shall apply: Table 4 applies for every
type A subsystem forming part of the PDS(SR); Table 5 applies for every type B subsystem

forming part of the PDS(SR).

NOTE For information about type A and type B refer to IEC 61508-2:2010, 7.4.4.1.2 and 7.4.4.1.3

Table 4 — Hardware safety integrity:-architectural constraints on

Maximum allowable safety integrity level for a safety sub-function

carried out by a type A safety-related subsystem

Spfe failure fraction 2 Hardware fault tolerance N (see 6.2.3.1)
0 1 p
<60 % SIL 1 SIL 2 SIL 3
60 % to < 90 % SIL 2 SIL 3 SIL 38
90 % to < 99 % SIL 3 SIL 3° SIL 3®
> 99 % SIL 3 SIL 3° SIL 3®

Bee 6.2.4 for details of how to estimate safe failure fraction.

rt of
t t

Maximum allowable safety integrity level for a safety sub-function
carried out by a type B’safety-related subsystem

Shfe failure fraction 2 Hardware fault tolerance N (see 6.2.3.1)
0 1 2
<60 % Not-allowed permitted SIL 1 SIL 2
60 % to <90 % SIL 1 SIL 2 SIL3
90 % to < 99% SIL 2 SIL 3 SIL 3
> 99 % SIL 3° SIL 3® SIL 3

2@  Bee 6.2.4 for details of how to estimate safe failure fraction.
b—This

art of MNEC 61800
O = 1

n
patt

Exception:

For a subsystem with a hardware fault tolerance of zero and where fault exclusions have been
applied to faults of electrical or electronic parts that could lead to a dangerous failure, then
the maximum SIL that can be claimed due to architectural constraints of that subsystem is

limited to:
e SIL 3, if tables D.1, D.3, D.5, D.6, D.7 and D.8 apply
e SJ/L 2 in all other cases.

NOTE If category is to be claimed refer to ISO 13849-1:2006, 6.2 additionally.
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6.2.4 Estimation of safe failure fraction (SFF)

6.2.4.1 Methods of analysis

To estimate the SFF of a subsystem, an analysis (for example fault tree analysis or failure
mode and effects analysis) shall be performed to determine all relevant faults and their

corresponding failure modes. The probability of each failure mode of the subsystem shall be
determined based on the probability of the associated fault(s).

For calculation of SFF see IEC 61508-2:2010, Annex A and Annex C

For|PDS(SR) the route 1, is preferred. Route 2, shall be restricted for PDS(SR) to Type A
subkystems.

NOTE This clause is based on route 1, of IEC 61508-2:2010, 7.4.4.2; for the requirements related\{o’route 2| see
IEC p1508-2:2010, 7.4.4.3.

Baslis of data is given in 6.2.2.1.3.
NOTE See Annex C for an informative list of known sources.

In 4 cubsvetam wit hardware fault teterance of zero when o cafaty ralgy wit 2 nositivaly
H—a—SHRoSYStem—WhHR—atrGware—1att—=tererance—o0+Zero—wWneh—aSatety ey Whih—apPoStHiyery
auided feedback contact ic used tonrovide a safetvy funection - and diaanostic coveraage of that
guHgecteeanatk ecotactisuSea1to-provice a——SaretyHdhctHoRaRGarRaghosHcecoverageoHmat
fundtion the csafatvy intearitv duestolarchitectural constrainte of that cuthevcteam is constrained
HHRGHOR R e-—Satety e gHtyGue & arcihte Ctida—CoRStHAHHS O3 t-SHRSYSteM IS COoRStHHREea
Th csafa failure fraction of a9 cubsvstem chall he ealeculated using Annexes A and 4 of
T e—Satre—ahte—HaGHO A0 a—SURSYSteMm——Sah—PB e Cacthate G USIRg—ARRexXeSA—aha g o1

6.2.)5 Requirements for systematic safety integrity of a PDS(SR) and PDS(SR)
subsystems

6.2.|5.1 Requirements for the avoidance of failures

6.2.5.1.1 General
Techniques and measures shall be used which minimize the introduction of faults during the

design and development of the hardware of the PDS(SR) according to IEC 61508-2:2010,
Table B.2.

Tests, as planned according to 6.2.5.1.4, shall be performed. See also Clause 9.
NOTE For claiming a PL refer to ISO 13849-1:2006, Annex G.
6.2.5.1.2 Choice of desigh methods

In accordance with the required safety integrity level, the design method chosen shall
promote:
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a) transparency, modularity and other features
understandability of the design;

which minimize complexity and enhance

b) clear and precise specification of

functionality,
subsystem interfaces,
sequencing and time-related information,

concurrency and synchronisation;

c) clear and precise documentation and communication of information;
d) |verification and validation.

6.2/5.1.3 Design measures

The following design measures shall be applied.

a) Proper design of the PDS(SR) and/or subsystems including

- the use of components within manufacturers specifications, for.example temperature,
loading, power supply, power rating, and timing parameters;

- the derating of design parameters to improve reliability whete necessary to achjeve
target failure rates;

- the proper combination and assembly of subsystems/for example cabling, wiring jand
any interconnections;

- the use of reviews and inspections for early detection of design defects.

b) ICompatibility:
- use subsystems with compatible operating characteristics.
c) Withstanding specified environmental conditions:

- design the PDS(SR) so that it Mis capable of safe operation in all specified
environments, for example temperature, humidity, vibration, EM phenomena, pollution
degree, overvoltage category,\altitude.

6.2/5.1.4 Test planning

Dur|ng the design, the following different types of testing shall be planned as necessary:
a) |subsystem testing;

b) Jntegration testing;

c) yalidation testing;

d) gonfiguration testing (see 7.2).

Dodumentation of the test planning shall include:

e) types-ofteststebeperformed-andpreceduresto-befollowed:

f) test environment, tools, configuration and programs;

g) pass/fail criteria.

Where applicable, automatic testing tools and integrated development tools shall be used.

NOTE The integrity of such tools can be demonstrated by specific testing, by an extensive history of satisfactory
use or by independent verification of their output for the particular PDS(SR) that is being designed.

6.2.

5.1.5 Design maintenance requirements

A process for design maintenance and retesting, to ensure the safety integrity of the PDS(SR)
remains at the required level during subsequent design revisions, shall be defined at the
design stage.
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5.2 Requirements for the control of systematic faults

5.2.1 General

E For claiming a PL refer to ISO 13849-1:2006, Annex G.
5.2.2 Design features

controlling systematic faults, the design shall-pessess provide features that make the

PDS(SR) and its subsystems tolerant against:

a)

f)

environmental stresses—me%rg—e#ee#e#mgaeh&d%%ees—%pp#ymg—@#aus&%
and-Table-A47-of HEC 61508-2:2000 according IEC 61800-2:2015, Table 6 as.applicable

for the environment specified for the PDS(SR);
blectromagnetic disturbances, see 6.2.6;

mistakes made by the operator of the PDS(SR) (see IEC 61508-2:-2888 2010, Clause|A.3
and Table A.17);

residual design faults in the software (see IEC 61508-3:4998 2040, 7.4.3 and associated
able);

errors and other effects arising from any data communicatiop process (see 6.4).

When application specific integrated circuits (ASICs) afe used to implement safety $ub-
fungtions in a PDS(SR), an appropriate group of techdiques and measures that are esseftial
to grevent the introduction of faults during the desigh*and development shall be used. [The

info

Thelrelated ASIC development lifecycle is showndn IEC 61508-2:2010, Figure 3.

6.2

Tes
acti

6.2.

5.2.3 Testability and maintainability

Fmative Annex F of IEC 61508-2:2010, provides{an example of techniques and measufes.

tability and maintainability shall che considered during the design and development
vities in order to facilitate implementation of these properties in the final PDS(SR).

2.4 Human constraints

The| design of the PDS(SR)-shall take into account human capabilities and limitations and be
suitpble for the actions‘assigned to operators and maintenance staff. The design of operptor
inteffaces shall followygood human-factor practice and shall accommodate the likely level of
traiming or awareness of operators.

6.2.5.2.5 Rrotection against unintentional modification

The| PDS(SR) shall incorporate measures to protect (or facilitate protection) agdqinst
unintentional modifications to safety-related software, hardware, parameterisation Jand

f i fthg PNS/(SP)
configurationof the PDS(SR).

NOTE See IEC 61508-7:2000 2010, B.4.8.

6.2.5.2.6 Input acknowledgement and operator mistakes

The design of the PDS(SR) shall incorporate input acknowledgement to control operational
failures. The design shall also protect against operator mistakes (related to the safety sub-

functions of the PDS(SR)) via plausibility checks.

NOTE See IEC 61508-7:2000 2010, B.4.6 and B.4.9.
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5.2.7 PDS(SR) parameterization

016

Almost all PDS(SR) need configuration parameters which determine the behaviour of safety
sub-functions. The software-based parameterization shall be considered as a safety-related
ect of the PDS(SR) design to be described in the software safety requirements

asp
spe

cification.

Parameterization during act of installing and maintenance shall be carried out using a
dedicated parameterization tool provided by the supplier of the PDS(SR). This tool shall have
its own identification (name, version, etc.) and shall prevent unauthorized modification, for

exa
this

As
sha

as \ell as subsequent documented confirmation of the sa elated parameters, e.g. |
suitpbly skilled person and by means of an automatic cheq& a parameterization tool.
NOTE 1 For reference, see IEC 61508-3:2010, 7.4.4. QQ

NOTE 2 This is of particular importance where paramet% tion is carried out using a device not specifi
interlded for the purpose (e.g. personal computer or eqw@

IEC

6.2

Thel PDS(SR) shall be specifiedi@d designed taking into account the effects of the los
elegtrical supply.

NOTE 3 For more details on software-base% rameterization see [1SO 13849-1:2006, 4.6.4 a

i5.2.8 Loss of electrical sup&@

mple, by use of a password. There are no functional safety requirements to be fquiIIed by

parameterization tool.

becial procedure shall be used for setting the safety-related parameters. Th%g?)cec
| include confirmation of input parameters to the PDS(SR) by

fetrieval, display and check by operator of the modified parameters and q’
h verification of the correctness of the parameters in the PDS(SR) t%@

p a configuration test (see 7.2) or

p  other suitable means defined by the PDS(SR) manufactur

52061:2012, 6.11.2.

ure

y a

cally

d/or

5 of
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6.2.6 Design requirements for e&\ omagnetic (EM) immunity of a PDS(SR)

Thel PDS(SR) shall be designed @ave the appropriate EM immunity for operating within|the
spefified or anticipated el omagnetic environment (first environment or second
env|ronment) as classified 6 61800-3.

Thel EM immunity test direments are described in 9.2 and Annex E.

®)

6.2[7 Design &}hirements for thermal immunity of a PDS(SR)

Thel PDS(S all be designed to have the appropriate thermal immunity for operating within
the speciﬁé r anticipated thermal environment as classified in IEC 61800-2.

The t@mal immunity test requirements are described in 9.4.

6.2.8 Design requirements for mechanical immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate mechanical immunity for operating
within the specified or anticipated mechanical environment as classified in IEC 61800-5-1 and
IEC 61800-2.

The mechanical immunity test requirements are described in 9.5.

6.3 Behaviour on detection of fault
6.3.1 Fault detection

The detection of faults within a PDS(SR) can be performed by diagnostic tests.
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When a dangerous fault that can lead to loss of the safety sub-function is detected, a fault
reaction function shall be initiated in order to prevent a hazard. Diagnostics and fault reaction
functions shall be performed within the specified maximum fault reaction time.

6.3.2 Fault tolerance greater than zero

The detection of a dangerous fault (by diagnostic tests or by any other means) in any
subsystem which has a hardware fault tolerance greater than zero shall result in either:

a) a fault reaction function, or

b) : the
achinery and/or plant |tems wh|Ist the faulty part is repaired. If the repair ~is | not
ompleted within the mean time to restoration (MTTR) assumed in the calculation of|the

probability of dangerous random hardware failure (see 6.2.1), then a fault* readtion

6.3.13 Fault tolerance zero

The| detection of a dangerous fault (by diagnostic tests or by any-other means) in |any
subpgystem having a hardware fault tolerance of zero and on which(a-safety sub-functiopn is
entirely dependent shall result in a fault reaction function.

6.4| Additional requirements for data communications

Wheén data communication is used in the implementation: of a safety sub-function with|n a
PD$(SR) then the probability of undetected failure ef the communication process shal| be
ated—mkmg—mte—aeem*ni—#aﬂsn%&mq—e#mps—mpe%%s—delehen—mseﬂmm
1 i i . Fhis probability shall be taken into account
whdgn estlmatlng the PFH of the safety sub- funct/on due to random failures (see 6.2.1.1.2).
Thig does not cover all data communication within a PDS(SR). For example data
conmmunication within one printed wiring bo@rd is not covered by this requirement.

For|details see IEC 61508-2:2010, 7.441.

NOTE Additional information regarding safety communication channels can be found in IEC 61784-3.
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SR SR-subsystem SR
subsystem complies with IEC 61508 SUEEEE

a) White channel

IEC 62280

I I

SR | No safety requirements | 4 SR
subsystem e - subsystem
I |
b) Black channel
IEC 61508
SR: Safety-related 2 1226/07

6.5| PDS(SR) integration and testing requirements

6.5./1 Hardware integration

The| PDS(SR) shall be integrated according to its ‘specified design. As part of the integration
of all subsystems and components into the PDS(SR), the PDS(SR) shall be tested according
to the specified integration tests. These tests ‘are specified on the verification plan and ghall
sho that all modules interact correctly to~pérform their intended function and not perform
unirftended functions.

ing-of

D or
OFf

6.5.2 Software integration

Thel| integration of safety-related software part/module into the PDS(SR) shall be carried|out
accprding to IEC©1508-3:2010. It shall include tests that are specified on the software
verification plan_te’ ensure the compatibility of the software with the hardware such that|the
fungtional andsafety performance requirements are satisfied.

NOTE This™ does not imply testing of all input combinations. Testing all equivalence classes |[(see
IEC p1508=7:2000 2010, B.5.2)-may can suffice. Static analysis (see IEC 61508-7:2000 2010, B.6.4), dynpmic
analysis(see IEC 61508-7:2000 2010, B.6.5) or failure analysis (see IEC 61508-7:2000 2010, B.6.6)-may| can
reduce the number of test cases to an acceptable level.

6.5.3 Modifications during integration

During the integration, any modification or change to the PDS(SR) shall be subject to an
impact analysis, which shall identify all components affected, and additional verification.

6.5.4 Applicable integration tests

The integration test(s) shall be specified in a verification plan. A functional test shall be
applied, in which input data or set values, which adequately characterise the normally
expected operation, are given to the PDS(SR). The safety sub-function is requested (for
example, by activation of STO or speed limit violation for SLS), and its resulting operation is
observed and compared with that given by the specification (see also Clause 9).


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 48 - IEC 61800-5-2:2016 RLV © IEC 2

6.5.5 Test documentation

During PDS(SR) integration testing, the following shall be documented:

a)
b)
c)
d)
e)
f)

7

71

7.2

the version of the test plan used,;

the criteria for acceptance of the integration tests;

the type and version of the PDS(SR) being tested;

the tools and equipment used along with calibration data;
the results of each test;

016

any discrepancy between expected and actual results.

Information for use

General

PD$(SR) manufacturers shall provide information for the users in a safety"manual. Gen
reqlirements of the safety manual are referred to IEC 61508-2¢2070, Annex D,
IEC|61508-3:2010, Annex D. This clause describes additional requirgments for a PDS(SR)

NOTE For claiming a PL refer to ISO 13849-1:2006, Clause 11.

Information and instructions for safe application of\a PDS(SR)

The| following information shall be documented by the qmanufacturer and made available to

usef.

b)

d)

A functional specification of each safety sub>function and interface which is available
Lse in the implementation of safety sub-functions. This shall comprise:

of limits);
- the fault reaction function;

- the response time of each.safety-related function and of the associated fault reag
functions;

- the condition(s) (for example, operating mode) in which the safety sub-functio
intended to be active or disabled;

- the priority of those—funetions safety sub-function that are simultaneously active
can conflict(wjth each other.

The safety. jntegrity information for each safety sub-function, including:

- the S/Lor SIL capability; (includes systematic capability, see IEC61508-2);

- the\PFH value for each safety sub-function;

-\ résulting PFH-value for a group of simultaneously activated safety sub-functions;

eral
and

the

for

- a detailed description of the safety»Sub-function (including the reaction(s) to a violation

tion

N is

and

— PL and category according to ISO 13849-1 when applicable.

A definition of the environmental and operating conditions (including electromagnetic)
under which the PDS(SR) is intended to be used (see also IEC 61800-1, IEC 61800-2,
IEC 61800-3, IEC 61800-4 and IEC 61800-5-1). This shall take into account storage,
transport,-instaliation act of installing, commissioning, testing, operation and maintenance.

NOTE As an example for an EMC related information for use: “Warning: handheld radio transmitters
closer than 20 cm to PDS(SR) can disturb the safety sub-functions of the PDS(SR)” or similar (see
footnote p)

An indication of any constraints on the PDS(SR) for:

— the environment which should be observed in order to maintain the validity of
estimated failure rates;

— the mission time of the PDS(SR)-and-proof-testinterval{s)—asappropriate;

held
E.2,

the
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f)

g)

h)

— any testing, calibration or maintenance requirements (e.g. limited number of operati

of a relay);

— any limits on the application of the PDS(SR) which should be observed in orde
avoid systematic failures;

event of failure in the power section of the PDS(SR).

007, Clause 6), including setting and parameterisation.

The requirements for configuration test of safety sub-functions, in cases where
ntegrity of the means of configuration of a safety sub-function cannot be ensured
example, PC configuring tools).

The configuration test is carried out after the commissigfning or modification of a spe
bpplication, to ensure that the used safety sub-functions of the PDS(SR) are configure
ntended. In particular, the test confirms the intended values of the parameters within
PDS(SR). The test is normally carried out and.documented by the party responsible
commissioning the PDS(SR), using test “procedures provided by the PDS
manufacturer.

he configuration test manual shall requirg, at least the following items to be recorded:

- a description of the application including a figure;

a description of the safety reflated components (including software versions) that
be used in the application;

- a list of safety sub-functions that will be used in the application of the PDS(SR);

- the results of each testof these safety sub-functions, using given test procedures;
- a list of all safety relevant parameters and their values in the PDS(SR);

- the check sums; date of tests and confirmation by test personnel.

Configuration testing for PDS(SR)s in replicated applications may be carried out 3
single typestest of the replicated application, provided that it can be ensured that
safety sub<functions will be configured as intended in all units.

The diagnostic tests to be performed either by the user or by parts of an installation
ncludes a PDS(SR) (for example, PLC, supervisory controller).

ons

r to

any information valid hardware and software versions and the combinations permitted

TOr The Sarety Sub-tunctions; the T1actl that Sarety Sub-tunciions cannot prevent |[any
failure of non-safety sub-functions of the PDS(SR).

NOTE 1 For example, the failure of deceleration initiated by SS1-t is not prevented.

NOTE 2 For example, while function STO is active, a limited amount of movement is.Sti)l possible ip the

The—instalation act of installing and commissioning guidance (see¢lEC 61800-5-1:2003

the
(for

Cific
l as
the
for
SR)

will

s a
the

that

I')Q‘/QR) npprnfinn and maintenance Inmrpdnrpc shall he Inrnvidod which shall anm‘ify

the

following:

the routine actions which need to be carried out to maintain the functional safety of the
PDS(SR), including replacement of components with a limited life (for example cooling
fans, batteries, etc.);

the actions and constraints necessary to prevent an unsafe state and/or reduce the
consequences of a hazardous event;

the maintenance procedures to be followed when faults or failures occur in the
PDS(SR), including:

e the procedures for fault diagnosis and repair; and

e the procedures for revalidation.
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the tools necessary for maintenance and revalidation, and procedures for maintaining
the tools and equipment;

the routine actions which need to be carried out to maintain the functional safety of the
application of the PDS(SR), including the compatibility of hardware and software

versions and safety parameters such as PFH and SIL

NOTE The PDS(SR) operation and maintenance procedures-sheuld can be continuously upgraded following,
for example:

—  functional safety audits;
— tests on the PDS(SR).

Verification and validation

General

objective of this subclause is to ensure the compliance with the—functiopal-safety
B(SR) development lifecycle (see 5.3).

E If PL is to be claimed refer to ISO 13849-1 and/or ISO 13849-2.

Verification

objective of the requirements of this clause js\to test and evaluate the outputs of a g

ided as input to that phase.

requirements of IEC 61508-2:2010, £4,9-2 apply.

Validation

ven

5e to ensure correctness and consistency With respect to the products and standards

The]
all
safd

The]

espects th&~requirements for safety in terms of the required safety sub-functions
ty integpity.,

reguifements of IEC 61508-2:2010, 7.7.2 apply.

objective of the/requirements of this subclause is to validate that the PDS(SR) meefs in

and

8.4

Documentation

Appropriate documentation concerning PDS(SR) verification and validation shall be produced,
according to the appropriate requirements of 8.2 and 8.3-including-.
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9 Test requirements

9.1 Planning of tests

Testing of the safety sub-functions of the PDS(SR) shall be planned concurrently with each
phase of the development process.

The test plan shall be documented, and shall include a detailed description of:

a) the functional testing of each safety sub-function;

b) [he Tunclional tesiing of each diagnosfics funclion for each safely sub-function; (fault
nsertion testing);

c) fhe environmental testing of each safety sub-function for immunity to each of the<fcllowing
environmental stresses:

1) electromagnetic (EM)

P) thermal

3) mechanical (shock & vibration)
d) fhe acceptance criteria.

Tests may be either “black-box”, where no account is taken of the internal implementatioh of

the |safety sub-function, or “white-box”, where specific knowledge of the implementatiop is
usef to determine the test (for example, fault insertion).

Tests may be waived or replaced by other verification® or validation methods if permitted by
the relevant requirements.

NOTE When it is difficult to perform safety sub-function tests on the complete PDS(SR) because of e.g. fize,
partq of the PDS(SR) that are considered to be safety=fefevant can be tested individually.

9.2| Functional testing

Functional testing of each safetyssub-function, including related diagnostics (fault insention
testjng), shall be performed.

9.3| Electromagnetic (EM) immunity testing
9.3[1 General

The| performance_ecriterion that shall be applied when performing EM immunity tests on|the
PD$(SR) is spégified in 9.3.3. This criterion does not apply to the normal (non-safety related)
fungtions of A€ equipment.

NOTE _unttional electromagnetic compatibility (EMC) of the PDS(SR) is achieved when it complies with] the
requ|rendents of IEC 61800-3.

9.3.2 Intended EM environment

Where the EM environment is not known or not declared by the PDS(SR) manufacturer or the
intended environment is the second environment, the PDS(SR) shall be verified to the
immunity requirements given in the second environment columns of Tables E.1, E.2 and E.3.

When the environment of the intended use of the PDS(SR) is the first environment, the
PDS(SR) shall be verified to the immunity requirements given in the first environment columns
of Tables E.1 and E.3.

The performance criterion of 9.3.3 shall be applied.
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The specified mitigation measures shall be in place during the tests to verify their
effectiveness.

9.3.3 Performance criterion (fail safe state — FS)

The following performance criterion shall be satisfied while the PDS(SR) exercises all safety-
related hardware parts during the tests. The behaviour of non-safety related functions of the
PDS(SR) are not considered, unless non-safety related components are used as indicators of
the safety sub-functions and have been verified to be operating properly.

Additi
appyi

Safety sub-functions of the PDS(SR): ,\CO

— fo not deviate outside their specified limits for functional safety (equal riterion p of
EC 61800-3), or

— ay deviate temporarily or permanently outside their specified lim funct/ona/ safgty if

he PDS(SR) reacts to the EM disturbance in such a way that @fmed safe state ((fail
afe state) of the PDS(SR) is maintained or achieved within tp\Q}pecmed maximum fault
reaction time.

Perfnanent degradation of the safety sub-function or destr. n of components is permitted
proyided a defined safe state shall be maintained or achiQ d within the specified maximmum
faulf reaction time. Q
Thig criterion applies to all EM phenomena \rQevant to the PDS(SR) in its intended
application. KQ
9.4| Thermal immunity testing \‘g\
9.401 General A»\Q)
Thefrmal immunity testing of eack\'@afety sub-function, including related diagnostics, shal| be
performed. C\)j“

N

9.4 Functional thermal test

Thel test shall be p %ﬁed according to the temperature rise test of IEC 61800-5-1:200f to
det¢rmine that ee@b safety sub-function of the PDS(SR) works properly under the rated
temperature op@ﬁng conditions.

9.483 (‘é@ponent thermal test

For
mai

fied

NOTE 1 Testing whether all safety-related components are operated in the specified temperature range when the
PDS(SR) is applied to its specified minimum and maximum ambient temperatures can be performed at a lower
temperature than the rated maximum ambient air temperature of the PDS(SR). The maximum temperatures
attained during testing can be corrected to the maximum rated ambient temperature for the PDS(SR) by adding the
difference between the ambient temperature during the test and the maximum rated ambient temperature for the
PDS(SR).

NOTE 2 IEC 61800-5-1 provides information regarding thermal test methods.
9.5 Mechanical immunity testing
9.5.1 General

Shock and vibration immunity testing of each safety sub-function, including related
diagnostics, shall be performed.
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9.5.2 Vibration test

Testing shall be performed according to the test conditions of the vibration test of
IEC 61800-5-1:2007, except that the PDS(SR) shall be powered and each safety sub-function
shall be verified while operating.

9.5.3 Shock test

Testing shall be performed according to the test conditions of the shock test of
IEC 61800-2:2015, except that the PDS(SR) shall be powered and each safety sub-function
shall be verified while operating.

9.54 Performance criterion for mechanical immunity tests (fail safe state — ES)
Safety sub-functions of the PDS(SR):

— flo not deviate outside their specified limits for functional safety, or

— ay deviate temporarily or permanently outside their specified limits fox’functional safdty if
he PDS(SR) reacts to the mechanical disturbance in such a way tkat a defined safe sfate
fail safe state) of the PDS(SR) is maintained or achieved withipnthe specified maximhum
ault reaction time.

9.6| Test documentation
Dur|ng PDS(SR) testing for safety sub-functions, the following details shall be documented

a) fhe version of the test plan used;

b) fhe criteria for acceptance of tests;

c) fhe-type model and version of the PDS(SR)‘being tested;
d) fhe tools and equipment used along with calibration data;
e) fhe conditions of the test;

f) the test personnel;

g) the detailed results of each_test;

h) pny discrepancy between:expected and actual results;

i) the-serelucien—eoriheto o slibor I boe bocn cocecd o the conccone for 2oiles Nasg/iall
status of the test. I the test has failed, the mode of failure shall be documented.

10 |Modification

10.1 Objective

Thel objective of this clause is to ensure the functional safety of the PDS(SR) is maintained
whgn\design modifications are made after the original design is released for manufacture.

10.2 Requirements
10.2.1 General

Prior to carrying out any modification activity, procedures shall be planned. Modifications shall
be performed with at least the same level of expertise, automated tools, and planning and
management as the initial development of the PDS(SR). Modification shall be carried out as
planned.
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10.2.2 Modification request

016

The modification shall be initiated only by the issue of a modification request under the
procedures for the management of functional safety (see Clause 5). The request shall detail
the following:

a) the reasons for the-ehange modification;
b) the proposed change (both hardware and software).

NOTE For the selection of appropriate techniques to implement the requirements for software modifications, see
IEC 61508-3:2010, Table A.8.

10.2

An
safq

.3 Impact analysis

nssessment shall be made of the impact of the proposed modification on the functi
ty of the PDS(SR). The assessment shall include an analysis sufficient to_determine

breadth and depth to which a return to appropriate development steps according to 5.2

nee

10.7
Aut
imp
10.7

App
mod¢

d to be-undertaken performed.

.4 Authorization

norization to carry out the requested modification shall be dependent on the results of]
act analysis.

.5 Documentation

ropriate documentation shall be established-and maintained for each PDS
ification activity. The documentation shall includes

the detailed specification of the modification;

the results of the impact analysis;

all approvals for-ehanges modificatiogs;

the test cases for components including revalidation data;

the PDS(SR) configuration management history (hardware and software);

the deviation from previous operations and conditions;

the necessary-ehangesimiodifications to information for use;

all applicable development steps according to 5.2.

bnal
the
will

the

SR)
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Annex A
(informative)

Sequential task table

According to the

lifecycle described

in

IEC 61508 the following design procedure is

appropriate for PDS(SR). The order of the necessary development steps is shown in
Table A.1 and reference is made to the appropriate clause or subclause in this standard or in

IEC 61508.

NOTE 1

The lifecycle design and development has been split into “eceneept architecture® and “design

devdlopment® as it is common practice in design engineering.

NOTE 2 When third-party certification is desired, contact between the PDS(SR) manufacturer and the certific
bodyfsheuld can be established at the start of the design procedure.

and

htion

NOTE 3
NI <

ma—)l— . B ..I “I o

ln-the followin
H—Re+oHoOWAR

Table A.1 — Design and development procedure féryPDS(SR)

[on
(<]
-
[i2]

Tasks

O
. (') References

1 General requirements

an appropriate document control scheme

Descriotion_of_prol

Safety Concept:

includings

safety related software
===interaction with hardware

behaviour of the software

IEP-SNR-N V- BN

eointorfo P

All relevant documents should be under the control of

Certification Software quality management system

a) Hardware design on an architectural Agvel,
including
—  Block diagrams of safety related hardware
— User and process interfaces
—  Safety relevant signal paths
—  Power supply
—  Separation of indepéndent channels to
achieve fault folerance
—  Communicalion links between independent
channels to/achieve diagnostic coverage
b) Software design on an architectural level,

— _deseription of the functions provided by the

—-)  state machine diagrams of the intended

IEC.61508-1:4998 2010, Clause 5

MEC 61508-2:2000 8§87 3 77 78 79
= t “ SO =01~

IEC 61508-3:4998 2010, Clause 6737424}

-9

Phase 3 of PDS(SR) safety lifecycle (see 4.2 9
standard)

a) See Clause 5 of this standard

IEC 61508-2:2000, 7.4, Annex A, Tables Bl

Examples in IEC 61508-6:2000, Annexes A an

b) IEC 61508-2:2000, 7.2.3.1(h)

IEC 61508-3:2010, 7.2.2.8, 7.2.2.10, 7.4.2
Tables A.2,B.1, B.7,B.9

IEC 61508-7:2000, Table C.1

f this

2,B.6
i D

7.4.3,

with block diagram

—  version procedures

checker, etc.

—  fault detection possibilities and fault reactions
— overview of software structure, for example

— control and storage of safety related data

— used tools, for example compiler, code
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Tasks

References

Planning of PDS(SR) functional safety management

Phase 1 of PDS (SR) safety lifecycle (see 5.3 and 5.4
of this standard)

Generation of a plan which defines the activities
required to satisfy Clauses 5 to 10 of this standard and
identifies persons, department(s), or organization(s)
responsible for completing these activities.

“Plan shall be updated as necessary throughout the
entire development of the PDS(SR)”

See 5.4 of this standard
IEC 61508-1:2010, 6.2
IEC 61508-3:2010, 6.2

Specification of PDS(SR) safety requirements

Phase 2 of PDS(SR) safety lifecycle (see 5.3 and 5.5 of

this standard)

Development of a safety requirements specification
(SRS) including safety sub-functions requirements and
safety integrity requirements

See 5.4 of this standard

IEC 61508-1:4998 2010, 7.5, 7.10

IEC 61508-2:2000 2010, 7.2, Tables.B'1, B.6
IEC 61508-2:2000 2010, 7.4.6 t6\724.8, Annex A
IEC 61508-3:4998 2010, 7.2,Tables A.1, B.7
IEC 61508-3:4998 2010, 7.4.2,t0 7.4.4, Tables|A.3, B.1
IEC 61508-7:2000 2010, Wable C.1
IEC 61508-6:2010, AnfieX A
Examples in IEC 61508-5:2010,

Examples in lEC 61508-6:2000, Annex A

Verification of PDS(SR) safety requirements
specification

a) Reviews of the safety requirements specification

b) Check by an independent person or department
where required

a) See 8.2 of this standard

b)) "IEC 61508-2:2000 2010 and IEC 61508-3:{998
2010, 7.9

Conecept Safety system architecture specification
for a PDS(SR)

Phase 3 of PDS(SR) safety lifecycle (see 5.3 and 5.6 of
this standard)

a)HaFdw_aFe—desigaMn—an—aFeh#eetu#aJ—lea#elT

Details of hardware and software pecessary to
implement safety sub-functions_§pecified by the
SRS. For each safety sub-funetion, the
architecture should also include:

o Block diagrams of safety related hardware
o Userand process interfaces
o——Safelyrelevantsignal-paths

. gy

&9 uieatio TS Ie'et..ee . dependent
v requirements for subsystems and parts of
subsystems as appropriate;

a) See 5.6 of this standard

IEC 61508-2:2000 2010, 7.4, Annex ATables B2 B-6
IEC 61508-3:2010, 7.4.2, 7.4.3
Examples in IEC 61508-6:2000 2010, Annexes|A and D

. requirements for the integration of the
subsystems and parts to satisfy the SRS;

. throughput performance that enables
response time requirements to be met;

. accuracy and stability requirements for
measurements and controls;

. safety-related operator interfaces;

° other items specified in 5.6.2.2.
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Tasks References

b) Sefhrosedecicn en on opebitoctueal loeal b) IEC 61508-2:2000 2010, 7.4, Tables 2, 3,
i i Annexes A, C
Details of how the design will achieve the IEC 61508-3:4998 2010, 7.2.2.8, 7.2.2.10,
safety integrity level and required target failure 7.4.2,7.4.3
measure for the safety sub-function including: Tables A.2, B.1, B.7, B.9

o ) . IEC 61508-6:2010, Clause A.2
o description-of the functions provided-by-the IEC 61508-7:2000 2010, Table C.1
safety related software
. ) ¢ .
o userand-process-interfaces
‘ . Qo ‘ )
. y
overviow of software-structureforexample
o——controland-slorage-of-salelyrelaled-dala
e
shoslioi ot
. architecture of each subsystem required to
meet architectural constraints on hardware
safety integrity;
. relevant reliability modelling parameters such
as required diagnostic test interval of all
hardware components necessary to achieve
the target failure measure;
e actions taken in the event of a detected
dangerous failure;
. how the safety-related hardware will actifeve
immunity to all required environmental
conditions, including EM, over the &ntire
safety lifecycle;
. QA/QC measures necessary for safety
management.

c) Recommendation c) IEC 61508-1:4998 2010, Table 2
Pre-estimation of the probability of failure of safety IEC 61508-2:2000 2010, 7.4.4, Tables 3, A.1,
sub-functions due to random hardware failures on Annex C
a level of functional block diagrams IEC 61508-3:4998 2010, Clause 8, Table A.10, B|4

(FMEA)
Examples in IEC 61508-6:2000 2010, Anng¢xes C|
and D

Verification“of-cencept safety system architecture

specification

a) Reuviews of system-design architecture a) See 8.2 of this standard |

b), ~€heck by independent person or department where | ;) |EC 61508-2:2000 2010 and IEC 61508-3:{1998
required 2010, 7.9

Validation planning Phase 4 of PDS(SR) safety lifecycle (see 5.4 d of this

standard)

a) Detailed planning of the validation of safety related | ) See 8.3 of this standard
PDS(SR).

b) The validation plan should be generated in parallel |) |EC 61508-2:2000 2010, 7.3, Table B.5
to Phase 9.3 Design and Development. IEC 61508-3:1998 2010, 7.3, Tables A.7, B.3, B.

Verification of validation plan

a) Reviews of the validation plan a) See 8.2 of this standard

b) Check by independent person or department where |,y |EC 61508-2:2000 2010 and IEC 61508-3:1998
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Tasks

References

Phase 5 of PDS(SR) safety lifecycle (see 5.3 of this

9 [ Design and development standard)
See Clause 6 of this standard
a) Hardware design a) |EC 61508-2:2000 2010, 7.4, Annex A, Table B.2,
b) Software design B.3,B.6
c) Reliability Prediction b) IEC 61508-3:4998 2010, 7.4.5, 7.4.6, Table A.4
(calculation of the probability of failure of safety c) IEC 61508-1:1998 2010, Table 2
sub-functions due to random hardware failures) IEC 61508-2:2000 2010, 7.4.3, 7.4.9, Table 3, A.1,
including- A o
e type of PDS(SR) IEC 61508-3:4998 2010, Table B.4 (FMEA|
Examples in IEC 61508-6:2000 2010y Annexes C
» SFF and D
e functional block diagram
e reliability model
e data basis of the model (device lists)
o  PFH-ecaleulatien estimation
e mission time
® repair interval,—proof-testinterval-(ifrelevant)
10 || Verification of the design
a) Reviews of the system design a) See 82 of this standard
b) Functional tests on module level
c) Check by an independent person or department ), IEC 61508-2:2000 2010, 7.9
where required IEC 61508-3:1998 2010, 7.4.7, 7.4.8, 7.5,[7.9,
Tables A.5, A.9
11 || PDS(SR) integration Phase 6 of PDS(SR) safety lifecycle (see 5.3 of this
standard)
Integration and test of the safety related PDS(SR). See 6.5 of this standard
IEC 61508-2:2010, 7.5
IEC 61508-3:2010, 7.4.8, 7.5
12 || Verification of integration
Review of HW/SW integration test results and See 8.2 of this standard
documentation
IEC 61508-2:2000 2010, 7.5, 7.9, Tables B.3, B.6
IEC 61508-3:4998 2010, 7.4.3.2(f), 7.4.5.5, 7.4.6 .1,
7.4.7,7.4.8,7.5,7.9, Tables A.5, A.6, A.9
13 Installation<Act of installing, commissioning and Phase 7 of PDS(SR) safety lifecycle (see 5.3 of this
operation{(user documentation) standard)
Develop'user documentation describing the PDS(SR) See Clause 7 of this standard
instalation act of installing, commissioning, operation
ahd'maintenance. IEC 61508-2:2000 2010, 7.6, Table B.4
14 Trverificatiomofuserdocummemntation

a) Reviews of user documentation describing the
PDS(SR)-installation act of installing,
commissioning, operation and maintenance.

b) Check by an independent person or department
where required

a) See 8.2 of this standard

b) IEC 61508-2:2000 2010,7.9-ard-HEC61508-3:1998
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Tasks

References

15

Validation of PDS(SR)

Phase 8 of PDS(SR) safety lifecycle (see 5.3 of this
standard)

a)

b)

c)

d)

Provide all necessary information needed for
PDS(SR) validation

Complete software and appropriate documentation

Validation tests and procedures according to the
validation plan

Documentation of the results of the validation tests

a) See 8.3 of this standard

c) IEC 61508-2:2000 2010, 7.3, 7.7, Tables B.5, B.
IEC 61508-3:4998 2010, 7.7, 7.9, Table A.7

e)

Prepare appropriate documentation for third party
validation where necessary

1

16

PDS(SR) modification procedure

a)

b)

c)

d)

e)

Modification request and analysis

Appropriate documentation of all modified parts of
the PDS(SR)

Re-verification of modified parts

Update of reliability prediction

if modification has impact on fault tolerance,
probability of dangerous faults, diagnostic
coverage or common cause failure

Re-validation of at least modified parts of the
PDS(SR)

Software modification

a) See Clause 10 of this standard

b) IEC 61508-1:4998 2010,~7.16
IEC 61508-2:2000 20,0, #.5.2.5, 7.8
Example in IEC 61508-1:4998 2010, Figurp 9

fLS\JIEC 61508-3:4998 2010, 7.1.2.9, 7.5.2.6, ]
7.8.2, Table A.8

6.2,
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Annex B
(informative)

Example for-determination estimation of PFH

B.1 General

This clause describes the-determination estimation of the PFH of an example PDS(SR) with
the safety sub-function safe torque off (STO). All the necessary requirements for, and the
intefnal structural parts of the PDS(SR) are given to show in detail how the PFH value can be

caldqulated.

B.2l Example PDS(SR) structure

B.2|1 General

The| PDS(SR) described in this clause includes the safety sub-function STO, which is
triggered by two redundant digital inputs-interfaces and gives a singlé feedback signal through
a digital output-interface (see Figure B.1).

PDS(SR)

Control section

Diagnostic functions

> |

STO-A ot " Modulation
STO-FB < Communications Torque/speed/position and
STO-B —1 and /0 control protection

Elgctronic

poyer supply Sensors

(e.p.- 24 Vd.c.)

Mlains power Power section Motor

A 4

NOTE Key

STO}A STO-trigger input channel A
STO}B/ STO trigger input channel B
STOLFEB.'STO feedback output

Figure B.1 — Example PDS(SR)

The example requirements are:

- SIL 2;
— continuous mode of operation.

Within the PDS(SR), the safety sub-function STO is implemented together with the-standard
non-safety-related functionality of the PDS(SR) using only a few safety sub-function exclusive
components.
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Due to the internal single channel power supply, the PDS(SR) is split in two independent
subsystems: the two-channel subsystem A/B and the power supply/voltage monitor subsystem
PS/VM (see Figure B.2).

The PFH value of the safety sub-function STO of this example PDS(SR) is calculated as
follows:

PFHpps(sr) = PFHAg + PFHpgyM

where PFH,,g and PFHpg\ ) are the PFH values of subsystem A/B and subsystem PS/VM
respectively.

PDS(SR)

STO-A

!

Subsystem “A/B”
STO-FB ¢ (STO channel A and B) QQ’

N

STO-B —> %
G
N
Electronic Subsys QS/VM"
power supply —} (Power y and voltage
(e.g. 24 Vd.c.) Q nitor)

N

IEC
Key

STOFA STO trigger input channel A
STOIB STO trigger input channel B
STO}FB STO feedback output

Figure B.2 — Subsystems of the PDS(SR)

B.2{2 Subsystem AlB

Thel safety sub-function STO is implemented with two channels to achieve the hardware fault
tolefance of 1 and-is modelled by the subsystem “A/B”, for which an independent PFH valde is
computed. The- realisation of the subsystem provides the following system propefties
regarding the/safety sub-function:

o [ype B (complex hardware);

. nardware fault tolerance ot 1 (iwo channel implementation).

The architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 and
hardware fault tolerance 1, the safe failure fraction (SFF)-must shall be at least 60 %.

B.2.3 Subsystem PS/VM

As the internal power supply (PS) has only a single channel, a voltage monitor (VM) is
implemented. The internal power supply and the voltage monitor are modelled as a separate
subsystem “PS/VM”, for which an independent PFH value is computed. The realisation of the
subsystem provides the following system properties regarding the safety sub-function:

e type B (complex hardware);

e hardware fault tolerance of 0 (single channel implementation).
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The architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 and
hardware fault tolerance 0, the safe failure fraction (SFF) must be at least 90 %.

B.3 Example PDS(SR) PFH value determination

B.3.1 Subsystem “A/B” (main subsystem)
B.3.1.1 Function block division

| Within the PDS(SR), the subsystem A/B is part of the implementation of the safety sub-
fungtion STO and consists of 2 channels as necessary for the hardware fault tolerance gf 1.
Figdre B.3 shows the schematic block diagram of the PDS(SR), highlighting the parts .invelved
in ekecuting the safety sub-function STO.

In qrder to calculate the PFH value, the subsystem A/B is further subdividedyinto fundtion
blogks, and the failure rate of each is determined. Due to the minimal count,of.components of

the |digital trigger input circuitry and the switch off circuitry,—enly—twe-functionblockstare
neepssary each channel is merged in one function block (Block A and B).

Component failures within the power module itself do not causé\a’ loss of the safety $ub-
fungtion. Therefore, the power module is not to be included in.afy subsystem contributinp to
the |IPFH value.

Block A
i o |
sT0-A | - - I
'—>i7R RAM/ROM‘{\< i |
. 1 (b ) .

| i R\ DIAG-A| 1 ' 3

| ‘ e el el Mﬂ W@

STo-FB _.; ----- : gtwmopﬁscessm) pulse : ALK i@ E'(%
| 4 KA 7

<— [m! I RESET} signals I L1

A A I L24— | ---)\D

— . LR B P R —— - L3

,B|£,C_k'B ______ T _| AL & ‘_(&
sTlo-B I Watchdog R I L —

1|
i i m i i m - =
v04)
| NOTE 1 Key
P5: Supply voltage 5V
PI1-A(B): Pulse inhibition channel A(B)
DIAG-A(B): Diagnosis signal channel A(B)
RC: Resistor capacitor filter
DRV: Output driver
PM: Power module

Figure B.3 — Function blocks of subsystem A/B
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B.3.1.2 Determination of failure rates of function blocks

B.3.1.2.1 Function block analysis

For each function block, it is necessary to define what kind of failures-shalt can be regarded
as dangerous failures. The result gives means to the following FMEA (failure mode effects

ana

lysis) of the components of the function block.

B.3.1.2.2 Component FMEA

The FMEA of the components of the circuit of the function block determines which

components are regarded as relevant for the sarety sub-function and then allocates e
failyre mode of each safety relevant component the attribute safe or dangerous using
critgria determined in the function block analysis of B.3.1.2.1. For simple componént
depgendable data is not available about the proportion of safe and dangerous failure mode
sindle dangerous failure mode leads to the overall component failure beingceonsidered
dangerous. For complex components, |IEC 61508-6:2000 2010, Annex C, assumes a 5

por

In
coni
coni
in |
detd

The]
safq
faill

B.3

In ¢
con
follg

The
rate
dan
IEC

NOT

j'DD

Thig

B.3

ion of safe and a 50 % portion of dangerous failure modes.

hddition, the FMEA identifies the proportion of the dangeroUs-failure rate of €
ponent which is detected by the available diagnosis functionality. For com
ponents, the portion of detected dangerous failures-has-te cambe defined using the ta

bcted) and Ap, (dangerous-undetestable undetected) of the’component.

total failure rates of the function block (ig, App~Apy) are generated by summing up
failure rates, the detectable dangerous failurevrates and the undetectable dange
re rates of all the safety related components-of the function block.

1.2.3 Simplified method of determifation of the differentiated failure rates

omplex hardware circuits with highi*component count, the FMEA on a component

wing IEC 61508-6:2000 2010, Annex C, may be selected.

failure rate of a total funetion block with complex circuit, calculated as sum of the fai
s of all components, is_divided in a 50 % portion of safe failures and a 50 % portio
gerous failures. The_ portion of detected failures is determined by using the table
61508-2.

FE  Use of thig_Simplified method is more efficient than a detailed analysis but can result in failure rate
hnd A, lesg’favorable (i.e. more conservative) than if a detailed analysis is conducted

methoed will also lead to the failure rates Ag, App and Apy of the function block.

1.3 Safe failure fraction

ery |
the

5, if

S, a
as

0 % |

ach
Dlex
bles

EC 61508-2:2010. This proportioning defines the failure rates App (dangerous—detectgble

the
ous

by

ponent basis is not always practieal. Therefore, a generally accepted simplified method,

lure
h of
5 of

b /A»S, ‘

Using the simplified method shown in B.3.1.2.3, the failure rates of the function blocks are
determined as follows:

— safe failure proportion of failures of printed board circuits: 50 % (see NOTE).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The

diagnostic coverage (DC) is estimated by using the tables of IEC 61508-2:2010.
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Table B.1 — Determination of DC factor of subsystem A/B

Method (IEC 61508-2:2010) DC level claim Diagnostic test implementation
Table A.3 Failure detection by on-line monitoring 90 % Cyclic test checks redundant channels
Table A.3 Monitored redundancy 99 % /90 % Cyclic test checks redundant channels
Table A.4 Self-test by software (walking bit) (one 90 % Self-test of the microprocessor
channel)
Table A.6 RAM test “galpat” 90 % Done by the microprocessor
Table A.10 Watchdog with separate time base and 90 % Watchdog design
tlm LVVIT=V PaXVYs (nlon Tabla I\_'I"))
Taljle A.8 Inspection using test patterns 99 % Done by RAM-test
Talle A.15 Cross monitoring of multiple actuators 99 % Cyclic test monitors both switch off

actuators

Failure rates of the circuitry of the function blocks A and B p(fealistic example val

exp

Blo

Blo

The]
Cla

SFHA

SFHA

DC ), for function block A: 90 % (see Table B.1);
DCp for function block B: 90 % (see Table B.1).

ressed as failures in time (FIT), with units 10-9/h):

kA:  Ap (total failure rate) 450 FIT
Aas (proportion of safe failures) 0,5*450 FIT 225 FIT
AaD (proportion of dangerous failures)\*~ 0,5*450 FIT 225 FIT
Aapp  DCa*Aap 0,9*225 FIT 202,5 FIT
Aapu  (1-DCp)*Rap (1-0,9)*225 FIT 22,5 FIT

kB: Ag (total failure rate) 70 FIT
Ags (proportion of safe failures) 0,5*70 FIT 35 FIT
ABD (proportion of dangerous failures)  0,5*70 FIT 35 FIT
Agpp  DCg*Agp 0,9*35 FIT 31,5 FIT
Agpu  (1-DCg)*rab (1-0,9)*35 FIT 3,5FIT

safe failure fraction of_subsystem A/B, calculated according to IEC 61508-2:2000 2

ise C.1, item h, is:

A = [(Aag#tAps) + (DCp * App) + (DCg * Agp)l/ [(Aas+ Ags) + (Aap+ Aap)]
= [(225'+ 35) + (0,9 * 225) + (0,9 * 35)] FIT / [(225 + 35) + (225 + 35)T] FIT
=494 FIT / 520 FIT;

A/ =95 %;

’ NOT

E The calculation of SFF, g is shown to demonstrate the principal. Due to the determined test intervals in
Table B.1, SFF

A/Bresulting @N be applied (see Clause B.4).

B.3.1.4 Common cause failure factor f, g

| The

common cause failure factor B,,g is estimated by using IEC 61508-6:2000 2010, Table

D.4.

Brig =2 %;

ies,
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B.3.1.5 Reliability model (Markov)

The reliability model of the subsystem A/B is implemented as a Markov model, the state graph
of which is shown in Figure B.4.

I'Rep

Agp-Bag*min(Agp;dap)

Aapn-LBag*min(Agnidap) ;
sS4 REP
B defect
‘ DCA*rTest DCB*rTest "DD"
/
s"‘ \
| \
‘q“ S2 |
| A defect ‘
| "
| |
E'AD

Bas*min(Agp;Aap)

S6 1-DCp)% S r“‘
A defect (1-DCA)*r1est (1-DCp)xrrest B"dDelS?Ct |

"DU"

S8
All undetected'dangerous states

IEC
Key

S1, $2, S3, S4, S5, S6, S8:  states efithé Markov model
"D":| defect

"DD'|: defect detected

"DU'l defect undetected

othef terms are explained in the clause above

NOTE 1 The above Markov model Figure B.4-should can be regarded as an approximation, as the trang
bsses corresponding to diagnostic tests and event triggered repairs, due to their nature, do not comply wit
ssary conditions for the Markov technique in a mathematically strict sense.

ition
proc h the
necg
the

NOTE 2 ,The“model shown in Figure B.4 shows the inclusion of diagnostic tests in a detailed manner. Due t
tther

usudl magnitude of failure rates and test rates, the model could be simplified. Normally, it is not significant wh{
the tpsiate is 1/8 h or 1/168 h (see Table B.2).

NOTE 3 In Figure B.4, min(ABp;4AAD) means ABp or AaoD, whichever is smaller. Due to the fact that the common
cause failure rate, while increasing the beta factor, can reach only the 1 value of the channel with the smaller value

the minimum function for calculating the common cause failure rate is justified.

NOTE 4 The Model assumes continuous mode of operation, i.e. permanent presence of the demand to perform
the safety sub-function. Therefore, any entering to state S8 causes a contribution to PFH and no additional
transitions are needed to represent the occurrence of a demand. Thus the model covers the entire range of
possible demand rates. On the other hand, in the present case of a redundant architecture the assumption of
continuous demand does not lead to a significant increase of PFH as compared to high demand.

Figure B.4 — Reliability model (Markov) of subsystem A/B

The model does not take into account—ef “safe” failures because they have no important
influence on the PFH value. The model assumes that the PDS(SR) is switched off line and

repaired after detection of a failure.
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The common cause failure rate is determined by the factor S5,z and the lower value of the
dangerous failure rates of function block A and B (see Note 3).

NOTE The rate of simultaneous failure of both blocks can never be greater than the lower of both failure rates.

In state S2, the function block A has failed dangerously. Depending on the operation of the
diagnostic test, three possible states can follow:

— S5 follows, if the diagnostic test detects the failure, and the function block is repaired;
— S6 follows, if the diagnostic test does not detect the failure;

— (8 Totfows i function bfock B fatls before the dfagmnostic test detects the faifure i fundtion
block A.

In sfate S6, the function block A has failed undetected dangerously. S8 follows if block B fails
dangerously.

Stafe S8 represents the dangerous situation where the safety sub-function, is"no-mere longer
avallable and-ne the test is not effective any longer. Since continuous mode of operation is
asspmed for the PDS(SR), state S8 also represents the “hazardous~event” resulting from a
dangerously failed PDS(SR) confronted with demand of the safety sib-function.

B.3|1.6 PFH value calculation

A vglues, DC and g factors are given in B.3.1.3 and B.3.1 .4«

Additional determinations:

* [Irest = 1/8 h, 1/24 h, 1/168 h,... (diagnostic est rate)
* [Rep = 1/8 h (repair rate)
e [y = 10 years or 20 years (mission time)

To determine the PFH value, the time.dependent progression of the probability [ p;(f) ] of dach
state [ Si ] of the Markov model-h&s-te can be calculated. The starting probability value of all
states except state S1 is equallto zero. The starting probability value of state S1 is equal to
one| The calculation-has-te_catrbe done up to the mission time T\,.
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Table B.2 — PFH value calculation results for subsystem A/B

Bas I'Rep Frest m PFHpB
years
6.84 1070/
0,
2% 1/8 h 1/8 h 10 7.67 x 10-10 /h
6.84-x 107" /h
0,
2% 1/8 h 1/24 h 10 768 x 10-10 /h
6-86-x 1079 /h
0,
2% 1/8 h 1/168 h 10 770 x 10-1° /h
507 <70 o7
0,
2 % 1/8 h 1/672 h 10 776 x 1040y
7725846504
0,
2% 1/8 h 1/8760 h 10 8,767 1010
6.83 x 10710 /4
0,
2% 1/8760 h 1/8 h 10 376 x 1010
7-38 x 1070 /4
0,
2 % 1/8 h 1/8 h 20 8.34 x 10-10 /
7-46-x 107 /H
0,
2 % 1/8 h 1/672 h 20 8.43 x 10-10
1.05%x 109 /h
0,
3% 1/8 h 1/8 h 20 118 x 10-9 /1
168 x 109 /h
0,
5% 1/8 h 1/8 h 20 188 x 10-9 /h

NOJ

FE Values in bold characters give the modified value regarding the previous line.

The]
cau
the

valy
PFH
plag
effe)

B.3
B.3

For

dedjcated monitor. Figure B.5 shows the subsystem further subdivided into two fung

blog
(VM

ks which”/contain the internal single power supply (PS) and the voltage monitor cif

).

results in Table B.2 show the influence of,the test rate, the mission time and the common
se failure factor regarding the PFH value. The variation of the parameters is given to show
influence of each parameter to the'PFH value. Nevertheless, not all of the paramgter

es may be realistic. Regarding the“achievable overall accuracy of a PFH calculation,|the
value of a complete safety device should be specified using a mantissa with one decimal
e only. Table B.2 provides, two decimal places only in order to demonstrate even |low
cts of particular parametercvariations.

2 Subsystem “PSIVM”

21 Function block division

the safetyssub-function STO, the subsystem PS/VM comprises one channel with a

tion

cuit
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I Block VM | | Block PS !
i 1l !
I fuse I L > PS5
Usupply —p N s .- Internal i
(24VDC) U = 1L 1T power . > P3V3
I K 1 supply ! "
i I !
i I !
I I T !
I I
1 Voltage |
I monitor 0
I I
e i
IEC
NOTE Key
P5 supply voltage 5 V
P3V supply voltage 3,3 V
Figure B.5 — Function blocks of subsystem PS/VM
B.3|2.2 Failure rates of function blocks
Thel failure rates of each function block are determined,usihg the methods of B.3.1.2.
B.3|2.3 Safe failure fraction
Using the simplified method shown in B.3.1.2%3; the failure rates of the function blocks|are
detérmined as follows:
— Bpafe failure proportion of failures of printed board circuits: 50 % (see Note).
NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.
The| diagnostic coverage (DC)\ean be estimated by using the tables of IEC 61508-2:2000
201PD, Annex A.
Table.B:3 — Determination of DC factor of subsystem A/B
Method (IEC 61508-2) DC level claim Method implementation
Talle A.9 Voltage'control (secondary) or power down with High Voltage monitor powers dqwn
safpty shut-off*or switch-over to second power unit the PDS(SR)

DCfor function block PS: 99 % (see Table B.3).

— DC for function block VM: 0 % (no monitor of the voltage monitor available).

Failure rates of the circuitries of the function blocks PS and VM (realistic example values):

Block PS: Apg (total failure rate)

Apgs (proportion of safe failures)

Apsp (proportion of dangerous failures)

Apspp DCps * Apsp
Apspy (1-DCps) * Apsp

Block VM: Ay (total failure rate)

Ayms (proportion of safe failures)

Aymp (proportion of dangerous failures)

0,5*250 FIT
0,5*250 FIT
0,99*125 FIT
0,01*125 FIT

0,5*250 FIT
0,5*250 FIT

250 FIT
125 FIT
125 FIT
123,75 FIT
1,25 FIT

250 FIT
125 FIT
125 FIT
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The safe failure fraction of subsystem PS/VM is calculated according to IEC 61508-2:2000

201

0, Clause C.1, item g (see Note):

SFFpsiym = [Apss + (Apsp * DCpg)l / Aps

=[125+ (125 * 0,99)] FIT / 250 FIT

SFFPS/VM = 99,5 %

NOT

E__The monitor block does not contribute to the SFF but only to the PFH.

B.3

The]
Tab)

Pey

B.3
The

2.4 Common cause failure factor fpg;ym

common cause failure factor Ppg,\ is estimated by using of IEC 61508-652000 2
le D.4.

wm =2 %.

2.5 Reliability model (Markov)

reliability model of the subsystem PS/VM is implemented as a Markov model the s

graph of which is shown in Figure B.6.

ftate
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rRep

DCpslApsp-Frsivm Min(Apsp Aymp)] Avmp~=Brsivm Min(Apsp’Avmp)
rRep
S2 S3
PS detect l VNI detect
“DD” “«p”

(1-DCps) Apspt+Fpsivm Min(Apsp'Avmp)

S4
All undetected dangerous states

IEC
Key
S1, $2, S3, S4: states of the Markov model
"D": defect

"DDY: defect detected
"DU" defect undetected

Othgr terms are explained in Subclause B.3.2

NOTE 1 The above Markov model should be\regarded as an approximation, as the transition procejsses
corrgsponding to diagnostic tests and event triggéered repairs, due to their nature, do not comply with the necegsary
conditions for the Markov technique in a mathematically strict sense.

NOTE 2 The voltage monitor provides centinuous supervision of the power supply circuit. Therefore, no tesf| rate
appdgars in the model. Due to the uswual magnitude of the failure rates and repair rates, the model coulf be
simplified. The depicted version is.intended for clarity.

Figure B.6 — Reliability model (Markov) of subsystem PS/VM

Thel model shows the possible dangerous states but not the safe states which do|not
contribute to thé\PFH value but would increase the complexity of the model. The model
asspmes that¢he PDS(SR) is switched off line and repaired after detection of a failure.

Thel comimon cause failure is determined by the factor fpg\ and the lower of the dangefous
failyre rates of function block PS and VM (see Note 3).

NOTE For clarification: due to the fact that the common cause failure represents the failure of block PS and VM
simultaneously within the different failure rates of the blocks, the common cause failure rate can never be greater
than the lower of both failure rates.

In state S2, the function block PS has failed detected dangerously. If the function block VM
fails before the repair occurs, state S4 follows.

In state S3, the function block VM failed dangerously, which is not noticed due to the fact that
there is no monitor for this function block. State S4 follows if function block PS fails
dangerously.

If function block PS fails undetected dangerously, or both function blocks fail simultaneously,
state S4 follows and the safety sub-function is no more available
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available and-ne the test is not effective any longer. Since continuous mode of operation is
assumed for the PDS(SR), state S4° represents the “hazardous event” resulting from a

dan

gerously failed PDS(SR) confronted with demand of the safety sub-function.

B.3.2.6 PFH value calculation

A values, DC and g factors are given in B.3.2.3 and B.3.2.4:

Add

itional determinations:

'Rep = 1/8 h (repair rate)

Ty = 10 years or 20 years; (mission time).

To getermine the PFH value, the time dependent progression of the probability~of each state
of the Markov model-has—te can be calculated. The starting probability value of all states
except state S1 is equal to zero. The starting probability value of state S1 is equal to one. [The
caldulation-has-te can be done up to the mission time T\,.
1
PEHps/vm =T, H(U—DCPS)'XPSD +Bpsvm - Min(Apsp. Lymp ) P1(t)H Rymp P2 (t) + Apsp - P3 (B)]dt
0
Regults of calculations for different values of the parameters fpg v, rrep @nd Ty are shbwn
in Tlable B.4.
Table B.4 — PFH value calculation results for subsystem PS/VM
Bpsivm I'Rep Tm PFHpgym
years
2% 1/8 h 10 4,39 x 107 /h
2% 1/8h 20 5,03 x 107 /h
3% M8 h 20 6,25 x 107 /h
5% 1/8 h 20 8,70 x 10 /h
NOIFE- Values in bold characters-give the modified value regarding the previous line.

B.3

Exa

PFH

3 PFH value)of the safety sub-function STO of PDS(SR)

mple PEH, values with rge, = 1/8 h, rro5; = 1/8 h and varied parameter Ty

{stojpps(sr) = PFHAs + PFHpsym (values from Table B.2 and Table B.4);

PFH STO/PDS(SR) (TM =10 yearS) = (6784 7,67 X 10_10/h + 4,39 X 10_9/h) 257914 5,16 X 10_9/h,

PFH stopps(sr) (Tw = 20 years) = (7:38 8,34 x 10-10/h + 5,03 x10-9/h) =5,768 5,86 x 10%/h.

B.4

Incr

Reduction of DC and SFF depending on test interval

easing the test interval will lead to a lower resulting diagnostic coverage (DCresumng)

lower resulting safe failure fraction.

and

In the following the deduction of DC and SFF including the dependence on the diagnostic test

inte

rval is given:
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Refer to IEC 61508-6: 2010, B.3.3.2.1, Formula for t(CE)

t(CE) = (1-DC)(T1/2 + MRT) + DC * MTTR; (1)

with  T1 =TM;

MRT = 0; and (no repair during operation time of PDS)

MTTR = DI/2; (average time until fault detection, no repair time)

follows:

t(CE) = (1-DC)TM/2 + DC*DI/2; (2)

For
the

Ass

then: %1

resg

DC’

SFH

reference to normative requirements a ‘resulting DC* will be calculated which depe@s
diagnostic interval DI

Uming:

t(CE) = (1-DC')TM/2; (19

(1-DC’)TM/2 = (1-DC)TM/2 + DC*DI/2;
Iving for DC’ leads to %)

(= DCresuiting ) depending on DC and DI \{</C)
DC’ = DC\qqiiing = DC(1-DITM); 3
‘(= SFF ) according IEC 61508: QQ

resulting

= SFF' =2+ (1—‘1—‘*){)?\’&\

SFF

resulting

on
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Annex C
(informative)

Available failure rate databases

Databases

following bibliography is a non-exhaustive list, in no particular order, of sources of failure

rate data for electronic and non-electronic components. It should be noted that these sources

do

data.

May-2001 Jan 2011 (telecom-info.telcordia.com){(BellcereTFR-332,1ssue-06)-
EPRB— Electronic Parts Reliability Data (RAC-STD-6100), Reliability Analysis Center,

Ehinese-Military-Standard-GJBf{2 China 299B Electronic Reliability Prediction

hot always agree with each other, and therefore care should be taken when applying|the

EC TR 62380:2004, Reliability data handbook — Universal model for reliabilityypredidtion

bf electronics components PCBs and equ:pment—tdenheat—te—RDF—zgeetRehabm%y—Eﬂata

Siemens Standard SN 29500, Failure rates of components, (parts” 1 to 16); can| be

bbtained from: Siemens AG, CT-SR TIM IR Sl|,—Otte-Hahn-Rirg—6—D-81739 D-8(200

\Munich.

Reliability Prediction of Electronic Equipment, MIL-HDBK-217EF, Notice 2:1995,
Department of Defense, Washington DC,-1982 20301.

Reliability Prediction Procedure for Electronic Equipment, Telcordia SR-332, Issue-01|03,

P01 Mill Street, Rome, NY 13440 (rac.alionscience.com).

NNPRD-95— Non-electronic Parts Reliability Data (RAC-STD-6200), Reliability Analysis

Center, 201 Mill Street, Rome, NY 13440\(rac.alionscience.com).

British Handbook for Reliability Pata for Components used in Telecommunication

Systems, British Telecom-(HRDBS&<lastissue).

AT&T reliability manual = &Klinger, David J., Yoshinao Nakada, and Maria A. Menendez,
Fditors,l, AT&T Reliability"Manual, Van Nostrand Reinhold, 1990, ISBN:0442318480.

(<]
[0}

)

n
\®)
m
U<

EEE Gold-book — The IEEE Gold book IEEE recommended practice for the desigh of
reliable, Aitxdustrial and commercial power systems provides data concerning equipment
reliability-used in industrial and commercial power distribution systems. IEEE Customer
Service, 445 Hoes Lane, PO Box 1331, Piscataway, NJ, 08855-1331, U.S.A..Phonet—=+1

BOA' 678 |[EEE /ln the US and f‘gnnrla\ +1 732 081 0NBO /n:n‘o:rlo of the US and Canalda)

=y

LTCTTTOTYS

IRPH ITALTEL Rellab|I|ty Pred|ct|on Handbook—rs—the—ﬁatm—teleeemmum—eaﬂen

- IS the new
Reliability Analysis Center (RAC) software tool that ties together several tools into a
comprehensive system reliability prediction methodology. The PRISM concept accounts
for the myriad of factors that can influence system reliability, combining all those factors
into an integrated system reliability assessment resource. PRISM was developed to
overcome inherent limitations in MIL-HDBK-217 that is no longer being actively maintained
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or updated by the Department of Defense (DoD) The PRISM software is available from the
address below, RELIASS; Cams Hall, Cams Hill, FAREHAM; Hampshire, PO16
8AB;United Kingdom

e Analog Devices Component MTTF data — www.analog.com under “about ADI”

reliability.org).

C.2

Helpful standards concerning component failure

FIDES — Reliability data handbook developed by a consortium of French industry under

the supervision of the French DoD DGA, new version from 2009 (http://fides-

IEC
dep

IEC
test

IEC

IEC
and|

IEC

parameters and their severities

IEC
and

60300-3-2:2004, Dependability management — Part 3-2: Application guide — Collectio
endability data from the field

60300-3-5:2001, Dependability management — Part 3-5: Application guide, ~ Reliali
conditions and statistical test principles

60319:1999, Presentation and specification of reliability data for electronic component]

60706-3:2006, Maintainability of equipment — Part 3: Verificatien and collection, ana
presentation of data

60721-1:2002, Classification of environmental cohditions — Part 1: Environme

61709:2011, Electronic components — Reliability — Reference conditions for failure r
stress models for conversion

n of

ility

SIS

ntal

hies
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Annex D
(informative)

Fault lists and fault exclusions

General

The lists in D.3.1 up to D.3.16 express some fault models, fault exclusions and their rationale.

For

The
nec
sys

D.2

D.2

validation, both permanent and non-permanent faults should be considered.

precise instant that the fault occurs may be critical. A theoretical analysis ang
bssary, tests should be carried out to determine worst case, for example at.rest, du
em start-up, during the course of operation.

Remarks applicable to fault exclusions

1 Validity of exclusions

All fault exclusions are only valid if the parts operate within their’specified ratings.

D.2

If 1¢

2 Tin whisker growth

ad-free processes and products are applied, €lectrical short circuits due to tin whis

(se¢ Note 1) could occur. The risk of whiskers "should be evaluated (See Note 2)

con
and

NOT]

sidered when applying the fault exclusion “short circuit ...” of any component (see Not
4).

E 1 Tin whisker growing is a phenomenan related mainly to pure bright tin finishes. The needlg

protrusions—may can grow to several 100 pm&ength and can cause electrical shorts. Prevailing theory is

whis
NOT]

Test
Statd
docu

Envi
JES
http:

Tin
far A
auf-|

ers are caused by compressive stress buildup in tin plating.
E 2 The following publications-mdy can be helpful for evaluation:

Method for Measuring Whisken Growth on Tin and Tin Alloy Surface Finishes, JESD22A121-04A, JEDEC
Technology Association,-2500 Wilson Boulevard Arlington, VA 22201-3834,http://www.jedec.org/stand
ments/results/JESD22A121

onmental Acceptance’ Requirements for Tin Whisker Susceptibility of Tin and Tin Alloy Surface Finis
D201A, JEDECSolid State Technology Association, 2500 Wilson Boulevard Arlington, VA 22201-3
/www.jedec.ofg/standards-documents/results/JESD201

hiskers.on printed circuit boards — Consequences for safety components in machine construction, IFA In
rbeitsschutz, Alte Heerstrasse 111, 53757 Sankt Augustin, http://www.dguv.de/ifa/Praxishilfen/Zinnwhi
eiterfplatten/index-2.jsp

ring

ers
and
ps 3

-like
that

Bolid

hrds-

hes,
834,

btitut
bker-

NOT

2 _E qmv\la I thgo rick of whickaor nrnunnn ie—considerad h:nh tha fault gveclucion “Short oiroit of o rool

tor

is us

eless, smce a short between the contacts of this componenthas%e can be regarded.

NOTE 4 Whiskers on tracks of printed circuit boards have not been reported yet. Tracks usually consist of copper
without tin coating. Pads-may can be coated with tin alloy, but the production process seems not to stimulate the

Susc

D.2.

eptibility to whisker growing.

3 Short-circuits on PWB-mounted parts

Short circuits for parts which are mounted on a printed wiring board (PWB) can only be
excluded if the fault exclusion “short circuit between two adjacent tracks/pads” as described in

Tab

le D.1 is made.
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D.3 Fault models

D.3{1 Conductors/cables \<</C)
The|requirements of ISO 13849-2: 2012, Table D .4, ap@ll.(s)\
D.3{2 Printed wiring boards/assemblies \QQ

N
Thelrequirements of Table D.1 apply. ‘\0

%
S&
R\
xO
<
o
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Table D.1 — Printed wiring boards/assemblies

Fault considered

Fault exclusion

Remarks

Short-circuit between two
adjacent tracks/pads

Short-circuits between
adjacent conductors in
accordance with remarks
1) to 3).

1) The base material of the PWB complies with the
requirements of IEC 61800-5-1.

2) The creepage distances and clearances are
dimensioned to at least IEC-66664-4 61800-5-1 with
pollution degree 2/-instaliation-category OVC IlI; if
both tracks are PELV/SELV - powered-by-a
SELV/PEL -supply, pollution degree 2/-instalation
category OVC Il apply with a minimum clearance of
0,1 mm.

3) The assembled board is mounted in an enclosiire
giving protection against conductive contaminati¢n;

and the printed side(s) are coated withyan ageing
resistant varnish or protective layer-covering all
conductor paths.

NOTE 1 Alternative methods to ensure protection
against conductive contaminationyare:

e enclosure of safety relevant circuitry of at least IP54
according to IEC 60529

e cabinet for safetyselevant BDM/CDM of at least
IP54 accordingto“EC 60529,

e environmengally=Controlled location for the
BDM/CDMwhich does not contain conductive
contamipatjon.

NOTE 2“/Experience has shown that a solder mask fis
satisfactory as a protective layer.

NOTE 3 A-further protective layer covering accordipg
t0,1EC 60664-3 can reduce the creepage distances gnd
clearances dimensions.

Compliance with NEMA 250, Type 12 enclosure
requirements is considered to be sufficient to
demonstrate compliance with IP54 requirements.

Opgn-circuit of any track

None

NOTE 1

Printed wiring board (PWB)\is ahother term for printed circuit board (PCB).

NOTE 2 Over voltage category{QVC) is defined in IEC 61800-5-1.

D.3|3

Terminalblock

Thel requirements of Table D.2 apply.

Table D.2 — Terminal block

Fault considered

Fault exclusion

Remarks

Short-circuit between
adjacent terminals

Short-circuit between
adjacent terminals in
accordance with remarks
1) or 2).

1) The terminals and connections used are in
accordance with the requirements of IEC 61800-5-1.

2) Guaranteed by design, for example shaping shrink
down plastic tubing over connection point.

Open-circuit of individual
terminals

None

D.3.4

Multi-pin connector

The requirements of Table D.3 apply.
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Table D.3 — Multi-pin connector

Faults considered

Fault exclusion

Remarks

two

Short-circuit between any

adjacent pins

Short-circuit between
adjacent pins in

accordance with remark 1).

Remark 2) also applies if
the connector is mounted
on a PWB.

1) By using ferrules or other suitable means for multi-
stranded wires, regarding Creepage distances and
clearances and all gaps-should-be-dimensioned-to-at

EC 6066 4092 wi -

H refer to IEC 61806-5-1 :2007, 4.3.6.

The assembled board-sheuld-be is mounted in an
enclosure-ofatleastP-54(see-EN-60529} giving

protection against conductive contamination and the
printed side(s)-efthe-assembled board-iscovered

N

are coated with an ageing-resistant varnish or
protective layer covering all conductor paths-ia.
accordance-with-1EC-680664-3-

NOTE 1 Alternative methods to ensure pfetection
against conductive contamination are:

e Enclosure of safety relevant circditry”of at least IP54
according to IEC 60529

e Cabinet for safety relevant BRM/CDM of at least
IP54 according to IEC 60529

e Environmentally confreNed location for the
BDM/CDM which ddes-hot contain conductive
contamination

NOTE 2 Experiehce has shown that a solder mask fis
satisfactory as\apfotective layer.

NOTE 3 | A(protective layer covering according to
IEC 60664-3 can reduce the creepage distances ang
clearances dimensions.

Cempliance with NEMA 250, Type 12 enclosure
reguirements is considered to be sufficient to
deémonstrate compliance with IP54 requirements.

Inte
insg
not
med

Fchanged or incorrectly
rted connector when
prevented by

hanical means

None

Shol
con
toe
part
con

Ft-circuit of any

Huctor (see remark 3))
prth or a conductive
or to the protective
Huctor

None

3) The core of the cable is considered as a part of the
multi-pin connector.

Op¢g
con

n-circuit of individual
hector pins

None

D.3
The

5 Electromechanical devices

reqairements of Table D.4 apply.
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Table D.4 — Electromechanical devices
(for example relay, contactor relays)

Fault considered

Exclusions

Remarks

All contacts remain in the
energised position when
the coil is de-energized
(for example due to
mechanical fault)

None

All contacts remain in the
de-energised position

None

wheln power is applied (for
example due to mechanical
faulf, open circuit of coil)

Conftact will not open

None

Contact will not close

None

Simpltaneous short-circuit
between the three
terminals of a change-over
confact

Simultaneous short-circuit
can be excluded if remarks
1) and 2) are fulfilled.

Shoft-circuit between two
pairp of contacts and/or
between contacts and coil
terminal

Short-circuit can be
excluded if remarks 1) and
2) are fulfilled.

1) The creepage and clearance distances are
dimensioned to at least4EG-60664-4:1992 with
IEC 61800-5-1:2007, 4°8)6.

2) Conductive parts which become loose cannot bridge
the insulation between contacts and the coil.

Simpltaneous closing of

Simultaneous closing of

3) Péositively driven (or mechanically linked) contacts

nortmhally open and contacts can be excluded if arevused.
normally closed contacts remark 3) is fulfilled.
Table-D-6-—Transformers
Faults considered Fault exclusion Fremrare
- rouit of indivi . _
- - 5. - - e T . ‘
Shoifi-cirouitin-one winding s sts_ﬁeut ORE-W Edﬁ_gea. be | 2)Betwee e EFE t“. d gs
- i offoct] . - i offoct] . . f
See-also-the guidance-inremark-3). - T ;
of IEC 61558-1-
. R, . 1
. X §s
appropriate steps. for examplg:
EF. sghatingt e-cons-so-as
uSTRE-W d. gee d_uete Swe
3)-la-the-event-ol-a-secondary
SO t_rs Suit ee_t gasovea
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Table-D- 7 —Inductances
Fault considered Fault exclusion Remarks
Open-circuit None =
. o . S ” L ’
s fulfi _ y-Coitis singlelayered . .
mounted-
0.51 L et eens#ueﬂen—ethe{—@%—ean—be
where—kN,. j A
N\
Faultconsidered
Opef-circuit
. o
E | e
“\\\ i .
Random-change of value None i\ 3)-Depending-upon-the-typeof
@ construction; otherranges caf be
O5R—=R<=2Ry \\g\ B e
wis the nominal value of N ®$
xO
) '
N~
Fauu—eensider-ed‘\’, Fault-exclusion Remarks
Opef-cireuit N None —
Nt
. - Q' )
confections .
N
S
construction—otherranges—can-be
gTé‘pN N nnneirl&ed_
lRoEiE e thonemaea oo
B e
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Selble A0 Peoltentiomelers
Fault considered Fault exclusion Remarks
- rouit of indivi . None _
Short-circuit between-any two None
connections
Random change of value None 1) Depending upon the type of
construction—otherranges-can-be
05 R, «R=<2R, considared
:gje‘é—i_ o-=—hominal-value-of
QY
NO
.f\’q’

Faultconsidered Faultexclusion o\/kemarks
Opef-cireuit None _ QQ/“‘

Shot-cirouit None NS
construction—otherranges-eaf
0,5-G—<C<Cp +tolerance {(,C) considered.

. ‘ ;\\

N_,
me—(-see—wmapk—w) (lO
Changing-value-tans Nene QQ‘ -
N
OFS; 3 5 -e\ei N ors+ligh N diode D
- &

Fault considered AA\ Fault exclusion Remarks
Opef-circuit of any connection \l"é&% —
shent—ewew-t—bawe%—al-l—eenﬁehens' i iy ot None

ulfi e ¢ )
e sirongih-capabiity
3
N
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Table-D143—0Optocouplers
Fault considered Fault exclusion Remarks

n rouit of indivi ) N _
s - . N
SoAR e
Short-cireuit-belween-any-two-oulput Nene
connections
cORt nr\;ir\n.e of inout and antont autnut ’.‘EE .lae axe de.d if remarks 1)

and-2)-are-fulfilled-

N
C)CO
D.3|6 Transformers s\\Q/
Thelrequirements of ISO 13849-2:2012, Table D.12 a;@;p
D.3|7 Inductances Q
N
Thel requirements of ISO 13849-2:2012, Tabl&;b.13 apply.
N\
D.3{8 Resistors $
R

Thel requirements of ISO 13849-2:20&, Table D.14 apply.

xO
D.3|9 Resistor Networks. (\}‘

N

The|requirements of IS&J %49-2:2012, Table D.15 apply .
D.3|10 Potentio&@rs
The requirema&&o’f ISO 13849-2:2012, Table D.16 apply.
D.3|11 C)&acitors
The @airements of ISO 13849-2:2012, Table D.17 apply.
D.3.12 Discrete semiconductors

(For example diodes, Zener diodes, transistors, triacs, GTO thyristors, IGBTs, voltage
regulators, quartz crystal, phototransistors, light-emitting diodes [LEDs]) .

The

D.3.

The

requirements of ISO 13849-2:2012, Table D.18 apply.

13 Signal Isolation components

requirements of Table D.5 apply.
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Table D.5 — Signal Isolation components

Fault considered

Fault exclusion

Remarks

two output connections

Open-circuit of individual None
connection

Short-circuit between any |None
two input connections
Short-circuit between any |[None

Short-circuit between any

Short-circuit across the

1) The Signal Isolation component is built in

two [CONMectons across e
isolgtion barrier

fSotatton barrier can be
excluded if remarks 1) and
2) are fulfilled.

accordance witlt OvVC tttaccording to
IEC 61800-5-1.

If a SELV/PELV power supply is used, pollution.degiee
2/ OVC Il applies.

NOTE All requirements of IEC 61800¢5:1%2007, 4.3.6

apply.

2) Measures are taken to ensuyre,thvat an internal
failure of the Signal IsolatioffJcomponent cannot

result in excessive temperature of its insulating
material.

D.3
The]

14 Non-programmable integrated circuits

requirements of Table D.6 apply.

Table D.6 — Non-programmabile integrated circuits

Fault considered

Fault exclusions

Remarks

Open-circuit of each
ind|vidual connection

None

Sh
twg

rt-circuit between any
connections

Possible exclusien’— see
remark.

—_

Stuck-at-fault (i.e. short-
cirdquit to 1 and 0 with
isolated input or
disgonnected output).
Staltic "0" and "1" signal
at gll inputs and outputs,
either individually or
simultaneously

None

Parasitic oscillatiob-of
out’lnuts

None

Changing values (for
exgdmple input/ output
vol{age’of analogue
deices)

None

Refer to IEC 61508-2:2010, Annex E

NOTE In this standard, ICs with less than 1 000 gates and/or less than 24 pins, operational amplifiers, shift
registers and hybrid modules are considered to be non-complex. This definition is arbitrary.
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D.3.15 Programmable and/or complex integrated circuits

The requirements of Table D.7 apply.

Table D.7 - Programmable and/or complex integrated circuits

Fault considered Fault exclusions Remarks
| Faults in all or part of the None Refer to IEC 61508-2:2010, Annex E
function
Open-circuit of each None

ind|vidual connection

Shert-circuit between any | Nene Possible exclusion
twd connections — see remark.

—

Stuck-at-fault (i.e. short- None
cirdquit to 1 and 0 with
isolated input or
disgonnected output).
Staftic "0" and "1" signal
at 3ll inputs and outputs,
either individually or
simultaneously

Pafasitic oscillation of None
outputs
Changing value, for None

exgdmple input/output
voljage of analogue
deices

Undletected faults in the None
hardware which go
unrjoticed because of the
complexity of integrated
cirquit

| NOJFE In this standard, an IC is considered torbe complex if it consists of more than 1 000 gates and/or mpore
thah 24 pins. This definition is arbitrary.\he analysis should identify additional faults which should|be
| corlsidered if they influence the operation of‘the safety sub-function.

D.3|16 Motion and position feedback sensors

Thelrequirements of Table D.8 apply.
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Table D.8 — Motion and position feedback sensors

Fault considered

Fault exclusion

Remarks

General

Short-circuit between any two conductors
of the connecting cable

The requirements of-Fable
B4 D.3.1 applies

Open-circuit of any conductor of the None

connecting cable

trput-oroutput-stuck-at-0-or4; Stuck-at None Ug is the power supply of the sensor.

_Ground, Ug/2, Ug on single or on several Sensor inputs are applied e. g. for

inputs/outputs at the same time
pararneter setings. rme dbenavior of
the individual sensor in case of a [fault
has to be considered.

Open circuit-er-high-impedance-state of None

singlle or several inputs/outputs at the

sameg time.

Decrease or increase of output amplitude None

Oscillation on one or several outputs @ None Oscillations ©n/several outputs arp
considered.in“‘phase

Change of phase shift between output None For example, due to a contaminated

signals @ encodérdisc

‘ - m P ina EMEA - - -

-sefjsor-housing-from-motorchassis ong-te . tleg_ ty-6 Hfault exclusionisclaimedthe

- sefjsor shaft from motor shaft SERAMEAHXINGS oclometn oo an e henn e e
B e
shaft-mountings-usualhywithstands-an
overstress factor of approximateh} 20,
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Fault considered Fault exclusion Remarks
Loss or loosening of attachment during Preparing FMEA and prove Heoniblonlinelos
standstill or during motion: } } i off : :
- sensor housing from motor chassis SERAMEAIXIRGS - dynamic slip of sensor shaft
- sensor shaft from motor shaft — permanent fastness for —wrong-output sighalizero-speed
- mounting of the read head form-locked connections signal
— fastness for force-locked Hfault exclusionisclaimedthe
connections design of the sensor housing to
choccle i oo noe o hai e e ter
: . )
i y
overst ES.EE. EEEE. otapprox Fatey_ze
ShouTd-be-provided-

The maximum permissible lgading of
the sensor is known or limitedvon fthe
sensor's data sheet.

a) For form-locked cohnections:

1) Design for pefinahent fastnegs in
accordancg)with generally
acknowledgé&d technical
experienece with a high safety
factar
—(~Verification is performed| by

calculation and with a
suitable test.

—  Example for steel
components:
Overdimensioning with 3
safety factor S > 2 againfst
fatigue fracture.

or

2) Overdimensioning with a safgty
factor S > 5 against fatigue
fracture

—  Verification is performed| by
calculation.

b) For force-locked connections:

1) Overdimensioning with a safgty
factor S > 4 against slipping

—  Detailed measures for
application and maintainjng
the preloading force are [to
be defined in the user
documentation (e.g. defihed
pairs of materials, surfades
and torque-controlled
tightening methods).

—  Verification is performed| by
calculation and with a
suitable test.

or
2) Overdimensioning with a safgty

factor-S—=—t0=agaimststppm

—  Measures for application and
maintaining the preloading
force are to be defined in the
user documentation

- Verification is performed by
calculation.

Loosening of solid measure @ None Output indicates wrong position
(e.g. optical encoder disc)
No light from diode None Not applicable on encoders not using

any light emitting diodes, e.g.
resolvers
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Fault considered |

Fault exclusion

Remarks

Additionally for-retary sensors with Sin/Cos — output signals, analogue signal generation

Static input and output, on one single or None

several signals, amplitude within power

supply voltage

Change of-sigral's-shape sine-/cosine None For example, no Sin/Cos — type

output signal(s) into square wave: each
half period sine wave replaced by square
wave with same amplitude.

signal, signal offset

It is impossible to consider all possible
signal shapes caused by component
faults. Instead, square wave is
assumed representative.

ExcHange of Sin and Cos output signal

Fault exclusion—alewed s
permitted if there are no
electronic components
applied to select an output
signal from several sources

Cha
sign

ge of DC part of sine-/cosine output
h1(s) within power supply voltage.

None

Additionally for incremental-retary sensor with square wave output signals

Oscillation on output None

Output signal stops None For example, due to scratched digc
Zero| pulse fails, is too short, too long or None For_example, due to mechanical
repepted damage

Add{tionally for encoder with incremental and absolute signals

Congurrently Simultaneous wrong
posifion signal change from both
incrgmental and absolute signal

Fault exclusion if incremental
and absolute data are
generated independently

Applies for example, on sin/cos-
encoder with additional outputs for
absolute position and/or commutdtion

Add]tionally forrotary sensors with proc

essor based interface

Communication faults:

-re
- los
- insgrtion

- wrqng order
- wrgng data
- delpy

- mapquerade

ating

None

tion
e

Equals fault model for communicH
busses which are addressed by tH
IEC 61784 series.

Addltionally for rotary sensor, multiturn

Wromng number of revolutions

None

May be without impact on single thrn

signals

Add{tionally for-retary sensors with synt

hesised output signals

Wromg output signal due o'synthesiser

None

failufe

Additionally for-retary sensors with posi

tion value acquired by counter

Wrong position_due-to incorrect count None
Addjtionally‘for’linear sensors
Moupting . g. . £ ) . . . !
maochanical fivinae penallv withetande avarctrace and
" - inf -
should-be-provided-
Static offset of solid measure None
(e.g. optical encoder strip)
Damaged solid measure None Shape of pulses changed, pulses fail

(e.g. optical encoder strip)

at incremental sensors

Additionally for resolver with signal processing/reference generator

Cross coupling of the reference None

frequency

- Central timer fails None

- No conversion start for A/D converter

- Wrong timing of Sample & Hold

A/D converter generates wrong values None For example due to over modulation

caused by too high reference voltage
or electromagnetic influence
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Fault considered Fault exclusion Remarks

A/D converter generates no values None
No frequency on reference generator None
Wrong frequency on reference generator None
No periodic signal from reference None
generator

Gain error or oscillation in signal None

processing (Ref, Sin, Cos)

Magnetic influence on point of installation

Appropriate shielding on
point of installation

For example, due to magnetic field of
an electromagnetic brake

aN. K on resolver

NOTE This table has been written assuming the use of optical sensors and resolvers. If other sensors (for

example inductive sensors) are used, corresponding faults apply.
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Annex E
(normative)

Electromagnetic (EM) immunity requirement for PDS(SR)

General

To show compliance with the design requirements for a PDS(SR) regarding electromagnetic
(EM) immunity described in 6.2.6, the immunity requirements provided in the following tables

E.1] E.2 and E.3 shall apply with performance criteria of 9.3.3. A
Accprding to IEC Guide 107 the requirements of this Annex E are based on II(:.O@?IOO
7:2014.

r&
Dugqg to the differences of port/interface definitions between IEC 61000-6-7 ’nd I[EC 6180
the EM immunity requirements for PDS(SR) are given in Tables E.1, E.2 éﬁﬁ
It is| permitted to verify immunity of safety sub-functions for all phﬁ@%ena in Tables E.1
E.2|using calculation or simulation, as well as by testing.

E.2

The]

C)

Immunity requirements — low frequency distg ances

se requirements apply to the following power po@Q

hil power ports which provide power for safetysub-functions in low voltage PDS(SR), a

PDS(SR) of rated voltage above 1 000 nly second environment).

A\Q)
& O
c}\"

hil auxiliary low voltage power ports&?éh provide power for safety sub-functions
o}

D-6-

and
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Table E.1 — Minimum immunity requirements for voltage
deviations, dips and short interruptions

016

Phenomenon First environment Second environment
Reference document Level Level
Voltage deviations IEC 61000-2-4 +10 % @ +10 % / =15 % 2
(> 60 s) Class 2
Voltage dips °© IEC 61000-4-114 Volts Cycles Volts Cycles
remaining remaining
or
" 0% 1 0% 1
TEC ©1000-4-34
40 % 25/30 P 40 % 10/1?Q
70 % 25/30 P 70 % 2
- - 80 % @5‘0/300 f
——
Voltage dips for IEC 61000-4-29 40 % 0,5 40 % r\Q 0,5
audiliary DC power [ 0 .
ports below 60 V © 0% 0.5 0% q/'l/ 0.5
Shert interruptions IEC 61000-4-114 Volts Cycles olj@ Cycles
remaining aining
or QV -
_ —_ 0,
IEC 61000-4-34 9 _NPO% 1052
0 % 25/30° 0 | 0% 25/30 P
0% 250/ 300 ° 0 % 250/300 §
A

“Voltage deviation” is a supply voltage variation from th@éf)ninal supply voltage. Testing of volt
deviations for three phase PDS requires increasing educing the voltage of all three pha
simultaneously.

“x/y cycles” means “x cycles for 50 Hz test“ and “y cyc \for 60 Hz test”

Power ports with current rating 275 A, the method éﬁ\ e voltage drop test according to IEC 61400-21:20
7.5 can be used.

IEC 61000-4-11 applies to equipment rate@eﬁs than or equal to 16 A and IEC 61000-4-34 to equipm
rated above 16 A.

This test addresses external DC powerw\gglies which provide power to the safety sub-function(s)

hge
Ees

ent

NOT]
voltg

xO

FE  No conducted common Y ests are required due to the higher emission of conducted common 1]
ge by a PDS(SR) compared tojthe test levels of IEC 61000-6-7.

Q-
Q.
O
3

hode

NS
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Table E.2 — PDS(SR) minimum immunity requirements for voltage deviations, dips

and short interruptions on main power ports with a rated voltage above 1 000 V

Phenomenon Reference document Level
Voltage deviations IEC 61000-2-4 +10 % / =15 %
exceeding 1 min Class 3
Voltage deviations IEC 61000-2-4 +10 % / -15 %
not exceeding 1 min Class 3
Voltage dips IEC 61000-4-34 Volts remaining Cycles
0% 1
40 % 10/12°¢  ~\
LN
70 % 25/30 L=
0, C
80 % 2501300
Voltage dips for auxiliary DC IEC 61000-4-29 40 % (T>5)
power ports below 60 V © (l .
70 % o 0,5
D
. . A b . .
Sh¢rt interruptions IEC 61000-4-34 Volts remra\\SQS{ Cycles
b
0% nﬁb 10/12
0 %O 25/30 ©
/| c
R 250/300

a8 |“Voltage deviation” is a supply voltage variation from the

hge

deviations for three phase PDSs

d
noginsal supply voltage. Testing of volt

requires increasing or,r
simultaneously. Q

When considering voltage deviations, any voltage stepsQ& not exceed £12 % of nominal voltage and
time between steps shall not be less than 2 s. \\

When the voltage is below nominal, the maximumxo tput power ratings — speed and/or torque — can
reduced, because they are voltage dependent.

Typical depths and durations of voltage dips F@ven in [IEC 61000-2-8.
“x/y cycles” means “x cycles for 50 Hz te,s@d “y cycles for 60 Hz test”.
Opening of fuses is permitted for Iine-coﬁ\nutated converters operating in inverting mode.

This test addresses external DC po supplies which provide power to the safety sub-function(s).

cing the voltage of all three phapges

the

be
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E.3 Immunity requirements — high frequency disturbances

Table E.3 — Immunity requirements — high frequency disturbances

1 2 3 4 5
Port/interface Phenomenon Basic standard for Level for first Level for second
test method environment environment
Enclosure port ESD ™M IEC 61000-4-2 9 4 kV CD or 8 kV AD 6 kV CD or 8 kV AD
o if CD impossible if CD impossible
air discharge (AD) °
8kV CD or 15 kV AD™
contact dischidrge (LU)
Radio-frequency IEC 61000-4-3" 80 MHz to 1 000 MHz |80 MHz to 1 @ Hz
electromagnetic field,
amplitude modulated P 10 V/m 20 Vim |
80 % AM (1 kHz) 80 0/(.@« 1 kHz)
" i
Radio-frequency IEC 61000-4-3 1,4 GHz to 2,0 GHz él;fsz to 2,0 GHE
electromagnetic field, N )
amplitude modulated P 3 V/m Vim 9
’
80 % AM (1 kHZ)(\\_,Q 80 % AM (1 kHz)
Radio-frequency IEC 61000-4-3" 2,0 GHz to 2 7@2 2,0 GHz to 6 GHz
electromagnetic field, ig
amplitude modulated P 1 Vim 3 V/im
80 % A@E)kHz) 80 % AM (1 kHz)
Powgr ports Fast transient-burst IEC 61000-4-4 " 2 k?&ﬁ kHz 2 4 kV/5kHz @
(except auxiliary  |Surge © IEC 61000-4-5" ‘»(kv ¢ 2 kv ¢
DC power ports ) g g
belojw 60 V) 1,2/50 ps, 8/20 ps 2 kV 4 kV
Conducted IEC 61000@ 0,15 MHz to 80 MHz 0,15 MHz to 80 MHiz ¥
jo-f
;ﬁ;ﬂg)e E!'equency common 10V 20V 9
\
\\. 80 % AM (1 kHz) 80 % AM (1 kHz)
“
Powgr interfaces |Fast transient-burst © . I®61000-4-4 h 2 kV/5 kHz 4 kV/5 kHz
\\\ Capacitive clamp Capacitive clamp
Sigrjal interfaces |Fast transient-burst \O IEC 61000-4-4 " 1 kV/5 kHz 2 kV/5 kHz
A Capacitive clamp Capacitive clamp
A ad -
Conducted r@ IEC 61000-4-6 0,15 MHz to 80 MHz 0,15 MHz to 80 MHiz ¥
frequency comfmon mode
e . 10V 20V 9
(‘\@ 80 % AM (1 kHz) 80 % AM (1 kHz)
Portp for process agﬂransient-burst € IEC 61000-4-4 N 2 kV/5 kHz 4 kV/5 kHz
measurement Q N Capacitive clamp Capacitive clamp
contfol lines Q. ; > "
O Surge IEC 61000-4-5" 1kV 2 kV
Auxliliary
powpr po@k)w 1,2/50 ps, 8/20 ps
60V Q/ Conducted radio- IEC 61000-4-6" 0,15 MHz to 80 MHz 0,15 MHz to 80 MI-|-Iz k
\ frequency common mode
c TO V Z0 vV °©
80 % AM (1 kHz) 80 % AM (1 kHz)
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*

See also IEC 61800-3:2012, 5.3.4.

NOTE The required immunity for functional safety purposes can be achieved through the use of external
protection devices.

a

Power ports with current rating <100 A: direct coupling using the coupling and decoupling network. Power
ports with current rating >100 A: direct coupling or capacitive clamp without decoupling network. If the
capacitive clamp is used, the test level shall be 4 kV/ 5 kHz or 100 kHz.

Applicable only to power ports with current consumption <63 A during light load test conditions as specified in
5.1.3. of IEC 61800-3:2012. The rated impulse voltage of the basic insulation shall not be exceeded (see

EC 60664-1).

Coupling line-to-line.
oupling line-to-earth. A
pplicable only to ports or interfaces with cables whose total length according to the manufacture@ﬁcti
pecification can exceed 3 m. @

1
f

[

q

i

i

|

i
[
|

[
f

[

7

The test level specified is the r.m.s. value of the unmodulated carrier. Q:)Q

These increased values shall be applied in the frequency rangg{\e%given in Table E.4 used for m
These increased values shall be applied in the frequenc@nges as given in Table E.5 used for m

The higher test levels apply in case the discharge is donksonto cabinet enclosures.

pplicable only to ports with cables whose total length according to the manufacturer's func@%l specificd
an exceed 30 m. In the case of a shielded cable, a direct coupling to the shield is ap . This imm
quirement does not apply to fieldbus or other signal interfaces where the use of surgg)pt6tection devicd
ot practical for technical reasons. The test is not required where normal functioping¥cannot be achig
ecause of the impact of the coupling/decoupling network on the equipment under& uT).

or an PDS(SR) intended to be used in safety integrity level SIL 3 applic J??s (according to IEC 61508)
uration of the test at the highest specified level shall be increased by a.factor of 5 compared to the durs
s given in the basic standard.

Fansmitters in general. 0

Fansmitters in general.

evels shall be applied in accordance with the envi&%ental conditions described in IEC 61000-4-2 on
hich can be accessible by persons other tha ed personnel in accordance with defined procedure
he control of ESD but not to equipment where ess is limited to service personnel only.

or air discharge test not only the given level h e tested, but all the levels up to the given one.

F hand held radio transmitters could be used‘é}ser than 20 cm a warning shall be given in the safety manual that the
SR) could be disturbed. \O

or a PDS(SR) intended to be y%ﬁ‘in safety integrity level SIL 3 applications, the number of discharges
e increased by the factor of \\

or a PDS(SR) intended te used in safety integrity level SIL 3 applications, the number of surge py
hall be increased by t@@c’tor of 3.

onal

tion
nity
bs is
bved

the

tion

bile

bile

arts

for

PDS

thall

Ises

C) \\
&
O
S

NS
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Table E.4 — General frequency ranges for
mobile transmitters and ISM for radiated tests

Centre frequency Frequency range Purpose
MHz MHz
84,000 83,996 to 84,004 ISM (UK only)
137 to 174 Mobile and SRD
151,850 151,820 to 151,880 MURS
154,585 154,570 to 154,600 MURS
168,000 167,992 to 168,008 ISM UK only
214,500 270 t0 220 AMATEUR
380 to 400 TETRA R
420 to 470 AMATEUR A
433,920 433,05 to 434,79 ISM (Region 1 only) N
450 to 470 4G/LTE-A Q>
698 to 894 3G/UMTS3.98/LTE
746 to 845 TETRA )0
825 to 845 TETRAY
830 to 840 3G/ROMA
860 to 915 -3'9GILTE
874,000 870 to 876 K TETRA
860 to 960 4| RFID
886 to 906 VA ISM UK only
880 to 915 RO GSM 3G/FOMA 3G/HSPA
914,000 915 to 921 QY NADC
902 to 928 N ISM (Region 2 only)
925 t0 960 & GSM 3G/HSPA
1240 to 1.300 AMATEUR
1428.16] 496 3G/UMTS 3G/HSPA 3.9G/LTE
14760 1511 3.9G/LTE
. to 1559
9 1627 to 1661
()M | 17100 1785
@0 . 1710to 1785 GSM 3G/UMTS 3G/FOMA
A 3G/HSPA
C)\J 1805 to 1 880 GSM 3G/UMTS 3G/FOMA
D 3G/HSPA 3.9G/LTE
o' 1900 to 2 025 3G/UMTS 3G/FOMA 3.9G/LTE
O 2110 to 2 200 3G/UMTS 3G/FOMA 3.9G/LTE
N 2 300 to 2 450 AMATEUR
N4
\{(/ 2 400 to 2 500 ISM
ZoOUU 10 Z4UU O.90O/LTE 4G/LTE-A
2 500 to 2 690 3.9G/LTE
3300 to 3 500 AMATEUR
3 400 to 3 600 4G/LTE-A
5150 to 5 350 HIPERLAN
5470 to 5 725 HIPERLAN
5 650 to 5 925 AMATEUR
5725 to 5 875 ISM
5795 to0 5 815 RTTT
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Table E.5 — General frequency ranges for mobile transmitters

and ISM for conducted tests

Centre frequency Frequency range Purpose
MHz MHz
3,39 3,370 to 3,410 ISM Netherlands only
6,780 6,765 to 6,795 ISM
13,560 13,553 to 13,567 ISM
27,120 26,957 to 27,283 ISM/CB/SRD
40,080 240766t 40,70 ISMISRD

A\
Forlthose frequency bands where a centre frequency is indicated the test shall be performed at the cent\e§

frequency only. Q~
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Annex F
(informative)

Estimation of PFD,,, value for low demand with given PFH value

General

016

While low demand mode operation is possible for a PDS(SR),this standard concentrates on to
high demand and continuous mode, no requirements are given for low demand mode. Safety

sub
mod
PFH

NOT]

NOT]

F.2

For

related PFH value for high demand or continuous mode of

the
circ

1)

2)

an ¢stimated value for the PFD @%ay be derived from the PFH value for high demand u

the

whe

NOT]

NOT]
certd

tfunctions implemented tor high demand or continuous mode can be used in low d
e. For this case a simplified conservative method to estimate the PFD_ , value @
value is given in this annex.

NO

E 1 For the limits of the PFDavg value regarding S/L see IEC 61508-1. Q

FE 2 For the design of a PDS(SR) especially for low demand mode see IEC 61508 seriefsl/’

Estimation of PFD

avg

/
value for low demand with give%Q@:H value

ation, an estimated valug

an electrical power drive system with a specified safet @b-function quantified b
\élftrom the PFH under cef

PFDavg in a low demand application can be deti
Limstances. Provided that @)

the safety sub-function to be used in the Iowuéénd application is exactly the samg
specified for high demand or continuous mt\t of operation, e.g. safe torque off (S]
and the system states regarded as safe es in the context of the high demang
continuous mode safety sub-function are@ safe states in the context of the low dem
application (e.g. de-energized output),\sg\

n accordance with the requireme the manufacturer,

N
S
‘ 1

‘ PFD,,, = — PFH Ty,
2
O®

re T, is th@ecified mission time of the PDS(SR) expressed in hours.

following equation:

equation tends to deliver conservative results.

= Th%Qicated PFD

avg

= ansidering a particular PDS(SR), PFD, . often consumes a higher proportion of the PFDan limit

compulsory actuations of the sale‘?ub-function needed for testing, if any, are execuited
of

and
the

y a
for
tain

b as
[O),
| or
and

5ing

of a
alue

ih\ than its PFH will consume with respect to the PFH limit of the same SIL. It can occur that the PFH

com

lles with a certain S/L wnile the FFD value derived 1rom the above glven tormula does not. For the Irm

the PFD,, value regarding SIL, see IEC 61508-2:2010.

NOT

NOT

E 3 For PFH value estimation see 6.2.2.1.2.

E 4 For description of PFDavg see IEC 61508-4:2010; 3.6.18.

ts of
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ADJUSTABLE SPEED ELECTRICAL
POWER DRIVE SYSTEMS -

Part 5-2: Safety requirements — Functional

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization ‘comprjsing
Il national electrotechnical committees (IEC National Committees). The object of IECAhis/to promnote
ternational co-operation on all questions concerning standardization in the electrical and electronic fieldg. To
his end and in addition to other activities, IEC publishes International Standards, Technical Specificat|ons,
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as [IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intergsted

the subject dealt with may participate in this preparatory work. Internationaly ‘governmental and [nhon-
overnmental organizations liaising with the IEC also participate in this preparation. IEC collaborates clgsely
ith the International Organization for Standardization (ISO) in accordance‘mith conditions determinefl by
greement between the two organizations.

Q = T Q

onsensus of opinion on the relevant subjects since each technical ,committee has representation from all

g

2) The formal decisions or agreements of IEC on technical matters express{as nearly as possible, an internat|onal
g

interested IEC National Committees.

3) IEC Publications have the form of recommendations for interpational use and are accepted by IEC Natjonal
Gommittees in that sense. While all reasonable efforts are made to ensure that the technical content off IEC
Hublications is accurate, IEC cannot be held responsible\for the way in which they are used or for| any
misinterpretation by any end user.

4) Ip order to promote international uniformity, IEC Natiohal Committees undertake to apply IEC Publicajions

|

tfansparently to the maximum extent possible in_their national and regional publications. Any divergence
Hetween any IEC Publication and the correspondinginational or regional publication shall be clearly indicatgd in
the latter.

5) IEC itself does not provide any attestation-ofi conformity. Independent certification bodies provide confofmity
ssessment services and, in some areasy,\access to IEC marks of conformity. IEC is not responsible forl any
rvices carried out by independent certification bodies.

6) All users should ensure that they have‘the latest edition of this publication.

~

) No liability shall attach to IEC «Orlifs directors, employees, servants or agents including individual experts| and
embers of its technical commiftees and IEC National Committees for any personal injury, property damage or
ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)| and
xpenses arising out of\the publication, use of, or reliance upon, this IEC Publication or any other|IEC
ublications.

8) Attention is drawn {{ojthe Normative references cited in this publication. Use of the referenced publicatiops is
indispensable forthe correct application of this publication.

9) Attention is_drawn to the possibility that some of the elements of this IEC Publication may be the subject of
atent rights.)IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61800-5-2 has been prepared by subcommittee 22G: Adjustable
spepd.electric drive systems incorporating semiconductor power converters, of IEC techrjical
committee 22: Power electronic systems and equipment.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) rational added in the scope why low demand mode is not covered by this standard

b) definition added for: “category” and “safety function”

c) “Other sub-functions” sorted into “Monitoring sub-functions” and “Output functions”

d) deleted “proof test” throughout the document because for PDS(SR) a proof test is not
applicable
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e) replaced the term “safety function” by “safety sub-function” throughout the document
f) Updated references to IEC 61508 series Ed.2010

g) Added the principle rules of ISO 13849-1 and reference to tables of ISO 13849-2

h) 6.1.6 Text replaced by Table 2

i) 6.1.7

IEC 61508-2: 2010, Annex E
j) 6.2.8 Design requirements for thermal immunity of a PDS(SR)

k) 6.2.9 Design requirements for mechanical immunity of a PDS(SR)

Integrated circuits with on-chip redundancy matched to changed requirement in

1)

m)
n)
0)
p)
a)
r

s)

Full
voti

Thig

Ali
eled

The]
the

5.1.6 SIL for multiple safety sub-functions within one PDS(SR)

5.1.7 Integrated circuits with on-chip redundancy

5.2.1 Basic and well-tried safety principles

5.2.2.1.4 Diagnostic test interval when the hardware fault tolerance is greater than ze
5.2.5.2.7 PDS(SR) parameterization

D Test requirements

D.3 Electromagnetic (EM) immunity testing

D.4  Thermal immunity testing

D.5 Mechanical immunity testing

Annex A Sequential task table

Annex D, D.3.16, Motion and position feedback senrsors updated

Annex E Electromagnetic immunity (EM) requitement for PDS(SR)

Annex F  Estimation of PFD,,4 value for lqw.demand with given PFH value

text of this standard is based on the follewing documents:
FDIS Report on voting
22G/332/FDIS 22G/335/RVD

information on the voting.for the approval of this standard can be found in the repor
ng indicated in the above’/table.

publication has(been drafted in accordance with the ISO/IEC Directives, Part 2.

5t of all parts2of the IEC 61800 series, published under the general title Adjustable sp
tric drive~Systems, can be found on the IEC website.

committee has decided that the contents of this publication will remain unchanged

[0

I on

eed

Lintil

stability date indicated on the IEC website under "http://webstore.iec.ch” in the data

related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

016

As a result of automation, demand for increased production and reduced operator physical

effo

rt, control systems of machinery and plant items play an increasing role in

the

achievement of overall safety. These control systems increasingly employ complex electrical/
electronic/programmable electronic devices and systems.

Prominent amongst these devices and systems are adjustable speed electrical power drive
systems (PDS) that are suitable for use in safety-related applications (PDS(SR)).

Exa

Thig
app

Users of this standard should be aware that some{type C standards for machinery currg

refe
may
faci
magd

NOT
requ

The
for

typi
the
give
fung
the

Medg
risk
Sys

mples of industrial applications are:

machine tools, robots, production test equipment, test benches;

bapermaking machines, textile production machines, calendars in the rubber_ industry;
brocess lines in plastics, chemicals or metal production, rolling-mills;

cement crushing machines, cement kilns, mixers, centrifuges, extrusign/machines;
drilling machines;

conveyors, materials handling machines, hoisting equipment (cranes, gantries, etc.);

bumps, fans, etc.

standard can also be used as a reference for developers using PDS(SR) for o
ications.

r to ISO 13849-1 for safety-related control, systems. In this case, PDS(SR) manufactu
be requested to provide further information” (e.g. category and performance level PL
itate the integration of a PDS(SR).info the safety-related control systems of s
hinery.

E "Type C standards” are defined in 4SO 12100 as machine safety standards dealing with detailed s
rements for a particular machine or.gfoup of machines.

re are many situations where control systems that incorporate a PDS(SR) are emplo
bxample as part of saféty*measures that have been provided to achieve risk reductio
Cal case is guard interlocking in order to exclude personnel from hazards where acces
dangerous area isfonly possible when rotating parts have stopped. This part of IEC 61
s a methodology.to identify the contribution made by a PDS(SR) to identified safety
tions and toenable the appropriate design of the PDS(SR) and verification that it m¢
required performance.

sureszare given to co-ordinate the safety performance of the PDS(SR) with the inten|
reduction taking into account the probabilities and consequences of its random
emadtic faults.
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ADJUSTABLE SPEED ELECTRICAL
POWER DRIVE SYSTEMS -

Part 5-2: Safety requirements — Functional

Scope

kes

power drive systems (PDS(SR)) in terms of their functional safety considerations.(lt appliefs to

adjustable speed electrical power drive systems covered by the other parts of the 1EC 61

seri

es of standards as referred in IEC 61800-2.
NOTE 1 The term “integration” refers to the PDS(SR) itself, not to its incorporation)into the safety-re
cation.

appl

NOTE 2 Other parts of IEC 61800 cover rating specifications, EMC, electrical safety, etc.

800

ated

Thig International Standard is applicable where functional saféty, of a PDS(SR) is claimed jand

the

While low demand mode operation is possible for a RDS(SR), this standard concentrates

PDS(SR) is operating mainly in the high demand or continuous mode (see 3.15)

on

high demand and continuous mode. Safety sub-fuhctions implemented for high demand or

con
are
dan

Thig part of IEC 61800 sets out safetysrelated considerations of PDS(SR)s in terms of
framework of |IEC 61508, and introduces requirements for PDS(SR)s as subsystems (
safgty-related system. It is intended to facilitate the realisation of the electrical/ electro
programmable electronic (E/E/PE)-parts of a PDS(SR) in relation to the safety performanc
saféty sub-function(s) of a PDS.

gerous failure on demand (PFDan) value s provided in Annex F.

inuous mode can also be used in low demand mode. Requirements for low demand mlode
given in IEC 61508 series. Some guidance\for the estimation of average probability of

the
nf a
nic/
e of

Manufacturers and suppliers of PDS(SR)s by using the normative requirements of this paft of

IEC

safgty performance-for their equipment. This will facilitate the incorporation of a PDS(SR)
hfety-related «control system using the principles of IEC 61508, and possibly its spefific

as
secC

By

reqTirements of IEC 61508 that are necessary for a PDS(SR) are fulfilled.

61800 will indicaterto users (system integrator, original equipment manufacturer)

or implementations (for example IEC 61511, IEC 61513, IEC 62061 or ISO 13849).

applying the requirements from this part of the IEC 61800 series, the correspon

This part of IEC 61800 does not specify requirements for:

the hazard and risk analysis of a particular application;

the identification of safety sub-functions for that application;

the initial allocation of S/Ls to those safety sub-functions;

the driven equipment except for interface arrangements;

secondary hazards (for example from failure in a production or manufacturing process);

the electrical, thermal and energy safety considerations, which are covered
+IEC 61800-5-1;

the PDS(SR) manufacturing process;
the validity of signals and commands to the PDS(SR).

the
into

ling

in
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e security aspects (e.g. cyber security or PDS(SR) security of access)

NOTE 3 The functional safety requirements of a PDS(SR) are dependent on the application, and can be
considered as a part of the overall risk assessment of the installation. Where the supplier of the PDS(SR) is not
responsible for the driven equipment, the installation designer is responsible for the risk assessment, and for
specifying the functional and safety integrity requirements of the PDS(SR).

This part of IEC 61800 only applies to PDS(SR)s implementing safety sub-functions with a SIL
not greater than SIL 3.

Figure 1 shows the installation and the functional parts of a PDS(SR) that are considered in
this_part of IFC 61800 and shows a logical representation of a PDS(SR) rather than its

phygical description.

N\
Installation or part of the installation '\CO
PDS(SR)
Control section
Diagnostic functions
; . . e Modulation
External signals Communications Torque/speed/p@sition and
and control and 1/0 control protection
Sensors
Power Power section Motor
‘“ )
N
C)‘\\ Driven load
o

Figure 1 — Installation and functional parts of a PDS(SR)

2 |Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60204-1, Safety of machinery — Electrical equipment of machines — Part 1. General
requirements

IEC 61000-2-4:2002, Electromagnetic compatibility (EMC) - Part 2-4: Environment -
Compatibility levels in industrial plants for low-frequency conducted disturbances

IEC 61000-4-2:2008, Electromagnetic compatibility (EMC) - Part 4-2: Testing and
measurement techniques — Electrostatic discharge immunity test
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IEC 61000-4-3:2006, Electromagnetic compatibility (EMC) — Part 4-3: Testing and
measurement techniques — Radiated, radio-frequency, electromagnetic field immunity test
IEC 61000-4-3:2006/AMD1:2007
IEC 61000-4-3:2006/AMD2:2010

IEC 61000-4-4:2012, Electromagnetic compatibility (EMC) — Part 4-4: Testing and
measurement techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5:2014, Electromagnetic compatibility (EMC) — Part 4-5: Testing and
measurement techniques — Surge immunity test

IEC|61000-4-6:2013, Electromagnetic compatibility (EMC) - Part 4-6: Testing™ [and
megsurement techniques — Immunity to conducted disturbances, induced by radio<frequgncy
fields

IEC|61000-4-29:2000, Electromagnetic compatibility (EMC) - Part 4-297 Testing land
megsurement techniques — Voltage dips, short interruptions and voltage. variations on |d.c.
inpyt power port immunity tests

IEC|61000-4-34:2005, Electromagnetic compatibility (EMC) ="Part 4-34: Testing land
megsurement techniques — Voltage dips, short interruptions and-voltage variations immdynity
tests for equipment with input current more than 16 A per phase

IEC|61000-6-7:2014, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards —
Imnmyunity requirements for equipment intended to perform functions in a safety-related system
(funlctional safety) in industrial locations

IEC|61400-21:2008, Wind turbines — Part 21: Measurement and assessment of power quality
characteristics of grid connected wind turbinés

IEC|61508-1:2010, Functional safety 0f electrical/electronic/programmable electronic saflety-
relafed systems — Part 1: General requirements

IEC|61508-2:2010, Functional-safety of electrical/electronic/programmable electronic safety-
related systems — Part 27 Requirements for electrical/electronic/programmable electrpnic
safgty-related systems

IEC|61508-3:2010,~Functional safety of electrical/electronic/programmable electronic safety-
relafed systems < Part 3: Software requirements

IEC|61508-6:2010, Functional safety of electrical/electronic/programmable electronic safety-
relafed systems — Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

related systems — Part 7: Overview of techniques and measures
IEC 61800-1, Adjustable speed electrical power drive systems — Part 1: General requirements
— Rating specifications for low voltage adjustable speed d.c. power drive systems

IEC 61800-2:2015, Adjustable speed electrical power drive systems — Part 2: General
requirements — Rating specifications for low voltage adjustable speed a.c. power drive
systems

IEC 61800-3:2004, Adjustable speed electrical power drive systems - Part 3: EMC
requirements and specific test methods
IEC 61800-3:2004/AMD1:2011
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IEC 61800-4, Adjustable speed electrical power drive systems — Part 4: General requirements
— Rating specifications for a.c. power drive systems above 1 000 V a.c. and not exceeding
35 kV

IEC 61800-5-1:2007, Adjustable speed electrical power drive systems — Part 5-1: Safety
requirements — Electrical, thermal and energy

ISO 13849-1:2006, Safety of machinery — Safety-related parts of control systems — Part 1:
General principles for design

ISO[13849-2:2012, Safely of machinery — Safely-related parts of conirol systems — Paift 2:
Validation
3 |Terms and definitions
For|the purposes of this document, the following terms and definitions apply. Table 1 shpws
an alphabetical list of terms and definitions
Table 1 — Alphabetical list of terms and definitions
3.1 basic drive module 3.12 | hazard 38.23 | safety sub-function(s) (of a
BOM PDS(SR))
3.2 category 3.13 | installation 3.24 | safety integrity
3.3 complete drive module 3.14 | mission time 3.25 | safety integrity level
CDM ™ SIL
3.4 common cause failure 3.15 | mode of operation 3.26 | safety-related system
3.5 dangerous failure 3.16 | PDS(SR) 3.27 | safety requirements
specification
SRS
3.6 diagnostic coverage 317 | average frequency of a 3.28 | SIL capability
DC dangerous failure
PFH
3.7 diagnostic test(s) 3.18 | Performance Level 3.29 | subsystem
PL
3.8 fail safe 3.19 | safe failure 3.30 | systematic failure
3.9 fail safe state 3.20 | safe failure fraction 3.31 | systematic safety integrity
FS SFF
3.1 fault-reaction function 3.21 | safe state 3.32 | validation
3.1 functional safety 3.22 | safety function 3.33 | verification

NOTE Throughout this International Standard, references to the following definitions are identified by writing them
in italic script.

3.1

basic drive module

BDM

electronic power converter and related control, connected between an electric supply and a
motor

Note 1 to entry: The BDM is capable of transmitting power from the electric supply to the motor and can be
capable of transmitting power from the motor to the electric supply.

Note 2 to entry: The BDM controls some or all of the following aspects of power transmitted to the motor and
motor output: current, frequency, voltage, speed, torque, force.
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Note 3 to entry: This note applies to the French language only.

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.1]

3.2

category

classification of the safety-related parts of a PDS(SR) in respect of their resistance to faults
and their subsequent behaviour in the fault condition, and which is achieved by the structural
arrangement of the parts, fault detection and/or by their reliability

[SOI JRCE: 1SQ 13849-1 _definition 3 1 2 mnrlifind] “cantraol defnm” replaced by “PDQ(QP)”

33
complete drive module
CD
drive module consisting of, but not limited to, the BDM and extensions suCh-as protedtion
dev|ces, transformers and auxiliaries, but excluding the motor and the Sensors which |are
meghanically coupled to the motor shaft

Notel 1 to entry:  This note applies to the French language only.

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.2]

3.4
common cause failure
failyre, which is the result of one or more events, causing concurrent failures of two or nmore
sepprate channels in a multiple channel system, leading to failure of the safety sub-functioh

[SOURCE: IEC 61508-4:2010, 3.6.10 modified” — “leading to system failure” replaced by
“leading to failure of the safety sub-function’

3.5
dangerous failure
failyre of a component and/or subsystem and/or system that plays a part in implementing|the
safgty sub-function that:

a) rauses a safety sub-function of a PDS(SR) to fail such that the equipment or machinery
driven by the PDS(SR)’is put into a hazardous or potentially hazardous state; or
b) flecreases the probability that the safety sub-function operates correctly

[SO\LURCE: IEG.61508-4:2010, 3.6.7, modified — “EUC” replaced by “PDS(SR)”, “when
reqliired” deleted]

3.6
diagpnostic coverage
DC
fraction of dangerous failures detected by automatic diagnostic tests

Note 1 to entry: This can also be expressed as the ratio of the sum of the detected dangerous failure rates App to
the sum of the total dangerous failure rates Ap: DC = ZApp/Zp.

Note 2 to entry: Diagnostic coverage can exist for the whole or parts of a safety-related system. For example,
diagnostic coverage can exist for sensors and/or logic subsystems and/or output subsystem.

Note 3 to entry:  This note applies to the French language only.

[SOURCE: IEC 61508-4: 2010; 3.8.6, modified — “on-line” deleted from “online diagnostic
tests"]
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3.7

diagnostic test

test intended to detect faults or failures and produce a specified output when a fault or fai
is detected

3.8
fail safe
design property of an item which prevents its failures from resulting in dangerous faults

[SOURCE: IEC 60500:1998, 821-01-10, modified — “critical” replaced by “dangerous”]

016

lure

3.9
fail[safe state
FS
defined safe state, typically resulting from a failure

Notel 1 to entry: Fail safe state (FS) is used in this standard instead of the defined state (DS)/6f IEC 61000-6-

Notel 2 to entry:  This note applies to the French language only.

3.10
fault reaction function

fungtion that is initiated when a fault or failure within the PDS{SR), which could cause a
of the safety sub-function, is detected, and which is intended to maintain the safety of
insthllation or prevent hazardous conditions arising at the(installation

3.11
fungtional safety

parf of the overall safety relating to the PDS(SR) which depends on the correct functionin
the [safety-related parts of the PDS(SR) and.o6n external risk reduction measures

Notel 1 to entry: This standard only considers-those aspects in the definition of functional safety that depen
the dorrect functioning of the PDS(SR).

[SOJURCE: IEC 61508-4:2010; 3.112, modified — “EUC and the EUC control system” replg
by 1PDS(SR)”; “E/E/PE safety-related systems and other” replaced by “safety-related parf

Notel 1 to entry’\“The term includes danger to persons arising within a short time scale (for example, fire

subsftance).
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3.13
installation
PDS(SR), equipment driven by the PDS(SR) and possibly other equipment (see Figure 1)

Note 1 to entry: The word “installation” is also used in this international standard to denote the process of

installing a PDS(SR). In these cases, the word “act of installing” will be used in this standard.

3.14
mission time
™

specified cumulative operating time of the safety-related parts of the PDS(SR) during its

overall lifetime
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Note 1 to entry:  This note applies to the French language only.

3.15

mode of operation

way in which a safety sub-function is intended to be used, with respect to the rate of demands
made upon it, which may be either low demand mode, high demand or continuous mode.

Note 1 to entry: Low demand mode: where the rate of demands for operation made on a safety sub-function is no
greater than one per year.

Note 2 to entry: High demand and continuous mode: where the rate of demands for operation made on a safety
sub-function is greater than one per year.

Notel 3 to entry: The low demand mode of operation is not generally considered to be relevant for. PBS(SR)
applications. Therefore, in this standard, PDS(SR)s are mainly considered to operate in the high demandwmode or
contjnuous mode.

[SOURCE: IEC 61508-4:2010; 3.5.16, modified — “high demand mode” and cofitinuous mgde”
conbined; definition reduced to statements of time]

3.1
PD$(SR)
adjystable speed electrical power drive system providing safety sub-functions

3.1

avefrage frequency of a dangerous failure
PFH
avelage frequency of a dangerous failure of a PDS{(SR) to perform the specified safety $ub-
fung¢tion over a given period of time

Notel 1 to entry: In IEC 62061 the abbreviation PFHp is tised.

Notel 2 to entry:  This note applies to the French language only.

[SOJURCE: IEC 61508-4:2010; 3.6.19,(modified — “E/E/PE safety-related system” replaced by
“PDIS(SR)"]

3.18
Performance Level
PL
disqgrete level used to specify the ability of safety-related parts of control systems to perforfm a
safety sub-function.under foreseeable conditions

[SOURCE: 1S©%13849-1:2006, 3.1.23, modified — “safety function” replaced by “safety $ub-
fungtion”

3.1

saf¢ failure
failure of a component and/or subsystem and/or system that plays a part in implementing the
safety sub-function that:

a) results in the spurious operation of the safety sub-function to put the PDS(SR) (or part
thereof) into a safe state or maintain a safe state; or

b) increases the probability of the spurious operation of the safety sub-function to put the
PDS(SR) (or part thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010; 3.6.8 modified — “element” replaced by “component”; “EUC”
replaced by “PDS(SR)”]
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3.20

safe failure fraction

SFF

property of a safety related component and subsystems that is defined by the ratio of the sum
of the average failure rates of safe and dangerous detected failures to the sum of safe and all
dangerous failures.

Note 1 to entry: This ratio is represented by the equation: SFF = (215 + ZADD)/(EAs + £AD).

Note 2 to entry: See Annex C of IEC 61508-2:2010.

NOt 3 tU Ulltly. Thlo IIUtU GPP:IUO tU thU rIUII\Jh :GIIHUGUU Ull:y.
[S(;|URCE: IEC 61508-4:2010; 3.6.15, modified — “element” replaced by “component [and
subpystems”]

3.21
safée state
state of the PDS(SR) when safety is achieved

Notel 1 to entry: In going from a potentially hazardous condition to the final safe(state, the PDS(SR) can haye to
go through a number of intermediate safe states.

[SOURCE: IEC 61508-4:2010; 3.1.13, modified — “EUC” replaced by “PDS(SR)"]

3.2%
safety function
fungtion to be implemented by a safety-related system or other risk reduction measures, fhat
is intended to achieve or maintain a safe state for the equipment or machinery driven by|the
PD$(SR), in respect of a specific hazardous event.

[IEC 61508-4:2010; 3.5.1, modified — “E/E/PES” deleted, “EUC” replaced by “the equipment or
maghinery driven by the PDS(SR)"]

3.2
safety sub-function, <of a PDS(SR)>
fungtion(s) with a specified-safety performance, to be implemented in whole or in part by a
PD$(SR), which is(are). intended to maintain the safety of the installation or preyent
hazpardous conditions arising at the installation

Notel 1 to entry: There_are only rare cases where the safety function of the complete application is implemgnted
exclysively within ithe.PDS(SR). In these cases the safety function is still called a safety sub-function in| this
stanglard. (e.g. always active SLS without external initiation)

3.2

safety, integrity
probability of a PDS(SR) satisfactorily performing a required safety sub-function under all
stated conditions within a stated period of time

Note 1 to entry: The higher the level of safety integrity of the PDS(SR)(s), the lower the probability that the
PDS(SR)(s) will fail to carry out the required safety sub-function.

Note 2 to entry: The safety integrity can be different for each safety sub-function performed by the PDS(SR).

[SOURCE: IEC 61508-4:2010; 3.5.4, modified — “E/E/PE safety-related system” replaced by
“PDS(SR)”]

3.25

safety integrity level

SIL

discrete level (one out of a possible three) for specifying the safety integrity requirements of a
safety sub-function allocated (in whole or in part) to a PDS(SR)
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Note 1 to entry: SIL 3 has the highest level of safety integrity and SIL 1 has the lowest.

Note 2 to entry: SIL 4 is not considered in this standard as it is not relevant to the risk reduction requirements
normally associated with PDS(SR)s. For requirements applicable to S/L 4, see IEC 61508.

Note 3 to entry: Several methods of writing are used for S/Lx. Throughout this document SIL x is used

Note 4 to entry:  This note applies to the French language only.

[SOURCE: IEC 61508-4:2010; 3.5.8, modified — “corresponding to a range of safety integrity
values, where safety integrity level 4 has the highest level of safety integrity and safety
integrity level 1 has the lowest” repl

aced by “for specifying the safety integrity requirements of

des|gnated system that both

o |mplements the required safety functions necessary to achieve or maintain' a safe state for
he equipment or machinery driven by the PDS(SR); and

e |s intended to achieve, on its own or with other risk reduction _measures, the necessgary
safety integrity for the required safety functions

[SOJURCE: IEC 61508-4:2010; 3.4.1, modified] “EUC” replacéd) by “equipment or machipery
driven by the PDS(SR)”, “E/E/PES” deleted.

3.27
safIty requirements specification
SR

spetification containing all the requirements of‘the safety sub-functions to be performed by
the PDS(SR)

Notel 1 to entry:  This note applies to the Frenchylanguage only.

3.28
SliL|capability
ma)imum S/L that can be claimed to have been achieved by the design of a PDS(SR) in tefrms
of the systematic safety  ntegrity and the architectural constraints on hardware sdfety
integrity.

Notel 1 to entry: Each 0f\the designated safety sub-functions that a PDS(SR) is intended to perform cap be
assolciated with a diffefent”SIL capability.

Notel 2 to entry: ~SIL capability includes systematic capability, the fulfillment of the architectural constraints| and
the Hardware failure rate or PFH value.

failure of a safety-related function

Note 1 to entry: A PDS(SR) can itself be a subsystem, or be made up from a number of separate subsystems,
which when put together to implement the safety sub-function under consideration. A subsystem can have more
than one channel.

Note 2 to entry: Examples of subsystems of a PDS(SR) are encoder, power section, control section (see Figure

1).

3.30

systematic failure

failure, related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures,
documentation or other relevant factors
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Note 1 to entry: Examples of causes of systematic failures include human error in:
e the safety requirements specification;
e the design, manufacture, act of installing, operation of the hardware;

e the design and implementation of the software.

Note 2 to entry: In this standard, failures in a safety-related system are categorized as random hardware failures
or systematic failures.

[SOURCE: IEC 61508-4:2010, 3.6.6]

1 to entry: Systematic safety integrity cannot usually be quantified (as distinct from hardwate safety intdgrity

validation
confirmation by examination and provision of objective \evidence that the particular
reqlirements for a specific intended use are fulfilled

Notel 1 to entry: Validation is the activity of demonstrating that’the PDS(SR), before or after act of installing ,
meels in all respects the safety requirements specification .

[SOJURCE: IEC 61508-4:2010, 3.8.2, modified Nete 1 to entry]

3.33
verification
confirmation by examination and provision of objective evidence that the requirements have
beep fulfilled

[SOJURCE: IEC 61508-4:2010,(3:8.1, modified — removal of Note 1 to entry]

4 |[Designated safety. sub-functions

4.1 General

Thig clause describes functions of a PDS(SR) that may be designated as safety-related by|the
PD$(SR)_supplier. The designated safety sub-functions in this clause are not considerefl to
form an(exhaustive list. Details of implementation for basic safety sub-functions, and complex
safgty.,sub-functions composed of more than one basic safety sub-function, have not bleen

ro idod bacaricn af tha laran by Af ~~coihilitine I o~ ~oc~e flartbhAr onfafy Al sted
provded-because—of-thetargenumber-ofpossibilitiestn-some—cases{urthersafety-—reld

systems external to the PDS(SR) (for example a mechanical brake) may be necessary to
maintain the safety when electrical power is removed.

The technical measures required to implement these functions depend on the required SIL
capability including the required probability of dangerous hardware failure, as indicated in the
safety requirement specification. The technical measures are described in Clause 6.

Each safety sub-function may include safe inputs and/or outputs in order to accomplish
necessary communication with (or activation of) other functions, subsystems or systems
(which may or may not be safety-related).

Some of the safety sub-functions perform monitoring tasks only; some perform safety relevant
control or other actions. Therefore, a distinction shall be made between:
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— the reaction on violation of limits (only relevant for monitoring functions):

the reaction function when a violation of limits is detected during the correct operation of
the safety sub-function; and

— the fault reaction function (relevant for all safety sub-functions):
the reaction function when diagnostics detect a fault within the safety sub-function.

Both reaction functions shall take into account the possible safe states of the application.

On selecting the appropriate reaction function, it shall be considered that parts of the

PDO/QD\ mavenot ha functioninag
Yoo yHot+B e o eHOHAG-

Timjng requirements for the actions required following detection of a fault are specified’in|the
safety requirements specification (see 5.5).

Thel names of the safety sub-functions include the words “safe” or “safely” to indicate fthat
thege functions may be used in a safety-related application on the grounds of a judgement
(i.e] risk analysis) of that specific application, resulting in safety-relevant’functions and their
integrity to be performed by the PDS(SR).

NOTE For detailed examples of the PDS(SR) sub-functions specified \in this clause see Bibliography
(IFA|Report 7/2013e)

4.2| Safety sub-functions
4.21 General

In most cases the safety functions of the PDS(SR) are a part of the safety functions of an
application, therefore the safety functions of the)PDS(SR) are named safety sub-functions in
this| document. Figure 2 shows an example,of a safety function consisting of safety sub-
fungtions:

System (machine, process) with a safety function e.g. "Safe Machine Stop"

Subsysteni Safety Sub-function 1

(e.l?i-érﬁogl:r?a‘ll\il;t)ch, (e.g. safe input signal)

Subsystem 2 Safety Sub-function 2
(e.g.: Safety Relay, (e.g. safe logic evaluation)
Safety PLC)

Subsystem 3

Safety Sub-function 3
PDS(SR) (e.g. Safe Stop 1)

IEC

Figure 2 — Safety function consisting of safety sub-functions

NOTE For further information regarding safety sub-functions see IFA Report 7/2013e “Safe drive controls with
frequency converters” (Bibliography).
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4.2.2 Limit values

016

Where a safety sub-function relies on limit value(s) for any parameter(s), the maximum
tolerance(s) for the limit value(s) shall be defined.

NOTE Specification of any limit value can take into account possible exceeding of the limit value in case of
violation of the limit. For example, specification of the position limit value(s) in 4.2.4.9 can take into account the
maximum allowable over travel distance(s).

A particular safety sub-function may have one or more specified limit values, which can be
selected during operation.

4.23 Stopping functions

4.23.1 General

A variety of stopping methods is available for every type of PDS(SR).

The| control requirements for initiating the stopping sequence and maintaining a hold m
upoph reaching standstill are application-specific. Separate manual opgerations and connect
to gontrol circuits may be necessary to achieve the desired perfermance of the stop
fungtions.

NOTE When applying safety stopping functions for functions like prevention of unexpected start-up or emerg

stop

relevant standards can be considered, e. g. IEC 60204-1, ISO 13850} 1SO 12100, ISO 14118.

Any| particular requirements for stopping performancé<{can be specified by the customer

the
pra

PDS(SR) manufacturer. The following examples\of stopping functions are often use
tice.

4.23.2 Safe torque off (STO)

Thig function prevents force-producing power from being provided to the motor

Thig

0 off IEC 60204-1.

NOTE 1 This safety sub-function_.can be used where power removal is required to prevent an unexpected sta
accolrding to 1ISO 14118.

NOTE 2 In circumstances where external influences (for example, falling of suspended loads) are pre

addi

ional measures (for example, mechanical brakes) can be necessary to prevent any hazard.

NOTE 3 Electronicimeans and some contactors are not adequate for protection against electric shock.

NOTE 4 While-the function is active, a limited amount of movement is still possible in the event of a failure i
powgr section of the PDS(SR)

ode
ons
hing

ency

5 of
d in

safety sub-function corresponds to an uncontrolled stop in accordance with stop category

rt-up

Eent,

h the

4.23.3 Safe stop 1 (SS1)

This function is specified as either

a)

b)

Safe Stop 1 deceleration controlled
S$S1-d

initiates and controls the motor deceleration rate within selected limits to stop the motor

and performs the STO function (see 4.2.3.2) when the motor speed is below a speci
limit; or

Safe Stop 1 ramp monitored

SS1-r

fied

initiates and monitors the motor deceleration rate within selected limits to stop the motor

and performs the STO function when the motor speed is below a specified limit; or
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c) Safe Stop 1 time controlled
SS1-t
initiates the motor deceleration and performs the STO function after an application specific
time delay.

This safety sub-function corresponds to a controlled stop in accordance with stop category 1
of IEC 60204-1.

NOTE The controlled stop of SS1-t can fail undetected, therefore SS1-t cannot be applied if this failure can cause
a dangerous situation in the final application.

4.23.4 Safe stop 2 (SS2)
Thig function is specified as either

a) [Safe Stop 2 deceleration controlled
552-d

nitiates and controls the motor deceleration rate within selected limits to stop the mptor
and performs the safe operating stop function (see 4.2.4.1) when the’motor speed is bglow
A specified limit; or

b) [Safe Stop 2 ramp monitored
5S2-r

nitiates and monitors the motor deceleration rate within selected limits to stop the mptor
and performs the safe operating stop function when the motor speed is below a specified
imit; or

c) [Bafe Stop 2 time controlled
5S2-t

nitiates the motor deceleration and performs the safe operating stop function aftef an
application specific time delay.

Thig safety sub-function SS2 corresponds to a controlled stop in accordance with stop
catggory 2 of IEC 60204-1.

NOTE The controlled stop of S$2-t-can fail undetected, therefore SS2-t cannot be applied if this failure can cpuse
a dapgerous situation in the final application.

4.2.4 Monitoring/functions

4.24.1 Genetral

In the following function descriptions “prevents” is written when there is a single limit only fand
“kegps” is-written when there is an upper and lower limit. Otherwise there is no differencg in
intept.

4.2.4.2 Safe operating stop (SOS)

This function prevents the motor from deviating more than a defined amount from the stopped
position. The PDS(SR) provides energy to the motor to enable it to resist external forces.

NOTE This description of an operational stop function is based on implementation by means of a PDS(SR)
without external (for example mechanical) brakes.

4.2.4.3 Safely-limited acceleration (SLA)

This function prevents the motor from exceeding the specified acceleration and/or
deceleration limit.
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4.4 Safe acceleration range (SAR)

This function keeps the motor acceleration and/or deceleration within specified limits.

4.2.

4.5 Safely-limited speed (SLS)

This function prevents the motor from exceeding the specified speed limit.

4.2.

4.6 Safe speed range (SSR)

This function keeps the motor speed within specified limits.

016

4.2,

Thig
mot

4.2,

Thig
spe

4.2,

This
the

4.2,

This
the

NOT]

4.2,

This
unin

4.2,
Thig

4.7 Safely-limited torque (SLT)

function prevents the motor from exceeding the specified torque (or force, when a lin
pr is used) limit.

4.8 Safe torque range (STR)

function keeps the motor torque (or force, when a linear mofor is used) within
cified limits.

4.9 Safely-limited position (SLP)

function prevents the motor shaft (or mover, when aflinear motor is used) from excee
specified position limit(s).

4.10 Safely-limited increment (SLI)

function prevents the motor shaft (or moxver, when a linear motor is used) from excee
specified limit of position increment.

E In this function, the PDS(SR) monitors the incremental movements of a motor as follows.

A\n input signal (for example start) initiates an incremental movement with a specified maximum travel whi
nonitored safely.

bppropriate for the application.
4.11  Safe direction (SDI)

function prevents the motor shaft from moving more than a defined amount in
tended direction.

4.12_<-Safe motor temperature (SMT)

function prevents the motor temperature(s) from exceeding a specified upper limit(s).

\fter completing the travel required for this increment, the motor is stopped and maintained in this stat¢,

ear

the

ding

ling

ch is

the

NOTE The SMT safety sub-function can be used to protect against over temperature of a motor applied in an
explosive atmosphere. Other risks like sparks are not covered by this safety sub-function. For further information,
see |EC 60079 series of standards. General information for the use of PDS(SR) in explosive atmosphere

appli

4.2.

cations is provided in IEC 61800-2:2015.

4.13 Safe cam (SCA)

This function provides a safe output signal to indicate whether the motor shaft position is
within a specified range.

4.2.

4.14 Safe speed monitor (SSM)

This function provides a safe output signal to indicate whether the motor speed is below a
specified limit.
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4.2.5 Output functions — Safe brake control (SBC)

This

5

5.1

function provides a safe output signal(s) to control an external brake(s).

Management of functional safety

Objective

The first objective of this clause is to specify the responsibilities for the management of
functional safety and the activities to be carried out by those with assigned responsibilities.

The]
an (

NOTE The organizational measures dealt with in this clause provide for the effective implementation o
techpical requirements and are solely aimed at the achievement and maintenance of functional safety o

PDS

achigvement of safety in the workplace.

5.2
The]

5.3

Figdre 3 shows the PDS(SR) development lifecycle, with cross-references to the relevant

clau

NOT
the g

Annex A shows this information in the form of a sequential task table.

second objective of this clause is to present the PDS(SR) development lifecycle.and
verview of its phases.

SR) systems. Separate and distinct from this are the general health and safety measures necessary fo

Requirements for the management of functional safety

requirements of Clause 6 of IEC 61508-1:2010 apply.

PDS(SR) development lifecycle

ses of this standard, arranged as phase 1 to phase 8.

E  This corresponds to the phases, safety requiremént specification (phase 9) and realisation (phase 1
verall safety lifecycle of IEC 61508-1:2010.

jive

the
the
I the

sub
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Planning of
PDS(SR) functional safety management

PDS(SR) safety requirements specification

PDS(SR) safety system architecture

PDS(SR) safety PDS(SR) design and
validation planning development including
ASICs and software PDS(SR)-fistallation,
commissiohing, operation,
and‘maintenance
procedures
PDS(SR) integration
\ 4
PDS(SR) safety,
validation
IEC
For|phase 1, see 5.4. For phase 2, see 5.5. For phase 3, see 5.6. For phase 4, see 5.4 e)
(phase 9 — see NOTE) (phase 9 — see NOTE) (phase 10.1 — see NOTE) |(phase 10.2 — see NOTE)
For|phase 5, see Clause 6 |For phase 6, see 6:5 For phase 7, see Clause 7 |For phase 8, see Clausg 8
(phgdse 10.3 — see NOTE) |[(phase 10.4 — seeNOTE) |(phase 10.5 — see NOTE) |(phase 10.8 — see NOTE)

NOTE

5.4

Corresponding phase of overall safety lifecycle of IEC 61508-1:2010.

Figure 3 — PDS(SR) development lifecycle

Planning of PDS(SR) functional safety management

A plan shall be generated and updated as necessary throughout the entire development off the
PD$(SR). It shaltdefine the activities required to satisfy Clauses 5 to 10, and specify pergons
and| their competence, department(s), or organization(s) responsible for completing these

actipities.

In

rticular, the plan shall consider or include the following, as appropriate for the complgxity
of thenPDS(SR)

a) Generation of the safety requirements specification (see 5.5), including factors such as:

the personnel responsible for generation and maintenance of the safety requirements
specification;

the choice of methods for the avoidance of mistakes during generation of the safety
requirements specification (see IEC 61508-2:2010, Annex B);

the consideration of requirements from guidelines and standards for specific target
applications of the PDS(SR);

the personnel responsible for verification of the safety requirements specification;

the process for changing the safety requirements specification after development has
started.
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b)

d)

f)

Generation of the safety system architecture specification (see 5.6), including factors such

as:

the personnel responsible for generation and maintenance of the safety system
architecture specification;

the choice of methods for the avoidance of mistakes during generation of the safety
system architecture specification (see IEC 61508-2:2010, Annex B);

the consideration of requirements from guidelines and standards for specific target
applications of the PDS(SR);

the personnel responsible for verification of the safety system architecture

A verification plan for the safety stb-function(s) including factors such as:

A validation.plan for the safety sub-function(s) comprising the following:

Specificatiom;

the process for changing the safety system architecture specification , 3fter
development has started.

Design and development of the safety sub-function(s) in the PDS(SR), including (where
bpplicable) factors such as:

the personnel responsible for design and development;

the selection of product development and project management methodologies (see
IEC 61508-7:2010, B.1.1);

the consideration of applicable functional safety guidelines and standards for|the
design of target application equipment such as process control equipment or
machinery which incorporates the PDS(SR) (e.g. ISO<13849-1 and IEC 62061);

the project documentation methodology (see IEC 61508-7:2010, B.1.2);

the application of structured design techniques-(see IEC 61508-7:2010, B.3.2);
the application of modularization techniques{see IEC 61508-7:2010, B.3.4)
the use of computer-based design toolsi(see IEC 61508-7:2010, B.3.5);

the design verification methodology;

the design change management (both hardware and software).

the personnel responsiblesfor verification;

the selection of verification strategies, techniques and tools;
the selection and documentation of verification activities;
the selection and utilization of test equipment;

the evaluation-of verification results gained from verification equipment and from tests.

the personnel responsible for validation testing;
theldentification of the relevant modes of operation of the PDS(SR);
the procedures to be applied to validate that each safety sub-function of the PDS(ISR)

: 4l H 1 I | ol dla L] o H £ [ H bla 4 4
1S CUTTTULLY TTTPTTTITTTITITU, alTu TS Pasos/Tdll UITTTTid TUT aCLUUTTITUTTSTTTTY T 1TOo1S,

the procedures to be applied to validate that each safety sub-function of the PDS(SR)
is of the required safety integrity, and the pass/fail criteria for accomplishing the tests;

the required environment in which the testing is to take place including all necessary
tools and equipment (also plan which tools and equipment should be calibrated);

test evaluation procedures (with justifications);

the test procedures and performance criteria to be applied to validate the specified
electromagnetic immunity limits;

the action to be taken in the event of failure to meet any of the acceptance criteria.

Planning for safety-related user documentation including:

the personnel responsible for user documentation;
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— a list of significant safety-related information which shall be provided;
— the review process to insure the accuracy of documentation

g) Where assessment is required (see IEC 61508-1:2010, Clause 8), a functional safety
assessment plan providing all information necessary to facilitate an effective assessment
and including:

— the scope of the functional safety assessment;
— the organisations involved;
— the resources required;

thUOU tU pclfUllll thc fuuutl'uual' oafcty GOOCOOIIIUIIt,
- the level of independence of those performing the functional safety assessment;
- the competence of each person involved in the functional safety assessment;
- the outputs from the functional safety assessment;

- how the functional safety assessment relates to, and shall be integrated with, other
functional safety assessments where appropriate;

- the requirement to perform an impact analysis to determing which parts of |the
assessment are to be repeated in case of a modification (segralso IEC 61508-1:2010,
7.16.2)

In gstablishing the scope of each functional safety assessmenty’it will be necessary to spgcify
the [documents, and their revision status, that are to be used as inputs for each assessment
actiyity.

NOTE The plan can be made by either those responsible far)fuhctional safety assessment or those respongible
for management of functional safety, or can be shared betwéen‘them.

5.5| Safety requirements specification (SRS) for a PDS(SR)
5.5.1 General
A safety requirements specification forra PDS(SR) shall be documented and shall comprisg:

— B safety sub-functions requirements specification (see 5.5.2); and
— @ safety integrity requirements specification (see 5.5.3).

Thejse shall be expressed and structured in such a way that they are:

— tlear, precise, unambiguous, feasible, verifiable, testable and maintainable;

— ritten to aid\the comprehension by those who are likely to utilise the information at [any
stage of the-PDS(SR) safety lifecycle;

— expressed in natural or formal language and/or logic, sequence or cause and effect
Hiagrams that define the necessary safety sub-functions with each safety sub-fundtion
bejhg individually defined.

For the avoidance of mistakes during the compilation of these specifications, appropriate
techniques and measures shall be applied (see IEC 61508-2:2010, Table B.1).

The requirements for safety-related hardware and software shall be reviewed to ensure that
they are adequately specified.

5.5.2 Safety sub-functions requirements specification

The safety sub-functions requirements specification shall provide comprehensive detailed
requirements sufficient for the design and development of the PDS(SR).

The safety sub-functions requirements specification shall describe, as appropriate:
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a)

all safety sub-functions to be performed;

b) comprehensive detailed requirements sufficient for the design and development of the

c)

PDS(SR) including all the normative requirements to be fulfilled;

NOTE Requirements like the selected measures of fault avoidance and fault control and the selected
measures and techniques for software design and testing etc. can be included in safety sub-functions

requirement specification.

the applicable mode of operation regarding functional safety;

d) the manner in which the PDS(SR) is intended to achieve or maintain a safe state for

e)

f)
g)

h)

i)
)

k)

n)

5.5.

Thel| safety integrity-requirements specification for a PDS(SR) shall contain:

a)

intended applications;

the operating modes of the PDS(SR) and its installation — for example setting, start
maintenance, normal intended operation;

all required modes of behaviour of the PDS(SR);

the priority of those functions that are simultaneously active and can conflict with €
pther;

the required action(s) when a violation of limits is detected during the_cofrect operatio
A safety sub-function (i.e. the reaction on violation of limits, see 4.1);

the fault reaction function(s) (see 4.1 and 6.3);

the maximum fault reaction time to enable the correspaonding fault reaction to
performed before a hazard occurs in intended applications((only required where diagnd
fests are used to achieve the SIL capability);

the maximum response time of each safety-related(function (i.e. both safety and 1
reaction functions (see 6.3);

the significance of all interactions between hatdware and software — where relevant,
required constraints between the hardwaréesand the software shall be identified
documented;

NOTE Where these interactions are not known>before finishing the design, only general constraints ca
stated.

Felated functions (i.e. both safety and fault reaction functions);

all interfaces, necessary for functional safety, between the PDS(SR) and any o
systems (either directly, associated within, or outside, the installation).

3 Safety integrity requirements specification

for each safety-related function (or group of simultaneously used safety-related functig
SIL capabijlity (or SIL) and an upper limit of PFH value.

NOTE 1 SIL capability is relevant if the PDS(SR) is to be considered as a component which impleme
cafety-sub-function in conjunction with other components.

up,

ach

n of

be

stic

ault

any
and

n be

all means by which the operator interacts with the PDS(SR), that can influence the safety-

ther

ns),

ts a

NOTE 2 In order to accommodate the probability of dangerous failure of other involved components

, the

probability of dangerous random hardware failure of the PDS(SR) will usually be lower than the target failure
measure associated with the SIL allocated to the complete safety sub-function. However, it can also be higher,
if the PDS(SR) is to be used to implement the safety sub-function in a redundant configuration with other

components.

NOTE 3 Where a PDS(SR) implements a safety sub-function completely within itself, the safety integrity

requirements specification will identify a SIL, not a SIL capability.

NOTE 4 Where common hardware is used to implement more than one safety sub-function, and the safety
sub-functions are used simultaneously, the probability of dangerous random hardware failure of the common
hardware can be considered only once when determining the overall probability of dangerous random

hardware failure.

NOTE 5 For a multi-axis PDS(SR), where a safety sub-function is required for more than one axis

, the

probability of dangerous random hardware failure of common hardware can be considered only once when

determining the overall probability of dangerous random hardware failure.
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b) the required mission time;

c) the extremes of all environmental conditions (including electromagnetic) that are likely to
be encountered by the PDS(SR) during storage, transport, testing, act of installing,
operation and maintenance;

NOTE 6 This information can have been obtained in order to satisfy the requirements of IEC 61800-1,
IEC 61800-2 or IEC 61800-4 and in this case need not be documented again.

d) any requirement for increased EM immunity (see 6.2.6);

e) limiting and constraint conditions for the realisation of PDS(SR) due to the possibility of
common cause failures;

f) the quality assurance/quality control measures necessary for management of functipnal
safety (see IEC 61508-1:2010, Clause 6).

5.6| PDS(SR) safety system architecture specification

5.6.1 General

5.61.1 The objective of the safety system architecture specificatioh is to specify |the

architectural decomposition of the PDS(SR) and the requiremenis for the resulting

subpystems and parts of subsystems (see Annex A).

NOTE 1 The Safety system architecture specification is normally derived from’the PDS(SR) safety requirenent

spedjfication by decomposing the safety sub-functions and allocating parts of the safety sub-functions to

sub

stems (for example safety sub-function logic, input/output ecirCuitry, power supply, software). |The

reprg¢sentation of the PDS(SR) in form of subsystems describes the PD§(SR) on an architectural level which a
the gpecification of the requirements for these subsystems. The requirements can be included in the safety sy
arch|tecture specification or kept separate and referenced by the” safety system architecture specification.

lows
Btem
The

sub

stems can be further decomposed to parts to satisfy the désign and development requirements.

NOTE 2 A more general approach to this kind of specification is given in IEC 61508-2:2010 as an E/E/PE syptem

desi

5.6.

5.6.2 Requirements for safety system architecture specification

n requirement specification.
1.2 The description of the subsystems and parts and the respective requirements ghall
xpressed and structured in such a way that they are:

Clear, precise, unambiguous, feasible, verifiable, testable and maintainable;

ritten to aid the comprehension by those who are likely to utilise the information at jany
stage of the PDS(SR) safetyilifecycle;

raceable to the PDS(SR)ysafety requirements specification.

5.6.2.1 The safety system architecture specification shall contain design requiremgnts

related to safety-sub-functions and to safety integrity.

5.6.2.2 The safety system architecture specification shall contain details of all hardware

and

software necessary to implement the required safety sub-functions, as specified by|the

safgty/sub-functions requirements specification of the PDS(SR) (see 5.5.2). The architecfure

shallLinclude, for each safety sub-function:

a) requirements for the subsystems and parts as appropriate;

b) requirements for the integration of the subsystems and parts to meet the PDS(SR) safety
requirement specification;

c) throughput performance that enables response time requirements to be met;

d) accuracy and stability requirements for measurements and controls;

e) safety-related PDS(SR) and operator interfaces;

f) interfaces between the PDS(SR) and any other systems (either within, or outside, the
installation);

g) all modes of behaviour of the PDS(SR), in particular, failure behaviour and the required

response (for example alarms, automatic shut-down) of the PDS(SR);
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the significance of all hardware/software interactions and, where relevant, any required
constraints between the hardware and the software;

any limiting and constraint conditions for the PDS(SR) and its associated subsystems, for
example timing constraints or constraints due to the possibility of common cause failures;

any specific requirements related to the procedures for starting-up and restarting the
PDS(SR).

5.6.2.3 The safety system architecture specification shall contain details, relevant to the

des

ign, to achieve the safety integrity level for the safety sub-function, as specified by the

PDS(SR) safety integrity requirements specification (see 5.5.3), including:

he architecture of each subsystem required to meet the architectural constraints_on|the
ardware safety integrity;

Il relevant reliability modelling parameters such as the required diagnostic test.interval of
he hardware necessary to achieve the target failure measure;

562.4 The PDS(SR) safety system architecture specification shall be completed in de¢tail

as the design progresses and updated as necessary after modification.

5.6.

PD
me

.5 For the avoidance of mistakes during the development of.the specification for|the
(SR) safety system architecture specification, an appropriate 'group of techniques jand
sures according to IEC 61508-2:2010, Table B.2 shall be used

5.6.2.6 The implications imposed on the architecture by the PDS(SR) safety system

itecture specification shall be considered.

NOTE This can include the consideration of the simplicity of ghevimplementation to achieve the required spfety
integrity level (including architectural considerations and appgrtiohment of functionality to configuration data pr to

the gmbedded system).

6

6.1
6.1

N Change in operational status

Requirements for design and development of a PDS(SR)

General requirements

Any| change in the operational(status of a PDS(SR) that can lead to a hazardous situation|(for

exa
the

mple by unexpected start~up) shall only be initiated in response to a deliberate action by
poperator.

NOTE For example, any-failure of a PDS(SR) whilst in a hold state cannot lead to an unexpected start-yp of

mac

6.1.2 Design standards

inery and/or plantiitems.

Thel PDS(SR) shall be designed in accordance with IEC 61800-5-1 and other applicable pfarts

of tTe IE€ 61800 series, listed in the normative references.

6.1.3 Realisation

The PDS(SR) shall be realised in accordance with its safety requirements specification (see
5.5).

6.1.4 Safety integrity and fault detection

The PDS(SR) shall comply with all of a) to c) as follows:

a)

b)

the requirements for hardware safety integrity comprising:

— the architectural constraints on hardware safety integrity (see 6.2.3), and
— the requirements for the PFH value (see 6.2.2 or 6.2.3);

the requirements for systematic safety integrity comprising:
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— the requirements for the avoidance of failures (see 6.2.5.1), and the requirements for
the control of systematic faults (see 6.2.5.2), or

— evidence that components used are ‘proven-in-use’. In this case the components shall
fulfil the relevant requirements of IEC 61508-2:2010

c) the requirements for behaviour on detection of a fault (see 6.3).

NOTE If PL and category are to be claimed refer to ISO 13849-1:2006, 6.2 additionally.

6.1.5 Safety and non-safety sub-functions

Whﬁmmwmmamummwmﬂ_ﬁ its
hardware and software shall be treated as safety-related, unless adequate design measdres

enslre that the failures of non-safety sub-functions cannot adversely affect safety $ub-
fungtions.

Seq IEC 61508-3:2010, Annex F, for techniques for achieving non-interference between
software parts on a single computer.

6.1.6 SIL for multiple safety sub-functions within one PDS(SR)

The| safety integrity level of one safety sub-function can be different from the others, and|the
reqlirements for design of each safety sub-function are defined as’follows.

The| requirements for hardware and software shall be determined by the safety integrity level
of the safety sub-function having the highest safety integrity level unless it can be shown fthat
the [implementation of the safety sub-functions of the different safety integrity levels is
suffjciently independent.

As an example see Table 2:

Table 2 — Example\for determining the SIL from
hardware and software independence

PDS(SR) implementing two safety sub-functions (Y and Z) with different SIL requirements:
Function Z: SIL H? |/ function Y: SIL L?
Evidence)of sufficient independence Final SIL requirement for safety subl-
Design type between safety sub-functions Y and Z function
for hardware for software Zz Y
Yes Yes SILH SIL L
Yes SW: SILH SW: SILL
Hafdware (HWY No HW: SIL H HW: SILH?®
and software (SW)
dedign No SILH SILH
Yes No SW: SILH SW: SILH?®
HW: SIL H HW: SIL L
Hardware only Yes . SILH SILL
desian not applicable 5
9 No SILH SILH
a8 with SIL H higher than SIL L
b HW and/or SW separation is not sufficient

Sufficient independence shall be established by showing that the probability of a dependent
failure between the parts implementing safety sub-functions of different integrity levels is
sufficiently low in comparison with the probability of a dangerous failure for the highest safety
integrity level associated with the safety sub-functions involved.
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6.1.7 Integrated circuits with on-chip redundancy

Digital ICs which implement on-chip redundancy with the goal of increasing fault tolerance in
a PDS(SR) shall satisfy all of the special requirements for ICs with on-chip redundancy
according to IEC 61508-2:2010, Annex E, in case of duplicated circuitry. Alternatively a
justification shall be given that the same level of independence between different channels is
achieved by applying a different set of measures.

6.1.8 Software requirements

If software is used to implement a safety sub-function of the PDS(SR) with a specific SIL or
SILlcapabiIity (see 5.5.3), then this software shall be implemented in accordance with|the
reqlirements defined by IEC 61508-3:2010 for that specific SIL.

6.1.9 Design documentation

Besjdes the documentation of the design and realisation, the PDS(SR) design“documentaltion
shall indicate those techniques and measures used to achieve the S/L capability (for example
failyre mode and effects analysis, fault tree analysis).

6.2| PDS(SR) design requirements
6.2./1 Basic and well-tried safety principles

Basjc and well-tried safety principles shall be considered where applicable when a categoty is
claimed for the PDS(SR).

— For electrical and electro-mechanical PDS(SR)¢hese principles correspond to ISO 138§49-
P:2012, Table D.1 and Table D.2

— For mechanical parts (e.g. encoders), these principles correspond to 1SO 13849-2:2012,
fable A.1 and Table A.2

6.2.2 Requirements for the estimation of the probability of dangerous random
hardware failures per houry(PFH)

6.22.1 General requirements
6.2.2.1.1 PFH for each.safety sub-function

The| PFH of each safety sub-function (or group of simultaneously activated safety sub-
fungtions) to be performed by the PDS(SR), estimated according to 6.2.2.1.2 and Annek B,
sha|l be equal te_or less than the target failure measure (see Table 3) as specified in|the
saf@ty integrity,requirements specification (see 5.5.3).

The| PFH-value as defined by the SIL refers to a complete safety sub-function. If a PDS(SR) is
intended-to perform only a part of a safety sub-function within a safety related control system
then the PFH of the PDS(SR) should be sufficiently lower than the value defined by the S/l.

The target failure measure, expressed in terms of the PFH, is determined by the SIL of the
safety sub-function (see |IEC 61508-1:2010, Table 3), unless there is a requirement in the
PDS(SR) safety integrity requirements specification (see 5.5.3) for the safety sub-function to
meet a specific target failure measure, rather than a specific SI/L.
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Table 3 — Safety integrity levels: target failure measures
for a PDS(SR) safety sub-function

Safety integrity level SIL PFH
3 >108to <1077
2 >107" to < 1078
1 >10%to <1075

NOTE The PFH is sometimes referred to as the frequency of dangerous failures, or dangerous failure rate, in
units of dangerous failures per hour.

The| PFH of each safety sub-function (or group of simultaneously activated (safety sub-
fungtions) of the PDS(SR) shall be estimated separately.

NOTE 1 Different safety sub-functions can have common components and/or unique components, resulting in
diffefent PFH for each safety sub-function (or group of simultaneously used safety sub-fufetions).

NOTE 2 A number of modelling methods are available and the most appropriate method is a matter for the anplyst
and ill depend on the circumstances. Available methods include:

- ault tree analysis (see IEC 61025);

—  Markov models (see IEC 61165);

- eliability block diagrams (see |IEC 61078);

— parts count (see IEC 61709:2011);

—  procedure description (see IEC 61508-6:2010);

—  simplified procedure for estimating PL (see ISO 13849-1:2006, 4.5.4).
See plso IEC 60300-3-1.

NOTE 3 The mean time to restoration (see IEC 60050, 192-07-23) that is considered in the reliability mode] will
need to take into account the diagnostic intervalss-the repair time and any other delays prior to restoration, ang the
missfon time.
NOTE 4 Failures due to common cause (€ffects and data communication processes can result from effects ¢ther
than|actual failures of hardware components (for example decoding errors). However, such failures are consid¢red,

for the purposes of this standard, as random hardware failures (see IEC 61508-6:2000, Annex D).

NOTE 5 |If PL is to be claimed refer to ISO 13849-1:2006, Table 3, additionally.
6.2.2.1.2 Estimation of PFH

The| PFH of each-safety sub-function (or group of simultaneously activated safety sub-
fungtions) to be>performed by the PDS(SR), due to random hardware failures shalll be
estimated usifig IEC 61508-2:2010, Annex A, taking into account:

a) the (architecture of the PDS(SR) as it relates to each safety sub-function under
consideration;

b) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would
cause a dangerous failure of the PDS(SR) but which are detected by diagnostic tests;

c) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would
cause a dangerous failure of the PDS(SR) which are undetected by the diagnostic tests;

d) the susceptibility of the PDS(SR) to common cause failures (see |IEC 61508-6:2010,
Annex D);

e) the diagnostic coverage (DC) of the diagnostic tests (determined according to IEC 61508-
2:2010, Annex A and Annex C) and the associated diagnostic test interval, and when
establishing the diagnostic test interval, the intervals between all of the tests which
contribute to the diagnostic coverage will need to be considered;

f) the repair times for detected failures;
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NOTE 1 The repair time will constitute one part of the mean time to restoration (see IEC 60050-192:2015,
192-07-23), which will also include the time taken to detect a failure and any time period during which repair is
not possible (see Annex B of IEC 61508-6:2010 for an example of how the mean time to restoration can be
used to calculate the probability of failure). For situations where the repair can only be carried out during a
specific period of time, for example while the equipment or machinery driven by the PDS(SR) is shut down and
in a safe state, it is particularly important that full account is taken of the time period when no repair can be
carried out, especially when this is relatively large.

g) the probability of dangerous failure of any data communication process (see 6.4).

NOTE 2 For information about estimation of the PFDaVg value from the PFH value for low demand applications,
see Annex F.

6.2.21.3  Failure rate data

Component failure rate data shall be obtained from:

— @ recognised source; or

— pstimate based upon those Type A components that are considered to bey*proven in @ise”
see |[EC 61508-2:2010, 7.4.10).

The| expected average operating temperature for a component shotld be used when
estimating its failure rate.

If ste-specific failure data are available, then this is preferred, 'If this is not the case, then
gengric data can be used.

NOTE 1 Data can be derived from that published in a number of industry sources (see Annex C).

NOTE 2 Although a constant failure rate is assumed by most,probabilistic estimation methods, this only applies
prov|ded that the useful lifetime of components is not exceeded. Beyond their useful lifetime (i.e. as the probapility
of fgilure significantly increases with time), the results of\most probabilistic calculation methods are therg¢fore
meafingless. Thus, any probabilistic estimation can includé“a specification of the components’ useful lifetimes) The
usefpl lifetime is highly dependent on the component_itself and its operating conditions — temperature in partifular
(for ¢xample, electrolytic capacitors can be very sensitive).

NOTE 3 The fault lists given in Annex D can bhe,used to assist in determination of failure modes.

Any| failure rate data used shall have a confidence level of at least 70 %.

-

6.2.2.1.4 Diagnostic testiinterval when the hardware fault tolerance is greater tha
zero

Thel| diagnostic test interval of any subsystem of the PDS(SR) shall be appropriate to meet|the
reqlired PFH (see(6.2:2.1.1).

NOTE 1 For information regarding mathematical impact of diagnostic test interval see Clause B.4

NOTE 2 Ferxedundant parts of a PDS(SR) which cannot be tested without disrupting the application in which the
PDS[SR)(is jused (machine or plant) and where no justifiable technical solution can be implemented, the following
maximudm diagnostic test intervals can be considered as acceptable:

- Urie 1est per yedl I’UI QiL <, FL d I’ cdicyury o,
— one test per three months for SIL 3, PL e / category 3;

— one test per day for SIL 3, PL e / category 4.

PL and category according to ISO 13849-1.
6.2.2.1.5 Diagnostic test interval when the hardware fault tolerance is zero

The diagnostic test interval of any subsystem of a PDS(SR) having a hardware fault tolerance
of zero, on which a safety sub-function is entirely dependent, shall be such that the sum of
the diagnostic test interval and the time to perform the specified action (fault reaction
function) to achieve or maintain a safe state is less than the process safety time.


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 34 - IEC 61800-5-2:2016 © IEC 2016

6.2.3 Architectural constraints
6.2.3.1 Limitations of SIL

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety sub-function is limited by the hardware fault tolerance and safe failure
fraction of the subsystems of a PDS(SR) that carry out that safety sub-function. A hardware
fault tolerance of N means that N+1 faults could cause a loss of the safety sub-function.
Table 4 and Table 5 specify the highest safety integrity level that can be claimed for a safety
sub-function which uses a subsystem, taking into account the hardware fault tolerance and
safe failure fraction of that subsystem (see IEC 61508-2:2010, Annex C). The requirements of
Ta . Whi Ver | iate, i % ying| out
a safety sub-function and hence every part of the PDS(SR); 6.2.3.2.2 and 6.2.3.2.3 sp4gcify
whith one of Table 4 or Table 5 applies to any particular subsystem. With respect’to” these
irements,

a) n determining the hardware fault tolerance, no account shall be taken of pther measyres
such as diagnostics) that may control the effects of faults;

b) where one fault directly leads to the occurrence of one or more subsequent faults, these
are considered as a single fault;

c) n determining hardware fault tolerance, certain faults may be ‘excluded, provided that|the
ikelihood of them occurring is very low in relation to the safety integrity requirements of
the subsystem. Any such fault exclusions shall be justified-and documented (see Clguse
D.3).
NOTE 1 The architectural constraints have been included in order to achieve a sufficiently robust architecture,
taking into account the level of subsystem complexity. The hardware safety integrity level for the PDS(SR), defived
throdygh applying these requirements, is the maximum that cap’ bé claimed even though, in some cases, a higher
safety integrity level could theoretically be derived if a solely*mathematical approach had been adopted fo[ the
PDS|[SR).
NOTE 2 The fault tolerance requirements can be retaxed while the PDS(SR) is being repaired on-line. However,
the key parameters relating to any relaxation mustihave been previously evaluated (for example, mean tinje to
restqration compared to the probability of a demahd).

NOTE 3 This clause is based on route 1, 0fNEC 61508-2:2010, 7.4.4; for the requirements related to route 2| see
IEC p1508-2:2010, 7.4.4.3.

6.2.3.2 Type A and Type -Bisubsystems
6.23.2.1 General
(Seg also IEC 61508-2:2010; 7.4.4.1.2 and 7.4.4.1.3)

6.2.3.2.2 Type A

A subsystem-can be regarded as type A if, for the components required to achieve the sdfety
subtfunction, the following criteria are satisfied:

a) thefature-modes—o
b) the behaviour of the subsystem under fault conditions can be completely determined; and

c) there is sufficient dependable failure data from field experience to show that the claimed
failure rates for detected and undetected dangerous failures are met.

NOTE Annex D lists faults and fault exclusions that can be considered.
6.2.3.2.3 Type B

A subsystem shall be regarded as type B if, for the components required to achieve the safety
sub-function, one or more of the criteria of 6.2.3.2.2 are not satisfied. This means that if at
least one of the components of a subsystem satisfies the conditions for a type B subsystem
then the entire subsystem shall be regarded as type B rather than type A.
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NOTE 1 For example, the control section consisting of microcontrollers etc. is considered as a type B subsystem.
NOTE 2 Clause D.3 lists faults and fault exclusions that can be considered.
6.2.3.3 Architectural constraints

The architectural constraints of either Table 4 or Table 5 shall apply: Table 4 applies for every
type A subsystem forming part of the PDS(SR); Table 5 applies for every type B subsystem
forming part of the PDS(SR).

NOTE For information about type A and type B refer to IEC 61508-2:2010, 7.4.4.1.2 and 7.4.4.1.3

Table 4 - Maximum allowable safety integrity level for a safety sub-function
carried out by a type A safety-related subsystem

Spfe failure fraction 2 Hardware fault tolerance N (see 6.2.3.1)
0 1 2
<60 % SIL 1 SIL 2 SIL3
60 % to <90 % SIL 2 SIL 3 SIL3
90 % to <99 % SIL 3 SIL 3 SIL3
>99 % SIL 3 SIL 3 SIL3

2  $ee 6.2.4 for details of how to estimate safe failure fraction.

Table 5 — Maximum allowable safety integrity level for a safety sub-function
carried out by a type B safety-related subsystem

Shfe failure fraction 2 Hardware fault tolerance N (see 6.2.3.1)
0 1 2
<60 % Not permitted SIL 1 SIL 2
60 % to < 90 % SIL4 SIL 2 SIL 3
90 % to < 99% SIL 2 SIL 3 SIL3
>99 % SIL 3 SIL 3 SIL3

2  $ee 6.2.4 for details of how to~estimate safe failure fraction.

Exception:

For|a subsystem with a hardware fault tolerance of zero and where fault exclusions have bleen
applied to-faults of electrical or electronic parts that could lead to a dangerous failure, then
the [maximum S/L that can be claimed due to architectural constraints of that subsystem is
limifed\to:

e SJL 3, if tables D.1, D.3, D.5, D.6, D.7 and D.8 apply

e SJ/L 2 in all other cases.

NOTE If category is to be claimed refer to ISO 13849-1:2006, 6.2 additionally.
6.2.4 Estimation of safe failure fraction (SFF)
6.2.4.1 Methods of analysis

To estimate the SFF of a subsystem, an analysis (for example fault tree analysis or failure
mode and effects analysis) shall be performed to determine all relevant faults and their
corresponding failure modes. The probability of each failure mode of the subsystem shall be
determined based on the probability of the associated fault(s).


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 36 - IEC 61800-5-2:2016 © IEC 2016

For calculation of SFF see IEC 61508-2:2010, Annex A and Annex C

For PDS(SR) the route 1 is preferred. Route 2, shall be restricted for PDS(SR) to Type A
subsystems.

NOTE This clause is based on route 1, of IEC 61508-2:2010, 7.4.4.2; for the requirements related to route 2, see
IEC 61508-2:2010, 7.4.4.3.

Basis of data is given in 6.2.2.1.3.

NOTE__See Annex C for an informative list of known sources

6.2.

6.2.|z.1
6.2.5.1

Requirements for systematic safety integrity of a PDS(SR) and PDS(SR)
subsystems

Requirements for the avoidance of failures

| General

Techniques and measures shall be used which minimize the introducfion of faults during|the

desj|gn

table B.2.

Tests, as planned according to 6.2.5.1.4, shall be performedi/See also Clause 9.

NOTE For claiming a PL refer to ISO 13849-1:2006, Annex G.

6.2.5.1

and development of the hardware of the PDS(SR) according to IEC 61508-2:2010,

.2 Choice of desigh methods

In @accordance with the required safety intégrity level, the design method chosen dhall

promote:

a) fransparency, modularity and other:features which minimize complexity and enhgnce

b) [lear and precise specification(of

c) [klear and pregise documentation and communication of information;

d) |erification_and validation.

Th

understandability of the design;

6.Ze.|5.1.3 Design measures

following design measures shall be applied.

functionality,

subsystem interfaces,

sequencing and time-related information,
concurrency-and synchronisation;

a) Proper design of the PDS(SR) and/or subsystems including

the use of components within manufacturers specifications, for example temperature,
loading, power supply, power rating, and timing parameters;

the derating of design parameters to improve reliability where necessary to achieve
target failure rates;

the proper combination and assembly of subsystems, for example cabling, wiring and
any interconnections;

the use of reviews and inspections for early detection of design defects.

b) Compatibility:

use subsystems with compatible operating characteristics.
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c) Withstanding specified environmental conditions:

— design the PDS(SR) so that it is capable of safe operation in all specified
environments, for example temperature, humidity, vibration, EM phenomena, pollution
degree, overvoltage category, altitude.

6.2.5.1.4 Test planning
During the design, the following different types of testing shall be planned as necessary:

a) subsystem testing;

b) ntaaration toastina:
HEegratoH—eSthGs

c) |alidation testing;
d) [onfiguration testing (see 7.2).

Dodumentation of the test planning shall include:

e) fypes of tests to be performed and procedures to be followed;
f) fest environment, tools, configuration and programs;

g) pass/fail criteria.

Where applicable, automatic testing tools and integrated development tools shall be used.

NOTE The integrity of such tools can be demonstrated by specific testing, by an extensive history of satisfagtory
use or by independent verification of their output for the particular PDS(SR) that is being designed.

6.2,5.1.5 Design maintenance requirements

A process for design maintenance and retesting,\to ensure the safety integrity of the PDS(ISR)
remiains at the required level during subseguent design revisions, shall be defined at|the
des|gn stage.

6.2)5.2 Requirements for the control of systematic faults

6.2.5.2.1 General

NOTE For claiming a PL refer t9-1S©O“13849-1:2006, Annex G.
6.2/5.2.2 Design features

For|controlling systematic faults, the design shall provide features that make the PDS(SR)
and|its subsystems-tolerant against:

a) fresidual-déesign faults in the hardware;
b) Eenvironmental stresses according IEC 61800-2:2015, Table 6 as applicable for |the
environment specified for the PDS(SR);

c lagtramaanatio dicti vl oo O 9 R
rCoTo o agrottUrsStoToanno T S-S T 0Tz

d) mistakes made by the operator of the PDS(SR) (see IEC 61508-2:2010, Clause A.3 and
Table A.17);

e) residual design faults in the software (see IEC 61508-3:2010, 7.4.3 and associated table);
f) errors and other effects arising from any data communication process (see 6.4).

When application specific integrated circuits (ASICs) are used to implement safety sub-
functions in a PDS(SR), an appropriate group of techniques and measures that are essential
to prevent the introduction of faults during the design and development shall be used. The
informative Annex F of IEC 61508-2:2010, provides an example of techniques and measures.
The related ASIC development lifecycle is shown in IEC 61508-2:2010, Figure 3.
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6.2.5.2.3 Testability and maintainability

Testability and maintainability shall be considered during the design and development
activities in order to facilitate implementation of these properties in the final PDS(SR).

6.2.5.2.4 Human constraints

The design of the PDS(SR) shall take into account human capabilities and limitations and be
suitable for the actions assigned to operators and maintenance staff. The design of operator
interfaces shall follow good human-factor practice and shall accommodate the likely level of
training or awareness of operators.

6.2.5.2.5 Protection against unintentional modification

Thel PDS(SR) shall incorporate measures to protect (or facilitate protection) agdginst
unintentional modifications to safety-related software, hardware, parameterisation fand
configuration of the PDS(SR).

NOTE See IEC 61508-7:2010, B.4.8.
6.2.5.2.6 Input acknowledgement and operator mistakes

Thel design of the PDS(SR) shall incorporate input acknowle€dgement to control operatipnal
failyres. The design shall also protect against operator miStakes (related to the safety sub-
fungtions of the PDS(SR)) via plausibility checks.

NOTE See IEC 61508-7:2010, B.4.6 and B.4.9.
6.2)5.2.7 PDS(SR) parameterization

Almjost all PDS(SR) need configuration pardameters which determine the behaviour of sdfety
subtfunctions. The software-based parameterization shall be considered as a safety-related
aspect of the PDS(SR) design to .be described in the software safety requireméents
spektification.

Pargmeterization during act ef_installing and maintenance shall be carried out using a
dedjcated parameterization_tool provided by the supplier of the PDS(SR). This tool shall have
its pwn identification (name/ version, etc.) and shall prevent unauthorized modification, for
example, by use of a password. There are no functional safety requirements to be fulfilled by
this|parameterization-tool.

A special procedure shall be used for setting the safety-related parameters. This procedure
shall include €onfirmation of input parameters to the PDS(SR) by

— fetrieval; display and check by operator of the modified parameters and
— f.verification of the correctness of the parameters in the PDS(SR) by

e a configuration test (see 7.2f) or

e other suitable means defined by the PDS(SR) manufacturer

as well as subsequent documented confirmation of the safety-related parameters, e.g. by a
suitably skilled person and by means of an automatic check by a parameterization tool.

NOTE 1 For reference, see IEC 61508-3:2010, 7.4.4.

NOTE 2 This is of particular importance where parameterization is carried out using a device not specifically
intended for the purpose (e.g. personal computer or equivalent).

NOTE 3 For more details on software-based parameterization see [1SO 13849-1:2006, 4.6.4. and/or
IEC 62061:2012, 6.11.2.
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6.2.5.2.8 Loss of electrical supply

The PDS(SR) shall be specified and designed taking into account the effects of the loss of
electrical supply.

6.2.6 Design requirements for electromagnetic (EM) immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate EM immunity for operating within the
specified or anticipated electromagnetic environment (first environment or second
environment) as classified in IEC 61800-3.

Thel EM immunity test requirements are described in 9.2 and Annex E.

6.2[7 Design requirements for thermal immunity of a PDS(SR)

Thel PDS(SR) shall be designed to have the appropriate thermal immunity forroperating within
the [specified or anticipated thermal environment as classified in IEC 61800+<2.

Thelthermal immunity test requirements are described in 9.4.

6.2.8 Design requirements for mechanical immunity of a PDS(SR)

The| PDS(SR) shall be designed to have the appropriate mechanical immunity for operatting
witHin the specified or anticipated mechanical environment. as classified in IEC 61800-5-1 [and
IEC|61800-2.

Thel mechanical immunity test requirements are described in 9.5.

6.3 Behaviour on detection of fault
6.3.1 Fault detection

The| detection of faults within a PDS(SR) can be performed by diagnostic tests.

When a dangerous fault that can lead to loss of the safety sub-function is detected, a fault
reagtion function shall be initiated in order to prevent a hazard. Diagnostics and fault readtion
fungtions shall be performed’within the specified maximum fault reaction time.

6.3.2 Fault tolerance greater than zero

The| detection-‘ofi*a dangerous fault (by diagnostic tests or by any other means) in [any
subgystem which has a hardware fault tolerance greater than zero shall result in either:

a) f fagltreaction function, or

b) thé&.isolation of the faulty part of the subsystem to allow continued safe operation of|the
machinery and/or plant iitems whilSt the faully part is repaired. It the repair is not
completed within the mean time to restoration (MTTR) assumed in the calculation of the
probability of dangerous random hardware failure (see 6.2.1), then a fault reaction
function shall be initiated.

6.3.3 Fault tolerance zero

The detection of a dangerous fault (by diagnostic tests or by any other means) in any
subsystem having a hardware fault tolerance of zero and on which a safety sub-function is
entirely dependent shall result in a fault reaction function.

6.4 Additional requirements for data communications

When data communication is used in the implementation of a safety sub-function within a
PDS(SR) then the probability of undetected failure of the communication process shall be
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estimated. This probability shall be taken into account when estimating the PFH of the safety
sub-function due to random failures (see 6.2.2.1.2). This does not cover all data
communication within a PDS(SR). For example data communication within one printed wiring
board is not covered by this requirement.

For details see IEC 61508-2:2010, 7.4.11.

NOTE Additional information regarding safety communication channels can be found in IEC 61784-3.

6.5 PDS(SR) integration and testing requirements

6.5./1 Hardware integration

Thel PDS(SR) shall be integrated according to its specified design. As part of the integration
of all subsystems and components into the PDS(SR), the PDS(SR) shall be testedyaccording
to the specified integration tests. These tests are specified on the verification(plan and ghall
show that all modules interact correctly to perform their intended function.and not perform
unintended functions.

6.5.2 Software integration

Thel integration of safety-related software part/module into the RDS(SR) shall be carried|out
accprding to IEC 61508-3:2010. It shall include tests that (are specified on the software
verification plan to ensure the compatibility of the softwarewith the hardware such that|the
fungtional and safety performance requirements are satisfied.

NOTE This does not imply testing of all input combipations. Testing all equivalence classes |(see
IEC p1508-7:2010, B.5.2) can suffice. Static analysis (see"dEC 61508-7:2010, B.6.4), dynamic analysis |(see
IEC p1508-7:2010, B.6.5) or failure analysis (see IEC 61508<%:2010, B.6.6) can reduce the number of test casgs to
an agceptable level.

6.5.3 Modifications during integration

Dur|ng the integration, any modification or change to the PDS(SR) shall be subject tq an
imppct analysis, which shall identify -all components affected, and additional verification.

6.54 Applicable integration tests

The| integration test(s) shall be specified in a verification plan. A functional test shall be
applied, in which input\data or set values, which adequately characterise the normally
expgected operation,(are given to the PDS(SR). The safety sub-function is requested |(for
example, by activation of STO or speed limit violation for SLS), and its resulting operation is
obsgerved and cempared with that given by the specification (see also Clause 9).

6.5.5 Test'documentation

Dur|ng/PDS(SR) integration testing, the following shall be documented:

a) the version of the test plan used;

b) the criteria for acceptance of the integration tests;

c) the type and version of the PDS(SR) being tested;

d) the tools and equipment used along with calibration data;
e) the results of each test;

f) any discrepancy between expected and actual results.
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7

71

Information for use

General

PDS(SR) manufacturers shall provide information for the users in a safety manual. General
requirements of the safety manual are referred to IEC 61508-2:2010, Annex D, and
IEC 61508-3:2010, Annex D. This clause describes additional requirements for a PDS(SR).

NOTE For claiming a PL refer to ISO 13849-1:2006, Clause 11.

7.2

The]

a)

b)

d)

Inf . | . ¢ ¢ licati f 2 PDS(SR)

following information shall be documented by the manufacturer and made available to| the
usef.

A

The safety integrity information for each safety sub-function, including:

A functional specification of each safety sub-function and interface which (s, availablg for
use in the implementation of safety sub-functions. This shall comprise:

a detailed description of the safety sub-function (including the reagction(s) to a violation
of limits);

the fault reaction function;

the response time of each safety-related function and of‘\the associated fault reagtion
functions;

the condition(s) (for example, operating mode) in ‘which the safety sub-functioh is
intended to be active or disabled;

the priority of those safety sub-function that_are simultaneously active and can conflict
with each other.

the SIL or SIL capability; (includes systematic capability, see IEC61508-2);

the PFH value for each safety subxfunction;

resulting PFH-value for a group-of simultaneously activated safety sub-functions;
PL and category accordingto ISO 13849-1 when applicable.

under which the PDS(SR) is intended to be used (see also IEC 61800-1, IEC 6180p-2,
EC 61800-3, IEC 61800-4 and IEC 61800-5-1). This shall take into account stor
fransport, act of installing, commissioning, testing, operation and maintenance.

definition of the environmental and operating conditions (including electromagnFtic)

ge,

NOTE As an example for an EMC related information for use: “Warning: handheld radio transmitters |held
closer than 20 cm-to PDS(SR) can disturb the safety sub-functions of the PDS(SR)” or similar (see|E.2,
footnote p)

An indication of any constraints on the PDS(SR) for:

theenvironment which should be observed in order to maintain the validity of|the
estimated failure rates;

QLoD

4l . . i il oo
IS s sSIorr urriie UT UIC Mo (ol /,

any testing, calibration or maintenance requirements (e.g. limited number of operations
of a relay);

any limits on the application of the PDS(SR) which should be observed in order to
avoid systematic failures;

any information valid hardware and software versions and the combinations permitted
for the safety sub-functions; the fact that safety sub-functions cannot prevent any
failure of non-safety sub-functions of the PDS(SR).

NOTE 1 For example, the failure of deceleration initiated by SS1-t is not prevented.

NOTE 2 For example, while function STO is active, a limited amount of movement is still possible in the
event of failure in the power section of the PDS(SR).
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The act of installing and commissioning guidance (see IEC 61800-5-1:2007, Clause 6),
including setting and parameterisation.

The requirements for configuration test of safety sub-functions, in cases where the
integrity of the means of configuration of a safety sub-function cannot be ensured (for
example, PC configuring tools).

The configuration test is carried out after the commissioning or modification of a specific
application, to ensure that the used safety sub-functions of the PDS(SR) are configured as
intended. In particular, the test confirms the intended values of the parameters within the
PDS(SR). The test is normally carried out and documented by the party responsible for
commissioning the PDS(SR), using test procedures provided by the PDS(SR)
fnanufacturer.

he configuration test manual shall require at least the following items to be recorded:
- a description of the application including a figure;

- a description of the safety related components (including software versions) that|will
be used in the application;

- a list of safety sub-functions that will be used in the application ofthe PDS(SR);

- the results of each test of these safety sub-functions, using given’test procedures;
- a list of all safety relevant parameters and their values in the. PDS(SR);

- the check sums, date of tests and confirmation by test personnel.

Configuration testing for PDS(SR)s in replicated applications may be carried out gs a
single type test of the replicated application, provided that it can be ensured that|the
safety sub-functions will be configured as intendeddn all units.

The diagnostic tests to be performed either by the user or by parts of an installation fthat
ncludes a PDS(SR) (for example, PLC, supertvisory controller).

PDS(SR) operation and maintenance procedures shall be provided which shall specify|the
following:

- the routine actions which need taotbe carried out to maintain the functional safety of|the
PDS(SR), including replacement’of components with a limited life (for example codling
fans, batteries, etc.);

- the actions and constraints necessary to prevent an unsafe state and/or reduce|the
consequences of a hazardous event;

- the maintenance .procedures to be followed when faults or failures occur in|the
PDS(SR), including:

e the procedures for fault diagnosis and repair; and
e the proeedures for revalidation.

- the toels necessary for maintenance and revalidation, and procedures for maintaining
the_tools and equipment;

- ~the routine actions which need to be carried out to maintain the functional safety of|the
application _of the PDS(SR), including the compatibility of hardware and software
versions and safety parameters such as PFH and S/L

NOTE The PDS(SR) operation and maintenance procedures can be continuously upgraded following, for
example:

—  functional safety audits;
— tests on the PDS(SR).

Verification and validation

General

The objective of this subclause is to ensure the compliance with the PDS(SR) development
lifecycle (see 5.3).
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NOTE If PL is to be claimed refer to ISO 13849-1 and/or ISO 13849-2.
8.2 Verification

The objective of the requirements of this clause is to test and evaluate the outputs of a given
phase to ensure correctness and consistency with respect to the products and standards
provided as input to that phase.

The requirements of IEC 61508-2:2010, 7.9.2 apply.

8.3 Validation

Thel| objective of the requirements of this subclause is to validate that the PDS(SR) meetls in
all fespects the requirements for safety in terms of the required safety sub-funétions [and
safegty integrity.

Thelrequirements of IEC 61508-2:2010, 7.7.2 apply.

8.4 Documentation

Appropriate documentation concerning PDS(SR) verification and validation shall be produc¢ed,
accprding to the appropriate requirements of 8.2 and 8.3.

9 |Test requirements

9.1| Planning of tests

Tesfing of the safety sub-functions of the PDS(SR) shall be planned concurrently with dach
phage of the development process.

Thel test plan shall be documented, and-§hall include a detailed description of:

a) fhe functional testing of each safety sub-function;

b) the functional testing of each diagnostic function for each safety sub-function; (fault
nsertion testing);

c) the environmental testing of each safety sub-function for immunity to each of the following
environmental stresses:

1) electromagnetic (EM)

P) thermal

3) mechanical (shock & vibration)
d) the acceptance criteria.
Tests\may be either “black-box”, where no account is taken of the internal implementatiop of

the safety sub-function, or "white-box”, where specific knowledge of the implementation is
used to determine the test (for example, fault insertion).

Tests may be waived or replaced by other verification or validation methods if permitted by
the relevant requirements.

NOTE When it is difficult to perform safety sub-function tests on the complete PDS(SR) because of e.g. size,
parts of the PDS(SR) that are considered to be safety-relevant can be tested individually.

9.2 Functional testing

Functional testing of each safety sub-function, including related diagnostics (fault insertion
testing), shall be performed.
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9.3 Electromagnetic (EM) immunity testing
9.3.1 General

The performance criterion that shall be applied when performing EM immunity tests on the
PDS(SR) is specified in 9.3.3. This criterion does not apply to the normal (non-safety related)
functions of the equipment.

NOTE Functional electromagnetic compatibility (EMC) of the PDS(SR) is achieved when it complies with the
requirements of IEC 61800-3.

9.3f—h¢e&ded—5l\!—e¢wi«enmcnt
Where the EM environment is not known or not declared by the PDS(SR) manufacturer,or|the

intended environment is the second environment, the PDS(SR) shall be verified to [the
immunity requirements given in the second environment columns of Tables E.1, E.2’and E|3.

Wheén the environment of the intended use of the PDS(SR) is the first)environment,|the
PD$(SR) shall be verified to the immunity requirements given in the first environment columns
of Tlables E.1 and E.3.

The| performance criterion of 9.3.3 shall be applied.

Thel specified mitigation measures shall be in place “during the tests to verify their
effectiveness.

9.33 Performance criterion (fail safe state — FS)

The| following performance criterion shall be satisfied while the PDS(SR) exercises all safety-
related hardware parts during the tests. The-behaviour of non-safety related functions of|the
PD$(SR) are not considered, unless non-safety related components are used as indicators of
the [safety sub-functions and have been verified to be operating properly.

Additionally no hazards shall be introduced by the PDS(SR) when the EM immunity tests|are
applied.

Safety sub-functions of the\PDS(SR):

— flo not deviate oufside their specified limits for functional safety (equal to criterion A of
EC 61800-3), or

— ay deviate temporarily or permanently outside their specified limits for functional safety if
he PDS(SR) reacts to the EM disturbance in such a way that a defined safe state |(fail
safe state) of the PDS(SR) is maintained or achieved within the specified maximum fault
reaction“time.

Permanent degradation of the safety sub-function or destruction of components is permitted
provided a defined safe state shall be maintained or achieved within the specified maximum
fault reaction time.

This criterion applies to all EM phenomena relevant to the PDS(SR) in its intended
application.

9.4 Thermal immunity testing
9.4.1 General

Thermal immunity testing of each safety sub-function, including related diagnostics, shall be
performed.
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2 Functional thermal test

The test shall be performed according to the temperature rise test of IEC 61800-5-1:2007 to
determine that each safety sub-function of the PDS(SR) works properly under the rated

tem

9.4.

perature operating conditions.

3 Component thermal test

For all components of each safety sub-function, the component manufacturer’s specified
maximum operating temperature shall not be exceeded during the test.

NOT]
PDS|
temq
attai
diffe
PDS

NOT|
9.5
9.5.

Shg
diag

9.5.

Tes
IEC
sha

9.5.

Tes
IEC
sha

9.54 Performance criterion for mechanical immunity tests (fail safe state — FS)

Saf

F 1 Testing whether all safety-related components are operated in the specified temperature range whe
SR) is applied to its specified minimum and maximum ambient temperatures can be performed at a’l
erature than the rated maximum ambient air temperature of the PDS(SR). The maximum témpera
hed during testing can be corrected to the maximum rated ambient temperature for the PDS(SR};by“addin
ence between the ambient temperature during the test and the maximum rated ambient teniperature fo
SR).

FE 2 IEC 61800-5-1 provides information regarding thermal test methods.
Mechanical immunity testing

1 General

nostics, shall be performed.

2 Vibration test

ting shall be performed according to the. test conditions of the vibration test
61800-5-1:2007, except that the PDS(SR).shall be powered and each safety sub-fung
| be verified while operating.

3 Shock test
ting shall be performed aceording to the test conditions of the shock test

61800-2:2015, except that the"PDS(SR) shall be powered and each safety sub-fundg
| be verified while operating;

bty sub-functions.of the PDS(SR):

o not devjate ‘outside their specified limits for functional safety, or

the
bwer
ures
b the
I the

ck and vibration immunity testing of each safety sub-function, including related

of
tion

of
tion

may deviate temporarily or permanently outside their specified limits for functional safe

fail 'safe state) of the PDS(SR) is maintained or achieved within the specified maxi
ault’reaction time.

he PBS(SR) reacts to the mechanical disturbance in such a way that a defined safe :Fate

ty if

um

9.6

Test documentation

During PDS(SR) testing for safety sub-functions, the following details shall be documented:

a)
b)
c)

the version of the test plan used;

the criteria for acceptance of tests;

the model and version of the PDS(SR) being tested;

the tools and equipment used along with calibration data;
the conditions of the test;

the test personnel;

the detailed results of each test;
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h) any discrepancy between expected and actual results;

i) the pass/fail status of the test. If the test has failed, the mode of failure shall be
documented.

10 Modification

10.1 Objective

The objective of this clause is to ensure the functional safety of the PDS(SR) is maintained
when design modifications are made after the original design is released for manufacture.

10.2 Requirements
10.2.1 General

Pridr to carrying out any modification activity, procedures shall be planned. Modifications ghall
be performed with at least the same level of expertise, automated tools,, and planning jand
management as the initial development of the PDS(SR). Modification shall be carried out as
planned.

10.2.2 Modification request

The| modification shall be initiated only by the issue of ‘almodification request under|the
pro¢edures for the management of functional safety (see-Clause 5). The request shall detail
the ffollowing:

a) fhe reasons for the modification;
b) the proposed change (both hardware and software).

NOTE For the selection of appropriate techniques‘tonimplement the requirements for software modifications| see
IEC p1508-3:2010, Table A.8.

10.2.3 Impact analysis

An pssessment shall be made ofithe impact of the proposed modification on the functipnal
safgty of the PDS(SR). The assessment shall include an analysis sufficient to determine|the
breadth and depth to which :a return to appropriate development steps according to 5.2(will
neefd to be performed.

10.2.4 Authorization

Authorization tosearry out the requested modification shall be dependent on the results off the
imppct analysis.

10.2.5 "Documentation

Appropriate _documentation shall be established and maintained 1or each PDS(SR)
modification activity. The documentation shall include:

a) the detailed specification of the modification;

b) the results of the impact analysis;

c) all approvals for modifications;

d) the test cases for components including revalidation data;

e) the PDS(SR) configuration management history (hardware and software);

f) the deviation from previous operations and conditions;

g) the necessary modifications to information for use;

h) all applicable development steps according to 5.2.
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Annex A

(informative)

Sequential task table

According to the lifecycle described in IEC 61508 the following design procedure is
appropriate for PDS(SR). The order of the necessary development steps is shown in
Table A.1 and reference is made to the appropriate clause or subclause in this standard or in

IEC 61508.

NOTE 1 The lifecycle design and development has been split into “architecture” and "design and developmenit* as

it is gommon practice in design engineering.

NOTE 2 When third-party certification is desired, contact between the PDS(SR) manufacturer and the certific

body| can be established at the start of the design procedure.

Table A.1 — Design and development procedure for PDS(SR)

htion

Tasks

o d
Re’f@ﬁces

1 | [General requirements

All relevant documents should be under the control of
an appropriate document control scheme

Software quality management system
Safety Concept:

a) Hardware design on an architectural level,

including

— Block diagrams of safety related hardware

— User and process interfaces

—  Safety relevant signal paths

—  Power supply

—  Separation of independent channels to
achieve fault tolerance

— Communication links between independent
channels to achieve diagnostic coverage

b) Software design on an architeétural level,

including:

— description of the functions provided by the
safety related software

— interaction with hardware

— state machine\diagrams of the intended
behaviour of the software

— user and process interfaces

—  fault detection possibilities and fault
reactions

- eVerview of software structure, for example
with block diagram

—\. control and storage of safety related data

=~ version procedures

— used tools, for example compiler, code

IEC 61508-1:2010,"Clause 5
IEC 61508-3¢2010, Clause 6

Phase,3 0f) PDS(SR) safety lifecycle (see 4.2 of tHis

standard)

a)

b)

See Clause 5 of this standard
I[EC 61508-2:2000, 7.4, Annex A, Tables B.2,

Examples in IEC 61508-6:2000, Annexes A a
D

IEC 61508-2:2000, 7.2.3.1(h)
IEC 61508-3:2010, 7.2.2.8, 7.2.2.10, 7.4.2, 7|

Tables A.2, B.1, B.7, B.9
IEC 61508-7:2000, Table C.1

B.6
hd

checker, elC.
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Tasks

References

Planning of PDS(SR) functional safety
management

Phase 1 of PDS (SR) safety lifecycle (see 5.3 and 5.4
of this standard)

Generation of a plan which defines the activities
required to satisfy Clauses 5 to 10 of this standard
and identifies persons, department(s), or
organization(s) responsible for completing these
activities.

“Plan shall be updated as necessary throughout the
entire development of the PDS(SR)”

See 5.4 of this standard
IEC 61508-1:2010, 6.2
IEC 61508-3:2010, 6.2

Specification of PDS(SR) safety requirements

Phase 2 of PDS(SR) safely lifecycle (see 5.3 and]5.5

of this standard)

Development of a safety requirements specification
(SRS) including safety sub-functions requirements
and safety integrity requirements

See 5.5 of this standard

IEC 61508-1:2010, 7.5, 7.10

IEC 61508-2:2010, 7.2, Tables B.1,(B6

IEC 61508-2:2010, 7.4.6 to 7.4.8,’Annex A

IEC 61508-3:2010, 7.2,Tables A1,'B.7

IEC 61508-3:2010, 7.4.2 to 7,474, Tables A.3, B.1
IEC 61508-7:2010, Table €.4

IEC 61508-6:2010, Annéx A

Examples in IEC 61508=572010

Verification of PDS(SR) safety requirements
specification

a) Reviews of the safety requirements specification

b) Check by an independent person or department

where required

See 832 of this standard
IEC 61508-2:2010 and IEC 61508-3:2010, 7.

a)

b)

Safety system architecture specification for a
PDS(SR)

Rhase 3 of PDS(SR) safety lifecycle (see 5.3 and|5.6

of this standard)

a) Details of hardware and software necessary
to implement safety sub-functions specified
by the SRS. For each safety sub-function, the
architecture should also include:

. requirements for subsystems and parts of
subsystems as appropriate;

. requirements for the integration of the
subsystems and parts-to satisfy the SRS;

. throughput perfermance that enables
response timexrequirements to be met;

. accuracy (@and"stability requirements for
measurements and controls;

o safetysrelated operator interfaces;

. other items specified in 5.6.2.2.

b) Details of how the design will achieve the

safety integrity level and required target
failure measure for the safety sub-function
including:

a) See 5.6 of this standard

IEC 61508-2:2010, 7.4, Annex A

IEC 61508-3:2010, 7.4.2, 7.4.3
Examples in IEC 61508-6:2010, Annexes A and D

b) IEC 61508-2:2010, 7.4, Tables 2, 3,
Annexes A, C
IEC 61508-3:2010, 7.2.2.8,7.2.2.10, 7.4.2,

7.4.3,

. architecture of each subsystem required to
meet architectural constraints on hardware
safety integrity;

. relevant reliability modelling parameters
such as required diagnostic test interval of
all hardware components necessary to
achieve the target failure measure;

. actions taken in the event of a detected
dangerous failure;

. how the safety-related hardware will achieve
immunity to all required environmental
conditions, including EM, over the entire
safety lifecycle;

e QA/QC measures necessary for safety
management.

Tables A.2, B.1, B.7, B.9
IEC 61508-6:2010, Clause A.2

IEC 61508-7:2010, Table C.1
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Tasks

References

c) Recommendation
Pre-estimation of the probability of failure of
safety sub-functions due to random hardware

c) |EC 61508-1:2010, Table 2
IEC 61508-2:2010, 7.4.4, Tables 3, A.1, Annex C
IEC 61508-3:2010, Clause 8, Table A.10, B.4

PDS(SR) integration

failures on a level of functional block diagrams (FMEA)
Examples in IEC 61508-6:2010, Annexes C and
D
6 |[Verification of safety system architecture
specification
a) Reviews of system architecture a) See 8.2 of this standard
D) ChecK by Independent person or department D) TEC 61508-2:2010 and IEC 61508-3.2010, 7.
where required
7 | |Validation planning Phase 4 of PDS(SR) safety lifecycle (see §44~d) o
this standard)
a) Detailed planning of the validation of safety a) See 8.3 of this standard
related PDS(SR).
b) The validation plan should be generated in b) IEC 61508-2:2010, 7.3, Jable B.5
parallel to Phase 9.3 Design and Development. IEC 61508-3:2010, 7.3, Tables A.7, B.3, B.5
8 | |Verification of validation plan
a) Reviews of the validation plan a) See 8.2 of thissstandard
b) Check by independent person or department b) IEC 6150822:2010 and IEC 61508-3:2010, 7.
where required
9 Design and development Phase,5 o) PDS(SR) safety lifecycle (see 5.3 of tHis
standard)
See Clause 6 of this standard
a) Hardware design a) I|EC 61508-2:2010, 7.4, Annex A, Tables B.2,
B.3, B.6
b) Software design b) IEC 61508-3:2010, 7.4.5, 7.4.6, Table A.4
c) Reliability prediction c) IEC 61508-1:2010, Table 2
(calculation of the probability of failure of safety IEC 61508-2:2010, 7.4.3, 7.4.9, Tables 3, A.1,
sub-functions due to random hardware failures) Annex C
including: IEC 61508-3:2010, Table B.4 (FMEA)
o type of PDS(SR) gxamples in [IEC 61508-6:2010, Annexes C apd
e SFF
e functional block diagram
e reliability medel
e data base)of the model (device lists)
e PEH:estimation
e (Mission time
o'\ repair interval
10| |Verification of the design
a) Reviews of the system design a) See 8.2 of this standard
b) Functional tests on module level
c) Check by an independent person or department |c) IEC 61508-2:2010, 7.9
where required IEC 61508-3:2010, 7.4.7, 7.4.8, 7.9, Tables A.5,
A9
1 Phase 6 of PDS(SR) safety lifecycle (see 5.3 of this

standard)

Integration and test of the safety related PDS(SR).

See 6.5 of this standard
IEC 61508-2:2010, 7.5

IEC 61508-3:2010, 7.4.8, 7.5
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Tasks References
12 |Verification of integration
Review of HW/SW integration test results and See 8.2 of this standard
documentation
IEC 61508-2:2010, 7.5, 7.9, Tables B.3, B.
IEC 61508-3:2010, 7.4.3.2 ), 7.4.5.5, 7.4.6.1, 7.4.7,
7.4.8,7.5,7.9, Tables A.5, A.6, A.9
13 |Act of installing, commissioning and operation Phase 7 of PDS(SR) safety lifecycle (see 5.3 of this
(user documentation) standard)
Develop user documentation describing the PDS(SR) |See Clause 7 of this standard
abt Uf ;Ilbta“;llu, bUIIIIII;QD;UII;IIU, Upclﬂt;ull dllb: .
maintenance. IEC 61508-2:2010, 7.6, Table .B.4
14| |Verification of user documentation
a) Reviews of user documentation describing the a) See 8.2 of this standard
PDS(SR) act of installing, commissioning,
operation and maintenance.
b) Check by an independent person or department |b) IEC 61508-2:2010, 7.9
where required
15 Validation of PDS(SR) Phase 8 of PDS(SR) safety lifecycle (see 5.3 of tHis
standard)
a) Provide all necessary information needed for a) See 8.3 of this standard
PDS(SR) validation
b) Complete software and appropriate
documentation
c) Validation tests and procedures according to the |c) {|EC 61508-2:2010, 7.3, 7.7, Tables B.5, B.6
validation plan /EC 61508-3:2010, 7.7, 7.9, Table A.7
d) Documentation of the results of the validation
tests
e) Prepare appropriate documentation for third
party validation where necessary
16| ([PDS(SR) modification procedure

a) Modification request and analysis

b) Appropriate documentation-ef-all modified parts
of the PDS(SR)

c) Re-verification of modified parts

d) Update of reliability prediction if modification has
an impact on fault tolerance, probability of
dangerous\faults, diagnostic coverage or
commeon cause failure

e) Re-~validation of at least the modified parts of the
PDS(SR)

)/ ,Software modification

a) See Clause 10 of this standard

b) IEC 61508-1:2010, 7.16
IEC 61508-2:2010, 7.5.2.5, 7.8
Example in IEC 61508-1:2010, Figure 9

fy IEC 61508-3:2010, 7.1.2.9,7.5.2.6, 7.6.2, 7.4.2,
Table A.8
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Annex B
(informative)

Example for estimation of PFH

B.1 General

This clause describes the estimation of the PFH of an example PDS(SR) with the safety sub-
function safe torque off (STO). All the necessary requirements for, and the internal structural
parfs of the PDS(SR) are given to show in detail how the PFH value can be calculated.

B.2l Example PDS(SR) structure

B.2|1 General

The| PDS(SR) described in this clause includes the safety sub-function STO, which is
triggered by two redundant digital inputs and gives a single feedback-.signal through a digital
outiut (see Figure B.1).

PDS(SR)
Control section
Diagnestic functions

STO-A L . Modulation

STO-FB - Communications Torque/speed/position and

STO-B and I/O control protection
Elgctronic
poyver supply Sensors
(e.p. 24 Vd.c.)

Mlains power » Power section Motor

Key
STO}A STQ frigger input channel A
STO}B STQtrigger input channel B
STO}FB SFO feedback output

Figure B.T — Example PDS(SR)

The example requirements are:

- SIL 2;

— continuous mode of operation.

Within the PDS(SR), the safety sub-function STO is implemented together with the non-
safety-related functionality of the PDS(SR) using only a few safety sub-function exclusive
components.

Due to the internal single channel power supply, the PDS(SR) is split in two independent
subsystems: the two-channel subsystem A/B and the power supply/voltage monitor subsystem
PS/VM (see Figure B.2).
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The PFH value of the safety sub-function STO of this example PDS(SR) is calculated as
follows:

PFHpps(sr) = PFHA + PFHpg/ym

where PFH,,g and PFHpg) )\ are the PFH values of subsystem A/B and subsystem PS/VM
respectively.

PDS(SR)
STO-A ——>
Subsystem “AIB”
STO-FB 4 (STO channel A and B)
STO-B —>
,\‘O
Electronic Subsystem “PS/VM” g?
power supply —— (Power supply and vcttj
(e.g. 24V d.c.) monitor) Q/
;\\
a)

IEC
Key

STO}A STO trigger input channel A
STO}B STO trigger input channel B
STO}FB STO feedback output

Figure B.2 —Subsystems of the PDS(SR)

B.2|2 Subsystem AIB

The| safety sub-function STOis implemented with two channels to achieve the hardware fault
tolefance of 1 and is modelled by the subsystem “A/B”, for which an independent PFH valde is
computed. The realisation of the subsystem provides the following system propeities
regarding the safetystb-function:

e lype B (complex hardware);

e hardware-fault tolerance of 1 (two channel implementation).

Thel| architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 jand
hartfware fault tolerance 1, the safe failure fraction (SFF) shall be at least 60 %.

B.2.3 Subsystem PS/VM

As the internal power supply (PS) has only a single channel, a voltage monitor (VM) is
implemented. The internal power supply and the voltage monitor are modelled as a separate
subsystem “PS/VM”, for which an independent PFH value is computed. The realisation of the
subsystem provides the following system properties regarding the safety sub-function:

e type B (complex hardware);

o hardware fault tolerance of 0 (single channel implementation).

The architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 and
hardware fault tolerance 0, the safe failure fraction (SFF) must be at least 90 %.
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B.3.1.1

Function block division
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Subsystem “A/B” (main subsystem)

Example PDS(SR) PFH value determination

Within the PDS(SR), the subsystem A/B is part of the implementation of the safety sub-
function STO and consists of 2 channels as necessary for the hardware fault tolerance of 1.
Figure B.3 shows the schematic block diagram of the PDS(SR), highlighting the parts involved
in executing the safety sub-function STO.

In @

rder to calculate the PFH value, the subsystem A/B is further subdivided into fung

tion

blogks, and the failure rate of each is determined. Due to the minimal count of companents of

the [digital trigger input circuitry and the switch off circuitry, each channel is merged in jone
fungtion block (Block A and B).
Component failures within the power module itself do not cause a loss ‘of ‘the safety sub-
fungtion. Therefore, the power module is not to be included in any subsystem contributing to
the |PFH value.
'_BI. _k.A __________________________ :
. ocC .
i oy |
s10-A | - PI-A I
| IR & ; PM
> IE{QI o RAM/ROM | |
1 DIAG-A| 1
: (et |l |
_——— e — e - . |
. Q) I
sfo-F8 [1p (microprocessor) PUIse 1l i@ Eg}
) al 5 [m A\Q) signals L1
A " L24— | T D
o - L3 |
[ ;. ’_(}
sl Watchdog P5J l.>{
e o i e zw}j 2]
_ piAG-B | 1 |
v04
Key
P5: Supply voltage 5V
PI-A(B): Pulse inhibition channel A(B)
DIAG-A(B): Diagnosis signal channel A(B)
RC: Resistor capacitor filter
DRV: Output driver
PM: Power module

Figure B.3 — Function blocks of subsystem A/B
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B.3.1.2 Determination of failure rates of function blocks

B.3.1.2.1 Function block analysis

016

For each function block, it is necessary to define what kind of failures can be regarded as
dangerous failures. The result gives means to the following FMEA (failure mode effects

ana

lysis) of the components of the function block.

B.3.1.2.2 Component FMEA

The FMEA of the components of the circuit of the function block determines which
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ponents are regarded as relevant for the safety sub-function and then allocates ¢
re mode of each safety relevant component the attribute safe or dangerous using
ria determined in the function block analysis of B.3.1.2.1. For simple componént
endable data is not available about the proportion of safe and dangerous failure mode
le dangerous failure mode leads to the overall component failure beingceonsidered
gerous. For complex components, IEC 61508-6:2010, Annex C, assumes|a 50 % por
pfe and a 50 % portion of dangerous failure modes.

hddition, the FMEA identifies the proportion of the dangeroUs-failure rate of €
ponent which is detected by the available diagnosis functionality. For com
ponents, the portion of detected dangerous failures can béCdefined using the table
61508-2:2010. This proportioning defines the failure rates App (dangerous detected)
(dangerous undetected) of the component.

total failure rates of the function block (ig, App~Apy) are generated by summing up
failure rates, the detectable dangerous failurevrates and the undetectable dange
re rates of all the safety related components-of the function block.

1.2.3 Simplified method of determifation of the differentiated failure rates

omplex hardware circuits with highi*component count, the FMEA on a component

wing IEC 61508-6:2010, Annex<C, may be selected.

failure rate of a total funetion block with complex circuit, calculated as sum of the fai
s of all components, is_divided in a 50 % portion of safe failures and a 50 % portio
gerous failures. The portion of detected failures is determined by using the table
61508-2.

FE  Use of this_simplified method is more efficient than a detailed analysis but can result in failure rate
hnd A, less’favorable (i.e. more conservative) than if a detailed analysis is conducted

methoed will also lead to the failure rates Ag, App and Apy of the function block.

1.3 Safe failure fraction
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ponent basis is not always practieal. Therefore, a generally accepted simplified method,

lure
h of
5 of

b A,

Using the simplified method shown in B.3.1.2.3, the failure rates of the function blocks are
determined as follows:

— safe failure proportion of failures of printed board circuits: 50 % (see NOTE).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The

diagnostic coverage (DC) is estimated by using the tables of IEC 61508-2:2010.
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Table B.1 — Determination of DC factor of subsystem A/B

Method (IEC 61508-2:2010) DC level claim Diagnostic test implementation
Table A.3 Failure detection by on-line monitoring 90 % Cyclic test checks redundant channels
Table A.3 Monitored redundancy 99 % /90 % Cyclic test checks redundant channels
Table A.4 Self-test by software (walking bit) (one 90 % Self-test of the microprocessor
channel)
Table A.6 RAM test “galpat” 90 % Done by the microprocessor
Table A.10 Watchdog with separate time base and 90 % Watchdog design
tlm LVVIT=V PaXVYs (nlor\ Tabla I\_'I"))
Taljle A.8 Inspection using test patterns 99 % Done by RAM-test
Talle A.15 Cross monitoring of multiple actuators 99 % Cyclic test monitors both switch off

actuators

— PC, for function block A: 90 % (see Table B.1);
— PCg for function block B: 90 % (see Table B.1).

Failure rates of the circuitry of the function blocks A and B p(fealistic example valles,
expfessed as failures in time (FIT), with units 10-°/h):

Blogk A: A, (total failure rate) 450 FIT
Aas (proportion of safe failures) 0,5*450 FIT 225 FIT
AaD (proportion of dangerous failures)\*~ 0,5*450 FIT 225 FIT
Aapp  DCa*Aap 0,9*225 FIT 202,5 FIT
Aapu  (1-DCp)*Rap (1-0,9)*225 FIT 22,5 FIT
Blogk B:  Ag (total failure rate) 70 FIT
Ags (proportion of safe failures) 0,5*70 FIT 35 FIT
ABD (proportion of dangerous failures)  0,5*70 FIT 35 FIT
Agpp  DCg*Agp 0,9*35 FIT 31,5 FIT
Agpu  (1-DCg)*rab (1-0,9)*35 FIT 3,5FIT

The| safe failure fraction'\of subsystem A/B, calculated according to IEC 61508-2:2010,
Clapse C.1, item h, is:

= [(225 + 35) + (0,9 * 225) + (0,9 * 35)] FIT / [(225 + 35) + (225 + 35)T] FIT
<4984 FIT / 520 FIT;

SFRajs, =95 %;

NOTE The calculation of SFF, g is shown to demonstrate the principal. Due to the determined test intervals in
Table B.1, SFF can be applied (see Clause B.4).

A/Bresulting
B.3.1.4 Common cause failure factor f, g

The common cause failure factor g is estimated by using IEC 61508-6:2010, Table D.4.

Bag =2 %;
B.3.1.5 Reliability model (Markov)

The reliability model of the subsystem A/B is implemented as a Markov model, the state graph
of which is shown in Figure B.4.
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I'Rep

Agp-Bag*Min(4gp;4ap)

Aap-Bas*Min(Agp;Aap)

S5
A defect

"DD" DCA*rTest DCB*rTest

A defect
npn

feXel
B defect
npn

Bas*min(Agp;iap)

(1-DCA)*rrest (1-DCg)*rrest —»{ B(defect

ABD

S8
All undetected dangerous states

\%
Key
S1, $2, S3, S4, S5, S6, S8:  states of the Markov yrodel
"D"™ defect

"DD': defect detected
"DU'l defect undetected

othef terms are explained in the clausgiabove

I'Rep

IEC

NOTE 1 The above Markov model ‘Figure B.4 can be regarded as an approximation, as the transition procejsses

corrg¢sponding to diagnostic testssand event triggered repairs, due to their nature, do not comply with the neceg
conditions for the Markov technique in a mathematically strict sense.

NOTE 2 The model shown in Figure B.4 shows the inclusion of diagnostic tests in a detailed manner. Due t
usugdl magnitude of failure rates and test rates, the model could be simplified. Normally, it is not significant wh
the tpst rate is 1/8 h'er.1/168 h (see Table B.2).

NOTE 3 In Figure B.4, min(Agp;AAD) means ABp or AAD, Whichever is smaller. Due to the fact that the coni
causle failure‘rate, while increasing the beta factor, can reach only the A value of the channel with the smaller
the minimumifunction for calculating the common cause failure rate is justified.

sary

the
tther

mon
alue

NOTE 4V The Model assumes continuous mode of operation, i.e. permanent presence of the demand to pefform

the safety sub-function. Therefore, any entering to state S8 causes a contribution to PFH and no addit

ional

transitions are needed to represent the occurrence of a demand. Thus the model covers the entire range of
possible demand rates. On the other hand, in the present case of a redundant architecture the assumption of

continuous demand does not lead to a significant increase of PFH as compared to high demand.

Figure B.4 — Reliability model (Markov) of subsystem A/B

The model does not take into account “safe” failures because they have no important

influence on the PFH value. The model assumes that the PDS(SR) is switched off line
repaired after detection of a failure.

The common cause failure rate is determined by the factor B,,g and the lower value of
dangerous failure rates of function block A and B (see Note 3).

and

the

NOTE The rate of simultaneous failure of both blocks can never be greater than the lower of both failure rates.
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In state S2, the function block A has failed dangerously. Depending on the operation of the

diagnostic test, three possible states can follow:

— S5 follows, if the diagnostic test detects the failure, and the function block is repaired;

— 56 follows, if the diagnostic test does not detect the failure;

— S8 follows if function block B fails before the diagnostic test detects the failure in function
block A.

In state S6, the function block A has failed undetected dangerously. S8 follows if block B fails
dangerously.

Stale S8 represents the dangerous situation where the safety sub-function is nq longer
avallable and the test is not effective any longer. Since continuous mode of opératioh is
asspimed for the PDS(SR), state S8 also represents the “hazardous event” resulting from a
dangerously failed PDS(SR) confronted with demand of the safety sub-function

B.3/1.6 PFH value calculation

A v3lues, DC and g factors are given in B.3.1.3 and B.3.1.4:

Additional determinations:

* rIrest = 1/8 h, 1/24 h, 1/168 h,... (diagnostic test rate)
* [Rep = 1/8 h (repair rate)

e |y = 10 years or 20 years (mission time)

To determine the PFH value, the time dependent progression of the probability [ p;(f) ] of gach
state [ Si ] of the Markov model can be calculated. The starting probability value of all states
except state S1 is equal to zero. The starting probability value of state S1 is equal to one. [The
calqulation can be done up to the mission, time Ty,.

Ty

PFH 41 = i J.{ﬁA/B -min(A4pdp )- p1le)+ Aap [p3 () + pale)+ p7 )]+ Agp [p2(t)+ ps(t)+ pele)]idr

Regults of calculationsyfor different values of the parameters Ba/g, Irep ITest @and Ty (are
shown in Table B.2.
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Table B.2 — PFH value calculation results for subsystem A/B

BaB I'Rep ITest Tm PFHpB
years

2% 1/8 h 1/8 h 10 7,67 x 10710 /h
2% 1/8 h 1/24 h 10 7,68 x 10710 /h
2% 1/8 h 1/168 h 10 7,70 x 10710 /h
2% 1/8 h 1/672 h 10 7,76 x 10710 /h
2% 1/8 h 1/8760 h 10 8,76 x 10710 /h
2% 1/8760 h 1/8 h 10 8,76 x 10710\t
2% 1/8 h 1/8 h 20 8,34 x40 /4
2% 1/8 h 1/672 h 20 8,43%010710 /H
3% 1/8 h 1/8 h 20 1518 x 1079 /h
5% 1/8 h 1/8 h 20 1,88 x 1079 /h

Val

ues in bold characters give the modified value regarding the previous line.

The]
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(VM).

results in Table B.2 show the influence of the test rate, the mission time and the com
e failure factor regarding the PFH value. The variation af/the parameters is given to s

es may be realistic. Regarding the achievable overalDaccuracy of a PFH calculation,

value of a complete safety device should be specified using a mantissa with one dec
e only. Table B.2 provides two decimal places only in order to demonstrate even
cts of particular parameter variations.

2 Subsystem “PS/VM”

2.1 Function block division

the safety sub-function STO; the subsystem PS/VM comprises one channel wit
jcated monitor. Figure B.5 shows the subsystem further subdivided into two func
ks which contain the internal single power supply (PS) and the voltage monitor cir

I Block VM 1
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influence of each parameter to the PFH value. Nevertheless, not all of the parampter
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1 Voltage 1
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IEC
Key
P5 supply voltage 5 V
P3Vv3 supply voltage 3,3 V

Figure B.5 — Function blocks of subsystem PS/VM
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B.3.2.2 Failure rates of function blocks

The failure rates of each function block are determined using the methods of B.3.1.2.

B.3.2.3 Safe failure fraction

Using the simplified method shown in B.3.1.2.3, the failure rates of the function blocks are
determined as follows:

— safe failure proportion of failures of printed board circuits: 50 % (see Note).

OTE—The proportiomof thedarrgerous faifures of pritted-board circuits s thematso 50-%:

Thel| diagnostic coverage (DC) can be estimated by using the tables of IEC 615082:2010,
Annex A.

Table B.3 — Determination of DC factor of subsystem A/B

Method (IEC 61508-2) DC level claim Method implementation
Talle A.9 Voltage control (secondary) or power down with High \/oltage monitor powers dqwn
safpty shut-off or switch-over to second power unit the PDS(SR)

— PC for function block PS: 99 % (see Table B.3).
— PC for function block VM: 0 % (no monitor of the voltage monitor available).

Failure rates of the circuitries of the function blocks PS'and VM (realistic example values):

Blogk PS: Apg (total failure rate) 250 FIT
Apss (proportion of safe failures) 0,5*250 FIT 125 FIT
Apsp (proportion of dangerous-failures) 0,5*250 FIT 125 FIT
Apspp DCps * Apsp 0,99*125 FIT 123,75 FIT
Apspy (1-DCpg) * Apsp 0,01*125 FIT 1,25 FIT
Blogk VM: Ay, (total failure rate) 250 FIT
Ayms (proportionof safe failures) 0,5*250 FIT 125 FIT
Aymp (proportion’ of dangerous failures) 0,5*250 FIT 125 FIT

Thel safe failure fraction of subsystem PS/VM is calculated according to IEC 61508-2:2010,
Clapse C.1, item g\(see Note):

SFRpsivm = 1tpss + (Apsp " DCps)]/ Aps

=[125+ (125 * 0,99)] FIT / 250 FIT

SFFPS/VM = 99,5 %
NOTE The monitor block does not contribute to the SFF but only to the PFH.
B.3.2.4 Common cause failure factor fpg;ym

The common cause failure factor Ppg,) is estimated by using of IEC 61508-6:2010,
Table D.4.

Besm =2 %.
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B.3.2.5 Reliability model (Markov)

016

The reliability model of the subsystem PS/VM is implemented as a Markov model the state
graph of which is shown in Figure B.6.

rRep

DCpslApsp=Ffpsivm Min(Apsp'Aymp)] ( Avmp=Brsivm Min(Apsp'Avmp)

Key
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2, S3, S4: states of the Markov model
defect

defect detected

defect undetected

r terms are explained in Subclause.B.3.2

sponding to diagnostic tests and event triggered repairs, due to their nature, do not comply with the neces
itions for the Markov technique in a mathematically strict sense.

E 2 The voltage /monitor provides continuous supervision of the power supply circuit. Therefore, no test

ars in the model~.Due to the usual magnitude of the failure rates and repair rates, the model coul
ified. The depicted version is intended for clarity.

Figure B.6 — Reliability model (Markov) of subsystem PS/VM

model shows the possible dangerous states but not the safe states which do

con

FE 1 The above Markov model should be regarded as an approximation, as the transition processes

sary

rate
H be

not

bdel

ribute to thae PEH valiig hut waould increase the r\nmplovify of the—model—The—m

assumes that the PDS(SR) is switched off line and repaired after detection of a failure.

The common cause failure is determined by the factor fpg,,\ and the lower of the dangerous
failure rates of function block PS and VM (see Note 3).

NOTE For clarification: due to the fact that the common cause failure represents the failure of block PS and VM
simultaneously within the different failure rates of the blocks, the common cause failure rate can never be greater

than

the lower of both failure rates.

In state S2, the function block PS has failed detected dangerously. If the function block VM
fails before the repair occurs, state S4 follows.
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In state S3, the function block VM failed dangerously, which is not noticed due to the fact that
there is no monitor for this function block. State S4 follows if function block PS fails
dangerously.

If function block PS fails undetected dangerously, or both function blocks fail simultaneously,
state S4 follows and the safety sub-function is no more available

State S4 represents the dangerous situation where the safety sub-function is no longer
available and the test is not effective any longer. Since continuous mode of operation is
assumed for the PDS(SR), state S4° represents the “hazardous event’ resulting from a
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2.6 PFH value calculation

lues, DC and g factors are given in B.3.2.3 and B.3.2.4:

Rep = 1/8 h (repair rate)

Ty = 10 years or 20 years; (mission time).

s equal to zero. The starting probability value of stateyS1 is equal to one. The calcul
be done up to the mission time Ty,.

Y

! 1 .

Hpsvm =T, _[[((1_DCPS)'7‘PSD +Bpsivm - Mipsp, Aymp ) P1(t) + Aymp -P2(t)+Apsp -P3 (1)
0

jetermine the PFH value, the time dependent progression‘of the probability of each j:ate

ate
tion

Regults of calculations for different valués of the parameters fpg . f'rep @nd Ty are shbwn
in Tlable B.4.
Table B.4 — PFH~value calculation results for subsystem PS/VM
Bpsivm I'Rep Tm PFHpgsvm
years

2% 1/8 h 10 4,39 x 107 /h

2% 1/8 h 20 5,03 x 107 /h

3% 1/8 h 20 6,25 x 107 /h

5% 1/8 h 20 8,70 x 10° /h

Values in-bold characters give the modified value regarding the previous line.

B.3.

Exa

3 PFH value of the safety sub-function STO of PDS(SR)

mple PFH values with rge, = 1/8 h, rreq = 1/8 h and varied parameter Ty

PFHsto/pps(sr) = PFHAB + PFHpgym (values from Table B.2 and Table B.4);

PFH STO/PDS(SR) (TM =10 yeal’s) = (7,67 X 10_10/h + 4,39 X 10_9/h) = 5,16 X 10_9/h,

PFH sto/pps(sr) (Tw = 20 years) = (8,34 x 10-1%/h + 5,03 x10-9/h) = 5,86 x 10-9/h.
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B.4 Reduction of DC and SFF depending on test interval

Increasing the test interval will lead to a lower resulting diagnostic coverage (DC, gy ting) and
lower resulting safe failure fraction.

In the following the deduction of DC and SFF including the dependence on the diagnostic test
interval is given:

Refer to IEC 61508-6: 2010, B.3.3.2.1, Formula for t(CE)
t(CE) = (1-DC)(T1/2 + MRT) + DC * MTTR; (1)

with  T1=TM;

MRT = 0; and (no repair during operation time of PDS)

MTTR = DI/2; (average time until fault detection, no repair time)
follqws:
t(CE) = (1-DC)TM/2 + DC*DI/2; (2)

For|reference to normative requirements a ‘resulting DC* will be calgutated which depends on
the diagnostic interval DI

Assuming:

t(CE) = (1-DC*)TM/2;
then:
(1-DC’)TM/2 = (1-DC)TM/2 + DC*DI/2;

resglving for DC’ leads to

DC|( = DCgsuiting ) depending on DC and DI
DC’ = DC ¢gyiting = DC(1-DI/TM);
SFR' (= SFF gsuiting ) according IEC 61508:

e s _
SI:Fresulting;; = SFF' = ) + (1 - T) DC",
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Annex C
(informative)

Available failure rate databases

Databases

The following bibliography is a non-exhaustive list, in no particular order, of sources of failure
rate data for electronic and non-electronic components. It should be noted that these sources

do

data.

hot always agree with each other, and theretore care should be taken when applying

EC TR 62380: 2004, Reliability data handbook — Universal model for reliability,predic
bf electronics components, PCBs and equipment

Siemens Standard SN 29500, Failure rates of components, (parts (1" 16 16); can
bbtained from: Siemens AG, CT TIM IR SI, D-80200, Munich.

Reliability Prediction of Electronic Equipment, MIL-HDBK-21YF, Notice 2:1
Department of Defense, Washington DC, 20301.

Reliability Prediction Procedure for Electronic Equipment, Tel€ordia SR-332, Issue 03,
D011 (telecom-info.telcordia.com),

Electronic Parts Reliability Data (RAC-STD-6100), Reliability Analysis Center, 201
Street, Rome, NY 13440 (rac.alionscience.com).

Non-electronic Parts Reliability Data (RAC-STD-6200), Reliability Analysis Center,
\Vill Street, Rome, NY 13440 (rac.alionscience.com).

Systems, British Telecom.
China 299B Electronic Reliability Prediction

AT&T reliability manual — KlingerpDavid J., Yoshinao Nakada, and Maria A. Menen
Fditors,l, AT&T Reliability Manual, Van Nostrand Reinhold, 1990, ISBN:0442318480.

EEE Gold book — The IEEE Gold book IEEE recommended practice for the desig
reliable, industrial and .commercial power systems provides data concerning equipn
reliability used in industrial and commercial power distribution systems. IEEE Custo
Service, 445 Hoes l'ane, PO Box 1331, Piscataway, NJ, 08855-1331, U.S.A.,

RPH ITALTEL Reliability Prediction Handbook

PRISM (RACY.EPRD) — is the new Reliability Analysis Center (RAC) software tool that
ogether séveral tools into a comprehensive system reliability prediction methodology.
PRISM_concept accounts for the myriad of factors that can influence system reliab
combining all those factors into an integrated system reliability assessment resou
PRISM was developed to overcome inherent limitations in MIL-HDBK-217 that is no lor

the

tion

be

Y95,

Jan

Mill

201

British Handbook for Reliability Data for) Components used in Telecommunication

ez,

n of
nent
mer

ties
The
lity,
rce.
ger

being actively maintained or updated by the Department of Defense (DoD) The PR

SM

software is available from the address below, RELIASS; Cams Hall, Cams Hill: FAREHAM;

Hampshire, PO16 8AB;United Kingdom
Analog Devices Component MTTF data — www.analog.com under “about ADI”

FIDES — Reliability data handbook developed by a consortium of French industry under
the supervision of the French DoD DGA, new version from 2009 (http://fides-

reliability.org).

C.2 Helpful standards concerning component failure

IEC 60300-3-2:2004, Dependability management — Part 3-2: Application guide — Collection of
dependability data from the field


http://www.analog.com/
http://fides-reliability.org/
http://fides-reliability.org/
https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5
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IEC 60300-3-5:2001, Dependability management — Part 3-5: Application guide — Reliability
test conditions and statistical test principles

IEC 60319:1999, Presentation and specification of reliability data for electronic components

IEC 60706-3:2006, Maintainability of equipment — Part 3: Verification and collection, analysis
and presentation of data

IEC 60721-1:2002, Classification of environmental conditions — Part 1: Environmental
parameters and their severities

IEC|61709:2011, Electronic components — Reliability — Reference conditions for failure rates
and| stress models for conversion
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Annex D
(informative)

Fault lists and fault exclusions

General

The lists in D.3.1 up to D.3.16 express some fault models, fault exclusions and their rationale.

For

The
nec
sys

D.2

D.2

All fault exclusions are only valid if the parts operate within their’specified ratings.

D.2

If 1¢

(se¢ Note 1) could occur. The risk of whiskers "should be evaluated (See Note 2)

con
and

NOT]

protrusions can grow to several 100 um length“and can cause electrical shorts. Prevailing theory is that whig

are
NOT]
Test

Statd
docu

validation, both permanent and non-permanent faults should be considered.

precise instant that the fault occurs may be critical. A theoretical analysis ang
bssary, tests should be carried out to determine worst case, for example at.rest, du
em start-up, during the course of operation.

Remarks applicable to fault exclusions

1 Validity of exclusions

2 Tin whisker growth

ad-free processes and products are applied, €lectrical short circuits due to tin whis

sidered when applying the fault exclusion “short circuit ...” of any component (see Not
4).

E 1 Tin whisker growing is a phenomenan related mainly to pure bright tin finishes. The needlg
aused by compressive stress buildup in tin plating.

FE 2 The following publications cah.be helpful for evaluation:

Method for Measuring Whisker: Growth on Tin and Tin Alloy Surface Finishes, JESD22A121A, JEDEC
Technology Association,-2500 Wilson Boulevard Arlington, VA 22201-3834,http://www.jedec.org/stand

ring

ers
and
ps 3

-like
kers

Bolid
hrds-

ments/results/JESD22A121

Envi
JES
http:

onmental Acceptance’ Requirements for Tin Whisker Susceptibility of Tin and Tin Alloy Surface Finis
D201A, JEDECSolid State Technology Association, 2500 Wilson Boulevard Arlington, VA 22201-3
/www.jedec.ofg/standards-documents/results/JESD201

Tin
far A
auf-1i

hiskers.on printed circuit boards — Consequences for safety components in machine construction, IFA In
rbeitsschutz, Alte Heerstrasse 111, 53757 Sankt Augustin, http://www.dguv.de/ifa/Praxishilfen/Zinnwhi
eiterplatten/index-2.jsp

hes,
834,

btitut
bker-

NOT

3 E c\mr\ln If thg rick of \whickaor nrnunnn ie—considerad h:nlr\ thao fault gvelucion “CShort oiroit of o rocll
3

tor

is us

eless, smce a short between the contacts of this component can be regarded.

NOTE 4 Whiskers on tracks of printed circuit boards have not been reported yet. Tracks usually consist of copper
without tin coating. Pads can be coated with tin alloy, but the production process seems not to stimulate the
susceptibility to whisker growing.

D.2.

3 Short-circuits on PWB-mounted parts

Short circuits for parts which are mounted on a printed wiring board (PWB) can only be
excluded if the fault exclusion “short circuit between two adjacent tracks/pads” as described in

Tab

le D.1 is made.


http://www.jedec.org/standards-documents/results/JESD22A121
http://www.jedec.org/standards-documents/results/JESD22A121
http://www.jedec.org/standards-documents/results/JESD201
https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5
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D.3 Fault models

D.3.1 Conductors/cables

The requirements of ISO 13849-2: 2012, Table D.4, apply.

D.3.2 Printed wiring boards/assemblies

The requirements of Table D.1 apply.

Tabte Dt—Primted wiring boardsfassembiies

Fault considered Fault exclusion Remarks
Shoft-circuit between two | Short-circuits between 1) The base material of the PWB complies with_the
adjgcent tracks/pads adjacent conductors in requirements of IEC 61800-5-1.

accordance with remarks |5y The creepage distances and clearances are
1) to 3). dimensioned to at least IEC 61800-5-1 with pollutipn
degree 2/ OVC llI; if both tracks are PELV/SELV
powered, pollution degreen2/ OVC Il apply with a
minimum clearance of 0, 4“mm.

3) The assembled board'is mounted in an enclosurg
giving protection @gainst conductive contaminati
and the printed'sijde(s) are coated with an ageing
resistant varnish’or protective layer covering all
conductor paths.

>

NOTE 1 , Aliernative methods to ensure protection
against.conductive contamination are:

o énclosure of safety relevant circuitry of at least P54
aecording to IEC 60529,

« ) cabinet for safety relevant BDM/CDM of at least
IP54 according to IEC 60529,

e environmentally controlled location for the
BDM/CDM which does not contain conductive
contamination.

NOTE 2 Experience has shown that a solder mask |is
satisfactory as a protective layer.

NOTE 3 A protective layer covering according to
IEC 60664-3 can reduce the creepage distances and
clearances dimensions.

Compliance with NEMA 250, Type 12 enclosure
requirements is considered to be sufficient to
demonstrate compliance with IP54 requirements.

Opgn-circuit of any_track None -

NOTE 1 Printedwwiring board (PWB) is another term for printed circuit board (PCB).

NOTE 2 /Qver voltage category (OVC) is defined in IEC 61800-5-1.

D.3.3 Terminal block

The requirements of Table D.2 apply.
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Table D.2 — Terminal block

Fault considered

Fault exclusion

Remarks

Short-circuit between
adjacent terminals

Short-circuit between
adjacent terminals in
accordance with remarks
1) or 2).

1) The terminals and connections used are in
accordance with the requirements of IEC 61800-5-1.

2) Guaranteed by design, for example shaping shrink

down plastic tubing over connection point.

Open-circuit of individual
terminals

None

D.3}4

The

Multi-pin connector

requirements of Table D.3 apply.

Table D.3 — Multi-pin connector

Faults considered

Fault exclusion

Remarks

Short-circuit between any
two|adjacent pins

Short-circuit between
adjacent pins in
accordance with remark 1).

Remark 2) also applies if
the connector is mounted
on a PWB.

1) By using ferrules or other'suitable means for mulfji
stranded wires, regarding Creepage distances an
clearances and all-gaps refer to IEC 61800-5-
1:2007, 4.3.6.

2) The assembled*board is mounted in an enclosure]
giving protection against conductive contamination
and the ptinted side(s) are coated with an ageing}
resistant'varnish or protective layer covering all
conductor paths

NOTE 1 Alternative methods to ensure protection
against conductive contamination are:

o

¢~ Enclosure of safety relevant circuitry of at least IP54
according to IEC 60529

e Cabinet for safety relevant BDM/CDM of at least
IP54 according to IEC 60529

e Environmentally controlled location for the
BDM/CDM which does not contain conductive
contamination

NOTE 2 Experience has shown that a solder mask |is
satisfactory as a protective layer.

NOTE 3 A protective layer covering according to
IEC 60664-3 can reduce the creepage distances and
clearances dimensions.

Compliance with NEMA 250, Type 12 enclosure
requirements is considered to be sufficient to
demonstrate compliance with IP54 requirements.

Intefchanged\orincorrectly
insqrted connector when
not prevented by
medhanic¢al means

None

Short-circuit of any
conductor (see remark 3))
to earth or a conductive
part or to the protective
conductor

None

3) The core of the cable is considered as a part of the
multi-pin connector.

Open-circuit of individual
connector pins

None

D.3.5

Electromechanical devices

The requirements of Table D.4 apply.
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Table D.4 — Electromechanical devices
(for example relay, contactor relays)

Fault considered

Exclusions

Remarks

All contacts remain in the
energised position when
the coil is de-energized
(for example due to
mechanical fault)

None

All contacts remain in the
de-energised position

None

Wh T 'JUVVUI 1o GPF:;Ud \fUI
example due to mechanical
faulf, open circuit of coil)

Conftact will not open

None

Conftact will not close

None

Simpultaneous short-circuit
betyeen the three
terminals of a change-over

Simultaneous short-circuit
can be excluded if remarks
1) and 2) are fulfilled.

N
~

The creepage and clearance distarices are

dimensioned to at least IEC.61800-5-1:2007, 4.3.6

normally open and
normally closed contacts

contacts can be excluded if
remark 3) is fulfilled.

are used.

2) Conductive parts which become loose cannot brldge
contact the insulation between~centacts and the coil.
Short-circuit between two | Short-circuit can be
pairp of contacts and/or excluded if remarks 1) and
between contacts and coil |2) are fulfilled.
ternpinal
Simpltaneous closing of Simultaneous closing of 3) Positivelyndriven (or mechanically linked) contac}s

D.3|6 Transformers

The

D.3{7 Inductances

The

D.3{8 Resistors

The

D.3{9 Resistor Networks
The

D.3{10/, Potentiometers

requirements of ISO 13849-2:2012, Table D.12 apply.

requirements of ISO 1384942:2012, Table D.13 apply.

requirements of /SO 13849-2:2012, Table D.14 apply.

requirements of ISO 13849-2:2012, Table D.15 apply .

The requirements of ISO 13849-2:2012, Table D.16 apply.

D.3.11 Capacitors

The requirements of ISO 13849-2:2012, Table D.17 apply.

D.3.12

Discrete semiconductors

(For example diodes, Zener diodes, transistors, triacs, GTO thyristors, IGBTs, voltage
regulators, quartz crystal, phototransistors, light-emitting diodes [LEDs]) .

The requirements of ISO 13849-2:2012, Table D.18 apply.



https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

IEC 61800-5-2:2016 © IEC 2016

D.3.13 Signal Isolation components

The requirements of Table D.5 apply.
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Table D.5 — Signal Isolation components

two [output connections

Fault considered Fault exclusion Remarks
Open-circuit of individual None -
connection
Short-circuit between any |None
two rptt-eonnectons
Shoft-circuit between any |[None

Shoft-circuit between any
two|connections across the
isolation barrier

Short-circuit across the
isolation barrier can be
excluded if remarks 1) and
2) are fulfilled.

The Signal Isolation component is built(in
accordance with OVC Il accordingto
IEC 61800-5-1.

1)

If a SELV/PELV power supply is used, pollution degi
2/ OVC Il applies.

NOTE All requirements of \6C 61800-5-1:2007, 4.3
apply.
2) Measures are takén to ensure that an internal

failure of the Signal Isolation component cannot
result in ex€essive temperature of its insulating
material.

6

D.3
The]

14 Non-programmable integrated circuits

requirements of Table D.6 apply.

Table D.6 — Non-programmable integrated circuits

Fault considered

Fault exclusions

Remarks

Open-circuit of each
ind|vidual connection

None

Sh
twg

rt-circuit between any
connections

Possible exclusion — see
remark.

—_

Stuck-at-fault (i.e. short-
cirdquit to 1 and 0 with
isolated input or
disgonnected output).
Staltic "0" and "4 signal
at gll inputs @nd outputs,
either individually or
simultaneously

None

Parlasitic oscillation of

None

Refer to IEC 61508-2:2010, Annex E

outputs

Changing values (for
example input/ output
voltage of analogue
devices)

None

In this standard, ICs with less than 1 000 gates and/or less than 24 pins, operational amplifiers, shift registers
and hybrid modules are considered to be non-complex. This definition is arbitrary.

D.3.15

The requirements of Table D.7 apply.

Programmable and/or complex integrated circuits
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Fault considered

Fault exclusions

Remarks

Faults in all or part of the None
function
Open-circuit of each None

individual connection

Short-circuit between any
two connections

Possible exclusion — see
remark.

Stuck-at-fault (i.e. short-

None

Refer to IEC 61508-2:2010, Annex E

ic "0" and "1" signal
at 3ll inputs and outputs,
either individually or
simultaneously

Parasitic oscillation of
outputs

None

Changing value, for
exgdmple input/output
voljage of analogue
deylices

None

Undletected faults in the
hardware which go
unrjoticed because of the
complexity of integrated
cirquit

None

In {his standard, an IC is considered to be complex if it conRsists of more than 1 000 gates and/or more t
24 pins. This definition is arbitrary. The analysis should identify additional faults which should be considere

thely influence the operation of the safety sub-function.

han
d if

D.3]16 Motion and position feedback sensors

Thelrequirements of Table D.8 apply.
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Table D.8 — Motion and position feedback sensors

Fault considered

Fault exclusion

Remarks

General

Short-circuit between any
two conductors of the
connecting cable

The requirements
of D.3.1 applies

Open-circuit of any
conductor of the
connecting cable

None

Stuck-at Ground, Ug/2, Ug

None

Ug is the power supply of the sensor.

on Mgre or on severat
inpyts/outputs at the same
timg

Sensor inputs are applied e. g. for parameter settingls.
The behavior of the individual sensor in case of a“fajlt
has to be considered.

Opgn circuit of single or
several inputs/outputs at
the pame time.

None

Decfease or increase of
output amplitude

None

Osdjllation on one or
several outputs @

None

Oscillations on several outputs are considered in phase

Change of phase shift
betyeen output signals 2

None

For example, due to a.contaminated encoder disc

Los$ or loosening of
attachment during
standstill or during motion:
— |sensor housing from
motor chassis

— |sensor shaft from
motor shaft

— |mounting of the read
head

Preparing FMEA and

prove:

— permanent fastness for
form-locked
connections

— fastness for force-
locked connections

The maximum petmissible loading of the sensor is
known or limited on the sensor's data sheet.

a) For form-lecked connections:
1) Desjign for permanent fastness in accordance w|th
generally acknowledged technical experience wjth
a high safety factor
—  Verification is performed by calculation and
with a suitable test.
—  Example for steel components:
Overdimensioning with a safety factor S > 3
against fatigue fracture.

or

2) Overdimensioning with a safety factor S > 5 agdinst
fatigue fracture

—  Verification is performed by calculation.
b) For force-locked connections:

1) Overdimensioning with a safety factor S > 4 agdinst
slipping
—  Detailed measures for application and
maintaining the preloading force are to be
defined in the user documentation (e.g.
defined pairs of materials, surfaces and
torque-controlled tightening methods).

—  Verification is performed by calculation and
with a suitable test.

or

2) Overdimensioning with a safety factor S > 10
against slipping
— Measures for application and maintaining the
preloading force are to be defined in the user
documentation

—  Verification is performed by calculation.

Loosening of solid None Output indicates wrong position

measure? (e.g. optical

encoder disc)

No light from diode None Not applicable on encoders not using any light emitting

diodes, e.g. resolvers

Additionally for sensors with Sin/Cos — output signals, analogue signal generation
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Fault considered Fault exclusion Remarks
Static input and output, on |None
one single or several
signals, amplitude within
power supply voltage
Change of sine-/cosine None For example, no Sin/Cos — type signal, signal offset

output signal(s) into
square wave: each half
period sine wave replaced
by square wave with same
amplitude.

It is impossible to consider all possible signal shapes
caused by component faults. Instead, square wave is

assumed representative.

Exchange of Sin and Cos

Fault exclusion is

outgut signal

permitted if there are no
electronic components
applied to select an output
signal from several
sources

Change of DC part of sine-
/codine output signal(s)

none

withlin power supply

voltage.

Additionally for incremental sensor with square wave output signals

Osdjllation on output None

Output signal stops None For example, due to sCratched disc

Zer¢ pulse fails, is too None For example, due‘to/mechanical damage

shoft, too long or repeated

Additionally for encoder with incremental and absolute signals

Simpltaneous wrong Fault exclusion if Applies for example, on sin/cos- encoder with additignal
position signal from both incremental and absolute outputs for absolute position and/or commutation
incremental and absolute data are generated

signal independently

Additionally for sensors with processor based interface

Conpmunication faults: None Equals fault model for communication busses which jare
— |repeating addressed by the IEC 61784 series.

— |loss

— linsertion

wrong order
wrong data
delay
masquerade

itionally for rotary sen

sor, multiturn

ng number of

revqglutions

None

May be without impact on single turn signals

Additionally fof sensors w

ith synthesised output signals

Wro
syn

ng outputisignal due to
hesiserfailure

None

Additionally for sensors w

ith position value acquired

by counter

na - nocition

Wr

Naon.

. g M
incorrect count

Additionally for linear sensors

Static offset of solid None

measure (e.g. optical

encoder strip)

Damaged solid measure None Shape of pulses changed, pulses fail at incremental

(e.g. optical encoder strip)

sensors

Additionally for resolver with signal processing/reference generator

Cross coupling of the
reference frequency

None
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Fault considered

Fault exclusion

Remarks

Central timer fails

No conversion start for
A/D converter

Wrong timing of
Sample & Hold

None

A/D

converter generates

wrong values

None

reference voltage or electromagnetic influence

For example due to over modulation caused by too high

A/D

converter generates

no values

None

No

N

gen

€t
brator

REYy-of—fererene

™NOH

Wrog
refe)

ng frequency on
Fence generator

None

No
refe)

eriodic signal from
Fence generator

None

Gai
sign
Sin,

error or oscillation in
al processing (Ref,
Cos)

None

Mag
poin

netic influence on
t of installation

Appropriate shielding on
point of installation

For example, due to magneticfield of an
electromagnetic brake

a

N. A. on resolver

This
indy

table has been written assuming the use of optical sensors and_ fesolvers. If other sensors (for exan
ctive sensors) are used, corresponding faults apply.

hple
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Annex E
(normative)

Electromagnetic (EM) immunity requirement for PDS(SR)

General

016

To show compliance with the design requirements for a PDS(SR) regarding electromagnetic
(EM) immunity described in 6.2.6, the immunity requirements provided in the following tables

E.1

Acc
7:2(

Dus
the

It is
E.2

E.2

The]

E.2 and E.3 shall apply with performance criteria of 9.3.3.

prding to IEC Guide 107 the requirements of this Annex E are based on IEC%100
14.

to the differences of port/interface definitions between IEC 61000-6-7"and IEC 6180
EM immunity requirements for PDS(SR) are given in Tables E.1, E.2 and E.3.

permitted to verify immunity of safety sub-functions for all phefigmena in Tables E.1
using calculation or simulation, as well as by testing.

Immunity requirements — low frequency disturbances

se requirements apply to the following power ports;

bll power ports which provide power for safety:sub-functions in low voltage PDS(SR), a

PDS(SR) of rated voltage above 1 000,V (only second environment).

D-6-

all auxiliary low voltage power ports which provide power for safety sub-functions i



https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

IEC

61800-5-2:2016 © IEC 2016 - 75—

Table E.1 — Minimum immunity requirements for voltage
deviations, dips and short interruptions

Phenomenon First environment Second environment
Reference document Level Level
Voltage deviations IEC 61000-2-4 +10 % @ +10 % /=15 %2
(> 60 s) Class 2
Voltage dips ° IEC 61000-4-114 Volts Cycles Volts Cycles
remaining remaining
or
o 0% 1 0% 1
TEC 6 1T000-4-34
40 % 25/30 b 40 % 10/12.°
70 % 25/30 b 70 % 25/30,0
- - 80 % 250/300 §
Voltage dips for IEC 61000-4-29 40 % 0,5 40 % 0,5
auliliary DC power o o
ports below 60 V © 0% 0.5 0% 0.5
Short interruptions IEC 61000-4-114 Volts Cycles Volts Cycles
remaining remaining
or
— — [) b
IEC 61000-4-34 9 0% 10112
0% 25/30 P 0% 25/30 °
0 % 250/ 300 © 0 % 250/300 §

“Voltage deviation” is a supply voltage variation from the nominal supply voltage. Testing of volt
deviations for three phase PDS requires increasing ©r\reducing the voltage of all three pha
simultaneously.

“x/y cycles” means “x cycles for 50 Hz test” and “y cycles.for 60 Hz test”

Power ports with current rating >75 A, the method_of\the voltage drop test according to IEC 61400-21:20
7.5 can be used.

IEC 61000-4-11 applies to equipment rated less than or equal to 16 A and IEC 61000-4-34 to equipm
rated above 16 A.

This test addresses external DC power.supplies which provide power to the safety sub-function(s)

hge
5es

ent

NOT]
voltg

E  No conducted common mode-tests are required due to the higher emission of conducted common n
ge by a PDS(SR) compared 'tojthe test levels of IEC 61000-6-7.

hode
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Table E.2 — PDS(SR) minimum immunity requirements for voltage deviations, dips
and short interruptions on main power ports with a rated voltage above 1 000 V

Phenomenon Reference document Level

Voltage deviations IEC 61000-2-4 +10 % / -15 %

exceeding 1 min Class 3

Voltage deviations IEC 61000-2-4 +10 % / -15 %

not exceeding 1 min Class 3

Voltage dips IEC 61000-4-34 Volts remaining Cycles
0% 1
40 % 10/12 ©
70 % 25/30 @
80 % 250/300 °

Voltage dips for auxiliary DC IEC 61000-4-29 40 % 0,5

power ports below 60 V © 70 % 0.5

Shert interruptions IEC 61000-4-34 ° Volts remaifing Cycles
0 % 10/12 ®
0 % 25/30 °
0"% 250/300 °

a8 |“Voltage deviation” is a supply voltage variation from the nominal supply voltage. Testing of voltage
deviations for three phase PDSs requires increasing or, reducing the voltage of all three phages
simultaneously.

When considering voltage deviations, any voltage steps<shall not exceed £12 % of nominal voltage and jthe
time between steps shall not be less than 2 s.

When the voltage is below nominal, the maximum™oUtput power ratings — speed and/or torque — can|be
reduced, because they are voltage dependent.

Typical depths and durations of voltage dips are-given in IEC 61000-2-8.
¢ |“x/y cycles” means “x cycles for 50 Hz test*>and “y cycles for 60 Hz test”.
Opening of fuses is permitted for line-commutated converters operating in inverting mode.

€ |This test addresses external DC power supplies which provide power to the safety sub-function(s).
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Immunity requirements — high frequency disturbances

Table E.3 — Immunity requirements — high frequency disturbances

1

2

3

4

5

Port/interface

Phenomenon

Basic standard for
test method

Level for first
environment

Level for second
environment

Enclosure port

ESD ™M
air discharge (AD) °

IEC 61000-4-2 @

4 kV CD or 8 kV AD
if CD impossible

6 kV CD or 8 kV AD
if CD impossible

8kV CDor15kVAD ™

contact dischidarge (LU)

Radio-frequency
electromagnetic field,
amplitude modulated P

IEC 61000-4-3"

80 MHz to 1 000 MHz
10 V/m
80 % AM (1 kHz)

80 MHz to 1. Q00 MHz
20 V/im 19
80 %-AM (1 kHz)

Radio-frequency
electromagnetic field,
amplitude modulated P

IEC 61000-4-3"

1,4 GHz to 2,0 GHz
3 V/m
80 % AM (1 kHz)

1,4 GHz to 2,0 GH
10 Vim 19
80 % AM (1 kHz)

Radio-frequency
electromagnetic field,

IEC 61000-4-3"

2,0 GHz to 2,7\GHz

2,0 GHz to 6 GHz

amplitude modulated P 1 Vim 3Vim!$
80 % AM (1 kHz) 80 % AM (1 kHz)
Powgr ports Fast transient-burst IEC 61000-4-4 " 2 k\VJ5 kHz @ 4 kV/5kHz @
(except auxiliary  |Surge P IEC 61000-4-5" rkv © 2 kv ¢
DC power ports d q
below 60 V) 1,2/50 ps, 8/20 ps 2 kV 4 kV

Conducted
radio-frequency common
mode ©

IEC 61000-4:6"

0,15 MHz to 80 MHz
10V
80 % AM (1 kHz)

0,15 MHz to 80 MHiz &
20V 9
80 % AM (1 kHz)

Powgr interfaces

Fast transient-burst ©

IEC'61000-4-4 N

2 kV/5 kHz
Capacitive clamp

4 kV/5 kHz
Capacitive clamp

Signal interfaces

Fast transient-burst ®

IEC 61000-4-4 "

1 kV/5 kHz
Capacitive clamp

2 kV/5 kHz
Capacitive clamp

Conducted radio-
grequency common mode

IEC 61000-4-6"

0,15 MHz to 80 MHz
10V
80 % AM (1 kHz)

0,15 MHz to 80 MHiz k
20V 9
80 % AM (1 kHz)

Portp for process
meapurement
confrol lines

Auxiliary DC
powgr portsibelow
60 \

Fasttransient-burst ©

IEC 61000-4-4 "

2 kV/5 kHz
Capacitive clamp

4 kV/5 kHz
Capacitive clamp

Surge f
1,2/50 ps, 8/20 ps

IEC 61000-4-5'

1 kv df

2 kv df

Conducted radio-

IEC 61000-4-6"

0,15 MHz to 80 MHz

0,15 MHz to 80 MI-|-Iz k

Lreouencv common mode

10V
80 % AM (1 kHz)

20V ¥
80 % AM (1 kHz)
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* See also IEC 61800-3:2012, 5.3.4.

NOTE The required immunity for functional safety purposes can be achieved through the use of external
protection devices.

a8  Power ports with current rating <100 A: direct coupling using the coupling and decoupling network. Power
ports with current rating >100 A: direct coupling or capacitive clamp without decoupling network. If the
capacitive clamp is used, the test level shall be 4 kV/ 5 kHz or 100 kHz.

b Applicable only to power ports with current consumption <63 A during light load test conditions as specified in
5.1.3. of IEC 61800-3:2012. The rated impulse voltage of the basic insulation shall not be exceeded (see
IEC 60664-1).

¢ Coupling line-to-line.

1
f

hj

[

[

o
[
° B

P

a B
[

"ol

The test level specified is the r.m.s. value of the unmodulated carrier.

These increased values shall be applied in the frequency ranges™as given in Table E.4 used for m

These increased values shall be applied in the frequency-~rdanges as given in Table E.5 used for m

The higher test levels apply in case the discharge is dong onto cabinet enclosures.

ghall be increased by thefactor of 3.

oupling line-to-earth.

pplicable only to ports or interfaces with cables whose total length according to the manufacturers$)functi
pecification can exceed 3 m.

pplicable only to ports with cables whose total length according to the manufacturer's functienal specificg
an exceed 30 m. In the case of a shielded cable, a direct coupling to the shield is applied. This imm
quirement does not apply to fieldbus or other signal interfaces where the use of surge)protection devicq
ot practical for technical reasons. The test is not required where normal functiopingcannot be achig
ecause of the impact of the coupling/decoupling network on the equipment under test (EUT).

or an PDS(SR) intended to be used in safety integrity level SIL 3 applications (according to IEC 61508)
uration of the test at the highest specified level shall be increased by a_ factor of 5 compared to the dura
s given in the basic standard.

Fansmitters in general.

Fansmitters in general.

evels shall be applied in accordance with the environmental conditions described in IEC 61000-4-2 on {
hich can be accessible by persons other than irained personnel in accordance with defined procedure
he control of ESD but not to equipment where aceess is limited to service personnel only.

or air discharge test not only the given level has:to be tested, but all the levels up to the given one.

f hand held radio transmitters could be used-closer than 20 cm a warning shall be given in the safety manual that the
ISR) could be disturbed.

or a PDS(SR) intended to be used-in safety integrity level SIL 3 applications, the number of discharges
e increased by the factor of 3:

or a PDS(SR) intended to be used in safety integrity level SIL 3 applications, the number of surge py

onal

tion
nity
bs is
tved

the

tion

bile

bile

arts

5 for

PDS

shall

Ises
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Table E.4 — General frequency ranges for
mobile transmitters and ISM for radiated tests

Centre frequency Frequency range Purpose
MHz MHz
84,000 83,996 to 84,004 ISM (UK only)
137 to 174 Mobile and SRD
151,850 151,820 to 151,880 MURS
154,585 154,570 to 154,600 MURS
168,000 167,992 to 168,008 ISM UK only
219,500 219 to 220 AMATEUR
380 to 400 TETRA
420 to 470 AMATEUR
433,920 433,05 to 434,79 ISM (Region 1 only)
450 to 470 4G/LTE-A
698 to 894 3G/UMTS3.9G/LTE
746 to 845 TETRA
825 to 845 TETRA
830 to 840 3G/FROMA
860 to 915 3.9G/LTE
873,000 870 to 876 TETRA
860 to 960 RFID
886 to 906 ISM UK only
880 to 915 GSM 3G/FOMA 3G/HSPA
91§,000 915 to 921 NADC
902 to 928 ISM (Region 2 only)
925 to 960 GSM 3G/HSPA

1240 to 1300

AMATEUR

1428.1671 496

3G/UMTS 3G/HSPA 3.9G/LTE

1476to 1511
1525 to 1559
1627 to 1661
1710 to 1785

3.9G/LTE

1710to 1785

GSM 3G/UMTS 3G/FOMA
3G/HSPA

1805 to 1 880

GSM 3G/UMTS 3G/FOMA
3G/HSPA 3.9G/LTE

1900 to 2 025

3G/UMTS 3G/FOMA 3.9G/LTE

2110 to 2 200

3G/UMTS 3G/FOMA 3.9G/LTE

2 300 to 2 450 AMATEUR
2 400 to 2 500 ISM
2300102400 SOCGHTEAGHTEA
2 500 to 2 690 3.9G/LTE
3 300 to 3 500 AMATEUR
3 400 to 3 600 4G/LTE-A
5150 to 5 350 HIPERLAN
5470to 5725 HIPERLAN
5650 to 5 925 AMATEUR
5725to 5875 ISM
5795to 5815 RTTT
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Table E.5 — General frequency ranges for mobile transmitters
and ISM for conducted tests

Centre frequency Frequency range Purpose
MHz MHz
3,39 3,370 to 3,410 ISM Netherlands only
6,780 6,765 to 6,795 ISM
13,560 13,553 to 13,567 ISM
27,120 26,957 to 27,283 ISM/CB/SRD
40,680 240766t 40,70 ISMTSRD

For those frequency bands where a centre frequency is indicated the test shall be performed at the centte
frequency only.
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Annex F
(informative)

Estimation of PFD,,, value for low demand with given PFH value

General

While low demand mode operation is possible for a PDS(SR),this standard concentrates on to
high demand and continuous mode, no requirements are given for low demand mode. Safety

sub
mod
PFH

NOT]

NOT]

F.2

For

related PFH value for high demand or continuous mode of eperation, an estimated valug
PFDavg in a low demand application can be derived” from the PFH under cerntain

the
circ

1)

2)

an ¢stimated value for the PFD

the

whe

NOT]

NOT]

functions implemented for high demand or continuous mode can be used in low dem
e. For this case a simplified conservative method to estimate the PFD_ , value from
value is given in this annex.

E 1 For the limits of the PFDavg value regarding S/L see IEC 61508-1.

FE 2 For the design of a PDS(SR) especially for low demand mode see IEC 61508 series.

Estimation of PFD_,, value for low demand with givenPFH value

avg

an electrical power drive system with a specified safety ‘Sub-function quantified b

imstances. Provided that

specified for high demand or continuous mode of operation, e.g. safe torque off (ST

continuous mode safety sub-function are also safe states in the context of the low dem
application (e.g. de-energized output),

n accordance with the requirements’ of the manufacturer,

. i avg
following equation:

PFD,y, = %PFH Ty

re T,,is the.specified mission time of the PDS(SR) expressed in hours.

F 1 Thelindicated PFDan equation tends to deliver conservative results.

F 2',‘Considering a particular PDS(SR), PFD,  often consumes a higher proportion of the PFDan limit

certg
com

iMS/L than its PFH will consume with respect to the PFH limit of the same SIL. It can occur that the PFH

and

the

y a
for

the safety sub-function to be used in the low démand application is exactly the samg as
o).
and the system states regarded as safe,states in the context of the high demand or

and

compulsory actuations of the safetyssub-function needed for testing, if any, are executed

may be derived from the PFH value for high demand usging

of a
alue

1nes With a certaln S/iL wnlle the FFD vallue derived rrom the above glven 1ormula does not. For the Iim

the PFD,, value regarding SIL, see IEC 61508-2:2010.

NOT

NOT

E 3 For PFH value estimation see 6.2.2.1.2.

E 4 For description of PFDavg see IEC 61508-4:2010; 3.6.18.

ts of
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Partie 5-2: Exigences de sécurité —
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a Commission Electrotechnique Internationale (IEC) est une organisation mondiale ~de\ normalisgtion
lomposée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de®|EC). L’IEC a |pour
bjet de favoriser la coopération internationale pour toutes les questions de normalisatigh dans les domgines
e |'électricité et de I'électronique. A cet effet, '|EC — entre autres activités — publie des Normes internationales,
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avaux. L’'IEC collabore étroitement avec I'Organisation Internationale dey Normalisation (ISO), selon| des
onditions fixées par accord entre les deux organisations.

es décisions ou accords officiels de I'l[EC concernant les questions\t€échniques représentent, dans la mgsure
u possible, un accord international sur les sujets étudiés, étant’donné que les Comités nationaux de |'IEC
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Tde ne pas avoir signare Teur existence.

La Norme internationale IEC 61800-5-2 a été établie par le sous-comité 22G: Systémes
d'entrainement électrique a vitesse variable comprenant des convertisseurs a
semiconducteurs, du comité d’études 22 de I'l|EC: Systémes et équipements électroniques de
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ajout, dans le domaine d’application, de la justification pour laquelle le mode
fonctionnement a faible sollicitation n’est pas couvert par la présente norme

016
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ajout des définitions de "catégorie" et de "fonction de sécurité"

“Autres sous-fonctions” réorganisées en “Sous-fonctions de contrble” et en “Fonctions de
sortie”

suppression du terme “essai périodique” dans I'ensemble du document dans la mesure ou

cet essai n’est pas applicable a un PDS(SR)

remplacement du terme “fonction de sécurité” par “sous-fonction de sécurité” d
I’ensemble du document

ans

mise a jour des références a la série IEC 61508 Ed. 2010

hjout des regles de principe de I'ISO 13849-1 et d'une référence aux tablgeaux
'ISO 13849-2

5.1.6 texte remplacé par le Tableau 2

5.1.7 Modification des Circuits intégrés avec redondance sur la puce qour correspor
Aux exigences de I’Annexe E de I'lEC 61508-2:2010

5.2.8 Exigences relatives a la conception pour I'immunité thermigue d’'un PDS(SR)
5.2.9 Exigences relatives a la conception pour I'immunité mécanique d’'un PDS(SR)
5.1.6  SIL pour plusieurs sous-fonctions de sécurité dans un PDS(SR)
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5.2.5.2.7 Paramétrage du PDS(SR)

D Exigences relatives aux essais

D.3 Essais d'immunité électromagnétique (EM)
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D.5 Essais d'immunité mécanigue

Annexe A Table de taches'séquentielles

Annexe D, D.3.16, mise)a jour de Capteurs de signal de retour de mouvement et
bosition

Annexe E Exigences d’'immunité électromagnétique (EM) pour le PDS(SR)

Annexe F Estimation de la valeur PFD
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Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/IEC, Partie 2.

Une liste de toutes les parties de la série IEC 61800, publiées sous le titre général
Entrainements électriques de puissance a vitesse variable, peut étre consultée sur le site web
de I'lEC.
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Le comité a décidé que le contenu de cette publication ne sera pas modifié avant la date de
stabilité indiquée sur le site web de I'lEC sous "http://webstore.iec.ch” dans les données
relatives a la publication recherchée. A cette date, la publication sera

« reconduite,

e supprimée,

« remplacée par une édition révisée, ou

« amendée.

IMPIORTANT - Le logo "colour inside” qui se trouve sur la page de couverture de.cette
publication indique qu'elle contient des couleurs qui sont considérées comme utile$ a
unel bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

Du fait de I'automatisation, de la demande croissante de la production et de la réduction des
efforts physiques produits par les opérateurs, les systemes de commande des machines et
des usines jouent un réle croissant dans I'accomplissement de la sécurité globale. Ces
systémes de commande utilisent de plus en plus d’appareillages et de systemes électriques/
électroniques/électroniques programmables complexes.

Les entrainements électriques de puissance a vitesse variable (PDS), utilisables dans des
applications relatives a la sécurité (PDS(SR)) font partie des appareillages et systemes les
plu§gimportants.

Exejmples d’applications industrielles:

« Mmachines-outils, robots, équipements d'essai en production, bancs d'essai;

« Mmachines a papier, machines de production textile, calandres pour” I'industrie| du
caoutchouc;

« |ignes de processus des plastiques, de la production chimique ou meétallique, moulins;

« Mmachines de concassage du ciment, fours a ciment, mixeursy eentrifugeuses, machines
H’extrusion;

« Mmachines de forage;

e fonvoyeurs, machines de maniement de matériaux;. équipements de levage (gries,
portiques, etc.);

« pompes, ventilateurs, etc.

Les|développeurs utilisant des PDS(SR) peuvent également se référer a la présente nofme
pour d'autres applications.

Il cgnvient que les utilisateurs de la présente norme aient connaissance du fait que certaines
normes de type C applicables aux machines font actuellement référence a I'lSO 13849-1 pour
les |systtmes de commande relatifs a la sécurité. Dans ce cas, les fabricants de PDS(|SR)
peupent étre invités a fournir des-informations supplémentaires (par exemple, le niveay de
performance PL et la catégorie) afin de faciliter I'intégration d’'un PDS(SR) dans les systémes
de ¢gommande relatifs a la sécurité pour les machines concernées.

NOTE Les «normes de type 'C» sont définies dans I'|SO 12100 comme des normes de sécurité des maclhines
traitgnt des exigences de sécurité détaillées s'appliquant & une machine particuliére ou a un groupe de machines
partipulier.

De hombreusés_situations témoignent de I'utilisation de systémes de commande intégranf un
PD$(SR) en tant qu’élément de mesures de sécurité par exemple qui ont été installés a|des
fins|de réduction du risque. Le verrouillage de protection est un cas typique de protection du
personnel dans le cas d’une situation dangereuse pour laquelle I'accés a I'emplacenpent
dangereux n’est possible que lorsque les parties tournantes sont a 'arrét. La présente partie
de I'lEC 61800 spécifie une méthodologie permettant d’identifier la contribution apportée par
un PDS(SR) aux sous-fonctions de sécurité identifiées, de réaliser la conception appropriée
du PDS(SR) et de vérifier qu’elle satisfait aux performances exigées.

Les mesures indiquées permettent de coordonner la performance de sécurité du PDS(SR)
avec la réduction attendue du risque en prenant en compte les probabilités et les
conséquences de ses défauts systématiques et aléatoires.
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Partie 5-2: Exigences de sécurité —
Fonctionnelle

La présente partie de I'lEC 61800, qui est une norme de produit, spécifie des exigence

valigation des entrainements de puissance relatifs a la sécurité (PDS(SR)), en~considér
de leur sécurité fonctionnelle. Elle s’applique aux entrainements électriques de puissand
vitegse variable couverts par les autres parties de la série de normes IEC'61800 a laque
est fait référence dans I'l|EC 61800-2.

NOTE 1 Le terme «intégration» se rapporte au PDS(SR) lui-méme, non pas a senincorporation dans I'applic
relat|ve a la sécurité.

NOTE 2 Les autres parties de I'l[EC 61800 concernent les spécifications de dimensionnement, la CEM, la sédg
élecfrique, etc.

La |présente Norme internationale est applicable lorsque la sécurité fonctionnelle
PD$(SR) est revendiquée et que le PDS(SR) <fonctionne principalement en mod
sollicitation élevée ou en mode continu (voir 3.15).

Bien qu'un PDS(SR) puisse fonctionner en mede a faible sollicitation, la présente norme ti
plug particulierement du mode a sollicitatioh élevée et du mode continu. Les sous-fonct

donphe des recommandations pour la conception et le développement, l'intédgration jt la
t

5 et

ion
e a
le il

htion

urité

i’un
B a

aite
ons

de pécurité mises en ceuvre pour le made a sollicitation élevée ou pour le mode continu

peupent également étre utilisées pourde mode a faible sollicitation. Des exigences relat
au mode a faible sollicitation sont données dans la série IEC 61508. Des lignes directr
relatives a I'estimation de la valeur PFDmo (probabilité moyenne de défaillance dangere
en ¢as de sollicitation) sont donnhées a IAnnexe F.

La présente partie de I'lEC 61800 expose des considérations relatives a la sécurité
PD$(SR) prises dans le\cadre de I'l[EC 61508 et présente des exigences pour les PDS(SR
tantl que sous-systémes d’un systéme relatif a la sécurité. Elle est destinée a facilite

ves
ces
use

des

en
r la
i’un

de securlte pour leur equement CeC| faC|I|te I mcorporatlon d’un PDS(SR) dans un systeme
de commande relatif a la sécurité appliquant les principes de I'l[EC 61508 ou éventuellement

ses applications sectorielles spécifiques (par exemple I'lEC 61511, I'l|EC 61513, I'lEC 62
ou I'lSO 13849).

Lorsque les exigences de la présente partie de la série IEC 61800 sont appliquées,
exigences correspondantes de I'|EC 61508 nécessaires a un PDS(SR) sont satisfaites.

La présente partie de I'|[EC 61800 ne spécifie pas d’exigences pour:

« l'analyse des dangers et des risques pour une application particuliére;
« l'identification des sous-fonctions de sécurité pour I'application concernée;

061

les
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« [lattribution initiale des SIL pour ces sous-fonctions de sécurité;

I’équipement entrainé, a I'’exception des aménagements de l'interface;

« des dangers secondaires (issus par exemple d’'une défaillance d’un procédé de production
ou de fabrication);

les considérations de sécurité électrique, thermique et d’énergie, qui sont couvertes par
'EC 61800-5-1;

o le procédé de fabrication du PDS(SR);
« la validité des signaux et des commandes du PDS(SR).

(SR)

NOTE 3 Les exigences en sécurité fonctionnelle d’'un PDS(SR) dépendent de I'application et peuvent|étre
conslidérées comme une partie de I'appréciation globale du risque de I'installation. Lorsque le fourhisseur du
PDS|[SR) n’est pas responsable de I’équipement entrainé, il incombe au concepteur de I'installation de régliser
I'apgréciation du risque et de spécifier les exigences fonctionnelles et d’intégrité de sécurité du PRS(SR).

La présente partie de I'lEC 61800 s’applique uniquement aux PDS(SR) incOrporant des s¢us-
fong¢tions de sécurité dont le SIL n’est pas supérieur au SIL 3.

La Figure 1 représente l'installation et les parties fonctionnelles d’'un-PDS(SR) qui sont prfses
en ¢ompte dans la présente partie de I'lEC 61800. Il s’agit d’'une.représentation logique et
non|physique — d’'un PDS(SR).

Installation ou))a@ de l'installation
ya

RDS(SR)
Section de commande
Fonctions de
diagnostic
. 1 Modulation
Signaux externes Communications Commande de couple/ ot
ef commandes et E(S vitesse/position protection
N Capteurs
Al tati D\
imentation i
) _Sect|on_ Moteur
d’alimentation

Chatrae-enirainde
I

IEC

Figure 1 — Installation et parties fonctionnelles d'un PDS(SR)

2 Reéférences normatives

Les documents suivants sont cités en référence de maniére normative, en intégralité ou en
partie, dans le présent document et sont indispensables pour son application. Pour les
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références datées, seule I'édition citée s’applique. Pour les références non datées, la
derniére édition du document de référence s’applique (y compris les éventuels amendements).

IEC 60204-1, Sécurité des machines — Equipement électrique des machines — Partie 1:
Régles générales

IEC 61000-2-4:2002, Compatibilité électromagnétique (CEM) — Partie 2-4: Environnement —
Niveaux de compatibilité dans les installations industrielles pour les perturbations conduites a
basse fréquence

IEC[6T000-4-2:2008, Compatibilité électromagnétique (CEM) — Partie 4-2: Techniques dieksai
et de mesure — Essai d’immunité aux décharges électrostatiques

IEC|61000-4-3:2010, Compatibilité électromagnétique (CEM) — Partie 4-3: Technigues d’essai
et de mesure — Essai d’immunité aux champs électromagnétiques rayonnés-aux fréquerices
radijoélectriques / Associée a I'lEC 61000-4-3 (2006-02), amendement 1/ (2007-11) et
amendement 2 (2010-03) ou a I'lEC 61000-4-1 Edition 3.1 (2008-04) et amerdement 2 (2010-
03)

IEC|61000-4-4:2012, Compatibilité électromagnétique (CEM) — Partie’ 4-4: Techniques d’egsai
et de mesure — Essai d’immunité aux transitoires électriques rapides en salves

IEC|61000-4-5:2014, Compatibilité électromagnétique (CEM) — Partie 4-5: Techniques d’egssai
et de mesure — Essai d’immunité aux ondes de choc

IEC|61000-4-6:2013, Compatibilité électromagnétique (CEM) — Partie 4-6: Techniques d’epsai
et |de mesure — Immunité aux perturbations conduites, induites par les champs
radioélectriques

IEC|61000-4-29:2000, Compatibilité électromagnétique (CEM) — Partie 4-29: Techniques
d’egsai et de mesure — Essais d'immunité aux creux de tension, coupures breves et variations
de fension sur les accés d'alimentation en courant continu

IEC|61000-4-34:2009, Compatibilité électromagnétique (CEM) — Partie 4-29: Techniques
d’egsai et de mesure — Essais'd'immunité aux creux de tension, coupures bréves et variatjons
de |tension pour matériel ayant un courant d’alimentation de plus de 16 A par phase;
Améndement 1; Corrigendum 1

IEC|61000-6-7:2014, Compatibilité électromagnétique (CEM) — Partie 6-7: Normes génériques
— Exigences d'immunité pour les équipements visant a exercer des fonctions dans un syst¢me
lié g4 la sécyriteé (sécurité fonctionnelle) dans des sites industriels

IEC|64400-21:2008, Eoliennes — Partie 21: Mesurage et évaluation des caractéristiqueq de
qualite de puissance des éoliennes connectées au réseau

IEC 61508-1:2010, Sécurité fonctionnelle des systémes électriques / électroniques /
électroniques programmables relatifs a la sécurité — Partie 1. Exigences générales

IEC 61508-2:2010, Sécurité fonctionnelle des systemes électriques / électroniques /
électroniques programmables relatifs a la sécurité — Partie 2: Exigences pour les systemes
électriques/électroniques/électroniques programmables relatifs a la sécurité

IEC 61508-3:2010, Seécurité fonctionnelle des systemes électriques / électroniques /
électroniques programmables relatifs a la sécurité — Partie 3: Exigences concernant les
logiciels
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IEC 61508-6:2010, Sécurité fonctionnelle des systéemes électriques / électroniques /
électroniques programmables relatifs a la sécurité — Partie 6: Lignes directrices pour
I’application de la CEl 61508-2 et de la CEIl 61508-3

IEC 61508-7:2010, Sécurité fonctionnelle des systémes électriques / électroniques /
électroniques programmables relatifs a la sécurité — Partie 7: Présentation de techniques et
mesures

IEC 61800-1, Entrainements électriques de puissance a vitesse variable — Partie 1:
Exigences générales — Spécifications de dimensionnement pour systemes d'entrainement de

H 3 H | £ i bt £ H
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IEC|61800-2:2015, Entrainements électriques de puissance a vitesse variable </Partie 2:
Exigences générales — Spécifications de dimensionnement pour systemes d'entrainemenf de
puigsance a vitesse variable en courant alternatif et basse tension

[

IEC|61800-3:2012, Entrainements électriques de puissance a vitesse,variable — Partie 3:
Exigences de CEM et méthodes d'essais spécifiques

IEC|61800-4, Entrainements électriques de puissance a vitesse variable — Partie 4:
Exigences générales — Spécifications de dimensionnement pour systemes d'entrainements de
puigsance en courant alternatif de tension supérieure a 1 000,V-alternatif et ne dépassant|pas
35 kv

IEC|61800-5-1:2007, Entrainements électriques de pujssance a vitesse variable — Partie 5-1:
Exigences de sécurité — Electrique, thermique et énergétique

ISO[13849-1:2006, Sécurité des machines — Parties des systemes de commande relatives a
la sgcurité — Partie 1: Principes généraux de.eonception

1ISO| 13849-2:2012, Sécurité des machines — Parties des systemes de commande relatives a
la sgcurité — Partie 2: Validation

3 |Termes et définitions

Pour les besoins du présent document, les termes et définitions suivants s’appliquent] Le
Tablleau 1 donne uné liste alphabétique des termes et définitions.
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Tableau 1 — Liste alphabétique des termes et définitions

3.1 module d’entrainement 3.12 | danger 3.23 | Sous-fonction(s) de sécurité
principal (d’'un PDS(SR))
variateur BDM
3.2 catégorie 3.13 | installation 3.24 |intégrité de sécurité
3.3 module d’entrainement 3.14 | durée de mission 3.25 | niveau d’intégrité de sécurité
complet
™ SIL
équipement variateur CDM
3.4 défaillance de cause commune [ 3 15 | mode de fonctionnement 326 :yeh‘:mn relatif 3 la sécurité
3.5 défaillance dangereuse 3.16 | PDS(SR) 3.27 | Spécification des exigenceq de
sécurité
SRS
3.6 couverture du diagnostic 3.17 | fréquence moyenne de 3.28 | capacité SIL
défaillance dangereuse
DC
PFH
3.7 Essai(s) de diagnostic 3.18 | niveau de performance 3.29 | sous-systeme
PL
3.8 de sécurité intrinséque, a 3.19 | défaillance en sécurité 3.30.)| défaillance systématique
slreté intégrée
3.9 état de sécurité intrinséque, 3.20 | proportion de défaillanees\|"3.31 | intégrité de sécurité
état a slreté intégrée en sécurité systématique
FS SFF
3.1 fonction de réaction au défaut | 3.21 | état de sécurité 3.32 | validation
3.1 sécurité fonctionnelle 3.22 | fonction de“sécurité 3.33 | vérification
NOTE Dans l'ensemble de la présente Norme.internationale, les références aux définitions suivantes [sont
indiquées en italique.
31
module d’entrainement principal
varjateur BDM
conyertisseur électronique‘de puissance et commande associée, connecté entre une solirce
d'allmentation électrique et un moteur
Notel 1 a I'article: Le BDM est capable de transmettre I'énergie de la source d'alimentation électrique au motejur et
peut|étre égalementicapable de transmettre I'énergie produite par le moteur a la source d'alimentation électrigie.
Notel 2 a l'artiete’, Le BDM commande tout ou partie des paramétres suivants relatifs a I'énergie transmise au
motdur et a celle’fournie par celui-ci: courant, fréquence, tension, vitesse, couple, force.
Notel 3 /4 \article: L’abréviation «BDM» est dérivée du terme anglais développé correspondant «basic frive
modyilem.
[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.1]
3.2
catégorie

classification des parties relatives a la sécurité d'un PDS(SR) liée a leur résistance aux
défauts et a leur comportement consécutif a des défauts et qui est obtenue par I'architecture

des

parties, la détection des défauts et/ou leur fiabilité

[SOURCE: ISO 13849-1, définition 3.1.2 modifiée] remplacement de “systéme de commande”

par

“PDS(SR)”
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3.3

module d’entrainement complet

MEC

équipement variateur, CDM

module d'entrainement comprenant, de maniére non exhaustive, le BDM et des composants
associés, tels que des dispositifs de protection, des transformateurs et des dispositifs
auxiliaires. Toutefois, le moteur et les capteurs mécaniquement couplés a I'arbre du moteur
ne sont pas inclus

Note 1 & l'article: L’abréviation “CDM” est dérivée du terme anglais développé correspondant “complete drive
module”.

[SO|URCE: IEC 61800-3:2004/AMD1:2011, 3.1.2]

3.4
défaillance de cause commune
défaillance résultant d’'un ou plusieurs événements qui, provoquant_des défaillarjces
simpltanées de deux ou plusieurs canaux séparés dans un systéme multicanal, conduit p la
défaillance de la sous-fonction de sécurité

[SOURCE: IEC 61508-4:2010, 3.6.10 modifiée] remplacement de “conduit a la défaillancg du
sys{éme” par “conduit a la défaillance de la sous-fonction de séctirité”

3.5
défaillance dangereuse
défIiIIance d’'un composant et/ou sous-systéme et/ou-systéme ayant une influence sur la mise
en ¢euvre de la sous-fonction de sécurité qui:

a) provoque la défaillance d’une sous-fonction' de sécurité d’'un PDS(SR) de sorte |que
’équipement ou la machine entrainé(e) par le PDS(SR) est mis(e) dans un état dangeneux
pu potentiellement dangereux, ou

b) diminue la probabilité que la sous-fonction de sécurité fonctionne correctement

[SOURCE: IEC 61508-4:2010, 3.6.7 modifiée — remplacement de “EUC” par “PDS(SR)”,
suppression de “lorsque c’est nécessaire”]

3.6
couverture du diagnostic
DC
proportion de défaillances dangereuses détectées par les essais de diagnostic automatiqugs

Notel 1 a I'article’L_Cette couverture peut également étre exprimée par le rapport entre la somme des taux de
défalllance dafigereuse App détectés et la somme des taux de défaillance dangereuse totaux iy: DC = £4,,/34,.

Notel 2 a (‘asticle: La couverture du diagnostic peut se rapporter a tout ou partie du systeme relatif a la sécyrité.
Elle peut, par exemple, étre disponible pour les capteurs et/ou les sous-systemes logiques et/ou le sous-sysfeme
de soprtie:

Note 3 a I'article: L’abréviation “DC” est dérivée du terme anglais développé correspondant “diagnostic coverage”.

[SOURCE: IEC 61508-4:2010; 3.8.6 modifiée — suppression de “en ligne” dans “essais de
diagnostic en ligne”]

3.7

essai de diagnostic

essai visant a détecter d'éventuels défauts ou défaillances et a produire des informations
spécifiques au moment de la détection d'un défaut ou d'une défaillance
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3.8

de sécurité intrinséque

a sareté intégrée

qualifie une entité qui est congue en vue d'éviter que ses défaillances n'entrainent des
pannes dangereuses

[SOURCE: IEC 60500:1998, 821-01-10 modifiée — remplacement de “critiques” par
“dangereuses’]

3.9
éta"d‘E'Sé'CUfH.‘é'msequc
étal a sareté intégrée

FS
étall de sécurité défini, issu généralement d’'une défaillance

Note] 1 a l'article: Etat de sécurité intrinséque, état a sdreté intégrée (FS) est utilisé dans Id présente norme en
lieu ¢t place de I'état défini (DS ou defined state en anglais) de I'l[EC 61000-6-7.

Notel 2 a I'article: L’abréviation “FS” est dérivée du terme anglais développé correspondant “fail safe”.

3.10
fongtion de réaction au défaut
fongtion initié¢e au moment de la détection, au sein du PDS(SR), d'un défaut ou djune
défaillance susceptible de causer une perte de la sous-foaction de sécurité. La fonction de
réagtion au défaut vise a maintenir la sécurité de l'installation ou a prévenir I'émergencg de
situptions dangereuses dans l'installation

3.11
sécurité fonctionnelle
soup-ensemble de la sécurité globale se* rapportant au PDS(SR) qui dépend| du
fongtionnement correct des parties du PDS(SR) relatives a la sécurité et des disposgitifs
extgrnes de réduction de risque

Notel 1 a I'article: La présente norme ne_prend en considération que les aspects de la définition de la sédurité
fonctionnelle qui dépendent du fonctionnement correct du PDS(SR).

[SOURCE: IEC 61508-4:2010; définition 3.1.12 modifiée — remplacement de “I'EUC ef au
sys{éme de commande de 'EUC” par “PDS(SR) ”; remplacement de “systémes E/E/PE relatifs
a 13 sécurité et des” par “parties du PDS(SR) relatives a la sécurité et des dispoditifs
extgrnes”]

3.11
danger

phénoméne dangereux
soufce potentielle de dommage

Note 2 : court
(par exemple, feu et explosion), mais aussi le danger a long terme sur la santé d’une personne (par exemple,
dégagement d’une substance toxique).

[SOURCE: IEC 60050-351:2013, 351-57-01, note 1 a l'article modifiée]

3.13

installation

PDS(SR), équipement entrainé par le PDS(SR) et éventuellement un autre équipement (voir
Figure 1)

Note 1 a l'article: Le terme “installation” est également utilisé dans la présente norme internationale pour
désigner le processus d'installation d'un PDS(SR). Dans ces cas-la, le terme “action d’installation” est utilisé dans
la présente norme.
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3.14

durée de mission

™

durée spécifiée de fonctionnement des parties relatives a la sécurité du PDS(SR), cumulée au
cours de I'ensemble de son cycle de vie

Note 1 a l'article: L’abréviation “TM” est dérivée du terme anglais développé correspondant “mission time”.

3.15

mode de fonctionnement
utilisation prévue d'une sous-fonction de sécurité, en rapport avec la fréquence des
solllcitations, qui peut étre soit en mode a faible sollicitation, soit en mode a sollicitdtion
eleyée, soit en mode continu

Notel 1 a I'article: Mode a faible sollicitation: lorsque la fréquence des sollicitations de fonctionnement aved une
soug-fonction de sécurité n’est pas supérieure a une par an.

Notgl2 a Il'article: Mode a sollicitation élevée et mode continu: lorsque la fréquence |des sollicitation$ de
fonclionnement avec une sous-fonction de sécurité est supérieure a une par an.

Notel 3 a l'article: En général, le mode de fonctionnement a faible sollicitation est\défini comme inadapté| aux
applications PDS(SR). De ce fait, la présente norme considéere que les PDS(SR) fonctionnent principalement fans
le mpde a sollicitation élevée ou le mode continu.

[SOURCE: IEC 61508-4:2010; 3.5.16 modifiée] combinaison ,de’ “mode a sollicitation éleyée”
et “mode continu”; définition réduite a des indications de duréé

3.1
PD$(SR)
entnainement électrique de puissance a vitesselvariable, fournissant des sous-fonctiong de
séclrrité

3.17
fréquence moyenne de défaillance dangereuse
PFH
fréquence moyenne d'une défaillance dangereuse d’'un PDS(SR) pour exécuter la sous-
fongtion de sécurité spécifiée pendant une période de temps donnée

Notel 1 & I'article: Dans I'lEC 62061, I'abréviation PFHp est utilisée.

Notel 2 & I'article: L’abréviation “PFH” est dérivée du terme anglais développé correspondant “probability |of a
failufe per hour”.

[SOURCE: IEC.61508-4:2010; 3.6.19 modifiée — remplacement de “systémes E/E/PE relatifs
a la|sécurité”Ppar “PDS(SR)’]

3.1

niv*au de performance
PL
niveau discret d’aptitude de parties relatives a la sécurité a réaliser une sous-fonction de
sécurité dans des conditions prévisibles

Note 1 a I'article: L’abréviation «PL» est dérivée du terme anglais développé correspondant «performance level».

[SOURCE: ISO 13849-1:2006, 3.1.23 modifiée — remplacement de “fonction de sécurité” par
“sous-fonction de sécurité”)

3.19

défaillance en sécurité

défaillance d'un composant et/ou sous-systéme et/ou systéme ayant une influence sur la mise
en ceuvre de la sous-fonction de sécurité qui:
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a) conduit au fonctionnement parasite de la sous-fonction de sécurité avec la potentialité de
mettre le PDS(SR) (ou une partie de celui-ci) dans un état de sécurité ou de maintenir un
état de sécurité, ou

b) augmente la probabilité du fonctionnement parasite de la sous-fonction de sécurité avec
la potentialité de mettre le PDS(SR) (ou une partie de celui-ci) dans un état de sécurité ou
de maintenir un état de sécurité

[SOURCE: IEC 61508-4:2010; 3.6.8 modifiée — remplacement de “élément” par “composant”;
remplacement de “EUC” par “PDS(SR)”]

3.2
proportion de défaillances en sécurité
SF
propriété d’'un composant et sous-systemes relatifs a la sécurité définie par le\rapport [des
taux de défaillance moyens des défaillances en sécurité et dangereuses détectées et |des
défaillances en sécurité et dangereuses

Note] 1 a l'article: Ce rapport est représenté par I’équation suivante: SFF = (£4g + ZApD)/(EAs + ZAD).
Notel 2 & I'article:  Voir I'Annexe C de I'lEC 61508-2:2010.

Notel 3 a l'article: L’abréviation «SFF» est dérivée du terme anglais développé correspondant «Safe fdilure
fractjon».

[SOURCE: IEC 61508-4:2010; 3.6.15 modifiée — remplacément de “élément” par “composgant
et spus-systéemes”]

3.2
étaf de sécurité
étaffdu PDS(SR) lorsque la sécurité est réalisée

Notel 1 a l'article: Pendant son évolution depuis-un état potentiellement dangereux vers un état de sécurité final,
le PDS(SR) est susceptible de passer par un certain nombre d'états de sécurité intermédiaires.

[SOURCE: IEC 61508-4: 2010; 3.4.13 modifiée — remplacement de “EUC” par “PDS(SR)’]

3.27
fonction de sécurité
fongtion a réaliser pariun systéme relatif a la sécurité ou par un dispositif externe| de
réddiction de risque; ‘prévue pour assurer ou maintenir un état de sécurité de I’équipement ou
de Ia machine entratné(e) par le PDS(SR), par rapport a un événement dangereux spécifique

[SOIgRCE: IEC 61508-4:2010; 3.5.1 modifiée — suppression de “ E/E/PE”; remplacemeni de
“‘EUIC” parPequipement ou de la machine entrainé(e) par le PDS(SR)"]

3.21
sous-fonction de sécurité, <d’un PDS(SR)>

fonction(s), selon une performance de sécurité spécifiée, dont tout ou partie est a réaliser par
un PDS(SR) et qui vise(nt) @ maintenir la sécurité de l'installation ou a prévenir I'émergence
de toute condition dangereuse dans l'installation

Note 1 a l'article: Dans de rares cas, la fonction de sécurité de 'application compléte est exclusivement mise en
ceuvre au sein du PDS(SR). Dans ce cas, la fonction de sécurité est toujours appelée “sous-fonction de sécurité”
dans la présente norme (par exemple, une SLS toujours active sans intervention extérieure).

3.24

intégrité de sécurité

probabilité pour qu'un PDS(SR) exécute de maniére satisfaisante une sous-fonction de
sécurité spécifiee dans toutes les conditions énoncées et dans une période de temps
spécifiée
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Note 1 a l'article: Plus le niveau d'intégrité de sécurité du ou des PDS(SR) est élevé, plus la probabilité d'une
défaillance du ou des PDS(SR) dans |'exécution de la sous-fonction de sécurité spécifiée est faible.

Note 2 a l'article: L'intégrité de sécurité peut étre différente pour chaque sous-fonction de sécurité réalisée par le
PDS(SR).

[SOURCE: IEC 61508-4:2010; 3.5.4 modifiée — remplacement de “systéme E/E/PE relatif a la
sécurité” par “PDS(SR)"]

3.25

niveau d'intégrité de sécurité
SIL
nivgau discret (un parmi trois possibles) permettant de spécifier les exigences concérmant
I'intggrité de sécurité d’'une sous-fonction de sécurité attribuée (tout ou partie) a un PDS(SR)

Notel 1 a I'article: Le niveau 3 d'intégrité de sécurité posséde le plus haut degré d'intégrité; le niveau-1 possefle le
plus|bas.

Notel2 a l'article: Le SIL 4 n'est pas pris en compte dans la présente norme car il ne,s'applique pas| aux
exigénces de réduction des risques qui sont normalement associées aux PDS(SR). Pour les exigences relativds au
SIL 4, voir 'lEC 61508.

Notel3 a l'article: Plusieurs conventions d’écriture sont utilisées pour S/Lx.{Dans I’ensemble du présent
document, c’est la forme SIL x qui est utilisée.

Notel 4 a I'article: L’abréviation “SIL” est dérivée du terme anglais développé-correspondant “safety integrity Ievel”.

[SOURCE: IEC 61508-4:2010; 3.5.8 modifiée — remplacement de “correspondant a une plage
de yaleurs d’intégrité de sécurité ou le niveau 4 d'integrité de sécurité posséde le plus haut
degré d'intégrité et le niveau 1 posséde le plus\ bas” par “permettant de spécifier|les
exigences concernant l'intégrité de sécurité d’'une Sous-fonction de sécurité attribuée (touf ou
parfie) a un PDS(SR)"]

3.26
systéme relatif a la sécurité
sys{éme désigné qui, a la fois:

« et en ceuvre les fonctions de’sécurité requises pour atteindre ou maintenir un étaf de
écurité de 'équipement ou'de la machine entrainé(e) par le PDS(SR);

o pst prévu pour atteindre, par lui-méme ou gréce a d’autres dispositifs externes| de
réduction de risque, Fintégrité de sécurité nécessaire pour les fonctions de sécyrité
requises

[SOJURCE: IEC 61508-4:2010; 3.4.1 modifiée — remplacement de “EUC” par “I’équipement ou
de Ip machine-éntrainé(e) par le PDS(SR)”; suppression de “E/E/PE”]

3.27
spécification des exigences de sécurité
SR

spécification qui contient I'ensemble des exigences concernant les sous-fonctions de sécurité
a exécuter par le PDS(SR)

Note 1 a l'article: L’abréviation «SRS» est dérivée du terme anglais développé correspondant «safety
requirements specification»

3.28

capacité SIL

SIL maximal pouvant étre atteint grace a la conception d'un PDS(SR), en tenant compte de
I'intégrité de sécurité systématique et des contraintes architecturales ayant une influence sur
I'intégrité de sécurité du matériel

Note 1 a l'article: Une capacité SIL différente peut étre associée a chacune des sous-fonctions de sécurité
désignées qu'un PDS(SR) est censé assurer.
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Note 2 a l'article: La capacité SIL inclut la capabilité systématique, la satisfaction aux contraintes architecturales
et le taux de défaillance du matériel ou la valeur de la PFH.

3.29

sous-systéme

partie de la conception architecturale de haut niveau d'un systéme relatif a la sécurité ou une
défaillance du sous-systéme conduit a une défaillance d'une fonction relative a la sécurité

Note 1 a l'article: Un PDS(SR) peut étre un sous-systeme en soi, ou étre constitué de plusieurs sous-systemes
distincts qui, une fois assemblés, exécutent la sous-fonction de sécurité a I’étude. Un sous-systéme peut disposer
de plusieurs canaux.

Notel 2 a I'article: Les codeurs, les sections d'alimentation et les sections de commande sont des exemples de
soustsystemes d'un PDS(SR) (voir la Figure 1).

3.3

défaillance systématique
défaillance liée de fagon déterministe a une certaine cause, ne pouvant étre éliminée que|par
une| modification de la conception ou du processus de fabrication() dés procédlres
d’exploitation, de la documentation ou d’autres facteurs appropriés

Notel 1 a l'article: Parmi les exemples de causes de défaillances systématiques)figurent les erreurs humgines
dang:

= |& spécification des exigences de sécurité;
= |& conception, fabrication, action d’installation et exploitation du matériel;
= |4 conception et la mise en ceuvre du logiciel.

Notel 2 a I'article: Dans la présente norme, les défaillances\d'un systéme relatif a la sécurité sont classées en
défalllances aléatoires du matériel ou en défaillances systématiques

[SOURCE: IEC 61508-4:2010; 3.6.6]

3.31
intégrité de sécurité systématique

parIe de l'intégrité de sécurité. (d'un systeme relatif a la sécurité qui se rapporte [aux
défaillances systématiques dans_uh mode de défaillance dangereux

Notel 1 a l'article: L'intégrité de 'sécurité systématique ne peut normalement pas étre quantifiée (a la différende de
I'intggrité de sécurité du matériel qui, habituellement, peut I'étre).

[SOURCE: IEC 61508-4:2010; 3.5.6]

3.3%
validation
confirmatioh, par examen et apport de preuves tangibles, que les exigences particuliéres pour
un Tsage spécifique prévu sont satisfaites

Note 1 a l'article: La validation est l'activité qui consiste a démontrer que le PDS(SR), avant ou aprés l'action
d’installation, correspond en tout point a la spécification des exigences de sécurité.

[SOURCE: IEC 61508-4:2010; 3.8.2, Note 1 a I'article modifiée]

3.33

vérification

confirmation, par examen et apport de preuves tangibles, que les exigences ont été
satisfaites

[SOURCE: IEC 61508-4:2010; 3.8.1, modifiée — Note 1 a I'article enlevée]
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4 Sous-fonctions de sécurité désignées

4.1 Généralités

Cet article décrit les fonctions d’'un PDS(SR) qui peuvent étre désignées comme relatives a la
sécurité par le fournisseur du PDS(SR). Cependant, la liste des sous-fonctions de sécurité
désignées dans cet article n'est pas exhaustive. Les détails de mise en ceuvre des sous-
fonctions de sécurité de base et des sous-fonctions de sécurité complexes comprenant
plusieurs sous-fonctions de sécurité de base, n'ont pas été fournis en raison du grand nombre
de possibilités existant. Dans certains cas, d’autres systemes relatifs a la sécurité, externes
au PDS(SR) (par exemple un frein mécanique), peuvent étre nécessaires pour maintenijr la
sécyrité en 'absence de puissance électrique.

Les| mesures techniques exigées pour mettre en ceuvre ces fonctions dépendent d¢ la
cappcité SIL exigée incluant la probabilité de défaillance matérielle dangereuse exi$ée,
comme indiqué dans la spécification des exigences de sécurité. Les mesures'techniques sont
décrites a I'Article 6.

Chgque sous-fonction de sécurité peut inclure des entrées et/ou~des sorties sires |afin
d’étpblir la communication nécessaire avec d’autres fonctions, soWs=systemes ou systémes
(quif peuvent ou non étre relatifs a la sécurité) ou de les activer.

Cerlaines sous-fonctions de sécurité réalisent uniquement.des actions de contrble; d’augres
réalisent une commande de sécurité adéquate ou d’autres tadches. Par conséquent [une
dist|nction doit étre faite entre:

— |a réaction a la violation de limites (pertinente unriquement pour les fonctions de contrdle):

a fonction de réaction quand une viglation de limites est détectée durany le
onctionnement correct de la sous-fonction,de sécurité; et

— |a fonction de réaction au défaut (pertinente pour toutes les sous-fonctions de sécurité):

a fonction de réaction quand des-diagnostics détectent un défaut dans la sous-fonctiof de
sécurité.

Ceq deux fonctions de réaction-doivent prendre en compte les différents états de sécyrité
pospibles de I'application.

La gélection de la fonction de réaction appropriée doit tenir compte du fait que des parties du
PD$(SR) peuvent ne pas fonctionner.

Les|exigences.liees au temps, pour les actions exigées aprés une détection de défaut, sont
donhées par-lda Spécification des exigences de sécurité (voir 5.5).

Les|noms)des sous-fonctions de sécurité comportent les mots «slr(e)» ou «en toute sécurnité»
afin| d'indiquer que ces fonctions peuvent étre utilisées dans une application relative & la
sécurité sur les bases dune analyse (cest-a-dire une analyse du risque) de ['application
spécifique, permettant ainsi au PDS(SR) de mettre en ceuvre les fonctions de sécurité et
assurer leur intégrité

NOTE Pour des exemples détaillés des sous-fonctions du PDS(SR) spécifiées dans le présent article, voir la
Bibliographie (rapport IFA 7/2013e).

4.2 Sous-fonctions de sécurité
4.2.1 Généralités

Dans la plupart des cas, les fonctions de sécurité du PDS(SR) font partie des fonctions de
sécurité d’'une application, par conséquent les fonctions de sécurité du PDS(SR) sont
appelées sous-fonctions de sécurité dans ce document. La Figure 2 donne un exemple de
fonction de sécurité comprenant des sous-fonctions de sécurité:
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Systéme (machine, processus) avec une fonction de sécurité, par exemple, «arrét machine sr»

Sous-systeme 1
(par exemple, Sous-fonction de sécurité 1

interrupteur de porte, (par exemple, signal d’entrée sar)
rideau de lumiére)

—

NOT]
drive

4.2,

Lorg
plus

défipies.

NOT]
en c
pren
Une
spé

4.2,
4.2,

(( Sous-sysieme |2. ] Sous-fonction de sécurité 2
d‘;a;:;‘erﬁ‘:g ePLrg ad'z {par-exemple—tvaluationtegiaue-strey
urité,
L sécurité) J

|_L

Sous-systeme 3

Sous-fonction de sécurité 3
PDS(SR) (par exemple, arrét sar 1)

IEC

Figure 2 — Fonction de sécurité comprenant des sous-fonctions de sécurité

E  Pour de plus amples informations sur les sous-fonctiohs’ de sécurité, voir le rapport IFA 7/2013e:
controls with frequency converters” (voir Bibliographie).

2 Valeurs limites

ieurs parameétres, la ou les tolérances maximales de la ou des valeurs limites doivent

E La spécification de toute valeuf.limite peut prendre en compte un éventuel dépassement de la valeur |
hs de violation de cette limite..Rar’exemple, la spécification de(s) valeur(s) limite(s) de position en 4.2.4.9
Hre en compte la(les) distan¢e(s) maximale(s) permise(s) pour le dépassement.

sous-fonction del\sécurité particuliere peut avoir une ou plusieurs valeurs lim
cifiées, qui peuvént étre sélectionnées durant le fonctionnement.

3 Fonctions d’arrét

3.1 Généralités

DivTrses méthodes d’arrét sont applicables a chaque type de PDS(SR).

‘1Safe

qu’une sous-fonction de sécurité dépend d’une ou de plusieurs valeurs limites pour un ou

Etre

mite
peut

ites

Les exigences sur la commande d’initialisation d’une séquence d’arrét et de maintien de ce
mode une fois l'arrét obtenu, sont spécifiques a I'application. Des commandes manuelles
séparées et des raccordements distincts des circuits de commande peuvent étre nécessaires

pou

r atteindre les performances souhaitées des fonctions d’arrét.

NOTE Lors de I'application de fonctions d’arrét de sécurité pour des fonctions telles que la prévention d’un
démarrage ou d’un arrét d’urgence intempestif, les normes correspondantes peuvent étre prises en considération,
par exemple, IEC 60204-1, ISO 13850, ISO 12100, ISO 14118.

Les exigences particuliéres a la réalisation de 'arrét peuvent étre spécifiées par les clients du
fabricant du PDS(SR). En pratique, les exemples suivants de fonctions d’arrét sont souvent

utili

sés.
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4.2.3.2 Suppression sire du couple (STO ou safe torque off en anglais)

Cette fonction empéche toute délivrance de la puissance de génération de forces au moteur.

Cette sous-fonction de sécurité correspond a un arrét non contr6lé conformément a l'arrét de
catégorie 0 de I'lEC 60204-1.

NOTE 1 Cette sous-fonction de sécurité peut étre utilisée lorsque la suppression de la puissance est exigée afin
d’éviter un démarrage intempestif conformément a I'lSO 14118.

NOTE 2 En présence d’influences externes (par exemple, la chute de charges suspendues), des mesures
com iélllﬁll‘ldilb‘b \'Jdl U)\L‘;IIIP;C, UIUD rlUilIb |||c'\,a||iu|ut;a} pb‘uvﬁll‘l é‘llb‘ Ilébﬁbbd;lcb afiu dC PIC’VUII;I ‘lUu;. u’auycl.

NOTE 3 Des moyens électroniques et certains contacteurs ne conviennent pas pour la protection_cCaentre| des
chogs électriques.

NOTE 4 La fonction étant active, un mouvement limité demeure possible en cas de défaillance. de la seftion
d’alipnentation du PDS(SR).

4.23.3 Arrét sir 1 (SS1)
Cette fonction est spécifiée soit comme:

a) [Arrét sir 1 a commande de décélération
551-d

nitie et commande le taux de décélération du motéur dans des limites choisies pour
arréter le moteur et exécute la fonction STO (voir 4.2:3.2) lorsque la vitesse du moteurn est
en dessous d'une limite spécifiée; soit

b) (Arrét sir 1 a contrdle de rampe
5S1-r

nitie et contrble le taux de décélération~du moteur dans des limites choisies pour arrgter
e moteur et exécute la fonction STO, lIorsque la vitesse du moteur est en dessous djune
imite spécifiée; soit

c) |Arrét sdr 1 a contrdle du temps
5S1-t

nitie la décélération du-moteur et exécute la fonction STO aprés écoulement d’un tepps
5pécifique a 'application:

Cette sous-fonctionde- sécurité correspond a un arrét contr6lé conformément a l'arré{ de
categorie 1 de I'lEC 60204-1.

NOTE L’arrét controlé de SS1-t peut échouer de maniére non détectée, par conséquent SS1-t ne peut pas|étre
appligué si cettesdéfaillance peut entrainer une situation dangereuse dans le cadre de I'application finale.

4.23.4 Arrét sir 2 (SS2)

Cette-fonction-est epnr\lflnn soit comme:

a) Arrét sir 2 a commande de décélération
S$S2-d

initie et commande le taux de décélération du moteur dans des limites choisies pour
arréter le moteur et exécute la fonction «maintien sir a I'arrét» (voir 4.2.4.1) lorsque la
vitesse du moteur est en dessous d’'une limite spécifiée; soit

b) Arrét sir 2 a contrdle de rampe
S$S2-r

initie et contrdle le taux de décélération du moteur dans des limites choisies pour arréter
le moteur et exécute la fonction «maintien sir a Il'arrét» lorsque la vitesse du moteur est
en dessous d’'une limite spécifiée; soit
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c) Arrét sar 2 a contréle du temps

SS2-t

initie la décélération du moteur et exécute la fonction «maintien sir a l'arrét» apres

écoulement d'un temps spécifique a I'application.

Cette sous-fonction de sécurité SS2 correspond a un arrét contré6lé conformément a 'arrét de
catégorie 2 de I'lEC 60204-1.

NOTE L’arrét contrélé de SS2-t peut échouer de maniere non détectée, par conséquent, I'arrét sr SS2-t ne peut
pas étre appliqué si cette défaillance peut entrainer une situation dangereuse dans le cadre de I'application finale.

4.2.

4.24.1 Généralités

Dan
seu
infé

4.24.2 Maintien siir a ’arrét (SOS ou safe operating stop en anglais)

Cet
d’arn
extd

NOT
PDS

4.2,

Cet
déc

4.2

Cet
spé

4.2,
Cet

4.2,
Cet

4.2,

4.4 Fenétre d’accélération-slire (SAR ou safe acceleration range en anglais)

4 Fonctions de controle

s les descriptions de fonctions suivantes, le terme “empéche” indique qul h'y a qu’

rieure. Dans les autres cas, aucune différence n’est faite.

rét. Le PDS(SR) fournit de I'énergie au moteur pour lui permettre de résister aux fo
rnes.

FE  Cette description d’une fonction d’arrét opérationnel est’basSée sur la mise en ceuvre au moyen
SR) sans freins externes (par exemple mécaniques).

4.3 Limitation sdre de I’accélération (SLAou safely-limited acceleration en
anglais)

e fonction empéche le moteur de dépasser la limite spécifiée d’accélération et/ou
Plération.

e fonction maintient I'accélération et/ou la décélération du moteur dans les |im
Cifiées.

4.5 Limitation.stre de la vitesse (SLS ou safely-limited speed en anglais)

e fonction empéche le moteur de dépasser la limite spécifiée de la vitesse.

4.6 Fenétre de vitesse siire (SSR ou safe speed range en anglais)

e fonction maintient la vitesse du moteur dans les limites spécifiées.

une

e limite et le terme “maintient” indique qu’il existe une limite supérieure”et une limite

e fonction empéche le moteur de dépasser une valeur définie, a partir de la position

ces

d’un

de

ites

4.7 Limitation sdre du couple (SLT ou safely-limited torque en anglais)

Cette fonction empéche le moteur de dépasser la limite spécifiée du couple (ou de la force,

qua

4.2,

nd un moteur linéaire est utilisé).

4.8 Plage de couple siire (STR ou safe torque range en anglais)

Cette fonction maintient le couple moteur (ou la force, quand un moteur linéaire est utilisé)

dan

s les limites spécifiées.
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4.2.4.9 Limitation sire de la position (SLP ou safely-limited position en anglais)

Cette fonction empéche I'arbre moteur (ou I'entrainement, quand un moteur linéaire est utilisé)
de dépasser la ou les limites de position spécifiées.

4.2.4.10 Limitation sare de lI'incrément (SLI ou safely-limited increment en anglais)

Cette fonction empéche I'arbre moteur (ou I'entrainement, quand un moteur linéaire est utilisé)
de dépasser la limite spécifiée pour I'incrément de position.

NOTE__Cette fonction permet au PDS(SR) de contrdler les incréments de mouvements d’'un moteur comme suit:

. in signal d’entrée (par exemple marche) initie un incrément de mouvement avec une course maximale
Epécifiée controlée en toute sécurité.

. hprés accomplissement de la course exigée pour cet incrément, le moteur est arrété et est maintenu dang cet
Btat, de fagcon appropriée a I'application.

4.24.11 Sens de rotation sir (SDI ou safe direction en anglais)
Cetfe fonction empéche I'arbre moteur de tourner dans le sens non prévu-au-dela d’une limite
défipie.

4.24.12 Température moteur sire (SMT ou safe motor temperature en anglais)

Cette fonction empéche la ou les températures moteur de dépasser une ou des limites halites
spétifiées.

NOTE La sous-fonction de sécurité SMT peut étre utilisée pour la protection contre la surchauffe d’'un moteyr en
atmdsphere explosive. Cependant, elle n'assure pas de protection contre d’autres risques tels que les étincglles.
Pour de plus amples informations, voir la série de normes [EC 60079. Des informations générales pour I'utilisption
d’'un|PDS(SR) dans des applications en atmosphére explesive sont fournies dans I'lEC 61800-2:2015.

4.24.13 Position siire de la came (SCA.ou safe cam en anglais)

Cette fonction fournit un signal de sortie@ sir pour indiquer que la position de I'arbre moteur se
situp dans une plage spécifiée.

4.24.14 Contrédle sir de la‘vitesse (SSM ou safe speed monitor en anglais)

Cette fonction fournit un.sighal de sortie sOr pour indiquer que la vitesse du moteur esf en
despous d'une limite spgcifiée.

4.2/5 Fonctions-de sortie — Commande sire des freins (SBC)

Cette fonctiondfournit un ou plusieurs signaux de sortie slirs pour commander un ou plusig¢urs
freims externes.

5 |Gestion de la sécurité fonctionnelle

5.1 Objectif

Le premier objectif de cet article est de spécifier les responsabilités de gestion de la sécurité
fonctionnelle et des activités a effectuer par les personnes responsables.

Le second objectif de cet article est de présenter le cycle de vie du développement du
PDS(SR) et de donner une vue d’ensemble de ses phases.

NOTE Les mesures organisationnelles traitées dans cet article prévoient la mise en ceuvre effective des
exigences techniques et ont pour unique objectif la réalisation et le maintien de la sécurité fonctionnelle des
systéemes du PDS(SR). Ces mesures sont distinctes et séparées des mesures de santé et de sécurité générales
nécessaires a I'obtention de la sécurité sur le lieu de travail.
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5.2 Exigences concernant la gestion de la sécurité fonctionnelle

Les exigences de I’Article 6 de I'lEC 61508-1:2010 s’appliquent.

5.3 Cycle de vie du développement du PDS(SR)

La Figure 3 représente le cycle de vie du développement du PDS(SR) avec des références
croisées avec les paragraphes appropriés de la présente norme, ce cycle étant composé des
phases 1 a 8.

10) qu cycle de vie de sécurité global de I'lEC 61508-1:2010.

L'Amnexe A présente ces informations sous la forme d’une table de taches séquentielles.

Planification de la gestion de la sécurité
fonctionnelle du PDS(SR)

y

Spécification des exigences de sécurité du PDS(SR)

Architecture du systéme de sécurité du RDS(SR)

\ 4
Conception et
développément du

PDS(SR).y compris les
ASIC et le logiciel

Planification de la
validation de sécurité
du PDS(SR)

Procédures d'installation,
de mise en service,
d'exploitation et de

maintenance du PDS(SR)

Intégration du PDS(SR)

»ld

A 4

Validation de sécurité du
PDS(SR)

IEC

Pouf la phase*1, voir 5.4.
(phgseQ\—voir NOTE)

Pour la phase 2, voir 5.5.
(phase 9 — voir NOTE)

Pour la phase 3, voir 5.6.
(phase 10.1 — voir NOTE)

Pour la phase 4, voir 5.4 e)
(phase 10.2 — voir NOTE)

Poul_la.phase 5. voir

Pour |a phase 6, voir 6.5

Pour |a phase 7, voir

Pour |a phase 8, voir

I'Article 6 (phase 10.3 —
voir NOTE)

(phase 10.4 — voir NOTE)

I'Article 7 (phase 10.5 —
voir NOTE)

I’Article 8 (phase 10.8 —
voir NOTE)

NOTE Phase correspondante du cycle de vie de sécurité global de I'lEC 61508-1:2010.

Figure 3 — Cycle de vie du développement du PDS(SR)

54

Planification de la gestion de la sécurité fonctionnelle du PDS(SR

Un plan doit étre généré et mis a jour si nécessaire tout au long du développement complet
du PDS(SR). Il doit définir les activités exigées pour satisfaire aux Articles 5 a 10 et spécifier
les personnes et leurs compétences, le ou les services, ou la ou les organisations
responsables pour accomplir ces activités.


https://iecnorm.com/api/?name=8fc987f91b6ad52cbbb446e1a416cba5

- 110 - IEC 61800-5-2:2016 © IEC 2016

En particulier, le plan doit prendre en compte ou comprendre les éléments suivants en
fonction de la complexité du PDS(SR).

a)

b)

d)

Génération de la spécification des exigences de sécurité (voir 5.5), incluant des facteurs
tels que:

le personnel responsable de la génération et du maintien de la spécification des
exigences de sécurité;

le choix de méthodes permettant d’éviter de commettre des erreurs durant la
génération de la spécification des exigences de sécurité (voir Annexe B de
I'IEC 61508-2:2010);

la prise en compte des exigences issues de directives et de normes pour |des
applications cibles spécifiques du PDS(SR);

le personnel responsable de la vérification de la spécification des exigences| de
sécurité;
le processus pour la modification de la spécification des exigences de sécurité lorsque
le développement a débuté.

(Génération de la spécification de I'architecture du systéme de sécurité (voir 5.6), inclyiant
des facteurs tels que:

le personnel responsable de la génération et du maintien de la spécification| de
I"architecture du systéme de sécurité;

le choix de méthodes permettant d’éviter de ,coemmettre des erreurs duranf la
génération de la spécification de I'architecture du-systéme de sécurité (voir Annexe B
de I'lEC 61508-2:2010);

la prise en compte des exigences issues “de directives et de normes pour [des
applications cibles spécifiques du PDS(SR);

le personnel responsable de la vérification de la spécification de I'architecturg du
systéme de sécurité;

le processus pour la modificationide la spécification de I'architecture du systémeg de
sécurité lorsque le développement a débuté.

Conception et développement(e la ou des sous-fonctions de sécurité dans le PDS($R),
ncluant (le cas échéant) des fdacteurs tels que:

le personnel responsable de la conception et du développement;

la sélection des méthodes de développement de produit et de gestion de projet (voir
B.1.1 de I'lEC_64508-7:2010);

la prise en compte des directives et des normes de sécurité fonctionnelle applicablés a
la conception d’équipements incorporant le PDS(SR) d’'une application cible, tels gql’un
équipement de contréle de processus ou une machine (par exemple, ISO 13849-[1 et
IEC 62061);

la méthode de documentation de projet (voir B.1.2 de I'lEC 61508-7:2010);
Vapplication des techniques structurées de conception (voir B.3.2 | de

'EC 61508-7:2010);
I'application de techniques de modularisation (voir B.3.4 de I'lEC 61508-7:2010);

I'utilisation d’outils de conception basés sur des méthodes informatisées (voir B.3.5 de
'EC 61508-7:2010);

la méthodologie de vérification de la conception;
la gestion de modifications en conception (aussi bien matérielle que logicielle).

Un plan de vérification de la ou des sous-fonctions de sécurité incluant des facteurs tels
que:

le personnel responsable de la vérification,;
la sélection des stratégies, des techniques et des outils de vérification;
la sélection et la documentation des activités de vérification;
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e)

f)

g)

la sélection et l'utilisation d’équipements pour les essais;

I'évaluation des résultats de vérification obtenus par des essais et par I'équipement de
vérification.

plan de validation de la ou des sous-fonctions de sécurité comprenant:
le personnel responsable des essais de validation;
I'identification des modes de fonctionnement pertinents pour le PDS(SR);

les procédures a appliquer afin de valider la mise en ceuvre correcte de chaque sous-
fonction de sécurité du PDS(SR), ainsi que les criteres de réussite/échec pour la
réalisation des essais;

Planification de la documentation de I'utilisateur relative a la sécurité, incluant:

les procédures a appliquer afin de valider l'intégrité de sécurité exigée de_ chaque
sous-fonction de sécurité du PDS(SR), ainsi que les critéeres de réussite/échec podr la
réalisation des essais;

I’environnement exigé pour les essais a effectuer, y compris tous’\les outil§ et
équipements nécessaires (planifier également les outils et équipements qu’il convient
d’étalonner);

les procédures d’évaluation des essais (avec justifications);

les procédures d’essai et les critéres de performance a,appliquer pour valider
limites d’immunité électromagnétique spécifiées;

es

les actions a mettre en ceuvre dans I'’éventualité d’'un‘\échec a satisfaire aux critéres
d’acceptation.

le personnel responsable de la documentatiof de I'utilisateur;
une liste d’'informations significatives relatives a la sécurité qui doivent étre fournies;

le processus de revue pour s’assurer devl’exactitude de la documentation.

| orsqu’une évaluation est exigée (voir I'Article 8 de I'lEC 61508-1:2010), un plan
H’évaluation de la sécurité fonctionnelle, fournissant toutes les informations nécessalires
bour faciliter une évaluation efficace’et comprenant:

le domaine d’application dectiévaluation de la sécurité fonctionnelle;
les organisations impliguées;

les ressources exigées;

les personnes en.charge de I'évaluation de la sécurité fonctionnelle;

le niveau dlindépendance des personnes en charge de I'évaluation de la sécdyrité
fonctionnelle;

la compétence de chaque personne impliquée dans I'évaluation de la sécyrité
fonctionnelle;

les résultats de I'évaluation de la sécurité fonctionnelle;

la fagon dont I'évaluation de la sécurité fonctionnelle est associée a d'aufres

évaluations de Ta sécurité fonctionnelle, et Ta maniére selon laquelle elle doit y étre
intégrée le cas échéant;

les exigences de réalisation d’'une analyse d’impact afin de déterminer quelles parties
de I'évaluation doivent étre répétées dans le cas d’'une modification (voir également
7.16.2 de 'lEC 61508-1:2010)

Pour établir le domaine d’application de chaque évaluation de la sécurité fonctionnelle, il est
nécessaire de spécifier les documents et leur statut de révision, qui doivent étre utilisés
comme éléments d’entrée de chaque activité d’évaluation.

NOTE Le plan peut étre établi par les personnes en charge de I'évaluation de la sécurité fonctionnelle ou par les
personnes en charge de la gestion de la sécurité fonctionnelle, ou peut étre partagé entre elles.
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5.5 Spécification des exigences de sécurité (SRS) pour un PDS(SR)
5.5.1 Généralités

Une spécification des exigences de sécurité pour un PDS(SR) doit étre documentée et doit
comprendre:

— une spécification des exigences des sous-fonctions de sécurité (voir 5.5.2); et
— une spécification des exigences d'intégrité de sécurité (voir 5.5.3).

Ces spécifications doivent étre exprimées et structurées selon les critéres suivants:

— ptre claires, précises, non ambigués, réalisables, vérifiables, vérifiables par eSsaj et
hctualisables;

— ptre rédigées afin d’en faciliter la compréhension par les personnes susceptibles d’utiliser
es informations a tout stade du cycle de vie de sécurité du PDS(SR);

— ptre formulées dans un langage naturel ou formel et/ou sous forme def$chémas logiques
bt séquentiels ou de diagrammes cause-effet qui définissent lesy'sous-fonctions| de
sécurité nécessaires, chaque sous-fonction de sécurité étantdéfinie de manjere
ndividuelle.

Afinl d’éviter de commettre des erreurs durant la compilation‘-de ces spécifications, |des
megures et des techniques appropriées doivent étre employées (voir le Tableau B.1| de
'EC 61508-2:2010).

Les| exigences concernant les matériels et les logiciels relatifs a la sécurité doivent faire
I'objet d’'une revue afin de s’assurer que leur spécification est appropriée.

5.52 Spécification des exigences des sous-fonctions de sécurité

La [spécification des exigences des sous*fonctions de sécurité doit fournir suffisamnent
d’exigences complétes et détaillées pourila conception et le développement du PDS(SR).

La gpécification des exigences des_sous-fonctions de sécurité doit décrire, selon le cas:

a) foutes les sous-fonctions.de sécurité a exécuter;

b) Hes exigences complétes et détaillées suffisantes pour la conception et le développement
du PDS(SR) incluant\toutes les exigences normatives a satisfaire;

NOTE Des exigences/telles que les mesures choisies d’évitement et de maitrise des défauts et les medures
et techniques choisies pour la conception et les essais des logiciels, etc., peuvent figurer dans la spécification
Hes exigences.des’sous-fonctions de sécurité.

c) le mode de fonctionnement applicable concernant la sécurité fonctionnelle;

d) Ja maniére selon laquelle il est prévu que le PDS(SR) atteigne ou maintienne un étaf de
sécurité pour les applications prévues;

e acmaodac da fonectionnamant Ay DNQ/QDY At cnn incfallafings nar ovaemola _loc rdala es
es-modes-de-fonctionnement-du—RDS{SR)-et-soninstalation—parexemple—es+églages,

le démarrage, la maintenance, le fonctionnement normal prévu;
f) tous les modes de comportement exigés du PDS(SR);

g) les fonctions prioritaires actives simultanément susceptibles de créer une situation de
conflit;

h) la ou les actions exigées lorsqu’'une violation des limites est détectée durant le
fonctionnement normal d'une sous-fonction de sécurité (c’est-a-dire la réaction a la
violation de limites, voir 4.1);

i) laou les fonctions de réaction au défaut (voir 4.1 et 6.3);

j) le temps maximal de réaction au défaut nécessaire afin d'activer la réaction au défaut
correspondante a réaliser avant qu'un danger ne se produise dans les applications
prévues (nécessaire seulement si des essais de diagnostic sont réalisés pour atteindre la
capacité SIL);
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k) le temps de réponse maximal de chaque fonction relative a la sécurité (c’est-a-dire les
fonctions de réaction au défaut et de sécurité (voir 6.3);

I) l'importance de toutes les interactions entre matériel et logiciel — le cas échéant, les
contraintes nécessaires entre le matériel et le logiciel doivent étre identifiées et
documentées;

NOTE Lorsque ces interactions ne sont pas connues avant la fin de la conception, seules les contraintes
générales peuvent étre mentionnées.

m) tous les moyens par lesquels I'opérateur interagit avec le PDS(SR) et qui peuvent avoir
une influence sur les fonctions relatives a la sécurité (c’est-a-dire les fonctions de réaction
udéfaut et de Qp'r‘uri’rp')'

n) ftoutes les interfaces, nécessaires pour la sécurité fonctionnelle, entre le PDS(SR)-ef les
putres systémes éventuels (associées directement a l'intérieur ou a I'extérieur| de
'installation).

5.5.3 Spécification des exigences d'intégrité de sécurité
La gpécification des exigences d'intégrité de sécurité relative a un PDS(SR) doit comprendre:

a) pour chaque fonction relative a la sécurité (ou groupe de fonctions relatives a la sécurité
utilisées simultanément), une capacité SIL (ou SIL) ainsi q@*une limite supérieure dg la
valeur de la PFH.

NOTE 1 La capacité SIL est pertinente si le PDS(SR) doit étre définikcomme un composant qui met en oduvre
ine sous-fonction de sécurité conjointement avec d'autres composants.

NOTE 2 Afin de tenir compte de la probabilité de défaillafice dangereuse d'autres composants impliqués, la
brobabilité de défaillance matérielle dangereuse aléatoiré, du”PDS(SR) est généralement inférieure a I’objectif
Chiffré de défaillance associé au SIL attribué a la sods-fonction de sécurité complete. Toutefois, elle |[peut
bgalement étre supérieure si le PDS(SR) doit étre utilisg afin d’exécuter la sous-fonction de sécurité dang une
Configuration redondante, avec d'autres composants.

NOTE 3 Lorsqu'une sous-fonction de sécurité est entiéerement exécutée au sein d'un PDS(SR), la
Epécification des exigences d'intégrité de sécurité n'identifie pas une capacité SIL mais un SIL.

NOTE 4 En cas d'utilisation de matériel courant pour exécuter plusieurs sous-fonctions de sédurité
Eimultanément, la probabilité de défaijllance matérielle dangereuse aléatoire du matériel courant peut étre prise
en considération seulement une fojis_lors de la détermination de la probabilité globale de défaillance matéfielle
Hangereuse aléatoire.

NOTE 5 En ce qui concerne™tn PDS(SR) comportant plusieurs axes, lorsqu'une sous-fonction de sécuritg est
hécessaire sur plusieursaxes, la probabilité de défaillance matérielle dangereuse aléatoire du matériel colirant
beut étre prise en considération seulement une fois lors de la détermination de la probabilité globalp de
jéfaillance matérielle.dangereuse aléatoire.

b) Ja durée de _mission exigée;

c) |Jes condijtions extrémes de tout environnement (y compris ['électromagnétisme)
auxquelles le PDS(SR) risque d'étre soumis lors de son stockage, son transport, |ses
essais, son action d’installation, son fonctionnement et sa maintenance;

NOTE 6 Cette information peut avoir été obtenue pour satisfaire aux exigences de I'IEC 61800-1,
I'lEC 61800-2 ou I'lEC 61800-4. Dans ce cas, il n'est pas nécessaire d'apporter d’autres précisions.

d) toute exigence relative a I'augmentation de I'immunité électromagnétique (voir 6.2.6);

e) les conditions aux limites et de contraintes pour la réalisation du PDS(SR) en raison de la
possibilité de défaillances de cause commune;

f) les mesures d’assurance/contréle de la qualité nécessaires pour la gestion de la sécurité
fonctionnelle (voir Article 6 de I'lEC 61508-1: 2010).
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5.6 Spécification de I’architecture du systéme de sécurité du PDS(SR)
5.6.1 Généralités

5.6.1.1 L'objectif de la spécification de I'architecture du systéme de sécurité est de
préciser la décomposition architecturale du PDS(SR) et les exigences concernant les sous-
systemes et parties de sous-systemes obtenus. (voir Annexe A)

NOTE 1 La spécification de I'architecture du systéme de sécurité est normalement déduite de la spécification des
exigences de sécurité du PDS(SR) en décomposant les sous-fonctions de sécurité et en attribuant les parties des
sous-fonctions de sécurité aux sous-systemes (par exemple, logique de sous-fonction de sécurité, circuits
d’entrée/sortie, alimentation, logiciel). La représentation du PDS(SR) sous forme de sous-systéemes décrit le
PDS oiR) a Ull niveau 4arcriitectiurdlr qul perinet de speclliel 1es exXIgerices CONCcerridit Ces SOUsS-Sysielries. Les
exigences peuvent étre incluses dans la spécification de I'architecture du systéme de sécurité ou étre conserpées
a palt et référencées par la spécification. Les sous-systemes peuvent étre par ailleurs décomposés en_partieq afin
de sftisfaire aux exigences de conception et de développement.

NOTE 2 Une approche plus générale de ce type de spécification est donnée dans I'lEC 61508-2:2010 sous forme
de spécification des exigences relatives a la conception d’un systeme E/E/PE.

5.61.2 La description des sous-systémes et des parties et les exigences respect|ves
doijent étre exprimées et structurées selon les critéres suivants:

— ptre claires, précises, non ambigués, réalisables, vérifiables()>-verifiables par essafi et
Actualisables;

— ptre rédigées afin d’en faciliter la compréhension par les personnes susceptibles d'utiliser
es informations a tout stade du cycle de vie de sécuritéxduyPDS(SR);

— ptre tracables par rapport a la spécification des exigehaces de sécurité du PDS(SR).

5.6.2 Exigences concernant la spécification de\l’architecture du systéme de sécurité

5.6.2.1 La spécification de l'architecture du,~systéme de sécurité doit comprendre
exigences de conception relatives aux sous-fanctions de sécurité et a I'intégrité de sécurit

es

\’A)

5.62.2 La spécification de l'architecture du systéme de sécurité doit comprendre|les
détails de tous les matériels et logiciels nécessaires a I’exécution des sous-fonctiong de
séclirité exigées, comme précisé par'la spécification des exigences des sous-fonctiong de
séclrité du PDS(SR) (voir 5.5.2)( L’architecture doit inclure, pour chaque sous-fonctionl de
sécrité:

a) |es exigences concernantiles sous-systémes et leurs parties selon le cas;

b) Jes exigences concernant I'intégration des sous-systemes et des parties afin de satisfaire
p la spécification.des exigences de sécurité du PDS(SR);

c) Ja performance . de débit qui permet de satisfaire aux exigences du temps de réponse;
d) Jes exigenees‘d’exactitude et de stabilité pour les mesurages et les commandes;
e) le PDS(SR) et les interfaces des opérateurs relatives a la sécurité;

f) Jes (interfaces entre le PDS(SR) et les autres systémes (internes ou externeg a
‘installation);

g) tous les modes de comportement du PDS(SR), notamment le comportement a la
défaillance et la réponse exigée (par exemple, alarmes, arrét automatique) du PDS(SR);

h) l'importance de toutes les interactions matériel/logiciel et, le cas échéant, les contraintes
exigées entre le matériel et le logiciel;

i) les conditions aux limites et de contraintes pour le PDS(SR) et ses sous-systémes
associés, par exemple, contraintes de temporisation ou contraintes dues a la possibilité
de défaillances de cause commune;

j) les exigences spécifiques relatives aux procédures de démarrage et de redémarrage du
PDS(SR).

5.6.2.3 La spécification de l'architecture du systéeme de sécurité doit comprendre les
détails relatifs a la conception, qui permettent d’obtenir le niveau d’intégrité de sécurité pour
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la sous-fonction de sécurité, comme précisé par la spécification des exigences d’intégrité de
sécurité du PDS(SR) (voir 5.5.3), y compris:

a) l'architecture de chaque sous-systeme exigée pour satisfaire aux contraintes
architecturales concernant l'intégrité de sécurité du matériel;

b) tous les paramétres de modélisation de fiabilité pertinents tels que l'intervalle entre essais
de diagnostic exigé du matériel nécessaire pour réaliser I'objectif chiffré de défaillance;

5.6.2.4 La spécification de l'architecture du systéme de sécurité du PDS(SR) doit étre
détaillée en fonction de I'évolution de la conception et mise a jour si nécessaire aprés
modification.

5.62.5 Un groupe approprié de techniques et mesures conformes au Tableau B2 de
'EC 61508-2:2010 doit étre utilisé pour éviter les erreurs au cours de I'élaboration’de la
défipition de la spécification de I'architecture du systéme de sécurité du PDS(SR).

5.62.6 Les implications de la spécification de I'architecture du systémeyde sécurit§ du
PD$(SR) sur I'architecture proprement dite doivent étre prises en considératjon.

NOTE La simplicité de la mise en ceuvre peut étre prise en considération afin d’obtenirle niveau d’intégrijé de
sécyfrité exigé (y compris les considérations d’architecture et la répartition des fonstions pour les donnéep de
conflguration et le systéme intégré).

6 |Exigences relatives a la conception et au développement d'un PDS(SR)

6.1| Exigences générales

6.1.1 Modification de I'état de fonctionnement

Toute modification de I'état de fonctionnement d'un PDS(SR) qui peut entrainer une situdtion
dangereuse (par exemple, a cause d'un démarrage intempestif) ne doit étre initiée qu'en
réponse a une action voulue par I'opérateur:

NOTE Par exemple, toute défaillance d'un RDS(SR) qui est en état d'attente ne peut pas entrainer de démairage
intempestif des éléments des machines et/ou.de 'usine.

6.1, Normes de conception

Le PDS(SR) doit étre congt conformément a I'lEC 61800-5-1 et aux autres parties applicables
de |lp série IEC 61800 énumérées dans les références normatives.

6.1.3 Réalisation

Le PDS(SR) deit étre réalisé conformément a la spécification des exigences de sécurité (voir
5.5).

6.1. Intégrité de sécurité et détection de défaut

Le PDS(SR) doit étre conforme a I'ensemble des spécifications donneées de a) a ¢), a savoir:

a) les exigences relatives a l'intégrité de sécurité du matériel, notamment:

— les contraintes architecturales imposées a l'intégrité de sécurité du matériel (voir 6.2.3),
et

— les exigences relatives a la valeur de la PFH (voir 6.2.2 ou 6.2.3);
b) les exigences relatives a l'intégrité de sécurité systématique, notamment:

— les exigences relatives a l'évitement des défaillances (voir 6.2.5.1) ainsi que les
exigences relatives a la maitrise des défauts systématiques (voir 6.2.5.2), ou

— les preuves que les composants utilisés sont "éprouvés par une utilisation antérieure".
Dans ce cas, les composants doivent satisfaire aux exigences de I'lEC 61508-2:2010;
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c) les exigences relatives au comportement a adopter par suite de la détection d'un défaut
(voir 6.3).

NOTE Lorsque le PL et la catégorie doivent étre revendiqués, se reporter également a 6.2 de I'|SO 13849-1:2006.
6.1.5 Sous-fonctions de sécurité et sous-fonctions non relatives a la sécurité

Lorsqu'un PDS(SR) doit exécuter a la fois une sous-fonction de sécurité et une sous-fonction
non relative a la sécurité, 'ensemble de son matériel et de son logiciel doit alors étre traité
comme relatif a la sécurité, a moins que des mesures de conception appropriées assurent
qgue les défaillances des sous-fonctions non relatives a la sécurité ne puissent pas altérer les

sous=fonctions-de séocurité

Voif 'Annexe F de I'lEC 61508-3:2010 pour les techniques de réalisation de non-interférgnce
entrle les composantes logicielles d’'un seul ordinateur.

6.1. SIL pour plusieurs sous-fonctions de sécurité dans un PDS(SR)

Le piveau d’intégrité de sécurité d’'une sous-fonction de sécurité peut étre_différent des aufres,
et Igs exigences relatives a la conception de chaque sous-fonction de_sécurité sont défipies
conjme suit.

Les| exigences relatives aux matériels et logiciels doivent étteydéterminées selon le nivieau
d'intégrité de sécurité de la sous-fonction de sécurité présentant le niveau d'intégritg de
sécyrrité le plus élevé, sauf s'il peut étre démontré que laimise en ceuvre des sous-fonctlons
de §écurité des différents niveaux d'intégrité de sécurité est suffisamment indépendante.

Voilf le Tableau 2 ci-dessous a titre d’exemple:

Tableau 2 — Exemple de détermination du SIL a partir
de I'indépendance du matériel et du logiciel

PDS(SR) mettant en ceuvre deux sous-fonctions de sécurité (Y et Z)
avec différentes exigences relatives au SIL:
Fonhction Z: SIL H? |/ fonction Y: SIL L?
Preuve d’une_indépendance suffisante Exigences relatives au SIL final pour la
Type de entre les sous=fonctions de sécurité Y et Z sous-fonction de sécurité

conception

pour le matériel pour le logiciel Y z

Qui Oui SILH SIL L
Conception oui SW: SIL H SW: SIL L
majérielle Non HW: SIL H HW: SILH®
(HW) et
log|cielle Non SILH SILH
(SW) oui Non SW: SILH SW: SILHP®
HW: SIL H HW: SIL L

Cofpception Qui SIL H SIL L
matérielle non applicable
uniquement Non SILH SILH?®
2@ avec SIL H supérieur a SIL L
b L’indépendance entre HW et/ou SW n’est pas suffisante

Une indépendance suffisante doit étre établie en démontrant que la probabilité de défaillance
dépendante entre les parties exécutant des sous-fonctions de sécurité de niveaux d'intégrité
différents est suffisamment faible comparée a la probabilité de défaillance dangereuse pour le
niveau d'intégrité de sécurité le plus élevé associé aux sous-fonctions de sécurité impliquées.
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6.1.7 Circuits intégrés avec redondance sur la puce

Les circuits intégrés numériques qui appliquent une redondance sur la puce dans le but
d’augmenter la tolérance aux défauts d’'un PDS(SR) doivent satisfaire a I'’ensemble des
exigences speéciales relatives aux circuits intégrés avec redondance sur la puce
conformément a ’Annexe E de I'lEC 61508-2:2010 dans le cas de circuits redondants. En
variante, le fait que le méme niveau d’indépendance entre différents canaux soit obtenu par
I"application d’un ensemble différent de mesures doit étre justifié.

6.1.8 Exigences logicielles

Si yn logiciel est utilisé pour exécuter une sous-fonction de sécurité du PDS(SR) compomant
un SIL ou une capacité SIL spécifique (voir 5.5.3), ce logiciel doit alors étre mis en cedivre
conformément aux exigences définies dans I'lEC 61508-3:2010, relatives a ce SIL spégcifique.

6.1.9 Documentation de conception

Outfe la documentation relative a la conception et a la réalisation, la.documentation de
congeption du PDS(SR) doit indiquer les techniques et mesures utilisées pour obtenir la
cappgcité SIL (par exemple, I'analyse des modes de défaillance et de_ leurs effets, I'analyse|par
arbije de panne).

6.2| Exigences relatives a la conception du PDS(SR)
6.21 Principes de sécurité de base et principes decsécurité éprouvés

Cegq principes doivent étre pris en considération_fe)cas échéant lorsqu’une catégorie|est
revendiquée pour le PDS(SR).

e Pour un PDS(SR) électrique et électromécanique, ces principes correspondent [aux
Fableaux D.1 et D.2 de I'ISO 13849-2:202

o Pour les parties mécaniques (par exemple, codeurs), ces principes correspondent |aux
Fableaux A.1 et A.2 de I'lSO 13849<2:2012

6.2.2 Exigences relatives a l’estimation de la probabilité de défaillances matériellgs
dangereuses aléatoires par heure (PFH)

6.2.2.1 Exigences générales
6.2.2.1.1 PFH pour.chaque sous-fonction de sécurité

La |PFH de chaque sous-fonction de sécurité (ou groupe de sous-fonctions de sécyrité
actiyées simultaneément) a réaliser par le PDS(SR), selon I'estimation donnée en 6.2.2.1.p et
dang I'Annexe'B, doit étre inférieure ou égale a I'objectif chiffré de défaillance (voir Tableap 3),
comme indiqué dans la spécification des exigences d'intégrité de sécurité (voir 5.5.3).

La valetr de PFH, telle que définie par le SIL, se rapporte a une sous-fonction de séclrité
compléte. Si un PDS(SR) est congu pour ne réaliser qu'une partie d'une sous-fonction de
sécurité au sein d'un systeme de commande relatif a la sécurité, il convient alors que la PFH
du PDS(SR) soit suffisamment inférieure a la valeur définie par le SIL.

L’objectif chiffré de défaillance, exprimé en PFH, est déterminé par le SIL de la sous-fonction
de sécurité (voir le Tableau 3 de I'lEC 61508-1:2010), sauf si I'une des exigences de la
spécification des exigences d’intégrité de sécurité du PDS(SR) (voir 5.5.3) précise que la
sous-fonction de sécurité doit respecter un objectif chiffré de défaillance spécifique plutot
gu'un SIL spécifique.
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Tableau 3 — Niveaux d'intégrité de sécurité: objectifs
chiffrés de défaillance de la sous-fonction de sécurité d’un PDS(SR)

Niveau d'intégrité de sécurité SIL PFH [h™1]
3 >108a <1077
2 >107a<10°°
1 >10%3a<10%

NOTE La PFH est parfois appelée fréquence de défaillances dangereuses ou taux de défaillance dangereuse,
en unités de défaillances dangereuses par heure.

La PFH doit étre estimée séparément pour chaque sous-fonction de sécurité (ou groupg de
souk-fonctions de sécurité activées simultanément) du PDS(SR).

NOTE 1 |l peut exister des sous-fonctions de sécurité différentes pour des composants cenimdns et/ou uniques.
La RFH est alors différente pour chaque sous-fonction de sécurité (ou groupe de sous-fénctions de séqurité
utilisges simultanément).

NOTE 2 |l existe plusieurs méthodes de modélisation. Le choix relatif a la méthodg\la plus appropriée incombe a
I’andlyste, et ce choix dépend des circonstances. Les méthodes possibles sont, ehire’ autres:
- 'analyse par arbre de panne (voir I'l|EC 61025);

— les modéles de Markov (voir 'lEC 61165);

— les blocs-diagrammes de fiabilité (voir I'|EC 61078);

— le dénombrement des piéces (voir I'lEC 61709:2011);

—  la description de procédure (voir I'lEC 61508-6:2010);

— |a procédure simplifiée pour I'estimation d'un PL (voir 4:5.4 'de I'lSO 13849:2006).

Voir ggalement I'lEC 60300-3-1.

NOTE 3 La durée moyenne de panne (voir 'lEC 60050, 192-07-23) prise en considération dans le modele de
fiabilité nécessite la prise en compte des intervalles entre essais de diagnostic, du temps de réparation, de| tout
autrg délai précédant le rétablissement et de la‘durée de mission.

NOTE 4 Les défaillances dues aux effefs’/de cause commune et aux processus de communication des donpées
peuVent provenir d'effets autres que les.defaillances réelles des composants du matériel (par exemple, les erfeurs
de dfcodage). Toutefois, pour les.besoins de la présente norme, les défaillances de ce type sont définies comme
des ¢éfaillances matérielles aléatoires. (Voir ’Annexe D de I'lEC 61508-6:2000).

NOTE 5 Lorsque le PL dojt étre revendiqué, se reporter également au Tableau 3 de I'lSO 13849-1:2006.
6.2.2.1.2 Estimation de la PFH

La |PFH de ghaque sous-fonction de sécurité (ou groupe de sous-fonctions de sécyrité
activées simultanément) a réaliser par le PDS(SR), a cause de défaillances matériglles
aléatoires;—doit étre estimée conformément a I'Annexe A de I'lEC 61508-2:2010 et en tenpant
conjpte 'des éléments suivants:

a) rarchitecture dU PDS{SRY), car eife depend d& chaque Sous-ToncTHon de Securite a I'etude;

b) le taux de défaillance estimé de chaque sous-systeme du PDS(SR), dans tous les modes
susceptibles d'entrainer une défaillance dangereuse du PDS(SR), mais qui sont détectés
par les essais de diagnostic;

c) le taux de défaillance estimé de chaque sous-systéme du PDS(SR), dans tous les modes
susceptibles d'entrainer une défaillance dangereuse du PDS(SR), mais qui ne sont pas
détectés par les essais de diagnostic;

d) la susceptibilité du PDS(SR) aux défaillances de cause commune (voir I'Annexe D de
'EC 61508-6:2010);

e) la couverture du diagnostic (DC) des essais de diagnostic (déterminée conformément a
’Annexe A et a I'Annexe C de I'lEC 61508-2:2010) et l'intervalle entre essais de
diagnostic associé, ainsi que la prise en considération des intervalles entre chaque essai
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contribuant a la couverture du diagnostic au moment de déterminer l'intervalle entre les
essais de diagnostic;

f) les temps de réparation des défaillances détectées;

NOTE 1 Le temps de réparation constitue une partie de la durée moyenne de panne (voir I'l[EC 60050-
192:2015, 192-07-23), qui inclut également le temps nécessaire pour détecter une défaillance, ainsi que toute

période au cours de laquelle aucune réparation n’est possible (voir I'Annexe B de I'lEC 61508-6:2010 pou

run

exemple de la fagon dont la durée moyenne de panne peut étre utilisée pour calculer la probabilité de
défaillance). Lorsque la réparation ne peut étre effectuée qu'au cours d'une période spécifique, par exemple
lorsque I'équipement ou la machine entrainé(e) par le PDS(SR) est hors tension ou dans un état de sécurité,
il est particulierement important de bien prendre en compte la période pendant laquelle aucune réparation ne

peut étre effectuée, notamment lorsque celle-ci est relativement longue.

g)

NOT
appl

6.2.

Les
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Il cq
lors

Si |
son

NOT]
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NOT]
défa
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aved
repré
com
enp

NOT]
mod

Le miveau de /confiance de toutes les données utilisées relatives aux taux de défaillance

étre

données (voir 6.4).

cations a faible sollicitation, voir 'Annexe F.

2.1.3 Données relatives aux taux de défaillance

éléments suivants:

ine source reconnue; ou

Utilisation antérieure" (voir 7.4.10 de I'lEC 61508-2:2010).

de I'estimation de son taux de défaillance.

bs données relatives aux défaillances spécifiques a un site sont connues, ces donn
alors a privilégier. A défaut, les données’/génériques peuvent alors étre utilisées.

E 1 Les données peuvent étre déduites dessdonnées publiées dans de nombreuses sources du secteur
exe C).
llance constant, cela ne s'appligue qu’a condition que le cycle de vie utile des composants ne soit]

le temps), les résultats des* méthodes de calcul les plus probabilistes ne sont par conséquent
sentatifs. Ainsi, toute estimation probabiliste peut comprendre une spécification du cycle de vie utile

articulier la température\(les condensateurs électrolytiques par exemple peuvent y étre trés sensibles).

F 3 Les listesdevpannes données dans I’Annexe D peuvent étre utilisées pour faciliter la détermination
bs de défaillance,

au moins égal a 70 %.

6.2.

supérieure a zéro du matériel

a probabilité de défaillance dangereuse de tout processus de communication |des

E 2 Pour les informations sur I'estimation de la valeur PFDmoy a partir de la valeur de lal((RFH pouf les

données relatives aux taux de défaillance des composants doivent.étre obtenues a partir

ine estimation basée sur les composants de type A définis comme "éprouvés par |une

nvient d'utiliser la température moyenne de fonctignnement attendue pour un composant

ées

(voir

FE 2 Bien que les méthodes d'estimation les plus probabilistes considérent par hypothése un tauk de

pas

ssé. Au-dela de ce cycle de vie.utile (sachant que la probabilité de défaillance augmente considérablement

plus
des

osants. Ce dernier dépend en grande partie du composant lui-méme et de ses conditions de fonctionnement,

des

doit

L'intervalle entre essais de diagnostic de tout sous-systéme du PDS(SR) doit permettre de
satisfaire a la PFH exigée (voir 6.2.2.1.1).

NOT
voir

E 1 Pour de plus amples informations sur I'impact mathématique de l'intervalle entre essais de diagnostic,

B.4.

NOTE 2 Pour les parties redondantes d’'un PDS(SR) qui ne peuvent étre soumises a l'essai sans interrompre
I'application d’utilisation du PDS(SR) (machine ou usine) et lorsqu’aucune solution technique justifiable ne peut

étre

appliquée, les intervalles maximaux entre essais de diagnostic suivants peuvent étre acceptables:
un essai par an pour SIL 2, PL d / catégorie 3;
un essai par trimestre pour SIL 3, PL e / catégorie 3;

un essai par jour pour SIL 3, PL e / catégorie 4.
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PL et catégorie conformément a I'lSO 13849-1.

6.2.

016

21.5 Intervalle entre essais de diagnostic pour une tolérance zéro aux défauts

du matériel

Pour tout sous-systeme d'un PDS(SR) présentant une tolérance zéro aux défauts du matériel,
dont dépend entiérement une sous-fonction de sécurité, l'intervalle entre essais de diagnostic
doit étre tel que la somme de l'intervalle entre essais de diagnostic et de la durée de
réalisation d'une action donnée (fonction de réaction au défaut) pour atteindre ou maintenir un

état

de sécurité soit inférieure au temps de sécurité du processus.

6.2,
6.2.

Dar
éley
aux
PD§
sign
Tab)
étre
coni
de

du

exé

pargagraphes 6.2.3.2.2 et 6.2.3.2.3 spécifient, entre lel Tableau 4 ou le Tableau 5 celui

s'ag

a)

NOT
tena
qui €
dans
uniq

NOT]
répa
préa

3 Contraintes architecturales
3.1 Limitations du SI/L

s le contexte de lI'intégrité de sécurité du matériel, le niveau d’intégrité de séedurité le
€ qui peut étre revendiqué pour une sous-fonction de sécurité est limitécpar la tolérg
défauts du matériel et la proportion de défaillances en sécurité des sous-systemes
B(SR) qui exécutent la sous-fonction de sécurité. Une tolérance aux défauts du matéri

blus
nce
i'un
el N
Le

ifie que N+1 défauts peuvent entrainer la perte de la sous-foction de sécurité.

revendiqué pour une sous-fonction de sécurité qui utilise un. sous-systeme, en te
pte de la tolérance aux défauts du matériel et de la proportion’de défaillances en séc
e sous-systeme (voir I'Annexe C de 'lEC 61508-2:2010). L.es exigences du Tableau 4
Tableau 5, selon celui qui convient, doivent étre appliquées a chaque sous-systs
cutant une sous-fonction de sécurité et, de ce fait{C’a chaque partie du PDS(SR).

plique a un sous-systeme particulier. Conformément a ces exigences,

ors de la détermination de la tolérance aux.défauts du matériel, aucune autre mesure
peut controler les effets des défauts (telle que les diagnostics) ne doit étre prise
compte;

orsqu'un défaut est la cause direete d'un ou de plusieurs défauts subséquents,
derniers sont traités comme un défaut unique;

ors de la détermination de lactolérance aux défauts du matériel, certains défauts peu
Etre exclus, a la condition gue leur probabilité d’occurrence soit trés faible par rapport
exigences d'intégrité de“sécurité du sous-systeme. Toute exclusion de défauts doit
ustifiée et documentée(voir I'Article D.3).

FE 1 Les contraintes-architecturales ont été incluses afin d'obtenir une architecture suffisamment robustg
ht compte du niveau'de complexité du sous-systeme. Le niveau d'intégrité de sécurité du matériel du PDS
st obtenu en appliguant ces exigences correspond au maximum qu'il est possible de revendiquer, mén
certains casg.UNh.‘niveau d'intégrité de sécurité supérieur peut théoriquement étre calculé si une appr
ement mathiematique a été adoptée pour le PDS(SR).

ration en ligne. Toutefois, les parametres clés relatifs a tout assouplissement éventuel doivent avoi
ablement évalués (par exemple, en comparant la durée moyenne de panne a la probabilité d'une sollicitat

leau 4 et le Tableau 5 spécifient le niveau d'intégrité de sécurité’ le plus élevé qui ieut

ant
rité
| ou
bme
Les
qui

qui
en

ces

ent
aux
Btre

b, en
(SR)
he si
bche

FE 2 Les\exigences de tolérance aux défauts peuvent étre assouplies lorsque le PDS(SR) est en cours de

été
on).

NOTE 3 Cet article est basé sur le parcours 1, décrit en 7.4.4 de I'lEC 61508-2:2010; pour les exigences
relatives au parcours 2,,, voir 7.4.4.3 de I'lEC 61508-2:2010.

6.2.
6.2.

3.2 Sous-systémes de Type A et de Type B

3.21 Généralités

(Voir également 7.4.4.1.2 et 7.4.4.1.3 de 'lEC 61508-2:2010).

6.2.

3.2.2 Type A

Un sous-systéme peut étre défini de type A si, pour les composants nécessaires a I'exécution
de la sous-fonction de sécurité, les critéres suivants sont satisfaits:

a) les modes de défaillance de tous les composants qui le constituent sont bien définis; et
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b)

c)

le comportement du sous-systeme dans des conditions de défaut peut étre entiérement

déterminé; et
il existe suffisamment de données de défaillance fiables, obtenues a partir d'expérien

sur le terrain, pour démontrer que les taux de défaillance revendiqués pour
défaillances dangereuses détectées et non détectées sont respectés.

NOTE L'Annexe D énumeére les défauts exclus et les défauts qui peuvent étre pris en considération.

6.2

.3.2.3 Type B

ces
les

Un sous-systeme doit étre défini de type B si, pour les composants nécessaires a I'exécution

de

sat
cor
déf

a Ssous-ronction de Ssecurite, un ou plusieurs des criteres de b.Z2.9.2.Z2 ne sont

ini de type B, et non de type A.

pas

isfaits. Ainsi, si au moins I'un des composants d'un sous-systéme satisfait aux conditions
espondant a un sous-systéme de type B, lI'ensemble du sous-systéme doit @lors Etre

NOTE 1 A titre d'exemple, la section de commande constituée de microcontrdleurs est définiercomme un dous-

systéme de type B.

NOTE 2 L'Annexe D énumere les défauts exclus et les défauts qui peuvent étre pris ennconsidération.

6.2

Les| contraintes architecturales du Tableau 4 ou du Tableau 5 doivent étre appliquéeg:

3.3 Contraintes architecturales

Tableau 4 s'applique a tout sous-systeme de type A dont est constitué le PDS(SR); le

Tableau 5 s'applique a tout sous-systeme de type B dont €st constitué le PDS(SR).

NOTE Pour de plus amples informations sur le type A\et le type B, voir 7.4.4.1.2 et 7.4.4.1.3
I'lEC 61508-2:2010,

de

Tableau 4 — Niveau d’intégrité de sécurité maximal admissible pour une sous-fonctipon
de sécurité exécutée par un sous:isysteme de type A relatif a la sécurité
Proportion de défaillances en sécurité ? Tolérance aux défauts du matériel N (voir 6.2.3)

0 1 2

<60 % SIL 1 SIL 2 SIL3

60 % a <90 % SIL 2 SIL 3 SIL3

90 % a <99 % SIL 3 SIL3 SIL3

>99.% SIL 3 SIL3 SIL3

oir 6.2.4 pour delplys amples informations sur la fagon d'estimer la proportion de défaillances en sécuritd.

Tableau 5:—'Niveau d’intégrité de sécurité maximal admissible pour une sous-fonction
de sécurité exécutée par un sous-systéme de type B relatif a la sécurité
roportiomdedefaittancesemrsecurite Fotéranceauxdéfauts dunmatériet N—{voir 6-2:3—

0 1 2
<60 % Non admise SIL 1 SIL 2
60 % a <90 % SIL 1 SIL 2 SIL 3
90 % a < 99% SIL 2 SIL3 SIL 3
>99 % SIL 3 SIL3 SIL3

a

Voir 6.2.4 pour de plus amples informations sur la fagon d'estimer la proportion de défaillances en sécurité.
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Exception:

Pour un sous-systéme avec une tolérance zéro aux défauts du matériel et lorsque les
exclusions de défauts ont été appliquées aux défauts des parties électriques ou électroniques
qui peuvent entrainer une défaillance dangereuse, le SIL maximum qui peut étre revendiqué
en raison des contraintes architecturales de ce sous-systéme est alors limité a:

« SIL 3, dans le cas ou les Tableaux D.1, D.3, D.5, D.6, D.7 et D.8 s’appliquent

o« SIL 2, pour tout autre cas.

NOT, | arsque |1a catéqgorie doit étre rp\mndiquép voir éqalement 6 2 de I'ISO 13849-1-2006

6.2.4 Estimation de la proportion de défaillances en sécurité (SFF)
6.24.1 Méthodes d’analyse

Pour estimer la SFF d'un sous-systéme, une analyse (par exemple, une analyse par arbr¢ de
panhe ou une analyse des modes de défaillance et de leurs effets) doit ‘éire effectuée [afin
d'identifier tous les défauts significatifs, ainsi que leurs modes de défaillance correspondants.
La probabilité de chaque mode de défaillance du sous-systéeme doit étre déterminéeg en
s'agpuyant sur la probabilité du ou des défauts associés.

Pour le calcul de la SFF, voir ’'Annexe A et I’Annexe C de I'l|EC 61508-2:2010.

Podr le PDS(SR), le parcours 1y est préférentiel. Pour le)'PDS(SR), le parcours 2y doit gtre
limifé aux sous-systemes de Type A.

NOTE Cet article est basé sur le parcours 1, décrit ep 7:4.4.2 de I'IEC 61508-2:2010; pour les exigepces
relatlves au parcours 2,;, voir 7.4.4.3 de I'lEC 61508-2:201.0;

La hase de données est fournie en 6.2.2.1:3:

NOTE Voir I’'Annexe C pour une liste informative des sources connues.

6.2.5 Exigences relatives a liintégrité de sécurité systématique d’'un PDS(SR) et des
sous-systemes d’un ‘PDS(SR)

6.2)5.1 Exigences relatives a I’évitement des défaillances
6.2./5.1.1 Généralites
Deg techniques et'mesures doivent étre utilisées pour réduire le plus possible la présencg de

défauts lors deftasconception et du développement du matériel du PDS(SR), conformément au
Tableau B.2-de TIEC 61508-2:2010.

Deg essais, tels que prévus en 6.2.5.1.4, doivent étre effectués. Voir également I'Article 9.

NOTE Pour revendiquer un PL, voir ’Annexe G de I'lSO 13849-1:2006.
6.2.5.1.2 Choix des méthodes de conception

Conformément au niveau d'intégrité de sécurité exigé, la méthode de conception choisie doit
favoriser les éléments suivants:

a) transparence, modularité et autres caractéristiques permettant de simplifier au maximum
et d'améliorer la compréhension de la conception;

b) spécification claire et précise
— de la fonctionnalite,
— des interfaces des sous-systémes,
— du séquencement et des informations temporelles,
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