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International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This third edition cancels and replaces the second edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

e clarifications and additional explanations for requirements, updated references;

. bletion of technical overviews of profiles (Clauses 6 to 13), and agsseciated dedi¢ated

Ibclauses for terms, definitions, symbols and abbreviations;

ddition of profiles for Communication Profile Families 8, 17 and 5);

arifications of models in Annex A;

ddition of a new informative Annex E describing mqd SCP

d
s
a
c
¢ Annex B changed from informative to normative;
a
mechanisms;
a

Hdition of a new informative Annex F introducing an f the
tqtal residual error rate;

e updates in parts for CPF 1, CPF 2,
¢ afldition of a new part for CPF 17.

[s);

hsport on voting
) 65C/848/RVD

Full information
voting indicated i

| of this standard can be found in the repdrt on

This publication ; Q i cordance with the ISO/IEC Directives, Part 2.

A lisf of all arts 61784-3 series, published under the general title Induystrial
communicatiq Profiles — Functional safety fieldbuses, can be found on thg IEC

The committee hasdécided that the contents of this publication will remain unchanged| until
the gtability date indicated on the IEC website under "http://webstore.iec.ch” in the|data
relat(fd tor the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus-many fieldbus enhancements-are-emerging continue to emerge, addressing-ret
yet-standardized applications for areas such as real time, safety-related and security-related

applications.
This [standard explains the relevant principles for functional safety communications| with
reference to IEC 61508 series and specifies several safety communication’layexs (prefiles and
corrgsponding protocols) based on the communication profiles apd layefs of
IEC $1784-1, IEC 61784-2 and the IEC 61158 series. It does not cover el afety and
intrinsic safety aspects.
Figune 1 shows the relationships between this standard and\ rele ahd fieldbus
standards in a machinery environment.
Product standards : ----------- — -E
: \/?so 12100 .
IEC 61496 [|IEC 61131-6|| IEC 61800-3-2 IS 2&8/% eneral principles for design — i
Safety f. e.g. Safety for Safety functio Saf req rémerfts{/ R\s ssessment and risk reductign '
light curtains PLC for drive{”\ ots | !
\'\"' "" I 4 |
IEC 61784-4 IEC 62443 : of safety-related electrical, electronic and program- '
Security Security H m Ie lectronic control systems (SRECS) for machiner] '
(profile-specific) (comgx}Qpart) g:b !
4 S [ N IL based PL based !
IEC 61784-5 EC 19}5 » —
Installation guide nstallation.guide o~ N | | _Designobjgctive !
(proﬁle-spemﬁ}k (e0 v Applicable standards |
\/ \ ! v !
) 00 ' | IEC 60204-1 '
SO 1 | Safety of electrical 1ISO 13849 !
v v Ar : equipment Safety-related patfts [ 1
3 IEG-61000-6-7 | | of machinery | | |
IEC 61 N \&gneric EMC &FS | | * (EliRes), |
IEC/TR : ¥ Non-electrical |
o )\ MEC 61326-3-1 | | [us:NFPA 79 :
i > EMC & FS | (2012) Electrical !
3 : 1
[ 1
I 1
I 1
: 4 v :
1158 ! IEC 62061 . |
Jggi%:ﬁ'; cunclosatsaini 5, | L, Furcionslsiey =
- . Rl 1
Fieldbus for use in (basic standard) ! (SRECS) :
industrial control systems ' '
S 1
Key |:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards
|:| (dashed yellow) this standard IEC

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship

between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and

- 11 -

relevant safety and fieldbus

standards in a process environment.

Product standards .: ,
IEC 61496 ||IEC 61131-6|| IEC 61800-5-2 ISO 102181 i '
Safetyf. e.g. Safety for Safety functions Safety requirements ] !
light curtains PLC for drives for robots : 1
IEC 61784-4 IEC 62443 L : :
Security Security ! ,
(profle-specific) ——{common pad) : See-safety-standardsformachinery |
IEC 61784-5 IEC 61918 E '
nstallation guide | Installation guide 1 !
(profile-specific) (common part) : 1
l l IEC 61326-3-2°) !
EMC and !
IEC 61784-3 functional safety H
|[EC/TR 62685 '
Functional safety !
communication i
profles ~  fk—— | 0 AT N RN NSt m e e ----!
Us:
\1/ ISA-84.00.01
IEC 61158 IEC 615112 (3 parts = mofified
IEC 61784-1 Functional safety — IEC 81511)
IEC 61784-2 IEC 61508 Q » afety instrumented -_— >y
Fieldbus for use in Fungtional safety ystems for the __ DE: VDI 2180
industrial control systems W ) >ocess industry sector < == Part 1-4
N
~—_"
Key |:| (yellowy safety-
] (bluus elated stand
77 (dashed'yelloV js.standard IEC
2  For specified electtomagne emds; otherwise IEC 61326-3-1 or IEC 61000-6-7.
b EN ratified.
Relationships of IEC 61784-3 with other standards (process)
Safely communjcation layers which are implemented as parts of safety-related systems
accofding te~lEC 61208 series provide the necessary confidence in the transportation of
mesdages (information) between two or more participants on a fieldbus in a safety-related
systdmicor sufficient confidence of safe behaviour in the event of fieldbus errors or failurefs.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile (FSCP) within this system — implementation of a functional
safety communication profile in a standard device is not sufficient to qualify it as a safety
device.

This standard describes:
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e basic principles for implementing the requirements of IEC 61508 series for safety-related
data communications, including possible transmission faults, remedial measures and

considerations affecting data integrity;

ndividual—deseription—of functional safety communication profiles for several
communication profile families in IEC 61784-1 and IEC 61784-2, including safety layer

extensions to the communication service and protocols sections of the IEC 61158 series.

0.2 Transition from Edition 2 to extended assessment methods in Edition 3

This edition of the generic part of the standard includes additional extended models for future
use when estimating the total residual error rate for an FSCP. This value can be used to
detefmine 1T the meets the requirements of functional saiety applications up 10 a given
SIL. These extended models for qualitative and quantitative safety determinatiQn met 5 are
detailed in Annex E and Annex F.

Howegver, because of the typical duration of the assessment pro
prior|to or concurrently with this new edition of the generic part

The

meth
(curr
asse

NOTE

etHods in Editi
ape exempt from g
ents™of current Annex

Validity Edition 3

shed
Ising

ment
on 3
new

3 Edition 2 Edition 4

2 = Dlin 5.6 TADI in 5.8 Ed.4

o (@ (Dl in inf. Annex F) BN

ol (57 Pub. 13 CD/CDV/FDIS

ithDI (5.8) | L0k
FSCP with TADI | &siilelpE=l

X (Annex F) Amd.

[al

d IR

(NN

C)é | FSCP with TADI (5.8) B:ITHE
%
> Maintenance period for FSCP to adopt TADI >
IEC
Key
DI Data Integrity
TADI Timeliness, Authenticity, Data Integrity
Figure 3 — Transition from Edition 2 to Edition 3 assessment methods

0.3 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
functional safety communication profiles for families 1, 2, 3, 6, 8, 12, 13, 14, 17 and 18 given
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in

IEC 61784-3-1, IEC 61784-3-2, |EC 61784-3-3, |EC 61784-3-6, |EC 61784-3-8,
IEC 61784-3-12, IEC 61784-3-13, IEC 61784-3-14, IEC 61784-3-17 and IEC 61784-3-18.

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and
conditions with applicants throughout the world. In this respect, the statements of the holders
of these patent rights are registered with IEC.

NOTE

Patent details and corresponding contact information are provided in |EC 61784-3-1, IEC 617

IEC 6
and IH

Atten

subje
ident

ISO

patents relevant to their standards. Users are encourage¥

most

784-3-3, IEC 61784-3-6, IEC 61784-3-8, IEC 61784-3-12, IEC 61784-3-13, IEC 61784-3-14, IEC 6178
C 61784-3-18.

ct of patent rights other than those identified above. IEC shall »
fying any or all such patent rights.

www.iso.org/patents) and IEC (http://patents.iec.ch

up to date information concerning patents.

&

b the

e for

s of
r the
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles thdt cane used in the

transjmission of safety-relevant messages among participants withi work
which use fieldbus technology in accordance with the requirement ieg1 for
functjonal safety. These principles are based on the black channk gn be
used|in various industrial applications such as process control, and

maclhjinery.

This [part2 and the IEC 61784-3-x parts specify seyeral fu ication
profiles based on the communication profiles and pr; S bgies
in IEC61784-1, IEC 61784-2 and the 3 afety
communication profiles use the black channel hese
functjonal safety communication profites\ are vices
exclysively.

NOTE|1
exist that are not included in this standard.

gy can

NOTE|2 It does not cover elektricaks i a . i such
as eleftrical shock. Intrinsic,safe & 2

All systems are ex ifional
meagures need @ tems
against unauthorized s ; the
relationship with the

NOTE|3 Additiorifal profile \sped

NOTE|4 Q is not
sufficipnt {0 qualify\it ag-a

NOTE|5 The re safety

commupnication profite_ withil this system.

2 Irormative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61000-6-7, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards -
Immunity requirements for equipment intended to perform functions in a safety-related system
(functional safety) in industrial locations

1 Inthe following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”.
2 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.

3 Proposed new work item under consideration.
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IEC 61010-2-201:2013, Safety requirements for electrical equipment for measurement, control
and laboratory use — Part 2-201: Particular requirements for control equipment

IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial

app”ﬂaﬁnno

IEC $1326-3-2, Electrical equipment for measurement, control and lorator EMC
requirements — Part 3-2: Immunity requirements for safety-related system's inment
intended to perform safety-related functions (functional safety) — 5 icath with
specified electromagnetic environment

IEC 61508 (all parts), Functional safety of electrical/ejectropic{programamabie elecironic
safety-related systems

IEC $1508-1:20104, Functional safety of electrical/e fety-
related systems — Part 1: General requirements

IEC $1508-2, Functional safety of elettricaiele j ated
systgms — Part 2: Requirements for ®lectl nfety-
relat¢d systems

IEC 61784-1, Industrial cg

IEC 61784-2, Industria dbus

profiles for real—@n

IEC $1784-3-1, Ind
fieldhuses — Additiona

Profiles — Part 3-1: Functional safety

m
@)
>
—
N
(0]
P
w
<
S
3
Q
=
o
S
S
D
Q
S
S
=
(7))
|

Profiles — Part 3-2: Functional dafety

IEC ¢1784-3-3; 3 communication networks
fieldhuses — Adthtiona) specifications for CPF 3

Profiles — Part 3-3: Functional safety

IEC $1784<3-6, Industrial communication networks
fieldhusés — Additional specifications for CPF 6

Profiles — Part 3-6: Functional safety

IEC 61784-3-85, Industrial communication networks — Profiles — Part 3-8: Functional safety |
fieldbuses — Additional specifications for CPF 8

IEC 61784-3-12%, Industrial communication networks — Profiles — Part 3-12: Functional safety |
fieldbuses — Additional specifications for CPF 12

IEC 61784-3-13°, Industrial communication networks — Profiles — Part 3-13: Functional safety |
fieldbuses — Additional specifications for CPF 13

4__To be published-

S__To be published-
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IEC 61784-3-14°, Industrial communication networks — Profiles — Part 3-14: Functional safety
fieldbuses — Additional specifications for CPF 14

IEC 61784-3-1786, Industrial communication networks — Profiles — Part 3-17: Functional safety
fieldbuses — Additional specifications for CPF 17

IEC 61784-3-18, Industrial communication networks — Profiles — Part 3-18: Functional safety
fieldbuses — Additional specifications for CPF 18

IEC 61784-5 (all parts), Industrial communication networks — Profiles — Part 5: Installation of

field

in ind

3.1
For t

3.1

NOTE

3.1.1

time
fieldk

[sou

3.1.2

HS6S Installation prnfilao for CDE

ch are themselves defined in 3.1.

absdlute time
stamp referevice ime>which is common for a group of devices us

us

activie netiwg

netw
exter

Note

brk  elemaq
sion of\the n&

toéentry: Examples of active network elements are repeaters and switches.

vorks

ng a

|lows

[SOURCE: IEC 61918:2013, 3.1.2]

3.1.3
avail

ability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

3.1.4

bit error probability

Pe

probability for a given bit to be received with the incorrect value

6 To be published
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3.1.5

black channel

defined communication—channel system containing one or more elements without-available
evidence of design or validation according to IEC 61508

Note 1 to entry: This definition expands the usual meaning of channel to include the system that contains the
channel.

3.1.6
bridge
abstract device that connects multiple network segments along the data link layer

3.1.7]
clos¢d communication system
fixed|number or fixed maximum number of participants linked by a co with
well-known and fixed properties, and where the risk of unauthorjized\a idered
neglipible

[SOURCE: IEC 62280:2014, 3.1.6, modified — transmission

3.1.8
communication channel
logical connection between two end-points within

3.1.9
communication system
arrarjgement of hardware, software angd
(ISOJIEC 7498-1 application layer) fro

ages

3.1.10
connection
logical binding betwee

3.1.11
Cycl|c Redundang
CRC

<valye> redundant data

Note {1 to entry{ Terqms “C
this stpndardstosrefer to

C code” and "CRC signature", and labels such as CRC1, CRC2, may also be uked in
b€ redundant data.

Note 2 toentry: See also [28], [29],—{39—}7.

3.1.12

defined communication system

defined channel

fixed number or fixed maximum number of participants linked by a fieldbus based
communication system with well-known and fixed properties, such as installation conditions,
electromagnetic immunity, industrial (active) network elements, and where the risk of
unauthorized access is reduced to a tolerated level according to the lifecycle model of
IEC 62443, using for example zones and conduits

7 Figures in square brackets refer to the bibliography.
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3.1.13
diversity
different means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical methods or different design approaches.

[SOURCE: IEC 61508-4:2010, 3.3.78]

3.1.14
error
discrepancy between a computed, observed or measured value or condition and the true,
specifiedor 1hnnrnfir‘nlly correct value or condition

Note { to entry: Errors may be due to design mistakes within hardware/software and/or ¢ d informatign due

to ele¢tromagnetic interference and/or other effects.

Note 2 to entry: Errors do not necessarily result in a failure or a fault.

[SOURCE: IEC 61508-4:2010, 3.6.11, modified — notes added] ABeB

3.1.15
explicit code
code| for safety measure that is actually transmitted ~ and is known tp the
sendpr and receiver

3.1.16
failufe
termination of the ability of a functiona n_a required function or operation of a
funct g

NOTE|

Note 1 to entry: Failure ma e mple, problem with hardware/software design or message

disruption).

[sou
[sof

— notes and figures replaced];

3.1.1
fault
abno iti 3 ause a reduction in, or loss of, the capability of a functional unit
to pefrforn i ¥

Note 1 to entry: C60050-191:1990, 191-05-01 defines “fault” as a state characterized by the inability to pgrform
a reqyired funection, exctwding the inability during preventive maintenance or other planned actions, or due fo lack
of external(resources.

[sou sted];

HSQ#EQQ%&P%%@%#%%%@M&%

3.1.18

fieldbus

communication system based on serial data transfer and used in industrial automation or
process control applications

3.1.19
fieldbus system
system using a fieldbus with connected devices

8__To be published-
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3.1.20
DLPDU
DEPRECATED: frame

denigrated-synonym-for DLPDU
Data Link Protocol Data Unit
3.1.21

Frame Check Sequence
FCS

redundant data derived from a block of data within a DLPDU (frame), using a hash function,

and gtoredortransmittedtogetherwithrtheblockof data;morder todetectdatacormuptio

Note {1 to entry: An FCS can be derived using for example a CRC or other hash functio

Note 2 to entry: See also [28], [29]136].

Note 3 to entry: This note applies to the French language only.

3.1.22
hash function

(mathematical) function that maps values from a (pos
(usually) smaller range of values

of values i

Note 1 to entry: Hash functions can be used todetect datg

Note 2 to entry:

[SOURCE: IEC TR 62210:2003, 4.1.12¢modified=Naddition of “usually” and notes]

3.1.23
hazard
state|or set of conditions.of axsyste
lead fo harm to person i

3.1.24
impl{cit code
code| for safety
and rfeceiver

ansmitted within the SPDU but is known to the sd

3.1.
masfer
active commuRication entity able to initiate and schedule communication activities by
statigns which_may be/masters or slaves

3.1.

nto a

tably

nder

bther

mes
ordered series of octets intended to convey information

[SOURCE: ISO/IEC 2382-16:1996, 16.02.01, modified — character replaced by octet]

3.1.27
message sink
part of a communication system in which messages are considered to be received

[SOURCE: ISO/IEC 2382-16:1996, 16.02.03]

3.1.28
message source
part of a communication system from which messages are considered to originate


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

- 20 - IEC 61784-3:2016 RLV © |IEC 2016
[SOURCE: ISO/IEC 2382-16:1996, 16.02.02]

3.1.29
nuisance trip
spurious trip with no harmful effect

Note 1 to entry: Internal abnormal errors can be caused in communication systems such as wireless transmission,
for example by too many retries in the presence of interferences.

3.1.30

performance level
PL
discrete level used to specify the ability of safety-related parts of control s s to perfgrm a
safety function under foreseeable conditions

[SOYRCE: ISO 13849-1:2015, 3.1.23]

3.1.311
protéctive extra-low-voltage
PEL
elect
in no

60 V

ion to
n, the

Note 1 to entry: A PELV circuit— m
protedtive earth. Without the protective earth ¢
circuitlvoltages are not controlled.

[SOYRCE: IEC-64+4+34-2 61010-2-201:
and deletion of second note to entry]

ferm,

3.1.3
redu
exist
perfg

exist

NOTE|

[sou
[1sof

example

and notes delgted];

3.1.3
relatjve time stamp
time |stamp’referenced to the local clock of an entity

Note 1 to entry: In general, there is no relationship to clocks of other entities.

[SOURCE: IEC 62280-2:2014;medified, 3.1.43]

3.1.34

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (11,t2)

Note 1 to entry: It is generally assumed that the automated system is in a state to perform this required function
at the beginning of the time interval.

Note 2 to entry: The term "reliability" is also used to denote the reliability performance quantified by this
probability.
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Note 3 to entry: Within the MTBF or MTTF period of time, the probability that an automated system will perform a

required function under given conditions is decreasing.

Note 4 to entry: Reliability differs from availability.

[SOURCE: IEC TR 62059-11:2002, 3.17, modified — use of "automated system" instead of

"item" and addition of two notes]

3.1.35

residual error probability

RP

probability of an error undetected by the SCL safety measures

Note 1 to entry: This note applies to the French language only.

3.1.36
resiqual error rate
statidtical rate at which the SCL safety measures fail to detect erxors

3.1.37
risk
comiination of the probability of occurrence of harm agrd the

Note 1 to entry: For more discussion on this concept see

[SOURCE: IEC 61508-4:2010, 3.1.6,
modified — different note]

3.1.38
safely communication chan
SC
comrmunication channg
the §CL of the sink

Note 1 to entry: It
systerh, or a defined cha.

3.1.39
safely com
SCL
comrmuni

ensufe safe trangm
Thiswot

Note 1 to entry applies to the French language only.

3.1.410
safely connection

3.9,

bp of

cation

bs to

connection that utilizes the safety protocol for communications transactions

3.1.41
safety data
data transmitted across a safety network using a safety protocol

Note 1 to entry: The Safety Communication Layer does not ensure safety of the data itself, only that the data is

transmitted safely.
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3.1.42

safety device

device designed in accordance with IEC 61508 and which implements the functional safety
communication profile

3.1.43

safety extra-low-voltage

SELV

electrical circuit in which the voltage cannot exceed a.c. 30 V r.m.s., 42,4 \V peak or d.c. 60 V
in normal and single-fault condition, including earth faults in other circuits

[SOYRCE: IEC-64+4+34-2 61010-2-201:2013, 3.110, modified — deletion i{"¢rom ferm,
and deletion of note to entry]

3.1.44
safely function
function to be implemented by an E/E/PE safety-relategd S ot sk reddction

meas
spec

in respect] of a

NOTE|

[sou

3.1.

safely function response time

wors] case elapsed time fo i %
until the correspording\s4 ate\of\its s

of erfors or failures in the sa i harhe

safety sensor connected to a fieldbus,
afety’actuator(s) is achieved in the predence

Note 1 to entry: Thj K dueed ifkS.2¢ baddressed by the functional safety communication pfofiles
defingld in this part.

3.1.46

safely integrity keve

SIL

discr ' K ible four), corresponding to a range of safety integrity values,
wherg sagfet i el 4 as the highest level of safety integrity and safety integrity|level

1 has

Note | to entry:( The
specifled in_Tables 2 and

Note 2 4ol entry: Safety integrity levels are used for specifying the safety integrity requirements of the [safety
functi-4w—&e—be—a+bea+ed—be—#e—E+E#P-Esa¥e+y—FeJa+ed—ey&Lems—l.

Note 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or component.
The correct interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the system is
potentially capable of supporting safety functions with a safety integrity level up to ».

target failure measures (see IEC 61508-4:2010, 3.5.17) for the four safety integrity levgls are
of IEC 61508-1:20104%.

Note 4 to entry: This note applies to the French language only.

[SOURCE: IEC 61508-4:2010, 3.5.8]
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3.1.47

safety measure

<this—standard> measure to control possible communication errors that is designed and
implemented in compliance with the requirements of IEC 61508

Note 1 to entry: In practice, several safety measures are combined to achieve the required safety integrity level.

Note 2 to entry: Communication errors and related safety measures are detailed in 5.3 and 5.4.

3.1.48

safety PDU

SPDU

PDU|transferred through the safety communication channel

Note 1 to entry: The SPDU may include more than one copy of the safety data using tNffering coding strugtures
and hésh functions together with explicit parts of additional protections such as a k t, or p time
stamp|mechanism.

Note 2 to entry: Redundant SCLs may provide two different versions of the HOQ i eparate| fields
of thelfieldbus frame.

Note 3 to entry: This note applies to the French language only.

3.1.49
safely-related application

progfams designed in accordance with IEC 6
applipation

SIL requirements of the

3.1.
safely-related system

systgm performing safety fyqctions accrdiIE

3.1.51
slav

pass|ve commupitation ve messages and send them in responge to
another commu on ‘e which a master or a slave

3.1.
spurjous trip
trip caused

without a process demand

3.1.
time|stamp

time jnformatio d in a message

3.1.
uniform“distribution
probability distribution where all values from a finite set are equally likely to occur

Note 1 to entry: For a field of bit length i the probability of occurrence of a particular field value is 271 since the
sum of all probabilities of occurrence is equal to 1.

3.1.55

white channel

defined communication—channel system in which all relevant hardware and software
components elements are designed, implemented and validated according to IEC 61508

Note 1 to entry: This definition expands the usual meaning of channel to include the system that contains the
channel.
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324
BlSC
GP [IEC 61784-1]
GPF [IEC 61784-1]
GRC

LL [ISO/IEC 7498-1]

LPDU
EMC Electromagnetic Compatibility
EMI Electromagnetic Interference
EUC Equipment Under Control [IEC 61508-4:2010]
E/E/PE Electrical/Electronic/Programmable Electronic [IEC 61508-4:2010]
FAL Fieldbus Application Layer [IEC 61158-5]
FCS Frame Check Sequence
FIT Failure In Time (equals 109 failure per hour)
FS Functional Safety

FSCP Functional Safety Communication Profile
IACS Industrial Automation and Control System
MTBF Mean Time Between Failures
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MTTF
NSR
PDU
Pe
PELV
PES
PFD

avg

P,

SPDU

Safety Extra Low Voltage

Safety Instrumented Systems

Security Level [IEC 62443]
Security Management Systen [IEC 62443]
Safety PDU

Mean Time To Failure

Non Safety-Relevant Related

Protocol Data Unit [ISO/IEC 7498-1]
Bit error probability

Protective Extra Low Voltage
Programmable Electronic System [IEC 61508-4:2010]

Average probability of dangerous Failure on Demand [[EC-61508-6
61508-4:2010+4

Physical Layer
Performance Level
Programmable Logic Controller

Residual Error Probability
Safety Communication Layer
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] Internet-Protocol
HBR Yser-batagram-Protocol

4 Conformance

Each functional safety communication profile within this standard is based on communication
profiles of IEC 61784-1 or IEC 61784-2 and protocol layers of the IEC 61158 series.

A statement of conformance to a Functional Safety Communication Profile (FSCP) of this
standard shall be stated as either

conformance to IEC 61784-3:20xx FSCP n/m <Type>
ot
cpnformance to IEC 61784-3 (Ed.2-6 3.0) FSCP n/m <Type>

wherg the Type within the angle brackets < > is optional and\the « kets.are not fo be
incluged.

Alterpatively, a statement of conformance may be sta
conformance to IEC 61784-3-N:20xy
ot

cpnformance to IEC 61784-3-N (

wher

Confprmance to a the
corresponding FSCP(s

Prodpct standa@ QM
provisions), eithe sting
(eval

5 B

5.1

Acco 5 can
be deécomposed to parts that contribute to the overall safety function (for example, Sengor(s)

— Safety.communication channel — PES(s) — Safety communication channel — Actuator(s)).

The communication system itself in this standard performs transmission of safety data. To
simplify system calculations, it is—highly recommended that-the one logical connection of
safety communication channels of a safety function does not consume more than 1 % of the
maximum—PED—erPFEH PFH or PFD,,, of the target SIL for which the functional safety
communication profile is designed (see Fqlgure 4 and 5.8.2).

EXAMPLE

tr-Figure-3.-the PFH of the-safety funectionis PFRHcnsor+ PFHpes+PFHacwator F 2% PFHsatety communication-shannel

If this value of 1 % for one logical connection cannot be guaranteed by a given FSCP, the
safety manual for this FSCP shall provide additional guidance on the calculations of the PFH
or PFDyq-
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The overall PFH and PFD,, of each safety device shall incorporate the PFH and PFD,,  of
the logical connection. The PFD,,, shall be provided if the FSCP is also used for low demand
mode applications according to IEC 61508.

Safety Function
Logical Logical
connection connection
Sensor » PES > Actuator
/Q
<1% <1%
N
v

of the PFH of the safe

Alterpatively, the PFH / PFD of the'Xx

avg

functjon. In this case, the PFH / PFD,, b
only pnce.

ered

5.2 | Communication s

5.21 General

The [following iat' n is : de a common understanding of technologyl and

terms. <\\A
NOTE Moct nf tha 4&«9 Va¥a T I

msfor Bafetv
...... RTHOHRat MSOH aHety

each communication layer, all the measures necessary to implement transmission of safety
data in accordance with the requirements of IEC 61508 shall be performed by an additional
“safety communication layer”, positioned as shown in Figure 5.

The safety communication layer includes suitable services and protocol to encode safety data
into safety PDUs and pass them to the black channel and to receive safety PDUs from the
black channel and decode them to extract safety data.
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61784 Functional Safety
Communications Profile

Device / 61158 communications layers
'r ____________________________________________________
! Safety Safety
! | Communication Communication
! Layer Other Gateway Layer
' —— protocol —
1 | Application Layer Application Layer FAL FAL
| | _loptional) " eptional
| DLta Link Layer Data Link Layer DLL e.g. repeater,
! switches,
: ireless
: hysical Layer Physical Layer PhL W
! Internal

NOTE]
for fu
may

NOTEl2 Functions

the

5.2.3

IEC

requirements of the

cha
eha

HAL directly.

Comm

1508 uses the

nhel i
e+

communication link

L+ While implementation of the Fie
nctional safety communication sy

1
TCT AT T

IEC

Layer

elated may bypass the SCL and agcess

Q called “black channel” or “white channel” to define the
us fortransmission of safety data.-\Whethera-communigation

res-are-accomplishedwi

In t

comr

the

5.2.

that

----

h

Sink (See

gure 5). The black channel
communication layers.

d by wherae the cafety meacu n I
y-where+the-SatetymeasuresSare accompHSn WH

\js standard specifies functional safety communication profiles

yeommunication channel is defined to start at the top of the safety
of the source and stop at the top of the safety communication layer of
includes everything between the slafety

4  Safety function response time

The safety function response time is the worst case elapsed time following an actuation of a
safety sensor (for example switch, pressure transmitter, light curtain) connected to a fieldbus,
before until the corresponding safe state of its safety actuator(s) (for example relay, valve,
drive) is achieved in the presence of errors or failures in the safety function-ehanrnel.

Calculation of the safety function response time is specified in the profile specific parts of

IEC

61784-3.

Empirical measurements may only serve as a plausibility check of the worst case calculation.

The demand (actuation) on a safety function is caused either by an analogue signal crossing
a threshold or a digital signal changing state.
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Figure 6 shows an example of typical components making up a safety function response time.

Safety function response time

> Input Safe Safe Signal Power
rocessing Transmis PES Transmis Ougtput Output '

-sion -sion

ol »| »| »|
I 71 L 71 | 71 71 |

Individual components of the safety function response time

Indivldual functional safety communication profiles may have<a di i ents,

5.3 | Communication errors
5.31 General

Subg
provi

ors. Additional noteq are

5.3.2

Mess < i bus participant, due to errors on the

NOTE|1 Message 0 \ i qrmal event for any standard communication system, such ever|ts are
detected at receivers i ility X aash function and the message is ignored.

NOTE] icati e otocols for recovery from message errors, so these megsages
should X

NOTE ed as
'Unac

NOTE WA ability event that multiple errors result in a new message with correct mgssage
struct d and
proce in fault
classifi

5.3.3 Unintended repetition

Due to—anerror—fault-orinterference;—sted—rot ur)dutud mesSSages—atre |cpca‘lcd sEar=meorrect

NOTE 1 Repetition by the sender is a normal procedure when an expected acknowledgment/response is not
received from a target station, or when a receiver station detects a missing message and asks for it to be resent.

NOTE 2 Some fieldbuses use redundancy to send the same message multiple times or via multiple alternate
routes to increase the probability of good reception.
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5.34 Incorrect sequence

Due to an error, fault or interference, the predefined sequence (for example natural numbers,
time references) associated with messages from a particular source is incorrect.

NOTE 1 This “incorrect sequence” error is also referred to as “out-of-sequence” error.

NOTE 2 Fieldbus systems—may can contain elements that store messages (for example FIFOs in switches,
bridges, routers) or-may use protocols that-may can alter the sequence (for example by allowing messages with
high priority to overtake those with lower priority).

NOTE 3 When multiple sequences are active, such as messages from different source entities or reports relating
to different object types, these sequences are monitored separately and errors-—may can be reported for each

sequence.

5.3.5 Loss

Due o an error, fault or interference, a message or acknowledgmyé

selenpudodond,

5.3.6 Unacceptable delay

Mesdages may be delayed beyond their permitted a example dye to
errorp in the transmission medium, congested trans ference, or due to bus
parti¢ipants sending messages in such a manner {tha i elayed or denieq (for

exanjple FIFOs in switches, bridges, royters).
D e e R ot oo e celhodl e o e e R

ng u ng )

&
&

P

¢ @
b

-

D

D ¢
D

B

D

5

P

D

*

i

T

D

Due i rence, a message is-inserted received that relates to an unexpectgd or
unknpwn source enti

NOTE| “These messages are additional to the expected message stream, and because they do not have expected
sources, they cannot be cfassifietas Correct, Unimtended Tepetition, or INCorTect SEqUENnCe.

5.3.8 Masquerade

Due to a fault or interference, a message is inserted that relates to an apparently valid source
entity, so a non-safety—relevant related message may be received by a safety-relevant related
participant, which then treats it as safety-relevant related.

NOTE Communication systems used for safety-related applications—may can use additional checks to detect
Masquerade, such as authorised source identities and pass-phrases or cryptography.

5.3.9 Addressing

Due to a fault or interference, a safety—relevant related message is—sent delivered to the
wrong incorrect safety-relevant related participant, which then treats reception as correct. This


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

IEC 61784-3:2016 RLV © |IEC 2016 -31-

includes the so-called loopback error case, where the sender receives back its own sent
message.

5.4 Deterministic remedial measures
5.4.1 General

Subclauses 5.4.2 to 5.4.9 list measures commonly used to detect deterministic errors and
failures of a communication system, as contrasted to stochastic errors like message
corruption due to electromagnetic interference.

5.4. Sequence number

A sepjuence number is integrated into messages exchanged between ge_sourcqg and

mesgage sink. It may be realised as an additional data field with a nu from
one message to the next in a predetermined way.
5.4.3 Time stamp

time

In mpst cases the content of a message is only valid at <
stamp may be a time, or time and date, included in a me

NOTE
NOTE] i i i ici i e E synchromzed For slafety
appligati izati f this

mech

5.4.4

Durir
two gonsecutively rec
has tp be assume

0 veen
3 predetermined value. In this case, an |error

EXAMPLE

Time-

— th place within fixed cycles and predetermined time slots for every participant

- 0 ig is an
e

- tgi

5.4.5

Mesgages may have a unique source and/or destination identifier that describes the Iqggical
addrtfss of the safety-relevant related participant.

5.4.6 Feedback message

The message sink returns a feedback message to the source to confirm reception of the
original message. This feedback message has to be processed by the safety communication
layers.

NOTE 1 Some fieldbus specifications use the term “echo” or "receipt" as a synonym.

NOTE 2 This returned feedback message-may can contain for example only a short acknowledge, or-may can
also contain the original data, or other information enabling the source to check the correct reception.
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5.4.7 Data integrity assurance

The safety-related application process shall not trust the data integrity assurance methods if
they are not designed from the point of view of functional safety. Therefore, redundant data is
included in a message to permit data corruptions to be detected by redundancy checks.

NOTE Communication systems used for safety-related applications-may can use methods such as cryptography
to ensure data integrity, as an alternative to typical methods such as CRCs.

If a hash function is used, it shall not include error correction mechanisms.

In addition to this, the transmitted safety data is cross-che s ali i i us or
over [a separate connection source/sink unit. If a difference_is © G have
taken place during the transmission, in the processi i b 5sing
unit ¢of the sink.

When redundant media are used, thep f i p ising
suitaple measures (for example diversi )

5.4.9 Different data integrity assufance system

If safety-relevant related d via
the same bus, different d S téems or encoding principles may be |used
(diffgrent hash functions, fore i generator polynomials and algorithmg), to
makeg sure that NSR s\cannotinfluence any safety function in an SR receiver.

Having an ;d' QNa 3 integrityy assurance system for SR messages and none for
NSR 3 3

5.5 tween errors and safety measures
The - ined’in 5.4 can be related to the set of possible errors, defingd in
5.3.Fhi } pical relationships are shown in Table 1, actual relationships|shall

. Each safety measure can provide protection against one or more
errorp in the(tran sion. It shall be demonstrated that there is at least one corresponding
safety measure or~combination of safety measures for the defined possible errofs in
accofdance with Table 1.

Actual protection of a measure against errors depends on the specific implementation of this
measure.

NOTE A safety measure-can shall only be listed in the corresponding table for a given FSCP if
this measure takes effect before the-guarantied guaranteed fieldbus safety response time.
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Table 1 — Overview of the effectiveness of
the various measures on the possible errors

Safety measures
o [
3 g g £
o » - 2
Communication errors E ® ] H > 3 c 83
€ _ e _ S £E _ E_ o | 835 | 82 _
8N En as 2ol o 28R §2® | 2T @
c < o X< e« < £EY TG SZgY
g0 3"’ $m 23w 8w -—gm S0 gawm
oo Eq: Eq: cE o o2 ﬁmw S ? o S op @
o 9 = = R o 9 © g @ 000 =30
n L [ [ (S ul 0o gl ¢ ol oS anl
Corrugtion Only for
see . eria
(see 5[3.2) x d X ( ial
b c
Unintended repetition X X N\
(see 53.3) /\
Incorrgct sequence
(see 5[3.4) X X A~ \\ \
Loss X \ \/
(see 5|3.5) A \
Unaccgptable delay X X b \
(see 5/3.6)
Insertipn e e a |
(see 5|3.7) X X /\X< /i( X
Masquerade \ @ > L |
(see 5/3.8) )\4
Addregsing X v
(see 5|3.9)

a2  Only for sender identificati

NOTH Table adapted from IEC 62280-2: 2014%%@(%&}\%\)

b Required in all cases.

n invalid source.

¢ THis measure is only camparable data assurance mechanism if a calculation can shoy that
the residual ery6r xa b required in 5.4.9 when two messages are sent thfough
inflependent tra )

4 Effective only if fe } original data or information about the original data, and [if the
regeiver only actg/on\t ackno edge of the feedback message.

¢ Ef

5.6

An FBCP shatkpe designed so that either a safe state or a sufficient residual error rate gt the

receijer side.came zZchieved according to IEC 61508 within each and every communidgation

phasg of the safety network, including:

Figure 7 shows a conceptual FSCP protocol model.
correct FSCP communication after a fault, but first go through warm start or new initialization

sety or change of the safety network (configuration and parameterization):

start-up with initialization (e.g. connection establishment);
operation (safety data exchange);
warm-start after transition from a fault;

shutdown.

phases, depending on the FSCP.

NOTE

prior to a machine start.

An FSCP shall not return directly to

In case of faults, the FSCP can take care of application requirements such as an operator acknowledge
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v |

Initialization

Fault
Warm start

Tolerated

5.7

All F
acco

Som
devid

FSCP implementation aspects

SCP technical measures shall be implemented withi
'dance with IEC 61508 and shall meet the target SJL

error

ed in

afety

e. Figure 8 shows the separatign betwée ) d its

An example of an implementation aspeet is s Htime
clocKs, watchdogs or microcontrollers.(The hents
accofding to IEC 61508 tgp anbe” to the individual considerations of
genefic safety properties.

This [standard does npt x i fon aspects, except when an implemenfation
aspeft is requirgd\by 8 rate.
Gengric safety rt' idered Wased on logical connections between SCL |end-
points (using only bg } e black channel performance as stated in the safety
many ]

. P . Safe.ty . Logical connection
implementation Communication

5.8
5.8.1

"Black Channel”

1
1
i
1
:
| aspects Layer (FSCP)
|
1
1

Physical connection

IEC

Figure 8 — FSCP implementation aspects

Data integrity considerations

Calculation of the residual error rate

Even when the messages are arriving in a correct (deterministic) manner the-safety—data
SPDU still may be corrupted. Thus data integrity assurance is a fundamental component of
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the safety communication layer to reach a required safety integrity level. Suitable hash
functions like parity bits, cyclic redundancy check (CRC), message repetition, and similar
forms of message redundancy shall be applied.

The—communication—channel fieldbus DLL shall not use the same hash function as the

superimposed safety communication layer—(see—alsoEC-62280-1) unless special care is
taken for those cases. The safety code shall be functionally independent from the
transmission code.

NOTE4+ EXAMPLE When CRC is used as the hash function, the-eemmunication—channel fieldbus DLL shall not
use the same CRC polynomial as the superimposed safety communication layer.

ates. All meajures
afety

A supplier may choose various calculation methods for providi i 3 data

eithef more effort in the design of hardware and software to~proyide integrity o Drt in

osed

of safety ages
avq Per safety f_un ction,
fber of information sinks (m)

The fesidual error rate is calculated from the resid
(safety) data integrity assurance mechanism andit
samg i
one 3§
that i

Equa 3 jate the residual error rates resulting
from- S 8s wot apply, or if another method may be
more in‘Table 2.

&

(1)

NOTE|
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Table 2 - Definition of items used for calculation of the residual error rates
Equation items Definition
AsL Ag (Pe) Residual error rate per hour of the safety communication-ayer channel
with respect to the bit error probability (see 3.1.36)
AgcL (Pe) Residual error rate per hour of the safety communication layer with
respect to the bit error probability (see 3.1.36)
Pe Bit error probability (see Clause B.3).
be-proven—a-valueof 10 -2 shall be used-&
RsL Rg( (Pe) Residual error probability of the safety-message communication channel
with respect to the bit error probability (see 3 1 35)
v Maximum-aumber-ofsafety-messages sample rate of SPDl}s"pe\hour
m MaX|mum number of
2_A Bit Error-Probability(Pe)-of 104 _in the presence-of continuous_clectramadnoN
..... 37
The humber m of logical connections th MI safety function applicqtion.
Figune 9 and Figure 10 illustrate how this n beNdetermined.
The {igures show the phyS§i i iple network elements such as repegters,
switgdhes, or wireless | 9 i onnegtions between the subsystems involved in
the spfety function.
The logical conn@ S &d omsirigle cast or multicast communications.
Figune 9 shows & application where m = 4. In this application, all fhree
drivep are consj s at a single point in time according to the risk analysis.
| v i Example 1:
; I m=4
1 Processing —.— Drive !
E -— Drive i
E E Key
i . E Logical
! ._' Drive ! connection
i Safety Function i —— Fieldbus
i i network

IEC

Figure 9 — Example application 1 (m=4)

Figure 10 shows an example 2 of an application where m = 2. In this application, only one of
the drives is considered to be hazardous at a single point in time according to the risk
analysis.
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Example 2:

1 1
1 1
| > > | 3independent
! . —.— Drive i production cells
| |
Rl Ll Rttt R Rt Rl AR Rt SRR il LRt E et Rk -1 m=2

1
| Safety Function 2 » !
1 »
1| E-Stop Processing .— Drive |
| |
doczzzooopozooooooozzooigfooooooooofoziciooooooziiziziz Key .
| Safety Function 3 P ! Logical i
I = . ! connection
! .— Drive ' Eieldbus
r_— | network

5.8.2

A functional safety communication system shall provide a res

betwgen residual error rate and SIL, based on the
comrhunication system contributes no more than 1% pe

functjon.

Both|low demand and high deman
respgnse time, so a necessary-n

guaranteed.-Fhe-caleulation
alsofapph
casep

idual error rate to SIL-level

IEC

efore
in all

Applicable for saf functions
up t

us failure for the safety

Maximum permissible residpal
error rate for-the-functionfl
one logical connection of the
safety function

<\ function (Agc (Pe))
(PFH)

\ 4 \ \ <107%-8/h A <10710/h

< \ \ <10°7/h A <107%h

2\ \ <107%5/h A <1078h

<1075/h A<1077/h

Table 4 — Typical relationship of residual error on demand to SIL

Applicable for safety functions

Average probability of a

Maximum permissible residual

up to SIL dangerous failure on demand for error probability for one logical
the safety function connection of the safety function
(PFDavg)
4 <10™* <1078
3 <1073 <1075
2 <1072 <10
1 <1071 <1073
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5.9 Relationship between functional safety and security

Security threat and risk assessment is necessary for safety-related applications.
Reqyirements for security are detailed in the IEC 62443 series.

ional

with
ever,
iJly on
shed
IS is
ring,

h by

. The plant owner or intedgrator
Qlogies to achieve the target Se Curity
the zones and conduits.

2443 allows desi A i : 4 with
ct to safet O
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Security Zone e.g.

Firewall

1
1
1
:
| Production PC
1
1
1
1
1
1

Functional safety production island

I
i unhgtional saféty production island

] ) | I ; |
i Security Zone | " _: Conduit i i Security Zone i
i | Fieldbus Real Time i !
v | Ethernet :: Fieldbus Real Time Egagmet !
: i & :
1 I i H
1 11 1
1 (I} 1
1 11 1
' EEI Fieldbus classic ¥ /\ .
: o _ | (o _ Fieldbus classic !
: | !
1 1 I
1 1 1
! 1
! 1
1

5.10| Boundary condjfitions

5.101 EIectrit@

a functional safety communication system. Therefore, all
safetly devices co ohform to the relevant-SELV/PELVEC specificdtions
{for—pxample S JEG. elettrical safety standards (for example SELV/PELM as
specffied in Ik Jhe Safety Manual shall specify the constraints required ¢f the
devig pal safety communication system, whether safety devicgs or
non- ry dewees( ctive network elements.

NOTE ired/~additiqns "to the installation guidelines (for example cables, cable installation, shields,
groundling, potential™dalancing) are specified in IEC 61918 and IEC 61784-5.

NOTE|2 ,Requirements for power supplies (for example single fault prove, use of separate power supplies,
SELVIRELV, country specific current limitations, etc.) are specified in IEC 61918 and IEC 61784-5.

NOTE 3 Requirements for the standard bus devices (for example assessment) are specific to the functional safety
communication profiles.

5.10.2 Electromagnetic compatibility (EMC)

Safety devices shall comply with the increased test levels and durations, as well as
corresponding performance criteria specified in |IEC 61326-3-1 or the generic standard
IEC 61000-6-7. IEC 61326-3-2 may be used as an exception, if the intended application
exactly matches the specific scope and pre-conditions of IEC 61326-3-2.

NOTE Certain applications—may can require higher levels than those specified in IEC 61326-3-1, according to
Safety Requirements Specification (SRS).
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5.11 Installation guidelines

The requirements for installation of equipment using the communication technologies
specified in this standard are specified in IEC 61918 and the profile specific parts of
IEC 61784-5, as well as any relevant additional standards required by the individual profiles.

Non-compliant devices on the bus could seriously disrupt operation, and thus compromise
availability (because of spurious trips, including nuisance trips), subsequently causing the
safety feature to be disabled by the user.

Therefore, it is strongly recommended that all products connected to the fieldbus in a safety-
relat¢d application (even the standard ones) provide an appropriate conformity assessment to
the |relevant fieldbus protocol (for example manufacturer declara or third-party
assegsment).

NOTE| Additional details-may can be provided in the technology-specific parts ¢ 61784-3

sub-sé¢ries if relevant.
5.12| Safety manual

According to IEC 61508-2, device suppliers shall provide 3 description gf the
minimum information required by the profile to be in safetyxmanual is provided in
the relevant profile specific parts.

5.13| Safety policy

Userg of this standard shall take owing constraints to avoid
misuphderstanding, wrong expectations/or legal egarding safety-related developments

NOTE|1 isi 9 e intRg) i \'workshops and consultancy.

The [communication t¢chhghegi e'ﬂe in this standard shall only be implemented in
devides designe i

The lise of communis i pecified in this standard in a device does not enqsure
that pll necessary tech organizgtional and legal requirements related to safety-refated
appligations been fulfiled in accordance with the requiremenis of
IEC 6$1508.

For a de ice bases this standard to be suitable for use in safety-related applications,

iona fety management life-cycle processes according to the rel¢vant
relevant legislation/regulations shall be observed. This sha|l be
assepsed-in—accordahce with the independence and competence requirements of IEC 61508-

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety function is limited by the hardware safety integrity constraints which shall
be achieved by implementing Route 1, of IEC 61508-2, based on hardware fault tolerance
and safe failure fraction concepts (to be implemented at system or subsystem level).

The manufacturer of a device using communication technologies specified in this standard is
responsible for the correct implementation of the standard, the correctness and completeness
of the device documentation and information.

It is strongly recommended that implementers of a specific profile comply with the appropriate
conformance tests and valldatlons prowded by the related technology specific organlzat|on
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NOTE 2 These requirements and recommendations are included because incorrect implementations could lead to
serious injury or loss of life.

6 Communication Profile Family 1 (FOUNDATION™ Fieldbus) — Profiles for
functional safety

61 E ional Safety C ication Profile 1/1

Communication Profile Family 1 (commonly known as FOUNDATION™ Fieldbus2) defines
communication profiles based on IEC 61158-2 Type 1, IEC 61158-3-1, IEC 61158-4-1,
IEC 61158-5-5, IEC 61158-5-9, IEC 61158-6-5, and IEC 61158-6-9.

PF 1
basic
d in

The [basic profiles CP 1/1, CP 1/2, and CP 1/3 are defined in
functjonal safety communication profile FSCP 1/1 (FF-SIS™6) is bas
profile in IEC 61784-1 and the safety communication layer sps
IEC 6$1784-3-1.

FSCP 1/1
Safety
Function

| ogic
OgIC

FSCP 1/1
............... Protocol
Extensions

Intelligent Device

12 FOUNDATION™ Fieldbus and FF-SIS™ are trade names of the non-profit organization Fieldbus Foundation. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by |IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names Foundation Fieldbus™ or FF-SIS™. Use of the trade names FOUNDATION™
Fieldbus or FF-SIS™ requires permission of Fieldbus Foundation and compliance with conditions for their use
(such as testing and validation).
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7 Communication Profile Family 2 (CIP™) and Family 16 (SERCOS®) — Profiles
for functional safety

74 ional Safety. C ication Profile 2/1

Communication Profile Family 2 (commonly known as CIP™13) defines communidation
profiles based on IEC 61158-2 Type 2, IEC 61158-3-2, IEC 61158-4-2, 8§1158-5-2| and
IEC ¢1158-6-2.

Compmunication Profile Family 16 (commonly known as

comrhunication profile CP 16/3 based on IEC 61158-3-19, IECA 5-19,
and lEC 61158-6-19.

The [basic profiles CP 2/1, CP 2/2, CP 2/3 and CP 16 ¢ C 61784-1| and
IEC $1784-2. The CPF 2 functional safety communicati i CIP Safety™7) is

based on the CPF 2 basic profiles in IEC 61784-1 apd | 7 CP 16/3 basic pJofile
in [EC 61784-2, and the safety communication | SPet| » din I[EC 61784-3-2.

13 clpm™ (Common Industrial Protocol) and CIP Safety™ are trade names of the non-profit organization ODVA,
Inc. This information is given for the convenience of users of this International Standard and does not constitute
an endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CIP™ or CIP Safety™. Use of the trade names CIP™ or CIP Safety™ requires
permission of ODVA and compliance with conditions for their use (such as testing and validation).

14 SERCOS® is a trade name of SERCOS International e.V. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trademark holder or any of
its products. Compliance to this standard does not require use of the trade name SERCOS®. Use of the trade
name SERCOS® requires permission of the trade name holder and compliance with conditions for its use (such
as testing and validation).
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8 Communication Profile Family 3 (PROFIBUS™, PROFINET™) — Profiles for
functional safety

a1 F ional Safety C ication Profile_3/1

Communication Profile Family 3 (commonly known as PROFIBUS™, PROFINET ™ 15) defines
communication profiles based on IEC 61158-2 Type 3, IEC 61158-3-3, IEC 61158-4-3,
IEC 61158-5-3, IEC 61158-5-10, IEC 61158-6-3, and IEC 61158-6-10.

The basic profiles CP 3/1 and CP 3/2 are defined in IEC 61784-1; CP 3/4, CP 3/5 and CP 3/6
are defined in |IEC 61784-2. The CPF 3 functional safety communication profile FSCP 3/1
(PRQFIsafe™?9) is based on the CPF 3 basic profiles in IEC 61784-1 and IEC 61784-2_an(d the
safety communication layer specifications defined in IEC 61784-3-3.

15 PROFIBUS™, PROFINET™ and PROFIsafe™ are trade names of the non-profit organization PROFIBUS
Nutzerorganisation e.V. (PNO). This information is given for the convenience of users of this International
Standard and does not constitute an endorsement by IEC of the trade name holder or any of its products.
Compliance to this standard does not require use of the registered—teges trade names for PROFIBUS™,
PROFINET™ or PROFIsafe™. Use of the registered—teges trade names for PROFIBUS™, PROFINET™ or
PROFIsafe™ requires permission of PNO and compliance with conditions for their use (such as testing and
validation).
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mily 6 (INTERBUS®) — Profiles for functional sgfety

ily 6 (commonly known as INTERBUS®16) defines communidation
profil S 61158-2 Type 8, IEC 61158-3-8, IEC 61158-4-8, IEC 61158-5-8] and

IEC 61158-6-8"

The pasic profiles CP 6/1, CP 6/2, CP 6/3 are defined in IEC 61784-1. The CPF 6 funcfional
safety communication profile FSCP 6/7 (INTERBUS Safety™ 1Y) is based on the CPF 6 basic
profiles in IEC 61784-1 and the safety communication layer specifications defined in
IEC 61784-3-6.

The profiles CP 6/1, CP 6/2 and CP 6/3 contain optional services, which are specified by
profile identifiers. The suitable profile identifiers for CP 6/7 are shown in Table 5.

16 INTERBUS® and INTERBUS Safety™ are trade names of Phoenix Contact GmbH & Co. KG, control of trade
name use is given to the non profit organization INTERBUS Club. This information is given for the convenience
of users of this International Standard and does not constitute an endorsement by IEC of the trade name holder
or any of its products. Compliance to this standard does not require use of the trade names INTERBUS® or
INTERBUS Safety™. Use of the trade names INTERBUS® or INTERBUS Safety™ requires permission of the
INTERBUS Club and compliance with conditions for their use (such as testing and validation).
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Table 5 — Overview of profile identifier usable for FSCP 6/7
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-Link Partner Association.

™ are trade names of the non-profit organization CC

-Link Safety

-Link™ and CC
This information is given for the convenience of users of this International Standard and does not constitute an

endorsement by |IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CC-Link™ or CC-Link Safety™. Use of the trade names CC-Link™ or CC-Link

Safety™ requires permission of CC-Link Partner Association and compliance with conditions for their use (such

as testing and validation).

17 cc
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Communication Profile Family 8 also defines communication profiles based on
IEC 61158-5-23 and IEC 61158-6-23.

The basic profiles CP 8/4 and CP 8/5 (commonly known as CC-Link IE™18) are defined in
IEC 61784-2. The CPF 8 functional safety communication profile FSCP 8/2 (CC-Link IE™
Safety communication function) is based on the CPF 8 basic profiles in IEC 61784-2 and the
safety communication layer specifications defined in IEC 61784-3-8.

11 Communication Profile Family 12 (EtherCAT™) — Profiles for functional
safety

LL IS

Compmunication Profile Family 12 (commonly known as EtherCAT™ 19 ation
profiles based on IEC 61158-2 Type 12, IEC 61158-3-12, IEC 6%k158:4 5-12
and IEC 61158-6-12.

The pasic profiles CP 12/1 and CP 12/2 are defined in | VA 12 funcfional
safety communication profile FSCP 12/1 (Safety-over-Ether NGA! F12
basidq profiles in IEC 61784-2 and the safety communhi : i ed in
IEC 6$1784-3-12.

o —teehaleanlovaprions

FSCIP-12/1 describes—a-protocolfor-tra SCPH24
codgoeCotobe DOUe cos teooetomeac oy crdhnao—oldby — i e
safetly considerations,—since—it—can (he 'emr:.\ef* S black—channel—The-Safety{PDU
exchpnged-betweentwocaamun S T e e Ae bordinatefieldbdis 3

18 CC-Link IE™ is a trade name of the non-profit organization CC-Link Partner Association. This information is
given for the convenience of users of this International Standard and does not constitute an endorsement by
IEC of the trade name holder or any of its products. Compliance to this standard does not require use of the
trade name CC-Link IE™. Use of the trade name CC-Link IE™ requires permission of CC-Link Partner
Association and compliance with conditions for its use (such as testing and validation).

19 EtherCAT™ and Safety-over-EtherCAT™ are trade names of Beckhoff, Verl. This information is given for the
convenience of users of this International Standard and does not constitute an endorsement by IEC of the trade
name holder or any of its products. Compliance to this standard does not require use of the trade names
EtherCAT™ or Safety-over-EtherCAT™ Use of the trade names EtherCAT™ or Safety-over-EtherCAT™
requires permission of Beckhoff, Verl and compliance with conditions for their use (such as testing and
validation).
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Compnunication Profile Family 13 (commonly known as Ethernet POWERLINK™20) ddgfines
comrphunication profiles based on IEC 61158-3-13, |IEC 61158-4-13, IEC 61158-5-13,| and
IEC 61158-6-13.

The basic profile CP 13/1 is defined in IEC 61784-2. The CPF 13 functional safety

communication profile FSCP 13/1 (openSAFETY ™20 Ethernet POWERLINK safety') is based
on the CPF 13 basic profiles in IEC 61784-2 and the safety communication layer

specifications defined in IEC 61784-3-13.

20 Ethernet POWERLINK™ and openSAFETY™ are trade names of the non-profit organization Ethernet
POWERLINK™ Standardization Group (EPSG). This information is given for the convenience of users of this
International Standard and does not constitute an endorsement by IEC of the trade name holder or any of its
products. Compliance to this standard does not require use of the trade names Ethernet POWERLINK™ or
openSAFETY™. Use of the trade names Ethernet POWERLINK™ or openSAFETY™ requires permission of
Ethernet POWERLINK™ Standardization Group (EPSG) and compliance with conditions for their use (such as
testing and validation).
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IEC 61784-2 and the safety communication
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Communication Profile Family 14 (commonly known as EPA®21) defines communication
The basic profiles CP 14/1 and CP 14/2 are defined in IEC 61784-2. The CPF 14 functional
safety communication profile FSCP 14/1 (EPASafety®'®) is based on the CPF 14 basic

13 Communication Profile Family 14 (EPA®) — Profiles for functional safety
profiles based on IEC 61158-3-14, IEC 61158-4-14, IEC 61158-5-14, and IEC 61158-6-14.

IEC 61784-3-14.

profiles in

information is given for the convenience of users of this International Standard and does not constitute an

endorsement by |IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names EPA® or EPASafety®. Use of the trade names EPA® or EPASafety® requires

permission of SUPCON® and compliance with conditions for their use (such as testing and validation).

21 EPA® and EPASafety® are trade names of Zhejiang SUPCON® Sci&Tech Group Co. Ltd. China. This
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\dditional int o dod inlEC 61784-3-14.

14 Communication Profile Family 17 (RAPIEnet™) — Profiles for functional
safety

Communication Profile Family 17 (commonly known as RAPIEnet™?22) defines a
communication profile based on IEC 61158-3-21, IEC 61158-4-21, IEC 61158-5-21, and
IEC 61158-6-21.

The basic profile CP 17/1 is defined in IEC 61784-2. The CPF 17 functional safety
comrpunication profile FSCP 17/1 (RAPIEnet Safety™1°) is based on the CPF 17 basii:lgrofile
in [EC 61784-2 and the safety communication layer specifications defined ( 61Q7~g/- -17.

15 Communication Profile Family 18 (SafetyNET p™ Fiel r
nctional safety
Communication Profile Family 18 (commonly knowpr ddfines

communication profiles based on IEC 61158-3-22, 61158-5-22( and

IEC $1158-6-22.

The pasic profiles CP 18/1 and CP 18/2 are de C 84-2. The CPF 18 funciional
safety communication prof|Ie FSCP 181N 4 op the/ F Y a5ic profiles in IEC 61784-2

22 RAPIEnet™ and RAPIEnet Safety™ are trade names of the non-profit organization RAPIEnet Association. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance with this standard does not
require use of the registered trade names for RAPIEnet™ or RAPIEnet Safety™. Use of the registered trade
names for RAPIEnet™™ or RAPIEnet Safety™ requires permission of RAPIEnet Association and compliance
with conditions for their use (such as testing and validation).

23 SafetyNET p is a trade name of the Pilz GmbH & Co. KG. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trade name holder or any
of its products. Compliance to this profile does not require use of the trade name SafetyNET p. Use of the trade
name SafetyNET p requires permission of the trade name holder and compliance with conditions for its use
(such as testing and validation).
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Annex A
(informative)

Example functional safety communication models

A.1 General

Annex A considers various models of implementation structure for safety fieldbus devices.
Thes i i i i ; only
intended to illustrate possible implementation structures. IEC 61508 should be usef for
overall system design.

Som¢ examples are listed in Clauses A.2 to A.5 — other models may

NOTE| Implementation structures in these examples are based on redun§
accordance with [IEC 61508 examples.

rs, in

A.2 | Model A (single message, channel and E

Modegl A shown in Figure A.1 serves as the bas
one-¢hannel fieldbus is-connected-to as

for the other models.|Only
channel.

hardware and/or software diversity.

Safety
mmu Communication
< Layer
ALY
oY’
PhL
message
[T ——
LI

IEC

Figure A.1 — Model A

A.3 Model B (full redundancy)

Model B in Figure A.2 shows a system where all safety communication layers, transmission
layers and transmission media exist twice.
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Each SCL generates an SPDU from the same safety data and sends it on the attached
fieldbus. The messages from both safety communlcatlon channels are safety checked and

cross-checked.

FRodnteinoaieh e

NOTE Transmission layers and transmission media may be of different types.

A.4

Modg
fieldl

Two

comr
show

Safety Safety
Communication Communication
Layer D Layer
FAL FAL
DLL DLL
PhL PhL
message
(I ——
| -
Séﬁeo?ageg}x$}h§7>
4

SCLs generate
on f1he same
nhunication c

LT \>
message w

messages.

Communication

sfety data. The SPDUs are sent at different
The messages from both safety
and cross- checked e S

f the

imes

A.5

Layer
A Fkk\ FAL
ot DLL
PhL PhL
message message
(I —— [T ——
| - | -

Figure A.3 — Model C

IEC

Model D (redundant messages and SCLs, single channel and FAL)

Model D in Figure A.4 shows a system with dual safety communication layers while the

Iayers eX|st onIy once—Be%h—sa#e%y—eemmemeahen—Laye#s—aeeess—the

transm|SS|on
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Two SCLs generate SPDUs from the same safety data. The SPDUs are sent at different times
on the same fieldbus using different messages. Alternatively the two SPDUs can be sent as
separate fields in the same message.

The messages from both safety communication layers are safety-checked independently and
cross-checked. ' i ; . L

maintain-safety-
Safety Safety
Communication Communication
Layer > Layer
FAL
DLL

E}—g

IEC
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Annex B
(informative normative)

Safety communication channel model
using CRC-based error checking

B.1 Overview

: , el is
recoinmended, unless a different model can be proven marée~apphcghe fs parti $CP.

B.2 [ Channel model for calculations

The model shown in Figure B.1 is used ' g Tirst step the probability|for a
certain number of perturbed bits within Sty nication layer. The various
cons|derations on specific errors withi Y | are not covered here.

The e echanisms are used by both the plack
chan 1 \ ehever the error detection mechanism qf the
blacK channel fails, the S isnY of the safety communication layer shall be
good| enough along to QCE wresidual error rate. A functioning error detdction
mechanism with@z 4 out certain bit error patterns and thus the |error
detegtion mecha nication layer has to take into account a certajn bit
errorfmodel. The fglk Sl igris can be used for simplified assessments of regidual
error

Black Channel

Application
Layer

(Block)-
Encoder

Modulator

Transmission

Application
Layer

Decoding Detector Demodulator

IEC

Figure B.1 — Communication channel with perturbation
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A binary channel is called symmetric when the probabilities P for both directions of
perturbation for a bit cell are equal: 120 and 0>1 (see Figure B.2). Furthermore it is
assumed all bit cells have the same bit error probability P, = P.

IEC

Usu
prob
the H

In ca
Figu
can |

NOTE

(Han
calcJ
other

B.3

A Bit
woul
watc

bility for a number of k perturbed bits (in a block of bit lengt
quation (B.1) shown below.

e the block contains a fictive codihg rns up to d-1 such as sho
e B.4 with a Hamming distance : gfror probabilityRy,c Ry
e calculated with the Equation (B.

Error Rrobab
| lead\I0 a stop of communication (nuisance trip) in case of cyclic data exchange
hdog-time expires after too many retries). Through correct installation (e.g. shiel

equij

error
with

vn in
L(Pe)

y bit
bxact
S no

lity(Pe) of 104 in the presence of continuous electromagnetic interfefence

(e.g.
ding,

otential bonding), these nuisance trips normally can be mitigated

The design of a safety layer assuming a Pe of 10 is not recommended, as single burst
interferences with many corrupted bits are common in industrial environments.

In order to detect these kinds of disturbances, the error detection mechanisms should be
powerful enough to achieve the required total Residual Error Probability at a 100 times higher
Pe than 104, that is 10-2.

Therefore, unless a better (lower) error probability can be proven, a maximum value of 102

shall

be used for the bit error probability.
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B.4 Cyclic redundancy checking

B.4.1 General

The residual error rate, which is based on the detection using a CRC-mechanism for BSC,
can be calculated using the Equation (B.3) below (residual error probability for CRC

polynomials).

n . .
Rerd Pe) =D AixPyx(1-P, J™ (B.3)
=t
wherg
A, ig the distribution factor of the code (determined either by computg (a

mathematical analysis);

n ig the number of bits in the block, including its CRC signature

o

the bit error probability.

Invegtigations for the method of cyclic redundancy che
parti¢ular class of so-called proper CRC polynomials/4
the gquation to build an approximation (see Equati
approximation for CRC polynomials).

error| probability valuep
probability (close zo 0,5
The |value r represeits
signgture to provide e

ghown in Figure B.3.

Block(n=m+r)

AL
-~
m bits r bits
A J
e Y
Message part CRC signature
IEC

B.4) may deliver smaller (better) reg
see for example [31]). For a high bit

r the
vithin
bility

idual
error |

CRC

Figure B.3 — Example of a block with a message part

and a CRC-bits{redundancy-code) signature

Figure B.4 illustrates the background for the Equations (B.2) and (B.4).


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

- 60 - IEC 61784-3:2016 RLV © |IEC 2016

Bit , Fictive code Bit 5 CRC coding
n n
(dmax) | | ] I
d-1 i~ 1
2™  Code <" \dode
words words

detectable number of perturbed bits

block length

Hamming distance

min MiNimum Hamming distance
m message length

Key
n

d
d.

IEC

Figure B.4 — Block codes f

Usudlly the CRC mechanism provid S k bit
lengt c n and the minimum Hamming
dista i

B.4.2

Propger CRC ,pelynomials are characterized by a monotonic ascending slope of the redidual
error| probability ion over the bit error probability. Figure B.5 illustrates the diffefence
betwgen @ jproper and an improper CRC polynomial. It is highly recommended to deploy| only
thos¢ proper CRC polynomials in order to simplify the proof of sufficient residual error nates.
Severat-ways—are—known—in—seience—for—the—cateutation—of-sueh—funetions—for—exampte- [29];
(361,[33] and [34];{36}and{37}. Whether or not the polynomial is proper has to be checked
for all the intended safety block sizes (see Table B.1). Improper polynomials may show a
better residual error probability at high bit error probabilities (27") than with smaller bit error
probabilities (>2-"). When using improper CRC polynomials, the worst case value (>2-) shall
be used, whereas with proper polynomials it is sufficient to use 2T for an estimate of the
residual error probability.

NOTE More information can be found in [32].

In some cases a particular function (curve) of a chosen CRC generator polynomial may
deliver smaller (better) residual error probability values up to the required bit error probability
limit of 10=2. In these cases it is highly recommended to use the worst case values 2= or
> 27T, respectively, as only messages with high-order bit errors (non equally distributed bit
errors) may reach the safety communication layer.
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n = number of bits in a block including CRC signature r.
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Annex C

(in

formative)

Structure of technology-specific parts

All technology-specific parts of this standard will be numbered according to their CPF number

in [IEC 6178

4-1 or IEC 61784-2.

EXAMPLE The technology-specific part containing specifications for the functional safety communication profiles

of CPF 33 would be numbered IEC 61784-3-33.
All tgchnology-specific parts will have the same general structure, to acilitate eompalrison
betwgen the different technologies. This structure is detailed in Table €.1°
Table C.1 — Common subclause structure for techr?lg%g ific par
Clauge and Title Cont\k
subdlause
No.
Introduction This introd CtiO)j\iS th\w,h're\for al\parts of IEC 61784-B
1 Scope This s/eogé\is/s&a/{day@zéd\for?n/parts of IEC 61784-3
2 Normative references Nyﬁﬁtiv%docu(ne@or‘@}part
3 Terms, definitions, symbols, \J
abbreviated terms and convention
3.1 Terms and definitions ( —~. \>
3.1.1 Common terms definiti \ \Q)r;\von%\m used in this part
ms gt gefinjiens, L = _
3.1.2 CPF X: Addition terNand Technol -specific terms used in this part
definitions
3.2 Symtyl{ankkabbre\a) te %
3.2.1 Com y ols antkabbrgyviate \&Jmmon symbols used in this part
terms
3.2.2 CPF tlon oIs an Technology-specific symbols used in this part
abbre |at ms
3.3 on Conventions which are used to describe the various elements
of the safety communication layer (for example state tables,
/\ sequence diagrams)
4 w Overview of the functional safety communication profile| and
fetyna e™ relevant introductory material (including objectives and
motivations for the technology)
5 General —
5.1 External documents providing List of the reference documents required by the technolpgies,
specificationsfortheprofite Tspeciatty those thratcoutd ot befisted T Ctause 2(because
they are not "official" standards such as IEC or ISO, for
example consortia documents), and thus were included in
Bibliography, together with all "informative only" documents
5.2 Safety functional requirements May include description of safe states (see
IEC 61508-1:2010, 7.10.2.6)
5.3 Safety measures May include measures to be considered from 5.4
5.4 Safety communication layer May include decomposition of the SCL
structure
5.5 Relationships with FAL (and DLL, May include existing diagnostics, expected services,
PhL) constraints (for example, “to be used in conjunction with
FSCP x/y”)
5.5.1 Data Types List of the IEC 61158 data types used by the profile
6 Safety communication layer May include application objects used, diagnostic services
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Clause and Title Contents
subclause
No.
services
7 Safety communication layer First subclause is listed below, others may be added as
protocol needed.
May include specific time mechanisms , state machines,
sequence charts, reaction on power off/power down,
diagnostic protocol and corresponding diagnosis
71 Safety PDU format Includes detailed definition of safety PDU (message) formats.
Will include several subclauses to specify the various format
elements (for example safety CRC specification)
8 Safety communication layer Includes specifications for the follow|ng asp
management parameterization:
- safe parameter data supplie ice (for
example a parameter server
- safe parameter data suppli evice
description)
(including any required
handling and transf e
9 System requirements First subclauses ar |st}%o Way be added|as
needed
9.1 Indicators and switches Specifications forydevic |nd\|>st\or)'=.>and switch function pnd
behav(JmQ'
9.2 Installation guidelines D use refe‘(ejc s within IEC 61918 or other rejevant
dosumen
9.3 Safety function response time Calgulations\and Mexamples of reaction times rel¢vant
hnolegy (for example worst case reaction tim¢ of
(sa@ty op
9.4 Duration of denla/nhs\ /‘\\ \S{eéﬁficati\dss for the duration of demands within devicqs
9.5 Constraints for c ula\tkkn of Includes|bfack channel retries, number of telegram per
system chanacteristiss (\ S nd/number of message sinks
9.6 Main nc Specifications for system behaviour in case of device rgpair
d replacement
9.7 Safety mahu \) If relevant, includes the minimum information required hy the
/\ profile to be included in the safety manual
9.8 Wireless transwissi c}&n.uf(w This subclause is optional. If relevant, it includes specif|c
/\ requirements when using wireless transmission
9.9 nforrﬁ%qe assés/ This subclause is optional. If relevant, it includes additignal
<\ \ conformance requirements for the base fieldbus protocd|
10 \%&sm\s\n&/ Include information on assessment requirements
Annex A Adwmrmation for Mandatory informative annex used to provide additional|non-
(informative)sf=functiona¥’safety communication normative information on the protocol. If there is none, then
profiles of CPF X this will contain the following sentence: “There is no
additional information for this FSCP”.
A1 Hash function calculation For example algorithms for CRC calculation

profiles of CPF X

Bibliography

Bibliographic references relevant for this part
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Annex D
(informative)

Assessment guideline

D.1 Overview

This guideline is intended for the assessment and test of communication systems for the

tranamm-mrmhfedmmﬁhemmmmm—begNeen
various processing units of a safety control system and/or betweep—intelligent-slafety
sensprs/actuators and processing units of a safety control system.

It is| highly recommended to use this guideline when asses s'lafety
communication profile or communication system as well as safe rig fhese
profiles.

The [documentation that is provided for the test or asse 9 peci bxact
operating conditions according to 5.10.2. No deviatitn sondifions is pernpitted
under any circumstances.

If a gafety communication system is am\i A pa p i ch a
prodiyict standard exists (for exampl ] fis product and the related
safetE/ communication components shall™eei\th i o the extent that is mentioned
in the scope of the relevant standard, i in a specific safety communication profile

within the IEC 61784-3 series.

NOTE| IEC TR 62685 is a companion\g |del|ne y i i j cts of
safety| devices for functiond nunity
(EMC [for functional safety),

D.2 | Channe
D.2.1
Clause D.2 defin types of safety communication concepts, the black channel

and the white\channehapproach. This guideline covers both safety communication concepts.

According todefinition 3.1.5, black channel type safety communication requires only evidence
of dgsign_or validation of the safety communication layer (SCL) according to IEC 61508| It is
poss|ble for a safety device designer to use a pre-assessed and approved hardware/soffware
component, which provides the functions of the particutar SCLtfthe designerimpftements this
component in its specified manner, a safety assessment of the component itself according to
IEC 61508 can be omitted. Thus, efforts can be reduced to the assessment of the safety-
related technology of the device and the correct implementation of the SCL component.

Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.

D.2.3 White channel

According to definition 3.1.55, white channel type safety communication requires all relevant
hardware and software components to be designed, implemented and validated according to
IEC 61508. Due to the large variety of possible solutions this guideline only provides help on
how to proceed with the aspects of data integrity assurance.
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NOTE Further information can be found in IEC 62280.
Normally, individual white channel approaches can be evaluated using one of the models
outlined in Annex A.

D.3 Data integrity considerations for white channel approaches

D.3.1 General

For data integrity considerations two classes of white channels can be identified as described
in D.3.2 and D.3.3.

D.3. Models B and C

This [approach considers each channel of the bus communication sys{s The
protgcol layers are redundant and two messages are sent. Hereby the a inf pasures
of the bus communication system are used completely. S ogh i$ not
possible if one of the two channels fails. Due to their axchitectiy bus

communication systems enable the other participants thus

already detect the majority of the error possibilities.

NOTE]|1

NOTE|2 Equations in Subclause D.3.2-may ca Qpli 2 . |
The [following approach is based on \ i ing[, as
descfibed in 5.4.8. This means, in case b S and |

bit by bit comparison within the receivg i both
mesgages are corrupted A ‘ » error |
probability can be calcula X B The probability for a particular bit
error| combination withjn es g in this case and thus the expressipn is

squafed. The possibilifie i abinations are in accordance with those of a single
mesgage (binom 9; coe

NOTE3 FSCPs shodld S i idual measures such that a maximum of independence
can lpe assumed. \ i sgssary to use more complex equations considering the

dependency.

When assuming data{integrity dssurance via CRC signature the same factor 27" is effgctive
(see [AnpexB) & ign (D.1) provides an estimate on the residual error probability.

Rakd Po)=2"x > (EJX(P(L(X“_Pe)n_k)Z (D.1)

k=d

min

NOTE 3 This equation can only be applied for proper polynomials (see B.4.2), see [31].

An analysis according to D.3.3 together with a calculation using Equation (D.2) is required for
a complete evaluation of the residual error probablllty |n case of a whlte channel solution.

NOTE 4 See IEC 62280 for more information.

The calculation of-Ag, Agc| (Pg) is carried out along the lines of 5.8.1 (Equation (1)).

The complete safety assessment shall be accomplished according to IEC 61508 (for example
Failure Mode and Effect Analysis, Safe Failure Fraction, Common Cause Errors).
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Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.

D.3.3 Models A and D

This approach relies on the error detection measures of existing bus transmission channels
and supplements these with additional measures in the superimposed safety communication
layer to reach the desired SIL.

State: ok

Transmission
failure (hardware)

Within this approach due to safety hazards througf es of the bus protocol circuits,|their
hardyare fault tolerance ne i thusg their life expectancy.

In this case a Markov g - SENSPeATY expressed by three fundamental transition
poss|bilities (Figure D. :

e uhdetected ‘@i
t

ransmission 13

caused by actual hardware failures inl the
jng of corrupted messages (Ryw);

o fgulty messag bected bit errors caused by electromagnetic interferences (EMC)
that occur g gtion (Repme)s

e updetect NG; that are caused by failures in the corresponding bus chegking
pprt of - SSi

NOTE]1

The [residual~errox_grobability Rap of the system is the summation of the individual
probabilities (Equation (D.2)). The calculation of-Ag, Agc | (pe) is carried out along the lines of
5.8.1| with the residual error probability:

RAD = RHW +REMC -I-RTC (D.2)

Rap is the residual error probability of the system for models A and D;
Ruyw  is the residual error probability for faults resulting from hardware failures;
Remc is the residual error probability for faults resulting from electromagnetic interferences;

Rtc is the residual error probability for faults resulting from failures of bus checking
mechanisms.
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The complete safety assessment shall be accomplished according to IEC 61508 (e.g. Failure
Mode and Effect Analysis, Safe Failure Fraction, Common Cause Errors).-tEC-62280-1 should

Eosonsidoracdothe sodont te bl e conlioalble
NOTE 2 See IEC 62280 for more information.

Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.

D.4 _\Verification of safety measures

D.4.1 General

This [part of the assessment guideline specifies the verification req 8 particular

safety communication profile.

D.4.2 Implementation

Mesdages to be transmitted safely shall be generated—in e in line with the
requifed SIL). The transmission medium (e.g. bus ljne i ing face ASICs) in itsplf is
cons|dered not safe. The safety measures are withi S ’ility of the procegsing
units|of message source and message sink. Thi \@te and black channel solutipns.

Asselssment: The requirements of
IEC 6$1784-3 shall be considered and cha
this 9ssessment guideline and are defified norm

other additional standards such as
=ments are beyond the scope of

D.4.3 "De-energize to

A time expectation me i a 3 imér) shall be used in all cases.

Asselssment: Se@. .

D.4.4
A mechanisp ¢ ion and reaction shall be provided at the receiver that is

respdnsible ty establish\a sz -related reaction to achieve a safe state, within the prqcess
fault tole kim¥

Asselssment./€Rheck of documentation and implementation; measurement of the reaction|time
for tHe safety-devi sing safety communication at worst case conditions of the system|(e.g.
in the présence of errors or failures).

D.4.5 Transmission errors

When transmission errors according to 5.3 occur, a defined fault reaction shall be initiated
(e.g. stop demand).

Assessment: Check of documentation, implementation, calculation if necessary, and
functional test; extended functional tests along the line of IEC 61508.

D.4.6 Safety reaction and response times

The maximum safety function response time specified by the manufacturer and the time
required to complete a safety-related reaction shall not be exceeded, even in the presence of
errors and failures.
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NOTE In some bus systems, the transmission rate and the reaction or response times depend on the number of
| participants. If transmission rate and reaction or response times are safety-related, it-may could be necessary to
limit the number of participants.

Assessment: Check of documentation and implementation; measurement of the reaction
and/or response times at worst case conditions for the particular system. The manufacturer or
the safety communication profile shall provide the definition of the number and timing of
errors to be considered.

D.4.7 Combination of measures

For the transmission of safety-related messages over bus systems a combination of measures
from [those quoted in 5.4 shall be implemented in such a manner that each error described in
5.3 is detected within the process fault tolerance time. Table 1 assigfs n_choosing the
appropriate individual measures.

Asselssment: All the technical measures in use shall be verified for ¢
Tabl¢g 1. Implementation of the measures shall be according to th

sding to

D.4.§ Absence of interference

with

axshral b rified for completeness accordipg to
Tabl¢g 1. Implementation @f the mgasmues shallkbe accerding to the required SIL.

D.4.9 Additional f3
In aqdition to t ds for the estimation of residual errors using the
BSC| model, furt¥fe to be considered and controlled, such as

"syng¢hronisation sh physical and data link layers.

Accaleamant AN 4h t
ASSCISSHEeAE: ””N

NOTE

)

B
P
=
A+
(4]
5

AsselssmentiThis~assgssment is outside the scope of this standard.

D.4.10</ Reference test beds and operational conditions

As far as feasible, all parts of a safety communication system should be tested together.
Otherwise However, if parts of a safety communication system are tested separately—n-the
second—case, reference systems (test beds) and/or simulators should be defined by the
particular safety communication profile and implemented using a particular variety of different
devices from different suppliers where possible.

The test bed should take into account worst case conditions, for example connection length or
number of devices. Signals that are required for the safety function shall be simulated or
otherwise imposed.

Relevant operational modes shall be defined for use during testing, such as cyclic data
exchange of process values or acyclic data exchange of parameterization data.
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Assessment: Test and inspections according to the definitions of the particular FSCP or the
specifications of the manufacturer of the EUT.

D.4.11 Conformance tester

Conformance to a particular FSCP should be tested by a profile conformance tester defined
and-provided by the technology-specific organization related to the individual FSCP.

NOTE Conformance testing includes both positive and negative tests.

Assessment: Test and inspections according to the definitions of the particular FSCP.

@%
S
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Annex E
(informative)

Examples of implicit vs. explicit FSCP safety measures

E.1 General

The examples provided in E.2 to E.7 illustrate the concepts of explicit and implicit safety

meagures:

E.2 | Example fieldbus message with safety PDUs

Figuge E.1 shows safety PDUs embedded in a fieldbus message duriag tran

Fieldbus address Safety PDU Safety PDU
NS
DA | SA Non-safety 0 o CRC
£
A~

- J
IEC
Figure E.1 — Example safety edded in a fieldbus message
E.3 | Model with cgx
Figure E.2 show@ checking of a safety PDU with completely ex
safety measures ti s

~

p
SO Nadth
S thenticity .
@9;}5\ (A-Code) Data CRC signature

CR_C calculation Step (D
using generator —>
ial Remainder=0or#0

polyromiat

v
Expectation: Locally stored parameter

Equal to
Local A-Code » Step @

v Equal or not equal

Expectation: Locally generated synchronized value

Equal to
Local T-Code » Step ®
Equal or not equal

IEC

Figure E.2 — Model with completely explicit safety measures

plicit
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Checking is done according to the following steps:

Step ® Remainder # 0 > Any error detected
Remainder = 0 - Data correct or incorrect with RR, according to F.5.2.2

Step @ Not equal - Any error detected

Equal - Authenticity correct or incorrect with RR, according to F.5.2.3
Step @ Not equal - Any error detected

Equal - Timeliness correct or incorrect with RR; according to F.5.2.4

E.4 | Model with explicit A-code and implicit T-code safety me

Figuge E.3 shows the model and the safety checking of a safety
meagure for Authenticity and implicit safety measure for Timeliness

Safety PDU
A

Authenticity .
(A-code) Data CRC s?éu—?

Ve

epCD

Remainder =0 or # 0

Local T-Code

tored parameter

» Step @
Equal or not equal
IEC

Chedki

Steq Any error detected
Re Data and Timeliness correct or incorrect with certain RR
Steq %S;f‘ot equal - Any error detected

Equal = Authenticity correct or incorrect with RR, according to F.5.2.3
E.5 Model with explicit T-code and implicit A-code safety measures

Figure E.4 shows the model and the safety checking of a safety PDU with explicit safety
measure for Timeliness and implicit safety measure for Authenticity.
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Safety PDU
A
r N
Qinsligess Data CRC signature
(T-Code) 9
A 4 A4
i CRC calculation
Ste
using generator —> P ®
— | polynomial Remainder =0 or # 0
tocatA-Code I >
v

Expectation:
Equal to Locally generated synchronized value

Local T-Code

Chedking is done according to the following steps:

Sted ® Remainder # 0 >

Remainder =0 > orrect with certain RR

Sted @ Not equal >

Equal N Timeli % ihcoxrect with RRy according to F.5.2.4
E.6 | Model with sph

Figune E.5 sho@ é thecking of a safety PDU with split explicif and
impligit safety me

Safety PDU
A
” N
Partial .
(T-code) Data CRC signature
Step @
— Remainder # 0 or # 0
| e l CRC calculation
J using generator

polynomial
Local A-Code I

v

Expectation:
Equal to Locally generated synchronized value

Partial local T-Code I ——— > Step @

Equal or not equal
IEC

Figure E.5 — Model with split explicit and implicit safety measures
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Checking is done according to the following steps:

Step ® Remainder #0 >
Remainder =0 >

Step @ Not equal
Equal

9
9

Any error detected

Data, Authenticity and Timeliness correct or incorrect
certain RR

Any error detected
Timeliness correct or incorrect with certain RR

E.7 Model with completely implicit safety measures

Figurle E.6 shows the model and the safety checking of a safety PDU
meagure for both Authenticity and Timeliness.

Chedki

Step

E.8

The
propeg

Due
indivie

Safety PDU

A
r \

CRC signatge\

with

with

b the
s for

b the
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Annex F

(infor

mative)

IEC 61784-3:2016 RLV © IEC 2016

Extended models for estimation of the total residual error rate

F.1 Applicability

This Annex F speC|f|es additional extended models for estlmatlng the total residual error rate

for a
the

Acco

F.2

All F
placq

Top

definjti
SCL

mess§s

until

take

gtrain
Ffoper
SCP

dbus

Figure F.1 — Black channel from an FSCP perspective

Examples of
communication errors

Fieldbus messages with
non-safety and/or safety PDUs

- Securlty '
v
Black Channel Safety
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The black channel includes the underlying fieldbus communication layers below the SCL, as
well as any additional communication between the FAL and the SCL within a device.
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Errors in the black channel can be generated from several sources:

e bit corruption of messages in the transmission medium; or

e random hardware faults and systematic faults of electronic equipment and software in the

black channel.

The frequency of the exchange of messages within the black channel can be different from
the frequency at which the SCL is sampling and processing safety PDUs.

F.3 Identification of generic safety properties

Tabli 1 lists possible discrete safety measures, which alone or in combipations co@é&e to
the fpllowing generic safety properties for messages (see Figure F.1):

e dpta integrity;

e apthentication (including masquerade rejection);

e timeliness.

The porrect delivery of the content of messages fro ured
mesgage sink(s) is the property of data integrity. The delivery rrect
mesgage source to the configured associated| més;3 y of
authéntication. The rejection of random bits at g rfoper
is thg property of masquerade rejection. sage
sour¢e and a message sink within a coxfiguxed

NOTE| Security is an additional known properfy which is bBgyd s are
addregsed in IEC 62443.

Another generic safety \aspe shallMbe \caghsidered is the configuration apd/or
paraieterization of the F

A fadlt in any of e s may result in a hazardous state or unintehded
start{up.

A supplier of an ¥ into
accopnt all thpe

F.4

Anngx F sp ples of the types of formulae employed in the calculation of regidual
error| rat %sed orf assumptions that are taken regarding both black channel and [SCL.
Alterwa&) ormulae shall be employed for cases where these assumptions can be showh not
suitapteMor a given SCL type.

The following general assumptions are valid for all formulae defined in Annex F:

a) assuming a failure rate of an average black channel device to be 100 FIT, it is expected

that the SCL shall assume a black channel failure rate 10 000 times this value. Therefore
failure rate for electronic equipment is better than 10-3/h (108 FIT) for each active network
element or fieldbus part of a safety device;

NOTE 1 Once any device fails, failure could become continuous until it is detected and corrected. This
includes permanent, intermittent and transient errors.

NOTE 2 A failure rate less conservative than 103 can be assumed for an FSCP, if this FSCP drives its safety
function to safe state when it detects one or more dangerous black channel failures (see Fault state in
Figure 7), if it only returns to operation when it is repaired, and if it can be proven that a failure rate of 10~
would therefore render the safety communication channel inoperable.

b) the presence of store and forward devices is considered, when relevant for the FSCP;
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c) safety PDU hash function is different from the one used by the underlying fieldbus DLL

(t

his can be ensured by design or administrative procedures);

d) safety PDU hash function is a CRC which does not include error correction mechanisms;

e) b

lack channel PDU hash function may include error correction mechanisms;

f) each logical connection is assigned a unique authentication code;

g) whenever fixed worst case values are used in the formulae for error or event occurrence
probabilities or rates (state of the art), FSCPs may specify instead their own values if
sufficient proof is provided;

h) whenever a single mechanism is used to detect multiple types of errors, then these error

ty
g
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explicit/implicit ca i Np in Annex E). Due to the various pog
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with the e)@

Residual e
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ssage
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; coefficient of limited fields (RP) which is included in the residual error

ions where annronriate It is aiven bv Eauation (F 1)
Fr Lad - J 1 \ 7
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\4Q1 \4Q2 \AQN

(F.1)

where

is the residual error probability for other fields of uniqueness that distingui
properly formatted safety PDU,;

is the number of values accepted by a sink in data field N;
is the number of values representing the total range for data field N.

sh a
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F.5.2.2

Contribution of data integrity errors (RR))

An example for the calculation of the residual error rate for Data Integrity RR, is shown in
Equation (F.2).

where
RR,
RP,

RR, = RP, x v x RP|; x RPggcp (F.2)

is the residual error rate for Data Integrity;

is the residual error probability for Data Integrity;

RPy

RPE4cp is the residual error probability for other measures unique £Q

F.5.2.3

There¢ are three factors for this residual rate:

a)

Q

—

c)

An example for the calculation of the
Equgtion (F.3).

wher

(4

misdirected PDU;
b) a’L‘u undetected data corruption error, and;
e error must result in a match of

An exw?for the calculation of the residual error rate for Timeliness RR; is shown in

is the maximum number of SPDU samples by the SCL ("sample ratel) per houQ

Contribution of authenticity errors (RR,)

VN in

is the r@
is the res ;

Equat'\ 4).
RRT = 2_LT X W X RT X RPFSCP (F4)
where
RRt is the residual error rate for Timeliness;
LT is the bit length of the sequence number;
w is the range of values (window) of accepted time stamps or sequence numbers for
receiving safety PDUs;
Rt is the rate of occurrence for incorrect sequence safety PDUs (value cannot exceed v,

as specified in F.5.2.2);

RPggcp is the residual error probability for other measures unique to the FSCP.
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F.5.2.5 Contribution of masquerade errors (RRy)
An example for the calculation of the residual error rate for Masquerade RR), is shown in
Equation (F.5).

RRy = 2-LA x 2-LT 5w x 27T x RP x 2-LR Rm (F.5)

where
RRy is the residual error rate for Masquerade;

LA is the bit length of the connection authentication;
LT is the bit length of the sequence number;
w is the range of values (window) of accepted time stamps or s for

receiving safety PDUs;

r is the bit length of the CRC signature (in case two CRCs wiff mials

are used, r is the sum of the two corresponding bit lengt

RPy| is the residual error probability for other fields of NASS inguish a
properly formatted safety PDU; \

LR is the bit length of the repeated portion of the &
checking, otherwise LR = 0);

Foss-

R is the rate of occurrence for masquerade

m

F.6 | Data integrity

F.6.1

The | generic safety prg wing
comrmunication error agcoryjng ¥ TableN(:

e cprruption (see5.32).
Datal integrity a@ [
reach a required Y

redupdancy che
shalllbe applied.

er to
yclic
ancy

If thg resi@ 6 obability”of the data integrity measures is dependent on the safety|data
valugs, 1k :

9.
When usin &| dgundancy check (CRC) as hash function, the designer of an FSCP [shall
%‘nsider e possibility of the "black channel" using the same polynomial. Thi$ can

prevent
be aq h\&ﬁ using various methodologies.

EXAMPLES

Possible methodologies include:
— measures allowing only specific combinations of FSCP and CPs;
— appropriate measures in the design of the SCL;

— calculations of the residual error rate using 0,5 as value for Pe.
F.6.2 Deterministic considerations

In addition to random bit patterns, the following specific error patterns shall be evaluated:
completely inverted data, completely "0" or "1" data sets, synchronisation slip errors and burst
errors.
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F.7 Authenticity

F.7.1 General

The generic safety property authenticity requires the detection of the following communication
errors according to Table 1:

e addressing (see 5.3.9);
e insertion (see 5.3.7).

The FSCP shall meet the following requirement (see Figure F.2):

e the message sink shall only process safety data in correctly addressed Sgages.received
from an authenticated message source.

Misrouted PDU
(safety PDU or non-safety,

D

Intended safety PD

Logical connection
(authenticity)

(cgnfigured) B
essage Internal | BUS Bus Internal Message
I\’Lource address | interface interface address sink

IEC
Key
PA
Thes ction
auth¢ntica FSCP dependant). Exclusions shall be documented in the safety
many

Authénfication prevents the processing of safety data in a received message that passg¢s all
othell sliecks but is not a valid message for this receiver. T

NOTE

Possible stochastic causes for incorrect authenticity include but are not limited to:

— Falsification of an address within the message or an error within an internal communication link (see
Figure F.3) regardless whether it is related to a non-safety or safety address mechanism.

— Disturbed or erroneously operating protocol stacks/layers within the black channel.
— Disturbed or erroneously operating routing devices, for example switches or routers.
— Disturbed or erroneously operating gateways, for example bus couplers.

— Disturbed or erroneously operating black channel devices mirroring messages (“loopback error”) or redirect
messages by other means.

— The authentication mechanism within the message sink is not sufficient to differentiate between messages
from different message sources.
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Figure F.3 shows possible addressing errors due to corrupted addresses within the fieldbus
communication system or possible internal addressing errors (for example due to corrupted
pointers within modular remote I/O devices).

and

be rgquired to control thegé Systenmatic 8rro

Ac

Several methods

following:
° single mess;e

Logical connection (authenticity)

Device
| Safety Int7rnal address error : Safety
i | Communication v i Communication
i | Layer (FSCP) Other Gateway : Layer (FSCP)
I rerra— protocol ———— '
—TAppticatiomtayer Appticatiomrtayer FAL | FAL
' (optional) / \ (optional) i
' | Data Link Layer I Data Link Layer [| DLL ||! ©-9-repeater, & D
| ! switches, [~
' ] ] ' wireles;
' Physical Layer Physical Layer !
i Internal i
1 T
1 )

/ communication link

IEC

barameterization procedures as show

ohnection authenti

areNavallable to avoid authentication errors.

MPLES

Al uhigue connection authentication (e.g. “connection ID") that is transmitted with each and every

ation
may

f the

s5e of

FSCP

ssage
messag

A locally stored unique connection authentication (e.g. "connection ID") that is encrypted via hash functions
such as CRC signatures and transmitted to the message sink. This encryption is usually part of the overall

data integrity measures of FSCPs according to 5.9.

F.7.2 Residual error rate for authenticity (RRp)

The residual error rate RR, for the generic safety property authenticity shall be calculated
from a message sink perspective as shown in Figure F.2.

In accordance with Clause F.4 bullet a), a value of 10-3/h per device shall be assumed for the
rate of occurrence for misdirected safety PDUs (Rp), unless otherwise specified.

It is further assumed that R, shall have the value of v (SPDU sample rate) after the first

OocCcC

urrence of a misdirected safety PDU, until the system is repaired.
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The residual error rate RR, shall be sufficient for all communication phases in 5.6 for which
connection authentication is relevant (FSCP dependant).

The technical measures for the authentication can be supplemented by organizational
measures, which shall be practical for the user to perform (see Clause F.12).

F.8

F.8.1

The
error

NOTE

a mes]sage sink at the same time.

The

Typid
the H

EXAM

Variat

I

Timeliness

General

c

c

JENETIC salely property UMeIlNess requires the detection of the following communig
5 according to Table 1:

hacceptable delay (see 5.3.6);
hintended repetition (see 5.3.3);
correct sequence (see 5.3.4);
ss (see 5.3.5).

FSCP shall meet the following requirements:

purce.

1 Depending on unidirectional or bidirect

which shall be considered during the desi
gck channel.

ination of these.

ation

sage

e and

on of

riZ;g " synchronization clock times at message source or message sink; or

)\

Figure F.4 shows an example of a slowly increasing message latency of the black channel.
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Queue:

Send pointer

Pointer failure

The
desig

NOTE

Receive pointer

ral methods are available to detedt er
N
2

kKl S & Messagés inside or outside the system.
error rate Tog s exceeding specified safety limits shall be determined durin
i ation assessments according to IEC 61508.

3 sg of a synchronized time base throughout the safety network is part of implementation aspects.

F.8.2

g the

N\ : - (RR

)
1

In a safety-related network with message storing elements (see Figure F.5), in accordance
with Clause F.4 bullet a), a value of 10-3/h per storing element shall be assumed for the rate
of timeliness errors (R), unless otherwise specified.

The series of unintended transmission from memory of SPDUs shall be assumed to be not

more

than 65 000.
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F.9 Masquerade

F.9.1 General

The safety property masquerade rejection requires the detection of the following
communication error according to Table 1:

e masquerade (see 5.3.8).

In general, non-safety PDUs (masquerade) are more likely to be detected by the SCL since
they have to fulfill all the preconditions (Timeliness, Authenticity, and Data Integrity).

F.9.2 Other terms used to calculate residual error rate for masqueya
(RRy)

In ackordance with Clause F.4 bullet a), a value of 10~3/h per devige
rate

F.10

F.10

The
indiv

wher

:g for the’safety communication channel,;

Asc

RRy| is the residual ¢ iness (see F.5.2.4);
RR,| isthe re 2 i thenticity (see F.5.2.3);
RR, is the residdg te mer haur Jor Data Integrity (see F.5.2.2);

RRy per hgur for Masquerade (see F.5.2.5).
The SCL is calculated from the total residual error rate Ag¢ df the
safet 3 ' els”and the maximum number of logical connections (m) that is

permijitteg ety function as shown in Equation (F.7) and in Figure F.6[ and

(F.7)

O
C)é Ascr = Asc xm

AscL is the residual error rate per hour of the SCL;
Asc is the residual error rate per hour per logical connection (see Equation (F.6));

m is the maximum number of logical connections (m) that is permitted in a single safety
function.

NOTE This equation assumes cyclic sampling of SPDUs and assumes the worst case that each safety PDU
passed over from the black channel can be erroneous.

The number m of logical connections depends on the individual safety function application.
Figure F.6 and Figure F.7 illustrate how this number can be determined.

The figures show the physical connections with possible network components such as
repeaters, switches, or wireless links and the logical connections between the subsystems
involved in the safety function.


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

IEC 61784-3:2016 RLV © IEC 2016 -85 -

The |

ogical connections can be based on single cast or multicast communications.

Figure F.6 shows an example 1 of an application where m = 4. In this application, all three
drives are considered to be hazardous at a single point in time according to the risk analysis.

Example 1:
m=4

E-Stop —.— Processing —.— Drive

Figue F.7 shows an example 2 of an application wHere

the ¢
analy

F.10

The

.— Drive

Safety Function ._

) pplication, only o
rives is considered to be hazardous at iRgle mivimtime according to thg

Example 2:
J independent
production cells

m=2

Ke

y Logical

connection

____ Fieldbus
network

IEC

bummation of the residual error rates of the generic safety properties as shown in Fj

ne of
risk

10.1

is an

aceéptable method to calculate the total residual error rate for a given FSCP.

It is possible to use combined mathematical methods for the calculations taking into account
cross effects of the individual safety measures and thus achieve better residual error rates.

It is also possible to use directly the methods of the IEC 61508 and to determine the Safe

Failu

F.11

re Fraction and the Diagnostic Coverage of the FSCP.

Total residual error rate and SIL

A functional safety communication system shall provide a residual error rate in accordance
with this standard. Table F.1 and Table F.2 show the typical relationships between residual
error rate and SIL, based on the assumption that the functional safety communication system
contributes no more than 1 % per logical connection of the safety function.
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Both low demand and high demand mode systems shall have a defined safety function
response time, so a necessary rate of SPDUs shall be guaranteed. The PFH for a certain SIL
shall be provided in all cases, while the PFDaVg is optional.

Table F.1 — Typical relationship of residual error rate to SIL

Applicable for safety functions Average frequency of a Maximum permissible residual
up to SIL dangerous failure for the safety error rate for one logical
function connection of the safety function

(PFH) (Agc (Pe))

4 <1078 h <1071/ h
3 <1077 /h <107%/h \
\‘

2 <106 /h (<1o- hoy
N N\
-5 7
1 <1075/h /\< <o A

Table F.2 — Typical relationship of residual ermI{m\&de\Y\ng S\>

Applicable for safety functions

Average probability of a
dangerous failure on demand

(bn pexmissible residI.laI

a
up to SIL or) cal
the safety functi tion
(PFDavg) ~

4 <107 \)/N?\ <10°®

3 <107°

2 <107

1 <1073

F.12

F.12{1 Generaz
Corrgct configura 3
diffelent phases is €

FSCIP usually
shown in the

Xjzaflpn of the safety devices and their SCL during the

nd programming activities as
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FSCP parameters :
of the device, -
e.g. timeout :

Controller

Configuration & - - - S AR
parameterization Engineering i === Technology

@ tool - | (device specific
: . parameters) |

\ Fieldbus

CRC-secured
FSCP parameter block

1

-

CRC Device
tool
IEC
H edures for FSC
Conflguration requires an engineering tooNo ‘ i s|wétwork structure, to co
the field devices and to assign values > parameters as well as {
FSCIP parameters such as connection e iC8 timeout, SIL claim, etc. Usually

field [devices provide a data sheet in ic, 15 ed within a file that can be imp
into he engineering tool.

After data including parameter values
dowrlloaded to the fielgdbus ommunication. The field device related p

the configuratio - '8 doynloaded to the particular field device pri

cycli¢ process d
More] 8 ‘ may) require a dedicated tool for the configuratio

infco, addressing during download;

hnect
p the
, the
brted

are
art of
pr to

fa\rnrrnpfinn rhlring download:

— inconsistent update of safety devices;
— connection of identical "safety islands" (serial machines);

— systematic errors while working with engineering tools due to specific computer settings (for ex
differences between displayed and stored values);

ample

— unrecognized changes within the technology specific safety parameters of the safety device be it stochastic or

intentional;

— use of safety devices previously installed in other safety functions.

An FSCP shall specify methods to protect against stochastic errors in the safety configuration

and parameters.

EXAMPLES

— Incorrect addressing.
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— Data corruption.

— Unrecognized changes.

The above requirements shall be considered by the designer of the FSCP for all relevant

communication phases (see 5.6).

Several methods are available to avoid incorrect configuration and parameterization.

EXAMPLES
— CRC signatures across configuration and parameter data.
- C

verification and validation. The safety manuals shall provide th

NOTE|3 Relevant information can be found in IEC 62061:2005, 6.11.2
F.12{2 Configuration and parameterization chang

Unlegs otherwise specified, the configuration
calcylations shall be assumed as 1 perday.

F.12

The
durin|

O
D
&

d by

d by

for

rrors
error
12.2.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

FOREWORD
1) The International Electrotechnical Commission (IEC) is a worldwide organization fr standars |zat|
alll national electrotechnical committees (IEC National Committees). The

rnational co-operation on all questions concerning standardization in the e
end and in addition to other activities, IEC publishes International 3ta
Telchnical Reports, Publicly Available Specifications (PAS) and Gui
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other damage of any oever, whether direct or indirect, or for costs (including legal fees
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8) Atfention 5 ofmative references cited in this publication. Use of the referenced publicati
indispensablesor the cqrrect application of this publication.
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This third edition cancels and replaces the second edition published in 2010. This edition

constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

e clarifications and additional explanations for requirements, updated references;

o deletion of technical overviews of profiles (Clauses 6 to 13), and associated dedicated

subclauses for terms, definitions, symbols and abbreviations;

e addition of profiles for Communication Profile Families 8, 17 and 18 (Clauses 10, 14, 15);

e clarifications of models in Annex A;


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

-8 - IEC 61784-3:2016 © IEC

e Annex B changed from informative to normative;

2016

e addition of a new informative Annex E describing models for explicit and implicit FSCP

mechanisms;

e addition of a new informative Annex F introducing an extended model for estimation of the

total residual error rate;

e updates in parts for CPF 1, CPF 2, CPF 3, CPF 8, CPF 13 (details provided in the parts);

e addition of a new part for CPF 17.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/840/FDIS 65C/848/RVD

Full information on the voting for the approval of this standard can\be\{ound, R the repd

voting indicated in the above table.
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A list of all parts of the IEC 61784-3 series, publishe
communication networks — Profiles — Functional s
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1
IEC 61784-2 defines a set of communication protocols that enable distributed contr
automation applications. Fieldbus technology is now considered well accepted and

and
ol of
well

proven. Thus fieldbus enhancements continue to emerge, addressing applications for areas

such as real time, safety-related and security-related applications.

This [standard explains the relevant principles for functional safety communications| with
refergence to IEC 61508 series and specifies several safety communicationrTayecs (profiles and
corrgsponding protocols) based on the communication profiles a layers of
IEC $1784-1, IEC 61784-2 and the IEC 61158 series. It does not ¢ dCtri safety and
intrinsic safety aspects.
Figule 1 shows the relationships between this standard an and fieldbus
standards in a machinery environment.
Product standards | !
! \)so 12100 .
IEC 61496 [[IEC 61131-6|| IEC 61800-5-2 1S &8{-% General principles for design — |
Safety f. e.g. Safety for Safety functiol Safi req ir \ Riskassessment and risk reductign '
light curtains PLC for drive{s\ ots <: I !
'\'\"' "“'v L 4 |
IEC 617844 IEC 62443 esign'of safety-related electrical, electronic and program- |
Security Security |e\electranic control systems (SRECS) for machiner '
(profile-specific) (commean part) X I
—l 1
4 N IL based PL based !
IEC 61784-5 | [JEC1918 ' 1
Installation guide Mzi\\guide N~/ I | _ | _Designobjgctive !
(proﬁle-speciﬁ})\ (comnol rt) < I i
! | ¥ Applicable standards
< N i :
c 001-2 ' | IEC 60204-1 !
1 |Safety of electrical ISO 13849 !
v : equipment Safety-related pafts [
I 00-6-7 ! of machinery '
“SenericEMC &FS | | : RS, |
I . I
MEC 61326-3-1 | 1 [us: NFPA 79 Non-electrical] | |
EMC & FS : (2012) Electrical !
I 1
| |
1 1
: A4 v '
61158 : IEC 62061 " |
o IEC 61508 ! : !
‘ghc St7o4.2 Fucionasatetv(Fs) | 4ol Porons ey :
Fieldbus for use in (basic standard) ! (SRECS) !
industrial control systems ' '
S U 1
Key |:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards
) (dashed yellow) this standard JEC

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship

between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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relevant safety and fieldbus

standards in a process environment.

Product standards .: :
IEC 61496 ||IEC 61131-6|| IEC 61800-5-2 ISO 10218-1 i '
Safetyf. e.g. Safety for Safety functions Safety requirements ] !
light curtains PLC for drives for robots h ]
IEC 61784-4 IEC 62443 L : :
Security Security 1 ,
(Grejlespeaie), eemmene) : See-safety-standardsformachinery |
IEC 61784-5 IEC 61918 E !
nstallation guide | Installation guide 1 !
(profile-specific) (common part) : 1
l l IEC 61326-3-22) E
EMC and !
IEC 61784-3 functional safety :
IEC/TR 62685 !
Functional safety !
communication i
profles ~  fk—— | 0 AT N RN NSt m e e ----!
Us:
\1/ ISA-84.00.01
IEC 61158 IEC 615112 (3 parts = mofified
|EC 61784-1 Functional safety — IEC 61511)
IEC 61784-2 IEC 81508 Q » afety instrumented -_— >y
Fieldbus for use in Fungtional safety ystems for the __ DE: VDI 2180
industrial control systems W ) >ocess industry sector J& == Part 1-4
N
~—_"
Key |:| (yellowy safety-
] (bluus elated stand
P (dashed'yelloV js.standard IEC
2  For specified electtomagne emds; otherwise IEC 61326-3-1 or IEC 61000-6-7.
b EN ratified.
Relationships of IEC 61784-3 with other standards (process)
Safely communjcation layers which are implemented as parts of safety-related systems
accofding te~lEC 61208 series provide the necessary confidence in the transportation of
mesdages (information) between two or more participants on a fieldbus in a safety-related
systdmicor sufficient confidence of safe behaviour in the event of fieldbus errors or failurefs.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile (FSCP) within this system — implementation of a functional
safety communication profile in a standard device is not sufficient to qualify it as a safety
device.
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This standard describes:

e basic principles for implementing the requirements of IEC 61508 series for safety-related
data communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

o functional safety communication profiles for several communication profile families in
IEC 61784-1 and IEC 61784-2, including safety layer extensions to the communication
service and protocols sections of the IEC 61158 series.

0.2 Transition from Edition 2 to extended assessment methods in Edition 3

This uture
use ed to
detemine if the FSCP meets the requirements of functional safety applid jiven
SIL. \ 5 are
detai

Howgver, because of the typical duration of the assessment orocess, the'F S shed
prior|to or concurrently with this new edition of the generi Ising
the methods from previous editions, based on data integrity i \\ 8.
The Yyalidity schema in Figure 3 shows how to handfe the ment
methpds of Edition 2 (specified in 5.8) to e bn 3

(currently specified in Annex F). Accord new
assepsment according to Annex F urd 1itic ] F will
replalce the current 5.8.

NOTE] $ and publish an adequate amendment

Edition 2 Edition 4

m
= |
o = Dlin 5.6 3 TADI in 5.8 Ed.4
o [2 (Dlin inf. Annex F) SIS
o |8 CD/CDV/FDIS
FSCP with D} (5.6) FSCP with DI (5.8) b.IS
FSCP with TADI
X (Annex F) d
[al
[T
it
| FSCP with TADI (5.8) Pub.IS
Maintenance period for FSCP to adopt TADI
IEC
Key
DI Data Integrity
TADI Timeliness, Authenticity, Data Integrity

Figure 3 — Transition from Edition 2 to Edition 3 assessment methods
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0.3 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
functional safety communication profiles for families 1, 2, 3, 6, 8, 12, 13, 14, 17 and 18 given
in IEC 61784-3-1, |IEC 61784-3-2, |EC 61784-3-3, |EC 61784-3-6, |EC 61784-3-8,
IEC 61784-3-12, IEC 61784-3-13, IEC 61784-3-14, IEC 61784-3-17 and IEC 61784-3-18.

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licenges either free of charge or under reasonable and non-discriminatory terms| and
cond|ti Iders

NOTE 4-3-2
IEC 6 1-3-17
and IH

Attenti the
subjd e for
ident

ISO s of
patemts relevant to their standards r the

most
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles thdt cane used in the

transjmission of safety-relevant messages among participants withi work
which use fieldbus technology in accordance with the requirement ieg1 for
functjonal safety. These principles are based on the black channe gn be
used|in various industrial applications such as process control, and
maclhjinery.

This [part2 and the IEC 61784-3-x parts specify seyeral fu ication
profiles based on the communication profiles and pr: S bgies
in IEC61784-1, IEC 61784-2 and the slafety

hese
vices

communication profiles use the black channel
functjonal safety communication profite
exclysively.

NOTE|1 Other safety-related communication ist that

are ndt included in this standard.

NOTE|2 It does not cover elektricaks i 2 . i such
as eleftrical shock. Intrinsic,safe e 2

All systems are ex ifional
meagures need @ tems
against unauthorized s ; the
relationship with the

NOTE|3 Additiorifal profile \sped

NOTE|4 is not
sufficipnt £0 quakify\i

NOTE|5 The re i ai i i i safety

commupnication (profite_ withil this system.

2 !rormative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61000-6-7, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards -
Immunity requirements for equipment intended to perform functions in a safety-related system
(functional safety) in industrial locations

1 Inthe following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”.
2 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.

3 Proposed new work item under consideration.
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IEC 61010-2-201:2013, Safety requirements for electrical equipment for measurement, control
and laboratory use — Part 2-201: Particular requirements for control equipment

IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications

EMC
iment
with

ronic

fety-

ated
fety-

IEC ©€1784-2, Industrial go dbus

profiles for real-time netwo

IEC $1784-3-1, Ipdu Profiles
fieldhuses — '@

Part 3-1: Functional dafety

Profiles — Part 3-2: Functional dafety

fieldh
IEC 61784<3- — Profiles — Part 3-3: Functional safety
fieldh
IEC 61784-3¢6yNaduslrial communication networks — Profiles — Part 3-6: Functional safety

fieldhuses=-Additional specifications for CPF 6

IEC ¢1%84-3-8, Industrial communication networks
fieldbuses — Additional specifications for CPF 8

Profiles — Part 3-8: Functional safety

IEC 61784-3-12, Industrial communication networks
fieldbuses — Additional specifications for CPF 12

Profiles — Part 3-12: Functional safety

IEC 61784-3-13, Industrial communication networks — Profiles — Part 3-13: Functional safety
fieldbuses — Additional specifications for CPF 13

IEC 61784-3-14, Industrial communication networks — Profiles — Part 3-14: Functional safety
fieldbuses — Additional specifications for CPF 14
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IEC 61784-3-174, Industrial communication networks — Profiles — Part 3-17: Functional safety
fieldbuses — Additional specifications for CPF 17

IEC 61784-3-18, Industrial communication networks — Profiles — Part 3-18: Functional safety
fieldbuses — Additional specifications for CPF 18

IEC 61784-5 (all parts), Industrial communication networks — Profiles — Part 5: Installation of
fieldbuses

IEC 61918:2013, Industrial communication networks — Installation of communication networks

. trin] .
N INGUSHHa-PFeHses

IEC 62443 (all parts), Industrial communication networks — Network and S| ecurity

3 Terms, definitions, symbols, abbreviated terms and con

3.1 Terms and definitions

For the purposes of this document, the following terms 2

NOTE]| Italics are used in the definitions to highlight terms whic

3.11
absdlute time stamp
time |stamp referenced to a global tim ¢ ng a
fieldhus

[SOURCE: IEC 62280:20
3.1.2

active network
netwprk eleme
externsion of the netw

Note 1 to entry:

and/or optically active components that ajlows

ExaR lements are repeaters and switches.

[SOURCE: IE

3.1.3
availability
probability for.an ated system that for a given period of time there are no unsatisfactory
systgm conditions such as loss of production

3.1.4
bit error probability

Pe

probability for a given bit to be received with the incorrect value

3.1.5

black channel

defined communication system containing one or more elements without evidence of design
or validation according to IEC 61508

Note 1 to entry: This definition expands the usual meaning of channel to include the system that contains the
channel.

4 To be published
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3.1.6
bridge
abstract device that connects multiple network segments along the data link layer

3.1.7

closed communication system

fixed number or fixed maximum number of participants linked by a communication system with
well-known and fixed properties, and where the risk of unauthorized access is considered
negligible

[SOURCE: IEC 62280:2014, 3.1.6, modified — transmission replaced by communication]

3.1.8
communication channel
logicgl connection between two end-points within a communication

3.1.9
communication system

arrarjgement of hardware, software and propagation medi
(ISOJIEC 7498-1 application layer) from one applicatio

fer of mesgages

3.1.10
connection

logicgl binding between two applicatic different devices

3.1.11
Cycl|c Redundancy Check
CRC
<valye> redundant data deri z[g) data
in ordler to detect data

<method> proce

Note 1 to entry: Terms/ sed in

this stpndard to refer te\th

Note 2 to entry:

3.1.112
defined<commupnigati
defined charpe

fixed| number<<c ixed maximum number of participants linked by a fieldbus based
comrmunication sy with well-known and fixed properties, such as installation condifions,
electfomagnetic immunity, industrial (active) network elements, and where the rigk of
unaufhorized access is reduced to a tolerated level according to the lifecycle mod|el of
IEC 62443, using forexampte zonesand—comduits

3.1.13
diversity
different means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical methods or different design approaches.

[SOURCE: IEC 61508-4:2010, 3.3.7]

5 Figures in square brackets refer to the bibliography.
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3.1.1

4

error
discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

Note 1 to entry:

to electromagnetic interference and/or other effects.

Note 2 to entry: Errors do not necessarily result in a failure or a fault.

[SOURCE: IEC 61508-4:2010, 3.6.11, modified — notes added]

Errors may be due to design mistakes within hardware/software and/or corrupted information due

3.1.1

code
send

3.1.1
failu
termi
funct

Note
disrup|

[sou

3.1.1
fault
abno

expl]f:it code

for safety measure that is actually transmitted within the SPDU™s own t
er and receiver

6
e

nation of the ability of a functional unit to perform a
onal unit in any way other than as required

or operation

to entry: Failure may be due to an error (for example, proble

tion).
RCE: IEC 61508-4:2010, 3.6.4, f i es and fi
7

rmal condition that m 3 , oNoss of, the capability of a functiona

to pefrform a required functj

Note
a reqy
of ext

[sou

3.1.1
field
com

3.1.1
field

to entry: IEC 60050
ired function,
brnal resource

RCE: IEC 61

bus (system

b the

of a

ssage

| unit

brform
o lack

ion or

systg

midsing a fieldbus with connected devices

3.1.2

0

DLPDU
DEPRECATED: frame

Data

3.1.2

Link Protocol Data Unit

1

Frame Check Sequence

FCS

redundant data derived from a block of data within a DLPDU (frame), using a hash function,
and stored or transmitted together with the block of data, in order to detect data corruption

Note 1 to entry: An FCS can be derived using for example a CRC or other hash function.

Note 2 to entry: See also [28], [29].
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Note 3 to entry: This note applies to the French language only.

3.1.22
hash function

(mathematical) function that maps values from a (possibly very) large set of values into a

(usually) smaller range of values

Note 1 to entry: Hash functions can be used to detect data corruption.

Note 2 to entry: Common hash functions include parity, checksum or CRC.

[SOURCE: IEC TR 62210:2003, 4.1.12, modified — addition of “usually” and notes]

3.1.2%
hazafd

state|or set of conditions of a system that, together with other related on inev
lead to harm to persons, property or environment

3.1.24

impljcit code

code| for safety measure that is not transmitted within the n to the sqg
and rleceiver

3.1.15

masfer

active communication entity able to initi munication activities by

statigns which may be masters or slaves

3.1.

mess$age

ordefed series of octet

[SOURCE: ISO/@ S

3.1.
message sink
part of a commun

[SOYRC

3.1.218
messgage solrce
part of a cammunication system from which messages are considered to originate

[SOUREE: ISO/IEC 2382-16:1996, 16.02.02]

tably

nder

bther

3.1.29
nuisance trip
spurious trip with no harmful effect

Note 1 to entry: Internal abnormal errors can be caused in communication systems such as wireless transmission,

for example by too many retries in the presence of interferences.

3.1.30
performance level
PL

discrete level used to specify the ability of safety-related parts of control systems to perform a

safety function under foreseeable conditions
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[SOURCE: ISO 13849-1:2015, 3.1.23]

3.1.31

protective extra-low-voltage

PELV

electrical circuit in which the voltage cannot exceed a.c. 30 V r.m.s., 42,4 V peak or d.c. 60 V
in normal and single-fault condition, except earth faults in other circuits

Note 1 to entry: A PELV circuit incorporates a connection to protective earth. Without the protective earth
connection or if there is a fault in the protective earth connection, the circuit voltages are not controlled.

[SO : 64646 0426 and
deletjon of second note to entry]

3.1

redundancy

existence of more than one means for performing a required.fu selnting

[SOURCE: IEC 61508-4:2010, 3.4.6, modified — example and

3.1.33
relatjve time stamp
time |stamp referenced to the local clo

Note 1 to entry: In general, there is no relations

[SOYRCE: IEC 62280:2014, 3.1.43]

3.1.34
reliapility
probability that an_auto \ 8 tions

for algiven time j

Note 1 to entry: nction

at the|beginning of thg ti

Note 2 to entry; R “reliability” y this
probability.

Note 3 to
requirgd funct

orm a

Note 4 to entry:( Retha

[SOYRCEVIEC TR 62059-11:2002, 3.17, modified — use of "automated system" instead of
"item"\and addition of two notes] T

3.1.35

residual error probability

RP

probability of an error undetected by the SCL safety measures

Note 1 to entry: This note applies to the French language only.

3.1.36
residual error rate
statistical rate at which the SCL safety measures fail to detect errors
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3.1.37
risk
combination of the probability of occurrence of harm and the severity of that harm

Note 1 to entry: For more discussion on this concept see Annex A of IEC 61508-5:2010.

[SOURCE: IEC 61508-4:2010, 3.1.6, and ISO/IEC Guide 51:2014, definition 3.9, modified —
different note]

3.1.38

safety communication channel
SC
communication channel starting at the top of the SCL of the source and g
the §CL of the sink

ing at thetpp of

Note 1 to entry: It can be modelled as two SCLs connected by a black chandel ¥ Runijcation

system, or a defined channel.

3.1.39
safefly communication layer
SCL
comrmunication layer above the FAL that includes all ¢
safe fransmission of data in accordance with the req

easures to ensure

Note 1 to entry: This note applies to the Freng

3.1.
safely connection

conngction that utilizes the safety prot tions transactions

3.1.41
safely data

data fransmitted airos
Note {1 to entry: The\3af

transmitted safely.

ata is

devide desighed in~agccorda with IEC 61508 and which implements the functional sfafety

electfical circuit in which the voltage cannot exceed a.c. 30 V r.m.s., 42,4 V peak or d.c.|60 V

[SOURCE: IEC 61010-2-201:2013, 3.110, modified — deletion of "circuit" from term, and
deletion of note to entry]

3.1.44

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

[SOURCE: IEC 61508-4:2010, 3.5.1, modified — references and example deleted]
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3.1.45

safety function response time

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus,
until the corresponding safe state of its safety actuator(s) is achieved in the presence of
errors or failures in the safety function

Note 1 to entry: This concept is introduced in 5.2.4 and addressed by the functional safety communication profiles
defined in this part.

3.1.46

safety integrity level
SIL
discrgte level (one out of a possible four), corresponding to a range of safe
wherg safety integrity level 4 has the highest level of safety integrity and
1 hag the lowest

integrity_vglues,
wintegrity |level

Note { to entry: The target failure measures (see IEC 61508-4:2010, 3.5.17) for the foyrs i evels are
specifled in Tables 2 and 3 of IEC 61508-1:2010.

Note 2 to entry: Safety integrity levels are used for specifying the sz \ i { s of the [safety
functigns to be allocated to the E/E/PE safety-related systems.

Note 3 to entry: A safety integrity level (SIL) is not a property 6f a syste fe Element or comppnent.
The correct interpretation of the phrase “SIL n safety-related sygtem) B n i 4) is that the sysfem is
potenfially capable of supporting safety functions with a safety i {

Note 4 to entry: This note applies to the Freng

[SOYRCE: IEC 61508-4:2010, 3.5.8]

3.1.47
safely measure
meagure to control possih
comgpliance with the requi

that is designed and implementg¢d in

Note 1 to entry: Ince, several/safet a 8s afe combined to achieve the required safety integrity Iqvel.
Note 2 to entry: Comm { a ated safety measures are detailed in 5.3 and 5.4.

3.1.48

safely PDU

SPDU

PDU |trap \ e safety communication channel

Note 1 to entry: he' SPRU may include more than one copy of the safety data using differing coding strugtures
and hash functions togethep with explicit parts of additional protections such as a key, a sequence count, or p time
stamp| mechanism.

Note 2 td€ntry: Redundant SCLs may provide two different versions of the SPDU for insertion into separate] fields
of thelfieldbus frame

Note 3 to entry: This note applies to the French language only.

3.1.49

safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application

3.1.50
safety-related system
system performing safety functions according to IEC 61508
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3.1.51
slave

pass

ive communication entity able to receive messages and send them in response to

another communication entity which may be a master or a slave

3.1.52

spur

ious trip

trip caused by the safety system without a process demand

3.1.53
time stamp

time jnformation included in a message

3.1.

uniform distribution

Note

sum of all probabilities of occurrence is equal to 1.

3.1.

whit
defin
desig

Note

channgl.

3.2
BS(
CP

to entry: For a field of bit length i the probability of occurrence inte the

channel
ed communication system in which all relg
ned, implemented and validated aecording.|

b are

hs the

[IEC 61784-1]

CPH [IEC 61784-1]

CR(

DLL [ISO/IEC 7498-1]
DLH

EM

EMI

EUC [IEC 61508-4:2010]
E/E [IEC 61508-4:2010]
FAL Fieldbus Application Layer [IEC 61158-5]

FCS Frame Check Sequence

FIT Failure In Time (equals 109 failure per hour)

FS Functional Safety

FSCP Functional Safety Communication Profile

IACS Industrial Automation and Control System

MTBF Mean Time Between Failures

MTTF Mean Time To Failure

NSR Non Safety Related

PDU Protocol Data Unit [ISO/IEC 7498-1]
Pe Bit error probability

PELV Protective Extra Low Voltage
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PES Programmable Electronic System [IEC 61508-4:2010]
PFDavg Average probability of dangerous Failure on Demand [IEC 61508-4:2010]
PFH Average frequency of dangerous failure [h=1] per hour [IEC 61508-4:2010]
PhL Physical Layer [ISO/IEC 7498-1]
PL Performance Level [ISO 13849-1]

PLC Programmable Logic Controller

RP Residual Error Probability

SCL Safety Communication Layer

SELUV Safety Extra Low Voltage

SIS Safety Instrumented Systems

SL Security Level

SM$ Security Management System

SPDU Safety PDU
SR Safety Related

4 Conformance

Eachf functional safety communication ation

profiles of IEC 61784-1 or IEC 61784+

A statement of conformance to a Fu this

standard shall be stated as either
c
ot
c

wher to be

inclu

Alter

C
ot
C

wherg N s the family number assigned to the corresponding CPF.

Conformance to a TEC 61784-3-N part means that all mandatory requiremenis of the
corresponding FSCP(s) for the particular device, system or application shall be fulfilled.

Product standards shall not include any Conformity Assessment aspects (including QM
provisions), either normative or informative, other than provisions for product testing
(evaluation and examination).

5 Basics of safety-related fieldbus systems

5.1 Safety function decomposition

According to IEC 61508 a risk analysis will define safety functions. These safety functions can
be decomposed to parts that contribute to the overall safety function (for example, Sensor(s)
— Safety communication channel — PES(s) — Safety communication channel — Actuator(s)).
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The communication system itself in this standard performs transmission of safety data. To
simplify system calculations, it is recommended that one logical connection of safety
communication channels of a safety function does not consume more than 1 % of the
maximum PFH or PFD,,4 of the target SIL for which the functional safety communication
profile is designed (see Figure 4 and 5.8.2).

If this value of 1 % for one logical connection cannot be guaranteed by a given FSCP, the
safety manual for this FSCP shall provide additional guidance on the calculations of the PFH
or PFD,yg-

The overall PFH and PFD,, of each safety device shall incorporate the PFH and PFD,, of
the Iggical connection. The PFD,,, shall be provided if the FSCP is also used for low demand
mode applications according to IEC 61508.

Safety Function <\
Logical

connection

Sensor » PES

Alter PF ] communication can be calculated for the whole gafety
funct ered
only

5.2
5.2.1

The ffollowing information is used to provide a common understanding of technology] and
terms,

5.2.2 IEC 61158 fieldbuses

While IEC 61508 is not restricting the use of communication technologies, this standard
focuses on the use of fieldbus based functional safety communication systems. Figure 5
shows an example model of the use of functional safety communications with a fieldbus based
on the black channel approach.

When using IEC 61158 based fieldbus structures without modifications in the definition of
each communication layer, all the measures necessary to implement transmission of safety
data in accordance with the requirements of IEC 61508 shall be performed by an additional
“safety communication layer”, positioned as shown in Figure 5.


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

IEC 61784-3:2016 © IEC 2016 - 25—

The safety communication layer includes suitable services and protocol to encode safety data
into safety PDUs and pass them to the black channel and to receive safety PDUs from the
black channel and decode them to extract safety data.

61784 Functional Safety 61784 Functional Safety
Communications Profile Communications Profile

Device / 61158 communications layers

Safety

Other Gateway Layer

Agplication Layer

Communication

protocol —
Application Layer

(optional)

(w)

/ \ (optional) FAL

Data Link Layer DLL

jta Link Layer

comri
comr

Func

5.2.3

IEC
requi
funct

In th
comr
the

comr

hysical Layer Physical Layer PhL

Internal

communication link

nunication syste S
nunication links in iCe ple with a gateway).

tions that a@ maybypass the SCL and access the FAL directly.

hunication layer’of the source and stop at the top of the safety communication lay

IEC

d for

e the
Cifies

ty communication channel is defined to start at the top of the safety

er of

hunication layers.

sink\_(see Figure 5). The black channel includes everything between the slafety

5.2.4 Safety function response time

The safety function response time is the worst case elapsed time following an actuation of a
safety sensor (for example switch, pressure transmitter, light curtain) connected to a fieldbus,
until the corresponding safe state of its safety actuator(s) (for example relay, valve, drive) is
achieved in the presence of errors or failures in the safety function.

Calculation of the safety function response time is specified in the profile specific parts of
IEC 61784-3.

Empirical measurements may only serve as a plausibility check of the worst case calculation.
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The demand (actuation) on a safety function is caused either by an analogue signal crossing
a threshold or a digital signal changing state.

Figure 6 shows an example of typical components making up a safety function response time.

Safety function response time

»]
g

=STOTT =STOTT

Input Safe Safe . Q
Processing Transmis PES Transmis glugtgilt gﬁrxv)irt Q

1

\ 4

IEC

sét of componients,
esponse time.

Indiv|dual functional safety communication profiles
but afll relevant components shall be accounted for i

5.3 | Communication errors
5.3.1 General

Subdauses 5.3.2 to 5.3.9 specify noteq are

provided to indicate the typical be

5.3.2 Corruption

Mesdages may pe\c ithin a bus participant, due to errors onf the
transjmission medju, { b

NOTE|1 ts are
detected at receivers

NOTE|2 Most isati sages
will ndt be ¢ta i

NOTE|3 R ed as
'Unacg¢eptable de

NOTE|4 In the. very I0w” probability event that multiple errors result in a new message with correct megssage
structyire (foryexample addressing, length, hash function such as CRC, etc.), the message will be acceptdd and
proceg$seéd’ further. Evaluations based on a message sequence number or a time stamp can result i fault
classitications such as Unintended repetition, Incorrect sequence, Unacceptable delay, Insertion.

5.3.3 Unintended repetition

Due to an error, fault or interference, messages are repeated.

NOTE 1 Repetition by the sender is a normal procedure when an expected acknowledgment/response is not
received from a target station, or when a receiver station detects a missing message and asks for it to be resent.

NOTE 2 Some fieldbuses use redundancy to send the same message multiple times or via multiple alternate
routes to increase the probability of good reception.

5.34 Incorrect sequence

Due to an error, fault or interference, the predefined sequence (for example natural numbers,
time references) associated with messages from a particular source is incorrect.
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NOTE

1 This “incorrect sequence” error is also referred to as “out-of-sequence” error.

NOTE 2 Fieldbus systems can contain elements that store messages (for example FIFOs in switches, bridges,
routers) or use protocols that can alter the sequence (for example by allowing messages with high priority to

overta

ke those with lower priority).

NOTE 3 When multiple sequences are active, such as messages from different source entities or reports relating
to different object types, these sequences are monitored separately and errors can be reported for each sequence.

5.3.5

Loss

Due to an error, fault or interference, a message or acknowledgment is not received.

5.3.6 Unacceptable delay

Mesgages may be delayed beyond their permitted arrival time window ) e to
errorg in the transmission medium, congested transmission lines, in bus
participants sending messages in such a manner that services a (for
exanmple FIFOs in switches, bridges, routers)..

5.3.7 Insertion

Due |to a fault or interference, a message is recejived d or
unknpwn source entity.

NOTE| These messages are additional to the ected
sourcgs, they cannot be classified as Correct,

5.3.8 Masquerade

Due fo a fault or interference, a message i$ ingéerte urce
entity, so a non-safety relz ) a eceived by a safety related participant, which
then ftreats it as safety rela

NOTE| Communication system? s ted applications can use additional checks to Hdetect
Masqyerade, such 2

5.3.9 Addressing

Due asafety related message is delivered to the incorrect safety
relatgd partieips alled
looph

5.4

5.4.1

Subdladses 5.4.2 to 5.4.9 list measures commonly used to detect deterministic errory and
failures.of a communication system. as contrasted to stochastic errors like mesgsage
corruption due to electromagnetic interference.

5.4.2 Sequence number

A sequence number is integrated into messages exchanged between message source and
message sink. It may be realised as an additional data field with a number that changes from
one message to the next in a predetermined way.

5.4.3

Time stamp

In most cases the content of a message is only valid at a particular point in time. The time

stam

NOTE

p may be a time, or time and date, included in a message by the sender.

Relative time stamps and absolute time stamps can be used.
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Time stamping requires the time base to be synchronized. For safety applications,
synchronization shall be regularly monitored, and the probability of this mechanism failing
shall be included in the assessment of the overall safety function.

5.4.4 Time expectation
During the transmission of a message, the message sink checks whether the delay between

two consecutively received messages exceeds a predetermined value. In this case, an error
has to be assumed.

EXAMPLE

Time-$lot-oriented access method:

— thle exchange of messages takes place within fixed cycles and predetermined time s)ots for evetyarticipant;

is an
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ample of cyclic communication);

|
—

g identify a participant who did not transmit within its associated time slot =
5.4.5 Connection authentication

Mesgages may have a unique source and/or destinatjon-j
address of the safety related participant.

cribes the Iggical

5.4.6 Feedback message

The message sink returns a feedback m > ¢ to confirm reception of the
origimal message. This feedback message has_to - ation
layerg.

NOTE|1 Some fieldbus specificati

NOTE|2 This returned feeq
the or|ginal data, or other i

Data i

The gafety-related SS\ ds if
they jare not designey int gf view of functional safety. Therefore, redundant data is
incluged in a yne '

pntain

5.4.7

NOTE| Co
ensur¢ data integxit

bhy to

If a hash funetivn is used, it shall not include error correction mechanisms.

5.4.8 Redundancy with cross checking

In safety-related fiel[dbus applications, the safely daia may be sent twice, within one or two
separate messages, using identical or different integrity measures, independent from the
underlying fieldbus.

NOTE Additional redundant functional safety communication models are described in Annex A.

In addition to this, the transmitted safety data is cross-checked for validity over the fieldbus or
over a separate connection source/sink unit. If a difference is detected, an error shall have
taken place during the transmission, in the processing unit of the source or the processing
unit of the sink.

When redundant media are used, then common mode protection should be considered using
suitable measures (for example diversity, time skewed transmission).
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5.4.9 Different data integrity assurance systems

If safety related (SR) and non-safety related (NSR) data are transmitted via the same bus,
different data integrity assurance systems or encoding principles may be used (different hash
functions, for example different CRC generator polynomials and algorithms), to make sure
that NSR messages cannot influence any safety function in an SR receiver.

Having an additional data integrity assurance system for SR messages and none for NSR
messages is acceptable.

5.5 Typical relationships between errors and safety measures

Actual protection of a measure against errors depends on
meagure.

A safety measure shall only be listed in the corr
meagure takes effect before the guaranteed fiel s\safe

&
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Table 1 — Overview of the effectiveness of
the various measures on the possible errors

Safety measures
() ]
3 g g £
o » - 2
Communication errors S ® s ] > 2c s3
£ _ e _ s 5% _ E_ o~ | 85 | 82 _
8N En as 230@ o SO~ §2x | L2 @
S< S< X< CEY 8 EEY s6s | T2es
2w ® 5 0w 23w aw =Cw Sgw eT Eg
3o Qo Qo cL£ o To L ER RN QDe o
oo E o E o 65 ® So o0 Q0 £Es20
n L [ [ (S ul 0o gl r ol oS anl
Corrugtion Only for
(see 5|3.2) x d X ( erial
b c
) . N
Unintended repetition X X
(see 5/3.3) \
Incorrgct sequence
(see 5|3.4) X X A \ \
Loss X \ \/
(see 5/3.5) A \
Unaccgptable delay b \
(see 5|3.6) X X /
Insertipn e e a
(see 5|3.7) X X /\X< /i( X
Masquerade \ @ > b
(see 5|3.8) j\
Addregsing X
(see 5|3.9)

NOTH Table adapted from IEC 62280:2014, T%ble (\ \)

a2  Only for sender identificati

b Required in all cases.

¢ THis measure is only camparable
the residual ergbr xa b
inflependent tra )

4 Effective only if fe } original data or information about the original data, and [if the
receiver only acts/on\t ackno edge of the feedback message.

data assurance mechanism if a calculation can shoy that
required in 5.4.9 when two messages are sent thfough

5.6

An FBCP shatkbe designed so that either a safe state or a sufficient residual error rate at the
receiver side.canhe achieved according to IEC 61508 within each and every communigation
phasg of the safety network, including:

e setup or change of the safety network (configuration and parameterization);

o start-up with initialization (e.g. connection establishment);

e operation (safety data exchange);

e warm-start after transition from a fault;

e shutdown.

Figure 7 shows a conceptual FSCP protocol model. An FSCP shall not return directly to

correct FSCP communication after a fault, but first go through warm start or new initialization
phases, depending on the FSCP.

NOTE In case of faults, the FSCP can take care of application requirements such as an operator acknowledge
prior to a machine start.
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5.7
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FSCP implementation aspects

SCP technical measures shall be implemented withi
rdance with IEC 61508 and shall meet the target SJL

error

ed in

afety

e. Figure 8 shows the separatign betwée \ d its

An example of an implementation aspee¢t is ‘a Hime
clocKs, watchdogs or microcontrollers.(The nents
accofding to IEC 61508 tg ance/to the individual considerations of
genefic safety properties.

This |standard does np aspects, except when an implementation
aspe rate.

Gene

point

manu

5.8
5.8.1

ric safety prop
5 (using only ba

ct is requir a
Q&\%mty application

based on logical connections between SCL [end-
e black channel performance as stated in the safety

. P . Safe_ty . Logical connection
implementation Communication

"Black Channel”

!
]
1
, aspects Layer (FSCP)
1

______________________________________

Physical connection
IEC

Figure 8 — FSCP implementation aspects

Data integrity considerations

Calculation of the residual error rate

Even when the messages are arriving in a correct (deterministic) manner the SPDU still may
be corrupted. Thus data integrity assurance is a fundamental component of the safety
communication layer to reach a required safety integrity level. Suitable hash functions like
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parity bits, cyclic redundancy check (CRC), message repetition, and similar forms of message
redundancy shall be applied.

The fieldbus DLL shall not use the same hash function as the superimposed safety
communication layer unless special care is taken for those cases. The safety code shall be
functionally independent from the transmission code.

EXAMPLE When CRC is used as the hash function, the fieldbus DLL shall not use the same CRC polynomial as
the superimposed safety communication layer.

All these

of dats safety
comrunicatio
A supplier may choose various calculation methods for providing data
integrity mechanisms of fieldbus networks. The results of these(ca lead to
eithef more effort in the design of hardware and software to proyide\int Drt in
the ¢
The fesidual error rate is calculated from the residual er 3 osed
(safety) data integrity assurance mechanism and thé ¢ ¢ 5e of
calcdlation of PFH / PFD,,, per safety functio the
assepsment the maximum number of information s afety
functjon.
Equations (1) and (2) shown below shalNpe : - ilting
from [Rgc (Pe), unless the underlying more
relevant. Items of the equations are sp
(1)
(2)
NOTE ing’of SPDUs by the SCL.
S used for calculation of the residual error rates
quatiop/‘tK\ Definition
Asc (IPe) \eR Wor rate per hour of the safety communication channel with respect to the bit
rrox protability (see 3.1.36)
Agc |(Pe) \Rgsgaﬁal error rate per hour of the safety communication layer with respect to the bit erfor
probability (see 3.1.36)
Pe Bit error probability (see Clause B.3)
Rgc (Pe) Residual error probability of the safety communication channel with respect to the bit error
probability (see 3.1.35)
v Maximum sample rate of SPDUs per hour
m Maximum number of logical connections that is permitted in a single safety function (see
Figure 9 and Figure 10)

The number m of logical connections depends on the individual safety function application.
Figure 9 and Figure 10 illustrate how this number can be determined.

The figures show the physical connections with possible network elements such as repeaters,
switches, or wireless links and the logical connections between the subsystems involved in
the safety function.
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The logical connections can be based on single cast or multicast communications.

Figure 9 shows an example 1 of an application where m = 4. In this application, all three
drives are considered to be hazardous at a single point in time according to the risk analysis.

Example 1:
m=4

E-Stop —.— Processing —.— Drive

.— Drive

Safety Function

Figue 10 shows an example 2 of an application wh

the drives is considered to be hazardous at 2 miih _time” according to the

analy

Example 2:
J independent
production cells

m=2

Ke

y Logical

connection

_____ Fieldbus
network

igure 10 — Example application 2 (m = 2)

5.8.2 Tota sidual error rate and SIL

A functional safety communication system shall provide a residual error rate in accord
with this’ standard. Table 3 and Table 4 show the typical relationships between residual

IEC

ne of
risk

ance
error

stem

rate land—SlL based on the necnmpfinn that the functional cnfnfy communication sy

contributes no more than 1 % per logical connection of the safety function.

Both low demand and high demand mode systems shall have a defined safety function
response time, so a necessary rate of SPDUs shall be guaranteed. The PFH for a certain SIL

shall be provided in all cases, while the PFD is optional.

avg
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Table 3 — Typical relationship of residual error rate to SIL

Applicable for safety functions Average frequency of a Maximum permissible residual
up to SIL dangerous failure for the safety error rate for one logical
function connection of the safety function

(PFH) (Agc (Pe))
4 <1078h <1071%h
3 <1077/h <107%h
2 <107%h <1078/h
1 <107%h <1077/h

Table 4 — Typical relationship of residual error on dem}%ﬁo\ﬂl\

Applicable for safety functions
up to SIL

Average probability of a
dangerous failure on demand for
the safety function
(PFDavg)

issible esidral
gjcal
ungtion

<104

<1073

N | w | »

<1072

5.9 | Relationship between function
Security threat and for
Reqyirements for security eries.

a seq
due
issugs such as_polici
by p
mainfena
periodic@sse

IEC i
partiIoning the archi
is pr

Leve

risk assessment _is
are detailed in t?‘%)

safety-related applicafions.

nacegplable jntentional (cyber) attacks or uninteniional

ilar life cycle concept as IEC 61508, starting with
d the assignment of target Security Levels. Howgver,

ed by individuals, |IEC 62443 emphasizes primarily on
res for a Security Management System (SMS) established
5. within their organization. One major issue of the SMS is
stem to counter degradation,

for example via monitgring,

gifies technologies and methods to achieve a secure systemh by
écture of an IACS into zones and conduits. The plant owner or integrator
vided)with appropriate countermeasures and technologies to achieve the target Segurity
and its seven foundational requirements (vector) for the zones and conduits.

IEC 62443 also addresses the requirements to secure system components.

IEC 62443 allows designers to choose where to implement the security countermeasures with

respect to safety devices.

NOTE Additional profile specific requirements can also be specified in IEC 61784-4.

Figure 11 shows an example of the zones and conduits partitioning of an IACS with functional

safety islands.
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e.g.
Firewall

Security Zone i

Fieldbus Real Time
Ethernet

EEI Fieldbus classic

Functional safety production island

I
@
S
=
]
o
I
[%]
@
2

5.10

5.10.

Elec e, all
safef] jlards
(for ecify
the ation
syste

NOTE] qui iti the installation guidelines (for example cables, cable installation, shields,
groundli i

NOTE|2 Reguirements~\§or power supplies (for example single fault prove, use of separate power supplies,
SELV/IPELY, country specific current limitations, etc.) are specified in IEC 61918 and IEC 61784-5.

NOTEL3 “Requirements for the standard bus devices (for example assessment) are specific to the functional [safety
communication profiles.

5.10.2 Electromagnetic compatibility (EMC)

Safety devices shall comply with the increased test levels and durations, as well as
corresponding performance criteria specified in |IEC 61326-3-1 or the generic standard
IEC 61000-6-7. IEC 61326-3-2 may be used as an exception, if the intended application
exactly matches the specific scope and pre-conditions of IEC 61326-3-2.

NOTE Certain applications can require higher levels than those specified in IEC 61326-3-1, according to Safety
Requirements Specification (SRS).
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5.11 Installation guidelines

The requirements for installation of equipment using the communication technologies
specified in this standard are specified in IEC 61918 and the profile specific parts of
IEC 61784-5, as well as any relevant additional standards required by the individual profiles.

Non-compliant devices on the bus could seriously disrupt operation, and thus compromise
availability (because of spurious trips, including nuisance trips), subsequently causing the
safety feature to be disabled by the user.

Therefore, it is strongly recommended that all products connected to the fieldbus in a safety-
relat¢d application (even the standard ones) provide an appropriate conformity assessment to
the |relevant fieldbus protocol (for example manufacturer declara or third-party
assegsment).

NOTE| Additional details can be provided in the technology-specific parts of{the\IE 3 o ries if
relevalnt.

5.12| Safety manual

According to IEC 61508-2, device suppliers shall provide 3 ipti f the
minimum information required by the profile to be in i ided in
the relevant profile specific parts.

5.13| Safety policy

Userg of this standard shall take lowing constraints to avoid
misuphderstanding, wrong expectations/or legal egarding safety-related developments
and applications.

NOTE|1 isi 9 e intRg) i \'workshops and consultancy.

The |communication techholegies spetified\in this standard shall only be implementg¢d in

deviges designe ccordange Wwith the rements of IEC 61508.

The lise of communie i ified i i i i sure
that pll necessary tech 3 lated
appligations s of

IEC ¢1508.

For & de ice ba i i i - icafions,

[iona fety management life-cycle processes according to the rel¢vant
relevant legislation/regulations shall be observed. This sha|l be
assepsed-inaccordahce with the independence and competence requirements of IEC 61508-

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety function is limited by the hardware safety integrity constraints which shall
be achieved by implementing Route 1, of IEC 61508-2, based on hardware fault tolerance
and safe failure fraction concepts (to be implemented at system or subsystem level).

The manufacturer of a device using communication technologies specified in this standard is
responsible for the correct implementation of the standard, the correctness and completeness
of the device documentation and information.

It is strongly recommended that implementers of a specific profile comply with the appropriate
conformance tests and validations provided by the related technology-specific organization.

NOTE 2 These requirements and recommendations are included because incorrect implementations could lead to
serious injury or loss of life.
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6 Communication Profile Family 1 (FOUNDATION™ Fieldbus) — Profiles for
functional safety

Communication Profile Family 1 (commonly known as FOUNDATION™ Fieldbus6) defines
communication profiles based on IEC 61158-2 Type 1, IEC 61158-3-1, IEC 61158-4-1,
IEC 61158-5-5, IEC 61158-5-9, IEC 61158-6-5, and IEC 61158-6-9.

The basic profiles CP 1/1, CP 1/2, and CP 1/3 are defined in IEC 61784-1. The CPF 1
functional safety communication profile FSCP 1/1 (FF-SIS™®) is based on the CP 1/1 basic
profile in IEC 61784-1 and the safety communication layer specifications defined in
IEC 61784-3-1

7 ommunication Profile Family 2 (CIP™) and Family 16 (S iles

r functional safety

Compmunication Profile Family 2 (commonly known as CIP™7) ¢ bfiles

based on IEC 61158-2 Type 2, IEC 61158-3-2, IEC and
IEC $1158-6-2.

Compmunication Profile Family 16 (commonly known ation
profil CP 16/3 based on |IEC 61158-3-19, and
IEC $1158-6-19.

The |basic profiles CP 2/1, CP 2/2, and
IEC 6§1784-2. The CPF 2 functional safgty ion profile FSCP 2/1 (CIP Safety™7) is
based on the CPF 2 basic profiles in | 1 rofile
in [IEC 61784-2, and the sa -2.

8 ommunication

nctional ijet

Communication Pro
communication
IEC $1158-5-3, |

-

ly known as PROFIBUS™, PROFINET™?9) defines
=C 61158-2 Type 3, IEC 61158-3-3, IEC 61158-4-3,

6  FdunpaTioN™Fieldbus and FF-SIS™ are trade names of the non-profit organization Fieldbus Foundatiorn. This
information is Jgiven fop the convenience of users of this International Standard and does not constitlite an
endorsement by IEC0f the trade name holder or any of its products. Compliance to this standard dog¢s not
requireluse of the trade names Foundation Fieldbus™ or FF-SIS™. Use of the trade names FOUNDAJION™
Fi¢ldbas or FF-SIS™ requires permission of Fieldbus Foundation and compliance with conditions for thgir use
(sl chhas testing and validation)

7 clpm™ (Common Industrial Protocol) and CIP Safety™ are trade names of the non-profit organization ODVA,
Inc. This information is given for the convenience of users of this International Standard and does not constitute
an endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CIP™ or CIP Safety™. Use of the trade names CIP™ or CIP Safety™ requires
permission of ODVA and compliance with conditions for their use (such as testing and validation).

8 SERCOS® is a trade name of SERCOS International e.V. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trademark holder or any of
its products. Compliance to this standard does not require use of the trade name SERCOS®. Use of the trade
name SERCOS® requires permission of the trade name holder and compliance with conditions for its use (such
as testing and validation).

9 PROFIBUS™, PROFINET™ and PROFIsafe™ are trade names of the non-profit organization PROFIBUS
Nutzerorganisation e.V. (PNO). This information is given for the convenience of users of this International
Standard and does not constitute an endorsement by IEC of the trade name holder or any of its products.
Compliance to this standard does not require use of the registered trade names for PROFIBUS™, PROFINET™
or PROFIsafe™. Use of the registered trade names for PROFIBUS™, PROFINET™ or PROFlIsafe™ requires
permission of PNO and compliance with conditions for their use (such as testing and validation).
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The basic profiles CP 3/1 and CP 3/2 are defined in IEC 61784-1; CP 3/4, CP 3/5 and CP 3/6
are defined in IEC 61784-2. The CPF 3 functional safety communication profile FSCP 3/1
(PROFIsafe™9) is based on the CPF 3 basic profiles in IEC 61784-1 and IEC 61784-2 and the
safety communication layer specifications defined in IEC 61784-3-3.

9 Communication Profile Family 6 (INTERBUS®) — Profiles for functional safety

Communication Profile Family 6 (commonly known as INTERBUS®10) defines communication
profiles based on IEC 61158-2 Type 8, IEC 61158-3-8, IEC 61158-4-8, IEC 61158-5-8, and
IEC 61158-6-8.

The basic profiles CP 6/1, CP 6/2, CP 6/3 are defined in IEC 61784-1. The GPF 6 funclional
safety communication profile FSCP 6/7 (INTERBUS Safety™10) is based on the\xGPF'6 basic
profiles in IEC 61784-1 and the safety communication layer specificd efingdd in
IEC 6$1784-3-6.

The profiles CP 6/1, CP 6/2 and CP 6/3 contain optional sekvicesxWhi pecifigd by
profile identifiers. The suitable profile identifiers for CP 6/7 &re i

Profile Master f\\/ Slave

Cyclic Cycli¢g’an or<\\ ycli U on cyclic Cyclic and|non
cyelic cyclic

Profilp 6/1 618 6}9A 8\{ - 613

Profilp 6/2 - 623
Profile 6/3 - 633
The safety communica iffisation _given in IEC 61784-3-6 fully applies.

10 ¢ i a: (CC-Link™) — Profiles for functional safety

101 nication Profile 8/1

Com 8 (commonly known as CC-Link™11) defines communigation
profil C 61458-2 Type 18, IEC 61158-3-18, IEC 61158-4-18, IEC 61158-p-18,
and |

The [basic._profile , CP 8/2, and CP 8/3 are defined in IEC 61784-1. The QPF 8

functjonal safety communication profile FSCP 8/1 (CC-Link Safety™11) is based on the JPF 8
basiq profiles in IEC 61784-1 and the safety communication layer specifications defingd in
IEC 61784-3-8:

10 INTERBUS® and INTERBUS Safety™ are trade names of Phoenix Contact GmbH & Co. KG, control of trade
name use is given to the non profit organization INTERBUS Club. This information is given for the convenience
of users of this International Standard and does not constitute an endorsement by IEC of the trade name holder
or any of its products. Compliance to this standard does not require use of the trade names INTERBUS® or
INTERBUS Safety™. Use of the trade names INTERBUS® or INTERBUS Safety™ requires permission of the
INTERBUS Club and compliance with conditions for their use (such as testing and validation).

11 CC-Link™ and CC-Link Safety™ are trade names of the non-profit organization CC-Link Partner Association.
This information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CC-Link™ or CC-Link Safety™. Use of the trade names CC-Link™ or CC-Link
Safety™ requires permission of CC-Link Partner Association and compliance with conditions for their use (such
as testing and validation).
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10.2 Functional Safety Communication Profile 8/2

Communication Profile Family 8 also defines communication based on

IEC 61158-5-23 and IEC 61158-6-23.

profiles

The basic profiles CP 8/4 and CP 8/5 (commonly known as CC-Link IE™12) are defined in
IEC 61784-2. The CPF 8 functional safety communication profile FSCP 8/2 (CC-Link IE™
Safety communication function) is based on the CPF 8 basic profiles in IEC 61784-2 and the
safety communication layer specifications defined in IEC 61784-3-8.

1
afety

Compmunication Profile Family 12 (commonly known as EtherCAT™ 1 idation
profiles based on IEC 61158-2 Type 12, IEC 61158-3-12, 5-12
and [|EC 61158-6-12.

The pasic profiles CP 12/1 and CP 12/2 are defined in | . 12 funciional
safety communication profile FSCP 12/1 (Safety-over-EtherCA \ ) i F12
basiq profiles in IEC 61784-2 and the safety commu an Yaye ed in

IEC 6$1784-3-12.

&

12 CC-Link IE™ is a trade name of the non-profit organization CC-Link Partner Association. This information is
given for the convenience of users of this International Standard and does not constitute an endorsement by
IEC of the trade name holder or any of its products. Compliance to this standard does not require use of the
trade name CC-Link IE™. Use of the trade name CC-Link IE™ requires permission of CC-Link Partner
Association and compliance with conditions for its use (such as testing and validation).

13 EtherCAT™ and Safety-over-EtherCAT™ are trade names of Beckhoff, Verl. This information is given for the
convenience of users of this International Standard and does not constitute an endorsement by IEC of the trade
name holder or any of its products. Compliance to this standard does not require use of the trade names
EtherCAT™ or Safety-over-EtherCAT™ Use of the trade names EtherCAT™ or Safety-over-EtherCAT™
requires permission of Beckhoff, Verl and compliance with conditions for their use (such as testing and
validation).
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12 Communication Profile Family 13 (Ethernet POWERLINK™) — Profiles for
functional safety

Communication Profile Family 13 (commonly known as Ethernet POWERLINK™ 14) defines
communication profiles based on IEC 61158-3-13, IEC 61158-4-13, IEC 61158-5-13, and
IEC 61158-6-13.

The basic profile CP 13/1 is defined in IEC 61784-2. The CPF 13 functional safety
communication profile FSCP 13/1 (openSAFETY™14) is based on the CPF 13 basic profiles in
IEC 61784-2 and the safety communication layer specifications defined in IEC 61784-3-13.

13 Communication Profile Family 14 (EPA®) — Profiles for func

Communication Profile Family 14 (commonly known as EPA®15 ication
profiles based on IEC 61158-3-14, IEC 61158-4-14, IEC 61158-5-14 '

The pasic profiles CP 14/1 and CP 14/2 are defined in IEC 61{84-2.)] 4 funcfional
safety communication profile FSCP 14/1 (EPASafety®'?) i a

profiles in IEC 61784-2 and the safety communicati
IEC $1784-3-14.

14 Communication Profile Famil
afety

Compmunication Profile Family 17 s a

comrmunication profile baged on and
IEC 6$1158-6-21.

The [basic profile CP i efi i €61784-2. The CPF 17 functional sfafety
comrhunication pyofile APIEnet Safety™16) is based on the CPF 17 basic pofile
in IEC 61784-2 .@i e layer specifications defined in IEC 61784-3+17.

14 Ethernét POWERLINK™ and openSAFETY™ are trade names of the non-profit organization Ethernet
POWERLINK™ Standardization Group (EPSG). This information is given for the convenience of users of this
International Standard and does not constitute an endorsement by IEC of the trade name holder or any of its
products. Compliance to this standard does not require use of the trade names Ethernet POWERLINK™ or
openSAFETY™. Use of the trade names Ethernet POWERLINK™ or openSAFETY™ requires permission of
Ethernet POWERLINK™ Standardization Group (EPSG) and compliance with conditions for their use (such as
testing and validation).

15 EPA® and EPASafety® are trade names of Zhejiang SUPCON® Sci&Tech Group Co. Ltd. China. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names EPA® or EPASafety®. Use of the trade names EPA® or EPASafety® requires
permission of SUPCON® and compliance with conditions for their use (such as testing and validation).

16 RAPIEnet™ and RAPIEnet Safety™ are trade names of the non-profit organization RAPIEnet Association. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance with this standard does not
require use of the registered trade names for RAPIEnet™ or RAPIEnet Safety™. Use of the registered trade
names for RAPIEnet™™ or RAPIEnet Safety™ requires permission of RAPIEnet Association and compliance
with conditions for their use (such as testing and validation).
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15 Communication Profile Family 18 (SafetyNET p™ Fieldbus) — Profiles for
functional safety

Communication Profile Family 18 (commonly known as SafetyNET p™17) defines
communication profiles based on IEC 61158-3-22, IEC 61158-4-22, IEC 61158-5-22 and
IEC 61158-6-22.

The basic profiles CP 18/1 and CP 18/2 are defined in IEC 61784-2. The CPF 18 functional
safety communication profile FSCP 18/1 is based on the CPF 18 basic profiles in IEC 61784-2
and the safety communication layer specifications defined in IEC 61784-3-18.

@C@
S

17 SafetyNET p is a trade name of the Pilz GmbH & Co. KG. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trade name holder or any
of its products. Compliance to this profile does not require use of the trade name SafetyNET p. Use of the trade
name SafetyNET p requires permission of the trade name holder and compliance with conditions for its use
(such as testing and validation).
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Annex A
(informative)

Example functional safety communication models

A.1 General

Annex A considers varlous models of |mplementat|on structure for safety fieldbus devices.
only
howld be usef for

intended to illustrate possible implementation structures. IEC 61508
overall system design.

Som¢ examples are listed in Clauses A.2 to A.5 — other models may

NOTE| Implementation structures in these examples are based on redun§ b ion layers, in
accordance with IEC 61508 examples.

A.2 | Model A (single message, channel and E

Model A shown in Figure A.1 serves as the bas v de| for the other models.|Only

Two [SCLs operate independently to geherate t > om the same safety data] The
SPDUs are cross-checked before one i nsfexred using a single fieldbus messgage.
The received SPDU is independently checked by the two receiving $CLs
and gross-checked. Both Safety ica s are involved in the production df the

mesgage.

NOTE Theimpleme}k{uo can be rdwaxe and/or software diversity.

Safgt Satety”

Commu ca \&lcation
Layer

/>
-
4
7

DT/?E Z:;“‘%E

message

[T ——

LEC.

Figure A.1 — Model A

A.3 Model B (full redundancy)

Model B in Figure A.2 shows a system where all safety communication layers, transmission
layers and transmission media exist twice.

Each SCL generates an SPDU from the same safety data and sends it on the attached
fieldbus. The messages from both safety communication channels are safety-checked and
cross-checked.
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Transmission layers and transmission media may be of different types.

A.4 | Model C (redundant messages, FALs and S

Model C in Figure A.3 shows a syste

and ¢nly one transmission medium.

Two SCLs generate SPDUs from the same safe
on the same fieldbus using different

s
e keg%)oth nd cross-checked.

comrhunication channels

e\safety=

Safet
Communigati
/_\ag(er

Y.

A

Sa
munication
= ayer
L
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DLL

<oy
K ORR
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Safety Safety
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Layer D Layer
FAL FAL
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PhL PhL
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Same or divers(ﬁ%
L
| - N
(I ——
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Figure A.2 — Model B

annel)

message

message
(T —— [T ——

~

|-

Figure A.3 — Model C

IEC

A.5 Model D (redundant messages and SCLs, single channel and FAL)

zldbus device components

imes

Model D in Figure A.4 shows a system with dual safety communication layers while the
transmission layers exist only once.

Two SCLs generate SPDUs from the same safety data. The SPDUs are sent at different times
on the same fieldbus using different messages. Alternatively the two SPDUs can be sent as

separate fields in the same message.

The messages from both safety communication layers are safety-checked independently and

cross-checked.
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Figure A.4 — Model D

@%
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Annex B
(normative)

Safety communication channel model
using CRC-based error checking

B.1 Overview
This Ennex contains a black channel moderl for data Integrity calculations. Use of this Exjel is
recommended, unless a different model can be proven more applicable fo rticul% SCP.

B.2 [ Channel model for calculations

The model shown in Figure B.1 is used to calculate/evaluate i for a
certain number of perturbed bits within the safety com ication*layerThe vafrious
cons|derations on specific errors within the black channel &te no

The model assumes independent error detection rechanisms_a d by both the plack
chanhel and the safety communication layer. Whene ' ) f the
blacH channel fails, the error detection I8 S y communication layer shall be
good| enough alone to provide the ne 3 X functioning error detdction
mechanism within the black channel wi hit error patterns and thus the |error
deteg¢tion mechanism of the safety co yer has to take into account a certajn bit
errorimodel. The following basic equatjons ea NOE fFgr simplified assessments of redidual
error|rates or as a basis fo st

Sgfety
Cpmmunication
Layers

Modulator

Transmission

Detector Demodulator

IEC

Figure B.1 — Communication channel with perturbation

A binary channel is called symmetric when the probabilities P for both directions of
perturbation for a bit cell are equal: 120 and 0>1 (see Figure B.2). Furthermore it is
assumed all bit cells have the same bit error probability P, = P.
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Figure B.2 — Binary symmetric channel (BSC)

2016

Usually safety data are transmitted in blocks of a certain bit length n. In this case the error

probability for a number of k perturbed bits (in a block of bit length n) can be calculated

the H

In ca
Figu
calc

NOTE

quation (B.1) shown below.

Py k)=(£ij§x(1—Pe)”‘k

However, this simplifi Q g afo account that even a simple pari

(Han
calcy
other

B.3

A Bit
woul
watc
equif

The

s to be detected than just 1 bit. For

nication (nuisance trip) in case of cyclic data exchange

otentiahhonding), thése nuisance trips normally can be mitigated.

Hesign. of a safety layer assuming a Pe of 104 is not recommended, as single

with

y bit
bxact
S no

4 in the presence of continuous electromagnetic interfefence

(e.g.
ding,

burst

intertlerences with many corrupted bits are common in industrial environments.

In order to detect these kinds of disturbances, the error detection mechanisms should be
powerful enough to achieve the required total Residual Error Probability at a 100 times higher
Pe than 104, that is 10-2.

Therefore, unless a better (lower) error probability can be proven, a maximum value of 10-2

shall

be used for the bit error probability.


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

IEC 61784-3:2016 © IEC 2016 - 47 -

B.4

B.4.1

Cyclic redundancy checking

General

The residual error rate, which is based on the detection using a CRC-mechanism for BSC,
can be calculated using the Equation (B.3) below (residual error probability for CRC
polynomials).

Rerd Po) =D A xPLx(1-P, )" (B.3)

Z

Inves
parti
the €

appr

error

signe

probability (close zo 0,5
The |value r represeits

=t
§]

the distribution factor of the code (determined either by computg
athematical analysis);

the number of bits in the block, including its CRC signature
the bit error probability.

B.4) may deliver smaller (better) reg
see for example [31]). For a high bit

RC bits added to the message part as a

ture to provi ghown in Figure B.3.

Block(n=m+r)

AL
-~
m bits r bits
A J
N Y
Message part CRC signature

IEC

r the
vithin
bility

idual
error

CRC

Figure B.3 — Example of a block with a message part and a CRC signature

Figure B.4 illustrates the background for the Equations (B.2) and (B.4).
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detectable number of perturbed bits

block length

Hamming distance

min MiNimum Hamming distance
m message length

ey

K
n
d
d

Figure B.4 — Block codes f

IEC

Usudlly the CRC mechanism provid k bit
length n. Thus a dependency exists between™loc ength n and the minimum Hamming
distapce d,y;, for a given proper CRC pg i

B.4.2

Propger CRC p idual
error| probability ion over the bit error probability. Figure B.5 illustrates the diffefence
betwgen @ jproper and an improper CRC polynomial. It is highly recommended to deploy| only
thos¢ proper CRC polynomials in order to simplify the proof of sufficient residual error rates.
Severatways—arekrown-in-seiencefor-the-eatewtation-of-suehfunctions—forexampte{297, [33]

and [34]. Whether or not the polynomial is proper has to be checked for all the intended safety
block sizes (see Table B.1). Improper polynomials may show a better residual error probability
at high bit error probabilities (2-") than with smaller bit error probabilities (>2-T). When using
improper CRC polynomials, the worst case value (>27") shall be used, whereas with proper
polynomials it is sufficient to use 2-" for an estimate of the residual error probability.

NOTE

More information can be found in [32].

In some cases a particular function (curve) of a chosen CRC generator polynomial may
deliver smaller (better) residual error probability values up to the required bit error probability
limit of 10=2. In these cases it is highly recommended to use the worst case values 2" or
> 27" respectively, as only messages with high-order bit errors (non equally distributed bit
errors) may reach the safety communication layer.
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n = number of bits in a block including CRC signature r.

Residual )
error probability ot Generator polynomial: 13003h n=d__ =1008
1.710°° | :
Gradient =
Hamming distance
. ra ELOSLEEEEIT |, celzsg
- 10-8 E =
- 10-1! L -
[ o RN =

0.00001 0.0001 0.001 0.61 \4/ probabilit

The
CRC

CRC
error

pradient of the slop
polynomial and bloc

coding offersngood protecti gain
up to the st e CRG signature i

bits will be detected.

IEC

cular

burst
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Annex C
(informative

Structure of technology-
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)

specific parts

All technology-specific parts of this standard will be numbered according to their CPF number
in IEC 61784-1 or IEC 61784-2.

EXAMPLE The technology-specific part containing specifications for the functional safety communication profiles

of CPF 33 would be numbered IEC 61784-3-33.
All tgchnology-specific parts will have the same general structure, to acilitate eompalrison
betwgen the different technologies. This structure is detailed in Table €.1°
Table C.1 — Common subclause structure for techr?lg%g ific par
Clagyse and Title te ts
subjclause
No.
Introduction T nis th same for all parts gf
| C
1 Scope /{h s o e is stgndardized for all parts of
(\ J= 8
2 Normative references Wocuments for this part
3 Terms, definitions, symbols, a reV|ate %«s\
and conventions

3.1 Terms and dems /\\ —

3.1.1 Common t?{ms\c\Qd Minitions Common terms used in this part

3.1.2 CPF X: Adldltl \Q }\q}aﬁm%{ Technology-specific terms used in this part

3.2 Sy{bo\)ar@ abbre@at\d\er}m\\/ _

3.2.1 Com%}/s}@ar\anhv\bbre |ate terms Common symbols used in this part

3.2.9 CPWW abbreviated Technology-specific symbols used in this part

ter

3.3 Conventions which are used to describe the
various elements of the safety communication
layer (for example state tables, sequence
diagrams)

N\ . . .

4 yervie of?éCP X/1 (Safetyname™) Overview of the functional safety
communication profile, and relevant
introductory material (including objectives jand
motivations for the technology)

5 General —

5.1 External documents providing specifications List of the reference documents required by

for the profile the technologies, especially those that could
not be listed in Clause 2 (because they are not
"official" standards such as IEC or ISO, for
example consortia documents), and thus were
included in Bibliography, together with all
"informative only" documents

5.2 Safety functional requirements May include description of safe states (see
IEC 61508-1:2010, 7.10.2.6)

5.3 Safety measures May include measures to be considered from
5.4

5.4 Safety communication layer structure May include decomposition of the SCL

5.5 Relationships with FAL (and DLL, PhL) May include existing diagnostics, expected

services, constraints (for example, “to be used

in conjunction with FSCP x/y”)
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Clause and Title Contents
subclause
No.

5.5.1 Data Types List of the IEC 61158 data types used by the
profile

6 Safety communication layer services May include application objects used,
diagnostic services

7 Safety communication layer protocol First subclause is listed below, others may be
added as needed.
May include specific time mechanisms , state
machines, sequence charts, reaction on power
off/power down, diagnostic protocol and
corresponding diagnosiy\

71 Safety PDU format Includes detailed definj
(message) formats:
Will include several the
various format elfgmeRts {{or e y
CRC spe%@{

8 Safety communication layer management

9 System requirements Firét%cl}ﬁses are listed below, others may

\Qe ad as needed
9.1 Indicators and switches Spegifications for device indicators and switch
(\ upction and behaviour

9.2 Installation g eI|n\eK( \) Detailed clause references within IEC 619(18
or other relevant documents

9.3 Safety fun tlo Calculations and related examples of reacjion
times relevant for the technology (for exanpple
worst case reaction time of safety loop )

9.4 Duratlo of \) Specifications for the duration of demands|
within devices

9.5 Con rai rca Iat\on_a(system Includes black channel retries, number of

chatacteristi telegram per second, number of message

sinks

9.6 ance Specifications for system behaviour in casg of
device repair and replacement

9.7 ety m ual If relevant, includes the minimum informatfon
required by the profile to be included in th¢
safety manual

9.8 Wireless transmission channels This subclause is optional. If relevant,it
includes erp(‘ifi{‘ rpnlllirpmpntc when ||Qing
wireless transmission

9.9 Conformance classes This subclause is optional. If relevant, it
includes additional conformance requirements
for the base fieldbus protocol

10 Assessment Include information on assessment
requirements

Annex A Additional information for functional safety Mandatory informative annex used to provide

(informative)

communication profiles of CPF X

additional non-normative information on the
protocol. If there is none, then this will contain
the following sentence: “There is no additional
information for this FSCP”.

A1

Hash function calculation

For example algorithms for CRC calculation

Bibliography

Bibliographic references relevant for this part
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Annex D
(informative)

Assessment guideline

D.1 Overview

This guideline is intended for the assessment and test of communication systems for the

tranamssmmmﬁfed-mmﬁhemmmmbegNeen
various processing units of a safety control system and/or betweep—intelligent-slafety

sensprs/actuators and processing units of a safety control system.

It is| highly recommended to use this guideline when asses 9 s'lafety
communication profile or communication system as well as safe e rig fhese
profiles.

The [documentation that is provided for the test or asse 9 peci bxact
operating conditions according to 5.10.2. No deviafitn sondifions is pernitted

under any circumstances.

If a gafety communication system is 2 ] p ch a
prodiict standard exists (for exampleNEC §14 afety

communication components shall meet the
scopg of the relevant standard, or as d¢ vithin
the IEC 61784-3 series.

NOTE| IEC TR 62685 is a companion\g |de||ne i j cts of
safety| devices for functiond munity
(EMC [for functional safety),

D.2 | Channe

D.2.1

Clause D.2 defin types of safety communication concepts, the black channel

and the white\channehapproach. This guideline covers both safety communication concepts.

According todefinitiont 3.1.5, black channel type safety communication requires only evidence
of dgsign_or validation of the safety communication layer (SCL) according to IEC 61508| It is
poss|ble for a safety device designer to use a pre-assessed and approved hardware/soffware
component, which provides the functions of the particutar SCLtfthe designerimpfements this
component in its specified manner, a safety assessment of the component itself according to
IEC 61508 can be omitted. Thus, efforts can be reduced to the assessment of the safety-
related technology of the device and the correct implementation of the SCL component.

Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.

D.2.3 White channel

According to definition 3.1.55, white channel type safety communication requires all relevant
hardware and software components to be designed, implemented and validated according to
IEC 61508. Due to the large variety of possible solutions this guideline only provides help on
how to proceed with the aspects of data integrity assurance.
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NOTE

Further information can be found in IEC 62280.

Normally, individual white channel approaches can be evaluated using one of the models
outlined in Annex A.

D.3

D.31

Data integrity considerations for white channel approaches

General

For data integrity considerations two classes of white channels can be identified as described
in D.3.2 and D.3.3.

D.3.

of t
poss
comr

already detect the majority of the error possibilities.

NOTE|

NOTE|

The

descfi

comg
are
Anne
same

combi

FSCH
assu
depe

Whe
(see

Models B and C

nunication systems enable the other participants

gs such that a maximum of independence c3
use more complex equations considering

bs should @
med. Otherwise

The
sures
not
bus
thus

, as
y bit
ages
s of
5 the
error

n be
the

ctive

NOTE

3 2This equation can nnly he applied for proper Ir\nlynnmiglc (qna B4 7) see [31]

An analysis according to D.3.3 together with a calculation using Equation (D.2) is required for
a complete evaluation of the residual error probability in case of a white channel solution.

NOTE

4 See |IEC 62280 for more information.

The calculation of Ag| (Pe) is carried out along the lines of 5.8.1 (Equation (1)).

The complete safety assessment shall be accomplished according to IEC 61508 (for example

Failu

re Mode and Effect Analysis, Safe Failure Fraction, Common Cause Errors).

Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.
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This approach relies on the error detection measures of existing bus transmission channels
and supplements these with additional measures in the superimposed safety communication

layer to reach the desired SIL.

Withi
hard

In th

c

tr

o fgulty messages with v
that occur as

e uhdetected fa

State: ok
EMC
Transmission Transmission code
failure (hardware) error (bus checke
Hazard

Qf the_bus protocol circuits,|their
@ life €xpectancy.

damental transition possibllities

by actual hardware failures in| the

aused by electromagnetic interferences (EMC)

cking

ps of

p
NOTE|1
The Rap of the system is the summatlon of the mdlvndual
probabiljtie
5.8.1| wit

Rap =Ruw +Remc +Rre (D-2)

where
Rap s the residual error probability of the system for models A and D;
Ruyw  is the residual error probability for faults resulting from hardware failures;
Remc s the residual error probability for faults resulting from electromagnetic interferences;
Rte is the residual error probability for faults resulting from failures of bus checking

mechanisms.

The complete safety assessment shall be accomplished according to IEC 61508 (e.g. Failure
Mode and Effect Analysis, Safe Failure Fraction, Common Cause Errors).

NOTE 2 See IEC 62280 for more information.
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Assessment: Check of documentation and implementation within the system as specified;
validation and verification of the calculations provided by the manufacturer; verification of the
parameters that are necessary for these calculations.

D.4 Verification of safety measures

D.4.1 General

This part of the assessment guideline specifies the verification requirements for a particular
safety communication profile.

D.4.2 Implementation

Mesqages to be transmitted safely shall be generated in a safe
required SIL). The transmission medium (e.g. bus line including ipfe
cons|dered not safe. The safety measures are within the sole respogsiki
units|of message source and message sink. This concerns whi

Asselssment: The requirements of IEC 61508 or oth®
IEC 61784-3 shall be considered and checked. These i
this gssessment guideline and are defined normative

D.4.3 "De-energize to trip" principte

A time expectation mechanism (e.g. wa ed in all cases.
Assejssment: See 5.4 .4.

D.4.4 Safe state

A mechanism for error de i at is
responsible to egtaklishya safet cess
fault tolerance tim

Asselssment: Che time
for tHe safety devige Usitg sat (e.g.

When transmissiqn efyors according to 5.3 occur, a defined fault reaction shall be initiated
(e.g.|stop_demand):

Asselssmient. Check of documentation, implementation, calculation if necessary,| and
functional test; extended functional tests along the line of IEC 61508.

D.4.6 Safety reaction and response times

The maximum safety function response time specified by the manufacturer and the time
required to complete a safety-related reaction shall not be exceeded, even in the presence of
errors and failures.

NOTE In some bus systems, the transmission rate and the reaction or response times depend on the number of
participants. If transmission rate and reaction or response times are safety-related, it could be necessary to limit
the number of participants.

Assessment: Check of documentation and implementation; measurement of the reaction
and/or response times at worst case conditions for the particular system. The manufacturer or
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the safety communication profile shall provide the definition of the number and timing of
errors to be considered.

D.4.7 Combination of measures

For the transmission of safety-related messages over bus systems a combination of measures
from those quoted in 5.4 shall be implemented in such a manner that each error described in
5.3 is detected within the process fault tolerance time. Table 1 assists in choosing the
appropriate individual measures.

Assessment: All the technical measures in use shall be verified for completeness according to
Tabl¢ 1. Implementation of the measures shall be according to the required SIL.

D.4.8 Absence of interference

It shpll be proved that non-safety-related communication particip@nt are| with
safety communication participants.

Asselssment: All the technical measures in use shall be veyifi
Tablg 1. Implementation of the measures shall be accordi

hg to

D.4.9

In aqdition to the already described pfethods/ sti P residual errors using the
BSC and controlled, such as
"syng
NOTE

Asselssment: This assessmentNs(outside

D.4.1

As fI ther.
How G tems
(test|beds) and/oy skt rofile
and implemented \ysing a jcuha here
poss|ble.

The festthed s I take ihto account worst case conditions, for example connection length or
numk iC8 igrdls that are required for the safety function shall be simulat¢d or

othenfwise imposed.

Releyani‘-aperational modes shall be defined for use during testing, such as cyclic|data
exchfangé of process values or acyclic data exchange of parameterization data.

Assessment: Test and inspections according to the definitions of the particular FSCP or the
specifications of the manufacturer of the EUT.

D.4.11 Conformance tester

Conformance to a particular FSCP should be tested by a profile conformance tester defined
by the technology-specific organization related to the individual FSCP.

NOTE Conformance testing includes both positive and negative tests.

Assessment: Test and inspections according to the definitions of the particular FSCP.
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Annex E
(informative)

Examples of implicit vs. explicit FSCP safety measures

E.1 General

The examples provided in E.2 to E.7 illustrate the concepts of explicit and implicit safety

meagures:

E.2 | Example fieldbus message with safety PDUs

Figune E.1 shows safety PDUs embedded in a fieldbus message during tran

Fieldbus address Safety PDU Safety PDU
DA | SA Nor;s:tajety {\ n-s I t CRC
/[ > J

IEC

E.3 | Model with cdn

safety measures

N

QNN
m""%s\ wentlclty Data CRC signature

\q-cwe (A-Code)

~

CR_C calculation Step (D
using generator —>
ial Remainder=0or#0

Figune E.2 show@ checking of a safety PDU with completely ex
tj 3

polynomiat

v
Expectation: Locally stored parameter

Equal to
Local A-Code » Step @

v Equal or not equal

Expectation: Locally generated synchronized value

Equal to
Local T-Code » Step ®
Equal or not equal

IEC

Figure E.2 — Model with completely explicit safety measures

plicit
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Checking is done according to the following steps:

Step ® Remainder # 0 > Any error detected

IEC 61784-3:2016 © IEC 2016

Remainder =0 >

Data correct or incorrect with RR, according to F.5.2.2

Step @ Not equal - Any error detected

Equal - Authenticity correct or incorrect with RR, according to F.5.2.3
Step @ Not equal - Any error detected

Equal - Timeliness correct or incorrect with RR; according to F.5.2.4

E.4 | Model with explicit A-code and implicit T-code safety meast

Figute E.3 shows the model and the safety checking of a safety
meagure for Authenticity and implicit safety measure for Timeliness

Chedki

Step

Steg @~ Not equal

Local T-Code

Safety PDU
A

Data CRCW

Ve

Authenticity
(A-code)

O

ep('D

Remainder =0 or # 0

tored parameter

» Step @
Equal or not equal
IEC

Any error detected

Data and Timeliness correct or incorrect with certain RR

Any error detected

Equal

e

Authenticity correct or incorrect with KRR, according 10 F.9. 3

E.5 Model with explicit T-code and implicit A-code safety measures

Figure E.4 shows the model and the safety checking of a safety PDU with explicit safety
measure for Timeliness and implicit safety measure for Authenticity.
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Cheg

Step

Step

E.6

impli

Figune E.5 sho@
Cit safety me

Safety PDU
A
r N
Qinsligess Data CRC signature
(T-Code) 9
A 4 A4
i CRC calculation
Ste
using generator —> P (D
— | polynomial Remainder =0 or # 0
tocatA-Code I >
v

Expectation:
Equal to Locally generated synchronized value

Local T-Code

® Remainder #0 - Any errord
Remainder =0 > Data and 2

@ Not equal >
Equal 2

orrect with certain RR

ovrect with RRt according to F.5.2.

Model with sph safety measures

checking of a safety PDU with split explici
implicit measures for authenticity.

Safety PDU
A
s N
Partial .
(T-code) Data CRC signature
Step D
—» Remainder #0 or ¥ 0
| Partial local T-Code l CRC calculation
| using generator

polynomial
Local A-Code I

v

Expectation:
Equal to Locally generated synchronized value

Partial local T-Code I ————» step @

Equal or not equal
IEC

Figure E.5 — Model with split explicit and implicit safety measures

and
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Checking is done according to the following steps:

Step ® Remainder # 0 > Any error detected

Remainder = 0 > Data, Authenticity and Timeliness correct or incorrect with

certain RR
Step @ Not equal - Any error detected
Equal - Timeliness correct or incorrect with certain RR

E.7 Model with completely implicit safety measures

Figurle E.6 shows the model and the safety checking of a safety PDU
meagure for both Authenticity and Timeliness.

Safety PDU

A
( \

Data CRC signat{e\

Step

Chedki

® Rema#

Step

Remainder =0 or # 0

IEC

mplicit safety measures

implicit s|afety

Remaindeg ithenticity and Timeliness correct or incorrect |with

b the
s for

b the
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Annex F
(informative)

Extended models for estimation of the total residual error rate

F.1  Applicability

This Annex F specifies additional extended models for estimating the total residual error rate
for a - i i - i place
the models currently specified in 5.8 in the subsequent editions of this standarg.

Accordingly, the FSCPs are exempt from a new assessment accordifRg to this Anxex F| until
Edition 4, where the contents of current Annex F will replace the cu

F.2 | General models for black channel communics

All FSCPs make a fundamental assumption that all iona \ cofmunications| take
placqg through a black channel (see 5.2.3).

To properly quantify the residual error 6k the s it issimportant to first congtrain
the model for the black channel w 3 SCL. This allows the pfoper
definjtion of the type of messages and the typ of eprors that the designer of FSCP
SCL ghall consider with the safety meagur

Figunge F.1 shows a black/chann nt types of communication: Fieldbus
mesdages with safety an

Security '

Timeline/sfs\

<\ icdl connection
Safety Black Channel Safety

Cémmunication Communication

layer (FSC Layer (FSCP)

Ummapceptable Unintended

delay repetion
|

P
| WVULTuUI=scyurcrtive |

Sample rate of
safety PDUs (v

~

Corruption

Incorrect
sequence

| Addressing
Loopback

Unknown error
detection and
repetition of
messages

Masquerade

Examples of Fieldbus messages with
communication errors non-safety and/or safety PDUs

IEC
Figure F.1 — Black channel from an FSCP perspective

The black channel includes the underlying fieldbus communication layers below the SCL, as
well as any additional communication between the FAL and the SCL within a device.
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Errors in the black channel can be generated from several sources:

e bit corruption of messages in the transmission medium; or

¢ random hardware faults and systematic faults of electronic equipment and software in the
black channel.

The frequency of the exchange of messages within the black channel can be different from
the frequency at which the SCL is sampling and processing safety PDUs.

F.3 Identification of generic safety properties

ORS contribyte to

Tabli 1 lists possible discrete safety measures, which alone or in combip
the fpllowing generic safety properties for messages (see Figure F.1):

o

. ta integrity;
e apthentication (including masquerade rejection);

e timeliness.

to the configured

b

The S
ssages from a cqrrect

mess

correct delivery of the content of messages fro

mesg > is the properfy of
authentication. The rejection of random bits at 3 K that happen to appear pfoper
is the N ate deli esSages between a megsage
sourq e is the/property of timeliness.

NOTE e scope of this standard. Security issug¢s are
addre

Another generic safety \asps e \cohsidered is the configuration apd/or

A falt in any of e
startjup.

A supplier of an £
accopnt all th

gs may result in a hazardous state or unintepded

into

F.4

Anng S ples of the types of formulae employed in the calculation of regidual
error| rate,<based orf assumptions that are taken regarding both black channel and |[SCL.
Alterpative/formulae shall be employed for cases where these assumptions can be shown not
suitaple‘for a given SCL type.

The following general assumptions are valid for all formulae defined in Annex F:

a) assuming a failure rate of an average black channel device to be 100 FIT, it is expected
that the SCL shall assume a black channel failure rate 10 000 times this value. Therefore
failure rate for electronic equipment is better than 10-3/h (108 FIT) for each active network
element or fieldbus part of a safety device;

NOTE 1 Once any device fails, failure could become continuous until it is detected and corrected. This
includes permanent, intermittent and transient errors.

NOTE 2 A failure rate less conservative than 10°3 can be assumed for an FSCP, if this FSCP drives its safety
function to safe state when it detects one or more dangerous black channel failures (see Fault state in
Figure 7), if it only returns to operation when it is repaired, and if it can be proven that a failure rate of 10~
would therefore render the safety communication channel inoperable.

b) the presence of store and forward devices is considered, when relevant for the FSCP;
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c)

d)
e)
)
9)

safety PDU hash function is different from the one used by the underlying fieldbus DLL
(this can be ensured by design or administrative procedures);

safety PDU hash function is a CRC which does not include error correction mechanisms;
black channel PDU hash function may include error correction mechanisms;
each logical connection is assigned a unique authentication code;

whenever fixed worst case values are used in the formulae for error or event occurrence
probabilities or rates (state of the art), FSCPs may specify instead their own values if
sufficient proof is provided;

h) whenever a single mechanlsm is used to detect muItlpIe types of errors, then these error
t ) the
residual error probability.

F.5 | Residual error rates

F.5.1 Explicit and implicit mechanisms

The [explicit mechanism includes data corresponding to h as

seque

The Aty ures,

but g e,/ based™qn the assumption that the

recei @

NOTE] ici i i i S nods 3 sterhs with fixed black channel message

sizes i

The FSCPs specified in the |IEC 61784-3 ‘serig an b€ classified into explicit, implici{ and

partly explicit/implicit ca
apprpaches generic fqg

Annex E). Due to the various pogsible
. It is up to the

indiv only
deals
F.5.2
F.5.2.
Suboc error
rates| ,| time

stam
as af

An

tlons

$CL rmay restrict certain fields to only certain values. This is represented by the

uniqueness coefficient of limited fields (RPy) which is included in the residual error| rate

calcllationswhere appropriate -t is given-bv Eguation (F. 1)
Fr Lad - J 1 \ 7

RPU:hx&x...xm (F.1)

VR1 VR2 VRN

where

RP is the residual error probability for other fields of uniqueness that distinguish a

properly formatted safety PDU;

Van  is the number of values accepted by a sink in data field N;

Vrn  is the number of values representing the total range for data field N.
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F.5.2.2 Contribution of data integrity errors (RR))

An example for the calculation of the residual error rate for Data Integrity RR, is shown in
Equation (F.2).

RR, = RP, x v x RP|; x RPggcp (F.2)
where
RR, is the residual error rate for Data Integrity;
RP, is the residual error probability for Data Integrity;
v is the maximum number of SPDU samples by the SCL ("sample rate’) per hour;}
RPy is the residual error probability for other fields of uniquene distinguish a

properly formatted safety PDU,;
RPg4cp is the residual error probability for other measures unique

F.5.2.3 Contribution of authenticity errors (RR,)
Therg are three factors for this residual rate:

misdirected PDU;
b) a’L‘u undetected data corruption error, and;
e

a)

Q

—

c) error must result in a match of

An example for the calculation of the vn in

Equdtion (F.3).

wher

RRA is the r@al grror rg
RP, is the residua

D

An example for the calculation of the residual error rate for Timeliness RRy is shown in
Equation (F.4).

RRT = 2_LT X W X RT X RPFSCP (F4)
where
RRt is the residual error rate for Timeliness;
LT is the bit length of the sequence number;
w is the range of values (window) of accepted time stamps or sequence numbers for

receiving safety PDUs;

Rt is the rate of occurrence for incorrect sequence safety PDUs (value cannot exceed v,
as specified in F.5.2.2);

RPggcp is the residual error probability for other measures unique to the FSCP.
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F.5.2.5 Contribution of masquerade errors (RRy)

An example for the calculation of the residual error rate for Masquerade RR), is shown in

Equation (F.5).

RRy = 2-LA x 2-LT x w x 2T x RP x 2-LR & Rm (F.5)

where

RRy, is the residual error rate for Masquerade;

LA is the bit length of the connection authentication;

LT is the bit length of the sequence number;

w is the range of values (window) of accepted time stamps or s for
receiving safety PDUs;

r is the bit length of the CRC signature (in case two CRCs witf mials
are used, r is the sum of the two corresponding bit lengths);

RPy| is the residual error probability for other fields of sh a
properly formatted safety PDU;

LR is the bit length of the repeated portion of the & ross-
checking, otherwise LR = 0);

R is the rate of occurrence for masquerade

F.6 | Data integrity

F.6.1 Probabilistic consideration

The | generic safety prg reqiires the detection of the follqwing

communication error agcording t¢ TableN:

e corruption (see5.312).

Datal integrity a@ [ al component of the safety communication layer to

reach a required i el. Suitable hash functions like parity bits, ¢yclic

redupdancy che ] sage and/or data repetition, and similar forms of redundancy

shall|be applied.

If thg re bility“of the data integrity measures is dependent on the safety|data

valugs, values shall be considered.

Whenp using. cyclis.redundancy check (CRC) as hash function, the designer of an FSCP |shall

preveént or consider

be aq

e possibility of the "black channel" using the same polynomial. Thi
hiéved using various methodologies.

b can

EXAM

PLES

Possible methodologies include:

- m

easures allowing only specific combinations of FSCP and CPs;

— appropriate measures in the design of the SCL;

— calculations of the residual error rate using 0,5 as value for Pe.

F.6.2

Deterministic considerations

In addition to random bit patterns, the following specific error patterns shall be evaluated:
completely inverted data, completely "0" or "1" data sets, synchronisation slip errors and burst
errors.
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The generic safety property authenticity requires the detection of the following communication

errors according to Table 1:

e addressing (see 5.3.9);

e insertion (see 5.3.7).

The FSCP shall meet the following requirement (see Figure F.2):

e the message sink shall only process safety data in correctly addressed S
from an authenticated message source.

Logical connection

Misrouted PDU

(safety PDU or non-safety

Intended safety PD

ages. received

D

(authenticity)

(cgnfigured)

Bus
Ntessage Internal
ource

address | interface

Key
PA

Thes| i
authfntica'

manyal.

Bus Internal
interface address

Message
sink

IEC

ction

Authentication prevents the processing of safety data in a received message that passés all
othell chiecks but is not a valid message for this receiver. T

NOTE

Possible stochastic causes for incorrect authenticity include but are not limited to:

— Falsification of an address within the message or an error within an internal communication link (see
Figure F.3) regardless whether it is related to a non-safety or safety address mechanism.

— Disturbed or erroneously operating protocol stacks/layers within the black channel.

— Disturbed or erroneously operating routing devices, for example switches or routers.

— Disturbed or erroneously operating gateways, for example bus couplers.

— Disturbed or erroneously operating black channel devices mirroring messages (“loopback error”) or redirect

messages by other means.

— The authentication mechanism within the message sink is not sufficient to differentiate between messages

from different message sources.
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Figure F.3 shows possible addressing errors due to corrupted addresses within the fieldbus
communication system or possible internal addressing errors (for example due to corrupted
pointers within modular remote 1/O devices).

Logical connection (authenticity)

Device
| Safety Int(7rnal address error : Safety
i | Communication v i Communication
i Layer (FSCP) Other Gateway : Layer (FSCP)
D protocol ———— .
—TAppticatiomtayer Appticatiomrtayer FAL | FAL
' (optional) / \ (optional) i
' | Data Link Layer I Data Link Layer [| DLL [! ©9-repeater, K D
' 1 switches, < ~
i . . ! wireles
' Physical Layer I Physical Layer !
i Internal i

/ communication link

IEC

Addifional systematic causes for incorfect authe way be identified within configunation
and parameterization procedures as s ional organizational measures| may
be rgquired to control thesé systermati

A cohnection authenti f the

following:
. single mess;e

a
a
e a|multiple sonnechion\petw se of
m
a

Sevelral metheds-areavailable to avoid authentication errors.

EXAMPLES
— Al uhigue connection authentication (e.g. “connection ID") that is transmitted with each and every [FSCP

meessage

— A locally stored unique connection authentication (e.g. "connection ID") that is encrypted via hash functions
such as CRC signatures and transmitted to the message sink. This encryption is usually part of the overall
data integrity measures of FSCPs according to 5.9.

F.7.2 Residual error rate for authenticity (RRp)

The residual error rate RR, for the generic safety property authenticity shall be calculated
from a message sink perspective as shown in Figure F.2.

In accordance with Clause F.4 bullet a), a value of 10-3/h per device shall be assumed for the
rate of occurrence for misdirected safety PDUs (R,), unless otherwise specified.

It is further assumed that R, shall have the value of v (SPDU sample rate) after the first
occurrence of a misdirected safety PDU, until the system is repaired.
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The residual error rate RR, shall be sufficient for all communication phases in 5.6 for which
connection authentication is relevant (FSCP dependant).

The technical measures for the authentication can be supplemented by organizational
measures, which shall be practical for the user to perform (see Clause F.12).

F.8

F.8.1

Timeliness

General

The jeneric sarety property timeliness requires the detection or the Tollowing commun|cC

errorg according to Table 1:

L]
[

L]
[

The FSCP shall meet the following requirements:

hacceptable delay (see 5.3.6);
hintended repetition (see 5.3.3);

correct sequence (see 5.3.4);
ss (see 5.3.5).

spurce.

NOTE

The

Typid
the H

EXAM|

Variat

al causes for no

SCP are var'fgle D
PLES

- iZEufficientt
— lops of comigunicatiel

- V4
- sl
- di
- 'k

- a

fferent latenc

y €ombination of these.

1 Depending on unidirectional or bidirectiortal com
a meTage sink at the same time.

or eagh message source / sink pair;

riations.jn synchrohization clock times at message source or message sink; or

nhich shall be considered during the desi
gck channel.

ation

sage

e and

on of

Figure F.4 shows an example of a slowly increasing message latency of the black channel.
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Source

A)|\

5)|

O 0O T » X

s and

Anot
mess

ry of

ages or pa@

EXAMPLES

- A

- C reless
C

- M Internet).

Figude F 3 mple of unintended transmission from memory due to an dctive

netwprk elemert failik
pointer passes’/the~eg
switch.

g as follows: "queue-jumping" in a revolving memory where the [send
eive pointer, which will cause emptying/sending of the whole queug of a
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Queue:

Send pointer

Pointer failure

NOTE

Seve

- Cyclic communication

—  Synchronized cl i

—  Syfficiently rang

In each case, time shall meet the requirements arising from

o th

e ppten

The grror ases exceeding specified safety limits shall be determined durin
design and imp emen tion assessments according to IEC 61508.

NOTE|

Receive pointer

s

N

3 _Useof a synchronized time base throughout the safety network is part of implementation aspects.

g the

F.8.2

|~ Residual error rate for timeliness (RR)
\ 17

In a safety-related network with message storing elements (see Figure F.5), in accordance
with Clause F.4 bullet a), a value of 10-3/h per storing element shall be assumed for the rate
of timeliness errors (Rt), unless otherwise specified.

The series of unintended transmission from memory of SPDUs shall be assumed to be not

more

than 65 000.
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F.9 Masquerade

F.9.1 General

The safety property masquerade rejection requires the detection of the following
communication error according to Table 1:

e masquerade (see 5.3.8).

In general, non-safety PDUs (masquerade) are more likely to be detected by the SCL since
they have to fulfill all the preconditions (Timeliness, Authenticity, and Data Integrity).

F.9.2 Other terms used to calculate residual error rate for masquera
(RRy)

In accordance with Clause F.4 bullet a), a value of 10=3/h per devi

rate

F.10

F.10
The

indiv
wher

RRy | is the residual ¢

RR4| is the re
RR, [ is the residug

f the
at is
and
(F.7)

wherg

AscL is the residual error rate per hour of the SCL;

Asc is the residual error rate per hour per logical connection (see Equation (F.6));

m is the maximum number of logical connections (m) that is permitted in a single safety

function.

NOTE This equation assumes cyclic sampling of SPDUs and assumes the worst case that each safety PDU
passed over from the black channel can be erroneous.

The number m of logical connections depends on the individual safety function application.
Figure F.6 and Figure F.7 illustrate how this number can be determined.

The figures show the physical connections with possible network components such as
repeaters, switches, or wireless links and the logical connections between the subsystems
involved in the safety function.
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The logical connections can be based on single cast or multicast communications.

Figure F.6 shows an example 1 of an application where m = 4. In this application, all three
drives are considered to be hazardous at a single point in time according to the risk analysis.

Example 1:
m=4

E-Stop —.— Processing —.— Drive

.— Drive

Safety Function

Figune F.7 shows an example 2 of an application where ) pplication, only ophe of
the drives is considered to be hazardous at i mivirtime according to thg risk
analysi

Example 2:
J independent
production cells

m=2

Ke

y Logical

connection

_____ Fieldbus
network

IEC

F.10

The $ummation of the residual error rates of the generic safety properties as shown in F|10.1
is an|aceéptable method to calculate the total residual error rate for a given FSCP.

It is possible to use combined mathematical methods for the calculations taking into account
cross effects of the individual safety measures and thus achieve better residual error rates.

It is also possible to use directly the methods of the IEC 61508 and to determine the Safe
Failure Fraction and the Diagnostic Coverage of the FSCP.

F.11 Total residual error rate and SIL

A functional safety communication system shall provide a residual error rate in accordance
with this standard. Table F.1 and Table F.2 show the typical relationships between residual
error rate and SIL, based on the assumption that the functional safety communication system
contributes no more than 1 % per logical connection of the safety function.
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Both low demand and high demand mode systems shall have a defined safety function
response time, so a necessary rate of SPDUs shall be guaranteed. The PFH for a certain SIL
shall be provided in all cases, while the PFDaVg is optional.

Table F.1 — Typical relationship of residual error rate to SIL

Applicable for safety functions Average frequency of a Maximum permissible residual
up to SIL dangerous failure for the safety error rate for one logical
function connection of the safety function
(PFH) (Agc (Pe))
4 <1078 h <1071%/h
3 <1077 /h <107%/h
2 <107%/h (<10* h
5
1 <10 /h /\Q < (o

Applicable for safety functions Average probability of a al
up to SIL dangerous failure on dem f cal
the safety functi tion
(PFDavg) ~
4 < 10-(“’\\)/ /N <107®
; NG A o
2 1})\2 \ <1074
1 ( < 1N <1073
F.12| Configuratio tion for’an FSCP
F.1211 Genera<‘>
Corrgct configuration 8 3 ization of the safety devices and their SCL during the
diffelent phases is &S i D iQival safety. The engineering of safety functions using an
FSCIP usually c§ ' on, parameterization, and programming activities as

show

nin the g
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CRC Device
tool
IEC
Higure F.8 — Example of configuration and edures for FSC
Conflguration requires an engineering{tookNto et uf thefi @JS rétwork structure, to co
the field devices and to assign values parameters as well as t

FSCP parameters such as connectio
field [devices provide a data sheet in i d within a file that can be imp

into

After] a configuration\session, )s i data including parameter values
dowrlloaded to the fieldbus ommunication. The field device related p
the gonfiguration/and i ta! isxdownloaded to the particular field device pri
cycli¢ process data e .

More| complex e i may) require a dedicated tool for the configuratio
paraieterization © y~specific safety device application

NOTE|1 found in IEC 62061:2005, 6.11.2.3 and 1SO 13849-1:2015, 4.6.4
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FSCP parameters
of the device,
e.g. timeout

Controller

Configuration & & - ——— - - o---m .

parameterization Engineering P —— Technology E
! r-i\I tool | (device specific :
' vi_ L parameters) |
! CRC H— _ . '
\ I
% Fieldbus

1

-

CRC-secured
FSCP parameter block

e engineering tool.

hfiman errors\Fesulting\in the entry of incorrect initialization and parameter values;
ddta corruption during storage;

incorfeet’addressing during download;

hnect
D the
, the
brted

are
art of
or to

data‘carruption dnring download:

inconsistent update of safety devices;

connection of identical "safety islands" (serial machines);

systematic errors while working with engineering tools due to specific computer settings (for example

differences between displayed and stored values);

unrecognized changes within the technology specific safety parameters of the safety device be it stocha
intentional;

use of safety devices previously installed in other safety functions.

stic or

An FSCP shall specify methods to protect against stochastic errors in the safety configuration
and parameters.

EXAMPLES

Incorrect addressing.
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— Data corruption.

— Unrecognized changes.

The above requirements shall be considered by the designer of the FSCP for all relevant

communication phases (see 5.6).

Several methods are available to avoid incorrect configuration and parameterization.

EXAMPLES
— CRC signatures across configuration and parameter data.
- C

Stochastic configuration and parameterization errors during operation
the generic safety measures.

verification and validation. The safety manuals shall provide th

NOTE|3 Relevant information can be found in IEC 62061:2005, 6.11.2
F.12{2 Configuration and parameterization chang

Unless otherwise specified, the configuration & erization change
calcdlations shall be assumed as 1 perday.

F.12)3 Residual error rate for configuratic

The residual error rate RRgp for th
during onetime operationg~such a

9,

o prevente

ratg

d by

d by

for

rrors
error
12.2.
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0 Introduction

0.1

Généralités

— 85 —

L'IEC 61158, relative aux bus de terrain, ainsi que ses normes associées IEC 61784-1 et
IEC 61784-2, définit un ensemble de protocoles de communication qui assurent la commande

répartie d'applications automatisées.

La technologie de bus de terrain est désormais

reconnue et bien éprouvée. Les améliorations des bus de terrain se poursuivent; elles
couvrent des applications pour des domaines comme les applications en temps réel relatives

a la sécurité et a la sdreté.

Cette

réefér
(prof
couc
couv

La F
la sé

norme définit les principes applicables aux communications de séc
bnce a la série IEC 61508; elle spécifie plusieurs couches de communication de-sécurité
Is et protocoles correspondants) en fonction des profils d i

itéfonctionnelle en

omnjuhicatien et| des

s relatiyes a

______________ F—-—=19

o

IEC 64508

IEC 61784-2

Fieldbus for use in
industrial control systems

Functional safety (FS)

(basic standard)

) 4

Functional safety
for machinery
(SRECS)

Key

|:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards
) (dashed yellow) this standard

Product standards :
a ISO 12100
IEC 61496 ||IEC 61131-6|| IEC 61800-5< | 18-1 b Ggneral principles for design —
Safety f. e.g. Safety for Safety functions Safety reqQireméhts || assessment and risk reductign
light curtains PLC for drives for robgts !
___\_\___ I
IEC 617844 IEC 62443 Desgnef safety-related electrical, electronic and program-
Security Segixity mable eléctronic control systems (SRECS) for machiner|
(profile-specific) (con{nzg;%qrt}/\
4 N A\ SIL based PL based
IEC 61784-5 —
Installation 2{?\ ,,,,,,,,,,,,,, K _ .. _Design objgctive
(profile-specific) | ¥ Applicable standards
I
' | IEC 60204-1 2
1 |Safety of electrical ISO 13849
+ ' equipment Safety-related paits
X X
C 61000-6-7 | of machinery
neric EMC & FS | | : (SRPCS)
I 3
IEC 61326-3-1 | | [Us:NFPA 79 Non-electrical
EMC & FS : (2012) Electrical
I
|
1
I A 4
A 4 :
_ééc 61158 | IEC 62061 %
Co1784-1 |
I
I
I
I
I
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Anglais Frangais
Product standards Normes de produits
Safety function, e.g. light curtains Fonction de sécurité, par exemple rideaux de lumiére
Safety for PLC Sécurité relative aux automates programmables
Safety functions for drives Fonctions de sécurité applicables aux entrainements
Safety requirements for robots Exigences de sécurité applicables aux robots
General principles for design — Risk assessment and Principes généraux de conception — Appréciation du
risk reduction risque et réduction du risque
Security (profile-specific) Sécurité (spécifique au profil)
Secufity (common part) Sécurité (partie commune)
Design of safety-related electrical, electronic and Conception des systémes @nmand clectriquess,
programmable electronic control systems (SRECS) for | électroniques et électroniqués pro mables relaifs a
machinery la sécurité pour les macw m

SIL based Basé sur SIL \ \/

PL bgsed Basé sur PL < \ \ >

Installation guide (profile-specific) Guide d'instwémﬁ au\Rrofil)

Installation guide (common part) Guide Wp}}qe&W)

Design objective Obje({ﬂf d?fsgjncs\(ebgon >
Applitable standards I}lﬁm}s\s/a%gﬁc?’sl\es

Methpds ’ﬁétr@des ( U ‘\/
Gendric EMC & FS NGEM X(FS gbnériqués

{
Emcls Fs [ [eEM&FS

Safefy of electrical equipment \ Q Sé&x&iﬁ\d/egéquipements électriques

Safefy-related parts of machingry \( _,%é urifé des machines — Parties des systémes de
N comMande relatives a la sécurité

Non-g¢lectrical l \ Non électrique

Electfical (\ > 2 \/ Electrique

Functional safety coMyrﬁés@*&n\p\rofi s . > Profils de communication de sécurité fonctionnelle

Fieldpus for use in industhial control systems Bus de terrain pour utilisation dans des systémes de
commande industriels

Functional saf@{l(}&)l‘t{as\v‘sén\dar}% Sécurité fonctionnelle (FS) (norme de base)

Func ionzy/s\afgt)\forwc trie Sécurité fonctionnelle des machines
Key \ \\ ) Légende

(yellgw) safety-krmgd sté@dards (jaune) normes relatives a la sécurité
(blue fieldbus-relateMdards (bleu) normes relatives au bus de terrain
(dasted_yellow) this standard (jaune pointillé) la présente norme

NOTE Les paragraphes 6.7.6.4 (haute complexité) et 6.7.8.1.6 (faible complexité) de I'lEC 62061 spécifient la
relation entre PL (catégorie) et SIL.

Figure 1 — Relations entre I'lEC 61784-3 et d'autres normes (machines)
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La Figure 2 illustre les relations entre la présente norme et les normes pertinentes relatives a
la sécurité et au bus de terrain dans un environnement de transformation.

IEC 61784-5
nstallation guide
(profile-specific)

Installation guide
(common part)

IEC 61918 |

IEC 61326-3-22
EMC and

Product standards .:

IEC 61496 ||IEC 61131-6|/( IEC 61800-5-2 1ISO 102181 E

Safetyf. e.g. Safety for Safety functions Safety requirements ]

light curtains PLC for drives for robots :

IEC 61784-4 IEC 62443 e '
Security Security !
(proﬁ[e--:lnnr‘iﬁr-\ (r‘nmmnn In:n"ﬂ !

IEC 61784-3 functional safety
|IEC/TR 62685
Functional safety
communication
profles  p—— | 0 AT T AT N T AN TS T T s e e e e -
Us:
- ISA-84.00.01
“--»
IEC 61158 IEC 61511® (3 parts = moified
IEC 61784-1 Functional safety — IEC 6151[1)
IEC 61784-2 IEC 61508 > afety instrumented e — —
: tems for the
Fieldbus for use in Fun | safety ) yse DE: VDI 2[180
: ocess industry sector [« - -
industrial control systems W - Part 1-4
Key | (]
1
2 Ec
A\
\ AQQ\NS \/ Frangais
Prodiict stand%ds \ B Normes de produits
Safefy fum g. @ﬁuré@s Fonction de sécurité, par exemple rideaux de lumigre

Safety for}b(‘\\ \\)

Sécurité relative aux automates programmables

Safety functionsfordrives

Fonctions de sécurité applicables aux entrainements

Safefy requiréments beots

Exigences de sécurité applicables aux robots

Secufity(profile-specific)

Sareté (spécifique au profil)

Security (common part)

Sdreté (partie commune)

Installation guide (profile-specific)

Guide d'installation (spécifique au profil)

Installation guide (common part)

Guide d'installation (partie commune)

See safety standards for machinery (Figure 1)

Voir normes de sécurité pour les machines (Figure 1)

Valid also in process industries, whenever applicable

Valable également dans les industries de
transformation, le cas échéant

Functional safety communication profiles

Profils de communication de sécurité fonctionnelle

EMC and functional safety

CEM et sécurité fonctionnelle

Fieldbus for use in industrial control systems

Bus de terrain pour utilisation dans des systémes de
commande industriels

Functional safety (basic standard)

Sécurité fonctionnelle (norme de base)
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Anglais Frangais
Functional safety—safety instrumented systems for the Sécurité fonctionnelle — Systémes instrumentés de
process industry sector sécurité pour le secteur des industries de
transformation
3 parts = modified IEC 61511 3 parties = IEC 61511 modifiée
Part1 -4 Parties 1 a 4
Key Légende
(yellow) safety-related standards (jaune) normes relatives a la sécurité
(blue) fieldbus-related standards (bleu) normes relatives au bus de terrain
(dasHted yellow) this standard (Jaune pointille) la presente norme

a8 Pdur des environnements électromagnétiques spécifiés; sinon, I'lEC 61326-3-1 ou |,

b EN ratifiée.

Figure 2 — Relations entre I'l[EC 61784-3 et d'autres no

Les pouches de communication de sécurité mises en ggu 2 bmes
relatifs a la sécurité conformément a la série IEC 61508 as ire a
accofder a la transmission de messages (informationg ~ ieurs Rarticipants sur ump bus
de terrain dans un systéme relatif a la sécurjté ¢ ilitg s le
comportement de sécurité en cas d'erreurs ou ded )

Les ¢ouches de communication de séusuri acifi 2 nt de
garanmtir cette assurance de sorte q i des
applications qui nécessitent une sécurité q elle jusqu'au niveau d'intégrit¢ de

sécufité (SIL) spécifié par de sécurité fonctionnelle

corrgspondant.

son

La rgvendication du SIL qui $ gteme dépend de la mise en ceuvre du [profil

de communicatiop.de 'sécurité i SCP) retenu au sein du systéme — la mige en
ceuvile du profil @- unica s¢cwité fonctionnelle dans un appareil normal ne [suffit
pas 3 le qualifier dedppareil.de :

e Igs principes de mise en ceuvre des exigences de la série IEC 61508 poyr les
commnicati : relatives a la sécurité, y compris les anomalies de
transmission entiell les mesures correctives et des considérations relatives a

e |gs profils~de cemmunication de sécurité fonctionnelle pour plusieurs familles de profils de
bmmunication dans les IEC 61784-1 et IEC 61784-2, y compris les extensions de la

c
cpuche de sécurité aux sections relatives au service et aux protocoles de communigation
d | Aria lEC 811EQ

a o
T oCTTC = OO 1T TO07

0.2 Transition de I'édition 2 aux méthodes d'évaluation étendue de I'édition 3

Cette édition de la partie générique de la norme comprend des modéles étendus
supplémentaires pour une utilisation ultérieure lors de l'estimation du taux total d'erreurs
résiduelles pour un FSCP. Cette valeur peut étre utilisée pour déterminer si le FSCP satisfait
aux exigences des applications de sécurité fonctionnelle jusqu'a un SIL donné. Ces modeles
étendus pour les méthodes qualitatives et quantitatives de détermination de sécurité sont
détaillés a I'Annexe E et a I'Annexe F.

Toutefois, en raison de la durée typique du processus d'évaluation, les Profils de
Communication de Sécurité Fonctionnelle publiés avant ou en méme temps que cette
nouvelle édition de la partie générique ne peuvent étre évalués qu'en fonction des méthodes
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des éditions précédentes, sur la base des considérations relatives a l'intégrité des données
détaillées en 5.8.

Le schéma de validité de la Figure 3 présente le procédé de gestion de la transition des
méthodes d'évaluation d'origine de I'édition 2 (détaillé en 5.8) aux méthodes d'évaluation
étendue de I'édition 3 (actuellement spécifiées a I'Annexe F). Conformément a ce schéma, les
Profils de Communication de Sécurité Fonctionnelle sont exemptés d'une nouvelle évaluation
conformément a I'Annexe F jusqu'a I'édition 4, lorsque le contenu de I'Annexe F actuelle
remplacera le 5.8 actuel.

NOTE Un FSCP peut cependant réaliser une évaluation antérieure et publier un amendement approprié.

Validity Edition 2

3 Edition 2 Edition 3
Re Dl in 5.6 Dl in 5.8, 3
o @ TADI in inf. Annex F b.IS
ol Pub. IS CD/CDV/FDIS
FSCP with DI (5.6)
&
Q
2
FSCP with TADI (5.8) NS
ghance period for FSCP to adopt TADI

IEC
\/t\)zg\}aks Frangais
valiity editon AN N Edition de validité
(genkgric) \ \ \/ (générique)
DI in... N N Dien ...
.in inf.mx \\ \ ... a I'Annexe F inf.
Lwth DSOS ... avec DI
.. with TADI \ ... avec TADI
Opti¢nal amd: Amd. facultatif
Maintefance period for FSCP to adopt TADI Période de maintenance permettant au FSCP
d'adopter TADI
Légende
DI Data Integrity (Intégrité des données)
TADI Timeliness, Authenticity, Data Integrity (Opportunité, Authenticité, Intégrité des données)

Figure 3 — Transition de I'édition 2 aux méthodes d'évaluation de I'édition 3

0.3 Déclaration de brevet

La commission électrotechnique internationale (IEC) attire I'attention sur le fait qu'il est
déclaré que la conformité aux dispositions du présent document peut impliquer I'utilisation de
brevets qui intéressent les profils de communication de sécurité fonctionnelle pour les
familles 1, 2, 3, 6, 8, 12, 13, 14, 17 et18 de I'lEC 61784-3-1, I'lEC 61784-3-2,


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

-90 - IEC 61784-3:2016 © IEC 2016

I''EC 61784-3-3, [I'lEC 61784-3-6, I'lEC 61784-3-8, [I'lEC 61784-3-12, [I'IEC 61784-3-13,
I''EC 61784-3-14, I'lEC 61784-3-17 et I''EC 61784-3-18.

L'IEC ne prend pas position quant a la preuve, a la validité et a la portée de ces droits de
propriété.

Les détenteurs de ces droits de propriété ont donné l'assurance a I'lEC qu'ils consentent a
négocier des licences avec des demandeurs du monde entier, sans frais ou a des termes et
conditions raisonnables et non discriminatoires. A ce propos, les énoncés des détenteurs de
ces droits de propriété sont enregistrés a I'lEC.

NOTE| Les détails relatifs aux brevets et les informations relatives aux coordonnées correspondantes sant fpurnis
dans |I'lEC 61784-3-1, I'lEC 61784-3-2, I'lEC 61784-3-3, I'lEC 61784-3-6, I'IEC 61784-3-8,\|'IEC 61784-3-12,
I'"EC §1784-3-13, I'lEC 61784-3-14, I'lEC 61784-3-17 et I'|EC 61784-3-18.

L'attgntion est attirée sur le fait que certains des éléments du présent\decu peuvent|faire
I'objdt de droits de propriété intellectuelle autres que ceux identifies ‘si . JZIHC ne
saurait étre tenue pour responsable de ne pas avoir identifié ¢é te priété et de
ne pas avoir signalé leur existence.

L'ISO (www.iso.org/patents) et I'IEC (http://patents.iec: nainthe A disposition| des
basep de données en ligne des droits de propriété/relati es. Les utilisateurs
sont |[encouragés a consulter ces bases de donng enir Tes”informations les| plus
récemtes concernant les droits de proprjété.

&
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RESEAUX DE COMMUNICATION INDUSTRIELS -
PROFILS -

Partie 3: Bus de terrain de sécurité fonctionnelle —
Reégles générales et définitions de profils

1 Domaine d'application

La pré étre
appli < d'un
réseau réparti, a l'aide de la technologie de bus de terrain conformért i de la
série incipe
de canal noir. lls peuvent étre utilisés dans d|fferentes applicatiéns indus mple
la commande de processus, l'usinage automatique et les machiges.

La piésente partie2 et les parties IEC 61784-3-x spécifien i i ication
de se¢curité fonctionnelle basés sur les profils de coyp icadi bcole
des fechnologies des bus de terrain de I'lEC 6178 S série
IEC $1158. Ces profils de communication de i ili incipe de
canal noir, comme défini dans I'l ¢ urité
fonctjonnelle sont destinés a étre ils de
sécufité.

NOTE]|1 de la
série [EC 61508 et ne sont pas jr

NOTE|2 Elle ne couvre pas les™aspecis r ifsN\a\le_sécurite é i z &curité intrinseé . curité
électrigue concerne les d octrie gngers
assoc|és aux atmosphgres €xplosib

Tous|les systém<> cycle
de vle. Des mesure & ication
relati p tout
accésp avec
la séfi

NOTE

NOTE| bartie,
dans 08.
NOTE|5 sLa revendication du SIL qui en résulte pour un systéme dépend de la mise en ceuvre du pro¢fil de
commpnication de sécurité fonctionnelle retenu au sein du systéme.

2 Reéférences normatives

Les documents suivants sont cités en référence de maniére normative, en intégralité ou en
partie, dans le présent document et sont indispensables pour son application. Pour les
références datées, seule I'édition citée s’applique. Pour les références non datées, la
derniére édition du document de référence s’applique (y compris les éventuels
amendements).

1 Dansles pages suivantes de la présente norme, "IEC 61508" remplace "série IEC 61508".

2 Dpans les pages suivantes de la présente norme, "la présente partie" remplace "cette partie de la série
IEC 61784-3".

3 Proposition d'un nouveau sujet de travail a I'étude.
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IEC 61000-6-7, Compatibilité électromagnétique (CEM) — Partie 6-7: Normes génériques —
Exigences d'immunité pour les équipements visant a exercer des fonctions dans un systéme
lié a la sécurité (sécurité fonctionnelle) dans des sites industriels

IEC 61010-2-201:2013, Régles de sécurité pour appareils électriques de mesurage, de
régulation et de laboratoire — Partie 2-201: Exigences particuliéres pour les équipements de
commande

IEC 61158 (toutes les parties), Réseaux de communication industriels — Spécifications des
bus de terrain

IEC (k1326 3-1, Matériel électrique de mesure, de commande et de laborataire — Exiggnces
relatijves a la CEM — Partie 3-1: Exigences d'immunité pour les systemes re/at/ s adaségurité
et pour les matériels destinés a réaliser des fonctions relatives a Ké. (séqurité
fonctjonnelle) — Applications industrielles générales

IEC ©1326-3-2, Matériel électrique de mesure, de commande/et o Qi xiggnces
relatjves a la CEM — Partie 3-2: Exigences d'immunité pour les\systéms fs & la ségurité
et pour les matériels destinés a réaliser des fonctiong_ retafiesia sécurité (ségurité
fonctjonnelle) — Applications industrielles dont I'environpement é ique est spgcifié

IEC 61508 (toutes les parties), systémes
électriques/électroniques/électroniques

IEC $1508-1:2010, Sécurité fonctionnelle : electr/ques/e/ectron/ yues/
électroniques programmables relatifs ata i

IEC 61508-2, Sécurité forittionnetle > &lectriques/électroniques/électronlques
programmables 5 3 artie 2: [Exigences pour les systémes
électriques/électroniqulps/é Qe bles relatifs a la sécurité

IEC $1784-1, Résea ynication_ipdustriels — Profils — Part 1: Profils de buys de
terrajn

IEC $1784-2, R ‘ g gation industriels — Profils — Part 2: Profils de bus de
terrain supple el s reseaux en temps réel basés sur I'|SO/IEC 8802-3

IEC 61784-3 IndystriaNcommunication networks — Profiles — Part 3-1: Functional safety

fieldjuse Qi) ecifications for CPF (disponible en anglais seulement)

IEC $1784-3-2, Résegdux de communication industriels — Profils — Partie 3-2: Bus de tarrain
de se@curité,fonctionnelle — Spécifications supplémentaires pour CPF 2

IEC 61784-3-3, Réseaux de communication industriels — Profils — Partie 3-3. Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 3

IEC 61784-3-6, Réseaux de communication industriels — Profils — Partie 3-6: Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 6

IEC 61784-3-8, Industrial communication networks — Profiles — Part 3-8: Functional safety
fieldbuses — Additional specifications for CPF 8 (disponible en anglais seulement)

IEC 61784-3-12, Réseaux de communication industriels — Profils — Partie 3-12: Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 12

IEC 61784-3-13, Réseaux de communication industriels — Profils — Partie 3-13: Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 13
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IEC 61784-3-14, Réseaux de communication industriels — Profils — Partie 3-14: Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 14

IEC 61784-3-174, Réseaux de communication industriels — Profils — Partie 3-17: Bus de
terrain de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 17

IEC 61784-3-18, Réseaux de communication industriels — Profils — Partie 3-18: Bus de terrain
de sécurité fonctionnelle — Spécifications supplémentaires pour CPF 18

IEC 61784-5 (toutes les parties), Réseaux de communication industriels — Profils — Partie 5:

Instaflation-des-bus-de-terrain

IEC 61918:2013, Réseaux de communication industriels — Installg kK de
communication dans des locaux industriels
IEC 62443 (toutes les parties), Réseaux industriels de comm s les

résequx et les systemes

3 Termes, définitions, symboles, abréviation

3.1 Termes et définitions

Pour|les besoins du présent docume

NOTE| Les italiques sont utilisés dans les définjti

3.11
date|absolue
date [référencée par rappox a \ Nt un
bus de terrain

[SOLRCEHECéé}%

3.1.2
élément de résea
élément de 1 s composants actifs du point de vue électrique et/ou optique

Note 1 a l'artisle:

[SOURCE: IEC B¢

3.1.3
disponibitité
probabilité, pour un systéme automatisé, qu'il ne se produise pas de condition opérationnelle
non satisfaisante, par exemple la perte de production, pendant une période donnée

3.1.4

probabilité d'erreurs sur les éléments binaires

Pe

probabilité de réception d'un bit donné avec la valeur incorrecte

4 A publier
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3.1.5

canal noir

systeme de communication défini qui contient un ou plusieurs éléments sans preuve de
conception ou de validation conformément a I'lEC 61508

Note 1 a I'article: Cette définition étend la signification habituelle du canal pour inclure le systéme qui contient le
canal.

3.1.6

pont

appareil abstrait qui relie plusieurs segments de réseau le long de la couche de liaison de
donnges

3.1.

systéme de communication fermé

nombre fixe ou nombre maximal fixe d’éléments reliés par un systep ion[dont
les gropriétés sont connues et fixées et ou le risque d’accés non aute | jdéré

comme négligeable
[SOURCE: IEC 62280:2014, 3.1.6, modifié — "transmissio

3.1.8
canal de communication
conngexion logique entre deux points li

3.1.9
systéme de communication

ensemble de matériels, de logiciels et\de support » 5sion
de messages (ISO/IEC 7428 'ation d'd¥he application a une autre

3.1.10
connexion

liaisgn logique e@ob

3.1.111
contfole de red
CRC
<valqur> dorlpée t [ c de
donnges 4fi

<méthode> procédure utili

Note 1 a l'afticle: Les termes "code CRC" et "signature CRC", ainsi que les étiquettes comme CRC1, CRC2,
peuvept également étre utilisés dans la présente norme pour se référer aux données redondantes.

AN . L 5
Note Z=tarticter—Voiregatement {281,291

3.1.12

systéme de communication défini

canal défini

nombre fixe ou nombre maximal fixe d'éléments reliés par un systéme de communication a
bus de terrain, dont les propriétés sont connues et fixées, par exemple les conditions
d'installation, I'immunité électromagnétique, les éléments (actifs) de réseau industriel, et ou le
risque d'accés non autorisé est réduit a un niveau tolérable conformément au modele de cycle
de vie de I'lEC 62443, en utilisant par exemple des zones et des conduits

5 Les chiffres entre crochets se référent a la bibliographie.
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3.1.1

3

diversité
moyens différents pour réaliser une fonction requise

Note 1 a I'article:

conce

ptuelles différentes.

[SOURCE: IEC 61508-4:2010, 3.3.7]

La diversité peut étre réalisée en utilisant des méthodes physiques ou des approches

3.1.14

erreur

écartrou—discordance—entre—tne—vatetrot—une—condition ua:uu:\éc, observéeot—mesuréeet la
valeyr ou la condition vraie, prescrite ou théoriquement correcte

Note 1 a l'article: Les erreurs peuvent étre causées par des erreurs de conception qu mat lel et/qu des
informations altérées du fait d'un brouillage électromagnétique et/ou autres effets.

Note 2 a I'article: Les erreurs ne produisent pas nécessairement une défaillapte_ou

[SOURCE: IEC 61508-4:2010, 3.6.11, modifié — notes ajoutée

3.1.‘25

code explicite

code|de mesure de sécurité réellement transmi et corinu de I'émetteur gt du
destiphataire

3.1.16

défajllance

cessation de l'aptitude d'une unité fonc pu a
fonctjonner comme prévu

Note 1 a l'article: Une défp icielle
ou rudture de message, par

[SOLRCEHE06<>B—

3.1.17

anomalie

condjtion angfma j'une
unitéffonctjonxelle a~acecamp

Note 1 a | n état
d’inaptitude a ac hutres
actionp programmeées~qu a &n manque de ressources extérieures.

[SOURECEJIEC 61508-4:2010, 3.6.1, modifié — référence a la figure supprimée]

3.1.1

8

bus de terrain
systeme de communication basé sur le transfert de données en série et utilisé dans des

appli

3.1.1

cations d'automatisation industrielle ou de commande de processus

9

systéme de bus de terrain
systéme qui utilise un bus de terrain avec des appareils reliés

3.1.20
DLPDU ,
DECONSEILLE: trame

Data

Link Protocol Data Unit (Unité de données de protocole de liaison de données)
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3.1.21

Séquence de contrdle de trame

FCS

données redondantes issues d'un bloc de données d'une DLPDU (trame), qui utilisent une
fonction de hachage et enregistrées ou transmises avec le bloc de données, afin de
déterminer I'altération des données

Note 1 a I'article: Une FCS peut étre calculée a I'aide d'un CRC ou d'une autre fonction de hachage.
Note 2 a I'article: Voir également [28], [29].

Note 3 a [l'article: L’abréviation «FCS» est dérivée du terme anglais développé correspondant «Frame Check
Sequgnce».

3.1.

fonction de hachage

fonctjon (mathématique) de mise en correspondance des
(éventuellement) trés grand de valeurs en une plage de valeurs (habi

Note | a I'article: Les fonctions de hachage peuvent étre utilisées pour ¢é

Note 2 a I'article: Les fonctions de hachage communes incluent la pari

[SOURCE: IEC TR 62210:2003, 4.1.12, modifié — ajg

3.1.23
dander
état [ou ensemble de conditions d'un
entrgine inévitablement un préjudice pg

iées,

3.1.24
code implicite
code| de mesure de sg

I'émdtteur et du dfstin
3.1.

u de

mai%%e

entit¢ de com 2 35 de
communication 3 368 aves
3.1.

message

sérielordonné ets, destinée a véhiculer des informations

[SOURCE: ISO/IEC 2382-16:1996, 16.02.01, modifié — caractére remplacé par octet]

3.1.27
collecteur de messages
partie d'un systéme de communication destiné a recevoir des messages

[SOURCE: ISO/IEC 2382-16:1996, 16.02.03]

3.1.28
source de messages
partie d'un systeme de communication destiné a envoyer des messages

[SOURCE: ISO/IEC 2382-16:1996, 16.02.02]
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3.1.29
déclenchement de nuisance
déclenchement parasite sans effet préjudiciable

Note 1 a l'article: Les erreurs anormales internes peuvent étre générées dans des systémes de communication,
par exemple des systémes de transmission par ondes radioélectriques, du fait d'un trop grand nombre de nouvelles
tentatives en présence de perturbations.

3.1.30

niveau de performances

PL

niveau discret utilisé pour spécifier la capacité des parties relatives a la sécurité des
syst§mes de commande a accomplir une fonction de sécurité dans des conditions prévisibles

Note 1 a I'article: L’abréviation «PL» est dérivée du terme anglais développé correspg ance lgvel».

[SOURCE: ISO 13849-1:2015, 3.1.23, traduction francaise modifiée

3.1.31
trés passe tension de protection
TBTR
circult électrique dans lequel la tension ne peut pas dé S f. cd., 42,4 V créte ou
60 V|c.c. en conditions normales et en conditions S i auf en conditions de

Note 1 a I'article: Un circuit TBTP comprend\un ra ce de
raccotldement a un conducteur de protection, ousi i g i Aiveau du raccordement, les tepsions
ne somt pas corrigées.

[SOURCE: IEC 61010-2-201:2013, 3.1 ifié e, et
suppression de la secondg 3 i

3.1.32
redohdance
existence de pI
informations

[SOYRCE: IEC 6130

r des

3.1.33
date|relati
date [référe

Note 1 a I'articler™ En gén€ral, il n'y a pas de relation avec les horloges des autres entités.

[SOURCE: IEC 62280:2014, 3.1.43]

3.1.34

fiabilité

probabilité pour qu'un systeme automatisé puisse accomplir une fonction requise, dans des
conditions données, pendant un intervalle de temps donné (t1, t2)

Note 1 a l'article: On suppose en général que le systéme automatisé est en état d'accomplir la fonction requise
au début de l'intervalle de temps donné.

Note 2 a I'article: Le terme "fiabilité" est aussi employé pour désigner I'aptitude caractérisée par cette probabilité.

Note 3 a l'article: Au cours de la période MTBF ou MTTF, la probabilité qu'un systéme automatisé exécute une
fonction exigée dans les conditions données décroit.

Note 4 a l'article: La fiabilité difféere de la disponibilité.
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[SOURCE: IEC TR 62059-11:2002, 3.17, modifié — utilisation des mots "un systéme
automatisé" a la place de "une entité" et ajout de deux notes]

3.1.35

probabilité d'erreurs résiduelles

RP

probabilité de non-détection d'une erreur par les mesures de sécurité SCL

Note 1 a l'article: L’abréviation «RP» est dérivée du terme anglais développé correspondant «residual error
probability».

3.1.36
taux|d'erreurs résiduelles
taux ptatistique de défaut de détection d'erreurs par les mesures de séc b

3.1.37
risqye
combinaison de la probabilité d'un dommage et de sa gravité

Note 1 a I'article: Pour plus d'informations sur ce concept, voir I'Annexe

[SOYRCE: IEC 61508-4:2010, 3.1.6, et Guide ISO/I
différlente]

note

3.1.

canﬂ?de communication de sécurité
SC
cana
sommet de la SCL du collegteur

L de la source et qui se termine au

Note 1 a l'article: Le cana
de communication défini oujumgcanakdéfini

3.1.
couﬂ?\e de comﬁ

SCL
couc icati ifbée aytdessus de la FAL qui comprend toutes les mesgures
supp z : 2\ i~permettent d'assurer la transmission de données en foute
sécu f

de deux SCL reliées par un canal noir, un syjstéme

Note
comm

«SCL» est dérivée du terme anglais développé correspondant «safety

3.1.
connexion'de sécurité
conngexien qui utilise le protocole de sécurité pour des transactions de communications

3.1.41
données de sécurité
données transmises par un réseau de sécurité qui utilise un protocole de sécurité

Note 1 & l'article: La couche de communication de sécurité ne garantit pas la sécurité des données proprement
dites, mais uniquement la transmission en toute sécurité de ces derniéres.

3.1.42

appareil de sécurité

appareil congu conformément a I'lEC 61508 et qui met en ceuvre le profil de communication
de sécurité fonctionnelle
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3.1.43

trés basse tension de sécurité

TBTS

circuit électrique dans lequel la tension ne peut pas dépasser 30 V eff. c.a., 42,4 V créte ou
60 V c.c. en conditions normales et en conditions de défaut isolé, y compris en conditions de
défauts de terre dans d'autres circuits

[SOURCE: IEC 61010-2-201:2013, 3.110, modifié — suppression de "circuit" dans le terme, et
suppression de la note a l'article]

3.1.44

fonction de sécurité
fonctjon a réaliser par un systéme E/E/PE relatif a la sécurité ou par un
rédugtion de risque, prévue pour assurer ou maintenir un état de
rapport a un événement dangereux spécifique

e de
par

[SOURCE: IEC 61508-4:2010, 3.5.1, modifié — références et e

3.1.45
temps de réponse de la fonction de sécurité
tempk écoulé dans le cas le plus défavorable a la sujte de I'agtiva . a¢urité

relié [a un bus de terrain, avant que ne soit atteln otat SE L ses
actiopneurs de sécurité, du fait d'erreurs ou de défa z ité

Note 1 a l'article: Ce concept, introduit en 5.224, curité

fonctignnelle définis dans la présente partie.

3.1.

nive

SIL

nives ité de
sécufite, et le
nivea

Note veaux
d'intégrité

Note 2 Ernant
I'intégfité

Note 3 sous-
syster n" (ou
n est ns de

sécurité avec un'niveau d'intégrité de sécurité jusqu'a n.

Note 4 a larticle: L’abréviation «SIL» est dérivée du terme anglais développé correspondant «safety infegrity
level»

[SOURCE: IEC 61508-4:2010, 3.5.8, modifié — ajout de la Note 4]

3.1.47

mesure de sécurité

mesure permettant de contrbler les erreurs de communication éventuelles, qui est congue et
mise en ceuvre conformément aux exigences de I'lEC 61508

Note 1 a l'article: Dans la pratique, plusieurs mesures de sécurité sont combinées pour atteindre le niveau
d'intégrité de sécurité exigé.

Note 2 a l'article: Les erreurs de communication et les mesures de sécurité associées sont détaillées en 5.3 et
5.4.


https://iecnorm.com/api/?name=a6cbe852285f8912380658fa8b4f254b

- 100 - IEC 61784-3:2016 © IEC 2016

3.1.48

PDU de sécurité

SPDU

PDU transféré via le canal de communication de sécurité

Note 1 a l'article: Le SPDU peut comporter plusieurs exemplaires des données de sécurité qui utilisent des
structures de codage et des fonctions de hachage différentes, associées a des parties explicites de protections
supplémentaires, par exemple une clé, un nombre de séquences ou un mécanisme d'horodatage.

Note 2 a l'article: Les SCL redondantes peuvent fournir deux versions différentes du SPDU en vue de son
insertion dans des champs séparés de la trame de bus de terrain.

Note protocol

3.1.
application relative a la sécurité

progtammes congus conformément a I'IEC 61508 pour satisfak
I'application

3.1.
systéme relatif a la sécurité
systgdme qui exécute les fonctions de sécurité conformeé

3.1.51
esclave
entit¢ de communication passive caps

3.1.
décl¢nchement parasite,
déclgnchement provoqué pa

3.1.
horodatage D
information temporél

3.1.
répartition
loi dg¢ probabilité otng aleurs d'un ensemble fini sont également susceptibles de se
produiire

Note 1 & I'articles
particlyllier est égale a

yn champ de longueur de bit i, la probabilité d'occurrence d'une valeur de ¢hamp
nt donné que la somme de toutes les probabilités d'occurrence est égale a 1.

_|é

3.1.

canal blanc
systeme de communication défini dans lequel tous les éléments pertinents du matériel et des
logiciels sont congus, mis en ceuvre et validés conformément a I'lEC 61508

Note 1 a I'article: Cette définition étend la signification habituelle du canal pour inclure le systéme qui contient le
canal.

3.2 Symboles et abréviations
BSC Binary Symmetric Channel (Canal symétrique binaire)
CP Communication Profile (Profil de communication) [IEC 61784-1]

CPF Communication Profile Family (Famille de profils de [IEC 61784-1]
communication)

CRC Contrdle de redondance cyclique
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DLL
DLPDU

CEM
EMI
EUC
E/E/PE
FAL

Data Link Layer (Couche de liaison de données) [ISO/IEC 7498-1]

Data Link Protocol Data Unit (Unité de données de protocole
de liaison de données)

Compatibilité électromagnétique

Electromagnetic Interference (Brouillage électromagnétique)

Equipment Under Control (Equipement commandé) [IEC 61508-4:2010]
Electrique/électronique/électronique programmable [IEC 61508-4:2010]

Fieldbus Application Layer (Couche d'application de bus de [IEC 61158-5]
terrain)

FCS
FIT

FS
FSCP

IACS

MTB
MTTF

NSR
PDU
Pe

TBTR
PES

PFD,
PFH

PhL
PL
PLC
RP

Frame Check Sequence (Séquence de contrble de trame)

Failure In Time (Intensité de défaillance) (équivaut a 10° d
défaillance par heure)

Functional Safety (Sécurité fonctionnelle)

Functional Safety = Communication Profile
communication de sécurité fonctionnelle)

Industrielle et systeme de commande)

Mean Time Between Failures (Tempsg
fonctionnement)

Mean Time To Failure (Dgré
avant défaillance)

Non Safety Related (Non rel

Protocol Data Unif (Unité de [ISO/IEC 7498:-1]

Bit error probakili
binaires)

[IEC 61508-4:2010]

[IEC 61508-4:2010]

[IEC 61508-4:2010]

[ISO/IEC 7498
[1SO 13849-1]

1]

Programmable Logic Controller (Automate programmable)
Residual Error Probability (Probabilité d'erreurs résiduelles)

SCL

TBTS
SIS

SL
SMS

SPDU
SR

Safety Communication Layer (Couche de communication de
sécurité)
Treés basse tension de sécurité

Safety Instrumented Systems (Systémes de sécurité
instrumentés)

Security Level (Niveau de sécurité) [IEC 62443]
Security Management System (Systéme de gestion de [IEC 62443]
sécurité)

Safety PDU (PDU de sécurité)

Safety Related (Relatif a la sécurité)
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4 Conformité

Chaque profil de communication de sécurité fonctionnelle défini dans la présente norme est
basé sur les profils de communication de I'lEC 61784-1 ou de I'lEC 61784-2 et les couches de
protocole de la série IEC 61158.

Une déclaration de conformité a un profil de communication de sécurité fonctionnelle (FSCP)
défini dans la présente norme doit étre présentée comme

une conformité a I'lEC 61784-3:20xx FSCP n/m <Type>
op
uhe conformité a I''EC 61784-3 (Ed.3.0) FSCP n/m <Type>

ou |lgd Type entre les crochets obliques < > est facultatif et les crock® pli ivent
pas étre inclus.

En variante, une déclaration de conformité peut étre présentée

uhe conformité a I''EC 61784-3-N:20xx
oj
uhe conformité a I''EC 61784-3-N (Ed.3.0)

ou N
La ¢ implig que toutes les exigences obligafoires
des H i} a ystéme ou a I'application spécifiques

doive

Les 1 5 yter aucyn aspect relatif a I'évaluation de conformité
(y co z ou informatif, autre que les dispositions

appli et examen).

5 H S i pus’ de terrain relatifs a la sécurité

5.1

Conf ani\a \ 6M508, une analyse des risques permet de définir les fonctiorls de
sécufité. i @ sécurité peuvent étre décomposées en parties contribuant|a la
fonct S le (par exemple, capteur(s) — Canal de communication de sécurité —

PES munication de sécurité — Actionneur(s)).

Le syst€me de communication proprement dit, défini dans la présente norme, transmat les
données—de—sécurité—PouH O;IIIP“f;UI les—eateuis—de oyotélllc, H—est—recommandé ] 'une
connexion logique aux canaux de communication de sécurité d'une fonction de sécurité ne
consomme pas plus de 1 % de la PFH ou de la PFD,,, maximale du SIL cible pour lequel le
profil de communication de sécurité fonctionnelle est congu (voir la Figure 4 et 5.8.2).

Si cette valeur de 1 % pour une connexion logique ne peut pas étre garantie par un FSCP
donné, le manuel de sécurité de ce FSCP doit fournir des lignes directrices supplémentaires
sur les calculs de la PFH ou de la PFD,,4.

La PFH et la PFDan globales de chaque appareil de sécurité doivent comprendre la PFH et
la PFD,,, de la connexion logique. La PFD,,, doit étre fournie si le FSCP est également
utilisé pour les applications en mode a faible sollicitation conformes a I'lEC 61508.
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Safety Function
Logical Logical
connection connection
Sensor vy » PES T » Actuator
<1% <1%
\ J
Y
of the PFH of the safety fun?«i&& .
E
Anglais \ F@r&is\
Safefy function Fonctioryie\s\e‘&{ité\ \ )
Sendor Capteur \
Logi¢al connection (}GQ”\QX@“ }Agi&ue
Actuptor /\ '\)\cti%neu( ( ) t\)
of thp PFH of the safety function de Ié\PFH h{la foryétion de sécurité

Figure 4 — Communication de secukité comme partie intégrante
dcyrité

D'aufre part, la PFH/PFD S icati eut étre calculée pour lI'ensemble (e la
fonctjon de sécurité. 9 de la communication de sécurité n'gst a

prendire compte qu'une
5.2 | Systeme d:c

Les informationss ettent une compréhension commune de la technologie et des

definis dans I'lEC 61158

présg¢nte\norme se concentre sur l'utilisation des systémes de communication de ségurité
fonctjonnelle basés sur les bus de terrain. La Figure 5 présente un exemple de modéle
d'utilisation de communications de sécuritié fonclionnelle avec un bus de ferrain qui s'appuie
sur le principe du canal noir.

Mém{ si_EC 61 ne limite pas ['utilisation des technologies de communicatiop, la

Lors de l'utilisation des structures de bus de terrain basées sur I'lEC 61158 sans modifier la
définition de chaque couche de communication, toutes les mesures nécessaires a la
transmission effective des données de sécurité conformément aux exigences de I'lEC 61508
doivent étre effectuées par une "couche de communication de sécurité" supplémentaire,
positionnée comme illustré a la Figure 5.

La couche de communication de sécurité inclut des services et un protocole adaptés pour
coder les données de sécurité en PDU de sécurité, lesquels sont transmis au canal noir et
recus de ce dernier, puis les décoder pour en extraire les données de sécurité.
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Device 61158 communications layers

'r ____________________________________________________

1

! Safety Safety

! | Communication Communication
! Layer Other Gateway Layer

' —— protocol —

! Application Layer Application Layer FAL FAL

i —{optional) ’/ \ (optional)

' 7 Of }

1

| DLta Link Layer Data Link Layer DLL e.g. repeater, DLL

: switches,

i wireless

| hysical Layer Physical Layer PhL

1

|

1

! Internal

1

| communication link

Fieldpus net ieldbus network
/) IEC
Anglais f\\)/ I\ Frangais

Fundgtional Safety Communication Profile ( ’\ﬁrof(i}de cé)mnkq_g)cwde sécurité fonctionnelle

Devife \Qppzh‘e\il

Communication layers / \Q%Qhes\@ communication

Safefy Communication Layer \ & Co\Dv\h communication de Sécurité

Appl|cation Layer (optional) < ( _k)o‘{cpé d'application (facultatif)

N

Data|Link Layer [\ (\ Couche de liaison de données

Phydical Layer K \ \ \ Couche physique

Gateway \) Q \ Passerelle

e.g. fepeater, switche/s\,Qvire\SQs \/\\/ par exemple, répéteur, commutateurs, sans fil

Interhal communica(on\}@\k\ \/ Liaison de communication interne

Fieldbus netwg&\ \ \ Réseau de bus de terrain

Othgfr er\ \\\ \ Autre protocole

}T&r\NE}emple de modéle d'un systéme de communication
de sécurité fonctionnelle

Alorg qué la mise en ceuvre de la couche d'application de bus de terrain (FAL) est exigée
pour|desssystemes de communication de sécurité fonctionnelle conformément a la présente
norme; tacouche d'appticatiompeut€tre omise pour tesfarsonmrs de commuricationitermes a

un appareil (avec une passerelle, par exemple).

Les fonctions non relatives a la sécurité peuvent contourner la SCL et accéder directement a
la FAL.

5.2.3

Types de canaux de communication

L'IEC 61508 utilise les concepts appelés "canal noir" ou "canal blanc" pour définir les
exigences du bus de terrain de base en vue de la transmission des données de sécurité. La
présente norme spécifie les profils de communication de sécurité fonctionnelle qui appliquent
la méthode du canal noir.
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Dans ce contexte, un canal de communication de sécurité est défini comme issu du sommet
de la couche de communication de sécurité de la source pour se terminer au sommet de la
couche de communication de sécurité du collecteur (voir la Figure 5). Le canal noir inclut tout
ce qui se trouve entre les couches de communication de sécurité.

5.2.4 Temps de réponse de la fonction de sécurité

Le temps de réponse de la fonction de sécurité est le temps écoulé dans le cas le plus
défavorable a la suite de l'activation d'un capteur de sécurité (interrupteur, transmetteur de
pression, rideau de lumiéere, par exemple) relié a un bus de terrain, avant que ne soit atteint
I'état de sécurité correspondant de ses actionneurs de sécurité (relais, soupape,
entrgtrmmemernt, parexempte);, dufaitd'erreurs oo de defaittancesdanstaforctiomdesecoTité.

Le cplcul du temps de réponse de la fonction de sécurité est spéeifié les” parties
spécffiques au profil de I'lEC 61784-3.

Les mesures empiriques ne peuvent étre utilisées que comme AR _CO ise ance
du calcul du cas le plus défavorable.

Un franchissement de seuil par des signaux analogique : d'état de signaux
numeériques est a l'origine de la sollicitation (activatior

La Fjgure 6 présente un exemple des composan e la

fonctjon de sécurité.
| Temps de réponse d cti
Transwyis Transpnis Puissanc
] Traitement \sj\on/d‘\ @ -sigr’de Sortie du o de @
d'entrée S8curité O signal N
sécurité sortie ‘

de sécurité
g
»|

\> ;

Q N\ >
| »l A '] »l »l »l »l »|
| > > | > > > > >
antes \individuelles du temps de réponse de la fonction de
IEC

Figlure s comiposantes du temps de réponse de la fonction de sécufité
Les profils indiyi s devcommunication de sécurité fonctionnelle peuvent avoir un ensgmble

ntes, mais le temps de réponse de la fonction de sécurité doit|tenir
compte de“toutes les"composantes pertinentes.

5.3 L Erreurs-de-communication

5.31 Généralités

Les paragraphes 5.3.2 a 5.3.9 spécifient les erreurs de communication potentielles. Des notes
supplémentaires sont fournies pour indiquer le comportement classique d'un canal noir.

5.3.2 Corruption

Les messages peuvent étre corrompus par des erreurs internes a un élément du bus de
terrain, des erreurs sur le support de transmission ou des perturbations entre les messages.

NOTE 1 L'erreur de message en cours de transfert est un événement normal pour un systeme de communication
normal. Des événements de ce type sont détectés au niveau des récepteurs avec une probabilité élevée, grace a
une fonction de hachage; le message est alors ignoré.
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NOTE 2 La plupart des systémes de communication comportent des protocoles de correction des erreurs de
message. Ces messages ne sont pas classés comme une "perte" jusqu'a I'échec avéré des procédures de
correction ou de répétition ou tant que lesdites procédures ne sont pas utilisées.

NOTE 3 Un message est classé comme un "retard inacceptable" si les procédures de correction ou de répétition
durent plus longtemps qu'un délai spécifié.

NOTE 4 Dans le cas trés peu probable ou plusieurs erreurs produisent un nouveau message dont la structure est
correcte (adressage, longueur, fonction de hachage comme CRC, etc.), le message est accepté et traité. Les
évaluations basées sur un numéro de séquence de message ou un horodatage peuvent permettre une
classification des anomalies, comme une répétition non prévue, une séquence incorrecte, un retard inacceptable,
une insertion.

5.3.3 Répétition non prévue

Les messages sont répétés a la suite d’'une erreur, d’'une anomalie ou d’u turbation

e pe

NOTE|1 La répétition par I'émetteur constitue une procédure normale lorsqu'une stati i S as un
acquittement/une réponse attendu(e) ou lorsqu'une station réceptrice détecte I'abe g 3 nhande
sa retfansmission.

NOTE|2 Certains bus de terrain se servent de la redondance pour envoye is, ou

par l'intermédiaire de plusieurs voies alternatives pour accroitre la probabilit
5.3.4 Séquence incorrecte

La sgquence prédéfinie (par exemple, nombres nature s Aemporelles) asspciée
aux fnessages d'une source particuliére ne erreur, d'une anomalie
ou d'une perturbation.

NOTE|1 Cette erreur de "séquence correcte" e en

NOTE|2 Les systémes de bus de terrain peuvent cgntenirde s de stockage des messages (par ex¢emple,
FIFO pu niveau des commutate Quteyrs) ® bpliquer d€s protocoles qui peuvent affecter la séquence
ages a prisyite élevee pat rapport aux messages a priorité moins élevée

(par ekemple, en favorisant les

NOTE|3 Lorsque plusieurs 3 rentes
entité$ sources ou des rapports atifs, 2 Ement

5.3.5 Perte

Un message ou e ou
d'ung perturbati

5.3.6

Les message t éfre retardés au-dela de leur fenétre temporelle d'arrivée admisg, en

raison, par.exe d'erreurs sur le support de transmission, de lignes de transmigsion
encombrées,"de perturbations ou de I'envoi de messages par des éléments du bus de tgrrain
de npture~a retarder ou a refuser les services (FIFO au niveau des commutateurs, plonts,
routdurs? par exemple).

5.3.7 Insertion

Un message est regu qui se rapporte a une entité source imprévue ou inconnue, en raison
d'une anomalie ou d'une perturbation.

NOTE Ces messages s'ajoutent au flux de messages prévu. lls ne peuvent pas étre classés comme "corrects",
"répétition non prévue" ou "séquence incorrecte" dans la mesure ou ils ne comportent pas de source prévue.

5.3.8 Déguisement

Une anomalie ou une perturbation provoque l'insertion d'un message associé a une entité
source apparemment valide. Un message non relatif a la sécurité peut alors étre regu par un
participant relatif a la sécurité, qui le traite alors comme un message relatif a la sécurité.
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NOTE Les systémes de communication utilisés pour les applications relatives a la sécurité peuvent recourir a des
contréles supplémentaires pour détecter le déguisement, par exemple les identités de sources autorisées, les
expressions d'adaptation ou la cryptographie.

5.3.9 Adressage

En raison d'une anomalie ou d'une perturbation, un message relatif a la sécurité est délivré
au participant relatif a la sécurité inapproprié, qui traite alors le message regu comme un
message correct. Cela inclut le cas appelé erreur de bouclage ou I'émetteur du message
regoit en retour son propre message.

54 Mesures correctives déterministes

5.4.1 Généralités

Les |mesures couramment appliquées pour détecter les erreur les
défaijlances d'un systéme de communication sont énumérées de 54. . Sition
aux erreurs stochastiques comme la corruption de messages provoqueé llage
électromagnétique.

5.4.2 Numéro de séquence

entre la source de
sh champ de données
iere prédéterminée.

Un numéro de séquence est intégré dans les
mesgages et le collecteur de messages.
supp|émentaire dont le numéro varie d'

5.4.3 Horodatage
Dang la plupart des cas, le contenu - t valide qu'a un moment particulier.

L'horpdatage peut étre une _heure ou yne ne date, que I'émetteur a incluses [dans
un message.

NOTE| Des horodatages re

L'horpdatage e ‘ sati a base temporelle. Pour les applications de
sécufité, la synchraghisat S ylié ilé ilité 2faillance

de ce mécanisme dg ité.

5.4.4

Lors |de hessage, le collecteur de messages vérifie si le temps égoulé
entrg deu s Q s de maniére consécutive dépasse une valeur prédétermfinée.
L'existence d St alors a envisager.

EXEMPLE

Méthode'd'accés a intervalles de temps:

— I'échange de messages a lieu dans le cadre de cycles fixes et d'intervalles de temps prédéterminés pour
chaque participant;

— chaque participant transmet ses données dans l'intervalle de temps qui lui est propre, méme sans variation de
valeur (il s'agit d'un exemple de communication cyclique);

— une identification de la source est ajoutée, afin d'identifier un participant qui n'a pas transmis ses données
dans l'intervalle de temps qui lui est associé.

5.4.5 Authentification de connexion

Les messages peuvent comporter un identifiant de source et/ou de destination unique qui
décrit I'adresse logique du participant relatif a la sécurité.
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5.4.6 Message en retour

Le collecteur de messages renvoie un message de réaction a la source pour confirmer la
réception du message d'origine. Ce message de réaction nécessite d'étre traité par les
couches de communication de sécurité.

NOTE 1 Certaines spécifications de bus de terrain utilisent le terme "écho" ou "réception" comme synonyme.

NOTE 2 Ce message de réaction renvoyé peut ne contenir, par exemple, qu'un acquittement court; il peut
également contenir les données d'origine ou toute autre information qui permet a la source de vérifier la bonne
réception.

5.4. 7—Assuranced'intégritédesdonnées

Le processus d'application relative a la sécurité ne doit pas se fier aux m drassurnance
d'intggrité des données si elles ne sont pas congues en fonction de lg’s® ionnelle.
Des |données redondantes sont donc incluses dans un message r les
corruptions de données lors des contrbles de redondance.

NOTE| Les systemes de communication utilisés pour les applications r i z ité pe iliser des
méthodes comme la cryptographie pour assurer l'intégrité des donnéeg S iques
commeg les CRC.

Si une fonction de hachage est utilisée, elle ne doit p acgnismes de corrégction
d'erreur.

5.4.8

Dang les applications de bus de terrai i ité : a¢urité
peuvent étre transmises a deux reprises > : 3s| via
I'application de mesures d'jntégrité i i * indé rrain

soustjacent.

NOTE| Les modéles de communica y S : i &¢rits a

I'Annexe A.
Les fdonnées de;

pour
détefqminer leur val@ bctée
sépa}Jément. Lad rs de
la transmission

Lorsque j'une
protectionde ' ilisati i€ , diversité,

5.4.9) Differents systémes d'assurance d'intégrité des données

Si leg_données relatives a la sécurité (SR) et les données non relatives a la sécurité (NSR)
sont transmises via le méme bus, différents systémes d'assurance d'intégrité des données ou
différents principes de codage peuvent étre utilisés (différentes fonctions de hachage, par
exemple, différents polyndmes et algorithmes générateurs de CRC) pour s'assurer que les
messages NSR ne peuvent influencer aucune fonction de sécurité dans un récepteur SR.

Il est acceptable de disposer d'un systéme d'assurance d'intégrité des données
supplémentaire pour les messages SR, et pas pour les messages NSR.

5.5 Relations typiques entre les erreurs et les mesures de sécurité

Les mesures de sécurité spécifiées en 5.4 peuvent étre relatives a I'ensemble des erreurs
possibles défini en 5.3. Les relations typiques sont présentées au Tableau 1. Chaque FSCP
doit spécifier les relations réelles. Chaque mesure de sécurité peut assurer une protection
contre une ou plusieurs erreurs de transmission. Il doit étre démontré qu'il existe au moins
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une mesure de seécurité ou combinaison de mesures de sécurité correspondante pour les
erreurs possibles définies conformément au Tableau 1.

La protection réelle d'une mesure contre les erreurs dépend de la mise en ceuvre spécifique
de cette derniére.

Une mesure de sécurité ne doit figurer au tableau correspondant pour un FSCP donné que si
elle est effective avant le temps de réponse de sécurité garanti du bus de terrain.

Tableau 1 — Présentation générale de l'efficacité

d P
Mesures de sécurité
7]
(] - (]
T
c 3 £
Erreurs de 2 4 } é
cpmmunication ° —~ o __ - S _ - c _ 3 -
°od g. S =5 > ecg @
O < - <t < s =< c E a3
25w 5 w6 tXw S ; $5bSw
HAR REIRELEEG N N
2962 T2 -3 283 NN R SR
Corrugtion o) Uniquement
(voir 5}3.2) X pour un bus
(7 série ©
Répétition non prévue X X & \ X
(voir 5}3.3) .
Séquepce incorrecte \J
(voir 5|3.4) X X x \ X
Perte
(voir 5|3.5) < N X X
Retard inacceptable xb >
(voir 5|3.6)
Insertipn e J a
(voir 53.7) N X Q X X X
Déguigement N \/ X xd L
(voir 5}3.8)
Adresgage \/\ X
(voir 5}3.9)
NOTH Tableau/ad\\fe\ \%@N&E/C 62280:2014.
a2 Uniquementgour I& tlon ‘émetteur. Ne détecte que l'insertion d'une source non valide.
b Efigé
¢ Cette mesu parable qu'avec un mécanisme d'assurance des données de grande qualité si un palcul
pdut permettre ntrer que le taux d'erreurs résiduelles A atteint les valeurs exigées en 5.4.9 Idrsque
dqux messages so voyés par des émetteurs-récepteurs indépendants.
4 Efficace_liniquement si le message en retour contient les données d'origine ou des informations sur ces
dgrniérés et si le récepteur agit uniquement sur les données apres acquittement du message en retour.
¢ Efficace uniquement si les numéros de séquence ou les horodatages des entités sources sont différents.

5.6

Phases de communication

Un FSCP doit étre congu de sorte qu'un état de sécurité ou qu'un taux d'erreurs résiduelles

suffisant du c6té du récepteur puisse étre atteint, conformément a

des phases de communication du réseau de sécurité, y compris:

e installation ou modification du réseau de sécurité (configuration et paramétrage);

e démarrage avec initialisation (par exemple, établissement de connexion);

o fonctionnement (échange de données de sécurité);

e démarrage a chaud aprés une anomalie;

I''EC 61508, dans chacune
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e arrét.
La Figure 7 présente un modéle de protocole FSCP conceptuel. Un FSCP ne doit pas revenir

directement pour corriger la communication FSCP aprés une anomalie, mais d'abord passer
par un démarrage a chaud ou de nouvelles phases d'initialisation en fonction du FSCP.

NOTE En cas d'anomalies, le FSCP peut considérer les exigences de I'application comme un acquittement
d'opérateur avant un démarrage de la machine.

h 4 *
Initialization Fault
Warm start
%ﬂt

Correct FSCP operation

IEC
Anglais (\\// /\ \irangais

Start < Bén@rragé\ U j\/

Tolefated error > rreNléré

Corrgct FSCP operation ( L N}&t{on}s@ent correct du FSCP

Warm start \ \ Dé%\rkge/é chaud

Faul -)Anl?(pe)lie

Initiglization O\ _initialisation

protocole FSCP conceptuel

5.7 | Aspects relgz ; i re du FSCP
Toutés les mesure doivent étre mises en ceuvre dans la SCL des appareils
congls confgrmement alE 08 et doivent satisfaire au SIL cible.
Certaines. mes e ) ocole dépendent de la maniére dont elles sont mises en ocguvre
dans|un apparei Scufité particulier. La Figure 8 présente la séparation entre les aspects

relatifs a la mise~en ceuvre du FSCP et ses aspects déterministes et probabilistes.

Un ekemple d'aspect relatif a la mise en ceuvre est une dépendance sur le taux de défaillance
des horloges en temps réel, des chiens de garde ou des microcontrdleurs. Ces aspects
exigent des évaluations quantitatives de sécurité conformes a I'lEC 61508 pour déterminer
leur pertinence par rapport aux prises en compte individuelles des propriétés de sécurité
génériques.

La présente norme ne considére pas les aspects relatifs a la mise en ceuvre, sauf si un
aspect relatif a la mise en ceuvre est exigé par un FSCP et si cet aspect peut affecter le taux
d'erreurs résiduelles du FSCP. Les propriétés de sécurité génériques sont prises en compte
en fonction des connexions logiques entre les points d'extrémité SCL (qui n'utilisent que des
hypothéses de base sur les performances du canal noir, comme indiqué dans les manuels de
sécurité des FSCP individuels).
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Safety application

Logical connection

implementation Communication
aspects Layer (FSCP)

"Black Channel”

' FSCP Safety

1BC_
Anglais Fr}\@ai\é (\

Safefy application Application de sécurité \ B

FSCP implementation aspects Aspects relatifs QM ‘;QVN“ }S\C}/

Safefy communication Layer Couche de CW}\catlQ\n\a%\se\x{mte

Black Channel Canal noir \ \ \\ >

Devite Appay(ﬁ \

Logi¢al connection C;z{]r&axw %glﬂue

Phydical connection A&on}exior{ph{si}’ue >

Figure 8 — Aspects la mise cuyre du FSCP

5.8 | Considérations relatives a I'intégr nées
5.8.1
Le SPDU peut toujours 8 ifes messages arrivent de maniére correcte
(détgrministe). L' Nté 2\des dennées est ainsi une composante fondamelntale

de Id couche d
sécufité exigé.
contrnbéle de redond
de rgdondance dé¢

ite” qui permet d'atteindre un niveau d'intégrité de
appropriées, par exemple des bits de parit¢, un
la répétition des messages et des formes similaires
re appliquées.

La DLL du bys de ra'n ne it pas utiliser la méme fonction de hachage que celle fde la
couche ommuyiication de sécurité superposée, a moins que ces cas ne fassent ljobjet
d'ung attention\guie particuliére. Le code de sécurité doit étre fonctionnellement indépendant
du cqde de t issi

EXEMPLE ~Lersque le CRC est utilisé comme fonction de hachage, la DLL du bus de terrain ne doit pas utiljser le
méme| polynéme CRC comme couche de communication de sécurité superposée.

Toutes ces méthodologies permettent d'obtenir des taux d'erreurs résiduelles faibles. Toutes
les mesures d'assurance d'intégrité des données doivent étre appliquées sur les parties
superposées (couche de communication de sécurité) des commandes congues conformément
a la revendication de SIL exigée.

Un fournisseur peut choisir différentes méthodes de calcul afin d'obtenir des estimations des
mécanismes d'intégrité des données des réseaux de bus de terrain. Les résultats de ces
calculs peuvent aboutir a une conception renforcée des matériels et logiciels afin d'assurer
I'intégrité ou a un calcul et a une démonstration renforcés de la fiabilité du systéme de
commande global.

Le taux d'erreurs résiduelles est calculé sur la base de la probabilité d'erreurs résiduelles du
mécanisme d'assurance d'intégrité des données (de sécurité) superposées et de la fréquence

d'échantillonnage des SPDU. En cas de calcul de la PFH/PFD,,, par fonction de sécurité,
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I'évaluation du nombre maximal de collecteurs d'informations (m) admis dans une fonction de
sécurité simple doit étre prise en compte.

Les Equations (1) et (2) ci-dessous doivent servir au calcul des taux d'erreurs résiduelles qui
résultent de Rg¢ (Pe), sauf si le modéle sous-jacent ne s'applique pas ou si une autre
méthode peut se révéler plus appropriée. Les éléments des équations sont spécifiés au
Tableau 2.

)\SC (Pe) = RSC (Pe) X V (1)
A an\—A (Dn\ym (2)
oCUL A} 7 =

NOTE| Ces équations partent de I'hypothése d'un échantillonnage cyclique des SPDU parla S

pour le calcul des taux d'erreurs résidueles
Elgments de Définition \>
I‘|équation

Asc (IPe) Taux d'erreurs résiduelles par heure du canal de ¢ WOWM par rapport a la
probabilité d'erreurs sur les éléments binair (v0|

AgcL|(Pe) Taux d'erreurs résiduelles par heure de lafcou e eommunicatioh de sécurité en fonftion
de la probabilité d'erreurs sur les eIer'Pen\t bin ir oir .1.36

Pe Probabilité d'erreurs sur}é\e{eme}rf&bm res (| &ow(Ar)cle B/3)

Tableau 2 — Définition des éléments utilif<és\

Rsc [Pe) Probabilité d'erreurs résiduelles™qusanal tg coWon de sécurité en fonction de |a
probabilité d'erreurs sur les 8léments hinaires’(voir3-4:35)
v Fréquence d'échantillonnége n}a&imaN%s\SF%y par heure

m Nombre m al |on%ues torisé dans une seule fonction de sécurité (voir
la Figure Flm

Le njombre m de .con
individuelle. La
déteminé.

Les Figures prés
répéfeurs, deg™eo
entrd les so

giquesxdépend de l'application de la fonction de ségurité
gsentent la maniere dont ce nombre peut| étre

s physiques avec d'éventuels éléments de réseau} des
u des liaisons sans fil par exemple et les connexions loglques

Les gonnexj suvent étre basées sur des communications en diffusion unique ou
en multidiffus

La Filguré 9*donne un exemple 1 d'une application ou m = 4. Dans cette application, les|trois
entrginements sont considérés comme dangereux a un seul moment conformémgnt a
I'anatlysedesrisques:
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Figure 10 — Exemple d'application 2 (m = 2)
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5.8.2 Taux total d'erreurs résiduelles et SIL

Un systéme de communication de sécurité fonctionnelle doit fournir un taux d'erreurs
résiduelles en conformité a la présente norme. Le Tableau 3 et le Tableau 4 présentent la
relation typique entre le taux d'erreurs résiduelles et le SIL, en fonction du principe que la
contribution du systéme de communication de sécurité fonctionnelle ne dépasse pas 1 % par
connexion logique de la fonction de sécurité.

Un temps de réponse de la fonction de sécurité doit étre défini pour les deux systémes avec
un mode de sollicitation faible et élevée. Un taux nécessaire de SPDU doit de ce fait étre
garanti. La PFH qw correspond a un certain SIL doit étre fournie dans tous les cas; la PFD,,

est qpart T ettefacuttative:

Tableau 3 — Relation typique entre le taux d'erreurs résidu s et le\SlE
A (AN

Appllicable pour les fonctions de Fréquence moyenne d'une
sécurité jusqu'au SIL défaillance dangereuse pour la
fonction de sécurité (PFH)

4 <10%h {
3 <107/h
2 <10°%/h
1 < 1054\ ) <107/
Tableau 4 - Relation t@s@ Qrewle et le SIL
Applicable pour les fonctions de Propabilité mo Probabilité d'erreurs résidudlles
sécurité jusqu'au SIL défaillance d ere c de maximale admissible pour yne

CIt t|o ction de connexion logique de la fondtion

upi Fq\av de sécurité
4 N <10
3 L \ \10 3 <10
(S 2 N <102 <10

RANN NI

5.9 Relatio 2 i '\%cgonnelle et shreté

L'évdluatis » la sQreté et des risques est nécessaire pour les applicgtions
relative a Ta sécurité. Les exigences relatives a la sOreté sont détaillées dans la [série

La sfireté ssignifie protection contre les (cyber)attaques délibérées inacceptables ol les
chanpgements intempestifs d'un systéme d'automatisation industrielle et systémeg de
commande (IACS).

Les concepts de slreté de I'lEC 62443 suivent un concept de cycle de vie similaire a
I'lEC 61508, commengant par une évaluation de la menace pour la sireté et des risques et
I'attribution des niveaux de sireté cibles (SL). Toutefois, en raison de la nature des menaces
causées par les individus, I'lEC 62443 met I'accent principalement sur des questions comme
les politiques et les procédures d'un systéme de gestion de sareté (SMS) établi par les
propriétaires d'usines et les fournisseurs au sein de leur organisation. Un probléme majeur
du SMS est la maintenance du systéme de sdreté pour lutter contre la dégradation, par
exemple via une surveillance, des évaluations périodiques ou des corrections de logiciels.

L'IEC 62443 spécifie ensuite les technologies et les méthodes qui permettent d'obtenir un
systeme sécurisé par une division de I'architecture d'un IACS en zones et en conduits. Le
propriétaire de l'usine ou l'intégrateur est muni des contre-mesures et des technologies
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appropriées pour atteindre le niveau de sdreté cible et satisfaire a ses sept exigences
fondamentales (vecteur) pour les zones et les conduits.

L'IEC 62443 traite également des exigences de s(reté des composants du systéme.

L'IEC 62443 permet aux concepteurs de choisir I'endroit de la mise en ceuvre des contre-
mesures de slreté en ce qui concerne les appareils de sécurité.

NOTE Des exigences spécifiques au profil peuvent également étre spécifiées dans I'lEC 61784-4.

La Figure 11 présente un exemple de division en zones et conduits d'un IACS avec flots de
sécufité fonctionnelle.

Security Zone e.g.

Firewall
ProductionPCc | | '~~~ -

Security Zone i

Fieldbus Real Time
Ethernet

F.f'ea'o)aus Real Time Ethernet

Fieldbus classic

Functional safety production island

’ 2= 3
Francgais
Firey Pare-feu
Conduit Conduit
Indugtrial’ Ethernet Backbone Dorsale Ethernet industriel
Gates with security countermeasures Portes avec contre-mesures de sdreté
Security zone Zone de slreté
Fieldbus classic Bus de terrain classique
Functional safety production island llot de production de sécurité fonctionnelle
Fieldbus real time Ethernet Ethernet de bus de terrain en temps réel

Figure 11 — Concept de zones et conduits pour la sireté conformément a I'lEC 62443

5.10 Conditions aux limites et contraintes
5.10.1 Sécurité électrique

La sécurité électrique est une condition préalable a un systéme de communication de sécurité
fonctionnelle. Tous les appareils de sécurité reliés doivent donc étre conformes aux normes
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