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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-14: Functional safety fieldbuses —
Additional specifications for CPF 14

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization’ con|
national electrotechnical committees (IEC National Committees). The object of IEC* js" to (

agréement between the two organizations.

The| formal decisions or agreements of IEC on technical matters expressy as’ nearly as possible, an inter
congensus of opinion on the relevant subjects since each technicalkcommittee has representation f
intefested IEC National Committees.

IEC| Publications have the form of recommendations for international use and are accepted by IEC N
Committees in that sense. While all reasonable efforts are 4nade to ensure that the technical content
Publications is accurate, IEC cannot be held responsible for the way in which they are used or
mis|nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publ
sparently to the maximum extent possible in‘their national and regional publications. Any divg
betyveen any IEC Publication and the corresponding national or regional publication shall be clearly indi
the [atter.

IEC] itself does not provide any attestation~of conformity. Independent certification bodies provide cof
asspssment services and, in some areas,)access to IEC marks of conformity. IEC is not responsible
seryices carried out by independent certification bodies.

All Yisers should ensure that they have the latest edition of this publication.

No Jiability shall attach to IEC, or-its directors, employees, servants or agents including individual exp¢g
merbers of its technical committees and IEC National Committees for any personal injury, property dan
othg¢r damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feé
expenses arising out.of_the publication, use of, or reliance upon, this IEC Publication or any oth
Publications.

Attgntion is drawnito the Normative references cited in this publication. Use of the referenced publica
indigpensable_forthe correct application of this publication.
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This bilingual version (2012-02) corresponds to the monolingual English version, published in
2010-06.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/591A/FDIS 65C/603/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61784-3 series, published under the general title Industrial
communication networks — Profiles — Functional safety fieldbuses, can be found on the IEC
website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

+ wifhdrawn,

» replaced by a revised edition, or
+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of-this publication indi¢ates
that |it contains colours which are considered to be ~“useful for the cdrrect
underlstanding of its contents. Users should therefore. print this document using a
colouf printer.



https://iecnorm.com/api/?name=7e5d0131385a9009eec5f85751ccd308

0 Introduction

0.1 General

61784-3-14 © IEC:2010

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized

areas such as real time, safety-related and security-related applications.

corre
IEC 6]1784-1,
intringic safety aspects.

Figure

standards in a machinery environment.

IEC 61784-2 and the |IEC 61158 series.

ponding protocols) based on the communication profiles and protocol™lays

It does not cover electrical safe

5 with

s and
rs of
y and

1 shows the relationships between this standard and relevant|safety and fig¢ldbus

IEC 61784-5
Installation guide
(profile-specific)

Installation guide
(common part)

]

IEC 61918

Methodology EMC & FS

IEC 61000-1-2 :

IEC 61784-3

Functional safety

IEC 61326-3-1
Test EMC & FS

communication
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e i

Product standards !
! [SO 12100-1 and ISO 14121
IEC 61496 || IEC 61131-6 || IEC 61800-5-2 1ISO 10218-1 IS Safety of machinery — Principles for
Shfety f. e.g. Safety for PLC Safety functions | [Safety requirements | | design and risk assessment
light curtains || |(under consideration) for drives for robots '
. A y
IEC 61784-4 IEC 62443 | Design of safety-related electrical, electronic and program-
Security Security ! mablée electronic control systems (SRECS) for machinery
(profile-specific) (common part) 1 >

IEC 61508 series

\ 4

Functional safety
for machinery
(SRECS)

SIL based PL based
et L 4 B EO R Design objective .
Applicable standards
A4
ISO 13849-1, -2
IEC 60204-1 J
Safety of electrical Safg;yr;rae::e;]t;de parts
equipment (SRPCS)ry
T Non-electrical
v
US: NFPA 79 Electrical
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> IEC 62061

N\
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17841, -2

industrial control systems

Funetionat-safety- Sy
(basic standard)

tmctodimg EvCfor
industrial environment)

Key
[ ] (yellow) safety-related

standards

[ ] (blue) fieldbus-related standards
[ ] (dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship

between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard

—9-

standards in a process environment.
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IEC 61784-4
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Security
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Security
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See safety standards for machinery

IEC 61784-5
Installation guide
(profile-specific)

IEC 61918
Installation guide
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IEC 61784-3
Functional safety
communication

IEC 61326-3-22
EMC and
functional safety
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IEC 61158 series /
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Fieldbus for use in
hdustrial control systems

(Figure 1)

Valid also in process industries,
whenever applicable

IEC 61508 series
Functional safety (FS)
(basic standard)

\4

IEC 61511 series
Functional safety —
Safety instrumented
systems for the
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< - - >

us:
ISA-84.00.
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IEC 61511

D1
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Part 1-4

Key
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:| (yellow) safety-related standards
:| blue) fieldbus-related standards
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specified electromagnetie environments; otherwise IEC 61326-3-1.

Figure-2'= Relationships of IEC 61784-3 with other standards (process)

communication layers which are implemented as parts of safety-related sy
ing“to IEC 61508 series provide the necessary confidence in the transportat

stems
on of
Elated

ges (information) between two or more participants on a fieldbus in a safety-r

system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

The Ipternational Electrotechnical Commission (IEC) draws attention to the(fact tha'Lt it is
claimed that compliance with this document may involve the use of patents“concerning the
functiTnaI safety communication profiles for family 14 as follows, where_the [xx] nqgtation

indicates the holder of the patent right:
CN1960247 [SxZ] Method of Safety communicationdor industrial network
CN1929373 [SxZ] The safety communicationv for the safety instryment

system applied in industrial process.

CN101035030 [SxZ] The diagnosis method and the equipment for monijoring
the industrial Ethernet message.

IEC tgkes no position concerning the evidence,~alidity and scope of these patent rights,

The hlplders of these patents rights have;assured the IEC that they are willing to nedotiate
licences under reasonable and non=discriminatory terms and conditions with applicants
throughout the world. In this respeet,/the statement of the holders of these patent rights are
registered with IEC.

Information may be obtained from:

[SxZ] SURPCON and Zhejiang university
Donhggin FENG

(1) Zhejiang SUPCON Technology Co., Ltd.
Liuhe Road 309, Bingjiang District,
Hangzhou, CHINA 310053

(2) Zhejiang University
Zheda Road 38,
Hangzhou CHINA 310027

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-14: Functional safety fieldbuses —
Additional specifications for CPF 14

1 Scope

This ;Lart of the IEC 61784-3 series specifies a safety communication layer (service

protog

for fuvlnctional safety communications defined in IEC 61784-3 that are relevantyfor this

comm

NOTE
as elec

This

partic
requir
variod
machi

This
syster

NOTE }
commu

this pant in a standard device is not sufficient to qu@lify it as a safety device.

2 N

The following referenced documents are indispensable for the application of this docy

For d4
of the

IEC 6

IEC 6
Data-

ol) based on CPF 14 of IEC 61784-2 and IEC 61158 Type 14. It identifies the prin

unication layer.

It does not cover electrical safety and intrinsic safety aspects. Electrical safety relates to hazar
rical shock. Intrinsic safety relates to hazards associated with potentially explosive atmospheres.

part 1 defines mechanisms for the transmission of safety-relevant messages 3
pants within a distributed network using fieldbus technolegy in accordance wi
ements of IEC 61508 series? for functional safety. These”“mechanisms may be u

nery.

art provides guidelines for both developersvand assessors of compliant device
ns.

The resulting SIL claim of a system depends on the implementation of the selected functiona
hication profile within this system — implementation of a functional safety communication profile acco

prmative references

ted references, only.the edition cited applies. For undated references, the latest ¢
referenced document (including any amendments) applies.

158 (all patts), Industrial communication networks — Fieldbus specifications

158-3214, Industrial communication networks — Fieldbus specifications Par

ink layer service definition — Type 14 elements

s and
ciples
safety

s such

mong
h the
sed in

s industrial applications such as process control;)'manufacturing automation and

s and

safety
ding to

ment.
dition

3-14:

IEC 61158-4-14, Industrial communication networks — Fieldbus specifications

Part

Data-link layer protocol specification — Type 14 elements

IEC 61158-5-14, Industrial communication networks — Fieldbus specifications

Application layer service definition — Type 14 elements

IEC 61158-6-14, Industrial communication networks — Fieldbus specifications

Application layer protocol specification — Type 14 elements

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.

2 |n the following pages of this standard, “IEC 61508” will be used for “lEC 61508 series”.

4-14:

Part 5-14:

Part 6-14:
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IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process
industry sector

IEC 61588, Precision clock synchronization protocol for networked measurement and control
systems

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on ISO/IEC 8802-3

IEC 6[1784-3:20103, Industrial communication networks — Profiles — Part 3: Functjenal [safety
fieldbuses — General rules and profile definitions

ISO/IEC 8802-3, Information technology — Telecommunications and infermation exchange
betwegen systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrigr sense multiple access with collision detection (CSMA/CD)Caccess method and
physigal layer specifications

3 Terms, definitions, symbols, abbreviated terms and.conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1 Common terms and definitions

3111
availgbility
probapility for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

3.11.p
black|channel
commyunication channelswithout available evidence of design or validation according to
IEC 6[1508

3.1.1.8
bridge
abstrgct device that connects multiple network segments along the data link layer

3.1.1.4
communication channel
logical connection between two end-points within a communication system

3115

communication system

arrangement of hardware, software and propagation media to allow the transfer of messages
(ISO/IEC 7498 application layer) from one application to another

3.1.1.6
connection
logical binding between two application objects within the same or different devices

3 In preparation.
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3.1.1.7

Cyclic Redundancy Check (CRC)
<value> redundant data derived from, and stored or transmitted together with, a block of data
in order to detect data corruption

<method> procedure used to calculate the redundant data

NOTE 1 Terms “CRC code” and "CRC signature", and labels such as CRC1, CRC2, may also be used
standard to refer to the redundant data.

NOTE 2 See also [40], [41]4.

3.1.1.

in this

error

discrejpancy between a computed, observed or measured value or condition and the

specifjed or theoretically correct value or condition

[IEC §1508-4:20105], [IEC 61158]

NOTE Errors may be due to design mistakes within hardware/software and/or eotrupted information
electrofnagnetic interference and/or other effects.

NOTE 2 Errors do not necessarily result in a failure or a fault.

3.1.1.9

failure

termirjation of the ability of a functional unit to perform.a required function or operatio

functipnal unit in any way other than as required

NOTE
[IEC 6

NOTE }
disrupti

3.1.1.
fault

abnor
to per

NOTE
excludi

[IEC 6

3.1.1.

The definition in IEC 61508-4 is the same, with additional notes.
1508-4:2010, modified], [ISO/IEC 2382<14.01.11, modified]

Failure may be due to an error (for(example, problem with hardware/software design or m
on)

10

mal condition that may (cause a reduction in, or loss of, the capability of a function
form a required function

IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required f
hg the inability during preventive maintenance or other planned actions, or due to lack of external re

1508-4:2010; modified], [ISO/IEC 2382-14.01.10, modified]

fieldb

true,

due to

h of a

essage

Al unit

nction,
ources.

xHon or

3.1.1.12

frame

denigrated synonym for DLPDU

3.1.1.13
hash function
(mathematical) function that maps values from a (possibly very) large set of values into a

(usual

ly) smaller range of values

4 Figures in square brackets refer to the bibliography.

5 To be published.
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NOTE 1 Hash functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.

[IEC/TR 62210, modified]

3.1.1.14
hazard

state or set of conditions of a system that, together with other related conditions will inevitably

lead to harm to persons, property or environment

ordergd series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]

3.1.1.16

message sink

part of a communication system in which messages are considered to be received
[ISO/IEC 2382-16.02.03]

ge source
part of a communication system from which messages are considered to originate
[ISO/IEC 2382-16.02.02]

3.1.1.18

performance level (PL)
discrefte level used to specify the ability of safety-related parts of control systems to pert
safetyl function under foreseeable conditions
[ISO 13849-1]

3.1.1.19

redundancy

existence of means, in addition to’the means which would be sufficient for a functional
perform a required function orfor data to represent information

NOTE | The definition in IEC 64508-4 is the same, with additional example and notes.
[IEC §1508-4:2010, madified], [ISO/IEC 2382-14.01.12, modified]

3.1.1.20

reliabjility
probapility-that an automated system can perform a required function under given cong
for a givén-time interval (11,t2)

orm a

Iinit to

itions

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the

beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.

NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a

required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.21
risk
combination of the probability of occurrence of harm and the severity of that harm
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NOTE For more discussion on this concept see Annex A of IEC 61508-5:20106.
[IEC 61508-4:2010], [ISO/IEC Guide 51:1999, definition 3.2]

3.1.1.22

safety communication layer (SCL)

communication layer that includes all the necessary measures to ensure safe transmission of
data in accordance with the requirements of IEC 61508

3.1.1.23
safety data
data transmitted across a safety network using a safety protocol

NOTE | The Safety Communication Layer does not ensure safety of the data itself, only that the data s transmitted
safely.

3.1.1.p4

safety device
device designed in accordance with IEC 61508 and which implements, the functional safety
commjunication profile

3.1.1.p5

safety function
functi]:n to be implemented by an E/E/PE safety-related<system or other risk reduction
measuyres, that is intended to achieve or maintain a safe state for the EUC, in respegt of a
speciffc hazardous event

NOTE | The definition in IEC 61508-4 is the same, with an additional example and reference.
[IEC §1508-4:2010, modified]

3.1.1.26

safety function response time
worst [case elapsed time following an actuation of a safety sensor connected to a fie’Ldbus,
beforg the corresponding safe state-of its safety actuator(s) is achieved in the presence of
errors|or failures in the safety function channel

NOTE [This concept is introduced in IEC 61784-3:2010, 5.2.4 and addressed by the functional| safety
commuhication profiles defined-in this part.

3.1.1.p7

safety integrity level (SIL)
discrefte level (one out of a possible four), corresponding to a range of safety integrity vglues,
where safety.integrity level 4 has the highest level of safety integrity and safety integrity level
1 has|the jowest

£ £
13 T

NOTE T 4 4 £ L e fat HY H ! |
e argetramgtre—measSutreS—(See—— otr—sarety—mregrity—revels are

specified in Tables 2 and 3 of IEC 61508-1:2010".

~ P

NOTE 2 Safety integrity levels are used for specifying the safety integrity requirements of the safety functions to
be allocated to the E/E/PE safety-related systems.

NOTE 3 A safety integrity level (SIL) is not a property of a system, subsystem, element or component. The correct
interpretation of the phrase “SlLn safety-related system” (where n is 1, 2, 3 or 4) is that the system is potentially
capable of supporting safety functions with a safety integrity level up to n.

[IEC 61508-4:2010]

6  To be published.
7 To be published.
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3.1.1.28

safety measure

<this standard> measure to control possible communication errors that is designed and
implemented in compliance with the requirements of IEC 61508

NOTE 1 In practice, several safety measures are combined to achieve the required safety integrity level.

NOTE 2 Communication errors and related safety measures are detailed in IEC 61784-3:2010, 5.3 and 5.4.

3.1.1.29

safety-related application
programs designed in accordance with IEC 61508 to meet the SIL requirements of the
applicgtion

3.1.1.80
safety-related system
system performing safety functions according to IEC 61508

3.1.1.31
time gtamp
time ipformation included in a message

3.1.2 CPF 14: Additional terms and definitions

3.1.2.1
configuration
definifion of the standard communication connectionstand communication parameters fpr bus
entitigs of a particular application

NOTE |[The configuration for safety communication cemprises the definition of the Functional Safety Link| Object
and Functional Safety Management Object for safety-related bus entities of a particular safety-related applidation.

3.1.2.p
check
tion that the redundantly transmitted data are identical

3.1.2
macrg-cycle
one itgration of the linkTevel schedule

erade
ue to mistaken identification information

message source that transmits messages on a periodic basis

3.1.2.6
subscriber
message sink that receives messages from a publisher

3.2 Symbols and abbreviated terms

3.21 Common symbols and abbreviated terms

CP Communication Profile [IEC 61784-1]
CPF Communication Profile Family [IEC 61784-1]
CRC Cyclic Redundancy Check
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DLL Data Link Layer [ISO/IEC 7498-1]
DLPDU Data Link Protocol Data Unit

EMC Electromagnetic Compatibility

EUC Equipment Under Control [IEC 61508-4:2010]
E/E/PE Electrical/Electronic/Programmable Electronic [IEC 61508-4:2010]
FAL Fieldbus Application Layer [IEC 61158-5]
FS Functional Safety

FSCP Functional Safety Communication Profile

MTBF Mean Time Between Failures

MTTF Mean Time To Failure

PDU Protocol Data Unit [ISO/IEC 7498-1]
PFD Probability of dangerous Failure on Demand [IEC 61508-6:20108]
PFH Average frequency of dangerous failure [h'1] per hour [IEC 61508-6:2010]
PhL Physical Layer [ISO/IEC 7498x1]
PL Performance Level [ISO 13849-1]
PLC Programmable Logic Controller

SCL Safety Communication Layer

SIL Safety Integrity Level [tEC.61508-4:2010]

3.2.2 CPF 14: Additional symbols and abbreviated terms

AP Application Process

APDU Application Process Data Unit

ASE Application Service Element

ASIC Application Specific Integrated Circuit

CSME Communication Schedule Management Entity

EPA Ethernet for Plant Automation

EPASafety EPA Safety

FB Function Block

FBAP Function Block Application Process

FSPDU| Functional, Safety Protocol Data Unit

IP Interngt-Protocol (RFC 791, see [37])
LED Light-Emitting Diode

MAC Medium Access Layer

MIB Management Information Base

SN Sequence Number

TCP Transport Control Protocol (RFC 793, see [37])
UDP User Datagram Protocol (RFC 768, see [37])
VSCM Virtual Safety Check Message

3.3 Conventions

This part mainly uses flow charts as appropriate to describe definitions.

8 To be published.
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verview of FSCP 14/1 (EPASafety®)

EPASafety®

Communication Profile Family 14 (commonly known as EPA®9) defines communication
profiles based on IEC 61158-3-14, IEC 61158-4-14, IEC 61158-5-14, and IEC 61158-6-14.

The basic profiles CP 14/1 and CP 14/2 are defined in IEC 61784-2. The CPF 14 functional
safety communication profile FSCP 14/1 (EPASafety®?) is based on the CPF 14 basic profiles
in IEC 61784-2 and the safety communication layer specifications defined in this part.

The E
a det
ISO/IE
in the

EPAS
devicq
protog
transn
by the

4.2

EPA ¢

A system is a real-time Ethernet specified in IEC 61158 and IEC 61784-2. EPA.d
brministic communication control system based on an Ethernet network defin
FC 8802-3 to connect field devices and small systems, and to control/moniterequi
industrial field.

s and controllers in EPA systems. It is a supplementary technology based on the
ol specified in IEC 61158 to reduce the failure or error,probability of the
nission between safety transmitters, actuators and field contfollers to the level re
relevant standards, or better.

Principle of EPA safety communications

ommunication is based on the black channel principle as shown in Figure 3. A

channfel includes non safety-relevant devices such ‘as wires, fiber optics, repeater, b

power
includ
and a

During
follow

a) ra
b) st3
c) sy

In an

supplies, ASIC, communication stack, EPA ‘bridge, interface etc. Communication
es physical layer, data link layer, network tayer (IP layer), transport layer (UDP
bplication layer.

data transferring in a black channel, some fault or error may occur because
ng reasons:

hdom fault;
ndard hardware failuref/fault;

stem failure caused by ‘standard hardware or software components.

EPASafety system, safety applications and standard applications are sharing the

pfety describes the safe communication specification used to connect safety

efines
ed by
bment

field
e EPA
data
uired

black
arrier,
stack
layer)

pf the

same

commjlunication channel at the same time. The safe transmission function comprises all

meas
infiltra
under

res to detérministically discover all above possible faults / hazards that sh
ted by the“standard transmission system or to keep the residual error (fault) prob
a certain limit.

all be
ability

9 EPA® and EPASafety® are trade names of Zhejiang SUPCON® Sci&Tech Group Co. Ltd. China. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names EPA® or EPASafety®. Use of the trade names EPA® or EPASafety® requires
permission of SUPCON®.
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User application
Process

Engineer
Work station

Operator
Work station

Functional Safety

EPA Standard
Communication
Stack

User application
Process

Functional Safety

EPA Bridge

N

EPA Standard
Communication
Stack

Figure 3 — Safety communication architecture

Function Block Application Process model specified in IEC 61158 the safety function
med by the safety communication system shall be decompdsed into the following

function blocks: Input safety data, Safe communication, Safety caleulation, and Output safety

4.3 |[Safety function processing
As thg
perfor|
data.

Input

Safety Safe

data communication
As sh
a)

the¢ safety communication stack;

b)
c)
d)

5

5.1

\4

Safety control
Safety
controlling
Safety
calculation

Safe

communication

Output]
safety

Figure 4 — Safety-function processing

pwn in Figure 4, the safety function'is implemented as follows:

\4

data

THe input function block reads_the physical input signals from sensors and transfers it to

The safety communication“stack performs the safety-relevant communication serviges of

THe input device, sends the safety relevant input data to the controlling function blpck in

The safety ¢communication stack performs the safety-relevant communication serviges of
the safetyl controlling function block resident field device (e.g. EPA safe-relevanf field

application software;

input
levant

Through the safe communication stack processing, the output function block reads the
received output data from the communication channel, transforms them into the physical
output signal, and makes them available at the terminal block of a safety relevant output
device (e.g. EPA safe-relevant actuator).

General

External documents providing specifications for the profile

There is no external document providing specifications for the profiles.
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Safety functional requirements

The designer of safety related devices shall take into account the requirements of IEC 61508.

Safety communication and standard communication shall be able to use the
communication channel. Transmission equipment shall remain unmodified (black channel).
Redundancy may be used not only for increased availability but also for safety communication.

same

The measures in FSCP 14/1 communication systems for reducing possible transmission
errors are provided as follows:

se in

5.3

ESCD 14/1 chall ha dacianad to narmmit vandare 0 davalan nraoducte cuitahla for
FSGR444-shal-be-desigred-te—permit-vrendors—to-develop-produsts—suitable—for
SIL3 (IEC 61508) applications;

the protocol shall support the process-data transmission and messag
transmission between field device and work station;

the safety related protocol shall prevent interference from non-safetysrelated de
E.g. a non-safety related handheld shall not be permitted to change parameter
safety related device;

p-data

vices.
S in a

the protocol shall protect against unintended or non-authorized configuration chpnges

to an FSCP 14/1 safety device,

there shall be an FSCP 14/1 application guide for the &nd-user to implement a
related system using FSCP 14/1 safety devices,

the contribution of the FSCP 14/1 communicatieh protocol to the PFD/PFH sh
less than 1% of the value required by SIL level,

PFD/PFH calculations shall be based on thé'low demand mode and the high dg
mode respectively (as defined in IEC 61508).

the protocol shall implement measures;to control the following faults:
— data bit error;

— unintended repetition;

— loss;

— insertion;

— incorrect sequence;

— masquerade;

— unacceptable delay;

— addressing error.

it shatbe possible to calculate the reaction time for the application;

safety
all be

mand

it.shall be possible to use devices with different SIL levels on the same network;

it shall be possible to by-pass and maintain the devices in a safe manner;

the safe state of the safety devices shall principally be the deenergized state.

Safety measures

The measures in FSCP 14/1 communication systems for reducing possible transmission

errors

are provided as follows:

sequence number;

timestamp;

communication relationship key;
feedback message;

cyclic redundancy check and cross-check for safety data integrity;
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— scheduling number;
— time expectation.
The relationship between safety measures and communication errors is defined in Table 1.

One or more safety measures shall be used for mastering one kind of possible communication
error.

Table 1 — Relationships between errors and safety measures

Safety measures
[
° = o
S g c ~ > x g’ c
e~ ~ [-X = coN ~ =0 3= o
E £ S oSv i L0 > S0
L c @ o R A=) o c oY o E
Clommunication o & - o © .25 a® S c @ 0 g
P-% O = (7] c = o= © =
errors © O o x cc2Z T n =35 oVe 0
c = o co v o c @ e 2>
o E o £ by @ E - N » ==
> o i o oL b4 L © © .g o g5
S E &= a 25 = K
(7] - (4 =1
Corfuption X X
Uniptended repetition X X
Incqrrect sequence X X
Losp X X
Ungcceptable delay X X
Insgrtion X X X
Magquerade X X X
Addressing X
NOTE 1 The sequence number is combined of two parts. One is the sequence number, the other is|the
schedule number. The sequence numberis integrated into messages exchanged between message so{irce
and| message sink. It may be realised~as an additional data field with a number that changes from jone
megsage to the next in a predetermined way. The schedule number is for the order of sending messagg of
dev|ces in each macro cycle.
NOTE 2 Connection authentication will be implemented as communication relation key.

The message is) packed with the time stamp which is the local time of the sendqr, the
sequence nuniber, relation key and CRC checksum.

5.4 [Safety communication layer structure

5.4.1 Combination of standard communication and safety communication systems

Figure 5 shows the system architecture including standard devices and safety devices.
Typically, the system is composed of interconnected CP 14/1 host devices (e.g. operation
station or engineering station), safety field controllers, safety actuators, safety transmitters,
standard actuators and standard transmitters on one CP 14/1 Micro-segment.
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Here,
transn
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reIeth data. That is, safety field controllebs shall support both safety and stg
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functipnal safety for safety message. Also, it makes no changes in original system str

and p

FSCP
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UDP/I
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safety
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Operator Engineer
Station Station
Bridge Bridge
Safety field Controller
=
3 Safety Safety Standard Standard
o Actuator transmitter Actuator transtrmitter
Q
3
(]
=4
Safety Safety Standard Standard
Actuator transmitter Actuator transtimitter

Figure 5 — Standard communication and safety*communication

safety communications and standard communications shall share the
nission medium. Safety transmitters and safety<@ctuators send or receive safety re

safety field controllers shall receive, sendand process both safety and non-

nication services.

CP 14/1 safety communication structure

14/1 functional safety communication extended profile is located in the application
is the upper layer of Socket'"Mapping Entity and Standard Application Layer Entit
bcture can achieve indépendence between standard and safety communication, €

prformance. Safetydevices and standard devices shall work in the same network.

14/1 functional safety communication extended profile is
nication ¢stack (includes Standard Application Layer Entity, Socket Mapping
, Communication Schedule Management Entity, Ethernet Data Link Layer and Ph
andsunder the user layer FBAP. The protocol hierarchy of CP 14/1 and FSC
communication is shown in Figure 6.

located abov¢

same
evant

Standard transmitters and standard actuators.send or receive non-safety relevant data

safety
ndard

layer
. The
nsure
icture

the
Entity,
ysical
P 14/1
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The
comm

stack
and tr

1 1
! FBAP | i User Layer
N X [,
FSCP14/1 functional safety communication
extended profile IT Application Protocols
Standard Application Layer Entity Application
Layer
Socket Mapping Entity
UDP TCP ]
IP J Network-Layer/
Transport Yayer
Communication Schedule Management Entity
ISO/IEC 8802-3 MAC Data Link Lpyer/
Physical Lpyer
ISO/IEC 8802-3 PhL
Figure 6 — CP 14/1 protocol hierarchy
communication stack is used for getting the safety data from the fungtional
unication protocol, generating a standard message with standard header and gafety
data gnd transferring the standard message to UDP/IR\On the other hand, the communigation
s used for getting the standard message from UPD/IP, decoding the standard message
hnsferring the safety data to functional safetyycommunication protocol.
The fynctional safety communication protocolis used for getting user-data, encoding thg user-
data with safety measure (such as CRC_check, time-stack, and sequence number) to gafety
n the

Blated

other

data and transferring the safety data te“the communication stack with an interface. C
otherI\and, the functional safety communication protocol is used for getting safety data from
the communication stack, decoding-the safety data to user-data and handling the r
service.
5.5 |Relationships with. FAL (and DLL, PhL)
5.5.1 Overview
Figurg 7 shows thie-relationship between the Safety Communication Layer (SCL) and the
layers| of CP 14/1.
FBAP
FAL
ubp/IP Standard
DLL Communication Stack
PhL
Figure 7 — Relationship between the SCL and the other layers of CP 14/1
5.5.2 Data types

FSCP 14/1 protocol supports all the data types as defined in IEC 61158-5-14 (see Table 2).
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Table 2 — Data types used within FSCP 14/1

Data type name

Number of octets

Integer8

Integer16

Integer32

NN

Unsigned8 (used as bits)

Unsigned16 (used as bits)

Unsigned32 (used as bits)

INUEY

Unstgnedt6

Unsigned32

N

Floating Point 32

Date

TimeOfDay with date indication

TimeOfDay without date indication

TimeDifference with date indication

TimeDifference without date indication

Visible String

1,2,3% ¢

6 Safety communication layer services

6.1 Overview

This qubclause defines the extension to existing objects and extended services of CIP 14/1

standard Application Layer Entity for FSCP 14/1. The extended objects are stored

n the

devicg MIB (Management Information-Base). These objects are used to define the behpviour
of the|safety communication and the_action taken when the communication error occurg. The
Safety Communication services are used to open or close a safety communication between

host gnd safety devices.

6.2 |FSCP 14/1 object.extensions

6.2.1 General

This qubclause describes the additional objects (as shown in Table 3) in device MIB uged in

FSCP|14/1 relevant devices.

Table 3 — FSCP 14/1 object extensions

Object Object ID Illustration
Functional safety communication management 10 FSCP 14/1 communication management object
object
Functional safety communication alert object 11 Functional Safety communication alert object
Functional Safety Link object 1 6 000 Functional Safety Link object 1
Functional Safety Link object 2 6 001 Functional Safety Link object 2
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6.2.2 Functional safety communication management object
6.2.2.1 General

For nonperiodic communication, functional safety communication management object is
added to information management base.

6.2.2.2 Form model

ASE: SYSTEM MANAGEMENT ASE
CLASS: FUNCTIONAL Safety COMM MANAGEMENT OBJECT
CLASS ID: Not Used
PARENT-GLEASS: FoP
ATTR|BUTES:

1] (m) Key attribute: Object ID

2] (m) Attribute: Max Nonperiodic Channel Number

3] (m) Attribute: Free Nonperiodic Channel Number

4 (m) Attribute: MaxResponseTime

5] (m) Attribute: Service Option
SERV|CES:

1] (o) Ops Service: Read

2] (o) Ops Service: Write

3] (o) Ops Service: SafetyCommunicationClose

41 (o) Ops Service: SafetyCommunicationOpen

6.2.2.8 Attribute

Objegt ID

This gttribute identifies functional safety communication management object in CP 14/1
devicg MIB. Its value is 10. This attribute’s data™ype is Unsigned16, and the access r|ght is
Read pnly.

Max Nonperiodic Channel Number

This gttribute specifies the maximum, nonperiodic channel number supported by the device.
This dttribute’s data type is Unsigned8, and the access right is Read only.

Free Nonperiodic Channel Number

This gttribute specifies current value of the free nonperiodic channel number in the device.
This attribute’s data type)is Unsigned8, and the access right is Read only.

MaxRpsponseTime

This attribute( specifies the maximum response time from sending the service requpst to
receivling the-service response. If the response has not been received in MaxResponsgTime,
the reguester considers that a communication failure has occurred in the communicatign and
retried the same service request three times. Its data type is 4 bytes of TimeDifferenc¢, and
the access right is Read and Write.

Service Option
This attribute specifies the kinds of services which the FSCP 14/1 safety layer supports. This
attribute’s data type is Unsigned16, and the access right is Read and Write. It may be set by
the user application:

Bit 0——Distribute service;

Bit 1——Read service;

Bit 2——Write service;

Bit 3——Event notify service;

Bit 4——Event notify acknowledge service;
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Bit 5——Domain upload service;
Bit 6——Domain download service;
Other——reserved.

6.2.2.4 Service

Read

This optional service provides reading the attribute of the Functional Safety Configuration

Object. The Read service is defined in IEC 61158-5-14.

Write

This ¢ptional service permits users to configure the attributes of the Functional
Configuration Object. The Write service is defined in IEC 61158-5-14.

SafetyCommunicationOpen

This dptional service permits users to initial the value of the Functional Safety Communi
Management Object. The SafetyCommunicationOpen service is defined'in 6.3.2.

SafetyCommunicationClose

This dptional service permits users to reset the value of the Funetional Safety Communi
Management Object. The SafetyCommunicationClose servicé.is defined in 6.3.3.

6.2.3 Functional Safety Link Object

6.2.3. General

The Functional Safety Link Object is the extension of link object defined in IEC 61158-5
speciffes the communication relationship for, periodic data transmission.

Bafety

cation

cation

14, 1t

6.2.3 Form model
ASE: APPLICATION RELATIONSHIP ASE
CLASS: FUNCTIONAL SAFETY LINK OBJECT
CLASS ID: Not Used
PARENT CLASS: TOP
ATTR|BUTES:
1 (m) Key attribute: Object ID
2 (m) Attribute: Local App ID
3 (m) Attribute: Local Object ID
4 (m) Attribute: Remote App ID
5 (m) Attribute: Remote Object ID
6 (m) Attribute: ServiceOperation
7 (m) Attribute: Service Role
8. () Attributes RemotetP-Address
9. (m) Attribute: Send Time Offset
10. (m) Attribute: Configured Scheduling Number
11. (m) Attribute: Scheduling Precision Requirement
12. (m) Attribute: RelationKey
13. (m) Attribute: LinkageFault
14. (m) Attribute: FaultReportConfiguration
15. (m) Attribute: FaultAcknowledgeConfiguration
SERVICES:

1. (o) Ops Service: Read

2. (o) Ops Service: Write

3. (o) Ops Service: SafetyCommunicationClose
4, (0)

Ops Service: SafetyCommunicationOpen
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6.2.3.3 Attribute

Object ID

This attribute identifies functional safety Link Object in MIB. The number of ObjectID of Link
Object shall be appointed in series. Its data type is unsigned16, and the access right is Read.

LocalApplID

This attribute identifies local FB instance. Its data type is unsigned16, and the access right is
Read and Write.

Local ObjectID

This dttribute identifies local variant object. Its data type is unsigned16, and the acees$ right
is Regd and Write.

Remote App ID

This dttribute identifies remote FB instantiation. Its data type is unsigned16, and the gccess
right is Read and Write.

RemoteObjectiD

This 4ttribute identifies remote variant object. Its data type«isunsigned16, and the gccess
right is Read and Write.

Servi¢geOperation

This attribute specifies the application service torbe used in the relevant communigation
relatignship:

0—+—Ilocal link, no application service is tised;
1 fhrough 23—— the ServicelD of application services is used;
Others—— invalid service.

Its dafa type is unsigned8, and theraccess right is Read and Write.

Servi¢eRole

This attribute defines the AREP role of local device in communication process:

0—+—SENDERindicating that the AREP role of the local device is CLIENT or PUBLISHER,;

14+—RECEWINER, indicating that the AREP role of the local device is SERVER or
SUBSCRIBER:

Others——Link Object is invalid, and OxFF indicates that the Link Object is not conflgured
or.the Link Object has been deleted.

Its data type is unsigned8, and the access right is Read and Write.

RemotelPAddress

This attribute identifies IP address of remote device. This attribute shall be ignored if local FB
instantiation object and remote FB instantiation object are in the same device. Its data type is
unsigned32, and the access right is Read and Write.

SendTimeOffset

This attribute defines the time offset when the relevant message shall be sent from the start
time of a communication macro-cycle. This attribute is valid when Service ID is OxOE
(DISTRIBUTE) and ServiceRole is 0x00. Its data type is 4 bytes of TimeDifference, and the
access right is Read and Write.
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Configured Scheduling Number

This attribute specifies the sequence number in one macro-cycle for local device to send the
data related to this functional safety link object. Its data type is unsigned16, and the access
right is Read and Write.

Scheduling Precision Requirement

This attribute indicates the expected data sending time precision for local device. It may be
set by the user application:

0——no precision requirement;

4 dat ~H EH o 4 -
T uata- ST Ty thiTe PT e oTSTOT 9,

2——data sending time precision < 100 ms;
3——data sending time precision < 10 ms;
4——data sending time precision < 1 ms;
5——data sending time precision < 100 ys;
6——data sending time precision < 10 pus;

7——data sending time precision < 1 ys.

Its dafa type is unsigned16, and the access right is Read and Wrijte.

RelatJon Key

This dttribute specifies the current value of RelationKey.for the FS link object.

Its dpta type is unsigned32, and access* right is SafetyCommunicationOpen and
SafetyCommunicationClose.

LinkageFault
This gttribute is defined to record the current communication faults. It may be set by the user
applicption:

Bit 0——Ilinkage state;

Bit 1——fault report state;

Bit 2——fault acknowledge state;

Other——reserved.

Its dafa type is-ufisigned16, and the access right is Read and Write.

FaultReportConfiguration

This attribute is defined to determine whether to report the communication fault to the slpecial
application or not. It may be set by the user application:

0——report the communication fault;
1——do not report the communication fault;
Other——reserved

Its data type is unsigned8, and the access right is Read and Write.

FaultAcknowledgeConfiguration

This attribute is defined to determine whether the communication fault is acknowledged by the
special application or not. It may be set by the user application:
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0——the communication fault needs acknowledge;
1—— the communication fault does not need acknowledge;
Other——reserved

Its data type is unsigned8, and the access right is Read and Write.

6.2.3.4 Service

Read

This optional service provides reading the attribute of Functional Safety Configuration Object.

The R

Write
This

Config

Safet)

This d
Link C

Safet)

This d
Link C

6.2.4
6.2.4.

Every

ead-service-is-defined-intEC64458-5-14-

optional service permits users to configure the attributes of Fungtional
uration Object. The Write service is defined in IEC 61158-5-14.

yCommunicationOpen

ptional service permits users to initial the value of RelationKey“in the Functional
bject. SafetyCommunicationOpen is defined in 6.3.2.

yCommunicationClose

ptional service permits users to reset the value of\RelationKey in the Functional
bject. SafetyCommunicationClose is defined in6:3.3.

Safety

Safety

Safety

Functional safety communication alert object
| General
functional safety device has only.@ne universal Functional Safety Alert Object, which is

used fo send the communication failuré-to the special application.
6.2.4. Form model
ASE: SYSTEM MANAGEMENT ASE
CLASS: FUNCTIONAL SAFETY COMM ALERT OBJECT
CLASE ID: Not Used
PARENT CLASS: TOP
ATTR|BUTES:
1 (m) Key attribute: Object ID
2 (m) Attribute: Total Fault Counter
3 (0) Attribute: Local Fault Recorders
31 (m) Attribute: CRC Error Counter
3)2 (m) Attribute: Sequence Error Counter
3.3 (m) Attribute: Time Delay Counter
3.4 (m) Attribute: Time Synchronize Error Counter
3.5 (m) Attribute: Communication Scheduling Error Counter
SERVICES:
1. (0) Ops Service: Read
2. (0) Ops Service: EventNotification
3. (0) Ops Service: AcknowledgeEventNotification

6.2.4.3 Attribute

Object ID

This attribute identifies Functional Safety Alert Object in device MIB. Its value is 11. This
attribute’s data type is Unsigned16, and the access right is Read only.
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Total Fault Counter

This attribute specifies the counter for all communication faults to be detected. Its data type is
unsigned16, and the access right is Read only.

Local Fault Recorders

This attribute specifies the recorders for each communication faults to be detected. Its data
type is unsigned16, and the access right is Read only.

CRC Error Counter

This attribute specifies the recorders for CRC Error to be detected. Its data type is
unsigned16, and the access right is Read only.

Sequence Error Counter

This attribute specifies the recorders for Sequence Error to be detected. s data type is
unsigned16, and the access right is Read only.

Time Pelay Counter

This fttribute specifies the recorders for Time Delay to be_deétected. Its data type is
unsigmed16, and the access right is Read only.

Time Synchronize Error Counter

This dttribute specifies the recorders for Time Synchranize Error to be detected. Its dath type
is unsjgned16, and the access right is Read only.

Communication Scheduling Error Counter

This gttribute specifies the recorders for Comimunication Scheduling Error to be detectgd. Its
data type is unsigned16, and the access right is Read only.

6.2.4.4 Service

Read

This o¢ptional service provides reading the attribute of Functional Safety Link Objec}. The
Read gervice is defined |EC 61158-5-14.

EventlNotification

This dptional seryice allows the safety device to send the communication failure to the sjpecial
host determined by Functional Safety Link Object. The EventNotification service is defiped in
IEC 6[1158-5-14.

AcknowledgeEventNotification

This optional service allows the special host to acknowledge alert of communication failure
from failed device. The AcknowledgeEventNotification service is defined in IEC 61158-5-14.

6.3 Extended services
6.3.1 General

Table 4 defines additional services for use in safety devices. The index and ServicelD are
specified in IEC 61158-5-14.
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Table 4 — Functional safety service extension

Index Service name ServicelD Confirmed / Priority Description of Service
Unconfirmed

19 SafetyCommunicationOpen 18 Confirmed 2 Initialize link relationship of function
safety communication

20 SafetyCommunicationClose 19 Confirmed 2 Close link relationship of function
safety communication

6.3.2 SafetyCommunicationOpen

6.3.2.11 Service general

The SfafetyCommunicationOpen service is a confirmed service. This service is used’to g¢nable
the fupction safety communication relationship.

6.3.2.p Service primitives

The service parameters for SafetyCommunicationOpen service are shown in Table 5.

Table 5 — SafetyCommunicationOpen Service.Parameters

Parameter name .req .ind TSP .cnf

Argument M M(z)

MessagelD M M(=)
SourceApplD M M(=)
SourcelPAddress M M(=)
DestinationIPAddress M M(=)
RelationKey M M(=)
CommunicationType M M(=)
LinkObjectType S S
LinkObjegctiD M M(=)
CommunicationObjectType S S
AccessRight M M(=)

Resul(+) S S(=)
MessagelD M M(=)
DestinationAppID M M(=)

Resuit(=) ) S5
MessagelD M M(=)
DestinationAppID M M(=)
ErrorType M M(=)

Argument
The argument contains the parameters of this service.

MessagelD

This parameter contains the invocated number of this service. Each time this service is
invocated, the value of this parameter is increased by adding 1.
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SourceApplID
This parameter contains the identifier of source FB instantiation.

Source IP Address

This parameter contains the source IP address to which the service request is to be sent.

Destination IP Address

This parameter contains the destination IP address to which the service request is to be sent.

RelationKey

This garameter contains the value of RelationKey for the communication channel. Each
nonperiodic channel applies an only 32-bit RelationKey.

CommunicationType

This parameter contains the type of communication:
0—+—Link Object type;
1+—Communication Object type;
Other——Reserved.

LinkQbjectID

This garameter contains the ID of Link Object which-shall be configured to be for fun
safetyl communication.

AccegsRight
This parameter contains the access right needed for the communication channel.

0—+—Read only, the safety communication channel is read-only;
1+—Writable, the safety communication channel is writable;

Others—— invalid.
Result(+)

This gptional parameterindicates that the service request succeeded.

DestipationApplD

This parameter-contains the identifier of destination FB instantiation.

safety

tional

Result(-)
This pfinnnl parameter indicates that the service request failed

ErrorType
This parameter contains the reason that caused failure.

6.3.2.3 Service procedure

The confirmed service procedure specified in IEC 61158-5-14 applies to this service.

6.3.3 SafetyCommunicationClose

6.3.3.1 Service general

The SafetyCommunicationClose service is a confirmed service. This service is used to disable

the function safety communication channel.
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6.3.3.2 Service primitives

The service parameters for SafetyCommunicationClose service are shown in Table 6.

Table 6 — SafetyCommunicationClose Service Parameters

Parameter name .req .ind .rsp .cnf

Argument M M(=)

MessagelD M M(=)
SourceApplID M M(=)
SourcetPAddress fot =)
DestinationIPAddress M M(=)
LinkObjectID M M(=)

Result(+) S S(=)
MessagelD M M{(=)
DestinationAppID M M(=)
Result(-) S S(=)
MessagelD M M(=)
DestinationAppID M M(=)
ErrorType M M(=)

Argument
The afgument contains the parameters of thisssérvice.

MessagelD
This parameter contains the invocated number of this service. Each time this serVice is
invocated, the value of this parameter is increased by adding 1.
SourgeAppID

This parameter contains.the identifier of source FB instantiation.

Sourde IP Address
This parameter Contains the source IP address to which the service request is to be sen{.

Destirration IP Address

This parameter contains the destination IP address to which the service request is to be|sent.

LinkObjectID

This parameter contains the ID of Link Object which shall be reset to normal communication.
If the LinkObjectID is 0x0000, it means that the service wants to close the communication
object.

Result(+)

This optional parameter indicates that the service request succeeded.

DestinationApplD

This parameter contains the identifier of destination FB instantiation.
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This optional parameter indicates that the service request failed.

ErrorType

This parameter contains the reason that caused failure.

6.3.3.3 Service procedure

The confirmed service procedure specified in IEC 61158-5-14 applies to this service.

7 Shfety communication layer protocol

7.1 |Safety PDU format

7.1.1 General

Figurg 8 shows the functional safety communication message structare, including CP 14/1
protoqol type, IP header, UDP header, APDU Header and redundanft\functional safety PDU

(FSPDU).

Functional safety transmission message follows the standard message format.

TYPE IP Header | UDP Header

APDU Header Redundant FSPDU

Figure 8 — Functional safety communication message structure

7.1.2 APDU header structure

The structure of APDU header is shown_in;Table 7.

Table 7°="Encodin

g of APDU Header

N¢. Parameter
name

Data type Octet
offset

Octet Description
length

1 ServicelD

Unsigned8 0

1 This parameter describes the servic¢
type and message type. Bit 7 to 6
indicates the message type:

00 — request message
01 — response message
10 — error message

11 — reserved

The lowest six bits used to signify th|
service ID

[

2 CommType

Unsigned8 1

1 0 — standard communication
1 — safety communication
Others — reserved

3 Reserved

OctetString 2

2 Not used

4 Length

Unsigned16 4

2 This parameter describes the length of
the whole message

5 MessagelD

Unsigned16 6

2 This parameter describes the ID of the
message

71.3 Functional safety PDU

Functional safety PDU(FSPDU) consists of CRC, functional safety header and standard

UserData (see Figure 9).
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— 35—

CRC FSPDU Header UserData CRC FSPDU Header UserData
N\ A -
e ~N
FSPDU FSPDU
N -
v

Redundant FSPDU

The G
Messa

The s

RC check code is calculated by the CRC check algorithms on the VirtualhSafety

Figure 9 — Structure of Functional Safety PDU (FSPDU)

Check

ge (VSCM) which consists of RelationKey, sequence number, scheduling nymber,
timesfamp and original user data. The data structure of VSCM is shown in Eigure 10.

Relation key

FSPDU Header

UserData

N

_/

——

Virtual Safety Check Message (MSCM)

Figure 10 — Structure of Virtual Safety, Check Message (VSCM)

ructure of Functional safety PDU (FSPDU)“Header is defined as Table 8.

Table 8 — Structure of Functional Safety PDU (FSPDU) Header

Index Parameter name Data type Octet Octet length Description
offset
1 SequenceNumber Unsighed16 0 2 Sequence Number
2 SchedulingNumber |nsigned16 2 2 Scheduling Number
3 TimeStamp BinaryDate 4 8 The current time of FSPDU
The fynctional safety.PDU mapping is shown in Figure 11.
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User DATA
User layer
Relation Sequence Scheduling Time Stamp User DATA VSCM
Key Number
Number
—
FSPpPU
CRC Sequence Scheduling Time Stamp User DATA
Number
Number

Blacl/chapne
\

Type IP Header UDP Header APDU Header FSPDU FSPDU

Figure 11 - FSPDU. mapping

7.2 |Safety communication operation
7.2.1 Sequence number

For periodic data transmission, a ,sequence number is used to track the procesq data
transmission and is also used to detect the communication errors, such as loss, repetitign and
incorrect sequence.

For non-periodic data transmission, a sequence number is mainly used to tradk the
contir:luous data transmission but is also used to detect the communication errors, suych as
loss, fepetition and incorrect sequence.

The initial value_of sequence number is set to 0 and its value is increased by adding 1{when
each FSPDU, is delivered to the black channel.

7.2.2 RelationKey

7.2.2.1 General

RelationKey is initialized by a configuration tool. RelationKey is not transmitted after the
configuration process is completed, but only participates in constructing VSCM. The data type
of RelationKey is 32-bit OctetString.

7.2.2.2 Configuration and initialization

During system configuration, the configuration tool shall specify the RelationKey attribute of
functional safety link objects for each safety relevant device using the Write service defined in
IEC 61158-5-14.

After receiving the SafetyCommunicationOpen request, each safety relevant device shall get
an initialization value for the RelationKey attribute for nonperiodic communication according
to the parameters of the SafetyCommunicationOpen request.
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7.2.2.

3 Operation

Each safety link object and safety non-periodic channel applies an only 32-bit RelationKey in

micro

segment.

When generating functional safety PDU (FSPDU), the safety relevant sender shall use the
RelationKey to generate the value of CRC segment of FSPDU as shown in 7.1.3. The

Relati

onKey shall not appear in encoding FSPDU.

When receiving the FSPDU, the safety relevant device shall generate a local CRC value,
using VSCM segment and RelationKey. Only the local CRC value is equal to the value of CRC

segmenrtAFSPBUthe—vattes i VSChsegmentaretegal————————

7.2.3

In fun

in  Fuinctional safety communication alert object) to the system-6perators

Event

commjunication errors. After receiving and confirming the communieation fault, the s

opera

Besid
Entity
If the

the sdrvice request primitive is sent, the Socket Mapping, Entity shall report the overtime

If nec

defingdd in Socket Mapping object.

7.2.4

The fynctional safety communication protocol contains a mechanism that transmits two

of the
inas

corrugtion has occurred.

Cyclid redundancy check (CRE) is also used to control data corruption failures in fung
safety] communication systems. Data is transmitted in frames, together with a calculateq

check
comp

Feedback message
ctional safety communication systems, any device shall report the faultistate (as
Notification or AcknowledgeEventNotification services wheny” it detects

or shall take corresponding measures to remove the faults.

bs, a Socket Timer object and a Socket Mapping object defined in Socket Ma
in IEC 61158-5-14 is used to monitor the response primitive for each confirmed se
service requestor does not receive the response primitive in MaxResponseTimg

essary, it shall retransmit the service request Qrimitive in MaxRetransmitNumber

CRC-cross-check

whole data including a timestampya scheduling number, a sequence number and
ngle frame. At the receiving.end, the two copies are cross-checked to detect w

sum for each frame. The receiver re-calculates the checksum of the received daf
res the result with the received checksum. Corrupted messages are rejected.

Ehown
using
any
ystem

pping
rvice.

after
error.
times

opies
CRC
nether

tional
CRC
a and

To enpure the_ integrity of a message and conceal a RelationKey, a CRC check mechanfism is

ey, a

defingd to check the Virtual Safety Check Message (VSCM) including a RelationK
sequencemumber, a scheduling number and the user data (see 7.1.3).

Table

protocol.

Table 9 — CRC calculation polynomials

ication

CRC mode code | CRC mode Generator polynomial
9(x) = x32 4 %30 4 29 ;28 | 26 20 4 19 4 (17 16 . 15 11
1 CRC32 + X + x' + x° + x +x2+x+1
Bit-reversed to [0OxBAODCG66B]
7.2.5 Scheduling number

A scheduling number is used to track the transmission sequence for all devices and all data
transmissions in a communication macro-cycle in functional safety communication systems.
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The scheduling number is included within the message and compared against the value of
ConfiguredSchedulingNumber attribute of functional safety link object, both locally and at the
receiving end.

A communication macro-cycle in the CP 14/1 control system consists of periodic packet
transferring phase (Tp) and non-periodic packet transferring phase (Tn) (as shown in
Figure 12).

During the periodic packet transferring phase, the process measure and/or the control data
are transmitted in broadcast mode. That is, once the process data are broadcasted, all other
devices in the same micro-segment can share them according to the application.

At thg beginning of each communication macro-cycle, the value of the scheduling. number
shall be set to 1 by the first device which shall broadcast the periodic packet which contains
the Idcal process data and the scheduling number (as shown in Figure 11 tab6ve). [Other
devicgs shall obtain the current scheduling number used in this communication macro{cycle.
Therepfter, the value of the scheduling number shall be increased by adding 1 at each next
sending end.

At both, the sending end and the data receiving end, the current scheduling number shall be
compared against the value of ConfiguredSchedulingNumber( attribute of local fungtional
safety| link object. If they do not match, the CommunicationSchedulingError fault shiall be
recorded and reported.

< Communication Macro-cycle T

< Periodic packet transfer phase T, 'i < Non-periodic packet transfer phase T, »

o | . SN\ N
ool N g m |
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1
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1
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06 || o2 NS

v

ﬁ:- Periodic packet NonPeriodDataAnnunciation packet
B £
I Aperiodic packet EI EndofNonPeriodDataSending annunciation packgt

Figure 12 — Time-sharing communication scheduling

During the non-periodic packet transferring phase (Tn), the scheduling number is broadcasted
with the EndofNonPeriodicDataSending service request message (as shown in Figure 13).
Thereafter, the value of scheduling number shall be increased by adding 1 at each next
sending end.

TYPE IP Header UDP Header ENPMTA_TAG PRI Scheduling number

Figure 13 — Format of EndofNonPeriodicDataSending PDU
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7.2.6 Time stamp

A time stamp is used to record the time when the user data layer sends a message in
functional safety unconfirmed service to ensure the validity of time. Time stamp consists in
the VSCM and FSPDU of sender. After checking the safety integrity and the sequence
matching of FSPDU by receiver, the time validity is judged. If the difference between time
stamp of FSPDU and current time of receiver exceeds the most time tolerance, it is concluded
that the message has been delayed.

7.2.7 Time expectation

According to the system structure and the communication load, the time expectation is
speciffed in worst cases, the communication is considered failure when this time is~ekpired
after gerial tools sending confirmed service request and not receiving a response from g field
device.

In a functional safety communication system, the value of the time gxpectation |s the
MaxRpsponseTime defined in the functional safety communication management object.

7.2.8 Time synchronization monitoring

In functional safety communication systems, a precisely synchronized time is requifed to
ensurg synchronous communications based on ISO/IEC 8802<3. The time synchronigzation
mechanism based on |IEC 61588 corrects the absolute timevyand resides in the black channel
but it s monitored by the functional safety communicatiofi’protocol.

The functional safety communication protocol shallicheck the time synchronization frequency
and precision against the attribute value @fJ TimeSynchronization object definpd in
IEC 6[1158-6-14. If the deviation between theChost time and the local time is more than a
permifted value, TargetTimeSyncClass of TimeSynchronization object, a preconfigured fault
state pction shall be triggered. If the duration between two continuous actions of the time
synchfonization is TimeRequestintervah<or the time synchronization request is timeoyt, the
preconfigured fault state action shall-be triggered and the communication fault state shall be
reported also.

7.2.9 Communication scheduling precision monitoring

In eagh CP 14/1 device,Sthe functional safety communication layer shall track the actugl time
offset| ActualDeliveryTimeOffset, from the beginning of communication macro-cycle fof each
messgge to be delivered to the physical link. The value of ActualDeliveryTimeOffset shall be
compared againsfithe value of SendTimeOffset attribute of the functional safety link objgct.

If the|difference between them is more than the value of SchedulingPrecisionRequirement
attribyte, of the functional safety link object, a preconfigured fault state action shpll be
triggefedy”and the communication fault state shall be reported.

7.3 Safety communication behaviour
7.3.1 Protocol state description of periodic data transmission
7.3.1.1 State description

Figure 14 shows the states of periodic data transmission and the terms are specified in
Table 10.
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§1~82,
R1~R4

Figure 14 — State transfer figure of periodic data transmission

The states S1~S2 and R1~R4 are specified in 7.3.1.2.

Stdte name Description

ACTIVE Functional safety entity in ACTIVE state is ready for transferring primitive to user-layer ang
application entity, or receiving primitive from user layer and application entity;

7.3.1.2 State table

Table|11 describes the states and their transitions of the periodic_data transmission.

Table 11 — States and transitions of periodic. data transmission

# Current | Event or condition Next
state => state
Action
S ACTIVE | Unconfirmed_Service.req ACTIV
&& LinkObjectType() = Non-Safety

=>

Unconfirmed_Service.req

{

Data := User Data,

Destination_ip : = remote! ip_address,
}

Sp ACTIVE | Unconfirmed_Sefvice.req ACTIV
&& LinkObjectType() = Safety

=>

Create safety date based on user data
Unconfirhted_Service.req
{
Data := Safety Data,
Destination_ip : = remote_ip_address,
}
R ACTIVE " | Unconfirmed_Service.ind ACTIV
&&LinkObjectType() = Non-Safety
=>
Unconfirmed_Service.ind
t

Data := User Data,

Destination_ip : = remote_ip_address,
}
R2 ACTIVE | Unconfirmed_Service.ind ACTIVE
&& LinkObjectType() = Safety
&& CRCCheck() = FALSE
=>
ErrorCountCheck();
EventNotifyManagement()
R3 ACTIVE | Unconfirmed_Service.ind ACTIVE
&& LinkObjectType() = Safety
&& CRCCheck() = TRUE
&&PeriodicSNCheck() = FALSE
=>
ErrorCountCheck(LinkObjectID);
EventNotifyManagement()
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&& LinkObjectType() = Safety
&& CRCCheck() = TRUE
&& PeriodicSNCheck() = TRUE
=>
Create User Data base on Safety Data;
Unconfirmed_Service.ind
{
Data := User Data,
Destination_ip : = remote_ip_address,

# Current | Event or condition Next
state => state
Action
R4 ACTIVE | Unconfirmed_Service.ind ACTIVE

-

7.3.2 Protocol state description of non-periodic data transmission

7.3.2.1 State description

Figurg 15 shows the states of non-periodic data transmission and thecterms are specified in

Table[12.

§7,88, S10-S13
R7,R8, R10-R16

Connection
requested

S3

CLOSED

Connection
requesting

Figure 15 — Functional safety communication state transfer

The states R1~R16 and S1~S14 are specified in 7.3.2.2.
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Table 12 — Functional safety communication states description

State name Description

OPENED

Functional safety entity in OPENED state is ready for transferring primitive to user layer and
application entity, or ready for receiving primitive from user layer and application entity

CLOSED Functional safety entity in CLOSED state is ready for receiving the

SafetyCommunicationOpen service

Connection Functional safety entity in Connection requested state is ready for receiving message
SafetyConmmunicationOpen.rsp which is the response from the SafetyCommunicationOpen
requested service

Connection Functional safety entity in Connection requesting state is ready for receiving message

N SafctyCUlIIIIIIIUII;Uat;UIIC:UOC.L’IIf VV:I;Uh ;O t:lc TCOpPUTIOT fl\.llll thc SGfUtyCUIIIIIIUII;\Jat;ullo' Un
reqyesting service
7.3.2.p State table
Table|13 describes the states and transitions of non-periodic data transmission.
Table 13 — States and transitions of non-periodic data,fransmission
# Current Event or Condition Next state
state =>
Action

S1 CLOSED SafetyCommunicationOpen.req Connection
=> Requesiing
SafetyCommunicationOpen.req
{

user_data := Data,
Destination_ip : = remote_ip\address,
}

S2 CLOSED Service except SafetyCommiunicationOpen.req CLOSED
=>
Service.cnf(-)

{
user_data-= Error-Status-Closed,
Destination_ip : = remote_ip_address,
}

R1 CLOSED SafetyCommunicationOpen.ind Connection
=> Requesjed
SafetyCommunicationOpen.ind
{

user_data := Data,
Destination_ip : = remote_ip_address,
}

R2 CLOSED Service except SafetyCommunicationOpen.ind CLOSED
=>
oS i L)

Serviee-rsp{
{
user_data := Error-Status-Closed,
Destination_ip : = remote_ip_address,
}
S3 Connection | SafetyCommunicationOpen.rsp(+) OPENED
Requested | =>
SafetyCommunicationOpen.rsp(+)
{
user_data := Data,
Destination_ip : = remote_ip_address,
}
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# Current Event or Condition Next state
state =>
Action
S4 Connection | SafetyCommunicationOpen.rsp(-) CLOSED
Requested | =>
SafetyCommunicationOpen.rsp(-)
{
user_data := Data,
Destination_ip : = remote_ip_address,
}
S5 Connection | Service except SafetyCommunicationOpen.rsp Connection
Requested | => Requested
(No Action)
R3 Connection | ANy Service Connection
Requested | => Regquesied
Service.rsp(-)
{
user_data := Error-Status-Requested,
Destination_ip : = remote_ip_address,
}
R4 Connection | SafetyCommunicationOpen.rsp(+) OPENEpP
Requesting | =>
SafetyCommunicationOpen.rsp(+)
{
user_data := Data,
Destination_ip : = remote_ip_address,
}
R5 Connection | SafetyCommunicationOpen.rsp(-) CLOSED
Requesting | =>
SafetyCommunicationOpen.rsp(-)
{
user_data := Data,
Destination_ip : = remoteip_address,
}
R6 Connection | Service except SafetyCommunicationOpen.rsp Connection
Requesting | => Requesting
(No Action)
S6 Connection | Any service Connection
Requesting | => Requesting
Service.rsp(=)
{
user_data := Error-Status-Requesting,
Destination_ip : = remote_ip_address,
}
S7 OPENED SafetyCommunicationClose.req OPENEpP
=>
SafetyCommunicationClose.req
{
user_data := Data,
Destination_ip : = remote_ip_address,
}
S8 OPENED SafetyCommunicationOpen.req OPENED
=>
SafetyCommunicationOpen.rsp(-)
{
user_data := Error-Status-Opened,
Destination_ip : = remote_ip_address,
}
R7 OPENED SafetyCommunicationClose.ind OPENED
=>
SafetyCommunicationClose.ind
{
user_data := Data,
Destination_ip : = remote_ip_address,
}
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Current
state

Event or Condition
=>
Action

Next state

R8

OPENED

SafetyCommunicationOpen.ind

=>

SafetyCommunicationOpen.rsp(-)

{
user_data := Error-Status-Opened,
Destination_ip : = remote_ip_address,

}

OPENED

S9

OPENED

SafetyCommunicationClose.rsp(+)
=>
SafetyCommunicationClose.rsp(+)

CLOSED

t
user_data := Data,
Destination_ip : = remote_ip_address,

}

S1(

OPENED

SafetyCommunicationClose.rsp(-)
=>
SafetyCommunicationClosed.rsp(-)
{
user_data := Data,
Destination_ip : = remote_ip_address,

}

OPENED

R9

OPENED

SafetyCommunicationClose.rsp(+)
=>
SafetyCommunicationClose.rsp(+)
{
user_data := Data,
Destination_ip : = remote_ip_address,

}

CLOSED

R1

OPENED

SafetyCommunicationClose.rsp(-)
=>
SafetyCommunicationClose.rsp(-)
{
user_data := Data,
Destination_ip : = remote_ip_address,,

}

OPENEpP

S11

OPENED

Confirmed serviee.req
&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
=>
Create Safety Data based on user data

Confirmed service.req
{

user_data := Safety Data,

Destination_ip : = remote_ip_address,

}

StartTimer(functional safety response time)

OPENEpP

R11

OPENED

Confirmed service.ind
&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
&& CRCCheck() = FALSE
=>

Confirmed Service.rsp(-)

ErrorClass = Communication Error
ErrorCode = CRC Error

OPENED
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Current
state

Event or Condition
=>
Action

Next state

R12

OPEN

Confirmed service.ind
&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
&& CRCCheck() = TRUE
&& Non-periodicSNCheck() = FALSE
=>

Confirmed Service.rsp(-)

ErrorClass = Communication Error
ErrorCode = Sequence Number Error

OPENED

¥

R1

OPEN

Confirmed service.ind
&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
&8& CRCCheck() = TRUE
&& Non-periodicSNCheck() = TRUE
=>
Create User Data based on Safety Data

Confirmed service.ind
{

user_data := User Data,

Destination_ip : = remote_ip_address,

}

OPENED

S$13

OPENED

Confirmed service.rsq
&& ServiceType != SafetyCommunicationOpén
&& ServiceType != SafetyCommunicationClose
=>
Confirmed service.rsq
{

user_data := Data,

Destination_ip : = remote_ip_address,

}

OPENEpP

R14

OPENED

Confirmed service.cnf
&& ServiceType != SafetyCommunicationOpen
&& ServiceType !=xSafetyCommunicationClose
&& CRCCheck()=-FALSE
=>
Confirmed (Service.rsp(-)
{
ErrorClass = Communication Error
ErrorCode = CRC Error

}

OPENEpP

R14

OPENED

Confirmed service.cnf

&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
&& CRCCheck() = TRUE

&& Non-periodicSNCheck() = FALSE

=>

OPENEpP

Confirmed Service.rsp(-)

{

ErrorClass = Communication Error
ErrorCode = Sequence Number Error

}

R16

OPENED

Confirmed service.cnf
&& ServiceType != SafetyCommunicationOpen
&& ServiceType != SafetyCommunicationClose
&& CRCCheck() = TRUE
&& Non-periodicSNCheck() = TRUE
=>
Create User Data based on Safety

Confirmed service.cnf
{

user_data := User Data,

Destination_ip : = remote_ip_address,

OPENED



https://iecnorm.com/api/?name=7e5d0131385a9009eec5f85751ccd308

—46 — 61784-3-14 © IEC:2010
# Current Event or Condition Next state
state =>
Action
S13 | OPENED Time out of functional safety response time OPENED
=>
Confirmed service.cnf(-)
{
user_data := ErrorCode,
Destination_ip : = remote_ip_address,
}
S14 | OPENED Time out of Max Service Interval CLOSED
=>
(No Action)

7.3.3 Protocol state description of alert report for communication fault

7.3.3.1 State description

Figurg 16 shows the states of the communication alert report and the terms are specified in

Table(14.

Unreported_
Unacknowledged

R4

R1|, R2

Reported_
»Unacknowledged

v

R3

R13

Unactive_

Reported_

Unreported /<

R12

\Acknowledged

Acknowledged

R10,R11

R4

Unreported_

R14

Figure 16 — Communication alert report state transfer figure

The states R1~R14 are specified in 7.3.3.2.
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Table 14 - Communication alert state description

State name

Description

IDLE

Device in IDLE state has no communication fault

Unreported_

Unacknowledged

Device in Unreported_Unacked state has communication fault, and sends the
EventNotify service to special host determined by RemotelpAddress of functional
safety link object which ServiceOperation is 0x0f and service role is SEND, but
neither received AcknowledgeEventNotify service request from special host nor
received write service for special host

Unreported_

Acknowledged

Device in Unreported_Unacked state has communication fault, and sends the
EventNotify service to special host determined by RemotelpAddress of functional
safety link object which ServiceOperation is 0x0f and service role is SEND, but not

received AcknowledgeEventNotify service from special host and it does not need. the
write service for special host according to the configuration (corresponding
FaultAcknowledgeConfiguration is set)

Re
Un

borted_

hcknowledged

Device in Reported_Unacked state has communication fault, and received the
AcknowledgeEventNotify service from special host determined by RemotelpAddresls
of functional safety link object which ServiceOperation is 0x0f and sgrvice role is
SEND, but not received write service for special host

Reported_ Device in Reported_Acked state has communication fault, andteceived the write
service from special host determined by RemotelpAddresslef functional safety link
Acknowledged object which ServiceOperation is 0x0f and service role isCSEND
Unfctive_ Device in Unactive_Unreported state reset the communication fault, and send the
EventNotify service to special host determined by ‘RemotelpAddress of functional
Unfeported safety link object which ServiceOperation is 0x0fand service role is SEND, but hag
not received AcknowledgeEventNotify service from special host
7.3.3.2 State table
Table|15 describes the communication alert states and transitions.
Table 15 — Communication alert states and transitions
# Current state Event or Condition Next Statp
=>
Action
R1 DLE No communication fault in device IDLE
=>
(No action);
R2 DLE Cemmunication fault in device IDLE
&&/corresponding FaultReportConfiguration is set (not report)
=>
(No action);
R3 DLE Communication fault in device Unreported__
&& corresponding FaultReportConfiguration is not set (report) Acknowlegiged
&& corresponding FaultAcknowledgeConfiguration is set (not ack)
=>
EventNotify.req
{
Failure code of communication failure
}
Start Timer of response time;
R4 IDLE Communication failure in device Unreported_
&& corresponding FaultReportConfiguration is not set (report) UnAcknowledged
&& corresponding FaultAcknowledgeConfiguration is not set (ack)
=>
EventNotify.req
{
Failure code of communication failure
}
Start Timer of response time;
R5 Unreported_ AcknowlegeEventNotification.req Reported_
Acknowledged => Acknowledged
AcknowlegeEventNotification.rsp
Stop Timer of response time;
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# Current state Event or Condition Next State
=>
Action
R6 Unreported_ TimerOut of expected response time Unreported_
Acknowledged &&(No service || Receive service not Acknowledged
AcknowlegeEventNotification.req)
=>
EventNotify.req
{
Failure code of communication failure
}
Start Timer of response time;
R7 Unreported_ AcknowlegeEventNotification.req Reported_
IIIGUII\IIUVV:UdHUd Hracknov |edged
AcknowlegeEventNotification.rsp
{
}
Stop Timer of response time;
R8 Unreported_ TimerOut of expected response time Unreported_
Unacknowledged | && Relative bit of LinkageFault attribute is set Unacknowledged
&&(No service || Receive service not
AcknowlegeEventNotification.req)
=>
EventNotify.req
{
Failure code of communication failure
}
Start Timer of response time;
R9 Reported_ Write.ind Reported |
Unacknowledged | && Write object is acknowledge state Acknowlefiged
&& Relative bit of acknowledge state change to unset
=>
Reset the relative bit of acknowledge attribute
Write.rsp
{
}
R10 | Reported_ Service except Writesnd Reported |
Unacknowledged | => Unacknowledged
(No action)
R11 Reported_ Write.ind Reported |
lUnacknowledged | && (Write-objéect is not acknowledge state || Unacknowledged
(Write object is acknowledge state
&& Not relative bit of acknowledge state change to unset)
==
(No action)
R12 | Reported_ Relative communication fault recover Unactive_|
Acknowledged => Unreported
Rest the relative bit of linkage failure attribute.
EventNotify.req()
{
Failure recover information
}
Start timer of response time
R13 | Unactive_ AcknowlegeEventNotification.req IDLE
Unreported && Relative bit of LinkageFault attribute is unset

=>
AcknowlegeEventNotification.rsp

{

Stop timer of response time
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# Current state Event or Condition Next State
=>
Action
R14 | Unactive_ TimeOut of response time Unactive_
Unreported && Relative bit of LinkageFault attribute is unset Unreported

&&(No service || Receive service not
AcknowlegeEventNotification.req)
=>|

EventNotify.req()

{

Failure reset information

}

Start timer of response time

7.3.4 Function description

7.3.4.0 LinkObjectType function

Table|16 describes the LinkObjectType function.

Table 16 — LinkObjectType function description

Ngme LinkObjectType Use Functional safety
Input Output
Link Opject ID Non-Safet$6r Safety
functiop

Check|whether there is a link object whose attributes and RemotelPAddress are equal to LinkType. If it exidts,
return Bafety; otherwise return Non-Safety.

7.3.4.2 CRCCheck function

Table|17 describes the CRCCheck function.

Table 17— CRCCheck function description

Ngme CRCCheck Use Functional safety
Input Output
Link Pbject ID {FSPDU TRUE or FALSE

Function

stam

Chedks whether the communication error of Data bit error occurs during transferring in black channel.

(1)Makes up VSCM from RelationKey of Link Object and user data, sequence number, schedule number, {ime

(2)Checks the VSCM by CRC, which builds Check Code

(3)If the built Check Code and received Check Code are equal, it shall be concluded that the message has not
been damaged, and return TRUE; otherwise return FALSE.

7.3.4.3 CrossCheck function

Table 18 describes the CrossCheck function.
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Table 18 — CrossCheck function description

Name CRCCheck Use Functional safety
Input Output
Link Object ID .FSPDU TRUE or FALSE

Function

Checks whether the communication error of Data bit error occurs during transferring in black channel.

If the redundant safety data copies are equal, it shall be concluded that the message has not been damaged,
and return TRUE; otherwise return FALSE.

7.3.4.L TimeDelayCheck function

Table|19 describes the TimeDelayCheck function.

Table 19 — TimeDelayCheck function description

Ngme

TimeDelayCheck

U

se

Functional safety

Input

Link Opject ID, FSPDU

Output

TRUE or FALSE

Functi¢n

Checks if the communication error of unacceptable delay has occufred during transferring in black channel.

7.3.4.5 PeriodicSNCheck function

Table|20 describes the PeriodicSNCheck function.

Table 20 — PeriodUncomfrimedSNCheck function description

Ngme

PeriodUncomfrimedSNCheck

Use

Functional safety

Input

Link Opject ID, FSPDU

Output

TRUE or FALSE

Functi¢n

In casg

of periodic datatransmission, checks if the communication error such as incorrect sequence loss ar|d
unintepded repetition*fias occurred during transferring in black channel.

7.3.4.6 Non-periodicSNCheck function

Table ZT describes the non-periodicSNCTheck function.

Table 21 — Non-periodicSNCheck function description

Name Non-periodicSNCheck Use Funtional safety
Input Output
Link Object ID . FSPDU TRUE or FALSE

Function

In case of non-periodic data transmission, checks if the communication error such as incorrect sequence loss and
unintended repetition has occurred during transferring in black channel.
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7.4.1 Object code
7411 Functional safety communication management object
The encoding of the functional safety communication management object is shown in
Table 22.
Table 22 - Functional safety communication management object encoding
Index Parameter name Access right Data type Octet Octet Description
offset | length
1 ObjectID Read only Unsigned16 0 2 The index of funectiopal
safety communicatiqn
managementobjectfin MIB
2 Max Nonperiodic Read only Unsigned8 2 1 The max number of hon-
Channel Number periodic channel
3 Free Nonperiodic Read only Unsigned8 3 1 The number of currgnt free
Channel Number non-periodic channg|l
4 MaxResponseTime Read/Write TimeDifference | 4 4 Maximum response fime
from sending the sefvice
request to receiving|the
service response
5 Service option Read/Write Unsigned16 8 2 The kinds of servicejs
which the functional|safety
layer supports. It may be
set by user applicatifon:
Bit 0: Distribute seryice
Bit 1: Read service
Bit 2: Write service
Bit 3:Event notify sefrvice
Bit 4:Event notify
acknowledge servicg
Bit 5: Domain uploagl
service
Bit 6:Domain downlgad
service
Other: reserved
7.41.2 Functional'safety link object
The epcoding,efdhe functional safety link object is shown in Table 23.
Table 23 — Functional safety link object encoding
Index | Parameter name Access right Data type Octet Octet Description
offset | length
1 ObjectID Read only Unsigned16 | O 2 Functional safety link
object in MIB
2 LocalApplID Read/Write Unsigned16 | 2 2 Local function block
application ID
3 LocalObjectID Read/Write Unsigned16 | 4 2 Local object ID
4 RemoteApplID Read/Write Unsigned16 | 6 2 Remote function block
application ID
5 RemoteObjectID Read/Write Unsigned16 | 8 2 Remote object ID
6 ServiceOperation Read/Write Unsigned8 10 1 Service operation
implicated by link object
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Index

Parameter name

Access right

Data type

Octet
offset

Octet
length

Description

ServiceRole

Read/Write

Unsigned8

11

1

Service role of local
AREP

RemotelPAddress

Read/Write

Unsigned32

12

IP address of remote
device

SendTimeOffset

Read/Write

Time
Difference

16

Offset of sending relative
to the beginning of
macro-cycle

10

Configured
Scheduling
Number

Read/Write

Unsigned16

20

Sequence number in one
macro-cycle for local
device to send the data

related to this fungtional
safety link object

11

Scheduling
Precision
Requirement

Read/Write

Unsigned8

22

Expected'data sepding
time precision for|local
device

12

RelationKey

SafetyCommunication-
Open /
SafetyCommunication-
Close

Unsigned32

24

Current RelationKley
value for the Link|Object

13

LinkageFault

Read/Write

Unsigned16

28

Records the currgnt

communication fallts. It
may be set by theluser
application:

Bit 0: linkage statg¢
Bit 1: fault report ptate
Bit 2: fault acknoyledge
state

Other: reserved

14

FaultReport
Configuration

Read/Write

Uiisigned8

30

Determines whetHer to
report the
communication faplt to

the special application or
not. It may be set|by the
user application:

0: report the
communication faplt
1: do not report the
communication faplt
Other: reserved

15

FaultAcknowledge
Configuration

Read/Write

Unsigned8

31

Determines whether the
communication fallt is
acknowledged by fthe
special applicatiof or
not. It may be set|by the
user application:

0: the communicalion
fault needs acknowledge

tthecommumnication
fault does not need
acknowledge

Other: reserved

7413

Functional safety communication alert object

The encoding of the functional safety communication alert object is shown in Table 24.
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Table 24 — Functional safety communication alert object encoding

Index Parameter name Access right Data type Octet Octet Description
offset length
1 ObjectID Read only Unsigned16 0 2 The index of functional
safety communication
alert object in system
management base
2 Total Fault Counter Read only Unsigned16 2 2 The counter for all
communication faults to
be detected
3 Local Fault Recoders Read only Unsigned16 4 2 The recorders for each
communication.faults to
be detected
4 CRC Error Counter Read only Unsigned16 6 2 The recérders fof CRC
Error to,be detedted
5 Sequence Error Read only Unsigned16 8 2 Thesrecorders fof
Counter Sequence Error {o be
detected
6 Time Delay Counter Read only Unsigned16 10 2 The recorders fof Time
Delay to be detefted
7 Time Synchronize Read only Unsigned16 12 2 The recorders fof Time
Error Counter Synchronize Errgr to be
detected
8 Communication Read only Unsigned16 14 2 The recorders fof
Scheduling Error Communication
Counter Scheduling Erronto be
detected
7.4.2 Service code
7.4.2.1 Extended syntax description
7.4.2.1.1 Confirmed service request
Confifmed- Request : : = CHOICE/{

DomainDownload
DomainUpload

EM_GetDeviceAttribute
EM_SetDeviceAttribute
EM_ClearDeviceAttribute

AlterEventConditionMonitor

(0]
(1]
(2]
(3]
(4]

AcknowledgeEventNotification[5]

[6]

IMPLICIT EM_GetDeviceAttribute-RequestPDU,
IMPLICIT EM_SetDeviceAttribute-RequestPDU|,

IMPLICIT EM_ClearDeviceAttribute-RequestPQU,

IMPLICIT DomainDownload-RequestPDU,
IMPLICIT DomainUpload-RequestPDU,
IMPLICIT AcknowledgeEventNotifi-RequestPD
IMPLICIT AlterEventConditionMon-RequestPDU,

[

}

7.4.2.1.2

Read
Write

SafetyCommunicationOpen

SafetyCommunicationClose

Confirmed- Response : : = CHOICE {

EM_GetDeviceAttribute
EM_SetDeviceAttribute

[7]
(8]
[0l

IMPLICIT Read-RequestPDU,
IMPLICIT Write-RequestPDU,
IMPLICIT SafetyCommunicationOpen-RequestPDU
[10] IMPLICIT SafetyCommunicationClose-RequestPDU

Confirmed service response

[0] IMPLICIT EM_GetDeviceAttribute-ResponsePDU,
[1] IMPLICIT EM_SetDeviceAttribute-ResponsePDU,
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IMPLICIT EM_ClearDeviceAttribute-ResponsePDU,
IMPLICIT DomainDownload-ResponsePDU,
IMPLICIT DomainUpload-ResponsePDU,

IMPLICIT AcknowledgeEventNotifi-ResponsePDU,
IMPLICIT AlterEventConditionMon-ResponsePDU,

PDU

U,

Read [7]1 IMPLICIT Read-ResponsePDU,
Write [8] IMPLICIT Write-ResponsePDU,
SafetyCommunicationOpen [9] IMPLICIT SafetyCommunicationOpen-ResponsePDU
SantyCUllllllulI;UOt;UIIC:UOU [10] ”‘V‘IPL:C:T SGfUt‘yCUIIIIIIuII;Uat;UIICIUOU RUOHUIIO

}

7.4.2.1.3 Unconfirmed service request

Uncornfirmed-Request: : = CHOICE {
EM_FindTagQuery [0] IMPLICIT EM_FindTagQuery-RequestPDU,
EM_FindTagReply [1] IMPLICIT EM_FindTagReply-RequestPDU,
EM_DeviceAnnunciation [2] IMPLICIT EM_DeviceAnnunciation-RequestP[
EventNotification [3] IMPLICIT Even{Notification-RequestPDU,
Distribute [4] IMPLICIT Distribute-RequestPDU,

}

7.4.2.1.4 APDU header format

PDUHeader : : = SEQUENCE {
ServicelD {0] IMPLICIT Unsigned8,
Safety CommunicationType~ [1] IMPLICIT Unsigned8,
Reserved [2] IMPLICIT Unsigned16,
Length [3] IMPLICIT Unsigned16,
MessagelD [4] IMPLICIT Unsigned16

}

7.4.2.1.5 Function safety extended service

7.4.2.1.541 SafetyCommunicationOpen

SafetyCommunicationOpen -RequestPDU : : = SEQUENCE {

SourceApplID [0]
SourcelPAddress [1]
Destination|PAddress [2]
RelationKey [3]
CommunicationType [4]
LinkObjectType

LinkObjectID [5]

LinkObjectType
AccessRight [5]

IMPLICIT Unsigned16

IMPLICIT
IMPLICIT
IMPLICIT

Unsigned32,
Unsigned32,
Unsigned32

IMPLICIT Unsigned16

IMPLICIT

Unsigned16

IMPLICIT Unsigned32
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}

SafetyCommunicationOpen -ResponsePDU : : = CHOICE {

SafetyCommunicationOpen -PositiveResponsePDU,
SafetyCommunicationOpen -NegativeResponsePDU

}

SafetyCommunicationOpen -PositiveResponsePDU : : = SEQUENCE {

DestimationApptD————— [0 MPEICIT—Unsigned 16;

SafetyCommunicationOpen -NegativeResponsePDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1] IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

}

7.4.2.1.5.2 SafetyCommunicationClose

SafetyCommunicationClose -RequestPDU : : = SEQUENCE {

SourceApplID [0] IMPLICIT Unsigned16
SourcelPAddress [1] IMPLICIT Unsigned32,
Destination|PAddress [2] dMPLICIT Unsigned32,
LinkObjectID [3] IMPLICIT Unsigned16,

}

SafetyCommunicationClose’-ResponsePDU : : = CHOICE {

SafetyCommupnicationClose -PositiveResponsePDU,
SafetyCommunicationClose -NegativeResponsePDU

SafetyCommunicationClose -PositiveResponsePDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,

}

SafetyCommunicationClose -NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1] IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType
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7.4.2.2 Encoding of additional services for safety communication

7.4.2.21 SafetyCommunicationOpen service

7.4.2.21.1 SafetyCommunicationOpen service request

The SafetyCommunicationOpen service is used to initialize the link relationship of a functional

safety communication. The SafetyCommunicationOpen request service parameters are
specified in Table 25.

Table 25 — Encoding of SafetyCommunicationOpen request parameters

Indéx Parameter name Data type Octet offset Octet Description
length
1 SourceApplID Unsigned16 0 2 Identifier of saurce
application
2 SourcelPAddress Unsigned32 2 4 IP address of source
3 Destination|PAddress Unsigned32 6 4 IP_address of destinatipn
4 RelationKey Unsigned32 10 4 RelationKey for

communication channg

5 CommunicationType Unsigned16 14 2 The type of
communication.

0——Link Object type;

1——Communication
Object type;

Other——Reserved.

6 LinkObjectID Unsigned16 16 2 The ID of Link Object
which shall be configufed
to be functional safety
communication

7 AccessRight Unsighed32 18 4 AccessRight for
communication channg

7.4.2.2.1.2 SafetyCommunicationOpen service positive response parameters
If a device receives_SafetyCommunicationOpen request service and operates corregtly, it

shall feturn SafetyCommunicationOpen service positive response. SafetyCommunicationOpen
servicge positivedresponse parameters are specified in Table 26.

Table 26 — SafetyCommunicationOpen positive response parameters

Index Parametermame———Datatype Octetoffset Octet Pescription
length
1 DestinationAppID Unsigned16 0 2 Application ID of
Destination
7.4.2.21.3 SafetyCommunicationOpen negative response parameters
The SafetyCommunicationOpen service negative response returns a

SafetyCommunicationOpen request service’'s error reason. The SafetyCommunicationOpen
service negative response parameters are specified in Table 27.
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Table 27 — SafetyCommunicationOpen negative response parameters

Index Parameter name Data type Octet offset Octet Description
length
1 DestinationAppID Unsigned16 0 2 Application ID of
Destination

2 Reserved Octetstring 2 Reserved

3 Error Type ErrorType 4 N See error type
7.4.2.2.2 SafeCommunicationClose
7.4.2.2.2.1 SafeCommunicationClose request parameters
The S

afeCommunicationClose service request is used to close the link relationshipsof fu

hction

safetyy communication. The SafeCommunicationClose service request parameterg are
speciffed in Table 28.
Table 28 — SafeCommunicationClose request parameters
Indéx Parameter name Data type Octet offset Octet Description
length
1 SourceApplID Unsigned16 0 2 Source application ID
2 SourcelPAddress Unsigned32 2 4 Source IP address
3 Destination|PAddress Unsigned32 6 4 Destination IP address
4 LinkObjectID Unsigned16 10 2 Link object ID
7.4.2.2.2.2 SafeCommunicationClose positive response parameters
If a device receives a SafeCommunicationClose request service and operates corre¢tly, it
shall return a SafeCommunicationClose service positive response. The
SafeJommunicationClose service positive response parameters are specified in Table 2P.
Table 29 — SafeCommunicationClose positive response parameters
Indé¢x Parameter name Data type Octet offset Octet Description
length
1 DestinatianAppID Unsigned16 0 2 Application ID of
destination
7.4.2.2.2,3 SafeCommunicationClose negative response parameters

The SafeCommunicationClose service negative response returns a SafeCommunicationClose
request service's error reason. The SafeCommunicationClose service negative response
parameters are specified in Table 30.

Table 30 — SafeCommunicationClose negative response parameters

Index Parameter name Data type Octet offset Octet Description
length
1 DestinationAppID Unsigned16 0 2 Application ID of
destination
2 Reserved Octetstring 2 Reserved
3 Error Type ErrorType 4 N See error type
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7.4.2.3 Error code
7.4.2.31 Error Type Structure
ErrorType : : = SEQUENCE {

ErrorClass [0] IMPLICIT Integer8,
ErrorCode [1] IMPLICIT Integer8,
AdditionalCode [2] IMPLICIT Integer8,
Reserved [3] IMPLICIT OctetString,
AdditionalDescription [4] IMPLICIT VisibleString
}
7.4.2.3.2 Error Type
Table 31 — Error class and code
Error category Error Reason Error|
Class Code
EffrorClass ::= CHOICE {
Resource [0] IMPLICIT Integer8 {
memory-unavailable (0)
Other (1)
13
Service [1] IMPLICIT Integer8 {
object-state-conflict (0)
object-constraint-conflict (1)
parameter-inconsistent (2)
illegal-parameter (3)
Size Error (4)
Other (5)
}
Access [2] IMPLICIT Integer8 {
object-access-unsupported (0)
object-non-existent (1)
object-access-denied (2)
hardware-fault (3)
type-conflict 4)
object-attribute-inconsistent (5)
Access-to-element-unsupported (6)
Other (7)
}
Timer [3] IMPLICIT Integer8 {
Timer-Expire (0)
Timer-Error (1)
Other (2)
b
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Error category Error Reason Error
Class Code
Safety [4] IMPLICIT Integer8{
CRC-Match-Error (0)
Repetition (1)
Timer-Out-Error (2)
Loss (3)
Sequence Error (4)
Other (5)
}
Other [5] IMPLICIT Integer8 {
Other (0)

The value of ErrorClass and ErrorCode for the error is defined as its priority. When morg than
one efror is detected, the ErrorClass shall be compared: if the ErrorClass is the samg, then
the EnrorCode shall be compared. If the value is smaller, the priority is.higher.

8 Shafety communication layer management

8.1 |Time synchronization diagnostics
8.1.1 Time synchronization process

The time synchronization procedure is specified>in IEC 61158-6-14.

In ordler to make sure the time synchronization message is suitable for the functional gafety
commjunication, a CRC check mechanisny-is added for checking the data integrity.

The CRC check mechanism is show as Figure 17.

Tinpe Synchronization Model Original time sync data CRC

unp/1P MAC Header IP Header UDP Header Original time sync data CRC

<4—— New time sync data —>|

Figure 17 — CRC check for time synchronization process

The content for CRC check is the original time synchronization data which is defined by
IEC 61588. The new time sync data built by original time synchronization data and CRC is
looked as user data from the UDP/IP side.

The CRC polynomial for the time synchronization process is as follows:

G(x) = (x32 + x29 + x28 + x25 + x22 + x20 4+ 19 4 x13 4 512 4 10 4 x7 4 x4 4 x3 + 1)
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8.1.2 Time synchronization management

Time is synchronized by the black channel. The time synchronization monitor shall watch
whether the black channel time synchronization is working correctly or not. Each device shall
manage and monitor the time synchronization process, and report the time synchronization
fault.

At each time of synchronization, a local device receives a synchronization message from a
master clock for a system-specified time. The local clock compares with the master clock
contained in the Sync or Follow-Up message, and the difference is the actual drift between
local clock and master clock. If the actual drift exceeded the TargetTimeSyncClass in MIB, the
devic indi i ice | inati ices and
that the relative bit in the LinkageFault attribute shall be set by the safety application| layer
entity |

8.2 |CSME diagnostics
8.2.1 General

The JSME diagnostics can be an independent device or can be resjdent in a general device.
It is used to monitor the schedule of the data transmission in the (macro-cycle. If somg error
happgned, the CSME monitor shall report the fault through alert teporting.

8.2.2 CSME diagnostics management
8.2.2.1 Periodic packets diagnostics managemehnt

The periodic packets diagnostics module shall, receive all the data in the periodic packet
transferring phase (Tp). Due to an error, fault orinterference, a message is not receiyed or
some |[messages are not transferring accordittg to the configured schedule. The schedule
numbtr is not sequential. Periodic packets diagnostics module compares the schedule
number in the received functional safety PDU with the local CSME information. Once the error
of losg or wrong schedule has been detected, the CSME shall report the message with the
type df fault to the special application.

8.2.2.p Non-periodic packets diagnostics management
8.2.2.2.1 General

The non-periodic packets diagnostics module should record all NonPeriodDataAnnugiation
messages in a _cemmunication macro-cycle, and maintain a schedule table for| each
commjunication /macro-cycle. The non-periodic packets diagnostics module should wafch all
non-periodic_packets in non-periodic packet transferring phase. If the non-periodic packets

are not received according to the schedule table formed in the periodic packet transferring
phase|, the_module should set the relative bit in the LinkageFault attribute. Mostly, thefe are
three kinds of faults that can happen in the non-periodic packet transferring phase.

8.2.2.2.2 Non-periodic packet loss error

In the non-periodic packet transferring phase, the non-periodic packets diagnostics receives
low priority non-periodic packets without a special high priority packet announcement in
NonPeriodDataAnnunciation packet. Then, the Non-periodic packets diagnostics asserts that
as a high priority packet loss, and set relative bit in the LinkageFault attribute.

8.2.2.2.3 Non-periodic packet sequence error

In the non-periodic packet transferring phase, the non-periodic packets diagnostics receives a
low priority non-periodic packet before a special high priority packet announcement in
NonPeriodDataAnnunciation packet. Then, the Non-periodic packets diagnostics asserts that
a sequence error for this two packets occurred, and sets a relative bit in the LinkageFault
attribute.
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8.2.2.24 Non-periodic packet insertion error

In the non-periodic packet transferring phase, the Non-periodic packets diagnostics receives a
packet without announce in any NonPeriodDataAnnunciation packet. Then, the non-periodic
packets diagnostics asserts that the packet was unexpected, and sets a relative bit in the
LinkageFault attribute.

8.3
8.3.1

Communication fault management

Configuration management

Each functional safety link object shall manage and monitor the process of reporting the

commjunication fault in data transmission.

The U
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entity,
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faults
report

Wheth
deterr
relativ
specid

If mo

commEnication fault is determined by the priority of ErrorClass (see 7.4.2.3.2)
nication fault with higherpriority shall be reported to the special application first
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there
been

8.3.2

The s
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inkageFault attribute in functional safety link object is defined to record |the G
unication faults. If the communication fault is detected by a safety application
the relative bit in the LinkageFault attribute shall be set.

er the communication fault is reported to the special applicationtor not, is deter

ation is determined by functional safety link object which. ServiceRole is Safety

relative bits in FaultReportConfiguration attribute arfe set, the relative communi

the acknowledge to the relative communicatiofpfault shall be ignored.

er the communication fault is acknowledged by the special application or n
nined by FaultAcknowledgeConfiguration<attribute in functional safety link object.
e bits in FaultAcknowledgeConfiguratien attribute are set, it is not necessary f
| application to acknowledge the relative communication faults.

re than one communicationxfault is detected at the same time, the first re

mmunication fault with\lower priority shall be reported to the special application
is no higher priorityxcommunication fault or higher priority communication faultg
hlready reported.

Communication fault report process

fate of\communication fault is defined by the linkage state attribute, fault report
te and.fault acknowledge state attribute in functional safety link object. Table 32
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Table 32 — Communication process of confirmed service between two devices

LinkageFault Linkage state | Fault report state | Fault acknowledge state
IDLE 0 0 0
Unreported_Unacknowledged 1 1 1
Unreported_Acknowledgeed 1 1 0
Reported_Unacknowledged 1 0 1
Reported_Acknowledged 1 0 0
Unactive_Unreported 0 1 0
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If the relative bits of the LinkageFault attribute: linkage state attribute, fault report state
attribute and fault acknowledge state attribute are zero, the state of communication fault is

IDLE.

If the current state of communication fault is IDLE and the communication fault is detected,
the relative bit of the LinkageFault attribute shall be set. The bit of fault report state attribute
shall be set if the corresponding FaultReportConfiguration attribute is zero. Otherwise, the bit
of fault report state attribute shall keep unchangeable. The bit of fault acknowledge state
attribute shall be set if corresponding FaultAcknowledgeConfiguration is zero. Otherwise, the
bit of fault acknowledge state attribute shall keep unchangeable.

If relgti ; t via
EventNotification service request to the special application determined by the fungtional
safety| link object.

After [the safety device receives the AcknowledgeEventNotification service requesft, the
relativie bit of fault report state attribute shall be cleared.

Ackndwledge to communication fault is determined by the relative,bit of fault acknowledge
state | attribute. If the relative bit of fault acknowledge state) is set, an integrated
commjunication fault report shall be completed when the device feceives write service rgquest
resett|ng the relative bit of acknowledge state attribute.

If the
MaxR

send the EventNotification service request again.

esponseTime defined in functional safety communication fault object, this device

device has not received the AcknowledgeEventNaotification service request during the

shall

The device shall send the AcknolowledgeEventhotification service response after procgssing

the Ad

If the
reset,
FaultH

unchangeable.

It's un
ackno

The p

knowledgeEventNotification service request.

and the bit of fault reporty state attribute shall be set if the correspd
eportConfiguration attribute_is” zero. Otherwise, the bit of fault report state shal

necessary for the _special application determined by the functional safety link obj
wledge the recovering of communication fault.

focess of a eommunication fault report is shown in Figure 18.

communication fault recovered, the relative bit of the LinkageFault attribute shall be

nding
keep

ect to
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Figure 18 — The process of communication fault report
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9 System requirements

9.1

Indicators and switches

Each safety device shall have a red LED. This LED shall represent the following states:

e Off: no error; device in process data mode.

e On: Failure state of the device; device fails.

Installation guidelines

9.2
The in
9.3
9.3.1
The s
to the
To dg

stallation guidelines of IEC 61784-5-14 for CPF 14 shall apply.

Safety function response time
General

bfety function response time is the worst-case time from a safety‘related event, as
system or as a fault within the system, until the time that the system is in the safe

Sensor | p| Input p- Controller p Qutput p| Actuator
Sensor Input Controller Output Actuator
Reaction Reaction Reaction Reaction Reaction
Time Time Time Time Time

Network
Reagction
Time

Network
Reaction
Time

Safety function response time

components-of-the safety chain.

Using

>

Figure'19 — Example application for FSCP 14/1 communication

termine~the safety function time of any control chain, the user shall add

the/example in Figure 19, the safety function response time would be:

Safety function response time =

Sensor reaction time

+ Input reaction time

+ Network reaction time

+ Controller reaction time

+ Network reaction time

+ Output reaction time

+ Actuator reaction time

61784-3-14 © IEC:2010

input
state.

p the
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9.3.2 Calculation of the network reaction time

The network reaction time is a portion of the safety function response time. The network
reaction time is the worst case time, from the time the data is captured by the safety data
sender, until the receiving application recognizes a safety state. This also includes errors
during sending and receiving.

Safety data Safety data
sender receiver
S.N.=m
Expected
packet
interval
Safety data S.N. = m#1
H —
time (max) ~~. -
-~ -
N
: Time
E expectation
1) margin
]
v

Figure 20 — Calculation,of'the network reaction time

Using|the example in Figure 20, the network reaction time would be:

Ngtwork reaction time = Expected packet interval
+ Safety message time(max)
+ Time expectation margin

where):

ExXpected Packet Interval is the time interval used by the safety sender to send data.

Sdfety data‘time(max) is the actual time from the data being captured by the safety data
sender untilLthe time that the safety data is passed to the receiving application for usp.

Time, expectation margin is the additional margin on expectation time according o the
atfribute Scheduling Precision Requirement which shall be set by the user application (see
Table 334).

Table 33 — Settings for time expectation margin

Scheduling precision Time expectation margin
requirement

1 1s
100 ms

10 ms

1 ms
100 us
10 us

N[fo|loa|h~|]w|DN

1 us
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9.4 Duration of demands

The duration of the demand shall be at least of one macro cycle, in order to guarantee that
the functional safety communication system detects the demand.

9.5 Constraints for calculation of system characteristics

Configuration tools shall set the Communication Macro-Cycle long enough to carry out the
safety data package either in Cyclic and Acyclic Package Deliver Phase.

Calcu[ation of the residual error rate is performed assuming:

a given binary symmetric channel with a bit-error rate of ¢,

a gommunication system transmitting each message twice,

and a CRC C(1) performed separately on each of the two messages.
The r¢ceiving device should then perform a cross-check between both-messages. The total

message is accepted only if there is no checksum fault and the two partial messaggs are
identig¢al bit by bit. The length of a single message shall be n bits.

A new check sum procedure (a linear code) C(2) has.¥be defined using thg rule
“2 x CRC + crosscheck”.

If Py s,C“)) and Pue(s,C(Z)) are the probabilities_ of undetected errors for C(1) and| C(2),
respegtively,

then P, (e,C?) <P (c?,c)

This means that, at a bit-error rate of.€,"the double transmission procedure C(2) is perfgrming
at leagt as well as the single CRC C(t) at a bit-error rate of €.

The following worst case( formula is used when -calculating constraints for system
charagteristics:

n
n / n-I
Piele)< xg' x(1-¢
= 7)o <10
I=d
where
Pl is the probability of residual fault

€ is«tHe bit error probability

d is the Hamming distance
n is the total message length

To calculate the residual error rate per hour resulting from P, the following formula shall be
used:

A =3600x P,,xvx(m-1)x 100 [transmission errors/hour]
where

v is the number of safety relevant messages per second

P, is defined above

(m-1) is the worst case number of transmissions with m participants

The factor 100 indicates that the transmissions only contributes 1% to the error rate
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The constraints for system characteristics for different message rates and number of
participants are shown in Table 34.

Table 34 — Constraints for system characteristics at £ = 10-2

9.6

There

9.7

A saf|
manuf

The s
time f

10 A

It sha
appro
IEC 6
organ
obtain

compegtent organization.

n d v m A SIL
184 8 10 11 9,897 505 x 10712 3
184 8 100 11 9,897 505 x 10~ 11 3
184 8 100 32 3,068 226 x 10710 3
184 8 10 500 4,938 855 x 10710 3
NOTE

n: total message length

d: harming distance

€: bit error probability

v: number of safety relevant messages per second

m: the worst case number of transmissions with m participants
A: residual error rate per hour

Maintenance

are no specific maintenance requirements for the FSCP. 14/1.

Safety manual

acturer.

br the safety-related system that includes the safety device.

ssessment

| be the manufacturer’s responsibility to develop the implementers of FSCP 14/1
briate development,_process according to the safety standards (see IEC 6150
511) and an assessment for functional safety by an independent com
zation shall be.‘achieved. It is highly recommended that implementers of FSC
proof that ,a‘suitable conformance test has been performed by an indepe

ety manual appropriate for the device should been supplied by the safety device

afety manual shall include the methods ‘necessary for calculating the safety response

to the
B and
betent
P 14/1
hdent,
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Annex A

(informative)
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Additional information for functional safety communication profiles

of CPF 14
A.1 Hash function calculation
// the crc polynomial choosen is [0xBAODC66B], it is in detail:
//G(x) = x32+x30+x29+x28+x26+x20+x19+x17+ x16+x15+x11+x10+ x7+ X6+ x4+x2+x+1
Uint3p CRC32Table[256] = {

0x000p0000, 0x9695C4CA, 0xFB4839C9, 0x6DDDFDO3,
0x4D2E3ECC, 0x41E7879E, 0xD7724354, OxBAAFBES57,
0x9A5¢7D98, 0x0CCI9B952, 0x83CFOF3C, 0x155ACBF6,
0x35Ap0839, 0x5874F53A, OxCEE131F0, 0xC22888A2,
0xE2DB4B6D, 0x744E8FA7, 0x199372A4, 0x8F06B66E,
0xBC2pP5326, OxF10E6DEA, 0x679BA920, 0x0A465423,
0x6B5p1072, OxFDC7D4B8, O0xBOE9EA74, 0x267C2EBE,
0xC4AJ65D3, 0xA97A98D0, Ox3FEF5C1A, 0x72Cl62D6,
0x13Dp2687, 0x8540E24D, O0xE89D1F4E, 0x7E08DB84,
Ox5EFB184B, 0x7598EC17, 0xE30D28DD, Ox8EDODS5SDE,
0xAE2B1611, 0x38B6D2DB, 0x347F6B89, O0xA2EAAF43,
0x821p6C8C, OxXEFC4918F, 0x79515545, O0xF657E32B,
OxD6AR20E4, 0x4031E42E, 0x2DEC192D, 0xBB79DDE7,
0xDA6P99B6, 0x9743A77A, 0x01D663B0, 0x6COBSEB3,
0x5F2pP7BFB, 0xCO9B8BF31, 0x849681FD, 0x12034537,
0x731)J0166, Ox1ECAFC65, 0x885F38AF, 0xC5710663,
0x27AN4DOE, O0xB13F89C4, 0xDCE274C7, 0x4A77BO0NY
O0x6A8§73C2, 0x664DCA90, OxFOD8S8OE5A, 0x9DOS5F3%9,
0xBDFp3096, 0x2B63F45C, OxEB31D82E, 0x7DA41CEA4,
0x5D5)DF2B, 0x308A2228, O0xA6lFE6E2, O0xAAD65FBO,
0x8A2pSCT7F, 0x1CBO58B5, 0x716DA5B6, OxEYF8617C,
0x052B2A11, 0x480D14DD, 0xDE98D017,8%B3452D14,
0xD25]16945, 0x44C4AD8F, 0x09EAS343,~0x9F7F5789,
0xAC5pB2C1, 0xC1l844FC2, 0x57118B08, 0x1A3FB5C4,
O0x7B2BF195, OxEDBE355F, 0x8063¢85C, 0x16F60C96,
0x360pCF59, 0xB9037937, 0x2K96BDFD, 0x424B40FE,
0x62Bp8331, 0xF42D47FB, OxESE4FEA9, O0x6E713A63,
0x4E8PFIOAC, 0x235F04AF,, 0xB5CAC065, 0x9EA93439,
OxBESAFTF6, 0x28CEF333Cy\0x4512CE3F, 0xD3870AF5,
0xB29B4EA4, OxFFBD7068), 0x6928B4A2, 0x04F549A1,
0xE62E02CC, 0x70BBC6O6, 0x3DI95SF8CA, 0xAB0O03COO,
O0xCA1$#7851, 0xA7C98552, 0x315C4198, 0x7C727F54,
Ox4F5#9A1C, 0xDOC15ED6, 0xB41CA3D5, 0x2289671F,
0x027RhA4D0, 0x0DEB31D82, 0x9826D948, OxF5FB244B,
O0xD50BE7847%~0x439D234E, 0xCC9B9520, Ox5A0ES1EA,
0x7AFP9225,) 0x17206F26, O0x81B5ABEC, 0x8D7C12BE,

Uint32 CRC32Check (Uint8 *pData, Uint32 Datalength)

{

0x20F3C3CF,
0x2C3A7A9D,
0x788736F5,
0x54BD4C68,
OxD1FDAE25,
0x9CD390E9,
0x4BA1D3BD,
0xE454A61C,
0x3326E548,
0x18451114,
0xCF375240,
0x60C227E1,
0xB/7B064B5,
O0xFAOE5SAT9,
0xJFDEB834,
0x53E4C2A9,
0x07598EC1,
0x0B903793,
0x1079E1E7,
0x3C439B7A,
0x68FED712,
0x25D0OE9DE,
OxF2A2AA8A,
0x8CAAT710E,
0x5BD83254,
0xD4DE8434,
0x03ACC760,
0x083CFOF3,
0xDF4EB3A7,
0x92608D6B,
0xCe6DDC103,
OxEAE7BBYE,
0x6FA759D3,
0x636EE081,
0x37D3ACE9,
0x1BE9D674,
0xAD8FBR¥/1, Ox3B1A15BB, 0x56C7E8B8, 0xC0522C72 };

0xB6660705, OxDEBEJAOG,
0x61144451, OXE781409B,
0xEE12F23F,N0XA33C(CF3,
0x3960B16By. 0xAFF5]5A1,
0x47686AEF, 0x2AB597EC,
0x901A20BB, 0x068FED71,
0xDB341777, 0x5232A1109,
0x89895B1F, 0xl1F1CYFD5,
0xA5B32182, O0xC8GEJCS1,
0x556B2FD8, 0xC3FEEB12,
0x59A2968A, 0x148CA846,
0xOD1FDAE2, 0x9BSAlE2S,
0x2125A07F, 0x4CF83D7C,
0xA4654232, 0x32F046FS,
0xE94B7CFE, 0xE582¢5AC,
0x3E393FAA, OxASACHB6O,
0x91CC4A0B, O0xFCL11§708,
0x46BE095F, 0xD02BJD95,
0x86EC252D, 0xCBC2]BEIL,
0x519E6679, 0xC70BA2B3,
0xFE6B13D8, 0x93B6HEDB,
0x2919508C, O0xBF8CY446,
0x64376E40, O0x3ACCT60B,
0xE1778C0D, 0x77E248C7,
0xCD4DF690, 0xA090(B93,
0x99F0BAFS8, O0x0F651E32,
0x953903AA, 0xD8173D66,
0x65E10DF0, O0xF374¢93A,
0x49DB776D, 0x24064AGE,
0x1D663B05, O0x8BF3JFCF,
0x504805C9, 0x5C81HCOB,
0x873A469D, O0x11AF§257,
0xF9329D19, O0x94EFG01A,
0x2E40DE4D, 0xB8D5]A87,
0xA1466823, O0xEC6836EF,
0x76342B77, OxEOALRFBD,

Uint32 CRCCode32;
Uint32 CRCTableValue;
Uint32 CharCounter;
Uint32 TempCharIn;
Uint32 TempCharOut;

CharCounter = 0;
CRCCode32 = 0x00000000;
while (Datalength --)

{
TempCharOut = (CRCCode32 >> 24) & OxFF;

CRCTableValue = CRC32Table[TempCharOut];

TempCharIn = pData[CharCounter];
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CRCCode32 = (CRCCode32 << 8) | TempCharIn;
CRCCode32 = CRCCode32 ~ CRCTableValue;
CharCounter ++;

}
return CRCCode32;

A.2

Void
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Annex B
(informative)

Information for assessment of the functional safety communication
profiles of CPF 14

Information about test laboratories which test and validate the conformance of FSCP 14/1
products with IEC 61784-3-14 can be obtained from the National Committees of the IEC or
from the following organization:

Zhejigmgomiversity

Institute of Cyber-Systems and Control
Zhedg Road 38

Hangzhou 310027

Zhejigng

P.R.CHINA

Phong: +86-571-81992701
Fax: 486-571-87951206
E-mai|:EPA@supcon.com
URL: http://www.epa.org.cn
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