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International Standard IEC 61511-3: has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

Additional H&RA example(s) and quantitative analysis consideration annexes are provided.

The textofthis documentis based on-the 'Fnllr\\A/ing documents:

FDIS Report on voting
65A/779/FDIS 65A786/RVD

Full information on the voting for the approval of this standard can be found"in the repdrt on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A lisf of all parts in the IEC 61511 series, published under the@eneral title Functional safety —
Safefy instrumented systems for the process industry’ sector, can be found on the
IEC \ebsite.

The committee has decided that the contents of this publication will remain unchanged| until
the gtability date indicated on the IEC websiteyunder "http://webstore.iec.ch” in the|data
relat¢d to the specific publication. At this datethe publication will be

* regconfirmed,

. ithdrawn,

placed by a revised edition, or,
* amended.

—

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that | it contains colours which are considered to be useful for the correct
unddrstanding of lits contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Safety instrumented systems (SIS) have been used for many years to perform safety
instrumented functions (SIF) in the process industries. If instrumentation is to be effectively
used for SIF, it is essential that this instrumentation achieves certain minimum standards and
performance levels.

The IEC 61511 series addresses the application of SIS for the process industries.—-also
requires A process hazard and risk assessment-to-be is carried out to enable the specification
for SIS to be derived. Other safety systems are only considered so that their contribution can
be tgken into account when considering the performance requirements for the SIS The SIS
inclufles all-eempoenents devices and subsystems necessary to carry out the SIF |from
senspr(s) to final element(s).

The |[EC 61511 series has two concepts which are fundamental to its application; SIS gafety
life-clycle and safety integrity levels (SIL).

The [EC 61511 series addresses SIS which are based on the use of Electrical (E)/Elecfronic
(E)/Arogrammable Electronic (PE) technology. Where other technologies are used for [logic
solvgrs, the basic principles of the IEC 61511 series should be applied. The IEC 61511 series
also |addresses the SIS sensors and final elements regardless™ of the technology used] The
IEC 1511 series is process industry specific within the framework of IEC 61508:2010{{see

Anngx-A-ofHEC-61511-1).

The |[EC 61511 series sets out an approach for SIS saféty life-cycle activities to achieve these
minimum standards. This approach has been adopted in order that a rational and consistent
technical policy is used.

st situations, safety is best achieved by 'an inherently safe process design. If necessary,
ay be combined with a protective system or systems to address any residual identified
risk. |Protective systems can rely on different technologies (chemical, mechanical, hydraulic,
pneumatic, electrical, electronic, and~programmable electronic). Any safety strategy should
cons|der each individual SIS in the:-context of the other protective systems. To facilitatg this

a hazard, and risk assessment is carried out to identify the overall safety
requirements;

an allocation of the safety requirements to the SIS is carried out;

— works within_a_framework which is applicable to all instrumented—metheds means of
chieving functional safety;

V)

— dptails the-use of certain activities, such as safety management, which may be appli¢able
q allmethods of achieving functional safety;

—

Thi o oty | ‘ . .

7 7 1 7

— addressesing all SIS safety life-cycle phases from initial concept, design, implementation,
operation and maintenance through to decommissioning;

— enablesing existing or new country specific process industry standards to be harmonized
with the IEC 61511 series.

The IEC 61511 series is intended to lead to a high level of consistency (for example, of
underlying principles, terminology, information) within the process industries. This should
have both safety and economic benefits.

In jurisdictions where the governing authorities (for example national, federal, state, province,
county, city) have established process safety design, process safety management, or other
requirements regulations, these take precedence over the requirements defined in—this
standard the IEC 61511-1.
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Fhis—standard The IEC 61511-3 deals with guidance in the area of determining the required
SIL in hazards and risk-analysis assessment-{(H-&-RA)}. The information herein is intended to
provide a broad overview of the wide range of global methods used to implement-H-&RA
hazards and risk assessment. The information provided is not of sufficient detail to implement
any of these approaches.

Before proceeding, the concept and determination of SIL provided in IEC 61511-1:2016
should be reviewed. The informative annexes in-this—standard the IEC 61511-3 address the
following:

Annex A provides-an-overview-ofthe concepisoftolerableriskand-ALARP information that

is common to each of the hazard and risk assessment methods shown herein

Anngx B provides an overview of a semi-quantitative method used to determing the
required SIL.

Anngx C  provides an overview of a safety matrix method to determine theyrequired SIL

Anngx D  provides an overview of a method using a semi-qualitative risk graph appnoach
to determine the required SIL.

Anngx E  provides an overview of a method using a qualitative risk graph approag¢h to
determine the required SIL.

Anngx F provides an overview of a method using\a layer of protection analysis (LDPA)
approach to select the required SIL.

Anngx G provides a layer of protection analysis using a risk matrix.

Anngx H provides an overview of @* qualitative approach for risk estimation & SIL
assignment.

Anngx | provides an overview:of the basic steps involved in designing and calibrat|ng a
risk graph.

Anngx J provides amcoverview of the impact of multiple safety systems on determining the
required-S|L

Anngx K prowides an overview of the concepts of tolerable risk and ALARP.

Figunte 1,shows the overall framework for IEC 61511-1, IEC 61511-2 and IEC 61511-3 and
indicate’s the role that the IEC 61511 series plays in the achievement of functional safety for
SIS.
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

1 $cope

This
- tH

Al

- th
- a
r

— th
d

In particular, this part of IEC 61511:

a) a

b) m
c) il

NOTE]
impler
chose|

Anne

simp
illust

illustrates techniques/measures available for determining the required SIL;

re¢duction.

part of IEC 61511 provides information on:

e underlying concepts of risk and the relationship of risk to safety integrity (see C
4);

e determination of tolerable risk (see Annex K);

strumented functions (SIF) to be determined (see Annexes B\through K);

e impact of multiple safety systems on calculations detefmining the ability to achiev
bsired risk reduction (see Annex J).

bplies when functional safety is achieved using one or more SIF for the protecti
ther personnel, the general public, or the environment;

ay be applied in non-safety applications.Such as asset protection;

ustrates typical hazard and risk assessment methods that may be carried out to d
e safety functional requirements and"'SIL of each SIF;

rovides a framework for establishing SIL but does not specify the SIL required for sp
bplications;

pbes not give examples” of determining the requirements for other methods of

Examples giveh yn the Annexes of this Standard are intended only as case specific examp
henting IEC 61811 requirements in a specific instance, and the user should satisfy themselves th
h methods apdi\techniques are appropriate to their situation.

xes Bithrough K illustrate quantitative and qualitative approaches and have

ate’ ,the general principles of a number of methods but do not provide a defi

ause

number of different methods that enable the safety integrity levels (SIL) for the slafety

e the

bn of

efine

beific

risk

es of
at the

been

ified7in~order to illustrate the underlying principles. These annexes have been included to

hitive

$

acco

NOTE
refere

T=)
e

1 Those intending to apply the methods indicated in these annexes-should can consult the source material

nced in each annex.

NOTE 2 The methods of SIL determination included in Part 3 may not be suitable for all applications. In particular,
specific techniques or additional factors that are not illustrated may be required for high demand or continuous

mode

of operation.

NOTE 3 The methods as illustrated herein may result in non-conservative results when they are used beyond
their underlying limits and when factors such as common cause, fault tolerance, holistic considerations of the
application, lack of experience with the method being used, independence of the protection layers, etc., are not
properly considered. See Annex J.

Figure 2 gives an overview of typical protection layers and risk reduction-metheds means.
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COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting

PLANT EMERGENCY RESPONSE
Evacuation procedures

MITIGATION
Mechanical mitigation systems

B e e
Safetv i | mitiaati
Safety instrumented systems
Operator supervision

PREVENTION
Mechanical protection system
Process alarms with operator corrective action

Safety instrumented control systems

Safety instrumented systems

CONTROL and MONITORING
Basic process control systems
Monitoring systems (process alarms)
Operator supervision

2 Normative references

The 1

\\K\ =)

IEC

procéss-plants (forexample, protectionlayermodel)

are i
unda

amemndnents) applies

hdispensable for its application. For dated references, only the edition cited applies
ed, references, the latest edition of the referenced document (including

Figure 2 — Typical protection layers and risk reduction-methods means-found-i

ollowing.documents, in whole or in part, are normatively referenced in this document and

. For
any

IEC 61511-1:2016 Functional safety — Safety instrumented systems for the process industry
sector — Part 1: framework, definitions, system, hardware and application programming
requirements
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3 Terms, definitions and abbreviations

For the purposes of this document the terms, definitions, and abbreviations given in
IEC 61511-1:2016 apply.

The annexes in this Part 3 are informative and not normative. Also, the application of any
particular method described in Part 3 annexes does not guarantee compliance with the
requirements of IEC 61511-1:2016.
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Annex A
(informative)

Risk and safety integrity — general guidance

A.1 General

Annex A provides information on the underlying concepts of risk and the relationship of risk to

safety—mtegrity—This—imformatiomiscommuontoeachof the=diversehazard—=andrisk==rglysis
assepsment-(H-&RA} methods shown herein.

A.2 [ Necessary risk reduction

The |necessary risk reduction (which may be stated either qualitatively)(see Note {I) or
quantitatively (see Note 2) is the reduction in risk that has to be,achieved to meet the
tolerable risk (for example, the process safety target level) for a~specific situation.| The
concept of necessary risk reduction is of fundamental importance.inh the development gf the
safety requirements specification (SRS) for the SIF (in particular, the safety integrity
requirements—part-of-the-safetyrequirements—specification). {he purpose of determining the
tolerable risk (for example, the process safety target level) fora specific hazardous even{is to
statel what is deemed reasonable with respect to both thé frequency of the hazardous ¢vent
and its specific consequences. Protection layers (see-Figure A.2) are designed to reducg the
frequency of the hazardous event and/or the conseqUences of the hazardous event.

Impoftant factors in assessing tolerable risk&include the perception and views of those
expoped to the hazardous event. In arriving at;what constitutes a tolerable risk for a spgcific
applipation, a number of inputs can be considered. These may include:

— glidelines from the appropriate regulatory authorities;

— d|scussions and agreements withythe different parties involved in the application;
— irndustry standards and guidglines;

— industry, expert and scientific advice;

— lggal and regulatory requirements, both general and those directly relevant to the spgcific
application.

NOTE|1 In determining the necessary risk reduction, the tolerable risk-reeds-te-be is established. Annexes [D and
E of |EC 61508-5,2040 outline qualitative methods and semi-quantitative methods, although in the exgmples
quotedl the necessary risk reduction is incorporated implicitly rather than stated explicitly.

NOTE|2 FoRexample, that a hazardous event, leading to a specific consequence, would typically be express$ed as
a maxjmum.frequency of occurrence per year.

A.3 Role of safety instrumented systems

A safety instrumented system (SIS) implements the SIF(s) required to achieve or to maintain
a safe state of the process and, as such, contributes towards the necessary risk reduction to
meet the tolerable risk. For example, the-safetyfunctionsrequirements-specification SRS may
state that when the temperature reaches a value of x, valve y opens to allow water to enter
the vessel.

The necessary risk reduction may be achieved by either one or a combination of SIS or other
protection layers.

A person could be an integral part of a safety function. For example, a person could receive
information on the state of the process, and perform a safety action based on this information.
If a person is part of a safety function, then all human factors should be considered.
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A SIF can operate in a demand mode of operation or a continuous mode of operation.

34 Safetwi :

Safety integrity is considered to be composed of the following two elements.

a)

b)

Hardware safety integrity — that part of safety integrity relating to random hardware
failures in a dangerous mode of failure. The achievement of the specified level of
hardware safety integrity can be estimated to a reasonable level of accuracy, and the
requirements can therefore be apportioned between subsystems using the established
rules for the combination of probabilities and considering common cause failures. It may

y et i fre i W afety

es in

ause
ffect
increasing the uncertainty in the failure probability calculations for,2 specific situation
flor example the probability of failure of a SIS). Therefore a judgement has to be made on
the selection of the best techniques to minimize this uncertainty. Note that taking
easures to reduce the probability of random hardware fajlures may not necessarily
gduce the probability of systematic failure. Techniques such as redundant channgls of
identical hardware, which are very effective at controlling. ftandom hardware failures, gre of
liftle use in reducing systematic failures.

The {otal risk reduction provided by the SIF together with any other protection layer has fo be

such|as to ensure that:

| — tHefailure accident frequency due to the failure of the safety functions is sufficiently lpw to

prevent the hazardous event frequency fram exceeding that required to meet the tolerable
risk; and/or

the safety functions modify the consequences of failure to the extent required to megt the
tglerable risk.

Figune A.1 illustrates the general concepts of risk reduction. The general model assumes |that:

there is a process and an associated basic process control system (BPCS);
there are associated hiuman factor issues;

the safety protection layers features comprise:

| mechanical\protection system;

o| safety.instrumented systems;

e| non=SIS instrumented systems;

o| .ariechanical mitigation system.

| NOTE 1 Figure A.1 is a generalized risk model to illustrate the general principles. The risk model for a specific
application needs to be developed taking into account the specific manner in which the necessary risk reduction is
actually being achieved by the SIS or other protection layers. The resulting risk model may therefore differ from
that shown in Figure A.1.

The various risks indicated in Figures A.1 and A.2 are as follows:

Process risk — The risk existing for the specified hazardous events for the process, the
basic process control system (BPCS) and associated human factor issues — no designated
safety protective features are considered in the determination of this risk;

| — Tolerable risk (for example, the process safety target level) — The risk which is accepted in

a given context based on the current values of society;

Residual risk — In the context of this standard, the residual risk is the risk of hazardous
events occurring after the addition of protection layers.
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The process risk is a function of the risk associated with the process itself but it takes into
account the risk reduction brought about by the process control system. To prevent
unreasonable claims for the safety integrity of the BPCS, the IEC 61511 series places
constraints on the claims that can be made.

The necessary risk reduction is the minimum level of risk reduction that has to be achieved to
meet the tolerable risk. It may be achieved by one or a combination of risk reduction
techniques. The necessary risk reduction to achieve the specified tolerable risk, from a
starting point of the process risk, is shown in Figure A.1.

Residual Toterabte Process
risk risk risk
Necessary risk reduction Ir?sckreasmg
: Actual risk reduction
-
. C s
Partial risk Partial risk Partialrisk
covered i| covered by SIS | [ covergd/by other
by non-SIS i | protection layers
protection
layers
P
Risk reduction achieved by.allyprotection layers ]
|
IEC

Figure A.1 — Risk'reduction: general concepts

NOTE| 2 In some applications, risk patameters (e.g., frequency and probability of failure on demand) canfpot be
combihed simply to achieve the risk\farget as depicted in Figure A.1 without considering the factors noted in
AnneX J. This may be due to oveflapping, common cause failure, and holistic dependencies between the vjrious
protedtion layers.

A.4 | Risk and safety integrity

It is important that'the distinction between risk and safety integrity is fully appreciated. R|sk is
a mejasure of the frequency and consequence of a specified hazardous event occurring.| This
can pe evaluated for different situations (process risk, tolerable risk, residual risk 4 see
Figune A\M). The tolerable risk involves consideration of societal and political factors. Safety
integrityss a measure of the likelihood that the SIF and other protection layers will achieve the
specified—safety functions risk reduction. Once the tolerable risk has been set, and the |
necessary reduction estimated, the safety integrity requirements for the SIS can be allocated.

NOTE The allocation-may can be iterative in order to optimise the design to meet the various requirements. The |
role that safety functions play in achieving the necessary risk reduction is illustrated in Figures A.1 and A.2.
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Consequence
of hazardous
event

Non-S_Is Other Tolerable
Process > prt?\{ent_lonl > SIS > protection risk
risk mitigation layers target
m protection layers

hazardous Necessary risk reduction

event 4 >

Process and the l

basic process
control system Safety integrity of non-SIS prevention/mitigation
protection layers, other protection layers, and SIS |\

matched to the necessary risk reduction

IEC | 3011/02

Consequence
of hazardous
event

Non-SIS h Other Tolerablg
—»| protection |—» SIS — prlotechon — risk
ayers
Frequency of layers y! target

hazardous _ _
event < Necessary risk reduction

Prpcess and the l

bakic process -

coptrol system Safety integrity of non-SIS protection layers,

other protection layers, and SIS matched to the
necessary risk reduction

v

IEC

Figure A{2- Risk and safety integrity concepts

A.5 [ Allocation of safety requirements

The [allocation ofy\safety requirements (both the safety functions and the safety integrity
requirements) to the SIS and other protection layers is shown in Figure A.4. The requirements

for o¢f the—Safety—requirements allocation—phase process are given in Clause 9 of
IEC 6151 1=x-.

The methods used to allocate the safety integrity requirements to the SIS, other technology
safety-related systems and external risk reduction facilities depend, primarily, upon whether
the necessary risk reduction is specified explicitly in a numerical manner or in a qualitative
manner. These approaches are termed semi-quantitative, semi-qualitative, and qualitative
methods respectively (see Annexes B through | inclusive).

A.6 Hazardous event, hazardous situation and harmful event

The terms “hazardous event” and “hazardous situation” are used often in the subsequent
annexes illustrated herein. Figure A.3 is intended to illustrate the difference between the
terms by showing the progression from hazardous event to hazardous situation through loss
of control to the occurrence of a harmful event.
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Figure A.3 uses harm to people but can equally apply to the outcome of harm to the
environment, or damage to property.

Person
in the Person
hazard unable to
zZone escape
Hazard consequences
Potential
source
of harm
Hazardous
o A!)nor!nal situation
situation .| Hazardous | [ * Person
event exposed Hatmful
to hazard
event
Person suffdrs
Lgss of control harm
or other Protection
triggering causes measure(s)
failed
IEC
Figure A.3 — Harmful event progression
Figuje A.3 shows how loss of control, or any other ipitiating cause result in an abng¢rmal
situafion and place a demand on protective measures, such as safety alarms, SIS, felief
valvgs etc. A hazardous event results when a demand occurs and the relevant protgctive
meagures are in a failed state, and do not functionh, as intended. A hazardous event in aphd of
itselfldoes not necessarily cause harm, but shoéldra person(s) be in the impact zone (or ¢ffect
area), thus exposed to the hazardous even®), this results in a hazardous situation. If the
perfr(#n is unable to escape the harmful consequences of exposure, this is characterized|as a
harmfful impact due to the personnel injury:
A.7 | Safety integrity levels
In the IEC 61511-1:2016, four)SlLs are specified, with SIL 4 being the highest level and BIL 1
being the lowest.
The-$afety-integritydevel target failure measures for the four SIL are specified in Tables 4 and
5 of IEC 61511-1Ty.. Two parameters are specified, one for SIS operating in a low demmand
mode of operation and one for SIS operating in a continuous/high demand mode of operation.
NOTE| For-a\SIS operating in a low demand mode of operation, the-safety—integrity target failure measpre of
intere$t is the average probability of failure to perform its designed function on demand. For a SIS operatinlg in a
contlnuous/h|gh demand mode of operatlon the—saﬁe%y—mtegpwy target failure measure of interest is the aJerage
frechm,y of = uallycluua faitore FerTHoTT, See 3283 omdTebte 5 ofHEC645+1=+2646-
A.8 Selection of the method for determining the required safety integrity level

There are a number of ways of establishing the required SIL for a specific application.
Annexes B to | present information on a number of methods that have been used. The method
selected for a specific application will depend on many factors, including:

the complexity of the application;

the guidelines from regulatory authorities;

the nature of the risk and the required risk reduction;

the experience and skills of the persons available to undertake the work;

the information available on the parameters relevant to the risk (see Figure A.4);
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the information available on SIS currently in use in the particular applications, such as
those described in industry standards and practices.

In some applications more than one method may be used. A qualitative method may be used
as a first pass to determine the required SIL of all SIFs. Those which are assigned a SIL 3 or
4 by this method should then be considered in greater detail using a quantitative method to
gain a more rigorous understanding of their required safety integrity.

It is important that whichever method(s) are selected for application, that the site risk criteria
should be used for the assessment.

Method of specifying Allocation of each safety
safety requirements function and its associated
safety integrity requirement
Appropriate national ‘Non-SIS prevention/ OthePprofection
or international i mitigation layers
standards i protection layers
SIF
a) necessary risk #1
reduction to all IIII} |_ 7 |
SIF
b) necessary risk SIF SIF
reduction to "“' #1 #2
specific SIF ¢ ¢
SIF SIF
c) safety integrity ||||’ # #2
levels L —
¥ ¥

For SIS design requirements
see IEC 61511-1

IEC 3012/02
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Method of specifying Allocation of each safety
safety requirements function and its associated
safety integrity requirement
Appropriate Rational | Non-SIS protection / Other protection
or internationa lavers |
standards y ayers
SIF
a) necessary risk #1
gz:({:l_uctlon to all IIII’ E |
b) necessary risk SIF SIF
reduction to ”“’ #1 #2
specific SIF i
SIF SIF
c) safety integrity ||||’ #1 #
levels — —
= 2
v v
SL

For 81S.design requirements
see IEC 61511-1

IEC]
NOTE| Safety integrity requirements are associated with each SIF before allocation (see IEC 61511-1f2016,
Clauseg 9).

Figure A.4 — Allocation of safety-requirements to the-safety-instrumented-systemis;
non-SIS-prevention/mitigation protection layers and other protection layers
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Annex B
(informative)

Semi-quantitative method — event tree analysis

2016

B.1 General Overview

Annex B outlines how the target safety integrity levels (SIL) can be determined if a semi-
quantitati , : - A L otivm and
quanitative techniques and is of particular value when the tolerable risk is to be specified in a
numerical manner (for example that a specified consequence should not occur with)a-greater
frequency than 1 in 100 years).

Anngx B is not intended to be a definitive account of the method but is intended to He an
overYiew to illustrate the general principles. It is based on a method described in more detail
in the following reference:

CONITINU S Baonrhmark vareica on Mainr aZzar Analveicl~Commiscsion of Furonean
CONHINL—S-—Benchmark—Exercise—on—MajorHazard—Analysis—Commission—of -European
CCPB/AIChE, Guidelines for Hazard Evaluation Proceduredy*Third Edition, Wiley-Interscig¢nce,

New

B.2

The

instrdimented functions (SIF) and establish their SIL. The basic steps required to compl

the fi

a) E

b) P
h

(¢

c)
d) A
NOTE

the ¢
reduc

York (2008).

Compliance with IEC 61511-1:2016

pverall objective of Annex B is to outline a procedure to identify the required safety

bllowing:

stablish the safety target (tolerable risk)-of for the process;

erform a hazard and risk-apalysis assessment to evaluate existing risk for each sp
hzardous event;

entify safety function, (5) needed for each specific hazardous event;
locate safety function (s) to protection layers;

Protection layers are assumed to be independent from each other. The allocation process can ensu
mmon cau§e..common mode, and systematic failures are sufficiently low compared to the overd
ion requirements.

e)
f)

aetermine if a SIF is required,;

etermine required SIL of the SIF.

y are

ecific

e that
Il risk

Step a) establishes the process safety target. Step b) focuses on the risk—analysis
assessment of the process, and Step c) derives from the risk—analysis assessment what
safety functions are required and what risk reduction they need to meet the process safety
target. After allocating these safety functions to protection layers in Step d); it will become

clear

whether a SIF is required (Step e)) and what SIL it will need to meet (Step f)).

Annex B proposes the use of a semi-quantitative risk assessment technique to meet the
objectives of the IEC 61511-1:2016, Clause 8. A technique is illustrated through a simple
example.
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B.3 Example

B.3.1 General

Consider a process comprised of a pressurized vessel with a pumped in feed and two
(liquid and gas) containing a mixture of gas and volatile flammable liquid with assoc

exits
iated

instrumentation (see Figure B.1). Control of the process is handled through a basic process

control system (BPCS) that monitors the signal from the-level flow transmitter and control

s the

operation of the valve. The engineered systems available are: a) an independent pressure

transmitter to initiate a high pressure alarm and alert the operator to take appropriate a

ction

to stop |nflow of materlal and b) in case the operator fails to respond a non- mstrumented

vessel pressure Releases from the—194tefeeethleﬂ—hs\uytaE pressure rellef valve are plped to"aK
out tank that relieves the gases to a flare system. It is assumed in this example that.the
systgm is under proper permit and designed, installed and operating propefly;’ ther
potential failures of the flare system are not considered in this example.

NOTE| Engineered systems refer to all systems available to respond to a process demand including
automjatic instrumented protectiondayers systems and associated operator{s} action(s),

Protection

high
nock
flare
efore

other

Flare
Layer (PL)
IEC 3014/02
Pl Protectiond aver for additional mitiaation—(that is dikes nressure relief restricted areas holdina-tank
PL Protection-Layer for additional es, pressure relief, restricted areas, holding tar
PAH } Pressure Alarm High
LTl evel Transmitier
LCV—}-Level Control-Valve
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FCV
PAH

PRV

B.3.3 Process safety target-level

A fupdamental requirement for the successfidly management of industrial risk is the co
and
defined using national and InternationalStandards and regulations, corporate policies
input| from concerned parties such (as the community, local jurisdiction and insuf
companies supported by good engineering practices. The process safety target—ley
specific to a process, a corporation-or industry. Therefore, it should not be generalized u
existing regulations and standards provide support for such generalisations. For
illustrative example, assumé that the process safety target is set as an average release
of legs than 104 per year based on the expected consequence of a release to environme

B.3.3 Hazard analysis

A harard analysis:to identify hazards, potential process deviations and their causes, ava
engineered systems, initiating events, and potential hazardous events (accidents) that
occuf should”be performed for the process. This can be accomplished using se
qualitativie techniques:

- 24 — IEC 61511-3:2016 RLV © |IEC 2016

To flare

PRV

Gas

Liquid

IEC

Flow controller

Flow control valve
Pressure alarm high
Block valve
Pressure relief valve

Figure B.1 — Pressurized vessel with eXisting safety systems

Clear definition of a desired process safety target-level (or tolerable risk). This m3

hcise
y be
and
ance
el is
hless
the
rate
nt.

lable
may
veral

safety teviews;

checklists;

what if analysis;

HAZOP studies;

failure mode and effects analysis;

cause-consequence analysis.

One such technique that is widely applied is a Hazard and Operability (HAZOP study)
analysis. The hazard and operability analysis (or study) identifies and evaluates hazards in a
process plant, and non-hazardous operability problems that compromise its ability to achieve
design productivity.
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As a second step, a HAZOP study is performed for the illustrative example shown in
Figure B.1. The objective of this HAZOP study analysis is to evaluate hazardous events that
have the potential to release the material to the environment. An abridged list is shown in
Table B.1 to illustrate the HAZOP results.

The results of the HAZOP study identified that an overpressure condition could result in a
release of the flammable material to the environment.-Fhis-is-an-initiating-event High pressure
is a process deviation that could propagate into a hazardous event that causes various
scenarios depending on the response of the available engineered systems. If a complete
HAZOP was conducted for the process, other initiating events that could lead to a release to
the environment may include leaks from process equipment, full bore rupture of piping, and
exterpalevenis suchas—a fire—For thisilustrative example—the overpressure—condition is

examined.

Table B.1 — HAZOP study results

Item Deviations Causes Consequences Safeguards Action
Hiahl | Fail £ BPCS Hiat -
Vesgsel High flow Flow control loop | High flow leads to
fails high pressure (see
Note below)
High pressure P-High-level Vessel damage and H-Alarms Evaluate design
release to environment, 6perator; conditions for
1) Flow control protectiontayer |pressure religf
loop fails 1) High valve release|to
. | .
2) External fire pressure alarm environment
2) Deluge
system
3) Pressure
relief valve
Low/no flow Failure-of BRCS. ~J'No consequence of
interest
Flow control 400p
fails
Reverse flow No consequence of

interest

NOTE| For this example, assume the vessel can experience high pressure due to the inability of the downgtream
equipfnent to handle full gas flow from the vessel when the feed flow is too high.

B.3.4 Semi-quantitative risk analysis technique

An eptimate Of)the process risk is accomplished through a semi-quantitative risk analysig that
identjfies _.and quantifies the risks associated with potential process accidents or hazardous
events,,The results can be used to identify necessary safety functions and their assodiated
SIL in“erder to reduce the process risk to an acceptable level. The assessment of process risk
using semi-quantitative techniques can be distinguished in the following major steps. The first
four steps can be performed during the HAZOP study.

a) ldentify process hazards;

b) Identify initiating events;

c) Develop hazardous event scenarios for every initiating event;
d) ldentify-safety protection layer composition;

functlons are allocated to protection layers to safeguard a process and |nc|udes SIS and other risk reduction
means (see Figure B.2).

NOTE 2 This step-2 applies to the above example since-this-is it involves an existing process-as-given-in-the
example with existing protection layers.
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f)

g)
h)
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Ascertain the frequency of occurrence of the initiating events and the reliability of existing
safety-systems functions using historical data or modelling techniques (for example, event
tree analysis, failure modes and effects analysis, or fault tree analysis;-Markev-Meodelling).

Quantify the frequency of occurrence of significant hazardous events;
Evaluate the consequences of all significant hazardous events;

Integrate the results (consequences and frequency of an accident) into risk assessment
associated with each hazardous event.

The significant outcomes of interest are:

arbetter—and—more—detatted—understanding—ofhazards—and—risks—assoctated—with the
pfocess;
kphowledge of the process risk;

—

He contribution of existing safety-systems function to the overall risk reduction;

the identification of each safety function needed to reduce process risk' to"an acceptable
Igvel;

alcomparison of estimated process risk with the target risk.

The gemi-quantitative technique is resource intensive but does provide benefits that arg not
inherent in the qualitative approaches. The technique relies heavily on the expertise of a feam

to i

dentify hazards, provides an explicit method to handle «existing safety systems of pther

technijologies, uses a framework to document all activities that have led to the stated out¢ome

and provides a system for life-cycle management.

For

he illustrative example, one—iritiating hazardous event — over-pressurization —| was

identjfied through the HAZOP study to have’\the potential to release material tq the
envirpnment. It should be noted that the approach used in B.3.4 is a combination|of a
quantitative assessment of the frequency of the hazardous event to occur and a qualifative
evalyation of the consequences. This approach is used to illustrate the systematic procedure

that should be followed to identify hazardous events and SIF.

B.3

R Risk analysis of existing-process

The phext step is to identifyfactors that may contribute to the development of the initiating
event. In Figure B.2, a simple“fault tree is shown that identifies some events that contribyte to

the

development of an.overpressure condition in the vessel. The top event, vessel pver-

pressurization, is caused due to the failure of the-basicprocess—conirolsystem-{ BPCS) [e.qg.,

flow gontrol loop), or_an external fire (see Table B.1).

The fault tree~is. shown to highlight the impact of the failure of the BPCS on the process} and

the
not
for

ffequensy-of external fire is considered to be negligible in comparison. The BPCS |does
derform*any safety functions. Its failure, however, contributes to the increase in demand
thel8JS to operate. Therefore, a reliable BPCS would create a smaller demand on th?SIS

to operate:

The fault tree can be quantified, and for this example the frequency of the overpressure

con

dition is assumed to be in the order of 10-1-in-one per year. Note that each cause shown

in Figure B.2 is assumed to be independent (i.e., no overlapping) of other causes, with failure
rate expressed as events per year.
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Over-pressurization
0,1/year

]

| |
External BPCS

events (fire) function fails

/N

NOTE

Oncs
failun
tree
field

For
reprg
reled
The
aceig

BPCS logic | /'Sensor Valve
solver fails fails stuck Q Or
O Basic event
/ \ ATransfer gate

1EC.

Figure B.2 — Fault tree for overpressure of the vessel

1 Figure B.2 illustrates the fault tree without consideration of protective measures.

the frequency of occurrence of the initiating event has been established, the succe|
e of the safety systems to respond to the abnormal ‘condition is modelled using ¢
hnalysis. The reliability data for the performance of.the’safety systems can be taken
data, published databases or predicted using reliability modelling techniques.

his example, the reliability data were assumed and should not be considere
senting published-and/ or predicted system-performance. Figure B.3 shows the pots

results of the—aceident event modelling are: a) the frequency of occurrence of

lent event sequence; and b) thequalitative consequences—in—terms—ofreleag
hable-material of the event outcome.

igure B.3, five-hazardousevents outcome scenarios are |dent|f|ed each W|th a frequ

SS or
bvent
from

d as
pntial

se outcome scenarios that could-be-develeped occur given an overpressure condijtion.

each

currence and a qual|tat| e
ad

release—is-t

TCTICaOoC; 1o

x 10[2

desig

resppnseto.achieve the risk reduction.

ario 1 involves.operator response to the high pressure alarm, occurs at a frequency

n condition of the process and the operator is trained and tested on the approf

per year-and results in reduced production with no release. This is an accepable

riate

Furt

4 + (o} ol 4 1 1 £ 4 -l it 4l £1
CTTTTUTT, T UUTCUTITC SUTTTIATTUS Z2 aiTu = NTvUuTve 1TTICTasST UT TiITatctiar (U 01T 1TdlT, UCLUUTS

at a

combined frequency of 1,9 x 1072 per year (9 x 103 +1 x 10-2) and are also considered as a
design-condition of the process. The remaining outcome scenarios 3 and 5 have a combined
frequency of occurrence of 1,9 x 104 per year (9 x 10 +1 x 10*4) and result in vessel
damage and release material to the environment (see Note 2).

It should be noted that this analysis does not take into account the possibility of common
cause failure of the high pressure alarm and the failure of the BPCS-level flow sensor. Such
common cause failure could lead to a significant increase in the—prebabilityof failure—on
demane—ef—the—ala%m—system frequency of occurrence for outcome 3 and hence the overall
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High pressure | Operator | Protection
alarm response layer
Success 09 1. No release to the flare, 8 x 10™*/year
Overpressure (0,9 09 2. Release from protection layer to the flare, 8 x 10 %/year
10”"
10_1/y =U 10_1 3 RU:UGOU tu UIIV;IUIIIIIUII:, C A 10—4llyca|
Failure |
09 4. Release from protection layer to the flare, 9 x 10T /year
107 ’
‘ 0 5. Release to environment, 1 x 10'3/year

IEC 3016/02
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To flare
Gas
———————-
I
A &
PAH
& I .
AIM
5] ON/OFF FC
|
n Liquid
[ - g
High pressure Operator Pressure
alarm response relief valve
IPL 1 IPL 2
Success
£ 1. No release to the flare, 8 x 10-2/year
s 0.9 Success
uccess 2. Release from PRV to the flare, 9 x 10-3/yelar
0,9 Failure 0,99
0,1 Failure
Flow control 3. Release to the environment, 9 x 10-5/year
Iqop fails 0,04
10-1/year
Success
4. Release from PRYV to the flare, 1 x 10-2/yefr
Failure 0,99
0.1 Failure _
001 5. Release to the environment, 1 x 10-4/year
NOTE Results rounded to the first significant digit
IEC
Figure B.3 —Hazardous events with existing safety systems
NOTE| 2 \» some applications the frequency and probability of failure on demand cannot be multiplied as shpwn in
Figure-B3—Fhis—may-be-ddue-te-everappirg—ecemmon—causefaHure—and-helistic-dependenciesbetweenthe—various

protection layers. See Annex J.

NOTE 3 Each event in Figure B.3 is assumed to be independent. Furthermore, the data shown is approximate;
therefore; the sum of the frequencies of all accidents approaches the frequency of the initiating event (0,1 per

year).

B.3.6

Events that do not meet the process safety target-level

As was stated earlier, plant specific guidelines establish the process safety target-tevel as: no
release of material to the environment with a frequency of occurrence greater than 104 in one
year. The overall frequency of environmental releases is 9 x 10-5 (scenario 3) + 1,0 x 104
(scenario 5) = 1,9 x 104 per year, which is greater than the process safety target. Given the
frequency of occurrence of the hazardous events and consequence data in Figure B.3,
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additional risk reduction is necessary in order for-aeeidents outcome scenarios 3 and 5 to be
below the process safety targetlevel.

B.3.7 Risk reduction using other protection layers

Protection layers of other technologies should be considered prior to establishing the need for

a SIF |mplemented |n a SIS. JFe—#Lus#a%e%he—p#eeede%e—asseHﬂe%hai—an—addmenaJ—eemple%ely

aeerdem&mayueeew;gwemtheesam&eveppﬁessw&eeﬂdmof A deluge system is Ilsted as a

safeguard—mmTabte B —but—tdoes ot prevent—the vessedamage or tefease g the
envirpnment.

Givef that the intent of the analysis is to minimise th€ bisk due to a release of material tp the
envirpnment, it can be assumed that the deluge syStem is not an acceptable risk redyction
scheme for vessel damage or release to the enyirefment. The deluge system does reducg the
risk tp personnel and for event escalation, whichNs not being assessed in this example.

High pressure|,-©perator | Protection | Protection Frequency and

alarm response | layer 1 layer 2 consequences
0.9 1. No release to the flare
019 0,9 s
2. Release to the flare, 8 x [|0™"/year
0,9
107" —— 3. Release to the flare, 8 x |0 ™*/year
Ovérpressure 107"
e = 4_Failure of the | andlrelease
107" lyear 10 to the enviroment, 9 x 10~/jyear
0,9 5. Release to the flare, 9 x 0™/year
0,9 .
107" ———— 6. Release to the flare, 9 x 0™ /year
o~ FTaiture-of- the-vessetand release
- to the environment, 1 x 10™/year
10”

IEC 3017/02

B.3.8 Risk reduction using a safety instrumented function

The process safety target cannot be achieved usmg protectlon layers of other technologies-er

In order to reduce the overall frequency of releases to

the-frequencies-of-scenarios-4—and-7)-
the atmosphere, a new SIL 2 SIF-implemented-ina-SIS is required to meet the process safety
target-tevel. The new SIF is shown in Figure B.4.
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It is not necessary at this point to perform a detail design on the SIF. A general SIF design
concept is sufficient. The goal in this step is to determine if a new SIL 2 SIF will provide the
required risk reduction and allow the achievement of the process safety target-tevel. Detail
design of the SIF will occur after the process safety targetlevel has been-achieved defined for
the SIF. For this example, the new SIF-ean uses dual, safety dedicated, pressure sensors in a
1002 configuration (not shown in Figure B.4) sending signals to a logic solver. The output of
the logic solver controls-ene-additional the shutdown valve and the pump.

NOTE 1002 means that either one of the pressure sensors can-send-a-signatte initiate shutdown of the process.

The new SIL 2 SIF is used to minimize the frequency of a release from the pressurlzed vessel

total
been|

In Figure B.4, seven outcome scenarios are identified, each with a frequency of occurience
and p qualitative statement of consequence. The frequency of oufeome scenario 1 i the
samg as previously discussed. Operator response results in-reduced production [at a
frequency of 8 x 10-2 per year.

In this design case, successful operation of the SIS resultsiin' a shutdown of the procesg and
occufs at a frequency of 1,9 x 102 per year. The SIS reduces the process demand rate op the
presgure relief valve. The frequency of scenario outceme 3 involving release from the PRV to
the flare is reduced two orders of magnitude from{the previous case to 9 x 10°® per |ear.
Scenfario outcome 4, the hazardous event with, release of material to the environment has a
frequency of occurrence of 9 x 107 per year.

Scenjario outcome 5 results in no release due to shutdown of the process by the SIS and
occufs at a frequency of 1 x 102 peryéar. If the SIS fails to operate, the PRV providep the
next pafety function as shown in scenatrio outcome 6 and opens to the flare. The PRV opé¢ning
occufs at a frequency of 1 x 10/"\per year. The total frequency of releases to the flgre is
detelmined by scenarios 3 and ®, which occur at an overall frequency of 9 x 105 + 1 x 104 or
1,9 x{10-4. Releases from fhe" flare are an acceptable design condition for the progess.
Scenfario outcome 7 addresses the failure of all of the safety functions and occurs at 1 4 10-6
per yjear.

The [otal frequenty.of vessel failure with release to the environment (sum of frequencips of
scenprios 4 and) ) has been reduced to 1,9 x10-% per year, below the process safety target of
104 per year,

It should be noted that this event tree analysis does not take into account the possibiljty of
comman cause failure-af and holistic dependencies between the hinh pressure alarm anf the
SIL 2 SIF. There may also be potentlal for common cause fallure and hollst|c dependenmes
between-beoth = : the
safety functions and the fa|Iure of the BPCS flow sensor.

Such common cause failures may lead to a-highly significant increase in the probability of
failure on demand of the protectlve functlons and hence—te a substantlal increase in the
overall rlsk W



https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

d

—-32-

IEC 61511-3:2016 RLV © |IEC 2016

Frequency and

High pressure | Operator| Safety |Protection
alarm response| function layer consequences
3
' 0,9 2
protection 1. No release to the flare, 8 x 10™/year
layers 0,9 0,99
09 2. No release to the flare, 9 x 10%/year
107" ’ 3. Release to the flare, 8 x 10°/year
Overpressure 1072
] - 4. Failure of the vessel and release
10~ /vear 10 PR - + o an=b;
' Tyt O e environmerit, 9 X TU - /yedr
: 5. No release to the flare, 1\x 10 */year
0,9
10™ 6. Release to the flarg;)9'x"10[°/year
107
; 7. Failure of the.vessel and rglease
10”

to the enviraiment, 1 x 10°/year

1EC 3018/02
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To flare

Gas
— e
|
|

| } AilM
I
|
ON/OFF [
L] Liquid
> q
High pressure Operator SIL 2 Pressure
alarm response SIS relief valve
IPL 1 IPL 2 IPL 3
0,9
1. No release to the flare, 8 x 10-2/year
0,9 0,99
2. No release to the flare, 9 x 10-3/year
0,99
0,1 ——=—— 3. Release to the flare, 9 x 10-5/year
Overpressure 0,01
ST 4. Failure of the vessel and release
10-1/year 0,01 to the environment, 9 x 10-7/year
0,99
5. No release to the flare, 1 x 10-2/year
0,99
0,1 ——— 6. Release to the flare, 1 x 10-4/year
0,01
7. Failure of the vessel and release
0,01 to the environment, 1 x 10-6/year
NOTE Results rounded to the first significant digit
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Annex C
(informative)

The safety layer matrix method

C.1 Introduction Overview

rdous inventories and plant layout. Maintaining minimum inventories of haza
chenjicals; installing piping and heat exchange systems that physically prevenf the
inadyertent mixing of reactive chemicals; selecting heavy walled vessels that can*withgtand
the rhaximum possible process pressures; and selecting a heating medium-with maximum
tempgerature less than the decomposition temperatures of process chemicals are all prqcess
design decisions that reduce operational risks. Such focus on risk réduction by careful
seledtion of the process design and operating parameters is a key step in'the design of g safe
procgss. A further search for ways to eliminate hazards and to apply, inherently safe design
pracfices in the process development activity is recommended. Unfortunately, even aftef this
design philosophy has been applied to the fullest extent,-petentiat*hazards may still exisf and
additjonal protective measures should be applied.

In the¢ process industries, the application of multiple proteetion layers to safeguard a prqcess
is used, as illustrated in Figure C.1. In Figure C.1 below, each protection layer consigts of
equipment and/or administrative controls that function”in concert with other protection layers
to control ardfor mitigate process risk.

Emergency response

Physical protection

Relief devices

Alarms,
operators

Process

IEC
Figure C.1 — Protection layers

The concept of protection layers relies on three basic concepts:
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a) A protection layer consists of a grouping of equipment and/or administrative controls that
function in concert with other protection layers to control or mitigate process risk.

b) A

protection layer (PL) meets the following criteria:
Reduces the identified risk by at least a factor of 10;
Has the following important characteristics:

Specificity — a PL is designed to prevent or mitigate the consequences of
potentially hazardous event. Multiple causes may lead to the same hazardous e
and therefore multiple event scenarios may initiate action by a PL.

one
vent,

Independence — a PL is independent of other protection layers if it can be

with any other claimed PL.

Dependability — the PL can be counted on to do what it was designed to do by virt
addressing both random failures and systematic failures in its design.

Auditability — a PL is designed to facilitate regular validation 'of,“the protg
functions.

demonstrated that there is no potential 1or common cause or common mode failure

ue of

ctive

c) Al safety instrumented—function system (SIS) protection layer is 'a protection layer| that
neets the definition of a SIS in IEC 61511-1:2016 Clause 3.2;69(“SIS” was used when
safety layer matrix was developed).

Refefences:

— (Quidelines for Safe Automation of Chemical Processes, American Institute of Chepmical
Ejngineers, CCPS, 345 East 47th Street, New York;"NY 10017, 1993, ISBN 0-8169-0594-1

— Lpyer of Protection Analysis-Simplified — ProgeSs risk assessment, American Instityte of
Chemical Engineers, CCPS, 3 Park avenue,"New York, NY 10016-5991, 2001, ISHEN O-
8/169-0811-7

— (CPS/AIChE, Guidelines for Safe and *Reliable Instrumented Protective Systems, Wiley-

Interscience, New York (2007)
I$A-S91.01-1995 . [dentification-of-Emergency-Shutdown-Systems—and-Controls-That-are
Qritical-to-Maintaining—-Safety—in-ProcessIndustries The - lnstrumentation,—Systems{-and
Alutomation—Society 67 -Alexander Drive, PO-Box— 12277, Research-Triangle-Parlk—NC
2709, USA

— I$A 84.91.01: Identification and Mechanical Integrity of Safety Controls, Alarms,| and
Interlocks in the PRyQeess Industries, The Instrumentation, Society of Automation, 67
Alexander Drive, RO Box 12277, Research Triangle Park, NC 27709, USA

— Safety Shutdown~Systems: Design, Analysis and Justification, Gruhn and Cheddie, 1998,
The Instrumentation, Systems, and Automation Society, 67 Alexander Drive, PO| Box
1R277, Research Triangle Park, NC 27709, USA, ISBN 1-55617-665-1

— FM Giobal Property Loss Prevention Data Sheet 7-45, “Instrumentation and Contfol in
Siafety-Applications”, 1998, FM Global, Johnston, RI, USA

C.2

Process safety target

A fundamental requirement for the successful management of industrial risk is the concise
and clear definition of a desired process safety target (or tolerable risk) that may be defined
using national and international standards and regulations, corporate policies and input from
concerned parties such as the community, local jurisdiction and insurance companies
supported by good engineering practices. The process safety target-level is specific to a
process, a corporation or industry. Therefore, it should not be generalized unless existing

regul

ations and standards provide support for such generalizations.
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C.3 Hazard analysis

A hazard analysis to identify hazards, potential process deviations and their causes, avai

2016

lable

engineered systems, initiating events, and potential hazardous events that may occur should

be performed for the process. This can be accomplished using several qualitative techniq

— safety reviews;
— checklists;

— what if analysis;
— HAZOP studies;

ues:

|
—h

gilure mode and effects analysis;
— cause-consequence analysis.

One [such technique that is widely applied is a Hazard and Operability (HAZOP s
analysis. The Hazard and Operability analysis (or HAZOP study) identifiesand eval
hazafds in a process plant, and non-hazardous operability problems that compromis
ability to achieve design productivity.

tudy)
lates
e its

using an appropriate set of “guide” words. Guidewordsyare applied at specific points or
nodeps in the process and are combined with specifi¢ process parameters to identify pots

devigtions, and the required procedural vand engineered systems. If the causes

Bsign
study
pntial
bd to
The
such
and

consgquences are significant and the safeguards are inadequate, the team may recommend

an additional safety measures or-a follow-up actions for management consideration.

Frequently, process experience~and the HAZOP study results for a particular process ca
generalized so as to be applicable for similar processes that exist in a company. If
generalization is possible, then the deployment of the safety layer matrix method is feg
with |imited resources.

C.4 | Risk analysis technique

n be
such
sible

After| the HAZOP study has been performed, the risk associated with a process ca
evalyated-using qualitative or quantitative techniques. These techniques rely on the exp
of plant, personnel and other hazard and risk—analysis assessment specialists to id

n be
rtise
ntify

A qualitative approach can be used to assess process risk. Such an approach allows a

traceable path of how the hazardous event develops, and the estimation of the likeli
(approximate range of occurrence) and the severity.

Typical guidance on how to estimate the likelihood of hazardous events to occur, wi
considering the impact of existing PLs, is provided in Table C.1. The data is generic and

hood

thout
may

be used where plant or process specific data are not available. However, company specific
data, when available, should be employed to establish the likelihood of occurrence of

hazardous events.

Similarly, Table C.2 shows one way of converting the severity of the impact of a hazardous

event into severity ratings for a relative assessment. Again, these ratings are provide

d for
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guidance. The severity of the impact of hazardous events and the rating are developed based
on plant specific expertise and experience.

Table C.1 — Frequency of hazardous event likelihood (without considering PLs)

Likelihood

Type of events
Qualitative ranking

Events such as multiple failures of diverse instruments or valves, multiple human errors in a

; . Low
stress free environment, or spontaneous failures of process vessels.

Events such as dual instrument, valve failures, or major releases in loading/unloading
areasr

Medium

Evenis such as process leaks, single instrument, valve failures or human errors that result High
in smill releases of hazardous materials.

NOTH The system-should can be in accordance with the IEC 61511-1:2016 when a claim that\a-control function
fails less frequently than 10 "per year is made.

Table C.2 — Criteria for rating the severity of impact of hazardous events

Seyerity rating Impact
. Large scale damage of equipment. Shutdown of a proCess for a long time. Catastrophid

Exter]sive ;
consequence to personnel and the environment.

Seriokis Damage to equipment. Short shutdown of the proeess. Serious injury to personnel and the
environment.

Mino Minor damage to equipment. No shutdowh, of'the process. Temporary injury to personngl and
damage to the environment.

C.5 | Safety layer matrix

A risk matrix can be used for the evaluation of risk by combining the likelihood and the impact
sevefity rating of hazardous eventsl_A similar approach can be used to develop a matrix that
identifies the potential risk reduction that can be associated with the use of a SIS protdction
layerl Such a risk matrix is showh in Figure C.2. In Figure C.2, the process safety targetfleve! |
has peen embedded in the_matrix. In other words, the matrix is based on the opernating
expefience and risk criteria of the specific company, the design, operating and protgction
philopophy of the company, and the level of safety that the company has established as its
procgss safety target-tevel.
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a) O
A

b) O
€8

c) S

e—FH

NOTE
(i.e., 1

NOTE]
PLs in

NOTE
guida

Number Required SIL-level
of
existing
PLs
c)
3 1 1
c)| ¢ c) b)
2 1 1 2 1 2 |3
c) b) b) b) a)
1 1 2 1 2 |3 3 3 3
Hazardous LI M H LM H L M H
event o | e Sll ol e ; o e ;
likelihood
ikelihoo wl| d b w | d h w d h
Minor Serious Extensive
Hazardous-event severity rating

IEC

he-level SIL 3 safety instrumented functiof’(SIF) does not provide sufficient risk reduction at this risk
Hditional modifications are required in order to reduce risk-{see-d}.

he-level SIL 3 SIF may not providecsufficient risk reduction at this risk level. Additional review is re

ee—ch).
S-independent protection layenis probably not needed.

. . . . for SIL 4.

1 Total number of\PlUs — includes all the PLs protecting the process including the-S+S SIF being cla
umber of PLs after the analysis is completed, including the new SIF (if required)).

2 HazardoUs event likelihood — refers to the likelihood that the hazardous event occurs without any
service. 8eesTable C.1 for guidance.

3 Hazardous event severities — the impact associated with the hazardous event. See Table (
ce’.

level.

huired

bsified

of the

.2 for

NOTE

C.6

a) E

4  This approach is not considered suitable for SIL 4.

Figure C.2 — Example of safety layer matrix

General procedure

stablish the process safety target-tevel.

b) Perform a hazard identification (for example, HAZOP studies) to identify all hazardous
events of interest.

c) Establish the hazardous event scenarios and estimate the hazardous event likelihood
using company specific guidelines and data.

d) Establish the severity rating of the hazardous events using company specific guidelines.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © |IEC 2016 -39 -

e) ldentify existing PLs (Figure C.2). The estimated likelihood of hazardous events should be |
reduced by a factor of 10 for every PL.

f) Identify the need for an additional SIS protection layer by comparing the remaining risk
with the process safety target-level.

g) ldentify the SIL from Figure C.2.
h) The user should adhere to Clause C.1 b).
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Annex D
(informative)

Determination of the reauired safetv intearity lovel

A semi-qualitative method: calibrated risk graph

2016

‘D.1 Introduction Overview

Anne
Clau

of th¢ process industry.

It deg
the s
of a

basid

The
haza

scribes the calibrated risk graph method for determining the safety integrity levels (S
afety instrumented functions (SIF). This is a semi-qualitative method that enables th

x D is based on the general scheme of risk graph implementation describgd in
5e E.1 of IEC 61508-5:2010. Annex D has been adapted to be more suited to«the needs

L) of
b SIL

5IF to be determined from knowledge of the risk factors associated with the process and

process control system (BPCS).

approach uses a number of parameters, which together’describe the nature o
Fdous situation when a SIS fails or is not available. Opesparameter is chosen from

f the
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of folir sets, and the selected parameters are then combjnéd'to decide the SIL allocated tp the

SIF.
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Finally, risk graph applications to environmental protection and asset protection are given.
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These parameters:

low a graded assessment of the risks to be made, and
bpresent key risk assessment factors.

isk graph approach can also be used ‘t0 determine the need for risk reduction wher

bvide guidance on the above issues:

x D starts with protectionjagainst personnel hazards. It presents one possibili
ing the general risk graph-of Figure E.1 of IEC 61508-5:2010 to the process indus|

Risk graph synthesis

harm (see“Clause 3 of IEC 61511-1:2016). Typically, in the process sector, risk
on ofthe following four parameters:

e.tansequence of the hazardous-situation event (C);

e the

pquences include acute environmental damage or asset loss. The objective of Annex D is

ty of
tries.

is defined’as a combination of the probability of occurrence of harm and the severjty of

is a

— the occupancy (probability that the exposed area is occupied) (F);

— the probability of avoiding the hazardous situation (P);

— the demand rate (number of times per year that the hazardous situation would occur in the
absence of the SIF being considered) (W).

When a risk graph is used to determine the SIL of a safety function acting in continuous
mode, consideration will then need to be given to changing the parameters that are used
within the risk graph. The parameters (see Table D.1) should represent the risk factors that
relate best to the application characteristics involved. Consideration will also need to be given
to the mapping of the SIL to the outcome of the parameter decisions as some adjustment may
be necessary to ensure risk is reduced to tolerable levels. As an example, the parameter W
may be redefined as the percentage of the life of the system during which the system is on
mission. Thus W1 would be selected where the hazard is not continuously present and the
period per year when a failure would lead to hazard is short. In this example, the other
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parameters would also need to be considered for the decision criteria involved and the
integrity level outcomes reviewed to ensure tolerable risk.

Table D.1 — Descriptions of process industry risk graph parameters

Parameter Description

Number of fatalities and/or serious injuries likely to result from the occurrence of
the hazardous event. Determined by calculating the numbers in the exposed area

Consequence ¢ when the area is occupied taking into account the vulnerability to the hazardous
event.
Probability that the exposed area is occupied at the time of the hazardous event.
Defermined by calculating the fraction of time the area Is occupied at the, time of
the hazardous event. This-sheuld can take into account the possibility of.a
Occupancy F

increased likelihood of persons being in the exposed area in order to,investigate
abnormal situations which may exist during the build-up to the hazarddus gvent
(consider also if this changes the C parameter).

Probgbility of avoiding

Probability that exposed persons are able to avoid the hazardous situation|which
exists if the SIF fails on demand. This depends on there being independen

the hazard methods of alerting the exposed persons to the hazard prior to the hazard
occurring and there being methods of escape.
The number of times per year that the hazardous, &vent would occur in the
Demdnd rate W absence of the SIF under consideration. This ¢an be determined by considgring

all failures which can lead to the hazardous-event and estimating the overdll rate
of occurrence. Other protection layers should/be included in the consideratjon.

D.3 | Calibration

The ¢bjectives of the calibration process are as follews:

Tp describe all parameters in such a way.@s to enable the SIL assessment team to ake
opjective judgements based on the characteristics of the application.
T
a

p ensure the SIL selected for an.application is in accordance with corporate risk crjteria
hd takes into account risks from ether sources.

Tp enable the parameter selectioh process to be verified.

Caligration of the risk graphxis the process of assigning numerical values to risk graph

eters. This forms the basis for the assessment of the process risk that exists and allows

detenmination of the required integrity of the SIF under consideration. Each of the paramgters

is aspigned a range of values such that when applied in combination, a graded assessmgn

t of

meagure of the«degree of reliance to be placed on the SIF is determined. The risk graph

relat¢s particular-combinations of the risk parameters to SIL. The relationship between the

inations._of risk parameters and SIL is established by considering the tolerablg risk

assogiated \with specific hazards. See Annex | as a description of the calibration prqcess

(Subglause 1.2 and 1.4.7).

When considering the calibration of risk graphs, it is important to consider requirements
relating to risk arising from both the owners expectations and regulatory authority
requirements. Risks to life can be considered under two headings as follows:

Individual risk — defined as the risk per year of the most exposed individual. There is
normally a maximum value that can be tolerated. The maximum value is normally from all
sources of hazard.

Societal risk — defined as the total risk per year experienced by a group of exposed
individuals. The requirement is normally to reduce societal risk to at least a maximum
value which can be tolerated by society and until any further risk reduction is
disproportionate to the costs of such further risk reduction.

If it is necessary to reduce individual risk to a specified maximum then it cannot be assumed
that all this risk reduction can be assigned to a single SIS. The exposed persons are subject
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to a wide range of risks arising from other sources (for example, falls and fire and explosion
risks).

When considering the extent of risk reduction required, an organization may have criteria
relating to the incremental cost of averting a fatality. This can be calculated by dividing the
annualised cost of the additional hardware and engineering associated with a higher level of
integrity by the incremental risk reduction. An additional level of integrity is justified if the
incremental cost of averting a fatality is less than a predetermined amount.

A widely used-eriterium criterion for societal risk is based on the likelihood, F, of N or more
fatalities. Tolerable societal risk criteria take the form of a line or set of lines on a log-log plot
of tHe number of fatalities versus frequency of accident. Verification that societal| risk
guidglines have not been violated is accomplished by plotting the cumulative fregyency
versus accident consequences for all accidents (that is, the F-N curve), and ensuring that the
F-N gurve does not cross the tolerable risk curve. Guidance on developing crit€ria for [risks
giving rise to societal concerns is included in the UK HSE publication “‘Reducing Risks,
Protgcting People” ISBN 0 7176 2151 0.

The four risk parameters referred to in Clause D.2 are included in adécision tree of the|form
reprgsented in Figure D.1. The above issues need to be considered before each of the
paraeter values can be specified. Most of the parameters are assigned a rangg (for
exanjple, if the expected demand rate of a particular process falls'between a specified degcade
rangt of demands per year then W3 may be used). Similarly,\fof demands in the lower dgcade
range¢, W2 would apply and for demands in the next lower~decade range, W1 applies. Qiving
each| parameter a specified range assists the team in{making decisions on which parameter
valug to select for a specific application. To calibraté the risk graph, values or value rgnges
are gdssigned to each parameter. The risk associatediwith each of the parameter combingtions
is then assessed in individual and societal terms. The risk reduction required to meset the
established risk criteria (tolerable risk or lower) ‘can then be established. Using this mefhod,
the-iptegritytevels SlLs associated with each*parameter combination can be determined | This
calibration activity does not need to be catried out each time the SIL for a specific applidation
is to[|be determined. It is normally only,necessary for organisations to undertake the |work
once} for similar hazards. Adjustmentimay be necessary for specific projects if the original
assumptions made during the calibration are found to be invalid for any specific project.

When parameter assignments are made, information should be available as to how the values
were|derived.

It is|important that'\this process of calibration is agreed at a senior level within the
organization taking responsibility for safety. The decisions taken determine the overall safety
achigved.

In ggneralsit will be difficult for a risk graph to consider the possibility of dependent failure
betwgen, the sources of demand and the SIS. It can therefore lead to an over-estimation af the
effectiveness of the SIS.

D.4 Membership and organization of the team undertaking the SIL assessment

It is unlikely that a single individual has all the necessary skills and experience to make
decisions on all the relevant parameters. Normally a team approach is applied with a team
being set up specifically to determine SIL. Team membership is likely to include the following:
— process specialist;

— process control engineer;

— operations management;

— safety specialist;

— person who has practical experience of operating the process under consideration.
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The team normally considers each SIF in turn. The team will need comprehensive information
on the process and the likely number of persons exposed to the risk. The team should include
a person with previous experience of using the risk graph method and understands the basic
concepts that the method is based on. The chairman should ensure that everyone feels free
to ask questions and express views.

D.5 Documentation of results of SIL determination

It is important that all decisions taken during SIL determination are recorded in documents

; rms
ding the outcome of, and assumptions behind, each safety function SIL determinfation
d be compiled into a dossier. If it is established that there are a large numberof'systems
perfdrming safety functions in an area served by a single operations team, then ‘it mgy be
necepsary to review the validity of the calibration assumptions. The dossier should| also
inclufle additional information as follows:

— the risk graph used together with descriptions of all parameter ranges;
— the drawing and revision number of all documents used;

— r¢ferences to manning assumptions and any consequence studies which have been |used
tq evaluate parameters;

|
-

gferences to the failures that lead to demands and any ‘fault propagation models where
these have been used to determine demand rates;

g¢ferences to data sources used to determine dentand rates.

|
-

D.6 | Example calibration based on typical criteria

TabII D.2, which gives parameter descriptions and ranges for each parameter, was developed
to meet typical specified criteria for chemical processes as described above. Before using this
within any project context, it is important'to confirm that it meets the needs of those who|take
responsibility for safety.

The goncept of vulnerability has’been introduced to modify the consequence parameter.| This
is bgcause in many instances a failure does not cause an immediate fatality. A receptor’s
vulngrability is an important consideration in risk analysis because the dose received |by a
subjgct is sometimes—not large enough to cause a fatality. A receptor’s vulnerability[to a
consgquence is a fanetion of the concentration of the hazard to which he was exposed and
the duration of thexexposure. An example of this is where a failure causes the design pregsure
for gn item of equipment to be exceeded, but the pressure will not rise higher thap the
equipment test pressure. The likely outcome will normally be limited to leakage throygh a
flange gasket. In such cases, the rate of escalation is likely to be slow and operations|staff
will normally be able to escape the consequences. Even in cases of major leakage of liquid
inverntory, the escalation time will be sufficiently slow to enable there to be a high probgbility
that operations staff may be able to avoid the hazard. There are of course cases where a
failure could lead to a rupture of piping or vessels where the vulnerability of operating staff
may be high.

Consideration will be given to the increased number of people being in the vicinity of the
hazardous event as a result of investigating the symptoms during the build-up to the event.
The worst case scenario should be considered.

It is important to recognise the difference between ‘vulnerability’ (V) and the ‘probability of
avoiding the hazardous event’ (P) so that credit is not taken twice for the same factor.
Vulnerability is a measure that relates to the speed of escalation after the hazard occurs;
whereas and relates to the probability of a fatality should the hazardous event occur, The P
parameter is a measure that relates to preventing the-hazard hazardous event. The parameter
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Pa should only be used in cases where the hazard can be prevented by the operator taking
action, after he becomes aware that the SIS has failed to operate.

Some restrictions have been placed on how occupancy parameters are selected. The
requirement is to select the occupancy factor based on the most exposed person rather than
the average across all people. The reason for this is to ensure the most exposed individual is
not subject to a high risk which is then averaged out across all persons exposed to the risk.

When a parameter does not fall within any of the specified ranges, then it is necessary to
determine risk reduction requirements by other methods or to re-calibrate the risk graph,

Figure D.1, using the methods described above.

by the risk graph)

Ca g
. . 1 X,
Starting point P—&;
for risk reduction PA
gstimation S
[ - F 3
: B Fa 3
P :
Cc Fa e WS
FB Pa
Py X
Generalized arrangement CD FA :_»5 :
(in practical implementations : FB P,
the arrangement is specific to PB X o
the applications to be covered E —

C = Consequence parameter
F = Exposure time parameter
P = Probability of avoiding the hazardeus_event

W = Demand rate in the absence-0t.the SIF under consideration

AV 2
W3 W2 W1
a - [ep—
1 a - -
2 1 a
-- = No safety requirements
a = No special safety requirements
b = Asingle SIF is not sufficient
1, 2, 3, 4 = Safety integrity level

Figule D.1 should\not be used without re-calibration to align with site risk criteria. Any
withqut approgriate risk criteria should not attempt to use this method. The way in

IEC

Figure D.1 — Risk graph: general scheme

calibfation is_Jarried out will depend on how the tolerable risk criteria are expre

ParameterSdescriptions should be adjusted so that they fit with the range of inte
applications and the risk tolerability. Values of C, F, P or W may be modified. Tablg

shows ah example calibration where the value of W is adjusted by a calibration factor D

site
vhich
5sed.
nded
D.2

pO as

to align with specified risk criteria.
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Table D.2 — Example calibration of the general purpose risk graph

Risk parameter

Classification

Comments

Consequence (C) CA | Minor injury a) The classification system has been
" developed to deal with injury and death to
Number of fatalities people.
This can be calculated by determining [ CB [ Range 0,01 to 0,1 [b) For the interpretation of CA, CB, CC and
the numbers of people present when CD, the consequences of the accident and
the area exposed to the hazard is CC |Range >0,11t0 1,0 normal healing should be taken into
occupied and multiplying by the account.
vulnerability to the identified hazard.
The viilnerability is determined by the | CD | Range >1,0
naturqg of the hazard being protected
againgt. The following factors can be
used:
V = 0,01 Small release of flammable
or toxic material
V = 0,1 Large release of flammable or
toxic rpaterial
V =0,p As above but also a high
probability of catching fire or highly
toxic rpaterial
V =1 Rupture or explosion
Occugancy (F) FA | Rare to more ¢y, See comment a) above.
frequent exposure
This ig calculated by determining the in t?w hazar%ous
propoftional length of time the area zone. Occupaney
expospgd to the hazard is occupied less t-han 0.1
during a normal working period. ’
NOTE|1 If the time in the hazardous FB | Frequentt6o
area i different depending on the shift permanent
being joperated then the maximum exposure in the
should be selected. hazardous zone
NOTE|2 It is only appropriate to use
FA wHere it can be shown that the
demand rate is random and not related
to whgn occupancy could be higher
than normal. The latter is usually the
case With demands which occur at
equipment start-up or during.the
invest|gation of abnormalities,
Probapility of avoiding the/hazardous PA | Adopted if all d) PA should only be selected if all the
event |(P) if the protection system fails conditions in following are true:
to opgrate. column 4 are o .
satisfied - facilities are provided to alert thg
operator that the SIS has failed;
pB | Adopted if-all any ) . )
one of the - independent facilities are provided to
conditions are not shut down such that the hazard ¢an
sotisfied be-aveided-orwhich-enable—al
persons to escape to a safe area;

- the time between the operator being
alerted and a hazardous event
occurring exceeds 1 h or is definitely
sufficient for the necessary actions.

Demand rate (W) The number of times | W1 | Demand rate less |e) The purpose of the W factor is to estimate

per year that the hazardous event
would occur in absence of SIF under
consideration.

than 0,1 D per
year

the frequency of the hazard taking place
without the addition of the SIS.
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Risk parameter

Classification

Comments

To determine the demand rate it is
necessary to consider all sources of
failure that can lead to one hazardous
event. In determining the demand rate,
limited credit can be allowed for
control system performance and
intervention. The performance which
can be claimed if the control system is
not to be designed and maintained
according to IEC 61511:-, is limited to
below the performance ranges
associated with SIL1.

w2

W3

Demand rate
between 0,1 D and
D per year

Demand rate
between D and 10
D per year

For demand rates
higher than 10 D
per year higher
integrity shall be
needed

If the demand rate is very high, the SIL has to
be determined by another method or the risk
graph recalibrated. It should be noted that risk
graph methods may not be the best approach
in the case of applications operating in
continuous mode, see 3.2.39.2 of

IEC 61511-1:2016.

f) D is a calibration factor, the value of which
should be determined so that the risk graph
results in a level of residual risk which is

tolerable taking into consideration other risks
to nypncnd persons. and corporate criteria.

Demapd rate (W) is equal to the
demard rate on the SIF under
consideration.

The numeric values to be used against|each
value of W in the table should be deriv¢d by
undertaking risk graph calibratign.as
described in Clause D.3 or Annex .

NOTE|

This is an example to illustrate the application of the principles for the design of risk.graphs. Risk ¢

raphs

for pqrticular applications and particular hazards—wil-nreed—to can be agreed with those involved, takinjg into
accoupt tolerable risk, see Clauses D.1 to D.6.

D.7

The

Using risk graphs where the consequences are-environmental damage

risk graph approach may also be used to determihe the integrity level requirements
wherg the consequences of failure include acute environmental loss. The integrity

level

needed depends on the characteristics of the substance released and the sensitivity gf the
envirpnment. Table D.3 shows consequences in ehvironmental terms. Each individual prqcess

plant

location may have a defined quantity associated with specific substances above which

notification is required to local authorities. Projects need to determine what can be accepted

in a gpecific location.

Table D.3 — General environmental consequences

Rigsk parameter Classification Comments
Consejquence (C) | CA | A release with- minor damage that is | A moderate leak from a flange or valve
not very severe but is large enough L .
to be reported to plant management | Small scale liquid spill
Small scale soil pollution without affecting groynd
water
CB\| Release within the fence with A cloud of obnoxious vapour travelling beyond fthe
significant damage unit following flange gasket blow-out or comprgssor
seal failure
CC | Release outside the fence with A vapour or aerosol release with or without liqyid
major damage which can be fallout that causes temporary damage to plantq or
cleaned up quickly without fauna
Diull;f;ballt :abﬁlly CUTISTYUTTILT S
CD | Release outside the fence with Liquid spill into a river or sea
major damage which cannot be . . L
cleaned up quickly or with lasting A vapour or aerosol rel_ease with or without liquid
consequences fallout that causes lasting damage to plants or fauna
Solids fallout (dust, catalyst, soot, ash)
Liquid release that could affect groundwater

The above consequences can be used in conjunction with the special version of the risk
graph, Figure D.2. It should be noted that the F parameter is not used in this risk graph
because the concept of occupancy does not apply. Other parameters P and W apply and
definitions can be identical to those applied above to safety consequences although the value
of the calibration factor D may need to be modified to align with environmental risk criteria.
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by the risk graph) b 4 3
C = Consequence parameter -~ = No safety requirements
F =not used a = No special safetyxequirements
P = Possibility of avoiding the hazardous event b = Asingle Sifis not sufficient
w = Demand rate in the absence of the SIF under consideration 1, 2, 3, 4 = Safety integrity level

IEC

Figure D.2 — Risk graph: environmental loss

D.8 | Using risk graphs where the consequences are asset loss

The fisk graph approach may also be used{to determine the integrity level requirements
where the consequences of failure include“asset loss. Asset loss is the total economiq loss

assotiated with the failure to function onsdemand. It includes rebuild costs if any dama

ge is

incurred and the cost of lost or deferred production. The integrity level justified for any| loss

consgquence can be calculated using normal cost benefit analysis. There are benef
using risks graphs for asset loss if the risk graph approach is being used to determin

ts in
b the

integrity levels associated with" safety and environmental consequences. When used to

deteimine the integrity level(associated with asset losses, the consequence parameters

Ca to

Cp have to be defined. These parameters may vary within a wide range from one compapny to

another.

A similar risk graph to that used for environmental protection can be developed for asset
It should be nated that the F parameter should not be used as the concept of occupancy

loss.
does

not gdpply. Other parameters P and W apply and definitions can be identical to those applied

abovg to, safety consequences although the value of the calibration factor D may need
modified,to’ align with asset risk criteria.

o be

D.9 Determining the integrity level of instrument protection function where the

consequences of failure involve more than one type of loss

In many cases the consequences of failure to act on demand involves more than one category
of loss. Where this is the case the integrity level requirements associated with each category
of loss should be determined separately. Different methods may be used for each of the
separate risks identified. The integrity level specified for the function should take into account

the cumulative total of all the risks involved if the function fails on demand.
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Anne

SIF
basid

The
haza

of folir sets, and the selected parameters are then combined to decide the SIL allocated t

SIF.

- a

— represent key risk assessments factors.

x E describes the risk graph method for determining the safety integrity levels (S
the sfafety instrumented functions (SIF). This is a qualitative method¢hat enables the SIL

o be determined from knowledge of the risk factors associated with the process
process control system (BPCS).

approach uses a number of parameters which todether describe the nature o
rdous situation when SISs fail or are not available: One parameter is chosen from

These parameters:

low a graded assessment of the risks to bémade, and

isk graph approach can also be uséd to determine the need for risk reduction wher
bquences include acute environmental damage or asset loss.
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The method\presented in Annex E is shown in more detail in VDI/VDE 2180 (2015).

<
<

E.2

Y¢nical imnl : f | functi

A clear distinction is made between safety-relevant tasks and operating requirements in the
safeguarding of process plants using means of process control. Therefore, process control
systems are classified as follows:

- B

PCS;

— process monitoring systems;

- S

IS.

The objective of the classification is to have adequate requirements for each type of system to
meet the overall requirements of the plant at an economically reasonable cost. The
classification enables clear delineation in planning, erection and operation and also during
subsequent modifications to process control systems.
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BPCS are used for the correct operation of the plant within its normal operating range. This
includes measuring, controlling and/or recording of all the relevant process variables. BPCS
are in continuous operation or frequently requested to act and intervene before the reaction of
a SIS is necessary (BPCS systems do not normally need to be implemented according to the
requirements of the IEC 61511-1:2016).

Process monitoring systems act during the specified operation of a process plant whenever
one or more process variables leave the normal operating range. Process monitoring systems
alarm a permissible fault status of the process plant to alert the operating personnel or induce
manual interventions (process monitoring systems do not normally need to be implemented
according to the requirements of the IEC 61511-1:2016).

SIS pither prevents a dangerous fault state of the process plant (“protection system”) or
reduges the consequences of a hazardous event.

If there is no SIS, a hazardous event leading to personnel injury is possible.

In cojptrast to the functions of a BPCS, the functions of SIS normally have a low demand|rate.
This |is primarily due to the low probability of the hazardous even{- In addition BPCY and
moniforing systems which are in continuous operation and reduce-the demand rate of the SIS
are normally present.

E.3 | Risk graph synthesis

The fisk graph is based on the principle that risk(is“proportional to the consequencg and
frequency of the hazardous event. It starts by assuming that no SIS exists, although typical
non-$IS such as BPCS and monitoring systems®are in place.

Congequences are related to harm associated with health and safety or also harm |from
environmental damage.

Frequency is the combination of:

— the frequency of presencein-the hazardous zone and the potential exposure time;
— the possibility of avoidingthe hazardous event; and

— the probability of the* hazardous event taking place with no SIS in place (but all pther
ekternal risk reduction-facilities means are operating) — this is termed the probability aof the
uphwanted occutrence.

This produces-the following four risk parameters:

— cpnséquence of the hazardous event (€ S);

— frequency of presence in the hazardous zone multiplied with the exposure time (E A);

— possibility of avoiding the consequences of the hazardous event (P G);

— probability of the unwanted occurrence (W).

When a risk graph is used to determine the SIL of a SIF acting in continuous mode then
consideration will need to be given to changing the parameters that are used within the risk
graph. The parameters should represent the risk factors that relate best to the application
characteristics involved. Consideration will also need to be given to the mapping of SIL to the
outcome of the parameter decisions as some adjustment may be necessary to ensure risk is
reduced to tolerable levels. As an example the parameter W may be redefined as the
percentage of the life of the system during which the system is on mission. Thus W1 would be
selected where the hazard is not continuously present and the period per year when a failure
would lead to hazard is short. In this example the other parameters would also need to be
considered for the decision criteria involved and the integrity level outcomes reviewed to
ensure tolerable risk.
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E.4 Risk graph implementation: personnel protection

The combination of the risk parameters described above enables a risk graph as shown in
Figure E.1. Higher parameter indices indicate higher risk (Sq < S92 < S3 < S4; A1 < Ag; G <
Go; W4 < Wy < W3). Corresponding classification of parameters for Figure E.1 are in
Table E.1. The graph is used separately for each safety function to determine the SIL required
for it.

When determining the risk to be prevented by SIS, the risk has to be assumed without the
existence of the SIS under consideration. The main points in this review are the type and
extent_of the effects and the nnfir‘ipnfnd frpqnnnr*y of the hazardous state of the process

plant

The fisk can be systematically and verifiably determined using the method detailed in—BN
V49P50 VDI/VDE 2180, which enables the requirement classes to be determined |from
estaljlished parameters. As a rule, the higher the ordinal number of a requifement clasg, the
larger the part-risk to be covered by the SIS and therefore generally the>more stringert the
requirements and resulting measures.

For the process industry,—regquirement-classes-AK7-and-8-are Sl "4 is not covered by SIS

along. Non-process control measures are needed to reduce the,risk to at least-requirement
clasg-AKS SIL 3.

IEC 3023/02
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SIF not sufficient

Figure E.1 — VDI/VDE 2180 Riskigraph — personnel protection and relationship to §iLs
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Table E.1- Data relating to risk graph (see Figure E.1)

2016

Risk parameter

Classification

Comments

Consequence of the S1 | Light injury to persons 1) This classification system has been developed to deal
hazardous event. with injury and death of people. Other classification
Severity (S) schemes would need to be developed for
S2 | Serious permanent injury environmental or asset damage.
to one or more persons;
death of one person
S3 | Death of several persons
S4 | Catastrophic effect, very
TTany peopte Kitted
Fregyency of A1 | Rare to more frequent 2) See comment 1 above.
presgnce in the exposure in the
hazaldous zone hazardous zone
multiplied with the
expogure time (A)
A2 | Frequent to permanent
exposure in the
hazardous zone
Possipility of avoiding | G1 | Possible under certain 3) This parameter takes'into account the:
the cpnsequences of conditions ) ) .
the hhzardous event — operation of a'process supervised (that is,
(G) G2 | Almost impossible operated by, skilled or unskilled persons) or
unsupervised;

— rate ofidevelopment of the hazardous event [for
example suddenly, quickly or slowly);

— {_ease of recognition of danger (for example seen
immediately, detected by technical measure$ or
detected without technical measures);

— avoidance of hazardous event (for example g¢scape
routes possible, not possible or possible under
certain conditions);

— actual safety experience (such experience nay
exist with an identical process or a similar pjocess
or may not exist).

Probability of the W1 | A very slight probability 4) The purpose of the W factor is to estimate the
unwapted occurrence that the.unwanted frequency of the unwanted occurrence taking place
(W) occurrences occur and without the addition of any SIS (E/E/PE or other
only-a few unwanted technology) but including any external risk redugtion
occurrences are likely facilities.
W2~ A slight probability that
the unwanted
occurrences occur and
few unwanted
occurrences are likely
W3 [ A relatively high
probability that the
unwanted occurrences
occur and frequent
unwanted occurrences
are likely
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IEC 3024/02

Relevant issues to be considered during application of risk graphs

n applying the risk graph method, it is important_to consider risk requirements fror
r and any applicable regulatory authority.

interpretation and evaluation of each riskr graph branch should be described
mented in clear and understandable derms to ensure consistency in the method

mportant that the risk graph and\its calibration is agreed to at a senior level withi

n the

and

h the
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Annex F
(informative)

Layer of protection analysis (LOPA)

Introduction Overview

2016
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Annj: F describes a process hazard ana|y3|s tool called Layer of Protectlon /-\naIyS|s (LG

ethod starts with data developed-i
g hazard identification and accounts for each identified hazard by documenting

k reduction can then be determined and the need for more risk reduction analyz

onal risk reduction is required and if it is to be provided in the form of a SIF, the |
pbdology allows the determination of the appropriate SIL for the SIF.

x F is not intended to be a definitive account of the method butiis intended to illug
eneral principles. It is based on a method described in more detail in the follg
Bnce:

blines for Safe Automation of Chemical Processes;> American Institute of Che

hlso IEC 61511-2: -, Clause F.11 for exampleapplications of LOPA.

alues illustrated in Annex F should not € taken as generic and used in specific lay
ction analysis applications.

| ¢ tocti Ivsl
51S safety life-cycle defined in IEC 61511-1:2016 requires the determination of a S

bplied to an existing, plant by a multi-disciplinary team to determine the SIL of the

The feam should consist.of the:

heers, CCPS, 345 East 47" Street, New York, NY_10017, 1993, ISBN 0-8169-0554-1|

PA).

kudy)
) the

ing cause and the protection layers that prevent or mitigate the hazard. The(total amount

pd. If
OPA

trate
wing

mical

er of

L for

esign of a safety-instrumented function. The LOPA described here is a method thaf can

SIF.

— operator with experience operating the process under consideration;

— enhgineer with-expertise in the process;

— manufacturing management;

— progess control engineer;

— instrumentfelectrical—maintenance—persen—with—experierce—ir—the—proeess—under

consideration;

— risk analysis specialist.

One person on the team should be trained in the LOPA methodology.

The information required for the LOPA is contained in the data collected and developed in the
hazard-and-Operabilityanalysis (HAZOP-study) identification process. Table F.1 shows the
relationship between the data required for the Layer of Protection Analysis (LOPA) and the
data developed during the hazard identification process (HAZOP study for this example).
Figure F.1 shows a typical spreadsheet that can be used for the LOPA.

LOPA analyses hazards to determine if SIFs are required and if so, the required SIL of each

SIF.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © |IEC 2016 - 55—

F.2 Impact event

Using Figure F.1, each impact event description (consequence) determined from the HAZOP
study is entered in column 1.

F.3 Severity level

Severity levels of Minor (M), Serious (S), or Extensive (E) are next selected for the impact
event according to Table F.2 and entered into column 2 of Figure F.1.

Table F.1 — HAZOP developed data for LOPA

LOPA required HAZOP developed
information information
Impact event Consequence
Severity level Consequence severity
Initiating cause Cause
Initiating likelihood Cause frequency
Protection layers Existing safeguards
Required additional mitigation Recommended:new safeguards
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# 1 2 3 4 | 5 | | 6 | 7 8 9 10 1
PROTECTION LAYERS
Addition IPL
al additio | Inter- SIF Mitigat
Impact Initiation mitigatio nal |mediate inteqri ed
event | Severit |Initiating | likelihoo | General n, mitigati | event 9 event
S Alarms . S ty S
descripti| y level | cause d per |process |BPCS restricte on likeliho likeliho
) , etc. . level Notes
on F.3 F.4 year design |F.13.6 F 137 d dikes, | od per F 10 od per
F.2 F.13.2 | F.13.3 F.5 F.13.5 """ |access,F |pressur| year E 1'3 4| Year
F.13.2 F.13.4 7 erelief| F.9 ' 1 ’ F.11
F.13.8 F.7 |F.13.10 F.13.11
F.13.9
'?'of:; PRV-04 High
e S Loss of | 0,1 0,1 0,1 0,1 0,1 1077 | 1072 \(10° || pressurg
distillati . 0.01
1 on cooling ' causes
water column
cplumn
rupture
rypture
2| [ire S Steam 0,1 0,1 0,1 0,1 |PRV-0+| 10782 1072 | 1078 || Same
rom control 0,01 as
distillati loop above
on failure
cplumn
rdpture
-~ ¥t _ — 1 N ¥ ] —- -  — ]
41T — Tt~ T~~~
N
IEC
Key
NOTE|Severity Level E = Extensive; S = Serious; M = Minor
Likelijood values are events per year, ether' numerical values are probabilities of failure on demand average.
Figure F.1 —'Layer of protection analysis (LOPA) report
NOTE| If independent prote€tion layers have not been properly selected frequency and probability of faillire on

demand cannot be multiplied/as shown in Figure F.1. See Annex J.

Table F.2 — Impact event severity levels

Severity level

Consequence

Minor

(M)

Impact initially limited to local area of event with potential for broader
consequence, if corrective action not taken.

Serious (S)

Impact event could cause serious injury or fatality on site or off site.

Extensive (E)

Impact event that is five or more times severe than a serious event.

F.4 Initiating cause

All of the initiating causes of the impact event are listed in column 3 of Figure F.1. Impact

events may have many Initiating causes, and it is important to list all of them.
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F.5 |Initiation likelihood

Likelihood values of the initiating causes occurring, in events per year, are entered into
column 4 of Figure F.1. Table F.3 shows typical initiating cause likelihoods. The experience of
the team is very important in determining the initiating cause likelihood.

Values in Table F.3 are not to be used for specific assessments (see Note 1).

Table F.3 - Initiation likelihood

At : il e ! [T r e Ll
A Tanmure O STTTIES 0T TatureS WItIT a veTy TOW PTODaoTty OT OCCUTTe e Wt e

expected lifetime of the plant.
Low EXAMPLES f< 104 year
— Three or more simultaneous instrument, or human failures

— Spontaneous failure of single tanks or process vessels

A failure or series of failures with a low probability of occurrence within the
expected lifetime of the plant.

EXAMPLES
: -4 -2

Medigm | _ Dual instrument or valve failures 107" < f< 1077 /year

— Combination of instrument failures and operator errors

— Single failures of small process lines or fittings

A failure can reasonably be expected to occur within the/expécted lifetime of the
plant.

EXAMPLES

. -2
High _ Process leaks 107¢ < f < 100,|/year

— Single instrument or valve failures

— Human errors that could result in material releases

NOTH 1 This table is illustrative. These valu€s’ cannot be taken as generic frequencies and cannot be pised in
specific assessments.

NOTH 2 “f = Initiating event frequencCy~(nitiating event likelihood).

F.6 | Protection layers

Figuge 2 in Clause tshows the multiple protection layers (PLs) that are normally provided in
the process industry. Each protection layer consists of a grouping of equipment aphd/or
admihistrative~controls that function in concert with the other layers. Protection layerg that
perfdrm theirfunction with a high degree of reliability may qualify as independent protgction
layers (IRPL)(see Clause F.8).

Process design to reduce the likelihood of an impact event from occurring, when an initiating
cause occurs, is listed first in column 5 of Figure F.1. An example of this would be a jacketed
pipe or vessel. The jacket would prevent the release of process material if the integrity of the
primary pipe or vessel is compromised.

The next item in column 5 of Figure F.1 is the basic process control system (BPCS). If a
control loop in the BPCS prevents the impacted event from occurring when the initiating cause
occurs, credit based on its PFDan (average probability of failure on demand) is claimed.

The last item in column 5 of Figure F.1 takes credit for alarms that alert the operator and
utilize operator intervention. Typical protection layer PFDavg values are listed in Table F.4.

Values in Table F.4 are not to be used for specific assessments (see Note).
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Table F.4 — Typical protection layers (prevention and mitigation) PFDsa“,gl
Protection layer PFDaVg
Control loop 1,0 x 107"
Human performance (trained, no stress) 410 x 1024040 x10*1,0x 10" to 1,0 x 1072
Human performance (under stress) 0,5 to 1,0
Operator response to alarms 1,0 x 107"
. . 10" or better, if vessel integrity is maintained (that is,
Vessel pressure rating above maximum challenge " . . .
; corrosion is understood, inspections and maintenance
from internal and external pressure sources .
is performed on schedule)
NOTE| The figures in Table F.4 are illustrative of the range of values that could appear in assessmenhts. [These
valueg cannot be taken as generic probabilities and used in specific assessments. Human error probabiliti¢s can
be appropriately assessed on a case by case basis.
F.7 | Additional mitigation
Mitiggtion layers are normally mechanical, structural, or procedural. Examples would be:
— pressure relief devices;
— dlkes (bunds); and

— restricted access.

Mitig
occu

F.8

Prote

HE0~10-fold reduction;

btion layers may reduce the severity of theyimpact event but not prevent it
rring. Examples would be:

bluge systems for fire or fume release;

me alarms; and

vacuation procedures.

| OPA team should determine(the appropriate PFDs
in column 6 of Figure F.1.

avg for all mitigation layers an

Independent protection layers (IPL)
ction layers that meet the criteria for IPL are listed in column 7 of Figure F.1.

Criteria to qualify a protection layer (PL) as an IPL are:

e protection provided reduces the identified risk by a large amount, that is, a minimy

from

d list

m of
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has the following important characteristics:

a) Specificity: An IPL is designed solely to prevent or to mitigate the consequences of

one potentially hazardous event (for example, a runaway reaction, release of

toxic

material, a loss of containment, or a fire). Multiple causes may lead to the same
hazardous event; and, therefore, multiple event scenarios may initiate action of one

IPL;

b) Independence: An IPL is independent of the other protection layers associated

the identified danger;

with

c) Dependability: It can be counted on to do what it was designed to do. Both random

d) Auditability:

and systematic failures modes are addressed in the design;

Proof testing and maintenance of the safety system is necessary.

It is designed to facilitate regular validation of the protective functions.
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Only those protection layers that meet the tests of availability, specificity, independence,
dependability, and auditability are classified as independent protection layers (IPL).

F.9 Intermediate event likelihood

The intermediate event likelihood is calculated by multiplying the initiating likelihood (column
4 of Figure F.1) by the PFDs,,, of the protection layers and mitigating layers (columns 5, 6
and 7 of Figure F.1). The calculgated number is in units of events per year and is entered into
column 8 of Figure F.1.

If thg intermediate event likelihood is less than—yourceorporate—eriteria process safety, thrget
level|for events of this severity level, additional PLs are not required. Further risk reduction
should, however, be applied if economically appropriate.

If thg intermediate event likelihood is greater than your corporate criteria foryevents of this
sevefity level, additional mitigation is required. Inherently safer methods and 'Solutions should
be considered before additional protection layers in the form of SIS are_applied. If inhefently
safe [design changes can be made, Figure F.1 is updated and, the intermediate ¢vent
likelihood recalculated to determine if it is below corporate criteria.

If thg above attempts to reduce the intermediate likelihood below’ corporate risk criteria fail, a
SIS i required.

F.10| SIF integrity level

If a new SIF is needed, the required integrity levelrcan be calculated by dividing the corpprate
criteffia for this severity level of event by the intermediate event likelihood. A PFDg4,q fgr the
SIF Relow this number is selected as a maximum for the SIS and entered into column%.

F.11| Mitigated event likelihood

The pnitigated event likelihood.iS;now calculated by multiplying columns 8 and 9 and entering
the result in column 10. Thisis continued until the team has calculated a mitigated ¢vent
likelihood for each impact event that can be identified.

F.12| Total risk

The |ast step~is.to add up all the mitigated event likelihood for serious and extensive impact
evenis that.present the same hazard. For example, the mitigated event likelihood for all sgrious
and e¢xtefnsijve events that cause fire would be added and used in formulas like the following:

—  rigk 3 due to fire =

release) x (probability of ignition) x (prbability of a person in the area) x (probability of
fatal injury in the fire).

Serious and extensive impact events that would cause a toxic release would be added and
used in formulas like the following:

— risk of fatality due to toxic release = (mitigated event likelihood of all toxic
releases) x (probability of a person in the area) x (probability of fatal injury in the release).

The expertise of the risk analyst specialist and the knowledge of the team are important in
adjusting the factors in the formulas to conditions and work practices of the plant and affected
community.

The total risk to the corporation from this process can now be determined by totalling the
results obtained from applying the formulas.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

- 60 - IEC 61511-3:2016 RLV © |IEC 2016

If this meets or is less than the corporate criteria for the population affected, the LOPA is
complete. However, since the affected population may be subject to risks from other existing
units or new projects, it is wise to provide additional mitigation and risk reduction if it can be
accomplished economically.

F.13 Example

F.13.1 General

The following is an example of the LOPA methodology that addresses one impact event
identiffedirthe HAZOP stud

AL
e otoTry -

F.13]2 Impact event and severity level

The HAZOP study identified high pressure in a batch polymerization reactor-as a deviation.
The ptainless steel reactor is connected in series to a packed steel fibre reinforced plastic
column and a stainless steel condenser. Rupture of the fibre reinforced plastic column would
relealse flammable vapour that would present the possibility for fire if'an ignition source is
present. Using Table F.2, severity level serious is selected by the, LOPA team since¢ the
impagt event could cause a serious injury or fatality on site. The impact event and its seyerity
are antered into columns 1 and 2 of Figure F.1, respectively.

F.13/3 |Initiating cause

The HAZOP study listed two initiating causes for high\pressure: loss of cooling water tp the
condenser and failure of the reactor steam control Igop. The two initiating causes are entered
into ¢olumn 3 of Figure F.1.

F.13}4 Initiating likelihood

Plan{ operations have experienced loss;in cooling water once in 15 years in this area The
team| selects once every 10 years as a conservative estimate of cooling water loss. 0,1 eyents
per year is entered into column 4 ofyFigure F.1. It is wise to carry this initiating cause ag the
way through to conclusion before addressing the other initiating cause (failure of the regctor
steam control loop).

F.13}5 Protectionlayers'General process design

The process area was-designed with an explosion proof electrical classification and the|area
has a process safety'management plan in effect. One element of the plan is a management of
chanpe procedure for replacement of electrical equipment in the area. The LOPA feam
estimates that'\the risk of an ignition source being present is reduced by a factor of 10 due to
the anagement of change procedures. Therefore a value of 0,1 so it is entered into column 5

of Figure\E.1 under process design.

F.13.6 BPCS

High pressure in the reactor is accompanied by high temperature in the reactor. The BPCS
has a control loop that adjusts steam input to the reactor jacket based on temperature in the
reactor. The BPCS would shut off steam to the reactor jacket if the reactor temperature is
above set-point. Since shutting off steam is sufficient to prevent high pressure, the BPCS is a
protection layer. The BPCS is a very reliable DCS and the production personnel have never
experienced a failure that would disable the temperature control loop. The LOPA team
decides that a PFDan of 0,1 is appropriate and enters 0,1 in column 5 of Figure F.1 under
BPCS (0,1 is the minimum allowable for the BPCS).

F.13.7 Alarms

There is a transmitter on cooling water flow to the condenser, and it is wired to a different
BPCS input and controller than the temperature control loop. Low cooling water flow to the
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condenser is alarmed and utilizes operator intervention to shut off the steam. The alarm can
be counted as a protection layer since it is located in a different BPCS controller than the
temperature control loop. The LOPA team agrees that 0,1 PFDaVg is appropriate since an
operator is always present in the control room and enters 0,1 in column 5 of Figure F.1 under
alarms.

F.13.8 Additional mitigation

Access to the operating area is restricted during process operation. Maintenance is only
performed during periods of equipment shutdown and lockout. The process safety
management plan requires all non-operating personnel to sign into the area and notify the
processoperator. Because of theenforced Testricted—access procedures,;, the tOPA tgams
estimate that the risk of personnel in the area is reduced by a factor of 10. Thereforel(,1 is
entefed into column 6 of Figure F.1 under additional mitigation and risk reduction.

F.13]9 Independent protection-level layer(s) (IPL)

The f[eactor is equipped with a relief valve that has been properly sized to’handle the vglume
of gas that would be generated during over temperature and pressure caused by cdoling
watel loss. After consideration of the material inventory and composition, the contributipn of
the relief valve in terms of risk reduction was assessed. Since thecrelief valve is set beloy the
design pressure of the fibre glass column and there is no possible human failure that ¢ould
isolaie the column from the relief valve during periods ofs O0peration, the relief valye is
cons|dered a protection layer. The relief valve is removed and‘tested once a year and neyer in
15 years of operation has any—pluggage plugging been observed in the relief valye or
conngcting piping. Since the relief valve meets the critefia for a IPL, it is listed in column 7 of
Figure F.1 and assigned a PFD,,, of 0,01 baSed on previously discussed operating
expefience and published industry data.

F.13/10 Intermediate event likelihood

The ¢olumns in row 1 of Figure F.1 are-now multiplied together and the product is enterged in
column 8 of Figure F.1 under intermediate event likelihood. The product obtained for this
example is 1077,

F.13111 SIS

The mitigation and risk«reduction obtained by the protection layers are sufficient to meet
corporate criteria, butwadditional mitigation can be obtained for a minimum cost since a
pressure transmitter exists on the vessel and is alarmed in the BPCS. The LOPA [team
ides to add a SIF that consists of a current switch and a relay to de-energize a sol¢noid
connected 0 a block valve in the reactor jacket steam supply line. The SIF is designed
e lower range of SIL 1, with a PFD of 0,01. 0,01 is entered into column 9 of figurg F.1

avg

The mitig ikeli i iltiplying J L imn 9 and
putting the result (1 x 10 9) in column 10 of Flgure F 1.

F.13.12 Next SIF

The LOPA team now considers the second initiating cause (failure of reactor steam control
loop). Table F.3 is used to determine the likelihood of control valve failure and 0,1 is entered
into column 4 of Figure F.1 under initiation likelihood.

The protection layers obtained from process design, alarms, additional mitigation and the SIS
still exist if a failure of the steam control loop occurs. The only protection layer lost is the
BPCS. The LOPA team calculates the intermediate likelihood (1 x 10-®) and the mitigated
event likelihood (1 x 10°8). The values are entered into columns 8 and 10 of Figure F.1
respectively.
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The LOPA team would continue this analysis until all the deviations identified in the HAZOP
study have been addressed.

The last step would be to add the mitigated event likelihood for the serious and extensive
events that present the same hazard.

In this example, if only the one impact event was identified for the total process, the number
would be 1,1 x 10-8. Since the probability of ignition was accounted for under process design
(0,1) and the probability of a person in the area under additional mitigation (0,1) the equation
for risk of fatality due to fire reduces to:

Risk| of fatality due to fire = (Mitigated event likelihood of all flammable malterial
relealses) x (Probability of fatal injury due to fire) = 0,5.

or

Risk |of fatality due to fire = (1,1 x 10-8) x (0,5) = 5,5 x 109

This [number is below the corporate criteria for this hazard and further risk reduction is not
cons|dered economically justified, so the work of the LOPA team is. Complete.



https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © IEC 2016 -63 -

G.1

Annex G
(informative)

Layer of protection analysis using a risk matrix

Overview

igniti
redu

This

inment (LOPC) events to a tolerable level. The method encourages the implenren
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ting LOPC events through inherently safer design and proactivedayers of protection.

method uses a risk matrix to communicate the risk criteria"to the assessment team

ation

ence
ted,
ation
d by
ty of
on

The

risk qnatrix has been calibrated to account for the consequenge severity potentially pos¢d by

the L
loss

The

appr
desc

and the safeguard(s) that prevent or mitigatecthe event(s).

The
comg
risk i
layer
and

the h

OPC event. The criteria include consideration for safety, environmental, and ecor]
botential.

method examines hazardous events identified™dsing any hazard identification tech
ppriate for the process lifecycle step. At asminimum, the hazard identification s
[ibe the hazardous events that were assessed and should identify the initiating cau

risk assessment is performed usidg LOPA where the process risk is determined
ared to a tolerable risk as defined by a semi-quantitative risk matrix. When the prg
5 above tolerable, safety funétiens are identified and allocated to independent protsg
5 (IPLs) as shown in Figure:-G.1 (adapted from CCPS, 2007). Some IPLs are prod
ct to prevent the hazapdous event from occurring. Others are reactive and act to r¢g
rm caused by the hazardous event.
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Figure G.1 — Layer of protection graphic highlighting proactive and reactive IPL
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This method encourages the selection of proactive IPL, which reduce the frequency of the
hazardous event (e.g., loss of containment or equipment damage). The use of any protection
layer requires the additional consideration of the secondary consequence that results from
their successful operation. This is particularly true of mitigative layer IPLs — see step 7 below.

When the study is completed, the identified safety functions have been allocated risk
reduction in accordance with guidelines that are established for each type of IPL and
associated function. When risk reduction is allocated to a SIS, this risk reduction yields a SIL
in accordance with IEC 61511-1:2016 Table 4.

This _method does not consider the duration of the operating mode when analysing
sequenced, batch, start-up or maintenance risk. In this method, the risk of each operating
modg should be reduced to the tolerable frequency regardless of the amount oﬁe the
procgss is in a particular operating mode. é‘

NO
The {olerable frequency for a hazardous event is determined by assessing Lk?worse crgdible
scenfprio consequence in terms of the health and safety impact to planhﬁ sonnel and the
public, environmental impact, and economic impact (property and busins\ss osses). The ffeam
is expected to qualitatively estimate the worst credible consequeanQ?:gardless of likelihood
and |dentify IPLs to reduce the event risk. Again, since this methed seeks to reducg the
hazardous event frequency (e.g., loss of primary containmené12 equipment damage)| this
methpd does not consider the use of conditional modifiers f cupancy, ignition or fafality,
which are typically used to assess the frequency of specific/types of harm caused by the
eveny. Q)

L

NOTE|1 This method leverages the availability of the team alQ@ormation to assess economic impact of lpss of
contaihment events. The implementation of any recommenditl s for economic-related events is determinjed by
busingss approval processes.

NOTE|2 The frequency, probability and risk reductio @iues used are for illustration only and are not to b¢ used
as geferic values for specific assessments. \\b

Anngx G is not intended to be a defin@account of the method but is intended to illugtrate
the general principles. It is based oh"a method described in more detail in the follqwing
refergnces: X
o5

Layer of Protection Analys(sg\\Simplified — Process risk assessment, American Institute of
Cherpical Engineers, CCPS,3 Park Avenue, New York, NY 10016-5991, 2001, ISBN 0-§169-

0811}7. O@

Guidpnce on th plication of Code Case 2211 — Overpressure Protection by System
Design, Weldi@search Council, PO Box 1942, New York, NY 10156, 2005, ISBN 1-58145-

505-4.
Ke

Guidp @F‘ressure-re/ieving and Depressuring Systems: Petroleum petrochemical and natural
gas jdlrstries — Pressure relieving and depressuring system, American Petroleum Insfftute,
1220 L Street, NW, Washington, D.C. 20005, 2007.

Guidelines for Safe and Reliable Instrumented Protective Systems, American Institute of
Chemical Engineers, CCPS, 3 Park Avenue, New York, NY 10016-5991, 2007, ISBN 0-4719-
7940-6.

Guidelines for Initiating Events and Independent Protection Layers in LOPA, American
Institute of Chemical Engineers, CCPS, 3 Park Avenue, New York, NY 10016-5991, 2015,
ISBN: 978-0-470-34385-2.
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G.21

Procedure

General
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This LOPA procedure results in the identification of the IPLs that can reduce the process risk
in accordance with the risk criteria. The following is a step-by-step description of the work
process, which is shown graphically in Figure G.2.

G.2.2

Step 1: General Information and node definition

The team members, attendance date, study date, and document revision number are recorded

in the Worksheet. The facilitator reviews the node boundary to ensure that each team me
iliar with the process operation and flow sheet (Figure G.3). The P&IDs under g
bcorded along with any other documentation reviewed by the team during the study.

is fa
arer

u\lnv-f avant
NEXT-EVEHT

No

Step 1
General information

k.,

Step 2
Describe
hazardous events

¥

Step 3
Evaluate initiatihg
event frequency

¥

Step 4
Determine scenario
consequence severity

Does
process risk

Yes

mber

view

Step'5
Identifylindependent
protection layers

Y

Step 6
Identify consequence
mitigation system (CMS)

h

Step 7
Determine CMS risk gap

h

Step 8
Determine scenario
risk gap

No

Does
the CMS risk

ar scenario risk gap

exceed risk
criteria?

exceed risk
criteria?

Step 9
Make recommendations

IEC

Figure G.2 — Work process used for Annex G
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To flare

4"
PRV

Gas

<O'\
Key '\
FC Flow controller %
FCV | Flow control valve Q
PAH | Pressure alarm high Q/
BV | Block valve \
PRV | Pressure relief valve (‘)\
Figure G.3 — Example process node bon,{?ary for selected scenario
G.2.3 Step 2: Describe hazardous event 0\\
Devigtion or What-if? or FMEA: The team Id describe the hazardous event selectg
review including the deviation, what-if qu n, or failure mode that was analysed durin
hazard identification and how the even pagates to the loss of containment or equip
damage. A\
O

Tabl¢ G.1 is an excerpt from a @OP performed on the node illustrated by Figure G.3.

is on
scen

Hazgrdous event d %ption: The event propagation should be clearly, yet conc

.

e of what may be man \sgénarios that result in overpressure in this process unit.
ario was selected for illustration purposes.

d for
g the
ment

This
This

sely,

descfibed from th@process hazard to the worst credible consequence assuming no
safeguards. It i portant to thoroughly describe the hazardous event, so that each fteam
memper und nds what is being analysed. It should also be recognized that| this
documentat'@assists in the management of change process and in future revalidations,| so it
isim Jortc%)&hat the description be clear and easily understood.

As a 1§/,<amplc, Table-G2-Hstsahigh-pressure—deviatonthatis—eausedbyafow-—ecoentrel loop

failure and results in pressure that exceeds the Maximum Allowable Working Pressure
(MAWP) of the vessel. The consequence is stated as “High flow leads to pressures above
MAWP. Potential vessel damage and release to environment within 5 minutes.” (Note
that this 1,5 MAWP is only allowed by certain vessel design codes). This description provides
later teams with an understanding of the degree of overpressure and the speed with which
pressure propagates to an unacceptable level.

1,5 x
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System Name: 1. Vessel 101 feed

Drawing: Drawing ABC-123
Design Intent & Process Control Method(s): Mixture X is fed into Vessel 101 for gas liquid separation

— 87 —

Table G.1 — Selected scenario from HAZOP worksheet

Rank

c Risk
o onseque Rankin PHA
Deviation | Causes Consequence nce Safeguards 9 R p
ecommendation
Cat S L RR
1. High T. FTow T. High flow Teads | S Z T. High B Z
pressire control to pressures pressure A
loop above 1,5 x E 4 alarm B 2 \/
fails MAWP. Potential Q‘
vessel damage A 3 2. High Q)
and release to pressure Q'\
environment shutdown of | B 1 (1/
within 5 minutes. inlet block (5,
valve y\'
3. Pressure '\
relief valve C)b
4. Operator Q/
response to i\\
high Q)
pressureQ
alarry‘o

NOTE

.\@

\‘(

See Table G.4 for consequence categories and se&@ty ranking.
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G.24 Step 3: Evaluate initiating event frequency

Once the hazardous event is described, the initiating cause(s) that lead to the hazardous
event are documented. An event may be initiated by a single initiating cause or multiple

causes. The team should consider various types of causes, such as human error, equip
failures, procedural errors, etc.

ment

There may be instances where the team deems there is no credible cause or combination of
causes. This may be due to inherently safe process design or because the occurrence of the

scenario would violate the laws of chemistry or physics. In these cases “No credible initi
cause” should be listed in the initiating cause portion of the worksheet along wit

ating
h an

explgnation of the reasoning, and the team should continue to the next scenario. A

Y

Frequency: The frequency of the initiating event is evaluated without the consid aqan 0
IPLs|(safeguards). Guidance is provided in Table G.3 based on industry published dats
good| engineering practice. The team should determine whether the data is opriate b
on plant historical performance or experience with the initiating cause(s)under similar
condjtions. If the team determines that a higher frequency is warranteq):pe.g., 1/year r
than|1/10 years), the reasoning is documented and the revised n r is entered int
workgheet. In this example, the frequency of flow control loop failu%N 1/10 years.

f any

and
ased
plant
ather
b the

Enalling conditions: Some process deviations can lead t ardous events only in the

pres¢nce of a co-incident condition, called an enabling ¢ dition. This procedure allow

cons|deration of an enabling condition, when the condit is independent of the initil;ating

causg and is necessary for propagation of the ha ous event. The combination o
enabjing condition and the initiating cause results i propagation of the hazardous ev

\

N
The {requency of the initiating event can be estﬁ&ted based on the average probability ¢
enabling condition being present and the fr@ency of the initiating cause. As an examy
the dperator leaves a valve open incorreéﬁy and a process upset downstream occurs,

could be backflow through the open v . The process upset is assumed to happen 1
An gperator opens and closes theyvalve 3 times per day. Failure is assumed
oppoftunities. Valve position is verified every 8 hours (by the next shift operator). S
average probability of the valve %i g open is:

‘\\0
open) = (3/24 hours) ,x@MOO) x 8 hours = 0,01

-

P

avg
The initiating event&)@iency is 0,01 x 1/year = 1/100 years.

Overpll freque he overall event frequency is the highest frequency of the listed initi
causgs. |If zardous event has more than 3 initiating causes of similar frequ
cons|derati s given to assigning a higher overall event frequency based on an analyj
the cpmmon cause aspects of the causes. In the example (Table G.2), there is only one g

5 the

the
ent.

f the
le, if
there
year.

1/100

b the

ating
bncy,
bis of
ause

listed, he initiating event frequency is 1/10 year.
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Table G.3 — Example initiating causes and associated frequency

2016

MTBF?
Initiating cause Conditions
in years
Basic Process Control Loop Complete instrumented loop, including the 10
(BPCS) sensor, controller, and final element.
Action is performed daily or weekly per
procedure. The operator is trained on the
required action. {This value can be reduced by a
factor of 10 (value=1 in 10 years) based on 1
experience. The team should document job aids,
_
Ogerator Action 10 years.} A
(SPP) Action is performed monthly to quarterly per Q\/
procedure. The operator is trained on the 10
required action. \Q)
Action is performed yearly, after turnaround or (36
temporary shutdown per procedure. The operator ()5
is trained on the required action. N
Indtrumented Safety Device Instrumented safety device spuriously opera '\
e.g., closure of block valve, pump shutdowh\ d 10
(OFHER) opening of vent valve.
o
a The initiating causes listed can be assumed to occur more frequer@g.g., changed from 1/100 year to
1/10 year based on process experience. The values cannot b R?e e less frequent without additiopal
justification and approval by process safety. Additional analg should be submitted as part of {he
justification. This would include human factors analysis, Qlu modes and effects analysis (FMER),
event tree analysis or fault tree analysis. 0
Va
N
G.2.4 Step 4: Determine hazardous event &\Qisequence severity and risk reductign
factor (%)
$
The lhazardous event is assessed to dete.@ine the worst credible consequence in terms ¢f the
health and safety impact to plant &onnel and the public, environmental impact,| and
econpmic impact (property and bus'@e s losses).
x
Severity: The consequence.geverity is assessed according to standardized definitiops in
Tabl¢ G.4 "Consequence sﬁ/p ity decision table". In the example (see Table G.2), the feam
detemined that there was. the potential for a significant flammable hydrocarbon rel¢ase.
Since¢ an operator frequent rounds through the unit, a fatality was possible.| The
consgquence sever;j r safety was ranked as “4.” The environmental severity ranking was
also | determined 0 be consequence level 4, while the asset severity ranking| was
consgquence I@
Risk ass@went: The process risk is determined by the overall initiating event frequency
(Steg 3‘ d consequence severity (Step 4). These ranking are used as input to Tabl¢ G.8
Risk |[regtction factor matrix. The matrix shows the risk reduction factor (RRF) requirgd to

reduce the process risk to a tolerable level. If the RRF yields a result of TR (tolerable risk),
the risk falls within the risk criteria without additional IPLs. Those hazardous events
indicate other than TR should be assessed further.

that

In the example (see Table G.2), a consequence severity of 4 and a frequency of 1/10 years
results in a required risk reduction of 1 000 (see Table G.5).

In some instances, IPLs may not be required from a risk standpoint, but may be required by
code, practice, or regulation. The requirements of codes, practices, or regulations supersede
this procedure.
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Table G.4 — Consequence severity decision table

RANK SAFETY (S) ENVIRONMENTAL (E) ASSET (A)

Multiple fatalities across a Catastrophic off-site Expected loss greater than

- S environmental damage with $10,000,000 and/or substantial
5 facility and/or Injuries or | -t tai t and d to buildi located
fatalities to the public ong-term containment an amage to buildings locate
clean-up off-site
Hospitalization of three or Expected loss between
more personnel (e.g., Significant off-site $1,000,000 and $10,000,000
serious burns, broken environmental damage (e.g., and/or extended downtime with
4 bones) and/or one or more substantial harm to wildlife) with | significant impact to the facility
fatalities within a unit or prolonged containment and operation and/or minor damage
Tocal area and/or Tnjuries to | clean-up (€.g., broken windows) 10
the public buildings located off-site
Hospitalization injury (e.g., | On-site release requiring Expected loss betwee%y
serious burns, broken containment and clean-up $100,000 And $1,0@0 0
3 bones) and/or multiple lost and/or off-site release causing and/or downtim Gf\ veral
work day injuries and/or environmental damage with days severely@cting the
Injury to the public quick clean-up facility opeat:l.

J
ExpecteNﬁss between $10,0p0

Lost work day injury and/or | On-site release requiring and NO 000 and/or downtirhe

recordable injuries (e.g., containment and clean-up by of than day causing
2 skin rashes, cuts, burns) emergency personnel and/or off- ifoact to facilit yo eration

and/or minor impact to site release (e.g., odour) but no L ald/or re ortabxlle puantit

public environmental damage (/<..évent P q y

On-site release requiring

. $10,000 and/or downtime of
containment and clean-

Recordable injury and/or

K\ EXpeCted loss of less tha

on-site personnel less than a day with minor
P AQ impact to the facility operatio

\\‘(

Table G.5 — Risk red ion factor matrix

AL
R&&IRED RISK REDUCTION FACTOR
N
5 100 000 &@00 1000 100 10
w
CZJ . 4 10 000 L\Q 1000 100 10 TR
\
w - Y
S O
o 5 3 100 }\ 100 10 TR TR
D o o
% 7 2 &0’ 10 TR TR TR
1 10 TR TR TR TR
\Q
Q§ 1 10 100 1000 10 000
O FREQUENCY (1 in x years)

4

&

szmmwmmmmm”mmm

Safeguards are identified during the H&RA, which provide some measure of protection
against the hazardous event under review. Each identified safeguard is evaluated against the
IPL criteria.

Not all safeguards meet the design and management criteria necessary to be classified as
IPLs. It is also important to ensure adequate independence of the selected safeguards so that
the potential for common cause, common mode, and systematic issues is sufficiently low
compared to the overall risk reduction requirement.

Table G.6 provides guidance on the RRF for example safety functions that may be classified
as IPLs. The risk reduction factor is based on specific IPL design and management criteria,
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which is briefly described in Table G.6. The restrictions provided in the table shall be met for
the IPL to be allocated the listed risk reduction.

A safeguard that does not meet the criteria may be listed in the worksheet with RRF=1, if
desired. A safeguard may only be allocated a RRF>1, when the process safety information
demonstrates that the safeguard meets the criteria.

In the example (see Table G.2), the team determined that there was not sufficient time for the
operator to respond to the alarm. A previous analysis of the SIS showed that it achieved

SIL 1

G.2.7 Step 6: Identify consequence mitigation systems and risk reduction factok

The

is referred to as the secondary consequence of the IPL. The risk assoc

seco

Sincg successful action of most mitigative proactive IPL and reactivel,.él
|/

redu
Mitig

CMS
arey
haza
man{

NOTE]
maint

NOTE|
reduc
assoc
frequdg

, so the team allocated an RRF of 10 to it (see Table G.2).

Y
uccessful action of any IPL results in a new operating or shutdown state. T ig'n"ew
hdary consequence shall be acceptable or additional/alternate IPL @%II be ap

ttion of the consequence severity, these IPL are collectively referreq
htion Systems (CMSs). <O'\
N

IPL, which act to reduce the harm resulting from the haza o‘g event, may be credi
iew (Note 1) verifies that the CMS IPL is designed and ed to address the parti

ncy. This value is compared to the risk crit to determine if additional risk reduction is required.

state

iaféd with the

blied.

result i the
as Consequence

ted if
cular

fdous event and (Note 2) determines that the seconda{}s onsequence risk is acceptably

ged. << @)

1 If there are no documents to support the claim thg CMS IPL is properly designed, locatedl, and
ined to reduce the consequence of the particular relea% enario, no RRF may be taken.

2 The successful action of a CMS IPL reduces t s%onsequence of the hazardous event under reviey. The
bd consequence resulting from the proper funetiohing of the CMS IPL can still be unacceptable. THe risk
ated with the IPL’s operation is determined b?‘e aluating this secondary consequence severity and r¢lease

Tabl¢ G.7 lists the CMSs considered‘%l\uring study and RRF for specific safety functiong that

may
CMS
redu
meth

In th
desig

ned for over,
100 fo it. &

be classified as IPLs. It is im@)rtant for the team to review the CMS to verify thg
is designed and manage address the hazard scenario. Only CMS that proac
e the frequency of t rimary consequence event (LOPC) are considered in
od. .

s example (s@able G.2), the team determined that the pressure relief valve
sure caused by flow control loop failure. The team allocated an R

XX

t the
ively
this

was
RF of

D
&
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Table G.6 — Examples of independent protection layers (IPL) with associated risk
reduction factors (RRF) and probability of failure on demand (PFD)

IPL Conditions RRF PFD

The BPCS IPL should be designed and managed to

achieve the RRF. It is a typically a control loop whose
normal action prevent the scenario. The BPCS IPL 10 0,1
shall run in automatic mode during all operating
phases where the hazard scenario could occur.

Basic Process Control
System (BPCS)

Operator response does not have to perform

Operator response to troubleshooting or diagnostics to take the action.

ala[\m“With“TO,T,in,\u;ﬁf\ Alarm may be implemented in the BPCS or 10 0.1

respeRse—tHe—~{AEARNM ndependent of the BPCS. \
N

(perator response to Operator response requires minor troubleshooting or \,

dlarm with >40 minutes diagnostics prior to taking action. Alarm may be 10 _jQ‘

response time (ALARM) implemented in the BPCS or independent of the BPCS. 'JO

gIL 1 (SIS) Safety Integrity Level 1 19\Q i 0,1

diL 2 (sis) Safety Integrity Level 2 t'y)(( 0,01

gIL 3 (SIS) Safety Integrity Level 3 . y\'\ 1000 | 0,001

Taple G.7 — Examples of consequence mitigation system {gf&) with associated risk
reduction factors (RRF) and probability of fall n demand (PFD)

v
CMS Conditions /\Q RRF PFD
Hressure Relief Valve Clean Service. Designed for ths@?!rdous event 100 0,01
\Jessel Rupture Disk Designed for the hazardoug&%\\t 100 0,01
\Jacuum Breaker Designed for the haza{Q&% (;vent 100 0,01

area which is siz address the hazardous event.
Any valves in li all be administratively controlled
to ensure the(.g) S is available when needed.

S
o
G.2.§ Step 7: DeterminntS)QSrS risk gap

As wlith any IPL, there
where the CMS work
In Step 7, the CMS

designed. In Ste@.

To determi Qhe CMS risk (i.e., works as designed), it is necessary to first evaluat¢ the
sevefity e secondary consequence. The consequence severity is assessed accordipg to
standa d definitions in Table G.4 "Consequence severity decision table". The CMS r|sk is
detelmined by CMS consequence severity and the frpqnpnr‘y of the CMS use This frpq1 ency
is determined by multiplying the overall initiating event frequency (Step 3) by the RRF of each
IPL that prevents the initiating event from placing a demand on the CMS. These IPL were
identified in Step 5.

Qverflow Line 100 0,01

N\
Overflow line is d@éﬂ to discharge to containment

e two potential states when a process demand occurs: 1) sugcess
designed and 2) failure where the CMS does not work as designed.
is addressed by assessing the consequence when the CMS works as
e risk associated with the CMS not working as designed is assess¢gd.

The CMS risk is evaluated using Table G.5 RRF matrix. If the CMS risk gap is reduced to
“TR,” no further risk reduction is required. The team may identify functions that improve the
risk reduction, if desired. If the CMS risk gap is 10, 100, 1 000, or 10 000, the team shall
identify more IPLs, as appropriate. If these safeguards do not exist in the current design,
recommendations are made.

In this example (Table G.2 and Figure G.4), the team determined that the flare availability was
good at the site and the material released to the flare did not pose any unacceptable
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consequence. When the PRV operates as designed, the scenario releases material to the
flare and was determined to be at the tolerable risk level.

Initiating event
frequency = 1/10yr

SIS

SIL 1

Success = 9/10 = 0,9

PRV

Failure = 1/10 = 0,1

Success = 99/100 = 0,99

Frequency = 9/100 = 0,09/yr
Approx = 1/10 yrs
Shutdown

Frequency = 99/10 000 = 0,0099/yr

Approx = 1/100 yrs
Release to flare

Failure = 1/100 = 0,01

Release is tolerable

Frequency = 1/10 000 = Q;000 1/
Consequences exceedihg Criterig
Vessel rupture

Figure G.4 — Acceptable secondary consequence\risk

After| the study was completed, a flare study determined that the(release from the preq
reliefl valve could overload the flare and cause excessive backpressure in the relief sy

over

Initjating event
frequency = 1/10yr

SIS

SIL 1

Success = 9/10 = 0,9

PRV

Success = 99/100 = 0,99

Failure = 1/10.3.0,1

Failure = 1/100 = 0,01

Figule G.5 updates the event tree to show the revised\secondary consequence
ﬂﬂessure event with significant consequence that occur$.1/100 years.

Frequency = 9/100 = 0,09/yr
Approx = 1/10 yrs
Shutdown

Frequency = 99/10 000 = 0,0099/y
Approx = 1/100 yrs
Consequences exceeding criteria

Backpressure on connected vesse|s

Frequency = 1/10 000 = 0,000 1/y
Consequences exceeding criteria
Vessel rupture

Eigure G.5 — Unacceptable secondary consequence risk

Tabl¢ G.8 wupdates Table G.2 with the revised assessment of the release from the PRV t
flare| sh@wihg the consequence created by the lifting of the pressure relief valve. The

deteimined that it was possible for the back-pressure generated by this relief scenal
causlrcmmrmmm i i i i

opening the relief valve was determined to be as high as the scenario considering failure of
the PRV (see failure path for PRV). While the risk associated with the primary scenario
(rupturing the vessel) is reduced to the tolerable risk (TR) level, the risk associated with the
secondary consequence (overloading the relief system) is higher than the risk tolerance. The
CMS risk gap is RRF = 100 for the safety and environmental consequence rankings, while the
asset CMS is RRF = 10.

3

IEC

bsure
stem.
— an

=

IEC

D the
team
io to

ce of

The CMS risk gap is determined by first evaluating the consequence of successful operation
of the CMS using Table G.4. Then the challenge frequency for the CMS is determined by the
scenario initiating event frequency (including enabling conditions) as reduced by the proactive
IPLs operating prior to the CMS challenge (see the event trees Figures G.4 and G.5). The
CMS risk gap is then taken from Table G.5.
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Applying this new risk reduction requirement, it was determined that the SIS should be
upgraded to SIL 3 in accordance with recommendations from API 521 Guide for Pressure-
relieving and Depressuring Systems: Petroleum petrochemical and natural gas industries —
Pressure relieving and depressuring system and ASME Guidance on the Application of Code
Case 2211 — Overpressure Protection by System Design. A SIL3 SIS reduced the demand
frequency on the PRV and achieved an acceptable level of risk as shown in Figures G.5 and

G.6.
SIS PRV
SIL 3 Frpnllmnny =9099/10 000 =0 nQQQ/yr
Success = 999/1 000 = 0,999 Approx = 1/10 yrs Y
Initiating event Shutdown Q_}/
frequgncy = 1/10yr Success = 99/100 = 0,99 Frequency = 99/1 000 000(=,0,000 0|
Approx = 1/10 000 yrs ~
Backpressure on co[fq}ged vessels
Failure = 1/1 000 = 0,001 '\fb
F = 1 =0,
Failure = 1/100 = 0,01 Creq“ency 1 000 000 = 0,000 09
onsequqx exceeding criteria
Vessel ture
&
Figure G.6 — Managed secondary coéequence risk
G.2.9 Step 8: Determine scenario risk gap QQ
The $cenario risk gap is determined from its ¢ uence severity (Step 4) and its frequ
giver] the presence of identified IPLs (Ste% ) and CMSs (Step 6). Each frequen
detelmined by multiplying the overall ini@ng event frequency by the RRF of each
prevénting the scenario and each CMS r@gating the scenario. IPLs were identified in S
and

The

the ¢
ident
100
exist

In thi

tolergble risk. a SIL 3 SIS providing an RRF of 1 000 and a pressure relief

provi
agair
risk.

CMSs were identified in Step 6. A\@

cenario risk gap is redu@ 0 “TR,” no further risk reduction is required. The team
fy functions that impro(eﬁ e risk reduction, if desired. If the scenario risk gap is 10,
D, or 10 000, the team shall identify more IPLs or CMSs, as appropriate. If these d
in the current deé' y recommendations are made.

s example (Tabté G.9), the scenario needed a total risk reduction of 1 000 to achiey

ding an F of 100, an overall risk reduction of 100 000 is provided by the IPL d
st o ressure of the vessel. Table G.9 shows the scenario risk gap meets tole

scenario risk is compared %’Thoe risk criteria as shown in Table G.9 using Table G.

99/yr

1/yr

IEC

ency
Cy is
IPL
tep 5

5. 1If
may
100,
D not

e the
valve
bsign
rable

NS

G.2.10 Step 9: Make recommendations when needed

Recommendations shall be listed when the CMS or scenario risk gap is not reduced to “TR.”
Any listed recommendation should describe the safety function, classify it as a specific IPL
type, and provide the required risk reduction. Other recommendations shall be listed by the

team

, if desired.
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Annex H
(informative)

A qualitative approach for risk estimation
& safety integrity level (SIL) assignment

H.1 Overview

SIL gssignment that can be applied to SIFs in the process industry.

NOTE|1 The methodology described in Annex H uses qualitative estimation of risk and is intend&;j@) be ge
i

applief for the assignment of a SIL(s) to safety instrumented function (SIF(s)) in the proceSQ
parameters (see Figure H.2) used whilst applying this methodology to particular process@t/

Inforfiative Annex H provides one example of a qualiiative approach for risk s ma&r and

nd their s

erally

ustry. THe risk

becific

hazar¢s can be subject to agreement with those involved to ensure that the SIS 030'5’( vide adequafe risk

reducfion. v

N

NOTE|2 The process industry risk graph parameters used in Annex H are from TaK .

NOTE|3 Annex H is not intended to be a definitive account of the method bt)ibntended to illustrate the g

principgles. Q/
for the SIFs to be performed by the SIS (see IEC 61

and 4). QQ

hazafdous event leading to estimation of a%
performed for each hazardous event where@
used|in conjunction with the guidance inf@nation in Annex H.

2
orgamization taking responsibility f

S

safety.

.

QOQ
S
%O
S
NS

For dach hazardous event, the safety integrity requiremer&\should be determined sepafately
1-1:2016, Subclause 6.3.1, Tabjes 3

Figure H.1 is an example of a practical way og'\&\rrying out a risk assessment at a sp
L for a SIF. This methodology shoul
risk has to be reduced. Figure H.1 shou

It is Important that the risk graphga‘@axits calibration is agreed to at a senior level withi

eneral

ecific
d be
Id be

n the
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/ Conceptual process design
7 with Basic Process Control System (BPCS)

!

Identify potential hazards, and built-in
safety barriers in the process (PHA).
Screen identified hazards roughly
(HAZOP, What if, etc.)

/ /

Probeabiity-of Performconsegtenceanatysison
initiating failures - selected hazardous events
and events (personal, environmental, economical)

.

Perform frequency analysis including
Layer of Protection Analysis (LOPA)

Other (non SIS)
- — layers of e —
protection

Residual risks
(Risk reduction
demand)

Tolerable risk
criteriaand L _ _ _ _
guidelines

Are non SIS

Yes
protection layers needed and
possible?
Yes Are process

design changes needed
and possible?

Is a Safety
Instrumented System (SIS)
required for further risk
reduction?

Assign Safety Integrity Levels (SILs) for
all Safety Instrumented Functions (SIFs)} — g/ largetsiks /..
needed in the safety system (SIS)

k4 Y
Make a Safety Requirement Safety Requirement
Specification (SRS) for the entire SIS. .| Specification (SRS)
Specify individually the requirements for =
each included SIF of the system!

To realization phase
of the safety lifecycle

IEC

Figure H.1 — Workflow of SIL assignment process
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Risk estimation is an iterative process; this means that the process may need to be carried
out more than once.

H.2

H.2.

1

Risk estimation and SIL assignment

General

Clause H.2 provides guidance on what and how to achieve risk guidance and SIL assignment.

H.2.2 Hazard identification/indication
Indichte the hazardous event, including those from reasonable foreseeable misuseﬁvhose
risks|are to be reduced by implementing a SIF. List them in the hazardous even@furnn in
Tablg H.1. ©
N
Table H.1 — List of SIFs and hazardous events to be assesgﬁ
SIF No. Hazardous event description Safety Instrumented FEJI}Q%';’I (SIF) description
01 ,\“O
02 = ©
03 A
04 « Y
<«
H.2.d  Risk estimation QQ
The risk graph matrix is used for SIL assignmen%r SIF. SlLs are established by comHining
the rjsk graph consequence parameter C angé e likelihood summarized as the risk graph
parafmeters F, P and W. For each hazard% vent SIL could be determined individually for
health, environment and financial aspects., The overall target SIL of the considered SIF w(ill be
decided by the maximum determined Slé mong these three aspects (health, environmenft and
assef). K\
xO

Risk |estimation should be carti out for each hazardous event by determining thg risk
parafneters shown in Figure and should be derived from the following:
— cpnsequence of har C’), and
— pfobability of oc nce of that harm, which is a function of:

e| occupancytparameter (F) which is the probability that the exposed area is occupied at

the tim he hazardous event;
o avaoi e parameter (P) the probability that exposed persons are able to avoid the
h dous situation, which exists if the SIF fails on demand;
o mand rate parameter (W) is the residual demand rate or frequency of the hazaidous

event if considering SIF is not implemented.
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H.2.5.2 A
Probability that the exposed area is
occupied at the time of the hazardous
H.2.4 event, F
Risk related to Consequence of H.2.53 > H.2.6
the identified _ the possible T .
hazardous = | harm, C & | Probability that exposed persons are able| | Probability of
event to avoid the hazardous situation, P ;:ccurrence of that
arm
H.2.5.4 Y,
Residual demand rate or frequency of the
hazardous event, W
IEC
Figure H.2 — Parameters used in risk estimation \/
For g¢ach hazardous event many different sequences of events could exist th%ﬂetd ta this
hazafdous event. All these sequences should be handled separately becaus@he probgbility
of ocpurrence could differ (F, P and W). (1/
H.2.4 Consequence parameter selection (C) (Table H.2) y\'\
This [is the number of fatalities and/or serious injuries likely to rﬁ'}ﬂ from the occurrenge of
the Nazardous event. Determined by calculating the numbers in the exposed area whep the
arealfis occupied taking into account the vulnerability to the @ dous event.
Severity level (C) is the estimated consequence of thﬁwgardous event. Select proper|level
for health, hnvironmental and financial hazards. Fill i chosen severity letter (A-F) forfeach
individual hazard in the C column.
N
Dete meet

mining proper severity levels presuppoggs’ consequence categories calibrated to

the tglerable risk levels established by com;@ﬁy risk management and authorities.

N

Tablg¢ H.7 provides examples of consc@&nce categories.

O
Table H.2 \é}hsequence parameter/severity level

AN
\\
Congegtience parameter

O

S

Qéo Severity Level C
\Q/ CF Catastrophic F
CE Extensive E

CD Serious D

CcC Considerable C

CB Marginal B

CA Negligible A

H.2.5 Probability of occurrence of that harm

H.2.5.1 General

Clause H.2.5 provides guidance on key parameters related to probability of harm occurrence.
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Each of the three parameters of probability of occurrence of harm (i.e., F, P and W) should be
estimated independently of each other. A worst-case assumption needs to be used for each
parameter to ensure that under specification of a SIL does not occur.

H.2.5.2 Occupancy parameter section (Table H.3)

Assess probability that the exposed area is occupied at the time of the hazardous event.
Determined by calculating the fraction of time the area is occupied at the time of the
hazardous event. This should take into account the possibility of an increased likelihood of
persons being in the exposed area in order to investigate abnormal situations which may exist
during the build-up to the hazardous event (consider also if this changes the C parameter).

Expoisure probability (F) is the probability that the exposed area is occupied at the timekcfthe
hazafdous event. The exposure probability is only valid for health risks (H). If o@p@ncy is
permianent or if credit already has been given for reduced occupancy likelih when the
health severity level was chosen, the "Permanent" alternative (Fp) shall be 025&. Exposure
probability (F) shall be chosen if occupancy is frequent or if the occupanc dependept on
the Hazardous situation. Exposure probability (Fg) should be chosen if t 3 .area is occlipied
just occasionally and human presence is obviously independent of thé\hazardous situgtion.
Expogure probability (F,) should only be chosen if the hazardous arﬁ:\s confined and hiiman
presg¢nce rare and independent of the hazardous situation. Fill .ih\the selected correlating
number (0-2) in the (F) column. A value of 1 for the occupancy G@neter is predefined fqr the

envirpbnmental and financial hazards. Q/
A
Table H.3 — Occupancy parameter/ExQere probability (F)
O
Occupancy parameter \Q
N\

Frequency of human presence i ‘%\:ﬁ hazardous zone. Credit for
limited occupancy shall not%@been taken choosing the
consequence categories.

0>

R\
Exposure probabilityQ\ F
FD Permanﬁ?ft,o =1 2
\\
FC | Fredubnt 0,1-1 2
FB N O}b}asionally 0,01-0,1 1
S
_@ Rare <0,01 0
G

H.2.9.3 A@gnce parameter selection (Table H.4)

This par@ler describes the probability for exposed persons to be able to avoid the
gus’situation which exists even when the SIF has failed on demand. This depend

Avoidance probability (P) is the probability of avoiding the hazardous event even if the
considered safety function fails to prevent the event. Normal choice is Pg "Avoidance
conditions not fulfilled".

P, could be chosen individually for the health hazard (H) if all persons in the hazardous area
are likely to be evacuated to a safe area in time if the SIF fails on demand. This requires that:
e persons have sufficient time to evacuate, and

e independent facilities for alerting and evacuating all people in the hazardous area are
existing.
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P, could also be claimed if the hazardous event is likely to be avoided in time by manual
operator actions. In this case, P, is also relevant for environmental and financial hazards.
This requires that:

e independent facilities for alerting the operator of the functional failure and for manually
bringing the process to a safe state are available,

e atleast 1 hour (minimum) is available between operator alert and the hazardous event.

Fill in the correlating number (0 or 1) of the selected avoidance parameter in the P column.

NOTE In Annex H, choosing P, implies at least 90% probability that the hazard will be avoided.

Table H.4 — Avoidance parameter/avoidance probability A

Q}/

Avoidance parameter '\%

Probability of avoiding the hazardous event if the SIF fails on demand. (.Q
Implies independent facilities provided to "shut-down" so hazard can be.

avoided or enable all persons to escape to a safe area. Conditions to *
fulfilled for P,: N/
N
Facilities to alert operator that the SIS has failed '\QD
Independent facilities to bring process to safe state b

Time between operator alert and hazardous event >1IQ/
e\

. - N
Avoidance probability P O P
Pg Avoidance conditions not fulfilled <§< 1
\'d
Pa All avoidance conditions are i{lﬂed 0
N

H.2.5.4 Demand rate parameter select{&@(Table H.5)
S

The pumber of times per year that the ha&%rdous event would occur in the absence of th¢ SIF
undef consideration can be determi’@’ by considering all failures which can lead t¢ the
hazafdous event and estimating thed) erall rate of occurrence. Other protection layers should
be influded in the consideration, ,
The gemand rate paramete@ﬁ‘?is selected by estimating or calculating the residual demand
rate jor frequency of the haZardous event if the considered SIF is not implemented.| This
frequency can be deter%&;e’d by combining frequencies of failures and other initialising eyents
leadipg to the haza s event. Credit should be given for non SIS implemented dafety
barri¢rs. The total r@k reduction credit for barriers implemented in the normal control system

(BPQS), includi larms and operator response, cannot be more than a risk reduction flactor
of 1Q¢ by defidition in IEC 61511:- (risk reduction factor >0.1). Fill in the chosen number
correflating e estimated or calculated residual demand rate in column W.

&S
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Table H.5 — Demand rate parameter (W)

Demand rate parameter
Demand rate w

W9 | Often >1ly 9

W8 Frequent 1/1-3y 8

W7 | Likely 13-10'y 7

W6 Probable 1/10-30 y 6

W5 | Occasional 1/30-100 y 5 A

W4 |Remote 1/100-300 y 4 Qy

W3 Improbable 1/300-1 000 y 3 y\(b

W2 | Incredible 1/1 000-10 000 y 2 '

W1 Inconceivable 1/10 000-100 000 y . y\:TD,

6\

H.2.4 Estimating probability of harm @'\
For dach hazardous event, and as applicable, for each aspe&éalth, environment; fina
add the points from the F, P and W columns and enteﬁ\t e sum into the column §
Tablg H.6.

H.2.7

Use
envir

The ¢verall target SIL equals the maximu termined SIL.

Using Table H.6, the intersection poinﬁ}vhere the severity (C) row crosses the relevant cg

for lik

Example: For a specific @rd when looking at human health with a C assigne

catag

F+P+
that i

N
O

SIL assignment
g N\

N
he risk graph matrix (Table H.6) to read omhe SIL for each one of the aspects (hg
bnment and financial) by combining it#erity letter (A-F) with its likelihood sum (1

elihood (F+P+W), indicates kind of action is required.

trophic, an F as 1$d.a P as 1 and a W as 3 then:

W=1+1+3 qPUsing Table H.6, this would lead to a SIL 2 being assigned to th
5 intended t igate the specific hazardous event.

4 H.6t$§;e used to record the results of a SIL assignment exercise when usin

do described in Annex H.

hcial)
IL in

palth,
-12).

lumn

e SIF

j the

N
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Table H.6 — Risk graph matrix (SIL assignment form for safety instrumented functions)

Project: Process:
Issued by: Plant:
Date: System:
Revision: Chart Nr:
Consequence parameter Risk graph matrix Occupancy parameter Avoidence parameter Demande rate parameter
Freq. y of human p Probability of avoiding the hazardous event if| Estimated SIF demand rate w
in the hazardous zone. Credit|the SIF fails on demand. Implies W, [Often Sy 9
— for limited occup must not|inde de facilities provided to "shut-
Likelihood sum (F+P+W) have been taken choosing|down"so hazard can be avoided or enable all| Wg |Frequent sy 8
Severity level C|1-2|3-4 |56 |7-8|9-10| 11-12 [consequence categories! persons to escape to a safe area. Conditions| W |Likely 1/3-10y 7
to be fulfilled: -
Ce Catastr‘ophlc F | NR |SIL1 « Faciites o alert operator that the SIS has failed W |Probable 1/10-30 y 6
Cg |Extensive E | NR | NR [SIL1 Exposure rate F | Independent facilties to bring process to a safe state | Ws |Occasional  1/30-100'y 5
Cp |Serious D NR | NR [SIL1 Fp|Permanent =1 2 | Time betweon operator alert and hazardous event W, [Remote 1/100-300 y 4
Cc |Considerable C NR | NR [SIL1 F |Frequent 0,1-1 2 Avoidance probability P | W, (Improbable  1/300-1 000 y 3
Cg Margi'n_al B NR | NR | SIL1 |Fg[Occasionally 0,01-0,1 1 | Py [Avoidance conditions not fulfilled 1 W, |Incredible 1/1 000-10 000y 2
Cn [Neglifible A NR | NR IFA Rare <0,01 0 PA[AH avoidance conditions are fulfilled 0 | W, [Inconceivable 1/10 0004100000y | 1
SIF- Hazardous Event Safety instrumented Function (SIF) Consequence | Influence | Demande | Likelib Integrity | Comiments
NO: Description Description Harm C F P W Sum SIL | SIL
o1 H E [ 1]1 5 1
E F / 1 3 5 2
F c 5 NR
02 H 0 0
E ; 1 0] o
F 1 0
03 H 0 0
E 7 1 0N 0
F 1 0,
04 H 0 )
E 7 [ 0] o
F 1 0
Table H.7 — Example of consequence categories
C Human harm (H) Probability Max. health Additional comments|to the
loss of life cofisequences due to health consequenice
the hazardous event categories
CF Catastrophic PLL > 1 Several (3 or more) Several fatalities likely.
dead. Many (10 or
more) critical injured.
CE Extensive PLL = 0,1 - Some (1 to 2) dead. Individual fatality/fatalities
1,0 Several (3 or more) likely.
critical injured.
CD Serious PLL = 0,00N\= Some (1 to 2) critical Several lost time
0,1 injuries. Several (3 or injury/injuries. One or spme
more) injured. lasting disablement.
Fatality/fatalities not lik¢ly but
possible.
cC Considerable PLL < 0,01 Some (1 to 2) injuries. One or some lost time
Serious discomfort. injury/injuries. Minor
probability of lasting
disablement. Fatality
improbable.
CB Mérgiral PLL=0 Minor injury/injuries. No lost time injury/injuries.
Lasting discomfort. Medical treatment requifed.
CA Negligible PLL=0 Negligible No lost time injury/injuries. No
injury/injuries. medical treatment required.
Temporary discomfort.
C Environmental Effluent Effluent Max. environmental Additional comments to the
harm (E) Influence Extension consequences due to environmental consequence
the hazardous event categories
CF Catastrophic Lasting Wide Wide permanent or long | A liquid spill into river or sea.
time harm. A wide vapour or aerosol
Decontamination release. The effluent causes
impossible or hard. lasting or permanent damage
to plants and wildlife.
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C Human harm (H) Probability Max. health Additional comments to the
loss of life consequences due to health consequence
the hazardous event categories
CE Extensive Lasting Confined Confined permanent or | A liquid spill to ground water. A
long time harm. confined vapour or aerosol
Decontamination release. The effluent causes
impossible or hard. lasting or permanent damage
to plants and wildlife.
CD Serious Lasting Limited Limited permanent or Onsite liquid spill. A limited
long time harm. vapour or aerosol release
Decontamination (within fence). The effluent
TMpoSsIDIe or hard. causwm"ﬁmnent
damage to plants a ildlife.
cC Considerable Temporary Wide/Confined | Wide to confined A liquid spill int@é’r of sea.
temporary harm. A limited va % r aerdsol
Decontamination easy |release. T LRQ uent causes
or not needed. tempor?@mage to pllnts
and W\LI .
CB Marginal Temporary Limited Limited (on site) Orﬁ'\l@ﬁquid spill. A lim|ted
temporary harm. ¢ our or aerosol releage
Decontamination easy j [(Within fence). The effluent
or not needed. @ 'causes temporary damdgge to
C, plants and wildlife.
~
CA Negligible Negligible Negligible Q/ Moderate leak from flange or
environmental harm. valve. Small liquid spill pr
Deconta in@ion not small soil pollution not
neede Q effecting ground water.
é Negligible environmentgl
‘\Q effects.
C Financial harm Damaged Production q \(\ financial Additional comments to[the
(F) property (k€) |[loss (k€) &consequences due to financial consequence
\QQ) the hazardous event categories
N
CF Catastrophic >10 000 >50 O@ Devastating loss off Devastating damage to
Q‘\ production, market production unit and/or pfant.
share and image. Event causing or requiring a
\Q production stop for mor¢ than
\l_ a year.
Vad
CE Extensive 1 000 —C)\\V 5000 - Extensive loss of Extensive damage to
10 000 50 000 production. equipment and/or propejrty.
. Large loss of market Event causing or requiring a
@ share and/or image lasting production stop ¢f
~ O several months.
CD Serious &’100 - 1000 500 — 5 000 Large loss of Serious damage to equipment
@ production. and/or property. Event dausing
Q‘ Considerable loss of or requiring a lasting
O market share and/or production stop up to a month.
s image
N : :
CcC (‘K%Aderable 10 — 100 50 — 500 Considerable loss of Considerable damage t
production Marginal equipment and/or praopelrty.
loss of market share. Event causing or requiring a
lasting production stop up to a
week
CB Marginal 1-10 5-150 Minor loss of Minor damage to equipment.
production. No loss of Event causing or requiring a
market share and/or day of production stop.
image.
CA Negligible <1 <5 Negligible loss of Negligible damage to

production.
No loss of market share
and/or image.

equipment. Event causing or
requiring a temporary (hours)

production stop.
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Annex |
(informative)

Designing & calibrating a risk graph

1.1 Overview

Annex | describes the basic steps involved in designing and calibrating a risk graph that
enabfes—the bafciy tegrity—tevet (SiL) of—=a bafcty mrstromrented—fumction (SIF\ tp be
detefmined from knowledge of the risk factors for the process plant. Q

<25’
A ridk graph used to assess the required safety-integrity levels for any cess |plant
applifation needs to be appropriate for the particular application and calib to us¢ the
tolergble event frequency values that have been determined to be relevant t e potentidl risk

-

outcgme. N
N

The fisk graph methods shown in IEC 61511-3 are example techni @ and the user negds to
be stisfied that they are appropriate to the application and engae that the results gained
have|the correct value. In many cases it is necessary to adap Gp example method to make it
relevant to the application and calibrate the chosen risk gra{\ give the correct values.

Anngx | is not intended to be a definitive account o %e process by which a risk graph is
designed and calibrated but is intended to iIIustral,% general principles. It is based|on a
methpd described in more detail in the following r%a nce:

“Usinlg risk graphs for Safety Integrity Leve(é&L) assessment — first edition"; Clive De $alis,
C; Ingtitution of Chemical Engineers”, 20&\

2
1.2 Steps involved in risk gr&o\}n design and calibration
-

The $teps in the design and @ation of a risk graph may include, but not be limited tq, the
following:

.

dgcide the assess@& ;;arameters to be included in the risk graph;
 dfaw the overall(Shape of the risk graph;

dgfine eac e parameters in detail;

agsign %@s to each of the parameters that match the definitions;

° iden;i@ e tolerable event frequency values to be used for each consequence definitipn;

e identify the calibration axis line for each consequence;

e calculate all other values in the graph relative to the relevant calibration axis line;

e convert the event probability values into SIL numbers using the relevant tolerable event
frequency;

e review the overall risk graph and remove any routes through the risk graph that are
contrary to requirements.

1.3 Risk graph development

Clause 1.3 provides an overview of how a risk graph may be developed.
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The first steps in designing and calibrating a risk graph are to define the parameters that need
to be assessed, deciding the overall shape of the risk graph, defining each parameter in detail
and deciding the range of values that are relevant for each parameter.

1.4 The risk graph parameters

1.4.1 Choosing parameters

When choosing parameters for use in a SIL assessment for a process plant the user shall
select all of the appropriate values to be assessed. Figure .1 shows the main parameters that

ShOU dbao caonc dorad bt athare ooy, bha ralavant ond onan, s dia ba oddad
T T COTToTGCTC U oTUT OtniCTro oy oo TotCvart arra oy o CUtTooCTautTTs

Typical risk graph parameters to consider

hitiating event

Initiating Probability of | | Response to Independent layers of Cansequence
event presence in a warning protection
frequency the danger Risk
area reduction Mitigation
X F P R M C
- e i o Pos_sibility of Tolerable value
Events/yr robability Oj avoidance of [ Number of layers ] relates to the
L _| [ exposure hazardous consequence
event

Figure 1.1 — Risk graph parameters to consider

An ekample showing a combination of techniques from Annex D (Figure D.1) and Annex C
(FigLI;e C.2) is shown in Figure 1.2 to illustrate how a risk graph can be designed to have more
paraineters.

1.4.2 Number of parameters

Havimg decided the paramefers to be used, now decide the number of each parameter [o be
used| For example, it may ‘be sufficient to represent the probability of exposure of a perspn to
the risk by simply two valies: F1 and F2.

1.4.3 Parameter.value

Define eachyparameter and each value for that parameter. These definitions should be
suffigiently—detailed for assessment team members to understand the parameter| and
repeTtedly select the correct value.

During this step it may be necessary to revise the decisions made in either or both of the
preceding steps.

1.4.4 Parameter definition

When defining parameters to be included consider the meaning of available information.

For example, you may have information on how often an event occurs for a process plant that
is under the control of the BPCS in which case your data can be used for how often the event
occurs and the BPCS fails to control it as a combined value. Alternatively you may have the
initiating event data separately to the BPCS' capability to control that process condition.
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NOTE If a risk graph is designed to use the initiating event frequency then the risk graph can include all other
parameters with which to determine the demand rate on the safety function. Therefore the probability of other
independent risk reducers will need to be included to properly assess the demand rate on the safety functions.

1.4.5 Risk graph

Draw the risk graph as an overall diagram.

NOTE The diagram will usually be symmetrical in form and include all combinations of possible routes including
those routes through the diagram that may later be excluded. For example, your policy can be to exclude
consideration of operator response to alarms where the consequence is potentially multiple fatalities. In this
example case your diagram will include the operator response lines at this stage of the design but at the final stage
the option of operator response will be deleted.

Initiating event frequency, IEF, events per year
1 = less than or equal to once a year.
2 = less than or equal to once every ten years.
3 = life time of the plant

More than©ne

No independent One independent layers independent layers
layers of protection of protection of proteetion
EF| 1 2 | 3 1 2 | 3 1 2 | 3
P1
F1 P2: 0 0 0 0 0 0 0 0 0
C1 o1 a 0 0 0 0 0 0 0 0
F2 a 0 0 0 0 0 0 0 0
— P2
1 a 0 a 0 0 0 0 0
P1
F1 a 0 0 0 0 0 0 0 0
—Lr2
Cc2 - 1 a 0 a 0 0 0 0 0
F2 1 a 0 a 0 0 0 0 0
—1r2
2 1 a 1 a 0 a 0 0
P1

IEC

Key (] = no protection layer needed; a‘= SIS protection layer probably not needed; 1 and 2 = SIL value needg4d

Figure 1.2 — Illustration of a risk graph with parameters from Figure 1.1

1.4.6 Tolerable'‘event frequencies (Tef) for each consequence
1.4.6 /1 Tef@guidance

Provides guidance when determining tolerable event frequencies.

1.4.6 2——Fef-SH—assessment

SIL assessment tolerable event frequencies are different for each consequence. Values
assigned are often relative to the single fatality consequence. If the safety case for the
process plant has a linear progression from Single fatality = 1, to serious injury = 0,1, minor
injury = 0,01 then a full list of these values is made for each consequence defined in
Clause 1.4.3 and Clause 1.4.4 Value progressions are not always linear. For example the
values may change for multiple fatalities (N) and it is not unusual to change the values for
N=10 or N=50.

1.4.6.3 Risk graph Tef

Ensure that the tolerable event frequency values are correctly used in the risk graph. If the
tolerable event frequency is the number of serious injuries per year to an individual but the
intended use of the risk graph is to consider a single process plant risk then these two terms
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are not directly compatible. An individual will be subject to multiple risks of serious injury from
his occupation and so the design shall consider how to convert from expressions of risk to the

indivi

1.4.7

1.4.7.

dual to risks of a single event on a process plant.
Calibration
1 General

Explains the significance of calibration in the risk graph development.

1.4.7.2 Calibration axis line
The [calibration axis line for each consequence is the route through the risk gr\a;p\h that
corrgsponds exactly to the consequence. Q.
NO

For gxample: (19
A risk graph may have the following parameters (Figure 1.1): ,\Sb.

N
_ OB = single fatality; N
— FPR = probability of exposure is 1 (i.e., personnel likely to be@ggent);
— PP = difficult to avoid:; \<<,
— RO = no available independent other technology risk re ers;
— MO = no available independent mitigation measur@
— 1|=initiating event frequency is once per year.\Q
The [sequence of this example route throu ‘Q%e risk graph means that the outcome is
potentially a single fatality, they are pr t, it is difficult to avoid, there are ngither

1.4.7

For g
route

1.4.7

endent risk reducers to prevent it naer*mitigation measures to change the outcomsg
vent happens every year = one f@y per year. This is the calibration axis line fd

and
r the

b fatality consequence because ify\the tolerable event frequency required for this evént is
D-5 then the probability of fai required of the safety function to avoid this is 2 4 102
[he mathematical value for gach parameter in this sequence is 1 indicating the numper of
e present and the Qbability of each parameter failing to avoid the outdome.
F2 x P2 x RO x MO x 1 r year = 1 fatality x 1 x 1 x1x1x1 per year = 1 fatality per
3 Calibraﬁdn events per year

ach calib n axis line final destination write in the events per year represented by that
throu e risk graph.

.4\<</0R0ute events per year

Using the values determined inl.4.3, 1.4.4 and 1.4.7.3 calculate the events per year that will
occur for each route through the risk graph by adjusting one parameter at a time.

This can be illustrated by the same example from [.4.7.2 above in which we change one
value, for example F2 becomes F1.

A risk graph may have the following parameters:

- C

3 = single fatality;

— F1 = probability of exposure is 0,1 (i.e., less than 10% chance of personnel in the danger
zone);

- P

2 = difficult to avoid;


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © IEC 2016 -91-

— RO = no available independent other technology risk reducers;

— MO = no available independent mitigation measures;

- 1

= initiating event frequency is once per year.

The sequence of this example route through the risk graph means that the outcome is
potentially a single fatality, they are present for less than 10% of the time, it is difficult to
avoid, there are neither independent risk reducers to prevent it nor mitigation measures to

chan

ge the outcome and the event happens every year = 0,1 fatalities per year.

The

mathematical value for each parameter in this sequence is 1 indicating the number of people
present and the probability of each parameter failing to avoid the outcome, except for the

valu
ther
fatali

1.4.75  PFD,,

With

the tolerable event frequency value for the consequence by the calcl

desti

1.4.7

Now

0, -
ore has a value of 0,1. C3xF2xP2xRO0OxMO0Ox1 per yearA:
y x0.1x1x1x1x1peryear = 0,1 fatalities per year. Q}/

. ©
g calculation Q\

all destination points in the risk graph calculated as the frequency o(‘fﬁ(\lénts, now g

hation point. The values now written in the risk graph are the PF% g required.

©

16 PFD,,4 conversion to SIL O

upded down to a less onerous

L

but ajways rounded up. O
1.4.8 Completion of the risk graph \<2
p grap s\\\}
1.4.8 {1 General 7
&
Discysses items to consider when finaIizi@ the risk graph.
K\
1.4.812 Routes removal \Q
Rem

pve routes through the ri aph that should not be present.
tes th h th KC?# h that should not b t

For g¢xample, your poli ’may be to exclude consideration of operator response to a

wher
the |

b the consequen@ potentially multiple fatalities. For this example case the route(
bsponse to a ing being possible would be removed from the risk graph wher

potential outcometis.multiple fatalities.

1.4.8

A de
The |
(i.e.,

13 k graph instructions

g
convert each PFD,,, value into the SIL number. Whe%g/nverting a PFD,,4 value ipto a
SIL qumber for the risk graph a value should never be

and
1

ivide

ated value af the

Value

arms
5) for
b the

itten.

e&%set of instructions describing the correct use of the risk graph should be wr
n ctions should include a statement describing the limitations of use for the risk

raph

the limits of applicability).



https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

J.1

-92 - IEC 61511-3:2016 RLV © IEC

Annex J
(informative)

Multiple safety systems

Overview

2016

The semi quantitative approaches presented in IEC 61511-3:- annexes are very useful to

eval
freq
appr
is dir
only
desid
incre
redu
inferr
proof

Ther
the 4
caus
taker

NOTE
J.2

Figur
safet
occu
and,

ency target established from a prior risk analysis (refer to Annex A about-Al
ach). Nevertheless, the underlying hypothesis that the risk reduction achieved by & SIS

ectly linked to its relevant failure measure (e.g., average unavailability — PEDS, ) IS
when a single SIS is implemented. When several safety systems (SIS anth\non-SIS
ned to run in sequence to prevent a given hazardous event the rigk”reductior
hses when the failure measures decrease but the link is not so §igple and thg
tion which is actually provided by a given SIS may be lower thagd that which ca

tested systems are implemented.

bfore, when several safety systems working together have been designed accordi
pproaches developed in IEC 61511-3 annexes it iskimportant to check that con
b failures and dependency effects between the safety-“systems are negligible or prog
into account in order to actually achieve the tolergble hazardous event frequency.

More information can be found in the documents provided in bibliography.
Notion of systemic dependencie$s

e J.1 illustrates the conventional ¢alculations used in semi quantitative approaches

s from the process then S]S3vhas to react first. If it fails then SIS, has to react in
f it also fails, the hazardous‘évent occurs.

-

Process
SIS i i
demand SIS, 2 Situation
o Perfect
E Yes functioning | Safe
P—— '1'1’ r+o o Degraded (states

~ A

pvent

true
) are
still
risk
n be

ed directly from its individual failure measure. This is true espgcially when periodjcally

ng to
hmon
perly

Two

y instrumented systems (SIS, and SIS,) are working in sequence. When a demand

turn

No Yes functioning
Demand o =0)
frequency Y /12’ v

Pr=Aef2 |
HEF,=w ‘
PP HEF,= w.P,

HEF,=w. A, A,/ 4
Tolerable T
hazardous

event HEF,=w.P,. P,

frequency

IEC

Figure J.1 — Conventional calculations

When using the semi quantitative approaches it is accepted that the risk reduction provided by
a SIS is equal to the inverse of its failure measure (e.g., P=1/PFD,,q ;). Therefore, without
any SIS, the hazardous event frequency HEF is equal to the demand frequency itself (w).
Then, the SIF achieved by SIS, provides a risk reduction HEFy/HEF,=1/P, and the risk drops
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to HEF,=w.P,. Afterward the SIF achieved by SISy provides a risk reduction HEF,/HEF,=1/P,
and the risk drops to HEF,=HEF,.P,=w.P,.P, which is expected to comply with the tolerable
hazardous event frequency requirements.

However, the times for proof testing, MTTR, MRT, common cause failure and other factors for
each of the SIFs can interact to give a different risk reduction to that presumed in the
simplistic view that has so far been described.

In the simple example of Figure J.1, SIS, comprises only one sensor (S), one logic solver (LS)
and one final element (FE) organised in series and tested at the same time with a periodical
proof_test interval Then the failure rate of SIS, is A4 =/14'b +/11LD + 44 and its average

unavpilability (i.e., PFD,,q 1) is Py =%. Similarly, the average unavailability ofSIS,|(i.e.,

PFD{,g4,2) is given by Py = 427 . Therefore, with the two safety instrumented systems (§ISs),
2
the Ilhazardous event frequency is established at HEF, =w.P.P, :W.(ﬂ;r ).(%’T )=w 111‘21-7

wherp the SIF achieved by SIS, provides a risk reduction of HERQIHEF; =1/ PFDgyq 1| and
the §IF achieved by SIS, a risk reduction ofHEF1/HEF2 =1/ PFDgyg,7 -

The pbove calculation only takes into account the test inggrval but not the scheduling qf the
tests|according to the time. This is shown in Figure J 2 where the two SIS are tested 3t the
samqg time. This is a popular current test policy alldowing to simplify the maintenance [team
taskd or to minimize the number of process shut-dewns for performing the tests.

Z
Rrocess ®
SIS Situation
demand SIS, ‘$ 2
R4}
k\ o Perfect
Yes functioning | Safe
o oDegraded states
functioning

Ap T O
No ;
Demand
flequency

Uyh=at
[ Nbfyty=w.di

‘,‘x% Hazardous event

J

[ Nbf2(0,7) = w J:M/lztzdtr = iy

'

Q HEF", =Nbf,(0,9) / 7
| Nbfy(0)= w. A At 2.0t = w.Ady72/ 3
S

4

~

3/3

| Nbf (0= w. At |

IEC

Figure J.2 — Accurate calculations

~Mt\which is

Within a proof test interval the unavailability of SIS4 is given by Us(t)=1-e
approximated by A4t when A4t <<1. Just after a proof test U,(t) goes to 0 (if the repair time is
negligible or if the process is stopped) then it increases until just before the next proof test.
This gives the well known saw-tooth shaped curve which is represented in the Figure J.2. This
is exactly the same for U,(t). Therefore U,(t) and U,(t) are correlated because they are low
(just after a test) and high (just before a test) at the same time. This seems insignificant but,
in fact, introduces a systemic dependency between SIS, and SIS, which, therefore, are not
really completely independent. The term "systemic dependency" means that this dependency
is a property of SIS, and SIS, considered as a whole, which cannot be described just by
considering SIS or SIS, separately. It has to be noted that this type of correlation doesn't
exist for immediately revealed failures (e.g., detected by diagnostic tests) because the
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unavailability related to these failures reaches asymptotic values which is not the case with
proof tested failures.

When a demand occurs, 14t is the probability that SIS, fails, 14.1,.t? is the probability that
both SIS; and SIS, fail and w.14.4,.t? is the probability that the hazardous event occurs.
If w is the demand frequency, Nbfy=w.dt is the number of demands occurring between t and
t+dt (i.e., the number of hazardous events in the absence of safety systems). With the two

SIS's, the number of hazardous event occurring over dt becomes Nbf5(t) = W./11.12.t2dt and a
simple integral gives the number of hazardous events occurring within [0, <
Nbf2(0,1)=W.11.12.r3/3. Finally the average hazardous event frequency is equal to

HEFY, = Nbf5(0,7)/7 = w.21./12.r2/3. Note that the constant demand frequency w is Fe}stored.
Then 3/24.2213 represent the risk reduction provided by the equivalent single sqa)er system

comgrising both SIS, and SIS,. N
Q
Finally HEF'; = 1,33 HEF, which is obviously greater than HEF&B’We can [write
11.1' 4 12.2'

HEF], = w.(Z15). =

2 3 2

)=w.P;x1,33xP, which shows that S|s1(o'&ovides 100 % of the
N
expefted risk reductions P, and SIS, only 3/4 =75 % of P, becae)s@it acts in second position.

N
If a third SIS was added and tested at the same time (i.e‘}\ P =%), the hazardous g¢vent

3
frequency would become HEF's =w /111213'7 =2Q91'T X ki X 13.7)=2W.P1.P2.P3 i.e|, the

risk feduction is only 1/2 = 50 % of what g expectsd frogn the semi quantitative
apprpaches. Writing HEF's —W(/L]T %@) 3 /137) HEF 2 x 1 5xP; shows that| the
contrjbution of the third SIS of only 2/3 % of the expectatlon.

A
We dan also write HEF'y =[w.( ﬁ 4 AQT w' 2(2221) where w' is the demand freqency

on S|S,. If w' is considered g:g)\a process demand this shows that systemic dependenmes may
also pxist between the pgocess and the SIS. Therefore even in the case where a single SIS is
cons|dered, it may pn@%a reduction lower than expected.

If noyv we stagg e tests and perform some mathematical development we will find thpt an
optinfjum is re d when SIS, is tested in the middle of the test interval of SISq. I} this

optimum ; the hazardous event frequency drops to HEF", w.%/lvlz.rz. This cgn be
writtg r\%fEF" = (/117 10 ﬂQT M The proof tests are still correlated buff now
2 2

SIS, provides a rlsk reductlon of 12/10=120 % of what was expected. Therefore the
correlation between the proof tests of the various SIS may be detrimental or beneficial
depending of the implemented proof test policy.

As shown on the left hand side of Figure J.3 the multiple safety system analysed above is
equivalent to a single redundant SIS. This allows the introduction of the potential common
cause failures (CCF) which are likely to exist between SIS, and SIS, as shown on the right
hand side of the figure. Common cause failures also constitute systemic dependencies
between SIS, and SIS,.
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SIS
Process —r Situation
demand (SIS)) : (SISy)
v ; D\ Safe
w es et ) Stat
. + i states | HEF = w.(AA,72/ 3 + A 1/ 2)
No Vi Hazardous
i * event ﬁ Common cause
frequency \ ! ) failures
Nbf,(t)=w.dt Ap T
= ol 1, | HEF= zlz‘ﬂ/'z![zv'\

L)?’TJ Ay T

Figure J.3 — Redundant SIS

The CCF impact is generally more important than the correlation of proof tests’and it is always
detrifnental. In the above example where the proof tests are performednrat the same time this
introx]uces an additional factor w.1..7/2 to the hazardous event freguency. This impac} can
be rgduced by staggering the proof tests: when SIS, and SISy are-hot tested at the $ame
time,| any test is an opportunity to disclose the CCF provided-that relevant procedures are
implgmented. The CFF proof test interval can be reduced up’te/ /2 thus dividing by twp the
CCF [contribution to the hazardous event frequency. With a¢third SIS similar to SIS, and BIS,,
the QCF contribution may be divided by three, etc.

In cojnclusion the risk reduction provided by multiple S1S running in sequence may be Ipwer,
equal or greater than expected from semi-quantitative approaches. When the various gafety
systgms are periodically tested at the same timg’the semi quantitative approaches leafls to
non-¢gonservative results and the non-cofiservativeness increases with the levgl of
redupdancy. When complex patterns of “proof tests are implemented, the result of the
comgetition between detrimental or bengficial effects is difficult to anticipate. Therefore, when
a miultiple safety system has beennNdesigned according to the individual requirements
estaljlished from semi quantitative approaches, it is wise to check that the targeted tolefrable
hazafdous event frequency is actuatly achieved.

NOTE| A single safety system \wijth redundant components experiences the same systemic dependg¢ncies
descriped above and can be apatysed in the same way.

J.3 | Semi-quantitative approaches

The pemi quantitative approaches can be used to check the hazardous event frequengy to
take |nto account the effects of common cause failures and systemic dependencies.

acproof test staggering policy is implemented (to mitigate the negative impact of proof

f dre—eo ofeatsefatures—sare #t y Hrg s—fetming
the multiple safety system the conventional calculations can be used. In the other cases some
adjustments of the conventional calculations are needed.

If common cause failures are identified, they should be handled at the multiple safety system
level as shown in Figure J.3. If proof tests are staggered and a relevant procedure is
implemented, then the CCF proof test interval can be reduced to the interval between the
successive staggered proof tests.

When no staggering proof test policy is implemented, then the systemic dependencies due to
the correlation of proof test should be considered. Corrective coefficients like those presented
in Figure J.4 ma
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y help to estimate the corrections to be done. This table has been built with the hypothesis
that all components are tested at the same time. The correction increases when the number of
individual SISs increases and when the length of the scenarios leading to the hazardous event
(the order of the so called minimal cut sets — MCS) increases. The table on the left hand side
of Figure J.4 deals with a multiple safety system made of two individual SISs and the table on
the right hand side deals with a multiple safety system made of three individual SISs. The
corrective coefficients in this table are calculated as m/n where m is the coefficient of the
integrals calculated separately and n the coefficient of the integral calculated as a whole. For
example, for MCS of order 2 obtained from two separate SISs we compare factors like

Mrl2x 29712 (integrals calculated separately) to factors like A,1,72/3 (integral calculated

as a whole)l and that gives-a corrective factorof 2 2/3 = 4/3 = 1 33
7 ~ v

Mulfi SS SIS1 SIS2 Multi SS SIS1 SIS2 SIS3
MCS|order || MCS order | MCS order Coefficient MCS order MCS order | MCS order | MCS order'|| Coeffigient
D 1 1 4/3=1,33 3 1 1 1 8/4542,00
3 1 2 6/4=1,50 4 1 1 2 12/592,40
3 2 1 6/4=1,50 4 1 2 1 12/542,40
4 1 3 8/5=1,60 4 2 1 1 12/542,40
" 3 1 8/5=1,60 5 1 1 3 16/692,67
4 2 2 9/5=1,80 5 1 3 1 16/692,67
5 1 4 10/6=1,67 5 3 1 1 16/642,67
5 4 1 10/6=1,67 5 1 2 2 18/643,00
5 2 3 12/6=2,00 5 2 1 2 18/643,00
5 3 2 12/6=2,00 5 2 2 1 18/6593,00
IEC

Figure J.4 — Corrective coefficients for’hazardous event frequency
calculations when the proof tests are performed at the same time

The fables in Figure J.4 should be appliedCen the minimal cut sets excluding the common
causg failures at the multiple safety system~level and the maximum order contributing tp the
hazafdous event frequency should be @valuated and used to find the corrective coeffigients
(righf columns of the tables presenteddin Figure J.4). For example if the maximum contributing
order is 3, and if the multiple safetysystem comprises two SIS (left hand side of Figure|J.4),
the hazardous event frequencil-calculated from a semi quantitative approach should be
multiplied by 1,5.

For 4§ maximum contributing order of 4 it should be multiplied by a factor ranging from 1,6 to
1,8. It should be multipljed by a factor ranging from 2,7 to 3 for the minimal cut sets of orfler 5
of a multiple safety\system made of three SIS (right hand side of Figure J.4), etc. When the
multiple safety system comprises a mix of several situations, then the bigger coeff|cient
shoul|d be usedfor the sake of conservativeness.

J.4 | Boolean approaches

Failure rate Repair rate Test interval
PT4 4,50E-06 0,125 4380
PT, 4,50E-06 0,125 8760
PT; 4,50E-06 0,125 8760
PT, 6,25E-04 0,125 Detected
PTs 6,25E-04 0,125 Detected
PTg 3,55E-06 0,042 8760
PT, 3,55E-06 0,042 8760

IEC

Figure J.5 — Expansion of the simple example


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © IEC 2016 - 97 -

In order to illustrate how multi safety systems can be handled the example which has been
already analysed in Clause J.2 has been slightly modified: now SIS and SIS, are not similar
and the logic solvers have only detected dangerous failures. With two redundant sensors, the
failure rate of SIS, is no longer constant. This new example is detailed and modelled with a
reliability block diagram in Figure J.5 where PT stands for "pressure transmitter”, LS for "logic
solver" and SV for "safety valve”. Each SIS comprises sensors (one or two), one logic solver
and one safety valve organised in series. The nine failure scenarios (i.e., the so-called
minimal cut sets, MCS) derived from this model are the following: {PT,, PT,, PT3}, {PT,, LS,},
{PT4, SVy}, {LS4, PT,, PT3}, {LS4, LS,}, {LS4, SV,}, {SV4, PT,, PT3}, {SV4, LSy}, {SV4, SV,}.
The MCS which are related to similar components are candidates for common cause failures.
Then three minimal cut sets should be added to the nine prewous ones: CCFP, CCFLS and
CCF gy—Atthe—end : : cotHs f and 3
triple| failures). Then the flrst |dea may be to use for each of them some S|mpI|f|ed farmulae
like those proposed in IEC 61508-6:2010, Annex B. This is possible, provided that.spgcific
formyilae are developed to deal with non-similar components (e.g., different failbre nmodes
and/gr different proof test interval).

Multiple SIS unavailability

ka4
1E3 / / Multiple SIS

= |
o Hours | failures
0 5E3 1E4 1.5E4
Min: 2,51E-5 Max: 2.02E-3 Mean: 7,35E-4 @“""5
Toard
Tpward Shili o .
P 4 SIS1 unavailbility “SISZ unavalrlablllty J7, 48 & Jo
5E-2
f ; q / q / 2562 1 SIS Zf‘k
SISq 2562 2
Independent o Hours > 0 \/H°”"S= Independent
failures 0 1E4 0 1E4 failures
ort Min: 5,0E-3 Max: 5,43E-2 Min: 5,0E-3 Max: 3,73E-2 on
r Mean: 2,99E-2 Mean: 2,10E-2 ’
I I I 1
SIS2 PT unavallablll
LS4 fails 1.56-3 4 2 / v CCF PT LSy fails SV1 fails
1E-3 \ /
PT1 fails @ SV4 fails = > SIS @ g
0 1e4 Hours™ PT
j) ‘<3> Mi: 1,9&511 ) 3"5?; 1,47€-3 ||__faiures Multi phase
ean: 4, . e
@A"“ Markov m°"%( SV2 unavailability
PT4 unavailabili -
2E-2) 1 ty | I 2E- \C /
1E_§ . PT), fails PT3 fails 1E'§ i/ Hoyrs
0 5E3 1E4 1,5E4 Multi phase 0 5E3 1E4 156}

Markov model

O) ®

Min: 3,6E-6 Max: 3,06E-2
Mean: 1,54E-2

Min: 4,5E-6 Max: 1,95E-2
Mean: 9,82E-3

IEC

Figure J.6 — Fault tree modelling of the multi SIS presented in Figure J.5

The second 1dea IS 10 use the fault tree approach which proves 10 be very eifective when the
components are reasonably independent (e.g., the probability to have 2 failures at the same
time is low) and provided the calculations are handled in a correct way. The fault tree related
to the above multiple SIS is presented in Figure J.6.

A fault tree gives directly the instantaneous unavailability of the top event from the
instantaneous unavailability of the basic events. As said above and as shown in Figure J.6,
the unavailability of a periodically tested event is a saw-tooth curve (see Note). Calculating
the fault tree for a relevant number of instants ; over a given period (e.g., 2 years), gives the
unavailability at the logic gate output levels (including the top event). They are more or less
complicated saw-tooth curves according to the proof test policy. Calculating the averages of
the previous curves over the given period gives the average unavailability (e.g., PFD,, ). This
averaging operation deals with the systemic dependencies due to the proof tests correlations.
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Note that a beta factor of 1 % has been considered to model the CCF between PT, and PT; of
SIS,.

NOTE The input saw-tooth curves can be obtained through a multi-phase Markovian model (see
IEC 61508-6:2010 Annex B). Then the fault trees are used to link small Markovian models. This is effective when
those small Markovian models are independent from each other. With the data used for this example and for the
independent failures we obtain an average availability P,=2,99. 102 for SIS4 and P,=2,10. 102 for SIS,. With a
semi quantitative approach this would lead to a risk reduction of 1/P,P,=1 588 when it is of only 1/7,35. 10-4=1 360
(i.e., a difference of about 15 %).

Multiple
| SIS failure VUNIpie SIS unavalapiity (overall)
h \
Myitiple SIS unavail. (indep. fail.) @ oré 23 :
€3N : i 4 ol
1.5E-3 / / } r I I I 1E-3 7 iV
183 Multiple SIS 0 >
5E-4 |7 e ‘ . 0 S5E3 1E4 1.5€4)
: N 'nd?i?lendent ‘ CCFPT | ‘ CCFLS | ‘ CCF sV | Min: 7,45E5™, Max: 2,52E-3
5E3 1E4 1.5E4 ailure Mean:1,02E-3
Min: 2,45E-5 Max: 1,96E-3 And5 @
Mean: 7,14E-4
SIS1 unavailbility SIS2 unavailability
SISq se2d P | : P | el I ~ SISy
independent | |, P * v 262 independent
failure l/ 182 l/ & failure
i : or 0 0 5E3 1E4 1564 0 0 5E3 1E4 Asea or2
Min: 4,95E-3 Max: 5,37E-2 Min: 4,95E-3 Max: 3,65E-2 L\~
From J6 Mean: 2,96E-2 Mean: 2,06E-2 From J6

IEC

Figure J.7 — Modelling CCF .between SIS, and SIS,

The potential CCFs between SIS, and SIS are not modelled in Figure J.6. This is dope in
Figune J.7 where the common cause failures between PTs, LSs and SVs have |been
cons|dered with a beta factor of 1 %. Now, the average unavailability of the multiple dafety
systdm is 1,018 x 10-3 and the overafl Tisk reduction has dropped to 982. This is about 2 %
of the risk reduction expected fromia semi-quantitative approach on the hypothesis that(SIS;
and $IS, are fully independent.

S:‘g“f'gﬁfre Multiple SIS unavailability (ovefall)

15634
MJitiple SIS unavail. (indepJ fail.
A P g ( P. ) @0'6 1E-3 /| A /' /

: P4 /1 A /‘ MuItipIIeSIS l I I SE:/ L// I/, l// >
l/ l/ l/ s 0 5E3 1E4 1.5E4

independent | CCF PT | CCFLS ‘ | CCF sV ‘ - i
0 SE3 1E4 1.5€4 failure Min: 7"35;?]_ 6 ’gl:é_: B5E-3
Min: 245E:5 Max: 1,39E-3 Ands @ et
Mean: 5,07E-4
SIS4 unavailbility SIS2 unavailability
SIS se24 P ! /] P 1 382 SISy
independent | |seo P v 262 i independent
failure (/ 182 L L - failure
Ao" % ) 1E4 e % 5E3 154 1564 ﬁ on2
- Min: 4,95E-3  Max: 5,37E-2 Min: 4,95E-3  Max: 3,55E-2
From J6 Mean: 2,96E-2 Mean: 1,66E-2 From J6 c
1E

Figure J.8 — Effect of tests staggering

In Figure J.8 the tests of the three PTs have been staggered as well as those of the two SVs.
The average unavailability of the two SIS considered as a whole is 6,68 x 104 and the overall
risk reduction has increased to 1 497. This is just a bit lower than expected from a semi-
quantitative approach.
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Multiple

SIS failure Multiple SIS unavailability (overall)

2.5E-4
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H H H 2.5E-4 g 4
s M N | | | / h k | Li R
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W/v l/v M" . | ‘ | ‘ 0 5E3 1E4 1.5E4
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0

Mean: 2,08E-4
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i . Mean: 3,30E-4
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or1 0 5E3 1E4 1.5E4 v 0 5E3 1E4 1.5E4 or2 V
& Min: 4,95E-3 Max: 3,54E-2 Min: 4,95E-3 Max: 1,60E-2 &

From J6 Mean: 2,04E-2 Mean: 9,95E-3 From J6 %

Figure J.9 — Effect of partial stroking q/Q

9.)'
In Figure J.9 the failure modes of the safety valve have been split %&%en those whic
detegted by partial stroking and those which are detected by fulostroking. The av{
unavhilability of the two SIS considered as a whole is 3,30 %104 and the overal
redug¢tion has increased to 3 034. This is about twice that e@gted from a semi-quanti

appr¢ach. A\
N

O
J.5 | State-transition approach QQ

<R

The fault tree approach is very efficient when l@components are reasonably indepen
This |is not the case when the components a 9% rongly dependent as for example whe
repaif occurs at the second failure, whe logic is changed (e.g., from 2003 to
instepd of repairing, when the delay to start the repair is long due to the mobilisation g
repair tools (e.g., a dynamic positionjgg" vessel for subsea repairs), etc. In this case
necepsary to move to state-transition&odels allowing to properly representing the dyn
behaliours of the components. T arkovian approach (see IEC 61508-6:2010, Annex
the most popular state transitionkapproach but when dealing with multiple safety syster
greaf number of componeqmij;%s ave to be modelled and this is likely to provoke
compfinational explosion of number of states. Therefore other approaches which d

provgn to be very ef e (see IEC 61508-6:2010 Annex B and IEC 62551:2012) to n
the gomplex dynan@ ehaviour of big systems. Analytical calculations are not possible

suffef this shortcoming @ve to be considered. Among them the Petri net (PN) approach has
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(e.g., subsea systems needing a dynamic positioning vessel to be repaired).

This is a reliability block diagram driven Petri net where the reliability block diagra
Figure J.5 (drawn in dotted lines) has been used as guideline and where each bloc has

start

m of
been

fulfilled by standardized sub-PN coming, for example, from a sub-PN library. Two kinds of
sub-PN have been used: dangerous undetected failures (PTs, CCF on PT, and PT; and the
SVs) and dangerous detected failures (for LSs). Building Petri nets in this way allows handling

very big models with hundreds of components.

NOTE 1 A basic Petri net is made of places (circles) which represent local states, transitions (rectangles)

which

represent events which may occur and upstream arcs linking places to transitions and downstream arcs linking
transitions to places. Tokens (small black circles) are placed into places to identify which local states are actually

present at a given moment.
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Tokens and upstream arcs are used to validate the transitions and, when a transition is valid, it can be "fired" (that
means that the related event occurs): one token is removed from each upstream places and one token is added in
each of the downstream places. Therefore the marking of the places (i.e. the state of the modelled system) change.

The date of the firing of transitions may be governed by stochastic delays (e.g. exponential distributions with
constant failure or repair rates). In this case the PN are named stochastic Petri nets.

NOTE 2 More information about Petri nets can be found in IEC TS 62556:2014.

One pressure transmitter (e.g., PT4) is normally in good state (W). When it fails it enters into a
dangerous undetected state (DU) and its indicator variable (e.g., PT) goes to 0. When a
proof test is performed, then the failure is detected (DD) and the variable Nd which counts the
number of detected failures is increased by one. When the repair resource is on location (OL)
the rppair can start (R). When the repair is finished the indicator variable (e.g., PT4)|goes
back|to 1 and Nd is decreased by one. The same modelling is applied to the three P¥¢ and
the tiwo SVs. For the logic solvers the state (DU) has been removed but the Qfificiple is
similar.

_____________________________________________________________________________________________________________________

! !!Nd=Nd-1 IIN@=NdA .
i 1IPT=1 I LISV =1 1_!0:3*5@
; ?»I_—? [ ® ?»t.—? [y Lee
A et i i v Asv i :
S = 1tPT,=0

PT, &=tetmods & =h-tmodt, i
SV, =t-tmodt |
1INd=Nd-1 . CCF PT, & PT, 2 %=tgtmodi, |

l!G=E*S ID
Virtual RBD .
SIS, !

RBD driven
Petri net
IEC
n the

mobilisation process starts (sub-PN "Repair resources mobilisation"). When it is achieved
(token in M), then the resources move to the location of failures to be repaired (OL). Then the
token in place OL is taken by one of the failures waiting for repair and this prevents other
repairs at the same time. When the repair is finished one token is put back in place M and the
resources can move to the location of another failure. This process is repeated until all the
failures have been repaired (Nd=0) and that the resource is demobilised.

Global assertions have been introduced to model the virtual nodes of the reliability block
diagram. The symbol "*" represents the logical AND, and the symbol "+" represents the logical
OR. For example, B=A*LS; means that the output B of LS, is equal to 1 when LS, is not failed
and its input is also equal to 1. //S=C+G means that the multiple safety system is OK (i.e.,
S=1) when SIS, is OK (C=1) or SIS, is OK (G=1).
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Then the use of Monte Carlo simulation allows to produce statistical samples of the variables
C, G and S and to obtain the safety measures related to SIS, SIS, and to the multiple safety

system itself.

As shown in Figure J.11, it is possible to obtain the saw-tooth curves. They are less smooth
than those obtained with fault tree calculations but similar. Nevertheless they should not be
used to calculate the average unavailability because the average unavailability can be more
accurately obtained directly from the Monte Carlo simulation: the average value of 1-C gives
P4, the average value of 1-G gives P, and the average value of 1-S gives the overall average

unavailability.

/'y
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In Figure J.11 the mobilisation time.and the time to reach the location of a given failur
to 0. Therefore the difference-with the results of Figure J.6 is only due to the shari
the rppair resources. The impact'is light for P, and P, and a little bit more important fg
overall multiple safety systemN1/7,65x 104 = 1 307 instead of 1 360. Therefore, in this
the dependency due to a shared repair team is light and this is why the fault tree appi
which considers as mapy repair teams as failure modes is relevant when the probabil
two failures at(the same time is small or/and when the repair times are negl

equa

have

P,= 2,09 102))
PFD,,, SIS,

Figure J.11 — Example of output from Monte Carlo simulation
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When the mobilisation time of the shared resources is not gqual to 0, the repair tim
dual failures are increased. In Figure J.12, the mobilisatieir has been taken equal to
he delay needed to reach the location of failure equal to 10 h. Then the first faily
ed for 34 h and the other for 10 h. This impactsymainly the detected failures (i.e
solver failures in our example) and almost multiplies by 2 the average unavailabilit
SIS, and by 3 this of the multiple safety syst€ém: the overall risk reduction dro
O 10 3= 457. This is about the third of the resuit obtained with the fault tree in Figursg

indiv
and

delay
logic
SIS,
1/2,1

The
samd

bther examples presented in Figure J. 7 \Figure J.8 or Figure J.9 can be handled i

way.

Figure J.12 — Impact of repairs due to shared repairiresources
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Annex K
(informative)

As low as reasonably practicable (ALARP) and tolerable risk concepts

K.1 General

Annex K considers one particular principle (ALARP) which can be applied during the
deteqmimatiomroftoterabteriskand—the—safety mtegrity tevet( St —ALARPs=—conceptwhich
can lje applied during the determination of the SIL. It is not, in itself, a method for deterimining
SIL. [Those intending to apply the principles indicated in Annex K should consult the follgwing
refergnces:

UK HSE publication (2001) “Reducing Risks)(Frotecting People” ISBN 0 7176 2151 0.

K.2 | ALARP model

K.2.1 Introduction Overview:

Clauge K.2 provides more, detail to help understand the criteria associated with the AJLARP
methpd.

Clause K.2 outlines’the main criteria that are applied in regulating industrial risks| and
indicaites that thesactivities involve determining whether:

a) the risk is.so great that it is refused altogether; or
b) the riskiis, or has been made, so small as to be insignificant; or

c) tHe“risk falls between the two states specified in items a) and b) above and has [been
reduced to the lowest practicable level, bearing in mind the benefits resulting from its
acceptance and taking into account the costs of any further reduction.

With respect to item c), the ALARP principle recommends that risks be reduced “so far as is
reasonably practicable,” or to a level which is “As Low As Reasonably Practicable” (ALARP).
If a risk falls between the two extremes (that is, the unacceptable region and broadly
acceptable region) and the ALARP principle has been applied, then the resulting risk is the
tolerable risk for that specific application. According to this approach, a risk is considered to
fall into one of 3 regions classified as “unacceptable”, “tolerable” or “broadly acceptable” (see

Figure K.1).

Above a certain level, a risk is regarded as unacceptable. Such a risk cannot be justified in
any ordinary circumstances. If such a risk exists it should be reduced so that it falls in either
the “tolerable” or “broadly acceptable” regions, or the associated hazard has to be eliminated.
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Below that level, a risk is considered to be “tolerable” provided that it has been reduced to the
point where the benefit gained from further risk reduction is outweighed by the cost of
achieving that risk reduction, and provided that generally accepted standards have been
applied towards the control of the risk. The higher the risk, the more would be expected to be
spent to reduce it. A risk which has been reduced in this way is considered to have been
reduced to a level which is as “low as is reasonably practicable” (ALARP).

Below the tolerable region, the levels of risk are regarded as so insignificant that the regulator
need not ask for further improvements. This is the broadly acceptable region where the risks
are small in comparison with the everyday risks we all experience. While in the broadly
acceptable region, there is no need for a detailed working to demonstrate ALARP; however, it
is nefessary to remain vigilant to ensure that the fisk remains at this level.

Risk cannot be justified
| except in extraordinary

Unacceptable region circumstances

Riskis tolerable only if:

a)\, further risk reduction ig
impracticable or if its
cost is grossly

1 disproportionate to the

improvement gained an

Tolerable region

[=}

b) society desires the
benefit of the activity
given the associated rigk

Level of residual risk

1l regarded as negligible and
further measures to reduce

risk not usually required.

No need for detailed workinp

v to demonstrate ALARP

Risk Class

Negligible risk (see Tables K.1
and K.2)

Broadly acceptable
region

Increasing Individual risks and societal concerns

IEC

Figure K.1 — Tolerable risk and ALARP

The ¢oncept of ALARP can be used when qualitative or quantitative risk targets are adopted.
Sublause K.2.2 outlines a method for quantitative risk targets. (Annexes C and | (see 1{4.5))
outline a semitquantitative method and Annexes D and E outline qualitative methods fqgr the
detefmination-of the necessary risk reduction for a specific hazard. The methods indi¢ated
could incorporate the concept of ALARP in the decision making.)

Whe T usimgthe AtARPprincipte; Tare shoufd—betakem toensure thatattassumptions are

justified and documented.

K.2.2 Tolerable risk target

In order to apply the ALARP principle, it is necessary to define the 3 regions of Figure K.1 in
terms of the probability and consequence of an incident. This definition would take place by
discussion and agreement between the interested parties (for example safety regulatory
authorities, those producing the risks and those exposed to the risks).

To take into account ALARP concepts, the matching of a consequence with a tolerable
frequency can be done through risk classes. Table K.1 is an example showing three risk
classes (I, Il, IllI) for a number of consequences and frequencies. Table K.2 interprets each of
the risk classes using the concept of ALARP. That is, the descriptions for each of the four risk


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 RLV © IEC 2016 - 105 -

classes are based on Figure K.1. The risks within these risk class definitions are the risks that
are present when risk reduction measures have been put in place. With respect to Figure K.1,
the risk classes are as follows:

— risk class | is in the unacceptable region;
— risk class Il is in the ALARP region;
— risk class Ill is in the broadly acceptable region.

For each specific situation, or industry sub-sectors, a table similar to Table K.1 would be
developed taking into account a wide range of social, political and economic factors. Each
consequence would be matched against a probability and the table populated by the risk
classes. For example, likely in Table K.1 could denote an event that is likely\tp be
expefienced at a frequency greater than 10 per year. A critical consequence could be a“gingle
death and/or multiple severe injuries or severe occupational iliness.

Having determined the tolerable risk target, it is then possible to determine-the SIL of qafety
instrdmented function (SIF) using, for example, one of the methods outlined:in"Annexes B to I.

Table K.1 — Example of risk classification of incidents

Risk class
Probability Catastrophic Critical Marginal Negligible
consequence consequence consequence consequence

L ikely | | | 1
Probable | | I I}
Possible | Il I 1

Remote 1 Il I Il
mprobable 1 11 11 I
ncredible Il 11 1l 11
NOTE 1 See Table K.2 for interpretation or risk classes | to IIl.
NOTE 2 The actual populationvof this table with risk classes I, Il and Il will be application
dependent and also depends™upon what the actual probabilities are for likely, probable, etd.
Therefore, this table-should cai be seen as an example of how such a table could be populated, rathelr
than as a specification for future use.

Table K.2 - Interpretation of risk classes

Risk-elass Interpretation
Class | Intolerable risk
Class Il Undesirable risk, and tolerable only if risk reduction is impracticable or if

the costs are grossly disproportionate to the improvement gained

Class Il Negligible risk

NOTE There is no relationship between risk class and safety integrity level (SIL). SIL is
determined by the risk reduction associated with a particular SIF, see Annexes B to I.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3 Guidance for the determination
of the required safety integrity levels

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
alll national electrotechnical committees (IEC National Committees). The objectfof *lIEC is to prpmote
infernational co-operation on all questions concerning standardization in the electrical“and electronic fielfls. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specificqtions,
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (héreafter referred to as| “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any I[EC*National Committee intefested
in|the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates dlosely
with the International Organization for Standardization (ISO) in accofdance with conditions determined by
agreement between the two organizations.

2) Thie formal decisions or agreements of IEC on technical matters@&xpress, as nearly as possible, an interngtional
copsensus of opinion on the relevant subjects since each deghnical committee has representation from all
inferested IEC National Committees.

3) IEC Publications have the form of recommendations forinternational use and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts‘are made to ensure that the technical content ¢f IEC
Pyblications is accurate, IEC cannot be held responsible for the way in which they are used or fqr any
mipinterpretation by any end user.

4) In|order to promote international uniformity, JEC National Committees undertake to apply IEC Publigations
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence
betfween any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEL itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some-areas, access to IEC marks of conformity. IEC is not responsible fpr any
sefvices carried out by independent certification bodies.

6) Allusers should ensure that they have the latest edition of this publication.

7) N( liability shall attach”teMEC or its directors, employees, servants or agents including individual experfs and
members of its technical’committees and IEC National Committees for any personal injury, property damage or
other damage of @ny“nature whatsoever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising:out of the publication, use of, or reliance upon, this IEC Publication or any othgqr IEC
Publications,

8) Atjention_issdrawn to the Normative references cited in this publication. Use of the referenced publicatipns is
indispensable for the correct application of this publication.

9) Atjention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of

pal ontriahts—JIEC shall-not be-heldresponsible-foridentifving-anv—or-al-such-patentrights.
“ J * Ld J 9 J Ld J *

International Standard IEC 61511-3: has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

Additional H&RA example(s) and quantitative analysis consideration annexes are provided.
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The text of this document is based on the following documents:

FDIS Report on voting
65A/779/FDIS 65A786/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A listl of all parts in the IEC 61511 series, published under the general title Functional safety —

Safety instrumented systems for the process industry sector, can be found\ onl the
IEC \ebsite.

The fommittee has decided that the contents of this publication will remaimunchanged| until
the gtability date indicated on the IEC website under "http://webstoresiec.ch" in the|data
related to the specific publication. At this date, the publication will be

* regconfirmed,

. ithdrawn,

. placed by a revised edition, or
* amended.

-

IMPQRTANT - The ‘colour inside' logo on the.cover page of this publication indicates
that | it contains colours which are considered to be useful for the correct
unddrstanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Safety instrumented systems (SIS) have been used for many years to perform safety
instrumented functions (SIF) in the process industries. If instrumentation is to be effectively
used for SIF, it is essential that this instrumentation achieves certain minimum standards and
performance levels.

The IEC 61511 series addresses the application of SIS for the process industries. A process
hazard and risk assessment is carried out to enable the specification for SIS to be derived.
Other safety systems are only considered so that their contribution can be taken into account
whencansidering the performance requirements for the SIS The SIS includes all devices and

subsystems necessary to carry out the SIF from sensor(s) to final element(s).

The |[EC 61511 series has two concepts which are fundamental to its application; SIS safety
life-clycle and safety integrity levels (SIL).

The [EC 61511 series addresses SIS which are based on the use of Electrical (E)/Elecfronic
(E)/Arogrammable Electronic (PE) technology. Where other technologies are used for [logic
solvgrs, the basic principles of the IEC 61511 series should be applied. The IEC 61511 series
also [addresses the SIS sensors and final elements regardless af-the technology used| The
IEC 1511 series is process industry specific within the framework of IEC 61508:2010.

The IEC 61511 series sets out an approach for SIS safety life-cycle activities to achieve fhese
minirhnum standards. This approach has been adopteddn order that a rational and consistent
technical policy is used.

In most situations, safety is best achieved by an.inherently safe process design. If necessary,
this may be combined with a protective system or systems to address any residual identified
risk. |Protective systems can rely on different technologies (chemical, mechanical, hydraulic,
pneumatic, electrical, electronic, and pragrammable electronic). Any safety strategy should
cons|der each individual SIS in the confext of the other protective systems. To facilitatg this
approach, the IEC 61511 series covers:

— alhazard and risk assessment-is carried out to identify the overall safety requirementsj,

— ap allocation of the safety requirements to the SIS is carried out;

— works within a framework which is applicable to all instrumented means of achig¢ving
fynctional safety;

— dptails the use of certain activities, such as safety management, which may be appli¢cable
tg all methods.of achieving functional safety;

— afldressingyall SIS safety life-cycle phases from initial concept, design, implementation,
operatiemand maintenance through to decommissioning;

— ehabling existing or new country specific process industry standards to be harmonized
wlith-the IEFC 61511 series

The IEC 61511 series is intended to lead to a high level of consistency (for example, of
underlying principles, terminology, information) within the process industries. This should
have both safety and economic benefits.

In jurisdictions where the governing authorities (for example national, federal, state, province,
county, city) have established process safety design, process safety management, or other
regulations, these take precedence over the requirements defined in the IEC 61511-1.

The IEC 61511-3 deals with guidance in the area of determining the required SIL in hazards
and risk assessment. The information herein is intended to provide a broad overview of the
wide range of global methods used to implement hazards and risk assessment. The
information provided is not of sufficient detail to implement any of these approaches.
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Before proceeding, the concept and determination of SIL provided in IEC 61511-1:2016should
be reviewed. The informative annexes in the IEC 61511-3 address the following:

Annex A

Annex B

Annex C

provides information that is common to each of the hazard and risk assessment
methods shown herein.

provides an overview of a semi-quantitative method used to determine the
required SIL.

provides an overview of a safety matrix method to determine the required SIL.

Anngx D

Anngx E

Anngx F

Anngx G

Anngx H

Anngx |

Anngx J

Anngx K

provides an overview of a method using a semi-qualitative risk graph apprloach
to determine the required SIL.

provides an overview of a method using a qualitative risk graph*approag¢h to
determine the required SIL.

provides an overview of a method using a layer of protection analysis (LDPA)
approach to select the required SIL.

provides a layer of protection analysis using a risk’matrix.

provides an overview of a qualitative approach for risk estimation & SIL
assignment.

provides an overview of the basic steps involved in designing and calibrat|ng a
risk graph.

provides an overview of the impact of multiple safety systems on determining the
required SIL

provides an overview of-the concepts of tolerable risk and ALARP.

Figute 1 shows the overall\framework for IEC 61511-1, IEC 61511-2 and IEC 61511-3 and
indicates the role that the IEC 61511 series plays in the achievement of functional safefy for

SIS.
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Figure 1 — Overall framework of the IEC 61511 series
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This part of IEC 61511 provides information on:

In particular, this part of IEC 61511:

a)

b)
c)

NOTE| Examples giveh jn the Annexes of this Standard are intended only as case specific examp
implerhenting IEC 61811 requirements in a specific instance, and the user should satisfy themselves th
choseh methods and\techniques are appropriate to their situation.

Anngxes B\through K illustrate quantitative and qualitative approaches and have

-12 - IEC 61511-3:2016 © IEC 2016

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

Scope

the underlying concepts of risk and the relationship of risk to safety integrity (see C
Al4);

the determination of tolerable risk (see Annex K);

nstrumented functions (SIF) to be determined (see Annexes B\through K);

the impact of multiple safety systems on calculations determining the ability to achiev
desired risk reduction (see Annex J).

applies when functional safety is achieved using one or more SIF for the protecti
e|ther personnel, the general public, or the environment;

nmay be applied in non-safety applications.Such as asset protection;

illustrates typical hazard and risk assessSment methods that may be carried out to d
the safety functional requirements and SIL of each SIF;

illustrates techniques/measures available for determining the required SIL;

provides a framework for establishing SIL but does not specify the SIL required for sp
applications;

dpes not give examples” of determining the requirements for other methods of
reduction.

ause

al| number of different methods that enable the safety integritynlevel (SIL) for the slafety

e the

bn of

efine

beific

risk

es of
At the

been

simplified in~order to illustrate the underlying principles. These annexes have been includged to

illustrate’ ,the general principles of a number of methods but do not provide a defi
accobrt

hitive

NOTE 1 Those intending to apply the methods indicated in these annexes can consult the source material
referenced in each annex.

NOTE 2 The methods of SIL determination included in Part 3 may not be suitable for all applications. In particular,
specific techniques or additional factors that are not illustrated may be required for high demand or continuous
mode of operation.

NOTE 3 The methods as illustrated herein may result in non-conservative results when they are used beyond
their underlying limits and when factors such as common cause, fault tolerance, holistic considerations of the
application, lack of experience with the method being used, independence of the protection layers, etc., are not
properly considered. See Annex J.

Figure 2 gives an overview of typical protection layers and risk reduction means.
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COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting

PLANT EMERGENCY RESPONSE
Evacuation procedures

MITIGATION
Mechanical mitigation systems
Safety instrumented systems
Operator supervision

PREVENTION
Mechanical protection system
Process alarms with operator corrective action
Safety instrumented systems

CONTROL and MONITORING
Basic process control systems
Monitoring systems (process alarms)
Operator supervision

\&\ g //j

Figure 2 — Typical protection layers and risk reduction means

2 Normative reférences

The {ollowing deeuments, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated creferences, the latest edition of the referenced document (including| any
amendments) applies.

IEC 61511-1:2016 Functional safety — Safety instrumented systems for the process industry
sector — Part 1: framework, definitions, system, hardware and application programming
requirements

3 Terms, definitions and abbreviations

For the purposes of this document the terms, definitions, and abbreviations given in IEC
61511-1:2016apply.

The annexes in this Part 3 are informative and not normative. Also, the application of any
particular method described in Part 3 annexes does not guarantee compliance with the
requirements of IEC 61511-1:2016.
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Annex A
(informative)

Risk and safety integrity — general guidance

A.1 General

2016

Annex A provides information on the underlying concepts of risk and the relationship of risk to

safety—mtegrity—This—nformatiom—s—commonm—to—each—ofthe—tazard—and—risk—assessment

methjods shown. herein.

A.2 [ Necessary risk reduction

The |necessary risk reduction (which may be stated either qualitatively)(see Note

1) or

quantitatively (see Note 2) is the reduction in risk that has to be, achieved to meet the

tolergble risk (for example, the process safety target level) for a~specific situation.
concept of necessary risk reduction is of fundamental importance.in the development g

The
f the

safety requirements specification (SRS) for the SIF (in particular, the safety intjgrity

requirement). The purpose of determining the tolerable risk (for‘example, the process
target level) for a specific hazardous event is to state what is deemed reasonable with re

afety
spect

to both the frequency of the hazardous event and its specific consequences. Protection layers

(see |Figure A.2) are designed to reduce the frequency of the hazardous event and/o
consequences of the hazardous event.

r the

Impoftant factors in assessing tolerable risk&include the perception and views of those

expoped to the hazardous event. In arriving at;what constitutes a tolerable risk for a sp
applipation, a number of inputs can be considered. These may include:

Liidelines from the appropriate regulatory authorities;

Q

— d|scussions and agreements withythe different parties involved in the application;

rdustry standards and guidglines;

rdustry, expert and scientific advice;

ggal and regulatory requirements, both general and those directly relevant to the sp
application.

NOTE| 1 In determining~the necessary risk reduction, the tolerable risk is established. Annexes D and
IEC 61508-5: 2010-0utline qualitative methods and semi-quantitative methods, although in the examples quot]
necespary risk reddction is incorporated implicitly rather than stated explicitly.

NOTE|2 FoRexample, that a hazardous event, leading to a specific consequence, would typically be expres
a maxjmum.frequency of occurrence per year.

ecific

beific

E of
ed the

ed as

A.3 Role of safety instrumented systems

A safety instrumented system (SIS) implements the SIF(s) required to achieve or to mai

ntain

a safe state of the process and, as such, contributes towards the necessary risk reduction to
meet the tolerable risk. For example, the SRS may state that when the temperature reaches a

value of x, valve y opens to allow water to enter the vessel.

The necessary risk reduction may be achieved by either one or a combination of SIS or other

protection layers.

A person could be an integral part of a safety function. For example, a person could receive
information on the state of the process, and perform a safety action based on this information.

If a person is part of a safety function, then all human factors should be considered.
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A SIF can operate in a demand mode of operation or a continuous mode of operation.

Safety integrity is considered to be composed of the following two elements.

a)

b)

Hardware safety integrity — that part of safety integrity relating to random hardware
failures in a dangerous mode of failure. The achievement of the specified level of
hardware safety integrity can be estimated to a reasonable level of accuracy, and the
requirements can therefore be apportioned between subsystems using the established
rules for the combination of probabilities and considering common cause failures. It may
be necessary to use redundant architectures to achieve the required hardware safety
integrity.

Slystematic safety integrity — that part of safety integrity relating to systematic failurles in
aldangerous mode of failure. Although the contribution due to some systematic faijures

ay be estimated, the failure data obtained from design faults and common cause
fgilures means that the distribution of failures can be hard to predict. This,has the ¢ffect
of increasing the uncertainty in the failure probability calculations for a_specific situation
(for example the probability of failure of a SIS). Therefore a judgement.has to be made on
the selection of the best techniques to minimize this uncertainty.~’Note that taking
easures to reduce the probability of random hardware failures_ may not necessarily
duce the probability of systematic failure. Techniques such @sjredundant channgls of
identical hardware, which are very effective at controlling random hardware failures, gre of
liftle use in reducing systematic failures.

—

The {otal risk reduction provided by the SIF together with any*other protection layer has fo be

such|as to ensure that:

the accident frequency due to the failure of theVvsafety functions is sufficiently Iqw to
pfevent the hazardous event frequency from exceeding that required to meet the tolerable
risk; and/or

the safety functions modify the consequences of failure to the extent required to mesgt the
talerable risk.

Figuiqe A.1 illustrates the general concépts of risk reduction. The general model assumes [that:

there is a process and an associated basic process control system (BPCS);
there are associated human-factor issues;

the safety protection layers features comprise:

¢| mechanical protection system;

o| safety instrumented systems;

¢| non-SIS’instrumented systems;

¢| mechanical mitigation system.

NOTE| 1<{_Fidure A.1 is a generalized risk model to illustrate the general principles. The risk model for a specific
applichtion needs to be developed taking into account the specific manner in which the necessary risk reduction is
actually being achieved by the SIS or other protection layers. The resulting risk model may therefore differ from
that shown in Figure A.1.

The various risks indicated in Figures A.1 and A.2 are as follows:

Process risk — The risk existing for the specified hazardous events for the process, the
basic process control system (BPCS) and associated human factor issues — no designated
safety protective features are considered in the determination of this risk;

Tolerable risk (for example, the process safety target level) — The risk which is accepted in
a given context based on the current values of society;

Residual risk — In the context of this standard, the residual risk is the risk of hazardous
events occurring after the addition of protection layers.

The process risk is a function of the risk associated with the process itself but it takes into
account the risk reduction brought about by the process control system. To prevent


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

- 16 - IEC 61511-3:2016 © IEC

2016

unreasonable claims for the safety integrity of the BPCS, the IEC 61511 series places
constraints on the claims that can be made.

The necessary risk reduction is the minimum level of risk reduction that has to be achieved to
meet the tolerable risk. It may be achieved by one or a combination of risk reduction
techniques. The necessary risk reduction to achieve the specified tolerable risk, from a

starti

ng point of the process risk, is shown in Figure A.1.

NOTE|
combi
AnneX
proted

A4

Itis i

Residual Tolerable Process
risk risk risk
Necessary risk reduction Irinsckreasmg
Actual risk reduction
-~} :
. o
Partial risk Partial risk Partial risk
covered i| covered by SIS |: | covered byther
by non-SIS i | protection)layers
protection
L layers
Risk reduction achieved by all protection layers ]
|
IEC

Figure A.1 — Risk reduction: general concepts

2 In some applications, risk parameters*(e.g., frequency and probability of failure on demand) can
hed simply to achieve the risk targetyas depicted in Figure A.1 without considering the factors nd
J. This may be due to overlapping,"¢common cause failure, and holistic dependencies between the V|
tion layers.

Risk and safety integrity

mportant that the-distinction between risk and safety integrity is fully appreciated. R

a mefasure of the frequency and consequence of a specified hazardous event occurring.

can

be evaluated” for different situations (process risk, tolerable risk, residual risk —

FigurLe A.1). (The tolerable risk involves consideration of societal and political factors. S

integ
spec

ity issa~measure of the likelihood that the SIF and other protection layers will achiev,
fied\risk reduction. Once the tolerable risk has been set, and the necessary

redu

hot be
ted in
arious

sk is
This
see
afety
e the
risk

tion”estimated, the safety integrity requirements for the SIS can be allocated.

NOTE The allocation can be iterative in order to optimise the design to meet the various requirements. The role
that safety functions play in achieving the necessary risk reduction is illustrated in Figures A.1 and A.2.
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Consequence
of hazardous
event

—»| protection |—» SIS —p | protection risk
layers layers target

Frequency of
hazardous
event

Necessary risk reduction

P
<«

v

bal
co|

A.5

The

of th

The
safet

the rlecessary risk reduction is specified explicitlty in a numerical manner or in a qualit
manner. These approaches are termed semi‘{quantitative, semi-qualitative, and qualif

meth

A.6

The

anne|
term
of co

Figule A.3 uses._‘harm to people but can equally apply to the outcome of harm tg
envirpnment, or’damage to property.

Process and the l

Non-SIS Other Tolerable

ic process
htrol system Safety integrity of non-SIS protection layers,
other protection layers, and SIS matched to the
necessary risk reduction

Figure A.2 — Risk and safety integrity concepts

Allocation of safety requirements

allocation process are given in Clause 9 of IEC 61511-1: -.

methods used to allocate the safety integrity fequirements to the SIS, other techn
y-related systems and external risk reduction:facilities depend, primarily, upon wh

ods respectively (see Annexes B through | inclusive).

Hazardous event, hazardous situation and harmful event

terms “hazardous event®sand “hazardous situation” are used often in the subseq

5 by showing the pregression from hazardous event to hazardous situation through
htrol to the occurrence of a harmful event.

IEC

allocation of safety requirements (both the safety functions and the safety integrity
requlrements) to the SIS and other protection layers is shownsih Figure A.4. The requiren

nents

blogy
ether

ative
ative

juent

xes illustrated herein.\Eigure A.3 is intended to illustrate the difference between the

loss

the
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Figute A.3 shows how loss of control, or any other initiating cause’ result in an abngrmal

situa
valve
meas
itself]
area
pers
har

A.7

In the
being

The {
Two

ion and place a demand on protective measures, such_asJsafety alarms, SIS,

ures are in a failed state, and do not function as intended. A hazardous event in a
does not necessarily cause harm, but should a person(s) be in the impact zone (or

, thus exposed to the hazardous event, this results in a hazardous situation. |
n is unable to escape the harmful consequences_of exposure, this is characterized
ul impact due to the personnel injury.

Safety integrity levels

e [EC 61511-1:2016, four SlLs are'specified, with SIL 4 being the highest level and
the lowest.

arget failure measures for(the four SIL are specified in Tables 4 and 5 of IEC 61511

one flor SIS operating in a continuous/high demand mode of operation.

NOTE|
avera
dema
see 3,

A.8

For a SIS operating in a low demand mode of operation, the target failure measure of interest
e probability ofifaiture to perform its designed function on demand. For a SIS operating in a continuou

2.83 and Table-5 of IEC 61511-1:2016.

relief

s etc. A hazardous event results when a demand occurs’and the relevant protgctive

nd of
ffect

the
as a

SIL 1

-1: -,

parameters are specified;*one for SIS operating in a low demand mode of operation and

is the
Is/high

d mode of operation, the target failure measure of interest is the average frequency of a dangerous fhilure,

Selection of the method for determining the required safety integrity lgvel

There are a number of ways of establishing the required SIL for a specific application.
Annexes B to | present information on a number of methods that have been used. The method
selected for a specific application will depend on many factors, including:

— the complexity of the application;

— the guidelines from regulatory authorities;

— the nature of the risk and the required risk reduction;

— the experience and skills of the persons available to undertake the work;

— the information available on the parameters relevant to the risk (see Figure A.4);

— the information available on SIS currently in use in the particular applications, such as
those described in industry standards and practices.
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In some applications more than one method may be used. A qualitative method may be used
as a first pass to determine the required SIL of all SIFs. Those which are assigned a SIL 3 or
4 by this method should then be considered in greater detail using a quantitative method to
gain a more rigorous understanding of their required safety integrity.

It is important that whichever method(s) are selected for application, that the site risk criteria
should be used for the assessment.

Method of specifying

bdrUly IGqUiIUIIIEIIlb

Allocation of each safety

Appropriate national
or international
standards

a) necessary risk
reduction to all
SIF

b) necessary risk
reduction to
specific SIF

c) safety integrity
levels

i

i

111 2

NOTE|
Clausg 9).

Non-SIS protection
layers

£ 4 i srdegrpal
TonCtriomana 1S asSSocatect

safety integrity requirement

— | T

Other protection
[ayers

#1

i

#2

<4

For SIS design requirements
see [EC 615111

Safety integrity(requirements are associated with each SIF before allocation (see IEC 61511-1

Figure A.4 — Allocation of safety requirements to the
non-SIS protection layers and other protection layers

IEC]

2016,
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Annex B
(informative)

Semi-quantitative method — event tree analysis

B.1 Overview

Annex B outlines how the target safety integrity levels (SIL) can be determined if a semi-
quantitati i ; = itati iti itativg and
quantitative techniques and is of particular value when the tolerable risk is to be specified in a
numerical manner (for example that a specified consequence should not occur with)a-greater
frequency than 1 in 100 years).

Anngx B is not intended to be a definitive account of the method but is intended to He an
overyiew to illustrate the general principles. It is based on a method described in more detail
in the following reference:

CCP§B/AIChE, Guidelines for Hazard Evaluation Procedures, ThirddEdition, Wiley-Interscig¢nce,
New [York (2008).

B.2 | Compliance with IEC 61511-1:2016

The pverall objective of Annex B is to outline a_procedure to identify the required safety
instrimented functions (SIF) and establish their.SIL. The basic steps required to comply are
the fpllowing:

a) Ejstablish the safety target (tolerable risk) for the process;

b) Perform a hazard and risk assessment to evaluate existing risk for each spgcific
hpzardous event;

c) ldentify safety function (s) needed for each specific hazardous event;

d) Allocate safety function (s)\to protection layers;

NOTE| Protection layers are assumed to be independent from each other. The allocation process can ensufe that
the c¢gmmon cause, commaon~mode, and systematic failures are sufficiently low compared to the overdll risk
reducfion requirements.

e) Dletermine if atSIF is required;
f) Dletermine-required SIL of the SIF.

Step|a) establishes the process safety target. Step b) focuses on the risk assessment qf the
procégss, and Step c) derives from the risk assessment what safety functions are required and
whatlrisk reduction they need to meet the praocess safety target After allocating these slafety
functions to protection layers in Step d); it will become clear whether a SIF is required (Step
e)) and what SIL it will need to meet (Step f)).

Annex B proposes the use of a semi-quantitative risk assessment technique to meet the
objectives of the IEC 61511-1:2016, Clause 8. A technique is illustrated through a simple
example.

B.3 Example

B.3.1 General

Consider a process comprised of a pressurized vessel with a pumped in feed and two exits
(liquid and gas) containing a mixture of gas and volatile flammable liquid with associated
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instrumentation (see Figure B.1). Control of the process is handled through a basic process
control system (BPCS) that monitors the signal from the flow transmitter and controls the
operation of the valve. The engineered systems available are: a) an independent pressure
transmitter to initiate a high pressure alarm and alert the operator to take appropriate action
to stop inflow of material; and b) in case the operator fails to respond, a non-instrumented
protection layer, which is a pressure relief valve, to address the hazards associated with high
vessel pressure. Releases from the pressure relief valve are piped to a knock out tank that
relieves the gases to a flare system. It is assumed in this example that the flare system is
under proper permit and designed, installed and operating properly; therefore potential
failures of the flare system are not considered in this example.

NOTE[—Engmeered SyStems Tefer to_alt SyStems _avaitabie to Tespond 0 & process demand mciudimg] other
instrumented protection systems and associated operator action(s).

To flare

PRV

Gas

Liquid

IEC

Key
FC Flow controller

FCV | Flow control valve
PAH | Pressure alarm high
BV Block valve

PRV | Pressure relief valve

Figute)B.1 — Pressurized vessel with existing safety systems

B.3.2 Process safety target

A fupdamental requirement for the successful management of industrial risk is the copcise
and Iear definition of a deswed process safety target (or tolerable rlsk) ThIS may be defi
using d = . =Ta¥a
concerned partles such as the communlty Iocal Jur|sd|ct|on and msurance companles
supported by good engineering practices. The process safety target is specific to a process, a
corporation or industry. Therefore, it should not be generalized unless existing regulations
and standards provide support for such generalisations. For the illustrative example assume
that the process safety target is set as an average release rate of less than 10-4 per year
based on the expected consequence of a release to environment.

B.3.3 Hazard analysis

A hazard analysis to identify hazards, potential process deviations and their causes, available
engineered systems, initiating events, and potential hazardous events (accidents) that may
occur should be performed for the process. This can be accomplished using several
qualitative techniques:
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— safety reviews;

— checklists;

— what if analysis;
— HAZOP studies;

— failure mode and effects analysis;

— cause-consequence analysis.
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One such technique that is widely applied is a Hazard and Operability (HAZOP study)
anaIyS|s The hazard and operablllty anaIyS|s (or study) |dent|f|es and evaluates hazards in a

proce
desig

As 3

Figur
have

The

n product|V|ty

second step, a HAZOP study is performed for the illustrative example“show
e B.1. The objective of this HAZOP study analysis is to evaluate hazardous-events
the potential to release the material to the environment. An abridged,‘ist is sho
Tablg B.1 to illustrate the HAZOP results.

results of the HAZOP study identified that an overpressure condition could result

relealse of the flammable material to the environment. High pressue’is a process devi

that

respI

proc
leaks
Fort

Table B.1 — HAZOP-study results

could propagate into a hazardous event that causes various S¢enarios depending o
nse of the available engineered systems. If a completer HAZOP was conducted fg
ss, other initiating events that could lead to a release\te’ the environment may in
from process equipment, full bore rupture of piping,cand external events such as 3
his illustrative example, the overpressure conditiontis examined.
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m Deviations

Causes

Consequences

Safeguards

Action

Vesse

High flow

Flow control loop
fails

High flow leads to
high pressure (see
Note below)

High pressure

1) Flow coftrol
loop fails

2).External fire

Vessel damage and
release to environment

1) High
pressure alarm

2) Deluge
system

3) Pressure
relief valve

Evaluate des
conditions fo
pressure relig
valve release
environment

Low/no flaw,

Flow control loop
fails

No consequence of
interest

Reveérse flow

No consequence of
interest

NOTE

For this example, assume the vessel can experience high pressure due to the inability of the downg

tream

equip

B.3.4

ent 1o nandie TUll gas TIoW Trom the vessel wnen tne teed 1ow 1S 100 nign.

Semi-quantitative risk analysis technique

An estimate of the process risk is accomplished through a semi-quantitative risk analysis that
identifies and quantifies the risks associated with potential process accidents or hazardous
events. The results can be used to identify necessary safety functions and their associated
SIL in order to reduce the process risk to an acceptable level. The assessment of process risk
using semi-quantitative techniques can be distinguished in the following major steps. The first
four steps can be performed during the HAZOP study.

a) ldentify process hazards;

b) Identify initiating events;

c) Develop hazardous event scenarios for every initiating event;
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d) ldentify protection layer composition;

NOTE 1 Safety functions are allocated to protection layers to safeguard a process and includes SIS and other risk
reduction means (see Figure B.2).

NOTE 2 This step applies to the above example since it involves an existing process with existing protection
layers.

e) Ascertain the frequency of occurrence of the initiating events and the reliability of existing
safety functions using historical data or modelling techniques (for example, event tree
analysis, failure modes and effects analysis, or fault tree analysis);

f) Quantify the frequency of occurrence of significant hazardous events;
g) Eyafuatetheconsequences of aff significant tazardous evemtsT——————— |

h) Integrate the results (consequences and frequency of an accident) into risk assessment
5sociated with each hazardous event.

=

The significant outcomes of interest are:
— a| better and more detailed understanding of hazards and risks associated with the
process;

— kphowledge of the process risk;

— the contribution of existing safety function to the overall risk/reduction;

— the identification of each safety function needed to reducé process risk to an acceptable
Igvel,

— a|comparison of estimated process risk with the target risk.

The semi-quantitative technique is resource intensive but does provide benefits that arg not
inhenent in the qualitative approaches. The technigue relies heavily on the expertise of a team
to identify hazards, provides an explicit method to handle existing safety systems of pther
technologies, uses a framework to document, all activities that have led to the stated out¢ome
and provides a system for life-cycle management.

For the illustrative example, one hazardous event — over-pressurization — was identified
through the HAZOP study to have the potential to release material to the environmepnt. It
should be noted that the approach used in B.3.4 is a combination of a quantifative
assepsment of the frequency of the hazardous event to occur and a qualitative evaluatipn of
the cpnsequences. This approach is used to illustrate the systematic procedure that shoulld be
followed to identify hazardous events and SIF.

B.3.§ Risk analysis of existing process

The phext step\is to identify factors that may contribute to the development of the initjating
event. In Figure B.2, a simple fault tree is shown that identifies some events that contribyte to
the development of an overpressure condition in the vessel. The top event, vessel pver-
pressurization, is caused due to the failure of the BPCS (e.g., flow control loop), ¢r an

extermat fire (see Table BT

The fault tree is shown to highlight the impact of the failure of the BPCS on the process, and
the frequency of external fire is considered to be negligible in comparison. The BPCS does
not perform any safety functions. Its failure, however, contributes to the increase in demand
for the SIS to operate. Therefore, a reliable BPCS would create a smaller demand on the SIS
to operate.

The fault tree can be quantified, and for this example the frequency of the overpressure
condition is assumed to be in the order of 10-1 per year. Note that each cause shown in
Figure B.2 is assumed to be independent (i.e., no overlapping) of other causes, with failure
rate expressed as events per year.
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Figure B.2 — Fault tree for overpressure of the vessel

1 Figure B.2 illustrates the fault tree without consideration of protective measures.

the frequency of occurrence of the initiating event has been established, the succe|

e of the safety systems to respond to the abnormal ‘condition is modelled using ¢
hnalysis. The reliability data for the performance of.the’safety systems can be taken
data, published databases or predicted using reliability modelling techniques.

his example, the reliability data were assumed and should not be considere
senting published or predicted system performance. Figure B.3 shows the pots
me scenarios that could occur given amoverpressure condition. The results of the ¢
lling are: a) the frequency of occurrence of each event sequence; and b) the qualit
bquences of the event outcome.

jure B.3, five outcome scenarios are identified, each with a frequency of occurrencs

aq

alitative consequence. Outcome scenario 1 involves operator response to the

pressure alarm, occurs at a/frequency of 8 x 102 per year and results in reduced prody
with [no release. This is an“dcceptable design condition of the process and the opera

train

Furth
comi
desid

d and tested on thetappropriate response to achieve the risk reduction.

ermore, outcome scenarios 2 and 4 involve release of material to the flare, occurg
ined frequéncy of 1,9 x 102 per year (9 x 103 +1 x 10-2) and are also considered
n-conditieh of the process. The remaining outcome scenarios 3 and 5 have a com

frequency «of.occurrence of 1,9 x 10~4 per year (9 x 10 +1 x 104) and result in v

dama

ge and release material to the environment (see Note 2).
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It should be noted that this analysis does not take into account the possibility of common
cause failure of the high pressure alarm and the failure of the BPCS flow sensor. Such
common cause failure could lead to a significant increase in the frequency of occurrence for
outcome 3 and hence the overall risk.
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To flare
Gas
e
1
A &
PAH
Ll I .
AIM
5] ON/OFF FC
|
] Liquid
[ - g
High pressure Operator Pressure
alarm response relief valve
IPL 1 IPL 2
Success
2 1. No release to the flare, 8 x 10-2/year
s 0.9 Success
uccess . 2. Release from PRV to the flare, 9 x 10-3/yelar
0,9 Failure 0,99
0,1 Failure
Flow control 3. Release to the environment, 9 x 10-5/year
Iqop fails 0,04
10-1/year
Success
4. Release from PRYV to the flare, 1 x 10-2/yefr
Failure 0,99
0.1 Failure _
001 5. Release to the environment, 1 x 10-4/year
NOTE Results rounded to the first significant digit
IEC
Figure B.3 — Hazardous events with existing safety systems
NOTE|2 ,Ih some applications the frequency and probability of failure on demand cannot be multiplied as shpwn in
Figurd B%3",This may be due to overlapping, common cause failure, and holistic dependencies between the vjrious
protedtion layers. See Annex J

NOTE 3 Each event in Figure B.3 is assumed to be independent. Furthermore, the data shown is approximate;
the sum of the frequencies of all accidents approaches the frequency of the initiating event (0,1 per year).

B.3.6 Events that do not meet the process safety target

As was stated earlier, plant specific guidelines establish the process safety target as: no
release of material to the environment with a frequency of occurrence greater than 104 in one
year. The overall frequency of environmental releases is 9 x 10® (scenario 3) + 1,0 x 104
(scenario 5) = 1,9 x 104 per year, which is greater than the process safety target. Given the
frequency of occurrence of the hazardous events and consequence data in
Figure B.3, additional risk reduction is necessary in order for outcome scenarios 3 and 5 to be
below the process safety target.
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B.3.7 Risk reduction using other protection layers

Protection layers of other technologies should be considered prior to establishing the need for
a SIF implemented in a SIS. A deluge system is listed as a safeguard in Table B.1, but it does
not prevent the vessel damage or release to the environment.

Given that the intent of the analysis is to minimise the risk due to a release of material to the
environment, it can be assumed that the deluge system is not an acceptable risk reduction
scheme for vessel damage or release to the environment. The deluge system does reduce the
risk to personnel and for event escalation, which is not being assessed in this example.

B.3.§ Risk reduction using a safety instrumented function

The process safety target cannot be achieved using protection layers of other technoelogigs. In
orderf to reduce the overall frequency of releases to the atmosphere, a new SJL 2 SIF is
required to meet the process safety target. The new SIF is shown in Figure B.4.

It is hot necessary at this point to perform a detail design on the SIF. A general SIF design
concept is sufficient. The goal in this step is to determine if a new SIk 2 SIF will providg the
required risk reduction and allow the achievement of the process safety target. Detail design
of the SIF will occur after the process safety target has been defined for the SIF. Fof this
exanmple, the new SIF uses dual, safety dedicated, pressure sénsors in a 1002 configuration
(not shown in Figure B.4) sending signals to a logic solvet:_The output of the logic slolver
controls the shutdown valve and the pump.

NOTE| 1002 means that either one of the pressure sensors can.injtiate shutdown of the process.

The pew SIL 2 SIF is used to minimize the frequency of a release from the pressurized vessel
due fo an overpressure. Figure B.4 presents the new protection layer and provides all the
potential accident scenarios. As can be seen“from this figure, the frequency of any release
from [this vessel can be reduced to 104 per year or lower and the process safety target can be
met provided the SIF can be evaluated to-be consistent with SIL 2 requirements.

In Figure B.4, seven outcome scenarios are identified, each with a frequency of occurience
and p qualitative statement of-censequence. The frequency of outcome scenario 1 i the
samg as previously discusséd. Operator response results in reduced production |at a
frequency of 8 x 10-2 per year:

In this design case, successful operation of the SIS results in a shutdown of the process and
occufs at a frequency of 1,9 x 102 per year. The SIS reduces the process demand rate op the
presgure relief valve. The frequency of scenario outcome 3 involving release from the PRV to
the flare is reduced two orders of magnitude from the previous case to 9 x 10-® per |year.
Scenjario autcome 4, the hazardous event with release of material to the environment has a
frequency of occurrence of 9 x 10°7 per year.

Scenario outcome 5 results in no release due to shutdown of the process by the SIS and
occurs at a frequency of 1 x 102 per year. If the SIS fails to operate, the PRV provides the
next safety function as shown in scenario outcome 6 and opens to the flare. The PRV opening
occurs at a frequency of 1 x 104 per year. The total frequency of releases to the flare is
determined by scenarios 3 and 6, which occur at an overall frequency of 9 x 105 + 1 x 104 or
1,9 x 104. Releases from the flare are an acceptable design condition for the process.
Scenario outcome 7 addresses the failure of all of the safety functions and occurs at 1 x 10-6
per year.

The total frequency of vessel failure with release to the environment (sum of frequencies of
scenarios 4 and 7) has been reduced to 1,9 x10-% per year, below the process safety target of
104 per year.
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It should be noted that this event

- 27 —

tree analysis does not take into account the possibility of
common cause failure and holistic dependencies between the high pressure alarm and the
SIL 2 SIF. There may also be potential for common cause failure and holistic dependencies

between the safety functions and the failure of the BPCS flow sensor.

Such common cause failures may
demand of the protective functions

lead to a significant increase in the probability of failure on

and hence a substantial increase in the overall risk.
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Figure B.4 — Hazardous

NOTE Results rounded to the first significant digit

events with SIL 2 safety instrumented function
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Annex C
(informative)

The safety layer matrix method

Overview

n each process, risk reduction should begin with the most fundamental elements of

o X ) : , ite- . bout
rdous inventories and plant layout. Maintaining minimum inventories of hazandous
icals; installing piping and heat exchange systems that physically prevenf the
ertent mixing of reactive chemicals; selecting heavy walled vessels that can“withgtand
haximum possible process pressures; and selecting a heating medium-with maximum
erature less than the decomposition temperatures of process chemicals are all prqcess
n decisions that reduce operational risks. Such focus on risk réduction by careful
tion of the process design and operating parameters is a key step in‘the design of al safe
ss. A further search for ways to eliminate hazards and to apply, inherently safe design
ices in the process development activity is recommended. Unfortunately, even aftef this
n philosophy has been applied to the fullest extent, hazards may still exist and addifional
ctive measures should be applied.

b process industries, the application of multiple proteetion layers to safeguard a prqcess

is used, as illustrated in Figure C.1. In Figure C.1 below, each protection layer consigts of

equif
to co

ment and/or administrative controls that function”in concert with other protection layers
htrol or mitigate process risk.

Emergency response

Physical protection

Relief devices

Alarms,
operators

Process

IEC

Figure C.1 — Protection layers

The concept of protection layers relies on three basic concepts:
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a) A protection layer consists of a grouping of equipment and/or administrative controls that
function in concert with other protection layers to control or mitigate process risk.

b) A protection layer (PL) meets the following criteria:
— Reduces the identified risk by at least a factor of 10;
— Has the following important characteristics:

e Specificity — a PL is designed to prevent or mitigate the consequences of one
potentially hazardous event. Multiple causes may lead to the same hazardous event,
and therefore multiple event scenarios may initiate action by a PL.

e |Independence — a PL is independent of other protection layers if it can be
[ demonstrated that there Is no potential 1or common cause or common mode  failure
with any other claimed PL.

¢| Dependability — the PL can be counted on to do what it was designed to do by virtue of
addressing both random failures and systematic failures in its design.

o| Auditability — a PL is designed to facilitate regular validation ©Of,-the protgctive
functions.

c) Al safety instrumented system (SIS) protection layer is a protection layer that meets the
definition of a SIS in IEC 61511-1:2016 Clause 3.2.69 (“SIS” was_-used when safety [ayer
matrix was developed).

Refefences:

uidelines for Safe Automation of Chemical Processes, American Institute of Chemical
ngineers, CCPS, 345 East 47th Street, New York;NY 10017, 1993, ISBN 0-8169-0554-1

G

E

Lpyer of Protection Analysis-Simplified — Progcess risk assessment, American Instityte of
Chemical Engineers, CCPS, 3 Park avenue,"New York, NY 10016-5991, 2001, ISBN O-
8/169-0811-7

G

CPS/AIChE, Guidelines for Safe and ‘Reliable Instrumented Protective Systems, \Viley-
Irfterscience, New York (2007)

bA 84.91.01: Identification and-~Mechanical Integrity of Safety Controls, Alarms,| and
terlocks in the Process Inddstries, The Instrumentation, Society of Automation, 67
lexander Drive, PO Box 12277, Research Triangle Park, NC 27709, USA

1S
In
A

— Slafety Shutdown SystemsyDesign, Analysis and Justification, Gruhn and Cheddie, 1998,
The Instrumentation, Systems, and Automation Society, 67 Alexander Drive, PO| Box
1277, Research Triangle Park, NC 27709, USA, ISBN 1-55617-665-1
F
S

M Global Property Loss Prevention Data Sheet 7-45, “Instrumentation and Contfol in
afety Applicationis”, 1998, FM Global, Johnston, RI, USA

C.2 | Process safety target

A fupdamental requirement for the successful management of industrial risk is the copcise

: 8 i y get+(e S rat—hay fined
using national and international standards and regulations, corporate policies and input from
concerned parties such as the community, local jurisdiction and insurance companies
supported by good engineering practices. The process safety target is specific to a process, a
corporation or industry. Therefore, it should not be generalized unless existing regulations
and standards provide support for such generalizations.

C.3 Hazard analysis

A hazard analysis to identify hazards, potential process deviations and their causes, available
engineered systems, initiating events, and potential hazardous events that may occur should
be performed for the process. This can be accomplished using several qualitative techniques:

— safety reviews;
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— checklists;

— what if analysis;
— HAZOP studies;
— failure mode and effects analysis;

— cause-consequence analysis.

2016

One such technique that is widely applied is a Hazard and Operability (HAZOP study)
analysis. The Hazard and Operability analysis (or HAZOP study) identifies and evaluates
hazards in a process plant, and non-hazardous operability problems that compromise its

abilit

HAZ

undefstanding of the design, operation and maintenance of a process. Generally

expe

using an appropriate set of “guide” words. Guidewords are applied at specific.points or
nodeps in the process and are combined with specific process parametersqto.identify pots
devigtions from the intended operation. Checklists or process experiencé are also us

help
team

devigtions, and the required procedural and engineered systems. If the causes
bquences are significant and the safeguards are inadequate, the team may recommend
additjonal safety measures or follow-up actions for management consideration.

cons

Freq

generalized so as to be applicable for similar processes that exist in a company. If
generalization is possible, then the deployment of.the safety layer matrix method is feg

with

C.4

After

of pl
haza

A qgualitative approachcan be used to assess process risk. Such an approach allo
tracefable path of how-the hazardous event develops, and the estimation of the likeli

(app

to achieve design productivity.

DP is detailed in such standards as IEC 61882:2001. It requires detailed knowledgs

Fienced team leader systematically guides the analysis team through the process d

the team develop the necessary list of deviations to be considered in the analysis
then agrees on possible causes of process deviations, the-consequences of

ently, process experience and the HAZOP study-réesults for a particular process cad

imited resources.

Risk analysis technique

pnt personnel and other hazard and risk assessment specialists to identify pots
rdous events and evaluate the likelihood, consequences and impact.

oximate range of occurrence) and the severity.

and
, an
Bsign
study
bntial
bd to
The
such
and

n be
such
sible

the HAZOP study has been~performed, the risk associated with a process ca(Ln be
evalyated using qualitative or quantitative techniques. These techniques rely on the exp

rtise
pntial

Ws a
hood

Typigal guidance on how to estimate the likelihood of hazardous events to occur, wi

cons
be u
data,
haza

rdous events.

Similarly, Table C.2 shows one way of converting the severity of the impact of a hazardous
event into severity ratings for a relative assessment. Again, these ratings are provided for
guidance. The severity of the impact of hazardous events and the rating are developed based

on pl

ant specific expertise and experience.
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Table C.1 — Frequency of hazardous event likelihood (without considering PLs)

Likelihood

Type of events
Qualitative ran

king

Events such as multiple failures of diverse instruments or valves, multiple human errors in a

. . Low
stress free environment, or spontaneous failures of process vessels.
Events such as dual instrument, valve failures, or major releases in loading/unloading Medium
areas.
Events such as process leaks, single instrument, valve failures or human errors that result High

in small releases of hazardous materials.

NOTEH
frequ

The system can be in accordance with the IEC 61511-1:2016 when a claim that a control function\fa
bntly than 10-"per year is made.

ils less

Table C.2 - Criteria for rating the severity of impact of hazardouscevents

Se

erity rating Impact

Exter

Large scale damage of equipment. Shutdown of a process for a long time. Catastrophid

sive ;
consequence to personnel and the environment.

Serio

Damage to equipment. Short shutdown of the process. Seriods injury to personnel and

us .
environment.

the

Mino

Minor damage to equipment. No shutdown of the process. Temporary injury to personn
damage to the environment.

Bl and

C.5

A ris
seve
ident
layer
been
and
the g

targdt.

Safety layer matrix

matrix can be used for the evaluation ef<risk by combining the likelihood and the in|
fity rating of hazardous events. A similar approach can be used to develop a matrix
fies the potential risk reduction thatican be associated with the use of a SIS proteg

embedded in the matrix. In other words, the matrix is based on the operating exper
isk criteria of the specific company, the design, operating and protection philosop
ompany, and the level of.safety that the company has established as its process g

hpact
that
ction

Such a risk matrix is shown in Eigure C.2. In Figure C.2, the process safety targef has

ence
hy of
afety
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Number Required SIL
of
existing
PLs
c)
3 1 1
c)| ¢ c) b)
2 1 1 2 1 2 |3
c) b) b) ) a)
1 1] 2 112 |3 3 3 3
Hazardous LM H LM H L M H
event ol e ; ol e ; ) e ;
likelihood
Ikelihoo w | d h w|d h w d h
Minor Serious Extensive
Hazardous\event severity rating

IEC

he SIL 3 safety instrumented function (SIf) does not provide sufficient risk reduction at this risk
iditional modifications are required in order to reduce risk.

he SIL 3 SIF may not provide sufficient’risk reduction at this risk level. Additional review is required.

S protection layer is probably not néeded.

1 Total number of PLs — includes all the PLs protecting the process including the SIF being classifie
r of PLs after the analysis is completed, including the new SIF (if required)).

2 Hazardous event likelihood — refers to the likelihood that the hazardous event occurs without any
service. See Table €.1 for guidance.

3 Hazardgus\event severities — the impact associated with the hazardous event. See Table (
ce.

4 Thissapproach is not considered suitable for SIL 4.

C.6

a) E

level.

i (i.e.,

of the

.2 for

Figure C.2 — Example of safety layer matrix

General procedure

stablish the process safety target.

b) Perform a hazard identification (for example, HAZOP studies) to identify all hazardous
events of interest.

c) Establish the hazardous event scenarios and estimate the hazardous event likelihood
using company specific guidelines and data.

d) Establish the severity rating of the hazardous events using company specific guidelines.

e) ldentify existing PLs (Figure C.2). The estimated likelihood of hazardous events should be
reduced by a factor of 10 for every PL.
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f) Identify the need for an additional SIS protection layer by comparing the remaining risk
with the process safety target.

g) ldentify the SIL from Figure C.2.
h) The user should adhere to Clause C.1 b).
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Annex D
(informative)

A semi-qualitative method: calibrated risk graph

D.1 Overview

Annex D is based on the general scheme of risk graph implementation described in

ClauF—HﬁE%ﬂ%ﬁ%ﬁW&mmmmmdﬁW—reeds
of th¢ process industry.

It degcribes the calibrated risk graph method for determining the safety integritylevel (S|L) of
the spfety instrumented functions (SIF). This is a semi-qualitative method thatcenables the SIL
of a BIF to be determined from knowledge of the risk factors associated with|the proces$ and
basiq process control system (BPCS).

The [approach uses a number of parameters, which together describe the nature of the
hazafdous situation when a SIS fails or is not available. One parameter is chosen from |each
of folir sets, and the selected parameters are then combined to‘decide the SIL allocated tp the
SIF. [These parameters:

— allow a graded assessment of the risks to be made, and
— r¢present key risk assessment factors.
The risk graph approach can also be used to determine the need for risk reduction wherg the

consgquences include acute environmental damage or asset loss. The objective of Annex D is
to prpvide guidance on the above issues.

Anngx D starts with protection against personnel hazards. It presents one possibility of
applying the general risk graph of Eigure E.1 of IEC 61508-5:2010 to the process indus{ries.
Finally, risk graph applications to,environmental protection and asset protection are given.

D.2 | Risk graph synthesis

Risk |is defined as a-combination of the probability of occurrence of harm and the severjty of
that harm (see Clause 3 of IEC 61511-1:2016). Typically, in the process sector, risk| is a
functjon of the following four parameters:

— the consequence of the hazardous event (C);

— the eccupancy (probability that the exposed area is occupied) (F);

— the prnhnhility of nvnir‘ling the hazardaous situation (P);

— the demand rate (number of times per year that the hazardous situation would occur in the
absence of the SIF being considered) (W).

When a risk graph is used to determine the SIL of a safety function acting in continuous
mode, consideration will then need to be given to changing the parameters that are used
within the risk graph. The parameters (see Table D.1) should represent the risk factors that
relate best to the application characteristics involved. Consideration will also need to be given
to the mapping of the SIL to the outcome of the parameter decisions as some adjustment may
be necessary to ensure risk is reduced to tolerable levels. As an example, the parameter W
may be redefined as the percentage of the life of the system during which the system is on
mission. Thus W1 would be selected where the hazard is not continuously present and the
period per year when a failure would lead to hazard is short. In this example, the other
parameters would also need to be considered for the decision criteria involved and the
integrity level outcomes reviewed to ensure tolerable risk.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 © IEC 2016 - 35 -

Table D.1 — Descriptions of process industry risk graph parameters

Parameter Description

Consequence C

Number of fatalities and/or serious injuries likely to result from the occurrence of
the hazardous event. Determined by calculating the numbers in the exposed area
when the area is occupied taking into account the vulnerability to the hazardous
event.

Occupancy F

Probability that the exposed area is occupied at the time of the hazardous event.
Determined by calculating the fraction of time the area is occupied at the time of
the hazardous event. This can take into account the possibility of an increased
likelihood of persons being in the exposed area in order to investigate abnormal
situations which may exist during the build-up to the hazardous event (consider
arso 1 this chndnges e U pdralreter).

Probability of avoiding p exists if the SIF fails on demand. This depends on there being independen
the hazard methods of alerting the exposed persons to the hazard prior to the.hazard

Probability that exposed persons are able to avoid the hazardous situation|which

occurring and there being methods of escape.

Demand rate w

The number of times per year that the hazardous event would,occur in the
absence of the SIF under consideration. This can be determined by considgring
all failures which can lead to the hazardous event andiestimating the overdll rate
of occurrence. Other protection layers should be included in the consideratjon.

D.3 | Calibration

The ¢bjectives of the calibration process are as follows:

Tp describe all parameters in such a way as to_enable the SIL assessment team to ake
opjective judgements based on the characteristics of the application.
T
a

p ensure the SIL selected for an application-is in accordance with corporate risk crjteria
nd takes into account risks from other sources.

Tp enable the parameter selection process to be verified.

Calibration of the risk graph is the-process of assigning numerical values to risk graph
parameters. This forms the basis for.the assessment of the process risk that exists and allows
detemination of the required integrity of the SIF under consideration. Each of the paramgters
is aspigned a range of values'stich that when applied in combination, a graded assessment of
the rlsk that exists in the absence of the safety function is produced. Thus a measure qf the
degrg¢e of reliance to beyplaced on the SIF is determined. The risk graph relates particular
comblinations of the risk\parameters to SIL. The relationship between the combinations of risk
parammeters and Sll( is”established by considering the tolerable risk associated with spgcific

hazards. See Annex | as a description of the calibration process (Subclause 1.2 and 1.4.7).

When considering the calibration of risk graphs, it is important to consider requirements
relating Ao risk arising from both the owners expectations and regulatory authority

requirements. Risks to life can be considered under two headings as follows:

Individual risk — defined as the risk per year of the most exposed individual. There is
normally a maximum value that can be tolerated. The maximum value is normally from all
sources of hazard.

Societal risk — defined as the total risk per year experienced by a group of exposed
individuals. The requirement is normally to reduce societal risk to at least a maximum
value which can be tolerated by society and until any further risk reduction is
disproportionate to the costs of such further risk reduction.

If it is necessary to reduce individual risk to a specified maximum then it cannot be assumed
that all this risk reduction can be assigned to a single SIS. The exposed persons are subject
to a wide range of risks arising from other sources (for example, falls and fire and explosion
risks).
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When considering the extent of risk reduction required, an organization may have criteria
relating to the incremental cost of averting a fatality. This can be calculated by dividing the
annualised cost of the additional hardware and engineering associated with a higher level of
integrity by the incremental risk reduction. An additional level of integrity is justified if the
incremental cost of averting a fatality is less than a predetermined amount.

A widely used criterion for societal risk is based on the likelihood, F, of N or more fatalities.
Tolerable societal risk criteria take the form of a line or set of lines on a log-log plot of the
number of fatalities versus frequency of accident. Verification that societal risk guidelines
have not been violated is accomplished by plotting the cumulative frequency versus accident
consequences for all accidents (that is, the F-N curve), and ensuring that the F-N curve does
not ¢ross the tolerable risk curve. Guidance on developing criteria for risks giving rige to
socigtal concerns is included in the UK HSE publication “Reducing Risks, Protecting Pepple”
ISBNO 7176 2151 0.

The four risk parameters referred to in Clause D.2 are included in a decision(tree of the|form
reprgsented in Figure D.1. The above issues need to be considered before each of the
parafeter values can be specified. Most of the parameters are assighed a rangeg (for
exanple, if the expected demand rate of a particular process falls between a specified degcade
rangée of demands per year then W3 may be used). Similarly, for demands in the lower degcade
range, W2 would apply and for demands in the next lower decade~range, W1 applies. Qiving
each| parameter a specified range assists the team in making (decisions on which parameter
valug to select for a specific application. To calibrate the risk graph, values or value rgnges
are gdssigned to each parameter. The risk associated with each of the parameter combinations
is then assessed in individual and societal terms. The, risk reduction required to meset the
established risk criteria (tolerable risk or lower) can then be established. Using this method,
the $ILs associated with each parameter combination can be determined. This calibration
activlty does not need to be carried out each time the SIL for a specific application is {o be
deteqmined. It is normally only necessary for _organisations to undertake the work once, for
similar hazards. Adjustment may be necessary“for specific projects if the original assumptions
made during the calibration are found to be invalid for any specific project.

When parameter assignments are made, information should be available as to how the values
were|derived.

It is|important that this process of calibration is agreed at a senior level within the
organization taking responsibility for safety. The decisions taken determine the overall safety
achigved.

In ggneral, it will be-difficult for a risk graph to consider the possibility of dependent failure
betwgen the sources of demand and the SIS. It can therefore lead to an over-estimation af the
effectivenessofithe SIS.

D.4 | Membership and organization of the team undertaking the SIL assessment

It is unlikely that a single individual has all the necessary skills and experience to make
decisions on all the relevant parameters. Normally a team approach is applied with a team
being set up specifically to determine SIL. Team membership is likely to include the following:
— process specialist;

— process control engineer;

— operations management;

— safety specialist;

— person who has practical experience of operating the process under consideration.

The team normally considers each SIF in turn. The team will need comprehensive information
on the process and the likely number of persons exposed to the risk. The team should include
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a person with previous experience of using the risk graph method and understands the basic
concepts that the method is based on. The chairman should ensure that everyone feels free
to ask questions and express views.

D.5 Documentation of results of SIL determination

It is important that all decisions taken during SIL determination are recorded in documents
which are subject to configuration management. It should be clear from the documentation
why the team selected the specific parameters associated with a safety function. The forms
recording the outcome of, and assumptions behind, each safety function SIL determination
shoufdbecompited-mtoadosster: Hitisestabtishredthatthereare—= ialgc momberof systems
perfgrming safety functions in an area served by a single operations team, then it-mgy be
necepsary to review the validity of the calibration assumptions. The dossier should| also
inclufle additional information as follows:

— the risk graph used together with descriptions of all parameter ranges;
— the drawing and revision number of all documents used;

— r¢ferences to manning assumptions and any consequence studies"which have been |used
tq evaluate parameters;

— references to the failures that lead to demands and any fault propagation models where
these have been used to determine demand rates;

— regferences to data sources used to determine demand rates.
D.6 | Example calibration based on typical criteria

Tabl¢ D.2, which gives parameter descriptions and ranges for each parameter, was developed
to meet typical specified criteria for chemical-processes as described above. Before using this
within any project context, it is important to*confirm that it meets the needs of those who|take
responsibility for safety.

The goncept of vulnerability has been introduced to modify the consequence parameter.| This
is bgcause in many instances al-failure does not cause an immediate fatality. A receptor’s
vulngrability is an important.consideration in risk analysis because the dose received|by a
subjgct is sometimes not large enough to cause a fatality. A receptor’s vulnerability|to a
consgquence is a function of the concentration of the hazard to which he was exposed and
the duration of the exposure. An example of this is where a failure causes the design pregsure
for an item of equipment to be exceeded, but the pressure will not rise higher than the
equipment test pressure. The likely outcome will normally be limited to leakage throygh a
flange gasket./n>such cases, the rate of escalation is likely to be slow and operations|staff
will formally(be* able to escape the consequences. Even in cases of major leakage of liquid
inventory, the escalation time will be sufficiently slow to enable there to be a high probgbility
that pperations staff may be able to avoid the hazard. There are of course cases where a
failue~could lead to a rupture of piping or vessels where the vulnerability of operating|staff
may be high.

Consideration will be given to the increased number of people being in the vicinity of the
hazardous event as a result of investigating the symptoms during the build-up to the event.
The worst case scenario should be considered.

It is important to recognise the difference between ‘vulnerability’ (V) and the ‘probability of
avoiding the hazardous event’ (P) so that credit is not taken twice for the same factor.
Vulnerability is a measure that relates to the speed of escalation after the hazard occurs and
relates to the probability of a fatality should the hazardous event occur, The P parameter is a
measure that relates to preventing the hazardous event. The parameter Pp should only be
used in cases where the hazard can be prevented by the operator taking action, after he
becomes aware that the SIS has failed to operate.
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Some restrictions have been placed on how occupancy parameters are selected. The
requirement is to select the occupancy factor based on the most exposed person rather than
the average across all people. The reason for this is to ensure the most exposed individual is
not subject to a high risk which is then averaged out across all persons exposed to the risk.

When a parameter does not fall within any of the specified ranges, then it is necessary to
determine risk reduction requirements by other methods or to re-calibrate the risk graph,

Figure D.1, using the methods described above.

............................................................ W W, W,
X
. . E X, !
Starting point  : P—>2 1 a ) e
for risk reduction PA :
gstimation 3 1
. Fy P, : 2 a
Pe
= ——= 3P 2|] 1
B Pa 3
C F PB X5 :
Generalized arrangement D A :—b ) 4 3 2
(in practical implementations : FB Py
the arrangement is specific to : PB Xg :
the applications to be covered : —
by the risk graph) : < b 4 3

C = Consequence parameter
F = Exposure time parameter

P = Probability of avoiding the hazardous event

W = Demand rate in the absence of the SIF. under consideration

--- = No safety requirements

1, 2, 3, 4 = Safety integrity level

a = No special safety requirements

b = Asingle SIF is not sufficient

Figuje D.1 should not be used without re-calibration to align with site risk criteria. Any
withdqut appropriate riskicriteria should not attempt to use this method. The way in
calibfation is carried~out will depend on how the tolerable risk criteria are expre
Parameter descriptions should be adjusted so that they fit with the range of inte
applications anpd“the risk tolerability. Values of C, F, P or W may be modified. Tablg
shows an example calibration where the value of W is adjusted by a calibration factor D

to align with-specified risk criteria.

Figure D.1 — Risk graph: general scheme
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Table D.2 — Example calibration of the general purpose risk graph

Risk parameter

Classification

Comments

Consequence (C) CA | Minor injury a) The classification system has been
" developed to deal with injury and death to
Number of fatalities people.
This can be calculated by determining [ CB [ Range 0,01 to 0,1 [b) For the interpretation of CA, CB, CC and
the numbers of people present when CD, the consequences of the accident and
the area exposed to the hazard is CC |Range >0,11t0 1,0 normal healing should be taken into
occupied and multiplying by the account.
vulnerability to the identified hazard.
The viilnerability is determined by the | CD | Range >1,0
naturqg of the hazard being protected
againgt. The following factors can be
used:
V = 0,01 Small release of flammable
or toxic material
V = 0,1 Large release of flammable or
toxic material
V =0,p As above but also a high
probability of catching fire or highly
toxic material
V =1 Rupture or explosion
Occugancy (F) FA | Rare to more ¢y, See comment a) above.
frequent exposure
This ig calculated by determining the in t?w hazar%ous
propoftional length of time the area zone. Occupaney
expospgd to the hazard is occupied less t-han 0.1
during a normal working period. ’
NOTE|1 If the time in the hazardous FB | Frequent{6
area i different depending on the shift permanent
being joperated then the maximum exposure in the
shoulq be selected. hazardous zone
NOTE|2 It is only appropriate to use
FA where it can be shown that the
demand rate is random and not related
to whgn occupancy could be higher
than normal. The latter is usually the
case With demands which occur at
equipment start-up or during.the
invest|gation of abnormalities,
Probapility of avoiding the/hazardous PA | Adopted if all d) PA should only be selected if all the
event [(P) if the protection system fails conditions in following are true:
to opgrate. column 4 are o .
satisfied - facilities are provided to alert thg
operator that the SIS has failed;
pB | Adopted if any one
of the conditions - independent facilities are providéd to
are not satisfied shut down such that the hazard ¢an
be-aveided-erwhich-enrable—alt
persons to escape to a safe area;

- the time between the operator being
alerted and a hazardous event
occurring exceeds 1 h or is definitely
sufficient for the necessary actions.

Demand rate (W) The number of times | W1 | Demand rate less |e) The purpose of the W factor is to estimate

per year that the hazardous event
would occur in absence of SIF under
consideration.

than 0,1 D per
year

the frequency of the hazard taking place
without the addition of the SIS.
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Risk parameter

Classification

Comments

To determine the demand rate it is W2 | Demand rate
necessary to consider all sources of between 0,1 D and
failure that can lead to one hazardous D per year

event. In determining the demand rate, |3

limited credit can be allowed for
control system performance and
intervention. The performance which
can be claimed if the control system is
not to be designed and maintained
according to IEC 61511:-, is limited to
below the performance ranges
associated with SIL1.

Demand rate
between D and 10
D per year

For demand rates
higher than 10 D
per year higher
integrity shall be
needed

If the demand rate is very high, the SIL has to
be determined by another method or the risk
graph recalibrated. It should be noted that risk
graph methods may not be the best approach
in the case of applications operating in
continuous mode, see 3.2.39.2 of

IEC 61511-1:2016.

f) D is a calibration factor, the value of which
should be determined so that the risk graph
results in a level of residual risk which is

tolerable taking into consideration other risks
to nypncnd persons. and corporate criteria.

Demapd rate (W) is equal to the
demand rate on the SIF under
consideration.

The numeric values to be used against|each
value of W in the table should be derived by
undertaking risk graph calibration.as
described in Clause D.3 or Annex |.

NOTE|

This is an example to illustrate the application of the principles for the design of risk.graphs. Risk graphs

for pafticular applications and particular hazards can be agreed with those involved, taking”into account tolerable

risk, see Clauses D.1 to D.6.

D.7

The

Using risk graphs where the consequences are-environmental damage

risk graph approach may also be used to determihe the integrity level requirements
wherg the consequences of failure include acute environmental loss. The integrity

level

needed depends on the characteristics of the substance released and the sensitivity gf the
envirpnment. Table D.3 shows consequences in ehvironmental terms. Each individual prqcess

plant

location may have a defined quantity associated with specific substances above which

notification is required to local authorities. Projects need to determine what can be accepted

in a gpecific location.

Table D.3 — General environmental consequences

Rigsk parameter Classification Comments
Consejquence (C) | CA | A release with- minor damage that is | A moderate leak from a flange or valve
not very severe but is large enough L .
to be reported to plant management | Small scale liquid spill
Small scale soil pollution without affecting groynd
water
CB\| Release within the fence with A cloud of obnoxious vapour travelling beyond [the
significant damage unit following flange gasket blow-out or comprgssor
seal failure
CC | Release outside the fence with A vapour or aerosol release with or without liqyid
major damage which can be fallout that causes temporary damage to plantq or
cleaned up quickly without fauna
D;ull;f;ballt :abt;lly CUTISTYUTTILT S
CD | Release outside the fence with Liquid spill into a river or sea
major damage which cannot be . . L
cleaned up quickly or with lasting A vapour or aerosol rel_ease with or without liquid
consequences fallout that causes lasting damage to plants or fauna
Solids fallout (dust, catalyst, soot, ash)
Liquid release that could affect groundwater

The above consequences can be used in conjunction with the special version of the risk
graph, Figure D.2. It should be noted that the F parameter is not used in this risk graph
because the concept of occupancy does not apply. Other parameters P and W apply and
definitions can be identical to those applied above to safety consequences although the value
of the calibration factor D may need to be modified to align with environmental risk criteria.
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Figure D.2 — Risk graph: environmental loss

D.8 | Using risk graphs where the consequences are asset loss

The fisk graph approach may also be usedito determine the integrity level requiren
where the consequences of failure include“asset loss. Asset loss is the total economic
assotiated with the failure to function onsdemand. It includes rebuild costs if any dama
incurred and the cost of lost or deferred production. The integrity level justified for any
consgquence can be calculated using normal cost benefit analysis. There are benef
using risks graphs for asset loss if the risk graph approach is being used to determin
integrity levels associated with"safety and environmental consequences. When use
deteimine the integrity level(associated with asset losses, the consequence parameters
Cp have to be defined. These parameters may vary within a wide range from one compa
another.

A similar risk graph to that used for environmental protection can be developed for asset
It should be nated that the F parameter should not be used as the concept of occupancy
not gdpply. Other parameters P and W apply and definitions can be identical to those ap
abovg to_safety consequences although the value of the calibration factor D may need
modified, to’ align with asset risk criteria.
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D.9 Determining the integrity level of instrument protection function where the

consequences of failure involve more than one type of loss

In many cases the consequences of failure to act on demand involves more than one category
of loss. Where this is the case the integrity level requirements associated with each category

of loss should be determined separately. Different methods may be used for each o

f the

separate risks identified. The integrity level specified for the function should take into account

the cumulative total of all the risks involved if the function fails on demand.
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Annex E
(informative)

A qualitative method: risk graph

E.1 General

Annex E describes the risk graph method for determining the safety integrity levels (SIL) of
the sgfety-mstromented—functions(StH)—This s aquatitative method-thatemabtesthe—Sth of a
SIF {o be determined from knowledge of the risk factors associated with the procesg and
basiq process control system (BPCS).

The [approach uses a number of parameters which together describe the\nature of the
hazafrdous situation when SISs fail or are not available. One parameter is chosen from [each
of folir sets, and the selected parameters are then combined to decide the SIL allocated tp the
SIF. [These parameters:

— allow a graded assessment of the risks to be made, and

—

gpresent key risk assessments factors.

The risk graph approach can also be used to determine the&.need for risk reduction wherg the
consgquences include acute environmental damage or asset loss.

The method presented in Annex E is shown in more detail in VDI/VDE 2180 (2015).

E.2 | Typical implementation of instrumented functions

A cldar distinction is made between sdfety-relevant tasks and operating requirements in the
safeguarding of process plants using*means of process control. Therefore, process cgntrol
systgms are classified as follows:

- BPCS;

— pfocess monitoring systems;
- §|S.

The pbjective of the classification is to have adequate requirements for each type of system to
meef| the overall” requirements of the plant at an economically reasonable cost.| The

clasgification”gnables clear delineation in planning, erection and operation and also during
subspquent-modifications to process control systems.

BPCSE are used for the correct operation of the plant within its normal operating range.| This
includes measuring, controlling and/or recording of all the relevant process variables. BPCS
are in continuous operation or frequently requested to act and intervene before the reaction of
a SIS is necessary (BPCS systems do not normally need to be implemented according to the
requirements of the IEC 61511-1:2016).

Process monitoring systems act during the specified operation of a process plant whenever
one or more process variables leave the normal operating range. Process monitoring systems
alarm a permissible fault status of the process plant to alert the operating personnel or induce
manual interventions (process monitoring systems do not normally need to be implemented
according to the requirements of the IEC 61511-1:2016).

SIS either prevents a dangerous fault state of the process plant (“protection system”) or
reduces the consequences of a hazardous event.
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If there is no SIS, a hazardous event leading to personnel injury is possible.

In contrast to the functions of a BPCS, the functions of SIS normally have a low demand rate.
This is primarily due to the low probability of the hazardous event. In addition BPCS and
monitoring systems which are in continuous operation and reduce the demand rate of the SIS
are normally present.

E.3 Risk graph synthesis

The risk graph is based on the principle that risk is proportional to the consequence and
frequency of the hazardous event. It starts by assuming that no SIS exists, although \typical
non-$IS such as BPCS and monitoring systems are in place.

Congequences are related to harm associated with health and safety or als®’ harm |from
environmental damage.

Frequency is the combination of:

— the frequency of presence in the hazardous zone and the potential-exposure time;

—

Re possibility of avoiding the hazardous event; and

— the probability of the hazardous event taking place with n6/SIS in place (but all othef risk
gduction means are operating) — this is termed the probability of the unwanted
ofpcurrence.

—

This produces the following four risk parameters:

— cpnsequence of the hazardous event (S );

— frequency of presence in the hazardous.Zone multiplied with the exposure time (A);
— ppssibility of avoiding the consequenges of the hazardous event (G);

— probability of the unwanted occurrence (W).

Wheh a risk graph is used to determine the SIL of a SIF acting in continuous mode|then
cons|deration will need to be\given to changing the parameters that are used within the risk
graph. The parameters should represent the risk factors that relate best to the applidation
characteristics involved. «Consideration will also need to be given to the mapping of SIL tp the
outcome of the parameter decisions as some adjustment may be necessary to ensure r|sk is
redu¢ed to tolerabje tevels. As an example the parameter W may be redefined asg the
percéntage of thetlife of the system during which the system is on mission. Thus W1 WOUJ:d be
seledted where“thé hazard is not continuously present and the period per year when a failure
would lead to hazard is short. In this example the other parameters would also need {o be
cons|deredfor the decision criteria involved and the integrity level outcomes reviewed to
ensufe tolerable risk.

E.4 Risk graph implementation: personnel protection

The combination of the risk parameters described above enables a risk graph as shown in
Figure E.1. Higher parameter indices indicate higher risk (Sq < So < S3 < 84; A1 < Ag; G <
Go; W4 < Wy < W3). Corresponding classification of parameters for Figure E.1 are in
Table E.1. The graph is used separately for each safety function to determine the SIL required
for it.

When determining the risk to be prevented by SIS, the risk has to be assumed without the
existence of the SIS under consideration. The main points in this review are the type and
extent of the effects and the anticipated frequency of the hazardous state of the process
plant.
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The risk can be systematically and verifiably determined using the method detailed in
VDI/VDE 2180, which enables the requirement classes to be determined from established
parameters. As a rule, the higher the ordinal number of a requirement class, the larger the
part-risk to be covered by the SIS and therefore generally the more stringent the requirements
and resulting measures.

For the process industry, SIL 4 is not covered by SIS alone. Non-process control measures
are needed to reduce the risk to at least SIL 3.
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Table E.1 — Data relating to risk graph (see Figure E.1)

Risk parameter

Classification

Comments

Consequence of the S1 | Light injury to persons 1) This classification system has been developed to deal
hazardous event. with injury and death of people. Other classification
Severity (S) schemes would need to be developed for
S2 | Serious permanent injury environmental or asset damage.
to one or more persons;
death of one person
S3 | Death of several persons
S4 | Catastrophic effect, very
TTany peopte Kitted
Fregyency of A1 | Rare to more frequent 2) See comment 1 above.
presgnce in the exposure in the
hazaldous zone hazardous zone
multiplied with the
expogure time (A)
A2 | Frequent to permanent
exposure in the
hazardous zone
Possipility of avoiding | G1 | Possible under certain 3) This parameter takes'into account the:
the cpnsequences of conditions ) ) .
the hhzardous event — operation of a'process supervised (that is,
(G) G2 | Almost impossible operated by, skilled or unskilled persons) or
unsupervised;

— rate ofidevelopment of the hazardous event [for
example suddenly, quickly or slowly);

— {_ease of recognition of danger (for example seen
immediately, detected by technical measure$ or
detected without technical measures);

— avoidance of hazardous event (for example g¢scape
routes possible, not possible or possible under
certain conditions);

— actual safety experience (such experience nay
exist with an identical process or a similar pjocess
or may not exist).

Probability of the W1 | A very slight probability 4) The purpose of the W factor is to estimate the
unwapted occurrence that the.unwanted frequency of the unwanted occurrence taking place
(W) occurrences occur and without the addition of any SIS (E/E/PE or other
only-a few unwanted technology) but including any external risk redugtion
occurrences are likely facilities.
W2~ A slight probability that
the unwanted
occurrences occur and
few unwanted
occurrences are likely
W3 [ A relatively high

probability that the
unwanted occurrences

occur and frequent
unwanted occurrences
are likely

E.5

Relevant issues to be considered during application of risk graphs

When applying the risk graph method, it is important to consider risk requirements from the

owner and any applicable regulatory authority.

The interpretation and evaluation of each risk graph branch should be described and
documented in clear and understandable terms to ensure consistency in the method

application.
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It is important that the risk graph and its calibration is agreed to at a senior level within the
organisation taking responsibility for safety.
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F.1

Annex F
(informative)

Layer of protection analysis (LOPA)

Overview

Annex F describes a process hazard analysis tool called Layer of Protection Analysis (LOPA).
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fied hazard by documenting the initiating cause and the protection layers that prevs
bte the hazard. The total amount of risk reduction can then be determined and_the

ded in the form of a SIF, the LOPA methodology allows the determination o
ppriate SIL for the SIF.

x F is not intended to be a definitive account of the method but,is intended to illus
eneral principles. It is based on a method described in mofe)detail in the follg
bnce:

bline for Safe Automation of Chemical Processes, “American Institute of Che

hlso IEC 61511-2: -, Clause F.11 for example applications of LOPA.

alues illustrated in Annex F should not be*taken as generic and used in specific lay
ction analysis applications.

51S safety life-cycle defined in IEC-61511-1:2016 requires the determination of a S

bplied to an existing plant by.@ multi-disciplinary team to determine the SIL of the

berator with experience operating the process under consideration;
hgineer with expertiSe in the process;

anufacturing management;

rocess controlengineer;

strumentlelectrical maintenance person with experience in the process |\
bnsideration;

5k analysis specialist.

neers, CCPS, 345 East 47" Street, New York, NY 10017, 1993, ISBN 0-8169-0554-1|

each
nt or
need
o be
f the

trate
wing

mical

er of

L for

esign of a safety-instrumented function. The LOPA described here is a method thaf can

SIF.

nder

person on the team should be trained In the LOFA methodology.

The information required for the LOPA is contained in the data collected and developed in the
hazard identification process. Table F.1 shows the relationship between the data required for
the Layer of Protection Analysis (LOPA) and the data developed during the hazard
identification process (HAZOP study for this example). Figure F.1 shows a typical
spreadsheet that can be used for the LOPA.

LOPA analyses hazards to determine if SIFs are required and if so, the required SIL of each

SIF.
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Using Figure F.1, each impact event description (consequence) determined from the HAZOP
study is entered in column 1.

F.3

Severity level

Severity levels of Minor (M), Serious (S), or Extensive (E) are next selected for the impact
event according to Table F.2 and entered into column 2 of Figure F.1.

Table F.1 — HAZOP developed data for LOPA

LOPA required
information

HAZOP developed
information

Impact event

Consequence

Severity level

Consequence severity

Initiating cause

Cause

Initiating likelihood

Cause frequency

Protection layers

Existing safeguards

Required additional mitigation

Recommended:new safeguards
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# 1 2 3 4 | 5 | | 6 | 7 8 9 10 11
PROTECTION LAYERS
Addition | IPL
al additio | Inter- SIF Mitigat
Impact Initiation mitigatio[ nal [mediate inteqri ed
event | Severit |Initiating | likelihoo | General n, mitigati | event 9 event
S Alarms, . S ty S
descripti| y level [ cause d per |process |BPCS restricte on likeliho likeliho
) etc. . level Notes
on F.3 F.4 year design |F.13.6 F137 d dikes, | od per F 10 od per
F.2 F.13.2 | F.13.3 F.5 F.13.5 7" | access, |pressur| year E 1'3 4| vear
F.13.2 F.13.4 F.7 erelief| F.9 '1 ’ F.11
F.13.8 F.7 |F.13.10 F.13.11
F.13.9
tlorrfw PRV High
Liinati| S Loss of | 0,1 0,1 0,1 0,1 0,1 1077 | 1072 {\/10°° ||pressurd
distillati . 0.01
1 on cooling ’ causes
water column
cplumn
rupture
rypture
2| [ire S Steam 0,1 0,1 0,1 0,1 PRV | 1087| 1072 | 1078 || Same
rom control 0,01 as
distillati loop above
on failure
cplumn
rdpture
~— " N N | ———— ] —  —  — ]
N
IEC
Key
Severlty Level E = Extensive; S = Serious; M =Minor
Likelijood values are events per year, ether' numerical values are probabilities of failure on demand average.
Figure F.1 —'Layer of protection analysis (LOPA) report
NOTE| If independent protection layers have not been properly selected frequency and probability of failfire on

demand cannot be multiplied/as shown in Figure F.1. See Annex J.

Table F.2 — Impact event severity levels

Severity level

Consequence

Impact initially limited to local area of event with potential for broader

Minor (M) consequence, if corrective action not taken.
Serious (S) Impact event could cause serious injury or fatality on site or off site.
Extensive (E) Impact event that is five or more times severe than a serious event.

F.4 Initiating cause

All of the initiating causes of the impact event are listed in column 3 of Figure F.1. Impact
events may have many Initiating causes, and it is important to list all of them.
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F.5 |Initiation likelihood

Likelihood values of the initiating causes occurring, in events per year, are entered into
column 4 of Figure F.1. Table F.3 shows typical initiating cause likelihoods. The experience of
the team is very important in determining the initiating cause likelihood.

Values in Table F.3 are not to be used for specific assessments (see Note 1).

Table F.3 — Initiation likelihood

At : il e ! Joran i r e Ll
A Tanmure O STTTIES 0T TatureS WItIT a veTy TOW PTODaoTty OT OCCUTTe e Wt e

expected lifetime of the plant.
Low EXAMPLES f< 104 year
— Three or more simultaneous instrument, or human failures

— Spontaneous failure of single tanks or process vessels

A failure or series of failures with a low probability of occurrence within the
expected lifetime of the plant.

EXAMPLES

Mediym | _ Dual instrument or valve failures 107 < £< 1072 /year
— Combination of instrument failures and operator errors

— Single failures of small process lines or fittings

A failure can reasonably be expected to occur within the/expécted lifetime of the
plant.

EXAMPLES

. -2
High _ Process leaks 107¢ < f < 100,|/year
— Single instrument or valve failures

— Human errors that could result in material releases

NOTH 1 This table is illustrative. These values’ cannot be taken as generic frequencies and cannot be psed in
specific assessments.

NOTH 2 “f = Initiating event frequency-(initiating event likelihood).

F.6 | Protection layers

Figuge 2 in Clause tshows the multiple protection layers (PLs) that are normally provided in
the process industry. Each protection layer consists of a grouping of equipment aphd/or
admihistrative~controls that function in concert with the other layers. Protection layerg that
perfdrm theirfunction with a high degree of reliability may qualify as independent protgction
layers (IRPL)(see Clause F.8).

Process design to reduce the likelihood of an impact event from occurring, when an initiating
cause occurs, is listed first in column 5 of Figure F.1. An example of this would be a jacketed
pipe or vessel. The jacket would prevent the release of process material if the integrity of the
primary pipe or vessel is compromised.

The next item in column 5 of Figure F.1 is the basic process control system (BPCS). If a
control loop in the BPCS prevents the impacted event from occurring when the initiating cause
occurs, credit based on its PFDavg (average probability of failure on demand) is claimed.

The last item in column 5 of Figure F.1 takes credit for alarms that alert the operator and
utilize operator intervention. Typical protection layer PFDavg values are listed in Table F.4.

Values in Table F.4 are not to be used for specific assessments (see Note).
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Table F.4 — Typical protection layers (prevention and mitigation) PFDavg

Protection layer PFD‘Wg
Control loop 1,0 x 107"
Human performance (trained, no stress) 1,0 x 107" to 1,0 x 1072
Human performance (under stress) 0,5 to 1,0
Operator response to alarms 1,0 x 107"
. . 10" or better, if vessel integrity is maintained (that is,

Vessel pressure rating above maximum challenge " . . .

: corrosion is understood, inspections and maintenance
from internal and external pressure sources .

is performed on schedule)

NOTE|
valueg
be ap

F.7

The figures in Table F.4 are illustrative of the range of values that could appear in assessments.
cannot be taken as generic probabilities and used in specific assessments. Human error probabilitig
ropriately assessed on a case by case basis.

Additional mitigation

htion layers are normally mechanical, structural, or procedural. Examples would be:

ressure relief devices;
kes (bunds); and

— restricted access.

Mitig
occu

F.8

Prote

btion layers may reduce the severity of theyimpact event but not prevent it
rring. Examples would be:

bluge systems for fire or fume release;
me alarms; and
vacuation procedures.

| OPA team should determine(the appropriate PFDan for all mitigation layers an
in column 6 of Figure F.1.

Independent protection layers (IPL)
ction layers that meet the criteria for IPL are listed in column 7 of Figure F.1.

Criteria to qualify a protection layer (PL) as an IPL are:

e protection provided reduces the identified risk by a large amount, that is, a minimy
105feld reduction;

These
s can

from

d list

m of

H | - N I lid

- it

+ FH £ i + +=l al pu | £ +l LO O ry \
CPTUTCCUVE TUTTUTUTT TS PTUVIUTU Wit T a Ty uTyrTto U avanaouiiity (U, g uTyirTatciy,

has the following important characteristics:

a) Specificity: An IPL is designed solely to prevent or to mitigate the consequences of

one potentially hazardous event (for example, a runaway reaction, release of

toxic

material, a loss of containment, or a fire). Multiple causes may lead to the same
hazardous event; and, therefore, multiple event scenarios may initiate action of one

IPL;

b) Independence: An IPL is independent of the other protection layers associated

the identified danger;

with

c) Dependability: It can be counted on to do what it was designed to do. Both random

d) Auditability:

and systematic failures modes are addressed in the design;

Proof testing and maintenance of the safety system is necessary.

It is designed to facilitate regular validation of the protective functions.
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Only those protection layers that meet the tests of availability, specificity, independence,
dependability, and auditability are classified as independent protection layers (IPL).

F.9 Intermediate event likelihood

The intermediate event likelihood is calculated by multiplying the initiating likelihood (column
4 of Figure F.1) by the PFDan of the protection layers and mitigating layers (columns 5, 6 and
7 of Figure F.1). The calculated number is in units of events per year and is entered into
column 8 of Figure F.1.

If thg intermediate event likelihood is less than process safety target level for events of this
sevefity level, additional PLs are not required. Further risk reduction should, howevef, be
applied if economically appropriate.

If thg intermediate event likelihood is greater than your corporate criteria foryevents of this
sevefity level, additional mitigation is required. Inherently safer methods and 'Solutions should
be considered before additional protection layers in the form of SIS are_applied. If inhefently
safe [design changes can be made, Figure F.1 is updated and, the' intermediate ¢vent
likelihood recalculated to determine if it is below corporate criteria.

If thg above attempts to reduce the intermediate likelihood below’ corporate risk criteria fail, a
SIS ip required.

F.10| SIF integrity level

If a new SIF is needed, the required integrity levelcan be calculated by dividing the corpprate
criteffia for this severity level of event by the intermediate event likelihood. A PFDg4,q fgr the
SIF Relow this number is selected as a maximum for the SIS and entered into column%.

F.11| Mitigated event likelihood

The pnitigated event likelihood.iS;now calculated by multiplying columns 8 and 9 and entering
the result in column 10. Thisis continued until the team has calculated a mitigated ¢vent
likelihood for each impact event that can be identified.

F.12| Total risk

The |ast step~is.to add up all the mitigated event likelihood for serious and extensive impact
evenis that.present the same hazard. For example, the mitigated event likelihood for all sgrious
and e¢xtefnsijve events that cause fire would be added and used in formulas like the following:

—  rigk 3 due to fire =

release) x (probability of ignition) x (prbability of a person in the area) x (probability of
fatal injury in the fire).

Serious and extensive impact events that would cause a toxic release would be added and
used in formulas like the following:

— risk of fatality due to toxic release = (mitigated event likelihood of all toxic
releases) x (probability of a person in the area) x (probability of fatal injury in the release).

The expertise of the risk analyst specialist and the knowledge of the team are important in
adjusting the factors in the formulas to conditions and work practices of the plant and affected
community.

The total risk to the corporation from this process can now be determined by totalling the
results obtained from applying the formulas.
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If this meets or is less than the corporate criteria for the population affected, the LOPA is
complete. However, since the affected population may be subject to risks from other existing
units or new projects, it is wise to provide additional mitigation and risk reduction if it can be
accomplished economically.

F.13 Example

F.13.1 General

The following is an example of the LOPA methodology that addresses one impact event
identified-nthe HAZOR stud

AL
et otoTry -

F.13J2 Impact event and severity level

The HAZOP study identified high pressure in a batch polymerization reactor-as a deviation.
The ptainless steel reactor is connected in series to a packed steel fibre reinforced plastic
column and a stainless steel condenser. Rupture of the fibre reinforced plastic column would
relealse flammable vapour that would present the possibility for fire if*an ignition source is
pres¢nt. Using Table F.2, severity level serious is selected by the . LOPA team since the
impagt event could cause a serious injury or fatality on site. The impact event and its seyerity
are antered into columns 1 and 2 of Figure F.1, respectively.

F.13/3 |Initiating cause

The HAZOP study listed two initiating causes for high\pressure: loss of cooling water tp the
condenser and failure of the reactor steam control Ioop. The two initiating causes are entered
into ¢olumn 3 of Figure F.1.

F.13}4 |Initiating likelihood

Plan{ operations have experienced loss;in cooling water once in 15 years in this area The
team| selects once every 10 years as a conservative estimate of cooling water loss. 0,1 eyents
per year is entered into column 4 ofyFigure F.1. It is wise to carry this initiating cause aLI the
way through to conclusion before addressing the other initiating cause (failure of the regctor
steam control loop).

F.13]5 General process design

The process area was-designed with an explosion proof electrical classification and the|area
has g process safety'management plan in effect. One element of the plan is a management of
chanpe procedure for replacement of electrical equipment in the area. The LOPA feam
estimates that'\the risk of an ignition source being present is reduced by a factor of 10 due to
the rrnagement of change procedures. Therefore a value of 0,1 so it is entered into column 5

of Figure\E.1 under process design.

F.13.6 BPCS

High pressure in the reactor is accompanied by high temperature in the reactor. The BPCS
has a control loop that adjusts steam input to the reactor jacket based on temperature in the
reactor. The BPCS would shut off steam to the reactor jacket if the reactor temperature is
above set-point. Since shutting off steam is sufficient to prevent high pressure, the BPCS is a
protection layer. The BPCS is a very reliable DCS and the production personnel have never
experienced a failure that would disable the temperature control loop. The LOPA team
decides that a PFDan of 0,1 is appropriate and enters 0,1 in column 5 of Figure F.1 under
BPCS (0,1 is the minimum allowable for the BPCS).

F.13.7 Alarms

There is a transmitter on cooling water flow to the condenser, and it is wired to a different
BPCS input and controller than the temperature control loop. Low cooling water flow to the
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condenser is alarmed and utilizes operator intervention to shut off the steam. The alarm can
be counted as a protection layer since it is located in a different BPCS controller than the
temperature control loop. The LOPA team agrees that 0,1 PFDaVg is appropriate since an
operator is always present in the control room and enters 0,1 in column 5 of Figure F.1 under
alarms.

F.13.8 Additional mitigation

Access to the operating area is restricted during process operation. Maintenance is only
performed during periods of equipment shutdown and lockout. The process safety
management plan requires all non-operating personnel to sign into the area and notify the
processoperator. Because of theenforced Testricted—access procedures,;, the tOPA tgams
estimate that the risk of personnel in the area is reduced by a factor of 10. Therefore\(,1 is
entefed into column 6 of Figure F.1 under additional mitigation and risk reduction.

F.13]9 Independent protection layer(s) (IPL)

The feactor is equipped with a relief valve that has been properly sized to’handle the vglume
of gas that would be generated during over temperature and pressure caused by cdoling
watel loss. After consideration of the material inventory and composition, the contributipn of
the relief valve in terms of risk reduction was assessed. Since thecrelief valve is set beloy the
design pressure of the fibre glass column and there is no possible human failure that ¢ould
isolaie the column from the relief valve during periods of/ operation, the relief valye is
cons|dered a protection layer. The relief valve is removed and‘tested once a year and neyer in
15 years of operation has any plugging been observed in the relief valve or connecting piping.
Since the relief valve meets the criteria for a IPL, it is‘listed in column 7 of Figure F.1 and
assigned a PFD,,, of 0,01 based on previously \Uiscussed operating experience| and
published industry data.

F.13/10 Intermediate event likelihood

The ¢olumns in row 1 of Figure F.1 are-now multiplied together and the product is enterged in
column 8 of Figure F.1 under intermediate event likelihood. The product obtained for this
example is 10°7.

F.13111 SIS

The mitigation and risk«reduction obtained by the protection layers are sufficient to meet
corporate criteria, butwadditional mitigation can be obtained for a minimum cost since a
pressgure transmitter exists on the vessel and is alarmed in the BPCS. The LOPA [team
ides to add a SIF that consists of a current switch and a relay to de-energize a sol¢noid
connected 0 a block valve in the reactor jacket steam supply line. The SIF is designed
e lower range of SIL 1, with a PFD of 0,01. 0,01 is entered into column 9 of figurg F.1

avg

The mitig ikeli i iltiplying J L imn 9 and
putting the result (1 x 10 9) in column 10 of Flgure F 1.

F.13.12 Next SIF

The LOPA team now considers the second initiating cause (failure of reactor steam control
loop). Table F.3 is used to determine the likelihood of control valve failure and 0,1 is entered
into column 4 of Figure F.1 under initiation likelihood.

The protection layers obtained from process design, alarms, additional mitigation and the SIS
still exist if a failure of the steam control loop occurs. The only protection layer lost is the
BPCS. The LOPA team calculates the intermediate likelihood (1 x 10-) and the mitigated
event likelihood (1 x 10-8). The values are entered into columns 8 and 10 of Figure F.1
respectively.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 © IEC 2016 - 55 -

The LOPA team would continue this analysis until all the deviations identified in the HAZOP
study have been addressed.

The last step would be to add the mitigated event likelihood for the serious and extensive
events that present the same hazard.

In this example, if only the one impact event was identified for the total process, the number
would be 1,1 x 108, Since the probability of ignition was accounted for under process design
(0,1) and the probability of a person in the area under additional mitigation (0,1) the equation
for risk of fatality due to fire reduces to:

Risk| of fatality due to fire = (Mitigated event likelihood of all flammable malterial
relealses) x (Probability of fatal injury due to fire) = 0,5.

or

Risk |of fatality due to fire = (1,1 x 10-8) x (0,5) = 5,5 x 109

This [number is below the corporate criteria for this hazard and further risk reduction is not
cons|dered economically justified, so the work of the LOPA team is. Complete.
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Annex G
(informative)

Layer of protection analysis using a risk matrix

Overview
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Figure G.1 — Layer of protection graphic highlighting proactive and reactive IPL
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This method encourages the selection of proactive IPL, which reduce the frequency of the
hazardous event (e.g., loss of containment or equipment damage). The use of any protection
layer requires the additional consideration of the secondary consequence that results from
their successful operation. This is particularly true of mitigative layer IPLs — see step 7 below.

When the study is completed, the identified safety functions have been allocated risk
reduction in accordance with guidelines that are established for each type of IPL and
associated function. When risk reduction is allocated to a SIS, this risk reduction yields a SIL
in accordance with IEC 61511-1:2016 Table 4.

This _method does not consider the duration of the operating mode when analysing
sequ{nced, batch, start-up or maintenance risk. In this method, the risk of each openating

modeg should be reduced to the tolerable frequency regardless of the amount of\tim¢ the
procegss is in a particular operating mode.

The {olerable frequency for a hazardous event is determined by assessing the.worse crgdible
scengrio consequence in terms of the health and safety impact to plantypersonnel ang the
public, environmental impact, and economic impact (property and business’losses). The fteam
is expected to qualitatively estimate the worst credible consequence regardless of likelijhood
and |dentify IPLs to reduce the event risk. Again, since this methoed seeks to reduc¢ the
hazardous event frequency (e.g., loss of primary containment. o) equipment damage)| this
methpd does not consider the use of conditional modifiers for'‘oécupancy, ignition or fafality,
whicl are typically used to assess the frequency of specific/types of harm caused by the
eveni.

NOTE|1 This method leverages the availability of the team andyinformation to assess economic impact of lpss of
contaihment events. The implementation of any recommendatiéns for economic-related events is determinjed by
busingss approval processes.

NOTE|2 The frequency, probability and risk reduction. values used are for illustration only and are not to b¢ used
as generic values for specific assessments.

Anndx G is not intended to be a definitive account of the method but is intended to illugtrate
the general principles. It is based on a method described in more detail in the follqwing
refergnces:

Layer of Protection AnalysissSimplified — Process risk assessment, American Institute of
Chemical Engineers, CCPS, 3 Park Avenue, New York, NY 10016-5991, 2001, ISBN 0-§169-
0811}7.

Guidance on thew Application of Code Case 2211 — Overpressure Protection by System
Design, Welding ‘Research Council, PO Box 1942, New York, NY 10156, 2005, ISBN 1-58145-
505-4.

Guide for-Pressure-relieving and Depressuring Systems: Petroleum petrochemical and natural
gas Industries — Pressure relieving and depressuring system, American Petroleum Insfjtute,
1220 L Street, NW, Washington, D.C. 20005, 2007.

Guidelines for Safe and Reliable Instrumented Protective Systems, American Institute of
Chemical Engineers, CCPS, 3 Park Avenue, New York, NY 10016-5991, 2007, ISBN 0-4719-
7940-6.

Guidelines for Initiating Events and Independent Protection Layers in LOPA, American
Institute of Chemical Engineers, CCPS, 3 Park Avenue, New York, NY 10016-5991, 2015,
ISBN: 978-0-470-34385-2.
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This LOPA procedure results in the identification of the IPLs that can reduce the process risk
in accordance with the risk criteria. The following is a step-by-step description of the work
process, which is shown graphically in Figure G.2.

G.2.2

Step 1: General Information and node definition

The team members, attendance date, study date, and document revision number are recorded

in the Worksheet. The facilitator reviews the node boundary to ensure that each team me
iliar with the process operation and flow sheet (Figure G.3). The P&IDs under g
bcorded along with any other documentation reviewed by the team during the study.

is fa
arer

u\lnvi- avant
NEXT-EVEHT

No

Step 1
General information

¥

Step 2
Describe
hazardous events
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Step 3
Evaluate initiating
event frequency

¥

Step 4
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consequence severity
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process risk

Yes

mber

view

Step'5
Identifylindependent
protection layers

Y

Step 6
Identify consequence
mitigation system (CMS)

L &

Step 7
Determine CMS risk gap

¥

Step 8
Determine scenario
risk gap

No

Does
the CMS risk

ar scenario risk gap

exceed risk
criteria?

exceed risk
criteria?

Step 9
Make recommendations

IEC

Figure G.2 — Work process used for Annex G
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Key

FCV
PAH

PRV

G.2.3

Devigation or What-if? or FMEA: The team should describe the hazardous event selects

revie
haza
dama

Tabl
is on
scen

Hazqrdous event desgription: The event propagation should be clearly, yet conc

desc
safeg
mem
docu
is im

To flare
4"
PRV
Gas
i
1
Liquid
g"

IEC

Flow controller

Flow control valve
Pressure alarm high
Block valve
Pressure relief valve

Figure G.3 — Example process node boundary for selected scenario

Step 2: Describe hazardous event

W including the deviation, what-if question, or failure mode that was analysed durin
Fd identification and how the event:propagates to the loss of containment or equip

ge.

G.1 is an excerpt from a HAZOP performed on the node illustrated by Figure G.3.
of what may be many-«seenarios that result in overpressure in this process unit.
Ario was selected for illustration purposes.

ribed from the jprocess hazard to the worst credible consequence assumin
uards. It is.important to thoroughly describe the hazardous event, so that each
ber undetstands what is being analysed. It should also be recognized that
mentation)assists in the management of change process and in future revalidations,
bortant.that the description be clear and easily understood.
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{ loop

failure and results in pressure that exceeds the Maximum Allowable Working Pressure
(MAWP) of the vessel. The consequence is stated as “High flow leads to pressures above
MAWP. Potential vessel damage and release to environment within 5 minutes.” (Note
that this 1,5 MAWP is only allowed by certain vessel design codes). This description provides
later teams with an understanding of the degree of overpressure and the speed with which
pressure propagates to an unacceptable level.

1,5 x

Table G.1 — Selected scenario from HAZOP worksheet

System Name: 1. Vessel 101 feed
Drawing: Drawing ABC-123

Design Intent & Process Control Method(s): Mixture X is fed into Vessel 101 for gas liquid separation
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Rank .
o Conseque RaRnliikn PHA
Deviation | Causes Consequence nce Safeguards 9
Recommendation
Cat S L RR
1. High 1. Flow 1. High flow leads | S 4 1. High B 2
pressure control to pressures pressure
loop above 1,5 x E 4 alarm B 2
fails MAWRP. Potential
vessel damage A 3 2. High
and release to pressure
environment shutdown of | B 1
WITITT O TINuLEeES. inlet bIOCk
valve
3. Pressure
relief valve
4. Operator
response to
high
pressure Q
alarm ~ N

NOTE| See Table G.4 for consequence categories and severity ranking.
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G.24 Step 3: Evaluate initiating event frequency

2016

Once the hazardous event is described, the initiating cause(s) that lead to the hazardous
event are documented. An event may be initiated by a single initiating cause or multiple
causes. The team should consider various types of causes, such as human error, equipment

failur

es, procedural errors, etc.

There may be instances where the team deems there is no credible cause or combination of
causes. This may be due to inherently safe process design or because the occurrence of the
scenario would violate the laws of chemistry or physics. In these cases “No credible initiating
cause” should be listed in the initiating cause portion of the worksheet along with an

exple

Freq
IPLs
good
on p
cond
than
work

Enab

pres¢nce of a co-incident condition, called an enabling condition. This procedure allow
deration of an enabling condition, when the condition is independent of the initil?ting

cons
caus
enab

nation of the reasoning, and the team should continue to the next scenario.

lency: The frequency of the initiating event is evaluated without the consideration 9
(safeguards). Guidance is provided in Table G.3 based on industry published dats
engineering practice. The team should determine whether the data is appropriate b
ant historical performance or experience with the initiating cause(s)under similar
tions. If the team determines that a higher frequency is warranted”(e.g., 1/year r
1/10 years), the reasoning is documented and the revised number is entered int
sheet. In this example, the frequency of flow control loop failure.is’1/10 years.

f any

and
ased
plant
ather
b the

ling conditions: Some process deviations can lead to’hazardous events only in the

b and is necessary for propagation of the hazardous event. The combination o
ing condition and the initiating cause results in/the propagation of the hazardous ev

The

enabling condition being present and the frequency of the initiating cause. As an examy
the dperator leaves a valve open incorrectly'and a process upset downstream occurs,

coul
An

oppoftunities. Valve position is verified every 8 hours (by the next shift operator). S

aver

P

avg

The i

Over
caus
cons
the c
listed

requency of the initiating event can be estimated based on the average probability g

be backflow through the open valve: The process upset is assumed to happen 1
perator opens and closes the\wvalve 3 times per day. Failure is assumed

ge probability of the valve being open is:
open) = (3/24 hours) x (4#/100) x 8 hours = 0,01
nitiating event frequency is 0,01 x 1/year = 1/100 years.

bll frequeney:* The overall event frequency is the highest frequency of the listed initi
ps. If a~hazardous event has more than 3 initiating causes of similar frequ
deration-is given to assigning a higher overall event frequency based on an analyj
pmmon cause aspects of the causes. In the example (Table G.2), there is only one g

5 the

the
bnt.

f the
le, if
there
year.

1/100

b the

ating
ency,
bis of
ause

,\807the initiating event frequency is 1/10 year.
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Table G.3 — Example initiating causes and associated frequency

MTBF@
Initiating cause Conditions
in years
Basic Process Control Loop Complete instrumented loop, including the 10
(BPCS) sensor, controller, and final element.
Action is performed daily or weekly per
procedure. The operator is trained on the
required action. {This value can be reduced by a
factor of 10 (value=1 in 10 years) based on 1
experience. The team should document job aids,
procedures—andiortrainingused-to-achieve—n

Ogerator Action 10 years.}

(SPP) Action is performed monthly to quarterly per

procedure. The operator is trained on the 10
required action.

Action is performed yearly, after turnaround or
temporary shutdown per procedure. The operator 100
is trained on the required action.

Indtrumented Safety Device Instrumented safety device spuriously operatés,

e.g., closure of block valve, pump shutdowny, and 10

(OTHER) opening of vent valve.

a The initiating causes listed can be assumed to occur more frequently (€.g., changed from 1/100 year to
1/10 year based on process experience. The values cannot be made less frequent without additiopal
justification and approval by process safety. Additional analysis should be submitted as part of {he
justification. This would include human factors analysis, failure modes and effects analysis (FMERA),
event tree analysis or fault tree analysis.

G.2.5 Step 4: Determine hazardous event consequence severity and risk reductign
factor
The lhazardous event is assessed to determine the worst credible consequence in terms of the
health and safety impact to plant pefsonnel and the public, environmental impact,| and
econpmic impact (property and business losses).
Severity: The consequence.severity is assessed according to standardized definitiops in
Tabl¢ G.4 "Consequence séverity decision table". In the example (see Table G.2), the team
deteqmined that there was. the potential for a significant flammable hydrocarbon rel¢ase.
Since¢ an operator mdde" frequent rounds through the unit, a fatality was possible.| The
consegquence severity-for safety was ranked as “4.” The environmental severity ranking was
also | determined «to~ be consequence level 4, while the asset severity ranking | was
consequence level 3.
Risk |assessment: The process risk is determined by the overall initiating event freqyency
(Step 3),'and consequence severity (Step 4). These ranking are used as input to Table G.8
Risk |[reduction factor matrix. The matrix shows the risk reduction factor (RRF) requirgéd to

reduce the process risk to a tolerable level. If the RRF yields a result of TR (tolerable risk),
the risk falls within the risk criteria without additional IPLs. Those hazardous events
indicate other than TR should be assessed further.

that

In the example (see Table G.2), a consequence severity of 4 and a frequency of 1/10 years
results in a required risk reduction of 1 000 (see Table G.5).

In some instances, IPLs may not be required from a risk standpoint, but may be required by
code, practice, or regulation. The requirements of codes, practices, or regulations supersede
this procedure.
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Table G.4 — Consequence severity decision table

RANK SAFETY (S) ENVIRONMENTAL (E) ASSET (A)
Multiple fatalities across a Catastrophic off-site Expected loss greater than
P A environmental damage with $10,000,000 and/or substantial
5 facility and/or Injuries or . L
o ; long-term containment and damage to buildings located
fatalities to the public -
clean-up off-site
Hospitalization of three or Expected loss between
more personnel (e.g., Significant off-site $1,000,000 and $10,000,000
serious burns, broken environmental damage (e.g., and/or extended downtime with
4 bones) and/or one or more | substantial harm to wildlife) with | significant impact to the facility
fatalities within a unit or prolonged containment and operation and/or minor damage
Tocal area and/or Injuries to | clean-up (€.g., broken windows) 10
the public buildings located off-site
Hospitalization injury (e.g., | On-site release requiring Expected loss between
serious burns, broken containment and clean-up $100,000 And $1,000,000
3 bones) and/or multiple lost and/or off-site release causing and/or downtime_of.several
work day injuries and/or environmental damage with days severely mpacting the
Injury to the public quick clean-up facility operation
. ) - Expected\6ss between $10,0p0
Lost work d.ay injury and/or On-S|t'e release requiring and $100.000 and/or downtirhe
recordable injuries (e.g., containment and clean-up by :
: of more than day causing
2 skin rashes, cuts, burns) emergency personnel and/or off- | . o h
) f . impact to facility operation
and/or minor impact to site release (e.g., odour) but no )
. . and/or reportable quantity
public environmental damage
event
On-site release requirin Expected loss of less than
Recordable injury and/or . g 9 $10,000 and/or downtime of
1 . . containment and clean-up by . .
no impact to the public . less than a day with minor
on-site personnel . - .
impact to the facility operatio

Table G.5 — Risk redtction factor matrix

REQUIRED RISK REDUCTION FACTOR
5 100 000 104000 1000 100 10
Ll
3 4 10 000 1 000 100 10 TR
zZ >
w k=
-]
ok |3 1 000 100 10 TR TR
w >
0w
g n |2 100 10 TR TR TR
(@)
1 10 TR TR TR TR
1 10 100 1 000 10 000
FREQUENCY (1 in x years)

6.2 6 Sten 5: Identify ind , ionl ! risk reduction £

Safeguards are identified during the H&RA, which provide some measure of protection
against the hazardous event under review. Each identified safeguard is evaluated against the
IPL criteria.

Not all safeguards meet the design and management criteria necessary to be classified as
IPLs. It is also important to ensure adequate independence of the selected safeguards so that
the potential for common cause, common mode, and systematic issues is sufficiently low
compared to the overall risk reduction requirement.

Table G.6 provides guidance on the RRF for example safety functions that may be classified
as IPLs. The risk reduction factor is based on specific IPL design and management criteria,
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which is briefly described in Table G.6. The restrictions provided in the table shall be met for
the IPL to be allocated the listed risk reduction.

A safeguard that does not meet the criteria may be listed in the worksheet with RRF=1, if
desired. A safeguard may only be allocated a RRF>1, when the process safety information
demonstrates that the safeguard meets the criteria.

In the example (see Table G.2), the team determined that there was not sufficient time for the
operator to respond to the alarm. A previous analysis of the SIS showed that it achieved

SIL 1, so the team allocated an RRF of 10 to it (see Table G.2).
G.2.7 Step 6: Identify consequence mitigation systems and risk reduction factor
The $uccessful action of any IPL results in a new operating or shutdown state. Thistnew

state

is referred to as the secondary consequence of the IPL. The risk associated with the

seco

hdary consequence shall be acceptable or additional/alternate IPL shall be ap

blied.

Since successful action of most mitigative proactive IPL and reactive, IPL result ip the

redu
Mitig

CMS
arey
haza
mana

NOTE|
maint

NOTE|
reduc
assoc
frequg

Tabl¢ G.7 lists the CMSs considered~during study and RRF for specific safety functions

may
CMS
redu
meth

In th
desig

100 fo it.

ption Systems (CMSs).

iew (Note 1) verifies that the CMS IPL is designed and managed to address the parti
ged.

1 If there are no documents to support the claim thatjth¢ CMS IPL is properly designed, locate
ined to reduce the consequence of the particular release scenario, no RRF may be taken.

2 The successful action of a CMS IPL reduces the consequence of the hazardous event under revie
bd consequence resulting from the proper functioning of the CMS IPL can still be unacceptable. TH
ated with the IPL’s operation is determined by“evaluating this secondary consequence severity and r.
ncy. This value is compared to the risk criteriasto determine if additional risk reduction is required.

be classified as IPLs. It is important for the team to review the CMS to verify tha
is designed and managed\to address the hazard scenario. Only CMS that proac
e the frequency of théprimary consequence event (LOPC) are considered in
od.

s example (see\ Table G.2), the team determined that the pressure relief valve
ned for overpressure caused by flow control loop failure. The team allocated an R

ttion of the consequence severity, these IPL are collectively referred-to as Consequence

IPL, which act to reduce the harm resulting from the hazardous event, may be credited if

cular

rdous event and (Note 2) determines that the secondary.€onsequence risk is accepgtably

, and

V. The
e risk
tlease

that
t the
ively
this

was
RF of
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Table G.6 — Examples of independent protection layers (IPL) with associated risk

reduction factors (RRF) and probability of failure on demand (PFD)

IPL Conditions RRF PFD

The BPCS IPL should be designed and managed to

achieve the RRF. It is a typically a control loop whose
normal action prevent the scenario. The BPCS IPL 10 0,1
shall run in automatic mode during all operating
phases where the hazard scenario could occur.

Basic Process Control
System (BPCS)

Operator response to Operator response does not have to perform

) ; troubleshooting or diagnostics to take the action.
aIar;mHW|th“i10IrIT\1||nAugej\ Alarm may be implemented in the BPCS or 10 0.1
respense-te—{AEARMY ndependent of the BPCS.

@perator response to Operator response requires minor troubleshooting or

dlarm with >40 minutes diagnostics prior to taking action. Alarm may be 10 0y
response time (ALARM) implemented in the BPCS or independent of the BPCS.

§IL 1 (SIS) Safety Integrity Level 1 10 0,1
§IL 2 (SIS) Safety Integrity Level 2 100 0,01
§IL 3 (SIS) Safety Integrity Level 3 1000 | 0,001

Taple G.7 — Examples of consequence mitigation system (CMS) with associated r
reduction factors (RRF) and probability of failure'en demand (PFD)

CMS Conditions RRF PFD
Rressure Relief Valve Clean Service. Designed for the hazardous event 100 0,01
\essel Rupture Disk Designed for the hazardouscevent 100 0,01
Vacuum Breaker Designed for the hazardous event 100 0,01

Overflow line is designed to discharge to containment
area which is sized to address the hazardous event. 100 0.01
Any valves in lineéxshall be administratively controlled ’
to ensure the.CMS is available when needed.

Qverflow Line

G.2.8 Step 7: Determine-CMS risk gap

As wlith any IPL, there are ‘two potential states when a process demand occurs: 1) sud

cess

wherge the CMS works-as'designed and 2) failure where the CMS does not work as designed.

In Step 7, the CMS(risK is addressed by assessing the consequence when the CMS wor
designed. In Step'8,.the risk associated with the CMS not working as designed is assessq

To determine_the CMS risk (i.e., works as designed), it is necessary to first evaluats
sevefity of the secondary consequence. The consequence severity is assessed accordi
standardized definitions in Table G.4 "Consequence severity decision table". The CMS r
detenmined by CMS consequence severity and the frpqnpnry of the CMS use_ This frpq1
is determined by multiplying the overall initiating event frequency (Step 3) by the RRF of
IPL that prevents the initiating event from placing a demand on the CMS. These IPL
identified in Step 5.

s as
d.

b the
ng to
sk is
ency
each
were

The CMS risk is evaluated using Table G.5 RRF matrix. If the CMS risk gap is reduced to
“TR,” no further risk reduction is required. The team may identify functions that improve the

risk reduction, if desired. If the CMS risk gap is 10, 100, 1 000, or 10 000, the team
identify more IPLs, as appropriate. If these safeguards do not exist in the current de
recommendations are made.

shall
sign,

In this example (Table G.2 and Figure G.4), the team determined that the flare availability was

good at the site and the material released to the flare did not pose any unaccep

table
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consequence. When the PRV operates as designed, the scenario releases material to the

flare and was determined to be at the tolerable risk level.

SIS

SIL 1

Success = 9/10 = 0,9
Initiating event
frequency = 1/10yr

Failure = 1/10 = 0,1

PRV

Success = 99/100 = 0,99

Frequency = 9/100 = 0,09/yr
Approx = 1/10 yrs
Shutdown

Frequency = 99/10 000 = 0,0099/yr

Approx = 1/100 yrs
Release to flare

Failure = 1/100 = 0,01

Release is tolerable

Frequency = 1/10 000 = Q;000 1/
Consequences exceeding Criterig
Vessel rupture

Figure G.4 — Acceptable secondary consequence.risk

After| the study was completed, a flare study determined that the(release from the pres
reliefl valve could overload the flare and cause excessive backpressure in the relief sys

over

SIS

SIL 1

Success = 9/10 = 0,9
Initfating event
frequency = 1/10yr

Failure = 1/10:.0,1

PRV

Success = 99/100 = 0,99

Failure = 1/100 = 0,01

Figujle G.5 updates the event tree to show the revised. sécondary consequence
ﬂrressure event with significant consequence that occurs.1/100 years.

Frequency = 9/100 = 0,09/yr
Approx = 1/10 yrs
Shutdown

Frequency = 99/10 000 = 0,0099/y
Approx = 1/100 yrs
Consequences exceeding criteria
Backpressure on connected vesse

Frequency = 1/10 000 = 0,000 1/y
Consequences exceeding criteria
Vessel rupture

Figure G.5 — Unacceptable secondary consequence risk

Tablg¢ G.8 updates Table G.2 with the revised assessment of the release from the PRV t
flare| showihg the consequence created by the lifting of the pressure relief valve. The

deteimined that it was possible for the back-pressure generated by this relief scenaj
causL‘GWWWWMUﬂWm i i i i

opening the relief valve was determined to be as high as the scenario considering failure of
the PRV (see failure path for PRV). While the risk associated with the primary scenario
(rupturing the vessel) is reduced to the tolerable risk (TR) level, the risk associated with the
secondary consequence (overloading the relief system) is higher than the risk tolerance. The
CMS risk gap is RRF = 100 for the safety and environmental consequence rankings, while the

asset CMS is RRF = 10.

3

IEC

ssure
stem.
- an

s

IEC

D the
team
io to

ce of

The CMS risk gap is determined by first evaluating the consequence of successful operation
of the CMS using Table G.4. Then the challenge frequency for the CMS is determined by the
scenario initiating event frequency (including enabling conditions) as reduced by the proactive
IPLs operating prior to the CMS challenge (see the event trees Figures G.4 and G.5). The
CMS risk gap is then taken from Table G.5.
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Applying this new risk reduction requirement, it was determined that the SIS should be
upgraded to SIL 3 in accordance with recommendations from API 521 Guide for Pressure-
relieving and Depressuring Systems: Petroleum petrochemical and natural gas industries —
Pressure relieving and depressuring system and ASME Guidance on the Application of Code
Case 2211 — Overpressure Protection by System Design. A SIL3 SIS reduced the demand
frequency on the PRV and achieved an acceptable level of risk as shown in Figures G.5 and

G.6.

SIS PRV

SIL 3 Erequency = 999/10 000 =0 ﬂQQQ/yr

Initiat]
frequ

Approx = 1/10 yrs

Success = 999/1 000 = 0,999
Shutdown

ng event

pncy = 1/10yr Success = 99/100 = 0,99 Frequency = 99/1 000 000=,0,000 0|

G.2.9

The
giver

detelmined by multiplying the overall initiating event frequency by the RRF of each

prev
and

The
the ¢
ident
100
exist

In thi

tolerable risk. With a SIL 3 SIS providing an RRF of 1 000 and a pressure relief

provi
agaif
risk.

Approx = 1/10 000 yrs
Backpressure on connected vessels

Failure = 1/1 000 = 0,001

Frequency = M1 000 000 = 0,000 00|
Consequences exceeding criteria
Vessel fupture

Failure = 1/100 = 0,01

Figure G.6 — Managed secondary consequence risk

Step 8: Determine scenario risk gap

scenario risk gap is determined from its consequence severity (Step 4) and its freqy
the presence of identified IPLs (Step,5) and CMSs (Step 6). Each frequen

nting the scenario and each CMS mitigating the scenario. IPLs were identified in S
CMSs were identified in Step 6.

scenario risk is compared to the risk criteria as shown in Table G.9 using Table G.

cenario risk gap is reduced,to “TR,” no further risk reduction is required. The team
fy functions that improve,the risk reduction, if desired. If the scenario risk gap is 10,
D, or 10 000, the team shall identify more IPLs or CMSs, as appropriate. If these d
in the current design; recommendations are made.

s example (Tablé G.9), the scenario needed a total risk reduction of 1 000 to achiey

ding an(RRF of 100, an overall risk reduction of 100 000 is provided by the IPL d
st overpressure of the vessel. Table G.9 shows the scenario risk gap meets tole

99/yr

1/yr

IEC

ency
Cy is
IPL
tep 5

5. 1If
may
100,
D not

e the
valve
bsign
rable

G.2.10 Step 9: Make recommendations when needed

Recommendations shall be listed when the CMS or scenario risk gap is not reduced to “TR.”
Any listed recommendation should describe the safety function, classify it as a specific IPL
type, and provide the required risk reduction. Other recommendations shall be listed by the

team

, if desired.
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H.1

Inforfmative Annex H provides one example of a qualiiailve approach for risk esumation
SIL gssignment that can be applied to SIFs in the process industry.

NOTE
applie

parameters (see Figure H.2) used whilst applying this methodology to particular processes“-and their s

hazar

reduction.

NOTE

NOTE

principles.

For gach hazardous event, the safety integrity requirements, should be determined separ
for the SIFs to be performed by the SIS (see IEC 61511-1:2016, Subclause 6.3.1, Tab|
and 4).

Figune H.1 is an example of a practical way of.carrying out a risk assessment at a sp

haza

Annex H
(informative)

A qualitative approach for risk estimation
& safety integrity level (SIL) assignment

Overview

1 The methodology described in Annex H uses qualitative estimation of risk and is intended(to be ge
H for the assignment of a SIL(s) to safety instrumented function (SIF(s)) in the process-industry. TH

s can be subject to agreement with those involved to ensure that the SIS cam)provide adequaf

2 The process industry risk graph parameters used in Annex H are from Taple™D.1.

3 Annex H is not intended to be a definitive account of the method but is-intended to illustrate the g

rdous event leading to estimation of a,SIL for a SIF. This methodology shoul

and

erally
e risk
becific
e risk

eneral

ately
les 3

ecific
d be

perfdrmed for each hazardous event where the risk has to be reduced. Figure H.1 should be

used

It is

organmization taking responsibility forsafety.

in conjunction with the guidance infofmation in Annex H.

mportant that the risk graph and’its calibration is agreed to at a senior level withi

n the
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/ Conceptual process design

/ with Basic Process Control System (BPCS)

!

Identify potential hazards, and built-in
safety barriers in the process (PHA).
Screen identified hazards roughly
(HAZOP, What if, etc.)

/ /

Probeabiity-of Performconsegtenceanatysison
initiating failures - selected hazardous events
and events (personal, environmental, economical)

.

Perform frequency analysis including
Layer of Protection Analysis (LOPA)

Other (non SIS)
- — layers of e —
protection

Residual risks
(Risk reduction
demand)

Tolerable risk
criteriaand L _ _ _ _
guidelines

Are non SIS

Yes
protection layers needed and
possible?
Yes Are process

design changes needed

and possible?

Is a Safety
Instrumented System (SIS)
required for further risk
reduction?

Assign Safety Integrity Levels (SILs) for
all Safety Instrumented Functions (SIFs)} — g/ largetsiks /..
needed in the safety system (SIS)

k4 Y
Make a Safety Requirement Safety Requirement
Specification (SRS) for the entire SIS. .| Specification (SRS)
Specify individually the requirements for =
each included SIF of the system!

To realization phase
of the safety lifecycle

IEC

Figure H.1 — Workflow of SIL assignment process
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Risk estimation is an iterative process; this means that the process may need to be carried
out more than once.

H.2

H.2.

1

Risk estimation and SIL assignment

General

Clause H.2 provides guidance on what and how to achieve risk guidance and SIL assignment.

H.2.2 Hazard identification/indication
Indichte the hazardous event, including those from reasonable foreseeable misuse;~whose
risks|are to be reduced by implementing a SIF. List them in the hazardous event column in
Tablg H.1.
Table H.1 - List of SIFs and hazardous events to be assessed

SIF No. Hazardous event description Safety Instrumented Function (SIF) description
01
02
03
04
H.2.3 Risk estimation
The fisk graph matrix is used for SIL assignmentifor SIF. SILs are established by comHining
the rjsk graph consequence parameter C and the likelihood summarized as the risk graph
parafneters F, P and W. For each hazardous‘eévent SIL could be determined individually for
health, environment and financial aspects., The overall target SIL of the considered SIF wjill be
decided by the maximum determined Sl;among these three aspects (health, environment and
assef).
Risk [estimation should be carried out for each hazardous event by determining thq risk
parafeters shown in Figure 2 and should be derived from the following:
— copnsequence of harmy(C), and
— probability of occurrence of that harm, which is a function of:

¢| occupancytparameter (F) which is the probability that the exposed area is occupied at

the timeof\the hazardous event;
o| avoidance parameter (P) the probability that exposed persons are able to avoid the
hazardous situation, which exists if the SIF fails on demand;
o| “"de€mand rate parameter (W) is the residual demand rate or frequency of the hazafdous

event if considering SIF is not implemented.
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H.2.5.2 A
Probability that the exposed area is
occupied at the time of the hazardous
H.2.4 event, F
Risk related to Consequence of H.2.53 > H.2.6
the identified B the possible .
hazardous = | harm, C & | Probability that exposed persons are able| | Probability of
event to avoid the hazardous situation, P :‘Jg(r:;rrence of that
H.2.5.4 Y,
Residual demand rate or frequency of the
hazardous event, W
IEC
Figure H.2 — Parameters used in risk estimation
For gach hazardous event many different sequences of events could exist that-lead tg this
hazafdous event. All these sequences should be handled separately because.the probgbility
of ocgurrence could differ (F, P and W).
H.2.4 Consequence parameter selection (C) (Table H.2)
This fis the number of fatalities and/or serious injuries likely to result from the occurrentce of
the nazardous event. Determined by calculating the numbers in the exposed area whep the
area |is occupied taking into account the vulnerability to the hazardous event.
Severity level (C) is the estimated consequence of the’hazardous event. Select proper|level
for health, hnvironmental and financial hazards. Fill in(the chosen severity letter (A-F) for|each
individual hazard in the C column.
Determining proper severity levels presupposes’ consequence categories calibrated to [meet

the tolerable risk levels established by company risk management and authorities.

Tablg H.7 provides examples of conseqiénce categories.

Table H.2 — Conhsequence parameter/severity level

Consequence parameter

N

Severity Level C
CF Catastrophic F
CE Extensive E
CD Serious D
cC Considerable C
CB Marginal B
CA Negligible A
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H.2.5 Probability of occurrence of that harm
H.2.5.1 General

Clause H.2.5 provides guidance on key parameters related to probability of harm occurrence.

Each of the three parameters of probability of occurrence of harm (i.e., F, P and W) should be
estimated independently of each other. A worst-case assumption needs to be used for each
parameter to ensure that under specification of a SIL does not occur.

H.2.5.2 Occupancy parameter section (Table H.3)

Asseps probability that the exposed area is occupied at the time of the hazardous-gvent.
Detefmined by calculating the fraction of time the area is occupied at the time” of the
hazardous event. This should take into account the possibility of an increasedglikelihopd of
persgns being in the exposed area in order to investigate abnormal situations which may|exist
during the build-up to the hazardous event (consider also if this changes the(@ parameter)).

Expojsure probability (F) is the probability that the exposed area is occupiéd at the time of the
hazardous event. The exposure probability is only valid for health risks (H). If occupancy is
permanent or if credit already has been given for reduced occupancy likelihood whep the
health severity level was chosen, the "Permanent" alternative (Fp)-shall be chosen. Expgsure
probability (F:) shall be chosen if occupancy is frequent or if’the occupancy is dependept on
the Hazardous situation. Exposure probability (Fg) should (be.*Chosen if the area is occlipied
just @ccasionally and human presence is obviously independent of the hazardous situation.
Exposure probability (F,) should only be chosen if the.hazardous area is confined and hyiman
presgnce rare and independent of the hazardousituation. Fill in the selected correlating
number (0-2) in the (F) column. A value of 1 for the occupancy parameter is predefined far the
envirpnmental and financial hazards.

Table H.3 — Occupancy parameter/Exposure probability (F)

Occupancy parameter
xO

Frequency of‘i@man presence in the hazardous zone. Credit for
limited occ@hcy shall not have been taken choosing the
consequ@ categories.

L N ) L3
Exposure probability F
FD Permanent =1 2
FC Frequent 0,1-1 2
FB Occasionally 0,01-0,1 1
FA Rare <0,01 0

H.2.5.3 Avoidance parameter selection (Table H.4)

This parameter describes the probability for exposed persons to be able to avoid the
hazardous situation which exists even when the SIF has failed on demand. This depends on
there being independent methods of alerting the exposed persons to the hazard prior to the
hazard occurring and there being methods of escape.

Avoidance probability (P) is the probability of avoiding the hazardous event even if the
considered safety function fails to prevent the event. Normal choice is Pg "Avoidance
conditions not fulfilled".

P, could be chosen individually for the health hazard (H) if all persons in the hazardous area
are likely to be evacuated to a safe area in time if the SIF fails on demand. This requires that:
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e persons have sufficient time to evacuate, and

¢ independent facilities for alerting and evacuating all people in the hazardous area are
existing.

P, could also be claimed if the hazardous event is likely to be avoided in time by manual
operator actions. In this case, P, is also relevant for environmental and financial hazards.
This requires that:

e independent facilities for alerting the operator of the functional failure and for manually
bringing the process to a safe state are available,

e atleast1 hour (minimnm) is available hetween operatar alert and the hazardous event.

Fill irf the correlating number (0 or 1) of the selected avoidance parameter in the P colump.

NOTE| In Annex H, choosing P, implies at least 90% probability that the hazard will be avoided.

Table H.4 — Avoidance parameter/avoidance probabiljty

Avoidance parameter

v
Probability of avoiding the hazardous event if the SIF fails 'Ge‘f%and.
Implies independent facilities provided to "shut-down" soéuj rd can be

avoided or enable all persons to escape to a safe area, Conditions to be
fulfilled for P,: Q/

Facilities to alert operator that the SIS has failed 6\
Independent facilities to bring process to saf ate

Time between operator alert and hazarder ent >1h

N
Avoidance probability P
Pg Avoidance conditions not fulfilled 1
Py All avoidance conditions are fulfilled 0

H.2.5.4 Demand rate parameter’selection (Table H.5)

The pumber of times per yearthat the hazardous event would occur in the absence of the SIF
undef consideration can be_determined by considering all failures which can lead t¢ the
hazafdous event and estimating the overall rate of occurrence. Other protection layers should
be ingluded in the consideration.

The demand rate parameter (W) is selected by estimating or calculating the residual deand
rate or frequency*of the hazardous event if the considered SIF is not implemented.| This
frequency canbe determined by combining frequencies of failures and other initialising eyents
leadihg to<thé hazardous event. Credit should be given for non SIS implemented dafety
barri¢rs: (The total risk reduction credit for barriers implemented in the normal control system
(BP(JS)iincluding alarms and operator response, cannot be more than a risk reduction flactor
of 10 by definition in TEC 615771:- (risk reduction factor >0.T). Fill in the chosen number
correlating to the estimated or calculated residual demand rate in column W.
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Table H.5 — Demand rate parameter (W)

H.2.6 Estimating probability of harm

For dach hazardous event, and as applicable, for each aspect (health, environment; fina
add fhe points from the F, P and W columns and enter theé sum into the column S
Tablg H.6.

H.2.7 SIL assignment

Use the risk graph matrix (Table H.6) to read out.the SIL for each one of the aspects (h{

envir|

The ¢verall target SIL equals the maximum*determined SIL.

Using Table H.6, the intersection point\where the severity (C) row crosses the relevant co

for lik

Example: For a specific hazard when looking at human health with a C assigne

catas

F+P
that i

Tablg
meth

Demand rate parameter
Demand rate w
W9 Often >1/y 9
w8 Frequent 1/1-3y 8
W7 | Likely /3-10 y 7
W6 | Probable 1/10-30 y 6
W5 Occasional 1/30-100 y 5
W4 | Remote 1/100-300 y 4
W3 Improbable 1/300-1 000 y 3
W2 | Incredible 1/1 000-10 000 y 2
W1 Inconceivable 1/10 000-100 000 y 1

bnment and financial) by combining its severity letter (A-F) with its likelihood sum (1

elihood (F+P+W), indicates what kind of action is required.

trophic, an F as 1, and*a@/’P as 1 and a W as 3 then:

W =1+1+3 =6.)Using Table H.6, this would lead to a SIL 2 being assigned to th
5 intended to, mitigate the specific hazardous event.

H.6 may‘be used to record the results of a SIL assignment exercise when usin
pdology~described in Annex H.

In Table'H.6, ‘NR’ corresponds to an 'Unclassified’ safequard since PFD>0,1.

hcial)
IL in

palth,
-12).

lumn

b SIF

j the
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Table H.6 — Risk graph matrix (SIL assignment form for safety instrumented functions)

Project: Process:
Issued by: Plant:
Date: System:
Revision: Chart Nr:
Consequence parameter Risk graph matrix Occupancy parameter Avoidence parameter Demande rate parameter
Frequency of human presence|Probability of avoiding the hazardous event if]| Estimated SIF demand rate w
in the hazardous zone. Creditithe SIF fails on demand. Implies W, [Often >1/ y 9
for limited occupancy must not|independent facilities provided to "shut-
Likelihood sum (F+P+W) have been taken choosing|down"so hazard can be avoided or enable all| Wg |Frequent sy 8
Severity level C| 12|34 |56 |7-8[9-10| 11-12 |consequence categories! persons to escape to a safe area. Conditions| W |Likely 1/3-10y 7
C; [Catastrophic F | NR [SILT to be fulfilled: _ W, |Probable /1030y 6
_ * Facilities to alert operator that the SIS has failed
Cg |Extensive E | NR | NR [SIL1 Exposure rate F |« Independent facilties to bring process to a safe state | W5 |Occasional ~ 1/30-100 y 5
Cp |Serious D NR | NR [SIL1 Fp [Permanent =1 2 |* Time between operator alert and hazardous event W, [Remote 1/100-300 y 4
Cc¢ |Considerable C NR | NR [SIL1 F [Frequent 011 2 Avoidance probability P | W, (Improbable  1/300-1 000 y 3
Cg Margi.n_al B NR | NR | SIL1 |Fp|Occasionally 0,01-0,1 1 | Pg [Avoidance conditions not fulfilled 1 W, |Incredible 1/1 000-10 000y 2
Cn [Neglifible A NR [ NR [Fa[Rare <0,01 0 [P, ]All avoidance conditions are fulfiled [ 0 | W, [inconceivable 1/10000400f000 y | 1
SIF- Hazardous Event Safety instrumented Function (SIF) Consequence | Influence | Demande | Likelib Integrity | Comiments
NO: Description Description Harm C F P W Sum SIL | SIL
01 H E 1 1 5 1
E F | 1 3 5 2
F C 5 NR
02 H 0 0
E / 1 0 0
F 1 0
03 H 0 0
E / 1 0] 0
F 1 0
04 H 0 0
E / 1 0 0
F 1 0
Table H.7 — Example of consequence categories
C Human harm (H) Probability Max. health Additional comments|to the
loss of life conhsequences due to health consequence
the hazardous event categories
CF Catastrophic PLL > 1 Several (3 or more) Several fatalities likely.
dead. Many (10 or
more) critical injured.
CE Extensive PLL =0,1 - Some (1 to 2) dead. Individual fatality/fatalities
1,0 Several (3 or more) likely.
critical injured.
CD Serious PLL = 0,0\~ Some (1 to 2) critical Several lost time
0,1 injuries. Several (3 or injury/injuries. One or spme
more) injured. lasting disablement.
Fatality/fatalities not lik¢ly but
possible.
cC Considerable PLL < 0,01 Some (1 to 2) injuries. One or some lost time
Serious discomfort. injury/injuries. Minor
probability of lasting
disablement. Fatality
improbable.
CB Marginal PLL=0 Minor injury/injuries. No lost time injury/injuries.
Lasting discomfort. Medical treatment requifed.
CA Negligible PLL=0 Negligible No lost time injury/injuries. No
injury/injuries. medical treatment required.
Temporary discomfort.
C Environmental Effluent Effluent Max. environmental Additional comments to the
harm (E) Influence Extension consequences due to environmental consequence
the hazardous event categories
CF Catastrophic Lasting Wide Wide permanent or long | A liquid spill into river or sea.
time harm. A wide vapour or aerosol
Decontamination release. The effluent causes
impossible or hard. lasting or permanent damage
to plants and wildlife.
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C Human harm (H) Probability Max. health Additional comments to the
loss of life consequences due to health consequence
the hazardous event categories
CE Extensive Lasting Confined Confined permanent or | A liquid spill to ground water. A
long time harm. confined vapour or aerosol
Decontamination release. The effluent causes
impossible or hard. lasting or permanent damage
to plants and wildlife.
CD Serious Lasting Limited Limited permanent or Onsite liquid spill. A limited
long time harm. vapour or aerosol release
Decontamination (within fence). The effluent
impossible or hard. causes lasting or permanent
damage to plants and.\wjildlife.
cC Considerable Temporary Wide/Confined | Wide to confined A liquid spill intofiver of sea.
temporary harm. A limited vapQur or aerdsol
Decontamination easy release. The'effluent causes
or not needed. temporary~damage to plants
and wildlife.
CB Marginal Temporary Limited Limited (on site) Onsite liquid spill. A lim|ted
temporary harm. vapour or aerosol releage
Decontamination easy (within fence). The effluent
or not needed. causes temporary damgge to
plants and wildlife.
CA Negligible Negligible Negligible Moderate leak from flange or
environmental harm. valve. Small liquid spill pr
Decontamination not small soil pollution not
needed effecting ground water.
Negligible environmentgl
effects.
C Financial harm Damaged Production Max. financial Additional comments to|the
(F) property (k€) |loss (k€) consequences due to financial consequence
the hazardous event categories
CF Catastrophic >10 000 >50 000 Devastating loss off Devastating damage to
production, market production unit and/or pflant.
share and image. Event causing or requiring a
production stop for mor¢ than
a year.
CE Extensive 1 000 ~ 5000 - Extensive loss of Extensive damage to
10 000 50 000 production. equipment and/or propefrty.
Large loss of market Event causing or requiring a
share and/or image lasting production stop ¢f
several months.
CD Serious 100 - 1 000 500 — 5 000 Large loss of Serious damage to equipment
production. and/or property. Event gausing
Considerable loss of or requiring a lasting
market share and/or production stop up to a month.
image
CcC Considerable 10 — 100 50 — 500 Considerable loss of Considerable damage t
prnrhmfinn I\/Inrginnl nquipmnnf and/or propelrty.
loss of market share. Event causing or requiring a
lasting production stop up to a
week
CB Marginal 1-10 5-50 Minor loss of Minor damage to equipment.
production. No loss of Event causing or requiring a
market share and/or day of production stop.
image.
CA Negligible <1 <5 Negligible loss of Negligible damage to

production.
No loss of market share
and/or image.

equipment. Event causing or
requiring a temporary (hours)
production stop.
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Annex |
(informative)

Designing & calibrating a risk graph

Overview

x | describes the basic steps involved in designing and calibrating a risk

2016

enab
deter

A rig
appli

tolerable event frequency values that have been determined to be relevant to the potentia

outcq

The

be satisfied that they are appropriate to the application and ensure that the results g
the correct value. In many cases it is necessary to adapt‘an example method to make it

have
relev

Anne
desig
meth

“Usin
C:In

es—the bafciy illicgliiy tevet (SiL) of—= bafcty mrstromented—function (
mined from knowledge of the risk factors for the process plant.

k graph used to assess the required safety-integrity levels for any process
cation needs to be appropriate for the particular application and calibrated to us

me.

isk graph methods shown in IEC 61511-3 are example techniquées and the user nee

ant to the application and calibrate the chosen risk graph{e give the correct values.

ned and calibrated but is intended to illustrate,the general principles. It is based
pd described in more detail in the following reference:

g risk graphs for Safety Integrity Level (SIL) assessment — first edition"; Clive De
stitution of Chemical Engineers”, 2011

Steps involved in risk graph design and calibration

steps in the design and calibration of a risk graph may include, but not be limited tq
ving:

bcide the assessment parameters to be included in the risk graph;
raw the overall(shape of the risk graph;

bfine each.0f-the parameters in detail;

5sign vdlues to each of the parameters that match the definitions;

entify the tolerable event frequency values to be used for each consequence definiti

D be

plant
b the
I risk

ds to
hined

X | is not intended to be a definitive account of‘the process by which a risk graph is

on a

Balis,

, the

pn;

entify the calibration axis line for each consequence;

e calculate all other values in the graph relative to the relevant calibration axis line;

o convert the event probability values into SIL numbers using the relevant tolerable event

fr

equency;

e review the overall risk graph and remove any routes through the risk graph that are
contrary to requirements.

1.3

Risk graph development

Clause 1.3 provides an overview of how a risk graph may be developed.
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The first steps in designing and calibrating a risk graph are to define the parameters that need
to be assessed, deciding the overall shape of the risk graph, defining each parameter in detail
and deciding the range of values that are relevant for each parameter.

1.4 The risk graph parameters

1.4.1 Choosing parameters

When choosing parameters for use in a SIL assessment for a process plant the user shall
select all of the appropriate values to be assessed. Figure .1 shows the main parameters that

ShOU d bao canai daorad bt athare oo, bha ralavant onAd oaay, nan dita ba oaddad
Ot COTToTOCTC U OO T Ot CTroTay DT TCTCvartarta— oy o CUTtooCautTar

Typical risk graph parameters to consider

hitiating event

Initiating Probability of | | Response to Independent layers of Consequence
event presence in a warning protection
frequency the danger Risk
area reduction Mitigation
X F P R M C
- i i o Pos.sibility of Tolerable value
Events/yr robability c] avoidance of [ Number of Iayers:| relates to the
L _| | exposure hazardous consequence
event

Figure 1.1 — Risk graph parameters to consider

An ekample showing a combination of techniques from Annex D (Figure D.1) and Annex C
(Figure C.2) is shown in Figure 1.2 to illustrate how a risk graph can be designed to have more
parammeters.

1.4.2 Number of parameters

Having decided the paramefers to be used, now decide the number of each parameter fo be
used| For example, it may be sufficient to represent the probability of exposure of a perspn to
the risk by simply two values: F1 and F2.

1.4.3 Parameter. value

Define eachsparameter and each value for that parameter. These definitions should be
suffigiently—detailed for assessment team members to understand the parameter| and
repeTtedly select the correct value.

During this step it may be necessary to revise the decisions made in either or both of the
preceding steps.

1.4.4 Parameter definition

When defining parameters to be included consider the meaning of available information.

For example, you may have information on how often an event occurs for a process plant that
is under the control of the BPCS in which case your data can be used for how often the event
occurs and the BPCS fails to control it as a combined value. Alternatively you may have the
initiating event data separately to the BPCS' capability to control that process condition.
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NOTE If a risk graph is designed to use the initiating event frequency then the risk graph can include all other
parameters with which to determine the demand rate on the safety function. Therefore the probability of other
independent risk reducers will need to be included to properly assess the demand rate on the safety functions.

1.4.5 Risk graph

Draw the risk graph as an overall diagram.

NOTE The diagram will usually be symmetrical in form and include all combinations of possible routes including
those routes through the diagram that may later be excluded. For example, your policy can be to exclude
consideration of operator response to alarms where the consequence is potentially multiple fatalities. In this
example case your diagram will include the operator response lines at this stage of the design but at the final stage
the option of operator response will be deleted.

Initiating event frequency, IEF, events per year
1 = less than or equal to once a year.
2 = less than or equal to once every ten years.
3 = life time of the plant

More than©ne

No independent One independent layers independent layers
layers of protection of protection of proteetion
IEF| 1 2 3 1 2 3 1 2 3
P1
F1 P2 0 0 0 0 0 0 0 0 0
C1 > a 0 0 0 0 0 0 0 0
F2 a 0 0 0 0 0 0 0 0
— P2
1 a 0 a 0 0 0 0 0
P1
F1 a 0 0 0 0 0 0 0 0
—Lr2
c2 o1 1 a 0 a 0 0 0 0 0
F2 1 a 0 a 0 0 0 0 0
—{ P2
2 1 a 1 a 0 a 0 0
P1

IEC

Key ( = no protection layer needed; a'= SIS protection layer probably not needed; 1 and 2 = SIL value needgd

Figure 1.2 — Illustration of a risk graph with parameters from Figure 1.1

1.4.6 Tolerable'event frequencies (Tef) for each consequence
1.4.6.1 Tef@uidance

Provides guidance when determining tolerable event frequencies.

1.4.6.2—TFef-SH—assessment

SIL assessment tolerable event frequencies are different for each consequence. Values
assigned are often relative to the single fatality consequence. If the safety case for the
process plant has a linear progression from Single fatality = 1, to serious injury = 0,1, minor
injury = 0,01 then a full list of these values is made for each consequence defined in
Clause 1.4.3 and Clause 1.4.4 Value progressions are not always linear. For example the
values may change for multiple fatalities (N) and it is not unusual to change the values for
N=10 or N=50.

1.4.6.3 Risk graph Tef

Ensure that the tolerable event frequency values are correctly used in the risk graph. If the
tolerable event frequency is the number of serious injuries per year to an individual but the
intended use of the risk graph is to consider a single process plant risk then these two terms
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are not directly compatible. An individual will be subject to multiple risks of serious injury from
his occupation and so the design shall consider how to convert from expressions of risk to the

indivi

1.4.7

1.4.7.

dual to risks of a single event on a process plant.
Calibration
1 General

Explains the significance of calibration in the risk graph development.

1.4.7.2 Calibration axis line

The [calibration axis line for each consequence is the route through the risk graph
corregsponds exactly to the consequence.

For gxample:

A risk graph may have the following parameters (Figure 1.1):

1.4.7

For g
route

1.4.7

. The mathematical value for ‘€ach parameter in this sequence is 1 indicating the numk

e present and the probability of each parameter failing to avoid the outg
F2 x P2 x RO x MO x 1 ‘per year = 1 fatality x 1 x1x1x1x1 per year = 1 fatalit
3 Calibration events per year

ach calibfation axis line final destination write in the events per year represented by
through the risk graph.
4 Route events per year

3 = single fatality;

P = probability of exposure is 1 (i.e., personnel likely to be present);
P = difficult to avoid;

0 = no available independent other technology risk reducers;

0 = no available independent mitigation measures;

= initiating event frequency is once per year,

sequence of this example route through“the risk graph means that the outcon

endent risk reducers to prevent it nar mitigation measures to change the outcome
vent happens every year = one fatality per year. This is the calibration axis line fg
b fatality consequence because ifithe tolerable event frequency required for this evg
D-5 then the probability of failire required of the safety function to avoid this is 2 »

that

he is

tially a single fatality, they are present, it is difficult to avoid, there are ngither

and
r the
ent is
10-
er of
ome.

per

that

Using the values determined inl.4.3, 1.4.4 and 1.4.7.3 calculate the events per year that will
occur for each route through the risk graph by adjusting one parameter at a time.

This can be illustrated by the same example from 1.4.7.2 above in which we change one
value, for example F2 becomes F1.

A risk graph may have the following parameters:

- C

3 = single fatality;

— F1 = probability of exposure is 0,1 (i.e., less than 10% chance of personnel in the danger
zone);

- P

2 = difficult to avoid;
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- RO
- MO
— 1 = initiating event frequency is once per year.

no available independent other technology risk reducers;

no available independent mitigation measures;

The sequence of this example route through the risk graph means that the outcome is
potentially a single fatality, they are present for less than 10% of the time, it is difficult to
avoid, there are neither independent risk reducers to prevent it nor mitigation measures to
change the outcome and the event happens every year = 0,1 fatalities per year. The
mathematical value for each parameter in this sequence is 1 indicating the number of people
present and the probability of each parameter failing to avoid the outcome, except for the

' i 9 ing i a and
ore has a value of 0,1. C3xF2xP2xROxMOx1 per year. \¥ 1
fatality x 0.1 x 1 x 1 x 1 x 1 per year = 0,1 fatalities per year.

1.4.7.5 PFD,,4 calculation

With |all destination points in the risk graph calculated as the frequency ofievents, now divide
the tolerable event frequency value for the consequence by the calctlated value aft the
destipation point. The values now written in the risk graph are the PFDaVg required.

1.4.7 6 PFD,,q conversion to SIL

Now [convert each PFD,,4 value into the SIL number. When sonverting a PFD, 4 value ipto a
SIL qumber for the risk graph a value should never be rounded down to a less onerous yalue
but ajways rounded up.

1.4.8 Completion of the risk graph
1.4.81 General

Discysses items to consider when finalizing the risk graph.

1.4.8.)2 Routes removal

Remove routes through the risk(graph that should not be present.

For ¢xample, your policy. may be to exclude consideration of operator response to alarms
wherg the consequenge’is potentially multiple fatalities. For this example case the route(p) for
the response to a warning being possible would be removed from the risk graph wherg the
potential outcometis.multiple fatalities.

1.4.83 Risk graph instructions

A delailed“set of instructions describing the correct use of the risk graph should be wrjtten.
The instructions should include a statement describing the limitations of use for the risk graph
(i.e., the limits of applicability).
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J.1

Annex J
(informative)

Multiple safety systems

Overview

The semi quantitative approaches presented in IEC 61511-3:- annexes are very useful to

eval

pvent

frequency target established from a prior risk analysis (refer to Annex A about-AlARP

appr
is dir
only
desig
incre
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proof
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J.2
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ach). Nevertheless, the underlying hypothesis that the risk reduction achieved by a SIS
ectly linked to its relevant failure measure (e.g., average unavailability — PED,, ) i true

when a single SIS is implemented. When several safety systems (SIS and\non-SIS) are

ed directly from its individual failure measure. This is true especially when period
tested systems are implemented.

efore, when several safety systems working together have been designed accordi
pproaches developed in IEC 61511-3 annexes it iskimportant to check that con
b failures and dependency effects between the safety-systems are negligible or pro
into account in order to actually achieve the tolerable hazardous event frequency.

More information can be found in the documents provided in bibliography.
Notion of systemic dependencies

e J.1 illustrates the conventional calculations used in semi quantitative approaches

s from the process then SIS -has to react first. If it fails then SIS, has to react in
f it also fails, the hazardous event occurs.

Process
SIS i ion
demand SIS, 2 Situatio
Perfect
E Yes functioning | Safe
P—— A, 710 o Degr_adt_;d states
functioning

Demand
frequency

ned to run in sequence to prevent a given hazardous event the risk-reduction still
nses when the failure measures decrease but the link is not so Simple and thg risk
tion which is actually provided by a given SIS may be lower than that which cgn be

jcally

ng to
hmon
perly

Two

y instrumented systems (SIS, and SIS,) are working in sequence. When a demand

turn

$% Hazardous-event

HEF,=w

HEF,=w. A, A,/ 4
Tolerable f
hazardous

event HEF,=w.P,. P,

frequency

IEC

Figure J.1 — Conventional calculations

When using the semi quantitative approaches it is accepted that the risk reduction provided by
a SIS is equal to the inverse of its failure measure (e.g., P=1/PFD,,, ;). Therefore, without
any SIS, the hazardous event frequency HEF is equal to the demand frequency itself (w).
Then, the SIF achieved by SIS, provides a risk reduction HEFy,/HEF,=1/P, and the risk drops
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to HEF,=w.P,. Afterward the SIF achieved by SISy provides a risk reduction HEF,/HEF,=1/P,
and the risk drops to HEF,=HEF,.P,=w.P,.P, which is expected to comply with the tolerable
hazardous event frequency requirements.

However, the times for proof testing, MTTR, MRT, common cause failure and other factors for
each of the SIFs can interact to give a different risk reduction to that presumed in the
simplistic view that has so far been described.

In the simple example of Figure J.1, SIS, comprises only one sensor (S), one logic solver (LS)
and one final element (FE) organised in series and tested at the same time with a periodical
proof_test interval Then the failure rate of SIS, is A4 :/11° +/11Lb + 44 and its average

1.
unavailability (i.e., PFDavg,1) is Py :177. Similarly, the average unavailability of-SIS,|(i.e.,

Ao.
PFDevg,Z) is given by P, = QTT Therefore, with the two safety instrumentedcsystems (§1Ss),

2
ﬂgr).(ﬂgz.r)zw ﬂ,]ii.z'
wherp the SIF achieved by SIS, provides a risk reduction of HEFq /HEF; = 1/ PFDgayg1 and the

SIF dchieved by SIS, a risk reduction ofHEF1/HEF2 =1/ PFDgyg 2

the hazardous event frequency is established at HEF, =w.P.P, =w.(

The @bove calculation only takes into account the test interval but not the scheduling qf the
tests|according to the time. This is shown in Figure J2'where the two SIS are tested 3t the
samgq time. This is a popular current test policy allowing to simplify the maintenance fteam
taskd or to minimize the number of process shut-dewns for performing the tests.

Rrocess

demand SIS, SIS, Situation

o Perfect
Yes functioning } Safe

E’ o 1, 7 o o Degraded | states
No Yes functioning
Demand
e .

Ug=at . L= A7/ 2 3% Hazardous event
N5f(t)=w.dt A ~ P,= /2 T
0 LA AS Uy(6)=A,t 2 v ]/ Nbf5(0,7) = w j M Aztzd tr = Ao 3/3
— 4 0
P 7 A WO WSS l

| Nbf ()= w. At.dt | >
HEF', =Nbf,(0,7) / 7
[ Nogle)= w. A Aot 2 WA ir?/3

’_|fT\o

~

IEC

Figure J.2 — Accurate calculations

Within a proof test interval the unavailability of SISq is given by U1(t):1—e’}“1twhich is

approximated by A4t when A4t <<1. Just after a proof test U,(t) goes to O (if the repair time is
negligible or if the process is stopped) then it increases until just before the next proof test.
This gives the well known saw-tooth shaped curve which is represented in the Figure J.2. This
is exactly the same for U,(t). Therefore U,(f) and U,(t) are correlated because they are low
(just after a test) and high (just before a test) at the same time. This seems insignificant but,
in fact, introduces a systemic dependency between SIS, and SIS, which, therefore, are not
really completely independent. The term "systemic dependency" means that this dependency
is a property of SIS, and SIS, considered as a whole, which cannot be described just by
considering SIS or SIS, separately. It has to be noted that this type of correlation doesn't
exist for immediately revealed failures (e.g., detected by diagnostic tests) because the
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unavailability related to these failures reaches asymptotic values which is not the case with
proof tested failures.

When a demand occurs, 14t is the probability that SIS, fails, 14.1,.t? is the probability that
both SIS; and SIS, fail and w.14.4,.t? is the probability that the hazardous event occurs.
If w is the demand frequency, Nbfy=w.dt is the number of demands occurring between t and
t+dt (i.e., the number of hazardous events in the absence of safety systems). With the two

SIS's, the number of hazardous event occurring over dt becomes Nbf5(t) = w./11.22.t2dt and a
simple integral gives the number of hazardous events occurring within [0, <
Nbf2(0,1)=w./11./12.r3/3. Finally the average hazardous event frequency is equal to

HEFY, = Nbf5(0,7)/7 = w.ﬂ1.12.72/3. Note that the constant demand frequency w is fagtpred.

Then 3/24./1213 represent the risk reduction provided by the equivalent single safety system
comgrising both SIS, and SIS,.

Finally HEF';, =1,33 HEF, which is obviously greater than HEF,5-We can |write

11.2' 4 12.2'
HEF, =w.(—).—.
o =w.( 5 )3( 2

expefted risk reductions P4 and SIS, only 3/4 =75 % of P, becauseit acts in second posi

)=w.P; x1,33xP, which shows that SIS4 provides 100 % 0|: the

ion.

_ 13.2'
2
/11/1213.‘[3 :2W(l1.‘[')(12.2')(/13.‘[

4 S 2 2 2
risk feduction is only 1/2 = 50 % of what (beging expected from the semi quantifative

If a third SIS was added and tested at the same time (i.es» B ), the hazardous ¢vent

frequency would become HEF's =w )=2w.P;.P,.P; i.ef, the

apprgaches. Writing HEF'3:W(ﬂgr).%(/%r).%(%;):HEF'2X1,5xP3 shows that| the

contribution of the third SIS of only 2/3 %66 % of the expectation.

_i(ﬁ)zw'_i(ﬂ
3 2 3 2
on SI|S,. If w' is considered as,a process demand, this shows that systemic dependencieq may
also pxist between the process and the SIS. Therefore even in the case where a single SIS is
cons|dered, it may provide a reduction lower than expected.

We dan also write HEF'Z:[W.(%)] ) where w' is the demand freqyency

If noyv we staggenithe tests and perform some mathematical development we will find that an
optimum is reaghed when SIS, is tested in the middle of the test interval of SIS4. In this

optimum case,/ the hazardous event frequency drops to HEF"Z:W.%/IMZ.TZ. This cgn be

writtgn HEF", = w.( ﬂ"f ).%.(@) —w.P

. The proof tests are still correlated but| now

10X P,
19

SIS, provides a risk reduction of 12/10=120 % of what was expected. Therefore the
correlation between the proof tests of the various SIS may be detrimental or beneficial
depending of the implemented proof test policy.

As shown on the left hand side of Figure J.3 the multiple safety system analysed above is
equivalent to a single redundant SIS. This allows the introduction of the potential common
cause failures (CCF) which are likely to exist between SIS, and SIS, as shown on the right
hand side of the figure. Common cause failures also constitute systemic dependencies
between SIS, and SIS,.
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SIS
Process — Situation
demand (SI1S,) : (SISy)
v ' D\ Safe
w es E prosn e G ) gt at
._+ i e ‘ HEF = w'(ﬂ'lﬂ’lrzl3 + ﬂ’ccfz'/ 2)
No Vi Hazardous

' * event ﬁ Common cause

frequency \ ) failures
Nbf(t)=w.dt A T

= o o [arrew zlz‘ﬂ/?![:l/'\

L/??,TJ Ay T

Figure J.3 — Redundant SIS

The CCF impact is generally more important than the correlation of proof tests’and it is always
detri:lrental. In the above example where the proof tests are performedrat the same time¢ this
introduces an additional factor w.1..7/2 to the hazardous event frequency. This impac} can
be reduced by staggering the proof tests: when SIS, and SIS, are-not tested at the same
time,| any test is an opportunity to disclose the CCF provided-that relevant procedure§ are
implgmented. The CFF proof test interval can be reduced up’te’ /2 thus dividing by twp the
CCF [contribution to the hazardous event frequency. With acthird SIS similar to SIS, and BIS,,
the QCF contribution may be divided by three, etc.

In conclusion the risk reduction provided by multiple’ SIS running in sequence may be lpwer,
equal or greater than expected from semi-quantitative approaches. When the various dafety
systgms are periodically tested at the same time’the semi quantitative approaches leafs to
non-¢onservative results and the non-cofiservativeness increases with the level of
redumdancy. When complex patterns of ‘proof tests are implemented, the result of the
competition between detrimental or bengficial effects is difficult to anticipate. Therefore, Wwhen
a miultiple safety system has been~designed according to the individual requirements
estaljlished from semi quantitative approaches, it is wise to check that the targeted tolerable
hazafdous event frequency is actually achieved.

NOTE| A single safety system \with redundant components experiences the same systemic dependgncies
descriped above and can be apalysed in the same way.

J.3 | Semi-quantitative approaches

The pemi quantitative approaches can be used to check the hazardous event frequengy to
take |nto account the effects of common cause failures and systemic dependencies.

proof

dHo—€o ofeat y ming
the multiple safety system the conventional calculations can be used. In the other cases some
adjustments of the conventional calculations are needed.

asproof test staggering policy is implemented (to mitigate the negative impact of

If common cause failures are identified, they should be handled at the multiple safety system
level as shown in Figure J.3. If proof tests are staggered and a relevant procedure is
implemented, then the CCF proof test interval can be reduced to the interval between the
successive staggered proof tests.

When no staggering proof test policy is implemented, then the systemic dependencies due to
the correlation of proof test should be considered. Corrective coefficients like those presented
in Figure J.4 may help to estimate the corrections to be done. This table has been built with
the hypothesis that all components are tested at the same time. The correction increases
when the number of individual SISs increases and when the length of the scenarios leading to
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the hazardous event (the order of the so called minimal cut sets — MCS) increases. The table
on the left hand side of Figure J.4 deals with a multiple safety system made of two individual
SISs and the table on the right hand side deals with a multiple safety system made of three
individual SISs. The corrective coefficients in this table are calculated as m/n where m is the
coefficient of the integrals calculated separately and n the coefficient of the integral calculated
as a whole. For example, for MCS of order 2 obtained from two separate SISs we compare

factors like 47/2X Ap7/2 (integrals calculated separately) to factors like 11/1212 /3 (integral

calculated as a whole) and that gives a corrective factor of 2 x 2/3 = 4/3 = 1,33.

[ 1S ol | OloZ | MUltl 5SS olo | OloZ Olo0

The
caus
haza

(righ{ columns of the tables presented in Figdre J.4). For example if the maximum contrib

Figure J.4 — Corrective coefficients for hazardous event frequency
calculations when the proof tests are performed at the same time

ables in Figure J.4 should be applied on the<minimal cut sets excluding the con
e failures at the multiple safety system leveNand the maximum order contributing t
rdous event frequency should be evaluated and used to find the corrective coeffig

Mul
MCS|order || MCS order | MCS order Coefficient MCS order MCS order | MCS order | MCS order || Ceeffifient
D 1 1 4/3=1,33 3 1 1 1 8/4542,00
3 1 2 6/4=1,50 4 1 1 2 12/592,40
3 2 1 6/4=1,50 4 1 2 1 12/542,40
4 1 3 8/5=1,60 4 2 1 1 12/542,40
1 3 1 8/5=1,60 5 1 1 3 16/692,67
4 2 2 9/5=1,80 5 1 3 1 16/692,67
5 1 4 10/6=1,67 5 3 1 1 16/642,67
5 4 1 10/6=1,67 5 1 2 2 18/643,00
5 2 3 12/6=2,00 5 2 1 2 18/643,00
5 3 2 12/6=2,00 5 2 2 1 18/643,00
IEC

hmon
O the
ients
uting

ordel is 3, and if the multiple safety system comprises two SIS (left hand side of Figure|J.4),
the hazardous event frequency calculated from a semi quantitative approach should be
multiplied by 1,5.
For g maximum contributing arder of 4 it should be multiplied by a factor ranging from 1,6 to
1,8. It should be multiplied by a‘factor ranging from 2,7 to 3 for the minimal cut sets of order 5
of a multiple safety system made of three SIS (right hand side of Figure J.4), etc. Whep the
multiple safety system.comprises a mix of several situations, then the bigger coefficient
shou|d be used for thie sake of conservativeness.
J.4 | Boolean-approaches
Failure rate Repair rate Test intefval

PTI 4.50E-06. 0125 4380/

PT, 4,50E-06 0,125 8760

PT, 4,50E-06 0,125 8760

PT, 6,25E-04 0,125 Detected

PTs 6,25E-04 0,125 Detected

PTe 3,55E-06 0,042 8760

PT, 3,55E-06 0,042 8760

IEC

Figure J.5 — Expansion of the simple example

In order to illustrate how multi safety systems can be handled the example which has been
already analysed in Clause J.2 has been slightly modified: now SIS, and SIS, are not similar
and the logic solvers have only detected dangerous failures. With two redundant sensors, the
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failure rate of SIS, is no longer constant. This new example is detailed and modelled with a
reliability block diagram in Figure J.5 where PT stands for "pressure transmitter", LS for "logic
solver" and SV for "safety valve”. Each SIS comprises sensors (one or two), one logic solver
and one safety valve organised in series. The nine failure scenarios (i.e., the so-called
minimal cut sets, MCS) derived from this model are the following: {PT4, PT,, PT3}, {PT,, LS5},
{PT4, SVy}, {LS4, PT,, PT3}, {LS4, LS,}, {LS4, SV,}, {SV4, PT,, PT3}, {SV4, LSy}, {SV,, SV,}.
The MCS which are related to similar components are candidates for common cause failures.
Then three minimal cut sets should be added to the nine previous ones: CCFp, CCF g and
CCFgy. At the end we have twelve minimal cut sets (3 single failures, 6 double failures and 3
triple failures). Then, the first idea may be to use for each of them some simplified formulae
like those proposed in IEC 61508-6:2010, Annex B. This is possible, provided that specific
formwyae—are—developed—to—dealwith—nrenrsimitar—eempenents—{e-g—differentfallure—modes

and/qr different proof test interval).

Multiple SIS unavailability

25-3“
1E-3 / .
Multiple SIS

= =
o Hours | failures
0 5E3 1E4 1.5E4
- . . And5
Min: 2,51E-5 Max: 2.02E-3 Mean: 7,35E-4 @
T " . Tovard
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[ Multi phase 0 5E3 1E4 1.5
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O ®

Min: 4,5E-6 Max: 1,95E-2
Mean: 9,82E-3

Min: 3,6E-6 Max: 3,06E-2]
Mean: 1,54E-2

IEC
Figure J:6'— Fault tree modelling of the multi SIS presented in Figure J.5

The second-idea is to use the fault tree approach which proves to be very effective whep the
compgonents are reasonably independent (e.g., the probability to have 2 failures at the game
time js\Jow) and provided the calculations are handled in a correct way. The fault tree reflated
to the above multiple SIS 1s presented in Figure J.6.

A fault tree gives directly the instantaneous unavailability of the top event from the
instantaneous unavailability of the basic events. As said above and as shown in Figure J.6,
the unavailability of a periodically tested event is a saw-tooth curve (see Note). Calculating
the fault tree for a relevant number of instants t; over a given period (e.g., 2 years), gives the
unavailability at the logic gate output levels (including the top event). They are more or less
complicated saw-tooth curves according to the proof test policy. Calculating the averages of
the previous curves over the given period gives the average unavailability (e.g., PFD,, ). This
averaging operation deals with the systemic dependencies due to the proof tests correlations.
Note that a beta factor of 1 % has been considered to model the CCF between PT, and PT; of
SIS,.
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NOTE The input saw-tooth curves can be obtained through a multi-phase Markovian model (see
IEC 61508-6:2010 Annex B). Then the fault trees are used to link small Markovian models. This is effective when
those small Markovian models are independent from each other. With the data used for this example and for the
independent failures we obtain an average availability P,=2,99. 102 for SIS4 and P,=2,10. 102 for SIS,. With a
semi quantitative approach this would lead to a risk reduction of 1/P,P,=1 588 when it is of only 1/7,35. 10-4=1 360
(i.e., a difference of about 15 %).

Multiple
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2E-3 4 . P
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5E-4 v e V. . 0 5E3 1E4 2
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5E3 1E4 1,564 ailure M - 1,02E-3
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SIS4 unavailbility SIS2 unavailability
SIS se24 P | P ] ‘ SISy,
independent | |,., rg o 22 indepefndent
failure \/ 162 L failure
0 > 0 >
0 5E3 1E4 1.5E4 0 SE3 1E4 1.5E4
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From J6 Mean: 2,96E-2 Mean: 2,06E-2 From J6
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Figure J.7 — Modelling CCF between.SIS; and SIS,

The potential CCFs between SIS and SIS, are not modelled in Figure J.6. This is dohe in
Figune J.7 where the common cause failures-between PTs, LSs and SVs have |been
cons|dered with a beta factor of 1 %. Now, thevaverage unavailability of the multiple dafety
systgdm is 1,018 x 1073 and the overall risk-reduction has dropped to 982. This is about 62 %
of the risk reduction expected from a semi-quantitative approach on the hypothesis that(SIS;
and $1S, are fully independent.
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Figure J.8 — Effect of tests staggering

In Figure J.8 the tests of the three PTs have been staggered as well as those of the two SVs.
The average unavailability of the two SIS considered as a whole is 6,68 x 104 and the overall
risk reduction has increased to 1 497. This is just a bit lower than expected from a semi-
quantitative approach.
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Figure J.9 — Effect of partial stroking

In Figure J.9 the failure modes of the safety valve have been split between those which are
detegqted by partial stroking and those which are detected by fullostroking. The average
unavhilability of the two SIS considered as a whole is 3,30 %)10"4 and the overal| risk
redugtion has increased to 3 034. This is about twice that expected from a semi-quantitative
approach.

J.5 | State-transition approach

The fault tree approach is very efficient when the‘components are reasonably independent.
This |is not the case when the components are strongly dependent as for example whep the
repair occurs at the second failure, whenxthe logic is changed (e.g., from 2003 to {002)
instepd of repairing, when the delay to start the repair is long due to the mobilisation gf the
repair tools (e.g., a dynamic positioning" vessel for subsea repairs), etc. In this case| it is
necepsary to move to state-transitionimodels allowing to properly representing the dyrjamic
beha)iours of the components. The.Markovian approach (see IEC 61508-6:2010, Annex|B) is
the most popular state transition-approach but when dealing with multiple safety systems, a
greafl number of components:“have to be modelled and this is likely to provokg the
combinational explosion of the number of states. Therefore other approaches which dp not
suffef this shortcoming have to be considered. Among them the Petri net (PN) approach has
provén to be very effective (see IEC 61508-6:2010 Annex B and IEC 62551:2012) to model
the gomplex dynamic,behaviour of big systems. Analytical calculations are not possibleg with
such|models and it is necessary to swap to Monte Carlo simulation but this presents nq real
difficplties thanks o the computation power of the present time personal computers.

Figure J.AONllustrates a Petri net modelling the multiple safety system presented in Figurg J.5.
It is |sitnilar to the fault tree presented in Figure J.6 except that the repair resources are
shard ili i i start
(e.g., subsea systems needing a dynamic positioning vessel to be repaired).

This is a reliability block diagram driven Petri net where the reliability block diagram of
Figure J.5 (drawn in dotted lines) has been used as guideline and where each bloc has been
fulfilled by standardized sub-PN coming, for example, from a sub-PN library. Two kinds of
sub-PN have been used: dangerous undetected failures (PTs, CCF on PT, and PT; and the
SVs) and dangerous detected failures (for LSs). Building Petri nets in this way allows handling
very big models with hundreds of components.

NOTE 1 A basic Petri net is made of places (circles) which represent local states, transitions (rectangles) which
represent events which may occur and upstream arcs linking places to transitions and downstream arcs linking
transitions to places. Tokens (small black circles) are placed into places to identify which local states are actually
present at a given moment.
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Tokens and upstream arcs are used to validate the transitions and, when a transition is valid, it can be "fired" (that
means that the related event occurs): one token is removed from each upstream places and one token is added in
each of the downstream places. Therefore the marking of the places (i.e. the state of the modelled system) change.

The date of the firing of transitions may be governed by stochastic delays (e.g. exponential distributions with
constant failure or repair rates). In this case the PN are named stochastic Petri nets.

NOTE 2 More information about Petri nets can be found in [IEC TS 62556:2014.

One pressure transmitter (e.g., PT4) is normally in good state (W). When it fails it enters into a
dangerous undetected state (DU) and its indicator variable (e.g., PT) goes to 0. When a
proof test is performed, then the failure is detected (DD) and the variable Nd which counts the
number of detected failures is increased by one. When the repair resource is on location (OL)
the repair can start (R). When the repair is finished the indicator variable (e.g., PT4)|goes
back|to 1 and Nd is decreased by one. The same modelling is applied to the three PTg and
the two SVs. For the logic solvers the state (DU) has been removed but the {Prificiple is
similar.

.....................................................................................................................

1INd=Nd-1 !INd=Nd-1 IIN@ZNdA .
' e 1P, @ G -’-'SV1=1 !!C=B*§B
| ! l; ] l N Y |
Jor :

Ay o v
S—— i’ HSV,=

HNd=Nd+1
1ILS=0

11PT,=0

PT,

G = tytmodt, & =tytmodt,

NN | CCF PT, & PT,

Virtual RBD
RBD driven
Petri net
IEC
n the

mobilisation process starts (sub-PN "Repair resources mobilisation"). When it is achieved
(token in M), then the resources move to the location of failures to be repaired (OL). Then the
token in place OL is taken by one of the failures waiting for repair and this prevents other
repairs at the same time. When the repair is finished one token is put back in place M and the
resources can move to the location of another failure. This process is repeated until all the
failures have been repaired (Nd=0) and that the resource is demobilised.

Global assertions have been introduced to model the virtual nodes of the reliability block
diagram. The symbol "*" represents the logical AND, and the symbol "+" represents the logical
OR. For example, B=A*LS; means that the output B of LS is equal to 1 when LS, is not failed
and its input is also equal to 1. //IS=C+G means that the multiple safety system is OK (i.e.,
S=1) when SIS, is OK (C=1) or SIS, is OK (G=1).
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Then the use of Monte Carlo simulation allows to produce statistical samples of the variables

C, G and S and to obtain the safety measures related to SIS,, SIS, and to the multiple safety
system itself.

As shown in Figure J.11, it is possible to obtain the saw-tooth curves. They are less smooth
than those obtained with fault tree calculations but similar. Nevertheless they should not be
used to calculate the average unavailability because the average unavailability can be more
accurately obtained directly from the Monte Carlo simulation: the average value of 1-C gives

P4, the average value of 1-G gives P, and the average value of 1-S gives the overall average
unavailability.

R PFD SIS4 PFD,,, SIS,
5E-2
I AL P,=2,99 102 _
/ Vv V V o= PFD,,,
1E-2 PFD Total(t) SIS, & SIS,
0 5E3 1E4 1564 2E3 ]
Min: 0 Max: 5,45E-2
Mean: 2,99E-2 x
) s 7,65 10
PFD SIS2 X
i / ® 5E3 1E4 1,564
3E-2 .
/] Min: 0 Max: 2/13E-3

2E-2 Mean: 7,67E-4 ~Histories: 928490
1E-2 / l/ O-
o .|| P,= 2,09 102
0 5E3 1E4 1,5E4
Min: 0 Max: 3,75E-2
Mean: 2,09E-2 PFD,,, SIS,

Figure J.11 — Example of output from Monte Carlo simulation

IEC

In Figure J.11 the mobilisation time.and the time to reach the location of a given failurg are
equa] to 0. Therefore the difference-with the results of Figure J.6 is only due to the sharing of
the repair resources. The impact-is light for P, and P, and a little bit more important fqr the
overall multiple safety system:\1/7,65x 104 = 1 307 instead of 1 360. Therefore, in this ¢ase,
the dependency due to a shared repair team is light and this is why the fault tree appioach
which considers as many:repair teams as failure modes is relevant when the probabiljty to

have| two failures at(the same time is small or/and when the repair times are negligible
compared to the tests’intervals.
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Figure J.12 — Impact of repairs due to shared repairiresources

When the mobilisation time of the shared resources is not equal to 0, the repair tim
individual failures are increased. In Figure J.12, the mobilisation has been taken equal to|24 h

and

bs of

he delay needed to reach the location of failure equal to 10 h. Then the first faildre is

delayed for 34 h and the other for 10 h. This impactsrmainly the detected failures (i.g. the
logic|solver failures in our example) and almost multiplies by 2 the average unavailabilit

SIS,

SIS, and by 3 this of the multiple safety system: the overall risk reduction dro

's of
DS to

1/2,1P 10 3= 457. This is about the third of the result obtained with the fault tree in Figurg J.6.

The

samg way.

bther examples presented in Figure J.7\Figure J.8 or Figure J.9 can be handled i

n the
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Annex K
(informative)

As low as reasonably practicable (ALARP) and tolerable risk concepts

K.1 General

Annex K considers one particular principle (ALARP) which can be applied during the
detenmimatiomroftoterabterisk—and—thre bafciy illicglity tevet (SIL). ALARPs—= concept hich
can lje applied during the determination of the SIL. It is not, in itself, a method for deterimining
SIL. [Those intending to apply the principles indicated in Annex K should consult the follgwing
refergnces:

UK HSE publication (2001) “Reducing Risks, Protecting People” ISBN 0 71762151 0.

K.2 | ALARP model

K.2.1 Overview

Clause K.2 provides more detail to help understand the criteria associated with the ALARP
methpd.

Clause K.2 outlines the main criteria that are .agplied in regulating industrial risks| and
indicaites that the activities involve determining whether:

a) therisk is so great that it is refused altogether; or
b) the risk is, or has been made, so smallias to be insignificant; or

c) tHe risk falls between the two states specified in items a) and b) above and has [been
reduced to the lowest practicable level, bearing in mind the benefits resulting from its
agceptance and taking into account the costs of any further reduction.

With [respect to item c), the(ARARP principle recommends that risks be reduced “so far|as is
reasgnably practicable,” or to a level which is “As Low As Reasonably Practicable” (ALARP).
If a |risk falls between-the two extremes (that is, the unacceptable region and brpadly
acceptable region) and’the ALARP principle has been applied, then the resulting risk i the
tolerable risk for that/specific application. According to this approach, a risk is considergd to
fall into one of 3%regions classified as “unacceptable”, “tolerable” or “broadly acceptable”| (see

Figune K.1).

Abovie a'certain level, a risk is regarded as unacceptable. Such a risk cannot be justified in
any ordimary circumstances. If such a risk exists it should be reduced so that it falls in gither
the “tolerable™ or "broadly accepiable” regions, or the associated hazard has fo be eliminated.

Below that level, a risk is considered to be “tolerable” provided that it has been reduced to the
point where the benefit gained from further risk reduction is outweighed by the cost of
achieving that risk reduction, and provided that generally accepted standards have been
applied towards the control of the risk. The higher the risk, the more would be expected to be
spent to reduce it. A risk which has been reduced in this way is considered to have been
reduced to a level which is as “low as is reasonably practicable” (ALARP).

Below the tolerable region, the levels of risk are regarded as so insignificant that the regulator
need not ask for further improvements. This is the broadly acceptable region where the risks
are small in comparison with the everyday risks we all experience. While in the broadly
acceptable region, there is no need for a detailed working to demonstrate ALARP; however, it
is necessary to remain vigilant to ensure that the risk remains at this level.
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Risk cannot be justified
| except in extraordinary

Unacceptable region circumstances

Risk is tolerable only if:

a) further risk reduction is
impracticable or if its

B cost is grossly

Tolerable region 1| disproportionate to the

improvement gained and

b) society desires the
benefit of the activity.
given the assocjated rigk

Level of residaal risk

1l regarded as negligible and
further measures to reduce

risk not usually required.

No need'for detailed working

v to demonstrate ALARP

Risk Class

Negligible risk (see Tables K.1
and K.2)

Broadly acceptable
region

Increasing Individual risks and societal concerns

IEC

Figure K.1 — Tolerable risk and)ALARP

The ¢oncept of ALARP can be used when qualitative or quantitative risk targets are adopted.
Sublause K.2.2 outlines a method for quantitative-risk targets. (Annexes C and | (see 1{4.5))
outline a semi-quantitative method and Annexes™D and E outline qualitative methods fqgr the
determination of the necessary risk reductien“for a specific hazard. The methods indi¢ated
could incorporate the concept of ALARP in the decision making.)

When using the ALARP principle, care should be taken to ensure that all assumptions are
justifled and documented.

K.2.2 Tolerable risk target

In order to apply the ALARP principle, it is necessary to define the 3 regions of Figure K.1 in
termg of the probabilityyand consequence of an incident. This definition would take plage by
discyssion and agfeement between the interested parties (for example safety regulatory
authgrities, those.producing the risks and those exposed to the risks).

To take into~account ALARP concepts, the matching of a consequence with a tolgrable
risk
ch of
v - - v =—for risk
classes are based on F|gure K.1. The nsks W|th|n these risk class def|n|t|0hs are the risks that
are present when risk reduction measures have been put in place. With respect to Figure K.1,
the risk classes are as follows:

— risk class | is in the unacceptable region;

— risk class Il is in the ALARP region;

— risk class Ill is in the broadly acceptable region.

For each specific situation, or industry sub-sectors, a table similar to Table K.1 would be
developed taking into account a wide range of social, political and economic factors. Each

consequence would be matched against a probability and the table populated by the risk
classes. For example, likely in Table K.1 could denote an event that is likely to be
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experienced at a frequency greater than 10 per year. A critical consequence could be a single
death and/or multiple severe injuries or severe occupational iliness.

Having determined the tolerable risk target, it is then possible to determine the SIL of safety
instrumented function (SIF) using, for example, one of the methods outlined in Annexes B to I.

Table K.1 — Example of risk classification of incidents

Risk class
Probability Catastrophic Critical Marginal Negligible
r‘nnepqllnnr‘n l‘ﬂn:ﬂﬂlllﬂhl‘n l‘ﬂn:ﬂﬂlllﬂhl‘n r‘nncpnlllnnr‘n

L ikely | | | 1
Probable | | I 11
Possible | I I H
Remote 1 I I Il
mprobable 1 11 11 1l
ncredible 11 11 11 11
NOTE 1 See Table K.2 for interpretation or risk classes | to Ill.
NOTE 2 The actual population of this table with risk classes <l/ Il and Il will be application
dependent and also depends upon what the actual probabilities™ are for likely, probable, etd.
Therefore, this table can be seen as an example of how such a(table could be populated, rather thap
ds a specification for future use.

Table K.2 — Interpretation of risk classes

Risk class Interpretation
Class | Intolerable risk
Class Il Undesirable risk, @nd tolerable only if risk reduction is impracticable or if

the costs are grossly disproportionate to the improvement gained

Class Il Negligiblenrisk

NOTE There is no refatienship between risk class and safety integrity level (SIL). SIL is
determined by the risk reduction associated with a particular SIF, see Annexes B to I.
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

SECURITE FONCTIONNELLE -
SYSTEMES INSTRUMENTES DE SECURITE
POUR LE SECTEUR DES INDUSTRIES DE TRANSFORMATION -

Partie 3: Conseils pourladétermination

des niveaux exigés d'intégrité de sécurité

AVANT-PROPOS

La] Commission Electrotechnique Internationale (IEC) est une organisation mondiale, "de normali
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L’IEC

objet de favoriser la coopération internationale pour toutes les questions de normalisation dans les don|
de| I'électricité et de I'électronique. A cet effet, '|EC — entre autres activités — publie des N
infernationales, des Spécifications techniques, des Rapports techniques, des ‘Spécifications accessib
puplic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). keur élaboration est confiée
comités d'études, aux travaux desquels tout Comité national intéressé par le“sujet traité peut participe
organisations internationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, part
égplement aux travaux. L'IEC collabore étroitement avec I'Organisation<lnternationale de Normalisation
se|on des conditions fixées par accord entre les deux organisations.

Leps décisions ou accords officiels de I'l[EC concernant les questions techniques représentent, dans la n
du| possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux ds
intéressés sont représentés dans chaque comité d’études.

Lep Publications de 'l[EC se présentent sous la forme «de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Totis-les efforts raisonnables sont entrepris afin que
s'dssure de I'exactitude du contenu technique de ses’publications; I'lEC ne peut pas étre tenue responsa
I'épentuelle mauvaise utilisation ou interprétation\guiten est faite par un quelconque utilisateur final.

D4gns le but d'encourager l'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans td
mgsure possible, a appliquer de fagcon transparente les Publications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre~toutes Publications de I'|EC et toutes publications national
régionales correspondantes doivent étrg indiquées en termes clairs dans ces dernieres.

L’lIEC elle-méme ne fournit aucung\vattestation de conformité. Des organismes de certification indéper
fodirnissent des services d'évaluation de conformité et, dans certains secteurs, accedent aux marqu
copformité de I'lEC. L’IEC n'est responsable d'aucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Aycune responsabilité~he doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliair
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des C
nafionaux de I'lEC) pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
dommage de_guelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris le
de| justice). et les dépenses découlant de la publication ou de I'utilisation de cette Publication de I'lEC
toyte autre-Publication de I'lEC, ou au crédit qui lui est accordé.

L'gttention est attirée sur les références normatives citées dans cette publication. L'utilisation de publig

sation
h pour
aines
brmes
es au
a des
r. Les
cipent
(1SO),

esure
I'lEC

réées
I'IEC
ble de

ute la
nales
es ou

dants
es de
cation

bs ou
mités
autre
5 frais
ou de

ations

référenctées est obligatoire pour une application correcte de la présente publication.

L’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuven
I’objet de droits de brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels
de brevets et de ne pas avoir signalé leur existence.

t faire
droits

La Norme internationale IEC 61511-3 a été établie par le sous-comité 65A: Aspects systémes,
du comité d'études 65 de I'lEC: Mesure, commande et automation dans les processus
industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2003. Cette édition
constitue une révision technique. Cette édition inclut les modifications techniques majeures
suivantes par rapport a I'édition précédente:

Réalisation d'exemples additionnels H&RA et d'annexes sur la considération d'analyse
quantitative.
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Le texte de la présente norme est issu des documents suivants:

FDIS Rapport de vote
65A/779/FDIS 65A/786/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/IEC, Partie 2.

Une Jiste de toutes les parties de la série IEC 61511, publiées sous le titre général Sé¢urité
fonctionnelle — Systémes instrumentés de sécurité pour le secteur des industries de
transformation, peut étre consultée sur le site web de I'lEC.

Le comité a décidé que le contenu de cette publication ne sera pas modifiéyavant la daje de
stabilité indiquée sur le site web de I'lEC sous "http://webstore.iec.ch'dans les données
relatijves a la publication recherchée. A cette date, la publication sera

* r¢conduite,

* slpprimée,

* rgmplacée par une édition révisée, ou
* amendée.

IMPQORTANT - Le logo "colour inside” qui se.trouve sur la page de couverture de cptte
publjcation indique qu'elle contient des couleurs qui sont considérées comme utile¢s a
une bonne compréhension de son contenu: Les utilisateurs devraient, par conséqupgnt,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

Les systemes instrumentés de sécurité (SIS, Safety Instrumented System) sont utilisés dans
les industries de transformation depuis de nombreuses années pour remplir des fonctions
instrumentées de sécurité (SIF, Safety Instrumented Function). Si l'instrumentation doit étre
effectivement utilisée pour réaliser des SIF, il est essentiel que cette instrumentation
satisfasse a certaines normes et certains niveaux de performance minimaux.

La série IEC 61511 concerne I'application du SIS aux industries de transformation. Elle exige
également de procéder a une analyse de danger et de risque relative au processus pour en
dédujre la spécification relative aux SIS D'autres systémes de sécurité sont considérés
uniquement pour que leur contribution puisse étre prise en compte lors de I'étudel des
exiggnces de performance des SIS. Le SIS inclut tous les appareils et sous-systémes
nécepsaires pour acheminer la SIF a partir du ou des capteurs jusqu'a I'élément termingl ou
jusgqy'aux éléments terminaux.

La gérie IEC 61511 aborde deux concepts, qui sont fondamentaux)’vis-a-vis de| son
applipation: le cycle de vie de sécurité du SIS et les niveaux d'intégrite de sécurité |(SIL,
Safejy Integrity Levels).

La serie IEC 61511 concerne les SIS reposant sur l'utilisation” d'une technologie électrique
(E)/éJectronique(E)/électronique programmable (PE). Si d'adtres technologies sont util[sées
pour|les solveurs logiques, il convient d'appliquer les principes fondamentaux de la [série
IEC $61511. La série IEC 61511 concerne également les capteurs et les éléments termjnaux
des $IS, quelle que soit la technologie utilisée. La série. IEC 61511 est propre aux indusgtries
de transformation, dans le cadre de la série IEC 6150872010.

La sg¢rie IEC 61511 définit une approche concernant les activités relatives au cycle de vje de
sécufité des SIS dans le but de satisfaires@“ces normes minimales. Cette approche a été
adopfée afin de mettre en ceuvre une politiqire technique cohérente et rationnelle.

Dang la plupart des cas, la sécurité_est obtenue de la meilleure fagon par une conception de
procgssus a sécurité intrinséque. ‘Si“nécessaire, cette approche peut étre combinée a yn ou
plusigurs systemes de protectiontafin de couvrir les risques résiduels identifiés éventuels| Les
systgdmes de protection peuvent reposer sur différentes technologies (chimique, mécanfique,
hydraulique, pneumatique, électrique, électronique, électronique programmable). Il convient
que foute stratégie de sécurité prenne en compte chacun des SIS individuellement, daps le
contgxte des autres systémes de protection. Pour faciliter cette approche, la série IEC 6[1511
couvfe:

d réalisation-»d'une analyse de danger et de risque pour identifier les exigences de
securité. globales;

d prise,en compte de l'affectation des exigences de sécurité aux SIS;

— l'inscription dans un cadre applicable a toutes les méthodes instrumentées qui permettent
d'obtenir la sécurité fonctionnelle;

— les détails de I'utilisation de certaines activités (la gestion de la sécurité, par exemple) qui
peuvent étre applicables a toutes les méthodes permettant d'obtenir la sécurité
fonctionnelle;

— la prise en compte de toutes les phases relatives au cycle de vie de sécurité du SIS
(concept initial, conception, mise en ceuvre, fonctionnement, maintenance, jusqu'au
déclassement);

— I'harmonisation des normes de l'industrie de transformation nationales existantes ou
nouvelles par rapport a la série IEC 61511.

La série IEC 61511 vise a obtenir un haut niveau de cohérence (des principes sous-jacents,
de la terminologie, de l'information, par exemple) dans le secteur des industries de
transformation. Il convient qu'il présente des avantages tant du point de vue de la sécurité
que du point de vue économique.


https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

- 110 - IEC 61511-3:2016 © IEC 2016

Dans les juridictions ou les autorités compétentes (nationales, fédérales, étatiques,
provinciales, cantonales, municipales, par exemple) ont défini des réglementations relatives a
la conception de la sécurité des processus, la gestion de la sécurité des processus ou autres,
ces réglementations sont prioritaires par rapport aux exigences définies dans I'lEC 61511-1.

L'lEC 61511-3 donne des lignes directrices pour déterminer le niveau d'intégrité de sécurité
(SIL) exigé dans le cadre de l'analyse de danger et de risque. Les informations contenues
dans le présent document ont pour but de donner un apercu général de la grande plage de
meéthodes globales utilisées pour mettre en ceuvre une analyse de danger et de risque. Les
informations fournies ne sont pas suffisamment détaillées pour mettre en ceuvre ces
approches.

Avar]t de continuer, il convient que le concept et la détermination du SIL présentés |[dans
I''EC[61511-1 soient passés en revue. Les annexes informatives de I'lEC 615113 abordent
les ppints suivants:

L'Anpexe A donne les informations communes a chacune des méthod€s d'analyse de
danger et de risque décrites dans le présent document.

L'Anpexe B donne un apercu général d'une méthode semi-quantitative utilisée |pour
déterminer le SIL exigé.

L'Anpexe C  donne un apercu général d'une méthode utilisant une matrice de sécurité{pour
déterminer le SIL exigé.

L'Anpexe D donne un apercu général d'une méthode utilisant un graphe de risque $emi-
qualitatif pour déterminer le SIL exigé.

L'Anfpexe E  donne un apergu général d'une'méthode utilisant un graphe de risque quadlitatif
pour déterminer le SIL exigée.

L'Anpexe F donne un apergu général utilisant une méthode d'analyse des couchegs de
protection (LOPA, Layer Of Protection Analysis) pour sélectionner le SIL ekigé.

L'Annexe G  analyse les couches de protection utilisant une matrice de risque.

L'Anpexe H donne un“apercu général d'une approche qualitative d'estimation du risqpe et
d'allocation du SIL.

L'Anpexe | dohne un apergu général des étapes de base de la conception dt de
['étalonnage d'un graphe de risque.

L'Anpexe’J donne un apergu général de l'impact de plusieurs systemes de sécurité gur la
determination du SIL exige.

L'Annexe K donne un apercu général des concepts de risque tolérable et d'ALARP.

La Figure 1 présente le cadre général de I'lEC 61511-1, de I'|EC 61511-2 et de I'lEC 61511-3
et précise le rble joué par la série IEC 61511 dans I'obtention de la sécurité fonctionnelle du
SIS.
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Figure 1 — Cadre général de la série IEC 61511
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SECURITE FONCTIONNELLE -
SYSTEMES INSTRUMENTES DE SECURITE
POUR LE SECTEUR DES INDUSTRIES DE TRANSFORMATION -

Partie 3: Conseils pour la détermination
des niveaux exigés d'intégrité de sécurité

1  Domaine d'application

La p1

- |4

En particulier, la présente partie de I'lEC 61511:

a
fy n
d

Les
simp

des fonctions instrumentées de sécurité (SIF) (voir les Annexes’B a K);

optenir la réduction de risque souhaitée (voir I'Annexe J).

identifie des techniques et mesures disponibles pour déterminer le SIL exigé;

ésente partie de I'lEC 61511 donne des informations sur:

s concepts sous-jacents de risque, et sur la relation entre risque et intégrité de séq
oir I'Article A.3);

détermination du risque tolérable (voir I'Annexe K);
s différentes méthodes permettant de déterminer le niveau dlintégrité de sécurité

mpact de plusieurs systémes de sécurité sur les calCuls déterminant la capac

applique lorsque la sécurité fonctionnelle est obtenue en utilisant une ou plusieur
pur la protection du personnel, du grand public ou de I'environnement;

but s'appliquer dans des applications nén liées a la sécurité (notamment la prote
bs biens);

résente les méthodes d'analyse de’danger et de risque qui peuvent étre réalisées
efinir les exigences fonctionnelleside sécurité et le SIL de chaque SIF;

urnit un cadre pour la détermination du SIL, mais ne spécifie pas le SIL exigé pou
bplications spécifiques;

donne aucun exemple de détermination des exigences relatives a d'autres méth
réduction de risque.

a)
-
a)
-

Annexes B)“a K décrivent des approches quantitatives et qualitatives qui onf
ifiées pour présenter les principes sous-jacents. Ces annexes ont été incorporées

prés

une description exhaustive.

nter_les. principes généraux d'un certain nombre de méthodes, mais ne constituen

urité

(SIL)

ité a

5 SIF
ction

pour

r des
odes
été

pour
I pas

NOTE

1 Les personnes qui envisagent d'utiliser les méthodes indiquées dans ces annexes peuvent consulter le
document source mentionné dans chaque annexe.

NOTE 2 Les méthodes de détermination du SIL incluses dans la Partie 3 peuvent ne pas convenir a toutes les
applications. En particulier, des techniques spécifiques ou des facteurs supplémentaires qui ne sont pas présentés

peuve

nt étre exigés pour un fonctionnement en mode a sollicitation élevée ou en mode continu.

NOTE 3 Les méthodes décrites dans le présent document peuvent aboutir a des résultats imprudents lorsqu'elles
sont utilisées au-dela de leurs limites sous-jacentes et lorsque des facteurs tels que la cause commune, la
tolérance aux anomalies, les considérations holistiques de I'application, le manque d'expérience eu égard a la
méthode utilisée, l'indépendance des couches de protection, etc. ne sont pas pris en considération correctement.
Voir I'Annexe J.

La Figure 2 donne un apergu général des couches de protection types et des moyens de réduction de risque.
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REPONSE D'URGENCE DE LA COMMUNAUTE
Diffusion d'urgence

REPONSE D'URGENCE DE L'INSTALLATION
Procédures d'évacuation

ATTENUATION
Systémes d'atténuation mécanique
Systémes instrumentés de sécurité

Supervision de l'opérateur

PREVENTION
Systéme de protection mécanique
Alarmes de processus avec action
corrective de l'opérateur
Systémes instrumentés de sécurité

COMMANDE et SURVEILLANCE
Systémes de commande de processus de base
Systémes de surveillance (alarmes de
processus) Supervision de |'opérateur

Figure 2 — Couches de-protection classiques et moyens de réduction de risque

2 Références normatives

Les gocumentS/suivants sont cités en référence de maniére normative, en intégralité qu en
parti¢, dans’le présent document et sont indispensables pour son application. Poufr les
références \datées, seule I'édition citée s’applique. Pour les références non datéefs, la

dernigrés edition du document de référence s’applique (y compris les éventuels
ame dpmnnf:)

IEC 61511-1:2016, Sécurite fonctionnelle — Systémes instrumentes de sécurité pour le
secteur des industries de transformation — Partie 1. Cadre, définitions, exigences pour le
systéme, le matériel et la programmation d'application

3 Termes, définitions et abréviations

Pour les besoins du présent document, les termes, définitions et abréviations de
I''EC 61511-1:2016 s'appliquent.
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Les annexes de la présente Partie 3 sont informatives et non pas normatives. De méme,
I'application d'une méthode particuliére décrite dans les annexes de la Partie 3 ne garantit
pas la conformité aux exigences de I'lEC 61511-1:2016.
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Annexe A
(informative)

Risque et intégrité de sécurité —
Lignes directrices générales

A.1  Généralités

L'Anfiexe A donne des Informations sur [es concepis sous-jacents de risque et sur Ia relation

entre risque et intégrité de sécurité. Cette information est commune a chacune des méth
d'anglyse de danger et de risque décrites dans le présent document.

A.2 | Réduction de risque nécessaire

La rg¢duction de risque nécessaire (qui peut étre décrite soit de maniere qualitative
Note|1) soit de maniére quantitative (voir Note 2)) est la réductionde risque qui doif
obtenue pour satisfaire au risque tolérable (le niveau de sécurijte ‘cible du processus
exenmple) pour une situation spécifique. L'importance du concept de réduction de r
nécepgsaire est capitale dans le développement de la spécification des exigences de sé
(SRY) pour les SIF (en particulier, I'exigence d'intégrité*de sécurité). L'objectif ¢
détemination du risque tolérable (par exemple, le niveau de sécurité cible du processus)
un éyénement dangereux spécifique est de définir ce quirest considéré comme raisonnab
ce qpi concerne a la fois a la fréquence de I'événement dangereux et ses conséqug
spéclfiques. Les couches de protection (voir FKigure A.2) sont congues pour rédui
fréquence de I'événement dangereux et/ou ses conséquences.

La pgrception et les points de vue de ceux qui sont exposés a I'événement dangereux fig
parmii les facteurs importants a prendre,en compte lors de I'évaluation du risque tolér

odes

(voir
étre
, par
sque
urité
e la
pour
le en
nces
re la

urent
able.

Pour|arriver a ce qui constitue un risque tolérable pour une application spécifique, plusjieurs

informations peuvent étre prises en{compte. Elles peuvent inclure:

— Igs lignes directrices émanant des autorités compétentes;

— Igs discussions et accords’entre les différentes parties concernées par l'application;
— Igs normes et lignesidirectrices industrielles;

— Igs avis émanant de l'industrie, des experts indépendants et du monde scientifique;

— lgs exigencés: légales et réglementaires générales et/ou concernant directe
I'applicatienispécifique.

NOTE|1 »Pour déterminer la réduction de risque nécessaire, le risque tolérable est établi. L'Annexe

ment

D et
hs les

I'Anneixe ‘E/de I'IEC 61508-5:2010 décrivent des méthodes qualitatives et semi-quantitatives, bien que da

cifiée

} o é } il " ol ; i ; — ; b 4 brb A
exempres—oomes—afreductton—ae—risgue—necessattre—sott—meorporee— mMmpreiiement—piot—que—Sp

explicitement.

NOTE 2 Par exemple, un événement dangereux conduisant a une conséquence spécifique serait normal
exprimé comme une fréquence maximale d'occurrence par an.

A.3 Role des systémes instrumentés de sécurité

ement

Un systéme instrumenté de sécurité (SIS) met en ceuvre les fonctions instrumentées de
sécurité (SIF) exigées pour atteindre ou maintenir un état de sécurité du processus et, en tant
que tel, contribue a la réduction de risque nécessaire afin de satisfaire au risque tolérable.
Par exemple, la spécification des exigences de sécurité (SRS) peut stipuler que, lorsque la
température atteint une valeur x, la vanne y s'ouvre pour laisser de I'eau pénétrer dans le

récipient.
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La réduction de risque nécessaire peut étre obtenue par un SIS ou une combinaison de SIS
ou d'autres couches de protection.

Une action humaine pourrait faire partie intégrante d'une fonction de sécurité. Par exemple,
une personne pourrait recevoir des informations concernant I'état du processu
entreprendre une action de sécurité sur la base de ces informations. Si une action humaine
fait partie d'une fonction de sécurité, il convient de prendre en compte tous les facteurs
humains.

s et

Une fonction instrumentée de sécurité (SIF) peut fonctionner en mode sollicitation ou en
mode continu.

Il estfconsidéré que l'intégrité de sécurité est composée des deux éléments suivants,

a)

b)

ntégrité de sécurité du matériel — Partie de l'intégrité de sécurité liée aux‘-défaillg
éatoires du matériel dans un mode de défaillance dangereux. La réalisation du n
pécifié d'intégrité de sécurité du matériel peut étre estimée avec un niveau de préd
isonnable, et les exigences peuvent donc étre réparties entre les -sous-systéms

n Q

—
Faxy

efaillances de cause commune. L'utilisation de redondancesrpeut s'avérer néces
pur obtenir l'intégrité de sécurité du matériel exigée.

tégrité de sécurité systématique - Partie de l'intégrité de sécurité liée
Efaillances systématiques dans un mode de défaillance dangereux. Bien q(

oOoQ= T ac

-

g¢latives aux défaillances causées par des erreurs;de conception et des défaillance
buse commune montrent que la répartition de“ces défaillances peut étre diffig
édire. Cela a pour effet d'accroitre l'incertitude dans les calculs de probabilit
efaillance pour une situation spécifique &«(par exemple, la probabilité de défail
un SIS). De ce fait, un jugement doit étre;porté quant au choix des méthodes les p|
éme de réduire cette incertitude. Il est’a noter que le fait de prendre des mesures
duire la probabilité des défaillancesvaléatoires du matériel peut ne pas nécessaire
duire la probabilité de défaillance systématique. Les techniques, telles que ¢
ilisant des redondances de,.matériel identique, trés efficaces pour maitrise
Bfaillances aléatoires du matériel, n'ont que peu d'utilité pour réduire les défaillg
stématiques.

W OoOCTITI30QTO

La reduction de risque totale fournie par les fonctions instrumentées de sécurité
assofiées a toute autre.couche de protection doit permettre de garantir que:

La F arira A1 Annnc !CS

Ig fréquence des accidents dus a la défaillance des fonctions de sécurité est suffisam
fgible pour éviter que la fréquence de I'événement dangereux ne dépasse celle e
ppur satisfdire' au risque tolérable; et/ou

Igs fonctions de sécurité modifient les conséquences de la défaillance au degré exigé
satisfaire au risque tolérable.

nces
veau
ision
s en

ilisant les régles établies pour la combinaison des probabilités et\en tenant compte des

saire

aux
e la

bntribution due a certaines défaillances systématiques puisse étre estimée, les données

s de
ile a
¢ de
ance
lus a
pour
ment
elles

les
nces

SIF)

ment
igée

pour

gorC 7T aomT

pour hypothése:

rend

qu'il existe un processus et un systéme de commande de processus de base (BPCS,

Basic Process Control System) associé;

qu'il existe des facteurs humains associés;

que les caractéristiques des couches de protection de sécurité comprennent:
e un systéme de protection mécanique;

e des systémes instrumentés de sécurité;

o des systémes instrumentés non SIS;

e un systéme d'atténuation mécanique.
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NOTE 1 La Figure A.1 est un modele général de risque destiné a présenter les principes généraux. Un modéle de
risque pour une application spécifique doit étre élaboré en tenant compte de la maniére spécifique dont la
réduction de risque nécessaire est réellement réalisée par les systémes instrumentés de sécurité (SIS) ou par
d'autres couches de protection. De ce fait, le modéle de risque obtenu peut différer de celui donné a la Figure A.1.

Les différents risques indiqués aux Figures A.1 et A.2 sont les suivants:

— Risque de processus — Risque existant pour les événements dangereux spécifiés pour le
processus, pour le systtme de commande de processus de base (BPCS) et pour les
questions de facteur humain associées — aucune fonction de protection de sécurité
désignée n'est prise en compte lors de la détermination de ce risque;

— Risque tolérable (niveau de sécurité cible du processus, par exemple) — Risque accepté
c;lans un contexte donné en fonction des valeurs actuelles de la socielé;
i

sque résiduel — Dans le contexte de la présente norme, le risque résiduel estNe r
dloccurrence d'événements dangereux aprés l'ajout de couches de protection.

sque

Le risque de processus dépend du risque associé au processus en question, mais |tient
égalgment compte de la réduction de risque induite par le systéme.de’commande de
procgessus. Pour éviter des revendications injustifiées concernant l'intégrité de sécurifé du

BPC$, la série IEC 61511 impose des contraintes sur les revendications pouvant| étre
formuilées.
La rdduction de risque nécessaire est le niveau minimal de réduction de risque qui doi{ étre

atteint pour satisfaire au risque tolérable. Elle peut étrenobtenue par une ou plusjeurs

techniques de réduction de risque. La réduction de risqueynécessaire pour réaliser le risque
tolérable spécifié, a partir d'un point de départ du risque de processus, est donnée|a la
Figune A.1.
Risque Risque Risque de
résiduel tolérable processus
Réduction de risque nécessaire Erlsiiiint
-
: Réduction de risque réelle
g

Risque partiel

couvert

Risque partiel
couvert par le

Risque partiel
couvert par

par des couches SIS d'autres
de protection couches de
autres que le SIS protection

-

-

Réduction de risque obtenue par I'ensemble
des couches de Inrnfnr‘finn

)

IEC

Figure A.1 — Réduction de risque: concepts généraux

NOTE 2 Dans certaines applications, les paramétres de risque (la fréquence et la probabilité de défaillance en
cas de sollicitation, par exemple) ne peuvent pas étre simplement associés pour obtenir le risque cible décrit a la
Figure A.1 sans tenir compte des facteurs exposés a I'Annexe J. Une superposition, une défaillance de cause
commune et des dépendances holistiques entre les différentes couches de protection peuvent en étre les raisons.

A.4 Risque et intégrité de sécurité

Il est important de bien faire la distinction entre les deux concepts de risque et d'intégrité de
sécurité. Un risque est une mesure de la fréquence et de la conséquence d'un événement
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dangereux spécifié lorsqu'il se produit. Ce risque peut étre évalué pour différentes situations
(risque de processus, risque tolérable, risque résiduel — voir Figure A.1). Le risque tolérable
implique la prise en compte de facteurs sociaux et politiques. L'intégrité de sécurité est une
mesure de la probabilité que la fonction instrumentée de sécurité (SIF) et d'autres couches de
protection réaliseront la réduction de risque spécifiée. Une fois que le risque tolérable a été
défini et que la réduction de risque nécessaire a été estimée, les exigences d'intégrité de
sécurité peuvent étre affectées au systéme instrumenté de sécurité (SIS).

NOTE L'affectation peut étre itérative afin d'optimiser la conception et satisfaire aux différentes exigences. Les
Figures A.1 et A.2 représentent le role des fonctions de sécurité dans la réalisation de la réduction de risque
nécessaire.

Consequence
of hazardous
event

Non-SIS Other i

Tolerablg
—»| oprotection |—» sIs —> prlotectlon — risk
ayers
Frequency of layers Y target

hazardous _ _
event < Necessary risk reduction

Prpcess and the l

bapic process ——

coptrol system Safety integrity of non-SIS protection layers,

other protection layers,”and SIS matched to the
necessary risk reduction

v

IEC
Anglais Francais

Consdquence of hazardous event Conséquence de I'événement dangereux

Frequgncy of hazardous event Fréquence de I'événement dangereux

Proceps and the basic process control system Processus et systéme de commande de processus|de

base (BPCS)

Process risk Risque de processus

Non-§IS protection layers Couches de protection autres que les SIS

SIS SIS

Other [protection layers Autres couches de protection
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Figure A.2 — Concepts de risque et d'intégrité de sécurité

A.5 Affectation des exigences de sécurité

La Figure A.4 présente l'affectation des exigences de sécurité (les fonctions de sécurité et les
exigences d'intégrité de sécurité) au SIS et a d'autres couches de protection. Les exigences
du processus d'affectation sont données a I'Article 9 de I'lEC 61511-1:-.

Les méthodes utilisées pour affecter les exigences d'intégrité de sécurité aux systémes
instrumentés de sécurité (SIS), aux systémes relatifs a la sécurité utilisant d'autres
technologies et aux installations externes de réduction de risque dépendent principalement de
la maniére dont la réduction de risque nécessaire est spécifiée, c'est-a-dire sous forme
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numérique ou sous forme qualitative. Ces approches sont respectivement des méthodes
semi-quantitatives, semi-qualitatives et qualitatives (voir les annexes B a | incluse).

A.6 Evénement dangereux, situation dangereuse et événement préjudiciable

Les termes "événement dangereux" et "situation dangereuse" sont souvent utilisés dans les
annexes présentées ci-aprés dans le présent document. La Figure A.3 a pour objet de
présenter la différence entre ces termes. Elle montre la progression de [|'événement
dangereux vers la situation dangereuse en passant par la perte de contréle et I'occurrence
d'un événement préjudiciable.

La Figure A.3 décrit le dommage causé aux personnes, mais peut également s'appliquelr aux
résultats d'un dommage subi par I'environnement ou de dommages matériels.

Personne
present
Personne ne
dans la
pouvant pas
zone de échapper aux
danger .
Dpnger 9 conséquences
Spurce
potentielle
de dpmmage
. . Situation
Situation dangereuse
anormale .
»| Evénement > (Personne -
dangereux exposee au Evénemen
danger préjudiciable
> Personne
Pdrte de contréle subissant up
ol autre causes Défaillance de dommage
de] déclenchement la ou des
mesures de
protection

IEC

Figure A.3 — Progression de I'événement préjudiciable

La Figure A.3 montre comment.la perte de contrble, ou une autre cause initiatrice, donng lieu
a une situation anormale et.entraine une sollicitation des mesures de protection, telle§ que
les glarmes de sécurité, les systémes instrumentés de sécurité (SIS), les soupapes de
sécufité, etc. Cela devient un événement dangereux lorsqu'il y a sollicitation et que les
mesyres de protection-concernées sont en état de défaillance et ne fonctionnent pas cdmme
prévu. Un événement dangereux en soi et au-dela ne conduit pas forcément a un domnpage,
mais|si une ou plusieurs personnes se situent dans la zone d'impact (ou zone d'effet) pt se
trouvient donC exposées a I'événement dangereux, cela devient une situation dangereuge. Si
la pgersonnes ne peut pas échapper aux conséquences préjudiciables de [I'exposjition,
I'événement est caractérisé comme étant préjudiciable en raison des dommages corporelp.

A.7 Niveaux d'intégrité de sécurité

Dans I'lEC 61511-1:2016, quatre niveaux d'intégrité de sécurité (SIL) sont spécifiés. Le SIL 4
est le niveau le plus élevé et le SIL 1 est le niveau le plus bas.

Les niveaux objectifs de défaillances des quatre SIL sont spécifiés au Tableau 4 et au
Tableau 5 de I'lEC 61511-1:2016. Deux paramétres sont spécifiés, I'un pour le SIS
fonctionnant en mode a faible sollicitation, et l'autre pour le SIS fonctionnant en mode
sollicitation continue/a sollicitation élevée.

NOTE Pour un SIS fonctionnant en mode a faible sollicitation, le niveau objectif de défaillances qui présente un
intérét est la probabilité moyenne de défaillance du systéme lorsque celui-ci fonctionne sur sollicitation. Pour un
SIS fonctionnant en mode sollicitation continue/a sollicitation élevée, le niveau objectif de défaillances qui présente
un intérét est la fréquence moyenne de défaillance dangereuse. Voir 3.2.83 et le Tableau 5 de I'lEC 61511-1:2016.
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A.8 Choix de la méthode pour la détermination du niveau exigé d'intégrité

sécurité

de

Il existe plusieurs méthodes de détermination du niveau exigé d'intégrité de sécurité pour une
application donnée. Les Annexes B a | fournissent des informations sur un certain nombre de

méthodes utilisées.

plusieurs facteurs, parmi lesquels:

la complexité de I'application;

les lignes directrices émanant des autorités compétentes;

La méthode choisie pour une application spécifique dépendra de

gnature du Tisque et fa réduction de Tisque exiges;

pxpérience et les compétences des personnes disponibles pour réaliser ce travail;

Igs informations disponibles concernant les paramétres relatifs au risque (vo
Fijgure A.4);

ds informations disponibles sur les SIS actuellement utilisées dans lles applicg
pprticuliéres, notamment celles décrites dans les normes et pratiques industrielles.

ir la

tions

Dang certaines applications, plusieurs méthodes peuvent étre, ‘utilisées. Une méthode

qualifative peut étre employée en tant que premiére approche(pour déterminer le n
d'intggrité de sécurité (SIL) exigé pour toutes les fonctions instrumentées de sécurité (S
ent que les applications auxquelles a été affecté un SIL<3’ou un SIL 4 par cette méthode
fassgnt ensuite I'objet d'une étude plus détaillée en utilisant une méthode quantit
permettant de comprendre de maniére plus rigoureuse leurintégrité de sécurité exigée.

conv

Il est

veau
F). Il

ative

important de noter qu'il convient d'utiliser les criteres de risque du site pour I'évaluation,
quelles que soient les méthodes sélectionnées pour I'application.
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Méthode de Affectation de chaque fonction
spécification des de sécurité et de son exigence
exigences de sécurité

d'intégrité de sécurité associée

Normes nationales ou /

internationales Couches de protection Autres couches de
L autres que les SIS rotection
appropriées p

risque nécessaire ||||'

nour toutes les
T

SIF

SIF
a) réduction de [ N°1

N°Z I

b) réduction de SIF SIF.
risque nécessaire "“’

pour une SIF
spécifique

c) niveaux d'intégrité SIF
de sécurité o
Iy N

0 |-
S

-

<
<4

En ce qui concerne les)exigences de conception des SIS, se reporter
allec 61511-1

IEQ

NOTE| Des exigences d'intégrité de sécurité sont associées a chaque SIF avant affectation (voir I'lEC §1511-
1:2016, Article 9).

Figure A.4 — Affectation des_ exigences de sécurité aux couches de protection
autres que les SIS et aux autres couches de protection
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Annexe B
(informative)

Méthode semi-quantitative — analyse par arbre d'événement

B.1 Présentation

L'Annexe B décrit la maniére dont les niveaux d'intégrité de sécurité (SIL) cibles peuvent étre
détemmimés—siune—approchesemi-quantitativeestempltoyée—Une=approche—semi-quantifative
utilise a la fois des techniques qualitatives et quantitatives. Son utilisatien| est
parti¢ulierement intéressante lorsque le risque tolérable doit étre spécifié souscun€ fprme
numerique (par exemple, lorsqu'il convient qu'une conséquence spécifiée ne seproduise pas
avec|une fréquence supérieure a 1 fois tous les 100 ans).

L'Annpexe B ne prétend pas fournir une description exhaustive de la méthode, mai$ est
unigyement destinée a fournir un apergu des principes généraux. Elle~est fondée sui une
méthjode décrite de maniére plus détaillée dans la référence suivante:

CCP§B/AIChE, Guidelines for Hazard Evaluation Procedures, Third Edition, Wiley-Interscig¢nce,
New [York (2008) (disponible en anglais seulement).

B.2 | Conformité a I'lEC 61511-1:2016

L'objectif général de la présente Annexe B..est de décrire une procédure permettant
d'ideptifier les fonctions instrumentées de sécurité (SIF) exigées et d'établir leurs niveaux
d'intggrité de sécurité (SIL). Pour assurerjla-conformité, les étapes fondamentales exigées
sont Jes suivantes:

a) Efablir I'objectif de sécurité (risquelolérable) pour le processus;

b) Procéder a une analyse de danger et de risque afin d'évaluer le risque existant|pour
chaque événement dangereux spécifique;

c) ldentifier la/les fonction(s) de sécurité nécessaire(s) pour chaque événement danggreux
spécifique;
d) Afffecter la/les fonction(s) de sécurité aux couches de protection;

NOTE| Il est pris pour -hypothése que les couches de protection sont indépendantes les unes des autrg¢s. Le
proce$sus d'affectation peut garantir que les défaillances de cause commune, de mode commun et systémafiques
soienf] suffisamment faibles par rapport aux exigences de réduction de risque globale.

e) Dléterminer si une fonction instrumentée de sécurité (SIF) est exigée;
f) E1éterminer le SIL exigé de la SIF.

L'étape a) établit la sécurité cible du processus. L'étape b) traite essentiellement de I'analyse
de risque du processus, tandis que I'étape c) déduit, a partir de l'analyse de risque, les
fonctions de sécurité qui sont exigées ainsi que la réduction de risque dont elles ont besoin
pour satisfaire a la sécurité cible du processus. L'affectation de ces fonctions de sécurité aux
couches de protection a I'étape d) permettra de voir clairement si une SIF est exigée
(étape e)) ainsi que le SIL dont elle aura besoin pour satisfaire a la conformité (étape f)).

L'Annexe B propose d'utiliser une technique d'analyse de risque semi-quantitative pour
satisfaire aux objectifs de I'lEC 61511-1:2016, Article 8. Une technique est représentée par un
exemple simple.
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B.3 Exemple

B.3.1 Généralités

Un processus est considéré comme utilisant un récipient sous pression avec alimentation par
pompe et deux sorties (liquide et gaz) contenant un mélange de gaz et de liquide inflammable
volatil et de l'instrumentation associée (voir Figure B.1). La commande du processus
s'effectue a partir d'un systéme de commande de processus de base (BPCS) qui surveille le
signal provenant du transmetteur de débit et commande l'actionnement d'une vanne. Les
systémes d'ingénierie disponibles sont les suivants: a) un transmetteur de pression
mdependant qui declenche une alarme de pressmn elevee et alerte Ioperateur afln qu |I mette

; ' ) e de
réponse de Ioperateur une couche de protectlon non mstrumentee (vanne de limitation de la
presgion) qui traite les dangers liés a la pression élevée a l'intérieur du récipient| Les
dégagements par la vanne de limitation de la pression sont acheminés par un tuyau jugqu'a
un ré@servoir de séparation qui libére les gaz dans un systéme de torche. Dang.cet exemple, il
est pris pour hypothése que le systeme de torche est diment homologué,‘congu, installé et
en exploitation; les défaillances potentielles du systéme de torche ne sont donc pas prisg¢s en
cons|dération dans cet exemple.

NOTE| Le terme "systémes d'ingénierie" se rapporte a tous les systémes disponibles pour répondre p une
sollicifation du processus, y compris d'autres systemes de protection instrumentés, et a I'action/aux actions
assocl|ée(s) de l'opérateur.

Vers Ja torche

PRV

Gaz

Liquide

IEC

Légernde

FC Controleur de flux

FCV ‘VIGIIIIC dU \;UIIIIIIGIIdU dU I‘:U

PAH Alarme de pression élevée

BV Vanne de sectionnement

PRV Vanne de limitation de la pression

Figure B.1 — Récipient sous pression avec systémes de sécurité existants

B.3.2 Cible de sécurité du processus

Pour garantir la bonne gestion du risque industriel, une exigence fondamentale consiste a
définir de fagon claire et concise la sécurité cible du processus (ou risque tolérable)
souhaitée. Cela peut étre défini par |'utilisation de réglementations et de normes nationales et
internationales, de politiques d'entreprise et la prise en considération des opinions des parties
concernées telles que le public, la juridiction locale et les compagnies d'assurance,
I'ensemble étant soutenu par la mise en ceuvre de bonnes pratiques techniques. La sécurité
cible du processus est propre a un processus, une société ou une industrie. Il convient donc
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de ne pas généraliser sans que des réglementations et des normes justifient de telles
généralisations. Pour cet exemple de présentation, partir de I'hypothése que la sécurité cible
du processus est établie & un taux de dégagement moyen de moins de 104 par an, en
fonction des conséquences attendues du dégagement sur I'environnement.

B.3.3 Analyse de danger

Il convient d'effectuer une analyse de danger destinée a identifier les dangers, les écarts
potentiels du processus et leurs causes, les systémes d'ingénierie disponibles, les
événements initiateurs ainsi que les événements dangereux potentiels (accidents) pouvant se
produire. Pour cela, plusieurs techniques qualitatives peuvent étre utilisées:

- r(lvues de sécurité;

istes de controble;

— ahalyse prédictive par simulation;

— éjude HAZOP;

— apalyse des modes de défaillance et de leurs effets;

hnalyse cause-conséquence.

L'anglyse HAZOP (HAZard and OPerability) est une technique-qui est largement emplpyée.
L'anglyse (ou I'étude) HAZOP permet d'identifier et d'évalder les dangers dans| une
installation de processus, ainsi que les problémes d'opérabilité non dangereux qui
compromettent son aptitude a atteindre la productivité de calcul.

En guise de deuxiéme étape, une analyse HAZOP est effectuée pour l'exemple de
prése¢ntation fourni a la Figure B.1. Le but de cette étude HAZOP est d'évaluer les
événements dangereux qui peuvent entrainer le dégagement du matériau |dans
I'envlironnement. Une liste abrégée est . é&humérée au Tableau B.1 pour donnen les
résultats HAZOP.

W

Les fésultats de I'étude HAZOP ont permis d'établir qu'une condition de surpression polrrait
provoquer un dégagement du matérfiau inflammable dans I'environnement. La pression élevée
est Un écart de processus qui pourrait se transformer en événement dangereux menant|a de
multiples scénarios en fonetion de la réponse fournie par les systémes d'ingénierie
dispgnibles. Si une étude HAZOP compléte a déja été effectuée pour le processus, d'autres
événements initiateurs « qui pourraient provoquer un dégagement de matériau |dans
I'envlironnement peuventrinclure des fuites dans les équipements du processus, une rupture
totale de la canalisation et des événements externes (par exemple: incendie). Pour cet
exenple de présentation, la condition de surpression est examinée.
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Tableau B.1 — Résultats de I'analyse HAZOP

Elément Ecarts Causes Conséquences Protections Action
Récipient Flux élevé Défaillance de la | Un flux élevé provoque
boucle de une pression élevée
commande de (voir Note ci-dessous)
flux
Pression élevée | 1) Défaillance de | Endommagement du 1) Alarme de Evaluation des
la boucle de récipient et pression élevée | conditions de
commande de dégagement dans . conception pour
flux I'environnement 2), Systéme le dégagement
oA L i déluge par la vanne de
=TT OO imitation de Ja
3) Vanne de
externe ;
limitation de la | Pression dan
pression I'envirofinemeént
Débit faible/ Défaillance de la | Aucune conséquence
inexistant boucle de présentant un intérét
commande de
flux
Débit inversé Aucune conséquence
présentant un intérét
NOTE| Pour cet exemple, il est pris pour hypothése que le récipient peut présenter une pression élevée en faison

de l'inaptitude de I'équipement en aval a gérer le flux de gaz total pfevenant du récipient lorsque le
d'alimgntation est trop élevé.

B.3.4

Une
semi

débit

Technique d'analyse de risque semi-quantitative

estimation du risque de processus est effectuée par le biais d'une analyse de risque
quantitative, qui identifie et quantifie les risQues associés aux accidents de procgssus

ou apx événements dangereux potentiels. Les résultats peuvent étre utilisés pour identifier
les fgnctions de sécurité nécessaires et leurniveau d'intégrité de sécurité (SIL) associé [dans
le but de réduire le risque de processus jusqu'a un niveau acceptable. L'évaluation du risque
de prlocessus au moyen de techniques semi-quantitatives peut étre distinguée lors des éfapes
majelres suivantes. Les quatre premieres étapes peuvent étre exécutées au cours de I'¢tude

HAZOP.

a)
b)
c)
d)

NOTE|1
proce

NOTE|2 Cetfe étape s'applique a I'exemple ci-dessus, puisqu'il est question d'un processus existant d
couchpsde protection existantes.

e)

f)

g)
h)

Identifier les dangers liés au-processus;

Identifier les événements-initiateurs;

Elaborer des scénatios d'événements dangereux pour chaque événement initiateur;
Identifier la composition de la couche de protection;

Les fonctions de sécurité sont affectées aux couches de protection afin d'assurer la protection d'un
sus. Elles’ipeluent les SIS et d'autres moyens de réduction de risque (voir la Figure B.2).

té de

Veérifiertafréquenced'occurrence desevenements—initiateurs—ettafiabititédesfonctions
de sécurité existantes en utilisant des données historiques ou des techniques de
modélisation (analyse par arbre d'événement, analyse des modes de défaillance et de
leurs effets, analyse par arbre des défaillances, par exemple);

Quantifier la fréquence d'occurrence des événements dangereux significatifs;
Evaluer les conséquences de tous les événements dangereux significatifs;

Intégrer les résultats (conséquences et fréquence d'un accident) dans I'analyse de risque
associée a chaque événement dangereux.

Les résultats significatifs présentant un intérét sont les suivants:

une compréhension plus fine et détaillée des dangers et des risques associés au
processus;

une connaissance du risque de processus;
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— la contribution des fonctions de sécurité existantes a la réduction de risque globale;

— l'identification de chaque fonction de sécurité nécessaire pour réduire le risque de

processus jusqu'a un niveau acceptable;

— une comparaison entre le risque de processus estimé et le risque cible.

La technique semi-quantitative nécessite des ressources considérables, mais offre

des

avantages autres que ceux offerts par les approches qualitatives. La technique s'appuie

largement sur les compétences d'une équipe a identifier des dangers, fournit une appr
explicite pour traiter les systémes de sécurité existants utilisant d'autres technologies, u

oche
tilise

un cadre pour documenter toutes les activités qui ont conduit aux résultats énoncés et fournit

un systéme pour la gestion du cycle de vie

En de qui concerne l'exemple de présentation, I'étude HAZOP a permis d'établir qu'un

événement dangereux — la surpression — peut entrainer le dégagement de matériau

dans

I'environnement. Il convient de noter que I'approche utilisée en B.3.4 est la combinaison ¢'une

analyse quantitative de la fréquence de I'événement dangereux et d'une évatuation qualif
des g¢onséquences. Cette approche est utilisée pour présenter la procédure-systématiqug

ative
qu'il

convlent de suivre afin d'identifier les événements dangereux et les fonctions instrumentées

de sgcurité (SIF).

B.3.5 Analyse de risque du processus existant

L'étape suivante consiste a identifier les facteurs qui peuvent'contribuer au développeme
I'événpement initiateur. La Figure B.2 présente un arbre, des défaillances simple, qui id
un rtain nombre d'événements qui contribuent au{ développement d'une conditio
surpilession a l'intérieur du récipient. L'événement de‘\téte, a savoir la surpression intern
récipjent, est provoqué par la défaillance du BPCS (p. ex.: boucle de commande de flu
par yn incendie externe (voir le Tableau B.1).

Le but de l'arbre des défaillances est de ‘mettre I'accent sur I'impact de la défaillang
BPC$ sur le processus, et la fréquence d'un incendie externe est considérée co
néglipeable en comparaison. Le BPCS n'accomplit aucune fonction de sécurité. Toutefoi

t de
ntifie
n de
e du
X) ou

e du
mme
S, sa
e de

sécufité (SIS). De ce fait, un BRCS fiable réduirait la sollicitation d'intervention du systéme

défa}lance contribue a solliciter_@encore plus l'intervention du systéme instrument

instrumenté de sécurité (SIS).

L'arbre des défaillances peut étre quantifié et, pour cet exemple, la fréquence de la con
de slirpression est, par hypothése, de l'ordre de 10-! fois par an. Il est a noter que ch
causg présentée a(la-Figure B.2 est par hypothése indépendante (autrement dit qu'el
chevpuche pas) des autres causes, avec un taux de défaillances exprimé en événement
année.

dition
aque
€ ne
5 par
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Over-pressurization
0,1/year

| |
External BPCS

events (fire) function fails

/N

| | |
BPCS logic | /'Sensor Valve
solver fails fails stuck Q Or

i O Basic event
ATransfer gate

1EC.
Anglais Francais
Over-pressurization Surpression
0,1/yejar 0,1/an
Exterrjal events Evénements externes
(fire) (incendie)
BPCS|function fails Défaillance dlune fonction du BPCS
BPCS|logic solver fails Défaillance du solveur logique du BPCS
Sensgr fails Défaillance du capteur
Valve |stuck Blecage de la vanne
OR OR
Basic fevent Evénement de base
Transfer gate Porte de transfert

Figure B.2 — Arbre des défaillances pour la surpression du récipient

NOTE|1 La Figure B.2 présente I'arbre des défaillances sans tenir compte des mesures de protection.

Une fois que la fréquence d'‘eccurrence de I'événement initiateur a été établie, I'aptitude des
syst§mes de sécurité a‘répondre ou non a la condition anormale est modélisée au moyen
d'ung analyse par arpre d'événement. Les données de fiabilité relatives aux performgnces
des systémes de sécurité peuvent étre obtenues a partir de données acquises sur le tgrrain
ou des bases de\.données publiées, voire étre prédites en utilisant des techniques de
modg¢lisation déXfiabilité.

Dang cetexemple, les données de fiabilité relevent de I'hypothése et il convient de ne pas
cons|dérer qu'elles représentent les performances publiées ou prévues du systémeg. La

de surpression. Les résultats de la modélisation d'événement sont: a) la fréquence
d'occurrence de chaque séquence de I'événement, et b) les conséquences qualitatives en
termes de résultats de I'événement.

A la Figure B.3, cinq scénarios de résultats sont identifiés, présentant chacun une fréquence
d'occurrence et I'énoncé d'une conséquence qualitative. Le scénario de résultats n° 1
implique une réponse de l'opérateur a l'alarme de pression élevée, présente une fréquence
d'occurrence de 8 x 102 par an et entraine une réduction de la production sans dégagement.
Il s'agit d'une condition de conception acceptable du processus, et I'opérateur est formé et
soumis a l'essai par rapport a la réponse adéquate pour réaliser la réduction de risque.

Les scénarios de résultats n° 2 et 4 impliquent le dégagement de matériau dans la torche,
présentent une fréquence combinée de 1,9 x 102 par an (9 x 103 + 1 x 102) et sont
également considérés comme une condition de conception du processus. Les autres
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scénarios de résultats (3 et 5) présentent une fréquence d'occurrence combinée de 1,9 x 104
par an (9 x 10+ 1 x 104) et entrainent I'endommagement du récipient, ainsi que le
dégagement de matériau dans I'environnement (voir Note 2).

Il convient de noter que cette analyse ne tient pas compte du fait qu'il puisse avoir une
défaillance de cause commune de l'alarme de pression élevée, ainsi qu'une défaillance du
capteur de débit du systeme de commande de processus de base (BPCS). Une telle
défaillance de cause commune pourrait entrainer une hausse significative de la fréquence
d'occurrence pour les résultats n° 3 et donc une augmentation du risque global.

To flare
Gas
EEEE—
\f @
& T .
AIM
©] ON/OFF FIC
] Liquid
[ - d
High pressure Operator Pressure
alarm response relief\alve
IPL 1 IPL 2
Success
1. No release to the flare, 8 x 10-2/year
Success 0.8 Success
2. Release from PRV to the flare, 9 x 10-3/yefar
0,9 Failure 0,99
0,1 Failure
Flow control 3. Release to the environment, 9 x 10-5/year
Iqop fails 0,01
19-1/year
Success
4. Release from PRYV to the flare, 1 x 10-2/yefr
Failure 0,99
0.1 Failure _
5. Release to the environment, 1 x 10-4/year
0,01

NOTE Results rounded to the first significant digit
IEC
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To flare Vers la torche

Gas Gaz

Liquid Liquide

High pressure alarm Alarme de pression élevée

Operator response Réponse de I'opérateur

Pressure relief valve Vanne de limitation de la pression

Flow control loop fails Défaillance de la boucle de commande de flux

10'1/y|:a| +0-tam

Succelss Réussite

Failure Défaillance

No release to the flare Pas de dégagement vers la torche

8 x 102/year 8 x 102/an

Releage from PRV to the flare Dégagement entre la vanne de limitation de la pregsion
et la torche

9 x 10°3/year 9 x 10°%/an

Releage to the environment Dégagement dans |'environnement

9 x 105/year 9 x 10%/an

1 x 102/year 1 x 10%/an

1 x 10*/year 1 x 10:4/an

NOTE| NOTE

Resul{s rounded to the first significant digit Résultats arrondis au premier chiffre significatif

Figure B.3 — Evénements dangereux'avec des systémes de sécurité existants

NOTE|2 Dans certaines applications, la fréquence et la probabilité de défaillance en cas de sollicitatipn ne
peuvent pas étre multipliées (voir la Figure B.3). Ce phénoméne peut étre d0 a un chevauchement, une défafllance
de cafse commune et des dépendances helistiques entre les différentes couches de protection. Voir I'Annexq J.

NOTE|3 Chaque événement indiquésa-la Figure B.3 est censé étre indépendant des autres. De plus, les dojnnées
indiquges sont approximatives; par conséquent, la somme des fréquences de tous les accidents s'approchqg de la
fréqugnce de I'événement initiateur (0,1 par an).

B.3.6¢ Evénements ne satisfaisant pas a la sécurité cible du processus

Comme indiqué préceédemment, des lignes directrices spécifiques a l'installation établissent la
sécufité du processus comme suit: pas de dégagement de matériau dans l'environngment
selor} une fréquence d'occurrence supérieure a 104 par an. La fréquence globale| des
dégagements dans Il'environnement est égale a 1,9 x 10°° (scénario n°3)+ 1,9 4104
(scénario™n® 5) = 1,92 x 104 par an, ce qui est supérieur a la sécurité cible du procegsus.
Comptie“tenu de la fréquence d'occurrence des événementis dangereux et des données
relatives aux conséquences indiquées a la Figure B.3, une réduction de risque
supplémentaire doit étre réalisée pour que les scénarios de résultats n° 2, 3 et 5 se situent en
dessous de la sécurité cible du processus.

B.3.7 Réduction de risque au moyen d'autres couches de protection

Il convient d'envisager les couches de protection utilisant d'autres technologies avant de
définir le besoin d'une fonction instrumentée de sécurité (SIF) mise en ceuvre dans un
systéme instrumenté de sécurité (SIS). Un systéme déluge est cité comme une protection
dans le Tableau B.1, mais il n'empéche ni I'endommagement du récipient ni le dégagement
dans I'environnement.

L'objectif de I'analyse étant de minimiser le risque lié¢ au dégagement de matériau dans
I'environnement, il peut étre pris pour hypothese que le systeme déluge ne constitue pas un
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plan de réduction de risque acceptable en ce qui concerne I'endommagement du récipient ou
le dégagement dans I'environnement. Le systéme déluge réduit le risque pour le personnel et
le transfert d'événements, qui ne sont pas évalués dans cet exemple.

B.3.8 Réduction de risque au moyen d'une fonction instrumentée de sécurité

La sécurité cible du processus ne peut pas étre réalisée en utilisant des couches de
protection utilisant d'autres technologies. Afin de réduire la fréquence globale des
dégagements dans I'atmosphére, une nouvelle fonction instrumentée de sécurité (SIF)
présentant un niveau d'intégrité de sécurité (SIL) 2 doit satisfaire a la sécurité cible du
processus. La nouvelle SIF est montrée a la Figure B.4.

A ce|stade, une conception détaillée de la SIF n'est pas nécessaire. Un concept générpl de
concgption de la SIF est suffisant. L'objectif de cette étape est de déterminer si ufe-noyvelle
SIF de SIL 2 apportera la réduction de risque exigée et permettra d'atteindre la ‘sécurité|cible
du pfocessus. La conception détaillée de la SIF interviendra aprés la détermination ge la
sécufité cible du processus. Pour cet exemple, la nouvelle SIF utilise. des capteuns de
pressgion jumelés, consacrés a la sécurité dans une configuration 1002 (nofprésentés dgns la
Figuqe B.4) qui transmettent des signaux a un solveur logique. La sortie du solveur logique
commande la vanne d'arrét et la pompe.

NOTE| 1002 signifie que I'un ou l'autre des capteurs de pression peut déclencher I'arrét du processus.

La nouvelle SIF de SIL 2 est utilisée pour minimiser la fréquence d'un dégagement provénant
d'un [récipient sous pression a cause d'une surpression. ‘ka Figure B.4 présente la noyvelle
couche de protection et fournit tous les scénarios d'accidents potentiels. Comme l'indique
cette| figure, la fréquence d'un dégagement provenant‘de ce récipient peut étre réduite 3 une
valeyr inférieure ou égale a 104 par an, et la sécurité cible du processus peut étre satigfaite
sous|réserve de pouvoir établir que la SIF satisfait'aux exigences du SIL 2.

Dang la Figure B.4, sept scénarios de_résultats sont identifiés, présentant chacun| une
fréguence d'occurrence et une conséquence qualitative. La fréquence du scénarip de
résultats n° 1 est la méme que celle-susmentionnée. La réponse de I'opérateur entraing une
rédugtion de la production & une fréquence de 8 x 102 par an.

Dang ce cas de conceptions-I'exploitation réussie du systéme instrumenté de sécurité [SIS)
méng a un arrét du processus et présente une fréquence d'occurrence de 1,9 x 10-2 pdr an.
Le S|S réduit le taux de.sollicitation du processus sur la vanne de limitation de la pressiop. La
fréquence du scénario )de résultats n° 3, qui implique le dégagement de la PRV (vanrle de
limitdtion de la pression) a la torche, est réduite de deux ordres de grandeur par rappdrt au
cas précédent_de 9 x 10 par an. Le scénario de résultats 4, c'est-a-dire I'événement
dangereux avec-dégagement de matériau dans l'environnement, présente une fréquence
d'ocqurrencerde 9 x 107 par an.

Le s¢énario de résultats n° 5 se traduit par une absence de dégagement en raison de l|larrét
du processus par le sysieéme Insirumenie de Securiie (SIS) et presenie une irequence
d'occurrence de 1 x 102 par an. En cas de défaillance du SIS, la vanne de limitation de la
pression assure la prochaine fonction de sécurité (comme I'explique le scénario de résultats
n° 6) et s'ouvre pour donner acces a la torche. La fréquence d'ouverture de la vanne de
limitation de la pression est de 1 x 104 par an. La fréquence totale des dégagements dans la
torche est déterminée par les scénarios 3 et 6. Leur fréquence globale d'occurrence est de
9x10°+1x10%o0ou 1,9 x 104, Les dégagements provenant de la torche sont une condition
de conception acceptable pour le processus. Le scénario de résultats n° 7 traite de la
défaillance de I'ensemble des fonctions de sécurité et présente une fréquence d'occurrence
de 1 x 1076 par an.

La fréquence totale de défaillance du récipient avec dégagement dans I'environnement
(somme des fréquences des scénarios 4 et 7) a été réduite a 1,9 x 10-6 par an, ce qui est
inférieur & la sécurité cible du processus de 104 par an.
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Il convient de noter que cette analyse par arbre d'événement ne tient pas compte de la
possibilité de défaillance de cause commune et des dépendances holistiques entre I'alarme
de pression élevée et la SIF de SIL 2. Il peut également exister une éventuelle défaillance de
cause commune et des dépendances holistiques entre les fonctions de sécurité et la
défaillance du capteur de débit du BPCS.

De telles défaillances de cause commune peuvent entrainer une augmentation significative de
la probabilité de défaillance en cas de sollicitation des fonctions de protection et donc une
augmentation substantielle du risque global.

To flare
07 Gas
ke bet PAHH -
|
[
el
: I AIM
|
ON/OFF [
L] Liquid
@
High pressure Operator SIL 2 Pressure
alarm response SIS relief valve
IPL 1 IPL 2 IPL 3
0,9
1. No release to the flare, 8 x 10-2/year
0,9 0,99
2. No release to the flare, 9 x 10-3/year
0,99
0,1 —— 3. Release to the flare, 9 x 10-5/year
Overpressure 0,01
ST 4. Failure of the vessel and release
10-"/year 0,01 to the environment, 9 x 10-7/year
0,99
5. No release to the flare, 1 x 10-2/year
8-99
0,1 ——— 6. Release to the flare, 1 x 10-4/year
0,01
7. Failure of the vessel and release
0,01 to the environment, 1 x 10-6/year

NOTE Results rounded to the first significant digit
IEC
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Resul{s rounded to the first significant digit

Résultats arrondis au premier chiffre significatif

Figure B.4 — Evénements dangereux avecfonction instrumentée de sécurité de Sl

| 2
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Annexe C
(informative)

Méthode de la matrice de couches de sécurité

Présentation

du site et les décisions relatives aux stocks dangereux et a l'implantatio
[lation. La détention de stocks minimaux de produits chimiques dangereux, linstall
nalisations et de systémes échangeurs thermiques qui empéchent physiquem
ge accidentel de produits chimiques réactifs, le choix de récipients a parois épa

2016

Dans chaque processus, il convient que la réduction de risque commence par les éléments

e, le
h de
ation
nt le
sses

nt résister aux pressions maximales possibles du processus et le(gchoix d'un fluide
chauffant ayant une température maximale inférieure aux températures de’décomposition des

bption et d'exploitation du processus constitue une étape- clé dans la conception

its chimiques du processus constituent des décisions de conception du procgssus
inées a réduire les risques opérationnels. Le fait d'accorder* une attention
iculiere a la réduction de risque en sélectionnant soigneusement les parameétrels de

toute

d'un

proctssus de sécurité. Il est également recommandé de rechercher des moyens d'élimingr les

Dans

utilis
dess
admi

contn

oppement du processus. Malheureusement, méme si)cette philosophie de concept
nise en application dans son intégralité, des danders peuvent demeurer et il con
liquer des mesures de protection supplémentaires.

le secteur des industries de transformation, plusieurs couches de protection
Bes pour assurer la protection d'un precessus (voir Figure C.1). A la Figure C.

histratives qui fonctionnent de cohicert avec d'autres couches de protection
Oler ou atténuer le risque de procéssus.

rs et d'appliquer des méthodes de conception a sécurité'intrinséque lors de la phase de

on a
vient

sont
1 ci-

bus, chaque couche de protection est.composée d'équipements et/ou de commandes

pour
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Emerdency response Réponse d'urgence
Physigal protection Protection physique
Relief|devices Appareils de limitation
SIS SIS
Alarmg, operators Alarmes, opérateurs
BPCS BPCS
Proceps Processus

Eigure C.1 — Couches de protection
Le cgncept de couchegs'de protection repose sur trois concepts de base:

a) Une couche.'de protection est composée d'un ensemble d'équipements et/oyl de

o
p

b) Une,couche de protection satisfait aux critéres suivants:

Elle réduit le risque identifié d'un facteur au moins égal a 10;

bmmandes/~administratives qui fonctionnent de concert avec d'autres couchegs de
rotection_pour contrdler ou atténuer le risque de processus.

Elle présente les caractéristiques importantes suivantes:

Spécificité — Une couche de protection est congue pour empécher ou atténuer les
conséquences d'un événement potentiellement dangereux. De nombreuses causes
peuvent conduire au méme événement dangereux et de nombreux scénarios
d'événements peuvent donc initier une action de la part d'une couche de
protection.

Indépendance — Une couche de protection est indépendante des autres couches
de protection s'il peut étre démontré qu'il n'existe aucun risque de défaillance de
cause commune ni de défaillance de mode commun avec d'autres couches de
protection revendiquées.

Sireté de fonctionnement — Il peut étre considéré avec certitude que la couche de
protection remplit sa fonction prévue et traite aussi bien les défaillances aléatoires
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que les défaillances systématiques que ce qui a été prévu au stade d
conception.

e Aptitude aux contréles — Une couche de protection est congue pour facilit
validation réguliere des fonctions de protection.

2016

€ Ssa

er la

c) La couche de protection d'un systéme instrumenté de sécurité (SIS) est une couche de

protection qui satisfait a la définition d'un SIS au titre de I'Annexe C (le terme "SIS"
utilisé au moment de I'élaboration de la matrice de couches de sécurité).

Références:

C.2 | Cible de sécurité du processus

Pour| garantir la bonne gestion.du risque industriel, une exigence fondamentale consi
définjr de fagon claire et concise la sécurité cible du processus (ou risque tolérable) souh
qui
intermationales, de politigues d'entreprise et la prise en considération des opinions des p
concernées telles ,que le public, la juridiction locale et les compagnies d'assur
I'ensegmble étant soutenu par la mise en ceuvre de bonnes pratiques techniques. La séc
cible[du processus est propre a un processus, une société ou une industrie. Il convient
de ne pas généraliser sans que des réglementations et des normes justifient de
généralisations.

C3 “Analysededanger—m—

Guidelines for Safe Automation of Chemical Processes, American Institute of Che

était

mical

m

ngineers, CCPS, 345 East 47th Street, New York, NY 10017, 1993, ISBN 0-8169-01
(disponible en anglais seulement);

ayer of Protection Analysis-Simplified — Process risk assessment, American, Instity
hemical Engineers, CCPS, 3 Park avenue, New York, NY 10016-5991,.2001, ISH
169-0811-7 (disponible en anglais seulement);

CPS/AIChE, Guidelines for Safe and Reliable Instrumented Protective Systems, V)
Interscience, New York (2007) (disponible en anglais seulement);

$A 84.91.01: Identification and Mechanical Integrity of Safety-Controls, Alarms,
nterlocks in the Process Industries, The Instrumentation, ‘Society of Automatior
exander Drive, PO Box 12277, Research Triangle Parky NC 27709, USA (disponib
hglais seulement);

A
a
Sjafety Shutdown Systems: Design, Analysis and Justification, Gruhn and Cheddie,
The Instrumentation, Systems, and Automation /Society, 67 Alexander Drive, PO
1

ahglais seulement);

F

S

s

M Global Property Loss Prevention Data Sheet 7-45, "Instrumentation and Cont
afety Applications", 1998, FM Globaly”Johnston, RI, USA (disponible en an
bulement).
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Il convient d'effectuer une analyse de danger destinée a identifier les dangers, les écarts
potentiels du processus et leurs causes, les systémes d'ingénierie disponibles, les
événements initiateurs ainsi que les événements dangereux potentiels pouvant se produire.
Pour cela, plusieurs techniques qualitatives peuvent étre utilisées:

revues de sécurité;

listes de contréle;

analyse prédictive par simulation;

étude HAZOP;

analyse des modes de défaillance et de leurs effets;
I'analyse cause-conséquence.
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L'analyse HAZOP (HAZard and OPerability) est une technique qui est largement employée.
L'analyse (ou l'étude) HAZOP permet d'identifier et d'évaluer les dangers dans une
installation de processus, ainsi que les problémes d'opérabilité non dangereux qui
compromettent son aptitude a atteindre la productivité de conception.

L'analyse HAZOP est détaillée dans des normes telles que I'lEC 61882:2001. Elle exige une
connaissance approfondie et une compréhension exhaustive de la conception, du
fonctionnement et de la maintenance d'un processus. En général, un chef d'équipe
expérimenté guide systématiquement I'équipe d'analyse pendant toute la phase de conception
du processus en utilisant un ensemble approprié de mots-guides. Les mots-guides sont
appliqués a des points ou a des étapes d'étude spécifiques du processus et sont associés a
des parametres specifiques du processus dans le but didentifier l1es ecaris potentiels par
rapp¢ort a I'exploitation prévue. Des listes de contréle ou une expérience du processus|sont
également utilisées pour aider I'équipe a établir la liste nécessaire des écarts a Qrendre en
compte lors de l'analyse. L'équipe s'entend sur les causes possibles des écarts de,procegsus,
sur lgés conséquences de ces écarts, ainsi que sur les systémes de procédure. et d'ingénierie
exiggs. Si les causes et les conséquences sont significatives et que leg |protections|sont
inadgquates, I'équipe peut recommander des mesures de sécurité supplémentaires oy des
actiops de suivi pour la prise en considération de la gestion.

Il arrjve souvent que les données expérimentales et les résultats(d'études HAZOP propfes a
un processus particulier puissent étre généralisés de maniere @ pouvoir étre appliqués a des
procgssus similaires dans une société. Si une telle génhéralisation peut étre faite, le
déplgiement de la méthode de la matrice de couches _de sécurité avec des ressolrces
limitges est faisable.

C.4 | Technique d'analyse de risque

Une [fois I'étude HAZOP effectuée, le risque~associé a un processus peut étre évalué en
utilisant des techniques qualitatives ouy quantitatives. Ces techniques reposent suf les
compeétences du personnel de l'installation et d'autres spécialistes en analyse de danger et de
risque a identifier des événements-\dangereux potentiels et a en évaluer la probdbilité
d'ocdurrence, les conséquences et llimpact.

Une japproche qualitative peut étre utilisée pour évaluer le risque de processus. Une|telle
approche permet de définir’ un cheminement tragable de la maniére dont I'événgment
dangereux se développe, ainsi que l'estimation de la probabilité (plage d'occurience
approximative) et de la‘gravité.

Le Tableau C.1.dernne les lignes directrices types pour estimer la probabilité d'occurrenc¢ des
événements dangereux sans tenir compte de l'impact des couches de protection existantes.
Les gonnées eontenues dans ce tableau sont génériques et peuvent étre utilisées si aucune
donnge specifique a l'installation ou au processus n'est disponible. Toutefois, si des données
propreS<a une société sont disponibles, il convient de les utiliser pour établir la probgbilité

dl pu| 4 4 + i
occtrrenceges—evenementsaangeretx:

De la méme maniére, le Tableau C.2 montre un moyen permettant de convertir la gravité de
I'impact d'un événement dangereux en degrés de gravité en vue d'une évaluation relative. La
encore, ces classes sont données en guise de lignes directrices. La gravité de l'impact des
événements dangereux et leur classement sont établis en se fondant sur les compétences et
I'expérience propres a l'installation.
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Tableau C.1 — Probabilité d'occurrence des événements dangereux
(sans tenir compte des couches de protection)

Probabilité
d'occurrence

Type d'événements
Classement

qualitatif

Des événements tels que des défaillances multiples de divers instruments ou vannes, des
erreurs humaines multiples dans un environnement sans contrainte ou des défaillances Faible
spontanées de récipients du processus.

Des événements tels que des défaillances simultanées d'instruments et de vannes ou des
dégagements/importants dans des zones de chargement/déchargement.

Moyenne

Des gvénements tels que des fuites dans des circuits du processus, des défaillances
d'instruments/de vannes ou des erreurs humaines qui entrainent de faibles dégagements de | Elevége
matéfiaux dangereux.

NOTHE Le systéme peut étre conforme a I'lEC 61511-1:2016 lorsqu'une revendication est formulée selon laquelle
la fréfuence de défaillance d'une fonction de commande est inférieure & 10°".

Tableau C.2 — Critéres de classement de la gravité
de lI'impact des événements dangereux

Clasgement selon
Lo Impact
la gravité

Trés prave Endommagement a grande échelle des équipements. Arrét d'un processus pour une période
prolongée. Conséquence catastrophique pour/le personnel et pour I'environnement.

Grave Endommagement des équipements. Artét de courte durée du processus. Atteintes gravles au
personnel et a I'environnement.

Minelr Endommagement mineur des égquipements. Pas d'arrét du processus. Lésions temporajres
infligées au personnel et atteinte\a I'environnement.

C.5 | Matrice de couches de sécurité

Une |matrice de risque peut_é&tre utilisée pour évaluer le risque en combinant la probgbilité
d'ocdurrence et le classement selon la gravité de l'impact des événements dangereux| Une
approche similaire peut étre utilisée pour développer une matrice, qui identifie la réductign de
risque potentielle pouvant étre associée a l'utilisation d'une couche de protection du SIS} Une
telle [matrice de risque“est donnée a la Figure C.2. Dans la Figure C.2, la sécurité cibje du
procgssus a été integrée a la matrice. En d'autres termes, la matrice repose sur I'expérience
en eixploitationet sur les critéres de risque propres a la société, sur la philosophie de
conception, d'exploitation et de protection de la société, ainsi que sur le niveau de ségurité
que la sociéte a défini comme sécurité cible du processus.
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Nombre de SIL exigé
couches de
protection
existantes
c)
3 1 1
S m—cy & by
2 1 1 2 1 2 3
c) b) b) b) a)
1 1 2 1 2 |3 3 3 3
Probabilité L|{m]|H Lim|H L | m | N
d'événement ol e ; ol e g'] o e ;
dangereux
g w d h w d h w d h
Mineur Grave Trés grave
Classement selon/la/gravité de I'événement
dangereux
IEC
Anglais Francais
Low Faible
Med Moyenne
High Elevée
a) A|ce niveau de risque, une fonetion instrumentée de sécurité (SIF) de SIL 3 ne garantit pas une réductjon de

que suffisante. Des modifications supplémentaires sont exigées pour réduire le risque.

b) A|ce niveau de risque; uhe SIF de SIL 3 peut ne pas assurer une réduction de risque suffisante. Unerevue
supplémentaire est €xigée.

c) L& couche de protection du SIS n'est probablement pas nécessaire.

NOTE|1 Nombfe\total de couches de protection — inclut toutes les couches de protection assurant la protectjon du

proce$sus, y.compris le SIS en cours de classification (c'est-a-dire le nombre de couches de protection|apres

analyge, y compris la nouvelle SIF (si exigée)).

NOTE|2 \ Probabilité d'occurrence des événements dangereux — probabilité que I'événement dangereux se

produise alors qu'aucune des couches de protection n'est en service. Pour des lignes directrices, se reporter au

Tableau C.1.

NOTE 3 Gravité d'un événement dangereux — impact associé a I'événement dangereux. Pour des lignes

directrices, se reporter au Tableau C.2.

NOTE 4 Cette approche est considérée comme ne convenant pas pour le SIL 4.

C.6

Figure C.2 — Exemple de matrice de couches de sécurité

Procédure générale

a) Etablir la sécurité cible du processus.

b) Procéder a une identification du danger (étude HAZOP, par exemple) pour identifier tous
les événements dangereux présentant un intérét.



https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

d)

e)

f)

g)
h)

- 140 - IEC 61511-3:2016 © IEC 2016

Etablir les scénarios d'événements dangereux et estimer la probabilité d'événement
dangereux en utilisant les lignes directrices et les données propres a la société.

Etablir le classement selon la gravité des événements dangereux en utilisant les lignes
directrices propres a la société.

Identifier les couches de protection existantes (Figure C.2). Il convient de réduire la
probabilité estimée d'occurrence d'événements dangereux par un facteur de 10 pour
chaque couche de protection.

Identifier la nécessité d'une couche de protection du SIS supplémentaire en comparant le
risque restant a la sécurité cible du processus.

entifier le SIL a I'aide de |a Figure C.2

llfconvient que I'utilisateur se conforme a I'Article C.1 b).
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Annexe D
(informative)

Méthode semi-qualitative: graphe de risque étalonné

D.1 Présentation

L'Annexe D s'appuie sur le schéma général de mise en ceuvre du graphe de risque décrit a
I'Articte E-+—detEC61508=5:2040—FAnmexe D—a—¢été au'aptc'c pourt neux lépunu'l aux
besojns de l'industrie de transformation.

Elle décrit la méthode du graphe de risque étalonné utilisée pour déterminefcles niveaux
d'intd4grité de sécurité (SIL) des fonctions instrumentées de sécurité (SIF)n\II' s'agit d'une
méthpde semi-qualitative qui permet de déterminer le niveau d'intégrité .'de sécurité |(SIL)
d'ung fonction instrumentée de sécurité (SIF) a partir du moment ou les Facteurs de risque
assofiés au processus et au systéme de commande de processus)de base (BPCS)|sont
connps.

L'approche utilise un certain nombre de parameétres, qui décrivent ensemble la nature fde la
situation dangereuse en cas de défaillance ou d'indisponibilité’ d'un systéme instrumenté de
sécufité (SIS). Un paramétre est choisi dans chacun~des quatre ensembles, puis les
parameétres sélectionnés sont combinés pour choisir le SlL affecté a la SIF. Ces paraméties:

— permettent une évaluation nuancée des risques; et
— rgprésentent les facteurs clés de I'évaluation-du risque.

L'approche du graphe de risque peut égalément étre utilisée pour déterminer la nécgssité
d'ung réduction de risque lorsque les conséquences incluent une dégradation importanie de
I'envlironnement ou une perte de biens. L'Annexe D a pour objet de donner des lignes
direcftrices concernant les problémes ci-dessus.

L‘ArrlTexe D commence par lacprotection contre les dangers menacant le personnel| Elle
permet d'envisager l'application du graphe de risque général donné a la Figure E.[1 de
I'EC[61508-5:2010 aux industries de transformation. Enfin, elle indique les applicatiorjs du
graphe de risque a la protection de I'environnement et a la protection des biens.

D.2 | Synthése'du graphe de risque

Un risque est-défini comme une combinaison de la probabilité d'occurrence d'un dommape et
de lalgrayité du dommage en question (voir I'Article 3 de I'lEC 61511-1:2016). Habituellement,
dans| lé¢secteur des industries de transformation, le risque dépend des quatre param'Ftres
suivants:

— la conséquence de I'événement dangereux (C);
— l'occupation (probabilité que la zone exposée soit occupée) (F);
— la probabilité que la situation dangereuse soit évitée (P);

— le taux de sollicitation (nombre de fois par an ou la situation dangereuse se produirait en
I'absence de la SIF a I'étude) (W).

Lorsqu'un graphe de risque est utilisé pour déterminer le niveau d'intégrité de sécurité (SIL)
d'une fonction de sécurité opérant en mode continu, la modification des parameétres utilisés
dans le graphe de risque devra étre envisagée. Il convient que les parameétres (voir
Tableau D.1) représentent les facteurs de risque qui se rapportent le mieux aux
caractéristiques de l'application concernée. Le mapping des SIL par rapport aux résultats des
décisions relatives aux paramétres devra également étre envisagé, car un certain ajustement
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peut se révéler nécessaire pour garantir la réduction de risque a des niveaux tolérables. A
titre d'exemple, le paramétre W peut étre redéfini comme le pourcentage de vie du systéeme
durant lequel le systeme est en service. De ce fait, le parameéetre W1 serait sélectionné
lorsque le danger n'est pas présent en permanence et que la période par année durant
laquelle une défaillance engendrerait un danger est courte. Dans cet exemple, les autres
parametres devraient également étre envisagés en ce qui concerne les critéres de décision
concernés et les résultats relatifs aux niveaux d'intégrité passés en revue pour garantir un
risque tolérable.

Tableau D.1 — Descriptions des paramétres du graphe
de risque pour les industries de transformation

Parametre Description

Nombre d'accidents mortels et/ou de Iésions graves susceptibles de{sé prgduire
suite a l'occurrence de I'événement dangereux. Ce parametre est(déterming en

calculant les nombres dans la zone exposée lorsque la zone est'occupée gn
tenant compte de la vulnérabilité a I'événement dangereux!

Consgquence C

Probabilité que la zone exposée soit occupée au moment.ou I'événement
dangereux se produit. Ce paramétre est déterminé en'calculant la fraction fle
temps durant laquelle la zone est occupée au moment ou se produit I'événgment
dangereux. Cela peut tenir compte de la possibilite-d'avoir une augmentatipn de
la probabilité que des personnes soient présentes dans la zone exposée, {fin de
déterminer les situations anormales qui pedvent exister au moment de
I'apparition de I'événement dangereux (v€rifier aussi si cela modifie le
parameétre C).

Occupation F

Probabilité que des personnes exposées puissent éviter la situation dangefeuse
qui existe en cas de défaillance-dg la fonction instrumentée de sécurité (SIF) sur
P sollicitation. Cela dépend de Ja 'présence de méthodes indépendantes utilidées
pour avertir les personnes exposées au danger avant que le danger ne se
produise, ainsi que de la presence de méthodes d'évacuation.

Probgbilité que le
dangegr soit évité

Nombre de fois par an-ou'l'événement dangereux se produirait en I'absenck de
la SIF a I'étude. Cenparametre peut étre déterminé en tenant compte de todites
les défaillances pouvant provoquer I'événement dangereux et en évaluant le taux
global d'occurrence. Il convient d'inclure d'autres couches de protection a [[étude.

Taux|de sollicitation w

D.3 | Etalonnage

Les gbjectifs de la procédure-d'étalonnage sont les suivants:
a) Dlécrire tous les parametres de maniére a permettre a I'équipe chargée d'évaluer le S|IL de
brter des jugenments objectifs fondés sur les caractéristiques de l'application.

p
b) (arantir quesde*SIL choisi pour une application satisfait aux critéres de risque définis par
Ig société et'tient compte des risques provenant d'autres sources.

c) Permettre de vérifier le processus de sélection des paramétres.

L'éta onnage du graphe de risque est le processus qui con3|ste a attrlbuer des vleurs

risque de processus qui existe et permet de determlner I'intégrité eX|gee de la SIF a I'étude. A
chacun des parametres est attribuée une plage de valeurs de sorte que, lorsque ces
parametres sont combinés, ils permettent d'effectuer une évaluation nuancée du risque qui
existe en I'absence de la fonction de sécurité. De ce fait, une mesure du degré de confiance a
attribuer a la SIF est déterminée. Le graphe de risque se rapporte a des combinaisons
particuliéres de parameétres de risque et de niveaux d'intégrité de sécurité (SIL). La relation
entre les combinaisons de parameétres de risque et de niveaux d'intégrité de sécurité (SIL) est
établie en prenant en considération le risque tolérable associé a des dangers spécifiques.
Pour une description du processus d'étalonnage, se reporter a I'Annexe | (Paragraphes [.2 et

1.4.7).

Lorsque le sujet de I'étalonnage des graphes de risque est abordé, il est important de tenir
compte des exigences en matiére de risques provenant des attentes des exploitants et des
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exigences des autorités compétentes. Les risques pour la vie peuvent étre considérés dans
les deux en-tétes suivants:

— Risque pour les individus — défini comme le risque par année pour l'individu le plus
exposé. Il s'agit normalement de la valeur maximale qui peut étre tolérée. La valeur
maximale provient normalement de toutes les sources de danger.

— Risque sociétal — défini comme le risque total par année encouru par un groupe
d'individus exposés. L'exigence est normalement la réduction de risque sociétal jusqu'a au
moins une valeur maximale qui peut étre tolérée par la société et jusqu'a ce qu'une autre
réduction de risque soit disproportionnée par rapport aux colts relatifs a une telle
réduction de risque.

Si lefrisque pour les individus doit étre réduit jusqu'a une valeur maximale spécifiée, il~ne| peut
alors| pas étre retenu pour hypothése que I'ensemble de cette réduction de risque puissg étre
affecté a un seul systéme instrumenté de sécurité (SIS). Les personnes exposées|sont
sounjises a une grande plage de risques issus d'autres sources (par exemple: risqugs de
chutg, d'incendie et d'explosion).

criteles concernant le codt différentiel pour la prévention des accidents mortels. Ce|coit
différlentiel peut étre calculé en divisant le colt annualisé relatif ag-matériel supplémentajre et
a l'ingénierie associée a un niveau d'intégrité supérieur (par la réduction de risque
différlentielle. Un niveau d'intégrité supplémentaire est justifié, si le colt différentiel pqur la
prévention d'un accident mortel est inférieur @ un montant prédéterminé.

Lorsiw'elle étudie I'étendue de la réduction de risque exigée, une organisation peut avoir des

Un cfitére largement utilisé applicable au risque socijétal est fondé sur la probabilité, F, que N
accidents mortels ou plus se produisent. Les critéres de risque sociétal acceptable se
présg¢ntent sous la forme d'une ligne ou ,d'Uun ensemble de lignes sur un graphe
bilogprithmique représentant le nombre d'accidents mortels en fonction de la fréquence des
accidents. Pour vérifier que les lignes directtices relatives au risque sociétal n'ont pag été
enfrelintes, la courbe de la fréquence cumulée est tracée en fonction des conséquences$ des
accidents pour tous les accidents (c'estza-dire la courbe F-N), en garantissant que la cqurbe
F-N ne coupe pas la courbe de risque-tolérable. Les lignes directrices relatives a I'élaboration
de critéres de risque entrainant des problémes sociétaux sont données dans la publidation
"Reducing Risks, Protecting People", HSE, Royaume-Uni, ISBN 0 7176 2151 0 (disponibje en
anglais seulement).

Les quatre paramétres de.risque auxquels I'Article D.2 fait référence font partie d'un arbfe de
décidion dont la forme est représentée a la Figure D.1. Les points susmentionnés doivent étre
étudigs avant de pouvoir spécifier les valeurs de chacun des paramétres. Une plage est
affecfée a la plupart des paramétres (par exemple, si le taux de sollicitation attendu|d'un
procgssus particulier se trouve dans les limites d'une plage de décade de sollicitdtions
spécifique parjan, le paramétre W3 peut étre utilisé). De la méme maniere, le parametre W2
s'appliquerait pour des sollicitations dans la plage de décade inférieure et le parametrg W1
sapllque pour des soII|C|tat|ons dans la plage de decade |nfer|eure suwante Le fait

: S sur
la valeur du paramétre a selechonner pour une apphcatlon spécifique. Pour étalonner le
graphe de risque, des valeurs ou des plages de valeurs sont attribuées a chaque paramétre.
Le risque associé a chacune des combinaisons de paramétres est alors évalué en termes
individuels et sociétaux. La réduction de risque exigée pour satisfaire au critéere de risque
déterminé (risque tolérable ou moins) peut alors étre établie. Grdce a cette méthode, les
niveaux d'intégrité de sécurité (SIL) associés a chaque combinaison de parameétres peuvent
étre déterminés. Cette procédure d'étalonnage ne doit pas étre effectuée chaque fois que le
niveau d'intégrité de sécurité (SIL) d'une application spécifique doit étre déterminé.
Normalement, cette procédure d'étalonnage est uniguement nécessaire pour permettre aux
organisations d'exécuter le travail une seule fois pour des dangers similaires. Un ajustement
peut étre nécessaire pour des projets spécifiques si les hypothéses initiales énoncées au
cours de I'étalonnage s'avérent invalides pour tout autre projet spécifique.

D
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Lorsque les allocations des parametres sont effectuées, il convient que des informations
soient disponibles pour indiquer la maniére dont les valeurs ont été déduites.

Il est important que cette procédure d'étalonnage soit validée a un niveau hiérarchique élevé
au sein de l'organisation chargée de la sécurité. Les décisions prises déterminent la sécurité
globale obtenue.

En général, il sera difficile a partir d'un graphe de risque de considérer le fait qu'il puisse
avoir une défaillance dépendante entre les sources de sollicitation et le systeme instrumenté
de sécurité (SIS). Cela peut donc conduire a une surestimation de I'efficacité du SIS.

D.4 | Composition et organisation de I'équipe chargée d'évaluer le niveau
d'intégrité de sécurité (SIL)

Il est improbable qu'une seule personne réunisse toutes les compétences.et |'expérience
nécepsaires pour prendre des décisions a propos des parameétres concerpgs? Cette tachfe est
normalement confiée a une équipe constituée dans le but spécifique’de déterminer les
nivegux d'intégrité de sécurité (SIL). L'équipe sera probablement composée des menibres
suivgnts:

N spécialiste du processus;
h ingénieur spécialisé dans la commande de processus;

u
u

— uh gestionnaire des opérations;
uh spécialiste de la sécurité;
u

h opérateur expérimenté ayant déja exploité le\processus a I'étude.

Habituellement, I'équipe traite chaque fonctiofyinstrumentée de sécurité (SIF) a tour de[rble.
L'équipe aura besoin d'informations complétes sur le processus et sur le nombre probabje de
personnes exposées au risque. Il convient que I'équipe compte un opérateur expérimenté
ayant déja utilisé la méthode du graphg‘de risque et qui comprenne les concepts de basg sur
lesqyels repose la méthode. Il convient que le responsable s'assure que chaque membfe se
sent Jibre d'exprimer ses interrogatiens et son point de vue.

D.5 | Documents relatifs‘aux résultats de la détermination du niveau d'intégrité
de sécurité (SIL)

Il esf important gue’ toutes les décisions prises lors de la détermination du SIL spient
cons|gnées dansides documents soumis a la gestion de configuration. Il convient que la
documentatignynindique clairement les raisons pour lesquelles I'équipe a sélectionng¢ les
parameétres-specifiques associés a une fonction de sécurité. Il convient de regrouper daI

s un

i SIL

que

y une

seule équipe d'exploitation, il peut alors étre nécessaire de passer en revue la validité des

hypothéses d'étalonnage. Il convient que le dossier contienne également les informations
supplémentaires suivantes:

— le graphe de risque utilisé avec les descriptions de toutes les plages de paramétres;
— le numéro du dessin et le numéro de révision de tous les documents utilisés;

— les références aux hypothéses relatives aux effectifs et aux éventuelles études de
conséquences qui ont été utilisées pour évaluer les paramétres;

— les références aux défaillances qui conduisent a des sollicitations et a d'éventuels
modéles de propagation des défaillances quand ils ont été utilisés pour déterminer les
taux de sollicitation;

— les références aux sources de données utilisées pour déterminer les taux de sollicitation.
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D.6

Exemple d'étalonnage fondé sur des critéres types

Le Tableau D.2, qui fournit des descriptions et des plages de paramétres pour chaque
parameétre, a été élaboré dans le but de satisfaire a des critéres spécifiques types pour les
processus chimiques tels que décrits précédemment. Avant d'utiliser cette méthode dans le
cadre d'un projet, il est important de confirmer qu'elle satisfait aux besoins des responsables

de la

sécurité.

Le concept de vulnérabilité a été introduit dans le but de modifier le parameétre de
consequence En effet, dans de nombreux cas, une defalllance ne provoque pas un accident
mortel immé rendre en

cons
pas 4
de |4
titre
supé
jusqu
cette

bride|.

d'exp
dem
prob
évidg
des 1

Le n
une
cons

Il est
d'évi
pour
prog
I'évé

prévention de I'événement damgereux. Il convient d'utiliser le paramétre P, uniquemg

I'opé
pour

Certd
séled

personne la plus exposée plutdt que sur une moyenne calculée sur I'ensemble du perso

Cela
élevd

dération dans I'analyse de risque parce que la dose regue par un sujet ne suffit p
provoquer le déceés. La vulnérabilité d'un récepteur a une conséquence est une fon

Fieure a la pression de calcul d'un appareil, mais que la surpression nlaugmentera
'a une valeur supérieure a la pression d'essai de I'équipement. Le résultat probab
défaillance se limitera normalement a une fuite a travers des joints d'étanchéif

tériau liquide, le temps de progression sera suffisamment leat pour qu'il existe une
bilité que le personnel d'exploitation puisse étre capable yd'éviter le danger. Il ¢
mment des cas ou une défaillance pourrait provoquer une rupture des canalisatior
ecipients ou la vulnérabilité du personnel d'exploitation\peut étre élevée.

bmbre croissant de personnes se trouvant a preximité de I'événement dangereux su
ptude des symptdmes apparaissant lors du développement de I'événement sera pr
dération. Il convient d'envisager le cas le plus*défavorable.

important de bien comprendre la diffétence entre la "vulnérabilité" (V) et la "proba3
er un événement dangereux" (P) afintde ne pas prendre en compte deux fois I'allog

ession aprés l'apparition du-~ danger et a la probabilit¢é d'un accident mort

rateur, aprés avoir pris €onscience de la défaillance du SIS, peut entreprendre une 3
éliminer le danger.

ines restrictionsront été posées sur la maniére dont les paramétres d'occupation
tionnés. L'exigence consiste a sélectionner le facteur d'occupation en se basant

permet/de s'assurer que la personne la plus exposée n'est pas soumise a un r

concentration du danger auquel il a été exposé, ainsi que de la durée de I'expositipn. A
d'exemple, il est pris pour hypothése qu'une défaillance provoque unelsurpregsion

pas
e de
& de

En pareil cas, le taux de progression est susceptible d'éire lent et le personnel
loitation pourra normalement éviter les conséquences. Méme gnhJcas de fuite importante

forte
xiste
s ou

ite a
s en

bilité
ation

le méme facteur. La vulnérabilité’ est une mesure qui se rapporte a la vitessg de

el si

nement dangereux survient, alers que le parametre P est une mesure qui se rapport¢ a la

nt si
ction

sont

dur la

nnel.
sque

, qui estensuite intégré a la moyenne pour toutes les personnes exposées a ce risque.

Si un

pafameétre ne tombe pas dans les limites d'une des plages spécifiées, les exigencgs de

réduction de risque doivent étre déterminées par d'autres méthodes ou le graphe de risque

(Figu

re D.1) doit étre réétalonné via les méthodes décrites ci-dessus.
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F = Exposure time parameter a = No special safety'requirements
P = Probability of avoiding the hazardous event b = Asingle:SIFis not sufficient
W = Demand rate in the absence of the SIF under consideration 1,2, 3, 4 = Safety integrity level
IEC
Anglais Francais
Startigg point for risk reduction estimation Point.de départ pour I'estimation de la réduction dqg
risque
Genernalized arrangement (in practical implementations Disposition généralisée (dans des mises en ceuvre
the arfangement is specific to the applications to be pratiques, la disposition est propre aux applicationp
covergd by the risk graph) devant étre couvertes par le graphe de risque)
C = Cpnsequence parameter C = Paramétre de conséquence
F = Exposure time parameter F = Paramétre du temps d'exposition
P = Pobability of avoiding the hazardous event P = Probabilité d'éviter I'événement dangereux
W = Demand rate in the absence of the"SIF under W = Taux de sollicitation en I'absence de la SIF a
consideration I'étude
--- = No safety requirements --- = Pas d'exigence de sécurité
a = N¢ special safety requjrements a = Pas d'exigence de sécurité spéciale
b = A gingle SIF is not sufficient b = Une seule SIF n'est pas suffisante
1, 2, 3, 4 = Safety integrity level 1, 2, 3, 4 = niveau d'intégrité de sécurité

Figure D.1 — Graphe de risque: schéma général

Il convient de ne pas utiliser la Figure D.1 sans nouvel étalonnage pour le faire correspgndre
avechemm—ﬁ—m-quWWWWmm' e i i i i ite i i€ ne

cherche pas a adopter cette méthode. La fagon de procéder pour I'étalonnage dépendra de
celle dont les critéres de risque tolérable sont exprimés. Il convient d'ajuster les descriptions
de paramétres afin qu'elles correspondent avec la plage d'application prévue et avec la
tolérance au risque. Les valeurs C, F, P ou W peuvent étre modifiées. Le Tableau D.2 est un
exemple d'étalonnage ou la valeur W est ajustée par un facteur d'étalonnage D pour
correspondre aux critéres de risque spécifiés.
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Tableau D.2 — Exemple d'étalonnage du graphe de risque général

Parameétre de risque

Classification

Commentaires

Conséquence (C)

Nombre d'accidents mortels

Ce parametre peut étre calculé en
déterminant le nombre de personnes
présentes lorsque la zone exposée au
danger est occupée et en le multipliant
par la vulnérabilité au danger identifié.

CA

CB
CC

Lésion mineure

Plage de 0,01 a 0,1
Plage de > 0,1 a 1,0

a)

b)

Le systéme de classification a été établi
pour traiter les blessures infligées aux
personnes ou les déceés.

Pour l'interprétation de CA, CB, CC et
CD, il convient de tenir compte des
conséquences de l'accident et du
rétablissement normal.

La vulpérabilité est déterminée par la
naturgd du danger contre lequel la
protedtion est assurée. Les facteurs
suivarjts peuvent étre utilisés:

V = 0,p1 Faible dégagement de matériau
inflammable ou toxique

V =0,/ Important dégagement de
matérfau inflammable ou toxique

V =0, Comme ci-dessus, mais aussi une
haute |probabilité d'incendie ou matériau
trés tqxique

V = 1 Rupture ou explosion

CD

Plage > 1,0

Occugation (F)

Ce pafametre est calculé en déterminant
la durge proportionnelle pendant laquelle
la zonk exposée au danger est occupée
pendant une période normale de travail.

NOTE|1 Sile temps passé dans la zone
dangereuse est différent selon I'équipe
d'explpitation, il convient alors de choisir
le temps maximal.

NOTE|2 L'utilisation du parametre FA
n'est gppropriée que s'il peut étre
démontré que le taux de sollicitation‘est
aléatojire et qu'il n'est pas lié a la période
duran{ laquelle I'occupation pourrait étre
supérieure a la normale. Ce derhier cas
se retfouve habituellement avec des
sollicifations qui se produisent au moment
du déarrage des éguipements ou
pendant la recherchexd’anomalies.

FA

FB

Exposition rare a
plus fréquente dans
la zone dangefeuse.
L'occupation’est
inférieureca 0;1.

Exposition
frequente a
permanente dans la
zone dangereuse

c)

Voir le commentaire a) ci-dessus||

Probapilité que l'événement dangereux
soit éyité (P)"en*cas de défaillance du
systeme de protection.

PA

Adoptée si toutes
les conditions de la
colonne 4 sont
satisfaites

d)

Il convient de choisir le parameétre|PA
uniquement si toutes les conditiong
suivantes sont vraies:

- des moyens sont prévus pour

PB

Adoptée si une
seule des conditions
n'est pas satisfaite

signaler la défaillance du SIS a
I'opérateur;

— des moyens indépendants sont
prévus pour arréter le processus
afin de pouvoir éviter le danger ou
de permettre I'évacuation de toutes
les personnes vers une zone de
sécurité;

— il s'écoule plus de 1 h ou un temps
tout a fait suffisant entre le moment
ou l'opérateur est averti et le
moment ou un événement
dangereux se produit pour
entreprendre les actions
nécessaires.
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Parameétre de risque Classification Commentaires
Taux de sollicitation (W). Le nombre de W1 | Taux de sollicitation | e) Le facteur W a pour objet d'estimer la
fois par an ou I'événement dangereux se inférieur a 0,1 D par fréquence du danger qui apparait en
produirait en I'absence de la SIF a an I'absence du SIS.
I'étude.
Pour déterminer le taux de sollicitation, W2 [ Taux de sollicitation | Si le taux de sollicitation est tres élevé, le
toutes les sources de défaillance qui entre 0,1 D et D par | niveau d'intégrité de sécurité (SIL) doit étre
peuvent provoquer un événement W3 an déterminé par une autre méthode ou le
dangereux doivent étre considérées. Lors L graphe de risque doit étre étalonné une
de la détermination du taux de Taux de sollicitation | ,,,yelle fois. Il convient de noter que les
sollicitation, une confiance limitée peut entre D et 10 D par | mgthodes utilisant des graphes de risque
étre accordée aux performances et a an peuvent ne pas constituer la meilleure
I'interyvention-du eyefémn de commande PoUTrdestauxTdT nlr_\'r_\rnr‘hn dans le cas rl'n'r_\'r_\lir\nfinnc
Les pgrformances, qui peuvent étre sollicitation fonctionnant en mode continu. Voir 8.2.39.2
revengliquées si le systéme de commande supérieurs & 10 D de I'l"EC 61511-1:2016.
ne doit pas étre congu et entretenu ar an. une intégrité . i ) |
confofmément a I'EC 61511:-. sont Elus olovea doitgétre f) convient de déterminer la.valeuf du
limitéds a des valeurs inférieures aux exigée. facteur d'étalonnage I afin que le
plage$ de performances associées au graphe de risque danpe un niveay de
SIL1. risque résiduel tolerable, en tenanmt
compte d'autres)risques auxquels|les
Le tayx de sollicitation (W) est égal au personnes exposees sont confrontées
taux de sollicitation relatif a la SIF a et des critéres'propres a la sociétg. Il
I'étudg. convient'de déduire les valeurs
numériques devant étre utilisées par
rappofrt’a chaque valeur W dans ¢
tableau par étalonnage du graphqg de
risque, tel que décrit a I'Article D.3 ou
I'Annexe |.
NOTE| Il s'agit d'un exemple destiné a présenter I'application des, principes pour la conception des graphes de
risque|l. Les graphes de risque relatifs a des applications particuliéres et a des dangers particuliers peuvenft faire
I'objet|d'un accord entre les parties concernées, en tenant compte du risque tolérable (voir les Articles D.1 a P.6).
D.7 | Utilisation des graphes de risque lorsque les conséquences sont une
atteinte a I'environnement
L'apgroche des graphes de risquexpeut également étre utilisée pour déterminer les exiggnces
relatives au niveau d'intégrité lorsque les conséquences d'une défaillance comprennent une
atteinpte grave a l'environnement. Le niveau exigé d'intégrité dépend des caractéristiqugs de
la sybstance dégagée et .de’la sensibilité de I'environnement. Le Tableau D.3 indiquge les
consgquences en termes d'environnement. Chaque site d'installation de procgssus
indivlduelle peut avoif*une quantité définie associée a des substances spécifiques aufdela
desqpelles les autorités compétentes locales doivent étre alertées. Les projets ddivent
déteiminer ce qui_ peut étre accepté dans un lieu spécifique.
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Tableau D.3 — Conséquences générales sur I'environnement

Parameétre de risque Classification

Commentaires

Conséquence (C) | CA | Un dégagement entrainant un

dommage mineur qui n'est pas trés
grave, mais qui est assez important
pour étre signalé a la direction de
l'installation

CB | Dégagement dans les limites du
site du processus entrainant un

Une fuite modérée a travers une bride ou une vanne

Déversement de liquide a faible échelle

Pollution du sol a faible échelle sans altération
nappe phréatique

de la

Un nuage de vapeur malsaine se déplacant au-dela
de I'appareil suite a la rupture d'un joint de bride ou

dommage significatit

la defaillance d'un joint de compresseur

CC | Dégagement hors des limites du Un dégagement de vapeur ou de brouillard avdgc ou
site du processus entrainant un sans retombée liquide qui porte temporairement
dommage grave qui peut étre atteinte a la flore ou a la faune
nettoyé rapidement sans
conséquence significative durable

CD | Dégagement hors des limites de Déversement dans une riviereJou dans la mer
l'installation de processus, avec un | .
dommage important, qui ne peut Un dégagement de vapeur ou de brouillard avgc ou
pas étre nettoyé rapidement ou qui | $@nS retgmbée quuidg qui porte temporairement
a des conséquences durables atteinte a la flore ou.a‘la faune

Retombées solides (poussieres, catalyseurs, spie,

cendres)

Déversement de liquide qui pourrait affecter lajnappe

phréatigue
Les |conséquences mentionnées ci-dessus peuvent étre utilisées conjointement avec le
modéle spécial de graphe de risque donné &a‘la Figure D.2. Il convient de noter qlie le
parametre F n'est pas utilisé dans ce graphe de risque, car le concept d'occupation ne
s'apglique pas. D'autres parameétres P ettW s'appliquent, et les définitions peuvent| étre
identjques a celles appliquées ci-dessus.aux conséquences sur la sécurité bien que la valeur
du facteur d'étalonnage D puisse deyvoir étre modifiée pour correspondre aux critérgs de
risque liés a I'environnement.

the applications to be covered :
by the risk graph)

........................................................... W, W,
CA a --- L L[]
. . : F Xzt
M E
Stzfrtlng pom.t : B —»PA : 1 a J—
for risk reduction b :
estimation : Ce B:_)& 1
N g Fa Py 2 a
2 P s
o |Ce B Xyt
s p—
: . |l 3 2 1
- B Pr =
c Ps X : 3
Generalized arr : D I e
(in practical implementations  : Fy Py : 4 2
the arrangement is specificto : Ps Xe :
: s 3

b 4

C = Consequence parameter
F = not used

P = Possibility of avoiding the hazardous event

W = Demand rate in the absence of the SIF under consideration

--- = No safety requirements
a = No special safety requirements

b = A single SIF is not sufficient

1, 2, 3, 4 = Safety integrity level

IEC
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Anglais Francais
Starting point for risk reduction estimation Point de départ pour I'estimation de la réduction de
risque
Generalized arrangement (in practical implementations Disposition généralisée (dans des mises en ceuvre
the arrangement is specific to the applications to be pratiques, la disposition est propre aux applications
covered by the risk graph) devant étre couvertes par le graphe de risque)
C = Consequence parameter C = Parametre de conséquence
F = not used F = non utilisé
P = Possibility of avoiding the hazardous event P = Possibilité d'éviter I'événement dangereux
W = Demand rate in the absence of the SIF under W = Taux de sollicitation en I'absence de la SIF a
consideration I'étude
--- = No safety requirements --- = Pas d'exigence de sécurité
a = N¢ special safety requirements a = Pas d'exigence de sécurité spéciale
b = A gingle SIF is not sufficient b = Une seule SIF n'est pas suffisante
1, 2, 3, 4 = Safety integrity level 1, 2, 3, 4 = Niveau d'intégrité defsecurité

D.8

L'apg
relati
perte
fonct
d'end
pour
avan
si ell
sur

asso
Ces

Un graphe de risque similaire a celui utilisé pour la protection de I'environnement peut
ré pour la perte «¢e-biens. Il convient de noter qu'il convienne de ne pas utiliser le
et W

élabq

parametre F, car le_concept d'occupation ne s'applique pas. D'autres paramétres P

s'ap
cons
modi

D.9

Figure D.2 — Graphe de risque: atteinte a I'environnement

de biens

ves au niveau d'intégrité lorsque les conséquences d'une défaillance comprennen
de biens. Une perte de biens est la perte éceanémique totale associée a la défaillang
onnement sur sollicitation. Elle inclut\*les colts de reconstruction en

‘environnement. Si cette méthode est utilisée pour déterminer le niveau d'intd

barametres peuvent varier frés largement d'une société a l'autre.

Utilisation de graphes de risque quand les conséqguences sont une perte

roche des graphes de risque peut également étredutilisée pour déterminer les exiggnces

une
e du
cas

ommagement et les colts relatifs a la perte d'exploitation. Le niveau d'intégrité jystifié
toute conséquence d'une perte peuf“étre calculé en utilisant une analyse cp(ts-
fages. L'utilisation du graphe de risque pour les pertes de biens présente des avanfages
e sert a déterminer les niveaux d'igtégrité associés aux conséquences sur la sécur|té et

grité

Cié aux pertes de biens, les*paramétres de conséquence C, a Cp doivent étre ddfinis.

étre

liquent, et les\.définitions peuvent étre identiques a celles appliquées ci-dessug aux
Bquences sunla sécurité bien que la valeur du facteur d'étalonnage D puisse devoir étre
fiée pour-correspondre aux critéres de risque liés au bien.
Détermination du niveau d'intégrité d'une fonction instrumentée de
/ ité | | ; " 16faill . li t plusicurs
types de pertes
Dans de nombreux cas, les conséquences d'une défaillance de fonctionnement sur

sollicitation impliquent plus d'une catégorie de pertes. Lorsque ce cas se présente, il convient
de déterminer séparément les exigences de niveau d'intégrité associées a chaque catégorie
de pertes. Différentes méthodes peuvent étre utilisées pour chacun des risques distincts
identifiés. Il convient que le niveau d'intégrité spécifié pour la fonction tienne compte du total
cumulé de tous les risques concernés en cas de défaillance de la fonction sur sollicitation.
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Annexe E
(informative)

Méthode qualitative: graphe de risque

E.1 Généralités

L'Annexe E décrit la méthode du graphe de risque utilisée pour déterminer les niveaux
d'intggrité ScuTite i i 2 ScuTite ; it—d'une
méthpde qualitative qui permet de déterminer le SIL d'une SIF a partir du moment-ofi les
facteurs de risque associés au processus et au systéme de commande de processusde [base
(BPQS) sont connus.

L'approche utilise un certain nombre de paramétres, qui décrivent ensemble la nature fde la
situajion dangereuse en cas de défaillance ou d'indisponibilité d'un ou dedplusieurs SI$. Un
parameétre est choisi dans chacun des quatre ensembles, puis les parameétres sélectignnés
sont combinés pour choisir le SIL affecté a la SIF. Ces parameétres:

— pprmettent une évaluation nuancée des risques; et

—

gprésentent les facteurs clés de I'évaluation du risque.

L'approche du graphe de risque peut également étresutilisée pour déterminer la nécdssité
d'ung réduction de risque lorsque les conséquencesdincluent une dégradation importanie de
I'environnement ou une perte de biens.

La [méthode de [I'Annexe E est présentée de fagon plus détaillée dang Ila
norme VDI/VDE 2180 (2015).

E.2 | Mise en ceuvre type de fonctions instrumentées

La pfotection des installations detprocessus utilisant des moyens de commande de procgssus
fait glairement la distinction-entre les taches se rapportant a la sécurité et les exiggnces
d'exgloitation. Par conséquent, les systémes de commande de processus sont clgssés
comme suit:

- BPCS;
— systémes desurveillance de processus;
- SJIS.

Le blt de cette classification est de disposer d'exigences adéquates applicables a chiaque
type [de\systéme afin de satisfaire aux exigences générales de l'installation, a des l:oﬂts
raisonnables du point de vue économique. La classification permet une délimitation claire lors
de la planification, de l'installation et de I'exploitation, ainsi que lors de modifications
ultérieures des systémes de commande de processus.

Les BPCS sont utilisés pour assurer un fonctionnement correct de l'installation dans sa plage
d'exploitation normale. Cela inclut le mesurage, la commande et/ou I'enregistrement de toutes
les variables concernées du processus. Les BPCS fonctionnent en continu ou sont
fréquemment sollicités pour intervenir avant que la réaction d'un SIS ne soit nécessaire (en
principe, les BPCS ne doivent pas étre mis en ceuvre conformément aux exigences de I'lEC
61511-1:2016).

Les systemes de surveillance de processus interviennent pendant I'exploitation spécifiée
d'une installation de processus au cas ou une ou plusieurs variables du processus se
situeraient hors des limites de la plage d'exploitation normale. Les systémes de surveillance
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de processus déclenchent une alarme d'état de défaillance admissible de l'installation de
processus pour avertir le personnel d'exploitation ou induire des interventions manuelles (en
principe, les systémes de surveillance de processus ne nécessitent pas d'étre mis en ceuvre
conformément aux exigences de I'lEC 61511-1:2016).

Le SIS empéche I'apparition d'un état de défaillance dangereux de l'installation de processus
("systéme de protection") ou réduit les conséquences d'un événement dangereux.

S'il n'y a aucun SIS, un événement dangereux peut porter atteinte a la sécurité du personnel.

Contrairement-auxfonctions—d'un RDPQ, les fonctions d'un SIS prn’ennfnnf normalement un

faiblg taux de sollicitation. Cela est principalement di a la faible probabilité d'occurrenge de
I'évépement dangereux. En outre, il y a normalement des BPCS et des sysiémeps de
survegillance qui fonctionnent en continu et réduisent le taux de sollicitation du SIS.

E.3 | Synthése du graphe de risque

Le gfaphe de risque est fondé sur le principe selon lequel le risque “est proportionnell a la
consgquence et a la fréquence de I'événement dangereux. || commence en prenant|pour
hypofthése qu'il n'existe aucun SIS malgré la présence de systémes types tels que des BPCS
et dejs systémes de surveillance, qui ne sont pas des SIS.

Les lconséquences sont relatives au dommage associé’a la santé et a la sécuritg, ou
égalgment aux dommages associés a l'environnement:

La frequence est la combinaison entre:

— Ig fréquence de présence dans la zone dangereuse et le temps d'exposition potentiel;
— Ig possibilité d'éviter I'événement dangereux; et

— Ig probabilité que I'événement dangereux se produise en I'absence d'un SIS (mais toys les
alitres moyens de réduction de risque étant en fonctionnement) — cela est indiqué sdus le
tgrme "probabilité d'occurrence intempestive".

Celalengendre les quatre paframeétres de risque suivants:

— 14 conséquence de llevénement dangereux (S);
— 19 fréquence desprésence dans la zone dangereuse multipliée par le temps d'exposition

(A);
— 14 possibilite*d'éviter les conséquences de I'événement dangereux (G);

— 14 probabilité de I'occurrence intempestive (W).

contirt—ta v
envisagée. Il convient que les parameétres représentent les facteurs de risque qui se
rapportent le mieux aux caractéristiques de I'application concernée. Le mapping des SIL par
rapport aux résultats des décisions relatives aux paramétres devra également étre envisagé,
car un certain ajustement peut se révéler nécessaire pour garantir la réduction de risque a
des niveaux tolérables. A titre d'exemple, le paramétre W peut étre redéfini comme le
pourcentage de vie du systéme durant lequel le systéme est en service. De ce fait, le
parameétre W1 serait sélectionné lorsque le danger n'est pas présent en permanence et que la
période par année durant laquelle une défaillance engendrerait un danger est courte. Dans
cet exemple, les autres parametres devraient également étre envisagés en ce qui concerne
les criteres de décision concernés et passer en revue les résultats relatifs aux niveaux
d'intégrité pour garantir un risque tolérable.
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E.4 Mise en ceuvre du graphe de risque: protection individuelle

La combinaison des paramétres de risque décrits plus haut permet d'obtenir un graphe de
risque tel que donné a la Figure E.1. Des indices de parameétre plus élevés indiquent un
risque plus important (S; <S; < S 3< S 4,A; <A, Py <Py Wy <W, <Wj). La classification
correspondante des parameétres de la Figure E.1 est donnée dans le Tableau E.1. Le
graphique est utilisé séparément pour chaque fonction de sécurité afin de déterminer le SIL
exigé pour la fonction en question.

Lors de la détermination du risque devant étre évité par les SIS, le risque sans l|'existence
du S|S_a I'étude doit étre considéré. les principaux points de cette revue sont le type et
I'étenidue des effets et la fréquence prévue de I'état dangereux de l'installation de processus.

Le risque peut étre déterminé de maniére systématique et vérifiable en utilisant.la méthode
détaillée dans la norme VDI/VDE 2180, qui permet de déterminer les classes’d'exigenges a
partit de parameétres établis. Selon la régle, plus le nombre ordinal d'une classe d'exiggnces
sera|élevé, plus la partie du risque devant étre couverte par le SIS seraigrande et plus les
exiggnces et les mesures résultantes, de fagon générale, seront donc sévéres.

En ce qui concerne les industries de transformation, le SIL 4 n'est pas couvert par lg SIS
seul.| Des mesures autres que des mesures de commande decprocessus doivent étre grises
pour |réduire le risque a SIL 3 au moins.
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SIF nqt sufficient SIF pas suffisante

Légernde: * = SIF non recommandée

NOTE| Des couleurs différentes sont utilisées pour faciliter I'identification des différentes valeurs du SIL.

Figure E.1 — Graphe de risque de la norme VDI/VDE 2180 -
Protection individuelle et relations avec les SIL
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Tableau E.1 — Données relatives au graphe de risque (voir Figure E.1)

Parameétre de risque

Classification

Commentaires

Gravité (S) S1 | Blessures légeres infligées 1) Ce systeme de classification a été établi pour traiter
a des personnes les blessures et les déces. D'autres méthodes de
classification devraient étre élaborées pour les
S2 |Blessures graves atteintes a I'environnement ou aux biens.
permanentes infligées a une
ou plusieurs personnes;
décés d'une personne
S3 [ Déces de plusieurs
PGIDUIIIIGO
S4 | Effet catastrophique, de trés
nombreuses personnes
tuées
Fréqyence de présence | A1 [Exposition rare a plus 2) Voir commentaire 1 ci-dessus.
dans|la zone dangereuse fréquente dans la zone
multipliée par le temps dangereuse
d'exppsition (A)
A2 | Exposition fréquente a
permanente dans la zone
dangereuse
Possipilité d'éviter les G1 | Possible sous certaines 3) Ce parametre tient compte des éléments|suivants:
consgquences de conditions . o , N .
I'évélement dangereux . . . - Ic_explonatl_op d'un processus superV|§¢’(c est-a-
(G) G2 | Pratiqguement impossible dire exploité par des personnes qualifiées ou non
qualifiées) ou non supervisé;

— le taux de développement de I'événefnent
dangereux (par exemple: soudainemgnt,
rapidement ou lentement);

— la facilité de reconnaissance du danger (par
exemple: pergcu immédiatement, détefté par des
mesures techniques ou détecté sans mesure
technique);

— la prévention de I'événement dangergux (par
exemple: itinéraires d'évacuation posjsibles, non
possibles ou possibles sous certaine$ conditions);

— l'expérience réelle en matiére de sécprité (une
telle expérience peut exister pour un [processus
identique ou similaire ou peut ne pas|exister).

Probgbilité de WM™ | Une trés faible probabilité 4) L'objectif du facteur W est d'estimer la frequence de
'occyrrence que les occurrences I'occurrence intempestive qui apparait sgns I'ajout
intemlpestive (W) intempestives soient d'un SIS (E/E/PE ou autre technologie), pais qui tient
effectives et seulement compte des installations externes de rédpction de
quelques occurrences risque.
intempestives sont
probables
W2 | Une faible probabilité que
les occurrences
intempestives soient
effectives et quelques
occurrences intempestives
sont probables
W3 | Une probabilité relativement

élevée que les occurrences
intempestives soient
effectives et des
occurrences intempestives
fréquentes sont probables
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E.5 Points a considérer lors de l'application de graphes de risque

Lorsque la méthode du graphe de risque est appliquée, il est important de considérer les
exigences liées au risque spécifiées par l'exploitant et par les autorités compétentes
concernées.

Il convient de décrire et de documenter l'interprétation et I'évaluation de chaque branche du
graphe de risque en termes clairs et compréhensibles pour garantir une application cohérente
de la méthode.



https://iecnorm.com/api/?name=9a056c523cf81bf5e562c8ad08e0d73a

IEC 61511-3:2016 © IEC 2016 - 157 —

F.1

Annexe F
(informative)

Analyse des couches de protection (LOPA)

Présentation

L'Annexe F décrit un outil d'analyse de danger lié au processus appelé "analyse des couches

de p
élabd
docu

; : nees
rées au cours de l'identification du danger et tient compte de chaque danger identifié en
mentant la cause initiatrice et les couches de protection qui évitent ou attentent le

danger. La réduction de risque totale peut alors étre déterminée, et la nécessité ¢d'une

rédu
supp
méth

ttion de risque supplémentaire peut étre analysée. Si une réduction” de risque
émentaire est exigée et si elle doit étre fournie sous la formg-d'une Slk, la
podologie LOPA permet de déterminer le SIL approprié pour la SIF.

uniq
décr

Guid
Engi
(disp

Voir
méth

Il co
géné

Le cy
pour
une
plurig
mem

L'An:{exeF ne prétend pas fournir une description exhaustive de) la méthode. Ellg¢ est
i

ement destinée a en présenter les principes généraux. Elle gst*fondée sur une méthode
e de maniére plus détaillée dans la référence suivante:

plines for Safe Automation of Chemical Processes,. American Institute of Chemical
neers, CCPS, 345 East 47th Street, New York, NY 10017, 1993, ISBN 0-8169-0554-1
pnible en anglais seulement)

également I'lEC 61511-2:-, Article F.11 pourobtenir des exemples d'application e la
pde LOPA.

hvient de ne pas utiliser les valelrs données dans I'Annexe F comme des valeurs
riques, mais dans des applications.spécifiques d'analyse des couches de protection.

cle de vie de sécurité du SIS défini dans I'lEC 61511-1:2016 exige de déterminer up SIL
la conception d'une fonction instrumentée de sécurité. La méthode LOPA décrite i¢i est
méthode qui peut étre appliquée a une installation existante par une équipe
isciplinaire pour établir le SIL de la SIF. Il convient que I'équipe soit composéq des
bres suivants:

h opérateur expérimenté, capable d'exploiter le processus a I'étude;
h ingéniedrayant une parfaite maitrise du processus;

h gestionnaire de la fabrication;

h ingénieur spécialisé dans la commande de processus;

u
u
- u
u
u

h thchniniAan Alantratian Ane tnctrmiimaante
oo G S C oS C o rotrorerits

Re nne

connaissance du processus a l'étude;

- u

n spécialiste de I'analyse de risque.

Il convient qu'un membre de I'équipe recoive une formation sur la méthodologie LOPA.

Les

informations exigées pour la méthode LOPA figurent parmi les données recueillies et

élaborées au cours du processus d'identification du danger. Le Tableau F.1 montre la relation
entre les données exigées pour I'analyse des couches de protection (LOPA) et les données
élaborées au cours du processus d'identification du danger (étude HAZOP pour cet exemple).
La Figure F.1 donne un exemple caractéristique de feuille de calcul qui peut étre utilisée pour
la méthode LOPA.
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La méthode LOPA analyse les dangers afin de déterminer si des SIF sont exigées; le cas
échéant, elle permet de déterminer le SIL exigé pour chaque SIF.

F.2

Evénement a impact

En utilisant la Figure F.1, chaque description d'un événement a impact (conséquence)
déterminée a partir de I'étude HAZOP est reportée dans la colonne 1.

F.3 Degré de gravité
Les ¢

I'évé

Figune F.1.

Tapleau F.1 — Données élaborées au cours de I'étude HAZOP pour la méthode LO

egrés de gravité Mineur (M), Grave (S) ou Trés grave (E) sont ensuite sélectionnés
nement a impact conformément au Tableau F.2 et reportés dans la colonhe2

Informations exigées pour la
méthode LOPA

Informations élaborées au cours de
I'étude HAZOP

Evénement a impact

Conséquence

Degré de gravité

Gravité de la conséquence

Cause initiatrice

Cause

Probabilité d'occurrence d'une cause
initiatrice

Fréquence dé\la cause

Couches de protection

Protections existantes

Atténuation supplémentaire exigée

Nouyvelles protections recommandées

pour
le la
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