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The International Electrotechnical Commission (IEC) is a worldwide organization for standardization G
all ndtional electrotechnical committees (IEC National Committees). The object of IEG\is to
interngtional co-operation on all questions concerning standardization in the electrical and~gle€tronic
this epd and in addition to other activities, IEC publishes International Standards, Technital Sped
Technfical Reports, and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation.is en
technical committees; any IEC National Committee interested in the subject dealt with>may particip
prepafatory work. International, governmental and non-governmental organizations ‘iaising with the
participate in this preparation. IEC collaborates closely with the International Organization for Stand
(ISO) jn accordance with conditions determined by agreement between the twb grganizations.

The fqrmal decisions or agreements of IEC on technical matters express, as‘n€arly as possible, an int
consehsus of opinion on the relevant subjects since each technical committee has representatiof
interested IEC National Committees.

ublications have the form of recommendations for internafional use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are made*to ensure that the technical conte
tions is accurate, IEC cannot be held responsible<for ‘the way in which they are used g
misinterpretation by any end user.

In order to promote international uniformity, IEC Natiénal Committees undertake to apply IEC PU
transpgarently to the maximum extent possible in titeir national and regional publications. Any d
betwegn any IEC Publication and the corresponding\national or regional publication shall be clearly in
the lafter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsibl
equipment declared to be in conformity with(an IEC Publication.

All usgrs should ensure that they have the-latest edition of this publication.

No liapility shall attach to IEC or jts directors, employees, servants or agents including individual ex

es arising out of thelpublication, use of, or reliance upon, this IEC Publication or any
Publigations.

Attentjon is drawn toithe“Normative references cited in this publication. Use of the referenced publi
indispgensable for theseorrect application of this publication.

Attentjon is drawh, to the possibility that some of the elements of this IEC Publication may be the
paten{ rights. IEC shall not be held responsible for identifying any or all such patent rights.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/387A/FDIS 65A/390/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IEC 61511 series has been developed as a process sector implementation of IEC 61508
series.
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IEC 61511 consists of the following parts, under the general title Functional safety — Safety
Instrumented Systems for the process industry sector (see Figure 1):

Part 1: Framework, definitions, system, hardware and software requirements

Part 2: Guidelines for the application of IEC 61511-1

Part 3: Guidance for the determination of the required safety integrity levels

The committee has decided that the contents of this publication will remain unchanged until
2007. At this date, the publication will be

* reconfirmed;

* withdrawn;

. repltced by a revised edition, or
ded.

. ame

A bilingpal version of this standard may be issued at a later date.
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INTRODUCTION

Safety instrumented systems have been used for many years to perform safety instrumented
functions in the process industries. If instrumentation is to be effectively used for safety
instrumented functions, it is essential that this instrumentation achieves certain minimum
standards.

This International Standard addresses the application of safety instrumented systems for the
Process Industries. It also deals with the interface between safety instrumented systems and
other safety systems in requiring that a process hazard and risk assessment be carried out.
The safety instrumented system includes sensors, logic solvers and final elements.

This International Standard has two concepts, which are fundamental to its application; safety
lifecyclq and safety integrity levels. The safety lifecycle forms the central framewornk which
links together most of the concepts in this International Standard.

The safpty instrumented system logic solvers addressed include Electrical (E)/Electrgnic (E)/
and Prggrammable Electronic (PE) technology. Where other technologies are used for logic
solvers,| the basic principles of this standard may also be applied. This standdrd also
addressies the safety instrumented system sensors and final ,élements regardlesy of the
technolegy used. This International Standard is process industry‘specific within the frgmework
of the IEC 61508 series.

This Inrlernational Standard sets out an approach for'safety lifecycle activities to [achieve
these mpinimum standards. This approach has been ‘adopted /in order that a rational and
consistgnt technical policy is used. The objectiveofythis standard is to provide guidance on
how to ¢omply with IEC 61511-1.

To facilitate use of this standard, the clausetand subclause numbers provided are identical to
the corrpsponding normative text in 6151%%¥ (excluding the annexes).

In most| situations, safety is best achieved by an inherently safe process design whenever
practicaple, combined, if necessary, with a number of protective systems which [rely on
differen} technologies (for example, chemical, mechanical, hydraulic, pneumatic, electrical,
electronic, thermodynamic ((for example, flame arrestors), programmable electroniq) which
manage any residual identified risk. Any safety strategy considers each individugl safety
instrume¢nted” system  in-the context of the other protective systems. To facilitate this
approadh, this standard

- reqyires thatsa hazard and risk assessment is carried out to identify the overa|l safety
reqlirements;

- requires\that an allocation of the safety requirements to the safety functions and related
safgty\systems, such as the safety instrumented system(s), is carried out;

- works within a framework which is applicable to all instrumented methods of achieving
functional safety;

- details the use of certain activities, such as safety management, which may be applicable
to all methods of achieving functional safety.

This International Standard on safety instrumented systems for the process industry:

- addresses relevant safety lifecycle stages from initial concept, through design,
implementation, operation and maintenance and decommissioning;

— enables existing or new country specific process industry standards to be harmonized with
this standard.

This standard is intended to lead to a high level of consistency (for example, of underlying
principles, terminology, information) within the process industries. This should have both
safety and economic benefits.
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Figure 1 — Overall framework of this standard
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Part 2: Guidelines for the application of IEC 61511-1

1 Scope

2003(E)

IEC 61p11-2 provides guidance on the specification, design, installation, operat

mainte

defined
number
annexes

2 Normative references

No further guidance provided.

3 Tern

No further guidance provided except for 3.2.68 and<3.2.71 of IEC 61511-1.

3.2.68
the pres

a) a sipgle safety instrumented systemy(SIS), or

b) one

In case
achievir
reductig

3.2.71
associa
system
reacheg
more th

ance of Safety Instrumented Functions and related safety instrumented. sy
in IEC 61511-1. This standard has been organized so that each clauseand su
herein addresses the same clause number in IEC 61511-1 (with the“exceptio

).

ns, definitions and abbreviations

A safety function should prevent a specified hazardous event. For example,
sure in vessel #ABC456 exceeding>100 bar.” A safety function may be achieve

or more safety instrumented:systems and/or other layers of protection.

b), each safety instrumented system or other layer of protection has to be ca

n (process safety-target).

Safety instrumented functions are derived from the safety function, h
ed safety«integrity level (SIL) and are carried out by a specific safety instry
SIS). Eer’example, “close valve #XY 123 within 5 s when pressure in vessel #
100~ bar”. Note that components of a safety instrumented system may be

an_one safety instrumented function.

on and
btem  as
bclause
n of the

prevent
d by

bable of

g the safety function and the overall combination has to achieve the required risk

ave an
mented
\BC456
sed by

4 Conformance to this International Standard

No furth

er guidance provided.
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5 Management of functional safety

5.1 Objective
The objective of Clause 5 of IEC 61511-1 is to provide requirements for implementing the

management activities that are necessary to ensure that the functional safety objectives
are met.

5.2 Requirements

5.2.1 General

5.2.1.1 |No further guidance provided.

5.2.1.2 |When an organization has responsibility for one or more activities hecespary for
functionfal safety and that organization works according to quality assurance ‘procedurgs, then
many ofl these activities described in this clause will already be carried out'for the purposes of
quality. |Where this is the case, it may be unnecessary to repeat these activities| for the
purposgs of functional safety. In such cases, the quality assurancge ‘procedures should be
reviewef to establish that they are suitable so that the objectives "of functional safety will
be achig¢ved.

5.2.2 Qrganization and resources

5.2.2.1 |The organizational structure associated with_safety instrumented systems within a
Company/Site/Plant/Project should be defined andsthe roles’ and responsibilities pf each
elementf clearly understood and communicated. Withirn the structure, individual roles, including
their description and purpose should be (identified. For each role, unan{)iguous

accountabilities should be identified; and spegific responsibilities should be recognised. In
addition, whom the individual reports to andwho makes the appointment should be idgentified.
The intent is to ensure that ‘everyone&in an /organization understands their rple and
responglibilities for safety instrumented systems.

5.2.2.2 | The skills and knowledge required to implement any of the activities of the safety life
cycle rellating to the safety instrumented systems should be identified; and for each gkill, the
requireq competency levels shoedld be defined. Resources should be assessed against each
skill forlcompetency and also the number of people per skill required. When differerjces are
identified, development ptans should be established to enable the required competengy levels
to be achieved in a timely manner. When shortages of skills arise, suitably qualified and
experienced personnel-may be recruited or contracted.

5.2.3 Risk evaluation and risk management

The requiremeént stated in 5.2.3 of IEC 61511 is that hazards are identified, risks eyaluated
and thel mecessary risk reduction is determined. It is recognized that there are nymerous
different methodologies available for conducting these evaluafions. TEC 615T1-T does not
endorse any particular methodology. Instead, the reader is encouraged to review a number of
methodologies on this issue in IEC 61511-3. See 8.2.1 for further guidance.

5.2.4 Planning

The intent of this subclause is to ensure that, within the overall project, adequate safety
planning is conducted so that all of the required activities during each phase of the lifecycle
(for example, engineering design, plant operation) are addressed. The standard does not
require any particular structure for these planning activities, but it does require periodic
update or review of them.
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5.2.5 Implementing and monitoring

5.2.5.1 The intent of this subclause is to ensure that effective management procedures are in
place to

- ensure that all recommendations resulting from hazard analysis, risk assessment, other
assessment and auditing activities, verification and validation activities are satisfactorily
resolved.

- determine that the SIS is performing in accordance with its safety requirements
specification throughout its operational lifetime.

5.2.5.2 Note that, in this context, suppliers could include design contractors and maintenance

COntraC ore ac wall ne crinnlinrke Af ~AAmANANANES
oo W e oo S uUpPrTTe TS O CoOmp ottt

5.2.5.3 |A review of the SIS performance should be periodically undertaken toyengure the
original|assumptions made during the development of the safety requirements spedification
(SRS) are still adhered to. For example, a periodic review of the assumeéd,failure| rate of
different components in a SIS should be carried out to ensure that it remains as driginally
defined] If the failure rates are worse than originally anticipated, a designymodification|may be
necess3ry. Likewise, the demand rate on the SIS should be reviewed. If the rate is mpre than
that which was originally assumed, then an adjustment in the SIL may'be needed.

5.2.6 Assessment, auditing and revision

Assessments and audits are tools targeted at the detection and elimination of errqrs. The
paragraphs below make clear the distinction between these activities

Functiopal safety assessment aims to evaluate whether provisions made during the agsessed
lifecyclqd phases are adequate for the achievément of safety. Judgements are nluade by
assessdrs on the decisions taken by those responsible for the realisation of functional safety.
An assgssment would for example be madeprior to commissioning as to whether procedures
for mairltenance are adequate.

procedyres have been applied-at’the specified frequency by persons with the ndcessary
competence. Auditors are not required to make judgements on the adequacy of the wprk they
are cornsidering. ‘However,if they became aware that there would be benefits in| making
changeg, then an observation should be included in the report.

FunctioLIal safety auditors will'determine from project or plant records whether the ndgcessary

It should be noted.that in many cases there can be an overlap between the work of the
assessqr-and thed@uditor. For example an auditor may need to determine not only whether an
operato[ has been given the necessary training but in addition make judgements as to
whetherl the training has resulted in the required competency.

5.2.6.1 LFunetional safety-assessment

5.2.6.1.1 The use of Functional Safety Assessment (FSA) is fundamental in demonstrating
that a Safety Instrumented System (SIS) fulfils its requirements regarding safety instrumented
function(s) and Safety Integrity Level (SIL). The basic objective of this assessment is to
demonstrate compliance with agreed standards and practices through independent assess-
ment of the system's development process. An assessment of a SIS may be needed at
different lifecycle stages. In order to conduct an effective assessment, a procedure should be
developed that defines the scope of this assessment along with some guidance on the
makeup of the assessment team.

The following attributes are considered good practice for Functional Safety Assessment:

- A plan should be generated for each FSA identifying such arrangements as the scope of
the assessment, the assessors, the competencies of the assessors and the information to
be generated by the assessment.
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- The FSA should take into account other standards and practices, which may be contained
within external or internal corporate standards, guides, procedures or codes of practice.
The FSA plan should define what is to be assessed for the particular assessment/
system/application area.

- The frequency of FSAs may vary across different system developments but as a minimum
should always take place before the potential hazards being presented to the system.
Some companies also like to conduct an assessment prior to the construction/installation
phase to prevent costly rework later in the lifecycle.

- FSA frequency and rigour should be defined taking into account system attributes such as:
e complexity;

+ safety significance;

e previous experience of similar systems;
» dtandardization of design features.

- Suffjcient evidence of design, installation, verification and validation activities sHould be
ava(ilable prior to the assessment. The availability of sufficient evidence“could itsglf be an
assg¢ssment criterion. The evidence should represent the current/approved state of system
desijgn or installation.

- Thelindependence of the assessor(s) must be appropriate.

— The|assessor(s) should have experience and knowledge: appropriate to the tedhnology
and|application area of the system being assessed.

- A slystematic and consistent approach to FSA should be maintained throughout the
lifeclycle and across systems. FSA is a subjectivel activity therefore detailed g:tidance,
poss$ibly through the use of checklists, as to what\is acceptable for an organisatiof should
be defined to remove as much subjectivity as possible.

Recordg generated from the FSA should be_complete and the conclusions agreed with those
responglible for the management of functiopal safety for the SIS prior to commencemept of the
next lifecycle phase.

5.2.6.1.2 The need for.someone independent to the project team is to increase objegtivity in
the asspssment. The need for~-someone of senior stature (for example, experiencg¢, grade
level, ppsition) is to ensure their concerns are duly noted and addressed. As the npte also
suggests, on some large prejéects or assessment teams, it may be necessary to haye more
than ong senior person anythis team that is independent to the original project team.

Dependjng upon the ‘company organisation and expertise within the company, the reqyirement
for an [independent- assessor may have to be met by using an external orgafisation.
Conversgely, companies that have internal organisations skilled in risk assessment jand the
application ofssafety instrumented systems, which are independent to and separate (py ways
of manggement and other resources) from those responsible for the project, may be| able to
use their ewn resources to meet the requirements for an independent organisation.

5.2.6.1.3 The amount of assessment depends on the size and complexity of a project. It may
be possible to assess the results of different phases at the same time. This is particularly true
in the case of small changes in a running plant.

5.2.6.1.4 In some countries, a functional safety assessment undertaken at stage 3 is often
referred to as the Pre-Startup-Safety-Review (PSSR).

5.2.6.1.5 No further guidance provided.
5.2.6.1.6 No further guidance provided.
5.2.6.1.7 The assessment team should have access to any information they deem necessary

for them to conduct the assessment. This should include information from the hazard and risk
assessment, design phase through installation, commissioning and validation.
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5.2.6.2 Auditing and revision

5.2.6.2.1 This subclause is intended to give guidance about auditing, using an example
illustrating relevant activities.

a)

Audit categories

Safety instrumented system audits provide beneficial information to plant management,
instrument maintenance engineers and instrument design engineers. This enables
management to be proactive and aware of the degree of implementation and effectiveness
of their safety instrumented systems. Many types of audits, which can be carried out exist.
The actual type, scope, and frequency of the audit of any specific activity should reflect
the potential impact of the activity on the safety integrity.

Types-ofauditinctude:
1) {’udits, both independent and self-audit;
2) i

inspections;

w

)
) safety visits (for example, plant walk about and incident review);
)

N

g¢afety instrumented systems surveys (via questionnaires).

A digtinction needs to be made between “surveillance and checking” and audit agtivities.
Suryeillance and checking focuses on evaluating the perforimance of specific |ifecycle
actiyities (for example, supervisor checking completion of maintenance activity pr{r to the

component being returned to service.) In contrast, audit activities are more comprghensive
and [focus on overall implementation of safety instrumented systems concerning the safety
lifecycle. An audit would include determination as\to whether the surveillarjce and
chegking program is carried out.

Audits and inspections may be carried out by a.company’s/site’s/plant’s/project’s gwn staff
(for |example, self-audit) or by independent>persons (for example, corporate guditors,
qua:Fy assurance department, regulators, edstomers or third parties).

Manpgement at the various levels may-want to apply the relevant type of audit|to gain
information on the effectiveness ofi\the implementation of their safety instrymented
systems. Information from audits_could be used to identify the procedures that Have not
been properly applied, leading to improved implementation.

Aud|t strategy

Site/plant/project implementing audit programmes might consider rolling, independent or
selffaudit and inspection programmes.

Rolling programmes-are updated regularly to reflect previous safety instrumented gystems
performance and\‘audit results, and current concerns and priorities. These cpver all
site/plant/project related activities and aspects of the safety instrumented systenps in an
appropriatestime period and to an appropriate depth.

The| primary reason for, and the added value from audits comes from adting on
the information they provide in a timely manner. The actions aim to strengthen the
effectiveness of safety instrumented systems, for example, to help minimize the risk of
employees or members of the public being injured or killed, contribute to improving safety
culture, contribute to prevent any avoidable release of substance into the environment.

In summary, the audit strategy may have a mix of audits types, driven by management
(the customer), and in order to feed back the relevant information up the management
chain for timely action.

Audit process and protocols

The overall aim is to achieve maximum value from the performance of the audit, which can
only be achieved when all parties (including auditors, contact nominee, plant managers
and head of departments, etc.) understand the need for and can influence each audit.
The following audit process and protocols might help to ensure some consistency in the
approach to achieving these aims. They bear on the following five key stages of the audit
process:
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1)

Audit strategy and programme

The purpose of each audit should be clearly defined and the audit groups identified,
together with the roles and responsibilities of each audit group.

There should be an auditing strategy.
There should be a programme of audits.

There should be regular reviews of the audit process, programme and strategy
implementation.

Audit preparation and pre-planning

Prior to commencement of an audit, the senior manager of the site/plant/project and/or

The auditors and contact nominee should at an early stage discuss, understand and
ggree on:

4 the scope of the audit;

+ the timing of the audit;

4 the people who need to be available;

+ the basis for the audit or audit standard;

+ putting the extra effort into the preparation stage and\involving the plant pefsonnel,
thereby increasing the chances of a successful audit:

The following should be used as a guide for time to\be spent at each stage:
+4 audit preparation: 30 %
4 conducting the audit: 40 %
+ reporting of findings: 20 %
+ audit follow-up: 10 %

The auditor should prepare for\'the audit by gathering information, progedures/
ihstructions etc., and data and.pheparing checklists when appropriate.

The auditor should highlight-and explain how the possibility of a change to the $cope of
the audit may occurduring.the audit, if serious observations/failings are discové¢red.

Conducting the audit

q

The auditor is /t0—conduct the audit within groups of consecutive days dufing the
det audit peried;”taking” due cognisance of possible disruption to site/planf/project
pgersonnel.

1

|

[he contact nominee should be periodically briefed during the audit of the [findings
ilentified, thereby avoiding surprises at the end of the audit.

Thelauditor should try to involve plant personnel in the audit process in order tp impart
|Earminmgandumnderstanding{of theprocessand fimdings) toachieve ownerstiip:

The style of the auditor is crucial to the success of the audit — he should try to be
helpful, constructive, courteous, focused and objective.

As a minimum the auditor should try to achieve the agreed scope and timetable -
variations will need to be negotiated.

Reporting the findings

The auditor should hold a closing meeting either at the end of the audit or later, but
before the final report is issued.

The appropriate management should be given the opportunity to comment on the draft
report and findings and discuss these at a formal close out meeting if desired.

It is normal practice to request a plan of action from the site/plant/project to address
the findings of the report.
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Audit follow-up

Audit reports normally require a response in the form of an action plan. The auditor
might verify satisfactory completion of the action at the due date or at the next audit,
whichever is appropriate.

Site/plant/project tracking systems may be used to check the implementation of action
plans.

A periodic review/summary of audit findings of each audit group should be considered
and its results widely communicated.

The findings/outcome from audits may be used to review the frequency of audits and
are input to the management review of safety instrumented systems.

5.2.6.2.2 This subclause reinforces the role that management of change plays in théjauditing

process|

5.2.7 S|IS configuration management

5.2.7.1

Requirements

5.2.7.1.1 To manage and maintain traceability of devices through.the’lifecycle, a meghanism

to identify, control and track the model/versions of each device may-be established.

At the egarliest possible stage of the safety lifecycle, a uniquée plant identification sHould be
given tp each device. In some cases, earlier models/versions still in use may fplso be
maintaimed and controlled. This is the first step in the\configuration management program

which should incorporate the following considerations.

The configuration management system may include:

a)

b)

c)

the

lifecycle;

the

provision of a procedure for identification of all devices during all phaseg of the

unique identification, of the model/version and build status of each device including

softyare, including the supplier, date and where applicable, change from thel model/

vergion originally specified;

the

and |audits;

dentification and tracking of all actions and changes resulting from fault obsefrvations

confrol of the issue-of’a release into service, identifying the status and model/vgrsion of

the associated deviees;

safdguards ' that have been established to assure that unauthorised altgrations/

modifications ‘are not made to the SIS while in operation;

the (dentification of the versions of each software item which together constitute a[specific

versiofrof a complete device;

the

provision of co-ordination for the updating of multiple SIS in one or more plants;

documented authorisation of release into service;

an authorised list of signatures for device release into service;

the

stage/phase devices are brought under configuration control;

control of the associated deliverable documentation;

identification of the each model/version of a device;

all

functional specification;
technical specification;

departments/organizations involved in the management and maintenance of SIS are

identified and responsibilities assigned and understood.
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6 Safety lifecycle requirements

6.1 Objectives

The functional safety achieved in any process facility is dependent on a number of activities
being carried out in a satisfactory manner. The purpose of adopting a systematic safety
lifecycle approach towards a safety instrumented system is to ensure that all the activities
necessary to achieve functional safety are carried out and that it can be demonstrated to
others that they have been carried out in an appropriate order. IEC 61511-1 sets out a typical
lifecycle in Figure 8 and Table 2. Requirements for each lifecycle phase are given in Clauses
8 through 16 of IEC 61511-1.

The stajpdard recognizes that the specified activities might be structured in differemt ways,
provided that all the requirements are complied with. This restructuring can be benefjcial if it
allows dafety activities to be better integrated into normal project procedures. Fhe pufpose of
Clause p of IEC 61511-1 is to ensure that if a different safety lifecycle is used, the inputs and
output pf each phase of the lifecycle are defined and all essential; requiremgnts are
incorpofated.

6.2 Repuirements

6.2.1 The key consideration is to define in advance the safety/lifecycle of the SIS that is
going td be used. Experience has shown that problems are likely to occur, unless thig activity
is planned well in advance and agreements are reached<with all persons, departmgnts and
organizations taking responsibility. At best, some work-will be delayed or have to be|redone;
at worst), safety can be compromised.

6.2.2 Although it is not a requirement, it is generally beneficial at an early stage to nap the
proposgd safety lifecycle of the SIS on to the groject lifecycle of the process including which
of the bhoxes in IEC 61511-1 Figure 8 apply.:to'the project. When doing this, the infgrmation
needed|to begin a safety lifecycle activity should be considered together with who is [likely to
be able|to provide it. In some cases it may not be possible to determine accurate infgrmation
on a p4qrticular issue until late in the'design phase. In such cases, it may be necegsary to
make anp estimate based on previols experience and then confirm the data at a later date.
Where this is the case, it is-important to note this on the safety lifecycle.

6.2.3 Another important part of safety lifecycle planning is to identify the techniques [that will
be used during each phase.*The identification of such techniques is important since it|is often
necess3ry to use a specific technique that requires persons or departments with unique skills
and experiences. Foninstance, consequences in a particular application may be dependent on
the makimum pressure developed after a failure event; and the only way this [can be
determined is t0 develop a dynamic model of the process. The information requirements for
dynami¢ modelling will then have an important impact on the design process.

7 Verification

7.1 Objective

The purpose of verification is to ensure that the activities for each safety lifecycle phase, as
determined by verification planning, have, in fact, been carried out and that the required
outputs of the phase, whether they be in the form of documentation, hardware or software,
have been produced and are suitable for their purpose.
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7.1.1 Requirements
7.1.1.1 IEC 61511-1 recognizes that organizations will have their own procedures for
verification and do not always require them to be carried out in the same way. Instead, the

intent of this subclause is that all verification activities are planned in advance, along with any
procedures, measures and techniques that are to be used.

7.1.1.2 No further guidance provided.

71.1.3 It is important that the results of verification are available so that it can be
demonstrated that effective verification has taken place at all phases of the safety lifecycle.

8 Process hazard and risk assessment

8.1 Ojectives

The ovgrall objective here is to establish the need for safety functions (for example; protection
layers) fogether with associated levels of performance (risk reduction),that are needed to
ensure a safe process. It is normal in the process sector to have multiple safety layerq so that
failure gf a single layer will not lead to or allow a harmful.consequenee: Typical safefly layers
are represented in Figure 9 of IEC 61511-1.

8.2 Repuirements

8.2.1 The requirements for hazard and risk assessmentyare specified only in termg of the
results of the task. This means that an organization may use any technique that it considers
to be effective, provided it results in a clear description of safety functions and asgociated
levels of performance.

A hazard and risk assessment should identify and address the hazards and hazardou$ events
that coyld occur under all reasonably foreseeable circumstances (including fault cgnditions
and reagonably foreseeable misuse).

On a typical project in the process sector, a preliminary hazard and risk assessment needs to
be carried out early during the\basic process design. An assumption at this stagq is that
hazardg have been eliminated’ or reduced as far as is reasonably practicable,| by the
applicatjon of inherent safety principles and the application of good engineering practjce (this
activity pf hazard reduction~is not within the scope of IEC 61511). For the SIS, this prdliminary
hazard pnd risk assessment is important because establishing, designing and implementing
an SIS |are complexttasks and can take a considerable length of time. Another reason for
undertaking this woerk early is that information on system architecture will be needed before
the profess and)instrumentation diagrams are finalized. There will usually be sfufficient
informafion enabling preliminary hazard and risk assessment to proceed once a procgess flow
diagram has_been completed and all of the initial process data is available. It shjould be
recognigédvthat additional hazards may be introduced as detailed design proceeds| A final
hazard and risk assessment may therefore be necessary once the process and instru-
mentation diagram has been finalized. This final analysis generally uses a formal and fully
documented procedure such as hazard and operability study (HAZOP). It should confirm that
the safety layers as designed are adequate to ensure the safety of the plant. During this final
analysis it is necessary to consider whether failures in the safety systems introduce any new
hazards or demands. If any new hazards are established at this stage, it may be necessary to
define new safety functions. Another more likely outcome is that additional events are
identified that lead to the hazards that were already identified at the preliminary stage. It will
then be necessary to consider if any revision of the safety functions and performance
requirements that were determined in the original analysis is needed.

The approach used to identify hazards will depend on the application being considered. For
certain simple processes where there is extensive operating experience of a standard design,
such as simple off-shore wellhead towers, it may be sufficient to use industry developed
check lists (for example, the safety analysis checklists in ISO 10418 and APl RP 14CQC).
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Where the design is more complex or a new process is being considered, a more structured
approach may be necessary (for example, IEC 60300-3-9:1995).

NOTE Further information on selection of appropriate techniques is given in ISO 17776.

When considering the consequences of a particular failure event, all possible outcomes, and
the frequency of the failure event as it contributes to each outcome, should be analysed. No
credible outcome should be ignored or discarded from a risk analysis. Exposing piping or
vessels to pressures above design will not always result in catastrophic loss of containment.
In many cases, equipment will have been subjected to test pressure greater than design and
the only consequence may be leakage of flammable substances leading to the possibility of
fire. In evaluating consequences, persons responsible for the mechanical integrity of the plant
will need to be consulted. They will need to take into account the original test pressure but
also wHether the original design included corrosion allowances and whether a_cprrosion
management programme is in place. Where consequences are based on such assumjtions, it
is impontant that this is clearly stated so that relevant procedures can be incorporated|into the
safety nanagement system. A further issue when considering consequences’ willf be the
number|of persons likely to be effected by a particular hazard. In-many casgs;, ‘Operational and
maintenance staff will only be present in the hazardous zone on an-infrelquént basis pnd this
should be taken into account when predicting consequences. Care is needed when using this
statistical approach since it will not be valid in all cases, such asCwhere the hazard only
occurs ¢luring start-up and staff are always present. Also considerations should be given to
the potential increased number of people being in the vicinityn6f the hazardous evgnt as a
result of investigating the symptoms during the build-up to the-event.

When apsessing the potential sources of demand on the\SIS, the assessment should| include
the follpwing situations: start-up, continuous operation, shutdown, maintenance| errors,
manual |interventions (for example, controllers on¢manual) loss of services (for example, air,
cooling water, nitrogen, power, steam, trace heating, etc.).

When cpnsidering the frequency of demands;' it may be necessary in some complex ¢ases to
undertake a fault tree analysis. This is\often necessary where severe consequendes only
result filom simultaneous failure of more than one event (for example, where relief headers
are not |designed for worst case reliefsfrom all sources). Judgement will need to be made on
when operator errors are to be included in the list of events that can cause the hazard|and the
frequengy to be used for such (events. Operator error could often be excluded if the action is
subject [to permit procedures-or lock-off facilities are provided to prevent inadvertenj action.
Care is Jalso needed where-credit is taken for reduction in demand frequency due to pperator
action. TThe credit that.can be taken will need to be limited by human factor issues puch as
how qujckly action needs to be taken and the complexity of the tasks involved. Where an
operatof, as a result-of an alarm, takes action and the risk reduction claimed is greatdr than a
factor of 10, then.the overall system will need to be designed according to IEC 61511-1. The
system |that uhdertakes the safety function would then comprise the sensor detecting the
hazarddus, condition, the alarm presentation, the human response and the equipment jused by
the operatar-to terminate any hazard. It should be noted that a risk reduction of up to|a factor
of 10 mf ; i f : ims are
made, the human factor issues will need to be carefully considered. Any claims for risk
reduction from an alarm should be supported by a documented description of the necessary
response for the alarm and that there is sufficient time for the operator to take the corrective
action and assurance that the operator will be trained to take the preventive actions.

An alarm system can be used as a method of risk reduction by reducing the demand rate on
the SIS providing:

- the sensor used for the alarm system is not used for control purposes where loss of
control would lead to a demand on the SIF;
- the sensor used for the alarm system is not used as part of the SIS;

- limitations have been taken into account with respect to risk reduction that can be claimed
for the BPCS and common cause issues.
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Examples of techniques that can be used to establish the SIL of safety instrumented systems
are given in IEC 61511-3 which also contains guidance on what to consider when selecting
the method to use for a specific application.

When establishing whether risk reduction is required it is necessary to have some process
safety and environmental targets. These may be specific to the particular site or operating
company and will be compared with the level of risk without additional safety functions. After
establishing the need for risk reduction, it will be necessary to consider what functions are
required to be carried out to return the process to a safe state. In theory, the functions may be
described in general terms without a reference to a particular technology. In the case of over-
pressure protection for instance, the function may be described as prevention of pressure rise
above a specified value. Either a relief valve or a safety instrumented system could then carry
out this ffaretion—Hfthe-funrction—is—described—as abuvc, the—setectionof-the typc of tcuhﬂOlogy
to use Would be decided in the next lifecycle step (allocation of safety instrumented’flinctions
to proteftion layers). In practice, the functional requirements would be different depending on
the typd of system selected; and this stage, and the next, may in some cases belcomblined.

In sumrlary, the hazard and risk analysis should consider the following:

- each determined hazardous event and the event sequences that gontribute to it;

- the |consequences and likelihood of the event sequences/with which each hagzardous
event is associated; these may be expressed quantitatively, or*qualitatively;

- the pecessary risk reduction for each hazardous event;
- the measures taken to reduce or remove hazards and.risks;

- the pssumptions made during the analysis of the.risks; including the estimated demand
ratep and equipment failure rates; any credit taken for operational constraints of human
intervention should be detailed;

- refefences to key information which relates to the safety-related systems at each SIS
lifeclycle phase (for.example verificationzand validation activities).

The information and ' results. which.(Constitute the hazard and risk analysis shpuld be
documented.

It may Qe necessary for the hazard and risk assessment to be repeated at different sfages in
the overall SIS safety lifecycle, as decisions are taken and available information Hecomes
more refined.

8.2.2 Inthe process-industry, an important cause of demands that will need to be conpsidered
in many| applications is the BPCS failure. It should be noted that failure of the BPCS|may be
caused py the sensor, valve or control system.

Sometimes; , control systems used in the process industry have redundant procesgors but
sensorst-ahd—valves—are—usualynon-redundant—\When—assighing—afalure—rate—to—the BPCS,
there is an important limitation that needs to be recognised. IEC 61511-1 limits the dangerous
failure rate, in relation to a particular hazard, that can be claimed to 10~® per hour unless the
system is implemented according to the requirements of this standard. The reason for the limit
is that if a lower dangerous failure rate is claimed, it would be in the range of failure rates
within Table 4 of IEC 61511-1. The limit ensures that high levels of confidence are not placed
on systems that do not meet the requirements of IEC 61511-1.

8.2.3 No further guidance provided.
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9 Allocation of safety functions to protection layers
9.1 Objective

In order to determine the need for a SIS and its associated SIL, it is important to consider
what other protection layers exist (or need to exist) and how much protection they provide.
After considering the other protection layers, a determination should then be made on the
need for a SIS protection layer. If a SIS protection layer is needed, a determination should
then be made on the SIL for the safety instrumented function(s) of this SIS.

9.2 Requirements of the allocation process

9.21 T i i allocate
perforance targets for the safety instrumented functions. In practice, safety functions are in
many cases only allocated to safety instrumented systems where there are problems |in using
inherently safe designs or other technology systems.

Examplgs of such problems include limitations on flare capacity or "protection |against
exothermic reactions. Any decision to use instrument based systefns' rather thgn more
traditiorfal approaches such as relief valves will need to be supported by sound reaspns that
will starjd up to regulatory authority challenge.

As statgd above, the hazard and risk assessment and allocation-may be concurrent 3jctivities
or allocption may in some circumstances take place prior @0 hazard and risk asseissment.
Decisiops on the allocation of safety functions to safety layers are often taken on the |pasis of
what hgds been found to be practicable by the user ofganization. Established indusiry good
practicel should also be taken into account. Decisions will then be taken on th¢ safety
instrumented systems, assuming credit for the otherrsafety layers. For example, where relief
valves have been installed and these have beencdesigned and installed according to findustry
codes, it may then be decided that these are adequate on their own to achieve adeqyate risk
reductign. Safety instrumented systems would then only limit pressure where [size or
performpnce of the relief valve(s) wasiinsufficient for the application or releasq to the
atmosphere is to be prevented.

9.2.2 No further guidance provided,

9.2.3 When a safety function—is allocated to a safety instrumented function, it|will be
necess3dry to consider whether the application is in demand or in continuous mofde. The
majority] of applications (nythe process sector operate in demand mode where dem
infrequgnt. In such cases, Table 3 in IEC 61511-1 is the appropriate measure to usg.
are somnle applications: where demands are frequent (for example, greater than one per year)
and it is more dppfropriate to consider the application as continuous mode because the
probability of dangerous failure will be primarily determined by the failure rate of the SIS. In
such cases~Table 4 in IEC 61511-1 is the appropriate measure to apply. Continuoys mode
applicatjons where failure would result in an immediate hazard are rare. Burner or turbine
speed i icati i i i icient for
all failure modes of the control system.

Table 3 of IEC 61511-1defines SIL in terms of PFD,,4. The target PFD,,, will be determined
by the required risk reduction. The required risk reduction can be determined by comparing
the process risk without the SIS with the tolerable risk. This can be determined on a
quantitative or qualitative basis using the techniques in IEC 61511-3.

Table 4 of IEC 61511-1defines SIL in terms of the target frequency of dangerous failures to
perform the SIF. This will be determined by the tolerable failure rate of the SIS, taking into
account the consequence of failure in a particular application. When Table 4 of IEC 61511-1
is used to determine the required SIL, the target is based on the frequency of dangerous
failure for the safety instrumented system. In using Table 4 of IEC 61511-1, it is incorrect to
convert the frequency of dangerous failure into a probability of dangerous failure on demand
using the proof test interval or the demand rate. While the units may appear to be correct, this
results in an inappropriate conversion of Table 4 of IEC 61511-1 and may result in under-
specification of the safety function SIL requirements.
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The targets for average probability of failure on demand or frequency of dangerous failures
per hour apply to the safety instrumented function, not to individual components or
subsystems. A component or subsystem (for example, sensor, logic solver, final element)
cannot have a SIL assigned to it outside its use in a specific SIF. However, it can have an
independent maximum SIL capability claim.

The outcome of the hazard and risk assessment and allocation process should be a clear
description of the functions to be carried out by the safety systems, including potential safety
instrumented systems together with safety integrity level requirements (along with mode of
operation, continuous or demand) for any safety instrumented function. This forms the basis
for the SIS safety requirements specification. The description of the functions should be clear
as to what needs to be done to ensure that safety is maintained.

At this |[stage of the implementation, it is unnecessary to specify architectural delails for
sensors| and valves. Decisions on architectures are complex and whether a parficulan system
requireq 2003 sensors and 1002 valves will depend on many factors.

9.2.4 The implications of Tables 3 and 4 of IEC 61511-1 need to be- fully understood. In
particular, the PFDaVg that can be claimed for a single safety instrumented function ig limited
to 1075 [corresponding to a risk reduction of 10° (SIL 4). Reliability-ahalysis may indidate that
it is pogsible to achieve a PFD,,, due to random hardware failures of less than 10-5, but
IEC 61911-1 presumes that systematic failures and common mode failures will limit the actual
performpnce that can be achieved. It is strongly recommended that where risk analysip shows
such a| high risk reduction to be necessary, the difficlilty of achieving a SIL 4 safety
instrume¢nted function in the process sector should be noted. Consideration should be [given to
using multiple independent SISs, of lower integrity.

With reference to Note 4:

Multiple| SISs may be utilized in order to achieve higher levels of risk reduction (for example,
greater [than 103). When using multiple SISs to achieve higher risk reduction, it is important
that eagh of the SISs is independently~able to carry out the safety function and that|there is
sufficient independence between the SISs. For example, it might not be advisable to ¢gombine
a SIL 2| pressure sensing loop with*a SIL 1 level sensing loop to achieve an over gressure
safety function having a risk feduction requirement of 103 because by the time the level
sensor |detected a high |evel, the vessel might have already exceeded its pressure
constraints.

Furthermore, where wamultiple SISs are used, one should take into account commop cause
failures}In addition,~all of the other requirements defined in IEC 61511-1 should be datisfied,
including the minimum fault tolerance requirements defined in Table 5.

To illustrate~how combining multiple SISs might be used to achieve higher levelq of risk
reductidn,\consider the following example:

A 2003 transmitter set, a 2003 logic solver and a 1002 final element set which yields a SIS
with a PFD,,4 of 3,05 x 10~4. This SIS achieves a risk reduction of approx. 3,3 x 103.

It would be incorrect to assume that using two such systems together would result in a risk
reduction of 10 x 108 (3,3 x 103 x 3,3 x 103). Common cause factors, such as using similar
technologies, designing both systems from the same functional specification, human factors
(for example, programming, installation, maintenance), external factors (for example,
corrosion, plugging, freezing of air lines, lightning) will limit the system improvement. It would
also be necessary to take into account any components shared between the two systems.

A more feasible solution may be to utilize a non-redundant second system using components
as diverse as possible (in order to minimize potential common cause problems).
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For example consider a SIS comprising a single switch, relay logic and a single final element
which yields a system with a PFDan of 7,7 x 10-3. This system achieves a risk reduction of
approx. 1,3 x 102,

Combining the software based SIS with the simplex relay SIS results in an overall theoretical
risk reduction of 4,3 x 10° (3,3 x 103 x 1,3 x 102). While combining the performance as shown
above appears to be theoretically possible (since either SIS could shut the process unit
down), once again, common cause factors have to be taken into account, and the achieved
risk reduction will be somewhat less due to these factors.

9.3 Additional requirements for safety integrity level 4

9.3.1 No further guidance provided.

9.3.2 No further guidance provided.

9.4 Repfuirement on the basic process control system as a layer of protection

9.4.1 The basic process control system may be identified as a protection layer subject to
certain fonditions. If functions are implemented in the BPCS for the‘purpose of redufing the
process| risk, the BPCS can be allocated a risk reduction for the/identified risks it is intended

isk reduction of less than 10 may be claimed framvinstrumented systems without the
need to|comply with IEC 61511-1. This allows the BPES to be used for some risk Tduction

y claim
hould be justified by consideration of the\yintegrity of the BPCS (determjned by
analysis or performance data) and, the procedures used for configuration,
modification and operation-and maintenance:\\¥hen allocating risk reduction to fungtions in
the BPCS, it is important to ensure thatiaccess security and change managemnent are
. The risk reduction that can be:¢faimed for a BPCS function is also deternjined by
the degree of independence between the BPCS function and the initiating cause. Figure 2

________________________________________________________________________________

| | SensorA |— y
Initiating Input card 1 Con;qoller Output card 1
causg |
| | Sensor B |— _,T‘
E I Sensor€ Il_ —‘i‘
Risk i Input card 2 Controller Output card 2
reduction #2
layer i | Sensor D |— _m

IEC 1828/03

Figure 2 — BPCS function and initiating cause independence illustration
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For example, consider the case where a flow control loop is the initiating cause. This initiating
cause includes a flow transmitter, a controller, and a control valve. In order to allocate risk
reduction to a pressure control loop in the BPCS, the pressure transmitter should be wired to
an independent controller, modulating an independent final element (for example, vent valve

to flare

system).

9.4.3 No further guidance provided.

9.5 Requirements for preventing common cause,
common mode and dependent failures

9.5.1

impnrfqnf issue to be considered at an nnrly stage is whether there are any common

cause f

relief vdlves on the same vessel), between safety layers or between safety layers

BPCS.
measur
same ¢

An example of this could be where failure of a basic process control
bment could cause a demand on the safety instrumented system and ‘a device
naracteristics is used within the safety instrumented system. In such cases’i

necess3ry to establish if there are credible failure modes that could<{cause failure

devices
actions

a) The

syst

are

at the same time. Where a common cause of failure is identified then the f
can be taken.

em or the basic process control system. Diversity of-design and physical se
two effective methods of reducing the likelihood «©f common cause failures.

usually the preferred approach.

b) The

whe
cong

cauge failures can be represented on suchfault trees and their effect on overall
be dquantified through appropriate modelling methods.

It shoul
very lik
devices

] be noted that any sensors or_actuators which are shared by the BPCS and
bly to introduce common cause failures and that the approach to such sh
should be as discussed inthis subclause.

9.5.2 The considerations listed below apply when an assessment is carried out

likelihod

depth o
effect o

the assessmentwill depend on the safety integrity level of the intended funct

integritylevels of 3%onhigher. The following should be considered:

- indgpendence) between protection layers — a failure mode effects analysis sh

carr

layefr or failure of the BPCS and a protection layer. The depth and rigor of the ana
dependvon the risk.

bilures between redundant parts within each layer (for example, between_2-gressure

and the
system
with the
will be
of both
bllowing

common cause can be reduced by changing the desigh<of the safety instrdimented

baration
This is

likelihood of the common cause event should\be taken into account when detg¢rmining
ther the overall risk reduction is adequate.<Fhis - may require a fault tree analysis to be
tructed that includes demand causes asgwell as protection system failures. Gommon

Fisk can

SIS are
aring of

on the

d of common causej‘common mode and dependent failures. The extent, formality and

on. The

f common cause, common mode and dependent failures may be dominant fgr safety

puld be

ed oot-to establish if a single event can cause failure of more than one protection

ysis will

- diversity between protection layers - the aim should be diversity between protection layers
and the BPCS but this is not always achievable. An example could be over pressure
protection where a failure of the BPCS pressure control loop would cause a demand. The
BPCS and the SIS will both require pressure measurement and there will be a limit on the
suitable equipment available. Some diversity can be achieved by using equipment from
different manufacturers but if SIS and BPCS sensors are connected to the process using
the same type of hook up, then the diversity may be of limited value.

- physical separation between different protection layers — physical separation will reduce
the impact of common cause failures due to physical causes. Measurement connection
locations for BPCS and SIS should be given maximum physical separation subject to
functional needs such as accuracy and response time.
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10 SIS safety requirements specification

10.1 Objective

The development of the SIS safety requirements specification is one of the more important
activities of the whole safety lifecycle. It is through this specification that the user is able to
define how he wants the Safety Instrumented Functions (SIF) to be designed and integrated
into a SIS.

Final validation of the SIS is carried out using this specification.

10.2 General requirements

10.2.1
several
requirements may be developed by the Hazard and Risk Assessment team and/or thg project

team itself.

10.3 S

10.3.1
be defined early in a project to ensure the Safety Instrumented\Functions provide the|desired
protecti

Safety

overall gpecification.

The SIS safety requirements specification may be a single document or a_Colgction of
documents including procedures, drawings or corporate standard practices| These

S safety requirements
As described in IEC 61511-1, there are a number of desigh requirements that|need to
DN,

equirements specifications for individual subsystems may also be derived ffom this

Some cpnsiderations with respect to the safety requirements specifications are as follqws:

a)

Theffirst items that will need to be defined“is the safety instrumented function alpng with
its Safety Integrity Level (SIL). An example of a Safety Instrumented Function is|“protect

the
Typ

reactor from overpressure by -shutting down the inlet valves on high pressure”.
cally the function description will comprise the following elements.

Which measurements need to be taken to detect the onset of the hazardous
conditions. A simple example could be that a pressure rise above a specifigd value
needs to be detected.-The value of the parameter at which action should be tgken will
heed to be outsidesthie normal operating range and less than the value that wjll result
in the hazardous(condition. An allowance will need to be made for the responge of the
Eystem and thewaccuracy of measurement. In setting the limit, there will therefqre need
o be a discussion with those responsible for the safety instrumentation system design
nd implemeéntation.

he aetiens that need to be taken that will prevent the hazardous condition. A simple

xample could be to reduce the flow of steam to a reboiler within a specified| time. It

hould be noted that it is not usually sufficient to state that steam flow to the|reboiler
should be shut-off. The designer will need to know what is necessary for successful
operation. In heating duties it may for example be sufficient to reduce flow to less than
10 % of flow within one minute. In other examples it may be necessary to have tight
shut-off within a few seconds.

The actions not needed to prevent the hazardous condition that may be of benefit for
operational reasons. Such actions may include presentation of alarms, shut down of
upstream or downstream units to reduce demands on other protection systems or
actions that will enable fast start up once the cause of the hazard has been eliminated.
It is important to separate these actions from the actions necessary to prevent the
hazardous condition so as to minimize costs and restrict the boundary of the safety
instrumented system to what is necessary. The wider the boundary is set, the more
difficult it will be to show that the overall probability of failure on demand meets the
requirements associated with the specified integrity level.

Any identified process states or sequences of the SIS operation which should be
prevented because they will result in hazardous situations.
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This specification should define the safe state of the process for each identified function in
terms of which flows should be started or stopped, which process valves should be
opened or closed and the state of operation of any rotating equipment (pumps,
compressors, agitators). If bringing the process to a safe state involves sequencing, the
sequencing should also be identified.

NOTE In defining the final elements, consideration should be given to the benefits of diversity, for example,
shutting off the product stream and shutting off the steam flow to reduce high pressure.

The requirement for a desired proof test interval should be defined at the beginning so the
design of the SIS can take it into consideration. For example, if proof testing is to be
performed during planned shutdowns (for example, every 3 years), the design might
require more redundancy than if the proof test interval is to be annual.

Requirements for being able to manually bring the process to a safe state should be
defined. For example, if there is a requirement for the operator to be able teymanually
shufdown a piece of equipment from either the control room or from a field locatipn, then
this| needs to be specified. Any requirement for independence of manual shutdown
switthes from the SIS logic solver also needs to be defined.

For example, some users have electronic reset switches on the,main control panel or
inthe field and others like to use solenoids with latchingy handles. If there is
a specific requirement like this reset action, it should be part(of the safety requifements
spegification.

All requirements for restarting the process after a shutdown need“to be S{-‘ecified.

If there is a target frequency for nuisance trips, this also should be specified as part of the
safety requirements specification. This will be a factor in the design of the SIS.

Thelinterfaces between the SIS and the operator_n€ed to be fully described, including
alarms (pre-shutdown alarms, shutdown alarms, bypass alarms, diagnostic plarms),
graphics, sequence of events recording.

Thefe may be a need for bypasses to allowthe SIS to be tested or maintained while the
prodess is running. If.there are specific requirements for bypassing such deviceg as key
lock| or passwords, these also need.to;,be specified as part of the safety requifements
spegification.

Thelfailure modes and response of the SIS on the detection of faults should be defined.
For [example, a transmitter can,be designed to fail toward a trip condition or amay from
a trip condition. If it is designed to fail away from the trip condition, then it is important that
the pperator gets an alarm on the transmitter failure and is trained to take the ngcessary
corrective action to_get the transmitter repaired as quickly as possible. Sge also
IEC[61511-1, 11.3 relating to requirements on detection of a fault.

The objective of this subclause is to provide guidance in the design of the SIS. Each SIF has
its own SIL. A component of a SIS, for example, a logic solver, may be used by several SIFs
with different SlLs.

11.2 General requirements

11.2.1 No further guidance provided.

11.2.2 No further guidance provided.

11.2.3 No further guidance provided.
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11.2.4 IEC 61511-1, Clause 11, has a number of design requirements for a SIS. One item of

concern

is independence between the SIS and the BPCS.

A SIS is normally separated from the BPCS for the following reasons:

a) To reduce the effects of the BPCS on the SIS, especially when they share common
equipment. For example if the BPCS and SIS share a common valve for shutdown and
control, then in the event of a dangerous failure of that valve, it would not be available to
perform a SIS shutdown function.

b) To retain flexibility for changes, maintenance , testing and documentation relating to the
BPCS.

NOTE__1 The SIS normally has more robust requirements than the BPCS and the intent is not to s

bject the

BPQ
unc

c) Tof

d) Acc
to 1
the

S to the same robust requirements that are required for the SIS. However /it should bg, 1
ntrolled BPCS modifications can be a cause of increased demand on the SIS.

hcilitate the validation and functional safety assessment of the SIS.

pss to the programming or configuration functions of the BPCS may need to b
neet the modification management arrangements ifthe BPCS, is combin
51S.

Where I failure of the common equipment can cause a demand an the SIS, then an

should
hazard
hazard
parts of

rate will be the sum of the dangerous failure rate of'the common elements
rate from other sources of demand (including dangerous failure of the inde
the SIS).

oted that

limited
d with

hnalysis

e conducted to ensure the overall hazard rates satisfiestthe expectations. Th¢ overall

and the
pendent

Separatjon between the SIS and the BPCS may use identical or diverse separation. ldentical

separat
diverse

on would mean using the same technology for both the BPCS and SIS
separation would mean using different” technologies from the same or

vhereas
Hifferent

manufag¢turer.

Compared with identical separation, which helps against random failures, diverse separation
offers t:l:e additional benefit of reducing the probability of systematic faults and of feducing
common cause failures.

Identicall separation between‘the SIS and BPCS may have some advantages in degign and
maintenjance because it reduces the likelihood of maintenance errors. This is particularly the
case if |diverse components are to be selected which have not been used beforg within
the usen’s organisatign:

Identicall separation between SIS and BPCS may be acceptable for SIL 1, SIL 2 and SIL 3

applicat
and the

r likelihood reduced. Some examples of common cause failures are:

ons although the sources and effects of common cause failures should be considered

a) plug

ging of instrument connections and Impulse lead lines;

b) corrosion and erosion;

¢) hardware faults due to environmental causes;

d) software errors;

e) power supplies and power sources;

f) hum

an errors.

Diverse separation offers the additional benefit of reducing the probability of systematic
failures (a factor especially important in SIL 3 and SIL 4 applications) and reducing common
cause failures.
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There are four areas where separation between the SIS and BPCS is generally provided:

1
2
3

)
)
)
4)

field sensors;
final elements;
logic solver;

wiring.

Physical separation between BPCS and SIS may not be necessary provided independence is
maintained, and the equipment arrangements and the procedures applied ensure the SIS will
not be dangerously affected by

failureso

work carried out on the BPCS for example, maintenance, operation or modification

Where procedures are necessary to ensure the SIS is not dangerously affected, fthe SIS

designer will then need to specify the procedures to be applied.

a)

Field sensors

Using a single sensor for both the BPCS and SIS requires further review and analypis. The
additional review and analysis is necessary because a failure“of this single senspr could
resuflt in a hazardous situation. For example, a single level.sensor used for both the BPCS
and ja SIS high level trip could create a demand if the sefsor fails low (i.e., below the set
poinf of the level controller). As a result of the sensor.failing low; the controller would drive
the palve open. Since the same sensor is used forvthe SIS, then it will not detect the
resufltant high level condition.

Whdre a single sensor is used for both a BPCS\and SIS function, the requirementg of IEC
61511-1 will normally only be satisfied if the~s€énsor diagnostics can reduce the dahgerous
failure rate sufficiently-and the SIS is capable of placing the process in a safe stafe within
the fequired time. In practice this is difficult to achieve even for SIL 1 applicationgs. For a
SIL 2, SIL 3 or SIL 4 safety instrumented function, separate SIS sensors with ideptical or
diverse redundancy will'normally béjneeded to meet the required safety integrity.
NOTHE 2 When a single separate SIS.sensor is used, there may be advantages to repeating the signal to the

BPC$ through suitable isolators. Sueh“an arrangement can lead to improved diagnostic coverage by allowing
signal comparison between BPCS and SIS sensors.

Whgn redundant SIS sensors are used, the sensors may also be connected to the BPCS
throtigh suitable isolaters. Suitable algorithms in the BPCS such as “middle of three” may
incrgase safety by feducing the demand rate on the SIS.

Findl Element

In the same-way as for the sensors, using a single valve for both the BPCS and SIS
reqyires(further review and analysis. In general, a single valve used for both the SIS and
BP({S%ifrnot recommended if a failure of the valve would place a demand on the S|S.

Where a single valve is used by both the BPCS and SIS, the requirements of IEC 61511-1
will normally only be satisfied if the valve diagnostics can reduce the dangerous failure
rate sufficiently and the SIS is capable of placing the process in a safe state within the
required time.

In practice, this is difficult to achieve even for SIL 1 applications. For a SIL 2, SIL 3 or
SIL 4 safety instrumented function, separate SIS valves with identical or diverse
redundancy will normally be needed to meet the required safety integrity.

Where a single valve is used for both BPCS and SIS functions, the design should ensure
that the SIS action overrides the BPCS action. This is normally achieved by having the
SIS directly connected to a solenoid valve that removes the power source directly at
the actuator, for example, between the valve positioner and the actuator.

When redundant SIS valves are used, the valves may be connected to both the SIS
and BPCS.

NOTE 3 Even with redundant valves, it is important to consider common cause failures between the BPCS
and SIS valves.
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Addi

tional considerations for determining the valve requirements are:

— shutoff requirements;

- r

eliability experience with the valve in similar process applications;

— unsafe failure modes of the valve;

— operating procedures that make the valve less effective (for example, bypass valves
being opened);

— proof testing requirements.

c) Wiri

ng

On energize to trip systems, the BPCS and relevant field device wiring is normally

sepa
acci
thes
boxe
labe]
mair

NOTE

opersg

The

Hentally deactivating the safety function without noticing it. Typical guidel
e types of systems include installing separate multi-conductor cables, and
s dedicated to the SIS and BPCS. Where the wiring is not separated;\the use

tenance resulting in deactivation of the SIS are suggested.

tion. Application of power (for example, electricity, air) causes a trip action:

cable support system (for example, cable trays, conduit)s,may be common for

energize to trip and energize to trip systems, unless sgeparation is required f

reas
cong

11.2.5

11.2.6

ideration may be given to adding fire protection to.the cable trays in fire risk a

No further guidance provided.

See 11.8 of this standard for guidapce~as well as following guidance rel

the Note in 11.2.5 of IEC 61511-1.

The op
operatid
instrum

Human
(HMI) i

n. However, humans can make errors or be unable to perform a task,
ents and equipment are subject to malfunction or failure.

performance is therefore a system design element. The human machine i

maintenjance personnel.

Human

rated from wiring to the SIS and its relevant field devices because of the posdibility of

nes for
junction
of good

ling and maintenance procedures to minimize the potential of errors” caused during

Energize to trip refers to SIF circuits where the outputs and devices are ‘de-energized under normal

both de-
br other

ons (for example, electromagnetic interference). ‘On energize to trip gqystems,

eas.

ating to

brators, maintenance staff, supervisors and managers all have roles in safe plant

just as

hterface

b particularly. important in communicating the status of the SIS to operating and

Reliability Analysis (HRA) identifies conditions that cause people to err and provides

estimates of errofdrates based on past statistics and behavioural studies. Some examples of

human

- und

prror contributing to chemical process safety risk include:

btected errors in design;

- erlro

ST operations {for exampte, Wrong Setpoint);

- improper maintenance (for example, replacing a valve with one having the incorrect

failu
- erro

- failu

NOTE S

re action);
rs in calibrating, testing or interpreting output from control systems;
re to respond properly to an emergency.

ee the following references for additional guidance:

CCPS/AIChE Guidelines for Improved Human Performance in Process Safety, New York: American Institute of
Chemical Engineers (1994).

CCPS/AIChE Guidelines for Chemical Process Quantitative Risk Analysis (second edition), New York: American

Institute

of Chemical Engineers (2000).

HSE Reducing error and influencing behaviour, HSG48, Health and Safety Executive, London (1999), ISBN 0

7176 24

52 8.
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11.2.7 This subclause addresses the potential hazard that may be created if a SIS
automatically restarts the process immediately after the trip condition is corrected. Each SIF
should be analysed to determine how it should be reset once the trip condition is corrected.
Normally restarting should only be possible after a manual action of the operator.

11.2.8 Manual means that are independent of both the SIS logic solver and the BPCS control
system may be provided to allow the operator to initiate a shutdown in an emergency. The
requirements for manual shutdown are normally defined in the SRS.

The emergency stop may be connected to the SIS PE logic solver (for example, when a
sequenced shut down is required) provided that it is necessary and deemed appropriate by
the H and RA team.

11.2.9 [This subclause indicates the need for analysis of independence between the,SIS and
other prptection layers, not just between the SIS and BPCS (see IEC 61511-1, Figure D).

Under sjome circumstances it may be acceptable that there is incomplete separation between
BPCS ahd the SIS. This is particularly the case where a failure of the common equipment will
not cause a demand on the SIS. In such cases, it is necessary to implement the common or
shared gquipment in accordance with IEC 61511-1.

Where a failure of the common equipment can cause a demand.on the SIS, then an pnalysis
should be conducted to ensure the overall hazard rate satisfiés the expectations. The overall
hazard fate will be the sum of the dangerous failure rate of-the common elements |Jand the
hazard frate from other sources of demand (including dangerous failure of the independent
parts of|the SIS). To establish the hazards associated<with dangerous failures of the gommon
equipment, the following cases should be considereds

a) Whgre one element of the redundant configuration is used as a BPCS, cons|der the
hazards arising from dangerous failures of>common equipment taking into consifderation
the performance of the SIS which has been degraded by the failed instruments;

b) Whgre the shared instruments are-inot redundant, consider the hazards arising from
dangerous failures of the common.€gquipment assuming the SIS did not respond.

11.2.10| Provides cautionary guidelines on using a common element for both the BHCS and
the SIY. “Sufficiently low” in\the Note means the dangerous failure rate of the| shared
equipment multiplied by the PFD of the other independent layers (other than the SIH) meets
your cofporate risk criteria.

11.2.11] In the caseof final elements which on loss of power do not fail to the safe state (for
example, energize,to trip systems) consideration should be given to the provision |of local
manual means tonachieve the safe state.

11.3 Rpquirements for system behaviour on detection of a fault

11 3 1 locfurthar atlidance - nrovided
9. O e gtHeahREe preovHae6-

11.3.2 No further guidance provided.

11.3.3 No further guidance provided.

11.4 Requirements for hardware fault tolerance

11.4.1 The traditional approach to safety system design was to ensure that no single fault
would result in loss of intended function. System architectures such as 1002 or 2003 have a
fault tolerance of 1 because they are able to function on demand even in the presence of one
dangerous fault. Such systems were employed as a standard approach for safety systems to
ensure they were sufficiently robust to be able to withstand random hardware failures. Fault
tolerance architectures also gave protection to a wide range of systematic faults (mainly in
hardware) because such faults do not necessarily arise at the same instant of time.
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This standard recognizes that the process industry needs more than one level of performance
from safety systems and has adopted the concept of safety integrity levels with increasing
performance depending on the need for risk reduction in the specific application involved.
Because of the different levels of performance it is no longer appropriate to expect all safety
integrity levels to be fault tolerant. In selecting the architecture to use for a specified integrity
level it is however important to ensure that it is sufficiently robust for both random hardware
faults and systematic faults. To ensure robustness against random hardware faults this
standard requires that a reliability analysis be carried out.

The requirements of this part of the standard are targeted at ensuring that architectures have
the necessary fault tolerance for random hardware faults and some systematic faults. In
deciding the extent of fault tolerance needed there are a number of factors that should be

taken into—consideratior—as-foltows:

- The|complexity of the devices used within the subsystem. A device will be lessNikgly to be
subjfct to systematic faults if the failure modes are well defined, the behaviour ungler fault
condlitions can be determined and there is sufficient failure data from field experierjce;

- Thelextent to which faults lead to a safe condition or can be detected by diagngstics so
that|a specified action can be taken. This capability is termed the\safe failure frgction of
the gevice;

- Thelsafety integrity level requirement for the application involved.

The intgrnational working group that prepared IEC 61508, considered the above facfors and
specified the extent of fault tolerance required in IEC81508-2. In preparing this| sector-
specific| standard for the process sector it was considered that the requirements for fault
tolerande of field devices and non PE logic solver cauld be simplified and the requirefents in
IEC 61811-1 could be applied as an alternative. {tshould be noted that subsystem |designs
may require more component redundancy than what is stated in Tables 5 and 6 in prder to
satisfy availability requirements.

The requirements for hardware fault telerance can apply to individual components or
subsystems required to perform a SH. For example, in the case of a sensor subsystem
comprising a number of redundant, sensors, the fault tolerance requirement applie$ to the
sensor subsystem in total, not to individual sensors.

11.4.2 [fable 5 of IEC 61511-1 defines the minimum fault tolerance for PE logic solvers. The
fault tolerance requirement.depends on the required SIL of the SIS and the subsystem safe
failure fraction. Information on safe failure fraction of logic solvers can normally be g¢btained
from the PE logic ‘solver vendor. If the PE logic solver is not used according to the
assumptions made)in the calculation of the SFF then the claims made for safe failure|fraction
should pe carefully considered. In particular, the assumptions made should be examined to
ensure that thesboundary and environment assumed in the SFF calculations are valiq for the
applicatjonr being considered. This is because the SFF will depend on a number of issues
such as“whether the subsystem is energize or de-energize to trip. Data sourges and
assumptions made during a calculation of SFF should be documented. The SFF is related to
random hardware failures only. In establishing the SFF it is acceptable to assume that the
subsystem has been properly selected for the application and is adequately installed,
commissioned and maintained such that early life failures and age related failure may be
excluded from the assessment. Human factors do not need to be considered when
determining SFF.

11.4.3 Table 6 of IEC 61511-1 defines the basic level of fault tolerance for sensors, final
elements, and non-PE logic solvers having the required SIL claim limit in the first column. The
requirements in Table 6 are based on the requirements in IEC 61508-2 for PE devices with a
SFF between 60 and 90 %. The requirements are based on the assumption that the dominant
failure mode is to the safe state or that dangerous failures are detected.
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11.4.4 This subclause allows the hardware fault tolerance of all subsystems except PE logic
solvers to be reduced by one on certain conditions. These conditions will apply to devices
such as valves or smart transmitters and reduce the likelihood of systematic failures such that
the requirements are aligned to the requirements of IEC 61508-2 for non PE devices.

11.4.5 In some cases it may be possible to reduce the fault tolerance by following the fault
tolerance requirements of IEC 61508-2. This may be achieved by introducing additional
diagnostics such as signal comparison or regularly scheduled partial stroke testing such that
the SFF of the subsystems is higher than 90 %.

11.5 Requirements for selection of components and subsystems

11.5.1 QObjectives

No further guidance provided.

11.5.2 [General requirements

11.5.2.1 There are some considerations for selecting components and, sub-systen]s to be
used in] a SIS. The first option is that the components be designed in accordarlce with
IEC 61908-2 (requirements for electrical/electronic/programmablé, electronic safety-related
systemg) and IEC 61508-3 (software requirements). The second.option is to use comfponents
and sub-systems that are known to be reliable through extensive use in“similar service and in
a similal environment.

Whicheyer option is chosen, it has to be demonstrateddhat the component or subsystgm

a) is rgliable enough to achieve the overall target‘RFD or target dangerous failure rafe of the
safj\y instrumented function,
t

b) mesgts the architectural constraint requirement, and

c) has|a sufficiently low likelihood of systematic faults.

The requirement of ¢) can be satisfied either by compliance with IEC 61508-2 and
IEC 61508-3 or by the prior use requirements in 11.5 of this standard.

11.5.2.2 No further guidance-provided.
11.5.2.3 No further guidance provided.

11.5.2.4 No further.guidance provided.

11.5.3 | Requirements for the selection of components and subsystems based
on(prior use
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IEC 61508-2 and IEC 61508-3. Users and designers will therefore have to depend more
heavily on using field devices that have been “proven-in-use”.

Many users have a list of instruments that are approved or recommended for use in their
facility. These lists have been established by extensive successful operating experience on
their BPCS. Sensors and valves that have had a history of not performing as desired have
been eliminated.

Normally the sensors and valves that are on these approved or recommended lists for the
BPCS could also be considered as proven-in-use for SISs subject to the assessment required
by 61511-1. This list of instruments should include the version of the device and be supported
by documented monitoring of field returns at the user and at the manufacturer. In addition the
manufacturer should have a modification process which evaluates the impact of reported
failures and modifications.
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If such a list does not exist, then users and designers need to conduct an assessment on the
sensors and valves to ensure that they are satisfied the instrument will perform as desired.
This may require discussions with other users or designers to see what they are using for
similar applications.

11.5.3.2 It should be noted that for more complex devices, it may become more difficult to
show that the experience gained in an application is relevant. As an example, experience
gained by using a PLC in an application involving the use of simple ladder logic may not be
relevant if the equipment was to be used for complex calculations or sequences.

In general, the relevant aspects of the operating profile of field devices are different from
those of a logic solver.

For field devices the following points contribute to the operating profile:

- fungtionality (for example, measurement, action);

- opefating range;

— prodess properties (for example, properties of chemicals, temperatufre) pressure);

- prodess connection.

For logif solvers, the following points contribute to the operating. profile:

- vergion and architecture of hardware;

- vergion and configuration of system software;
- application software;

- 1/O ¢onfiguration;

- resgonse time;

- prodess demand rate.
For all devices, the following points coftribute to the operating profile:
- EMGC;

- environmental conditions.

11.5.4 | Requirements. for selection of FPL programmable components and subsystems
(for example, field devices) based on prior use

11.5.4.1 No furtherguidance provided.

11.5.4.2 Nofurther guidance provided.

11.5.4.3__No further guidance provided

11.5.4.4 This subclause explains additional requirements when trying to qualify a FPL
programmable device to a SIL 3 capability.

11.5.4.5 This subclause mandates a Safety Manual for a FPL programmable device with a
SIL 3 capability.

11.5.5 Requirements for the selection of LVL programmable components and
subsystems (for example, logic solvers) based on prior use

11.5.5.1 This subclause lists additional requirements for LVL PE logic solvers having SIL 1 or
SIL 2 capability. LVL PE logic solver with SIL 3 or 4 capability should be in accordance with
IEC 61508-2 and IEC 61508-3.

11.5.5.2 No further guidance provided.
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11.5.5.3 No further guidance provided.
11.5.5.4 No further guidance provided.

11.5.5.5 This subclause lists additional requirements to achieve SIL 1 and SIL 2 capability for
a safety configured PE logic solver. For additional considerations, see Annex D.

11.5.5.6 This subclause lists additional requirements to achieve SIL 2 capability for a safety
configured PE logic solver.

11.5.5.7 This subclause mandates a Safety Manual for a LVL programmable device with
a SIL 2 capability.

11.5.6 | Requirements for the selection of FVL programmable components
and subsystems (for example, logic solvers)

11.5.6.1 No further guidance provided.
11.6 Field devices

11.6.1 No further guidance provided.
11.6.2 No further guidance provided.
11.6.3 No further guidance provided.

11.6.4 No further guidance provided.

11.7 Interfaces

User interfaces to a SIS are operator-interfages and maintenance/engineering interfages. The
information or data which is communicated;betweenthe SIS and the operator displayg can be
either S|S related or informative.

If an operator action is part of ~the safety instrumented function, everything negded to
perform|this action should be cohsidered as part of the SIF. This would include, for gxample,
an alarm indicating that the .operator has to shutdown the process. In this example, the
shutdown switch (the means, of implementing the shutdown action) should be considered as
part of the SIF.

Data communicatiofh-which is not part of the SIF (for example, display of the actual vglue of a
SIF sensor if thetrip function is realised within the SIF) may be displayed in the BPCS if
it can b¢ shown-that the safety instrumented functions are not compromised (for example,
read-only-access in the BPCS).

11.7.1 Operator interface requirements

The operator interfaces used to communicate information between the operator and the SIS
may include:

- video displays;

- panels containing lamps, push buttons, and switches;

- annunciator (visual and audible);

- printers (should not be the sole method of communication);

- any combination of these.
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a) video displays

BPCS video displays may share SIS and BPCS functions provided the displayed data is
for information only. Safety critical information is additionally displayed via the SIS (for
example, if the operator is part of the safety function).

When operator action is needed during emergency conditions, the update and refresh
rates of the operator display should be carried out in accordance with the safety
requirements specification.

Video displays relating to the SIS should be clearly identified as such, avoiding ambiguity
or potential for operator confusion in an emergency situation.

The BPCS operator interface may be used to provide automatic event logging of safety
instrumented functions and BPCS alarming functions.

Confgitions to be logged might include the following:
3$IS events (such as trip and pre-trip occurrences);
— Whenever the SIS is accessed for program changes;
— diagnostics (for example, discrepancies, etc).

It is [important that the operator be alerted to the bypass of any portion of the SI§ via an
alarm and/or operating procedure. For example, bypassing the-final element in a [SIS (for

fple, shutoff valve) could be detected via limit switches.on-the bypass valve that turn
on gn alarm on the panel board or by installing 'seals or mechanical locks on the| bypass
valve that are managed via operating procedures. It is generally suggested to kegp these
bypdss alarms separate from the BPCS.

b) pangls
Panegls should be located to give operators easy.access.

Pang¢ls should be arranged to ensure thatsthe layout of the push buttons, lamps, jgauges,
and |other information is not/confusing_ta the operator. Shutdown switches for fifferent
prociess units or equipment, which looKsthe same and are grouped together, may fesult in
the wrong equipment being shut down by an operator under stress in an emlergency
situgtion. The shutdown switché&s-should be physically separated and their [function
labelled. Means should be provided to test all lamps.

c) printers and logging

Printers connected to the SIS should not compromise the safety instrumented fupction if
the printer fails, is turned off, is disconnected, runs out of paper or behaves abnormally.

Printers are useful:oe record the sequence in which events occur, diagnostics and other
events and alarms; with time and date stamping and identification by tag number| Report
formatting utilities should be provided.

If printing is"a buffered function (information is stored, then printed on demand or on|a timed
schedulp)/then the buffer should be sized so that information is not lost, and upder no
circumsks peti i } e i e ace.

11.7.1.1 The operator should be given enough information on one display to rapidly convey
critical information. Display consistency is important and the methods, alarm conventions and
display components used should be consistent with the BPCS displays.

Display layout is also important. Layouts with a large amount of information on one display
should be avoided since they may lead to operators misreading data and taking wrong
actions. Colours, flashing indicators, and judicious data spacing should be used to guide the
operator to important information so as to reduce the possibility of confusion. Messages
should be clear, concise and unambiguous.

The display should be designed such that data can be recognized by operators who may be
colour blind. For example, conditions shown by red or green colours could also be shown by
filled or unfilled graphics.
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11.7.1.2 No further guidance provided.
11.7.1.3 No further guidance provided.
11.7.1.4 No further guidance provided.

11.7.1.5 No further guidance provided.

11.7.2 Maintenance/engineering interface requirements
11.7.2.1 No further guidance provided.

11.7.2.2 Maintenance/engineering interfaces consist of means to program, test and maintain
the SIS| Interfaces are devices which are used for functions such as:

a) system hardware configuration;

b) application software development, documentation, and downloading to' the S|S logic
solvgr;

c) accegss to application software for changes, testing, and monitoring;
d) viewing SIS system resource and diagnostic information;

e) chanmging SIS security levels and access to application software-variables.

diagnostic status of all SIS components (for example, as/ihput modules, processors) including
Maintenfance/engineering should provide means for-copying application programs to|storage

A persdnal computer connected to a SIS for maintenance/engineering purposes, should not
ise safety functions if the personal computer fails, is turned off or is disconnefted.

No further guidance provided.
No further guidance provided.
ommunication interface requirements
No further guidance provided.
No furthér guidance provided.

Na further guidance provided.

11.8 Maintenance or testing design requirements

11.8.1 The design of the SIS should take into consideration, how the system is going to be
maintained and tested. If the SIS is to be tested while the process is running, the design
should not require the disconnection of wires, applying jumpers or forcing software registers
since using these techniques may jeopardize the integrity of the SIS. The system design
should provide technical and procedural requirements of the SIS in order to accomplish full
system testing of sensors, logic solver and final elements safely.

It is important to define how a SIS is going to be maintained while the process is running. For
example, if a transmitter or valve needs to be worked on, consideration needs to be given on
how the maintenance department will work on these instruments without causing a nuisance
trip while maintaining the safety of the process.
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It should be noted that any limit on the testing period of final elements should be taken into

account in the calculation of the PFD,, 4 of the SIF.

11.8.2 No further guidance provided.
11.8.3 The installation of bypasses may reduce the level of security in a SIS. This reduction
in security may be overcome by:

a) Using passwords and/or key locked switches. Some designs may incorporate locked
cabinets containing the appropriate bypasses.

b) Clear identification of piping bypasses may be accomplished by either sealing valve
positions or installing safety signs indicating importance of the appropriate position.

For example, for a 1002 sensor configuration, some users like to bypass both sensors at one
time bu{ others like to have a separate bypass for each sensor. If both sensors arg bypassed,
it will bg¢ necessary to put measures in place to ensure that risk remains tolerable. Either can
be possjble, but this should be addressed early in the design.

Likewis¢, some process operations do not support the valve being moved while the prpcess is
running|or installing a bypass around the valve may be impractical. In. these cases, th¢ design
should allow for testing the SIS as far as practical, i.e., at least through the solenoid yalve. In
this ca%, some type of bypass around the solenoid can be ingluded in the design with the
usual alarming or procedural controls for this bypass.

11.8.4 No further guidance provided.
11.9 S|F probability of failure

11.9.1 Users and designers should refer to Annex A of this standard for guidance in
techniqlies available to ensure SIS design satisfies performance relating to random hardware
failures

11.9.2 Most of the techniques in Annex A of this standard require some quantification of the
diagnosfic coverage of the SIS. Diagnostics are tests performed automatically to detet faults
in the S|S that may result in safe ordangerous failures.

A particular diagnostic technigue cannot usually detect all possible faults. An estimate of the
effectivgness of the diagnostics used' may be provided for the set of faults being addressed.
Subclayses 7.4.4.5 and(%.4.4.6 of IEC 61508-2 provide requirements for how diagnostics
could bp determined (see also Annex C of IEC 61508-6 for an example of how diagnostic
coverage is calculated).

Improving the diagnostic coverage of the SIS may assist in satisfying the SIL requirements. In
this case, (oth the diagnostic coverage and the period between diagnostic tegts (the
diagnostic¢test interval) should be taken into account when calculating the probgbility of
failure i i ¢ further

In situations where the SIS is the only layer of protection and is used for a safety function
operating in the continuous mode of operation, then the diagnostic test interval will need to be
such that faults in the SIS are detected in time to ensure the integrity of the SIS and to allow
action to be taken to ensure a safe state in the event of a failure occurring in the process or
the basic process control system.

To achieve this, the sum of the diagnostic test interval and the reaction time to achieve a safe
state should be less than the “process safety time”. The process safety time is defined as the
time period between a failure occurring in the process or the basic process control system
(with the potential to give rise to a hazardous event) and the occurrence of the hazardous
event if the safety instrumented function is not performed.
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Critical and potentially critical faults to common components (such as faults to
CPU/RAM/ROM) typically inhibit nearly the entire processing of data and are therefore more
far reaching than a fault of a single output point. Failure modes that carry a high failure
probability have to be detected with more confidence. Furthermore, the detectability of failure
modes should be taken into account.

For each diagnostic implemented, testing interval and resulting action on fault detection
should meet the safety requirements specification.

Where these diagnostics are not “built in” the vendor supplied equipment, externally
configured diagnostics may be implemented at the system or application level in order to meet
the SIL for the SIF.

Diagnodtics may not be capable of detecting systematic errors (such as softwarg bugs).
Howevelr, appropriate precautionary measures to detect possible systematic(faults |may be
implemgnted.

Diagnodtics may be accomplished using a variety or combination of methods, including:

a) Senpors

1) Diagnostic alarms could be provided to detect a sensof<that has completely failed
ipscale or downscale. One way this can be accomplished is by use of an out ¢f range
blarm. For example, in a high temperature trip-application with redundant temperature
ransmitters, a low out of range alarm could be added to diagnose a transmittgr failure
br loss of transmitter signal.

2) |f redundant transmitters are used, comparison of the analogue values |detects
hnomalies that may occur during normal @peration. If three transmitters are uged, the
middle of the three readings can be used (mid-value selection). Mid value selgction is
hdvantageous over comparison to thevaverage because the average is skewed by the
jevice that is not functioning properly. Significant deviations between readings|may be
created by

- plugging or freezing in the impulse leads;
- reduction in purge supply pressure;

- process coating of thermowells;

- grounding or power supply problems;

- _non-respanse of a transmitter that has an output value that is no longer chgnging.

3) Time delays_-may be provided to prevent nuisance alarms due to variations irl sensor
esponse fo process changes caused by sensor location or sensor technolggy. For
bxampley some redundant flow sensors may have 1 to 2 s delays. There are alnumber
bf software packages available from vendors to monitor redundant sensor feadings
hnd-Calculate the standard deviation in order to initiate the diagnostic alarms.

4) Another method of sensor diagnostics is comparison of related variables (for example,
flow totalizers versus tank level changes or pressure and temperature relationship).

b) Final elements

1) Comparison of the feedback from the final element (such as limit switches or position
transmitters) to the requested state may be performed to verify that the expected
actions have been taken. Sufficient time delays should be used to filter the alarm for
valves in transition (for example, from fully opened to fully closed). This comparison of
the feedback from the final element to the requested state can only be considered to
be a diagnostic if the valve periodically changes to the safe state as part of normal
operation (for example, batching operation).

2) Some valves, actuators, solenoids, and/or positioners may provide diagnostic
capability.
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c) Logic Solvers

Safety-configured or IEC 61508 series compliant PE logic solvers typically include
diagnostics which detect various faults. The types and diagnostic coverage will generally
be described in the Safety Manual.

d) Externally configured diagnostics
Examples of these include watchdog timers and end-of-line monitors.

With reference to the Note in 11.9.2.c) of IEC 61511-1 regarding confidence in reliability data,
mean time to failure (MTTF) is typically determined by recording the number of failures (n)
which occur in a sample of components during an accumulated number of operating hours (7).
A confidence IeveI in the resultmg MTTF can be derived using the Ch| square test (see
‘Reliabikk 3 ans—that the
value of MTTF to be used in the rel|ab|I|ty calculatlons for a SIS WI|| in general be Iower than
the value of MTTF calculated as T/n. This reduction factor will be greater for-a higher fequired
confidemce level and for lower numbers of observed failures. However, in' igenenal, it is
reasongble to assume that at a 70 % confidence level the reduction factor'is-‘not significant
comparged to other sources of uncertainty associated with reliability modelling.

12 Rpquirements for application software, including selection criteria
far utility software

Clause 12 of IEC 61511-1 does not differentiate betweef) SIL 3 and lower SIL application
softwar¢ design methods because experience shows <that there is little differencg in the
method$ when using:

- eith¢r FPLs or LVLs; and
- 1EC|61511-1 compliant logic solver; and

- the gorresponding Safety Manual.

There may be differences for test andyerification for different SlLs. See 12.7.2.3 of this part
for guidgnce.

12.1 Application software safety lifecycle requirements
12.1.1 Pbjective

12.1.1.1 No further guidance provided.

12.1.2 Requirements

12.1.2.1 No-further guidance provided.

12.1.2.2 Notes 1 and 2: When limited variability languages such as IEC 61131-3 ladder
diagram or function block diagram are used for the design, implementation, verification and
validation of application software, then only two levels of the standard software “V” model
shown in Figure 3 need apply. In this case, it is assumed that the used function blocks
conform to IEC 61508-3, then:

- “application software architecture design” is applied to the software for each SIF in a way
that ensures the software design is consistent with the hardware architecture;

- application software development” is interpreted as the design and implementation of the
safety logic using the IEC 61508-3 and IEC 61508-4 compliant limited variability language;

- “application software testing” is interpreted as the verification and test of the application
software; and

- “Integration of the application software with the SIS subsystem” is interpreted as the
integration and verification of each process safety function implemented in the limited
variability language.
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An example of an application software development lifecycle using an IEC 61508 series SIL 3
compliant PLC is given in Annex D.

Where a new “function” or “function block” is to be implemented using elements of the
IEC 61508 series compliant Limited Variability Language (for example, implementation of a
common burner interlock sequence or pump interlock sequence) then:

- “Application Module Development” in the “V” model is interpreted as the design and
implementation of the new function; and

- “Application Module Testing” is interpreted as the verification and testing of the new
function.

In the WWWWWMVerefme
softwar¢ code development is needed, then, as the “V” model (Figure 3) indicates, the

developler should follow all of the lifecycle phases and procedures defined in IEC.61508-3.
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NOTE Unless otherwise indicated, subclause numbers in this figure refer to IEC 61511-1.

Figure 3 — Software development lifecycle (the V-model)

12.1.2.3 No further guidance provided.
12.1.2.4 The following are considerations for the selection of methods, techniques and tools:

To select methods, techniques and tools that may contribute towards the software having the
required quality, consider the following key quality parameters for the application software:

- simplicity;

- suitable commentary and natural language support;

- compartmentalization to reflect the application;

- test coverage;
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understandability by personnel involved in the support process;

commonality of style with other related application software.

Approaches to identifying the important parameters include

disc

ussions with stakeholders including operations and maintenance;

review of current practice and industry standards;

review of manufacturer’s recommendations;

analysis of previous experience;

disc

Select t
into accpunt the considerations below.

Method
application software during development. This may include the consideration. of

well

ussions with peers.

he methods, techniques and tools to optimise the important quality parameten

5 and techniques should be selected to minimize the risk of introducing faults

defined syntax and semantics;

suitability for the application;

und
gua
evid

rule

Tools s
error in

fam
evid
rule

prstandability by the application developers;

lence of successful use in similar applications;

hould be selected to implement the methods and techniques so as to reducq
their practical application. This may include the consideration of

liarity with tools by the appropriate‘members of the development team;

lence of successful-use of the tools in similar applications;

5 and constraints aimed at festricting the use of “unsafe” features of the tools;

doclimented list of the precise*version of all tools and the SIS;

comfpatibility between the different' tools and with the SIS;

abili

Typical

con

stat

y to generate application software documentation.

examples of.t06ls used during the lifecycle phases include:

apincation code generators;

iguration management;

5 and constraints aimed at restricting the userof “unsafe” features of the methof.

s taking

into the

antee of properties important to the SIF (for example,-worst case execution time);

human

canalysers (for example, tag name checker, scan time checker);

simulators;

test

harnesses including software test programs;

engineering workstation.

Other methods, techniques and tools that could be considered include metrics measurements
(for example, test coverage) and use of different tools to enhance verification of a function(s)
(for example, back-to-back tools).

In order to reveal and remove faults that already exist in the software, verification is
recommended throughout the development lifecycle. Typical approaches are described
in12.7.2.3.
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To ensure that the faults remaining in the software will not lead to unacceptable results, the
following could be considered:

- on-line checking techniques and exception handling;

- use of vendor offsite databases and global fault reporting;

- monitoring of SIS failure reports and of process issues and their impact on the SIS;

- mirroring of key SIS functionality in other systems;

- use of a duplicate of the SIS application software during the training process.

To ensure that the software can be maintained throughout the lifetime of the SIS, the
following could be considered:

- program for management of change (see Clause 17 of IEC 61511-1);
— onggping management support and maintenance training;
- availability of support tools and development platform throughout the lifetime of thg SIS;

- welltdocumented and preferably widely used methods to facilitate’ adequate| human
resqurces and skills throughout the life of the SIS;

- use|of development and documentation rules aiming at fadilitating understandjing and
limifing the effects of changes in software;

- ‘as-built’ and up-to-date documentation;

- ability to develop and test off-line.

12.1.2.§ No further guidance provided.
12.1.2.4 No further guidance provided.
12.1.2.71 No further guidance provided.

12.1.2.8 No further guidance provided.

12.2 Application software safety requirements specification
12.2.1 Pbjective
12.2.1.1 No further guidance provided.

12.2.2 Requiremeénts

The overall SIS-architecture may impose additional functional software requirements to the
specified safety instrumented functions. A typical example is the 1002 selection lpgic for
redundgnt.sensors as well as a specified safe action on detection of a dangerous fgilure by
sensor bel-diagnostics- j i i j iginated from
the applied architecture.

The application software should also take into consideration the diagnostics provided by the
PES and be developed to take the appropriate actions defined in the logic solver Safety
Manual.

The detailed safety requirements for each safety instrumented function can typically be
defined by use of logic diagrams or cause and effect drawings. In many cases, the
programming languages provided by the logic solver vendor can be used to define the
requirements. Typical languages that can be used are function block diagram or cause effect
matrix. The vendor supplied language selected should be suitable for the application. The use
of the vendor supplied languages to define the detailed requirements can often avoid errors
that occur in the translation of the requirements from other forms of documentation. Liberal
use of comments should be provided to define safety and non-safety functions and the SIL
requirements of all safety functions.
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The detailed functional safety requirements specification should include all necessary
functions during all modes of operation of the process being protected. Additionally, the
periodic testing of all the safety instrumented functions should be provided. This typically
requires the definition of maintenance override capabilities so the sensors and final elements
can be tested without shutting down the process. The same methodology described in the
paragraph above can be used to document these requirements.

If multiple SIS are used to implement safety instrumented functions, documentation should be
provided to explain which functions are to be implemented in each SIS. If multiple SIS are
used to implement the same safety instrumented function then the interaction and
independence of each SIS should be documented. This documentation should include the
expected SIL that should be provided by each SIS.

For addjtional guidance, refer to 10.2.1 and 10.3.1 of this standard.

12.2.2.1 No further guidance provided.

12.2.2.2 Prior to development of the application software, the user provides a prockss risk
and hazard assessment which is used to identify the software safety requirements in ferms of
the safgty instrumented functions and their SIL. Once the decision‘to- implement thg safety
instrumé¢nted functions in software is made, any conflicts, discrepancies and omissiors in the
safety fequirements specification which come to the attention”of the software dtsigners
should be addressed. One example might be the effect of the~order of execution of the safety
instrume¢nted functions within the software. Another example would be the responsg of the
applicatjon software as it relates to energy outages.

12.2.2.3 The application software safety requirements should be developed as a tjaceable
response to the SIF safety requirements specification. Factors to be addressed includg:
- fungtionality and timing requirements needed to implement the user-defined SIF;
- softyvare system’s interface with the precess and people;

- relafionship between the process hazards and the functionality provided by the application
softyare;

- boundaries of behaviour of the\application software which are permitted in order tq remain
withjn the safety envelopelof the process (for example, inability to deal with erfoneous
input conditions);

- alloyable functionality“of the utility software provided within the logic solver, (for gxample,
priofitisation of the _safety logic and I/O over communications, error handling and| system
diagnostics;

- harqware platform and system software on which the application software execytes and
the configuration of the hardware and system software;

- hazards‘which could arise in the process as a result of the functionality of the system of
whigh\the software is a part (for example, inappropriate hardware failure mgdes on
removal of power);

- constraints on the methods and procedures which could be used by the designers as
a result of the Safety Manual for the supporting logic solver.

In order to avoid difficulties at later stages of the development process, it is also important to
consider the strategy by which it was intended to show that the application software
requirements had been achieved.

Where application software is used in the safety instrumented system, the functional safety
assessment may include:

- inspection techniques to show that the application software functions achieve the process
hazard requirements;
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- functional testing to show that the application software executed the required functions
and, as far as possible, that any extra functionality in the software would not result in
hazardous conditions;

- structural testing to show that the application software executed the required functions in
the necessary timing;

- functional failure analysis and “what if” analysis to show that application software
functions would not result in hazardous conditions;

- audit to show that a controlled process of development and verification is in place and the
correct software version is in use.

12.2.2.4No-further guidance-provided

oHrorer T 14 Voo

12.2.2.§ No further guidance provided.

12.2.2.4 No further guidance provided.

12.3 Application software safety validation planning

For addjtional guidance, see 14.3.

12.3.1 Pbjective
12.3.2 Requirements

12.3.2.1 No further guidance provided.

12.4 Application software design and development
12.4.1 Pbjectives

12.4.1.1 No further guidance provided.

12.4.1.2 No further guidance previded.

12.4.1.3 No further guidance provided.

12.4.1.4 No further guidance provided.

12.4.1.8 'No furthersgtiidance provided.

12.4.2 Generalrequirements

There are’@”number of approaches to providing safe application software in SISs. However,
regardless of the approach used {0 achieve safe application software, it is assumed that the
safety life cycle steps prior to application software development have been executed properly
(for example, hazard and risk assessment, functional description development, equipment
(hardware and software) selection).

When the facility has no experience, support, or troubleshooting capability, then prior to
implementing the following approach, training and operating experience (preferably in a non
safety application) is recommended. To enhance this effort, a liaison with other PE logic
solver users of the same equipment in the same environment should be established. The
degree of confidence in this approach is a major factor in determining the application of the
PE logic solver in the SIS application.
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Following is a list of items to consider when developing application software for SISs.

break the application software into discrete SIF with a SIL for each SIF;

understand the hardware architecture of each SIF and duplicate this hardware in each SIF

appl

ication software;

do not optimise the application software if this leads to excessive complexity (this often
requires an advanced programmer to interpret the application software);

use application software development techniques from the vendor instructions (for
example, Safety Manual);

do not combine application software from one SIF with any other SIF;

use
trair

proy
des

mod
mod
the
the

thor
and
dep
that

thor
obtd
utiliz

ed, capable of understanding and troubleshooting;

ription, located with the application software documentation;

ularise the application software consistent with the process flow (for'example,
ule is common application software which is not SIF related butwhich is red
51S, the second module is the first SIF located at the procesS§-inlet, the last m
ast SIF located at the process outlet);

bughly test (for example, simulate, inspect, review) eachapplication software
artment here and in all subsequent steps); thoroughly test the combination of
make up a process subsystem and obtain second.independent analysis;
bughly test the SIS application software;

in second independent analysis;

re application software when checkingiout the hardware (for example, confirr

conmected to correct sensor/final element);

incly
with

de testing of the application software in the run-in (for example, process o
put hazardous material) of the process;

— application software support team members are to be available during process tur
facility (for example, commjssioning).

The application software.decumentation will be used to determine the suitability

applicatjon software to €ach SIF SIL. An independent analysis should be made to dg

that the|application software meets the SIL.

IEC 61908-3 and <JEC 61508-6 provide alternate approaches and further guidance

matter.

12.4.2.1

cility is

ide a written description of the application software consistent withcthe functional

the first
uired in
odule is

module

obtain second independent analysis (include the"“ operating and main]tnenance

odules

hing 1/O
beration

hover to

of the
termine

in this

No further guidance provided.

12.4.2.2 With regard to guidance on selection of application software design methods and
techniques, systems with a safety requirement up to SIL 3 should be designed in accordance
with the instructions given in the supplier’s Safety Manual as part of a system conforming with
IEC 61508. For SIL 4 systems, the developer should additionally confirm that the selected
methods do conform with the requirements of IEC 61508-3.

With regard to guidance on selection of application software test and verification methods and
techniques, systems with a safety requirement up to SIL 3 should be verified in accordance
with the guidance given in 12.7. For SIL 4 systems, the verifier should also confirm that the
selected methods do conform with the requirements of IEC 61508-3.
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12.4.2.3 No further guidance provided.

12.4.2.4 In general, in order to ensure testability, it is recommended that the application
software integration test specifications are considered during the design and development
phase.

12.4.2.5 Where the application software in a SIS is to implement safety instrumented
functions of different SiLs, they should be clearly separated and labelled. This allows the
software of each safety instrumented function to be traceable to the proper sensor and final
element redundancy. It also allows the functional and validation testing of the functions to be
commensurate with the SIL. The labelling should identify the SIF and the SIL.

Separate areas of the software should be used for non-safety and safety instrumented
functionls. One way to demonstrate adequate independence could be to comply with gll of the
following:

a) safety instrumented functions in the application software are clearly Aabeélled|as SIF
appljcation code;

b) nonsafety instrumented functions in the application software are clearly separated
c) all vpriables used in the implementation of safety instrumented fufictions are labellgd;

d) all alpplication code implementing non-safety-instrumented functions are labelled |as non-
safefy instrumented function code;

e) all application code using non safety variables and,SIF variables meet the fpllowing
conditions:

— the non safety application code (programs, functions and function blocks) do not write
ihto any SIF variables used in the safety application code,

— the safety application code does not deépend on any non safety variableg in the
implementation of safety instrumented functions;

f) all dafety application software (i.e., .code and variables) is protected against apy non-
safety software changes;

g) if safety and non-safety application-software share the same resources (for example, CPU,
operating system resources,.memory, buses), then the safety instrumented function (for
example, response time) ofthe' safety application software is never compromised.

Ideally, [the interactions between the application code (SIF and non safety) and all viariables
(SIF and non safety) should be checked automatically by the application devejopment
softwarg. If this feature_ is not available, the application software developer and other [persons
performjng verification‘and validation of the application software should check all application
code and associated variables for conformance to the separation rules given above.

12.4.2.j Na further guidance provided.
12.4.2.

f\le fur

1
LA ot o T gutoarro S proy oo

12.4.3 Requirements for application software architecture

The software architectural variations possible in a typical SIS logic solver are very limited and
are best understood by looking at the major steps in the development of the application
programs. The developer will typically perform the following major steps in the development
and testing of the application programs.

a) Configure the I/O modules and memory variable data areas.

b) Develop the tag names for all the /O and memory variables. The tag naming should follow
a consistent convention.
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c) Defi
thro

ensured to avoid unintended overrides.

ne the technique for maintenance override. Some users will require switches wired
ugh digital input points to initiate maintenance override. Others will use controlled
data input to the SIS from a display station. In any case, secure handling ha

s to be

Maintenance overrides should be announced.

d) Define the sensor and final element diagnostics and the periodic testing philosophy. This
will be dependent on the sensor and final element redundancy. The philosophy needs to
be defined carefully and should include the appropriate alarming during the test period.

e) Define the communication variables to other systems peripheral to the SIS. If the variables
are memory variables they will have to be assigned to appropriate data areas so they can
be accessed by the communication subsystem. Variables that can be modified by other
systems peripheral to the SIS should be carefully defined and are typically placed in a
special read/write area of memory.

f) Defi
the

g) Dev

repqtitive operations can be programmed, tested and used repeatedly.ih”the ap
prodrams.

NOT
h) Dec

sep
Itis
i) Dev
with
soft

j) Det
the
Con

reqyired process response times from the software safety requirements specificati

k) Tes
envi

I) Download the application software into the logic solver.

m) Tes
syst

12.4.31

12.4.3.2 No further guidance provided.

12.4.3.3 Norfurther guidance provided.

giver program. It is desirable to separate the safety ands non-safety functic

sepIration is provided between equipment forease of understanding and mainteng

e where and how the sequence of events is recorded and understand its!inf
51S.

elop custom functions and function blocks. This customisation is very)desirab)

F Functions, function blocks and programs are defined in IEC61131-3.

de what safety instrumented functions and other functions(should be included
rate programs so that the emphasis can be placed_on the safety critical pr|
also desirable to limit the size of the programs to a’few functions.

elop the application programs. The application pregram structure should be cg
the structure of the process. (for example,~in.a chemical plant the ap
vare for each process unit should be grouped together. Within each proc

rmine the proper execution order of the networks and logic, within each prog
execution sequence and desired _execution rates of all the application pr
firm that the execution rates ofi‘the application programs are consistent

fonment (where available):

all the logic solveriinputs, outputs, application software and the interface to t
ems peripheraltiothe SIS.

No further‘guidance provided.

pact on

le since
blication

within a
ns into
bgrams.

nsistent
blication
PSS unit
nce).

am and
bgrams.
vith the
DN,

the application softwaret~using the monitoring capability of the development

ne other

12.4.3.4 No further guidance provided.

12.4.3.5 Examples of safety data integrity verification include

- out of range I/O data checks;

— validation of communicated application data;

- tag naming consistency checks for example, multiple use of same tag name checks;

- override validity checks for example, maintenance and start-up override validity checks;

- alarm and set point validity check.
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12.4.4 Requirements for support tools, user manual and application languages

A development environment is a set of tools which supports the coding of the application
software, the configuration of application parameters and interfaces and the testing/
monitoring of the application software execution. The environment typically provides the
following capabilities.

a) Configuration editor. This editor is used to configure the I/O subsystem, the I/O memory
variables, and communication functions.

b) Language editors. These editors are used by the application programmer to develop the
programs that perform all the functions needed by the system (safety and non-safety).

These functions and function

blocks can be used in the application programs.

d) Cusjtom function and function block development capability. Some suppliers|provide
a dgvelopment environment that allows the user to develop custom functionsand [function
blocks that can be used by the supported application languages. Thesge .cdstom flinctions
and|function blocks should be thoroughly tested prior to use in the application program.

e) Application program scheduling facility. These scheduling facilities support the setting
of the order of desired execution sequence and their scan rates-

f) Downloading capability. This allows the developer to downlgad the application spftware,
fungtion block libraries, variable data and other configuration information into the logic

g) Emulation capability. Some suppliers ‘provide a’development environment With the
capability to emulate all of the application programs on the computer that suppprts the
development environment. This allows thorough off-line testing of the application
programs before they are downloaded into the:|ogic solver.

h) Program monitoring capability. The monhitoring capability allows the user to view data
from the executing program on user-defined screens or on the actual function block or
ladder diagram program screens. The“development environment may also proyide the
capability to monitor the executioncef the emulator. In addition, the programs exeg¢uting in
the logic solver can be monitored.

i) Diagnostic displays of the\logic solver. These displays show the status of the main
prodessor modules, communication modules, and the [/O modules in the |system.
Typically, the pass, fail,%active status of each module is shown; and in many casgs, more
detdiled information about faults in the system is available.

12.4.4.1 No furthefiguidance provided.
12.4.4.2 No further guidance provided.
12.4.4.3 No further guidance provided.

12.4.4.4 Application language translators that are proven in use and/or have been certified
to accepted industry standards are preferred.

12.4.4.5 No further guidance provided.

12.4.4.6 No further guidance provided.

12.4.4.7 Safety Manual example

Components and devices used in SIF applications that comply with this standard should be
provided with documentation that details all known aspects of installation, maintenance,

configuration, programming and operation that should be observed if the component or device
is to meet the safety requirements specification of the application.
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This standard is frequently titled the “Safety Manual” of the component or device. It may,
however, be comprised of the suppliers standard Installation, Maintenance and User’s
Manuals with an additional document specifying those aspects relating to its use in SIF
applications, the limitations of use in these applications, the actions that should be taken on
diagnostic alarms and the known failure modes. It should also define those features,
configurations and/or program statement types that should not be used when the component
or device is used in a SIF application.

Limited variability programming allows the use of global data; therefore, the Safety Manual
should provide guidance to the programmer on how to use the programming tools to scrutinise
and check the correct use of data variables. Other features to address may include memory
mapping, checks on status flags and validity checks on input values.

Instructjons and examples to enable a group of programmers to produce programs of similar
format gnd style may also be provided either as part of the Safety Manual or as an application
specific| document. These instructions should include details of specific algorilhms or
functionls that are not to be used in the programs, since the algorithms or,functions may result
in unexpected behaviour which might affect safety.

The programmer should be warned not to make any assumptions beyond those defingd in the
Safety Manual, for example, not to use compiler capabilities whi¢h,are omitted from the Safety
Manual] Ideally, the compiler would have been configured to enforce these restrictions)

Example of a typical Safety Manual organization ‘and.contents

The follpwing example of a manual organization diagram with contents example is for @ typical
logic so|ver that conforms to IEC 61511.

The example shows each individual chapter with the primary contents headings fpor each
chapter|shown.

Table 1. - Typical Safety Manual organisation and contents

Chapters Principal contents
Introduction General information, equipment requirements, manual organizati¢n,
conventions, related documentation, release history, terminology] product
overview.
Installatipn Site planning environment, process connections, start-up procedyres,

shut-down procedures, application modifications, implementation|of
functions in systems already operating.

Configurationfand application Design considerations@, capacity and performance, tutorial

building

Runtime operation Product operation, operating overview, operating instructions

Maintenance Preventive maintenance, hardware indicators, error messages,
application and system alarms, fault finding and user repair

Appendices System messages, check list, application solutions

Index Safety message index

a Design considerations specify all aspects of configuration and application programming that are relevant to the
safe configuration and programming of the PE logic solver. These will include but not be limited to:

— logic solver processing times, 1/0O update rates, communication rates, sequence of logic solver operations;
— system alarm handling requirements;
— constraints of configuration and programming.

12.4.4.8 No further guidance provided.
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12.4.5 Requirements for application software development

Before proceeding with the development of the application software, the following items
should be checked:

- the SIS logic solver and its associated I/O modules should be in compliance with
IEC 61511-1;

- all restrictions and operating procedures necessary for compliance with IEC 61511-1
should be provided in user documentation or documents issued by the logic solver vendor.
These documents are commonly referred to as the Safety Manual;

- sensors and final elements utilising programmable electronics should be in compliance
with IEC 61511-1;

- whep periodic on-line testing is performed, a maintenance override capabilitys|may be
proVided to allow testing of sensors and final elements.

The application software is typically written in the programming languages( provided by the
logic so|ver supplier or the smart field device suppliers. The application can\be written|using a
full varigbility language (FVL) such as instruction list or C, a limited variability language (LVL)
such as| function block diagram or ladder diagram, or a fixed program“language (FPL) where
the usef only enters data needed by the fixed program.

If the application software is written in a FVL, the developerSshould follow the requifements
and guidelines in IEC 61508-3. If the application software-is written in LVL or HPL, the
developer may follow the IEC 61511-1 requirements and“guidelines. The developef should
follow the restrictions and procedures provided by €he”logic solver vendor in thg Safety
Manual| Programming guidelines and coding/configuration rules should also be developed
and used if needed.

12.4.5.1 No further guidance provided.
12.4.5.2 No further guidance provided.

12.4.5.3 An example of an application“global variable would be a safety alarm such a$ a high
temperdture alarm that is changed(depending on the batch constituents under process

An example of an application global constant would be the high combustible gas algrm limit
used in [fire and gas protection systems, for example, 20 % LEL (Lower Explosion Limif).

12.4.5.4 No further guidance provided.
12.4.5.9 No furthér guidance provided.

12.4.5.6 No further guidance provided.

12.4.6

Application software testing may take place initially on a simulator and then on the logic
solver hardware against the specifications produced in the design and requirements
specification stages. The purpose of the initial testing phases (simulation and testing against
the design specifications) is:

- to demonstrate that the software modules provided the necessary functionality and are
incapable of any prohibited behaviour;

- to subject the software to a wide range of conditions and sequences to show that it is
resilient to unexpected behaviour.

The purpose of subsequent stages of testing (integration test and factory acceptance test) are
to show that the application software achieved its requirements on the specified hardware and
within the defined time relationships.
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The final stage of testing, i.e., demonstration that the integrated system worked correctly in its
intended environment, with the intended physical devices and interfaces and with the defined
operating procedures, can only be fully completed during the whole system installation and
commissioning.

From the start of the formal testing, all changes to software functions and configuration data
should be implemented strictly in accordance with a defined modification procedure.

12.4.6.1 No further guidance provided.

12.4.6.2 No further guidance provided.

Al £ blo HIR | HI |
12.4.6. NU TUTHIeT guituarnvc proviucu.

12.4.7 Requirements for application software integration testing
12.4.7.1 No further guidance provided.
12.4.7.2 No further guidance provided.

12.4.7.3 No further guidance provided.

12.5 Integration of the application software with the SIS subsystem
12.5.1 DPbjective

12.5.1.1 No further guidance provided.

12.5.2 Requirements

12.5.2.1 The integration test may be implefmented at any phase up to the SIS validati¢n.
12.5.2.2 No further guidance provided:
12.5.2.3 No further guidance provided.

12.6 FPL and LVL software modification procedures
12.6.1 Pbjective
12.6.1.1 No further'guidance provided.

12.6.2 Modification requirements

Whereveripossible, on-line modifications to a safety instrumented system should be avoided.
If on-line—medifieations—are—reguired—the 6€et A6 menrted and
approved according to the safety planning.

The following process is recommended for all changes to programmable safety instrumented
systems:
a) Planning and resources

A program to modify a programmable safety instrumented system should be managed,
planned and resourced to the appropriate level to ensure the safe implementation of
the change.

b) Impact analysis

The required modification may require a full hazard and risk assessment including all
possible effects on the unchanged parts of the system (safety impact analysis).
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c) Design
The modification design should follow the full lifecycle process as described in IEC

6151

1-1.

d) Verification

Full offline verification for hardware and application software should be completed prior to
the installation of the change.

Where the boundary of the software changes can be clearly delineated and controlled,

only
e) Instal

the delineated application software needs to be verified before commissioning.
lation and commissioning

The installation and commissioning of the change should follow the procedures defined in

IEC
f) Acc

A system validation (cause and effect test) will be implemented for the modified
the gystems prior to bringing the modified parts of the system online.

g) Perspnnel

Onl

training and expertise should be authorised to carry out modifications.

h) Off-line modifications
Whgn implementing off-line modifications of the application software, it should be
that|the correct versions of the application softwarg)including operational parg
are yised.

12.6.2.1

12.7 Application software verification

12.7.1 Pbjectives

12.7.11

12.7.1.2

12.7.2 Requirements

The apq

- the
fung

- timi

1511-1 for installation and commissioning of safety instrumented systems.

tance test validation

parts of

identified personnel who are competent to implement modifications based jon their

No further guidance provided.

No further guidance provided.

No further guidance-.provided.

lication software safety requirements specification will include:

safety instrumented function requirements (for example, SIL’s of safety instry
tions;slogic flow diagrams/cause and effect diagrams);

géeonstraints (for example, input to output minimum response times);

verified
meters,

mented

- architectural constraints (tfor example, redundancy requirements, communication inter-

face

s and functional segregation).

Verification ensures that the specified requirements are being met at each phase of the

applicat

ion software development.

Data verification includes confirmation that data used within the application software is correct
and where appropriate unique (for example that TAG names are uniquely assigned, that data
is not misused by subsequent functions and that constants such as alarm set points are valid
and correct).

Verification for protection against unauthorised change, would include verification that the
mechanisms exist (for example, password protection with levels of access) and that

these m

echanisms have been adequately utilised.
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12.7.2.1 No further guidance provided.
12.7.2.2 No further guidance provided.

12.7.2.3 At each distinct phase of the application software development cycle (including
testing), verification confirms that the phase has been successfully completed. Verification is,
in general, completed by a verification team that consists of one or more persons.

To reduce errors due to preconceived mindsets, the verification should include:

- for SIL 1, a peer review by another member of the application development team;

- for SIL 2, a peer review by a person who is not a member of the application development
team:

- for $IL 3, a peer review by a person who is a member of an independent departmel']t.

Where the software development tools include some automatic verification_.operatipns (for
example, checking for double use of tags (named variables)) then the verification teany should
confirm|that the tools have been properly used and the correct results obtained.

For all §ILs, it is recommended that the test coverage encompasseshall application goftware
SIFs and SIS failure responses (for example, power supply failufes, processor failufe, input
hardwaie failure, output hardware failure and communicatiomfailures). However td further
reduce |Jany errors remaining in the software, for higher Sils it is recommended that the
following additional testing is carried out:

- for BIL 2 and SIL 3, testing based on the internal structure (for example, |internal
algarithms, internal states);

- for $IL 3, stress testing (for example, abnormal range conditions of input variahles and
intefnal variables, abnormal combinations @f inputs, abnormal sequences and loadjng).

For all BlLs it is recommended that the verification and test documentation is sufflcient to
show thjat the verification and tests have-been carried out and were successful. Howgver, for
higher $lLs, it is also recommended that:

- for BIL 2 and SIL 3, the_documentation is sufficient to allow an assessment of the
adequacy of the verification.and testing;

- for $IL 3, the documentation should be sufficient to allow an independent person tp repeat
the fests and review the coverage achieved.

12.7.2.4 No further'guidance provided.

13 Fag¢tory acceptance testing (FAT)

13.1 Objectives
13.1.1 No further guidance provided.

13.2 Recommendations

13.2.1 Although conducting a Factory Acceptance Test (FAT) is not a requirement, a FAT is
recommended for those logic solvers implementing safety instrumented functions having fairly
complex application logic or redundancy arrangements (for example, 1002, 1002D, 2003 etc.).

13.2.2 The most important part of the FAT is to have a well defined, well written and well
structured test procedure that defines how to test the application logic and what to look for
after each step.
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Personnel that will be operating the process should attend the FAT since it will give them
some early training on the operation of their SIS. Often, they can also provide good
suggestions or enhancements to the test procedure that were not foreseen during the design.

13.2.3 No further guidance provided.
13.2.4 No further guidance provided.

13.2.5 During the FAT, interfaces should be tested (for example, communications between
the BPCS and SIS).

13.2.6 No further guidance provided.

13.2.7 No further guidance provided.
14 SIS installation and commissioning

14.1 Opjectives

14.1.1 No further guidance provided.
14.2 Rpquirements

14.2.1 No further guidance provided.
14.2.2 [The SIS should be installed per the design andyinstallation plan. Any deviatigns from
the desjgn should be properly reviewed with the project team to ensure all of thg design

requirements are still satisfied. After the SIS hasikbeen properly installed, it should |be fully
commispioned and validation activities should becnitiated.

14.2.3 While IEC 61511-1 has addressed commissioning as a single phase, it is reqognized
that thg application, the experiences of.the project team, and project needs may|require
commispioning to be accomplished in several phases.

14.2.4 No further guidance provided:

14.2.5 No further guidance provided.

15 SI§ safety validation

15.1 Opjective

15.1.1 [Theobjective of the SIS safety validation is to validate that the SIS achieves the
requirements-stated in the safety requirements specification. Validation activities shou|d be
completed-prior to the placing of the SIS into operation

15.2 Requirements

15.2.1 No further guidance provided.
15.2.2 No further guidance provided.
15.2.3 No further guidance provided.

15.2.4 If the SIS has already been through a Factory Acceptance Test (FAT), this may be
taken into consideration during the validation. The validation team should review the results of
the FAT to ensure that all of the application software was successfully tested and all problems
found during the FAT have been corrected.
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It may be unnecessary to repeat application software testing at the final validation. This is
applicable when

- this approach was anticipated and included in the validation planning,

- the application software has been verified to meet the safety requirements specification
during the FAT, and

- the application software version is verified to be the identical version tested at the FAT.

However, it will be very important to ensure that there has been no shipping/storage/handling
damage, that all sensors and final elements are correctly connected to the logic solver, that
the safety instrumented functions perform properly and that the operator interface provides
the nec ssary information The equivalent of a proof test is qtmngly recommended in order to
claim S|S validation, because a separate test of the logic solver and the field elements does
not equal a complete end-to-end proof test.

15.2.5 No further guidance provided.
15.2.6 No further guidance provided.
15.2.7 No further guidance provided.
15.2.8 No further guidance provided.

16 SI§ operation and maintenance

16.1 Opjectives

No further guidance provided.

16.2 Rpquirements

16.2.1 No further guidance provided:
16.2.2 No further guidance provided.
16.2.3 No further guidanceyprovided.
16.2.4 No further guidance provided.
16.2.5 No further dguidance provided.
16.2.6 No further guidance provided.

16.2.7 Na further guidance provided.

16.2.8 No further guidance provided.

16.3 Proof testing and inspection
16.3.1 Proof testing

16.3.1.1 The proof test interval should be selected to achieve the average probability of
failure on demand as required in the safety requirements specification.

16.3.1.2 No further guidance provided.

16.3.1.3 The frequency of proof tests should be consistent with applicable manufacturer’s
recommendations and good engineering practices, and more frequently, if determined to be
necessary by prior operating experience.

There are a number of strategies being used to select the proof test interval for a SIF.
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For example, some users like to make this proof test interval as long as possible to minimize
maintenance cost and the potential impact of testing. In this case, the SIS design may include
more redundancy in equipment, increased diagnostic coverage and robust components. After
completion of the design, a calculation may then be performed on the design to determine the
maximum test interval allowed to achieve the SIL performance defined for the SIF. The
negatives to this design philosophy are that each system in a plant will have a different test
interval and may require more rigorous compliance tracking. It also may encourage designing
the performance toward the low end of the performance curve (for example, PFD,,, = =101 for
SIL 1 systems and PFD,,, = 10~ 2 for SIL 2 systems).

Other users may wish to standardize on the basis of a defined test interval and test all
systems in a manufactunng pIant at the same test |nterval For example they may wish to test
each Sl 3 : . stinterval
prior to begmnmg the deS|gn user compames can then pre- select architectures, comjponents
and diagnostic coverage that will satisfy the SIL for most applications. By_taving these
featureq already defined in their corporate standards, it reduces the design engineerjng cost
for most applications. In this case, a calculation should be performed on the SIS to engure the
required SIL performance is satisfied with the pre-selected proof test intenval.

In the choice of a proof test interval, considerations should be givento the demand|rate for
Demand Mode systems, the failure rate of each component being tested, and thg overall
system performance requirements.

NOTE Fpr those applications where exercising the final trip element may-not be practical, the procedyre should
be written| to include:
a) testing the final element during unit shut down;

b) testing the SIS by exercising the output(s) as far as practical (for example, output trip relay, ghut down
solengid, partial valve movement) during on-line testing;

c) any limitation of the testing period of the final elements.’should be taken into account in the calculation of the
PFD,4 of the SIF.

16.3.1.4 No further guidance provided.
16.3.1.9 No further guidance provided.

16.3.1.4 No further guidance provided.

16.3.2 |nspection

As statgd in IEC 615911-1, inspecting the SIS is different from proof testing. Whereas| a proof
test is ensuring_ the-SIS will operate properly, a visual inspection is required to valiate the
mechanjcal integrity of the installation.

Normallly; the inspection is done at the same time as the proof test but it may be dgne at a
more frequentimtervatifdesired:

16.3.3 Documentation of proof tests and inspection

It is important to document the results of the proof test and inspection for a record of what
was found. There are no specific requirements for how long these results should be retained
but generally a sufficient number are retained to allow for re-examination of previous results
to see if there is a history of component failure.

For example, if a sensor failed a proof test, it is good practice to review the results of previous
proof tests to see if this sensor had failed a similar proof test within the past few tests. If the
history indicates repeating failures, consideration should be given to redesigning the SIS
using a different type of sensor.
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17 SIS modification

17.1 Objective

No further guidance provided.

17.2 Requirements
17.2.1 No further guidance provided.

17.2.2 No further guidance provided.

17.2.3 No-furtherguidanceprovided

oo oo vroroos

17.2.4 No further guidance provided.
17.2.5 No further guidance provided.

17.2.6 No further guidance provided.
18 SIS decommissioning

18.1 Opjectives

No further guidance provided.

18.2 Rpquirements

18.2.1 No further guidance provided.
18.2.2 No further guidance provided.
18.2.3 No further guidance provided.
18.2.4 No further guidance providéd.

18.2.5 No further guidance provided.
19 Infprmation and-documentation requirements

19.1 Opjectives

19.1.1 No further guidance provided.

19.2 Rpguirements

19.2.1 The list of the information and documentation that may be used to implement a SIS,
includes:

a) results of the hazard and risk assessment;

b) assumptions used when determining the safety integrity levels;
c) safety requirements specifications;

d) application logic;

e) design documentation;

f) modification information and/or documentation;
g) records of verification and validation;

h) commissioning and SIS validation procedure(s);
i) SIS operating procedures;
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j) SIS maintenance procedures;
k) proof test procedures;

I) results of assessments and audits.

19.2.2 No further guidance provided.
19.2.3 No further guidance provided.
19.2.4 No further guidance provided.

19.2.5 No further guidance provided.

19.2.6 No further guidance provided.
19.2.7 No further guidance provided.
19.2.8 No further guidance provided.

19.2.9 No further guidance provided.
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Annex A
(informative)

Example of techniques for calculating the probability of failure on demand

A1

This an

techniq

The m

IEC 61165, and the ISA TR 84.00.02 series.

A.2

IEC 61078 and Annex B of IEC 61508-6 illustrate the reliability block diagram techn
calculatjng the probabilities of failure for safety cinstrumented functions desig
accordance with IEC 61511-1 and this standard.

A.3

ISA TR

of failune for safety instrumented funetions designed in accordance with IEC 6151
this stapdard.

A.4

IEC 61(Q25 and ISA TR '84.00.02-3 illustrate the fault tree analysis technique for ca

the pro

IEC 61911-1 and this‘standard.

A.5

IEC 61

the probabilities of failures for safety instrumented functions designed

for a safety instrumented function

General

es that might be used.

hodologies referenced are from Annex B of IEC 61508-6, IEC 61078, IEC

Reliability block diagram technique

Simplified equations technique

84.00.02-2 illustrates a simplified\equation technique for calculating the prob

Fault tree analysis technique

babilities of failure for - safety instrumented functions designed in accordar

Markov modelling technique

NEX references a number of techniques for calculating the probabilities of iajlure for
a safety] instrumented system designed and installed in accordance with [EC.6
This inf]:rmation is informative in nature and should not be interpreted as the only eV

1511-1.
aluation

61025,

ique for
ned in

abilities
1-1 and

culating
ce with

65 and ISA TR 84.00.02-4 illustrate the Markov modelling technique for ca

with IEC 61511-1 and this standard.

culating

in accordance
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B.1

B.1.1

The foll

B.1.2

In the gast, safety applications were called "critical instrument systems". Engineerin
typical gxamples and best practices as well as test procedures wefe developed.

Guidelines to determine the required safety instrumented function and SIL with L
Protectipn Analysis (LOPA, as in Annex F of IEC 61511-3),as well as instrument red
and deslign practices exist.

B.1.3 Instrumentation

Instrumentation in safety applications (SIS) wdtilises vendor information on diagnos
safe failure fraction (SFF) as well as performance. information collected from the app
to calcujate the probability of failure on demand (PFD).

B.1.4 Logic solver

The hafdware, system software jand development system of the logic solver is IE(

SIL 3 cqmpliant and has a limited variability language for its application program.

The sy
softwar

Standari

B.2

B.2.1
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Annex B
(informative)

Typical SIS architecture development

Background

Introduction

2003(E)

Guidelines and practices

em Safety Manual gives detailed guidance on the system application and ap
development.

bwing is provided as an example to illustrate the various steps performed to dJaveIop a
SIS architecture, which satisfies the requirements of IEC 61511-1. SIS engineering
guidelines and practices and uses standardized equipment as outlined below.

follows

g rules,

ayer of
indancy

ics and
ications

[, 61508

blication

d user.definable safety functions (for example, transmitter fault detection, rediindancy
selection such™as 1002, 2003, and output safety override) are available as ap
progran] templates. Templates are user developed.

blication

Work process

Introduction

All engineering activities follow a predefined overall project work process. The development of
a SIS has its own process. Individual steps are mapped into the overall process. Functional
safety assessment is carried out at the appropriate stages.

B.2.2

Typical SIS lifecycle steps

Developing a SIS application requires the following typical steps. In the following we will only
discuss step 3, 4 and those parts of step 5 which are related to the system architecture.
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