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1)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,

hardware and-seftware application programming requirements

FOREWORD

THe International Electrotechnical Commission (IEC) is a worldwide organization for standardization comy
alll national electrotechnical committees (IEC National Committees). The object ,of WEC is to pr
infernational co-operation on all questions concerning standardization in the electrical and electronic fiel
this end and in addition to other activities, IEC publishes International Standards,\Technical Specific
Technical Reports, Publicly Available Specifications (PAS) and Guides (héreafter referred to as
Pdblication(s)”). Their preparation is entrusted to technical committees; any IEC, National Committee inte
in|the subject dealt with may participate in this preparatory work. Interdational, governmental and
golvernmental organizations liaising with the IEC also participate in this (preparation. IEC collaborates d
with the International Organization for Standardization (ISO) in accardance with conditions determin
agreement between the two organizations.

Thee formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intern
copsensus of opinion on the relevant subjects since each technical committee has representation fr
inferested IEC National Committees.

IEC Publications have the form of recommendations forlinternational use and are accepted by IEC N
Cgmmittees in that sense. While all reasonable efforts\are made to ensure that the technical content

Pyblications is accurate, IEC cannot be held responsible for the way in which they are used or fq
miginterpretation by any end user.

Inforder to promote international uniformity, |[EC "National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in their national and regional publications. Any diver
befween any IEC Publication and the corresponding national or regional publication shall be clearly indica
the latter.

IELC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

Nq liability shall attach tolEC or its directors, employees, servants or agents including individual exper
me¢mbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any hature whatsoever, whether direct or indirect, or for costs (including legal feeq
expenses arising ‘out of the publication, use of, or reliance upon, this IEC Publication or any othe
Pyblications.

Atiention is'drawn to the Normative references cited in this publication. Use of the referenced publicati
indispensable for the correct application of this publication.

Attention-is drawn to the possibility that some of the elements of this IEC Publication may be the sub

rising
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tions,

“IEC
rested

non-
losely
ed by

tional
bm all

ational
bf IEC
r any

ations
gence
ted in

prmity

br any

s and
hge or
) and
r IEC

bns is

ect of

paentrrights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61511-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

o references and requirements to software replaced with references and requirements to
application programming;

e fuynctional safety assessment requirements provided with more detail to improve
anagement of functional safety.

m
e management of change requirement added;

security risk assessment requirements added;.
e requirements expanded on the basic process control system as a protection-layer;
o rIquirements for hardware fault tolerance modified and should be,reviewed carefu|ly to
uhderstand user/integrator options.

The {ext of this standard is based on the following documents:

FDIS Report on vaiing
65A/777/FDIS 65A/784/RVD

Full information on the voting for the approval of this standard can be found in the repdrt on
voting indicated in the above table.

This publication has been drafted in accordahce with the ISO/IEC Directives, Part 2.

A lisf| of all parts in the IEC 61511 series; published under the general title Functional safety —
safelly instrumented systems for the-process industry sector, can be found on the IEC welbsite.

The fommittee has decided that the contents of this publication will remain unchanged| until
the gtability date indicated\. on the IEC website under "http://webstore.iec.ch" in the |data
relatId to the specific publication. At this date, the publication will be

—

confirmed,

* wlithdrawn,

* rgplaced by.a-revised edition, or
* amended:

The ¢ofitents of the corrigendum of September 2016 have been included in this copy.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

Safety instrumented systems (SISs) have been used for many years to perform safety
instrumented functions (SIFs) in the process industries. If instrumentation is to be effectively
used for SIFs, it is essential that this instrumentation achieves certain minimum standards
and performance levels.

The IEC 61511 series addresses the application of SISs for the process industries. The
IEC 61511 series also-requires addresses a process Hazard and Risk Assessment (H&RA) to

be carried out to enable the specification for SISs to be derived. Other safety systems'
contributions are nn|\/ considered-so that their caontribiition can he takan into saccount when

Vet

constidering with respect to the performance requirements for the SIS. The SIS includes all

comyjonents—and-subsystems devices necessary to carry out each SIF from sensor(s) to| final
element (s).

The |[EC 61511 series has two concepts which are fundamental to its application: SIS sjafety
life-clycle and safety integrity levels (SILs).

The | IEC 61511 series addresses SISs which are based on the usg of
electfical/electronic/programmable electronic technology. Where other technologies are Jused
for Idgic solvers, the basic principles of the IEC 61511 series should be applied to ensurg the
functjonal safety requirements are met. The IEC 61511 serieslalso addresses the SIS sensors
and ffinal elements regardless of the technology used. The IEC 61511 series is prqcess
indugtry specific within the framework of the IEC 61508 series-{see-Annex-~A}.

The [EC 61511 series sets out an approach for SIS ‘safety life-cycle activities to achieve fhese
minimum-standards principles. This approach has\wbeen adopted in order that a rationa| and
cons|stent technical policy is used.

In mpst situations, safety is best achieved, by an inherently safe process design. Howeyer in
somg instances this is not possible or n@t practical. If necessary, this may be combined With a
protegctive system or systems to address any residual identified risk. Protective systemg can
rely lon different technologies {chemical, mechanical, hydraulic, pneumatic, elecfrical,
electfonic, and programmable electronic). To facilitate this approach, the IEC 61511 serigs:

. :Izjz addresses that a-H&RA is carried out to identify the overall safety requirements;

. addresses.that an allocation of the safety requirements to the SIS is carried ¢ut;

. orks within a (framework which is applicable to all instrumented—methods meafs of

W
achieving functional safety;
d

btails the~lise of certain activities, such as safety management, which may be appli¢able
tg all methods of achieving functional safety.

The |EC 61511 series on SIS for the process industry:

e addresses all SIS safety life-cycle phases from initial concept, design, implementation,
operation and maintenance through to decommissioning;

e enables existing or new country specific process industry standards to be harmonized with
the IEC 61511 series.

The IEC 61511 series is intended to lead to a high level of consistency (e.g., of underlying
principles, terminology, and information) within the process industries. This should have both
safety and economic benefits. Figure 1 below shows an overall framework of the IEC 61511
series.

In jurisdictions where the governing authorities (e.g., national, federal, state, province, county,
city) have established process safety design, process safety management, or other
requirements regulations, these take precedence over the requirements defined in the
IEC 61511 series.
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Figure 1 — Overall framework of the IEC 61511 series
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and-seftware application programming requirements

This part of IEC 61511 gives requirements for the specification, design, installation, opern
and [maintenance of a safety instrumented system (SIS), so that it can.be” confid
entrusted to—place—and/ achieve or maintain a safe state of the process.(lEC 61511-1
been|developed as a process sector implementation of IEC 61508:2010.

In pafrticular, IEC 61511-1:

a)

b)

f)
g)

h)

specifies the requirements for achieving functional safety~but does not specify w
responsible for implementing the requirements {(e7’g., designers, supp
owner/operating company, contractor). This responsibility will be assigned to diff
plarties according to safety planning, project planning and management, and nat
régulations;

applies when—egquipment devices that meets the requirements of the IEC 61508 ¢

ation
ently
has

ho is
liers,
erent
ional

eries

published in 2010, or IEC 61511-1:2016 [11.5]).is integrated into an overall system that is

to be used for a process sector application. {t"does not apply to manufacturers wishi
claim that devices are suitable for usein-SISs for the process sector (see IEC 61
2/2010 and IEC 61508-3:2010);

defines the relationship between IEC261511 and IEC 61508 (see Figures 2 and 3);

ng to
508-

applies when application-seftware—is programs are developed for systems having lifited

vpriability language or whenyusing fixed-programmes programming language deviceq
does not apply to manufdcturers, SIS designers, integrators and users that de
embedded software (system software) or use full variability languages (see IEC 61
312010);

applies to a wide yariety of industries within the process sector for example, chemica
ining, oil and(gas-predusctien, pulp and paper, pharmaceuticals, food and beverage
non-nuclear power generation;

NDPTE 1 Within the process sector some applications.—{fer—example,—off-shore); may have add
rdquirements_that have to be satisfied.

outlines'the relationship between SIFs and other instrumented functions (see Figure 4

, but
elop
508-

soil
and

itional

);

nents

r¢sults in the identification of the functional requirements and safety integrity requiren

for the SIF taking into account the risk reduction achieved by other-means methods;

specifies life-cycle requirements for system architecture and hardware configuration,

application-seftware programming, and system integration;

specifies requirements for application-seftware programming for users and integrators of
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applies when functional safety is achieved using one or more SIFs for the protection of
personnel, protection of the general public or protection of the environment;

may be applied in non-safety applications for example asset protection;

defines requirements for implementing SIFs as a part of the overall arrangement
achieving functional safety;

requirements and safety integrity levels (SIL) of each SIF;

NPTE 2 Figure 9 presents an overview of risk reduction-metheds means.

s for

) are
hents

ional

establishes numerical targets for average probability of failure on“demand (in defnand

ode) and average frequency of dangerous failures-per-hourfor¢he safety-integrityH

(ln demand mode or continuous mode) for each SIL;
specifies minimum requirements for hardware fault tolerance (HFT);
specifies measures and techniques required for achieving\the specified SIL;

defines a maximum level of functional safety performance (SIL 4) which can be ach
for a SIF implemented according to IEC 61511-1;

defines a minimum level of functional safety performance (SIL 1) below
IEC 61511-1 does not apply;

specifies that thendesign of the SIS takes into account human factors;

dpes not place any directtequirements on the individual operator or maintenance per

bvels

eved

vhich

d for

icular
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PROCESS SECTOR
SAFETY
INSTRUMENTED
SYSTEM
STANDARDS

Safety

Manufacturers and instrumented

suppliers of systems designers,
devices integrators and
users
IEC 61508

IEC 61511

IEC

Figure 2 — Relationship between IEC 61511 and IEC 61508

NOTE|3 IEC 61508 is also used by,safety instrumented designers, integrators and users where directed in
IEC 6]1511.
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Mode SIF

Normative references

I
r ] Standard specifies activities which are to be carried out but requirements are not detailed

gure 4 — Relationship between safety instrumented functions and other functio

IEC

ns

The {ollowing"decuments, in whole or in part, are normatively referenced in this document and

any

are indispensable for its application. For dated references, only the edition cited applieq. For
undated ( references, the latest edition of the referenced document (including
amendments) applies.

IEC 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1. General Requirements
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IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety- |
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety- |
related systems — Part 3: Software requirements

3.1 Terms

Terms are listed alphabetically in 3.2.

3.2 Terms and definitions

For the purposes of this document, the following definitions apply.

In some cases these definitions differ from the definitions of the same terms/in, IEC 61508-4:2010. In some |cases
this is| due to the terminology used in the process sector. In other cases tifese’definitions have been alignejd with
other | relevant definitive references (e.g., IEC 60050 the Interhational Electrotechnical Vocaljulary,
ISO/IBC Guide 51:2013). However, unless otherwise stated, there jsN\no difference in the technical mganing
betwepn these definitions and the definitions of the same terms in IEC 64508-4:2010.

3.21
archjtecture

confijguration
arradgement specific configuration of hardware and/er software—elements components| i
systgm

5
o

NOTElL Thisterm-differs-from-the definitionin-l
NI +—HHSterHhn-atHersHomtheceHdoRih

C 61508-4 to reflect differences-in-the
= OO 19904 eHectaHereRcesihthe

sectortermindloay
to—+eH SectorterHHRgio

gy~

Note 1 to entry: In the IEC 61511 series thiS can mean, for example, arrangement of SIS subsystems, the irjternal

structyire of a SIS subsystem—arrangementof software—pregrams or the internal structure of SIS application

progrgms.

3.2.2
asseft protection
functjon allocated to ‘a’ system-design and designed for the purpose of preventing loss or
damgge to assets

3.2.

basi¢ process control system
BPC

systgmywhich responds to input signals from the process, its associated equipment, pther
programmable systems and/or operators and generates output signals causing the process
and its associated equipment to operate in the desired manner but which does not perform
any SIF-with-a-claimed-SH—=>1

NOTE See Clause A2

Note 1 to entry: A BPCS includes all of the devices necessary to ensure that the process operates in the desired
manner.

Note 2 to entry: A BPCS typically may implement various functions such as process control functions,
monitoring, and alarms.

3.24
bypass
action or facility to prevent all or parts of the SIS functionality from being executed
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Note 1 to entry: Examples of bypassing include:

— the input signal is blocked from the trip logic while still presenting the input parameters and alarm to the
operator;

— the output signal from the trip logic to a final element is held in the normal state preventing final element
operation;

— a physical bypass line is provided around the final element;

— preselected input state (e.g., on/off input) or set is forced by means of an engineering tool (e.g., in the
application program).

Note 2 to entry: Other terms are also used to refer to bypassing, such as override, defeat, disable, force, or
inhibit or muting.

3.2.

channel é

elempnt device or group of—elements devices that independently perform(s) Q—spe:ified

functjon N
Q

Note { to entry: The-elements devices within a channel could include input/output (I/O)(@ﬂuies devices| logic
systerhs solvers{see-3-2-40}, sensors, and final elements.

’
Note 2 to entry: A dual channel (i.e., a two-channel) configuration is one with tm@aﬁannels that indepenjdently
perform the same function. Channels may be identical or diverse. ?\

Note 3 to entry: The term can be used to describe a complete system or @rtion of a system (e.g., sensors or
final efements). \

Note 4 to entry: Channel describes SIS hardware architectural feéres often used to meet hardwarg fault
tolerapce requirements.

codil

common cause ~\Q)
3.2.6.1

orate

conclirrent failures of different devices, resulting from a single event, where these failurep are
not cpbnsequences of other

Note 1 to entry: All the fdilures due to a common cause do not necessarily occur exactly at the same time and this
may ajlow time to the occurrence of the common cause before a SIF is actually failed.

Note 2 to entré' ommon cause failures can also lead to common mode failures.

Note § t Qulry: The potential for common cause failures reduces the effect of system redundancy of fault
tolera m&z.g., increases the probability of failure of two or more channels in a multiple channel system).

Note 4 to entry: Common cause failures are dependent failures. They may be due to external events (e.g.,
temperature, humidity, overvoltage, fire, and corrosion), systematic fault (e.g., design, assembly or installation
errors, bugs), human error (e.g., misuse), etc.

Note 5 to entry: By extension, a common cause failure (in singular form) is a failure belonging to a set of
concurrent failures (plural form) according to 3.2.6.1 definition.

3.2.6.2
common mode failures, pl

concurrent failures of different devices characterized by the same failure mode (i.e., identical
faults)

Note 1 to entry: Common mode failures may have different causes.

Note 2 to entry: Common mode failures can also be the result of common cause failures (3.2.6.1).
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Note 3 to entry: The potential for common mode failures reduces the effectiveness of system redundancy and
fault tolerance (e.g., failure of two or more channels in the same way, causing the same erroneous result).

Note 4 to entry: By extension, a common mode failure (in singular form) is a failure belonging to a set of
concurrent failures (plural form) according to 3.2.6.2 definition.

3.2.7

compensating measure

temporary implementation of planned and documented methods for managing risks during any
period of maintenance or process operation when it is known that the performance of the SIS
is degraded

3.2
component
one ¢f the parts of a system, SIS subsystem, or device performing a specified function

Note 1 to entry: Component may also include software.

conflguration
4 rohitecture”

3.2.9
confljguration management
discipline of identifying the components and the arrangemehts of those components ¢f an
evoling—{hardware—and-software} system for the purposes of controlling changes to those
components, and maintaining continuity of the system and traceability of any chgnges
throughout the life-cycle

3.2.91
congervative approach
cautipus way of doing analysis and calculations

Note 1 to entry: In the safety field, each tifme an analysis, assumptions, or calculation has to be done [about
modelf, input data, computations, etc.) it ean)be chosen in order to be sure to produce pessimistic results.

3.21

contfol system
systgm which respondsy to input signals from the process and/or from an operator| and
genefates output signals:causing the process to operate in the desired manner

Note { to entry: The'eontrol system includes-input-devices sensors and final elements and may be either a[BPCS
or a S|S or a combination of the two.

3.2.111
danderous failure
failune which-h

3 ot H .| N H
to-fuhetiorstate Hmpeaesoraisa

Note 1 to entry: A failure is "dangerous" only with regard to a given SIF.

Note 2 to entry: When fault tolerance is implemented, a dangerous failure can lead to either:

— a degraded SIF where the safety action is available but there is either a higher PFD (demand mode of
operation) or a higher likelihood of initiating an hazardous event (continuous mode of operation), or

— a disabled SIF where the safety action is completely disabled (demand mode of operation) or the hazardous
event has been induced (continuous mode of operation).

Note 3 to entry: When no fault tolerance is implemented, all dangerous failures lead to a disabled SIF.
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3.2.12

dependent failure

failure whose probability cannot be expressed as the simple product of the unconditional
probabilities of the individual events which caused it

Note 1 to entry: Two events A and B are dependent,-whereP(z)-is-the-probability-ef-eventzonly if the probability of
occurrence of A and B, P(A and B) is greater than P(A) x P(B).

Note 2 to entry: See 9.4.2 and IEC 61511-3:2016, Annex J for consideration of dependent failures between
protection layers.

Note 3 to entry: Dependent failures include common cause-{see-3-2-6}.

3.21
detected
revealed
over
relating to hardware and software failures or faults, which are not hidden-)because|they

announce themselves or are-detected-by-the diagnostictests—or discovered through normal

operation or through dedicated detection methods

Note ] to entry: There are some differences in the use of these terms:

— Opert is used for failures or faults which announce themselves when th€y, occur (e.g., due to the chapge of
state). The repair of such failures can begin as soon as they have occufred-

— Dptected is used for failures or faults which do not announce themselves when they occur and which femain
hidden until detected by some means (e.g., diagnostic tests, proQi tests, operator intervention like pt{ysical
inepection and manual tests). The repair of such failures can_b€gin only after they have been revealed. See
Npte 2 for the specific use of this term in IEC 61511.

— Rpvealed is used for failures or faults that become evidep{ due to being overt or as a result of being detefted.

Note 2 to entry: In IEC 61511 and except when the context suggests another meaning, the term dangerous
detecfed failures/faults is related to dangerous failures défected by diagnostic tests.

Note § to entry: When the detection is very fast (&g., by diagnostic tests) then the detected failures or faulfs can
be considered to be overt failures or faults.

When|the detection is not very fast (e.g., b§ proof tests) the detected failures or faults cannot be considered to be
overt failures or faults when addressing, saféty integrity levels.

Note 4 to entry: A dangerous revealed failure can only be treated as a safe failure if effective meapures,
automjatic or manual, are taken in a-short enough time to maintain process safety.

3.2.14
devige
funetfonalunit—of\ hardware, with or without software,—er—beth; capable of performing a
speclfied-purpese-function

Note 1 to enlry™ Examples are-fi i
egquipireptineludes sensors, logic solvers flnal elements and4hose operator mterfacesdewee&hard—m;eek{yslrs

#©4e1mma+s and field wiring.

3.2.141

field device

SIS or BPCS device connected directly to the process or located in close proximity to the
process

Note 1 to entry: Examples are sensors, final elements and manual switches.

3.2.15
diagnostics
frequent (in relation to the process safety time) automatic test to reveal faults
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3.2.151
diagnostics coverage
DC

fraction of dangerous failures rates detected by diagnostics.
Diagnostics coverage does not include any faults detected by proof tests.

NO o

v bsee—+t6-com detected‘)‘a‘n‘qundemed)
: Stotairahre+e E((o(aHa»Iu(erale}EE FHOWS —rdstocted = total failure rate TS 7oundected ¢ =) total failure-rate

Note 1 to entry: Diagnostics coverage is typically applied to-eempenents SIS devices or SIS subsystems. E.g., the
diagnostics coverage is typically determined for a sensor, final element or a logic solver.

Note 2 to entry: For safety applications the diagnostics coverage is typically applied to-the-safe—and dangerous
failurgs of-a—cemponent SIS devices or SIS subsystems. For example, the diagnostics coverage for the‘dangerous
failurjs of a—cempoenent-orsubsystem device is DC = App/ipt , Where App is the dangerous detected failure rate
and Ap7 is the total dangerous failure rate. For a SIS subsystem with internal redundancy, DC is time depepdant:

DC(1)F App(t)/ hpr(t).

Note § to entry: When the diagnostics coverage (DC) and the total dangerous failure rate*(A,;) are given, the

detecfed (Lpp) and undetected dangerous failure rates (L ;) can be computed as follows®

Aop =|PC x Appand ipy = (1-DC) x Apy -

3.2.16
diversity
diffefent means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical-metheds means, different prografnming
technigues, or different design approaches.

3247

r
=

baseH on electrical (E) and/or electronic (EYXand/or
pasep-oR-erectHecaH{(&E)aharorerectroc{£,aharod

«
<

3.2
errof
discrepancy between a computed, observed or measured value or condition and the |true,
specified ortheoretically correct value or condition

NOTE[—Adapted-from-1EV-101-05-24-by-excluding-the-notes-
[SOURCE: IEC 60050-192:2015, 192-03-02]

3.2.18
failure

perform as required



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

Note 1 to entry: A failure of a device is an event that results in a fault state of that device.

Note 2 to entry: When the loss of ability is caused by a latent fault, the failure occurs when a particular set of
circumstances is encountered.

Note 3 to entry: Performance of required functions necessarily excludes certain behaviour, and some functions
may be specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

Note 4 to entry: Failures are either random or systematic (see 3.2.61 and 3.2.83).

[SOURCE: IEC 60050-192:2015, 192-03-01, modified — Notes to entry have been changef]

3.2.18.1
failufe mode
manrer in which failure occurs

Note | to entry: A failure mode may be defined by the function lost or the state transition that occurred.

[SOURCE: IEC 60050-192:2015, 192-03-17]

3.2.19
fault

to entry: A fault of an item results from a failure, either of the item itself, or from a deficiency in an garlier
of the life-cycle, such as specification, desjgn,"manufacture or maintenance.

4

to entry: A fault of a device results in a*failure when a particular set of circumstances is encountered

RCE: IEC 60050-192:2015;-192-04-01, modified — Some notes to entry have [pbeen
jed, others have been déleted]

o= z oz
>® o B9
» 0O 7 @93
S5 c @

3.2.20
fault|/avoidance
use of techniques and procedures which aim to avoid the introduction of faults during any
phasg of the SISisafety life-cycle

3.2.20.1
fault|exclusion
elimipation from further consideration of faults due to improbable failure modes

Note 1 to entry: Further information about fault exclusion can be found in ISO 13849-1 and ISO 13849-2. After
those standards fault exclusion can be based on

— the technical improbability of occurrence of some faults,

— generally accepted technical experience, independent of the considered application;

— technical requirements related to the application and the specific hazard.

Note 2 to entry: Failure modes, identified in the devices performing the safety function, can be excluded because
their related dangerous failure rate(s) are very low compared to the target failure measure for the safety function

under consideration. That is, the sum of the dangerous failure rates of all serial devices on which fault exclusion is
being claimed, generally cannot exceed more than 1 % of the target failure measure.

3.2.21

fault tolerance

ability of a functional-unit item to continue to perform a required function in the presence of
faults or errors
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3.2.22

final element

part of the BPCS or SIS that implements the physical action necessary to achieve or maintain
a safe state

Note 1 to entry: Examples are valves, switch gear, and motors, including their auxiliary elements (such as

solenoid valve and actuator-if-invelved-in-the-safety-instrumented-function used to operate a valve).

3.2.23
functional safety
part pf the overall safety relating to the process and the BPCS which depends on the cqarrect
functjoning of the SIS and other protection layers

NOTEl This-term-deviatesfrom-the-definitionintEC-684508-4-toreflect differences-in-process-séctortermino!
NOHE—HHSteHR-gevate sHomthe-aeHHHoRHHHE - btovo-4toFehectaHereRce S HProce S Ssectorter ol

3.2.24
functional safety assessment
FSA
invedtigation, based on evidence, to judge the functional safety _achieved by one or morg SIS
and/¢r other protection layers

NOTE} This term deviates from the definition-in |IEC 61508-4 to reflect difference

ectorterminolda
ectot e HRoPg

[

<

3.2.25
functional safety audit
systgmatic and independent examination to determine whether the procedures specific tp the
functjonal safety requirements comply with\the planned arrangements, are implemé¢nted
effectively and are suitable to achieve the_specified objectives

Note 1 to entry: A functional safety audit may-be carried out as part of a FSA.

lace of functional unit An item - mav-sométimes
o HHHRcHe Rt RH—AR-tHemhay-SomedHh

metu;a—peeplfe—.
NOTEl2  Thisi finiti . in ISOUEC 2382 01-04

3.2.
hardware safety integrity

part pf{the safety integrity of the SIS relating to random hardware failures in a dangefrous
mode_af failure

Note 1 to entry: y
MGH%MHMWFPS—S&#&W—NW The tWOJpaFamete#s fallure measures that are relevant in thls context
are the—overall average frequency of dangerous failure—rate (continuous mode of operation) and the average
probability of failure-te-eperate on demand (demand mode of operation).

Note 2 to entry: See 3.2.82.

Note 3 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.27
harm

physieal injury or damage to the health of people,-either-directly-or-indirectly;—asaresultof or

damage to property or to the environment
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NTE Thi SOUEC Gui .

[SOURCE: ISO/IEC Guide 51:2014, 3.1]

3.2.27.1
harmful event
hazardous event which has caused harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property, or the
environment are exposed to the hazardous situation and, in the case of harm to people, whether any such exposed
people can escape the consequences of the event after it has occurred. A hazardous event which has caused harm
is termed a harmful event.

3.2
hazard
potential source of harm

Thi . 3 4 of ISONEC Gui _

Note {1 to entry: The term includes danger to persons arising within a short time scale\(e.g., fire and explpsion)
and 4dlso those that have a long-term effect on a person's health (e.g., release. of a toxic substarjce or
radiogctivity).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — Note 1 to eritry has been added]

3.2.28.1
hazafdous event
evenf that can cause harm

Note 1 to entry: Whether or not a hazardous event results jin harm depends on whether people, property jor the
envirohment are exposed to the hazardous situation andin“*the case of harm to people, whether any such exposed
peopl¢ can escape the consequences of the event aftemit-has occurred.

[SOURCE: ISO/IEC Guide 51:2014: 3.3,.modified — see Note 1]

3.2.28.2

hazafjdous situation
circumstance in which people,“property or the environment are exposed to one or more
hazards

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.2.
human error.

intended(ortunintended human action or inaction that produces an-unintended inappropriate

Note 1 to entry: Mistakes, slips, and lapses are examples of human errors.

Note 2 to entry: This excludes malicious action.

3.2.30

impact analysis

activity of determining the effect that a change to a function or component will have to other
functions or components in the system as well as in other systems
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3.2.3

1

independent organization
organization that is separate and distinct, by management and other resources, from the
organizations responsible for the activities that take place during the specific phase of the SIS

safet

3.2.

y life-cycle that is subject to the FSA or validation

independent person

person who is separate and distinct from the activities which take place duringCthe sp
phasp of the SIS safety life-cycle that is subject to the FSA or validation and“does not
direcf responsibility for those activities

3.2.

input function
function which monitors the process and its associated equipment in order to provide
information for the logic solver

Note { to entry: An input function could be a manual function.

3.2.34

instrument

apparatus used in performing an action (typically.found in instrumented systems)
3.2.34.1

instrfumented system

NOTE| system composed of sensors (€!g., pressure, flow, temperature transmitters),
solvdrs (e.g., programmable controllers, distributed control systems, discrete controllers)

final

Note

elements (e.g., control valves;\motor control circuits)

to entry: Instrumented systems perform instrumented functions including control, monitoring, alar

protedtive functions.-ta-speecial-cases; Instrumented systems can be SIS (see 3.2.67) or BPCS (see 3.2.3).

3.2.35

logid function

funct

on which performs the transformations between input information (provided by o

more| input functions) and output information (used by one or more output functions)

Note
functi

to entry: Logic functions provide the transformation from one or more input functions to one or more
ng’

beific
have

input

logic
and

n and

ne or

putput

Note 2 to entry: For further guidance, see I[EC 61131-3:2012 and IEC 60617-12:1997.

3.2.36
logic solver
part of either a BPCS or SIS that performs one or more logic function(s)

Note 1 to entry: In IEC 61511 the following terms for logic-systems solvers are used:

- electrical logic systems for electro-mechanical technology;

- electronic logic systems for electronic technology;

- PE logic system for programmable electronic systems.

Note 2 to entry: Examples are: electrical systems, electronic systems, programmable electronic systems,
pneumatic systems, and hydraulic systems. Sensors and final elements are not part of the logic solver.
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3.2.36.1

safety configured PE logic solver

general purpose industrial grade PE logic solver which is specifically configured for use in
safety applications

Note 1 to entry: Further guidance can be found in 11.5.

3.2.37
maintenance/engineering interface
hardware and software provided to allow proper SIS maintenance or modification

Note : . . R . . . . . . found
in soffware, programming terminals with appropriate communication protocols, diagnostic tools, indicators,\Hypass
devicgs, test devices, and calibration devices.

repair time

expefted overall repair time

Note { to entry: MRT encompasses the times (b), (c) and (d) of the times for MTTR Y(see 3.2.37.2).

3.2.3[7.2
mean time to restoration
MTT

expefted time to achieve restoration

Note 1 to entry: MTTR encompasses:

— thie time to detect the failure (a);

— thie time spent before starting the repair (b);
— thie effective time to repair (c);

— thle time before the component is put back intg~eperation (d).

The sfart time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of]

—

c).

3.2.3[7.3

maximum permitted repair/time
MPR(T
maximum duration allowed to repair a fault after it has been detected

Note { to entry: The MRJI may be used as MPRT but the MPRT may be defined without regards to the MRT:
— A|MPRT smallersthan the MRT can be chosen to decrease the probability of hazardous event.
— A|MPRT gréater than the MRT can be chosen if the probability of hazardous event can be relaxed.

Note 2 to ehtpy: When a MPRT has been defined it can be used in place of the MRT for calculating the proHability
of ranflofprhardware failures.

3.2.38
mitigation
action that reduces the consequence(s) of a hazardous event

Note 1 to entry: Examples include emergency depressurization or closing ventilation dampers on detection or
confirmed fire or gas leak or initiation of deluge on confirmed fire detection.

3.2.39

mode of operation (of a SIF)

way in which a SIF operates which may be either low demand mode, high demand mode or
continuous mode

a) low demand mode: mode of operation where the SIF is only performed on demand, in
order to transfer the process into a specified safe state, and where the frequency of
demands is no greater than one per year.
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b) high demand mode: mode of operation where the SIF, is only performed on demand, in
order to transfer the process into a specified safe state, and where the frequency of
demands is greater than one per year.

c¢) continuous mode: mode of operation where the SIF retains the process in a safe state as
part of normal operation.

3.2.39.1
demand mode SIF

iti SIF oper’ating in low demand mode (3.2.39 a
mode (3.2.39 b))

)) or high demand

Note { to entry: In the event of a dangerous failure of the SIF, a hazardous event can only occur

flthe failure is undetected and a demand occurs before the next proof test;

— iffthe failure is detected by the diagnostic tests but the related process and its associated equipment has|not
bgen moved to a safe state before a demand occurs.

Note 2 to entry: In high demand mode, it will normally be appropriate to use the continuoussmode criteria.

Note 3 to entry: The safety integrity levels for SIF operating in demand mode are defined\in Tables 4 and 5.

3.2.39.2
contjnuous mode SIF
SIF gperating in continuous mode (3.2.39 ¢))

Note 1 to entry: In the event of a dangerous failure of the SIF a—petential-hazard hazardous event will|occur
withodt further failure unless action is taken to prevent it within the process safety time.

Note 2 to entry: Continuous mode covers those SIF which implement continuous control to maintain fungtional
safety]

Note 3 to entry: The safety integfity)levels for SIF operating in continuous mode are defined in Table 5.

self-gontained part of a SIS application program (can be internal to a program or a get of
progfams$) that performs a specified function (e.g., final element start/stop/test sequencg, an

libark L b oIy
applicanof—specireSeqguence—witttra o)

Note 1 to entry: In the context of IEC 61131-3:2012, a software module is a function or function block.

Note 2 to entry: Most modules have repetitive usage within an application program.

3.2.41

MooN

SIS, or part thereof, made up of “N” independent channels, which are so connected, that “M”
channels are sufficient to perform the SIF



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

- 26 - IEC 61511-1:2016 RLV © IEC 2016

3.2.42
necessary risk reduction

risk reduction—regquired-to-ensure-that the-risk-isreduced-to-a-telerable-level to be achieved by

the SIS(s) and/or other protection layers to ensure that the tolerable risk is not exceeded

3.2.43

non-programmable system

(NP) system

system based on non-computer technologies (i.e., a system not based on programmable
electronics [PE] or software)

Note 1 to entry: Examples would include hard-wired electrical or electronic systems, mechanical, hydradlic, or
pneunpatic systems.

3.2.
operpting environment
condjtions inherent to the installation of a device that potentially affects itsfunctionality and
safety integrity, such as:
ekternal environment, e.g. , winterization needs, hazardous area glassification;
pfocess operating conditions, e.g., extremes in temperature, pfessure, vibration;
e process composition, e.g., solids, salts, or corrosives;

plocess interfaces;
e integration within the overall plant maintenance and‘@perating management systems;
e cpmmunication through-put, e.g., electro-magnefic interference; and

C

ility quality, e.g., electrical power, air, hydragfics.

Note {1 to entry: Some process applications may have\special operating environment requirements necesdary to
survive a major accident event. For example sgome’ equipment requires special enclosures, purging, ¢r fire
protedtion.

3.2
operpting mode

process operating mode
any planned state of processhoperation, including modes such as start-up after emergency
shutqown, normal start-up, Operation, and shutdown, temporary operations, and emergency
operation and shutdown

3.2,
operptor interface
means by which information is communicated between a human operator and the SIS [e.g.,
CRT¢ display-interfaces, indicating lights, push-buttons, horns, alarms)

Note 1 tQefitry: The operator interface is sometimes referred to as the human-machine interface (HMI).

3.2.47

output function
function which controls the process and its associated equipment according to-firal-actuater
output information from the logic function
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3.2.4

8

performance
accomplishment of a given action or task measured against the specification and the
IEC 61511 series

3.2.4

9

phase
period within the SIS safety life-cycle where activities described in the IEC 61511 series take |
place

3.2.5

0

prevention
action that reduces the-frequeney likelihood of occurrence of a hazardous event

3.2.51
prionf use

i

see
docu
requi
in sirf

Note

achie
in theg
inspe

Note 2
corrog
within
manuf

3.2.5

»

mented assessment by a user that a device is suitable for use in a)StS and can meqd
red functional and safety integrity requirements, based on previgus operating exper
hilar operating environments

to entry: To qualify a SIS device on the basis of prior use, the user/can document that the deviq
ed satisfactory performance in a similar operating environment. UndgvStanding how the equipment bg

operating environment is necessary to achieve a high degree of certainty that the planned d
tion, testing, maintenance, and operational practices are suffigient-

to entry: Proven in use is based on the manufacturer’'s{design basis (e.g., temperature limit, vibratio

ion limit, desired maintenance support) for his deviceN\Prior use deals with device’s installed perfor
a process sector application in a specific operating environment which is often different thg
acturer’s design basis.

2

process risk

risk
malfy

Note
used {

Note 2
proce

Note 3

Note 4

3.2.5

arising from the process conditions caused by abnormal events (including B
nction)

to entry: The risk in this context is that associated with the specific hazardous event in which SIS are
o provide the necessary risk'reduction (i.e., the risk associated with functional safety).

to entry: Process_risk*analysis is described in IEC 61511-3:2016. The main purpose of determini
s risk is to establish\areference point for the risk without taking into account the protection layers.

to entry: Assessment of this risk-sheuld can include associated human factor issues.

to entry:( This term equates to “EUC risk” in IEC 61508-4:2010.

2.1

proc

pss safety time

t the
ence

e has
haves
lesign,

limit,
Inance
n the

PCS

to be

g the

time

perioa petween a tallure ocCurring In the process oOr the DAasSIC process control sy

stem

(with the potential to give rise to a hazardous event) and the occurrence of the hazardous
event if the SIF is not performed

Note 1

to entry: This is a property of the process only. The SIF has to detect the failure and complete its

soon enough to prevent the hazardous event taking into account any process lag (e.g. cooling of a vessel).

3.2.5

prog
PE

3
rammable electronics

action

item based on computer

cloctenie—esomponont o dovies formaine oot of o DEC opd
technology—The-term-encompasses-beth which may be comprised of hardware, software, and
of input and/or output units
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Note 1 to entry: This term covers micro-electronic devices based on one or more central processing units (CPU)
together with associated memories. Examples of process sector programmable electronics include:

— smart sensors and final elements;

— programmable electronic logic solvers including:
— programmable controllers;

— programmable logic controllers;

— loop controllers.

3.2.54

progfammable electronic system
PES
systgm for control, protection or monitoring based on one or more programmable_elécfronic
deviges, including all-elements devices of the system such as power supplies,(sehsorg and
othen input devices, data highways and other communication paths, actuators and pther
outpyit devices (see Figure 5)

Extent of PES Input interfaces Communications Output interfaces
: (e.g., A-D (e.g.,, D-A
: converters) convert_ers)

<Gmuil
<@um

-

o Programmable —
electronics (PE) " —| [
(see note) '

IInmg>
10nEE>

Input devices

Output devices/final elements
(e.g., sensors)

(e.g., actuators)

Basic PES structure

NOTE The programmable electronics are shown centrally located but could exist at several places in the PES.

1EQ

Figure-6. 5= Programmable electronic system (PES): structure and terminologyj

3.2
programming
codifng

process of designing, writing and testing a set of instructions for solving a problem or
processing data

Note 1 to entry: In the IEC 61511 series, programming is typically associated with PE.

3.2.56
proof test
periodic test performed to-reveal-undetected detect dangerous hidden faults in a SIS so that,

if necessary%he%ys%em a repair can-be—restored-to—its—designedfunctionality restore the

system to an ‘as new’ condition or as close as practical to this condition

3.2.57
protection layer
any independent mechanism that reduces risk by control, prevention or mitigation
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Note 1 to entry: It—eeuld can be a process engineering mechanism such as the size of vessels cont
hazardous chemicals, a mechanical-ergireering mechanism such as a relief valve, a SIS or an administrative
procedure such as an emergency plan against an imminent hazard. These responses may be automated or
initiated by human actions (see Figure 9).

aining

3.2.

quality
totalify of characteristics of an entity that bear on its ability to satisfy stated and implied n

peds

Note 1 to entry: See ISO 9000 for more details.
3.2
randpm hardware failure
failure, occurring at a random time, which results from-a—variety one”_or more of the pogsible
degradation mechanisms in the hardware
Note { to entry: There are many degradation mechanisms occurring at differént rates in different components and
since |manufacturing tolerances cause components to fail due to thése mechanisms after different tinjes in
operafion, failures of a total equipment comprising many components occur at predictable rates Bbut at
unpreflictable (i.e., random) times.
Note 2 to entry A hing g A—random—hard e—faily an 2 uret—{(see
3 2 88\ ic that csustam failure rates (or other anpnronriate measiwres) arisina from-random-hardware failures dan bhe
3288} -is-that system-failure rates{or-other-appropriate-measures)—arising-from-random-hardware failures.—g4an-be
nredidted but svstematic faillures bv their vary nature ecannot be nredicted That is svetem failure rates rising
coneteend b b netie edbin e bee oo aenme nedienor nn o bnmencetodl Thet e e o ndben oo e delelne
Hlures can ha a ntified but the ari fi o e fai e cannot bha ctatidtieglly
res—can-be-—g tified-butthose-ari f e s—cappot-be-statiqtically
— alrandom hardware failure involves only thé{system itself while a systematic failure involves both the gystem
ityelf (a fault) and a particular condition {eee 3.2.81). Then a random hardware failure is characterized by a
sihgle reliability parameter (i.e., the failure rate) while a systematic failure is characterized by two relfability
pdrameters (i.e., the probability of the pre-existing fault and the hazard rate of the particular condition).
— alsystematic failure can be elimigated after being detected while random hardware failures cannot.
This implies that the reliability, parameters of random hardware failures can be estimated from field feedbacl while
it is vgry difficult to do the samenfor systematic failures. A qualitative approach is preferred for systematic failyires.

[sou

RCE: IEC 61508-4:2010, 3.6.5, modified — The notes have been changed]

the existence of more than one means for performing a required function or for representing
information

Note 1 to entry: Examples are the use of duplicate-functional-components devices and the addition of parity

Note 2 to entry: Redundancy is used primarily to improve reliability or availability.

bits.

[SOURCE: IEC 61508-4:2010, 3.4.6]



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

- 30 - IEC 61511-1:2016 RLV © IEC 2016

3.2.61
risk
combination of the-frequerey probability of occurrence of harm and the severity of that harm

NOTE_F . . . ‘ . o

Note 1 to entry: The probability of occurrence includes the exposure to a hazardous situation, the occurrence of a
hazardous event, and the possibility to avoid or limit the harm.

[SOURCE: ISO/IEC Guide 51:2014, 3.8]
3.2.62

safe [failure
failurle which-dee

Note 1 to entry: A failure is "safe" only with regard to a given safety function.

Note 2 to entry: When fault tolerance is implemented, safe failure can lead t@_ejther:

eration where the safety action is available but with a higher probability of success on demand (d¢mand
ode of operation) or a lower likelihood to cause a hazardous event(continuous mode of operation);

3 O

|
[}

spurious operation where the safety action is initiated.

Note 3 to entry: When no fault tolerance is implemented, safe¢failures result in the initiation of the safety faction
regardless of the process condition. This is also known as a $purious trip.

Note 4 to entry: A spurious trip may be safe with regard to a given safety function but may be dangerous with
regard to another safety function.

Note § to entry: Spurious trips may also have defrimental effects on the production availability of the procesp.

3.2.
safeelitate

state| of the process.when safety is achieved

Note 1 to entry:l Some states are safer than others and in going from a-petentially hazardous condition to thg final
safe dtate, or-in going from the nominal safe condition to a hazardous condition, the process may have|to go
throudh a,number of intermediate safe-states.

Note 2t{orentry: Eor some situations a safe state exists only so long as the process is continuously controlled.
Such contlnuous control may be for a short or an indefinite penod of t|me

Note 3 to entry: A state which is safe with regard to a given safety function may increase the probability of
hazardous event with regard to another given safety function. In this case, the maximum allowable average
spurious trip frequency (see 10.3.2) for the first function can consider the potential increased risk associated with
the other function.

Note 4 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.64
safety
freedom from-unaceeptable risk which is not tolerable

Note 1 to entry: This-definitionis According to ISO/IEC Guide 51, the terms "acceptable risk" and "tolerable risk"
are considered to be synonymous.
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[SOURCE: ISO/IEC Guide 51:2014, 3.14, modified — The note has been added]

3.2.65
safety function

function to be implemented by-an-SiS—othertechnology-safetyrelated-system-orexternalrisk;

reduction—facilities one or more protection layers, which is intended to achieve or maintain a
safe state for the process, with respect to a specific hazardous event

comhbination o
HaHehR-©o

+

o

N
N

NOTEIl  This can innl:ﬂn.;nfhnr safetvinstrumented-control-functions—or-safetv-instrumented-protection—functions
NI+ +H aH—HGt HAe—SatretyHhstrdmentea AtFot—+dhcHOoR —SatretyHhsStHdmeRteaprotecHoRuRcHOR

Note 1 to entry: A SIS is composed of any combination of sensor (s), logic solver (s), and final elements(s) (e.g.,
see Figure 6). It also includes communication and ancillary equipment (e.g., cables, tubing, power supply, impulse
lines, heat tracing).

Note 2 to entry: A SIS may include software.

Note 3 to entry: A SIS may include human action as part of a SIF (see ISA TR84.00.04:2015, part 1).
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SIS architecture and safety . .
instrumented function Sensors Logic solver Final elements

example with different
devices shown

IEC

2016

obability ab|I|ty of the SIS to perform%atﬁfaeteﬂly the required SIF-funetiors—
i ime as and when required

anted
eG

Note
Deper
confug

Note 2
time)

Note 3
systen
inducq
hardw,

dangefrous—mode-offailure or the probability of-a—safety<iRstrumented-functionfailing-to-operate failure on de

1 The higdher the safetv intearityv |a\lo| the hlnhar the probabilitythat the reguired-‘safet
1 1 HgRer—hR et HegHtyY—ever sl HEeL—Satet

Doy G4

s T : f cafotvintoarity for safob | unctions.

to entry: This definition is equivalent to the dependability of the SIS\mith regard to the require
dability, being often understood as an economical rather than a safety/Caoncept, has not been used to
ion.

to entry: Ability includes both the functional response (e.g., etgsing a specified valve within a sp
hnd the likelihood that the SIS will act as required.

to entry: In determining safety integrity, all causes{ of*failures—{(both random hardware—failure]
hatic failures} which lead to an unsafe state—sheuld’can be included (e.g., hardware failures, so
d failures and failures due to electrical interferences)Some of these types of failure, in particular r3
pare failures, may be quantified using such measures“as the average dangerous fallure#—a%e frequency;

i SIF.
avoid

pcified

5 and
ftware
ndom
lin—the
mand.

Howeyer, safety integrity—ef—an—SH also depends’on many systematic factors, which cannot be accyrately
quantified—but—ean—only—be—considered and aretaften considered qualitatively throughout the life-cyclq. The
likelihpod that systematic failures result in danggrous failure of the SIS is reduced through hardware fault tolgrance
(see 1|1.4) or other methods and techniques.

Note 4 to entry: Safety integrity comprises hardware safety integrity (see 3.2.26) and systematic [safety
integrity(see 3.2.82), but complex faildres caused by the conjunction of both hardware and systematic interfaction
can alo be considered.

3.2.69

safely integrity level

SIL

discrpte level (one- out of four) allocated to the SIF for specifying the safety integrity

requi

rements t¢be achieved by the SIS

Note 1 to entry:

Note 2 to entry:

Note 3 to entry: SIL 4 is related to the highest level of safety integrity; SIL 1 is related to the lowest

Note 4 to entry:

sector terminology.

3.2.6

safety mtegrlty reqmrementsspeemeauen pI

9.1

The higher the SIL, the lower the expected PFDavg for demand mode or the lower the average
frequency of a dangerous failure causing a hazardous event for continuous mode.

The relationship between the target failure measure and the SIL is specified in Tables 4 and 5.

This definition differs from the definition in IEC 61508-4:2010 to reflect differences in process



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

IEC 61511-1:2016 RLV © |IEC 2016 -33 -

set of the IEC 61511 requirements which shall be satisfied by a SIS to claim a given SIL for a
SIF implemented by this SIS

Note 1 to entry: The safety integrity requirements are strengthened when the related SIL increases.

3.2.70
SIS safety life-cycle
necepsary activittes—invotved—in—the ;|||p=c|||cntaﬁun of-St uu\,uuilly duﬁllg a pCI;Ud ofl time

that ptarts at the concept phase of a project and finishes when all of the SIF are no.dgnger
availpble for use

Note 1 to entry: The term “functional safety life-cycle” is strictly more accurate, but the adjestive “functiopal” is
not cojnsidered necessary in this case within the context of the IEC 61511 series.

Note 2 to entry: The SIS safety life-cycle model used in IEC 61511 is shown in Figure 7,

3.2.71
safely manual

functional safety manual
manyal information that defines how a SIS device, subsysteni\0r system can be safely applied

Note { to entry: The safety manual may include inputs from the mafiufacturer as well as from the user.

Note 2 to entry: For IEC 61508 compliant devices, the manufaCfurér’s input is the safety manual,

Note 3 to entry This couId be a generlc stand alone document Ms#uet@naimaﬂaﬁ—&pmg#ammm&m&w,—a
stands b or a collectlon of

docunt ents.

Note 4 to entry: This definition deviates from theldefinition in IEC 61508-4:2010 to reflect differences in pfocess
sector terminology.

3.2.72
safely requirements specification
SRS

specfification containing the functional requirements for the SIFs-that-have-to-be-performed-by
the-spfety-instrumented-Systems and their associated safety integrity levels

[SOURCE: IEC 61508-4:2010, 3.5.11, modified — Aligned with IEC 61511 terminology]

3.2.73
sensor
devide—ot—pombination—of-devices part of the BPCS or SIS that measures or detect$ the
process condition

Note 1 to entry: Examples are transmitters, transducers, process switches and position switches)

3.2.74
software

intelectual-creation—comprising—the programs, procedures, data, rules and any associated

documentation pertaining to the operation of a data processing system

Note 1 to entry: Software is independent of the medium on which it is recorded.
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Note 2 to entry: For examples of different types of software, see 3.2.75 and 3.2.76.

3.2.75

software languages-in-SIS-subsystems application programming languages

3.2.75.1

fixed program language

FPL

language in which the user is limited to adjustment of a few pre-defined and fixed set of

para  es)

Note {1 to entry: Typical examples of device applications with FPL are: smart sensor (e.g., pressufe-trangmitter
withoyt control algorithms, smart-valve final element (e.g. valve without control algorithms), sequence of ¢vents
B Rt recorderadedwated—smaﬁ—ah##kbex—srr%damgggmg—systems set points for dedidated smart|alarm
box). The use of FPL is often referred to as "configuration of the device".

3.2.7/5.2

limited variability language
LVL
progtamming language for commercial and industrial programmable,electronic controllers| with
a rarlge of capabilities limited to their application as defined by the associated safety manual.
The potation of this language may be textual or graphical or iave characteristics of both.

Note 1 to entry: This type of language is designed to be easily understood by process sector users, and proyides
the capability to combine predefined, application specific, library functions to implement the SRS. LVL providgs a
close functional correspondence with the functions required to achieve the application.

Note 2 to entry: IEC 61511 assumes that the constraints¢necessary to achieve the safety properties are achjieved
by thel combination of the safety manual, the closeness of the language notations to the functions the applicafion
progrgmmer needs to define the process control algorithms, and the compile time and run time checks which the
logic qolver provider embeds into the logic solver system program and the logic solver development environmgnt.
The cpnstraints identified in the certification report ‘and safety manual can ensure the relevant requirements of
IEC 61508-3:2010 are satisfied.

Note 3 to entry: LVL is the most commonly used language when the IEC 61511 series refers to “application
progrgm”.

3.2.75.3

full yariability language
FVL
langyage designed t6 be comprehensible to computer programmers and that provide$ the
capapility to implement a wide variety of functions and applications

Note { to entry: ~Typical example of systems using FVL are general purpose computers.

Note 2 to entry: In the process sector, FVL is found in embedded software and rarely in application-seftware
progrgmpiing/

Note 310 entry: FVL examples include: Ada, U, Fascal, Instruction List, assembler languages, C++, Java, SQL.

3.2.76
software & program types

3.2.76.1

application-software program

software program specific to the user application cointaining, in general, logic sequences,
permissives, limits and expressions that control the—apprepriate input, output, calculations,
and decisions necessary to meet the SIS functional requirements.—Seefixed—and-limited

seose i lensse s

3.2.76.2

embedded software

software that is part of the system supplied by the manufacturer and is not accessible for
modification by the end-user.
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Note 1 to entry: Embedded software is also referred to as firmware or system software. See 3.2.75.3, full |
variability language

3.2.76.3
utility software
software tools for the creation, modification, and documentation of application programs.

Note 1 to entry: These software tools are not required for the operation of the SIS

3.2.77
software application program life-cycle
activities nnr‘llrring {'llll"ihg a Ir_\nrinri of time that starts when-softuware the npplir\nﬁnn program

is cohceived and ends when the-seftware application program is permanently disused

Note { to entry: An-seftware application program life-cycle typically includes a requirements phase, development
phase| test phase, integration phase, installation phase and modification phase.

Note 2 to entry: Software, including application program, cannot be maintained; rather, it is modified.

3.2

SIS gubsystem
independent part of a SIS whose disabling dangerous failure results in a disabling dange¢rous
failune of the SIS

Note ] to entry: Figure 6 illustrates a SIS made of three $|S\subsystems.
Note 2 to entry: From the cut set approach point of yjew/(see IEC 61025) a minimal cut set of a SIS subsysfem is
also alminimal cut set of the whole SIS. Therefore th&SIFs implemented within a SIS are entirely dependent pn the
SIS sybsystems of this SIS (i.e., when a SIS subsystem fails, the related SIFs also fail).

)
°
@
o
=
o
Q
=
o
%

f-elements devices, whichlinteract according to a-design

[0}
-
P

Note { to entry: A person/can be part of a system.

Note 2 to entry: This\ definition-differs—froem—tEV-351-01-04 deviates from the definition in IEC 61508 to feflect
differgnces in process-sector terminology.

NOTEL3 A

3.2.80
systematic capability

measure (expressed on a scale of SC 1 to SC 4) of the confidence that the systematic safety
integrity of a device meets the requirements of the specified SIL, in respect of the specified
safety function, when the device is applied in accordance with the instructions specified in the
device safety manual

Note 1 to entry: Systematic capability is determined with reference to the requirements for the avoidance and
control of systematic faults in IEC 61508-2:2010 and IEC 61508-3:2010.

Note 2 to entry: The systematic failure mechanism depends on the nature of the device. For a device comprised
solely of hardware, only hardware failure mechanisms are considered. For a device comprised of hardware and
software, it is necessary to consider the interactions between hardware and software failure mechanisms.

Note 3 to entry: A systematic capability of SC N for a device means that the systematic safety integrity of SC N
has been met when the device is applied in accordance with the instructions specified in the device safety manual
for SC N.
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3.2.81
systematic failure

2016

failure related—in—a—deterministic—wayto—a—certain—cause to a pre-existing fault, which

consistently occurs under particular conditions, and which can only be eliminated by removing

the fault by a modification of the design, manufacturing process, operating proced
documentation or other relevant factors

YTE 3 Thie definit ; £V 1910419,

Note 1 to entry: The cause of systematic failures of the software may be known as "bugs".

Note 2 to entry: Corrective maintenance without modification would usually not eliminate the failure cause

ures,

which

involves the failure under particular conditions.

Note 3 to entry: A systematic failure can be-induced-by-simulating-thefailure—cause reproduced byydelibg
applyihg the same conditions, although not all reproducible failures are systematic.

Note 4 to entry: Examples of faults leading to systematic failure-eauses include human error that originates

— thle SRS;

— thle design, manufacture, installation, operation or maintenance of the hardware;

— thle design and/or implementation of software (including application program).

Note § to entry: Similar devices designed, installed, operated, implemented or(haintained in the same w

likely [to contain the same faults. Therefore they are subject to common( cause failures when the par
conditjons occur.

3.2.

systématic safety integrity

part pf the safety integrity of the-SiE SIS relating tosystematic failures—{see-neote-3-of 3
in a dangerous mode of failure

Note 1 to entry: Systematic safety integrity cannot. Wsually be quantified (as distinct from hardware
integrity).

Note 2 to entry: See 3.2.26 also.

rately

3

by are
ticular

P-73)

safety
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3.2.84
tolerable risk

level of risk which is accepted in a given context based on the current values of society

Note 1 to entry: See IEC 61511-3:2016, Annex A.

[SOURCE: ISO/IEC Guide 51:2014, 3.15]

3.2.85
undetected
unrevealed

ion not detected or not revealed or not overt

NOTEL This tarm deviates from the definitionin IEC 6861508-4 to reflect differences in nrocess séaator tarminoldayv

NOTE[ This term deviates from the definition-in IEC 61508-4 to reflect differences in p1 ss-sector terminol¢pgy-

Note 1 to entry: In IEC 61511 and except when the context suggests another meaning, the term “dangerous

undetgcted failures/faults” is related to dangerous failures/faults not detected by diagnostic’tests.

3.2.86

validation

a_et_i_v_ = demon ating ha hao afe a mented un an and afe a uménted

s_y_s_t_e _.3- on deration—afte N allation—mee N—3 egne ha afe eguirenhen

specification

confirmation by examination and provision of objéctive evidence that the particular

requirements for a specific intended use are fulfilled

Note 1 to entry: In the IEC 61511 series this means demaoristrating that the SIF(s) and SIS after installationp meet

the SRS in all respects.

3.2.87

veriffjcation

confirmation by examination and prowvision of objective evidence that the requirements |have

been| fulfilled

Note 1 to entry: In the IEC 61511 series this is the activity of demonstrating for each phase of the relevapt SIS

safety| life-cycle by analysis and/ar tests, that, for specific inputs, the outputs meet in all respects the objdctives

and rgquirements set for the specific phase.

Note 2 to entry: Example/verification activities include:

— rgviews on outputs, (documents from all phases of the safety life-cycle) to ensure compliance with the
obbjectives and requirements of the phase taking into account the specific inputs to that phase;

— design reviews;

— tgsts performed on the designed products to ensure that they perform according to their specification;

— integration tests performed where different parts of a system are put together in a step-by-step manner and by
tHespérformance of environmental tests to ensure that all the parts work together in the specified manner

3.2.88

watchdog

combination of diagnostics and an output device (typically a switch) for monitoring the correct
operation of the programmable electronic (PE) device and taking action upon detection of an

incor

rect operation

Note 1 to entry: The watchdog confirms that the software system is operating correctly by the regular resetting of

an ext

Note 2 to entry:

ernal device (e.g., hardware electronic watchdog timer) by an output device controlled by the software.

The watchdog can be used to de-energize a group of safety outputs when dangerous failures are

detected in order to—put-the process—into achieve or maintain a safe state of the process with respect to the
hazardous event. The watchdog is used to increase the on-line diagnostic coverage of the PE logic solver (see
3.2.13 and 3.2.15).
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3.3 Abbreviations

Abbreviations used throughout IEC 61511 are given in Table 1. Also included are some
common abbreviations related to process sector functional safety.

Table 1 — Abbreviations used in IEC 61511

Abbreviation Full expression
AC/DC Alternating current/direct current
AIChE American Institute of Chemical Engineers
AEARP Astowasreasomabty practicabte
ANSI American National Standards Institute
AP Application program
BPCS Basic process control system
CCPS Centre for Chemical Process Safety (AIChE)
DC Diagnostic coverage
E/E/PE Electrical/electronic/programmable electronijc
EMC Electro-magnetic compatibility
FAT Factory acceptance test
FPL Fixed program language
FSA Functional safety assessment
FSMS Functional safety ¥thanagement system
FTA Fault tree analysis
FVL Full variability language
HFT Hardware fault tolerance
H&RA Hazard & risk assessment
HW Hardware
HMI Human Machine Interface
IEC International Electrotechnical Commission
1EV Lot benalSloatetochnien i e en bnle e
ISA International So‘ciety of Automation
1SO International Organization for Standardization
LVL Limited variability language
MooN “M” out of “N”{see-3-2-45) channel architecture
MPRT Maximum permitted repair time
MRT Mean repair time
MTTR Mean time to restoration
NFPA National Fire Protection Association(US)
NP Non-programmable
OEM Original Equipment Manufacturer
PE Programmable electronics
PES Programmable electronic system
PFD Probability of dangerous failure on demand
PFDavg Average probability of dangerous failure on demand
PFH Prpbability (average frequency of dangerous failures) of
failure per hour
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Abbreviation Full expression
pl Plural
PLC Programmable logic controller
SAT Site acceptance test
SC Systematic capability
SEF Safe failure fraction
SIF Safety instrumented function
SIL Safety integrity level
SlS anofy metrumantad oyeh:m
SRS Safety requirement specification
SIW Software

4 Conformance to the IEC 61511-1:2016

To conform to the IEC 61511-1:2016, it shall be shown that each of the_requirements ouflined
in Clause 5 through Clause 19 has been satisfied to the defined,cfiteria and therefore the
claudes’ objectives have been met.

5 Management of functional safety

5.1 Objective

The ¢bjective of the requirements of Clause 5 is tolidentify the management activities thdt are
necepsary to ensure the functional safety objectives are met.

NOTE| 1: Clause 5 is solely aimed at the achievemeént and maintenance of the functional safety of SIS gnd is
separate and distinct from general health and safety measures necessary for the achievement of safety [in the
workplace.

5.2 Requirements

5.21 General

5244 The policy andstrategy for achieving functional safety shall be identified togethef with
the-rreans methods~for evaluating their achievement and shall be communicated withip the
organization.

5.2.2 Organization and resources

5.2.2.1 Persons, departments, organizations or other units which are responsible for
carrying out and reviewing each of the SIS safety life-cycle phases shall be identified and be
informed of the responsibilities assigned to them—{including—where—relevant—licensing
5.2.2.2 Persons, departments or organizations involved in SIS safety life-cycle activities

shall be competent to carry out the activities for which they are accountable.

NOTE As—a-mirimum; The following items-sheuld shall be addressed and documented when
considering the competence of persons, departments, organizations or other units involved in
SIS safety life-cycle activities:
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engineering knowledge, training and experience appropriate to the process application;

engineering knowledge, training and experience appropriate to the applicable technology
used (e.g., electrical, electronic or programmable electronic);

engineering knowledge, training and experience appropriate to the sensors and final
elements;

safety engineering knowledge (e.g., process safety analysis);
knowledge of the legal and regulatory functional safety requirements;

adequate management and leadership skills appropriate to their role in the SIS safety life-
cycle activities;

c

nderstanding of the potential consequence of an event;
the SIL of the SIF;
the novelty and complexity of the application and the technology.

5.2.2.3 A procedure shall be in place to manage competence of all those involved in thg¢ SIS

life ¢ycle. Periodic assessments shall be carried out to document the competenge of
indivlduals against the activities they are performing and on change q@f 'an individual within a
role.

5.2.3 Risk evaluation and risk management

Hazgrds shall be identified, risks evaluated and the necessary risk reduction determingd as

defined in Clause 8.

NOTE| It may be beneficial to consider also potential capital losses, for economic reasons.

5.2.4 Safety planning

Safefy planning shall take place to define the activities that are required to be carried out
along with the persons, departments;.'organizations or other units responsible to carry out
theseg activities. This planning shall be*updated as necessary throughout the entire SIS gafety
life-clycle (see Clause 6) and carried out to a detailed activity level commensurate with the

role fhe individual or organizatief)is performing in the SIS safety life-cycle.

NOTE| The safety planning-may‘can be incorporated in

5.2, Implementing and monitoring

alsection in the qualityplan entitled “SIS Safety Life-cycle Plan”; or
alseparate document entitled “SIS Safety Life-cycle Plan”; or

s¢veral documentsswhich may include company procedures or working practices.

5.2.5.1, Procedures shall be implemented to ensure prompt follow-up and satisfactory
resolution of recommendations pertaining to the SIS arising from a|

a)
b)
c)
d)
e)
f)
g9)

hazard analysis and risk assessment;
assessment-and-auditing assurance activities;
verification activities;

validation activities;

FSAs;

functional safety audits;

post-incident and post-accident activities.

5.2.5.2 Any supplier, providing products or services to an organization that has overall
responsibility for one or more phases of the SIS safety life-cycle, shall deliver products or
services as specified by that organization and shall have a quality management system.
Procedures shall be in place to demonstrate the adequacy of the quality management system.
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If a supplier makes any functional safety claims for a product or service, which are used by
the organization to demonstrate compliance with the requirements of this part of IEC 61511,
the supplier shall have a functional safety management system. Procedures shall be in place
to demonstrate the adequacy of the functional safety management system.

The functional safety management system shall meet the requirements of the basic safety
standard IEC 61508-1:2010, Clause 6, or the functional safety management requirements of
the standard derived from IEC 61508 to which functional safety claims are made.

5.2.5.3 Procedures shall be implemented to evaluate the performance of the SIS against its
safety requirements to:

dentify and prevent systematic failures which could jeopardize safety;

onitor and assess whether-dangerousfatlurerates reliability parameters of the SIS gre in
apcordance with those assumed during the design;

3

NDTE 1 Dan
NFHE— -

démand-

nostics—er*faflure to operite—on
HOSHES—@—"ahtH t pefgt H

NPTE 2 Procedures-should-be-considered-that

o define the necessary corrective action to be taken if the failurerates are greater than|what
was assumed during design;

o apsessing compare the demand rate on the SIF duringcactual operation-te—verify with the
apsumptions made during risk assessment when the SIDrequirements were determingd.

5.2.5.4 For existing SIS designed and constructegdyiy/ accordance with code, standards, or
pracfices prior to the issue of this standard the user shall determine that the equipmgnt is
designed, maintained, inspected, tested, and operating in a safe manner.

5.2.6 Assessment, auditing and revisions
5.2.6.1 Functional safety assessment (FSA)

5.2.6.1.1 A procedure shall be *defined and executed for a FSA in such a way that a
judgement can be made as to.thefunctional safety and safety integrity achieved by every SIF
of the SIS. The procedure shall require that an—assessment FSA team be appointed which
inclufles the technical, application and operations expertise needed for the particular
instaflation application.

5.2.6.1.2 The membership of the-assessment FSA team shall include at least one sgnior
competent persénminot involved in the project design team (for stages 1, 2 and 3) of not
involyed in the\éperation and maintenance of the SIS (for stages 4 and 5).

NOTEl2 ,5.2.6.1.3 The following-sheuld shall be considered when planning a FSA:

— thescope of the FSA;

— who is to participate in the FSA;

— the skills, responsibilities and authorities of the FSA team;

— the information that will be generated as a result of any FSA activity;

— the identity of any other safety bodies involved in the FSA;

— the resources required to complete the FSA activity;

— the level of independence of the FSA team;

— the-means methods by which the FSA will be revalidated after modifications.

NOTE When the-assessment FSA team is large, consideration-sheuld can be given to having more than one
senior competent individual on the team who is independent from the project team.
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5.2.6.1.4 A FSA team shall review the work carried out on all phases of the safety life cycle
prior to the stage covered by the assessment that have not been already covered by previous
FSAs. If previous FSAs have been carried out then the FSA team shall consider the
conclusions and recommendations of the previous assessments. The stages in the SIS safety
life-cycle at which the FSA activities are to be carried out shall be identified during the safety
planning.

NOTE 1 Additional FSA activities-may-need-te can be introduced as new hazards are identified, after modification
and at periodic intervals during operation.

NOTE 2 Consideration-sheuld can be given to carrying out FSA activities at the following stages (see Figure 7).

— Stage 1 — After the H&RA has heen carried out the reguired nrotection lavers have heen identified and the
= Y T 1 Y

RS has been developed.

age 2 — After the SIS has been designed.

S
S
— Sfage 3 — After the installation, pre-commissioning and final validation of the SIS has beenjcompletgd and
operation and maintenance procedures have been developed.
Slage 4 — After gaining experience in operating and maintenance.
S

age 5 — After modification and prior to decommissioning of a SIS.
NOTE|3 The number, size and scope of FSA activities-should can depend upon the, Specific circumstance$. The
factor$ in this decision are likely to include:
— sige of project;

— degree of complexity;

- S|L;

ration of project;

|
Q

— cgnsequence in the event of failure;

— de¢gree of standardization of design features;

— sgfety regulatory requirements;

— pHevious experience with a similar design;

— giving consideration to relevant factors such as:

° time in operation;

number and scope of changes in gpération;

proof test frequency.

5.2.6.1.5 At least-one functional safety-assessment-shall-beundertaken—Thisfunctional
coiciracootomantohall B carried cutemaliocnre the hosorde crlelne frorn oo crccong cnd
its agsociated equipment are properly controlled. As a minimum, one assessment shdll be
carri¢gd—out. Prior to the%ienfelimd hazards being present {ie-—stage-3), the FSA team |shall
undeftake functionalsafety assessment(s) and shall confirm:

o the H&RA™has been carried out (see 8.1);

e the recommendations arising from the H&RA that apply to the SIS have been implemgnted
of résolved;

e project design change procedures are in place and have been properly implemented,
¢ the recommendations arising from-the-previous any FSA have been resolved;

e the SIS is designed, constructed and installed in accordance with the SRS, any
differences having been identified and resolved;

o the safety, operating, maintenance and emergency procedures pertaining to the SIS are in
place;

e the SIS validation planning is appropriate and the validation activities have been
completed;

e the employee training has been completed and appropriate information about the SIS has
been provided to the maintenance and operating personnel;

e plans or strategies for implementing further FSAs are in place.
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5.2.6.1.6 Where design, development and production tools are used for any SIS safety life-
cycle activity, they shall themselves be subject to an—functional—safety assessment
demonstrating that they do not have any negative impact on the SIS or the output of the tools
shall be confirmed by verification procedures.

NOTE 1 The degree to which such tools-sheuld-reed-te can be addressed will depend upon their impact on the
safety risk level to be achieved.

NOTE 2 Examples of development and production tools include simulation and modelling tools, measuring
equipment, test equipment, equipment used during maintenance activities and configuration management tools.

NOTE 3 Funectional-safetyassessment Quality assurance of tools includes, but is not limited to, traceability to

ibrati tandard ting-hist d-defectlist
calibrgtion-standards,operating-history and defect lis

5.2.6/1.7 The results of the FSA shall be available together with any recommendation
comipg from this assessment.

5.2.61.8 All relevant information shall be made available to the FSA- team upon [their
request.

5.2.6.1.9 In cases where a FSA is carried out on a modificatigr’ the assessment [shall
cons|der the impact analysis carried out on the proposed modifi€ation and confirm thgt the
modification work performed is in compliance with the requirements of IEC 61511.

NOTE| Safety life cycle (including FSA) requirements related to SIS mddijfications can be found in 17.2.3.

5.2.6.1.10 A FSA shall also be carried out périodically during the operations| and
mainfenance phase to ensure that maintenance and“operation are being carried out according
to th¢ assumptions made during design and thaf.the requirements within IEC 61511 for slafety
management and verification are being met.

5.2.6.2 Auditing Functional safetytaudit and revision

5.2.6.2.1 The purpose of the audit*is to review information documents and recordls to
deteqmine whether the functional $afety management system (FSMS) is in place, up to date,
and heing followed. Where gaps-are identified, recommendations for improvements are made.

5.2.6.2.2 All procedures identified as necessary resulting from all safety life-cycle actiyities
shall|be subject to safetyaudit.

5.2.6/.2.3 Functiopat” safety audit shall be performed by an independent person not
undeftaking wgrkson the SIS to be audited. Procedures shall be defined and executed for
auditjng compliance with requirements including:

o the frequency of the-auditing functional safety audit activities;

e the dngrnn of inrlt:\lnpndpnr‘p hetween the persons, dpparfmpnfq, nrgani7afinnc or _bther
units carrying out the work and those carrying out the functional safety auditing activities;

e the recording and follow-up activities.

5.2.6.2.4 Management of change procedures shall be in place to initiate, document, review,
implement and approve changes to the SIS other than replacement in kind (i.e., like for like,
an exact duplicate of an element or an approved substitution that does not require
modification to the SIS as installed).

5.2.6.2.5 Management of change procedures shall be in place that identifies changes that
will affect the requirements on the SIS (e.g., re-design of a BPCS, changes to manning in a
certain area).
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5.2.7 SIS configuration management
5.2.7.1 Procedures for configuration management of the SIS during any SIS-and-seftware

safety life-cycle phase shall be available.

NOTE In particular, the following-sheuld can be specified:

5.2.7.2 The SIS software, hardware and procedures used to develop and eXes(td
cation program shall be subject to configuration management and shall bg maintained
under revision control.

appli

NOTE| SIS software includes application program (e.g., in logic solvers); embedded software (e.g., sensors|
solverp, final elements); utility software (tools).

6

6.1

The ¢bjectives of Clause 6 are:

NOTE|1 The overall approach of the IEC 61511 series is shown in Figure 7. lt-sheuld can be stressed th
approgch is for illustration and is only meant to indicate the typical SIS safety life-cycle activities from
conception through decommissioning.

the stage at which formal configuration-eentrel management is to be implemented;

the procedures to be used for uniquely identifying all-censtituent-parts—of-an-item—(hardware—and-software)

components of a SIS or SIS-subsystem (e.g., devices, application programming);

thle procedures for preventing unauthorized-items devices from entering service.

Pafety life-cycle requirements

Objectives

tq define the phases and establish the requireménts of the SIS safety life-cycle activit

tq define and organize the technical activities\into a SIS safety life-cycle;

shal meets the safety requirements.

the

logic

eS;

tg ensure that adequate planning exists\(0F is developed) that makes certain that thg SIS

bt this
initial
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Manage- Safety Hazard and risk Verifica-
ment of life-cycle assessment tion
functional structure 1 Clause 8
safety and v
and planning X
functional Allocation of safety
safety functions to
assess- protection layers
ment and 2 Clause 9
auditing |
Safety requirements
specification for the safety
instrumented system
?| Clause 10
; ~Stage 1 v
] ] ] Design and
Design and engineering of development of other
safety instrumented system means of
_l Clauses 11,12 and 13 risk reduction
4
Clause'9Q
_—D
Stage 2
9 A 4 +
Installation, commissiening
and validation
?| Clauses 14-and 15
P
Stage 3 v
Operatién.and maintenance
?I Clause 16
s D
Stage 4 v
Modification
7‘ Clause 17 Clauses 7
6.2 of and 12.5
Clause 5 Clause 6 Stage 5
Decommissioning
10 " 8]  Clause 18 a
Key:
——Ppp Typical direction of information flow.
No.detailed requirements given in this standard.
| Requirements given in this standard.
NOTE 1: Stages 1 through 5 inclusive are defined in 5.2.6.1.4.
NOTE 2: All references are to Part 1 unless otherwise noted.

NOTE 2

Figure-8 7 — SIS safety life-cycle phases and FSA stages

reflect tracking of incidents and failures and to verify engineering assumptions.

6.2 Requirements

6.2.1

IEC

Information in Figure 7 may flow from operation and maintenance back to the earlier life-cycle stages to

A SIS safety life-cycle incorporating the requirements of the IEC 61511 series shall be

defined during safety planning. The safety life-cycle shall also address the application
programming (see 6.3.1).

6.2.2 Each phase of the SIS safety life-cycle shall be defined in terms of its inputs, outputs
and verification activities (see Table 2).
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Table 2 — SIS safety life-cycle overview (7 of 2)

Safety life-cycle phase Objectives Require- Inputs Outputs
or activity ments
Figure 7 Title Clause
box
number
1 H&RA To determine the hazards Clause 8 Process design, A description of the
and hazardous events of layout, manning hazards, of the
the process and arrangements, required safety
associated equipment, the safety targets function(s) and of
sequence of events the associated risk
[eading to the hazardous feducton |
event, the process risks
associated with the
hazardous event, the
requirements for risk
reduction and the safety
functions required to
achieve the necessary risk
reduction
2 Allocation of Allocation of safety Clause 9 A description of the | Description of
safety functions | functions to protection required S|F-and allocation of safety
to protection layers and for each SIF, associdted safety requirements-{see
layers the associated SIL integrity Clause 9)
requiréments
3 SIS safety To specify the Clause 10 Description of SIS safety
requirements requirements for each SIS, allocation of safety [requirements;
specification in terms of the required requirements-{see |seoftware
SIF and their associated clause-9 application
safety integrity, in order to program safety
achieve the required requirements
functional safety
4 SIS design and To design the SIS to meet.-| Clauses 11, | SIS safety Design of the §IS
engineering the requirements for SIF 12 requirements hardware and
and their associated-safety application
integrity Se#wape program in
Application conformance With
program safety the SIS safety
requirements requirements;
planning for the
SIS integration test
5 SIS installation To integrate and test the Clauses 14, | SIS design Fully functioning
commissioning SIS 15 ) ) SIS in conformance
and validation . SIS integration test | \ith the SIS-dgsign
To validate that the SIS plan safety
meets in all respects the ;
requirements for safety in SIS safety requirements.
terms of the required SIF requirements Results of SIS
and-theregquired their Plan for the safety integration tesfs
associated safety integrity validation of the Results of the
SIS installation, com-
missioning an
validation activities
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Table 2 (2 of 2)

structure and
planning

lifecycle steps-are
accomplished

Safety life-cycle phase or Objectives Require- Inputs Outputs
activity ments
Figure Title Clause
7 box
number
6 SIS operation To ensure that the Clause 16 SIS safety Results of the
and maintenance | functional safety of the SIS requirements operation and
is maintained during . maintenance
operation and maintenance SIS design activities
Plan for SIS
operation and
maintenance
7 SIS modification | To make corrections, Clause 17 Revised SIS safety | Results‘of SIS
enhancements or requirements madification
adaptations to the SIS,
ensuring that the required
SIL is achieved and
maintained
8 Decommission- To ensure proper review, Clause 18 As built safety SIF placed ouf of
ing sector organization, and requirements’and service
ensure SIF remains process
appropriate information
9 SIS verification To test and evaluate the Clause 7, Plan’ for the Results of the
outputs of a given phase to | 12.5 verification of the verification of the
ensure correctness and SIS for each phase | SIS for each phase
consistency with respect to
the products and standards
provided as input to that
phase
10 SIS FSA To investigate and arrive Clause 5 Planning for SIS Results of SIS|FSA
at a judgement on the FSA
functional safety achieved
by the SIS SIS safety
requirement
11 Safety lifecycle To establish how the 6.2 Not applicable Safety plan

6.2.3

activfties, criteria, techniques, measures, procedures and responsible organisation/peoplg

e
p

e efpsure proper installation and commissioning of the SIS;
ehsure the safety integrity of the SIF after installation;
m

hsure that the."SIS safety requirements are achieved for all relevant modes o
rocess; this includes both functional and safety integrity requirements;

For all SIS safety life-cycle phases, safety planning shall take place to defing¢ the

b to:

f the

aintain the safetv intearitv durina operation (e g
J - J - Lad \ b

e manage the process hazards during maintenance activities on the SIS.

6.2.4

nroof testina failure analvsis):
L I P4 77

If at any stage of the safety life-cycle, a change is required pertaining to an earlier life-

cycle phase, then that earlier SIS safety life-cycle phase and the subsequent phases shall be
re-examined, altered as required and re-verified.

6.3
6.3.1

Application program SIS safety life-cycle requirements

Each phase of the application program safety life-cycle (see Figure 8) shall be defined

in terms of its elementary activities, objectives, required input information and output results
and verification requirements (see Table 3).
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*,
SIS - SIS subsystem* Ise_nsori's,
SRS architecture ;’g'lc SIO ver(?) or
Clause 10 inal elements
Hardware safety requirements
Programmable Non-programmable
electronic hardware hardware
| 1
[
Box 4 in Figure 8: Design and engineering ¢
of the safety instrument function v
+ * Programmable electronic Non-programniable
selection including Hardware desigmand
— - embedded Software developrnent
Application Program safety life-cycle and Tools
m Application Program Safety |
Requirements
{ \
m. Program safety Application Program
validation planning Design
— =
' W_'ﬁ
ZELL! Appl. Program imp. Operation and modification
VX3 Methods & Tools procedures
| " m Appl. Program |
Review and testing ‘
Y h J
Tobox6and 7
in Figure 7 | SIS Integration Test SIS install and validate
Clause 13 Clauses 14 and 15

IEC

Figure-10 8 — Application program safety life-cycle and its relationship
to the SIS safety life-cycle
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Table 3 — Application program safety life-cycle: overview (1 of 2)

Safety life-cycle phase

- - Require-
Figure 8 Title Objectives ments Inputs Outputs
box Clause
number
10.3.2 Application To specify application 10.3 SIS safety SIS application
program program safety 115 requirements. program safety
safet'y requirements .for each SIS Safety manuals of requ[rc'eme.nts
requirements | necessary to implement the selected SIS specification.
the required SIF. SIS architecture Verification information.
To specify the '
lb‘quilelllelllb 10T
application program for A
each SIF allocated to that \/
SIs. &
15.2.p Application To develop a plan for 15.2.2, SIS application SIS sa&\@validati n
program validating the application 15.2.5 program safety pla @g
safety program. requirements. A
validation N
planning N Yerification information.
N N
12.1}o Application Architecture. 12.1 SIS applicationQD'\ Description of the
12.3 zrogrlam . To create an application (also program sagx architecture d;e&grf,
evelopmen program architecture that 10.3, requiremen e.g.l,‘ setgrega ion d
fulfils the specified 12.2) f‘nﬁg 'rc(ja'toer:j %r%%fg
Y Rl e
: arehitecture design | e.g., recognition of
<'<:0 straints. common applicatiogn

To review and evaluate the
requirements placed on
the application program by
the hardware architecture
of the SIS.

To specify the procedur
for the development he

application progran\@

xO

program modules
as pump or valve
sequences.

Application progra
architecture and s
system integration
requirements.

Verification inform

uch

b-
test

htion.

Application
program
design

S

S
3

al
To dev. t@‘me application
progr esign.

To identify a suitable set of
figuration, library,
anagement, and
simulation and test tools,
over the-safety life-cycle of
the application program.

12.3

SIS application
program safety
requirements.

Description of the
architecture
design.

Manuals of the
SIS.

Sofat

Application progra
design.

Procedures for us{

Description of the
standard

(manufacturers) lif
functions to be usq

Verification inform

during programming.

mn

rary

htion.

oaTetY

the selected SIS
logic solver.

o a6t
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Table 3 (2 of 2)
Safety life-cycle phase
- - Require-
Figure 8 Title Objectives ments Inputs Outputs
box Clause
number

12.4 Application Application development 12.4 Description of the | Application program

126 program and application module 12.3.4 design. (e.g., function block
implementati | development. 16 List of manuals diagrams, ladder logic).
on To implement the ' and procedures of | Application program

application program that the selected logic | simulation and

fulfils the specified solver for use with |integration test.
TEqUITETEtS fOT theappication Special purpose
application safety. program. application program

To use appropriate safety requir€menfits
support topls and Verificatigpninformafion.
programming languages.

12.5 Application To verify that the 12.5 Application Application program| test

7.2.2 program requirements for 722 program results.

o verification application program safety | simulation and Verified and tested
have been achieved. |ntegrat|on test application program
To show that all SIS [zﬁrtgfur?:?)assed system.
application programs - e .
interact correctly to testing)s Verification informafion.
perform their intended Applicafién
functions and do not progtam
perform unintended architecture
functions. fmtegration test
requirements.

13 SIS To integrate the Clause Application Application program| and
integration application program onto 13 program and logic [logic solver integrat{on
test the target logic solver, solver integration test results.

including interaction with a test requirements.

sample set of fielddévices

and or simulator.
6.3.2l Methods, techniques\and tools shall be applied for each life-cycle phase in accordance
with 12.6.2.
6.3.3] Each phase (ofythe SIS safety life-cycle for which safety planning has been carriefd out
shalllbe verified {see Clause 7) and the results shall be available as described in Clause [19.
7 VYerification
7.1 L _Objective

The objective of Clause 7 is to demonstrate by review, analysis and/or testing that the
required outputs satisfy the defined requirements for the appropriate phases (Figure 7) as
identified by the verification planning.

7.2
7.21

Requirements

Verification planning shall be carried out throughout the SIS safety life-cycle and shall

define all activities required for the appropriate phase (Figure 7) of the safety life-cycle,
including the application program. Verification planning shall conform to the IEC 61511 series

by-previding addressing the following:

e the verification activities;
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the procedures, measures and techniques to be used for verification including
implementation and resolution of resulting recommendations;

when these activities will take place;

the persons, departments and organizations responsible for these activities, including
levels of independence;

identification of items to be verified;
identification of the information against which the verification is carried out;

the adequacy of the outputs against the requirements for that phase;

4 £ Ll ot
CJIICULIIUOO Ul Uure udid,

=)

bw to handle non-conformances;
tqols and supporting analysis;
the completeness of the SIS implementation and the traceability of the reqUitements;

the readability and audit-ability of the documentation;

—

Re testability of the design.

7.2.2l Where the verification includes testing, the verification plagaing shall also addresfs the

following:

—

He strategy for integration of application program @nd hardware and field deyices,
ifcluding the integration of sub-systems that shall comply with other standards (su¢h as
nlachinery or burner);

tgst scope (describes the test set-up and what type of test to be performed including the
hrdware, application programming, and programming devices to be included);

s

gst cases and test data (these will be spegific scenarios with the associated data);

—

ypes of tests to be performed;

—

gst environment including tools, hardware, all software and required configuration;

—

gst criteria (e.g., pass/fail criteti@) on which the results of the test will be evaluated;
rocedures for corrective agfion on failure during test;

hysical location(s) (e.g.)factory or site);

bpendence on external functionality;

bpropriate personnel;

3 ® O T T

anagementief'’change;

bn-conf@rmances.

>

7.2.3] Nen-safety functions integrated with safety functions shall be verified for [non-

interfexeérice with the safety functions.

7.2.4 \Verification shall be performed according to the verification planning.

7.2.5 During testing, any modification shall be subjected to an impact analysis which shall
determine all SIS components impacted and the necessary re-verification activities.

7.2.6 The results of the verification process shall be available (see Clause 19), including
whether the objective and criteria of the tests have been met.

NOTE 1 Selection of techniques and measures for the verification process and the degree of independence
depends upon a number of factors including degree of complexity, novelty of design, novelty of technology and
required SIL.

NOTE 2 Examples of some verification activities include design reviews, use of tools and techniques including
software verification tools and-GAB computer based design analysis tools.
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8 Process H&RA

8.1

Objectives

The objectives of the requirements of Clause 8 are to determine:

e the hazards and hazardous events of the process and associated equipment;

e the sequence of events leading to the hazardous event;

e the process risks associated with the hazardous event;

2016

e apy requirements for risk reduction;

o the safety functions required to achieve the necessary risk reduction;

o iflany of the safety functions are SIFs{see-Clause-9)}.

NOTE|1 Clause 8 addresses process engineers, hazard and risk specialists, safety manhagers as wgll as

instrufnent engineers. Its purpose is to recognize the multi-disciplinary approach typically”required for the

determination of SIF.

NOTE|2 Where reasonably practicable, processessheumld can be deS|gned to be |nherently safe. When thls is not

practi¢able, duc methed h mechan Aay

Heeeke%&aeded%wde&gn other Iayers of protectlon (see Flgure 9) can be requwed lheses)fstem&mayuaet

alonejor-in-combination-with-each-other- In some applications, industry standards-Can specify the use of particular

protedtion layers.

NOTE|3 ‘ d ound yimplied):

The risk reductlon can be accompllshed usmg several Iayers of protectlon and the Iayers can be mdependent,

sufficient, dependable and auditable.

8.2 Requirements

8.2.1 A H&RA shall be carried out on the materials, process and-its—associated equipment

{for-gxample; BRPCS). It shall result in:

e a| description of each identified hazardous event and the factors that contribute|to it
tipeluding-human-errors);

e aldescription of the likelihood , and consequence of each hazardous event;

e consideration of-cenditiops\process operating modes such as normal operation, staft-up,
shutdown, maintenance,‘process upset, and emergency shutdown;

o the determination of<fequirements—for additional risk reduction necessary to achieve the
reéquired functional safety;

e a|description_af,.or references to information on, the measures taken to reduce or remove
hhzards andirisk;

e a|detailed-description of the assumptions made during the analysis of the risks incliiding
pfebable demand rates on the protection layers and-equipmentfailure—rates the avgrage
freduency of dangerous failures of the initiating sources, and of any credit takep for
opetational-constraintsorhuman-inrtervention:

o identification of those safety function(s) applied as SIF(s)-{see-Clause-9).

NOTE 1

In determining the safety integrity requirements, account-wil-reed-te can be taken of the effects of

common cause between systems that create demands and the protection-systems layers that are designed to
respond to those demands. An example of this would be where demands can arise through-centrel-system
BPCS failure and the equipment used within the-protection-systems protective layers is similar or identical to
the equipment used within the-centrol-system BPCS. In such cases, a demand caused by a failure of BPCS
equipment-in-the-control-system may not be responded to effectively if a common cause has rendered similar
equipment in the protection-system layer to be ineffective. It may not be possible to recognize common cause
problems during the initial hazard identification and risk analysis because at such an early stage the design of
the protection-system layers will not necessarily have been completed. In such cases, it-wilt can be necessary
to reconsider the safety integrity requirements and SIF once the design of the SIS and other protection layers
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has been completed. In determining whether the overall design of process and protection layers
requirements, common cause failures will-nreed-te be considered.

meets

NOTE 2 Examples of techniques that can be used to establish the required SlLs of SIFs are illustrated in
IEC 61511-3:2016.

8.2.2 The average frequency of dangerous failures—rate of a BPCS-{which-doesnotconform
te—EC-61511)-that placesa-demand-on-aprotectiontayer as an initiating source shall not be

assu

med to be <10-3 per hour.

8.2.3 The H&RA shall be recorded in such a way that the relationship between the above
items is clear and traceable.

NOTE|1 The above requirements do not mandate that—risk—and—risk—reduction—targets the safety~n

requirements have to be assigned as numerical values.-Graphical Qualitative or semi-quantitative approache

IEC 6

NOTE

applic
reduc
impro

8.2.4 A security risk assessment shall be carried out to identify the‘security vulnerabiliti
the §IS. It shall result in:

e the determination of requirements for additional risk reduction;

° a

the threats.

IEC 6

511-3:2016, Annexes C, D & E) can also be used.

ement in safety integrity achieved.

description of the devices covered by this risk assessmgnt.{e.g., SIS, BPCS or any
bvice connected to the SIS);

description of identified threats that could exploil vulnerabilities and result in se

bftware, as well as unintended events resulting from human error);
description of the potential consequences~esulting from the security events an
elihood of these events occurring;

beration, and maintenance;

description of, or references~to information on, the measures taken to reduce or re

egrity
5 (see

2 The—extent—of risk—reduction—necessary—should safety integrity requirements vary~depending gn the
ption and national legal requirements. An accepted principle in many countries is)that additional risk
ion measures-should can be applied until the cost incurred becomes disproportionate.to the—risk—reduction

es of

bther

Curity

vents (including intentional attacks on the hapdware, application programs and related

i the

bnsideration of various phases siich as design, implementation, commissigning,

nove

NOTE| 1 Guidance related to+ SIS security is provided in ISA TR84.00.09, ISO/IEC 27001:2013} and
P443-2-1:2010.
NOTE|2 The information_and control of boundary conditions needed for the security risk assessment are typically

with owner/operating_€ampany of a facility, not with the supplier. Where this is the case, the obligation to domply

with 8

2.4 can bedWith the owner/operating company of the facility.

NOTE| 3 TheN\StS security risk assessment can be included in an overall process automation securifly risk

asses

NOTE

Ement.

4\ The SIS security risk assessment can range in focus from an individual SIF to all SISs within a com

any.

9 Allocation of safety functions to protection layers

9.1

Objectives

The objectives of the requirements of Clause 9 are to

e a
e d
e d
NOTE

llocate safety functions to protection layers;
etermine the required SIFs;

etermine for each SIF the associated safety integrity-tevel requirements.

1 Account-sheuld can be taken, during the process of allocation, of other industry standards or codes.

NOTE 2 The integrity requirements for each SIF might include the associated risk reduction, PFD, PFH or SIL.
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9.2 Requirements of the allocation process
9.2.1 The allocation process shall result in

e the allocation of safety functions required to achieve the necessary risk reduction to

specific protection layers—for-thepurpose—of-prevention,—control-or-mitigation—of-hazards
from-the-process-and-its-associated-equipment;

o the allocation of risk reduction—targets—to—safetyinstrumented—functions or average

frequency of dangerous failure to each SIF.

NOTE Legislative requirements or other industry codes may—determine—priorities—in influence the allocation
process-

9.2.2l The required SIL shall be derived taking into account the required-risk—redgetion| PFD
or PRH that is to be provided by the SIF.

NOTE| Further guidance can be found in IEC 61511-3:2016.

9.2.3] For each SIF operating in demand mode, the required SIL 'shall be specifigd in

acco dance with elther Table 4 or Table 5 Mabl&%used%l%%wthe#ﬂ»&pmﬁtest
interya

9.2.4 For each SIF operating in continuous mode—ef-eopesation, the required SIL sh3gll be
specffied in accordance with Table 5.

Table-3 4 — Safety integrity-levels requirements:-probability-of failure-on-demand PF Davg

DEMAND MODE OF\OPERATION

Safety integrity . .I arget Average Farget Required risH
level (SIL) crelbaniibr o inilure on depand reduction
PFDavg
4 >105to <107 > 10 000 to < 100 00¢
3 >10"%to <1073 >1 000 to <10 000
2 >1073to < 1072 > 100 to < 1 000
1 >1072to < 107" > 10 to < 100

Table-4 5 — Safety integrity-levels requirements: average frequency of dangerous
failures of the SIF

CONTINUOUS MODE OR DEMAND MODE OF OPERATION

Safety integrity Farget Average frequency of

level (SIL) dangerous failures-to-perform-the safety
instrumented-function (failures per hour

4 >10%to< 109
3 >1078to <1077
2 >107" to <1078
1 >107%to <1075

NOTE 1 Further explanation of modes of operation can be found in 3.2.39.

NOTE 2 The SIL is defined numerically so as to provide an objective measure for comparison of alternate designs
and solutions. However, it is recognized that, given the current state of knowledge, many systematic causes of
failure can only be assessed qualitatively.

NOTE 3 The required average frequency of dangerous failures-perhour for a continuous mode SIF is determined
by considering the risk-(interms—of-hazard+rate)} caused by failure of the continuous mode SIF together with the
failures-rate of other-equipment devices that lead to the same risk, taking into consideration-centributions—frem the
risk reduction provided by other protection layers.
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9.2.5 In cases where the allocation process results in a risk reduction requirement of
>10 000 or average frequency of dangerous failures <10-8 per hour for a single SIS or multiple
SISs or SIS in conjunction with a BPCS protection layer, there shall be a reconsideration of
the application (e.g., process, other protection layers) to determine if any of the risk
parameters can be modified so that the risk reduction requirement of >10 000 or average
frequency of dangerous failures <108 per hour is avoided. The review shall consider whether:

— the process or vessels/pipe work can be modified to remove or reduce hazards at the
sSpurce,

— afditional safety-related systems or other risk reduction means, not baseéqd on
instrumentation, can be introduced;

|
—_

he severity of the consequence can be reduced, e.g., reducing the amount\of hazandous
material,

— the likelihood of the specified consequence can be reduced e.g., reducing the likelihopd of
the initiating source of the hazardous event.

NOTE| Applications which require the use of a single SIF with a risk reduction-requirement >10 000 or aJerage
frequgncy of dangerous failures <10°® per hour need to be avoided because of the difficulty of achieving and
maintaining such high levels of performance throughout the SIS safety dife-cycle. Risk reduction requirement
>10 000 or average frequency of dangerous failures <108 per hour can reqifiré high levels of competence anfd high
levels|of coverage for all factory acceptance testing, proof testing, verification, and validation activities.

9.2.6 If after further consideration of the application~and confirmation that a risk reduction
requirement >10 000 or average frequency of dangerous failures <108 per hour if still
required, then consideration should be given toxachieving the safety integrity requirgment
using a number of protection layers (e.g.,< SIS or BPCS) with lower risk reduction
requirements. If the risk reduction is allocated to multiple protection layers then [such
protegction layers shall be independent fromieach other or the lack of independence shall be
assepsed and shown to be sufficiently low' compared to the risk reduction requirements| The
following factors shall be considered during this assessment:

— cpmmon cause of failure of SIS'and the cause of demand;

NPTE 1 The extent of the comman cause can be assessed by considering the diversity of all devices [where
fdilure could cause a demand and all devices of the BPCS protection layer and/or the SIS used f¢r risk
rgduction.

NPTE 2 An example oftseammon cause between the SIS and the cause of demand is if loss of process gontrol
tHrough sensor fault_or failure can cause a demand and the sensor used for control is of the same type ps the
sg¢nsor used for the(SIS.

— cpmmon cause of failure with other protection layers providing risk reduction;

NPTE 3 Tihe)extent of the common cause can be assessed by considering the diversity of all devices |of the
BPCS protection layer and/or the SIS used to achieve the risk reduction requirements.

NPOTE ‘4. An example of common cause between SISs providing risk reduction is when two separaffe and
independent SISs with diverse measurements and diverse logic solvers are used but the final actuation

— any dependencies that may be introduced by common operations, maintenance,
inspection or test activities or by common proof test procedures and proof test times;
NOTE 5 Even if the protective layers are diverse then synchronous proof testing will reduce the overall risk

reduction achieved and this can be a significant factor impeding achievement of the necessary risk reduction
for the hazardous event.

NOTE 6 When high levels of risk reduction are required and proof tests are desynchronised according to Note
5 then the dominant factor is normally common cause failure even if multiple independent protection layers are
used to reduce risk. Dependency within and between protection layers providing risk reduction for the same
hazardous event can be assessed and shown to be sufficiently low.

9.2.7 If a risk reduction requirement >10 000 or average frequency of dangerous failures
<108 per hour is to be implemented, whether allocated to a single SIS or multiple SIS or SIS
in conjunction with a BPCS protection layer, then a further risk assessment shall be carried
out using a quantitative methodology to confirm that the safety integrity requirements are
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achieved. The methodology shall take into consideration dependency and common cause

failures between the SIS and:

— any other protection layer whose failure would place a demand on it;

— any other SIS reducing the likelihood of the hazardous event;

— any other risk reduction means that reduce the likelihood of the hazardous event (e.g.,
safety alarms).

9.2.8 |If the risk reduction required for a hazardous event is allocated to multiple SIFs in a
single SIS, then the SIS shall meet the overall risk reduction requirement.

9.2.90 The results of the allocation process shall be recorded so that the SIFs are dchibed
in tefms of the functional needs of the process, e.g., the actions to be taken, points,
reacfion times, activation delays, fault treatment, valve closure requirements, a terms of
the risk reduction requirements. Qr\

NOTE| This description can be in an unambiguous logical form and can be referred to as tlhe{pl/ocess requiregments
specifjcation or the safety description. The description can make the intent and the appneath used in the allojcation
proces$s clear. The process requirements specification is used as input inform t'spn\for the SRS covefed in
Claus¢ 10 and can be sufficiently detailed to ensure adequate specification o&i@e SIS and its devicep. For
example, the description can include the set-points for sensors, the process safe%t e available for responsg, and
the vallve closure requirements.

9.3 Requirements on the basic process control system as a protection layer

9.3.1 The basic process control system may be-identified claimed as a protection layer as
shown in Figure 9.
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COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting

PLANT EMERGENCY RESPONSE
Evacuation procedures

MITIGATION
Mechanical mitigation systems
Safety instrumented systems
Qperator supervision

PREVENTION
Mechanical protection system
Process alarms with operator corrective action
Safety instrumented systems

CONTROL and MONITORING
Basic process control system
Monitoring systems (process alarms)

Operator supervision
\\ PROCESS /J
IEC

Figure 5 — Typical protectlon layers and risk
reduction means

9.3.2 The risk reduction-facter claimed’for a BPCS
EC-$1508)used-as—a protection layer-shall be <10.

NOTE Consideration-should dan be
given fo the fact that aJpaneHhe BPCS may also be an |n|t|at|ng source forenevem the demand on the proflection
layer.

9.3.3] If the risk reduction claimed for a BPCS protection layer is > 10, then the BPCS|shall
be dg¢signed and managed to the requirements within the IEC 61511 series.

9.3.4 If it is notintended that the BPCS conform to the IEC 61511 series, then:

°
=}

b more~than one BPCS protection layer shall be claimed for the same sequence of ¢vent
Idading’/to the hazardous event when the BPCS is the initiating source for the demand on
the\protection layer; or

e no more than two BPCS protection layers shall be claimed for the same sequence of event
leading to the hazardous event when the BPCS is not the initiating source of the demand.

NOTE The identified BPCS protection layer can consist of one BPCS as the initiating source for the demand (see
8.2.2) and a second independent BPCS protection layer (see 9.3.2 and 9.3.3) or up to two independent BPCS
protection layers when the initiating source is not related to BPCS failure.

9.3.5 When 9.3.4 applies, each BPCS protection layer shall be independent and separate
from the initiating source and from each other to the extent that the claimed risk reduction of
each BPCS protection layer is not compromised.

NOTE 1 The assessment of separation and independence can consider what is necessary to achieve the risk
reduction, e.g., the central processing units (CPU), input/output modules, relays, field devices, application
programming, networks, program database, engineering tools, human machine interface, by-pass tools and other
devices.
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NOTE 2 A hot backup controller is not considered to be independent of the primary controller because it is subject
to common cause failure (for example, hot backup controllers have components that are common to both the
primary and the backup controller, such as the backplane, firmware, diagnostics, transfer mechanisms and
undetected dangerous failures).

9.4 Requirements for preventing common cause, common mode and dependent
failures

9.4.1 The design of the protection layers shall be assessed to ensure that the likelihood of
common cause, common mode and dependent failures between:

e protection layers-and-between;
o pfotection Tayers and the BPCS.

are dufficiently low in comparison to the overall safety integrity requirements of the protegction
layers. The assessment may be qualitative or quantitative unless 9.2.7 applies.

NOTE| A definition of dependent failure is provided in 3.2.12.
9.4.20 The assessment shall consider the following:

e independence between protection layers;

versity between protection layers;

bmmon cause failures between protection layers’,and between protection layers| and

e a U ggHHg——o Ay Sy~ e R e—pFroo+e a =-==

d

e physical separation between different protection layers;
c
B

PCS

NOTE| 1 Common causes from the process can be addtessed. Plugging of relief valves may cause the|same
problgms as plugging of sensors in a SIS.

NOTE| 2 Independence and physical separation\can be addressed. A Human Machine Interface, SIS|BPCS
netwofks or bypass means can cause common catise failure.

10 $IS safety requirements specification (SRS)

10.1| Objective

The |objective of Clause. 10 is to specify the requirements for the SIS, including| any
appligation programs @nd the architecture of the SIS.

10.2| Generalrequirements

The [safety\requirements shall be derived from the allocation of SIF and from f{hose
requiremeénts identified during-safety-planning H&RA.

NOTE The SIS requirements-should shall be expressed and structured in such a way that they
are

e clear, precise, verifiable, maintainable and feasible;

e written to aid comprehension and interpretation by those who-are-likely-toe will utilise the
information at any phase of the safety life-cycle.

10.3 SIS safety requirements

10.3.1 Addresses issues that shall be considered when developing the SIS safety
requirements.
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10.3.2 These requirements shall be sufficient to design the SIS and shall include—the
following a description of the intent and approach applied during the development of the SIS
safety requirements as applicable:

a description of all the SIF necessary to achieve the required functional safety (e.g., a
cause and effect diagram, logic narrative);

a list of the plant input and output devices related to each SIF which is clearly identified by
the plant means of equipment identification (e.g., field tag list);

requirements to identify and take account of common cause failures;

a definition of the safe state of the process for each identified SIF, such that a stable state
hhs been achieved and the specified hazardous event has been avoided or sufficlently
itigated;

eate a separate hazard (e.g., overload of emergency storage, multiplexrelief to|flare

n
al definition of any individually safe process states which, when occurring .concurrently,
c

system);

the assumed sources of demand and demand rate on each SIF;

—

gquirements relating to proof test intervals;

—

¢quirements relating to proof test implementation;

-

gsponse time requirements for-the-SIS each SIF to bring_the process to a safe [state
ithin the process safety time;

DTE See IEC 61511-2:2016 for further discussion of process safety time.

Z =

—

ie required SIL and mode of operation (demand/continuous) for each SIF;
a|description of SIS process measurements, range, accuracy and their trip points;

a| description of-StS SIF process output actions and the criteria for successful opernation

e|g.,-requirementsfor-tight shut-off leakagé-rate for valves;

the functional relationship betweeny process inputs and outputs, including logic,
nmathematical functions and any required permissives for each SIF;

requirements for manual shutdown for each SIF;
requirements relating to energize or de-energize to trip for each SIF;

reéquirements for resetting—the—SIS each SIF after a shutdown (e.g., requirements for
anual, semi-automatic; or automatic final element resets after trips);

n
maximum allowable spurious trip rate for each SIF;
fe

ilure modes foreach SIF and desired response of the SIS (e.g., alarms, automatic shut-
bwn);

| interfaces between the SIS and any other system (including the BPCS and operatofs);

d
ahy specific requirements related to the procedures for starting up and restarting the $IS;
a
a

ms#u—mented—fu%ehens—req&wed—te—epe#ate reqwrements relatlng to SIF operat|on Wlthln

each mode;
the application-seftware program safety requirements as listed in 10.3.2;

requirements for-overrides/inhibits/ bypasses including written procedures to be applied
during the bypassed state which describe how-they the bypasses will be administratively
controlled and then subsequently cleared,;

the specification of any action necessary to achieve or maintain a safe state of the

process in the event of fault(s) being detected in the SIS-—Any—such—action—shall-be

determined, taking into account of all relevant human factors;

the mean repair time which is feasible for the SIS, taking into account the travel time,
location, spares holding, service contracts, environmental constraints;
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identification of the dangerous combinations of output states of the SIS that need to be
avoided,;

identification of the extremes of all environment conditions that are likely to be
encountered by the SIS—shal—be—identified during shipping, storage, installation and
operation. This may require consideration of the following: temperature, humidity,
contaminants, grounding, electromagnetic interference/radio frequency interference
(EMI/RFI), shock/vibration, electrostatic discharge, electrical area classification, flooding,
lightning, and other related factors;

identification of normal and abnormal process operating modes for both the plant as a
whole (e.g., plant start-up) and individual plant operating procedures (e.g., equipment
H 3 Ll ' HPAY A dlolits Ll b H a3t

Ao Tidrive, oCIToUl ovdalvratlvll Ul IUPGIII. MUUTuvuITIidar oIl o Illay |VAv] IUL‘UIIUU U ou port

RHese process operating modes;

—

definition of the requirements for any SIF necessary to survive a major accidéent event,
el|g., time required for a valve to remain operational in the event of a fire.

NOTEl Non-safetv instrumented functions mav be carried out by the SIS to ensure orderh shitdown orlfaster
N+ E—NOR-S HRSHHReec—HhReHeRS—Ma DE—CaHHeEG—outBYy ro—t ASUH FE e St GOWR—oH1aS5te+

atrety Y

10.3/3 The application program safety requirements shalkbe derived from the SRS and
chosgn architecture (arrangement and internal structure) ef\the SIS. The application program
safety requirements may be located in the SRS or in_d/separate document (e.g., applidation
progtam requirements specification). The input to thefapplication program safety requirements
for eqch SIS subsystem shall include:

the specified safety requirements of each SIF including sensor voting, etc.;

the requirements resulting from the $I§' architecture and the safety manual sudh as
limitations and constraints of the hardware and embedded software;

aphy requirements of safety planning*arising from 5.2.4.

10.3}4 The application progtant safety requirements shall be specified for [each
progfammable SIS device netessary to implement the required SIF consistent with the
architecture of the SIS.

10.3/5 The applicatiotr” program safety requirements specification shall be sufficlently
detailed to allow th€ design and implementation to achieve the required functional safety and
to allpw a functigrial-Safety assessment to be carried out. The following shall be considere¢d:

the SIFs §upported by the application program and their SIL;

—

¢al time performance parameter such as, CPU capacity, network bandwidth, accepjtable
gatdime performance in the presence of faults, and all trip signals are received within a

S hapifiod tima narind-
cHea—+HHRe—peHoas

—

program sequencing and time delays if applicable;
equipment and operator interfaces and their operability;
all relevant modes of operation of the process as specified in the SRS;

action to be taken on bad process variable such as sensor value out of range, excessive
range of change, frozen value, detected open circuit, detected short circuit;

functions enabling proof testing and automated diagnostics tests of external devices (e.g.,
sensors and final elements) performed in the application program;

application program self-monitoring (e.g., application driven watch-dogs and data range
validation);

monitoring of other devices within the SIS (e.g., sensors and final elements);
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e any requirements related to periodic testing of SIF when the process is operational;

o references to the input documents (e.g., specification of the SIF, configuration or
architecture of the SIS, hardware safety integrity requirements of the SIS);

e the requirements for communication interfaces, including measures to limit their use and
the validity of data and commands both received and transmitted;

e process dangerous states (for example closure of two isolation gas valves at the same
time that could lead to pressure fluctuations thus leading to a dangerous state) generated
by the application program shall be identified and avoided,;

e definitions of process variable validation criteria for each SIF.

10.3/6 The application program safety requirements specification shall be expressed and
structured in such a way that they:

e dpscribe the intent and approach underpinning the application pregram sjafety
¢quirements;

—

ale clear and understandable to those who will utilize the document at any phase (f the
SIS safety life-cycle; this includes the use of terminology and descriptions which are
uhambiguous and understood by all users (e.g., plant operators{maintenance personnel,
application programmers);
a
a
S

re verifiable, testable, modifiable;

e traceable back through all deliverables including the “detailed design documentg, the
RS and the H&RA that identifies the required SIF and\3IL.

11 $IS design and engineering

11.1| Objective

The ¢bjective of the requirements of Clause 11 is to design one or multiple SIS to providg the
SIF and meet the specified-safety integrity-tevels) requirements (e.g., SIL, associated risk
redug¢tion, PFD and /or PFH).

11.2| General requirements

11.21 The design of the SIS shall be in accordance with the SIS safety requirements
specffications, taking intoraccount all the requirements of Clause 11.

11.22 Where the SIS is to implement both-safety SIFs and non-SIFs then all the hardyare,
embgdded software and application program that can negatively affect any SIF under normal
and fault conditions shall be treated as part of the SIS and comply with the requirements for
the hiighest. SI of any of the SIFs it can impact.

11.2.3 Where the SIS is to implement SIF of different SIL, then the shared or common
hardware and embedded software and application program shall conform to the highest SIL

NOTE Embedded software or application programs of different SIL could coexist in the same device provided it
can be demonstrated that the SIF of lower SIL cannot negatively affect the SIF of the higher SIL.
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11.2.4 If it is intended not to qualify the BPCS to the IEC 61511 series, then the-basic
process—control-system SIS shall be designed to be separate and independent from the BPCS
to the extent that the-functional safety integrity of the SIS is not compromised.

NOTE 1 Operating information-may can be exchanged but-sheuld not compromise the functional safety of the SIS.

NOTE 2 Devices of the SIS-may can also be used for functions of the BPCS if it can be demonstrated that a
failure of the BPCS does not compromise the SIF of the SIS.

11.2.5 Requirements for operability, maintainability, diagnostics, inspection and testability

shall be addressed durmg the desrgn of the SIS in order toiaertrtateermplememane#eﬁheman

NOTEl The maintenance—and-test facilities-sho

i cing f . _

racticable thadikalinhbod of
2CHCIO et eHKeHR T

11.2/6 The design of the SIS shall take into account human capabilities and-limitationg and
be spitable for the tasks assigned to operators and maintenance staff:\The design of-al
humgn-machine operator interfaces shall follow good human factors. practice and |shall
accommodate the likely level of training-erawareness that operators §hould receive.

NOTE| 1 For example, human factor studies may be necessary if operation(fequires data entry of limits o1l other
operafor input on a regular basis.

11.2)7 The SIS shall be designed in such a way that once-it has placed the process in al safe
state] the process shall remain in the safe state until a reset has been initiated upless
othenwise directed by the SRS.

11.2)8 Manual means (e.g., emergency stop_push button), independent of the logic solver,
shall|be provided to actuate the SIS final elements unless otherwise directed by the SRS.

11.209 The design of the SIS shall také into consideration all aspects of independenceg and
depenpdency between the SIS and BPCS, and the SIS and other protection layers.

11.210 A device used-to-pecform-part-of a—safety-instrumented-function by the BPCS|[shall
not he used—fer—basm—preeess—eentrel—p&rpeses— by the SIS where a failure of that dgvice
may result in bpth a
demand on the SIF and.a dangerous failure of the SIF, unless an analysis has been c3rried
out t¢ confirm that the overall risk is acceptable.

NOTE| When a pari'of the SIS is also used for control purposes and a dangerous failure of the common equipment
would|cause a demahnd on the function performed by the SIS, then a new risk is introduced. The additional frisk is
dependent onthe/dangerous failure rate of the shared-cemponent device because if the shared-compenent flevice
fails, § demand will be created immediately to which the SIS may not be capable of responding. For that r¢ason,
additignal analysis-will can be necessary in these cases to ensure that the dangerous failure rates of the ghared
equipfheptis devices are sufficiently low. Sensors and valves are examples where sharing of equipment with the

BPCSlsoften—considered-

11.2.11 For-subsystems any SIS device that on loss of-pewer utility(e.g., electrical power,
air, hydraulics or pneumatic supply) does not fail to the safe state,—al-of-the following
requirements loss of utility and SIS circuit integrity shall be detected and alarmed (e.g., end-
of-line monitoring, supply pressure measurement, hydraulic or pneumatic pressure
monitoring) and action taken according to 11.3.

NOTE 1 Utility integrity can be improved through using a supplementary supply (e.g., battery back-up,
uninterruptible power supplies, air reservoir, hydraulic accumulator, second gas supply).
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possibly, multiple SISs. Hence common cause

NOTE 2 The loss of a utility is likely to affect multiple SIFs and,

failure of multiple SIFs can be considered.

11.2.12 The design of the SIS shall be such that it provides the necessary resilience against

the identified security risks (see 8.2.4).

1:2010.

2

NOTE Guidance related to SIS security is provided in ISA TR84.00.09 and IEC 62443

fault detection and constraints

associated with the SIS shall be available covering the intended configurations of the devices

and the intended operating environment.

maintenance,

11.2.13 A safety manual covering operation

54
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The specified action (fault reaction) required to achieve or maintain a safe state of the process can be

NOTE 1

It can consist of the safe shutdown of the process or of that part of the process

which relies on the faulty SIS for risk reduction.

specified in the SRS (see 10.3.1).

NOTE 2 The compensating measures required for continued safe operations can depend on safety integrity

requirements, the tolerable risk associated with the hazardous event, the hardware fault tolerance of the SIS, the

In some cases it can be adequate to ensure

action is taken to ensure repair of the dangerous failure within the assumed MPRT in the calculation of the PFDavg
but in other cases it can be judged necessary to provide other measures to compensate for the reduced risk

anticipated MRT and the availability of any other layers of protection.
reduction until the SIS is fully restored. See also 16.2.3.

11.3.2 Where any dangerous fault in an SIS is brought to the attention of an operator by an
alarm then the alarm shall be subject to appropriate proof testing and management of change.
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11.4.

NOTE]
certai

11.4,
solvdg

1 The SIS shall have a minimum HFT with respect to each SIF it imple(cﬁﬂ S.

This does not exclude the possibility that the HFT may be reduced below thp\minimum requirem
times during operation of the system following the occurrence of faults. )\

2 When the SIS can be split into independent SIS subs@'st\ems (e.g. sensors,
rs and final elements), then the HFT can be assigned at thgﬁ subsystem level.

ent at

logic

N

11.4]3 The HFT of the SIS or its SIS subsystems shall beéa accordance with;
e 101.4.5t0 11.4.9 of clause 11 or, Q<<
e the requirements of 7.4.4.2 (route 1H) of IEC %%8-2:2010 or,
e the requirements of 7.4.4.3 (route 2H) of IFQ 1508-2:2010.

NOTE| The route developed in IEC 61511 is deriv§ m route 2, of IEC 61508-2:2010.
11.444 When determining the achievi @ HFT, certain faults may be excluded, provided that
the likelihood of them occurring isr\g low in relation to the safety integrity requirements| Any
such|fault exclusions shall be justi and documented.
NOTE| Further information about @exclusion can be found in ISO13849-1:2006 and ISO13849-2:2012.
11.4J5 The minimum T for a SIS (or its SIS subsystems) implementing a SIF |of a
specffied SIL shall t&)@ ccordance with Table 6 and if appropriate 11.4.6 and 11.4.7.
NOTE| The HFT re sments in Table 6 represent the minimum system or, where relevant, the SIS subgystem
redunglancy. Depéatt g on the application, device failure rate and proof-testing interval, additional redundangy can
be reduired to ~‘=ﬁ. y the failure measure for the SIL of the SIF according to 11.9.

C) Table 6 — Minimum HFT requirements according to SIL
AN
SIL Minimum required HFT

1 (any mode) 0

2 (low demand mode) 0

2 (high demand or continuous mode) 1

3 (any mode) 1

4 (any mode) 2

11.4.6 For a SIS or SIS subsystem that does not use FVL or LVL programmable devices and
if the minimum HFT as specified in Table 6, would result in additional failures and lead to
decreased overall process safety, then the HFT may be reduced. This shall be justified and
documented. The justification shall provide evidence that the proposed architecture is suitable
for its intended purpose and meets the safety integrity requirements.
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NOTE Fault tolerance is the preferred solution to achieve the required confidence that a robust architecture has
been achieved. When 11.4.6 applies, the purpose of the justification is to demonstrate that the proposed
alternative architecture provides an equivalent or better solution. This may vary depending on the application
and/or the technology in use; examples include: back-up arrangements (e.g., analytical redundancy, replacing a
failed sensor output by physical calculation results from other sensors outputs); using more reliable items of the
same technology (if available); changing for a more reliable technology; decreasing common cause failure impact
by using diversified technology; increasing the design margins; constraining the environmental conditions (e.g. for
electronic components); decreasing the reliability uncertainty by gathering more field feedback or expert judgment.

11.4.7 |If a fault tolerance equal to zero results from applying 11.4.6, the justification required
by 11.4.6 shall provide evidence that the related dangerous failure modes can be excluded, in
accordance with 11.4.4 including consideration of the potential for systematic failures.

11.48 FVL and LVL programmable devices shall have diagnostic coverages not Ieﬁ than
60 % <25’

11.49 Reliability data used in the calculation of the failure measure shall be rs@ermined by
an upper bound statistical confidence limit of no less then 70 %. q/

11.5| Requirements for selection of@empenen&s—and—subs*stems\ V|ces

11.51 Objectives

The ¢bjectives of the requirements of 11.5 are to: C)
&

o gpecify the requirements for the selection of%m?@nﬁvs—epsubsyslems devices which
are to be used as part of the SIS; Q
o specify the requirements to enable a%emp@&—eks&bsys{em device to be integrated in

the architecture of a SIS; o
L

e gpecify acceptance criteria for devices in terms of
associated SIF and safety integri%@quirements.

11.5)2 General requiremenQ‘:\'O

11.52.1 W Devices selected for use as part of a SIS—fer with a
specffied SIL > i shall-either be in accordance with IEC 61508-2:201( and

IEC p1508-3:2010; i i 4 apd/or
11.53 through 11. 5(6)@ approprlate

NOTE| Devices a d against IEC 61508-2:2010 and IEC 61508-3:2010 can be applied in accordance wjth the
requirgments for matic capability in IEC 61508-2:2010.

11. and e ed 3 o AStry
systgm-for-SH—4-applications—shal-be-in-aecordance—with-lEC-614508-2and-HEC-61508-3—as
SoEE - All devices shall be suitable for the operating environment as determined thrjough

consideration of the manufacturer’'s documentation, the constraints within the SRS and the
reliability parameters assumed in respect of 11.9. Suitability of the selected devices shall
always be considered in the context of the operating environment.

NOTE Devices may exhibit different failure rates dependent on the operating environment and mode of operation.
Failure rate data available from manufacturers may not be valid in all applications. For example, the failure rate
and failure mode distribution can be different for a valve that is frequently exercised versus one that stands still for
long periods of time.



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

11.5.3 Requirements for the selection of-components-and subsystems devices based

on prior use

11.5.3.1 Appropriate evidence shall be available that the—components—and—subsystems

d bl £ o (el Kal
eVICUQ arc OUII.CIUIU U UoT 1T UT1C VT,

NOTE|1 safety
ichti The main |ntent of the prior use evaluatlon is to pather
evidernjce that the dangerous systematic faults have been reduced to a sufficiently low levelpcompared fo the

requirgd safety integrity.

NOTE|2 Level of detail of the ewdence%heutd can be in accordance with the compIeX|ty of the cons dered

S e L, deV|ce a

NOTE|3 A prior use evaluation involves gathering documented information gencerning the device performaphce in
a simflar operating environment. Prior use demonstrates the functionality and integrity of the installed device,
includ|ng the process interfaces, full device boundary, communications, agd/utilities. The main intent of th¢ prior
use eyaluation is to gather evidence that the dangerous systematic faults have been reduced to a sufficienfly low
level gompared to the required safety integrity.

NOTE|4 Prior use data can contribute to a database for the calculation of hardware failure rates as descriped in
11.9.3.

11.503.2 The evidence of suitability shall include the following:

bnsideration of the manufacturer’s quality, management and configuration management
stems;

c
s
o afequate identification and specification of the-components-orsubsystems devices;
d
o

emonstration of the performance of the-components—or—subsystems devices in similar
berating-profilesand-physieal environments;

NPTE 1 In the case of field devices (e.g., sensors and final elements) fulfilling a given-funetion specifi¢ation,
He—ureten the behawour of the dewce in the operatlng enwronment is usuaIIy |dent|ca| in safety angl non-
safety applications; m y y way jpe of
apphicatiens. Therefore N y thould
also-be-deemed evidence of the performance of similar dewces in non- safety apphcatlons can also be uped to
s3tisfy this requirement.

¢ the volunie)of the operating experience.

NPTE 2 - “For field devices, information relating to operating experience is mainly recorded in the user’s|list of
equipment approved for use in their facilities, based on an extensive history of successful performapce in

s3fety/and non- safety appllcatlons and on the elimination of eqmpment not performlng in a satisfpctory
m m hat:

— the list is updated and monitored regularly;

— field devices are only added when sufficient operating experience has been obtained;

— field devices are removed when they show a history of not performing in a satisfactory manner;
— the-precess-application operating environment is included in the list where relevant.

NOTE 3 Device performance is highly affected by the operating environment. It is generally recommended
that selection of devices can be based on adequate performance of an installed sufficient number of devices in
multiple installations for a sufficient operating time. The gained experience can allow time to reveal early
failures, such as those related to specification, handling, installation, and commissioning.

NOTE 4 The amount of operational experience to gain credible statistical reliability data is typically much
higher compared to the operational experience necessary to get evidence of prior use.

11.5.3.3 All devices selected on the basis of prior use shall be identified by a specified
revision number and shall be under the control of a management of change procedure. In the
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case of a change being made to the device, the continued validity of the evidence of prior use
shall be justified by evaluating the significance of the change made.

11.5.4 Requirements for selection of FPL programmable-components-and
subsystems devices (e.g., field devices) based on prior use

11.5.4.1 For SIL 1, SIL 2, and SIL 3, the requirements of 11.5.2 and 11.5.3 apply, together
with the following subclauses.

11.5.4.2 All configuration options of the device possibly influencing safety shall be identified
and considered. It is important to check that wherever specific settings are not defined that
the default settings of the device are confirmed to be appropriate. Unused features\gf the
components—and-subsystems devices shall be identified in the evidence of suitability,“gnd it
shall|be established that they are unlikely to jeopardize the required SIF.

11.54.3 For the specific configuration and-eperational-profile operating epvibonment df the
hardyvare-and-software device, the evidence of suitability shall consider:
e characteristics of input and output signals;

e nodes of use;

e fynctions and configurations used;

o previeus prior use in similar-apphecations—and-physical operdating environments.

11.54.4 In addition, for SIL 3 applications, an—fergal assessment—{in—accordancefwith
5:2.61-1) of the FPL device shall be carried out to showthat:

o the FPL device is both able to perform the ¢equired functions and that-the—previeus|prior
upe has shown there is a low enough probability that it will fail in a way which could|lead
tg a hazardous event when used as part of the SIS, due to either random hardware
dilures or systematic faults in hardware or software;

e appropriate standards for hardwareand software have been applied;

o the FPL device has been used.or tested in configurations representative of the intehded
operational profiles.

11.5)5 Requirements for selection of LVL programmable-components-and-sub-
systems (forexample,logic-solvers) devices based on prior use

11.5.)5.1 ~The following requirements-may-only-be-apphed apply to PE-legic-selvers depices
used|inSISs which implement SIL 1 or SIL 2 SIFs.

11.5.5.2 The requirements of 11.5.4 apply.

11.5.5.3 Where there is any difference between the—eperationalprofiles—andphysical
environments—of —a—component—or—subsystem operating environment of a device as
experienced previously, and the-eperatioral-profile—and-physical operating environment of the

device when used within the SIS, then any such differences shall be
identified and there shall be an assessment based on analysis and testing, as appropriate, to
show that the likelihood of systematic faults when used in the SIS is sufficiently low.

11.5.5.4 The operating experience considered necessary to justify the suitability shall be
determined taking into account:

e the SIL of the SIF;
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o the complexity and functionality of the-component-orsubsystem devices.
NOTE SeetEC- 64514142 forfurtherguidance-
11.5.5.5 For SIL 1 or 2 applications, a safety configured PE logic solver may be used

provided that all the following additional provisions are met:

e understanding of unsafe failure modes;
e use of techniques for safety configuration that address the identified failure modes;

e the embedded software has a good history of use for safety applications;

e pfotection against unauthorized or unintended modifications.

NOTE| A safety configured PE logic solver is a general purpose industrial grade PE logic solver which is
specif|cally configured by the OEM, a systems engineer or the end-user for use in safety applicationss

11.5)5.6 A formal assessment-{in—accordance-with-5-2.6-1) of any PE logic)selver used in a

SIL 4 application shall be carried out to show that:

| e it[is both able to perform the required functions and that-previgys prior use has shown
there is a low enough probability that it will fail in a way which 'could lead to a hazandous
epent when used as part of the SIS, due to either random hardware failures or systematic
fgults in hardware or software;

e njeasures are implemented to detect faults during* program execution and infitiate
appropriate-reaction responses; these measures shall comprise all of the following:

—| program sequence monitoring;

—| protection of code against modifications or:failure detection by on-line monitoring;
—| failure assertion or diverse programming;

—| range check of variables or plausibility check of values;

—| modular approach;

—| appropriate coding standards_have been used for the embedded and utility software;

—| testing in typical configurations, with test cases representative of the intended
operational profiles;

—| trusted verified software modules and components have been used,;

—| the system has undergone dynamic analysis and testing;

—| the system does not use artificial intelligence or dynamic reconfiguration;
—| documented-fault-insertion testing (negative testing) has been performed.

E
D
T
(0]
)
[}
D
E
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I
®

11.5.6 Requirements for selection of FVL programmable-components-and
subsystems (for example, logic solvers) devices

When the applications are programmed using a FVL, the PE-legic—selver device shall be in
accordance with IEC 61508-2:2010 and IEC 61508-3:2010.

11.6 Field devices

11.6.1 Field devices shall be selected and installed to minimize failures that could result in
inaccurate information due to conditions arising from the—process—and—environmental
conditions operating environment. Conditions that should be considered include corrosion,
freezing of materials in pipes, suspended solids, polymerization, coking, temperature and
pressure extremes, condensation in dry-leg impulse lines, and insufficient condensation in
wet-leg impulse lines.
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11.6.2 Energize to trip-diserete—inputioutput circuits shall apply-a—methed means to ensure
circuit and power supply integrity.

NOTE 1 An example of such-a—methed means is an end-of-line monitor, where a pilot current is continuously
monitored to-ensure detect circuit continuity and where the pilot current is not of sufficient magnitude to affect
proper /O operation.

NOTE 2 Additional requirements for loss of power can be found in 11.2.11.

11.6f3 Smart sensors shall be write-protected to prevent inadvertent modification—fr¢pm—a
remote-location, unless appropriate safety review (e.g., H&RA) allows the use of read/write.

NOTE| The review-should can take into account human factors such as(failure to follow procedures.
11.7| Interfaces
11.71 General

Humpn-machine-and-communication Interfaces-to the SIS can include, but are not limited|to:
. berator interface(s);

o}
e njaintenance/engineering interface(sy;
c

. bmmunication interface(s).

11.7.)2 Operator interface'requirements

11.7)2.1 Where the SIS\operator interface is via the BPCS operator interface, account|shall
be taken of credible failures that may occur in the BPCS operator interface.

NOTE| This can inelude preparing plans to enable an orderly safe shutdown in the event of total failure [of the
operafional displaygs.

11.72.2 The design of the SIS shall minimize the need for operator selection of optiong and
the rleed\td6 bypass the system while-the—unitis—+unning hazards are present. If the design
does| require the use of operator actions, the design should include facilities for protgction
against operator error.

NOTE |If the operator has to select a particular option, there-should can be a-repeat confirmation step.

11.7.2.3 Bypass switches or means shall be protected to prevent unauthorized use (e.g., by
key locks or passwords in conjunction with effective management controls).

NOTE Consideration can be given to enforcing time limits on bypass operation and to limiting the number of
bypasses that can be active at any one time.

11.7.2.4 The SIS status information that is critical to maintaining the—Si- SIF shall be
available as part of the operator interface. This information may include:

e where the process is in its sequence;

e indication that SIS protective action has occurred;
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indication that a protective function is bypassed;

indication that automatic action(s) such as degradation of voting and/or fault handling has
occurred;

status of sensors and final elements;
the loss of energy where that energy loss impacts safety;
the results of diagnostics;

failure of environmental conditioning equipment which is necessary to support the SIS.

11.7.2.5 The SIS operator interface design (see 11.7.2.7) shall be such as to prevent

chanpes to the SIS application-settware program.

SIS,
sls

integrity of the SIS is not compromised.

oo

gnt or
ation

been-transmitted—and-received-by-the-SIS transferred and that the. safety—functiohality

bn-the
pA—th

NOTE| The systems, equipment or procedures used cag include control over selective writing from the BHCS to

specifjc SIS variables.

11.72.7 The design of the SIS operaforiinterface via the BPCS operator interface shdll be
such| that provision of incorrect inforiwation or data from the BPCS to the SIS shall not

comgromise safety.

11.7.3 Maintenance/engineering interface requirements

11.7.3.1 The design of<PE the SIS maintenance/engineering interface shall ensure that any
failure of this interface.shall not adversely affect the ability of the SIS to-bring carry oyt the

required SIFs. This may require disconnecting of

mainfenance/engineering interfaces, such as programming panels, during normal| SIS

operation.

11.7.3.2 ~The maintenance/engineering interface shall provide the following functions| with

acceps¢security protection to each:

SIS mode of operation, program, data, means of disabling alarm communication, test,
bypass, maintenance;

SIS diagnostic, voting and fault handling services;
add, delete, or modify application-seftware program,;
data necessary to troubleshoot the SIS;

where bypasses are required they should be installed such that alarms and manual
shutdown facilities are not disabled.

NTE_ Sof . SIS usina PE _

11.7.3.3 The maintenance/engineering interface shall not be used as the operator interface.
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11.7.3.4 Enabling and disabling the read-write access shall be carried out only by a
configuration—er—pregramming management process using the maintenance/engineering
interface with appropriate documentation and security measures such as authentication and
user secure channels.

11.7.4 Communication interface requirements
11.7.4.1 The design of any SIS communication interface shall ensure that any failure of the

communication interface shall not adversely affect the ability of the SIS to-bring-the processto
achieve or maintain a safe state of the process.

11. 7I: .2 When the SIS-shall-be is able to communicate with the BPCS and peripheralg-with
, the communication interface, BPCS, or peripherals shall not advdrsely

impaft any of the SIFs within the SIS.

11.7,4.3 The communication interface shall be sufficiently robust to withstand elgctro-
magnetic interference including power surges without causing a dangerous failure of th¢-SH=
SIS.

11.7/4.4 The communication interface shall be suitable for communication between deyices
referenced to different electrical ground potentials.

NOTE| An alternate medium (e.g., fibre optics)-may can be required.
11.8| Maintenance or testing design requirements

11.8/1 The design shall allow for testing of the SIS either end-to-end or in—parts segmients.
Where the interval between scheduled processy*downtime is greater than the proof] test
interyal, then on-line test facilities are required:

NOTE| The term “end-to-end” means from processifluid at sensor end to process fluid at actuation end.

11.82 When on-line proof testing is-required, test facilities shall be an integral part df the
SIS design-to-testforundetectedfaiiires.

11.83 When test-and/ or bypass facilities are included in the SIS, they shall conform| with
the following:

e The SIS shall be designed in accordance with the maintenance and testing requirements
bfined in the SRS;

d
e The operator shall be alerted to the bypass of any portion of the SIS via an alarm-a+d/ or
operatingprocedure.

11.84 ,The maximum time the SIS is allowed to be in bypass (repair or testing) while| safe
operaFtion of the process is continued shall be defined.

11.8.5 Compensating measures that ensure continued safe operation shall be provided in
accordance with 11.3 when the SIS is in bypass (repair or testing).

11.8.6 Forcing of inputs and outputs in PE SIS shall not be used as a part of application
software program(s), operating procedure(s) and maintenance (except as noted below).

Forcing of inputs and outputs without taking the SIS out of service shall not be allowed unless
supplemented by procedures and access security. Any such forcing shall be announced or set
off an alarm, as appropriate.
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11.9 SiFprobability—effailure Quantification of random failure

11.9.1

2016

The-probability-of calculated failure-en-demand measure of each SIF shall be equal

to, or-tess better than, the target failure measure related to the SIL as specified in the SRS.
This shall be-verified determined by calculation.

NOTE| In complex applications, the hazardous event frequency can be used as¢an ‘alternative to the target
measyres (e.g., where different demand causes have different safety integrity requirements or wherg
indepgndent SISs act in sequence).

11.9,

a)

b)

d)

e)
f)
g)

the architecture of the SIS and of its SIS subsystems where relevant as they relg
each SIF under consideration;

the estimated failure rate related to each—subsystem failure mode, due to ra
hiardware—faults failures,—r—any—modes which would—eause contribute to a dang
failure of the SIS but which are detected by diagnostic tests;

the estimated failure rate relatedvto each—subsystem failure mode, due to ra
brdware—faults failures,—r—apymodes which would—eause contribute to a dang
fgilure of the SIS which are undetected by the diagnostic tests but which are detectg
ploof tests;

=)

failure
non-

2 The calculated-probability—of failure measure of gach SIF due to-hardware rapdom
failures shall take into account all contributing factors in¢luding the following:

te to

dom
rous

dom
rous
bd by

the estimatéd\failure rate related to each failure mode, due to random hardware fa
which wdauld contribute to a dangerous failure of the SIS which are undetected b
dlagnastte tests and undetected by proof tests;

e{guSceptibility of the SIS to failures caused by the proof tests themselves;

ilure,
y the

—_
— =

the susceplibility of the SIS to common cause failures;

the diagnostic coverage of any periodic diagnostic tests—{determined—according—te
EC-6845144-2), the associated diagnostic test interval and the-reliabilityfor probability of

failure of the diagnostic facilities;

fythe | i E ken:

h) the coverage of any periodic proof tests, the associated proof test procedure and the

i)

reliability for the proof test facilities and procedure;

the repair times for detected failures and the state of the SIS during repairs (on line or off

line);

the estimated dangerous failure rate of any communication process in any modes which
would cause a dangerous failure of the SIS (both detected and undetected by diagnostic

tests);


https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

IEC 61511-1:2016 RLV © IEC 2016 - 75—

k) the estimated-rate-of dangerousfailure-of-any-human likelihood that operator response-in
ahy—moedes—which would cause a dangerous failure of the SIS (both detected and

undetected by diagnostic tests);

1) the reliability of any utility necessary for the SIS.

NOTE 1  Several modelling—metheds approaches are available and the most appropriate-methed approach is a
matter for the analyst and-sheuld can depend on the circumstances. Available-metheds means include (see IEC
61508-6:2010, annex B)

i ion: A
— cguse consequence analysis; Qy
— rdliability block diagrams; ,\%

dult-tree analysis; (19

—  Mprkov models; r\ .

|
—

—  Pegtri nets models. '\’
N

The pgrobabilistic calculations can be performed analytically or by numerical?\i' ulation (e.g., Monte|Carlo
simulgtion).

NOTE}2 Th
NO+EE L

o]

rant time for ranai/lQafhnr constityte the mean-tilne for
eft—meFor—Fepdt ethed oRSthtte—+tRe—ean—tH

O
11.93 The reliability data used when quantifyin@ effect of random failures shall be
b

crediple, traceable, documented, justified and sha ased on field feedback from similar
devides used in a similar operating environment.§

R

NOTE|1 This includes user collected data, vendor/ er/user data derived from data collected on deviced, data
from deneral field feedback reliability databases, etc. la'some cases, engineering judgement can be used to gssess
missir|jg reliability data or evaluate the impact oné bility data collected in a different operating environment

N
NOTE| 2 The lack of reliability data reflecﬂ/e of the operating environment is a recurrent shortcom|ng of
probabilistic calculations. End-users can anize relevant device reliability data collections in accordancp with
IEC 60300-3-2:2004 or ISO 14224:2006\g|mprove the implementation of the IEC 61511 series.

NOTE| 3 Vendor data based on (e}}ns can be restricted to a population where there is full knowledge jof the
operafional environment and fully f€corded in accordance with IEC 60300-3-2:2004 or I1SO 14224:2006. Th¢ user
can also record the operational ehvironment for the SIF and be able to demonstrate that the vendor’s opergtional
envirognment data matches@ nvironment of the SIF.

11.94 The reliagility data uncertainties shall be assessed and taken into account when
calcylating the e measure.

NOTE| 1 Th%CPability data uncertainties can be evaluated according to the amount of field feedback (lesp field
feedback I€S)I s in more uncertainty) or/and exercise of expert judgement. Published standards (IEC 60605-4),
Baye %N proaches, engineering judgement techniques, etc. can be used to estimate the reliability data
uncerfainties

NOTE 2 The following techniques can be used for calculating the failure measures (more information can be
found in IEC 61511-2:2016):

— use of an upper bound confidence of 70 % for each input reliability parameter instead of its mean in order to
obtain conservative point estimations of the failure measures, or;

— use the probabilistic distributions functions of input reliability parameters, perform Monte Carlo simulations to
obtain an histogram representing the distribution of the failure measure and assess a conservative value from
this distribution (e.g., that there is a 90 % confidence that the true failure measure is better than the value
calculated).

11.9.5 |If, for a particular design, the target failure measure for the relevant SIF is not
achieved then:

a) identify the devices or parameters contributing most to the failure measure;

NOTE Fault tree cut-set analysis can be useful here.
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b) evaluate the effect of possible improvement measures on the identified devices or

parameters (e.g., more reliable devices, additional defences against common mode
failures, increased diagnostic or proof test coverage, increased redundancy, reduced

proof test interval, staggering tests, etc.);

’

c) select and implement improvement measures to establish the new result;

d) compare the new result to the target failure measure and repeat the steps a) to d) until the

target failure measure is achieved in a conservative manner.
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Software safety life-cycle

Box 4 Application software safety
in figure 8 . g e
requirements specification
Safety functions Safety integrity
Design and requirements requirements
engineering specification specification
of the safety
instrumented :
system v v

E Software safety H Software design, configu-

12 PE integration 12.6 Software operation and
’ (hardware/software) B modification procedures

- |

To box 6 and 7

in Figure 8
To box 5 in Figure 8

IEC 32
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SIS safety
requirements SIS_ saf_ety Validated
specification validation |l SIS
14.3
Application
Sub-system software safety
architecture requirements
specification g ___________________________| A l:.Est.
12.2 pplication
software
' integration
testing
Application-software 125
architecture design
12.4.3,12.4.4
Application Application
software |- ________ software
development Testing 1247
12.4.
Application Application
module module
development,, 4 5 testing )\12.4.6

— OQutput

***** > Verification

Code development and

test - FVL only

(see IEC 61508-3,12(4.2.1)

IEC 3251/02
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Table 7 —A i . £ f Lif le: .
Safety life-cycle phase
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clause required
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for the software safety requirements safety requirements
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requirements | each-SIS-function
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q
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. .
R s e
validating the application : N, | safety-validation-plan
f‘% oo
—1—2—4—3 i .D.e_s.G.H.p.t_l.e.n_e.f_t_h.e‘ i |
T F % architecture design, for
software-safety QQ“ related process spib-
system-and SlL(s), for
requirements placed on the $\ andas SAV-modules-such-as
Q) pump-or-valve
Application software
architecture and gub-
) ;
syste_r tegratio
@peﬁ—teelrs—and 12.4.4 SIS application List of proceduredfor
g Loooedete s ns
over-the-whole safety life architecture design
‘ ‘ o
e e
e ke e e Safety-manual of
S ‘
logic solver
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12 SIS application program development

12.1 Objective

The objective of Clause 12 is to define the requirements for the development of the
application program.

12.2 General requirements

12.2.1 The application program of the SIS shall be in accordance with the application
program safety requirements (see 10.3.3) and all the requirements of this clause for all SIL up
to an(d including SIL 3. A

12.22 The application programmer shall review the information in the S Q‘and the
applipation program safety requirements to ensure that the requirements are ¢ rehersive,
unanpbiguous, understandable and consistent. Any deficiencies in the ap‘pl%saxion program
safety requirements shall be identified and resolved, and if changes,\*a made tq the
appligation program safety requirements, an impact analysis shall be car&ed out.

N

12.23 The IEC 61511 series addresses programming in Limitedﬁg%bility Languages (LVL)
and the use of devices using Fixed Program Languages (FP IEC 61511 series |[does
not gddress Full Variability Language (FVL) and the IEC 61 {‘g/ ries does not address BIL 4
appligation programming. Where function blocks are wr in FVL then these shgfll be
deve|oped and modified under IEC 61508-3:2010. <<

12.24 Where the application program of the SIS %@lmplement both safety and non-safety
functjons, then all of the application program s e treated as part of the SIS and |shall
comply with this standard and in addition, it sh e shown through assessment and test that
the non-safety functions cannot interfere WI @e safety functions.

12.2/5 The application program shall, @Sde&gned in such a way as to ensure that oncg the
SIS lhas placed the process in a san§ the process remains in the safe state, inclliding
undef loss of power conditions on power restoration, until a reset has been inifiated
unlegs otherwise directed by the\g

N
NOTE|1 If the SIF does not hayg) reset then there can be a documented engineering argument as to why it is
accepfable to reinitiate the process without requiring the safe delay a reset would impose.

NOTE|2 More informatic.)@n be found in 11.2.7.

12.2)6 During ‘start-up (or power up) the application program shall ensure that slafety
outpuyts rem?d§ﬁ the safe state (typically de-energized state) until a reset has been inifiated
unlegs oth% e directed by the SRS.

12.2] 7\<§w)e application program shall be deS|gned in such a way that all parts of the
app|luauur| progranT are executedon cVeTy dppllballull progranT scan tntessthereis= ap-‘CifiC
alternate requirement that is supported in the safety manual. Process safety time
requirements shall be considered when establishing application program scanning
requirements.

12.2.8 The SIS application program and data shall be subject to modification, revision
control, version management, back-up and restoration procedures.

12.2.9 The application program specifies requirements for application programming for users
and integrators of SISs. In particular, requirements for the following are specified:

o SIS safety life-cycle phases and activities that are to be applied during the design and
development of the application program. These requirements include the application of
measures and techniques, which are intended to avoid errors in the application program
and to control failures which may occur;
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information relating to the application program validation to be passed to the organization
carrying out the SIS integration;

preparation of information and procedures concerning the application program needed by
the user for the operation and maintenance of the SIS;

procedures and specifications to be met by the organization carrying out modifications of
the application program.

12.3 Application program design

12.3.1 An application program design shall address all SIS logic including all process

operating modes for each SIF

12.3]2 The input to the application program design shall be the SRS % the
applipation program requirements (see Clause 10), the SIS architecture (see CI

the
progfam design shall be consistent with and traceable back to the SRS. (1/

and
eans and tools for developing the application program design (see 12.6) Q§apphcation

-

12.3/3 The application program design shall allow an assessment of,\fhnctlonal safety fo be

carri¢d out.

,\%

12.3J4 The application program design and its decomposégrpmto modules if appligable,

shall| address how the requirements are to be |mpleme
appropriate:

including the following as

the functions that enable the process to achieveé?%mtam a safe state;

the specification of all identified application $ m components, and the descriptipn of
cpnnections and interactions between identi components;

the timing constraints associated W|tt0@he application program functions and |their
implementation in program scan time(

a|detailed description of the standir\thrary modules (function blocks) being used;
a|detailed description of the ap,@:ahon specific modules (function blocks) being used
a|description of the way me@bry allocation has been achieved;

the list of global varlablee:jlsed and the way in which their integrity is protected;

identification of al n-SIF and the interfaces to non-safety related parts of | the
application progra@ o ensure that they cannot affect the proper operation of any SIF

definition ofi@Q and output interfaces, including tag listings and the associated|data
types;

dptails Qne data exchanged between the SIS application program and the opgrator
irterf@é

daé@s of the data exchanged between the SIS application program and the BPCY and
peripherals such as printers, data storage, eic;

how external and internal diagnostic information will be processed and logged;

detailed description of how the operation and maintenance interfaces are implemented,
including the way in which alarms are prioritised, indicated and accepted;

a detailed description of any application level diagnostics that may be implemented such
as external watch dogs, application data integrity checking, sensor validation to meet the
required SIL;

system configuration checks including the existence and accessibility of expected
hardware devices and software modules;

how the complexity in the application program design is minimised e.g., through use of
modular design and simple functionality;
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o functions related to the detection, annunciation and management of faults in SIS
subsystems;

o functions related to the periodic testing of SIF on-line;
e functions related to the periodic testing of SIF off-line;
e functions that allow maintenance of the SIS to be carried out safely;

e references to documents on which the application program design specification is based.

12.3.5 The application program design shall ensure:

° C'\mplnfnnnec with rnelr_\nr‘f to the SRS and its intended pULROSE,

e coprrectness with respect to the SRS and its intended purpose; \/A

e freedom from ambiguity, i.e., clear to those who will utilize the document atﬁ stape of
the SIS safety life-cycle; this includes the use of terminology and descriptigns which are
uhambiguous and understood by plant operators and system maintaine s well ap the
application programmers; r\

o freedom from design faults. ,\'\'

12.4| Application program implementation %'\GD

12.41 The application program development method shall comply with| the

deve|lopment tools and restrictions given by the manufacg@e of the SIS PE subsystem on
whicl the application program shall be used. << @)

12.4)2 The following information shall be contairQ@n the application program or rejated
docufmentation: N\
N

7

—

a)
b)
c)
d)

he application program originator;

Q

description of the purpose of the ap@i’éation program;

—

e versions of the safety manuals tféat were used;

dentification of the dependen@ of each SIF on the parts (modules) of the appligation
pfogram; N

e) traceability to the applic Tﬁ‘g)program safety requirements specification;
f) identification of each SI1F and its SIL;

g) identification and@ription of the symbols used, including logic conventions, standard
liprary functions@ plication library functions;
h) id entificatit@‘fhe SIS logic solver input and output signals;

i) where r@ verall SIS utilises communications, a description of the communicdtions
in for@n flow;

N DTQ/ n example would be where a SIF uses several logic solvers.

j) adescriptiomoftheprogranTstrocture,inctudingadescriptiomofthe—orderof-the—tdgical
processing of data with respect to the input/output sub-systems and any limitations
imposed by scan times;

k) If required by the SRS, the means by which:

o the correctness of field data is ensured, (e.g., comparison between analog sensors to
improve the diagnostic coverage);

e the correctness of data sent over a communication link is ensured (e.g., when
communicating from an HMI, before implementation of a command an ‘ack’ or
'acknowledge’ is transmitted);

e communications are made secure (e.g., cyber security measures);
[) version identification and a history of changes.
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12.4.3 |If previously developed application program library functions are to be used as part of
the design, their suitability shall be justified and based upon:

12.4/4 The application program shall be produced in a structured way so as to ac@(,e:

12.5| Requirements for application program verif@gion (review and testing)

12.5/1 Verification planning shall be carried ou{\%\accordance with Clause 7.

compliance to IEC 61508; if proven-in-use evaluation for FVL in compliance to
IEC 61508-3:2010 is undertaken, the programmable devices on which the application
program library functions execute shall also be evaluated as proven-in-use according to
IEC 61508-2:2010; or

compliance to IEC 61511 prior use requirements (see 11.5.4 or 11.5.5) when using FPL or
LVL;

in all cases, demonstrating that any unused functions do not adversely impact the

applicationproaram
prHeaHoR—po4

nodular decomposition of the functionality; ,\Q)

=

bep the complexity of SIF application program to a minimum consisteﬁ]/%ith that gf the
cpmplexity of the required SIF; N+

4
tgstability of functionality (including fault tolerant features) and o N{éinternal structyre of
the application program; N

—

raceability to, and explanation of, application functions and@ ciated constraints;

ohe to one mapping between the hardware archite&re and application program
afchitecture. o

12.5)2 The application program includi ths documentation shall be reviewed by a
competent person not involved in the o:&n development. The approach used for the rgview

and the review results shall be docume\

3

12.53 The application program,\gcluding its decomposition into modules if appropriate,
shall| be verified through revj analysis, simulation and testing techniques using written
procgdures and test specifi ns, that shall be carried out to confirm that the applidation
progfam functions meet the~SRS and that unintended functions are not executed and that
therg are no uninten@i ‘side effects with respect to the SIF. The following shajl be

addrgssed: O

bnformanc *the application program design specification, the defined means| and
focedure d the requirements of safety validation and test planning;

K% ng a representative range of data conditions;

c
p
ekercisi f all parts of the application program;
e
t

sting for faiture conaitions (i-e-, Negative testingyJ;
timing and the sequence of execution;

testing of communications to and from the SIS;

NOTE Wherever feasible the communication overload condition can be verified and tested.

integration of the off-line application program with the logic solver hardware and the
underlying PE;

internal data flow checks to confirm that the logic solver is not just apparently working, but
is working as expected;

when possible, integration of the application program and 3rd party devices.

12.5.4 The mapping of the I/O data to the application program, including data type and
range, shall be verified.
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12.5.5 During testing, modifications to the application program shall be subject to an impact
analysis in order to determine:

e all application program parts impacted;

e the necessary re-design and re-verification activities.
12.5.6 The results of application program testing shall be documented and include:

e the versions of the application program and its supporting documentation being tested;

e the versions of supporting software and test tools;

[ ]
=}

mes of the persor(s) wno peritormed the 1esis and reviews ahnd ddles,

°
Q.

bscriptions of the tests, reviews and dates performed;

°
—

Re test results;
o whether the objective and criteria of the tests have been met;

o flthere was a failure during the test, the reasons why the failure occurred, the analysis of
the failure and the records of its correction and re-test requirements.

12.6| Requirements for application program methodology and'tools

12.6 1 The application program development shall compliowith the constraints in the
applipable safety manual(s).

NOTE| The safety manual(s) can be reviewed and, if required fop-a{specific application, additional procedufes for
and/of constraints on the use of methodologies and tools can be-mplemented.

12.62 Methods, techniques and tools shall be,selected and applied for each life-cycle ghase
so ag to:

e nlinimize the risk of introducing faults jnto'the application program;

°
-

¢veal and remove faults that already’exist in the application program;

e epsure as far as is practicablethat any faults remaining in the application program will not
Idad to unacceptable results;

e ephhance the means of nrapaging modifications of the application program throughoyt the
lifetime of the SIS;

e provide evidence thatthe application program has the required quality.

13 Factory acceptance test (FAT)
NoTEL Thic ol o int e

13.1| Objective

The objective of Clause 13 is to test the-legic-solverand-associated-software-together devices

of the SIS to ensure that the requirements defined in the SRS are met.

NOTE 1 By testing the logic solver, associated software and hardware prior to-instaling—in—a—plant installation,
errors can be readily identified and corrected.

NOTE 2 The FAT is sometimes referred to as an integration test and can be part of the validation.

NOTE 3 Testing of field elements together with the logic solver can be recommended when there needs to be a
high confidence in operation prior to final installation, e.g., subsea applications.

13.2 Recommendations

13.2.1 The need for a FAT-sheould shall be specified during the—design—phase—of safety
planning for a project.
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NOTE 1 Close co-operation between the logic solver supplier and design contractor-may can be required in order
to develop the integration tests.

NOTE 2 The activities follow the design and development phases and precede the installation and commissioning.
NOTE 3 The activities are applicable to the SIS subsystems with or without programmable electronics.

NOTE 4 It is usual for the FAT to take place in a factory environment prior to installation and commissioning in
the plant.

13.2.2 The planning for a FAT-sheuld shall specify the following:

e Types of tests to be performed including black-box system functionality tests; performance
tgstsTimtermat thecks; performance tests; environmentat tests; mterface testing; testing in
egraded or faulted-medes condition; exception testing; testing for safe reaction imeajse of
bwer failure (including restart after power restored); and application aof) the| SIS
aintenance and operating manuals;

DTE 1 Black-box functionality testing is a test design method that treats the system as(a, “black box], so it
es not explicitly use knowledge of its internal structure. Black- box test design is‘'usually described as
cusing on testing function requirements. Synonyms for black box include behaviodral; functional, ogaque-
X, and closed-box testing.

Z Tgez 30T Q

DTE 2 Performance tests determine whether the system meets timing, reliability and availability, integrity,
gfety targets and constraints.

[

DTE 3 Environmental tests include EMC, life-and stress-testing.

DTE 4 Internal data flow checks can be carried out to that the SIS 4s’processing input data and gendrating
tput response as specified.

- oz Z

pst cases, test description and test data;

Z

DTE 5  Clarity in defining who is responsible for d€yeloping the test case and who is going [to be
rgsponsible for carrying out the test and witnessing the test-+s can be very important.

ependence on other systems/interfaces;

e Tpst environment and tools;

e Lpgic solver, sensor and final elemeptconfiguration;

o Test criteria on which the completion of the test shall be judged,;

e Procedures for corrective action on failure of test;

e Test personnel competences;

e Physical location;

azards posed by(the testing especially dealing with stored energy;
clear diagram of the test-set up.

ecording ‘of-tests conducted, data, results and observations whilst the tests are Ipeing
cpnducted.

NPTE, 6~/ Tests that cannot be physically demonstrated are normally resolved by a formal-argument [ine of
rgasoning as to why the SIS achieves the requirement, target or constraint.

13.2.3 The FAT-sheould shall take place on a defined version of the logic solver.

13.2.4 The FAT-sheuld shall be conducted in accordance with the FAT planning. These tests
should shall show that all the logic performs correctly.

13.2.5 For each test carried out the following-sheuld shall be addressed:

e the version of the test planning being used;

e the SIF and performance characteristic being tested;
o the detailed test procedures and test descriptions;

e a chronological record of the test activities;

o the tools, equipment and interfaces used.
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13.2.6 The results of FAT-sheuld shall be documented, stating

e the test cases;
o the test results;

o whether the objectives and test criteria have been met.

If there is a failure during test, the reasons for the failure-sheuld shall be documented and
analysed and the appropriate corrective action should be implemented.

13.2.7 During FAT, any modification or change-sheould shall be subject to a safety analysis
to determime:

o the extent of impact on each SIF;

o the extent of—re-test testing and verification which—sheuld shall be, \defined| and
implemented.

NOTE| Commissioning-may can commence whilst corrective action is undertaken, depending’on the results|of the
FAT.

14 $IS installation and commissioning

14.1| Objectives

The ¢bjectives of the requirements of Clause 14 are to:

e install the SIS according to the specifications an@d/drawings;

e cpmmission the SIS so that it is ready for final'system validation.

NOTE| The purpose of commissioning activities is to@trsure that each of the SIS devices is individually repdy to
operale, as specified in the design phase.

14.2| Requirements

14.21 Installation and commissioning planning shall define all activities requireq for
instaflation and commissioning.cThe planning shall provide the following:
o the installation and commissioning activities;

o the procedures, measures and techniques to be used for installation and commissionipg;
o when these activities shall take place;

o the persons;departments and organizations responsible for these activities.

Instajlation~and commissioning planning may be integrated in the overall project plapning
where appropriate.

14.2.2 All SIS-components devices shall be properly installed according to the design and
installation plan(s)+{see44-2-1).

14.2.3 The SIS shall be commissioned in accordance with planning in preparation for the
final system validation. Commissioning activities shall include, but not be limited to,
confirmation of the following:

e earthing (grounding) has been properly connected;

e energy sources have been properly connected and are operational;

e transportation stops and packing materials have been removed,;

e no physical damage is present;

o all instruments have been properly calibrated and configured;
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e al

| field devices are operational,

e logic solver and input/outputs are operational;

o the interfaces to other systems and peripherals are operational,

e al

| communications between remote SIS systems are operational.

14.2.4 Appropriate records of the commissioning of the SIS shall be produced, stating the

testr

esults of the activities and whether the objectives and criteria identified during the design

phase have been met. If there is a failure, the reasons for the failure shall be recorded.

14.2.
desig

likely

statu
tom

15 3

151

The
that
as st

NOTE|
15.2

15.2.
and
be in

e tH

diffe}ence has no impact on safety, then the design information shall be updated tg “as-puilt”

the
n information then the difference shall be evaluated by a competent person ang-the
impact of the difference on safety shall be determined. If it is established\thaft the

. If the difference has a negative impact on safety, then the installation shall.be modgified
et the design requirements.

BIS safety validation

Objective

bbjective of the requirements of Clause 15 is to validate;{through inspection and testing,
he installed and commissioned SIS and its associated. SIF(s) achieve the requirements
ated in the SRS.

This is sometimes referred to as a site acceptance test (SAT).
Requirements

1 Validation planning of the SIS shall*‘be carried out throughout the SIS safety life-pycle
thall define all activities and equipment required for validation. The following items|shall
cluded:

e validation activities including validation of the SIS with respect to the SRS inclyiding
nplementation and resolution of resulting recommendations;

blidation of all relevant’process operating modes of the process and its assodiated
Huipment including;

preparation ferwse including setting and adjustment;
start-up, automatic, manual, semi-automatic, steady state of operation;
re-setting, shutdown, maintenance;

h-the
life-

releanabeicphase oth

cycle;

the procedures, measures and techniques to be used for validation, including how
validation activities can be performed, without putting the plant and process at risk of the
hazardous events the SIS is to protect against;

when these activities shall take place;

the persons, departments and organizations responsible for these activities and the levels
of independence for validation activities;

reference to information against which validation shall be carried out (e.g., cause and
effect chart);

the equipment and facilities that needs to be installed or made available (e.g. isolation
valves and leak detection equipment that will be needed for the testing of valves).

NOTE Examples of validation activities include loop testing, logic testing, calibration procedures, simulation
of application-seftware program.
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‘ 15.2.2 Additienal Validation planning for the-safety application-seftware program shall include
the following:

identification of the—safety—seftware application program functions which needs to be
validated for each process operating mode before commissioning begins;

the technical strategy for the validation including (where relevant):
— manual and automated techniques;

— static and dynamic techniques;

— analytical and statistical techniques.

ir—mmmwmmm—mmm—mm—mmﬁ, that
wlill be used for confirming that each SIF conforms with the specified safety requirements

ahd the specified SIL;

the required environment in which the validation activities are to take place)(e.g., for|tests
this would include calibrated tools and equipment);

the application program;

the pass/fail criteria for accomplishing-seftware validation includingt
—| the required process and operator input signals with their sequéences and their valyes;
—| the anticipated output signals with their sequences and,their values;
—| other acceptance criteria, for example memory usage,{iming and value tolerances)

the policies and procedures for evaluating the results of the validation, particlilarly
Jilures;

al]l documents (see Clause 19) are validated for accuracy, consistency and traceabiljty of
the SIF from inception during the H&RAthrough the final installed SIF.

15.2/3 Where measurement accuracy.is required as part of the validation then instruments
used| for this function should be calibrated against a specification traceable to a standard
withip an uncertainty appropriate to the application. If such a calibration is not feasiblg, an

altermative method shall be used,and documented.

15.2/4 The validation of the SIS and its associated SIF(s) shall be carried out in accordance
with fthe SIS validation planning. Validation activities shall include, but not be limited tq, the

following:

cpnfirmatiopy that the SIS performs under normal and abnormal process operating modes
¢.g., start=up, shutdown) as identified in the SRS;

cpnfirmation that adverse interaction of the BPCS and other connected systems dp not
affecCt'the proper operation of the SIS;

the—StSproperty communicates (Where Tequired) with the BPCS or any other system or
network, including during abnormal conditions such as a data overload,;

sensors, logic solver, and final elements perform in accordance with the SRS, including all
redundant channels, including abnormal condition such as data overload,;

NOTE If a factory acceptance test (FAT) was performed on the logic solver as described in Clause 13, credit
may can be taken for validation of the logic solver by the FAT. After all equipment is installed in the plant, full
loop validation will test the logic solver functionality and its connections to other SIS subsystems.

SIS design documentation is consistent with the installed system;

confirmation that the SIF performs as specified on invalid process variable values (e.qg.,
out of range);

the proper shutdown sequence is activated,;

the SIS provides the proper annunciation and proper operation display;
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¢ computations that are included in the SIS are correct for expected range of values but also

a

t limits and over the limits;

o the SIS reset functions perform as defined in the SRS;

e b

ypass functions operate correctly;

e start-up overrides operate correctly;

¢ manual shutdown systems operate correctly;

e the proof-testintervalsare policy documented in the maintenance procedures;

e d

o the-software application program does not jeopardize the /safety requirements unde
fgult conditions and in degraded modes of operation and for BPCS fault conditions fo
interfaces between the SIS and BPCS;

{5 The-software validation of the application program shall determing whether:

iagnostic alarm functions perform as required;

bnfirmation that the SIS performs as required on loss of utilities (e.g., electrical p

bsired state;

bnfirmation that the EMC immunity, as specified in the SRS (see 10:3), has
Chieved.

| of the specified—seftware application program safety requirements (see 10.3.2
brrectly performed;

pwer,

r, hydraulics) and confirmation that, when the utilities are restored, the SIS returns tp the

been

are

r SIS
r any

e the application program does not jeopardizethe safety requirements by exeduting

The i

15.2.
activ
docu

L]
—_ [—
@)

¢
h
i
f
.ot

L] [ ] [ ]
—~ o~ —

Iinused”’ software functionality, i.e., functionality’not defined in the specification.

nformation of the validation activities shall be available.

6 Appropriate—information—of-theesulis—of-the The results from the validation
ties shall represent and coverdhe entire SIS validation process. SIS valid
mentation shall be produced which provides:

e version of the SIS validation planning being used,;

e SIF(s) under test (or analysis), along with the specific reference to the requirg
entified during the SIS.validation planning;

ols and equipment used, along with their calibration data;
e results of each test;

e version{af-the test specification used;

e criteria“for acceptance of the-integration completed tests;

ewersion of the SIS hardware, application program(s), and other software being tes

plan
ation

ment

ed;

e a

Ty diScrepancy  between expected —and actua—Tesutts—and—the Tesotution —of

discrepancy;

that

e the analysis made and the decisions taken on whether to continue the test or to issue a
change request, in the case where discrepancies occur.

15.2.7 When discrepancies occur between expected-and-actual results; The results shall be
verified against the expected results. All discrepancies shall be analysed and the findings
shall be available as part of the validation documentation. This shall include the analysis
made and the decisions taken on whether to continue the validation or to issue a change
request and to return to an earlier part of the development life-cycle.

15.2.8 After the SIS validation and prior to the identified hazards being present, the following

activi

ties shall be carried out:
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all bypass functions (e.g., PE logic solver and PE sensor forces, disabled alarms) shall be
returned to their normal position;

all process isolation valves shall be set according to the process start-up requirements
and procedures;

all test materials (e.g., fluids) shall be removed,;

all-forces—shal-be-removed-and-ifapplicable—alforce—enables commissioning overrides

and force permissives shall be removed.

16 SIS operation and maintenance

16.1| Objectives

The ¢bjectives of the requirements of Clause 16 are to ensure that:

16.2| Requirements

—

He required SIL of each SIF is maintained during operation and maintenance;

the SIS is operated and maintained-so-that-the-designed-functional-safety-is-maintained in

a|lway that sustains the required safety integrity.

16.21 Operation and maintenance planning for the SIS shallbe carried out. It shall provide

the following:

-

gutine and abnormal operation activities;

rspection, proof testing, preventive and breakdown maintenance activities;

the procedures, measures and techniques tocbe used for operation and maintenance;

—

He operational response to faults andy(failures identified by diagnostics, inspectiops or
foof-tests;

< O

prification of-adherence conformitinto operations and maintenance procedures;

when these activities shall take.place;

—

Re persons, departments and-organizations responsible for these activities;

a|SIS maintenance plan.

NPTE The SIS maintenaRce plan can state different maintenance features depending on the SIL level.

16.2)2 Operation and”maintenance procedures shall be developed in accordance with the

relevant safety planning and shall provide the following:

a)

d)

f)

the routinesyactions methods and procedures which need to be carried out to maintaip the

"s desrgned“ functional safety of the SIS —for-example—adhering—to—proof-test-intgrvals

adequate vaI|dat|on is bemg performed after replacement of any deV|ce

the—aetions measures and constraints that are necessary to prevent an unsafe state
and/or reduce the consequences of a hazardous event during maintenance or operation
(e.g., when a system needs to be bypassed for testing or maintenance, what additional
mitigation-steps risk reduction needs to be implemented);

the methods and procedures which are used to test the diagnostics;

the information which needs to be maintained on-system SIS failure and the demand rates
on the SIS;

procedures for collecting data related to the demand rate and SIS reliability parameters;

NOTE 1 Collection and analysis of failure data has many benefits including the potential to reduce
maintenance costs if failures rates in operation are significantly lower than what were predicted during design.
Implementation costs of new installations can also be reduced because new designs can be based on less
conservative failure rates.
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g)

h)

the information which needs to be maintained showing results of audits and tests on the
SIS;

the maintenance procedures to be followed when faults or failures occur in the SIS,
including:

e procedures for fault diagnostics and repair;
e procedures for revalidation;
e maintenance reporting requirements;

e procedures for tracking maintenance performance.
NOTE 2 Considerations include:

— procedures for reporting failures;
— procedures for analysing systematic failures;
— the actions to allow safe shutdown in the event of BPCS failure;

— ensuring that test equipment-used—during—normal-maintenance—asctivities is propesly calibrated and

maintained.

16.23 Operation procedures shall be made available. Compensating Teasures that efsure
contihued safety while the SIS is disabled or degraded due to bypassy(repair or testing)|shall
be applied with the associated operation limits (duration, process parameters, etc.).| The
operdtor shall be provided with information on the procedures terbe applied before and during
bypaps and what should be done before the removal of thelbypass and the maximum|time

allowled to be in the bypass state. This information shall be geviewed on a regular basis.

NOTE| The operating and maintenance procedures can include y€rification that bypasses are removed aftell proof

testing.

16.24 Continued process operation with a SI§device in bypass shall only be permittefl if a
hazafds analysis has determined that compegnsating measures are in place and that|they

provide adequate risk reduction. Operatingpkocedures shall be developed accordingly.

16.2/5 Operation and maintenancexshall proceed in accordance with the relg¢vant

procg¢dures.

16.2)6 Operators shall be trained on the function and operation of the SIS in their area.| This

training shall ensure that theyunderstand:

=

bw the SIS functions:(trip points and the resulting action that is taken by the SIS);
NPTE 1 This can dlsginclude impact of an SIS action to remaining operational plant.
the hazard the SIS is protecting against;

the correct)operation and management of all bypass/override switches and under |what
clrcumstances these bypasses are to be used;

the‘operation of any manual shutdown switches and manual start-up activity and when

t|— o AR L owiteabhao ara h antivatad:
CoU TTIIdAdiTudr owiluliCo dire 1 vo auvuvailcu,

NOTE 2 This-may can include “system reset” and “system restart”.

expectation on activation of any diagnostic alarms (e.g., what action shall be taken when
any SIS alarm is activated indicating there is a problem with the SIS);

the proper verification of the diagnostics.

16.2.7 The status of all bypasses shall be recorded in a bypass log. All bypasses need
authorization and indication.

16.2.8 Maintenance personnel shall be trained as required to sustain full functional
performance of the SIS (hardware and software) to-its-targeted-integrity meet the target SIL of
each SIF.
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16.2.9 Discrepancies between expected behaviour and actual behaviour of the SIS shall be
analysed and, where necessary, modifications made such that the required safety is
maintained. This shall include monitoring the following:

e the demand rate on each SIF (see 5.2.5.3);

e the actions taken following a demand on the system;

e the failures and failure modes of equipment forming part of the SIS-established-during
routine, including those identified during normal operation, inspection, testing or-actual
demand on a SIF;

e the cause of the demands;

e the cause and frequency of-false spurious trips;

o
—

He failure of equipment forming part of any compensating measures.

NOTE
NI

This-s]

16.210 The operation and maintenance procedures may require jevision, if necessary,
following:

o fynctional safety audits;

e tgsts on the SIS;

e ekperience from normal or abnormal operation and maintenance events.
16.2(11 Written proof-test procedures shall be devéloped for every SIF to reveal danggrous

failures undetected by diagnostics. These writtenxiest procedures shall describe every|step
that iis to be performed and shall include:

]
—

He correct operation of each sensor and final element;

e correct logic action;

e coprrect alarms and indications.

NOTE| The following methods-may cap'be used to determine the undetected failures that need to be tested:
— eXamination of fault trees;

— fdilure mode and effect analysis;

— rdliability centred maintenance.

16.2[12 SIS spakeparts shall be identified and shall be made available to minimiz¢ the
bypaps duratiopydue to unavailability of any replacement part for the SIS.

NOTE| Replaeements that are not in kind (like for like) can be managed as a modification to the SIS.

16.213<{Persons responsible for operations and maintenance shall review the hazardq and
risk anmatysis, affocatiom and—designm to_ensure the assumptions made are vaid e.g.
assumptions on occupancy and corrosion protection.

16.3 Proof testing and inspection
16.3.1 Proof testing

16.3.1.1 Periodic proof tests shall be conducted using a written procedure—({see—16-2-8} to
reveal undetected faults that prevent the SIS from operating in accordance with the SRS.

NOTE 1 Particular attention can be made to identify failure causes that may lead to common cause failures.

NOTE 2 Functional test procedures can also emphasize the need to avoid introducing common cause failures.
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16.3.1.2 The entire SIS shall be tested including the sensor(s), the logic solver and the final
element(s) (e.g., shutdown valves and motors).

NOTE

Testing of the SIS can be performed either end-to-end or in segments (see 11.8.1).

16.3.1.3 The schedule for the proof tests shall be according to the SRS. The frequency of
proof tests for a SIF shall be determined through PFD,,, or PFH calculation in accord
with 11.9 for the SIS as installed in the operating enwronment

ance

NOTE Different parts of the SIS-may can require different test intervals, for example, the logic solver-may can
require a different test interval than the sensors or final elements.

16.3.
timel

16.3.
re-e\
hard

NOTE
frequg

16.3.
of an

1.4 Any deficiencies found during the proof testing shall be repaired in a saf¢g
y manner. A proof test shall be repeated after the repair is completed.

aluated based on various factors including historical test data, plant)experience

vare degradation,—and-seftware-reliability.

The user can adjust the test frequency based on this data and an analysi§~of the original basis f
ncy.

1.6 Any change to the application-tegic program requires.full validation and a proo
y SIF impacted by the change. Exceptions to this are allewed if appropriate review

and

1.5 At some periodic interval (determined by the user), the frequency of testing shall be

and

r test

f test
and

partial testing of changes are carried out to ensure the changes were-correcthyimplemented

desig

16.3,
signi
16.3.

Eachi
modi
brach

NOTE

16.3,

The
as rej

ned per the updated safety requirements and corr€etly implemented.

1.7 Suitable management procedures shallsbe applied to review deferrals and pré
icant delay to proof testing.

2 Inspection
SIS shall be periodically visually inspected to ensure there are no unautho

ets, open wires, broken conduits, broken heat tracing, and missing insulation).

These problems could indicate an increase in the frequency of faults.

3 Documentation of proof tests and inspection

iser shall maintain records that certify that proof tests and inspections were comp
quired. These records shall include the following information as a minimum:

p
b) d

a) dEscription of the tests and inspections performed including identification of the

océdure used;

bvent

rized

fications and no observable deterioration (e.g., missing bolts or instrument covers, riisted

leted

test

tes of the tests and inspections;

c) n

d) serial number or other unique identifier of the system tested (e.g., loop number,

n

ame of the person(s) who performed the tests and inspections;

umber, equipment number, and SIF number);

tag

e) results of the tests and inspection including the “as-found” condition, all faults found

(i

ncluding the failure mode) and the "as-left" condition.

17 SIS modification

171

Objectives

The objectives of the requirements of Clause 17 are:
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that modifications to any SIS are properly planned, reviewed, approved and documented
prior to making the change;

to ensure that the required safety integrity of the SIS is maintained despite of any changes
made to the SIS.

NOTE Modifications to the BPCS, other equipment, process or operating conditions-sheuld can be reviewed
to determine whether they are such that the nature or frequency of demands on the SIS will be affected. Those
having an adverse effect-sheuld can be considered further to determine whether the level of risk reduction will
still be sufficient.

17.2 Requirements

17.2, Prior—to—carning—out—an
controlling changes shall be in place.

and

17.2)2 The procedures shall include a clear method of identifying and requesting.the wark to

be done and the hazards that may be affected.

17.2)3 Prior to carrying out any modification to a SIS (including the application program) an
analysis shall be carried out to determine the impact on functional safety as a result gf the

17.2}5 All documentation affected by the modification shall be updated.

propdsed modification. When the analysis shows that the proposed)modification—will ¢ould
impagt safety then there shall be a return to the first phase 0of, the SIS safety life-cycle
affected by the modification.

17.2}4 Safety planning for the modification and regsverification shall be available.
Modifications and re-verifications shall be carried out indaccordance with the planning.

17.2)6 Modification activity shall not begin-#itheut until a FSA is completed in accordance
with $.2.6.1.9 and after proper authorisation:

17.2f7 Appropriate information shall* be maintained for all changes to the SIS.| The

information shall include:

aldescription of the modification or change;

the reason for the change;

identified hazards and SIFs which may be affected;

ah analysis of thelimpact of the modification activity on the SIS;
a|l approvals required for the changes;

tests used-to verify that the change was properly implemented and the SIS performs as
requireds

details of all SIS modification activities (e.g., a modification log);

appropriate configuration history;

tests used to verify that the change has not adversely impacted parts of the SIS which
were not modified.

17.2.8 Modification shall be performed with qualified personnel who have been properly
trained. All affected and appropriate personnel should be notified of the change and trained
with regard to the change.

18 SIS decommissioning

18.1 Objectives

The objectives of the requirements of Clause 18 are to ensure that:
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e prior to decommissioning any SIS from active service, a proper review is conducted and
required authorization is obtained;

e the required SIF(s) remain operational during decommissioning activities.
18.2 Requirements

18.2.1 Prior to carrying out any decommissioning of part or all of a SIS or SIF, procedures
for authorizing and controlling changes shall be in place.

18.2.2 The procedures shall include a clear method of identifying and requesting the work to
be done and identifying the hazards that may be affected.

18.2/3 An analysis shall be carried out on the impact on functional safety as a result gf the
proppsed decommissioning activity. The assessment shall include an update of the H&RA
suffigient to determine-the-the breadth-and-depth-that subsegquent-safety life-cycle pHases
shalllneed-to-bere-taken the scope of impact to the SIS safety life cycle. The'subsequenit SIS
safetly life-cycle phases shall need to be re-evaluated. The assessment shall dlso considar:

—

e fynctional safety during the execution of the decommissioning activities;

—

e the impact of decommissioning the SIS on adjacent operating units and facility servicps.

18.24 The results of the impact analysis shall be used during-safety planning to re-activate
implgment the relevant requirements of the IEC 61511 series\including re-verification and re-
validption.

18.2/5 Decommissioning activities shall not begin” without proper documentation| and
authorization.

19 Information and documentation requirements

19.1| Objectives

The pbjectives of the requirements ‘of Clause 19 are to ensure that the necessary informfation
is avpilable and documented in‘order that:

| phases of the SIS safety life-cycle can be effectively performed;

at verification, validation

......

e

19.2  Requirements

19.2.1 The documentation required by the IEC 61511 series shall be available to personnel
implementing the requirements of the IEC 61511 series.

19.2.2 The documentation-should shall:

e describe the installation, system or equipment and the use of it;
e be accurate and up to date;
e be easy to understand;

e suit the purpose for which it is intended;
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e be available in an accessible, maintainable and editable form, so that appropriate and
relevant documents can be readily and accurately identified, located, retrieved and
revised.

NOTE Further details of the requirements for information are included in Clause 14 and Clause 15.

19.2.3 The documentation shall have unique identities so it shall be possible to reference
the different parts.

19.2.4 The documentation shall have designations indicating the type of information.

19.2 5—The documentation shatt—be traceabte tothe functioma—and—mtegrity Tequitements
arising from this standard, including the H&RA.

19.2)6 The documentation shall have a revision index (for example, version‘thumbers) to
makg it possible to identify different versions of the information.

19.2[7 The documentation shall be structured to make it possible tgo .search for rel¢vant
information. It shall be possible to identify the latest revision (version) of a document.

NOTE| The physical structure of the documentation-sheuld can vary depending ‘upon a number of factors sych as
the size of the system, its complexity and the organizational requirements.

19.2)8 All relevant documentation shall be revised, amended, reviewed, approved and [shall
be under the control of an appropriate information contrgol scheme.

19.209 Current documentation pertaining to the following shall be maintained:

e results of the H&RA and the related assumptions;

t
b) the equipment used for SIF together with'its safety requirements;
the organization responsible for maintaining functional safety;

the procedures necessary to achiéve and maintain functional safety of the SIS;
e) the modification information as defined in 17.2.5;
f) the safety manual(s);
g) design, implementation, test and validation.

NOTE Further details of the requirements for information are included in 12.4.2, Clausgs 14
and 15 and in 16.3.8.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and application programming requirements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
alll national electrotechnical committees (IEC National Committees). The object ,of IEC is to prpmote
infernational co-operation on all questions concerning standardization in the electrical and electronic fielfis. To
this end and in addition to other activities, IEC publishes International Standards,“Technical Specificqtions,
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (héreafter referred to as| “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEG, National Committee intefested
in |[the subject dealt with may participate in this preparatory work. Intergational, governmental and non-
gojernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates dlosely
with the International Organization for Standardization (ISO) in accdrdance with conditions determined by
agreement between the two organizations.

2) Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
copsensus of opinion on the relevant subjects since each technical committee has representation fropm all
inferested IEC National Committees.

3) IEC Publications have the form of recommendations forlinternational use and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts\are made to ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or fgr any
mipinterpretation by any end user.

4) In|]order to promote international uniformity, |EC "National Committees undertake to apply IEC Publidations
transparently to the maximum extent possjble in their national and regional publications. Any divergence
betfween any IEC Publication and the corresponding national or regional publication shall be clearly indicgted in
th¢ latter.

5) IEL itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fpr any
sefvices carried out by independent certification bodies.

6) Allusers should ensure that they have the latest edition of this publication.

7) N( liability shall attach 1o lEC or its directors, employees, servants or agents including individual experfs and
megmbers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any hature whatsoever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising ‘out of the publication, use of, or reliance upon, this IEC Publication or any othgr IEC
Publications.

8) Atfention is'drawn to the Normative references cited in this publication. Use of the referenced publicatipns is
indispensable for the correct application of this publication.

9) Atfentionis drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patenivights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61511-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

e references and requirements to software replaced with references and requirements to
application programming;

o functional safety assessment requirements provided with more detail to improve
management of functional safety.

¢ management of change requirement added;
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e security risk assessment requirements added;.

e requirements expanded on the basic process control system as a protection layer;

2016

e requirements for hardware fault tolerance modified and should be reviewed carefully to

understand user/integrator options.

The text of this standard is based on the following documents:

FDIS Report on voting
65A/777/FDIS 65A/784/RVD

Full information on the voting for the approval of this standard can be found in the repo
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

rt on

A lisf| of all parts in the IEC 61511 series, published under the general title Functional safety —

safelly instrumented systems for the process industry sector, can be found on the IEC wel

The pommittee has decided that the contents of this publication Wwill remain unchanged
the gtability date indicated on the IEC website under "http;/webstore.iec.ch" in the
relatéd to the specific publication. At this date, the publication.will be

—

confirmed,

ithdrawn,

g¢placed by a revised edition, or
* amended.

3

—

The gontents of the corrigendum of September 2016 have been included in this copy.

bsite.

until
data
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INTRODUCTION

Safety instrumented systems (SISs) have been used for many years to perform safety
instrumented functions (SIFs) in the process industries. If instrumentation is to be effectively
used for SIFs, it is essential that this instrumentation achieves certain minimum standards
and performance levels.

The IEC 61511 series addresses the application of SISs for the process industries. The
IEC 61511 series also addresses a process Hazard and Risk Assessment (H&RA) to be
carried out to enable the specification for SISs to be derived. Other safety systems'
contribhutions are nnly caonsidered with respect to the pprfnrmam‘p rpquirpmpnfq for the SIS.
The (SIS includes all devices necessary to carry out each SIF from sensor(s).to |final
element(s).

The [EC 61511 series has two concepts which are fundamental to its application: SIS safety
life-ciycle and safety integrity levels (SILs).

The | IEC 61511 series addresses SISs which are based “on the usdg of
electfical/electronic/programmable electronic technology. Where other technologies are [used
for Idgic solvers, the basic principles of the IEC 61511 series should*be applied to ensurg the
functjonal safety requirements are met. The IEC 61511 series also addresses the SIS sefsors
and ffinal elements regardless of the technology used. The' ,IEC 61511 series is prqcess
indugtry specific within the framework of the IEC 61508 series:

The |[EC 61511 series sets out an approach for SIS saféty life-cycle activities to achieve these
minirhum principles. This approach has been adopted in order that a rational and consistent
technical policy is used.

In most situations, safety is best achieved:by an inherently safe process design. Howeyer in
somg instances this is not possible or nofwpractical. If necessary, this may be combined with a
protective system or systems to address any residual identified risk. Protective systemg can
rely |on different technologies (chemical, mechanical, hydraulic, pneumatic, elecfrical,
electfonic, and programmable electrenic). To facilitate this approach, the IEC 61511 serigs:

o afldresses that a H&RA is'carried out to identify the overall safety requirements;

e afldresses that an allocation of the safety requirements to the SIS is carried out;

e works within a framework which is applicable to all instrumented means of achigving
fynctional safety

o dptails the uSe‘of certain activities, such as safety management, which may be applitable
tq all metheds of achieving functional safety.

The IEC 61511 series on SIS for the process industry:

° a’*lrlraecae all SIS cafaty lifa.cvela nhacac fram initial caoncant dacian imnlamantd tlon
uuuuuuuuuuuuuuuuuuu V—He-cyere—phasSes—Hoe—iiHa—6oR6ce pH—aesSighs—Hpreehta y

operation and maintenance through to decommissioning;

e enables existing or new country specific process industry standards to be harmonized with
the IEC 61511 series.

The IEC 61511 series is intended to lead to a high level of consistency (e.g., of underlying
principles, terminology, and information) within the process industries. This should have both
safety and economic benefits. Figure 1 below shows an overall framework of the IEC 61511
series.

In jurisdictions where the governing authorities (e.g., national, federal, state, province, county,
city) have established process safety design, process safety management, or other
regulations, these take precedence over the requirements defined in the IEC 61511 series.
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and application programming requirements

This part of IEC 61511 gives requirements for the specification, design, installation,>openation
and |maintenance of a safety instrumented system (SIS), so that it can-.be” confidently
entrdsted to achieve or maintain a safe state of the process. IEC 61511-1 has |pbeen

deve|oped as a process sector implementation of IEC 61508:2010.

In palrticular, IEC 61511-1:

a)

b)

f)
g)

h)

specifies the requirements for achieving functional safety~but does not specify who is
responsible for implementing the requirements {(e7g., designers, suppliers,
owner/operating company, contractor). This responsibility will be assigned to different
plarties according to safety planning, project planning and management, and nafional
régulations;

applies when devices that meets the requireménts of the IEC 61508 series publishged in
2010, or IEC 61511-1:2016 [11.5], is integrated into an overall system that is to be jused
for a process sector application. It does not\apply to manufacturers wishing to claim that
devices are suitable for use in SISs for~the process sector (see IEC 61508-2:2010 and
IEC 61508-3:2010);

defines the relationship between IEC261511 and IEC 61508 (see Figures 2 and 3);

applies when application programs are developed for systems having limited varigbility
ldnguage or when using fixed programming language devices, but does not apgly to
anufacturers, SIS designers, integrators and users that develop embedded soffware
(system software) or use_full variability languages (see IEC 61508-3:2010);

applies to a wide variety of industries within the process sector for example, chemicals, oil
and gas, pulp andy‘*paper, pharmaceuticals, food and beverage, and non-nuclear power
generation;

NDPTE 1 Withifsthe process sector some applications may have additional requirements that have|to be
satisfied.

outlines_the relationship between SIFs and other instrumented functions (see Figure 4);

reésults/in the identification of the functional requirements and safety integrity requirements
forihe SIF taking into account the risk reduction achieved by other methods;

specifies life-cycle requirements for system architecture and hardware configuration,
application programming, and system integration;

specifies requirements for application programming for users and integrators of SISs.

applies when functional safety is achieved using one or more SIFs for the protection of
personnel, protection of the general public or protection of the environment;

may be applied in non-safety applications for example asset protection;

defines requirements for implementing SIFs as a part of the overall arrangements for
achieving functional safety;

uses a SIS safety life-cycle (see Figure 7) and defines a list of activities which are
necessary to determine the functional requirements and the safety integrity requirements
for the SIS;
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specifies that a H&RA is to be carried out to define the safety functional requirements and

safety integrity levels (SIL) of each SIF;

NOTE 2 Figure 9 presents an overview of risk reduction means.

establishes numerical targets for average probability of failure on demand (in demand

mode) and average frequency of dangerous failures (in demand mode or contin
mode) for each SIL;

specifies minimum requirements for hardware fault tolerance (HFT);
specifies measures and techniques required for achieving the specified SIL;
defines a maximum level of functional safety performance (SIL 4) which can be achi

uous

eved

f ca814514 14-
o oTo-TT3

defines a minimum level
IEC 61511-1 does not apply;

provides a framework for establishing the SIL but does not specify the SI_“require
specific applications (which should be established based on knowledgeof the parti
application and on the overall targeted risk reduction);

of functional safety performance (SIL 1) below ™V

specifies requirements for all parts of the SIS from sensor to final element(s);

fines the information that is needed during the SIS safety life-cycle;

specifies that the design of the SIS takes into account human factors;

does not place any direct requirements on the individual dperator or maintenance per

PROCESS SECTOR
SAFETY
INSTRUMENTED
SYSTEM
STANDARDS

vhich

d for
cular

soN:

Safety
Manufacturers and instrumented
suppli_ers of systems designers,
devices integrators and
users
IEC 61508
IEC 61511
IEC

Figure 2 — Relationship between IEC 61511 and IEC 61508

NOTE 3 IEC 61508 is also used by safety instrumented designers, integrators and users where directed in
IEC 61511.
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e

No Is this an Yes
Instrumented

function?

Yes Safety No No Safety
Function? instrumented
_W function?

v Continuous Demang

\
w;/ Not relevant )

—_|y— —_ yvy__ L \ 4

| I Other Conti

Othgr means of I instrumented I\zndmuSoILIJ:S Demand mqgde
risk reduction means<of-risk I hel= Mode SIH

| I | reduction I

—_—— — — —_—e

—_
r ] Standard specifies activities which are to be carried out but requirements are not detailed
— IEC

Figure 4 — Relationship between safety instrumented functions and other functions

2 Normative references

The {ollowing-decuments, in whole or in part, are normatively referenced in this documenf and
are indispensable for its application. For dated references, only the edition cited applies. For
undafed ( references, the Ilatest edition of the referenced document (including| any
amendments) applies.

IEC 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General Requirements

IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements
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Terms, definitions and abbreviations

Terms

Terms are listed alphabetically in 3.2.

3.2

For

Terms and definitions

the purposes of this document, the following definitions apply.

In some cases these definitions differ from the definitions of the same terms in IEC 61508-4:2010. In some cases

this
othe
1ISO/

betwegn these definitions and the definitions of the same terms in IEC 61508-4:2010.

3.2,

archjtecture
confijguration

spe

Note { to entry: In the IEC 61511 series this can mean, for example, arrangement of SIS subsystems, the ir
structyire of a SIS subsystem or the internal structure of SIS application programs.

3.2.
ass

functjon allocated to a system and designed for the purpose of preventing loss or dama

ass

3.2.

basi¢ process control system
BPCH
systgm which responds to input signals;*from the process, its associated equipment,
progfammable systems and/or operators and generates output signals causing the prg

and
any

Note 1 to entry: A BPCS includes-all of the devices necessary to ensure that the process operates in the d

man

Note 2 to entry: A BPCS typically may implement various functions such as process control fun

mon

3.2.
bypass

acti

Note 1torentry: Fynmlnlpq of h\/lnnqqinn include-

is| due to the terminology used in the process sector. In other cases these definitions have been aligne
r| relevant definitive references (e.g., IEC 60050 the |International Electrotechnical Voeal
IHC Guide 51:2013). However, unless otherwise stated, there is no difference in the technical/m4

1

c|fic configuration of hardware and software components in a system

2
et protection

els

3

ts associated equipment to gpérate in the desired manner but which does not pe
$IF

ner.

itgring, and alarms.

oh or facility to prevent all or parts of the SIS functionality from being executed

d with
ulary,
taning

ternal

ge to

bther
cess
Hform

esired

tions,

the input signal is blocked from the trip logic while still presenting the input parameters and alarm
operator;

the output signal from the trip logic to a final element is held in the normal state preventing final el
operation;

a physical bypass line is provided around the final element;

preselected input state (e.g., on/off input) or set is forced by means of an engineering tool (e.g.,
application program).

to the

ement

in the

Note 2 to entry: Other terms are also used to refer to bypassing, such as override, defeat, disable, force, or
inhibit or muting.

3.2.5
channel

dev

ice or group of devices that independently perform(s) a specified function
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Note 1 to entry: The devices within a channel could include input/output (I1/O) devices, logic solvers, sensors, and
final elements.

Note 2 to entry: A dual channel (i.e., a two-channel) configuration is one with two channels that independently
perform the same function. Channels may be identical or diverse.

Note 3 to entry: The term can be used to describe a complete system or a portion of a system (e.g., sensors or
final elements).

Note 4 to entry: Channel describes SIS hardware architectural features often used to meet hardware fault
tolerance requirements.

3.2.6
com e

3.2.6/.1

common cause failures, pl
conclprrrent failures of different devices, resulting from a single event, where these failures are
not cpnsequences of each other

Note 1 to entry: All the failures due to a common cause do not necessarily occur exactly at the same time anpd this
may ajlow time to detect the occurrence of the common cause before a SIF is actually.failed.

Note 2 to entry: Common cause failures can also lead to common mode failufes.

Note 3 to entry: The potential for common cause failures reduces the\€ffect of system redundancy of fault
tolerance (e.g., increases the probability of failure of two or more channels in a multiple channel system).

Note 4 to entry: Common cause failures are dependent failurésy“They may be due to external events|(e.g.,
tempeyrature, humidity, overvoltage, fire, and corrosion), systématic fault (e.g., design, assembly or instaflation
errors} bugs), human error (e.g., misuse), etc.

Note § to entry: By extension, a common cause failure™(in singular form) is a failure belonging to a pet of
concufrent failures (plural form) according to 3.2.6.1 defifition.

3.2.6/.2

common mode failures, pl
conclrrent failures of different deviees characterized by the same failure mode (i.e., identical
faultg)

Note {1 to entry: Common mode failures may have different causes.
Note 2 to entry: Common made failures can also be the result of common cause failures (3.2.6.1).

Note 3 to entry: The potential for common mode failures reduces the effectiveness of system redundandy and
fault tplerance (e.g., failure of two or more channels in the same way, causing the same erroneous result).

Note 4 to entry/~'By extension, a common mode failure (in singular form) is a failure belonging to a pet of
concufrent failures (plural form) according to 3.2.6.2 definition.

3.2.7
compensating measure
temporary implementation of planned and documented methods for managing risks during any
period of maintenance or process operation when it is known that the performance of the SIS
is degraded

3.2.8
component
one of the parts of a system, SIS subsystem, or device performing a specified function

Note 1 to entry: Component may also include software.
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3.2.9

configuration management

discipline of identifying the components and the arrangements of those components of an
evolving system for the purposes of controlling changes to those components, and
maintaining continuity of the system and traceability of any changes throughout the life-cycle

3.2.9.1
conservative approach
cautious way of doing analysis and calculations

Note 1 to entry: In the safety field, each time an analysis, assumptions, or calculation has to be done (about
modelF, Tnput data, computations, etc.) It can be chosen In order 10 be sure to produce pessimistic results.

3.2.10
contfol system
systgm which responds to input signals from the process and/or from an™operator|] and
generates output signals causing the process to operate in the desired manner

Note {1 to entry: The control system includes sensors and final elements and may bg ‘éither a BPCS or a BIS or
a compination of the two.

3.2.111
danderous failure
failure which impedes or disables a given safety action

Note { to entry: A failure is "dangerous" only with regard to a givenSIF.

Note 2 to entry: When fault tolerance is implemented, a dangerous failure can lead to either:

degraded SIF where the safety action is available ‘but there is either a higher PFD (demand mgde of
eration) or a higher likelihood of initiating an hazardous event (continuous mode of operation), or

disabled SIF where the safety action is completely disabled (demand mode of operation) or the hazardous

a
o
a
eyent has been induced (continuous mode of operation).

Note 3 to entry: When no fault tolerance is implemented, all dangerous failures lead to a disabled SIF.

3.2.12
deijdent failure

failue whose probability canhot be expressed as the simple product of the uncondifional
probabilities of the individual'events which caused it

Note {1 to entry: Two events A and B are dependent if the probability of occurrence of A and B, P(A and|B), is
greatdr than P(A) x P(B)

Note 2 to entry: {See 9.4.2 and |IEC 61511-3:2016, Annex J for consideration of dependent failures bedtween
protedtion layers.

Note 3 to eintny: Dependent failures include common cause.

3.2.13
detected

revealed

overt

relating to hardware and software failures or faults which are not hidden because they
announce themselves or are discovered through normal operation or through dedicated
detection methods

Note 1 to entry: There are some differences in the use of these terms:

— Overt is used for failures or faults which announce themselves when they occur (e.g., due to the change of
state). The repair of such failures can begin as soon as they have occurred.

— Detected is used for failures or faults which do not announce themselves when they occur and which remain
hidden until detected by some means (e.g., diagnostic tests, proof tests, operator intervention like physical
inspection and manual tests). The repair of such failures can begin only after they have been revealed. See
Note 2 for the specific use of this term in IEC 61511.
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— Revealed is used for failures or faults that become evident due to being overt or as a result of being detected.

Note 2 to entry: In IEC 61511 and except when the context suggests another meaning, the term dangerous
detected failures/faults is related to dangerous failures detected by diagnostic tests.

Note 3 to entry: When the detection is very fast (e.g., by diagnostic tests) then the detected failures or faults can
be considered to be overt failures or faults.

When the detection is not very fast (e.g., by proof tests) the detected failures or faults cannot be considered to be
overt failures or faults when addressing safety integrity levels.

Note 4 to entry: A dangerous revealed failure can only be treated as a safe failure if effective measures,
automatic or manual, are taken in a short enough time to maintain process safety.

3.2.14
devige
hardyare, with or without software, capable of performing a specified function

Note { to entry: Examples are sensors, logic solvers, final elements, operator interfaces, and-field wiring.

3.2.14.1

field|device
SIS ¢r BPCS device connected directly to the process or located ‘in close proximity tp the
procegss

Note { to entry: Examples are sensors, final elements and manual switches,

3.2.1p5
diaghostics
frequent (in relation to the process safety time) automatic test to reveal faults

3.2.15.1

diaghostics coverage
DC
fractijon of dangerous failures rates detected by diagnostics. Diagnostics coverage doep not
inclugle any faults detected by proof tests

Note { to entry: Diagnostics coverage-is-typically applied to SIS devices or SIS subsystems. E.g., the diagrfostics
coverage is typically determined for.a‘sensor, final element or a logic solver.

Note 2 to entry: For safety applications the diagnostics coverage is typically applied to dangerous failures pf SIS
devicgs or SIS subsystemse«.For example, the diagnostics coverage for the dangerous failures of a deyice is
DC = hpp/Apt » Where A (is)the dangerous detected failure rate and L is the total dangerous failure rate.|For a
SIS sybsystem with intetnal redundancy, DC is time dependant: DC(t)= Ay (t)/ k(1)

Note 3 to entry: Mhen the diagnostics coverage (DC) and the total dangerous failure rate (Ly;) are given, the
detected (1) andiundetected dangerous failure rates (Ay,) can be computed as follows:

hpp =|PC X Apt and Ay, = (1-DC) x Apy -

3.2.16
diversity
different means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical means, different programming techniques, or
different design approaches.

3.2.17

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

[SOURCE: IEC 60050-192:2015, 192-03-02]
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3.2.18
failure
loss of ability to perform as required

Note 1 to entry: A failure of a device is an event that results in a fault state of that device.

Note 2 to entry: When the loss of ability is caused by a latent fault, the failure occurs when a particular set of
circumstances is encountered.

Note 3 to entry: Performance of required functions necessarily excludes certain behaviour, and some functions
may be specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

Note 4_to entry: Failures are eijther random or systematic (see 3.2 61 and 3. 2 83)

[SOYRCE: IEC 60050-192:2015, 192-03-01, modified — Notes to entry have been changed]

3.2.18.1
failure mode
manner in which failure occurs

Note { to entry: A failure mode may be defined by the function lost or the state transition that occurred.

[SOURCE: IEC 60050-192:2015, 192-03-17]

3.2.19
fault
inability to perform as required, due to an internal state

Note { to entry: A fault of an item results from a failure, either of the item itself, or from a deficiency in an parlier
stage [of the life-cycle, such as specification, design, manufacture or maintenance.

Note 2 to entry: A fault of a device results in a failure(when a particular set of circumstances is encountered

[SOYRCE: IEC 60050-192:2015, 192-04-01, modified — Some notes to entry have peen
chanped, others have been deleted]

3.2.20
fault|avoidance
use ¢f techniques and procedures which aim to avoid the introduction of faults durindg any
phasg of the SIS safety_life-cycle

3.2.20.1
fault|exclusion
elimipation from further consideration of faults due to improbable failure modes

Note { to, éntry: Further information about fault exclusion can be found in ISO 13849-1 and ISO 13849-2 After
those [standards fault exclusion can be based on

—  thetechmicatmprobabitity of occorrence of some faults;
— generally accepted technical experience, independent of the considered application;

— technical requirements related to the application and the specific hazard.

Note 2 to entry: Failure modes, identified in the devices performing the safety function, can be excluded because
their related dangerous failure rate(s) are very low compared to the target failure measure for the safety function
under consideration. That is, the sum of the dangerous failure rates of all serial devices on which fault exclusion is
being claimed, generally cannot exceed more than 1 % of the target failure measure.

3.2.21

fault tolerance

ability of a functional item to continue to perform a required function in the presence of faults
or errors
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3.2.22

final element

part of the BPCS or SIS that implements the physical action necessary to achieve or maintain
a safe state

Note 1 to entry: Examples are valves, switch gear, and motors, including their auxiliary elements (such as
solenoid valve and actuator used to operate a valve).

3.2.23

functional safety
part of the overall safety relating to the process and the BPCS which depends on the correct
functioning of the SIS and other protection layers

3.2.24
functional safety assessment
FSA
invedtigation, based on evidence, to judge the functional safety achieved by one or more SIS
and/¢r other protection layers

3.2.25
functional safety audit
systgmatic and independent examination to determine whethercthe procedures specific tp the
functjonal safety requirements comply with the planned &drrangements, are implemegnted
effectively and are suitable to achieve the specified objectivies

Note { to entry: A functional safety audit may be carried out as part'of a FSA.

3.2.26
hardware safety integrity
part pf the safety integrity of the SIS relatings to random hardware failures in a dangerous
modg¢ of failure

Note 1 to entry: The two failure measures\that are relevant in this context are the average frequency of
dangejrous failure (continuous mode of operation) and the average probability of failure on demand (demand|mode
of opdration).

Note 2 to entry: See 3.2.82.

Note 3 to entry: This definition ‘deviates from the definition in IEC 61508-4:2010 to reflect differences in pfocess
sector terminology.

3.2.2¢7
harm
injury or damage-to the health of people, or damage to property or to the environment

[SOURCE:ISO/IEC Guide 51:2014, 3.1]

3.2.271
harmful event
hazardous event which has caused harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property, or the
environment are exposed to the hazardous situation and, in the case of harm to people, whether any such exposed
people can escape the consequences of the event after it has occurred. A hazardous event which has caused harm
is termed a harmful event.

3.2.28
hazard
potential source of harm

Note 1 to entry: The term includes danger to persons arising within a short time scale (e.g., fire and explosion)
and also those that have a long-term effect on a person's health (e.g., release of a toxic substance or
radioactivity).
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3.2.28.1
hazardous event
event that can cause harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property or the
environment are exposed to the hazardous situation and, in the case of harm to people, whether any such exposed
people can escape the consequences of the event after it has occurred.

[SOURCE: ISO/IEC Guide 51:2014: 3.3, modified — see Note 1]

3.2.2&.2

hazafdous situation
circumstance in which people, property or the environment are exposed to ©one or more
hazards

[SOYRCE: ISO/IEC Guide 51:2014, 3.4]

3.2.2E
human error

intended or unintended human action or inaction that produces an inappropriate result

Note { to entry: Mistakes, slips, and lapses are examples of human errors.

Note 2 to entry: This excludes malicious action.

3.2.30

impdct analysis
activ(ty of determining the effect that a change to a function or component will have to pther
functjons or components in the system as well as in other systems

3.2.311
independent organization
organization that is separate and distinct, by management and other resources, from the
organizations responsible for.the’activities that take place during the specific phase of the SIS
safety life-cycle that is subject to the FSA or validation

3.2,

independent person
pers¢on who is separate and distinct from the activities which take place during the spgcific
phasg of the SlS-'safety life-cycle that is subject to the FSA or validation and does not jhave
direct responsibility for those activities

3.2,

inpl.h. funetion
function which monitors the process and its associated equipment in order to provide input
information for the logic solver

Note 1 to entry: An input function could be a manual function.

3.2.34
instrument
apparatus used in performing an action (typically found in instrumented systems)

3.2.341

instrumented system

system composed of sensors (e.g., pressure, flow, temperature transmitters), logic solvers
(e.g., programmable controllers, distributed control systems, discrete controllers), and final
elements (e.g., control valves, motor control circuits)
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Note 1 to entry: Instrumented systems perform instrumented functions including control, monitoring, alarm and
protective functions. Instrumented systems can be SIS (see 3.2.67) or BPCS (see 3.2.3).

3.2.35

logic function

function which performs the transformations between input information (provided by one or
more input functions) and output information (used by one or more output functions)

Note 1 to entry: Logic functions provide the transformation from one or more input functions to one or more output
functions.

Note 2 to entry: For further guidance, see IEC 61131-3:2012 and IEC 60617-12:1997.

3.2.36

logiqd solver
part ¢of either a BPCS or SIS that performs one or more logic function(s)

Note 1 to entry: In IEC 61511 the following terms for logic solvers are used:

- elgctrical logic systems for electro-mechanical technology;

- elgctronic logic systems for electronic technology;
- PH logic system for programmable electronic systems.

Note 2 to entry: Examples are: electrical systems, electronic systemS,” programmable electronic systems,
pneunpatic systems, and hydraulic systems. Sensors and final elements are not part of the logic solver.

3.2.36.1

safely configured PE logic solver
general purpose industrial grade PE logic solveriwhich is specifically configured for uge in
safety applications

Note { to entry: Further guidance can be found in 11%5.

3.2.
maintenance/engineering interface
hardyare and software provided to“allow proper SIS maintenance or modification

Note {1 to entry: Maintenance/engingering interface can include instructions and diagnostics which may be|found
in soffware, programming terminals with appropriate communication protocols, diagnostic tools, indicators, Hypass
devicgs, test devices, and calibration devices.

3.2.37 1

mean repair time
MRT
expefted overall repair time

Note {1 t@ entty: MRT encompasses the times (b), (c) and (d) of the times for MTTR (see 3.2.37.2).

3.2.37.2

mean time to restoration

MTTR

expected time to achieve restoration

Note 1 to entry: MTTR encompasses:

— the time to detect the failure (a);

— the time spent before starting the repair (b);
— the effective time to repair (c);

— the time before the component is put back into operation (d).

The start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of (c).
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3.2.37.3

maximum permitted repair time

MPRT

maximum duration allowed to repair a fault after it has been detected

Note 1 to entry: The MRT may be used as MPRT but the MPRT may be defined without regards to the MRT:
— A MPRT smaller than the MRT can be chosen to decrease the probability of hazardous event.

— A MPRT greater than the MRT can be chosen if the probability of hazardous event can be relaxed.

Note 2 to entry: When a MPRT has been defined it can be used in place of the MRT for calculating the probability
of random hardware failures.

3.2.38
mitigation
actiop that reduces the consequence(s) of a hazardous event

Note 1 to entry: Examples include emergency depressurization or closing ventilation dampers on detection or
confirfned fire or gas leak or initiation of deluge on confirmed fire detection.

3.2.39
modeg of operation (of a SIF)
way |n which a SIF operates which may be either low demand mode, high demand mogde or
continuous mode

a) lgw demand mode: mode of operation where the SIFxis only performed on demarnd, in
rder to transfer the process into a specified safe state, and where the frequengy of
emands is no greater than one per year.

o
d

b) hjgh demand mode: mode of operation where the SIF, is only performed on demarnd, in

ofder to transfer the process into a specified safe state, and where the frequengy of

d

c

p

emands is greater than one per year.

¢) cpntinuous mode: mode of operation where the SIF retains the process in a safe state as

art of normal operation.

3.2.39.1
demand mode SIF
SIF gperating in low demand mode (3.2.39 a)) or high demand mode (3.2.39 b))

Note 1 to entry: In the event of a,dangerous failure of the SIF, a hazardous event can only occur

flthe failure is undetected;and a demand occurs before the next proof test;

ifthe failure is deteCted by the diagnostic tests but the related process and its associated equipment has|not
be¢en moved to a safe state before a demand occurs.

Note 2 to entry: Inhigh demand mode, it will normally be appropriate to use the continuous mode criteria.

Note 3 to entry:\The safety integrity levels for SIF operating in demand mode are defined in Tables 4 and 5.

3.2.3E.2
cont SIF

SIF operating in continuous mode (3.2.39 ¢))

Note 1 to entry: In the event of a dangerous failure of the SIF a hazardous event will occur without further failure
unless action is taken to prevent it within the process safety time.

Note 2 to entry: Continuous mode covers those SIF which implement continuous control to maintain functional
safety.

Note 3 to entry: The safety integrity levels for SIF operating in continuous mode are defined in Table 5.

3.2.40

module

self-contained part of a SIS application program (can be internal to a program or a set of
programs) that performs a specified function (e.g., final element start/stop/test sequence, an
application specific sequence within a SIF)
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Note 1 to entry: In the context of IEC 61131-3:2012, a software module is a function or function block.

Note 2 to entry: Most modules have repetitive usage within an application program.

3.2.41

MooN

SIS, or part thereof, made up of “N” independent channels, which are so connected, that “M”
channels are sufficient to perform the SIF

3.2.42
necessary risk reduction

risk reduction to be achieved by the SIS(s) and/or other protection layers to ensure that the
tolerable risk is not exceeded

3.2.43
non-programmable system
(NP)[system

systgm based on non-computer technologies (i.e., a system not based.'on programmable
electfonics [PE] or software)

Note 1 to entry: Examples would include hard-wired electrical or electronic systems, mechanical, hydradlic, or
pneunpatic systems.

ipzt;r ting environment
condjtions inherent to the installation of a device that gotentially affects its functionality and
safety integrity, such as:
ekternal environment, e.g. , winterization needs, -hazardous area classification;
plocess operating conditions, e.g., extremes in temperature, pressure, vibration;
e pfocess composition, e.g., solids, salts, or corrosives;

process interfaces;
e integration within the overall plant maintenance and operating management systems;
e cpmmunication through-put,-€.g., electro-magnetic interference; and

c

ility quality, e.g., electrical power, air, hydraulics.

Note {1 to entry: Some process applications may have special operating environment requirements necesdary to
survive a major accident event. For example some equipment requires special enclosures, purging, ¢r fire
protedtion.

3.2

operpting mode
procpss operating mode
any planned state of process operation, including modes such as start-up after emergency
shutgqown, normal start-up, operation, and shutdown, temporary operations, and emergency
operation and shutdown

3.2.46

operator interface

means by which information is communicated between a human operator and the SIS (e.g.,
display interfaces, indicating lights, push-buttons, horns, alarms)

Note 1 to entry: The operator interface is sometimes referred to as the human-machine interface (HMI).

3.2.47

output function

function which controls the process and its associated equipment according to output
information from the logic function
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3.2.48

performance

accomplishment of a given action or task measured against the specification and the
IEC 61511 series

3.2.49
phase
period within the SIS safety life-cycle where activities described in the IEC 61511 series take
place

3.2.50
prevention
actiop that reduces the likelihood of occurrence of a hazardous event

3.2.51

prionf use
documented assessment by a user that a device is suitable for use in a SIS and can megt the
required functional and safety integrity requirements, based on previous.operating experience
in sirilar operating environments

Note {1 to entry: To qualify a SIS device on the basis of prior use, the user can document that the devige has
achieJed satisfactory performance in a similar operating environment. Understanding how the equipment bghaves
in thg operating environment is necessary to achieve a high degree\'¢f/certainty that the planned design,
inspedtion, testing, maintenance, and operational practices are sufficient:

Note 2 to entry: Proven in use is based on the manufacturer’s desigh basis (e.g., temperature limit, vibratiof limit,
corrodion limit, desired maintenance support) for his device. Prior/use deals with device's installed perforfnance
withinla process sector application in a specific operating™environment which is often different thgn the
manufacturer’s design basis.

3.2.52
process risk
risk larising from the process conditions caused by abnormal events (including BPCS
malfynction)

Note { to entry: The risk in this contextis that associated with the specific hazardous event in which SIS arg to be
used fo provide the necessary risk reddgction (i.e., the risk associated with functional safety).

Note 2 to entry: Process risk analysis is described in IEC 61511-3:2016. The main purpose of determining the
process risk is to establish a reference point for the risk without taking into account the protection layers.

Note 3 to entry: Assessment of this risk can include associated human factor issues.

Note 4 to entry: Thisferm equates to “EUC risk” in IEC 61508-4:2010.

3.2.52.1

process safety time
time [pefiod between a failure occurring in the process or the basic process control system
(with[ the” potential to give rise to a hazardous event) and the occurrence of the hazandous
event if the SIF is not performed

Note 1 to entry: This is a property of the process only. The SIF has to detect the failure and complete its action
soon enough to prevent the hazardous event taking into account any process lag (e.g. cooling of a vessel).

3.2.53

programmable electronics

PE

item based on computer technology which may be comprised of hardware, software, and of
input and/or output units

Note 1 to entry: This term covers micro-electronic devices based on one or more central processing units (CPU)
together with associated memories. Examples of process sector programmable electronics include:

— smart sensors and final elements;

— programmable electronic logic solvers including:
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— programmable controllers;

— programmable logic controllers;

- lo

3.2.5

prog
PES

op controllers.

4
rammable electronic system

system for control, protection or monitoring based on one or more programmable electronic
devices, including all devices of the system such as power supplies, sensors and other input
devices, data highways and other communication paths, actuators and other output devices

(see

Figure 5)
Extent of PES Input interfaces Communications Output interfaces
' (e.g., A-D (e.g.,, D-A
: converters) convert_ers)

<Gmanl
<Guum

.

| Programmable —
electronics (PE) | —| [
(see note) e

lnm»>
10D

Input devices Output devices/final elements
(e.g., sensors) (e.gl)actuators)

Basic PES structure

NOTE The programmable electronics are showh centrally located but could exist at several places in the PES.

3.2.
progEamming

1EQ

Figure 5 — Programmable electronic system (PES): structure and terminology

m

codihg

procgss of designing, writing and testing a set of instructions for solving a proble
procgssing data

Note 1 to,entny: In the IEC 61511 series, programming is typically associated with PE.

3.2.56

proof test

periodic test performed to detect dangerous hidden faults in a SIS so that, if necessary, a
repair can restore the system to an ‘as new’ condition or as close as practical to this condition

3.2.5

7

protection layer
any independent mechanism that reduces risk by control, prevention or mitigation

Note 1 to entry:

It can be a process engineering mechanism such as the size of vessels containing hazardous

chemicals, a mechanical mechanism such as a relief valve, a SIS or an administrative procedure such as an
emergency plan against an imminent hazard. These responses may be automated or initiated by human actions
(see Figure 9).
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3.2.58
quality
totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs

Note 1 to entry: See ISO 9000 for more details.

3.2.59

random hardware failure
failure, occurring at a random time, which results from one or more of the possible
degradation mechanisms in the hardware

NOte L0 critry. rmere are 1idarty UBgldUdliUll Illeblldlliblllb Uu,uning dl Uillelelll rdies ill Uillelelll componen
since |[manufacturing tolerances cause components to fail due to these mechanisms after different. tin
operafion, failures of a total equipment comprising many components occur at predictable rdtes |
unpreflictable (i.e., random) times.

Note 2 to entry: Two major differences distinguish the random hardware failures and the systematic failures:

itgelf (a fault) and a particular condition (see 3.2.81). Then a random hardware failure, is characterize
sipgle reliability parameter (i.e., the failure rate) while a systematic failure is characterized by two rel
pgrameters (i.e., the probability of the pre-existing fault and the hazard rate of the'particular condition).

alsystematic failure can be eliminated after being detected while random hardwaré failures cannot.

This implies that the reliability parameters of random hardware failures can_be éstimated from field feedback
it is vgry difficult to do the same for systematic failures. A qualitative appreachris preferred for systematic fail

[SOURCE: IEC 61508-4:2010, 3.6.5, modified — The notes‘\have been changed]

3.2,

reduhdancy

the ¢xistence of more than one means for performing a required function or for represe
information

Note { to entry: Examples are the use of duplicate’ devices and the addition of parity bits.

Note 2 to entry: Redundancy is used primarily to improve reliability or availability.

[SOURCE: IEC 61508-4:2010, 3.4.6]

3.2.6/1
risk

combination of the probability of occurrence of harm and the severity of that harm

Note { to entry: The\probability of occurrence includes the exposure to a hazardous situation, the occurrend
hazardlous event;"and the possibility to avoid or limit the harm.

[SOURCE:ISO/IEC Guide 51:2014, 3.8]

3.2.62

s and
es in
ut at

a|random hardware failure involves only the system itself while a systematic failure involyes both the gystem

I by a
ability

while
ires.

nting

e of a

safe failure
failure which favours a given safety action

Note 1 to entry: A failure is "safe" only with regard to a given safety function.

Note 2 to entry: When fault tolerance is implemented, safe failure can lead to either:

operation where the safety action is available but with a higher probability of success on demand (demand

mode of operation) or a lower likelihood to cause a hazardous event (continuous mode of operation);

a spurious operation where the safety action is initiated.

Note 3 to entry: When no fault tolerance is implemented, safe failures result in the initiation of the safety action
regardless of the process condition. This is also known as a spurious trip.

Note 4 to entry: A spurious trip may be safe with regard to a given safety function but may be dangerou
regard to another safety function.

s with
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Note 5 to entry: Spurious trips may also have detrimental effects on the production availability of the process.

3.2.63
safe state
state of the process when safety is achieved

Note 1 to entry: Some states are safer than others and in going from a hazardous condition to the final safe state,
or in going from the nominal safe condition to a hazardous condition, the process may have to go through a number
of intermediate safe-states.

Note 2 to entry: For some situations, a safe state exists only so long as the process is continuously controlled.
Such continuous control may be for a short or an indefinite period of time.

Note 3 to entry: A state which is safe with regard to a given safety function may increase the probablflity of
hazarflous event with regard to another given safety function. In this case, the maximum allowable™aJerage
spurious trip frequency (see 10.3.2) for the first function can consider the potential increased risk asSociated with
the other function.

Note 4 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in pfocess
sector terminology.

3.2.64
safely
freedom from risk which is not tolerable

Note {1 to entry: According to ISO/IEC Guide 51 the terms "acceptable risk” and "tolerable risk" are considgred to
be synjonymous.

[SOURCE: ISO/IEC Guide 51:2014, 3.14, modified — The' note has been added]

ve or

other

Note 2 to entry: A SIS may include software.

Note 3 to entry: A SIS may include human action as part of a SIF (see ISA TR84.00.04:2015, part 1).
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SIS architecture and safety . .
instrumented function Sensors Logic solver Final elements

example with different
devices shown

IEC

Figure 6 — Example of SIS architectures comprising three SIS subsystems

3.2.68

safefy integrity

ability of the SIS to perform the required SIF as and when required

Note 1 to entry: This definition is equivalent to the dependability of the SIS with regard to“the required SIF.
Deperjdability, being often understood as an economical rather than a safety concept, has not been used to| avoid
confugion.

Note 2 to entry: Ability includes both the functional response (e.g., closing a specified valve within a spgcified
time) and the likelihood that the SIS will act as required.

Note 3 to entry: In determining safety integrity, all causes of random hardware and systematic failures which lead
to an pnsafe state can be included (e.g., hardware failures, software induced\failures and failures due to electrical
interfdrences). Some of these types of failure, in particular random hardwaré.failures, may be quantified using such
measyres as the average dangerous failure frequency or the probability of failure on demand. However, [safety
integrity also depends on many systematic factors, which cannot be accurately quantified and are often cons|dered
qualitatively throughout the life-cycle. The likelihood that systematic{failures result in dangerous failure of the SIS
is redliced through hardware fault tolerance (see 11.4) or other ,methods and techniques.

Note 4 to entry: Safety integrity comprises hardware safety.integrity (see 3.2.26) and systematic safety infegrity
(see 3.2.82), but complex failures caused by the conjunction”of both hardware and systematic interaction caph also
be copsidered.

3.2.69

safety integrity level

SIL

discrete level (one out of four)™“allocated to the SIF for specifying the safety integrity

requifements to be achieved bycthe SIS

Note { to entry: The higher the SIL, the lower the expected PFDavg for demand mode or the lower the a
frequgncy of a dangerous failure causing a hazardous event for continuous mode.

Note 2 to entry: The relationship between the target failure measure and the SIL is specified in Tables 4 and
Note 3 to entry: Si# is related to the highest level of safety integrity; SIL 1 is related to the lowest

Note 4 to entry:x_This definition differs from the definition in IEC 61508-4:2010 to reflect differences in p
sector| terminology.

3.2.69:1

erage

ocess

safety integrity requirements, pl
set of the IEC 61511 requirements which shall be satisfied by a SIS to claim a given SIL for a
SIF implemented by this SIS

Note 1 to entry: The safety integrity requirements are strengthened when the related SIL increases.

3.2.7

0

SIS safety life-cycle
necessary activities involved in the implementation of SIF occurring during a period of time
that starts at the concept phase of a project and finishes when all of the SIF are no longer
available for use

Note 1
not co

to entry: The term “functional safety life-cycle” is strictly more accurate, but the adjective “functional” is

nsidered necessary in this case within the context of the IEC 61511 series.
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Note 2 to entry: The SIS safety life-cycle model used in IEC 61511 is shown in Figure 7.
3.2.71
safety manual
functional safety manual
information that defines how a SIS device, subsystem or system can be safely applied
Note 1 to entry: The safety manual may include inputs from the manufacturer as well as from the user.
Note 2 to entry: For IEC 61508 compliant devices, the manufacturer’s input is the safety manual,
Note 3 to entry: This could be a generic stand-alone document, or a collection of documents.
Note 4 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in ‘pfocess
sector terminology.
3.2.7]2
safetly requirements specification
SRS
specffication containing the functional requirements for the SIFs and thejrassociated sjafety
integrity levels
[SOURCE: IEC 61508-4:2010, 3.5.11, modified — Aligned with IEC\®1511 terminology]
3.2.73
sensjor
part pf the BPCS or SIS that measures or detects the pracess condition
Note 1 to entry: Examples are transmitters, transducers, precess switches, and position switches.
3.2.74
software
progfams, procedures, data, rules andwany associated documentation pertaining tq the
operation of a data processing system
Note 1 to entry: Software is independent of'the medium on which it is recorded.
Note 2 to entry: For examples of different types of software, see 3.2.75 and 3.2.76.
3.2.75
application programming languages
3.2.75.1
fixed program/language
FPL
langgagein which the user is limited to adjustment of a few pre-defined and fixed set of
parameters

Note 1 to entry: Typical examples of device applications with FPL are: smart sensor (e.g., pressure transmitter
without control algorithms), smart final element (e.g. valve without control algorithms), sequence of events
recorder, set points for dedicated smart alarm box). The use of FPL is often referred to as "configuration of the
device".

3.2.7

5.2

limited variability language

LVL

programming language for commercial and industrial programmable electronic controllers with
a range of capabilities limited to their application as defined by the associated safety manual.
The notation of this language may be textual or graphical or have characteristics of both.

Note 1 to entry: This type of language is designed to be easily understood by process sector users, and provides
the capability to combine predefined, application specific, library functions to implement the SRS. LVL provides a
close functional correspondence with the functions required to achieve the application.
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Note 2 to entry: IEC 61511 assumes that the constraints necessary to achieve the safety properties are achieved
by the combination of the safety manual, the closeness of the language notations to the functions the application
programmer needs to define the process control algorithms, and the compile time and run time checks which the
logic solver provider embeds into the logic solver system program and the logic solver development environment.
The constraints identified in the certification report and safety manual can ensure the relevant requirements of

IEC 61508-3:2010 are satisfied.

Note 3 to entry: LVL is the most commonly used language when the IEC 61511 series refers to “application
program”.

3.2.75.3

full variability language

FVL

Iangt age u'cbigllcu' to—be buulplcilcllbi'uic to—computerprogrammers and—that pluvidu> the

capapility to implement a wide variety of functions and applications

Note 1 to entry: Typical example of systems using FVL are general purpose computers.
Note 2 to entry: In the process sector, FVL is found in embedded software and rarely in application programming.
Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

3.2.76
software & program types

3.2.76.1

application program
progttam specific to the user application containing, in general, logic sequences, permisgives,
limitd and expressions that control the input, output, calculations, and decisions necessgry to
meef{ the SIS functional requirements

3.2.76.2

embedded software
software that is part of the system supplied by the manufacturer and is not accessible for
modification by the end-user

Note 1 to entry: Embedded software is @also referred to as firmware or system software. See 3.2.75{(3 full
variabjlity language.

3.2.76.3
utility software
software tools for the creation, modification, and documentation of application programs

Note 1 to entry: These'software tools are not required for the operation of the SIS.

3.2.77
application program life-cycle
activ|ties ~occurring during a period of time that starts when the application progragm is
concgived-and ends when the application program is permanently disused

Note 1 to entry: An application program life-cycle typically includes a requirements phase, development phase,
test phase, integration phase, installation phase and modification phase.

Note 2 to entry: Software, including application program, cannot be maintained; rather, it is modified.

3.2.78

SIS subsystem

independent part of a SIS whose disabling dangerous failure results in a disabling dangerous
failure of the SIS

Note 1 to entry: Figure 6 illustrates a SIS made of three SIS subsystems.

Note 2 to entry: From the cut set approach point of view (see IEC 61025) a minimal cut set of a SIS subsystem is
also a minimal cut set of the whole SIS. Therefore the SIFs implemented within a SIS are entirely dependent on the
SIS subsystems of this SIS (i.e., when a SIS subsystem fails, the related SIFs also fail).
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3.2.79
system
set of devices, which interact according to a specification

Note 1 to entry: A person can be part of a system.

Note 2 to entry: This definition deviates from the definition in IEC 61508 to reflect differences in process sector
terminology.

3.2.80

systematic capability
measure (expressed on a scale of SC 1 to SC 4) of the confidence that the systematic safety
integrity of a device meets the requirements of the specified SIL, in respect of the spetified
safety function, when the device is applied in accordance with the instructions specified*in the
devige safety manual

Note 1 to entry: Systematic capability is determined with reference to the requirements for{the avoidande and
contrdl of systematic faults in IEC 61508-2:2010 and IEC 61508-3:2010.

Note 2 to entry: The systematic failure mechanism depends on the nature of the device. For a device comprised
solely|of hardware, only hardware failure mechanisms are considered. For a device' comprised of hardware and
softwdre, it is necessary to consider the interactions between hardware and software‘failure mechanisms.

Note 3 to entry: A systematic capability of SC N for a device means that the systematic safety integrity off SC N
has bgen met when the device is applied in accordance with the instructions, specified in the device safety nmpanual
for SQ N.

3.2.81
systématic failure
failure related to a pre-existing fault, which consistently occurs under particular condifions,
and which can only be eliminated by removing\the fault by a modification of the dgsign,
manyfacturing process, operating procedures, documentation or other relevant factors

Note { to entry: The cause of systematic failures of the software may be known as "bugs".

Note 2 to entry: Corrective maintenance withgut modification would usually not eliminate the failure cause|which
involves the failure under particular conditions.

Note 3 to entry: A systematic failure.can be reproduced by deliberately applying the same conditions, although
not alllreproducible failures are systematic.

Note 4 to entry: Examples offaults leading to systematic failure include human error that originates in:
— thle SRS;

— thle design, manufacture, installation, operation or maintenance of the hardware;

— thle design or implementation of software (including application program).

Note § to entryf Similar devices designed, installed, operated, implemented or maintained in the same way are

likely |to contain the same faults. Therefore they are subject to common cause failures when the particular
conditjons ‘oceur.

3.2.82
systematic safety integrity

part of the safety integrity of the SIS relating to systematic failures in a dangerous mode of
failure

Note 1 to entry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety
integrity).

Note 2 to entry: See 3.2.26 also.

3.2.83

target failure measure

performance required from the SIF and specified in terms of either the average probability of
failure to perform the SIF on demand for demand mode of operation or the average frequency
of a dangerous failure for continuous mode of operation
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Note 1 to entry: The relationship between the target failure measures and the SIL are given in Tables 4 and 5.

3.2.84
tolerable risk
level of risk which is accepted in a given context based on the current values of society

Note 1 to entry: See IEC 61511-3:2016, Annex A.

[SOURCE: ISO/IEC Guide 51:2014, 3.15]

3.2.85
und d
unreyealed
covelrt

not detected or not revealed or not overt

Note
undetgcted failures/faults” is related to dangerous failures/faults not detected by diagnosticjtests.

3.2.
validation

to entry: In IEC 61511 and except when the context suggests another meaning, (the’term “dangerous

confirmation by examination and provision of objective evidence that the particular

requirements for a specific intended use are fulfilled

Note 1 to entry: In the IEC 61511 series this means demonstrating that,the SIF(s) and SIS after installatior} meet

the SRS in all respects.

3.2.87
verifjcation

confirmation by examination and provision of objective evidence that the requirements [have

been| fulfilled

Note {1 to entry: In the IEC 61511 series this_ issthe activity of demonstrating for each phase of the relevapt SIS
safety| life-cycle by analysis and/or tests, that) for specific inputs, the outputs meet in all respects the objdctives

and rgquirements set for the specific phase,

Note 2 to entry: Example verification aetivities include:

— rgviews on outputs (documents\from all phases of the safety life-cycle) to ensure compliance with the

objectives and requirements, of-the phase taking into account the specific inputs to that phase;

— de¢sign reviews;

— tegsts performed on the.designed products to ensure that they perform according to their specification;

ut device (typically a switch) f
ie(RPE}device—andtaking—s of an

incorrect operation

nd by

rrect

Note 1 to entry: The watchdog confirms that the software system is operating correctly by the regular resetting of

an external device (e.g., hardware electronic watchdog timer) by an output device controlled by the software.

Note 2 to entry: The watchdog can be used to de-energize a group of safety outputs when dangerous failures are
detected in order to achieve or maintain a safe state of the process with respect to the hazardous event. The

watchdog is used to increase the on-line diagnostic coverage of the PE logic solver (see 3.2.13 and 3.2.15).

3.3 Abbreviations

Abbreviations used throughout IEC 61511 are given in Table 1. Also included are some

common abbreviations related to process sector functional safety.
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Table 1 — Abbreviations used in IEC 61511

Abbreviation

Full expression

AC/DC Alternating current/direct current

AIChE American Institute of Chemical Engineers

ALARP As low as reasonably practicable

ANSI American National Standards Institute

AP Application program

BPCS Basic process control system

CCPS Centre for Chemical Process Safety (AIChE)

DC Diagnostic coverage

E/E/PE Electrical/electronic/programmable electronic

EMC Electro-magnetic compatibility

FAT Factory acceptance test

FPL Fixed program language

FSA Functional safety assessment

FSMS Functional safety management system

FTA Fault tree analysis

FVL Full variability language

HFT Hardware fault tolerance

H&RA Hazard & risk assessment

HMI Human Machine Iaterface

IEC International Electrotechnical Commission

ISA International Society of Automation

ISO International Organization for Standardization

LVL Limited variability language

MooN “M” out of “N” channel architecture

MPRT Maximum permitted repair time

MRT Mean repair time

MTTR Mean time to restoration

NFPA National Fire Protection Association(US)

NP Non-programmable

OEM Original Equipment Manufacturer

PE Programmable electronics

PES Programmable electronic system

PFD PTobability of dangerous failure on demand

PFDavg Average probability of dangerous failure on demand

PEH Pr_obability (average frequency of dangerous failures) of
failure per hour

pl Plural

PLC Programmable logic controller

SAT Site acceptance test

SC Systematic capability

SIF Safety instrumented function

SIL Safety integrity level

SIS Safety instrumented system

SRS Safety requirement specification
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4 Conformance to the IEC 61511-1:2016

To conform to the IEC 61511-1:2016, it shall be shown that each of the requirements outlined
in Clause 5 through Clause 19 has been satisfied to the defined criteria and therefore the
clauses’ objectives have been met.

5 Management of functional safety

5.1

Objective

The
nece

NOTE
separ
workp

5.2
5.2.1

The
meth

5.2.2

5.2.2,

carry|

informed of the responsibilities assigned to them.

5.2.2
shall

The 1
pers(

a)
b)

d)

bbjective of the requirements ot Clause 5 Is to identity the management activities the
5sary to ensure the functional safety objectives are met.

1: Clause 5 is solely aimed at the achievement and maintenance of the functional safety)of SIS
hte and distinct from general health and safety measures necessary for the achievement ‘of safety
ace.

Requirements
General

bolicy and strategy for achieving functional safety shall.be identified together wit
pds for evaluating their achievement and shall be communicated within the organiza

Organization and resources

ing out and reviewing each of the SIS safety’life-cycle phases shall be identified af

.2 Persons, departments or organizations involved in SIS safety life-cycle acti
be competent to carry out the activities for which they are accountable.

ollowing items shall be addressed and documented when considering the competen
ns, departments, organizations or other units involved in SIS safety life-cycle activit

hgineering knowledge, training and experience appropriate to the applicable techn
s5ed (e.g., electrical, electronic or programmable electronic);

hgineering 2knowledge, training and experience appropriate to the sensors and
ements;

pfety engineering knowledge (e.g., process safety analysis);

hgineering knowledge, training and experience appropriate to the process application;

t are

And is
in the

h the
ion.

1 Persons, departments, organizations ot other units which are responsible¢ for

d be

vities

ce of
es:

blogy

final

e
e
u
c) e
e
s
k

e)

nowledge of the legal and regulatory functional safety requirements;

f) adequate management and leadership skills appropriate to their role in the SIS safety life-
cycle activities;

g) understanding of the potential consequence of an event;
h) the SIL of the SIF;
i) the novelty and complexity of the application and the technology.

5.2.2.3 A procedure shall be in place to manage competence of all those involved in the SIS
life cycle. Periodic assessments shall be carried out to document the competence of
individuals against the activities they are performing and on change of an individual within a

role.
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5.2.3 Risk evaluation and risk management

Hazards shall be identified, risks evaluated and the necessary risk reduction determined as
defined in Clause 8.

NOTE It may be beneficial to consider also potential capital losses, for economic reasons.

5.2.4 Safety planning

Safety planning shall take place to define the activities that are required to be carried out
along with the persons, departments, organizations or other units responsible to carry out
thesgactivities. y afety
life-ciycle (see Clause 6) and carried out to a detailed activity level commensurate with the
role fhe individual or organization is performing in the SIS safety life-cycle.

NOTE| The safety planning can be incorporated in
— alsection in the quality plan entitled “SIS Safety Life-cycle Plan”; or
— alseparate document entitled “SIS Safety Life-cycle Plan”; or

— several documents which may include company procedures or working practices{
5.2.5 Implementing and monitoring

5.2.51 Procedures shall be implemented to ensure prompt follow-up and satisfactory
resolution of recommendations pertaining to the SIS arising\from

a) hjazard analysis and risk assessment;
b) a
c)

ssurance activities;
verification activities;
d) vplidation activities;
HSAs;

f) functional safety audits;

e)

g) ppst-incident and post-accident activities.

5.2.52 Any supplier, providing products or services to an organization that has oyerall
responsibility for one or more phases of the SIS safety life-cycle, shall deliver produdts or
services as specified bythat organization and shall have a quality management system.
Procedures shall be in place to demonstrate the adequacy of the quality management sygtem.

If a gupplier makes any functional safety claims for a product or service, which are used by
the drganization to demonstrate compliance with the requirements of this part of IEC 61511,
the sluppliersshall have a functional safety management system. Procedures shall be in place
to demonstrate the adequacy of the functional safety management system.

The functional safety management system shall meet the requirements of the basic safety
standard IEC 61508-1:2010, Clause 6, or the functional safety management requirements of
the standard derived from IEC 61508 to which functional safety claims are made.

5.2.5.3 Procedures shall be implemented to evaluate the performance of the SIS against its
safety requirements to:
e identify and prevent systematic failures which could jeopardize safety;

¢ monitor and assess whether reliability parameters of the SIS are in accordance with those
assumed during the design;

o define the necessary corrective action to be taken if the failure rates are greater than what
was assumed during design;
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e compare the demand rate on the SIF during actual operation with the assumptions made
during risk assessment when the SIL requirements were determined.

5.2.5.4 For existing SIS designed and constructed in accordance with code, standards, or
practices prior to the issue of this standard the user shall determine that the equipment is
designed, maintained, inspected, tested, and operating in a safe manner.

5.2.6 Assessment, auditing and revisions

5.2.6.1 Functional safety assessment (FSA)

52 A—preeceadre Aa be—defined and—executed S/ o SA—A H-eH—a AR=D at a
judgement can be made as to the functional safety and safety integrity achieved by every SIF

ation and maintenance of the SIS (for stages 4 and 5).

5.2.6.1.3 The following shall be considered when planning a FSA;

— the scope of the FSA;
— who is to participate in the FSA;
— the skills, responsibilities and authorities of the FSAteam;

|
—_

Re information that will be generated as a result'of any FSA activity;

|
—

Re identity of any other safety bodies involvedyin the FSA;

— the resources required to complete the FSA’activity;

— the level of independence of the FSA team;

— the methods by which the FSA will be revalidated after modifications.

NOTE| When the FSA team is large; consideration can be given to having more than one senior competent
indiviqual on the team who is independent-from the project team.

5.2.6.1.4 A FSA team shallreview the work carried out on all phases of the safety life pycle
prior|to the stage covered by the assessment that have not been already covered by preyious
FSAg. If previous FSAs have been carried out then the FSA team shall considef the
conc|usions and regommendations of the previous assessments. The stages in the SIS gafety
life-cycle at whichithe FSA activities are to be carried out shall be identified during the slafety
planiing.

NOTE|1 Additional FSA activities can be introduced as new hazards are identified, after modification and at
periodic infervals during operation.

NOTEZ2—Consideration can be given 1o carrying out FoA activitiesS at the TOlIOWIng Stages (See rFigure 7).

— Stage 1 — After the H&RA has been carried out, the required protection layers have been identified and the
SRS has been developed.

— Stage 2 — After the SIS has been designed.

— Stage 3 — After the installation, pre-commissioning and final validation of the SIS has been completed and
operation and maintenance procedures have been developed.

— Stage 4 — After gaining experience in operating and maintenance.

— Stage 5 — After modification and prior to decommissioning of a SIS.

NOTE 3 The number, size and scope of FSA activities can depend upon the specific circumstances. The factors in
this decision are likely to include:

— size of project;

— degree of complexity;

- SIL;
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—  duration of project;

— consequence in the event of failure;

— degree of standardization of design features;

— safety regulatory requirements;

— previous experience with a similar design;

— giving consideration to relevant factors such as:
e time in operation;
e number and scope of changes in operation;

e proof test frequency.

5.2.6.1.5 Prior to the hazards being present the FSA team shall undertake functional s|afety
assepgsment(s) and shall confirm:
o the H&RA has been carried out (see 8.1);

e the recommendations arising from the H&RA that apply to the SIS have been implemented
of resolved;

roject desigh change procedures are in place and have been properly implemented;

°
e

o the recommendations arising from any FSA have been resolved;

e the SIS is designed, constructed and installed in accordance with the SRS,| any
d|fferences having been identified and resolved;

o the safety, operating, maintenance and emergency procedures pertaining to the SIS are in

place;
e the SIS validation planning is appropriate and” the validation activities have [peen
cpmpleted;

o the employee training has been completed>and appropriate information about the SI$ has
been provided to the maintenance and operating personnel;

e plans or strategies for implementing further FSAs are in place.

5.2.6.1.6 Where design, development and production tools are used for any SIS safety life-
cycldg activity, they shall themselves be subject to an assessment demonstrating that they do
not have any negative impact(on the SIS or the output of the tools shall be confirmgd by
verification procedures.

NOTE|1 The degree to which*such tools can be addressed will depend upon their impact on the risk level to be
achieyed.

NOTE|2 Examples«ofsdevelopment and production tools include simulation and modelling tools, meafuring
equipment, test equipment, equipment used during maintenance activities and configuration management tools.

NOTE|3 Quality"assurance of tools includes, but is not limited to, traceability to calibration standards, opgrating
history and(defect list.

5.2.6.1.7 The results of the FSA shall be available together with any recommendation
coming from this assessment.

5.2.6.1.8 All relevant information shall be made available to the FSA team upon their
request.

5.2.6.1.9 In cases where a FSA is carried out on a modification the assessment shall
consider the impact analysis carried out on the proposed modification and confirm that the
modification work performed is in compliance with the requirements of IEC 61511.

NOTE Safety life cycle (including FSA) requirements related to SIS modifications can be found in 17.2.3.

5.2.6.1.10 A FSA shall also be carried out periodically during the operations and
maintenance phase to ensure that maintenance and operation are being carried out according
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to the assumptions made during design and that the requirements within IEC 61511 for safety
management and verification are being met.

5.2.6.2 Functional safety audit and revision

5.2.6.2.1 The purpose of the audit is to review information documents and records to
determine whether the functional safety management system (FSMS) is in place, up to date,
and being followed. Where gaps are identified, recommendations for improvements are made.

5.2.6.2.2 All procedures identified as necessary resulting from all safety life-cycle activities
shall be subject to safety audit.

5.2.%2.3 Functional safety audit shall be performed by an independent person not
undeftaking work on the SIS to be audited. Procedures shall be defined and exéecuted for
auditjng compliance with requirements including:

o the frequency of the functional safety audit activities;

o the degree of independence between the persons, departments, organizations or pther
uhits carrying out the work and those carrying out the functional safety auditing activitjes;

e the recording and follow-up activities.

5.2.6.2.4 Management of change procedures shall be in place to initiate, document, reyiew,
implgment and approve changes to the SIS other than replacement in kind (i.e., like fon like,
an gxact duplicate of an element or an approved’,substitution that does not reguire
modification to the SIS as installed).

5.2.6.2.5 Management of change procedures shall be in place that identifies changeg that
will dffect the requirements on the SIS (e.g., xre-design of a BPCS, changes to manning in a
certalin area).

5.2.7 SIS configuration management

5.2.7.1 Procedures for configuration management of the SIS during any SIS safety life-gycle
phasg shall be available.

NOTE| In particular, the following can be specified:
— thle stage at which formal.eonfiguration management is to be implemented;

— thle procedures to b€ used for uniquely identifying all components of a SIS or SIS-subsystem (e.g., dqvices,
application programming);

— thle procedures)for preventing unauthorized devices from entering service.
5.2.7.2 Thes SIS software, hardware and procedures used to develop and executg the

appligation) program shall be subject to configuration management and shall be maintained
underteyision control.

NOTE SIS software includes application program (e.g., in logic solvers); embedded software (e.g., sensors, logic
solvers, final elements); utility software (tools).

6 Safety life-cycle requirements

6.1 Objectives
The objectives of Clause 6 are:

o to define the phases and establish the requirements of the SIS safety life-cycle activities;
e to define and organize the technical activities into a SIS safety life-cycle;

e to ensure that adequate planning exists (or is developed) that makes certain that the SIS
meets the safety requirements.
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The overall approach of the IEC 61511 series is shown in Figure 7. It can be stressed that this approach

is for illustration and is only meant to indicate the typical SIS safety life-cycle activities from initial conception
through decommissioning.

Manage- Safety Hazard and risk Verifica-
ment of life-cycle assessment tion
functional structure 1 Clause 8
safety and v
and planning X
functional Allocation of safety
safety functions to
- r\rnfnnﬁnn Inynre
ment and 2] Clause 9
auditing i
Safety requirements
specification for the safety
instrumented system
?| Clause 10
?\Stage 1 Y
] ] ] Design and
Design and engineering of development'@flother
safety instrumented system means of
_l Clauses 11,12 and 13 riskoeduction
4
Clause 9
——D
Stage 2
9 \ 4 +
Installation, gommissioning
and-validation
?| Clauses*14 and 15
=P
Stage 3 v
Operation and maintenance
a Clause 16
___——P
Stage 4 v
Modification
7‘ Clause 17 Clauses 7
6.2 of and 12.5
Clause 5 Clause 6 Stage 5
Decommissioning
10 K 8]  Clause 18 a
Key
——pp~Typical direction of information flow.
No detailed requirements given in this standard.
l Requirements given in this standard
S '
NOTE 1: Stages 1 through 5 inclusive are defined in 5.2.6.1.4.
NOTE 2: All references are to Part 1 unless otherwise noted.

NOTE 2

Figure 7 — SIS safety life-cycle phases and FSA stages

reflect tracking of incidents and failures and to verify engineering assumptions.

6.2 Requirements

IEC

Information in Figure 7 may flow from operation and maintenance back to the earlier life-cycle stages to

6.2.1 A SIS safety life-cycle incorporating the requirements of the IEC 61511 series shall be
defined during safety planning. The safety life-cycle shall also address the application
programming (see 6.3.1).
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6.2.2 Each phase of the SIS safety life-cycle shall be defined in terms of its inputs, outputs
and verification activities (see Table 2).

Table 2 — SIS safety life-cycle overview (7 of 2)

Safety life-cycle phase Objectives Require- Inputs Outputs
or activity ments
Figure 7 Title Clause
box
number
1 H&RA To determine the hazards Clause 8 Process design, A description of the
and hazardous events of layout, manning hazards, of th¢
the process and arrangements, required safety
associated equipment, the safety targets function(s),ang of
sequence of events the ass@ciated risk
leading to the hazardous reduction
event, the process risks
associated with the
hazardous event, the
requirements for risk
reduction and the safety
functions required to
achieve the necessary risk
reduction
2 Allocation of Allocation of safety Clause 9 Adescription of the | Description of
safety functions | functions to protection required SIF and allocation of safety
to protection layers and for each SIF, associated safety requirements
layers the associated SIL integrity
requirements
3 SIS safety To specify the Clause 10 Description of SIS safety
requirements requirements for each SIS, allocation of safety [requirements;
specification in terms of the required requirements application
SIF and their associated program safety
safety integrity, in orderto requirements
achieve the required
functional safety
4 SIS design and To design the SIS'to meet | Clauses 11, [ SIS safety Design of the $IS
engineering the requirements for SIF 12 requirements hardware and
and theirassociated safety L application
integrity. Application program in
program safety conformance With
requirements the SIS safety
requirements;
planning for the
SIS integration test
5 SIS installation To integrate and test the Clauses 14, | SIS design Fully functioning
commissioning SIS 15 . . SIS in confornjance
and validation , SIS integration test | \iith the SIS sgfety
To vall_date that the SIS plan requirements.
meets in all respects the
requirements for safety in SIS safety Results of SIS
terms of the required SIF requirements integration tes}s
and their assaciated safety

integrity

Fldn 10T e sdiety
validation of the
SIS

Results of the
installation, com-
missioning and
validation activities
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Table 2 (2 of 2)
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structure and
planning

lifecycle steps-are
accomplished

Safety life-cycle phase or Objectives Require- Inputs Outputs
activity ments
Figure Title Clause
7 box
number
6 SIS operation To ensure that the Clause 16 SIS safety Results of the
and maintenance | functional safety of the SIS requirements operation and
is maintained during . maintenance
operation and maintenance SIS design activities
Plan for SIS
operation and
maintenance
7 SIS modification | To make corrections, Clause 17 Revised SIS safety | Results‘of SIS
enhancements or requirements madification
adaptations to the SIS,
ensuring that the required
SIL is achieved and
maintained
8 Decommission- To ensure proper review, Clause 18 As built safety SIF placed ouf of
ing sector organization, and requirements’and service
ensure SIF remains process
appropriate information
9 SIS verification To test and evaluate the Clause 7, Plan’ for the Results of the
outputs of a given phase to | 12.5 verification of the verification of the
ensure correctness and SIS for each phase | SIS for each phase
consistency with respect to
the products and standards
provided as input to that
phase
10 SIS FSA To investigate and arrive Clause 5 Planning for SIS Results of SIS|FSA
at a judgement on the FSA
functional safety achieved
by the SIS SIS safety
requirement
11 Safety lifecycle To establish how the 6.2 Not applicable Safety plan

6.2.3

For all SIS safety life-cycle phases, safety planning shall take place to defing¢ the

activ(ties, criteria, techniques, measures, procedures and responsible organisation/peopl¢ to:

e
p

e epsure proper installation and commissioning of the SIS;
ehsure the safety integrity of the SIF after installation;
m

hsure that the."SIS safety requirements are achieved for all relevant modes of the
focess; this includes both functional and safety integrity requirements;

aintain the safetv intearitv during operation (e g
J 7 J ~J Ll \ T

nroof testina failure analvsis):
L 7 J 77

e manage the process hazards during maintenance activities on the SIS.

6.2.4

If at any stage of the safety life-cycle, a change is required pertaining to an earlier life-

cycle phase, then that earlier SIS safety life-cycle phase and the subsequent phases shall be
re-examined, altered as required and re-verified.

6.3
6.3.1

Application program SIS safety life-cycle requirements

Each phase of the application program safety life-cycle (see Figure 8) shall be defined

in terms of its elementary activities, objectives, required input information and output results
and verification requirements (see Table 3).
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SIS
SRS
Clause 10

SIS subsystem*

architecture

*sensors,
logic solver(s) or
final elements

-

Hardware safety requirements

Programmable
electronic hardware

Non-programmable
hardware

vy

Box 4 in Figure 8: Design and engineering
of the safety instrument function

Application Program safety life-cycle

Application Program Safety |

Requirements

{ \

ZEL
126

Appl. Program safety
validation planning

Design

Application Program

A

y

v

Programmable electronic
selection including
embedded Software
and Tools

Non-programniable
Hardware designvand
development

I
1

Appl. Program imp.
Methods & Tools

—

Operation and modification
procedures

| Appl. Program |
Review and testing ‘

Y
Tobox6and 7
in Figure 7

Y

- SIS Integration Test

Clause 13

SIS install and validate
Clauses 14 and 15

to the SIS safety life-cycle

Figure 8 — Application program safety life-cycle and its relationship

IEC
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Table 3 — Application program safety life-cycle: overview (1 of 2)

Safety life-cycle phase

- - Require-
Figure 8 Title Objectives ments Inputs Outputs
box Clause
number
10.3.2 Application To specify application 10.3 SIS safety SIS application
program program safety 115 requirements. program safety
safet'y requirements .for each SIS Safety manuals of requ[r'eme.nts
requirements | necessary to implement the selected SIS specification.
the required SIF. SIS architecture Verification information.
To specify the '
lb‘quilelllelllb 107
application program for
each SIF allocated to that
SIS.
15.2.p Application To develop a plan for 15.2.2, SIS application SIS safety/validatipn
program validating the application 15.2.5 program safety planfing.
safety program. requirements.
validation
planning Yerification information.
12.1 o Application Architecture. 12.1 SIS application Description of the
12.3 zrogrlam . To create an application (also program saIety architecture citt'aslgrf,
evelopmen program architecture that 10.3, requirements: e.g.l,. setgrega ion g
fulfils the specified 12.2) f‘nﬁg 'rfja't‘;';'j %ﬁ%f;g
pp prog \E architecture design | e.g., recognition of
constraints. common application
To review and evaluate the program modules guch
requirements placed on as pump or valve
the application program by sequences.
the hardware architecture
of the SIS. L
) Application program
To specify the procedures architecture and sidib-
for the development oflthe system integration|test
application program; requirements.
Verification information.
Application To develapythe application SIS application Application program
program programidesign. 12.3 program safety design.
design requirements. Procedures for usq

To identify a suitable set of
configuration, library,
management, and
simulation and test tools,
over the-safety life-cycle of
the application program.

Description of the
architecture
design.

Manuals of the
SIS.

during programming.

Description of the
standard

(manufacturers) ligrary

functions to be usqd.

Verification information.

vroe—6+

the selected SIS
logic solver.
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Safety life-cycle phase .
- - Require-
Figure 8 Title Objectives ments Inputs Outputs
box Clause
number

12.4 Application Application development 12.4 Description of the [ Application program

126 program and application module 12.3.4 design. (e.g., function block
|orrr1]plementat| development. 126 List of manuals diagrams, ladder logic).

To implement the ' and procedures of | Application program
application program that the selected logic | simulation and

fulfils the specified solver for use with |integration test.
TEqUITETTENtS fOT the—apptication Special purpose
application safety. program. application program

To use appropriate safety requirements
support to_ols and Verificatian~informafion.
programming languages.

12.5 Application To verify that the 12.5 Application Application program| test

729 program requirements for 7.2.9 program results.

o verification ﬁpplicbation prﬁ_grarrgj safety | " _si;nulatti_on atndt Verified and tested

ave been achieved. integration tes application program
To show that all SIS Ezﬁ'ldlcrfur:]:rk;:sed system.
application programs - e .
interact correctly to testing) Verification informafion.
perform their intended Application
functions and do not program
perform unintended architecture
functions. integration test

requirements.

13 SIS To integrate the Clause Application Application program| and
integration application program ontg 13 program and logic [logic solver integrat{on
test the target logic solver, solver integration test results.

including interaction with a test requirements.

sample set of fielddévices

and or simulator.
6.3.20 Methods, techniquesand tools shall be applied for each life-cycle phase in accordance
with 12.6.2.
6.3.3] Each phase (of)the SIS safety life-cycle for which safety planning has been carried out
shall|be verified {see Clause 7) and the results shall be available as described in Clause 9.
7 Verification
7.1 L _Objective

The objective of Clause 7 is to demonstrate by review, analysis and/or testing that the
required outputs satisfy the defined requirements for the appropriate phases (Figure 7) as
identified by the verification planning.

7.2
7.21

Requirements

Verification planning shall be carried out throughout the SIS safety life-cycle and shall

define all activities required for the appropriate phase (Figure 7) of the safety life-cycle,
including the application program. Verification planning shall conform to the IEC 61511 series
by addressing the following:

e the verification activities;
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the procedures, measures and techniques to be used for verification including
implementation and resolution of resulting recommendations;

when these activities will take place;

the persons, departments and organizations responsible for these activities, including
levels of independence;

identification of items to be verified;
identification of the information against which the verification is carried out;
the adequacy of the outputs against the requirements for that phase;

cefreetress-of-the-date:

hpw to handle non-conformances;

tqols and supporting analysis;

the completeness of the SIS implementation and the traceability of the reqairements;
the readability and audit-ability of the documentation;

the testability of the design.

7.2.2l Where the verification includes testing, the verification planning shall also address the

following:

the strategy for integration of application program and” hardware and field deyices,
including the integration of sub-systems that shall comply with other standards (sugh as
nmachinery or burner);

test scope (describes the test set-up and what type of test to be performed including the
hhprdware, application programming, and programming devices to be included);

tgst cases and test data (these will be specific scenarios with the associated data);
types of tests to be performed;

tgst environment including tools, hardware, all software and required configuration;
tgst criteria (e.g., pass/fail criteria) on which the results of the test will be evaluated;
procedures for corrective action on failure during test;

physical location(s) (e.g.\.factory or site);

dependence on external functionality;

appropriate personnel,;

managementwef*change;

npn-conformances.

7.2.3] Non-safety functions integrated with safety functions shall be verified for |non-

interilerence with the safety functions.

7.2.4 \Verification shall be performed according to the verification planning.

7.2.5 During testing, any modification shall be subjected to an impact analysis which shall
determine all SIS components impacted and the necessary re-verification activities.

7.2.6 The results of the verification process shall be available (see Clause 19), including
whether the objective and criteria of the tests have been met.

NOTE 1 Selection of techniques and measures for the verification process and the degree of independence
depends upon a number of factors including degree of complexity, novelty of design, novelty of technology and
required SIL.

NOTE 2 Examples of some verification activities include design reviews, use of tools and techniques including
software verification tools and computer based design analysis tools.
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8 Process H&RA

8.1 Objectives
The objectives of the requirements of Clause 8 are to determine:

o the hazards and hazardous events of the process and associated equipment;
e the sequence of events leading to the hazardous event;
e the process risks associated with the hazardous event;

e any requirements for risk reduction;

e the safety functions required to achieve the necessary risk reduction;

iflany of the safety functions are SIFs.

NOTE|1 Clause 8 addresses process engineers, hazard and risk specialists, safety managers as wgll as
instrufnent engineers. Its purpose is to recognize the multi-disciplinary approach typically”required for the
determination of SIF.

NOTE|2 Where reasonably practicable, processes can be designed to be inherehily’ safe. When this |is not
practi¢able, other layers of protection (see Figure 9) can be required. In some applications, industry standardls can
specify the use of particular protection layers.

NOTE|3 The risk reduction can be accomplished using several layerssof_protection and the layers cpn be
indep¢ndent, sufficient, dependable and auditable.

8.2 Requirements
8.2.1 A H&RA shall be carried out on the materials; process and equipment. It shall resylt in:

description of each identified hazardous event and the factors that contribute to it;
description of the likelihood and consequence of each hazardous event;

a

a

e consideration of process operating modes such as normal operation, start-up, shutdown,
nmaintenance, process upset, and entergency shutdown;

o the determination of additional«fisk reduction necessary to achieve the required funcfional
hfety;

s
aldescription of, or referénces to information on, the measures taken to reduce or remove
hpzards and risk;
a
d

bmand rates on thé protection layers and the average frequency of dangerous failures of
the initiating_‘sources, and of any credit taken for operational constraints or hyiman
intervention;

detailed description’ of the assumptions made during the analysis of the risks incl%ding

o identification of those safety function(s) applied as SIF(s).

NPTEY JIn determining the safety integrity requirements, account can be taken of the effects of common
cjuse between systems that create demands and the protection layers that are designed to respond to|those
démands—An-e ')mpla of this would hg wharg damands can aricg fhrnngh BPCS failurg and theg oqlli ment
used within the protective layers is similar or identical to the equipment used within the BPCS. In such cases,
a demand caused by a failure of BPCS equipment may not be responded to effectively if a common cause has
rendered similar equipment in the protection layer to be ineffective. It may not be possible to recognize
common cause problems during the initial hazard identification and risk analysis because at such an early
stage the design of the protection layers will not necessarily have been completed. In such cases, it can be
necessary to reconsider the safety integrity requirements and SIF once the design of the SIS and other
protection layers has been completed. In determining whether the overall design of process and protection
layers meets requirements, common cause failures will be considered.

NOTE 2 Examples of techniques that can be used to establish the required SlLs of SIFs are illustrated in
IEC 61511-3:2016.

8.2.2 The average frequency of dangerous failures of a BPCS as an initiating source shall
not be assumed to be <102 per hour.

8.2.3 The H&RA shall be recorded in such a way that the relationship between the above
items is clear and traceable.
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NOTE 1 The above requirements do not mandate that the safety integrity requirements have to be assigned as
numerical values. Qualitative or semi-quantitative approaches (see IEC 61511-3:2016, Annexes C, D & E) can also
be used.

NOTE 2 The safety integrity requirements vary depending on the application and national legal requirements. An
accepted principle in many countries is that additional risk reduction measures can be applied until the cost
incurred becomes disproportionate to the improvement in safety integrity achieved.

8.2.4 A security risk assessment shall be carried out to identify the security vulnerabilities of
the SIS. It shall result in:

e a description of the devices covered by this risk assessment (e.g., SIS, BPCS or any other
device connected to the SIS);

e a|description of identified threats that could exploit vulnerabilities and result in-segurity
elents (including intentional attacks on the hardware, application programs and, related
spftware, as well as unintended events resulting from human error);

e a|description of the potential consequences resulting from the securitycevents and the
likelihood of these events occurring;

[ ]
o

bnsideration of various phases such as design, implementation, commissioning,
operation, and maintenance;

e the determination of requirements for additional risk reduction;

e a|description of, or references to information on, the measure’s taken to reduce or reinove
the threats.

NOTE| 1 Guidance related to SIS security is provided in fSA ~TR84.00.09, ISO/IEC 27001:2013f and
IEC 62443-2-1:2010.

NOTE|2 The information and control of boundary conditions™needed for the security risk assessment are typically
with owner/operating company of a facility, not with the supplier. Where this is the case, the obligation to qomply
with 8]2.4 can be with the owner/operating company of the facility.

NOTE| 3 The SIS security risk assessment can be"included in an overall process automation securify risk
assespment.

NOTE|4 The SIS security risk assessment canirange in focus from an individual SIF to all SISs within a company.
9 Allocation of safety functions to protection layers

9.1 Objectives
The ¢bjectives of the requirements of Clause 9 are to

e a|locate safety-functions to protection layers;
e dpterminé the required SIFs;

o dptermine for each SIF the associated safety integrity requirements.

NOTEL1L »~Account can be taken, during the process of allocation, of other industry standards or codes

NOTE 2 The integrity requirements for each SIF might include the associated risk reduction, PFD, PFH or SIL.
9.2 Requirements of the allocation process
9.2.1 The allocation process shall result in

e the allocation of safety functions required to achieve the necessary risk reduction to
specific protection layers;

o the allocation of risk reduction or average frequency of dangerous failure to each SIF.

NOTE Legislative requirements or other industry codes may influence the allocation process.

9.2.2 The required SIL shall be derived taking into account the required PFD or PFH that is
to be provided by the SIF.
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NOTE Further guidance can be found in IEC 61511-3:2016.

9.2.

3 For each SIF operating in demand mode, the required SIL shall be specified in

accordance with either Table 4 or Table 5.

9.2.

4 For each SIF operating in continuous mode, the required SIL shall be specified in

accordance with Table 5.

Table 4 — Safety integrity requirements: PFDan

DEMAND MODE OF OPERATION
Sa\;::t’)glir(ltseis;ity PFDavg Required risk reduction
4 >10%to< 107 > 10 000 to,< 100 004
3 >10*to< 1073 > 1 000~to'< 10 000
2 >107%t0< 1072 > 100"to < 1 000
1 >1072to < 107" >10to <100

Table 5 — Safety integrity requirements: average frequency of‘dangerous failures of the

SIF
CONTINUOUS MODE OR DEMAND MODE ©F OPERATION
Safety integrity Average frequency of
level (SIL) dangerous failures (failures per hour)
4 >10°%to< 1078
3 >108to < 1077
2 >107 to< 1078
1 >10%to< 1075

NOTE|1 Further explanation of modes of operation can be found in 3.2.39.

NOTE|2 The SIL is defined numerically so as to provide an objective measure for comparison of alternate designs

and

failurg can only be assessed qualitatively.

splutions. However, it is recognized that, given the current state of knowledge, many systematic cauges of

NOTE| 3 The required average frequency of dangerous failures for a continuous mode SIF is determined by
considering the risk caused by failure of the continuous mode SIF together with the failures of other devicqgs that

lead tp the same risk,‘taking into consideration the risk reduction provided by other protection layers.

9.2.

5 In cases where the allocation process results in a risk reduction requirement of

>10 (00 or-average frequency of dangerous failures <108 per hour for a single SIS or myltiple
SISs|or, 8IS in conjunction with a BPCS protection layer, there shall be a reconsideratipn of

the

bpplication (e.g., process, other protection layers) to determine if any of the| risk

parameters can be modified so that the risk reduction requirement of >10 000 or average
frequency of dangerous failures <1078 per hour is avoided. The review shall consider whether:

the process or vessels/pipe work can be modified to remove or reduce hazards at the
source;

additional safety-related systems or other risk reduction means, not based on
instrumentation, can be introduced;

the severity of the consequence can be reduced, e.g., reducing the amount of hazardous
material,

the likelihood of the specified consequence can be reduced e.g., reducing the likelihood of
the initiating source of the hazardous event.

NOTE Applications which require the use of a single SIF with a risk reduction requirement >10 000 or average
frequency of dangerous failures <10"® per hour need to be avoided because of the difficulty of achieving and
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maintaining such high levels of performance throughout the SIS safety life-cycle. Risk reduction requirement
>10 000 or average frequency of dangerous failures <108 per hour can require high levels of competence and high
levels of coverage for all factory acceptance testing, proof testing, verification, and validation activities.

9.2.6 |If after further consideration of the application and confirmation that a risk reduction
requirement >10 000 or average frequency of dangerous failures <108 per hour is still
required, then consideration should be given to achieving the safety integrity requirement
using a number of protection layers (e.g., SIS or BPCS) with lower risk reduction
requirements. If the risk reduction is allocated to multiple protection layers then such
protection layers shall be independent from each other or the lack of independence shall be
assessed and shown to be sufficiently low compared to the risk reduction requirements. The
following factors shall be considered during this assessment:

— cpmmon cause of failure of SIS and the cause of demand;

NPTE 1 The extent of the common cause can be assessed by considering the diversity of all devices where
fdilure could cause a demand and all devices of the BPCS protection layer and/or the S(Syused f¢r risk
duction.

=
[0}

DTE 2 An example of common cause between the SIS and the cause of demand is if l[oss of process gontrol
rough sensor fault or failure can cause a demand and the sensor used for control is‘of the same type ps the
¢nsor used for the SIS.

» = Z

bmmon cause of failure with other protection layers providing risk-reduction;

DTE 3 The extent of the common cause can be assessed by consideringthe diversity of all devices |of the
PCS protection layer and/or the SIS used to achieve the risk reduction réquirements.

DTE 4 An example of common cause between SISs providing risk reduction is when two separate and
dependent SISs with diverse measurements and diverse logic 'solvers are used but the final actuation
bvices are two shut off valves of similar types or a single shut off valve actuated by both SISs.

ny dependencies that may be introduced ky)*common operations, maintenance,
spection or test activities or by common proof test procedures and proof test times;

=—® o5z WZ O

Z

DTE 5 Even if the protective layers are diverse then‘synchronous proof testing will reduce the overall risk
duction achieved and this can be a significant factorrimpeding achievement of the necessary risk reduction
r the hazardous event.

— =
O M

DTE 6 When high levels of risk reduction arg\required and proof tests are desynchronised according t¢ Note
then the dominant factor is normally commen:cause failure even if multiple independent protection laydrs are
ed to reduce risk. Dependency within and~between protection layers providing risk reduction for the|same
zardous event can be assessed and shown to be sufficiently low.

Sc oz

9.2.7 If a risk reduction requirement >10 000 or average frequency of dangerous failures
<104 per hour is to be implemeénted, whether allocated to a single SIS or multiple SIS of SIS
in conjunction with a BPCS “protection layer, then a further risk assessment shall be c3rried
out ysing a quantitative\'methodology to confirm that the safety integrity requirements are
achigved. The methadology shall take into consideration dependency and common dause
failunes between the SIS and:

hy other ptotection layer whose failure would place a demand on it;

hy/other risk reduction means that reduce the likelihood of the hazardous event [e.g.,
bfety alarms).

a
— apy other SIS reducing the likelihood of the hazardous event;
a
s

9.2.8 |If the risk reduction required for a hazardous event is allocated to multiple SIFs in a
single SIS, then the SIS shall meet the overall risk reduction requirement.

9.2.9 The results of the allocation process shall be recorded so that the SIFs are described
in terms of the functional needs of the process, e.g., the actions to be taken, set points,
reaction times, activation delays, fault treatment, valve closure requirements, and in terms of
the risk reduction requirements.

NOTE This description can be in an unambiguous logical form and can be referred to as the process requirements
specification or the safety description. The description can make the intent and the approach used in the allocation
process clear. The process requirements specification is used as input information for the SRS covered in
Clause 10 and can be sufficiently detailed to ensure adequate specification of the SIS and its devices. For
example, the description can include the set-points for sensors, the process safety time available for response, and
the valve closure requirements.
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9.3 Requirements on the basic process control system as a protection layer

9.3.1 The basic process control system may be claimed as a protection layer as shown in

Figure 9.

COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting

PLANT EMERGENCY RESPONSE
Evacuation procedures

MITIGATION
Mechanical mitigation systems
Safety instrumented systems
Operator supervision

PREVENTION
Mechanical protection system
Process alarms with operator corrective action
Safety instrumented systems

CONTROL and MONITORING
Basic process control system
Monitoring systems (process alarms)

Operator supervision
\k PROGESS //
IEC

Figure 9 — Typical protection layers and risk reduction means

9.3.2 The risk reduction claimed for a BPCS protection layer shall be <10.

NOTE| Consideration can be-given to the fact that a BPCS may also be an initiating source for the demand
protedtion layer.

9.3.3 If the risk_reduction claimed for a BPCS protection layer is > 10, then the BPCS
be d¢signed and-managed to the requirements within the IEC 61511 series.

9.3.4 Ifitis not intended that the BPCS conform to the IEC 61511 series, then:

e N

the protection layer; or

bn the

shall

leading to the hazardous event when the BPCS is the initiating source for the demand on

e no more than two BPCS protection layers shall be claimed for the same sequence of event
leading to the hazardous event when the BPCS is not the initiating source of the demand.

NOTE The identified BPCS protection layer can consist of one BPCS as the initiating source for the demand (see

8.2.2) and a second independent BPCS protection layer (see 9.3.2 and 9.3.3) or up to two independent
protection layers when the initiating source is not related to BPCS failure.

BPCS

9.3.5 When 9.3.4 applies, each BPCS protection layer shall be independent and separate
from the initiating source and from each other to the extent that the claimed risk reduction of

each BPCS protection layer is not compromised.

NOTE 1 The assessment of separation and independence can consider what is necessary to achieve the risk
reduction, e.g., the central processing units (CPU), input/output modules, relays, field devices, application
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programming, networks, program database, engineering tools, human machine interface, by-pass tools and other
devices.

NOTE 2 A hot backup controller is not considered to be independent of the primary controller because it is subject
to common cause failure (for example, hot backup controllers have components that are common to both the
primary and the backup controller, such as the backplane, firmware, diagnostics, transfer mechanisms and
undetected dangerous failures).

9.4 Requirements for preventing common cause, common mode and dependent
failures

9.4.1 The design of the protection layers shall be assessed to ensure that the likelihood of
common cause, common mode and dependent failures between:

e pfotection layers;
e protection layers and the BPCS.

are gufficiently low in comparison to the overall safety integrity requirements.ofythe protdction
layers. The assessment may be qualitative or quantitative unless 9.2.7 applies”.

NOTE| A definition of dependent failure is provided in 3.2.12.

9.4.2 The assessment shall consider the following:

e irfdependence between protection layers;
o djversity between protection layers;
e physical separation between different protection layers;

e cpmmon cause failures between protection Jayers and between protection layers| and
BPCS.

NOTE| 1 Common causes from the process can bg(addressed. Plugging of relief valves may cause the|same
problgms as plugging of sensors in a SIS.

NOTE| 2 Independence and physical separation can be addressed. A Human Machine Interface, SIS|BPCS
netwolks or bypass means can cause common cause failure.

10 $IS safety requirements specification (SRS)

10.1| Objective

The |objective of Clause 10 is to specify the requirements for the SIS, including| any
applipation programs-and the architecture of the SIS.

10.2| General requirements

The |safety requirements shall be derived from the allocation of SIF and from {hose
requireménts identified during H&RA. The SIS requirements shall be expressed| and
structured in such a way that they are

e clear, precise, verifiable, maintainable and feasible;
e written to aid comprehension and interpretation by those who will utilise the information at
any phase of the safety life-cycle.

10.3 SIS safety requirements

10.3.1 Addresses issues that shall be considered when developing the SIS safety
requirements.

10.3.2 These requirements shall be sufficient to design the SIS and shall include a
description of the intent and approach applied during the development of the SIS safety
requirements as applicable:
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a description of all the SIF necessary to achieve the required functional safety (e.g., a
cause and effect diagram, logic narrative);

a list of the plant input and output devices related to each SIF which is clearly identified by
the plant means of equipment identification (e.g., field tag list);

requirements to identify and take account of common cause failures;

a definition of the safe state of the process for each identified SIF, such that a stable state
has been achieved and the specified hazardous event has been avoided or sufficiently
mitigated;

a definition of any individually safe process states which, when occurring concurrently,
create—a—separate—hazard—{e-g—overoad—ofemergeney—storage—muttipte—rehef—te flare

system);

the assumed sources of demand and demand rate on each SIF;

-

equirements relating to proof test intervals;

—

lquirements relating to proof test implementation;

-

sponse time requirements for each SIF to bring the process to a\safe state withip the
rocess safety time;

DTE See IEC 61511-2:2016 for further discussion of process safety time.

Z T

—

He required SIL and mode of operation (demand/continuous) for each SIF;
a|description of SIS process measurements, range, accuracy and their trip points;

a|description of SIF process output actions and the/criteria for successful operation,|e.qg.,
Igakage rate for valves;

the functional relationship between process " inputs and outputs, including logic,
mathematical functions and any required petmissives for each SIF;

reéquirements for manual shutdown for each’SIF;
requirements relating to energize or de=energize to trip for each SIF;

requirements for resetting each SIF after a shutdown (e.g., requirements for manual, $emi-
alitomatic, or automatic final element resets after trips);

aximum allowable spurious ifip rate for each SIF;

n
fgilure modes for each SIP and desired response of the SIS (e.g., alarms, automatic shut-
bwn);

Ny specific requirements related to the procedures for starting up and restarting the $IS;

description-of the modes of operation of the plant and requirements relating tq SIF

d

a

a|l interfaces between the SIS and any other system (including the BPCS and operators);
a

operation\within each mode;

the application program safety requirements as listed in 10.3.2;

rd quirnmnnfc for h\]/pacenc inr‘lnding written prnr‘nr'lnrne to be Qpplinrl during the hypf‘ssed

state which describe how the bypasses will be administratively controlled and then
subsequently cleared;

the specification of any action necessary to achieve or maintain a safe state of the
process in the event of fault(s) being detected in the SIS, taking into account of all
relevant human factors;

the mean repair time which is feasible for the SIS, taking into account the travel time,
location, spares holding, service contracts, environmental constraints;

identification of the dangerous combinations of output states of the SIS that need to be
avoided;

identification of the extremes of all environment conditions that are likely to be
encountered by the SIS during shipping, storage, installation and operation. This may
require consideration of the following: temperature, humidity, contaminants, grounding,
electromagnetic interference/radio frequency interference (EMI/RFI), shock/vibration,
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electrostatic discharge, electrical area classification, flooding, lightning, and other related
factors;

identification of normal and abnormal process operating modes for both the plant as a
whole (e.g., plant start-up) and individual plant operating procedures (e.g., equipment
maintenance, sensor calibration or repair). Additional SIFs may be required to support
these process operating modes;

definition of the requirements for any SIF necessary to survive a major accident event,
e.g., time required for a valve to remain operational in the event of a fire.

10.3.3 The application program safety requirements shall be derived from the SRS and
chosen_architecture (nrrnngnmnnf and internal e'rrllr‘hlrn) of the SIS The npplinnﬁnn program
safetly requirements may be located in the SRS or in a separate document (e.g., appligation
progfam requirements specification). The input to the application program safety requirements

for each SIS subsystem shall include:

a)
b)

c)

the specified safety requirements of each SIF, including sensor voting, etc};

the requirements resulting from the SIS architecture and the safety ‘manual such as
limitations and constraints of the hardware and embedded software;

ahy requirements of safety planning arising from 5.2.4.

10.34 The application program safety requirements shall be specified for [each
progfammable SIS device necessary to implement the required SIF consistent with the

architecture of the SIS.

10.3/5 The application program safety requiremeénts specification shall be sufficiently
detailed to allow the design and implementation to achieve the required functional safety and
to allpw a functional safety assessment to be carried out. The following shall be considergd:

the SIFs supported by the application pregfam and their SIL;

real time performance parameter suchtas, CPU capacity, network bandwidth, accepjtable
real time performance in the presénce of faults, and all trip signals are received within a
becified time period;

fogram sequencing and timeldelays if applicable;

S

p

efuipment and operator interfaces and their operability;

a|l relevant modes ofioperation of the process as specified in the SRS;
a

ction to be taken on bad process variable such as sensor value out of range, excepsive
range of change, frozen value, detected open circuit, detected short circuit;

fynctions emabling proof testing and automated diagnostics tests of external devices [e.g.,
sensors and+final elements) performed in the application program;

application program self-monitoring (e.g., application driven watch-dogs and data range
validation);

monitoring of other devices within the SIS (e.g., sensors and final elements);
any requirements related to periodic testing of SIF when the process is operational;

references to the input documents (e.g., specification of the SIF, configuration or
architecture of the SIS, hardware safety integrity requirements of the SIS);

the requirements for communication interfaces, including measures to limit their use and
the validity of data and commands both received and transmitted;

process dangerous states (for example closure of two isolation gas valves at the same
time that could lead to pressure fluctuations thus leading to a dangerous state) generated
by the application program shall be identified and avoided;

definitions of process variable validation criteria for each SIF.

10.3.6 The application program safety requirements specification shall be expressed and
structured in such a way that they:
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e describe the intent and approach underpinning the application program safety
requirements;

e are clear and understandable to those who will utilize the document at any phase of the
SIS safety life-cycle; this includes the use of terminology and descriptions which are
unambiguous and understood by all users (e.g., plant operators, maintenance personnel,
application programmers);

e are verifiable, testable, modifiable;

e are traceable back through all deliverables including the detailed design documents, the
SRS and the H&RA that identifies the required SIF and SIL.

11 $IS design and engineering

11.1| Objective

The ¢bjective of the requirements of Clause 11 is to design one or multiple §IS'to provide the
SIF and meet the specified integrity requirements (e.g., SIL, associated risk reduction,|PFD
and for PFH).

11.2| General requirements

11.2f1 The design of the SIS shall be in accordance with ‘the SIS safety requirements
specfifications, taking into account all the requirements of Clause 11.

11.22 Where the SIS is to implement both SIFsCand non-SIFs then all the hardyare,
embedded software and application program that can negatively affect any SIF under ngrmal
and fault conditions shall be treated as part of the:SIS and comply with the requirements for
the hiighest SIL of any of the SIFs it can impact.

11.23 Where the SIS is to implement SIF of different SIL, then the shared or common
hardyvare and embedded software and application program shall conform to the highest SIL.

NOTE| Embedded software or application\programs of different SIL could coexist in the same device prov|ded it
can b¢ demonstrated that the SIF of lowerSIL cannot negatively affect the SIF of the higher SIL.

11.24 |Ifitis intended not to/qualify the BPCS to the IEC 61511 series, then the SIS shIII be
designed to be separate@nd independent from the BPCS to the extent that the safety integrity
of the¢ SIS is not compromised.

NOTE|1 Operating.information can be exchanged but not compromise the functional safety of the SIS.

NOTE|2 Devices\of the SIS can also be used for functions of the BPCS if it can be demonstrated that a failure of
the BRCS does.net compromise the SIF of the SIS.

11.25 {Requirements for operability, maintainability, diagnostics, inspection and testgbility
shalllbeaddressed during the design of the SIS in aorder to reduce the likelihood of dangerous

failures.

11.2.6 The design of the SIS shall take into account human capabilities and limitations and
be suitable for the tasks assigned to operators and maintenance staff. The design of operator
interfaces shall follow good human factors practice and shall accommodate the likely level of
training that operators should receive.

NOTE 1 For example, human factor studies may be necessary if operation requires data entry of limits or other
operator input on a regular basis.

11.2.7 The SIS shall be designed in such a way that once it has placed the process in a safe
state, the process shall remain in the safe state until a reset has been initiated unless
otherwise directed by the SRS.
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11.2.8 Manual means (e.g., emergency stop push button), independent of the logic solver,
shall be provided to actuate the SIS final elements unless otherwise directed by the SRS.

11.2.9 The design of the SIS shall take into consideration all aspects of independence and
dependency between the SIS and BPCS, and the SIS and other protection layers.

11.2.10 A device used by the BPCS shall not be used by the SIS where a failure of that
device may result in both a demand on the SIF and a dangerous failure of the SIF, unless an
analysis has been carried out to confirm that the overall risk is acceptable.

11.211 For any SIS device that on loss of utility (e.g., electrical power,- air, hydraulics or
pneumatic supply) does not fail to the safe state, loss of utility and SIS circuit integrity [shall
be detected and alarmed (e.g., end-of-line monitoring, supply pressure measurement,
hydraulic or pneumatic pressure monitoring) and action taken according to 11.3.

NOTE| 1 Utility integrity can be improved through using a supplementasy supply (e.g., battery bagk-up,
unintefrruptible power supplies, air reservoir, hydraulic accumulator, second‘das supply).

NOTE|2 The loss of a utility is likely to affect multiple SIFs and, possibly, multiple SISs. Hence common [cause
failurg of multiple SIFs can be considered.

11.212 The design of the SIS shall be such that.it\provides the necessary resilience against
the identified security risks (see 8.2.4).

NOTE| Guidance related to SIS security is provided in\ISA TR84.00.09 and IEC 62443-2-1:2010.

11.213 A safety manual covering operation, maintenance, fault detection and constfaints
assogiated with the SIS shall be available covering the intended configurations of the deyices
and the intended operating environment.

11.214 All communications-used to implement a SIF shall be established using techniques
appropriate for safety applications to meet the required SIL.

11.3| Requirements.for system behaviour on detection of a fault

11.31 When asdangerous fault in a SIS has been detected (by diagnostic tests, proof |tests
or by any othér means) then compensating measures shall be taken to maintain|safe
operation. Ifisafe operation cannot be maintained, a specified action to achieve or maintgin a
safe [staté of the process shall be taken. Where the compensating measures depend gn an

operator taking specific action in response to an alarm (e.g., opening or closing a valve)|then
the aﬂaﬁ—ehau—be—eeuwdeed—pa*e-#&he—s-@—' -

NOTE 1 The specified action (fault reaction) required to achieve or maintain a safe state of the process can be
specified in the SRS (see 10.3.1). It can consist of the safe shutdown of the process or of that part of the process
which relies on the faulty SIS for risk reduction.

NOTE 2 The compensating measures required for continued safe operations can depend on safety integrity
requirements, the tolerable risk associated with the hazardous event, the hardware fault tolerance of the SIS, the
anticipated MRT and the availability of any other layers of protection. In some cases it can be adequate to ensure
action is taken to ensure repair of the dangerous failure within the assumed MPRT in the calculation of the PFDavg
but in other cases it can be judged necessary to provide other measures to compensate for the reduced risk
reduction until the SIS is fully restored. See also 16.2.3.

11.3.2 Where any dangerous fault in an SIS is brought to the attention of an operator by an
alarm then the alarm shall be subject to appropriate proof testing and management of change.
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11.4 Hardware fault tolerance

11.4.1 The SIS shall have a minimum HFT with respect to each SIF it implements.

NOTE This does not exclude the possibility that the HFT may be reduced below the minimum requirement at
certain times during operation of the system following the occurrence of faults.

11.4.2 When the SIS can be split into independent SIS subsystems (e.g. sensors, logic
solvers and final elements), then the HFT can be assigned at the SIS subsystem level.

11.4.3 The HFT of the SIS or its SIS subsystems shall be in accordance with;

—_—

1.4.5 to 11.4.9 of clause 11 or,
he requirements of 7.4.4.2 (route 1H) of IEC 61508-2:2010 or,
he requirements of 7.4.4.3 (route 2H) of IEC 61508-2:2010.

—

—

[ )
NOTE| The route developed in IEC 61511 is derived from route 2,, of IEC 61508-2:2010.

11.4J4 When determining the achieved HFT, certain faults may be excluded, provided that
the likelihood of them occurring is very low in relation to the safety integrity requirements| Any
such|fault exclusions shall be justified and documented.

NOTE| Further information about fault exclusion can be found in ISO13849-4:2006 and 1SO13849-2:2012.

11.4)5 The minimum HFT for a SIS (or its SIS subsystems) implementing a SIF |[of a
specffied SIL shall be in accordance with Table 6 andf\appropriate 11.4.6 and 11.4.7.

NOTE| The HFT requirements in Table 6 represent the migimum system or, where relevant, the SIS subdgystem
redunflancy. Depending on the application, device failure rate'and proof-testing interval, additional redundan¢y can
be reduired to satisfy the failure measure for the SIL of the SIF according to 11.9.

Table 6 — Minimum HFT, requirements according to SIL

SIL Minimum required HFT
1 (apy mode) 0
2 (Igw demand mode) 0
2 (hjgh demand or continuous mode) 1
3 (apy mode) 1
4 (ahy mode) 2

11.4)6 For a=SIS or SIS subsystem that does not use FVL or LVL programmable device$ and
if thg minimum HFT as specified in Table 6, would result in additional failures and lead to
decre¢ased joverall process safety, then the HFT may be reduced. This shall be justified and

NOTE Fault tolerance is the preferred solution to achieve the required confidence that a robust architecture has
been achieved. When 11.4.6 applies, the purpose of the justification is to demonstrate that the proposed
alternative architecture provides an equivalent or better solution. This may vary depending on the application
and/or the technology in use; examples include: back-up arrangements (e.g., analytical redundancy, replacing a
failed sensor output by physical calculation results from other sensors outputs); using more reliable items of the
same technology (if available); changing for a more reliable technology; decreasing common cause failure impact
by using diversified technology; increasing the design margins; constraining the environmental conditions (e.g. for
electronic components); decreasing the reliability uncertainty by gathering more field feedback or expert judgment.

11.4.7 |If a fault tolerance equal to zero results from applying 11.4.6, the justification required
by 11.4.6 shall provide evidence that the related dangerous failure modes can be excluded, in
accordance with 11.4.4 including consideration of the potential for systematic failures.
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11.4.8 FVL and LVL programmable devices shall have diagnostic coverages not less than 60

%.

11.4.9 Reliability data used in the calculation of the failure measure shall be determined by
an upper bound statistical confidence limit of no less then 70 %.

11.5

Requirements for selection of devices

11.5.1 Objectives

The objectives of the requirements of 11.5 are to:

—

becify the requirements to enable a device to be integrated in the architecture’of a S

11.52 General requirements

specify the requirements for the selection of devices which are to be used as part\gf the
S|IS;
s
s

S;

becify acceptance criteria for devices in terms of associated SIF arnd safety integrity
gquirements.

11.52.1 Devices selected for use as part of a SIS with .a“specified SIL shall be in

acco
appr

NOTE
requir

11.5.
cons

[dance with IEC 61508-2:2010 and IEC 61508-3:2010 and/or 11.5.3 through 11.5.
ppriate.

Devices assessed against IEC 61508-2:2010 and IEC 61508¢3:2010 can be applied in accordance w
bments for systematic capability in IEC 61508-2:2010.

deration of the manufacturer’'s documentation, the constraints within the SRS an

reliability parameters assumed in respect of-11.9. Suitability of the selected devices

5, as

th the

2.2 All devices shall be suitable for the operating environment as determined through

1 the
shall

ation.

n the

faults

always be considered in the context of the\operating environment.

NOTE| Devices may exhibit different failure rates dependent on the operating environment and mode of ope
Failurg rate data available from manufactuters may not be valid in all applications. For example, the failure rate
and fdilure mode distribution can be different for a valve that is frequently exercised versus one that stands gtill for
long pleriods of time.

11.53 Requirements forthe selection of devices based on prior use

11.53.1 Appropriate”evidence shall be available that the devices are suitable for use i

SIS.

NOTE|[1 The main intent of the prior use evaluation is to gather evidence that the dangerous systematic

have Been reduced to a sufficiently low level compared to the required safety integrity.

NOTE

2 ,Level of detail of the evidence can be in accordance with the complexity of the considered device.

NOTE

a A H } 4 H } oo ol todl iof 41 H oo o H £
o v prioraSeTevartat o myvorvesSgatrermgaocume et mrotrmato concermmgtneaevice—perrorma

ce in

a similar operating environment. Prior use demonstrates the functionality and integrity of the installed device,
including the process interfaces, full device boundary, communications, and utilities. The main intent of the prior
use evaluation is to gather evidence that the dangerous systematic faults have been reduced to a sufficiently low
level compared to the required safety integrity.

NOTE 4 Prior use data can contribute to a database for the calculation of hardware failure rates as described in
11.9.3.

11.5.

3.2 The evidence of suitability shall include the following:

e consideration of the manufacturer’s quality, management and configuration management
systems;

e adequate identification and specification of the devices;

e demonstration of the performance of the devices in similar operating environments;
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NOTE 1 |In the case of field devices (e.g., sensors and final elements) fulfilling a given specification, the
behaviour of the device in the operating environment is usually identical in safety and non-safety applications.
Therefore, evidence of the performance of similar devices in non-safety applications can also be used to
satisfy this requirement.

the volume of the operating experience.

NOTE 2 For field devices, information relating to operating experience is mainly recorded in the user’s list of
equipment approved for use in their facilities, based on an extensive history of successful performance in
safety and non-safety applications, and on the elimination of equipment not performing in a satisfactory
manner. The list of field devices can be used to support claims of experience in operation, provided that:

N

thiat selection of devices can be based on adequate performance of an installed sufficient number of dev

m

N
hi

11.5,
revis
case
shall

11.5.

11.5.

fallures, such as those related to specification, handling, installation, and commissioning.

the list is updated and monitored regularly;

field devices are only added when sufficient operating experience has been obtained;

fn—;iu' UIUV;L;UD dalc ICIIIUchI VV;ICII ‘l;lcy b;IUW d ;Iiblluly Ulr IIUIl }JCI;UIIII;IIH iII d baiiafaulgﬂy mrariieT,
the operating environment is included in the list where relevant.

DTE 3 Device performance is highly affected by the operating environment. It is generally recomm

ultiple installations for a sufficient operating time. The gained experience can allow time.to reveal

DTE 4 The amount of operational experience to gain credible statistical reliabilityndata is typically
gher compared to the operational experience necessary to get evidence of prior use.

3.3 All devices selected on the basis of prior use shall be\identified by a spe
on number and shall be under the control of a management'of change procedure. |
of a change being made to the device, the continued validity of the evidence of prio
be justified by evaluating the significance of the changemade.

based on prior use

4.1 For SIL 1, SIL 2, and SIL 3, the requirements of 11.5.2 and 11.5.3 apply, tog

ended
ces in
early

much
cified

n the
I use

4 Requirements for selection of FPL programmable devices (e.g., field devides)

ether

with the following subclauses.

11.5/4.2 All configuration options of the'device possibly influencing safety shall be idenftified
and considered. It is important to chegk’ that wherever specific settings are not defined that
the default settings of the device are confirmed to be appropriate. Unused features df the
devides shall be identified in the, evidence of suitability, and it shall be established that| they
are Unlikely to jeopardize the required SIF.

11.54.3 For the specific. configuration and operating environment of the device] the
evidgnce of suitability shall consider:

e characteristics,of-input and output signals;
e modes of use;

e fynctionpsiand configurations used;

e priof.use in similar operating environments.

11.5.4.4 |n addition, for SIL 3 applications, an assessment of the FPL device shall be carried
out to show that:

the FPL device is both able to perform the required functions and that prior use has shown
there is a low enough probability that it will fail in a way which could lead to a hazardous
event when used as part of the SIS, due to either random hardware failures or systematic
faults in hardware or software;

appropriate standards for hardware and software have been applied;

the FPL device has been used or tested in configurations representative of the intended
operational profiles.
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11.5.5 Requirements for selection of LVL programmable devices based on prior use
11.5.5.1 The following requirements apply to PE devices used in SISs which implement SIL
1 or SIL 2 SIFs.

11.5.5.2 The requirements of 11.5.4 apply.

11.5.5.3 Where there is any difference between the operating environment of a device as
experienced previously, and the operating environment of the device when used within the
SIS, then any such differences shall be identified and there shall be an assessment based on
analysis and testing, as appropriate, to show that the likelihood of systematic faults when

used

11.5.
dete

|.

'Y
~—

©

NOTE
specif]

in the SIS is sufficiently low.

.4 The operating experience considered necessary to justify the suitahbility sha
mined taking into account:

e SIL of the SIF;

e complexity and functionality of the devices.

5.5 For SIL 1 or 2 applications, a safety configured PE_.logic solver may be
ded that all the following additional provisions are met:

hderstanding of unsafe failure modes;

e of techniques for safety configuration that address ‘the identified failure modes;
e embedded software has a good history of usesfor safety applications;

rotection against unauthorized or unintended:modifications.

A safety configured PE logic solver is a gengéral purpose industrial grade PE logic solver wh
cally configured by the OEM, a systems enginegr or the end-user for use in safety applications.

11.5.
carri

o it

.6 A formal assessment of any(BE logic solver used in a SIL 2 application sha
d out to show that:

is both able to perform the‘required functions and that prior use has shown there is
hough probability that itswill fail in a way which could lead to a hazardous event
sed as part of the SISy _due to either random hardware failures or systematic fau
ardware or softwares

ppropriate responses; these measures shall comprise all of the following:
program-sequence monitoring;
protegtion of code against modifications or failure detection by on-line monitoring;

failure assertion or diverse programming;

Il be

used

ich is

Il be

B low
when
ts in

easures are implemented to detect faults during program execution and infitiate

range check of variables or plausibility check of values:

modular approach;

appropriate coding standards have been used for the embedded and utility software;

testing in typical configurations, with test cases representative of the intended

operational profiles;

trusted verified software modules and components have been used;

the system has undergone dynamic analysis and testing;

the system does not use artificial intelligence or dynamic reconfiguration;
documented fault-insertion testing (negative testing) has been performed.
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11.5.6 Requirements for selection of FVL programmable devices

When the applications are programmed using a FVL, the PE device shall be in accordance
with IEC 61508-2:2010 and IEC 61508-3:2010.

11.6 Field devices

11.6.1 Field devices shall be selected and installed to minimize failures that could result in
inaccurate information due to conditions arising from the operating environment. Conditions
that should be considered include corrosion, freezing of materials in pipes, suspended solids,
polymerization, coking, temperature and pressure extremes, condensation in dry-leg impulse

I' ad—iaaffiaiant P02 P2 oo o ot loo ool [HP
Ines aReHhsuteteftecofaensato——wet oY TP OTS T MG St

11.6.2 Energize to trip circuits shall apply means to ensure circuit and power” stipply
integrity.

NOTE|1 An example of such means is an end-of-line monitor, where a pilot current is continuously monitgred to
detecfl circuit continuity and where the pilot current is not of sufficient magnitude to affect proper 1/O operation.

NOTE|2 Additional requirements for loss of power can be found in 11.2.11.

11.6/3 Smart sensors shall be write-protected to prevent inadvertent modification, upless
appropriate safety review (e.g., H&RA) allows the use of read/write.

NOTE| The review can take into account human factors such as failurecte*follow procedures.
11.7| Interfaces

11.7/ General

Interfaces to the SIS can include, but are notlimited to:

e operator interface(s);

3

aintenance/engineering interface(s);

e cpmmunication interface(s).

11.7)2 Operator interface requirements

11.72.1 Where the SlS\operator interface is via the BPCS operator interface, account|shall
be taken of credible failures that may occur in the BPCS operator interface.

NOTE| This can inglude preparing plans to enable an orderly safe shutdown in the event of total failure [of the
operafional displays:

11.72.2 ~The design of the SIS shall minimize the need for operator selection of optiong and
the need'to bypass the system while hazards are present. If the design does require the¢ use
of oplerator actions, the design should include facilities for protection against operator errT)r.

NOTE |If the operator has to select a particular option, there can be a confirmation step.

11.7.2.3 Bypass switches or means shall be protected to prevent unauthorized use (e.g., by
key locks or passwords in conjunction with effective management controls).

NOTE Consideration can be given to enforcing time limits on bypass operation and to limiting the number of
bypasses that can be active at any one time.

11.7.2.4 The SIS status information that is critical to maintaining the SIF shall be available
as part of the operator interface. This information may include:

e where the process is in its sequence;

e indication that SIS protective action has occurred;
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e indication that a protective function is bypassed;

e indication that automatic action(s) such as degradation of voting and/or fault handling has
occurred;

e status of sensors and final elements;
o the loss of energy where that energy loss impacts safety;
o the results of diagnostics;

e failure of environmental conditioning equipment which is necessary to support the SIS.

11.7.2.5 The SIS operator interface design (see 11.7.2.7) shall be such as to prevent
chanpes 1o the SIS application program.

11.7)2.6 Where information is transferred from the BPCS to the SIS, systems, eqdipmgnt or
procedures shall be applied to confirm that the correct information has been trahsferred and
that fhe safety integrity of the SIS is not compromised.

NOTE| The systems, equipment or procedures used can include control over selective, writing from the BHCS to
speciflc SIS variables.

11.72.7 The design of the SIS operator interface via the BPCS operator interface shall be
such| that provision of incorrect information or data from the¢ BPCS to the SIS shall not
compromise safety.

11.73 Maintenance/engineering interface requirements

11.73.1 The design of the SIS maintenance/engineering interface shall ensure tha{ any
failurfe of this interface shall not adversely affect the ability of the SIS to carry out the required
SIFs| This may require disconnecting of maintenance/engineering interfaces, such as
progtamming panels, during normal SIS operation.

11.73.2 The maintenance/engineering’interface shall provide the following functions| with
acceps security protection to each:

IS mode of operation, program, data, means of disabling alarm communication, |test,
ypass, maintenance;

id, delete, or modify application program;
ata necessary to/troubleshoot the SIS;

here bypasses are required they should be installed such that alarms and manual

S
b
o §|IS diagnostic, voting and fault handling services;
a
d
W
shutdowr facilities are not disabled.

11.7.8.3 "The maintenance/engineering interface shall not be used as the operator interface.

11.7.3.4 Enabling and disabling the read-write access shall be carried out only by a
configuration management process using the maintenance/engineering interface with
appropriate documentation and security measures such as authentication and user secure
channels.

11.7.4 Communication interface requirements

11.7.4.1 The design of any SIS communication interface shall ensure that any failure of the
communication interface shall not adversely affect the ability of the SIS to achieve or maintain
a safe state of the process.

11.7.4.2 When the SIS is able to communicate with the BPCS and peripherals, the
communication interface, BPCS, or peripherals shall not adversely impact any of the SIFs
within the SIS.
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11.7.4.3 The communication interface shall be sufficiently robust to withstand electro-
magnetic interference including power surges without causing a dangerous failure of the SIS.

11.7.4.4 The communication interface shall be suitable for communication between devices
referenced to different electrical ground potentials.

NOTE An alternate medium (e.g., fibre optics) can be required.
11.8 Maintenance or testing design requirements

11.8.1 The design shall allow for testing of the SIS either end-to-end or in segments. Where

the imwwa-beﬂmﬁchewwtmewdmmmmm then
on-line test facilities are required.

NOTE| The term “end-to-end” means from process fluid at sensor end to process fluid at actuation(end.

11.8)2 When on-line proof testing is required, test facilities shall be an integral part df the
SIS design.

11.8/3 When test or bypass facilities are included in the SIS, ‘they shall conform| with
the following:

e The SIS shall be designed in accordance with the mainténance and testing requirements
bfined in the SRS;

d
e The operator shall be alerted to the bypass of any portion of the SIS via an alafm or
operating procedure.

11.844 The maximum time the SIS is allowed,to be in bypass (repair or testing) while| safe
operation of the process is continued shall be defined.

11.8/5 Compensating measures that ensure continued safe operation shall be providged in
accofdance with 11.3 when the SIS is indbypass (repair or testing).

11.8)6 Forcing of inputs and outputs in PE SIS shall not be used as a part of applidation
progfam(s), operating proceduré(s) and maintenance (except as noted below).

Forcing of inputs and oufputs without taking the SIS out of service shall not be allowed upless
supplemented by procedures and access security. Any such forcing shall be announced gr set
off ap alarm, as appropriate.

11.9| Quantification of random failure

11.9[1 The~calculated failure measure of each SIF shall be equal to, or better than|, the
target failure measure related to the SIL as specified in the SRS. This shall be determian by
calcdlation.

NOTE In complex applications, the hazardous event frequency can be used as an alternative to the target failure
measures (e.g., where different demand causes have different safety integrity requirements or where non-
independent SISs act in sequence).

11.9.2 The calculated failure measure of each SIF due to random failures shall take into
account all contributing factors including the following:

a) the architecture of the SIS and of its SIS subsystems where relevant as they relate to
each SIF under consideration;

b) the estimated failure rate related to each failure mode, due to random hardware failures,
which would contribute to a dangerous failure of the SIS but which are detected by
diagnostic tests;
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c) the estimated failure rate related to each failure mode, due to random hardware failures,
which would contribute to a dangerous failure of the SIS which are undetected by the
diagnostic tests but which are detected by proof tests:

d) the estimated failure rate related to each failure mode, due to random hardware failure,
which would contribute to a dangerous failure of the SIS which are undetected by the
diagnostic tests and undetected by proof tests;

e) the susceptibility of the SIS to failures caused by the proof tests themselves;
f) the susceptibility of the SIS to common cause failures;

g) the diagnostic coverage of any periodic diagnostic tests, the associated diagnostic test

h) the coverage of any periodic proof tests, the associated proof test procedure -and the
reliability for the proof test facilities and procedure;

i) the repair times for detected failures and the state of the SIS during repairs. (on line pr off
line);
he estimated dangerous failure rate of any communication process in_any modes which
would cause a dangerous failure of the SIS (both detected and undetected by diagnostic
tIsts);

the estimated likelihood that operator response would causeja ‘dangerous failure df the
SIS (both detected and undetected by diagnostic tests);

—
-~
—

1) the reliability of any utility necessary for the SIS.

NOTE| Several modelling approaches are available and the most appropriate approach is a matter for the gnalyst
and can depend on the circumstances. Available means include (s€e lEC 61508-6:2010, annex B):

— cguse consequence analysis;

=

gliability block diagrams;
—  fault-tree analysis;

—  Mparkov models;

—  Petri nets models.

The probabilistic calculations can be performed analytically or by numerical simulation (e.g., Monte |Carlo
simulgtion).

11.93 The reliability data,-used when quantifying the effect of random failures shdll be
crediple, traceable, documented, justified and shall be based on field feedback from similar
devides used in a similarioperating environment.

NOTE|1 This includes usér collected data, vendor/provider/user data derived from data collected on deviceg, data
from deneral field feedback reliability databases, etc. In some cases, engineering judgement can be used to gssess
missir]g reliability data“or evaluate the impact on reliability data collected in a different operating environment

NOTE| 2 The\lack of reliability data reflective of the operating environment is a recurrent shortcom|ng of
probabilistic” calculations. End-users can organize relevant device reliability data collections in accordancg with
IEC 60300-3-2:2004 or ISO 14224:2006 to improve the implementation of the IEC 61511 series.

NOTE 3 Vendor data based on returns can be restricted to a population where there is full knowledge of the
operational environment and fully recorded in accordance with IEC 60300-3-2:2004 or ISO 14224:2006. The user
can also record the operational environment for the SIF and be able to demonstrate that the vendor’s operational
environment data matches the environment of the SIF.

11.9.4 The reliability data uncertainties shall be assessed and taken into account when
calculating the failure measure.

NOTE 1 The reliability data uncertainties can be evaluated according to the amount of field feedback (less field
feedback results in more uncertainty) or/and exercise of expert judgement. Published standards (IEC 60605-4),
Bayesian approaches, engineering judgement techniques, etc. can be used to estimate the reliability data
uncertainties.

NOTE 2 The following techniques can be used for calculating the failure measures (more information can be
found in IEC 61511-2:2016):

— use of an upper bound confidence of 70 % for each input reliability parameter instead of its mean in order to
obtain conservative point estimations of the failure measures, or;
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— use the probabilistic distributions functions of input reliability parameters, perform Monte Carlo simulations to
obtain an histogram representing the distribution of the failure measure and assess a conservative value from
this distribution (e.g., that there is a 90 % confidence that the true failure measure is better than the value
calculated).

11.9.5 |If, for a particular design, the target failure measure for the relevant SIF is not
achieved then:

a) identify the devices or parameters contributing most to the failure measure;
NOTE Fault tree cut-set analysis can be useful here.

b) evaluate the effect of possible improvement measures on the identified devices or
parameters (e.g., more reliable devices, additional defences against common_ mode

failures, increased diagnostic or proof test coverage, increased redundancy, reduced
proof test interval, staggering tests, etc.);

c) sglect and implement improvement measures to establish the new result;

d) cpmpare the new result to the target failure measure and repeat the steps@) to d) until the
target failure measure is achieved in a conservative manner.

12 $IS application program development

12.1| Objective

The |objective of Clause 12 is to define the requirements” for the development of the
applipation program.

12.2| General requirements

12.21 The application program of the SIS shall be in accordance with the applidation
progtam safety requirements (see 10.3.3) andcall the requirements of this clause for all S|L up
to and including SIL 3.

12.22 The application programmer\shall review the information in the SRS and the
applipation program safety requirements to ensure that the requirements are comprehersive,
unanmbiguous, understandable and”consistent. Any deficiencies in the application program
safety requirements shall be.lidentified and resolved, and if changes are made tq the
appligation program safety requirements, an impact analysis shall be carried out.

12.23 The IEC 61511\ series addresses programming in Limited Variability Languages (LVL)
and the use of devjces using Fixed Program Languages (FPL). The IEC 61511 series |does
not gddress Full Viariability Language (FVL) and the IEC 61511 series does not address BIL 4
appligation preagramming. Where function blocks are written in FVL then these shall be
deve|oped and)modified under IEC 61508-3:2010.

12.2.44 {\Where the application program of the SIS is to implement both safety and non-safety
functmwuupmw_m@m&au_b&u%w i shall

comply with this standard and in addition, it shall be shown through assessment and test that
the non-safety functions cannot interfere with the safety functions.

12.2.5 The application program shall be designed in such a way as to ensure that once the
SIS has placed the process in a safe state, the process remains in the safe state, including
under loss of power conditions and on power restoration, until a reset has been initiated
unless otherwise directed by the SRS.

NOTE 1 If the SIF does not have a reset then there can be a documented engineering argument as to why it is
acceptable to reinitiate the process without requiring the safe delay a reset would impose.

NOTE 2 More information can be found in 11.2.7.
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12.2.6 During SIS start-up (or power up) the application program shall ensure that safety
outputs remain in the safe state (typically de-energized state) until a reset has been initiated
unless otherwise directed by the SRS.

12.2.7 The application program shall be designed in such a way that all parts of the
application program are executed on every application program scan unless there is a specific
alternate requirement that is supported in the safety manual. Process safety time
requirements shall be considered when establishing application program scanning
requirements.

12.2.8 The SIS application program and data shall be subject to modification, revision
conttl, version management, back-up and restoration procedures.

12.2 The application program specifies requirements for application programming for lisers
and integrators of SISs. In particular, requirements for the following are specified:

o §|IS safety life-cycle phases and activities that are to be applied during”the designl and
development of the application program. These requirements include the applicatipn of
measures and techniques, which are intended to avoid errors in the application program
apd to control failures which may occur;

e irfformation relating to the application program validation to/be passed to the organization
carrying out the SIS integration;

e preparation of information and procedures concerningthe application program needed by
the user for the operation and maintenance of the SiS;

e pfocedures and specifications to be met by the{rganization carrying out modifications of
Re application program.

—

12.3| Application program design

12.31 An application program designsshall address all SIS logic including all prqcess
operating modes for each SIF.

12.3)2 The input to the application program design shall be the SRS including the
appligation program requirements (see Clause 10), the SIS architecture (see Clause 11) and
the npeans and tools for devéleping the application program design (see 12.6). The appligation
progtam design shall be consistent with and traceable back to the SRS.

12.33 The application program design shall allow an assessment of functional safety {o be
carri¢d out.

12.3/4 Thelapplication program design and its decomposition into modules if applicable,
shall| address how the requirements are to be implemented, including the following as
appropriate:

e the functions that enable the process to achieve or maintain a safe state;

o the specification of all identified application program components, and the description of
connections and interactions between identified components;

e the timing constraints associated with the application program functions and their
implementation in program scan time(s);

o a detailed description of the standard library modules (function blocks) being used;

e a detailed description of the application specific modules (function blocks) being used;
e a description of the way memory allocation has been achieved;

o the list of global variables used and the way in which their integrity is protected,;

e identification of all non-SIF and the interfaces to non-safety related parts of the
application program, to ensure that they cannot affect the proper operation of any SIF;
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o definition of input and output interfaces, including tag listings and the associated data
types;

o details of the data exchanged between the SIS application program and the operator
interfaces;

e details of the data exchanged between the SIS application program and the BPCS and
peripherals such as printers, data storage, etc.;

e how external and internal diagnostic information will be processed and logged;

e detailed description of how the operation and maintenance interfaces are implemented,
including the way in which alarms are prioritised, indicated and accepted;

o a|detailed description of any application level diagnostics that may be implemented [such
ap external watch dogs, application data integrity checking, sensor validation to.mesgt the

required SIL;
e system configuration checks including the existence and accessibility\ of expgcted
hardware devices and software modules;

L]
0

bw the complexity in the application program design is minimised e.g., through uge of
odular design and simple functionality;

3

e fynctions related to the detection, annunciation and management of faults in| SIS
stibsystems;

o fynctions related to the periodic testing of SIF on-line;

e fynctions related to the periodic testing of SIF off-line;

°
—h

ynctions that allow maintenance of the SIS to be ¢arried out safely;

L]
-

gferences to documents on which the application program design specification is baspd.
12.3)5 The application program design shall gnsure:

e cpmpleteness with respect to the SRS_and its intended purpose;
e coprrectness with respect to the SRS@nd its intended purpose;

o freedom from ambiguity, i.e., clear to those who will utilize the document at any stage of
the SIS safety life-cycle; thislkincludes the use of terminology and descriptions which are
upambiguous and understood by plant operators and system maintainers, as well ap the
application programmers;

o freedom from design-faults.
12.4| Application\program implementation
12.41 The _application program development methodology shall comply with| the

deve|lopment.tools and restrictions given by the manufacturer of the SIS PE subsystem on
which the-application program shall be used.

12.4.2—Fhe—following—information—shall-be—contaired—in—the—appheation—program—oer—related
documentation:

a) the application program originator;

b) a description of the purpose of the application program;

c) the versions of the safety manuals that were used;

d) identification of the dependency of each SIF on the parts (modules) of the application
program;

e) traceability to the application program safety requirements specification;
f) identification of each SIF and its SIL;

g) identification and description of the symbols used, including logic conventions, standard
library functions, application library functions;
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h) identification of the SIS logic solver input and output signals;

i) where the overall SIS utilises communications, a description of the communications
information flow;
NOTE An example would be where a SIF uses several logic solvers.

j) a description of the program structure, including a description of the order of the logical

processing of data with respect to the input/output sub-systems and any limitations
imposed by scan times;

k) If required by the SRS, the means by which:
e the correctness of field data is ensured, (e.g., comparison between analog sensors to

ORI ik diaa

H W=V T AL
mTPToOvVe e amaygTmosSto oo veTayg Ty,

o| the correctness of data sent over a communication link is ensured (e:g.,”When

communicating from an HMI, before implementation of a command am—‘ack’ or
'acknowledge’ is transmitted);

e¢| communications are made secure (e.g., cyber security measures);
I) version identification and a history of changes.

12.413 |If previously developed application program library functionsfare to be used as part of
the design, their suitability shall be justified and based upon:

e cpmpliance to IEC 61508; if proven-in-use evaluatiofy for FVL in compliance to
EC 61508-3:2010 is undertaken, the programmable devices on which the applidation
rogram library functions execute shall also be evaluated as proven-in-use according to
EC 61508-2:2010; or

bmpliance to IEC 61511 prior use requirements'{see 11.5.4 or 11.5.5) when using FPL or
VL;

all cases, demonstrating that any unused functions do not adversely impac} the
bplication program.

e

[ ]
QS O

12.4/4 The application program shall:be produced in a structured way so as to achieve:

e modular decomposition of the functionality;

[ ]
=

bep the complexity of SIE application program to a minimum consistent with that gf the
bmplexity of the required SIF;

(@]

o tgstability of functionality (including fault tolerant features) and of the internal structdre of
the application pragram;

]
—

raceability to,cand explanation of, application functions and associated constraints;

e ope to one~mapping between the hardware architecture and application program
afchitecture.

12.5( Requirements for application program verification (review and testing)

12.5.1 Verification planning shall be carried out in accordance with Clause 7.

12.5.2 The application program including its documentation shall be reviewed by a
competent person not involved in the original development. The approach used for the review
and the review results shall be documented.

12.5.3 The application program, including its decomposition into modules if appropriate,
shall be verified through review, analysis, simulation and testing techniques using written
procedures and test specifications, that shall be carried out to confirm that the application
program functions meet the SRS and that unintended functions are not executed and that
there are no unintended side effects with respect to the SIF. The following shall be
addressed:
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conformance to the application program design specification, the defined means
procedures, and the requirements of safety validation and test planning;

exercising of all parts of the application program;
exercising a representative range of data conditions;
testing for failure conditions (i.e., negative testing);
timing and the sequence of execution;

testing of communications to and from the SIS;

NOTE Wherever feasible the communication overload condition can be verified and tested.

and

itegration of the off-tine appiication program with the fogic SoIver hardware an
hderlying PE;

c

internal data flow checks to confirm that the logic solver is not just apparently. warking
i working as expected;

when possible, integration of the application program and 3rd party devices:

12.5/4 The mapping of the I/O data to the application program, in¢luding data type
range, shall be verified.

12.5/5 During testing, modifications to the application programshall be subject to an in
analysis in order to determine:

a|l application program parts impacted,;

the necessary re-design and re-verification activities.

12.5)6 The results of application program testing.shall be documented and include:

—. .

He versions of supporting software and test tools;

>

ames of the person(s) who performed the tests and reviews and dates;
descriptions of the tests, reviews-and dates performed;

the test results;

whether the objective and-criteria of the tests have been met;

iffthere was a failuresduring the test, the reasons why the failure occurred, the analy
the failure and therecords of its correction and re-test requirements.

12.6| Requirements for application program methodology and tools

12.6 1 Theapplication program development shall comply with the constraints in
applicable safety manual(s).

Re versions of the application program and-its supporting documentation being tested;

the

, but

and

hpact

5is of

the

NOTE € sarety manual(s) can be reviewed and, i required 10T a speciiic application, adaditional procedu
and/or constraints on the use of methodologies and tools can be implemented.

es for

12.6.2 Methods, techniques and tools shall be selected and applied for each life-cycle phase
so as to:

minimize the risk of introducing faults into the application program;
reveal and remove faults that already exist in the application program;

ensure as far as is practicable that any faults remaining in the application program wi
lead to unacceptable results;

Il not

enhance the means of managing modifications of the application program throughout the

lifetime of the SIS;

provide evidence that the application program has the required quality.


https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

- 68 - IEC 61511-1:2016 © IEC 2016

13 Factory acceptance test (FAT)

13.1 Objective

The objective of Clause 13 is to test the devices of the SIS to ensure that the requirements
defined in the SRS are met.

NOTE 1 By testing the logic solver, associated software and hardware prior to installation, errors can be readily
identified and corrected.

NOTE 2 The FAT is sometimes referred to as an integration test and can be part of the validation.

NOTE|3 Testing of field elements together with the logic solver can be recommended when there needs\t¢p be a
high cpnfidence in operation prior to final installation, e.g., subsea applications.

13.2| Recommendations

13.21 The need for a FAT shall be specified during the safety planning for@ project.

NOTE|1 Close co-operation between the logic solver supplier and design contractor can be required in order to
develgp the integration tests.

NOTE|2 The activities follow the design and development phases and precede the installation and commissipning.
NOTE|3 The activities are applicable to the SIS subsystems with or without,programmable electronics.

NOTE|4 It is usual for the FAT to take place in a factory environment\prior to installation and commissior|ing in
the plant.

13.2)2 The planning for a FAT shall specify the follewing:

o Tlypes of tests to be performed including black=box system functionality tests; performance
tgsts; internal checks; performance tests;énvironmental tests; interface testing; testing in
degraded or faulted condition; exception\testing; testing for safe reaction in case of power
dilure (including restart after power restored); and application of the SIS maintenance¢ and
operating manuals;
NPTE 1 Black-box functionality testing.is a test design method that treats the system as a “black box], so it
does not explicitly use knowledge /of its internal structure. Black- box test design is usually described as

focusing on testing function requirements. Synonyms for black box include behavioural, functional, ogaque-
b¢x, and closed-box testing.

NPTE 2 Performance tests determine whether the system meets timing, reliability and availability, intpgrity,
s3dfety targets and constraints.

DTE 3 Environmental'tests include EMC, life-and stress-testing.

DTE 4 Internalidata flow checks can be carried out to that the SIS is processing input data and gengrating
tput response‘as specified.

pst cases) test description and test data;

DTE 5 ,Clarity in defining who is responsible for developing the test case and who is going to be respgnsible
r carrying out the test and witnessing the test can be very important.

[ ]
oz 4 oz =z

) gpendence on other systems/interfaces;
e Test environment and tools;

e Logic solver, sensor and final element configuration;

o Test criteria on which the completion of the test shall be judged,;

o Procedures for corrective action on failure of test;

e Test personnel competences;

e Physical location;

e Hazards posed by the testing especially dealing with stored energy;
o A clear diagram of the test-set up.

e Recording of tests conducted, data, results and observations whilst the tests are being
conducted.
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NOTE 6 Tests that cannot be physically demonstrated are normally resolved by a formal line of reasoning as
to why the SIS achieves the requirement, target or constraint.

13.2.3 The FAT shall take place on a defined version of the logic solver.

13.2.4 The FAT shall be conducted in accordance with the FAT planning. These tests shall
show that all the logic performs correctly.

13.2.5 For each test carried out the following shall be addressed:

the version of the test planning being used;

o the SIF and performance characteristic being tested;
o the detailed test procedures and test descriptions;
e a|chronological record of the test activities;

e the tools, equipment and interfaces used.
13.26 The results of FAT shall be documented, stating

e the test cases;
e the test results;

o whether the objectives and test criteria have been met.

If thgre is a failure during test, the reasons for the failure 'shall be documented and analysed
and the appropriate corrective action should be implemented.

13.2J7 During FAT, any modification or change*'shall be subject to a safety analydis to
detefqmine:

e the extent of impact on each SIF;

o the extent of testing and verificationnwhich shall be defined and implemented.

NOTE| Commissioning can commence whilst corrective action is undertaken, depending on the results of the| FAT.
14 $IS installation and commissioning

14.1| Objectives

The ¢bjectives of therequirements of Clause 14 are to:

e irlstall the~SIS according to the specifications and drawings;

o cpmmission the SIS so that it is ready for final system validation.

NOTE| Thé purpose of commissioning activities is to ensure that each of the SIS devices is individually repdy to
operate, as specified in the design phase.

14.2 Requirements

14.2.1 |Installation and commissioning planning shall define all activities required for
installation and commissioning. The planning shall provide the following:

o the installation and commissioning activities;

o the procedures, measures and techniques to be used for installation and commissioning;

o when these activities shall take place;

e the persons, departments and organizations responsible for these activities.

Installation and commissioning planning may be integrated in the overall project planning
where appropriate.
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14.2.2 All SIS devices shall be properly installed according to the design and installation
plan(s).

14.2.3 The SIS shall be commissioned in accordance with planning in preparation for the
final system validation. Commissioning activities shall include, but not be limited to,
confirmation of the following:

14.2/4 Appropriate records of the commissioning of the SIS shall be produced, statin
results of the activities and whether the objectives and criteria’/identified during the d
phase have been met. If there is a failure, the reasons for the\failure shall be recorded.

14.2/5 Where it has been established that the actualtinstallation does not conform t
design information then the difference shall be evaluated by a competent person and in
of the difference on safety shall be determined. Ifiit is established that the difference hg
impaft on safety, then the design information<shall be updated to “as-built” status. |
diffeflence has a negative impact on safety, thén the installation shall be modified to megq
design requirements.

15

15.1| Objective

The pbjective of the requirements of Clause 15 is to validate, through inspection and te
that the installed and commissioned SIS and its associated SIF(s) achieve the requiren
as stpted in the SRS.

NOTE| This is sometimes referred to as a site acceptance test (SAT).
15.2| Regquirements

15.2 1. <Nalidation planning of the SIS shall be carried out throughout the SIS safety life-

hall defineg all activities—and sauinment reauired for validation Thae followina items
an
AaH—GeHRe—-aH—-a A She—egtHpehteguH-ec—+o—aHaaHoR—-R68+o+HeWHG

earthing (grounding) has been properly connected;
energy sources have been properly connected and are operational;

transportation stops and packing materials have been removed,;

>

b physical damage is present;

a|l instruments have been properly calibrated and configured;
a|l field devices are operational;

Iqgic solver and input/outputs are operational;

the interfaces to other systems and peripherals are operational;

a|l communications between remote SIS systems are operational:

$IS safety validation

j the
bsign

b the
hpact
S no

If the

t the

5ting,
nents

cycle

shall

be included:

the validation activities including validation of the SIS with respect to the SRS including

implementation and resolution of resulting recommendations;

validation of all relevant process operating modes of the process and its assoc
equipment including;

— preparation for use including setting and adjustment;
— start-up, automatic, manual, semi-automatic, steady state of operation;
— re-setting, shutdown, maintenance;

— other modes identified in previous phases of the SIS safety life-cycle;

iated
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15.2 2 Validation planning for the application program shall include the followings

the procedures, measures and techniques to be used for validation, including how
validation activities can be performed, without putting the plant and process at risk of the
hazardous events the SIS is to protect against;

when these activities shall take place;

the persons, departments and organizations responsible for these activities and the levels
of independence for validation activities;

reference to information against which validation shall be carried out (e.g., cause and
effect chart);

the equipment and facilities that needs to be installed or made available (e.g. isolation

alvac and ool Adotanti~n anraentthat gl bha o dad fap thhn faotin s ~F ol )
VarreSahtarearKkaetecton cOoTrprTeT T aratc wim o TTeCUTUTOT e e Sty U varve S~

NOTE Examples of validation activities include loop testing, logic testing, calibration procedures, simdilation
of application program.

identification of the application program functions which needs to be\ validated for [each
pfocess operating mode before commissioning begins;

the technical strategy for the validation including (where relevant):

manual and automated techniques;

static and dynamic techniques;

analytical and statistical techniques.

i accordance with the preceding bullet, the measufes (techniques) and procedureq that
wlill be used for confirming that each SIF conforms.with the specified safety requirements
ahd the specified SIL;

the required environment in which the validation activities are to take place (e.g., for|tests
this would include calibrated tools and equipment);

the application program;

the pass/fail criteria for accomplishing validation including:
—| the required process and operator input signals with their sequences and their valyes;
—| the anticipated output signals with their sequences and their values;
—| other acceptance criteria, for example memory usage, timing and value tolerances)

the policies and precedures for evaluating the results of the validation, particlilarly
gilures;

| documents \(see Clause 19) are validated for accuracy, consistency and traceabiljty of
e SIF fromlinception during the H&RA through the final installed SIF.

=)

15.2/3 Where measurement accuracy is required as part of the validation then instruments
used| for\this function should be calibrated against a specification traceable to a standard
within“an” uncertainty appropriate to the application. If such a calibration is not feasiblg, an
alternative method shall be used and documented.

15.2.4 The validation of the SIS and its associated SIF(s) shall be carried out in accordance
with the SIS validation planning. Validation activities shall include, but not be limited to, the
following:

confirmation that the SIS performs under normal and abnormal process operating modes
(e.g., start-up, shutdown) as identified in the SRS;

confirmation that adverse interaction of the BPCS and other connected systems do not
affect the proper operation of the SIS;

the SIS properly communicates (where required) with the BPCS or any other system or
network, including during abnormal conditions such as a data overload;


https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

15.2/5 The validation of the application pregram shall determine whether:

The information ofithe validation activities shall be available.

-72 - IEC 61511-1:2016 © IEC 2016

sensors, logic solver, and final elements perform in accordance with the SRS, including all
redundant channels, including abnormal condition such as data overload,;

NOTE If a factory acceptance test (FAT) was performed on the logic solver as described in Clause 13, credit
can be taken for validation of the logic solver by the FAT. After all equipment is installed in the plant, full loop
validation will test the logic solver functionality and its connections to other SIS subsystems.

SIS design documentation is consistent with the installed system;

confirmation that the SIF performs as specified on invalid process variable values (e.qg.,
out of range);

the proper shutdown sequence is activated;

the-SIS provides the proper annunciation and proper operation displayv:
L L L L r L L J 7

cpmputations that are included in the SIS are correct for expected range of values buf also
at limits and over the limits;

the SIS reset functions perform as defined in the SRS;

bypass functions operate correctly;

start-up overrides operate correctly;

manual shutdown systems operate correctly;

the proof-test policy documented in the maintenance procedures;
agnostic alarm functions perform as required;

d

cpnfirmation that the SIS performs as required on loss of utilities (e.g., electrical power,
alr, hydraulics) and confirmation that, when the utilities are restored, the SIS returns tp the
desired state;
¢
a

bnfirmation that the EMC immunity, as speécified in the SRS (see 10.3), has |peen
Chieved.

al|l of the specified application prodgram safety requirements (see 10.3.2) are correctly
performed;

the application program does hot jeopardize the safety requirements under SIS |fault
cpnditions and in degraded-modes of operation and for BPCS fault conditions fof any
interfaces between the SIS ‘and BPCS;

the application program does not jeopardize the safety requirements by executing
inused” software functionality, i.e., functionality not defined in the specification.

15.2)6 The.results from the validation plan activities shall represent and cover the entir¢ SIS

validation process. SIS validation documentation shall be produced which provides:

the-version-ofthe-S1Svalidationplanning-being-used-
veFsIon-o—n A LAk A AL S AL Bt Al Bkl

the SIF(s) under test (or analysis), along with the specific reference to the requirement
identified during the SIS validation planning;

tools and equipment used, along with their calibration data;

the results of each test;

the version of the test specification used;

the criteria for acceptance of the completed tests;

the version of the SIS hardware, application program(s), and other software being tested;

any discrepancy between expected and actual results and the resolution of that
discrepancy;
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o the analysis made and the decisions taken on whether to continue the test or to issue a
change request, in the case where discrepancies occur.

15.2.7 The results shall be verified against the expected results. All discrepancies shall be
analysed and the findings shall be available as part of the validation documentation. This
shall include the analysis made and the decisions taken on whether to continue the validation
or to issue a change request and to return to an earlier part of the development life-cycle.

15.2.8 After the SIS validation and prior to the identified hazards being present, the following
activities shall be carried out:

Il be

returned to their normal position;

a|l process isolation valves shall be set according to the process start-up requirements
ahd procedures;
a
a

| test materials (e.qg., fluids) shall be removed;

| commissioning overrides and force permissives shall be removed,
16 $IS operation and maintenance

16.1| Objectives

The ¢bjectives of the requirements of Clause 16 are to ensure that:

—

o the required SIL of each SIF is maintained during)operation and maintenance;

e the SIS is operated and maintained in a way, that sustains the required safety integrity].
16.2( Requirements

16.21 Operation and maintenance planhing for the SIS shall be carried out. It shall provide
the following:

—

gutine and abnormal operation activities;

e irlspection, proof testing, preventive and breakdown maintenance activities;

e the procedures, measures and techniques to be used for operation and maintenance;

e the operational response to faults and failures identified by diagnostics, inspectiops or
roof-tests;

°
< T

prification oficonformity to operations and maintenance procedures;
o when these)activities shall take place;

e the persons, departments and organizations responsible for these activities;

¢ a|SIS“maintenance plan.

NOTE The SIS maintenance plan can state different maintenance features depending on the SIL level.

16.2.2 Operation and maintenance procedures shall be developed in accordance with the
relevant safety planning and shall provide the following:

a) the routine methods and procedures which need to be carried out to maintain the "as
designed" functional safety of the SIS;

b) the procedures used to ensure the quality and consistency of proof testing, and to ensure
adequate validation is being performed after replacement of any device;

c) the measures and constraints that are necessary to prevent an unsafe state and/or reduce
the consequences of a hazardous event during maintenance or operation (e.g., when a
system needs to be bypassed for testing or maintenance, what additional risk reduction
needs to be implemented);

d) the methods and procedures which are used to test the diagnostics;
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the information which needs to be maintained on SIS failure and the demand rates on the
SIS;

procedures for collecting data related to the demand rate and SIS reliability parameters;

NOTE 1 Collection and analysis of failure data has many benefits including the potential to reduce
maintenance costs if failures rates in operation are significantly lower than what were predicted during design.
Implementation costs of new installations can also be reduced because new designs can be based on less
conservative failure rates.

the information which needs to be maintained showing results of audits and tests on the
SIS;

the maintenance procedures to be followed when faults or failures occur in the SIS,

including-
oG-

o| procedures for fault diagnostics and repair;
o| procedures for revalidation;
| maintenance reporting requirements;

e| procedures for tracking maintenance performance.
NOTE 2 Considerations include:

— procedures for reporting failures;

— procedures for analysing systematic failures;

— the actions to allow safe shutdown in the event of BPCS failure;

— ensuring that test equipment is properly calibrated and maintained.

16.2/3 Operation procedures shall be made available{.Compensating measures that eqpsure
contihued safety while the SIS is disabled or degradéd/due to bypass (repair or testing)|shall
be applied with the associated operation limits(duration, process parameters, etc.).| The
operator shall be provided with information on theyprocedures to be applied before and during
bypaps and what should be done before the removal of the bypass and the maximum|time

allowled to be in the bypass state. This information shall be reviewed on a regular basis.

NOTE| The operating and maintenance procedures can include verification that bypasses are removed afteq proof

testing.

16.244 Continued process operation with a SIS device in bypass shall only be permitted if a
hazafrds analysis has determined that compensating measures are in place and that|they

provide adequate risk reduction. Operating procedures shall be developed accordingly.

16.2/5 Operation and* maintenance shall proceed in accordance with the relg¢vant

procgdures.

16.2/6 Operators shall be trained on the function and operation of the SIS in their area.| This

training shall:ensure that they understand:

hpw.the SIS functions (trip points and the resulting action that is taken by the SIS);

NOTE T This can also include impact of an SIS action to remaining operational plant.

the hazard the SIS is protecting against;

the correct operation and management of all bypass/override switches and under what
circumstances these bypasses are to be used;

the operation of any manual shutdown switches and manual start-up activity and when
these manual switches are to be activated;

NOTE 2 This can include “system reset” and “system restart”.

expectation on activation of any diagnostic alarms (e.g., what action shall be taken when
any SIS alarm is activated indicating there is a problem with the SIS);

the proper verification of the diagnostics.

16.2.7 The status of all bypasses shall be recorded in a bypass log. All bypasses need
authorization and indication.
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16.2.8 Maintenance personnel shall be trained as required to sustain full functional
performance of the SIS (hardware and software) to meet the target SIL of each SIF.

16.2.9 Discrepancies between expected behaviour and actual behaviour of the SIS shall be
analysed and, where necessary, modifications made such that the required safety is
maintained. This shall include monitoring the following:

e the demand rate on each SIF (see 5.2.5.3);

e the actions taken following a demand on the system;

e the failures and failure modes of equipment forming part of the SIS, including those
ic ifi i i ’ i i ’ i ’

o the cause of the demands;
e the cause and frequency of spurious trips;

e the failure of equipment forming part of any compensating measures.

16.2110 The operation and maintenance procedures may require revjsion, if necessary,
following:

o fynctional safety audits;
e tgsts on the SIS;

e ekperience from normal or abnormal operation and maintenance events.

16.211 Written proof-test procedures shall be developed for every SIF to reveal danggrous
failues undetected by diagnostics. These written test’ procedures shall describe every|step
that iis to be performed and shall include:

e the correct operation of each sensor and final element;

e correct logic action;

e correct alarms and indications.

NOTE| The following methods can be used to determine the undetected failures that need to be tested:
— eXamination of fault trees;

— fallure mode and effect analysis;

— rqliability centred maintenance.

16.2/12 SIS spare~parts shall be identified and shall be made available to minimiz¢ the
bypaps duration dueto unavailability of any replacement part for the SIS.

NOTE| Replacémehts that are not in kind (like for like) can be managed as a modification to the SIS.

16.213, (Persons responsible for operations and maintenance shall review the hazard and
risk [analysis, allocation and design to ensure the assumptions made are valid| e.g.
assumptions on occupancy and corrosion protection.

16.3 Proof testing and inspection
16.3.1 Proof testing

16.3.1.1 Periodic proof tests shall be conducted using a written procedure to reveal
undetected faults that prevent the SIS from operating in accordance with the SRS.

NOTE 1 Particular attention can be made to identify failure causes that may lead to common cause failures.

NOTE 2 Functional test procedures can also emphasize the need to avoid introducing common cause failures.

16.3.1.2 The entire SIS shall be tested including the sensor(s), the logic solver and the final
element(s) (e.g., shutdown valves and motors).
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NOTE Testing of the SIS can be performed either end-to-end or in segments (see 11.8.1).

16.3.1.3 The schedule for the proof tests shall be according to the SRS. The frequency of
proof tests for a SIF shall be determined through PFD,,, or PFH calculation in accordance
with 11.9 for the SIS as installed in the operating environment.

NOTE Different parts of the SIS can require different test intervals, for example, the logic solver can require a
different test interval than the sensors or final elements.

16.3.1.4 Any deficiencies found during the proof testing shall be repaired in a safe and
timely manner. A proof test shall be repeated after the repair is completed.

16.3/1.5 At some periodic interval (determined by the user), the frequency of testing shall be
re-eMaluated based on various factors including historical test data, plant experience and
hardyare degradation.

NOTE| The user can adjust the test frequency based on this data and an analysis of the original basis f¢r test
frequgncy.

16.3/1.6 Any change to the application program requires full validation and a proof tgst of
any BIF impacted by the change. Exceptions to this are allowed,if_appropriate review and
partitl testing of changes are carried out to ensure the changes' were designed pef the
updated safety requirements and correctly implemented.

16.3.1.7 Suitable management procedures shall be applied to review deferrals and prg¢vent
significant delay to proof testing.

16.3.2 Inspection

Eachl SIS shall be periodically visually inspected to ensure there are no unauthofrized
modifications and no observable deterioratioh“(e.g., missing bolts or instrument covers, rlisted
brackets, open wires, broken conduits, breken heat tracing, and missing insulation).

NOTE| These problems could indicate an increase in the frequency of faults.

16.33 Documentation of proof tests and inspection

The pser shall maintain records that certify that proof tests and inspections were completed
as rejquired. These records shall include the following information as a minimum:

a) description of the tests and inspections performed including identification of the| test
procedure useds

b) dates of the\tests and inspections;
c) name-ofthe person(s) who performed the tests and inspections;

d) sgrial number or other unique identifier of the system tested (e.g., loop number, tag
number, equipment umber,and-StFmumber);

e) results of the tests and inspection including the “as-found” condition, all faults found
(including the failure mode) and the "as-left" condition.

17 SIS modification

17.1 Objectives
The objectives of the requirements of Clause 17 are:

o that modifications to any SIS are properly planned, reviewed, approved and documented
prior to making the change;

e to ensure that the required safety integrity of the SIS is maintained despite of any changes
made to the SIS.
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NOTE Modifications to the BPCS, other equipment, process or operating conditions can be reviewed to
determine whether they are such that the nature or frequency of demands on the SIS will be affected. Those
having an adverse effect can be considered further to determine whether the level of risk reduction will still be
sufficient.

17.2 Requirements

17.2.1 Prior to carrying out any modification to a SIS, procedures for authorizing and
controlling changes shall be in place.

17.2.2 The procedures shall include a clear method of identifying and requesting the work to
be done and the hazards that may be affected.

17.2,

Prior to carrying out any modification to a SIS (including the application program) an

analysis shall be carried out to determine the impact on functional safety as a réesult gf the
proppsed modification. When the analysis shows that the proposed modification‘Could impact
safety then there shall be a return to the first phase of the SIS safety life-cycle affected by the

modification.

17.2)
Modifications and re-verifications shall be carried out in accordancenwith the planning.

Safety planning for the modification and re-verification\ shall be available.

17.2)5 All documentation affected by the modification shall bé updated.
17.2/6 Modification activity shall not begin until a ESA“Yis completed in accordance| with
5.2.6[1.9 and after proper authorisation.

information shall include:

Appropriate information shall be maintained for all changes to the SIS.| The

a|description of the modification or change;

the reason for the change;

identified hazards and SIFs which may be affected;

ah analysis of the impact of theé modification activity on the SIS;
a|l approvals required for.the changes;

tgsts used to verify.that the change was properly implemented and the SIS perforns as
required;

dptails of all StS modification activities (e.g., a modification log);
appropriateconfiguration history;

tests used to verify that the change has not adversely impacted parts of the SIS which
were 'not modified.

17.2.8— Modification shat—be performed with quatifiedpersonmerwho tave been properly

trained. All affected and appropriate personnel should be notified of the change and trained
with regard to the change.

18 SIS decommissioning

18.1 Objectives

The objectives of the requirements of Clause 18 are to ensure that:

prior to decommissioning any SIS from active service, a proper review is conducted and
required authorization is obtained;

the required SIF(s) remain operational during decommissioning activities.
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18.2 Requirements

18.2.1 Prior to carrying out any decommissioning of part or all of a SIS or SIF, procedures
for authorizing and controlling changes shall be in place.

18.2.2 The procedures shall include a clear method of identifying and requesting the work to
be done and identifying the hazards that may be affected.

18.2.3 An analysis shall be carried out on the impact on functional safety as a result of the
proposed decommissioning activity. The assessment shall include an update of the H&RA
sufficient to determine the scope of impact to the SIS safety life cycle. The subsequent SIS
safety life-cycle phases shall need to be re-evaluated. The assessment shall also considgr:

=

« fynctional safety during the execution of the decommissioning activities;

o the impact of decommissioning the SIS on adjacent operating units and facility’servicgs.

18.2/4 The results of the impact analysis shall be used during safety ‘planning tp re-
implgment the relevant requirements of the IEC 61511 series including yre-verification and re-
validgtion.

18.2)5 Decommissioning activities shall not begin without- proper documentation| and
authgrization.

19 Information and documentation requirements

19.1| Objectives

The pbjectives of the requirements of Clause #9 are to ensure that the necessary informjation
is available and documented in order that:
o a|l phases of the SIS safety life-cyclé’can be effectively performed;

. prification, validation and FSA activities can be effectively performed.

<

19.2| Requirements

19.21 The documentation required by the IEC 61511 series shall be available to pers¢nnel
implgmenting the requirements of the IEC 61511 series.

19.2J2 The documentation shall:

e dpscribe thé.installation, system or equipment and the use of it;
e bp aceurate and up to date;

e bp.easy to understand;

« suit the purpose for which it is intended;

e be available in an accessible, maintainable and editable form, so that appropriate and
relevant documents can be readily and accurately identified, located, retrieved and
revised.

NOTE Further details of the requirements for information are included in Clause 14 and Clause 15.

19.2.3 The documentation shall have unique identities so it shall be possible to reference
the different parts.

19.2.4 The documentation shall have designations indicating the type of information.

19.2.5 The documentation shall be traceable to the functional and integrity requirements
arising from this standard, including the H&RA.
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19.2.6 The documentation shall have a revision index (for example, version numbers) to
make it possible to identify different versions of the information.

19.2.7 The documentation shall be structured to make it possible to search for relevant
information. It shall be possible to identify the latest revision (version) of a document.

NOTE The physical structure of the documentation can vary depending upon a number of factors such as the size
of the system, its complexity and the organizational requirements.

19.2.8 All relevant documentation shall be revised, amended, reviewed, approved and shall
be under the control of an appropriate information control scheme.

19.29 Current documentation pertaining to the following shall be maintained:

a) the results of the H&RA and the related assumptions;

b) the equipment used for SIF together with its safety requirements;

c) the organization responsible for maintaining functional safety;

d) the procedures necessary to achieve and maintain functional safety.of the SIS;
e) the modification information as defined in 17.2.5;

f) the safety manual(s);

g) design, implementation, test and validation.

NOTE| Further details of the requirements for information are includéd in 12.4.2, Clauses 14 and 15 and in 1p5.3.3.
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1)

COMMISSION ELECTROTECHNIQUE INTERNATIONALE

SECURITE FONCTIONNELLE -
SYSTEMES INSTRUMENTES DE SECURITE
POUR LE SECTEUR DES INDUSTRIES DE TRANSFORMATION -

Partie 1: Cadre, définitions, exigences pour le systéme,

le matériel et la programmation d'application

AVANT-PROPOS

La] Commission Electrotechnique Internationale (IEC) est une organisation mondialesJde normalisation

composée de lI'ensemble des comités électrotechniques nationaux (Comités nationaux,de WIEC). L'IEC

objet de favoriser la coopération internationale pour toutes les questions de normalisation dans les donj
de| I'électricité et de I'électronique. A cet effet, I'lEC — entre autres activités. — publie des N
internationales, des Spécifications techniques, des Rapports techniques, des¢Spécifications accessib
puplic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Lelur €laboration est confiée
comités d'études, aux travaux desquels tout Comité national intéressé par I€)sujet traité peut participe
organisations internationales, gouvernementales et non gouvernementalges; en liaison avec I'lEC, parti
égplement aux travaux. L’IEC collabore étroitement avec I'Organisation_Internationale de Normalisation
se|on des conditions fixées par accord entre les deux organisations.

Lep décisions ou accords officiels de I'l[EC concernant les questions’/techniques représentent, dans la n
du| possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux dg
intéressés sont représentés dans chaque comité d’études.

Lep Publications de 'lEC se présentent sous la forme «de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous ‘|es efforts raisonnables sont entrepris afin qus
s'dssure de I'exactitude du contenu technique de ses.publications; I'|EC ne peut pas étre tenue responsa
I'épentuelle mauvaise utilisation ou interprétation qui‘eh est faite par un quelconque utilisateur final.

D4gns le but d'encourager l'uniformité internationalé, les Comités nationaux de I'lEC s'engagent, dans tg
megsure possible, a appliquer de fagon transparente les Publications de I'l[EC dans leurs publications nati
et|régionales. Toutes divergences entre_toutes Publications de I'|EC et toutes publications national
régionales correspondantes doivent étre.indiquées en termes clairs dans ces derniéres.

L'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indéper
fodrnissent des services d'évaluation de conformité et, dans certains secteurs, acceédent aux marqu
copformité de I'lEC. L’IEC n'estresponsable d'aucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivents'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Adcune responsabilité, ne doit étre imputée a I'l[EC, a ses administrateurs, employés, auxiliair
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des C
nationaux de I'lECy pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
dojnmage de glelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris le
de| justice) et™les dépenses découlant de la publication ou de I'utilisation de cette Publication de I'lEC
toyte autre"Publication de I'lEC, ou au crédit qui lui est accordé.

L'gttention est attirée sur les références normatives citées dans cette publication. L'utilisation de publig
référenceées est obligatoire pour une application correcte de la présente publication.
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L’aftention est attirée sur Te fait que cerfains des élémenis de la présenie Publication de TTEC peuven
I'objet de droits de brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels
de brevets et de ne pas avoir signalé leur existence.

t faire
droits

La Norme internationale IEC 61511-1 a été établie par le sous-comité 65A: Aspects systémes,
du comité d'études 65 de I'lEC: Mesure, commande et automation dans les processus
industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2003. Cette édition
constitue une révision technique. Cette édition inclut les modifications techniques majeures
suivantes par rapport a I'édition précédente:
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e remplacement des références et exigences logiciel par des références et exigences de

p

rogrammation d'application;

e exigences d'évaluation de la sécurité fonctionnelle décrites avec plus de détails pour

a

meéliorer la gestion de la sécurité fonctionnelle.

e ajout de la gestion des exigences de changement;

e ajout des exigences d'évaluation du risque de sécurité;

e extension des exigences au systéme de base de contréle de processus comme couche de

p

rotection;

e modification des exigences relatives a la tolérance de panne matérielle et réexamen
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INTRODUCTION

Les systemes instrumentés de sécurité (SIS, Safety Instrumented System) sont utilisés dans
les industries de transformation depuis de nombreuses années pour remplir des fonctions
instrumentées de sécurité (SIF, Safety Instrumented Function). Si l'instrumentation doit étre
effectivement utilisée pour réaliser des SIF, il est essentiel que cette instrumentation
satisfasse a certaines normes et certains niveaux de performance minimaux.

La série IEC 61511 concerne I'application des SIS aux industries de transformation. La série
IEC 61511 porte également sur la réalisation d'une analyse de danger et de risque relative au
processus (HR.RA) visant 3 en déduire la Qpér‘ifir‘afinn relative aux SIS D'autres cantributions
du slystéme de sécurité sont uniquement prises en compte eu égard aux exigences de
perfdrmance du SIS. Le SIS inclut tous les appareils nécessaires a I'acheminement'de la SIF
entre le capteur et I'élément terminal.

La serie IEC 61511 aborde deux concepts essentiels a son application: Ie)cycle de vle de
sécufité des SIS et les niveaux d'intégrité de sécurité (SIL).

La périe IEC 61511 concerne les SIS reposant sur l'utilisation d'une techndlogie
électfique/électronique/électronique programmable. Si d'autres d¢echnologies sont utilijsées
pour|les unités logiques, il convient d'appliquer les principes de,base de la série IEC 6{1511
pour| garantir que les exigences de sécurité fonctionnelle, soient satisfaites. La [série
IEC 61511 concerne également les capteurs et les éléments terminaux des SIS, quellg que
soit lla technologie utilisée. La série IEC 61511 est propre’ aux industries de transformation,
dans|le cadre de la série IEC 61508.

La s¢rie IEC 61511 définit une approche concernant les activités relatives au cycle de vje de
sécufité des SIS dans le but de satisfaire a ces principes minimaux. Cette approche a été
adopfée afin de mettre en ceuvre une politiquetechnique cohérente et rationnelle.

Dang la plupart des cas, la sécurité estsobtenue de la meilleure fagon par une conceptign de
procgssus a sécurité intrinséque. Toutefois, dans certains cas, cela s'avere impossible oy peu
pratique. Si nécessaire, cette approche peut étre combinée a un ou plusieurs systémegs de
protgction afin de couvrir les-\risques résiduels identifiés éventuels. Les systémep de
protection peuvent reposer ;sur différentes technologies (chimique, mécanique, hydraulique,
pneumatique, électrique, . electronique, électronique programmable). Pour faciliter [cette
approche, la série IEC 61511:
. borde la réalisation d'une analyse de danger et de risque pour identifier les exigencgs de
pcurité globales;

a
s

¢ prend encompte |'affectation des exigences de sécurité aux SIS;
s

inscritdans un cadre applicable a tous les moyens instrumentés qui permettent d'obtenir
d sécurité fonctionnelle;

o détaittetutitisatiomde certaimes activites, teftes que tagestionmdeta—securité, quipeuvent
étre applicables a toute méthode permettant d'obtenir la sécurité fonctionnelle.

La série IEC 61511 relative aux SIS pour les industries de transformation:

e prend en compte toutes les phases relatives au cycle de vie de sécurité des SIS (concept
initial, conception, mise en ceuvre, fonctionnement, maintenance et déclassement);

e permet d'harmoniser les normes des industries de transformation nationales existantes ou
nouvelles par rapport a la série IEC 61511.

L'IEC 61511 vise a obtenir un haut niveau de cohérence (p. ex.: des principes sous-jacents,
de la terminologie et de l'information) dans le secteur des industries de transformation. Il
convient de noter que cela présente des avantages tant du point de vue de la sécurité que du
point de vue économique. La Figure 1 ci-dessous présente un cadre général de la série
IEC 61511.
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Dans les juridictions ou les autorités compétentes (p. ex.: nationales, fédérales, étatiques,
provinciales, cantonales, municipales) ont défini des réglementations relatives a la conception
de la sécurité des processus, la gestion de la sécurité des processus ou autres, ces
réglementations sont prioritaires par rapport aux exigences définies dans la série IEC 61511.
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Figure 1 — Cadre général de la série IEC 61511
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1

La pgrésente partie de I'lEC 61511décrit les exigences relatives a la spécification

SECURITE FONCTIONNELLE -
SYSTEMES INSTRUMENTES DE SECURITE
POUR LE SECTEUR DES INDUSTRIES DE TRANSFORMATION -

Partie 1: Cadre, définitions, exigences pour le systéme,
le matériel et la programmation d'application

Domaine d'application

la

conception, l'installation, au fonctionnement et a la maintenance d'un systéme.instrumenté de
sécufité (SIS, Safety Instrumented System) de maniére a ce qu'il puisse étre'mis en ceuvfe en
toutel confiance pour établir ou maintenir le processus dans un état de sécurité convenjable.
L'IEQ 61511-1 a été congue pour étre une mise en ceuvre de I'lEC\61508:2010 dans le

sectdur des industries de transformation.

En particulier, I''EC 61511-1:

b)

f)

g)

h)

spécifie les exigences permettant d'obtenir la sécurité fonctionnelle, mais ne spécifi¢ pas
3 responsabilité de la mise en oceuvre des exigefices (p.ex.: les concepteurs| les
urnisseurs, la société propriétaire/exploitante, I'entrepreneur). Cette responsabilité|sera
assignée aux différentes parties selon la planification de la sécurité, la planification|et la
gestion de projets, ainsi que les réglements nationaux;

s|applique lorsque des appareils satisfaisantaux exigences de la série IEC 61508 parue
en 2010 ou de I''EC 61511-1:2016 [115]} sont intégrés dans un systéme qui doit| étre
utilisé pour une application du secteur,des industries de transformation. Elle ne congerne
pias les fabricants qui souhaitent revendiquer la possibilité d'utiliser ces appareils dars les
IS du secteur des industries de-transformation (voir I'lEC 61508-2:2010 et I'lEC 61508-
312010);

dgfinit les relations entre les-normes IEC 61511 et IEC 61508 (voir Figures 2 et 3);

s|applique lorsque des (programmes d'application sont développés pour des systémes
plssédant un langage ‘de variabilité limitée ou lors de I'utilisation d'appareil a langage de
programmation figéjimais ne s'applique pas aux fabricants, concepteurs, intégrateurs et
utilisateurs du StS-qui développent des logiciels intégrés (logiciels systéme) ou utilisent
des langages devariabilité totale (voir I'lEC 61508-3:2010);

s|lapplique <a~de nombreuses industries de transformation (p.ex.: produits chimiques,
petrole et_gaz, pate a papier et papier, produits pharmaceutiques, produits alimentailes et
bpissons, production d'électricité non-nucléaire);

NPTE'? Dans le secteur des industries de transformation, certaines applications peuvent faire ['objet
d'exigences supplémentaires qui doivent étre satisfaites

met en évidence les relations entre les SIF et d'autres fonctions instrumentées (voir
Figure 4);

aboutit a l'identification des exigences fonctionnelles et des exigences concernant
I'intégrité de sécurité relatives aux SIF en tenant compte de la réduction de risque
obtenue par d'autres méthodes;

spécifie les exigences relatives au cycle de vie de l'architecture du systéme et la
configuration du matériel, ainsi que de la programmation d'application et de l'intégration
du systéme;

spécifie les exigences relatives a la programmation d'application pour les intégrateurs et
utilisateurs de SIS;
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s'applique lorsque la sécurité fonctionnelle est obtenue en utilisant une ou plusieurs SIF
pour la protection du personnel, la protection du grand public ou la protection de

I'environnement;

peut s'appliquer dans des applications non liées a la sécurité (la protection de biens, par

exemple);

définit les exigences pour la mise en ceuvre des SIF dans le cadre des disposi
globales permettant d'obtenir la sécurité fonctionnelle;

tions

utilise le cycle de vie de sécurité d'un SIS (voir Figure 7) et définit une liste des activités
devant étre réalisées pour déterminer les exigences fonctionnelles, ainsi que les

exigences concernant l'intégrité de sécurité relatives au SIS;

spécifie qu'une H&RA doit étre réalisée pour définir les exigences de .séq
fonctionnelle et les niveaux d'intégrité de sécurité (SIL) de chaque SIF;

NPTE 2 Pour avoir une vue d'ensemble des moyens de réduction de risque, voir la Figure 9.

établit des objectifs quantitatifs relatifs a la probabilité moyenne de défailtance en ¢
spllicitation (en mode sollicitation) et a la fréquence moyenne de défaillance dange
n mode sollicitation ou en mode continu) pour chaque SIL;

spécifie des exigences minimales pour la tolérance aux défauts du'matériel (HFT);
spécifie les mesures et techniques exigées pour obtenir le SlLAndiqué;

degfinit un niveau maximal de performance de sécurité fonctionnelle (SIL 4) qui peuf
aftteint pour une SIF mise en ceuvre conformément a I'lEC61511-1;

définit un niveau minimal de performance de sécurité fonctionnelle (SIL 1) au-deg
duquel I'IEC 61511-1 ne s'applique pas;

fournit un cadre pour I'établissement du SIL, mais ne spécifie pas le SIL exigé poy
applications spécifiques (qu'il convient d'établir sur la base de la connaissanc
pplication particuliére et par rapport a la réduction de risque globale souhaitée);

spécifie les exigences pour toutes les parties du SIS, depuis le capteur jusqu'a I'élé
terminal ou jusqu'aux éléments terminaux;

dgfinit les informations qui sont nécessaires pendant le cycle de vie de sécurité du Sl
spécifie que la conception du SIS tient compte des facteurs humains;

nfapplique aucune exigence ,directe relative a l'opérateur individuel ou au technicie
maintenance.
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PROCESS SECTOR
SAFETY
INSTRUMENTED
SYSTEM
STANDARDS

Safety
instrumented
systems designers,

Manufacturers and
suppliers of

devices integrators and
users
IEC 61508
IEC 61511
IEC
Anglais Francgais
PROICESS SECTOR SAFETY INSTRUMENTED NORMES RELATIVES AUX SYSTEMES
SYSTEM STANDARDS INSTRUMENTES DE SECURITE DANS LE SECTEUR
DES INDUSTRIES DE TRANSFORMATION

Mantfacturers and suppliers\of devices Fabricants et fournisseurs d'appareils
IEC $1508 IEC 61508
Safely instrumented:systems designers, integrators Concepteurs, intégrateurs et utilisateurs de systémes
and ysers instrumentés de sécurité
IEC 1511 IEC 61511

Figure 2 — Relations entre I'lEC 61511 et I'lEC 61508

NOTE 3 L'IEC 61508 est également utilisée par les concepteurs, intégrateurs et utilisateurs de SIS lorsque cela
est indiqué dans I'lEC 61511.
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e remplacement des références et exigences logiciel par des références et exigences de

p

rogrammation d'application;

e exigences d'évaluation de la sécurité fonctionnelle décrites avec plus de détails pour

a

meéliorer la gestion de la sécurité fonctionnelle.

e ajout de la gestion des exigences de changement;

e ajout des exigences d'évaluation du risque de sécurité;

e extension des exigences au systéme de base de contréle de processus comme couche de

p

rotection;

e modification des exigences relatives a la tolérance de panne matérielle et réexamen

n

Le te

inutieux pour comprendre les options utilisateurs/intégrateurs.
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Other instrumented means of risk reduction

Autres moyens instrumentés de réduction de risque

Continuous Mode SIF

SIF en mode continu
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Standard specifies activities which are to be carried
out but requirements are not detailed

La norme spécifie les activités devant étre réalisées,
mais les exigences ne sont pas détaillées

Figure 4 — Relations entre les fonctions instrumentées

de sécurité et les

autres fonctions
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2 Reéférences normatives

Les documents suivants sont cités en référence de maniére normative, en intégralité ou en
partie, dans le présent document et sont indispensables pour son application. Pour les
références datées, seule I'édition citée s’applique. Pour les références non datées, la
derniere édition du document de référence s’applique (y compris les éventuels
amendements).

IEC 61508-1:2010, Sécurité fonctionnelle des systéemes électriques/électroniques/
électroniques programmables relatifs a la sécurité — Partie 1: Exigences générales

IEC (k1508-2:2010, Sécurité  fonctionnelle des systemes électriques/électreniques/
électroniques programmables relatifs a la sécurité — Partie 2: Exigences pour lesySystemes
électriques/électroniques/électroniques programmables relatifs a la sécurité

IEC $1508-3:2010, Sécurité fonctionnelle des systemes électriqlies/électroniques/
électroniques programmables relatifs a la sécurité — Partie 3: Exigences concernant les
logiclels

3 Termes, définitions et abréviations

3.1 Termes

Les termes figurent dans I'ordre alphabétique en 3.2.

3.2 | Termes et définitions

Pour|les besoins du présent document, les définitions suivantes s'appliquent.

Dans gertains cas, ces définitions différent de, celles correspondant aux mémes termes dans I'lEC 61508-4{2010.
Dans [ertains cas, cela est di a la terminologie utilisée dans le secteur des industries de transformation.| Dans
d'autrés cas, ces définitions ont été alignées avec d'autres références définitives pertinentes (p. ex.: I'lEC 40050,
le Vogabulaire Electrotechnique International, I''SO/IEC Guide 51:2013). Toutefois, sauf indication contragire, il
n'exisfe aucune différence de signification technique entre ces définitions et celles des mémes termes| dans
I'"EC 61508-4:2010.

3.21
archjtecture

confjguration

configuration spécifique des éléments matériels et logiciels dans un systéme

Note a l'article;™ Dans la série IEC 61511, cela peut signifier, par exemple, la disposition des |sous-
systemes SIS, Ma”structure interne d'un sous-systeme SIS ou la structure interne des programmes d'application
du SIS.

3.2
protection de biens

fonction allouée a la conception d'un systéme dans le but de prévenir la perte ou
I'endommagement de biens

3.2.3

systéme de commande de processus de base

BPCS

systéme qui répond aux signaux d'entrée provenant du processus, de ses équipements
associés, d'autres systémes programmables et/ou des opérateurs, et qui génére des signaux
de sortie faisant fonctionner le processus et ses équipements associés de la maniéere
souhaitée, mais qui n'exécute aucune fonction instrumentée de sécurité (SIF)

Note 1 a l'article: Un BPCS inclut tous les appareils nécessaires pour s'assurer que le processus fonctionne de la
maniére souhaitée.
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Note 2 a l'article: Un BPCS peut habituellement mettre en ceuvre différentes fonctions (p. ex.: fonctions de
commande de processus, surveillance, et alarmes).

Note 3 a l'article: L’abréviation «<BPCS» est dérivée du terme anglais développé correspondant «basic process
control system».

3.2.4
dérivation
action ou installation empéchant I'exécution de tout ou partie des fonctionnalités du SIS

Note 1 a I'article: Des exemples de dérivation incluent ce qui suit:

— le signal d'entrée en provenance du circuit de déclenchement est bloqué, mais les parametres d'entrée et
|'gtrarmesont lUUjUUIb presceriltes a 1opelrdieur,

— lelsignal de sortie du circuit de déclenchement a un élément terminal est maintenu a I'état normal . empéchant
lel fonctionnement de I'élément terminal;

e ligne de dérivation physique est fournie autour de I'élément terminal;

|
c

— unp état d'entrée présélectionné (p. ex.: acheminer/arréter le signal d'entrée) ou un ensemble de paramétres
t forcé par l'intermédiaire d'un outil d'ingénierie (p. ex.: dans le programme d'applicatian),

[

Note 2 a I'article: La notion de dérivation est également rendue par d'autres termes (p.’ex.: neutralisation| mise
en échec, désactivation, for¢cage, inhibition, shuntage ou blocage).

3.2.5
canall
appareil ou groupe d'appareils exécutant une fonction indépendante spécifique

Note 1 a l'article: Les appareils d'un canal peuvent comporter des @ppareils d'entrée et de sortie (E/S), des unités
logiquEs, des capteurs et des éléments terminaux.

Note 2 a I'article: Une configuration a double canal (a\deux canaux) comprend deux canaux réglisant
indépgndamment la méme fonction. Les canaux peuvent éfre_identiques ou différents.

Note 3 a l'article: Ce terme peut étre utilisé pour>décrire un systéme complet ou une partie seulement d'un
systéme (p. ex.: les capteurs ou les éléments terminaux).

Note 4 a l'article: Un canal décrit les éléments*architecturaux matériels d'un SIS souvent utilisés pour satjsfaire
aux exigences de tolérance aux défauts du matériel.

3.2.6
cause commune

3.2.6/.1

défafllances de cause’commune, pl
défaillances concamitantes affectant plusieurs appareils, qui proviennent d'un événgment
unique et ne résulient pas les unes des autres

Note 1 a I'article: Toutes les défaillances résultant d'une cause commune ne se produisent pas nécessairement
exactgment.ad’la méme heure, et cela peut laisser du temps pour détecter I'occurrence de la cause commune|avant
qu'un [SIF{ne subisse réellement une défaillance.

Note 2 a l'article: Les défaillances de cause commune peuvent également donner lieu a des défaillances de mode
commun.

Note 3 a l'article: La possibilité de défaillances de cause commune réduit I'efficacité de la redondance ou de la
tolérance aux anomalies d'un systéme (p. ex.: augmente la probabilité de défaillance de deux canaux ou plus dans
un systeme multicanal).

Note 4 a l'article: Les défaillances de cause commune sont des défaillances dépendantes. Elles peuvent résulter
d'événements extérieurs (p. ex.: température, humidité, surtension, incendie et corrosion), d'erreurs systématiques
(p. ex.: erreurs de conception, d'assemblage ou d'installation, bogues), d'erreurs humaines (p. ex.: mauvaise
utilisation), etc.

Note 5 a l'article: Par extension, une défaillance de cause commune (au singulier) est une défaillance
appartenant a un ensemble de défaillances concomitantes (au pluriel) selon la définition donnée en 3.2.6.1.
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3.2.6.2

défaillances de mode commun, pl

défaillances concomitantes affectant plusieurs appareils, caractérisées par le méme mode de
défaillance (c'est-a-dire des défaillances identiques)

Note 1 a l'article: Les défaillances de mode commun peuvent avoir différentes causes.

Note 2 a I'article: Les défaillances de mode commun peuvent également étre le résultat de défaillances de cause
commune (3.2.6.1).

Note 3 a l'article: La possibilité de défaillances de mode commun réduit I'efficacité de la redondance ou de la
tolérance aux anomalies d'un systéme (p. ex.: défaillance de deux canaux ou plus de la méme maniéere, ce qui

The-l 5 Ssultat 5)
entraipe-te-mémerésultat errons)

Note 4 a l'article: Par extension, une défaillance de mode commun (au singulier) est une défaillance apparfenant
a un gnsemble de défaillances concomitantes (au pluriel) selon la définition donnée en 3.2.6.2.

3.2.7
mesyire compensatoire
mise|en ceuvre temporaire de méthodes planifiées et documentées de gestion des risquées au
courg d'une période de maintenance ou de fonctionnement du precessus lorsque les
perfdrmances du SIS sont réputées étre dégradées

3.2.8
composant
l'une| des parties d'un systéme, d'un sous-systéme SIS %ou d'un appareil, exécutant| une
fonctjon spécifique

Note 1 a I'article: Un composant peut également inclure des logiciels.

3.2.9
gestion de configuration
discipline d'identification des composants d'un systeme évolutif et des dispositions dg ces
composants ayant pour objectif de maifriser les modifications de ces composants ¢t de
maintenir la continuité du systéme et la‘tragabilité des changements apportés tout au long du
cycld de vie

3.2.91
apprpche prudente
manigre prévoyante de réaliser des analyses et calculs

Note 1 a l'article: Dans le domaine de la sécurité, chaque fois qu'une analyse ou qu'une hypothése doft étre
formulée ou qu'un caleul doit étre réalisé (concernant des modeles, des données d'entrée, des calculs, etc)), une
approghe prudente~peut étre choisie pour s'assurer de produire des résultats pessimistes.

3.2.10
bme(de commande
des signaux d'entrée pro

Note 1 a l'article: Le systéme de commande comprend des capteurs et des éléments terminaux et peut étre soit
un BPCS, soit un SIS ou une combinaison des deux.

3.2.11
défaillance dangereuse
défaillance qui neutralise ou désactive une action de sécurité donnée

Note 1 a l'article: Une défaillance est "dangereuse" uniquement au regard d'une SIF donnée.

Note 2 a l'article: Lorsque la tolérance aux anomalies est mise en ceuvre, une défaillance dangereuse peut
conduire a:

— une SIF dégradée ou I'action de sécurité est disponible, mais ou il existe une plus grande probabilité de PFD
(fonctionnement en mode sollicitation) ou une plus grande probabilité de déclencher un événement dangereux
(fonctionnement en mode continu), ou
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— une SIF désactivée ou l'action de sécurité est completement désactivée (fonctionnement en mode sollicitation)
ou I'événement dangereux a été induit (fonctionnement en mode continu).

Note 3 a l'article: Lorsqu'aucune tolérance aux anomalies n'est mise en oeuvre, toutes les défaillances
dangereuses conduisent a une SIF désactivée.

3.2.12

défaillance dépendante

défaillance dont la probabilité ne peut pas étre exprimée en tant que simple produit des
probabilités non conditionnelles de chacun des événements individuels qui I'ont provoquée

Note 1 a l'article: Deux événements A et B sont dépendants si la probabilité d'occurrence de A et B, P(A et B),
est supérietre-a—RHAI—R(B5-

Note 2 a l'article: Pour plus d'informations sur les défaillances dépendantes entre les couches de\protgction,
voir 944.2 et I'lEC 61511-3:2016, Annexe J.

Note 3 a l'article: Les défaillances dépendantes incluent la cause commune.

3.2.113
détecté
révélé
déclaré
se rdpporte aux défaillances ou erreurs du matériel et du logiciel>qui ne sont pas cachées,
parcg qu'elles s'annoncent elles-mémes ou qu'elles sont détectées lors du fonctionnement
normial ou par des méthodes de détection dédiées

Note 1 a I'article: |l existe quelques différences pour l'utilisation de\ces adjectifs:

— L'pdjectif "déclaré" désigne les défaillances ou erreurs dui ‘s'annoncent elles-mémes au moment o elles
syrviennent (p. ex.: du fait du changement d'état). La réparation de telles défaillances peut débuter dfs leur
ogcurrence.

— L'pdjectif "détecté" désigne les défaillances ou erréurs qui ne s'annoncent pas elles-mémes au momegnt ou
elles surviennent et qui restent cachées jusqu'a,ce qu'elles soient détectées par les essais de diagnostjic, les
egsais périodiques ou l'intervention de I'opérateur’(p. ex.: examen physique et essais manuels). La répgration
d¢ telles défaillances ne peut débuter qu'unefois qu'elles ont été révélées. Pour connaitre l'usage spégifique
d¢ ce terme dans I'lEC 61511, se reporter a\la Note 2.

— L'pdjectif "révélé" désigne les défaillanCes ou erreurs qui deviennent évidentes parce qu'elles sont décjarées
ol ont été détectées.

Note 2 a l'article: Dans I'lEC 61514 vet excepté lorsque le contexte suggére une autre signification, le [terme
"défaillances/erreurs détectées dangereuses" se rapporte aux défaillances/erreurs dangereuses détectées gar les
essaiq de diagnostic.

Note 3 a Il'article: Lorsque la détection est trés rapide (p. ex.: essais de diagnostic), les défaillances ou drreurs
détectées peuvent étre corisidérées comme des défaillances ou erreurs déclarées.

Lorsqlie la détection™n'est pas trés rapide (p. ex.: essais périodiques), les défaillances ou erreurs détectdes ne
peuveht pas étreyconsidérées comme des défaillances ou erreurs déclarées en ce qui concerne les nijveaux
d'intégrité de_sécurité.

Note 4 a/)article: Une défaillance révélée dangereuse peut uniquement étre traitée comme une défaillarjce en
sécurité'si"des mesures efficaces (automatiques ou manuelles) sont mises en ceuvre dans un délai suffisagnment
court pour maintenir la sécurité du processus.

3.2.14
appareil
matériel, avec ou sans logiciel, capable de réaliser une fonction spécifiée

Note 1 a l'article: Des exemples incluent les capteurs, les unités logiques, les éléments terminaux, les interfaces
opérateur et les raccordements a l'installation.

3.2.141
appareil de terrain
appareil SIS ou BPCS connecté directement au processus ou situé a proximité du processus

Note 1 a l'article: Des exemples incluent les capteurs, les éléments terminaux et les commutateurs manuels.
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3.21

5

diagnostic
essai automatique fréquent (lié au temps de sécurité du processus) visant a révéler des

défai

3.21

llances

5.1

couverture du diagnostic

DC

taux de défaillances dangereuses détectées par les diagnostics. La couverture du diagnostic
ne comprend aucune défaillance détectée par les essais périodiques

Note 1 a l'article: La couverture du diagnostic s'applique habituellement aux appareils SIS ou aux |sous-
systemes SIS. Par exemple, la couverture du diagnostic est généralement déterminée pour un capteur, un-élgment
terminal ou une unité logique.

Note 2 a l'article: Pour les applications de sécurité, la couverture du diagnostic s'applique habituellement aux
défaillances dangereuses des appareils SIS ou des sous-systémes SIS. Par exemple, la couverture du diagnostic
pour lgs défaillances dangereuses d'un appareil est DC = App/ApT, OU App est le taux de défaillances dangerdeuses
détectges et Apt est le taux de défaillances dangereuses totales. Pour un sous-systéeme\SIS avec redondance
interng, DC dépend du temps: DC(t)= Ay (1)/ k(1)

Note 3 a l'article: Lorsque la couverture du diagnostic (DC) et le taux de défaillances dangereuses totaleq (Apy)
sont donnés, les taux de défaillances dangereuses détectées (L) et non détectées (1) peuvent étre cdlculés
commg suit:

Lpp =|PC x Apy et iy, = (1 = DC) x Ayt

Note 4 a l'article: L’abréviation «DC» est dérivée du terme afglais développé correspondant «diagrlostics
coverage».

3.2.16

diversité

moygns différents pour réaliser une fonction eXigée

Note 1 a l'article: La diversité peut étre réalisée en utilisant des moyens physiques, des techniqups de
progrgmmation ou des approches de conceptionndifférents.

3.2.17

erreur

écarf entre une valeur ou condition calculée, observée ou mesurée et la valeur ou congition
vraief spécifiée ou théoriquement correcte

[SOURCE: IEC 60050-192:2015, 192-03-02]

3.2.18

défaijllance

perte de |'aptitude a fonctionner tel que requis

Note 1 aVarticle: La défaillance d'un appareil est un événement qui provoque un état d'anomalie de cet apphreil.

Note 2 a I'article:

ensemble particulier de circonstances est réuni.

Note 3 a l'article:

comportement est une défaillance.

Note 4 a I'article: Les défaillances sont soit aléatoires, soit systématiques (voir 3.2.61 et 3.2.83).

Lorsque la perte d'aptitude est causée par une panne latente, la défaillance survient lorsqu'un

L'accomplissement des fonctions exigées exclut nécessairement certains comportements, et

certaines fonctions peuvent étre spécifiées en termes de comportement a éviter. L'occurrence d'un tel

[SOURCE: IEC 60050-192:2015, 192-03-01, modifiée — Les notes a l'article ont été modifiées]

3.21

8.1

mode de défaillance
maniére selon laquelle une défaillance se produit
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Note 1 a I'article: Un mode de défaillance peut étre défini par la fonction perdue ou par la transition d'état qui
s'est produite.

[SOURCE: IEC 60050-192:2015, 192-03-17]

3.2.19
anomalie
inaptitude a fonctionner tel que requis, due a un état interne

Note 1 a l'article: La panne d'une entité est due soit a une défaillance de l'entité elle-méme, soit a une
imperfection lors d'une étape précédente du cycle de vie, telle que la spécification, la conception, la fabrication ou
la maintenance.

Note 2 a l'article: Une panne d'un appareil donne lieu a une défaillance lorsqu'un ensemble particuller de
circongtances est réuni.

[SOURCE: IEC 60050-192:2015, 192-04-01, modifiée — Certaines notes a l'article ont été
modifiées, d'autres supprimées. "Panne" a été changé en "anomalie"]

3.2.30

évitgment des anomalies
utilisption de techniques et procédures destinées a éviter l'apparition d'anomalies dprant
chacpine des phases du cycle de vie de sécurité du SIS

3.2.20.1

excluision des anomalies
élimipation dans les examens futurs d'anomalies~résultant de modes de défaillance
imprgbables

Note 1 a l'article: Pour plus d'informations sur I'exclusion‘des anomalies, I'ISO 13849-1 et I'lSO 13849-2 pg¢uvent
étre cpnsultées. Outre ces normes, I'exclusion des angmalies peut reposer sur:

— l'improbabilité technique de I'occurrence de certaines anomalies;

— I'gxpérience technique généralement acceptée, indépendamment de I'application concernée;

— leps exigences techniques relatives a I'application et au danger spécifique.

Note 2 a l'article: Les modes de défaillance (identifiés dans les appareils réalisant la fonction de ségurité)
ctif de
ances
eut en

ence

partie du BPCS ou du SIS qui met en ceuvre l'action physique nécessaire pour obtenir ou
maintenir un état de sécurité

Note 1 a Il'article: Des exemples sont les vannes, appareils de commutation et moteurs, comprenant leurs
éléments auxiliaires (p. ex.: une électrovanne et un actionneur utilisés pour faire fonctionner une vanne).

3.2.23

sécurité fonctionnelle

sous-ensemble de la sécurité globale se rapportant au processus et au BPCS, qui dépend du
fonctionnement correct du SIS et d'autres couches de protection
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3.2.24

évaluation de la sécurité fonctionnelle

FSA

recherche, a partir de preuves, destinée a juger de I'état de sécurité fonctionnelle atteint par
un ou plusieurs SIS et/ou d'autres couches de protection

Note 1 a l'article: L’abréviation «<FSA» est dérivée du terme anglais développé correspondant «functional safety
assessment».

3.2.25

Note 1 a I'article: Un audit de la sécurité fonctionnelle peut étre mené dans le cadre d'une FSA.

intégrité de sécurité du matériel
parti¢ de l'intégrité de sécurité du SIS liée aux défaillances aléatoires du matériel en mode de
défaillance dangereux

Note 1 a l'article: Les deux niveaux de défaillances qui sont pertinents’ dans ce contexte sont la fréqguence
moyernne de défaillance dangereuse (fonctionnement en mode continu) etdalptrobabilité moyenne de défailla)jce en
cas dg sollicitation (fonctionnement en mode sollicitation).

Note 2 a l'article: Voir 3.2.82.

Note 3 a l'article: Cette définition differe de celle donnée pat I'lEC 61508-4:2010 pour refléter les diffélences
dans Ip terminologie relevant du secteur des industries de transformation.

3.2.27
dommage
blesqure ou atteinte a la santé des personnes, ou atteinte aux biens ou a lI'environnement

[SOYRCE: ISO/IEC Guide 51:2014,3.1]

2271
vénement préjudiciable
vénement dangereux guiconduit a un dommage

@ D W
@ @

>

Note | a I'article: Le fait.qu'un événement dangereux conduise ou non a un dommage dépend de I'éventualifé que
des personnes, des. biens ou l'environnement soient exposés a la situation dangereuse et, dans le cas de
dommpge aux personnes, que les personnes exposées puissent éviter les conséquences de I'événement apré¢s son
occurilence. Un@venement dangereux qui a conduit a un dommage est appelé "événement préjudiciable”.

3.2.
dander
source potentiette dedommrage

Note 1 a I'article: Ce terme comprend le danger sur des personnes survenant dans un court laps de temps (p. ex.:
feu ou explosion), et aussi le danger a long terme sur la santé d'une personne (p.ex.: dégagement d'une
substance toxique ou radioactivité).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modifiée — La Note 1 a l'article a été ajoutée]

3.2.28.1
événement dangereux
événement pouvant conduire a un dommage

Note 1 a l'article: Le fait qu'un événement dangereux conduise ou non a un dommage dépend de I'éventualité que
des personnes, des biens ou l'environnement soient exposés a la situation dangereuse et, dans le cas de
dommage aux personnes, que les personnes exposées puissent éviter les conséquences de I'événement aprés son
occurrence.
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[SOURCE: ISO/IEC Guide 51:2014: 3.3, modifiée — voir Note 1]

3.2.28.2

situation dangereuse

situation dans laquelle des personnes, des biens ou I'environnement sont exposés a un ou
plusieurs dangers

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.2.29
errey—humaine
actiopn humaine ou absence d'intervention prévue ou non prévue, qui produit un résultat non

approprié

Note 1 a I'article: Les fautes, chutes et inattentions constituent des exemples d'erreurs humaines:

Note 2 a l'article: Les actions malveillantes sont exclues.

3.2.

analyse d'impact
activ[té consistant a déterminer l'effet que la modification a une fonction ou a un compg¢sant
d'un |systéme aura sur les autres fonctions ou les autres composants de ce systéme tout
comme sur d'autres systémes

3.2.31

orgahisation indépendante
organisation distincte et séparée, par sa directioh et ses autres ressources, de gelles
respgnsables des activités qui se déroulent lors des phases spécifiques du cycle de vije de
sécufité du SIS et qui est chargée de la FSA ou de la validation

3.2.32
perspnne indépendante
personne distincte et séparée de celles responsables des activités qui se déroulent lors des
phasgs spécifiques du cycle de vie“de sécurité du SIS, qui est chargée de la FSA ou fe la
validgtion, et qui n'a pas de responsabilité directe dans ces activités

3.2.33
fonction d'entrée
fonctjon qui contrble_le processus et ses équipements associés afin de fournir| des
informations d'entrée-a I'unité logique

Note 1 a I'articleZ ™\ Une fonction d'entrée peut étre une fonction manuelle.

instrumentés)

3.2.34.1

systéme instrumenté

systéme composé de capteurs (p. ex.: transmetteurs de pression, de débit et de température),
d'unités logiques (p. ex.: contréleurs programmables, systéemes de commande distribués,
contréleurs discrets) et d'éléments terminaux (p. ex.: vannes de commande, circuits de
commande moteur)

Note 1 a I'article: Les systemes instrumentés réalisent des fonctions instrumentées, notamment des fonctions de
commande, de surveillance, d'alarme et de protection. Les systémes instrumentés peuvent étre des SIS
(voir 3.2.67) ou des BPCS (voir 3.2.3).
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3.2.35
fonction logique

fonction qui réalise les transformations entre les informations d'entrée (fournies par une ou

plusieurs fonctions d'entrée) et les informations de sortie (utilisées par une ou plus
fonctions de sortie)

ieurs

Note 1 a l'article: Les fonctions logiques assurent la transformation d'une ou de plusieurs fonctions d'entrée en

une ou plusieurs fonctions de sortie.

Note 2 a I'article: Pour d'autres lignes directrices, voir I'lEC 61131-3:2012 et I''EC 60617-12:1997.

3.2.36

unité logique
parti¢ d'un BPCS ou d'un SIS qui exécute une ou plusieurs fonctions logiques

Note {1 a I'article: Dans I'lEC 61511, les termes suivants sont utilisés pour désigner des unités logiques:
- syptémes logiques électriques pour la technologie électromécanique;
- syptémes logiques électroniques pour la technologie électronique;

- syptémes logiques programmables (PE) pour les systémes électroniques progranfmables.

Note 2 a l'article: Des exemples incluent les systémes électriques, les systémes électroniques, les sysftémes

électrpniques programmables, les systémes pneumatiques et les systénptes—hydrauliques. Les capteurs et les
élémepts terminaux ne font pas partie de I'unité logique.

3.2.36.1

unité logique PE configurée pour la sécurité

unité| logique de catégorie "électronique programmable pour usage général industriel"
spécffiqguement configurée pour étre utilisée dans-des applications de sécurité

Note { a I'article: D'autres lignes directrices peuvent\étre consultées en 11.5.

3.2.

interface de maintenance/d'ingénierie

matériels et logiciels fournis pour permettre la maintenance ou la modification ad hoc du BIS
Note 1 a l'article: L'interface de miaintenance/d'ingénierie peut comprendre des instructions et des diagngstics,
pouvapt étre trouvés dans le logiciel, les terminaux de programmation avec les protocoles de transnjission
appropriés, des outils de diagndstic, des indicateurs, des appareils de dérivation, des appareils d'essai, ¢t des
appareils d'étalonnage.

3.2.37.1

temgs moyen de dépannage

MRT

durég¢ totale de dépannage prévue

Note 1 .a/ |'article: Le MRT comprend les temps (b), (c) et (d) pour les durées applicables a laMTTR
(voir 3.2.87.2).

Note 2 a l'article: L’abréviation «MRT» est dérivée du terme anglais développé correspondant «mean repair

time».

3.2.37.2

durée moyenne de rétablissement
MTTR

durée prévue de rétablissement effectif

Note 1 a l'article: La MTTR comprend:

— le temps de détection de la défaillance (a);

— le temps écoulé avant de commencer la réparation (b);
— le temps de réparation effectif (c);

— le temps écoulé avant la remise en fonctionnement du composant (d).
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Le temps de démarrage applicable a (b) est la fin du temps (a); le temps de démarrage applicable a (c) est la fin
du temps (b) et le temps de démarrage applicable a (d) est la fin du temps (c).

Note 2 a l'article: L’abréviation «MTTR» est dérivée du terme anglais développé correspondant «mean time to
restoration».

3.2.37.3

temps de dépannage maximal admis

MPRT

durée maximale admise pour réparer une défaillance aprés sa détection

Note 1 a l'article: Le MRT peut étre utilisé comme MPRT, mais le MPRT peut étre défini sans rapport avec
le MRF

— Up MPRT inférieur au MRT peut étre choisi pour diminuer la probabilité d'un événement dangereux.

— Up MPRT supérieur au MRT peut étre choisi si la probabilité d'un événement dangereux peut étre réduitd.

Note 2 a Il'article: Lorsqu'un MPRT a été défini, il peut étre utilisé a la place du MRT lors™\du calcul |de la
probapilité des défaillances aléatoires du matériel.

Note 3 a l'article: L’abréviation «MPRT» est dérivée du terme anglais développé correspondant «maximum
permifted repair time».

3.2.38
atténjuation
actiop qui atténue la (les) conséquence(s) d'un événement dangereux

Note 1 a l'article: |l s'agit, par exemple, de la dépressurisation de secours ou de la fermeture des clapgts de
ventilgtion en cas de détection ou de confirmation d'incendie ou_de/fuite de gaz ou le déclenchement de déluge
suite 4 la détection confirmée d'un incendie.

3.2.39
modeg de fonctionnement (d'une SIF)
manigre dont fonctionne une SIF qui peui~étre le mode a faible sollicitation, le mode a
solliditation élevée ou le mode continu

a) ode a faible sollicitation: mode - de fonctionnement dans lequel la SIF n'est réglisée
que sur sollicitation, afin de faireypasser le processus dans un état de sécurité spécifjé, et
U la fréquence des sollicitations n'est pas supérieure a une par an.

b) mode a sollicitation élevée: mode de fonctionnement dans lequel la SIF n'est rédlisée
que sur sollicitation, afin“de faire passer le processus dans un état de sécurité spécifjé, et
U la fréquence des_ Sgllicitations est supérieure a une par an.

c) ode continu: mode de fonctionnement dans lequel la SIF maintient le processus |[dans
upn état de sécurité en fonctionnement normal.

3.2.39.1

SIF ¢n mode-sollicitation
fonctionneément de la SIF en mode a faible sollicitation (3.2.39 a)) ou en mode a sollicitation
élevge{(3:2.39 b))

Note 1 a l'article: Dans I'éventualité d'une défaillance dangereuse de la SIF, un événement dangereux ne peut se
produire que:

— sila défaillance n'est pas détectée et qu'une sollicitation survient avant I'essai périodique suivant;
— sila défaillance est détectée par les essais de diagnostic, mais que le processus concerné et ses équipements
associés n'ont pas basculé dans un état de sécurité avant qu'une sollicitation ne survienne.

Note 2 a l'article: En mode a sollicitation élevée, il sera normalement approprié d'utiliser les critéres du mode
continu.

Note 3 a l'article: Les niveaux d'intégrité de sécurité des SIF fonctionnant en mode sollicitation sont définis au
Tableau 4 et au Tableau 5.

3.2.39.2
SIF en mode continu
SIF fonctionnant en mode continu (3.2.39 ¢))
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Note 1 a l'article: Dans I'éventualité d'une défaillance dangereuse de la SIF, un événement dangereux se
produira, sans autre défaillance, sauf si une action est entreprise pour I'empécher dans le temps de sécurité du
processus.

Note 2 a l'article: Le mode continu couvre les SIF qui mettent en ceuvre une commande continue pour maintenir
la sécurité fonctionnelle.

Note 3 a Il'article: Les niveaux d'intégrité de sécurité des SIF fonctionnant en mode continu sont définis au
Tableau 5.

3.2.40

module
partie monobloc d'un programme d'application SIS (peut étre interne a un programme ou un
ense[mote —de programmes)  exXecutant urne {onction Speciiique  (p- €X.._sequenceg de

démarrage/d'arrét/d'essai d'un élément terminal, séquence spécifique a une applicatign au
sein fg'une SIF)

Note 1 a l'article: Dans le contexte de I'lEC 61131-3:2012, un module logiciel est une fonction ou un bloc de
fonctigns.

Note 2 a I'article: La plupart des modules ont une utilisation répétitive au sein d'un programme d'application

3.2.41
MooN
SIS, |ou partie de celui-ci, composé de "N” canaux indépendants; qui sont connectés de| telle
manigre que "M" canaux sont suffisants pour exécuter la SIF

3.2.42
réduction de risque nécessaire
rédugtion de risque devant étre réalisée par le ou les\SIS et/ou d'autres couches de protgction
afin de s'assurer que le risque tolérable n'est pas’'depassé

3.2,
systéme non programmable
systéme (NP)

syst§me non basé sur les technologiés de l'informatique (c'est-a-dire un systéme non [basé
sur une électronique programmable-[PE] ou sur un logiciel)

Note 1 a l'article: Des exemples incluraient les systémes électriques ou électroniques cablés, les systémes
meécainiques, hydrauliques ou pneumatiques.

3.2.44
envifonnement de fonctionnement
condjtions inhérentes a l'installation d'un appareil affectant potentiellement ses fonctionnalités
et sop intégrité. de sécurité, telles que:

e l'envirennement externe (p.ex.: besoins d'hivernage, classification en Zones
dpngereuses);

o |esTonditionsdeforctiommementdes processus (p- eX.. vateurs extrémes de temperature,
pression et vibration);

e la composition des processus (p. ex.: solides, sels ou corrosifs);
e les interfaces de processus;

e ['intégration aux systémes globaux de gestion du fonctionnement et de la maintenance de
I'installation;

e le débit des communications (p. ex.: interférences électromagnétiques); et

e la qualité du réseau d'alimentation (p. ex.: puissance électrique, air, hydraulique).

Note 1 a l'article: Certaines applications de processus peuvent comporter des exigences d'environnement de
fonctionnement particulieres nécessaires pour survivre a un événement accidentel majeur. Par exemple, certains
équipements exigent des enveloppes spéciales, une purge ou une protection contre l'incendie.
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3.2.45

mode de fonctionnement

mode de fonctionnement du processus

état de fonctionnement planifié du processus incluant des modes tels que le démarrage aprés
un arrét d'urgence, le démarrage, le fonctionnement et l'arrét normaux, les opérations
temporaires, ainsi que le fonctionnement et I'arrét d'urgence

3.2.46

interface opérateur

moyens par lesquels les informations sont communiquées entre un opérateur humain et
le SIS (p. ex.: interfaces d'affichage, voyants lumineux, boutons-poussoirs, klaxons, alarmes)

Note 1 a l'article: L'interface opérateur est parfois désignée sous le nom d'interface homme-machine (IHM).

3.2.47
fonction de sortie
fonctjon qui commande le processus et ses équipements associés, ‘en” fonction| des
informations de sortie, a partir de la fonction logique

3.2.Af
performance

réaligation d'une action ou d'une tdche donnée mesurée par rdpport a la spécification et a la
série|de normes IEC 61511

3.2.

phase
periode comprise dans le cycle de vie de sécurite du SIS, ou sont mises en ceuvre les
activ|tés décrites dans la série IEC 61511

3.2.
prévention
actiop qui réduit la probabilité d'occurren¢e d'un événement dangereux

3.2.51
utiligation antérieure
évalyation documentée par{un utilisateur, démontrant qu'un appareil convient a I'utilisation
dans|un SIS et qu'il peut satisfaire aux exigences fonctionnelles et aux exigences concefnant
I'intégrité de sécurité, &n 's'appuyant sur une expérience de fonctionnement antérieure [dans
des ¢nvironnements-de/fonctionnement similaires

Note 1 a I'article: ,/Rour qualifier un appareil SIS sur la base d'une utilisation antérieure, I'utilisateur peut justffier le
fait que I'appareitasatteint des performances satisfaisantes dans un environnement de fonctionnement similafre. La
maniefe dont Yes/équipements se comportent dans I'environnement de fonctionnement doit étre comprise afin
d'obtenir unm ‘degré élevé de certitude que les pratiques prévues de conception, d'inspection, d'essqi, de
maintg¢nance-et de fonctionnement sont suffisantes.

Note Za Tarticle: La validation en utllisation s appuie sur les bases de conception du fabricant (p. ex.. limite de
température, limite de vibration, limite de corrosion, support de maintenance souhaité) de cet appareil. L'utilisation
antérieure concerne les performances installées de I'appareil au sein d'une application du secteur des industries
de transformation, dans un environnement de fonctionnement particulier souvent différent des bases de conception
du fabricant.

3.2.52

risque de processus

risque provenant des conditions du processus provoquées par des événements anormaux
(comprenant un mauvais fonctionnement du BPCS)

Note 1 a l'article: Dans ce contexte, il s'agit du risque associé a I'événement dangereux spécifique pour lequel
les SIS doivent étre utilisés afin d'apporter la réduction de risque nécessaire (c'est-a-dire le risque associé a la
sécurité fonctionnelle).
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Note 2 a l'article:

L'analyse de risque de processus est décrite dans I'lEC 61511-3:2016. L'objectif principal dans

la détermination du risque de processus est d'établir un point de référence pour le risque, sans prendre en compte

les co

uches de protection.

Note 3 a l'article: L'évaluation de ce risque peut comprendre les problémes associés aux facteurs humains.

Note 4 a I'article: Ce terme équivaut au "risque EUC" de I'lEC 61508-4:2010.

3.2.5

21

temps de sécurité du processus
durée entre I'occurrence d'une défaillance se produisant dans le processus ou le systéeme de
commande de processus de base (avec risque de donner lieu a un événement dangereux) et

l'occ

Note
son a
(p. ex

3.2.5

élecfronique programmable

PE

irrence de I'événement dangereux si la SIF n'est pas exécutée

a l'article: Il s'agit d'une propriété du processus uniquement. La SIF doit détecter la défaillance et exgcuter
tion suffisamment t6t pour empécher I'événement dangereux, en tenant compte du décalage“de~prodessus
: le refroidissement d'une cuve).
3

entit¢ basée sur les technologies de l'informatique pouvant se camposer de matériel, de

logic|el, ainsi que d'unités d'entrée et/ou de sortie

Note 1 a l'article: Ce terme recouvre les appareils microélectroniques basés sur une ou plusieurs unités cerntrales
de traJtement (CPU, Central Processing Unit) associées a des mémoires. Dées exemples d'appareils électropiques
progrgmmables dans le secteur des industries de transformation comprenhent:

— c3pteurs intelligents et éléments terminaux;

— unités logiques électroniques programmables, notamment:

— c@ntréleurs programmables;

— aytomates programmables;

— c@ntréleurs de boucle.

Note 2 a l'article: L’abréviation «PE» est dérivee du terme anglais développé correspondant «programmable
electrpnics».

3.2.54

systéme électronique programmable

PES

syst§me de commande, de protection ou de surveillance basé sur un ou plusieurs appareils
électfoniques programmables, comprenant tous les éléments du systéme, tels que les

alims
donn
sorti

Note
electr

ntations, les capteurs et d'autres appareils d'entrée, en passant par les autoroute
ses et d'autres-voies de communication, jusqu'aux actionneurs et d'autres apparei
(voir Figure-5)

a l'articleT L’abréviation «PES» est dérivée du terme anglais développé correspondant «program
nic system»

s de
s de

mable
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...................................................................

Extent of PES Input interfaces Communications Output interfaces

: (e.g., A-D (e.g., D-A
: converters) converters)

<@unny
<Gum

-

| Programmable —
electronics (PE) —
(see note) "

linmgp-
[I[s]=[ 3

Input devices Output devices/final elements
(e.g., sensors) (e.g., actuators)

Basic PES structure

NOTE The programmable electronics are shown centrally located but could exist at.several places in the PES.

IEQ

Anglais Frangais
Extept of PES Etendue du PES
Inpuf interfaces (e.g., A-D converters) Interfaces d'entrée (p. ex.: convertisseurs A-C)
Communications Communications
Output interfaces (e.g., D-A converters) Interfaces de sortie (p. ex.: convertisseurs C-A)
Programmable electronics (PE) Electronique programmable (PE)
(see|note) (voir note)
Inpuf devices (e.g., sensors) Appareils d'entrée (p. ex.: capteurs)
Output devices/final elements (e.g., actuators) Appareils de sortie/éléments terminaux (p. ex.:

actionneurs)

Basi¢ PES structure Structure de base d'un PES
NOTE The programmable electronics are shown NOTE L'électronique programmable est présentée|de
centrally located but could.exist at several places in fagon centrale, mais pourrait se situer en différentp
the RES. endroits du PES.

Figure 5 — Systeme électronique programmable (PES): structure et terminologie

3.2

programmation

coddge

OrOGH ansistant & concaveir & derireobd sou . : . tions

pour résoudre un probléme ou traiter des données

Note 1 a l'article: Dans la série IEC 61511, la programmation est typiquement associée a une électronique
programmable (PE).

3.2.56

essai périodique

essai périodique destiné a détecter les anomalies dangereuses cachées dans un SIS de telle
sorte que, si nécessaire, une réparation puisse rétablir le systéme dans une condition
"comme neuf" ou dans une condition aussi proche que possible de celle-ci
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3.2.5

7

couche de protection
tout mécanisme indépendant réduisant le risque par contrdle, prévention ou atténuation

Note 1 a l'article: Il peut s'agir d'un mécanisme d'ingénierie de processus, tel que la taille des cuves contenant
des produits chimiques dangereux, un mécanisme de génie mécanique, tel qu'une soupape de sécurité, un SIS ou
une procédure administrative, telle qu'un plan de secours contre un danger imminent. Ces réponses peuvent étre

autom

3.2.5

atisées ou déclenchées par des actions humaines (voir Figure 9).

8

qualité
ensemble des caractéristiques d'une entité portant sur sa capacité a satisfaire aux besoins

expri

Note

3.2.59

défa
défai

dégradation potentiels au sein du matériel

Note
dans
comp(
dans

instan

Note 2
les dé

- u
Sy
(M
(g
p
c

Q C

Cela i
des i
systén

[SOU

mes et implicites

a l'article:  Voir I''SO 9000 pour plus de détails.

llance aléatoire du matériel
lance survenant de maniére aléatoire et résultant d'un ou de plusieurs mécanismgq

a l'article: Il existe de nombreux mécanismes de dégradation se produisant a des fréquences diffé
Hivers composants et, puisque les tolérances de fabrication ont pour conséquence une défailland
sants causée par ces mécanismes aprés des durées de fonctionnemént-inégales, les défaillances sur
Ln équipement comprenant plusieurs composants surviennent a des” fréquences prévisibles, mais
s imprévisibles (c'est-a-dire aléatoires).

a l'article: Deux différences majeures permettent de distinguer les défaillances aléatoires du maté§
faillances systématiques:

e défaillance aléatoire du matériel implique le systemeproprement dit seulement, tandis qu'une défa
stématique implique a la fois le systéme propremient dit (une anomalie) et une condition parti
oir 3.2.81). Ensuite, une défaillance aléatoire du matériel est caractérisée par un seul paramétre de fi
'est-a-dire le taux de défaillance) alors qu'Une défaillance systématique est caractérisée par
ramétres de fiabilité (c'est-a-dire la probahilite de I'anomalie préexistante et le taux de danger
ndition particuliere);

e défaillance systématique peut étre éliminée aprés avoir été détectée tandis que les défaillances alég
matériel ne le peuvent pas.

mplique que les paramétres de figbilité des défaillances aléatoires du matériel peuvent étre estimés 3
formations de situation alors \qu'il est trés difficile de réaliser la méme chose pour les défail
hatiques. Une approche qualitative est préférentielle pour les défaillances systématiques.

RCE: IEC 61508-4:20103.6.5, modifiée — Les notes ont été changées]

3.2.
redo
exist

dance
nce dé plusieurs moyens pour accomplir une fonction exigée ou représenter

s de

rentes
e des
enant
a des

riel et

Illance
uliere
abilité
deux
de la

toires

partir
ances

des

Note 2 a l'article: La redondance sert essentiellement a améliorer la fiabilité ou la disponibilité.

[SOURCE: IEC 61508-4:2010, 3.4.6]

3.2.6

1

risque
combinaison de la probabilité d'un dommage et de sa gravité

Note 1
événe

a l'article: La probabilité d'une occurrence inclut I'exposition a une situation dangereuse, survenue d'un

ment dangereux et lapossibilité d'éviter ou de limiter le dommage.

[SOURCE: ISO/IEC Guide 51:2014, 3.8]
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3.2.62
défaillance en sécurité
défaillance qui privilégie une action de sécurité donnée

Note 1 a I'article: Une défaillance est "en sécurité" uniquement au regard d'une fonction de sécurité donnée.
Note 2 a l'article: Lorsque la tolérance aux anomalies est mise en ceuvre, une défaillance en sécurité peut

conduire a:

— un fonctionnement ou l'action de sécurité est disponible, mais avec une probabilité plus élevée de réussite en
sollicitation (fonctionnement en mode sollicitation) ou une probabilité plus faible d'engendrer un événement
dangereux (fonctionnement en mode continu);

— un fonctionnement parasite ou I'action de sécurité est déclenchée.

Note 3 a l'article: Lorsqu'aucune tolérance aux anomalies n'est mise en ceuvre, les défaillances en_sécurité
donngnt lieu au déclenchement de l'action de sécurité, quelle que soit la condition du processus. Ce.phéndmene
est également connu sous le nom de "déclenchement parasite".

Note 4 a l'article: Un déclenchement parasite peut étre en sécurité au regard d'une fonction de securité dgnnée,
mais geut étre dangereux au regard d'une autre fonction de sécurité.

Note 4 a l'article: Des déclenchements parasites peuvent également avoir des effets néfastes sur la dispofibilité
en prdduction du processus.

3.2.
état de sécurité
état du processus lorsque la sécurité est réalisée

Note 1 a l'article: Certains états apportent une plus grande sécurité’ que d'autres pendant le passage|d'une
conditjon dangereuse a I'état de sécurité final ou le passage de la~condition de sécurité nominale a une condition
dangereuse, le processus pouvant devoir traverser un certain nomibre d'états de sécurité intermédiaires.

Note 2 a l'article: Dans certaines situations, I'état de sécurité n'existe que durant le laps de temps |ou le
procegsus est continuellement controlé. Ce contréle contint’ peut s'étendre sur une période de temps coufte ou
indéfinie.

Note 3 a l'article: Un état dit de sécurité au regard d'une fonction de sécurité donnée peut augmerfter la
probabilité d'engendrer un événement dangereuxrau regard d'une autre fonction de sécurité donnée. Dans cf cas,
'augmentation de risque potentielle associée a“'autre fonction dans le calcul de la fréquence de déclenchement
parasite moyenne maximale admissible (voir<10.3.2) de la premiére fonction peut étre considérée.

Note 4 a l'article: Cette définition différe de celle donnée par I'lEC 61508-4:2010 pour refléter les difféences
dans lp terminologie relevant du sectéur des industries de transformation.

3.2.64
sécufrité
absepce de risque intolerable

Note 1 a I'article:{ Selon I'lSO/IEC Guide 51, les termes "risque acceptable" et "risque tolérable" sont consjdérés
commEg des synonymes.

[SOURCE:ISO/IEC Guide 51:2014, 3.14, modifiée — La note a I'article a été ajoutée]

3.2.65

fonction de sécurité

fonction a réaliser par une ou plusieurs couches de protection, prévue pour assurer ou
maintenir un état de sécurité au processus, par rapport a un événement dangereux spécifique

3.2.66

fonction instrumentée de sécurité

SIF

fonction de sécurité devant étre mise en ceuvre par un systéme instrumenté de sécurité (SIS)

Note 1 a l'article: Une SIF est congue pour atteindre un SIL exigé qui est déterminé par rapport aux autres
couches de protection participant a la réduction du méme risque.

Note 2 a I'article: L’abréviation «SIF» est dérivée du terme anglais développé correspondant «safety instrumented
function».
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3.2.67

systéme instrumenté de sécurité

SIS

systéme instrumenté utilisé pour mettre en ceuvre une ou plusieurs SIF

Note 1 a l'article: Un SIS se compose de n'importe quelle combinaison de capteur(s), d'unité(s) logique(s) et
d'élément(s) terminal(aux) (p. ex.: voir Figure 6). Il inclut également des équipements de communication et
auxiliaires (p. ex.: cables, tuyauterie, alimentation, lignes d'impulsion, réchauffage des conduites).

Note 2 a I'article: Un SIS peut inclure le logiciel.

Note 3 a l'article: Un SIS peut inclure une action humaine dans le cadre d'une SIF (voir I'ISA TR84.00.04:2015,
Partie

Note 4 a [I'article: L’abréviation «SIS» est dérivée du terme anglais développé correspondant, «safety
instrumented system».

SIS architecture and safety . .
instrumented function Sensors Logic solver Final elements
example with different : A R
devices shown i NP
ﬁ
IEC
Anglais Francais
SIS architecture and safety instrumented function Architeetlte SIS et exemple de fonction instrumentée
exanple with different devices shown de sgcurité avec différents appareils
Sendors Capteurs
Logi¢ solver Unité logique
Final elements Eléments terminaux
NP NP
PE PE
H/W matériel
S/W logiciel

Figure 6 — Exemple d'architectures SIS comprenant trois sous-systémes SIS

3.2

intégrité de sécurité

aptityde du SIS~a-exécuter la SIF exigée lorsque cela est exigé
Note 1 a l'afticle: Cette définition est équivalente a la slreté de fonctionnement du SIS au regard de |la SIF

exigég. Pour)eviter toute confusion, le terme "slreté de fonctionnement", qui est souvent considéré ay sens
économique plutdt qu'en tant que concept de sécurité, n'a pas été utilisé.

Note 2 a I'article: L'aptitude inclut a la fois la réponse fonctionnelle (p. ex.: fermeture d'une vanne spécifiée dans
un intervalle de temps spécifié) et la probabilité que le SIS agisse comme cela est exigé.

Note 3 a ['article: L'évaluation de l'intégrité de sécurité peut prendre en compte toutes les causes des
défaillances aléatoires du matériel et des défaillances systématiques conduisant a un état de non-sécurité (p. ex.:
défaillances de matériel, défaillances induites du logiciel et défaillances dues aux perturbations électriques).
Certaines de ces défaillances, en particulier les défaillances aléatoires du matériel, peuvent étre quantifiées a
I'aide de mesures telles que la fréquence moyenne de défaillance dangereuse ou la probabilité de défaillance en
cas de sollicitation. Cependant, l'intégrité de sécurité dépend également de plusieurs facteurs systématiques, qui
ne peuvent pas étre précisément quantifiés, mais simplement considérés d'un point de vue qualitatif tout au long
du cycle de vie. La probabilité que les défaillances systématiques conduisent a une défaillance dangereuse du SIS
est réduite par le biais de la tolérance aux défauts du matériel (voir 11.4) ou d'autres méthodes et techniques.

Note 4 a l'article: L'intégrité de sécurité comprend l'intégrité de sécurité du matériel (voir 3.2.26) et l'intégrité de
sécurité systématique (voir 3.2.82), mais les défaillances complexes engendrées par la conjonction des
défaillances du matériel et des défaillances systématiques peuvent également étre prises en compte.
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3.2.69

niveau d'intégrité de sécurité

SIL

niveau discret (parmi quatre possibles) affecté a la SIF permettant de spécifier les exigences
concernant l'intégrité de sécurité devant étre réalisées par le SIS

Note 1 a l'article: Plus le SIL est éleve, plus la PFD,  attendue en mode sollicitation ou la fréquence moyenne
d'une défaillance dangereuse causant un événement dangereux en mode continu est faible.

Note 2 a I'article: Les relations entre le niveau objectif de défaillances et le SIL sont données dans les Tableaux 4
et 5.

NOte a 1 dalitivic. LC OoIL 54 PUSSTUT 1T Pius Tiautl T1veau u IIILUHIILG Ut SCUUTIE, T OlL T PUSSCULT 1C TIIvedu | pIUS
bas

Note 4 a l'article: Cette définition différe de celle donnée par I'lEC 61508-4:2010 pour refléter les™difféqences
dans lp terminologie relevant du secteur des industries de transformation.

Note § a l'article: L’abréviation «SIL» est dérivée du terme anglais développé correspondant «safety infegrity
level»

3.2.69.1

exigénces concernant l'intégrité de sécurité, pl
ensemble des exigences de I'lEC 61511 devant étre satisfaites paun SIS afin de revendjquer
un S|L donné pour une SIF mise en ceuvre par ce SIS

Note 1 a l'article: Les exigences concernant l'intégrité de sécurité~'sont renforcées lorsque le SIL apsocié
augmgnte.

3.2.710
cycle de vie de sécurité du SIS
activ[tés nécessaires a la mise en ceuvre de SIF, se déroulant au cours d'une période de
templs, qui commence a la phase de conception d'un projet et se termine lorsque toutes
les SIF ne sont plus disponibles a I'utilisation

Note 1 a l'article: Le terme "cycle de vie de\'securité fonctionnelle" est strictement plus précis, mais I'adjectif
"fonctfonnelle" n'est pas considéré comme £&tant nécessaire dans ce cas, c'est-a-dire dans le contexte de I série
IEC 61511.

Note 2 a I'article: Le modéle de cycle.de vie de sécurité du SIS utilisé dans I'lEC 61511 est donné par la Figure 7.

3.2.71
manugel de sécurité

mantiel de sécuritéfonctionnelle
informations qui definissent comment un appareil, un sous-systeme ou un systéme SIS
peuvent étre appliqués sans risque

Note 1 a I'articte: Le manuel de sécurité peut comporter des données d'entrée du fabricant, mais également de
l'utilispteurs

1 A a ' $e s A fa.d i
—tes—deonrntes—dentrée—du—Ffabricant

N t by by L tialo: ol + l H £ &
ote 2—a—tearticle—Concernanttes—apparets—econformes—4

correspondent au manuel de sécurité.
Note 3 a I'article: Ce terme pourrait recouvrir un document autonome générique ou un ensemble de documents.

Note 4 a l'article: Cette définition difféere de celle donnée par I'lEC 61508-4:2010 pour refléter les différences
dans la terminologie relevant du secteur des industries de transformation.

3.2.72

spécification des exigences de sécurité

SRS

spécification qui contient les exigences fonctionnelles pour les SIF et leurs niveaux d'intégrité
de sécurité associés

Note 1 a [I'article: L’abréviation «SRS» est dérivée du terme anglais développé correspondant «safety
requirements specification»
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3.2.73
capteur
partie du BPCS ou du SIS qui mesure ou détecte la condition du processus

Note 1 a l'article: Des exemples incluent les transmetteurs, les transducteurs, les interrupteurs de processus et
les interrupteurs de position.

3.2.74
logiciel
2“"“ ii‘i- S ii““ i“ 2" G

b k) b ’ t au
fonctionnement d'un systéme de traitement de données

Note 1 a l'article: Le logiciel est indépendant du support sur lequel il a été enregistré.

Note 2 a l'article: Pour des exemples des différents types de logiciels, voir 3.2.75 et 3.2.76.

3.2.75
langages de programmation d'application

3.2.75.1

langage de programme figé
FPL
langage dans lequel l'utilisateur est limité a l'ajustementcde”quelques jeux de paramgtres
prédéfinis et figés

Note 1 a I'article: Des exemples représentatifs d'applications{d'appareil avec FPL sont: les capteurs intelligents
(p. ex]: transmetteur de pression sans algorithmes de commande), les éléments terminaux intelligents (p. ex.:
vannep sans algorithmes de commande), les séquences d.Up enregistreur d'événements, les points de copsigne
d'un bjpitier d'alarme intelligent. L'utilisation de FPL est souwent nommée "configuration de I'appareil".

Note 2 & l'article: L’abréviation «FPL» est dérivée™du terme anglais développé correspondant «fixed prpgram
langugge»

3.2.75.2

langage de variabilité limitée
LVL
langage de programmation /destiné aux automates programmables industriels du commerce
dont|les capacités sont limitées a leur mise en oeuvre, telle que définie par le manugl de
sécufité associé. La notation de ce langage peut étre textuelle, graphique ou présentgr les
carag¢téristiques des deux.

Note | a l'article: €e\type de langage est congu pour étre aisément compris par les utilisateurs du secteyr des
industfies de transformation, et permet de combiner des fonctions de bibliothéque, prédéfinies, spécifiques|a une
applicption, pour mettre en ceuvre les SRS. Les LVL fournissent une correspondance fonctionnelle étroite aViec les
fonctigns exigées pour réaliser I'application.

Note P ad'article: L'IEC 61511 part du principe que les contraintes nécessaires a |'obtention des proprié{és de
sécurité sont le résultat de la combinaison du manuel de sécurité, de la proximité de la notation avec les fonctions
dont le programmateur d'application a besoin pour définir les algorithmes de commande de processus et du temps
de compilation et des vérifications d'exécution que le fournisseur de I'unité logique intégre dans le logiciel de base
de l'unité logique et son environnement de développement. Les contraintes identifiées dans le rapport de
certification et le manuel de sécurité peuvent garantir que les exigences de I'lEC 61508-3:2010 sont satisfaites.

Note 3 a l'article: Le LVL est le langage le plus fréquemment utilisé lorsque la série IEC 61511 fait référence au
terme "programme d'application”.

Note 4 a l'article: L’abréviation "LVL" est dérivée du terme anglais développé correspondant "limited variability
language".

3.2.75.3

langage de variabilité totale

FVL

langage congu pour étre compréhensible par les informaticiens (programmeurs), et qui permet
de mettre en ceuvre une plage étendue de fonctions et d'applications
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Note 1 a l'article: Un exemple type de systéme utilisant le FVL est I'ordinateur d'usage général.

Note 2 a l'article: Dans le secteur des industries de transformation, le FVL se trouve dans les logiciels intégrés et
rarement dans la programmation d'application.

Note 3 a l'article: Des exemples de FVL incluent: I'Ada, le C, le Pascal, le langage Liste d'instructions, les
langages d'assemblage, le C++, le Java et le SQL.

Note 4 a Il'article: L’abréviation «FVL» est dérivée du terme anglais développé correspondant «full variability
language»

3.2.76
types de logiciels et de programmes

3.2.76.1

programme d'application
progfamme spécifique a l'application de l'utilisateur contenant, en général, des‘séqugnces
logiques, des autorisations, des limites et des expressions qui contrdlent I'entrée, la sprtie,
les cplculs et les décisions nécessaires pour satisfaire aux exigences fonctionfielles des $IS

3.2.76.2

logiqgiel intégré
logiclel qui fait partie du systéme fourni par le fabricant et qui n'est_pas accessible pouf des
modifications par I'utilisateur final

Note 1 a l'article: Le logiciel intégré est également désigné sous le, nem de microprogramme ou de lpgiciel
systeme. Voir 3.2.75.3 "langage de variabilité totale".

3.2.76.3

logigiel utilitaire
outilg logiciels pour la création, la modificationr et la documentation des programmes
d'application

Note 1 a I'article: Ces outils logiciels ne sont pas gxigés pour le fonctionnement du SIS.

3.2.77
cycle de vie du programme d'application
ensemble d'activités qui se déroulent au cours d'une période de temps débutant lorsqpe le
progfamme d'application est.congu et se terminant lorsque le programme d'applicatiop est
retirg du service

Note 1 a l'article: Le cycleyde vie d'un programme d'application inclut habituellement une phase de déflinition
d'exigences, une phase de-deéveloppement, une phase d'essai, une phase d'intégration, une phase d'installajion et
une phase de modification/

Note 2 a l'article: {Le’logiciel (notamment le programme d'application) ne peut pas étre entretenu; au lieu d¢ cela,
il est nodifié.

3.2.718
sous-systeme SIS
partie indépendante d'un SIS dont une défaillance dangereuse invalidante donne lieu a une
défaillance dangereuse invalidante du SIS

Note 1 a l'article: La Figure 6 présente un SIS composé de trois sous-systémes SIS.

Note 2 a l'article: Concernant I'approche de coupe (voir IEC 61025), une coupe minimale d'un sous-systéme SIS
est également une coupe minimale du SIS global. Par conséquent, les SIF mises en ceuvre au sein d'un SIS
dépendent totalement des sous-systemes SIS de ce SIS (autrement dit lorsqu'un sous-systéme SIS est défaillant,
les SIF associées sont également défaillantes).

3.2.79
systéme
ensemble d'appareils qui interagissent selon une spécification

Note 1 a I'article: Une personne peut faire partie d'un systéme.
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Note 2 a l'article: Cette définition difféere de celle donnée par I'lEC 61508 pour refléter les différences dans la
terminologie relevant du secteur des industries de transformation.

3.2.80

capabilité systématique

mesure (exprimée sur une échelle de SC 1 a SC 4) de la confiance dans le fait que l'intégrité
de sécurité systématique d'un appareil satisfait aux exigences du SIL spécifié, par rapport a
la fonction de sécurité spécifiée, lorsque I'appareil est appliqué conformément aux
instructions spécifiées dans le manuel de sécurité de 'appareil

Note 1 a l'article: La capabilité systématique est déterminée par référence aux exigences concernant I'évitement
et la maitrise des défaillances systématiques dans I'lEC 61508-2:2010 et I'lEC 61508-3:2010.

Note 2 a l'article: Le mécanisme de défaillance systématique dépend de la nature de I'appareil. Pour un.appareil
comprenant uniquement du matériel, seuls les mécanismes de défaillance du matériel sont considérés,P¢ur un
appargil comprenant du matériel et du logiciel, les interactions entre les mécanismes de défaillance du matdriel et
du logjiciel doivent étre considérées.

Note 3 a l'article: Une capabilité systématique de SC N pour un appareil signifie que I'intégrité de securité
systématique de SC N a été satisfaite lorsque I'appareil est appliqué conformément aux\instructions spégifiées
dans le manuel de sécurité de I'appareil par rapport au SC N.

3.2.81
défalllance systématique
défaillance relative a une anomalie préexistante, qui survient systématiquement dang des
condjtions particulieres, ne pouvant étre éliminée qu'ensupprimant I'anomalie par| une
modification de la conception ou du processus de *fabrication, des procédures de
fonctjonnement, de la documentation ou d'autres facteurs appropriés

Note 1 a l'article: La cause des défaillances systématiques{du logiciel peut étre désignée sous le ngm de

"bogues".

Note 2 a l'article: La maintenance corrective sans modification n'éliminerait pas, habituellement, la cause| de la
défaillance qui implique la défaillance dans des conditions particuliéres.

Note § a l'article: Une défaillance systématique“peut étre reproduite en appliquant délibérément les mémes
conditjons, méme si toutes les défaillances reproductibles ne sont pas systématiques.

Note 4 a l'article: Des exemples d'erreurs~conduisant a une défaillance systématique incluent I'erreur humaine
survemant dans:

- la|SRS;

— lalconception, la fabricatign,’llinstallation, le fonctionnement ou la maintenance du matériel;
— lalconception ou la mise.en ceuvre du logiciel (notamment le programme d'application).
Note § a l'article: Des appareils similaires congus, installés, mis en fonctionnement, mis en ceuvre ou entr¢tenus

de lalméme fagonesont susceptibles de contenir les mémes anomalies. Par conséquent, ils font I'objet de
défaillances de cause*’commune lorsque les conditions particuliéres surviennent.

3.2.82
intégrité\de sécurité systématique
parti¢ ‘de’l'intégrité de sécurité des SIS qui se rapporte aux défaillances systématiques |dans
un mode de défaillance dangereux

Note 1 a l'article: L'intégrité de sécurité systématique ne peut normalement pas étre quantifiée (a la différence de
l'intégrité de sécurité du matériel).

Note 2 a I'article: Voir également 3.2.26.

3.2.83

niveau objectif de défaillances

performance exigée de la SIF et spécifiée en termes de probabilité moyenne de défaillance
lors du fonctionnement de la SIF en mode sollicitation (fonctionnement en mode sollicitation)
ou de fréquence moyenne d'une défaillance dangereuse (fonctionnement en mode continu)

Note 1 a Il'article: Les relations entre les niveaux objectifs de défaillances et le SIL sont données dans les
Tableaux 4 et 5.
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3.2.84

risque tolérable

niveau de risque accepté dans un certain contexte et fondé sur les valeurs admises par la
société

Note 1 a l'article: Voir I'EC 61511-3:2016, Annexe A.

[SOURCE: ISO/IEC Guide 51:2014, 3.15]

3.2.85

non détecté
non féverle
non géclaré

qui nfest pas détecté, ni révélé, ni déclaré

Note 1 a l'article: Dans I'lEC 61511 et excepté lorsque le contexte suggére une autre sighification, le |terme
"défaillances/erreurs non détectées dangereuses" se rapporte aux défaillances/erreurs dangereuses non dét¢ctées
par le$ essais de diagnostic.

3.2.ﬂ6
validation

confirmation par examen et apport de preuves objectives que_leS exigences particuliéfes a
une (itilisation prévue spécifique sont satisfaites

Note {1 a l'article: Dans la série IEC 61511, cela signifie démontrer qde‘la ou les SIF et le SIS aprés instaflation
satisfgnt en tous points a la SRS.

3.2.87
vérifjcation
confifmation par examen et apport de preuves objectives que les exigences ont été satisfaites

Note 1 a l'article: Dans la série IEC 61511, cela désigne I'activité qui consiste, pour chaque phase du cycle [de vie
de ségurité du SIS correspondant, a démontrer parianalyse et/ou par essais que, pour les entrées spécifiqugs, les
sortieg satisfont en tous points aux objectifs et@ux exigences fixés pour la phase spécifique.

Note 2 a I'article: Des exemples incluent’les’ activités de vérification qui suivent:

— les revues relatives aux sorties ((documents concernant toutes les phases du cycle de vie de ségurité)
de¢stinées a assurer la conformité avec les objectifs et exigences de la phase, et prenant en compte les
entrées spécifiques a cette phase;

ek revues de conception;
— lep essais réalisés sur/les produits congus, afin d'assurer que leur fonctionnement est conforme p leur

spécification;
— lep essais d'intégration réalisés lors de I'assemblage de différentes parties d'un systéeme, élément par élgment,

ef par la réalisation d'essais d'environnement, afin d'assurer que toutes les parties fonctionnent les uneg avec
lefs autres, conformément a ce qui est spécifié.

3.2,

chien de’garde
combinaison de diagnostics et d'un appareil de sortie (typiquement un commutateur) pour
effectuer la surveillance du bon fonctionnement de I'appareil électronique programmable (PE)
et entreprendre une action lors de la détection d'un fonctionnement incorrect

Note 1 a l'article: Le chien de garde confirme que le systéme logiciel fonctionne correctement en réinitialisant
réguliéerement un appareil externe (p. ex.: temporisateur électronique de chien de garde matériel), par un appareil
de sortie commandé par le logiciel.

Note 2 a I'article: Le chien de garde peut étre utilisé pour mettre hors tension un groupe de sorties de sécurité,
lorsque des défaillances dangereuses sont détectées, afin d'atteindre ou de maintenir un état de sécurité du
processus par rapport a I'événement dangereux. Le chien de garde est utilisé pour augmenter la couverture du
diagnostic en ligne de I'unité logique PE (voir 3.2.13 et 3.2.15).
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3.3 Abréviations

Les abréviations utilisées tout au long de I'IEC 61511 sont données au Tableau 1. Sont
également incluses certaines abréviations communes relatives a la sécurité fonctionnelle du
secteur des industries de transformation.

Tableau 1 — Abréviations utilisées dans I'lEC 61511

Abréviation Expression développée

AC/DC Alternating current/direct current, Courant alternatif/Courant continu
(CA/CC)

AICHE American Institute of Chemical Engineers

ALARP As low as reasonably practicable, Aussi faible que raisonnablemént
possible

ANS American National Standards Institute, Organisme nationakde
normalisation américain

AP Application program, Programme d'application

BPCB Basic process control system, Systeme de commande de processus de
base

CCPpB Centre for Chemical Process Safety (AIChE)y Centre pour la sécurité d¢s
processus chimiques

DC Diagnostic coverage, Couverture du diagnostic

E/E/PE Electrical/electronic/programmable‘electronic,
Electrique/électronique/électrohique programmable

EMGC Electro-magnetic compatibility, Compatibilité électromagnétique (CEM)

FAT Factory acceptance test,” Essai de réception en usine (ERU)

FPL Fixed program language, Langage de programme figé

FSA Functional safety assessment, Evaluation de la sécurité fonctionnelle

FSMB Functional'Safety management system, Systéme de gestion de la sécurjté
fonctionnelle

FTA Fault\ree analysis, Analyse par arbre des défaillances

FVL Full variability language, Langage de variabilité totale

HFT Hardware fault tolerance, Tolérance aux défauts du matériel

H&RA Hazard & risk assessment, Analyse de danger et de risque

HMI Human Machine Interface, Interface homme-machine (IHM)

IEC International Electrotechnical Commission, Commission Electrotechniqiie
Internationale

ISA International Society of Automation, Société internationale d'automatiof

SO International Organization for Standardization, Organisation internationple
de normalisation r

LVL Limited variability language, Langage de variabilité limitée

MooN "M" out of "N" channel architecture, Architecture de "M" pour "N" canaux

MPRT Maximum permitted repair time, Temps de dépannage maximal admis

MRT Mean repair time, Temps moyen de dépannage

MTTR Mean time to restoration, Durée moyenne de rétablissement
National Fire Protection Association(US), National Fire Protection

NFPA iati i
Association (Etats-Unis)

NP Non-programmable, Non programmable

OEM Original Equipment Manufacturer, Fabricant original de I'équipement

PE Programmable electronics, Electronique programmable

PES Programmable electronic system, Systéme électronique programmable



https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf

- 120 - IEC 61511-1:2016 © IEC 2016

Abréviation Expression développée

PED Probability of dangerous failure on demand, Probabilité de défaillance
dangereuse en cas de sollicitation

PFD Average probability of dangerous failure on demand, Probabilité moyenne

avg de défaillance dangereuse en cas de sollicitation

Probability (average frequency of dangerous failures) of failure per hour,

PFH Probabilité (fréquence moyenne de défaillance dangereuse) de défaillance
par heure

pl Plural, Pluriel

PLC Programmable logic controller, Automate programmable

SAT Site acceptance test, Essai de réception sur site (ERS)

SC Systematic capability, Capabilité systématique

SIF Safety instrumented function, Fonction instrumentée de sécufité

SIL Safety integrity level, Niveau d'intégrité de sécurité

SIS Safety instrumented system, Systéme instrumenté de‘sécurité

SRS Safety requirement specification, Spécification des exigences de sécurité

4 Conformité a I'lEC 61511-1:2016

Afin e se conformer a I'lEC 61511-1:2016, il doit é&tre démontré que chacune des exiggnces
décrites de I'Article 5 a I'Article 19 a été satisfaite eu égard aux critéres définis, et que |e ou
les opjectifs spécifiés dans ces articles ont donc été atteints.

5 Gestion de la sécurité fonctionnelle

5.1 | Objectif

L'objectif des exigences de I'Article 5-est d'identifier les activités de gestion nécessaires|pour
s'asgurer que les objectifs de sécurité fonctionnelle sont bien atteints.

NOTE|1: L'Article 5 a seulementpour but la réalisation et la maintenance de la sécurité fonctionnelle des BIS. Il
est digsocié et distinct des mesures’ générales concernant la santé et la sécurité nécessaires a I'obtention| de la
sécurité sur le lieu de travail.

5.2 | Exigences
5.2.1 Généralités

La pplitiqgue—et la stratégie pour atteindre la sécurité fonctionnelle doivent étre identifiées,
ainsi|que-les méthodes utilisées pour évaluer leur réalisation, et doivent é&tre communiquées
au sgin.de l'organisation.

5.2.2 Organisation et ressources

5.2.2.1 Les personnes, services, organisations ou autres unités qui sont responsables de
I'exécution et de la revue de chacune des phases du cycle de vie de sécurité du SIS doivent
étre identifiés et étre informés des responsabilités qui leur sont affectées.

5.2.2.2 Les personnes, les services ou les organisations impliqués dans les activités du
cycle de vie de sécurité du SIS doivent étre compétents pour conduire les activités dont ils
sont responsables.

Les points suivants doivent étre traités et documentés en considérant la compétence des
personnes, services, organisations ou autres unités impliqués dans les activités du cycle de
vie de sécurité du SIS:


https://iecnorm.com/api/?name=3ced179470c1b1e6d7848bf1d067cdaf
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