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FOREWORD

C (International Electrotechnical Commission) is a worldwide organizatiop omprising
tional electrotechnical committees (IEC National Committees). The ofRject o promote
htional co-operation on all questions concerning standardization in t fields. To
nd and in addition to other activities, the IEC publishes Internatfona aration is
ted to technical committees; any IEC National Committee interested inQe with may
pate in this preparatory work. International, governmental anpd s liaising
e |IEC also participate in this preparation. The IEC collaborate hanization
andardization (ISO) in accordance with conditions the two
zations.

sible, an

bsentation
Il interested National Committees.

the form
hdards, technical reports or guides and the se.
er to promote international unificatig Rittees undertake to apply IEC International
hrds transparently to the maximum\ ext rds. Any
ence between the IE be clearly
ed in the latter.
FC provides no mp e for any
nent declared to be i
on is drawy tosthe g e subject
bnt rights. Y EC
onal Standard hspects,
pchnical

FDIS Report on voting
65A/265/FDIS 65A/275/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

Annex A is for information only.
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IEC 61508 consists of the following parts, under the general title Functional safety of elec-
trical/electronic/programmable electronic safety-related systems:

— Part 1: General requirements

— Part 2: Requirements for electrical/electronic/programmable electronic safety-related systems
— Part 3: Software requirements

— Part 4: Definitions and abbreviations

— Part 5: Examples of methods for the determination of safety integrity levels

— Part 6: Guidelines on the application of parts 2 and 3

— Part|7: Overview of techniques and measures

This pait 4 shall be read in conjunction with all other parts.

It has the status of a basic safety publication in accordance wit

The contents of the corrigendum of April 1999 have been in

&
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INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make those decisions.

This Interratienal—Standard—sets—outa—genrerHe—appred ities for
system ponents
(electrigal/electronic/ programmable electronic systems (E/E/PESS)) tk § perform
safety f 3 dnsistent
technical policy be developed for all electrically based safety-relate ems major

objectivp is to facilitate the development of application sector sta

In most|situations, safety is achieved by a number of prote n many
technolggies (for example mechanical, hydraulig bctronic,
programmable electronic). Any safety strategy must all the
elements within an individual system (for example_s 3, ing.devi tuators)
but als¢ all the safety-related system mak| o inati -related
systemq. Therefore, while this Inte \ I érned with electrigal/elec-

tronic/pfogrammable electronic (E/E/R
framewgrk within which safety-related
considefed.

, it may also prpvide a
other technologies may be

It is recpgnised that there(i ar t)%/E PES applications in a variety of application
sectors |and covering awidk glexi dzard and risk potentials. In any pjarticular
applicatjon, the required dependent on many factors specific to the

applicatjon. This Jnternati 5 heing generic, will enable such measurgs to be
formulated in fu @ ‘ [ internafional standards.

This Intg

— congi nt Qverall, E/E/PES and software safety lifecycle phases (for gxample,
from ini 2 implementation, operation and maintenance to
decgpimissioni an E/E/PESs are used to perform safety functions;

— has 1 with a rapidly developing technology in mind; the framgwork is
suffigi and comprehensive to cater for future developments;

— enalples applicatign sector international standards, dealing with safety-related E/E/RESSs, to
be developed; the development of application sector international standards, within the
framework of this International Standard, should lead to a high level of consistency (for
example, of underlying principles, terminology, etc.) both within application sectors and
across application sectors; this will have both safety and economic benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;
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— uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;

— adopts a risk-based approach for the determination of the safety integrity level
requirements;

— sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

— sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in

bility of

fhilure of 10 to perform its design function on demand,

— g high demand or continuous mode of operation, the lower lim hbility of
g

dangerous failure of 107° per hour;

NOTHE — A single E/E/PE safety-related system does not necessarily meat re.

— adopts a broad range of principles, techniques and me
for B/E/PE safety-related systems, but does not use afe which| may be
of v somplexity is relatively
low; iats ause of the full fange of
com d.

2 functional safety
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS —

Part 4: Definitions and abbreviations

1 Scope

1.1 This part of IEC 61508 contains the definitions and explanation of terms that are used in
parts 1 to 7 of this standard.

1.2 Thla definitions are grouped under general headings so that related ‘terms,[can be
understpod within the context of each other. But it should be noted thatthes i are not
intended to add meaning to the definitions, and in this sense AR [ puld be
disregalfded

1.3 Pafts 1, 2, 3 and 4 of this standard are basic safety publicati ig stafjus does
not apply in the context of low complexity E/E/PE safety-related N e 3.4.4 of|part 4).
As bas|c safety publications, i se_ b S gmmitteeqd in the
preparalion of standards in accordance with the prjnci Al IEC Guide 104 and
ISO/IEQ Guide 51. Parts 1, 2, 3, and 4 are also intended(for use tand-alone publications.
One of fthe responsibilities of a techrjcal < i er/applicable, to make use of
basic sgdfety publications in the preparati i icati inements,
test methods or test conditions of this basi publicationwill not apply unless spécifically
referred i i

1.4 Fid the role
that IEC -related
systemq.

NOTE — | 61511) is
published based on
IEC 6150
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Technical

DART 1 requirements

Development of the overall safety
requirements (concept, scope
definition, hazard and risk analysis)

(E/E/PE safety-related systems, other PART 5

technology safety-related systems and Risk based approaches
external risk reduction facilities) to the development of
7.1to7.5 the safety integrity
I requirements

PART 1 Io) N
Allocation of the safety ui n

requirements to the E/E/PE
safety-related systems

and medsure,
l PART 4
— ral a'

Realisation G‘;’ 6 ict?of o Otfhe ’ Documentation
phase for C\§15082 andl Clause 5 and
E/E/PE safety- _;\753\5 508-3 annex A

related systems

i
7.6 PART \ Definitions and
Overview g N X bbreviations
techniqués ‘
/]

Realisation. ‘

phase for

d

safety-relate
software

\> PART 1
Q Management of
functional safety

Clause 6

PART 1

Functional safety
assessment

Clause 8

PART 1

issioning or disposal of
E/E/PE safety-related systems

7.15t0 7.17

IEC 1656/98

Figure 1 — Overall framework of this standard


https://iecnorm.com/api/?name=482e399dcee5d146c34f8d152f0e6135

61508-4 © IEC:1998 -17 -

2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61508. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply. However, parties to agreements
based on this part of IEC 61508 are encouraged to investigate the possibility of applying the
most recent editions of the normative documents indicated below. For undated references, the
latest edition of the normative document referred to applies. Members of IEC and ISO maintain
registers of currently valid International Standards.

IEC 60050(191):1990, International Electrotechnical Vocabulary (IEV) — Chapter 191:

Dependabitity-and-quality-ofservice

IEC 60050(351):1975, International Electrotechnical Vocabulary ~\{EV)
Automatic control

pr 351:

IEC 61508-1:1998, Functional safety of electrical/electronical/p Rak i¢ safety-
related systems — Part 1: General requirements

IEC 61508-2:—, Functional safety of electrical/electronica : safety-
related |systems — Part 2: Requirements for elec I ectronic
safety-rplated systems?)

IEC 615 safety-
related

IEC 615 safety-
related evels
IEC 61 safety-
related p1)

IEC 61 safety-
related

IEC Gujde 104: Y v C safety
publicatjof 3 )

ISO/IEQ Rinability

and avdilabifity

ISO/IECGUide 5171990, Safety aspects — Guidelines for their inciasion i stanaaras

ISO 8402:1994, Quality management and quality assurance — Vocabulary

1) To be published.
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3 Definitions and abbreviations

For the purposes of this International Standard, the following definitions and the abbreviations
given in table 1 apply.

Table 1 — Abbreviations used in this standard

Abbreviation Full expression Definition and/or explanation of term
MooN M out of N channel architecture Annex B of IEC 61508-6
(for example 1002 is 1 out of 2 architecture, where
either of the two channels can perform the safety
function)
MooND M out of N channel architecture with diagnostics Annex B of IEC 61508-6
ALARP AS TOW as 15 Teasonapty practicabie ATMEX B Of TEC 61508-5
E/E/PE Electrical/electronic/programmable electronic 3.2.6
E/E/PES Electrical/electronic/programmable electronic 3.3.3
system
EUC Equipment under control 3.2.3
PES Programmable electronic system 3.3.2
PLC Programmable logic controller Annex Eof IEC 08
SIL Safety integrity level 3.6 XS

NN

3.1 Safety terms

3.1.1
harm
physical injury or damage to the hea
damage to property or to the environmen
[ISO/IEC [Guide 51:1990 (modified)]

y or indirectly as a fesult of

NOTE - Tlhis definition will need tobe addressed Whe | i i D8-1, 7.4).
If the scdpe is to be widened {&.g a 3 i i i ical injury or
damage t¢ health) then this would V& initi B-1, 7.3).

3.1.2
hazard Q
potentigl source of*hgz

NOTE - T
also thosg

sion) and

3.1.3
hazardaé
circums

3.1.4
hazardaus.event
hazardous situation which results in harm

3.15

risk

combination of the probability of occurrence of harm and the severity of that harm
[ISO/IEC Guide 51:1990 (modified)]

NOTE - For more discussion on this concept see annex A of IEC 61508-5.

3.1.6
tolerable risk
risk which is accepted in a given context based on the current values of society

NOTE - See annex B of IEC 61508-5.
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3.1.7
residual risk
risk remaining after protective measures have been taken

3.1.8
safety
freedom from unacceptable risk

3.1.9

functional safety
part of the overall safety relating to the EUC and the EUC control system which depends on the
correct |functioning of the E/E/PE safety-related systems, other technology\safety-related
systemgq and external risk reduction facilities

3.1.10
safe stafe

state of the EUC when safety is achieved
NOTE - Ih going from a potentially hazardous condition to the final safe Y have to go |through a

number of intermediate safe states. For some situations a safe sta thé EUC is coftinuously
controlled. Such continuous control may be for a short or an indefinite i

3.1.11
reasongbly foreseeable misuse
use of A product, process or service ns ok _for purposes not intended by the
supplier, but which can happen, inducegd-y the prod process or service in combinat|on with,
or as a fesult of, common human beha iours

3.2 Equipment and devi

3.2.1
functionfal unit

entity off hardwar
NOTE — Ih IEV 191-01,Q

include pgople.
[ISO/IEC p382-14~Q1-09

able of accomplishing a specified purpose

‘item” is used in place of functional unit. An item may Jometimes

3.2.2

softwar
intellectbal cre
documelntation*pe

somprising the programs, procedures, data, rules and any asgociated
g to the operation of a data processing system

NOTE 1  Software is independent of the medium on which it is recorded.

NOTE 2 — This definition without note 1 differs from ISO 2382-1, and the full definition differs from 1SO 9000-3, by
the addition of the word data.

3.2.3

equipment under control (EUC)

equipment, machinery, apparatus or plant used for manufacturing, process, transportation,
medical or other activities

NOTE — The EUC control system is separate and distinct from the EUC.
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3.24

EUC risk

risk arising from the EUC or its interaction with the EUC control system

NOTE 1 — The risk in this context is that associated with the specific hazardous event in which E/E/PE safety-

related systems, other technology safety-related systems and external risk reduction facilities are to be used to
provide the necessary risk reduction, (i.e. the risk associated with functional safety).

NOTE 2 — The EUC risk is indicated in figure A.1 of IEC 61508-5. The main purpose of determining the EUC risk is
to establish a reference point for the risk without taking into account E/E/PE safety-related systems, other
technology safety-related systems and external risk reduction facilities.

NOTE 3 — Assessment of this risk will include associated human factor issues.

3.25
progranjmable electronic (PE)
based dn computer technology which may be comprised of hardwarey soft of input
and/or qutput units

NOTE — This term covers microelectronic devices based on one or more cen
with assofiated memories, etc.

together

EXAMPLE The following are all programmable electronic devices:
— microprocessors;

— microfcontrollers;

— progrgmmable controllers;

— applichtion specific integrated circuits (ASICs);
— progrgmmable logic controllers (PLCs);

— other fomputer-based devices (for exampl uators).

3.2.6
electricd
based o or programmable electronic (PE) technjology
NOTE - Tj 3 3 f dewices or systems operating on electrical principles.

EXAMPLH
— electr
— solid-
— electr

3.2.7

limited
softwarg
progranm

EXAMPLEH
represent

for commercial and ipdustrial
ipbn

e used to

the application pragram for a PLC system:

— laddel diagram: a graphical language consisting of a series of input symbols (representing behaviour|similar to
devices duch as normally open and normally closed contacts) interconnected by lines (to indicate the flow of

current) to output symbols (representing behaviour similar to relays);

— Boolean algebra: a low-level language based on Boolean operators such as AND, OR and NOT with the ability
to add some mnemonic instructions;

— function block diagram: in addition to Boolean operators, allows the use of more complex functions such as data
transfer file, block transfer read/write, shift register and sequencer instructions;

— sequential function chart: a graphical representation of a sequential program consisting of interconnected steps,
actions and directed links with transition conditions.
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3.3 Systems: general aspects

3.3.1

system

set of elements which interact according to a design, where an element of a system can be
another system, called a subsystem, which may be a controlling system or a controlled system
and may include hardware, software and human interaction

NOTE 1 — A person can be part of a system (see also note 5 of 3.4.1).
NOTE 2 — This definition differs from IEV 351-01-01.

3.3.2

progranjmable electronic system (PES)

system [for control, protection or monitoring based on one or more p
devices| including all elements of the system such as power supplie
devices| data highways and other communication paths, and
devices|(see figure 2)
NOTE - The structure of a PES is shown in figure 2 a). Figure 2 b) illustrates the way A is fepresent-
ed in thig International Standard, with the programmable electronics A isti hsors and
actuators|on the EUC and their interfaces, but the programmable ele several plages in the

PES. Figyre 2 c) illustrates a PES with two discrete units of program es a PES
with dual programmable electronics (i.e. two-channel), but with a g

ectronic
ther input
3 output

3.3.3

electrical/electronic/programmable el

system |for control, i ectronic
progranjmable electronic (E/E/PE) devices, inciudi S power
supplieq, sensors and other input devig ighways\and other communication paths, and

actuatofs and other output devices (se

3.34
EUC coftrol system

system |which r
generates output

NOTE - Tlhe EUC contrg

tor and

3.3.5
architec|
specific

3.3.6

module
routine,| 'distrete component or a functional set of encapsulated routines or |discrete

components belonging together

3.3.7

software module

construct that consists of procedures and/or data declarations and that can also interact with
other such constructs
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Input interfaces L Output interfaces
Communications

Extent A-D converters D-A converters

of PES

&

<
<

Programmable
electronics
(see note)

P
110 3

Input devices Output devices/final elements
(for example sensors) (for example actuators)

a) Basic PES structure

SES e e -

b) Single PES with single program- ¢) Single PES with dual program-
mable eleftronic device (i.e. one PES mable electronic devices linked in a
comprisgd of a single channel of serial manner (for example intelligey
progifammable electronics) sensor and programmable controllgr) one PES comprised gf two channels

ff progrtammable electronics)

NOTE - Tlhe programmable electronics are shown gentr uld€xist at several places in the| PES.

IEC 1657/99

ructure and terminology

Figure 2 — Programmable electtonic temPE

ut inteyfases w Output interfaces
D-A converters

converter Communications
Extent of ) 8
E/E/PES u s
\ 4 v

E/E/PE device

mnp

H

Input devices Output aevices/

(for example sensors) final elements
(for example actuators)

IEC 1658/98

NOTE — THE E/E/PE device is shown centrally located but such device(s) could exist at several places in the E/E/PES.

Figure 3 — Electrical/electronic/programmable electronic system (E/E/PES):
structure and terminology
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3.3.8
channel

element or group of elements that independently perform(s) a function

EXAMPLE A two-channel (or dual-channel) configuration is one with two channels that independently perform the
same function.

NOTE 1 — The elements within a channel could include input/output modules, a logic system (see 3.4.5), sensors
and final elements.

NOTE 2 — The term can be used to describe a complete system, or a portion of a system (for example, sensors or
final elements).

3.3.9
diversity

differen

EXAMPLHE Diversity may be achieved by different physical methods or different desig

3.3.10

redundgncy

means of performing a required function

approachess

existendge of means, in addition to the means which would/be™su

perform

EXAMPLE Duplicated functional components and the addition of parity bits.are

NOTE 1 4 Redundancy is used primarily to improve reliability

NOTE 2 - The definition in IEV 191-15-01 is les

[ISO/IEC p382-14-01-12]

3.4 Systems: safety-related aspects

3.4.1

safety-re¢lated system

designaled system that botb

— implements pquired safet ecessary to achieve or maintain a safe
the EUC; and

— is irftended to”a ' n or with other E/E/PE safety-related system
tech or external risk reduction facilities, the necessal
integrity f functions

NOTE 1 4 The ose ¥ystems, designated as safety-related systems, that are intended t

together yw eduction facilities (see 3.4.3), the necessary risk reduction in order to

required t . See also annex A of IEC 61508-5.

NOTE 2 - The safety

appropria]

elated systems are designed to prevent the EUC from going into a dangerous state
e action on res€ipt of commands. The failure of a safety-related system would be included in t

| unit to

ncy.

state for

5, other
y safety

achieve,
meet the

by taking
he events

leading tq thé.determined hazard or hazards. Although there may be other systems having safety function

safety-rel

5, it is the

dted - SYSteEms that Tave beerr designated to acieve, T teir owT Tight, the Teguited toferatte 11s

. Safety-

related systems can broadly be divided into safety-related control systems and safety-related protection systems,

and have

two modes of operation (see 3.5.12).

NOTE 3 — Safety-related systems may be an integral part of the EUC control system or may interface with the EUC
by sensors and/or actuators. That is, the required safety integrity level may be achieved by implementing the safety
functions in the EUC control system (and possibly by additional separate and independent systems as well) or the
safety functions may be implemented by separate and independent systems dedicated to safety.

NOTE 4 — A safety-related system may

a) be designed to prevent the hazardous event (i.e. if the safety-related systems perform their safety functions
then no hazardous event arises);

b) be designed to mitigate the effects of the hazardous event, thereby reducing the risk by reducing the

conseque

nces;

c) be designed to achieve a combination of a) and b).
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NOTE 5 — A person can be part of a safety-related system (see 3.3.1). For example, a person could receive
information from a programmable electronic device and perform a safety action based on this information, or
perform a safety action through a programmable electronic device.

NOTE 6 — The term includes all the hardware, software and supporting services (for example, power supplies)
necessary to carry out the specified safety function (sensors, other input devices, final elements (actuators) and
other output devices are therefore included in the safety-related system).

NOTE 7 — A safety-related system may be based on a wide range of technologies including electrical, electronic,
programmable electronic, hydraulic and pneumatic.

3.4.2

other technology safety-related system
safety-related system based on a technology other than electrical/electronic/programmable
electronge

EXAMPLE A relief valve is another technology safety-related system.

3.4.3
external risk reduction facility

measur¢ to reduce or mitigate the risks which are separate
E/E/PE pafety-related systems or other technology safety-re

EXAMPLHE A drain system, a fire wall and a bund are all external ris

do hot use,

3.4.4
low com
E/E/PE

— the 1
— the
NOTE — B

EXAMPLEH
relays, on

ds.

echanical
Eystem.

3.4.5

logic sy
portion * S e’ function logic but excludes the sensors gnd final
element

NOTE - |
— electr
— electr
— progrdm

3.5.1
safety function

function to be implemented by an E/E/PE safety-related system, other technology safety-
related system or external risk reduction facilities, which is intended to achieve or maintain a
safe state for the EUC, in respect of a specific hazardous event (see 3.4.1)

3.5.2

safety integrity

probability of a safety-related system satisfactorily performing the required safety functions
under all the stated conditions within a stated period of time

NOTE 1 - The higher the level of safety integrity of the safety-related systems, the lower the probability that the
safety-related systems will fail to carry out the required safety functions.

NOTE 2 — There are four levels of safety integrity for systems (see 3.5.6).
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NOTE 3 - In determining safety integrity, all causes of failures (both random hardware failures and systematic
failures) which lead to an unsafe state should be included, for example hardware failures, software induced failures
and failures due to electrical interference. Some of these types of failure, in particular random hardware failures,
may be quantified using such measures as the failure rate in the dangerous mode of failure or the probability of a
safety-related protection system failing to operate on demand. However, the safety integrity of a system also
depends on many factors which cannot be accurately quantified but can only be considered qualitatively.

NOTE 4 - Safety integrity comprises hardware safety integrity (see 3.5.5) and systematic safety integrity (see
3.5.4).

NOTE 5 — This definition focuses on the reliability of the safety-related systems to perform the safety functions (see
IEV 191-12-01 for a definition of reliability).

3.5.3

software_safety integrity

measur¢ that signifies the likelihood of software in a programmabl
achieving its safety functions under all stated conditions within a stated geno

elet{ronic | system
f tilne

3.5.4
systemdtic safety integrity

part of the safety integrity of safety-related systems relating
of 3.5.2) in a dangerous mode of failure

NOTE 1 4 Systematic safety integrity cannot usually be quantified
usually cgn).

NOTE 2 { See 3.5.2, 3.5.5 and 3.6.6.

P note 3

g safety intedrity which

3.5.5
hardwarte safety integrity
part of the safety integrity of the safety/related syst
a danggrous mode of failure
NOTE 1 4 The term relates to {ailure e stem that
would impair its safety integrity\T e angerous

failure rafle and the probabi when it is
necessary to maintain cont ed in the

context of safety-rela
NOTE 2 { See 3.5.2;
3.5.6
safety i
discrete

safety f
level 4 Ifa

lating to random hardware fajilures in

s of the
integrity

ed to the E/E/PE safety-related systems, where safety
of safety integrity and safety integrity level 1 has the lowest

NOTE - 1 i measures (see 3.5.13) for the four safety integrity levels are specified in tablgs 2 and 3
of IEC 61

3.5.7
software safety integrity level

discrete level (one out of a possible four) for specifying the safety integrity of software in a
safety-related system

NOTE — See 3.5.3 and 3.5.6.

3.5.8

safety requirements specification

specification containing all the requirements of the safety functions that have to be performed
by the safety-related systems

NOTE — This specification is divided into the
— safety functions requirements specification (see 3.5.9);
— safety integrity requirements specification (see 3.5.10).
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3.5.9

safety functions requirements specification

specification containing the requirements for the safety functions that have to be performed by
the safety-related systems

NOTE 1 — This specification is one part (the safety functions part) of the safety requirements specification (see

3.5.8) and contains the precise details of the safety functions that have to be performed by the safety-related
systems.

NOTE 2 — Specifications may be documented in text, flow diagrams, matrices, logic diagrams, etc., providing that
the safety functions are clearly conveyed.

3.5.10

safety integrity requirements specification
specification containing the safety integrity requirements of the safety fundtions that hale to be
performed by the safety-related systems

NOTE - Tlhis specification is one part (the safety integrity part) of the safety requirg e 3.5.8).

3.5.11
safety-related software
softwareg that is used to implement safety functions in a safe

3.5.12
mode of operation
way in Which a safety-related system j ’ ith respect to the freqyiency of

demands made upon it, which may be

— low |[demand mode: where the fregu 3 i safety-
related system is no greater than (one i oof-test
frequency;

— high|demand or contin afrequency of demands for operatign made
on g safety-related/ s per year or greater than twice the proof-
chegk frequency

NOTE 1 | High de d i 9 ars/those safety-related systems which implement dontinuous
control to|maintain functiona

NOTE 2 4 The target failu e elated systems operating in low demand mode and high demand
or continy f

3.5.13

intended il dangerous mode failures to be achieved in respect of the safety|integrity
requirern 3

— the abability of failure to perform the design function on demand (fqr a low
demland mode of operation);

— the probability of a dangerous failure per hour (for a high demand or continuous mode of
operation)

NOTE — The numerical values for the target failure measures are given in tables 2 and 3 of IEC 61508-1.

3.5.14

necessary risk reduction

risk reduction to be achieved by the E/E/PE safety-related systems, other technology safety-
related systems and external risk reduction facilities in order to ensure that the tolerable risk is
not exceeded
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3.6 Fault, failure and error

3.6.1
fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit

to perform a required function
NOTE - IEV 191-05-01 defines “fault” as a state characterised by the inability to perform a required

function,

excluding the inability during preventative maintenance or other planned actions, or due to lack of external

resources. See figure 4 for an illustration of these two points of view.
[ISO/IEC 2382-14-01-10]

3.6.2

fault avJ)idance
use of fechniques and procedures which aim to avoid the introductign “of Afaultsxdu
phase of the safety lifecycle of the safety-related system

3.6.3
fault tolg¢rance
ability of a functional unit to continue to perform a required™
errors
NOTE — Tlhe definition in IEV 191-15-05 refers only to sub-item f

[ISO/IEC p382-14-04-06]

3.6.4

failure
termination of the ability of a functional(unit
NOTE 1 H The definition in IEV 19%:04-01 is the sam
[ISO/IEC p382-14-01-11]
NOTE 2 - See figure 4 for the

NOTE 3 + Performange_ of
specified jn terms ovio -
NOTE 4  Failures are™éith

3.6.5
random
failure,
mechan
NOTE 1 -
manufact

failures of equipnaten
times.

egradation mechanisms occurring at different rates in different components
ause components to fail due to these mechanisms after different times in

ing any

faults or

91).

s may be

3.6.6.

Fadation

nd, since
pperation,
random)

A ; L o £ " Lo ! L ' F T ' " ool
NOTE 2 = A TIIAJUT UisStmiyuisTimmy TSAaturc UTiweTIT TAITUUTTT TTaruwdic 1dlfulcs altud SySITliidativ 1dlTurcs (ST

that system failure rates (or other appropriate measures), arising from random hardware failures, can be

3.6.6), is
predicted

with reasonable accuracy but systematic failures, by their very nature, cannot be accurately predicted. That is,

system failure rates arising from random hardware failures can be quantified with reasonable accuracy

but those

arising from systematic failures cannot be accurately statistically quantified because the events leading to them

cannot easily be predicted.


https://iecnorm.com/api/?name=482e399dcee5d146c34f8d152f0e6135

61508-4 © IEC:1998 -39 -

L (i-1) FU

Level (1)
L () FU L (i) FU
L (i+1) FU L (i+1) FU L (i+1) FU L (i+1) FU
—— "Entity X
L (i+1) FU L (i+1) FU L (i+1) FU L (i+1) FU | B
e
(L=level; i=1,2,3etc.; FU = functional unit)

Level (i-1)

ilure l

a) Configuration of a functional unit b) Gengralised Vi

Level (/) Level (i-1)

Failure [

_"Entity X"

Failure [

c) From the point of view of IEC 61508 and ISO/IEC2382-14

NOTE 1 4 As shown in a), a fu
which carn in turn be called a
the corre¢t value or state)

failure of [this functional un € whick_i s into an "F" state where it is no longer able to
required flunction (sg€ . This "F" s s unctional unit may in turn manifest itself as an ¢
level (i-1)[|functional a } g or cixcumvented, may cause a failure of this level (i-1) functi
NOTE 2 H In this cause f \ain, _the/samegthing ("Entity X") can be viewed as a state ("F" state) of t
functionall unit into which\i s a resilt of its failure, and also as the cause of the failure of the

functionall unit.
emphasiz
aspect ag i
and 1SO/I

NOTE 3 A Na failuhe or an error may be caused by an external event such as lightning or elq
th \ fault. Likewise, a fault (in both vocabularies) may exist without a prior f

noise, raf

example 2 design fault.

Figure 4 — Failure model

©m the point of view of IEC 60050(19

, a "cayse" may manifest itself as an error (a devi
fetignahwunit] and, if not corrected or circumvented, ma

Es its S i ated in c), and that of "fault" in IEC 60050(191), which emphasize

Failurg

IEC 1 6

)
59/98

5, each of
Ation from
cause a
perform a
ror in the
bnal unit.

e level (i)
level (i-1)
L4, which
5 its state
EC 61508

ctrostatic
ailure. An

3.6.6
systematic failure

failure related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures, documen-

tation or other relevant factors

NOTE 1 — Corrective maintenance without modification will usually not eliminate the failure cause.
NOTE 2 — A systematic failure can be induced by simulating the failure cause.

[IEV 191-04-19]
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NOTE 3 — Examples of causes of systematic failures include human error in
— the safety requirements specification;

— the design, manufacture, installation, operation of the hardware;

— the design, implementation, etc. of the software.

NOTE 4 - In this standard, failures in a safety-related system are categorized as random hardware failures or
systematic failures (see 3.6.4 and 3.6.5).

3.6.7

dangerous failure

failure which has the potential to put the safety-related system in a hazardous or fail-to-function state
NOTE — Whether or not the potential is realised may depend on the channel architecture of the system; in systems

with multiple channels to improve safety, a dangerous hardware failure is less likely to lead to the overall dangerous
or fail-to-faretiorrstate-

3.6.8
safe failure
failure w
to-functlon state

s or fail-

NOTE — Whether or not the potential is realised may depend on the cha rofi ; ip systems
with multiple channels to improve safety, a safe hardware failure is less Itke € i t-down.

3.6.9
dependé¢nt failure

failure yhose probability cannot be
probabilities of the individual events which ¢

NOTE - T

hditional

3.6.10
common cause failure

failure, which is the rest
separat¢ channels in a

or more

3.6.11
error
discrepd
specifie
NOTE — A

he true,

3.6.12

human ¢
mistake
human iflCtiOﬂ or inaction that can produce an unintended result

[ISO/IEC 2382-14-01-09]
NOTE — Adapted from IEV 191-05-25 by the addition of “or inaction”.

eIror

3.7 Lifecycle activities

3.7.1

safety lifecycle

necessary activities involved in the implementation of safety-related systems, occurring during
a period of time that starts at the concept phase of a project and finishes when all of the
E/E/PE safety-related systems, other technology safety-related systems and external risk
reduction facilities are no longer available for use

NOTE 1 - The term “functional safety lifecycle” is strictly more accurate, but the adjective “functional” is not
considered necessary in this case within the context of this standard.

NOTE 2 — The safety lifecycle models used in this standard are specified in figures 2, 3 and 4 of IEC 61508-1.
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3.7.2

software lifecycle

activities occurring during a period of time that starts when software is conceived and ends
when the software is permanently disused

NOTE 1 A software lifecycle typically includes a requirements phase, development phase, test phase, integration
phase, installation phase and a modification phase.

NOTE 2 — Software is not capable of being maintained; rather, it is modified.

3.7.3

configuration management

discipline of identifying the components of an evolving system for the purposes of controlling
out the

+ o 4 ! HPORI 4 Y (Y [ ) !
Change. W oSt CUINTPUTICTILS  Aallta Trialritairmimmyg - COTTUIaity  arftua trateaiyinity TUUyi

lifecycle

NOTE - Hor details on software configuration management see C.5.24 of IEC 615084,

3.7.4
impact analysis
activity pf determining the effect that a change to a functior.
to other|functions or components in that system as well

NOTE - Ip the context of software, see C.5.23 of IEC 61508-7.

will have

3.8 Confirmation of safety measures

3.8.1
verificatjon
confirm
been fulfilled
NOTE 1 -{ Adapted from ISO 8498

NOTE 2 + In the context of
safety lifecycle (overall,
deliverables meet in

EXAMPLHE Verificatl

ts have

b relevant
puts, the

— reviews on outputs
and requifements of

bbjectives

— desigt]
— tests

— integr

t ¢ er and by
the performe grvixormenta) tests to ensure that all the parts work together in the specified manner.

3.8.2
validatign
confirmatiom by exanmmnation and provision Of Objective evitdence that the particutar require-
ments for a specific intended use are fulfilled

NOTE 1 — Adapted from ISO 8402 by excluding the notes.

NOTE 2 — In this standard there are three validation phases:
— overall safety validation (see figure 2 of IEC 61508-1);

— E/E/PES validation (see figure 3 of IEC 61508-1);

— software validation (see figure 4 of IEC 61508-1).

NOTE 3 — Validation is the activity of demonstrating that the safety-related system under consideration, before or
after installation, meets in all respects the safety requirements specification for that safety-related system.
Therefore, for example, software validation means confirming by examination and provision of objective evidence
that the software satisfies the software safety requirements specification.
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3.8.3

functional safety assessment

investigation, based on evidence, to judge the functional safety achieved by one or more
E/E/PE safety-related systems, other technology safety-related systems or external risk
reduction facilities

3.8.4

functional safety audit

systematic and independent examination to determine whether the procedures specific to the
functional safety requirements to comply with the planned arrangements are implemented
effectively and are suitable to achieve the specified objectives

NOTE - A

forctiomatsafety audit mmay beTarriedout as part of @ furnctiomat safety asSessment:

3.8.5

proof te

periodic ary, the
system ¢ n

NOTE - T e system
is restore) 5 failures.
Although fems, this
should bq ng to the
E/E/IPES h channel
separately.

3.8.6

diagnostic coverage
fractional decrease in the probabilit
operatign of the automatic di i
NOTE 1 + The definition may i the following equation, where DC is the fliagnostic

coverage| App is the probakility ® € gerqus failuges and Ap (oa IS the probability of total dangerous
failures:

rdware failures resulting ffom the

NOTE 2 - liagnostic
coverage

NOTE 3 ¢ describe
respectivg angerous
hardware

3.8.7

diagnostictest interval

interval ‘between—on=tine—tests—to—detectfattts—im=a oafcty-lc=atcd system thathave—=a ypecified

diagnostic coverage

3.8.8

detected

revealed

overt

in relation to hardware, detected by the diagnostic tests, proof tests, operator intervention (for
example physical inspection and manual tests), or through normal operation

EXAMPLE These adjectives are used in detected fault and detected failure.
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3.8.9

undetected

unrevealed

covert

in relation to hardware, undetected by the diagnostic tests, proof tests, operator intervention
(for example physical inspection and manual tests), or through normal operation

EXAMPLE These adjectives are used in undetected fault and undetected failure.

3.8.10

independent person

person , isti Pyt i e specific
phase o 9 h| safety
assess

3.8.11

indepen

departm activities
which ta ifecycle
that is s

3.8.12

indepen

organis . from the
organisations responsible for the activitie (o ¢ ddri ifi e of the
overall, [E/E/PES or software safety lifegycle thatNs subje [ bssment
or validation

3.8.13

animatign

simulated operati j Etem) to
display signific@ ied to a
requirements spectfi entation
of the system desig

NOTE - it improves
human re

3.8.14

dynamig

executin o as to
demons| gviour
NOTE — Qynamic testing contrasts with static analysis, which does not require the software to be executed.

3.8.15

test harness

facility that is capable of simulating (to some useful degree) the operating environment of
software or hardware under development, by applying test cases to the software and recording
the response

NOTE — The test harness may also include test case generators and facilities to verify the test results (either
automatically against values that are accepted as correct or by manual analysis).
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Annex A
(informative)

Bibliography

IEC 61131-3:1993, Programmable controllers — Part 3: Programming languages

IEC 61151:1992, Nuclear instrumentation — Amplifiers and preamplifiers used with detectors of
ionizing radiation — Test procedures

ISO/IE( 2382-1:1993, Information technology — Vocabulary — Part 1: Fundamental terms

A

ISO 9000-3:1991, Quality management and quality assurance standa
for the application of ISO 9001 to the development, supply and mainte

idelines

ANSI/IS|A S84:1996, Application of Safety Instrumented Systg



https://iecnorm.com/api/?name=482e399dcee5d146c34f8d152f0e6135



