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Intefnational been prepare

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 2: Requirements for electrical/electronic/programmable
electronic safety-related systems

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization”compijising
all national electrotechnical committees (IEC National Committees). The object of IEC ‘is to promote
international co-operation on all questions concerning standardization in the electrical and, electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter'‘referred to as |“IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intergsted
the subject dealt with may participate in this preparatory work. Internatiogal) governmental and |non-
governmental organizations liaising with the IEC also participate in this prepafation. IEC collaborates clpsely
ith the International Organization for Standardization (ISO) in accordance, with conditions determined by
reement between the two organizations.

he formal decisions or agreements of IEC on technical matters express,\as nearly as possible, an internatjonal
cpnsensus of opinion on the relevant subjects since each technical<committee has representation frofn all

EC Publications have the form of recommendations for interfational use and are accepted by IEC Natjonal
Jommittees in that sense. While all reasonable efforts are¢made to ensure that the technical content of IEC
ublications is accurate, IEC cannot be held responsible’ for the way in which they are used or for] any
isinterpretation by any end user.

order to promote international uniformity, IEC Natiehal Committees undertake to apply IEC Publicaftions
tlansparently to the maximum extent possible in(their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation'«f conformity. Independent certification bodies provide confofmity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fof any
services carried out by independent ceftification bodies.

Alll users should ensure that they have the latest edition of this publication.

o liability shall attach to IEG~or its directors, employees, servants or agents including individual expertq and
embers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)| and
expenses arising out_Of-the publication, use of, or reliance upon, this IEC Publication or any other| IEC
Hublications.

Attention is drawn to’the Normative references cited in this publication. Use of the referenced publicatiops is
indispensable_forthe correct application of this publication.

Attention isTdrawn to the possibility that some of the elements of this IEC Publication may be the subjdct of
tent rights? IEC shall not be held responsible for identifying any or all such patent rights.

ubcommittee 65A: Sygtem
and

d by s

This second edition cancels and replaces the first edition published in 2000. This edition
constitutes a technical revision.

This edition has been subject to a thorough review and incorporates many comments received
at the various revision stages.

It has the status of a basic safety publication according to IEC Guide 104.
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text of this standard is based on the following documents:
FDIS Report on voting
65A/549/FDIS 65A/573/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2

A lis
of €
the

The
the
the

t of all parts of the IEC 61508 series, published under the general title Functionahsg
lectrical / electronic / programmable electronic safety-related systems, can be)faung
EC website.

committee has decided that the contents of this publication will remajn‘.unchanged
maintenance result date indicated on the IEC web site under "httpc//webstore.iec.ch
Hata related to the specific publication. At this date, the publicationill be

econfirmed,

vithdrawn,

eplaced by a revised edition, or

hmended.
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Lintil
" in



https://iecnorm.com/api/?name=813510d53b01b13dca451ef780edd43e

615

08-2 © IEC:2010 -7-

INTRODUCTION

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems) are being used in all application sectors to
perform non-safety functions and, increasingly, to perform safety functions. If computer
system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make these decisions.

Thii;mmmmxmm
systems comprised of electrical and/or electronic and/or programmable electronic (EfE

elements that are used to perform safety functions. This unified approach has been ado

ino

rder that a rational and consistent technical policy be developed for all electrically-be

safgty-related systems. A major objective is to facilitate the development of product

app

NOT

ication sector international standards based on the IEC 61508 series.

E 1 Examples of product and application sector international standards based on the IEC 61508 serie

given in the Bibliography (see references [1], [2] and [3]).

In most situations, safety is achieved by a number of systemis which rely on m
technologies (for example mechanical, hydraulic, pneumatic, electrical, electrg
programmable electronic). Any safety strategy must theréfore consider not only all
elements within an individual system (for example sensors, eontrolling devices and actua

but
sys
sys

also all the safety-related systems making up the(Ciotal combination of safety-rel
ems. Therefore, while this International Standard-is’ concerned with E/E/PE safety-rel
ms, it may also provide a framework within which safety-related systems based on o

techinologies may be considered.

It is

sysfems in a variety of application sectorsvand covering a wide range of complexity, ha:

and
dep
gen
inte

risk potentials. In any particular~application, the required safety measures will
bndent on many factors specific_te"the application. This International Standard, by b
bric, will enable such measures,to be formulated in future product and application se
‘national standards and in revisions of those that already exist.

Thig International Standard

considers all relevant overall, E/E/PE system and software safety lifecycle phases
bxample, from jinitial concept, though design, implementation, operation and maintens
o decommissioning) when E/E/PE systems are used to perform safety functions;

nas been<conceived with a rapidly developing technology in mind; the framewor,
sufficiently robust and comprehensive to cater for future developments;

bnables product and application sector international standards, dealing with E/E
bafety-related systems, to be developed; the development of product and applica

for
PE)
pted
sed
and

are

any
nic,
the
rs)
ted
hted
ther

recognized that there is a great variety of applications using E/E/PE safety-related

rard

be
Bing
ctor

(for
nce

K is

/PE
tion

Sector imternationat standards, withim the framework of thisstandard; shoutdteadtoa

igh

level of consistency (for example, of underlying principles, terminology etc.) both within
application sectors and across application sectors; this will have both safety and economic
benefits;

to achieve the required functional safety for E/E/PE safety-related systems;

determined;

safety functions to be implemented by the E/E/PE safety-related systems;

provides a method for the development of the safety requirements specification necessary
adopts a risk-based approach by which the safety integrity requirements can be

introduces safety integrity levels for specifying the target level of safety integrity for the

NOTE 2 The standard does not specify the safety integrity level requirements for any safety function, nor does it
mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework and
example techniques.
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— sets target failure measures for safety functions carried out by E/E/PE safety-related
systems, which are linked to the safety integrity levels;

— a low demand mode of operation, the lower limit is set at an average probability of a
dangerous failure on demand of 10-95;

— a high demand or a continuous mode of operation, the lower limit is set at an average
frequency of a dangerous failure of 10=9 [h=1];

NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

NOTE 4 It may be possible to achieve designs of safety-related systems with lower values for the target safety
integrity for non-complex systems, but these limits are considered to represent what can be achieved for relatively
compplex systems (for example programmable elecironic safely-related sysiems) at the present time. (L

on

— s$ets requirements for the avoidance and control of systematic faults, which are base
bxperience and judgement from practical experience gained in industry. Even ¢hough| the
brobability of occurrence of systematic failures cannot in general be quantified |the
ttandard does, however, allow a claim to be made, for a specified safety function, thaf the
arget failure measure associated with the safety function can be considered tq be
hchieved if all the requirements in the standard have been met;

— Introduces systematic capability which applies to an element with réspect to its confidgnce
hat the systematic safety integrity meets the requirements of thé-specified safety integrity
level;

— adopts a broad range of principles, techniques and measures to achieve functional sdfety
or E/E/PE safety-related systems, but does not explicitly use the concept of fail dafe.
However, the concepts of “fail safe” and “inherently safe” principles may be applicable|and
hdoption of such concepts is acceptable providing”the requirements of the releyant
Clauses in the standard are met.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 2: Requirements for electrical/electronic/programmable
electronic safety-related systems

1 Seope

1.1 | This part of the IEC 61508 series

a) is intended to be used only after a thorough understanding of IEC 61508-1, which provjdes
he overall framework for the achievement of functional safety;

b) @pplies to any safety-related system, as defined by IEC 61508-1, that“contains at lpast
bne electrical, electronic or programmable electronic element;

c) applies to all elements within an E/E/PE safety-related system (including sensors,
hctuators and the operator interface);

d) specifies how to refine the E/E/PE system safety requirements specification, developgd in
hccordance with IEC 61508-1 (comprising the E/E/PE system safety functjons
equirements specification and the E/E/PE systeém safety integrity requiremgnts
Epecification), into the E/E/PE system design requirements specification;

e) specifies the requirements for activities that ,are’/to be applied during the design |and
manufacture of the E/E/PE safety-related systems (i.e. establishes the E/E/PE sydtem
bafety lifecycle model) except software, which'is dealt with in IEC 61508-3 (see Figurgs 2
o0 4). These requirements include the application of techniques and measures that|are
jraded against the safety integrity level,> for the avoidance of, and control of, faults |and
ailures;

f) $pecifies the information necessary for carrying out the installation, commissioning |and
inal safety validation of the E/E/PE safety-related systems;

g) ¢loes not apply to the opgration and maintenance phase of the E/E/PE safety-related
bystems — this is dealt\with in IEC 61508-1 — however, |IEC 61508-2 does proyide
equirements for the preparation of information and procedures needed by the user fon the
pbperation and maintenance of the E/E/PE safety-related systems;

h) s$pecifies requirements to be met by the organisation carrying out any modificatioh of
he E/E/PE safety-related systems;

NOTE 1 This part-of IEC 61508 is mainly directed at suppliers and/or in-company engineering departments, hience
the ipclusion of requirements for modification.

NOTE 2, {The relationship between IEC 61508-2 and IEC 61508-3 is illustrated in Figure 4.

i) does not apply for medical equipment in compliance with the IEC 60601 series.

1.2 |EC 61508-1, IEC 61508-2, IEC 61508-3 and IEC 61508-4 are basic safety publications,
although this status does not apply in the context of low complexity E/E/PE safety-related
systems (see 3.4.3 of IEC 61508-4). As basic safety publications, they are intended for use by
technical committees in the preparation of standards in accordance with the principles
contained in IEC Guide 104 and ISO/IEC Guide 51. IEC 61508-1, IEC 61508-2, IEC 61508-3
and IEC 61508-4 are also intended for use as stand-alone standards. The horizontal safety
function of this international standard does not apply to medical equipment in compliance with
the IEC 60601 series.

1.3 One of the responsibilities of a technical committee is, wherever applicable, to make use
of basic safety publications in the preparation of its publications. In this context, the
requirements, test methods or test conditions of this basic safety publication will not apply
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unless specifically referred to or included in the publications prepared by those technical
committees.

NOTE The functional safety of an E/E/PE safety-related system can only be achieved when all related
requirements are met. Therefore, it is important that all related requirements are carefully considered and
adequately referenced.

1.4 Figure 1 shows the overall framework of the IEC 61508 series and indicates the role that
IEC 61508-2 plays in the achievement of functional safety for E/E/PE safety-related systems.
Annex A of IEC 61508-6 describes the application of IEC 61508-2 and IEC 61508-3.
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Figure 1 — Overall framework of the IEC 61508 series
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Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60947-5-1, Low-voltage switchgear and controlgear — Part 5-1: Control circuit devices

and

switching elements — Electromechanical control circuit devices

IEC
for
equ

IEC
reql
inte
app

IEC
rela

IEC
rela

IEC
rela

IEC
rela

IEC
field

IEC
Par

IEC
Par

IEC
pub

ISO

IS 61000-1-2, Electromagnetic compatibility (EMC) — Part 1-2. General — Methodo
the achievement of functional safety of electrical and electronic systems inclu
pment with regard to electromagnetic phenomena

61326-3-1, Electrical equipment for measurement, control and laboratory,cuse — K
irements — Part 3-1: Immunity requirements for safety-related systems and for equipn
hded to perform safety-related functions (functional safety) -~ Géeneral indus
ications

61508-1: 2010, Functional safety of electrical/electronic/programmable electronic sa
fed systems — Part 1: General requirements

61508-3: 2010, Functional safety of electrical/electronic/programmable electronic sa
fed systems — Part 3: Software requirements

fed systems — Part 4: Definitions and abbreviations

61508-7: 2010, Functional safety of éléctrical/electronic/programmable electronic sg
fed systems — Part 7: Overview of techniques and measures

61784-3, Industrial communication networks — Profiles — Part 3: Functional s3
buses — General rules and profile definitions

62280-1, Railway applications — Communication, signalling and processing systen
1: Safety-related communication in closed transmission systems

62280-2, Railway’ applications — Communication, signalling and processing systen
2: Safety-related communication in open transmission systems

Guide (104:1997, The preparation of safety publications and the use of basic sg
ications~and group safety publications

ogy
ing

FMC
nent
trial

ety-

ety-

61508-4: 2010, Functional safety of electrical/€lectronic/programmable electronic safety-

fety

fety

S_

fety

IEC Guide 51:1999, Safety aspects — Guidelines for their inclusion in standards

EN 50205, Relays with forcibly guided (mechanically linked) contacts
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

~ SECURITE FONCTIONNELLE DES SYSTEMES
ELECTRIQUES/ELECTRONIQUES/ELECTRONIQUES
PROGRAMMABLES RELATIFS A LA SECURITE -

Partie 2: Exigences pour les systémes électriques/électroniques/
électroniques programmables relatifs a la sécurité

AVANT-PROPOS

Commission Electrotechnique Internationale (CEIl) est une organisation mondiale( de normalisgtion
cpmposée de l'ensemble des comités électrotechniques nationaux (Comités nationaux de la CEl). La {QEI a
ppour objet de favoriser la coopération internationale pour toutes les questions de normalisation dan$ les
domaines de I'électricité et de I'électronique. A cet effet, la CEl — entre autres activités — publie des Nofmes
internationales, des Spécifications techniques, des Rapports techniques, des Spgcifications accessiblgs au
public (PAS) et des Guides (ci-aprés dénommés "Publication(s) de la CEI"). Leuf élaboration est confiée 3 des
cpmités d'études, aux travaux desquels tout Comité national intéressé par lg"sSujet traité peut participer| Les
organisations internationales, gouvernementales et non gouvernementalesen“liaison avec la CEl, particjpent
également aux travaux. La CEIl collabore étroitement avec I'Organisation Internationale de Normalisation (ISO),
selon des conditions fixées par accord entre les deux organisations.

es décisions ou accords officiels de la CEl concernant les questions‘techniques représentent, dans la mgsure
du possible, un accord international sur les sujets étudiés, étantdonné que les Comités nationaux de 14 CEI
intéressés sont représentés dans chaque comité d’études.

es Publications de la CEIl se présentent sous la forme de recommandations internationales et sont agrgées
cpmme telles par les Comités nationaux de la CEl. Tous_le$ efforts raisonnables sont entrepris afin que I CEI
s|lassure de I'exactitude du contenu technique de ses publications; la CEIl ne peut pas étre tenue respongable
e |'éventuelle mauvaise utilisation ou interprétation qui-en est faite par un quelconque utilisateur final.

Oans le but d'encourager l'uniformité internationalef~les Comités nationaux de la CEIl s'engagent, dans todte la
esure possible, a appliquer de fagon transparente les Publications de la CEl dans leurs publicaftions
tionales et régionales. Toutes divergencés: entre toutes Publications de la CEl et toutes publicaions
tionales ou régionales correspondantes deivent étre indiquées en termes clairs dans ces dernieres.

n
n

CEIl elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépendants
fournissent des services d'évaluationde conformité et, dans certains secteurs, accedent aux marquefs de
cpnformité de la CEIl. La CEIl n'est responsable d'aucun des services effectués par les organismep de
certification indépendants.

ous les utilisateurs doivent s*assurer qu'ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité .ne\ doit étre imputée a la CEIl, a ses administrateurs, employés, auxiliairep ou
andataires, y compfis,"ses experts particuliers et les membres de ses comités d'études et des Comités
tionaux de la CEl; pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout putre
dommage de quelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les|frais
e justice) et lés.dépenses découlant de la publication ou de I'utilisation de cette Publication de la CEIl qu de

attention.est attirée sur les références normatives citées dans cette publication. L'utilisation de publications

faire
pour

aftention est attirée sur le fait que certains des éléments de la présente Publication de la CEl

;
I'bbiet_de d

peuvent
responsable de ne pas avoir identifié de tels droits de propriété et de ne pas avoir signalé leur existence.

La Norme internationale CEl 61508-2 a été établie par le sous-comité 65A: Aspects systémes,
du comité d'études 65 de la CEIl: Mesure, commande et automation dans les processus
industriels.

Cette deuxiéme édition annule et remplace la premiére édition publiée en 2000 dont elle
constitue une révision technique.

La présente édition a fait I'objet d'une révision approfondie et intégre de nombreux
commentaires regus lors des différentes phases de révision.

Elle a le statut d’'une publication fondamentale de sécurité conformément au Guide CEI 104.
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Le texte de cette norme est issu des documents suivants:

FDIS Rapport de vote
65A/549/FDIS 65A/573/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/CEI, Partie 2.

Un¢ liste de toutes les parties de la série CEI 61508, présentées sous le titre général Sécurité
fongtionnelle des systemes électriques / électroniques / électroniques programmablés, relatifs
a la|sécurité, peut étre consultée sur le site web de la CEI.

Le ¢gomité a décidé que le contenu de cette publication ne sera pas modifiécavant la dat¢ de
maiptenance indiquée sur le site web de la CEIl sous "http: //webstoré&liec.ch" dans| les
donpées relatives a la publication recherchée. A cette date, la publication sera
e feconduite,

e $upprimée,

e femplacée par une édition révisée, ou

e amendée.
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INTRODUCTION

Les systémes comprenant des composants électriques et/ou électroniques sont utilisés
depuis de nombreuses années pour exécuter des fonctions relatives a la sécurité dans la
plupart des secteurs d'application. Des systéemes a base d’informatique (dénommés de
maniére générique systémes électroniques programmables) sont utilisés dans tous les
secteurs d'application pour exécuter des fonctions non relatives a la sécurité, mais aussi de
plus en plus souvent relatives a la sécurité. Si I'on veut exploiter efficacement et en toute
sécurité la technologie des systémes informatiques, il est indispensable de fournir a tous les
responsables suffisamment d'éléments relatifs a la sécurité pour les guider dans leurs prises

de deécisions-

La présente Norme internationale présente une approche générique de toutes les\ actiyités
lite$ au cycle de vie de sécurité de systémes électriques et/ou électroniqués dt/ou
éledtroniques programmables (E/E/PE) qui sont utilisés pour réaliser des, fonctions| de
séclirité. Cette approche unifiée a été adoptée afin de développer une palitique techn|que
ratignnelle et cohérente concernant tous les systémes électriques relatifsya’la sécurité| Un
objgctif principal de cette approche est de faciliter le développement de normes
intefnationales de produit et d’application sectorielle basées sur la série .CEI 61508.

NOTE 1 Des exemples de normes internationales de produit et d’application sectorielle basées sur la Eérie
CEI $1508 sont donnés dans la Bibliographie (voir références [1], [2] et [3]).

Danls la plupart des cas, la sécurité est obtenue par un certain nombre de systémes forjdés
sur |diverses technologies (par exemple mécanique, hydraulique, pneumatique, électrique,
éledtronique, électronique programmable). En conséqudence, toute stratégie de sécurité |doit
non|seulement prendre en compte tous les éléments/d'un systeme individuel (par exeniple,
les [capteurs, les appareils de commande et les_actionneurs), mais également prendrg en
congidération tous les systémes relatifs a la sécurité comme des éléments individuels @’un
ensemble complexe. Par conséquent, la présente Norme internationale, bien que traitant|des
systémes E/E/PE relatifs a la sécurité, peut.aussi fournir un cadre de sécurité susceptibl¢ de
congerner les systémes relatifs a la sécurité basés sur d’autres technologies.

Il et admis qu’il existe une grande variété d’applications utilisant des systemes E/H/PE
relajifs a la sécurité dans un.grand nombre de secteurs, et couvrant un large éventail de
conplexité et de potentiel de.dangers et de risques. Pour chaque application particuliére] les
megqures de sécurité requises dépendent de nombreux facteurs propres a l'application| La
prégente Norme internationale, de par son caractére général, rend désormais possiblg la
pregcription de ces. Smesures dans les futures normes internationales de produil et
d'agplication sectorielle, ainsi que dans les révisions des normes déja existantes.

La présente Norme internationale

— ¢oncerne toutes les phases appropriées du cycle de vie de sécurité global des systémes
E/E/PE et du logiciel (par exemple, depuis le concept initial, en passant par la conception,
'installation, I’'exploitation et la maintenance, jusqu'a la mise hors service) lorsque| les
sysiemes E/E/PE permetient d execuier des fonctions de SecCuriie,

— a été élaborée dans le souci de la prise en compte de I'évolution rapide des technologies;
le cadre fourni par la présente Norme internationale est suffisamment solide et étendu
pour pourvoir aux évolutions futures,

— permet ['élaboration de normes internationales de produit et d’application sectorielle
concernant les systémes E/E/PE relatifs a la sécurité; il convient que I'élaboration de
normes internationales de produit et d’application sectorielle dans le cadre de la présente
norme, permette d'atteindre un haut niveau de cohérence (par exemple, pour ce qui est
des principes sous-jacents, de la terminologie, etc.) a la fois au sein de chaque secteur
d'application, et d'un secteur a l'autre. La conséquence en sera une amélioration en
termes de sécurité et de gains économiques,

— fournit une méthode de définition d’'une spécification des exigences de sécurité nécessaire
pour obtenir la sécurité fonctionnelle requise des systéemes E/E/PE relatifs a la sécurité,
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