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INTERNATIONAL ELECTROTECHNICAL COMMISSION

WIND TURBINES -

Part 25-5: Communications for monitoring
and control of wind power plants —
Conformance testing

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization fo prising
all |national electrotechnical committees (IEC National Committees) The ghje romote
intefnational co-operation on all questions concerning standardization in the electrica and iglds. To
this| end and in addition to other activities, IEC publishes International Standa ications,
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides k € o gs “IEC
Pullication(s)”). Their preparation is entrusted to technical committees; an i ittee intprested
in fhe subject dealt with may participate in this preparatory wor e ti | d non-
governmental organizations liaising with the IEC also participate i closely
withl the International Organization for Standardization (ISO) inm—a anditions determined by
agrgement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters ational
congensus of opinion on the relevant subjects since € rom all
interested IEC National Committees.

3) IEC| Publications have the form of recom ational
Committees in that sense. While all reasonab of IEC
Pullications is accurate, for any
mis|nterpretation by any end user.

4) In ¢rder to promote international uniformit cations
tranjsparently to the maxim L rgence
betyveen any IEC Publication i¢ated in
the |latter.

5) IEC| provides no marking proce or any
equjpment decla i

6) All bisers should e re

7) No Jiability shall attach_to | rts and
mermbers of its t hage or
othe¢r damage, of any wature whatsoeve s) and
expenses arising.out o i er IEC
Pullications®

8) Attgntion is~drawn\te tions is
indippensable Toxth

9) Attdntion is drawn to the possibility that some of the elements of this IEC Publication may be the supject of
patent rights\IEC-s not be held responsible for identifying any or all such patent rights.

Internptional Standard IEC 61400-25-5 has been prepared by IEC technical committge 88:

Wind turbires-

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The text of this standard is based on the following documents:

FDIS Report on voting
88/277/FDIS 88/283/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

A list of all parts of the IEC 61400 series, under the general title Wind turbines can be found

on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

+ replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

@C‘@
e
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INTRODUCTION

The IEC 61400-25 series defines communication for monitoring and control of wind power
plants. The modeling approach of the IEC 61400-25 series has been selected to provide
abstract definitions of classes and services such that the specifications are independent of
specific protocol stacks, implementations, and operating systems. The mapping of these
abstract classes and services to a specific communication profile may be found in IEC 61400-

25-41,

This part of IEC 61400-25 defines the methods and abstract test cases for conformance
testing of devices used in wind power plants. The intended readers are test system

develfpers.

NOTE |l It is recommended to obtain a common knowledge of the standards IEC 614

IEC 61400-25-3, and IEC 61400-25-4 before reading this part.

NOTE P Abbreviations used in IEC 61400-25-5 may be listed in Clause 3 or
IEC 61400-25 that are relevant for conformance testing.

¥

0-25-2,

arts of

1 To be published.
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WIND TURBINES -
Part 25-5: Communications for monitoring

and control of wind power plants —
Conformance testing

1 Scope

The fpcus of the IEC 61400-25 series is on the communications betweeg d power plant
components such as wind turbines and actors such as SCA ) Internal
commjunication within wind power plant components is outside the se¢ { 61400-25
series|.

The IEC 61400-25 series is designed for a communication environmentssupporte client-

servef model. Three areas are defined, that are modelledeparatelyio ensure the scalability
of implementations:

1) wihd power plant information models,
2) information exchange model, and
3) mapping of these two models to a‘standard

The wind power plant information information exchange model, Viewed

togetter, constitute an interface betwee grver. In this conjunction, thg wind
power plant information medel serves\as etation frame for accessible wind power
plant gata. The wind po ant’i i i3 used by the server to offer the client a
uniform, component-oriente ew of th wind poer plant data. The information exchange

he server. The IEC 61400-25 series egables
bination of client and servers from different

model reflects the who

conngctivity between
manufacturers a

As depicted in Fig 5 series defines a server with the following aspects:
— Informatio nd power plant component, e. g., “wind turbine rotor speled” or
“tdtal power p { of & in ti i ” is modelled and made availahile for

acgess. e in ion modelled in the standard is defined in part IEC 61400-25-2,
— seyvice ) alues of the modelled information defined in part IEC 61400-25-3,

— mapping te“a-co
values/from the

unication profile, providing a protocol stack to carry the exchpnged
odelled information (part IEC 61400-25-4).

The IEC-81400-25 series only defines how to model the information information exchange
and mapping to specific communication protocols. The IEC 61400-25 series excludes a
definition of how and where to implement the communication interface, the application
program interface and implementation recommendations. However, the objective of the IEC
61400-25 series is that the information associated with a single wind power plant component
(such as the wind turbine) is accessible through a corresponding logical device.

This part of IEC 61400-25 specifies standard techniques for testing of conformance of
implementations, as well as specific measurement techniques to be applied when declaring
performance parameters. The use of these techniques will enhance the ability of users to
purchase systems that integrate easily, operate correctly, and support the applications as
intended.

NOTE The role of the test facilities for conformance testing and certifying the results are outside of the scope of
IEC 61400-25-5.
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ontrol
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commjunicatio cation
service i

IEC 6/1850-7-4.2( Basic
commyunication structure for substations and feeder equipment — Compatible logical node and
data dlasses

ISO/IEC 9646 (all parts), Information technology — Open Systems Interconnection —
Conformance testing methodology and framework

3 Terms and definitions

For the purpose of this document, the terms and definitions defined in IEC 61400-25-1 and
the following apply.

3.1
Facto
FAT

ry Acceptance Test

customer agreed functional tests of the specifically manufactured substation automation
system or its parts using the parameter set for the planned application.
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The FAT shall be carried out in the factory of the manufacturer or other agreed-upon location
by the use of process simulating test equipment

3.2

interoperability

ability of two or more devices from the same vendor (or different vendors) to exchange
information and use that information for correct co-operation. A set of values defined
corresponds with the quantities or values of another set

3.3

Model Implementation Conformance Statement
MICS
detail$ the standard data object model elements supported by the system 6

3.4
negatjve test
test td verify the correct response of a device or a system whe

— IECQ 61400-25 series conformant information and servig
thel device or system under test,

- nom IEC 61400-25 series conformant information 2 ystem

under test.

3.5

Proto
PICS
summiary of the capabilities of the syst

3.6
Protocol Implementatie
PIXIT
the Protocol Im

information rega (o]

scope| of the IEC 614

)eC|f|c

NOTE T

3.7
routin

perfor| urer in order to ensure device operation and safety

3.8
Site Acceptance Test
SAT
verification of each data and control pomnt and the correct functionatity within the WPPand its
operating environment at the whole installed plant by use of the final parameter set. The SAT
is the precondition for the WPP being put into operation.

3.9

system test

verification of correct behaviour of the WPP components and of the overall WPP under
various application conditions

NOTE The system test marks the final stage of the development of a WPP system component.
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3.10

test equipment

all tools and instruments which simulate and verify the input/outputs of the operating
environment of the WPP such as wind turbine, switchgear, transformers, network control
centres or connected telecommunication units on the one side, and the communication links
between the system components of the WPP on the other

3.11
test facility

organisation able to provide appropriate test equipment and trained staff for conformance
testing

NOTE The management of conformance tests and the resulting information should follow a system(

3.12
type test
verification of correct behaviour of the systems components of the W
tested software under the test conditions corresponding with the techni

slystem

NOTE The type test marks the final stage of the hardware developme i ‘preeondition for the stant of the
producfion. This test shall be carried out with system components whi ‘ igh the
normal [production cycle.

3.13

witness point

point,| defined in the appropriate dacu ect bn an
activity. The activity may proceed without the v ' b test.
The tgst facility provides a written notice™o the injtiate i itness
point.| The initiator or his representative TSI fy the

witnegs point
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4 Abbreviated terms

ACSI Abstract Communication Service Interface
BRCB Buffered Report Control Block

DUT Device Under Test

FAT Factory Acceptance Test

Gl General Interrogation

HMI Human Machine Interface

IED Intelligent Electronic Device

IP Inter-networking protocol internet Protocol
LCB Log Control Block

LD Logical Device

LN Logical Node

MICS Model Implementation Conformance Statemen
PICS Protocol Implementation Conformance S
PIXIT Protocol Implementation eXtra Infor

RCB Report Control Block

RTU Remote Terminal Unit
SAT Site Acceptance Test
SCADA

SCSM
SoE
SUT
TPAA
URCB
UTC

WPP
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5

5.1

Introduction to conformance testing

General

There are many steps involved from the development and production of a device to the proper
running of a complete system designed according the specific needs of a customer. Suitable
test steps are incorporated in this process.

Many internal tests during the development of a device (or a system kit) result in a type test
(unit level test) performed at least by the provider and — if required by applicable standards —

b an mdanandant +
y O T PTTTO T T tC oSt autrToTTty - i tic CORtEXTOT—tHS Pt Ot

term type test is restricted to the functional behaviour of the device excludi

act oanth oty 1o th A ntaxt aof thic nart ~Ff tbh o I 44NN OF cariang th
eI O O T TrouU—zZooC1T1Qo, e

ommunication.

Continuing routine tests in the production chain are necessary to ens lity of

delivered devices in accordance with the quality procedures of the prod

A conformance test is the type test for communication and — since com icati lishes
a syslem — the basic integrated systems test of the mco As a
globall communications standard, the IEC 61400-25 seri nance
tests {o insure that all suppliers comply with applicab

Type [tests and conformance tests do g4l and
performance requirements are met. tests
significantly reduce the risk of costl n the
factory and on-site.

Confo| SAT.
The F nd are
done py the system in rease
the cgnfidence level that e system have been identified and splved.

In ge
shoul

Thesd tests estabh\;’

5.2

ystem is performing as specified.

sting._of the communication behaviour of a system component
requirements and performance requirements of {ypical

applications suppo esedevices in a WPP.
Conformance testi emonstrates the capability of the Device Under Test (DUT) to operate
with other sys ponents in a specified way according to the IEC 61400-25 series

Conformance testing requires consideration of the following issues:

The problem of all testing is the completeness of the tests. The number of all possible
situations can be very large. It may be possible to cover all normal operating cases, but
this may not be true for all failure cases.

It is impossible to test all system configurations using system components from different
world-wide suppliers. Therefore, standardised test architecture with device simulators
should be used. The use of such test architecture implies agreement about its
configuration and the test procedures applied in order to achieve compatible results.

A communication standard does not standardise the functions of the communicating
equipment. Therefore, the failure modes of the functions are outside the scope of this part
of the IEC 61400-25 series. But both the existence of distributed functions and the impact
of function response in devices on the data flow, create some interdependence.

Depending on the definition range of the IEC 61400-25 series, some properties of the
device may be proven by information and documents provided with the DUT for the
conformance testing instead of the conformance test itself.
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The conformance test establishes that the communication of the DUT works according the
IEC 61400-25 series.

Since the IEC 61400-25 series defines no new communication stacks, the conformance to all
seven ISO/OSI layers may be proven by documentation that communication stack software
compliant with the corresponding specifications is implemented and may have been pre-
tested and optionally certified. In the standard conformance test, only the application
according to ACSI can be tested.

5.3 Quality assurance and testing

5.3.1 —General

In order to assure the quality during conformance testing, a quality asst has to

be in place.

In general, quality surveillance is used to monitor and verify the~status C during
all phases of the conformance tests. For this purpose, inspections are_cafri , baged on
hold gnd witness points that are indicated by the initiator ortits representative in”the tegt and
the ingpection plan that is supplied by the test facility. Thes g process related
and W t ality surveillance
will re

5.3.2 Quality plan
5.3.2.1 Conformance test quality

The tgst facility will supply, for evaluation,

The plan shall describe a g ope of work and/or deliveries in the argas of
organ|sation, time, infg i “There jis only one plan for the test facility gnd its
sub-slippliers.

)nformanc@ ;

The c

- A jon of the work methods. This will help insure that all
ve all_applicable requirements and conditions as stated [in the
sc e allowed.

- A tasks to be performed, including references to the schedule,
an i the_involved staff, materials and work methods as well as relevant mgthods
an )

- A iption of the organisation, including the assignments, tasks and
responsibilities of mentioned staff during the different stages of the test programg. The

description shall include all tests, inspections, research and audits during the vprious
stagesof thetests—andthe datesonm whichthey witt takeptace—T hrese descriptions—will be
part of the test and inspection plan.

— A method for handling deviations, changes and modifications during all stages of the test.

— A sign off procedure and a description of the documentation to be supplied.

5.3.2.2 Test and inspection plan

The conformance test quality plan shall contain a test and inspection plan. In this plan, the
test facility specifies, for all phases of the tests:

— what will be inspected, tested and registered,;

— the purpose of the inspections and tests;

— the procedures and standards to which inspections, tests and registrations will be
performed;
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— the expected results of the inspections and tests;

— identification of persons to perform the inspections, tests and registrations.

The test facility is responsible for the correct and timely performance of all activities
mentioned in the test and inspection plan.

The test facility will include a proposal for so called hold, witness and review points in the test
and inspection plan.

There

are several methods to perform a hold or witness point. The initiator of the
conformance test or a representative can be present during the execution of a test or

inspegtion. It is also possible to review the associated quality docume e.g. chedklists,
verifidation and validation documents. This review can take place at the test facilitigs site
durind the execution of a test or inspection can be made at the initiator/

All hold and witness points will be announced by the test facility j time
beforg they take place. A period of at least one week is recompiend e time
needgd for making travel arrangements and the availability of th

The irfitiator of a conformance test has the right to conducta of the
test fgcility and its sub-suppliers. The test facility shall to all
locatigns applicable for the conformance test. The of the
conformance test does not dismiss the fest faci

Inspections and tests by the initiator of a“co hall be possible at mutually
agreepble times at the locations, office icable
third parties and sub-suppliers.

5.4 ([Testing

5.4.1 General

Conformance te@ " each device under test based on the capabilities
identified in the P ovided by the vendor. When submitting deviges for
testing, the followinyg

— deyvice for

— Prptocoal |

— Prptocol | entation eXtra Information for Testing (PIXIT) statement;

— Maodel Im

— ingtruction"manuals detailing the installation and operation of the device.

The r¢quirements for conformance testing fall into two categories:

a) static conformance requirements (define the requirements the implementation shall fulfil);

b) dynamic conformance requirements (define the requirements that arise from the protocol

us

ed for a certain implementation).

The static and dynamic conformance requirements shall be defined in a Pr
Implementation Conformance Statement or PICS. The PICS serves three purposes:

1) se
2) en

lection of the appropriate set of tests;

sure that the tests appropriate to a claim of conformance are performed;

3) provide the basis for the review of the static conformance.

Concr

ete PICS shall be as defined for the SCSMs.

otocol
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A Model Implementation Conformance Statement or MICS shall be provided detailing the
standard data object model elements supported by the system or device.

In addition to the PICS, a PIXIT document shall be provided.

The process of assessing the conformance is shown in Figure 2.

( Start ) Static
conformance
requirements

RICS » Static
conformance N

. Dynamic

MICS review o Maacd

‘ requirements

Selection N CMmance

PIXIT and test suite
parameterisat/io'n’\ \

A

A 4

7

A

Q [\ \E \ Arﬁ«q&sis of results
\\Enal conformance review

ynthesis and conclusion

Test report production
(A Ww ‘
li\Dat Aow ( End )

IEC 2194/06

Figure 2 — Conceptual conformance assessment process

5.4.2 Device testing

A single device shall be conformance tested against a single test device.

The device specific conformance tests contain the positive and negative testing of the
following as appropriate:

inspection of the documentation and version control of the device,

test of device configuration file against the device related object model (IEC 61400-25-2),

test of communication stack implementation against applicable SCSM (IEC 61400-25-4),
test of implemented ACSI services against ACSI definition (IEC 61400-25-3),
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— test of device specific extensions according to rules given by the IEC 61400-25 series in

general.

5.5 Documentation of conformance test report

A conformance test report shall include the following information:

— A reference list of all documents that describe or specify any qualifying tests that have
been performed. These documents may include the vendor's standard operating and
testing procedures, and local, national and international standards. International standards
shall be cited by document number, date, Clause and Sub clauses. References to other

documents shall include a complete source address and document identificati

n. A

complete and contextually accurate summary or extract of the docume
for convenience.

— A llist of any specialised test equipment or computer programs
conformance tests.

— Ngme and address of the vendor.
— Ngme and address of the initiator of the conformance tes
— Nagme of the tested device.

— All of the variants (hardware, firmware, etc.) of teg
— Name and address of the test facility.

— Date of issue of test report.

— Ngme and signature of the tester.
— Unique reference number.
— Alist of test items performed to verify ¢

— Cagmments and problen

e | descriptiom™af
expectelt;

Changes or alterations
corregt a test.deficiency, shall be completely described.

Conformance test documentation shall be supplied to the initiator.

may be dn

luded

nd the

hde to

6 Device related conformance testing

6.1 General guidelines

6.1.1 Test methodology

Communication testing needs at least two devices to communicate with each other.
Comprehensive interoperability testing of all possible products is not feasible. Therefore, the

test concept shall include test devices, test configurations, and test scenarios.

The dynamic behaviour should be tested properly by using well-defined test cases.
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Special attention shall be given to communication equipment such as star-couplers, switches,
etc., which shall support all requested features of the IEC 61400-25 series but not introduce
additional contingencies and limitations.

The impact of the communication method (client-server, FTP/IP etc.) used by the device
under test shall be considered properly in the test procedures. Verification of functional
applications is not part of a conformance test even if advanced tools may offer such analysis.

6.1.2 Test system architectures

In order to be able to perform a devrce test a m|n|mum test set-up is necessary (see Figure
3). which—acts—as—a—chent-and—se ver is
i ation.
Backround load on the network may be prowded by an additional load h may
. . bn the

network may be used for independent monitoring of the test syste pti I may
e a network monitoring facility and the engineering soft nd device
.INetwork analyzers shall be used to monitor the system fc

L » .
Test Master [ — Load Simulator
Test MonltoB Time Sync
Messages for
Message l A‘ - Background flow l /
SURDETG AN Communication
- s 5
. stern applied
l T Message Sta on \)\/ Y PR
Binany Binany Einany
ahalague ahalague shalogue

DUT 1

B

. Device _
¥ DUT 4_t--w Configurator @
@ - System

Configuration Conﬁgur‘atOl’
Files

Monitor

IEC 2195/p6

= itecture

In the case of testing devices with client-server roles, the test system shall provide connection
points for server devices, for client devices and for devices acting as both.

The test system shall include documentation regarding the following points:

— test configuration of the test system hardware;
— test configuration of the test system software;

— test simulator or background load simulator or time sync master.
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6.2

6.2.1

Standard test procedures

Inspection of documentation and version control of the device

The following issues shall be addressed during the test:

- PICS,

- ve

- Ve

6.2.2

rsion control, and
ndor documentation.

Test of basic system related communication functions

The fd

— clg

— time stamping;

—  log

6.3
6.3.1
This

(what
tested

6.3.2
The t4

- Th
en

- Te¢
do|

llowing issues shall be addressed during the test:

ck synchronisation;

s of communication.

Conformance test procedures

General

Bubclause describes the test procedure test>structure, the test

procedures (how it is|

e test cases de {; the test procedures describe how

gineer or test.

st cases he applicable paragraph(s) in the refer|
cument(s).

e test resulis sha aducible in the same test lab and in other test labs.
pport attomated)tes ith minimal human intervention, as far as reasonably pos
e te ituations that cannot easily be tested during, for exam
to eptance test, and prevent inter-operability risks, for example:

configUration,/implementation, operation risks,

cases
to be

a test

enced

5sible.

ple, a

mismatching names, parameters, settings, or data types,

- Th

exceeding certain limits, ranges or timeouts,

force situations to test negative responses,

check all (control) state machine paths, and

force simultaneous control operations from multiple clients.

e ACSI tests focus on the application layer (mapping).
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— The Device Under Test (DUT) is considered as a black box. The 1/O and the
communication interface are used for testing.

— The test includes testing the versions, data model and configuration file, and the use of
applicable ISO/IEC 9646 series terminology.

The test procedures shall be formatted as outlined in Figure 4. With this format, the test
procedures document can also be used as test report. A few test procedure examples are
depicted in Annex A.

Test purpose, e.g. 'Test if
Test reference: <ACSI association is set up
/7 model><P/N[p/s]><number> correctly’'
e g RntP13

Test'result

/—— | References to the

IEC 61400-25 Pass
documents and / ail éd\/
paragraph \E Insonclusive
Expécted result fin 'prected
(\& b h?\vio aftera step
7 /
T N = —
Test|description < £ Step by\s)te description of
> w-to-perfdrm the test
Comment % fo Ments during testing,
(\ g.problems found and remarks
\J IEC 196/06

igure’4 —Jest procedure format

models and services (IEC 61400-25-3); the corresponding sub clauses
bt define the abstract test cases are given in brackets:

— | application association (6.3.4.5)

— server, logical device, logical node, and data model (6.3.4.6)
— data set (6.3.4.3)

— reporting (6.3.4.7)

— logging (6.3.4.9)

— control (6.3.4.10)

— time and time synchronization (6.3.4.11)

6.3.4 Test cases to test a server
6.3.4.1 General

This part of the IEC 61400-25-5 series specifies abstract test cases (see 6.3.4.5 to 6.3.4.12).
The abstract test cases shall be used for the definition of concrete test cases to run in tests.
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NOTE 1 The concrete syntax of test cases depends on the test system environment, i.e., mainly on the test script
language. The concrete test cases are to be provided by test facilities agreed upon by the market participants.

NOTE 2 The server tests may require a base load generator. The definition of base load is beyond the scope of
this part of the IEC 61400-25 series.

6.3.4.2 Documentation and version control test procedure overview

Check if the manufacturer’s PICS, MICS and PIXIT documentation and hardware and software
versions of the DUT match (IEC 61400-25-4).

6.3.4.3 Data model test cases

The data model test cases shall:

— vefify presence of mandatory objects for each LN (presence = M, op
— vefify non-presence of conditional presence false objects,
— vefify data type of all objects for each LN,
— vefify data attribute values from the device are in spegified range\(this is. a inuous

effort during the whole conformance test).

The tegst result is a list of object references with dat ¢ ribute
type, M/O presence indication (from IEC 61400-25-2).

The data model extensions shall be «£he rules
including the use of namespaces. The all be
documented. To enable this, the MICS odes,

commfon data classes and data attribute types inxth

The data model mapping ¢

— vefrify name length

— verify the or i
— vefify the nam ¢

rver, Logicakdevice, Logical node, Data, and Data Attribute model (Srv);
— Repaortcontrol model (Rpt);

— Logcontrotmodeft(togy;
— Control model (Ctl);
— Time and time synchronisation model (Tm).

Test cases are defined for each ACSI model and services in the following categories:

— positive = verification of normal conditions, typically resulting in response+
— negative = verification of abnormal conditions, typically resulting in response-

A test case is mandatory when the applicable ACSI model and ACSI service is supported by
the DUT. This is specified in the PICS according to IEC 61850-7-2, Annex A.
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6.3.4.5 Application association
6.3.4.5.1 Positive
Test case Test case description
S_Ass1 Associate and release a TPAA association (IEC 61850-7-2, 7.4).
S_Ass2 Associate and client-abort TPAA association (IEC 61850-7-2, 7.4).
S_Ass3 Associate with maximum number of clients simultaneously (PIXIT).
6.3.4.5.2 Negative /\
Test gase Test case description
S_AssN1 Check that with incorrect authentication parameters and authenticatio m \:;ét\kif\g;e
association fails, and with authentication turned off, the server associates -%-2 .
S_AssN2 | Check that with incorrect association parameters at server or clm&f\wﬁ(% 6(1850-7-
2, 7.4, PIXIT).
S_AssN3 | Set up maximum+1 associations, verify the last assomate S re
S_Assr\l4 Disconnect the communication interface, the DUT sh}'l’l/\tw‘\\[m&& W\“"\IIMGCIerd period.
S_ASSNS Interrupt and restore the power supply, the DUT sl'(all a(6€§pt a\r’txqss}bl{tio/[}request when ready.
75
6.3.4.6 Server, Logical Device, Logical Node, and“Data model
6.3.4.6.1 Positive N\
Test gase /\ H‘Qt}ase\oyscription
S srv Request GetS?Q/er ech LOGI(%Q‘D\VICE nd check response (IEC 61850-7-2, 6.2.2).
S_Srvp For each GetServ ectory VICE) response issue a GetLogicalDeviceDirectory fequest
SRR
S_Srv For eac alDeviegBir tory esponse issue a GetLogicalNodeDirectory(DATA) requesft and
check resng?ek(\k 185047 .2,2).
S_Srvf For ea i irectoyy(DATA) response issue a
request and check response (IEC 61850-7-2, 10.4.4),
request and check response (IEC 61850-7-2, 10.4.5),
Qe{DataV lues request and check response (IEC 61850-7-2, 10.4.2)
S_Srvp \tsgje\&eh\e\ﬂf}e@)&alues request with the maximum number of data values and check responge.
S_Srvp Fore write,enabled DATA object, issue a SetDataValues request and check response (IEC|{61850-
7-2,10.4.
S_Srvy Issue one SetDataValues request with the maximum number of data values and check responde.
S_Srv Request GetAllDataValues for each functional constraint and check response (IEC 61850-7-2, 9.2.3).
6.3.4.6.2 Negative
Test case Test case description
S_SrvN1 Request the following data services with wrong parameters (unknown object, name case mismatch,

wrong logical device or wrong logical node) and verify response- service error
— ServerDirectory(LOGICAL-DEVICE) (IEC 61850-7-2, 6.2.2),
— GetlLogicalDeviceDirectory (IEC 61850-7-2, 8.2.1),
— GetlLogicalNodeDirectory(DATA) (IEC 61850-7-2, 9.2.2),
— GetAllDataValues (IEC 61850-7-2, 9.2.3),
— GetDataValues (IEC 61850-7-2, 10.4.2),
— SetDataValues (IEC 61850-7-2, 10.4.3),
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Test case Test case description
— GetDataDirectory (IEC 61850-7-2, 10.4.4),
— GetDataDefinition (IEC 61850-7-2, 10.4.5).

S_SrvN2 Request SetDataValues of ENUMERATED data with out-of-range value and verify response- service
error (IEC 61850-7-2, 10.4.2).

S_SrvN3 Request SetDataValues with mismatching data type (e.g. int-float) and verify response- service error
(IEC 61850-7-2, 10.4.2).

S_SrvN4 Request SetDataValues for read-only data values and verify response- service error (IEC 61850-7-2,
10.4.2).

6.3.4.7 Data set model
6.3.47.1  Positive A Q\

Test gase Test case description

S_Ds1 Request GetLogicalNodeDirectory(LOGICAL-DEVICE) and chec
For each response, issue a:

- GetDataSetValues request and check response
- GetDataSetDirectory request and check res nse{yﬁ»l]EC 850-%:2 Subclause 11.3.6).

S_Ds2 Request a persistent CreateDataSet with one me \%Vg maximum possible members and
check response (IEC 61850-7-2, 11:3.4) an rifjwthat the -persigtent data set is visible fofr
another client.

S_Ds3 Request a non-persistent CreateDataSet with aone mb(—:}\eu_d/uﬁth maximum possible members and
check response (IEC 61850-7-2, 1173°4) and\erify.that the persistent data set is not visible fof
another client. ~~

S _Ds4 Create and delete a’persistent. dat set,%he ataset again with the same name with one pxtra
data value/re-ordéred member a eckithe e‘(nb S.

S_Ds§ Create and defete a n-p\érsi nt dataset, create the dataset again with the same name with jone
extra data value/re-ordered memberand ch he members.

S_Dsf Create/a naen-persistent datasef, Iéﬁs/;bort the association, associate again and check that|the
dataset\ha bee deleted (IEC.61850Q0-7-2Z, 11.1).

S_Ds7 Create a -persistent'dat \e\lgése/abort the association, associate again and check that|the
dataseta'{”ks{i resent C 61850-7-2, 11.1).

S_Ds8§ Create and delete\a persistent dataset and verify that every data set can be created normally: repeat
thé process of/ereating and deleting once.

S_Ds9 reate d&let a nc}(persistent dataset and verify that every data set can be created normally:
rep tz%\\p@ess f creating and deleting once.

S_Ds10 \M@etDé\aS\et’Galues/GetDataSetVaIues with GetDataValues and SetDataValues.

6.3.4.%-2— Negative

Test case Test case description

S_DsN1 Request the following data set services with wrong parameters (unknown object, name case mismatch,
wrong logical device or wrong logical node) and verify response- service error

— GetDataSetValues (IEC 61850-7-2, 11.3.2),
— SetDataSetValues (IEC 61850-7-2, 11.3.3),

— CreateDataSet (IEC 61850-7-2, 11.3.4),

— DeleteDataSet (IEC 61850-7-2, 11.3.5),

— GetDataSetDirectory (IEC 61850-7-2, 11.3.6).

S_DsN2 Create a persistent dataset with the same name twice, and verify response- service error.

S_DsN3 Create a non-persistent dataset with the same name twice, and verify response- service error.

S_DsN4 Create more than maximum of persistent datasets and verify response- service error.

S_DsN5 Create more than maximum of non-persistent datasets and verify response- service error.
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Test case Test case description
S_DsN6 Create a persistent dataset with more than maximum number of elements and verify response- service
error.
S_DsN7 Cregte a non-persistent dataset with more than maximum number of elements and verify response-
service error.
S_DsN8 Create a persistent dataset with unknown members and verify response- service error.
S_DsN9 Create a non-persistent dataset with unknown members and verify response- service error.
S_DsN10 | Delete a (pre-defined) non-deletable dataset, and verify response- service error.
S_DsN11 Delete a persistent dataset twice, and verify response- service error.
S_DsN42 | Delete a non-persistent dataset twice and verify response- service error
S_DsN13 | Delete a dataset referenced by (report) control class, and verify response- sefvice exror
(IEC 61850-7-2, 11.1).
S_DsN14 | Request SetDataSetValues with one or more read-only members, and//é\\rrf\\( res&% sa\{ce error.
6.3.4.8 Reporting model
6.3.4.8.1 Positive
Test gase Test case(des@tion \/
S_Rptfl Request GetLogicalNodeDirectory(BRCB) and ch cm or@
Request GetBRCBValues of all r@gd{l;«c& . S< )\>
S_Rptp Request GetLogicalNodeDirectory(URCB) and chec espW
Request GetURCBValues of all re| pon(}e{m
S_Rptp | Request AddSubscripti sage
(IEC 61400-25-3,
Request Getx ;k @se i .
S Rpth  |Reque m&sesljbs@p}m a\mskcﬁegk ésponse+ message (IEC 61400-25-3, 9.8.3).
S_Rptp Verify t\kla,ré ting of optionalfjelds™of a URCB.
eful optional fields combinations: sequence-number, repoft-time-
, datafset-name, data-reference, buffer-overflow, and/or entrylD
.2.1)Aforcel/trigger a report and check that the reports contain the enapled
-7-1, 14.3.1).
S_Rptp \(eh(y th\e\kbortb\g of opfional fields of a BRCB (see Rpt5).
S_Rptf VeWe Wf optional fields of a xRCB set-up by AddSubscription (IEC 61400-25-3, 9]8.2,
m )\(&Ptlo fields see Rpt 4).
S_RptB Verify\tNi/géer conditions of a URCB
= Configure and enable a URCB with all useful optional fields: sequence-number, repprt-time-
stamp, reason-for-inclusion, data-set-name, data-reference, buffer-overflow, and entrylD and

checkthatthereports—are-tramsmitted-according-to-the-fotowing{supportedi-triggerconditions:
e  on integrity,

e on update (dupd),

e on update with integrity,

e on data change (dchg),

e on data and quality change,

e on data and quality change with integrity period,

e on data and quality change with integrity period and BufTime (integrity reports shall be
transmitted immediately).

—  Verify the validity of the ReasonCode (IEC 61850-7-2, 14.2.3.2.2.9).

— Verify that when more trigger conditions are met preferably only one report is generated
(IEC 61850-7-2, 14.2.3.2.3.2).

—  Verify that reports are only sent when RptEna is set to True. (IEC 61850-7-2, 14.2.2.5), when

reporting is disabled, no reports shall be transmitted.
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Test case Test case description
S_Rpt9 Verify the trigger conditions of a BRCB (see Rpt8)

S_Rpt10 General interrogation

Setting the Gl attribute of an URCB shall start the general-interrogation process. One report with the

current data values will be sent. After initiation of the general-interrogation, the Gl attribute is reset to

False. (IEC 61850-7-2, 14.2.2.13)

S_Rpt11 Segmentation of reports

Verify that if a long report does not fit in one message, the report is split into sub-reports. Enable

sequence-number and report-time-stamp optional field and check validity of (IEC 61850-7-2,

14.2.3.2.2.5):

— SegNum (not changed)

—  SubSegNum (O for first report, incrementing, roll-over)

—  MoreSegmentsFollow

—  TimeOfEntry (not changed as SeqNum is not altered) (IEC 61850-

Verify that an update of a data value during sending of a segmente egrity or

general-interrogation trigger can be interrupted by a report with bes with

a new sequence number. (IEC 61850-7-2, 14.2.3.2.3.5)

A new request for general-interrogation shall stop the sendi bl-report

that is still going on. A new Gl-report shall start with a equence

number shall be 0 (IEC 61850-7-2, 14.2.3.2.3.4)
S_Rptfi2 Configuration revision (IEC 61850-7-2, 14.2.2.7)

—  Verify that ConfRev represents a count of-th i data set
referenced by DatSet has been changed. 3
. deletion of a member af the data
. re-ordering of members i

ConfRev shall never be 0

- B50-7-2,
14.2.2.7)

- i allowed,
changes t system
configuratio

S_Rpt{i3 Buffer Ti

- TA-SET
e report,
ranalogltie information behave as if BufTim has expired and immediately transmit the
second
the new
hembers
uffer time. Server shall send not more than one report per buffer time with all the data

values changes since last report.

= Verify that the value 0 for buffer time indicates that the buffer time attribute is not used

(IEC 61850-7-2, 14.2.2.9).
—  Verify that the BufTm value can contain at least the value 3 600 000 (= one hour in milliseconds)

S_Rpt14

Buffered reporting (BRCB) state machine (IEC 61850-7-2, 14.2.2.5 and Figure 20)
— Verify events are buffered after the association is released.
—  Verify reporting is disabled after the association is lost.

—  Verify that reports not received while not associated are now received in the correct order (SOE)
(IEC 61850-7-2, 14.2.1, IEC 61850-7-2, 14.2.2.5).

— Do the same but now set PurgeBuf to True before enabling the reporting. No stored buffered
reports shall be sent (IEC 61850-7-2, 14.2.2.14).

—  Verify that all buffered events are sent before integrity or general-interrogation report can be sent.
(IEC 61850-7-2, 14.2.3.2.3.3, IEC 61850-7-2, 14.2.3.2.3.4).

—  Verify that after changing DatSet, the report buffer is purged. (IEC 61850-7-2, 14.2.2.5).

—  Force buffer overflow, the OptFlds buffer-overflow shall be set in the first report that is sent with
events that occurred after the overflow (IEC 61850-7-2, 14.2.3.2.2.8).
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6.3.4.8.2 Negative

Test case Test case description

S_RptN1 Request GetxRCBValues with wrong parameters and verify response- service error (IEC 61850-7-2,
14.2.3.3.2).

S_RptN2 Configure reporting but omit setting one of the trigger options (dchg, qchg, dupd, integrity). When
enabled, only one report is transmitted (the GI). No reports shall be sent when generating events
(IEC 61850-7-2, 14.2.3.2.2.9).

S_RptN3 Setting the integrity period to 0 with TrgOps = integrity will result in no integrity reports will be sent
(IEC 61850-7-2, 14.2.2.12)

S_RptN4 Incorrect configuration of a URCB: configure when enabled, configure ConfRgv anchSgNum and
configure with unknown data set.

S_RptN5 Incorrect configuration of a BRCB: configure when enabled, configure Rev and>SgNUm anf
configure with unknown data set.

S_RptN6 Exclusive use of URCB and lost association.
Configure a URCB and set the Resv attribute and enable it. that anéthe clle nnot s¢t any
attribute of that URCB (IEC 61850-7-2, 14.2.4.5).

S_RptN7 Exclusive use of BRCB and lost association. \
Configure a BRCB and enable it. Verify another clignt can not set ‘attributes)value in this BRCH.
(IEC 61850-7-2, 14.2.1).

S_RptN8 Configure unsupported URCB opti (PIXI
Configure unsupported trigger conditio tionakfields nd relafed parameters.

S_RptN9 Configure unsupported BRCB optio
Configure unsupported trigger co dltlomptlo al fieldsand related parameters.

S_RptN10 | Request AddSubszfh*W\ pa me verlfy response- service errors (IEC 614(0-25-3,
9.8.2).

S_RptN11 | Request RemaoveSubs r|pt|on W ters and verify response- service errors (IEC p1400-
25-3, 9.8. 3)

6.3.4.9p

6.3.4.p.1 t e

Test (as;/ Test case description

S_Log|l \@M ée?l_\chy\NodeDlrectory(LOG) and check response+.

S_Logp NGet\bggwalNodeDlrectory(LCB) and check response+.

S_Logp RequestMCBValues with functional constraint LG of all responded LCB’s.

S_Log¢ Request SetLCBValues with functional constraint LG when LCB is disabled.

S_Log5 Verify that the configured LOGs are shown by the DUT with reference LDname/LNname.LG.Logname.

S_Log6 Verify logging is independent of a limited set of external application associations or other
communication transactions.

S_Log7 Verify a transition of LogEna from disable to enabled or from enabled to disabled shall cause a log
entry to be placed into the log.

S_Log8 Configure and enable logging and check that the following logging trigger conditions place a correct

entry in the log with the correct members of the data set
— on integrity,
— on update (dupd),
— on update with integrity,
— on data change (dchg),
— on quality change (qchg),

— on data and quality change,
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Test case Test case description
— on data and quality change with integrity period.
S_Log9 Request QueryLogByTime and check response+.
S_Log10 Request QueryLogByEntry and check response+.
S_Log11 Request GetLogStatusValues and check response+, verify the responded entries indicate the
oldest/newest entry ID/time available in the log.
6.3.4.9.2 Negative
Test gase Test case description
S_LogN1 Request following log services with wrong parameters (out of range entries, or non existent Dataset,
LCB or Log) and verify response- service error
— GetLCBValues (IEC 61850-7-2, 14.3.2.5),
— SetLCBValues (IEC 61850-7-2, 14.3.2.6),
— QueryLogByTime (IEC 61850-7-2, 14.3.5.2),
— QueryLogByEntry (IEC 61850-7-2, 14.3.5.3),
— GetlLogStatusValues (IEC 61850-7-2, 14.3.5.4). Q
S_LogN2 Rquest SetLCBValues with functional constraint f/when\LSB\\l&\Knable%md verify responsqg-
service error.
6.3.4.10 Control model
6.3.4.10.1  General

The tgsting of the control
be implemented:

) Direct control with nor
) SBO controlﬁ}no
)

)

6.3.4.10.2

Direct control wjth e
SBO control with

the four possible control models th

At can

Test (as<<

\ Test case description

ce%qd c (-:}R\eéch path in control state machine for several control objects with control mo
a)\direct with normal security (IEC 61850-7-2, 17.2.1),
b)* SBO-control with normal security (operate once/many) (IEC 61850-7-2, 17.2.2),
c) direct with enhanced security (IEC 61850-7-2, 17.3.2),

Hes:

d) SBO-control with enhanced security (operate once/many) (IEC 61850-7-2, 17.3.3).
Compare detailed state machine test cases for each control mode.

S_Ctl2 Verify that commands with test mode set are handled according to IEC 61400-25-2 or IEC 61850-7-4,
and to PIXIT.

S_CtI3 Select all SBO control objects and cancel them in opposite order.

S_Ctl4 Time Operate a second enhanced security control object before the activation time of the first control
object.

S_Ctl5 Change control model using online services.

The following table contains a state machine test case for each path for “Direct operate with
normal security” in IEC 61850-7-2, Figure 30, returning the device to the Ready State.
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Test case Test case description
S_DOns1 | Path OperReq]test ok] resp+.
Perform a correct Operate request.
S_DOns2 | Path OperReq]test ok] resp+.
Client requests TimOper resulting in Test not ok.
S_DOns3 | Path OperReq[test not ok] resp-.
Client requests Oper resulting in Test not ok.
S_DOnps4 | Path TimOperReq[test ok] + TimerExpired[test ok] resp+.
Send a TimeActivatedOperate request, thereby making sure the device will 'test ok}
Verify the WaitForActionTime results in a timer expired ‘test ok’.
S_DOnps5 | Path TimOperReq[test ok] + TimerExpired[test not ok] resp-

Send a TimeActivatedOperate request, thereby making sure the/devi ill X@est okl
Force situation that the WaitForActionTime results in a timwi d ‘Testnot ak'.

The f ormal

securi tate.

Test gase es |pt@ ‘\}

S_SBO®ns1 | Path 1 SelectReq[test not ok] resp=
Select the device using Select wit mproper ss rights. Verlfy the device returns to the Ungelected
state.

S_SB®ns2

S_SBOns3

Path S}% te&(@m and TimOperReq[test ok] resp+:
i ctly dsing Select.

rce’situation that the WaitForActionTime results in a timer expired ‘Test not ok’,

— Verify the WaitForActionTime results in a timer expired ‘Test ok, operate once’.

S_SBQnsd

Path SelectReqltest ok] resp+ and OperReq[test ok, OPERATE MANY] resp+:

Select device correctly using Select.
Verify that sending a correct Operate Many request will return the device to the Ready state.

S_SBOns5

MANY] resp+:

Select device correctly using Select.

Send a correct TimeActivatedOperate Many request.

After the timer has expired, verify the device returns to the Ready State.

Path SelectReq[test ok] resp+ and TimOperReq[test ok] resp+ and TimerExpired[test ok, OPERATE

The following table contains a state machine test case for each path for “Direct operate with
security” in IEC 61850-7-2, Figure 33, returning the device to the Ready State.

enhanced
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Test ¢

ase

Test case description

S_DOes1

Path TimOperReq][test not ok] resp-:

Send a TimeActivated Operate request, thereby making sure the device will generate a 'test not Ok'.

S_DOes2

Path OperReq[test not ok] resp-:

Send an Operate request, thereby making sure the device will generate a 'test not Ok'.

S_DOes3

Path TimOperReq[test ok] resp+:

Send a correct TimeActivated Operate request.

Verify that each of these paths will return the device to the Ready state:
— Client waits for timeout (test not ok),

= Ciiemnt requestis Cormect wdaricerl.

S_DOg¢s4

Path TimOperReq[test ok] resp+ and Timer expired [test ok] resp+:

Send a correct TimeActivated Operate request.
Verify the WaitForActionTime results in a timer expired ‘Test ok’.

— force the output of the device such that the output
CmdTerm req-,

S_DOg¢s5

Path OperReq([test ok] resp+:

— force the output of the device such that the putreac
state between, CmdTerm req-.

Send a correct Operate request.
After the timer has expired, verif tate:
— the output of the device moves to c i I+,

— force the output of the deyice such th ¢ te old,
CmdTerm reg-,

— force the oGtput of the vies%?
state between, dTerm req

t the qutput reaches the 'between' state, resultirjg in a

The fdq

Ready

llowing table. co
security” (see
State.

lanced
ate or

Test ¢

ase

\ \ \/ Test case description

s_sBdesd |

Pa (r ning to, Unselected state):

Select@evice using SelVal with improper access rights. Access shall be denied (IEC 61850-7-2,
17.2.

S_SB(

Des2

Path 2+32M;/d (returning to Unselected state):

Select device correctly using SelVal.

Verify that each of these paths will return the device to the Unselected state:
— client requests Cancel (3a),
— client waits for timeout (3b),
— client requests TimOper resulting in Test not ok (3c),
— client requests Operate resulting in Test not ok (3d).

S_SBOes3

Path 2+4+8a/b/c (returning to Unselected state):

Select device correctly using SelVal.

Verify that each of these paths will return the device to the Unselected state:
— perform a correct Operate Once request (8a),

— perform a correct Operate Once request and force the output of the device such that the
output keeps its old state (8b),

— perform a correct Operate Once request and force the output of the device such that the
output reaches the 'between' state (8c).
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Test case

Test case description

S_SBOes4

Path 2+5+6 (returning to Unselected state):

Select device correctly using SelVal.

Send a TimeActivatedOperate request, thereby making sure the device will generate a 'test Ok'.
Force situation that the WaitForActionTime results in a timer expired ‘Test not ok’.

S_SBOes5

Path 2+5+7+8a/b/c (returning to Unselected state):

Select device correctly using SelVal.

Send a correct TimeActivatedOperate request.

Verify the WaitForActionTime results in a timer expired ‘Test ok’.

After the timer has expired, verify that each of these paths will return the device to the Unselected

state:

— perform a correct Operate Once request (8a),

— perform a correct Operate Once request and force the output of
output keeps its old state (8b),

— perform a correct Operate Once request and force the output of th
output reaches the 'between' state (8c).

S_SBQes6

Path 2+4+9a/b/c (returning to the Ready state):

Select device correctly using SelVal

Send a correct Operate request.

— perform a correct Operate
output reaches the 'betwe

S_SBQes7

ths which will return the device to the Ready $tate:
eguest (9a),

Many request and force the output of the device such that the
'between’ state (9c).

BRSNS

Test gase Test case description

S_CtIN1 OperatM)ut select) for a SBO control object and verify the response- and AddCause (IEC(61850-
702,17.2.2).

S_CtIN2 Select twice, second select shall fail and verify the response- and AddCause (IEC 61850-7-2, 17.2.2).

S_CtIN3 Operate value is the same as the actual value (On-On, or Off-Off) and verify the response- and
AddCause (IEC 61850-7-2, 17.2.2).

S_CtIN4 Select the same control object from 2 different clients, verify the response- and AddCause
(IEC 61850-7-2, 17.2.2).

S_CtIN5S \1_°>7eI2eczt;Operate a unknown control object and verify the response- and AddCause (IEC 61850-7-2,

S_CtIN6 Verify situations to set specific other applicable AddCause values (IEC 61850-7-2, 17.5.2.6).

S_CtIN7 Select an direct operate control object.

S_CtIN8 Operate a direct control object twice from 2 clients.

S_CtIN9 Operate with different value then the SelectWithValue of a SBOes control object.
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6.3.4.11 Time and time synchronisation model
6.3.4.11.1 Positive

Test case Test case description

S_Tm1 Verify the DUT supports the SCSM time synchronisation.

S_Tm2 Check that report/logging timestamp accuracy matches the documented timestamp quality of the

server.

6.3.4.11.2  Negative

Test gase Test case description

S_TmiN1 Verify that when time synchronisation communication lost is detected aftgf/a\ssp(nrsiﬁed\pe{iod.
S_TmiN2 On synchronisation error, deviation beyond time stamp tolerance sha{{/bé\}ﬂ&tecté(k \
6.3.4.12 Combination test
Positive /\

Test gase Test Wwes/&rﬂ)ti?\n

S_Comb1 | Test if reporting and control servicesskeep gh™esponding as-specified while requesting other sprvices

— Combine server actions: R ith client request services
e enable reporting,
e enable logging,

e enaple time synch,

— Start reguests.of all supportedirequest and control services. As soon as one request is
responded, issue_a new requestyContinue this for 10 min

6.3.5
6.3.5.]1
6.3.5.1
Test case Test case description
C_Ass1 Associate and force client to release a TPAA association (IEC 61850-7-2, 7.4).
C_Ass2 Force the client to associate with maximum number of servers simultaneously (PIXIT).
6.3.5.1.2 Negative
Test case Test case description
C_AssN1 | Associate and server responds with negative answer due to AccessPointReference.
C_AssN2 | Associate and server responds with negative answer due to AuthenticationParameter.
C_AssN3 | Associate and server releases TPAA association (IEC 61850-7-2, 7.4). DUT should try to re-establish
the association after the configured period (PIXIT).
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Test case Test case description

C_AssN4

Associate and server-abort TPAA association (IEC 61850-7-2, 7.4). DUT should try to re-establish the
association after the configured period (PIXIT).

C_AssN5 | Disconnect the communication interface, the DUT shall detect link lost within a specified period. Once
the link is re-established, the DUT should try to establish the association again.
C_AssN6 | Interrupt and restore the power supply, the DUT shall establish the configured associations when
ready (PIXIT).
6.3.5.2 Server, Logical Device, Logical Node, and Data model
6.3.5.p.1 Positive
Test gase Test case description
C_Srv|l If client implements Autodescription (See Note 1), force the client to star th aut eseription gnd
check that the client requests a GetServerDirectory(LOGICAL-DEVYICE) to evlogical devicegs of the
configured servers (See Note 2).
C_Srvp If client implements Autodescription, for each GetServerDlr I(ND CE\M/sponse check
that the client issues a GetLogicalDeviceDirectory reques
C_SrvB If client “implements Autodescription”, for each GetLodica &tor Mse issue, chgck that
the client issues a GetLoglcaINodeDlrectory(DATA request
C_Srv4 If client “implements Autodescription”, for eac cto\(D/ATA) response, chegck that
the client issues at least one of the.followin
- i <7-2,10.4.4),
- initi se( C 61850-7-2, 10.4.5).
C_Srvp Verify that after startup, the client s able to u da ew of the configured servers (PIXIT).
C_Srvp For each write enabled DATA obje t, issue azSet Mes request and check response (IEC|61850-
7-2,10.4.2).
C_Srvf Request a SetRata Iue\k)f aII the ent baS| types and check the services.
C_SrvB Request GetA|IDa s for\eac fun oMnstralnt and check if the client updates its mogdel
(IEC 6/8’5({7 9.2. 3)
NOTE|1 ImpIemeWe escriptioh.meang’ that_thefe is a way to configure the client to update the imade of the
model|of one of the seTvers™ municate)with using the ACSI services.
NOTE|2 Configured'servers m e servers that the client is configured to communicated with. The clig¢nt at
least rleeds to know the ish an association with them
6.3.5. ZQN\%M
Test gase Test case description
C_Srv\N1 If\client Mﬂents Autodescription, force the client to start the autodescription and check thaf the
client still communicates with other servers when it requests the following services with no
response/delayed response/negative response:
- GetServerDirectory(LOGICAL-DEVICE),
- GetLogicalDeviceDirectory,
- GetLogicalNodeDirectory(DATA),
- GetDataDirectory,
- GetDataDefinition.
C_SrvN2 Check that the client still works properly when it requests a GetAllDataValue in the following situation:

- the server does not response,
- the response arrives later than the maximum allowed timeout,
- the response is negative,

- the response comes with a wrong type.



https://iecnorm.com/api/?name=3bc0bdbaa0ed61ef9c60d5ec3f03ede5

61400-25-5 © IEC:2006(E) -31-

Test case Test case description
C_SrvN3 Check that the client still works properly when it requests a GetDataValue in the following situation:
- the server does not response,
- the response arrives later than the maximum allowed timeout,
- the response is negative,
- the response comes with a wrong type,
- the value is out of the valid range for this data.
C_SrvN4 Check that the client still works properly when it requests a SetDataValue in the following situation:
- the server does not response,
- the response arrives later than the maximum allowed timeout,
- the response is negative. (\

C_SrvN5 If client detects/notify changes in the “Quality” attribute, use the SERVER\SIMULA Ob\%(?:(x
different values in the Quality of the measured/status values monitered\by the €lient and cK the
behaviour described in the PIXIT.

C_SrvN6 If client detects/notify changes in the timeStamp’s “TimeQ > attrib e,&e the SEﬁVER
SIMULATOR to force different values in the TimeQuality u tatus'values monitqred by
the client and check the behaviour described in the F)XIT\

6.3.58  DataSet model C}
6.3.5.5.1 Positive

Test gase ( Test Nes iption

C_Ds1 If client implements utodescriptio\*{o% st t}uto{iescription and check if it requests a
GetLogicalNodeDifect (m of aliith Lc‘>\g|c | Nodes of the configured servers.

C_DsZ If client implements uto%scr' tion, Wrt autodescription and check it requests a
GetDataSetDirectory.of\all the DataSets.o erver.

C_Dsd Check}*{ét\the\getDateESe\f\Qluék\up\i{te)e information model of the client.

C_DsA4 If the ch‘em/ figures the datasets dynamically after starting up, check that the client sends the
CreateDataSet services\acearding.to’configuration (PIXIT).

C_DsS§ Request a DeleteDa S&w{rs\g:/e?and check that the client sends the request properly and is aple to
process the respohse of the ver.

6.3.5. 3&@

Test gase B Test case description

C_DsN1 Ifyclient im\péments Autodescription, force the client to start the autodescription and check thaf the
client still communicates with other servers when it request the following services with no resppnse/
delayed response/negative response:

- GetLogicalNodeDirectory (DATASET),
- GetDataSetDirectory.

C_DsN2 If client configures the datasets dynamically after starting up check that the client still communicates
with other servers when it requests the following services with no response/ delayed
response/negative response:

- CreateDataSet,
- DeleteDataSet.
C_DsN3 Check that the client still communicates with other servers properly when it requests a

GetDataSetValue to one of them and the following situations happen:
- the server does not respond,
- the response arrives later than the maximum allowed timeout,
- the response is negative,
- the response comes with more/less elements than expected,
- the response comes with different types in the elements.
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Test case Test case description
C_DsN4 Check that the client still communicates with other servers properly when it requests a
SetDataSetValue to one of them and the following situations happen:
- the server does not respond,
- the response arrives later than the maximum allowed timeout,
- the response is negative,
- the response comes with more/less results than the number of elements in the DataSet.
C_DsN5 Check that the client will continue working properly if it requests a CreateDataSet and after getting a
positive response, the server did not really create the dataset.
C_DsN6 Check that the client will continue working properly if it requests a DeleteDataSet of an existing
dataset and after getting a positive response the server did not really delete it
6.3.5.E Reporting model
6.3.5.4.1 Positive (\
Test gase Test case descrivj’tm\ \\ \
C_Rptft If client implements autodescription, force it to start autodesecriptionagnd W requests a
GetLogicalNodeDirectory(URCB) of all the logical nodes of all configured servers.
C_Rptp If client implements autodescription, force it to start autodescrip 'oank if it requests a
GetLogicalNodeDirectory(BRCB) of all the Iog}cal\ d fa/}\con igured servers.
C_RptB If the client configures the servep buffered\ReportC ntréul\Bﬁo rameters after startup usjng
SetURCBValues, check that the GetURCBValues/SetdRCBValues are sent with the configured values.
C_Rptp If the client configures the server’s fered\Report ntronarameters after startup using
SetBRCBValues, check that the GetBRCBValuesl/SetBRCBValues are sent with the configured|values.
C_Rptp If the client configures the server’s,ReportCentro IMrameters after startup using
AddSubscription, gheck th Subsgription seryice was sent as configured.
C_Rptp Force the cIierr\to heq\oNSubscrip}ﬁ(iﬁ\@d cheék the request sent.
I~
C_Rptff Verify the client is e reports with different optional fields:
Force { ient)to configurefenable a YREB with all useful optional fields combinations: sequence-
number\report- r-inclusion, data-set-name, data-reference, and/or entrylD
(IEC 6185047-2, ),~forcel/trigger a report and check that the client is able to procesg the
reports;«rf‘ck dat
C_RptB Verify the client ispabl toMs the reports with different optional fields of a xRCB set-up by
A%S%b&'pti (HEC 61400-25-3, 9.8.2, Table 10).
C_Rptp rify the.client is able% process the reports with different trigger conditions:
able a xRCB with all useful optional fields: sequence-number, report-timg¢-stamp,
son-forcinclusion, data-set-name, data-reference, buffer-overflow, and entrylD and check| that the
reports are transmitted according to the following (supported) trigger conditions:
* on integrity,
e on update (dupd),

e on update with integrity,
e on data change (dchg),
e on data and quality change,

e on data and quality change with integrity period,

transmitted immediately).

e on data and quality change with integrity period and BufTime (integrity reports shall be

C_Rpt10

Verify that the client is able to process reports that are segmented.

C_Rpt11

14.2.2.7)) of the Report Control Block.

Verify that the client detects a change in the ConfRev attribute (Configuration revision (IEC 61850-7-2,
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6.3.5.4.2 Negative
Test case Test case description
C_RptN1 If client implements Autodescription, force the client to start the autodescription and check that the
client still communicates with other servers when it requests GetLogicalNodeDirectory (URCB) and
GetLogicalNodeDirectory (BRCB) with no response/delayed response/negative response.
C_RptN2 Check that the client still works properly when it request a GetURCBValues/GetBRCBValues in the
following situation:
- the server does not respond,
- the response arrives later than the maximum allowed timeout,
- the response is negative,
- the response comes with a wrong type,
- the value is out of the valid range for this data. /\(\
C_RptN3 Check that the client still works properly when it request a SetURCBV /SetBRCBValues in|the
following situation:
- the server does not respond,
- the response arrives later than the maximum allowed ti
- the response is negative. &
C_RptN4 Check that the client still works properly when it req s&ptio Me following situation:
- the server does not respond,
- the response arrives later than the maxi t,
- the response is negativ<\
C_RptN5 Check that the client still works properly %\R&Meswscnphon in the following
situation:
- i aximu allowed timeout,
C_RptN6 Report W|th nﬁ;ﬁﬁ%}%mﬁ%hat the client does not collapse if it receives a Report with
a non- or nonzs ort Fld
C_RptN7 Report orte Trg eck that the client does not collapse if it receives a Repdrt with a
non- conﬂg red NoN<SUp igger Option.
C_RptN8
C_RptN9 Ba o}nat pc>t§
- t with unknown DataSet,
- report with incorrect references of the Data,
——report-with-incorrect-typesintheBata-
Check the behaviour described in the PIXIT.
C_RptN10 | Reporting too fast. Check that the client does not collapse if it receives more Reports than expected in
a period of time and verify the behaviour described in the PIXIT to control this situation.
C_RptN11 | ConfRev.Check if the DUT detects a change in the ConfRev attribute of the Report Control Block.
C_RptN12 | SgNum. Check the DUT shows an error if it receives a Report out of order.
C_RptN13 | Integrity. Check the DUT shows an error if it activates Integrity in a server and no integrity-reports are

sent back to it.



https://iecnorm.com/api/?name=3bc0bdbaa0ed61ef9c60d5ec3f03ede5

- 34 - 61400-25-5 © IEC:2006(E)

6.3.5.5 Log model
6.3.5.5.1 Positive

Test case Test case description

C_Log1 If client implements autodescription, force it to start autodescription and check if it requests a
GetLogicalNodeDirectory (LOG) of all the logical nodes of all configured servers.

C_Log2 If client implements autodescription, force it to start autodescription and check if it requests a
GetLogicalNodeDirectory(LCB) of all the logical nodes of all configured servers.

C_Log3 If client implements autodescription, force it to start autodescription and check if it requests a
GelLogStatusValues of all the LOGs found with the GetLogicalNodeDirectory(LCB) services

C_Lo If client imr_\lnmnnfe allfndncr‘ripﬁnn’ force it to start alll‘nr{acr‘ripﬁnn and checlk if it rnqllncl‘c a
GeLCBValues of all the LCBs found with the GetLogicalNodeDirectory(LCB) S/efwc\les

C_Logb If the client configures the server’s LogControlBlock parameters after startup\using SetLCBValles,
check that the GetLCBValues/SetLCBValues are sent with the configure value

C_Logb Force the client to enable the Logging of at least one LOG of the server a hec hat\the clignt sent
the request correctly.

C_Log7 Force the client to QueryLogByTime and check that the DUT up ates\l(‘%a ase\K)]e Log entries
received.

C_LogpB Force the client to QueryLogByEntry and check that the DU pd\t§|t \a@ with the Log entries
received.

6.3.5.5.2 Negative <\<\(>Q/? C>>

Test gase T\s{éxs a‘a\cru}ﬁ‘on/

C_LogN1 If client implements Autodescription, fo ient to start the autodescription and check tha{ the
client still communlc tes with other servers hen it r sts GetLogicalNodeDirectory (LCB) apd
GetLoglcaINodeD ry (V@W spgnse/delayed response/negative response.

C_LogN2 i when it request a GetLCBValues/GetLogStatusValues|in the

an‘the maximum allowed timeout
a wrong type
out of the valid range for this data
C_LogN3 nt s\tlu/works properly when it request a SetLCBValues in the following situafion:
the'response arrives later than the maximum allowed timeout,
- esponse is negative.
C_LogN4./ [ LogEntry badly formed. Check that the client still works properly when it has received a LogEn{ry
whose:
- DataRef does not exist in the model,
- DataValue is not of the type expected.
C_LogN5 | LogEntry in bad order. Check that the client still works properly when it has received a LogEntry out of

order.
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6.3.5.6 Control model
6.3.5.6.1 General test cases

6.3.5.6.1.1 Positive

Test case Test case description

C_Ctl1 Check if the client is able to set the TEST field in the commands (PIXIT).

C_CtI2 Check if the client is able to set the CHECK (Synchro-Check or Interlock-Check bits) in the commands
(PIXIT).

C_CtI3 Check if the client is able to change control model using online services (PIXIT).

6.3.5.5.2 Specific test cases for the control models

The tgsting of the control model has been divided in the four possib e it can
be implemented:

1) Direct control with normal security.

2) SBO control with normal security.

3) Difect control with enhanced security.
4) SBO control with enhanced security:

6.3.5.6.3 Direct Control with Nor
6.3.5.6.3.1 Positive

Test gase \ (\:K;\t\fase\cgewiption

C_DOps1 | OperReq]test ok] r p+w \;’;/(2\/
Perform a corrlcst\()pe te request.«Check e client realizes the operation succeeded.

C_DOps2 | OperR st nat ok] resp- \)
Client r e}ts\ er resulting in Test not ok. Check that the client realizes the operation failed.

C_DOnps3 INresp-
r resulting in Test not ok
erate request and check that the client realizes the operation failed
est can be:
rrect time to operate.
rect originator (PIXIT).
- Incorrect Test or Check (PIXIT).

C_DOhs4—FimOperReaftesteld—+TmerExpiredftestoidresp

Send a TimeActivatedOperate request, thereby making sure the device will generate a 'test Ok".

Verify the WaitForActionTime results in a timer expired ‘Test ok’ and that the client realizes the
operation succeeded.

C_DOns5 | TimOperReq[test ok] + TimerExpired[test not ok] resp-
Send a TimeActivatedOperate request, thereby making sure the device will generate a 'test Ok'.

Force situation that the WaitForActionTime results in a timer expired ‘Test not ok’. Check that the
client realizes the operation failed.
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6.3.5.6.3.2 Negative
Test case Test case description
C_DOnsN1| Incorrect Operate
Check that the client detects the following situations:
- Operate without response.
- Operate with delayed response.
C_DOnsN2| Incorrect TimedActivatedOperate
Check that the client detects the following situations:
TimedActivatedOperate-without-response-
- TimedActivatedOperate with delayed response.
- TimedActivated with positive first response and no second respg
WaitForActionTime.
- TimedActivated with negative first response and a second re
WaitForActionTime.
- TimedActivated with negative first response and a second respo
WaitForActionTime. A \
~ON N
6.3.5.5.4 SBO control with normal securit G
6.3.5.5.4.1 Positive <\&
Test gase A Té\&ie d crip\tib'n/
C_SBO{ns1 | SelectReq[test not ok] resp-: \>
Select a controlla%&f\&%j;ct i Iec%%r access rights. Verify the client notices that he
has no right to cohtrol t (mﬁé\
C_SBOns2 | SelectReq([tes : K \J
Select a contrallable objest uswh proper access rights. Verify the client notices thaft he has
the rig{(ico\@c s the yariahle!
C_SB@Pns3 OperReE[vté + ofiselected object
Perform orrect erate request. Check that the client realizes that the operation succeeded|
C_SBOns4 | OperReqjtest\notok] r pwected object.
P@N\K\:cx:reﬁ\;%te request. Check that the client realizes the operation failed.
C_SBOn i e q[\test k] resp+ of selected object
rform.a imOperate request. Check that the client realizes the operation succeeded pfter
theWaitForActionTime
C_SBOns6 TimOpeMest ok] resp- of selected object
Perform an incorrect TimOperate request. Check that the client realizes that the operation failgd.
6.3.5.6.4.2 Negative
Test case Test case description
C_SBOnsN1 | Incorrect Select.
Check that the client detects the following situations:
- Select without response.
- Select with delayed response.
C_SBOnsN2 | Incorrect Operate of selected object

Check that the client detects the following situations:
- Operate without response.
- Operate with delayed response.
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