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INTERNATIONAL ELECTROTECHNICAL COMMISSION

WIND TURBINES -

Part 25-3: Communications for monitoring
and control of wind power plants —

—_____________Information exchange models
FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
pll national electrotechnical committees (IEC National Committees). The object of |[EC is to pron|
nternational co-operation on all questions concerning standardization in the electrical and-electronic fields
his end and in addition to other activities, IEC publishes International Standards, Technical Specificati
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter’ referred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intere
n the subject dealt with may participate in this preparatory work. International, governmental and 1
povernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates clo
ith the International Organization for Standardization (ISO) in accordapce with conditions determined
pgreement between the two organizations.

«

The formal decisions or agreements of IEC on technical matters expréss, as nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical” committee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for international use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts aresxmade to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

n order to promote international uniformity, IEC_National Committees undertake to apply IEC Publicat
ransparently to the maximum extent possiblesin-“their national and regional publications. Any diverg¢g
between any IEC Publication and the corresponding national or regional publication shall be clearly indicate
he latter.

EC itself does not provide any attestation”of conformity. Independent certification bodies provide confor
pssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independenteertification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IECjor its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
pbther damage of any.nature whatsoever, whether direct or indirect, or for costs (including legal fees)
expenses arising out™of the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

Attention is drawn*to the Normative references cited in this publication. Use of the referenced publication|
ndispensablé)for the correct application of this publication.

Attention is [drawn to the possibility that some of the elements of this IEC Publication may be the subjed
patent.fights. IEC shall not be held responsible for identifying any or all such patent rights.
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made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61400-25-3 has been prepared by IEC technical committee 88:
Wind turbines.

The text of this standard is based on the following documents:

FDIS Report on voting
88/540/FDIS 88/552/RVD

Full_information on the voting for the approval of this standard can be found in the report on

vof

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
Thils second edition cancels and replaces the first edition published in 2006.

The¢ scope of revision includes:

ng indicated in the above table.

Harmonization with service models in Edition 2 of IEC 61850-7-2.

Reduction of overlap between standards and simplification by-increased referencing.

This edition includes the following significant technical changes with respect to the previgus

edifion:

Teghnical issues (“Tissues”), as collected by the IEC 61400-25 users group USE61400-

ha

Al

on fthe IEC website.

The committee has decided that the contents of this publication will remain unchanged u

the)

related to the specific publication. At this date, the publication will be

Add subscription and remove subscription services(thave been removed.

Tables in Clause 9 indicating expected services have been replaced by tables in a n
Annex D including ACSI conformance statements for clients and servers.

ew

Technical issues (“Tissues”) for IEC 64850-7-2 edition 2 have been considered a@nd

changes have been made accordingly:

e been considered, but no technical issues were registered for edition 1.

P5,

st of all parts of the IEC 61400 series, under the general title Wind turbines, can be foynd

stability datendicated on the IEC web site under "http://webstore.iec.ch" in the d

reconfirmed,
withdrawn,

réplaced by a revised edition, or

ntil
Ata

amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

col

our printer.
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INTRODUCTION

The |IEC 61400-25 series defines communications for monitoring and control of wind power
plants. The modeling approach of the IEC 61400-25 series has been selected to provide
abstract definitions of classes and services such that the specifications are independent of
specific protocol stacks, implementations, and operating systems. The mapping of these
abstract classes and services to a specific communication profile is not inside the scope of
this part (IEC 61400-25-3) but inside the scope of IEC 61400-25-4%,

This_part of IEC 61400-25 defines services of the model of the information exchange of
intglligent electronic devices in wind power plants. The services are referred to as the absttct
communication service interface (ACSI). The ACSI has been defined so as to be independgent
of fhe underlying communication systems.

The¢ information exchange model is defined in terms of

— |a hierarchical class model of all information that can be accessed,
— [|information exchange services that operate on these classes,

— |parameters associated with each information exchange service.

The¢ ACSI description technique abstracts away from all the diffefent approaches to implemgnt
the| cooperation of the various devices.

The¢se abstract service definitions-shall-be are mapped_into concrete object definitions that
arg to be used for a particular protocol. Mapping teX<specific protocol stacks is specified in
IEQ 61400-25-4.

NOTE 1 Abstraction in ACSI has two meanings. Firstlyj only those aspects of a real device (for example, a rqtor)
or g real function that are visible and accessible ovér, a communication network are modelled. This abstradgtion
leads to the hierarchical class models and their behayiour defined in IEC 61400-25-2. Secondly, the ACSI abstracts
fronmh the aspect of concrete definitions on how the devices exchange information; only a conceptual cooperation is
defined. The concrete information exchange isdefined in IEC 61400-25-4.

NOTE 2 Performance of the IEC 61400-25 series implementations are application specific. The IEC 6140(-25
series does not guarantee a certain leve}l”of performance. This is beyond the scope of the IEC 61400-25 sefies.
However, there is no underlying limitation in the communications technology to prevent high speed application
(miljisecond level responses).
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WIND TURBINES -

Part 25-3: Communications for monitoring
and control of wind power plants —
Information exchange models

1 [Scope

The¢ focus of the IEC 61400-25 series is on the communications between wind power pl
components such as wind turbines and actors such as SCADA systems) Inter
communication within wind power plant components is outside the scope of the(IEC 61400
seffies.

The IEC 61400-25 series is designed for a communication environment ‘supported by a clig

ant
nal
.25

nt-

seniver model. Three areas are defined, that are modelled separately-to ensure the scalabllity

of implementations: (1) wind power plant information models, (2) information exchange mog
and (3) mapping of these two models to a standard communication ‘profile.

The wind power plant information model and the information exchange model, view
together, constitute an interface between client and servet. In this conjunction, the wind po
plant information model serves as an interpretation/frame for accessible wind power pl

dafa. The wind power plant information model is{used by the server to offer the clien’t a

uniform, component-oriented view of the wind power plant data. The information excha
mogdel reflects the whole active functionality of<the server. The IEC 61400-25 series enab
connectivity between a heterogeneous combination of client and servers from differ
majnufacturers and suppliers.

As [depicted in Figure 1, the IEC 61400525 series defines a server with the following aspects:

— |information provided by a wind-power plant component, e. g., “wind turbine rotor speed’
“total power production ofla certain time interval” is modelled and made available
access. The information modelled in the IEC 61400-25 series is defined
IEC 61400-25-2;

— |services to exchange values of the modelled information defined in IEC 61400-25-3;

— |mapping to a@ommunication profile, providing a protocol stack to carry the exchang
values from the'modelled information (IEC 61400-25-4).

The IEC 61400-25 series only defines how to model the information, information excharn

el,

ed
ver
Ant

ge
les
ent

or
for

ed

ge

and mapping to specific communication protocols. The IEC 61400-25 series excludes

deffinition’ 'of how and where to implement the communication interface, the applicatlon

prdgram interface and implementation recommendations. However, the objective of

a

he

IEC®T400-25 series is that the information associated with a single wind power plant

component (such as a wind turbine) is accessible through a corresponding logical device.

This part of IEC 61400-25 specifies an abstract communication service interface describ
the information exchange between a client and a server for:

— data access and retrieval,

— device control,

— event reporting and logging,

— self-description of devices (device data dictionary),

— data typing and discovery of data types.

ing
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Figure 1 — Conceptual communication model ofithe IEC 61400-25 series

EC

2 | Normative references

The following documents, in whole or in part, are;normatively referenced in this document gnd
arg indispensable for its application. For datedreferences, only the edition cited applies. For
untLated references, the Ilatest edition-“%f the referenced document (including &ny
amendments) applies.

IEAQ 6140025 (Al narte\ A/inAd tiurhindc Do 25 Cammunications for monitorinag and con¥rol
IEQ 61400-25 (all-parts) Wind turbines —Part 25: Communications-for-monitoring-and-control
of yvind-power plants

IEG 61400-25-1, Wind turbines — Part 25-1: Communications for monitoring and contro) of
wirld power plants — Overalt'description of principles and models

IEG 61400-25-2:2045) Wind turbines — Part 25-2: Communications for monitoring and confrol
of wind power plahts — Information models

IEQ 61400¢2%%4:2008, Wind turbines — Part 25-4: Communications for monitoring and confrol

of wind pewer plants — Mapping to communication profile

IEC

ut/I/ty automation — Part 7-2: Bas:c /nformat/on and communication structure fer—s&bst—a#ens
and-feeder-equipment — Abstract communication service interface (ACSI)

3 Terms and definitions

For the purposes of this document, the-fellewing terms and definitions given in IEC 61400-25-1

as well as the following apply.

3.1
control object

data object instance of a controllable data object class who’s ctiIModel DataAttribute is not set

to “status-only”
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combonent of 3 wind now nlant resnonsible for the monitorina-of- the - ambient conditions Hor
GCofppoReRt—-ora—WHGPOoOWerFprat+HeSponRStoie 101 e OHHROHRGO e<ahoie GORGHHORSHTHO1
exdmple ho nd naed aind—direction ore ure o ne a_o nnlie d _ie,’;
H 5 5 5 atu G- HPP gaia

vafious—purpose or- apre—to—corretate—tne eteorological-data—to-the—electrica eRefgy
outbut by individualwindturbines-to-the potentia usable-wind-energ

W

.
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4 Abbreviated terms

AQSI Abstract Communication Service Interface (defined for example in IEC 61850-7-2)
FCD Functionally Constrained Data

FCDA Functionally Constrained Data Attribute

IE[ Intelligent Electronic Device

IEM Information Exchange Model

LCB Log Control Block

LD Logical Device

LN Logical Node

LOG Log

LPHD Logical Node Physical Device

RQB Report Control Block

SQADA Supervisory Control and Data Acquisition

SGSM Specific Communication Service Mapping (defined for example in IEC 61850-8-1)
SQ Setting Group

WRP Wind Power Plant

W1 Wind Turbine

XML Extensible Mark-up Language

Gyl Graphical User Interface

5 [ General

Thils part of IEC 61400:25, provides the information exchange models that can be applied bly a
clignt and a server to:access the content and structure of the wind power plant informatjon
model defined in IEC_61400-25-2.

Clduse 6 gives an overview of the information exchange models for operational functions 4nd
managemeght)functions.

Clduse 7 introduces the information exchange models for operational functions: authorisatipn,
contral_maonitoring _and repaorting and logging

Clause 8 gives an overview of the information exchange models for management functions.

Clause 9 provides the details of the services for the following service model classes:

e Application association,

e Server class,

e Logical Device class (retrieve the self-description, etc.),

e Logical Node class (retrieve the self-description, etc.),

e Data class (get values, set values, retrieve the self-description, etc.),

e DataSet class (get values, set values, create data sets, retrieve the self-description, etc.),
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An

An

Report Control Block class (get attributes, set attributes, report, etc.),

Log Control Block and Log classes (get attributes, set attributes, retrieve log entries, etc.),

Control class (select, operate, etc.).

nex A provides examples of the reporting and logging services required.

nex B provides relationship between ACSI services and functional Constraints.

Annex C provides relationship between ACSI defined in IEC 61850-7-2 and IEC 61400-25-3.

An

6

hex D provides ACSI conformance statements for clients and servers.

Information exchange models overview

The information exchange models provide services for communication functions that
grduped as follows:

Th

Th

Operational functions,

Management functions.

bse two groups are introduced and described in more detfail-in Clause 7 and 8.

b mandatory services for each information exXxehange model are indicated in

cofresponding service tables in Clause D.4.

An

of
en

instance of the wind power plant information-model of a wind power plant (logical devi

are

the

ce,
Ces

Iog‘EcaI node, data, data attributes and control block objects) shall be accessed by instan

merate the functional groups and their information exchange models, which are summa

he information exchange models listed'in Table 1. The first two columns of the taIer

degcribed in the third column. The;fourth and fifth columns identify which data kinds

tra
ind

nsfer principles are applicable _for each information exchange model. The last colu
jcates the ACSI service models-used for the corresponding information exchange model

rily
nd
mn

P .
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Table 1 — Information exchange models

IEC 61400-25-3:2015 RLV © IEC 2015

Functional Information Short Information categories Transfer ACSI
group exchange description principles service
model models
Authentication and
Authorisati restriction of Dat: trans;er
uthorisation on deman
accests_ to | and Short text messages ASSOCIATION
(see 7.2) operational an Command
management transfer
functions
B COITmana
Setpoints transfer
Control Control of Commands Set point CONTROL
(see 7.3) operational devices | psrameters transfer
Parameters
transfer
Measured Data
Processed data
(Average Values,
Min/Max)
~ Status
b
2 Alarms
) Events LOGICAL-
3 ) DEVICE
L o Monitoring of Timer
= Monitoring current data and Count LOGICAL-
_g (see 7.4) change of data of ounter NODE
5 operational devices | Setpoirits DATA
by Periodic data
o‘l Rarameters transfer (all DATA-SET
GCommands data or onl
. . . data that hgs BUFFERED-
Time Series Data (i.e. changed since REPORT-
élarm/EvgnLt Logg last transfer) CONTROL
ommand Log, Setpoint
Log) Data transfer | UNBUFFERED-
on demand REPORT-
(Analogue Values, CONTROL
Binary Values) Event driven
- - data transfer | LOG
Histories (Logs) (spontaneous) | | oG-
Reports CONTROL
. Trigger controlled Statistics (see Clause $
Reporting and continuous for details of
logging scanning and Curves the ACSI
sée7'4 recording of values services
{ ) and events Trends )
Events
Short text messages
. . Monitoring, and
rh::gnr\:hr\e

Management (see Clause 8)

Setf-momitoring of
devices

TepoTting arnd 1ogyging

(see 8.5) information categories
apply

User and

access Setting up users,

management access rights and System specific
monitoring access

(see 8.2)

Setup Device
configuration System specific

(see 8.3) management

Time

synchronisation

(see 8.4)

Synchronization of
device clocks

SCSM specific
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The information exchange models shall be realised by the corresponding ACSI models and
associated services (as depicted in the last column in Table 1). The intent of the table is to
give an overview applying the commonly used terminology of the wind power plant domain.

7 Operational functions

7.

fo

1 General

llows:

control model,

association and authorisation model,

monitoring, reporting and logging model.

Th«l; information exchange models for operational functions described in Clause 7 are|as

Functional constraints of the ACSI services are specified in Annex B,

7.2

ex
au
sh

The¢ intention of the association and authorisation model.is’to provide a secure informalLon
hange via an association between a client and a*server. The model provides cli
hentication and controls the access to server functions. The conceptual mechanism is

gwn in Figure 2.

client

| local authorisation

!

initiate remote
authorisation

Association and authorisation model

/____ secure

PP 2ssociation
I' Ay
’ AY
/' . . X
O association requesi“
,

4

nt

server

l

wait for confirmation

r T
& [\
1 \

association opened
(or denied)

check requested
authorisation

operational information
exchange (Get, Set,
Control, ...)

operational information

granted

Grant

ready to
J receive requests

[y
[y
[y
)
\
\
T
[}
"
1
1
1
|
1
]
]
]
]
]
1
1
1
]
]
T
I
]

process requests from

client

no need to
communicate

close association

\ /

% close association;’
\

!

N 7

[ L.
'I close association

7
S pRe
S.ee”

Figure 2 — Association and authorisation model (conceptual)

IEC

The requirements to be fulfilled by an association between a client and a server are as

foll

OwWSs:

authentication: determining the identity of the users/client,

authorisation and access control: ensure that the entity has the proper access rights (a
minimum is to provide a user name and a password),
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— integrity: messages and the computer infrastructure are protected against unauthorised

modification or destruction,

— confidentiality: objects of the wind power plant information model are protected and only

disclosed to appropriate users/clients,

— non-repudiation: preventing a user/client involved in a data exchange from denying that it

participated in the exchange,

— prevention of denial of device: preventing a client/server from blocking access to

authorised users.

Thn raal carvicac of tha avtharication madal Ara ~reavidad by tha cnacificn mannin~ac A AN in
—Feat-services—ot-the-authorsation-modelare—provided-bythe-specitic-mappings—ghve
IECG 61400-25-4. Based on the specific mapping selected, the actual level of security and fhe

spégcific services supported might be different.
7.3 Control model
7.31 General
The control model defines
a—}reu-p—ef—set—pemts—eemamed—m—an—epewﬁena—dewee the mformatlon exchange for
op¢rating commands. The control model can only be applied to,control objects, i.e. to dpta
object instances of a controllable common data class (e.g. SRE,* INC) whose DataAttribute
“ctModel” is not set to “status-only”. The control model is majfily used to change the statug of
a device (e.g. stop/start Turbine) or to change the value<gf,a set point or parameter. The
conceptual mechanism of the control model is shown in Figure 3.
client server

| | e P _'i
' SelectWithValue !
i initiate control o check validity; | SBO;
\ command reserve access to control ' optional
' < object for requesting !
[ N client |
' Ok :
! 1
! 1
L R I PR I __Lo

\ Operate \

A [TimeActivatedOperate] A

issue control < check validity;
command Ok [OK] process control [Time
P command Activated
| [TimeActivatedOperate [check validity, activate Operate;
Termination] t|m‘er & wait until timer optional]
expires, process control
command]
Y e . 2 T
1 1
1 l 1
1 - 1
! Report supervise requested ne”har?c?d
| status or value change :secunty,
1 < 1 optional
' - Command !
' termination '
L (O | _!
IEC

Figure 3 — Control model (conceptual)
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NOTE The control model with its state transitions and services is described in more detail in IEC 61850-7-2:2010
(Clause 20).

IEQ 61850-7-2:2010 describes different models for the control object: :b
— |direct control or select before operate (SBO), Q/
— |normal security or enhanced security, b‘Q
: N
and as an extension C)(b
— |operate or time activated operate. s\\<(/

The¢ value of the control object’'s dataAttribute “ctIM%eﬁD determines which of the supporfed
models can be applied to the control object. Q

Trdcking of the control services is beyond thes\@) e of this standard.

. %
7.3.2 Direct control / Select before o@ate (SBO)

With direct control, the control obje&@\ﬁall not be selected before sending the “Operate” |(or
“TimeActivatedOperate”) command.
b\

With SBO, the control @Et shall be selected before sending the “Operate” |(or
“TimeActivatedOperate”) ¢opnmand. On receipt of a “SelectWithValue” request, the seryer
checks the validity of the'command, issues a positive “SelectWithValue” response and starfs a
degelect timer. The éess to this control object is now restricted to this client and to fhe
requested action. ® control object will be deselected for example if the deselect tirher
expires or if th@l t sends a “Cancel” command.

7.3.3 (0] te / TimeActivatedOperate

Withi control sequence, either Operate OR TimeActivatedOperate shall be used.

A\

On receipt of an “Operate” request, the server checks the validity of the command, issues a
positive “Operate” response and starts to process the requested action.

The “TimeActivatedOperate” command contains in addition a parameter “operTm” that holds
an absolute time at which the command shall be executed. On receipt of a
“TimeActivatedOperate” request, the server checks the validity of the command, activates a
timer and issues a positive “TimeActivatedOperate” response. At the specified time, the
server will automatically start to process the command and issue a “TimeActivatedOperate”
termination.

7.3.4 Normal security / Enhanced security

With normal security the requested status or value change may optionally be reported by the
Report service (see 7.4). If enhanced security is supported, the server supervises the
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requested change of the status or value. As soon as the status or value has changed, the
server uses the Report service to report the new status or value (stVal) to the client and
issues a “CommandTermination” request.

7.4

Monitoring, reporting and logging model

The conceptual information exchange models for monitoring, reporting and logging are shown
in Figure 4. The models comprise three independent information retrieval methods:

1)

Values can be retrieved on demand by a client (upper part of the figure). This is commonly

2)

3)

Th

a)
b)

c)

known as Get or Read: the response will be transmitted immndintply

Values can be reported to the client, following a publisher/subscriber reporting model
the middle of the figure). The server is configured (locally or by means of a s€pvice
transmit values spontaneously or periodically. The client receives messages, (repo

sequence once the link is operating again, in case of a buffered report.' In'the case of
unbuffered report, the delivery of events, in the case of a communication link failure is
guaranteed.

(in
to
ts)

whenever trigger conditions are met at the server. The publisher/subscriber“model may
buffer events in case the communication link is down and transmit all buffered eventg in

an
hot

Values can be logged at the device. The logging model (at the bottom of the figure) allqws

buffering and delivery of events in correct sequence. Logging values from multi
sources of data (via configuration of Data Sets) may be logged and each source can

between two timestamps or for all entries after a certain‘entry.
e reporting and logging models include:

a Data Set class (DS), for referencing groups of data to be logged or reported,

a Control Block class (report control block<elass or log control block class), for controll
the dynamic behaviour of the informationdogging or reporting, and

a Log class, for definition of log storage.

ple
be

configured independently of other sources. The cliept“ean query the log for entiies

ing
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client

process values locally

request values,

- 19—

S

erver

receive values,

values on demand

initiate subscription

subscribe to receive values

send values
on demand

establish and

l

enable subscription

l

display values locally

wait for values,
receive values,
process and/or

values on change or event

monitor values for

change (periodic),

produce events and
send values

periodic values

send values to

|

disable subscription I

RemoveSubscription

subscriber perigdically

process values locally

query values

query time-series values

I disablexsubscription |

of a time-series
of data values

values

The

LOG value
value
time

Figure 4 — Monitoring, reporting and logging model (conceptual)

retrieval methods have the charagteristics given in Table 2.

Table 2 - Comparison of the information retrieval methods

IEC

Retrieval method Time-critical Can lose Multiple Last Typical client
information changes (of clients to receive change of (but nor
exchange sequence) information data stored exclusively)
by
Dafa on demand NO YES YES - Browse
Unbuffered YES YES YES - Real-time GUI
reporting
Reporting
Buffered YES NO YES Server Data concentrator
reporting*
Logging NO NO YES Client Plant operation,
engineering
stations

Each of the retrieval methods has specific characteristics. There is no single method that
meets all application requirements. During system design, the designer shall analyse the
requirements and check them against the (implemented) methods provided by a device
compliant with the IEC 61400-25 series.
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Management functions

General

The management function models described in Clause 8 are used to set-up or evolve
(maintain) a system. The system configuration and maintenance functions include the setting
and changing of configuration data and the retrieval of configuration information from the
system. The management function models described are as follows:

user management/access security model,

setup model,
time synchronisation model,

diagnostic (self-monitoring) model.

Functional constraints of the ACSI services are specified in Annex B.

8.2

Ap
sp4

8.3

Ap
sp4

User management/access security model

art from the service requirements given in 7.2, these functions. are an implementati
cific issue.

Setup model

art from the service requirements given in 7.2, these functions are an implementati
cific issue.

8.4 Time synchronisation model

Thd
sel

8.5

Thi
exd
infq

9

9.1

Th{
moj
des

e synchronisation of the various clocks (ih a system is a matter of the specific mapp
bcted and is specified in IEC 61400-2544.

Diagnostic (self-monitoring)\model
b diagnostic or self-monitoringfunctions are intended for detection of the system status

mple if a device is fully operational, partially operational, or not operational. The diagnd
rmation is defined in the jogical node LPHD defined in IEC 61400-25-2.

The ACSI for wind power plant information models

General

e information exchanges models specified in Clause 7 and 8 create an overview of
dels required to be compliant with the IEC 61400-25 series. Clause 9 contains the detai
cription of all service required.

ng

for
sis

the
led

The basic information exchange models are depicted in Figure 5, illustrating the various
components of the ACSI services. This figure is used to provide a narrative description of how
a typical device interacts with the outside world using these services.
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Server
Logical device Get/Set >| nameplate, health Logical node
Logical Node —

Get/Set

—  Data valuos
Data L pezzzzzooos
| =

7z

Report control block | _ _ ________

Report l
(values on change, [’
event, periodic)

O 3
PAN o
@ ¢ — — | Log control block [
AN\ V4
| Authorisation | | Time synchronisation
<= = === reference C> bidirectional information‘exchange
D data flow l:> unidirectional information exchange

IEC

Figure 5 — Conceptual information 'exchange model for a wind power plant

The specification in Clause 9 provides a high level definition of services. The normafive
deflinition of the details of the ACSlymodels and services are defined in IEC 61850-7-2.

9.2 Services of association and authorisation

The application association model consists of provisions on how the communication betwgen
the| various types of devices is achieved. The model comprises:

e [class definitiens of associations, and

e |access control concepts (how to restrict access to instances in a server).

The application association model defines the services provided for managing associatipns
betlween client and server (two-party application association).

NOTE The details of an application association model are defined in the SCSMs.

The access control model provides the capability to restrict the access of a specific client to
class instances, class instance attributes, and ACSI services acting upon class instances of a
specific server.

The services-listed-in-TFable-3-are-defined for two-party-application-association class are listed
in Table D.1.
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Semdess e TNMOL AL e
e s
Associate M
Abort e}
Pelease o
Th details of the two-partv-annlication-association class services shall he as define in
g 7 Lol od

Clquse-7~ 8 of IEC 61850-7-2:2010.

9.3 Services of-Serverclass GenServerClass

A server represents the externally visible behaviour of a device. A client)shall use the
GelServerDirectory service to retrieve a list of the-names—of ObjectReferefiges to all logical
deyices made visible and thus accessible to the requesting client by the addressed server| as
shgwn in—Table-4 Table D.3.

Fable 4——Server
GetServerDirectory o

The details of the—Server—elass GenServerClass services are defined in Clause—6 7| of
IEG 61850-7-2:2010. It is to be noted that within)this standard “logical-device” is the only valid
valpe for the parameter ObjectClass.

9.4 Services of Logical Device-class GenLogicalDeviceClass

pgical device (for example, a wind turbine controller) is a collection of logical nodes (for

Al
example, rotor, transmission and generator).—Each—tLogical Device—has—a—meaning—inthe
j . :

f its—use—Instancescof Logical- Devices—{i-e
HHS—USe- HCES O+ =o0giCaH—eHEEeS{1-€E-

s and DATA) canlbe
S—aha—At-A)-Ccade
A

- The logical device
glcal nodes it contains as shqwn

can be browsed to get themmes ObjectReferences of
infable-5 Table D.3,

Table 5 \ ical Devi
Servicesfor LOGICAL-DEVICE | M/O
- icalDeviceDi o

The details of the-Legical-Deviceclass GenlLogicalDeviceClass services shall be as defined in
Clause-8 9 of IEC 61850-7-2:2010.

9.5 Services of Logical Nodeclass GenLogicalNodeClass

A logical Node (for example, a transmission) is a collection of data objects (for example,

transmission gear temperature).-Each-Logical-Nede-has—a-meaning-in-the-context-of its—use-
lactonecs—olbogical-Modes-e—ie-B T ean-booeccosceddireethr by the coepdecs provided
by-DATA-

Using the service GetLogicalNodeDirectory, the logical node can be browsed to get the names
of allthedifferent kind—of-information-that it contains—as—shown-inTable 6 instances of a
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requested ACSIClass. Within the IEC 61400-25 series valid values for the ACSIClass are
restricted to data object, DATA-SET, BRCB, URCB, LCB and LOG.

Tableleglealllede
Services for LOGICAL-NODE Mo
5 ) Di o

A client shall use the GetAllDataValues service to retrieve all data attribute references and

thefrvatuesttavingthesame FunctiomatConstraimt)of attdata objects madevisibteamdthus

acgessible to the requesting client by the referenced logical node.

The details of the-Logical-Nede—class GenLogicalNodeClass services shall be as defined in
Clgquse-9 10 of IEC 61850-7-2:2010.

9.60 Services of-Dataclass GenDataObjectClass

3

FA A data object (for example, status of a rotor) is a collection“6f data attributes

mple, actual status value, quality, timestamp).-Each-BATA-has-ameaning-in-the-contex]

)

x

o)
© prsy
R
=

its luse—Instances—of DATA (i-e—its DataAttributes) can-be-accessed-directly by the servi
shgwn-in-Table 7-
Table 7 —DATA

Servicesfor DATA  ()° | mio

GetDataValues M

SetDataValues M

GetDataDiregtony o

S otDataDothil o

The¢ attribute values of data objeéfs (i.e., its data attributes) can be set or retrieved by usling
the] services GetDataValues onSetDataValues as shown in Table D.3.

A dlient shall use the GetDataDirectory service to retrieve the list of all data attribute names
of fhe referenced data object.

A tlient shall yse/the GetDataDefinition service to retrieve the complete list of all dpta
attgibute defipitiens of the referenced data object.

of IEC 61850-7-2:2010.

Thf details of the-Bata-class GenDataObjectClass services shall be as defined in Clause-40{ 11

EXAMPLE GetDataValues “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f[MX]" returns the floating point value of
the current value.

9.7 Services of DataSetClass

BDATA-SET is-a-group-of references-to-DATA Instances of DATA-SETs canbe accessed-directly
by-the-services—shown-in—Table-8- A data set is an ordered set of ObjectReferences to data
objects (FCDs) and/or data attributes (FCDAs). All contents of data sets can be set or
retrieved by using the services shown in Table D.3. Instances of data sets can be used by
report control blocks to specify which data to be monitored and reported depending on some
specific criteria (defined with the data or the report control block respectively).
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Telbles DA A ST

Services for DATA-SETs

DeleteDataSet
GetDataSetDirectory

O‘D@‘DE%

Thi
IEQ

NO]
BAT

NOJ
[T
blod

9.8

RE]

infq
is
seq
daf
an
ret

In
fun

if the communication is temporarily interrupted (by using sequence-of-events). With the UR

(UN
be

b details of the DataSetClass services shall be as defined in Clause—44. 13
61850-7-2:2010.

MWW%MMW@WW%MM

Services of ReportControlBlockClass

rmation or simply periodically). The behaviour{gf‘a-RERORT-CONTROL report control bl
jetermined by the values of its attributes (for example, enable/disable reporting, use
uence number). The-REPORT-CONTROL report control block references an instance g

@ set.-The RERPORT-CONTROL-providesAé spontaneocusReport-service; The attributes
instance of a—REPORT-CONTROL report control block can be—accesseddirectly set
ieved by using the services shown n-Table-9 Table D.3.

addition to reporting, the ‘BRCB (BUFFERED-REPORT-CONTROL-BLOCK) provides
ctionality to-ensure-that-a-server sends—a-sequence-of-events prevent loss of events e

BUFFERED-REPORT-CONTROL-BLOCK)-a-server-doesnot-need-to-buffer events events
lost in case of communication interruption.

Table 9 — REPORT-CONTROL

Services

PORT-CONTROL A report control block provides thesmechanism for spontaneously reporjing
dafla values on specific criteria (for example, onsehange of value, on change of qu

of

lity
Dk
of
f a
of
or

the
en
CB
Wil

©©©©¢©©§

The details of the—REPORT-CONTROL-<class ReportControlBlockClass services shall be as

def

ined in44-2 17.2 of IEC 61850-7-2:2010.
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The basic reporting mechanism is shown in Figure-2 6. The buffered and unbuffered reporting
starts with the configuration of the report control blocks. The reporting starts with setting the
enable buffered RCB attribute to TRUE; setting it to FALSE stops the reporting. The reporting
methods are simple and provide an efficient way to spontaneously transmit changes.

client server
contigure butrered RCB

establish and

initiate subscription enable buffered RCB -
enable subscription

report values

wait for reports,
receive reports

monitor values of;
members of data sét

1

1

1

1

L]

1

1

1 . .

1 association lost / continu€.monitor
! values .of-members
1 of data set and

1

! buffer values

1 association available

H continue reporting

; (buffered and new)
sequence-of-events (SoE)

l

disable buffered REB
| disable subscription I Save bR I disable subscription

IEC

Figure 6 — Buffered report control block — conceptual
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9.9 Services of-Log Control Blockand LogClasses LogControlBlockClass and
LogClass

LOG-CONTROL A log control block provides the mechanism-ef-spentaneousty-log for logging
data values on specific criteria (e.g., on change of value, on change of quality information, on
updates of a counter, or simply periodically) to a log. The behaviour of a-LFOG-CONTROL log
control block is determined by the values of its attributes (e.g., enable/disable logging). The
LOG-CONTROL log control block references an instance of a data set. The attributes of an
instance of a log control block can be set or retrieved by using the services shown in Table
D.3.

The-£EGG log provides the query services to-receive retrieve data values-stered-betweénfwo
bw [ -. The attributes of an instance of a-E8G log can be-accessed direftly
retfieved by using the services shown in-Fable42 Table D.3.

Fesled Lo apd Lo CORITROL

Services for LOG Control Mo
Block
GetLCBValues o
SetLCBValues o
Services for LOGs (/S.)
GetLogStatusValues s
QuerylogByTime* o
QuerylogAfter” Tal
N . .
~Service-shall providv asa ; NG fned i
14.3 of HEC 61850-7-2 — a filter
parameter to select one or more

. )
MM%“W ) ) .
(FCDA}ofa DATA to be queried-

The¢ services QueryLogByTime ahd QueryLogAfter shall provide — as a specialisation of the
log| as defined in 17.3 of IEG:61850-7-2:2010 — a filter parameter to select one or mpre
funictionally constrained dataX{FCD) or functionally constrained data attribute (FCDA) of a dpta
object to be queried.

The details of-the HOG-CONTROL class-andLOG-class the LogControlBlockClass and LogClpss
serjvices shall be as’/defined in-44-3 17.3 of IEC 61850-7-2:2010.

The¢ DataFjlter according to-Table—43 Table 3 shall be added to the QueryLogByTime &nd
QuEeryLogAfter requests.

Table-43 3 — Data filter

DataFilter [0..n] data filter ObjectReference

The parameter DataFilter shall specify the functionally constrained data (FCD)
or functionally constrained data attribute (FCDA) of a DATA.

If the data filter parameter is not included [0] then no data filtering is applied.
Only the RangeStartTime parameter together with the RangeStopTime or Entry
parameters are used to select the DATA.

The parameter ListOfLogEntries of the QueryLogByTime response and QueryLogAfter
response shall contain the list of log entries that are (1) selected by the DataFilter and that
are (2) in the range as specified with the parameters RangeStartTime and RangeStopTime of
the service request.
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NOTE The filter parameter allows to reduce the amount of information to be returned considerably.

Figure 7 shows an example of a log and three log control blocks. The first step is to establish
an association with the server and to configure and enable log control blocks. After enabling
the log control blocks, the association with the server may be closed. The log entries are
stored into the log as they arrive. The logs entries are stored in a time sequenced order,
therefore allowing retrieval of a sequence-of-events (SoE) list.

client configure LCB server

fmitatefoggimgof a enable €8 establish and

single LCB association closed enable a LCB /_ reference
[logentry | l / Data

. LCB
query log entries referonce |- Sef
o LCB Data}
association opened Set

get log status values

query log by entry/time

ListOfLogEntries
1 +sequence-of—events (SoE)
disable LCB
| disablealcB | ahe J| disablealCB |

IEC

Figure 7 — Log control block — conceptual

The log is enabled at any time, whicthirmeans that log entries will be added to the log whether
thefre are any client associations, open or not. The different log control blocks allow controlling
stgtage of information from different data sets. Each log control block is independent of the
othler control blocks.

9.10 Services of-controlclass ControlClass

CONTROL-moedel A control class provides the mechanism to control functions and real deviges
regresented by a.server.

The-€ONFROL control class provides the services shown in-Table-14 Table D.3.

Table 14 —CONTROL

<D<D£<D<D<D§

The details of the-€EONTFROL-class ControlClass services shall be as defined in Clause-4% 20.5
of IEC 61850-7-2:2010.
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Annex A
(informative)

Examples of reporting and logging services

A.1  Reporting example

A report service example is shown in Figure A.1. The values to be reported are derived from

the_members of a DataSet, in this case “MyDS" The DataSet can contain references to b
datia attributes and data objects. The position of each member in the DataSet is defined

shq

In
the)

wn and known by both the client and server.

his example, the report carries only the values that have changed since the last repor
same data. The next value change will trigger a new report carrying the new-value. Si

only changed values are sent with the report, an indication of whichfdata the val

con
the
bit
the

Thd
tra

Thi

hsmitted — but this is not required.

ObjectReferences
- DataSet ,MyDS*
WindPowerPlant12
—Wlef/N — 1 | WindPowerPlant42/WGEN.W.phsA.cVal.mag.f
— | 2 | WindPowerPlant12/WGEN.W.phsA.cVal.mag.i
phsA
cVal — 3 | WindPowerPlant12/WGEN.W.phsA.cVal.ang.f
mag — 4 | WindPowerPlant12/WGEN.W.phsA.cVal.ang.i
f )
': i \ Inclusion
ang DataSet bitstring
': f member
— WTUR i 1 True
Reference by 2 False
\- position 3 False
Information model Report 4 False

b report may optionally contain also parameters such as:

respond to is included in a so-called “inclusion bitstring”. This bitstring¢hds as many bits
DataSet has members. The value of the first member has changed and therefore the f
has been set to TRUE. The receiver can determine that the value.has been derived fr
data “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f ” through the position in the bitstrin

e full object identifier “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f” may optionally

IEC

Figure-A.1 — Mapping of information models to data sets for reporting (example)

oth
as

of
ce
es
as
rst
om

g.

be

Report identifier (RpdID) — handle given by the client,
Sequence number — for detection of lost segments,
SubSequence number — if values do not fit into one report,
DataSet reference — “MyDS”,

Cause for reporting (reason code) — data change, quality change, etc.

Subclause 17.2 of IEC 61850-7-2:2010 contains additional examples on reporting.

A.2 Logging example

An

example of logging is shown in Figure A.2.
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The log entries are obtained from instances referenced by a DataSet (the same source of
information used for reporting may be used for logging). A change in one of these values will
trigger a log entry to be stored into the log. The log entry is composed of: (1) timestamp of
entry, (2) object reference of the data object or data attribute and (3) current value (floating
point value in the example).

The log has additional attributes:

— OldEntryTime OIdEntrTm (timestamp of the oldest entry),

—  NewEntryTime NewEntrTm (timestamp of the newest entry),
— |StdEntry OIdENtr (identifier of the oldest entry),

— [NewEntry NewEntr (identifier of the newest entry).

Thése attributes can be read.

‘ ObjectReferences ‘
.
WindPowerPlant12
_WGVI%/N WindPowerPlant12/WGEN.W.phsA.cVal.mag.f ;
phsA |:> WindPowerPlant12/WGEN.W.phsA.cVal.mag.i <2003-01-09:19:48:12>
cVal WindPowerPlant12/WGEN.W.phsA.cVal.ang.f
mag WindPowerPlant12/WGEN.W.phsA.cVal.ang

C

ang - OIdENntrTm
t f - NewEntrTm
— WTUR i - OldEntr

- NewEntr
Log entries Log

<2003-01-09:19:41:22> WindPowerPlant12/WGEN.W.phsA.cVal.mag.f <FP-value>

Query log

after
<2003-01-09:19:41:22

<2003-01-09:19:43:34> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

3-01-09:19:48:12> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

<2003-01-09:19:43:34> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

<2003-01-09:19:48:12> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

Query logresponse
IEC

Figure A.2 — Logging basics (example)

The Query Log service allows retrieval of log entries identified by a time range (between time
1 to time 2) or by a timestamp and entry id after which entries should be returned (entry id is
required because multiple entries for the same timestamp may be contained in the log).

The query log response delivers the entries requested.

Subclause 17.3 of IEC 61850-7-2:2010 contains additional examples on logging.
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Annex B
(normative)

Relationship between ACSI services and functional constraints

The functional constraint (FC) serves two purposes:

— to define the services that are applicable for a specific DataAttribute (see Table B.1),

— to reduce (or filter) the amount of data values carried with some services, for example, the

Table B.1 — Relationship between ACSI Services and Functional Constraints

mmmm—mm—m—wwd
return all DataAttributes. The FC parameter in the service request, for example;\MX,

requests only the DataAttributes with FC=MX. Note that only FC’s from IEC 61400-2
CDC’s and CDC'’s inherited by IEC 61850-7-3 are considered.

b-2

Seryices Mo Semee—@s Relationship to FC
Asspciate M -
Relg¢ase o -
Abgrt o -
GetBerverDirectory (s} -
GetlogicalDeviceDirectory (s} -
GetlogicalNodeDirectory o -
GethlIDataValues The service is applicable with optionfal
FC: all except SE
GetpataValues M CFDGCST-MXSPEX
The service is applicable with FC:
all except SE
SetbataValues M The service is applicable with FC:
DC, CF, SV, BL, SP
GetpataDirectory o e e o B
GetpataDefinition o CE DG, ST MX,-SP, COEX -
GetbataSetValues M - The service should be applied only|to
those dataset elements with FC: al
except SE
SetDataSetValues o - The service should be applied only|to
those datasets elements with FC: D,
CF, SV, BL, SP
CrepteDataSet o The DataSetReference has no FC
associated but the elements that build|it
can be of any FC.
DeléteBataSet o
GetDataSetDirectory o -
Report o A Report can include elements of-any FC.
all except SE, See Note 1.
GetBRCBValues (a] BR -
SetBRCBValues o BR -
GetURCBValues (a] RRP -
SetURCBValues o RP -
AddSubseription" o RP BR
RemoveSubscription" fa} RPBR
GetLCBValues o L -
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SetLCBValues o LG -

GetLogStatusValues o L -

QueryLogByTime-* o A LogEntry can include elements of-any
FC: all except SE, See Note 2.

QueryLogAfter-* o A LogEntry can include elements of any
FC: all except SE, See Note 2.

Select o co -

SelectWithValue o co -

Cancel Qo co  —

Opgrate M co -

CommandTermination o co -

TimeActivatedOperate o co -

NOTE 1 Only the changes in the value of the elements defined in IEC 61400-25-2 with the TrgOp “dchg”, “qchg”,
“dupd” will generate events to send in the reports.

NOTE 2 Only the changes in the value of the elements defined in IEC 61400-25-2 with the TrgOp “dchg”, “qchg”,
“dupd” will generate events to be stored in the LOG.
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Annex C
(informative)

Relationship between ACSI defined in
IEC 61850-7-2 and IEC 61400-25-3

In the wind power plant automation, the requirements are similar but not exactly equal to the
ones defined in the substation automation system. The consequences of these differences are
that some of the ACSI classes defined in IEC 61850-7-2, to provide very specific functionality,

o pu | ol la Lo O oA 400 20 H
argmotrmeedea M tne TS O T4 0020 SeTes:

The following classes do not appear in the wind power plant:
— |Substitution-

— |Tracking.

— |Files: the IEC 61400-25 series will not specify how the file interchangey if needed, will|be
performed.

The following control blocks are not used in IEC 61400-25-3:

— |SGCB: Setting group control block. All the settings of the system will use the functional
constraint FC. That means that there will not be diffetent setting groups preconfigufed
inside the server.

— |GoCB: GOOSE control block. Control block of events of high priority between protectjion
device inside the substation.

— |MSVCB: Multicast sampled values coniroVblock.

USVCB: Unicast sampled values cantrol block

The¢ ACSI defined in the: Figure 3 of IEC 61850-7-2:2010 describes the relationship betwgen
the| different elements.that build the ACSI in the-substatien power utility automation arga.
Figure C.1 describes the relationship in IEC 61400-25-3.
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i Control Blocks |
Server ! 1
! Buffered ;
Report 1
1 i 0..n | control Block :0..n
1..n 1 1
: Unbuffered !
i i Report T
LoQIcaIDe‘"ce i 0..n | control Block :0..n
1 1
’ 1 : Log Control :0..n
: 0..n | Block :
1i.n 1 :0 n
1 i i
LogicalNode ] E :'o..n oG -
i !
1 i |
1 1
1 1
1 ! |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 I
1 |
1 I
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 | i
1 1
1 1 1
1 1
1 n T 1
- 0..n 1
0..n
DataObject <> DataSet
- >
~
T 1N
~
3 ~
[ 1.n ~ Influences
~
DataAttribate S . .
0..n Control Time
IEC
Figure C.1 — Conceptual service model of the ACSI
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Annex D
(normative)

ACSI conformance statement

D.1 General

The following ACSI conformance statements shall be used to provide an overview and details

ab

ut a device claiming conformance with ACSI:

to {

NO
ser
are

NO
con
con
chal

D.1

The basic conformance statement shall be as@wed in Table D.1.

ACSI basic conformance statement, N
ACSI models conformance statement, and %Q‘
ACSI service conformance statement (19'\
bpecify the communication features mapped to an SCSM. Ny

[E 1 The conformance statements of Annex D are abstract in the sense tha (}ACSI models and {
ices are mapped to application layer models, services, and protocols. Additi etails on the conformg
defined in the SCSM. %&

[E 2 For several features, the conformance requirement is |mpI|C|t|y (ﬁ)ned with the common data c

ained in IEC 61400-25-2 and IEC 61850-7-3 and the compatible logicdl-node classes and data object clag
ained in IEC 61400-25-2 and IEC 61850-7-4, for example, a TrgO ger option) of the value gqchg (qu
hge) of DataAttribute requires the support of the TrgOps (trigger o qchg of the BRCB or URCB.

P ACSI basic conformance statement QQ

Table D.1 - Bas@\:onformance statement

heir
nce

ass
ses
hlity

R Client/ Server/ Value/
A subscriber publisher commengs
Clignt-server roles \U
B11 Server side (of TWO-R. W ‘APPLICATION- - c!
ASSOCIATION)
B12 Client side (of T, -PARTY APPLICATION- c! -

ASSOCIATIOM

SCY

bM's supported\ C)

B25 SCSMSTEE 61400-25-4:2008, Annex A (web
senwces
B2d | §ESM: IEC 61400-25-4:2008, Annex B (OPC
( ¥ML-DA)
\¥;
B27] \M SCSM: IEC 61400-25-4:2008, Annex C (ISO 9506
mms)
B28 SCSM: IEC 61400-25-4:2008, Annex D
(IEC 60870-5-104)
B29 SCSM: IEC 61400-25-4:2008, Annex E (DNP3)

¢! shall be ‘M’ if support for logical-device model has been declared.

D.3 ACSI models conformance statement

The ACSI models conformance statement shall be as defined in Table D.2.
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Table D.2 — ACSI models conformance statement

Client/ Server/ Value/
subscriber publisher comments
If Server side (B11) and /or Client side (B12) supported

M1 Logical device c? c?
M2 Logical node c? c3
M3 Data c* c*
M4 Data set cw’ cw!
M5 —— S S -

Reporting \Q
M7 Buffered report control (0] (0] Qy
M7{1 sequence-number ,\(Q i
M7+ report-time-stamp (‘Q) N
M743 reason-for-inclusion O%.V

Y
M7-4 data-set-name A
M7+ data-reference a’ v
M7 buffer-overflow )
M747 entrylD (-'\V‘
M7 BufTm (\')
M7l IntgPd &
A
m7dio Gl BN
M7411 conf-revision Q -
. A g
M8 Unbuffered report control Ve (0] (0]
N
M8{1 sequence-number AN
M8 report-time-stamp 5\\)’
M8 reason-for-inclusion R Y
M8-# data-set-name &\"
M8+ data-reference ‘\\Q)‘
M8 BufTm A
N
ms 7 IntgPd oY
N N

M8 Gl R §0
M8 conf-revision

Logging }\
M9 Log cont;_oO 0 0
Mot IntgPd \J
M1 Logh\Y 0 0

Cofityol
M1 {-‘Yeontrol 0 cw?
For| {I@; s
M16 S Fime S vi Fime—sotrce

with required
accuracy shall
be available

c? shall be ‘M’ if support for logical-node model has been declared.
c®  shall be ‘M’ if support for data model has been declared.
c*  shall be ‘M’ if support for data-set, Substitution, Report, Log Control, or Time model has been declared.

cw! shall be ‘M’ if support for Report has been declared and if SCSM supports dataset.
cw® shall be ‘M’ if a control object is supported.

M-Mandatory
O-Optional
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D.4 ACSI service conformance statement

The ACSI service conformance statement shall be as defined in Table D.3 (depending on the
statements in Table D.1 and in Table D.2). The conformance statement for time resolution
and accuracy of data shall be as defined in Table D.4.

Table D.3 — ACSI service conformance statement (71 of 2)

Services Client/ Server/ Comments
subscriber publisher
Serler (see 9.3) \\
S1 GetServerDirectory o} cw’ ‘ O}/
S
cw?| If this service is supported by the SCSM then the service shall be mandatory. r\<9
Application association (see 9.2) QQ N
S2 Associate M M Oj'v
S3 Abort cw?* o’
7
4 3

S4 Release cwW c\\J%N
cw?| If these services are supported by the SCSM then either the Abort or the R e request shall be supported

by the client. Additionally, the client must understand the abort request d%g

red by the server.

Lodical device (see 9.4)

e

Vi
S5 GetLogicalDeviceDirectory ‘ Q\\V | cw? ‘
Lodical node (see 9.5) </ O
: . S
S6 GetLogicalNodeDirectory OQ O cw?
S7 GetAllDataValues \\\\‘ o ow?
Datp (see 9.6) n\v
S8 GetDataValues X o M
S9 SetDataValues N\ 0 0
; N 3
S10 GetDataDirectory A O cw
S11 GetDataDefinition %’ o ow?
AN
D\
Datp set (see 9.7 N
LD NS
s19 GetDataSetValues’ o ow?
13 SetDataSetyalues o o
s14 CreatqD3tdSet 0 0
E &@DataSet 0 0
S14 tDataSetDirectory 0 cw?
Rep ortil}gﬁz&s)
\ 5 5
S24 \g/ Report cw cw
S24-1 data-change (dchg)
S24-2 ochg-change (qchg)
S24-3 data-update (dupd)
S25 GetBRCBValues cw® cw®
S26 SetBRCBValues (0] (0]
S28 GetURCBValues cw® cw®
S29 SetURCBValues (0] (0]
cw® If these services are supported by the SCSM, support shall be declared for at least one (BRCB or URCB).
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Table D.3 (2 of 2)

Services Client/ Server/ Comments
subscriber publisher
Logging (see 9.9)
Log control block
S30 GetLCBValues cw? cw?
S31 SetLCBValues o o
Log
S32 QueryLogByTime cwb cw? \Q
V'
S33 QueryLogAfter cwb cw’ P Q‘
-
S34 GetLogStatusValues ow? ow? '\‘)
cw®| If these services are supported by the SCSM, support shall be declared for at least one (@\e)ryLogByTime or
QueryLogAfter). ¢
Corjtrol (see 9.10) (]‘/O'
s51 Select M 0
S52 SelectWithValue M "o
Vad
S53 Cancel o A° o
oV
54 Operate M \{(/ M
S595 Command-Termination Mé\ (0]
S56 TimeActivatedOperate <\(6 O
S57) TimeActivatedOperateTermination \QVO O
N
Tab\lf\@A - Time
X
Services $ Client/ Server/ Comments
‘\Q subscriber publisher
-~
Time (IEC 61850-7-2:2010 6.1.2.9) x"O
T1 Time resolution of interna k Nearest neggtive
’\\ power of 2|in
C) seconds
T2 Time accuracy czf}@te’rnal clock TO (10 mq)
C)O T1 (1 ms
“\‘\ T2 (100 p$)
& T3 (25 ps|
\UJ T4 (4 us
‘</~) T5 (1 us
T3 AN StpperteaHmestampresottten Nearest-vatde of
2#x(—n) in
seconds
according to
IEC 61850-7-
2:2010,
6.1.2.9.3.2

NOTE The time resolution and accuracy of data available in the IED but retrieved from and time stamped in other
devices is out of the scope of this table and may be different from what is defined in this table.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

WIND TURBINES -

Part 25-3: Communications for monitoring
and control of wind power plants —

—____________Information exchange models
FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
bll national electrotechnical committees (IEC National Committees). The object of |[EC~is to pron]
nternational co-operation on all questions concerning standardization in the electrical and-electronic fields
his end and in addition to other activities, IEC publishes International Standards, Technical Specificati
Technical Reports, Publicly Available Specifications (PAS) and Guides (heredfter’ referred to as

Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intere
n the subject dealt with may participate in this preparatory work. International, governmental and i
bjovernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates clo
ith the International Organization for Standardization (ISO) in accordancé with conditions determined
pgreement between the two organizations.

The formal decisions or agreements of IEC on technical matters expréss, as nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical”committee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for interfational use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts arezmade to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
Mmisinterpretation by any end user.

n order to promote international uniformity, IEC_National Committees undertake to apply IEC Publicat
ransparently to the maximum extent possiblesin-their national and regional publications. Any diverg¢g
between any IEC Publication and the corresponding national or regional publication shall be clearly indicate]
he latter.

EC itself does not provide any attestation”of conformity. Independent certification bodies provide confor
pssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independent eertification bodies.

All users should ensure that they 'have the latest edition of this publication.

No liability shall attach to IEC jor its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
pbther damage of any.nature whatsoever, whether direct or indirect, or for costs (including legal fees)
Expenses arising out™of the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

ndispensablé)for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subjeq
batent fights. IEC shall not be held responsible for identifying any or all such patent rights.
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Attention is drawn+to the Normative references cited in this publication. Use of the referenced publicationfs is
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rnational Standard IEC 61400-25-3 has been prepared by IEC technical committee

Wind turbines.

The text of this standard is based on the following documents:

FDIS Report on voting
88/540/FDIS 88/552/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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This second edition cancels and replaces the first edition published in 2006.

The scope of revision includes:

Harmonization with service models in Edition 2 of IEC 61850-7-2.

Reduction of overlap between standards and simplification by increased referencing.

This edition includes the following significant technical changes with respect to the previous
edition:

a)
b)

c)

Te
ha

Al
on

Thi
the)

related to the specific publication. At this date, the publication will be

chnical issues (“Tissues”), as collected by the IEC 61400-25 users greup USE61400-

the IEC website.

e committee has decided that the contents of this publieation will remain unchanged u

AdJJ SUDSCrIption ana remove SUuDSCIIption services nave bpeen removed.

Tables in Clause 9 indicating expected services have been replaced by tables in.a 1
Annex D including ACSI conformance statements for clients and servers.

ew

Technical issues (“Tissues”) for IEC 61850-7-2 edition 2 have been considered and

changes have been made accordingly.

e been considered, but no technical issues were registered for edition|1.

PS5,

st of all parts of the IEC 61400 series, under the general title Wihd turbines, can be fodind

stability date indicated on the IEC web site under)"http://webstore.iec.ch” in the d

reconfirmed,
withdrawn,
replaced by a revised edition, or

amended.
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PORTANT - The 'colour inside' logo on the cover page of this publication indicat
thdt it contains colours which are considered to be useful for the corre

Herstanding of itswcontents. Users should therefore print this document using
our printer.
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INTRODUCTION

The IEC 61400-25 series defines communications for monitoring and control of wind power
plants. The modeling approach of the IEC 61400-25 series has been selected to provide
abstract definitions of classes and services such that the specifications are independent of
specific protocol stacks, implementations, and operating systems. The mapping of these
abstract classes and services to a specific communication profile is not inside the scope of
this part (IEC 61400-25-3) but inside the scope of IEC 61400-25-4.

This part of IEC 61400-25 defines services of the model of the information exchange of

intglligent electronic devices in wind power plants. The services are referred to as the abstract
munication service interface (ACSI). The ACSI has been defined so as to be independent

co
of

Th

Th
the

Th
VEL:
1€

NO
or g
leaq
fron
defi

NO
seri
HoV
(mil

he underlying communication systems.

e information exchange model is defined in terms of

a hierarchical class model of all information that can be accessed,
information exchange services that operate on these classes,

parameters associated with each information exchange service.

cooperation of the various devices.

bse abstract service definitions are mapped into concrete object definitions that are to
d for a particular protocol. Mapping to specific protocol stacks is specified
61400-25-4.

[E 1 Abstraction in ACSI has two meanings. Firstlyf enly those aspects of a real device (for example, a rd
real function that are visible and accessible ovér, a communication network are modelled. This abstrag
s to the hierarchical class models and their behayviour defined in IEC 61400-25-2. Secondly, the ACSI abstr.
the aspect of concrete definitions on how the devices exchange information; only a conceptual cooperatio
hed. The concrete information exchange is-defined in IEC 61400-25-4.

[E 2 Performance of the IEC 61400-25 series implementations are application specific. The IEC 6140

ever, there is no underlying limitation in the communications technology to prevent high speed applica
isecond level responses).

p ACSI description technique abstracts away from all the diffefent approaches to implemgnt

be
in

tor)
tion
hcts
n is

-25

es does not guarantee a certain levelrof performance. This is beyond the scope of the IEC 61400-25 sefies.

tion
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WIND TURBINES -

Part 25-3: Communications for monitoring
and control of wind power plants —
Information exchange models

Th

cof
cof
sel

Th
sef
of

Scope

p focus of the IEC 61400-25 series is on the communications between wind power plant
hponents such as wind turbines and actors such as SCADA system$) Internal

hmunication within wind power plant components is outside the scope of the(IEC 61400
ies.

25

e |EC 61400-25 series is designed for a communication environment ‘supported by a clignt-

ver model. Three areas are defined, that are modelled separately-i0 ensure the scalab

lity

mplementations: (1) wind power plant information models, (2) information exchange model,
and (3) mapping of these two models to a standard communication profile.

Th
to

b wind power plant information model and the infotmation exchange model, viewed

ether, constitute an interface between client and server. In this conjunction, the wind po

plant information model serves as an interpretation/frame for accessible wind power pl

data. The wind power plant information model is{used by the server to offer the clienrr a

uniform, component-oriented view of the wind power plant data. The information excha
moldel reflects the whole active functionality of<the server. The IEC 61400-25 series enahles
connectivity between a heterogeneous combination of client and servers from different
majnufacturers and suppliers.

As

depicted in Figure 1, the IEC 61400425 series defines a server with the following aspect

information provided by a wind-power plant component, e. g., “wind turbine rotor speed
“total power production of\ia certain time interval” is modelled and made available
access. The information’ modelled in the |EC 61400-25 series is defined
IEC 61400-25-2;

services to exchange values of the modelled information defined in IEC 61400-25-3;

ver
ant

ge

o

or
for
in

mapping to a(communication profile, providing a protocol stack to carry the exchanged

values from the'modelled information (IEC 61400-25-4).

Th
an

e |EC 61400-25 series only defines how to model the information, information excha
mapping to specific communication protocols. The IEC 61400-25 series exclude

ge
a

deflinition 'of how and where to implement the communication interface, the application
prdgram interface and implementation recommendations. However, the objective of the

IEC©6T400-25 series I1s that the Information associated with a single wind power plant
component (such as a wind turbine) is accessible through a corresponding logical device.

This part of IEC 61400-25 specifies an abstract communication service interface describing

the

information exchange between a client and a server for:

data access and retrieval,

device control,

event reporting and logging,

self-description of devices (device data dictionary),
data typing and discovery of data types.
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Communication model of the IEC 61400-25 series

i Client

Information exchange
model (get, set, report,
log, control, publish /
subscribe, etc.)

Messaging
through mapping
to communication

profile (Read,
write, ... message)

Server

Information exchange
model (get, set, report,
log, control, publish /
subscribe, etc.)

defined in

IEC 61400-25-3

]
1
i H
i :
1 1
| :
| H
i
= s
............ ! o
| d i defined in H defined in
! Actor ! ! IEC 61400-25-3 ! EC 51400-25-1
1 e.g. ' | - :
| SCRDR | T 5 +
' 1 I [
' 1 1 r 1
1 | 1 ]
1 1 I [
: Lo :
1
H | ! V\ﬁnMr plant H
H deczseesii.  information model E
i A, 1T s defined in :
et oo
Application i IEC §1400-25-2 | !
. 1 —— H
- :‘:’,‘ R Em E
~-lzsdaszples i
Qutside 1 H
scape H i
\ i

L Wind paier
: plant

Wind power !ant

information model

(rotor speed, break _ =~ ¢

status, total power“'*-—— e
production, etc.)

defined in -
P

IEC 61400-25-2 g%.

’

Figure 1 — Conceptual communication model of{the IEC 61400-25 series

T COTEOTTeTIt

: e.g. wind turbirfe

A -
]
s 1
: ; &

____

Qutside
scope
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2 | Normative references

The following documents, in whole or in part, arexnormatively referenced in this document @nd
arg indispensable for its application. For datedreferences, only the edition cited applies. fFor
undlated references, the Ilatest edition-“of the referenced document (including &@ny
amendments) applies.

IEQ 61400-25-1, Wind turbines — Part 25-1: Communications for monitoring and contro] of
wirld power plants — Overall desegfiption of principles and models

IEG 61400-25-2:2015, Wind\turbines — Part 25-2: Communications for monitoring and confrol
of wind power plants — Information models

IEQ
of

IEC
Pa
inté

prface)(ACSI)

L 61400-25-4:2008, Wind turbines — Part 25-4: Communications for monitoring and confrol
vind power plants — Mapping to communication profile

61850¢752:2010, Communication networks and systems for power utility automation —
t 7-2+-Basic information and communication structure — Abstract communication service

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61400-25-1 as well
as the following apply.

3.1

control object
data object instance of a controllable data object class who’s ctiIModel DataAttribute is not set

tO “

status-only”
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4 Abbreviated terms

ACSI Abstract Communication Service Interface (defined for example in IEC 61850-7-2)
FCD Functionally Constrained Data

FCDA Functionally Constrained Data Attribute

IED Intelligent Electronic Device

IEM Information Exchange Model

LCB Log Control Block

LD L agical Device

LN Logical Node

LOG Log

LPHD Logical Node Physical Device

RdB Report Control Block

SQADA Supervisory Control and Data Acquisition

SgSM Specific Communication Service Mapping (defined for example in IEC 61850=8-1)
SG Setting Group

WRP Wind Power Plant

Wi Wind Turbine

XML Extensible Mark-up Language

GUl Graphical User Interface

5 | General
This part of IEC 61400-25 provides the infornmation exchange models that can be applied by a
clignt and a server to access the content and structure of the wind power plant informafion

model defined in IEC 61400-25-2.

C

’-

(e

majnagement functions.

Clduse 7 introduces the infotmation exchange models for operational functions: authorisati
control, monitoring, and reporting and logging.

Clguse 8 gives an overview of the information exchange models for management functions.

Clguse 9 proyides the details of the services for the following service model classes:

Application association,

Server class,

use 6 gives an overview of the infermation exchange models for operational functions and

1 : LN H 1 L A 4l LE
LOUyiLal DTVILT Llidoo (TTUITVT T STIT=

description—ete;

Logical Node class (retrieve the self-description, etc.),

Data class (get values, set values, retrieve the self-description, etc.),

DataSet class (get values, set values, create data sets, retrieve the self-description, etc

Report Control Block class (get attributes, set attributes, report, etc.),

2,

Log Control Block and Log classes (get attributes, set attributes, retrieve log entries, etc.),

Control class (select, operate, etc.).

Annex A provides examples of the reporting and logging services required.

Annex B provides relationship between ACSI services and functional Constraints.
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Annex C provides relationship between ACSI defined in IEC 61850-7-2 and IEC 61400-25-3.

Annex D provides ACSI conformance statements for clients and servers.

6 Information exchange models overview

The information exchange models provide services for communication functions that are
grouped as follows:

o Operatiomatfunctiors;

o |Management functions.

These two groups are introduced and described in more detail in Clause 7 and 8.

The¢ mandatory services for each information exchange model are cindicated in fhe
cofresponding service tables in Clause D.4.

An|instance of the wind power plant information model of a wind pawer plant (logical device,
Iogkcal node, data, data attributes and control block objects) shall\be accessed by instanges

of the information exchange models listed in Table 1. The figst two columns of the table
enlimerate the functional groups and their information exchange models, which are summdrily
degcribed in the third column. The fourth and fifth columas identify which data kinds and
trapsfer principles are applicable for each information*exchange model. The last coluymn
indjcates the ACSI service models used for the corresponding information exchange model$.
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Table 1 — Information exchange models

Functional Information Short Information categories Transfer ACSI
group exchange description principles service
model models
Authentication and
Authorisati restriction of Dat: transdfer
uthorisation on deman
i to | and Short text messages ASSOCIATION
(see 7.2) operational an Command
management transfer
functions
i oomirand
Setpoints transfer
Control Control of Commands Set point CONTROL
(see 7.3) operational devices | pgrameters transfer
Parameters
transfer
Measured Data
Processed data
(Average Values,
. Min/Max)
N~
® Status
(2]
)
< Alarms
o LOGICAL-
9 Events DEVICE
» o Monitoring of Timer
= Monitoring current data and II:I(())GDlECAL_
_g (see 7.4) chang;_a of ?zta _of Counter.
= operational devices / DATA
> Setpoints Periodic data
Q.
o Rarameters transfer (all DATA-SET
data or only
Time Series Data (i.e. data that has EEEQ?S_ED'
Alarm/Event Log, changed since co O-
Command Log, Setpoint | last transfer) NTROL
Log) Data transfer EEEBE?ERED'
(Analogue Values, on demand CONTRO-L
Binary Values) .
Event driven LOG
Histories (Logs) data transfer
(spontaneous) | | oG-
- o Reports CONTROL
. rigger controlle iati
Rep(_)rtlng and continuous Statistics (see Clause $
logging scanning and Curves for details of
recording of values the ACSI
(sea 74 and events Trends services)
Events
Short text messages
) ) Monitoring, and
Diagnostics Self-monitoring of | reporting and logging
daas o informatinn atoaars
— (566 8.5) devices information-categories
[ce]
o apply
2 User and
o access Setting up users,
© management access rights and System specific
b monitoring access
~ (see 8.2)
c
e Setup Device
o configuration System specific
@ (see 8.3) management
s .
b= Time

synchronisation

(see 8.4)

Synchronization of
device clocks

SCSM specific
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The information exchange models shall be realised by the corresponding ACSI models and
associated services (as depicted in the last column in Table 1). The intent of the table is to
give an overview applying the commonly used terminology of the wind power plant domain.

7 Operational functions

71 General

The information exchange models for operational functions described in Clause 7 are as
follaws-

e |association and authorisation model,
e |control model,

e |monitoring, reporting and logging model.

Functional constraints of the ACSI services are specified in Annex B.

7.2 Association and authorisation model

The intention of the association and authorisation model is to provide a secure informatLon
ex¢hange via an association between a client and a server"The model provides client
authentication and controls the access to server functions.~The conceptual mechanisn is

shgwn in Figure 2.

client /‘ server
e association

| local authorisation / N
’ )
! / association requesl\
initiate remote ] s check requested
authorisation ! \ authorisation

association opened
(or denied)

]

wait for confirmation

granted

A}
)
\
1
\
L}
H
\ Grant
'
i ready to
H receive requests
H
h
1
1
1
1
H

v

operational information

operationalinformation

exchangé (Get, Set process requests from

Contrdl, 57 1y ; client
T -
1 1
\ ’
o need to \ /!
communicate % e l
, \ close association/ |
[ Z ‘: close association

close association |

IEC

Figure 2 — Association and authorisation model (conceptual)

The requirements to be fulfiled by an association between a client and a server are as
follows:

— authentication: determining the identity of the users/client,

— authorisation and access control: ensure that the entity has the proper access rights (a
minimum is to provide a user name and a password),

— integrity: messages and the computer infrastructure are protected against unauthorised
modification or destruction,
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— confidentiality: objects of the wind power plant information model are protected and only
disclosed to appropriate users/clients,

— non-repudiation: preventing a user/client involved in a data exchange from denying that it
participated in the exchange,

— prevention of denial of device: preventing a client/server from blocking access to
authorised users.

The real services of the authorisation model are provided by the specific mappings given in
IEC 61400-25-4. Based on the specific mapping selected, the actual level of security and the
specific services supported might be different.

7.3
7.3.1
The

Control model

General

control model defines the information exchange for operating commands. The control

moidel can only be applied to control objects, i.e. to data object instances-of a controllaple

common data class (e.g. SPC, INC) whose DataAttribute “ctiModel” is not'set to “status-onjy”.
b control model is mainly used to change the status of a device (e@.’stop/start Turbine
Change the value of a set point or parameter. The conceptual,méechanism of the confrol

Th
to

model is shown in Figure 3.

client

SelectWithValue

server

F——————————————

or

Figure 3 — Control model (conceptual)

1
1
1
initiate control check validity; 1 SBO;
command reserve access to control | optional
< object for requesting !
D Ok client i
1
1
1
I S I S R L
v Operate v
[TimeActivatedOperate]
issue control < check validity;
command Ok [OK] process control [Time
< command Activated
| [TimeActivatedOperate [check validity, activate Operate;
Termination] tlmgr & wait until timer optional]
expires, process control
command]
| 12,
\4 1
< |
Report supervise requested ::2233&?_0
status or value change :optional’
- Command '
termination

IEC

NOTE The control model with its state transitions and services is described in more detail in IEC 61850-7-2:2010
(Clause 20).
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IEC 61850-7-2:2010 describes different models for the control object:

direct control or select before operate (SBO),
normal security or enhanced security,

and as an extension

operate or time activated operate.

The value of the control object’s dataAttribute “ctiModel” determines which of the supported

mo

dels can be applied to the control object

Trs

7.3

cking of the control services is beyond the scope of this standard.

.2 Direct control / Select before operate (SBO)

With direct control, the control object shall not be selected before sending the “Operate” |(or

“Ti

meActivatedOperate”) command.

With SBO, the control object shall be selected before sending the “Operate” |(or

“Ti
che
des

meActivatedOperate”) command. On receipt of a “SelectWithValue” request, the serper
cks the validity of the command, issues a positive “SelectWithValue” response and starfs a
elect timer. The access to this control object is now restricted to this client and to the

requested action. The control object will be deselected “for example if the deselect timer

exf

7.3

Within one control sequence, either Operate QR)TimeActivatedOperate shall be used.

On
pOS

Thq
an
“Ti
tim
sel
ter

7.3

ires or if the client sends a “Cancel” command.

3 Operate / TimeActivatedOperate

receipt of an “Operate” request, the server checks the validity of the command, issuep a
itive “Operate” response and starts{0'process the requested action.

b “TimeActivatedOperate” command contains in addition a parameter “operTm” that hqglds

absolute time at which. the command shall be executed. On receipt of| a
meActivatedOperate” request, the server checks the validity of the command, activatep a
er and issues a positive “TimeActivatedOperate” response. At the specified time, the
ver will automatically start to process the command and issue a “TimeActivatedOperdte”
mination.

.4 Normal'security / Enhanced security

With normal security the requested status or value change may optionally be reported by the

Re

port .Service (see 7.4). If enhanced security is supported, the server supervises fhe

se

reﬂlvjested change of the status or value. As soon as the status or value has changed, the

er‘uses the Report service to report the new status or value (stVal) to the client §nd

issues a “CommandTermination” request.

7.4

Monitoring, reporting and logging model

The conceptual information exchange models for monitoring, reporting and logging are shown
in Figure 4. The models comprise three independent information retrieval methods:

1)

2)

Values can be retrieved on demand by a client (upper part of the figure). This is commonly
known as Get or Read; the response will be transmitted immediately.

Values can be reported to the client, following a publisher/subscriber reporting model (in
the middle of the figure). The server is configured (locally or by means of a service) to
transmit values spontaneously or periodically. The client receives messages (reports)
whenever trigger conditions are met at the server. The publisher/subscriber model may
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buffer events in case the communication link is down and transmit all buffered events in
sequence once the link is operating again, in case of a buffered report. In the case of an
unbuffered report, the delivery of events, in the case of a communication link failure is not
guaranteed.

3) Values can be logged at the device. The logging model (at the bottom of the figure) allows
buffering and delivery of events in correct sequence. Logging values from multiple
sources of data (via configuration of Data Sets) may be logged and each source can be
configured independently of other sources. The client can query the log for entries
between two timestamps or for all entries after a certain entry.

The |ch|ti||9 atrel :uyyilly modetsinctade:

a) |a Data Set class (DS), for referencing groups of data to be logged or reported,

b) |a Control Block class (report control block class or log control block class), fofrgontrolling
the dynamic behaviour of the information logging or reporting, and

c) |a Log class, for definition of log storage.

client server

request values,
receive values,
process values locally

send values
on demand

values on demand

subscribe to receive values establish and

enable subscription

monitor values for

initiate subscription

wait for values,

receive values,
process and/or

values on_change or event

change (periodic),
produce events and

display values locally

periodic values

send values

send values to

subscriber periodically

!

RemoveSubscription

| disable subscription I

query values
of-a time-series

query time-series values

I disable subscription

of data values
process values locally

values

LOG value
value

time

IEC

Figure 4 — Monitoring, reporting and logging model (conceptual)

The retrieval methods have the characteristics given in Table 2.
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Table 2 — Comparison of the information retrieval methods

Retrieval method Time-critical Can lose Multiple Last Typical client
information | changes (of clients to receive change of (but not
exchange sequence) information data stored exclusively)
by
Data on demand NO YES YES - Browser
Unbuffered YES YES YES - Real-time GUI
reporting
Reporting
Buffered YES NO YES Server Data concentrator
rnpnrﬁng
Lopging NO NO YES Client Plant operation,
engineeéripg
stations

Ea¢ch of the retrieval methods has specific characteristics. There is no single method that

re
compliant with the IEC 61400-25 series.

8 | Management functions

8.1 General

mejets all application requirements. During system design, the designéryshall analyse the
(Eirements and check them against the (implemented) methods- provided by a delice

The¢ management function models described in_Clause 8 are used to set-up or evdlve

an
syqtem. The management function models desecribed are as follows:

e |user management/access security model,
o [setup model,
e |time synchronisation model,

e |diagnostic (self-monitoring)imodel.

Functional constraints of the' ACSI services are specified in Annex B.

8.2 User management/access security model

Apgrt from the.service requirements given in 7.2, these functions
specific issué¢

8.3 ,Setup model

(mxintain) a system. The system configuration and maintenance functions include the setiing
changing of configuration data and the, retrieval of configuration information from the

are an implementatipn-

A bt framn thn cnrmiinn ranilrAamaANte A AN 1 7 O
p—lll. T Ot C—SC v iICC— oot rto—grveT—T——=;

specific issue.

8.4 Time synchronisation model

The synchronisation of the various clocks in a system is a matter
selected and is specified in IEC 61400-25-4.

8.5 Diagnostic (self-monitoring) model

r—molementatibn-

of the specific mapping

The diagnostic or self-monitoring functions are intended for detection of the system status for
example if a device is fully operational, partially operational, or not operational. The diagnosis
information is defined in the logical node LPHD defined in IEC 61400-25-2.



https://iecnorm.com/api/?name=60991671d5f9a9d635baf5c97b4a0be7

IEC 61400-25-3.2015 © IEC 2015 -17 -

9 The ACSI for wind power plant information models

9.1 General

The information exchanges models specified in Clause 7 and 8 create an overview of the
models required to be compliant with the IEC 61400-25 series. Clause 9 contains the detailed
description of all service required.

The basic information exchange models are depicted in Figure 5, illustrating the various
components of the ACSI services. This figure is used to provide a narrative description of how
a typical device inferacts with the ouiside world using these services.

Server
Logical device Ol
g Get/Set >| nameplate, health Logical node
O, I
Logical Node ey
[ Get/Set }
Data  Lreczzosge -
| o o o e - - -
* Data
Report control block " | _ _ _ _ ______ ) _ set
Report b
(values on change, [’
event, periodil
Log control block 3
= = =] =ty
A =
| Authorisation | | Time synchronisation
= = = = = reference <:> bidirectional information exchange
emmmmmmmmnnnsans data flow l:> unidirectional information exchange

IEC

Figure 5 — Conceptual information exchange model for a wind power plant

Thespecification in Clause 9 provides a high level definition of services. The normalfive

9.2 Services of association and authorisation

The application association model consists of provisions on how the communication between
the various types of devices is achieved. The model comprises:

e class definitions of associations, and

e access control concepts (how to restrict access to instances in a server).

The application association model defines the services provided for managing associations
between client and server (two-party application association).

NOTE The details of an application association model are defined in the SCSMs.
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The access control model provides the capability to restrict the access of a specific client to
class instances, class instance attributes, and ACSI services acting upon class instances of a
specific server.

The services for two-party-application-association class are listed in Table D.1.

The details of the two-party-application-association class services shall be as defined in
Clause 8 of IEC 61850-7-2:2010.

the
Ces
malde visible and thus accessible to the requesting client by the addressed serveras shown in
Table D.3.

The details of the GenServerClass services are defined in Clause 7 of IEC61850-7-2:201(Q. It
is to be noted that within this standard “logical-device” is the only|valid value for the
patameter ObjectClass.

9.4 Services of GenLogicalDeviceClass

A Ipgical device (for example, a wind turbine controller) is<a collection of logical nodes (for
example, rotor, transmission and generator). The logical device can be browsed to get the
ObjectReferences of all logical nodes it contains as shown in Table D.3.

The¢ details of the GenlLogicalDeviceClass services shall be as defined in Clause 9| of
IECG 61850-7-2:2010.

9.9 Services of GenLogicalNodeClass

A logical node (for example, a transgmission) is a collection of data objects (for example,
trapsmission gear temperature).

Usllrr:g the service GetLogicalNodeDirectory, the logical node can be browsed to get the
naies of all instances of a requested ACSIClass. Within the IEC 61400-25 series valid valjies
for|the ACSIClass are restricted to data object, DATA-SET, BRCB, URCB, LCB and LOG.

A ¢lient shall use~the GetAllDataValues service to retrieve all data attribute references and
thefir values (having the same FunctionalConstraint) of all data objects made visible and thus
acgessible torthe requesting client by the referenced logical node.

The details of the GenlLogicalNodeClass services shall be as defined in Clause 10| of
IEC 61850-7-2:2010.

9.6 Services of GenDataObjectClass

A data object (for example, status of a rotor) is a collection of data attributes (for example,
actual status value, quality, timestamp).

The attribute values of data objects (i.e., its data attributes) can be set or retrieved by using
the services GetDataValues or SetDataValues as shown in Table D.3.

A client shall use the GetDataDirectory service to retrieve the list of all data attribute names
of the referenced data object.

A client shall use the GetDataDefinition service to retrieve the complete list of all data
attribute definitions of the referenced data object.
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The details of the GenDataObjectClass services shall be as defined in Clause 11 of
IEC 61850-7-2:2010.

EXAMPLE GetDataValues “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f[MX]” returns the floating point value of
the current value.

9.7 Services of DataSetClass

A data set is an ordered set of ObjectReferences to data objects (FCDs) and/or data
attributes (FCDAs). All contents of data sets can be set or retrieved by using the services
shgwn 1 Tabie D-3. INStances of data Sets can be USed by Teport contror biocks 1o spegify
whi|ch data to be monitored and reported depending on some specific criteria (defined with the
daffa or the report control block respectively).

The¢ details of the DataSetClass services shall be as defined in ,Clause 13| of
IEC 61850-7-2:2010.

9.8 Services of ReportControlBlockClass

A fleport control block provides the mechanism for spontaneouslyyreporting data values|on
specific criteria (for example, on change of value, on change of.quality information or simply
petliodically). The behaviour of a report control block is determined by the values of|its
attfibutes (for example, enable/disable reporting, use of/sequence number). The regort
control block references an instance of a data set. The ‘attributes of an instance of a regort
control block can be set or retrieved by using the services’shown in Table D.3.

In |addition to reporting, the BRCB (BUFFERED-REPORT-CONTROL-BLOCK) provides the
functionality to prevent loss of events even if the*communication is temporarily interrupted [by
usipg sequence-of-events). With the URCB(UNBUFFERED-REPORT-CONTROL-BLOCK) events
will be lost in case of communication interruption.

The details of the ReportControlBlockClass services shall be as defined in 17.2] of
IEC¢ 61850-7-2:2010.

The¢ basic reporting mechanism is shown in Figure 6. The buffered and unbuffered reporiing
starts with the configuration) of the report control blocks. The reporting starts with setting}he
en{ ing
me

ble buffered RCB attribute to TRUE; setting it to FALSE stops the reporting. The repor
hods are simple,and provide an efficient way to spontaneously transmit changes.
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client

configure buffered RCB

initiate subscription

server

enable buffered RCB

establish and
enable subscription

report values

wait for reports,
receive reports

monitor values of

members of data set

continue monitor

1

1

1

1

T

1

1

1 -
! association lost
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1

1

1

1

1

association available

values of members
of data set and

buffer values\i
continue reporting

*sequence-of—events (SoE)

l

| disable subscription |

| disable buffered RCB

(buffered and new)

| disable subscCription

9.9 Services of LogControlBlockClass and LogClass

Figure 6 — Buffered report control block(- conceptual

IEC

A Ipg control block provides the mechanism for logging data values on specific criteria (&.g.
on|change of value, on change of quality information, on updates of a counter, or simply
petliodically) to a log. The behaviour of a log.control block is determined by the values of|its
attributes (e.g. enable/disable logging). The dlog control block references an instance of a dpta

setl The attributes of an instance of a log{control block can be set or retrieved by using

sernvices shown in Table D.3.

the

The log provides the query services to retrieve data values. The attributes of an instance qf a
log|can be retrieved by using the ‘'services shown in Table D.3.

The services QueryLogByTime and QueryLogAfter shall provide — as a specialisation of

the

log| as defined in 17.3_of IEC 61850-7-2:2010 — a filter parameter to select one or mpre
functionally constrajned data (FCD) or functionally constrained data attribute (FCDA) of a dpta

object to be queried:

The details_of*the LogControlBlockClass and LogClass services shall be as defined in 17.
IEG 618505742:2010.

The¢ SDataFilter according to Table 3 shall

be added to the QueryLogByTime

(&%)

of

Q ] A £4 4
uet YyECUUATICT TCTYUTOS1S,

Table 3 — Data filter

DataFilter [0..n]

data filter ObjectReference

The parameter DataFilter shall specify the functionally constrained data (FCD)

or functionally constrained data attribute

If the data filter parameter is not included [0] then no data filtering is applied.
Only the RangeStartTime parameter together with the RangeStopTime or Entry

parameters are used to select the DATA.

(FCDA) of a DATA.
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The parameter ListOfLogEntries of the QueryLogByTime response and QueryLogAfter
response shall contain the list of log entries that are (1) selected by the DataFilter and that
are (2) in the range as specified with the parameters RangeStartTime and RangeStopTime of
the service request.

NOTE The filter parameter allows to reduce the amount of information to be returned considerably.

Figure 7 shows an example of a log and three log control blocks. The first step is to establish
an association with the server and to configure and enable log control blocks. After enabling

ler,

therefore allowing retrieval of a sequence-of-events (SoE) list.
client configure LCB server
initiate logging of a enable LCB establish and
single LCB association closed enable a LCB /_ reference

e~y 160 o
query log entries _ Set

association opened

Data}
Set

get log status values

query log by entry/time

ListOfLogEntries

1
l +sequence—of—events (SoE)

idable LCB
| disable a LCB i duable LC =}

IEC

Figure 7 — Log control block — conceptual

The log is enabled atsany time, which means that log entries will be added to the log whether
thefre are any client\associations open or not. The different log control blocks allow controlling
storage of information from different data sets. Each log control block is independent of the
othier control bfocks.

9.10 Services of ControlClass

A dontrol class provides the mechanism to control functions and real devices represented bjy a
server.

The control class provides the services shown in Table D.3.

The details of the ControlClass services shall be as defined in 20.5 of
IEC 61850-7-2:2010.
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Annex A
(informative)

Examples of reporting and logging services

A.1 Reporting example

A report service example is shown in Figure A.1. The values to be reported are derived from

the

Th

% ” Oth
a attributes and data objects. The position of each member in the DataSet is defined|as
wn and known by both the client and server.

his example, the report carries only the values that have changed since the last repor
same data. The next value change will trigger a new report carrying the new-value. Si
y changed values are sent with the report, an indication of whichndata the val
respond to is included in a so-called “inclusion bitstring”. This bitstring¢has as many bit
DataSet has members. The value of the first member has changed and therefore the
has been set to TRUE. The receiver can determine that the value.has been derived from
data “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f ” through theposition in the bitstring.

b full object identifier “WindPowerPlant12/WGEN.W.phsA.cVal.mag.f” may optionally [be
hsmitted — but this is not required.

ObjectReferences
- DataSet ,MyDS*
WindPowerPlant12
_WG\E/N — 1 | WindPowerPlant42/WGEN.W.phsA.cVal.mag.f
phsA ,— | 2 | WindPowerPlant12/WGEN.W.phsA.cVal.mag.i
cVal — 3 | WindPowerPlant12/WGEN.W.phsA.cVal.ang.f
mag — 4 | WindPowerPlant12/WGEN.W.phsA.cVal.ang.i
f 4]
': i \ Inclusion
ang DataSet bitstring
': f member
L WTUR i 1 True
y, Reference by 2 [l
\- position 3 False
Information model Report 4 False

IEC

Figure-A.1 — Mapping of information models to data sets for reporting (example)

b report may optionally contain also parameters such as:

Report identifier (RpdID) — handle given by the client,

Sequence number — for detection of lost segments,

SubSequence number — if values do not fit into one report,

DataSet reference — “MyDS”,

Cause for reporting (reason code) — data change, quality change, etc.

Subclause 17.2 of IEC 61850-7-2:2010 contains additional examples on reporting.

A.2 Logging example

An

example of logging is shown in Figure A.2.
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The log entries are obtained from instances referenced by a DataSet (the same source of
information used for reporting may be used for logging). A change in one of these values will
trigger a log entry to be stored into the log. The log entry is composed of: (1) timestamp of
entry, (2) object reference of the data object or data attribute and (3) current value (floating
point value in the example).

The log has additional attributes:

— OIdEntrTm (timestamp of the oldest entry),
— NewEntrTm (timestamp of the newest entry),
— |OIdEntr (identifier of the oldest entry),

— [NewEntr (identifier of the newest entry).

These attributes can be read.

ObjectReferences ‘
DataSet ,MyDS*
WindPowerPlant12
—WGEN

W WindPowerPlant12/WGEN.W.phsA.cVal.mag.f
phsA :> WindPowerPlant12/WGEN.W.phsA.cVal.mag.i <2003-01-09:19:48:12>
cVal WindPowerPlant12/WGEN.W.phsA.cVal.ang.f
mag WindPowerPlant12/WGEN.W.phsA.cVal.ang

C!

ang - OldEntrTm
': f - NewEntrTm
— WTUR i - OldEntr

) L - NewEntr
Log entries 9

<2003-01-09:19:41:22> WindPowerPlant12/WGEN.W.phsA.cVal.mag.f <FP-value>

Query log

after
<2003-01-09:19:41:22

<2003-01-09:19:43:34> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

3-01-09:19:48:12> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

<2003-01-09:19:43:34> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

<2003-01-09:19:48:12> WindPowerPlant12/WGEN.W.phsA.cVal.ang.f <FP-value>

Query logresponse

IEC

Figure A.2 — Logging basics (example)

The Query Log service allows retrieval of log entries identified by a time range (between time
1 to time 2) or by a timestamp and entry id after which entries should be returned (entry id is
required because multiple entries for the same timestamp may be contained in the log).

The query log response delivers the entries requested.

Subclause 17.3 of IEC 61850-7-2:2010 contains additional examples on logging.
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Annex B
(normative)

Relationship between ACSI services and functional constraints

The functional constraint (FC) serves two purposes:

— to define the services that are applicable for a specific DataAttribute (see Table B.1),

— to reduce (or filter) the amount of data values carried with some services, for example, the

Table B.1 — Relationship between ACSI Services and Functional Constraints

MMWMWW@&JJM&QMUM
return all DataAttributes. The FC parameter in the service request, for example, \MX,

requests only the DataAttributes with FC=MX. Note that only FC’s from IEC 61400-25-2
CDC’s and CDC'’s inherited by IEC 61850-7-3 are considered.

Services Relationship to,Ff:D
Associate -
Release -
Abort N\

GetServerDirectory

GetLogicalDeviceDirectory

GetLogicalNodeDirectory

GetAllDataValues

The service’is applicable with optional FC:
all except SE

GetDataValues

The service is applicable with FC:
all except SE

SetDataValues

The service is applicable with FC:
DC, CF, SV, BL, SP

GetDataDirectory

GetDataDefinition

GetDataSetValues

The service should be applied only to those
dataset elements with FC:
all except SE

SetDataSetValues

The service should be applied only to those
datasets elements with FC:

DC, CF, SV, BL, SP

CreateDataSet

The DataSetReference has no FC associated
but the elements that build it can be of any FC

DeleteDataSet

GetDataSetDirectory

Report

A report can include elements of FC:
all except SE, see Note 1

GetBRCBVYalues

SetBRCBValues

GetURCBValues

SetURCBValues

Catl ODR\/o]

Sttto o v artdes

SetLCBValues

GetLogStatusValues

QueryLogByTime

A LogEntry can include elements of FC:
all except SE, see Note 2

QueryLogAfter

A LogEntry can include elements of any FC:
all except SE, see Note 2

Select

SelectWithValue

Cancel
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Operate -

CommandTermination -

TimeActivatedOperate -

NOTE 1 Only the changes in the value of the elements defined in IEC 61400-25-2 with the TrgOp

“dchg”, “gchg”, “dupd” will generate events to send in the reports.

NOTE 2 Only the changes in the value of the elements defined in IEC 61400-25-2 with the TrgOp
“dchg”, “gchg”, “dupd” will generate events to be stored in the LOG.
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Annex C
(informative)

Relationship between ACSI defined in
IEC 61850-7-2 and IEC 61400-25-3

In the wind power plant automation, the requirements are similar but not exactly equal to the
ones defined in the substation automation system. The consequences of these differences are
that some of the ACSI classes defined in IEC 61850-7-2, to provide very specific functionality,

n ol ool lo Lo o4 400 O H
ar MUTTICTTCTUTU TIT UHIC TLU U THUUTZJ STITITS.

The following classes do not appear in the wind power plant:

— |Tracking.
— |Files: the IEC 61400-25 series will not specify how the file interchange, if néeded, will|be
performed.

The following control blocks are not used in IEC 61400-25-3:

— |SGCB: Setting group control block. All the settings of the system will use the functignal
constraint FC. That means that there will not be different\setting groups preconfigufed
inside the server.

— |GoCB: GOOSE control block. Control block of events of high priority between protection
device inside the substation.

— |MSVCB: Multicast sampled values control blocks
— |USVCB: Unicast sampled values control block
The ACSI defined in the Figure 3 of IEC 61850-7-2:2010 describes the relationship betwgen

the different elements that build the ACSI*in the power utility automation area. Figure €.1
desgcribes the relationship in IEC 61400+25-3.



https://iecnorm.com/api/?name=60991671d5f9a9d635baf5c97b4a0be7

IEC 61400-25-3.2015 © IEC 2015 - 27 -

i Control Blocks |
Server ! 1
! Buffered !
1 Report 1
1 ! 0..n | control Block :0..n
1..n 1 1
: Unbuffered 1
i i Report T
LoglcaIDewce E 0..n | Control Block :0..n
1 1
‘ 1 : Log Control :0--"'
: 0..n | Block 1
in 1 10..n
1 i :
LogicalNode i 10.n| LOG ,
1 i |
1 1
1 i |
1 1
1 1
1 ' |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 I
1 1
1 ]
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 : :
1 1
1 1 1
1 1
I 1
iin | o v TTTTTETEEEEEEETST
n 0..n 1
0..n
DataObject < DataSet
< >
~
1 S
~
3 ~
[ 1.n ~ Influences
~
DataAttribute Ss -
0..n | control Time
IEC
Figure C.1 — Conceptual service model of the ACSI



https://iecnorm.com/api/?name=60991671d5f9a9d635baf5c97b4a0be7

- 28 - IEC 61400-25-3:2015 © IEC 2015

Annex D
(normative)

ACSI conformance statement

D.1 General

The following ACSI conformance statements shall be used to provide an overview and details

ab

ut a device claiming conformance with ACSI:

to $pecify the communication features mapped to an SCSM.

NOTE 1 The conformance statements of Annex D are abstract in the sense that“the ACSI models and f{

ser
are

NOTE 2 For several features, the conformance requirement is implicitly défined with the common data ¢

con
con

chapge) of DataAttribute requires the support of the TrgOps (trigger option) gchg of the BRCB or URCB.

D.2 ACSI basic conformance statement

The basic conformance statement shall be as defined in Table D.1.

ACSI basic conformance statement,
ACSI models conformance statement, and
ACSI service conformance statement

ices are mapped to application layer models, services, and protocols. Additiohal-details on the conformd
defined in the SCSM.

ained in IEC 61400-25-2 and IEC 61850-7-3 and the compatible logicdl-node classes and data object clag
ained in IEC 61400-25-2 and IEC 61850-7-4, for example, a TrgOp<(trigger option) of the value qchg (qu

Table D.1 — Basic.conformance statement

heir
nce

ass
ses
hlity

5 )
R Client/ Server/ Value/
,-\A subscriber publisher commengs
Clignt-server roles
B11 Server side (of TWO-RARTY APPLICATION- - c!
ASSOCIATION)
B12 Client side (of TWO-PARTY APPLICATION- c! -

ASSOCIATION)

SC$Ms supported

B25 SCSM4IEC 61400-25-4:2008, Annex A (web
seryices)

B26 SESM: IEC 61400-25-4:2008, Annex B (OPC
XML-DA)

B27 SCSM: IEC 61400-25-4:2008, Annex C (ISO 9506
mms)

B28 SCSM: IEC 61400-25-4:2008, Annex D
(IEC 60870-5-104)

B29 SCSM: IEC 61400-25-4:2008, Annex E (DNP3)

¢! shall be ‘M’ if support for logical-device model has been declared.

D.3 ACSI models conformance statement

The ACSI models conformance statement shall be as defined in Table D.2.
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Table D.2 — ACSI models conformance statement

Client/ Server/ Value/
subscriber publisher comments
If Server side (B11) and /or Client side (B12) supported

M1 Logical device c? c?
M2 Logical node c? c3
M3 Data c* ct
M4 Data set cw’ cw’
M5 Stostitution S S

Reporting
M7 Buffered report control (6] o}
M7{1 sequence-number
M742 report-time-stamp
M743 reason-for-inclusion
M74 data-set-name
M745 data-reference
M7 16 buffer-overflow
M747 entrylD
M748 BufTm
M749 IntgPd
M7410 Gl
M7411 conf-revision
M8 Unbuffered report control O (0]
M81 sequence-number
M842 report-time-stamp
M843 reason-for-inclusion
M8-4 data-set-name
M8+5 data-reference
M846 BufTm
M847 IntgPd
M848 Gl
M849 conf-revision

Logging
M9 Log control O (0]
Mo{1 IntgPd
M1 Log (6] o}

Control
M1 Control 0 cw?
For|all IEDs
M16 Fime © vt Fime-source

with required
accuracy shall
be available

c?  shall be ‘M’ if support for logical-node model has been declared.
c®  shall be ‘M’ if support for data model has been declared.
c* shall be ‘M’ if support for data-set, Substitution, Report, Log Control, or Time model has been declared.
cw! shall be ‘M’ if support for Report has been declared and if SCSM supports dataset.
cw? shall be ‘M’ if a control object is supported.

M-Mandatory
O-Optional



https://iecnorm.com/api/?name=60991671d5f9a9d635baf5c97b4a0be7

- 30 - IEC 61400-25-3:2015 © IEC 2015

D.4 ACSI service conformance statement

The ACSI service conformance statement shall be as defined in Table D.3 (depending on the
statements in Table D.1 and in Table D.2). The conformance statement for time resolution
and accuracy of data shall be as defined in Table D.4.

Table D.3 — ACSI service conformance statement (7 of 2)

Services Client/ Server/ Comments
subscriber publisher
Serper (see 9.3)
S1 GetServerDirectory 0 cw?

cw?| If this service is supported by the SCSM then the service shall be mandatory.

Application association (see 9.2)

S2 Associate M M
S3 Abort cw? ows
S4 Release cw? ow?®
cw?| If these services are supported by the SCSM then either the Abort or the Release request shall be supportgd

by the client. Additionally, the client must understand the abort request delivered by the server.

Lodical device (see 9.4)

S5 GetLogicalDeviceDirectory O cw?
Lodical node (see 9.5)

S6 GetLogicalNodeDirectory O cw?
S7 GetAllDataValues 0 cw?
Datp (see 9.6)

S8 GetDataValues o} M
S9 SetDataValues (6] (6]
S10 GetDataDirectory o cw?
S11 GetDataDefinition 0 cw?
Datp set (see 9.7)

S12 GetDataSetValues 0 cw’
S13 SetDataSetValues o} o
S14 CreateDataSet (6] (6]
S15§ DeleteDataSet o} o
S16 GetDataSetDirectory o cw?
Reporting(see 9.8)

S24 Report cw? cw?
S24-1 dafa-change (dchg)

S24-2 ochg-change (qchg)

S24-3 data-update (dupd)

S25 GetBRCBValues cw?® cw?®
S26 SetBRCBValues o} o
S28 GetURCBValues cw?® cw?®
S29 SetURCBValues o} o
cw® If these services are supported by the SCSM, support shall be declared for at least one (BRCB or URCB).
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Table D.3 (2 of 2)

Services Client/ Server/ Comments
subscriber publisher
Logging (see 9.9)
Log control block
S30 GetLCBValues cw? cw?
S31 SetLCBValues O (e}
Log,
S32 QueryLogByTime cw® cw?
S33 QueryLogAfter cw® cw?
S34 GetLogStatusValues cw? cw?
cwb| If these services are supported by the SCSM, support shall be declared for at least one (QuéryLogByTimle or
QueryLogAfter).
Control (see 9.10)
S51 Select M O
S52 SelectWithValue M (0]
S53 Cancel o o}
S54 Operate M M
S55 Command-Termination M o
S56 TimeActivatedOperate (0] (6]
S57 TimeActivatedOperateTermination O O
TableD.4 — Time
Services & Client/ Server/ Comments
:\\Q) subscriber publisher

Time (IEC 61850-7-2:2010 6.1.2.9)

T1 Time resolution of internal-cleck

Nearest negative

power of 2|in
seconds

T2 Time accuracy of internal clock

TO (10 m9)

T1 (1 ms

T2 (100 p$)

T3 (25 ps)

T4 (4 ps

T5 (1 us

N i 1

T3 [« tad T + Lot
PP oftee—HReStempPTeSorutohn

2#%(—n) in
seconds
according to

of

IEC 61850-7-

2:2010,
6.1.2.9.3.2

NOTE The time resolution and accuracy of data available in the IED but retrieved from and time
devices is out of the scope of this table and may be different from what is defined in this table.

stamped in oth

er
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

EOLIENNES -

Partie 25-3: Communications pour la surveillance
et la commande des centrales éoliennes —

AVANT-PROPOS

| a Commission Electrotechnique Internationale (IEC) est une organisation mondiale de ‘normalisation
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de FIEC). L'IEC a gour
pbbjet de favoriser la coopération internationale pour toutes les questions de normalisatiohydans les domaines
He I'électricité et de I'électronique. A cet effet, 'IEC — entre autres activités(,—~* publie des Norfes
nternationales, des Spécifications techniques, des Rapports techniques, des Spécifications accessibleq au
public (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a|des
comités d'études, aux travaux desquels tout Comité national intéressé par le Sujet traité peut participer. [Les
brganisations internationales, gouvernementales et non gouvernementales, entliaison avec I'lEC, participent
Pgalement aux travaux. L'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (1$0),
selon des conditions fixées par accord entre les deux organisations.

| es décisions ou accords officiels de I'lEC concernant les questions{techniques représentent, dans la megure
Hu possible, un accord international sur les sujets étudiés, étant denné que les Comités nationaux de IJIEC
ntéressés sont représentés dans chaque comité d’études.

| es Publications de I'lEC se présentent sous la forme de.reCommandations internationales et sont agréées
comme telles par les Comités nationaux de I'lEC. Tous Jles efforts raisonnables sont entrepris afin que IJEC
5'assure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsablg de
'‘éventuelle mauvaise utilisation ou interprétation qui en\est faite par un quelconque utilisateur final.

Dans le but d'encourager I'uniformité internationale, les Comités nationaux de I'l[EC s'engagent, dans toute la
mmesure possible, a appliquer de fagon transparenté/les Publications de I'lEC dans leurs publications nationgles
et régionales. Toutes divergences entre toutes' Publications de I'IEC et toutes publications nationales| ou
Fégionales correspondantes doivent étre indiquées en termes clairs dans ces derniéeres.

| 'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépendants
fournissent des services d'évaluation.de conformité et, dans certains secteurs, accédent aux marques de
conformité de I'IEC. L’IEC n'est respaonsable d'aucun des services effectués par les organismes de certification
ndépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires| ou
mandataires, y compris\ses experts particuliers et les membres de ses comités d'études et des Coniités
hationaux de I'lEC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout aptre
Hommage de quelque-hature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais
He justice) et les dépenses découlant de la publication ou de [I'utilisation de cette Publication de I'l|EC oy de
oute autre Publication de I'lEC, ou au crédit qui lui est accordé.

| 'attention™est attirée sur les références normatives citées dans cette publication. L'utilisation de publicat{ons
Féférencées’est obligatoire pour une application correcte de la présente publication.

| ’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent fpire
‘ebjet de droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels drloits

de brevets- et de ne pas-avoirsignaléd leur existence
g )

La Norme internationale IEC 61400-25-3 a éte etablie par comite d'études 88 de I'IEC:
Eoliennes.

Le texte de cette norme est issu des documents suivants:

FDIS Rapport de vote
88/540/FDIS 88/552/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.
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Cette publication a été rédigée selon les Directives ISO/IEC, Partie 2.

Cette deuxiéme édition annule et remplace la premiéere édition parue en 2006.

L'étendue de la révision comprend:

Ce
pré

a)
b)

c)

Les
de

pour I'édition 1.

Un

peuit étre consultée sur le site web de I'lEC.

L'harmonisation avec les modeéles de services de |'édition 2 de I'|EC 61850-7-2.

La réduction de I'écart entre les normes et la simplification par un référencement amélioré.

cédente:

Les services d'ajout et de suppression d'abonnement ont été supprimés.

Les tableaux de I'Article 9 indiquant les services attendus ont été remplacés par
tableaux d'une nouvelle Annexe D comprenant les déclarations de conformité ACSI p
les clients et les serveurs.

Les problemes techniques (« Tissues » pour « Technical issues » en anglais) propre
I'"EC 61850-7-2 édition 2 ont été pris en compte et des modifications ont été effectuées
conséquence.

problémes techniques (« Tissues »), recueillis par le groupe’ d'utilisateurs USE61400
I'"EC 61400-25 ont été pris en compte, mais aucun probléme technique n'a été consig

b liste de toutes les parties de la série IEC 61400, publiées sous le titre général Eolienn

fion

les
bur

L2}
Q-

en

.25
né

Le |comité a décidé que le contenu de cette_publication ne sera pas modifié avant la date|de
stapilité indiquée sur le site web de I'lECsous "http://webstore.iec.ch" dans les donnges
relatives a la publication recherchée. A cette date, la publication sera

e [reconduite,

e |[supprimée,

e |remplacée par une édition-revisée, ou

e |amendée.

IMPORTANT - Le logo "colour inside” qui se trouve sur la page de couverture de cette

pu
un
im

blication indique qu'elle contient des couleurs qui sont considérées comme utiles
b bonne_compréhension de son contenu. Les utilisateurs devraient, par conséquer
primer-cette publication en utilisant une imprimante couleur.



https://iecnorm.com/api/?name=60991671d5f9a9d635baf5c97b4a0be7

- 38 - IEC 61400-25-3.2015 © IEC 2015

INTRODUCTION

La série IEC 61400-25 définit les communications pour la surveillance et la commande des
centrales éoliennes. L'approche de modélisation de la série IEC 61400-25 a été sélectionnée
pour fournir des définitions abstraites des classes et des services de telle sorte que les
spécifications soient indépendantes des piles de protocoles, des mises en ceuvre et des
systémes d’exploitation spécifiques. La mise en correspondance de ces classes et services
abstraits avec un profil de communication spécifique ne reléve pas du domaine d’application

de

la présente partie (IEC 61400-25-3), mais de celui de I'lEC 61400-25-4.

La|présente partie de I''EC 61400-25 définit les services du modeéle d'échange d'informatjon

de

dégignés comme I'Interface abstraite pour les services de communication “(@bstr
communication service interface en anglais) ou ACSI. L'ACSI a été définie de maniére a é

ind

Le

La

Ce

polir un protocole particulier. La mise en cerrespondance avec des piles de protoco

Spé

NO
disg
conf
conf
des|
coll

NO
séri
dont
de

dispositifs électroniques intelligents dans les centrales éoliennes. Les services,s

spendante des systémes de communication sous-jacents.

modele d'échange d'information est défini en termes de

modeéle de classes hiérarchiques de toutes les informations auxquelles on peut a
acces,

services d'échange d'information qui fonctionnent avec ces classes,

paramétres associés a chaque service d'échange d'information.

5 définitions de services abstraits sont traduites en définitions d’objets concrets a utili

cifiques est spécifiée dans I'lEC 61400-25-4.

[E 1 L'abstraction dans l'interface ACSI a-une double signification. En premier lieu, seuls les aspects
ositif réel (par exemple, un rotor) ou d'une fonction réelle qui sont visibles et accessibles sur un résead
munication sont modélisés. Cette abstraction génére les modéles de classes hiérarchiques et
portement définis dans I'lEC 61400s25*2. En second lieu, I'ACSI permet une abstraction par rapport a I'as
définitions concretes concernant la maniére dont les dispositifs échangent l'information; seule
bboration conceptuelle est définie.)L'échange d'informations concrétes est défini dans I'lEC 61400-25-4.

[E 2 Les performances liées”a la mise en ceuvre de la série IEC 61400-25 sont spécifiques a I'application
e IEC 61400-25 ne garantit’ pas un certain niveau de performances. Ce type de garantie s'étend au-del3
aine d'application de-la;série IEC 61400-25. Toutefois, il 'y a pas de limitation sous-jacente a la technol
ommunication quisinterdit des applications a haut débit (réponses de I'ordre de la milliseconde).

pnt
act
tre

oir

technique de description ACSI permet une abstraction par rapport a I'ensemble ges
différentes approches de mise en ceuvre de la collabotation des divers dispositifs.

ser
les

i'un

de
eur
ect
une

La
du
gie
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La
des
La

domaine d’application de la série IEC 61400-25.

La

mo
asy
éol
mo

Le
cof
cof

domnées accessibles de la centrale éolienne. Lexmodeéle d’information de centrale éolie

esf]

EOLIENNES -

Partie 25-3: Communications pour la surveillance
et la commande des centrales éoliennes —
Modeéles d'échange d’information

Domaine d application

série |IEC 61400-25 concerne essentiellement les communications entre les composants

centrales éoliennes tels que les éoliennes et des acteurs tels que les systemés SCAI
communication interne entre les composants des centrales éoliennes ne.televe pas

série IEC 61400-25 est congue pour un environnement de communication fondé sur
dele client-serveur. Trois domaines sont définis, qui sont modélisés séparément p
urer l'extensibilité des systémes mis en ceuvre: (1) modeles|d’information de centr

DA.
du

un
bur
ale

enne, (2) modele d’échange d’information et (3) mise en correspondance de ces deéux

deles avec un profil de communication normalisé.

modele d’information de centrale éolienne et le\. modele d’échange d’informati
sidérés ensemble, constituent une interface entte “le client et le serveur. Dans cg
hbinaison, le modéle d'information de centrale éolienne sert de trame pour interpréter

utilisé par le serveur pour fournir au client~xune vue uniforme, orientée composant,

do

nées de la centrale éolienne. Le modele d’échange d’information refléte toutes

pn,
tte
les
ne
es
les

fonlctions actives du serveur. La série IEG61400-25 permet de connecter entre eux yne

combinaison hétérogéne de clients et de serveurs issus de différents constructeurs

fo

Co
sui

rnisseurs.

mme le montre la Figure 1,%a’série IEC 61400-25 définit un serveur ayant les aspe
vants:

les informations fournies’ par un composant de centrale éolienne, par exemple, "vitesse
rotor de I'éolienne"tou’ "production électrique totale durant un certain laps de temps", s
modélisées et ;rendues accessibles. Les informations modélisées dans la sé4
IEC 61400-25(sant définies dans I'lEC 61400-25-2;

et

cts

du
pnt
rie

les services\'pour échanger les valeurs des informations modélisées, définies dans

I'EC 61400-25-3;
la mise- en correspondance avec un profil de communication, fournissant une pile

de

protoc¢oles pour transporter les valeurs échangées provenant des informations modélisTes

(IEC 61400-25-4).

La série IEC 61400-25 se contente de définir comment modéliser les informations, I'’échange
d’information et la mise en correspondance avec des protocoles de communicat
spécifiques. La série IEC 61400-25 s’abstient de définir comment et ou mettre en ceuvre
I'interface de communication, I'interface du programme d’application et les recommandations
de mise en ceuvre. Toutefois, 'objectif de la série IEC 61400-25 est de permettre 'accés aux
informations associées a un composant individuel de la centrale éolienne (tel qu'une

éol

ienne) a travers un dispositif logique correspondant.

ion

La présente partie de I'lEC 61400-25 spécifie une interface abstraite pour les services de
communication qui décrit I'échange d'information entre un client et un serveur pour:

I'accés et la récupération des données,
la commande des dispositifs,
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les rapports et journalisations d'événements,

I'autodescription des dispositifs (dictionnaire de données de dispositif),
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I'établissement de types de données et la découverte de types de données.

Modele de communication de la série IEC 61400-25
fmmmm e ———— .
H Client | Echange de message Serveur
! ! par I'intermédiaire de la
| Modele d’échange i "‘isj en Modéle d’échange
) information | correspondance avec d'information (get, set,
| ek | tf— POt > report, log, control,
| set, report, log, control, i communication (Read, " publish f subseribe
I D, . | publish/subscribe, etc.) H write, ... message) etc.) S 1 -
| ' | défini dans 1 - dsfini d H !
E Acteur E | 'EC 61400-25-3 i I'IE%%TASS?QSSA |‘|Eceé:|403rj§573 :Composant des:
! par 1 | - ! T — ! centrales H
: exemple, 1 1 : : A, i
1 |scaba H | E 1 4 &oliehnes, par |
! : ! i r E exemple E
1 [ ] T
! ' i ! V' eoliepghe |i
H E E Modéle d'information H Modéle Mﬂatlon ! |
| LI S des centrales i de centrale eollen L) i |
! e TP ™, eoliennes ! (vitesse du rotor, s t LT TR '
= o b1 hCh defin dans : interrompu, produtfion-71"T --- .
pplication ]: ! I'EC §1400-25-2 i de pmssan& Application
oo Dlmmeal H etc)de ns
. . L"',—'F : I'EC _252 \ T ’_=‘_
itk il ! e SRS it e
Hars du H |
i al Jo—l e
d'application L_______________________,
1EC
Figure 1 — Modéle de communication conceptuelle de la série IEC 61400-25
2 | Références normatives
Les documents suivants sont cités epréférence de maniére normative, en intégralité oufen
paftie, dans le présent document ‘et sont indispensables pour son application. Pour [les
références datées, seule I'édition citée s’applique. Pour les références non datées,| la
denniere édition du document de référence s’applique (y compris les éventuels
amendements).
IEG 61400-25-1, Windwturbines — Part 25-1: Communications for monitoring and contro| of
wirld power plants~\Overall description of principles and models (disponible en anglais
seulement)
IEC 61400-25-2:2015, Eoliennes — Partie 25-2: Communications pour la surveillance el la
commande des centrales éoliennes — Modéles d’information
IEQ 61400-25-4:2008, Wind turbines — Part 25-4: Communications for monitoring and confrol
of wittd-power piarts — Mapping to commuarication profite (dispomnibte emangtais seutemmernt

IEC 61850-7-2:2010, Communication networks and systems for power utility automation —
Part 7-2: Basic information and communication structure — Abstract communication service
interface (ACSI) (disponible en anglais seulement)

3

Pour

Termes et définitions

les besoins du présent document, les termes et

I'IEC 61400-25-1 ainsi que les suivants s'appliquent.

définitions donnés dans
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3.1

objet de commande
instance d'objet de données d'une classe d'objets de données contrélables dont le
DataAttribute ctiModel n'est pas réglé sur “status-only” ("statut-uniquement")

4 Abréviations

ACSI Abstract Communication Service Interface (Interface abstraite pour les services de communication)
(définie par exemple dans I'lEC 61850-7-2)

FCD Functionally Constrained Data (Données fonctionnellement contraintes)

FCDA Functionally Constrained Data Attribute (Attribut de données fonctionnellement contraintes)

DHI Dispositif électronique intelligent

IEM Information Exchange Model (Modéle d'échange d’information)

LCB Log Control Block (Bloc de commande de journal)

LD Logical Device (Dispositif logique)

LN Logical Node (Nceud logique)

LOG Journal

LPHD Logical Node Physical Device (Dispositif physique de noeud logique)

RQB Report Control Block (Bloc de commande de rapport)

SCADA  Supervisory Control and Data Acquisition (Systéme de super¥ision, contréle et acquisition de donné

SgSM Specific Communication Service Mapping (Mise en correspondance des services de communication
spécifiques (définie par exemple dans I'lEC 61850-8-1)

SG Setting Group (Groupe de réglage)

WRP Wind Power Plant (Centrale éolienne)

wi Wind Turbine (Eolienne)

XML Extensible Mark-up Language (Langage.de-balisage extensible)

Gyl Graphical User Interface (Interface utilisateur graphique)

5 | Généralités

La |présente partie de I'lEC 61400-25 fournit les modeéles d'échange d'information qui peuv

étre appliqués par un client et un serveur pour accéder au contenu et a la structure du mod

d'information de centrale’ éolienne défini dans I'lEC 61400-25-2.

L'Article 6 donne gne’vue d'ensemble des modéles d'échange d'information pour les foncti

d'e)xécution et de gestion.

L'Article 7\présente les modeles d'échange d'information pour les fonctions d'exécuti

auforisatien, commande, surveillance, rapport et journalisation.

ent
lele

DNS

LlA il Qo ol ol ol ol Al Al ol T HY 4 i 1 £ '
UeIic O Uutriic utic vutc U TTTSTITITUIC UTOS TITUUTITS U TULHAlrygc U iimuriTiatiurm PUUT TTo ronctons

de

gestion.

L'Article 9 fournit les détails des services pour les classes de modéles de services suivantes:

Association d'application,

Classe de serveurs,

Classe de dispositifs logiques (récupérer I'autodescription, etc.),
Classe de nceuds logiques (récupérer l'autodescription, etc.),

Classe de données (obtenir des valeurs, définir des valeurs, récupérer 'autodescripti
etc.),

on,
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Classe DataSet (obtenir des valeurs, définir des valeurs, créer des ensembles
données, récupérer 'autodescription, etc.),

de

Classe de blocs de commande de rapport (obtenir des attributs, définir des attributs,

consigner dans un rapport, etc.),

Classes de blocs de commande de journal et classes de journaux (obtenir des attributs,

définir des attributs, récupérer des entrées de journaux, etc.),

Classe de commande (sélectionner, exécuter, etc.).

nnexe A donne des exemples des services de rapport et de journalisation exigés.
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nnexe B spécifie la relation entre les services ACSI et les contraintes fonctionnelles.

inie dans I'lEC 61400-25-3.

nnexe D fournit des déclarations de conformité ACSI pour les clients ef/€s serveurs.

Vue d'ensemble des modéles d'échange d’information

modeles d'échange d'information fournissent des seryices pour les fonctions

fonctions d'exécution,
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ir accés a une instance.du” modéle d'information d'une centrale éolienne (dispo
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Tableau 1 — Modéles d'échange d'information

Groupe Modeéle Description Catégories Principes de Modéles de
fonctionnel d'échange succincte d'information transfert services ACSI
d’information
Authentification et Transfert de
Autorisati restriction de données sur
utorisation 'acce
) Facces aux Messages textes courts | demande ASSOCIATION
(voir 7.2) fonctions - fert d
d'exécution et de ransiert de
gestion commandes
Transfert de
Points de consigne commandes
Commande Commande des Commandes Transfert de CONTROL
. dispositifs K points de
(voir 7.3) fonctionnels Parametres consigne
Transfert de
paramétres
Donnée mesurée
Donnée traitée (Valeurs
moyennes, Min/Max)
< Statut
(]
S Alarmes
E Evénements
S Surveillance des Minuterie :5%3:82"'
I s o données actuelles | Compteur Transfert de
o urveillance et changement des | py; . données LOGICAL-
= - oints de gonsigne N
3 (voir 7.4) données des . g périodique NODE
X6 dispositifs Paramgtres (toutgs les DATA
uw fonctionnels Donnéés de séries données ou
temporelles (c'est-a-dire Iunlqdueme,ent DATA-SET
Journal esd.;’.r,‘”ees BUFFERED-
Alarme/Evénement, modriiees REPORT-
Journal de commandes, gg?nui{:rle CONTROL
Journ.al de points de transfert) UNBUFFERHD-
consigne) REPORT-
(Valeurs analogiques, gcr)a:]r;]séf:;tsduer CONTROL
| oS
valeurs binaires) demande LOG
Historiques (Journaux) Transfert de LOG-
Balaygge et Rapports données CONTROL
Rapport et gg;?ﬁ’]'jgzg’:m Statistiques dirigé par 'tes (voir I'Article [o
journalisatien valeurs et des Courbes crenemens pour les détafls
g (spontané) des services
(voir 7.4) eveénements T
commandés par 'erjdances ACSI)
déclencheur Evénements
Messages textes courts
Les catégories
Diagnostic Autosurveillance d'information de
; ) " surveillance, de rapport
(voir 8.5) des dispositifs et de journalisation
s'anpliquent
w Lol o 1
o ) Configuration des
o Gestion des environnements
z utilisateurs et utilisateurs, droits s cifi .
< de I'accés d'acces et Spécifiques au systéeme
S (voir 8.2) surveillance
= d'accés
o
b Configuration Gestion de Ia o .
8 configuration des Spécifiques au systeme

(voir 8.3)

dispositifs

Synchronisation
temporelle

(voir 8.4)

Synchronisation
des horloges de
dispositifs

Spécifiques a la SCSM
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Les modéles d'échange d'information doivent étre réalisés par les modéles ACSI
correspondants et les services associés (comme illustré dans la derniére colonne du
Tableau 1). L'objectif du tableau est de donner une vue d'ensemble en appliquant la
terminologie courante du domaine des centrales éoliennes.

7 Fonctions d'exécution

71 Généralités

Les_madeles d‘érhangp d'information applicables aux fonctions d'exécution décrites a
I'Afticle 7 sont les suivants:

e |modele d'association et d'autorisation,
¢ |modéle de commande,

e |modele de surveillance, de rapport et de journalisation.

Lesg contraintes fonctionnelles des services ACSI sont spécifiées a I’Annexe’ B.

7.2 Modeéle d'association et d'autorisation

L'opjet du modele d'association et d'autorisation est de fournir un échange d'informaﬂion
ségurisé via une association entre un client et un serveur. ke'modéle prévoit I'authentificafion
duclient et contrble I'accés aux fonctions du serveur. LecameCanisme conceptuel est présepté
a la Figure 2.

client /Bl | serveur
R securisee
| autorisation locale ’/' N
l II \\
lancer ','f:iemande d’association\‘ vérifier
autorisation a distance / N\ autorisation demandée
l association ouverte
(ou refusée) Refuser
attendre confirmation accordée

Accorder

Prét a recevoir
des demandes

refusée

accordée

information d’exécution

échangediinformation
d’exécution (Get, Set,

traiter les demandes

1
]
i
)
N
T
]
]
1
1
]
]
1
I
1
[
1
[l
[l
1
)
T
I
T
1
1

Control, ...) % du client
v 7
\‘ h
communicationjnon nécessaire \ /,
AY y . .
\fermer 'association | l
I k3 y . .
fermer 'association ! > z | fermer I'association

I N -

IEC
Figure 2 — Modéle d'association et d'autorisation (conceptuel)

Les exigences a satisfaire par une association entre un client et un serveur sont les
suivantes:
— authentification: détermination de I'identité des utilisateurs/client,

— autorisation et controle d'accés: assurance du fait que I'entité dispose des droits
d'acces appropriés (il faut au minimum fournir un nom d'utilisateur et un mot de passe),

— intégrité: les messages et l'infrastructure informatique sont protégés contre toute
modification ou destruction non autorisée,
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