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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRONIC RAILWAY EQUIPMENT -
TRAIN COMMUNICATION NETWORK (TCN) -

Part 2-8: TCN conformance test

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardizatien,co

mprising

all ngtional electrotechnical committees (IEC National Committees). The object of IEC is to promote“intefnational

co-operation on all questions concerning standardization in the electrical and electronic fields, .To this
in addition to other activities, IEC publishes International Standards, Technical Specificationsy Technical

end and
Reports,

Publ|cly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)]). Their

preppration is entrusted to technical committees; any IEC National Committee interested_in the subject d
may [participate in this preparatory work. International, governmental and non-governmental organization
with [the IEC also participate in this preparation. IEC collaborates closely with the“nternational Organiz
Stanfardization (ISO) in accordance with conditions determined by agreement bétween the two organiz

2) The formal decisions or agreements of IEC on technical matters express, as'nearly as possible, an inte
consfensus of opinion on the relevant subjects since each technical committee has representation
interpsted IEC National Committees.

3) IEC [Publications have the form of recommendations for international use and are accepted by IEC

ealt with
liaising
ation for
htions.

national
from all

National

Compmittees in that sense. While all reasonable efforts are made\to ensure that the technical content of IEC

Publ|cations is accurate, IEC cannot be held responsible for the way in which they are used or
misipterpretation by any end user.

for any

4) In oyder to promote international uniformity, IEC Nationhal' Committees undertake to apply IEC Pubjications

trangparently to the maximum extent possible in their national and regional publications. Any divergence

between

any |EC Publication and the corresponding national‘of regional publication shall be clearly indicated in the latter.

5) IEC ftself does not provide any attestation of conformity. Independent certification bodies provide cgnformity

sment services and, in some areas, access to IEC marks of conformity. IEC is not responsiblel for any

erts and
mage or

othef damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fdes) and
expenses arising out of the\ publication, use of, or reliance upon, this IEC Publication or any other IEC

Interndtionaly"Standard IEC 61375-2-8 has been prepared by IEC technical commi
Electricalequipment and systems for railways.

htions is

f patent

tee 9:

The text of this International Standard is based on the following documents:

FDIS Report on voting
9/2746/FDIS 9/2758/RVD

Full information on the voting for its approval can be found in the report on voting indicated in

the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 61375 series, published under the general title Electronic railway
equipment — Train communication network (TCN), can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e recpnfirmed,
e withdrawn,
e replaced by a revised edition, or

e amgnded.

IMPORTANT - The "colour inside"” logo on the cover page of this-document indicates that it
contains colours which are considered to be useful for the\correct understanding |of its
contents. Users should therefore print this document using@ tcolour printer.



http://www.iec.ch/members_experts/refdocs
http://www.iec.ch/standardsdev/publications
https://webstore.iec.ch/?ref=menu
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INTRODUCTION

TCN is an International Standard with the aim of defining interfaces so as to achieve plug-in
compatibility:

a) between equipment located in different vehicles or consist, and

b) between equipment and devices located within the same vehicle or consist.

One of the key success factors for the deployment of any technology is standardisation and

ensuring interoperability among various implementations. To facilitate interoperability, a
conformance test should be implemented.

In thi§ part of IEC 61375, the conformance testing of the ECN and ETB defiped in
IEC 61[375-2-3:2015, IEC 61375-2-5:2014 and IEC 61375-3-4:2014 is specified.
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ELECTRONIC RAILWAY EQUIPMENT -
TRAIN COMMUNICATION NETWORK (TCN) -

Part 2-8: TCN conformance test

1 Scope

ThIS p v O i v & HOFA [ ate G‘v“‘ FRPremerted €

IEC 61|375-2-3:2015, IEC 61375-2-5:2014 and IEC 61375-3-4:2014, i.e. it cove
procedures to be applied to such equipment and devices when the conformancé\shdg
proven|.

The agplicability of this document to a TCN implementation allows for individual confon
checking of the implementation itself, and is a pre-requisite for further inferoperability ch
betwegn different TCN implementations.

2 Nadrmative references

The following documents are referred to in the text in such‘@ way that some or all of their g

jing to
s the
uld be

mance
ecking

ontent

constitptes requirements of this document. For dated references, only the edition cited applies.

For undated references, the latest edition of the“referenced document (includir
amendments) applies.

IEC 60571:2012, Railway applications — Electronic equipment used on rolling stock

IEC 61|000-4-4:2012, Electromagnetic.\*compatibility (EMC) — Part 4-4: Testin
measufement techniques — Electricalfast transient/burst immunity test

IEC 61|076-2-101:2012, Connectors for electronic equipment — Product requirem
Part 24101: Circular connectors/— Detail specification for M12 connectors with screw-log

g any

gy and

bnts —
king

IEC 61|076-3-104, Connectors for electrical and electronic equipment — Product requirements —

104: Detail _spécification for 8-way, shielded free and fixed connectors fo
issions withsfrequencies up to 2 000 MHz

IEC 61|156-6,-Multicore and symmetrical pair/quad cables for digital communications —
Symmetrical pair/quad cables with transmission characteristics up to 1 000 MHz — Wo
wiring +~Sectional specification

r data

Part 6:
'k area

IEC 61375-1:2012, Electronic railway equipment — Train communication network (TCN) — Part 1:

General architecture

IEC 61375-2-1:2012, Electronic railway equipment — Train communication network (TCN) —

Part 2-1: Wire Train Bus (WTB)

IEC 61375-2-3:2015, Electronic railway equipment — Train communication network (TCN) —

Part 2-3: TCN communication profile

IEC 61375-2-5:2014, Electronic railway equipment — Train communication network (TCN) —

Part 2-5: Ethernet train backbone
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IEC 61375-3-4:2014, Electronic railway equipment — Train Communication Network (TCN) —
Part 3-4: Ethernet Consist Network (ECN)

ISO/IEC 9646-1:1994, Information technology — Open Systems Interconnection — Conformance
testing methodology and framework — Part 1: General concepts (Also available as ITU-T
Recommendation X.290 (1995))

ISO/IEC 9646-7:1995, Information technology — Open Systems Interconnection —Conformance
testing methodology and framework — Part 7: Implementation Conformance Statements (Also
available as ITU-T Recommendation X.296 (1995))

ISO/IE
IEEE 8

IEEE
Aggred

IEEE 9§
Transn

IEEE 8
Contro

IEEE 8
Area N

IEEE 8

IEEE 802.3:2012, Information technolegy — Telecommunications and information ex(

betwesd
Carrier

IEEE 8

IETF R

IETF R

IETF R

+180tattparts),irformmationtechmofogy = Gerreric cabling for custorer premm
02.1AB: 2009, Station and Media Access Control Connectivity Discovery

B02.1AX:2008, /IEEE Standard for Local and metropolitan area‘hetworks
ation

hission Selection

02.2, Logical Link Control

n systems — Local and metropolitan area networks — Specific requirements —
sense multiple access withleollision detection (CSMA/CD) access

02.3az, Energy Efficient’Ethernet
FC 768, User Datagram Protocol
FC 791, INTERNET PROTOCOL

FC 792, INTERNET CONTROL MESSAGE PROTOCOL

IETF R

[
T

()
N
@

Fes

- Link

02.1Qaz:2011, |IEEE Standard for Local and metropolitan area networks — Enhanced

02.1D:1990, IEEE Standard for Local and metropolitan area networks — Media AAccess
(MAC) Bridges

02.1Q, IEEE Standard for Local and metropolitan area networks — Virtual Bridged Local

etworks

hange
Part 3:

IETF RFC 826, An Ethernet Address Resolution Protocol

IETF RFC 1034, DOMAIN NAMES — CONCEPTS AND FACILITIES

IETF RFC 1035, DOMAIN NAMES — IMPLEMENTATION AND SPECIFICATION

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based

interne

ts: MIB-11

IETF RFC 1305, Network Time Protocol (Version 3) Specification, Implementation and Analysis

IETF RFC 1361, Simple Network Time Protocol (SNTP)
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IETF RFC 1901, Introduction to Community-based SNMPv2

IETF RFC 1905, Protocol Operations for Version 2 of the Simple Network Management Protocol
(SNMPv2)

IETF RFC 1906, Transport Mappings for Version 2 of the Simple Network Management Protocol
(SNMPv2)

IETF RFC 1918, Address Allocation for Private Internets

IETF RFC 2131, Dynamic Host Configuration Protocol

IETF RFC 2236, Internet Group Management Protocol, Version 2
IETF RFC 2365, Administratively Scoped IP Multicast

IETF RFC 2474, Definition of the Differentiated Services Field (DS Field\in the IPv4 and IPv6
Headels

IETF RFC 2544, Benchmarking Methodology for Network Interconnect Devices
IETF RFC 3203, DHCP reconfigure extension

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax

IETF RFC 4122, A Universally Unique IDentifierg¢lJUID) URN Namespace
TIA/EIN-568-B, Commercial Building Telecommunications Cabling Standard

ANSI X3.263:1995, Information Techhology — Fibre Distributed Data Interface (FDDI) —| Token
Ring Twisted Pair Physical Layer Medium Dependent (TP-PMD)

3 Terms, definitions, symbols and abbreviated terms

3.1 FTerms and definitions

For the purposgs“of this document, the terms and definitions given in IEC 61375-2-3,
IEC 61|375-2-5(and IEC 61375-3-4 apply.

ISO and AE€ maintain terminological databases for use in standardization at the fo[lowing
addresises:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.2 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in IEC 61375-2-3,
IEC 61375-2-5 and IEC 61375-3-4 apply.
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4 Conformance test: approach, requirements and boundaries

4.1 Approach
4.1.1 General

This document specifies a general methodology for testing the conformance to the TCN protocol
standard of products in which the standard is claimed to be implemented.

This document is organised into clauses structured into different phases of the conformance
testing process; these phases being characterised by the following roles:

a) the| specification of abstract test suites for particular TCN protocols according to
ISQ/IEC 9646-1;

b) the| derivation of executable test suites and associated testing tools .'aecording to
ISQ/IEC 9646-7.

Annex|A specifies the rules on clients and laboratory specifying:

c) the[role of a client of a test laboratory, having an implementation“of TCN protocols$ to be
tested;

d) the|operation of conformance testing, culminating in the production of a conformange test
report which gives the results in terms of the test Suite(s) used and the r¢levant
dogumentation produced.

In all clauses of this document, the scope is limited in‘erder to meet the following objectives:

e) to gchieve an adequate level of confidence in the tests as a guide to conformance;

f) to achieve comparability between the results of the corresponding tests applied in d{fferent
plages at different times;

g) to flacilitate communication between the parties responsible for the roles described gbove.
Each objective involves the frameworkfor development of TCN test suites, as listed here|nafter:

h) how they should relate to the.various types of conformance requirement;

i) the|types of test to be standardised and the types not needing standardisation;
j) thelcriteria for selecting tests for inclusion in a conformance test suite;

k) the|notation to be‘used for defining tests;

[) the|structurecof a test suite.

Certifigationgan administrative procedure which may follow conformance testing, is outsjde the
scope pf this'”document.

Requirements for procurement and contracts are outside the scope of this document.

4.1.2 Requirements
4.1.21 General

In the context of TCN, a real system is said to exhibit conformance if it complies with the
requirements of applicable TCN standard clauses in its communication with a reference system,
i.e. the tester.

A TCN standard is a set of interrelated clauses which, together, define behaviour of TCN
systems in their communication. Conformance of an IUT will, therefore, be expressed at two
levels, conformance to each individual clause, and conformance to the set of clauses.
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The following clauses define the conformance requirements and classify them according to
attributes and into feasible groups. Attributes and grouping are defined from the general point
of view with reference to a TCN specification itself and from the IUT point of view. In the second
case, the requirement shall be declared in the appropriate PICS and PIXIT.

4.1.2.2

Conformance requirements

The conformance requirements can be:

a)
b)

c)

TCN e
conditi

Furthe

d)
e)
f)

Finally

g)
h)

these are discussed in 4.1.2.3 and 4.1.2.4,“respectively.

4.1.2.3 Static conformance requirements

To facjlitate interoperability, static conformance requirements define the allowed mi

capabilities of an implementation. These requirements may be at a broad level, such

grouping of functional units.and options into protocol classes, or at a detailed level, sud

range ¢f values that haye to be supported for specific parameters of timers.

Static gonformance.xequirements and options in TCN parts can be of two varieties:

a) thope which determine the capabilities to be included in the implementation of the pa
protocok

b) thopewvhich determine multi-layer dependencies, for example those which place cong
on e ) , ,

mandatory requirements: these are to be observed in all cases;

conditional requirements: these are to be observed if the conditions, set out in the clause,

apf

ly:

opt]
apf

pog
neg
opt

sta
dyn

licable to the option are observed.

5sential functionality are mandatory requirements; additional functionality’ can be
bnal or optional requirements.

'more, conformance requirements can be stated:

itively: they state what shall be done;
atively (prohibitions): they state what shall not be done;
onally: they state what can be done.

conformance requirements fall into two groups:

ic conformance requirements;

amic conformance requirements;

ons: these can be selected to suit the implementation, provided that any requirJements

either

nimum
as the
h as a

rticular

traints

rotocol

implementation resides. These are likely to be found in upper layer parts (e.g. network
management versus real time protocols).

All capabilities not explicitly stated as static conformance requirements are to be regarded as
optional.

41.2.4 Dynamic conformance requirements

Dynamic conformance requirements are all those requirements (and options) which determine
what observable behaviour is permitted by the relevant TCN part in instances of communication.
They form the bulk of each TCN protocol document. They define the set of allowable behaviours
of an implementation or real system. This set defines the maximum capability that a conforming
implementation or real system can have within the terms of the TCN protocol document.
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A system exhibits dynamic conformance in an instance of communication if its behaviour is a
member of the set of all behaviours permitted by the relevant TCN protocol part in a way which
is consistent with the PICS.

4.1.2.5 A conforming system
A conforming system or implementation is one which is shown to satisfy both static and dynamic

conformance requirements, consistent with the capabilities stated in the PICS, for each protocol
declared in the system conformance statement.

4.1.2.6 Interoperability and conformance

The primary purpose of conformance testing is to increase the probability that,d|fferent
implementations are able to inter-operate.

Succegsful interoperability of two or more real open systems is more likely tothe achieved if
they all conform to the same subset of a TCN part, or to the same selection of/TCN partp, than
if they [do not.

To prgpare two or more systems to successfully inter-operate, ithis recommended |that a
compafison is made of the system conformance statements and,RIGSs of these systems.

If therq is more than one version of a relevant TCN part indicated in the PICSs, the differences
betwegn the versions need to be identified and their implications for consideration, in¢luding
their uge in combination with other parts.

While conformance is a necessary condition, itkis’ not on its own a sufficient condi|tion to
guarantee interoperability capability. Even if tw® implementations conform to the samje TCN
protocol part, they may fail to interoperateibecause of factors outside the scope [of this
documgent.

Trial interoperability is recommended)to detect these factors. Further information to| assist
interoperability between two systems can be obtained by extending the PICS compar|son to
other relevant information, including test reports and PIXIT. The comparison can focus ¢n:

a) additional mechanisms,claimed to work around known ambiguities or deficiencies pot yet
corfected in the TCNSstandard or in peer real systems, for example solution of multi-layer
proplems;

b) selgction of free.options which are not taken into account in the static conforimance
requirements{of'the TCN parts;

c) the|existence of timers not specified in the TCN parts and their associated values.

NOTE [Thécomparison can be made between two individual systems, between two or more types of produdt, or, for
the PIC$ cemparison only, between two or more specifications for procurement, permissions to connect, et¢.

4.1.3 Requirements declaration statements for an Iltem Under Test (IUT)
4.1.3.1 Protocol implementation conformance statement (PICS)

To evaluate the conformance of a particular implementation, it is necessary to have a statement
of the capabilities and options which have been implemented, and any features which have
been omitted, so that the implementation can be tested for conformance against relevant
requirements, and against those requirements only. Such a statement is called a Protocol
Implementation Conformance Statement (PICS).

In a PICS there should be a distinction between the following categories of information which it
may contain:

a) information related to the mandatory, optional and conditional static conformance
requirements of the protocol itself;
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b) information related to the mandatory, optional and conditional static conformance
requirements for multi-layer dependencies.

If a set of interrelated TCN protocol has been implemented in a system, a PICS is needed for
each protocol. A system conformance statement will also be necessary, summarising all
protocols in the system for each of which a distinct PICS is provided.

4.1.3.2 Protocol implementation extra information for testing (PIXIT)

In order to test a protocol implementation, the test laboratory will require information relating to
the IUT and its testing environment in addition to that provided by the PICS. This Protocol
Implementation eXtra Information for Testing (PIXIT) will be provided by the client submitting

the im;ﬁlementatlon for fesiing, as a result of consultation with the 1est Ia50ratory.

The PIKIT may contain the following information:

a) infgrmation needed by the test laboratory in order to be able to run the appropriate test suite
on the specific system (e.g. information related to the test method to be-used to run the test
cages, addressing information);

b) infgrmation already mentioned in the PICS and which needs to begmade precise (e.g. p timer
vallie range which is declared as a parameter in the PICS should be specified in the PIXIT);

c) infgrmation to help determine which capabilities stated in thé.PICS as being supporfed are
tesfable and which are untestable;

d) other administrative matters (e.g. the IUT identifier, reference to the related PICS).

The PIKIT should not conflict with the appropriate PICS.

The alfstract test suite specifier, test implementer and test laboratory will all contribute to the
development of the PIXIT pro-forma.

4.2 Boundaries
4.2.1 General

Conformance testing as discussed in this document is focused on testing for conformgnce to
TCN ¢lauses as they arée. specified in IEC 61375-2-3:2015, IEC 61375-2-5:201¢ and
IEC 61)375-3-4:2014.

In pringiple, the objective of conformance testing is to establish whether the implementation
being {ested conforms to the specification in the relevant clause. Practical limitations make it
imposgible to Be)exhaustive, and economic considerations may restrict testing still furthger.

Therefpréy this document distinguishes four types of testing, according to the extent tgd which
they pm\/idp an indication of canformance:

a) basic interconnection tests, which provide prima facie evidence that an IUT conforms;

b) capability tests, which check that the observable capabilities of the IUT are in accordance
with the static conformance requirements and the capabilities claimed in the PICS;

c) behaviour tests, which endeavour to provide testing which is as comprehensive as possible
over the full range of dynamic conformance requirements within the capabilities of the IUT;

d) conformance resolution tests, which probe in depth the conformance of an IUT to particular
requirements, to provide a definite yes/no answer and diagnostic information in relation to
specific conformance issues; such tests are not covered by this document.

The tests a), b), ¢) and d) are described in detail by the following subclauses.

Relations to interoperability and performance are hereinafter considered and defined to clarify
their boundaries.
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4.2.2 Basic interconnection tests
4.2.2.1 General

Basic interconnection tests provide limited testing of an IUT to establish that there is sufficient
conformance for interconnection to be possible, without trying to perform thorough testing.

4.2.2.2 Applicability of basic interconnection tests
Basic interconnection tests are appropriate:

a) for detecting severe cases of non-conformance;

b) as p preliminary filter before undertaking more costly tests;

c) to give a prima facie indication that an implementation which has passed full conformance
tesfs in one environment still conforms in a new environment (e.g. before testing 4 Layer
(N)Fimplementation, to check that a tested Layer (N — 1)-implementation hasihot undgrgone
any severe change due to being linked to the Layer (N)-implementation);

d) for|use by users of implementations, to determine whether the implémentations appear to
be |Jusable for communication with other conforming implementations, for examplge as a
preliminary to data interchange.

Basic interconnection tests are inappropriate:

e) as p basis for claims of conformance by the supplier of an’implementation;

f) as p means of arbitration to determine causes for gommunications failure.

Basic Interconnection tests are a standardised subset of a conformance test suite (in¢luding
capability and behaviour tests). They can be used on their own or together with a confomance
test sujte. The existence and execution of basic-interconnection tests are optional.

4.2.3 Capability tests
4.2.3.1 General

Capabllity tests provide limited.testing of each of the static conformance requiremegnts to
ascertain what capabilities of\the IUT can be observed and to check that those obsgrvable
capabilities are valid with_respect to the static conformance requirements and the PICS

4.2.3.2 Applicability of capability tests
Capabllity tests are appropriate:

a) to ¢heckas far as possible the consistency of the PICS with the IUT;
b) as p.pfeliminary filter before undertaking more in-depth and costly testing;

c) to check that the capabilities of the IUT are consistent with the static conformance
requirements;

d) to enable efficient selection of behaviour tests to be made for a particular IUT;
e) when taken together with behaviour tests, as a basis for claims of conformance.

Capability tests are inappropriate:

f) on their own, as a basis for claims of conformance by the supplier of an implementation;

g) for testing in detail, the behaviour associated with each capability which has been
implemented or not implemented;

h) for resolution of problems experienced during live usage or where other tests indicate
possible non-conformance even though the capability tests have been satisfied.
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Capability tests are standardised within a conformance test suite. They can either be separated
into their own test group(s) or merged with the behaviour tests.

4.2.4 Behaviour tests

Behaviour tests test an implementation as thoroughly as is practical, over the full range of
dynamic conformance requirements. Since the number of possible combinations of events and
timing of events is infinite, such testing cannot be exhaustive. There is a further limitation,
namely that these tests are designed to be run collectively in a single test environment, so that
any faults which are difficult or impossible to detect in that environment are likely to be missed.
Therefore, it is possible that a non-conforming implementation passes the conformance test
suite; one aim of the test suite design is to minimise the number of times that this occurs.

Behaviour tests with capability tests are the basis for the conformance assessment.progess.

Behaviour tests are inappropriate:

a) for([resolution of problems experienced during live usage or wherg ‘other tests ipdicate
pogsible non-conformance even though the behaviour tests have béen satisfied.

Behaviour tests are standardised as the bulk of a conformance test suite.

Behaviour tests include tests for valid behaviour by the IUT in response to valid, inopgortune
and syptactically invalid protocol behaviour by the real tester.This includes testing the rejection
by the IlUT of attempts to use features (capabilities) whichare stated in the PICS as bejng not
implemented. Thus, capability tests do not need to in¢lude tests for capabilities omittdd from
the PICS.

4.2.5 Conformance resolution tests

Conformance resolution tests provide diagnostic answers, as near to definitive as possjble, to
the redolution of whether an implementation satisfies particular requirements. Becaus¢q of the
problejns of exhaustiveness, the definite answers are gained at the expense of confining tests
to a ngrrow field.

The te$t architecture and test method will normally be chosen specifically for the requirgments
to be tested and need not be ones that are generally useful for other requirements. They may
even be ones that are régarded as being unacceptable for (standardised) abstract confoqmance
test sdites, for example involving implementation-specific methods using, say, the diagnostic
and debugging facilities of the specific operating system.

The digtinction.between behaviour tests and conformance resolut|on tests may be illustrated by
the ca
selecti
behavike . i . S
condltlons under which mcorrect behawour was aIready suspected to occur and would confirm
whether or not the suspicions were correct.

Conformance resolution tests are appropriate:

a) for providing a yes/no answer in a strictly confined and previously identified situation (e.g.
during implementation development, to check whether a particular feature has been
correctly implemented, or during operational use, to investigate the cause of problems);

b) as a means for identifying and offering resolutions for deficiencies in a current conformance
test suite.

Conformance resolution tests are inappropriate:

c) as a basis for judging whether or not an implementation conforms overall.
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Conformance resolution tests are not standardised. As a by-product of conformance testing,
errors and deficiencies in protocol parts may be identified.

4.2.6 Interpretation of clauses/subclauses and statements
4.2.6.1 General

The TCN described in IEC 61375-2-3, IEC 61375-2-5 and IEC 61375-3-4 is subject to a sort of
interpretation to translate some clauses/subclauses and requirements into realisable test suites.
The complexity of most TCN protocols makes exhaustive testing impractical on both technical
and economic grounds. To cope with a real implementation and extract from IEC 61375-2-3,
IEC 61375-2-5 and IEC 61375-3-4, all the relevant tests and some criteria were used. The
criterigfwere grouped according to their characterisics.

a) imgeratives;

b) illustrative;

c) optjons;

d) wegk statements.

The following subclauses describe the criteria.

4.2.6.2 Imperatives
4.2.6.2.1 General

Impergtives are those words and phrases commanding that something shall be provided and
are classified as mandatory. They are:

a) shdll: dictates the provision of a functionahcapability;
b) mupt: establishes performance requirements or constraints;
c) is required: is a specification statemeént written in the passive voice;

d) is gpplicable: includes, by reference, standards or other documentation as an addjtion to
the[requirements being specified;

e) responsible for: is a requirement written for architectures already defined. As an exjpmple,
"In|extended reply delay .applications, the master is responsible for spacing the master
frames so that the midimum time to transmit to a slave frame and the following master frame
is dreater than T_safe’";

f) will: is generally‘used to cite things that the operational or development environmen{ are to
proyvide to the_capability being specified. For example, "If it was a strong master, it wil| signal
its demoting to all nodes and it will remain in control of the bus as a weak master|until a
strgng node is appointed"”;

g) shquld:,when it is used, the specification statement is considered to be very weak. For
exampte;—"Bevices cupp\.ut;lly the message cata uapab;“ty shottthave—a—device—address

smaller than 256".

4.2.6.2.2 Continuance

Phrases that follow an imperative and introduce the specification of requirements at a lower
level, for a supplemental requirement count.

a) as follows,

b) below,

c) following,

d) in particular,

e) listed,

f) support.
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Phrases that introduces temporal indication, that may lead to definite or indefinite actions, or
enumerative that may lead to infinite test cases.

g) for each,
h) while.

The requirement containing temporal or enumerative is tested with a finite time or finite sample.

4.2.6.3

Illustrative

This is information within the requirements document. The data and information pointed to by
illustrative strengthens the document's specification statements and whenever possible is used

as sanj

a)
b)
c)
d)

figy
tab
for

not|

ple category input for the test. Namely:

re;
e,
example;
e,

4.2.6.

Option

statements that contain them. This category clearly forms the*basis for the option stat
declaration into the PICS. However, those requirements.‘gontaining such a category off

loosen

a)
b)
c)
d)

car
ma
opt]
exd

Option

4.2.6.5 Weak statements

Options

is the category of words that give the developer latitudevin satisfying the speci

the specification, increase the risk of non-intereperability, and widen the tests se

(Example: Gateways with Bus_Administrator capability can synchronise the bus
y (Example: Class 5 devices may offer the’Bus_Administrator capability.);
onally (Example: The User_Programmable capability is optional.);

5 shall drive the PICS production.

ication
ments
words
ts.

5€es.);

lusion (Example: while the IUT is:n@ming the nodes, one node responds to the paming
frame but not to the status request.or sends a wrong naming response frame).

Weak statements are _apt)to cause uncertainty leaving room for multiple interpretationg, such
wording provides a basis for expanding a requirement or adding future requirements. kor the
extent [of testing, this category generates test with test cases chosen among a representative
set of $amples,.HOwever, by no means such sets fully represent all significant cases fofeseen
by the [clauseunder test.

a) adgquate,

b) be abfe 1o,

c) be capable,

d) effective,

e) normal,

f) provide for.

4.2.7 Relation to interoperability

One of the aims of this conformance test is to lead to comparability and wide acceptance of test
results produced by different testers, and thereby minimise the need for repeated conformance
testing of the same system. Interoperability plays a principal role, since the conformance test
is aimed to facilitate interoperability, it has been taken into account with the following domains
in Table 1:
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Table 1 — Relation to interoperability

Domain

Description

Application interoperability the ability of TCN to provide a consistent implementation of the syntax and

semantics of the data which are interchanged

Protocol interoperability

the ability of TCN to interchange PDUs via the communications platform

Service interoperability

the ability of TCN to support a subset of its intended services

User perceived
interoperability

the ability of the service user (human, application, machine) to exchange
information via the TCN

No projision is made in this document to implement or recommend an interoperability~tgst.

4.2.8 Relation to performance test

Performance attributes relate deeply to services given by the TCN, ‘even though this

conformance test does not intend to implement a performance test, nevertheless perfofmance

attribules were taken into account in the following way in Table 2.

Table 2 — Relation to performance test
Pefformance Description
dttribute

Speed This performance attribute describes the timejinterval that is used to perform the fyinction
or the rate at which the function is performed. (The function may or may not be pefformed
with the desired accuracy.). An examplerof speed attribute evaluation is: freshnesq time
supervision test

Accuragy This performance attribute deseribes the degree of correctness with which the fungtion is
performed, no matter if the function is or is not performed with the desired speed. An
example of accuracy evaluafion is: the receiver hysteresis test

Dependability This performance attribute describes the degree of certainty (or surety) with which|the
function is performed-regardless of speed or accuracy, but within a given observatfon
interval. An example\of dependability attribute evaluation is: Connection stability fqr the
entire inauguratjen-time

No proyision is made in _thissdocument to implement or recommend a performance test [as it is

defined by IEC 60571.

4.2.9

Test ¢
can b

Definition-of test cases

ses and-inspection items derived from the requirements and outlined in this dog
categorized into verification activities, measurement activities and test activitig
characteristics of these activities are defined in Table 3.

ument
s. The
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Table 3 — Test case categories

Category Description Keywords Example

Verification activities Verification of verification, verify Verify that ...
procedures, processes
and documents

Measurement activities Measurement and measurement, measure Measure the ....
recording of physical
quantities (e.g. size,
distance, voltage, current,
temperature, time). Does
not include a pass or fail
verdict.

Test agtivities Check of properties or test, check Check that ...
measurement results.
Test the ...

Includes a pass or fail
verdict.

4.3 Conformance assessment process outline
4.3.1 General

The mpin feature of the conformance assessment process<ista configuration of equjpment
allowing exchanges of information between the IUT and a real tester. These are controlled and
observed by the real tester.

In a cojnceptual outline, conformance testing should.include several steps, involving both static
conformance reviews and live testing phases, culminating in the production of a test|report
which {s as thorough as is practical.

These [steps are:

e compilation of the PICS;

e compilation of the PIXIT;

o tesi selection and parameterisation;

e bagic interconnection<esting (optional);
e capability testing;

e behaviour testing;

e revjew and(analysis of test results;

e syrthesis,»conclusions and conformance test report production.

4.3.2 L Analysis of results, outcomes and verdicts

The observed outcome (of the test execution) is the series of events which have occurred during
execution of a test case; it includes all input to and output from the IUT at the points of control
and observation.

The foreseen outcomes are identified and defined by the abstract test case specification taken
in conjunction with the protocol part. For each test case, there may be one or more foreseen
outcomes. Foreseen outcomes are defined primarily in abstract terms.

A verdict is a statement of pass, fail or inconclusive to be associated with every foreseen
outcome in the abstract test suite specification.

The analysis of results is performed by comparing the observed outcomes with foreseen
outcomes.
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The verdict assigned to an observed outcome is that associated with the matching foreseen
outcome. If the observed outcome is unforeseen then the abstract test suite specification will
state what default verdict shall be assigned.

The means for the comparison of the observed outcomes with the foreseen outcomes are
beyond the scope of this document.

NOTE Amongst the possibilities are:
a) manual or automated comparison (or a mixture);
b) comparison at or after execution time;

c) translating the observed outcomes into abstract terms for comparison with the foreseen outcomes or translating
the foreseen outcomes Into the terms Used 10 record the observed outcomes.

The velrdict will be pass, fail or inconclusive:
a) pags means that the observed outcome satisfies the test purpose and is valid with nespect
to the relevant TCN parts and with respect to the PICS;

b) faillmeans that the observed outcome is syntactically invalid or inoppartune with respect to
the|relevant TCN parts or the PICS;

c) incpnclusive means that the observed outcome is valid with respect to the relevagt TCN
parts but prevents the test purpose from being accomplished.

The vefrdict assigned to a particular outcome will depend on the test purpose and the validity of
the obsgerved protocol behaviour.

The vegrdicts made in respect of individual test cases will be synthesised into an pverall
summary for the IUT based on the test cases executed.

4.4 Mapping of IUT types to conformance test suites

Because this document defines conformance testing suites applicable for different IUT types, a
mapping of IUT types to conformance test suites will indicate which test suites are marndatory
or optipnal as it is listed in Table 4,
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Table 4 — Mapping conformance testing suites to IUT types

Conformance Basic End device ECN ETBN test TRDP test | SDTv2 test ETB-
test interface test equipped equipped
test consist test consist test
IUT Type
Consist local M (0]
end device
Train M (@] (0]
communication
end device
Train topology M (0] M (0]
aware end
device
Repeategr M O
Unmandged M O
consist pwitch
Managed M O
consist pwitch
Router M O
ETBN M o" M MY M
Consist M

O : opfional

M : mandatory

' If ETBN includes ECSP.

5 Basic interface test

5.1 Scope

This dlause specifies conformance test cases for physical

layer functions and| basic

commuynication for devices econnected to ECN or ETB as given in IEC61375-2{5 and
IEC 61j375-3-4.

5.2 PICS pro-forma

5.2.1 General

The PICS provides a statement of the capabilities and options which have been implemented,
and arny features which have been omitted, see 4.1.3.1. Instructions about filling the PICS
pro-forma.are given in Annex B.

5.2.2 PICS Tables

5.2.2.1 Identification of PICS

Ref

Question

Response

1 Date of statement

2 PICS serial number
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5.2.2.2 Identification of the implementation under test
Ref Question Requirement Response

1 Implementation name M

2 Version number M

3 Special configuration (0]

4 Power supply voltage M

5 Power supply current M

6 Other information o}
NOTE 1 Implementation name refers to the identifier of the IUT as indicated by the client. The specific
conformpance test is applied to the entity identified by the implementation name.
NOTE 2 This is the version number of the IUT. When a version number is defined for an IUT, no subisystem which
compoges it can progress without a change of this figure (the architecture is frozen and constitutes a configyration).
NOTE Indicated if PIXIT is provided for this IUT.
NOTE # Indicates the applicable power supply voltage. Power supply voltage is chosen amongst the| values

specifigd in IEC 60571.

NOTE % Other information the client considers relevant for IUT identification.
5.2.2.3 Identification of the IUT supplier and/or test laboratory client
Ref Question Requirement Response
1 Organisation name M
2 Contact name(s) M
3 Address: M
4 Telephone number M
5 Fax number M
6 e-mail address M
7 Other information M
If the |UT supplier and(the test laboratory client are not the same entity, the PICS shall be

agreed

5.2.2.4

between the supplier and the test laboratory client.

Identification of the standards

Ref

Question

Response

Specification document title

Specification document IEC reference number

Specification document date of publication

Specification document version number

Conformance test document title

Conformance test document number

Conformance test document date of publication

O | N~ IDN

Conformance test document version number
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5.2.2.5 Global statement of conformance

Ref Question Requirement Implementation

1 Are all mandatory capabilities implemented? M [ 1]

NOTE Answering "No" to this section indicates non-conformance to the protocol specification. Non-supported
mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-
conforming.

5.3 Testing framework

The test is executed in a set-up with an instrumented |UT providing one or more Ethernet
interfages, a tester equipment for Ethernet/IP/UDP/TCP frame sending and receivingja[100 m
railway suitable Ethernet cable connecting IUT and tester equipment, and- nedessary
measufement instruments.

NOTE Tpst set-up including Ethernet cable characteristics are listed in the specific IUT’s reportysee Annex|C.

5.4 Physical layer test
5.4.1 Test purpose

Test the correctness of mechanical and electrical parametéers™of the physical layer network
interfage.

5.4.2 Inspection of the Hardware Ethernet interface

Compllance with the physical layer requirements ds-specified in IEC 61375-3-4:2014, 4.10.2.1,
4.10.3jand IEC 61375-2-5:2014, 4.2.2 shall be,démonstrated by the following test:
a) Check that the physical Ethernet interface of the IUT is set to 100FDX.

b) Check that the IUT has a MAC address set on delivery. (The MAC address shall be unique
worlldwide).

c) Optional: check that the IUT.supports Power over Ethernet (PoE).

d) Check that ETB ports are bypassed via relays.

e) Check that the IUT support 100 m cable length over CAT5e cables.

f) Check that a single‘point of failure from the IUT does not disable more than the affected
end devices (fornexample by executing burst test, see 5.6.2).

5.4.3 Inspection of the mechanical Ethernet interface construction

Compllance ,»with the physical layer mechanical requirements as specified in
IEC 61)375-3-4:2014, 4.10.2.2, 4.10.2.3 and 4.10.2.4 shall be demonstrated by the fo[lowing
test:

a) Check that the IUT uses a M12 D-coded female connector.
b) Check that the M12 D-coded connector is located at the front panel.

c) Check that the M12 socket has an adequate ground connection providing lasting connection
of the shield to ground.

d) Check that the IUT internal Ethernet signal path (length and characteristics of internal
Ethernet cabling, number of intermediate connectors) is documented.

e) Check that all connectors are labelled, also the ground connector (see IEC 60571:2012).
f) Check that the M12 and the casing screws are tightened.

g) Check that the cable shield and the connector shield are connected to chassis earth. A cable
shield should be connected on a 360° circular basis in the connector.

h) Check that a RJ45 connector is only used for connecting Temporary End Devices.
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Check of electrical Ethernet interface design

a) Check that the temperature range class TX according to IEC 60571:2012 (-40 to +85°C) for
electronic parts is used.

b) Check that the transceiver (PHY) and the transformer is compliant to IEEE 802.3. Check the
correct Ethernet termination and common mode rejection.

If poss

ible, the components shall be inspected on the PCB. If not feasible the schematics have

to be checked. If Off-the-shelf units are used, the manufacturer has to provide a reasonable
data sheet which shows the conformance with the temperature range and IEEE 802.3.

5.4.5

This t

Check of Ethernet interface characteristics

t is optional and can only be applied if the DUT supports auto negotiation.

a) Mefasure that the single link pulse meets the waveform requirements from IEEE 802|3.

b) Mejasure that the fast link pulse burst indicates that the interface supports af least

10

c) Ch
by

5.4.6

Measu

e Amplitude

e zerp Volt axis symmetry

e Ris
e Du

e Transmitter jitter

e Waveform overshoot

BASE-TX full duplex.

bck that all features which are specified by the fast link pulse bdrst code are sugported
the IUT.

Ethernet signal wave form test (IEEE standard)

re that the Ethernet signal parameters

le and fall times

y cycle distortion

are in {he ranges, which are specified in IEEE 802.3, IEEE 802.3az and ANSI X3.263.

5.4.7 Ethernet signal wave form test (amplified signals, optional)

Compliance with the Ethernet signal wave form test which is specified in IEC 61375-3-4:2014,
Annex|C.

Measufe that.the Ethernet signal parameters

e Amplitude

o zZeroVolteds-symmetry

e Rise and fall times

e Duty cycle distortion

e Transmitter jitter

e Waveform overshoot

are in the specified ranges.

5.4.8

Check

Auto-Crossover- and Auto-Sensing-Test (only for switches)

that the IUT perform Auto-Crossover and Auto-Sensing.
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5.5 Basic communication protocol test
5.5.1 Test purpose

Test the ability of sending and receiving UDP and TCP packets.

5.5.2 Simple communication test

This measurement shall be executed with a cable length of 100 m, which is specified in
IEEE 802.3.

a) Check that the IUT supports UDP communication.

b) Check that the IUT supports TCP communication.
5.5.3 UDP rising payload test (only for End Devices)

This measurement shall be executed with a cable length of 100 m, which is-specified in IEEE
802.3.

a) Mefasure the maximum supported payload size for UDP datagrams.
b) Check that the IUT handles a payload size of minimum 8kBytes.

5.5.4 TCP rising payload test (only for End Devices)

This njeasurement shall be executed with a cable lendgth of 100 m, which is specified in
IEEE g02.3.

a) Mepsure the maximum supported payload size for TCP datagrams.
5.5.5 UDP long term test (only for End Devices)

This measurement shall be executed withi*a cable length of 100 m, which is specified in
IEEE §02.3.

a) Check that the IUT communicationwith 100 m cable length is stable over a time of §0 min.

b) Check that the long-term testiwill be done with the maximum supported payload size with
an ppper limit of 32 kBytes.

c) Mepsure the frame ertot-rate and check that it is below 106 (1 error per 1 million fragmes).
5.6 Communicationreliability tests
5.6.1 Test purpose

Test the reliability of the communication under railway specific stress conditions.

5.6.2 L Burst immunity test
5.6.2.1 Test setup

These measurements shall be executed with a cable length of 100 m, which is specified in IEEE
802.3.

For signal and control ports test level 4 is specified using capacitive clamp (IEC 61000-4-4:2012,
Figure 1) with 0,5 m distance to the DUT.

The defined test level 4 has the following parameters, see Figure 1

e Risetime: 5 ns +-30 %
e Impulse duration (50 % of peak value): 50 ns +-30 %

e Peak value 2 kV +-10 % (positive and negative polarity)
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¢ Repetition 5 kHz +-20 %
e Duration 15 ms
e Period 300 ms

- =100 m _
d=0,5m

Capacitive

clamp 1 m
J__—| \ Device ,——|:
= |[Testsytem|(} (H undertest| =
T 7 ] *

¢ 10 cm I t 10 cm
1 Groundplane

Burst-generator IEC

Figure 1 — Setup for burst immunity test

5.6.2.2 Test procedure

Connegt the DUT to the burst test environment and power on‘the DUT.

e Swjtch on the burst generator configured with the parameters above, switch to gositive
polprity

o Start the Communication Test with “long term test configuration” at the Test System

e Stogp the test after 10 min

o Repeat the test for negative polarity
5.6.2.3 Measurements

Check that the Ethernet port is stable against EMC stress with fast transients (bursts) acgording
to IEC(61000-4-4:2012, by measuring that there are no transmission errors over a minimum
periodjof 1 min or minimum amount of 40 000 frames for each burst polarity.

NOTE Pince the chance torhitvan Ethernet telegram is lower than 5 % per period (15 ms / 300 ms = (,05) the
minimum test duration forseach burst polarity is n >= 1 000 transmit and receive cycles of a 32kBytes rhessage
(minimum more than 40 000-frames).

5.6.3 Ethernet-interface isolation test
a) Check thatithe signals are isolated against the shielding.
b) ChecKthat are all ports are isolated against each other.

6 Conformance test of End Device

6.1 General

This clause defines conformance requirements for conformance testing for end devices as given
in [EC 61375-2-3, IEC 61375-2-5 and IEC 61375-3-4. See also Table 6 through Table 46.

Those requirements are used to derive test suites and test cases in order to determine whether
a system, in this case, a unit connected to one Consist Network or to one set of Consist
Networks, complies with the requirements.

Figure 2 gives an overview of the End Device conformance testing process.
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IEC 61375-2-8

Test suites

Conformance test
requirements of end device

6.2

Figure 2 — End Device conformance testing process

Related requirements

As given in IEC 61375-2-3, IEC 61375-2-5 and IEC 61375-3-4.

6.3
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6.4 PICS Pro-forma

6.4.1 General

The PICS provides a statement of the capabilities and{options which have been implemn
y features which have been omitted, see 4.1.3.1. Instructions about filling thg

and ar
pro-formna are given in Annex B.

ED

End device of
consist network »

[OI+)
()

Figure 3 — Consist topology and logical view ef)ECN

IEC

ented,
PICS

6.4.2 PICS Tables
6.4.2.1 PICS related to IEC 61375-2-3:2015
6.4.2.1.1 Common ETB Framework — Interoperability
Reference Question Subclause Req. Implementation
23ED_001 Follows:a 5.1.2 M Yes [] No []
versignihg scheme?
6.4.2.1.2 Common ETB Framework — Service Addressing
Reference Question Subclause Req. Implementation
3ED~002 Entities identified by TCN Domain 5.4.3 M Yes [] No []
Names
23ED_003 Sources/Destinations identified by | 5.4.4.3 M Yes [] No []
TCN URI Identifier
5.4.4.6
23ED_004 — TCN URI User part 5.4.4.5 (e} Yes [] No []
23ED_005 — Closed trains identification 5.4.4.6.5 O Yes [] No []
23ED_006 IP routing in networks with 5.4.5.5 M Yes [] No []
multiple ETBs
23ED_007 Usage TRDP for data exchange 5.6.2 M Yes [] No []
23ED_008 Service discovery 5.7 M Yes [] No []
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6.4.2.1.3 TRDP (Train Real-Time Data Protocol)
Reference Question Subclause Req. Implementation
23ED_009 TRDP for the Annex A M Yes [] No []
Exchange of TCN
process data and
TCN message data
over ETB
6.4.2.1.4 SDTv2 (Safe Data Transmission)
Reference Question Subclause Req. Implementation
23ED_010 SDTv2 supported Annex B C Yes [] No []
6.4.2.2 PICS related to IEC 61375-2-5:2014
6.4.2.2.1 ETB physical layer
Reference Question Subclause Req. Implementation
25ED_001 PSE (Power Source | 4.3 (0] Yes [] No []
Equipment)
connected to a PD
(Powered Device)
6.4.2.2.2 ETB network layer: IPv4 subnets definition — host on train subnet
Reference Question Subclause Req. Implementation
25EID_002 Particular hosts IP 6.5.2 M Yes [] No []
addresses on train
subnet
6.4.2.2.3 ETB network layer:IPv4 subnets definition — host inside a closed train
Reference Question Subclause Req. Implementation
25EDp_003 Particular hosts IP 6.5.3 (0] Yes [] No []
addresses inside a
closed train
6.4.2.2.4 ETB transport layer
Reference Question Subclause Req. Implementation
25ED_004 ICMP Internet 7 M Yes [] No ]
Control Message
Protocol IETF RFC
792
25ED_005 IGMP v2 Internet 7 M Yes [] No []
Group Management
Protocol IETF RFC
2236
25ED_006 UDP User 7 M Yes [] No []
Datagram Protocol
IETF RFC 768
25ED_007 TCP Transmission 7 M Yes [] No []
Control Protocol
IETF RFC 793
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6.4.2.2.5 ETB physical train naming convention

Reference Question Subclause Req. Implementation
25ED_008 Hosts identified by 10 (0] Yes [] No []
a FQDN (Full
Qualified Domain
Name)

6.4.2.2.6 ETB Application interface

Reference Question Subclause Req. Implementation
25E _{1{10 ETB Pracacs Dot 1’2_’2 MM Yas [] No [}
and Message Data
protocols

6.4.2.3 PICS related to IEC 61375-3-4:2014

6.4.2.3.1 Architecture (Network structure)

Reference Question Subclause Req. Implementation
34ED_001 Ethernet ports 4.2.1 M Yes [] No []
according to IEEE
802.3

6.4.2.3.2 Redundancy

Reference Question Subclause Req. Implementation
34ED_002 Redundancy 4.5.4 (0] Yes [] No []
managed at End
Device level
6.4.2.3.3 IP address and related definitions — Consist Network address
Reference Question Subclause Req. Implementa
ion
4ED_003 IP address(es) as Consist Network 4.7.1 M Yes [] No []
address(es)
4ED_004 Unique Consist Network address 4.7.1 M Yes [] No []
4ED_005 IPv4 private address space defined in 4.7.1 M Yes [] No []
IETF RFC1918
4ED,_006 Addresses follow this binary 4.71 M Yes [] No []
presentation:
00001010.0ddddddd.dddddddd.ddddd
ddd /9
Field [d] is defined in IEC61375-3-
4:2014, 4.7 .1.
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6.4.2.3.4 IP address and related definitions — Train Network address
Reference Question Subclause Req. Implementat
ion
34ED_007 IP address(es) as Train Network 4.7.2 Yes [] No []
address(es)
34ED_008 IPv4 private address defined in IETF 4.7.2 Yes [] No []
RFC 1918
34ED_009 Addresses follow the definitions in 4.7.2 Yes [] No []
IEC 61375-2-5
34ED_010 Addresses follow this binary 4.7.2 Yes [] No []
presentation:
00001010.1bbxssss.sshhhhhh.hhhhh
hhh / 18
The fields are defined in IEC61375-3-
4:2014, 4.7.2.
6.4.2.3.5 IP address and related definitions — Name resolution and naming
definitions
Reference Question Subclause Req. Implementati
on
34ED_011 Destination devices of ETB addressable 4.7.4.1 Yes [] No []
in train wide domain name space
34ED_012 127.0.0.1 “localhost” as self-addressing 4)74.2 Yes [] No []
6.4.2.3.6 IP address and network configuration management — Train network
address management
Reference Question Subclause Req. Implementation
34ED_013 After a new 7.8.2 (0] Yes [] No []
inauguration,
renewal of train
network address
34ED_014 DHCP 7.8.2 0} Yes [] No []
FORGERENEW
message defined in
IETF'RFC 3203
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6.4.2.3.7 IP address and network configuration management —- DHCP configuration
parameters
Reference Question Subclause Req. Implementation
34ED_015 Subnet mask 4.8.4 M Yes [] No []
34ED_016 Router option 4.8.4 M Yes [] No []
34ED_017 Domain Name 4.8.4 C Yes [] No []
server option
34ED_018 Host Name option 4.8.4 (0] Yes [] No []
34ED_019 Broadcast Address 4.8.4 Yes [] No []
34ED_020 Netwaork time 484 C Yes [ No]
protocol server
option
34ED_021 Vendor Specific 4.8.4 (0] Yes [] No []
Information
34ED_022 IP address lease 4.8.4 M Yes,[] No []
time
34ED_023 DHCP message 4.8.4 M Yes [] No []
type
34ED_024 Server Identifier 4.8.4 M Yes [] No []
34ED_025 Parameter request 4.8.4 M Yes [] No []
list
34ED_026 Message 4.8.4 (0] Yes [] No []
34ED_027 Client-ldentifier 4.8.4 0} Yes [] No []
34ED_028 Relay Agent 4.8.4 (0] Yes [] No []
Information option
6.4.2.3.8 Network Device interface <<Physical Layer — Protocols
Reference Question Subclauses Req. Implementation
34E0_029 100BASE-TX 49.4.1.1 M Yes [] No []
34EQ_030 Full Duplex'mdde 49.4.1.1 M Yes [] No []
defined. in‘IEEE
802.3
34EQ 031 Auto-negotiation 49.4.1.1 M Yes [] No []
funetion defined in
|[EEE 802.3
6.4.2.3.9 Network Device interface — Physical Layer — Cables
Reference Question Subclause Req Implementation
When 100BASE-TX
or 10BASE-T is
used:
34ED_032 -M12 D-coded 4.9.4.3.1 0} Yes [] No []
socket/plug
34ED_033 -IEC 61076-3-104 | 4.9.4.3.1 (6] Yes [] No []
socket/plug
34ED_034 -RJ45 socket/plug | 4.9.4.3.1 (0] Yes [] No []
defined in TIA/EIA-
568-B
34ED_035 Pinning for M12 4.9.4.3.1 M Yes [] No []
connector as shown
in Table 11
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6.4.2.3.10 End Device interface (Table 12) — Physical Layer Protocols
Reference Question Subclause Req. Implementation
34ED_036 IEEE 802.3 4.10.2.1 M Yes [] No []
supported
34ED_037 100BASE-TX 4.10.2.1 M Yes [] No []
34ED_038 Full Duplex mode 4.10.2.1 M Yes [] No []
defined in IEEE
802.3
34ED_039 Auto negotiation 4.10.2.1 M Yes [] No []
function defined in
IEEE 802.3
6.4.2.3.11 End Device interface — Physical Layer Cables
Reference Question Subclause Req. Implementation
34ED_040 ISO/IEC 11801 and | 4.10.2.2 M YesuflyNo []
IEC 61156-6
34ED_041 Class D (category 4.10.2.2 M Yes [] No []
5e) with two twisted
pairs
6.4.2.3.12 End Device interface — Physical Layer Connectors
Reference Question Subclause Req. Implementation
34ED_042 M12 D-coded 4.10.2.3 M Yes [] No []
socket/plug defined
in IEC 61076-2-101
34ED_043 IEC 61076-3-104 4.10:2:3 o Yes [] No []
socket/plug
34ED_044 RJ45 socket/plug 4.10.2.3 (0] Yes [] No []
defined in TIA/EIA-
568-B
34ED_045 Pinning for(M12 4.10.2.3 M Yes [] No []
connector as’shown
in Tablex11 and
Figure\b
6.4.2.3.13 End'Device interface — Link Layer
Reference Question Subclause Req. Implementation
34ED_046 MAC defined in 4.10.3 M Yes [] No []
IEEE 802.3
34ED_047 MAC with basic 4.10.3 M Yes [] No []
frame defined in
IEE 802.3
6.4.2.3.14 End Device interface — Network Layer
Reference Question Subclause Req. Implementation
34ED_048 IP version4 defined 4.10.4 M Yes [] No []
in IETF RFC 791
34ED_049 ICMP defined in 4.10.4 M Yes [] No []
IETF RFC 792
34ED_050 ARP defined in 4.10.4 M Yes [] No []
IETF RFC 826
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6.4.2.3.15 End Device interface — Transport Layer
Reference Question Subclause Req. Implementation
34ED_051 UDP defined IETF 4.10.5 M Yes [] No []
RFC 768
34ED_052 TCP defined IETF 4.10.5 M Yes [] No []
RFC 793
6.4.2.3.16 End Device interface — Application Layer
Reference Question Subclause Req. Implementation
34ED_053 DHCP defined in 4.10.6 M Yes [] No []
IETF RFC 2131
34ED_054 DNS client function 4.10.6 M Yes [] No []
defined in IETF
RFC 1034
34ED_055 SNTP client 4.10.6 (0] YesuflyNo []
function defined in
IETF RFC 1361 or
NTP version 3
client function
defined in IETF
RFC 1305
6.4.2.3.17 Network management
Refgrence Question Subclause Req. Implementafion
34ED_056 SNMP agent functions. 4.12.1 (0] Yes [] No []
(SNMPv2 defined in IETF
RFC 1901, 1905 and 1906
is the minimum
requirement.)
6.5 [festing framework
Figure|4 shows an example of the architecture of the testing framework and Table 5 describes
each cpmponent:
D
D 10 DI Al
|_ -
I e

ETH | |1

ETH |

| IEC

Figure 4 — Testing framework architecture
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Table 5 — Testing framework DEVICE description

network.

DEVICE DESCRIPTION

HMI Human Machine Interface

Cu Control Unit

10 Input Output Device (with Digital Output Card, Digital Input Card, and Analog Input Card)

CST SWITCH Consist switch for connecting different devices to the Ethernet Network

CST SWITCH POE Switch for connecting different devices to the Ethernet Network, with Power over Ethernet

ETBN Switch for coupling purposes

LAPTOR Device equipped with comman netwark tools such DHCP client DNS client ICMP (ping) or
"Ethernet bus analyzer tool". It shall be also capable of exchanging TRDP frames.oyer the

The "Ethernet bus analyzer tool" could be defined as a software tool to capture Eth¢rnet

frames and dissect and analyze them. For example: "Wireshark".
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6.6 Test Suite IEC 61375-2-3
6.6.1 Test case TCCT23ED_001

Table 6 — Test case TCCT23ED_001

IDENTIFIER TCCT23ED_001
TITLE ETB Framework Interoperability
ITEM NUMBER 23ED_001
DESCRIPTION The next test case will ensure that:
e All changes affecting normative clauses of this document shall be
tIUGtUd dao ;II\JUIIIPGt;b:U uhallgco, :Uad;lly tU arnt ;II\JIUII ent Of

parameter ‘main Version’, unless otherwise specified.

REQUIREMENT Mandatory
DUT ECSP
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device,to an ETBN with the correct|IP
address.

Step 3: Connect the laptop toran ETBN with the correct IP address.

Step 4: Open the “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5: Check that as defined in IEC 61375-2-5, following an[ETB
train inauguration, at least one entitled device in each
consist'shall send out a CSTINFO telegram over ETH to all
othef-entitled devices within the train to inform about
consist properties.

Step.6:>,"Check that the version has the next structure on the
telegram:

VERSION::= RECORD

{

mainVersion UINT8 -- main version, incremented for
incompatible changes

value range: 1..255 (0 = reserved)

subVersion UINT8 -- sub version, incremented for
compatible changes

value range: 0..255

}

FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA OKif:

e the End Device sends the version in a correct format.

DEPENDENCIES
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6.6.2 Test case TCCT23ED_002
Table 7 — Test case TCCT23ED_002

IDENTIFIER TCCT23ED_002

TITLE Sources/Destinations identified by TCN URI Identifier
ITEM NUMBER 23ED_002 / 23ED_003

DESCRIPTION The next test case will ensure that:

e Function devices shall be identified by labels following the syntax
given in IEC61375-2-3:2015, Table 8.

o Vehicles shall be identified by labels following the syntax given

in IEC61375-2-3:2015, Table 10.

o Consists shall be identified by labels following the syntax given
in IEC61375-2-3:2015, Table 12.

REQUIREMENT Mandatory
DUT TCN-DNS Server
TEST $ETUP Test Bench

INITIAL. CONDITIONS Test Bench powered off
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IDENTIFIER

TCCT23ED_002

STEPS

Step 1:  Supply the test bench.

Step 2: Connect the laptop to an ETBN with the correct IP address
and DNS server IP.

Step 3:  Perform a DNS translation from the laptop, using DNS
names, checking that:

o the function device label used is the one specified in
IEC61375-2-3:2015, Table 8:

fctdev.vehicle.consist.cltrain.train

fctDev = ”1Dev” | deviceName | group

devicename = label
group = "grpAll” | grpDev
grpDev = grp” 1 {uchar} 12

e the vehicle label used is the one specified in IECBp1375-
2-3:2015, Table 10:

fetdev.vehicle.consist.cltrain.train

veh =”1Veh” | cstVehNov opVehNo | ”leadVeh” | "aVeh” |
idVeh | ”anyVeh’>

cstVehNo z”veh” digit digit

opVehNe = "opVeh” digit digit

idVeh = label

e the consist label used is the one specified in IECB1375-
2-3:2015, Table 12:

fctdev.vehicle.consist.cltrain.train

consist = "ICst” | ”aCst” | “anyCst” | ”leadCst” | cstNo
| opCstNo | idCst

cstNo = cst” digit digit

opCstNo = "opCst” digit digit

idCst = label

Step 4: Check that the DNS Server replies with the correspondent
IP address.

FINAL|CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

OK if:

e The DNS Server resolves the correspondent IP address

DEPENDENCIES
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6.6.3 Test case TCCT23ED_003
Table 8 — Test case TCCT23ED_003
IDENTIFIER TCCT23ED_003
TITLE TCN URI User part
ITEM NUMBER 23ED_004
DESCRIPTION The next test case will ensure that:

e Communicating entities (sources and destinations) shall be
identified by a fully qualified TCN domain name which is derived
from the TCN domain name space using a TCN URI scheme

[ defiret-HrRFE3986-
REQU‘REMENT Mandatory
DUT TCN-DNS Server
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.

Step 2: Connect the laptop to an ETBN, with the correct IP address
and DNS server IP.

Step 3: Perform a DNS translation” from the laptop, using DNB
names, checking that\the user part used is the one
specified by the End-Device:
usr@fctdev.vehicle.consist.cltrain.train
train = 1Trn

Step 4: Gheck that the DNS Server resolves TCN URI user pprt.

FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OKify

The DNS Server resolves TCN URI user part

DEPENDENCIES
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6.6.4 Test case TCCT23ED_004
Table 9 — Test case TCCT23ED_004

IDENTIFIER TCCT23ED_004

TITLE Closed trains identification

ITEM NUMBER 23ED_005

DESCRIPTION The next test case will ensure that:

e Closed trains shall be identified by labels following the syntax
given in Table 52.

o Trains shall be identified by labels following the syntax given in

Table 52.
REQUIREMENT Optional
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off

Step 1:  Supply the test bench.

Step 2: Connect the End Device teran"ETBN with the correct|IP

address.
Step 3: Connect the laptop te_ an ETBN with the correct IP address.

Step 4: Perform a ping ffomthe laptop to the End Device, us|ng
DNS names, checking that closed trains and trains afe
identified by hext labels:

trn://usr@fctdev.vehicle.consist.cltrain.train

train'=ITrn

Step:5) Check that the End Device responds to the ping performed
by the laptop.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:

e The End Device, connected in a different ETB network, redponds
to the ping performed from the laptop, with closed trains and
trains correctly identified.

DEPENDENCIES



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021

- 51—

6.6.5 Test case TCCT23ED_005
Table 10 — Test case TCCT23ED_005
IDENTIFIER TCCT23ED_005
TITLE IP routing in networks with multiple ETBs
ITEM NUMBER 23ED_006
DESCRIPTION The next test case will ensure that:

e For transmitting IP packets to a destination ED, which is related
to another ETB than the ETB the source ED is related to, the IP
packet shall be transferred over the ETB the destination ED is

I TCTraltcu tu.,
REQU‘REMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.

Step 2: Connect the End Device to an"ETBN of one ETB with| the

correct IP address.

Step 3: Connect the laptop to ‘an.ETBN of another ETB with the

correct IP address.

Step 4: Perform a tracefoute from the laptop to the End Devige,

using DNS names.

Step 5: Check that the path followed by the IP frames to the End

Device is\the correspondent one.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OK if:

Thejypath path followed by the IP frames to the End Device|is the
correspondent one.

DEPENDENCIES
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6.6.6 Test case TCCT23ED_006
Table 11 — Test case TCCT23ED_006

IDENTIFIER TCCT23ED_006
TITLE Usage TRDP for data exchange
ITEM NUMBER 23ED_007
DESCRIPTION The next test case will ensure that:

e All services of the operational network shall use the TRDP
protocol as specified in Annex A (with supplementary information
in Annex C and Annex D) of IEC 61375-2-3:2015 for the transfer

of process—dateand-messagedatabetweenoperationatnetwork
functions.

REQUIREMENT Mandatory

DUT End Device

TEST $ETUP Test Bench

INITIAL CONDITIONS Test Bench powered off

End Device shall be prepared for communicating using TRDP
Process Data and Message Data Telegfams.

The laptop shall be prepared for communicating using TRDP Pfocess
Data and Message Data Telegrams’

STEPS Step 1:  Supply the test beneh.
Step 2: Connect the End Device to an ETBN with the correct|IP
address.

Step 3: Connect‘the laptop to an ETBN with the correct IP address.

Step 4: Opervthe “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5: -5 Check that the End Device uses TRDP Process Dataland
Message Data for communicating with the rest of de\ices.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OKif:

e The End Device complies the requirements related to TRDP
communication.

DEPENDENCIES
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6.6.7 Test case TCCT23ED_007
Table 12 — Test case TCCT23ED_007

IDENTIFIER TCCT23ED_007

TITLE TRDP process Data and Message Data

ITEM NUMBER 23ED_008

DESCRIPTION The next test cases will ensure the correct communication between

different devices on the train, using TCN process data and TCN
message data over ETB.

These tests are defined in Clause 9 of IEC 61375-2-3:2015.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP

INITIAL CONDITIONS

STEPS

FINAL|CONDITIONS

ACCERTANCE CRITERIA

DEPENDENCIES
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6.6.8 Test case TCCT23ED_008

Table 13 — Test case TCCT23ED_008

IDENTIFIER TCCT23ED_008

TITLE Service Discovery

ITEM NUMBER 23ED_009

DESCRIPTION The next test case will ensure that:

e Each consist shall announce the functions it supports within its
CSTINFO telegram.

REQUIREMENT Mandatory

DUT End Device

TEST $ETUP Test Bench

INITIAL CONDITIONS Test Bench powered off
End Device shall be prepared for communicating.using Messade Data
Telegrams.
The laptop shall be prepared for communicating using Messag¢ Data
Telegrams.

STEPS Step 1:  Supply the test bench.

Step 2: Connect the End Device to an ETBN with the correct
address.

P

Step 3:  Connect the laptop to an ETBN with the correct IP address.

Step 4: Open the “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5: Check that when the laptop sends the MD request, op the
reply-sent by the End Device, the functions it supporf{s are
ahnounced.

FINAL|CONDITIONS Test.Bénch powered off.

ACCERTANCE CRITERIA OK if:

e the End Device announces the functions it supports within fits
CSTINFO telegram.

DEPENDENCIES
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6.6.9 Test case TCCT23ED_009
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Table 14 — Test case TCCT23ED_009

IDENTIFIER TCCT23ED_009

TITLE Safe Data Transmission (SDTv2)

ITEM NUMBER 23ED_010

DESCRIPTION The next test cases will ensure the correct communication between
different devices on the train, using an extension to the
communication profile for the transmission of safety related (vital)
data over ETB.

| These-testsaredefiredin-Glause—16-

REQUIREMENT Conditional

DUT End Device

TEST $ETUP

INITIAL CONDITIONS

STEPS

FINAL|CONDITIONS

ACCERTANCE CRITERIA

DEPENDENCIES

6.7 [est Suite IEC 61375-2-5

6.7.1 Test case TCCT25ED_001

Table 15 — Test case TCCT25ED_001

IDENT|FIER TCCT25ED_001
TITLE PSE“¢onnected to PD
ITEM thMBER 25ED_001
DESCI&IPTION The next test case will ensure that:
e A PSE (Power Source Equipment) interface shall be conn€cted
to a PD (Powered Device) interface.
REQUIREMENT Optional
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off

STEPS

Step 1: Connect the End Device to a consist switch port, thaf has
POE.

Step 2: Connect the laptop to a consist switch
Step 3:  Supply the test bench.

Step 4: Check that the End Device gets powered when supplying
the test bench.

Step 5: Perform a “ping” from the laptop to the End Device IP
address.

Step 6: Check that there exists a response to the performed “ping”.

FINAL CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

OK if:
e the End Device is supplied.

e There exists a response to the performed “ping”.

DEPENDENCIES
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Table 16 — Test case TCCT25ED_002

IDENTIFIER TCCT25ED_002
TITLE Particular hosts |IP addresses on train subnet
ITEM NUMBER 25ED_002
DESCRIPTION The next test case will ensure that:
e Host IP addresses on ETB side are correctly defined.
REQUIREMENT Mandatory
DUT End Device
TEST SETUP Test Bench

INITIAL|CONDITIONS

Test Bench powered off

STEPS

Step 1:  Supply the test bench.

Step 2: Connect the End Device to the ETB network with)the correct IP
address.

Step 3: Check that the IP address of the End Dévice has the next forma

00001010.1bb00000.00tttttt.hnhhhhhhh/18

[b]

[t
[h]

« ETBN Id », 4patiguration result, it is the ETBN number inside the train. Never Null, between [1,63]

Subnet number part:
« Backbone Id », botween [0,3]. Identity some téin backbone subnets. Up to 4 ETBs could be
efine

0, for TCMS
1, for multimedia
2, ot specified
3, not specified

Host number part:

« Host Id », unliqueé host identification for this ETBN node. Range [1,254] due to 254 hosts maximum
by ETBN.rode available.

IEC

—

FINAL GONDITIONS

Test Bench (powered off.

ACCEPTANCE CRITERIA

OK if:

e ( The format of the IP address is correctly defined.

DEPENDENCIES
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6.7.3 Test case TCCT25ED_003
Table 17 — Test case TCCT25ED_003
IDENTIFIER TCCT25ED_003
TITLE Particular hosts IP addresses on a closed train
ITEM NUMBER 25ED_003
DESCRIPTION The next test case will ensure that:
e Host IP addresses on a losed train ETB are correctly defined.
REQUIREMENT Optional
DUT | End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to the ECN networkwith the correct |P
address.
Step 3: Check that the IP address of the End(Device has the next forfnat:
00001010.0sstoooo.coddddad.dddddddd /12
with:
s 0..3, scope (3 = train, 2 = closed train, 1 & Consist, q= Consist Network; currently|relative
IP addresses are only defined in the 4rain scope)
t 0.1, type (0 = absolute, 1 = relatie; always 1 for relative IP addresses)
o 0..63, offset of the destination Cdnsist Network
d 1. 16383, device address
FINAL|CONDITIONS Test Bench powered(off:
ACCERTANCE CRITERIA OK if:

e The formatof the IP address is correctly defined.

DEPENDENCIES
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6.7.4 Test case TCCT25ED_004

Table 18 — Test case TCCT25ED_004

IDENTIFIER TCCT25ED_004

TITLE ETB Transport layer (ICMP)

ITEM NUMBER 25ED_004

DESCRIPTION The next test case will ensure that:

e |ICMP is supported by the End Device.

REQUIREMENT Mandatory
DUT | End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an ETBN/With the correct|IP
address.

Step 3: Connect the laptop to an ETBN with the correct IP address.

Step 4: Open the “Ethernet bus ahalyzer tool” to capture the
frames that are going tde sent by the devices.

Step 5: Perform a ping from-the laptop to the End Device.

Step 6: Check on the bus analyzer tool that there exists an ICMP
message seni\by the End Device, and conforms to IHTF
RFC 792.

FINAL|CONDITIONS Test Bench powéred off.

ACCERTANCE CRITERIA OKif:

e ICMP\message sent by the End Device conforms to IETF RFC
792.

DEPENDENCIES
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6.7.5 Test case TCCT25ED_005
Table 19 — Test case TCCT25ED_005

IDENTIFIER TCCT25ED_005

TITLE ETB Transport layer (IGMP v2)
ITEM NUMBER 25ED_005

DESCRIPTION The next test case will ensure that:

e |IGMP v2 Internet Group Management Protocol IETF RFC 2236 is
supported by the End Device.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an EFBN with the correct|IP
address.

Step 3: Connect the laptop to an ETBN with the correct IP address.

Step 4: Open the “Ethernet bus\analyzer tool” to capture the
frames that are going to*be sent by the devices.

Step 5: Start a Multicast’communication between the End Device
and the laptop™Multicast group addresses shall be d¢fined.

Step 6: Check on the “Ethernet bus analyzer tool” that:
e Membership Query-s have been established.

e _~Ibe End Device reads correctly the multicast groyp sent
by the laptop.

e The laptop reads correctly the multicast group senqt by
the End Device.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:
e The IGMP v2 is supported by the End Device.

DEPENDENCIES
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6.7.6 Test case TCCT25ED_006

Table 20 — Test case TCCT25ED_006

IDENTIFIER TCCT25ED_006
TITLE ETB Transport layer (UDP)
ITEM NUMBER 25ED_006
DESCRIPTION The next test case will ensure that:
e UDP, which is defined in IETF RFC 768, is supported by the End
Device.
REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off
The End Device shall be prepared for sending/UDP frames.
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an-ETBN with the correct|IP
address.

Step 3:  Connect the laptop to.@an’ETBN with the correct IP address.

Step 4: Open the “Ethernet/bis analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5:  An UDP frame.shall be sent by the End Device to theg
laptop.

Step 6: Checksonythe bus analyzer tool that the UDP frame
conforms to IETF RFC 768:

o \Source port (16 bits)

e Destination port (16 bits)
e Length (16 bits)

e Checksum (16 bits)

e Data

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:

e that the UDP frame sent by the End Device conforms to IE[TF
RFC 768.

DEPENDENCIES
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6.7.7 Test case TCCT25ED_007
Table 21 — Test case TCCT25ED_007
IDENTIFIER TCCT25ED_007
TITLE ETB Transport layer (TCP)
ITEM NUMBER 25ED_007
DESCRIPTION The next test case will ensure that:
e TCP, which is defined in IETF RFC 793, shall be supported.
REQUIREMENT Mandatory
DUT | End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
The End Device shall be prepared for sending TR frames.
STEPS Step 1:  Supply the test bench.
Step 2:  Connect the End Device to an ETBN with the correct|IP
address.
Step 3: Connect the laptop to apn ETBN with the correct IP address.
Step 4:  Open the “Ethernet bus\analyzer tool” to capture the
frames that are going'to be sent by the devices.
Step 5:  Open a command prompt on the laptop, and open a port for
the transmission of TCP frames (for example: port 4467).
Step 6: Establishya TCP connection on the End Device side ¢n the
same pert opened on the laptop.
Step 7: Senda message to the specified port and check on the
laptop that the message is received.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OKif:

e that the TCP frame sent by the End Device conforms to IE
RFC 793.

DEPENDENCIES
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6.7.8 Test case TCCT25ED_008

Table 22 — Test case TCCT25ED_008

IDENTIFIER TCCT25ED_008
TITLE Hosts identified by a FQDN
ITEM NUMBER 25ED_008
DESCRIPTION The next test case will ensure that:
e In a specific train, each host with a train IP address shall be
identified by an unambiguous train FQDN.
° Train FODN shall always be translated to train 1P address
e ETB Train domain shall be defined using Train Network Difectory
contents
e ETB Train domain shall be defined as on Figurey/2
e End device train FQDN hostname part shall be defined by project
in accordance with IETF RFC 1035.
REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off.
End Device configured with DHCP Client and DNS client.
There shall be a DHCP)yServer and DNS Server on the Test Behch.

STEPS

Step 1: Connect the End Device to an ETBN, with DHCP and DNS
client eonfiguration active.

Step 2: Connect the laptop to an ETBN, with DHCP and DNY client
configuration active.

Step, 3>, *Supply the test bench.

Step4: Check on the End Device that a correct IP address hpas
been received.

Step 5: Perform a “ping” using the DNS name of the End Deyice
from the laptop, and check that there exists a responke
from the End Device. The format of the DNS name shall be:
“hostname.domain.tld” where:

ETB Train domain
root

Itrain tid
cst1 c§t2 - cs;tx
' H I domair
net1 net2 | - néty
host1] [host2] = hostr] host

IEC

For example: ping host1.cst1.ltrain

FINAL CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

OKif:

e The End Device responds to the “ping” sent by the laptop using
the DNS correct format.

DEPENDENCIES
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6.7.9 Test case TCCT25ED_009

Table 23 — Test case TCCT25ED_009

IDENTIFIER TCCT25ED_009

TITLE ETB Application interface (Process Data)
ITEM NUMBER 25ED_009

DESCRIPTION The next test case will ensure that:

e To exchange data at train application level, a PD (Process Data)
protocol shall be used.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.

End Device configured with DHCP Client.

End Device shall be configured for transmitting Process Data.

—

The laptop shall be prepared for receiving the process data sei]
the End Device.

There shall be a DHCP Server onthe Test Bench.

by

STEPS Step 1: Connect the End Device to an ETBN, with DHCP cliept
configuration actiye.

Step 2:  Connect the-laptop to an ETBN, with DHCP client
configuration active.

Step 3:  Supply.the test bench.

Step 4: Open’the “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5:-~\Check on the “Ethernet bus analyzer tool” that the fofmat of
the process data frames conform to the “Table A.3- HD-
PDU parameters” of IEC 61375-2-3:2015.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OKif:

e The End Device sends the process data frames with the cqrrect
format specified in “Table A.3- PD-PDU parameters” of
IEC 61375-2-3:2015.

DEPENDENCIES
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6.7.10 Test case TCCT25ED_010

Table 24 — Test case TCCT25ED_010

IDENTIFIER TCCT25ED_010

TITLE ETB Application interface (Message Data)
ITEM NUMBER 25ED_010

DESCRIPTION The next test case will ensure that:

e To exchange data at train application level, a MD (Message
Data) protocol shall be used.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.

End Device configured with DHCP Client.
End Device shall be configured for transmitting Message Data.

The laptop shall be prepared for receiving the Message data s¢nt by
the End Device.

There shall be a DHCP Server onthe Test Bench.

STEPS Step 1: Connect the End Device to an ETBN, with DHCP cliept
configuration actiye.

Step 2:  Connect the-laptop to an ETBN, with DHCP client
configuration active.

Step 3:  Supply,.the test bench.

Step 4: Openthe “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5:-3Check on the “Ethernet bus analyzer tool” that the fofmat of
the message data frames conform to the “Table A.18[— MD-
PDU parameters” of IEC 61375-2-3:2015.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OKif:

e The End Device sends the message data frames with the dorrect
format specified in “Table A.18 — MD-PDU parameters”.

DEPENDENCIES
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6.8 Test Suite IEC61375-3-4

6.8.1 Test case TCCT34ED_001
Table 25 — Test case TCCT34ED_001
IDENTIFIER TCCT34ED_001
TITLE Architecture (Network structure)
ITEM NUMBER 34ED_001
DESCRIPTION The next test case will ensure that:
e Ethernet ports between End Devices and Consist Switches shall
I follow IEEE 802.3.
REQU‘REMENT Mandatory
DUT End Device
TEST $ETUP Test Bench, visual inspection
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Check that ethernet ports between)End Devices and
Consist Switches follow IEEE;802.3.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OKif:

e the ethernet ports between End Devices and Consist Switdhes
follow IEEE 802.3.

DEPENDENCIES
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6.8.2 Test case TCCT34ED_002
Table 26 — Test case TCCT34ED_002
IDENTIFIER TCCT34ED_002
TITLE End Device Dual Homing
ITEM NUMBER 34ED_002
DESCRIPTION The next test case will ensure that:
e the End Device in dual homing uses separate physical network
interfaces.
i o the Fnd Device in dual homing does not create loop on the ECN.
REQU‘REMENT Optional
DUT End Device
TEST $ETUP Test Bench, visual inspection
INITIAL. CONDITIONS Test Bench powered off
End device must be prepared for sending UDR frames.
STEPS Step 1:  Visually check that the device-uses separate physica
network interfaces.
Step 2:  Supply the test bench:
Step 3: Connect the End Devjce to 2 different switches.
Step 4: Connect the laptop to a switch.
Step 5:  Using the “Ethernet bus analyzer tool” (for example
Wireshark).on the laptop, check that the End Device |s
publishing the UDP information in one of the network]
interfaces, while the other is inactive.
Step 6: Disconnect the ethernet cable from the port of the switch to
which the End Device is sending the information.
Step\%~ Check that the End Device publishes the information
through the port it has still connected.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OKif:
e the device uses separate physical network interfaces.
e the device only sends the information from 1 network interface at
a time.
DEPENDENCIES
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6.8.3

Test case TCCT34ED_003
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Table 27 — Test case TCCT34ED_003

IDENTIFIER

TCCT34ED_003

TITLE

End Device Consist network address (No DHCP)

ITEM NUMBER

34ED_003 — 34ED_006

DESCRIPTION

The next test case will ensure that:

the End Device connected to ECN shall have one or several IP
address(es) as Consist Network address(es).

The Consist Network address shall be unique within a Consist

Network.

Consist Network address shall use IPv4 private address’sgace
defined in IETF RFC 1918.

The correct format specified in IEC 61375-3-4 table in 4.7 1 is
used.

REQUIREMENT

Mandatory

DUT

End Device

TEST $ETUP

Test Bench, visual inspection

INITIA

L CONDITIONS

Test Bench powered off

STEPS

Step 1:  Supply the test bench.

Step 2: Connect the End'Device to a Consist switch with the

Step 4: Refform a ping from the laptop to the End Device.

Step 6: Check that the mac address corresponds to the End

correct IP address.

Step 3: Connect:the laptop to a Consist switch with the correct IP

address.

Step 5: _+Check that there exists a response from the End DeMice to

the laptop.

Device.

Step 7: Check that the IP address of the End Device is on the next

range: from 10.0.0.0 to 10.127.255.255.

Step 8: Check that there is no other device with the same IP |on the

consist network.

FINAL

CONDITIONS

Test Bench powered off.

ACCEH

PTANCE CRITERIA

OKif:

The device has one or several IP address(es) as Consist
Network address(es).

The Consist Network address is unique within the Consist
Network.

The device uses IPv4 private address space defined in IETF
RFC 1918.

The correct format specified in IEC 61375-3-4, table in 4.7.1 is
used.

DEPENDENCIES
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6.8.4 Test case TCCT34ED_004

Table 28 — Test case TCCT34ED_004

IDENTIFIER TCCT34ED_004

TITLE End Device Train network address (No DHCP)
ITEM NUMBER 34ED_007 — 34ED_010

DESCRIPTION The next test case will ensure that:

. Source and destination addresses in the communication on ETB
shall be train network addresses.

o Train Network address shall use |Pv4 private address space

defined in IETF RFC 1918.

e The correct format specified in IEC 61375-2-5 and
IEC 61375-3-4, table in 4.7.2 is used.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an ETBN with the correct|IP
address.

Step 3: Connect the ldaptop to an ETBN with the correct IP address.
Step 4: Perform a _pihg from the laptop to the End Device.

Step 5: Checkithat there exists a response from the End DeVfice to
the laptop.

Step 6: Check that the mac address corresponds to the End
Device.

Step\%~ Check that the IP address of the End Device is on the next
range: from 10.128.0.0 to 10.128.255.255.

Step 8: Check that there is no other device with the same IP |on the
consist network.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OKif:

. Source and destination addresses in the communication o ETB
are train network addresses.

e The device uses IPv4 private address space defined in IETF
RFC 1918.

e The correct format specified in IEC 61375-2-5 and IEC 61375-3-
4, table in 4.7.2 is used.

DEPENDENCIES
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6.8.5 Test case TCCT34ED_005

Table 29 — Test case TCCT34ED_005

IDENTIFIER TCCT34ED_005

TITLE End Device Train network address name resolution
ITEM NUMBER 34ED_011

DESCRIPTION The next test case will ensure that:

. Each communication device which can be a destination device
for communication over ETB will be addressable in train wide
domain name space.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off.

The test bench shall provide a Domain Name| System Server.

The End Device shall have configured the IP address of the DNS

Server.
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an ETBN with the correct|IP

address.
Step 3:  Connect the laptop to an ETBN with the correct IP address.

Step 4: Perform a pifig from the laptop to the End Device usipg the
Domain Name of the Device.

Step 5: Perform*a ping from the End Device to the laptop usipg the
Domain Name of the Device.

Step 6: «Check that there exists a response from the laptop td the
End Device.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:

e The End Device responds to the ping performed by the lapfop
using DNS addresses.

e The laptop responds to the ping performed by the End Deice
using DNS addresses.

DEPENDENCIES
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6.8.6 Test case TCCT34ED_006
Table 30 — Test case TCCT34ED_006

IDENTIFIER TCCT34ED_006

TITLE End Device Internal Host Name
ITEM NUMBER 34ED_012

DESCRIPTION The next test case will ensure that:

e for self-addressing End Device, internal hostname will be
declared as “localhost” 127.0.0.1

REQUIREMENT Mandatory

DUT End Device

TEST $ETUP Test Bench

INITIAL CONDITIONS Test Bench powered off.

STEPS Step 1:  Supply the test bench.

Step 2:  Open a terminal on the End Devjce'using a defined
protocol (for example ssh connlection).

Step 3: Perform a “ping” to the Ip,address “127.0.0.1".
Step 4: Check that a response tg the “ping” exists.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:

e there exists a response to the performed “ping”.

DEPENDENCIES
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6.8.7 Test case TCCT34ED_007
Table 31 — Test case TCCT34ED_007

IDENTIFIER TCCT34ED_007

TITLE Renewal of Train Network Address
End Device as DHCP Client

ITEM NUMBER 34ED_013

DESCRIPTION The next test case will ensure that:

e After a new inauguration, renewal of train network address is
performed

e In case that train network addresses are managed by End
Devices with DHCP client, End Devices and DHCP serverg shall
support DHCP FORCERENEW message defined inIETF RFC

3203.
REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.
End Device configured with DHCP \Client.
STEPS Step 1:  Supply the test bench.

Step 2:  Connect the laptop with the “Ethernet bus analyzer tgol”
opened, wherevthe ethernet traffic of the End Device|can
be checked.

Step 3: Force an-Inauguration on the Test Bench.

Step 4: CheckK that on the Ethernet bus analyzer tool that thel End
Device receives the “Force Renew” UDP frame.

Step.57, Check that the End Device sends one of the next megsages
to the DHCP server:

e DHCP Request
e DHCP Discover

Step 6: Check that in the end of the DHCP frame transfer, thg End
Device gets correctly the IP address.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OKif:

e The End Device receives the “DHCP Force Renew” message
after a new inauguration.

e The End Device sends the “DHCP Renew” or “DHCP Discdver”
message to the DHCP server.

e The End Device gets correctly the new IP _address.

DEPENDENCIES
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6.8.8 Test case TCCT34ED_008

Table 32 — Test case TCCT34ED_008

IDENTIFIER TCCT34ED_008
TITLE Renewal of Train Network Address
End Device as DHCP Server
ITEM NUMBER 34ED_014
DESCRIPTION The next test case will ensure that:
e After a new inauguration, renewal of train network address is
performed
e In case that train network addresses are managed by End
Devices with DHCP client, End Devices and DHCP serverd shall
support DHCP FORCERENEW message defined inIETF RFC
3203.
REQUIREMENT Optional
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off.

End Device configured with DHCP\Server.

STEPS

Step 1:  Supply the test bench.

Step 2: Connect the laptop configured as DHCP client, with the
“Ethernet bds analyzer tool” opened, to an ETBN.

Step 3: Force anJnauguration on the Test Bench.

Step 4: Chegk that on the Ethernet bus analyzer tool that thel End
Device sends the “Force Renew” UDP frame.

Step 5: _«+Check that in the end of the DHCP frame transfer, th
laptop gets correctly an IP address.

1

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

OK if:

e The End Device sends the “DHCP Force Renew” message|after
a new inauguration.

e The End Device gets correctly the new IP address.

DEPENDENCIES
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6.8.9 Test case TCCT34ED_009

73—

Table 33 — Test case TCCT34ED_009

IDENTIFIER TCCT34ED_009

TITLE DHCP Configuration Parameters for DHCP Server
ITEM NUMBER 34ED_015 — 34ED_028

DESCRIPTION The next test case will ensure that:

e The mandatory and conditional requirements for DHCP options
are supported.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off.

End Device configured with DHCP Server

STEPS

Step 1:
Step 2:

Step 3:
Step 4:

Step 5:

Supply the test bench.

Connect the laptop to an ETBN, with DHCP client
configuration active.

Open the “Ethernet bus\analyzer tool” on the laptop.

Open a command prempt on the laptop, and execute

next command: ipconfig /renew

Check on the “Ethernet bus analyzer tool” that next
requirements have been received on the laptop:

e Optien1: Subnet Mask (mandatory)

e . -Option 3: router (mandatory)

e Option 6: Domain Name Server (conditional)

e Host Name (optional)

e Broadcast Address (optional).

e NTP Server Options (conditional).

e Vendor Specific Information (optional)

e Option 51: IP Address lease Time (mandatory)
e Option 53: DHCP message type (mandatory)
e Option 54: Server Identifier (mandatory)

e Option 55: Parameter request list (mandatory)
e Message (optional)

e Client-ldentifier (optional)

o Relay Agent Information option (optional)

the

FINAL CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

OKif:

e The mandatory and conditional DHCP requirements have been
received.

DEPENDENCIES
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6.8.10 Test case TCCT34ED_010

Table 34 — Test case TCCT34ED_010

IDENTIFIER TCCT34ED_010

TITLE Physical Layer Protocol

ITEM NUMBER 34ED_029 — 34ED_031
DESCRIPTION The next test case will ensure that:

e End Devices shall support 1T00BASE-TX.

e  Full Duplex mode shall be supported to avoid collisions.

e Auto negotiation function shall be able to be supported for
connecting Temporary End Devices.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.

End Device configured with DHCP Seryer.

STEPS Step 1:  Supply the test bench.

Step 2: Connect the laptop to axSwitch, where the End Device will
be connected.

Step 3:  Connect to the-switch with the laptop, and force a
100BASE-TX;"Eull Duplex configuration.

Step 4: Connect'the End Device to the Switch.
Step 5: Check that the link of the End device is correct.
Step 6: Qpen the “Ethernet bus analyzer tool” on the laptop.

Step 7:~.Download a file from the End Device to the laptop, ug
FTP protocol.

ng
Step 8: Check on the “Ethernet bus analyzer tool” that the
transmission speed is correct.

Step 9: Change the Switch configuration to Auto negotiation
function.

Step 10: Repeat steps 5t0 9.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:

e The communication between the End Device and the laptop is
correct with 100BASE-TX Full Duplex configuration.

e The communication between the End Device and the laptop is
correct with Auto-Negotiation configuration.

DEPENDENCIES
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6.8.11 Test case TCCT34ED_011
Table 35 — Test case TCCT34ED_011

IDENTIFIER TCCT34ED_011

TITLE Physical Layer Cables

ITEM NUMBER 34ED_032 — 34ED_035
DESCRIPTION The next test case will ensure that:

e M12 D-coded connector (socket), defined in IEC 61076-2-101, is
supported on the

o Netwaork Device side In this case M12 D-coded plug connector
will be used on the cable side.

e |EC 61076-3-104 socket (outlet) can be used on the(Netwdrk
Device side. In this case, IEC 61076-3-104 plug connector|will be
used on the cable side.

e RJ45 socket, defined in TIA/EIA-568-B, can berused for
connecting Temporary End Devices on the"Network Devicdg side.
In this case RJ45 plug connector shall-be\used on the cable side.

e Pinning for M12 connector shall beJas‘illustrated in 4.9.4.3|1,
Table 11 of IEC 61375-3-4:2014-

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.
100BASE-TX or¢l0BASE-T is used.
STEPS Step 1:  Chetk that M12 D-coded connector (socket), defined|in

IEC 61076-2-101, is supported on the Network Devicg side.
In this case, M12 D-coded plug connector will be useld on
the cable side.

Step™2: Check that IEC 61076-3-104 socket (outlet) can be uged on
the Network Device side. In this case, IEC 61076-3-104
plug connector will be used on the cable side.

Step 3: Check that RJ45 socket, defined in TIA/EIA-568-B, can be
used for connecting Temporary End Devices on the
Network Device side. In this case RJ45 plug connectpr
shall be used on the cable side.

Step 4: Check that the pinning for M12 connector is as shown in
the figure below:

Plug Socket

0O

2

Os 10

4

IEC

Pin Signal
1 TD+
2 RD+
3 TD-
4 RD-

IEC
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IDENTIFIER TCCT34ED_011
FINAL CONDITIONS Test Bench powered off.
ACCEPTANCE CRITERIA OKif:

e The connectors used are those specified in the test.

DEPENDENCIES

6.8.12 Test case TCCT34ED_012

Table 36 — Test case TCCT34ED_012

IDENT|FIER TCCT34ED_012

TITLE Physical Layer Protocol

ITEM thMBER 34ED_036 — 34ED_039
DESCI&IPTION The next test case will ensure that:

e End Devices shall support 100BASE-TX.
e  Full Duplex mode shall be supportéd, to avoid collisions.

e Auto negotiation function shall be’able to be supported for
connecting Temporary End DeVvices.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered’ off.

End Device _configured with DHCP Server.

STEPS Step 1: _‘Supply the test bench.

Step;2<0 Connect the laptop to a Switch, where the End Device will
be connected.

Step 3: Connect to the switch with the laptop, and force a
100BASE-TX, Full Duplex configuration.

Step 4: Connect the End Device to the Switch.
Step 5: Check that the link of the End device is correct.
Step 6:  Open the “Ethernet bus analyzer tool” on the laptop.

Step 7: Download a file from the End Device to the laptop, u
FTP protocol.

ng
Step 8: Check on the “Ethernet bus analyzer tool” that the
transmission speed is correct.

Step 9: Change the Switch configuration to Auto negotiation
function.

Step 10: Repeat steps 5 to 9.

FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA OK if:

e The communication between the End Device and the laptop is
correct with 100BASE-TX Full Duplex configuration.

e The communication between the End Device and the laptop is
correct with Auto-Negotiation configuration.

DEPENDENCIES
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6.8.13 Test case TCCT34ED_013

Table 37 — Test case TCCT34ED_013

IDENTIFIER TCCT34ED_013

TITLE Physical Layer Cables

ITEM NUMBER 34ED_040 — 34ED_041
DESCRIPTION The next test case will ensure that:

. Cables shall conform to ISO/IEC 11801 and IEC 61156-6.

e Class D (Category 5e) with two twisted pairs shall be supported.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.

End Device configured with DHCP Client

STEPS Step 1:  Connect cables that conform to, ISO/IEC 11801 and
IEC 61156-6 between the Eng-device and the Test Bgnch.

Step 2: Check that the End Device dgets a correct IP address|via
DHCP.

Step 3: Perform a ping from-the laptop to the End Device and
check that there‘exists a response to the frames.

Step 4: Connect Class.D (Category 5e) with two twisted pairg
between the{End Device and the Test bench.

Step 5: Checkithat the End Device gets a correct IP address|via
DHCR.

Step 6: Perform a ping from the laptop to the End Device and
check that there exists a response to the frames.

FINAL|CONDITIONS TestBench powered off.

ACCERTANCE CRITERIA OKif:

e The communication between the End Device and the laptop is
correct with cables that conform to ISO/IEC 11801 and
IEC 61156-6

e The communication between the End Device and the laptop is
correct with Class D (Category 5e) with two twisted pairs cable.

DEPENDENCIES
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Table 38 — Test case TCCT34ED_014

IDENTIFIER TCCT34ED_014

TITLE Physical Layer Connectors

ITEM NUMBER 34ED_042 — 34ED_045
DESCRIPTION The next test case will ensure that:

e M12 D-coded connector (socket), defined in IEC 61076-2-101, is
supported on the End Device side. In this case, M12 D-coded
plug connector shall be used on the cable side.

e |EC 61076-3-104 socket (outlet) can be used on the End Dlevice
side. In this case, IEC 61076-3-104 plug connector shall b¢ used
on the cable side.

e RJ45 socket, defined in TIA/EIA-568-B, can be Wsged for the
Temporary End Device on the End Device sidesIn this casp
RJ45 plug connector shall be used on the,cablé side.

e Pinning for M12 connector is as specified\

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off.

End Device configured.with DHCP Client

STEPS

Step 1:

Step 2:

Step 3:

Step 4:

Check that M12 D-coded connector (socket), defined
IEC 61076-2-101, is supported on the End Device siq
this case, M12 D-coded plug connector shall be used
the~cable side

in
e.In
on

Check that IEC 61076-3-104 socket (outlet) can be uged on

the End Device side. In this case, IEC 61076-3-104 g
connector shall be used on the cable side.

Check that RJ45 socket, defined in TIA/EIA-568-B, ¢
used for the Temporary End Device on the End Deviq
side. In this case RJ45 plug connector shall be used
cable side.

Check that the pinning for M12 connector is as show
the figure below:

Plug Socket

QO

IEC

lug

n be
e
on the

hin

Pin Signal
1 TD+
2 RD+
3 TD-
4 RD-

IEC
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IDENTIFIER TCCT34ED_014
FINAL CONDITIONS Test Bench powered off.
ACCEPTANCE CRITERIA OKif:

e The connectors used are those specified in the test.

DEPENDENCIES

6.8.15 Test case TCCT34ED_015

Table 39 — Test case TCCT34ED_015

IDENT|FIER TCCT34ED_015

TITLE End Device MAC Address

ITEM thMBER 34ED_046 — 34ED_047
DESCI&IPTION The next test case will ensure that:

e MAC in the Link Layer shall conform to)|EEE 802.3.

. MAC service with basic frame, which, is defined in IEEE 80pR.3,
shall be supported.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Supply.the test bench.
Step 2: Connect the End Device to an ETBN with the correct|IP
address.

Step 3;~Connect the laptop to an ETBN with the correct IP address.

Step4: Open the “Ethernet bus analyzer tool” to capture the
frames that are going to be sent by the devices.

Step 5: Perform a ping from the laptop to the End Device.

Step 6: Check that there exists a response from the End DeMice to
the laptop.

Step 7: Check that the mac address conforms to IEEE 802.3

Step 8: Check that MAC service with basic frame is supported by
the End Device.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE'CRITERIA OK if:
e MAC in the Link Layer conforms to IEEE 802.3.

° MAC service with basic frame is supported by the End Dewice.

DEPENDENCIES
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6.8.16 Test case TCCT34ED_016
Table 40 — Test case TCCT34ED_016

IDENTIFIER TCCT34ED_016

TITLE End Device Network Layer

ITEM NUMBER 34ED_048 — 34ED_050
DESCRIPTION The next test case will ensure that:

e |P version4, which is defined in IETF RFC 791, is supported by
the End Device

o ARP is supported by the Fnd Device

e |ICMP is supported by the End Device.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Supply the test bench.
Step 2:  Connect the End Device-to_an ETBN with the correct|IP
address.

Step 3: Connect the laptoptetan ETBN with the correct IP address.

Step 4: Open the “Ethernet bus analyzer tool” to capture the
frames that.are,going to be sent by the devices.

Step 5: Perform a'ping from the laptop to the End Device.

Step 6: Check that there exists a response from the End DeVfice to
the-laptop.

Step 7: _‘Check on the bus analyzer tool that there exists an ARP
message sent by the End Device, and conforms to IHTF
RFC 792 standard.

Step 8: Check on the bus analyzer tool that there exists an IEMP
message sent by the End Device, and conforms to IHTF
RFC 792 standard.

Step 9: Check on the same ICMP frame, that IPV4 format copforms
to IETF RFC 792 standard.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if:
e MAC in the Link Layer conforms to IEEE 802.3.

e MAC service with basic frame is supported by the End DeVice.

DEPENDENCIES
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6.8.17 Test case TCCT34ED_017
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Table 41 — Test case TCCT34ED_017

IDENTIFIER TCCT34ED_017
TITLE End Device Network Layer (UDP)
ITEM NUMBER 34ED_051
DESCRIPTION The next test case will ensure that:
e UDP, which is defined in IETF RFC 768, is supported by the End
Device.
REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off
The End Device shall be prepared for sending/UDP frames.
STEPS Step 1:  Supply the test bench.
Step 2: Connect the End Device to an-ETBN with the correct|IP
address.
Step 3:  Connect the laptop to.@an’ETBN with the correct IP address.
Step 4: Open the “Ethernet/bis analyzer tool” to capture the
frames that are going to be sent by the devices.
Step 5:  An UDP frame.shall be sent by the End Device to theg
laptop.
Step 6: Checksonythe bus analyzer tool that the UDP frame
conforms to IETF RFC 768:
o \Source port (16 bits)
e Destination port (16 bits)
e Length (16 bits)
e Checksum (16 bits)
e Data
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OK if:
e that the UDP frame sent by the End Device conforms to IE[TF
RFC 768.
DEPENDENCIES
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6.8.18 Test case TCCT34ED_018

Table 42 — Test case TCCT34ED_018

IDENTIFIER TCCT34ED_018

TITLE End Device Network Layer (TCP)
ITEM NUMBER 34ED_052

DESCRIPTION The next test case will ensure that:

e TCP, which is defined in IETF RFC 793, shall be supported.

REQUIREMENT Mandatory
DUT | End Device
TEST $ETUP Test Bench
INITIAL. CONDITIONS Test Bench powered off

The End Device shall be prepared for sending TR frames.

STEPS Step 1:  Supply the test bench.

Step 2: Connect the End Device to an ETBN with the correct
address.

P

Step 3: Connect the laptop to apn ETBN with the correct IP address.

Step 4: Open the “Ethernet bus\analyzer tool” to capture the
frames that are going'to be sent by the devices.

Step 5: Open a command prompt on the laptop, and open a port for
the transmission of TCP frames (for example: port 4467).

Step 6: Establishya TCP connection on the End Device side ¢n the
same pert opened on the laptop.

Step 7: Senda message to the specified port and check on the
laptop that the message is received.

FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OKif:
e that the UDP frame sent by the End Device conforms to IE[TF
RFC 768.

DEPENDENCIES
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6.8.19 Test case TCCT34ED_019

Table 43 — Test case TCCT34ED_019

IDENTIFIER TCCT34ED_019
TITLE DHCP Client function
ITEM NUMBER 34ED_053
DESCRIPTION The next test case will ensure that:
e DHCP client function, which is defined in IETF RFC 2131, may
be supported.
REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.
End Device configured with DHCP Client
There shall be a DHCP Server on the Test-Bench.
STEPS Step 1: Connect the End Device to a(Consist switch, with DHCP
client configuration active,
Step 2:  Connect the laptop to aConsist switch, with DHCP client
configuration active.
Step 3:  Supply the test bench.
Step 4: Check on the 'End Device that a correct IP address hps
been received.
Step 5: Perform.a “ping” from the laptop to the End Device, gnd
check that there exists a response from the End Devjce.
FINAL|CONDITIONS Test Benchipowered off.
ACCERTANCE CRITERIA OK if:

e “The End Device gets a correct IP address.

o~ The End Device responds to the “ping” sent by the laptop.

DEPENDENCIES
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6.8.20 Test case TCCT34ED_020

Table 44 — Test case TCCT34ED_020

IDENTIFIER TCCT34ED_020

TITLE DNS Client function

ITEM NUMBER 34ED_054

DESCRIPTION The next test case will ensure that:

e DNS client function, which is defined in IETF RFC 1034, may be
supported for mapping between IP addresses and names.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench
INITIAL CONDITIONS Test Bench powered off.

End Device configured with DHCP Client and DNSclient.
There shall be a DHCP Server and DNS Server on the Test Behch.

STEPS Step 1: Connect the End Device to a(Consist switch, with DHCP
and DNS client configuration attive.

Step 2:  Connect the laptop to aConsist switch, with DHCP apd
DNS client configuration active.

Step 3:  Supply the test bench.

Step 4: Check on the,'End Device that a correct IP address hpas
been received.

Step 5: Perform.a “ping” using the DNS name of the End Deyice
from-the laptop, and check that there exists a responge
from‘the End Device.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA OK if;

¢\ The End Device responds to the “ping” sent by the laptop ¢sing
the DNS name.

DEPENDENCIES
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Table 45 — Test case TCCT34ED_021

IDENTIFIER TCCT34ED_021

TITLE SNTP Client function

ITEM NUMBER 34ED_055

DESCRIPTION The next test case will ensure that:

e NTP client function which is defined in IETF RFC 1361 or NTP
version 3 client function which is defined in IETF RFC 1305 may
be supported for synchronizing the time.

REQUIREMENT Mandatory
DUT End Device
TEST $ETUP Test Bench

INITIAL CONDITIONS

Test Bench powered off.

Laptop prepared with SNTP Server.

STEPS

Step 1:

Step 2:

Step 3:
Step 4:
Step 5:
Step 6:

Connect the End Device to a Censist switch, with SN
client configured.

Connect the laptop to a/Censist switch, with SNTP s¢rver

configured.
Supply the test bench.
Check the timeon the End Device.

Change the‘time on the SNTP Server.

Check¢that the End Device has synchronized the timg.

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

OKif:

e The’End Device synchronizes its time when changing the §
Server time.

NTP

DEPENDENCIES
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6.8.22 Test caseTCCT34ED_022

Table 46 — Test caseTCCT34ED_022

IDENTIFIER TCCT34ED_022

TITLE SNMP Agent functions

ITEM NUMBER 34ED_056

DESCRIPTION The next test case will ensure that:

e Communication devices in ECN should support SNMP agent
functions for network management.

REQUIREMENT QOnptional

DUT End Device

TEST $ETUP Test Bench

INITIAL CONDITIONS Test Bench powered off.

Laptop prepared with SNMP monitoring tool.
The End Device will provide the MIB file.
The End Device will provide the SNMPcommunity.

STEPS Step 1:  Connect the End Device,to a Consist switch, with SNMP
agent configured.

Step 2:  Connect the laptopte a Consist switch, SNMP monitgring
tool installed.

Step 3:  Supply the test bench.

Step 4: Execute the SNMP monitoring tool on the laptop, and using
the IP<address of the End Device.

Step 5: Chekk that some parameters of the MIB can be requé¢sted.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA OK if;

(™ The End Device synchronizes its time when changing the $NTP
Server time.

DEPENDENCIES

7 Cgagnformance testof ECN-equipped consist

7.1 Scope

This clpuse_specifies conformance test cases for testing the Network Devices within ECN.

7.2 Related requirements
As given in IEC 61375-2-3:2015 and IEC 61375-3-4:2014.

7.3 PICS Pro-forma
7.3.1 General

PICS pro-forma shall be applied in case that ECN based on IEC 61375-3-4 and IEC 61375-2-3
is used.

The PICS provides a statement of the capabilities and options which have been implemented,
and any features which have been omitted, see 4.1.3.1. Instructions about filling the PICS
pro-forma are given in Annex B.
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7.3.2 PICS tables
7.3.2.1 PICS for Recovery in case of network failure
Ref Question Subclause Req. Impl. Value/Comment
[YIN]
1 Redundancy managed at | IEC 61375-3- | C [ ] When redundancy scheme managed
network level 4:2014, at network level is applied in the ECN,
45.2.2 recovery time of network shall be
— Measured recovery [ ] measured in the conformance test.
time ms
max.
— PD cycle time used X
for measuring [ ]
ms
max.
2 Redundancy managed at | IEC 61375-3- C [ ] When redundancy schemenis/applied
network level 4:2014, in ECN, a single network)compdnent
. 453 failure shall not prevent the rest| of the
- Asingle network network from working ‘without
component failure separation of the petwork so thdt the
application can'maintain its fungtion.
3 Redundancy managed at | IEC 61375-3- C [ ] When a network component comes up
network level 4:2014, late or amnetwork component comes up
. 4.5.3 again (reboot), connectivity loss|
— Connectivity loss duratien time caused by the
duration time caused réconfiguration of the network shall be
by the ) equal to or less than the value df the
reconfiguration of the recovery time requirement.
network
4 Redundancy managed at | IEC 61375-3- | C [€A When redundancy scheme managed
network level 4:2014, at network level is applied in thg ECN,
) 4.5.3 forwarding loop shall not be formed in
- Forwarding loop not any time to avoid broadcast stofm for
formed instance.
7.3.2.2 PICS for IP address assignment via DHCP
Ref Question Subclause Req. Impl. Value/Comment
[YIN]
1 Consist Network address Y.JEC 61375-3- | M [ 1] Consist Network address shall 4se
) 4:2014, IPv4 private address space defined in
— [IPvé4 private address | 4 7 1 IETF RFC1918, class A private
address should be used.
2 Consist Netwerk*address | IEC 61375-3- C [ ] When
4:2014, . .
— classAlprivate 4.7 1 — class A private address is uped,
addfess o and
— ECN is connected to ETB, gnd
— Consist Network address is [not
identical to train network address,
addresses from 10.0.0.0 to
10.127.255.255 (10.0/9 ) shall be
used.
3 Train network address IEC 61375-3- | C [ ] Train wide addressing of a
4:2014, communication device shall be
4.7.2 possible with a train network address
which is unique in the train if the ECN
is connected to ETB.
Source and destination addresses in
the communication on ETB shall be
train network addresses.
4 Service which maps train | IEC 61375-3- C [ 1] If train network address is not
network addresses to 4:2014, identical to Consist Network address,
Consist Network 4.7.2 ECN shall support a service which

addresses

maps train network addresses to
Consist Network addresses.
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Ref Question Subclause Req. Impl. Value/Comment
[YIN]
Train network address IEC 61375-3- M [ 1] Train network address shall use IPv4
. 4:2014, private address defined in IETF RFC
= IPv4 private address | 4 75 1918 and follow the definitions in
IEC 61375-2-5.
Group address IEC 61375-3- Group address shall be IP multicast
) 4:2014, address defined in IETF RFC 2365.
— IP multicast address 4.7.3 M [ ]
. When ECN is connected to ETB, IP
- IP multicast address c [ 1] multicast address at ECN level shall
at ECN level be 239.255.0.0/16.
DHCP server function IEC 61375-3- | C [ ] When DHCP is used, ECN shall
Redundant DHCP server 2:29114, o O provide DHCP server function.
DHCP server should be redundgnt.
DHCP IEC 61375-3- | C [ ] In case that train network addrepses
4:2014, are managed by End-Devices wijth
- FORCERENEW 4.8.2 DHCP client, EndDevices and DHCP
message servers shall suppoft DHCP
FORCERENEW message defindd in
IETF RFC,_3203. DHCP servers ghall
send FORCERENEW message {o
DHCER. clients with train network
addresses after inauguration, and
DHCP clients shall renew train
network addresses on receiving|the
FORCERENEW message.
DHCP IEC 61375-3- | C [ 1 Table 9 shows requirements for[DHCP
) 4:2014, options to be supported when DHCP is
Options 4.8.4 used.
— 1:Subnet mask M Ml
— 3:Router option M [ ]
— 6:Domain Name server I [ ]
option
— 12:Host Name option o [ ]
— 28:Broadcast Address o [ ]
option
— 42:Network time I [ ]
protocol servers option
— 43:Vendor Specific o [ ]
Information
— 51:IP address lease M [ ]
time
— 53:DHCP message M [ ]
type
— 54:Server ldentifier M [ ]
— 55:Parameter request M [ ]
list
— 56:Message 0 [ ]
— 61:Client-ldentifier o [ ]
— 82:Relay Agent 0 [ ]
Information option [ ]
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7.3.2.3 PICS for Name (TCN-URI address) resolution via DNS
Ref Question Subclause Req. Impl. Value/Comment
[YIN]

1 DNS server function IEC 61375-3- (0] [ 1] ECN should provide DNS server

4:2014 function.
4.7.41

2 DNS server implemented | IEC 61375-3- (0] [ 1] In case that the ECN is attached to

in TBN 4:2014, ETB, it is recommended that the
4.7.41 server is implemented in TBN.

3 Redundant DNS server IEC 61375-3- (0] [ 1] DNS server should be redundant.
4:2014,
4.7.4.1

4 Train wide domain name | IEC 61375-3- C [ 1] Each communication device which

space addressable 4:2014, could be a destination deyicefof
4.7.41 communication over ETB,'shall Qe
addressable in train wide“domain

name space.

5 DNS client function (in IEC 61375-3- | C [ 1] Train Topology({aware End Devites

ED) 4:2014, shall support’DNS client functiop to
4.10.6 resolve train_network addresses|from
hostnamges or function names; train
netwerk addresses may change|by
inaugurations.
6 Fully qualified TCN IEC 61375-2- C [ 1] Communicating entities (source$ and
domain name 3:2015, destinations) shall be identified py a
54.3 fully qualified TCN domain namg¢
which is derived from the TCN domain
name space.

7 TCN URI Identifier IEC 61375-2- | C | The TCN URI Identifier shall be|used
3:2015, to identify the source function/dg¢vice
5.4.4.3 and the destination function/devjice of

information.

8 Physical addressing IEC 61375-2= (0] [ 1] For addressing a physical devicg, the

scheme 3:2015, physical addressing scheme deflined in
5443 IEC 61375-2-5 shall be used.
9 Function device IEC.61375-2- C [ 1] Function devices shall be identified by
identifier 3:2015, labels following the syntax given in
54.4.6.2 IEC 61375-2-3:2015, Table 8.

10 Vehicle identifier IEC 61375-2- | C [ ] Vehicles shall be identified by Igbels
3:2015, following the syntax given in 61375-2-
5.4.4.6.3 3:2015, Table 10.

11 Consist identifier IEC 61375-2- | C [ ] Consists shall be identified by Igbels
3:2015, following the syntax given in
5.4.4.6.4 IEC 61375-2-3:2015, Table 12.

12 Closed:train identifier IEC 61375-2- | O [ ] Closed trains shall be identified|by
3:2015, labels following the syntax given in
5.4.4.6.5 61375-2-3:2015 ,Table 14.

13 Traimn iaentiier TEC 61375-2- T ] Trains shall be identiied by labels
3:2015, following the syntax given in 61375-2-
5.4.4.6.6 3:2015, Table 16.

14 TCN-URI mapping to IP IEC 61375-2- C [ 1] TCN-URI shall be mapped to IP

addresses 3:2015, addresses in accordance to the IP
5.4.51 addressing scheme defined in
IEC 61375-2-5.

15 All-train group address IEC 61375-2- C [ 1] An all-train group address shall be
3:2015, assigned to a function if
5.4.5.2 FUNCTION_INFO parameter ‘etbld’ is

set to 255 (see 61375-2-3:2015,
5.3.3.2.4).

16 Other URI schemas IEC 61375-2- (0] [ 1] Other URI schemas like the commonly
3:2015, used uniform resource locators (URL)
5.4.6 with the syntax

scheme://domain:port/path?.....”
may be used.



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

-90 - IEC 61375-2-8:2021 © |IEC 2021
Ref Question Subclause Req. Impl. Value/Comment
[YIN]
17 Consist DNS server IEC 61375-2- C [ 1] Each consist shall provide at least one
3:2015, consist DNS name server which is
5.5.2 authoritative for this consist domain.
18 Functional address IEC 61375-2- C [ ] The consist DNS server shall be able
resolution 3:2015, to resolve TCN-URI host parts as
) 5.5.3 defined in 61375-2-3:2015, 5.4.4 to
— Consist DNS server the corresponding IP address as
resolve TCN-URI defined in IEC 61375-2-5.
host parts
19 DNS protocol IEC 61375-2- C [ 1] The consist DNS name server shall
3:2015, implement the DNS protocols as
5.5.4 speciiied in RFC 1034 and RFC|1035.
20 Consist DNS server IEC 61375-2- C [ 1] The consist DNS name server shall
) . 3:2015, accept recursive client gueries 3s
- Recursive client 5.5.4 shown in the examplg, of 61375-2-
queries 3:2015, Figure 22,
21 Consist DNS server IEC 61375-2- C [ 1] TCN-URIs addressing destinatigns
. ) 3:2015, within the local orf remote consigts
- Resolving time 5.5.4 shall be resalyed within a time df 1,0
S.
7.3.2.4 PICS for Switch basic functions
Ref Question Subclause Req. Impl- Value/Comment
[Y/N]
1 Ethernet port between IEC 61375-3- M N o] Ethernet ports between End Devicgs and
ED and CS and between | 4:2014, Consist Switches and between TBNs and
TBNs and CS 4.2.1 Consist Switches shall follow IEEH 802.3
standard.
2 Ethernet port between IEC 61375-3- (0] [ 1] Ethernet ports between Consist Switches
CS and CS 4:2014, should follow IEEE 802.3 standard|
4.2.1
3 Frame forwarding IEC 61375-3- | M [ 1] ECN shall receive MAC frames defined
(IEEE 802.3) 4:2044, in IEEE 802.3 from End Devices apd
424 forward the MAC frames to the
designated End Devices identified |by the
destination address fields of the MJAC
frames.
4 Frame forwarding IEC 61375-3- | M [ ] Frame relaying, which is defined in IEEE
(IEEE 802.1D) 4:2014, 802.1D, shall be supported. Frame
4.9.5.1 relaying provides frame reception,|frame
transmission, and frame forwarding.
5 Framefiltering IEC 61375-3- M [ 1] Frame filtering, which is defined in| IEEE
(IEEE802.1D) 4:2014, 802.1D, shall be supported. Framg
4.9.5.1 filtering provides learning of addrepses
and filtering database.
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7.3.2.5 PICS for Priority levels
Ref Question Subclause Req. Impl. Value/Comment Implementation
[Y/N]
1 Default priority IEC 61375-3- | M [ 1 According to IEEE 802.1D
level 4:2014 there are 8 priority levels,
4.6.2 the highest priority level is
7 and the lowest priority
level is 0. Default priority
level shall be 0.
2 ETB priority IEC 61375-3- | C [ 1 In case of communication
level 4:2014, over ETB, priority level of
4.6.2 a packet shall conform to
IEC 61375-2-5
3 Qos function IEC 61375-3- | M [ 1 Quality of service shall be
mechanisms 4:2014, provided by Consist
4.6.1 Switches
4 Number of IEC 61375-3- | M [ 1] Consist Switches shall
queues 4:2014, support 2 priority queues
4.6.2 at minimum when QoS,is
provided.
5 Priority mapping | IEC 61375-3- | M [ 1] Mapping of priority.levels
4:2014, to data classes-shall be
4.6.2 determined_aceording to
the requirements from
applications used in the
ECN/since data classes to
be-used and their
performance parameters
depend on applications.
6 Classification IEC61375-3- M [ 4 Frame queuing, which is
4:2014, defined in IEEE 802.1D,
4951 shall be supported by
Consist Switches. Frame
queuing can handle
multiple data classes
during frame relaying to
achieve quality of service.
7 Classification IEC 613753 | O [ 1 Frame queuing can handle
4:2014, multiple data classes
4.9.5.1 during frame relaying to
achieve quality of service.
7.3.2.6 PICS for.ingress rate limiting
Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 Ingress rate limiting IEC 61375-3- | O [ ] Ingress rate limiting which is defingd in
4:2014, 61375-3-4:2014, 4.6.5 may be
4.0 5 1 sunnartad
-9-5- pp -
7.3.2.7 PICS for Egress rate shaping
Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 Egress rate shaping IEC 61375-3- (0] [ 1] Egress rate shaping which is defined in
4:2014, 61375-3-4:2014, 4.6.6 may be
4951 supported.
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7.3.2.8 PICS for Untagged/tagged frames
Ref Question Subclause Req. Impl Value/Comment
[Y/N]

1 Frame format IEC 61375-3- M [ 1] Consist Switches shall be able to relay
4:2014, both basic (untagged) and tagged MAC
4.4 frames.

2 ECN VLAN function IEC 61375-3- | M [ 1 ECN shall be able to provide VLAN
4:2014, functions defined in IEEE 802.1Q. VLAN
4.4 functions required in ECN are defined in

4.9.
3 VLAN insert and remove | IEC 61375-3- | M [ ] Frame tagging and untagging, which is
function 4:2014, defined IEEE 802.1Q, shall be supported
4951 by Consist Switches. Frame tagging can
insert the tag in the basic (untagggd)
frame for the ingress ports, @nd/frgme
untagging can remove the tag fronj the
tagged frame for the egress port.
7.3.2.9 PICS for Switching and routing performance
None.
7.3.2.10 PICS for NTP support
Ref Question Subclause Req. Impl- Value/Comment
[Y/N]
1 NTP server IEC 61375-3- (0] ] When NTP is used ECN shall provide
4:2014, NTP function.
NTP client 220 o ] server function
4106 NTP version 3
7.3.2.11 PICS for Management
Ref, Question Subclause Req. Impl. Value/Comment
[Y/N]

1 Management and remote \/EC 61375-3- C [ 1] Management and remote management,
management defined in 4:2014, which are defined in IEEE 802.1D,[shall
IEEE802.1D 4.9.5.1 be supported by Managed Consist

Switches.
2 ECN network IEC 61375-3- (0] [ 1] Communication devices in ECN should
management.via SNMP 4:2014, support SNMP agent functions for
4121 network management. SNMPv2 deffined
in IETF RFC 1901, 1905 and 1906|is the
minimum requirement.
3 Standards MIB IEC 61375-3- (0] [ ] Standards MIBs defined in IETF RFC
4:2014 1213 should be supported.
4.12.1
7.3.2.12 PICS for ECSP interface (optional)
Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 ECSP Interface IEC 61375-2- | O [ 1
3:2015,E.3.2

through E.3.4
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7.3.2.13 PICS for TTDB manager interface (optional)

Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 TTDB manager interface | IEC 61375-2- (0] [ 1]
3:2015,E.4.2
through E.4.8

7.3.2.14 PICS for DNS TCN interface (optional)

Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 DNS TCN interface IEC 61375-2- (0] [ 1
3:2015,E.5.2.
3

7.3.2.15 PICS for ETBN control interface (optional)

Ref Question Subclause Req. Impl. Value/Comment
[Y/N]
1 ETBN control interface IEC 61375-2- | O [ ]
3:2015,E.6.2
through E.6.3

7.4 Test cases
7.4.1 General

Figure|5 shows a general configuration for ECN-equipped consist test.

The topology of ECN is not strictly defined in IEC 61375-3-4, but the requirements for Network
Device|interface and End Device interface are defined. The Network Device interface is lpcated
betwegn Network Devices withinCECN, and the End Device interface is between a Network
Devicel and an End Device which-is outside of ECN.

Furthefmore, redundancy.;of the ECN is optional and may be formed in any topology.

The tepts are performed in two communication cases. The one is the communication bg¢tween
the reference ED-rand the partner ED through the CSs under test. The other |is the
commynication_between the reference ED and the CS under test or the ETBN outside| of the
ECN.

i aditi f tho tost mn-the foll i -
Prior conditionsforthetestare-in-the +FOHOWHRG-

e Target of the test is Consist Switch which is a typical Network Device in ECN.

e For managing train network addresses, an ETBN may be connected with a CS in ECN, they
may be integrated in a unit physically.

e Test application should be contained in Reference ED which is connected with the CS under
test and also in another ED which works as a communication partner of the reference ED
through the ECN.

e Decision of pass or fail should be made with the result in the test application within the
reference ED.
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CS ECN under test

I
R e e e
B e
A A t I Y
e ANY OPOIOQY St

e e ST A ke u e n
R e twork device
interface
CS CS CS: Consist switch
N under test /
~ 7’

____________________________________

—1—* End device interface

7.4.2
7.4.2.1

This te
tolerat

7.4.2.2

To conffirm the recovery function in case of network failure.

7.4.2.3
Types

— On
bet

— An¢ther is, shown in Figure 7, network redundancy with dual homing End Device inte

inv
is 1

tesy.

ED ED ED: End device
TA: Test application
Partner ED

IEC
Figure 5 — General configuration for ECN-equipped consist test

Recovery in case of network failure
General

st shall be executed in case that the ECN employs the-network redundancy whi
b a single network component failure.

Purpose of test

Prerequisite of test
pf configurations for network redundancy are considered;

b is, shown in Figure 6, network redundancy with redundant communication
ween the CSs, which issinithe scope of this conformance test.

hich redundant rolites between any ED to any ED are provided. This type of redu

nainly performed by the exclusive means in ED itself, therefore it is out of scope

Backup route

Route in use

ch can

routes

rfaces,
ndancy
in the

X Practicable

ED [ ED failure point
T
Partner ED Reference ED

IEC

Figure 6 — Example of configuration for the test of network redundancy
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The E(

There
conned

One of

Practio

7.4.2.4 Method of test

In cas¢ of network redundancy with redundant communication routes between CSs, sh
Figure

................. e e
‘I $ SEeaoe T
................. Gepm e
% Cs ;

\ X / X Practicable

ali
for

an
abg

The partner ED\sends PD frames for test to the reference ED repeatedly with a

per

Forlce a .single network component failure manually on the communication route

bet

failure r\ninie

ED  ED
A
Partner ED Reference ED

IEC

Figure 7 — Example of configuration of network redundancy
with dual homing End Device interfaces

CN shall contain at least two CSs under test.

erence ED for evaluating the test result and another ED_for a communication part
ted with the respective CSs under test.

practicable failures on the ECN occurs at a time.

able failure points are:

the test,

intermediate Network Device, if any, located on the same communication route]
ve.

6:

od of timethrough the ECN.

weeh the CSs. The failure may be generated by removing the cable and so on.

The recovery time shall be measured between the two time points in the following.

ner are

nk located on the communication route between the CSs which are connected with EDs

in the

own in

certain

in use

One is the time point when the last PD packet is received at the reference ED before the
failure occurs, and the other is the time point when the first PD packet is received at the
reference ED after recovery of communication route. These time points should be recorded

int

he test application or network analyzer software in the reference ED.

Measuring of the recovery time should be performed at least ten times, and the maximum,

the

minimum and the average of the results should be calculated.

7.4.2.5 Criteria for judging

The recovery time measured in the above is within the maximum time which is determined by
the applicant.
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IP address assignment via DHCP
General

st shall be executed in case that DHCP is supported in the ECN.

Purpose of test

firm IP address assignment by DHCP server to ED.

Prerequisite of test

DHCP

ETBN
train n

DHCP

DHCP

7.4.3.4 Method of test

After p

server shall be implemented In the CS under test or available through the ECN.

may be connected with the ECN, in which DHCP server is implemented (for’ managing

btwork address.
client uses UDP port 67 for the destination to DHCP server.

server uses UDP port 68 for the destination to DHCP client.

pwer up of the reference ED, verify the followings_are assigned to the ED:

- IP

— Subnet mask,

— IP address of default gateway,

- DN

In cas¢ that train network addresses are managed by End Devices with DHCP client,

server
addres
receivi

Confirn
Figure

in whid
orin th

ddress,

server address (Optional).

in the ETBN shall send FORCERENEW message to DHCP clients with train n
ses after inauguration, apd~-DHCP clients shall renew train network address
hg the FORCERENEW message.

h the implementation*of mandatory DHCP options with the PICS pro-forma.

8 shows an example of the configuration for the test of IP address assignment via
h DHCP client is located in the reference ED and DHCP server is in the CS und
e ETBN:

DHCP
etwork
tes on

DHCP
er test
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ETB

client Reference ED

IEC
Figure 8 — Example of the configuration for the test of IP address assignment via DHCP

7.4.3.5 Criteria for judging

The aslsigned values are identical to the ones determinedipreviously for test.
Implenpentations of the mandatory DHCP options are.stated in the PICS pro-forma.

7.4.4 Name (TCN-URI address) resolution-via DNS
7.4.4.1 General

This tgdst shall be executed in case that DNS is supported in the ECN and IEC 61375-2-3 is
appliedq to the ECN.

7.4.4.2 Purpose of test

To corfirm the translation-between the Name in TCN-URI schema defined in IEC 61375-2-3
and th¢ IP address.

7.4.4.3 Prerequisite of test

DNS server_shall be available through the ECN.

Reference’ED as a DNS client knows IP addresses of the DNS server for test previously.

DNS client shall use UDP port 53 for the destination to DNS server.

DNS server shall use UDP port 53 for the sender to DNS client.

Test samples of Names in TCN-URI and corresponding IP addresses are provided previously.
Names in TCN-URI shall accord with the following schema:
trn://usr@fctdev.vehicle.consist.cltrain.train

7.4.4.4 Method of test

Reference ED as a DNS client sends a Name in TCN-URI.
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After the IP address is returned from the DNS server, the reference ED verifies if it is correct.

The time shall be measured from the query reception until sending the answer to the client is
completed at the server side.

7.4.4.5 Criteria for judging

Mapping between the Name and the IP address is correctly worked.

The timefor resolving TCN-URI address is within 1,0 s.

Figure[9 showsS an example of the configuration for the test in which DNS client I1s Tochted in
the reference ED and DNS server is in ETBN.

ETBN

—| DNS
server

ETB

________________________________

client Reference ED
I

IEC

Figure 9 — Example of the configuration for the test of Name resolution via DNS

7.4.5 Switch basic functions
7.4.5.1 General

This tejst shall bedexcuted in all cases.

7.4.5.2 Purpose of test

To confimm €S tasicfunctions:

7.4.5.3 Prerequisite of test

None.

7.4.5.4 Method of test

Confirm the CS implementation with the PICS pro-forma for basic CS functions in 7.3.2.4.

7.4.5.5 Criteria for judging

Implementation of mandatory requirements for the CS basic functions is stated in the PICS
pro-forma.
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Priority levels

General

This test shall be executed in case that the ECN employs QoS service based on strict priority.

NOTE QoS support is conditional, but strict priority queuing is optional. See IEC 61375-3-4:2014, 4.6.4.

7.4.6.2

To con

7.4.6.3

None.

Purpose of test

firm QoS service based on strict priority.

p site-oftest

7.4.6.4 Method of test

Conne
EDs.

Sourcq
each s

Captur
Stop th

Captur

Ct plural EDs via ECN. One ED is a destination ED and others, two or more, are

EDs as a group send plural different priority frames to a destination ED with port
burce ED sends frames with one assigned priority with,pert speed.

e the frames which are received at the destination~ED.
e source traffic in order from the highest priarity to the lowest priority.

e the frames each time stopping a source traffic.

7.4.6.5 Criteria for judging

At the

Hestination ED, all the highestipriority frames in the traffic are captured even in th

that pldiral source EDs are sending different priority frames.

7.4.7
7.4.71

This te

7.4.7.2

Ingress rate limiting
General

St shall be executed in case that the ECN employs ingress rate limit function.

Purpose of test

To conlfirm Ingress rate limit function in CS.

source

speed;

e state

7.4.7.3

None.

7.4.7.4

Prerequisite of test

Method of test

Connect a source ED and a destination ED via ECN.

Set ing

ress rate to the CS port which the source ED is connected.

Send plural different priority frames from a source ED to a destination ED with higher rate than
ingress rate limit value.

Capture the frames which are received at the destination ED.
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Measure traffic rate at the destination ED.

7.4.7.5 Criteria for judging

At the destination ED, low priority frames shall be discarded first to keep the rate limit on the

ingress port.

7.4.8 Egress rate shaping
7.4.8.1 General

This test shall be executed in case that the ECN employs egress shaper function.

7.4.8.2 Purpose of test

To conffirm egress shaper function in CS.

7.4.8.3 Prerequisite of test

None.

7.4.8.4 Method of test

Conneft a source ED and a destination ED via ECN.

Set egfess rate to the CS port which the destination . ED is connected.

Send glural different priority frames from a souree ED to a destination ED with higher ra

egress|shaper rate.
Capture the frames which are received atthe destination ED.
Measufe traffic rate at the destination ED.

7.4.8.5 Criteria for judging

At the gestination ED, low,priority frames shall be discarded first to keep the egress shap

on the|destination port.

7.4.9 Untagged/tagged frames
7.491 General

This teist'shall be executed to confirm VLAN untagged/tagged frames transfer.

7.4.9.2 Purpose of test

To confirm VLAN untagged/tagged frames transfer function.

7.4.9.3 Prerequisite of test

None.

7.4.9.4 Method of test

Untagged frames are transferred from source ED to destination ED via ECN.

Tagged frames are transferred from source ED to destination ED via ECN.

e than

er rate
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7.4.9.5 Criteria for judging

Receiving both untagged and tagged frame on the destination ED via ECN.

The number of untagged frames which are received on the destination ED shall the same

numbe

r as the untagged frames which are sent from the source ED.

The number of tagged frames which are received on the destination ED shall the same number

as the

tagged frames which are sent from the source ED.

For test of VLAN tag insert function, the number of tagged frames which are received on the

d t At il Y baoll A b b + £ [ SHPN + £ .
eslingtofr=o-Sharrthe—SsameHumber—as—the grmtaygyo U TmTarmc S wint T arc- ST TmoTTT UTeS

ED.

source

For teqt of VLAN tag removal function, the number of untagged frames which arereceived on
the degtination ED shall the same number as the tagged frames which are sentArom the

ED.

7.4.10| Switching and routing performance (optional)
7.4.10/1 General

This test should be executed to confirm Consist Switch performance.

7.4.10)2 Purpose of test

source

To conffirm specific definition of the service parameters which are determined according to the

requirgments from the specific applications.

7.4.10)3 Prerequisite of test

None.

7.4.10/4 Method of test

Connett EDs for each application to a CS.

Send gach data fromEDs for Process, Message, Stream, Supervisory and Best effort data as

a background traffic;

7.4.10)5 Criteria for judging

Measufe/minimum cycle time, maximum latency and maximum jitter on the receiving

each application ED.

side of

For each application, calculate values as follows based on measured values and number of CS

deploy in ECN.

Confirm each values meet the values given in IEC 61375-3-4:2014, Table 6.

e [Minimum cycle time] x [number of CS]
e [Maximum latency] x [number of CS]

e [Maximum jitter] x [number of CS]
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7.4111

This test shall be executed in case that NTP is supported in the ECN.

7.4.11.2

NTP support

General

Purpose of test

-102 -

To confirm the operation of the NTP server against NTP v3 client.

7.4.11.3

Prerequisite of test

IEC 61375-2-8:2021 © |IEC 2021

NTP v

client shall be implemented In the reference ED.

Serverfclient mode shall be used as synchronous mode.

NTP client shall use UDP port 123 for both the destination and the sender,to NTP serve

7.4.114

Method of test

The reference ED sends a query for time to NTP server.

After r¢ceiving the response, NTP client adjusts the current tithe of the inner clock.

7.4.11)5

The operation of NTP query and response between NTP client and NTP server is cd

worked.

Figure|10 shows an example of the configuration for the test of NTP support in which NTR

Criteria for judging

is located in the reference ED and NTP_server is in ETBN.

ETBN

NTP
server

ETB

___________________

rrectly

P client

7.4.12 Switch management

7.4.12.1

This test shall be executed in case that the CS is a managed switch.

Figure 10 — Example of the configuration for the test of NTP support

General

Reference ED

IEC
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7.4.12.2 Purpose of test

To confirm the bridge management and remote management function defined in IEEE 802.1D
in the CS under test.

7.4.12.3 Prerequisite of test

None.

7.4.12.4 Method of test

Confirm the PICS pro-forma for IEEE 802.1D:1990, Annex A.14 Bridge management, and
Annex|A.15 Remote Management.

7.4.12)5 Criterion for judging

Implementation of the mandatory functions of IEEE 802.1D:1990, GClause 14 |Bridge
management, and Clause 15 Remote Management are stated.

7.4.13 Network management via SNMP
7.413{1 General

This test shall be executed in case that the CS is a managed_switch.

7.4.13)2 Purpose of test

To conffirm the functions of reading a MIB.

To corffirm the functions of reading the MIB, defined in IEC 61375-2-5:2014, Annex C:|TTDP-
MIB via SNMP in case that the ECN is cophected with ETBN.

7.4.13]3 Prerequisite of test

SNMP|v2 or more shall be supported in the reference ED.

The reference ED works as’SNMP manager and the ETBN as SNMP agent.
SNMP |manager shall 'use UDP port 161 for the destination to SNMP agent.
SNMP |agent shall use UDP port 162 for the destination to SNMP manager.

A MIB shall'be implemented in the CS under test. The standard MIBs defined in IETF RFC 1213
is recommended to be implemented

TTDP-MIB shall be implemented in ETBN in case that the ECN is connected with ETBN.

7.4.13.4 Method of test

The reference ED reads out the MIB from the CS under test.

The reference ED read out the TTDP-MIB from the ETBN through the CS in the ECN in case
that the ECN is connected with ETBN.

7.4.13.5 Criteria for judging

Contents of the MIB received at the reference ED are correct.
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Contents of the TTDP-MIB received at the reference ED are identical to the TTDP-MIB in the
ETBN in case that the ECN is connected with ETBN.

Figure 11 shows an example of the configuration for the test of Network management via SNMP
in which SNMP manager is located in the reference ED and SNMP agents are in ETBN and CS.

ETBN
— | SNMP
agent

ETB

________________________________

,_..-..Llllluul....,

SNMP Cs CS under test
agent
\ ’
\\ —| /,
ED
SNMP
manager || Reference ED

IEC
Figure 11 — Example of the configuration for the'test of Network management via SNMP

7.4.14| ECSP Interface (optional)
7.4.1411 General

This tgst shall be executed in case that the ECN supports ECSP interface defined in
IEC 61375-2-3:2015, Clause E.3.

7.4.14]2 Purpose of test
To conffirm the communication interface between ECSP and ECSC.

7.4.14/3 Prerequisite of test

None.

7.4.14)4 {, Method of test

Connecting ECSP and ECSC, and capturing PD/MD telegram between ECSP and ECSC.

Confirming data contents of PD/MD telegram.

a) ECSC (ED) sends control telegram to ECSP (ETBN).
b) ECSC receive status telegram from ECSP.
c) ECSC send confirmation message to ECSP.

ECSC receive confirmation reply from ECSP.

7.4.14.5 Criterion for judging

Transmission is performed correctly.

The telegrams are same as the telegrams defined in IEC 61375-2-3:2015, E.3.2 through E.3.4.
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7.4.15 TTDB manager interface (optional)
7.4.15.1 General

This test shall be executed in case that the ECN supports TTDB manager interface defined in
IEC 61375-2-3:2015, Clause E.4.

7.4.15.2 Purpose of test

To confirm the communication interface between TTDB manager and ECSC.

7.4.15.3 Prerequisite of test

None.

7.4.15/4 Method of test

Connegting TTDB manager and ECSC and capturing PD/MD telegram between TTDB manager
and EQSC.

Confirhing data contents of PD/MD telegram.

a) ECBC (ED) is pushed TTDB status from TTDB manager.
b) ECPC is pushed TTDB notification from TTDB manager.
c) ECPC send info request to TTDB manager.

ECBC receive info reply from TTDB manager.

7.4.15/5 Criterion for judging

Transmission is performed correctly.
The telegrams are same as the telegrams defined in IEC 61375-2-3:2015, E.4.2 through E.4.8.

7.4.16( DNS TCN interface (optional)
7.4.16{1 General

This tgst shall be executed in case that the ECN supports DNS TCN interface defined in
IEC 61[375-2-3:2015, Clause E.5.

7.4.16{2 Purpose of test

To conlfirm the communication interface between DNS server and ECSC.

7.4.16.3 Prerequisite of test

None.

7.4.16.4 Method of test

Connecting ED and DNS server, and capturing PD/MD telegram between ED and DNS server.

Confirming data contents of MD telegram.

e ED sends DNS request MD telegram to DNS server.
e ECSC receive DNS reply MD telegram from DNS server.
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7.4.16.5 Criterion for judging

URI is resolved correctly.

The telegrams are the same as the telegrams defined in IEC 61375-2-3:2015, E.5.2.3.

7.4.17 ETBN control interface (optional)

7.4.17.1 General
This test shall be executed in case that the ECN supports ETBN control interface defined in
IEC 61375-2-3:2015, Clause E.6.

7.4.17J2 Purpose of test

To conffirm the communication interface between ETBN and ED.

7.4.17)3 Prerequisite of test

None

7.4.17}4 Method of test
Connefting ED and ETBN and capturing PD/MD telegram between ED and ETBN.

Confirming data contents of MD telegram.

a) ED|send control request telegram to ETBN.
ED|receives status reply telegram from ETBN-

b) ED|send info request message to ETBN:
ED|receives info reply message from\ETBN.

7.417/5 Criterion for judging

Transmission is performed correetly.

The telegrams are same-as‘the telegrams defined in IEC 61375-2-3:2015, E.6.2 through E.6.3.

8 Coagnformancetest of ETBN

8.1 Test scope

8.1.1 General

This clause specifies PICS pro-forma and associated conformance test suites and test cases
for testing ETBN functionality specified in IEC 61375-2-5:2014.

8.1.2 References

References used in this clause:

[2-3]:
[2-5]:
[2-5-COR1]:

[2-8]:

IEC 61375-2-3:2015
IEC 61375-2-5:2014

Appendix C of “D6.3 ECN-ETB Conformance Testing Protocol”, CONNECTA
project https://projects.shift2rail.org/
Appendix C provides additional clarifications to IEC 61375-2-5:2014

this document
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[802.1AB]: IEEE 802.1AB:2009, IEEE Standard for Local and metropolitan area networks —
Station and Media Access Control Connectivity Discovery

Subclause references in this clause refer to subclauses in IEC 61375-2-5:2014, unless explicitly
stated otherwise.

8.2 PICS Pro-forma
8.2.1 General

The PICS provides a statement of the capabilities and options which have been implemented,
and any features which have been omitted, see 4.1.3.1. Instructions about filling the PICS

pro-forprra—are giverimAnmex B-

Additignal symbols used in PICS tables:

e O.n: optional, but support of at least one of the group of options labelled by thg same
nurneral n is required

e X: prohibited

e pred: conditional-item symbol, including predicate identification

Subclduse references in PICS tables refer to subclauses i AEC 61375-2-5:2014, |unless
explicijly stated otherwise.

8.2.2 PICS tables

8.2.21 ETBN major capabilities

Itgm Question Req. Subclause Implementation

PORT Does ETBN implementation suppaort M 4.2.2-4.2.4,8.3.2.2 |Y[]
ETB port and bypass relay
capabilities as specified in 4.2:274.2.4
and 8.3.2.27

POE Does ETBN implementation provide (0] 4.2.2-42.4,43 Y[IN[]
PoE support on ETB (ports as
specified in 4.2 and 4.3?

LAG Does ETBN provide link aggregation M 4.4,8.6.4,8.9.1 Y[1]
control using\FTDP HELLO as
specified in)4.4, 8.6.4 and 8.9.17

LAG_RED Does ETBN provide ETB line (0] 4.4,8.9.1, Annex A |Y[]N[]
?
rafiatiancy? If “Yes”, statd nb of
ETB lines:
20140
ETBN|RED Is the ETBN capable of acting as (0] 9 Y[IN[]
redundant FTBN?
MULT_CN Is the ETBN capable of connecting (0] 6.5.1.1, 8.7.6, Y[IN[]
multiple CNs? Annex A
HELLO Does implementation transmit and M 8.7.2-8.7.5 Y]
accept TTDP HELLO packets with
format and content as specified in
8.7.2-8.7.5
LINK Does implementation support Data M 5 Y[1]
Link Layer as specified in Clause 5?
NET Does implementation support general |M 6.1 Y[]
ETBN Network services
UCAST Does the implementation support M 6,9 Y[1]
ETBN IP unicast services?
MCAST Does the implementation support M 6,9 Y[1]

ETBN IP multicast services?
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Item Question Req. Subclause Implementation
TRANS Does implementation support ETB M 7 Y[]
Transport Layer as specified in
Clause 7?
TOPO-FRAME | Does implementation transmit and M 8.7.2-8.7.4, 8.7.6 Y[]
accept TTDP TOPOLOGY packets
with format and content as specified
in 8.7.2-8.7.4 and 8.7.67
TOPO-PHY Does implementation manage M 8.2.1,8.5.2,8.6.1, |Y[]
Physical Topology (Connectivity 8.7.6, 8.8.1-8.8.4,
Table) based on exchange of TTDP 8.9.2
TOPOLOGY messages?
TOPOfTND= Does the ETBNorrectiy carcutate ™ 885, 8.8.0 YT
GEN and transmit etbTopoCnt in TTDP
TOPOLOGY frames?
TOPO}TND- Can the ETBN be used to form at M 6.4.2.3.2- Y[
CST least the mandatory consist topology? 6.4.2.3.4,, 6.6
6.4.2.3.3, 8.8.5
[2-8] 8.3.2.2-
8.3.2.7
TOPO}TND- Can the ETBN interact with ETBNs in | M 6.4.2.2-6:4.273.4, Y[ ]
TRAIN remote consists being part of consist 6.6, 848.5/Annex A
and train topologies compliant with
the standard? [2-8] 8.3.2.2-
8(3)2.7
TRANS$- Is the ETBN able to handle topology M 8.5.1,8.5.2,8.6.2, |Y[]
INHIBIT transitions correctly when 8.11.1-8.11.3
inauguration is inhibited?
8.2.2.2 ETB port and bypass relay capabilities
Item Question Req. Subclause Implement3tion
PORT Does ETB port implementation support M 4.2.2-4.2.4 Y[1]
100 Mbit/s full duplex with auto=
negotiation disabled?
PORTR Does ETB port impleméntation support M 4.2.2 Y[]
M12 port pinout specified in Table1
(4.2.2) withfixed-MDI_mode (auto-sensing ltem 2 of [2-5-
disabled)? COR1]
PORT$ Is ETB bypass felay set in bypass mode M 4.2.2,8.3.2.2 Y[1]
when unit kas no power?
PORTH# Does-ETB bypass relay support single M 4.2.2-4.2.4 Y[1]
- inb de?
cross-over in bypass mode ltem 5 of [2-5-
COR1]
8.2.2.3 Power Over Ethernet (PoE) capabilities

Regarding PoE Support (optional, as stated in Tables 1-3 of [2-5]), no PICS statements or test
suites are defined as part of this document [2-8]. Instead a vendor with PoE support on ETBNs
is referred to Clause 33 of IEEE 802.3:2012 for PoE Conformance.
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8.2.2.4 ETB Line Status and Link Aggregation management
Item Question Req. Subclause Implementation
LAG-1 Does the implementation only include M 8.6.4 Y[1]
ETB lines which are logically up to ltem 15 of [2
distribute data in the link te? B
istribute data in the link aggregate 5-COR1]
LAG-2 Does the implementation determine a line | M 8.6.4 Y[1]
as logically up when two-way connectivity
is verified (receiving TTDP HELLO with ltem 15 of [2-
“Peer own line recv status ok”)? 5-COR1]
LAG-3 Does implementation manage TTDP M 8.9.1 Y[1]
HELLO sending periods as specified in
87912
LAG-4 Does the implementation provide LAG_RED:M 8.9.1 Y [1 N/A[]
recovery within 200 ms in case of ETB
line link down?
LAG-5 Does the implementation provide LAG_RED:M 8.9.1 YA N/AT]
recovery within 200 ms in case of ETB
line link up?
LAG-6 Is ETB interruption (recovery) max 200 M 8.6.4, 8.1 Y[]
ms when losing an intermediate ETBN?
Item-13-0f [2-
5¢COR1]
LAG-7 Is ETB interruption (recovery) max 200 M 86.4, 8.11.1 Y[]
ms when an intermediate ETBN comes
up? Item 13 of [2-
5-COR1]

Further gxplanations:

IEC 613)5-2-5,2014, 4.4.3.4 and items 19-20 of IEC 61375-2-5 CORRECTION 1 define additional requiremd

respect
docume

2-5 CORRECTION 1.

o link aggregation. Those requirements do.net result in any PICS statements or test suites defing
t. Instead the related 802.1AX PICS should’be enough, with adjustments specified in item 20 of IEQ

nts with
d in this
61375-

8.2.2.5 Data link layer of ETB ports — Table 4 of IEC 61375-2-5:2014, Clause 5
Item Question Req. Subclause Implementation

LINK-1 MAC services and addressing IEEE M 5 (Table 4) Y[ 1]
802.3

LINK-2 LLC services,tEEE 802.2 X 5 (Table 4) Y[1]

LINK-3 Frame Relaying, IEEE 802.1D PICS A.7 5 (Table 4) Y[1]

LINK-4 Frameg, Filtering (layer 2 filtering), IEEE M 5 (Table 4) Y[1]
802.1D, Clause 7, PICS A.8

LINK-5 Frame Queuing, IEEE 802.1D, 7.7.3, M 5 (Table 4) Y[]
7.7.4 PICS A16- Annex G

LINK-6 Frame tagging/untagging, IEEE 802.3, M 5 (Table 4) Y[ ]
3.5, IEEE 802.1Q (VLAN)

LINK-7 VLAN Services, IEEE 802.1Q (VLAN), M 5 (Table 4) Y[1]
PICS A.21

LINK-8 Port mirroring O 5 (Table 4) Y[IN[]

LINK-9 Flow Control, IEEE 802.3, Part 2 Annex O 5 (Table 4) Y[IN[]

LINK-10 Ingress rate limiting (policing) O 5 (Table 4) Y[IN[]

LINK-11 Egress rate shaping O 5 (Table 4) Y[IN[]

LINK-12 Spanning Tree Protocol (STP), Rapid X 5 (Table 4) Y[ 1]
Spanning Tree Protocol (RSTP), IEEE
802.1D

LINK-13 Management and Remote Mgt IEEE M 5 (Table 4) Y[]
802.1D, Clause 14 PICS A.14, A.15
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Further explanations:

For more details, see Clause 5 (Table 4) of 61375-2-5:2014.
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From Table 4 the requirements for Link Aggregation and LLDP are left outside this PICS table, as the use of these
protocols are covered in other parts of this document [2-8].

The requirements of data link layer services listed in the table above do not have any corresponding test suites in
this conformance test. Some items are based on IEEE standards, and for them the associated standard PICS sections
are assumed to be sufficient, e.g., for LINK-3, the test suites related to IEEE 802.1D PICS A.7 for “Frame relaying”

applies.

8.2.2.6

ETB Network Layer

8.2.2.6|.—1—'Fa-b-l-e—5-e-f—|-E-6-64-3-7-5—2—5+2-04-4,—6+a-usc 6

Itelm

Differentiated Services Field (DSCP:
Differentiated Services

CodePoint Field) IETF RFC 2474

Question Regq. Subclause Implement3gtion

NET-1 Does ETBN support ARP Address M 6 (Table 5) Y[ 1]
Resolution Protocol IETF RFC 8267

NET-2 Does ETBN support IPv4 Internet M 6 (Table 5) Y
Protocol IETF RFC 7917

NET-3 Is ETBN capable of setting train-wide | M 6 (Table 5), 6.402, Y[1]
addresses in range 10.128/97? 6.5.2

NET-4 Is ETBN capable of setting ETB and M 6 (Tables5) Y[]
CN subnets prefix length to /18?

NET-5 Is ETBN capable of setting IPv4 static | O 6, (Table 5) Y[INI[]
routes?

NET-6 Is ETBN capable of acting as DNS (0] 6 (Table 5) Y[INT[]
client?

NET-7 Ability to let priority be based on IP (0] 6 (Table 5) Y[INT[]

Further gxplanations:

NET-1 (ARP), NET-2 (IPv4), NET-5((IRv4 static routes) and NET-6 (DNS client): Items based on IETF standards,
and the peneral support for these standards are not covered by test suites within this conformance documenpt.

NET-3 and NET-4: Top level requirement for train-wide IP addresses and subnets. These requirements are|covered

in more fetail by UCAST requirements below, thus are not referenced further in this document.

NET-7: No test suite issincluded for testing priority based on DSCP.
8.2.2.6.2 ETB Network Layer
Iterrl Question Req. Subclause Implementation
UCAS'I'-1 Which Backbone IDs (0-3) can the 0.1 6.4.2.2 Backbone ID:
ETBN implementation assign IP
settings for? Or11012[13[]
UCAST-2 Is the implementation able to assign a M 6.4.2.2, Y[1]
train-wide IP address for its ETB 6.5.1.2,
interface based on TTDP inauguration 6.5.1.3
results?
UCAST-3 Is the implementation able to allocate M 6.4.2 Y[]
train-wide IP subnets for its local CNs
based on TTDP inauguration results?
UCAST-4 Does the implementation support M 6.4.2.2, Y[]
setting unicast route entries to consist 6.7.1,9
networks with redundant and non-
redundant ETBNs respectively?
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Item Question Req. Subclause Implementation

UCAST-5 Does the ETBN enable/disable M 6.4.2.1, Y[]
forwarding of IP unicast packets with 8.5.1-8.5.2
train-wide addresses (dst or src IP
10.128.0.0/9) when entering/leaving Item 30 of
INAUGURATED state? [2-5-COR1]

UCAST-6 Does the ETBN support IP forwarding M 6.4.2,6.7.1 | Y[]
from a local CN back to the same CN
when the CN's train-wide address
range is used as destination IP? (hair-
pin)

UCAST-7 Does the implementation support RED_ETBN:M 6.5.1.2, Y[ 1N/A[]
acting as redundant ETBN router with 6.6, .6.7.1
respect to IP unicast forwarding? 9

UCAST-8 Is the ETBN capable of connecting (0] 6.5.2 YIIN[{
EDs on the ETB and dynamically
assigning addresses to these EDs?

UCAST-9 Does the ETBN support IP relative O 6.5.3 Y] N[ ]

addressing plan for Closed Train?

Further gxplanations:

UCAST-B: Conformance testing of address assignment to hosts on ETB is nohintended within this test docyment.

UCAST-P: Conformance testing of IP relative addressing is not intended within this test document.

8.2.2.4.3 ETBN Multicast Services
Itern Question Req. Subclause Implementation
MCAST-1 Does the ETBN enable/disable M 6.4.2.1, Y[]
forwarding of IP multicast packets with 6.4.4,
train-wide addresses (dst IP
239.192.0.0/14 or src IP 10.128.0.0/9) 8.5.1-8.5.2
when entering/leaving INAUGURATED Item 30 of
state? [2-5-COR1]
MCAST-2 Does the implementation support RED_ETBN:M 6.4.4, Y[ ] N/A[]
acting as redundant ETBN-"router for 6.7.2.2,9
multicast traffic?
Item 39 of
[2-5-COR1]
MCAST-3 CN to ETB multicast forwarding: 0.1 6.4.4, Whole range][ ||
6.7.2.2
Is ETBNtcapable of forwarding all Statically configured
multicast'packets in range subset[ ]
239.192.0.0/14 range from CN to the
ETB?
a'statically configured subset of
multicast packets in range
239.192.0.0/14 range from CN to the
ETB?
MCAST-4 ETB to CN multicast forwarding: M 6.4.4 YI[]
Does the ETBN support forwarding of
“All Consist” (239.192.0.0), and for its
own consist “All host in Consist X”
(239.192.0.X)?
MCAST-5 ETB to CN multicast forwarding: 01 6.7.2.2 Static multicast

Does the ETBN support setting
additional multicast routes:

using static configuration?

dynamically within 239.192.0.0/14
range via IGMP?

routef ]
Dynamic multicast
route (IGMP)[ ]
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Item Question Req. Subclause Implementation
MCAST-6 Local CN to CN multicast forwarding: MULT_CN:O.1 6.4.4 Whole range] ]
Is ETBN capable of forwarding ) )
Statically configured
all multicast packets in range subset[ ]
239.192.0.0/14 range between local
CNs?
a statically configured subset of
multicast packets in range
239.192.0.0/14 range between local
CNs?
MCAST-7 Local CN to CN multicast forwarding: MULT_CN:M 6.4.4 Y[]1N/A[]
Is the ETBN able to forward multicast
between tocal CNS for Al Consist
(239.192.0.0), and for its own consist
“All host in Consist X” (239.128.0.X)?
MCAST-8 Is multicast routing table updated upon | M 6.4.4, Y[ ]
train inauguration to take new IP
unicast mapping and new “All hosts in 6.7.2.1
Consist X (239.192.0.X)” into account?
MCAST-9 Is ETBN capable of NAT translation of (0] 5.4.5.3 [2= Y[IN[]
destination multicast addresses when 3]
routing from ETB to CN, at least 6,7.2:2 [2-
including consist specific multicast to 5]
local multicast translation?
8.2.2.7 ETB Transport Layer requirements on EFBN — Application end device
common interface for devices connected.to ETB subnet
Item Question Req. Subclause Implementgtion
TRANS$-1 ICMP Internet Control Message, M 7 (Table 11) Y[]
Protocol IETF RFC 792
TRAN$-2 IGMP v2 Internet Group Management M 7 (Table 11) Y[1]
Protocol IETF RFC 2236 (as end~device
support multicast)
TRANS$-3 UDP User Datagram Protecol, IETF M 7 (Table 11) Y[1]
RFC 768
TRAN$-4 TCP Transmission Control, Protocol M 7 (Table 11) Y[1]
IETF RFC 793
Further gxplanations:
The reqliirements(of)transport layer services listed in the table above do not have any corresponding test puites in
this conformanee-test. Instead the vendor is assumed to rely on general conformance methods for IETF stapdards.
8.2.2.8 TTDP HELLO format and content
Item Question Req. Subclause Implementation
HELLO- Does encapsulation of transmitted M 8.7.2-8.7.5 YI[]
FRAME-1 TTDP HELLO TLV messages comply
with the standard specification?
HELLO- Does format and content of transmitted M 8.7.5 YI[]
FRAME-2 TTDP HELLO TLVs comply with the
standard specification?
HELLO- Does implementation accept the M 8.7.2-8.7.5 Y[1]
FRAME-3 encapsulation of incoming TTDP HELLO
TLVs compliant with the standard
specification?
HELLO- Does implementation accept format and | M 8.7.5 Y[1]
FRAME-4 content of incoming TTDP TLVs Item 11 of [2-5-
compliant with the standard COR1]
specification?
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8.2.2.9 TTDP TOPOLOGY format and content
Item Question Req. Subclause Implementation
TOPO- Does the encapsulation of ETB-TLV and | M 8.7.2-8.7.4, 8.7.6 YI[]
FRAME-1 CN-TLV of transmitted TTDP Item 12 of [2-5-
TOPOLOGY messages comply with the COR1]
standard specification?
TOPO- Does the format and content of M 8.7.6 YI[]
FRAME-2 transmitted ETB-TLV and CN-TLV
comply with the standard specification?
TOPO- Does implementation accept the M 8.7.2-8.7.4, 8.7.6 YI[]
FRAME-3 encapsulation of ETB-TLV and CN-TLV
of incoming TTDP TOPOLOGY frames
in compliant with the standard
specification?
TOPO- Does implementation accept format and M 8.7.6 Y]
FRAME-4 content of incoming ETB-TLV and CN- Item 11 of [2-5-
TLV in compliant with the standard COR1]
specification?
8.2.2.10 Physical topology management — Connectivity Table Management and related
fields in TTDP TOPOLOGY frame
Itemn Question Req. Subclause Implementgtion
TOPO]1 Does the implementation correctly M 8.8.4,8.7.6 YI[]
PHY-1 transmit the Connectivity Vector in the
TTDP TOPOLOGY frame?
TOPO]1 Does the implementation correctly M 8.6.1, 8.8.2, 8.7.6, YI[]
PHY-2 transmit the ETBN Vector(s) and 8.9.2
number of ETBNs in the TTDP
TOPOLOGY frame?
TOPO- Does the implementation correctly M 8.2.1, 8.5.2, 8.8.3, YI[]
PHY-3 calculate and transmit the 8.8.4,8.7.6
ConnTableCrc32 checksum in the TTDP
TOPOLOGY frame?
8.2.2.11 Train Network Directory Management and supported consist topologies
8.2.211.1 General Train Network Directory Management and consist topology
support
Itdm Question Req. Subclause Implementation
TOPO-{GEN- Does“TOPOLOGY frame include an M 8.8.5,8.8.6 YI[]
1 etbTopoCnt computed as defined in
8.8.5 and 8.8.67
TOPO{GEN- Does etbTopoCnt in TOPOLOGY M 8.8.6 Y]
2 frame reflect current Train Network
Directory when etblnhibition is
FALSE?
TOPO-GEN- Does etbTopoCnt reflect last stable M 8.8.6 YI[]
3 value of etbTopoCnt when
etblnhibition is TRUE?

8.2.2.11.2 declares the types of local consist topologies this implementation can be part of,

which is also the topologies the ETBN is capable of advertising in its TOPOLOGY frames.
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8.2.2.11.2 Local consist topologies which can be formed with (units of) this ETBN
implementation
Item Question Req. Subclause Implementation

TOPO-TND- | Ability to act as ETBN in consist M 6.4.2.3.2, 6.6 YI[]

CST-1 topology “Single ETBN/CN” [2-8] 8.3.2.2

TOPO-TND- | Ability to act as ETBN in consist (e} 6.4.2.3.3, 6.6 Y[IINTI]

CST-2 topology “Multiple Single ETBN/CN” [2-8] 8.3.2.3

TOPO-TND- | Ability to act as ETBN in consist (e} 8.8.5 Y[INTI]

CST-3 topology “Single ETBN with multiple
one Sy =g with mutie [2-8] 8.3.2.4

TOPO-TND- | Ability to act as ETBN in consist O 6.4.2.3.4, 6.6 Y[INT]

CST-4 topology "Redundant ETBNs with single [2-8] 8.3.2.5
CN”

TOPO{TND- | Ability to act as ETBN in consist o 8.8.5 Y [1NMN

CST-5 topology “Redundant ETBNs with
multiple CNs” [2-8] 8.3.2.6

TOPO{TND- | Ability to act as ETBN in “Asymmetric (o} 8.8.5 YTINT]

CST-6 consist topology” [2-8] 8.3.2.7

8.2.2.1[1.3 declares the types of topologies in remote consists ‘which the implementdtion is

capable of interacting with. This is the consist topologies received from other ETBNSs it is
capable of handling.
8.2.2.11.3 Remote consist topologies which the implementation can interact with
Item Question Req. Subclause Implementption
TOPO-{TND- Ability to interact with ETBNs in M 6.4.2.2-6.4.2.3.4, YI[]
TRAIN}H other consists of basic topologies 6.6, 8.8.5
(as listed in PICS 8.3.2) [2-8] 8.3.2
TOPO{TND- Ability to interact with ETBNs(in M 8.8.5, Annex A YI[]
TRAIN}2 topologies with max numberiof
ETBN/train (63), ETBN/cOnsist (32),
CN/train (63) and cansists/train
(~63)?
8.2.2.12 Topology transitions

This syibclause concerns ETBN behaviour after inauguration has succeeded and inaugpration
inhibitipn has beefiset.

“NOT_INAUGURATED” when node
recovery is not possible?

Iter Question Req. Subclause Implementation
TRAN$- Is implementation as ETBN end-node M 8.6.2, 8.6.3 YI[]
INHIBI[I~] able to handle train lengthening?

TRANS- Is implementation able to handle loss of M 8.11.2 YI[]
INHIBIT-2 ETBN without triggering a new

inauguration?
TRANS- Is implementation as ETBN intermediate M 8.11.2, 8.6.3 YI[]
INHIBIT-3 node able to take over as end-node if

current end-node is lost?
TRANS- Is implementation as late/recovered M 8.11.1,8.5.1,85.3 | Y]
INHIBIT-4 intermediate ETBN, in consist included in

etbTopoCnt, capable of conducting node

recovery when expected?
TRANS- Is implementation as late/recovered M 8.11.1,8.5.1,85.3 | Y]
INHIBIT-5 intermediate ETBN waiting in state
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Item Question Req. Subclause Implementation

TRANS- Is implementation acting as temporary (0] 8.11.3 Y[INT[]
INHIBIT-6 ETBN end-node capable of managing

recovery of ETBN(s) outside its extremity
port?

TRANS- Is implementation capable of being M 8.5.3,8.11.3 YI[]
INHIBIT-7 recovered as end-node (or group of lost

end-nodes) by delaying its transition from
READY_FOR_INAUGURATION to
INAUGURATED?

Further ¢

TRANS-
of previd

TRANS-
INAUGU
tempora

8.3
8.3.1

ETBN
node s
commy
and ag
the foll

Single
ports ¢
specifi

Single
IUT, a
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Multipl
monito
of SUT

Multipl
port off
assess

Iy end-node supports end-node recovery (TRANS-INHIBIT-6).

reatoRST

NHIBIT-6 refers to the capability for a node acting as temporary end-node to detect and support
usly lost end-nodes.

NHIBIT-7 refers to the capability for a late or recovering end-node to include a delay before transit
RATED state. Thereby it enables itself to be included in the internal topology, given that the]

Fest cases
Testing framework

est should connect ETBN with the test system following. the application scenariog
hould follow the same access direction. Test system,should be able to monitor thg

ecovery

oning to
current

, each
whole

nication process of test ports and should be able to'simulate peer-to-peer ETB network

sess the conformance of products. During thetest process, the products shoul
owing requirements:

ETBN connects to test system as |IUTythe test system only monitors and recorg
f IUT. It then assesses that the communication behaviour meets the requirem
cation.

ETBN connects to test systenyas IUT, test system monitors and records ETB p
nd simulates the ETB network communication on any side or both two sides.

i meet

s ETB
ents of

orts of
It then

es that the communication'behaviour of IUT meets the requirements of specificafion.

e ETBNs connect.to test system as System under Test (SUT), the test syste
s and recordsthe’ETB ports of SUT. It then assesses that the communication be
meets the requirements of specification.

e ETBNS _¢onnect to test system as SUT, the test system monitors and records th
SUJFsand simulates the ETB communications on any side or both two sides.
es’that the communication behavior of SUT meets the requirements of specificat

m only
havior

e ETB
It then
on.

Figure 12 shows the scenario that single ETBN(IUT) connects the test system, the test system
only monitors and records the ETB ports of IUT.
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Figure 12 — TTS1 One ETBN connects with test system (mohitoring)

Figure|13 shows the scenario that one ETBN (IUT) connects to the test system, the test gystem
monitofs and records the ETB ports of IUT and simulatescone side of ETB network
commynication.
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' & |
' !
| Tesgymem |

-

gure 13 < TTS2 single ETBN connects with test system (one side simulation)

Figure|14 shows the scenario that when single ETBN connects to test system as IU[T, test
systen] monitors and records the ETB ports and simulates the communications in both sjdes of
ETB neétworks-
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Figure 14 — TTS3 Single ETBN connects with test system (both sides simulatign)

Figure|15 shows the scenario that N (N=2, depends on test subject) ETBNs (SUT) conngct with
the tesft system, the test system only monitors and records the ETB, ports of SUT.
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Figure 15.=TTS4 Multiple ETBNs connect with test system (monitoring)

Figure[16 shows’the scenario that N ETBNs (SUT) connect with the test system, the test $ystem
monitofs ,and records the ETB ports of IUT and simulates one side of ETB network
commynieation.
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Figure 16 — TTS5 multiple ETBNs connect with test system (one side simulatign)
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8.3.2

17 shows the scenario that N ETBNs (SUT) connect with the testisystem, the test
s and records the ETB ports and simulates the communications in both sides

Ks.
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ure 17 — TTS6 Multiple ETBN connects with test system (both sides simulati

the ETBN-fest, all of ETB ports of IUT/SUT (including both aggregation and red
hould conhect with test system.

Common Consist Topologies

system
pf ETB

lon)

undant

8.3.2.1

General

This subclause lists a set of common consist topologies used as reference in later subclauses,
see Figure 18 through Figure 23.
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8.3.2.2 Single ETBN/CN

ETBN

CN1

A\
IEC

Figure 18 — Consist topology with single ETBN and single CN

the simplest consist topology (see also Figure 23 in [2-5]).

This is
8.3.2.3 Multiple Single ETBN/CN
'
| | | [ ,0
&
ETBN ETBN \
1 2 D
Y
| CN1 &\}\.\_ CN2
g N\Q) J
IEC

Figure 19 — Consist topology with multiple ETBNs, each connected to a separate CN

a generalisation of the “Single ETBN/CN” consist topology, with multiple ETBN$ (here

This is
two) in|the consist, each with a-single CN. (See also Figure 27 in [2-5]).

8.3.2.4 Single ETBN with multiple CNs

i

| |

ETBN

CN2

CN1

L
IEC

Figure 20 — Consist topology with a single ETBN connected to multiple CNs

This is another generalisation of the “Single ETB/CN” consist topology, where multiple CNs

(here two) are attached to the ETBN.
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Redundant ETBNs with single CN

With re
Figure

8.3.2.6

This is

IEC \
v

Figure 21 — Consist topology with single CN with redundant ETB

-

dundant ETBN consist topologies, two (or more) ETNs are attached @fa CN. (Sege also
25 in [2-5].) ,\<o
N
Redundant ETBNs with multiple CNs Q)

\ IEC
\\0
Figure 22 - Consis&opology with multiple CNs with redundant ETBNs

a generalisati che ‘redundant ETBN, single CN topology” where multiple CN

two) ane attached to.each ETBN.

8.3.2.7

A@g:etric Consist Topology

ETBN
1

IEC

5 (here

Figure 23 — Consist topology with multiple ETNs and CNs connected asymmetrically
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This topology is probably not to consider as common. It is included here as an example of an
odd and complex consist topology whose implementations should be able to interoperate with
and possibly to support building. (See also Figure 43 in [2-5].)

8.3.3
8.3.3.1

Test Suite: ETB port settings

Purpose

Verify Correct ETB port settings with respect to speed/duplex, auto-sensing and auto-polarity.

PICS: PORT-1, PORT-2

Refere

The te

Verify

8.3.3.2
PICS:

Test S

hces: 4.2.2 Table 1 of [2-5] and Item 2 of [2-5-COR1], and specifically the following

“Full Duplex Mode” (Required), (PORT-1)

“Physical Layer auto-negotiation” (Prohibited), (PORT-1)

“Physical layer in fixed MDI mode (auto-sensing disabled)”, (PORT+2)
“Connector for active Network Devices M12 D coded” (Required);/(PORT-2)

5t suite should verify that IUT ETB ports comply to these itéms:

The first two items imply that ETB ports shall be configtired to 100 Mbit/s full dupl
auto-negotiation of speed/duplex disabled (PORT-4).

Item 3 states that auto-MDI/MDIX is disabled (no.auto-sensing). For interoperab
the ETB, it is important to verify that correct\pin-pairs are used for TX (TX+/T)
which are used for RX (RX+/RX-). If the setting is incorrect at one end, the link
come up. The pin-pairs are specified forcM12 D coded connector in Table 1 (by
This is part of PORT-2.

unctionality of bypass relay in bypass mode

PICS: PORT-3, PORT-4
References: 4.2.2 and 8,3(2:2 of [2-5], Item 5 of [2-5-COR1]
Verify that bypass relay-is set in bypass-mode when unit has no power

Verify that bypasssrelay conducts an internal cross-over in bypass mode.
Test Cases? ETB port settings
PORT-1, RORT-2

ptupt Single IUT (TTS3), one port/line in each direction of the IUT.

items:

ex with

ility on
-) and
will not
llet 4).

Test S

eps:

1) Verify that IUT does not conduct auto-negotiation (part of PORT-1). Note that there are

multiple ways to verify this, thus the proposals below should just be conside
examples, not as mandatory methods.

— Alternative 1: Use low-level functionality at the test system to verify that the 1U
not transmit Ethernet FLP Bursts (28.2.3.1 of IEEE 802.3:2012) on its ETB
Test system may use auto-MDI/MDIX on its side.

red as

T does
ports.

Acceptance criteria is that test system verifies that IUT sends NLPs but not FLPs on

the ETB port(s).

— Alternative 2: The test system could itself configure auto-negotiation

when

connecting to the ETB ports on the IUT. Test system may use auto-MDI/MDIX on its

side. If the IUT has auto-negotiation disabled (fixed 100 Mbit/s Full Duplex), th

e ports
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on the test system shall come up with correct speed (100 Mbit/s), but shall come up
with wrong duplex mode (Half Duplex), see NOTE 2 of 28.2.3.1 of IEEE 802.3:2012.

Acceptance criteria is that port on test system reports link up with speed/duplex 100
Mbit/s half duplex.

2) Verify that IUT is set to 100 Mbit/s Full Duplex (part of PORT-1): There is some overlap
with previous step, but here the auto-negotiation is not monitored.

Let test system set ports to fixed 100 Mbit/s Full Duplex (no auto-negotiation). Test
system may use auto-MDI/MDIX on its side.

Acceptance criteria for speed (100 Mbit/s) is that link to IUT indicates physical
link up at the test system port. that come up (Physical UP), which indicates that

P~ %
SMYLTUTU To CUITTUL.

A
Test HELLO HELLO Test
system < > IuT ' : systéem
Simulate Simulate

IEC

Figure 24 — Setup to verify full duplex mode on ETB ports

This approach uses a setup as in Figure 24,and assumes the use of one ET|B line,

where the test system sends data through the*IUT via a single ETB line (A).

Ensure the Lines on each side of U7 are logically up. For this to happén, the
Test System needs to exchange, HELLO messages with the IUT. (The Test
System should verify that it acttally exchanges HELLOs with the IUT, ile., the
IUT should not have its relayn bypass mode.) Note that there are separ3te test
suites to verify logical link.Gp on ETB lines (see section 8.3.4.3); here thjs step
is just a means to enable“switching of data through the IUT.

Test system send 60Mbit/s data (more than 50 Mbit/s) in each direction through
the IUT. Use some suitable packet size from RFC 2544 list of sizes, e.g., 512
bytes.

Verify that there is no packet loss

If the IUT\uses full duplex there should be no problem, but if half duplex i$ used.
packet tess would occur. But in order to exchange data over the ETB lings, the
linestheed to be logically up. Thus, the test system shall be able to ex¢hange
HELLO.

Verifycthat IUT uses correct pinout with auto-sensing disabled (fixed MDI detting)

(PORT-2):

Thao o

mmabicoctiva bara 1o o vaeif, thaot th
T

HWIT cac coreant Atn naote for TV ond
T

L
oo T OoJe ety CTeTCTotO—veTITy ot

reHH—uses—correetpinpatrtorI>Xand-Ctorrect

pin pairs for RX and that auto-sensing is disabled. The Test System should set its
Ethernet ports to 100 Mbit/s Full Duplex and fixed MDI (i.e., auto-sensing disabled), but
keep auto-polarity enabled. The connection to the ETB ports on the IUT should be using
cross-over cables.

— Acceptance criteria: Link should come up physically, indicating 100 Mbit/s Full
Duplex on the test system side

— Then conduct the same test, now using a straight cable to connect the IUT and the
test system. (Alternatively, the test system could change configuration to use fixed
MDIX, keeping the cross-over cable)

Acceptance criteria: Link should not come up.

8.3.3.3

Test Cases: Bypass Relay Functionality

PICS: PORT-3, PICS-4


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61

375-2-8:2021 © IEC 2021 - 123 -

Test setup: Single IUT (TTS1)

The test system should connect to one port on each direction of the IUT, and they should
be selected such that the bypass relay on the IUT connects the ports when in bypass mode.
The test system should be configured with fixed 100 Mbit/s full duplex, fixed MDI, fixed auto-
polarity to achieve the pinout shown in table 1 of [2-5]. The cross-over cables should be
used to connect test system to the two ports on the IUT.

The IUT should have no power.

The objective is to verify that bypass relay is set in bypass-mode when unit has no power
(PICS-3), and that the bypass relay conducts an internal cross-over in bypass mode
(PICS-4).

Test stleps:

1)

Acd
the

8.3.4
8.3.4.1

Ensure test system is configured and connected to the IUT as described above, a
the IUT has no power.

eptance criteria: The test system should get link up, and be able to send data t
IUT (e.g., ping).

Test Suite: ETB Line Status and Link Aggregation management

Purpose

The purpose of this test is to verify that:

link aggregation control manages lines in aggregate correctly

e (LAG-1) aline in an aggregate is only included to distribute packets when the
logically up.

e (LAG-2) a line is considered logically. 'up by an ETBN when it receives TTDP
messages indicating that the peeralso “hears” the ETBN.

e (LAG-2) A special error caseto consider is where there is a one-way transr
error, e.g., when the RX paip is intact, but when the TX pair is broken.

(LAG-3) Details of TTDP HELLO message exchange, correct handling loss of

nd that

nrough

line is

HELLO

hission

HELLO

messages. Cases to checgk are (a) when the node detects loss of TTDP HELLO, :rnd (b)

when the node receives“a TTDP HELLO with FastInterval from a neighbour, ind
its neighbour has detected loss of TTDP HELLO.

(LAG-4 and LAG-5), Nodes supporting ETB redundancy) Link Aggregation F
performance; Should meet standard requirement (200 ms).

(LAG-6 and-LAG-7), ETBN down/up performance: Traffic being switched over th
should not be interrupted more than 200 ms.

Reféerences: 4.4, 8.6.4, 8.9.1, items 13 and 15 of [2-5-COR1].

icating

ailover

e ETB

8.3.4.2

Test Case: Physical connectivity

ind the

The purpose in this test is to check that a line is included or excluded from the aggregate if the
line is physically up or down respectively. It assumes that physical up implies logical up, thus
the test system needs to send HELLO messages.

Test Setup: TTS2 (Figure 13), either with single line (line A) or with multiple lines (A+B). The
alternative with multiple lines shall be used if implementation claims to support line redundancy
(LAG_RED).

Requirement: LAG-1 (partial fulfilment, complements 8.3.4.3).


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

- 124 — IEC 61375-2-8:2021 © |IEC 2021

Alternative 1: Single line (line A), for vendors not claiming line redundancy (LAG_RED).

Initial condition: Start with intact line (line A).

Test steps:

1) Verify TTDP HELLO content transmitted by IUT (“recvAstatus” TRUE, “egressLine”
MA”).

2) Verify that IUT sends TOPOLOGY frames on the line (line A).
3) Break line A.
4) After break: Verify that IUT considers line (line

kN

)

) down by the method provided by

Fingl conditions: Line is down.

Acg¢eptance criteria: Successful verification as specified in test steps

Figure 25; if vendor claims support for 4 lines, add lines C and_D and adap} steps
accordjngly).

) A oo
1 1
Test | 1 e | H Test i
system | X) B T | W | system |
Topology E_ ___________ i

Simulate (Unused)

IEC

Figure 25 — Example where IUT sends TOPOLOGY on line B (here X is B, Y is A)

Initial ¢ondition: Start with intact lines (line.Avand B).

Tegt steps:

1) Verify that Test System receives TTDP TOPOLOGY on one of the lines (either line
A or line B).

2) Verify TTDP HELLO"“eontent transmitted by IUT: (“recvAstatus” TRUE, “recvBstatus”
TRUE, “egressline” “A”) on line A and (“recvAstatus” TRUE, “recvBstatus” [TRUE,
“egressLine”“B*) on line B.

3) Verify that \UT sends TOPOLOGY frames on one (and only one) line, here r¢ferred
to as liney*X”. We refer to the other line as line “Y”. In the example in Figurg 24, X
would b€ line B, and Y would be line A.

4) Break the line where TOPOLOGY frames are received (line X).

5)¢/Verify TTDP HELLO content transmitted by IUT: (“recvXstatus” FALSE, “recvYptatus”
L TRUE “egressline’ ¥y gn line ¥

6) Verify that IUT now sends TOPOLOGY frames on second line (line Y).

Final conditions: IUT sends TOPOLOGY on the line which is up (line Y).

Acceptance criteria: OK if:
— Successful verification as specified in test steps.
8.3.4.3 Test Case: Logical connectivity

This test checks link aggregation failover and line status. The difference as opposed the
previous test case is that here link failure is achieved logically, that is, there is no physical link
down at the IUT.


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021 - 125 -

The test emulates the situation is where a repeater is used between two ETBNSs, and there is a
link down between the repeater and one of the ETBNs (here the test system). In the test, this
can be achieved by letting the test system stop sending HELLO messages (i.e., act as passive
monitor).

Test Setup: TTS2 (Figure 13), either with single line (line A) or with multiple lines (A+B). The
alternative with multiple lines shall be used if implementation claims to support line redundancy
(LAG_RED).

Requirement: LAG-1 (partial fulfilment, complements 8.3.4.2), LAG-2 (partial fulfilment,
complement 8.3.4.4).

Alterngtive 1: Single line (line A, as shown in Figure 26).

W
Test |  Tamdloay | e | TTTTTTTTTTTTTTTT H Test !
Topolo [ €s 1
system - P %y u ____________________ E system i
i i
| I 1

Simulate (Unused)

IEC

Figure 26 — Simulating Logical line down for single line setup,
by letting simulator stop sending HELLO on line X (line A)
Tegt steps:

1) Verify TTDP HELLO content transmitted by IUT (“recvAstatus” TRUE, “egresgsLine”
HA”).

2) Verify that IUT sends TTDP TOPOLOGY over line A.
3) Let test system stop sending HELLO (this emulates a logical link down).

4) Verify TTDP HELLO content transmitted by IUT (“recvAstatus” FALSE, “egregsLine”
HAH).

5) Verify that IUT sehds TTDP TOPOLOGY over line A.
Finpl conditions: IUT sends no TTDP TOPOLOGY over line A.
Acg¢eptance criteriaZ Successful verification as listed in test steps.

Alterngtive 2: Multiple lines (line A and B as shown in Figure 27; if vendor claims support for 4
lines, 3dd lines-€ and D and adapt steps accordingly):

(Y) A T

Test wr | i Test E
system | (X) B i i system E
Topology i H

Simulate (Unused)
IEC

Figure 27 — Simulating Logical line down for multiple line setup, by letting simulator
stop sending HELLO on line X (here line B)

Test steps:

1) Verify TTDP HELLO content transmitted by IUT: (“recvAstatus” TRUE, “recvBstatus”
TRUE, “egressLine” “A”) on line A and (“recvAstatus” TRUE, “recvBstatus” TRUE,
“egressLine” “B”) on line B.
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2) Verify that IUT sends TOPOLOGY frames on one (and only one) line. Here we refer

to that line as “X” and the other as “Y”. In the example in Figure 27, X would
B, and Y would be line A.

be line

3) Letthe Test System stop sending TTDP HELLO on line X (emulating logical link down

on line X).

4) Verify TTDP HELLO content transmitted by IUT: (“recvXstatus” FALSE, “recvYstatus”

TRUE, “egressLine” “X”) on line X and (“recvXstatus” FALSE, “recvYstatus”
“egressLine” “Y”) on line Y.

5) Check that IUT now sends TOPOLOGY frames on second line (line Y).

Final conditions: IUT sends TOPOLOGY frames on the line logically up (line Y).

TRUE,

Acq

eptance criteria: Successful verification as listed in test steps.

8.3.4.4 Test Case: One-way transmission error

This tg
aggreg
to FAL
HELLQ

st verifies that links with one-way transmission errors should not be iacluded

ate. An IUT receiving TTDP HELLO messages on a line (say “X”) with ¥recvXstat

SE excludes the line from its aggregate but sends “recvXstatus” TRUE in its own
messages.

Test Setup: TTS2 (Figure 13), either with single line (line A) orywith multiple lines (A+H
alterngtive with multiple lines shall be used if implementation claims to support line redu
(LAG_RED).

Requirement: LAG-2 (partial fulfilment, complements 8,34.3).

Altern3g

Init
Al

Tes

tive 1: Single line (line A)

al condition: Start with intact line (line A). Test system should send TTDP HELLO
vith “recvAstatus” TRUE).

t steps:

1) Verify TTDP HELLO content transmitted by IUT (“recvAstatus” TRUE, “egres
“A”).

2) Verify that TTDP TOPOLOGY are sent over line A.

3) Let Test System\send HELLO with “recvAstatus” FALSE (to emulate broken
from IUT to_Test System).

4) Verify TTDP"HELLO content transmitted by IUT (“recvAstatus” TRUE, “egres
HA”).

5) Verifythat no TTDP TOPOLOGY is sent over line A.
6), Final conditions: No TTDP TOPOLOGY is sent over line A.

Acq

in the
us” set
TTDP

8). The
ndancy

on line

tsLine”

X line

s line”

eptance criteria: Successful verification as listed in test steps.

Figure 28; if vendor claims suppo

lines, add lines C and D and adapt steps accordingly):

) A
Test | | . T H Test i
system | (X) B wr .= system E
1 1
Topology ] ]

Simulate (Unused)

IEC

rt for 4

Figure 28 — Simulating one-way transmission error, by letting simulator send HELLO

with recvXStatus FALSE (here recvBStatus FALSE)
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Initial condition: Start with intact lines (line A and B). Test system should send TTDP HELLO
on both line A and B (with “recvAstatus” TRUE and “recvBstatus” TRUE).

Test Steps:

1) Verify TTDP HELLO content transmitted by IUT: (“recvAstatus” TRUE, “recvBstatus”
TRUE, “egressLine” “A”) on line A and (“recvAstatus” TRUE, “recvBstatus” TRUE,
“egressLine” “B”) on line B.

2) Verify that IUT sends TOPOLOGY frames on one (and only one) line. Here we refer
to that line as “X” and the other as “Y”.

3) Let Test System send HELLO with “recvXstatus” FALSE (to emulate broken TX line

from IUT to Test System on line X) and “recvYstatus” TRUE on both line X and line
AV4

4) Verify TTDP HELLO content transmitted by IUT: (“recvAstatus” TRUE, “recvBptatus”
TRUE, “egressLine” “A”) on line A and (“recvAstatus” TRUE, “recvBstatus” [TRUE,
“egressLine” “B”) on line B. That is, IUT should still send TRUE;.as it rgceives
HELLOs from Test System.

5) Verify that IUT now sends TOPOLOGY frames on second lineAline Y).
Final conditions: TOPOLOGY frames are now sent on second lin€ (line Y).
Acceptance criteria: Successful verification as listed in test-steps.

8.3.4.5 Test Case: Single Lost TTDP HELLO
This teist checks correct IUT behaviour during the FastTimeout scenarios:
e |If an IUT receives a TTDP HELLO with value FastTimeout, it should immediately r¢spond

with a TTDP HELLO

o |If :1n IUT experience SlowTimeout, it should’send a HELLO with a FastPeriod. Fo|lowing
thaf, the IUT

— |should switch back to SlowPeriod without failover if it receives a TTDP HELLO |before
FastTimeout occurs. This is part-of this test case.

— |[should conduct a failover if it"does not receive a TTDP HELLO before FastTjmeout
occurs (resulting in recovery less than 200 ms). This is tested in another test cage (0).

Figure 13). The test below assumes a single line (line A) is used, ps that
is qufficient for this testias shown in Figure 29.

A A
T.&st Topo|ogy ____________________ ! Test
system “ Hello T i system
e
Simulate (Unused)

IEC

Figure 29 — Testing correct handling of Toss of HELLO fransmitted by TUT,
and loss of HELLO sent to IUT

Requirement: LAG-3.

Initial condition: Start with intact line (line A). Test system should send TTDP HELLO on line A
with value slowTimeout.

Test steps:

1) Verify IUT transmits TTDP HELLO with content: “recvAstatus” TRUE, “egressLine” “A”,
slowTimeout.

2) Verify IUT transmits TTDP TOPOLOGY frames are sent over line A.
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Verify correct handling of lost Hello transmitted by IUT (receiving Hello with

fastTimeout):

i) Let Test System send TTDP HELLO with value FastTimeout at time TO, just after

receiving a TTDP HELLO from IUT.

ii) Verify that IUT transmits TTDP HELLO content (“recvAstatus” TRUE, “egressLine”
“A”, slowTimeout) within TO+15ms (upper limit set to ensure IUT takes advantage of

the FastPeriod mechanism).

iii) Let Test System send regular TTDP HELLO (slowPeriod and value “slowTimeout”).

iv) Verify that IUT resumes sending TTDP HELLO at regular interval (slowPeriod)

instead of triggered by reception of TTDP HELLO.

4)

Fin
Acd
8.3.4.6

Only a

This te|

stream|

Only th

as sho

Verify correct handling when [UT experience slowTimeout due to single lost HELL
HELLO Initiation and Stopping):

i) Let Test system send a last TTDP HELLO at time T1.
i) Verify that IUT transmits TTDP HELLO with value “fastTimeout”.
iii) Let Test System respond immediately with TTDP HELLO (conterit:yrecvAstatus’

" UAN &

“egressLine” “A”, “slowTimeout”).

iv) Verify that IUT resumes with regular operation (line A stays-in “Line OK”). IUT
not stop sending TTDP HELLO FastPeriod with “fastTlimeout” (IUT should s
most one Hello with ‘fastTimeout’ after receiving the HELLO from the Test Sy

eptance criteria: Successful verification as specified in test steps.
Test Case: ETB Line Failover performance test

bplicable for IUTs supporting redundant ETB lines.

could be monitored (somewhat\similar to reset test, see 26.4 of RFC 2544).

Figure. 14). Two lines (A+B) are assumed in both directions (dir1 an

wn in Figure 30.
(Y) A
Test Test
system X) B T system
Data Data
Simulate Simulate

Al conditions: IUT sends TTDP HELLO with Slowlinteryal and value “slowTimeout].

(Fast

TRUE,

should
end at
stem).

st aims at verifying that recovery time'of data on the ETB is 200 ms or less when an ETB
line eiflher goes down or comes up. To\measure the recovery time, gaps in an offer¢g

d data

e case where there is logical link down/up is considered for performance measurements.

i dir2),

IEC.

Figure 30 — ETB line failover setup, the line where IUT initially forwards
the data stream is referred to as ‘X’ (here line B)

Requirement: LAG-4 and LAG-5.

Initial condition: Start with intact lines (line A and B) in both directions. Test System sends
HELLO messages on all lines on both sides (dir 1 and dir 2) of the IUT. The test system should
send a data stream on the dir2 side of the IUT, and monitor that it receives the data stream
from the IUT over one of the lines on dir1 (here referred to as line “X”, while the other line is
referred as line “Y”). (Link aggregates should map all traffic of a specific “data stream” to a
specific port to ensure traffic of a stream is never received out of order. (Hint: sending UDP
Data with same src/dst MAC, same src/dst IP and same src/dst UDP port is likely to be treated

as one

“‘data stream”.)
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Test steps:

Test System sends traffic (dir2) and monitors reception (line X on dir1).

Logical link down:

1) Test system sends its last TTDP HELLO to IUT on dir1 line X at TO. The purpose is
to emulate logical link down for line X.

2) Check that IUT starts to send TTDP HELLO with Fastinterval no later than
TO+SlowTimeout on line X.

3) After TO+SlowTimeout+FastTimeout the IUT should initiate the failover (removing
line X from distribution on its aggregate in dir1). By using monitor at Test System,

Log

Fin
sid
Acd

8.3.4.7

This applies both to ETBNs with single line and redundant lines.

Requir

IUTs (
neede

a)

b)

Test steps:

1)

\/nrif\]/ the gap-in the data stream shifted from line X to line Y is 200 ms or less.
ical link Up:
1) Test system resumes to send TTDP HELLO over dir 1 line A at T1.

2) When the IUT receives a TTDP HELLO on its line A (with “RecvAstatus” TRUE), it
will include line A in its aggregate. The stream earlier moved from lire X to ling Y will
either be mapped back to line X or stay on line Y.

3) Test System should verify that the gap in the data stream-shifted from line Y|to line
X is 200 ms or less.

al conditions: Monitor side of Test System receives all data streams it sends on thg other

D
.

eptance criteria: Successful verification as specifiéd in test steps.

Test Case: ETBN Down/Up performance test

ement: LAG-6 and LAG-7.

, C, D), test system emulating ETBN on each side (A, E). Only a single ETB|line is
. (Even if the IUT supports multiple ETB lines, only one of them is connected.)

Test sEup: TTS6, In total there will be.5 ETBNs (A, B, C, D, E), where the SUT consistihg of 3

For simplicity, each ETBN (A-E) should constitute a consist of its own, i.e.,|single
ETBN/CN (see 8.3.2:2).

To measure the recovery time, the test system should inject a traffic stream from|A to E
and one in the reverse direction (E to A). This should be short Ethernet data packets,
sent at a suitable interval to achieve desired resolution.

2)

3)

4)
5)

Rower up the IUTs (B, C, D) in the SUT and let the test system emulate nodes Afand E.

Tl pu | o Lol Lo ol 4 lo Fayy A
'TIC TITUUT O oSlfUUTU VT dUIC LU TTAUIT oldllT TINAUUOUUTIT\NM

E set etbInhitition TRUE to avoid reininauguration.

Start the traffic streams from A to E and E to A and verify that it is received at a regular
interval at the other side.

INALIOLLD D I £ O 4 L . 4
Co—TresStoysStemsTetr oot A and

Now power off the middle IUT (C) and measure the gap in the data stream in each
direction.

— Acceptance criteria: Recovery time should be less or equal to 200 ms in both
directions.

Continue to send data streams between A and E.

Now power up unit C) and measure the gap in the data stream in each direction. Note
that the traffic needs to be monitored long enough for the IUT to boot up and shift the
relay from bypass to connected.

Acceptance criteria: Recovery time should be less or equal to 200 ms in both directions.
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8.3.5 Test Suite: TTDP HELLO format and content
8.3.5.1 Purpose
PICS: HELLO-FRAME-1, HELLO-FRAME-2, HELLO-FRAME-3, HELLO-FRAME-4.

(HELLO-FRAME-1): Verify that TTDP HELLO message encapsulation of transmitted TTDP
HELLO messages comply with standard specification.
— Ethernet header, VLAN header and LLDP header have strict definitions.

— LLDP content shall include mandatory TLVs and may include optional TLVs before and
after TTDP HELLO TLV.

(HELLD-FRAME-2): Verify that TTDP HELLO TLV structure and content of transmitted TTDP
HELLQ messages comply with standard specification.

— |Static fields of TTDP HELLO TLV:

e HELLO TLV header: Type, Length, OUIl and Subtype all havesstatic content for this
specific TTDP version

e HELLO message static fields: version, reserved1 and ‘féserved2 fields all have
constant values for this specific TTDP version

— |Configurable fields of TTDP HELLO TLV: “cstUuid” and “vendor”.

— |Dynamic fields of TTDP HELLO TLV: tlvCS, lifeSign, etbTopoCnt, recvXstatus (X|is A-D
depending on nb of lines), timeoutSpeed, srclD," SrcPortld, egressLine, egressDir,
inauglnhibition, remoteld.

(HELLO-FRAME-3): Verify that implementation “accepts encapsulation of incoming| TTDP
HELLQ compliant with [2-5] and [802.1AB].

— |Mandatory TLVs: Chassis ID TLV and'Port ID TLVs can have different sub-types, lengths
and values. The TTDP implementation should accept correct Chassis and Port ID TLVs,
but not use their values. EOF_and TTL TLVs have no subtypes.

— |Optional TLVs: Vendors may use additional (optional) TLVs before/after the| TTDP
HELLO TLV. The TTDP-implementation should accept and ignore such optional TLVs.

(HELLO-FRAME-4): TTDPR.implementation should determine if incoming HELLO TLVs are
correcf or incorrect, and-either accept or drop them. Fields to check:
— |TLV header and"TTDP version:

o TLV type'(127), OUI ('200E95'H), and TLV subtype (1) are used to identify thg TTDP
HELLO message. That is, without correct values here the message would |not be
treated by the TTDP implementation

o {TLV length: Should be 86 for the given (major) TTDP version ('01).

e TTDP HELLO version: (‘(MMmmmmmm’H) where major (MM) shall be 01, while minor
(mmmmmm) should be ignored.

— Reserved fields: content of should be ignored, that is, HELLO TLV should be accepted
irrespective of the content in the Reserved fields.

— tlvCS: HELLO TLV should be dropped if checksum is incorrect

lifeSign should be incremented for each HELLO sent as long as the neighbour ETBN is the
same (and does not restart), except when the counter wraps around.Still, no test is proposed
as it obvious if a unit should drop the frame or accept it and log the event.

8.3.5.2 Test Case: TTDP HELLO frame encapsulation and static fields
PICS: HELLO-FRAME-1, and partially HELLO-FRAME-2.
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Test Setup: TTS-1 (Figure 12).

Initial condition: IUT configured as ETBN. IUT ETB ports connected to monitoring test unit. Test
Bench powered on and IUT booted up.

Test steps:

1) Monitor and record TTDP HELLO packets sent out by the IUT on each ETB line.
— Verify that TTDP packets are sent out periodically on each ETB line.

— Verify that packets have DMAC '0180C2-00000E'H and are VLAN tagged (type
'8100'H) with VID 492 and priority 7.

— Verify that the tagged packet includes an LLDPPDU (type '88CC'H). This LLDPPDU
shall include the mandatory LLDP TLVs in correct order (Chassis TLV, RortTLV and
TTL TLV). Refer to IEEE 802.1AX for acceptable content of these TLVs.(IEC|61375
does not mandate any specific subtype for the mandatory TLVs.) As.LLDP was not
designed for sub-second intervals, the acceptance of TTL TLV should be r¢laxed,
although value 1 (second) is assumed to commonly used.

— Verify that after the mandatory TLVs, the LLDPPDU may inelude 0 or more optional
TLVs, followed by the mandatory HELLO TLV, and then.0Yor more optional TLVs.

— Verify that the LLDPPDU is ended by an EOF TLV.

— Verify that TTDP HELLO TLV use correct byte and bit ordering, and the fo[lowing
fields have the stated values:

e TLV type: 127

e TLV length: 86

e QUI: '200E95'H

e TLV subtype: 1

e TTDP HELLO version: '01000000'H

e TTDP HELLO reserved(fields set to “0”

Final cpnditions: Test Bench powered off.

Acceptance criteria: OK if:

— |TTDP HELLO( packets on all ETB-lines have structure and static content Yerified
according to'test steps.

8.3.5.3 Test'Case: TTDP HELLO dynamic and configurable fields

PICS: HELLO-FRAME-2.

Test Setup: TTS-1 (Figure 12).

Initial condition:

— IUT configured as ETBN. IUT ETB ports connected to monitoring test unit.

— The ETBN is a single ETBN with a single CN. Suggested CstUUID '"11111111-1111-
1111-1111-111111111111'H.

— Test Bench powered on and IUT booted up.
Test Steps:

1) Monitor and record TTDP HELLO packets sent out by the IUT on each ETB line.
— Verify that lifeSign is incremented for each sequential packet seen on an ETB line.
— Verify that the vendor field is a zero-terminated string, padded with null characters.
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— Verify that etbTopoCnt is constant and correctly calculated for the given topology. (If

the suggested CstUUID is used, etbTopoCnt shall be '80EA82AC'H.)

— Receive status (recvAstatus, recvBstatus, etc.) shall be FALSE (‘01'B) for the number

of ETB lines supported, and UNDEFINED ('11'B) for remaining lines.

— Verify that srcID is constant and has same value in HELLO packets on all ETB lines.

— Verify that srcPortld is constant, and that its value is unique per ETB line.

— Verify that egressLine has correct value for each port (ASCII 65 for line 'A', etc.).

— Verify that egressDir has value dir1 (1) for port(s) in direction 1 and value dir2
port(s) in direction 2.

(2) for

Final ¢

— \/nrify that inallglnhihifinn has value FALSE ('ﬁ‘I'R)

— Verify that remote ID has value '000000000000'H.

— Verify that the tlvCS is correct (differs per packet as lifeSign is incremented)
RFC 793.

pnditions: Test Bench powered off.

Accepftance criteria: OK if:

8.3.5.4 Test Case: Accept various LLDP TLVs and subtypes

PICS:

Test S
ETBN
needs

Verify

HELLO-FRAME-3.

ptup: TTS3 (Figure 14). There will be 3 ETBNs (A, B, C), where the IUT is the
B) and the test system emulates the ETBNs at the ends (A, C). The test syste
to send TTDP HELLO. (A and C need not send TOPOLOGY messages.)

UT accepts HELLO with valid Mandatory TLVs.

Test steps:

1)

2)

Acd
the
“Lin

First check that HELLO\messages from IUT reports “recvAstatus” as “LineNotOK”
directions.

Let A send correct HELLO messages with Chassis TLV of subtype “MAC addreg
port TLV of subtype “Agent Circuit ID” as shown in the examples on page
subtypesiand are not tested further here (TTL value 1 is suggested).

eptance criteria: Inspect the HELLO message from IUT in order to check that it 3
HELLO by verifying that IUT reports “recvAstatus” as “LineOK” towards A

as per

TTDP HELLO packets on all ETB-lines have content verified according to test st¢ps.

middle
m only

in both

s” and
63 of

IEC 61375-2:5. Other mandatory TLVs (TTL and EOF) are also sent, but have no

ccepts
A (and

eNatOK” towards C).

3) Let C send correct HELLO messages with some other Chassis TLV and port TLV
subtypes (allowed in the LLDP standard), e.g., Chassis TLV subtype 7 (locally assigned)
and Port ID subtype 1 (ifAlias). The objective is to verify that the IUT looks at the Length
value of the TLVs and is able to determine where the HELLO TLV starts. As before,
other mandatory TLVs (TTL and EOF) are also sent but have no subtypes and are not

tested further here.

Acceptance criteria: Inspect the HELLO message from IUT in order to check that it accepts
the HELLO from C (and A) by verifying that IUT reports “recvAstatus” as “LineOK” in both
directions.

Verify that IUT accepts Optional TLVs: Idea is that simulator inserts one optional TLVs
before/after the TTDP-HELLO TLV. IUT should accept the TTDP-HELLO.
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eps:

1) Firstcheck that HELLO messages from IUT reports “recvAstatus” as “LineNotOK” in both

2)

directions.
Let A send correct HELLO messages with
— all the needed mandatory TLVs (Chassis TLV, port TLV, TTL TLV),

— one optional TLV, e.g., an IEEE 802.1 Organizationaly Specific TLVs (Annex E of

[802.1AB])
— the TTDP HELLO TLV (after the optional TLV)
- EOF TLV

Acd
the
“Lin
3)

Acq
the
dire

8.3.5.5

PICS:

Test S

Thé objective is to verify that the IUT discards invalid TTDP HELLO messages and

ign
tes
(A,
is

Droppi

Test steps:

eptance criteria: Inspect the HELLO message from IUT in order to check that it.g
HELLO by verifying that IUT reports “recvAstatus” as “LineOK” towards 4
eNotOK” towards C).

Let C send correct HELLO messages with
— all the needed mandatory TLVs (Chassis TLV, port TLV, TTL TEV),
— the TTDP HELLO TLV (before the optional TLV)

— one optional TLV, e.g., an IEEE 802.1 Organizationaly. Specific TLVs (Anng
IEEE 802.1AB:2009)

- EOF TLV

eptance criteria: Inspect the HELLO message fron{AUT in order to check that it g
HELLO from C (and A) by verifying that IUT reports “recvAstatus” as “LineOK”
ctions.

Test Case: Basic test of processing of incoming TTDP HELLO TLVs

HELLO-4.

ptup: TTS2 (Figure 13).

pres data of reserved fields’and minor version number. This can be done by lett
system inject specific TJTDP HELLO in one direction (TTS2). Here we assume 2
sed (line A).

ng Invalid frames:

Power up IUT. Let A send correct TTDP HELLOs as described in 8.7.5 of [2-5].

“ ” [ n o

ccepts
A (and

x E of

ccepts
n both

that it
ng the
ETBNs

B) where IUT is in the-right (B) and test system emulates A. It is assumed a single line

“LineNotOK” in the other).

Now let node A send invalid HELLO messages for some period of time (at |
second). Fields to be manipulated/tested.

— TLV header and major version

A (and

east 1

e TLV type (127), OUI ('200E95'H), and TLV subtype (1) are used to identify the

TTDP HELLO message. That is, without correct values here the message

should

not be treated by the TTDP implementation. Change them to some other value

for some time and then back again.

Acceptance criteria: IUT should report LineNotOK when these values are

incorrect. Once correct values are sent, it should report LineOK again.
e TLV length: Should be 86 for the given (major) TTDP version (’01).
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Acceptance criteria: IUT should report LineNotOK when setting Length to
something else than 86. Once correct values are sent, it should report LineOK
again.

TTDP HELLO version: (‘MMmmmmmm’H) where major (MM) shall be 01, while
minor (mmmmmm) should be ignored. Test with MM equal to some other value(s),
e.g, 02 and 03.

Acceptance criteria: IUT should report LineNotOK when setting major value to
something else than 01. Once correct values are sent, it should report LineOK

again.

— tlvCS: Let A send HELLOs with invalid tlvCS checksum for some period of time and

then start so send correct again.

Ignorin

Test steps:

1)

e Acceptance criteria: IUT should report LineNotOK when sending with,'in
tlvCS. Once correct values are sent, it should report LineOK again.

g reserved fields and minor version number:

Power up IUT. Let A send correct TTDP HELLOs as describedyin 8.7.5 of IEC 61

correct

375.

2) |Verify that IUT reports “recvAstatus” as “LineOK” in jtssHELLO in towards A (and
“LineNotOK” in the other).
3) |Now let node A test send HELLO messages for some-period of time (at least 1 spcond)
with non-zero values in the reserved fields. Fields'te manipulated/tested.
— Minor version. Let A send a non-zero valug.inits “minor version field” e.g., mmmmmm
could be 000001.
Acceptance criteria: IUT should, (Continue to report “LineOK” towands A.
(For this to work, the IUT may need.to be rebooted; it is not assumed that thg minor
version will be changed on a running train.)
— Reserved1 and reserved?2 fields: Let A send a non-zero value in its “reserved1” and
“reserved?2” fieds” e.g., value 1 (decimal) in each field.
Acceptance criteria: IUT,'should continue to report “LineOK” towards A.
8.3.6 Test Suite: Unicast address assignment and unicast routing
8.3.6.1 Purpose
Verify {hat configuration of Backbone ID (0-3) affect train wide addresses assigned to ba¢kbone
and CNis as described in 6.4.2. (UCAST-1).
— [|Verifyssubnet IP assignment for backbone (UCAST-1).
— [|Verify ETBN IP address on backbone (UCAST-2). This relates to logical topology and
ETBN D aeeignmnn'l' ; which is in turn tested more fhnrnllghly insuites-definedin8.3.10.

Verify subnet IP assignment for CN networks:

Verify that ETBN assigns correct train-wide subnets for its local CNs based on

inauguration results, i.e., it will forward packets for this subnet between ETB a
(conducting appropriate NAT operations). (UCAST-3).

nd CN

Verify ETBN installs correct next hop IP address to reach remote CNs using their

trainwide address. This applies both when destination CN has redundant ETBNs (

Virtual

IP as next hop) or non-redundant ETBNs (“physical” IP as next hop). (UCAST-4).

Verify that IP unicast forwarding is only enabled between ETB and ECN when ETBN is in

INAUG

URATED state. (UCAST-5).

Verify that an ETBN supports route packets from local CN back to local CN when the CN's train-
wide address range is used as destination IP (hairpin)? (UCAST-6).
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BNs capable of acting as redundant ETBNs (UCAST-7)

Verify that an ETBN becoming “master” sends out gratuitous ARP for the vir
address, mapping it to its “physical” MAC (not “Virtual MAC”, as this is prohib
ETB).

tual IP
ited on

Verify that only the “master” ETBN can forward unicast packets between ETB and ECN.

8.3.6.2 Test Cases: Basic IP assignment and route management

Initial Setup: TTS-3 (Figure 14), Three ETBNs in total (A, B, C). IUT represents ETBN “B”, in a
consist with single ETBN/ECN (8.3.2.2). Test system represents ETBNs “A” and “C”, each
representing a consist with single ETBN/ECN. Only a single line is required on the ETB. Let

ETBN

Furthe
the EC
10.0.0

gatews
e Vel
ucC
Thi

ass
Tes

e Vel

Thi
any

Tes

have lower cstUUID than ETBN C.

N. It is assumed that IUT has IP 10.0.0.1/18 on its ECN, and that the host)has IP a
4/18 with gateway set to 10.0.0.1. In one of the tests, a second hast (10.0.
y 10.0.0.1) is also emulated on the ECN.

AST-2).

umes backbone ID “0” (TCMS).
t steps:
1) Ensure IUT is configured to operate on thedesired backbone (here “0”).

2) Boot up the IUT and let the test system emulate nodes A and C. Check that all
(A, B, C) reach inaugurated state with same etbTopoCnt, by inspecting
Topology from IUT. Then test system-sets etbInhibition TRUE on A and C.

3) Verify ETB address: The IUT shalldetermine itself to be ETBN #2, thus it shall
itself IP address 10.128.0.2 on\its ETB interface. Let test system test this by s
an ARP request for 10.128,0.2 from 10.128.0.1 (ETBN “A”).

ify local IP subnet assignment. (UCAST-3).

ETB ID. The testbelow assumes ETB ID “0” (TCMS).
t steps:
1) Ensure lJT is configured to operate on the desired backbone (here “07).

2) Boot up the IUT and let the test system emulate nodes A and C. Check that all
(A5-B, C) reach inaugurated state with same etbTopoCnt, by inspecting
Toepology from IUT. Then test system sets etblnhibition TRUE on A and C.

(¢§]

+ accioanraant: T LT hall CNMNL+ oy HO
T T

‘more, the test system needs to connect to the ECN of the IUT and emulate’a host on

ddress
D.5/18,

ify backbone ID impact on addresses, and verify backbone IP assignment (UCAST-1 and

5 test is conducted for each backbone ID (0-3) claimed support for. The exampld below

nodes
TTDP

assign
ending

Acceptance criteria: IlUT(should respond to the ARP Request with its MAC address.

5 test is only required’to be tested for one ETB ID, even if the vendor claims support for

nodes
TTDP

v
&
q
-
F

<
q
q
g
[¢)]
e
g
>
q
g
¢
%.

9
g
q

aba daetaraaia ++
STTAIT JOTCTITITTG TS OUIY U 1Tave L,

shall assigned it trainwide subnet 10.128.128.0/18. Let test system send

hus, it
“ping!l

(ICMP Echo Request) from its emulated host (10.0.0.4) to ETBN “A” (10.128.0.1),

and let “A” respond (ICMP Echo Response).
Acceptance criteria: Host should get “ping response” from “A”. In addition, IUT

should

map source IP of ICMP Request to the correct train wide subnet (10.0.0.4 mapped

to 10.128.128.4).

e Verify routing table, i.e., correct next hop for remote CN in case of non-redundant ETBN or

red

undant ETBN (UCAST-4).

Test steps:

1) Do same steps 1 and 2 as in test above. Furthermore, ensure that test system does

not transmit any gratuitous ARPs or ARP responses for their trainwide add

resses

(10.128.0.1 and 10.128.0.3) so to ensure the IUT do not have their MAC in their ARP

cache.


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

- 136 - IEC 61375-2-8:2021 © |IEC 2021

Let the emulated host (10.0.0.4) send a ping to 10.128.64.1, which should be
forwarded to ETBN A, and another ping to 10.128.192.1, which should be forwarded
to ETBN C.

Acceptance criteria: The ping to 10.128.64.1 should be forwarded by the IUT to node
A. The IUT should issue an ARP request for 10.128.0.1 to get the correct MAC for
the ping packet. Similarly, the ping to 10.128.192.1 should be forwarded by the IUT
to node C, and should be preceded by the IUT making an ARP resolution for
10.128.0.3.

Now let the test system emulate two ETBNs “to the right” of the IUT, i.e.,the train
now has 4 ETBNs (A, B, C, D), where C and D are redundant ETBNs of a single
consist (see 8.3.2.5). This should lead to a new inauguration on the ETB. Avoid

bcllu‘;llg dally glatuituua ARP fIUIII C Ul D fUI t;IU V;Itudi dUIUIICbD Uf tilcil C? (here
virtual address 10.128.0.131).

Verify that IUT reaches inaugurated state with same etbTopoCnt in its\TOPQLOGY
messages as reported by the emulated ETBNs (A, B, C, D).

Let the emulated host (10.0.0.4) send a 10.128.64.3, This shouldiresult in the IUT
sending an ARP Request for the virtual address (10.128.0.131), 'Let “C” respond with
its MAC address. IUT would then forward the ping to C.

Acceptance criteria: IUT sends ARP request for virtual. address 10.128.0.131, and
then forwards ping using the MAC address of C.

Then let “D” send gratuitous ARP for the virtual 1P(10.128.0.131), and let the host
(10.0.0.4) send another ping to 10.128.128.1. ;The IUT should forward it us|ng the
MAC address of D.

Acceptance criteria: IUT forwards ping using the MAC address of D.

Velify that IP unicast forwarding is only enabléd.between ETB and ECN when in ETBN is in

INAUGURATED state. (UCAST-5).

Thip test is only required to be tested for.one ETB ID, even if the vendor claims support for

any ETB ID. The test below assumes ETB ID “0” (TCMS).
Tegt steps:

1)
2)

Ensure IUT is configured_to operate on the desired backbone (here “0”).

Boot up the IUT and-letthe test system emulate nodes A and C. Check that all nodes
(A, B, C) reach .inaugurated state with same etbTopoCnt, by inspecting| TTDP
Topology from IUT. This time, the test system lets etbInhibition be FALSE onl A and
C. Thus A, B(and C will be in inaugurated state, but inauguration is not inhibited.

Let the emulated host (10.0.0.4) send a ping to 10.128.64.1 and a ging to
10.128.192.1. Verify that “B” does not forward the ping packet to ETBN A and ETBN
C respectively.

LetA and B set etblnhibition TRUE.
Let the emulated host (10004) send a pmg to 10.128.64.1 and a ging to

40420 4090 4 \L th ot “D A a4l 1 ETPRANL__A <l ETBN C

V. 120U, TJa. T. VUIIIy urat =] A\ AV Avie] IUIVVGIU e pirry 'JGUI\UL I.U LT OIN AV dAdliu -

respectively.
Let A and B set etbInhibition FALSE.

Let the emulated host (10.0.0.4) send a ping to 10.128.64.1 and a ping to
10.128.192.1. Verify that “B” does not forward the ping packet to ETBN A and ETBN
C respectively.

Acceptance criteria: Successful verification as described in the test steps.

Verify that an ETBN supports route packets from local CN back to local CN when the CN's
train-wide address range is used as destination IP (hairpin)? (UCAST-6).

This test is only required to be tested for one ETB ID, even if the vendor claims support for
any ETB ID. The test below assumes ETB ID “0” (TCMS).
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Test steps:

1) Ensure IUT is configured to operate on the desired backbone (here “0”).

2) Bootup the IUT and let the test system emulate nodes A and C. Check that all
(A, B, C) reach inaugurated state with same etbTopoCnt, by inspecting

nodes
TTDP

Topology from IUT. The test system lets etbInhibition be true on A and C. The test

system is connected to the ECN of IUT (node B), emulating two hosts 10.0.

0.4/18

and 10.0.0.5/18. The corresponding trainwide addresses are 10.128.0.4 and

10.128.0.5 respectively.

3) Let emulated host 10.0.0.4 send a ping to 10.128.128.5. Verify that the other host

receives the ping and that proper NAT has been conducted (dst IP 10.0.0.5,
10.128.0.4).

8.3.6.3

Test siiite for vendors claiming support to to act as redundant ETBN(UCAST-7).

Test sq

Test steps:

1)

2)

3)

4)

4) The other host responds to the ping (dst IP 10.128.0.4, src IP 10.0.0.5). Ver

(dst IP 10.0.0.4, src IP 10.128.0.5).
Acceptance criteria: Successful verification as described in the test steps.

Test Suite: Ability to act as redundant ETBN

tup: TTS6 (Figure 17). The train will consist of 4 ETBNs(A; B1, B2, C), where theg

ETBNs and single CN (see 8.3.2.5). The mechahism to elect virtual IP master ig
scope, but B1 is assumed to have higher “master election” priority.

with single ETBN/CN (see 8.3.2.2). Consist of A has lower cstUUID than C.

that the host has address 10.0.0.4/48, B1 has 10.0.0.2/18, B2 has 10.0.0.3/18 a
they share virtual IP 10.0.0.1/18-an the local CN.

Boot up the IUTs and letythe test system emulate nodes A and C. Check that all
(A, B1, B2, C) reach .inaugurated state with same etbTopoCnt, by inspecting
Topology from IUT:-The test system lets etblnhibition be true on A and C.

Let A send out ARP request for virtual IP (10.64.0.130) corresponding to tra
subnet of the\CN shared by B1 and B2 (10.64.128.0/18). Verify that B1 respon
its physical-MAC.

Now |et'A’'send a ping to 10.64.128.4. Verify that the ping reaches host 10.0.0.4
and(that the response from the host comes back to ETBN A.

src IP

fy that

the first host receives the ping response and that proper NAT has been conducted

re are:

Two IUTs (B1 and B2) in the system under test, répresenting a consist with redundant

out of

The test system simulates an ETBN on eachrside (A and C), each representing a ¢gonsist

The test system will simulate a host en*the CN of ETBN B1 and B2. Here it is assumed

nd that

nodes
TTDP

n-wide
is with

via B1,

Now power off B1.

5)

6)

B2 should take over. It should send out gratutios ARP with its physical MAC (it

should

not be the same as B1 sent out earlier). B2 should also take over virtual IP on its local

CN (10.0.0.1).

Now let A send another ping to 10.64.128.64 Verify that the ping reaches host 10.0.0.4

(via B2), and that the response from the host comes back to ETBN A.

Acceptance criteria: Successful verification as described in the test steps.

8.3.7

Test Suite: IP Multicast forwarding

8.3.7.1 Purpose

The purpose of this suite is to verify proper ETBN handling of multicast traffic with respect to
multicast forwarding in relation to TTDP.

e General multicast forwarding support
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Verify that ETBN only routes multicast traffic when it is is inaugurated state. (MCAST-1)

Verify that Multicast routing works from ECN to ETB (MCAST-3).
Verify that Multicast routing from ETB to ECN (MCAST-4, MCAST-5)

Multicast forwarding in case of multiple CNs/consist. (MCAST-6, MCAST-7)
Multicast forwarding for redundant ETBN topologies (MCAST-2)
Handling reinauguration (MCAST-8)

Abi

8.3.7.2

Setup
each rgpresenting a consist, see Figure 31.

Case *+

lity to conduct NAT of destination multicast address (MCAST-9)

Test Suite: General multicast forwarding test cases

Co
(ET

Co
B)

Co
(ET

On
sug
loc
loc
EC

ised for Test Cases in this section: TTS-3 (Figure 14), Three ETBNSs in total (A,

nsist A: Consist with single ETBN/CN (8.3.2.2), where test system simulates an
BN A) and an end device (H1).

nsist B: Consist with single ETBN/CN (8.3.2.2), where IUT represénts the ETBN
and test system emulates two end devices (H2 and H3).

nsist C: Consist with single ETBN/CN (8.3.2.2), where test-system simulates an
BN C) and an end device (H3).

y a single line is required on the ETB. Let ETBN A have lower cstUUID than ET
h that A becomes consist 1, B becomes consist 27and C becomes consist 3. E
bl subnets and IP assignments are given. The ETBNs shall be able to translate]
b| source IP addresses to trainwide source IP<addresses (NAT) when forwardin
N to ETB.

ETBN A ETBN B ETBN C
Test uT Test
10.0.0.0/18 A 10.0.0.0/18 A 10.0.0.0/18 A
2] 2 |3 2
HA H2 H3 H4
Test system Test system Test system

IEC

Figure 31 — Topology for general multicast routing tests

B, C),

ETBN
(ETBN
ETBN

BN C,
ample
(NAT)
g from

PICS: MCAST-1

Verify that ETBN only routes IP multicast traffic when it is in inaugurated state. The
restriction to route IP multicast traffic concerns multicast traffic with train-wide addresses.
The test only aims to verify this for “routable train IP (destination) multicast address”, using
239.192.0.0 (all consists) and 239.192.0.X (consist X) as representative examples.

Test steps:
1) Initial state: ETBN A, B and C in inaugurated state. No inhibition set for any ETBN.

2) Let Test System H1 send multicast streams to 239.192.0.0 and to0 239.192.0.2.

A routes these streams onto ETB with trainwide source address.

o Verify packets are received by hosts in consist B (H2/H3), i.e., that IUT
them to its ECN, keeping the trainwide source address.

ETBN

routes

3) Let Test System H2 send to multicast stream to 239.192.0.0 and to 239.192.0.1.
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e Verify that IUT routes these multicast streams onto the ETB, with trainwide

source address.

4) Force the IUT to leave inaugurated state by creating a mismatch in TOPOLOGY
messages, e.g., by stop simulating consist C (IUT shall adapt to new topology), while
ETBN A keeps sending its TOPOLOGY messages according to old topology (A, B

and C).
e Verify that multicast from H1 no longer reach H2/H3.
e Verify that multicast from H2 no longer reach ETB.

5) Let IUT reach inaugurated state by removing the mismatch, e.g., by starting to

simulate Consist C again.

o Verify that multicast from H1 again reaches H2/H3.
e Verify that multicast from H2 again reaches ETB.
Acceptance criteria: Successful verification in the listed steps.

Case 2: Multicast routing from ECN to ETB:

PIGS: MCAST-3

Ve

ify that packets with multicast address in global range (239,192.0.0/14) can be

fromn CN to ETB. In case 1 above this was already verified{for’'addresses in the re

ran
add

as

ge (239.192.0.<0-255>). Therefore, this test is limited«to werify capability to rout

example. Consult vendor PIXIT for method to_eonfigure IUT to route that m

address from ECN to ETB (either “whole range” oricenfigured subset” as stated by

for

MCAST-3).

Tegt steps:

Ve

2) Let Test System H2 send multicast stream to 239.192.1.2.

Acgeptance criteria: Successful verification in the steps above.

Ve

routed
served
e other

resses in the non-reserved parts of the global range (239.192.0.0/14), with 239.192.1.2

lticast
vendor

1) Initial state: ETBN A, B and C in inaugurated state. Inhibition optionally set (ETBN A).

ify that IUT routes this multicast 'stream onto the ETB, with trainwide source addiess.

ify that the IUT does not\toute multicast packets back to the originating CN (thaf would

calse duplicates to local recievers). This should be tested for the case when thgre are

rou

tes for a multicast address going both from ECN to ETB and from ETB to ECN. One such

exgmple is 239.192:0.0 which the ETBN should route from ETB to ECN and from ECN to

ET

Tes

Ve

but

B

t steps:

1) Initial'state: ETBN A, B and C in inaugurated state. Inhibition optionally set (ET|
2) ket Test System H2 send multicast stream to 239.192.0.0.

ify<that IUT routes this multicast stream onto the ETB, with trainwide source ag

BN A).

dress,

that TUT does not route the packet towards the originating ECN. That 1s, H3 should (only)
receive a copy of each multicast packet directly from H2, not another copy routed by the
IUT.

Acceptance criteria: Successful verification in the steps above.

Case 3: Multicast routing from ETB to ECN:

PICS: MCAST-4, MCAST-5

Verify that relevant addresses in reserved range are routed from ETB to ECN: 239.192.0.0
(all consists), 239.192.0.X (all nodes in consist X), where X is the consist of the ETBN.
(MCAST-4). In case 1 above this was already verified; IUT representing consist 2.
Therefore, this test is limited to verify that IUT does not route streams for other consists
onto its own ECN.
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Test steps:

1) Initial state: ETBN A, B and C in inaugurated state. Inhibition optionally set (ETBN
A).

2) Let Test System H1 send multicast streams to 239.192.0.2 (IUT consist) and
239.192.0.3 (Consist C)

— Verify that H2/H3 receives stream 239.192.0.2 but does not receive stream
239.192.0.3.

Acceptance criteria: Successful verification in the steps above.

Verify that routing works for multicast addresses to which EDs in ECN subscribes (static
multicast route(s) or dynamically learnt via IGMP as claimed by vendor for MCAST-5). This
hagd been verified In Case 1 for addresses In the reserved range (239.192.0|/0 and
239.192.0.<X>)., this test is limited to verify capability to route other addresses in the non-
reserved parts of the global range (239.192.0.0/14), with 239.192.1.2 as example. Consult
verjdor PIXIT for method to configure IUT to route that multicast address frem.ETB t¢ ECN.

Tegt steps:

1) Initial state: ETBN A, B and C in inaugurated state. Inhibition‘\optionally set (ETBN
A).

2) Let Test System H1 send multicast stream to 239.192-1.2"and let ETBN A foute it
onto ETB with train wide source IP address.

Velify that IUT routes this multicast stream onto its ECN_{received by H2/H3), keepjng the
trainwide source address.

Acgeptance criteria: Successful verification in the step's above.
8.3.7.3 Test Suite: Multicast forwarding in case of multiple CNs/consist

This ig| largely covered in the previous section."These special cases only apply for vendors
claimirlg to support such consist topologies (ETBN with multiple CNs, see 8.3.2.4; or copnsists
with CINs at different ETBNs, see 8.3.2.3)¢

Case 1: ETBN with multiple CNs:

PI1GS: MCAST-6, MCAST-7
Sefup: Similar setup as.in.section 8.3.7.2. The differences are:

— that IUT consgist (B) topology is “single ETBN, multiple CNs” (section 8.3.2.4)), here

with two CNs;,
Figure 32.
ETBN A ETBNB ETBNC
Test IUT Test
10.0.0.0/18 A 10.0.0.0/18 |1 .1{10.0.64.0/18 10.0.0.0/18 |.1
2] 2 |2 2
HA1 H2 H3 H4
Test system Test system Test system

IEC

Figure 32 — Topology for testing multicast with ETBN with multiple CNs

Verify ability to forward train-wide multicast from one local ECN to another local ECN if there
are receivers for those groups on the second ECN. Addresses 239.192.0.0 and 239.192.0.
<X> are used in this test.
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Test steps:

1) Initial state: ETBN A, B and C in inaugurated state. Inhibition optionally set (ETBN
A).

2) Let Test System H2 send multicast streams to 239.192.0.0 and 239.192.0.2 and
239.192.0.1.

Verify that IUT routes streams 239.192.0.0 and 239.192.0.1 (and optionally 239.192.0.2)
onto ETB.

Verify that IUT routes streams 239.192.0.0 and 239.192.0.2 (but not 239.192.0.3) onto the
other local ECN, reaching H3.

Acceptance criteria: Successful verification in the steps above

Velify ability to forward train-wide multicast from ETB to both ECNs if there are_reg¢eivers
for those groups in both ECNs. Addresses 239.192.0.0 and 239.192.0.<X> arecused| in this
tesy.

Tegt steps:

1) Initial state: ETBN A, B and C in inaugurated state. Inhibition,optionally set (ETBN
A).

2) Let Test System H1 send multicast streams to 239.1920.0 and 239.192.0.2 and
239.192.0.2.

Velify that IUT routes streams 239.192.0.0 and 239.192.0.2(but not 239.192.0.3) onfo both
local ECNs, reaching H2 and H3.

Acg¢eptance criteria: Successful verification in the steps above.
Case 2: Consist with CNs at different ETBNs

P1GS: MCAST-7

Figure 17), with three consists (A, B, C) and four ETBNs (A, B1, B2 ang C) as
shgwn in Figure 33.

SUT
ETBN A ETBN B1 ETBN B2 ETBNC
Test IuT IuT Test
10.0.0.0/18 A 10.0.0.0/18 | 1 10.0.64.0/18 | .1 10.0.0.0/18 |1
2] 2 2 4‘127
H1 H2 H3 H4
Test system Test system Test system Test system

IEC

Figure. 33 — Multicast test setup for consist with ECNs connected to different ETBNs

Verify ability to forward to multicast for its own consist (e.g., 239.192.0.X) to another ECN
in its consist via the ETB (topology as in 8.3.2.3).

Test steps:
1) Initial state: ETBN A, B1, B2 and C in inaugurated state. Inhibition optionally set
(ETBN A).
2) Let Test System H2 send multicast streams to 239.192.0.0 and 239.192.0.2 and
239.192.0.1.

Verify that IUT B1 routes streams 239.192.0.0, 239.192.0.1 and 239.192.0.2 onto ETB.

Verify that IUT B2 routes streams 239.192.0.0 and 239.192.0.2 (but not 239.192.0.3) onto
its local ECN, reaching H3.

Acceptance criteria: Successful verification in the steps above.
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Test Suite: Multicast forwarding for redundant ETBN topologies

requirements only apply for vendors claiming support for redundant ETBN topologies.

The election mechanism to decide which ETBN should forward multicast packets is not specified
in [2-5]. The vendor needs to provide such a master/backup mechanism (specified in vendor

PIXIT)

PICS:
CST-4

Case 1

to avoid duplicates and possible proliferation of multicast packets.

MCAST-2, for vendors claiming support for redundant ETBN topologies (TOPO-TND-
and/or TOPO-TND-CST-5).

: Basic function during stable network

PId

S: MCAST-2, TOPO-TND-CST-4, TOPO-TND-CST-5.

Ainp: Verify that the master ETBN (and only the master) forwards multicast packe{s from

ET

Se
shd

Tes

B to ECN and from ECN to ETBN. Also verify that a multicast forwarded .by the master

fro]n ECN to ETB is not routed back from ETBN to the originated ECN by the.backup [ETBN.
u

p: TTS6 (Figure 17), with three consists (A, B, C) and four ETBNs(A; B1, B2 and C) as
wn in Figure 34.

— Consist A and C are simulated by test system and havectopology single ETBN/CN
(8.3.2.2). Consist A has lower CstUUID than consist C. The test System emulates an
end device in each of these CNs (H2 and H3).

8.3.2.9), here
with two ETBNs (B1, B2). Test system simulates an end device (H2).
SuT
ETBN A ETBN B1 ETBN B2 ETBNC
Test IUT IuT Test
10.0.0.0/18 |1 |1 2 | 10.0.0.0/18 |.1
2] 10.0.0:0118 |3 2
H1 H2 H3
Test system Test system Test system

IEC

Figure 34 —Testing multicast with redundant ETBNs and single CN

t steps:

1) Initial‘setup: ETBNs A, B1, B2, C have inaugurated, and inhibition is set (at I¢ast by
ETBN/A; aim is to avoid reinaguration during test). Only one of B1 and BPR shall
forward multicast between ETB and its CN; consult vendor PIXIT for details. Here it
is"assumed that B1 takes that (master) role in both directions, while B2 is standby

(backun) readv to take over if B1 aoes down
\ =77 J J

2) Let H1 send a multicast stream to 239.192.0.0 (all consists), which is forwarded onto
ETB by ETBN A.

o Verify that a single copy of the stream reaches H2, forwarded by B1.
3) Let H2 send a multicast stream to 239.192.0.0 (all consists).

o Verify that a single copy of the stream reaches ETB, forwarded by B1.

o Verify that B2 does not forward back to the originating CN (H2).

Acceptance criteria: Successful verification in steps above.
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Case 2: Multicast during failover

PICS: MCAST-2, TOPO-TND-CST-4, TOPO-TND-CST-5.

Aim: Verify that failover works for multicast routing. This is a functional test based on vendor
PIXIT instructions (rather than a performance test to measure recovery time):

If the Master ETBN goes down (or loses connectivity with the CN), the backup
shall take over and forward multicast packets.

If the previous master comes up again (or regains connecitivity to the CN), a f

may (or may not) occur depending on the vendor’s master election mechanism.

ETBN

ailover
Verify

multicast forwarding is recovered, and that only of the ETBNs forwards multicast

packets.

Sellup: Same as in case 1, see Figure 34.

Tes

Acd
Case 3

P1d

Ai
tha

Ar

sha

t steps:

eptance criteria: Successful verification in steps above.
: Multicast routing for redundant ETBNs with multiple CNs

S: MCAST-2, TOPO-TND-CST-5.

: If vendor claims suppert for multiple CN with ETBN redundancy (section 8.2.4.6)
the master ETBN (and only the master) forwards multicast.

idimentary failover)test is also specified.

Seflup: TTS6 (Figure 17), with three consists (A, B, C) and four ETBNs (A, B1, B2 an
wn in Figure:35.

Continue where case 1 stopped:

e H1 sends stream to 239.192.0.0 reaching H2 vian ETBNs A.and B1

e H2 sends stream to 239.192.0.0 reaching ETB via B1

Power down B1. B2 shall take over

e Verify stream from H1 to 239.192.0.0 recovers, such-that it reaches H2 vi
o Verify stream from H2 to 239.192.0.0 recovers,‘such that it reaches ETB
Power up B1. B1 may or may not take over (consult vendor PIXIT)

n B2
ia B2

e Verify stream from H1 to 239.192.0.0 recovers, such that it reaches H2 vig B2 or

via B1

o Verify stream from H2 to 239.192:0.0 recovers, such that it reaches ETB
or via B1

Consist A and C are simulated by test system and have topology single ET
(8:3:2.2). Consist A has lower CstUUID than consist C. The test system emulz
end device in each of these CNs (H2 and H4).

via B2

, verify

i C) as

BN/CN
tes an

that T —consist (B) iupuiugy rs—“redundantETBiNswith Illuitipic Cits® (8.3.2.
with two ETBNs (B1, B2) and two CNs. Test system simulates an end device i
CN (H2 and H3).

6), here

n each


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

- 144 — IEC 61375-2-8:2021 © |IEC 2021

SuUT
ETBN A ETBN B1 ETBN B2 ETBN C
Test luT luT Test
10.0.0.0/18 A 10.0.0.0/18 |.1 A 2 | 2 10.0.0.0/18 |.1
2] |3 2
W H2 10.0.64.0118 |.3 Ha
H3
Test system Test system Test system
Test system IEC

Figure 35 — Multicast routing in consist with redundant ETBN and multiple CNs

Tegt steps:

— Initial setup: ETBNs A, B1, B2, C have inaugurated and inhibition_is'set (at lgast by
ETBN A; aim is to avoid reinaguration during test). Only one,of iIB1 and BPR shall
forward multicast between ETB and its CNs; consult vendor PIXIT for detailg. Here
it is assumed that B1 takes that (master) role in both directiohs for both CN¢g, while
B2 is standby (backup), ready to take over if B1 goes down,

— Let H1, H2 and H3 send a multicast stream each t0,239:192.0.0 (all consist$). The
stream from H1 is forwarded onto ETB via ETNA.

e Verify that H2 and H3 each receive thes multicast stream from H1 without
duplicates (here assumed streams are routed onto CNs by B1).

o Verify that stream from H2 reaches, ETB and H3 without duplicates| (here
assumed streams are routed by B1).

e Verify that stream from H3 reaches ETB and H2 without duplicates| (here
assumed streams are routed hy \B1).

— Power down ETBN B1. ETBNZB2 shall take over the role to route the multicast
streams.

o Verify that H2 and KH3 each resume to receive the multicast stream from [H1 via
B2.

e Verify that stream’from H2 reaches ETB and H3 via B2.
o Verify that stream from H3 reaches ETB and H2 via B2.

Acg¢eptance criteria:;Successful verification in steps above.
8.3.7.5 Test Suite: Handling reinauguration

After g reinauguration, the ETBN needs to ensure that any stale multicast forwarding gtate is
not lingering.

PICS: MCAST-8.

Case 1: Verify that forwarding of to all hosts in consist X (239.192.0.X) from ETB to ECN(s)
reflects the newly inaugurated consist number (X). Here MCAST-8 complements MCAST-4.

Setup: TTS4 (Figure 17), with four consists (A, B, C, D) as shown in Figure 36.

Consist A, B and D: Consists with single ETBN/CN (8.3.2.2), where test system simulates an
ETBN and an end device.

Consist C: Consist with single ETBN/CN (8.3.2.2), where IUT represents the ETBN (ETBN C)
and test system simulates an end device (H3).
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ETBN A ETBN B ETBN C ETBN D
Test IUT IuT Test

10.0.0.0/18 K 10.0.0.0/18 A 10.0.0.0/18 A 10.0.0.0/18 A
2] 2 2 2

H1 H2 H3 H4

Test system Test system Test system Test system

IEC

Figure 36 — Testing multicast handling after reinauguation

Test steps:

1) [Initial state: ETBN A, B, C and D in inaugurated state. No inhjbition set for any [ETBN.
IUT consist becomes “consist 3”.

2) |Let Test System H1 send multicast streams to 239.192.0.2)and 239.192.0.3. E[TBN A
routes these streams onto ETB with trainwide source addtess.

3) |Verify that packets of stream 239.192.0.3 (and not 239.192.0.2) are routed by the IUT
onto its ECN (to H3). Packets shall keep the trainwide source address.

4) |Stop emulating consist B, thereby trigger a reinauguration where IUT consist bgcomes
“consist 2”.

5) |Verify that packets of stream 239.192.0.2(and not 239.192.0.3) are now routed|by the
IUT onto its ECN (to H3. Packets shallkkeep the trainwide source address.

Acgeptance criteria: Successful verification in the steps above.

Case 2: ETBN performs 1-1 NAT of source IP (CN local to train-wide address) when fouting
multicgst packets from CN to ETB. Verify that after a reinauguration, any multicast data ptream
routed|from CN to ETB should have train-wide source IP reflecting the newly inaugurated train-
wide subnet ID.

Setup:|Same setup as in~Case 1, see above.

Test steps:

1) |Initial state: ETBN A, B, C and D in inaugurated state. No inhibition set for any [ETBN.
IUT censist becomes “consist 3” and its trainwide CN subnet 10.128.192.0/18 (as$uming
EFBO).

2) HetFestSystemH3Isend-multieast-streams+e-239-492-0-0-

3) Verify that packets of H3 stream 239.192.0.0 is routed by the IUT onto the ETB with the
proper train-wide source address (10.128.192.2).

4) Stop emulating consist B, thereby trigger a reinauguration where IUT consist becomes
“consist 2”. Trainwide subnet for IUT CN now becomes 10.128.128.0/18.

5) Verify that packets of H3 stream 239.192.0.0 is routed by the IUT onto the ETB, now

with train-wide source address (10.128.128.2).

Acceptance criteria: Successful verification in the steps above.

Case 3: For vendors claiming support for multiple CNs/consist, forwarding to 239.192.0.X from
local CN to local CN should also reflect the newly inaugurated consist number (X). Here
MCAST-8 complements MCAST-6 and MCAST-7.
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TTS6 (Figure 17), four consists (A, B, C and D) as shown in Figure 37.

Consists A, B and D: Consist with single ETBN/CN (8.3.2.2), where test system

simulates an ETBN and an end device.
Consist C (IUT Consist): Consist with topology “single ETBN, multiple CNs” (8.

3.2.4),

here with two CNs. IUT is ETBN and test system simulates an end device in each of

these CNs (H3 and H4).

ETBNA, ETBN.B ETBNC ETBND
Test Test T Test
2] 2] 2 |2 2
H1 H2 H3 H4 H5

Test system Test system Test system Test system

IEC

Figure 37 — Test of multicast between local CNs on samé®ETBN when inaugurating

Test sfeps:

1)

2)

3)

Acd

Setup:

Initial state: ETBN A, B, C and D in inaugurated state. No inhibition set for any
IUT consist becomes “consist 3”.

Let Test System H3 send multicast streams to 239.192.0.2 and 239.192.0.3.

— Verify that packets of stream 239,192.0.3 are routed by the IUT onto its othe
(to H4) and stream 239.192.0.2-(and optionally 239.192.0.3) is routed onto E

Stop emulating consist B, thereby trigger a reinauguration where IUT consist be
“consist 2”.

— Verify that packets of.stream 239.192.0.2 are routed by the IUT onto its othd
(to H4) and stream(239.192.0.3 (and optionally 239.192.0.2) is routed onto E

eptance criteria: Suecessful verification in the steps above.
TTS6 (Figure 17);"four consists (A, B, C1, C2 and D) as shown in Figure 38.

Consists A;NB and D: Consist with single ETBN/CN (8.3.2.2), where test
simulatesyan ETBN and an end device.

Consist C (IUT Consist): Consist with topology CNs on different ETBNs (8.3.2.3).
oftwo IUTs act as ETBN (C1 and C2) and test system simulates an end device i

ETBN.

r ECN
B.

comes

r ECN
B.

system

A SUT
n each

ofi\these CNs (H’% and HA)

CstUUID of consist A is lower than CstUUID of consist D, such that SUT consist becomes

consist 3 when all consists are up.
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SuT
ETBNA ETBN B ETBN C1 ETBN C2 ETBND
Test Test wt | | T Test
10.0.0.0/18 |1 10.0.0.0/18 |.1 10.0.0.0/18 .1 1 [10.0.64.0/18 1 | 10.0.0.0/18
2 2] 2 2 2
H1 H2 H3 H4 H5
Test system Test system Test system Test system IEC
Figur - rating
Test steps:
1) |Initial state: ETBN A, B, C and D in inaugurated state. No inhibition set‘for any [ETBN.
IUT consist becomes “consist 3”.
2) |Let Test System H3 send multicast streams to 239.192.0.2 and 239.192.0.3.

— Verify that packets of stream 239.192.0.2 and 239.192.0.3-are routed by the [UT C1
onto the ETB and that IUT C2 routes stream 239.192.0-3, (but not 239.192.0.8) onto
its ECN (to H4).

3) |Stop emulating consist B, thereby trigger a reinauguration where IUT consist bgcomes

Acd

“consist 2”.

— Verify that packets of stream 239.192.0.3 and239.192.0.2 are routed by the
onto the ETB and that IUT C2 routes stream'239.192.0.2 (but not 239.192.0.
its ECN (to H4).

eptance criteria: Successful verificationin’the steps above.

8.3.7.6 Test Suite: Ability to conduct;:NAT of destination multicast address

This only applies to vendors claimingsupport for translating multicast addresses.

PICS:

Setup:

MCAST-9.

TTS4 (Figure 17),with four consists (A, B, C, D) as shown in Figure 39.

UT C1
B) onto

Consist A, B and D; Consists with single ETBN/ECN (8.3.2.2), where test system simulates an

ETBN

bnd an end.'device.

Consisft C: Consist with single ETBN/ECN (8.3.2.2), where IUT represents the ETBN (E

and te

5t system simulates an end device (H3).

BN C)

10.0

ETBN A ETBNB ETBNC ETBN D
Test T T Test
.0.0/18 1 10.0.0.0/18 A 10.0.0.0/18 N 10.0.0.0/18 A
_2| 2 2 2
H1 H2 H3 H4
Test system Test system Test system Test system

Figure 39 — Test ability to translate multicast destination address

IEC
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Verify that packets to 239.192.0.X for inaugurated consist number (X) are forwarded by the
ETBN onto the ECN with destination address translated to a local multicast address according
to vendor PIXIT. Also verify that NAT translation adapts after reinaugurating to a new consist
number (X).

Test steps:

1) Initial state: ETBN A, B, C and D in inaugurated state. No inhibition set for any ETBN.
IUT consist becomes “consist 3”.

2) Let Test System H1 send multicast streams to 239.192.0.2 and 239.192.0.3. ETBN A
routes these streams onto ETB with trainwide source address.

3) [Veriy that packets of stream 239.192.0.3 are routed by the TUT onto its ECN (jo H3),
with destination address translated to 239.192.0.0. Packets shall keep the\trginwide
source address.

4) [Stop emulating consist B, thereby trigger a reinauguration where IUT censist bgcomes
“consist 2”.

5) |Verify that packets of stream 239.192.0.2 are now routed by the\IUT onto its E[CN (to
H3), with destination address translated to 239.192.0.0. Packets shall keep the trginwide
source address.

Acgeptance criteria: Successful verification in the steps aboye:
8.3.8 Test Suite: TOPOLOGY frame format and basic functionality
8.3.8.1 Purpose
Correcf transmission TOPOLOGY frames

- [(TOPO-FRAME-1) Encapsulation of sransmitted TOPOLOGY frames: Verify that the
ETB-TLV and CN-TLV of transmitted TTDP TOPOLOGY messages are encapsulpted in
compliance with the standard.

e References: 8.7.2-8.7.4, 8.7.6; ltem 12 of [2-5-CORA1]

- [(TOPO-FRAME-2) Verify that the structure and content of transmitted ETB-TLV and
CN-TLV are in compliance\with the standard.

e References: 8.7.6

— [(TOPO-FRAME-3):\Verify that the implementation accepts the encapsulation of ETB-TLV
and CN-TLV of-incoming TTDP TOPOLOGY frames in compliance with the standard.

e References: 8.7.2-8.7.4, 8.7.6

- [(TOPO-FRAME-4) Verify that the implementation accepts format and confent of
incoming”’ETB-TLV and CN-TLV in compliance with the standard.

e / References: 8.7.6, Item 11 of [2-5-COR1].

8.3.8.2 Test Case: Encapsulation and content of transmitted TTDP TOPOLOGY
frames

Test cases for TOPO-FRAME-1 and TOPO-FRAME-2.

(TOPO-FRAME-1) Encapsulation of transmitted TOPOLOGY frames: Verify that the ETB-
TLV and CN-TLV of transmitted TTDP TOPOLOGY messages are encapsulated in compliance
with the standard.

Test Setup: TTS3 (Figure 14). There will be 3 ETBNs (A, B, C), where the IUT is the middle
ETBN (B) and the test system emulates the ETBNs at the ends (A, C).

The IUT ETBN (B) and the test system ETBNs (A, C) each represent a consist advertising
a “Single ETBN/CN” topology described in 8.3.2.2.
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Verify correct Ethernet and VLAN headers:

DMAC: Use “All Bridges” MAC address as defined in Table 13 (8.7.4)

SMAC: Shall match MAC used as “ownMacAddr” inside TOPOLOGY frame (and
“srcID” inside HELLO frame) to enable “Internal peers detection” (8.6.1).

VLAN header: Verify correct VLAN ID and priority (8.7.3).
Ethertype: Verify correct Ethertype (8.7.6)

Verify correct TOPOLOGY frame padding and order of TLVs

Padding byte: Verify presence of initial padding byte (8.7.6)
TLV presence and order: Verify that TOPLOGY frame contains one ETB-TLV, one

Acd

(TOPO
TLV ar

Tes
ET

eptance criteria: Successful verification as listed in test steps.

CN-TLV and one EOL-TLV in that order. (8.7.6). This includes verification of itIvType”
and “tlvLength” of ETB-TLV and CN-TLV. Use of “optional TLVs” shall not!be gllowed
(item 12 of [2-5-COR1]).

-FRAME-2) Verify that the structure and content of transmitted)ETB-TLV anpd CN-
e in compliance with the standard.

t Setup: TTS3 (Figure 14). There will be 3 ETBNs (A, B, C);where the IUT is the [middle
BN (B) and the test system emulates the ETBNs at the ends (A, C).

The IUT ETBN (B) and the test system ETBNs (A, C) each represent a consist advertising

a
Ve

“$ingle ETBN/CN” topology described in 8.3.2.2.
ify ETB TLV of TOPOLOGY frame sent by IUT;:

TLV checksum: Verify that “tlvCS” is carrectly computed

Protocol ID: Verify that "protolD” field contains value as defined in 8.7.6 |(ASCII
“TTDP”)

Protocol version: Verify that the¥’protoVersion” field contains the value deflned in
8.7.6 (0100000000°H).

Life-sign: Verify that the lifeSign counter field is incremented for each TOPQLOGY
frame sent by the implementation. No requirement on selection of initial value|Wrap-
around functionality~only verified if implementation selects initial value so high that
lifeSign reaches MAX within duration of test (this is unlikely).

Consist UUID=Verify that the “cstUuid” contains value matching the configured value.

Reserved fields: Verify that the fields “reserved1”, “reserved2” and “resgrved3”
contain<all’zeros”.

Inauguration state: Verify etbnlnaugState converges to contain value “Inaugurated”.
Thissassumes that the test environment is stable (emulating one consist on eag¢h side
of)the IUT, etbninhibition FALSE). Then the etbnlnaugState field should ¢ontain
value “Inaugurated”, perhaps except for a few initial TOPOLOGY frames.

Node role: Verify that etbnNodeRole contains value “EtbnRoleNotRedundant”. This
assumes the IUT is configured to advertise a “Single ETBN/CN” topology described
in 8.3.2.2.

ETBN inhibition request: Verify that the “etbInhibition” field contains value FALSE.
This assumes that the IUT does not receive control stimuli to request inhibition.

Remote inhibition flag: Verify that the “remotelnhibition” contains value “FALSE”.

Connectivity Table CRC: Verify that the “connTableCrc32” field converges to contain
the correct value for the given train topology. The test system is assumed to emulate
one ETBN in each direction, each representing a “Single ETBN/CN” consist topology
described in 8.3.2.2. (Covered further in 8.2.2.10.)

Link Information: Verify that etbnDir1LinkInfo/etbnDir2Linkinfo converges to contain
value
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— “TRUFE” for etbnLineAstatus in each direction, and “UNDEFINED” for lines
each direction. (Value “FALSE” is acceptable for Lines B-D if IUT config
requires those lines to be included).

B-D in
uration

— “A”for etbnLineAdistldent in each direction, and “-* for lines B-D in each direction.
Dir 1 and dir 2 MAC addresses: Verify that “dirfMacAddr” and “dir2MacAddr” fields

converges to contain MAC addresses of the neighbour ETBNs emulated by t
system in each respective direction. (Covered further in 8.2.2.10.)

he test

Own MAC address: Verify that “ownMacAddr” field represents the MAC address used
as TTDP identity for the IUT and shall match SMAC in Ethernet header of TTDP

TOPOLOGY frame. (Covered further in 8.2.2.10.)

contain value “1”. (Covered further in. 8.2.2.10.)

ETBN Vectors: Verify that “dir1EtbnVector” and “dir2EtbnVector” fields"each

a single MAC with value corresponding to the MAC address of the néighbour
emulated by the test system in each respective direction. (Cavered fur
8.2.2.10.)

TLV checksum: Verify that “tlvCS” is correctly computed.

etbTopoCnt: Verify that the “etbTopoCnt” converges-a represent the TND chqg
for this rudimentary train topology. The test system’is assumed to emulate ong
in each direction, each representing a “Single ETBN/CN” consist topology des
in 8.3.2.2. (8.8.4).

Static relative position: Verify that “ownEtbnNb” contains value “1”. (This ag
the IUT is configured to advertise a “Singlee ETBN/CN” topology described in 8

Train lengthening/shortening: Verifythat “lengthen” and “shorten” fields both
value “FALSE”.

Reserved: Verify that field “reserved1” contains “all zeros”.

Nb of ETBNs and CNs in.consist: Verify that the field “nEtbnCst” contains v3
and that the field “nCnCst™contains value “1”. (This assumes the IUT is con
to advertise a “Single-ETBN/CN” topology described in 8.3.2.2.)

CN/ETBN mapping:~Verify that field “cnToEtbnList” contains proper valug
“Single ETBN/CN” consist topology. 01 00 00 00 (hex), i.e., the first byte
BITSET for CNg #1-#8, etc. (BITSET32 according to IEC 61375-2-1:2012).

CN Types_and padding: Verify that a single cnTypes field is sent (value in g
range); and that three padding octets with zeros follow for 32-bit alignment
assumes the |UT is configured to advertise a “Single ETBN/CN” topology des
in8:372.2.)

" both

ontain
FTBNs
her in

cksum
ETBN
cribed

sumes
3.2.2.)

ontain

lue “1”
figured

for a
holds

llowed
. (This
cribed

8.3.8.3

Test Case: Handling of incoming TTDP TOPOLOGY frames

Test cases for TOPO-FRAME-3 and TOPO-FRAME-4.

(TOPO-FRAME-3)

and CN-TLV of incoming TTDP TOPOLOGY frames in compliance with the standard.

Verify that the implementation accepts the encapsulation of ETB-TLV

Test Setup: TTS2 (Figure 13). There will be 2 ETBNs (A, B) where IUT is in the right (B)
and test system emulates A. Both A and B would represent a consist with “Single ETBN/CN”
consist topology described in 8.3.2.2.

The ability to accept incoming TTDP TOPOLOGY frames with encapsulation compliant with
the standard is to a large extent covered by the tests outlined by TOPO-FRAME-1.
Therefore, this test case is limited to the following steps:

Reserved fields: Verify that IUT ignores the value of “reserved1” field (between

EtherType and ETB-TLV) of incoming TOPOLOGY frames.
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Let the test system ETBN (A) send regular TOPOLOGY messages with
‘reserved1” set to “zeros” and verify that A and B reach inaugurated state with
expected etbTopoCnt.

Now, modify “reserved1” in the TOPOLOGY frames from A to hold at least one
bit set to 1. A and B should still be in “inaugurated” state with same etbTopoCnt.

e Other TLVs: Verify that the IUT can handle (that is, ignore) “otherTLVs”, if such are
present between CN-TLV and EOL-TLV. The test system can insert a dummy TLV,
and the IUT should ignore the bytes of that TLV based length field.

Let the test system ETBN (A) send regular TOPOLOGY messages without any
“other TLV”, and verify that A and B reach inaugurated state with expected
etbTopoCnt.

Acd

(TOPO
ETB-T

Tes
the
and

E).

eptance criteria: Successful verification as listed in test steps.

Now, let TOPOLOGY frames from A to hold an additional TLV (e.g., type'3,|length
2, value “0102” (hex)) between CN-TLV and EOL-TLV. A and B should'stil be in
“inaugurated” state with same etbTopoCnt.

-FRAME-4) Verify that the implementation accepts format and content of in¢oming
|V and CN-TLV in compliance with the standard.

t Setup: TTS3 (Figure 14). There will be 4 ETBNs (A, B,,C, D and E), where the| IUT is
second ETBN (B) and the test system emulates the ETBNs on each side of B (A, C, D

The ability to accept incoming TTDP TOPOLOGY frames with format and content compliant

wit

h the standard is to a large extent covered by the tests outlined by TOPO-FRAME-2.
Therefore, this test case is limited to the following_steps:

ETB-TLV:

Protocol Minor Version: Verify ability to accept protocol version with same|“Major
number” (1), but with other minor number (non-zero).

o Letthe testsystem ETBN'(A, C, D and E) send regular TOPOLOGY mes$sages
with “minor version’cset to “zeros” and verify that A and B reach inaudqurated
state with expectedetbTopoCnt.

e Now, modify~minor version” in the TOPOLOGY frames from A to hold|a non-
zero value insits "minor version field" e.g., mmmmmm could be 000001{ A and
B should'still be in “inaugurated” state with same etbTopoCnt.

o (Forthis to work, the IUT may need to be rebooted; it is not assumed that the
minor’'version will be changed on a running train.)

Protocol Major Version: Verify ability to reject protocol version with other|“Major
number” (2).

o Letthe test system ETBN (A, C, D and E) send Major version 2 in TOPQLOGY
messages from A and version 1 from C, D and E. (Minor version “zgros” in

———TOPOLOGYAtumits A€, D andEshoutdsendHELEOwithvtajorversion

1, and minor version “zeros”.)

o Verify that B rejects TOPOLOGY messages from A, but accepts them from C,
D and E. It should reach inaugurated state with expected etbTopoCnt.

Reserved fields: Verify that IUT ignores value of “reserved2” and “reserved3”
fields inside ETB-TLV.

e Let the test system ETBN (A) send regular TOPOLOGY messages with
“reserved2” and “reserved3” set to “zeros” and verify that IUT (B) reach
inaugurated state with expected etbTopoCnt.

¢ Now, modify “reserved2” and “reserved3” in the TOPOLOGY frames from A
to each hold at least one bit set to 1. IUT (B) should still be in “inaugurated”
state with same etbTopoCnt.
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— Unordered ETBN vectors: Verify that IUT does not assume that “dir1EtbnVector”
and “dir2EtbnVector” are ordered. To do this, the test system can shift the order
in which ETBNs are sent in the vector.

e Here we assume test system lets ETBN (C) have ETBN D and E in its dir2
vector in order D, E. Verify that IUT (B) reach inaugurated state with expected
etbTopoCnt.

e Now, let ETBN (C) send its dir2 vector in opposite order (E, D). IUT (B) should
still be in “inaugurated” state with same etbTopoCnt.

— tlvCS: Let A send TOPOLOGY messages with invalid ETB-TLV tlvCS checksum
for some period of time and then start so send correct again.

; ppoCnt
based on B-E) when A is sending with incorrect tlvCS. Once correct|values
are sent, B should accept TOPOLOGYs from A again (etbTopoCnt'based on
A-E).

CN-TLV:

— Reserved fields: Verify that IUT ignores value of “reserved?” fields inside CN-
TLV.

e Let the test system ETBN (A) send regular TOPOLOGY messaggs with
“reserved1” set to “zeros” and verify that IUT (B)\weach inaugurated stgte with
expected etbTopoCnt.

e Now, modify “reserved1” in the TOPOLOGY frames from A to hold 4t least
one bit set to 1. IUT (B) should stillhe in “inaugurated” state with same
etbTopoCnt.

— tlvCS: Let A send TOPOLOGY messages with invalid CN-TLV tlvCS chgcksum
for some period of time and then start so send correct again.

e Acceptance criteria: IUT should reject TOPOLOGYs from A (etbTopoCnt
based on B-E) when A jsisending with incorrect tlvCS. Once correct|values
are sent, B should accept TOPOLOGYs from A again (etbTopoCnt based on
A-E).

Acceptance criteria: Successful verification as listed in test steps.
8.3.9 Test Suite: Physicaltopology management and calculation
8.3.9.1 Purpose

Corredt transmission-of Connectivity Vector (TOPOLOGY frame)

References~8.8.1, 8.7.6 (dirfMacAddr, OwnMacAddr, dir2MacAddr).
PIGS: TOPO-PHY-1.
Checksthat IUT transmits correct Connectivity Vector when

e having no neighbour, but link is logically up (HELLO exchange)

e having one neighbour

¢ having two neighbours

e change of neighbour (current neighbour goes down, or new comes up).

Check that no TOPOLOGY frame is observed from IUT when links are logically down (even
if links are physically up).
e Connectivity vector cannot be observed when links are logically down in both
directions of the IUT.

e Verify that IUT considers itself to be alone by SNMP or the method provided by
vendor PIXIT, e.g. SNMP OID ttdplsAlone.
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Management and correct transmission of ETBN Vector(s) and number of ETBNs
(TOPOLOGY frame)

References: 8.6.1 (detect peers) 8.8.2, 8.7.6 (dir1EtbnVector, dir2EtbnVector, nDir1Etbn,
nDir2Etbn), 8.9.2.
PICS: TOPO-PHY-2.

Check that IUT can fill out correct ETBN Vectors (dir1EtbnVector, dir2EtbnVector) and
number of ETBNs in each direction (nDir1Etbn, nDir2Etbn) for the following cases:

e when IUT is alone (timeout 1 s, 8.9.2) This assumes that test system emulates logical
link up by transmitting HELLO frames, but no TOPOLOGY frames; otherwise no
TOPOLOGY frames would be observed from IUT.

e with multiple other ETBNs on ETB; in particular, test extreme values (Annex.A).

e when ETBNs are added (reception of new TOPOLOGY) or lost (timeout 4p0 ms,
8.9.2, 8.6.1).

o for different values of “inhibition status”. These values should always mafch the
current physical topology when inhibition is false. When inhibitiop is true, the [values
should reflect ETBNs present up to the extremity ports (ports’in DISCARDING).

e The following test cases are more relevant for connTableCrc32 calculation (lbelow).
The transmission of ETBN Vectors and number of ETBNs should be indepenflent of
the ETB reference direction and consist orientations:

— when other ETBNs have different orientation in‘relation to ETB reference.

— when IUT itself has different orientatior relative ETB reference; this i$ more
relevant for ConnTableCrc32 calculation{(below).

— when ETB reference direction changes; this is more relevant for ConnTabl¢Crc32
calculation (below).

— when the internal order of ETBN vectors come in different order (as the] ETBN
vectors are unordered, the WJT should make no assumptions about the order).

These cases are suitable to test together with “Connectivity Table Management” and
“CannTableCrc32 Calculation”, see below.

Management of Connectivity- Table and correct calculation of ConnTableCrc32
(TOPQLOGY frame)

References: 8.2.1~(Physical Topology), 8.5.2 (BuildPhysicalTopology, StartTtdp,
"CgnnTableCrc32(Default Value”), 8.8.3, 8.8.4, 8.7.6 (connTableCrc32).
P1GS: TOPO-PHY-3.

Check that(TUT can compute correct ConnTableCrc32 for the same cases as described for
tramsmissjon of ETBN Vectors and number of ETBNs above.

Tegt fogether with management of ETBN vectors (above).

8.3.9.2 Transmission of Connectivity Vector

Test Setup: TTS-3 (Figure 14), Test system emulates up to two neighbours on each side of the
IUT, as shown in Figure 40.

PICS: TOPO-PHY-1.

Initial condition: ETBN connects to test system as IUT, test system monitor and record the ETB
ports and simulate the communications in both sides of ETB networks. Unless stated otherwise,
all ETBNs should report “etbninhibition” as “False”, i.e, inauguration is allowed.
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Tsys Tsys IUT Tsys Tsys
ETBN ETBN ETBN ETBN ETBN
A B c D E

IEC
Figure 40 — Testing transmission of connectivity vector

Test steps:

1) Monitor and record TTDP topology frame of ETBN.

2) |Start with no simulated neighbours (A, B, D and E logically down, but links_physically
up).
— Verify that no TTDP TOPOLOGY is sent by IUT (neither in dir1 nor dir2):

— Verify that IUT considers itself to be alone by SNMP request via‘lUTs CN interface
(OID ttdplsAlone is TRUE).

3) |Bring up A, i.e. simulate a new neighbour ETBN (A) in direction Dof IUT.

— Verify that IUT sends correct Connectivity Vector [A,Self,0] in dir 1 TOPQLOGY
frames. No TOPOLOGY frame in dir2.

— Verify that IUT considers itself to be “not alone”<by SNMP request via IU[Ts CN
interface (OID ttdplsAlone is FALSE).

4) |Bring up D, i.e., simulate a new neighbour ETBN\(D) in direction 2 of IUT.

— Verify that IUT sends correct Connectivity Vector [A,Self,D] in dir 1 and dir 2
TOPOLOGY frames.

5) |Bring up B, i.e, simulate a new neighbbeur ETBN (B) in direction 1 of IUT. Note that
HELLO from A should not reach IUT,

— Verify that IUT adapts, and sends correct Connectivity Vector [B,Self,D] in dif 1 and
dir 2 TOPOLOGY frames.

6) [Bring up E, i.e, simulate a new ETBN (E) in direction 2 of IUT. Note that HELLO [from E
should not reach IUT.

— Verify that IUT continues sending Connectivity Vector [B,Self,D] in dir 1 and dir 2
TOPOLOGY frames.

7) |Bring down D o-simulate loss of neighbour ETBN (C) . Note that both HELHO and
TOPOLOGYrom E should reach IUT.

— Verify(that IUT adapts and sends correct Connectivity Vector [B,Self,E] in dif 1 and
dir2 TOPOLOGY frames.

8) [Bring down E, i.e., simulate loss of last ETBN in on direction.

—Werify that IUT adapts and sends correct Connectivity Vector [B,Self,0] ip dir 1
TOPOLOGY frames. No TOPOLOGY frame in dir2.

9) Bring down all ETBNs in direction 1 (A and B) to simulate entering “alone” state.
— Verify that no TTDP TOPOLOGY is sent by IUT (neither in dir1 nor dir2).

Final conditions: Test Bench powered off.

Acceptance criteria: OK if:

— The Connectivity Vector (dirftMacAddr, OwnMacAddr, dir2MacAddr) are consistent with
the simulation value for each verification step, and that no TOPOLOGY frame is sent
when IUT has no neighbour.
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8.3.9.3

Transmission of ETBN Vector(s), number of ETBNs and ConnTableCrc32

Test Setup: TTS-3 (Figure 14), Test system emulates two ETBNs on each side of the IUT, as
shown in Figure 41.

PICS:

TOPO-PHY-2 and PICS: TOPO-PHY-3.

Simple setup

8.3.2.2).

Tsys Tsys Tsys TBys

IUT
ETBN ETBN ETBN ETBN ETBN
] A B C D E

Figure 41 — Testing transmission of ETBN'Vectors,
number of ETBNs and ConnTabléeCrc32

D assignment: Let CstUUID of nodes be assigned)in ascending order for the no

E, D, B, C (A lowest, C highest).

Cst Or

and din2 to the right.

Unless| stated otherwise, all ETBNs should report “etbninhibition” as “False”, i.e, inaug
is allowed.

Test sfeps:

In the verification steps, “Vector Values” refer to dir1EtbnVector, dir2EtbnVector, nD
and nDir2Etbn.

1)

3)

4)

Monitor and record the TTDP TOPOLOGY frame of IUT.

IUT and onei'simulated ETBN (B) in direction 1 are up. (A, D, and E down
Refereneeldirection points left.

IEC

Hes: A,

entation: Let all ETBNs have their configured Cst Orientation such that dir1 is to the left,

uration

r1Etbn

. ETB

o \erify that IUT transmits correct Vector Values and ConnTable32. IUT should report
one node (B) in its dir1 and no node in its dir2 direction.

o Verify that IUT transmits correct Vector Values and ConnTable32. IUT should report

one node (B) in its dir1 and one node (D) in its dir2 direction.

Bring up simulated node E. ETB Reference direction still points right.

o Verify that IUT transmits correct Vector Values and ConnTable32. IUT should report

1 node (B) in its dir1 and two nodes (D,E; arbitrary order) in its dir2 direction.
Bring up simulated node A. ETB Reference direction now points left.

e Verify that IUT transmits correct Vector Values and ConnTable32. IUT should
two nodes in its dir1 (A,B; arbitrary order) and two nodes (D,E; arbitrary orde
dir2 direction.

report
r)in its
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5) Let simulated node D have inverse configured direction, i.e., change D to have its

6)

configured direction1 to the right and direction2 to the left.

o Verify that IUT reports correct Vector Values and ConnTable32. Vector Values

should be equivalent to previous step, but ConnTable32 should differ.
Bring down simulated node A. ETB Reference direction now points right.

o Verify that IUT transmits correct Vector Values and ConnTable32. IUT should
1 node (B) in its dir1 and two nodes (D,E; arbitrary order) in its dir2 direction.

Acceptance criteria: OK if:

report

e |UT transmits correct Vector Values and ConnTable32 checksum according to given

verification steps.

Setup

ETBN

simula
side. T
Values
CstUU
the U7
should
to the

with max ETBNs

connects to test system as IUT, test system monitors and records the<ETB po
e the communications in both sides of ETB networks, here with many|ETBNs o
he purpose is to check that IUT handles maximum number of ETBNs for ETBN
and the ConnTable32 checksum. Each ETBN and the IUT represents a consistw
D, advertising a single ETBN/CN (see 8.3.2.2). In the following steps it assum
[ has its direction1 pointing left, and its direction2 pointing-right. The simulated

have a mix of configured directions (some have dir1 to 4¢he“left, while others ha

ight).

Test steps:

1)
2)

3)

4)

Monitor and record the TTDP TOPOLOGY frame of IUT.

Simulate IUT with 62 ETBNs in its dir2“direction. Let CstUUID of simulate
(rightmost ETBN) be higher than of IUT(.e. ETB reference direction points left.

o Verify that IUT transmits correct:-Vector Values and ConnTable32. IUT should
no nodes in its dir1 and 62 nodes (arbitrary order) in its dir2 direction.

Let CstUUID of simulated end:(rightmost ETBN) be lower than of IUT, i.e. ETB ref
direction points right.

o Verify that IUT transmits correct Vector Values and ConnTable32. As befo
should report no nodes in its dir1 and 62 nodes (arbitrary order) in its dir2 dir
The ConnTable32 checksum should differ.

Now simulate 32-ETBNs on each side of the IUT. The leftmost simulated ETBN
be given lower.CstUUID than the ETBN in the right end. ETB reference direction
to the left

e Verify’that IUT transmits correct Vector Values and ConnTable32. IUT should
32'nodes in its dir1 and 32 nodes (arbitrary order) in its dir2 direction.

5)

ts and
either
\VVector
th own
bd that
FTBNs
ve dir1

d end

report

grence

e, IUT
ection.

should
points

report

Now change CstUUID of the right end to be lower than the left end. ETB ref

erence

direction points to the right.

e Verify that IUT transmits correct Vector Values and ConnTable32. As before, IUT

should report 32 nodes in its dir1 and 32 nodes (arbitrary order) in its dir2 dir
The ConnTable32 checksum should differ.

Acceptance criteria: OK if successful verification as defined in test steps.

8.3.10
8.3.10.

Test Suite: Logical connectivity management and calculation

1 Purpose

a) Maintain Train Network Directory (TND).
PICS: TOPO-GEN-1 — TOPO-GEN-3, TOPO-TND-TRAIN-1, TOPO-TND-TRAIN-2.
References: 8.8.5 and 8.8.6 of [2-5].

ection.
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Handle TND serialization (8.8.5):

e 1St|evel serialization (Consist), including ETB reference dir.
e 2nd |evel serialization (CN)
o 31 evel serialization (ETBN).

Verify by test correct etbTopoCnt calculation for typical and extreme train configurations,
and events (adding/removing consist, changing reference direction, changing consist
orientation).

Test correct etbTopoCnt computation:

e IUT: Single ETBN/CN ([2-8] 8.3.2.2)

Tes

b) Abi
PIC

On
opt]

Re
Fie
8.3.10
PICS:

Test S

Initial

e Remote (simulated by test system): That is the IUT capability to interacthw
following topologies should be tested:

1).
— Consists with extreme numbers of ETBNs and consists (TORO-TND-TRA
i) 62 more Single ETBN/CN consists ([2-8] 8.3.2.2).

ii) 1 consist with 32 ETBNs/CNs ([2-8] 8.3.2.3), 1_consist with 30 ETBN
(12-8] 8.3.2.3).

iii) 31 consists with Redundant ETBN, dual CN%([2-8] 8.3.2.6).
e Verify: Proper etbTopoCnt.
t correct transmission of etbTopoCnt
e Current etbTopoCnt when etblnhibition is\false (TOPO-GEN-2).
o ‘“Last Valid” etbTopoCnt when etblnhibition is false (TOPO-GEN-3).
lity to transmit consist topology:
S: TOPO-TND-CST-1 — TOPO-TNB*CST-6.

y topology specified in TOPO-TND-CST-1 is mandatory to support. Other topolog
onal and only relevant if vendor claims support.

erences: 8.7.6 and Annex'A of [2-5].
ds: ownEtbnNb, nEtbhCst, nCnCst, cnToEtbnList.

2 Train Network Directory (interact with common consist topologies)

TOPO-TND«I'RAIN-1.

ptup: T1S-3 (Figure 14).

ith the

— All the “common” consist topologies declared in [2-8] 8.3.2. (TOPO-FND-TRAIN-

N-2):

Is/CNs

jes are

conditions: IUT represents a consist with single ETBN/CN (8.3.2.2) with IUT di

rection

point “left”. Test system will represent another consist of different types, starting with single

ETBN/

CN (8.3.2.2). etbIlnhibition is FALSE throughout the tests.

Tests: For each topology in 8.3.2.2-8.3.2.7 do steps given further below. Let test system
simulate one of the ETBNs in the given consist topology. One is enough, since it announces
the full consist topology. Special directives per simulated consist topology topology:

“Single ETBN/CN” consist topology (8.3.2.2): Simulate a consist with a single ETBN and

single CN.

“Multiple single ETB/CN” consist topology (8.3.2.3): Simulate a topology w
ETBNs, each with a separate CN. Any of the two ETBNs can be simulated.

ith two

“Single ETBN, multiple CN” consist topology (8.3.2.4): Simulate a topology with a single

ETBN with two CNs, each with a separate CN.
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— “Redundant ETBN, single CN” consist topology (8.3.2.5): Simulate a topology with two
ETBNs connected to the same, single CN. Any of the two ETBNs can be simulated.

— “Redundant ETBN, multiple CN” consist topology (8.3.2.6): Simulate a topology with two
ETBNs connected to the same two CNs. Any of the two ETBNs can be simulated.

— “Asymmetrical Consist” consist topology (8.3.2.7): Simulate the topology shown in the
figure in 8.3.2.7. Any of the three ETBNs can be simulated.

Steps (done for each simulated consist topology):

1) Let the simulated ETBN be located to the left of the IUT, with orientation pointing left
and with lower CstUuid lower than of IUT (ETB reference direction pointing left).

2) |Change orientation of simulated ETBN, i.e., let its direction1 point to the right.

Verity that [U1 transmitts correct etb I opoCnt.

Verify that IUT transmitts correct etbTopoCnt.

3) |Change CstUuid of simulated ETBN to be higher than of IUT, i.e), ETB reference

Final cpnditions: Test Bench powered off.

Acceptance criteria: OK if:

o |All verification steps are successful.

8.3.103

PICS: TOPO-TND-TRAIN-2.

Test 1} Max ETBN per Consist

Tegt Setup: TTS-3 (Figure 14)
P1GS: TOPO-TND-TRAIN-2 (partial fulfilment)

direction points to the right.

Verify that IUT transmitts correct etbTopoCnt.

Train Network Directory (interact with-consists using extreme values)

Max ETBN/Consist'(32)
Max ETBN per.train (63)

Initjal condition: EFBN connects to test system as IUT, test system monitor and record the

ETB ports and simulate the communications in both sides of ETB networks.
[Cst A: Simufated] — [Cst B: SUT] — [Cst C: Simulated]

CshAT Simulates consist with 32 ETBN nodes (Max ETBN/Consist), each conpected
to)a CN (see 8.3.2.2). Simulator only needs to send TOPOLOGY frames frgm one
ETBN in Cst A, as it contains the full topology of the consist.

Cst C: Simulates consist with 30 ETBN nodes, each connected to a CN (see 8.3.2.2).
Simulator only needs to send TOPOLOGY frames from one ETBN in Cst B, as it
contains the full topology of the consist.

In the SUT (TTS-3), N equals to 1 (i.e., single IUT). The etbInhibition status
is“FALSE” in SUT and simulated nodes to allow inauguration.

Let all consists (A, B and C) have their consist direction “towards A” (simulator 1);
this is only a recommendation aiming to achieve a rudimentary test of limited
compliance.

Test steps:

1)
2)
3)

Start simulator. The simulator simulates an ETBN in each of consist A and C.
Start SUT/IUT and await that it boots up.

Monitor and record the TTDP TOPOLOGY frame of IUT ETBN. Inspect
etbnlnaugState and etbTopoCnt.
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Acceptance criteria: OK if IUT is capable of computing and exchanging correct etbTopoCnt
and reach state “Inaugurated”.

Test 2: Max number of consists with dual ETBNs/CNs

Test Setup: TTS-2 (Figure 13) or TTS-4 (Figure 15).
PICS: TOPO-TND-TRAIN-2 (partial fulfilment).

Max ETBNs/Train (63; here only 62 are tested)
Max CNs/Train (63; here only 62 are tested)

Max Consists/Train (~63; here only 32 are tested, due to redundant ETBN consist

Init
ET

Tes

Ac(
etb

Test 3

Tes

al condition: ETBN connects to test system as IUT, test system monitor andmec
B ports and simulate the communications in on one side of SUT.

[Cst 1-31: Simulated] — [Cst 32: SUT]

t steps:

1) Start simulator. The sifmulator simulates 31 consists, as described above.

2) Start SUT and awaitthat it boots up.

3) Monitor and_srecord the TTDP TOPOLOGY frame of IUT ETBN. |
etbnlnaugState and etbTopoCnt.

eptance critéria: OK if ETBN(s) in SUT are capable of computing and exchanging

TopoCnt and-reach state “Inaugurated”.

Maxsnumber of ETBNs, Consists and CNs

tSetup: TTS-2 (Figure 13).

tonoloavwhich is anticinataed to be a2 commaon)
g IJ7 L Y

There are 31 simulated consists in the ETB network. Each simulated consist i
ETBN nodes and two consist networks as described in 8.3.2.6.

In the SUT, vendor can select between the following topologies:

— Redundant ETBN with multiple CN (8.3.2.6), TTS-4 (Figure 15: Here with N
to 2, i.e., two IUTs with two CNs, which is what the(simulated consists alsq
This alternative should be used if supported. Nate that in the test it is posg
use only one physical ETBN as SUT, as it will. advertise the topology for the
consist.

— Single ETBN/CN (8.3.2.2), TTS-2 (Figure 13): This is the minimum

brd the

as two

| equal
have.
sible to
whole

consist

topology required to support and should be used if the previous alternative is not

supported.

Let all consists (1-32) have their consist direction “towards Consist 1” (simulator 1);

this is only a recommendatiop~aiming to achieve a test of limited comp
Complementary tests with other orientations can be added by test institute.

liance.

nspect

correct

PICS: TOPO-TND-TRAIN-2 (partial fulfilment).

Max ETBNs/Train (63)
Max CNs/Train (63)

Max Consists/Train (~63; here 63 are tested)

Initial condition: ETBN connects to test system as IUT, test system monitor and record the
ETB ports and simulate the communications in on one side of SUT. There are 63 consists
in the ETB network.

[Cst 1-62: Simulated] — [Cst 63: SUT]

There are 62 simulated consists. Each consist has only one ETBN node, i.e.,
ETBN/CN (8.3.2.2).

In the SUT consist, N equals to 1, i.e., single ETBN/CN ().

single
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e Let all consists (1-63) have their consist direction “towards Consist 1”7 (simul

C 2021

ator 1);

this is only a recommendation aiming to achieve a test of limited compliance.

Complementary tests with other orientations can be added by test institute.

Test steps:

1) Start simulator. The simulator simulates 62 consists, as described above.
2) Start SUT and await that it boots up.

3) Monitor and record the TTDP TOPOLOGY frame of IUT ETBN.
etbninaugState and etbTopoCnt.

Inspect

Acceptance criteria: OK if IUT is capable of computing and exchanging correct etbTopoCnt
and reach state "Inaugurated".

8.3.10

Test S

Test 1

4 Transmit consist topology

etup: TTS-4 (Figure 15).

Initjal condition: ETBN connects to test system as IUT, test system _monitor and rec

ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList for “max CN per.Consist” topology

brd the

ETB ports and simulate the communications in both sides of ETB networks. There [are 32
ETBN nodes in a consist. ETBN nodes are not redundant, each’of which is connectged to a
CN

In

he SUT, N equals to 1 (i.e., single IUT) and the ‘inhibition status is “false”

in the

inaliguration.
Tegt steps:

1)

2)
3)

Acg¢eptance criteria: OK if:

After the successful inauguration, simulate a node is missing.
Mohitor and record thesTTDP TOPOLOGY frame of ETBN.
Acgeptance criteria’ OK if:

Afte

The simulator simulates 31 ETBN node§and each of them is connected to a gN. IUT
connects to a CN too. The direction 1cof the consist points to simulator 1.

Examine the logical topology.
Monitor and record the TTDP:TOPOLOGY frame of ETBN.

The values of ownEtbnNb; nEtbnCst, nCnCst, cnToEtbnListin the TTDP TOPQLOGY
frame are consistent'with the values calculated by logical topology of the IUT]

After the'successful re-inauguration, there is no missing node in the logical topology.
The(values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnListin the TTDP TOPQLOGY
frame have changed and they are consistent with the values calculated by [logical
topology of the IUT.

Monitor and record the TTDP TOPOLOGY frame of ETBN.
Acceptance criteria: OK if:

After the successful re-inauguration, there exists joined nodes in the logical topology.
The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnListin the TTDP TOPOLOGY
frame have changed and they are consistent with the values calculated by logical
topology of the IUT.

Set the inhibition status as “inhibition” in the inauguration.
Monitor and record the TTDP TOPOLOGY frame of ETBN.

Acceptance criteria: OK if:

No new inauguration. The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList in
the TTDP TOPOLOGY frame remain unchanged.
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Test 2: ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList for “max dual ETBN/CN” topology

Initial condition: There are 31 consists in the ETB network. Each consist has only two ETBN
nodes which are mutual redundant and there are two consist networks in the consist.

In the SUT, N equals to 2.
Test steps:

1)

The simulator simulates 30 consists. Each consist has two ETBN nodes which are
mutual redundant and there are two CNs in the consist.

The ETBN of the SUT is in a separate consist and the SUT connects two CNs too.
The direction 1 of the consist points to simulator 1.

Test 3:
topology

Init
nod

In the SUT, N equals t0.1.

Acceptance criteria: OK IT:

e The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList in~the| TTDP
TOPOLOGY frame are consistent with the values calculated by logical togpology
of the IUT.

After the successful inauguration, simulate a node is missing.
Acceptance criteria: OK if:

e After the successful re-inauguration, there is no missing node in the [logical
topology. The values of ownEtbnNb, nEtbnCst, . ACnCst, cnToEtbnList|in the
TTDP TOPOLOGY frame have changed and they«are consistent with the |values
calculated by logical topology of the IUT.

After the successful re-inauguration, simulate-a<hode joined.
Acceptance criteria: OK if:

e After the successful re-inauguration,)ythere exists joined nodes in the [logical
topology. The values of ownEtbpNb, nEtbnCst, nCnCst, cnToEtbnList|in the
TTDP TOPOLOGY frame haveschanged and they are consistent with the [values
calculated by logical topology.'of the IUT.

ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList for “max ETBN, Consist, CN”

al Condition: There are 63.consists in the ETB network. Each consist has only onq ETBN

e.

Tegt steps:
1) The simulator simulates 62 consists. Each consist has only one ETBN node and each
node is“connected to a CN.

ThesldT is in a separate consist and the IUT connects a CN too.

The direction 1 of the consist points to simulator 1.

Acceptance-eriterta—OHK—if:

— The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList in the TTDP
TOPOLOGY frame are consistent with the values calculated by logical topology
of the IUT.

2) After the successful inauguration, simulate that a node has been missed.

Acceptance criteria: OK if:

— After the successful re-inauguration, there is no missing node in the logical
topology. The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList in the
TTDP TOPOLOGY frame have changed and are consistent with the values
calculated by logical topology of the IUT.

3) After the successful re-inauguration, simulate that a node has joined.

Acceptance criteria: OK if:


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

- 162 — IEC 61375-2-8:2021 © |IEC 2021

— After the successful re-inauguration, the joined node is in the logical topology.
The values of ownEtbnNb, nEtbnCst, nCnCst, cnToEtbnList in the TTDP
TOPOLOGY frame have changed and they are consistent with the values
calculated by logical topology of the IUT.

8.3.11 Test Suite: Failing/loss of node(s)
8.3.11.1 Purpose

Test scenarios where a train topology has been inaugurated and acknowledged (Inauglnhibition
TRUE), and then loses one of the ETBNSs. It is assumed that at least one of the remaining
ETBNs in the acknowledged topology continues to announce etbinhibition TRUE.

(TRANF-INHIBIT-Z): The remaining ETBNs should keep their configuration~(h¢ new
inaugufation).

(TRAN[S-INHIBIT-3): If an end-node is lost, its neighbour should detect it has become gn end-
node gnd set the extremity ports in DISCARDING. The new end-node shall also evalugte if it
should|set its “shortening” or “lengthening” flags.

Special end-node cases:

e Lengthening: If an end-node (say the right end-node) fails when there is another eixternal
corjsist ETBN on its right side (lengthening), the internal((left) neighbour should determine
it i$ a new end-node and put its right port(s) in DISEARDING, possibly after a delay. It
corjsiders itself to be an end-node when the TTDP topology frames from all known (irfternal)
neighbours on the right side has timed out, and it:does this even if it hears TTDP HELLO on
thoge ports from the new, external neighbour.

e Unknown intermediate: After a topology~“has been acknowledged inaugurated and
acKnowledged (Inauglnhibition TRUE), an ETBN of an intermediate (unknown) consist may
come up (see “late ETBN insertion’. in~a later section). If an end-node is lost in puch a
sityation, an ETBN of the acknowledged topology may determine itself to be end-nodg solely
baded on TOPOLOGY frame timeout on that side.

8.3.11{2 Test Cases: Failing/loss of intermediate node(s)

If one @r more intermediate ETBNs (redundant or non-redundant) are lost, the remaining ETBNs
should| keep their configuration as inauguration is inhibited. The test should verify that
intermg¢diate nodes should keep their ports in FORWARDING, and End-nodes should kegp their
extremlfity ports in DISEARDING and other ports in FORWARDING.

Case 1: Losing single and multiple intermediate nodes/consists

PIGS, TRANS-INHIBIT-2.
Tes

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBNs B1 and B2 (SUT) as redundant ETBNs/single CN (8.3.2.5)

8.3.2.2)

SUT
T wrooowro o wr o wr
ETBN ETBN ETBN iETBN ETBN

- | A B1 l'_' B2 | C D
{ ) { J L IEC

Figure 42 — Testing loss of intermediate ETBNs/consists when inauguration is inhibited
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Test steps:

Case 2

PId
Tes

Figu
Teq

1) Bring up all ETBNs (inhibition false)

e Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB

ports are in forwarding state.
2) Set inhibition true on A (test system)

o Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

ETBN D which has ETB port(s) in DISCARDING (extremity).
3) Power off B1

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

inauguration occurred.
4) Power off B2
e Verify that all SUT ETB ports are in FORWARDING, except the ' right”

inauguration occurred.
Acceptance criteria: Successful verification as described in test steps.

: Losing intermediate node in case of “unknown intermediate consist”

S: TRANS-INHIBIT-3 (negative test of this requirement).

t Setup: TTS2 (Figure 13) with ETBNs A, B, C, D,.E as shown in Figure 43.
e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
8.3.2.2).
B SuT
Tsys IuT T IuT IuT
ETBN ETBN\ ETBN ETBN ETBN

IE|

re 43 — Test of losjing intermediate ETBN in existence of "unknown intermed

t steps:
1) Bringup-A, C, D and E (inhibition false)

o Verify nodes reach inaugurated state with same etbTopoCnt, and that &
ports are in forwarding state

EFBN-P-which m—)—\%—%ﬁlo new

side of
ETBN D which has ETB port(s) in DISCARDING (extremity). Verify that no new

iate"

Il ETB

2)"Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

ETBN E which has ETB port(s) in DISCARDING (extremity)
3) Bring Up B (unknown intermediate)
B will not be able to inaugurate.

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN E which has ETB port(s) in DISCARDING (extremity). Verify that no new

inauguration occurred.
4) Power off C
D has now got a new ETBN neighbour on its left side (B), but B is not part

of the

topology used for etbTopoCnt. But as A is also present on the left side, D should not

consider it to be entremity node towards its left side.
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Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN E which has ETB port(s) in DISCARDING (extremity). Verify that no new
inauguration occurred.

Acceptance criteria: Successful verification as described in test steps.

8.3.11.3 Test Cases: Failing/loss of end node(s)

If the end-node is lost, another ETBN from the inaugurated topology should take over as end-
node. Typically, it is the former neighbour ETBN of the lost end-node, although there are
exceptions as when that node is a late ETBN is an “unknown intermediate”.

Case 1

PId
Tes

~

Tes

. Losi inal I los/ L
S: TRANS-INHIBIT-3.

t Setup: TTS2 (Figure 13) with ETBNs A, B, C, D1, D2 as shown in Figure 44.
e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)

e ETBN B, and C (SUT) each as single ETBN/CN (8.3.2.2)

t steps:
1) Bring up all ETBNs (inhibitioh false)

2) Set inhibition trug on A (test system)

3) Power off D2

4).“Power off D1

8:3:2.5).

SUT

Tsys IuT IUT uT IuT
ETBN ETBN ETBN | ETBN ETBN
A B C s D1 D2 I
L N { IE|

Figure 44 — Test ability to handle loss of end node

Ty

Verify nodes reachlinaugurated state with same etbTopoCnt, and that 3ll ETB
ports are in forwarding state.

Verify that-all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN.D2 which has ETB port(s) in DISCARDING (extremity).

Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN D1 which has ETB port(s) in DISCARDING (extremity).

Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN C which has ETB port(s) in DISCARDING (extremity).

Acceptance criteria: Successful verification as described in test steps.

Case 2: Losing end node during train lengthening:

PICS: TRANS-INHIBIT-3.

Test Setup: TTS2 (Figure 13) with ETBNs A, B, C, D, E as shown in Figure 45.
e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)

e ETBNB, C, D and E (SUT) each as single ETBN/CN (8.3.2.2)
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SUT -
Tsys IuT uT uT uT
ETBN ETBN ETBN ETBN . ETBN
— A B 1 ¢ D % E

IEC

Figure 45 — Test ability to handle loss of end node during lengthening

Test steps:

Case 3

Tes

T) Bring up A, B, C and D (inhibition false)

o Verify nodes reach inaugurated state with same etbTopoCnt, and that &
ports are in forwarding state.

2) Set inhibition true on A (test system)

o Verify that all SUT ETB ports are in FORWARDING, except)the “right”
ETBN D which has ETB port(s) in DISCARDING (extremity,):

3) Power on E (lengthening)

e Verify that D keeps its role as extremity wth the-port(s) on its right
DISCARDING. All other SUT ETB ports are in RORWARDING. E is “outsid
its own etbTopoCnt.

4) Power off D

e Verify that C takes over as extremity* with the port(s) on its right s
DISCARDING. All other SUT ETB ports are in FORWARDING. E is still “o
with its own etbTopoCnt.

Acceptance criteria: Successful verification as described in test steps.
: Losing end node during in case’of late intermediate consist:

t steps:
1) Set inhibition (A),

o check DISCARDING (E:right extremity), and FORWARDING (others)
“NOT_INAUGURATED” state)

2) Bring up C/(unknown intermediate)

e cheek\DISCARDING (E:right extremity), and FORWARDING (others)
3) Power 'off E

o~ \.Check DISCARDING (D:right extremity), and FORWARDING (others)
4){Power off D

Il ETB

side of

side in
e” with

ide in
utside”

(C in

e check DISCARDING (B:right extremity), and FORWARDING (others);
“INAUGURATED?” state with other etbTopoCnt)

PICS: TRANS-INHIBIT-3.
Test Setup: TTS2 (Figure 13) with ETBNs A, B, C, D, E as shown in Figure 46.

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBN B, C, D and E (SUT) each as single ETBN/CN (8.3.2.2)

(C in
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A SUT o
Tsys T IUT T T
ETBN ETBN 1 ETBN ‘ ETBN ETBN
- A 1 B  — C D E
‘ IEC

Figure 46 — Test ability to handle loss of end node when “late intermediate” is present

Test steps:

T) Bring up A, B, D and E (Inhibition 1alse)

o Verify nodes reach inaugurated state with same etbTopoCnt, and that &

ports are in forwarding state.
Set inhibition true on A (test system)

Verify that all SUT ETB ports are in FORWARDING, except the “right”
ETBN E which has ETB port(s) in DISCARDING (extremity,):

Bring up C (unknown intermediate)

Verify that all SUT ETB ports are in FORWARDING, except the “right”
ETBN E which has ETB port(s) in DISCARDING (extremity).

Power off E

Verify that D takes over as extremityy'with the port(s) on its right s
DISCARDING. All other SUT ETB ports are in FORWARDING.

Power off D

e Verify that B takes over as :€xtremity with the port(s) on its right s
DISCARDING. All other SUT_ETB ports are in FORWARDING. C is “outsid

its own etbTopoCnt.
Acceptance criteria: Successfulyverification as described in test steps.

8.3.12| Test Suite: Late/recovered node(s)

8.3.12)1 Purpose

Test Wbehaviour to manage scenarios with “late ETBN” or “recovered ETBN”
Inauglphibition is TRUE. The following two cases are handled separately:

e Int¢rmediated/the late or recovered ETBN is an intermediate node, internal

inapigurated fopology (TRANS-INHIBIT-4, TRANS-INHIBIT-5).

Il ETB

side of

side of

ide in

side in
e” with

when

to the

urated
pnal to

8.3.12.2 Test Cases: Late/Recovered Intermediate Node

A late or recovered intermediate ETBN can typically be included in the inaugurated to

pology

even when Inauglnhibition is TRUE (NodeRecovery in Figure 33 [2-5]). The exceptions are
when the late ETBN belongs to an unknown consist, or when the late or recovered ETBN of

some other reason cannot compute the etbTopoCnt corresponding to the acknow
topology.

Case 1: Late "known" intermediate node (in redundant consist)

PICS: TRANS-INHIBIT-4 (late node).
Test Setup: TTS2 (Figure 13) with ETBNs A, B1, B2, C
ETBN A simulated by test system, single ETBN/CN (8.3.2.2)

ledged
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e ETBNs B1 and B2 (SUT) as redundant ETBNs/single CN (8.3.2.5)
e ETBN C (SUT) as single ETBN/CN (8.3.2.2)

Test steps:

1) Bring up A, B1, C (inhibition false)

o Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB

ports are in forwarding state.

2) Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

ETBN C, which has ETB port(s) in DISCARDING (extremity).

Case 2

PId
Tes

Tes

Case

3) Bring up B2 (redundant intermediate ETBN)

Acceptance criteria: Successful verification as described in test steps.
: Recovery of single ETBN

S: TRANS-INHIBIT-4 (recovered node).

t Setup: TTS2 (Figure 13) with ETBNs A, B, C, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBNs B, C and D (SUT) each as single EFBN/CN (8.3.2.2)
t steps:

1) Bring up A, B, C, D (inhibition false)

e Verify nodes reach inaugurated-state with same etbTopoCnt, and that 3
ports are in forwarding state;

2) Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the “right”
ETBN D, which hasClETB port(s) in DISCARDING (extremity).

3) Power off C.
4) Power on C

e Verify that’C is able to inaugurate and compute correct etbTopoCnt (s&

Acceptance criteria: Successful verification as described in test steps.

B: (Recovery of multiple intermediate consists (recovered consists, comp

e Verify that B2 is able to inaugurate and compute correct etbTopoCnt ((same as
before). Also verify that all SUT ETB ports are in FORWARDING), except the
“right” side of ETBN C, which has ETB port(s) in DISCARDING._ (extremity).

I ETB

side of

me as

before).. Also verify that all SUT ETB ports are in FORWARDING, except the
“right” side of ETBN D, which has ETB port(s) in DISCARDING (extremity).

ete or

incom

lete)

PICS: TRANS-INHIBIT-4 (recovered node), TRANS-INHIBIT-5.
Test Setup: TTS2 (Figure 13) with ETBNs A, B1, B2, C, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBNs B1 and B2 (SUT) as redundant ETBNs/single CN (8.3.2.5)
e ETBN C and (SUT) each as single ETBN/CN (8.3.2.2)

Test steps:

1) Bring up all ETBNs (inhibition false)

o Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB

ports are in forwarding state.
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2) Set inhibition true on A (test system)

Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN C, which has ETB port(s) in DISCARDING (extremity).

3) Power off B2 and C.
4) Bring up B2

Node B2 is expected to end up in state “not inaugurated”, computing a different
etbTopoCnt as it does not “know” about C. Still, the test does not prohibit
implementations where B2 do reach inaugurated state with same etbTopoCnt as
other nodes (it could use opportunistic methods based on stored information).

Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

Case 4: Late "unknown" intermediate node (late consist)

P1GS: TRANS-INHIBIT-5.

Tegt Setup: TTS2 (Figure 13) with ETBNs A, B;E, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBNs B, C and D (SUT) each as\single ETBN/CN (8.3.2.2)
Tegt steps:

1) Bring up A, B, D (inhibition\false)

5) PoweronC

Acceptance criteria: Successful verification as described.inl test.

2) Set inhibition true on A (test system)

3) Powerion C

ETBN D, which has ETB port(s) in DISCARDING (extremity).

Verify that B2 either stays in state “not inaugurated” with different(etbTopoCnt
than the rest, or that B2 reaches “inaugurated” state with same_etbTopoCnt as
the rest.

Verify that C and B2 are able to inaugurate and compute correct etbTopoCnt
(same as before). Also verify that all SUT ETB ports are;in'\FORWARDING, |except
the “right” side of ETBN D, which has ETB port(s) in DISCARDING (extremity).

Verify nodes reachCinaugurated state with same etbTopoCnt, and that gll ETB
ports are in forwarding state.

Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN Dywhich has ETB port(s) in DISCARDING (extremity).

Verify that C stays in state “not inaugurated” (advertising different etbTopoCnt
than the others) Also verify that all SUT ETB ports are in FORWARDING, |except
the “right” side of ETBN D, which has ETB port(s) in DISCARDING (extrellnity).

Acceptance criteria: Successful verification as described in test steps.

Case 5: Recovery or late ETBN when “unknown intermediate” is present

PICS: TRANS-INHIBIT-5.
Test Setup: TTS2 (Figure 13) with ETBNs A, B1, B2, C, D

ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
ETBNs B1 and B2 (SUT) as redundant ETBNs/single CN (8.3.2.5)
ETBNs C and D (SUT) each as single ETBN/CN (8.3.2.2)

Test steps:
1) Bring up A, B1, B2, D (inhibition false)

Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB
ports are in forwarding state.


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021 - 169 —

2) Set inhibition true on A (test system)

o Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN D, which has ETB port(s) in DISCARDING (extremity).

3) PoweronC

e Verify that C stays in state “not inaugurated” (advertising different etbTopoCnt
than the others) Also verify that all SUT ETB ports are in FORWARDING, except
the “right” side of ETBN D, which has ETB port(s) in DISCARDING (extremity).

4) Power off B2

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN D, which has ETB port(s) in DISCARDING (extremity).

8.3.12

This te
or recq
(it is te
too).

Case 1

PId
Tes

Tes

5) Power on B2

Node B2 is expected to end up in state “not inaugurated”, computing.a d|fferent
etbTopoCnt due to the presence of ETBN C. Still, the test does."not prohibit
implementations where B2 do reach inaugurated state with same’étbTopo[Cnt as
other nodes (it could use opportunistic methods based on stered information or
disregard C of other reasons).

e Verify that all SUT ETB ports are in FORWARDING (except the “right” side of
ETBN D, which has ETB port(s) in DISCARDING (extremity)

e Verify that B2 either stays in state “not inaugurated” with different etbTppoCnt
than the rest, or that B2 reaches “inaugurated®'state with same etbTopoCnt as
the rest.

Acceptance criteria: Successful verification asdescribed in test.
3 Test Cases: Late Recovered End-node(s)

st covers functionality described in 8.141.3, and it is optional to support inclusion|of late
vered end-nodes (TRANS-INHIBIT-6). Dedicated test for TRANS-INHIBIT-7 is missing

sted implicitly in some of the listedtest, but that assumes support for TRANS-INHIBIT-6

: Late "known" end node€ (in redundant consist)

S: TRANS-INHIBIT-6:

t Setup: TTS2 (Figure 13) with ETBNs: A, B, C1, C2

o ETBN A simulated by test system, single ETBN/CN (8.3.2.2)

o ETBN/MBX(SUT) as single ETBN/CN (8.3.2.2)

e ETBNs C1 and C2 (SUT) as redundant ETBNs/single CN (8.3.2.5)

t steps
1) Bringup A B _and C1

o Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB
ports are in forwarding state.

2) Set inhibition true on A (test system)

o Verify that all SUT ETB ports are in FORWARDING, except the “right” side of
ETBN C1, which has ETB port(s) in DISCARDING (extremity).

3) Power on C2 (redundant “external” ETBN)

e Verify that C2 is included in the inaugareted trainset and compute correct
etbTopoCnt (as the others). Also verify that all SUT ETB ports are in
FORWARDING, except the “right” side of ETBN C2, which has ETB port(s) in
DISCARDING (extremity).

Acceptance criteria: Successful verification as described in test scan steps.
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Case 2: Recovered "known" end node (in non-redundant consist)

PICS: TRANS-INHIBIT-6.
Test Setup: TTS2 (Figure 13) with ETBNs: A, B, C, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBN B, C, and D (SUT), each as single ETBN/CN (8.3.2.2)

Test steps:

1) Bring up all ETBNs

o Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB

norts ara in forwardinag state
P ) -

Case 3

PId
Tes

Tes

2) Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the fright”
ETBN D, which has ETB port(s) in DISCARDING (extremity).

3) Power off D

e Verify that C becomes the new extremity node, withc¥right” ETB po
DISCARDING mode, while other SUT ETB ports are in. FORWARDING.

4) PoweronD

e Verify that D is included in the inaugareted trainset and can compute
etbTopoCnt (as the others). Also verify, that all SUT ETB ports
FORWARDING, except the “right” side of ETBN D, which has ETB po
DISCARDING (extremity).

Acceptance criteria: Successful verification as~described in test steps.
: Multiple recovered end consists (complete or incomplete)

S: TRANS-INHIBIT-6.

t Setup: TTS2 (Figure 13) with ETBNs: A, B, C, D

e ETBN A simulated by test'system, single ETBN/CN (8.3.2.2)
¢ ETBN B, C, and D (SUF), each as single ETBN/CN (8.3.2.2)
t steps:

1) Bring up all ETBNs

o Verify nodes reach inaugurated state with same etbTopoCnt, and that 3
ports.are in forwarding state.

2) Set inhibition true on A (test system)

o~ \Verify that all SUT ETB ports are in FORWARDING, except the “right”
ETBN D, which has ETB port(s) in DISCARDING (extremity).

side of

t(s) in

correct
are in
rt(s) in

I ETB

side of

o) Fower oim G ana v

o Verify that B becomes the new extremity node, with “right” ETB port(s) in

DISCARDING mode, while other SUT ETB ports are in FORWARDING.
4) Power on C

o Verify that B stays as extremity with its “right” ETB port(s) in DISCARDING. C is

“outside” with its own etbTopoCnt.

5) PoweronD

e Verify that C and D is included in the inaugareted trainset and can compute

correct etbTopoCnt (as the others). Also verify that all SUT ETB ports

are in

FORWARDING, except the “right” side of ETBN D, which has ETB port(s) in

DISCARDING (extremity).
Acceptance criteria: Successful verification as described in test steps.
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Case 4: Recovered end consist during train lengthening

This is not supposed to work, i.e., it should not be possible to include a recovered end-node
during lengthening, i.e., when additional ETBNs are present exchanging TOPOLOGY
messages (inhibition “false”). Thus, the test aims to verify that extremity node keeps its

por

t(s) in DISARDING.

PICS: TRANS-INHIBIT-6.
Test Setup: TTS2 (Figure 13) with ETBNs: A, B, C, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBN B, C, and D (SUT), each as single ETBN/CN (8.3.2.2)

Tes

Case §

Thi
wh

t steps:
1) Bringup A, B, C

e Verify nodes reach inaugurated state with same etbTopoCnt, and,'that 4
ports are in forwarding state.

2) Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the “right”
ETBN C, which has ETB port(s) in DISCARDING (extremity).

3) Power off C

e Verify that B becomes the new extremity ndde, with “right” ETB po
DISCARDING mode, while other SUT ETB ports are in FORWARDING.

4) Power on D (lengthening)

D has inhibition “False” such that its TOPOQLOGY messages can reach B. (Th
other lengthening cases where two“\ihaugurated and inhibited trainse
connected; the behaviour in that scenario would differ and is not the subject
test.).

e Verify that B stays as extremity with its “right” ETB port(s) in DISCARDIN
“outside” with its own etbTopoCnt.

5) PoweronC

Now B should keep\its extremity port(s) in DISCARING. It cannot exped
compute a correct etbTopoCnt as long as there are other ETBNs (D) present

o Verify that‘Bistays as extremity with its “right” ETB port(s) in DISCARD
and D is-“outside” with other etbTopoCnt.

Acceptance triteria: Successful verification as described in test steps.
: Recovered end consist with lost intermediate consist

5 is not supposed to work, i.e., it should not be possible to include a recovered en
bn there is a consist missing in the internal topology. The current end-node should

I ETB

side of

t(s) in

Bre are
ts are
in this

G. D is

t C to

NG. C

H-node
detect

tha

there 1s a mismaich in the internal topology and Keep the extremity port in

DISCARDING, as the recovering ETBN would not be able to compute the same etbTopoCnt.
Thus, the test aims to verify that extremity node keeps its port(s) in DISARDING.

PICS: TRANS-INHIBIT-6.
Test Setup: TTS2 (Figure 13) with ETBNs: A, B, C, D

e ETBN A simulated by test system, single ETBN/CN (8.3.2.2)
e ETBN B, C, and D (SUT), each as single ETBN/CN (8.3.2.2)

Test steps:

1) Bringup A, B,C,D

o Verify nodes reach inaugurated state with same etbTopoCnt, and that all ETB

ports are in forwarding state.
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2) Set inhibition true on A (test system)

e Verify that all SUT ETB ports are in FORWARDING, except the “right” side of

ETBN D, which has ETB port(s) in DISCARDING (extremity).
3) Power off D

e Verify that C becomes the new extremity node, with “right” ETB port(s) in

DISCARDING mode, while other SUT ETB ports are in FORWARDING.
4) Power off B (lost intermediate consist)

e Verify that C stays as extremity node, with “right” ETB port(s) in DISCARDING

mode, while other SUT ETB ports are in FORWARDING.

9 Cqg

9.1

This ¢
Data P

Those

D D
mOWCeT UTT T

adn
+

Now C should keep its extremity port(s) in DISCARING. It cannot exped

e Verify that C stays as extremity with its “right” ETB port(s) in DISCARDIN
“outside” with other etbTopoCnt.

Acceptance criteria: Successful verification as described in test steps.

pnformance test of TRDP

General

ause defines conformance requirements for confermance testing for Train Red
rotocol (TRDP) as given in IEC 61375 2-3.

requirements are used to derive test suites and test cases in order to determine W

t D to

compute a correct etbTopoCnt as long as there are internal consists (B)\missfing.

5. D is

I-Time

hether

a systeém, in this case, an ETBN running TRDP; complies with the requirements defimed for

TRDP.

Figure

47 gives an overview about the process to test system running TRDP.

IEC 61375-2-3(TRDR MD)

Conformance test
requirements of TRDP

Defining ‘

Generating

Testing » Conformance test
report

System under test

IEC

Figure 47 — Test environment
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9.2 Related requirements

As given in I[EC 61375 2-3:2015.

9.3 SUT and Test scope

Figure 48 shows a consist network with various ETBN and consist switch devices. The Testing
Laptop shall be able to communicate with the switches and test the correctness of running
TRDP service.

" @ /9 @ _/a
ETB \ )
L 1[
TS TS
SYSTEM
UNDER [ CN, « subnetid » = 1 I
TEST ] l l
cs cs oS
TEST SUITE LAPTOP }

IEC

Figure 48 — System under Test

9.4 PICS Pro-forma
9.4.1 General
The PICS provides a statement of the capabilities and options which have been implemented,
and anly features which have been omitted, see 4.1.3.1. Instructions about filling the PIGS pro-
forma aredgiven in Annex B.
9.4.2 PICS Tables
9.4.2.1 Identification
Reference Question Response
TRDP_ID_001 Date of statement

TRDP_ID_002 PICS serial number
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9.4.2.2 Implementation under test
Reference Question Requirement Response
TRDP_IUT_001 implementation name M
TRDP_IUT_002 Version number M
TRDP_IUT_003 Special configuration (@)
TRDP_IUT_004 Power supply voltage M
TRDP_IUT_005 Power supply current M
TRDP_IUT_006 Other information O

NOTE 1 Implementation name refers to the identifier of the IUT as indicated by the client. The specific
conformhance test is applied to the entity identified by the implementation name.

NOTE 2 This is the version number of the IUT. When a version number is defined for an IUT, no,subpystem
which pomposes it can progress without a change of this figure (the architecture is frozen and constitutes
aconfidguration).

NOTE B Indicated if PIXIT is provided for this IUT.

NOTE |4 Indicates the applicable power supply voltage. Power supply voltage™jis chosen amongst the
valuess$pecified by IEC 60571.

NOTE [5 Indicates the applicable maximum power supply current. Power/supply current is chosen amongst
thevalyes specified by IEC 60571.

NOTE p Other information the client considers relevant for IUT identification.

9.4.2.3 IUT supplier and/or test laboratory client
Reference Question Requirement Response
TRDP_|supplier _001 Organisation name M
TRDP_|supplier _002 Contact name(s) M
TRDP_| supplier _003 Address M
TRDP_| supplier _004 Telephonenumber M
TRDP_| supplier _005 Fax ndmber M
TRDP_| supplier _006 e-mail address M
TRDP_| supplier _007 Qther information O
9.4.2.4 Identification of the standards
Reference Question Response

TRDP_| standards _001 Specification document title

TRDP_ standards _002

Specification document IEC
reference numberr

TRDP_ standards _003

Specification document date of
publication

TRDP_ standards _004

Specification document version
number

TRDP_ standards _005

Conformance document title

TRDP_ standards _006

Conformance document number

TRDP_ standards _007

Conformance document date of
publication

TRDP_ standards _008

Conformance document version

number
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9.4.2.5 Global statement of conformance

Reference Question Requirement Implementation

TRDP_global _001 Are all mandatory M Yes
capabilities implemented?

9.4.2.6 PICS related to general TRDP

Reference Question Req Ref. Implementation
TRDP_GEN_001 Is TRDP use for the exchange of M A.1 Yes
TCN PD and TCN MD over ETB?
TRDP_|GEN_002 Is TRDP process data sent with M A.2.3 Yes []
UDP?
TRDP_|GEN_003 Is the process data destination UDP M A.2.3 Yes'| ]
port assigned to 172247
TRDP_|GEN_004 Is the message data destination M A.2.3 Yes []
UDP/TCP port assigned to 172257
TRDP_|GEN_005 Is the well-known port be used for (0] A.2.3 Yes[]No []

receiving any process data
telegrams and for receiving UDP
message data notification, request
and confirm telegrams?

TRDP_|GEN_006 Is a private source port different O A.2.3 Yes[]No[]
from the well-known port used for
sending any process data telegrams
and for sending UDP message data
notification, request and confirm

telegrams?

TRDP_|GEN_007 Is CRC32 used according to IEEE M A.3 Yes []
802.37

TRDP_|GEN_008 Is the CRC calculation dong;on the M A.3 Yes []

data prepared for transmission — big
endian format and byte alignment?

TRDP_|GEN_009 Is the CRC itself appehded in little M A.3 Yes []
endian format?
TRDP_|GEN_010 Is the comlds_1..999 not used by the | M A.3 Yes []

application?

TRDP_|GEN_011 Comidhin the header of each PDU M A.5 Yes []
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9.4.2.7 PICS related to Process Data

Reference Question Req Ref. Implementation

TRDP_PD_001 Is PD-PDUs cyclically M A.6.1 Yes
transmitted or transmitted on
request between a publisher and
one or many subscribers using a
connectionless and unconfirmed
TRDP service?

TRDP_PD_002 Does Process data exchange (0] A.6.3.1 Yes []
support the following push
communication pattern as
defined in IEC 61375-1?

a) point to point, cyclic without
acknowledge, source knows
the sink

b) point to multipoint, cyclic
without acknowledge,
source knows the sink,
e.g.redundancy groups

c) point to multipoint, cyclic
without acknowledge,
source does not know the
sink

TRDP_|PD_003 Does Process data exchange (0] A.6.3.2 Yes []
support the following pull
communication pattern as
defined in IEC 61375-1?

— Point to point, without
acknowledge, sink knows the
source

— Multipoint to point, without
acknowledge, sink does not
know the source

— Point to multipoint, without
acknowledge, sink knows the
source. Here, one dedicated
subscriber is reguesting the
known publisherto send its
PD-PDU.

— Multipoint to multipoint,
withoutracknowledge, sink
does-not know the source.
Here, one dedicated
subscriber is requesting one
or multiple unknown publisher
to send their PD-PDU.

TRDP_|PD_004 Does a publisher/subscriber use | M A.6.4 Yes []
an IP unicast address for
addressing a known
subscriber/publisher?

TRDP_PD_005 Does a publisher/subscriber use | M A.6.4 Yes []
an IP multicast address for
addressing unknown
subscribers/publishers?

TRDP_PD_006 Does a publisher/subscriber use M A.6.4 Yes []
an |IP multicast address for
addressing groups of known
subscribers/publishers?

TRDP_PD_007 Is the structure of a PD-PDU M A.6.5 Yes []
defined in Figure A.11 of
IEC 61375-2-3:2015 and in
ASN.1 notation (additional
explanation in Table A.3 of
IEC 61375-2-3:2015)?
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Reference

Question

Req

Ref.

Implementation

TRDP_

PD_008

Does the TRDP layer provide the
service primitives
PD.publish/PD.unPublish/PD.put
Data/PD.activateRed/PD.deactiv
ateRed/PD.request/PD.subscribe
/PD.unsubscribe/PD.indicate/PD.
poll(defined in Table A.4 of

IEC 61375-2-3:2015) to the
TRDP user?

A.6.6.1

Yes []

TRDP_

PD_009

Does the TRDP user have two
possibilities to retrieve PD:
either via a poll mechanism,

A.6.6.2

Yes []

Hyrpicaty-tead—H-eyete-tser
tasks, or via indication
mechanism, where the TRDP
layer notifies the user when new
data are available or when there

is a timeout?

TRDP |

PD_010

Are process data prepared
cyclically by the publisher and
given to the TRDP layer calling
the PD.putData primitive?

A.6.6.3

Yes []

TRDP |

PD_011

Does the publisher subscribe for
it to receive a request?

A.6.6.3

Yes []

TRDP |

PD_012

Is the related data in the receive
buffer of the replier marked as
invalid until receiving the first
request telegram matching to the
filter criteria of the subscription?

A.6:6:3

Yes []

TRDP |

PD_013

Is an incoming request telegram
discarded when the parameter
values ‘etbTopoCnt’ and
‘opTrnTopoCnt’

different to expected (own
locally stored) values?

A.6.6.3

Yes []

TRDP |

PD_014

Does the TRDP layer using the
available process data to
response each.incoming
request?

A.6.6.3

Yes []

TRDP |

PD_015

Is the source [P address of the
request-telegram used as
destination |IP address for the
reply-if the reply IP address of
the‘request telegram is 0?

A.6.6.3

Yes []

TRDP |

PD_016

Does the requester needs to
subscribe for it to receive the
related reply for a request?

A.6.6.3

Yes []

TRDP |

PD{017

Is related data in the receive

[ £ il b HN leadl
ot e ot eSSt oSttt artet

A.6.6.3

Yes []

as invalid until receiving the first
reply telegram matching to the
filter criteria of the subscription?

TRDP_

PD_018

Is the related reply data in the
receive buffer of the subscriber
set to invalid before sending the
request telegram?

A.6.6.3

Yes []

TRDP_

PD_019

Is the timeout supervision at
subscriber TRDP layer restarted
after sending the request

telegram?

A.6.6.3

Yes []
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Reference

Question

Req

Ref.

Implementation

TRDP_PD_020

Before sending out a request,
does the TRDP layer check the
topopology counters submitted

with the request against the
actual topology counters?

A.6.6.3

Yes []

TRDP_PD_021

Are process data prepared
cyclically by the publisher and
given to the TRDP layer calling
the PD.putData primitive?

A.6.6.4

Yes []

TRDP_PD_022

Does the publisher TRDP layer
send the data in the configured

A.6.6.4

Yes []

cycCle 1o the contigured address?

TRDP_|PD_023

Does the publisher TRDP layer
send out the data only after
checking the locally stored
topography counters submitted
with the publish against the
actual topography counters and
at least one of the cases listed in
Table A.5 for the topography
counters be fulfilled?

A.6.6.4

Yes []

TRDP_|PD_024

Does any subscriber subscribe
for the process telegram using
ComlD, destination IP address

and source IP address of the
process telegram as possible
filter criteria?

A.6.6.4

Yes[]No[]

TRDP_|PD_025

Is timeout supervision at
subscriber TRDP layer started
after subscription?

A.6.6.4

Yes []

TRDP |PD_026

Is timeout supervision at
subscriber TRDP layer restarted
after receiving the related PD

PDU?

A.6.6.4

Yes []

TRDP |PD_027

Does the subscriber"TFRDP layer
check the topography counters
of the received télegram against
the actual topography counters
and against\the topography
counters\submitted with the
subsgcription and at least one of
the cases listed in Table A.5 for
the topography counters be
fulfilled?

A.6.6.4

Yes []

TRDP_|PD_028

Is the data marked as invalid
until receiving the first valid
telegram matching to the filter
criteria?

A.6.6.4

Yes []

TRDP_PD_029

Are the service primitives for
redundancy handling used in the
same way by the publisher for
the pull and the push pattern?

A.6.6.5

Yes []

TRDP_PD_030

Does a redundant device call
PD.activate to start publishing
process data related to Comlds
marked as redundant if it enters
the redundancy leader state?

A.6.6.5

Yes []

TRDP_PD_031

Does a redundant device call
PD.deactivate to stop publishing
process data related to Comlds
marked as redundant if it enters
the redundancy follower state?

A.6.6.5

Yes []
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Reference

Question

Req

Ref.

Implementation

TRDP_

PD_032

Are publishers of redundant
process data (identified by
Comld marked as redundant)
initialized in redundancy follower
mode (publishing deactivated)
when starting TRDP ?

A.6.6.5

Yes []

TRDP_

PD_033

Before sending a telegram, does
the topography counters of the
telegram be checked against the
actual topography counters to
ensure that the sending
application shares the actual

A.6.7

Yes []

PRI Lol : ol
trarT OoaCRooe vView—ana

operational train view?

TRDP |

PD_034

After reception of a telegram,
does the topography counter
values be checked to ensure
that caller and replier share an
identical train backbone view
and operational train view?

A.6.7

Yes []

TRDP |

PD_035

Does a publisher publish PD-
PDU(data) when a defined time
cycle terminates (push pattern)
and/or when it receives a
request from a dedicated
subscriber or an independent
communication device?

A.6.8.1

Yes []

TRDP |

PD_036

Does the publisher of pushed
PD-PDU apply a traffic shaping
mechanism for equal distribution
of the PD-PDU’s over the time
not to overload subscribers?

A.6.8.1

Yes []

TRDP |

PD_037

Does the publishing of PD-PDU
process follow the state diagram
shown in Figure A.15.7?

A.6.8.1

Yes[]No[]

TRDP |

PD_038

Does one dedicated subskcriber
or an independent
communication device request
one or many publishers to send
their PD-PDUs?

A.6.8.2

Yes[]No[]

TRDP |

PD_039

Does thewrequesting of PD-PDU
process follow the state diagram
shownjin Figure A.16.7?

A.6.8.2

Yes[]No[]

TRDP |

PD_040

Does the receiving of PD-PDU
process follow the state diagram
shown in Figure A.17.?

A.6.8.2

Yes[]No[]
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9.4.2.8 PICS related to Message Data
9.4.2.8.1 PICS related to Communication Model

Reference Question Req Ref. Implementation

TRDP_MD_001 Does MD support "notification" M A.7A1 Yes
communication model ?

TRDP_MD_002 Does MD support "request without | M A.7A1 Yes
confirmation" communication
model?

TRDP_MD_003 Does MD support "request with M A.7A1 Yes
confirmation" communication

I model?
TRDP_{MD_004 Is the caller able to define by M A.7A1 Yes

request type whether a reply is
expected or not?

TRDP_{MD_005 Is the replier able to define by the | M A.7A1 Yes-
reply type whether a confirmation
of its reply is expected or not?

TRDP_{MD_006 Does TRDP provide two M A.7A1 Yes
mechanisms to transfer MD(via
UDP and TCP)?

TRDP_|[MD_007 Are the different service primitives | M A.71 Yes

of UDP transfer and TCP transfer
mixed?
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9.4.2.8.2 PICS related to Communication Pattern and Addressing

Reference Question Req Ref. Implementation
TRDP_MD_008 Is MD exchange support the O A.7.3.1 Yes

following push communication
pattern defined in IEC 61375-1?

a) point to point, sporadic with
acknowledge, source knows
the sink;

b) point to point , sporadic
without acknowledge, source
knows the sink;

) adt L H~ 3 ~H
e}—point-to-multipoint—oporadie
with acknowledge, source
knows the sink;

d) point to multipoint, sporadic
without acknowledge, source
knows the sink;

e) point to multipoint, sporadic
with acknowledge, source
does not know the sink;

f)  point to multipoint, sporadic
without acknowledge, source
does not know the sink.

TRDP_{MD_009 Is MD exchange support the 0 A.7.3.2 Yes
following pull communication
pattern defined in IEC 61375-1?

a) point to point, sporadic with
acknowledge, sink knows the
source;

b) point to point, sporadic
without acknowledge, sink
knows the source;

c) point to multipoint, sporadic
with acknowledge, 'sink knows
the source;

d) point to multipoint, sporadic
without acknowledge, sink
knows the source;

e) pointto multipoint, sporadic
om first acknowledge, sink
does not know the source;

f)_\ point to multipoint, sporadic
without acknowledge, sink
does not know the source.

address or an IP multicast
el £ el H L
address—foraddressingirown

replier(s)?

TRDP1MD_01O Does MD caller use an IP unicast M A.7.4 Yes

TRDP_MD_011 Does MD caller use an IP M A.7.4 Yes
multicast address for addressing
unknown repliers?

TRDP_MD_012 Does MD replier respond to the M A.7.4 Yes
caller's unicast address?
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9.4.2.8.3 PICS related to MD-PDU
Reference Question Req Ref. Implementation
TRDP_MD_013 Is the structure of a MD-PDU M A.7.5 Yes
defined in Figure A.19 of
IEC 61375-2-3:2015 and
subsequently in ASN.1 notation
(additional explanation in Table
A.18 of IEC 61375-2-3:2015)7?
9.4.2.8.4 PICS related to TRDP Layer Service Primitives
RefFI'E'n'C'E Question Req Ret. mplementation
TRDP_|[MD_014 Does the caller provide M A.7.6.1 Yes
MD.request/MD.
indicate/MD.confirm/MD.abort
services primitive to TRDP user?
TRDP_[MD_015 Does the replier provide M A.7.6.1 Yes
MD.addListener/MD.updatelistene
r/MD.remListener/MD.indicate/MD
.reply/MD.release services
primitive to TRDP user?
9.4.2.8.5 PICS related to TRDP Layer Filtering Rules
Refgrence Question Req Ref. Implementation
TRDP_[MD_016 Does the service primitive O A.7.6.3 Yes NO[ 17
MD.addListener allows to define
SourceURI and Destination URI
for filtering received MD
telegrams according the fllowing
rules?
9.4.2.8.6 PICS related to Caller TRDP Layer
Refgrence Question Req Ref. Implementation
TRDP_|MD_019 Is the message-discarded If none M A.7.8.1 Yes
of the casesilisted in Table A.21
of IEC_61375-2-3:2015 is TRUE
whenlcaller requests sending a
meSssage and check the
topography counters?
TRDP_{MD_020 Is the session identifier of the M A.7.8.1 Yes
notification message set to 0?
TRDP_|MD_021 Is each request-reply/request- M A.7.8.1 Yes
reply-confirm session identified by
a 16 byte UUID according to RFC
4122, time based version to
ensure that the session identifier
is unique?
TRDP_MD_022 Is The session identifier M A.7.8.1 Yes
calculated at caller side in the
TRDP layer, transmitted within
each message and used at caller
and replier side to identify the
related caller and replier session?
TRDP_MD_023 Is a timeout value for the reply M A.7.8.1 Yes
message(s) defined by the TRDP
user (caller)?
TRDP_MD_024 Does the TRDP layer wait for M A.7.8.1 Yes

incoming reply messages
(MsgType ‘Mp’, ‘Mq’ or ‘Me’ )?
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Reference

Question

Req

Ref.

Implementation

TRDP_

MD_025

Are all incoming reply messages
related to the caller session
(identified by the received session
id) given immediately to the TRDP
user?

A.7.8.1

Yes

TRDP_

MD_026

Is the caller session closed if the
number of expected incoming
replies is reached and there are
no more outstanding
confirmations from TRDP user
(caller)

A.7.8.1

Yes

TRDP

MD_027

Does the TRDP layer start a timer

A7.8.1

Yes[]

with the given confirm timeout
time of the reply and wait for the
confirmation from the TRDP user
(caller) If the replier requests a
confirmation MsgType ‘Mq’)?

TRDP |

MD_028

Does the confirmation use as
destination URI the source URI
received in the reply message?

A.7.8.1

TRDP |

MD_029

Does the TRDP layer send a
confirmation message (MsgType
‘Mc’) to the replier after getting
the confirmation from TRDP user
(caller)?

A.7.8.1

TRDP |

MD_030

Does a confirmation message not
contain user data and be sent
only as unicast?

A.7.8.1

TRDP |

MD_031

Does the TRDP user (caller) take
care to provide the confirmation in
time as indicated by the
ReplyTimeOut parameter of the
reply?

A.7.8.1

TRDP |

MD_032

Is the TRDP user (caller) notified
that confirmations are missing and
the caller session be closed If the
number of incomingfeplies is
reached and the.confirm timeout
timer expires while waiting for
outstanding,confirmations from
TRDP user.(caller),

A.7.8.1

Yes

TRDP |

MD_033

Doesthe-TRDP layer, depending
on the-given parameter value
‘MaxNumRetries’, repeat the
request up to two times before it
notifies the TRDP user (caller)
about the missing reply and
closes the caller session if the
reply timeout timer of the caller
session expires because of a

A.7.8.1

Yes

missing reply and the number of
expected repliers is 1?

TRDP_

MD_034

Does the TRDP Layer notify its
TRDP user (caller) about the
timeout and the number of
missing replies if the reply timeout
timer expires and the number of
expected repliers is greater than 1
and less than the expected replies
have been received?

A.7.8.1

Yes

TRDP_

MD_035

Is the caller session closed when
all requested confirmations are
sent or the confirmation timeout
timer has timed out?

A.7.8.1

Yes
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Reference Question Req Ref. Implementation

TRDP_MD_036 Is the total number of replies M A.7.8.1 Yes
indicated to the TRDP user
(caller) and the caller session
closed if the number of repliers is
not known (parameter
NoOfRepliers = 0 and the reply
timeout timer expires?

TRDP_MD_037 Is no retransmission used of M A.7.8.1 Yes
request messages if TCP is used?

TRDP_MD_038 Does TRDP provide the interface M A.7.8.1 Yes
to continue a transmission after
the connection was lost for TCP.
used?

TRDP_|MD_039 Is the message discarded if the M A.7.8.1 Yes
TRDP layer receives a reply
message (MsgType ‘Mp’, ‘Mq’ or
‘Me’) without having opened a
caller session for the indicated
session id?

TRDP_{MD_040 Is the topography counter values M A.7.8.1 Yes
obtained during caller session
opening used
throughout the session (for
request and confirmation
messages)?

TRDP_[MD_041 Is the message discarded if a M A.7.8.1 Yes
TRDP user receives a reply
message with topography counter
values different to the expected
ones?

TRDP_|[MD_042 Is the session identifier destroyed «~M A.7.8.1 Yes
and the session closed and
running timers stopped if a TRDR
user aborts an (open) session
(e.g. after a train topology
change)?

9.4.2.8.7 PICS related to Replier TRDP Layer
Refgrence Question Req Ref. Implementation

TRDP_|[MD_043 Doesleach TRDP user (replier) M A.7.8.2 Yes
thatwants to receive MD register
as\listener for MD sent to a
specific URI (multicast or unicast)
or for MD of a specific Comld?

TRDP_|MD. 044 Are all incoming messages M A.7.8.2 Yes
checked against the actual
+npngrophy countars?

TRDP_MD_045 Are all incoming reply messages M A.7.8.2 Yes
related to the caller session
(identified by the received session
id) given immediately to the TRDP
user?

TRDP_MD_046 Are all incoming messages M A.7.8.2 Yes
checked against registered
listeners?

TRDP_MD_047 Is any message to a not M A.7.8.2 Yes

registered listener or to a listener
expecting another value of the
topography counters discarded?
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Reference

Question

Req

Ref.

Implementation

TRDPMD_048

Is an error message (MsgType =
‘Me’) sent indicating the error with
replyStatus == -3 (no replier
instance) in case of a unicast
request message to a not
registered listener or to a listener
expecting another value of the
topography counters?

A.7.8.2

Yes

TRDP_MD_049

Is the message passed to the
related listener if a notification
message (MsgType ‘Mn’) is
received,

A.7.8.2

Yes

TRDP [MD_050

Is a timeout timer with the
received reply timeout started and
the message passed to the
related listener and the TRDP
layer wait for the MD.reply of the
listener if a request message
(MsgType ‘Mr’) is received, then a
reply session opened using the
received session id?

A.7.8.2

Yes

TRDP_|MD_051

Is the received message
discarded and an error message
(MsgType = ‘Me’) sent, indicating
the error with replyStatus == -
(no memory (at replier side)) due
to the lack of resources, a reply
session can’t be opened?

A.7.8.2

Yes

TRDP |MD_052

Is the request message discarded
if a request message (MsgType
‘Mr’) is received for an open reply
session with the received session
id while waiting for the MD.reply
of the listener,

A.7.8.2

Yes

TRDP |MD_053

Does the TRDP layer send,
depending on MD.reply of.the
listener, a reply message-without
confirmation (MsgTypé.= ‘Mp’) or
a reply message withconfirmation
(MsgType = ‘M) to the caller
after receiving the MD.reply from
the TRDP_user (listener)?

A.7.8.2

Yes

TRDP |MD_054

Is a reply message sent only as
unicast using source IP address
and'source URI of the related

request message as destination
IP address and destination URI?

A.7.8.2

Yes

TRDP_MD_05%

Does the MD.reply of a listener
use as source IP address the IP
address of the listener and as

A.7.8.2

Yes

part) of the listener?

P-Y-NETS LR th IET=NP-Th LRI (caor
tH et aH et f

TRDP_MD_056

Is the reply session closed If a
reply message without
confirmation (MsgType = ‘Mp’)
was sent?

A.7.8.2

Yes

TRDP_MD_057

Is the timeout timer of the reply
session restarted using the given
confirm timeout value if a reply
message with confirmation
(MsgType = ‘Mq’) was sent?

A.7.8.2

Yes
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Reference Question Req Ref. Implementation
TRDP_MD_058 Does the TRDP layer repeat M A.7.8.2 Yes

sending the reply message
(MsgType = ‘Mq’) to the caller
with an incremented sequence
counter if a request message
(MsgType ‘Mr’) is received with a
different sequence counter for an
already open reply session, after
the TRDP layer has received the
MD.reply from the TRDP user

(replier)?
TRDP_MD_059 Is the timeout timer of the reply M A.7.8.2 Yes
coeelonros tartod uoina tha ~han
A tarted-using-the-given

confirm timout value after
resending the reply message?

TRDP_{MD_060 Is the request message discarded M A.7.8.2 Yes |
if a request message (MsgType
‘Mr’) is received for an already
open reply session and the same
sequence counter like received
before?

TRDP_|[MD_061 Is the related listener notified and M A.7.8.2 Yes
the session closed if a
confirmation message (MsgType
‘Mc’) is received for an open reply
session with the received session
id?

TRDP_{MD_062 Is the message discarded if a M A.7.8.2 Yes
confirmation message (MsgType
‘Mc’) is received without having
an open reply session with the
received session id?

TRDP_|[MD_063 Is the reply session closed if the M A.7.8.2 Yes
timeout timer of a reply session
expires?

TRDP_|[MD_064 Is the listener notified incase ofa | M A.7.8.2 Yes

timeout because of a missing
confirmation or a missing
MD.reply of the fistener?

TRDP_|[MD_065 Are the topography counter values | M A.7.8.2 Yes
obtained in.an MD.addListener
service primitive used for
upcoming reply sessions unless
they, are updated by the user
(MDrupdateListener service
primitive)?

TRDP_[MD_066 Is the message discarded if a M A.7.8.2 Yes
TRDP user receives a request
message with topography counter
values different to the expected
ones (see Table A.21 of
IEC61375-2-3)?

TRDP_MD_067 Are running timers stopped, the M A.7.8.2 Yes
session identifier destroyed and
the session closed if a TRDP user
removes or updates a listener
during an open session?
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9.4.2.8.8 PICS related to TCP Connection Handling

Reference Question Req Ref. Implementation
TRDP_MD_068 Does the first TCP connection M A.7.9 Yes

between the caller and the replier
device request open a connection
if there was not yet a connection
established before?

TRDP_MD_069 Does the caller close an existing M A.7.9 Yes
TCP connection (active end) in
the following cases?

— A signal that the TCP
connection will be closed has
been received.

— TRDP shut down or re-
initialization.

— A timeout occurred because the
TCP connection has not been
used for a defined time.

TRDP_{MD_070 Does the replier use the M A.7.9 Yes
connection opened by the caller?
TRDP_|MD_071 Does the replier close an existing M A.7.9 Yes

TCP connection (passive end) in
the following cases?

— A signal that the TCP
connection will be closed has
been received.

— TRDP shut down or re-
initialization.

— Another TCP connection was
opened from the same caller
device and the old connection

is not used anymore for a
defined time.

9.4.2.8.9 PICS related to Message Data Echo Server

Refgrence Question Req Ref. Implementation
TRDP_|[MD_072 Does end-devices with TRDP (6] A.8 Yes

message-data support provide a
message data echo function?

TRDP_|[MD_073 I1s.the Message Data Echo (6] A.8 Yes
implemented in the TRDP layer?

TRDP_[MD_074 Is the user data of the returned O A.8 Yes
message a copy of the received
user data?

TRDP_MD_075 Is an echo message created and O A.8 Yes

returned to the source when
message data arrive with the echo
Comld?

9.5 Message Data test
9.5.1 Testing framework

A testing system with Ethernet connection to the ETBN shall be used. The TRDP library is
integrated in the ETBN control software. The testing system needs to be able to send/receive
UDP/TCP telegrams to/from the ETBN.
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It is necessary to have an “Ethernet bus analyzer tool” to test the communication between the
testing system and the ETBN. "Ethernet bus analyzer tool" could be defined as a software tool
to capture Ethernet frames and dissect and analyze them. For example: "Wireshark".

9.5.2 Communication Model Test
9.5.2.1 Test purpose

Test the correctness of TRDP Message Data communication model. The communication model
is formed by a Caller and a Replier.

9.5.2.2 TRDP Message Data supports notification (request without reply)

IDENT|FIER TC23TRDPMD_001

TITLE TRDP Message Data supports natification

DESCRIPTION The next test case will ensure that:
The testing system receives correctly notificationnmessages of fthe
ETBN.

REQUIREMENT Mandatory

INITIAL. CONDITIONS Test Bench powered off

STEPS Step 1:  Ensure that the testing, system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture_the frames of the ETBN.

Step 3: Check that'message data frames are received from
port=17225.

Step 4: Cheéck that MsgType field of received message is eqjal to
‘4ADBE’H (‘Mn’), “Request without reply” telegram typg.

Step-5¢/) Check that no reply messages are sent.
FINAL|CONDITIONS Test Bench powered off
ACCERTANCE CRITERIA The result of test is successful if:

A frame is received with correct MsgType (notification) identifigr. As
it is a notification message, no reply message is sent.
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9.5.2.3 TRDP Message Data supports request without confirmation (request with
reply but without confirmation)

IDENTIFIER TC23TRDPMD_002

TITLE TRDP Message Data supports request without confirmation

DESCRIPTION The next test case will ensure that:
The testing system sends a request and expects a reply, but without
a confirmation

REQUIREMENT Mandatory

INITIAL CONDITIONS

Test Bench powered off

A request withv-reply datagram is sent to the ETBN and a reply

STEPS Step 1- Ensure that the tesnng_s;gslem_ls_mmaatad_m_me_l:_'l‘ i BN
with a correct IP address. Check that the communjcation
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in thefltesting dystem
and capture the frames of the ETBN.

Step 3: Check that a request message is sent to the ETBN frpm
port=17225.

Step 4: Check that MsgType identifier is' equal to ‘4D72’H (‘Mr’),
“Request with Reply” datagram type.

Step 5: Check that a reply messagejis received back from the
ETBN, port=17225.

Step 6: Check that MsgTypg-identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 7:  Check that no.confirmation message is sent to the ETBN.

FINAL|CONDITIONS Test Bench powered, off

ACCERTANCE CRITERIA The result of test\s successful if:

without confirmation is received back. As no confirmation mesgage is

expected; ho confirmation message is sent.
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9.5.2.4 TRDP Message Data supports request with confirmation (request with reply
and confirmation)

IDENTIFIER TC23TRDPMD_003
TITLE TRDP Message Data supports request with confirmation
DESCRIPTION The next test case will ensure that:

The testing system sends a request and expects a reply. A
confirmation message is needed for a successful communication.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1+ Ensure that the testing system is connected ta the ETBN

with a correct IP address. Check that the communijcation
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in thefltesting dystem
and capture the frames of the ETBN.

Step 3: Check that a request message is sent to the ETBN frpm
port=17225.

Step 4: Check that MsgType identifier is' equal to ‘4D72’H (‘Mr’),
“Request with Reply” datagram type.

Step 5: Check that a reply messagejis received back from th
ETBN, port=17225.

Step 6: Check that MsgTypg-identifier is equal to ‘4D71'H (‘MQq’),
“Reply with confirmation” datagram type.

™

Step 7:  Check that a.confirmation message is sent to the ETBN,
port=17225

Step 8: Checkcthat MsgType identifier is equal to ‘4D63’H (‘Mc’),
“confirm” datagram type.

FINAL|CONDITIONS Test Bench¢powered off

ACCERTANCE CRITERIA The result of test is successful if:

A request with reply datagram is sent to the ETBN and a reply with
confirmation datagram is received back. A confirmation message is
sent to the ETBN to close the communication.
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9.5.2.5 TRDP Message Data provides UDP mechanisms to transfer MD

IDENTIFIER TC23TRDPMD_004
TITLE TRDP Message Data provides UDP mechanisms to transfer MD
DESCRIPTION The next test case will ensure that:
The testing system receives correctly notification messages of the
ETBN via UDP.
REQUIREMENT Mandatory
INITIAL CONDITIONS ETBN and testing system shall be prepared for UDP communication.

Test Bench powered off.

STEPS Step—t—Emsure that thetestimgsystenT s conmectedto the £1 BN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configure the t¢ol to
focus on UDP frames.

Step 3: Check that message data frames are.received from
port=17225.

Step 4: Check that MsgType field of teceived message is eqfal to
‘AD6E’H (‘Mn’), “Request without reply” telegram typg, and
that it is an UDP frameg

FINAL|CONDITIONS Test Bench powered off

ACCERTANCE CRITERIA The result of test is successful if:

A notification UDP framenis received from the ETBN.

9.5.2.6 TRDP Message Data provides TCPRmechanisms to transfer MD

IDENT|FIER TC23TRDPMD_005
TITLE TRDPR*Message Data provides TCP mechanisms to transfer M[J
DESCRIPTION The next test case will ensure that:
The testing system receives correctly notification messages of fthe
ETBN via TCP.
REQUIREMENT Mandatory
INITIAL. CONDITIONS ETBN and testing system shall be prepared for TCP communicption.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configure the t¢ol to
focus on TCP frames.

Step 3: Check that message data frames are received from
port=17225.

Step 4: Check that MsgType field of received message is equal to
‘4D6E’H (‘Mn’), “Request without reply” telegram type, and
that it is a TCP frame.

FINAL CONDITIONS

ACCEPTANCE CRITERIA The result of test is successful if:

A notification TCP frame is received from the Switch.
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9.5.2.7 TRDP UDP transfer and TRDP TCP transfer not mixed

IDENTIFIER TC23TRDPMD_006
TITLE TRDP UDP transfer and TRDP TCP transfer not mixed
DESCRIPTION The next test case will ensure that:

TRDP shall provide two mechanisms to transfer message data (via
UDP and via TCP); the different service primitives of the two
possibilities shall not be mixed.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

ETBN shall be prepared for TCP communication, and testing system
shall be prepared for TCP communication.

Test Bench powered off.

communication type, and primitives of different protocols are n

mixed.

STEPS Step 1:  Ensure that the testing system is connected to-the/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in) the testing dystem
and capture the frames of the ETBN(.Configure the tgol to
focus on TCP frames.

Step 3: Check that message data frames are received from
port=17225.

Step 4: Check that a request message is sent to the ETBN frpm
port=17225.

Step 5: Check that MsgType.identifier is equal to ‘4D72’H (‘Mr’),
“Request with Reply” datagram type.

Step 6: Check that4t/is'a TCP frame type.

Step 7:  Check that TRDP user level at ETBN is not notified about
the reception of a TCP message.

Step 8: Check that ETBN does not send a reply message.

Step 9: & Check that no retransmission of request message is flone
(as TCP configuration is used in the testing system).

Step 10: Check that TRDP user at testing system is notified about
that retransmission is not done.

FINAL|CONDITIONS Test Bench powered off

ACCERTANCE CRITERIA The result of test is successful if:

There is no retransmission of request message as it is part of YDP

bt

9.5.3 Communication Pattern and Addressing Test

9.5.3.1 Test purpose

Test the correctness of TRDP Message Data communication pattern. TRDP data exchange
supports push and pull communication patterns.

In Push communication pattern, the ETBN(Caller) is the source of the message, and the Testing
System(Replier) is the sink of the message data.

In Pull communication pattern, the Testing System(Caller) is the sink of the message, and the
ETBN(Replier) is the source of the message data.
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9.5.3.2 Point to Point, sporadic with acknowledge (reply), source knows the sink

IDENTIFIER TC23TRDPMD_007

TITLE Point to Point, sporadic with acknowledge (reply), source knows the
sink

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports push communication patterns, point to
point, sporadic with acknowledge (reply), where source knows the

sink.
REQUIREMENT Mandatory
INITIAL CONDITIONS A network with a testing system and an ETBN shall be used.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to-the/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in) the testing dystem
and capture the frames of the ETBN!

Step 3: Check that message data frames)are received from
port=17225.

Step 4: A request message is sent'to the ETBN.

Step 5: Check that MsgType field/0f sent message is equal t
‘AD72’H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent{DestinationURI field contains an unigast
URI.

Step 7: Check that destination IP address is an unicast IP address.
Step 8: Checkithat dataSet field contains no information.

Step 9: Check that a reply message is sent from the ETBN,
port=17225.

Step.10:;,*Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent i the
request message is used.

Step 12: Check that the destination IP address is an unicast IP
address.

Step 13: Check that dataSet field contains information related|to
(TTDB — train directory information request, Comld =[102).

Step 14: Check that TRDP user is notified about the reply.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE.CRITERIA The result of test is successful if:

A request message is sent from the caller, and a reply messagg is
sent back, with correct fields.
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9.5.3.3 Point to Point, sporadic without acknowledge (reply), source knows the sink

IDENTIFIER TC23TRDPMD_008

TITLE Point to Point, sporadic without acknowledge (reply), source knows
the sink

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports push communication patterns, point to
point, sporadic without acknowledge (reply), where source knows the

sink.
REQUIREMENT Mandatory
INITIAL CONDITIONS A network with a testing system and an ETBN shall be used.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to-the/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in) the testing dystem
and capture the frames of the ETBN!

Step 3: Check that message data frames)are received from
port=17225.

Step 4: Check that a notification message is sent from the ETBN.

Step 5: Check that MsgType is.equal to ‘4D6E’H (‘Mn’), “Reqfuest
without reply” telegram type.

Step 6: Check that DestinationURI field contains an unicast URI.
Step 7: Check that destination IP address is an unicast IP address.

Step 8: Check that\dataSet field contains information related|to
(TTDB«=Atrain directory information request, Comld =|102).

Step 9: Check that no reply message is sent back to the ETHN in

port=17225.
FINAL|CONDITIONS Test.Bench powered off.
ACCERTANCE CRITERIA The tesult of test is successful if:

A-notification message is sent from the caller, with correct fields, and
no reply message is sent back.
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9.5.3.4 Point to Multipoint, sporadic with acknowledge (reply), source knows the

sink
IDENTIFIER TC23TRDPMD_009
TITLE Point to Multipoint, sporadic with acknowledge (reply), source knows
the sink
DESCRIPTION The next test case will ensure that:

TRDP data exchange supports push communication patterns, point to
multipoint, sporadic with acknowledge (reply), where source knows
the sink.

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

N 4 ! o 4 4 4 ol =
X e tWoTrKt Wit a eSSt g—SyStemancatwo—T—

Test Bench powered off.

STEPS

Step 1:  Ensure that the testing system is connected %o the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are received from
port=17225.

Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that MsgTypg-field is equal to ‘4D72’H (‘Mr’),
“Request with reply*™telegram type.

Step 6: Check that DéstinationURI field contains a multicast URI.

Step 7: Check that destination IP address is a multicast IP
address.

Step 8: Check that dataSet field contains no information.

Step 9: Check that a reply message is sent from both ETBNS|,
port=17225.

Step10: Check that MsgType identifier is equal to ‘4D70’H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent i the
request message is used.

Step 12: Check that destination IP address is an unicast IP address.

Step 13: Check that dataSet field contains information related|to
(TTDB — train directory information request, Comld =[102).

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

A request message is sent from the caller, with correct fields, gnd a
confirmation message is sent back.
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9.5.3.5 Point to Multipoint, sporadic without acknowledge (reply), source knows the
sink

IDENTIFIER TC23TRDPMD_010

TITLE Point to Multipoint, sporadic without acknowledge (reply), source
knows the sink

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports push communication patterns, point to
multipoint, sporadic without acknowledge (reply), where source
knows the sink.

REQUIREMENT Mandatory

INITIAE-CONBHHONS N 4 ! o 4 4 4 ol = R TN d
FCUNDTTTUIND X NTCTWOTR-WITIT a (CSTMg-SYSTCHT atta two DrsS—sSTam g used.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected 0 the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are received from
port=17225.

Step 4: Check that a notification/message is sent from the ETBNs.

Step 5: Check that MsgTypge.of sent message is equal to ‘4DBE’H
(‘Mn’), “Requestwithout reply” telegram type.

Step 6: Check that DéstinationURI field contains a multicast URI.

Step 7:  Check that destination IP address is a multicast IP
address.

Step 8: Check that dataSet field contains information related|to
(TTRDB — train directory information request, Comld =[102).

Step 9;~.Check that no reply message is sent to the ETBNSs,
port=17225.

FINAL|CONDITIONS Test Bench powered off

ACCERTANCE CRITERIA The result of test is successful if:

A notification message is sent from the caller, with correct fields, and
no reply message is sent back.
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9.5.3.6 Point to Multipoint, sporadic with acknowledge (reply), source does not know

the sink
IDENTIFIER TC23TRDPMD_011
TITLE Point to Multipoint, sporadic with acknowledge, source does not know
the sink
DESCRIPTION The next test case will ensure that:
TRDP data exchange supports push communication patterns, point to
multipoint, sporadic with acknowledge (reply), where source does not
know the sink.
REQUIREMENT Mandatory
INITIAE-CONBHHONS A-network-with-a-testing-systemand-twoEFBNs—shatt-betsed
Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected 0 the ETBN
with a correct IP address. Check that the Communication
between both systems is good.
Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.
Step 3: Check that message data frames are received from
port=17225.
Step 4: Check that a request message is sent to the ETBNs.
Step 5: Check that MsgTypg-.of sent messages is equal to ‘4Pp72’'H
(‘Mr’), “Requestwith-reply” telegram type.
Step 6: Check that DéstinationURI field contains a multicast URI.
Step 7: Check that destination IP address is a multicast IP
address,
Step 8: CheCk that no information is sent in the dataSet.
Step 9: Check that no reply message is sent back from the E[TBNs,
port=17225, as source does not know the sink (IEC §1375-
1 Section: 7.2.3.3).
Step 10: Check that TRDP user is notified about this event.
FINAL|CONDITIONS Test Bench powered off
ACCERTANCE CRITERIA The result of test is successful if:
A request message is sent from the caller, with correct fields, gnd as
source does not know the sink, no confirmation message is sent back
from the repliers.
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9.5.3.7 Point to Multipoint, sporadic without acknowledge (reply), source does not

know the sink

IDENTIFIER TC23TRDPMD_012

TITLE Point to Multipoint, sporadic without acknowledge (replay), source
does not know the sink

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports push communication patterns, point to
multipoint, sporadic without acknowledge (reply), where source does
not know the sink.

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

N 4 ! o 4 4 4 ol =
X e tWoTrKt Wit a eSSt g—SyStemancatwo—T—

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected %o the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are received from
port=17225.

Step 4: Check that a notification/message is sent from the ETBNs.

Step 5: Check that MsgTypge-field is equal to ‘4D6E’H (‘Mn’),
“Request without reply” telegram type.

Step 6: Check that DéstinationURI field contains a multicast URI.

Step 7: Check that destination IP address is a multicast IP
address.

Step 8: Check that dataSet field contains information related|to
(TTRDB — train directory information request, Comld =[102).

Step 9;~.Check that no reply message is sent to the ETBNs,
port=17225.

FINAL|CONDITIONS

Test Bench powered off

ACCERTANCE CRITERIA

The result of test is successful if:

A notification message is received from the caller, with correctffields,
and no reply message is sent back.
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9.5.3.8 Point to Point, sporadic with acknowledge (confirm), sink knows the source

IDENTIFIER TC23TRDPMD_013

TITLE Point to Point, sporadic with acknowledge (confirm), sink knows the
source

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
point, sporadic with acknowledge(confirm), where sink knows the

source.
REQUIREMENT Mandatory
INITIAL CONDITIONS A network with a testing system and an ETBN shall be used.

Test Bench powered off

STEPS Step 1:  Ensure that the testing system is connected to-the/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in) the testing dystem
and capture the frames of the ETBN!

Step 3: Check that message data framesJare sent from port=[17225.
Step 4: Check that a request messaggenis sent to the ETBN.

Step 5: Check that MsgType field\of’'sent message is equal t
‘4D72’H (‘Mr’), “Requestiwith reply” telegram type.

Step 6: Check that sent DestinationURI field contains an unig¢ast
URI.

Step 7: Check that destination IP address is an unicast IP address.

Step 8: Check thaha reply message is sent back from the ET[BN,
port=17225.

Step 9: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step.10:;,*Check that MsgType identifier is equal to ‘4D71'H (‘MQq’),
“Reply with confirmation” datagram type.

Step 11: Check that dataSet field contains information related|to
(TTDB - train directory information request, Comld =|102).

Step 12: Check that TRDP user is notified about the reply.

Step 13: Check that a confirmation message is sent to the ETBN,
port 17225.

Step 14: Check that comld identifier is equal to O, as it is a mgssage
data confirmation message.

Step 15: Check that datasetLength field is equal to 0, as it is gn
acknowledge datagram.

Step 16: Check that as DestinationURI, the source URI receivgd in
the reply message is used.

Step 17: Check that destination IP address is an unicast IP address.

FINAL CONDITIONS Test Bench powered off

ACCEPTANCE CRITERIA The result of test is successful if:

A request message is sent from the caller, a reply message is sent
back, and a confirmation message closes the communication, all with
correct fields.
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9.5.3.9 Point to Point, sporadic without acknowledge (confirm), sink knows the

source
IDENTIFIER TC23TRDPMD_014
TITLE Point to Point, sporadic without acknowledge (confirm), sink knows
the source
DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
point, sporadic without acknowledge (confirm), where sink knows the
source.

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

N 4 ! o 4 4 4 ol =
X etwWorKtwitm a tesStmg—SysStem—anc—an—T—

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected %o the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgType, field’of sent message is equal t
‘4D72’H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent"DestinationURI field contains an unig¢ast
URI.

Step 7: Check that destination IP address is an unicast IP address.

Step 8: Check’that a reply message is sent back from the ET[BN,
port&17225.

Step 9: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step10: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent i} the
request message is used.

Step 12: Check that destination IP address is an unicast IP address

Step 13: Check that dataSet field contains information related|to
(TTDB - train directory information request, Comld =[102).

Step 14: Check that TRDP user is notified about the replies.

FINAL|CONDITIONS

Test Bench powered off

ACCERTANCE\CRITERIA

The result of test is successful if:

A request message is sent from the caller and a reply messaggq is
sent back, without a confirmation message closing the

communication, all with correct fields
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9.5.3.10 Point to Multipoint, sporadic with acknowledge (confirm), sink knows the

source
IDENTIFIER TC23TRDPMD_015
TITLE Point to Multipoint, sporadic with acknowledge (confirm), sink knows
the source
DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
multipoint, sporadic with acknowledge (confirm), where sink knows
the source.

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

N 4 ! o 4 4 4 ol =
X e tWorKt Wit a eSSt g—SyStemancatwo—T—

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected %o the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that MsgType, field’of sent message is equal t
‘4D72’H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent"DestinationURI field contains a multicast
URI.

Step 7: Check that destination IP address is a multicast IP
address.

Step 8: Check that a reply message is sent back from the ET[BNs,
pOrt=17225.

Step 9;~.Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 10: Check that MsgType identifier is equal to ‘4D71'H (‘MQq’),
“Reply with confirmation” datagram type.

Step 11: Check that dataSet field contains information related|to
(TTDB — train directory information request, Comld =[102).

Step 12: Check that TRDP user is notified about the replies.

Step 13: Check that a confirmation message is sent to the Trafin
Swithes, port 17225.

Step 14: Check that comld identifier is equal to O, as it is a mgssage
data confirmation message.

Step 15: Check that datasetLength field is equal to 0, as it is gn
acknowledge datagram.

Step 16: Check that as DestinationURI, the source URI receivgd in

itk oo Sk H b
te-fFepry-hessage+s+usear

Step 17: Check that destination IP address is an unicast IP address.

FINAL CONDITIONS

Test Bench powered off

ACCEPTANCE CRITERIA

The result of test is successful if:

A request message is sent from the caller, reply messages are sent
back, and confirmation messages close the communication, all with
correct fields.
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9.5.3.11 Point to Multipoint, sporadic without acknowledge (confirm), sink knows the

source
IDENTIFIER TC23TRDPMD_016
TITLE Point to Multipoint, sporadic without acknowledge (confirm), sink
knows the source
DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
multipoint, sporadic without acknowledge (confirm), where sink
knows the source.

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

N 4 ! o 4 4 4 ol =
X e tWoTrKt Wit a eSSt g—SyStemancatwo—T—

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected %o the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that sent messages MsgType field is equal to
‘4D72’H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent"DestinationURI field contains a multicast
URI.

Step 7: Check that destination IP address is a multicast IP
address.

Step 8: ChecCk that a reply message is sent back from the ET[BNs,
pOrt=17225.

Step 9;~.Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 10: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent i} the
request message is used.

Step 12: Check that dataSet field contains information related|to
(TTDB - train directory information request, Comld =|102).

Step 13: Check that TRDP user is notified about the replies.

Step 14: Check that no confirmation message is sent to the ETBNs,
port 17225.

FINAL|CONDITIONS

Test Bench powered off

ACCERTANCE CRITERIA

The result of test is successful if:

A request message is sent from the caller and reply messageslare

sent back, without a confirmation message closing the
communication, all with correct fields.
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9.5.3.12 Point to Multipoint, sporadic on first acknowledge (confirm), sink does not
know the source

IDENTIFIER TC23TRDPMD_017

TITLE Point to Multipoint, sporadic on first acknowledge (confirm), sink
does not know the source

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
multipoint, sporadic on first acknowledge (confirm), where sink does
not know the source.

REQUIREMENT Mandatory

INITIAE-CONBHHONS A & 1 hlo 4 b & ol [
FCUNDTTTUIND X TCIWOTR-WITT & (SSTUTMg-SyStehT ana (wo

Test Bench powered off

STEPS Step 1:  Ensure that the testing system is connected'to,the E[TBN
with a correct IP address. Check that the(@ommunication
between both systems is good.

Step 2: Open the “Ethernet bus analyzer tool*%in the testing gystem
and capture the frames of the EFBN.

Step 3: Check that message data frames are sent from
port=17225.

Step 4: Check that a request meSsage is sent to the ETBNSs,

Step 5: Check that MsgTypefield of sent messages is equal|to
‘4D72'H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent/DestinationURI field contains a multjcast
URI.

Step 7:  Check that destination IP address is a multicast IP
address.

Step 8: €heck that a reply message is sent back from the ETBNs,
port=17225.

Step9:/ Check that each reply message is sent within the
replyTimeout value defined in the request message.

Step 10: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent ip the
request message is used.

Step 12: Check that dataSet field contains information relateq to
(TTDB - train directory information request, Comld § 102).

Step 13: Check that TRDP user is only notified about the first
acknowledge, other replies are ignored.

Step 14: Check that no confirmation message is sent to the E[TBNs,
port 17225, as sink does not know the source (IEC g1375-
1:2012, 7.2.4.3).

FINAL|CONDITIONS Test Bench powered off

ACCEPTANCE CRITERIA The result of test is successful if:

A request message is sent from the caller and reply messages are
sent back, but all are ignored except the first one. No confirmation
message is sent as source is unknown.
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9.5.3.13 Point to Multipoint, sporadic without acknowledge (confirm), sink does not
know the source

IDENTIFIER TC23TRDPMD_018

TITLE Point to Multipoint, sporadic without acknowledge (confirm), sink
does not know the source

DESCRIPTION The next test case will ensure that:

TRDP data exchange supports pull communication patterns, point to
multipoint, sporadic without acknowledge (confirm), where sink does
not know the source.

REQUIREMENT Mandatory

INITIAE-CONBHHONS N 4 ! o 4 4 4 ol -
FCUNDTTTUIND X NTCTWOTR-WITIT a (CSTMg-SYSTCHT atta two

Test Bench powered off

STEPS Step 1:  Ensure that the testing system is connected 0 the ETBN
with a correct IP address. Check that the Communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer to6lin the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that MsgType, field’of sent messages is equal fo
‘4D72’H (‘Mr’), “Request with reply” telegram type.

Step 6: Check that sent"DestinationURI field contains a multicast
URI.

Step 7: Check that destination IP address is a multicast IP
address.

Step 8: ChecCk that a reply message is sent back from the ET[BNs,
pOrt=17225.

Step 9:~.Check that each reply message is sent within the
replyTimeout value defined in the request message.

Step 10: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent i} the
request message is used.

Step 12: Check that dataSet field contains information related|to
(TTDB — train directory information request, Comld =[102).

Step 13: Check that TRDP user is notified about the replies.

Step 14: Check that no confirmation message is sent to the ETBNs,

port 17225.
FINAL|CONDITIONS Test Bench powered off
ACCERTANCE CRITERIA The result of test is successful if:

A request message is sent from the caller and a reply messagd are
sent back, without a confirmation message closing the
communication, all with correct fields.

9.5.4 MD-PDU Test
9.5.4.1 Test purpose

Test the correctness of TRDP MD-PDU structure, as defined in Figure A.19 and Table A.18 of
IEC 61375-2-3:2015.
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IDENTIFIER TC23TRDPMD_019
TITLE TRDP MD-PDU structure
DESCRIPTION The next test case will ensure that:

TRDP MD-PDU structure complies with specification defined in
Figure A.19 and Table A.18.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

Test Bench powered off

STEPS

Step 1:

Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:

Step 3:
Step 4:

Step 5:

Step 6:

Step-7¢

Step 8:

Step 9:

Step 10:

Step 11:

Step 12:

Step 13:

Open the “Ethernet bus analyzer tool” in the testing.qystem
and capture the frames of the ETBN.

Check that message data frames are sent fromyport={17225.

Check that captured frame contains UINT32 type
SequenceCounter field, that is 0 at starty/it is returnef with
the reply message and it is incremented with the repgtition
of the message.

Check that captured frame contains VERSION type
protocolVersion field. MainVersion is UINT8 higher
significant octet, and SubVtersion is lower significant joctet.

Check that captured®frame contains UINT16 type msgType
field. Type of telegram could be one of the following:
‘4D6E’H (‘Mn’~Natification)

‘4D72’H (‘Mr) Request with reply)

‘4D70’H (*Mp’, Reply without confirmation)
‘4AD71'H.¢Mq’, Reply with confirmation)

‘4D68H (‘Mc’, Confirm)

‘4D65’H (‘Me’, error)

Check that captured frame contains UINT32 type comld

field, and its value complies with values of Table A.2

Check that captured frame contains UINT32 type
etbTopoCnt field. It could be set to 0 if it is not used.

Check that captured frame contains UINT32 type
opTrnTopoCnt field. It could be set to 0 if it is not use¢d.

Check that captured frame contains UINT32 type
datasetLength field.

Check that captured frame contains INT32 type reply[Status
field. A value equal to 0 is used for a correct reply status,
and a negative value for error status.

Check that captured frame contains UINT32[4] type
sessionld field.

Check that captured frame contains UINT32 type

Step 14:

Step 15:

Step 16:

Step 17:

rephyHrmeoutfield—tH-ecoutd-be-—set-te-B-fer—Mr—Mp~-Mc’ or
‘Me’ type of telegram.

Check that captured frame contains CHAR[32] type
sourceUri field. It could be a null terminated empty string.

Check that captured frame contains CHAR[32] type
destinationURI field. It could be a null terminated empty
string.

Check that captured frame contains UINT32 type
headerFCS field, with header checksum.

Check that captured frame contains UINT8[] dataSet.
DatasetLength is the length of the array.

FINAL CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

The result of test is successful if:

The structure of captured frame complies with the structure defined in
Figure A.19 and Table A.18.
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9.5.5 TRDP Layer Service Primitives Test
9.5.5.1 Test purpose

Test that TRDP layer provides services for message data communication to the TRDP user,
callers and repliers, and that the services comply with the characteristics defined in Table A.19
and Table A.20.

9.5.5.2 The caller provides MD.request, MD.indicate, MD.confirm and MD.abort
services to the TRDP user

IDENT|FIER TC23TRDPMD_020

TITLE The caller provides MD.request, MD.indicate, MD.confirmmand
MD.abort services to the TRDP user

DESCRIPTION The next test case will ensure that:

The caller provides MD.request, MD.indicate, MD.confirm and
MD.abort services to the TRDP user

REQUIREMENT Mandatory
INITIAL. CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing\syStem is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capturéthe frames of the ETBN.

Step 3: Check.that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
{‘Mr’, Request with reply). This processing is providef by
MD.request service.

Step 6: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 7:  Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 8: Check that MsgType identifier is equal to ‘4D71'H (‘Mq’),
“Reply with confirmation” datagram type.

Step 9: Check that as DestinationURI, the source URI sent i the
request message is used.

Step 10: Check that Sessionld identifier of received message
equal to the identifier configured in the request messpge.

Step 11: Check that TRDP user at the Caller, is notified about|that
reply is received. This process is carried out by
MD.indicate process.

[

Step 12: Check that a confirmation message is sent to the ETBN,
port 17225. This processing is provided by MD.confirm
service.

Step 13: Check that Sessionld is the same as received in the reply
message. This parameter is received from reply message
by MD.indicate service, and then used by MD.confirm
service.

Step 14: Check that no more messages are sent or received using
the same Sessionld, as the communication is closed by
MD.abort service.

FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA The result of test is successful if:

The request/reply communication process is completed successfully
after receiving correctly the requested information.
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9.5.5.3 The replier provides MD.addListener, MD.updateListener, MD.remListener,
MD.indicate, MD.reply and MD.release services to the TRDP user

IDENTIFIER TC23TRDPMD_021

TITLE The replier provides MD.addListener, MD.updateListener,
MD.remlListener, MD.indicate, MD.reply and MD.release services to
the TRDP user

DESCRIPTION The next test case will ensure that:

The replier provides MD.addListener, MD.updateListener,
MD.remlListener, MD.indicate, MD.reply and MD.release services to
the TRDP user

REQUIREMENT Mandatory

INITIAL CONDITIONS MD.addListener is configured in replier to accept request messnges
with Comld equal to 102.

Test Bench powered off.
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IDENTIFIER TC23TRDPMD_021

STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing system
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=17225.

Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D72'H
(‘Mr’, Request with reply).

Step 6: Check that Comld is equal to 102, asking for train directory
information.

Step 7: TRDP user at the replier is notified about that a requgst
message is received. This is done by MD.addListenef
service.

Step 8: Check that a reply message is sent back from'the ET[BN,
port=17225. This process is done by MD.reply servicg in
the replier, after Md.indicate service creates an event for
the received request.

Step 9: Check that the reply message isfsent within the
replyTimeout value defined ip-the request message.

Step 10: Check that MsgType identifieriis equal to ‘4D71'H (‘MQq’),
“Reply with confirmation”,datagram type.

Step 11: Check that as DestinationURI, the source URI sent i the
request message is(used.

Step 12: Check that Comld is equal to Comld sent in request
message, and\that DataSet field contains information for
requested Comld. Replier MD.addListener service fil{ers by
Comld.

Step 13: Check that Sessionld identifier of received messageq is
equalto the identifier configured in the request messpge.

Step 14:_«Check that a confirmation message is sent to the ETBN,
port 17225.

Step\15: Check that no more messages are sent during this
request/reply process session, because replier MD.r¢lease
service receives confirmation message.

Step 16: Check that a new request message is sent to the ETBN.

Step 17: Check that MsgType of sent message is equal to ‘4072'H
(‘Mr’, Request with reply).

Step 18: Check that Comld is equal to 104, asking for train difectory
information.

Step 19: Check that a reply message is sent back from the ET[BN,
port=17225. This is done because old MD-remListeng¢r
service filtering Comld=102 was removed with
MD.remListener service, and a new listening service was
created to filter Comld=104.

Step 20: Check that MsgType identifier is equal to ‘4D70’H (‘Mp’),
“Reply without confirmation” datagram type.

Step 21: Check that as DestinationURI, the source URI sent in the
request message is used.

Step 22: Check that Comld is equal to Comld sent in request
message, and that DataSet field contains information for
requested Comld.

Step 23: Check that Sessionld identifier of received messages is

equal to the identifier configured in the request message.

FINAL CONDITIONS

Test Bench powered off.

ACCEPTANCE CRITERIA

The result of test is successful if:

The request/reply communication processes are completed
successfully after receiving correctly the requested information.
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9.5.6 TRDP Layer Filtering Rules Test
9.5.6.1 Test purpose

Test the Filtering Rules defined for MD.addListener service.

9.5.6.2 Empty DestinationURI in MD telegrams

IDENTIFIER TC23TRDPMD_022

TITLE Empty DestinationURI in MD telegrams

DESCRIPTION The next test case will ensure that:
FRDPR-}sterers-shaH—+ e—-Mib-telegrarms—with-ermphy

DestinationURI regardless of the DestinationURI parameter thdy may
have configured.

REQUIREMENT Mandatory
INITIAL. CONDITIONS A TRDP listener with non-empty DestinationURI filter-is configyred in
the ETBN.

DestinationURI = "grpAll.aVeh.ICst.ICITrn.JTrR"

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address’ Check that the communication
between both systems is'good.

Step 2:  Open the “Ethernet'bus analyzer tool” in the testing dystem
and capture the ftames of the ETBN.

Step 3: Check that'miessage data frames are sent from port=[17225.
Step 4: Checkethat a request message is sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4072’H
(*Mr", Request with reply).

Step 6:~1Check that DestinationURI field of sent message is empty.

Step/: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 8: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 9: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 10: Check that as DestinationURI, the source URI sent i the
request message is used.

Step 11: Check that no confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

An empty DestinationURI MD telegram is sent to the ETBN, antl a
correct reply message is sent back, even though a non-empty
DestinationURI filter is configured in the listener.
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9.5.6.3 Empty SourceURI in MD telegrams

IDENTIFIER TC23TRDPMD_023
TITLE Empty SourceURI in MD telegrams
DESCRIPTION The next test case will ensure that:

TRDP listeners shall receive MD telegrams with empty SourceURI

REQUIREMENT Mandatory
INITIAL CONDITIONS A TRDP listener with non-empty SourceURI filter is configured in the
ETBN.

SourceURI = “IDev.IVeh.ICst.ICITrn.ITrn”

= —_— L il
rest DCTICIT pUWTTTU UTT.

STEPS Step 1: Ensure that the testing system is connected to the ETBN
g sy

with a correct IP address. Check that the communication

between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN«

Step 3: Check that message data frames-are sent from port=[17225.
Step 4: Check that a request message.is sent to the ETBN.

Step 5: Check that MsgType of sentymessage is equal to ‘4D[f2'H
(‘Mr’, Request with replyy).

Step 6: Check that SourceURI. field is empty.

Step 7:  Check that a reply message is sent back from the ET[BN,
port=17225,

Step 8: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 9: Chetk that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 10:\Check that as DestinationURI, the source URI sent i} the
request message is used.

Step 11: Check that no confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

An empty SourceURI field MD telegram is sent to the ETBN, and a
correct reply message is sent back, even though a non-empty
SourceURI filter is configured in the listener.
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9.5.6.4 Empty DestinationURI filter entry in MD.addListener service

IDENTIFIER TC23TRDPMD_024
TITLE Empty DestinationURI filter entry in MD.addListener service
DESCRIPTION The next test case will ensure that:

TRDP listeners configured with empty DestinationURI filter shall
respond to MD telegrams regardless of their DestinationURI field

REQUIREMENT Mandatory
INITIAL CONDITIONS A TRDP listener with empty DestinationURI filter is configured in the
ETBN.

Test Bench powered off.

STEPS Step 1: Ensure that the testing system is connected to the ' ETBN
g sy

with a correct IP address. Check that the communijcation

between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are.sent from port=[17225.
Step 4: Check that a request messagelis sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply):

Step 6: Check that DestinationURI field is equal to
"grpAll.aVeh.ICst.ICTTrn.ITrn".

Step 7: Check that a reply message is sent back from the ET[BN,
port=17225¢

Step 8: Check thahthe reply message is sent within the
replyTitheout value defined in the request message.

Step 9: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step.10:;,*Check that as DestinationURI, the source URI sent i the
request message is used.

Step 11: Check that no confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

A non-empty DestinationURI field MD telegram is sent to the E[TBN,
and a correct reply message is sent back, even though an empty
DestinationURI filter is configured in the listener.



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

-212 - IEC 61375-2-8:2021 © |IEC 2021

9.5.6.5 Empty SourceURI filter entry in MD.addListener service

IDENTIFIER TC23TRDPMD_025
TITLE Empty SourceURI filter entry in MD.addListener service
DESCRIPTION The next test case will ensure that:

TRDP listeners configured with empty SourceURI filter shall respond
to MD telegrams regardless of their SourceURI field

REQUIREMENT

Mandatory

INITIAL CONDITIONS

A TRDP listener with empty SourceURI filter is configured in the
ETBN.

Test Bench powered off.

STEPS

Step 1:  Ensure that the testing system is connected to the"ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are.sent from port=[17225.
Step 4: Check that a request messagelis sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply):

Step 6: Check that SourceURI field of sent message is equalfto
“IDev.IVeh.ICst.ICITr:1Trn”.

Step 7: Check that a reply message is sent back from the ET[BN,
port=17225¢

Step 8: Check thahthe reply message is sent within the
replyTitheout value defined in the request message.

Step 9: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step.10:;,*Check that as DestinationURI, the source URI sent i the
request message is used.

Step 11: Check that no confirmation message is sent to the ETBN,
port 17225.

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

A non-empty SourceURI field MD telegram is sent to the ETBN| and a
correct reply message is sent back, even though an empty
SourceURI field is configured in the listener.
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9.5.6.6 Multiple listeners with empty filtering parameters

IDENTIFIER TC23TRDPMD_026
TITLE Multiple listeners with empty filtering parameters
DESCRIPTION The next test case will ensure that:

Any two listeners configured with many empty parameters, have to
differ in at least one non-empty filter parameter

REQUIREMENT Mandatory

INITIAL CONDITIONS Two TRDP listeners with empty SourceURI, DestinationURI,
SourcelpAddress, SourcelpAddress2 and DestinationlpAddress are

configured in the ETBN. They differ in the configured Comld, 102 and
104

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to'the ETBN
with a correct IP address. Check that the egommunication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer toal’in"the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames ‘are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgType field/0f sent message is equal t
‘AD72’H (‘Mr’, Request with reply).

Step 6: Check that DestinationURI field of sent message is empty,
and that messages differ in their Comld.

Step 7:  Check that Comld field of sent message is equal to
102(TTDB\~ train directory information request).

Step 8: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 9: & Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 10: Check that MsgType identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 11: Check that as DestinationURI, the source URI sent in the
request message is used.

Step 12: Check that information for asked ComID 102 is returped.

Step 13: Check that no confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

Two listeners are configured in the ETBN, with empty filtering
parameters, except for Comld, 102 and 104. Only one reply mgssage

is sent back as the request message is for Comld=102. Listendr with
Comld=102 is the one that processes the rnn'unef
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9.5.6.7 Reception of MD telegrams with empty DestinationURI field by several
listeners with different DestinationURI filters

IDENTIFIER TC23TRDPMD_027

TITLE Reception of MD telegrams with empty DestinationURI field by

several listeners with different DestinationURI filters.
DESCRIPTION The next test case will ensure that:
Several TRDP listeners configured with non-empty DestinationURI
filter shall process and respond to MD telegrams with empty
DestinationURI field.

REQUIREMENT Mandatory

INITIAE-CONBHHONS Severat-TRBP-tisterers—with-momempty-BestimationtR-fiter-ane
configured in the ETBN.
Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connectéd,to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer-tool” in the testing §ystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.

Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgTypg.of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that DéstinationURI field is empty.

Step 7:  Check that a‘reply message is sent back from each df the
ETBNdisteners, port=17225.

Step 8: ChecCk that the reply message is sent within the
replyTimeout value defined in the request message.

Step 9;~.Check that MsgType identifier is equal to ‘4D70’'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 10: Check that as DestinationURI, the source URI sent i the
request message is used.

Step 11: Check that no confirmation message is sent to the ETBN,
port 17225.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

An empty DestinationURI field MD telegram is sent to the ETBN, and
a correct reply message is sent back from each of the ETBN
listeners, even though they are configured with a non-empty
DestinationURI filter.

9.5.7 L GalerTRDRLayerTest

9.5.7.1 Test purpose

Test the defined TRDP layer in the Caller.
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9.5.7.2 Check Caller Topography Counters against Actual Topography Counters

IDENTIFIER TC23TRDPMD_028

TITLE Check Caller Topography Counters against Actual Topography
Counters

DESCRIPTION The next test case will ensure that:

If a TRDP user (caller) requests sending a message, its topography
counters shall be checked against actual topography counters. If
none of the cases listed in Table A.21 is TRUE, the message shall be

discarded.
REQUIREMENT Mandatory
INITIALCONDITIONS. Test Bench powered qff
STEPS Step 1:  Ensure that the testing system is connected to the E[BN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the'testing dystem
and capture the frames of the ETBN,

Step 3: Check that message data frames_are“sent from port=[{17225.

Step 4: Check that TRDP user at Caller\is notified about the
attempt to send a request message.

Step 5: Check that TRDP user is/notified that the message i
discarded as topographyvCounter values of the message
are not the actual topegraphy counters.

Step 6: Check that the-request message is not send.
Step 7:  Check that@/néw request message is sent to the ETBN.

Step 8: Check that'MsgType field of the sent message is eqyal to
‘4AD72'H,('Mr’), “Request with reply” telegram type.

Step 9: CHeck that a reply message is sent back from the ET[BN,
port=17225.

Step:10» Check that the MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply with confirmation” datagram type.

Step 11: Check that the TRDP user at Caller is notified about the
reception of a message and that the topography counters
at reply message are no the actual topography countprs.

Step 12: Check that the TRDP user at Caller is notified about fhat
the message is discarded.

Step 13: Check that no confirmation message is sent to the ETBN.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

=

The Caller sends only messages with actual topography countg
values, and discards messages with non-actual topography coynter
values.
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9.5.7.3 Set to 0 the session identifier of the notification message

IDENTIFIER TC23TRDPMD_029
TITLE Set to 0 the session identifier of the notification message
DESCRIPTION The next test case will ensure that:

If a TRDP user (caller) requests sending a notification, the session
identifier of the notification message shall be set to 0.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent-from port=[17225.

Step 4: Check that a notification message is/received from tHe
ETBN.

Step 5: Check that the MsgType field of sent message is eqyal to
‘AD6E’H (‘Mn’), “Request without reply” telegram typg.

Step 6: Check that the Sessionld ‘ef/sent notification messagg is

equal to 0.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

A notification messagge(is received from the ETBN, and the SegsionID
field is equal to 0.
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9.5.7.4 Set the SessionlID identifier format as 16-byte UUID according to RFC 4122

IDENTIFIER TC23TRDPMD_030

TITLE Set the SessionlID identifier format as a 16-byte UUID according to
RFC 4122

DESCRIPTION The next test case will ensure that:

The SessionlD identifier format shall be defined as a 16-byte UUID
according to RFC 4122

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that MsgType of sent message is equal to 4D[f2'H
(Mr, Request with reply).

Step 6: Check that SessionID field.is 16-byte length and RF(¢ 4122
format.

Step 7:  Check that a reply message is sent back from the ET[BN,
port=17225.

Step 8: Check that Msgdype identifier is equal to ‘4D70'H (‘Mp’),
“Reply without confirmation” datagram type.

Step 9: Checkithat SessionlD field is 16-byte length and RF¢ 4122
format.

Step 10: Check that no confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test'Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

SessionlD Parameter complies with the requested format.
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9.5.7.5 SessionlID identifier calculated in the Caller and shared with the Replier

IDENTIFIER TC23TRDPMD_031

TITLE Sessionld identifier calculated in the Caller and shared with the
Replier

DESCRIPTION The next test case will ensure that:

The SessionlD identifier is calculated in the Caller TRDP layer, and
shared with the replier during communication

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).
Step 6: Check that a reply message’is sent back from the ET[BN,
port=17225.

Step 7:  Check that MsgTypg€identifier is equal to ‘4D70'H (‘Mp’),
“Reply without eonfirmation” datagram type.

Step 8: Check that thexSessionld transmitted in the request
message-is the same to the Sessionld received in th¢ reply

message.
Step 9: Check that no confirmation message is sent to the ETBN,
port\17225.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The.result of test is successful if:

SessionlD parameter is the same during the request/reply
communication process.
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9.5.7.6 Timeout value for reply messages at caller

IDENTIFIER TC23TRDPMD_032
TITLE Timeout value for reply messages at caller
DESCRIPTION The next test case will ensure that:

A timeout value for the reply messages shall be defined by the TRDP
user (caller)

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off.
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent-from port=[17225.
Step 4: Check that a request message is sent tothe ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that a reply message is-sent back from the ET[BN,
port=17225.

Step 7:  Check that the reply¢message is sent within the
replyTimeout value(defined in the request message.

Step 8: Check that MsgT'ype identifier is equal to ‘4D70’H (‘Mp’),
“Reply witheut\eonfirmation” datagram type.

Step 9: Check thatino confirmation message is sent to the ETBN,

port 17225.
FINAL|CONDITIONS Test Benchpewered off.
ACCERTANCE CRITERIA The result\of test is successful if:

The reguired time to reply to the request message complies with the
time out time defined in ReplyTimeOut field of request message.
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9.5.7.7 Wait for incoming reply messages and deliver them to the TRDP user

IDENTIFIER TC23TRDPMD_033
TITLE Wait for incoming reply messages
DESCRIPTION The next test case will ensure that:

During the caller session, the TRDP layer shall wait for incoming
reply messages (MsgType ‘Mp’, ‘Mq’ or ‘Me’). All incoming reply
messages related to the caller session shall be given immediately to
the TRDP user. When all the expected incoming replies is reached,
the session is closed.

REQUIREMENT Mandatory
INITIAL.CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the E[BN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the'testing dystem
and capture the frames of the ETBN,

Step 3: Check that message data frames_are“sent from port=[{17225.
Step 4: Check that a request message'is Sent to the ETBN.

Step 5: Check that MsgType of sefit, message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 7:  Check that thé MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Check that'the TRDP user at Caller is notified about fhe
receptiofy of a reply message.

Step 9: CHeck that a confirmation message is sent to the ETBN,
port 17225.

Step:10y» Check that MsgType of sent message is equal to ‘4DB3’H
(Mc, Confirm).

Step 11: Check that a new request message is sent to the ETIBN.

Step 12: Check that the Sessionld is different from previous
request/reply communication process, as the sessiorl was
closed after the reception of the last confirmation mefsage.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

The TRDP layer in the caller waits for incoming reply message$ and
give them immediately to the TRDP user. The communication gession
is closed after the last confirmation message.
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9.5.7.8 SourceURI received in reply message used for DestinationURI in the
confirmation message

IDENTIFIER TC23TRDPMD_034

TITLE SourceURI received in reply message used for DestinationURI in
confirmation message

DESCRIPTION The next test case will ensure that:

The confirmation message shall use as destination URI the source
URI received in the reply message

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the,ETBN

with a correct IP address. Check that the commanication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the, testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message,is ‘sent to the ETBN.

Step 5: Check that MsgType of sent meéssage is equal to ‘4D[f2'H
(‘Mr’, Request with reply)!

Step 6: Check that the reply,message is sent within the
replyTimeout value defined in the request message.

Step 7:  Check that the . MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply~with confirmation” datagram type.

Step 8: Check that a*confirmation message is sent to the ETBN,
port 17225.

Step 9: Chetk MsgType of sent message is equal to ‘4D63’H
(!Mc*), “Confirm” datagram type.

Step 10:3Check that as DestinationURI, the source URI receivgd in
the reply message is used.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

After the request/reply messages, a confirm message is sent uging
as destination URI the source URI received in the reply message.
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9.5.7.9 A confirmation message shall be unicast, and shall not contain user data

IDENTIFIER TC23TRDPMD_035

TITLE A confirmation message shall be unicast, and do not contain user
data

DESCRIPTION The next test case will ensure that:

The confirmation message shall not contain user data and shall be
sent only as unicast.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 7:  Check that the MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Check thata)cenfirmation message is sent to the ETBN,
port 17225.

Step 9: CheckidMsgType of sent message is equal to ‘4D63’H
(‘Mc?), “Confirm” datagram type.

Step 10: Check that DatasetLength field is equal to 0.

Step. 1, *Check that Dataset field is empty. User data is not s¢nt in
the confirmation message.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

After the request/reply messages, a confirm message is sent wjith an
unicast address, and not sending user data in the message Dajaset.
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9.5.7.10 Provide confirmation message in time

IDENTIFIER TC23TRDPMD_036
TITLE Provide confirmation message in time
DESCRIPTION The next test case will ensure that:

The TRDP caller shall take care to provide the confirmation in time as
indicated by the ReplyTimeOut parameter of the reply.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

Test Bench powered off

STEPS

ystem

17225.

r2'H

Step 1: Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing {
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent-ffom port=

Step 4: Check that a request message is sent tothe ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D
(‘Mr’, Request with reply).

Step 6: Check that the reply message-is sent within the
replyTimeout value defined.in the request message.

Step 7:  Check that the MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Check that a gonfirmation message is sent to the ET
port 17225,

Step 9: Check MsgType of sent message is equal to ‘4D63'H
(‘Mc’),€onfirm” datagram type.

Step 10: Check that confirmation message is sent in time as

indicated by the ReplyTimeOut parameter of the repl
message.

FINAL|CONDITIONS

Test'Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

After the request/reply messages, a confirm message is sent ir
as indicated by the ReplyTimeOut parameter of the reply mess

time
hge.
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9.5.7.11 TRDP session closed in Caller after confirm timeout expires

IDENTIFIER TC23TRDPMD_037
TITLE TRDP session closed in Caller after confirm timeout expires
DESCRIPTION The next test case will ensure that:

The TRDP session shall be closed if the number of incoming replies
is reached and the confirm timeout timer expires while waiting for
outstanding confirmations from TRDP user (caller).

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that MsgType field of sent message is equal t
‘AD72’H (‘Mr’, Request with reply).

Step 6: Check that the reply message is sent within the
replyTimeout value defined in the request message.

Step 7: Check that the MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Check that me'confirmation message is sent, and tha
TRDP user receives a notification.

Step 9: Checkithat a new request message is sent to the ETBN and
thatSessionld parameter of new request is different fo
prévious request message, as the previous session was

closed.
FINAL|CONDITIONS Test‘Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

After the request/reply messages, a confirm message is not sept, and
after the ReplytimeOut time, the Caller receives a notification gnd
TRDP session is closed.
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9.5.7.12 TRDP session closed in Caller after reply timeout expires. One expected

replier

IDENTIFIER TC23TRDPMD_038

TITLE TRDP session closed in Caller after confirm timeout expires

DESCRIPTION The next test case will ensure that:

The TRDP session shall be closed if reply timeout is reached without

the expected reply. The TRDP layer will repeat the request

“MaxNumRetries” times.

REQUIREMENT Mandatory

INITIAL CONDITIONS “MaxNumRetries” is set to 2 in the Caller, the maximum number of

The nljmber of expected repliers is 1.

Test Bench powered off.

STEPS Step 1: Ensure that the testing system is connected,to the E[BN
with a correct IP address. Check that the €communicagion
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer-tool” in the testing g§ystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.

Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that MsgTypge-parameter of sent message is efgual to
‘4D72’H (‘Mr’, Request with reply).

Step 6: Check that no.reply message is sent within replyTimgout
time defined¢in the request message.

Step 7: Checkethat Caller repeats the request.

Step 8: Check that no reply message is sent within replyTimgout
time*defined in the request message.

Step 9; -\ Check that Caller repeats the request.

Step10: Check that no reply message is sent within replyTimgout
time defined in the request message.

Step 11: Check that TRDP user receives a notification, because of
missing reply.

Step 12: Check that a new request message is sent to the ETBN and
that Sessionld parameter of new request is different fo
previous request message, as the previous session yas
closed.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

After the first request message, no reply message is sent withip the

ReplytimeOut time. After two new request retries without a reply

message, the Caller receives a notification and TRDP session |s

closed.
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3 TRDP session closed in Caller after reply timeout expires. More than one

expected replier

IDENTIFIER TC23TRDPMD_039

TITLE TRDP session closed in Caller after confirm timeout expires

DESCRIPTION The next test case will ensure that:
The TRDP session shall be closed if reply timeout is reached without
the expected reply. The TRDP layer will repeat the request
“MaxNumRetries” times.

REQUIREMENT Mandatory

INITIAL CONDITIONS

“MaxNumRetries” is set to 1 in the Caller, the maximum number of

L
retresT

The number of expected repliers is 2.

Test Bench powered off.

ReplytimeOut time. The TRDP user at the Caller receives a
notification and TRDP session is closed. It is notified about the
number of missing replies.

STEPS Step 1:  Ensure that the testing system is connectéd,to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer-tool” in the testing g§ystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port={17225.

Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that MsgType.parameter of sent messages is pqual
to ‘4D72’H (‘Mr’sRequest with reply).

Step 6: Check that only one reply message is sent within the|
replyTimeout value defined in the request messages|

Step 7: Checkethat Caller does not repeat the request.

Step 8: CheCk that TRDP user receives a notification, becausge of
missing reply. It notifies the number of missing repliejs.

Step 9:~.Check that a new request message is sent to the ETBNs
and that Sessionld parameter of new request is diffefent to
previous request message, as the previous session W}as
closed.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

After the request message, only one reply message is sent within the
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9.5.7.14 Session closed when all requested confirmations are sent or confirmation
timeout timer has timed out

IDENTIFIER TC23TRDPMD_040

TITLE Session closed when all requested confirmations are sent or
confirmation timeout timer has timed out

DESCRIPTION The next test case will ensure that:

The TRDP session shall be closed when all requested confirmations
are sent or confirmation timeout timer has timed out

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off.
STEPS Step 1:  Ensure that the testing system is connected to the,ETBN

with a correct IP address. Check that the commanication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the, testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message,is ‘sent to the ETBN.

Step 5: Check that the MsgType idenfifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request(with reply).

Step 6: Check that the reply,message is sent within the
replyTimeout value defined in the request message.

Step 7: Check that the.MsgType identifier is equal to ‘4D71'H
(‘Mq’), “Replyswith confirmation” datagram type.

Step 8: Check that a*confirmation message is sent

Step 9: CheckMsgType of sent message is equal to ‘4D63'H
(‘Mcl)y “Confirm” datagram type.

Step 10: Check that a new request message is sent to the ETBN and
that Sessionld parameter of new request is different fo
previous request message, as the previous session }as
closed. The previous session was closed after a sucgessful
communication process.

Step 11: Check that the MsgType identifier of sent new messdge is
equal to ‘4D72’H (‘Mr’, Request with reply).

Step 12: Check that a reply message is sent within the replyTimeout
value defined in the request message.

Step 13: Check that the MsgType identifier is equal to ‘4D71’H
(‘Mq’), “Reply with confirmation” datagram type.

Step 14: Check that no confirmation message is sent, and tha
TRDP user receives a natification.

Step 15: Check that a new request message is sent to the ETBN and
that Sessionld parameter of new request is different fo
previous request message, as the previous session W}as
closed. The previous session was closed because of|the
confirmation timeout timer timed out.

FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA The result of test is successful if:

An unsuccessful communication process, without a confirmation
message within confirmation timeout, follows to a first successful
request/reply communication process. The TRDP session is closed in
both cases.
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9.5.7.15 Close TRDP session when reply timeout timer expires and number of repliers

is unknown

IDENTIFIER TC23TRDPMD_041

TITLE Close TRDP session when timeout timer expires, and number of

repliers is unknown

DESCRIPTION The next test case will ensure that:

The TRDP session shall be closed when reply timeout timer expires
and number of repliers is unknown. The total number of replies shall
be indicated to TRDP user.

REQUIREMENT Mandatory

INITIAE-CONBHHONS A-systemwithr-tworeptersisrequiredbutcaterisnotaware

number of replies (NoOfReplies = 0).
Test Bench powered off.

STEPS Step 1: Ensure that the testing system is connected,to the E|BN
with a correct IP address. Check that the €communicagion
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer-tool” in the testing g§ystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port={17225.

Step 4: Check that a request message is sent to the ETBNs.

Step 5: Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’sRequest with reply).

Step 6: Check that ofne of the ETBNs replies a message withjn the
replyTimeout value defined in the request message.

Step 7:  Check¢that after the reply timeout timer expires, the TRDP
user_ is notified with the total number of received repl|es.

FINAL|CONDITIONS Test Bench¢powered off.

ACCERTANCE CRITERIA The result of test is successful if:

Afterla’communication process with unknown repliers is finished, the
TRDP user shall be notified with received total number of repli¢s.
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9.5.7.16 No retransmission used for request messages if TCP is used

IDENTIFIER TC23TRDPMD_042
TITLE No retransmission used of request messages if TCP is used
DESCRIPTION The next test case will ensure that:

There shall be no retransmission of request messages if TCP is
used. This shall be done in a higher level or in the application.

REQUIREMENT Mandatory
INITIAL CONDITIONS TCP is configured as communication protocol
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configune-the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that the MsgType identifier-of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with-reply).

Step 6: Check that no reply is received from the ETBN.

Step 7: Check that the request is not retransmitted.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

In a TCP communication where the reply is not received, the rdquest
message is not retransmitted.
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9.5.7.17 TRDP provides the interface to continue a transmission after the connection
was lost for TCP user

IDENTIFIER TC23TRDPMD_043

TITLE TRDP provides the interface to continue a transmission after the
connection was lost for TCP user

DESCRIPTION The next test case will ensure that:

TRDP shall provide the interface to continue a transmission after the
connection was lost for TCP user.

REQUIREMENT Mandatory

INITIAL CONDITIONS The TRDP caller and replier shall be configured to work with TCP.

Test Bench powered off

STEPS Step 1:  Ensure that the testing system is connected to'the’/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBNy€onfigure the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that the MsgTypetidentifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 6: Check that no_reply is received from the ETBN.

Step 7:  Check that{RDP user is asked about its willingness fto
send a néw request message.

Step 8: Check’that user accepts to send a new request message,
and that a new request message is sent to the ETBN

Step 9: Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step10: Check that a reply is received from the ETBN.

Step 11: Check that the MsgType identifier of sent message i4 equal
to ‘4D70’H (‘Mp’, Reply without confirmation).

FINAL|CONDITIONS Test Bench powered off

ACCERTANCE CRITERIA The result of test is successful if:

After an unsuccessful request/reply communication process, the
TRDP user is asked to retransmit the request message. As far ps the
user accepts the retransmission, a new request message is sent to

the ETBN.
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9.5.7.18 Discard TRDP messages (‘Mp’, ‘Mq’, ‘Me’) of an unknown session ID

IDENTIFIER TC23TRDPMD_044
TITLE Discard TRDP messages of an unknown session ID
DESCRIPTION The next test case will ensure that:

If the TRDP layer receives a reply message without having opened a
caller session for the indicated session id, the message shall be

discarded.
REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a reply message is recéived from the ETHN.

Step 5: Check that the MsgType identifier-of sent message i4 equal
to ‘4D71'H (‘Mq’, Reply with confirmation).

Step 6: Check that the Sessionld parameter of received mesgage is
an unknown id.

Step 7:  Check that no confifmation message is sent to the ETBN
for the receiveddreply with confirmation message.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is\successful if:

o

The reply message with an unknown Sessionld will be discardg
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9.5.7.19 Use caller topography counter values throughout the session

IDENTIFIER TC23TRDPMD_045
TITLE Use caller topography counter values throughout the session
DESCRIPTION The next test case will ensure that:

The topography counter values obtained during caller session shall
be used throughout the communication session.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent-from port=[17225.
Step 4: Check that a request message is sent tothe ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that a reply message is-sent back from the ET[BN,
port=17225.

Step 7:  Check that the MsgType identifier is equal to ‘4D70’H
(‘Mp’), “Reply withott confirmation” datagram type.

Step 8: Check that etbTopoCnt and opTrnTopoCnt values ar¢ the
same in request and reply messages.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

Topography,eounter values are the same in the caller and the feplier
during the\request/reply communication process.
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9.5.7.20 Discard messages with topography counter values different in caller and
replier

IDENTIFIER TC23TRDPMD_046

TITLE Discard messages with topography counter values different in caller
and replier

DESCRIPTION The next test case will ensure that:

If a TRDP user receives a reply message with topography counter
values different to the expected ones, the message shall be
discarded.

REQUIREMENT Mandatory

INITIAE-CONBIHONS Fest-Benchpowered-off

STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in, the testing dystem
and capture the frames of the ETBN,

Step 3: Check that message data frames-are sent from port=[17225.
Step 4: Check that a request message.is sent to the ETBN.

Step 5: Check that MsgType of séntymessage is equal to ‘4D[f2'H
(‘Mr’, Request with replyy.

Step 6: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 7:  Check that the MsgType identifier is equal to ‘4D71’H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Checkcthat etbTopoCnt and opTrnTopoCnt values ar¢
different in request and reply messages.

Step 9: Gheck that no confirmation message is sent back to {he
ETBN, as reply message is discarded.

FINAL|CONDITIONS Test Bénch powered off.

ACCERTANCE CRITERIA The result of test is successful if:

Topography counter values are different in the caller and the r¢plier
during the request/reply communication process. The reply me$sage
is discarded.
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9.5.7.21 Destroy session parameters after TRDP abort

IDENTIFIER TC23TRDPMD_047
TITLE Destroy session parameters after TRDP abort
DESCRIPTION The next test case will ensure that:

If a TRDP user aborts an (open) session, running timers shall be
stopped, the session identifier shall be destroyed, and the session
shall be closed.

REQUIREMENT Mandatory

INITIAL CONDITIONS An environment with two ETBNs and a testing system is needed.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to the"ETBNs
with a correct IP address. Check that the communication
between the systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBNs.

Step 3: Check that message data frames are.sent from port=[17225.
Step 4: Check that a request messagelis sent to the ETBN 1

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply):

Step 6: Check that a reply message is sent back from the ET[BN 1,
port=17225.

Step 7:  Check that the-MsgType identifier is equal to ‘4D71’H
(‘Mq’), “Reply with confirmation” datagram type.

Step 8: Check that\etbTopoCnt and opTrnTopoCnt values ar¢ equal
in reqbést and reply messages.

Step 9: Check that a confirmation messages is sent back to the
ETBN 1.

Step.10:,*Check that a topology change is produced after ETBN 2 is
disconnected from ETBN 1.

Step 11: Check that a request message is sent to the ETBN 1

Step 12: Check that Session ID is different from previous TROP
session, as previous session was aborted. And check that
topology counters are also different.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

The TRDP session is aborted when a topology change happens.

9.5.8 Replier TRDP Layer Test

9.5.8.1L_ " Test purpose
Test the defined TRDP layer in the Replier.
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9.5.8.2 Register replier as listener for MD

IDENTIFIER TC23TRDPMD_048

TITLE Register replier as listener for MD

DESCRIPTION The next test case will ensure that:
Each TRDP user (replier) that wants to receive MD shall register as
listener for MD, to a specific URI (multicast or unicast) or for MD of a
specific Comld.

REQUIREMENT Mandatory

INITIAL CONDITIONS

MD replier shall be registered as listener for MD of ComId 102.

Test Bench powered off.

TRDP replier has a listener subscribed to Comld 102, so it resy
to request messages for Comld = 102

STEPS Step 1:  Ensure that the testing system is connected to the"ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are.sent from port=[17225.

Step 4: Check that a request messagelis sent to the ETBN.

Step 5: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 6: Check that Comld parameter of request message is g¢qual
to 102 (TTDB - traifi'directory information request)

Step 7: Check that a reply message is sent back from the ET[BN,
port=17225¢

Step 8: Check thahthe MsgType identifier is equal to ‘4D70’H
(‘Mp’)*’Reply without confirmation” datagram type.

Step 9: Check that reply message returns information for
Camld=102.

Step.10:,*Check that a new request message is sent to the ETBN.

Step1: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 12: Check that Comld parameter of request message is gqual
to 104 (TTDB — consist information request)

Step 13: Check that no reply message is received from the ET[BN.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

onds
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9.5.8.3 Incoming messages shall be checked against the actual topography counters
IDENTIFIER TC23TRDPMD_049
TITLE Incoming messages shall be checked against the actual topography
counters
DESCRIPTION The next test case will ensure that:

All incoming messages shall be checked against the actual
topography counters. Messages not fitting to the actual topography
counters shall be discarded. Messages related to the caller session
are given immediately to the TRDP user.

REQUIREMENT Mandatory
INITIAL.CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the E[BN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the'testing dystem
and capture the frames of the ETBN,

Step 3: Check that message data frames_are“sent from port=[{17225.
Step 4: Check that a request message'is Sent to the ETBN.

Step 5: Check that MsgType of sefit,message is equal to ‘4072’H
(‘Mr’, Request with reply).

Step 6: Check that a reply message is sent back from the ET[BN,
port=17225.

Step 7:  Check that thé MsgType identifier is equal to ‘4D70’H
(‘Mp’), “Reply without confirmation” datagram type.

Step 8: Check that'topography counter values are the same in the
requestand reply messages.

Step 9: Check that the Sessionld identifier is the same for refuest
and reply message.

Step'9¢) Check that a new request message is sent to the ETBN.

Step 10: Check that MsgType of sent message is equal to ‘4D[f2'H
(‘Mr’, Request with reply).

Step 11: Check that the topography counter values have changed
from previous request/reply TRDP communication.

Step 12: Check that no reply message is received from the ETBN,
as topography counters are different in the caller and the

replier.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

Messages not fitting to the actual topography counters are disdarded.
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9.5.8.4 “No replier instance” error when sending message to a not registered
listener
IDENTIFIER TC23TRDPMD_050
TITLE No replier instance error when sending message to a not registered
listener
DESCRIPTION The next test case will ensure that:

In case of a unicast request message to a not registered listener or to
a listener expecting another value of the topography counters an
error message shall be sent indicating the error with replyStatus == -
3.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

ETBN is not registered as MD listener.

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connectéd,to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer-tool” in the testing g§ystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.

Step 4: Check that a request message is sent to the ETBN, With an
unicast address.

Step 5: Check that the MsgType field of sent message is eqyal to
‘4D72’H (‘Mr’ Request with reply).

Step 6: Check that'an error message is sent back from the E[TBN,
port=17225.

Step 7:  Check that the MsgType identifier is equal to ‘4D65’H
(‘Me¥] “MD error” datagram type.

Step 8: . ‘Check that ReplyStatus field is equal to -3, no replie
instance (at replier side).

FINAL|CONDITIONS

Test'Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

No replier instance error is returned when sending a unicast repuest
message to a not registered ETBN.
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9.5.8.5 Notification message passed to the related listener
IDENTIFIER TC23TRDPMD_051
TITLE Notification message passed to the related listener
DESCRIPTION The next test case will ensure that:
If a notification message (MsgType ‘Mn’) is received, the message
shall be passed to the related listener
REQUIREMENT Mandatory

INITIAL CONDITIONS

An environment with two ETBNs and a testing system is needed.

Test Bench powered off

the ETBN, and-the TRDP user is notified about the reception.

STEPS Step—t—Emsure that thetestimgsystenT s conmectedto the £1 BN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent from port=[17225.

Step 4: Check that a notification message_is sent from ETBN|[1 to
the ETBN 2.

Step 5: Check that the MsgType field'of sent message is eqyal to
‘AD6E’H (Mn, Request without reply).

Step 6: Check that TRDP layer'in ETBN 2 notifies the receptfon of
a TRDP notificationmessage.

FINAL|CONDITIONS Test Bench powered off:

ACCERTANCE CRITERIA The result of test is suCcessful if:

A notification message is processed correctly in the TRDP Layer of
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9.5.8.6 Reply session opened using the received session id

IDENTIFIER TC23TRDPMD_052
TITLE Reply session opened using the received session id
DESCRIPTION The next test case will ensure that:

If a request message (MsgType ‘Mr’) is received, a reply session
shall be opened using the received session id, a timeout timer with
the reply timeout shall be started, the message shall be passed to
the related listener and the TRDP layer shall wait for the MD.reply of
the listener.

REQUIREMENT

Mandatory

INITIALCONDITIONS.

Test Bench pnwnrnd off

STEPS

Step 1:

Step 2:

Step 3:
Step 4:
Step 5:

Step 6:
Step 7:

Step 8:

Step 9:

Ensure that the testing system is connected to the E]

BN

with a correct IP address. Check that the communication

between both systems is good.

Open the “Ethernet bus analyzer tool” in the'testing s
and capture the frames of the ETBN, Configure the t
focus in TCP frames.

Check that message data frames are sent from port=
Check that a request messagelis sent to the ETBN.

Check that the MsgTypé€ jidentifier of sent message is
to ‘4D72’H (‘Mr’, Request’with reply).

Check that a reply is’received from the ETBN.

Check that the MsgType identifer of received messagd
equal to ‘4B70"H (Mp, Reply without confirmation).

Check. that'same Sessionld identifier is used in the
request/reply communication process.

Check that reply message is sent within ReplyTimeO
value defined in request message.

ystem
ol to

17225.

equal

eis

FINAL|CONDITIONS

Test‘Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

A reply session is opened to manage the request message rec
from the caller. A reply messages is sent from replier to caller
session parameters received in the request message.

pived
ising
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9.5.8.7 Received message discarded due to lack of resources

IDENTIFIER TC23TRDPMD_053
TITLE Received message discarded due to Lack of Resources
DESCRIPTION The next test case will ensure that:

If, due to the lack of resources, a reply session can’t be opened, the
received message shall be discarded and an error message
(MsgType = ‘Me’) shall be sent, indicating the error with replyStatus
== -4 (no memory at replier side)

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames_are“sent from port=[{17225.
Step 4: Check that a request message'is Sent to the ETBN.

Step 5: Check that the MsgType identifier of sent message id equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 6: Check that an error message is received from the ET[BN.
Error due to lack of\resources.

Step 7:  Check that thé MsgType identifer of received message is
equal to ‘4B65'H (Me, error).

Step 8: Check that'ReplyStatus parameter is equal to -4 (no
memory.at replier side).

Step 9:  CHeck that no other reply message is received.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The.result of test is successful if:

After lack of resources happens, the caller receives an error
message from the replier as response to a request message.
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9.5.8.8 Request message discarded for an open reply session

IDENTIFIER TC23TRDPMD_054

TITLE Request message discarded for an open reply session

DESCRIPTION The next test case will ensure that:
If a request message is received for an open reply session with the
received session id while waiting for the MD.reply of the listener, the
request message shall be discarded

REQUIREMENT Mandatory

INITIAL CONDITIONS

Listener at Replier is subscribed to process messages with
Comld=102 and ComId=104.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to-the/ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN(.Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames ‘are sent from port={17225.

Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that the MsgTypéglidentifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 6: Check that Comld parameter is equal to 102 (TTDB + train
directory information request)

Step 7: Check that asnew request message is sent to the ETBN.

Step 8: Checkithat the MsgType identifier of sent message i4 equal
to ‘4D72'H (‘Mr’, Request with reply).

Step 9:  Check that Comld parameter is equal to 104 (TTDB
consist information request)

Step\1M0: Check that Sessionld is the same in both request
messages.

Step 11: Check that a reply is received from the ETBN.

Step 12: Check that the MsgType identifer of received message is
equal to ‘4D70’H (‘Mp’, Reply without confirmation).

Step 13: Check that Comld identifier of received message is elqual
to 102.

Step 14: Check that same Sessionld identifier is used in the
request/reply communication process.

Step 15: Check that no reply message is received for request
message with ComId=104.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of test is successful if:

The request message with Comld=104 is discarded because a reply
message for request message with Comld=102 is pending.
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9.5.8.9 A reply message shall be sent as unicast using information of request
message and information of replier

IDENTIFIER TC23TRDPMD_055

TITLE A reply message shall be sent as unicast using information of request
message and information of replier

DESCRIPTION The next test case will ensure that:

A reply message shall be sent as unicast using source IP address
and source URI of the related request message as destination IP
address and destination URI

REQUIREMENT

Mandatory

INITIAE-CONBIHONS

T P lo bl
eSOt PoOwWerea—oTT

STEPS

Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in, the testing dystem
and capture the frames of the ETBN, Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[{17225.
Step 4: Check that a request message-is sent to the ETBN.

Step 5: Check that the MsgTypesidentifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 6: Check that a reply message is received from the ETEN.

Step 7:  Check that the MsgType identifier of received message is
equal to ‘4D70°H (‘Mp’, Reply without confirmation).

Step 8: Check¢that the destination IP address of the reply mgssage
is equahto the source IP address of the request message.

Step 9: Gheck that the DestinationURI of the reply message [s
equal to the SourceURI of the request message.

Step. 40/ Check that that the source IP address of the reply m¢ssage
is equal to the IP address of listener at the replier.

Step 11: Check that the SourceURI of the reply message is edqual to
the unique URI of the listener at the replier.

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

The destination IP address and DestinationURI fields of reply
message are defined with the source IP address and SourceUR
fields of the request message.

The source ip address and SourceURI fields are defined with the
information of the replier.



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021 — 243 -

9.5.8.10 Reply session closed because of missing confirmation

IDENTIFIER TC23TRDPMD_056
TITLE Reply session closed because of missing confirmation
DESCRIPTION The next test case will ensure that:

If a reply message without confirmation was sent, the reply session
shall be closed.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configune-the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a request message is sent'to the ETBN.

Step 5: Check that the MsgType identifier-of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with-reply).

Step 6: Check that a reply is regeived from the ETBN.

Step 7:  Check that the MsgType identifier of received message is
equal to ‘4D71'H (‘Mq", Reply with confirmation).

Step 8: Check that noreonfirmation is sent to the ETBN within the
given confipm timeout.
Step 9: Check thaha new request message is sent to the ETBN.

Step 10: Check that the Sessionld of new request is different from
Sessionld of previous request, as previous request was
clesed after confirmation timeout expired.

FINAL|CONDITIONS Test.Bench powered off.

ACCERTANCE CRITERIA The rtesult of test is successful if:

A-confirmation timeout is started in a “reply message with
confirmation” message type and reply session is closed when rjo
confirmation is received after that time.
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9.5.8.11 Message sequence number increase
IDENTIFIER TC23TRDPMD_057
TITLE Message sequence number increase
DESCRIPTION The next test case will ensure that:

If a request message is received with a different sequence counter

for an already open reply session, after the TRDP layer has received

the MD.reply from the TRDP user, the TRDP layer shall repeat
sending the reply message to the caller with an incremented
sequence counter.

A confirm timeout value shall be restarted and the session shall be

closed after that time.

REQUIREMENT Mandatory

INITIAL. CONDITIONS Test Bench powered off

STEPS Step 1:  Ensure that the testing system is connected to’the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer_tool*in the testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message datalframes are sent from port=[17225.

Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that the Msglype identifier of sent message id equal
to ‘4D72'H (‘MrRequest with reply).

Step 6: Check that@/reply is received from the ETBN.

Step 7:  Check.that'the MsgType identifier of received message is
equal te*4D71'H (‘Mq’, Reply with confirmation).

Step 8: Check that a new request message is sent to the ETBN.

Step 9: & Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 10: Check that sequence counter of new request is smaller
than sequence counter of first request.

Step 11: Check that the ETBN resends the reply but with an
incremented sequence number comparing to the preyious
reply.

Step 12: Check that the dataset of the last reply message is efual to
the dataset of first reply message.

Step 13: Check that the MsgType identifier of received message is
equal to ‘4D71’H (‘Mq’, Reply with confirmation).

Step 14: Check that no confirmation message is sent to the ETBN.

Step 15: Check that previous session is closed after confirmafion
timeout expired.

Step 16- Check that new request is sent using new session id

FINAL CONDITIONS Test Bench powered off.

ACCEPTANCE CRITERIA

The result of test is successful if:

A reply message is repeated with an incremented sequence counter
after a request with a decremented sequence counter.
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9.5.8.12 Discard request message with same sequence counter

IDENTIFIER TC23TRDPMD_058
TITLE Discard request message with same sequence counter
DESCRIPTION The next test case will ensure that:

If a request message is received for an already open reply session
and the same sequence counter as received before, the request
message shall be discarded.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

ETBN listeners shall be subscribed to listen to request messages
with Comld=102 or Comld=104.

Test Bench powered off

STEPS

Step 1:

Step 2:

Step 3:
Step 4:
Step 5:

Step 6:
Step 7:
Step 8:

Step 9:

Step. 10

Step 11:

Step 12:

Ensure that the testing system is connected to-the/E]
with a correct IP address. Check that the communical
between both systems is good.

Open the “Ethernet bus analyzer tool” in| the testing s
and capture the frames of the ETBN(.Configure the t
focus in TCP frames.

Check that message data frames ‘are sent from port=
Check that a request mesSage is sent to the ETBN.

Check that the MsgTypé&lidentifier of sent message is
to ‘4D72’H (‘Mr’, Request with reply).

Check that the Comld parameter is equal to 102.
Check that aynew request message is sent to the ET

Check that\the MsgType identifier of sent message is
to ‘4D7%2'H (‘Mr’, Request with reply).

Check that the Comld parameter of new request is e
104.

Check that sequence counter of new request is the s
the sequence counter of first request.

Check ETBN sends a reply message only for the first
request, Comld=102.

Check that the MsgType identifier of received messa
equal to ‘4D70’H (‘Mp’, Reply without confirmation).

BN
tion

ystem
ol to

17225.

equal

BN.

equal

ual to

bme to

e is

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

Only a reply message is sent for Comld=102 as it is the reply f
first of two requests with same sequence counter value.

br the
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9.5.8.13 Confirmation message management

IDENTIFIER TC23TRDPMD_059
TITLE Confirmation message management
DESCRIPTION The next test case will ensure that:

If a confirmation message is received without having an open reply
session with the received session id, the message shall be
discarded, otherwise the related listener shall be notified, and the
session shall be closed.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames_are“sent from port=[{17225.
Step 4: Check that a request message'is Sent to the ETBN.

Step 5: Check that the MsgType identifier of sent message id equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 6: Check ETBN sends a.reply message.

Step 7: Check that the KMsgType identifer of received message is
equal to ‘4D74’H (‘Mq’, Reply with confirmation).

Step 8: Check that asconfirmation message is sent to the ETBN.

1

Step 9: Checki{hat the Sessionld parameter is different to th
Sessjonld parameter of the request/reply session.

Step 10: Check that the TRDP user is not notified about the s¢ssion
closing.

Step\INI: Check that another confirmation message is sent to the
ETBN.

Step 12: Check that the Sessionld parameter is the one used |n the
request/reply session.

Step 13: Check that the TRDP user is notified about the sessipn

closing
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

A confirmation message with a different Sessionld is discarded, but a
message with same Sessionld as used in request/reply proces$ is
used to close the session.
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9.5.8.14 Reply session closed after timeout timer expires

IDENTIFIER TC23TRDPMD_060
TITLE Confirmation message management
DESCRIPTION The next test case will ensure that:

If the timeout timer of a reply session expires, the reply session shall
be closed. In case of a timeout because of a missing MD.reply of the
listener, the listener shall be closed.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN. Confiduré the tgol to
focus in TCP frames.

Step 3: Check that message data frames aré-sént from port=[17225.
Step 4: Check that a request message iSisent to the ETBN.

Step 5: Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Requestwith reply).

Step 6: Check that ETBN does,not send a reply message.
Step 7: Check that the TRDP)user at replier is notified about|this

event.
FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is\successful if:

TRDP session is closed and listener notified after the reply timgout
timer expires:
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9.5.8.15 Topography counter values used over the request/reply session
IDENTIFIER TC23TRDPMD_061
TITLE Topography counter values used over the request/reply session
DESCRIPTION The next test case will ensure that:

The topography counter values obtained in an MD.addListener

service primitives shall be used for upcoming reply sessions unless

they are updated by the user. If a TRDP user receives a request
message with topography counter values different to the expected
ones, the message shall be discarded.
REQUIREMENT Mandatory
INITIAL.CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the E[BN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the'testing dystem
and capture the frames of the ETBN, Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames‘are sent from port=[17225.

Step 4: Check that a request messagelis sent to the ETBN.

Step 5: Check that the MsgTypé€ identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request’with reply).

Step 6: Check ETBN sends\a reply message.

Step 7:  Check that thé MsgType identifier of received message is
equal to ‘4B70H (‘Mp’, Reply without confirmation).

Step 8: Check that'topography counter values, etbTopoCnt and
opTrnTepoCnt, are the same in the request and reply
messages.

Step 9: «Check that a new request message is sent to the ETBN.

Step:1@» Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).

Step 11: Check that the ETBN does not send a reply messagel.

Step 12: Check that topography counter values have changed|from
previous request/reply process to the last request prgcess.

FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:

There are discarded the requests with topography counters different

to the expected ones.
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9.5.8.16 Session closed after a TRDP user updates or removes a listener

IDENTIFIER TC23TRDPMD_062

TITLE Session closed after a TRDP user updates or removes a listener

DESCRIPTION The next test case will ensure that:

If a TRDP user removes or updates a listener during an open

session, running timers shall be stopped, the session identifier shall

be destroyed and the session shall be closed.

REQUIREMENT Mandatory

INITIAL CONDITIONS The ETBN has a listener subscribed to Comld 102.

Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to the"ETBN
with a correct IP address. Check that the communijcation
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message data framesJare sent from port=[17225.

Step 4: Check that a request messaggenis sent to the ETBN.

Step 5: Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Requestwith reply).

Step 6: Check that Comld parameter of the message is equal to
102.

Step 7: Check that TRDP user at replier is notified about the|[TRDP
listener for Comld 102 is deleted.

Step 8: Checkithat the ETBN does not send a reply messaged.

FINAL|CONDITIONS Test Benchpewered off.

ACCERTANCE CRITERIA The resulf\of test is successful if:

The reguest/reply session is closed after the listener is deleted]

9.5.9 TCP Connection Handling Test
9.5.9.1 Test purpose
Test the defined TRDR layer in the Replier.
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IDENTIFIER TC23TRDPMD_063
TITLE Open a TCP connection
DESCRIPTION The next test case will ensure that:

Using TCP for data transmission requires an established TCP
connection between the caller and the replier device. The first
request to a specified device shall open a connection if there was not
yet a connection established before.

REQUIREMENT

Mandatory

INITIAL CONDITIONS

There was not a previous communication between the caller and the

replier
t

Test Bench powered off.

STEPS

Step 1:

Step 2:

Step 3:

Step 4:
Step 5:
Step 6:

Step 7:

Execute “netstat -putane”.

Ensure that there is not a tcp port used for TIRDP. EX
“netstat -putane”.

Ensure that the testing system is connécted to the E]
with a correct IP address. Check that-the communical
between both systems is good.

Open the “Ethernet bus analyzer tool” in the testing s
and capture the frames of thelETBN. Configure the t
focus in TCP frames.

Check that message,data’frames are sent from port=
Check that a notification message is sent to the ETB

Check that the MsgType identifier of sent message is
to ‘4DBE’H{Mn; Request without reply).

Check. that'there is a tcp port used for TRDP.

ecute

BN
tion

ystem
ol to
17225.
N.

equal

FINAL|CONDITIONS

Test Bench'powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

A _TCP port is opened for TRDP communication.



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021 - 251 -

9.5.9.3 Close a TCP connection in the Caller because of a TCP closing signal

reception

IDENTIFIER TC23TRDPMD_064

TITLE Close a TCP connection in the Caller because of a TCP closing

signal reception

DESCRIPTION The next test case will ensure that:

The caller shall close an existing TCP connection when a TCP

closing signal is received.

REQUIREMENT Mandatory

INITIAL CONDITIONS Test Bench powered off.

STEPS Step 1:  Ensure that the testing system is connected to the,ETBN
with a correct IP address. Check that the commauanication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the, testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames-are sent from port=[17225.

Step 4: Check that a notification message is sent to the ETBN.

Step 5: Check that the MsgType, identifier of sent message i4 equal
to “4D6E’H (Mn, Request'without reply).

Step 6: Check that there is a'new TCP socket for TRDP.

Execute “netstat -putane’:

Step 7:  Check that@/T€P closing signal is received.

Step 8: Ensure that the opened TRDP socket is closed. Exedute
“netstat >putane”.

FINAL|CONDITIONS Test Benchpowered off.

ACCERTANCE CRITERIA The resultiof test is successful if:

A TCP.connection is closed in the caller when TCP closing signal is

received.
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9.5.9.4 Close a TCP connection in the Caller because of a TCP shutdown
IDENTIFIER TC23TRDPMD_065
TITLE Close a TCP connection in the Caller because of a TCP shutdown
DESCRIPTION The next test case will ensure that:
The caller shall close an existing TCP connection when a TRDP shut
down event happens.
REQUIREMENT Mandatory

INITIAL CONDITIONS

Test Bench powered off.

A TCP,¢onnection is closed in the Caller when TRDP “tlc_term
event\happens.

STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configune-the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[17225.

Step 4: Check that a notification message/is‘sent to the ETBN.

Step 5: Check that the MsgType identifier-of sent message i4 equal
to ‘4D6E’H (Mn, Request without reply).

Step 6: Check that there is a new\I.CP socket for TRDP.

Execute “netstat -putane”.

Step 7: Check that a trdp,“tle__terminate” event happens in the
caller.

Step 8: Ensure that\the opened TCP socket for TRDP is closkd.
Execute “netstat -putane”.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result af\test is successful if:

nate”
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9.5.9.5 Close a TCP connection because of connection inactivity

IDENTIFIER TC23TRDPMD_066
TITLE Close a TCP connection because of connection inactivity
DESCRIPTION The next test case will ensure that:

The caller shall close an existing TCP connection when a timeout
occurred because the TCP connection has not been used for a
defined time

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in theesting dystem
and capture the frames of the ETBN. Confiduré the tgol to
focus in TCP frames.

Step 3: Check that message data frames aré-sént from port=[17225.
Step 4: Check that a notification messagde-is sent to the ETBN.

Step 5: Check that the MsgType identifier of sent message i4 equal
to ‘4D6E’H (‘Mn’, Request without reply).

Step 6: Check that there is a new/TCP socket for TRDP.
Execute “netstat -putane”.
Step 7:  Check that TGP connection inactivity timer expires.

Step 8: Ensure that\opened TCP socket for TRDP is closed.
Execute “netstat -putane”.

FINAL|CONDITIONS Test Bench powered off.

ACCERTANCE CRITERIA The result of\test is successful if:

A TCP,.¢onnection is closed when TCP connection inactivity timer
expires:
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9.5.9.6 Replier uses existing connection

IDENTIFIER TC23TRDPMD_067
TITLE Replier uses existing connection
DESCRIPTION The next test case will ensure that:

The replier shall use the connection opened by the caller

REQUIREMENT

Mandatory

INITIAL CONDITIONS

Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing.dystem
and capture the frames of the ETBN.

Step 3: Check that message data frames are sent _fromport=[{17225.
Step 4: Check that a request message is sent to the ETBN.

Step 5: Check that the MsgType identifier ofvsent message i4 equal
to ‘4D72’H (‘Mr’, Request with reply).
Step 6: Check that the ETBN sends a.reply using the same T|ICP
connection (same socket),

Step 7:  Check that the MsgTyperidentifier of sent message i4 equal
to ‘4D70’H (‘Mp’, Reply*without confirmation).

FINAL|CONDITIONS

Test Bench powered off.

ACCERTANCE CRITERIA

The result of test is successful if:

Replier sends a reply, to the caller using the TCP connection, opened
by the caller.
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9.5.9.7 Close a TCP connection in the Replier because of a TCP closing signal

reception
IDENTIFIER TC23TRDPMD_068
TITLE Close a TCP connection in the Replier because of a TCP closing
signal reception
DESCRIPTION The next test case will ensure that:
The replier shall close an existing TCP connection when a TCP
closing signal is received.
REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the,ETBN
with a correct IP address. Check that the commauanication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the, testing dystem
and capture the frames of the ETBN. Configure the t¢ol to
focus in TCP frames.

Step 3: Check that message data frames-are sent from port=[17225.

Step 4: Check that a notification message is sent to the ETBN.

Step 5: Check that the MsgType, identifier of sent message i4 equal
to “4D6E’H (‘Mn’, Request, without reply).

Step 6: Check that there is a'new TCP socket used for TRDH.

Execute “netstat -putane’:

Step 7:  Check that@/T€P closing signal is received.

Step 8: Ensure that the opened TCP socket for TRDP is closgd.

Execute “netstat -putane”.

FINAL|CONDITIONS Test Bench'powered off.
ACCERTANCE CRITERIA The result of test is successful if:

A TCP socket is closed in the replier when TCP closing signal is

received.
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9.5.9.8 Close a TCP connection in the Replier because of a TRDP shutdown

IDENTIFIER TC23TRDPMD_069
TITLE Close a TCP connection in the Replier because of a signal reception
DESCRIPTION The next test case will ensure that:

The replier shall close an existing TCP connection when a TRDP shut
down event happens.

REQUIREMENT Mandatory
INITIAL CONDITIONS Test Bench powered off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN

with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the testing dystem
and capture the frames of the ETBN. Configune-the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[17225.
Step 4: Check that a notification message/is‘sent to the ETBN.

Step 5: Check that the MsgType identifier-of sent message i4 equal
to “4D6E’H (‘Mn’, Request without reply).

Step 6: Check that there is a new\I.CP socket for TRDP.
Execute “netstat -putane”.

Step 7: Check that a trdp,“tle_terminate” event happens in th
caller.

[]

Step 8: Ensure that\the opened TCP socket for TRDP is closkd.

Execute “netstat.-putane”.

FINAL|CONDITIONS Test Bench_powered off.

ACCERTANCE CRITERIA The result of‘test is successful if:

A TCP\port is closed in the replier when TRDP “tic_terminate” ¢vent
happens.
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9.5.9.9 Close a TCP connection in the Replier because another TCP connection was
opened from the same caller
IDENTIFIER TC23TRDPMD_070
TITLE Close a TCP connection in the Replier because another TCP
connection was opened from the same caller
DESCRIPTION The next test case will ensure that:
If another TCP connection was opened from the caller device and the
old connection is not used anymore for a defined time, the replier
closes the old connection.
REQUIREMENT Mandatory
INITIAE-CONBHHONS Fest-Benchpowered-off
STEPS Step 1:  Ensure that the testing system is connected to the ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in, the testing dystem
and capture the frames of the ETBN, Configure the tgol to
focus in TCP frames.

Step 3: Check that message data frames are sent from port=[{17225.

Step 4: Check that a notification message is sent to the ETBN.

Step 5: Check that the MsgTypesidentifier of sent message i4 equal
to ‘4D6E’H (‘Mn’, Request without reply).

Step 6: Check that there’is @new TCP socket for TRDP.

Execute “netstat -putane’,

Step 7:  Check that another request message is sent to the E[FBN

Step 8: Check’that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mn’, Request with reply).

Step 9: Check that there is a new TCP socket for TRDP.

Execute)“netstat -putane”.

Step 10: Check that after the defined time, the first opened TGP
socket for TRDP is closed.

Execute “netstat -putane”.

FINAL|CONDITIONS Test Bench powered off.
ACCERTANCE CRITERIA The result of test is successful if:
After a defined time, the first opened TCP is closed.
9.5.10( Message Data Echo Server Test
9.5.10]1 , \Test purpose
Test theoptiomatty provided T RDPmMessage data echo function.
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2 Returned Message Data in TRDP Message Data Echo Function

IDENTIFIER TC23TRDPMD_071

TITLE

Returned Message Data in TRDP Message Data Echo Function

DESCRIPTION The next test case will ensure that:

Message Data Echo is implemented in TRDP layer to provide
message data echo function.

The user data of the returned message shall be a copy of the
received user data.

REQUI

REMENT Optional

INITIAL CONDITIONS Test Bench powered off

STEPS

Step 1:  Ensure that the testing system is connected to the"ETBN
with a correct IP address. Check that the communication
between both systems is good.

Step 2:  Open the “Ethernet bus analyzer tool” in the)testing dystem
and capture the frames of the ETBN. Configure the tgol to
focus in TCP frames.

Step 3: Check that message data framesJare sent from port=[17225.
Step 4: Check that a request messaggenis sent to the ETBN.

Step 5: Check that the MsgType identifier of sent message i4 equal
to ‘4D72’H (‘Mr’, Requestwith reply).

Step 6: Check that the Comld parameter is equal to 86 (echd
request message).

Step 7:  Check that the\ETBN sends a reply message.

Step 8: Check thahthe MsgType identifier of sent message i4 equal
to ‘4D70H (‘Mp’, Reply without confirmation).

Step 9: Check that the Comld parameter is equal to 87(echo|reply
message).

Step.10:,*Check that the dataset of request message is equal tp the
dataset of request message.

FINAL

CONDITIONS Test Bench powered off.

ACCEH

PTANCE CRITERIA The result of test is successful if:

The dataset of reply message is equal to the dataset of reques
message.

9.6
9.6.1

Proces

Process Data test
General

s Data'test is used to evaluate TRDP Process Datafunction and performance of the IUT.

9.6.2

Test setup

The test system should be able to monitor the network communication of the IUT, to analyze
the data of TRDP and to evaluate the consistency of IUT communication. The test set-up as

shown

in Figure 49 should satisfy the following requirement during testing: The train

communication device running TRDP (IUT) is connected to the test system. The test system

(with a

monitor and a TRDP simulator inside the system and a connection network outside the

system) shall analyze and record the network port of the IUT.
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Figure 49 — TTS, IUT connected to the test system

the TRDP testing, the port of IUT should connect to the testing network, and ag
shown in Figure 50 in the communication link of test topology te_simulate the network

connection.
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Figure 50 —

PD push pattern test cases

IUT.

_______________

SRS 1

IEC

The switch in test topology

Push pattern telegramitest

Testing topology: TTS.

ding a

The te$t process and criterion are shown in Table 47.
Table 47 — Push pattern telegram test
Step Action Expected result

Comld of 300 and period of 1000 ms

Start IUT, IUT send TRDP Process Data with | The format of received telegram matches the p|

ush
ms

pattern telegram format of Table 41 (All telegrs

£ ol FIS ol P
MO ot UTTe STidlil TdatiulT)

Figure 51 shows TRDP telegram format specified by IEC 61375-2-3:2015, Clause A.6, the
former 40 bytes are TRDP PD header, and the next 0 to 1432 bytes are TRDP application data.
Table 48 shows the description and value of the TRDP PD header.
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-
|

SequenceCounter

ProtocolVersion MsgType
Comld
etbTopoCnt
opTrnTopoCnt

24 octets

DatasetLength

g
-

40 octets

Reserved

ReplyComlid

ReplylpAddress
HeaderFCS Y

Dataset

07.1432 octets

-
-

IEC
Figure 51 — TRDP telegramformat

Table 48 — Push pattern telegram format content

No. Item in TRDP header Expected Result

1 sequenceCounter:The sequence counter Shall be incremented by one with each sending
of the process telegram.

2 protocolVersion: The version of protocol Same with the statement in TRDP PICS, example
with 0x0100 or 0x0102

3 msgType: The type of telegram Push pattern: fixed with 0x5064

4 Comld:The identifier of communication 300

5 etbTopoCnt: The ETB\topography counter Fixed with 0 when communicating within the cqnsist

6 opTrnTopoCnt:~The operational train Fixed with 0 when communicating within the cqnsist

topography counter

7 datasetlength: The dataset length 1024 bytes

8 reserved01:Reserved for extension Fixed with 0

9 replyComld: The requested Comld Push pattern: fixed with 0

10 replylpAddress: The reply IP address Push pattern: fixed with 0

11 headerFCS: Header checksum Calculated checksum of header according to
IEC 61375-2-3:2015, Clause A.3 (checksum self is
not included)

Telegram parameter as in Table 49.
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Table 49 — Telegram parameter of push pattern test

Telegram type ‘Pd’

Comld 300

Dataset CONFTEST_PUSH_FORMAT
Dataset length 1024 Bytes

Destination IP 239.255.3.0

Cycle Time 1000 ms

Telegram data definition as in Figure 52.

Comid(300) A
Life Sign
1
2
12
©
(&)
<)
~
Qal
o
253
254 v

Figure 52 — Dataset of CONFTEST_PUSH_FORMAT

9.6.3.2 Destination UDP porttest

Test tgpology: TTS.

The te$t process and eriterion as shown in Table 50.
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Table 50 — Destination UDP port test

Step Action Expected Result

1 Start IUT with the destination UDP port default The data received by Simulator are same with
value 17224, and send TRDP process data with the data sent by IUT

Comld of 301 and period of 1 000 ms and
Simulator receives associated Comld data with
the UDP port default value 17224

2 After step 1, keep the destination UDP port of No TRDP PD received by Simulator, but a UDP
IUT same, and modify the destination UDP port port 17224 data will be received.

of Simulator to another value 17000, IUT send
TRDP process data with Comld of 301 and
period of 1 000 ms and Simulator receives
assoclated Comld data

3 After step 1, keep the destination UDP port of No data received by Simulator, but a UDP port
Simulator same, and modify the destination UDP 17000 data will be received.
port of IUT to another value 17000, restart IUT,
IUT send TRDP process data with Comld of 301
and period of 1 000 ms and Simulator subscribe
associated Comld data

4 Modify destination UDP port of both IUT and The data received by Simulator are same with
Simulator to non-default value 17000, and restart | the data sent by IUT
IUT, IUT send TRDP process data with Comld of
301 and period of 1 000 ms and Simulator

subscribe associated Comld data

Telegram parameter as in Table 51.

Table 51 — Destination UDP port.test telegram parameter

Telegrgm type ‘Pd’

Comld 301

Datasdt CONFTEST_UDP_PORT
Datasgt length 1024 Bytes

Destination IP 239.255.3.1

Cycle fime 1000 ms

Telegram data are defined as in Figure 53.

Comlid(301) A
Life Sign
1
2
12
ko
(8]
o
<
N
o
253
254 Y
IEC

Figure 53 — Dataset of CONFTEST_UDP_PORT
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9.6.3.3 FCS check test

Test topology: TTS.

Simulator sends TRDP process data with Comld of 302. IUT receives the data from Simulator
and replies a telegram to Simulator with Comld of 303, and sets check value of reply telegram
0x55555555 if received, sets check value OXAAAAAAAA if timeout.

The test process and criterion as shown in Table 52.

Table 52 — FCS check test

Step Action Expected Result
1 Start IUT, Simulator send TRDP process data The check value of reply telegramewith Cofnld of
Comld of 302 with period of 1 000 ms and with 303 shall be 0x55555555
correct FCS of TRDP PD header
2 Simulator send TRDP process data Comld of 302 | The check value of reply télegram with Comld of
with period of 1 000 ms and with incorrect FCS 303 shall be 0OXAAAAAAAA
of TRDP PD header
Telegrgm parameter as in Table 53 and Table 54.
Table 53 — FCS check test telegram parameter
Telegrgm type ‘Pd’
Comld 302
Datasdt CONFTEST_FCS
Dataset length 1024 Bytes
Destingtion IP 239.255.3.2
Cycle fime 1000 ms
Table 54 — FCS check test reply telegram parameter
Telegrgm type ‘Pd’
Comld 303
Datasdt CONFTEST_FCS_REPLY
Dataset length 1024 Bytes
Destingtion, 1R 239.255.3.3
Cycle fime 1. 000 me

Telegram data are defined as in Figure 54 and Figure 55.
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Comld(302) A
Life Sign
1
2
8
3
<
S
253
254 Y

IEC

Figure 54 — Dataset of CONFTEST_FCS

Comld(303)

Check Value

1

2

253

254

1024 octets

IEC

Figure 55 — Dataset of CONFTEST_FCS_REPLY

Protocol version test

otssend TRDP process data with Comld of

Test process and criterion as shown in Table 55.

304 |

UT receive the data from Simula

or and

legram


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61375-2-8:2021 © |IEC 2021

— 265 —

Table 55 — Protocol version test

Step Action

Expected Result

Start IUT, the TRDP high version H2 is 1,
low version L2 is 2.Simulator send TRDP
process data with Comld of 304 and period
of 1 000 ms, the TRDP high version H1 is
1(same as H2) and low version L1 is 1 (no
specific requirement)

The check value of reply telegram with Comld of 305
shall be 0x55555555

2 Restart IUT, the TRDP high version H2 is 2, The check value of reply telegram with Comld of 305

low version L2 is 1.Simulator send TRDP shall be OXAAAAAAAA

process data with Comld of 304 and period

of 1 000 ms, the TRDP high version H1 is

T(arferent from HZ) and Tow version LT 15 1

(no specific requirement)

Telegram parameter as in Table 56 and Table 57.
Table 56 — Protocol version test telegram parameter
Telegrgm type ‘Pd’
Comld 304
Datasdt CONFTEST_PROTOyVERSION
Dataset length 1 024 Bytes
Destingtion IP 239.255.3.4
Cycle fime 1 000 @ns
Table 57 — Protocol version test reply telegram parameter
Telegrgm type ‘Pd’
Comld 305
Datasdt CONFTEST_PROTO_VERSION_REPLY
Dataset length 1 024 Bytes
Destingtion IP 239.255.3.5
Cycle fime 1 000 ms
Telegrgm data.definition as in Figure 56 and Figure 57.
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Comld(304) A
Life Sign
1
2

1024 octets

253

254
IEC

Figure 56 — Dataset of CONFTEST_PROTO_VERSION

Comld(305) A
Check Value
1
2
(2]
ko
(8]
o
<
N
o
253
254 Y

IEC
Figure 57"~ Dataset of CONFTEST_PROTO_VERSION_REPLY

9.6.3.5 Topology counter test

Test tgpology:\[TS.

Test proc€ss and criterion as shown in Table 58.
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Table 58 — Topology counter test

Step

Action

Expected Result

Start IUT, Simulator publish TRDP process data
with Comld of 306 with the etbTopoCnt=0 and
opTrnTopoCnt=0 in the telegram, while the
actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in IUT, IUT publish
TRDP process data with Comld of 315 with the
etbTopoCnt=0 and opTrnTopoCnt=0 in the
telegram, while the actual
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in Simulator. IUT
receive TRDP process data from Simulator and

The data of Comld 315 received by Simulator are
same with the dataof Comld 306

then copy the data to the sending buffer of
Comld 315.

Restart IUT, Simulator publish TRDP process
data with Comld of 307 with the etbTopoCnt=0
and opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in IUT, IUT publish
TRDP process data with Comld of 316 with the
etbTopoCnt=0 and opTrnTopoCnt=0x55667788
in the telegram, while the actual
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in Simulator. IUT
receive TRDP process data from Simulator and
then copy the data to the sending buffer of
Comld 316.

The data of Comld 316 received by)Simulajtor are
same with the dataof Comld 307

Restart IUT, Simulator publish TRDP process
data with Comld of 308 with the etbTopoCnt=0
and opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x66778899 in IUT, IUT publish
TRDP process data with Comld of 317 withcthe
etbTopoCnt=0 and opTrnTopoCnt=0x55667788
in the telegram, while the actual
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x66778899 in Simulator.

Nojdata received by Simulator and no datg
received by IUT

Restart IUT, Simulator publish(TRDP process
data with Comld of 309 with(the
etbTopoCnt=0x11223344 and opTrnTopoCnt=0
in the telegram, while the-actual
etbTopoCnt=0x11228344 and
opTrnTopoCnt=0x58667788 in IUT, IUT publish
TRDP process-data with Comld of 318 with the
etbTopoCnt=0x11223344 and opTrnTopoCnt=0
in the telegram, while the actual
etbTopaCni=0x11223344 and
opTrnTopoCnt=0x55667788 in Simulator. IUT
receive”TRDP process data from Simulator and
then copy the data to the sending buffer of
Comld 318.

The data of Comld 318 received by Simulajtor are
same with the dataof Comld 309

RESLAIt TUT, DillluldlUl pul)libll I'RUF Process
data with Comld of 310 with the
etbTopoCnt=0x11223344 and opTrnTopoCnt=0
in the telegram, while the actual
etbTopoCnt=0x22334455 and
opTrnTopoCnt=0x55667788 in IUT, IUT publish
TRDP process data with Comld of 319 with the
etbTopoCnt=0x11223344 and opTrnTopoCnt=0
in the telegram, while the actual
etbTopoCnt=0x22334455 and
opTrnTopoCnt=0x55667788 in Simulator.

NodataTeceived 19) Simutatoramd o dat

received by IUT
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Step

Action Expected Result

Restart IUT, Simulator publish TRDP process The data of Comld 320 received by Simulator are
data with Comld of 311 with the same with the dataof Comld 311
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in IUT, IUT publish
TRDP process data with Comld of 320 with the
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in Simulator. IUT
receive TRDP process data from Simulator and
then copy the data to the sending buffer of

comid sT1a6.

Restart IUT, Simulator publish TRDP process No data received by Simulator and no datg
data with Comld of 312 with the received by IUT

etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x66778899 in IUT, IUT publish
TRDP process data with Comld of 321 with the
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x66778899 in Simulator.

Restart IUT, Simulator publish TRDP process No data réceived by Simulator and no datg
data with Comld of 313 with the received by IUT

etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual etbTopoCnt=0x22334455 and
opTrnTopoCnt=0x55667788 in IUT, IUT publish
TRDP process data with Comld of 322 with the
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegramy;
while the actual etbTopoCnt=0x22334455 and
opTrnTopoCnt=0x55667788 in Simulator.

Restart IUT, Simulator publish TRDR\process No data received by Simulator and no datg
data with Comld of 314 with the received by IUT

etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in\the telegram,
while the actual etbTopeCnt=0x22334455 and
opTrnTopoCnt=0x66778899 in IUT, IUT publish
TRDP process data with Comld of 323 with the
etbTopoCnt=0x11223344 and
opTrnTopoCnt=0x55667788 in the telegram,
while the actual yetbTopoCnt=0x22334455 and
opTrnTopoCnt=0x66778899 in Simulator.

Telegr

hm parameter as in Table 59.

- _ L1 = : +
Fable 59— Simutator sendingtetegramparameter

Telegram type ‘Pd’

Comld

306~314

Dataset CONFTEST_SIMU_TOPO

Dataset length 1 024 Bytes

Destination IP 239.255.3.6~239.255.3.14

Cycle time 1 000 ms
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Telegram data are defined in Figure 58 and Table 60.

Comld(306~314) A
Life Sign
1
2
[2]
©
O
(o]
<
(o]
o
253
254

IEC

Figure 58 — Dataset of CONFTEST_SIMU_TOPO

Table 60 — IUT sending telegram parameter

Telegrgm type ‘Pd’
Comld 315~323
Datasdt CONFTEST_IUT_TOPO
Dataset length 1.024/Bytes
Destingtion IP 239.255.3.15~239.255.3.23
Cycle fime 1 000 ms
Telegrgm data are defined in Figlre 59.
Comld(315~323) A
Life Sign
1
2
2]
o
]
o
<
o
253
254 Y

IEC

Figure 59 — Dataset of CONFTEST_IDU_TOPO
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Data length test

Test topology: TTS.

The test procedure and criteria are shown in Table 61.

Table 61 — Data length test

IEC 61375-2-8:2021 © |IEC 2021

Step Action Expected Result

1 Start IUT, IUT send TRDP Process Data with | The data received by Simulator are same with the
Comld of 324 and period of 1 000 ms, the data sent by IUT, and data length is 1 432 bytes
data length is 1 432 bytes by the
configuration file.

2 Start IUT, IUT send TRDP Process Data with | No data received by Simulator, data length lis Q byte
Comld of 325 and period of 1000 ms, the
data length is 0 bytes by the configuration
file.

3 Start IUT, IUT send TRDP Process Data with | The data received by Simulatérare same with fhe
Comld of 326 and period of 1000 ms, the data sent by IUT, and data-Jength is 512 bytes
data length is 512 bytes by the configuration
file.

Telegram Parameters are defined in Table 62, Table 63 and/jable 64.
Table 62 — Data length test of 1 432 byteslength telegram parameters

Telegrgm type ‘Pd’

Comld 324

Datasqt CONFTEST_DATA_LEN_1432

Datasgt length 1 432 Bytes

Destination IP 239.255.3.24

Cycle fime 1 000 ms

Table 63 — Data length test of 0 byte length telegram parameters

Telegrgm type ‘Pd’

Comld 325

Datasqt CONFTEST_DATA_LEN_O

Datasgt length 0 Bytes

Destingtion”|P. 239.255.3.25

Cycle time 1 000 ms

Table 64 — Data length test of 512 bytes length telegram parameters

Telegram type ‘Pd’

Comld 326

Dataset CONFTEST_DATA_LEN_512
Dataset length 512 Bytes

Destination IP 239.255.3.26

Cycle time 1 000 ms
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Telegram data are defined in Figure 60, Figure 61 and Figure 62.

Comld(324)
Life Sign
1
2

1432 octets

353

354 ]
IEC

Figure 60 — Dataset of CONFTEST_DATA_LEN(1432

»
-

None

0 octets

/
IEC

-y

Figure 61 — Dataset of CONFTEST_DATA_LEN_0O

Comld(326)
Life Sign
1
2

512 octets

125

126 Y
IEC

Figure 62 — Dataset of CONFTEST_DATA_LEN_512

9.6.3.7 Byte alignment test
Test topology: TTS.

The test procedure and criteria are shown in Table 65.
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Table 65 — Byte alignment test

Step Action Expected Result
1 Start IUT, IUT send TRDP Process Data with | The data length received by Simulator if 444, 3 bytes
Comld of 327 and period of 1000 ms, the of zero appended
data length is 441 (not a multiple of 4) bytes
by the configuration file.
2 Start IUT, IUT send TRDP Process Data with | The data length received by Simulator if 444, 2 bytes
Comld of 328 and period of 1 000 ms, the of zero appended
data length is 442 (not a multiple of 4) bytes
by the configuration file.
3 Start IUT, IUT send TRDP Process Data with | The data length received by Simulator if 444, 1 bytes
Comte-of-320-anrd-period-of-+-006-ms—the ofzero-appended
data length is 443 (not a multiple of 4) bytes
by the configuration file.
Telegram parameters are defined in Table 66, Table 67 and Table 68.
Table 66 — Byte alignment test of 441 bytes length telegram’parameters
Telegrgm type ‘Pd’
Comld 327
Datasdt CONFTEST_BYTE “ALIGN_441
Datasgt length 441 Bytes
Destingtion IP 239.255:3:.27
Cycletime 1 000 ms
Table 67 — Byte alignment testtof 442 bytes length telegram parameters
Telegrgm type ‘Pd’
Comld 328
Datasdt CONFTEST_BYTE_ALIGN_442
Datasgt length 442 Bytes
Destingtion IP 239.255.3.28
Cycle fime 1 000 ms
Table 68 — Byte alignment test of 443 bytes length telegram parameters
Telegram-type ‘P’
Comld 329
Dataset CONFTEST_BYTE_ALIGN_443
Dataset length 443 Bytes
Destination IP 239.255.3.29
Cycle time 1 000 ms
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Telegram data are defined in Figure 63, Figure 64 and Figure 65.

Comld(327) A
Life Sign
1
2

441 octets

108

109 | Y
IEC

Figure 63 — Byte alignment test of 441 bytes length télegram data

Comld(328) A
Life Sign
1
2
(2]
o}
(8]
o
AN
<
<
108
109 | 110 | Y

IEC

Figure 64 — Byte alignment test of 442 bytes length telegram data

Comld(329) A
Life Sign

1
2

443 octets

108

109 | 109 | 110 | Y
IEC

Figure 65 — Byte alignment test of 443 bytes length telegram data
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Timeout and validity test

Test topology: TTS.

Simulator send TRDP process data with Comld of 330. IUT receive the data from Simulator and
reply a telegram to Simulator with Comld of 331 or 332, set reply data zero (validity is ZERO
mode) if receive timeout, set reply data last received (validity is KEEP mode) if receive timeout.

The test procedure and criteria are shown in Table 69.

Table 69 — Timeout and validity test

IEC 61375-2-8:2021 © |IEC 2021

Step Action Expected Result

1 Start IUT, Simulator send TRDP process
data with Comld of 330 and period of 1
000 ms

2 Start IUT, set validity is ZERO mode and
receive TRDP process data from Simulator

3 Simulator stop sending TRDP process data The reply telegram data with Comld of 331 shdll be
through disconnect the cable or other ways zero

4 Simulator continues sending TRDP process
data. Restart IUT, set validity is KEEP mode
and receive TRDP process data from
Simulator

5 Simulator stop sending TRDP process data The life'sign of Comld 332 will be the same value
again through disconnect the cable or other with the last received telegram of Comld 330
ways

Telegrgm parameters are defined in Table 70, Table 71 and Table 72.
Table 70 — Timeout and validity test telegram parameters

Telegrgm type ‘Pd’

Comld 330

Datasqt CONFTEST_TIMEOUT_BEHAVIOR

Dataset length 1 024 Bytes

Destination IP 239.255.3.30

Cycle fime 1 000 ms

Timeodyt value 5000 ms

Table 71 — Timeout and validity test reply telegram parameters(ZERO mode)

Telegram type ‘Pd’

Comld 331

Dataset CONFTEST_TIMEOUT_BEHAVIOR_ZERO
Dataset length 1 024 Bytes

Destination IP 239.255.3.31

Cycle time 1 000 ms
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Table 72 — Timeout and validity test reply telegram parameters(KEEP mode)

Telegram type ‘Pd’

Comld 332

Dataset CONFTEST_TIMEOUT_BEHAVIOR_KEEP
Dataset length 1024 Bytes

Destination IP 239.255.3.32

Cycle time 1 000 ms

Telegram data definition as in Figure 66.

Comlid(330) A
Life Sign
1
2
2]
o}
O
tS)
<
o
o
253
254 Y

IEC

Figure 66 — Dataset of CONFTEST_PUSH_FORMAT

Reply felegram data (ZERO modg)are defined in Figure 67.

Comld(331) [
0
0
0

1024 octets

IEC

Figure 67 — Dataset of CONFTEST_TIMEOUT_BEHAVIOR_ZERO

Reply telegram data (KEEP mode) are defined in Figure 68.
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Comld(332)

Received[1]

Received[2]

Received[3]

1024 octets

Received[254]

Received[255] Y

9.6.3.9 Receiving port IP filtering test (Option)

Test tgpology: TTS.

Simulator send TRDP process data with Comld of 333. IUJ/receive the data from Simula
reply a telegram to Simulator with Comld of 334, and/set received flag of reply te
0x555%5555 if received, set received flag OXAAAAAAAA if timeout.

The te$t procedure and criteria are shown in Tabkle 73.

Figure 68 — Dataset of CONFTEST_TIMEOUT_BEHAVIOR_KEEP

Table 73 — Receiving port IP filtering test

IEC
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or and
egram

Step Action

Expected Result

1 Simulator send TRDP process data with
Comld of 333 and period-0f 4000 ms

with\filtering IP different from the IP address
of-Simulator

334 shall be 0OXAAAAAAAA

2 Start IUT, receive the data from Simulator The received flag of reply telegram with ComlId| of
with no filtering IP. 334 shall be 0x55555555

3 ReStart IUT, receive the data from Simulator | The received flag of reply telegram with ComlId| of
with filtering IR_same with the IP address of 334 shall be 0x55555555
Simulator

4 ReStart,IUT, receive the data from Simulator | The received flag of reply telegram with ComlId| of

Telegram parameters are defined in Table 74 and Table 75.

Table 74 — Receiving port IP filtering test telegram parameters

Telegram type ‘Pd’

Comld 333

Dataset CONFTEST_IP_FILTER
Dataset length 1 024 Bytes

Destination IP 239.255.3.33

Cycle time 1 000 ms
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Table 75 — Receiving port IP filtering test reply telegram parameters

Telegram type ‘Pd’

Comld 334

Dataset CONFTEST_IP_FILTER_REPLY
Dataset length 1 024 Bytes

Destination IP 239.255.3.34

Cycle time 1 000 ms

Telegram data are defined in Figure 69 and Figure 70.

Comld(333) A
Life Sign
1
2
2]
o}
O
tS)
<
o
o
253
254 Y

IEC

Figure 69 — Dataset of CONFTEST_IP_FILTER

Comlid(334) A
received flag
1
2

1024 octets

253

254 Y
IEC

Figure 70 — Dataset of CONFTEST_IP_FILTER_REPLY

9.6.3.10 DSCP(QOS) and TTL test (Option)

Test topology: TTS.

The test procedure and criteria are shown in Table 76.
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Table 76 —- DSCP(QOS) and TTL test

Step Action Expected Result
1 Start IUT, IUT send TRDP Process Data with | Monitor detect that the TOS segment of the telegram
Comld of 335 and period of 1 000 ms, set is 0xAO0, and the TTL of the telegram is 64.
the QOS=5, and TTL=64

Telegram parameters are defined in Table 77.

Table 77 — DSCP(QOS) and TTL test telegram parameters

Telegrgm type ‘Pd’
Comld 335
Datasdt CONFTEST_DSCP_TTL
Dataset length 1 024 Bytes
Destingtion IP 239.255.3.35
Cycle fime 1 000 ms
QoS 5
TTL 64
Telegram data are defined in Figure 71.
Comld(335) A
Life\Sign
1
2
@2
o
]
o
<
AN
o
253
254 Y
IEC

9.6.3.11 Redundancy test (Option)

Test topology: TTS.

Test process and criterion as shown in Table 78.
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Table 78 — Redundancy test

of 1 000 ms

process data with Comld of 336 and period

Step Action Expected Result
1 Start IUT, and set IUT as a master, then it The data received by Simulator are same with the
will send TRDP process data with Comld of data sent by IUT
336 and period of 1 000 ms
2 Set IUT as a slave, it will not send TRDP No data package received by Simulator

Telegram parameter as in Table 79.

Table 79 — Redundancy test telegram parameter

Telegrgm type ‘Pd’
Comld 336
Datasdt CONFTEST_REDUNDANT
Datasgt length 1 024 Bytes
Destingtion IP 239.255.3.36
Cycle fime 1 000 ms
Telegrgam data definition as in Figure 72.
Comld(336) A
Life\Sign
1
2
@2
o
]
o
<
AN
o
253
254 Y

IEC

9.6.3.1

Test to

Figure 72 — Dataset of CONFTEST_REDUNDANT

2 Point to point test

pology: TTS.

Test process and criterion as shown in Table 80.
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Table 80 — point to point test of push pattern

Step Action Expected Result
1 Start IUT, set the IUT IP address of 10.0.1.1
and set the Simulator IP address of 10.0.1.2
2 IUT send TRDP process data with Comld The Simulator will receive the telegrams from IUT
337 with Comld 337

Telegram parameter as in Table 81.

Table 81— point to point test telegram parameter

Telegrgm type ‘Pd’

Comld 337

Datasdt CONFTEST_UNICAST
Datasgt length 1 024 Bytes
Destination IP 10.0.1.2

Cycle fime 1000 ms

Telegram data definition as in Figure 73.

Comld(337) A
Life Sign
1
2
2]
@
]
o
<
AN
o
253
254 Y

IEC

Figure 73 — Dataset of CONFTEST_UNICAST

9.6.4 PD pull pattern test cases
9.6.4.1 Pull pattern telegram test

Test topology: TTS.

Test process and criterion as shown in Table 82, Table 83 and Table 84.
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Table 82 — Pull pattern telegram test

Step Action Expected Result
1 Start IUT, Simulator send TRDP request with | The format of request telegram matches the push
Comld of 400 and period of 1 000 ms to IUT patternrequest telegram format of Table 75 (All
telegrams from the first one shall matches)
2 IUT send the reply with Comld of 401 to The format of reply telegram matches the push
Simulator when received the request from pattern telegram format of Table 76 (All telegrams
Simulator from the first one shall match)
3 Monitor receiving 10 000 reply packets from The period of data received should be 900 ms~1 100
IUT ms
Table 83 — Pull pattern request telegram format content
No. Item in TRDP header Expected Result
1 sequenceCounter: The sequence counter Shall be incremented with each sending
of the process telegram, staft value 0.
2 protocolVersion: The version of protocol Same with the statementin“TRDP PICS, example
with 0x0100 or 0x0102:
3 msgType: The type of telegram Request in pull pattern: fixed with 0x5072
4 Comld: The identifier of communication 400
5 etbTopoCnt: The ETB topography counter Fixed with 0 when communicating within the cgnsist
6 opTrnTopoCnt: The operational train Fixed’with 0 when communicating within the cqnsist
topography counter
7 datasetLength: The dataset length 1.024 bytes
8 reserved01: Reserved for extension Fixed with O
9 replyComld: The requested Comld Request in pull pattern: 401
10 replylpAddress: The reply IP address Request in pull pattern: 0
11 headerFCS: Header checksum Calculated checksum of header according to
IEC 61375-2-3:2015, Clause A.3 (checksum itgelf is
not included)
Table84'— Pull pattern reply telegram format content
No. Item in TRDP header Expected Result
1 sequenceCounter: The sequence counter Shall be incremented with each sending
of the process telegram, start value 0.
2 protocolVersion: The version of protocol Same with the statment in TRDP PICS, example with
0x0100 or 0x0102.
3 msgType: The type of telegram Reply in pull pattern: fixed with 0x5070
4 Comld: The identifier of communication 401
5 etbTopoCnt: The ETB topography counter Fixed with 0 when communicating within the consist
6 opTrnTopoCnt: The operational train Fixed with 0 when communicating within the consist
topography counter
7 datasetLength: The dataset length 1 024 bytes
8 reserved01: Reserved for extension Fixed with 0
9 replyComld: The requested Comld Reply in pull pattern: fixed with 0
10 replylpAddress: The reply IP address Reply in pull pattern: fixed with 0
11 headerFCS: Header checksum Calculated checksum of header according to

IEC 61375-2-3:2015, Clause A.3 (checksum itself is
not included)



https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

- 282 — IEC 61375-2-8:2021 © |IEC 2021

Telegram parameter as in Table 85 and Table 86.

Table 85 — Request telegram parameter of pull pattern test

Telegram type ‘Pr

Comld 400

Dataset CONFTEST_PULL_ FORMAT_REQUEST
Dataset length 1 024 Bytes

Destination IP 239.255.4.0

Reply Comld 0

Reply IP Address 0

Cycle fime 1 000 ms

Table 86 — Reply telegram parameter of pull pattern test

Telegrgm type ‘Pp’

Comld 401

Datasdt CONFTEST_PULL_ FORMAT_REPLY
Dataset length 1 024 Bytes

Destingtion IP 239.255.4.1

Telegram data definition as in Figure 74 and Figure 75.

Camld(400) A
Life Sign
1
2
[2]
o}
]
o
<
AN
o
253
254 Y

IEC

Figure 74 — Dataset of CONFTEST_PULL_ FORMAT_REQUEST
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Comld(401)

Life Sign

1

2

1024 octets

9.6.4.2 FCS

253

254

Figure 75 — Dataset of CONFTEST_PULL_ FORMAT_REPLY

check test

Test tgpology: TTS.

then s
and se

nd a TRDP reply to Simulator with Comld of 403-ifthe FCS of TRDP PD header is

Simul?or send TRDP request with Comld of 402. IUT recéive the request from Simulat
check value of reply telegram 0x55555555 ifireceived.

Test process and criterionas shown in Table 87!

Table 87= FCS check test

IEC

or and
correct,

Step Action Expected Result
1 Start IUT, Simulator send TRDP request with | The check value of TRDP reply telegram with ¢omld
Comld of 402 and period-0f 4000 ms and of 403 shall be 0x565555555
with correct FCS of TRDP_PD header
2 Simulator send TRDP\request with Comld of IUT will discard the request telegram and not reply
402 and period of1"000 ms and with the telegram with Comld of 403 becase of incofrect
incorrect FCS/of FRDP PD header FCS.

Telegram parameter as in Table 88 and Table 89.

Table 88 — FCS check test request parameter

Telegram type ‘Pr’

Comld 402

Dataset CONFTEST_FCS_REQUEST
Dataset length 1 024 Bytes

Destination IP 239.255.4.2

Reply Comld 0

Reply IP Address 0

Cycle time 1 000 ms
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Table 89 — FCS check test reply parameter

Telegram type ‘Pp’

Comld 403

Dataset CONFTEST_FCS_REPLY
Dataset length 1 024 Bytes

Destination IP 239.255.4.3

Cycle time Depends on the period of request

Telegram data see Figure 76 and Figure 77.

Comid(402) A
Life Sign
1
2

1024 octets

253

254 Y
IEC

Figure 76 — Dataset of CONFTEST_FCS_REQUEST

Comld(403) A
Check value
1
2

1024 octets

253

254 Y
IEC

Figure 77 — Dataset of CONFTEST_FCS_REPLY

9.6.4.3 Protocol version test

Test topology: TTS.

Simulator send TRDP request with Comld of 404, IUT receive the request from Simulator and
send a TRDP reply to Simulator with Comld of 405 and set check value of reply telegram
0x55555555 if received, set check value OXAAAAAAAA if timeout.


https://iecnorm.com/api/?name=8faebc1fd3d9ae676a67110463797a21

IEC 61

375-2-8:2021 © IEC 2021 — 285 —

Test process and criterion as shown in Table 90.

Table 90 — Protocol version test

Step Action Expected Result
1 Start IUT, the TRDP high version H2 is 1, The check value of TRDP reply telegram with Comld
low version L2 is 2: Simulator send TRDP of 405 shall be 0x565555555
request with Comld of 404 and period of 1
000 ms, the TRDP high version H1 is 1
(same as H2) and low version L1 is 1 (no
specific requirement)
2 Restart IUT, the TRDP high version H2 is 2, IUT will discard the request telegram and not reply
fowversiom t2 s t—Simutator sema T ROP— | thetefegram wittCommdof 205
request with Comld of 404 and period of 1
000 ms, the TRDP high version H1 is 1
(different from H2) and low version L1 is 1
(no specific requirement)
Telegrgm parameter as in Table 91 and Table 92.
Table 91 — Protocol version test request telegram parameter
Telegrgm type ‘Pr’
Comld 404
Datasqt CONFTESTPROTO_VERSION
Datasgt length 1 024 Bytes
Destination IP 239,255.4.4
Reply Comld 0
Reply IP Address 0
Cycle fime 1000 ms
Table 92 — Protocol version test reply telegram parameter
Telegrgm type ‘Pp’
Comld 405
Datasqt CONFTEST_PROTO_VERSION
Datasgt length 1 024 Bytes
Destingtion JP 239.255.4.5

Telegram data definition as in Figure 78 and Figure 79.
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Comid(404) A
Life Sign
1
2

1024 octets

253

254 Y
IEC

Figure 78 — Dataset of CONFTEST_PROTO_VERSION_REQUEST

Comld(405) A
Check Value
1
2

1024 octets

253

254 Y
IEC

Figure 79-= Dataset of CONFTEST_PROTO_VERSION_REPLY

9.6.4.4 Topology-counter test

Test tgpology:\ITS.

Test process and criterion as shown in Table 93.
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