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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL EQUIPMENT FOR MEASUREMENT,
CONTROL AND LABORATORY USE -
EMC REQUIREMENTS -

Part 3-2: Immunity requirements for safety-related

systems and for equipment intended to perform
safety-related functions (functional safety) —
Industrial applications with specified electromagnetic environment

FOREWORD

Tlhe International Electrotechnical Commission (IEC) is a worldwide organization for stahdardization compr
gll national electrotechnical committees (IEC National Committees). The object of IEC is to pro
ihternational co-operation on all questions concerning standardization in the electrical and electronic field
this end and in addition to other activities, IEC publishes International Stamdards, Technical Specificaf]
Tlechnical Reports, Publicly Available Specifications (PAS) and Guides~ (hereafter referred to as

Hublication(s)”). Their preparation is entrusted to technical committees; any [EC National Committee interg
ih the subject dealt with may participate in this preparatory work’,International, governmental and

dovernmental organizations liaising with the IEC also participate in thi§ preparation. IEC collaborates cl
with the International Organization for Standardization (ISO) in~accordance with conditions determine|
dgreement between the two organizations.

1
g
i

he formal decisions or agreements of IEC on technical matfters express, as nearly as possible, an internat
onsensus of opinion on the relevant subjects since eaeh technical committee has representation fro
interested IEC National Committees.

IEC Publications have the form of recommendations™“for international use and are accepted by IEC Natf]
Gommittees in that sense. While all reasonable_efforts are made to ensure that the technical content of
Hublications is accurate, IEC cannot be held*responsible for the way in which they are used or for|
misinterpretation by any end user.

Ip order to promote international uniformity, IEC National Committees undertake to apply IEC Publica
tfansparently to the maximum extent_possible in their national and regional publications. Any diverg
Hetween any IEC Publication and thexcorresponding national or regional publication shall be clearly indicat
the latter.

IEC itself does not provide any. attestation of conformity. Independent certification bodies provide confo
Isessment services and, in\some areas, access to IEC marks of conformity. IEC is not responsible fof
rvices carried out by independent certification bodies.

Il users should ensure\that they have the latest edition of this publication.

A

N

members of its_téchnical committees and IEC National Committees for any personal injury, property dama
dther damageyof*any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
gxpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other
Hublications.

A
i

ttention‘is drawn to the Normative references cited in this publication. Use of the referenced publicatio
indispensable for the correct application of this publication.
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o liability shall attach to IEC or its directors, employees, servants or agents including individual expertq and

e or
and
IEC

hs is

ATIETON 15 drawm 1o the possibiity that Some of the erements of this TEC Pubtication may be the sub)
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

ct of

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61326-3-2 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2008. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

e extension of the frequency range up to 6 GHz for the radio-frequency electromagnetic field
test according to IEC 61000-4-3,

e feplacement of the performance criterion FS with DS according to the generic standard
EC 61000-6-7,

e Aadding Table 1 — Aspects to be considered during application of performance ectiterion DS,

e |ncluding immunity tests for devices with current consumption > 16 ,A“Naccording to
EC 61000-4-34,

e lpdating Figure A.1 and Figure 1 for better readability,

e Adding tests according to IEC 61000-4-16 to replace the tests according to IEC 61000{4-6
n the frequency range between 10 kHz and 150 kHz.

IEC|61326-3-2 is to be read in conjunction with IEC 61326-1.

Thel|text of this standard is based on the following documents:

FDIS Report on voting
65A/820/FDIS 65A/826/RVD

Fulllinformation on the voting for the approval of this standard can be found in the reporf on
votihg indicated in the above table.

Thig publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts of the IEC 61326 series, under the general title Electrical equipment for
megsurement, control and _laboratory use — EMC requirements, can be found on the |[EC
welsite.

Thel committee ha§ decided that the contents of this publication will remain unchanged until
the |stability date. indicated on the IEC website under "http://webstore.iec.ch" in the data
related to thedspecific publication. At this date, the publication will be
e feconfirmed,

e Wwithdrawn,

o replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Functional safety is that part of the overall safety relating to the equipment under control
(EUC) and the EUC control system which depends on the correct functioning of the electrical
safety-related systems. To achieve this, all items of equipment of the safety-related system
which are involved in the performance of the safety functions must behave in a specified
manner under all relevant conditions.

The IEC basic safety publication for functional safety of electrical/electronic/programmable
electronic safety-related systems is IEC 61508. It sets the overall requirements to achieve
fungtional satety. Sufficient immunity to electromagnetic disturbances Iis One o ose
reqliirements.

The| concept of IEC 61508 distinguishes between the consideration of the application and|the
des|gn of safety-related electrical and electronic systems.-The-interface-between-beoth-is [The
oveflall safety requirements specification{SRS)}—H specifies all relevant requirements of|the
intended application, as follows.

a) gdefinition of the safety functions, based on a risk assessment ofcthe intended application
which functions are intended to reduce risk);

b) Bppropriate safety-integrated integrity level (SIL) for each safety function based on a|risk
hssessment of the intended application;

c) fefinition of the environment in which the system Sis“intended to work including |the
blectromagnetic environment as required by IEC 61508-2.

The| requirements for each safety function are theh“specified in one or more system safety
reqlirements specifications (SSRS). Hence, withnregard to immunity against electromagretic
phephomena, the essential starting point is that the electromagnetic environment and its
phephomena are considered in the SSRS, cas required by IEC 61508. The safety-related
sysfem intended to implement the specified safety function has to fulfil the SSRS, and, fropm it,
corflesponding immunity requirements have to be derived for the items of equipment, which
resdlts in an equipment requirement” specification. With respect to the electromagnetic
envlronment, the SSRS and the equipment requirement specification should be based gn a
conpetent assessment of the foreseeable electromagnetic threats in the real environment
the whole operational.life” of the equipment. Hence, immunity requirements for|the
equjpment depend on thescharacteristics of the electromagnetic environment in which |the
equjpment is intended to be used.

The| equipment manufacturer, therefore, has to prove that the equipment fulfils the equipment
reqlirement specification and the system integrator must prove that the system fulfils|the
SSRS. Evidencgerhas to be produced by application of appropriate methods. They do not need
to ¢onsider—any other aspects of the application, for example, risk of the applicaftion
asspciated{o’any failure of the safety-related system. The objective is for all equipment in|the
sysfem (to ‘comply with particular performance criteria taking into account functional safety
aspgeets/(for example, the performance criterion-FS DS) up to levels specified in the S$RS

For approaches on how to apply IEC 61326-3 series, see Annex A.

There exists meanwhile the generic EMC standard IEC 61000-6-7 dealing with functional
safety aspects in industrial environments. Generic EMC standards are designed to apply for a
defined electromagnetic environment, to products for which no dedicated product family
EMC/product EMC standards exist. However, for the equipment in the scope of this document,
the information given in the generic EMC standard was considered not to be sufficient. More
detailed information and specifications were needed, for example specific test set-ups,
consideration of the functional earth port or the deliberate differentiation between types of
electromagnetic environments relevant for the equipment in the scope of this document.
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Though historically this product standard was developed several years before the generic
EMC standard, this 29 edition considers the information given in the generic EMC standard

and applies it where appropriate.
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ELECTRICAL EQUIPMENT FOR MEASUREMENT,
CONTROL AND LABORATORY USE -
EMC REQUIREMENTS -

Part 3-2: Immunity requirements for safety-related
systems and for equipment intended to perform
safety-related functions (functional safety) —

Industrial applications with specified electromagnetic environment

Thisg
part
spe
IEC

The
indd

elad

Scope

part of IEC 61326 covers all equipment within the scope of IEC 61326-1%applies—to]
Lof HEC-61326, but is limited to systems and equipment for industrialrapplications with
cified electromagnetic environment and intended to perform safety(functions as define
61508 with SIL 1-3.

electromagnetic environments encompassed by this product family standard

strial, both indoor and outdoor—as—they—eaﬂ—be—ﬁeuﬂd—m—md&s#wﬁapp#eahens—\m

tromaanetic-environment havina-snecified-characteristics (for-examp nrocess-indus
characterSHeS(tor—exat pProcess

in a
din

are
—ah

rv)

ceg

and
che
give
doc
miti
eled

The
typi

oo grio o SV oo v ity oyuunluu T Ly =4 , LLEA~ R~ Ee)

based on the requirements of the process in dustry specifig
mical/petrochemical/pharmaceutical manufacturipg<plants using the mitigation meast
n in Annex C. The difference between the electromagnetic environment covered by
iment compared to the general industrial enwWironment (see |IEC 61326-3-1) is due to

tromagnetic environment with test valuesithat have been proven in practice.

cally includes the following charadteristics:

ndustrial area with limited access;

imited use of mobile transmitters;

Hedicated cables for power supply and control, signal or communication lines;
separation betweenspower supply and control, signal or communication cables;
actory building.mostly consisting of metal construction;

bvervoltage/lightning protection by appropriate measures (for example, metal construc
Df the building or use of protection devices);

bipesheating systems driven by AC main power-may-be-present;
nehigh-voltage substation close to sensitive areas;

Y7
ally
res
this
the

Jation measures employed against electfomagnetic phenomena leading to a specified

environment of industrial application with a specified electromagnetic environment

tion

- presence of CISPR 11 Group 2 ISM equipment using ISM frequencies only with low power;

- competent staff;

- periodical maintenance of equipment and systems;

— mounting and installation guidelines for equipment and systems.

Equipment and systems considered as “proven-in-use” according to IEC 61508 or “prior use”
according to IEC 61511 are excluded from the scope of this document.
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Fire alarm systems and security alarm systems intended for protection of buildings are
excluded from the scope of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC|60050-161, International Electrotechnical Vocabulary — Part 161: Electromagnetic
compatibility (available at <http://www.electropedia.org/)

IEC|61000-4-2:2004 2008, Electromagnetic compatibility (EMC) — Part 4-2: Testing land
megsurement techniques — Electrostatic discharge immunity test

IEC|61000-4-3:2006, Electromagnetic compatibility (EMC) - Part,-4-3: Testing |[and
megsurement techniques — Radiated, radio-frequency, electromagnetic field immunity |test
IEC|61000-4-3:2006/AMD1:2007
IEC|61000-4-3:2006/AMD2:2010

IEC|61000-4-4:2004 2012, Electromagnetic compatibility (EMC) — Part 4-4: Testing land
megsurement techniques — Electrical fast transient/burst immunity test

IEC|61000-4-5:2005 2014, Electromagnetic compatibility (EMC) — Part 4-5: Testing land
megsurement techniques — Surge immunity test

IEC|61000-4-6:2004 2013, Electromagnetic<compatibility (EMC) — Part 4-6: Testing land
megsurement techniques — Immunity to conducted disturbances, induced by radio-frequgncy
fields

IEC|61000-4-8:4993 2009, Electromagnetic compatibility (EMC) — Part 4-8: Testing land
megsurement techniques — Power frequency magnetic field immunity test#

Amendment 1-(2000)

IEC|61000-4-11:2004 . \Electromagnetic compatibility (EMC) - Part 4-11: Testing [and
megsurement technigues — Voltage dips, short interruptions and voltage variations immunity
tests

IEC|61000-4=16:2015, Electromagnetic compatibility (EMC) - Part 4-16: Testing |and
megsurement techniques — Test for immunity to conducted, common mode disturbancef in
the frequency range 0 Hz to 150 kHz

IEC 61000-4-29:2000, Electromagnetic compatibility (EMC) - Part 4-29: Testing and
measurement techniques — Voltage dips, short interruptions and voltage variations on d.c.
input power port immunity tests

IEC 61000-4-34:2005, Electromagnetic compatibility (EMC) - Part 4-34: Testing and
measurement techniques — Voltage dips, short interruptions and voltage variations immunity
tests for equipment with input current more than 16 A per phase

IEC 61000-4-34:2005/AMD1:2009
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‘ IEC 61326-1:2005 2012, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 1: General requirements
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3 Terms

Terms and definitions

3.1

-1 and

IEC 61326

the terms and definitions of

For the purposes of this document

161 and the following apply.

IEC 60050

ISO and IEC maintain terminological databases for use in standardization at the following

addresses:

‘ 2 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-1:2016.
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e |EC Electropedia: available at http://www.electropedia.org

e |SO Online browing platform: available at http://www.iso.org/obp

NOTE Other definitions not included in IEC 60050-161 and in this standard, but nevertheless necessary for the
application of the different tests, are given in the EMC basic publications of IEC 61000 series.

3.11

dangerous fallure

failure—w i ; j

tuﬂstten—state of an element and/or subsystem and/or system that plays a part in
implementing the safety function that:

a) prevents a safety function from operating when required (demand mode) or catsdgs a
afety function to fail (continuous mode) such that the EUC is put into a hazgrdous or
botentially hazardous state; or

b) flecreases the probability that the safety function operates correctly when réguired

NOT] Whether or not the notential is realised mav denend on the channel architecture of tha svstem-: in svystams

NOTE—Whetherornot-the-potential-is—realised-may-depend-on-the-channelarchitecture-of He system;—in-sysfems

with lmultinle channels to imnrove safetv a3 danaerous hardware failure is lass likaelyntag lagd to the oderall

with{multiple—channels—to—improve—safety,—a—dangerous—hardware—failure—isless—likelystolead—to—the—overall

[SOJURCE: IEC 61508-4:2010, 3.6.7]

3.1

equipment

the {term equipment as used in this document is extremely general and is applied to a wide

varipty-of possible subsystems, apparatus, appliances.dnd other assemblies of products

3.1

equipment under control

EU

equjpment, machinery, apparatus or planttused for manufacturing, process, transportation,

medical or other activities

Notel 1 to entry: The EUC control system(is separate and distinct from the EUC.

[SOURCE: IEC 61508-4:2010,(3:2.1]

3.1.
fungtional safety
parf of the overall gafety relating to the EUC and the EUC control system that depends on|the

cornect functioning of the E/E/PE safety related systems;—other—technology—safety-related

and other risk reduction measures

[SOURCELIEC 61508-4:2010, 3.1.12]

3.1.
harm
physical injury or damage to the health of people, or damage to property or the environment

[SOURCE: ISO/IEC Guide 51:2014, 3.1, modifed — "physical" has been added] ‘

3.1.6
hazard
potential source of harm

Note 1 to entry: The term includes short-term or immediate danger%pe#seﬂ%aﬂsmwthmﬁa—shen—ttme%eate
(such as from fire or explosion) and-atse-these-that-havea long-term effects on-a—persen’s health(such as from
release of a toxic substance).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — the note to entry has been added] ‘
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7

safe fallure

failure—v

017

taH—te—iunetten—state of an element and/or subsystem and/or system that plays a part in

imp

lementing the safety function that:

a) results in the spurious operation of the safety function to put the EUC (or part thereof) into

a safe state or maintain a safe state; or

b) increases the probability of the spurious operation of the safety function to put the EUC (or

part thereof) into a safe state or maintain a safe state

©
3
cn

<
D

3.1
saf
fun

inte
eve

EXA

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.1
pro
PE

bas
and

EXA

Note| 140 entry: This term covers microelectronic devices based on one or more central processing units (C

toge

8

.0

ty function

tion to be implemented by an E/E/PE safety related system,—etherztechnology—saf
or other risk redustion measures, thg

hded to achieve or maintain a safe state for the EUC, in respgct) '6f a specific hazard

Nt (see 3.4.1)

MPLE Examples of safety functions include:

unctions that are required to be carried out as positive actions~06 avoid hazardous situations (for exa
bwitching off a motor); and

unctions that prevent actions being taken (for example preyenting a motor starting).

grammable electronic

for output units

MPLE The following are allprogrammable electronic devices:
nicroprocessors;

nicro-controllers;

brogrammable controllers;

hpplication specific integrated circuits (ASICs);

brogrammable logic controllers (PLCs);

bther computer-based devices (for example smart sensors, transmitters, actuators).

tis
ous

mple

ed on computer technology which may be comprised of hardware, software and of ipput

bUs)

ther with associated memories, etc

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1

.10

electrical/electronic/programmable electronic

E/E

IPE

based on electrical (E) and/or electronic (E) and/or programmable electronic (PE) technology

EXA

MPLE Electrical/electronic/programmable electronic devices include
electro-mechanical devices (electrical);

solid-state non-programmable electronic devices (electronic);

electronic devices based on computer technology (programmable electronic); see 3.2.5 (of IEC 61326-1:2012).
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1 to entry: The term is intended to cover any and all devices or systems operating on electrical principles.

[SOURCE: IEC 61508-4:2010, 3.2.13, modified — the reference in the last dash is modified]

3.1.

1

DC distribution network
local DC electricity supply network in the infrastructure of a certain site or building intended
for connection of any type of equipment

Note

1 to entry: Connection to a local or remote battery is not regarded as a DC distribution network if such a link
comprises-only the power supply for only a single equipment.
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3.1.
safety-related system

des

Notel
pPOW§
(actd

[SO

uuuuuu

12
gnated system that both

mplements the required safety functions petessary to achieve or maintain a safe statg
he EUC; and

s intended to achieve, on its own of'with other E/E/PE safety-related systems and o
lisk reduction measures, the necessary safety integrity for the required safety functions

1 to entry: A safety-related systemnificludes all the hardware, software and supporting services (for exar

r supplies) necessary to carry ou{the specified safety function (sensors, other input devices, final elen
ators) and other output devicesh\are therefore included in the safety-related system).

URCE: IEC 61508-4.2010, 3.4.1, modified — notes 1, 2, 3, 4, 5 and 7 have been remov

N3

for

ther

hple,
ents

bd]

equipment necessary to provide the equipment under test (EUT) with the signals required for
normal operation and equipment to verify the performance of the EUT

3.1.

15

system safety requirements specification
SSRS

specification containing the requirements for the safety functions and their associated safety
integrity levels
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3.1.16

safety integrity level

SIL

discrete level (one out of a possible four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity level
1 has the lowest

Note 1 to entry: The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of
IEC 61508-1:2010.

Note 2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the safety
fUnC ions tao hg allocatad to thg E/E/DE eafcfy ralatad c\]leh;mc

Note] 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or cempohent.
The porrect interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the~systgm is
poteptially capable of supporting safety functions with a safety integrity level up to n.

[SOURCE: IEC 61508-4:2010, 3.5.8, modified — the reference to 3.5.17 of I§€61508-1 |[has
beeh removed and its date of publication added]

3.2 Abbreviations
AH auxiliary equipment
DY defined state

E/E/PE electrical/electronic/programmable electronic

EYC equipment under control

EUT equipment under test

ISIM industrial, scientific and medical
PE protective earth

Sl safety integrity level

SRS system safety requirements specification
4 |(General

In [addition to the requirements in IEC 61326-1, this standard specifies—additipnal
reqlirements for systems—"and equipment for industrial applications with a specified
elegtromagnetic environment intended to perform safety functions as defined in the IEC 61508
series. These—additiohal requirements do not apply to the normal (non-safety-related)
fungtions of the equipment and/or systems.

NOTE 1 The overall design process and the necessary design features to achieve functional safety of elecfrical
and lectronic, systems are defined in IEC 61508. This includes requirements for design features that make the
syst¢m tolerant (IEC 61508-2:2000 2010, 7.4.7.1) of electromagnetic disturbances.

Thel imunity requirements in IEC 61326-1 have been selected to ensure an adequate level of
imnmmmmmmg- - nity

levels do not cover extreme cases that may occur at any location but with an extremely low
probability of occurrence.

i is- Therefore, it is needed to control the
environment (for example, defining installation requirements, limited use of mobile
transmitters) or to generally increase immunity test levels as a systematic measure intended
to avoid dangerous failures caused by electromagnetic phenomena. Consequently, it is not
necessary to take into account the effect of electromagnetic phenomena in the quantification
of hardware safety integrity, for example, probability of failure on demand. Increased immunity

test levels are defined-phenomenon-by-phenomenon where necessary.
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In addition to the immunity requirements of IEC 61326-1, the experience with this type of
electromagnetic environment is used to specify adequate levels of immunity and adequate
performance criteria.

NOTE 2 For the determination of adequate levels and performance criteria, data related to the occurrence of
faults have been collected and analysed. For the evaluation, more than 20 000 units in safety applications are
analysed annually on the occurrence of failures whereas it has been shown that the failure rates meet the SIL
requirements. These units are in compliance with specified EMC requirements applicable for their normal functions
within the process industry (see Annex C).

NOTE 3 The requirements for a safety-related system intended to implement the specified function-sheuld and to
fulfil the SSRS-—as—required are described in IEC 61508. The SSRS specifies all relevant requirements of the
interdedappticatiom—AccordmytotEC 6508 equipmmentimterdedfor user that systermes—tofutfitstheretgvant
requlrements derived from the SSRS.

5 |EMC test plan

5.1 General

An EMC test plan shall be established prior to testing. It shall containdas a minimum |the
elements given in 5.2 to 5.6.

If any tests are deemed unnecessary to prove compliance with this standard, the rationalg for
not performing those tests shall be documented in the,EMC test plan.

5.2| Instruction for testing

Thel| instruction for testing immunity inXgase of safety-functions shall be detailed jand
unambiguous. Hence all relevant detailst when performing such a series of immunity tgsts
shall be described in the test plan. Such a test plan shall contain at least information abouf
e |nput and output ports relevantfor immunity testing,

e tonfiguration of the EUTdneluding any necessary auxiliary and monitoring equipment,
e pperation mode of safety’functions,

o |evels for the immuRity test,

o ppecified perforkmance criteria including the defined state(s),

e Mmonitoring-pfthe behaviour of the EUT,

e hssessment of the reaction of the EUT against the manufacturers’ specified performgnce
Criteriay

5.3 L ~Configuration of EUT during testing
5.3.1 General

Measurement, control and laboratory equipment often consists of systems with no fixed
configuration. The kind, number and installation of different subassemblies within the
equipment may vary from system to system.

To simulate EMC conditions realistically, the equipment assembly shall represent a typical
installation as specified by the manufacturer. Such tests shall be carried out as type tests
under normal conditions as specified by the manufacturer.

In some cases, auxiliary set-ups are necessary to monitor the proper operation of the safety
function when electromagnetic disturbances act on the EUT.
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5.3.2 Composition of EUT

All devices, racks, modules, boards, etc. which are potentially relevant to EMC and belonging
to the EUT shall be documented. The rationale for the composition of the EUT selected for
testing shall be documented in the EMC test plan.

5.3.3 Assembly of EUT

If an EUT has a variety of internal and external configurations, the type tests shall be made
with the most susceptible configuration, as expected by the manufacturer. All types of module
shall be tested at least once. The rationale for this selection shall be documented in the EMC
test|plan. The possibility of any electromagnetic interactions between items of equipment, ghall
be faken into account when building up the most susceptible configuration. The ratianalq for
the pssembly selected for testing shall be documented in the EMC test plan.

5.3.4 1/0 ports

Where there are multiple I/O ports all of the same type and function, cennécting a cablg to
just|one of those ports is sufficient, provided that it can be shown that the additional cables
would not affect the results significantly. The rationale for this selection’shall be documented
in the EMC test plan.

5.3.5 Auxiliary equipment (AE)

When a variety of items of AE is provided for use with theEUT, at least one of each typg of
item of AE shall be selected to simulate actual e@perating conditions. AE—can may| be
simplated. Any software used by AE shall be docufmented sufficiently to allow repeating|the
test

14

It ig strongly recommended that the AE>yused is not susceptible to electromagnetic
distprbances, such as for example mechanical equipment, to ease detection and assessnpent
of the reaction of the EUT.

5.3.6 Cabling and earthing (grounding)

The| cables and earth (ground) shall be connected to the EUT in accordance with|the
manufacturer's specifications,*There shall be no additional earth connections.

5.4| Operation conditions of EUT during testing
5.4/ Operation-modes

A selection of<representative operation modes shall be made, taking into account that nof all
fungtions, but only the most typical functions of the-electronic equipment can be tested. [The
estimatéd) worst-case operating modes within the specification of the equipment for|the
intended application shall be selected.

NOTE The worst-case operating modes are those most susceptible to electromagnetic phenomena.
5.4.2 Environmental conditions

The tests shall be carried out within the manufacturer’s specified environmental operating
range (for example, ambient temperature, humidity, atmospheric pressure), and within the
rated ranges of supply voltage and frequency, except where the test requirements state
otherwise.

5.4.3 EUT software during test

The software used for-simulating—the—different exercising the selected modes of operation
shall be documented sufficiently to allow repeating the test.-This-software-shallrepresent-the
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5.5 Specification of performance criteria

Performance criteria for each port and test shall be specified, where possible, as quantitative
values.

5.6 Test description

Each test to be applied shall be specified in the EMC test plan. The description of the tests,
the test methods, the characteristics of the tests and the test set-ups are given in the basic
standards, which are referred to in Table 1. The contents of these basic standards need not
be reproduced in the test plan; however, additional information needed for the practical
implementation of the tests is given in this standard. In some cases, the EMC test plan, ghall
spegify the application in detail.

NOTE Not all known disturbance phenomena have been specified for testing purposes in this standard, but|only
thos¢ that are considered as most critical. For further information, see Annex B.

6 |Performance criteria

6.1 General

Performance criteria are used to describe and to assess the reaction of the equipment under
testjwhen being exposed to electromagnetic phenomena.

6.2| Performance criteria A, B and C

Performance-criteria criterion A-B-and-C-are is defined in IEC 61326-1 and is as follows:

The|l equipment shall continue to operate as intéphded during and after the test. No degradaltion
of performance or loss of function is allgwéed below a performance level specified by|the
marnufacturer, when the equipment is used as intended. The performance level may| be
replaced by a permissible loss of pesféormance. If the minimum performance level or|the
permissible performance loss is nof\specified by the manufacturer, either of these may be
derived from the product description and documentation and what the user may reasonably
exppect from the equipment if usgd*as intended.

Performance criteria B and\C are not appropriate for functional safety;-instead,—a-performdnce

6.3| Performance/criterion-FS DS
6.3./1 Defiition of performance criterion DS

With regard*to functional safety purposes, a particular performance criterion-FS DS shal| be
conpidered applied. Performance criterion-£S DS is as follows.

a) The functions of the EUT intended for use in safety applications

1) are not affected outside their specification, or

2) may be—disturbed affected temporarily or permanently (even by destruction of
components), if the EUT reacts to a disturbance in a way that a detectable and defined
state(s) of the EUT is (are)

i) maintained, or

ii) achieved within a stated time.



https://iecnorm.com/api/?name=1d41c8ccfdea630b88520591159131bd

-18 — IEC 61326-3-2:2017 RLV © IEC 2017

b) The functions not intended for use in safety applications may be disturbed temporarily or
permanently.

NOTE 1 in—econsequence; it—will-be is possible for the defined state to be outside normal operating limits—er
otherwise detectable.

NOTE 2 Edition 1 of this standard used the abbreviation FS for that performance criterion. According to the basic
standard |IEC 61000-1-2 and generic standard IEC 61000-6-7, the abbreviation DS is used now without having
changed the technical content.

6.3.2 Application of the performance criterion-FS DS

The| performance criterion—ES DS is applicable only for functions of the EUT intended| for
safgty applications. It is relevant for any phenomenon. There is no differentiation~requjred
between continuous and transient electromagnetic phenomena.

Equipment performing or intended to perform functions intended for safety)application$ or
pars of safety functions shall behave in a specified manner as defined by performgnce
critgrion DS. The specified behaviour of a safety-related system is intended to achiev¢ or
maihtain safe conditions of the equipment and the related equipmenht under control.[ To
ach|eve this, the behaviour of the equipment shall be known under all.considered conditions.

Where an item of equipment or a system, performs both functions intended for salffety
applications and functions not intended for safety applications, the requirements for functipnal
safgty apply in context with the safety functions only.

The| necessity to assess safety functigfts according to the performance criterion DS calls fpr a
pre¢ise monitoring of the technical state of the EUT. To that end, performance criterion|DS
shal|l be stated unambiguously. Ifkmany cases, specific auxiliary equipment will be necesgary
to ynambiguously identify andXmonitor the correct operation of the safety function under
conpideration. It shall be epsured that such auxiliary equipment does not affect the behavjour
of the EUT during immunity*tests.

6.3.3 Aspects to\be considered during application of performance criterion DS

If ap EUT reacts\to a disturbance by going to the defined state, it shall be verified that |this
achlevementigf-the defined state is not only an occasional result, but that this behavioyr is
repfjoducibie-/To verify the reproducibility, the rules defined in Table 1 shall be applied on|the
application of performance criterion DS.
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Table 1 — Reaction of EUT during test

Test Reaction of EUT during test How to continue with testing

Transient 2 The EUT goes to a defined state and The EUT shall be brought back to normal operation

an interaction of the user is needed to and the test shall be repeated 3 times with this test
continue operation. level and polarity and the EUT shall react in a way
that complies with performance criterion DS each

next test level or polarity according to the basic

time. In this case, the test shall be continued with the

standard.
The EUT gaes to a defined state and The EUT shall he rnlhlnr‘nrl ar rnlhnirnd and the test
is permanently damaged. shall be repeated 3 times with this test level anQ

complies with performance criterion DS ea irme.

polarity and the EUT shall react in a way that
this case, the test shall be continued wit thgnext

test level or polarity according to the basjc‘standard.
&Y

O
Coftinuous ® | The EUT goes to a defined state at a The EUT shall be re-tested 3 tim ‘(a]/that frequendy

certain test frequency as described and the EUT shall react in a way that complies with
under a) 2) in 6.3.1. performance criterion DS each e.
If the EUT reacts each ti the same way, the

subsequent frequenci?{b y be tested only one tiny
per frequency. Q)

[¢)

Tests according IEC 61000-4-2, IEC 61000-4-4, IEC 61000-4-5, IEC 600-4-11, IEC 61000-4-29,
IEC 61000-4-34. \

Tests according IEC 61000-4-3, IEC 61000-4-6, IEC 61000-4-?, Ié61000-4-16.

Tab

NOT]
stan
strin
fami
refer
stan
deriy

Immunity requirements s\\)

e 2 to Table 7 list the immunity test requirements.

FE  Some of the test values in Table 2 t ’@ble 7 are less stringent than the values given in the generic
lard IEC 61000-6-7. According to IEC.Guide 107, where a product family/product EMC standard specifies

pent test values/levels for a phen non or if a phenomenon is only partially covered (e.g. the prd
y/product EMC standard only co a subset of the recommended frequency range), either a justification
ence to the relevant require n another EMC standard shall be given in the product family/product

lard. Such a reference can e made to IEC 61326-3-2:2008 from which the requirements in this standard
ed and which requirements have been proven in practice.

Q-
Q.
O
3
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EMC
vere
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Table 2 — Immunity test requirements-for-equipment-intended for-use

017

in-industrial locations-with-specified-electromagnetic environment — Enclosure port

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion
1.1 | Electrostatic discharge [ IEC 61000-4-2 + 6 kV contact discharge @ A
ESD
( ) + 8 kV air discharge 2
1.2 | Electromagnetic field |IEC 61000-4-3 10 V/m (80 MHz to 1 GHz, 1 kHz (80 % AM)) ® A
10 V/m (1,4 GHz to 2 GHz, 1 kHz (80 % AM))
3 VIm (2,0 GHz to 2,7 GHz, 1 kHz (80 % AM))
3 V/m (2,7 GHz to 6,0 GHz, 1 kHz (80 % AM)) ®
1.3 (|Rated power IEC 61000-4-8 100 A/m © A
frequency magnetic
field
a8 Lpvels These values shall be—chosen applied in accordance with the environmental gonditions describgd in

Apnex-A-ef IEC 61000-4-2-and-apphied on parts which may be accessible by persons other’than staff work
agcordance with defined procedures for the control of ESD but not to equipment where access is limit
appropriately trained personnel only.

ng in
ed to

and470 MHzt
G4 Z—t

AT

m
Q
[

—

esting in this frequency range shall be performed if it is required by the application.

>

pplicable only to equipment containing devices susceptible to magnetic+fields.

790
LAy
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Table 3 — Immunity test requirements-for-equipment-intended for-use
inind iall ) il ified el . - -

Input and output AC power ports

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion
2.1 |Burst IEC 61000-4-4 2 kV (5/50 ns, 5 kHz)
2.2 |[Surge IEC 61000-4-5 1 kV (line to line)
2 kV (line to ground)
2.3 |Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) © \¢
2.4 oltage dips IEC 61000-4-11 0 % during 1 cycle \
40 % during 10/12 cycles 2 S DS
or 70 % during 25/30 cycles @ ¥s DS
IEC 61000-4-34
2.5 | $hort interruptions IEC 61000-4-11 0 % during 250/300 cycles @ S DS
or
IEC 61000-4-34
2.6 | ¢onducted common mode | IEC 61000-4-16 10 V (10 kHz to 150 kHz) \
oltage
8 Ling-toline-
b__Linpto-ground-
¢ In{hefrequencyrange10-kHz up-to-150 kHz the impedance—of the CDN-hasto-comply-with-the-asymmetric
R L e s e e
e e R R e e R Tl =
d EFodsianals characterized by an acecuracy of <1 %.aenecified by the manufacturer and if not otherwise reaulred bv
Forf signals characterized by an-accuracy of <1 %-specified by the manufacturer.—and, if not otherwise requjred by
apflicable-standards-or-agreed-specifications,—the-permitted-deviation-may-be-increased-up-to+1-% for-disfurbing
Shefee e e
a8  “10[12 cycles” means “10 cycles for 50 Hz test” and “12 cycles for 60 Hz test” (and similarly for 25/30 cycles and
250/300 cycles).
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Table 4 — Immunity test requirements-for-equipment-intended for-use
inind iall ! il ified el . - ~
Input and output DC power ports

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion

3.1 |Burst IEC 61000-4-4 2 kV (5/50 ns, 5 kHz)
3.2 [ Surge IEC 61000-4-5 0,5 kV (line to line)

1 kV (line to ground)
3.3 [Clonducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) © At
3.4 | Conducted common IEC 61000-4-16 10 V (10 kHz to 150 kHz)

nmode voltage

B.5 | Vpltage dips IEC 61000-4-29 40 % Uy for 1 000 ms F$ DS

0 % Uy for 1000 ms E$ DS
3.6 | Short interruptions IEC 61000-4-29 0 % Ut for 20 ms A

DC comnections between parts of equipment/system which are not connected to a DG, distribution network are freated
as /O pignal/control ports (see Tables 5 or 6).

Table 5 — Immunity test requirements-for-equipment-intended for-use
inind iall ) it ified. el . - -

I/0 signal/control ports

Tests for functions intended for safety applicatiops
Phenomenon Basic standard
Test value — Performance criterion
4.1 | Burst IEC 61000-4-4 1 kV (5/50 ns, 5 kHz)? A
4.2 |Qurge IEC 61000-4-5 1 kV (line to ground) ® #S DS
4.3 | Gonducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) &* A¢
4.4 | GondyCted common IEC 61000-4-16 10 V (10 kHz to 150 kHz) @ A
mode Voltage

8 Onlymcase of Mmes > 3 m.
5__|ine to-ground-

b Only in case of long distance lines (see 3.10 of IEC 61326-1:2012).
d . .
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Table 6 — Immunity test requirements-forequipmentintended-foruse-inindustrial

- 1/O signal/control

ports connected directly to power supply networks
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8 Test set-up and test philosophy for EUT with functions intended for safety
applications

8.1 Testing of safety-related systems and equipment intended to be used in safety-
related systems

A safety-related system may comprise a complex and extended installation and may also be
built up in various physical arrangements. Immunity testing of such systems can hardly be
performed in a practical way by means of the various basic standards as given in Tables 2 to
7. Hence, corresponding immunity tests shall be carried out preferably on equipment level as
it is|described in 8.2.

In ¢ase of physically small safety-related systems, corresponding immunity tests can| be
applied to entire safety-related systems as described in 8.3. If an alternative test'philosophy is
usef this shall be described in the EMC test plan and a rationale for its use given.

8.2| Test philosophy for equipment intended for use in safety-related systems

Even though functional safety requires the correct functioning ofrthe’ complete system, for
example, comprising sensors, logic solver and actuators, it is~possible to test its dev|ces
indiyvidually.-Fe-allew-this The individual devices intended to be-used for implementation info a
safgty-related system shall be sufficiently specified. This spe&gification comprises the intenjded
fungtion and the allowed behaviour in case of failure. Thecobjéctive of the immunity tests is to
proYe that the specification is fulfilled for the considered électromagnetic phenomena.

SeRs Ao ados e e e O A ed
fungtions—onhy- Whether or not a disturbed function will become dangerous is unknpwn
bechuse it depends on the future application ‘in“a safety-related system. Therefore, the ftest
sha|l show the behaviour of the EUT. Deviations from the undisturbed functions shall be

detectable and shall be documented in the'test report.

3 snecification—of its _inten!
HEeaHOR—O+HHS—HAten

Eauli se i
=G Se—
rn

The| performance criterion—FS DS places additional requirements on the equipment that is
intended for use in safety-related‘applications. In this case, the normal performance criteria
withHin their associated limits and-the performance criterion-ES DS both apply.

NOTE The general approach of applying performance criteria for the different types of functions is shown in Tlable
10 of IEC 61326-3-1:__ 3.

8.3 | (Test philosophy for safety-related systems

The EUT shall be monitored during test to show that its functionality is in compliance with this
standard. This monitoring system shall not be affected by electromagnetic disturbances from
the applied test.

For a safety-related system, its intended functions and possible safe states are specified. The
aim of the immunity tests is to show whether the system as a whole behaves as specified by
the manufacturer and as required by the performance criterion-FS DS (see Clause 6).

3 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-1:2016
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The performance criteria for functional safety place additional requirements on the equipment

that IS lntended for use in safety related appllcatlons MM%%#MWWW

8.4 Test configuration and test performance

Figure 1 shows a typical configuration of a test set-up for equipment intended for use\ [n a
safgty-related system tested as stand-alone equipment or entire system. In this configuration,
the limmunity tests apply to the considered equipment only. Other devices usegd, {0 run|the
EUT during test are separated from any electromagnetic influences. Figure 1 is_also valid|if a
safgty-related system can be tested as an entire system.

Figyre 2 shows a typical configuration of a test set-up for equipment intended for use |n a
safgty-related system when tested as part of a representative safety:telated system. In [this
configuration the immunity tests apply to the equipment consideredze#hy. Other devices used
to riin the EUT during test are separated from any electromagnetic.influences.

A-E - i i ity—is-i i wi i the
EUT is not an ent|re safety related system then themte#aees ports of the EUT%hGHld ghall
be | connected to other elements simulating s/the safety system (sensors/lpgic
elements/actuators) or other loads simulating the chdracteristics of actual elements.

Thel EUT shall cooperate with the devices of. aysafety system, which are necessary for|the
fungtion of the EUT and for performing the specified function of the EUT intended for safety
applications.

In cases of combinations of equipmentrunning with safety logic solver software according to
IEC|61508, corresponding immunity tests shall be applied to at least one typical combination
as long as a proof of immunity, fer’ other combinations can be provided through appropijiate
analytical evidence.

The| AE which are necessary for the function of the EUT and for performing the function
intended for safety _-applications shall be mounted in a well-protected electromagnetic
envlronment (see Figure 1). During the test, these—devices AE shall not be—exposed-—to
affelcted by electromagnetic disturbances.

Rel¢vant 1/O ports of the EUT shall be connected with the appropriate ports of the devices of
the | safety=telated system, which are necessary for the function of the EUT and/or| for
pertlorming the function intended for safety applications.

Lines Cables and I/O ports of the EUT that are not used shall be terminated as specified by
the manufacturer.

Only cables specified by the manufacturer of the EUT or the safety system shall be used in
the test set-up.

If standardized test methods are available for communication links used for safety functions,
then it is strongly recommended that they are used (for example, for field bus communications
refer to IEC 61784-3).

The safety functions of the safety related system shall be tested one after the other and in
specified combinations. Immunity tests are carried out in the static mode of a safety function,
e.g. a safety function is activated and then the test is performed.
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Immunity tests are not required to be applied during the instances of activating or de-
activating safety functions, but these may be added to the test plan by the manufacturer.

8.5

Monitoring

If af
not
safe

Eor]

The
pro

The

all possible, the monitoring system shall not influence the behaviour of the EUT. [f*th
possible, the extent of influence shall be documented. Under no circumstances shall
ty-related functions of the EUT be affected by the monitoring system.

this; The monitoring system shall observe, if applicable,

he data communication between the EUT and the devices, which. are necessary for
unction of the EUT and for performing the function intended for safety application; and

he status of the safety outputs whose functions are intended for safety applications.
Test results and test report

test results shall be documented in a comprehensive test report with sufficient deta
ide for test repeatability.

test report shall contain the following minimum information:

EUT description;

EMC the items specified in the test plan;

est data and results;
est equipment and set-up;
he behaviour observed during the test.

s is
the

the
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Key

O

X c 4 X TV =2 o m

EUT: safety related system under test
grounding point for shielded cable(s) (if required by the manufacturer)

decoupling network(s) at the interface between the EUT and the electromagnetically decod
environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (any necessary, and al+safety-related functions)
insulated support

EUT port terminations (grounded if required*by the manufacturer)

unshielded monitoring cable(s) (any recessary, and all safety-related functions)

electromagnetically decoupled.environment

Figure 1 — Typical test\set-up for equipment intended for use in safety-related
system, tested as stand-alone equipment or entire system

pled
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EUT: part of the safety-related system under test
part of the safety-related system not under test, and auxiliary deviees
grounding point for shielded cable (if required by the manufactucer)

decoupling network(s) at the interface betwgén) the EUT and
decoupled environment

EUT grounding point (if required by the manufactdrer)

ground plane

monitoring system

shielded monitoring cable(s) (any necessary, and all safety-related functions)
insulated support

safety-related system outpu{ss~monitored

EUT port terminations (grotnded if required by the manufacturer)

unshielded monitoriig-cables (any necessary, and all safety-related functions)

electromagnetically decoupled environment

the electromagneti

Figurel2)—- Typical test set-up for equipment intended for use in a safety-related
system integrated into a representative safety-related system during test

cally
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Annex A
(informative)

Approaches on how to apply IEC 61326-3 series

There are basically two approaches on how to deal with the electromagnetic environments
and to conclude on immunity requirements.

a) To consider a general electromagnetic environment with no specific restrictions, for

example, an industrial environment, and to take into account all the electromagnetic
bhenomena that can occur as well as their maximum amplitudes when deriLing
pppropriate immunity levels for the system and the equipment. This approach has been
Ised to determine the levels specified within this document leading to increased.immunity
evels for some electromagnetic phenomena compared to immunity levels\which |are
Herived without functional safety considerations.

b) o control the electromagnetic environment, for example, by the application of particular
nstallation and mitigation practices, in such a way that electromagnetic' phenomena [and
heir amplitudes could occur only to a certain extent. These phenomena and restri¢ted
amplitudes are then taken into account by appropriate immunity'levels. These levels|are
hot necessarily higher than those derived without functional safety considerations becguse
t is ensured by corresponding means that higher amplitudes’are not normally expected.
This approach is considered in this document.

Applying approach (b) results in the fact that there is a specified electromagnetic environment
due| to the strict observation of particular installation,and mitigation practices. In addifion,
however, appropriate knowledge is required concerfing the electromagnetic phenomena fand
the [amplitudes to be expected in this specified electromagnetic environment. This has bjeen
ach|eved by taking into account statistical data. en' faults in safety applications of the prodess
indystry. For this evaluation more than 20,000 units in safety applications are annyally
analysed on the occurrence of failures; fromithis data it has been shown that the failure rItes
megt the requirements connected to the”safety integrity level (SIL). These units arg in
conlpliance with particular EMC requirements of the process industry.

Follpbwing approach (b), IEC 61326<3-2 gives specific electromagnetic immunity requireménts
that| apply to safety-related systems and equipment intended to be used in safety-related
sysfems. These requirements supplement some requirements of |EC 61326-1 (on of
comparable EMC requirements of the process industry) and the selected electromagnetic
phephomena and defined.immunity test levels are expected to match with the environmental
confitions of the specified industrial applications as defined in the scope of this standard.

Thel correlationi-between the standards IEC 61326-1, IEC 61326-2-X, |IEC 61326-3-1 Jand
IEC|61326-3-2.is described in Figure A.1.

Thel| specified test levels in this document are derived from the highest levels to be expec¢ted
in the'specified environment of industrial applications. These test levels are related to|the
electromagnetic environment (that can occur). They cannot be related in an analytical way to
the SIL required for the safety-related system because there is no practically provable
relationship between test level and probability of failure during use. The influences of
electromagnetic phenomena are considered as systematic effects and by their nature often
result in common cause events.

Design features of equipment shall take into account the required SIL and shall be designed
to avoid dangerous systematic failures. Sufficient immunity against electromagnetic
disturbances can only be ensured by design, mitigation and construction techniques which
take into account electromagnetic aspects, which, however, are not within the scope of this
document.

It is therefore recommended that the approach to achieve the capability for the required SIL
should be through the adoption of design features on the one hand and through appropriate
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test performance parameters in order to increase the level of confidence in the test results on

the other.

START

Is intended
for use in a specified
electromagnetic
environment ?

FAIL

|

h 4

Test functions against
performance criteria
under electromagnetic
test values according
to IEC 61326-1
and/or IEC 61326-2-x

Result:
EMC tests ?

PASS

NOT suitable
r its intended
application

—h

Is intended for use
in a safety-related
application ?
See Clause 1

NO

v

Suitable for its
intended
application and
environment

NO YES
v
Approach (A) Approach*(B)

Test safety functions
against performance criteria,
under electromagnetic test
values according to
IEC 61326-3-1

against perfermance crit

(and IEC 61326-3-1 Tabl

Test safety functiong

under electromagnetic
values according to
IEC 61326-3-2

eria,

est

> 10)

Result:
EMC for safety
tests\?

Result:
EMC for safety
tests ?

FAIL
PASS
PASS
NOT suitable
for its intended
application
A 4 A 4

Suitable for its
intended safety-related
application in general
industrial environments

Suitable for its intendg
safety-related applicati
in specified industria
electromagnetic
environments

o

bn

NOTE This flowchart is not intended to give requirements about the sequence of test.

Figure A.1 — Correlation between the standards
IEC 61326-1, IEC 61326-2-x, IEC 61326-3-1 and IEC 61326-3-2

IEC
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Annex B
(informative)

Evaluation of electromagnetic phenomena

The relationship between EMC and safety requires due consideration particularly because the
consequences of safety failures can be serious. EMC requirements for safety-related
equipment and systems can be based only on extensive discussions between the parties
involved. Some IEC standards and technical specifications or reports like IEC 61508 and
IEC 61000-1-2 deal with EMC and functional safety aspects but both of them refer to
IEC|TR 61000-2-5.

NOTE The test levels in this standard are based on statistical evaluations of the NAMUR (User associatioh for
autofnation in process industry; www.namur.de). Their evaluation includes more than 23 000 units (2003) thaf are
used in safety instrument applications. According to this evaluation the devices meet the requirement of SIL 2 and
3 safety instrument applications. The corresponding test levels are given in Annex C.

A proposal of deriving immunity levels taking into account the knowledge of experts| for
eledgtromagnetic compatibility as well as the various electromagnetic pliehomena field is given
in Tlable B.1 together with a comparison to those immunity levelsyused in IEC 61326-1| for
indystrial applications.
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Table B.1 — General considerations for the application of electromagnetic
phenomena for functional safety in industrial applications with specified

electromagnetic environment (examples)

No Phenomena Basic standard In(l:;'sglsaed Comments
1 Electrostatic IEC 61000-4-2 Yes Levels shall be applied in accordance with
discharge (ESD) next level of | the environmental conditions described in
IEC IEC 61000-4-2 on parts which may be
61000-4-2 touched by persons other than staff working
TN accordance with defined procedures 1of
the control of ESD
No Access to equipment is limited to
appropriately trained personnel/anly
2 Electromagnetic IEC 61000-4-3 Yes, Increased levels shall be applied in
field depending frequency ranges used for mobile
on frequency | transmitters in general,‘except when relialple
range measures are realized.to 'avoid the use of
such equipment nearby. ISM frequencies
have to be takemjnto account on an
individual basis
3 Burst IEC 61000-4-4 No Because of(use of dedicated cables for
power, (/O and communication and the
sepafation of this cable this phenomena ig
limited'to normal levels
4 Surge IEC 61000-4-5 No Because of overvoltage and lightning
protection by appropriate measures (for
example, metal construction of the buildinp
or the use of protection devices) this
phenomenon is limited to normal levels
5 Conducted RF IEC 61000-4-6 Yes, Taking into account the growing use of
with frequency-driven motors and switching-mgde
expanded power supplies, which cause low-frequenqy
frequency disturbances, a higher test level and an
range expanded frequency range is needed
6 Power frequency IEC 61000-4-8 Yes According to the use of high currents
magnetic field produced by (pipe) heating systems driver
by AC mains a higher test level is needed
7 Voltage dips IEC 61000-4-11 No
8 Short interruptipns IEC 61000-4-11 No
9 Conducted cemmon IEC 61000-4-16 No
mode voltages
10 Voltageddips IEC 61000-4-29 Yes According to the use of DC power
distribution networks in the process indusfry,
tests are needed
11 Short interruptions IEC 61000-4-29 Yes According to the use of DC power
distribution networks in the process indusiry,
tests are needed
12 Voltage dips IEC 61000-4-34 No
13 Short interruptions IEC 61000-4-34 No

2  “Increased level” compared to the test levels of IEC 61326-1 for industrial applications.
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Annex C
(irformative normative)

Details-of the Specified electromagnetic environment

General
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hilation location be controlled. The application of particular mitigation measuresésul
specified electromagnetic environment. Annex C specifies the particulars mitig
sures that shall be applied. To fulfil the definition of the specified ghvironment,
icable measures given in Annex C shall be applied.

F  These-details mitigation measures are taken from NAMUR Recommendation @8/(installation requirem
hchieving EMC in production sites). NAMUR (User association for automation in process indus
namur.de) is an association of users of process control technology. Manufacturers of process cqg
hology, hardware and software are not eligible as members.

Industrial area with limited access

access to the industrial plant (area)—is shall b€’ limited by an access regulation.
loyees and visitors—are shall be well informed/on access limitations, use of md
smitters and other important rules to protect“the environment against electromagn
homena.

Limited use of mobile transmitters

use of mobile transmitters in. sSensitive areas—is shall be limited by access rules.
bss rules—are shall be chosen’ by calculation of the minimum protective distances
Sitive equipment. For low, power devices at frequencies above 2 GHz (typically below
erp). the access-is need not to be limited.

protective distances, assuming to have field strength levels below 10 V/m, are typicall

for GSM telephones approx. -2 1,0 m (max Pgrp = 2 W)
for DECT {elephones approx.9:4 0,35 m (Pgrp = 0,25 W)
for mobile’radio devices approx. 58 1,6 m (Pgrp = 5 W)

aleculate these distances, the following expression is used:

of this standard requires that the electromagnetic environment at the indusfrial
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J30-G, - P

d

where

d
P
E
G

a

is the distance from the transmission antenna in m;
is the input power (ERP) to the transmitting antenna in W;
is the electric field strength in V/m under far field conditions.

is the absolute gain of the antenna; for a half-wavelength dipole ante

A 04 (D AL 1N

nna

The)
objd

Mor
four

C.4 Dedicated cables for power supply and control, signal or communicatio

With regard to their potential in emitting or receiving disturbances, cable connections

divi

The

C.5

Diff
min
Par
catg

lo H Pl
uic udlll Ua o 1,U \L, LIE%J UL)}

cts in the near vicinity can amplify or weaken the electromagnetic field by a fagtor of 2

e detailed information for determination of field strengths in near field andyfar field car
d in Annex B of IEC TR 61000-2-5:2011.

lines

jed into three different categories.

Signal/control cables (< 110 V)

For example, signal cables for PLC/PCS, measurenent signal cables 4 mA to 20 mA,
communication cables, cables for field bus/system/bus and intrinsically safe circuits. It
recommended that pairs of twisted wires areused for low-level signals.

| ow-voltage (LV) power cables (up to 1 kV)
PDC power cables (even < 110 V) and low=voltage power cables (for example, for lightin
systems, sockets, motors, magnetic valves, heat tracing systems).

High-voltage (HV) power cables (34 kV)
Power cables and other cables.carrying medium or high voltage.

se cable categories-are shall'be physically separated, see Clause C.5.

Separation between power supply and control, signal or communication
cables

brent categories of cable—are shall be laid separately. The separation distance |
mum of-30°cm, or a metallic separating—web septum is used in the cable duct/
icularly.-high-voltage power cables—are shall not be laid together with other c
gories:

calculation is done assuming a half-wavelength dipole antenna. Reflective and apPsorpent

be

are

is

S a

ay.
ble

Wire pairs that belong together functionally—are shall be Taid in the same cable o reduce

coupling of symmetric signals. Cables for auxiliary power supplies-should,—wherever-possible;
shall be laid separately from control cables.

Control cables-are shall be separated from bus bars and power transformers.

Figure C.1 shows the recommended cable layouts for different categories.
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4 4 30 cm
1 2

& ol

Key

1 |signal cable A different categories @f)cables separated by metallic
separation web

2 |low-voltage power cable B different catedefies of cables separated by distanceé
between thém

3 |earth connection C different categories of cables separated by using
different'metallic cable trays or by distance if not
metallic

4 |steel structure, equipotential bonding

Figure C.1 - Recommended cable layouts for different categories

C.6| Factory building mostly consisting of metal construction
Thel| buildings of the factory consist of reinforced concrete or metal construction.

Metpl construction and reinforcement of concrete-are shall be welded or bonded togethdr to
improve the equipotential bonding effect.

C.7| Overvoltage/lightning protection by appropriate measures

For|the factory/plant, an overvoltage/lightning protection concept shall exist (for exam
metpl ,construction of the building or the use of protection devices). The instdlled
ovefvoltage/lightning protection system shall limits the overvoltages caused by lightnin

overvoltages to a defined and safe voltage level.

The EMC-orientated lighting protection concept divides the building system into lightning
protection zones in direct relation to the interference sensitivity of individual system areas:

e Zone 1/Class B, lightning conductor (formerly rough protection),

e Zone 2/Class C, overvoltage protector (formerly medium protection),

e Zone 3/Class D, overvoltage protector (formerly fine protection).

The external lightning protection consists of an interception device, conductors and earthing

system. The internal lightning protection consists of equipotential bonding, surge arrestors,
cable shielding, potential equalization and/or signal balancing.
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A low-impedance connection between the lightning protection system and the
building/electrical system earth electrode and adjacent building earths, metallic structures,
pipe bridges, pipelines and rail systems-is shall be installed. The connection is typically by
copper shield braiding >16 mm?2, grounding cables 70 mm2 to 300 mm2 or steel strips
>3,5 mm x 30 mm.

C.8 Pipe heating systems driven by AC mains-may-be present

Pipe heating systems are present in many parts of the factory. These heating systems which
are driven by AC mains generate high magnetic fields

C.9 No high-voltage substations close to sensitive areas

High-voltage substations-are shall be located outside sensitive areas to preventiextreme high
magnetic fields or electric fields.

C.10 Presence of low-power devices using ISM frequencies)according to
CISPR 11

If GISPR 11 Group 2 ISM equipment using ISM frequencig€s-are present, they shall either
tranfsmit only with low radio frequency power or—tantametit— shall be placed at suffigient
distance, for example calculated according to Clause C.3(

C.11 Competent staff

All yvork on the installation of the plant-is shall)be done by-competent trained staff. The staff-is
shall be informed about the installation guidelines for equipment and systems to prevent fqulty
workmanship.

C.12 Periodic maintenance of'equipment and systems

All installations (for example;*cables, instruments, construction of earth bonding system)iare
shal|l be under periodic ‘maintenance to prevent corrosion of cable shields/earth bonjiing
sysfem or faulty workmanship. The maintenance-is shall be done according to a maintengnce
plan.

C.13 Installation guidelines for equipment and systems

All |installations (before placing into operation and during maintenance/replace
operations)—are shall be implemented according to installation guidelines for the plant.
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Annex D
(informative)

Example of immunity levels in the process industry

Table D.1 lists—exemplary the immunity requirements—as used in the process industry
(Reference: NAMUR Recommendation NE 21:2012).

Table D.1 — Immunity test requirements for equipment intended for use in industrial

—locations with a specified electromagnetic environment according to NE 21

Normal function

Pprt Phenomenon Basic standard Test value — Performance criterion
Enclpsure | Electrostatic discharge (ESD) IEC 61000-4-2 6 kV/8 kV contact/air A
Electromagnetic field IEC 61000-4-3 10 Vm{80-MHz-1-GHz)?
10-Vim-{1,4-GHz-2 GHz)
A
10 V/m (80 MHz to 2.G}z)
3 V/m (2 GHz to 2;7| GHz) A
Rated power frequency IEC 61000-4-8 100 A/m® A
magnetic field 2
AC gower | Burst IEC 61000-4-4 2 kv¢ A
Surge IEC 61000-4-5 | 1KY §P/2kvee A
Conducted RF IEC 61000-4-6 JQ V (10 kHz to 80 MHz) A®
Voltage dips IEC-61000-4-11 QWW%‘WO i AB
B e
B e [
c
Uk
100 %

40 %
0%

Y

cycle a) and b):

a) 100 % — 0 % — 100 %
b) 100 % — 40 % — 100 %
ty=t,=2s;t,=1s
repeat 10 cycles

\[oltage variations +10% /-15% U A

n

Yoltage interruptions 0 % 20 ms A
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DC power | Burst IEC 61000-4-4 2 kvd A
Surge IEC 61000-4-5 | 0.5 kVeP/1kvee A
Conducted RF IEC 61000-4-6 | 10V (10 kHz to 80 MHz) A®
; A e e e
Voltage dips e cdnno o0 YUz G
0-% Uir-for 1-000-ms c
Uh A
100 % B
40%| !
0% 3
Tt ts b
cycle a) and b):
a) 100 % — 0 % — 100 %
b) 100 % — 40 % — 100 %
ty=t=2st,=1s
repeat 10 cycles
_ A
Voltage variations +20 % / -20 ZNGs
A
; ; IEC 61000-4-29
Shert Voltage interruptions 0% Ut fg, 20 ms
110 Burst IEC 61000-4-4 1 kV
signal/ Tc
contlol Surge IEC 61000-4-5 kv B
Conducted RF IEC 61000-4-6 10 V (10 kHz to 80 MHz) A®
a—Hxcept-for-the1TU-broadecast frequency-bands-87-MHz to-108-MHz 174 MHz to-230-MHz,—and-470-MHz{o

a (nly to magnetically sensitive equipment.

b Uine to line.

¢ LUine to ground.

d Additional test with 100 kHz repetitiom\frequency (informative).

e—Hor—signals—characterized—by—an—accuracy—of<1% specified—by-themanufacturer H—not-otherwiqe
rbauirad hyv annlicable standdrdsor sareced specifications the nermitted devigtion mav-_be increased un o
required-by applicable standards or-agreed specifications, the permitted-deviation-may be-increased up {o
Ao ¢ ; . . Y 3\
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL EQUIPMENT FOR MEASUREMENT,
CONTROL AND LABORATORY USE -
EMC REQUIREMENTS -

Part3.2: | . . ¢ ot | I
systems and for equipment intended to perform
safety-related functions (functional safety) —

Industrial applications with specified electromagnetic environment

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for_standardization comprjsing
Il national electrotechnical committees (IEC National Committees). The abject of IEC is to promnote
international co-operation on all questions concerning standardization in the electrical and electronic field$. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specificat|ons,
echnical Reports, Publicly Available Specifications (PAS) and Guides-/(hereafter referred to as |IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intergdsted

in the subject dealt with may participate in this preparatory work« International, governmental and |nhon-
overnmental organizations liaising with the IEC also participate in_this preparation. IEC collaborates clgsely

ith the International Organization for Standardization (ISO),in(_accordance with conditions determinefl by
greement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internatfonal
onsensus of opinion on the relevant subjects since .each technical committee has representation from all
terested IEC National Committees.

=i )

3) IEC Publications have the form of recommendations for international use and are accepted by IEC Nat|onal
Gommittees in that sense. While all reasonable\efforts are made to ensure that the technical content off IEC
Hublications is accurate, IEC cannot be held responsible for the way in which they are used or for| any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publicafions

|

tfansparently to the maximum extent™possible in their national and regional publications. Any divergence
hetween any IEC Publication and the corresponding national or regional publication shall be clearly indicatgéd in
the latter.

5) IEC itself does not provide dny ‘attestation of conformity. Independent certification bodies provide confofmity
ssessment services and, in Some areas, access to IEC marks of conformity. IEC is not responsible forl any
rvices carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts| and
embers of its¢technical committees and IEC National Committees for any personal injury, property damage or
her damage/ef any nature whatsoever, whether direct or indirect, or for costs (including legal fees)| and
xpenses_(arising out of the publication, use of, or reliance upon, this IEC Publication or any other|IEC
ublicatiens.

8) Attentien is drawn to the Normative references cited in this publication. Use of the referenced publicatiops is
indispénsable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61326-3-2 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2008. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

o extension of the frequency range up to 6 GHz for the radio-frequency electromagnetic field
test according to IEC 61000-4-3,
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e replacement of the performance criterion FS with DS according to the generic standard
IEC 61000-6-7,

e adding Table 1 — Aspects to be considered during application of performance criterion DS,

e including immunity tests for devices with current consumption > 16 A according to
IEC 61000-4-34,

e updating Figure A.1 and Figure 1 for better readability,

e adding tests according to IEC 61000-4-16 to replace the tests according to IEC 61000-4-6
in the frequency range between 10 kHz and 150 kHz.

IEC

The

01520-3-2 Is to be read In conjunction with IEC 61326-1.

text of this standard is based on the following documents:

FDIS Report on voting
65A/820/FDIS 65A/826/RVD

Fulllinformation on the voting for the approval of this standard can-be,found in the reporf on
votihg indicated in the above table.

Thig publication has been drafted in accordance with the ISQ/IEC Directives, Part 2.

A list of all the parts of the IEC 61326 series, under the ‘general title Electrical equipment for
megsurement, control and laboratory use — EMC sequirements, can be found on the |[EC
welsite.

Thel committee has decided that the contents of this publication will remain unchanged until
the |stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e feconfirmed,

e Withdrawn,

e feplaced by a revised edition, or

e Amended.

IMPORTANT ~"The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

colour printer.
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INTRODUCTION

Functional safety is that part of the overall safety relating to the equipment under control
(EUC) and the EUC control system which depends on the correct functioning of the electrical
safety-related systems. To achieve this, all items of equipment of the safety-related system
which are involved in the performance of the safety functions must behave in a specified
manner under all relevant conditions.

The IEC basic safety publication for functional safety of electrical/electronic/programmable
electronic safety-related systems is IEC 61508. It sets the overall requirements to achieve
fungtional satety. Sufficient immunity to electromagnetic disturbances Iis One o ose
reqliirements.

The| concept of IEC 61508 distinguishes between the consideration of the application and|the
des|gn of safety-related electrical and electronic systems. The overall safety‘\requiremeénts
spegification specifies all relevant requirements of the intended application, as follows.

a) definition of the safety functions, based on a risk assessment of the,intended applicaltion
which functions are intended to reduce risk);

b) appropriate safety integrity level (SIL) for each safety function based on a risk assessnent
pf the intended application;

c) fefinition of the environment in which the system is{intended to work including [the
blectromagnetic environment as required by IEC 61508-2:

The| requirements for each safety function are then-specified in one or more system saffety
reqlirements specifications (SSRS). Hence, with regard to immunity against electromagretic
phepomena, the essential starting point is that the electromagnetic environment and its
phephomena are considered in the SSRS, dsuJrequired by IEC 61508. The safety-related
sysfem intended to implement the specified safety function has to fulfil the SSRS, and, from it,
corffesponding immunity requirements have.to be derived for the items of equipment, which
resdlts in an equipment requirement.specification. With respect to the electromagnetic
envlronment, the SSRS and the equiprment requirement specification should be based gn a
competent assessment of the forese€eable electromagnetic threats in the real environment
ove[ the whole operational life "of the equipment. Hence, immunity requirements for|the
equjpment depend on the characteristics of the electromagnetic environment in which |the
equjpment is intended to be used.

Thel equipment manufacturer, therefore, has to prove that the equipment fulfils the equipment
reqyiirement specification and the system integrator must prove that the system fulfils|the
SSRS. Evidencethas to be produced by application of appropriate methods. They do not need
to ¢onsider any* other aspects of the application, for example, risk of the application
asspciated tovany failure of the safety-related system. The objective is for all equipment in|the
sysfem te—comply with particular performance criteria taking into account functional saffety
aspgcts( _(for example, the performance criterion DS) up to levels specified in the S$RS
indgpendent of the required safety integrity level (SIL).

For approaches on how to apply IEC 61326-3 series, see Annex A.

There exists meanwhile the generic EMC standard IEC 61000-6-7 dealing with functional
safety aspects in industrial environments. Generic EMC standards are designed to apply for a
defined electromagnetic environment, to products for which no dedicated product family
EMC/product EMC standards exist. However, for the equipment in the scope of this document,
the information given in the generic EMC standard was considered not to be sufficient. More
detailed information and specifications were needed, for example specific test set-ups,
consideration of the functional earth port or the deliberate differentiation between types of
electromagnetic environments relevant for the equipment in the scope of this document.
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Though historically this product standard was developed several years before the generic
EMC standard, this 2nd edition considers the information given in the generic EMC standard

and applies it where appropriate.
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ELECTRICAL EQUIPMENT FOR MEASUREMENT,
CONTROL AND LABORATORY USE -
EMC REQUIREMENTS -

Part 3-2: Immunity requirements for safety-related
systems and for equipment intended to perform
safety-related functions (functional safety) —

Industrial applications with specified electromagnetic environment

1 |Scope

Thig part of IEC 61326 covers all equipment within the scope of IEC 61326¢1,.but is limited to
sysfems and equipment for industrial applications within a specified” electromagnetic
envlronment and intended to perform safety functions as defined in IEC;61508 with SIL 1-3.

The| electromagnetic environments encompassed by this product family standard |are
indystrial, both indoor and outdoor, and based on the requirements of the process indugtry,
spegifically chemical/petrochemical/pharmaceutical manufaeturing plants using the mitigaltion
megsures given in Annex C. The difference betweeny the electromagnetic environment
covered by this document compared to the general indusirial environment (see IEC 61326-3-
1) i$ due to the mitigation measures employed against€lectromagnetic phenomena leading to
a specified electromagnetic environment with test values that have been proven in practicd.

The|l environment of industrial application with a specified electromagnetic environment
typigally includes the following characteristies:

- |ndustrial area with limited access;

— |imited use of mobile transmitters;

— (edicated cables for power supply and control, signal or communication lines;
— fgeparation between powersupply and control, signal or communication cables;
- factory building mostly consisting of metal construction;

— pvervoltage/lightning* protection by appropriate measures (for example, metal construgtion
bf the building or use of protection devices);

- pipe heating.systems driven by AC main power;

- po high-yveftage substation close to sensitive areas;
- presence of CISPR 11 Group 2 ISM equipment using ISM frequencies only with low poyver;
- tonmipetent staff;

periodical maintenance of equipment and systems;

mounting and installation guidelines for equipment and systems.

Equipment and systems considered as “proven-in-use” according to IEC 61508 or “prior use”
according to IEC 61511 are excluded from the scope of this document.

Fire alarm systems and security alarm systems intended for protection of buildings are
excluded from the scope of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
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cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60050-161, International Electrotechnical Vocabulary - Part 161: Electromagnetic
compatibility (available at <http://www.electropedia.org/)

IEC 61000-4-2:2008, Electromagnetic compatibility (EMC) - Part 4-2: Testing and
measurement techniques — Electrostatic discharge immunity test

IEC 61000-4-3:2006, Electromagnetic compatibility (EMC) - Part 4-3: Testing and
megsurement techniques — Radiated, radio-frequency, electromagnetic field immunity |test
IEC|61000-4-3:2006/AMD1:2007
IEC|61000-4-3:2006/AMD2:2010

IEC|61000-4-4:2012, Electromagnetic compatibility (EMC) - Part 4-4:\OTesting l|and
megsurement techniques — Electrical fast transient/burst immunity test

IEC|61000-4-5:2014, Electromagnetic compatibility (EMC) - Part] 4-5: Testing [and
megsurement techniques — Surge immunity test

IEC|61000-4-6:2013, Electromagnetic compatibility (EMC)~ ,— Part 4-6: Testing [and
megsurement techniques — Immunity to conducted disturbahces, induced by radio-frequgncy
fields

IEC|61000-4-8:2009, Electromagnetic compatibilityy*(EMC) - Part 4-8: Testing land
megsurement techniques — Power frequency magnetic field immunity test

IEC|61000-4-11:2004, Electromagnetic compatibility (EMC) - Part 4-11: Testing [and
megsurement techniques — Voltage dips,\short interruptions and voltage variations immunity
testp

IEC|61000-4-16:2015, Electromagnetic compatibility (EMC) - Part 4-16: Testing [and
megsurement techniques — Test for immunity to conducted, common mode disturbancep in
the ffrequency range 0 Hz to 160~kHz

IEC|61000-4-29:2000, «Electromagnetic compatibility (EMC) - Part 4-29: Testing land
megsurement techniques — Voltage dips, short interruptions and voltage variations on |d.c.
inpyt power port immunity tests

IEC[61000-4-34:2005, Electromagnetic compatibility (EMC) — Part 4-34: Testing Jand
megsurement) techniques — Voltage dips, short interruptions and voltage variations immunity
testks for-équipment with input current more than 16 A per phase
IEC|(64000-4-34:2005/AMD1:2009

IEC 61326-1:2012, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 1: General requirements

IEC 61326-3-1:__1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety functions (functional safety) — General industrial applications

IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

1 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-1:2016.


http://www.electropedia.org/
http://www.electropedia.org/
https://iecnorm.com/api/?name=1d41c8ccfdea630b88520591159131bd

3

3.1

For
IEC

-10 - IEC 61326-3-2:2017 © IEC 2017

Terms, definitions and abbreviations

Terms and definitions

the purposes of this document, the terms and definitions of IEC 61326-1 and

60050-161 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

NOT]
appl

3.1.

dangerous failure

failyre of an element and/or subsystem and/or system that plays a part in implementing

safety function that:

a) prevents a safety function from operating when required (demand mode) or cause
safety function to fail (continuous mode) such that the EUC is put into a hazardou
potentially hazardous state; or

b) flecreases the probability that the safety function operates correctly when required

[SOURCE: IEC 61508-4:2010, 3.6.7]

3.1

equipment

subpystems, apparatus, appliances and other assemblies of products

318

§
SO Online browing platform: available at http://www.iso.org/obp

cation of the different tests, are given in the EMC basic publications of IEC 61000 series.

1

EU
equ
meg

Note]

[SO

eql¥pment under control

ical or other activities

1 to entry: The EUE~control system is separate and distinct from the EUC.

URCE: IEC 61508-4:2010, 3.2.1]

3.1.

fungtional safety
parf of the overall safety relating to the EUC and the EUC control system that depends on
cornectfunctioning of the E/E/PE safety-related systems and other risk reduction measures

E  Other definitions not included in IEC 60050-161 and in this standard, but nevertheless necessary fof

the

the

S a
b Or

pment, machinery, appdratus or plant used for manufacturing, process, transportation,

the

[SO

3.1.

URCE: IEC 61508-4:2010, 3.1.12]

5

harm
physical injury or damage to the health of people, or damage to property or the environment

[SO

3.1.
haz

URCE: ISO/IEC Guide 51:2014, 3.1, modifed — "physical" has been added ]

6
ard

potential source of harm
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Note 1 to entry: The term includes short-term or immediate danger (such as from fire or explosion) and long-term
effects on health (such as from release of a toxic substance).

[SO

3.1.

URCE: ISO/IEC Guide 51:2014, 3.2, modified — the note to entry has been added]

7

safe failure
failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) results in the spurious operation of the safety function to put the EUC (or part thereof) into

b) |ncreases the probability of the spurious operation of the safety function to put the EUQ

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.1.
saf
fung
med
spe

EXA

[SO

3.1
pro
PE

bas
and

EXA

.0

- £ e I £ e
°odIT SUAlT Ul Tridlritalit d Sdit Sidlc, Ul

art thereof) into a safe state or maintain a safe state

ty function

Cific hazardous event
MPLE Examples of safety functions include:

switching off a motor); and

unctions that prevent actions being taken (for example preventing a motor starting).

URCE: IEC 61508-4:2010, 3.5.1]

grammable electronic

for output units

MPLE The following are all(programmable electronic devices:
nicroprocessors;

micro-controllers;

brogrammable controllers;

hpplication specific integrated circuits (ASICs);

brogramm@able logic controllers (PLCs);

bther computer-based devices (for example smart sensors, transmitters, actuators).

(or

tion to be implemented by an E/E/PE safety-related system(or’ other risk redugtion
sures, that is intended to achieve or maintain a safe state for the EUC, in respect of a

unctions that are required to be carried out as positive actions_to avoid hazardous situations (for example

bd on computer technology which may be comprised of hardware, software and of ipput

bUs)

Note| Ntoentry: This term covers microelectronic devices based on one or more central processing units (C

toge

L bl hrral "
TeT Wit aSSOCTatCU memortesS, e,

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1.

10

electrical/electronic/programmable electronic

E/E

IPE

based on electrical (E) and/or electronic (E) and/or programmable electronic (PE) technology

EXA

MPLE Electrical/electronic/programmable electronic devices include
electro-mechanical devices (electrical);
solid-state non-programmable electronic devices (electronic);

electronic devices based on computer technology (programmable electronic); see 3.2.5 (of IEC 61326-1:20

12).
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Note 1 to entry: The term is intended to cover any and all devices or systems operating on electrical principles.

[SOURCE:IEC 61508-4:2010, 3.2.13, modified — the reference in the last dash is modified]

3.1.11

DC distribution network

local DC electricity supply network in the infrastructure of a certain site or building intended
for connection of any type of equipment

Note 1 to entry: Connection to a local or remote battery is not regarded as a DC distribution network if such a link
comprises the power supply for only a single equipment.

3.1.12
safety-related system
des|gnated system that both

o |mplements the required safety functions necessary to achieve or maintain)a-safe statg for
he EUC; and

e |s intended to achieve, on its own or with other E/E/PE safety-related’systems and ofher
fisk reduction measures, the necessary safety integrity for the requjred safety functions

Note] 1 to entry: A safety-related system includes all the hardware, software and,supporting services (for exarmple,

powgr supplies) necessary to carry out the specified safety function (sensors, other input devices, final elements
(actdators) and other output devices are therefore included in the safety-refated system).

[SOURCE: IEC 61508-4:2010, 3.4.1, modified — notes 1, 2,:3, 4, 5 and 7 have been removgd]

3.1013
equipment under test
EU

3.1.14

auxjiliary equipment

AE

equjpment necessary to provide the equipment under test (EUT) with the signals required for
normal operation and equipment to verify the performance of the EUT

3.1/15

system safety requirements specification

spegification containing the requirements for the safety functions and their associated safety

safetyintegrity level
SIL
discrete level (one out of a possible four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity level
1 has the lowest

Note 1 to entry: The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of
IEC 61508-1:2010.

Note 2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the safety
functions to be allocated to the E/E/PE safety-related systems.

Note 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or component.
The correct interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the system is
potentially capable of supporting safety functions with a safety integrity level up to n.

[SOURCE: IEC 61508-4:2010, 3.5.8, modified — the reference to 3.5.17 of IEC 61508-1 has
been removed and its date of publication added]
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3.2 Abbreviations
AE auxiliary equipment
DS defined state
E/E/PE electrical/electronic/programmable electronic
EUC equipment under control
EUT equipment under test

ISM industrial, scientific and medical
PE protective earth
Sl safety integrity level

SRS system safety requirements specification

4 |General

In gddition to the requirements in IEC 61326-1, this standard specifies requirements
sysfems and equipment for industrial applications with a spe€egified electromagn
envlronment intended to perform safety functions as defined in thehlEC 61508 series. Th

for
etic
ese

reqlirements do not apply to the normal (non-safety-related)-functions of the equipment

andfor systems.

NOTE 1 The overall design process and the necessary design featufes“to achieve functional safety of elec
and klectronic systems are defined in IEC 61508. This includes requirements for design features that make
syst¢m tolerant (IEC 61508-2:2010, 7.4.7.1) of electromagnetic disturbances.

rical
the

Thelimmunity requirements in IEC 61326-1 have been selected to ensure an adequate level of

immunity for equipment used in non-safety-related applications, but the required immu
levdls do not cover extreme cases that may _occur at any location but with an extremely
probbability of occurrence.

Therefore, it is needed to control.(the environment (for example, defining installaft

reqyiirements, limited use of mobile transmitters) or to generally increase immunity test le
as @ systematic measure intended to avoid dangerous failures caused by electromagn
phepomena. Consequently, itt-is not necessary to take into account the effect
eledtromagnetic phenomena\in the quantification of hardware safety integrity, for exam
probbability of failure on demand. Increased immunity test levels are defined where necess{

In gddition to the .immunity requirements of IEC 61326-1, the experience with this typ

nity
low

on
vels
etic
of
ple,
ry.

b of

elegtromagnetic environment is used to specify adequate levels of immunity and adequate

performance criteria.

NOTE 2 Forsthe determination of adequate levels and performance criteria, data related to the occurreng
faults have bpeen collected and analysed. For the evaluation, more than 20 000 units in safety applicationg
analysed annually on the occurrence of failures whereas it has been shown that the failure rates meet thg

e of
are
SIL

requlreménts. These units are in compliance with specified EMC requirements applicable for their normal func

ions

within the process industry (see Annex C).

NOTE 3 The requirements for a safety-related system intended to implement the specified function and to

fulfil

the SSRS are described in IEC 61508. The SSRS specifies all relevant requirements of the intended application.

According to IEC 61508, equipment intended for use in that system fulfils the relevant requirements derived
the SSRS.

5 EMC test plan

5.1 General

An EMC test plan shall be established prior to testing. It shall contain as a minimum
elements given in 5.2 to 5.6.

from

the


https://iecnorm.com/api/?name=1d41c8ccfdea630b88520591159131bd

-14 - IEC 61326-3-2:2017 © IEC 2017

If any tests are deemed unnecessary to prove compliance with this standard, the rationale for
not performing those tests shall be documented in the EMC test plan.

5.2 Instruction for testing

The instruction for testing immunity in case of safety-functions shall be detailed and
unambiguous. Hence all relevant details when performing such a series of immunity tests
shall be described in the test plan. Such a test plan shall contain at least information about

e input and output ports relevant for immunity testing,

£ i £ 4+l LT . L cls HH pu | H Y H + +
o LUTTITYUTratiult UTn uaic LU T TTTICTUUITy dily T1ITLToodly dUATIIAry ariud TTiulTiurintyg CTYUTPYTIToTTIt,

e pperation mode of safety functions,

o |evels for the immunity test,

o ppecified performance criteria including the defined state(s),
e Mmonitoring of the behaviour of the EUT,

e Bssessment of the reaction of the EUT against the manufacturers’.specified performgnce
Criteria.

5.3| Configuration of EUT during testing
5.3 General

Medsurement, control and laboratory equipment often(consists of systems with no fixed
configuration. The kind, number and installation -of different subassemblies within |the
equjpment may vary from system to system.

To gimulate EMC conditions realistically, the*equipment assembly shall represent a typical
instpllation as specified by the manufacturer? Such tests shall be carried out as type tests
under normal conditions as specified by the-manufacturer.

In some cases, auxiliary set-ups arelinecessary to monitor the proper operation of the safety
fungtion when electromagnetic disturbances act on the EUT.

5.3 Composition of EUT

All gevices, racks, modules, boards, etc. which are potentially relevant to EMC and belonging
to the EUT shall befdocumented. The rationale for the composition of the EUT selected for
testjng shall be documented in the EMC test plan.

5.3 Assembly of EUT

If ap EUT has a variety of internal and external configurations, the type tests shall be mjade
with the most susceptible configuration, as expected by the manufacturer. All types of moﬁ!ule
sha i i i i MC

test plan. The possibility of any electromagnetic interactions between items of equipment shall
be taken into account when building up the most susceptible configuration. The rationale for
the assembly selected for testing shall be documented in the EMC test plan.

5.3.4 1/0 ports

Where there are multiple I/O ports all of the same type and function, connecting a cable to
just one of those ports is sufficient, provided that it can be shown that the additional cables
would not affect the results significantly. The rationale for this selection shall be documented
in the EMC test plan.
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5.3.5 Auxiliary equipment (AE)

When a variety of items of AE is provided for use with the EUT, at least one of each type of
item of AE shall be selected to simulate actual operating conditions. AE may be simulated.
Any software used by AE shall be documented sufficiently to allow repeating the test.

It is strongly recommended that the AE used is not susceptible to electromagnetic
disturbances, such as for example mechanical equipment, to ease detection and assessment
of the reaction of the EUT.

5.3.6—GCabling-and-earthing{grounding)

The| cables and earth (ground) shall be connected to the EUT in accordance Wwith |the
manufacturer's specifications. There shall be no additional earth connections.

5.4| Operation conditions of EUT during testing
5.4/ Operation modes

A se¢lection of representative operation modes shall be made, taking into account that not all
fungtions, but only the most typical functions of the equipment can_be tested. The estimated
worgt-case operating modes within the specification of the ‘€quipment for the intended
application shall be selected.

NOTE The worst-case operating modes are those most susceptible t¢0 electromagnetic phenomena.
5.4.2 Environmental conditions

Thel| tests shall be carried out within the manufacturer’s specified environmental operalting
range (for example, ambient temperature, humidity, atmospheric pressure), and within|the
rated ranges of supply voltage and frequency, except where the test requirements state
othegrwise.

5.4 EUT software during test

The| software used for exercising the selected modes of operation shall be documented
suffjciently to allow repeating.the test.

5.5| Specification of performance criteria

Performance critetia)for each port and test shall be specified, where possible, as quantitdtive
vales.

5.6| Testdescription

Each. dest to be applied shall be specified in the EMC test plan. The description of the tgsts,

the tact mmathade tha charantarictioc AFf tha tacto And tha tact ot inec ara Alvan in tha h—;sic
e ot et Ot ot e—CHaa e otteo— ot e e oo e e ottt po—are—grver—m—rc—od

standards, which are referred to in Table 1. The contents of these basic standards need not
be reproduced in the test plan; however, additional information needed for the practical
implementation of the tests is given in this standard. In some cases, the EMC test plan shall
specify the application in detail.

NOTE Not all known disturbance phenomena have been specified for testing purposes in this standard, but only
those that are considered as most critical. For further information, see Annex B.
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6 Performance criteria

6.1 General

Performance criteria are used to describe and to assess the reaction of the equipment under
test when being exposed to electromagnetic phenomena.

6.2 Performance criteria A, B and C

Performance criterion A is defined in IEC 61326-1 and is as follows:

The| equipment shall continue to operate as intended during and after the test. No degradaltion
of performance or loss of function is allowed below a performance level specified by |the
manufacturer, when the equipment is used as intended. The performance levYel may| be
repI'Eced by a permissible loss of performance. If the minimum performance ‘level or|the
permissible performance loss is not specified by the manufacturer, either 6f these may be
derived from the product description and documentation and what the user,may reasonably
expgct from the equipment if used as intended.

Performance criteria B and C are not appropriate for functional safety)

6.3| Performance criterion DS
6.3.1 Definition of performance criterion DS

With regard to functional safety purposes, a partiCular performance criterion DS shall be
applied. Performance criterion DS is as follows.

a) [The functions of the EUT intended for use insafety applications
1) are not affected outside their specification, or

P) may be affected temporarily or permanently (even by destruction of components), iflthe
EUT reacts to a disturbance in~a’'way that a detectable and defined state(s) of the EUT
is (are)

i) maintained, or
ii) achieved within @ stated time.

b) [The functions not intended for use in safety applications may be disturbed temporarily or
permanently.

NOTE 1 It is possible'for the defined state to be outside normal operating limits.
NOTE 2 EditionA~of this standard used the abbreviation FS for that performance criterion. According to the Basic

stanglard IEC 61000-1-2 and generic standard IEC 61000-6-7, the abbreviation DS is used now without hgving
changed the-technical content.

6.3.2 Application of the performance criterion DS

The performance criterion DS is applicable only for functions of the EUT intended for safety
applications. It is relevant for any phenomenon. There is no differentiation required between
continuous and transient electromagnetic phenomena.

Equipment performing or intended to perform functions intended for safety applications or
parts of safety functions shall behave in a specified manner as defined by performance
criterion DS. The specified behaviour of a safety-related system is intended to achieve or
maintain safe conditions of the equipment and the related equipment under control. To
achieve this, the behaviour of the equipment shall be known under all considered conditions.

Where an item of equipment or a system performs both functions intended for safety
applications and functions not intended for safety applications, the requirements for functional
safety apply in context with the safety functions only.
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The necessity to assess safety functions according to the performance criterion DS calls for a
precise monitoring of the technical state of the EUT. To that end, performance criterion DS
shall be stated unambiguously. In many cases, specific auxiliary equipment will be necessary
to unambiguously identify and monitor the correct operation of the safety function under
consideration. It shall be ensured that such auxiliary equipment does not affect the behaviour
of the EUT during immunity tests.

6.3.3 Aspects to be considered during application of performance criterion DS

If an EUT reacts to a disturbance by going to the defined state, it shall be verified that this
achievement of the defined state is not only an occasional result, but that this behaviour is
repfoducible. To verify the reproducibility, the rules defined in Table 1 shall be applied_on|the
application of performance criterion DS.

Table 1 — Reaction of EUT during test

Test Reaction of EUT during test How to continue with testing
Trgnsient 2 The EUT goes to a defined state and The EUT shall be brought back+to normal operation
an interaction of the user is needed to and the test shall be repeated 3 times with this test
continue operation. level and polarity and the<EUT shall react in a way

that complies with perfermance criterion DS each
time. In this case, the test shall be continued with the
next test level oripolarity according to the basic
standard.

The EUT goes to a defined state and The EUT shall be replaced or repaired and the test
is permanently damaged. shall bedrepeated 3 times with this test level and
polarity’and the EUT shall react in a way that
complies with performance criterion DS each time. |n
this case, the test shall be continued with the next
test level or polarity according to the basic standard.

Coftinuous ® | The EUT goes to a defined state at.a The EUT shall be re-tested 3 times at that frequengy
certain test frequency as described and the EUT shall react in a way that complies with
under a) 2) in 6.3.1. performance criterion DS each time.

If the EUT reacts each time in the same way, the
subsequent frequencies may be tested only one tim
per frequency.

[

@ [Tests according IEC 610004-2; IEC 61000-4-4, IEC 61000-4-5, IEC 61000-4-11, IEC 61000-4-29,
IEC 61000-4-34.

b |Tests according IEC 6%000-4-3, IEC 61000-4-6, IEC 61000-4-8, IEC 61000-4-16.

7 |Immunity. requirements

Table 2'to Table 7 list the immunity test requirements.

NOTE Some of the test values in Table 2 to Table 7 are less stringent than the values given in the generic EMC
standard IEC 61000-6-7. According to IEC Guide 107, where a product family/product EMC standard specifies less
stringent test values/levels for a phenomenon or if a phenomenon is only partially covered (e.g. the product
family/product EMC standard only covers a subset of the recommended frequency range), either a justification or a
reference to the relevant requirement in another EMC standard shall be given in the product family/product EMC
standard. Such a reference can be made to IEC 61326-3-2:2008 from which the requirements in this standard were
derived and which requirements have been proven in practice.
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Phenomenon

Basic standard

Tests for functions intended for safety applications

Test value — Performance criterion

1.1 Electrostatic discharge |IEC 61000-4-2 + 6 kV contact discharge @ A
ESD
( ) + 8 kV air discharge 2@
1.2 | Electromagnetic field IEC 61000-4-3 10 V/m (80 MHz to 1 GHz, 1 kHz (80 % AM)) A
10 V/Im (1,4 GHz to 2 GHz, 1 kHz (80 % AM))
3 V/m (2,0 GHz to 2,7 GHz, 1 kHz (80 % AM))
3V/m (2.7 GHzt0 6.0 GHz, 1 kHz (80 % AM))°
1.3 Rated power frequency |IEC 61000-4-8 100 A/m ¢ A

magnetic field

[esting in this frequency range shall be performed if it is required by the application.

Applicable only to equipment containing devices susceptible to magnetic fields.

hese values shall be applied in accordance with the environmental conditions described in IEC 61000-4-2
barts which may be accessible by persons other than staff working in accordance with defined procedures
he control of ESD but not to equipment where access is limited to appropriately trained personnel only.

on
for

Table 3 — Immunity test requirements —

Input and output AC power ports

Tests for'functions intended for safety application

7]

Phenomenon Basic standard
Test value — Performance criterion
2.1| |Burst IEC 61000-4-4 2 kV.(8/50 ns, 5 kHz) A
2.2| [Surge IEC 61000-4-5 1, kV (line to line) A
2 kV (line to ground)
2.3| | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) A
2.4 |Voltage dips IEC 61000:4-11 0 % during 1 cycle A
40 % during 10/12 cycles 2 0s
or 70 % during 25/30 cycles @ 0s
IEC61000-4-34
2.5| [Short interruptions IEC 61000-4-11 0 % during 250/300 cycles @ 0s
or
IEC 61000-4-34
2.6 | | Conducted)common IEC 61000-4-16 10 V (10 kHz to 150 kHz) A

mode voltage

hnd’ 260/300 cycles).

10/12-cycles” means “10 cycles for 50 Hz test” and “12 cycles for 60 Hz test” (and similarly for 25/30 cy

cles
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Table 4 — Immunity test requirements —
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Input and output DC power ports

Tests for functions intended for safety applications

Phenomenon Basic standard Test value — Performance criterion

3.1 |Burst IEC 61000-4-4 2 kV (5/50 ns, 5 kHz)

3.2 [Surge IEC 61000-4-5 0,5 kV (line to line)
1 kV (line to ground)

3.3 | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) A

3.4| | Conducted common IEC 61000-4-16 10 V (10 kHz to 150 kHz)

mode voltage

3.5| | Voltage dips IEC 61000-4-29 40 % Uy for 1 000 ms 0s
0 % U, for 1000 ms 0s

3.6 | | Short interruptions IEC 61000-4-29 0 % Uy for 20 ms A

DC |connections between parts of equipment/system which are not connected to a DC distribution network|are

treaed as 1/O signal/control ports (see Tables 5 or 6).

Table 5 — Immunity test requirements —

1/0 signal/control ports

Tests for'functions intended for safety application

[7]

Phenomenon Basic standard
Test value — Performance criterion
4.1| |Burst IEC 61000-4-4 1 kV\(5/50 ns, 5 kHz) @ A
4.2| |Surge IEC 61000-4-5 1, kV (line to ground) ? 0s
4.3| |Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) @ A
4.4| | Conducted common IEC 61000-4-16 10 V (10 kHz to 150 kHz) @ A

mode voltage

Dnly in case of lines >3 m.

Dnly in case of long distance linés)(see 3.10 of IEC 61326-1:2012).

Table 6 — Immunity test requirements — 1/0 signal/control
ports connected directly to power supply networks

Tests for functions intended for safety application

7]

Phenomenon Basic standard
Test value — Performance criterion
5.1] | Burst IEC 61000-4-4 2 kV (5/50 ns, 5 kHz) A
5.2 L{'Surge IEC 61000-4-5 1 k\ (line to ling)
2 kV (line to ground)
5.3 | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM))
5.4 | Conducted common IEC 61000-4-16 10 V (10 kHz to 150 kHz)

mode voltage
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Table 7 — Immunity test requirements — Functional earth port

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion
6.1 Burst IEC 61000-4-4 2 kV (5/50 ns, 5 kHz) @ A
6.2 [Surge IEC 61000-4-5 1 kV (line to ground) ® DS
6.3 [Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) A
6.4 [Conducted common IEC 61000-4-16 |10V (10 kHz to 150 kHz)
mode voltage

2  Dnlyin case lines >3 m.

b Dnly in case of long distance lines (see 3.10 of IEC 61326-1:2012).

8 [Test set-up and test philosophy for EUT with functions intended for safety
applications

8.1| Testing of safety-related systems and equipment intended to be used in safety
related systems

A safety-related system may comprise a complex and extended installation and may alsq be
builf up in various physical arrangements. Immunity testing of such systems can hardly be
performed in a practical way by means of the various basic standards as given in Tables PR to
7. Hence, corresponding immunity tests shall be carried out preferably on equipment leve|l as
it is|described in 8.2.

In ¢ase of physically small safety-related systems, corresponding immunity tests can| be
applied to entire safety-related systems as)described in 8.3. If an alternative test philosophy is
usefl this shall be described in the EMC test plan and a rationale for its use given.

8.2| Test philosophy for equipment intended for use in safety-related systems

Even though functional safety-‘requires the correct functioning of the complete system, for
example, comprising sensersy logic solver and actuators, it is possible to test its devices
individually. The individual~devices intended to be used for implementation into a safety-
related system shall be ‘sufficiently specified. This specification comprises the intended
fungtion and the allowed behaviour in case of failure. The objective of the immunity tests is to
proye that the specification is fulfilled for the considered electromagnetic phenomena.

the [future_application in a safety-related system. Therefore, the test shall show the behavjour
of the EUT. Deviations from the undisturbed functions shall be detectable and shallf be
documented in the test report.

WhIther or ot a disturbed function will become dangerous is unknown because it depend$ on

The performance criterion DS places additional requirements on the equipment that is
intended for use in safety-related applications. In this case, the normal performance criteria
within their associated limits and the performance criterion DS both apply.

NOTE The general approach of applying performance criteria for the different types of functions is shown in
Table 10 of IEC 61326-3-1:__ 2.

2 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-1:2016
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8.3 Test philosophy for safety-related systems

The EUT shall be monitored during test to show that its functionality is in compliance with this
standard. This monitoring system shall not be affected by electromagnetic disturbances from
the applied test.

For a safety-related system, its intended functions and possible safe states are specified. The
aim of the immunity tests is to show whether the system as a whole behaves as specified by
the manufacturer and as required by the performance criterion DS (see Clause 6).

Th narformance-—criteriafor functional safaetv nlaca-additional re
peHoeH e ee—eHteHa—+o— o eHo A —Satrety—prace—aaarttohar—+e

that|is intended for use in safety-related applications.

airamants on tha aaguin ent
gHeeRts—oH—tRe—-egtHpH

8.4| Test configuration and test performance

Figyre 1 shows a typical configuration of a test set-up for equipment intended for use |n a
safgty-related system tested as stand-alone equipment or entire system. In"this configurafjion,
the [immunity tests apply to the considered equipment only. Other devi¢és used to run|the
EUT during test are separated from any electromagnetic influences. Figure 1 is also valid|if a
safgty-related system can be tested as an entire system.

Figure 2 shows a typical configuration of a test set up for equipment intended for use |n a
safgty-related system when tested as part of a representative safety-related system. In |this
configuration, the immunity tests apply to the equipment“considered. Other devices used to
run fthe EUT during test are separated from any electromagnetic influences.

If the EUT is not an entire safety-related system then the ports of the EUT shall be conne¢ted
to gqther elements simulating the safety system.\(sensors/logic elements/actuators) or other
loads simulating the characteristics of actual glements.

Thel EUT shall cooperate with the deviees of a safety system, which are necessary for|the
fungtion of the EUT and for performingsthe specified function of the EUT intended for safety
applications.

In cases of combinations of equipment running with safety logic solver software according to
IEC|61508, corresponding immunity tests shall be applied to at least one typical combination
as long as a proof of immunity for other combinations can be provided through appropriate
analytical evidence.

Thel AE which arehecessary for the function of the EUT and for performing the function
intended for safety applications shall be mounted in a well-protected electromagnetic
envlronment (see Figure 1). During the test, these AE shall not be affected by electromagnetic
distphrbanees.

Relevant 1/O ports of the EUT shall be connected with the appropriate ports of the devicek of
the safety-related system, which are necessary for the function of the EUT and/or for
performing the function intended for safety applications.

Cables and I/O ports of the EUT that are not used shall be terminated as specified by the
manufacturer.

Only cables specified by the manufacturer of the EUT or the safety system shall be used in
the test set-up.

If standardized test methods are available for communication links used for safety functions,
then it is strongly recommended that they are used (for example, for field bus communications
refer to IEC 61784-3).
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The safety functions of the safety related system shall be tested one after the other and in
specified combinations. Immunity tests are carried out in the static mode of a safety function,
e.g. a safety function is activated and then the test is performed.

Immunity tests are not required to be applied during the instances of activating or de-
activating safety functions, but these may be added to the test plan by the manufacturer.

8.5 Monitoring

If at all possible, the monitoring system shall not influence the behaviour of the EUT. If this is

r\noolhlo +ho extent nf |nf|||gnr\a ohell ha Hnnllmanl-arl | |nrlar "R f\lrt\llmol-anf\oo oholl
no e
PoSSto+e asaca- g, o

safgty- related functions of the EUT be affected by the monitoring system.

The|l monitoring system shall observe, if applicable,

e the data communication between the EUT and the devices, which are necessary for|the
unction of the EUT and for performing the function intended for safety dpplication; and

e the status of the safety outputs whose functions are intended for safety’applications.
9 |Test results and test report

Thel test results shall be documented in a comprehensive test report with sufficient detajl to
proyide for test repeatability.

Theltest report shall contain the following minimum _information:

— EUT description;

— the items specified in the test plan;
— test data and results;

— lest equipment and set-up;

— the behaviour observed during the test.
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EUT: safety related system under test
grounding point for shielded cable(s) (if required by the manufacturer)

decoupling network(s) at the interface between the EUT) and the electromagnetically decol
environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (any necessary, and all safety-related functions)
insulated support

EUT port terminations (grounded ifrequired by the manufacturer)

unshielded monitoring cable(s)-{(any necessary, and all safety-related functions)

electromagnetically decoupled environment

Figure 1 — Typical test set-up for equipment intended for use in safety-related
system, tested as stand-alone equipment or entire system

pled
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EUT: part of the safety-related system under test
part of the safety-related system not under test, and auxiliary devices
grounding point for shielded cable (if required by the manufacturer)

decoupling network(s) at the interface between the NEUT and the electromagneti
decoupled environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (any necessary, and all safety-related functions)
insulated support

safety-related system output — monitored

EUT port terminations (grounded if'required by the manufacturer)

unshielded monitoring cables\(any necessary, and all safety-related functions)

electromagnetically decoupled environment

Figure 2 — Typical test set-up for equipment intended for use in a safety-related
system integrated into a representative safety-related system during test

cally
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Annex A
(informative)

Approaches on how to apply IEC 61326-3 series

There are basically two approaches on how to deal with the electromagnetic environments
and to conclude on immunity requirements.

a) To consider a general electromagnetic environment with no specific restrictions, for

example, an industrial environment, and to take into account all the electromagnetic
bhenomena that can occur as well as their maximum amplitudes when deril;ing
pppropriate immunity levels for the system and the equipment. This approach has been
Ised to determine the levels specified within this document leading to increasedmmynity
evels for some electromagnetic phenomena compared to immunity levels\which |are
Herived without functional safety considerations.

b) o control the electromagnetic environment, for example, by the application of particular
nstallation and mitigation practices, in such a way that electromagnetic’ phenomena fand
heir amplitudes could occur only to a certain extent. These phenomena and restri¢ted
amplitudes are then taken into account by appropriate immunity'levels. These levels|are
hot necessarily higher than those derived without functional safety considerations becguse
t is ensured by corresponding means that higher amplitudes’are not normally expected.
This approach is considered in this document.

Applying approach (b) results in the fact that there is a specified electromagnetic environment
due| to the strict observation of particular installation,and mitigation practices. In addifion,
however, appropriate knowledge is required concerfing the electromagnetic phenomena fand
the [amplitudes to be expected in this specified electromagnetic environment. This has bjeen
achl|eved by taking into account statistical data en faults in safety applications of the progess
indystry. For this evaluation more than 20,000 units in safety applications are anndally
analysed on the occurrence of failures; fromnthis data it has been shown that the failure rItes
megt the requirements connected to the”safety integrity level (SIL). These units arg in
conlpliance with particular EMC requirements of the process industry.

Follpbwing approach (b), IEC 61326<3-2 gives specific electromagnetic immunity requireménts
that| apply to safety-related systems and equipment intended to be used in safety-related
syslems. These requirements supplement some requirements of IEC 61326-1 (on of
comparable EMC requirements of the process industry) and the selected electromagnetic
phepomena and defined.immunity test levels are expected to match with the environmental
confitions of the spe€cified industrial applications as defined in the scope of this standard.

Thel correlationi-between the standards IEC 61326-1, IEC 61326-2-X, IEC 61326-3-1 [and
IEC|61326-3-2.is described in Figure A.1.

Thel| specified test levels in this document are derived from the highest levels to be expec¢ted
in the'specified environment of industrial applications. These test levels are related to[the
electromagnetic environment (that can occur). They cannot be related in an analytical way to
the SIL required for the safety-related system because there is no practically provable
relationship between test level and probability of failure during use. The influences of
electromagnetic phenomena are considered as systematic effects and by their nature often
result in common cause events.

Design features of equipment shall take into account the required SIL and shall be designed
to avoid dangerous systematic failures. Sufficient immunity against electromagnetic
disturbances can only be ensured by design, mitigation and construction techniques which
take into account electromagnetic aspects, which, however, are not within the scope of this
document.

It is therefore recommended that the approach to achieve the capability for the required SIL
should be through the adoption of design features on the one hand and through appropriate
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test performance parameters in order to increase the level of confidence in the test results on

the other.

START

Is intended
for use in a specified
electromagnetic
environment ?

A 4

Test functions against
performance criteria
under electromagnetic
test values according
to IEC 61326-1
and/or IEC 61326-2-x

Result:
EMC tests ?

FAIL PASS

NOT suitable
r its intended
application

—h

Is intended for use
in a safety-related
application 2
See Clause i

NO

+
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application and
environment
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Approach (A)

Test safety functions
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under electromagnetic test
values according to
IEC 61326-3-1
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(and IEC 61326-3-1 Tabl

Approach (B)
Test safety functiong
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- 10)

Result:
EMC for safety
tests ?

Result:
EMC for safety
tests ?
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application
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Suitable for its
intended safety-related
application in general
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Suitable for its intendg
safety-related applicati
in specified industria

[}

bn

electromagnetic

environments

NOTE This flowchart is not intended to give requirements about the sequence of test.

Figure A.1 — Correlation between the standards
IEC 61326-1, IEC 61326-2-x, IEC 61326-3-1 and IEC 61326-3-2

IEC
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Annex B
(informative)

Evaluation of electromagnetic phenomena

The relationship between EMC and safety requires due consideration particularly because the
consequences of safety failures can be serious. EMC requirements for safety-related
equipment and systems can be based only on extensive discussions between the parties
involved. Some IEC standards and technical specifications or reports like IEC 61508 and
IEC 61000-1-2 deal with EMC and functional safety aspects but both of them refer to
IEC|TR 61000-2-5.

NOTE The test levels in this standard are based on statistical evaluations of the NAMUR (User associatioh for
autofnation in process industry; www.namur.de). Their evaluation includes more than 23 000 units (2003) thaf are
used in safety instrument applications. According to this evaluation the devices meet the requirement of SIL 2 and
3 safety instrument applications. The corresponding test levels are given in Annex C.

A proposal of deriving immunity levels taking into account the knowledge of experts| for
eledgtromagnetic compatibility as well as the various electromagnetic pllenomena field is given
in Tlable B.1 together with a comparison to those immunity levelsyused in IEC 61326-1| for
indystrial applications.
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Table B.1 — General considerations for the application of electromagnetic
phenomena for functional safety in industrial applications with specified

electromagnetic environment (examples)

No Phenomena Basic standard In(l:;'sglsaed Comments
1 Electrostatic IEC 61000-4-2 Yes Levels shall be applied in accordance with
discharge (ESD) next level of | the environmental conditions described in
IEC IEC 61000-4-2 on parts which may be
61000-4-2 touched by persons other than staff working
TN accordance with defined procedures 1of
the control of ESD
No Access to equipment is limited to
appropriately trained personnel/anly
2 Electromagnetic IEC 61000-4-3 Yes, Increased levels shall be applied in
field depending frequency ranges used for mobile
on frequency | transmitters in general,‘except when reliable
range measures are realized.to avoid the use of
such equipment nearby. ISM frequencies
have to be takeminto account on an
individual basis
3 Burst IEC 61000-4-4 No Because of(Use of dedicated cables for
power, (/O and communication and the
sepafation of this cable this phenomena ig
limited'to normal levels
4 Surge IEC 61000-4-5 No Because of overvoltage and lightning
protection by appropriate measures (for
example, metal construction of the buildinp
or the use of protection devices) this
phenomenon is limited to normal levels
5 Conducted RF IEC 61000-4-6 Yes, Taking into account the growing use of
with frequency-driven motors and switching-mgde
expanded power supplies, which cause low-frequenqy
frequency disturbances, a higher test level and an
range expanded frequency range is needed
6 Power frequency IEC 61000-4-8 Yes According to the use of high currents
magnetic field produced by (pipe) heating systems driver
by AC mains a higher test level is needed
7 Voltage dips IEC 61000-4-11 No
8 Short interruptipns IEC 61000-4-11 No
9 Conducted common IEC 61000-4-16 No
mode voltages
10 Voltageddips IEC 61000-4-29 Yes According to the use of DC power
distribution networks in the process indusfry,
tests are needed
11 Short interruptions IEC 61000-4-29 Yes According to the use of DC power
distribution networks in the process indusiry,
tests are needed
12 Voltage dips IEC 61000-4-34 No
13 Short interruptions IEC 61000-4-34 No

2  “Increased level” compared to the test levels of IEC 61326-1 for industrial applications.
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Annex C
(normative)

Specified electromagnetic environment

C.1 General

Use of this standard requires that the electromagnetic environment at the industrial
installation location be controlled. The application of particular mitigation measures results in
the [ specified electromagnetic environment. Annex C specifies the particular mitigation
megsures that shall be applied. To fulfil the definition of the specified environment| all
applicable measures given in Annex C shall be applied.

NOTE These mitigation measures are taken from NAMUR Recommendation 98 (installation, requirement$ for
achigving EMC in production sites). NAMUR (User association for automation in /process indusfries;
wwwlnamur.de) is an association of users of process control technology. Manufacturéers,of process cgntrol
techpology, hardware and software are not eligible as members.

C.2| Industrial area with limited access

The| access to the industrial plant (area) shall be limited( by an access regulation.| All
employees and visitors shall be well informed on accéss limitations, use of mabile
transmitters and other important rules to protect the environment against electromagnetic
phephomena.

C.3| Limited use of mobile transmitters

The|l use of mobile transmitters in sensitivenxareas shall be limited by access rules. The acdess
rules shall be chosen by calculation .of “the minimum protective distances for sensitive
equjpment. For low power devices at.frgquencies above 2 GHz (typically below 100 m Wgkgp),
the pccess need not to be limited.

T~

The| protective distances, assuming to have field strength levels below 10 V/m, are typicall

e for GSM telephones approx. 1,0 m (max Pgrp = 2 W)
e for DECT telephones approx. 0,35 m (Pgrp = 0,25 W)
e for mobile radig devices approx. 1,6 m (Pgrp =5 W)

To ¢alculate these distances, the following expression is used:

o \30Gy P

[74
where
d is the distance from the transmission antenna in m;
P is the input power (ERP) to the transmitting antenna in W;
E is the electric field strength in V/m under far field conditions.
G, is the absolute gain of the antenna; for a half-wavelength dipole antenna

the gain G, is 1,64 (2,15 dB).

The calculation is done assuming a half-wavelength dipole antenna. Reflective and absorbent
objects in the near vicinity can amplify or weaken the electromagnetic field by a factor of 2.
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More detailed information for determination of field strengths in near field and far field can be
found in Annex B of IEC TR 61000-2-5:2011.

C.4 Dedicated cables for power supply and control, signal or communication

lines

With regard to their potential in emitting or receiving disturbances, cable connections are
divided into three different categories.

Signal/control cables (< 110 V)

aor example signal cables for Pl C/PCS measurement signal cables 4 mA to 20 mA

The

C.5

Diff
30 ¢
pow

Wir
of s
cab

Con

Figt

communication cables, cables for field bus/system bus and intrinsically safe circuits._ It
recommended that pairs of twisted wires are used for low-level signals.

| ow-voltage (LV) power cables (up to 1 kV)
PDC power cables (even < 110 V) and low-voltage power cables (for exampleyfor lightin
systems, sockets, motors, magnetic valves, heat tracing systems).

High-voltage (HV) power cables (> 1 kV)
Power cables and other cables carrying medium or high voltage.

se cable categories shall be physically separated, see Clause €.5.

Separation between power supply and control/signal or communication
cables

brent categories of cable shall be laid separately."Jhe separation distance is a minimu
m, or a metallic separating septum is used in.the cable duct/tray. Particularly high-vol
er cables shall not be laid together with othenhcable categories.

b pairs that belong together functionally shall be laid in the same cable to reduce coup
ymmetric signals. Cables for auxiliary*power supplies shall be laid separately from cor
es.

trol cables shall be separated from bus bars and power transformers.

re C.1 shows the recommended cable layouts for different categories.

is

of
ge

ling
trol
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1 |signal cable A different categories @f)cables separated by metallic
separation web

2 llow-voltage power cable B different catedefies of cables separated by distance
between thém

3 |earth connection C different categories of cables separated by using
different'metallic cable trays or by distance if not
metallic

4 |steel structure, equipotential bonding

Figure C.1 - Recommended .cable layouts for different categories

C.6| Factory building mostly consisting of metal construction
Thel| buildings of the factory consist of reinforced concrete or metal construction.

Metpl construction and, reinforcement of concrete shall be welded or bonded together to
implove the equipotential bonding effect.

C.7| Overvoltage/lightning protection by appropriate measures

For|the factory/plant, an overvoltage/lightning protection concept shall exist (for example,
metpl ,construction of the building or the use of protection devices). The instglled
ovefvoltage/lightning protection system shall limit the overvoltages caused by lightning or
switching actions between all conduciors and the ground potential and shall _mit the
overvoltages to a defined and safe voltage level.

The EMC-orientated lighting protection concept divides the building system into lightning
protection zones in direct relation to the interference sensitivity of individual system areas:

e Zone 1/Class B, lightning conductor (formerly rough protection),

e Zone 2/Class C, overvoltage protector (formerly medium protection),

e Zone 3/Class D, overvoltage protector (formerly fine protection).

The external lightning protection consists of an interception device, conductors and earthing

system. The internal lightning protection consists of equipotential bonding, surge arrestors,
cable shielding, potential equalization and/or signal balancing.
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low-impedance connection between the lightning protection system and

017

the

building/electrical system earth electrode and adjacent building earths, metallic structures,
pipe bridges, pipelines and rail systems shall be installed. The connection is typically by
copper shield braiding >16 mm?2, grounding cables 70 mm2 to 300 mm2 or steel strips
>3,5 mm x 30 mm.

C.8

Pipe heating systems driven by AC mains

Pipe heating systems are present in many parts of the factory. These heating systems which

are

driven by AC mains generate high magnetic fields

C.9
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No high-voltage substations close to sensitive areas

-voltage substations shall be located outside sensitive areas to prevent.extreme
netic fields or electric fields.

0 Presence of low-power devices using ISM frequencies)according to
CISPR 11

ISPR 11 Group 2 ISM equipment using ISM frequencig€s-are present, they shall ei
smit only with low radio frequency power or shall be ‘placed at sufficient distance,
mple calculated according to Clause C.3.

1 Competent staff

work on the installation of the plant shall be done by trained staff. The staff shal
rmed about the installation guidelines for equipment and systems to prevent fg
Kmanship.

2 Periodic maintenance of'equipment and systems

nder periodic maintehance to prevent corrosion of cable shields/earth bonding systern
[y workmanship. The maintenance shall be done according to a maintenance plan.

3 Installation guidelines for equipment and systems

rations) shall be implemented according to installation guidelines for the plant.
eliheés explain in detail the installation process, shielding, earth bonding, etc.

nigh

her
for

be
ulty

stallations (for example,'cables, instruments, construction of earth bonding system) ghall

n or

installations (before placing into operation and during maintenance/replacement

The
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Annex D
(informative)

Example of immunity levels in the process industry

Table D.1 lists the immunity requirements used in the process industry (Reference: NAMUR
Recommendation NE 21:2012).
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Table D.1 — Immunity test requirements for equipment intended for use in industrial
locations with a specified electromagnetic environment according to NE 21

Normal function

Port Phenomenon Basic standard -
Test value — Performance criterion
Enclosure | Electrostatic discharge (ESD) IEC 61000-4-2 6 kV/8 kV contact/air A
Electromagnetic field IEC 61000-4-3 10 V/m (80 MHz to 2 GHz) A
3 V/m (2 GHz to 2,7 GHz) A
Rated power frequency IEC 61000-4-8 100 A/m A
magnetic field @
AC|power | Burst IEC 61000-4-4 2 kvd A
Surge IEC 61000-4-5 1kV P/ 2kve A
Conducted RF IEC 61000-4-6 10 V (10 kHz to 80 MHz) A
Voltage dips B
Uk
100 %
40 %[ N
0% »t
td ts t
cycle a) and b):
a)100 % — 0 % — 100 %
b) 100 % — 40 % — 100 %
ty=,=28;t,=1s
repeat 10 cycles
Voltage variations +10%/-15% U, A
Voltage interruptions 0 % 20 ms A
DC|power | Burst IEC 61000-4-4 2 kv A
Surge IEC 61000-4-5 0,5 kVP /1 kv¢ A
Conducted RF IEC 61000-4-6 10 V (10 kHz to 80 MHz) A
Voltage dips B
Uk
100 % (5
40 %
0% L——T— Pt
Tt ts b
cycle a) and b):
a) 100 % —-0% —100%
b) 100 % — 40 % — 100 %
td=ti=23;ts=1s
repeat 10 cycles
Voltage variations +20%/-20% U, A
Voltage interruptions 0 % 20 ms A
I/0 signal/ | Burst IEC 61000-4-4 1 kv9 A
control
Surge IEC 61000-4-5 1 kVe B
Conducted RF IEC 61000-4-6 10 V (10 kHz to 80 MHz) A
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a8  Only to magnetically sensitive equipment.
Line to line.

¢ Line to ground.
d Additional test with 100 kHz repetition frequency (informative).
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Partie 3-2: Exigences dimmunité pour les systémes
relatifs a la sécurité et pour les matériels destinés a réaliser
des fonctions relatives a la sécurité (sécurité fonctionnelle) <
Applications industrielles dont I’environnement
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AVANT-PROPOS

a Commission Electrotechnique Internationale (IEC) est une organisatiohy“mondiale de normalis
omposée de I'ensemble des comités électrotechniques nationaux (Comités_nationaux de I'l[EC). L’'IEC a
bjet de favoriser la coopération internationale pour toutes les questions. de/normalisation dans les doma
e l'électricité et de I'électronique. A cet effet, 'IEC — entre adtres activités — publie des No
ternationales, des Spécifications techniques, des Rapports techniqles, des Spécifications accessible
ublic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de<I'|[EC"). Leur élaboration est confiée 3
omités d'études, aux travaux desquels tout Comité national intéressé par le sujet traité peut participer.
rganisations internationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, partic
galement aux travaux. L'IEC collabore étroitement avec |:Organisation Internationale de Normalisation (|
elon des conditions fixées par accord entre les deux organisations.

es décisions ou accords officiels de I'lEC concernant‘les questions techniques représentent, dans la mqg
u possible, un accord international sur les sujets_etudiés, étant donné que les Comités nationaux de
téressés sont représentés dans chaque comité d'études.

S Qo - 000 0T =0 0 O [—

es Publications de I'lEC se présentent sous\la’forme de recommandations internationales et sont agr|
omme telles par les Comités nationaux desFIEC. Tous les efforts raisonnables sont entrepris afin que
assure de l'exactitude du contenu techniglie de ses publications; I'lEC ne peut pas étre tenue responsab
Eventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

®w O [—

Oans le but d'encourager I'uniformité ‘internationale, les Comités nationaux de I'lEC s'engagent, dans tou
mesure possible, a appliquer de fagon transparente les Publications de I'l[EC dans leurs publications nation
gt régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications nationale
regionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

UIEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépeng
fopurnissent des services. d'évaluation de conformité et, dans certains secteurs, accédent aux marque
gonformité de 'EC~LYEC n'est responsable d'aucun des services effectués par les organismes de certific
indépendants.

ous les utilisatelirs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication.

1
Aucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaireg
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des Cor
nationaux' de I'lEC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
dommage de quelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les
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ou
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frais

e justice) et les dépenses découlant de la publication ou de l'utilisation de cette Publication de I'IEC o

1 de

toute autre Publication de I'lEC, ou au crédit qui lui est accordé.

L'attention est attirée sur les références normatives citées dans cette publication. L'utilisation de publications

référencées est obligatoire pour une application correcte de la présente publication.

L’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent

faire

I’objet de droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits

de brevets et de ne pas avoir signalé leur existence.

La Norme internationale IEC 61326-3-2 a été établie par le sous-comité 65A: Aspects
systémes, du comité d’études 65 de I'lEC: Mesure, commande et automation dans les
processus industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2008. Cette édition

constitue une révision technique.

suivantes par rapport a I'édition précédente:

Cette édition inclut les modifications techniques majeures
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extension de la plage de fréquences jusqua 6 GHz pour I'essai de champ

électromagnétique a fréquence radioélectrique, conformément a I'l[EC 61000-4-3,

remplacement du critére de performance FS par DS, conformément a la norme génér
IEC 61000-6-7,

ique

ajout du Tableau 1 — aspects a prendre en considération lors de I'application du critére de

performance DS,

intégration d’essais d’'immunité pour les dispositifs ayant une consommation de courant

> 16 A, conformément a I'|EC 61000-4-34,

mise a jour de la Figure A.1 et de la Figure 1 pour une meilleure lisibilité,

IEC 61000-4-6 dans la plage de fréquences comprises entre 10 kHz et 150 kHz,

L’IE[C 61326-3-2 doit étre lue conjointement avec I'lEC 61326-1.

Le texte de cette norme est issu des documents suivants:

FDIS Rapport de vote
65A/820/FDIS 65A/826/RVD

Le napport de vote indiqué dans le tableau ci-dessus donne.toute information sur le vote a

abo

Cet

Undg
éled

uti a I'approbation de cette norme.

e publication a été rédigée selon les Directives ISQ/IEC, Partie 2.

étref consultée sur le site web de I'lEC.

pjouts d’essais conformes a I'lEC 61000-4-16 afin de remplacer les essais conformgs a

ant

liste de toutes les parties de la série IEC- 611326, publiées sous le titre général Matériel
trique de mesure, de commande et de laboratoire — Exigences relatives a la CEM, peut

Le ¢omité a décidé que le contenu de‘cette publication ne sera pas modifié avant la datg de
stajilité indiquée sur le site web-de I'IEC sous “http://webstore.iec.ch" dans les données
relatives a la publication recherchée. A cette date, la publication sera

e feconduite;

e kupprimée;

remplacée par une)edition révisée, ou

hmendée.

IMP
pub

ORTANT - Le logo "colour inside"” qui se trouve sur la page de couverture de ce

imprimer cette publication en utilisant une imprimante couleur.

lication indique qu'elle contient des couleurs qui sont considérées comme utiles a
une bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,

tte
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INTRODUCTION

La sécurité fonctionnelle est la partie de la sécurité du matériel commandé (EUC) et de son
systéme de commande qui dépend du fonctionnement correct des systémes électriques
relatifs a la sécurité. Pour l'atteindre, toutes les entités du matériel du systéme relatif a la
sécurité impliquées dans les performances des fonctions de sécurité doivent se comporter
d’'une maniére spécifiée dans toutes les conditions pertinentes.

La publication IEC fondamentale pour Ila sécurité fonctionnelle des systémes
électriques/électroniques/électroniques programmables relatifs a la sécurité est I'|EC 61508.
Elle[etablit Tes exigences globales pour latteinte de la securite fonctionnelle. Cimmunité
sufffjsante aux perturbations électromagnétiques est I'une de ces exigences.

Dans son concept, I'IEC 61508 distingue I'application et la conception dgs\ systémes
élegtriques et électroniques relatifs a la sécurité. La spécification globale des exigenceg de
séclrité spécifie toutes les exigences pertinentes pour 'application prévue,,comme suit:

a) ¢éfinition des fonctions de sécurité, basée sur une appréciation du risque pour
‘application prévue (quelles fonctions sont prévues pour réduire les‘risques);

b) piveau d’intégrité de sécurité (SIL) approprié pour chaque fonction de sécurité basée|sur
ine appréciation du risque pour l'application prévue;

c) ¢éfinition de I'environnement dans lequel le systéme est destiné a fonctionner, y compris
‘environnement électromagnétique, tel qu’exigé par I'lEC*61508-2.

Les| exigences relatives a chaque fonction de sécutifé sont alors spécifiées dans ung ou
plugieurs spécifications des exigences de sécurité.concernant les systémes (SSRS). Ainsi} en
ce qui concerne I'immunité aux phénoménes électromagnétiques, le point de départ essentiel
est [le fait que I'’environnement électromagnétique et ces phénomenes sont pris en compte
danp la SSRS, tel qu’exigé dans I'lEC 61508¢CLe systeme relatif a la sécurité destiné a mattre
en peuvre la fonction de sécurité spécifiée. doit étre conforme a la SSRS et les exigences
d’immunité correspondantes doivent en-découler pour les entités du matériel, ce qui se tra{uit

par|une spécification des exigences pour le matériel. Pour ce qui concerne I'environnenjent
élegtromagnétique, il convient que-la"SSRS et la spécification des exigences pour le mategriel
soignt fondées sur une évaluation” pertinente des menaces électromagnétiques prévisibles
danp l'environnement réel sur;la totalité de la durée d'exploitation du matériel. Ainsi,|les
exigences d'immunité pour le matériel dépendent des caractéristiques de I'environnement
élegtromagnétique dans lequel le matériel est destiné a fonctionner.

Le fiabricant de materiel doit donc prouver que le matériel est conforme aux exigences qui lui
sonf applicablesqet-'intégrateur du systéme doit prouver que le systéme est conforme a la
SSRS. Des pretves doivent étre apportées en appliquant des méthodes appropriées. Il n'est
pas|nécessaire de tenir compte des autres aspects de I'application, par exemple, les risques
asspciés a-toute défaillance du systéme relatif a la sécurité. L’objectif est que tout matérie| du
sys{éme_soit conforme aux critéres particuliers de performance, par la prise en compte |des
aspgets/de sécurité fonctionnelle (par exemple, le critere performance DS) jusqu’aux nivegaux
SpécCIfies dans la SSRS Independamment dU niveau d INtegrite de securite (SiL) exige.

Pour des approches sur la maniére d’appliquer la série IEC 61326-3, voir ’Annexe A.

Il existe également la norme CEM générique IEC 61000-6-7, qui traite des aspects de la
sécurité fonctionnelle dans les environnements industriels. Les normes CEM génériques sont
congues pour s’appliquer dans un environnement électromagnétique défini a des produits
pour lesquels il n'existe aucune norme CEM de produit/de famille de produits dédiée.
Cependant, concernant les matériels qui relevent du domaine d’application du présent
document, il a été jugé que les informations fournies dans la norme CEM générique ne sont
pas suffisantes. Des informations et des spécifications plus détaillées se sont avérées
nécessaires, par exemple, des montages d’essai spécifiques, la prise en considération
d’accés par la borne de terre fonctionnelle ou la différentiation délibérée entre les types
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d’environnements électromagnétiques applicables aux matériels qui relévent du domaine
d’application du présent document.

Méme si, historiquement, la présente norme de produit a été élaborée quelques années avant
la publication de la norme CEM générique, cette deuxiéme édition tient compte des
informations fournies dans la norme CEM générique et les applique selon le cas.
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Partie 3-2: Exigences d'immunité pour les systémes
relatifs a la sécurité et pour les matériels destinés a réaliser
des fonctions relatives a la sécurité (sécurité fonctionnelle) —
Applications industrielles dont I’environnement
électromagnétique est spécifié

La
d’af
indy
fong
séc

Les

produits sont des environnements industriels, a la-fois a l'intérieur et a I'extérieur

con
fabrn
d’at
I'E

doc
éled
valg

L’ern
com

Domaine d’application

tions de sécurité telles que définies dans I'l[EC 61508, ayec.un niveau d’intégrité
irité (SIL) 1-3.

environnements électromagnétiques couverts par ‘la "présente norme de famille

ormes aux exigences relatives a lI'industrie de transformation, en particulier les usines
ication de produits chimiques/pétrochimiques/pharmaceutiques qui utilisent les mesu

tromagnétiques conduisant & un environnement électromagnétique spécifié dont
urs d’essai ont été prouvées dans Japratique.

prend généralement les caractéristiques suivantes:

emplacement industriel\aaccés limité;
Ltilisation restreinte des émetteurs mobiles;

cables dédiés pour I'alimentation électrique et pour les lignes de commande, de signa
le communication;

séparation /entre les cables d’alimentation électrique, de commande, de signal et
communication;

batiment d’usine de structure principalement métallique;

braotéction contre les surtensions et la foudre par des mesures appropriées (par exem

présente partie de I'lEC 61326 couvre tous les matériels qui retevent du domaine
plication de 'lEC 61326-1, mais est limitée aux systemes et matériels pour applications
strielles dans un environnement électromagnétique spécifié et destinés a réaliser [des

de

de
et
de
res

énuation décrites a I’Annexe C. Par rappoart.a I'environnement industriel général (voir
C 61326-3-1), la différence de I'environnement électromagnétique couvert par le présent
Liment résulte des mesures d’atténuation employées contre les phénoménes

les

vironnement d’application industrielle ayant un environnement électromagnétique spécifié

et

de

ple,

construction métallique de batiment ou utilisation de dispositifs de protection);

des systémes de chauffage de canalisation alimentés par le réseau princ
d’alimentation en courant alternatif

absence de poste a haute tension a proximité des emplacements sensibles;

ipal

présence de dispositifs de faible puissance uniquement, utilisant des fréquences ISM en

accord avec le Groupe 2 du CISPR 11;

personnel compétent;

maintenance périodique du matériel et des systéemes;

lignes directrices de montage et d’installation pour les matériels et les systémes.
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Les matériels et systémes considérés comme «éprouvés par une utilisation antérieurey,
conformément a I'lEC 61508, ou «utilisation préalable», conformément & I'lEC 61511, sont
exclus du domaine d’application du présent document.

Les systémes d’alarme incendie et les systemes d’alarme de sécurité destinés a la protection
des batiments sont exclus du domaine d’application du présent document.

2 Références normatives

s'agplique (y compris les éventuels amendements).

IEC|60050-161, Vocabulaire Electrotechnique International — Partie 164} “Compatililité
élegtromagnétique (disponible sur <http://www.electropedia.org/)

IEC|61000-4-2:2008, Compatibilité électromagnétique (CEM) — Partie"#-2: Techniques d'egsai
et de mesure — Essai d'immunité aux décharges électrostatiques

IEC|61000-4-3:2006, Compatibilité électromagnétique (CEM) ~_Partie 4-3: Techniques d'egsai
et de mesure — Essai d'immunité aux champs électromaghétiques rayonnés aux fréquerices
radioélectriques

IEC|61000-4-3:2006/AMD1:2007
IEC|61000-4-3:2006/AMD2:2010

IEC|61000-4-4:2012, Compatibilité électromagnétique (CEM) — Partie 4-4: Techniques d'egsai
et de mesure — Essais d'immunité aux transitoires électriques rapides en salves

IEC|61000-4-5:2014, Compatibilité élegtromagnétique (CEM) — Partie 4-5: Techniques d'essai
et de mesure — Essai d'immunité aux\ondes de choc

IEC|61000-4-6:2013, Compatibilité électromagnétique (CEM) — Partie 4-6: Techniques d'egsai
et |de mesure - Immunité- aux perturbations conduites, induites par les champs
radioélectriques

IEC|61000-4-8:2009( CGompatibilité électromagnétique (CEM) — Partie 4-8: Techniques d'egsai
et de mesure — Essal d'immunité au champ magnétique a la fréquence du réseau

IEC|61000-4=11:2004, Compatibilité électromagnétique (CEM) — Partie 4-11: Techniques
d'egsai et.de-mesure — Essais d'immunité aux creux de tension, coupures bréves et variatjons
de fension

IEC 61000-4-16:2015, Compatibilité électromagnétique (CEM) - Partie 4-16: Techniques
d'essai et de mesure — Essai d'immunité aux perturbations conduites en mode commun dans
la plage de fréequences de 0 Hz a 150 kHz

IEC 61000-4-29:2000, Compatibilité électromagnétique (CEM) — Partie 4-29: Techniques
d'essai et de mesure — Essais d'immunité aux creux de tension, coupures bréves et variations
de tension sur les acces d'alimentation en courant continu

IEC 61000-4-34:2005, Compatibilité électromagnétique (CEM) — Partie 4-34: Techniques
d'essai et de mesure — Essais d'immunité aux creux de tension, coupures bréves et variations
de tension pour matériel ayant un courant appelé de plus de 16 A par phase

IEC 61000-4-34:2005/AMD1:2009
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IEC 61326-1:2012, Matériel électrique de mesure, de commande et de laboratoire —
Exigences relatives a la CEM — Partie 1: Exigences générales

IEC 61326-3-1:__ 1, Matériel électrique de mesure, de commande et de laboratoire —
Exigences relatives a la CEM — Partie 3.1: Exigences d’immunité pour les systémes relatifs a
la sécurité et pour les matériels destinés a réaliser des fonctions relatives a la sécurité
(sécurité fonctionnelle) — Applications industrielles générales

IEC 61508-2:2010, Sécurité fonctionnelle des systemes électriques/électroniques/
électroniques programmables relatifs a la sécurité — Partie 2: Exigences pour les systemes
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3 |Termes, définitions et abréviations

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions dePEC 61326-1 ef de
I'"EC 60050-161, ainsi que les suivants, s'appliquent.

L'IS|O et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utiligées
en normalisation, consultables aux adresses suivantes:

e |EC Electropedia: disponible a I'adresse http://www.el€ctropedia.org/

e |SO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

NOTE D'autres définitions, qui ne se trouvent ni dans I'lEC 60050-161, ni dans la présente norme, mais qui|sont
néarjmoins nécessaires a l'application des différents essaisy sont données dans les publications fondamentalgs en
CEMde la série IEC 61000.

3.1.4
défaillance dangereuse
défgillance d’'un élément et/ou sous-systéme et/ou systéme ayant une influence sur la mise
en geuvre de la fonction de sécurité\qui:

a) empéche le fonctionnement,; nécessaire de la fonction de sécurité (mode de sollicitatjon)
bu provoque la défaillance d’'une fonction de sécurité (mode continu) de sorte que I'EUC
st mis dans un état dangereux ou potentiellement dangereux, ou

b) fiminue la probabilité que la fonction de sécurité fonctionne correctement lorsque dest

hécessaire

[SOURCE: IEG 61508-4:2010, 3.6.7]

3.1.2
mall;'ariel
soup-systemes, matériels, appareils ou autres ensembles de produits

3.1.3

matériel commandé

EUC

équipement, machine, appareil ou installation utilisés pour les activités de fabrication, de
traitement, de transport, médicales ou d’autres activités

Note 1 a l'article: Le systéme de commande de 'EUC est séparé et distinct de 'EUC.

Note 2 a l'article: L’abréviation «kEUC» est dérivée du terme anglais développé correspondant «equipment under
control».

1 En préparation. Stade au moment de la publication: IEC/DIS 61326-3-1:2016.
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[SOURCE: IEC 61508-4:2010, 3.2.1]

3.1.4

sécurité fonctionnelle

sous-ensemble de la sécurité globale se rapportant a 'EUC et au systéme de commande de
I’TEUC qui dépend du fonctionnement correct des systémes E/E/PE relatifs a la sécurité et des
dispositifs externes de réduction de risque

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.1.
dommage
blegsure physique ou atteinte a la santé des personnes, ou atteinte aux biens” ol a
I'enyironnement

[SOURCE: Guide ISO/IEC 51:2014, 3.1, modifiée — "physique" a été ajouté]

3.1.
danger

phénoméne dangereux
soufce potentielle de dommage

Notel 1 a l'article: Le terme inclut les dangers a court terme ou gmmediats (tels que les incendies oy les
expl@sions) et ceux qui ont des effets a long terme sur la santé (tels que‘le dégagement de substances toxiquejs).

[SOURCE: Guide ISO/IEC 51:2014, 3.2, modifiée —la hote a I'article a été ajoutée]

3.1
défaillance en sécurité
défgillance d’'un élément et/ou sous-systéme et/ou systéme ayant une influence sur la mise
en geuvre de la fonction de sécurité qui:

a) fonduit au fonctionnement parasite de la fonction de sécurité avec la potentialité de
mettre 'TEUC (ou une partie de-celui-ci) dans un état de sécurité ou de maintenir un jgtat
e sécurité, ou

b) Bugmente la probabilité,'du fonctionnement parasite de la fonction de sécurité gvec
potentialité de mettre' TEUC (ou une partie de celui-ci) dans un état de sécurité oy de
maintenir un état de-sécurité

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.18
fongtion de'sécurité
fongtion. & réaliser par un systéme E/E/PE relatif a la sécurité ou par un dispositif externg de
rédtlnction de risque, prévue pour assurer ou maintenir un état de sécurité de I'EUC [par
rapport a un evenement dangereux specifique

EXEMPLE Des exemples de fonctions de sécurité comprennent:

— les fonctions devant étre réalisées en tant qu’actions positives pour éviter des situations dangereuses (par
exemple, arrét d’'un moteur) et

— les fonctions de prévention de réalisation d’actions (par exemple, empécher le démarrage d’'un moteur).

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.1.9

électronique programmable

PE

technologie basée sur I'informatique, pouvant comprendre du matériel, du logiciel, ainsi que
les unités d'entrée et/ou de sortie
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EXEMPLE Tous les dispositifs suivants sont des dispositifs électroniques programmables:

microprocesseurs,

microcontrdleurs,

automates programmables,

circuits intégrés a application spécifique (ASIC),
automates logiques programmables (PLC),

autres dispositifs basés sur la technologie informatique (par exemple, les capteurs intelligents, les
transmetteurs, les actionneurs).

Note 1 a l'article: Ce terme recouvre les dispositifs microélectroniques basés sur une ou plusieurs unités

l &l S H'Y &l +
centfetes—ge—trattement-tcPUassoeiéesadesmémotres—ete-

P aYsTHAY

Note|2 a l'article: L’abréviation «PE» est dérivée du terme anglais développé correspondant «programmable

elecfronicy.

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1/10
élegtrique/électronique/électronique programmable
E/E|PE

technologie basée sur la technologie électrique (E), et/ou électronique (E) et/ou électronique

programmable (PE)

EXEMPLE Les dispositifs électriques/électroniques/électroniques programmiables comprennent

es appareils électromécaniques (électriques);
es appareils électroniques non programmables a circuits intégres (électroniques);

es appareils électroniques basés sur la technologie informatique (électroniques programmables); voir 3.25 de
'IEC 61326-1:2012.

Note|1 a l'article: Ce terme désigne I'ensemble des-dispositifs ou systémes fonctionnant selon les pringipes

élecfriques.

[SOURCE: IEC 61508-4:2010, 3.2.13, modifiée — la référence indiquée dans le dernier tirgt a

été modifiée]

3.1./11
rés¢au de distribution a courant continu

réseau local a courant continu de distribution électrique dans l'infrastructure d’'un sitg ou

immeuble donné, destingé a la connexion de tout type de matériel

Notel 1 a I'article: La connexion a des batteries locales ou a distance n’est pas considérée comme un réseau Jocal

de dfstribution a courant continu si une telle liaison n'est constituée que de I'alimentation pour un seul matériel

3.112
systéme relatif a la sécurité
sys{éeme.designé qui, a la fois

Met en ceuvrie Ies Tonctions de SEcUrité requises pour atteindre ou mainienir un etat de
sécurité de I'EUC et

est prévu pour atteindre, par lui-méme ou grace a d’autres systémes E/E/PE relatifs a la
sécurité, et aux dispositifs externes de réduction de risque, l'intégrité de sécurité
nécessaire pour les fonctions de sécurité requises

Note 1 a I'article: Un systéme relatif a la sécurité recouvre I'ensemble des matériels, logiciels, ainsi que tous les
équipements annexes (par exemple, alimentation) nécessaires pour exécuter la fonction de sécurité spécifiée (les
capteurs, les autres dispositifs d'entrée, les éléments terminaux (actionneurs) ainsi que les autres dispositifs de
sortie sont par conséquent compris dans le systéme relatif a la sécurité).

[SOURCE: IEC 61508-4:2010, 3.4.1, modifiée — les notes 1, 2, 3, 4, 5 et 7 ont été
supprimées]
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13
ériel en essai

EUT
matériel (dispositifs, appareils et systemes) soumis aux essais d'immunité

Note
test»

1 a l'article: L’abréviation «kEUT» est dérivée du terme anglais développé correspondant «equipment u

3.1.14

matériel auxiliaire

AE

mat

fongtionnement normal et le matériel pour vérifier les performances de 'EUT

Notel1 a I'article: L’abréviation «AE» est dérivée du terme anglais développé correspondant «aux
equipmenty.

3.1/15

spécification des exigences de sécurité concernant les systémes

SSRS

spégification qui contient les exigences concernant les fonctions deysécurité et leurs nive

d’in

Note
requ

3.1.

niveau d'intégrité de sécurité

SIL
nivg
séc
nivg

Note]
dang

Note]
I'inté]

Note
systd
(ou
sécu

Note]
level

[SO
sup

égrité de sécurité associés

1 a l'article: L’abréviation «SSRS» est dérivée du terme anglais développé correspondant «system s
rements specification».

16

au discret (parmi quatre possibles) correspondant a une gamme de valeurs d’intégrité
irité ou le niveau 4 d'intégrité de sécurite: possede le plus haut degré d'intégrité e
au 1 possede le plus bas

1 a l'article: Les objectifs chiffrés de défaillance pour les quatre niveaux d'intégrité de sécurité sont indi
les Tableaux 2 et 3 de I'lEC 61508-1:2040.

grité de sécurité des fonctions dé securité a allouer aux systémes E/E/PE relatifs a la sécurité.

3 a l'article: Un niveau d'intégrité de sécurité (SIL) ne constitue pas une propriété d’'un systéme, g
me, élément ou composant. L’interprétation correcte de I'expression «Systéme relatif a la sécurité a S
est 1, 2, 3 ou 4) signifie que le systéeme est potentiellement capable de prendre en charge les fonction
rité avec un niveau.d’integrité de sécurité jusqu’a n.

4 a l'article: L'abréviation «SIL» est dérivée du terme anglais développé correspondant «safety intg
> .

URCE:IEC 61508-4:2010, 3.5.8, modifiée — la référence a 3.5.17 de I'lEC 61508-1 a
brimée et sa date de publication a été ajoutée]

nder

son

liary

aux

hfety

de
t le

Hués

2 a l'article: Les niveaux d’intégrité de sécurité sont utilisés pour spécifier les exigences concefnant

ous-
L n»
s de

grity

ete
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3.2 Abréviations
AE auxiliary equipment (matériel auxiliaire)
DS defined state (état défini)

E/E/PE electrical/electronic/programmable electronic (électrique/électronique/

électronique programmable)

017

EUC equipment under control (matériel commandé)

EUT equipment under test (matériel en essai)

ISM industrial, scientific and medical (industriel, scientifique et médical)

PE protective earth (terre de protection)

Sl safety integrity level (niveau d’intégrité de sécurité)

SRS system safety requirements specification (spécification des exigences ‘de sécutité

concernant les systémes)

4 |Généralités
En pomplément des exigences de I'lEC 61326-1, la présente norme |spécifie des exiger|ces
pour les systémes et matériels pour applications industrielles dont I'environnenjent
élegtromagnétique est spécifié et qui sont destinés a réaliser des fonctions de sécuritg en
accprd avec la série IEC 61508. Ces exigences ne s'appliquent pas aux fonctions normales
(nom relatives a la sécurité) du matériel et/ou du systéme.
NOTE 1 Le processus global de conception et les caractéristiqlies de conception nécessaires pour réaliser la
sécurité fonctionnelle des systémes électriques et électroniques’ sont définis dans I'lEC 61508. Cela incluf les
exigénces pour les caractéristiques de conception qui font guetle systéme est tolérant (IEC 61508-2:2010, 7.4.7.1)
aux perturbations électromagnétiques.
Les| exigences d’immunité de I'lEC 61326-1<ont été sélectionnées pour garantir un nivieau
adépuat d’'immunité pour le matériel utilisé-dans des applications qui ne sont pas relativgs a

la s
sur

En
des

de maniére générale les niveaux d’essai d'immunité comme mesure systématique desting

emg
éled
phé
mat
d’in

En
d'en

Bcurité, mais les niveaux d’'immunité-exigés ne couvrent pas les cas extrémes qui peu
enir en tout emplacement mais avet une probabilité extrémement faible.

conséquence, il est nécessaire de maitriser I'environnement (par exemple, en définis
exigences d’installationyde restriction d’utilisation d’émetteurs mobiles) ou d’augme

écher des défaillances dangereuses provoquées par des phénomé
tromagnétiques. N\ n’est donc pas nécessaire de prendre en compte les effets
homenes électfomagnétiques dans la quantification du niveau d’intégrité de sécurité
griel, par exemple la probabilité de défaillance en cas de sollicitation. Des niveaux d’'e
munité augmentés sont définis quand cela est nécessaire.

plus ~ndes exigences d'immunité de [I'IlEC 61326-1, I'expérience dans ce
vifennement électromagnétique est utilisée pour spécifier les niveaux adéq

ent

sant
hter
ea
nes
des

du
5sai

ype
hats

d'i

munité et les critéres de nerformance adéquats
T 1

NOTE 2 Pour la détermination des niveaux et des critéres de performance adéquats, des données relatives a
I’apparition de pannes ont été recueillies et analysées. Pour cette évaluation, plus de 20 000 cas d’applications de
sécurité sont analysés annuellement dés I'apparition de pannes; a partir de ces données, il a été observé que les
taux de défaillances respectaient les exigences de niveau d’intégrité de sécurité (SIL). Ces cas sont en conformité
avec les exigences de CEM applicables a leurs fonctions normales dans l'industrie de transformation (voir
Annexe C).

NOTE 3 Les exigences relatives a un systeme relatif a la sécurité destiné a mettre en ceuvre la fonction spécifiée
et satisfaire a la SSRS sont décrites dans I'lEC 61508. La SSRS spécifie toutes les exigences pertinentes de
I’application prévue. Conformément a I'lEC 61508, le matériel destiné a une utilisation dans un tel systeme satisfait
aux exigences applicables de la SSRS.
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5 Plan d’essai de CEM

5.1 Généralités

Avant d'effectuer les essais, un plan d'essai de CEM doit étre établi. Ce plan doit contenir au
minimum les éléments mentionnés de 5.2 a 5.6.

Si des essais quelconques sont considérés comme étant inutiles pour prouver la conformité a
la présente norme, les justifications relatives a la non-réalisation de ces essais doivent étre
documentées dans le plan d’essai de CEM.

5.2 Instructions relatives aux essais

Les| instructions relatives aux essais d’immunité dans le cadre de fonctions 7de" sécurité
doiyent étre fournies de fagon détaillée et non ambigué. Par conséquent, tous les défails
perfinents relatifs a la réalisation d’une telle série d’essais d’'immunité doivent étre foulrnis
dang le plan d’essai. Ledit plan d’essai doit comporter, au minimum/ |des informations
congernant

e |es acces d’entrée et de sortie pertinents pour les essais d’'immunité,
e |a configuration de 'EUT, y compris tout matériel auxiliaire et'de surveillance nécessaife,
¢ |e mode de fonctionnement des fonctions de sécurité,

e |es niveaux relatifs a I'essai d’immunité,

o |es critéres de performance spécifiés, y compris le(s) état(s) défini(s),
e |a surveillance du comportement de 'EUT,

e ['‘évaluation de la réaction de I'EUT face ‘aux critéres de performance spécifiés par|les
fabricants.

5.3| Configuration de I'EUT lors des essais
5.3 Généralités

Les|matériels de mesure, de commande et de laboratoire consistent souvent en des systémes
don} la configuration n'est pas-figée. Le type, le nombre et l'installation des différents squs-
ensembles a l'intérieur du matériel peuvent donc varier d'un systéme a l'autre.

Afinl de simuler de(fagon réaliste les conditions de CEM, les assemblages de matériels
doiyent représenter june installation type telle que celle spécifiée par le fabricant. De |tels
essgis doivent éfre effectués comme des essais de type dans des conditions normales tglles
que|celles spécifiées par le fabricant.

Dans ,cdenrtains cas, des montages auxiliaires sont nécessaires afin de surveilled le
fongtionnement correct de la fonction de sécurité lorsque des perturbations

'| 4 ok 4 H 4 TN el B e o
ele UuUIMTayiictiyucs Ut uTr mmpact out TEUT.

5.3.2 Composition de 'EUT

Tous les dispositifs, baies, modules, cartes, etc. qui, potentiellement, relévent de la CEM et
appartiennent a I'EUT, doivent étre documentés. Les justifications relatives a la composition
de 'EUT choisi pour les essais doivent étre documentées dans le plan d’essai de CEM.

5.3.3 Assemblage de PEUT

Si un EUT a plusieurs configurations internes et externes possibles, les essais de type
doivent étre effectués avec la configuration la plus sensible, telle que prévue par le fabricant.
Tous les types de modules doivent étre soumis aux essais au moins une fois. Les
justifications de ce choix doivent étre documentées dans le plan d'essai de CEM. La
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