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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL EQUIPMENT FOR MEASUREMENT, CONTROL
AND LABORATORY USE - EMC REQUIREMENTS -

Part 3-1: Immunity requirements for safety-related systems and
(functional safety) — General industrial applications

FOREWORD

Tlhe International Electrotechnical Commission (IEC) is a worldwide organization for standardization compr
gll national electrotechnical committees (IEC National Committees). The object of\ IEC is to pro
ihternational co-operation on all questions concerning standardization in the electricallahd electronic field
this end and in addition to other activities, IEC publishes International Standards,”Technical Specificat
Tlechnical Reports, Publicly Available Specifications (PAS) and Guides (héheafter referred to as

Hublication(s)”). Their preparation is entrusted to technical committees; any IEC*National Committee intere
ih the subject dealt with may participate in this preparatory work. International, governmental and

dovernmental organizations liaising with the IEC also participate in this-preparation. IEC collaborates cl
with the International Organization for Standardization (ISO) in accordance with conditions determine|
dgreement between the two organizations.

1
g
i

he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internat
onsensus of opinion on the relevant subjects since each technical committee has representation fro
interested IEC National Committees.

IEC Publications have the form of recommendations for idternational use and are accepted by IEC Natf]
Gommittees in that sense. While all reasonable effortsh\are made to ensure that the technical content off
Hublications is accurate, IEC cannot be held respehsible for the way in which they are used or for|
misinterpretation by any end user.

Ip order to promote international uniformity, IEC National Committees undertake to apply IEC Publica
tfansparently to the maximum extent possible in their national and regional publications. Any diverg
Hetween any IEC Publication and the corresponding national or regional publication shall be clearly indicat
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide confo
jzsessment services and, in somelareas, access to IEC marks of conformity. IEC is not responsible fof
rvices carried out by independent certification bodies.

Il users should ensure that they have the latest edition of this publication.

A
No liability shall attach toNEC or its directors, employees, servants or agents including individual experts
members of its technjcal\committees and IEC National Committees for any personal injury, property dama
dther damage of any-nature whatsoever, whether direct or indirect, or for costs (including legal fees)
gxpenses arising_out of the publication, use of, or reliance upon, this IEC Publication or any other
Hublications.

A
i

ttention is~drawn to the Normative references cited in this publication. Use of the referenced publicatio
indispensable for the correct application of this publication.

Attention ‘is drawn to the possibility that some of the elements of this IEC Publication may be the subj¢
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p]atent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61326-3-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2008. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

e extension of the frequency range up to 6 GHz for the radio-frequency electromagnetic field
test according to IEC 61000-4-3,

e feplacement of the performance criterion FS with DS according to the generic standard
EC 61000-6-7,

e Aadding Table 1 — Aspects to be considered during application of performance ectiterion DS,

e |ncluding immunity tests for devices with current consumption > 16 ,AMNaccording to
EC 61000-4-34,

e lpdating Table 8 — Frequency ranges of mobile transmitters and ISM @quipment,

e lpdating Figure A.1 and Figure 1 for better readability.
IEC|61326-3-1 is to be read in conjunction with IEC 61326-1.

Thel|text of this standard is based on the following documents:

FDIS Report on voting
65A/819/FDIS 65A/825/RVD

Fulllinformation on the voting for the approval of this standard can be found in the reporf on
voting indicated in the above table.

Thig publication has been drafted in acéordance with the ISO/IEC Directives, Part 2.

A ligt of all the parts of the IEC(61326 series, under the general title Electrical equipment for
megsurement, control and laboratory use — EMC requirements, can be found on the [[EC
welsite.

Thel committee has decided that the contents of this publication will remain unchanged dntil
the |stability date (indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the spécific publication. At this date, the publication will be
e feconfirmed,

e Wwithdrawn,

e feplaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Functional safety is that part of the overall safety relating to the equipment under control
(EUC) and the EUC control system which depends on the correct functioning of the electrical
safety-related systems. To achieve this, all items of equipment of the safety-related system
which are involved in the performance of the safety functions must behave in a specified
manner under all relevant conditions.

The IEC basic safety publication for functional safety of electrical/electronic/programmable
electronic safety-related systems is IEC 61508. It sets the overall requirements to achieve
fungtional saiety. Suificient immunity 1o electromagnetic disturbances Iis One o ose
reqliirements.

The| concept of IEC 61508 distinguishes between the consideration of the application and|the
des|gn of safety-related electrical and electronic systems.-The-interface-between-beoth-is [The
oveflall safety requirements specification{SRS)}—H specifies all relevant requirements of|the
intended application, as follows:

a) gdefinition of the safety functions, based on a risk assessment ofcthe intended application
which functions are intended to reduce risk);

b) appropriate safety integrity level (SIL) for each safety-functionibased on a risk assessnent
bf the intended application;

c) definition of the environment in which the system ¢s“intended to work including |the
blectromagnetic environment as required by IEC 61508-2.

Thel requirements for each safety function are then“specified in one or more system safety
reqlirements specifications (SSRS). Hence, withnregard to immunity against electromagretic
phephomena, the essential starting point is that the electromagnetic environment and its
phephomena are considered in the SSRS, ¢as required by IEC 61508. The safety-related
sysfem intended to implement the specified safety function has to fulfil the SSRS, and, fropm it,
corflesponding immunity requirements have to be derived for the items of equipment, which
resdlts in an equipment requirement” specification. With respect to the electromagnetic
envlronment, the SSRS and the equipment requirement specification should be based gn a
conpetent assessment of the foreseeable electromagnetic threats in the real environment
the whole operational.life” of the equipment. Hence, immunity requirements for|the
equjpment depend on thescharacteristics of the electromagnetic environment in which |the
equjpment is intended to be used.

The| equipment manufacturer, therefore, has to prove that the equipment fulfils the equipment
reqlirement specification and the system integrator must prove that the system fulfils|the
SSRS. Evidencgerhas to be produced by application of appropriate methods. They do not need
to ¢onsider—any other aspects of the application, for example, risk of the application
asspciatedi{o’any failure of the safety-related system. The objective is for all equipment in|the
sysfem (to ‘comply with particular performance criteria taking into account functional saffety
aspeets/(for example, the performance criterion-FS DS) up to levels specified in the S$RS

For approaches on how to apply IEC 61326-3 series, see Annex A.

There exists meanwhile the generic EMC standard IEC 61000-6-7 dealing with functional
safety aspects in industrial environments. Generic EMC standards are designed to apply for a
defined electromagnetic environment, to products for which no dedicated product family
EMC/product EMC standards exist. However, for the equipment in the scope of this document,
the information given in the generic EMC standard was considered not to be sufficient. More
detailed information and specifications were needed, for example specific test set-ups,
consideration of the functional earth port or the deliberate differentiation between types of
electromagnetic environments relevant for the equipment in the scope of this document.


https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

IEC 61326-3-1:2017 RLV © IEC 2017 -7-

Though historically this product standard was developed several years before the generic
EMC standard, this 29 edition considers the information given in the generic EMC standard

and applies it where appropriate.
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ELECTRICAL EQUIPMENT FOR MEASUREMENT, CONTROL
AND LABORATORY USE - EMC REQUIREMENTS -

Part 3-1: Immunity requirements for safety-related systems and
for equipment intended to perform safety-related functions
(functional safety) — General industrial applications

017

to perform safety functions as defined in IEC 61508 with SIL 1-3.

The
indy
defi
eled

poténtially explosive atmospheres, are excluded from the scope of this document.

Scope

part of IEC 61326 covers all equipment within the scope of IEC 61326-1-applies—to]
Lo HEC-61326, but is limited to systems and equipment for industrial applications inten

electromagnetic environments encompassed by this product.-family standard
strial, both indoor and outdoor, as described for industrial locations in IEC 61000-6-
hed in 3.8 of IEC 61326-1. Equipment and systems intended for use in o
tromagnetic environments, for example, in the process industry or in environments

ded

are
P or
ther
with

Equipment and systems considered as “proven-in-use’ according to IEC 61508 or “prior §ise”

acc

Fire
exc

2

The
con
cite
any

IEC
con

IEC
meé

IEC

brding to IEC 61511 are excluded from the scope.ofithis document.

alarm systems and security alarm systems intended for protection of buildings
uded from the scope of this document.

Normative references

following documents are refefned to in the text in such a way that some or all of {

 applies. For undated references, the latest edition of the referenced document (inclu
amendments) applies.

60050-161, Interpational Electrotechnical Vocabulary — Part 161: Electromagn
patibility (available at <http://www.electropedia.org/)

61000-4-2:2004 2008, Electromagnetic compatibility (EMC) — Part 4-2: Testing
surement techniques — Electrostatic discharge immunity test

ent constitutes requirements of this document. For dated references, only the ed:ﬁion

are

heir

ing

etic

and

61000-4-3:2006, Electromagnetic compatibility (EMC) - Part 4-3: Testing

measurement tecnniques — Kadiated, radio-irequency, electromagnetic r1ield immunity

IEC
IEC

IEC

61000-4-3:2006/AMD1:2007
61000-4-3:2006/AMD2:2010

61000-4-4:2004 2012, Electromagnetic compatibility (EMC) — Part 4-4: Testing

measurement techniques — Electrical fast transient/burst immunity test

IEC

61000-4-5:2005 2014, Electromagnetic compatibility (EMC) — Part 4-5: Testing

measurement techniques — Surge immunity test

and
test

and

and

IEC 61000-4-6:2004 2013, Electromagnetic compatibility (EMC) — Part 4-6: Testing and
measurement techniques — Immunity to conducted disturbances, induced by radio-frequency
fields
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IEC 61000-4-8:4993 2009, Electromagnetic compatibility (EMC) — Part 4-8: Testing and

measurement techniques — Power frequency magnetic field immunity test#

Testing and

-11:

Part 4

Electromagnetic compatibility (EMC)

-4-11:2004,

IEC 61000

short interruptions and voltage variations immunity

’

Voltage dips

measurement techniques —

tests

16: Testing and

Electromagnetic compatibility (EMC) — Part 4-

IEC 61000-4-16:4998 2015

d, common mode disturbances in

measurement techniques — Test for immunity to conducte
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equipment intended to perform safety-related functions (functional safety) — Industrial
applications with specified-EM electromagnetic environment

IEC 61508-2:2000 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems — Part 2: Requirements for electrical/electronic/programmable
electronic safety-related systems

3.1 Terms and definitions

For|the purposes of this document, the terms and definitions given in IEC'61326-1 [and
IEC|60050-161 and the following apply.

ISOland IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso,0tglobp

NOTE Other definitions, not included in IEC 60050-161 and in this document, but nevertheless necessary fof the
application of the different tests, are given in the EMC basic publications of the IEC 61000 series.

3.1
dangerous fallure
failu i ’ i

iumtren—state of an element and/or subsystem and/or system that plays a par in
implementing the safety function that:

a) prevents a safety function from :dperating when required (demand mode) or causgs a
safety function to fail (continuguds mode) such that the EUC is put into a hazardous or
botentially hazardous state; oF

b) flecreases the probability:that the safety function operates correctly when required

NOT] Whetherornotthe nni’anhal isrealised-mayv-depend-on-the channelarchitecture of the sustem: in svustems
NOH e—potes reaHseamay-aepenaonthe Hecture—otthe-system,{h-SysStems
with mulhnln channels—to-iMmprove—safetyya dangerous—hardware—failure—islesslikelvto lead to-the oVerall
WHERHHAHHH HH satety;,—a—aangerous—Aaraware—tahuf HKety—to—teaa—to—+H ovet
equipment

the termr—eauinment as used in this document is exiremelyv caeneral and is applied to a Wide
t Qopet—asS Sec—Hh—tHs—cgocdmen Hery—gene oA PPt WiGe

systems. apparatus. appliances and other assemblies of products

5 ]
v B
i
q
>
c
o

3.1.3

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation,
medical or other activities

Note 1 to entry: The EUC control system is separate and distinct from the EUC.

‘ [SOURCE: IEC 61508-4:2010, 3.2.1]

‘ 2 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-2:2016.
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3.1.4
functional safety
part of the overall safety relating to the EUC and the EUC control system that depends on the

correct functioning of the E/E/PE safety-related systems;—other—technology—safety-related
systems-and-externalrisk-reduction-facilities and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.1.5
harm

physical injury or damage to the health of people, or damage to property or the environment

[SOURCE: ISO/IEC Guide 51:2014, 3.1, modified — "physical" has been added]

3.16
hazrrd
potential source of harm

Note| 1 to entry: The term includes short-term or immediate danger%pe#seﬂ&aﬁsmg—wtthmﬁa—shen—ttmeéeate
(such as from fire or explosion) and-alse-these-that-have—a long-term effects on-@-persen’s health (such as [from
relegse of a toxic substance).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — the noteta_éntry has been added]

3.1.J7
saf¢ fallure
failyre—w i :

fa#-te-tuﬂetien—state of an element and/or subsystem and/or system that plays a pant in
implementing the safety function that:

a) fesults in the spurious operation of thegsafety function to put the EUC (or part thereof) |into
h safe state or maintain a safe state;«ar

b) |ncreases the probability of the spiiious operation of the safety function to put the EU( (or
bart thereof) into a safe state grymaintain a safe state

wel-architecture of the-sys
teH SYS

NOTF Whetherornotthe pr\fnnhgl is¥ealise Yot
/

3
aHS
3
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cD ==
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with ulhnln channelsto-improve-safety
WHARHAHH HoF ety

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.1.8
safety function

fungtion to be~implemented by an E/E/PE safety related system,—othertechneology—safety-
or other risk reduction measures, that is

intended-te achieve or maintain a safe state for the EUC, in respect of a specific hazardous

EXAMPLE Examples of safety functions include:

— functions that are required to be carried out as positive actions to avoid hazardous situations (for example
switching off a motor); and

— functions that prevent actions being taken (for example preventing a motor starting).

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.1.9

programmable electronic

PE

based on computer technology which may be comprised of hardware, software and of input
and/or output units
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MPLE The following are all programmable electronic devices:
microprocessors;
micro-controllers;

programmable controllers;

— application specific integrated circuits (ASICs);

programmable logic controllers (PLCs);

— other computer-based devices (for example, smart sensors, transmitters, actuators).

Note 1 to entry: This term covers microelectronic devices based on one or more central processing units (CPUs)
together with associated memories, etc.

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1.10

elegtrical/electronic/programmable electronic

E/E|PE

based on electrical (E) and/or electronic (E) and/or programmable electronic(PE) technology

EXA

Note| 1 to entry: The term is intended to cover any and all devices/or Systems operating on electrical principles.

[SOURCE: IEC 61508-4:2010, 3.2.13, modified — the reference in the last dash is modified

3.1
DC

1

MPLE Electrical/electronic/programmable electronic devices include
blectro-mechanical devices (electrical);
bolid-state non-programmable electronic devices (electronic);

blectronic devices based on computer technology (programmable electronic);
bee 3.2.5 (of IEC 61326-1:2012).

distribution network

locgl DC electricity supply network in the infrastructure of a certain site or building intended

for

tonnection of any type of equipment

Note| 1 to entry: Connection to a local of remote battery is not regarded as a DC distribution network if such g link
rises-enly the power supply for only. a single piece of equipment.

com

nlement the reauiredsafetvy functions—necessary—to—achieve or maintain—a—safe state for a contrbled
Rptementsth regtHrec—sat HHhetHohRs—Hh SSaf t aCHH —maHtath—a—Sat State—+toF—a—conRtrprea

ty—Hd Y V
Herten b
re \iended to-achieve on-their own-orwith-other safetv-related eacuinment or external risk reductionfacilties
reihenceatoachieve-onteH—ownR-or-whh-other-satety-retatecegtHpment-of terRatHsKreadetHoR+tachHites;
tha i . fotig into it £or th o ro o i o ot
e+ SSaFy-Sarety—HtegHty—tro-tRe-Satrety—Feguiements:

3.1.

12

safety-related system

des

ignated system that both

implements the required safety functions necessary to achieve or maintain a safe state for

the EUC; and

is intended to achieve, on its own or with other E/E/PE safety-related systems and other
risk reduction measures, the necessary safety integrity for the required safety functions
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Note 1 to entry: A safety-related system includes all the hardware, software and supporting services (for example,
power supplies) necessary to carry out the specified safety function (sensors, other input devices, final elements

(actuators) and other output devices are therefore included in the safety-related system).

[SOURCE: IEC 61508-4:2010, 3.4.1, modified — notes 1, 2, 3, 4, 5 and 7 have been removed]

3.1.13

equipment under test

EUT

the equipment (devices, appliances and systems) subjected to immunity tests

3.1.14
auxjiliary equipment
AE

equjpment necessary to provide the equipment under test (EUT) with the signals“frequired
normal operation and equipment to verify the performance of the EUT

3.1/5
sysfem safety requirements specification
SSRS

for

spetification containing the requirements for the safety functions j@nd their associated safety

inteprity levels

3.1/16
saf¢ty integrity level
SIL

whdre safety integrity level 4 has the highest deVel of safety integrity and safety inte
levgl 1 has the lowest

Note] 1 to entry: The target failure measures for the\four safety integrity levels are specified in Tables 2 and
IEC $1508-1:2010.

Note]2 to entry: Safety integrity levels are\Used for specifying the safety integrity requirements of the s
funcfions to be allocated to the E/E/PE safety-related systems.

Notel 3 to entry: A safety integrity, level (SIL) is not a property of a system, subsystem, element or compo
The forrect interpretation of the pfase “SIL » safety-related system” (where n is 1, 2, 3 or 4) is that the systg
poteftially capable of supporting'safety functions with a safety integrity level up to n.

[SOJURCE: IEC 615085452010, 3.5.8, modified — the reference to 3.5.17 of IEC 61508-1
beeh removed andqits-date of publication added]

3.2 Abbreviations
AH auxiliary equipment
DY defined state

disqrete level (one out of a possible four), correspofiding to a range of safety integrity valxes,

rity

3 of

hfety

hent.
m is

has

E/ERE nlnr"rrir‘nl/nlnr"rrnnir‘/prngrnmmnhlp alectronic

EUC equipment under control

EUT equipment under test

ISM industrial, scientific and medical
PE protective earth

SIL safety integrity level

SSRS system safety requirements specification

4 General

In addition to the requirements in IEC 61326-1, this standard specifies—additional

requirements for systems and equipment for industrial applications intended to perform sa

fety
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functions according to IEC 61508. These-additional requirements do not apply to the non-
safety-related functions of the equipment or systems.

NOTE-4+ The overall design process and the necessary design features to achieve functional safety of electrical
and electronic systems are defined in IEC 61508. This includes requirements for design features that make the
system tolerant (IEC 61508-2:2000 2010, 7.4.7.1) of electromagnetic disturbances.

The immunity requirements in IEC 61326-1 have been selected to ensure an adequate level of
immunity for equipment used in non-safety-related applications, but the required immunity
levels do not cover extreme cases that may occur at any location but with an extremely low
probability of occurrence.

The urba , ot considered-in1EC 61326-1
T e - Increased immunity test’leyels
compared to IEC 61326-1 are defined as a systematic measure intended to avoid\dangerous
failyres caused by electromagnetic phenomena. Consequently, it is not necessary-to take [into
accpunt the effect of electromagnetic phenomena in the quantification of ‘hardware safety
intepgrity, for example, probability of failure on demand. Increased immunity test levels|are

defined-phenemenon-by-phenomenon where necessary.

Increased immunity test levels are related to functional safety aspects only; they are|not
applicable for the assessment of reliability and availability aspects. The increased immunity
test| levels apply only to the safety-related functions having, & specific performance critefion
for functional safety (performance criterion-FS DS). The increased immunity test levels set|the
limifs for the maximum test values. Further tests with -higher values are not required| for
conpliance with this standard.

NOTE 2 The safetv-related svstem-intendedto-implementthel snecified function-shoul
N = —Re-Satety-reratea temHhtehaeatoHhRpremMettResSpecHHec+HdRcHoR-SRoWt

uHil-the SRS as reciire
SYS HHHHR ro—aSFeqiH

P

o

q

d-f
1
n1EIC 61508 The SRS spnecifies-all relevant requirements-ofithe intended-application—Eauipment intended fo
= O~ pecHesanferevantrequirementS«OythettenceaappHcatoh—=qgHpmentttehaec—+

5 |EMC test plan

5.1 General

An EMC test plan shall be established prior to testing. It shall contain as a minimum|the
elements given in 5.2 to 5.6

If apy tests@re deemed unnecessary to prove compliance with this standard, the rationalg for
not performiig those tests shall be documented in the EMC test plan.

5.2 Instruction for testing

The instructions for testing immunity in case of safety-functions shall be detailed and
unambiguous. Hence all relevant details when performing such a series of immunity tests
shall be described in the test plan. Such a test plan shall contain at least information about

e input and output ports relevant for immunity testing,

e configuration of the EUT including any necessary auxiliary and monitoring equipment,

e operation mode of safety functions,

e levels for the immunity test,

e specified performance criteria including the defined state(s),

e monitoring of the behaviour of the EUT,
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e assessment of the reaction of the EUT against the manufacturers’ specified performance
criteria.

5.3 Configuration of EUT during testing

5.3.1 General

Measurement, control and laboratory equipment often consists of systems with no fixed
configuration. The kind, number and installation of different subassemblies within the equip-
ment may vary from system to system.

instpllation as specified by the manufacturer. EMC tests shall be carried out as type-tests

To Eimulate EMC conditions realistically, the equipment assembly shall represent a tygical
under normal conditions as specified by the manufacturer.

In slome cases auxiliary set-ups are necessary to monitor the proper operatjgn)of the safety
fungtion when electromagnetic disturbances act on the EUT.

5.3.2 Composition of EUT

All gevices, racks, modules, boards, etc. which are potentially relevant to EMC and belonging
to the EUT shall be documented. The rationale for the compgasition of the EUT selected for
testjng shall be documented in the EMC test plan.

5.38 Assembly of EUT

If ap EUT has a variety of internal or external configurations, the type tests shall be made with
the [most susceptible configuration, as expected\by the manufacturer. All types of modules
shall be tested at least once. The rationale for.this selection shall be documented in the HMC
test|plan. The possibility of any electromagnetic interactions between items of equipment ghall
be faken into account when building up the. most susceptible configuration. The rationalq for
the pssembly selected for testing shall besdocumented in the EMC test plan.

5.3.4 1/O ports

Where there are multiple I/Q_ports all of the same type and function, connecting a cablge to
just|one of those ports is sufficient, provided that it can be shown that the additional cables
wodld not affect the results significantly. The rationale for this selection shall be documented
in the EMC test plan.

5.36 Auxiliary equipment (AE)

When a variety of items of AE is provided for use with the EUT, at least one of each typg of
item of AE-shall be selected to simulate actual operating conditions. AE—can may| be
simplatédy*Any software used by AE shall be documented sufficiently to allow repeating|the
test

14

It is strongly recommended that the AE used is not susceptible to electromagnetic
disturbances, such as for example mechanical equipment, to ease detection and assessment
of the reaction of the EUT.

5.3.6 Cabling and earthing (grounding)

The cables and earth (ground) shall be connected to the EUT in accordance with the
manufacturer's specifications. There shall be no additional earth connections.


https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

-16 - IEC 61326-3-1:2017 RLV © IEC 2017

5.4 Operation conditions of EUT during testing
5.4.1 Operation modes

A selection of representative operation modes shall be made, taking into account that not all
functions, but only the most typical functions of the equipment can be tested. The estimated
worst-case operating modes within the specification of the equipment for the intended
application shall be selected.

NOTE Worst-case operating mode is for example the most susceptible mode of operation.

5.4.

The| tests shall be carried out within the manufacturer’s specified environmental .operating
range (for example, ambient temperature, humidity, atmospheric pressure), and within|the
rated ranges of supply voltage and frequency, except where the test requirements sfate
othegrwise.

5.4 EUT software during test

Thel| software used for-simulating—the—different exercising the seléstéd modes of operation
sha I be documented suff|C|entIy to aIIow repeatlng the test —'I'—h+s—se£tware—shaii—representthe

5.5| Specification of performance criteria

Performance criteria for each port and test shall be specified, where possible, as quantitdtive
valyes.

5.6| Test description

Each test to be applied shall be specified in the EMC test plan. The description of the tgsts,
the [test methods, the characteristics, of the tests, and the test set-ups are given in the basic
standards, which are referred to in Table 1. The contents of these basic standards need|not
be reproduced in the test plan; thowever, additional information needed for the praciical
implementation of the tests is given in this standard. In some cases, the EMC test plan ghall
spegify the application in detail.

NOTE Not all known disturbance phenomena have been specified for testing purposes in this standard, but|only
thosg¢ which are considered as critical. For further information, see Annex B.

6 |Performance:criteria

6.1 Performance criterion-FS DS

Performance criteria are used to describe and to assess the reaction of the equipment under
afety
purposes, a particular performance criterion-FS DS shall becensrdered applied. Performance
criterion-FS DS is as follows.

a) The functions of the EUT intended for use in safety applications
1) are not affected outside their specification, or

2) may be—disturbed affected temporarily or permanently (even by destruction of
components), if the EUT reacts to a disturbance in a way that a detectable and defined
state(s) of the EUT is (are)

i) maintained, or

ii) achieved within a stated time.
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b) The functions not intended for use in safety applications may be disturbed temporarily or
permanently.

NOTE 1 In—econsequence; It-will-be is possible for the defined state to be outside normal operating limits—er
otherwise detectable.

NOTE 2 Edition 1 of this standard used the abbreviation FS for that performance criterion. According to the basic
standard IEC 61000-1-2 and generic standard IEC 61000-6-7, the abbreviation DS is used now without having
changed the technical content.
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T'h nerformance criteria A B and C  the same 3s in IEC 64326-1 are _not related to
+He—perormance—crtera———baha—o,—the—Sameas— it hoLo-1+—are—hot—Frerateq—to
fundtional - safetv_asnects _and should - therefore not be used 48s nerformance criteria forlthe
HHRgHoRa+—Ssarety—aspectsana——snowtia—theretrorehotbeusea@asperormance—crtera—+tortne
merkbased test levels haerefore a3 spnecific nerformance —cxiterionFS is defined-takina linto
Hmnerpasea—test—revers—neretores—a——sSpeciHcperformance—gieHoR—+Fo1S—aeHRrea—+a«Hhg{hto

6.2| Application of the performance criterion-ES.DS

The| performance criterion—ES DS is applicableonly for functions of the EUT intended| for
safgty applications. It is relevant for any phenomenon. There is no differentiation requjred
between continuous and transient electromagnetic phenomena.

Equipment performing or intended to‘perform functions intended for safety application$ or
parts of such functions shall behave in a specified manner as defined by performgnce
critgrion DS. The specified behaviour of a safety-related system is intended to achiev¢ or
maiptain safe condrtlons of the equrpment and the related equipment under control To
ach ;
safgty functrons shall be checked before durrng and after the |mmun|ty test

Wheretvan item of equipment or a system performs both functions intended for safety
applicaiions and functions not infended for safely applications, the requirements for funciional
safety apply in context with the functions intended for safety applications only.

The necessity to assess safety functions according to the performance criterion DS calls for a
precise monitoring of the technical state of the EUT. To that end, performance criterion DS
shall be stated unambiguously. In many cases, specific auxiliary equipment will be necessary
to unambiguously identify and monitor the correct operation of the safety function under
consideration. It shall be ensured that such auxiliary equipment does not affect the behaviour
of the EUT during immunity tests.

6.3 Aspects to be considered during application of performance criterion DS

If an EUT reacts to a disturbance by going to the defined state, it shall be verified that this
achievement of the defined state is not only an occasional result, but that this behaviour is
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reproducible. To verify the reproducibility, the rules defined in Table 1 shall be applied on the
application of performance criterion DS.

Table 1 — Reaction of EUT during test

Test Reaction of EUT during test How to continue with testing
Transient @ The EUT goes to a defined state and The EUT shall be brought back to normal operation
an interaction of the user is needed to and the test shall be repeated 3 times with this test
continue operation. level and polarity and the EUT shall react in a way

that complies with performance criterion DS each
time. In this case, the test shall be continued with the
next test level or polarity according to the basic
standard.

The EUT goes to a defined state and The EUT shall be replaced or repaired and the test
is permanently damaged. shall be repeated 3 times with this test leyel and
polarity and the EUT shall react in a-way that
complies with performance criterion D8 each time. |n
this case, the test shall be continued with the next
test level or polarity according to the basic standard.

Coptinuous ® | The EUT goes to a defined state at a The EUT shall be re-tegted,8 times at that frequendy
certain test frequency as described and the EUT shall reabt i a way that complies with
under a) 2) in 6.1. performance criteriog™PS each time.

If the EUT reagtsheach time in the same way, the
subsequent ffeguencies may be tested only one tim
per frequengy.

[¢)

a8 [Tests according IEC 61000-4-2, IEC 61000-4-4, IEC 61000-4<5, IEC 61000-4-11, IEC 61000-4-29,
IEC 61000-4-34.

b |Tests according IEC 61000-4-3, IEC 61000-4-6, IEC 61000-4-8, IEC 61000-4-16.

7 |Immunity requirements

Tabje 2 to Table 7 give immunity, test requirements additional to those given in IEC 6132p-1.
Table 10 gives an overview.of “the allowed effects of electromagnetic disturbances| on
fungtions intended for safety.applications and functions not intended for safety applicationg.

NOTE Some of the test values-in Table 2 to Table 7 are less stringent than the values given in the generic EMC
stanglard IEC 61000-6-7. Accerding to IEC Guide 107, where a product family/product EMC standard specifies|less
stringent test values/levels) for a phenomenon or if a phenomenon is only partially covered (e.g. the prdduct
family/product EMC standard only covers a subset of the recommended frequency range), either a justification|or a
reference to the releant requirement in another EMC standard shall be given in the product family/product EMC
stanglard. Such ateference can be made to IEC 61326-3-1:2008 from which the requirements in this standard ere
derijed and whishvrequirements have been proven in practice.

Some of the electromagnetic phenomena listed in Table 1 may relate to an operating statg of
equjpfaent in a statistical way only, for example, the instant of an impulse with respect to|the
morrenrtary—state—ofa—digital—eretit—ora—diegttal—stens issteor——order—to—inerease the
level of confidence for safety-related systems and equipment intended for higher SIL
regarding immunity against electromagnetic disturbances, it is required to perform immunity
tests against such electromagnetic phenomena with a larger number of impulses compared to
the test performance requirements of the corresponding basic EMC standards. This can be
done by using a longer test time or by applying more test impulses (see text in Table 1).
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Table 2 — Immunity test requirements-for-equipment-intended for-use
in-industrial locations — Enclosure port

Phenomenon Basic standard Tests for functions intended for safe_ty a_ppllcatlons
Test value — Performance criterion
1.1 | Electrostatic discharge IEC 61000-4-2 + 6 kV contact discharge 2 ? ES DS
ESD
( ) + 8 kV air discharge 2P
1.2 | Electromagnetic field IEC 61000-4-3 |20 V/m (80 MHz to 1 GHz, 1 kHz (80 % AM)) © ES DS
10 V/m (1,4 GHz to 2 GHz, 1 kHz (80 % AM)) °©
3 V/m (2,0 GHz to-2,7 6,0 GHz, 1 kHz (80 % AM)) °©
1.3 [ Rated power frequency IEC 61000-4-8 30 A/m ¢ FIS DS
nagnetic field ) )

Le¢vels These values shall be applied in accordance with the environmental conditions described, in\IEC 610

fgr the control of ESD but not to equipment where access is limited to appropriately trained personnel only.

increased by a factor of 3 compared to the number as given in the basic standard.

on parts which may be accessible by persons other than staff working in accordance with defined proce

br equipment intended to be used in SIL 3 applications, the number of discharges at.the ‘highest level sh

00-4-
Hures

all be

I§M frequencies shall be taken into account on an individual basis.

Applicable only to equipment containing devices susceptible to magnetic fields.

These—inereased test values shall be applied in frequency ranges as given lin” Table 8-—usedfer—rjobile
trpnsmitters-in-general-except-when-reliable-measures-arerealised-to-avoid-the use-of such-equipment-ngarby.
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Table 3 — Immunity test requirements-for-equipment-intended for-use
inindustrial-lecations — Input and output AC power ports

017

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion
2.1 |Burst IEC 61000-4-4 |3 kV (5/50 ns, 5 kHz)? ES DS
2.2 |Surge IEC 61000-4-5 |2 kv (line to line) b- ¢ ES DS
4 kV (line to ground) ® ¢
See Note- 1t
2.3 | Conducted RF IEC 61000-4-6 |10V (150 kHz to 80 MHz, 1 kHz (80 % AM)) ¢ ES IPS
2.4 |Voltage dips IEC 61000-4-11 [0 % during 1 cycle ES IS
or 40 % during 10/12 cycles © z Bg
0, 1 e
IEC 61000-4-34 70 % during 25/30 cycles
2.5 | Short interruptions |IEC 61000-4-11 |0 % during 250/300 cycles © ES PS
or
IEC 61000-4-34
2.6 | Conducted common | IEC 61000-4-16 |1V to 10 V, 20 dB/Decade (1,5.kHz to 15 kHz) ES PS
mode voltage See Note 2 10 V (15 kHz to 150 kHz)

or equipment intended to be used in SIL 3 applications, the duration of the test at the highest level shg
creased by a factor of 5 compared to the durationsas given in the basic standard.

creased by a factor of 3 compared to the number as given in the basic standard.

he required immunity level can be achieved through the use of external protection devices. Any devices
nd their installation requirements shallkbe specified in the user documentation.

Il be

or equipment intended to be used in SIL 3 applications, the number of pulses at the highest level shafl be

lsed

hese—inereased test values shall_be applied in frequency ranges as given in Table 9-—used for—mpbile
Hansmitters-in-general—except-whenreliable-measures-arerealisedto-aveid-theuseofsuch-equipmentnredrby.
IPM frequencies have to be taken'into account on an individual basis.
“I0/12 cycles” means “1Q_cycles for 50 Hz test” and “12 cycles for 60 Hz test” (and similarly for 25/30 cycles

nd 250/300 cycles).
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Table 4 — Immunity test requirements-forequipment-intended for-use
in-industrial locations — Input and output DC power ports

Phenomenon Basic standard Tests for functions intended for safety applications
Test value — Performance criterion
3.1 |Burst IEC 61000-4-4 3 kV (5/50 ns, 5 kHz) @ ES DS
3.2 | Surge IEC 61000-4-5 1 kV (line to line) b © ES DS
2 kV (line to ground) ® ¢
3.3 | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM))¢ ES DS
3.4 | Jonducted common mode |IEC 61000-4-16 1V to 10V, 20 dB/Decade (1,5 kHz to 15 kHz) HS DS
vpitage See-Note 10 V (15 kHz to 150 kHz)
10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)
100 V short duration (1 s, DC, 16 2/3 Hz-apd 50/60
Hz)
3.5 | Voltage dips IEC 61000-4-29 40 % Ut for 10 ms RS DS
3.6 | §hort interruptions IEC 61000-4-29 0% Ut for 20 ms HS DS
NOTE rdctions

o6eUr

DC co
as I/O

hnections between parts of equipment/system which are not connéected to a DC distribution network are
signal/control ports (see Tables 5 and 6).

reated

a FO.

ing

b Fol

ing

¢ Th
thg
d Th

in
fre|

equipment intended to be used in SIL 3 applications, the duration of the test at the highest level sh
reased by a factor of 5 compared to the duration as giveriin the basic standard.

equipment intended to be used in SIL 3 applications, the number of pulses at the highest level sH
reased by a factor of 3 compared to the number as_given in the basic standard.

e required immunity level can be achieved through*the use of external protection devices. Any devices us
ir installation requirements shall be specified.in the user documentation.

bse-irereased test values shall be applled in frequency ranges as glven in Table 9 used for mob|le trans
general . .
uencies shall be taken into account opn an |nd|V|duaI basis.

mitters

all be

all be

bd and

ISM
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Table 5 — Immunity test requirements-for-equipment-intended for-use
in-industrial-locations — 1/0 signal/control ports

017

Phenomenon Basic standard Tests for functions intended for safety applications
Test value — Performance criterion
4.1 |Burst IEC 61000-4-4 |2 kV (5/50 ns, 5 kHz)? P ES DS
4.2 |Surge IEC 61000-4-5 |2 kV (line to ground) ¢ 9-© FS DS
SeeNote 1
4.3 | ConduectedRF HEC-6060-4-6—40-v56kHzto 86tz £5 DS
4.4 | Conducted common |IEC 61000-4-16 (1 V to 10 V, 20 dB/Decade (1,5 kHz to 15 kHz) FS|DS
fode voltage ® 9 | See-Note-2 10 V (15 kHz to 150 kHz)
10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)
100 V short duration (1 s, DC, 16 2/3 Hz and 50/60 Hz)

Or

in
Or
Fqg
in
Th
an

Th
in
frg

on

ly in case of lines > 3 m.

r equipment intended to be used in SIL 3 applications, the duratien{of the test at the highest level sh
reased by a factor of 5 compared to the duration as given in the basic' standard.

ly in case of long-distance lines (see 3.10 of IEC 61326-1:2012).

r equipment intended to be used in SIL 3 applications,~the’ number of pulses at the highest level sh
reased by a factor of 3 compared to the number as given in the basic standard.

e required immunity level can be achieved throughikthe use of external protection devices. Any deviceg
d their installation requirements shall be specified in the user documentation.

ese-increased test values shall be appl|ed in frequency ranges as glven in Table 9 used for mobile transn
general; y
quencies shall be taken into account on an |nd|V|duaI basis.

ly in case of earthed systems or equipment, respectively.

all be

all be

used

hitters
. ISM
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Table 6 — Immunity test requirements-forequipmentintended-foruse-inindustrial

locations - 1/0 signal/control ports connected direct to power supply networks

Tests for functions intended for safety applications
Phenomenon Basic standard
Test value — Performance criterion

5.1 |[Burst IEC 61000-4-4 3 kV (5/50 ns, 5 kHz) 2 ES DS
5.2 |Surge IEC 61000-4-5 2 kV (line to line) b & d FS DS

4 kV (line to ground) ®- ¢ d

See-Nete
5.3 Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM))® £8 DS
5.4 Conducted common- | IEC 61000-4-16 1Vto10 V, 20 dB/Decade (1,5 kHz to 15 kHz) E$ DS

node voltage See Note 2

10 V (15 kHz to 150 kHz)

10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)

100 V short duration (1 s, DC, 16 2/3 Hz and/50/60 Hz)

28 Forl equipment intended to be used in SIL 3 applications, the duration{ of the test at the highest level s
incfeased by a factor of 5 compared to the duration as given in the basic standard.

¢ Th

thejr installation requirements shall be specified in the uset\documentation.

d Th
e Th
ge
sh

Fonl equipment intended to be used in SIL 3 applications, the_number of pulses at the highest level s
incfeased by a factor of 3 compared to the number as given in{he basic standard.

¢ required immunity level can be achieved through the usesof external protection devices. Any devices us

¢ coupling network AC/DC power lines shall be used,

¢se-nereased test values shall be applled in frequency ranges as glven in Table 9 used for mobile transmi
nerals; W v. ISM freqy
dll be taken into account on an |nd|V|duaI baS|s

hall be

hall be

Ed and

ters in
encies

Table 7— Immunity test requirements-for-equipment-intended-foruse-in-industrial
focations — Functional earth port

Basic Tests for functions intended for safety applications
Phenomenon s
standard Test value — Performance criterion
6.1 Burst IEC 61000-4-4 |2 kV (5/50 ns, 5 kHz)? |E€> DS

2  Hor equipmeft-intended to be used in SIL 3 applications, the duration of the test at the highest level shd

nmcreased by ja factor of 5 compared to the duration as given in the basic standard.

Il be
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19002025
21102200 /C)QEJ-MIS
2450 24002500 sQ(/ IsM
25002690 0\ UMTS
&
N
\\(\@
o
4\
O
&
X



https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

IEC 61326-3-1:2017 RLV © IEC 2017

— 25—

Table 8 — Frequency ranges of mobile transmitters

and ISM equipment for tests with electromagnetic fields

fre;rs:;cy For information only fre::-s::wy For information only
range Frequency range range Frequency range
MHz MHz Service MHz MHz Service
84,000 83,996 — 84,004 ISM 1428-2700 | 14761511 3.9G/LTE
ISM (UK only) continued 15251559
137 — 174 137 — 174 Mobile & SRD 1627 — 1661
751,820 — 151,880 | MURS T710 - 1785 \
154,570 — 154,600 | MURS 17101785 GSMs
167,992 — 168,008 | ISM UK only 3GMMTS
219,400 219 — 220 AMATEUR N3G/FOMA
380 1 400 380 — 400 TETRA 1> 3G/HSPA
420 4 470 420 — 470 AMATEUR 1805-1880 "\.*" | GsM
433,05 — 434,79 ISM e 3G/UMTS
(Region 1 ‘T/U 3G/FOMA
only) N
450 — 470 4G/LTE-A ©° 3G/HSPA
698 1 960 698 — 894 3G/UMTS N 3.9G/LTE
3.9G/LTE ¢ N 19002025 3G/UMTS
746 — 845 TETRA , O 3G/FOMA
825 — 845 TETRA ) 3.9G/LTE
830 — 840 3G/FOMA K 2110 — 2 200 3G/UMTS
860 — 915 3.9G/LTE 5\‘\\ 3G/FOMA
870 — 876 TETRA ) 3.9G/LTE
860 — 960 RFID R 2 300 — 2 450 AMATEUR
886 — 906 IsM 3 2 400 — 2 500 ISM
(UK adly) 2 300 — 2 400 4G/LTE-A
880 — 915 as 3.9G/LTE
. fseFoma 2 500 — 2 690 3.9G/LTE
C ] 36/HsPA 3300 - 3600 | 33003500 AMATEUR
915-921  °, NADC 3400 — 3 600 4G/LTE-A
902 - 9288\ ISM 5150 - 5925 | 5150 — 5 350 HIPERLAN
A \C)V gﬁfyg"o” 2 5470 - 5 725 HIPERLAN
925~ 960 GSM 5650 — 5 925 AMATEUR
RO) 3G/HSPA 5725 _ 5875 ISM
124¢ - 180D | 1240 — 1300 AMATEUR 57955815 RTTT
g
1424 2700 | 1428 - 1496 3.9G/LTE
N
SG/HSPA
3.9G/LTE

For those frequency bands where a single test frequency is indicated in the test frequency range column, the test
shall be performed at that frequency only. If a frequency range is indicated in the test frequency range column, that
frequency range shall be stepped through with a step size not larger than 1 % of the actual frequency.

NOTE 1 For the tests, the modulation scheme as given in the basic standard is applied. Other modulation
parameters are possible.

NOTE 2 For more information about frequency allocation per region, see IEC 61000-2-5 or ITU publications.
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performed in a practical way by means of the various basic standards as given in Tables
7. Hence, corresponding immunity tests shall be carried eut preferably on equipment leve

des

In ¢ase of physically small safety-related systems, corresponding immunity tests can
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fungtion and the allowed behaviour in case of failure. The objective of the immunity tests i
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Table 9 —Selected Frequency ranges of mobile transmitters and
ISM equipment for the conducted RF tests

017

Centre Test For information only
frequency Frequency range Purpose
MHz MHz
3,39 3,370 - 3,410 ISM Netherlands only
6,780 6,765 — 6,795 ISM
13,560 13,5653 — 13,567 ISM
24426 26-96F4—27-283 ISMCBLISRE
40,680 40,66 — 40,70 ISM/SRD

Test set-up and test philosophy for EUTs with functions intended-for safef
applications

Testing of safety-related systems and equipment intended to-be used in safety
related systems

hfety-related system may comprise a complex and extendéd installation and may alsg
up in various physical arrangements. Immunity testing/of such systems can hardly

cribed in 8.2.

ied to entire safety-related system which is described in 8.3. If an alternative
bsophy is used, this shall be described~N\in the EMC test plan and a rationale for its

Test philosophy for equipmeént intended for use in safety-related systems

In though functional safety-requires the correct functioning of the complete system,
mple, comprising sensersy logic solver and actuators, it is possible to test its dev

ted system shall be ‘sufficiently specified. This specification comprises the inten

e that the specification is fulfilled for the considered electromagnetic phenomena.

ITa} morﬂ' intended 'Fr\r' use in csafaty related systems has a3 ennr\lflr\ahnn n'F its—inten
et e haed teG a—SPe

y

be
be
P to
| as

be
test
use

for
ces

vidually. The individual~devices intended to be used for implementation into a safety-

ded
s to

ad

‘ Em
=6

#umﬂerqS—em% Whether or not a dlsturbed function will become dangerous is unkn

bec
has

detéetable-and-shal-be-documented-inthetestrepert
C cPpo

i —oatoty b Ad ooy

huse it depends on the future application in a safety-related system. Therefore the
tosshow the behaviour of the EUT. Deviations from the undisturbed functions shal

o

bwn
test
be

TtoioTeS TTOCOUTTTOTTt

‘ The performance criterion—FS DS places additional requirements on the equipment that is
intended for use in safety-related applications. In this case, the normal performance criteria

performance criteria within their associated limits and the performance criterion-FS DS are

‘ within their associated limits and the performance criterion-£S DS both apply. The normal

considered separately. The general approach of applying performance criteria for the different
types of functions is shown in Table 10.
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Table 10 — Applicable performance criteria and observed behaviour during test for

equipment intended for use in safety-related systems

s ified £ .
Function intended for safety application Function not intended for safety application
Normal ! EMI C test EMC safety test-levels Normal EMC test-levels EMC safety test-levels
Performance criteria Performance criteria Performance criteria May-fail Don’t care
according to the ce ne according to the relevant
rETevant product product standard
standard
- A, or
A, or ) B. or
B + observed
deviation +
recovery time
to be
documented,
or i c
C + observed
behaviour,
detectable and
documented

NOTE 1 The description of the performance criteria A, B and C is given in-therelevantproduct standards—sud
IEC $1326-1.

NOTE 2 For more detailed information about allowed effects during immunity testing, see Tables C.1 and C.2

=

® m

L@

i

8.3| Test philosophy for safety-related systems

Thel EUT shall be monitored.during test to show that its functionality is in compliance with
stanpdard. This monitoring system shall not be affected by electromagnetic disturbances f
the ppplied test.

For|a safety-related system its intended functions and possible safe states are specified.
aim|of the immunity tests is to show whether the system as a whole behaves as specified
the manufagturer and as required by the performance criterion-FS DS (see Clause 6).

petformance criteria for functional safety place additional requirements on safety-reIIted

syst ;

The

a

this
rom

The
by

fonal

requirements for functional safety are considered separately. Table B.2 illustrates the
application of the relevant performance criteria by showing—which examples of allowable
effects due to specific electromagnetic phenomena-are-alowed.

8.4 Test configuration and test performance

Figure 1 shows a typical configuration of a test set-up for equipment intended for use in a
safety-related system tested as stand-alone equipment or entire system. In this configuration,
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the immunity tests apply to the considered equipment only. Other devices used to run the
EUT during test are separated from any electromagnetic influences. Figure 1 is also valid if a
safety-related system can be tested as an entire system.

Figure 2 shows a typical configuration of a test set-up for equipment intended for use in a
safety-related system when tested as part of a representative safety related system. In this
configuration the immunity tests apply to the equipment considered-enly. Other devices used
to run the EUT during test are separated from any electromagnetic influences.

conpected to other elements simulating the safety system (sen
or other loads simulating the characteristics of actual elements.
Thel EUT shall cooperate with the devices of a safety system, which are necessary for|the

fungtion of the EUT and for performing the specified function of the EUT infended for safety
applications.

In cases of combinations of equipment running with safety logic solyér-software accordinp to
IEC|61508, corresponding immunity tests shall be applied to at leas? one typical combination
as long as a proof of immunity for other combinations can be grovided through appropriate
analytical evidence.

The| AE which are necessary for the function of the EUT and for performing the function
intended for safety applications shall be mounted¢in a well-protected electromagnetic
envlronment (see Figure 1). During the test, these/devices AE shall not be—exposed—to
affelcted by electromagnetic disturbances.

Relgvant 1/O ports of the EUT shall be connétted with the appropriate ports of the devicef of
the | safety-related system, which are necessary for the function of the EUT and or| for
performing the function intended for safety applications.

Linds Cables and I/O Ports of the(EUT that are not used shall be terminated as specified by
the manufacturer.

Only cables specified by .the manufacturer of the EUT or the safety system shall be usef in
the fest set-up.

If sfandardized testUmethods are available for communication links used for safety functions
then it is stronglysrecommended that they are used (for example, for field bus communications
refer to IEC 64784-3).

The] safety functions of the safety related system shall be tested one after the other ang in
spefified combinations. Immunity tests are carried out in the static mode of a safety funcfjion,

Immunity tests are not required to be applied during the instances of activating or de-
activating safety functions, but these may be added to the test plan by the manufacturer.

8.5 Monitoring
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If at all possible, the monitoring system shall not influence the behaviour of the EUT. If this is
not possible, the extent of influence shall be documented. Under no circumstances shall the
safety-related functions of the EUT be affected by the monitoring system.

Ferthis; The monitoring system shall observe, if applicable:

e the data communication between the EUT and the devices which are necessary for the
function of the EUT and for performing the function intended for safety applications; and

e the status of the outputs whose functions are intended for safety applications.

9 |Test results and test report

Thel test results shall be documented in a comprehensive test report with sufficient\detajl to
proYide for test repeatability.

Theltest report shall contain the following minimum information:

— EUT description;

— EMC the items specified in the test plan;
— lest data and results;

— test equipment and set-up;

— the behaviour observed during the test.
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EUT: safety related system under test

grounding point for shielded cable(s) (if required by the manufacturer)

environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (any necessary, and all safety-related, functions)
insulated support

EUT port terminations (grounded if requifed by the manufacturer)

unshielded monitoring cable(s) (any-hecessary, and all safety-related, functions)

electromagnetically decoupled efvironment

tested as stand-alone equipment or entire system

decoupling network(s) at the interface between the EUT and jthe electromagnetically decol

gure 1 — Typical test sgt>up for equipment intended for use in safety-related syste

pled

m,
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EUT: part of the safety-related system under test
part of the safety-related system not under test, and auxiliary devicés

grounding point for shielded cable (if required by the manufacturery

decoupling network(s) at the interface betweep’, the EUT and the electromagneti

decoupled environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (for any necessary functions as well as for all safety-related functions)
insulated support

safety-related system output — menitored

EUT port terminations (grobrded if required by the manufacturer)

unshielded monitoring*cables (any necessary, and all safety-related, functions)

electromagneticathndecoupled environment

cally

Figure 2 — Typical test set-up for equipment intended for use in a safety-related system

integrated into a representative safety-related system during test
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IEC 2340/07
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Annex A
(informative)

Approaches on how to apply IEC 61326-3 series

There are basically two approaches on how to deal with the electromagnetic environments
and to conclude on immunity requirements.

a) To consider a general electromagnetic environment with no specific restrictions, for
example, an industrial environment, and to take into account all the electromagnetic
bhenomena that can occur as well as their maximum amplitudes when deriLing

pppropriate immunity levels for the system and the equipment. This approach has been

Ised to determine the levels specified within this document leading to increased.immuynity

evels for some electromagnetic phenomena compared to immunity levels\which |are

Herived without functional safety considerations.

b) o control the electromagnetic environment, for example, by the appligation of particular
nstallation and mitigation practices, in such a way that electromagnetic phenomena fand
heir amplitudes could occur only to a certain extent. These phenomena and restri¢ted
amplitudes are then taken into account by appropriate immunity'levels. These levels|are
hot necessarily higher than those derived without functional safety considerations becguse
t is ensured by corresponding means that higher amplitudes’are not normally expected.
This approach is considered in IEC 61326-3-2.

Applying approach (a) with regard to a general industriah environment requires approprjate
knowledge of the electromagnetic phenomena and thé,amplitudes to be expected there.|For
this| purpose, the electromagnetic environment data\of IEC 61000-2-5 are to be used, which
givds information about electromagnetic phenoména to be expected and describes their
amplitudes in terms of compatibility levels. Since they can be considered as disturbance
levgls at which an acceptable electromagnetic compatibility should exist, these levels |are
usefl as the basis for normal immunity requirements as given in non-safety-related standards
such as IEC 61326-1, IEC 61326-2-X or, the generic standard IEC 61000-6-2. This nofmal
approach applied to achieve electromagnetic compatibility is based on a technical/econonjical
compromise allowing a certain amount of harmful interference cases. This approach,
however, is not sufficient in thewéase of safety-related systems and the equipment usef in
them. Immunity levels have tolbe determined, which take into account all electromagnetic
phepomena and the maximum levels to be expected in the electromagnetic environnment
under consideration and hence, for many electromagnetic phenomena, these levels |are
increased compared to the'normal ones.

Follpwing approach (a), this document gives specific electromagnetic immunity requirements
that| apply to safety-related systems and equipment intended to be used in safety-related
sysfems. Thése' requirements supplement certain requirements of IEC 61326-1, and |the
seldcted electromagnetic phenomena and defined immunity test levels are expected to match
with thecenvironmental conditions of most industrial applications.

L L " 4l " 1l 1 R el S a Y WaVa) [T e S a
Th COINMciatiorn Uciwcccil Ul sSidaliudius 1wV U lTod LL=\"ZA%

=4
IEC 61326-3-2 is described in the diagram of Figure A.1.

326=3=t—and

The increased specified test levels in this document are derived from the highest levels to be
expected in the environment of most industrial applications. These increased test levels are
related to the electromagnetic environment (that can occur). They cannot be related in an
analytical way to the SIL required for the safety-related system because there is no practically
provable relationship between test level and probability of failure during use. The influences
of electromagnetic phenomena are considered as systematic effects and by their nature often
result in common cause events.

Design features of equipment shall take into account the required SIL and shall be designed
to avoid dangerous systematic failures. Sufficient immunity against electromagnetic
disturbances can only be ensured by design, mitigation and construction techniques which
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take into account electromagnetic aspects, which, however, are not within the scope of this
document.

It is therefore recommended that the approach to achieve the capability for the required SIL
should be through the adoption of design features on the one hand and through appropriate
test performance parameters in order to increase the level of confidence in the test results on
the other.

tstended
for use in a specified
electromagnetic
environment ?

START

YES

|

NO

v

Approach (B)

Test safety functiong
against performance criferia
under electromagnetic fest
values according to
IEC 61326-3-2 (and
IEC 61326-3-1 Table 10)

Approach (A)

Test safety functions
against performance criteria
under electromagnetic test
values according to
IEC 61326-3-1

Test functions
against performance criteria,
under electromagnetic test
values according to
IEC 61326-1 and/or

IEC 61326-2-x

Result:
EMC for safety
tests ?

Result:
EMC for safety
tests ?

Result:
EMC tests ?

FAIL FAIL
PASS
PASS PASS
NQIT suitable for its NOT suitable for its
intended application intended application
YES
Is intended for use
in a safety-related
application ?
See Clause 1
NO
‘i’ A 2 A

Suitable for its intended
application and environment

Suitable for its intended
safety-related application
in general industrial
environments

Suitable for its intended
safety-related application
in specified industrial
electromagnetic
environments

IEC

NOTE This flowchart is not intended to give requirements about the sequence of test.

Figure A. — Correlation between the standards
IEC 61326-1, IEC 61326-2-x, IEC 61326-3-1 and IEC 61326-3-2
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Annex B
(informative)

Evaluation of electromagnetic phenomena

The relationship between EMC and safety requires due consideration, particularly because
the consequences of safety failures can be serious. EMC requirements for safety-related
equipment and systems can only be based on extensive discussions between the parties
involved. Some IEC standards or technical specifications and reports like IEC 61508 and
IEC 61000-1-2 deal with EMC and functional safety aspects but both of them refer to

IEC

The
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inte

in the case of a fault, perform a defined fault-reaction function. Teyachieve this g

IEC
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reqUirements for normal use, for example, as:defined in IEC 61000-6-2, aim to sup

suff
safe

The
mea
sho
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TR 61000-2-5.

objective of the requirements to achieve functional safety with E/E/PE ,systemg

tion by a value given by the SIL. This means that the E/E/PE system must perform
nded function sufficiently with a probability greater than the value derived ffom the SIU

61508 requires the application of specific techniques and measures.t6 avoid failures d
rol faults that may occur during operation of the system. These-requirements relate tq

cerning EMC and asks for an EMC specification issued by_the) parties involved. The E
cification shall be based on IEC TR 61000-2-5. Well-known electromagnetic phenom
described in IEC TR 61000-2-5 for different environments. The selection of the rele
homena and appropriate test levels is up to the partiesyinvolved.

bty aspects are not covered by the EMC requirements for normal use. While the E

cient operation under normal conditions, itiis)the aim of the safety requirements to ass
ty of the equipment or the equipment under control.

classical approach for deriving immunity levels in the EMC area can be demonstrate

vs the probability density of theyoccurrence of electromagnetic disturbances resulting f
emissions from individual .sources leading to an electromagnetic disturbance level
e in the diagram).

ns of Figure B.1 (for further details, see IEC TR 61000-1-1 and IEC TR 61000-2-5|).
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Figure B.1 — Emission/immunity levels and compatibility level, with an example of
dmission/immunity levels for a single emitterand susceptor, as a function of som
independent variables (see IEC TR 61000-1-1)

W

Adjacent to it a curve is shown which represents the immunity behaviour of equipment agqinst
elegtromagnetic disturbances. Immunity\levels are normally given as discrete quantitative
valyes. Nonetheless, a probabilistic -curve results for the immunity behaviour of equipment.
Thig curve reflects the fact that often equipment may have a higher immunity than|the
reqlired one (the immunity is tested normally with respect to the required level only and|not
beypnd this level), but also-\that there is a variation in the actual immunity duq to
uncgrtainties, such as tolerances in the equipment itself, in the equipment manufacturing
pro¢ess or uncertainties due“to test equipment and test performance.

Forla quantitative description of such a potential interference situation, a compatibility level is
intropduced and is‘\chosen as a kind of reference level for the description of disturbanges.
Compatibility _devels for the various electromagnetic phenomena are given| in
IEC|TR 610008-2-5, for example, and they can be used as a starting-point for deriying
immunity _levels. Of course, their actual values strongly depend on the electromagretic
env|ronment under consideration. Hence, EMC can be achieved only if the emission fand
immunity levels are controlled in such a way that, at each location, the dlsturbance level

ina from tha e latin, o Aol ne 1o fficianthhy lowagar th o tha loans o laval for h
reSL-uuu Hom—tRe—eumtrathve—eriSSoRsS—S \JUIIIUIUIII.I_y rower—thRah—thRe IIlIIIIuIIILy rever—+ofr—€acC

device, equipment and system situated at the same location. It should, however, be noted that
compatibility levels can be phenomenon-, time- or location-dependent.

From the shape of the curves in Figure B.1, it can be concluded that an increasing margin
between the compatibility level and the applied immunity level leads to a reduced probability
for the occurrence of interference situations and therefore to a better immunity and in total to
a “better” state of EMC. Hence for most of the electromagnetic phenomena to be considered,
immunity test levels have to be used which are increased compared to those used for normal
EMC.

In practice, the immunity levels for pure EMC purposes are derived so that the potential
overlap between the area indicating the disturbance levels and that indicating the immunity
levels is in the range of a small per cent (typically 5 % is shown in Figure B.1) of those areas.
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This approach represents a technical/economic compromise and it allows the possibility that
in some cases, the specified immunity levels are not high enough to avoid interference. The
overlap of 5 % does not necessarily mean that interference takes place in 5 % of the
installations where these components are used. The resulting probability of interference is
normally much lower as explained in Clause A.6 of IEC TR 61000-1-1. ‘

The curves in Figure B.1 show the principal behaviour of the probability of disturbance levels
and equipment immunity level, the ranges of planning levels and immunity test levels as well ‘
as the position of the compatibility level. These curves are phenomenon-, time- and/or
location-dependent. Hence, a potential knowledge of such probabilistic density curves for a
particular phenomenon at a particular installation cannot bhe fransferred to any other
elegtromagnetic phenomenon and installation.

Thel actual knowledge of such probabilistic curves is relatively poor for most electromagnetic
phephomena. Indeed, detailed information is available only for few phenomena (as,| for
example, for the topic of lightning protection and the area of surge pulses). But‘also in these
cases the knowledge exists more or less in the field of the phenomenon itself (in the casg of
lightning strokes by means of isokeraunic curves) and not so much in the’subsequently acting
stres onto an equipment due to these phenomena.

Evep for the case of relatively well-known probabilistic curves it ‘can be expected that|the
probabilistic densities are well known in the areas where theyhave values of a small per ¢ent
or sI%veral tens of per cent. This, however, cannot be considered as sufficient when looking at
probbabilistic requirements as they are defined by the SIL.

In the field of safety, the engineers of a safety-related system have to take into accqunt
probabilities of 10-5 to 10-9 dangerous failures perchour, or probabilities of dangerous faijure
down to per 10-° demand, which figures are far frem any reliable probabilistic data concerfing
both the occurrence of electromagnetic disturbances and the occurrence of the levels related
to the disturbances.

From those boundary conditions it cah be concluded that in most cases there will bg no
reliable, evident and provable way to-find a clear correlation between the compatibility levgl of
disthrbances within an installation”and the immunity level for an item of equipment tg be
instplled in a safety-related system.

Thel| only practical way to derive appropriate immunity levels seems to be the assessmernt of
the |particular electromagnetic environment in which the safety-related system is intendef to
be ysed and to determine immunity levels by means of technical arguments. The compatifjility
levgls as given in [EC TR 61000-2-5 can be used as basis for deriving the required immunity. ‘

A pgroposalapplying this approach and taking into account the knowledge of EMC jand
fungtionalksafety experts to avoid a worst-case specification in this field is given in Table B.1.
Thel column “Different test—value level for functions of the EUT intended for safety |
applications” gives information on how these test levels are related to the test Ievelzrfor
normal funciions. They are derived by multiplication of the test level for normal funciions
(taken, for example, from IEC 61326-1 for industrial locations) by a certain factor or
alternatively by applying the next test level in the order of test levels as given in the basic
standard under consideration. In both cases, this conclusion on test levels for safety functions
was made on the basis of the levels as described in IEC TR 61000-2-5 in conjunction with |
engineering arguments.
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Table B.1 — Exemplary considerations on electromagnetic phenomena and test levels
with regard to functional safety in industrial applications

No

Phenomena

Basic standard

Different test level
for functions of
the EUT intended
for safety
applications

Comments

Electrostatic
discharge (ESD)

IEC 61000-4-2

Yes
partly next level of
IEC 61000-4-2

Levels shall be applied in accordance with the
environmental conditions described in
IEC 61000-4-2 on parts which may be
accessible by persons other than staff working
in accordance with defined prnr‘ndllrne for the

control of ESD

No

Access to equipment limited to appropriately
trained personnel only

Electromagnetic
field

IEC 61000-4-3

Yes
Factor 2 to 3

An increased level shall be applied in
frequency ranges used for maebile transmittefrs
in general, except when reliable measures are
realized to avoid the use of'such equipment
nearby. ISM frequencies-shall be taken into
account on an individual basis

Burst

IEC 61000-4-4

Yes
Factor 1,5 to 2

Surge

IEC 61000-4-5

Yes
Factor 1 to 2

External protection devices are allowed to
achieve’the‘required immunity

Conducted RF

IEC 61000-4-6

Yes
Factor 3

An increased level shall be applied in
frequency ranges used for mobile transmittefrs
in general, except when reliable measures are
realized to avoid the use of such equipment
nearby. ISM frequencies shall be taken into
account on an individual basis

Power frequency
magnetic field

IEC 61000-4-8

No

Application in accordance with the common
exceptions given in the generic standard

No safety margin in general. A safety margit
may be necessary in an environment as
defined in IEC 61000-6-5 or similar like an
industrial switch yard

Voltage dips

IEC 61000-4-11

No

To be decided case by case (dips,

interruptions, voltage variations). Voltage
variations are considered as functional aspelcts
and not EMC related

Short
interruptions

IEC.61000-4-11

No

To be decided case by case (dips,

interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

Conducted
commah-mode
voltage

IEC 61000-4-16

Yes

Yes, but for short-time power frequency
phenomena only. Limited to the rated voltage of
the power supply

10

Voltage dips

IEC 61000-4-29

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage

rS =i &l £ rH 1 t
variatons-are-considered-asfuretionalaspects

and not EMC related

11

Short
interruptions

IEC 61000-4-29

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

12

Voltage dips

IEC 61000-4-34

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

13

Short
interruptions

IEC 61000-4-34

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related
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Annex C
(informative)

Allowed effects during immunity tests

les C.1 and C.2 give an overview of the allowed effects during immunity tests on the

different functions, i.e., functions intended for safety applications and functions not intended

for
refe

safety applications. The occurrence of eight possible effects is considered. Table C.1
rs to the situation when equipment is concerned and Table C.2 refers to the situation

when looking at the entire safety-related system.

The
duri

se tables present the philosophy used in this document for determining allowed\ effects
hg tests. These effects depend on the following considerations:

ype of function (function intended for safety application or function not intended for safety
pplication); and

ype of test (normal EMC test or EMC safety test).
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL EQUIPMENT FOR MEASUREMENT, CONTROL
AND LABORATORY USE - EMC REQUIREMENTS -

Part 3-1: Immunity requirements for safety-related systems and

(functional safety) — General industrial applications

FOREWORD
1)

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprjsing
national electrotechnical committees (IEC National Committees). The object of\IEC is to proote
imternational co-operation on all questions concerning standardization in the electricalland electronic field$. To
this end and in addition to other activities, IEC publishes International Standards,/Technical Specificat|ons,
echnical Reports, Publicly Available Specifications (PAS) and Guides (héreafter referred to as [|'IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC“National Committee intergsted

the subject dealt with may participate in this preparatory work. International, governmental and |non-
dovernmental organizations liaising with the IEC also participate in this-preparation. IEC collaborates clgsely
ith the International Organization for Standardization (ISO) in acceordance with conditions determinefl by

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internat{onal
consensus of opinion on the relevant subjects since each technical committee has representation from all

interested IEC National Committees.

3) IEC Publications have the form of recommendations for idternational use and are accepted by IEC Nat|onal
Gommittees in that sense. While all reasonable effortshare made to ensure that the technical content off IEC
Hublications is accurate, IEC cannot be held respohsible for the way in which they are used or for| any
n

isinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publicafions
tfansparently to the maximum extent possible in their national and regional publications. Any diverggnce
hetween any IEC Publication and the corresponding national or regional publication shall be clearly indicatgéd in
t

he latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide confofmity
ssessment services and, in somelareas, access to IEC marks of conformity. IEC is not responsible forl any
rvices carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach toNEC or its directors, employees, servants or agents including individual experts| and
embers of its technjcal\committees and IEC National Committees for any personal injury, property damage or
her damage of any-nature whatsoever, whether direct or indirect, or for costs (including legal fees)| and
xpenses arising, out of the publication, use of, or reliance upon, this IEC Publication or any other|IEC
ublications.

8) Attention is~drawn to the Normative references cited in this publication. Use of the referenced publicatiops is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
atent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61326-3-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2008. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

o extension of the frequency range up to 6 GHz for the radio-frequency electromagnetic field
test according to IEC 61000-4-3,

e replacement of the performance criterion FS with DS according to the generic standard
IEC 61000-6-7,

e adding Table 1 — Aspects to be considered during application of performance criterion DS,
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e including immunity tests for devices with current consumption > 16 A according to
IEC 61000-4-34,

e updating Table 8 — Frequency ranges of mobile transmitters and ISM equipment,

e updating Figure A.1 and Figure 1 for better readability.

IEC

The

61326-3-1 is to be read in conjunction with IEC 61326-1.
text of this standard is based on the following documents:
EDIS Report on voting
65A/819/FDIS 65A/825/RVD

Fulllinformation on the voting for the approval of this standard can be found in ithe reporf on
voting indicated in the above table.

Thig publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A ligt of all the parts of the IEC 61326 series, under the general titleyElectrical equipment for
megsurement, control and laboratory use — EMC requirements;, can be found on the |[EC
welsite.

Thel committee has decided that the contents of this puplication will remain unchanged dntil
the |stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e feconfirmed,

e Wwithdrawn,

e feplaced by a revised edition, or

e Bmended.

IMPORTANT - The 'colour jinside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the corrgct
understanding of itsicontents. Users should therefore print this document using a

colour printer.
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INTRODUCTION

Functional safety is that part of the overall safety relating to the equipment under control
(EUC) and the EUC control system which depends on the correct functioning of the electrical
safety-related systems. To achieve this, all items of equipment of the safety-related system
which are involved in the performance of the safety functions must behave in a specified
manner under all relevant conditions.

The IEC basic safety publication for functional safety of electrical/electronic/programmable
electronic safety-related systems is IEC 61508. It sets the overall requirements to achieve
fungtional satety. Suificient immunity {0 electromagnetic disturbances IS one o ose
reqliirements.

The| concept of IEC 61508 distinguishes between the consideration of the application and|the
des|gn of safety-related electrical and electronic systems. The overall safety‘\requiremeénts
spegification specifies all relevant requirements of the intended application, ,as ifollows:

a) definition of the safety functions, based on a risk assessment of the,intended applicaltion
which functions are intended to reduce risk);

b) appropriate safety integrity level (SIL) for each safety-function based on a risk assessnent
pf the intended application;

c) fefinition of the environment in which the system is{intended to work including [the
blectromagnetic environment as required by IEC 61508-2:

The| requirements for each safety function are then-specified in one or more system safety
reqlirements specifications (SSRS). Hence, with regard to immunity against electromagnetic
phepomena, the essential starting point is that the electromagnetic environment and its
phepomena are considered in the SSRS, dsuJrequired by IEC 61508. The safety-related
sysfem intended to implement the specified safety function has to fulfil the SSRS, and, from it,
corfesponding immunity requirements have.to be derived for the items of equipment, which
resdlts in an equipment requirement.specification. With respect to the electromagnetic
envlronment, the SSRS and the equiprment requirement specification should be based gn a
competent assessment of the forese€eable electromagnetic threats in the real environment
ove[ the whole operational life "of the equipment. Hence, immunity requirements for|the
equjpment depend on the characteristics of the electromagnetic environment in which |the
equjpment is intended to be used.

Thel equipment manufacturer, therefore, has to prove that the equipment fulfils the equipment
reqliirement specification and the system integrator must prove that the system fulfils|the
SSRS. Evidencethas to be produced by application of appropriate methods. They do not need
to ¢tonsider any* other aspects of the application, for example, risk of the application
asspciated toyany failure of the safety-related system. The objective is for all equipment in|the
sysfem te—comply with particular performance criteria taking into account functional safety
aspgcts( (for example, the performance criterion DS) up to levels specified in the S$RS
indgpetdent of the required safety integrity level (SIL).

For approaches on how to apply IEC 61326-3 series, see Annex A.

There exists meanwhile the generic EMC standard IEC 61000-6-7 dealing with functional
safety aspects in industrial environments. Generic EMC standards are designed to apply for a
defined electromagnetic environment, to products for which no dedicated product family
EMC/product EMC standards exist. However, for the equipment in the scope of this document,
the information given in the generic EMC standard was considered not to be sufficient. More
detailed information and specifications were needed, for example specific test set-ups,
consideration of the functional earth port or the deliberate differentiation between types of
electromagnetic environments relevant for the equipment in the scope of this document.
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Though historically this product standard was developed several years before the generic
EMC standard, this 2"d edition considers the information given in the generic EMC standard

and applies it where appropriate.
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ELECTRICAL EQUIPMENT FOR MEASUREMENT, CONTROL
AND LABORATORY USE - EMC REQUIREMENTS -

Part 3-1: Immunity requirements for safety-related systems and
for equipment intended to perform safety-related functions
(functional safety) — General industrial applications

1 |Scope

Thig part of IEC 61326 covers all equipment within the scope of IEC 61326-1, but is limited to
sysfems and equipment for industrial applications intended to perform safety\functiony as
defiped in IEC 61508 with SIL 1-3.

The| electromagnetic environments encompassed by this product,.-family standard |are
indystrial, both indoor and outdoor, as described for industrial locatiops in IEC 61000-6-2 or
defined in 3.8 of IEC 61326-1. Equipment and systems intended for use in ofher
elegtromagnetic environments, for example, in the process industry or in environments with
poténtially explosive atmospheres, are excluded from the scope of this document.

Equipment and systems considered as “proven-in-use’ according to IEC 61508 or “prior yise”
accprding to IEC 61511 are excluded from the scope.ofithis document.

Firel alarm systems and security alarm systems intended for protection of buildings |are
excluded from the scope of this document.

2 |Normative references

Thel| following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the ediﬁion
citefl applies. For undated references, the latest edition of the referenced document (includling
anylamendments) applies.

IEC|60050-161, International Electrotechnical Vocabulary — Part 161: Electromagnetic
compatibility (available at <http://www.electropedia.org/)

IEC|61000-4-2:2008, Electromagnetic compatibility (EMC) - Part 4-2: Testing |and
megsurement techniques — Electrostatic discharge immunity test

IEC|61000-4-3:2006, Electromagnetic compatibility (EMC) - Part 4-3: Testing land
measurement techniques — Radlaled, radio-frequency, electromagnetic field immunity test
IEC 61000-4-3:2006/AMD1:2007
IEC 61000-4-3:2006/AMD2:2010

IEC 61000-4-4:2012, Electromagnetic compatibility (EMC) — Part 4-4: Testing and
measurement techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5:2014, Electromagnetic compatibility (EMC) — Part 4-5: Testing and
measurement techniques — Surge immunity test

IEC 61000-4-6:2013, Electromagnetic compatibility (EMC) - Part 4-6: Testing and
measurement techniques — Immunity to conducted disturbances, induced by radio-frequency
fields
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IEC 61000-4-8:2009, Electromagnetic compatibility (EMC) - Part 4-8: Testing and
measurement techniques — Power frequency magnetic field immunity test

IEC 61000-4-11:2004, Electromagnetic compatibility (EMC) - Part 4-11: Testing and
measurement techniques — Voltage dips, short interruptions and voltage variations immunity
tests

IEC 61000-4-16:2015, Electromagnetic compatibility (EMC) - Part 4-16: Testing and
measurement techniques — Test for immunity to conducted, common mode disturbances in
the frequency range 0 Hz to 150 kHz

IEC|61000-4-29:2000, Electromagnetic compatibility (EMC) - Part 4-29: Testing™ [and
megsurement techniques — Voltage dips, short interruptions and voltage variations-on |d.c.
inpyt power port immunity tests

IEC|61000-4-34:2005, Electromagnetic compatibility (EMC) - Part 4:347 Testing [and
megsurement techniques — Voltage dips, short interruptions and voltage, variations immunity
testks for equipment with input current more than 16 A per phase
IEC|61000-4-34:2005/AMD1:2009

IEC|61000-6-2:2016, Electromagnetic compatibility (EMC) — Part 6-2: Generic standards —
Immunity for industrial environments

IEC|61326-1:2012, Electrical equipment for measurement) control and laboratory use — EMC
reqlirements — Part 1: General requirements

IEC|61326-3-2: 1, Electrical equipment for. méasurement, control and laboratory usg -
EMC requirements — Part 3-2: Immunity requirements for safety-related systems and| for
equfpment intended to perform safety-related functions (functional safety) — Indusftrial

appfications with specified electromagnetic environment

IEC|61508-2:2010, Functional safetysof electrical/electronic/programmable electronic safety-
relafed systems — Part 2: Requirements for electrical/electronic/programmable electrpnic
safgty-related systems

3 |Terms, definitions and abbreviations

3.1 Terms and definitions

For|the purposes of this document, the terms and definitions given in IEC 61326-1 [and
IEC|60050-16/1 and the following apply.

ISO|ahd, TEC maintain terminological databases for use in standardization at the following
addkesses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

NOTE Other definitions, not included in IEC 60050-161 and in this document, but nevertheless necessary for the
application of the different tests, are given in the EMC basic publications of the IEC 61000 series.

3.1.1

dangerous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

1 Under preparation. Stage at the time of publication: IEC/DIS 61326-3-2:2016.
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a) prevents a safety function from operating when required (demand mode) or causes a
safety function to fail (continuous mode) such that the EUC is put into a hazardous or

potentially hazardous state; or
b) decreases the probability that the safety function operates correctly when required

[SOURCE: IEC 61508-4:2010, 3.6.7]

3.1.2
equipment
subsystems, apparatus, appliances and other assemblies of products

3.1.
equipment under control
EU

equjpment, machinery, apparatus or plant used for manufacturing, process, cttansportatjion,

medical or other activities

Notel 1 to entry: The EUC control system is separate and distinct from the EUC.

[SOURCE: IEC 61508-4:2010, 3.2.1]

3.1.
fungtional safety

parf of the overall safety relating to the EUC and the EUCcontrol system that depends on
correct functioning of the E/E/PE safety-related systems and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

phygical injury or damage to the health of‘people, or damage to property or the environment

[SOURCE: ISO/IEC Guide 51:2014,)3.1, modified — "physical" has been added]
3.1.
hazjard

potential source of harm

the

Note] 1 to entry: The terim includes short-term or immediate danger (such as from fire or explosion) and long4term
effeqts on health (such as from release of a toxic substance).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — the note to entry has been added]

3.1f7

safe failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) results in the spurious operation of the safety function to put the EUC (or part thereof) into

a safe state or maintain a safe state; or

b) increases the probability of the spurious operation of the safety function to put the EUC (or

part thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010, 3.6.8]
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3.1.8

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

EXAMPLE Examples of safety functions include:

— functions that are required to be carried out as positive actions to avoid hazardous situations (for example
switching off a motor); and

— functions that prevent actions being taken (for example preventing a motor starting).

[SOURCE: IEC 61508-4:2010, 3.5.1]

319
programmable electronic
PE
basgd on computer technology which may be comprised of hardware, software and of ifput
andfor output units

EXAMPLE The following are all programmable electronic devices:

— [nicroprocessors;

— [nicro-controllers;

— programmable controllers;

— fppplication specific integrated circuits (ASICs);

— programmable logic controllers (PLCs);

— pther computer-based devices (for example, smart sensors{ transmitters, actuators).

Notel 1 to entry: This term covers microelectronic devices.based on one or more central processing units (CPUs)
together with associated memories, etc.

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1.110

elegtrical/electronic/programmable electronic
E/E|PE

basgd on electrical (E) and/orelectronic (E) and/or programmable electronic (PE) technology

EXAMPLE Electrical/electronic/programmable electronic devices include
— electro-mechanicaldevices (electrical);

—  polid-state non-programmable electronic devices (electronic);

— electronic _“devices based on computer technology (programmable electronic); see B.2.5
of IEC 61326-1:2012).

Note| 1 tolentry: The term is intended to cover any and all devices or systems operating on electrical principles.

S T Yal IO o400 4. 9040 12 02 49 PUH H <l 4lo £ H 4l 1 P | ot P Y pu |
[ NUL. TV U TUVOTF. LU TV, V.. 1T, TITUUITITU = UIT TTITTCTITIVT 11T 1T Tdol Udoll 1o TTITUUTTICuU

3.1.11

DC distribution network

local DC electricity supply network in the infrastructure of a certain site or building intended
for connection of any type of equipment

Note 1 to entry: Connection to a local or remote battery is not regarded as a DC distribution network if such a link
comprises the power supply for only a single piece of equipment.

3.1.12
safety-related system
designated system that both
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e implements the required safety functions necessary to achieve or maintain a safe state for
the EUC; and

e is intended to achieve, on its own or with other E/E/PE safety-related systems and other
risk reduction measures, the necessary safety integrity for the required safety functions

Note 1 to entry: A safety-related system includes all the hardware, software and supporting services (for example,
power supplies) necessary to carry out the specified safety function (sensors, other input devices, final elements
(actuators) and other output devices are therefore included in the safety-related system).

[SOURCE: IEC 61508-4:2010, 3.4.1, modified — notes 1, 2, 3, 4, 5 and 7 have been removed]

SIL
disd
whe

levd

Note
IEC

Note
func

Note]
The
pote

[SO
bee

for

fety

re safety integrity level 4 has theé’ highest level of safety integrity and safety inte
I 1 has the lowest

1 to entry: The target failurelneasures for the four safety integrity levels are specified in Tables 2 and
51508-1:2010.

2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the s
ions to be allocated to\the E/E/PE safety-related systems.

3 to entry: A gafety integrity level (SIL) is not a property of a system, subsystem, element or compo
correct interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the systg
htially capable~of supporting safety functions with a safety integrity level up to n.

URCETTEC 61508-4:2010, 3.5.8, modified — the reference to 3.5.17 of IEC 61508-1
h removed and its date of publication added]

rete level (one out of a possible four); corresponding to a range of safety integrity vall;es,

rity

3 of

hfety

hent.
m is

has

3.2 Abbreviations
AE auxiliary equipment
DS defined state

E/E/PE electrical/electronic/programmable electronic

EUC equipment under control

EUT equipment under test

ISM industrial, scientific and medical
PE protective earth
SIL safety integrity level

SSRS system safety requirements specification
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General

In addition to the requirements in |IEC 61326-1, this standard specifies requirements for
systems and equipment for industrial applications intended to perform safety functions
according to IEC 61508. These requirements do not apply to the non-safety-related functions
of the equipment or systems.

NOTE The overall design process and the necessary design features to achieve functional safety of electrical and
electronic systems are defined in IEC 61508. This includes requirements for design features that make the system

toler

ant (IEC 61508-2:2010, 7.4.7.1) of electromagnetic disturbances.

Thefimmunity requirements in IEC 61326-1 have been selected to ensure an adequate level of

immunity for equipment used in non-safety-related applications, but the required immu
levgls do not cover extreme cases that may occur at any location but with an extremely

pro

Increased immunity test levels compared to IEC 61326-1 are defined as a systematic meag

inte

is not necessary to take into account the effect of electromagnetic “phenomena in
htification of hardware safety integrity, for example, probabiljty) of failure on demand.
Increased immunity test levels are defined where necessary.

qua

Increased immunity test levels are related to functional sdfety aspects only; they are

app
test
for

limi

conpliance with this standard.

5

5.1

An

elements given in 5.2 to 5.6.

If apy tests are deemed unnecessary to prove compliance with this standard, the rationale

not

5.2

The| instructions for testing immunity in case of safety-functions shall be detailed

una
sha

ability of occurrence.

hded to avoid dangerous failures caused by electromagnetic phenomena.” Consequent

icable for the assessment of reliability and availability aspects. The increased immu
levels apply only to the safety-related functions having a specific performance crite
functional safety (performance criterion DS). Thelihcreased immunity test levels set
s for the maximum test values. Further testsywith higher values are not required

EMC test plan

General

EMC test plan shall be established prior to testing. It shall contain as a minimum

performing those tests shall be documented in the EMC test plan.

Instruction for testing

mbigueus. Hence all relevant details when performing such a series of immunity t
| beldescribed in the test plan. Such a test plan shall contain at least information abou

nity
low
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y, it
the

not
nity
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nputand output ports Tetevant for immunity testing,
configuration of the EUT including any necessary auxiliary and monitoring equipment,
operation mode of safety functions,

levels for the immunity test,

specified performance criteria including the defined state(s),

monitoring of the behaviour of the EUT,

assessment of the reaction of the EUT against the manufacturers’ specified performance

criteria.
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5.3 Configuration of EUT during testing
5.3.1 General

Measurement, control and laboratory equipment often consists of systems with no fixed
configuration. The kind, number and installation of different subassemblies within the equip-
ment may vary from system to system.

To simulate EMC conditions realistically, the equipment assembly shall represent a typical
installation as specified by the manufacturer. EMC tests shall be carried out as type tests
under normal conditions as specified by the manufacturer.

In slome cases auxiliary set-ups are necessary to monitor the proper operation of the_safety
fungtion when electromagnetic disturbances act on the EUT.

5.3.2 Composition of EUT

All devices, racks, modules, boards, etc. which are potentially relevant todEMC and belonging
to the EUT shall be documented. The rationale for the composition agf~the EUT selected for
testjng shall be documented in the EMC test plan.

5.33 Assembly of EUT

If af EUT has a variety of internal or external configurations,\the type tests shall be made with
the I[most susceptible configuration, as expected by the(manufacturer. All types of modules
shall be tested at least once. The rationale for this selection shall be documented in the HMC
test|plan. The possibility of any electromagnetic interactions between items of equipment ghall
be faken into account when building up the most susceptible configuration. The rationalq for
the pssembly selected for testing shall be documented in the EMC test plan.

5.3.4 1/0 ports

Where there are multiple I/O ports all-of the same type and function, connecting a cablge to
just/one of those ports is sufficient, provided that it can be shown that the additional cables
woyld not affect the results significantly. The rationale for this selection shall be documented
in the EMC test plan.

5.3.5 Auxiliary equipment (AE)

When a variety of items of AE is provided for use with the EUT, at least one of each typg of
item of AE shallibe’selected to simulate actual operating conditions. AE may be simulated.
Any| software used by AE shall be documented sufficiently to allow repeating the test.

It is strongly recommended that the AE used is not susceptible to electromagnetic
disthrbances, such as for example mechanical equipment, to ease detection and assessment
of the\wréaction of the EUT. nr

5.3.6 Cabling and earthing (grounding)

The cables and earth (ground) shall be connected to the EUT in accordance with the
manufacturer's specifications. There shall be no additional earth connections.

5.4 Operation conditions of EUT during testing
5.4.1 Operation modes

A selection of representative operation modes shall be made, taking into account that not all
functions, but only the most typical functions of the equipment can be tested. The estimated
worst-case operating modes within the specification of the equipment for the intended
application shall be selected.
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NOTE Worst-case operating mode is for example the most susceptible mode of operation.
5.4.2 Environmental conditions

The tests shall be carried out within the manufacturer’s specified environmental operating
range (for example, ambient temperature, humidity, atmospheric pressure), and within the
rated ranges of supply voltage and frequency, except where the test requirements state
otherwise.

5.4.3 EUT software during test

The[softwareused—for exercisingthe—setectedmodes—of operation statt—bedocumented
suffjciently to allow repeating the test.

5.5| Specification of performance criteria

Performance criteria for each port and test shall be specified, where possible,|as quantitdtive
valyes.

5.6| Test description

Each test to be applied shall be specified in the EMC test plan.(fihe description of the tgsts,
the [test methods, the characteristics of the tests, and the test set-ups are given in the basic
standards, which are referred to in Table 1. The contents ¢f/these basic standards need|not
be reproduced in the test plan; however, additional information needed for the pracfical
implementation of the tests is given in this standard. In some cases, the EMC test plan ghall
spegify the application in detail.

NOTE Not all known disturbance phenomena have been specified for testing purposes in this standard, but|only
those which are considered as critical. For further information, see Annex B.

6 |Performance criteria

6.1 Performance criterion DS

Performance criteria are used to-describe and to assess the reaction of the equipment under
test| when being exposed Ao €lectromagnetic phenomena. With regard to functional safety
purposes, a particular performance criterion DS shall be applied. Performance criterion DS is
as fpllows.

a) [The functions of the EUT intended for use in safety applications

1) are not.affected outside their specification, or

P) may(beaffected temporarily or permanently (even by destruction of components), if|the
EUTreacts to a disturbance in a way that a detectable and defined state(s) of the EUT
is-(are)

A maintained —or
HaHaHea—ot

7

ii) achieved within a stated time.

b) The functions not intended for use in safety applications may be disturbed temporarily or
permanently.

NOTE 1 It is possible for the defined state to be outside normal operating limits.
NOTE 2 Edition 1 of this standard used the abbreviation FS for that performance criterion. According to the basic

standard IEC 61000-1-2 and generic standard IEC 61000-6-7, the abbreviation DS is used now without having
changed the technical content.
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6.2 Application of the performance criterion DS

The performance criterion DS is applicable only for functions of the EUT intended for safety
applications. It is relevant for any phenomenon. There is no differentiation required between
continuous and transient electromagnetic phenomena.

Equipment performing or intended to perform functions intended for safety applications or
parts of such functions shall behave in a specified manner as defined by performance
criterion DS. The specified behaviour of a safety-related system is intended to achieve or
maintain safe conditions of the equipment and the related equipment under control. To
achieve this, safety functions shall be checked before. during and after the immunity test.

Where an item of equipment or a system performs both functions intended for. safety
applications and functions not intended for safety applications, the requirements faor functipnal
safgty apply in context with the functions intended for safety applications only.

The| necessity to assess safety functions according to the performance criterion DS calls fpr a
pre¢ise monitoring of the technical state of the EUT. To that end, performance criterion|DS
sha|l be stated unambiguously. In many cases, specific auxiliary equipment will be necesgary
to ynambiguously identify and monitor the correct operation of the” safety function under
conkideration. It shall be ensured that such auxiliary equipment does not affect the behavjour
of the EUT during immunity tests.

6.3| Aspects to be considered during application of performance criterion DS

If ap EUT reacts to a disturbance by going to the defined state, it shall be verified that [this
achlevement of the defined state is not only an occasional result, but that this behavioyr is
repfjoducible. To verify the reproducibility, the rules defined in Table 1 shall be applied on|the
application of performance criterion DS.

Table 1 — Reaction of EUT during test

Test Reaction of EUT during test How to continue with testing
Trgnsient 2 The EUT goes to a defined state and The EUT shall be brought back to normal operation
an interaction of the“user is needed to and the test shall be repeated 3 times with this test
continue operation. level and polarity and the EUT shall react in a way

that complies with performance criterion DS each
time. In this case, the test shall be continued with the
next test level or polarity according to the basic
standard.

The EUT goes to a defined state and The EUT shall be replaced or repaired and the test
is-permanently damaged. shall be repeated 3 times with this test level and
polarity and the EUT shall react in a way that
complies with performance criterion DS each time. |n
this case, the test shall be continued with the next
test level or polarity according to the basic standard.

Continuous ® | The EUT goes to a defined state at a The EUT shall be re-tested 3 times at that frequency
certain test frequency as described and the EUT shall react in a way that complies with
under a) 2) in 6.1. performance criterion DS each time.

If the EUT reacts each time in the same way, the
subsequent frequencies may be tested only one time
per frequency.

8 Tests according IEC 61000-4-2, IEC 61000-4-4, IEC 61000-4-5, IEC 61000-4-11, IEC 61000-4-29,
IEC 61000-4-34.

b Tests according IEC 61000-4-3, IEC 61000-4-6, IEC 61000-4-8, IEC 61000-4-16.
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Immunity requirements

Table 2 to Table 7 give immunity test requirements additional to those given in IEC 61326-1.
Table 10 gives an overview of the allowed effects of electromagnetic disturbances on
functions intended for safety applications and functions not intended for safety applications.

NOTE Some of the test values in Table 2 to Table 7 are less stringent than the values given in the generic EMC
standard IEC 61000-6-7. According to IEC Guide 107, where a product family/product EMC standard specifies less
stringent test values/levels for a phenomenon or if a phenomenon is only partially covered (e.g. the product
family/product EMC standard only covers a subset of the recommended frequency range), either a justification or a
reference to the relevant requirement in another EMC standard shall be given in the product family/product EMC

stan
deri

So

equ
mor
leve

regarding immunity against electromagnetic disturbances, it is required to perform immuy

ed and which requirements have been proven in practice.

e of the electromagnetic phenomena listed in Table 1 may relate to an operating stat
pment in a statistical way only, for example, the instant of an impulse with respect to
nentary state of a digital circuit or a digital signal transmission. In order.foyincrease
| of confidence for safety-related systems and equipment intended for higher

vere

e of
the
the
SIL
nity

testp against such electromagnetic phenomena with a larger number of impulses comparef to
the [test performance requirements of the corresponding basic EMQC standards. This car be
dong by using a longer test time or by applying more test impulses)(see text in Table 1).
Table 2 — Immunity test requirements — Enclosure port
Phenomenon Basic standard Tests for functions intended for safe_ty a_pplications
Test value — Performance criterion
1.1 || Electrostatic discharge IEC 61000-4-2 £ 6 kV contactdischarge 2 P DS
(ESD) NN b
+ 8 kV aindischarge &
1.2 | Electromagnetic field IEC 61000-4-3 |20 V/m (80 MHz to 1 GHz, 1 kHz (80 % AM)) ¢ DS
40.V/m (1,4 GHz to 2 GHz, 1 kHz (80 % AM)) ¢
3 V/m (2,0 GHz to 6,0 GHz, 1 kHz (80 % AM)) ¢
1.3 | Rated power frequency IEC 61000-4+8 30 A/m ¢ DS
magnetic field
a8 These values shall be applied in agcordance with the environmental conditions described in IEC 61000-4-2 on
barts which may be accessible:by persons other than staff working in accordance with defined procedureg for
he control of ESD but not to/€quipment where access is limited to appropriately trained personnel only.
b For equipment intended o’be used in SIL 3 applications, the number of discharges at the highest level ghall
be increased by a factor.of 3 compared to the number as given in the basic standard.
¢ ['hese test valuessshall be applied in frequency ranges as given in Table 8. ISM frequencies shall be tgken

nto account on an‘individual basis.

Applicable aonly'to equipment containing devices susceptible to magnetic fields.
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Tests for functions intended for safety applications

Phenomenon Basic standard Test value — Performance criterion
2.1 |Burst IEC 61000-4-4 3 kV (5/50 ns, 5 kHz) @ DS
2.2 | Surge IEC 61000-4-5 2 kV (line to line) ¢ DS
4 kV (line to ground) ® ¢

2.3 | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) ¢ DS

2.4 |Voltage dips IEC 61000-4-11 0 % durina 1 cvcle DS
or 40 % during 10/12 cycles © Eg
IEC 61000-4-34 70 % during 25/30 cycles ©

2.5| [Short interruptions IEC 61000-4-11 0 % during 250/300 cycles © 0s
or
IEC 61000-4-34

2.6 Conducted common- | IEC 61000-4-16 1V to 10 V, 20 dB/Decade (1,5'kHz to 15 kHz) Os

mode voltage

10 V (15 kHz to 150 kHz)

bnd 250/300 cycles).

For equipment intended to be used in SIL 3 applications, the duration of-the’test at the highest level shall be
ncreased by a factor of 5 compared to the duration as given in the basic.standard.

For equipment intended to be used in SIL 3 applications, the number of pulses at the highest level shall be
ncreased by a factor of 3 compared to the number as given in the basic standard.

The required immunity level can be achieved through the use™ofiexternal protection devices. Any devices ysed
bnd their installation requirements shall be specified in the"user documentation.

These test values shall be applied in frequency ranges’as given in Table 9. ISM frequencies have to be tgken
nto account on an individual basis.

10/12 cycles” means “10 cycles for 50 Hz test*and “12 cycles for 60 Hz test” (and similarly for 25/30 cyfles
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Table 4 — Immunity test requirements — Input and output DC power ports

Tests for functions intended for safety applications

Phenomenon Basic standard Test value — Performance criterion
3.1 |Burst IEC 61000-4-4 3 kV (5/50 ns, 5 kHz) @ DS
3.2 | Surge IEC 61000-4-5 1 kV (line to line) ¢ DS
2 kV (line to ground) b ¢
3.3 | Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) ¢ DS
3.4 Conducted common |IEC 61000-4-16 1V to 10V, 20 dB/Decade (1,5 kHz to 15 kHz) DS
mode voltage 10 V (15 kHz to 150 kHz)
10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)
100 V short duration (1 s, DC, 16 2/3 Hz and 50/60 Hz)
3.5| [Voltage dips IEC 61000-4-29 40 % Uy for 10 ms 0s
3.6 | | Short interruptions IEC 61000-4-29 0 % U, for 20 ms 0s
DC [connections between parts of equipment/system which are not connected to a.DC distribution network|are

treated as 1/O signal/control ports (see Tables 5 and 6).

a

For equipment intended to be used in SIL 3 applications, the duration of theytest at the highest level shall be
ncreased by a factor of 5 compared to the duration as given in the basi¢'standard.

For equipment intended to be used in SIL 3 applications, the number of pulses at the highest level shal] be
ncreased by a factor of 3 compared to the number as given in the basic standard.

[he required immunity level can be achieved through the use @frexternal protection devices. Any devices Ysed
hnd their installation requirements shall be specified in the User'documentation.

d Tlhese test values shall be applied in frequency ranges.as given in Table 9 used for mobile transmitters in

deneral. ISM frequencies shall be taken into account on“an individual basis.

Table 5 — Immunity test requirements — 1/O signal/control ports

Tests for functions intended for safety applications

Phenomenon Basic staggard Test value — Performance criterion
4.1| |Burst IEC_61000-4-4 2 kV (5/50 ns, 5 kHz) @ P 0s
4.2| | Surge IEC 61000-4-5 2 kV (line to ground) ¢ © 0s
4.3| |Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM))f 0s
4.4 Conducted commoén |IEC 61000-4-16 1Vto 10 V, 20 dB/Decade (1,5 kHz to 15 kHz) Os

de voltage %+ 9
mode Voraeg 10 V (15 kHz to 150 kHz)

10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)
100 V short duration (1 s, DC, 16 2/3 Hz and 50/60 Hz)

Dnly“in case of lines >3 m.

For equipment intended to be used in SIL 3 applications, the duration of the test at the highest level shall be
increased by a factor of 5 compared to the duration as given in the basic standard.

Only in case of long-distance lines (see 3.10 of IEC 61326-1:2012).

For equipment intended to be used in SIL 3 applications, the number of pulses at the highest level shall be
increased by a factor of 3 compared to the number as given in the basic standard.

The required immunity level can be achieved through the use of external protection devices. Any devices used
and their installation requirements shall be specified in the user documentation.

These test values shall be applied in frequency ranges as given in Table 9 used for mobile transmitters in
general. ISM frequencies shall be taken into account on an individual basis.

Only in case of earthed systems or equipment, respectively.
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Table 6 — Immunity test requirements — I/0 signal/control ports
connected direct to power supply networks

017

Phenomenon | Basic standard | TSt fOr R ons I nce criterion
5.1 Burst IEC 61000-4-4 3 kV (5/50 ns, 5 kHz) @ DS
5.2 |[Surge IEC 61000-4-5 2 kV (line to line) b ¢ d DS
4 kV (line to ground) P ¢ d
5.3 Conducted RF IEC 61000-4-6 10 V (150 kHz to 80 MHz, 1 kHz (80 % AM)) © DS
5.4 Conducted common |IEC 61000-4-16 1Vto 10 V, 20 dB/Decade (1,5 kHz to 15 kHz) Os
mode voltage 10 V (15 kHz to 150 kHz)
10 V (DC, 16 2/3 Hz, 50/60 Hz and 150/180 Hz)
100 V short duration (1 s, DC, 16 2/3 Hz and 50/60 Hz)

For equipment intended to be used in SIL 3 applications, the duration of the test at the'highest level shall
ncreased by a factor of 5 compared to the duration as given in the basic standard.

For equipment intended to be used in SIL 3 applications, the number of pulses-at the highest level shal
ncreased by a factor of 3 compared to the number as given in the basic standand.

[he required immunity level can be achieved through the use of external pnotection devices. Any devices |
hnd their installation requirements shall be specified in the user documentation.

he coupling network AC/DC power lines shall be used.

peneral. ISM frequencies shall be taken into account on an individual basis.

be

be

sed

[hese test values shall be applied in frequency ranges as given~in Table 9 used for mobile transmitters in

Table 7 — Immunity test requirements — Functional earth port

Basic Tests for functions intended for safety applications
Phenomenon N
standard Test value — Performance criterion
6.1 Burst IEC 61000-4:4“ 2 kV (5/50 ns, 5 kHz)?@ 0s

For equipment intended to be used in SIL 3 applications, the duration of the test at the highest level shal
ncreased by a factor of 5 compared to the duration as given in the basic standard.

be
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Table 8 — Frequency ranges of mobile transmitters
and ISM equipment for tests with electromagnetic fields

fre::E::\cy For information only fre;]rsz:wy For information only
range Frequency range range Frequency range
MHz MHz Service MHz MHz Service
84,000 83,996 — 84,004 ISM 1428 -2 700 1476 -1 511 3.9G/LTE
ISM (UK only) continued 1525 -1 559
137 - 174 137 - 174 Mobile & SRD 1627 — 1661
151,820 — 151,860 MURS T/710-1T7385
154,570 — 154,600 | MURS 1710-1785 GSM
167,992 — 168,008 | ISM UK only 3G/UMTS
219,50p 219 - 220 AMATEUR 3G/FOMA
380 — 400 380 - 400 TETRA 3G/HSPA
420 — 470 420 — 470 AMATEUR 1805 -1 880 GSM
433,05 — 434,79 ISM 3G/UMTS
(Region 1 3G/FOMA
only)
450 — 470 4G/LTE-A 3G/HSPA
698 — 960 698 — 894 3G/UMTS 3.9G/LTE
3.9G/LTE 1900 -2 025 3G/UMTS
746 — 845 TETRA 3G/FOMA
825 — 845 TETRA 3.9G/LTE
830 — 840 3G/FOMA 2110 -2 200 3G/UMTS
860 — 915 3.9G/LTE 3G/FOMA
870 — 876 TETRA 3.9G/LTE
860 — 960 RFID 2 300 -2 450 AMATEUR
886 — 906 ISM 2400 -2 500 ISM
(UK only) 2 300 -2 400 4G/LTE-A
880 — 915 GSM 3.9G/LTE
3G/HFOMA 2 500 - 2 690 3.9G/LTE
3G/HSPA 3300-3600 | 3300-3500 AMATEUR
915 — 921 NADC 3400 - 3 600 4G/LTE-A
902 - 928 ISM 5150-5925 | 5150 -5 350 HIPERLAN
g’z‘fy%"on 2 54705725 HIPERLAN
925960 GSM 5650 — 5925 AMATEUR
3G/HSPA 5725 -5 875 ISM
1240 +1 300 1240 -1 300 AMATEUR 5795 -5 815 RTTT
1428 + 24700 1428 — 1496 3.9G/LTE
ISHSPA
3.9G/LTE

For those frequency bands where a single test frequency is indicated in the test frequency range column, the test shall
be performed at that frequency only. If a frequency range is indicated in the test frequency range column, that
frequency range shall be stepped through with a step size not larger than 1 % of the actual frequency.

NOTE 1 For the tests, the modulation scheme as given in the basic standard is applied. Other modulation parameters
are possible.

NOTE 2 For more information about frequency allocation per region, see IEC 61000-2-5 or ITU publications.
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Table 9 — Frequency ranges of mobile transmitters and
ISM equipment for the conducted RF tests
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performed in a practical way by means of the various basic standards as given in Tables
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fund
pro

the
of
doc

WhIther or not a disturbed function will become dangerous is unknown because it depends

For information only
Test frequency F Purpose
requency range

MHz MHz

3,39 3,370 - 3,410 ISM Netherlands only
6,780 6,765 — 6,795 ISM
13,560 13,553 — 13,567 ISM
40,680 40,66 — 40,70 ISM/SRD

Test set-up and test philosophy for EUTs with functions intended-for safef
applications

Testing of safety-related systems and equipment intended to-be used in safety
related systems

hfety-related system may comprise a complex and extendéd installation and may alsg
up in various physical arrangements. Immunity testing{of such systems can hardly

ence, corresponding immunity tests shall be carried out preferably on equipment leve
Cribed in 8.2.

ase of physically small safety-related systéms, corresponding immunity tests can
ied to entire safety-related system which is described in 8.3. If an alternative
bsophy is used, this shall be described™in the EMC test plan and a rationale for its
n.

Test philosophy for equipment intended for use in safety-related systems

n though functional safety-requires the correct functioning of the complete system,
mple, comprising sensers; logic solver and actuators, it is possible to test its dev
vidually. The individual~devices intended to be used for implementation into a saf

tion and the allowed behaviour in case of failure. The objective of the immunity tests i
e that the specification is fulfilled for the considered electromagnetic phenomena.

uture_application in a safety-related system. Therefore the test has to show the behav
he EUT. Deviations from the undisturbed functions shall be detectable and shall
Liménted in the test report.
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The performance criterion DS places additional requirements on the equipment that is
intended for use in safety-related applications. In this case, the normal performance criteria
within their associated limits and the performance criterion DS both apply. The normal
performance criteria within their associated limits and the performance criterion DS are
considered separately. The general approach of applying performance criteria for the different
types of functions is shown in Table 10.
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Table 10 — Applicable performance criteria and observed behaviour during test for

equipment intended for use in safety-related systems

Function intended for safety application

Function not intended for safety application

Normal EMC test

EMC safety test

Normal EMC test

EMC safety test

Performance criteria
according to the relevant

Performance criteria

Performance criteria
according to the relevant

Don’t care

product standard DS product standard
- A, or - A, or
- B + observed - B, or
deviation +
recovery time to
be documented,
or
- C + observed - C
behaviour,
detectable and
documented
NOTE 1 The description of the performance criteria A, B and C is given in IEC 61326-1.
NOTE 2 For more detailed information about allowed effects during immunity testing, see Tables C.1 and C.3.
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reqlirements for functional) 'safety are considered separately. Table B.2 illustrates
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Test philosophy for safety-related systems

EUT shall be monitored during test to show that\its functionality is in compliance with

applied test.

a safety-related system its intended functions and possible safe states are specified.
of the immunity tests is to show whether the system as a whole behaves as specifieq
manufacturer and as required by the performance criterion DS (see Clause 6).

ems. The normal performiance criteria within their associated limits and the functi

ication of the relevant.performance criteria by showing examples of allowable effects
pecific electromagietic phenomena.

Test configuration and test performance
re 1 shows a typical configuration of a test set-up for equipment intended for use

immunity tests apply to the considered equipment only. Other devices used to run

EUT

[ dufing test are separated from any electromagnetic influences. Figure 1 is also valid

safety-related system can be tested as an entire system.

this
dard. This monitoring system shall not be affected by electromagnetic disturbances from

The

by

performance criteria for functional safety place additional requirements on safety-related
bnal

the

due

na
ty-related system tested as stand-alone equipment or entire system. In this configurafion,

the
if a

Figure 2 shows a typical configuration of a test set-up for equipment intended for use in a
safety-related system when tested as part of a representative safety related system. In this
configuration, the immunity tests apply to the equipment considered. Other devices used to

run

the EUT during test are separated from any electromagnetic influences.

If the EUT is not an entire safety-related system, then the ports of the EUT should be
connected to other elements simulating the safety system (sensors/logic elements/actuators)

or o

ther loads simulating the characteristics of actual elements.
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The EUT shall cooperate with the devices of a safety system, which are necessary for the
function of the EUT and for performing the specified function of the EUT intended for safety
applications.

In cases of combinations of equipment running with safety logic solver software according to
IEC 61508, corresponding immunity tests shall be applied to at least one typical combination
as long as a proof of immunity for other combinations can be provided through appropriate
analytical evidence.

The AE which are necessary for the function of the EUT and for performing the function
inte IdUd fUI cafct_y app:;bat;uno oha“ bU |||uu||tcd ;II d VVU:: plUtUbtUd C:Cbtlulllaul etiC
env|ronment (see Figure 1). During the test, these AE shall not be affected by electromagnetic
disthrbances.

Relg¢vant 1/O ports of the EUT shall be connected with the appropriate ports of-the devicefs of
the | safety-related system, which are necessary for the function of the EUT and or| for
performing the function intended for safety applications.

Cables and I/O ports of the EUT that are not used shall be terminated as specified by|the
marnufacturer.

Only cables specified by the manufacturer of the EUT or the'safety system shall be usefd in
the fest set-up.

If sfandardized test methods are available for communication links used for safety functions
then it is strongly recommended that they are used{(for example, for field bus communications
refer to IEC 61784-3).

The| safety functions of the safety related.system shall be tested one after the other anf in
spegified combinations. Immunity tests are“carried out in the static mode of a safety functjion,
e.g.|a safety function is activated and then the test is performed.

Imnunity tests are not requiredto be applied during the instances of activating or [de-
actiyating safety functions, but-these may be added to the test plan by the manufacturer.

8.5| Monitoring

If af all possible, the{monitoring system shall not influence the behaviour of the EUT. If th{s is
not [possible, the extent of influence shall be documented. Under no circumstances shall{the
safgty-related functions of the EUT be affected by the monitoring system.

The|l monitoring system shall observe, if applicable:

o theéldata communication between the EUT and the devices which are necessary for|the

i £ 4l | il I o £ £ H o £ i H S ol ol £ fot IH FH
urictiiur ur uaic LU'T airfu 1O JCTTTUTTITITTY TS TUTiotiuTT T TiuTu TUT odiTly dpyprivativlrio, arl

e the status of the outputs whose functions are intended for safety applications.
9 Test results and test report

The test results shall be documented in a comprehensive test report with sufficient detail to
provide for test repeatability.

The test report shall contain the following minimum information:

— EUT description;
— the items specified in the test plan;
— test data and results;
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— test equipment and set-up;
— the behaviour observed during the test.

[_ .................
A l M
I
I
v
r o
of |
T I
S |
G 1 | X
Key
EUT: safety related system under test
grounding point for shielded cable(s) (if required by the manufacturer)
D decoupling network(s) at the interface between the{EUT and the electromagnetically decoypled
environment
E EUT grounding point (if required by the manufacturer)
G ground plane
M monitoring system
P shielded monitoring cable(s) (any necessary, and all safety-related, functions)
K insulated support
T EUT port terminations (grounded if required by the manufacturer)
U unshielded monitoring cable(s) (any necessary, and all safety-related, functions)
X electromagneticallydecoupled environment

Figure 1 — Typical'test set-up for equipment intended for use in safety-related system,
tested as stand-alone equipment or entire system



https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

Key

o o W >

X c 4 o X T Z o m

- 26 - IEC 61326-3-1:2017 © IEC 2

017

EUT: part of the safety-related system under test
part of the safety-related system not under test, and auxiliary devices
grounding point for shielded cable (if required by the manufacturer)

decoupling network(s) at the interface between the ™ EUT and the electromagneti
decoupled environment

EUT grounding point (if required by the manufacturer)

ground plane

monitoring system

shielded monitoring cable(s) (for any necessary functions as well as for all safety-related functions)
insulated support

safety-related system output — monitored

EUT port terminations (grounded if required by the manufacturer)

unshielded monitoring cables (any necessary, and all safety-related, functions)

electromagnetically decoupled environment

cally

Figure 2 — Typical-test set-up for equipment intended for use in a safety-related system

integrated into a representative safety-related system during test



https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

IEC 61326-3-1:2017 © IEC 2017 - 27 -

Annex A
(informative)

Approaches on how to apply IEC 61326-3 series

There are basically two approaches on how to deal with the electromagnetic environments
and to conclude on immunity requirements.

a) To consider a general electromagnetic environment with no specific restrictions, for

example, an industrial environment, and to take into account all the electromagnetic
bhenomena that can occur as well as their maximum amplitudes when deriLing
pppropriate immunity levels for the system and the equipment. This approach has been
Ised to determine the levels specified within this document leading to increasedmmynity
evels for some electromagnetic phenomena compared to immunity levels\which |are
Herived without functional safety considerations.

b) o control the electromagnetic environment, for example, by the appligation of particular
nstallation and mitigation practices, in such a way that electromagnetic phenomena fand
heir amplitudes could occur only to a certain extent. These phenomena and restri¢ted
amplitudes are then taken into account by appropriate immunity'levels. These levels|are
hot necessarily higher than those derived without functional safety considerations becguse
t is ensured by corresponding means that higher amplitudes’are not normally expected.
This approach is considered in IEC 61326-3-2.

Applying approach (a) with regard to a general industriah environment requires approprjate
knowledge of the electromagnetic phenomena and thé,amplitudes to be expected there.|For
this| purpose, the electromagnetic environment data\of IEC 61000-2-5 are to be used, which
givds information about electromagnetic phenoména to be expected and describes their
amplitudes in terms of compatibility levels. Sinee they can be considered as disturbance
levgls at which an acceptable electromagnetic compatibility should exist, these levels |are
usefl as the basis for normal immunity requirements as given in non-safety-related standards
such as IEC 61326-1, IEC 61326-2-X or,. the generic standard IEC 61000-6-2. This nonmal
approach applied to achieve electromagnetic compatibility is based on a technical/econonjical
conmpromise allowing a certain amount of harmful interference cases. This approach,
however, is not sufficient in thexéase of safety-related systems and the equipment usef in
them. Immunity levels have tolbe determined, which take into account all electromagnetic
phepomena and the maximum levels to be expected in the electromagnetic environment
under consideration and hence, for many electromagnetic phenomena, these levels |are
increased compared to the'normal ones.

Follpwing approach (a), this document gives specific electromagnetic immunity requirements
that| apply to safety-related systems and equipment intended to be used in safety-related
sysfems. Thése' requirements supplement certain requirements of IEC 61326-1, and |the
seldcted electromagnetic phenomena and defined immunity test levels are expected to match
with thecenvironmental conditions of most industrial applications.

L L 4 4l " 1 1l IR el S a Y WaVa [T e S a
Th COINMcIiatiorn Uciwccclil Ul sSidliudius 1TEU U lTo4 L=\

=4
IEC 61326-3-2 is described in the diagram of Figure A.1.

326=3=t—and

The increased specified test levels in this document are derived from the highest levels to be
expected in the environment of most industrial applications. These increased test levels are
related to the electromagnetic environment (that can occur). They cannot be related in an
analytical way to the SIL required for the safety-related system because there is no practically
provable relationship between test level and probability of failure during use. The influences
of electromagnetic phenomena are considered as systematic effects and by their nature often
result in common cause events.
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Design features of equipment shall take into account the required SIL and shall be designed
to avoid dangerous systematic failures. Sufficient immunity against electromagnetic
disturbances can only be ensured by design, mitigation and construction techniques which
take into account electromagnetic aspects, which, however, are not within the scope of this
document.

It is therefore recommended that the approach to achieve the capability for the required SIL
should be through the adoption of design features on the one hand and through appropriate
test performance parameters in order to increase the level of confidence in the test results on
the other.
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Is intended
for use in a specified
electromagnetic
environment ?

NO
<

YES

FAIL

l

A 4

Test functions
against performance criteria,
under electromagnetic test
values according to
IEC 61326-1 and/or

IEC 61326-2-x

Result:
EMC tests ?

PASS

NO|
inte

I suitable for its
hded application

Is intended for use
in a safety-related
application ?
See Clause 1

NO

v

Suitable for its intended
application and environment

A _a

|

Approach (A)
Test safety functions
against performance criteria
under electromagnetic test
values according to
IEC 61326-3-1

Result:

Approach (B)
Test safety functiong

against performance criferia

under electromagnetic fest
values'according to
IEC\61826-3-2 (and
IEC 61326-3-1 Table 10)

Result:

EMC for safety EMC for safety
tests ? tests ?
FAIL

PASS
PASS
NOT suitable for its
intended application
A 4 A 4

Suitable for its intended
safety-related application
in general industrial
environments

o

Suitable for its intendg
safety-related applicatipn
in specified industria
electromagnetic
environments

NOTE This flowchart is not intended to give requirements about the sequence of test.

Figure A.1 — Correlation between the standards
IEC 61326-1, IEC 61326-2-x, IEC 61326-3-1 and IEC 61326-3-2
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Annex B
(informative)

Evaluation of electromagnetic phenomena

017

The relationship between EMC and safety requires due consideration, particularly because
the consequences of safety failures can be serious. EMC requirements for safety-related
equipment and systems can only be based on extensive discussions between the parties
involved. Some IEC standards or technical specifications and reports like IEC 61508 and
IEC 61000-1-2 deal with EMC and functional safety aspects but both of them refer to
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Adjacent to it a curve is shown which represents the immunity behaviour of equipment ag4i
tromagnetic disturbances. Immunity\levels are normally given as discrete quantit%teive
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Figure B.1 — Emission/immunity levels and compatibility level, with an example of
mission/immunity levels for a single emitterand susceptor, as a function of som
independent variables, (see IEC TR 61000-1-1)
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es. Nonetheless, a probabilistic :curve results for the immunity behaviour of equipm

pbnd this level), but also-‘that there is a variation in the actual immunity dusg

ess or uncertainties due“to test equipment and test performance.

a quantitative description of such a potential interference situation, a compatibility leve

patibility ~Yevels for the various electromagnetic phenomena are given
TR 610008-2-5, for example, and they can be used as a starting-point for deri

uhity levels are controlled in such a way that, at each location, the disturbance I¢
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curve reflects the fact that_often equipment may have a higher immunity than |the
not

to

brtainties, such as tolerances in the equipment itself, in the equipment manufactufing

lis

Les.
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ing

unity _levels. Of course, their actual values strongly depend on the electromagnetic
ronment under consideration. Hence, EMC can be achieved only if the emission jand

vel

ach

device, equipment and system situated at the same location. It should, however, be noted that
compatibility levels can be phenomenon-, time- or location-dependent.

From the shape of the curves in Figure B.1, it can be concluded that an increasing margin
between the compatibility level and the applied immunity level leads to a reduced probability
for the occurrence of interference situations and therefore to a better immunity and in total to
a “better” state of EMC. Hence for most of the electromagnetic phenomena to be considered,
immunity test levels have to be used which are increased compared to those used for normal
EMC.

In practice, the immunity levels for pure EMC purposes are derived so that the potential
overlap between the area indicating the disturbance levels and that indicating the immunity
levels is in the range of a small per cent (typically 5 % is shown in Figure B.1) of those areas.


https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

-32 - IEC 61326-3-1:2017 © IEC 2017

This approach represents a technical/economic compromise and it allows the possibility that
in some cases, the specified immunity levels are not high enough to avoid interference. The
overlap of 5 % does not necessarily mean that interference takes place in 5 % of the
installations where these components are used. The resulting probability of interference is
normally much lower as explained in Clause A.6 of IEC TR 61000-1-1.

The curves in Figure B.1 show the principal behaviour of the probability of disturbance levels
and equipment immunity level, the ranges of planning levels and immunity test levels as well
as the position of the compatibility level. These curves are phenomenon-, time- and/or
location-dependent. Hence, a potential knowledge of such probabilistic density curves for a
particular phenomenon at a parficular installation cannot bhe ftransferred to any other
eleqtromagnetic phenomenon and installation.

The| actual knowledge of such probabilistic curves is relatively poor for most electromagnetic
phephomena. Indeed, detailed information is available only for few phenomena (as,| for
example, for the topic of lightning protection and the area of surge pulses). But‘also in these
cases the knowledge exists more or less in the field of the phenomenon itself (in the casg of
lighfning strokes by means of isokeraunic curves) and not so much in the subsequently acting
strelss onto an equipment due to these phenomena.

Even for the case of relatively well-known probabilistic curves it ‘can be expected that|the
probabilistic densities are well known in the areas where theyfave values of a small per ¢ent
or sI%veral tens of per cent. This, however, cannot be considered as sufficient when looking at
probbabilistic requirements as they are defined by the SIL.

In the field of safety, the engineers of a safety-related system have to take into account
prolpabilities of 10-5 to 10-9 dangerous failures perchour, or probabilities of dangerous faijure
down to per 10-° demand, which figures are far ftrem any reliable probabilistic data concerfing
both the occurrence of electromagnetic disturbances and the occurrence of the levels related
to the disturbances.

From those boundary conditions it cah be concluded that in most cases there will bg no
reliable, evident and provable way to-find a clear correlation between the compatibility leve¢l of
disturbances within an installation”and the immunity level for an item of equipment tg be
instplled in a safety-related system.

Thel| only practical way to derive appropriate immunity levels seems to be the assessment of
the |particular electromagnetic environment in which the safety-related system is intendef to
be ysed and to determine immunity levels by means of technical arguments. The compatijility
levgls as given in [EC TR 61000-2-5 can be used as basis for deriving the required immuniy.

A groposalapplying this approach and taking into account the knowledge of EMC f[and
fungtionalksafety experts to avoid a worst-case specification in this field is given in Table B.1.
The| column “Different test level for functions of the EUT intended for safety applications”
givgsiinformation on how these test levels are related to the test levels for normal functipns.
They are derived by multiplication of the test level for normal functions (taken, for example,
from IEC 61326-1 for industrial locations) by a certain factor or alternatively by applying the
next test level in the order of test levels as given in the basic standard under consideration. In
both cases, this conclusion on test levels for safety functions was made on the basis of the
levels as described in IEC TR 61000-2-5 in conjunction with engineering arguments.
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Table B.1 — Exemplary considerations on electromagnetic phenomena and test levels
with regard to functional safety in industrial applications

No

Phenomena

Basic standard

Different test level
for functions of
the EUT intended
for safety
applications

Comments

Electrostatic
discharge (ESD)

IEC 61000-4-2

Yes
partly next level of
IEC 61000-4-2

Levels shall be applied in accordance with the
environmental conditions described in
IEC 61000-4-2 on parts which may be
accessible by persons other than staff working
in accordance with defined prnr‘ndllrne for the

control of ESD

No

Access to equipment limited to appropriately
trained personnel only

Electromagnetic
field

IEC 61000-4-3

Yes
Factor 2 to 3

An increased level shall be applied in
frequency ranges used for maebile transmittefs
in general, except when reliable measures are
realized to avoid the use of'such equipment
nearby. ISM frequencies-shall be taken into
account on an individual basis

Burst

IEC 61000-4-4

Yes
Factor 1,5 to 2

Surge

IEC 61000-4-5

Yes
Factor 1 to 2

External protection devices are allowed to
achieve’the‘required immunity

Conducted RF

IEC 61000-4-6

Yes
Factor 3

An increased level shall be applied in
frequency ranges used for mobile transmittefrs
in general, except when reliable measures are
realized to avoid the use of such equipment
nearby. ISM frequencies shall be taken into
account on an individual basis

Power frequency
magnetic field

IEC 61000-4-8

No

Application in accordance with the common
exceptions given in the generic standard

No safety margin in general. A safety margit
may be necessary in an environment as
defined in IEC 61000-6-5 or similar like an
industrial switch yard

Voltage dips

IEC 61000-4-11

No

To be decided case by case (dips,

interruptions, voltage variations). Voltage
variations are considered as functional aspelcts
and not EMC related

Short
interruptions

IEC.61000-4-11

No

To be decided case by case (dips,

interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

Conducted
commah-mode
voltage

IEC 61000-4-16

Yes

Yes, but for short-time power frequency
phenomena only. Limited to the rated voltage of
the power supply

10

Voltage dips

IEC 61000-4-29

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage

rS =i Al £ 'H 1 t
variattons-are-considered-asfuretionalaspects

and not EMC related

11

Short
interruptions

IEC 61000-4-29

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

12

Voltage dips

IEC 61000-4-34

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related

13

Short
interruptions

IEC 61000-4-34

No

To be decided case by case (dips,
interruptions, voltage variations). Voltage
variations are considered as functional aspects
and not EMC related
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Annex C
(informative)

Allowed effects during immunity tests

Tables C.1 and C.2 give an overview of the allowed effects during immunity tests on the
different functions, i.e., functions intended for safety applications and functions not intended
for safety applications. The occurrence of eight possible effects is considered. Table C.1
refers to the situation when equipment is concerned and Table C.2 refers to the situation
when looking at the entire safety-related system.

These tables present the philosophy used in this document for determining allowed\ effects
during tests. These effects depend on the following considerations:

¢ [ype of function (function intended for safety application or function not intended for safety
application); and

e {ype of test (normal EMC test or EMC safety test).
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

MATERIEL ELECTRIQUE DE MESURE,
DE COMMANDE ET DE LABORATOIRE -
EXIGENCES RELATIVES A LA CEM -

017

et pour les matériels destinés a réaliser des fonctions relatives
a la sécurité (sécurité fonctionnelle) -
Applications industrielles générales

AVANT-PROPOS

a Commission Electrotechnique Internationale (IEC) est une organisation-‘miondiale de normalis
lomposée de I'ensemble des comités électrotechniques nationaux (Comités natiomaux de I'lEC). L’IEC a
bjet de favoriser la coopération internationale pour toutes les questions delormalisation dans les doma
e I'électricité et de I'électronique. A cet effet, 'IEC — entre autre§™activités — publie des No
ternationales, des Spécifications techniques, des Rapports techniqués, des Spécifications accessible
ublic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée 3
omités d'études, aux travaux desquels tout Comité national intéressé”par le sujet traité peut participer
rganisations internationales, gouvernementales et non gouvernemtentales, en liaison avec I'lEC, partic
galement aux travaux. L’IEC collabore étroitement avec I'Organisation Internationale de Normalisation (I
lon des conditions fixées par accord entre les deux organisations.

D0 0T =0 O O —

es décisions ou accords officiels de I'lEC concernant les\questions techniques représentent, dans la mg
u possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux de
intéressés sont représentés dans chaque comité d’études.

es Publications de I'lEC se présentent sous la~féerme de recommandations internationales et sont agr
mme telles par les Comités nationaux de I'lEC: Tous les efforts raisonnables sont entrepris afin que
assure de I'exactitude du contenu techniquetde ses publications; I'lEC ne peut pas étre tenue responsab
éventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

ans le but d'encourager l'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans tou
esure possible, a appliquer de fagon'transparente les Publications de I'lEC dans leurs publications natior
t régionales. Toutes divergences.entre toutes Publications de I'IEC et toutes publications nationale
régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépend
fpurnissent des services, d'évaluation de conformité et, dans certains secteurs, accédent aux marque
nformité de I'lEC. L’IEC\h'est responsable d'aucun des services effectués par les organismes de certific
ihdépendants.

ous les utilisateurs-doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication.

ucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaireg
andataires;'y compris ses experts particuliers et les membres de ses comités d'études et des Cor
ationaux\de' I'l|EC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
ommage, de quelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les
e justice) et les dépenses découlant de la publication ou de l'utilisation de cette Publication de I'lEC o

Ation
pour
ines
mes
5 au
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Les
pent
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sure
‘IEC

Bées
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ants
5 de
htion

ou
hités
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frais
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tpute.autre Publication de I'lEC, ou au crédit qui lui est accordé.

L'attention est attirée sur les références normatives citées dans cette publication. L'utilisation de publications

référencées est obligatoire pour une application correcte de la présente publication.

L’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent

faire

I’objet de droits de brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits

de brevets et de ne pas avoir signalé leur existence.

La norme internationale IEC 61326-3-1 a été établie par le sous-comité 65A: Aspects
systémes, du comité d’études 65 de I'lEC: Mesure, commande et automation dans les
processus industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2008. Cette édition
constitue une révision technique. Cette édition inclut les modifications techniques majeures
suivantes par rapport a I'édition précédente:
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L'IE[C 61326-3-1 doit étre lue conjointement avec I'lEC 61236-1.

Le texte de cette norme est issu des documents suivants:

extension de Ila plage de fréquences jusqu'a 6 GHz pour [I'essai de champ
électromagnétique a fréquences radioélectriques, conformément a I'lEC 61000-4-3,

remplacement du critére de performance FS par DS, conformément a la norme générique
IEC 61000-6-7,

ajout du Tableau 1 — aspects a prendre en considération lors de I'application du critére de
performance DS,

intégration d’essais d’immunité pour les dispositifs ayant une consommation de courant
> 16 A, conformément a I'lEC 61000-4-34,

mise a jour du Tableau 8 — Plages de fréquences des émetteurs mobiles et des matériels
SM,

Mise a jour de la Figure A.1 et de la Figure 1 pour une meilleure lisibilité.

FDIS Rapport de vote
65A/819/FDIS 65A/825/RVD

Le apport de vote indiqué dans le tableau ci-dessus donng*todte information sur le vote ayant

abopti a I'approbation de cette norme.

Cet

e publication a été rédigée selon les DirectivesASQ/IEC, Partie 2.

Ung liste de toutes les parties de la série IEC*61326, sous le titre général Matériel électrique

de
con

Le

imesure, de commande et de laboratojre — Exigences relatives a la CEM, peut Btre
sultée sur le site web de I'IEC.

omité a décidé que le contenu de'cette publication ne sera pas modifié avant la date de

stahilité indiquée sur le site web_de I'lEC sous “http://webstore.iec.ch" dans les données

relattives a la publication recheréhée. A cette date, la publication sera

feconduite;
supprimée;
remplacée par une’édition révisée, ou

bmendée.

IMPIORFANT - Le logo "colour inside” qui se trouve sur la page de couverture de cefte
pubticatiomimdique qu eHecontientdes couteurs qui sont constdérées comme utites a
une bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

La sécurité fonctionnelle est la partie de la sécurité du matériel commandé (EUC) et de son
systéme de commande qui dépend du fonctionnement correct des systémes électriques
relatifs a la sécurité. Pour l'atteindre, toutes les entités du matériel du systéme relatif a la
sécurité impliquées dans les performances des fonctions de sécurité doivent se comporter
d’'une maniére spécifiée dans toutes les conditions pertinentes.

La publication IEC fondamentale pour la sécurité fonctionnelle des systémes
électriques/électroniques/électroniques programmables relatifs a la sécurité est I'|EC 61508.
Elle["€Tablit Tes exigences globales pour latieinie de la securite fonctionnelle. L immunité
suffifsante aux perturbations électromagnétiques est I'une de ces exigences.

Darls son concept, I'I[EC 61508 distingue [I'application et la conception dgs\ systémes
élegtriques et électroniques relatifs a la sécurité. La spécification globale des exigenceg de
séclrité spécifie toutes les exigences pertinentes pour 'application prévue, comme suit:

a) féfinition des fonctions de sécurité, basée sur une appréciation du risque pour
‘application prévue (quelles fonctions sont prévues pour réduire les‘risques);

b) hiveau d’intégrité de sécurité (SIL) approprié pour chaque fonction de sécurité basée|sur
Line appréciation du risque pour l'application prévue;

c) fléfinition de I'environnement dans lequel le systéme est.destiné a fonctionner, y comjpris
‘’environnement électromagnétique, tel qu’exigé par I'EC-61508-2.

Les| exigences relatives a chaque fonction de sécutité sont alors spécifiées dans ung ou
plugieurs spécifications des exigences de sécurité«concernant les systémes (SSRS). Ainsif en
ce qui concerne I'immunité aux phénomeénes électromagnétiques, le point de départ essentiel
est |le fait que I'environnement électromagnétigque et ses phénomenes sont pris en compte
danp la SSRS, tel qu’exigé dans I'lEC 61508¢CLe systeme relatif a la sécurité destiné a mattre
en fpeuvre la fonction de sécurité spécifiée doit étre conforme a la SSRS et les exigerces
d’immunité correspondantes doivent en-découler pour les entités du matériel, ce qui se traduit
par|une spécification des exigences pour le matériel. Pour ce qui concerne I'environnenjent
élegtromagnétique, il convient que-la 'SSRS et la spécification des exigences pour le matg¢riel
soignt fondées sur une évaluation pertinente des menaces électromagnétiques prévisibles
danpg I'environnement réel sur;la totalité de la durée d'exploitation du matériel. Ainsi,|les
exidences d'immunité pour le matériel dépendent des caractéristiques de l'environnement
élegtromagnétique dans lequel le matériel est destiné a fonctionner.

Le fiabricant de materiel doit donc prouver que le matériel est conforme aux exigences qufi lui

‘est

asppets/de sécurité fonctionnelle (par exemple,
niveaux Specifies dar R g I
exigé.

Pour des approches sur la maniere d’appliquer la série IEC 61326-3, voir I’Annexe A.

Il existe également la norme CEM générique IEC 61000-6-7, qui traite des aspects de la
sécurité fonctionnelle dans les environnements industriels. Les normes CEM génériques sont
congues pour s’appliquer dans un environnement électromagnétique défini a des produits
pour lesquels il n'existe aucune norme CEM de produit/de famille de produits dédiée.
Cependant, concernant les matériels qui reléevent du domaine d’application du présent
document, il a été jugé que les informations fournies dans la norme CEM générique ne sont
pas suffisantes. Des informations et des spécifications plus détaillées se sont avérées
nécessaires, par exemple, des montages d’essai spécifiques, la prise en considération
d’accés par la borne de terre fonctionnelle ou la différentiation délibérée entre les types
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d’environnements électromagnétiques applicables aux matériels qui relevent du domaine
d’application du présent document.

Méme si, historiquement, la présente norme de produit a été élaborée quelques années avant
la publication de la norme CEM générique, cette deuxiéme édition tient compte des
informations fournies dans la norme CEM générique et les applique selon le cas.
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MATERIEL ELECTRIQUE DE MESURE,
DE COMMANDE ET DE LABORATOIRE -
EXIGENCES RELATIVES A LA CEM —

Partie 3-1: Exigences d'immunité pour les systémes relatifs a la sécurité
et pour les matériels destinés a réaliser des fonctions relatives
a la sécurité (sécurité fonctionnelle) —
Applications industrielles générales

1 [Domaine d’application

La |présente partie de I'lEC 61326 couvre tous les matériels qui relévert du domaine
d’application de I'lEC 61326-1, mais est limitée aux systémes et matériels pour applications
indystrielles destinés a réaliser des fonctions de sécurité telles que définies dans I'|EC 61508,
avef un niveau d’intégrité de sécurité (SIL) 1-3.

Les| environnements électromagnétiques couverts par la présente norme de famille| de
prodiuits sont des environnements industriels, a la fois a l'intéfieur et a I'extérieur, tels [que
décfits pour les sites industriels dans I'l[EC 61000-6-2 ou défihis en 3.8 de I'|EC 61326-1. |Les
matgriels et les systemes pour une |utilisation) dans d’autres environnements
élegtromagnétiques, par exemple dans l'industrie de~ptocessus ou dans des environnemegnts
avef des atmospheéres potentiellement explosives;)sont exclus du domaine d’application du
présent document.

Les| matériels et systémes considérés conime «éprouvés par une utilisation antérieufey,
conformément a I'lEC 61508, ou «utilisatien préalable», conformément a I'lEC 61511, $ont
exclus du domaine d’application du présent document.

Les|systémes d’alarme incendie et.les systémes d’alarme de sécurité destinés a la protedtion
des|batiments sont exclus du demaine d’application du présent document.

2 |Références normatives

Les|documents suivants cités dans le texte constituent, pour tout ou partie de leur contenu,
des| exigences. du présent document. Pour les références datées, seule I'édition citée
s’agplique. Pour les références non datées, la derniére édition du document de référegnce
s'agplique (y_compris les éventuels amendements).

IEC|60050-161, Vocabulaire Electrotechnique International — Partie 161: Compatillilité

2 ~ & Lol | o Ll ! n N L\
e/ebuuulayucuquc \UTS PUTTToIT SUT IMpP.77WwWw.CITULTOPTUIA. UTYr)

IEC 61000-4-2:2008, Compatibilité électromagnétique (CEM) — Partie 4-2: Techniques d'essai
et de mesure — Essai d'immunité aux décharges électrostatiques

IEC 61000-4-3:2006, Compatibilité électromagnétique (CEM) — Partie 4-3: Techniques d'essai
et de mesure — Essai d'immunité aux champs électromagnétiques rayonnés aux fréquences
radioélectriques

IEC 61000-4-3:2006/AMD1:2007

IEC 61000-4-3:2006/AMD2:2010

IEC 61000-4-4:2012, Compatibilité électromagnétique (CEM) — Partie 4-4: Techniques d'essai
et de mesure — Essais d'immunité aux transitoires électriques rapides en salves
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IEC 61000-4-5:2014, Compatibilité électromagnétique (CEM) — Partie 4-5: Techniques d'essai
et de mesure — Essai d'immunité aux ondes de choc

IEC 61000-4-6:2013, Compatibilité électromagnétique (CEM) — Partie 4-6: Techniques d'essai
et de mesure — Immunité aux perturbations conduites, induites par les champs
radioélectriques

IEC 61000-4-8:2009, Compatibilité électromagnétique (CEM) — Partie 4-8: Techniques d'essai
et de mesure — Essai d'immunité au champ magnétique a la fréquence du réseau

IEC[6T000-4-11:2004, Compalibilite électromagnétique (CEM) — Partie 4-171. Techniques
d'egsai et de mesure — Essais d'immunité aux creux de tension, coupures bréves et variatijons
de flension

IEC|61000-4-16:2015, Compatibilité électromagnétique (CEM) — Partie 4-163 Techniques
d'egsai et de mesure — Essai d'immunité aux perturbations conduites en mode’commun dans
la pfage de fréquences de 0 Hz a 150 kHz

IEC|61000-4-29:2000, Compatibilité électromagnétique (CEM) —~Rartie 4-29: Techniques
d'egsai et de mesure — Essais d'immunité aux creux de tension, coupures bréves et variatjons
de flension sur les acces d'alimentation en courant continu

IEC|61000-4-34:2005, Compatibilité électromagnétique (CEM) — Partie 4-34: Techniques
d'egsai et de mesure — Essais d'immunité aux creux de ténsion, coupures breves et variatjons
de fension pour matériel ayant un courant appelé depltus de 16 A par phase
IEC|61000-4-34:2005/AMD1:2009

IEC|61000-6-2:2016, Compatibilité électromagnétique (CEM) — Partie 6-2: Normes génériques
— Nprme d’immunité pour les environnements-industriels

IEC|61326-1:2012, Matériel électriquée de mesure, de commande et de laboratoir¢ -
Exigences relatives a la CEM — Partie 1: Exigences générales

IEC|61326-3-2: 1, Matérielc électrique de mesure, de commande et de laboratoire —
Exigences relatives a la CEM-— Partie 3-2: Exigences d’immunité pour les systémes relatifs a
la gécurité et pour les matériels destinés a réaliser des fonctions relatives a la séclrité
(ségurité fonctionnelle) > Applications industrielles dont I'environnement électromagnétique
est spécifié

IEC|61508-2:2010, Sécurité fonctionnelle des systemes électriques/électroniqlies/
éledtroniques\programmables relatifs a la sécurité — Partie 2: Exigences pour les systéemes
élegtriquesl/électroniques/électroniques programmables relatifs a la sécurité

3 lF _définiti abréviati

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions de I'lEC 61326-1 et de
I'lEC 60050-161, ainsi que les suivants, s'appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées
en normalisation, consultables aux adresses suivantes:

e |EC Electropedia: disponible a I'adresse http://www.electropedia.org/

1 En préparation. Stade au moment de la publication: IEC/DIS 61326-3-2:2016.


https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

- 50 - IEC 61326-3-1:2017 © IEC 2017

e |ISO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

NOTE D'autres définitions, qui ne se trouvent ni dans I'lEC 60050-161, ni dans le présent document, mais qui
sont néanmoins nécessaires a l'application des différents essais, sont données dans les publications
fondamentales en CEM de la série IEC 61000.

3.1.1

défaillance dangereuse

défaillance d’'un élément et/ou sous-systéme et/ou systéme ayant une influence sur la mise
en ceuvre de la fonction de sécurité qui:

a) pmpéehelefonctionnementnéeessaire—detafonction—de—séeurité—{mode—de—seltieitation)
bu provoque la défaillance d’une fonction de sécurité (mode continu) de sorte que-'EUC

st mis dans un état dangereux ou potentiellement dangereux, ou

b) fiminue la probabilité que la fonction de sécurité fonctionne correctement lorsque d'est
hécessaire

[SOURCE: IEC 61508-4:2010, 3.6.7]

312
mafériel
soup-systémes, matériels, appareils et autres ensembles de produits

3.1
mafériel commandé
EU

équjpement, machine, appareil ou installation utilisés pour les activités de fabrication| de
traifement, de transport, médicales ou d’autres agctivités

Notel 1 a I'article: Le systéeme de commande de 'EUCest séparé et distinct de 'EUC.

Notel 2 a l'article: L’abréviation «<EUC» est dérivée du terme anglais développé correspondant «equipment under
contfol».

[SOURCE: IEC 61508-4:2010, 3.2A4]

3.1.4
sécprité fonctionnelle
soup-ensemble de la sécurité globale se rapportant a 'EUC et au systéme de commande de
I'EUC qui dépend du-fonctionnement correct des systémes E/E/PE relatifs a la sécurité et|des
dispositifs externes-de’'réduction de risque

[SOURCE: IEC-61508-4:2010, 3.1.12]

I'environnement

[SOURCE: Guide ISO/IEC 51:2014, 3.1, modifiée — "physique" a été ajouté]

3.1.6

danger

phénoméne dangereux
source potentielle de dommage

Note 1 a l'article: Le terme inclut les dangers a court terme ou immédiats (tels que les incendies ou les
explosions) et ceux qui ont des effets a long terme sur la santé (tels que le dégagement de substances toxiques).

[SOURCE: Guide ISO/IEC 51:2014, 3.2, modifiée — la note a I'article a été ajoutée]
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3.1.7

défaillance en sécurité
défaillance d’un élément et/ou sous-systéme et/ou systéme ayant une influence sur la mise
en ceuvre de la fonction de sécurité qui:

a) conduit au fonctionnement parasite de la fonction de sécurité avec la potentialité de

b)

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.1.8

fon

fongtion a réaliser par un systéme E/E/PE relatif a la sécurité ou par un dispositif externed
rédxction de risque, prévue pour assurer ou maintenir un état de sécurité de I'EUC

rap

EXE

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.1.9
éle¢tronique programmable

PE

technologie basée sur I'informatique, pouvant comprendre du matériel, du logiciel, ainsi

les

EXE

Notel 1 a larticle: Ce terme recouvre les dispositifs microélectroniques basés sur une ou plusieurs u

cent

Not

mettre 'EUC (ou une partie de celui-ci) dans un état de sécurité ou de maintenir un
de sécurité, ou

état

augmente la probabilité du fonctionnement parasite de la fonction de sécurité avec
potentialité de mettre TEUC (ou une partie de celui-ci) dans un état de sécurité ou de

maintenir un état de sécurité

ction de sécurité

ort a un événement dangereux spécifique

MPLE Des exemples de fonctions de sécurité comprennent:

es fonctions devant étre réalisées en tant qu’actions positives pour éviter des situations dangereuses
exemple, arrét d’'un moteur) et

es fonctions de prévention de réalisation d’actions (par exemple, empécher le démarrage d’un moteur).

inités d'entrée et/ou de sortie

MPLE Tous les dispositifs suivants,sont des dispositifs électroniques programmables:
icroprocesseurs,

microcontrdleurs,

hutomates programmables;

Circuits intégrés a application spécifique (ASIC),

butomates logiques programmables (PLC),

butres dispositifs.* basés sur la technologie informatique (par exemple, les capteurs intelligents,
ransmetteurs,-les actionneurs).

ales(de traitement (CPU) associées a des mémoires, etc.

de
par

(par

que

les

hités

2a l'article: |’abréviation «PE» est dérivée du terme anglais développé correspondant «programni

able

electronic».

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.1.

10

électrique/électronique/électronique programmable

E/E

IPE

technologie basée sur la technologie électrique (E), et/ou électronique (E) et/ou électronique
programmable (PE)

EXE

MPLE Les dispositifs électriques/électroniques/électroniques programmables comprennent
les appareils électromécaniques (électriques);

les appareils électroniques non programmables a circuits intégrés (électroniques);
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— les appareils électroniques basés sur la technologie informatique (électroniques programmables); voir 3.2.5 de
I'IEC 61326-1:2012.

Note 1 a l'article: Ce terme désigne I'ensemble des dispositifs ou systémes fonctionnant selon les principes
électriques.

[SOURCE: IEC 61508-4:2010, 3.2.13, modifiée — la référence indiquée dans le dernier tiret a
été modifiée]

3.1.11

réseau de distribution a courant continu
réseau local a courant continu de distribution électriqgue dans l'infrastructure d'un site ou
immeuble donné, destiné a la connexion de tout type de matériel

Notel 1 & I'article: La connexion a des batteries locales ou a distance n’est pas considérée comme un réseau |ocal
de d|stribution a courant continu si une telle liaison n'est constituée que de I'alimentation pour un seulkmatériel

3.112
syskéme relatif a la sécurité
sys{éme désigné qui, a la fois

e met en ceuvre les fonctions de sécurité requises pour atteindreou maintenir un étaf de
écurité de I'EUC et

gst prévu pour atteindre, par lui-méme ou grace a d’autres_systémes E/E/PE relatifs g la
gécurité, et aux dispositifs externes de réduction .devrisque, l'intégrité de sécyrité
riécessaire pour les fonctions de sécurité requises

0

Notel 1 a I'article: Un systéme relatif a la sécurité recouvre I'enisemble des matériels, logiciels, ainsi que toup les
équipements annexes (par exemple, alimentation) nécessaire’s/pour exécuter la fonction de sécurité spécifiég (les
capteurs, les autres dispositifs d'entrée, les éléments terminaux (actionneurs) ainsi que les autres dispositifs de
sortie sont par conséquent compris dans le systéme relatif\arla sécurité).

[SOURCE: IEC 61508-4:2010, 3.4.1, modifiece — les notes 1, 2, 3, 4, 5 et 7 ont|été
supprimées]

3.113

matériel en essai
EUT
matgriel (dispositifs, appargils'et systémes) soumis aux essais d’immunité

Notel 1 a l'article: L’abréviation «kEUT» est dérivée du terme anglais développé correspondant «equipment under
testy.

3.1/14

mafériel auxiliaire
AE
matgriel-nécessaire pour fournir au matériel en essai (EUT) les signaux exigés pour [son
fongtionnement normal et le matériel pour vérifier les performances de 'EUT

Note 1 a [I'article: L’abréviation «AE» est dérivée du terme anglais développé correspondant «auxiliary
equipment».

3.1.15

spécification des exigences de sécurité concernant les systémes

SSRS

spécification qui contient les exigences concernant les fonctions de sécurité et leurs niveaux
d’intégrité de sécurité associés

Note 1 a l'article: L’abréviation «SSRS» est dérivée du terme anglais développé correspondant «system safety
requirements specification».
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3.1.16

niveau d'intégrité de sécurité

SIL

niveau discret (parmi quatre possibles) correspondant a une gamme de valeurs d’intégrité de
sécurité ou le niveau 4 d'intégrité de sécurité possede le plus haut degré d'intégrité et le
niveau 1 posséde le plus bas

Note 1 a l'article: Les objectifs chiffrés de défaillance pour les quatre niveaux d'intégrité de sécurité sont indiqués
dans les Tableaux 2 et 3 de I'|EC 61508-1:2010.

Note 2 a l'article: Les niveaux d’intégrité de sécurité sont utilisés pour spécifier les exigences concernant
l'intégrite its ctiohrs-de-securitée—a—-alous = elatifs—3 4 ite

Notel 3 a I'article: Un niveau d’intégrité de sécurité (SIL) ne constitue pas une propriété d’'un systéme, qous-
syst¢me, élément ou composant. L’interprétation correcte de I’'expression «Systéme relatif a la sécurite-a SIL n»
(ou 4 est 1, 2, 3 ou 4) signifie que le systéme est potentiellement capable de prendre en charge les fonctions de
sécurité avec un niveau d’intégrité de sécurité jusqu’a n.

Notel4 a l'article: L’abréviation «SIL» est dérivée du terme anglais développé correspondant «safety intdgrity
levelp.

[SOJURCE: IEC 61508-4:2010, 3.5.8, modifiée — la référence a 3.5.14'de 'lEC 61508-1 a|été
supprimée et sa date de publication a été ajoutée]

3.2| Abréviations
AH auxiliary equipment (matériel auxiliaire)
DS defined state (état défini)

E/E/PE electrical/electronic/programmable electronic (électrique/électronique/
électronique programmable)

EUC equipment under control (matériel commandé)

EUT equipment under test (matériel en’essai)

ISM industrial, scientific and medical (industriel, scientifique et médical)
PE protective earth (terre de-protection)

SIL safety integrity level (niveau d’intégrité de sécurité)

S§RS system safety requirements specification (spécification des exigences de sécutité
concernant les systemes)

4 |Généralités

En pomplément.des exigences de I'lEC 61326-1, la présente norme spécifie des exiger|ces
pouf les systémes et matériels pour applications industrielles destinés a réaliser des fonctjons

sécurité fonctionnelle des systémes électriques et électroniques sont définis dans I'IEC 61508. Cela inclut les
exigences pour les caractéristiques de conception qui font que le systéme est tolérant (IEC 61508-2:2010, 7.4.7.1)
aux perturbations électromagnétiques.

Les exigences d'immunité de I'lEC 61326-1 ont été sélectionnées pour garantir un niveau
adéquat d’'immunité pour le matériel utilisé dans des applications qui ne sont pas relatives a
la sécurité, mais les niveaux d'immunité exigés ne couvrent pas les cas extrémes qui peuvent
survenir en tout emplacement mais avec une probabilité extrémement faible.

Les niveaux d’essai d'immunité augmentés, comparés a ceux décrits dans I'lEC 61326-1, sont
définis comme une mesure systématique pour empécher des défaillances dangereuses
provoquées par des phénoménes électromagnétiques. Il n’est donc pas nécessaire de
prendre en compte les effets des phénoménes électromagnétiques dans la quantification du
niveau d’intégrité de sécurité du matériel, par exemple la probabilité de défaillance en cas de
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sollicitation. Des niveaux d’essai d'immunité augmentés sont définis quand cela est
necessaire.

Les niveaux d'essai dimmunité augmentés sont liés uniquement aux aspects de sécurité
fonctionnelle. lls ne sont pas applicables a [I’évaluation des aspects de fiabilité et de
disponibilité. Les niveaux d’essai d’immunité augmentés s’appliquent uniquement aux
fonctions relatives a la sécurité ayant un critére de performance spécifique pour la sécurité
fonctionnelle (critére de performance DS). Les niveaux d’essai d’'immunité augmentés
établissent les limites pour les valeurs d’essai maximales. La conformité a la présente norme
n'exige pas d’autres essais avec des valeurs plus élevées.

5 |Plan d’essai de CEM

5.1 Généralités

Avant d'effectuer les essais, un plan d'essai de CEM doit étre établi. Ce plan.doit contenif au
minjmum les éléments mentionnés de 5.2 a 5.6.

Si des essais quelconques sont considérés comme étant inutiles pourlprouver la conformité a
la présente norme, les justifications relatives a la non-réalisation'dé ces essais doivent gtre
documentées dans le plan d’essai de CEM.

5.2 Instructions relatives aux essais

Les| instructions relatives aux essais d’'immunité dans le cadre de fonctions de sécyrité
doiyent étre fournies de fagon détaillée et non ambigué. Par conséquent, tous les défails
perfinents relatifs a la réalisation d’une telle série’ d’essais d’'immunité doivent étre foulrnis
dang le plan d’essai. Ledit plan d’essai déit’comporter, au minimum, des informatjons
confernant

e |es accés d’entrée et de sortie pertingnts pour les essais d’immunité,
e |a configuration de 'EUT, y comptis tout matériel auxiliaire et de surveillance nécessaite,
e |e mode de fonctionnement des fonctions de sécurité,

e |es niveaux relatifs a 'essai’d’immunité,

e |es criteres de performance spécifiés, y compris le(s) état(s) défini(s),

e |a surveillance du-comportement de 'EUT,

e |’évaluation de\la réaction de 'EUT face aux criteres de performance spécifiés par
fpbricants.

es

5.3| Configuration de I'EUT lors des essais

5.3/ Généralités

Les matériels de mesure, de commande et de laboratoire consistent souvent en des systémes
dont la configuration n'est pas figée. Le type, le nombre et l'installation des différents sous-
ensembles a l'intérieur du matériel peuvent donc varier d'un systéme a l'autre.

Afin de simuler de facon réaliste les conditions de CEM, les assemblages de matériels
doivent représenter une installation type telle que celle spécifiée par le fabricant. Les essais
de CEM doivent étre effectués comme des essais de type dans des conditions normales telles
que celles spécifiées par le fabricant.

Dans certains cas, des montages auxiliaires sont nécessaires afin de surveiller le
fonctionnement correct de la fonction de sécurité lorsque des perturbations
électromagnétiques ont un impact sur 'EUT.
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5.3.2 Composition de 'EUT

Tous les dispositifs, baies, modules, cartes, etc. qui, potentiellement, relévent de la CEM et
appartiennent a I'EUT, doivent étre documentés. Les justifications relatives a la composition
de 'EUT choisi pour les essais doivent étre documentées dans le plan d’essai de CEM.

5.3.3 Assemblage de 'EUT

Si un EUT a plusieurs configurations internes et externes possibles, les essais de type
doivent étre effectués avec la configuration la plus sensible, tel que prévu par le fabricant.
Tous les types de modules doivent étre soumis aux essais au moins une fois. Les
just|fications de ce choix doivent étre documentées dans le plan d'essai de CEM.| La
poskibilité de toute interaction électromagnétique entre des entités de matériels doit étre prise
en gcompte lors de la construction de la configuration la plus sensible. Les justificationy de
I'asgemblage choisi pour les essais doivent étre documentées dans le plan d'essdi'de CEM.

5.34 Accés d’entrée/sortie

Lorgqu’il y a plusieurs accés d’entrée/sortie de méme type et de méme fonction, la connexion
d’un cable a un seul accés est suffisante a condition qu’il puisse étrefdémontré que les cables
supplémentaires n’affecteront pas les résultats de facon significative! Les justifications d¢ ce
cho|x doivent étre documentées dans le plan d'essai de CEM.

5.35 Matériel auxiliaire (AE)

Lorgqu’il est possible d’utiliser une variété d’entités de matériel auxiliaire (AE) avec I'EUT} au
moins une entité de chaque type d’AE doit étre chejsie pour simuler les conditions réelleg de
fongtionnement. L’'AE peut étre simulé. Tout logiciel utilisé par ’AE doit étre suffisamment
docpmenté de maniére a ce que I'essai soit reproductible.

Il gst fortement recommandé que I'AE<utilisé ne soit pas sensible aux perturbations
élegtromagnétiques comme par exemplexdu matériel mécanique, afin de faciliter la détection
et 'Bvaluation de la réaction de 'EUT;

5.3.6 Cablage et mise a la terre

Les|cables de mise a la terfredoivent étre raccordés a I'EUT conformément aux spécifications
du fabricant. Il ne doit pas .y avoir de raccordements supplémentaires a la terre.

5.4 Conditions de-fonctionnement de I'EUT lors des essais
5.4/ Modes de fonctionnement

Ung sélection des modes de fonctionnement représentatifs doit étre effectuée en considéfrant
que|seules les fonctions les plus typiques du matériel peuvent étre soumises aux essais. |Les
modes{de fonctionnement estimés, selon la spécification du matériel, comme étant les plus
défavorabtes pourtappticatiomrprevoe, doiventétresetectionmes:

NOTE Le mode de fonctionnement le plus défavorable est, par exemple, le mode de fonctionnement le plus
sensible.

5.4.2 Conditions d'environnement

Les essais doivent étre réalisés dans les plages environnementales de fonctionnement
spécifiees par le fabricant (par exemple, température ambiante, humidité, pression
atmosphérique) et dans les plages assignées pour la tension d'alimentation et la fréquence,
sauf lorsque les exigences d’essai spécifiées sont différentes.
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5.4.3 Logiciel de I'EUT durant lI'essai

Le logiciel utilisé pour exercer les modes de fonctionnement sélectionnés doit étre
suffisamment documenté de maniére a ce que I'essai soit reproductible.

5.5 Spécification des critéres de performance

Les critéres de performance pour chaque accés et chaque essai doivent étre spécifiés,
lorsque cela est possible, sous la forme de valeurs quantitatives.

5.6 — Description de I'essai

Chgque essai a effectuer doit étre spécifié dans le plan d'essai de CEM. La description |[des
esspis, les méthodes d'essai, les caractéristiques des essais et les montages d'essai sont
indipués dans les normes fondamentales mentionnées dans le Tableau 1.)lI\ n'est [pas
nécessaire de reproduire le contenu de ces normes fondamentales dans le’plan d'egsai;
toutlefois, des informations complémentaires nécessaires a la mise en ocsuvré pratique |des
essgfis sont indiquées dans la présente norme. Dans certains cas, le plan-d’essai de CEM [doit
détailler toute I'application.

NOTE Tous les phénomenes de perturbation connus n'ont pas été spécifiés pourles essais de la présente ngrme,
mais| seulement ceux considérés comme critiques. Pour plus d’informations, voigTAnnexe B.

6 |[Critéres de performance

6.1 Critére de performance DS

Les|criteres de performance sont utilisés pour décrire et pour évaluer la réaction du matgriel
en ¢ssai quand il est exposé aux phénoménes.électromagnétiques. Un critére particulief de
performance DS doit étre appliqué pour ce gqui concerne la sécurité fonctionnelle. Le critére
de ;Irerformance DS implique ce qui suit.

a) |Les fonctions de 'EUT destinées @ne utilisation dans des applications de sécurité
1) ne sont pas affectées hors de leur spécification, ou

P) peuvent étre affectées temporairement ou de fagon permanente (méme par destrugtion
des composants) si FEUT réagit a une perturbation de telle sorte que I'état ou les états
détectables et définis“de I'EUT sont

i) maintenus,seu
ii) atteints(dans un temps établi.

b) Les fonctignsinon destinées a une utilisation dans des applications de sécurité peuyent
etre perfurbées temporairement ou définitivement.

NOTE 1 M est possible que I'état défini se trouve hors des limites de fonctionnement normal.

NOTEN2/ L’édition 1 de la présente norme utilisait I'abréviation «FS» pour ce critéere de performgnce.
Conformementa ta norme fondamentare TEC 6 T000-T=-2eta fa morme gerierique 1eL o TUUU-0-7, T abreviatio DS
est désormais utilisée sans que le contenu technique n’ait été modifié.

6.2 Application du critére de performance DS

Le critére de performance DS est applicable uniquement aux fonctions de 'EUT destinées a
des applications de sécurité. Il est pertinent pour tout phénoméne. Il n’'y a pas de
différentiation exigée entre les phénomeénes électromagnétiques continus et transitoires.

Le matériel réalisant ou destiné a réaliser des fonctions destinées a des applications de
sécurité ou des parties de telles fonctions doit se comporter d’'une maniére spécifique, tel que
spécifié par le critére de performance DS. Le comportement spécifié d’'un systéme relatif a la
sécurité est destiné a obtenir ou maintenir des conditions de sécurité du matériel et du
matériel commandé. Pour cela, les fonctions de sécurité doivent étre vérifiées avant, pendant
et aprés I'essai d’immunité.
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Lorsqu’une entité d’'un matériel ou un systéme réalise a la fois des fonctions destinées a des
applications de sécurité et des fonctions qui ne sont pas destinées a des applications de
sécurité, les exigences relatives a la sécurité fonctionnelle s’appliquent uniquement dans le
contexte des fonctions destinées a des applications de sécurité.

La nécessité d’évaluer les fonctions de sécurité selon le critére de performance DS requiert
une surveillance précise de I'état technique de 'EUT. A cet effet, le critére de performance
DS doit étre indigué de maniére non ambigué. Dans de nombreux cas, un matériel auxiliaire
spécifique est nécessaire afin d’identifier de maniére non ambigué et de surveiller le
fonctionnement correct de la fonction de sécurité a I'étude. Il doit étre garanti que ledit
matériel auxiliaire n'affecte pas le comportement de 'EUT au cours des essais d'immunité

6.3| Aspects a prendre en considération lors de I’application du critére de
performance DS

Si dn EUT, en réaction a une perturbation, passe a I'état défini, il doit étre vérifié qug ce
paspage a I'état défini n'est pas seulement un résultat exceptionnel,.”mais que| ce
conjportement est reproductible. Pour vérifier la reproductibilité, lesyrégles définies| au
Tabjeau 1 doivent étre appliquées au critére de performance DS.

Tableau 1 — Réaction de ’EUT au cours de I’essai

Essai Réaction de ’EUT pendant I’essai Commment poursuivre les essais
Transitoire 2 L’EUT passe dans un état défini et L’EUT doit étre*ramené a un fonctionnement normal gt

une interaction avec l'utilisateur est I’essai dait-étre répété 3 fois avec le méme niveau

nécessaire afin de poursuivre d’essaietyla méme polarité et 'EUT doit réagir d’'une

'opération. facon conforme au critéere de performance DS a chaqtie
fois, Dans ce cas, I'essai doit étre poursuivi avec le
niveau d’essai suivant ou la polarité suivante,
conformément a la norme fondamentale.

L’EUT passe dans un état défini et L’EUT doit étre remplacé ou réparé et I'essai doit étrd

est endommagé de maniére répété 3 fois avec le méme niveau d’essai et la mémg

permanente. polarité et ’'EUT doit réagir d’une fagon conforme au
critéere de performance DS a chaque fois. Dans ce cas,
I’essai doit étre poursuivi avec le niveau d’essai suivgnt
ou la polarité suivante, conformément a la norme
fondamentale.

Coftinu ? L’EUT passe dans un état défini a L’EUT doit étre de nouveau soumis a I'essai 3 fois a |lg

une fréquence d’essai donnée tel méme fréquence et 'EUT doit réagir d’'une fagon

que décrityen a) 2) de 6.1. conforme au critére de performance DS a chaque foig.
Si 'EUT réagit a chaque fois de la méme maniere, les
fréquences suivantes peuvent étre soumises a I'essa
seulement une fois par fréquence.

2 |Essais.conformes aux normes IEC 61000-4-2, IEC 61000-4-4, IEC 61000-4-5, IEC 61000-4-11,
IEC 61000-4-29, IEC 61000-4-34.

b |EsSals conformes aux normes IEC 61000-4-3, IEC 61000-4-6, IEC 61000-4-8, IEC 61000-4-16.

7 Exigences d’'immunité

Les exigences d'immunité supplémentaires a celles données dans I'lEC 61326-1 sont
données du Tableau 2 au Tableau 7. Le Tableau 10 donne une vue d’ensemble des effets
admis des perturbations électromagnétiques sur les fonctions destinées a des applications de
sécurité et sur les fonctions qui ne sont pas destinées a des applications de sécurité.

NOTE Certaines des valeurs d’essai indiquées du Tableau 2 au Tableau 7 sont moins sévéres que les valeurs
indiquées dans la norme CEM générique IEC 61000-6-7. Conformément au Guide IEC 107, lorsqu’'une norme CEM
de famille de produits ou de produit spécifie des valeurs/niveaux d’essai moins sévéres pour un phénomeéne, ou si
un phénomeéne n’est que partiellement couvert (par exemple, la norme CEM de famille de produits ou de produit ne
couvre qu'une partie de la plage de fréquences recommandée), une justification ou une référence a I'exigence


https://iecnorm.com/api/?name=556263cb5756ff5b165ca077bf63cde7

- 58 - IEC 61326-3-1:2017 © IEC 2017

applicable dans une autre norme CEM doit étre donnée dans la norme CEM de famille de produits ou de produit.
Une telle référence peut étre faite a I'lEC 61326-3-1:2008, de laquelle ont été déduites les exigences de la
présente norme et dont les exigences ont été éprouvées dans la pratique.

Certains des phénomeénes électromagnétiques énumérés dans le Tableau 1 peuvent étre
reliés a un état du fonctionnement du matériel uniquement par une méthode statistique, par
exemple, I'instant d’'une impulsion par rapport a un état momentané d’un circuit numérique ou
a I’émission d’un signal numérique. Afin d’augmenter le niveau de confiance par rapport a leur
immunité aux perturbations électromagnétiques, pour les systémes relatifs a la sécurité et les
matériels prévus pour les SIL plus élevés, il est exigé de réaliser des essais d'immunité par
rapport aux phénoménes électromagnétiques avec un nombre plus élevé d'impulsions, en
comparaison des exigences de réalisation d’essai des normes fondamentales en CEM
corlespondantes. Cela peut étre fait en utilisant des temps d’essai plus longs .ou| en
appliquant plus d’impulsions d’essai (voir le texte du Tableau 1).

Tableau 2 - Exigences des essais d’immunité — Accés par I’enveloppe

Phénoméne Norme Essai pour la fonction destinée a des applications de ségurité
fondamentale Valeur d’essai — Critére de.performance
1.1 Décharge électrostatique | IEC 61000-4-2 |+ 6 kV décharge au contact P DS
DES) . ab
+ 8 kV décharge dans l'air &
1.2 Champ IEC 61000-4-3 |20 V/m (80 MHz a 1 GHz, +kHZz (80 % AM)) ¢ DS
Electromagnétique 10 V/m (1,4 GHz a 2 GHZ,, %~KHz (80 % AM)) °©
3 V/m (2,0 GHz a 6,0 GH2z/1 kHz (80 % AM)) ©
1.3 Champ magnétique a la|IEC 61000-4-8 |30 A/m ¢ DS
réquence du réseau

Ceg valeurs doivent étre appliquées conformément aux conditions d’environnement décrites dans I'lEC 61000-4-2,
sur| les parties qui peuvent étre accessibles a des, personnes autres que le personnel travaillant seflon les
progédures définies de contréle des DES, mais pas ati,'matériel dont I'acces est limité uniquement au pef[sonnel
ayant été spécialement formé.

Poyr le matériel destiné a une application de SIL 3, le nombre de décharges au niveau le plus élevé dpit étre
augmenté d'un facteur 3 par rapport au nombrezdonné dans la norme fondamentale.

Ceq valeurs d’essai doivent étre appliguées dans les plages de fréquences données dans le Tableau|8. Les
fréquences ISM doivent étre prises en_ compte sur une base individuelle.

Apglicable uniquement pour le matéciel contenant des dispositifs sensibles aux champs magnétiques.
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