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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

FOREWORD

1) Thelinternational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all nptional electrotechnical committees (IEC National Committees). The object of IEC is to promote interhational
co-operation on all questions concerning standardization in the electrical and electronic fields. To this ¢nd and
in aqdition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "[EC/Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject d¢alt with
may|participate in this preparatory work. International, governmental and non-goyernmental organizationd liaising
with|the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Starjdardization (ISO) in accordance with conditions determined by agreement/between the two organizgtions.

2) Thelformal decisions or agreements of IEC on technical matters express,‘as nearly as possible, an interpational
congensus of opinion on the relevant subjects since each technicalycommittee has representation from all
intefested IEC National Committees.

3) IEC|Publications have the form of recommendations for international use and are accepted by IEC National
Conimittees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible’Mor the way in which they are used or [for any
misipterpretation by any end user.

4) In ofder to promote international uniformity, IEC National Committees undertake to apply IEC Publications
trangparently to the maximum extent possible in theirnnational and regional publications. Any divergence hetween
any JEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC |itself does not provide any attestation aficonformity. Independent certification bodies provide cohformity
assgssment services and, in some areas,.access to IEC marks of conformity. IEC is not responsible|for any
servjces carried out by independent certification bodies.

6) All users should ensure that they have,the latest edition of this publication.

7) No ljability shall attach to IEC or its directors, employees, servants or agents including individual exp¢rts and
menpbers of its technical committees and IEC National Committees for any personal injury, property dajnage or
other damage of any nature\whatsoever, whether direct or indirect, or for costs (including legal feps) and
expgnses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Atteption is drawn_tosthe Normative references cited in this publication. Use of the referenced publicgtions is
indigpensable for'the correct application of this publication.

9) IEC|draws attention to the possibility that the implementation of this document may involve the usg of (a)
patent(s). IEEstakes no position concerning the evidence, validity or applicability of any claimed patent fights in
resplect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s]), which
may|bédequired to implement this document. However, implementers are cautioned that this may not rgpresent
the latest information which may be obtained from the patent database available at hitps://patents jieclch. IEC

shall not be held responsible for identifying any or all such patent rights.

IEC 61162-460 has been prepared by IEC technical committee 80: Maritime navigation and
radiocommunication equipment and systems. It is an International Standard.

This third edition cancels and replaces the second edition published in 2018 and
Amendment 1:2020. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) term application server in the 460-Gateway has been changed to application service and
application services have been clarified;

b) based on field experience the alert limit of the network monitoring load has been changed
from 80 % to 90 %;
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c) default time for escalation of a warning to an alarm has been changed from max 60 seconds
to max 5 minutes as allowed by IMO BAM rules and escalation from caution to warning has
been removed from the use of direct access;

d) recorded event size in network monitoring function has been changed from 1 000 bytes to
1472 bytes (i.e. size of an ethernet datagram in the network);

e) requirements have been incorporated for cyber resilience given by the International
Association of Classification Societies (IACS) in their documents UR E26 and UR E27. A
new Annex H has been added giving a cross reference between the IACS documents and
this document.

The text of this International Standard is based on the following documents:

Full in
the ab

The la

This d
accord
at ww
descri

This In

A list
and ra
websit

The ca

Draft Report on voting

80/1103/FDIS 80/1112/RVD

ormation on the voting for its approval can be found in the report en+voting indic
pve table.

hguage used for the development of this International Standard is English.

bcument was drafted in accordance with ISO/IEC Directives, Part 2, and develo
ance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, av
v.iec.ch/members_experts/refdocs. The main document types developed by IE
bed in greater detail at www.iec.ch/publicationst

ternational Standard is to be used in conjunction with IEC 61162-450:2023.

f all parts in the IEC 61162 series, published under the general title Maritime navi
diocommunication equipment and-Systems — Digital interfaces, can be found on t
E.

mmittee has decided that.the contents of this document will remain unchanged u

hted in

ped in
nilable
C are

gation
ne IEC

ntil the

stabilify date indicated on thé JEC website under webstore.iec.ch in the data related|to the
specific document. At this date, the document will be
e redonfirmed,
e withdrawn, or
e rellised.
IMPORTANT — The "colour inside™ logo on the cover page of this document indicates

that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

1 Scope

This

standgqrds are needed, for example due to higher exposure to external threats erio i

netwo
used i
requir
contai

This d
define

an IEC 61162-460 compliant network as well as requirements for the hetwork its

s requirements for a redundant IEC 61162-460 compliant network:

1 in IEC 61162-450.

2 Normative references

The fo

constifutes requirements of this document. For dated'references, only the edition cited a

For u

amendments) applies.

IEC 6(

requirgments — Methods of testing and, required test results

IEC 61
Digita

IEC 62
alert m

interfaces — Part 450: Multiple talkers and multiple listeners — Ethernet interconn

923-1, Maritime(navigation and radiocommunication equipment and systems —
anagement — Part 1: Operational and performance requirements, methods of testi

requirgd test results

IEC 64
alert n

923-2,\Maritime navigation and radiocommunication equipment and systems —
anagement — Part 2: Alert and cluster identifiers and other additional features

art of IEC 61162 is an add-on to IEC 61162-450 where higher safety and ‘security

prove

k integrity. This document provides requirements and test methods for equipmenf to be

elf and

ments for interconnection from the network to other networks. This document also

bcument does not introduce new application level protocol requirements to those that are

lowing documents are referred to in the text inssuch a way that some or all of their dontent

oplies.

ndated references, the latest edition of the referenced document (including any

945, Maritime navigation and radiocommunication equipment and systems — General

162-450:2023, Maritime~navigation and radiocommunication equipment and systems —

pction

Bridge
hg and

Bridge

IEEE 80Z2.TD-2004, TEEE Standard for Local and metropolitan area networks. Media
Control (MAC) Bridges

ccess

IEEE 802.1Q, /IEEE Standard for Local and metropolitan area networks: Virtual Bridged Local
Area Networks

ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updates)
Available at https://tools.ietf.org/html/rfc792

ISOC RFC 1112, Host Extensions for IP Multicasting
Available at https://www.ietf.org/rfc/rfc1112.txt

ISOC RFC 1157, A Simple Network Management Protocol (SNMP)
Available at https://tools.ietf.org/html/rfc1157
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ISOC RFC 2021, Remote Network Monitoring Management Information Base Version 2
Available at https://tools.ietf.org/html/rfc2021

ISOC RFC 2236, Internet Group Management Protocol, Version 2
Available at https://tools.ietf.org/html/rfc2236

ISOC RFC 2819, Remote Network Monitoring Management Information Base
Available at https://tools.ietf.org/html/rfc2819

ISOC RFC 3411, An Architecture for Describing Simple Network Management Protocol
(SNMP) Management Frameworks
Availapteat hitps://TWwWw_.ietl.org/ric/TTc34 TT-.IXT

ISOC |RFC 3577, Introduction to the Remote Monitoring RMON family of MIB mpdules
Availaple at https://tools.ietf.org/html/rfc3577

ISOC RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and Mylticast
Listengr Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast
Availaple at https://tools.ietf.org/html/rfc4604

ISOC RFC 5424, The Syslog Protocol
Availaple at https://tools.ietf.org/html/rfc5424

3 Terms and definitions
For thé purposes of this document, the following terms and definitions apply.

ISO apd IEC maintain terminology databasés for use in standardization at the following
addregses:

o |EC Electropedia: available at https://www.electropedia.org/

e |SO® Online browsing platform¢ available at https://www.iso.org/obp

3.1
450-Node
devicel compliant with_IEC"'61162-450 and which satisfies additional requirements specified in
this ddcument

Note 1 to entry: Jhis also includes nodes only implementing the ONF function block.

3.2
460-Forwarder
netwotk—infra = a
other controlled networks including other 460-

rk and

Netwok

3.3

460-Gateway

network infrastructure device that connects to 460-Networks and to uncontrolled networks or
controlled networks and which satisfies the safety and security requirements as specified in this
document

3.4

460-Network

network which consists of only 460-Nodes, 460-Switches, 460-Forwarder, 460-Gateway and
460-Wireless gateway as well as 450-Nodes


https://www.electropedia.org/
https://www.iso.org/obp
https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

-10 - IEC 61162-460:2024 © IEC 2024

3.5

460-Node

device compliant with the requirement of a 450-Node and which satisfies the safety and security
requirements as specified in this document

3.6

460-Switch

network infrastructure device used to interconnect nodes on a 460-Network and which satisfies
the safety and security requirements as specified in this document

3.7
460-W[¢ele*ge(ewa' ¥

netwoik infrastructure device that connects a 460-Network and wireless networks and|which
satisfig¢s the safety and security requirements as specified in this document

3.8
advaniced encryption standard
AES
symmetric-key block cipher algorithm which is based on a substitution-permutation ngetwork
(SPN)Jand does not use the data encryption standard (DES) Feistel(network

Note 1 fo entry: This note applies to the French language only.

3.9

alarm
high-pfiority alert, condition requiring immediate attention and action by the bridge tepm, to
maintdin the safe navigation and safe operation of the ship

[SOURCE: IEC 62923-1]

3.10
backdpor
installe¢d program allowing access té:a computer by providing a method of bypassing normal
authernjtication

3.11
contrqlled network
any ngetwork that has\been designed to operate such that authorities are satisfied by
documented evidence-that the network minimises the security risks to any connected network
nodes

Note 1 to entry«—>For example, any IEC 61162-450 compliant network that is approved by classification socipty, flag
state or|recognized organization (RO).

3.12
controlled shutdown
defined way to switch off equipment under normal operating conditions

Note 1 to entry: For example, via the power button to initiate orderly shutdown without data loss or corruption using
Advanced Control Power Interface (ACPI).

3.13

category B alert

alert where no additional information for decision support is necessary besides the information
which can be presented at the central alert management HMI

[SOURCE: IEC 62923-1]


https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

IEC 61

3.14

162-460:2024 © IEC 2024 -1 -

caution
lowest-priority alert, awareness of a condition which does not warrant an alarm or warning
condition but still requires attention out of the ordinary consideration of the situation or of given
information

[SOURCE: IEC 62923-1]

3.15
demilitarized zone
DMz

Note 1

3.16
denial
DoS
attemg

Note 1

3.17
flow

o entry: This note applies to the French language only.

of service

t to prevent legitimate users from accessing a machine or network resource

o entry: This note applies to the French language only.

combipation of the following information: source and)destination MAC address, sourd

destin

3.18
extern
EDS
networ
for wh

3.19

htion IP address, protocol, source and destination port number

al data source

k or non-network data source, including, but not limited to REDS, excluding 460-N
ch the equipment belongs

failurg mode and effects analysis

FMEA
metho
modes

3.20
failure

FMECA

analyt

 as specified inAEC 60812 for the analysis of a system to identify the potential
, their causes and’effects on system performance

mode, ‘effects and criticality analysis

c method as specified in [IEC 60812 that includes a means of ranking the severity|

facing

e and

etwork

failure

of the

failure

moades

Note 1 to entry:

failure modes against the severity of their consequences.

3.21
firewa

FMECA extends FMEA by including a criticality analysis, which is used to chart the probability of

logical or physical barrier that monitors and controls incoming and outgoing network traffic
controlled via predefined rules

[SOURCE: IACS UR E27]

3.22

internet control message protocol

ICMP

protocol according to ISOC RFC 792
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Note 1 to entry: This note applies to the French language only.

3.23

internet group management protocol

IGMP

protocol according to ISOC RFC 1112 (version 1), ISOC RFC 2236 (version 2) and
ISOC RFC 4604 (version 3)

Note 1 to entry: This note applies to the French language only.

3.24

least privilege
security-eeneep i i Sy AR e RS St eeded
to perform their work

3.25
loss rate
amount of lost data by the receiving device of a flow as lost packets per total amount of packets,
measyred at the input port of a device

Note 1 to entry: The loss rate is expressed in percent.

3.26

malware
malicipbus code

softwafre used or created to compromise computer operation

3.27
maxinlum network load
cumulative maximum amount of all traffic from-all network nodes and network infrastiucture
compdnents of a single 460-Network

Note 1 fo entry: The maximum network load is ' measured in bytes per second (B/s).

3.28
maximjum transmission rate
maximum number of bytes perssecond that can be transmitted by a network node or nptwork
infrastfucture equipment

3.29
multi-factor authentication
authentication using two or more distinct factors to achieve authentication

Note 1 to entry;™ Factors are: 1) something you know (e.g., password/personal identification number); 2) something
you havk (€«:7 cryptographic identification device, token); and 3) something you are (e.g., biometric).

3.30

multiple spanning tree protocol

MSTP

protocol, according to IEEE 802.1Q, which is an extension of RSTP for VLANs

Note 1 to entry: This note applies to the French language only.

3.31

neighbour MAC address

MAC (media access control) address of connected 450-Node or 460-Node as seen by
460 Switch and as reported by SNMP (simple network management protocol)
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3.32

network infrastructure component

device that connects at least two nodes in a 460-Network and two different networks, such as
460-Switch, 460-Forwarder, 460-Gateway and 460-Wireless gateway

3.33
nominal network capacity
network capacity as a byte rate which is based on the configuration

Note 1 to entry: The capacity is the lowest capacity of any switch in the network to route all traffic.

Note 2 to entry: This is used for specifying capabilities of equipment.

3.34
other petwork function
ONF
functidn block that interfaces to the network as specified in IEC 61162-450

Note 1 {o entry: The ONF represents a function that is allowed to share the infrastructure of an IEC 61[162-450
network|but does not use the protocols defined in IEC 61162-450.

Note 2 to entry: This note applies to the French language only.

3.35
privildge
authorjty to perform functions on a computer system

3.36
rapid spanning tree protocol
RSTP
protocpl according to IEEE 802.1D for calculating and configuring the active topology of a
network

Note 1 to entry: This note applies to the Freneh language only.

3.37
remoVable external data source
REDS
user regmovable non-network data source, including, but not limited to, compact discs, memory
sticks pnd Bluetooth devices

Note 1 to entry: This note applies to the French language only.

Note 1 to entry: This note applies to the French language only.

3.39
ring topology
topology where each node is connected in series to two other nodes

1 Bluetooth is the trademark of a product supplied by Bluetooth Special Interest Group. This information is given

for the convenience of users of this document and does not constitute an endorsement by IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.
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3.40
roll-back
restore the system to a previous known state

3.41
RSA
public-key cryptosystem as described in IEEE 1363

3.42
safety
protection of networks from unintentional threats such as system malfunctioning,

misconpfiguration-and-miseperation

3.43
secur¢ area
area With defined physical perimeters and barriers, with physical entry controls-or acces$ point
protection or access point supervision

Note 1 to entry: A ship's navigation bridge with closed consoles and access supervision by the master or dfficer of
the watg¢h is an example of a secure area.

3.44
security
protection of networks from intentional threats such as virus) worm, denial-of-service aftacks,
illicit access, etc.

3.45
security strength
numbgr associated with the amount of work (that'is, the number of operations) that is required
to bregk a cryptographic algorithm or system

EXAMPLE 80 bits, 112 bits, 128 bits, 192 bits, 266 bits.

Note 1 to entry: Security strength of a 3072-bit RSA key is 128 bits.

3.46
simpl¢ network management protocol
SNMP
protocpl according to ISOC RFC 3411 used to provide management information

Note 1 fo entry: This note applies to the French language only.

3.47

SNMP}Trap

metho@. {o collect events and statistical information from SNMP enabled equipment siich as
switchbs—aseordingteotSOCREC 5 1SOC-REC20 ardisOCREC 2849

3.48

shipborne network
data network infrastructure on board a ship to exchange data between equipment on board

Note 1 to entry: This may or may not be connected to shore by satellites or other means.

3.49
sniffing
monitoring and analysis of the network traffic

3.50
stream
combination of all flows from a device that use same protocol
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3.51
syslog
protocol according to ISOC RFC 5424, which is used for an external logging in IEC 61162-450

3.52
system integrator
person or organisation responsible for the functionality of the integrated 460-network

3.53
threat
potential cause of an incident in computer security that may result in harm to the system

3.54
transport layer security
TLS
widely| adopted security protocol designed to facilitate privacy and data” securijty for
commuinications over the Internet. The TLS protocol is described in the”following [RFCs;
RFC2246 v1.0, RFC4346 v1.1, RFC5346 v1.2, and RFC8446 v1.3

3.55
traffic
combimation of all streams from a device

3.56
uncontrolled network
any ddta network that is not a controlled network

Note 1 to entry: In this document this is also known as untsusted network.

3.57
virtual local area network
VLAN
network according to IEEE 802.1Q consisting of interconnected networks with bridges

Note 1 fo entry: This note applies t6 the French language only.

3.58
virtua| private network
VPN
VPN tunnel
extens]:on of a pfivate network through encapsulated, encrypted, and authenticated links pcross
shared or public/networks

Note 1 to.entry: This note applies to the French language only.

3.59
warning
condition requiring immediate attention but no immediate action by the bridge team

Note 1 to entry: Warnings are presented for precautionary reasons to make the bridge team aware of changed
conditions which are not immediately hazardous, but may become so, if no action is taken.

[SOURCE: IEC 62923-1]

3.60

wireless access point

wireless AP

device that connects wireless devices to wired devices through various wireless technologies
such as Wi-Fi, Bluetooth
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4 High-level requirements

4.1 Overview

This document is based on IEC 61162-450, which is indispensable for this document. This
document specifies more stringent requirements for equipment, system design and operation.

Compliance with this document will provide additional protection from threats both from external
connections to a network and connections within a network. When a network is solely physically
enclosed—ra—sectre—area—stch—as—thebridge—o ed, the
larger [threat will be from the external connections. Requirements applicable to secure| areas
are giyen in 4.7.

4.2 |Description

Figure|1 shows a 460-Network as described in this document. The grey.,symbols represent
equipment specified in this document. The pentagons represent logical software functions
specified in this document. The hatched symbols represent (JEC 61162-450 compliant
equipment that is permitted to be included into a 460-Network.

IEC 61162-1
IEC 61162-2
device(s)

450-Node

with SNGF
|
|

P N | e \,\)

fﬁ-'v\,iraess ! | 460-wireless 460-node | { ~ Controlled ¢~

\ new gateway @ ’ | \ network /
\‘w ¥ O "

IEC.61162-460 network

pes s I 46Qg®ﬂch — 460-switch | 460-switch —— 460-forwarder
Q‘ Unpontrolled ¢~ | I‘ N | | |
T N LN
N\ | | =" Othe i
T T I 460-Node |\ 460-network
A el 460$ System Network I Nerm
Untontrolled ¢~ gat@ management monitoring
fretwork l" function function [
|
. \ )
~~="Urlcontrolled ¢~ N (@ e e e e e e e e - —
\,netwc rks (off ship)
\‘u./

IEC

Figure 1T — Functional overview ot IEC b11b2-460 applications

Some examples of the use of a 460-Gateway are given in Annex A, and some examples of the
use of this document are given in Annex D.

4.3 General requirements
4.3.1 Equipment and system requirements

(See 10.3)

The requirements of 4.3 apply to all equipment and systems intended to be compliant with any
part of this document. Subclauses 4.4, 4.5, 4.6 and 4.7 summarize requirements for one type
of capability that may be implemented alone, without requiring compliance with other parts of
this document.
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All equipment forming the 460-Network shall satisfy the general requirements for navigation
and radiocommunication equipment as specified in IEC 60945.

NOTE IEC 60945 includes the requirement that equipment be so designed that maintenance of software can be
readily carried out on board ship, for example to support periodic update of firmware of network infrastructure
equipment to improve encryption algorithms and security features.

All network nodes, network infrastructure components and cables shall satisfy the requirements
in Clauses 4 and 5 of IEC 61162-450:2023 as far as applicable.

Manufacturers of network nodes and network infrastructure components shall provide a list of
all MAC addresses being used in a 460-Network.

The ligt can be a label or list or equivalent.

Annex|F includes an overview of distribution of various functionalities around physical
equipment.

Equipment or network connection points which may be disconnected manually or automatically
in ord¢r to isolate the 460 Network from other networks or networki;segments shall be tlearly
markefl, see 4.6.

4.3.2 Physical composition requirements

(See 10.12.3.1)

A 460iNetwork shall only be composed of the following physical network nodes or ngetwork
infrastfucture components:

e 450-Node, i.e., network nodes compliaht with IEC 61162-450 and which fulfil the
requirements in 4.4.1;

e 460-Node, network nodes compliant with IEC 61162-450 and which fulfil the additional
requirements in 4.4.2;

e nefwork infrastructure components compliant with the requirements for a 460-Switch ¢r 460-
Forwarder in 4.4.3 and 4.4.4,

e nefwork infrastructure.components compliant with the requirements of a 460-Gateyway or
460-Wireless gateway in 4.4.5.

4.3.3 Logical eomposition requirements

(See 10.12.3.4)

A 460-Network shall also include the following logical system function components, whict] cover

H 460 MNaot 1
a” nodco nmra =UUTINCTIWUT N,

e network monitoring function, which can be a SF (system function block, see IEC 61162-450)
or an ONF (other network function block, see IEC 61162-450) compliant with the
requirements in 4.5.1;

¢ system management function, which can be a SF or an ONF compliant with the requirements
in 4.5.2.

4.4 Physical component requirements
4.4.1 450-Node
(See 10.4)

Network nodes that fulfil the requirements of IEC 61162-450 shall also fulfil the following
requirements in order to be used in a 460-Network:
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connection to external networks or REDS;

e syslog implemented as defined IEC 61162-450:2023, 4.3.3.2;

e dat

a output bandwidth documented by the manufacturer as described in 6.2.2.1;

e implemented ONF services specified by the manufacturer, including the necessary protocol
parameters, at least |IP address and port number;

4.4.2

460-Node

The following functions shall be implemented in a 460-Node:

e net

work traffic management as specified in 5.1;

e Se
e Tred

e nef

If any

e CO

e support for REDS as specified in 6.2:3;

o di
e VL

r

o implemented ONF services_specified by the manufacturer including the necessary p

pa
e ep

443

The fq
conne

specifi[ed in the following:

urity requirement as specified in 6.2.1, 6.2.2.1 and 6.2.4.1;
undancy as specified in 7.2;

work monitoring as specified in 8.1.2.

of the following functions are supported by a 460-Node, they shall|be implemenjted as

nection with external controlled networks:

all valid data packets with correct IP address and port nimber received from an e
controlled network via direct connection through 460-Gateway or 460-Wireless ga
(see 6.3.5.1 and 6.3.6) shall be processed and checked by application level softy
the 460-Node; or

NOTE This can be used to create gateways to other network protocols such as MODBUS or OPC.

if a connection with the controlled network”is used to forward unmodified datg
between the 460-Network and controlled networks or other 460-Networks, the
forwarding shall be handled by a 460-Forwarder;

pbct connection with uncontrolledynetworks as specified in 6.3.4;
AN compatibility as specifiedin 5.1;

ameters, at least IP,address and port number;

nemeral ports mdy be used.
460-Switch

llowing (functions shall be implemented in network infrastructure components
ct equipment within a 460-Network:

ternal
teway
are in

grams
n this

otocol

which

e nef

waork traffic management as specified in 5.2;

e security requirement as specified in 6.2.1, 6.2.2.2, 6.2.4 and 6.4;

e network monitoring as specified in 8.1.3;

e support for REDS as specified in 6.2.3.

4.4.4
The fo

460-Forwarder

llowing functions shall be implemented in a 460-Forwarder:

e network traffic management as specified in 5.3;

e security requirements as specified in 6.2.1, 6.2.2.2, 6.2.4 and 6.4;

e network monitoring as specified in 8.1.4;

e support for REDS as specified in 6.2.3;
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e VLAN functionality to combine two physical networks (controlled networks and other

46

4.4.5

0-Networks) into a logical network, if provided, as specified in 5.3.

460-Gateway and 460-Wireless gateway

Connections to uncontrolled networks shall be protected by a gateway fulfilling the requirements
for a 460-Gateway as specified in 6.3.5 or a 460-Wireless gateway as specified in 6.3.6.

Secur

4.5

451

The network monitoring function shall perform the following functions:

e ne

e ne

e ne

e sygtem function ID SFI collision detection as specified in 8.2.4.2,

4.5.2

(See 10.12.2)

The syistem management function is not intended for normal operation and, in accordand
IMO Resolution A.694(17), clause 3.2, should not be“readily accessible. Equally, the g
managdement function does not impose a requirement for carriage of additional workstat

The system management function shall perform the following functions either automatio
manuglly:

e mdintain all network infrastructure. configuration information and be able to restore
thg equipment when requested “-the management function shall maintain a histor
lealst the previous configuration;

e sa
46
e ch
€q
kn

The s

4.6

ity requirements as specified in 6.2, 6.2.5 and 6.4 shall be implemented.

Logical component requirements

Network monitoring function

{work load as specified in 8.2.2;
{fwork redundancy as specified in 8.2.3;

{work topology as specified in 8.2.4.1;

System management function

D-Gateways and 460-Wireless gateways;

lipment with new MAC addresses as, for example, 460-Switches, which only 3
Iwn MAC toswbe ‘connected to a specific port.

e with
ystem
ons.

ally or

this to
y of at

e and restore configuration information from 460-Switches, 460-Forwarders,

ange the infrastrGcture configuration — this function is necessary to allow exchahge of

llow a

ve and\restore configuration information of the system management function shall be
redundantly available using device redundancy and/or interface redundancy.

A I . .

(See 10.12.3.1)

Where the information required is deemed confidential the manufacture may take measures to
control access to such information.

A system integrator of a 460-Network shall provide documentation of the network topology and
its functions and devices. This includes:

e short description of each device within the 460-Network including brief functional description
and technical features;

e block diagram(s) indicating the physical and logical connections between the equipment in
the 460 network and their interactions with connected networks and devices;
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e equipment or network connection points which may be disconnected manually or
automatically in order to isolate the 460 Network from other networks or network segments.

A system integrator of a 460-Network shall provide documentation showing that the 460-network
includes only equipment listed in 4.3.2.

See also 5.4.

4.7
(See 1

Secure area requirements

0.12.3.1)

The AiGO-Switch and 460-Forwarder may support disabling MAC address author

requir

The dq
secure
secure

ments in secure areas as described in 6.2.4.2.

cumentation for the 460-Switch and 460-Forwarder shall include the description
area and the description of the features which can be relaxed when installed
area.

5 Network traffic management requirements

5.1

460-Node requirements

(See 1

The 4

0.5.1)

60-Node shall comply with the following\yto satisfy network traffic manag

requirgments:

o all ftraffic shall be specified as one of the\IEC 61162-450 compliant data types, for ex
IEC 61162-1 sentence transmission,. inary file traffic or ONF;

NOJTE 1 Chart update is an example of ONF.

o thg maximum operational data‘output for a device shall be declared by the manufact

by

NO
app

e de

es per second averaged-over a specified period of time;

TE 2 The specified period of time depends on the characteristics of the data output and is chosd
ropriate for network traffic management purposes.

is ¢xceeded. The.input data rate shall be expressed in bytes per second as available

net

e On
prg

e de

work linednetuding all protocol-specific overheads;

y data-specified by the relevant standards or by the manufacturer for the node s
cessed by the node;

ices shall continue normal operation with an input loss rate of packets up to 0.1

sation

of the
in the

ement

ample

urer in

n to be

ice behaviour (shall be specified by the manufacturer when its maximum input dafa rate

in the

hall be

% per

second over a time period of 10 min.

NOTE 3 Normal operation includes the ability to survive even when something is lost in interfaces. Normal
reaction to such losses is either to continue as if nothing has been lost (i.e. there has been sufficient information

ava

ilable to continue without any effect) or to generate an indication and/or alert based on the loss.

If VLAN is provided, all VLAN traffic shall be included in the maximum transmission rate.

NOTE 4
5.2
5.2.1
(See 1

For example, VLAN is used to create a separate segment.
460-Switch requirements
Resource allocation

0.6.1)
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The following are required for resource allocation:

a) means to configure a stream or a network flow that is identified by the combination of
interface identifier, the MAC address or IP address, protocol number and port number or
range of port numbers. The source may be from any source or range of sources or group of
sources, etc. The destination may be to any destination or range of destinations or group of
destinations, etc.;

b) a stream or network flow only to be permitted to interfaces with configured MAC or IP-
addresses for specified protocols and ports where network bandwidth limits are applied (see

bul

let e€)). All other traffic shall be blocked;

NOTE This approach is sometimes described as deny all, permit by exception.

c) meg
d) ths

tra
e) thsg

ap
so

f) if
pra
g) if\

h) means to filter multicast traffic by IGMP snooping as required by IEC 61162-450;

i) me
No

5.2.2
(See 1

The s
topolo

NOTE
significg
caused
topolog

The fo

e RS

e a 460-Switch shall support RSTP on each of its interfaces.

5.3

ans to allocate network bandwidth resource for each stream or network flow;

amount of bandwidth allocated at a 460-Switch shall be more than the sum-@fyall
fic volumes of each traffic class allocated to the network connected to the:switch;

total amount of traffic per interface to a 450-Node or 460-Node shall be limited
propriate bandwidth as a proportion of the switch's or connected nade's overall ca
that the capacity of the switch or node is not exceeded by the traffic_allocated to al

LAN is provided, a means to configure virtual networks (VLLAN) per interface s
vided;

LAN is provided, VLAN protocol IEEE 802.1Q shall be supported;

ans to send IGMP membership queries to other '460-Switches, 460-Forwarderg
des and 450-Nodes.

Loop prevention

0.6.2)

vitch shall provide a loop prevention mechanism, for example, RSTP, MSTP. N
gy and switch configuration shall support its convergence within 5 s.

When there is a loop in a_network, the traffic is never terminated. This increases the networ
ntly. This problem becomes 'severe when multicasting traffic is multiplied by a switch. A network looj

by network misconfiguration. Also, it is caused when there are multiple paths to the destination by the
(i.e. mesh network topalogy) or network redundancy.

lowing are the(RSTP requirements, if provided:

TP protocolversion IEEE 802.1D-2004 shall be supported;

460-Forwarder requirements

hormal

to the
pacity
ports;

nall be

, 460-

etwork

k traffic
can be
network

5.3.1
(See 1

The fo

e me

e me

Traffic separation

0.7.1)

llowing are required for traffic separation:

ans to configure transmitting all or a subset of the traffic;

ans to configure for a maximum traffic flow;

e if VLAN provided, a means to configure virtual networks (VLAN) per each interface;
o if VLAN provided, VLAN protocol IEEE 802.1Q shall be supported.

e me

ans to filter multicast traffic IGMP snooping as required by IEC 61162-450;
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e means to send IGMP membership queries to other 460-Switches, 460-Forwarders, 460-

No
5.3.2
(See 1

The fo

des and 450-Nodes.
Resource allocation

0.7.2)

llowing are required for resource allocation:

o the 460-Forwarder shall have a capacity more than the summation of all traffic volumes of
each traffic class allocated to the network connected to the forwarder;

e th

A460-Forwarder shall ho r\r\nfigllrghla for a maximum traffic 'Fln\nl;

o firg
is

or
or

nefwork traffic that does not match a set firewall rule shall be blocked-by the firewall

e a means shall be provided to allocate network resource for all registered streams;

e an
5.3.3
(See 1

hroup of destinations, etc. All connections between networks shall be 'fegistered

neans shall be provided to allocate resource for each virtual network if provided.
Traffic prioritization

0.7.3)

wall functionality shall be provided as means to configure a stream or a network flaw that
dentified by the combination of interface identifier, the MAC address orIP "address,
prdtocol number and port number. The source may be from any source or rarige of s

purces

group of sources, etc. The destination may be to any destination or range)of destinations

i.e. all

All or part of the traffic may be prioritized to controktransfer of traffic from one 460-Network to

contro
prioriti
(Class
and se

The pr|
in the

betwegn traffic types and traffic\prioritization specified in IP DSCP and CoS in VLAN.

of Service) in VLAN if provided. Therg are eight priorities where zero (=000) is the
ven (=111) is the highest.

precedence of IP DSCP field or CoS field. Table 1 is an example of the relati

Table\t — Traffic prioritization with CoS and DSCP

led networks. By default all traffic shall have a value of zero for the default priorify. The
ration may be provided by either IP DSCP (Differentiated Service Code Point) gr CoS

lowest

ority of each packet is provided-based on the traffic type. The priority information ig given

bnship

The fo

a) me

CoS Value.{ DSCP value Traffic type based on IEC 61162-450
000 000000 Data provided by ONF except network control and
management traffic
001 001000 PROP, USR1 to USR8
010 010000 MISC, simple binary image
011 011000 VDRD, TIME
100 100000 RCOM, retransmittable binary image
101 101000 TGTD, SATD, NAVD
110 110000 Reserved
111 111000 Network control and management traffic

llowing means shall be provided for traffic prioritisation at a 460-Forwarder:

ans to handle dropping of lower priority traffic based on priority;

b) means to handle dropping if the amount of traffic to be transferred per each physical port is
higher than 50 % of physical capacity of the line or is over the set maximum input data rate
capacity of the 460-Node or 450-Node. The traffic prioritisation shall be used to drop the
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d)

5.4

5.4

(See 10.12.3.2)

1 Documentation

lower priority traffic until the traffic is below 50 % of physical capacity of the line or is below
the set maximum input data rate capacity of the 460-Node or 450-Node;

NOTE 1 An example of means to handle dropping is a setup method in which amount of traffic of different
priorities can be assigned.

means to continue lossless traffic in each priority until the amount of traffic to be transferred
is higher than 100 % of the set maximum as set for the priority in the switch;

means to report the use of dropping by syslog for each period of 30 s during which the
dropping has been used or by responding to SNMP-Trap method (i.e. by requesting RMON
alerts) about the use of dropping (see 8.2.2).

NOTE 2 For example, network monitoring function using SNMP-Trap method queries to 460-Forwarder about
the [use of dropping.

System design requirements

For a $ystem intended to be compliant with this standard, documents ‘shall be provided| which
includ¢ information from the following list. For an individual equipment the manufagturer's

documentation shall provide appropriate information:

NOTE [Information<can'be collected from the network monitoring function, see 8.2.4.

See algo 4.6:

5.4.2 Traffic

where applicable, backup and recovery procedures including controls to ensure integrity
andl confidentiality of externalized data. Where certainparts are not applicable, this shall be
clejarly stated in the documentation;

where applicable, physical layout of the netwerk infrastructure components, nodgs and
nefwork access points;

where applicable, description of the features of each network segment in the system

where applicable, 460-Network traffic,*flow analysis and network topology information
incjuding connected networks, MAC-addresses and IP address ranges or other appropriate
identifiers;

do¢tuments that specify the.total amount of network traffic of every switch and bgtween
swltches, forwarders and gateways and the average load of all traffic for the 460-Nefwork;

thg maximum traffic flow transferred from one 460-Network to another 460-Network gt each
460-Forwarder;

thg prioritization of_each traffic type at each 460-Forwarder.

(See 10.12.3.3)

System design for 460-Networks shall comply with the following requirements:

the maximum designed network load shall not exceed the nominal network capacity;

the average load of all traffic in a 460-Network shall not exceed 95 % of nominal network
capacity planned over a period of 1 s and shall not exceed 80 % of nominal network capacity
planned over a period of 10 s.

5.4.3 Connections between secure and non-secure areas

(See 10.12.3.9)
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The connection between a 460-Network installed in a secure area and a 460-Network installed
in a non-secure area shall be established by using a 460-Forwarder (see Figure 1).

6

6.1
6.1
As

Security requirements

Security scenarios

1 Threat scenarios

shown in the example of network topology illustrated in Figure 1, 460-Networks are

threatened internally by 450-Nodes and externally from uncontrolled networks such as other
shipbdriie equipment or_off-snip_equipment. Therefore, 400-NetWOorks are required|to be

protecfed not only from internal threats but also from external threats.

6.1

The fo]lowing are scenarios that can occur in networks:

Requilements for security against internal threats are described in 6.2.

6.1

The fo]lowing-are scenarios that are caused from external networks:

.2 Internal threats

.3 External.threats

mallware replication from other equipment in a 460-Network such“as a notebook that is
infected by the malware;

infeéction from corrupted mass storage devices (e.g. USB flash/drive) or removable |media
driyes (CD/DVD) being used within the 460-Network, (for“example in connectioh with
(aythorised or unauthorised) maintenance and support;

installation of a backdoor in one of the equipment to"get system privilege through it} other
eqliipment is then attacked;

deletion of the system file(s) or change of.the configuration file(s) by mistakel (mis-
opg¢ration);

illigit access that prohibits the normal operation of equipment;

falge data generation that prohibits the’normal operation of equipment;
sec¢urity threats in controlled networks which are easily propagated into 460-Networks;
se¢urity threats in other 460-Networks which are easily propagated into 460-NetworKs;

intgrruption of network service due to the heavy volume of broadcasting traffic and of ICMP
ang IGMP packets.

threats/from unsecure networks;

infection of a piece of equipment in the 460-Network by a malware in other shipborne
networks;

remote log-in to equipment in a 460-Network by a user in a shipborne network, which deletes
important files or changes the configuration by mistake (misoperation);

installation of a backdoor by shipborne equipment to use it as an attack agent; direct attack
to equipment through the network infrastructure such as switch or router;

scanning attack — attacker finds a port for attack by scanning the ports first. If found, it scans
the service with the port. For example, when port number 80 is open for the web service,
the attacker collects the information of web server type and version;

in-direct attack to the 460-Network via uncontrolled networks such as another shipborne
network;

data sniffing and modification attack during the communication with external equipment and
systems — When equipment in a 460-Network communicates with off-ship network systems,


https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

IEC 61

162-460:2024 © IEC 2024 - 25—

the attack extracts and modifies data by sniffing. For example, the navigational route
information may be exposed to and be modified by pirates and terrorists;

e incoming excessive data traffic to 460-Networks and protocol features attack including SYN
flooding attack.

Requir

6.2
6.2.1

(See 1

ements for security against external threats are described in 6.2.5.

Internal security requirements
General

0521 10631 1074 1)

A 460-
access

All VL

disabléd in a 460-Node, 460-Switch and 460-Forwarder.

6.2.2
6.2.2.1
(See 1

The miaximum operational input and output bandwidth for a device shall be declared

manuf

Means
incomi

Means
incomi

6.2.2.2
(See 1

Proted
prever

NOTE

Node, 460-Switch and 460-Forwarder shall not use a wireless LAN interface and’'w
point (AP) functions.

AN tunnelling protocols used between 460-Networks and uncontrolled'networks s

Denial of service protection
460-Node
0.5.2.2)

acturer averaged over a specified time period;

shall be provided to ensure normal operation of the functionality not dependent
ng traffic of the node under excessivetincoming traffic received at its Ethernet pof

shall be provided to ensure normal operation of the node following a period of exd
ng traffic received at its Ethernet port.

460-Switch, 460-Forwarder, 460-Gateway and 460-Wireless gateway
0.6.3.2, 10.7.4.2,40:8.1)

tion from DeSrattacks using ICMP and IGMP protocols shall be provided. Addition
tion methods may be provided.

Resaqurce allocation requirements for 460-Switch, see 5.2.1, assist network nodes in DoS protection.

reless

hall be

by the

on the

essive

al DoS

6.2.3
(See 1

6.2.3.1

Protec

|_REDS security

0.5.2.3)

General

tion for REDS shall be provided by physical and/or operational means.

The operator's manual shall include guidance that procedures and processes should be
established to ensure that REDS have been checked for malware prior to being connected in
an equipment of the 460-Network.

6.2.3.2 Physical protection

The number of connection points for REDS (for example keyboard/mice ports, printer ports,
USB ports, Secure Digital (SD)-cards, disc drives, (hot swappable) drive bays, etc.) shall be
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limited to the minimum required for the operation of the system and its lifetime maintenance
and support. An exception is USB ports providing only the functionality of charging. All other

points

shall either:

e be physically blocked from easy access by a user without a tool or key, for example, by port
blocker, or;

e be subject to an instruction in the manufacturer's installation manual that the equipment
shall only be installed in a closed console or cabinet requiring additional tools or keys to
open; the manufacturer's installation manual shall include a notice of cyber security risk if

no

Attent

t installed as described by the manufacturer.

ion_should be given to wireless interfaces where physical protection provides sec

Irity in

normal operation in order to ensure that the interface is indeed protected against acc

persor

a termjnator to an antenna interface used only during commissioning and maintenance,
interngl to the equipment or requires a tool or key to remove.

6.2.3.3 Operational protection

Interfa
for opsg

alterngtives listed below:

e loglical blocking (i.e. software or firmware or operating system) of the interface. For ex

bl

Ess by

nel with physical access to the equipment. For example, this might be achieved by fitting

that is

ces for removable devices (for example storage, keyboards,.-printers, etc.) as rejquired
ration and lifecycle maintenance shall be minimized and restrieted by one or morg of the

ample,

king of all connection points for REDS (in particular USB and SD ports) and allow
unblocking only in administrator or maintenance maode;

e prgventing device drivers from installing; this means that the device drivers can only be
installed in maintenance mode;

e cryjptographic authentication with a securitystrength of at least 128 bits prior to use

co

tent or functionality from USB devices;

e regtriction of the interface to specificlUSB device classes (see Annex G);

e ey

e regtriction of the interface to.Specific instance identifiers (i.e. individual equipment).

For arly removable device which cannot practically be restricted using the options d

above

its intgnded functionality and protected against misuse.

NOTE
or key

For examplesndn-network wireless interfaces such as certain types of Bluetooth devices can use a p
o authenticate the removable device with the equipment it connects to and use encryption to

confidentiality and.integrity for data transferred wirelessly.

of any

triction of the interface to a specific hardware identifier (i.e. same model of equipment);

ptailed

the manufacturersshall provide information about how the interface has been limlited to

hssword
provide

Physidal/port blockers can be used as an appropriate measure to avoid any unauthorized
devicels being plugged into the system. This will ensure that an additional security mechanism
is installed to protect operations (see 6.2.3.2).

6.2.3.4 Executable program file verification

See 6.2.5.2.

6.2.3.5 Non-executable data verification

See 6.2.5.3.

6.2.4

Access control

6.2.4.1 Device access control

(See 10.5.2.4, 10.6.3.3, 10.7.4.3, 10.8.2)
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Access to make changes in the configuration of 460-Node, 460-Switch, 460-Forwarder,
460-Gateway and 460-Wireless gateway equipment shall be subject to user authentication.

Any user, program or process allowed to access the device shall only have the minimum
privilege necessary to perform its function.

NOTE 1 For example, the user level required to run applications or processes on the equipment is not assigned
admin privileges, but only the minimum privileges required for the operation of the applications or processes.

NOTE 2 In some cases, a process has to initially run with elevated privileges before losing those privileges. For
example, on some operating systems, to bind to a privileged port a process has to run with elevated privileges then
it can immediately switch to running as an unprivileged user. In some cases, the function of a process means that it
is necessary for the process to run with elevated privileges

If, baged on the manufacturer's documentation, the equipment provides different)leyels of
authorjzation, the manufacturer's documentation shall include guidance on how ¢to-implement
the principle of least privilege for the lifecycle of the equipment. This will typically requjre the
equipment to provide the capability to withdraw permission from entities \sch as uders or
procegses that are then no longer able to access the equipment or subsets.of its functignality.
Manufacturer's documentation shall describe pre-emptive procedures ofithé manufacturer that
prevernts employees from accumulating excessive permissions over time:

User guthentication shall be provided with log-in information. The-following is required for the
device| access control process:

e a yser authentication mechanism shall be provided tefore changing the device sdttings.
Some examples of authentication include passwords.and key cards;

e if g4 password is required at login, it shall be provided with at least 8 characters. Longer
passwords and other authentication tokens like' RSA keys, etc. may be supported|where
possible;

e if dsymmetric cryptography is used, for eéxample in smart cards, the security strength| of the
cipher shall be at least 112 bits;

e thg operator's manual shall include guidance such as "passwords should not contain the
us:: name or parts of the user's full name, such as his first name, company name, product
name, etc", "dictionary wordssshould not be used", "repetitive or sequential chafacters
(e.p.'aaaaaa’, '1234abcd')(should not be used”, "random and meaningless passwords ghould
be[used";

e additional passwordTestrictions may be enforced at the manufacturer's discretion, ingluding
lenigth, character complexity, periodic changes and excluded word lists.

NOTE 3 NIST SP 800=63B recommends a password length of at least 8 characters and no specific requirenjents on

compleAity (mix of\letters, symbols, and figures) because highly complex memorized secrets introducqd a new
potentidl vulnerability, for example password written on paper.

6.2.4.2 Network access control

(See 10.6.3.4, 10.7.4.4)

In normal operation unused network connection points to the 460-Network shall be protected
by one or more of the alternatives listed below:

e be logically blocked (i.e. software or firmware or operating system) of the interface; or;

e be physically blocked from easy access by a user without a tool or key; or

e be subject to an instruction in the manufacturer's installation manual that the equipment
shall only be installed in a closed console or cabinet requiring additional tools or keys to
open; the manufacturer's installation manual shall include a notice of cyber security risk if
not installed as described by the manufacturer.
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Network access control is intended to permit or to deny access to 460-Network resources. A
460-Switch or 460-Forwarder shall deny the access of unauthorised equipment and
unauthorised traffic by network access control.

450-Nodes and 460-Nodes installed outside of an area providing physical access control shall
be authorised before being permitted to connect to a 460-Network and shall be connected to a
460-Switch or 460-Forwarder.

Permissible methods of authorization are:

e MAC Address filtering;
e |EEE 802.7X;
e MACSEC (IEEE 802.1AE).

If a cdnnected node is intended to be installed in a secure area means may'be provided to
disabl¢ this authorisation.

The operator's manual shall include a warning about users adding, 'removing, replaging or
changing configuration of any switch (independent of the type of;switch) or node (i.p. any
equipment connected to the network). The warning shall explainm that all traffic in the| cyber
securg network is controlled by the 460-Gateways, 460-Wireless' Gateways, 460-Switches and
460-Fgrwarders and that the cyber security of the whole network and all connected equ{pment
may b compromised by any adding, removing, replacing‘or changing configuration pf any
equipment by other actors than the system integrator og-m¥anufacturer.

All bypassing and originating traffic at a 460-Switchrand 460-Forwarder shall be authorised by
IP address, protocol number and port number.

NOTE [Typically, network access control functions are provided by the equipment manufacturer under the hame of
Access [Control List (ACL).

6.2.5 Executable and non-executable file security

(See 10.5.2.6)

6.2.5.1 General

Executable and non-executable file security applies to executable and non-executable filgs from
EDS.

Wheregl source @uthentication and integrity checks are used to verify files, this may be performed
by an [equipment such as the 460-Gateway before being made available to other equipment
within [the '460-Network. When provided, the manufacturer's documentation shall descripe the
methog:

6.2.5.2 Executable program file verification

Requirements for normal operation are:

1) all automatic execution at a 460-Node from EDS including auto-run and booting shall be
prohibited;

2) manual execution of any type of files from EDS shall only be possible after passing source
authentication and integrity check of the executable content of the EDS, for example by
using digital signatures or secret keys (i.e., authentication);

3) in the event of a catastrophic equipment failure, cryptographically authenticated software
may boot and run from the EDS as a reversionary measure;

4) if the execution of the executable will affect the normal operation of the device, sufficient
indication shall be given before execution; the execution shall only be possible in case of
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confirmation by the operator. The manufacturer shall provide a list of executables which are
possible to execute during normal operation.

NOTE 1 A digital signature method is based on a private/public key pair. Typically, a hash function is used, for
example the SHA-2 family (use of MD5 and SHA-1 are now discouraged, see ISO/IEC 10118-3).

NOTE 2 Special keys can be values calculated from the delivered data using a specified function and compared
against a known and expected value, both the function and the value being specified by the trusted source or sender.

NOTE 3 Firmware or application software can automatically authenticate executables without user intervention,
provided that an informative indication is given when those executables are executed.

6.2.5.3 Non-executable data file verification

The equipment shall validate the syntax, length and content of any non-executable inpyit data
that is|received from EDS.

NOTE |[The above requirements can be a part of an individual equipment standard.

The e€lquipment shall employ cryptographic integrity protection to reeognize changes to
informption from EDS.

The cryptographic integrity protection may be file based, for example-encryption of the content,
provisijon of digital signatures or the cryptographic integrity protection may be transport based,
for example by using a secure transport method such as provided by SSH or TLS protodols.

The encryption of the content and the provision of digital'signature methods may terminate at
the DNIZ of the 460-Gateway or at an equipment conqected to the 460-Network i.e. the|digital
signatyire may be verified by the 460-Gateway or in~a.node within the 460-Network.

The sdcure transport method may terminate atthe DMZ of the 460-Gateway.

Equipment connected to the same 460zNetwork as a 460-Gateway may access th¢ non-
execufable files from this DMZ.

6.2.6 Recording of device management activities

(See 10.5.2.7)

Recording of device-'management activities is applicable for 460-Nodes, 460-Swijtches,
460-Forwarders, 460-Gateways and 460-Wireless gateways.

Devicg management activities means managing and controlling equipment connected|in the
network such-as their:

a) configuration (as applicable, IP address, Port number, etc.);

b) user accounts (as applicable, creation and deletion, change of privileges, and login).

For 460-Nodes, 460-Gateways and 460-Wireless gateways device management activities

means also as applicable:

c) resource allocation;

d) software management (updates or upgrades);

e) connections with other devices (interface setup for external devices, for example input
interface to receive gyro heading, output interface to report GPS position, etc.)

The recording system may be separate for each device management activity.
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Equipment shall record device management activities locally and/or send the records to an
external device, for example via syslog to the network monitoring function. Each recording shall
be timestamped.

Sensitive information shall not be sent in plain text over the network. Typically, this includes
username in user accounts and password in user accounts.

The recording shall provide the capability to record at least the last 100 events.

6.3 External security requirements

6.3.1

All traffic from uncontrolled networks is passed or processed through a 460-Gateway qr 460-
Wireleps gateway. A 460-Gateway consists of firewall(s) (see 6.3.2) and may include slupport
for on¢ or any combination of the following functions:

e direct communication (see 6.3.3);

e DMZ with application services (see 6.3.5.2);

e DMZ with interoperable access to file storage (see 6.3.5.3).

Firewdll(s) provide network-access security for the uncontrolled.network and the 460-Ngtwork.
Firewdlls for external and internal interfaces may be providedby the same application.

The 4p0-Gateway may be implemented in one device or in different devices. A OMZ is
considered to be a part of a 460-Gateway. Figure 2:shows an example of a 460-Network|with a
460-Gpteway.

I IEC 61162-460 network

460-Node 460-Node

“77Un :(;ntrolled i
etwork

-— e - - - e - - — — -

ke /Un :(;ntrolled . ‘ 460-switch 460-switch 460-switch
\ network “|
\~.4 == T T T
N o 460-Node 460-Node 460-Nodg
~=="Unjcontrolled ¢~ |
\,netwc rks (off ship) \
\ /

IEC

Figure 2 — 460-Network with 460-Gateway

6.3.2 Firewalls
6.3.2.1 External firewall

An external firewall blocks all traffic unless it is registered (i.e. whitelisted) and destined only
to equipment in the DMZ. This means that, in principle, all direct communication to or from a
460-Network is not allowed.

6.3.2.2 Internal firewall

An internal firewall blocks all traffic unless it is either destined to equipment in a 460-Network
and it originates from equipment in the DMZ or it is destined to equipment in the DMZ and it
originates from equipment in a 460-Network. All traffic passing through the internal firewall is
registered (i.e. whitelisted) in advance.
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6.3.3 Direct communication

(See 10.8.3)

When direct communication is required to equipment in a 460-Network, permission from an
administrator or supervisor is required together with monitoring during the entire communication
period (see 6.3.5 and Annex A).

A direct connection between uncontrolled networks and a 460-Network is only permitted via a
460-Gateway or a 460-Wireless gateway. A VPN tunnel or equivalent secure connection is
established by the 460-Gateway or 460-Wireless gateway and only activated from within the

460-Network i.e. it is nrotected from activation remotely via an external network
Ll J

Securg connections other than VPN tunnels may be used provided that the secure Caonngctions
meet the same requirements as the VPN tunnel used for direct communication,

Once the VPN tunnel is established, a node can use this tunnel for direct-communicatign with
an undontrolled network. If this functionality is provided the equipment sthall comply with{ 6.3.4.

460-Npdes 460-Switches, 460-Forwarders, 460-Gateways or 460:Wireless gateways are
permitfed to use this direct connection for communicatiop,‘\with devices outsidel of a
460-Network, for example for access by maintenance personnel;

NOTE 1| It is not permitted to access 450-Nodes from external netwerks, see 4.4.1.

It shal| be possible to terminate the VPN tunnel of the.460-Gateway or 460 Wireless gateway
at any|time.

At the|460-Network side the endpoint of the*\/PN tunnel is a 460-Gateway or a 460-Wijreless
gateway. For the uncontrolled network side, the operator's manual shall describe how to
establish a connection to the endpoint of\the VPN tunnel on that side.

Both gndpoints of the VPN tunnel.shall be successfully authenticated before the VPN tupnel is
established.

The VIPN tunnel shall provide confidentiality and integrity for all traffic passing through the VPN
tunneljusing a secure encryption algorithm.

The spcure encryption algorithm is typically a combination of different asymmetric and
symmetric algorithms.

The sgcure encryption algorithm typically provides authorization, confidentiality, integrity and
contains;a/means to prevent messages being replayed.

NOTE 2 Examples of such secure encryption algorithms include Secure Shell (SSH), Transport Layer Security
(TLS), and Internet Protocol Security (IPsec). Use of SSH v1, SSL v1.0, v2.0 and v3.0 and TLS v1.0 and v1.1
protocols are now discouraged.

The secure encryption algorithm shall use asymmetric and/or symmetric algorithms with a
security strength of at least 128 bits, for example:

e RSA, an asymmetric encryption algorithm, needs keys to be at least 3 072-bit key length
(384 Bytes) for 128 bits of security strength;

e AES, a symmetric encryption algorithm, needs keys to be at least 128-bits in length
(16 Bytes) for 128 bits of security strength.

Public keys may be delivered using a chain of trust. If private keys are involved, they need to
be exchanged in a secure manual way or using a combination of manual (e.g. by phone call)
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and message (e.g. by secured/encrypted email transfer). The manufacturer's documentation
shall describe the method.

6.3.4
(See 1

Node requirements for direct communication

0.5.2.5)

Node requirements for direct communication apply to 460-Node and network infrastructure
components.

Equipment can exchange information with other equipment directly from uncontrolled networks

only througtra460=-Gateway bypassing the DMZ it s Tequiredasdescribedim6-37837

Equipment using direct communication may need to use additional means to ensure

end-to

of TLY protected communication, SSH protocol, a nested VPN tunnel, application level

signat
provid

Acces
user a

Confid
inform

Multi-f
uncon

available but not provided by the manufacturerthemselves, the manufacturer shall dog
and dgmonstrate a system providing access, to devices within the 460-Network which rg

multi-f

NOTE 1

the purgoses of maintenance but can alse include connections from other networks on-board the ship.

Equipment may trigger a VPN tunnel to be established from a 460-Gateway or 460-W
gateway.

When
followi

e by

allpwed"<er"inactive", such that operator action is necessary to initiate a direct conn

e thg direct connection to equipment from an uncontrolled network shall only be activa

an

tend communication between nodes at the two ends of the VPN tunnel, fot €xamg

ires, application level encryption, etc. The manufacturer shall declare which methqg
bd.

5 to equipment from or via uncontrolled networks shall only.be’granted after sucq
Lithentication.

lentiality and integrity shall be provided using cryptographic methods for se
htion, including the exchange of authenticators durifnig user authentication.

Actor authentication shall be required forNany access by human users frg
rolled network to devices within the 460-Network. Where the means of remote ac

bctor authentication for human users:

Typically this involves shore-based ‘service engineers remotely accessing systems on the 460-Net

the ability to trigger a VPN tunnel on a 460-Gateway from equipment is providg
hg requirements’shall be satisfied:

manufacturing default, direct connection from an uncontrolled network shall be set

secure
le use
digital
ds are

essful

nsitive
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quires

ork for

reless

d, the

to "not
bction;

ted by

nlnnrqfnr from the nnlllilnmnnf; a Inrnr*nndifinn is that a VPN tunnel between unco

trolled

network and the 460-Network itself is already established within the 460-Gateway or the
460-Wireless gateway;

o the equipment shall have a permanent indication when direct connection w
uncontrolled network is activated;

NOTE 2 Examples of indication are mechanical position, lamp, display, etc.

ith an

e a caution (alert title = "Unct. connection", alert description (optional) = "Connected to
uncontrolled network") shall be generated, and the interface as described in 8.2.7 shall be
used when a direct connection is activated;

e the caution may be replaced with a warning after a pre-defined time period.
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6.3.5 460-Gateway
6.3.5.1 General
(See 10.8.4)

The following are requirements for a 460-Gateway:
e by manufacturing default, direct connection from an uncontrolled network shall be set to "not
allowed";

o firewall(s) shall be provided which are configured with the combination of source and

derwmwmw%
e all|connections between uncontrolled networks and a 460-Network shall be registered (i.e.

all [network traffic that does not match a set firewall rule shall be blocked by the.firewall);

e all|connections from uncontrolled networks to a 460-Network, or from copntrolled nefworks
to & 460-Network shall satisfy external communication security requireménts (see 6.8.3);

60-Gateway shall either indicate activated direct connection betwgen’ 460-Networks and
ung¢ontrolled networks or generate a caution (alert title = "Unct. conpeetion”, alert desgription
(ogtional) = "Connected to uncontrolled network"); if provided(sthe caution shall yse an
interface as described in 8.2.7;

e a460-Gateway shall provide a list of all activated direct connecCtions between 460-Nefworks
angl uncontrolled networks; this list shall be recorded byche gateway or an external device
incjuding changes over the past 12 months; means to.view the list shall be provided; gt least
thg following information, if available, shall be recorded for each activated direct conngction:
solirce IP address, destination IP address, starting time and end time of the conngction,
prqtocol, and port number;

e thg direct connection with a 460-Node from~an uncontrolled network shall only be acjivated
by [an operation on the installation site or,the 460-Network side of the firewall; it shall|not be
posgsible to be activated from uncontrolfed networks; means shall be provided to ensufre that
thg operation can only be performed\with permission from an administrator or superyisor;

e all|direct connection shall be terminated automatically after a pre-defined time perjod no
lonfger than 4 h unless there is‘user intervention to extend the time;

o all fraffic for direct connection shall not be forwarded automatically after a pre-defindd time
no{ exceeding 10 min of no traffic on the connection.

6.3.5. Application.services

(See 10.8.5)

An applicatiensservice may be built inside the same physical device as the 460-Gateway pr may
be in 4 separate device connected logically to the 460-Gateway. Application services afe any
applications in the DMZ that provide more functionality than the file storage of DM¥ (see
6.3.5.37.

When not being used in the direct connection mode or as a file storage of DMZ, all
communication between uncontrolled networks and the 460-Network is provided by application
services.

An application service, for example, allows a common data access to be seen by the
uncontrolled networks and the 460-Network. Application services do not apply when the related
part of the data within the equipment is accessible only from the 460-Network. For example,
application services are not applicable to a web interface used to access the equipment which
is accessible only from the 460-Network.

If provided, application services shall provide an endpoint application-level authentication
mechanism, such as password, smartcard, digital signature, dongle, etc., of clients, from
uncontrolled networks, and provide cryptographic integrity protection. Confidentiality shall be
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ensured for information that is subject to read or write authorisation, e.g., sensitive/secret
information.

The following are requirements for a 460-Gateway providing one of more application services
that are located at the DMZ:

6.3.5.3
(See 1

Means
via an

Means
accesy
as SM
Protoc
be eng
inform
accesy
shall n

6.3.6
(See 1

The fo

no

routing of packets is allowed from uncontrolled network to 460-network;

the 460-Network connection side shall comply with the following 460-Node requirements;

5.1 — Network traffic management requirements;

6.2.2.1 — Denial of service protection;

mejans shall be provided to protect from malware as appropriate to thie, computer pla

aw

wir|

6.2.3 — REDS;

6.2.4.1 — Device access control;
7.2 — Redundancy;

8.1.2 — Network Monitoring.

Interoperable access to file storage of DMZ

0.8.6)

may be provided to download/upload files between the DMZ and uncontrolled ne
application service (see 6.3.5.2).

may be provided to download/upload files,between the DMZ and controlled netw
to the file storage within the DMZ is provided, then it shall implement a protocg
B networking protocol (for example Samba2) or SFTP (Secure Shell (SSH) File T
ol) to provide cryptographic integritysprotection and access control. Confidentialit
ured for information that is subjectto read or write authorisation, e.g., sensitive
htion. Read or write authorization can be implemented using user authenticatid

controls to the files in the DMZ. If SMB networking protocol is implemented, ve
ot be used due to security yulnerabilities.
460-Wireless gateway
0.9.2)
lowing areyrequirements for a 460-Wireless gateway:
ireless:gateway shall meet all the requirements of a 460-Gateway;
eless-access point (AP) functions shall not be allowed, i.e. a wireless gateway s

form.

tworks

ork. If
| such
ansfer
y shall
secret
n and
sion 1

hall be

op

prated only as a client;

traffic forwarding from the wireless network to 460-Network shall not be allowed;
a corresponding SF or ONF as defined in IEC 61162-450 shall be provided;

all data exchanged through a wireless interface shall meet the encryption requirement of
6.3.3;

eless connection shall be established only to registered Wireless AP(s) with
authentication.

wir

Samba is the trademark of a product supplied by Samba Organization (www.samba.org). This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the product

nam

ed. Equivalent products may be used if they can be shown to lead to the same results.
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6.4

Additional security issues

(See 10.6.3.5, 10.7.4.5, 10.8.7)

The following management functions are

460-Gateway and 460-Wireless gateway:

required for a 460-Switch, 460-Forwarder,

the configuration shall be retained following a switch off or power failure and the equipment
shall return to the normal operation upon restoration of power;

when changes are made to the configuration, the previous configuration shall be stored by
the system management function; means shall be provided to revert to the previous

The fo

NO
fun
and

us¢ of firewalls for communication between secure networks) including protectio

ex
no

NO

po
rol

NO

diglgnostic functions, verification and testing of security functions (see 8.2.1, 8.2.2,

8.2

NO

ba
(se

NO

nef
an

NO
se

NO

allation instruction shall advise that physical access to 460-Switch, 460-FofWw
D-Gateway and 460-Wireless gateway shall be restricted.

lowing network management functions are required:

[E 1 This list of network management functions is based on IACS UR E26 and(JACS UR E27. Whe
tions are supported, an IEC 61162-460 compliant equipment is assumed to be compliant with IACS
IACS UR E27.

essive data flow and application of principle of "Least ®unctionality" (restrict/p
n-essential functions/ports/protocols/services) (see 3.4,:3.7, 6.3.2, 6.3.5.1 and 6.3

E 2 To support IACS UR E26, sections 4.2.1 and 4.2.2.

Esibility to interrupt and abort remote maintenance (direct connections) at all tim
back to a previous safe configuration (see.6°5.5 and 6.5.2);

'E 3 To support IACS UR E26, section 4.2.6.3:2:

4,8.2.6 and 8.2.7);

E 4 To support IACS UR E26, section 4.3.2.

tkup and restore capabilitycincluding roll-back to safe state to support Incident res
e 6.5.2);

TE 5 To support IACS_UR E26, sections 4.4 and 4.5.

work topology menitoring to support for asset inventory for HW and SW used in sy
I networks (see-8.2.4);

E 6 To support IACS UR E26, section 4.1.1.
ure software development lifecycle (SSDLC) (see 6.6).

E7 » To support IACS UR E27, section 5.

arder,

n these
UR E26

n from

rohibit

.6);

s and

8.2.3,

ponse

stems

IMO has specified for navigation and radiocommunication equipment and systems what to do
in each case of inability to perform required functionality. These are understood as "fall back to
a condition in which a reasonable safe state can be achieved" and as required "fall-back
actions". The following are required for fallback to a minimal risk condition:

a) when applicable IMO Performance Standards exist, the equipment shall comply with the
applicable related technical standard which refer to applicable IMO Performance Standards;

b)

when no applicable IMO Performance Standards exist, the operator's manual shall describe
effects of lack of input data and effects of inability of the equipment to continue its
ctionality and any appropriate action the operator may take on such cases. Fall-back

fun
act

1)
2)
3)

ions may include:
bringing the system to a complete stop;
disengaging the system;

transferring control to another system or human operator;
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4) setoutputs to a predetermined state if normal operation cannot be maintained as a result
of a cyber attack. The predetermined state could be:

e unpowered state (for example, dry contact);

e last-known value;

o fixed value;

e flagging the value as not available or invalid;
5) other compensating actions.

6.5 Onboard software maintenance

6.5.1 General
(See 10.6.3.6.1)

This gubclause, 6.5, applies during normal operation, during remote maintenance and in
maintgnance mode.

NOTE 1| Equipment can change in build standard during its life cycle. For example,xnew features can bg added,
existing| features can be amended or design mistakes — often known as bugs — ¢ah be fixed. The type gpproval
certificafte is valid for an identified version of the product. Therefore, a new test jof compliance and resultjng new
certificafe can be required when the software is changed.

NOTE 2] The local conformity assessment laws, for example within the (European Union, can require repgrting of
any modification to the conformity assessment authority.

Security related updates to software are an important part of protecting a system against attack,
whilst [bug fixes and new functionality are oftenimportant in maintaining equipment. It is
important however to ensure that changes to software do not adversely impact the infended
functidnality of the equipment or its compliance to applicable regulations, prior t¢ their
deployment.

If provjded, software maintenance shall'be performed by any of the following methods:

— aufhorized persons local to thelequipment, in maintenance mode;
— thg crew in normal operation; where semi-automated means are provided,;
— aufhorized persons remote from the equipment in maintenance mode for remote accgss.

Maintgnance mode (s~intended to be available only to personnel authorized Ry the
manufacturer.

Facilitles or procedures, either external or internal to the equipment, shall be provided for
ion or
bmple,
pment

(see 6.5.2).

6.5.2 Roll back to previous safe configuration

(See 10.6.3.6.2)

The equipment shall support roll back to a previous safe configuration. As a minimum, the roll
back shall be available at least for the manufacturer's working configuration.

Roll back procedures may include storing of the manufacturer's previous configuration (i.e.
software and setup) in another shipboard equipment or REDS. If this method is provided, the
operator's manual shall include instructions on how to execute the roll back procedure including
the storage of the manufacturer's previous configuration and shall include instructions for
storing the copy of the manufacturer's previous configuration for future use (for example, mark


https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

IEC 61162-460:2024 © IEC 2024 - 37 -

and store the used USB memory stick in a safe place from where it is available for the future
roll back). All data files or executables of this method including the manufacturer's previous
configuration shall be subject to source authentication and integrity check.

6.5.3 Software maintenance in maintenance mode

(See 10.6.3.6.3)

The installation manual shall describe the means available to update the software in
maintenance mode.

The mamufacturerstattensurethat, where updatestosoftware trave the potentiat-tompact the
intended functionality of the equipment, the service documentation describes any limitations to
the application of the updates.

6.5.4 Semi-automatic software maintenance by the crew onboard the véssel
6.5.4.1 General

Semi-gutomatic software maintenance may be provided by the equipment.

Semi-gutomatic software maintenance may be performed by authorised persons on bogard the
vessellincluding members of the crew or other users authorised by the manufacturer.

This Kind of software maintenance may be based_on/files classified as data files|or as
execufables. Such files are subject to source authentication and integrity check.

The sg¢ftware maintenance related files may artive to a remote system (for example by post,
email attachment) from which the files are required to be moved to the equipment (for eample
by using REDS) or the software maintenance related files may arrive to be readily availapble for
the eqpiipment (i.e. no additional manualittansfer of the files by the user is required, for eYample
though 460-Gateway).

6.5.4.2 Requirements

(See 10.6.3.6.4)
The operator's manual shall describe instructions for semi-automatic software maintenance.

The flles assoeiated with the semi-automatic software maintenance shall be $ource
authenticated\and integrity checked as applicable (see 6.2.5).

The execation of a software update shall begin only after successful user authentication|

Access to semi-automatic software maintenance shall not lead to access to maintenance mode.
Semi-automatic software maintenance can be launched from the maintenance mode.

The equipment shall request and receive positive user confirmation prior to commencing the
software update.

Two steps are required before execution of an update, user authentication and obtaining
express permission to begin installing the update. Both of these steps may be performed at the
same time.

Where maintenance to software has the potential to impact the intended functionality of the
equipment, the impact and/or any limitations to the application(s) shall be indicated to the
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operator and the equipment shall request and receive positive user confirmation prior to
commencing the software update.

The user shall be notified if, once initiated, the software update fails to successfully complete.

After completion of the update, the authenticated user shall be able to roll back to the
manufacturer's previous configuration (see 6.5.2). This capability to roll back shall be possible
also after power off/power on sequence.

The equipment may inform the user about a software update readily available or the user may
initiate the process of software update.

If provjded, informing the user about a readily available software update:

a) shall not obscure or prevent normal functionality of the equipment;

NOTE An indicator, small icon or small dialog can comply with above.
b) may provide the possibility to accept initiation of the procedure to update software;

c) shall include the possibility to acknowledge the information-.without initiation pf the
prdcedure to update software.

d) may include a repeated reminder, but this shall comply with.the above requirements from a)
to ¢);

6.5.5 Remote software maintenance

(See 10.6.3.6.5)

Remofle software maintenance happens remotély, for example through a 460-Gateway (see
6.3.3) jor for example from another node connected in the same segment of the 460-Network.

The operator's manual shall describe instructions for remote software maintenance.

The tablishment of direct ecgmmunication though a 460-Gateway may enable rfemote
monitdring of equipment but does not enable commencing of the remote software maintehance,
The cpmmencing of a remote software maintenance shall begin only after enabled by
succegsfully authenticated\user onboard.

Wherel maintenance, to” software has the potential to impact the intended functionality|of the
equipment, the impact and/or any limitations to the application(s) shall be indicated [to the
operatpr and the equipment shall request and receive positive user confirmation pfior to

integrity checked as applicable (see 6.2.5).

The onboard user shall be notified, if once initiated, the remote software maintenance fails to
successfully complete (for example due to termination of remote connection, etc.).

The authenticated onboard user shall be able to terminate the remote software maintenance at
any time, this termination shall be available at the Human Machine Interface of the equipment
and may be available at the Human Machine Interface of an equipment related to the
communication path of the remote maintenance, for example 460-Gateway.

After completion, failure or termination of the remote software maintenance, the authenticated
onboard user shall be able to roll back to the previous configuration (see 6.5.2). This capability
to roll back shall be possible also after power off/power on sequence.
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Secure software lifecycle management

0.6.3.7)

quirements related to onboard software maintenance part are given in 6.5,

Where applicable, the documented evidence on the applied secure software lifecycle
management (e.g. software testing, version control, software/firmware upgrade procedures)

shall b

e included into the conformity assessment.

7 Redundancyr iremen
71 General requirements
(See 10.12.3.10)

7.1.1 General

A singLe component failure (cable, 460-Switch, 460-Forwarder, 46Q=-Gateway or 460-W

gatew

Docunpentation of system configuration shall identify which nodes are critical.

NOTE 1
(see An

When
from a

NOTE 2

The r¢dundancy shall be provided by either interface redundancy (see 7.1.2) or

redund
redund

y) shall not affect the functionality of the critical nodes in 460-Network.

Three kinds of failures are defined in IEC 62439-1: transiént) failure, component failure, systemati
hex B).

a problem occurs in a 460-Network (detected’by network monitoring), the recove
failure event to the activation of a redundant method shall be no longer than 5 s.

For systems that require shorter recoverystime than 5 s, refer to ISO 16425.

ancy (see 7.1.3). Figure 3 shows an example for network configuration wi
ancy specified in this document.

Device and interface redundancy Device redundancy Interface redundar

reless

C failure

y time

device
th the

cy

7.1.2

Figure 3 — Example of redundancy

Interface redundancy

Interface redundancy means that there is more than one IEC 61162-450 interface at the device
and interfaces are connected to at least two different 460-Switches.
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The equipment shall implement interface redundancy by either of the methods below.

e Data stream redundancy

The equipment with the data stream redundancy shall transmit and receive the sam
from two interfaces. When equipment receives duplicated messages, the dup
message shall be processed at the network layer or above the transport layer.

NOTE 1 Processing can lead to use or no use of a message by the receiving equipment.
e Link based redundancy
The equipment with the link based redundancy shall transmit and receive data only

e data
licated

on the

first interface, while the second interface is in standby. If the first interface fails, the second

intgrface shall take over within 5 S. The two Interfaces can be configured with two s€
IP pddresses or one common |P address.

NOJE 2 This technique is known as switch fault tolerance, backup bonding or dual homing./The i
swifching is managed by the operating system. The application layer regards both interfaces-as a'single i

parate

hterface
hterface

and does not need to process duplicated messages. This enables the use of redundancy pfotocols such gs CARP

(common address redundancy protocol).
NOTE 3 The implementation of interface redundancy depends on the local area network (LAN) topolog

7.1.3 Device redundancy

Devicg redundancy means that at least two devices with the samé function are activated
same fime.

Equipment with device redundancy shall have a unique“device identifier, i.e. TAG blo
SFI, apd shall be connected to a different 460-Switch. For additional safety, device redur
can bqg used with interface redundancy.

7.2 [460-Node requirements
(See 10.5.2.6)

Each B60-Node defined as critical shall provide at least interface redundancy or
redundancy.

NOTE |[The manufacturer of the'\460-Node defines the equipment as critical or not critical, see 7.7.

Documentation shall beprovided describing the redundancy capability.

7.3 {60-Switch-requirements
(See 10.5.2.6)

at the

ck and
dancy

device

architactiie ball aviaid el at ffaili
T L0} \% T L

F ibeal nadac th Babworl L H $raz
or crigearhoaesthehRetworicarerntteeture T

rl
TCTVWUTIN

NOTE If a 460-Switch is failing or a cable between 460-Switches is disconnected, the main network traffic r
from other 460-Switches in the 460-Network is rerouted to the 460-Node defined as critical either by a ring, a
interface, or any comparable architecture.

7.4 460-Forwarder requirements

paths.

esulting
backup

If redundancy is provided, the redundancy requirements of a 460-Switch shall be applied.

7.5 460-Gateway and 460-Wireless gateway requirements

If redundancy is provided, the redundancy requirements of the 460-Switch shall be appli

ed.
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7.6 Network monitoring function requirements

Network monitoring functions shall be redundantly available (see 8.2.6).

7.7 System design requirements

(See 10.12.3.10)
The system documentation shall include FMECA for its redundancy capability and criticality.

The system integrator of a 460-Network shall provide sufficient documentation showing that the
460-N etworkinetudingates 6 Ho cH g AP aitare-Freert
a failure in a cable, a 460-Switch, 460-Forwarder, 460-Gateway or 460-Wireless gatewaly shall
not affect the functionality of the critical nodes in a 460-Network. The documentation shall
identify the critical nodes.

8 Network monitoring requirements

8.1 |Network status monitoring
8.1.1 460-Network

The cdnfiguration of the 460-Network and the traffic information shall be reported and monitored
as degcribed in 8.1.2 to 8.1.4.

8.1.2 460-Node

(See 10.5.4)

The rejquired configuration information for-monitoring at a 460-Node is:

e thg number of interfaces;
e thdg list of all outbound TCP apd-UDP connections and their designed maximum traffic rate;
e thg change of any outbound)TCP and UDP connections — add, delete or modify;

e thd list of all outbound \RCP and UDP connections assigned to each interface.

The information shall(be provided by syslog (see IEC 61162-450) periodically each 30 nlin at a
460-Npde. Also, theninformation shall be logged whenever changes in the configuration occur
such as additiontor deletion of flows at nodes. The configuration information shall pot be
report¢d moreloften than once per minute.

NOTE |[Pefiodical sending facilitates that the configuration is recorded by the syslog even if the syslog was hot able
to receiye‘and record at the time of configuration change.

Consideration should be made to avoid excessive syslog messages, such as representing
ephemeral source ports by a "wildcard".

8.1.3 460-Switch
(See 10.6.3.6)

The required configuration information for monitoring at a 460-Switch is:

e the interface information (interface input and output link utilization);
o the list of neighbour MAC address per interface;

e the change of neighbour MAC address.
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The information shall be reported by a 460-Switch when it receives a SNMP query request
message (see 8.2.3 and 8.2.4). Also, whenever changes in the configuration occur, such as
changes of a neighbour MAC address, the changes shall be reported using SNMP-Traps and/or
syslog. The configuration information using syslog shall not be reported more often than once
per minute.

The required traffic information for monitoring at a 460-Switch is the interface input and output
link utilization, for example, in percent (average over 5 min).

The information shall be reported by a 460-Switch when it receives a SNMP query request
message (see 8.2.2). Also, whenever significant changes (traff|c is more than predeflned limit,
for exgmpte; s shall
be repprted usmg SNMP Traps and/or syslog The trafflc |nformat|on using syslog shaII not be
report¢d more often than once every 3 s.

NOTE |[The SNMP responses sent by the 460-Switch to the network monitoring function do notdirectly cause any
alert buf act as a statistical base for the network monitoring function to raise the alerts.

8.1.4 460-Forwarder
(See 10.7.5)

The 460-Forwarder, shall provide the configuration informatian which is required for the [switch
(see 8]1.3) when it receives a SNMP query request message)(see 8.2.3 and 8.2.4). If VLAN is
provided, current VLAN configuration information shall b€ provided. Also, whenever chHanges
have been made, the changes shall be reported sasing SNMP-Traps and/or syslog. The
configliration information using syslog shall not be reported more often than once per m|nute.

The 460-Forwarder, shall provide the traffic flow information which is required for the [switch
(see 8[1.3) together with the number of validvinput and output packets per interface (ayerage
over 5/min).

The information shall be reported by_a 460-Forwarder in the same way as for a 460-Bwitch
(see 8}1.3).

8.2 |Network monitoring function
8.2.1 General
(See 10.11.1)

The ngtwork monitoring function assists in maintaining the network operation by monitoring the
netwofk loadyredundancy and topology, detecting violations and generating alerts.

If the BT does ot providethe retworkmomitoring—furctiom, the—mstattatromdocuomentation
shall specify that the EUT can only be connected to a network in which another equipment
provides the network monitoring function.

The network monitoring function shall provide the functionality of the alert management and
shall provide human machine interface (HMI) to access the alert management function (see
8.2.7). The HMI of the network monitoring function may be provided on a Central Alert
Management HMI, or on the alert HMI of other equipment on the 460-Network.

If a local HMI is provided and the system is intended for installation on the bridge, the interface
for alerts (see 8.2.7) shall be provided. Compatibility for bridge installation shall be declared by
the manufacturer.

The network monitoring function shall keep a local timestamped recording of any device
management activities including adding of new devices, removing of existing devices and
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changes of details of existing devices in the setup of network topology monitoring including who
performed the management activity, for example the identifier of the authorized user. If these
recordings are sent over a network they shall be in encrypted form.

The network monitoring function shall keep a timestamped recording of events listed below
which are available on demand. The recording shall be capable of storing events for at least
the last 90 days or the last 10 000 events, whichever is smaller. At least the first 1 472 bytes of
the following events shall be stored in the recording:

a) any alert from the network monitoring function;

b) any event or reports from 460-Switches or 460-Forwarders using SNMP and syslog (see
8.22-8-23-and-8-24)

NOTE |[This recording is different from the generic syslog recording storing all syslog messages (see-8.2:5).

The rgcordings shall be capable of being displayed in a format suitable for viewing by [users.
An exgmple is given in Figure 4.

Load average - by day Load average'-’by week
0,18 0,18
0,16 0,16
0,14 0,14
0,12 0,12
® 01 °
o o
- 0,08 2
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002 k I !’Muw ‘Ip .' |'f \ ‘HJ Uq\,
0 ‘\ \ ‘.H M | Ml 'l |
Wed 00:00 Wed1200 9 10 1 12 13 14 15 16 17
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Irast'update: 2011-11-16  23:00:04 CET Last update: 2011-11-16 01:00904 CET
IEC

Figure 4 — Example of network status recording information

8.2.2 Network load monitoring function

(See 1011 2)

The system documentation shall include an analysis for every switch and between switches,
forwarders and gateways of the maximum network load based on the manufacturer's
declarations of total maximum traffic rates for all flows the system generates to the 460-
Network.

The network monitoring function shall support all of the alternatives below to collect the
information from the 460-Switches and 460-Forwarders as specified in 8.1.3 and 8.1.4:
a) periodically every 30 s using SNMP query;

b) using a combination of SNMP-Trap method (i.e. by requesting RMON statistics) and periodic
SNMP query every 15 min;

c) using syslog method with reports not more often than once per minute.
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NOTE For each 460-Switch or 460-Forwarder one of the listed methods or a combination of the listed methods can

be used

The network load monitoring function shall generate the following alerts.

e Caution: Alert title "Network load", Alert description (optional) "Network traffic capacity may
be exceeded" — when the observed network load has exceeded the 90 % limit of physical
capacity of any port in a 460-Switch or a 460-Forwarder for a period of 30 s more often than
3 times within a period of 10 min. A lower percentage threshold may be used where
equipment performance is adversely impacted at lower network traffic levels;

e Warning: Alert title "Network load", Alert description (optional) "Network traffic capacity
exceeded"

(See 1
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undancy monitoring function. For interface redundancy, the list shall contain th{
s, interface number and interface available in a460-Switch. For device redundan

etwork monitoring function shall support all of the alternatives below to collg
tion from the 460-Switches and 460sForwarders as specified in 8.1.3 and 8.1.4:

iodically every 30 s using SNMPquery;
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| periodic SNMP query evéry 15 min;

ng syslog method with reports not more often than once per minute.

For each 460-Switeh or 460-Forwarder one of the listed methods or a combination of the listed 1
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NOTE 2 Some of the means for providing redundancy cannot provide this information, e.g. a common MAC address
being used by independent Ethernet interfaces or on ONF devices.

When less than two MAC addresses, or one MAC address with less than two interfaces available
for the source of data, have been lost for a period of 2 min, the network redundancy monitoring
function shall generate the following alert:

Alert p
Alert ti
Alert d
Where

riority: Caution

tle: Net redundancy

escription (optional): Network redundancy lost for xxxx.
xxxx is the name of the data source.
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Network topology monitoring function

0.11.4)

Topology monitoring

This topology monitoring performs dynamic asset monitoring for the content of the asset inventory
described in IACS UR E26. This can be useful for maintaining the asset inventory.

System documentation shall include the list of accepted devices for a 460-Network with their
MAC addresses. For accepted devices in a secure area, the list may include "not applicable"
instead of the MAC address if the device has been selected for disabling the authorisation

(see 62-4-2)

Maintgdining the network topology requires network topology monitoring and gengfating| alerts

based|on detected additional devices not available in the list of accepted devices. Fhe ngtwork

monitdring function shall support all of the alternatives below to collect infofmation frgm the

460-Syitches and 460-Forwarders as specified in 8.1.3 and 8.1.4:

a) petiodically every 30 min using SNMP query;

b) using a combination of SNMP-Trap method (i.e. by requesting RMON change notifications)
angl periodic SNMP query every 2 h;

¢) using syslog method with reports not more often than once pér minute.

NOTE 2 For each 460-Switch or 460-Forwarder one of the listed méethods or a combination of the listed hethods

can be {ised.

When B MAC address which is not included in the list\of accepted devices has been foun[d from

the SNMP requests, the network topology monitoring function shall generate the following alert.

Alert priority: Caution

Alert title: New dev.detected

Alert description (optional): New device is detected in the network.

8.2.4. SFI collision monitoring

At the [construction of a 460-Network of a ship, the assignment of SFI (system function 1D) may

be cle@rly defined. Howeyer, as the equipment of the ship is amended, replaced, repair¢d and

serviced, the assignmentyof SFIs may not be as clear.

Maintgining uniqueness of SFls requires SFI collision monitoring and generating alerts|based

on detected collision between multiple instances of equal SFls. The SFI collision monitdring is

based|on SRP-sentences sent by 450-Nodes and 460-Nodes (see |IEC 61162-450). The SFI

collisign monitoring assists service organizations to maintain the uniqueness of SFls as Well as

inform

the’ users if something is wrong in the setup configuration of their system in use.

The fo

llowing rules apply to SFI collision monitoring:

a) SFI collision monitoring shall maintain an SFI Table based on all fields available in the
received SRP sentences. A new combination of fields of SRP-sentence shall cause a new
entry to the SFI Table;

b) SFI collision monitoring shall provide a possibility to view the content of the SFI Table. The
view shall indicate at least SFI collisions and redundantly available SFls. The view may be
available internally in the equipment in which the SFI collision monitoring is implemented or
may be available in other equipment for which the SFI collision monitoring provides the
required information;

c) SFI collision monitoring may provide reset of the SFI Table at boot up of SFI collision
monitoring and shall provide reset of the SFI Table on demand. The entries of state
"detected SFI collision" or "potential SFI collision" shall be removed at the reset of SFlI
Table;
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e)

When p potential SFI collision is detected, the SFI collision monitoring function:

g)
h)

NOTE |[SFI collisiondmonitoring function as source can aggregate or group multiple instances of Cautions.
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based on the SFI Table, non-colliding SFI can be identified. Multiple entries with the same
MAC address but with different SFls are not defined as a collision of SFI. Similarly multiple
entries with the same IP address but with different SFls are not defined as a collision of SFI;

based on the SFI Table, redundantly available SFls can be identified from differences in the
"Instance number" fields of SRP sentences. Redundantly available SFIs do not cause
collision of SFls;

based on the SFI Table, a potential SFI collision or SFI collision is detected when all
conditions below are met:

— identical SFls are present in multiple SRP sentences; and
— "Instance number" field of at least one of the SRP sentences contains a null or two SRP

" P ! 1 !
SCITICTILES LUTTLANTT ©TUUdal valutcs, arlu

— |there are either differences in the "MAC address" field or differences in the "IP)address"
field of SRP sentences.

shIII set the related SFI entries in the SFI Table to the state of "potential SFI collision”;

shall send an SRP-sentence with all fields being null fields (i.e. réquest to refresh §RP by
eqlipment connected to network) and TAG block with parameter-code "d:" set to thg value
of the related SFl;

shall wait for response SRP sentences from equipment cénnected to network for a timeout
period determined by the manufacturer, for example 10 s;

if the received SRP sentences do not indicate SEK collision (see criteria for detection in
bumet f); the network monitoring function shall update the SFI Table from the received SRP
semtences related to the potential SFI collision.and shall remove the state of "potentjal SFl
collision" from the related SFls in the SFI Table;

SF| Table entries may be deleted from the SFI Table if they are not updated after an SRP
request and timeout, see bullets h) and.);

if received SRP sentences indicate-an SFI collision, the network monitoring functiop shall
sef the related SFlIs in the SFi Table to the state of "detected SFI collision" ang shall
generate the following alert.

A
A
A
WhHere ccxxxx is the identifier string of the SFI.

grt priority: Caution

grt title: SFI collision

grt description (optional): SFI ccxxxx collision in the network.

The Skl collision related caution shall remain as long as the SFl related entry in the SF| Table

is in sllate "detected SFI collision".

The SFI collision monitoring may periodically, for example every 60 s, check if an already
detected state "detected SFI collision" is still valid. This is performed:

by sending an SRP-sentence with all fields being null fields and TAG block with parameter-
code "d:" set to the value of the SFI set as "SFI collision detected" in the SFI Table;

if received SRP sentences do not indicate SFI collision (see criteria for detection in bullet
f), update SFI Table from the received SRP sentences related to the detected SFI collision
and remove the state of "detected SFI conflict" from the related SFI in the SFI Table.

Where an SFI entry exists in the SFI table and an SRP sentence has not been received for this
SFI entry for some time, the SFI collision monitoring function may mark the SFI state entry as
"stale" and send one or more SRP sentences with all fields being null fields and TAG block with
parameter-code "d:" set to the value of the SFI. Stale entries in the SFI table may be periodically
removed after a period determined by the manufacturer. This method may avoid the need for
the SFI table to be manually reset.
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Example 1

There are 2 entries in collision in the SFI Table:

SFI Instance IP MAC
number
GPO0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32

A service engineer reconfigures the second device to use a different SFI GP0002. After reconfiguration the second
device sent SRP with SFI set to GP0002:

GP0002 1 192.168.0.13 A7-98-12-0C-28-32

Which rgsult an SFI Table

GP0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32
GP0002 1 192.168.0.13 A7-98-12-0€-28-32

The SFI| collision monitoring function may request a SRP sentence refreshfrom connected equipment by s¢nding a
SRP septence with all fields being null fields and TAG block with parameter-code "d:" set as GP0001. Within the
timeoutfthere is only one SRP response:

GP0001 1 192.168.0.12 A7-98-12-0C-28-31

Which nmpeans that SFI collision monitoring function can.rémove the non-responded SFI entry for GP0001. Thfs result
an SFI Table

GP0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0002 1 192.168.0.13 A7-98-12-0C-28-32

Examplé 2

The SF| collision monitoring fdnction may detect multiple potential SFI collisions. Each potential SFI collisfjon may
be requested by separate SRP )sentences or combined into one SRP sentence using TAG block parameter-cpde "d:"

Two sepgarate SRP
SRH sent to /d"GR0001*hh/

SRA sentto¥d:EI0001*hh/

A singlg combined SRP

SRP sent to /d:GP0001,d:EI0001*hh/
8.2.5 Syslog recording function
(See 10.11.5)

The network monitoring function shall act as receiver and recorder of the syslog messages.

The network monitoring function shall provide recording and viewing of the syslog information
which the 450-Nodes, 460-Nodes, 460-Switches, 460-Forwarders, 460-Gateways and 460-
Wireless gateways have provided.

The syslog shall be capable of storing messages for at least the last 90 days or last 20 000
messages, whichever is smaller.
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8.2.6 Redundancy of network monitoring function

(See 10.12.7.3)

The network monitoring function shall be redundantly available using device redundancy. It
shall be available at least in two devices out of the following list:

e 460-Node;
o 460-Gateway;
e 460-Switch.

8.2.7 Alert management
8.2.7.1 Alerts and indication

(See 10.11.6.1)

Whereg| the physical local HMI is provided, alerts and indications shall comply with the
preserjtation requirements specified in IEC 62923-1.

NOTE [An equipment will not necessarily provide a local HMI for its own alerts, In_such case there is an arrarjgement
to comnjunicate with another piece of equipment, for example CAM of BAM, which provides the HMI service fpr these
alerts (dee IEC 62923-1 for systems failures, redundancies, back-up and fallback arrangements).

Table P is a summary of all alerts defined in this document.

Table 2 — Summary of alert of.network monitoring

Soyrce Purpose Alarm Warn. Caut. | Categ. A | Categ. B | Unique idgntifier
at alert spurce

Direct connection to
460-Ngde uncontrolled network as X X 3159
a caution (see 6.3.4)

Direct connection to
460-Ngde uncontrolled network.as X X 31589
a warning (see 6.3.4)

Connected to

460-Gdteway uncontrolled_fietwork X X 3163
(see 6.3.5.1)

Network Netwerk\traffic capacity

monitofing may/be exceeded X X 3166

functio (see 8.2.2)

Network Network traffic capacity

monitofing exceeded X X 3164

functio (see 8.2.2)

Network Network redundancy lost

monitoring for xxxx X X 3173

function (see 8.2.3)

Network New device is detected

monitoring in the network X X 3126

function (see 8.2.4)

Network SFI conflict detected

monitoring X X 3129

function (see 8.2.4)
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8.2.7.2 Alert management interface

(See 10.11.6.2)

A bi-directional interface facilitates communication so that alerts can be transferred to external
systems and audible alarms (if provided) can be muted or acknowledged from external systems.

The alert management interface, if provided, shall be compliant with the sentences of Annex E
and comply with the communication requirements of IEC 62923-1 and IEC 62923-2. In the BAM
concept, the network components act as alert sources.

Alert nrarragementTequites:

e classification of alerts;

e prgsentation of the alerts;

e regorting of alerts;

e handling of unacknowledged warnings;

e functionality of remote acknowledge and remote silencing.
8.2.7.3 Unacknowledged warnings

(See 10.11.6.3)

An unacknowledged warning shall be:

e regeated as a warning after a limited time period not exceeding 5 min; or

. chInged to alarm priority after a limited time period not exceeding 5 min; or

e changed to alarm priority after a user séfectable time not more than 5 min.

The degfault time for the user selected.period shall be 5 min.

NOTE [If many devices have short esgalafion periods, it makes the bridge's CAM-HMI difficult to use.
8.2.7.4 Remote acknowledgments and silencing of alerts

(See 10.11.6.4)
Remofe acknowledgement shall only be possible for category B alerts.

Remofe silencing of the relevant audible alarms of the network monitoring function shall be
possibfle at any time if provided.

9 Controlled network requirements
(See 10.10)

A controlled network is any network that has been designed to operate such that security risks
to any of its connected network nodes have been minimized. This shall, as a minimum, satisfy
the following requirements in normal operation:

e the controlled network, any associated infrastructure and the environment in which it is
installed shall physically and/or logically prevent unauthorized devices from making
connections to the controlled network through physical or wireless interfaces;

o network nodes shall not allow unauthorised users direct access to operating systems or
functions that can be used to insert non-authorised traffic into the network;
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e the nodes and infrastructure components in a controlled network shall provide means to
prevent the transfer or execution of potentially malicious content from REDS, see 6.2.3.

Most controlled networks would also include provisions for hindering unauthorised reading of
data in the network, hindering changes in network topology, etc. However, such provisions are
not required for the controlled networks connected to the 460-Network.

The system integrator shall provide documented evidence that these requirements are met.

10 Methods of testing and required test results
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e capable of transmitting and receiving IEC*61162-450-compliant data and data not con

Subject of tests

uipment under test (EUT) may be an individual network/system componentas’def
cument or a system based on this document.

Test site

5t site may be either a laboratory test bed or an installation in a.test facility or on
ssel depending on the manufacturer's choice.

A laboratory test bed is typically chosen for individual network/system‘components. A full system ins
st facility is more appropriate for complex systems. Alternatively, they can be tested on-board as wqg

ork protocol analyser is required (for example Wireshark3).
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able of generating invalid data;

able of supporting the Ethernet’interface appropriate to the EUT;

able of providing SNMP-.and syslog client-server data;

able of monitoring network configuration and status information over SNMP;
able of monitoring'network configuration and status information over syslog;
able of providing ICMP packets;

able of providing network load from 0 % to 100 % using IEC 61162-450 complia
data not compliant with IEC 61162-450 (for example TCP/IP, UDP/IP, multica
adcast);

able-of providing IEC 61162-450-compliant data with priority as specified in Tab
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t data
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e capable of providing IEC 61162-450-compliant data to multiple networks including VLANs
and subnets.

A simulator arrangement for security testing with the following characteristics is also required:

e capable of providing client-server connection;

e capable of providing DoS attack packet generation.

Guidance on testing is given in Annex C.

3 Wireshark is the trademark of a product supplied by the Wireshark organization (www.wireshark.org). This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.


http://www.wireshark.org/
https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

IEC 61162-460:2024 © IEC 2024 -51 -

10.3 General requirements

(See 4.3.1)

Confirm compliance of each 460-Network component with the general requirements for
shipboard navigation radiocommunication equipment in accordance with IEC 60945.

Confirm compliance of each 460-Network component with general requirements in accordance
with Clauses 4 and 5 of IEC 61162-450:2023 as far as applicable.

Confirm by inspection of the manufacturer's documentation that a list of all applicable MAC
addregsesisprovided forthe460=-Network:

Test data or test reports from tests previously conducted in accordance with the referenced IEC
standgqrds may allow compliance to be verified by inspection of the test documents

Use mpnufacture's documentation to identify equipment or network connection points which can
be disconnected manually or automatically in order to isolate the 46@)Network from other
netwolks or network segments (see 4.6) and confirm by observation that such points are tlearly
markef.

10.4 K450-Node
(See 4.4.1)

Confirpn by analytic evaluation that no connection:to external networks or REDS dan be
established in normal operation.

multic@st addresses and port numbers (ejther using multicast 239.192.0.254 port 514 dr UDP

Confir{w by analytical evaluation that syslogiis'implemented as defined in IEC 61162-45D. Use
unicasft)

Confirm by inspection of the manufacturer's documentation that the data output from a rjode is
documented as described in 6:2:2.1.

If ONH services are provided, confirm by inspection of the manufacturer's documentatign that
they include necessary‘\protocol parameters, for instance for IP addresses and port numpers.

10.5 460-Node

10.5.1| Network traffic management

(See 5.1)

Confirm by analytical evaluation of documented evidence that the 460-Node does not create
non IEC 61162-450 compliant traffic.

NOTE Most of the use cases for traffic can be described as ONF, in which case they are IEC 61162-450 compliant
traffic. Clear non-compliant cases are typically based on using reserved |IP-addresses or port numbers for other
purposes than allowed in the IEC 61162-450, for example a video service broadcasting in 239.192.0.1.

Refer to the manufacturer's documentation and confirm by inspection of documented evidence
that the maximum transmission rate for all supported services is specified and confirm by
analytical evaluation of documented evidence that all IEC 61162-450 compliant data meet their
maximum transmission rate.

Confirm by analytical evaluation that a device meets its equipment performance requirements
with a loss rate of packets up to 0,1 % for a time period of 10 min.
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Confirm by inspection of documented evidence that the manufacturer has specified device
behaviour when the maximum input data rate has been exceeded.

Confirm by inspection of documented evidence of the 460-Node that it discards all other
received data except data it supports.

If provided, refer to the manufacturer's documentation and confirm by inspection of documented
evidence that the maximum transmission rate for all supported VLAN services is specified and
confirm by analytical evaluation of documented evidence that in total all IEC 61162-450
compliant data in each VLAN does not exceed the defined maximum transmission rate.

If VLANTS provided, conifirm by inspection of documented evidence that the 460-Node supports
VLAN |EEE 802.1Q.

10.5.2| Security
10.5.2[1 Security in general
(See §.2.1)

Confirn by inspection of the manufacturer's documentation that_the EUT does not uge any
wirelegs LAN interface or Wireless AP functions.

Confirm by analytical evaluation that there is no VLAN-tdnnelling protocol in use if VLAN is
provided.

10.5.2{2 Denial of service behaviour

(See §.2.2.1)

Confirin by inspection of the manufacturer's documentation that the maximum operationgl input
bandwjidth is declared by the manufacturer.

Use sjmulation arrangements\to” create traffics up to maximum that is declared by the
manufacturer. Confirm by observation that the EUT meets its performance requirements|.

Use sinulation arrangements to create traffics of 200 % of the maximum that is declared|by the
manufacturer, but not\aver 90 % of the maximum available for the network interface, for a|period
of at lgast 10 minsConfirm by analytical evaluation that the functionality not dependent|of the
incoming traffic-of the 460-Node is available as described by the manufacturer's documentation.

Use simulation arrangements to create traffics of 200 % of the maximum that is declared|by the
manufaeturer, but not over 90 % of the maximum available for the network interface. for a|period
of at least TO min. After 10 min, return to the 100 % traffic. Coniirm by analytical evaluation that
the 460-Node behaves during and after the change in traffic as described by the manufacturer's
documentation.

Confirm by inspection of the manufacturer's documentation that the maximum operational
output bandwidth is declared by the manufacturer.

Confirm by analytical evaluation of the documented evidence or confirm by analytical evaluation
of the EUT itself that the EUT does not exceed the declared maximum operational output
bandwidth.

10.5.2.3 Security for REDS
(See 6.2.3)
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10.5.2.3.1 Physical protection

Where physical protection is provided, refer to the manufacturer's documentation and confirm
by inspection of the documented evidence that the number of connection points for REDS are
limited to the minimum required for the operation of the system and its lifetime maintenance
and support.

For all other connection points, either:

e confirm by observation that they are physically blocked from easy access without a tool or
key, or that they can be used for charging only; or

in the
m closed
comsole or cabinet requiring additional tools or keys to open and that there istalnagtice of
cyber security risk if not installed as described by the manufacturer.

10.5.2(3.2 Operational protection

Whereg] operational protection is provided, for USB connection points, ,use”"the manufadturer's
documentation and confirm by analytical evaluation that the EUT refuses to perform any other
functidnality than that specified in the manufacturer's documentation.

Refer o manufacturer's documentation and confirm by inspection that a declaration is ingluded
about which alternative of operational protection for each removable interface is provide(d.

If it is possible for a REDS technology to have functionality other than data storage (for eqample
from kpyboard to data storage), then attach one by ohe an example of such a non-data srorage
devicel to the connection point and confirm by analytical evaluation that the EUT only pefrforms
functidns specified in the manufacturer's documéntation.

If applicable, refer to the manufacturef’s documentation and confirm by inspection that
informption is available as to how theilinterface is limited to its intended functionality and
protected against misuse for any remevable device which cannot practically be restricted using
the options listed in 6.2.3.

10.5.2|4 Access control to configuration setup

(See §.2.4.1)

Confirn by inspection of the manufacturer's documentation that the access to make changes in
the configuratien<of the EUT is subject to user authentication.

Confirm by.analytical evaluation that the user authentication before changing device settings is
based|on‘an at least 8-character long password, RSA keys, or another appropriate method.

Confirm by inspection of the manufacturer's documentation that the operator's manual includes
guidance on the use of strong passwords, if appropriate.

10.5.2.5 Direct access to uncontrolled network

(See 6.3.4)

The following tests are applicable if the 460-Node or network infrastructure component provides
direct connection for exchange of information with other equipment connected to an
uncontrolled network.

If additional means to secure end-to-end communication between different equipment
communicating via the VPN tunnel are provided, confirm by inspection of the manufacturer's
documentation that such means are described.
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Confirm by observation that access from or via uncontrolled networks into the equipment is only
granted after successful user authentication.

Confirm by analytic evaluation that cryptographic methods are used to protect confidentiality of
sensitive information.

Confirm by inspection of the documented evidence that multi-factor authentication is required
for any access by human users from an uncontrolled network to devices within the 460-Network.

Confirm by analytical evaluation that the manufacturing default settings of the EUT enable no
direct connections with uncontrolled networks.

For eaLh configured direct data exchange, confirm by analytical evaluation that as precopdition
for actjvation the direct connection the VPN has been established from a 460-Gateway qr from
a 460-Wireless gateway and that only the operator can activate the direct connéction.

For ealch direct data exchange, confirm by observation that:

o thdre is a permanent indication when direct connection is active;
e a gaution is created when the direct connection is activated,;

e thd caution is removed after closing of the direct connection.
10.5.2|6 Executable and non-executable file security,

(See §.2.5)

Use an executable in an EDS source that, whenmséed in an unrestricted computer, would|cause
an autpmatic action.

e For REDS, one by one, attach a device to the connection points for REDS, whith are
acgessible by the operator without using a tool or key, or insert a media into the REDS$ (disc
drives, etc.) and confirm by observation that the executable file is not automatically
exg¢cuted.

e Fof network sources, if applicable, make executables available in the network sourcel which
is [available to the EUT. and confirm by observation that the executable file |is not
aufomatically executed:

If the EUT provides ‘'manual execution of any type of files from EDS, confirm by analytical
evaluation that manual execution is only possible for files which have past source authent|cation
and infegrity check, for example by digital signatures or special keys.

If the [EUT_provides the possibility to boot and run from EDS in the event of catas{rophic
equipmentfailure, confirm by analytical evaluation that this is possible only for cryptographically
authenticated executables.

If the EUT provides execution of executables during normal operation, use the list of such
executables provided by the manufacturer and confirm by observation that either there is no
recognizable effect on normal operation or that the EUT requested confirmation from the user
to execute an executable.

Confirm by analytical evaluation that the equipment validates the syntax, length and content of
any non-executable input data that is received from EDS sources.

Confirm by analytical evaluation that the equipment employs cryptographic integrity protection
to recognize changes to information from EDS.
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10.5.2.7 Recording of device management activities

(See 6.2.6)

Use manufacturer's documentation to locate places of recording of the device management
activity and confirm by inspection of manufacturer's documentation that device management
activity events are recorded either locally or are sent to an external device for recording.

View recorded device management activity events and confirm by observation that the events
are timestamped.

If the Fmimrmmm—mm—muation
that the event recording(s) can store at least the last 100 events.

If the pquipment sends device management activity events to an external dewvice confirm by
analytical evaluation that this transfer does either not contain any sensitive information, pr that
sensitive information is protected appropriately and that the recording capacity is at least the
last 1Q0 events and that it is possible to view the recorded events andithat the everts are
timestamped.

10.5.3| Redundancy
(See 7.2, 7.3)

Refer [to the manufacturer's documentation and confirm by inspection of the documented
evidence which means are provided for redundancy.capability of the EUT.

10.5.4] Monitoring

(See §.1.2)

Confirm by observation that monitoring information to syslog (either using mylticast
239.192.0.254 port 514 or UDP unicast) is provided by the EUT periodically each 30 min and
not mqre often than once per minute of configuration information.

10.6 [460-Switch
10.6.1] Resource allocation

(See 5.2.1)

Confirm by-‘inspection of the manufacturer's documentation that a means is proviged to
configyire ,a’stream or a network flow that is identified by the combination of the in]erface
identif

Confirm by inspection of the manufacturer's documentation that means are provided to allocate
a network resource for all registered streams.

Register all incoming and outgoing traffic. Use simulation arrangements to create both
registered and non-registered traffic. Confirm by analytical evaluation that only registered
incoming and outgoing traffic goes through and all non-registered traffic is blocked.

Confirm by inspection of the manufacturer's documentation that means are provided for limiting
the total amount of traffic for each interface to a 450-Node and 460-Node using the resource
allocation.

Use a simulation arrangement to interface two 460-Nodes to the EUT and set the nodes to
communicate with each other using the set maximum traffic. Confirm by analytical evaluation
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that all traffic passes the EUT. Increase the traffic by 50 % over the set maximum traffic for a
period of 10 min. Confirm by analytical evaluation that excessive traffic is blocked.

Confirm by inspection of the manufacturer's documentation that, if a VLAN is provided, a means
is provided to configure virtual networks (VLAN) for each interface.

Confirm by inspection of the manufacturer's documentation that, if VLAN is provided, the VLAN
protocol IEEE 802.1Q is supported.

Confirm by inspection of documentation that the EUT has means to filter multicast traffic by
IGMP snooping.

Use a simulation arrangement to interface the EUT in parallel or one by one to a 460-Switch, a
460-F¢rwarder, a 460-Node and a 450-Node. Set a multicasting group in the EUT for f{ltering
network traffic by IGMP snooping. Confirm by observation that the EUT\sends|IGMP
membership queries for this multicast group.

10.6.2| Loop prevention
(See §.2.2)

Confirm by the documented evidence that the EUT provides a loop prevention mechanism.

If an RSTP is provided, confirm by inspection of the fanufacturer's documentation that the
RSTP [protocol version IEEE 802.1D-2004 is supported.

Set thijee 460-Switches for ring topology connect,with at least one 460-Node at each swifch, for
example using unicast. Confirm by analytical.gvaluation that the switch does not duplicale data
at switches.

Set thfee 460-Switches for ring topology connect with at least one 460-Node per switch for
example using unicast. Disconnect-'one by one the cables between each neighbouring
460-Syitch. Confirm by analyticaleevaluation that the data is reachable among 460-Nodeg within
5s.

10.6.3| Security
10.6.3|1 Security general

(See §.2.1)

Confirm by_inspection of the manufacturer's documentation that the EUT does not uge any
wirelel‘; LAN interface or wireless AP functions.

Confirm by analytical evaluation that there is no VLAN tunnelling protocol in use if VLAN is
provided.

10.6.3.2 Denial of service behaviour

(See 6.2.2.2)

Confirm by inspection of documented evidence that the EUT provides ICMP and IGMP DoS
prevention.

10.6.3.3 Access control to configuration setup

(See 6.2.4.1)
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Confirm by inspection of the manufacturer's documentation that the access to make changes in
the configuration of the EUT is subject to user authentication.

Confirm by analytical evaluation that the user authentication before changing device settings is
based on at least an 8 character long password, RSA keys, or another appropriate method.

Confirm by inspection of the manufacturer's documentation that the operator's manual includes
guidance on the use of strong passwords, if appropriate.

10.6.3.4 Access control for network

(See 62472

Confirn by inspection of the manufacturer's documentation that means are provided to [permit
or deny a flow based on the IP address, protocol number and port number forsedch physical
port.

Confirm by analytical evaluation that means are provided to permit or deby a device based on
the MAC address for each physical port. If the EUT supports installation in a securq area,
confirrh by analytical evaluation that the means are configurable. t6’either enable or disable
authorjsation by the MAC address.

Confirn by inspection of the operator's manual that it includes a warning that all traffic|in the
cyber secure network is controlled by the 460-Switches_afid 460-Forwarders and that thg cyber
securify of the whole network and all connected equipment may be compromised by any gdding,
remov|ng, replacing or changing configuration of any.equipment by other actors than the gystem
integrator or manufacturer.

10.6.3|5 Additional security issues

(See g§.4)

Confirjm by analytical evaluation ‘that the EUT continues normal operation with the prgevious
configliration when power is reapplied after a switch off or power failure.

Confirjn by analytical evaluation that means are provided in the system management fynction
to revert to the previous stored configuration.

Confirn by inspection of the documented evidence that guidance is given to install the EUT in
a phygically protected location.

10.6.3{6 - \Onboard software maintenance

10.6.3.5.1 General

(See 6.5.1)

If the equipment provides means for software maintenance, follow the procedure described in
the operator's manual to perform initial steps prior to any software of configuration change to
save the current state.

Confirm by analytic evaluation that software maintenance is only possible for the 3 cases
described:

— authorized persons local to the equipment, in maintenance mode;

— the crew in normal operation, where semi-automated means are provided;

— authorized persons remote from the equipment in maintenance mode for remote access.
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.6.2 Roll back to previous working configuration

(See 6.5.2)

Follow the procedure described in the operator's manual to perform roll back and confirm by
observation that it is possible to roll back to a working configuration.

After completion of roll back confirm by observation that EUT works as intended.

10.6.3

.6.3 Software maintenance in maintenance mode

(See

If the gquipment provides a means to perform software maintenance in maintenapce) mo,

1) refer to manufacturer's documentation and confirm that the means to update the sqg

in

2) confirm by analytical evaluation that it is not possible to carry out,the"described sg

up
3) ref
up

10.6.3

(See §.5.4)

Refer
softwal

Confirin by analytical evaluation that only-files with correct source authentication and in

check

Follow] the procedure described jnithe operator's manual and confirm by observation th
EUT requires both of the following before the update is initiated:

— Su

- usI: confirmation to.initiate the software update.

Confir
mode.

Confir
the ap
starts
operat

L 2\
ITT

maintenance mode is described in the installation manual;

late procedure in normal operation;

br to manufacturer's documentation and confirm that any limitations on application
late that might affect normal operation of the equipmentareclearly described.

6.4 Semi-automatic software maintenance by,the crew onboard the vesse

to the operator's manual and confirm by<iAaspection that it contains instructig
re maintenance.

are accepted for software maintenance (see 6.2.5).

cessful user authentication; and

by observation that the identity used above cannot be used to access maintg

by opservation that a software maintenance which has impact and/or any limitat
lication(s) generates an indication to the operator and the software maintenang

de;

ftware
ftware

of the

ns for

tegrity

at the

nance

ons to
e only

or prior to commencing the software maintenance.

m the

Use a manufacturer provided test data set which will prevent software maintenance from
successfully completing and confirm by observation that the software maintenance notifies the
user that it was unsuccessful.

Use the manufacturer provided test data set and follow the procedure described in the
operator's manual to perform a software maintenance. After completion confirm by observation
that EUT works as intended. Then perform power off and power on. Perform roll back
(see 10.6.3.6.2).

If the EUT provides the means to inform the user about software maintenance that is ready to

install:


https://iecnorm.com/api/?name=ce3264895ab24f9919c28c176cfae2b2

IEC 61162-460:2024 © IEC 2024 - 59 -

a) confirm by observation that it does not obscure or prevent normal functionality of the EUT;

b) if provided, confirm by observation that it is possible to initiate the procedure of software
maintenance; it is still necessary to obtain the authenticated user's consent before initiation
of any software maintenance, even if it has previously been delayed or scheduled for a
different time;

c) confirm by observation that it is possible to acknowledge the information without initiation
of the software maintenance;

d) if provided, confirm by observation that the repeated reminder complies with requirements

fro

10.6.3

(See §.5.5)

Refer
softwal

Confirin by observation that commencing of remote software maintenance begin onl
enablgd by successfully authenticated user onboard.

Confirm by observation that remote software maintenance.which has impact and/

limitat

maintg

Confirin by analytical evaluation that only files with\correct source authentication and in

check

Use the manufacturer provided test datas\set and follow the procedure described

operatpr's manual to perform remote s6ftware maintenance. After completion conf
obseryation that EUT works as intended. Then perform power off and power on. Perfo
back, $ee 10.6.3.6.2.

Use the manufacturer provided test data set and follow the procedure described

operat
onboa
roll ba

Use the manufacturer provided test data set which will prevent remote software maints

from s
notifie
10.6.3

10.6.3

m a) to c).

.6.5 Remote software maintenance

o the operator's manual and confirm by inspection that it contains instructions for 1
Ire maintenance.

ons to the application(s) generates an indication to the operator and the remote sdg

are accepted for software maintenance, see*6.2.5.

pr's manual to perform remote software maintenance. Use the means provided
d user to terminate:the remote software maintenance. If instructed by the EUT, p
Ck, see 10.6.3.6-2,/otherwise, confirm by observation that EUT works as intended

iccessfully'completing and confirm by observation that the remote software maintg
5 the“user that it was unsuccessful. If instructed by the EUT, perform roll bac
6.2,-otherwise, confirm by observation that EUT works as intended.

emote

after

Dr - any
ftware

nance only starts after the equipment has requested and received positive user
confirmation from the operator prior to commencing the{remote software maintenance.

tegrity

in the
rm by
rm roll

in the
for the
erform

nance
nance
k, see

.7 Secure software lifecycle management

(See 6.6)

Software development lifecycle management is part of secure software maintenance. The
requirements related to onboard software maintenance part are given in 6.5.

Where applicable, confirm by inspection of documented evidence that there is a process for

softwa
softwa

10.6.4

re development lifecycle management, e.g. software testing, version c¢
re/firmware upgrade procedures.
Monitoring

(See 8.1.3)

ontrol,
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Confirm by observation that the following monitoring information is provided by the EUT:

e interface information;
e list of neighbouring MAC addresses per interface;
e the change of neighbouring MAC address.

Confirm by observation that the network configuration information is sent by the EUT as a
response to the SNMP query from the network monitoring function. Confirm by observation that
the information is reported at least either by syslog (unsolicited sending, either using multicast
239.192.0.254 port 514 or UDP unicast) or by SNMP-Traps (if requested so by the network
monitoring function) whenever some changes in the configuration occur, such as changes of a

neighTm‘M@WWﬁmbsmﬂwmmmﬁmWsyslog
is never reported more often than once per minute.

Confirin by observation that the interface input and output link utilization in percent (ayerage
over 5/min) is sent by the EUT as a response to the SNMP query from the network monitoring
functign. Confirm by observation that the information is reported at least”either by [syslog
(uncorditional sending, either using multicast 239.192.0.254 port 514 or,)dDP unicast) or by
SNMP}Traps (if requested so by network monitoring function) whenever significant changes
(traffic| is more than predefined limit in a 0 % to 100 % scale of network capacity) have been
made.|Confirm by observation that the information using syslog(isynever reported morg often
than ohce per 3 s.

10.7 460-Forwarder
10.7.1| Traffic separation

(See §.3.1)

Confirin by inspection of the manufacturer'ssdocumentation that means are provided to transmit
all or p subset of the traffic between a.460-Network and controlled networks or othgr 460-
Networlks.

Follow|instructions given by the-manufacturer and set the EUT to limit the maximum traffic flow
between a 460-Network and controlled networks or other 460-Networks. Confirm by analytical
evalugtion that the total traffic transferred does not exceed the set maximum.

If VLAN capability is provided, confirm by inspection of the manufacturer's documentatipn that
meang are provided.to configure transmitting/disconnecting between a 460-Network and
controlled netwaorks or other 460-Networks with VLAN at the EUT.

If VLAN capability is provided, confirm by inspection of the manufacturer's documentatipn that
the 46p-Forwarder implements the VLAN protocol IEEE 802.1Q.

Confirm by inspection of documentation that the EUT has means to filter multicast traffic by
IGMP snooping.

Use a simulation arrangement to interface the EUT in parallel or one by one to a 460-Switch, a
460-Forwarder, a 460-Node and a 450-Node. Set a multicasting group in the EUT for filtering
network traffic by IGMP snooping. Confirm by observation that the EUT sends IGMP
membership queries for this multicast group.

10.7.2 Resource allocation

(See 5.3.2)
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Register all incoming and outgoing traffic. Use simulation arrangements to create both
registered and non-registered traffic. Confirm by observation that only incoming and outgoing
traffic goes through and all non-registered traffic is blocked.

Confirm by analytical evaluation that means are provided for limiting the total amount of traffic
for each interface to a 450-Node and 460-Node for a given value of that interface using resource
allocation.

Connect two 460-Nodes to the EUT and set the nodes to communicate with each other using
set maximum traffic. Confirm by observation that all traffic passes through the EUT. Increase
the traffic beyond the set maximum traffic. Confirm by analytical evaluation that excessive traffic
is blockee-

Confirln by inspection of the manufacturer's documentation that a means is-'provigded to
configlire a stream or a network flow that is identified by the combination of interface idgntifier,
the MAC address or IP address, protocol number and port number. Confirm by observation that
meang are provided to allocate a network resource for all registered streams:

If VLAN capability is provided, confirm by analytical evaluation that\means are provided for
limiting the total amount of traffic for each VLAN to controlled netwerks or 460-Networkfs for a
given yalue using resource allocation.

10.7.3| Traffic prioritisation
(See §.3.3)

Use a|simulation arrangement to set three different’types of traffic with different prioritigs that
include the lowest priority. Set the traffic limit t6’be enough only for the highest priority ftraffic.
Increape the traffic with the lowest priority untildata loss occurs.

Confirm by analytical evaluation that the loss rate of the highest priority traffic is lowest and
that of|lowest priority is the highest.

For eaﬁh port, create increased'traffic higher than 50 % of physical capacity of the line or|higher
than the set maximum input data rate set for the port for 30 s and return to below 5D % of
physicgl capacity of the line.ahd below the set maximum input data rate set for the port. Gonfirm
by andlytical evaluationthat there was a drop in lower priority traffic until the traffic was|below
50 % qf physical capdcity of the line and below the set maximum input data rate set for thie port.

For each port confirm by analytical evaluation that the highest priority traffic continues Igssless
until tHe amount/of traffic transferred in the last 30 s is higher than the set maximum inpulit data
rate sgt forthe port, after which also a part of highest priority traffic may be dropped.

Confirm by anatytical evaluation that the Use of dropping 15 reported efther by systog (either
using multicast 239.192.0.254 port 514 or UDP unicast) for each period of 30 s during which
the dropping has been used or as response to SNMP-Trap method.

10.7.4 Security
10.7.4.1 General
(See 6.2.1)

Confirm by inspection of the manufacturer's documentation that the EUT does not use any
wireless LAN interface or wireless AP functions.

Confirm by analytical evaluation that there is no VLAN tunnelling protocol in use if VLAN is
provided.
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.2 Denial of service behaviour

(See 6.2.2.2)

Confirm by inspection of documented evidence that the EUT provides ICMP and IGMP DoS
prevention.

10.7.4

.3 Access control to configuration setup

(See 6.2.4.1)

Confirm

the co

Confirfn by analytical evaluation that the user authentication before changing device sett

based

Confirfn by inspection of the manufacturer's documentation that the operator's manual in
guidance on the use of strong passwords, if appropriate.

10.7.4{4 Access control for network

(See 6.2.4.2)

Confirin by inspection of the manufacturer's documentation that means are provided to
or deny a flow based on the IP address, protocol number and port number for each p
port.

Confirm by analytical evaluation that means, are provided to permit or deny a device ba
the MAC address for each physical port; i the EUT supports installation in a secure

confirm by analytical evaluation that the*means are configurable to either enable or g
authorfjsation by the MAC address.

10.7.4

(See §.4)

Confir
when

Confir

are providéed)in the system management function to revert to the previous stored configu

Confir

nfiguration of the EUT is subject to user authentication.

on at least an 8 character long password, RSA keys, or another appropriate meth

5 Additional security

bower is reapplied after switch off or input power interruption.

m by observation that, after changes have been made to the EUT configuration,

yges in
ings is
od.

cludes

permit
nysical

5ed on
area,
isable

m by observationithat the EUT continues normal operation with the previous configliration

means
ration.

m by inspection of the manufacturer's documentation that guidance is given to ins

EUT in a location with restricted physical access.

10.7.5 Monitoring

(See 8.1.4)

all the

Confirm by observation that the following monitoring information is provided by the EUT:

e interface information;

e list of neighbouring MAC addresses per interface;

e the change of neighbouring MAC address.
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Confirm by observation that the network configuration information is sent by the EUT as a
response to the SNMP query from the network monitoring function. If VLAN is provided, confirm
by observation that the current VLAN configuration information is sent as a response to the
SNMP query. Confirm by analytic evaluation that the information is reported at least either by
syslog (unconditional sending, either using multicast 239.192.0.254 port 514 or UDP unicast)
or by SNMP-Traps (if requested so by Network monitoring function) whenever some changes
in the configuration occur, such as changes of the neighbouring MAC address. Confirm by
observation that the configuration information using syslog is never reported more often than
once per minute.

Confirm by observation that the interface input and output link utilization in percent (average
over 5 min) is sent by the EUT as a response to the SNMP query from the network monitoring
functign. Confirm by observation that the information is reported at least either by, |syslog
(unconditional sending, either using multicast 239.192.0.254 port 514 or UDP unicast] or by
SNMP}Traps (if requested so by the network monitoring function) whenever significant cjanges
(traffic] is more than predefined limit in a 0 % to 100 % scale of network capacity) have been
made.|Confirm by observation that the information using syslog is never reported morg often
than ohce per 3 s.

10.8 K460-Gateway
10.8.1] Denial of service behaviour

(See 6.2.2.2)

Confirm by inspection of documented evidence thatdhe’EUT provides ICMP and IGMP DoS
preverjtion for the 460-Network interfaces.

10.8.2| Access control to configuration setup

(See §.2.4.1)

Confirm by inspection of the manufacturer's documentation that the access to make charges in
the copfiguration of the EUT is subject to user authentication.

Confirin by analytical evaluation that the user authentication before changing device settjngs is
based|on at least an 8 character long password, RSA keys, or another appropriate methjod.

Confirm by inspection-of the manufacturer's documentation that the operator's manual includes
guidance on the use of strong passwords, if appropriate.

10.8.3| Communication security

(See §.8:9)

Confirm by inspection of manufacturer's documentation that a direct connection between
uncontrolled networks and a 460-Network can only be permitted via a 460-Gateway or a
460-Wireless gateway and that a direct connection can only be established by 460-Gateway or
460-Wireless gateway and can only be activated from within the 460-Network.

Use a simulation arrangement to establish a VPN tunnel or equivalent secure connection
originating at the EUT between 460-Network and uncontrolled network. Confirm by analytical
evaluation that VPN tunnel or equivalent secure connection is provided over the connection.

Confirm by observation that it is possible to terminate the VPN tunnel or equivalent secure
connection at any time.
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Confirm by inspection of operator's manual that it includes instruction on how the direct
connection using VPN tunnel or equivalent secure connection is established and terminated.

Confirm by analytic evaluation that both endpoints of the VPN tunnel are successfully
authenticated before the VPN tunnel is established.

Confirm by analytic evaluation that the VPN tunnel provides confidentiality and integrity for all
traffic passing through the VPN tunnel using a secure encryption algorithm.

Confirm by inspection of the documented evidence that the encryption algorithm used for VPN
has a security strength of at least 128 bits.

Confir]n by inspection of the documented evidence that the delivery of certificates is$ ba

a chai

using @ combination of manual methods and messages.

10.8.4
(See 6

Confirn by analytical evaluation that all direct connections to the 460-Network are disa
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n of trust or that the private keys/certificates are exchanged in secure manuyal

Firewall

3.5.1)

nufacturer's default configuration.

EUT in accordance with the manufacturer's instrlGGtions between a 460-Network

rolled network. Using a network scanner with pert'scan function, set it to scan the
s range for the 460-Network and uncontrolled network. Use packet capture sqg
h the EUT from the uncontrolled networkte the 460-Network and vice-versa as fo

t scan UDP and TCP test for all ports 1-65535 to the internal address range
D-Network;

t scan UDP and TCP test for*all ports 1-65535 to the address range of the uncon
work.

le test:

the Nmap®4 nétwork scanning tool with an address range for a 460-Netw|
8.22.0/24 and for an uncontrolled network of 10.100.100.0/24.

[t scan UDP~and TCP test to the internal address range of the 460-Network:

p.168.22.0/24",

5ed on
vay or

bled in

and an
entire
ftware

j in promiscuous mode and confirm by analytical evaluation that packets do nat pass

lows:

of the

trolled

ork of

S -T4

co

192.168.22.0/24".

e Port scan UDP and TCP test to the address range of the uncontrolled network;

U -T4

complete a ping test with TCP port scan with the command "nmap -p 1-65535 -sV -sS -T4

10.

100.100.0/24",

complete a ping test with UDP port scan with the command "nmap -p 1-65535 -sV -sU -T4

10.

100.100.0/24".

4 Nmap® ("Network Mapper") is the trademark of a product supplied by the Nmap Project, a free and open source
utility for network discovery and security auditing (https://nmap.org). This information is given for the convenience
of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent
products may be used if they can be shown to lead to the same results.
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Confirm by observation that the EUT registers traffic as an external/internal firewall rule which
consists of source and destination IP address, protocol and port number.

Confirm by inspection of the documented evidence that the EUT provides a means to list all
direct connections for the last 12 months.

Confirm by analytical evaluation that the EUT provides means to list activated direct
connections between 460-Networks and uncontrolled networks with status information for each
of these connections including: source IP address, destination IP address, starting time and
end time of the connection, protocol, and port number.

Confirfn by analytical evaluation that means provided 10 allow direct connection with a 2o0-Node
from ah uncontrolled network can only be activated by an operation on the 460-Network*side of
the firewall. Confirm by inspection of the manufacturer's documentation that this_canpot be
activaed from uncontrolled networks. Confirm that means are provided to ensure tHat the
operatjon can only be performed after obtaining permission, for instance(ffrom the [bridge
officerg.

Confirm by observation that the EUT terminates all direct connection® automatically after a
predefijned time not exceeding 4 h unless there is user intervention t0 extend the time.

Confirm by observation that the EUT terminates all direct connection automatically afier the
connegtion is idle for a pre-defined time not exceeding 10, min.

If dire¢t connection between 460-Networks and an uncontrolled network is provided,|either
confirm by observation that the activated state is indicated or confirm by analytical evaluation
that the activated state generates a caution.

NOTE |[The generation and presentation of the cautionvcan be performed by the device presenting the ajerts for
network| monitoring.

10.8.5| Application services

(See §.3.5.2)

Confirn by inspection of the ‘manufacturer's documentation that an application service prpvides
meang to authenticate clients connected over uncontrolled networks, for example by password.

Confirfn by analytical .evaluation that Layer 3 forwarding or routing is disabled (i.e. no fouting
of packets is allowed).

Verify compliance with 460-Node requirements in accordance with 10.5.

C f' U VR T~ V- tion £ th raanfaotiicaric Ao At ot
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malware are described as appropriate to the computer platform.
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10.8.6 Interoperable access to file storage of DMZ

(See 6.3.5.3)

Confirm by observation that a file can be downloaded and uploaded between the DMZ and
uncontrolled networks if provided.

Confirm by observation that a file can be downloaded and uploaded between the DMZ and 460-
Networks if provided.

If access to the file storage within the DMZ is provided, confirm by inspection of the
manufacturer's documentation that a protocol is provided, such as SMB or SFTP.
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If implemented, confirm by inspection of the documented evidence that the EUT access to file
storage and related data traffic of DMZ satisfies the requirements for ONF, NF as specified in
IEC 61162-450 and the 460-Node.

10.8.7 Additional security
(See 6.4)

Confirm by observation that the EUT continues normal operation with the previous configuration
when power is reapplied after switch off or input power interruption.

Confirprbyamatyticatevatuationthat,after chemgestrave beemrmadetothe £ configuration,
meang are provided in the system management function to revert to the previoust|stored
configliration.

Confirm by inspection of the manufacturer's documentation that guidance is given to insfall the
EUT in a location with restricted physical access.

Wherel applicable IMO Performance Standards exist, confirm by inspection of documented
evidence that the equipment complies with the applicable related technical standard which refer
to applicable IMO Performance Standards.

Otherwise, confirm by inspection of manufacturer's documentation that the operator's manual
describes effects of lack of input data and effects of inability of the equipment to contipue its
functidnality and any appropriate action the operator may take on such cases.

10.9 [460-Wireless gateway
10.9.1| General

Confirm by inspection of documented evidence that the EUT satisfies the requirements|of the
460-Gateway (see 10.8).

10.9.2| Security
(See §.3.3, 6.3.6)

Confirm by observation,that wireless access point (AP) functions are not activated.

Confirm by observation that the forwarding function is not allowed.

IEC 61162-450 traffic.

Confirr by the manufacturer's documentation that all traffic to a 460-Network is compliapt with

Confirm by inspection of the documented evidence that the encryption algorithm used for VPN
uses asymmetric and/or symmetric algorithms with a security strength of at least 128 bits.

Activate wireless AP and confirm by observation that all connections to wireless AP are
established only with authentication.

10.10 Controlled network

(See Clause 9)

Confirm by inspection of the documented evidence that the controlled network, any associated
infrastructure and the environment in which it is installed prevents unauthorised devices from
connecting to the controlled network through physical or wireless interfaces.
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Confirm by inspection of the documented evidence that the controlled network provides means
to prevent direct access to the operating systems or functions that can be used to insert
non-authorised traffic into the network, unless the user is authorised to perform these
operations.

Confirm by inspection of the documented evidence that the nodes and infrastructure in the
controlled network provides a means to prevent transfer or execution of potentially malicious
content from REDS.

10.11 Network monitoring function

10.11.1—General

(See 8.2.1)

If the EUT does not provide network monitoring function, confirm by inspectionbof instgllation
documentation that the EUT shall only be connected to a network in which another equ{pment
provides a network monitoring function.

Confirin by observation that the EUT provides monitoring either throagh'a local human mpachine
interface or an alert management interface.

If compatibility for bridge installation has been declared by the manufacturer, conf[rm by
obseryation that the EUT provides an alert management interface.

Set a gimulation arrangement to cause cautions andxwarnings. Confirm by observation that the
EUT rfeports all alerts and is capable of ateepting responsibility transferred, nemote
acknoywledge and remote silence commands if an alert management interface is providef.

Set a [simulation arrangement to cause cautions and warnings, and to generate evenfs and
report$ from 460-Switches and 460-Forwarders. Confirm by observation that all alerts from the
network monitoring function and, events and reports from 460-Switches and 460-Forwjarders
are re¢orded in the EUT.

Confirin by the documented evidence that the EUT has a capability to store events for dt least
the lagt 3 months or the last 10 000 events, whichever is smaller, together with the capability
of disglaying the information.

10.11.2 Networkdoad monitoring function

(See §.2.2)

switch

by observation that the system documentation includes an analysis for every

Use the simulation arrangement and confirm by observation that the EUT requests the traffic
flow information from all 460-Switches and 460-Forwarders either periodically every 30 s using
SNMP query or using a combination of SNMP-Trap method and periodic SNMP query every
15 min.

Use the simulation arrangement and confirm by observation that the EUT is able to use
information from SNMP or syslog (using multicast 239.192.0.254 port 514 and UDP unicast) or
a combination of both for the following functionality:

a) generate cautions when the observed network load exceeds the 90 % limit or a lower limit
as set in the EUT, of its maximum network capacity for a period of 30 s more than 3 times
within a period of 10 min.
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b) generate warnings when the observed network load has exceeded the 90 % limit or a lower
limit as set in the EUT, of the maximum network capacity for a period of 30 s more than
10 times within a period of 10 min.

10.11.3 Redundancy monitoring function

(See 8.2.3)

Confirm by observation that the system documentation includes a list of data sources that are
redundantly available and intended for redundancy monitoring.

Confirm_by observation that the list provides the names of data sources, two or more MAC
addregses, interface number and interface available alternatives for each redundanttngtwork
addregs from which this data is available.

Use thie simulation arrangement and confirm by observation that the EUT requests the nptwork
configliration information from all 460-Switches and 460-Forwarders either \p€eriodically| every
30 s uging SNMP query or using a combination of SNMP-Trap method and periodic SNMH query
every 15 min.

Use the simulation arrangement and confirm by observation, that the EUT is able {o use
informption from both SNMP and syslog (using multicast 239¢192.0.254 port 514 and UDP
unicaslt) to generate cautions when fewer than two MAC addresses, or one MAC addregs with
fewer than two interfaces available for a source of data in‘the’list, has been lost for a period of
2 min for all SNMP requests performed every 30 s by they\EUT.

Confirin by observation that the caution complies with the requirement.

10.11.4 Network topology monitoring function

(See §.2.4)
Confirin by observation that the system documentation includes a list of accepted devices.

Use thie simulation arrangement and confirm by observation that the EUT requests the network
topology information from all 460-Switches and 460-Forwarders either periodically every 80 min
using BNMP query or using a combination of SNMP-Trap method and periodic SNMP| query
every 15 min.

Use the simulation arrangement and confirm by observation that the EUT is able {o use
informpation from)SNMP or syslog (using multicast 239.192.0.254 port 514 and UDP unicast) or
a combination of both to generate cautions when a MAC address, which is not included|in the
list of accepted devices, has been found.

Use the simulation arrangement and confirm by observation that the EUT creates the SFI Table
based on received SRP sentences.

Use the simulation arrangement to include multiple, at least two, different SFI with any value of
"Instance number", any MAC address or any IP address reported by the SRP sentences, and
confirm by observation that the EUT does not generate a caution.

Use the simulation arrangement to include two equal SFI, both with "Instance number" fields of
SRP sentence set as different values and with equal IP addresses reported by the SRP
sentences and confirm by observation that the EUT does not generate a caution.

Use the simulation arrangement to include two equal SFI, both with "Instance number" fields of
SRP sentence set as null or set as same number and with different MAC addresses reported
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by the SRP sentences and confirm by observation that after the internal processing time the
EUT generates a caution.

Confirm by observation that the cautions comply with the requirements.

Confirm by observation that after resolving the SFI collision the caution is removed.

10.11.5 Syslog recording function

(See 8

2.5)

UDP uhicast) messages. Confirm by observation that the network monitoring function pr

record
460-N

Confir

messalges for at least the last 90 days or last 20 000 messages, whichever is smaller.

10.11.
10.11.
(See 8

Confir

10.11.
(See 8

Confir
incom

In ord
docu
randor

Seta Tmulation arrangement to cause syslog (either using multicast 239.192.0.254 port

ng and internal or external possibility to view the syslog information from the'450-|
pdes, 460-Gateways and 460-Wireless gateways in 460-Network.

M by inspection of the documented evidence that the syslog hasa‘capability tg

b Alert management
.1 Alerts and indications

2.7.1)

6.2 Alert management interface

2.7.2)

M by inspection of the manufaeturer's documentation that manufacturer defined al¢
pliance with the criteria for tlassification and categories of alerts defined in IEC 62

r to test the communication and presentation of the alerts, refer to the manufag
entation to identify\at least one of the available warnings, which may be cho
h, and two of the(available cautions, which may be chosen at random. Then, perfo

followi

e cCoO
list
IE
e CO

ma

g test using_a\simulator for BAM:

firm by analytical evaluation that the alert communication complies with the sen
d in<Annex E and with the communication requirements of IEC 62923-
62923-2;

514 or
pvides
Nodes,

store

m by analytical evaluation that the alerts comply with the criteria as required in Table 2.

rts are
923-1.

turer's
sen at
rm the

ences
1 and

firtm’by analytical evaluation that, if means are provided to interface to a centralise
nagement system, a caution alert is provided when the periodic receptions o

sentence are interrupted.

10.11.6.3 Unacknowledged warnings

(See 8.2.7.3)

d alert

Confirm by inspection of the manufacturer's documentation that the default value for alert

escala

tion is 5 min.

Confirm by observation that the user selectable time period for alert escalation is less than

5 min.

Confirm by inspection of the manufacturer's documentation that the manufacturer provides
information about:
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e which warnings are repeated as warning;

e which warnings are changed to alarms after the user-selectable time period;

e which warnings are changed to alarms after the manufacturer's fixed time period.

Refer to the manufacturer's documentation to identify at least two cases, which may be chosen
at random, if available, in which a warning is repeated as warning. Confirm by observation that
the time between repetitions is as selected by the user.

Refer to the manufacturer's documentation to identify at least two cases which may be chosen
at random, if available, in which a warning is changed to alarm. Confirm by observation that the
time before change of priority is as selected by the user.

10.11.
(See 8§

Creats
(if the
alert n

Use a
obsery
the ale

Use a

Confirm by observation that ALF, ALC and HBT (if provided) sentences report correctly th

state g

10.12

10.12.l General

Subcls
of the

e at

e ar

.4 Remote acknowledgements and silencing of alerts

2.7.4)

two alerts, at least one of category B. Confirm by observation that/ALF, ALC an
EUT supports 'responsibility transfer') sentences are transmittéd-from the EUT
anagement interface.

simulator to send an ACN sentence to the EUT to silenc¢€,one of the alerts. Conf
ation that ALF, ALC and HBT (if provided) sentencesireport correctly the new s
rts.

simulator to send an ACN sentence to the EUT to acknowledge the category H

f the alerts.

System level

use 10.12 contains methods:of testing and required results for system level confir
requirements. The system:level confirmation may be performed for:

pical system setupfas described by the applicant of conformance testing; or

bal onboard installation, as described by the applicant of conformance testing.

stem levelsconformance testing is based on real-life equipment instead of sim

ments. The target of system level conformance testing is to prove that a real life g

d HBT
to the

irm by
tate of

alert.
e new

mation

Llation
ystem
ts like

ehand

separately tested according to this document for the corresponding individual function(s) —
see 10.4, 10.5, 10.6, 10.7, 10.8 and 10.9.

The minimum system for system level conformance testing consists at least of the following
functions:

e two 460-Switches;
e two nodes of either type 450-Node or 460-Node; and

e a network monitoring function.

The te

st site requirements are:
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etwork protocol analyser (for example Wireshark®) for monitoring of traffic;

e an arrangement capable of injecting more network traffic into the 460-Switches using
IEC 61162-450 compliant data and non IEC 61162-450 compliant data (for example TCP/IP,
UDP/IP, multicast and broadcast) to increase the network line load from the normal network

loa

e an

d level up to the 100 % line load;
arrangement capable of injecting DoS attack into the 460-Switches.

10.12.2 System management function

(See 4

5.2)

Confir
syste

that, b
to the

Remo
addres
to cha

Switch
one c§

10.12.
10.12.

(See 4

Confirm by inspection of documented evidénce that the following information is provided:

e the

e thg
an

e thg
46

Confir
syste

10.12.

by observation that the configuration information for a 460-Switch can be stored
. Replace a 460-Switch with another un-configured 460-Switch. Confirm by obse

hew 460-Switch. This test shall be repeated for all 460-Switches and 460=Forwarg

e one 460-Node and replace it with another equivalent device with a differen
s. Confirm by observation that, by using the system management‘function, it is pq
nge the original configuration to accept the new device.

off the first system management function or if EUT has infetface redundancy, disc
ble. Confirm by observation that the second system management function is avai

B System design
3.1 General

.3.2,4.3.3,4.6,4.7)

topology and devices of the nétwork, including networks in a secure area, if prov

t the network consists of only 460-Network physical components, 460-Network
| network infrastructureccomponents;

t all networks connected with a 460-Forwarder are either controlled networks o
D-Networks.

by inspection-of documented evidence that both a network monitoring function
management function are available in the network.

3.2 Documentation

in the
vation

y using a system management function, it is possible to restore the originalcgenfigliration

ers.

I MAC
ssible

bnnect
able.

ded;
nodes

other

and a

(See 4

6.5.4.1)

Confirm by inspection of documented evidence that the following information is provided:

o the 460-Network traffic flow analysis and network topology;

e the total amount of network traffic and average load of all traffic for the 460-Network;

e the maximum traffic flow transferred from one 460-Network to another 460-Network at each
460-Forwarder if provided;

e the prioritization of each traffic type at each 460-Forwarder if provided;

(¢)]

Wireshark is the trademark of a product supplied by the Wireshark organization (www.wireshark.org). This

information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.
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analysis of the maximum network load;
st of data sources which are redundantly available;

st of accepted devices.

10.12.3.3 Network traffic design

(See 5.4.2)

Confirm by inspection of the document evidence that the amount of bandwidth allocated at each
460-Switch is more than, or equal to, the sum of all traffic volumes of each traffic class allocated

to the

Use a
measy

network connected to the switch.

network design document and select three ports to confirm by observatien th

observation that the average load of all traffic in a 460-Network does not excéed 95 %

nomin
netwo

10.12.

Use a
with a

h| network capacity planned over a period of 1 s and does not exceed 80.% of the n
k capacity planned over a period of 10 s.

3.4 Loop prevention

hetwork design document and select at least two 460-Switches for ring topology ¢

evaluation that the switch does not duplicate data at switches.

10.12.

B.5 Resource allocation

Confirm by inspection of the document evidence that'the amount of bandwidth allocated 3
460-F¢rwarder is more than, or equal to, the sum of all traffic volumes of each traffig
allocated to the network connected to the 460-Forwarder.

Use a

measUred traffic is lower than, or equal to, the defined value of the sum of the traffic load.

10.12.

network design document and.select two ports to confirm by observation th

B.6 Traffic prioritisation

If available in the systemtunder test, select two traffic flows with different priority for

conne

Cted 460-Node based devices show activity. Use a simulation arrangement to

additignal traffic with @ priority level between two selected priorities up to full line load. G
by observation that‘the device using highest priority traffic flow continues to show activit

the de

10.12.

Use a

vice using/lowest priority traffic is distorted.

B.7 (Denial of service behaviour

at the

red traffic is lower than or equal to the defined value of sum of traffic load) €Confirm by

of the
bminal

bnnect

least one 460-Node at each switch, for example usingsunicast. Confirm by analytical

t each
class

at the

which
inject
onfirm
while

etwork design document and select three 460-Nodes to inject additional traffic fl

ws up

to line load for 1 h. If the number of 460-Nodes is less than three, select all 460-Nodes. Confirm
by observation that 460-Nodes continue their normal operation as stand-alone devices. Remove
the injected additional traffic and confirm by observation that 460-Nodes resume their operation

based

on information received from the 460-Network.

10.12.3.8 Uncontrolled network security

If the system under test includes a 460-Gateway, repeat all tests as described in 10.8.

If the system under test includes a 460-Wireless gateway, repeat all tests as described in 10.9.

10.12.3.9 Connections between secure and non-secure areas

If the system under test includes a connection between a 460-Network installed in a secure
area and a 460-Network installed in a non-secure area, repeat all tests as described in 10.7.
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10.12.3.10 Redundancy

(See 7

1,7.7)

Confirm by inspection of documented evidence that FMECA is available for its redundancy
capability and critical nodes are identified, and that no single points of failure affect the
functionality of the critical nodes.

Use FMECA documents and select 20 % of critical devices or at least three devices as
representative devices. Cause a single failure one by one for each representative device and
confirm by analytical evaluation that redundant devices continue normal operation within 5 s.

Select
a cabl
data tn

two traffic flows for connected 460-Node-based devices and show activities. Dis¢
b between two 460-Switches and confirm by analytical evaluation that the interrup
ansfer is 5 s or less.

10.12.4 Network monitoring function

For thé network monitoring function, repeat all tests as described in 1,0.11.1.

10.12.

b Network load monitoring function

For network load monitoring function, repeat all tests as deseribed in 10.11.2.

10.12.

b Redundancy monitoring function

For network redundancy monitoring function, repeatyall tests as described in 10.11.3.

10.12.
10.12.

/ Network topology monitoring funection

7.1 General

For network topology monitoring function, repeat all tests as described in 10.11.4.

10.12.

For sy

10.12.

(See §

Switch

7.2 Syslog recording(function

5log recording funetion, repeat all tests as described in 10.11.5.

7.3 Redundancy of network monitoring function

2.6)

off the first network monitoring function or if EUT has interface redundancy, disc

bnnect
tion of

bnnect

one C4

ble./Confirm by observation that the second network monitoring function is availa

ble.
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Annex A
(informative)

Communication scenarios between an IEC 61162-460
network and uncontrolled networks

A.1 General

Annex A gives some example scenarios for the usage of a 460-Gateway as shown in Figure A.1.

Inter-system gateway functional view

__________________ /- Off ship
On/Qff switch controlled by bridge ' Firewall forwards RDP by ' e N = )
officigrs; allows service connection authenticated session 1 | Service enginegrs
from named IP adress ! | connect remately to
via Port B only to Port A | service equiprment

I
e e e e o AN - - - -
__________________

\ |

1
DMz ‘\

(( (@)
Dat

| ~ { ) app.cQon D \ r———.——;'—"-——~
\ Navigation fé_ ______ E _ > and proxy € > |_ Weather data ,
\ ices ‘

R network \ ‘ u
.1 p “ \(\Q, (DAPS) ﬂ;,g“

\./ o N | Advisory serviceg !
ONF s T ! Receive KPI datg |
corjnections ) &k = : e e -
| " A/B connections (exceptional are service \

,  connections forwarded by firewall I

1 * C/B connections (routine-off-ship) terminate and ,

Ship’s general ,  commence at DAPS i
network 1 * E/F connections (routine-off-ship) are proxied |
- i through DAPS to secure ship networks |

i *All routine off-ship connections are instigated by]

! the DAPS :

IEC

Figure’A.1 — Usage model for communication between a IEC 61162-460
network and shore networks

A.2 Routine off-ship

e Data exchange from ship to shore, for example KPI data
— energy usage reports
— environmental data (SOx, NOx, etc.)
— CBM (conditioned base maintenance data)
— diagnostic data (logs, etc.)
— operations reports (noon reports, electronic log data)
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