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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

FOREWORD

1) [The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
bl national electrotechnical committees (IEC National Committees). The object of IEC is to promote internatipnal
Co-operation on all questions concerning standardization in the electrical and electronic(fields. To this end fand
n addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Repgrts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IE€ Publication(s)"). Their
breparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt vith
may participate in this preparatory work. International, governmental and non-goveramental organizations liaising
vith the IEC also participate in this preparation. IEC collaborates closely with,the International Organization for
Standardization (ISO) in accordance with conditions determined by agreemént between the two organizations.

2) [The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internatipnal
consensus of opinion on the relevant subjects since each technical’ eommittee has representation fromn| all
nterested IEC National Committees.

3) |EC Publications have the form of recommendations for international use and are accepted by IEC Natipnal
Committees in that sense. While all reasonable efforts aresmade to ensure that the technical content of [[EC
Publications is accurate, IEC cannot be held responsible\for the way in which they are used or for [any
misinterpretation by any end user.

4) |n order to promote international uniformity, IEC National Committees undertake to apply IEC Publicat|ons
ransparently to the maximum extent possible in their national and regional publications. Any divergence between
bny |IEC Publication and the corresponding natiomal™or regional publication shall be clearly indicated in the lajter.

5) |EC itself does not provide any attestation efyconformity. Independent certification bodies provide conformity
Bssessment services and, in some areas,(access to IEC marks of conformity. IEC is not responsible for [any
Gervices carried out by independent certification bodies.

6) All users should ensure that they have.the latest edition of this publication.

7) No liability shall attach to IEC or-its directors, employees, servants or agents including individual experts |and
members of its technical committees and IEC National Committees for any personal injury, property damagg or
bther damage of any nature_whatsoever, whether direct or indirect, or for costs (including legal fees) [and
bxpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other |IEC
Publications.

8) Attention is drawnsto-the Normative references cited in this publication. Use of the referenced publications is
ndispensable for the'correct application of this publication.

9) |EC draws attention to the possibility that the implementation of this document may involve the use of| (a)
batent(s). /EC takes no position concerning the evidence, validity or applicability of any claimed patent righ{s in
espect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be'réquired to implement this document. However, implementers are cautioned that this may not repregent
he/latest information, which may be obtained from the patent database available at https://patents.iec.ch. [IEC
hall.not be held responsible for identifying any or all such patent rights.

This commented version (CMV) of the official standard IEC 61162-460:2024 edition 3.0
allows the user to identify the changes made to the previous IEC 61162-
460:2018+AMD1:2020 CSV edition 2.1. Furthermore, comments from IEC TC 80 experts
are provided to explain the reasons of the most relevant changes, or to clarify any part
of the content.

A vertical bar appears in the margin wherever a change has been made. Additions are in
green text, deletions are in strikethrough red text. Experts' comments are identified by a
blue-background number. Mouse over a number to display a pop-up note with the
comment.

This publication contains the CMV and the official standard. The full list of comments is
available at the end of the CMV.
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IEC 61162-460 has been prepared by IEC technical committee 80: Maritime navigation and

rad

Thi
Am

iocommunication equipment and systems. It is an International Standard.

s third edition cancels and replaces the second edition published in 2018
endment 1:2020. This edition constitutes a technical revision.

and

This edition includes the following significant technical changes with respect to the previous
edition:

a) term application server in the 460-Gateway has been changed to application service and

b)

c)

application services nave been clarified,

based on field experience the alert limit of the network monitoring load has been chan
from 80 % to 90 %;

default time for escalation of a warning to an alarm has been changed from max'60 seco
to max 5 minutes as allowed by IMO BAM rules and escalation from caution\to"'warning
been removed from the use of direct access;

recorded event size in network monitoring function has been changed.from 1 000 byte
1 472 bytes (i.e. size of an ethernet datagram in the network);

L.

nds
nas

s to

requirements have been incorporated for cyber resilience ,given by the Internatignal
Association of Classification Societies (IACS) in their documents UR E26 and UR E27. A

new Annex H has been added giving a cross reference between the IACS documents
this document.

The text of this International Standard is based on the following documents:

Draft Report on voting

80/1103/FDIS 80/1112/RVD

and

Full information on the voting for its approval can be found in the report on voting indicated in

the|

above table.

The¢ language used for the development of this International Standard is English.

Thi
acq
at

des

Thi

Ali
an(

s document was drafted jin accordance with ISO/IEC Directives, Part 2, and developed in
ordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, availgble

www.iec.ch/membérs” experts/refdocs. The main document types developed by IEC
cribed in greater.detail at www.iec.ch/publications.

S International Standard is to be used in conjunction with IEC 61162-450:2023.

st ofall parts in the IEC 61162 series, published under the general title Maritime naviga
| radijocommunication equipment and systems — Digital interfaces, can be found on the

we

hsite

ion
IEC
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.

IMPORTANT — The "colour inside™ logo on the cover page of this document indicat'ks
that it contains colours which are considered to be useful for the correct understanding
of| its contents. Users should therefore print this document using a colour printer.
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Introductionto-the-Amendment
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

1 [Scope

This part of IEC 61162 is an add-on to IEC 61162-450 where higher safety and secufity
stahdards are needed, for example due to higher exposure to external threats orto improve
nefwork integrity. This document provides requirements and test methods for equipment to| be
usgd in an IEC 61162-460 compliant network as well as requirements for the network itself and
requirements for interconnection from the network to other networks. This document glso
contains requirements for a redundant IEC 61162-460 compliant network,

Thils document does not introduce new application level protocol requirements to those that pre
deflined in IEC 61162-450.

2 | Normative references

The following documents are referred to in the text in{such a way that some or all of their confent
cornstitutes requirements of this document. For dated references, only the edition cited applies.
Fof undated references, the latest edition, ef* the referenced document (including any
amendments) applies.

IEG 60945, Maritime navigation and radiocommunication equipment and systems — Gengral
requirements — Methods of testing an&’required test results

IEG 61162-450:20482023 | 1, Maritime navigation and radiocommunication equipment and
syqdtems — Digital interfaces (=" Part 450: Multiple talkers and multiple listeners — Ethennet
interconnection

IEG 62923-1, Maritime:-navigation and radiocommunication equipment and systems — Brigige
alert management=Part 1: Operational and performance requirements, methods of testing and
reqluired test results

IEQ 6292342) Maritime navigation and radiocommunication equipment and systems — Brifige
aleft management — Part 2: Alert and cluster identifiers and other additional features

Control (MA C) Br/dges

IEEE 802.1Q, IEEE Standard for Local and metropolitan area networks: Virtual Bridged Local
Area Networks

NIERNEPSQGLEDHISOC% RFC 792 Internet Contro/ Message Protocol (ICMP) Standard
STD0005 (and updates) - : .
Available at https://tools.ietf. 0rg/htm|/rfc792

LNIERNELSQGIE—TA#(ISOC% RFC 1112, Host ExtenSIons for IP Mu/t/castlng

https //www |etf org/rfc/rfc1 112 txt


Update to newer edition
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MERNELS@G#EW%ISOC% RFC 1157, A S/mple Network Management Protocol (SNMP)

https //tools |etf org/html/rfc1 157

LNIERN%SQGJ@HISOC)— RFC 2021 Remote Network Mon/tor/ng Management
Information Base fertine}: ,

Version 2

Available at https://tools.ietf.org/html/rfc2021

INTERNET-SOCIETYH(ISOC)- RFC 2236, Internet Group Management Protocol, Version 2

ofiline dited- by W.Fenner. Novembe Hewed—201+5-0 —Available at
https: //tools ietf. org/html/rfc2236

NTERNM SOC ISOC)- RFC 2819, Remote Network Monitoring Management
Information Base
ofline dited-by-S—\Waldbusser—May-2000-Pviewed2018-014-08}-Available at

https: //tools ietf.org/html/rfc2819

NIERN SOGC ISOC)- RFC 3411, An Architecture for DescribingsSimple Network
Ma agement Protocol (SNMP) Management Frameworks
ofine dited-by-D—Harrington—December 2002 [viewed 204840108} -Available at

https: //www ietf.org/rfc/rfc3411.txt

MERNELSQG#EI’A#(ISOC% RFC 3577 Introduct/on to-the Remote Mon/tonng RMON far

at https://tools. |etf org/html/rf03577 .

INTFERNET-SOCIETY(ISOC): RFC 4604, Using)internet Group Management Protocol Verdi
3 (IGMPv3) and Multicast Listener Discovery,Protocol Version 2 (MLDv2) for Source-Spedifi

Mu| ticast

—Available

DS //tools |etf org/html/rfc4604

LNJER—N—ET—SOGJ—EDA(—ISOC)— RFC 5424 The Syslog Protoco/

—Available at

DS //tools |etf org/html/rfc5424

3 | Terms and definitions

For the purposes of this document, the following terms and definitions-giverintEC-614162-4
ang-the following apply.

IS® and’/IEC maintain terminology databases for use in standardization at the follow
addresses:

ing

e |EC Electropedia: available at https://www.electropedia.org/

¢ |SO Online browsing platform: available at https://www.iso.org/obp

3.1
450-Node

device compliant with IEC 61162-450 and which satisfies additional requirements specified in

this document

Note 1 to entry: This also includes nodes only implementing the ONF function block.
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3.2

460-Forwarder

network infrastructure device that can-safely exchange data streams between a 460-Network
and other controlled networks including other 460-Networks

3.3

460-Gateway

network infrastructure device that connects to 460-Networks and to uncontrolled networks or
controlled |2 networks and which satisfies the safety and security requirements as specified in
this document

3.

460-Network
network which consists of only 460-Nodes, 460-Switches, 460-Forwarder, 460-Gateway and
46(0-Wireless gateway as well as 450-Nodes

3.5
460-Node
deyice compliant with the requirement of a 450-Node and which satisfi€s the safety and secufrity
requirements as specified in this document

3.6
460-Switch
network infrastructure device used to interconnect nodes 6n a 460-Network and which satis
the| safety and security requirements as specified in this document

es

460-Wireless gateway
network infrastructure device that connects a 460-Network and wireless networks and wh
sat]sfies the safety and security requirements’as specified in this document

ch

3.8
adyanced encryption standard
AES
symmetric-key block cipher algorithm which is based on a substitution-permutation network
(SAN) and does not use the'data encryption standard (DES) Feistel network

Note 1 to entry: This note.applies to the French language only.

hiadhest nrioritx~pf an alart announcina - a situation-or condition reauirina-immediate attention
HEREStPHOWY-O—a et ouR i g—a—SHda oo CoRGHHoR—TrequirngHHmmetiate atentoh;
dedision-andl if necessarv_action bv the hridae team- to - maintain-the safe naviaationof lthe
GegiSionaRG—HhReecessaty;actoh—voytheoHagetean—toaihaii—mhe-Sae-RavvgattonR—oHme

high-priority alert, condition requiring immediate attention and action by the bridge team| to
maintain the safe navigation and safe operation of the ship

[SOURCE: IEC 62923-1] 3

3.10

backdoor
installed program allowing-remeote | 5§ access to a computer by providing a method of bypassing
normal authentication


Clarify to be exact

Consistent with another IEC standard

Not needed as a term

Not limited to “remote access” case
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3.1

controlled network

any network that has been designed to operate such that authorities are satisfied by
documented evidence that the network-deesnetposeany minimises the security risks to any
connected network nodes

Note 1 to entry: For example, any IEC 61162-450 compliant network that is approved by classification society, flag
state or recognized organization (RO).

3.12
controlled shutdown
defined way to switch off equipment under normal operating conditions

Not¢ 1 to entry: For example, via the power button to initiate orderly shutdown without data loss or corrfuption uging
Advlnced Control Power Interface (ACPI).

3.13
caflegory B alert
aleft where no additional information for decision support is necessary besides the informafion
which can be presented at the central alert management HMI

[SQURCE: IEC 62923-1] |6

3.1
caution

lowlest priority of an_al

Note 1 to entryu: "Caution" raise condition which does not warrant an alarmh or
NOt —t ARy aHHOR—at REHHORWHEHRG SHOWaHahitah 3 f

ideration-of-the-situation-or-of-aiven-information
geratton-o+the-sHdaton-of HghvenHhormaiton-

t
warhing-condition—butstil-re
WarHRg AGHHORBUSHHF

lowest-priority alert, awareness of a conditiomwhich does not warrant an alarm or warning
corndition but still requires attention out of thie“ordinary consideration of the situation or of giyen
infgrmation

[SQURCE: IEC 62923-1] 3

physical or logical subsnetwork that contains and exposes an organization's external-fading

Not¢ 1 to entry: ~This note applies to the French language only.

Note 1 to entry: This note applies to the French language only.

3.17

flow

combination of the following information: source and destination MAC address, source and
destination IP address, protocol, source and destination port number

3.18

external data source

EDS

network or non-network data source, including, but not limited to REDS, excluding 460-Network
for which the equipment belongs



Clarify source

Consistent with another IEC standard
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9

failure mode and effects analysis
FMEA
method as specified in IEC 60812 for the analysis of a system to identify the potential failure

modes, their causes and effects on system performance
3.20

failure mode, effects and criticality analysis

FMECA

analytic method as specified in IEC 60812 that includes a means of ranking the severity of the

fail

Not

failyre modes against the severity of their consequences.

3.2/
firgwall

log

controlled via predefined rules

[SQURCE: IACS UR E27]

|
UTT TTTUUT S

e 1 to entry:  FMECA extends FMEA by including a criticality analysis, which is used to chart the probabilif

cal or physical barrier that monitors and controls incoming and outgojag network trg

ly of

ffic

?r;ffrnet control message protocol

:3(: tgcol according to ISOC RFC 792

Notg 1 to entry:  This note applies to the French language.only.

3.28

internet group management protocol

Ip(rs tgcol according to ISOC RFC-. 1112 (version 1), ISOC RFC 2236 (version 2) and

ISQC RFC 4604 (version 3)

Noté 1 to entry: This note applies to thre French language only.
3.24
lealst privilege

sed
to

3.2

losls rate

erform their work

urity concept in wRich a user is given the minimum levels of access or permissions needed

ampuntofilost data by the receiving device of a flow as lost packets per total amount of packets,

mepsured at the input port of a device

Note 1 to entry: The loss rate is expressed in percent.

3.2

6

malware
malicious code
software used or created to-disrupt compromise computer operation

3.2

7

maximum network load
cumulative maximum amount of all traffic from all network nodes and network infrastructure
components of a single 460-Network

Note 1 to entry: The maximum network load is measured in bytes per second (B/s).
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3.28

maximum transmission rate

maximum number of bytes per second that can be transmitted by a network node or network
infrastructure equipment

3.29
multi-factor authentication
authentication using two or more distinct factors to achieve authentication

Note 1 to entry: Factors are: 1) something you know (e.g., password/personal identification number); 2) something

Noté 1 to entry: This note applies to the French language only.

MAC (media access control) address of connected 450-Node ‘or 460-Node as seen|by

deVice that connects at least two nodes in a 460-Network and two different networks, such| as

nominal network capacity
network capacity as a byte rate which is.based on the configuration

Not¢ 1 to entry: The capacity is the lowest capacity of any switch in the network to route all traffic.

Noté 2 to entry: This is used for specifying capabilities of equipment.

3.34
otHer network function

ONF

funiction block that-interfaces to the network as specified in IEC 61162-450

Note 1 to entryz)The ONF represents a function that is allowed to share the infrastructure of an IEC 611624450
network but doeswnot use the protocols defined in IEC 61162-450.

Note 2 to”entry: This note applies to the French language only.

3.3
privilege
authority to perform functions on a computer system

3.36

rapid spanning tree protocol

RSTP

protocol according to IEEE 802.1D for calculating and configuring the active topology of a
network

Note 1 to entry: This note applies to the French language only.
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3.37
removable external data source
REDS

user removable non-network data source, including, but not limited to, compact discs, memory

sticks and Bluetooth ' devices

Note 1 to entry: This note applies to the French language only.

3.38

remote network monitoring
RMON

stahdard monitoring specification as described in ISOC RFC 3577

Note 1 to entry: This note applies to the French language only.

3.3
ring topology
topjology where each node is connected in series to two other nodes

3.4
rol|-back
resfore the system to a previous known state

3.4/
RSA
public-key cryptosystem as described in IEEE 1363

3.
saflety

pratection of networks from unintentiogal threats such as system malfunctioning,

midconfiguration and misoperation

3.

seg¢ure area

arela with defined physical perimeters and barriers, with physical entry controls or access p
protection or access point-ebservation supervision

bint

Noté 1 to entry: A ship's navigation bridge with closed consoles and access-ebservation supervision by the mapter

or officer of the watch is aniexample of a secure area.

3.
segurity

protection of'networks from intentional threats such as virus, worm, denial-of-service attagks,

illidit accessyetc.

3.45

security strength

number associated with the amount of work (that is, the number of operations) that is required

to break a cryptographic algorithm or system

EXAMPLE 80 bits, 112 bits, 128 bits, 192 bits, 256 bits.

Note 1 to entry: Security strength of a 3072-bit RSA key is 128 bits.

1

Bluetooth is the trademark of a product supplied by Bluetooth Special Interest Group. This information is given

for the convenience of users of this document and does not constitute an endorsement by IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.
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3.46

simple network management protocol

SNMP

protocol according to ISOC RFC 3411 used to-cenvey provide management information

Note 1 to entry: This note applies to the French language only.

3.47

SNMP-Trap
method to collect events and statistical information from SNMP enabled equipment such as |7
swifches, according o ISOC REC 1157, ISOC REC 2021 and ISOC REC 2819

3.
sh4£)borne network
data network infrastructure on board a ship to exchange data between equipmentyon board

Notg 1 to entry: This may or may not be connected to shore by satellites or other means.

gn?fing

mohitoring and analysis of the network traffic

3.5
stream
combination of all flows from a device that use same protocol

3.501

syslog
protocol according to ISOC RFC 5424, which is.used for an external logging in IEC 61162-450

3.5
system integrator
person or organisation responsible for'the functionality of the integrated 460-network

3.5
threat
pofential cause of an incident in computer security that may result in harm to the system

3.54
trapsport layer security
TLH
widely adopied security protocol designed to facilitate privacy and data security |for
communications over the Internet. The TLS protocol is described in the following RF[Cs;
RFC2246Ww1.0, RFC4346 v1.1, RFC5346 v1.2, and RFC8446 v1.3

3.55
traffic
combination of all streams from a device

3.56
uncontrolled network

any data network that is not-artEG-61162-450-comphantretworkantEC61162-460-comphant
network-er a controlled network
EXAMPLE Wireless-networks-

Note 1 to entry: In this document this is also known as untrusted network. |8



Clarify

Clarify to be generic
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7

virtual local area network
VLAN
network according to IEEE 802.1Q consisting of interconnected networks with bridges

Note 1 to entry: This note applies to the French language only.

3.58

virtual private network

VPN

VP

extension of a private network through encapsulated, encrypted, and authenticated links a¢rpss
shgred or public networks

Notg 1 to entry: This note applies to the French language only.

3.5

wafning

anffouncement—of-a—situation—or—condition requiring immediate attention~but no immediate

att¢ntion-or-action by the bridge team

Not
con
is tg

[Sq

ken.

URCE: IEC 62923-1] |3

wi
de
sud

Not

4

4.1

Thi
doq

Co
cor
eng

3.6
wireless access point

less AP
ice that connects wireless devices to wired devices through various wireless technolog
h as Wi-Fi, Bluetooth

e 1 to entry:  This note applies to the Fren¢h language only.
High-level requirements

Overview

nections_fo a network and connections within a network. When a network is solely physic

lar
ar

losedin a secure area, such as the bridge of a ship where access can be controlled,
er threat will be from the external connections. Requirements applicable to secure ar
given in 4.7

e 1 to entry: Warnings are presented for precautionary reasons to makejthe bridge team aware of changed

Hitions which are not immediately hazardous, but may become so, if no-fepward-locking-decision-is-made-or adtion

es

s document is based on IEC 61162-450, which is indispensable for this document. This
ument specifies more stringent requirements for equipment, system design and operatign.

mpliance with this document will provide additional protection from threats both from external

ally
the

pas

4.2

Description

Figure 1 shows a-network-implementing-the requirements-of 460-Network as described in this
document-on—different-parts—and-components—of-thenetwork. The grey symbols represent

equipment specified in this document. The pentagons represent logical software functions
specified in this document. The hatched symbols represent IEC 61162-450 compli
equipment that is permitted to be included into a 460-Network.

ant


Add alternative term

Consistent with another IEC standard
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IEC 61162-1
IEC 61162-2
device(s)
250-Node IEC 61162-460 network
RN (T =N\
| |
| |
~~_ "N l /’-.\‘/ TN
,\;_' WirEIess ! _| 460-wireless 460-node | (\"’ Conttrollid -
networks gateway | networ
Wf T . \/‘\-
;TN "'\,\é | 460-switch 460-switch — 460-switch 460-forwarder
“~T Uncontrolled ¢~
\S|  network : C ' : : il | A~ SN
§ | 7~ Qther
1 460-Node | \. 460-network
Lo s 460- System Network
’\ Uncontrolled ¢~ gateway management monitoring l
{ network | function function |
( |
e VR )
~~1+'Uncontrolled ¢~ S - o —_

etworks (off ship)

Figure 1 — Functional overview of IEC 61162-460 reguirement applications

Soine examples of the use of a 460-Gateway are given inJAnnex A, and some examples of
useg of this document are given in Annex D.

4.3] General requirements

4.311 Equipment and system requirements

(Sqe 10.3)

The requirements of 4.3 apply to.all equipment and systems intended to be compliant with
pant of this document. Subclauses 4.4, 4.5, 4.6 and 4.7 summarize requirements for one t
of ¢apability that may be implemented alone, without requiring compliance with other parts
thig document.

All

and radiocommunication equipment as specified in [IEC 60945.

NOTE
rea
equ

IEC 60945~ includes the requirement that equipment be so designed that maintenance of software car
ily carried _out on board ship, for example to support periodic update of firmware of network infrastruc
pmentto-improve encryption algorithms and security features.

hny
pe

equipment forming‘the 460-Network shall satisfy the general requirements for navigafion

be
ure

All hetwork nodes, network infrastructure components and cables shall satisfy the requireme

nts

in CTauses 4 and 5 of IEC 61T16Z2-45U0:Z0F8Z0Z3 [T as iar as applicable [[.

Manufacturers of network nodes and network infrastructure components shall provide a list of

all MAC addresses being used in a 460-Network.

The list can be a label or list or equivalent.

Annex F includes an overview of distribution of various functionalities around physical

equipment.

Equipment or network connection points which may be disconnected manually or automatically
in order to isolate the 460 Network from other networks or network segments shall be clearly

marked, see 4.6. 10


Update to newer edition
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4.3.2 Physical composition requirements

(See 10.12.3.1)

A 460-Network shall only be composed of the following physical network nodes or network
infrastructure components:

e 450-Node, i.e., network nodes compliant with IEC 61162-450 and which fulfil the
requirements in 4.4.1;

e 460-Node, network nodes compliant with IEC 61162-450 and which fulfil the additional
requirements in 4.4.2;

e |network infrastructure components compliant with the requirements for a 460-Switch.qr 460-
Forwarder in 4.4.3 and 4.4.4;

o |applicationtevelgateways network infrastructure components 11 compliant with fthe

requirements of a 460-Gateway or 460-Wireless gateway in 4.4.5.
4.313 Logical composition requirements

(Sde 10.12.3.1)

A 460-Network shall also include the following logical system function components, which coyer
all hodes in a 460-Network:

¢ [network monitoring function, which can be a SF (system.function block, see IEC 61162-450)
or an ONF (other network function block, see IEC 61162-450) compliant with the
requirements in 4.5.1;

¢ [system management function, which can be a.SF or an ONF compliant with the requiremgnts
in 4.5.2.

4.:[ Physical component requirements
1

4. 450-Node

(Sgqe 10.4)

Network nodes that fulfil(the requirements of IEC 61162-450 shall also fulfil the following
requirements in order to be used in a 460-Network:

e |no connection tad external networks or REDS;
e |syslog implemented as defined IEC 61162-450:20482023 {1, 4.3.3.2;
e |data output-bandwidth documented by the manufacturer as described in 6.2.2.1;

e |implemented ONF services specified by the manufacturer, including the necessary protdgcol
parameters, at least IP address and port number;

Py anhemeral narte if ucad indicated hvy the manufacturar 4192
= = Y T 4

4.4.2 460-Node
The following functions shall be implemented in a 460-Node:

e network traffic management as specified in 5.1;
e security requirement as specified in 6.2.1, 6.2.2.1 and 6.2.4.1;
e redundancy as specified in 7.2;

¢ network monitoring as specified in 8.1.2.

If any of the following functions are supported by a 460-Node, they shall be implemented as
specified in the following:


Change of term

Update to newer edition

Not needed as requirement
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connection with external controlled networks:

— all valid data packets with correct IP address and port number received from an external

controlled network via direct connection through 460-Gateway or 460-Wireless gateway
(see 6.3.5.1 and 6.3.6) shall be processed and checked by application level software in
the 460-Node; or

NOTE This can be used to create gateways to other network protocols such as MODBUS or OPC.

— if a connection with the controlled network is used to forward unmodified datagrams

between the 460-Network and controlled networks or other 460-Networks, then this

forwarding shall be handled by a 460-Forwarder;

T
cor

support for REDS as specified in 6.2.3;
direct connection with uncontrolled networks as specified in 6.3.4;
VLAN compatibility as specified in 5.1;

implemented ONF services specified by the manufacturer including the necessary protg
parameters, at least IP address and port number;

ephemeral ports-ifused-indicated-by-the-manufacturer may be used. w

4.413 460-Switch
h

following functions shall be implemented in network infrastructure components wh
nect equipment within a 460-Network:
network traffic management as specified in 5.2;
security requirement as specified in 6.2.1, 6.2.2.2,,6.2.4 and 6.4;
network monitoring as specified in 8.1.3;
-14

support for REDS as specified in 6.2.3; ZFU

4.14 460-Forwarder

following functions shall be implemented in a 460-Forwarder:

network traffic management as specified in 5.3;

security requirements as specified in 6.2.1, 6.2.2.2, 6.2.4 and 6.4;
network monitoringias specified in 8.1.4;

support for REDS as specified in 6.2.3; 10

VLAN fupetionality to combine two physical networks (controlled networks and ot
460-Networks) into a logical network, if provided, as specified in 5.3.

col

ch

her

4.45 460-Gateway and 460-Wireless gateway
CoI . o st | P .

for a 460-Gateway as specified in 6.3.5 or a 460-Wireless gateway as specified in 6.3.6.
Security requirements as specified in 6.2, 6.2.5 and 6.4 shall be implemented.

4.5

4.5

Logical component requirements

A Network monitoring function

The network monitoring function shall perform the following functions:

network load as specified in 8.2.2;
network redundancy as specified in 8.2.3;

network topology as specified in 8.2.4.1;

nts


Test adjusted for change in requirements
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system function ID SFI collision detection as specified in 8.2.4.2.

.2 System management function

(See 10.12.2)

The system management function is not intended for normal operation and, in accordance with
IMO Resolution A.694(17), clause 3.2, should not be readily accessible. Equally, the system
management function does not impose a requirement for carriage of additional workstations. 15

- | -

mapually: 16

re

4.6
(S¢

Wh
cor

As
its

As
inc

Thj save and restore configuration information of the system management function shall

maintain all network infrastructure configuration information and be able to restore this

least the previous configuration;

save and restore configuration information-eitherautomatically—oermanuaty 17 from 4
Switches, 460-Forwarders, 460-Gateways and 460-Wireless gateways;

change the infrastructure configuration — this function is necessary to allow exchangs
equipment with new MAC addresses as, for example, 460-Switches, which only alloy
known MAC to be connected to a specific port.

undantly available using device redundancy and/or intérface redundancy. 15

System documentation requirements

e 10.12.3.1)

ere the information required is deemed\Confidential the manufacture may take measures
trol access to such information. 18

functions and devices. This includes:

and technical features;

the 460 network and their interactions with connected networks and devices;

equipment exnétwork connection points which may be disconnected manually or automatic
in order tddsolate the 460 Network from other networks or network segments. 19

ystem'integrator of a 460-Network shall provide documentation showing that the 460-netw
udes-only equipment listed in 4.3.2.

the equipment when requested — the management function shall maintain a)history of

or

to
at

60-

of
v a

be

b to

ystem integrator of a 460-Network shall provide documentation of the network topology and

short description of eagh device within the 460-Network including brief functional descripfion

block diagram(s)-ngicating the physical and logical connections between the equipment in

plly

ork

See also 5.4.

4.7

Secure area requirements

(See 10.12.3.1)

The 460-Switch and 460-Forwarder may support disabling MAC address authorisation

req

uirements in secure areas as described in 6.2.4.2.

The documentation for the 460-Switch and 460-Forwarder shall include the description of the
secure area and the description of the features which can be relaxed when installed in the
secure area.
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5

5.1

Network traffic management requirements

460-Node requirements

(See 10.5.1)

The 460-Node shall comply with the following to satisfy network traffic management

req

uirements:

all traffic shall be specified as one of the IEC 61162-450 compliant data types, for exam

If

NO7

5.2

5.2,

(S¢

The following are tequired for resource allocation:

a)

IEC b1T1T0Z-T sentence transmission, binary tile trairic or ONF;

NOTE 1 Chart update is an example of ONF.

bytes per second averaged over a specified period of time;

NOTE 2 The specified period of time depends on the characteristics of the data outpat,and is chosen tdg
appropriate for network traffic management purposes.

network line including all protocol-specific overheads;

be processed by the node;

devices shall continue normal operation with an inputloss rate of packets up to 0,1 %;
per second over 21 a time period of 10 min.

NOTE 3 Normal operation includes the ability to survive’ even when something is lost in interfaces. No
reaction to such losses is either to continue as if nothing*has been lost (i.e. there has been sufficient inform
available to continue without any effect) or to generate’an indication and/or alert based on the loss.

LAN is provided, all VLAN traffic shall:be*included in the maximum transmission rate.

[E 4 For example, VLAN is used to create‘a separate segment.
460-Switch requirements
1 Resource allocation

e 10.6.1)

means ta_configure a stream or a network flow that is identified by the combination
interface identifier, the MAC address or IP address, protocol number and port numbe

ple

the maximum operational data output for a device shall be declared by the manufacturer in

be

device behaviour shall be specified by the manufacturer when its maximum input data nate
is exceeded. The input data rate shall be expressed in bytes per, second as available in fthe

only data specified by the relevant standards or by the manufacturer 20 for the node shall

for

mal
tion

of
or

seUurees, etc. The destination may be to any destination or range of destinations or grou

destinations, etc.; . 7

range-of port numbers. The source may be from any source or range of sources or grou; of

of

a stream or network flow only to be permitted to interfaces with configured MAC or

IP-

addresses for specified protocols and ports where network bandwidth limits are applied (see

bullet e)). All other traffic shall be blocked;

NOTE This approach is sometimes described as deny all, permit by exception. 22

c) means to allocate network bandwidth resource for each-registered stream or network flow; | 7
+—all-inceming-and-outgoing-traffic shal-beregistered;
o all traffic not registered shall be blocked; 23

d) the amount of bandwidth allocated at a 460-Switch shall be more than the sum of all normal

traffic volumes of each traffic class allocated to the network connected to the switch;



Clarify how to know if the data is specified to be processed by the node

Clarify how to apply the requirement of loss rate

Clarify

Clarify

Clarify in a clear bullet point that that not configured traffic shall be blocked

These are now part of longer clarifications for bullets a) and b)
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the total amount of trafflc per mterface to a 450-Node-and or 460- Node shall be I|m|ted to

betweew@—%%eé@—%%ef—theﬂ}hy&em%aen%ef—meﬂaen approprlate bandwidth as a

proportion of the switch's or connected node's overall capacity so that the capacity of the
switch or node is not exceeded by the traffic allocated to all ports; 24

f) if VLAN is provided, a means to configure virtual networks (VLAN) per interface shall be
provided;

g) if VLAN is provided, VLAN protocol IEEE 802.1Q shall be supported;

h) means to filter multicast traffic by IGMP snooping as required by IEC 61162-450:2018; 25

i) |[means to send IGMP membership queries to other 460-Switches, 460-Forwarders, \460-
Nodes and 450-Nodes.

5.2.2 Loop prevention

(Sqe 10.6.2)

The¢ switch shall provide a loop prevention mechanism, for example, RSTP, MSTP. Netwprk

top

NOT

sign
cau
topg

The following are the RSTP requirements, if provided:

5.3

5.3,

(S¢q

The following are required\for traffic separation:

ology and switch configuration shall support its convergence within5’s.

E When there is a loop in a network, the traffic is never terminated~This increases the network traffic
ificantly. This problem becomes severe when multicasting traffic is multiplied-by a switch. A network loop canp be
bed by network misconfiguration. Also, it is caused when there are multiple paths to the destination by the netyork
logy (i.e. mesh network topology) or network redundancy.

RSTP protocol version IEEE 802.1D-2004 shall be’ supported;
a 460-Switch shall-provide—a—capability-—tosenable support RSTP—-in—al on each of|its

interfaces.
460-Forwarder requirements
1 Traffic separation

e 10.7.1)

means to configuretransmitting all or a subset of the traffic;

means to configure for a maximum traffic flow;

if VLAN provided, a means to configure virtual networks (VLAN) per each interface;

if VLAN\provided, VLAN protocol IEEE 802.1Q shall be supported.

means to filter multicast traffic IGMP snooping as required by IEC 61162-450:2048; (1

means to send IGMP momhnrchip qllnrinc to other 460 Q\Alif{"hnt, 460 l:nr\nlnrdnre, 460-

5.3.

Nodes and 450-Nodes.

2 Resource allocation

(See 10.7.2)

The following are required for resource allocation:

the 460-Forwarder shall have a capacity more than the summation of all traffic volumes of
each traffic class allocated to the network connected to the forwarder;

the 460-Forwarder shall be configurable for a maximum traffic flow;

a—means firewall functionality shall be provided as means 26 to configure a stream or a
network flow that is identified by the combination of interface identifier, the MAC address or


Clarify details of limitation

Dated reference not needed in this case

Update to newer edition

Use named term “firewall” for these means
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5.3.

IP address, protocol number and port number. The source may be from any source or range
of sources or group of sources, etc. The destination may be to any destination or range of
destinations or group of destinations, etc. All connections between networks shall be
registered (i.e. all network traffic that does not match a set firewall rule shall be blocked by
the firewall); 27

a means shall be provided to allocate network resource for all registered streams;

a means shall be provided to allocate resource for each virtual network if provided.

3 Traffic prioritization

(S¢

A
cor

e 10.7.3)

or part of the traffic may be prioritized to control transfer of traffic from one 460-Network to

trolled networks. By default all traffic shall have a value of zero for the default priority. The

prigritization may be provided by either IP DSCP (Differentiated Service Code Point) or GoS

(Cl
and

hss of Service) in VLAN if provided. There are eight priorities where zero (=000) is the lowlest

seven (=111) is the highest.

The priority of each packet is provided based on the traffic type. The priority information is giyen

in

between traffic types and traffic prioritization specified in IP DSCP,and CoS in VLAN.

The following means shall be provided for traffic prioritisation at a 460-Forwarder:

a)
b)

he precedence of IP DSCP field or CoS field. Table 1 is an,example of the relationghip

Table 1 — Traffic prioritization with, CoS and DSCP

CoS Value | DSCP value Traffic type‘based on IEC 61162-450
000 000000 Data provided by JONF except network control and
management.traffic
001 001000 PROP, USR*to USR8
010 010000 MISC\simple binary image
011 011000 VDRD, TIME
100 100000 RCOM, retransmittable binary image
101 101000 TGTD, SATD, NAVD
110 110000 Reserved
111 1171000 Network control and management traffic

means tohandle dropping of lower priority traffic based on priority;

means\te’handle dropping if the amount of traffic to be transferred per each physical poit is
higherthan 50 % of physical capacity of the line or is over the set maximum input data rfate
capaC|ty of the 460-Node or 450-Node. The traffic pr|or|t|sat|on shall be used to drop the

ot feaffio io baloyy, EN 0/ £

c)

‘i teaff b 5o £ [HY
|uva| 'JIIUIIL’ oo ot e o artte 1o oCTOW 90U~ 70 OUT Pllyoluul uupuulty OtheTHhe-oriS IJU ow

the set maximum input data rate capacity of the 460-Node or 450-Node;

NOTE 1 An example of means to handle dropping is a setup method in which amount of traffic of different
priorities can be assigned.

means to continue lossless traffic in each priority until the amount of traffic to be transferred
is higher than 100 % of the set maximum as set for the priority in the switch;

means to report the use of dropping by syslog for each period of 30 s during which the
dropping has been used or by responding to SNMP-Trap method (i.e. by requesting RMON
alerts) about the use of dropping (see 8.2.2).

NOTE 2 For example, network monitoring function using SNMP-Trap method queries to 460-Forwarder about
the use of dropping.


Clarify detailed functionality
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5.4 System design requirements
5.4.1 Documentation

(See 10.12.3.2)

For a system intended to be compliant with this standard, documents shall be provided which
include information from the following list. For an individual equipment the manufacturer's
documentation shall provide appropriate information:

o where applicable, backup and recovery procedures including controls to ensure integrity
and confidentiality of externalized data. Where certain parts are not applicable, this shall be
clearly stated in the documentation; 28

e |where applicable, physical layout of the network infrastructure components, nedes and
network access points;

e |where applicable, description of the features of each network segment in thie system; 29

e |where applicable, 460-Network traffic flow analysis and network toapology informafion
including connected networks, MAC addresses and IP address ranges or other appropriate
identifiers; 30

e |documents that specify the total amount of network traffic @f‘every switch and betwe¢en
switches, forwarders and gateways and the average load of all traffic for the 460-Netwofk;

e [the maximum traffic flow transferred from one 460-Network to another 460-Network at each
460-Forwarder;

e |the prioritization of each traffic type at each 460-Forwarder.
NOTE Information can be collected from the network monitoring function, see 8.2.4. 31

Se¢ also 4.6.

5.4(2 Traffic
(Sde 10.12.3.3)

Sysgtem design for 460-Networks shall comply with the following requirements:

o |the maximum designed network load shall not exceed the nominal network capacity;

e [the average load~of all traffic in a 460-Network shall not exceed 95 % of nominal netwprk
capacity plannédover a period of 1 s and shall not exceed 80 % of nominal network capagity
planned ovgha period of 10 s.

5.4.3 Connections between secure and non-secure areas

(Sde 10.12.3.9)

The connection between a 460-Network installed in a secure area and a 460-Network installed
in a non-secure area shall be established by using a 460-Forwarder (see Figure 1).

6 Security requirements

6.1 Security scenarios
6.1.1 Threat scenarios

As shown in the example of network topology illustrated in Figure 1, 460-Networks are
threatened internally by 450-Nodes and externally from uncontrolled networks such as other
shipborne equipment or off-ship equipment. Therefore, 460-Networks are required to be
protected not only from internal threats but also from external threats.


Added requirement

Added requirements

Clarify details

Added guidance
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6.1

2 Internal threats

The following are scenarios that can occur in networks:

Re

6.1

The following are scenarios that are caused from.external networks:

malware replication from other equipment in a 460-Network such as a notebook that is
infected by the malware;

infection from corrupted mass storage devices (e.g. USB flash drive) or removable media
drives (CD/DVD) being used within the 460-Network, for example in connection with
(authorised or unauthorised) maintenance and support;

installation of a backdoor in one of the equipment to get system privilege through it; other
equipment is then attacked;

deletion of the system file(s) or change of the configuration file(s) by mistake\*(mis-
operation);

illicit access that prohibits the normal operation of equipment;

false data generation that prohibits the normal operation of equipment;

security threats in controlled networks which are easily propagated into-460-Networks;
security threats in other 460-Networks which are easily propagated into 460-Networks;

interruption of network service due to the heavy volume of broadcasting traffic and of ICMP
and IGMP packets.

uirements for security against internal threats are describéd in 6.2.

.3 External threats

threats from unsecure-wireless 32 networks;

infection of a piece of equipment in the 460-Network by a malware in other shipbofne
networks;

remote log-in to equipment in a 460-Network by a user in a shipborne network, which delegtes
important files or changes the eonfiguration by mistake (misoperation);

installation of a backdoor.by shipborne equipment to use it as an attack agent; direct attack
to equipment through the network infrastructure such as switch or router;

scanning attack — attacker finds a port for attack by scanning the ports first. If found, it scans
the service with(the port. For example, when port number 80 is open for the web service,
the attacker callects the information of web server type and version;

in-direct attack to the 460-Network via uncontrolled networks such as another shipbofne
network;

data-sniffing and modification attack during the communication with external equipment and

|nformat|on may be exposed to and be modified by pirates and terrorists;

incoming excessive data traffic to 460-Networks and protocol features attack including SYN
flooding attack.

Requirements for security against external threats are described in 6.2.5.

6.2

Internal security requirements

6.2.1 General

(See 10.5.2.1, 10.6.3.1, 10.7.4.1)


Changed as generic, no more limited to wireless
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A 460-Node, 460-Switch and 460-Forwarder shall not use a wireless LAN interface and wireless
access point (AP) functions.

All VLAN tunnelling protocols used between 460-Networks and uncontrolled networks 33 shall
be disabled in a 460-Node, 460-Switch and 460-Forwarder.

6.2.2 Denial of service protection

6.2.2.1 460-Node

(Sge10-522)

The maximum operational input and output bandwidth for a device shall be declared by the
mahufacturer averaged over a specified time period.

Mepns shall be provided to ensure normal operation of the functionality not dependent on [the
incpming traffic of the node under excessive incoming traffic received at its\Ethernet port. 34

Mepns shall be provided to ensure normal operation of the node-urder following a period of
exdgessive incoming traffic received at its Ethernet port.

6.2,2.2 460-Switch, 460-Forwarder, 460-Gateway and 460:Wireless gateway
(Sde 10.6.3.2, 10.7.4.2, 10.8.1)

Prgtection from DoS attacks using ICMP and IGMP-protocols shall be provided. Additional QoS
prevention methods may be provided.

NOTE Resource allocation requirements for 460-Swifeh, see 5.2.1, assist network nodes in DoS protection. 3%
6.2,3 REDS security
(Sde 10.5.2.3)

6.2.3.1 General

Prdtection for REDS shall b€ provided by physical and/or operational means.

The¢ operator's mahlual shall include guidance that procedures and processes should|be
estpblished to ensure that REDS have been checked for malware prior to being connected in
an equipmeni-0fithe 460-Network. 36

6.2(3.2 Physical protection

The¢ mtimber of connection points for REDS (for example keyboard/mice ports, printer ports, USB
ports, Secure Digital (SD)-cards, disc drives, (hot swappable) drive bays 37, etc.) shall be limited
to the-abselute minimum required for the operation of the system and its lifetime maintenance
and support. An exception is USB ports providing only the functionality of charging 38. All other
points shall either:

e be physically blocked from easy access by a user without a tool or key, for example, by port
blocker, or;

e be subject to an instruction in the manufacturer's installation manual that the equipment
shall only be installed in a closed console or cabinet requiring additional tools or keys to
open; the manufacturer's installation manual shall include a notice of cyber security risk if
not installed as described by the manufacturer. 39

Attention should be given to wireless interfaces where physical protection provides security in
normal operation in order to ensure that the interface is indeed protected against access by


Clarify use case of VLAN

New requirement to continue independent operation

Guidance on implementation

Added introduction plus new requirement for end user documentation

Editorial correction and added examples

New exception

Before mandatory physical blocking. Now physical blocking or written instructions
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personnel with physical access to the equipment. For example, this might be achieved by fitting
a terminator to an antenna interface used only during commissioning and maintenance, that is
internal to the equipment or requires a tool or key to remove. 40

6.2.

3.3 Operational protection

for
altq

Fol
abq
its

NOT

or K
con

Ph
de
is i

Inte¢rfaces for removable devices (for example storage, keyboards, & {ers etc.) as requi

operation and lifecycle maintenance shall be minimized and rest
rnatives listed below:

by one or more of

o

logical blocking (i.e. software or firmware or operating sy ) of the interface. For examj
blocking of all connection points for REDS (in parhg\ USB and SD ports) and al
unblocking only in administrator or maintenance mod

preventing device drivers from installing; this réﬂs that the device drivers can only
installed in maintenance mode; Q

cryptographic authentication with a securm\(@ength of at least 128 bits prior to use of
content or functionality from USB dewce&

restriction of the interface to specific device classes (see Annex G);
restriction of the interface to a s ’ﬁ: hardware identifier (i.e. same model of equipmern

restriction of the interface to S@cmc instance identifiers (i.e. individual equipment).

ve, the manufacturer provide information about how the interface has been limiteq
ntended functionali&oaond protected against misuse.

E Forexample, Qetwork wireless interfaces such as certain types of Bluetooth devices can use a pass
ey to authenticate_the removable device with the equipment it connects to and use encryption to pro
identiality anduintegrity for data transferred wirelessly.

sical @ blockers can be used as an appropriate measure to avoid any unauthori
icebl;wg plugged into the system. This will ensure that an additional security mechan
d

any removable device w@le‘h cannot practically be restricted using the options detailed

red
the
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13@ to protect operations (see 6.2.3.2). 41
A\

6.2.

3.4 Executable program file verification



Guidance on application of requirement on wireless interfaces

Rewritten rules for operational protection
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See 6.2.5.2. 42

6.2.3.5 Non-executable data verification

See 6.2.5.3. 42
6.2.4 Access control

6.2.4.1 Device access control

(Sqge 10.5.2.4, 10.6.3.3, 10.7.4.3, 10.8.2)

Ac¢ess to make changes in the configuration of 460-Node, 460-Switch, 460:Forwarder,
46(0-Gateway and 460-Wireless gateway equipment shall be subject to user authentication.

Any user, program or process allowed to access the device shall only(Adve the minimum
priyilege necessary to perform its function.

NOTE 1 For example, the user level required to run applications or processespon™the equipment is not assigned
adn]in privileges, but only the minimum privileges required for the operation of {he applications or processes.

NOTE 2 In some cases, a process has to initially run with elevated priyilegés before losing those privileges.|For
exanple, on some operating systems, to bind to a privileged port a process’has to run with elevated privileges then
it cgn immediately switch to running as an unprivileged user. In some eases, the function of a process means thjat it
is npcessary for the process to run with elevated privileges. 10

If, pbased on the manufacturer's documentation,<th€ equipment provides different levelq of
authorization, the manufacturer's documentatiof\shall include guidance on how to implemlent
the| principle of least privilege for the lifecycle“of the equipment. This will typically require fthe
equlipment to provide the capability to wjthdraw permission from entities such as userg or
processes that are then no longer able to access the equipment or subsets of its functionality.
Mahufacturer's documentation shall des€ribe pre-emptive procedures of the manufacturer that
prevents employees from accumulatittg excessive permissions over time. 10

User authentication shall be provided with log-in information. The following is required for fthe
deyice access control process:

e |a user authentication mechanism shall be provided before changing the device settings.
Some examples of:authentication include passwords and key cards;

o |if a password'is’'required at login, it shall be provided with at least 8 characters. Lonpger
passwordssand other authentication tokens like RSA keys, etc. may be supported where
possible;

o |if asymrmetric cryptography is used, for example in smart cards, the security strength of the
cipher shall be at least 112 bits; 43

tho anaratorlc pao Al oAl il da o id s o "mocowarde ool d ot Aot aie |
. e
tRHe—operator-s—mandar-Ssran—therdae—gtHaaRee—Ssuen—as—pPassworas—Ssnotta—rhet—econRtai—I(

user name or parts of the user's full name, such as his first name, company name, product
name, etc", "dictionary words should not be used", “repetitive or sequential characters
(e.g.'aaaaaa’, '1234abcd') should not be used" 44, "random and meaningless passwords
should be used";

e additional password restrictions may be enforced at the manufacturer's discretion, including
length, character complexity, periodic changes and excluded word lists.

NOTE 3 NIST SP 800-63B recommends a password length of at least 8 characters and no specific requirements on
complexity (mix of letters, symbols, and figures) because highly complex memorized secrets introduce a new

potential vulnerability, for example password written on paper. 49


Moved to a separate clause applicable for everything. Before rule was limited to removable thins (REDS)

Moved to a separate clause applicable for everything. Before rule was limited to removable thins (REDS)

New requirement

New requirement

New requirement related to use of smart cards

New requirement on user guidance

Existing requirement replaced by current understanding of good password
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6.2.4.2 Network access control

(See 10.6.3.4, 10.7.4.4)

In normal operation unused network connection points to the 460-Network shall be protected
by one or more of the alternatives listed below:

e be logically blocked (i.e. software or firmware or operating system) of the interface; or;

e be physically blocked from easy access by a user without a tool or key; or

shall only be installed in a closed console or cabinet requiring additional tools or k
open; the manufacturer's installation manual shall include a notice of cyber securityrisk if
not installed as described by the manufacturer. 46

Network access control is intended to permit or to deny access to 460-Network, resources. A
460-Switch or 460-Forwarder shall deny the access of unauthorised. equipment and
unauthorised traffic by network access control.

E
=

D

450-Nodes and 460-Nodes installed outside of an area providing physical access control shall
be puthorised before being permitted to connect to a 460-Network and shall be connected fo a
46(-Switch or 460-Forwarder.

Pefmissible methods of authorization are:

o |MAC Address filtering;
e |IEEE 802.1X;
e |IMACSEC (IEEE 802.1AE).

If g connected node is intendag to be installed in a secure area means may be provided to
dispble this authorisation. 4R

Th¢ operator's manual\shall include a warning about users adding, removing, replacing| or
chgnging configuration' of any switch (independent of the type of switch) or node (i.e. @ny
eqldipment connected to the network). The warning shall explain that all traffic in the cyper
sequre networkuis controlled by the 460-Gateways, 460-Wireless Gateways, 460-Switches Tnd
46(-Forwardefs and that the cyber security of the whole network and all connected equipmient
maly be cempromised by any adding, removing, replacing or changing configuration of any
eqyipment by other actors than the system integrator or manufacturer. 48

All bypassing and originating traffic at a 460-SwWitch and 460-Forwarder shatt be authorised by

IP address, protocol number and port number.

NOTE Typically, network access control functions are provided by the equipment manufacturer under the name of
Access Control List (ACL).

6.2.5 Executable and non-executable file security 49

(See 10.5.2.6)

6.2.5.1 General

Executable and non-executable file security applies to executable and non-executable files from
EDS.



New requirement about unused network connection points

Rewritten requirement

New requirement for user documentation

This topic was before under removable equipment (REDS). Now as generic requirement with more detailed requirements
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Where source authentication and integrity checks are used to verify files, this may be performed
by an equipment such as the 460-Gateway before being made available to other equipment
within the 460-Network. When provided, the manufacturer's documentation shall describe the
method.

6.2.5.2 Executable program file verification

Requirements for normal operation are:

1) all automatic execution at a 460-Node from EDS including auto-run and booting shall be

2)

prnhihi‘rnd'

manual execution of any type of files from EDS shall only be possible after passin@rce

authentication and integrity check of the executable content of the EDS, for e@ le
using digital signatures or secret keys (i.e., authentication);

may boot and run from the EDS as a reversionary measure; A

.

indication shall be given before execution; the execution shall On%@
confirmation by the operator. The manufacturer shall provide a Iis(’@
possible to execute during normal operation. ,\'\

xecutables which

NOTE 1 A digital signature method is based on a private/public key pair pically, a hash function is used

exa

mple the SHA-2 family (use of MD5 and SHA-1 are now discouraged,@ O/IEC 10118-3).

NOTE 2 Special keys can be values calculated from the delivered é\a using a specified function and compgred
b

in the event of a catastrophic equipment failure, cryptographically authent@ed softwpre

if the execution of the executable will affect the normal operation of lﬁygdevice, sufficient
b%‘possible in case of

by

are

for

aga|nst a known and expected value, both the function and the val ng specified by the trusted source or senfer.
NOTE 3 Firmware or application software can automatical henticate executables without user intervenfion,
pro

6.2

thal

NOT

ided that an informative indication is given when those\Q( utables are executed.

5.3 Non-executable data file verifi%ﬁon

Tht equipment shall validate the synta@@gth and content of any non-executable input data

is received from EDS. Q&
4\

[E The above requirements can bei@art of an individual equipment standard.

Th¢ equipment shall em&&{@ cryptographic integrity protection to recognize changes

inf¢rmation from EDS.

pro
for

Theé enc

the
sig

-

The cryptographic i@ty protection may be file based, for example encryption of the cont

vision of digital_signatures or the cryptographic integrity protection may be transport bas
example b ing a secure transport method such as provided by SSH or TLS protocols

1@;e may be verified by the 460-Gateway or in a node within the 460-Network.

to

nt,
d!

n of the content and the provision of digital signature methods may terminatg¢ at
D f the 460-Gateway or at an equipment connected to the 460-Network i.e. the digital

The secure transport method may terminate at the DMZ of the 460-Gateway.

Equipment connected to the same 460-Network as a 460-Gateway may access the non-
executable files from this DMZ.

6.2

.6 Recording of device management activities 10

(See 10.5.2.7)

Recording of device management activities is applicable for 460-Nodes, 460-Switches,
460-Forwarders, 460-Gateways and 460-Wireless gateways.


New requirement
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Device management activities means managing and controlling equipment connected in the
network such as their:

a) configuration (as applicable, IP address, Port number, etc.);

b) user accounts (as applicable, creation and deletion, change of privileges, and login).

For 460-Nodes, 460-Gateways and 460-Wireless gateways device management activities
means also as applicable:

c) resource allocation;

d) [software management (Updates or Upgradesy;

e) |connections with other devices (interface setup for external devices, for examplé\input
interface to receive gyro heading, output interface to report GPS position, etc.)

The recording system may be separate for each device management activity.

Equipment shall record device management activities locally and/or sengythe records to|an
external device, for example via syslog to the network monitoring functionEach recording shall
be timestamped.

Sensitive information shall not be sent in plain text over the neéfwork. Typically, this inclugles
usdrname in user accounts and password in user accounts.

The recording shall provide the capability to record at least the last 100 events.

6.3] External security requirements
6.311 Overview

All ftraffic from uncontrolled networks is passed or processed through a 460-Gateway or 460-
Wileless gateway. A 460-Gateway consists of firewall(s) (see 6.3.2) and may include support
forlone or any combination of the following functions:

e |direct communication (see 6.3:3);

o |DMZ with application-ser¢€ss services (see 6.3.5.2);

o |DMZ with interoperable-access to file storage (see 6.3.5.3).

Firgwall(s) provide network-access security for the uncontrolled network and the 460-Netwaork.
Firgwalls for exteghal“and internal interfaces may be provided by the same application.

The 460-Gateway-components may be implemented in one device or in different deviceg. A
DMZ is censidered to be a part of a 460-Gateway 50. Figure 2 shows an example of a 4p60-
Network with a 460-Gateway.



Clarify relation
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Figure 2 — 460-Network with 460-Gateway

6.32 Firewalls
6.3(2.1 External firewall

An|external firewall blocks all traffic unless it is registered (i.e. whitelisted) and destined gnly
to ¢quipment in the DMZ. This means that, in principle, all direGtycommunication to or from a
46(-Network is not allowed.

6.3[.2.2 Internal firewall

Anlinternal firewall blocks all traffic unless it is eithér)destined to equipment in a 460-Netwjork
and it originates from equipment in the DMZ or jt\is destined to equipment in the DMZ anfd it
originates from equipment in a 460-Network. Allxtraffic passing through the internal firewall is
re;stered (i.e. whitelisted) in advance.

6.3.3 Direct communication

(Sge 10.8.3)

Wfltlan direct communication. is,'fequired to equipment in a 460-Network, permission from|an
inistrator or supervisoris\required together with monitoring during the entire communicafion
petiod (see 6.3.5 and Annex A).
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A direct connection between uncontrolled networks and a 460-Network is only permitted via a

46(-Gateway or a 460-Wireless gateway. A VPN tunnel or equivalent secure connection is
estpblished by the 460-Gateway or 460-Wireless gateway and only activated from w@ the
46(0-Network i.e. it is protected from activation remotely via an external network. C)

™

Segure connections other than VPN tunnels may be used provided that the sem@ onnectipns
megt the same requirements as the VPN tunnel used for direct commumcat&

Onke the VPN tunnel is established, a node can use this tunnel for lein ommunlcatlon with
an uncontrolled network. If this functionality is provided the equme all comply with 6.3.4.

46(-Nodes 460-Switches, 460-Forwarders, 460- Gateways 60 Wireless gateways pre
pefmitted to use this direct connection for communic with devices outside of a
46(-Network, for example for access by maintenance per@\

NOTE 1 Itis not permitted to access 450-Nodes from external orks see 4.4.1.

It shall be possible to terminate the VPN tunneIQQhe 460-Gateway or 460 Wireless gateway
at any time. 5\0
At the 460-Network side the endpoint of@ VPN tunnel is a 460-Gateway or a 460-Wirelgss

gateway. For the uncontrolled netwon@side, the operator's manual shall describe how to
estpblish a connection to the endpoi&@f the VPN tunnel on that side.

Both endpoints of the VPN tunqj‘shall be successfully authenticated before the VPN tunndl is
estpblished. C)\\C)

ThtVPN tunnel shall@wde confidentiality and integrity for all traffic passing through the VPN

tunjpel using a secu@ cryption algorithm.
The¢ secure yption algorithm is typically a combination of different asymmetric and
symmetric thms.

contaifs a means to prevent messages being replayed.

The S; encryption algorithm typically provides authorization, confidentiality, integrity and

NOTE 2 Examples of such secure encryption algorithms include Secure Shell (SSH), Transport Layer Security
(TLS), and Internet Protocol Security (IPsec). Use of SSH v1, SSL v1.0, v2.0 and v3.0 and TLS v1.0 and v1.1
protocols are now discouraged.

The secure encryption algorithm shall use asymmetric and/or symmetric algorithms with a
security strength of at least 128 bits, for example:

e RSA, an asymmetric encryption algorithm, needs keys to be at least 3 072-bit key length
(384 Bytes) for 128 bits of security strength;

e AES, a symmetric encryption algorithm, needs keys to be at least 128-bits in length
(16 Bytes) for 128 bits of security strength.

Public keys may be delivered using a chain of trust. If private keys are involved, they need to
be exchanged in a secure manual way or using a combination of manual (e.g. by phone call)
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and message (e.g. by secured/encrypted email transfer). The manufacturer's documentation
shall describe the method. 47

6.3.4 460-Node Node requirements for direct communication 51

(See 10.5.2.5)

28
®
3
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Nogle requirements for direct communicatic&s‘é})ply to 460-Node and network infrastructure
commponents.

Eqliipment can exchange informatio @ﬁ other equipment directly from uncontrolled netwdrks
only through a 460-Gateway bypaés‘r}\g the DMZ if it is required as described in 6.3.3.
X
Eqliipment using direct co @hication may need to use additional means to ensure secjre
end-to-end communicatio ween nodes at the two ends of the VPN tunnel, for example {ise
of TLS protected communjcation, SSH protocol, a nested VPN tunnel, application level didlital
sighatures, applicationlével encryption, etc. The manufacturer shall declare which methods pre
provided.

O

Acgess to e ént from or via uncontrolled networks shall only be granted after successful
usgr authertication.

Coffi iality and integrity shall be provided using cryptographic methods for sensifive
infrindtion. including the exchange of authenticators during user authentication.

Multi-factor authentication shall be required for any access by human users from an
uncontrolled network to devices within the 460-Network. Where the means of remote access is
available but not provided by the manufacturer themselves, the manufacturer shall document
and demonstrate a system providing access to devices within the 460-Network which requires
multi-factor authentication for human users.

NOTE 1 Typically this involves shore-based service engineers remotely accessing systems on the 460-Network for
the purposes of maintenance but can also include connections from other networks on-board the ship.

Equipment may trigger a VPN tunnel to be established from a 460-Gateway or 460-Wireless
gateway.


Rewritten requirement

Title changed as generic
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When the ability to trigger a VPN tunnel on a 460-Gateway from equipment is provided, the
following requirements shall be satisfied:

by manufacturing default, direct connection from an uncontrolled network shall be setto "
allowed" or "inactive", such that operator action is necessary to initiate a direct connecti

the direct connection to equipment from an uncontrolled network shall only be activated
an operator from the equipment; a precondition is that a VPN tunnel between uncontrol

not
on;

by
led

network and the 460-Network itself is already established within the 460-Gateway or the

460-Wireless gateway;

an

e fthe equipment shall have a permanent indication when direct connection with
uncontrolled network is activated;

NOTE 2 Examples of indication are mechanical position, lamp, display, etc.

e |a caution (alert title = "Unct. connection", alert description (optional) = "€onnected
uncontrolled network") shall be generated, and the interface as described ifi"872.7 shall
used when a direct connection is activated;

e |the caution may be replaced with a warning after a pre-defined time pefiod. 47

6.3|5 460-Gateway

6.3/.5.1 General

(Sde 10.8.4)

The following are requirements for a 460-Gateway:

e |by manufacturing default, direct connection from’an uncontrolled network shall be setto"'

allowed";

destination IP address, protocol and destination port number (see 6.3.2);

all connections between uncontrolled networks and a 460-Network shall be registered

all connections from uncontrolted networks to a 460-Network, or from controlled netwg
to a 460-Network 52 shall satisfy external communication security requirements (see 6.3

a 460-Gateway shall either indicate activated direct connection between 460-Networks

uncontrolled networks or generate a caution (alert title = "Unct. connection", alert descrip
(optional) = "Copnected to uncontrolled network") 83; if provided, the caution shall use
interface as described in 8.2.7;

a 460-Gateway shall provide a list of all activated direct connections between 460-Netwo
and uncontrolled networks; this list shall be recorded by the gateway or an external de\
includingchanges over the past 12 months; means to view the list shall be provided; at le
the following information, if available, shall be recorded for each activated direct connecti
source IP address, destination IP address, starting time and end time of the connecti

all network traffic that does not match a set firewall rule shall be blocked by the firewall);

to
be

not

firewall(s) shall be provided which arecconfigured with the combination of source and

i.e.

rks
3);
nd

1on
an

rks
ice
ast
on:
on,

nrotocol-—and nort nuumhar:
AR 7 P g

6.3

the direct connection with a 460-Node from an uncontrolled network shall only be activated
by an operation on the installation site or the 460-Network side of the firewall; it shall not be

possible to be activated from uncontrolled networks; means shall be provided to ensure t
the operation can only be performed with permission from an administrator or superviso

all direct connection shall be terminated automatically after a pre-defined time period
longer than 4 h unless there is user intervention to extend the time;

all traffic for direct connection shall not be forwarded automatically after a pre-defined ti
not exceeding 10 min of no traffic on the connection.

.5.2 Application-server services

(See 10.8.5)

hat
r;

no

me
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An application service may be built inside the same physical device as the 460-Gateway or may
be in a separate device connected logically to the 460-Gateway. Application services are any
applications in the DMZ that provide more functionality than the file storage of DMZ (see
6.3.5.3).

When not being used in the direct connection mode or as a file storage of DMZ, all
communication between uncontrolled networks and the 460-Network is provided by application
services. 54

An application-server service, for example, allows a common data access to be seen by the
undgontrolled networks and the 460-Network. Application services do not apply when the relafted
paft of the data within the equipment is accessible only from the 460-Network. For example,
application services are not applicable to a web interface used to access the equipment'which
is gccessible only from the 460-Network. 88

If provided, application—server services shall provide an endpoint | 7 ‘application-lgvel
authentication mechanism, such as password, smartcard, digital signature) ‘dongle, etc.| of
clignts, from uncontrolled networks, and provide cryptographic integrity protection 0.
Copfidentiality shall be ensured for information that is subject to read) or write authorisation,
e.g|, sensitive/secret information. 56

The following are requirements for-any-server a 460-Gateway providing one of more applicafion

sernvices that-is are located at the DMZ-ina-460-Gateway:

— |no routing of packets is allowed from uncontrolled petwork to 460-network;
— |the 460-Network connection side shall comply with the following 460-Node requirements;

e 5.1 — Network traffic management requirements;
e 6.2.2.1 — Denial of service protection;

e 6.2.3 - REDS;

e 6.2.4.1 — Device access controf;

e 7.2 — Redundancy;

e 8.1.2 — Network Monitoring. 47

— |means shall be provided to protect from malware as appropriate to the computer platform.

6.3(5.3 Interoperable access to file storage of DMZ

(Sqe 10.8.6)

Mepns may-beprovided to download/upload files between the DMZ and uncontrolled netwaorks

or-f-460-Network-in-order-to-access the file storage within-the DMZ via an application serice
(see 6.8°5:2). [T

Meansmay be provided to downioadruptoad fiies between the DVIZand controlfed Network 57.
If access to the file storage within the DMZ is provided, then it shall implement a protocol such
as SMB networking protocol (for example Samba?) or SFTP (Secure Shell (SSH) File Transfer
Protocol) to provide cryptographic integrity protection and access control 40. Confidentiality
shall be ensured for information that is subject to read or write authorisation, e.g.,
sensitive/secret information. Read or write authorization can be implemented using user
authentication and access controls to the files in the DMZ 56. If SMB networking protocol is
implemented, version 1 shall not be used due to security vulnerabilities.

2 gsamba is the trademark of a product supplied by Samba Organization (www.samba.org). This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.


http://www.samba.org/
Explains the use case of the application service

Clarify when something is not an application service

Clarify

New requirement

New requirement about encryption of sensitive/secret information
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New requirement about encryption of sensitive/secret information
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6.3.6 460-Wireless gateway

(See 10.9.2)

The following are requirements for a 460-Wireless gateway:

6.4 Additional security issues

(S¢

a wireless gateway shall meet all the requirements of a 460-Gateway;

wireless access point (AP) functions shall not be allowed, i.e. a wireless gateway shall be
operated only as a client;

traffic 'Fnr\mnrding from the wireless network to 460-Network shall not be nlln\mod;

ng SF or ONF as defined in IEC 61162-450 shall be provided;—a—wifelgss

a correspondi

all data exchanged through a wireless interface shall meet the encryption(fequiremeng of
6.3.3; 47

wireless connection shall be established only to registered Wireless AP(s) With
authentication.

e 10.6.3.5, 10.7.4.5, 10.8.7)

Th¢ following management functions are required (for a 460-Switch, 460-Forwarder,

46(

The following network management functions are required:

-Gateway and 460-Wireless gateway:

the configuration shall be retained following a_switch off or power failure and the equipmient
shall return to the normal operation upon restoration of power;

when changes are made to the configurdtion, the previous configuration shall be stored by
the system management function; mieans shall be provided to revert to the previpus
configuration from the system management function (see 4.5.2);

installation instruction shall advise that physical access to 460-Switch, 460-Forwarder,
460-Gateway and 460-Wireless)gateway shall be restricted.

NOTE 1 This list of network management functions is based on IACS UR E26 and IACS UR E27. When tHese
functions are suppopted,“an IEC 61162-460 compliant equipment is assumed to be compliant with IACS UR E26
and IACS UR E27

use of firewalls for communication between secure networks, including protection frlom
excessive)data flow and application of principle of "Least Functionality" (restrict/prohibit
non-essential functions/ports/protocols/services) (see 3.4, 3.7, 6.3.2, 6.3.5.1 and 6.3.6)

NOTE 2 To support IACS UR E26, sections 4.2.1 and 4.2.2.

ibil , . di ions; , nd

roll back to a previous safe configuration (see 6.5.5 and 6.5.2);

NOTE 3 To support IACS UR E26, section 4.2.6.3.2.

diagnostic functions, verification and testing of security functions (see 8.2.1, 8.2.2, 8.2.3,
8.2.4, 8.2.6 and 8.2.7);

NOTE 4 To support IACS UR E26, section 4.3.2.

backup and restore capability including roll-back to safe state to support Incident response
(see 6.5.2);

NOTE 5 To support IACS UR E26, sections 4.4 and 4.5.

network topology monitoring to support for asset inventory for HW and SW used in systems
and networks (see 8.2.4);



Rewritten requirement
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NOTE 6 To support IACS UR E26, section 4.1.1.
e secure software development lifecycle (SSDLC) (see 6.6).

NOTE 7 To support IACS UR E27, section 5.

IMO has specified for navigation and radiocommunication equipment and systems what to do
in each case of inability to perform required functionality. These are understood as "fall back to
a condition in which a reasonable safe state can be achieved" and as required "fall-back
actions". The following are required for fallback to a minimal risk condition:

a) when applicable IMO Performance Standards exist, the equipment shall comply with the
applicable related technical standard which refer to applicable IMO Performance Standards;

b) [when no applicable IMO Performance Standards exist, the operator's manual shall e@scribe
effects of lack of input data and effects of inability of the equipment to coafinuelits
functionality and any appropriate action the operator may take on such cas Fall-back
actions may include: ‘.19
1) bringing the system to a complete stop; %Q
) disengaging the system;
3) transferring control to another system or human operator; @q/

)

set outputs to a predetermined state if normal operation c%hot be maintained as a result
of a cyber attack. The predetermined state could be:

e unpowered state (for example, dry contact); \<(/
e last-known value;
e fixed value; QQ
o flagging the value as not available orQ%hd,
5) other compensating actions. 58

6.5 Onboard software maintenanceg‘?@

6.5.1 General A’\Q’
(Sde 10.6.3.6.1) xO
O
This subclause, 6.5, appli during normal operation, during remote maintenance and in

.

majntenance mode. @ .

NOTE 1 Equipment fpvange in build standard during its life cycle. For example, new features can be addled,

exigting features ¢ mended or design mistakes — often known as bugs — can be fixed. The type apprpval
certfficate is vali an identified version of the product. Therefore, a new test of compliance and resulting hew
certfficate can quired when the software is changed.

NOTE 2 %Iocal conformity assessment laws, for example within the European Union, can require reporting of
ion to the conformity assessment authority.

any m%/@

el dck,
whilst bug fixes and new funct|onaI|ty are often important in malntalnlng equipment. It is
important however to ensure that changes to software do not adversely impact the intended
functionality of the equipment or its compliance to applicable regulations, prior to their
deployment.

If provided, software maintenance shall be performed by any of the following methods:

— authorized persons local to the equipment, in maintenance mode;
— the crew in normal operation, where semi-automated means are provided;
— authorized persons remote from the equipment in maintenance mode for remote access.

Maintenance mode is intended to be available only to personnel authorized by the
manufacturer.


New requirements

New requirements on onboard software maintenance
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Facilities or procedures, either external or internal to the equipment, shall be provided for
restoring the equipment to a known good state, for example to recover from corruption or
malware infection. This shall be described in the installation manual and may, for example,
involve restoration from a backup or replacing and re-configuring affected equipment
(see 6.5.2).

6.5.2 Roll back to previous safe configuration

(See 10.6.3.6.2)

Thmmmmmml
bagk shall be available at least for the manufacturer's working configuration. @
ion

Roll back procedures may include storing of the manufacturer's previous confi g{ i.e.
sot}ware and setup) in another shipboard equipment or REDS. If this method i %vided, the
opgrator's manual shall include instructions on how to execute the roll back pr¢ ure including
thel storage of the manufacturer's previous configuration and shall includg*instructions [for
stofing the copy of the manufacturer's previous configuration for future u for example, mlark
and store the used USB memory stick in a safe place from where it is)gvailable for the future
rollf back). All data files or executables of this method including t)@%nufacturer's previpus
corjfiguration shall be subject to source authentication and integEiOt'y\c eck.

6.5.3 Software maintenance in maintenance mode {(,C)
;\\
@)

L

Th¢ installation manual shall describe the me&ans available to update the software| in

majntenance mode. N\
N

(Sde 10.6.3.6.3)

The¢ manufacturer shall ensure that, wher@%ﬂates to software have the potential to impactjthe

intgnded functionality of the equipment@ service documentation describes any limitation$ to

thel application of the updates. %)
4\

6.5/4 Semi-automatic softwé@ maintenance by the crew onboard the vessel
6.5.4.1 General C}\O

Semi-automatic softw@omaintenance may be provided by the equipment.

Semi-automatic S@Nare maintenance may be performed by authorised persons on board fhe
vegsel including\&w’embers of the crew or other users authorised by the manufacturer.

This kin@ software maintenance may be based on files classified as data files or|as
exe c%@ s. Such files are subject to source authentication and integrity check.
AN

The software maintenance related files may arrive to a remote system (for example by post,
email attachment) from which the files are required to be moved to the equipment (for example
by using REDS) or the software maintenance related files may arrive to be readily available for
the equipment (i.e. no additional manual transfer of the files by the user is required, for example
though 460-Gateway).

6.5.4.2 Requirements
(See 10.6.3.6.4)

The operator's manual shall describe instructions for semi-automatic software maintenance.
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The files associated with the semi-automatic software maintenance shall be source
authenticated and integrity checked as applicable (see 6.2.5).

The execution of a software update shall begin only after successful user authentication.
Access to semi-automatic software maintenance shall not lead to access to maintenance mode.

Semi-automatic software maintenance can be launched from the maintenance mode.

P
)
]
b
4.
=3
)

Thn aacinmant chall raniinct Aand ransa A nacitinn ionr noanfivoaatinn npeinr ta Ao
COTTPToT It oo Toquo ot oo ToooTy O PoOTTty o oo CT SO i otroT T P ioT toO- GOt iTe

soffware update.

N

Twp steps are required before execution of an update, user authentication a taining
exgress permission to begin installing the update. Both of these steps may be p& ed at fthe
same time. rl/

Whlere maintenance to software has the potential to impact the intend?@?unctionality of fthe
eqyipment, the impact and/or any limitations to the application(s)@? be indicated to fthe
opgrator and the equipment shall request and receive positive IS confirmation prion to
commencing the software update. (b'\

The user shall be notified if, once initiated, the software up%*g)fails to successfully compleite.

LN
After completion of the update, the authenticated QSQ shall be able to roll back to fthe
mahufacturer's previous configuration (see 6.5.2). capability to roll back shall be possible
alsp after power off/power on sequence.

A\

O
Th¢ equipment may inform the user about a@so\ftware update readily available or the user may
initlate the process of software update. \‘S\

If provided, informing the user abou&i@’eadily available software update:

a) [shall not obscure or preven\ﬁ‘@mal functionality of the equipment;

.
|

@ small dialog can comply with above.
b) Imay provide the possibility to accept initiation of the procedure to update software;

NOTE An indicator, small

c) [shall include t %ssibility to acknowledge the information without initiation of [fthe
procedure to e software.

d) |may includ@repeated reminder, but this shall comply with the above requirements from a)

to ¢); O

6.55 C) mote software maintenance

(S4e°10.6.3.6.5)

Remote software maintenance happens remotely, for example through a 460-Gateway (see
6.3.3) or for example from another node connected in the same segment of the 460-Network.

The operator's manual shall describe instructions for remote software maintenance.

The establishment of direct communication though a 460-Gateway may enable remote
monitoring of equipment but does not enable commencing of the remote software maintenance,
The commencing of a remote software maintenance shall begin only after enabled by
successfully authenticated user onboard.

Where maintenance to software has the potential to impact the intended functionality of the
equipment, the impact and/or any limitations to the application(s) shall be indicated to the


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

IEC 61162-460:2024 CMV © IEC 2024 - 43 -

operator and the equipment shall request and receive positive user confirmation prior to
commencing the software update.

The files associated with the remote software maintenance shall be source authenticated and
integrity checked as applicable (see 6.2.5).

The onboard user shall be notified, if once initiated, the remote software maintenance fails to
successfully complete (for example due to termination of remote connection, etc.).

The_authenticated onboard user shall be able to terminate the remote software maintenance at
any time, this termination shall be available at the Human Machine Interface of the equipmlent
and may be available at the Human Machine Interface of an equipment related \to" fthe
communication path of the remote maintenance, for example 460-Gateway.

After completion, failure or termination of the remote software maintenance, the glthenticajted
onboard user shall be able to roll back to the previous configuration (see 6.5.2)¥This capabllity
to floll back shall be possible also after power off/power on sequence.

6.6 Secure software lifecycle management

(Sge 10.6.3.7)
The¢ requirements related to onboard software maintenancge\part are given in 6.5,

Where applicable, the documented evidence on~the applied secure software lifecycle
mahagement (e.g. software testing, version contyfoly/software/firmware upgrade procedures)
shgll be included into the conformity assessment;

7 [ Redundancy requirements

71 General requirements

(Sde 10.12.3.10)

7.141 General

A dingle component failure (cable, 460-Switch, 460-Forwarder, 460-Gateway or 460-Wirel
gateway) shall not-affect the functionality of the critical nodes in 460-Network.

D
[7)]
(7]

Dogumentation of system configuration shall identify which nodes are critical.

NOTE 1 ,Three kinds of failures are defined in IEC 62439-1: transient failure, component failure, systematic faijure
(seq Annex'B).

Whem apropfenmoccurs i a 460-Network (detected by metwork mmomnitoring ), the Tecovery time
from a failure event to the activation of a redundant method shall be no longer than 5 s.

NOTE 2 For systems that require shorter recovery time than 5 s, refer to ISO 16425.

The redundancy shall be provided by either interface redundancy (see 7.1.2) or device
redundancy (see 7.1.3). Figure 3 shows an example for network configuration with the
redundancy specified in this document.
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Device and interface redundancy Device redundancy Interface redundancy

71

Figure 3 — Example of redundancy

.2 Interface redundancy

Interface redundancy means that there is more than one IEC 61162450 interface at the deV

ang

interfaces are connected to at least two different 460-Switches.

The¢ equipment shall implement interface redundancy by either of the methods below.

71

De

Data stream redundancy

The equipment with the data stream redundancy shall transmit and receive the same dllata

from two interfaces. When equipment receives duplicated messages, the duplica
message shall be processed at the network 'layer or above the transport layer.

NOTE 1 Processing can lead to use or no use 6f a message by the receiving equipment.
Link based redundancy
The equipment with the link based redundancy shall transmit and receive data only on

T C s m - C e m C e m e mmm——mmmmmmmmmmmm—m—

ice

ed

the

first interface, while the secand interface is in standby. If the first interface fails, the second

interface shall take overwithin 5 s. The two interfaces can be configured with two separ
IP addresses or one common IP address.

NOTE 2 This technidque'is known as switch fault tolerance, backup bonding or dual homing. The inter
switching is managed by the operating system. The application layer regards both interfaces as a single inter
and does not need to process duplicated messages. This enables the use of redundancy protocols such as C4
(common address-redundancy protocol).

NOTE 3 /The implementation of interface redundancy depends on the local area network (LAN) topology.

L3 Device redundancy

ate

ace
ace
ARP

the

/ice rnrhmri:mr‘y means that at least two devices with the same function are activated at

same time.

Equipment with device redundancy shall have a unique device identifier, i.e. TAG block and
SFI, and shall be connected to a different 460-Switch. For additional safety, device redundancy
can be used with interface redundancy.

7.2

460-Node requirements

(See 10.5.2.6)

Each 460-Node defined as critical shall provide at least interface redundancy or device

red

undancy.
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NOTE The manufacturer of the 460-Node defines the equipment as critical or not critical, see 7.7.

Documentation shall be provided describing the redundancy capability.

7.3 460-Switch requirements
(See 10.5.2.6)

For critical nodes the network architecture shall avoid single points of failure for network paths.

from other 460 Swﬂches in the 460- Networksha“—be is rerouted to the 460 Node defmed as crltlcal elther by.a fing,

a bgckup interface, or any comparable architecture. 60

7.4 460-Forwarder requirements

If redundancy is provided, the redundancy requirements of a 460-Switch shall'be applied.

7.5 460-Gateway and 460-Wireless gateway requirements

If redundancy is provided, the redundancy requirements of the 460-Switch shall be applied.

7.6 Network monitoring function requirements

Network monitoring functions shall be redundantly available'(see 8.2.6).

7.7 System design requirements

(Sde 10.12.3.10)

The system documentation shall include FMEA—-orFMECA for its redundancy capability and
crijcality. 61

The system integrator of a 460-Network shall provide sufficient documentation showing that the
46(-Network including all connected equipment fulfils the single component failure requirement:
a failure in a cable, a 460-Switch, 460-Forwarder, 460-Gateway or 460—Wireless gateway shall
nof| affect the functionality~of the critical nodes in a 460-Network. The documentation shall
ideptify the critical nodes.

8 [ Network mohitoring requirements

8.1 Network status monitoring

8.1{1 460-Network

monltored as described in 8.1.2 to 8.1.4.

8.1.2 460-Node
(See 10.5.4)

The required configuration information for monitoring at a 460-Node is:

e the number of interfaces;

o the list of-traffiec flows all outbound TCP and-its UDP connections and their designed
maximum traffic rate;

e the change of-theflows any outbound TCP and UDP connections — add, delete or modify;


Rewritten requirement. Technical details are now in a note instead of bodytext

The simple FMEA is removed as an alternative
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o the list of-flews all outbound TCP and UDP connections | 7 assigned to each interface.

The information shall be provided by syslog (see IEC 61162-450) periodically each 30 min at a
460-Node. Also, the information shall be logged whenever changes in the configuration occur
such as addition or deletion of flows at nodes. The configuration information shall not be
reported more often than once per minute.

NOTE Periodical sending facilitates that the configuration is recorded by the syslog even if the syslog was not able
to receive and record at the time of configuration change. 31

Consideration should be made to avoid excessive syslog messages. such as representing
ephemeral source ports by a "wildcard". 10

8.113  460-Switch
(Sde 10.6.3.6)

The required configuration information for monitoring at a 460-Switch is:

e |the interface information (interface input and output link utilization); /7
e [the list of neighbour MAC address per interface;

e |the change of neighbour MAC address.

Tht information shall be reported by a 460-Switch whef it receives a SNMP query request
mepsage (see 8.2.3 and 8.2.4). Also, whenever changes’in the configuration occur, such|as
chgnges of a neighbour MAC address, the changes shall be reported using SNMP-Traps and/or
sydlog. The configuration information using syslog._shall not be reported more often than once
pel minute.

The required traffic-flow information for monitoring at a 460-Switch is the interface input and
ouImt link utilization, for example 62, in_ percent (average over 5 min).

Tht information shall be reported by a 460-Switch when it receives a SNMP query request
mepsage (see 8.2.2). Also, whenever significant changes (traffic is more than predefined lifit,
forlexample, in a 0 % to 100 %:62 scale of network capacity) have been made, the changes
shgll be reported using SNMP-Traps and/or syslog. The traffic-flow information using sysllog
shall not be reported more*often than once every 3 s.

NOTE The SNMP responses sent by the 460-Switch to the network monitoring function 63 do not directly cduse
any|alert but act as a statistical base for the network monitoring function to raise the alerts.

8.1.4 460<Forwarder
(Sq9e 10.7.5)

‘.. a ae a DLO l- aya’ .ll .l..ll .l A. . 20 :.

(see 8.1.3) when it receives a SNMP query request message (see 8.2.3 and 8.2.4). If VLAN is
provided, current VLAN configuration information shall be provided. Also, whenever changes
have been made, the changes shall be reported using SNMP-Traps and/or syslog. The
configuration information using syslog shall not be reported more often than once per minute.

The 460-Forwarder, shall provide the traffic flow information which is required for the switch
(see 8.1.3) together with the number of valid input and output packets per interface (average
over 5 min).

The information shall be reported by a 460-Forwarder in the same way as for a 460-Switch
(see 8.1.3).


Clarify

Clarify

New requirement

Added guidance

“percent”-style is one alternative

“percent”-style is one alternative

Use full term
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8.2

8.2.

Network monitoring function

1 General

(See 10.11.1)

The network monitoring function assists in maintaining the network operation by monitoring the
network load, redundancy and topology detectlng violations and generatlng alerts. —T—he—iu—nenon

nhe EUT does not provide the network monitoring function, the installation documentaton
shall specify that the EUT can only be connected to a network in which another equipm
pravides the network monitoring function.

nt

The¢ network monitoring function shall provide the functionality of the alert mapragement and

shgll provide human machine interface (HMI) to access the alert management function (
8.2,

Ma

If a
for
the|

Th

mahagement activities including adding of new dewees,
chgnges of details of existing devices in the setup &f network topology monitoring including v
perfformed the management activity, for exampleithe identifier of the authorized user. If th

re

Th

is dre available on demand. The recording shall be capable of storing events for at least the

90
foll

a)
b)

NOT

7). The HMI of the network monitoring function may be provided on a Central A
hagement HMI, or on the alert HMI of other equipment on the 460-Network. 31

local HMI is provided and the system is intended for installatien‘on the bridge, the interf
alerts (see 8.2.7) shall be provided. Compatibility for bridge-installation shall be declared
manufacturer.

network monitoring function shall keep a loca) timestamped recording of any de\

rdings are sent over a network they shall b&’in encrypted form. 10

network monitoring function shall keep & timestamped recording of events listed below wh

days or the last 10 000 events, whichever is smaller. At least the first 1 472 bytes of 65
bwing events shall be stored ig.the recording:

any alert from the netwotk-monitoring function;

any event or reports from 460-Switches or 460-Forwarders using SNMP and/e+r 66 sys
(see 8.2.2, 8.2.3 and.8.2.4).

E This recordind.ig different from the generic syslog recording storing all syslog messages (see 8.2.5). 61

see
ert

hCe
by

ice

removing of existing devices and

ho
se

14

ich
ast
the

log

The¢ recordings_shall be capable of being displayed in a format suitable for viewing by users.

An

examplé is'given in Figure 4.



Removed, as it has been problematic for individual equipment type approval

Clarify a detail

New requirement is to use both methods

Clarify use case

Added guidance

New requirement
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Load average - by day Load average - by week
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Load
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8.2,

(SH

IEC
Figure 4 — Example of network status recotrding information

2 Network load monitoring function

e 10.11.2)

Th¢ system documentation shall include an analysis for every switch and between switchles,

for
deq
Ne

varders and gateways of the maximum network load based on the manufacturer's
larations of total maximum traffic rates for all flows the system generates to the 4p0-
work.

The¢ network monitoring functionsghall-useatleast-ene support all 68 of the alternatives bejow

to
8.1

NO]
be

ollect the information from'the 460-Switches and 460-Forwarders as specified in 8.1.3 and
.4
periodically every 30 s using SNMP query;

using a combination of SNMP-Trap method (i.e. by requesting RMON statistics) and periqddic
SNMP query every 15 min;

using sysleg.method with reports not more often than once per minute.

[E For§each 460-Switch or 460-Forwarder one of the listed methods or a combination of the listed methods|can
sed.(B

Th K load monitaring function shal he following al

Caution: Alert title "Network load", Alert description (optional) 53 "Network traffic capacity
may be exceeded" — when the observed network load has exceeded the-80 90 % 70 limit of
physical capacity of any port in a 460-Switch or a 460-Forwarder for a period of 30 s more
often than 3 times within a period of 10 min. A lower percentage threshold may be used
where equipment performance is adversely impacted at lower network traffic levels; 71

Warning: Alert title "Network load", Alert description (optional) 83 "Network traffic capacity
exceeded" — when the observed network load has exceeded the-88 90 % 70 limit of physical
capacity of any port in a 460-Switch or a 460-Forwarder for a period of 30 s more often than
10 times within a period of 10 min. A lower percentage threshold may be used where
equipment performance is adversely impacted at lower network traffic levels. 71


New requirement is to support all methods

Clarify the use case of supporting all methods

Original was too long as “Alert title”

Original was too long as “Alert title”

Change to reduce number of false alerts

Change to reduce number of false alerts

New allowance to use lower limit, when appropriate

New allowance to use lower limit, when appropriate
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8.2.3 Redundancy monitoring function

(See 10.11.3)

Redundancy monitoring is mandatory for redundantly available critical nodes and it is optio
for redundantly available non-critical nodes. 67

The system documentation shall include a list of data sources which are redundantly availa

nal

ble

either by interface redundancy (see 7.1.2) or device redundancy (see 7.1.3) and included into
the redundancy monitoring function 72. For interface redundancy, the list shall contain the MAC

add{Tess, Interface number and (nterface availabie I a 460-Switch. For device redundancy,
list|shall contain the MAC address of each redundantly available device.

Thé network monitoring function shall-use-atleast-ene support all 68 of the alternatives be

he

ow

to ¢ollect the information from the 460-Switches and 460-Forwarders as specified/in 8.1.3 and

8.114:

a) |periodically every 30 s using SNMP query;

b) |using a combination of SNMP-Trap method (i.e. by requesting RMON change notifications)

and periodic SNMP query every 15 min;
c) |using syslog method with reports not more often than once peh minute.

NOTE 1 For each 460-Switch or 460-Forwarder one of the listed methdd§,or a combination of the listed meth
can|be used. 73

Whlere available 74, the list shall include the following information:

e |name of data source: maximum 8 character string;

ods

e [two or more MAC addresses, interface number and interface available alternatives for each

redundant network address from which«this data is available.

NOTE 2 Some of the means for providing redypdancy cannot provide this information, e.g. a common MAC add
beirlg used by independent Ethernet interfacesor on ONF devices. 9

Whien less than two MAC addresses, or one MAC address with less than two interfaces avaiIaJ
for|the source of data, have been lost for a period of 2 min, the network redundancy monito
funiction shall generate the following alert:

Alglrt priority: Caution

Alefrt title: Net redundancy

Alelrt descriptian\(optional): Network redundancy lost for xxxx. 76
Whlere xxxx-is.the name of the data source.

8.2/4 Network topology monitoring function

(Sde-10.11-.4)

8.2.4.1 Topology monitoring

ess

ble
ing

NOTE 1 This topology monitoring performs dynamic asset monitoring for the content of the asset inventory

described in IACS UR E26. This can be useful for maintaining the asset inventory. 7

System documentation shall include the list of accepted devices for a 460-Network with their
MAC addresses. For accepted devices in a secure area, the list may include "not applicable"
instead of the MAC address if the device has been selected for disabling the authorisation

(see 6.2.4.2).



Clarify use case

New requirement is to support all methods

Clarify use case of the documentation

Guidance

Limited to the available

Explains why “where available”

Clarify and support harmonization between manufacturers

Explain relationship with IACS UR E26

https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

Ma

- 50 - IEC 61162-460:2024 CMV © IEC 2024

intaining the network topology requires network topology monitoring and generating alerts

based on detected additional devices not available in the list of accepted devices. The network

mo

nitoring function shall-use—at-least-one support all 68 of the alternatives below to collect

information from the 460-Switches and 460-Forwarders as specified in 8.1.3 and 8.1.4;

a)
b)

c)

periodically every 30 min using SNMP query;

using a combination of SNMP-Trap method (i.e. by requesting RMON change notifications)
and periodic SNMP query every 2 h;

using syslog method with reports not more often than once per minute.

NO
can

E 2 For each 460-Swiich or 460-Forwarder one of the listed meihods or a combination of the Tisted metHods
be used. 78

When a MAC address which is not included in the list of accepted devices has been found flom

the
A

€

Alelrt title: New dev.detected

A

8.2

At
be

serviced, the assignment of SFIs may not be as clear.

Ma
on

elrt description (optional): New device is detected in the network. 76

SNMP requests, the network topology monitoring function shall generate the following alert.

rt priority: Caution

4.2 SFI collision monitoring

he construction of a 460-Network of a ship, the assignment.of SFI (system function ID) may
clearly defined. However, as the equipment of the ship is’amended, replaced, repaired and

jntaining uniqueness of SFls requires SFI collision monitoring and generating alerts based
detected collision between multiple instances of'equal SFls. The SFI collision monitoring is

baged on SRP-sentences sent by 450-Nodes<and 460-Nodes (see IEC 61162-450). The BFI

col

infgrm the users if something is wrong in the setup configuration of their system in use.

The following rules apply to SFI collision monitoring:

a)

b)

f)

ision monitoring assists service organizations to maintain the uniqueness of SFls as well as

SFI collision monitoring shall*maintain an SFI Table based on all fields available in [the
received SRP sentences./A'new combination of fields of SRP-sentence shall cause a new
entry to the SFI Table;

SFI collision monitoring shall provide a possibility to view the content of the SFI Table. The
view shall indicateat least SFI collisions and redundantly available SFls. The view may|be
available interfally in the equipment in which the SFI collision monitoring is implemented or
may be available in other equipment for which the SFI collision monitoring provides the
required ipformation;

SFI collision monitoring-shall may 79 provide reset of the SFI Table at boot up of BFI
collision monitoring and shall provide reset of the SFI Table on demand 80-by-theuser. The
efitties of state "detected SFI collision” or "potential SFI collision" shall be removed at [the

£ Ol T L1 (oW |
IUOCL Ul o1t 1duic, @i

based on the SFI Table non colliding SFI can be |dent|f|ed —EqHaJ—MAG—add%ess—eemmﬂed

SH Mult|ple entnes W|th the same MAC address but W|th d|fferent SFIs are not deflned as
a collision of SFI. Similarly multiple entries with the same IP address but with different SFls
are not defined as a collision of SFI; 82

based on the SFI Table, redundantly available SFiIs can be identified from differences in the
"Instance number—of-redundant—alternative” 83 fields of SRP sentences. Redundantly
available SFIs do not cause collision of SFls;

based on the SFI Table, a potential SFI collision or SFI collision 84 is detected when all
conditions below are met:

— an-egqual SFlis-availablefrom are present in multiple SRP sentences;


New requirement is to support all methods

Explain that while “topology monitoring” sham support all method, the device reporting to topology monitoring may implement only one of the methods

Clarify and support harmonization between manufacturers

Reset at every boot up has been found not so good idea

Provision of on demand reset remains “shall”

Clarify functionality of the “SFI Table”

Both MAC addresses and IP addresses can be treated in a similar way

Changed as official term of the field

Result is not always a collision
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— identical SFls are present in multiple SRP sentences; and

— "Instance number-ofredundantalternative" 83 field of at least one of the SRP sentences

contains a null or two SRP sentences contain equal values; and

— there are either differences in the "MAC address" field or differences in the "IP addre
field of SRP sentences.

SS"

ijen a potential SFI collision is detected, the SFI collision monitoring function: Q

NOT

Th

Th
de

shall set the related SFI entries in the SFI Table to the state of "potential SFl c I@on";

shall send an SRP-sentence with all fields being null fields (i.e. request to sh SRP
equipment connected to network) and TAG block with parameter-code "d:
of the related SFI; :

shall wait for response SRP sentences from equipment connected(ll/h‘etwork for a time|
period determined by the manufacturer, for example 10 s;

if the received SRP sentences do not indicate SFI collision &'\e criteria for detectior

generate the following alert. @
Alert priority: Caution \\S\
Alert title: SFI collision ®$

Alert description (optional): SF &xxxx collision in the network.

Where ccxxxx is the |dent|f~¢:\tr|ng of the SFI.

E SFI collision monitoring fu C}}tlon as source can aggregate or group multiple instances of Cautions.

collision".

&SFI colli @’monitoring may periodically, for example every 60 s, check if an alre
cted s@‘detected SF1 collision" is still valid. This is performed:

by @ng an SRP-sentence with all fields being null fields and TAG block with parame
@,e 'd:" set to the value of the SFI set as "SFI collision detected" in the SFI Table;

¢ SFI collision rela cautlon shall remain as long as the SFI related entry in the SFI Table
is ip state "detecte

by

t to the vdlue

out

in
bullet f); the network monitoring function shall update the gfaable from the received SRP
sentences related to the potential SFI collision and shal ove the state of "potential $FI
collision" from the related SFls in the SFI Table;
SFI Table entries may be deleted from the SFI T they are not updated after an SRP
request and timeout, see bullets h) and i)
if received SRP sentences indicate an SFI chsmn the network monitoring function shall
set the related SFIs in the SFI Table to @s state of "detected SFI collision" and shall

hdy

er-

if received SRP sentences do not indicate SFI collision (see criteria for detection in bullet
f), update SFI Table from the received SRP sentences related to the detected SFI collision

and remove the state of "detected SFI conflict" from the related SFI in the SFI Table.

Where an SFI entry exists in the SFI table and an SRP sentence has not been received for this
SFI entry for some time, the SFI collision monitoring function may mark the SFI state entry as
"stale" and send one or more SRP sentences with all fields being null fields and TAG block with
parameter-code "d:" set to the value of the SFI. Stale entries in the SFI table may be periodically
removed after a period determined by the manufacturer. This method may avoid the need for
the SFI table to be manually reset.

Example 1

There are 2 entries in collision in the SFI Table:



Changed as official term of the field
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SFI Instance IP MAC
number
GP0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32

A service engineer reconfigures the second device to use a different SFI GP0002. After reconfiguration the second
device sent SRP with SFI set to GP0002:

GP0002 1 192.168.0.13 A7-98-12-0C-28-32

Whi

The|
SRH
timg

Whi
an

Exal

The|
be

Twd

8.2,

ihgle combined SRP

ch result an SFI Table
GP0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32
GP0002 1 192.168.0.13 A7-98-12-0C-28-32

SFI collision monitoring function may request a SRP sentence refresh from cannected equipment by sendif
sentence with all fields being null fields and TAG block with parameter-code "d:" set as GP0001. Within
out there is only one SRP response:

GP0001 1 192.168.0.12 X7#98-12-0C-28-31

ch means that SFI collision monitoring function can remove the non-responded SFI entry for GP0001. This rg
Fl Table

GP0001 1 192.168.0,1.2 A7-98-12-0C-28-31
GP0002 1 192.168(0;13 A7-98-12-0C-28-32

mple 2
SFI collision monitoring function may-detect multiple potential SFI collisions. Each potential SFI collision
equested by separate SRP senten¢es or combined into one SRP sentence using TAG block parameter-code

separate SRP
BRP sent to /d:GP000 #hh/

BRP sent to /d:EIQ00T*hh/

5RP sentto’/d:GP0001,d:EI0001*hh/ 85

5 Syslog recording function

ga
the

sult

may
g

(See 10.11.5)

The network monitoring function shall act as receiver and recorder of the syslog messages.

The network monitoring function shall provide recording and viewing of the syslog information
which the 450-Nodes, 460-Nodes, 460-Switches, 460-Forwarders 86, 460-Gateways and 460-
Wireless gateways have provided.

The syslog shall be capable of storing messages for at least the last 90 days or last 20 000
messages, whichever is smaller.


More detailed specification on what to do plus examples

Also these report to the Syslog
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8.2.6 Redundancy of network monitoring function

(See 10.12.7.3)

The network monitoring function shall be redundantly available using device redundancy. It
shall be available at least in two devices out of the following list:

e 460-Node;

o 460-Gateway;

o A60-Switch. 87

8.2|7 Alert management
8.271 Alerts and indication

(Sde 10.11.6.1)

Whlere the physical local HMI is provided 88, alerts and indications shall comply with the
preisentation requirements specified in IEC 62923-1.

NOTE An equipment will not necessarily provide a local HMI for its own alerts. (astuch case there is an arrangenpent
to cpmmunicate with another piece of equipment, for example CAM of BAM, which provides the HMI service for these
alers (see IEC 62923-1 for systems failures, redundancies, back-up and fallback arrangements). 89

Table 2 is a summary of all alerts defined in this document:

Table 2 — Summary of alert of network monitoring

Source Purpose Alarm Warn. Caut. | Categ. A | Categ. B | Unique identiffer
at alert sourde

Direct connection to

46(Q-Node uncontrolled network as X X 3159
a caution (see 6.3.4)
Direct connection to

46(-Node uncontrolled network as X X 3158
a warning (see 6.3.4)
Connected to

46(-Gateway uncontrolled network X X 3163
(see 6.3:5:H

Network Network traffic capacity

mohitoring may.be exceeded x x 3166

funiction (see 8.2.2)

Network Network traffic capacity

mohitoring exceeded X X 3168

function (see 8.2.2)

Network Network redundancy lost

monitoring for xxxx x x 3173

function (see 8.2.3)

Network New device is detected

monitoring in the network X X 3126

function (see 8.2.4)

Network SFI conflict detected

monitoring X X 3129

function (see 8.2.4)



Clarify the requirement and list acceptable ways to implement

Exception for the case when device do not include physical local HMI

Give examples about when no physical local HMI is available
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8.2.7.2 Alert management interface

(See 10.11.6.2)

A bi-directional interface facilitates communication so that alerts can be transferred to external
systems and audible alarms (if provided) can be muted or acknowledged from external systems.

The alert management interface, if provided, shall be compliant with the sentences of Annex E
and comply with the communication requirements of IEC 62923-1 and IEC 62923-2. In the BAM
concept, the network components act as alert sources.

Ale|rt management requires:

o [classification of alerts;

e |presentation of the alerts;

e [reporting of alerts;

¢ [handling of unacknowledged warnings;

e [functionality of remote acknowledge and remote silencing.
8.2,7.3 Unacknowledged warnings

(Sde 10.11.6.3)

AnJjunacknowledged warning shall be:

e |repeated as a warning after a limited time period not exceeding 5 min; or
e |changed to alarm priority after a limited time-period not exceeding 5 min; or

e |changed to alarm priority after a user s€lectable time not more than 5 min.

The¢ default time for the user selected pgeriod shall be-66-s 5 min. 90

NOTE If many devices have short escaldtion periods, it makes the bridge's CAM-HMI difficult to use. 91
8.27.4 Remote acknowledgments and silencing of alerts

(Sde 10.11.6.4)
Remote acknowledgement shall only be possible for category B alerts.

Remote silencing of the relevant audible alarms of the network monitoring function shall|be
pogsible atiany time if provided.

9 LCentrelled-networkreguirements

(See 10.10)

A controlled network is any network that has been designed to operate such that-it-dees-not
pose-any security risks to any of its connected network nodes have been minimized. This shall,
as a minimum, satisfy the following requirements in normal operation:



In IMO rules the max time is 5 min. It is better value for default

Explains why 5 min instead of 60 s

https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

da

nofl required for the controlled networks connected to the 460-Network.

The system integrator shall provide documented evidence that these requirements are met,

10

101 Subject of tests

Mo[Et controlled networks would also include provisions for hindering unauthorised reading of

the controlled network, any associated infrastructure and the environment in which it is
installed shall physically and/or logically prevent unauthorized devices from making
connections to the controlled network through physical or wireless interfaces;

network nodes shall not allow unauthorised users direct access to operating systems or
functions that can be used to insert non-authorised traffic into the network;

the nodes and infrastructure components in a controlled network shall provide means to
prevent the transfer or execution of potentially malicious content from REDS, see 6.2.3. 92

in the network, hindering changes in network topology, etc. However, such provisions pre

Methods of testing and required test results

The¢ equipment under test (EUT) may be an individual networkfsystem component as defined in

thig document or a system based on this document.

10.

Th
of

I test site may be either a laboratory test bed or-an installation in a test facility or on-bojrd

2 Test site

vessel depending on the manufacturer's choice.

NOTE A laboratory test bed is typically chosen forfindividual network/system components. A full system installation

in the test facility is more appropriate for complex-systems. Alternatively, they can be tested on-board as well.

A rletwork protocol analyser is required (for example Wireshark3).

A dsimulator arrangement with@H or a subset of 93 the following characteristics is required:

w

capable of transmitting and receiving IEC 61162-450-compliant data and data not compliant
with IEC 61162-450;

capable of generating invalid data;
capable of supporting the Ethernet interface appropriate to the EUT;
capablée of*providing SNMP and syslog client-server data;

capable of monitoring network configuration and status information over SNMP;

capable of monitoring network configuration and status information over syslog;

capable of providing ICMP packets;

capable of providing network load from 0 % to 100 % using IEC 61162-450 compliant data
and data not compliant with IEC 61162-450 (for example TCP/IP, UDP/IP, multicast and
broadcast);

capable of providing IEC 61162-450-compliant data with priority as specified in Table 1, if
the EUT supports this functionality;

Wireshark is the trademark of a product supplied by the Wireshark organization (www.wireshark.org). This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.



http://www.wireshark.org/
Rewritten description of controlled network

Depending of the use case all or only some features are needed
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capable of providing IEC 61162-450-compliant data to multiple networks including VLANs

and subnets.

A simulator arrangement for security testing with the following characteristics is also required:

capable of providing client-server connection;

capable of providing DoS attack packet generation.

Guidance on testing is given in Annex C.
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L General requirements

e 4.3.1)

nfirm compliance of each 460-Network component with the general requirements
bboard navigation radiocommunication equipment in accordance with IEC 60945.

nfirm compliance of each 460-Network component with general requirenients in accorda
n Clauses 4 and 5 of IEC 61162-450:20482023 |1 as far as applicable. 94

nfirm by inspection of the manufacturer's documentation thata' list of all applicable M
resses is provided for the 460-Network.

t data or test reports from tests previously conducted in~accordance with the referenced |
hdards may allow compliance to be verified by inspection of the test documents.

b manufacture's documentation to identify equipment or network connection points which

e4.4.1)

nfirm by analytic evaluation that no connection to external networks or REDS can
ablished in normal operation.

-3-2. Use multicast addresses and port numbers (either using multicast 239.192.0.254 |
or UDP _gpicast). 96

nfirm by inspection of the manufacturer's documentation that the data output from a nod
ufeented as described in 6.2.2.1.

nfirm by analytiCal evaluation that syslog is implemented as defined in IEC 61162-450:2018}

for

nce

AC

EC

can
her

disconnected manually or automatically itnbrder to isolate the 460 Network from of]
orks or network segments (see 4.6) and@onfirm by observation that such points are clearly
ked. 95

be

If ONF services are provided, confirm by inspection of the manufacturer's documentation that
they include necessary protocol parameters, for instance for IP addresses and port numbers.

10.
10.

5 460-Node

5.1 Network traffic management

(See 5.1)

Confirm by analytical evaluation of documented evidence that the 460-Node does not create
non |[EC 61162-450 compliant traffic.


Applicable means as applicable for the equipment type under test

Test of new requirement

More details to check in the test

Update to newer edition

Update to newer edition
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NOTE Most of the use cases for traffic can be described as ONF, in which case they are IEC 61162-450 compliant
traffic. Clear non-compliant cases are typically based on using reserved IP-addresses or port numbers for other
purposes than allowed in the IEC 61162-450, for example a video service broadcasting in 239.192.0.1.

Refer to the manufacturer's documentation and confirm by inspection of documented evidence
that the maximum transmission rate for all supported services is specified and confirm by
analytical evaluation of documented evidence that all IEC 61162-450 compliant data meet their
maximum transmission rate.

Confirm by analytical evaluation that a device meets its equipment performance requirements
with a loss rate of packets up to 0,1 % for a time period of 10 min.

Copfirm by inspection of documented evidence that the manufacturer has specified ‘deV
behaviour when the maximum input data rate has been exceeded.

ce

Confirm by inspection of documented evidence of the 460-Node that it discards all other
received data except data it supports.

If provided, refer to the manufacturer's documentation and confirm by inspéction of documen£ed
eviflence that the maximum transmission rate for all supported VLANsgetvices is specified and
confirm by analytical evaluation of documented evidence thatjin total all IEC 61162-450
compliant data in each VLAN-meet-their does not exceed the defined maximum transmission
rate.

If VLAN is provided, confirm by inspection of documentedevidence that the 460-Node suppgrts
VLAN IEEE 802.1Q.

105.2 Security
10/5.2.1 Security in general
(Sqe 6.2.1)

Conpfirm by inspection of the manufacturer's documentation that the EUT does not use any
wirgless LAN interface or Wireless AP functions.

Copfirm by analytical evaluation that there is no VLAN tunnelling protocol in use if VLAN is
provided.

10.5.2.2 Deniallof service behaviour

(Sqe 6.2.2.1)

Confirmby inspection of the manufacturer's documentation that the maximum operational injput
bandwidth is declared by the manufacturer.

Use simulation arrangements to create traffics up to maximum that is declared by the
manufacturer. Confirm by observation that the EUT meets its performance requirements.

Use simulation arrangements to create traffics of 200 % of the maximum that is declared by the
manufacturer, but not over 90 % of the maximum available for the network interface 97, for a
period of at least 10 min. Confirm by analytical evaluation that the functionality not dependent
of the incoming traffic of the 460-Node is available as described by the manufacturer's
documentation. 95

Use simulation arrangements to create traffics of 200 % of the maximum that is declared by the
manufacturer, but not over 90 % of the maximum available for the network interface. for a period
of at least 10 min 97. After 10 min, return to the 100 % traffic. Confirm by analytical evaluation



To avoid the case that 200% of manufacturer traffic goes over the theoretical full capacity

To avoid the case that 200% of manufacturer traffic goes over the theoretical full capacity

Test of new requirement
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that the 460-Node behaves during and after the change in traffic as described by the

manufacturer's documentation.

Confirm by inspection of the manufacturer's documentation that the maximum operational

output bandwidth is declared by the manufacturer.

Confirm by analytical evaluation of the documented evidence or confirm by analytical evaluation

of the EUT itself that the EUT does not exceed the declared maximum operational output

bandwidth.
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Physical protection

10.5.2.3.1

Where physical protection is provided, refer to the manufacturer's documentation and confirm

by inspection of the documented evidence that the number of connection points for REDS are

limited to the minimum required for the operation of the system and its lifetime maintenance

and support.

For all other connection points, either:

confirm by observation that they are physically blocked from easy access without a tool or

key, or that they can be used for charging only; or
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e confirm by inspection of the manufacturer's documentation that there is an instruction in the
manufacturer's installation manual that the equipment shall only be installed in a closed
console or cabinet requiring additional tools or keys to open and that there is a notice of
cyber security risk if not installed as described by the manufacturer.

10.5.2.3.2 Operational protection

Where operational protection is provided, for USB connection points, use the manufacturer's
documentation and confirm by analytical evaluation that the EUT refuses to perform any other
functionality than that specified in the manufacturer's documentation.

Refer to manufacturer's documentation and confirm by inspection that a declaration is incluclied
abgut which alternative of operational protection for each removable interface is provided.

If itlis possible for a REDS technology to have functionality other than data storage)(for example
from keyboard to data storage), then attach one by one an example of such a pon-data storgige
device to the connection point and confirm by analytical evaluation that the &UT only perfofms
funfctions specified in the manufacturer's documentation.

If applicable, refer to the manufacturer's documentation and cowfirm by inspection that
infgrmation is available as to how the interface is limited to jt&\intended functionality and
protected against misuse for any removable device which cannotipractically be restricted uging
the| options listed in 6.2.3. 98

10./5.2.4 Access control to configuration setup

(Sgqe 6.2.4.1)

Copfirm by inspection of the manufacturer's documentation that the access to make changes in
the| configuration of the EUT is subject to user authentication.

Copfirm by analytical evaluation that.thé*user authentication before changing device settingp is
baged on an at least 8-character long password, RSA keys, or another appropriate method,

Copfirm by inspectionsof'the manufacturer's documentation that the operator's manual inclugles
guidance on the use of strong passwords, if appropriate.

10.5.2.5 Direct access to uncontrolled network

(Sde 6.3:4)

The following tests are applicable if the 460-Node or network infrastructure component 100
provides direct connection for exchange of information with other equipment connected to an
uncontrolled network.

If additional means to secure end-to-end communication between different equipment
communicating via the VPN tunnel are provided, confirm by inspection of the manufacturer's
documentation that such means are described.

Confirm by observation that access from or via uncontrolled networks into the equipment is only
granted after successful user authentication.

Confirm by analytic evaluation that cryptographic methods are used to protect confidentiality of
sensitive information.



Tests rewritten to reflect amended requirements

Test removed for removed requirement

Also these can provide this kind functionality
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Confirm by inspection of the documented evidence that multi-factor authentication is required for
any access by human users from an uncontrolled network to devices within the 460-Network. 101

Confirm by analytical evaluation that the manufacturing default settings of the EUT enable no
direct connections with uncontrolled networks.

For each configured direct data exchange, confirm by analytical evaluation that as precondition
for activation the direct connection the VPN has been established from a 460-Gateway or from
a 460-Wireless gateway and that only the operator-of the-460-Noede 102 can activate the direct
connection.

Fof each direct data exchange, confirm by observation that:

there is a permanent indication when direct connection is active;

a caution is created when the direct connection is activated,;

o®
[oR

10./5.2.6 Executable and non-executable file security

(Sde 6.2.5)

Us¢ an executable in an EDS source that, when™ised in an unrestricted computer, would cajise
an jautomatic action.

e |For REDS, one by one, attach a_device to the connection points for REDS, which jre
accessible by the operator withoutrsing a tool or key, or insert a media into the REDS (disc
drives, etc.) and confirm bycobservation that the executable file is not automatically
executed.

e |For network sources, if @gplicable, make executables available in the network source which
is available to the EYT and confirm by observation that the executable file is |not
automatically executed.

If the EUT provides-manual execution of any type of files from EDS, confirm by analyt|cal
evgluation that manual execution is only possible for files which have past source authenticafion
and integritycheck, for example by digital signatures or special keys.

If the EUT provides the possibility to boot and run from EDS in the event of catastroghic

eqyipfment failure, confirm by analytical evaluation that this is possible only for cryptographicglly
authediicated executables

If the EUT provides execution of executables during normal operation, use the list of such
executables provided by the manufacturer and confirm by observation that either there is no
recognizable effect on normal operation or that the EUT requested confirmation from the user
to execute an executable.

Confirm by analytical evaluation that the equipment validates the syntax, length and content of
any non-executable input data that is received from EDS sources.

Confirm by analytical evaluation that the equipment employs cryptographic integrity protection
to recognize changes to information from EDS.


Test for new and rewritten requirements

Not limited to the role of 460-Node

Escalation of caution as warning has been removed from requirements

Test of this part is now part of added paragraph (4th paragraph)
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10.5.2.7 Recording of device management activities

(See 6.2.6)

Use manufacturer's documentation to locate places of recording of the device management
activity and confirm by inspection of manufacturer's documentation that device management
activity events are recorded either locally or are sent to an external device for recording.

View recorded device management activity events and confirm by observation that the events
are timestamped.

If the equipment records device management events locally, confirm by analytical evaluallion
thaft the event recording(s) can store at least the last 100 events.

If the equipment sends device management activity events to an external de(i¢c€ confirm| by
analytical evaluation that this transfer does either not contain any sensitive jnfarmation, or that
sersitive information is protected appropriately and that the recording capaeity is at least fthe
lasf 100 events and that it is possible to view the recorded events andxthat the events pre
timpstamped. 105

10/5.3 Redundancy

(Sde 7.2, 7.3)

Refer to the manufacturer's documentation and confirm by inspection of the documenited
eviflence which means are provided for redundancy‘capability of the EUT.

10.5.4 Monitoring
(Sqe 8.1.2)

Confirm by observation that monitofing information to syslog (either using multigast
239.192.0.254 port 514 or UDP unicast 30) is provided by the EUT periodically each 30 min
and not more often than once persminute of configuration information.

106 460-Switch
10.6.1 Resource allocation

(Sqe 5.2.1)

Copfirm by inspection of the manufacturer's documentation that a means is provided| to
corffigure-a stream or a network flow that is identified by the combination of the interface
ideptifier) the MAC address or IP address, protocol number and port number.

Confirm by inspection of the manufacturer's documentation that means are provided to allocate
a network resource for all registered streams.

Register all incoming and outgoing traffic. Use simulation arrangements to create both
registered and non-registered traffic. Confirm by analytical evaluation that only registered |7
incoming and outgoing traffic goes through and all non-registered traffic is blocked.

Confirm by inspection of the manufacturer's documentation that means are provided for limiting
the total amount of traffic for each interface to a 450-Node and 460-Node using the resource
allocation.

Use a simulation arrangement to interface two 460-Nodes to the EUT and set the nodes to
communicate with each other using the set maximum traffic. Confirm by analytical evaluation



These are now available as generic (before limited to use of REDS)

Clarify details

Clarify
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that all traffic passes the EUT. Increase the traffic by 50 % over the set maximum traffic for a
period of 10 min. Confirm by analytical evaluation that excessive traffic is blocked.

Confirm by inspection of the manufacturer's documentation that, if a VLAN is provided, a means
is provided to configure virtual networks (VLAN) for each interface.

Confirm by inspection of the manufacturer's documentation that, if VLAN is provided, the VLAN
protocol IEEE 802.1Q is supported.

Confirm by inspection of documentation that the EUT has means to filter multicast traffic by
IGMP snooping.

Us¢ a simulation arrangement to interface the EUT in parallel or one by one to a 460-Switc:|\, a

460-Forwarder, a 460-Node and a 450-Node. Set a multicasting group in the EUTVfor filtefing

nefwork traffic by IGMP snooping. Confirm by observation that the EUJ \sSends IGMP
membership queries for this multicast group.

10.6.2 Loop prevention
(Sge 5.2.2)

Copfirm by the documented evidence that the EUT provides,a\loop prevention mechanism.

If gn RSTP is provided, confirm by inspection of the, manufacturer's documentation that fthe
RSP protocol version IEEE 802.1D-2004 is supported,

Sef three 460-Switches for-loop ring topology 108 connect with at least one 460-Node at each
switch, for example using unicast. Confirm by.analytical evaluation that the switch does |not
duplicate data at switches.

Sefthree 460-Switches forteop ring topology 106 connect with at least one 460-Node per switch
for|example using unicast. Disconnect one by one the cables between each neighbouiting
46(-Switch. Confirm by analyticakevaluation that the data is reachable among 460-Nodes within
5s

106.3 Security
106.3.1 Security general
(Sqe 6.2.1)

Confirm by.inspection of the manufacturer's documentation that the EUT does not use any
wirgless AN interface or wireless AP functions.

Confirmm by amatyticatevatuation thatthere s o VEANtunmettimgprotocotmuse i VEAN is
provided.

10.6.3.2 Denial of service behaviour

(See 6.2.2.2)

Confirm by inspection of documented evidence that the EUT provides ICMP and IGMP DoS
prevention.

10.6.3.3 Access control to configuration setup

(See 6.2.4.1)


Use of more common term for topology

Use of more common term for topology
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Confirm by inspection of the manufacturer's documentation that the access to make changes in
the configuration of the EUT is subject to user authentication.

Confirm by analytical evaluation that the user authentication before changing device settings is
based on at least an 8 character long password, RSA keys, or another appropriate method.

Confirm by inspection of the manufacturer's documentation that the operator's manual includes

guidance on the use of strong passwords, if appropriate.

10.6.3.4 Access control for network

(Sqe 6.2.4.2)

Copfirm by inspection of the manufacturer's documentation that means are)provided to permit
or fleny a flow based on the IP address, protocol number and port number for each phys|cal
porft.

Copfirm by analytical evaluation that means are provided to permit or deny a device based| on
the] MAC address for each physical port. If the EUT suppeorts’ installation in a secure area,
confirm by analytical evaluation that the means are configurable to either enable or disdble
authorisation by the MAC address.

Copfirm by inspection of the operator's manual that“it includes a warning that all traffic in [the
cyler secure network is controlled by the 460-Switches and 460-Forwarders and that the cyper
sequrity of the whole network and all connecte@:equipment may be compromised by any add:lng,
removing, replacing or changing configuratio@of any equipment by other actors than the sysfem
intggrator or manufacturer. 107

1006.3.5 Additional security issues

(Sqe 6.4)

Conpfirm by analytical evaluation that the EUT continues normal operation with the previpus
conjfiguration when power-is reapplied after a switch off or power failure.

Copfirm by analytical evaluation that means are provided in the system management funcfion
to fevert to the.previous stored configuration.

Copfirm bycinspection of the documented evidence that guidance is given to install the EUT in
a physically protected location.

10.6.3.6 Onboard software maintenance
10.6.3.6.1 General
(See 6.5.1)

If the equipment provides means for software maintenance, follow the procedure described in
the operator's manual to perform initial steps prior to any software of configuration change to
save the current state.

Confirm by analytic evaluation that software maintenance is only possible for the 3 cases
described:

— authorized persons local to the equipment, in maintenance mode;



Test removed for removed requirement

Test for added requirements

https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

10.

- 64 - IEC 61162-460:2024 CMV © IEC 2024

the crew in normal operation, where semi-automated means are provided;

authorized persons remote from the equipment in maintenance mode for remote access.

6.3.6.2 Roll back to previous working configuration

(See 6.5.2)

Follow the procedure described in the operator's manual to perform roll back and confirm by
observation that it is possible to roll back to a working configuration.

Aft
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If the equipment provides a means to perform software maintenance in nﬁéhenance mode;

6.3.6.4 Semi-automatic software maintean by the crew onboard the vessel

Follow the procedure deggz-lbed in the operator's manual and confirm by observation that

br completion of roll back confirm by observation that EUT works as intended. Q
™
&

6.3.6.3 Software maintenance in maintenance mode

e 6.5.3)

refer to manufacturer's documentation and confirm that the meanUo update the softw
in maintenance mode is described in the installation manual; N

confirm by analytical evaluation that it is not possible to ca@ out the described softw
update procedure in normal operation; §(

refer to manufacturer's documentation and confirm tha{ y limitations on application of
update that might affect normal operation of the equifinent are clearly described.

e 6.5.4) ;\\)

er to the operator's manual and cor’@n by inspection that it contains instructions
fware maintenance.

)

4\

nfirm by analytical evaluation tttat only files with correct source authentication and integ
ck are accepted for softwar{; aintenance (see 6.2.5).

T requires both of following before the update is initiated:

successful us@thentication; and
user confi @l’on to initiate the software update.

are
are
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Conpfirm @servation that the identity used above cannot be used to access maintena

mofde.
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to

the application(s) generates an indication to the operator and the software maintenance only
starts after the equipment has requested and received positive user confirmation from the
operator prior to commencing the software maintenance.

Use a manufacturer provided test data set which will prevent software maintenance from
successfully completing and confirm by observation that the software maintenance notifies the
user that it was unsuccessful.

Use the manufacturer provided test data set and follow the procedure described in the
operator's manual to perform a software maintenance. After completion confirm by observation
that EUT works as intended. Then perform power off and power on. Perform roll back

(se

e 10.6.3.6.2).
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If the EUT provides the means to inform the user about software maintenance that is ready to
install:

a) confirm by observation that it does not obscure or prevent normal functionality of the EUT;

b) if provided, confirm by observation that it is possible to initiate the procedure of software
maintenance; it is still necessary to obtain the authenticated user's consent before initiation
of any software maintenance, even if it has previously been delayed or scheduled for a
different time;

c) confirm by observation that it is possible to acknowledge the information without initiation
of the software maintenance;

d) |if provided, confirm by observation that the repeated reminder complies with requir nts
from a) to c). C)

10.6.3.6.5 Remote software maintenance q/b‘
(Sqe 6.5.5) (19

Refer to the operator's manual and confirm by inspection that it contain iﬁg)ructions for rempte
soffware maintenance. Co(ﬁ/
N

Copfirm by observation that commencing of remote software fnymtenance begin only after
engbled by successfully authenticated user onboard. C)
&

Copfirm by observation that remote software mainteréﬁﬁce which has impact and/or any
lim[tations to the application(s) generates an indicati o the operator and the remote softwpre
majntenance only starts after the equipment requested and received positive user
corjfirmation from the operator prior to commen\$ the remote software maintenance.

Copfirm by analytical evaluation that only fil€s with correct source authentication and integyity
chgck are accepted for software mainten e, see 6.2.5.

Us¢ the manufacturer provided teQT*Q{jata set and follow the procedure described in fhe
opg¢rator's manual to perform ote software maintenance. After completion confirm| by
obgervation that EUT works as@.n ended. Then perform power off and power on. Perform Jroll
bagk, see 10.6.3.6.2. C)’\\Q

.

Us¢ the manufactur fovided test data set and follow the procedure described in fthe
opg¢rator's manual &?form remote software maintenance. Use the means provided for fthe
onboard user to t@unate the remote software maintenance. If instructed by the EUT, perf¢rm
rollf back, see @6‘.3.6.2, otherwise, confirm by observation that EUT works as intended.

Us¢ the @facturer provided test data set which will prevent remote software maintenapce
SL@R1 ssfully completing and confirm by observation that the remote software maintenance
Qs/ e user that it was unsuccessful. erform roll back, g$ee

10 .63-6-2——sthern — Byr-ebserrate erded

10.6.3.7 Secure software lifecycle management

(See 6.6)

Software development lifecycle management is part of secure software maintenance. The
requirements related to onboard software maintenance part are given in 6.5.

Where applicable, confirm by inspection of documented evidence that there is a process for
software development lifecycle management, e.g. software testing, version control,
software/firmware upgrade procedures. 107



Test for added requirements
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10.6.4 Monitoring

(See 8.1.3)

Confirm by observation that the following monitoring information is provided by the EUT:

Copfirm by observation that the network configuration information is sent by the EUT ‘a
response to the SNMP query from the network monitoring function. Confirm by—arakyY
evgluation observation 108 that the information is reported at least either by)'sy
(uAeonditional unsolicited sending, either using multicast 239.192.0.254 port 534 or U
unicast 30) or by SNMP-Traps (if requested so by the network monitoring function) whene
some changes in the configuration occur, such as changes of a neighbour,MAC addrg
Conpfirm by observation that the configuration information using syslog is never reported m
often than once per minute.

Copfirm by observation that the interface input and output link utilization in percent (aver
ovear 5 min) is sent by the EUT as a response to the SNMP query~from the network monito
funfction. Confirm by observation that the information is reported at least either by sys
(unfconditional sending, either using multicast 239.192.0.254@ort 514 or UDP unicast 30) of
SNMP-Traps (if requested so by network monitoring funetion) whenever significant chan
(trgffic is more than predefined limit in a 0 % to 100 % scale of network capacity) have b
mafde. Confirm by observation that the information {sing syslog is never reported more o
than once per 3 s.

10.
10.
(Sqe 5.3.1)

Confirm by inspection of the manhufacturer's documentation that means are provided to trans
all
Nefworks.

Fo
be
evgluation thatthe total traffic transferred does not exceed the set maximum.

If VLAN capability is provided, confirm by inspection of the manufacturer's documentation
mepns(are provided to configure transmitting/disconnecting between a 460-Network
controlled networks or other 460-Networks with VLAN at the EUT.

interface information;
list of neighbouring MAC addresses per interface;

the change of neighbouring MAC address.

U

5 a
ical

7 460-Forwarder

7.1 Traffic separation

or a subset of the traffiexbetween a 460-Network and controlled networks or other 4

:LSW instructions_given by the manufacturer and set the EUT to limit the maximum traffic f
een a 460-Network and controlled networks or other 460-Networks. Confirm by analyt

log
DP
ver
Ss.

ge
ing
log
jes

en
en

mit
60-

ow
cal

hat
nd

If VLAN capability is provided, confirm by inspection of the manufacturer's documentation that
the 460-Forwarder implements the VLAN protocol IEEE 802.1Q.

Confirm by inspection of documentation that the EUT has means to filter multicast traffic by
IGMP snooping.

Use a simulation arrangement to interface the EUT in parallel or one by one to a 460-Switch, a
460-Forwarder, a 460-Node and a 450-Node. Set a multicasting group in the EUT for filtering
network traffic by IGMP snooping. Confirm by observation that the EUT sends IGMP
membership queries for this multicast group.


Simplification of test method

Clarify details

Clarify details
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10.

7.2 Resource allocation

(See 5.3.2)

Register all incoming and outgoing traffic. Use simulation arrangements to create both
registered and non-registered traffic. Confirm by observation that only incoming and outgoing
traffic goes through and all non-registered traffic is blocked.

Confirm by analytical evaluation that means are provided for limiting the total amount of traffic
for each interface to a 450-Node and 460-Node for a given value of that interface using resource

all

Co
set
the

cation.

hnect two 460-Nodes to the EUT and set the nodes to communicate with each other us
maximum traffic. Confirm by observation that all traffic passes through the EUT. Incre
traffic beyond the set maximum traffic. Confirm by analytical evaluation that excessive trg

is Rlocked.

Co

nfirm by inspection of the manufacturer's documentation that a means is provided

conjfigure a stream or a network flow that is identified by the combination of interface identif]

the

ing
hse
ffic

to
er,

MAC address or IP address, protocol number and port number, Confirm by observation that

mepns are provided to allocate a network resource for all registered streams.

If VLAN capability is provided, confirm by analytical evaluation that means are provided|for
limfting the total amount of traffic for each VLAN to controlled networks or 460-Networks fqr a
given value using resource allocation.

10[7.3 Traffic prioritisation

(Sqe 5.3.3)

Usg¢ a simulation arrangement to set three different types of traffic with different priorities that

inc
Inc

Co
thal

ude the lowest priority. Set the traffic limit to be enough only for the highest priority traf
Fease the traffic with the lowest. priority until data loss occurs.

[t of lowest priority is thé highest.

For each port, create-increased traffic higher than 50 % of physical capacity of the line or hig

tha
phy
by
50

In the set maximum input data rate set for the port for 30 s and return to below 50 %

pnalyticalcevaluation that there was a drop in lower priority traffic until the traffic was be
% of physical capacity of the line and below the set maximum input data rate set for the p

fic.

nfirm by analytical evaluation that the loss rate of the highest priority traffic is lowest and

her
of

sical capacity.of the line and below the set maximum input data rate set for the port. Confirm

ow
Drt.

Folf each’port confirm by analytical evaluation that the highest priority traffic continues lossl

un

rate set for the port, after which also a part of highest priority traffic may be dropped.

BSS
ta

Confirm by analytical evaluation that the use of dropping is reported either by syslog (either
using multicast 239.192.0.254 port 514 or UDP unicast 30) for each period of 30 s during which
the dropping has been used or as response to SNMP-Trap method.

10.
10.

7.4 Security

7.4.1 General

(See 6.2.1)


Clarify details

https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

- 68 - IEC 61162-460:2024 CMV © IEC 2024

Confirm by inspection of the manufacturer's documentation that the EUT does not use any
wireless LAN interface or wireless AP functions.

Confirm by analytical evaluation that there is no VLAN tunnelling protocol in use if VLAN is
provided.

10.7.4.2 Denial of service behaviour

(See 6.2.2.2)

Confirm by inspection of documented evidence that the EUT provides ICMP and IGMP\DoS
prevention.

10[7.4.3 Access control to configuration setup

(Sqe 6.2.4.1)

Conpfirm by inspection of the manufacturer's documentation that the access to make changes in
the| configuration of the EUT is subject to user authentication.

Copfirm by analytical evaluation that the user authentication befofe changing device settings is
baged on at least an 8 character long password, RSA keys, of.anhother appropriate method.

Conpfirm by inspection of the manufacturer's documentation that the operator's manual inclugles
guidance on the use of strong passwords, if appropriate.

10.[7.4.4 Access control for network

(Sqe 6.2.4.2)

Copfirm by inspection of the manufacturer's documentation that means are provided to peimit
or fleny a flow based on thelP address, protocol number and port number for each phys|cal
porft.

Copfirm by analytical evaluation that means are provided to permit or deny a device based| on
the] MAC address\for each physical port. If the EUT supports installation in a secure area,
confirm by analytical evaluation that the means are configurable to either enable or disdble
authorisation\by the MAC address.

10.[7.4.5 )* Additional security

(See6-4)

Confirm by observation that the EUT continues normal operation with the previous configuration
when power is reapplied after switch off or input power interruption.

Confirm by-aralytical-evaluation observation 108 that, after changes have been made to the
EUT configuration, means are provided in the system management function to revert to the
previous stored configuration.

Confirm by inspection of the manufacturer's documentation that guidance is given to install the
EUT in a location with restricted physical access.


Test removed for removed requirement

Simplification of test method
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10.7.5 Monitoring
(See 8.1.4)

Confirm by observation that the following monitoring information is provided by the EUT:

e interface information;
e list of neighbouring MAC addresses per interface;

e the change of neighbouring MAC address.

Copfirm by observation that the network configuration information is sent by the EUT ayls a
response to the SNMP query from the network monitoring function. If VLAN is provideds.confirm

by [observation that the current VLAN configuration information is sent as a responsge to
SNMP query. Confirm by analytic evaluation that the information is reported at least either
sydlog (unconditional sending, either using multicast 239.192.0.254 port 514 or UBP unicast
or by SNMP-Traps (if requested so by Network monitoring function) whenever,some chan
in the configuration occur, such as changes of the neighbouring MAC address. Confirm

the
by
30)
jes
by

obgervation that the configuration information using syslog is never reported more often than

onge per minute.

Copfirm by observation that the interface input and output link Gtilization in percent (aver
over 5 min) is sent by the EUT as a response to the SNMP qudery from the network monito
funiction. Confirm by observation that the information is .feported at least either by sys
(uniconditional sending, either using multicast 239.192.0.264 port 514 or UDP unicast 30) of
SNMP-Traps (if requested so by the network monitoring,function) whenever significant chan
(trdffic is more than predefined limit in a 0 % to 100°% scale of network capacity) have b
mape. Confirm by observation that the informatioh/using syslog is never reported more o
once per 3 s.

108 460-Gateway
10.8.1 Denial of service behaviour

(Sqe 6.2.2.2)

Conpfirm by inspection of documented evidence that the EUT provides ICMP and IGMP O
prevention for the 460-Network interfaces. 30

10.8.2 Access control to configuration setup

(Sq9e 6.2.4.1)

Copfirm by iaspection of the manufacturer's documentation that the access to make change
thel configuration of the EUT is subject to user authentication.

ge
ing
log
by
jes
en
en

oS

Confirm by analytical evaluation that the user authentication before changing device settings is

based on at least an 8 character long password, RSA keys, or another appropriate method.

Confirm by inspection of the manufacturer's documentation that the operator's manual includes
guidance on the use of strong passwords, if appropriate.


Clarify details

Clarify details

Clarify details

Test removed for removed requirement
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10.8.3 Communication security

(See 6.3.3)

Confirm by inspection of manufacturer's documentation that a direct connection between
uncontrolled networks and a 460-Network can only be-enabled-from permitted via a 460-
Gateway or-from a 460-Wireless gateway and that a direct connection can only be established
by 460-Gateway or 460-Wireless gateway and can only be activated from within the 460-
Network. |7

or||nat|ng at the EUT between 460- Network and uncontrolled network. Confirm by analyt|cal
evgluation that VPN tunnel or equivalent secure connection is provided over the conpectior].

Confirm by observation that it is possible to terminate the VPN tunnel or equivialent secure
connection at any time.

Confirm by inspection of operator's manual that it includes instructioncon how the dinect
cornnection using VPN tunnel or equivalent secure connection is established and terminated.

Copfirm by analytic evaluation that both endpoints of the VBN tunnel are successfllly
authenticated before the VPN tunnel is established.

Copfirm by analytic evaluation that the VPN tunnel provides confidentiality and integrity for all
traffic passing through the VPN tunnel using a securefgncryption algorithm.

Confirm by inspection of the documented evidence that the encryption algorithm used for VIPN
hag a security strength of at legst*128 bits. 109

Copfirm by inspection of the’documented evidence that the delivery of certificates is based| on
a dhain of trust or that\the private keys/certificates are exchanged in secure manual way or
usihg a combinationofsmanual methods and messages.

10.8.4 Firewall
(Sqe 6.3.51)

Copfim by analytical evaluation that all direct connections to the 460-Network are disabled in

th,\ £ 4 ! af 1+ £ FH
mrdariurdoiurcl o UTiraurt \J\Jllllyulallull.

Set an EUT in accordance with the manufacturer's instructions between a 460-Network and an
uncontrolled network. Using a network scanner with port scan function, set it to scan the entire
address range for the 460-Network;—BMZ 110 and uncontrolled network. Use packet capture
software running in promiscuous mode and confirm by analytical evaluation that packets do not
pass through the EUT from the uncontrolled network to the 460-Network and vice-versa as
follows:

e port scan UDP and TCP test for all ports 1-65535 to the internal address range of the
460-Network;



Clarify

Test changed for rewritten requirements

DMZ has own test, see Subclause 10.8.6

DMZ has own test, see Subclause 10.8.6
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e port scan UDP and TCP test for all ports 1-65535 to the address range of the uncontrolled
network.

Example test:

Using the Nmap®4 network scanning tool with an address range for a 460-Network of
192.168.22.0/24,—for—a—DBDMZ—of172-31-16-0/24 110 and for an uncontrolled network of
10.100.100.0/24.

e Port scan UDP and TCP test to the internal address range of the 460-Network:

complete a ping test with TCP port scan with the command "nmap -p 1-65535 -sV -sS T4
192.168.22.0/24";

complete a ping test with UDP port scan with the command "nmap -p 1-65535 -s\J-sU T4
192.168.22.0/24".

e |Port scan UDP and TCP test to the address range of the uncontrolled network;

complete a ping test with TCP port scan with the command "nmap -p 1-65535 -sV -sS T4
10.100.100.0/24";

complete a ping test with UDP port scan with the.eommand "nmap -p 1-65535 -sV -sU T4
10.100.100.0/24".

Copfirm by observation that the EUT registers, traffic as an external/internal firewall rule wHich
corsists of source and destination IP address, protocol and port number.

Conpfirm by-ebservation inspection of the documented evidence 111 that the EUT provides a
mepns to list all direct connections farthe last 12 months.

Copfirm by analytical evaluation that the EUT provides means to list activated dinect
cornnections between 460-Networks and uncontrolled networks with status information for each
of fhese connections including: source IP address, destination IP address, starting time Ind
end time of the connection, protocol, and port number.

Copfirm by analytical'evaluation that means provided to allow direct connection with a 460-N¢de
from an uncontrolled network can only be activated by an operation on the 460-Network sid¢ of
the| firewall. Confirm by inspection of the manufacturer's documentation that this cannot|be
actjvated ftom uncontrolled networks. Confirm that means are provided to ensure that the
opgration ¢an only be performed after obtaining permission, for instance from the bridge
officers:

Confirm by observation that the EUT terminates all direct connection automatically after a
predefined time not exceeding 4 h unless there is user intervention to extend the time.

Confirm by observation that the EUT terminates all direct connection automatically after the
connection is idle for a pre-defined time not exceeding 10 min.

4 Nmap® ("Network Mapper") is the trademark of a product supplied by the Nmap Project, a free and open source
utility for network discovery and security auditing (https://nmap.org). This information is given for the convenience
of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent
products may be used if they can be shown to lead to the same results.



DMZ has own test, see Subclause 10.8.6

DMZ has own test, see Subclause 10.8.6

Simplified test method to avoid running the EUT for 12 months
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If direct connection between 460-Networks and an uncontrolled network is provided, either
confirm by observation that the activated state is indicated or confirm by analytical evaluation
that the activated state generates a caution.

NOTE The generation and presentation of the caution can be performed by the device presenting the alerts for
network monitoring.

10.8.5 Application-server services

(See 6.3.5.2)

Copfirm by inspection of the manufacturer's documentation that an application-server ser\ice
pravides means to authenticate clients connected over uncontrolled networks, for example| by
pagsword.

Conpfirm by analytical evaluation that Layer 3 forwarding or routing is disabled'(i €. no roufing
of packets is allowed).

Vetrify compliance with 460-Node requirements in accordance with 10.5,

Conpfirm by inspection of the manufacturer's documentation that\means for protection from
malware are described as appropriate to the computer platform.

10.8.6 Interoperable access to file storage of DMZ

(Sge 6.3.5.3)

Copfirm by observation that a file can be downleaded and uploaded between the DMZ and
ungontrolled networks if provided.

Confirm by observation that a file can be.downloaded and uploaded between the DMZ and 460-
Networks if provided.

If @access to the file storage within the DMZ is provided, confirm by inspection of the
manufacturer's documentation-that a protocol is provided, such as SMB or SFTP.

If implemented, confirm by inspection of the documented evidence that the EUT access to ffile
stofage and related data traffic of DMZ satisfies the requirements for ONF, NF as specified in
IEG 61162-450 and'the 460-Node.

10.8.7 Additional security
(Sqe 6.4)

Confirm by observation that the EUT continues normal operation with the previous configuratfion
when power is reapplied after switch off or input power interruption.

Confirm by analytical evaluation that, after changes have been made to the EUT configuration,
means are provided in the system management function to revert to the previous stored
configuration.

Confirm by inspection of the manufacturer's documentation that guidance is given to install the
EUT in a location with restricted physical access.

Where applicable IMO Performance Standards exist, confirm by inspection of documented
evidence that the equipment complies with the applicable related technical standard which refer
to applicable IMO Performance Standards.
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Otherwise, confirm by inspection of manufacturer's documentation that the operator's manual
describes effects of lack of input data and effects of inability of the equipment to continue its
functionality and any appropriate action the operator may take on such cases. 107

10.9 460-Wireless gateway
10.9.1 General

Confirm by inspection of documented evidence that the EUT satisfies the requirements of the
460-Gateway (see 10.8).

10.9.2 Security
(Sge 6.3.3, 6.3.6)

Conpfirm by observation that wireless access point (AP) functions are not activated.

Confirm by observation that the forwarding function is not allowed.

Conpfirm by the manufacturer's documentation that all traffic to a 460-Network is compliant with
IEQ 61162-450 traffic.

Confirm by inspection of the documented evidence that the encryption algorithm used for VIPN
usgs asymmetric and/or symmetric algorithi?s with a security strength of at least 128 bits.

Acfivate wireless AP and confirm by~“observation that all connections to wireless AP pre
estpblished only with authentication.

10./10 Controlled network

(Sqe Clause 9)

Confirm by inspectio

on-at itharicsad
LAA NI uul. A" WEAYAY

of the documented evidence th tth controlled network-is—ot-abld-te
tr nn

nto—the
T

into—the—network,—neithe

Ln#astmetme—ne#th#eug—h—ie#e*ampte—w%etese—mte#&ee any associated infrastructure and

thel environmgent in which it is installed prevents unauthorised devices from connecting to the
corntrolled-hetwork through physical or wireless interfaces.

nsprt affic work hyv direct acecess to the r\hl cal
HSeHt atHe DYyY—CGHEeEt—acCcesSsS—1to—tne—pPhySica

Confirm by inspection of the documented evidence that the controlled netwaork provides means
to prevent direct access to the operating systems or functions that can be used to insert
non-authorised traffic into the network, unless the user is-specially authorised to perform these
operations.

Conflrm by mspectlon of the documented eV|dence that—the—eentre#ed—netweﬁ(—p#ewdee—means

eentents%ejanyenedeeeede#%m%eenetweﬁe the nodes and mfrastructure in the controlled

network provides a means to prevent transfer or execution of potentially malicious content from
REDS. 112
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10.11 Network monitoring function
10.11.1 General
(See 8.2.1)

If the EUT does not provide network monitoring function, confirm by inspection of installation
documentation that the EUT shall only be connected to a network in which another equipment
provides a network monitoring function.

£ Lo lo b ) bl el I e :al b H ) 4l L 1 Ilo H
CO T Uy VDT vallulT tiat Ut UT PpruUvIuUTo TIHTUTTTIIUTTTTY TIUICT imTouyit a 1oudl TiUTTiarm mract ne

intg¢rface or an alert management interface.

If ¢ompatibility for bridge installation has been declared by the manufacturer,nconfirm| by
obgervation that the EUT provides an alert management interface.

Sef{ a simulation arrangement to cause cautions and warnings. Confirm byobservation that the
EUl reports all alerts and is capable of accepting responsibility \)transferred, remlote
acknowledge and remote silence commands if an alert management interface is provided.

replorts from 460-Switches and 460-Forwarders. Confirm by observation that all alerts from the
network monitoring function and, events and reports from.460-Switches and 460-Forward
arel recorded in the EUT.

Se{ a simulation arrangement to cause cautions and warnings(-and to generate events T‘:d

rs

Copfirm by the documented evidence that the EUT. has a capability to store events for at Igast
the| last 3 months or the last 10 000 events, whichéver is smaller, together with the capabllity
of displaying the information.

10/11.2 Network load monitoring function

(Sqe 8.2.2)

Copfirm by observation that the 'system documentation includes an analysis for every switch
and between switches, forwarders and gateways of the maximum network load.

Usg¢ the simulation arrangement and confirm by observation that the EUT requests the traffic
flow information from-all 460-Switches and 460-Forwarders either periodically every 30 s using
SNMP query or using a combination of SNMP-Trap method and periodic SNMP query every
15 min.

Us¢ the simulation arrangement and confirm by observation that the EUT is able to @ise
infermation*from SNMP or syslog (using multicast 239.192.0.254 port 514 and UDP unicast B0)
or T combination of both for the following functionality:

a) generate cautions when the observed network load exceeds the-80 90 % limit or a lower
limit as set in the EUT 113, of its maximum network capacity for a period of 30 s more than
3 times within a period of 10 min.

b) generate warnings when the observed network load has exceeded the-86 90 % limit or a
lower limit as set in the EUT 113, of the maximum network capacity for a period of 30 s more
than 10 times within a period of 10 min.

10.11.3 Redundancy monitoring function

(See 8.2.3)

Confirm by observation that the system documentation includes a list of data sources that are
redundantly available and intended for redundancy monitoring. | 7


Test changed for changed requirement

Test changed for changed requirement
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Confirm by observation that the list provides the names of data sources, two or more MAC
addresses, interface number and interface available alternatives for each redundant network
address from which this data is available.

Use the simulation arrangement and confirm by observation that the EUT requests the network
configuration information from all 460-Switches and 460-Forwarders either periodically every
30 s using SNMP query or using a combination of SNMP-Trap method and periodic SNMP query
every 15 min.

Use the simulation arrangement and confirm by observation that the EUT is able to use
infgrmation from both SNMP and syslog (using multicast 239.792.0.254 port 514 and JDP
unipast 30) to generate cautions when fewer than two MAC addresses, or one MAC addrgess
with fewer than two interfaces available for a source of data in the list, has been lost for apeiiod
of 2 min for all SNMP requests performed every 30 s by the EUT.

Copfirm by observation that the caution complies with the requirement.

10.11.4 Network topology monitoring function

(Sde 8.2.4)
Confirm by observation that the system documentation includésja list of accepted devices.

Usé the simulation arrangement and confirm by observation that the EUT requests the netwprk
toplology information from all 460-Switches and 460-Forwarders either periodically every 30 min
usihg SNMP query or using a combination of SNMR-Trap method and periodic SNMP qujery
evary 15 min.

Use¢ the simulation arrangement and confitm by observation that the EUT is able to yise
infermation from SNMP or syslog (using multicast 239.192.0.254 port 514 and UDP unicast B0)
or 4 combination of both to generate cautions when a MAC address, which is not included in
the| list of accepted devices, has been$ound.

Usg the simulation arrangement and confirm by observation that the EUT creates the SFI Table
baged on received SRP sentences.

Us¢ the simulation arrangement to include multiple, at least two, different SFI with any valu¢ of
"Ingtance number-ofredundant-aliernative"” 83, any MAC address or any IP address repornted
by the SRP sentences, and confirm by observation that the EUT does not generate a cautign.

Us¢ the simufation arrangement to include two equal SFI, both with "Instance numben—of
redundant alternative" 83 fields of SRP sentence set as different values and with equall IP
addresses reported by the SRP sentences and confirm by observation that the EUT does |not
genefate a caution.

Use the simulation arrangement to include two equal SFI, both with "Instance number—of
redundant-alternative" 83 fields of SRP sentence set as null or set as same number and with
different MAC addresses reported by the SRP sentences and confirm by observation that after
the internal processing time 114 the EUT generates a caution.

Confirm by observation that the cautions comply with the requirements.
Confirm by observation that after resolving the SFI collision the caution is removed. 115

10.11.5 Syslog recording function
(See 8.2.5)
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Set a simulation arrangement to cause syslog (either using multicast 239.192.0.254 port 514 or
UDP unicast 30) messages. Confirm by observation that the network monitoring function
provides recording and internal or external possibility to view the syslog information from the
450-Nodes, 460-Nodes, 460-Gateways and 460-Wireless gateways in 460-Network.

Conf|rm by |nspect|on of the documented evidence that thewemeweapaeﬂ%e#theACeeerdmg

30-days syslog has a capablllty to store messages for at Ieast the last 90 days or Iast 20 000
messages, whichever is smaller. 116

10.17T.6 Alert management
10.11.6.1 Alerts and indications

(Sqe 8.2.7.1)
Conpfirm by analytical evaluation that the alerts comply with the criteria as réquired in Table|2.

10.[11.6.2 Alert management interface

(Sqe 8.2.7.2)

Copfirm by inspection of the manufacturer's documentation that manufacturer defined alerts pre
in gompliance with the criteria for classification and categodries of alerts defined in IEC 62923-1.

In order to test the communication and presentation of the alerts, refer to the manufacturer's
dogumentation to identify at least one of the available warnings, which may be chosen at
random, and two of the available cautions, whichxmay be chosen at random. Then, perform fthe
follpwing test using a simulator for BAM:

¢ [confirm by analytical evaluation that the alert communication complies with the sentenges
listed in Annex E and with thg>communication requirements of IEC 62923-1 and
IEC 62923-2;

e |confirm by analytical evaluationrthat, if means are provided to interface to a centralised ajert
management system, a caution alert is provided when the periodic receptions of the HBT
sentence are interrupted;

10011.6.3 Unacknowledged warnings
(Sqe 8.2.7.3)

Confirm by_inspection of the manufacturer's documentation that the default value for ajert
esdalation\is-66-s 5 min. 117

Confirir by observation that the user selectable time period for alert escalation is less trpan
5 nmm

Confirm by inspection of the manufacturer's documentation that the manufacturer provides
information about:

e which warnings are repeated as warning;

e which warnings are changed to alarms after the user-selectable time period;

e which warnings are changed to alarms after the manufacturer's fixed time period.

Refer to the manufacturer's documentation to identify at least two cases, which may be chosen

at random, if available, in which a warning is repeated as warning. Confirm by observation that
the time between repetitions is as selected by the user.


Test rewritten for rewritten requirements
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Refer to the manufacturer's documentation to identify at least two cases which may be chosen
at random, if available, in which a warning is changed to alarm. Confirm by observation that the
time before change of priority is as selected by the user.

10.11.6.4 Remote acknowledgements and silencing of alerts

(See 8.2.7.4)

Create two alerts, at least one of category B. Confirm by observation that ALF, ALC and HBT
(if the EUT supports 'responsibility transfer') sentences are transmitted from the EUT to the
aleftmanagement Nterface.

Us¢ a simulator to send an ACN sentence to the EUT to silence one of the alerts. Confirm| by
obgervation that ALF, ALC and HBT (if provided) sentences report correctly the new state of
the| alerts.

Us¢ a simulator to send an ACN sentence to the EUT to acknowledge the-category B algrt.
Copfirm by observation that ALF, ALC and HBT (if provided) sentences report correctly the rjew
state of the alerts.

10.12 System level
10.12.1 General

Subclause 10.12 contains methods of testing and required’results for system level confirmatiion
of the requirements. The system level confirmation may be performed for:

e |a typical system setup, as described by the applicant of conformance testing; or
o |a real onboard installation, as described by‘\the applicant of conformance testing.
The¢ system level conformance testing is based on real-life equipment instead of simulaﬂion
arrangements. The target of system leyel conformance testing is to prove that a real life system

corpsisting of network infrastructureland equipment (for example navigation instruments [ike
radar, ECDIS, gyro-compass) fulfi ‘the system requirements of this document.

The basis of system-level conformance is that each individual component has been beforehand
separately tested according to this document for the corresponding individual function(s) —
seg¢ 10.4, 10.5, 10.6, 10.7, 10.8 and 10.9.

The minimum system for system level conformance testing consists at least of the following
funictions:

e [two 460-Switches;
e |two'\nodes of either type 450-Node or 460-Node; and

° a2 natwark maonitarina fiinctian
S—HEtW-OH—RO e HRGHHREHOR-

The test site requirements are:

e a network protocol analyser (for example Wireshark®) for monitoring of traffic;

e an arrangement capable of injecting more network traffic into the 460-Switches using
IEC 61162-450 compliant data and non IEC 61162-450 compliant data (for example TCP/IP,
UDP/IP, multicast and broadcast) to increase the network line load from the normal network
load level up to the 100 % line load;

5 Wireshark is the trademark of a product supplied by the Wireshark organization (www.wireshark.org). This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.


http://www.wireshark.org/
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an arrangement capable of injecting DoS attack into the 460-Switches.

12.2 System management function

(See 4.5.2)

Confirm by observation that the configuration information for a 460-Switch can be stored in the
system. Replace a 460-Switch with another un-configured 460-Switch. Confirm by observation
that, by using a system management function, it is possible to restore the original configuration
to the new 460-Switch. This test shall be repeated for all 460-Switches and 460-Forwarders.

Re
add
to

Sw
ong

10.
10.
(SHq

Co

Co
SYS

10.
(S¢

Co

move one 460-Node and replace it with another equivalent device with a different~M
ress. Confirm by observation that, by using the system management function, it is-poss
hange the original configuration to accept the new device.

tch off the first system management function or if EUT has interface redundaney, disconn
cable. Confirm by observation that the second system management function is availabl

12.3 System design
12.3.1 General

e4.3.2,4.3.3,4.6,4.7)

nfirm by inspection of documented evidence that the following information is provided:

the topology and devices of the network, including’networks in a secure area, if provide

that the network consists of only 460-Netwark physical components, 460-Network no
and network infrastructure components;

that all networks connected with a 460-Forwarder are either controlled networks or ot
460-Networks.

nfirm by inspection of documented evidence that both a network monitoring function an
tem management function aré.available in the network.

12.3.2 Documentation

e 4.6,5.4.1)

nfirm by inspection of documented evidence that the following information is provided:

the 460-Network traffic flow analysis and network topology;
the total amount of network traffic and average load of all traffic for the 460-Network;

the.maximum traffic flow transferred from one 460-Network to another 460-Network at e

10.

AC
ble

ect

[0

|

les

her

hch

A60-Forwarder (f provided;

the prioritization of each traffic type at each 460-Forwarder if provided;
an analysis of the maximum network load;

a list of data sources which are redundantly available;

a list of accepted devices.

12.3.3 Network traffic design

(See 5.4.2)
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Confirm by inspection of the document evidence that the amount of bandwidth allocated at each
460-Switch is more than, or equal to, the sum of all traffic volumes of each traffic class allocated
to the network connected to the switch.

Use a network design document and select three ports to confirm by observation that the
measured traffic is lower than or equal to the defined value of sum of traffic load. Confirm by
observation that the average load of all traffic in a 460-Network does not exceed 95 % of the
nominal network capacity planned over a period of 1 s and does not exceed 80 % of the nominal

net

work capacity planned over a period of 10 s.

10.
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If the system under test includes a 460-Gateway, repeat all tests as described in 10.8.

[12.3.6 Traffic prioritisation

12.3.4 Loop prevention

b a network design document and select at least two 460-Switches forHteep ring topelagy
nect with at least one 460-Node at each switch, for example using unicast. . Confirm
Iytical evaluation that the switch does not duplicate data at switches.

12.3.5 Resource allocation
nfirm by inspection of the document evidence that the amount of bandwidth allocated at e

-Forwarder is more than, or equal to, the sum of all traffic volumes of each traffic cl
cated to the network connected to the 460-Forwarder.

b a network design document and select two ports tao’.confirm by observation that
asured traffic is lower than, or equal to, the defined value 6f the sum of the traffic load.

vailable in the system under test, select two\traffic flows with different priority for wh
nected 460-Node based devices show agctivity. Use a simulation arrangement to inj

bbservation that the device using highest priority traffic flow continues to show activity w
device using lowest priority traffic isidistorted.

12.3.7 Denial of service behayviour

06
by

hch
ASS

the

ich
ect

itional traffic with a priority level betweendwo selected priorities up to full line load. Confiirm

Nile

e a network design documeént and select three 460-Nodes to inject additional traffic flows|
pbservation that 460-Nodes continue their normal operation as stand-alone devices. Rem

injected additionalitraffic and confirm by observation that 460-Nodes resume their opera
ed on information-received from the 460-Network.

12.3.8 Uncontrolled network security

ne load for 1 h. If the number of 460-Nodes is less than three, select all 460-Nodes. Con]irm

up

ve
ion

If thersystem under test includes a 460-Wireless gateway, repeat all tests as described in 10.9.

10.

12.3.9 Connections between secure and non-secure areas

If the system under test includes a connection between a 460-Network installed in a secure
area and a 460-Network installed in a non-secure area, repeat all tests as described in 10.7.

10.

12.3.10 Redundancy

(See 7.1, 7.7)

Confirm by inspection of documented evidence that-FMEA-or 118 FMECA is available for its
redundancy capability and critical nodes are identified, and that no single points of failure affect

the

functionality of the critical nodes.


Use of more common term for topology

This alternative removed from requirement
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Use-FMEA-—-or 118 FMECA documents and select 20 % of critical devices or at least three
devices as representative devices. Cause a single failure one by one for each representative
device and confirm by analytical evaluation that redundant devices continue normal operation
within 5 s.

Select two traffic flows for connected 460-Node-based devices and show activities. Disconnect
a cable between two 460-Switches and confirm by analytical evaluation that the interruption of
data transfer is 5 s or less.

10.12.4 Network monitoring function

Fof the network monitoring function, repeat all tests as described in 10.11.1.

10012.5 Network load monitoring function

Fof network load monitoring function, repeat all tests as described in 10.11.2.

10.12.6 Redundancy monitoring function

Fof network redundancy monitoring function, repeat all tests as described in 10.11.3.

10.12.7 Network topology monitoring function
10.12.7.1 General

Fof network topology monitoring function, repeat all tésts as described in 10.11.4.

10.12.7.2 Syslog recording function

Fof syslog recording function, repeat all test§sas described in 10.11.5.

10.12.7.3 Redundancy of network monitoring function

(Sqe 8.2.6)

Swijtch off the first network_monitoring function or if EUT has interface redundancy, disconnect
ong cable. Confirm by observation that the second network monitoring function is available



This alternative removed from requirement
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Annex A
(informative)

Communication scenarios between an IEC 61162-460
network and uncontrolled networks

A.1 General
AnrexAghressemeexamplescenrariestertheusageofa460-GCateway-assheowninHgore
Inter-system gateway functional view /\
__________________ /- Off,ship
Dn/Off switch controlled by bridge ' Firewall forwards RDP by , e i i S
fficiers; allows service connection . authenticated session = 1 | Service engingers
1 from named IP adress | connect remtely' to
| via Port B only to Port A | 1 service eqpjpment
/ C=———) Firewall (‘&;%‘
DMZ Q/
/ g‘\
/ N
Data; O
~ > appé(m D “
Navigation SRy E_ agv Xy : "
\ i network \é. > \S s
.1 ‘ 0 DAPS) \ P 4!
) e
X /\_// QI& I___________‘__‘__l
\./ 5%  Advisory services !
P !
ONF s P _ ReceveKPldata
connections - k7 N ,-—----—-------—-----------\-—/-F -----
| " A/B connections (exceptional are service \
,  connections forwarded by firewall I
1 * C/B connections (routine-off-ship) terminate and |
Ship’s general ,  commence at DAPS i
network 1 * E/F connections (routine-off-ship) are proxied |
- i through DAPS to secure ship networks |
i * All routine off-ship connections are instigated by
~ | the DAPS |
Figure A.1 — Usage model for communication between a IEC 61162-460
network and shore networks
A.2 . Routine off-ship

o Data exchange from ship to shore, for example KPI data

energy usage reports

environmental data (SOx, NOx, etc.)

CBM (conditioned base maintenance data)
diagnostic data (logs, etc.)

operations reports (noon reports, electronic log data)

EC
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Data exchange shore to ship
— chart services (licences, updates)
— weather

— ocean currents

A.3 Routine on-ship

Some navigational data is required in non-operational, secure ships networks, such as

A.4

Dir
cor

— the ECDIS/bridge information channel on the captain's PC, and
— the GPS data.

l 460-Gateway usage for direct connection with equipment

pct connection to an IEC 61162-460 network is provided through service:connection throligh

nections A-B. The following are examples for this scenario.

An issue arises on the bridge. It is a safety issue concerning the.display on the ECDIS and

requires a patch.

While the ship is in port a remote connection is planned at.18h00.

The ECDIS service engineer coordinates the connectionswith the ship's IT department and

crew.

The IT department opens the Remote Desktop Protocol port on the perimeter firewall fg
registered IP address or an authenticated usér and forwards to it to the 460-GateV
firewall.

The crew coordinates the on/off switch_timing with the service engineer. They turn on
connection.

The service engineer connects and>repairs the system.
The crew disconnects the bridge for remote service.

The IT department closes the RDP port on the perimeter firewall.

ra
vay

the



https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

IEC 61162-460:2024 CMV © IEC 2024 - 83 -

Annex B
(informative)

Summary of redundancy protocols in IEC 62439 (all parts)

Table B.1 summarises the redundancy protocols and recovery times specified in IEC 62439
(all parts).

Table B.1 — Redundancy protocols and recovery times

Protocol Solution Frame Redundancy End node Network Recovery time
loss protocol attachment topology for the considered
failures
) Within the . Single > 30 s typical
P IP routing Yes network Single meshed netdeterministic
STP IEEE 802.1D | Yes Within the Single Single > 20 s typical
network meshed not deterministic
e Single
RSTP | IEEE 802.1D | Ves Within the Single meshed’ <100 ms
network :
ring
- Single
USTP | IEEE 802.1Q | Ves Within the Single teshed, See STP and RSTH,
network ring compatible with both
Doubly
In the end Singlésand meshed, 1 s worst case
CRP IEC 62439-4 Yes nodes double Ccross- for 512 end nodes
connected
Within the Single and Ring, 100 ms worst case|
DRP IEC 62439-6 Yes network double double ring for 50 switches
500 ms, 200 ms, 30 ms
or
Within the . . 10 ms worst case
MRP IEC 62439-2 Yes network Single Ring for 50 switches
depending
on the parameter sqt
Doubly
BRP IEC 62439-5 | Yes In the end Double meshed, 4,8 ms worst case
nodes for 500 end nodes
connected
Doubly
PRP IEC 624393 No In the end Double meshed, 0s
nodes .
independent
HSR | IEC®2439-3 No In the end Double Ring, 0s
nodes meshed
NQTE Ferxsthe redundancy protocols specified in IEC 62439 (all parts), the recovery times in this table gre
gupranteed when using the settings and parameters specified in the associated part of the IEC 62439 serig¢s.
Fﬁster recovery times may be achieved using different settings and parameters under the user's responsibility
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Annex C
(informative)

Guidance for testing

C.1  Methods of test

For the purposes of this document, Annex C gives guidance on methods of test based on
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9241-12 1t is intended to pravide guidance to accredited testing laboratories for
elopment of test plans and test procedures that evaluate a minimum degree of complia
n the requirements specified. They do not identify specific processes, approaches
lities.

»  Observation

servation refers to simple examination of the presentation of information to confirm thg
ticular observable condition has been met. Observations may be made by any person \
necessary skill to understand the presentation of information_to.determine if a statem
cerning an observable property has been correctly applied. Itjis*'used when suitably trai
viduals with a broad range of education and/or experience can be confidently expected

redch the same conclusion about a property of presented dnformation or the performancs

dis

blay equipment.

Th¢ phrase "confirm by observation” is used in the method of test. Conformance is determi

by

comparing the observed property to the requitement. Some observations may be m

directly from the presentation. Other observations'may require simulation of input from sens

or

C.3

Ins
a [
inc
Ins
ang
equ
pre
wh

bther sources. Typical confirmations by observation include

the existence of functions or features,
the use of symbols or a defined range of words, and

a system output in response {@ a defined input.

b Inspection of docuimented evidence

nce
or

ta
vith
nt
ed
to
of

ed
de
ors

articular presentation or display requirement has been met. Documented evidence
ude manuals,~~system requirements, design justification, industry conventions,
pections may-be made by a suitably qualified person who has the necessary education, s
/or experience to apply the documentation to the system's presentation or disp
ipment.~Inspection of documented evidence is used when performance of a syste
sentation or display equipment is not directly observable or measurable. It may also be u

pection of documented evidence refers to examination of relevant documents to confirm rlhat

ay
tc.
kill
lay
m's
sed

brivobservation would be excessively repetitious, time consuming, or expensive.

The phrase "confirm by inspection of documented evidence" is used in the method of test.
Conformance is determined by comparing the documented property to the requirement. Typical
confirmations by inspection of documented evidence include

the conformance to a standard or other documented evidence,
the existence of optional features or functions, and

the design and/or operation of algorithms.

C.4 Measurement

In this document, measurement refers to measuring or calculating a value or variable for
comparison to a specified value to determine that a particular requirement has been met.
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Measurements may require the use of test facilities and equipment. Measurements may be
made by any person with the necessary skill to measure and/or calculate the value and compare
it against a requirement, standard or other documented evidence. Compliance is determined by
comparing the measured or calculated value or variable to the requirement.

C.5 Analytical evaluation

The test method "analytical evaluation" refers to detailed examination of the presentation of
information to confirm that a particular condition has been met.

ThJa phrase "confirm by analytical evaluation" is used in the method of test. Analyt|cal
evgluations may be made by a relevant expert with the necessary education, skjllstand/or
experience to make an informed and reliable judgement concerning the presentation| of
infgrmation, its appropriateness and usability. It is used for the evaluation of properties that ¢an
be[judged only in context of other information or knowledge that requires the testéer's
presentation. Compliance is determined by comparing the observed~property to fhe
requirement.
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Annex D
(informative)

Some examples to use this document

Figure D.1, Figure D.2, Figure D.3, Figure D.4, Figure D.5 and Figure D.6 give some examples
of how this document could be used.

Ondoard spllttlng of navigation networks as segments to balance traffic using
46p-forwarde ansfertraffic based-on L AN

460 compatible network 460 compatible network

M M@C"—’ T
460-switch 460-forwarder 460-switch

IEC

Figure D.1 — 460-Forwarder l.%s& between two networks

Ongoard connection of navigation network to integrated au@srktlon system (IAS)

using 460-forwarder \\S\
¥
xO
&
>
Controlled network
— —> gl o]
B Lttt c D HH
460-forwarder Switch EC

Figure D.2 — 460-Forwarder used between two networks
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Sh
na

Shore based E-navigation services connected to navigation network using
460-gateway

E-navigation service
network

(for example
the maritine cloud)

460-switch
460-gateway
IEC

Figure D.3 — 460-Gateway used for e-Navigation 'services

bre based remote maintenance of 460 compatible devices in the onboard
igation network through 460-gateway

Radio communication

460-switch

460-gateway

Figure D.4 — 460-Gateway used for remote maintenance

IEC
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= = e e e e e e e e e e e e e e e e e e e e e e e e e e I
: [
I Radar antenna Radar antenna INS system
| — —— using LAN |
Turning unit Turning unit for internal |
I connections |
: [
| 1
| 1
' N
I Standard ; ; Standard - -
switch Electronics unit switch Electronics unit i
: [
I Operating unit Operati@k 1
- 1
: [
| Toother To other
devices devices |
e _——————
460- O
forw b To other
S\\ Y -460 devices
&)

Figure D.5 — 460-Forwarder used to separate an INS system based on its own
controlled network from.a’network of -460 devices

Figure D.5 shows an example of an INS system fulfilling requirements of IEC 61924-2. This INS
sygtem uses internal Local Area Networktechnology to connect various components of the I[NS
sygtem. Figure D.5 shows how a 460<Forwarder is used to separate this INS system into| its
owh controlled network.
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I ™
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Figure D.6 — 460-Forwarder used to separate a radar system based on its own

controlled network from a network of -460 devices

IEC

Figure D.6 shows an example\of a radar system fulfilling requirements of IEC 62388. This radar
syj:em uses internal Local’Area Network technology to connect various components othe
radar system. Figure D:6 ‘'shows how a 460-Forwarder is used to separate this radar sys

its own controlledynetwork.

em
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Annex E
(normative)
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The network monitoring function shall be capable of at least transmitting and receiving data
with the optional logical interfaces in Figure E.1 using the sentences specified in Table E.1 and

Table E.2.

imglemented on the same physical interface.

Figwmmmmmmmna
single physical aspects of each logical interface, including:~a

interface then all
communication, heartbeat, etc. shall be distinguishable from those of other logical interfa

——_‘ BAM, optional |
Network

monitoring
function

Table E.1 and Table E.2 specify sentences which~¢an be used with interface alternati
IEG 61162-1, IEC 61162-2 and IEC 61162-450. The manufacturer shall specify which interf

-

INS, optional

IEC

Figure E.1 — Network monitoring function.logical interfaces

is qupported.

Table E.1 — Sentences receivedby the network monitoring function

ert
Ces

ves
pce

Mnjemonic Interface (see Figure E.1) Name Comment
ACN BAM, INS Alert command Alert command, e.g. acknowledge
HBT BAM, INS Heartbeat Support reliable alert related communicatipn

Repeated once per 1 min

Table E.2(—\Sentences transmitted by the network monitoring function

Mnemonic Interface (see Figure E.1) Name Comment
ALC BAM, INS Cyclic alert list List of current alert
ALF BAM, INS Alert sentence Details of a new alert
ARC BAM, INS Alert command Alert command not accepted
refused
HBT BAM, INS Heartbeat Support reliable alert related communication
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Annex F
(informative)

Distribution of functions around 460-Network

Annex F provides guidance on the distribution of various functions around components of the
460-Network in Table F.1. References to the 460-Network are in given Table F.2. 119

Table F.1 — Distribution of functions around 460-Network

Firewall (6.3.2)

Function 460-Node 460-Switch 460- 460+
Forwarder Gateway
Nd-REDS or externalnetworks v 2 M M
Ndtwork access control (6.2.4.2) 120 v v
Syslog implemented (source) (8.1)
Ddta output bandwidth defined (5.1, v
6.2.2.1)
ONIF specified (4.4.1, 4.4.2, 5.1) v
Ndtwork traffic management (5) v v
Sdcurity — no wireless (6.2.1) v
Sdcurity — excessive traffic v
protection (6.2.2.1, 5.3.3)
Sdcurity — DoS Attack ICMP IGMP S v v v
protection (6.2.2.2)
Sdcurity — access control v v v v
(password) (6.2.4.1)
Rgdundancy (7.1, 7.2) < As installed v/ As installed v/ v
Ngtwork monitoring v (forat least one v (for at least one v (list of
node or switch, node or switch, connections)

8.2.1) 8.2.1)
If 4pplicable — application level v
check of external network packets,
(444.2)
If #applicable — REDS security (6.2.3) v 4 v v 121
If #applicable — direct/connection v
onjy with admin permission (6.3.3,
6.3.4, 6.3.5)
Cdnfiguration ef network flows v v
(542.1, 5.3.2)
Allocation’/of bandwidth (5.2.1, v v
5.3.2)
In/out traffic in register allowed, v
deny other traffic (6.2.4.2)
If applicable — VLAN config per v
interface (5.2.1)
IGMP multicast snooping (5.2.1) v
Syslog (sink) v (for at least one v/ (for at least one

node or switch, node or switch,

8.2.1) 8.2.1)
Caution/warning source (6.3.4, v v v
6.3.5, 8.2.7.1)
Caution/warning sink External CAM of

BAM

v v



Added reference to Table F.2

Changed to address only network access control as there is a separate entry for REDS

Changed to be applicable for all
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Table F.2 - Equipment standards referencing IEC 61162-460

Standard 460-Node 460-Switch 460-Forwarder 460-Gateway

IEC 62940:2016, ICS, 5.1.1 v
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Annex G
(normative)

USB class codes

Universal Serial Bus (USB) includes class code information that is used to identify a device's
functionality and to nominally load a device driver based on that functionality.

Examples are given in Table G.1. A complete list of USB base classes is available from search

"dgfiied crass™ at Nips.//WWW.USD.0Tg.
Table G.1 — USB class codes

Base Descriptor usage Description
class

00h Device Use class information in the Interface Descriptors
01h Interface Audio

02h Both Communications and CDC Contrgl
03h Interface HID (Human Interface Device)
05h Interface Physical

06h Interface Image

07h Interface Printer

08h Interface Mass Storagé

09h Device Hub

0Ah Interface CDC-Data

0Bh Interface Smart Card

0Dh Interface Content Security

OEh Interface Video

OFh Interfaée Personal Healthcare

10h Intérface Audio/Video Devices

11h Device Billboard Device Class

12h Interface USB Type-C Bridge Class
DCh Both Diagnostic Device

EQh Interface Wireless Controller

EFh Both Miscellaneous

FEh Interface Application Specific

FFh Both Vendor Specific



https://www.usb.org/
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Annex H
(informative)

Cross reference between IACS UR E26/E27 and IEC 61162-460

The IACS® UR E26 and IACS UR E27 address cyber resilience and are applied to ships
contracted for construction on or after 1st Jan 2024.

Table H.1 is a cross reference between requirements of IACS UR E26/E27 and relevant parts

of [EC 6 1TT62-460. Q
Table H.1 — Cross reference between IACS UR E26/E27 and IEC 61162- 4@
IACS UR Short description IEC 61162-460 Comme@
HB26/E27
EZ6 Inventory of computer based 4.6 Level of docume@)n is listed in E2(
seftion systems and networks onboard 54 4.1.1.3.1and 4
4.1.1 .
Documentation requirements to g
identify the software and hardware 8.2.4 Network @I gy monitoring to suppoft
of each equipment for ass% entory for HW and SW used
in sy s and networks
EZ6 Inventory of computer based n/a is/is installation related
seftion systems and networks onboard \ umentation, typically done by syst¢m
4.1.1 ) . S\ integrator
Documentation requirements to O

identify the interdependencies

between equipment onboard QQQ

Documentation requirements to
identify the shore connection

interfaces, if applicable Ai\
EZ6 Security zones & network %&4 Arrangements of appropriate security
seftions protection safeguards zones and network separation applies|to
4.2.1 and ) . 3.7 installation under the responsibility of
422 Use of firewalls for communicatio 53 shipowner and system integrator
between secure networks, m& ding :
protection from excessi ta flow 6.2.2
and application of pringipte of
"Least Functionality"¢(restrict / 6.3.2
prohibit non-essential functions / 1
ports / protocols%services) 6.3.5
(§§ ‘ 6.3.6
EZ46 Antivir ntimalware, antispam 6.2.3.4 IEC 61162-460 principle is a safe
seftion and other protections from isolated environment (i.e. sandbox) fo
4.2.3 m ious code 6.2.3.5 equipment performing real-time tasks.
The sandbox is guarded by 460-
(-\Q Gateway and 460-Wireless gateway
N4
EZ6 C)% Access control n/a Physical access control is the
sefti responsibility of shipowner
4.1 &/ This is about physical access P y P
E26 Access control 6.2.3 Radio and navigation equipment does
section ) not require credentials for operation.
42434 Removable media contrpls and 6.2.4 Access to
and management of credentials administrator/service/maintenance mode
4.2.4.3.5 is not available to ship personnel
E26 Access control — Least privilege 6.2.4.1 This is related, for example, to the
section policy background user who runs the ECDIS,
4.2.4.3.6 Radar, etc. application. This user should
Any user program or process not have admin privileges unless
running the basic application of the necessary for the application
equipment should have the
minimum privileges
6

IACS is the International Association of Classification Societies (www.iacs.org.uk).
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IACS UR Short description IEC 61162-460 Comment
E26/E27
E26 Wireless communication 6.2.1 IEC 61162-460 does not allow wireless
section communication within the 460-Network.
4.2.5
Any wireless communication is treated
as uncontrolled / untrusted and passes
through the 460-Wireless gateway
E26 Remote access control and 6.2.5 Direct communication between -460-
section communication with untrusted network and untrusted networks is not
4.2.6 networks permitted except for remote
maintenance addressed below
EZ6 Remote access control and 6.3.3 Remote access for maintenance
seftion communication with untrusted purposes is permitted under sp d
4.2.6.3.2 networks — Additional 6.5.5 conditions, and under the confr f
requirements for remote 6.5.2 ships team b‘
maintenance ('1/
- ) 6.3.5.1 Q
Possibility to interrupt and abort ‘('1/
remote maintenance (direct Q .
connections) at all times and roll Q)
back to a previous safe ,b‘
configuration. Also logging of all (1/
remote access events (knocking the ,\Q)
door and accepted to pass).
EZ46 Use of mobile and portable 6.2.3 It j E}Qumed that this means REDS
seftion devices fied in IEC 61162-460
4.2.7 ) . . N
This applies both for ship's
operational use and maintenance O
by the supplier. AQ
EZ6 Network operation monitoring 8.1 Q\) Monitoring of network status and
seftion \ performance is performed by 460-
4.3.1 8'2\)\ equipment and network monitoring
5\ function
0>
EZ6 Network operation monitoring %\%2.6 Recording of device management
seftion o ) ) activities of 460-equipment
43413 Monitoring and recording of dev@
management activities ’\Q)
3'{ bullet of 3
1%{ bullet xO
lis ] ,_\)\j\~
EZ6 Diagnostic functi of computer | 8.2.1 Network monitoring function in 460-
seftion based systems and networks Network provides information for
4.3.2 . : . . 8.2.2 diagnostics
D|agnost|c®ct|ons, verification
and test@ security functions 8.2.3
O 8.2.4
2@ 8.2.6
N ') 8.2.7
EZ6 C): | Respond - Incident response 5.4.1 This is shipowner responsibility, but tHe
se:tiQ/ plan shipowner needs information from
4.4 \ manufacturer
E26 Respond - Local, independent n/a Navigation is SOLAS V and
section and/or manual operation Radiocommunication is SOLAS IV
4.4.2
This is for SOLAS Il
E26 Respond - Network isolation This is ship's crew manually operating
section ) based on incident response plan
443 Manual or automatic power off of
o switches to isolate network
segments
E26 Respond — Network isolation — 4.3.1 Navigation and radio communication
section Details equipment are based IMO Performance
4.4.33 4.6 Standards which clearly specify what

Individual system's data
dependencies that may affect
function and correct operation,

including safety

shall remain available in case of loss of
input data
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IACS UR Short description IEC 61162-460 Comment
E26/E27
E26 Respond — Fallback to a minimal 6.4 Navigation and radio communication
section risk condition equipment are based IMO Performance
4.4.4 Standards which clearly specify what
shall remain available in case of loss of
input data

E26 Recover — Recovery plan 5.4.1 This is shipowner responsibility, but the
section shipowner needs information from
4.51 manufacturer
E26 Recover — Backup and restore 6.5.1 Backup and restore is for operational
seftion capability data.

Backup and restore capability Roll-back is for sw (application,@

including roll-back to safe state to operating system, etc.)

support Incident response Ne
EZ6 Recover — Controlled shutdown, 3.12 Instructions are to be a ('kble in
seftion reset, roll-back and restart manufacturers docun’@&tion
443 6.5.2 Q

Documentation shall be available to Q)

onboard personnel on how to b‘

execute the above- mentioned (1/’

operations in case of a system Q)

affected by a cyber incident ,\'\
EZ7 Secure software development 6.6 Do u%ntation to be provided by
seftion 5 lifecycle (SSDLC) nan facturer
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o

New requirement
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N
N

Not needed as requirement

N
w
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RN
SN
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VLAN not needed in use case of 460-Switch, but néeded in use case of 460-Forwarder
15| Clarify implementation details

16| Clarify that both are acceptable for all bullet{points

17| Moved to be valid for all bullet points

18| Clarify that some details may be confidential or secrecy

19| Clarify details of the required documentation

20| Clarify how to know if the data\is specified to be processed by the node

21 Clarify how to apply the requirement of loss rate

22| Clarify in a clear bulletpoint that that not configured traffic shall be blocked
23| These are now part of longer clarifications for bullets a) and b)

24| Clarify details of\limitation

25| Dated referencte not needed in this case

26| Use named term “firewall” for these means

27| Clarify-detailed functionality

28| ,Added requirement

29 '—Addedregtirement
30 Clarify details

31 Added guidance
32 Changed as generic, no more limited to wireless
33  Clarify use case of VLAN

34 New requirement to continue independent operation

9

35 Guidance on implementation
36  Added introduction plus new requirement for end user documentation
37  Editorial correction and added examples

38 New exception
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Before mandatory physical blocking. Now physical blocking or written instructions
Guidance on application of requirement on wireless interfaces
Rewritten rules for operational protection

Moved to a separate clause applicable for everything. Before rule was limited to
removable thins (REDS)

New requirement related to use of smart cards

New requirement on user guidance

New requirement about unused network connection points
Rewritten requirement
New requirement for user documentation

This topic was before under removable equipment (REDS). Now as generic requirement
with more detailed requirements

Clarify relation

Title changed as generic

Requirement extended also for controlled networks

Original was too long as “Alert title”

Explains the use case of the application service

Clarify when something is not an application s€ryvice

New requirement about encryption of sensitive/secret information
Introduction added for the existing requirement

New requirements

New requirements on onboard software maintenance

Rewritten requirement. Technical details are now in a note instead of bodytext
The simple FMEA is remaved as an alternative

“percent’-style is ong alternative

Use full term

Removed, as it has been problematic for individual equipment type approval
Clarify a_detail

New reduirement is to use both methods

Clarify use case

New requirement is to support all methods

Clarify the use case of supporting all methods

Change to reduce number of false alerts

New allowance to use lower limit, when appropriate
Clarify use case of the documentation

Guidance

Limited to the available

Explains why “where available”

Clarify and support harmonization between manufacturers
Explain relationship with IACS UR E26
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79
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82
83
84

Explain that while “topology monitoring” sham support all method, the device reporting to

topology monitoring may implement only one of the methods

Reset at every boot up has been found not so good idea

Provision of on demand reset remains “shall”

Clarify functionality of the “SFI Table”

Both MAC addresses and |IP addresses can be treated in a similar way

Changed as official term of the field

85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
10(
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107
10
104
10
106
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108

Raesult is naot alwavs 2 caollision
J

More detailed specification on what to do plus examples

Also these report to the Syslog

Clarify the requirement and list acceptable ways to implement
Exception for the case when device do not include physical local HMI
Give examples about when no physical local HMI is available

In IMO rules the max time is 5 min. It is better value for default
Explains why 5 min instead of 60 s

Rewritten description of controlled network

Depending of the use case all or only some features are needed
Applicable means as applicable for the equipment type under test
Test of new requirement

More details to check in the test

To avoid the case that 200% of manufagturer traffic goes over the theoretical full capa
Tests rewritten to reflect amended requirements

Test removed for removed requirement

Also these can provide this.Kind functionality

Test for new and rewritten requirements

Not limited to the role.of 460-Node

Escalation of caution as warning has been removed from requirements
Test of this partis now part of added paragraph (4th paragraph)
These are-now available as generic (before limited to use of REDS)
Use 6f more common term for topology

Test for added requirements

Simplification of test method

City

109
110
111
112
113
114
115
116
117

Test changed for rewritten requirements

DMZ has own test, see Subclause 10.8.6

Simplified test method to avoid running the EUT for 12 months
Changed for rewritten requirements

Test changed for changed requirement

Clarified when

Test added to complete the use case

Test rewritten for rewritten requirements

Change for changed requirement
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This alternative removed from requirement

Added reference to Table F.2

Changed to address only network access control as there is a separate entry for REDS
Changed to be applicable for all

Undated reference is better

Useful reference
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

FOREWORD

1) ['he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
bl national electrotechnical committees (IEC National Committees). The object of IEC is to promote internatipnal
Co-operation on all questions concerning standardization in the electrical and electronic(fields. To this end fand
n addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Repgrts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IE€ Publication(s)"). Their
breparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt vith
may participate in this preparatory work. International, governmental and non-goveramental organizations liaising
vith the IEC also participate in this preparation. IEC collaborates closely with, the International Organization for
Standardization (ISO) in accordance with conditions determined by agreemént between the two organizations.

2) ['he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internatipnal
Consensus of opinion on the relevant subjects since each technical’ committee has representation fron] all
nterested IEC National Committees.

3) |EC Publications have the form of recommendations for international use and are accepted by IEC Natipnal
Committees in that sense. While all reasonable efforts are-mjade to ensure that the technical content of [[EC
Publications is accurate, IEC cannot be held responsible\for the way in which they are used or for [any
misinterpretation by any end user.

4) |n order to promote international uniformity, IEC National Committees undertake to apply IEC Publicatfons
ransparently to the maximum extent possible in their national and regional publications. Any divergence between
hny IEC Publication and the corresponding natiomal or regional publication shall be clearly indicated in the lajter.

5) |EC itself does not provide any attestation of,conformity. Independent certification bodies provide conformity
bssessment services and, in some areas,(access to IEC marks of conformity. IEC is not responsible for|any
Gervices carried out by independent certification bodies.

6) All users should ensure that they have.the latest edition of this publication.

7) No liability shall attach to IEC or-its directors, employees, servants or agents including individual experts [and
members of its technical committees and IEC National Committees for any personal injury, property damagge or
bther damage of any nature_whatsoever, whether direct or indirect, or for costs (including legal fees) [and
bxpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other [EC
Publications.

8) Attention is drawn-to.the Normative references cited in this publication. Use of the referenced publications is
ndispensable faor the correct application of this publication.

9) |EC draws attention to the possibility that the implementation of this document may involve the use off (a)
batent(s). /EC takes no position concerning the evidence, validity or applicability of any claimed patent righ{s in
espect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be'réquired to implement this document. However, implementers are cautioned that this may not repregent
he/atest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
hall not be held responsible for identifying any or all such patent rights.

IEC 61162-460 has been prepared by IEC technical committee 80: Maritime navigation and
radiocommunication equipment and systems. It is an International Standard.

This third edition cancels and replaces the second edition published in 2018 and
Amendment 1:2020. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) term application server in the 460-Gateway has been changed to application service and
application services have been clarified;

b) based on field experience the alert limit of the network monitoring load has been changed
from 80 % to 90 %;


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

IEC 61162-460:2024 © IEC 2024 -7-

c)

d)

e)

The text of this International Standard is based on the following documents:

Ful
the

The¢ language used for the development of this International Standard is English.

Thi
acq
at
deq

Thi

Ali
ang
we

default time for escalation of a warning to an alarm has been changed from max 60 seconds
to max 5 minutes as allowed by IMO BAM rules and escalation from caution to warning has
been removed from the use of direct access;

recorded event size in network monitoring function has been changed from 1 000 bytes to
1472 bytes (i.e. size of an ethernet datagram in the network);

requirements have been incorporated for cyber resilience given by the International
Association of Classification Societies (IACS) in their documents UR E26 and UR E27. A
new Annex H has been added giving a cross reference between the IACS documents and
this document.

Draft Report on voting
80/1103/FDIS 80/1112/RVD

information on the voting for its approval can be found in the report owoting indicated in
above table.

s document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
ordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
www.iec.ch/members_experts/refdocs. The main do€ument types developed by IEC gre
cribed in greater detail at www.iec.ch/publications.

5 International Standard is to be used in conjunction with IEC 61162-450:2023.

st of all parts in the IEC 61162 series, published under the general title Maritime navigation
| radiocommunication equipment and:systems — Digital interfaces, can be found on the |EC
hsite.

Th¢ committee has decided that'the contents of this document will remain unchanged until the

sta
Spe
[ )
[ ]

bility date indicated on thelEC website under webstore.iec.ch in the data related to fthe
cific document. At this date, the document will be

reconfirmed,
withdrawn, or

revised.

of its contents Users should therefore prlnt thls document usmg a coIour prlnter

PORTANT The “colour |ns|de“ Iogo on the cover page of thls document |nd|cat pS
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS - DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

Thi
sta

network integrity. This document provides requirements and test methods for equipment to
din an IEC 61162-460 compliant network as well as requirements for the network itself and

usHg
req
cor

Thi

defined in IEC 61162-450.

2

Scope

s part of IEC 61162 is an add-on to IEC 61162-450 where higher safety and secu
ndards are needed, for example due to higher exposure to external threats onjto impr

uirements for interconnection from the network to other networks. £his document 3
tains requirements for a redundant IEC 61162-460 compliant network|

5 document does not introduce new application level protocol requirements to those that

Normative references

rity
bve
be

Iso

are

The following documents are referred to in the text in{such a way that some or all of their content

cor
Forf
am

IEQ

requirements — Methods of testing and’required test results

IEQ
Dig

IEQ
ale

reqluired test results

IEQ
ale

IEH

stitutes requirements of this document. For dated references, only the edition cited appli

endments) applies.

60945, Maritime navigation and radiocommunication equipment and systems — Geng

61162-450:2023, Maritime navigation and radiocommunication equipment and system
ital interfaces — Part 450; Multiple talkers and multiple listeners — Ethernet interconnecti

62923-1, Maritimewnavigation and radiocommunication equipment and systems — Bri
't management — RPart 1: Operational and performance requirements, methods of testing

't management — Part 2: Alert and cluster identifiers and other additional features

E<®02.1D-2004, /IEEE Standard for Local and metropolitan area networks: Media Acc

eS.

undated references, the latest edition, ef*the referenced document (including @ny

bral

S_
on

ge
nd

62923-2¢{ Maritime navigation and radiocommunication equipment and systems — Bri@lge

A
wn
(7]

Col

ridaes
#FQJ—M—C)—B. g es

IEEE 802.1Q, /IEEE Standard for Local and metropolitan area networks: Virtual Bridged Local
Area Networks

ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updates)
Available at https://tools.ietf.org/html/rfc792

ISOC RFC 1112, Host Extensions for IP Multicasting
Available at https://www.ietf.org/rfc/rfc1112.txt

ISOC RFC 1157, A Simple Network Management Protocol (SNMP)
Available at https://tools.ietf.org/html/rfc1157
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ISOC RFC 2021, Remote Network Monitoring Management Information Base Version 2
Available at https://tools.ietf.org/html/rfc2021

ISOC RFC 2236, Internet Group Management Protocol, Version 2
Available at https://tools.ietf.org/html/rfc2236

ISOC RFC 2819, Remote Network Monitoring Management Information Base
Available at https://tools.ietf.org/html/rfc2819

ISOC RFC 3411, An Architecture for Describing Simple Network Management Protocol

(SNMP) Management Frameworks
Available at https://www.ietf.org/rfc/rfc3411.txt

1SC

Available at https://tools.ietf.org/html/rfc3577

1S
Lis

Available at https://tools.ietf.org/html/rfc4604

1SC

Available at https://tools.ietf.org/html/rfc5424

3 [ Terms and definitions

Forl the purposes of this document, the followingiterms and definitions apply.

IS® and IEC maintain terminology databases for use in standardization at the follow
addresses:

e |IEC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platformsiavailable at https://www.iso.org/obp

3.1

45(0-Node

deyice compliant with lEEC 61162-450 and which satisfies additional requirements specifieq i
thig document

Not¢ 1 to entry: Thisalso includes nodes only implementing the ONF function block.

3.2

C RFC 3577, Introduction to the Remote Monitoring RMON family of MIB modu

les

C RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and Multidast
ener Discovery Protocol Version 2 (MLDv2) for Sourc€-Specific Multidast

C RFC 5424, The Syslog Protocol

460-Forwarder
network_infrastructure device that can exchange data streams between a 460-Network Tnd

othereontrolled networks including other 460-Networks

3.3

460-Gateway
network infrastructure device that connects to 460-Networks and to uncontrolled networks or
controlled networks and which satisfies the safety and security requirements as specified in this
document

3.4

460-Network
network which consists of only 460-Nodes, 460-Switches, 460-Forwarder, 460-Gateway and
460-Wireless gateway as well as 450-Nodes

ing
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3.5

460-Node

device compliant with the requirement of a 450-Node and which satisfies the safety and security
requirements as specified in this document

3.6

460-Switch

network infrastructure device used to interconnect nodes on a 460-Network and which satisfies
the safety and security requirements as specified in this document

3.7
460-Wireless gateway
network infrastructure device that connects a 460-Network and wireless networks and which
sat|sfies the safety and security requirements as specified in this document

3.8
adyanced encryption standard
AEB
symmetric-key block cipher algorithm which is based on a substitution-permutation netwprk
(SHN) and does not use the data encryption standard (DES) Feistelrnetwork

Note 1 to entry: This note applies to the French language only.

3.9
alafm
high-priority alert, condition requiring immediate attention and action by the bridge team] to
majntain the safe navigation and safe operation of/the’ship

[SQURCE: IEC 62923-1]

3.1p
bag¢kdoor
insfalled program allowing access to,a computer by providing a method of bypassing noral
authentication

3.1
controlled network
any network that has\\been designed to operate such that authorities are satisfied | by
dogumented evidence)that the network minimises the security risks to any connected netwjrk
nodes

Note 1 to entry: {For example, any IEC 61162-450 compliant network that is approved by classification society, [flag
statp or recagnized organization (RO).

3.1
controlled shutdown
defined way to switch off equipment under normal operating conditions

Note 1 to entry: For example, via the power button to initiate orderly shutdown without data loss or corruption using
Advanced Control Power Interface (ACPI).

3.13

category B alert

alert where no additional information for decision support is necessary besides the information
which can be presented at the central alert management HMI

[SOURCE: IEC 62923-1]
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3.14
caution
lowest-priority alert, awareness of a condition which does not warrant an alarm or warn

ing

condition but still requires attention out of the ordinary consideration of the situation or of given

information
[SOURCE: IEC 62923-1]

3.15
demilitarized zone

DMZ
physical or logical sub-network that contains and exposes an organization's externalsfag
serjices to a larger and untrusted network, usually Internet

Note 1 to entry: This note applies to the French language only.

3.16
de}ial of service

Do

attempt to prevent legitimate users from accessing a machine or network resource

Note 1 to entry: This note applies to the French language only.

3.7
flow

ing

combination of the following information: source and.destination MAC address, source and

degtination IP address, protocol, source and destination port number

3.1B
external data source

ED

network or non-network data source, inctuding, but not limited to REDS, excluding 460-Netw
for|which the equipment belongs

3.1

failure mode and effects analysis

FMEA

method as specified in [EC 60812 for the analysis of a system to identify the potential fail
mofes, their causes_and effects on system performance

3.2

failure modejeffects and criticality analysis

FMECA

anglytic method as specified in IEC 60812 that includes a means of ranking the severity of
failure modes

ork

the

Note 1 to entry: FMECA extends FMEA by including a criticality analysis, which is used to chart the probabilit
failure modes against the severity of their consequences.

3.21

firewall

logical or physical barrier that monitors and controls incoming and outgoing network tra
controlled via predefined rules

[SOURCE: IACS UR E27]

3.22

internet control message protocol
ICMP

protocol according to ISOC RFC 792

y of

ffic
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Note 1 to entry: This note applies to the French language only.

3.23

internet group management protocol

IGMP

protocol according to ISOC RFC 1112 (version 1), ISOC RFC 2236 (version 2) and
ISOC RFC 4604 (version 3)

Note 1 to entry: This note applies to the French language only.

3.24
leajst privilege
urity concept in which a user is given the minimum levels of access or permissions néeded

rate
unt of lost data by the receiving device of a flow as lost packets per totalamount of packegts,
sured at the input port of a device

1 to entry: The loss rate is expressed in percent.

maximum network load
curpulative maximum amount of all traffic fromvall network nodes and network infrastructure
cormponents of a single 460-Network

Note 1 to entry: The maximum network load is;measured in bytes per second (B/s).

3.28
maximum transmission rate
makimum number of bytes per'second that can be transmitted by a network node or netwprk
inflastructure equipment

Factors are: 1) something you know (e.g., password/personal identification number); 2) something

€ Pprotocol

MSTP
protocol, according to IEEE 802.1Q, which is an extension of RSTP for VLANs

Note 1 to entry: This note applies to the French language only.

3.31

neighbour MAC address

MAC (media access control) address of connected 450-Node or 460-Node as seen by
460 Switch and as reported by SNMP (simple network management protocol)
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3.32

network infrastructure component
device that connects at least two nodes in a 460-Network and two different networks, such as
460-Switch, 460-Forwarder, 460-Gateway and 460-Wireless gateway

3.33

no

minal network capacity

network capacity as a byte rate which is based on the configuration

Note 1 to entry: The capacity is the lowest capacity of any switch in the network to route all traffic.
Noté 2 to entry: This is used for specifying capabilities of equipment.

3.3

otHer network function

ON[F

funiction block that interfaces to the network as specified in IEC 61162-450

Not

Not¢ 2 to entry: This note applies to the French language only.
3.3b

priyilege

authority to perform functions on a computer system
3.3

ragid spanning tree protocol

RS[TP

protocol according to IEEE 802.1D for calculating and configuring the active topology o
network

Note 1 to entry: This note applies to the French language only.
3.3

removable external data source

REPS

usgr removable non-network data source, including, but not limited to, compact discs, mem
stigks and Bluetooth devices

Not

R
sta

Not

3.3
rel\l;Fote network monitoring

e 1 to entry: This\note applies to the French language only.

ON
hdard’monitoring specification as described in ISOC RFC 3577

e 1 to entry: The ONF represents a function that is allowed to share the infrastructtire of an IEC 611624450
network but does not use the protocols defined in IEC 61162-450.

ory

e 1 to entry: This note applies to the French language only.

3.39

rin

g topology

topology where each node is connected in series to two other nodes

1

Bluetooth is the trademark of a product supplied by Bluetooth Special Interest Group. This information is gi

ven

for the convenience of users of this document and does not constitute an endorsement by IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.
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3.40
roll-back
restore the system to a previous known state

3.41
RSA
public-key cryptosystem as described in IEEE 1363

3.42
safety

protection of networks from unintentional threats such as system malfunctioning,

midconfiguration and misoperation

3.43
seg¢ure area

arela with defined physical perimeters and barriers, with physical entry controls|or access point

protection or access point supervision

Note 1 to entry: A ship's navigation bridge with closed consoles and access supervision by the master or officq
the watch is an example of a secure area.

simple network management protocol

SNMP

profocol according to ISOC RFC 3411 used to provide management information
Note 1 to entry: This\note applies to the French language only.

3.4

SNMP-Trap

method.to-collect events and statistical information from SNMP enabled equipment such
switches{ according to ISOC RFC 1157, ISOC RFC 2021 and ISOC RFC 2819

r of

ks,

red

as

3.48
shipborne network
data network infrastructure on board a ship to exchange data between equipment on board

Note 1 to entry: This may or may not be connected to shore by satellites or other means.

3.49
sniffing
monitoring and analysis of the network traffic

3.50
stream
combination of all flows from a device that use same protocol
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3.5

1

syslog
protocol according to ISOC RFC 5424, which is used for an external logging in IEC 61162-450

3.5

2

system integrator
person or organisation responsible for the functionality of the integrated 460-network

3.5
thr
pot

3.5
tra

TL$

3
eat

[ntlal cause of an incident in computer security that may result in harm to the system

hsport layer security

widely adopted security protocol designed to facilitate privacy and data  security
communications over the Internet. The TLS protocol is described in the)following RF

RF

3.5

£2246 v1.0, RFC4346 v1.1, RFC5346 v1.2, and RFC8446 v1.3

traffic
combination of all streams from a device

3.5

un¢ontrolled network
any data network that is not a controlled network

Note 1 to entry: In this document this is also known as untrusted network.

3.5

virtual local area network

VLAN

network according to IEEE 802.1Q eansisting of interconnected networks with bridges

Note 1 to entry: This note applies to‘the French language only.

3.58

virtual private network

VPN

VPN tunnel

extension of a private network through encapsulated, encrypted, and authenticated links acr

shgred or publichetworks

Not

3.50

wa

e 1 to-entry: This note applies to the French language only.

for
Cs;

PSS

rning

condition requiring immediate attention but no immediate action by the bridge team

Note 1 to entry:

con

ditions which are not immediately hazardous, but may become so, if no action is taken.

[SOURCE: IEC 62923-1]

3.60

wireless access point
wireless AP

device that connects wireless devices to wired devices through various wireless technologies
such as Wi-Fi, Bluetooth

Warnings are presented for precautionary reasons to make the bridge team aware of changed
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Note 1 to entry: This note applies to the French language only.

4 High-level requirements

4.1 Overview

This document is based on IEC 61162-450, which is indispensable for this document. This
document specifies more stringent requirements for equipment, system design and operation.

Compliance with this document will provide additional protection from threats both from external
cornnections to a network and connections within a network. When a network is solely physically
englosed in a secure area, such as the bridge of a ship where access can be controlled; the
larger threat will be from the external connections. Requirements applicable to secure arg¢as
are given in 4.7.

4.2 Description

Figure 1 shows a 460-Network as described in this document. The gréy-symbols represent
equipment specified in this document. The pentagons represent logical software functipns
spgcified in this document. The hatched symbols represent NEC 61162-450 compliant
equyipment that is permitted to be included into a 460-Network.

IEC 61162-1
IEC 61162-2
device(s)

450-Node
with SNGF

IE€61162-460 network

N\
/ |
! |
I l - -~
~t Wi\ra:gss AL 460-wireless 460-node | (\" Controlled -
\\K networks gateway | network /
g N N .
;TN e | 4683sﬁtch — 460-switch | 460-switch —— 460-forwarder
Q -'Uncontrolled - | I‘ %) | | |
! | ¢ other -
I S 460-Node |\ 460-network )
P i 460 System Network |
Uncontrolled ¢~ gatway management monitoring
network N function function |
! |
o O )
-’ Uncontrolled & N (@ e e e e e e e e - —_—

L

etworks (off ship

IEC

Figure 1 — Functional overview of IEC 61162-460 applications

Some examples of the use of a 460-Gateway are given in Annex A, and some examples of the
use of this document are given in Annex D.

4.3 General requirements

4.3.1 Equipment and system requirements

(See 10.3)

The requirements of 4.3 apply to all equipment and systems intended to be compliant with any
part of this document. Subclauses 4.4, 4.5, 4.6 and 4.7 summarize requirements for one type
of capability that may be implemented alone, without requiring compliance with other parts of
this document.
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All equipment forming the 460-Network shall satisfy the general requirements for navigation
and radiocommunication equipment as specified in IEC 60945.

NOTE IEC 60945 includes the requirement that equipment be so designed that maintenance of software can be
readily carried out on board ship, for example to support periodic update of firmware of network infrastructure
equipment to improve encryption algorithms and security features.

All network nodes, network infrastructure components and cables shall satisfy the requirements
in Clauses 4 and 5 of IEC 61162-450:2023 as far as applicable.

Manufacturers of network nodes and network infrastructure components shall provide a list of
all MAC addresses being used in a 460-Network.

The list can be a label or list or equivalent.

Annex F includes an overview of distribution of various functionalities around physijcal
equyipment.

Equpment or network connection points which may be disconnected manually or automatically
in ¢rder to isolate the 460 Network from other networks or network.segments shall be clearly
mafrked, see 4.6.

4.312 Physical composition requirements

(Sqe 10.12.3.1)

A 460-Network shall only be composed of the fellowing physical network nodes or netwfrk
inflastructure components:

e |450-Node, i.e., network nodes compliant with IEC 61162-450 and which fulfil the
requirements in 4.4.1;

e |460-Node, network nodes compliant with IEC 61162-450 and which fulfil the additignal
requirements in 4.4.2;

e |network infrastructure components compliant with the requirements for a 460-Switch or 4p0-
Forwarder in 4.4.3 and 4:4.4;

e |network infrastructure 'eomponents compliant with the requirements of a 460-Gateway or
460-Wireless gateway‘in 4.4.5.

4.3|3 Logical composition requirements

(Sqe 10.12.31)

A 460-Network shall also include the following logical system function components, which coyer
all hodes’in a 460-Network:

e network monitoring function, which can be a SF (system function block, see IEC 61162-450)
or an ONF (other network function block, see IEC 61162-450) compliant with the
requirements in 4.5.1;

¢ system management function, which can be a SF or an ONF compliant with the requirements
in 4.5.2.

4.4 Physical component requirements
4.4.1 450-Node

(See 10.4)

Network nodes that fulfil the requirements of IEC 61162-450 shall also fulfil the following
requirements in order to be used in a 460-Network:
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no connection to external networks or REDS;
syslog implemented as defined IEC 61162-450:2023, 4.3.3.2;

data output bandwidth documented by the manufacturer as described in 6.2.2.1;

implemented ONF services specified by the manufacturer, including the necessary protocol

parameters, at least |IP address and port number;

.2 460-Node

The following functions shall be implemented in a 460-Node:

network traffic management as specified in 5.1;
security requirement as specified in 6.2.1, 6.2.2.1 and 6.2.4.1;
redundancy as specified in 7.2;

network monitoring as specified in 8.1.2.

If gny of the following functions are supported by a 460-Node, they shallbe implemented

Spe

4.4

cified in the following:

connection with external controlled networks:

— all valid data packets with correct IP address and port number received from an exter
controlled network via direct connection through 460-Gateway or 460-Wireless gatey

as

nal
ay

(see 6.3.5.1 and 6.3.6) shall be processed and checked by application level softwarg in

the 460-Node; or

NOTE This can be used to create gateways to othernetwork protocols such as MODBUS or OPC.

— if a connection with the controlled netwdrk'is used to forward unmodified datagra
between the 460-Network and controlled networks or other 460-Networks, then f{
forwarding shall be handled by a 460<Forwarder;

support for REDS as specified in 6.2.3;
direct connection with uncontrolled“hetworks as specified in 6.3.4;
VLAN compatibility as specifiedin 5.1;

implemented ONF services specified by the manufacturer including the necessary protg
parameters, at least IP;address and port number;

ephemeral ports may be used.

3 460-Switch

The¢ following-functions shall be implemented in network infrastructure components wh

con

nect equipment within a 460-Network:

network traffic management as specified in 5.2;

security requirement as specified in 6.2.1, 6.2.2.2, 6.2.4 and 6.4;

4.4

network monitoring as specified in 8.1.3;

support for REDS as specified in 6.2.3.

4 460-Forwarder

The following functions shall be implemented in a 460-Forwarder:

network traffic management as specified in 5.3;
security requirements as specified in 6.2.1, 6.2.2.2, 6.2.4 and 6.4;
network monitoring as specified in 8.1.4;

support for REDS as specified in 6.2.3;

ms
his

col

ich
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4.4

VLAN functionality to combine two physical networks (controlled networks and other

460-Networks) into a logical network, if provided, as specified in 5.3.

.5 460-Gateway and 460-Wireless gateway

Connections to uncontrolled networks shall be protected by a gateway fulfilling the requirements
for a 460-Gateway as specified in 6.3.5 or a 460-Wireless gateway as specified in 6.3.6.
Security requirements as specified in 6.2, 6.2.5 and 6.4 shall be implemented.

4.5

Logical component requirements

4.5

1 Network monitoring function

The¢ network monitoring function shall perform the following functions:

[ ]
4.5
(S¢

network load as specified in 8.2.2;
network redundancy as specified in 8.2.3;
network topology as specified in 8.2.4.1;

system function ID SFI collision detection as specified in 8.2.4.2.
2 System management function

e 10.12.2)

The¢ system management function is not intended for normal operation and, in accordance W

IM(
ma

The¢ system management function shall perform the following functions either automatically

ma

red

4.6

hually:

maintain all network infrastructurecconfiguration information and be able to restore this
the equipment when requested = the management function shall maintain a history o
least the previous configuration;

save and restore configuration information from 460-Switches, 460-Forwarde
460-Gateways and 460-Wireless gateways;

change the infrastructure configuration — this function is necessary to allow exchangs
equipment with new MAC addresses as, for example, 460-Switches, which only allov
known MAC tobe“connected to a specific port.

ThT save andyrestore configuration information of the system management function shall

undantly available using device redundancy and/or interface redundancy.

System documentation requirements

ith

D Resolution A.694(17), clause 3.2, should not beyreadily accessible. Equally, the system
hagement function does not impose a requirement’for carriage of additional workstationg.

or

at

of
v a

be

(See 10.12.3.1)

Where the information required is deemed confidential the manufacture may take measures to
control access to such information.

A system integrator of a 460-Network shall provide documentation of the network topology and
its functions and devices. This includes:

short description of each device within the 460-Network including brief functional description

and technical features;

block diagram(s) indicating the physical and logical connections between the equipmen
the 460 network and their interactions with connected networks and devices;

tin
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equipment or network connection points which may be disconnected manually

or

automatically in order to isolate the 460 Network from other networks or network segments.

A system integrator of a 460-Network shall provide documentation showing that the 460-network
includes only equipment listed in 4.3.2.

See also 5.4.

4.7 Secure area requirements

(Sge1012-3-

Th

Th

4
I

]

irements in secure areas as described in 6.2.4.2.

¢ documentation for the 460-Switch and 460-Forwarder shall include the_description of

sedqure area and the description of the features which can be relaxed when installed in
sedure area.

5

Network traffic management requirements

5.1 460-Node requirements

(Sqe 10.5.1)

Th

requirements:

all traffic shall be specified as one of theMEC 61162-450 compliant data types, for exam
IEC 61162-1 sentence transmission, binary file traffic or ONF;

NOTE 1 Chart update is an example of ©ONF.

bytes per second averaged.over a specified period of time;

NOTE 2 The specified period‘of time depends on the characteristics of the data output and is chosen t(g
appropriate for network traffic management purposes.

device behavioup-shall be specified by the manufacturer when its maximum input data n
is exceeded. The-input data rate shall be expressed in bytes per second as available in
network linetncluding all protocol-specific overheads;

only data‘specified by the relevant standards or by the manufacturer for the node shall
processed by the node;

devices shall continue normal operation with an input loss rate of packets up to 0,1 %

T 460-Switch and 460-Forwarder may support disabling MAC address autharisation
requ

the maximum operational dataCoutput for a device shall be declared by the manufacturef i

the
the

¢ 460-Node shall comply with the following’ to satisfy network traffic management

be

ate
the

be

per

second over a time period of 10 min.

NOTE 3 Normal operation includes the ability to survive even when something is lost in interfaces. Normal

reaction to such losses is either to continue as if nothing has been lost (i.e. there has been sufficient informa
available to continue without any effect) or to generate an indication and/or alert based on the loss.

If VLAN is provided, all VLAN traffic shall be included in the maximum transmission rate.

NOTE 4 For example, VLAN is used to create a separate segment.

5.2 460-Switch requirements

5.2.1 Resource allocation

(See 10.6.1)

tion
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The following are required for resource allocation:

a) means to configure a stream or a network flow that is identified by the combination of
interface identifier, the MAC address or IP address, protocol number and port number or
range of port numbers. The source may be from any source or range of sources or group of
sources, etc. The destination may be to any destination or range of destinations or group of

b)

destinations, etc.;

a stream or network flow only to be permitted to interfaces with configured MAC or

IP-

addresses for specified protocols and ports where network bandwidth limits are applied (see

bullet e)). All other traffic shall be blocked;

d)

e)

5.2
(SHg

NOTE This approach is sometimes described as deny all, permit by exception.

means to allocate network bandwidth resource for each stream or network flow;

the amount of bandwidth allocated at a 460-Switch shall be more than the sum 6f all normal

traffic volumes of each traffic class allocated to the network connected to the.switch;

the total amount of traffic per interface to a 450-Node or 460-Node shall'be limited to
appropriate bandwidth as a proportion of the switch's or connected node's overall capa

so that the capacity of the switch or node is not exceeded by the trafficiallocated to all po
if VLAN is provided, a means to configure virtual networks (VLAN) per interface shall
provided;

if VLAN is provided, VLAN protocol IEEE 802.1Q shall be supported;

means to filter multicast traffic by IGMP snooping as reguired by IEC 61162-450;
means to send IGMP membership queries to other(460-Switches, 460-Forwarders, 4
Nodes and 450-Nodes.

2 Loop prevention

e 10.6.2)

The¢ switch shall provide a loop prevention mechanism, for example, RSTP, MSTP. Netwj

top

NO7
sign
cau
topd

plogy and switch configuration shalFsupport its convergence within 5 s.

[E  When there is a loop in a.network, the traffic is never terminated. This increases the network tr
ificantly. This problem becomes Severe when multicasting traffic is multiplied by a switch. A network loop ca
5ed by network misconfiguration,Also, it is caused when there are multiple paths to the destination by the nety
logy (i.e. mesh network topolegy) or network redundancy.

The following are the-RSTP requirements, if provided:

5.3

RSTP protocol.version IEEE 802.1D-2004 shall be supported;
a 460-Switch shall support RSTP on each of its interfaces.

460-Forwarder requirements

5.3

the
City
rts;

be

GO0-

ork

hffic
be
ork

1 Traffic separation

(See 10.7.1)

The following are required for traffic separation:

means to configure transmitting all or a subset of the traffic;

means to configure for a maximum traffic flow;

if VLAN provided, a means to configure virtual networks (VLAN) per each interface;
if VLAN provided, VLAN protocol IEEE 802.1Q shall be supported.

means to filter multicast traffic IGMP snooping as required by IEC 61162-450;
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means to send IGMP membership queries to other 460-Switches, 460-Forwarders, 460-

Nodes and 450-Nodes.

.2 Resource allocation

(See 10.7.2)

The following are required for resource allocation:

the 460-Forwarder shall have a capacity more than the summation of all traffic volumes of

each traffic class allocated to the netwaork connected ta the forwarder:

5.3
(S¢g

All
cor
prig
(Cl
ang

Th
in
bef

the 460-Forwarder shall be configurable for a maximum traffic flow;

is identified by the combination of interface identifier, the MAC address or, |P addre
protocol number and port number. The source may be from any source or rangeé of sour
or group of sources, etc. The destination may be to any destination or range of destinati
or group of destinations, etc. All connections between networks shall be-registered (i.e|
network traffic that does not match a set firewall rule shall be blocked by the firewall);

a means shall be provided to allocate network resource for all registéred streams;

a means shall be provided to allocate resource for each virtual network if provided.
3 Traffic prioritization

e 10.7.3)

or part of the traffic may be prioritized to contrabtransfer of traffic from one 460-Networ
trolled networks. By default all traffic shall have'a value of zero for the default priority. T
ritization may be provided by either IP DSEP (Differentiated Service Code Point) or C
bss of Service) in VLAN if provided. There@re eight priorities where zero (=000) is the low
seven (=111) is the highest.

priority of each packet is provided‘based on the traffic type. The priority information is gi

ween traffic types and traffic prioritization specified in IP DSCP and CoS in VLAN.

Table'V - Traffic prioritization with CoS and DSCP

firewall functionality shall be provided as means to configure a stream or a network flow that

ss,
ces
bNS
all

to
'he
oS
est

en

he precedence of IP DSCP field or CoS field. Table 1 is an example of the relationship

CoS Value,| DSCP value Traffic type based on IEC 61162-450
000 000000 Data provided by ONF except network control and
management traffic
001 001000 PROP, USR1 to USR8
010 010000 MISC, simple binary image
011 011000 VDRD, TIME
T00 TO0000 RCOM, refransmittable binary image
101 101000 TGTD, SATD, NAVD
110 110000 Reserved
111 111000 Network control and management traffic

The following means shall be provided for traffic prioritisation at a 460-Forwarder:

a)
b)

means to handle dropping of lower priority traffic based on priority;

means to handle dropping if the amount of traffic to be transferred per each physical port is
higher than 50 % of physical capacity of the line or is over the set maximum input data rate

capacity of the 460-Node or 450-Node. The traffic prioritisation shall be used to drop

the
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lower priority traffic until the traffic is below 50 % of physical capacity of the line or is below

the set maximum input data rate capacity of the 460-Node or 450-Node;

NOTE 1 An example of means to handle dropping is a setup method in which amount of traffic of different

priorities can be assigned.

c) means to continue lossless traffic in each priority until the amount of traffic to be transferred

is higher than 100 % of the set maximum as set for the priority in the switch;

d) means to report the use of dropping by syslog for each period of 30 s during which the
dropping has been used or by responding to SNMP-Trap method (i.e. by requesting RMON

alerts) about the use of dropping (see 8.2.2).

5.4
5.4
(SH

Fof

inc
dod

NOT

Seqd

5.4

NOTE 2 For example, network monitoring function using SNMP-Trap method queries to 460-Forwarder ‘a
the use of dropping.

System design requirements
1 Documentation

e 10.12.3.2)

a system intended to be compliant with this standard, documents_shall be provided wh
ude information from the following list. For an individual equipment the manufacturg
umentation shall provide appropriate information:

where applicable, backup and recovery procedures including controls to ensure integ
and confidentiality of externalized data. Where certain-parts are not applicable, this shall
clearly stated in the documentation;

out

ich
Br's

rity
be

where applicable, physical layout of the networK infrastructure components, nodes and

network access points;

where applicable, description of the features of each network segment in the system;

where applicable, 460-Network traffic>flow analysis and network topology information

including connected networks, MAC-addresses and IP address ranges or other appropri
identifiers;

ate

documents that specify the total amount of network traffic of every switch and betwgen

switches, forwarders and gateways and the average load of all traffic for the 460-Netwo

k:

the maximum traffic flow transferred from one 460-Network to another 460-Network at each

460-Forwarder;

the prioritizationsof\eéach traffic type at each 460-Forwarder.

E Informationtcan”be collected from the network monitoring function, see 8.2.4.

b also 4.6.

2 Traffic

(S

e TU.1Z£.5.9)

System design for 460-Networks shall comply with the following requirements:

5.4

the maximum designed network load shall not exceed the nominal network capacity;
the average load of all traffic in a 460-Network shall not exceed 95 % of nominal netw

ork

capacity planned over a period of 1 s and shall not exceed 80 % of nominal network capacity

planned over a period of 10 s.

.3 Connections between secure and non-secure areas

(See 10.12.3.9)
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The connection between a 460-Network installed in a secure area and a 460-Network installed
in a non-secure area shall be established by using a 460-Forwarder (see Figure 1).

6

6.1
6.1
As

Security requirements

Security scenarios
A Threat scenarios

shown in the example of network topology illustrated in Figure 1, 460-Networks are

thr¢atened internally by 450-Nodes and externally from uncontrolled networks such as other

shi
pro

6.1

The following are scenarios that can occur in networks:

Re

6.1

The following<are scenarios that are caused from external networks:

bborne equipment or off-ship equipment. Therefore, 460-Networks are required\\{o |be
tected not only from internal threats but also from external threats.

2 Internal threats

malware replication from other equipment in a 460-Network such!as a notebook thaf is
infected by the malware;

infection from corrupted mass storage devices (e.g. USB flash drive) or removable media
drives (CD/DVD) being used within the 460-Network,, fon example in connection With
(authorised or unauthorised) maintenance and support;

installation of a backdoor in one of the equipment to(get system privilege through it; other
equipment is then attacked;

deletion of the system file(s) or change of“the configuration file(s) by mistake (mis-
operation);

illicit access that prohibits the normal operation of equipment;

false data generation that prohibits the*normal operation of equipment;

security threats in controlled networks which are easily propagated into 460-Networks;
security threats in other 460-Networks which are easily propagated into 460-Networks;

interruption of network seryice due to the heavy volume of broadcasting traffic and of ICMP
and IGMP packets.

uirements for security against internal threats are described in 6.2.

3 External‘threats

threats from unsecure networks;

infection of a piece of equipment in the 460-Network by a malware in other shipbofne

networks;

remote log-in to equipment in a 460-Network by a user in a shipborne network, which deletes
important files or changes the configuration by mistake (misoperation);

installation of a backdoor by shipborne equipment to use it as an attack agent; direct attack
to equipment through the network infrastructure such as switch or router;

scanning attack — attacker finds a port for attack by scanning the ports first. If found, it scans
the service with the port. For example, when port number 80 is open for the web service,
the attacker collects the information of web server type and version;

in-direct attack to the 460-Network via uncontrolled networks such as another shipborne
network;

data sniffing and modification attack during the communication with external equipment and
systems — When equipment in a 460-Network communicates with off-ship network systems,
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the attack extracts and modifies data by sniffing. For example, the navigational route
information may be exposed to and be modified by pirates and terrorists;

e incoming excessive data traffic to 460-Networks and protocol features attack including SYN
flooding attack.

Requirements for security against external threats are described in 6.2.5.

6.2 Internal security requirements

6.2.1 General

(Sge 10.5.2.1, 10.6.3.1, 10.7.4.1)

A 460-Node, 460-Switch and 460-Forwarder shall not use a wireless LAN interface and wirel¢ss
acdess point (AP) functions.

All [VLAN tunnelling protocols used between 460-Networks and uncontrolled-networks shall|be
dispbled in a 460-Node, 460-Switch and 460-Forwarder.

6.2[2 Denial of service protection
6.2(2.1 460-Node
(Sqe 10.5.2.2)

The¢ maximum operational input and output bandwidtfr for a device shall be declared by the
mahufacturer averaged over a specified time period.

Mepns shall be provided to ensure normal operation of the functionality not dependent on the
incpming traffic of the node under excessive-incoming traffic received at its Ethernet port.

Mepns shall be provided to ensure normal operation of the node following a period of excess
incpming traffic received at its Ethernet port.

D

ve

6.2/2.2 460-Switch, 460:Forwarder, 460-Gateway and 460-Wireless gateway
(Sge 10.6.3.2, 10.7.4.2, 10.8.1)

Prdtection from DeSrattacks using ICMP and IGMP protocols shall be provided. Additional QoS
prevention metheds may be provided.

NOTE Resource allocation requirements for 460-Switch, see 5.2.1, assist network nodes in DoS protection.

6.2|3 REDS security

(See105.23)

6.2.3.1 General

Protection for REDS shall be provided by physical and/or operational means.

The operator's manual shall include guidance that procedures and processes should be
established to ensure that REDS have been checked for malware prior to being connected in
an equipment of the 460-Network.

6.2.3.2 Physical protection

The number of connection points for REDS (for example keyboard/mice ports, printer ports,
USB ports, Secure Digital (SD)-cards, disc drives, (hot swappable) drive bays, etc.) shall be
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limited to the minimum required for the operation of the system and its lifetime maintenance
and support. An exception is USB ports providing only the functionality of charging. All other
points shall either:

be physically blocked from easy access by a user without a tool or key, for example, by port

blocker, or;
be subject to an instruction in the manufacturer's installation manual that the equipm

ent

shall only be installed in a closed console or cabinet requiring additional tools or keys to

open; the manufacturer's installation manual shall include a notice of cyber security ris
not installed as described by the manufacturer.

k if

Attention should be given to wireless interfaces where physical protection provides security
normal operation in order to ensure that the interface is indeed protected against access
personnel with physical access to the equipment. For example, this might be achieved-by fit

at
inte

6.2

Intg¢rfaces for removable devices (for example storage, keyboards, printers, etc.) as requi

for
altd

[ ]
[
[ )
For

abq
its

NOT
or K
con

Ph
de

rminator to an antenna interface used only during commissioning and maintenance, th
rnal to the equipment or requires a tool or key to remove.

3.3 Operational protection

operation and lifecycle maintenance shall be minimized and restricted by one or more of
rnatives listed below:

logical blocking (i.e. software or firmware or operating system) of the interface. For exam|
blocking of all connection points for REDS (in particular USB and SD ports) and al
unblocking only in administrator or maintenance mode;

preventing device drivers from installing; this,nteans that the device drivers can only
installed in maintenance mode;

cryptographic authentication with a security~strength of at least 128 bits prior to use of
content or functionality from USB devices;

restriction of the interface to specifictUSB device classes (see Annex G);
restriction of the interface to a specific hardware identifier (i.e. same model of equipmern

restriction of the interface to specific instance identifiers (i.e. individual equipment).

any removable device-which cannot practically be restricted using the options detali
ve, the manufacturer shall provide information about how the interface has been limiteg
ntended functionality.and protected against misuse.

[E For example, non-network wireless interfaces such as certain types of Bluetooth devices can use a pass
ey to authenticate the removable device with the equipment it connects to and use encryption to pro
identiality and_integrity for data transferred wirelessly.

sical<port blockers can be used as an appropriate measure to avoid any unauthorii
ices_being plugged into the system. This will ensure that an additional security mechan

in
by
ing
tis

red
the

=

€,
ow

be

hny

ord
ide
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is i

nstalled to protect operations (see 6.2.3.2).

6.2

.3.4 Executable program file verification

See 6.2.5.2.

6.2

.3.5 Non-executable data verification

See 6.2.5.3.

6.2
6.2

4 Access control

4.1 Device access control

(See 10.5.2.4, 10.6.3.3, 10.7.4.3, 10.8.2)


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

IEC 61162-460:2024 © IEC 2024 - 27 -

Access to make changes in the configuration of 460-Node, 460-Switch, 460-Forwarder,
460-Gateway and 460-Wireless gateway equipment shall be subject to user authentication.

Any user, program or process allowed to access the device shall only have the minimum
privilege necessary to perform its function.

NOTE 1 For example, the user level required to run applications or processes on the equipment is not assigned
admin privileges, but only the minimum privileges required for the operation of the applications or processes.

NOTE 2 In some cases, a process has to initially run with elevated privileges before losing those privileges. For
example, on some operating systems, to bind to a privileged port a process has to run with elevated privileges then
it cdn immediately switch to running as an unprivileged user. ITn some cases, the function of a process means thjat it
is necessary for the process to run with elevated privileges.

If, pbased on the manufacturer's documentation, the equipment provides different\lévels of
authorization, the manufacturer's documentation shall include guidance on howto*implemgent
the| principle of least privilege for the lifecycle of the equipment. This will typically require the
equipment to provide the capability to withdraw permission from entities.sueh as users| or
processes that are then no longer able to access the equipment or subsets-of its functionality.
Mahufacturer's documentation shall describe pre-emptive procedures of the manufacturer that
prejvents employees from accumulating excessive permissions over time.

User authentication shall be provided with log-in information. The)following is required for fthe
deVice access control process:

e |a user authentication mechanism shall be provided kiefore changing the device settings.
Some examples of authentication include passwords and key cards;

o |if a password is required at login, it shall be provided with at least 8 characters. Longer
passwords and other authentication tokens.like RSA keys, etc. may be supported where
possible;

e |if asymmetric cryptography is used, forexample in smart cards, the security strength of the
cipher shall be at least 112 bits;

e |the operator's manual shall include guidance such as "passwords should not contain the
user name or parts of the user's full name, such as his first name, company name, product
name, etc", "dictionary words>-should not be used", "repetitive or sequential characters
(e.g.'aaaaaa’, '1234abcd’) stiould not be used”, "random and meaningless passwords should
be used";

e |additional password.restrictions may be enforced at the manufacturer's discretion, including
length, character-Complexity, periodic changes and excluded word lists.
NOTE 3 NIST SP 800-63B recommends a password length of at least 8 characters and no specific requirement$ on
complexity (mix of lefters, symbols, and figures) because highly complex memorized secrets introduce a hew
potgntial vulnerability, for example password written on paper.

6.2,4.2 Network access control

(S¢en10.6.3.4, 10.7.4.4)

In normal operation unused network connection points to the 460-Network shall be protected
by one or more of the alternatives listed below:

e be logically blocked (i.e. software or firmware or operating system) of the interface; or;

e be physically blocked from easy access by a user without a tool or key; or

e be subject to an instruction in the manufacturer's installation manual that the equipment
shall only be installed in a closed console or cabinet requiring additional tools or keys to
open; the manufacturer's installation manual shall include a notice of cyber security risk if
not installed as described by the manufacturer.
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Network access control is intended to permit or to deny access to 460-Network resources. A
460-Switch or 460-Forwarder shall deny the access of unauthorised equipment and
unauthorised traffic by network access control.

450-Nodes and 460-Nodes installed outside of an area providing physical access control shall
be authorised before being permitted to connect to a 460-Network and shall be connected to a
460-Switch or 460-Forwarder.

Permissible methods of authorization are:

e [MAT Address filtering;
o |IEEE 802.1X;
e |MACSEC (IEEE 802.1AE).

If § connected node is intended to be installed in a secure area means may,be provided to
dispble this authorisation.

The operator's manual shall include a warning about users adding,cremoving, replacing| or
chgnging configuration of any switch (independent of the type of switch) or node (i.e. any
equipment connected to the network). The warning shall explainsthat all traffic in the cyper
sedure network is controlled by the 460-Gateways, 460-Wireless'Gateways, 460-Switches and
460-Forwarders and that the cyber security of the whole netwerk and all connected equipmgent
maly be compromised by any adding, removing, replacing.ef changing configuration of any
equipment by other actors than the system integrator or manufacturer.

All bypassing and originating traffic at a 460-Switet) and 460-Forwarder shall be authorised by
IP @address, protocol number and port number.

NOTE Typically, network access control functions are’provided by the equipment manufacturer under the namg of
Accpss Control List (ACL).

6.2|5 Executable and non-executable file security

(Sqe 10.5.2.6)

6.2.5.1 General

Exgcutable and non-executable file security applies to executable and non-executable files from
EDB.

Whlere source-authentication and integrity checks are used to verify files, this may be perfornl\eed
by [an equipméent such as the 460-Gateway before being made available to other equipment
within the 460-Network. When provided, the manufacturer's documentation shall describe fhe
method.

6.2.5.2 Executable program file verification

Requirements for normal operation are:

1) all automatic execution at a 460-Node from EDS including auto-run and booting shall be
prohibited;

2) manual execution of any type of files from EDS shall only be possible after passing source
authentication and integrity check of the executable content of the EDS, for example by
using digital signatures or secret keys (i.e., authentication);

3) in the event of a catastrophic equipment failure, cryptographically authenticated software
may boot and run from the EDS as a reversionary measure;

4) if the execution of the executable will affect the normal operation of the device, sufficient
indication shall be given before execution; the execution shall only be possible in case of
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confirmation by the operator. The manufacturer shall provide a list of executables which are
possible to execute during normal operation.

NOTE 1 A digital signature method is based on a private/public key pair. Typically, a hash function is used, for
example the SHA-2 family (use of MD5 and SHA-1 are now discouraged, see ISO/IEC 10118-3).

NOTE 2 Special keys can be values calculated from the delivered data using a specified function and compared
against a known and expected value, both the function and the value being specified by the trusted source or sender.

NOTE 3 Firmware or application software can automatically authenticate executables without user intervention,
provided that an informative indication is given when those executables are executed.

6.2r5-3—Non-executable-datafile—verification———————————————————

The¢ equipment shall validate the syntax, length and content of any non-executable input data
that is received from EDS.

NOTE The above requirements can be a part of an individual equipment standard.

The equipment shall employ cryptographic integrity protection to recpghize changes| to
infgrmation from EDS.

The cryptographic integrity protection may be file based, for example‘encryption of the contént,
provision of digital signatures or the cryptographic integrity proteéction may be transport baskd,
for|lexample by using a secure transport method such as provided by SSH or TLS protocols

The encryption of the content and the provision of digitalsignature methods may terminatg at
the] DMZ of the 460-Gateway or at an equipment connected to the 460-Network i.e. the digfital
sighature may be verified by the 460-Gateway or inja_node within the 460-Network.

The secure transport method may terminate atthe DMZ of the 460-Gateway.

Eqlipment connected to the same 460Q-Network as a 460-Gateway may access the npn-
exgcutable files from this DMZ.

6.2,6 Recording of device management activities

(Sqe 10.5.2.7)

Reg¢ording of device.tmanagement activities is applicable for 460-Nodes, 460-Switches,
46(-Forwarders, 460-Gateways and 460-Wireless gateways.

DeYVice management activities means managing and controlling equipment connected in the
network sugh@s their:

a) |configuration (as applicable, IP address, Port number, etc.);

b) |user accounts (as applicable, creation and deletion, change of privileges, and login).

For 460-Nodes, 460-Gateways and 460-Wireless gateways device management activities

means also as applicable:

c) resource allocation;

d) software management (updates or upgrades);

e) connections with other devices (interface setup for external devices, for example input
interface to receive gyro heading, output interface to report GPS position, etc.)

The recording system may be separate for each device management activity.
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Equipment shall record device management activities locally and/or send the records to an
external device, for example via syslog to the network monitoring function. Each recording shall
be timestamped.

Sensitive information shall not be sent in plain text over the network. Typically, this includes
username in user accounts and password in user accounts.

The recording shall provide the capability to record at least the last 100 events.

6.3 External security reguirements

6.311 Overview

All traffic from uncontrolled networks is passed or processed through a 460-Gateway or 4p0-
Wileless gateway. A 460-Gateway consists of firewall(s) (see 6.3.2) and may include support
forlone or any combination of the following functions:

e |direct communication (see 6.3.3);
e |DMZ with application services (see 6.3.5.2);
o |DMZ with interoperable access to file storage (see 6.3.5.3).

Firgwall(s) provide network-access security for the uncontrollédynetwork and the 460-Netwaqrk.
Firgwalls for external and internal interfaces may be provided,by the same application.

The¢ 460-Gateway may be implemented in one device or in different devices. A DMZ is
corlsidered to be a part of a 460-Gateway. Figure 2-shows an example of a 460-Network with a
460-Gateway.

— e - - - - e e - - - - - - - e e - - — e —

I IEC 61162-460 network

460-Node 460-Node

O~ ‘/Uncontrolled i
network

-— e - - - e - - — — -

A '/Uncc;ntrolled . ‘ 460-switch 460-switch 460-switch
\ network “|
i 1—=—== T T T
N o 460-Node 460-Node 460-Node
~~1"Uncontrolled ¢ - |
\J etworks (off ship) \
\ \ 4

IEC

Figure 2 — 460-Network with 460-Gateway

6.3.2 Firewalls

6.3.2.1 External firewall

An external firewall blocks all traffic unless it is registered (i.e. whitelisted) and destined only
to equipment in the DMZ. This means that, in principle, all direct communication to or from a
460-Network is not allowed.

6.3.2.2 Internal firewall

An internal firewall blocks all traffic unless it is either destined to equipment in a 460-Network
and it originates from equipment in the DMZ or it is destined to equipment in the DMZ and it
originates from equipment in a 460-Network. All traffic passing through the internal firewall is
registered (i.e. whitelisted) in advance.
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6.3.3 Direct communication

(See 10.8.3)

When direct communication is required to equipment in a 460-Network, permission from an
administrator or supervisor is required together with monitoring during the entire communication
period (see 6.3.5 and Annex A).

A direct connection between uncontrolled networks and a 460-Network is only permitted via a
460-Gateway or a 460-Wireless gateway. A VPN tunnel or equivalent secure connection is
estpbiished by the 460-Gateway or 460-Wireless gateway and only activated from withii the
46(-Network i.e. it is protected from activation remotely via an external network.

Segure connections other than VPN tunnels may be used provided that the secure connectipns
megt the same requirements as the VPN tunnel used for direct communication.

Onge the VPN tunnel is established, a node can use this tunnel for directccommunication with
an juncontrolled network. If this functionality is provided the equipment shall comply with 6.3.4.

46()-Nodes 460-Switches, 460-Forwarders, 460-Gateways or 460-Wireless gateways pre
pefmitted to use this direct connection for communication(cwith devices outside of a
460-Network, for example for access by maintenance personnely

NOTE 1 It is not permitted to access 450-Nodes from external networks, see 4.4.1.

It shall be possible to terminate the VPN tunnel of the*460-Gateway or 460 Wireless gateWay
at any time.

At the 460-Network side the endpoint of the-VPN tunnel is a 460-Gateway or a 460-Wirelgss
gateway. For the uncontrolled network side, the operator's manual shall describe howl to
estpblish a connection to the endpoint ofi\the VPN tunnel on that side.

Both endpoints of the VPN tunnel shall be successfully authenticated before the VPN tunndl is
estpblished.

ThtVPN tunnel shall provide'confidentiality and integrity for all traffic passing through the VIPN
tunpel using a secure encryption algorithm.

The¢ secure encryption algorithm is typically a combination of different asymmetric and
symmetric algorithms.

The¢ secure.encryption algorithm typically provides authorization, confidentiality, integrity and
contains a means to prevent messages being replayed.

No"l: o] = 1 £ I ' 1 HIN H Lol (a) Shall (OOl I 4+ ] [« rit
E2—Examples—of-such—secure—eneryption—ealgerithms—ineclude—Seeure—Shel(SSH—TFranspert—tayerSeedrity

AY

T
(TLS), and Internet Protocol Security (IPsec). Use of SSH v1, SSL v1.0, v2.0 and v3.0 and TLS v1.0 and v1.1
protocols are now discouraged.

The secure encryption algorithm shall use asymmetric and/or symmetric algorithms with a
security strength of at least 128 bits, for example:

e RSA, an asymmetric encryption algorithm, needs keys to be at least 3 072-bit key length
(384 Bytes) for 128 bits of security strength;

e AES, a symmetric encryption algorithm, needs keys to be at least 128-bits in length
(16 Bytes) for 128 bits of security strength.

Public keys may be delivered using a chain of trust. If private keys are involved, they need to
be exchanged in a secure manual way or using a combination of manual (e.g. by phone call)
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and message (e.g. by secured/encrypted email transfer). The manufacturer's documentation

shall describe the method.

6.3.4 Node requirements for direct communication

(See 10.5.2.5)

Node requirements for direct communication apply to 460-Node and network infrastruct
components.

ure

Eqliipment can exchange information with other equipment directly from uncontrolled netwo
only through a 460-Gateway bypassing the DMZ if it is required as described in 6.3.3.

Eqlipment using direct communication may need to use additional means to ensure sec
end-to-end communication between nodes at the two ends of the VPN tunnel, for,example

rks

ure
ise

of TLS protected communication, SSH protocol, a nested VPN tunnel, application level digfital

sighatures, application level encryption, etc. The manufacturer shall declare-which methods
provided.

Acgess to equipment from or via uncontrolled networks shall only,be granted after succes
usgr authentication.

Confidentiality and integrity shall be provided using cryptographic methods for sensit
infgrmation, including the exchange of authenticators durifg user authentication.

Multi-factor authentication shall be required faof)*any access by human users from
ungontrolled network to devices within the 460-Network. Where the means of remote acces

are

sful

ive

an
5 is

avgilable but not provided by the manufacturérthemselves, the manufacturer shall documient

and demonstrate a system providing access(to devices within the 460-Network which requi
multi-factor authentication for human users;

NOTE 1 Typically this involves shore-based service engineers remotely accessing systems on the 460-Network
the purposes of maintenance but can also-include connections from other networks on-board the ship.

Equipment may trigger a VPN tunnel to be established from a 460-Gateway or 460-Wirel
gateway.

When the ability to trigger a VPN tunnel on a 460-Gateway from equipment is provided,
follpbwing requiremehts shall be satisfied:

e |by manufacturing default, direct connection from an uncontrolled network shall be setto "
allowed™of™"inactive", such that operator action is necessary to initiate a direct connecti

e |the direct connection to equipment from an uncontrolled network shall only be activated

res

for

D
[7)]
(7]

e

the

not
on;

by

network and the 460-Network itself is already established within the 460-Gateway or

anr operator from the equipment; a precondition is that a VPN tunnel between uncontroued

he

460-Wireless gateway;

o the equipment shall have a permanent indication when direct connection with
uncontrolled network is activated;

NOTE 2 Examples of indication are mechanical position, lamp, display, etc.

e a caution (alert title = "Unct. connection”, alert description (optional) = "Connected
uncontrolled network") shall be generated, and the interface as described in 8.2.7 shall
used when a direct connection is activated;

e the caution may be replaced with a warning after a pre-defined time period.

an

to
be
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6.3.5 460-Gateway
6.3.5.1 General
(See 10.8.4)

The following are requirements for a 460-Gateway:

e by manufacturing default, direct connection from an uncontrolled network shall be set to "not
allowed";

o [firewall(s) shaft be provided which are configured with the combination of source_and
destination IP address, protocol and destination port number (see 6.3.2);

e |all connections between uncontrolled networks and a 460-Network shall be registered (ji.e.
all network traffic that does not match a set firewall rule shall be blocked by the firewall);

e |all connections from uncontrolled networks to a 460-Network, or from controlled netwarks
to a 460-Network shall satisfy external communication security requirements (see 6.3.3);

e |a 460-Gateway shall either indicate activated direct connection between 460-Networks Tnd

uncontrolled networks or generate a caution (alert title = "Unct. connection", alert description
(optional) = "Connected to uncontrolled network"); if providedy the caution shall use|an
interface as described in 8.2.7;

o |a 460-Gateway shall provide a list of all activated direct connections between 460-Netwarks
and uncontrolled networks; this list shall be recorded by the gateway or an external de\lice
including changes over the past 12 months; means to view the list shall be provided; at Ielast
the following information, if available, shall be recorded for each activated direct connectipn:
source |IP address, destination IP address, starfing time and end time of the connection,
protocol, and port number;

e |the direct connection with a 460-Node from:an uncontrolled network shall only be activated
by an operation on the installation site or¢the 460-Network side of the firewall; it shall nof be
possible to be activated from uncontrolled networks; means shall be provided to ensure that
the operation can only be performedswith permission from an administrator or supervisof;

e |all direct connection shall be terminated automatically after a pre-defined time period|no
longer than 4 h unless there isCuser intervention to extend the time;

e |all traffic for direct connection shall not be forwarded automatically after a pre-defined time
not exceeding 10 min of ho traffic on the connection.

6.3]5.2 Application'services

(Sge 10.8.5)

An [application'service may be built inside the same physical device as the 460-Gateway or may
be |in a separate device connected logically to the 460-Gateway. Application services are any
applications in the DMZ that provide more functionality than the file storage of DMZ (see
6.3]5¢3).

When not being used in the direct connection mode or as a file storage of DMZ, all
communication between uncontrolled networks and the 460-Network is provided by application
services.

An application service, for example, allows a common data access to be seen by the
uncontrolled networks and the 460-Network. Application services do not apply when the related
part of the data within the equipment is accessible only from the 460-Network. For example,
application services are not applicable to a web interface used to access the equipment which
is accessible only from the 460-Network.

If provided, application services shall provide an endpoint application-level authentication
mechanism, such as password, smartcard, digital signature, dongle, etc., of clients, from
uncontrolled networks, and provide cryptographic integrity protection. Confidentiality shall be
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ensured for information that is subject to read or write authorisation, e.g., sensitive/secret
information.

The following are requirements for a 460-Gateway providing one of more application services
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The following are requirements for a 460-Wireless gateway:

t are located at the DMZ:

no routing of packets is allowed from uncontrolled network to 460-network;

the 460-Network connection side shall comply with the following 460-Node requirements;

e 5.1 — Network traffic management requirements;

e 6.2.2.T = Denial of service proteciion;

e 6.2.3 - REDS;

e 6.2.4.1 — Device access control;

e 7.2 — Redundancy;

e 8.1.2 — Network Monitoring.

means shall be provided to protect from malware as appropriate to thex<computer platfor

5.3 Interoperable access to file storage of DMZ

e 10.8.6)

ans may be provided to download/upload files between.the DMZ and uncontrolled netwo|
an application service (see 6.3.5.2).

ans may be provided to download/upload files between the DMZ and controlled network
ess to the file storage within the DMZ is provided, then it shall implement a protocol s
SMB networking protocol (for example SambaZ2) or SFTP (Secure Shell (SSH) File Trans
tocol) to provide cryptographic integritycprotection and access control. Confidentiality s
ensured for information that is subject to read or write authorisation, e.g., sensitive/sed

ess controls to the files in the DMZ. If SMB networking protocol is implemented, versio
Il not be used due to security,¥Ulnerabilities.

6 460-Wireless gateway
e 10.9.2)

a wirelesS/gateway shall meet all the requirements of a 460-Gateway;

wireless access point (AP) functions shall not be allowed, i.e. a wireless gateway shall
operated only as a client;

rks
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rmation. Read or write authorization can be implemented using user authentication and
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traffic forwarding from the wireless network to 460-Netwaork shall not he allowed:

a corresponding SF or ONF as defined in IEC 61162-450 shall be provided;

all data exchanged through a wireless interface shall meet the encryption requirement of

6.3.3;

wireless connection shall be established only to registered Wireless AP(s) with

authentication.

Samba is the trademark of a product supplied by Samba Organization (www.samba.org). This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.
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6.4

Additional security issues

(See 10.6.3.5, 10.7.4.5, 10.8.7)

The following management functions are required for a 460-Switch, 460-Forwarder,
460-Gateway and 460-Wireless gateway:

the configuration shall be retained following a switch off or power failure and the equipment
shall return to the normal operation upon restoration of power;

when changes are made to the configuration, the previous configuration shall be stored by

The following network management functions are required:

the system management funciion; means shall be provided to revert o the previpus
configuration from the system management function (see 4.5.2);

installation instruction shall advise that physical access to 460-Switch, 460-Forwarder,
460-Gateway and 460-Wireless gateway shall be restricted.

NOTE 1 This list of network management functions is based on IACS UR E26 and IACS UR E27. When tHese
functions are supported, an IEC 61162-460 compliant equipment is assumed to bé compliant with IACS UR E26
and IACS UR E27.

use of firewalls for communication between secure networks, including protection frlom
excessive data flow and application of principle of "Least Functionality" (restrict/prohfibit
non-essential functions/ports/protocols/services) (see 3.4;.3.7, 6.3.2, 6.3.5.1 and 6.3.6)

NOTE 2 To support IACS UR E26, sections 4.2.1 and 4.2.2.

possibility to interrupt and abort remote mainten@ance (direct connections) at all times and
roll back to a previous safe configuration (see 6.575 and 6.5.2);

NOTE 3 To support IACS UR E26, section 4.2.6.3.2.

diagnostic functions, verification and testing of security functions (see 8.2.1, 8.2.2, 8.2.3,
8.2.4, 8.2.6 and 8.2.7);

NOTE 4 To support IACS UR E26, section 4.3.2.

backup and restore capabilityincluding roll-back to safe state to support Incident response
(see 6.5.2);

NOTE 5 To support IACS URIE26, sections 4.4 and 4.5.

network topology monitoring to support for asset inventory for HW and SW used in systems
and networks (s€€)8.2.4);

NOTE 6 To support IACS UR E26, section 4.1.1.
secure software development lifecycle (SSDLC) (see 6.6).

NOTE % ~To support IACS UR E27, section 5.

IM(

D \as specified for navigation and radiocommunication equipment and systems what to|do

in each case of inability to perform required functionality. These are understood as "fall back to
a condition in which a reasonable safe state can be achieved" and as required "fall-back
actions". The following are required for fallback to a minimal risk condition:

a)

b)

when applicable IMO Performance Standards exist, the equipment shall comply with the
applicable related technical standard which refer to applicable IMO Performance Standards;

when no applicable IMO Performance Standards exist, the operator's manual shall describe
effects of lack of input data and effects of inability of the equipment to continue its
functionality and any appropriate action the operator may take on such cases. Fall-back
actions may include:

1) bringing the system to a complete stop;
2) disengaging the system;
3) transferring control to another system or human operator;


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

6.5
6.5
(SHg

Thi
ma

NO]

exigting features can be amended or design mistakes — often known as bugs = can be fixed. The type appr

cert]
cert

NO]
any

Se

whilst bug fixes and new functionality are oftenlinportant in maintaining equipment. |
impgortant however to ensure that changes to seftware do not adversely impact the inten;ﬂed

fun

deployment.

If provided, software maintenance shallbe performed by any of the following methods:

Fa
res
ma
inv
(se

6.5

- 36 — IEC 61162-460:2024 © IEC 2024

4) setoutputs to a predetermined state if normal operation cannot be maintained as a result

of a cyber attack. The predetermined state could be:
e unpowered state (for example, dry contact);
e last-known value;
o fixed value;
e flagging the value as not available or invalid;
5) other compensating actions.

—Onboard-softwaremaintenance
1 General

e 10.6.3.6.1)

5 subclause, 6.5, applies during normal operation, during remote mainténance and
ntenance mode.

[E 1 Equipment can change in build standard during its life cycle. For example;yfew features can be ad

ficate is valid for an identified version of the product. Therefore, a new test ‘of compliance and resulting
ficate can be required when the software is changed.

[E 2 The local conformity assessment laws, for example within thé\Edropean Union, can require reportin
modification to the conformity assessment authority.

curity related updates to software are an importantpart of protecting a system against attg

ctionality of the equipment or its compliance to applicable regulations, prior to t

authorized persons local to the equipment, in maintenance mode;

the crew in normal operation; where semi-automated means are provided;

authorized persons remote from the equipment in maintenance mode for remote access|

ed,
pval
hew

p of

ck,
is

eir

ntenance mode ds\‘intended to be available only to personnel authorized by fhe
hufacturer.

ilities or procedures, either external or internal to the equipment, shall be provided |for
toring they'equipment to a known good state, for example to recover from corruption| or
waresinfection. This shall be described in the installation manual and may, for example,
blve\_restoration from a backup or replacing and re-configuring affected equipment
£6.5.2).

.2 Roll back to previous safe configuration

(See 10.6.3.6.2)

The equipment shall support roll back to a previous safe configuration. As a minimum, the roll
back shall be available at least for the manufacturer's working configuration.

Roll back procedures may include storing of the manufacturer's previous configuration (i.e.
software and setup) in another shipboard equipment or REDS. If this method is provided, the
operator's manual shall include instructions on how to execute the roll back procedure including
the storage of the manufacturer's previous configuration and shall include instructions for
storing the copy of the manufacturer's previous configuration for future use (for example, mark
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and store the used USB memory stick in a safe place from where it is available for the future
roll back). All data files or executables of this method including the manufacturer's previous
configuration shall be subject to source authentication and integrity check.

6.5.3 Software maintenance in maintenance mode

(See 10.6.3.6.3)

The installation manual shall describe the means available to update the software in
maintenance mode.

Thl manufacturer shall ensure that, where updates to software have the potential to impact the
int¢nded functionality of the equipment, the service documentation describes any limitations to
the| application of the updates.

6.5/ 4 Semi-automatic software maintenance by the crew onboard the vessel
6.54.1 General

Semi-automatic software maintenance may be provided by the equipment.

Semi-automatic software maintenance may be performed by authorised persons on board fthe
vedsel including members of the crew or other users authorised by the manufacturer.

This kind of software maintenance may be based /on*files classified as data files or|as
exgcutables. Such files are subject to source authefitication and integrity check.

The¢ software maintenance related files may arrive to a remote system (for example by post,
empil attachment) from which the files are required to be moved to the equipment (for example
by bsing REDS) or the software maintenance related files may arrive to be readily available|for
thelequipment (i.e. no additional manualtransfer of the files by the user is required, for examlple
though 460-Gateway).

6.5/4.2 Requirements
(Sqe 10.6.3.6.4)

The¢ operator's manualshall describe instructions for semi-automatic software maintenance

The files assoeciated with the semi-automatic software maintenance shall be soufce
authenticated’and integrity checked as applicable (see 6.2.5).

The¢ execution of a software update shall begin only after successful user authentication.

Ac
Semi-automatic software maintenance can be launched from the maintenance mode.

The equipment shall request and receive positive user confirmation prior to commencing the
software update.

Two steps are required before execution of an update, user authentication and obtaining
express permission to begin installing the update. Both of these steps may be performed at the
same time.

Where maintenance to software has the potential to impact the intended functionality of the
equipment, the impact and/or any limitations to the application(s) shall be indicated to the


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

- 38 - IEC 61162-460:2024 © IEC 2024

operator and the equipment shall request and receive positive user confirmation prior to
commencing the software update.

The user shall be notified if, once initiated, the software update fails to successfully complete.

After completion of the update, the authenticated user shall be able to roll back to the
manufacturer's previous configuration (see 6.5.2). This capability to roll back shall be possible
also after power off/power on sequence.

The_equipment may inform the user about a software update readily available or the user may
initjate the process of software update.

If provided, informing the user about a readily available software update:

a) |shall not obscure or prevent normal functionality of the equipment;

NOTE An indicator, small icon or small dialog can comply with above.
b) Imay provide the possibility to accept initiation of the procedure to update software;

c) |shall include the possibility to acknowledge the information ‘without initiation of the
procedure to update software.

d) |may include a repeated reminder, but this shall comply with-the above requirements from a)
to c);

6.5(5 Remote software maintenance

(Sqe 10.6.3.6.5)

Remote software maintenance happens remétely, for example through a 460-Gateway ($ee
6.3[3) or for example from another node conflected in the same segment of the 460-Network.

The¢ operator's manual shall describe instructions for remote software maintenance.

The¢ establishment of direct communication though a 460-Gateway may enable rempte
mohitoring of equipment but does not enable commencing of the remote software maintenanjce,
The¢ commencing of a remote software maintenance shall begin only after enabled | by
sudcessfully authenticated“user onboard.

Where maintenance _to software has the potential to impact the intended functionality of the
equipment, the impact and/or any limitations to the application(s) shall be indicated to the
opgrator and_the equipment shall request and receive positive user confirmation prior to
commencing.the software update.

The files jassociated with the remote software maintenance shall be source authenticated and
inthrity checked as applicable (see 6.2.5). T

The onboard user shall be notified, if once initiated, the remote software maintenance fails to
successfully complete (for example due to termination of remote connection, etc.).

The authenticated onboard user shall be able to terminate the remote software maintenance at
any time, this termination shall be available at the Human Machine Interface of the equipment
and may be available at the Human Machine Interface of an equipment related to the
communication path of the remote maintenance, for example 460-Gateway.

After completion, failure or termination of the remote software maintenance, the authenticated
onboard user shall be able to roll back to the previous configuration (see 6.5.2). This capability
to roll back shall be possible also after power off/power on sequence.
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6.6

Secure software lifecycle management

(See 10.6.3.7)

The requirements related to onboard software maintenance part are given in 6.5,

Where applicable, the documented evidence on the applied secure software lifecycle
management (e.g. software testing, version control, software/firmware upgrade procedures)
shall be included into the conformity assessment.

7.1

(S¢

71

A 'S

Redundancy requirements

General requirements

e 10.12.3.10)

1 General

ingle component failure (cable, 460-Switch, 460-Forwarder, 46Q0-Gateway or 460-Wirel

gateway) shall not affect the functionality of the critical nodes in 460-Network.

Do

NO7
(seé€

Wh

cumentation of system configuration shall identify which nodes are critical.

[E 1 Three kinds of failures are defined in IEC 62439-1: transient-failure, component failure, systematic fai
Annex B).

en a problem occurs in a 460-Network (detected by network monitoring), the recovery ti

from a failure event to the activation of a redundant method shall be no longer than 5 s.

NOT

[E 2 For systems that require shorter recoverytime than 5 s, refer to ISO 16425.

The¢ redundancy shall be provided by either interface redundancy (see 7.1.2) or deV

red
red

undancy (see 7.1.3). Figure 3~shows an example for network configuration with
undancy specified in this document.

Device and interface‘redundancy Device redundancy Interface redundancy

1"

PSS

lure

me

ice
the

71

Figure 3 — Example of redundancy

.2 Interface redundancy

Interface redundancy means that there is more than one IEC 61162-450 interface at the device
and interfaces are connected to at least two different 460-Switches.
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The equipment shall implement interface redundancy by either of the methods below.

7.1

De
sar

Data stream redundancy
The equipment with the data stream redundancy shall transmit and receive the same d

ata

from two interfaces. When equipment receives duplicated messages, the duplicated

message shall be processed at the network layer or above the transport layer.

NOTE 1 Processing can lead to use or no use of a message by the receiving equipment.

Link based redundancy

first mterface while the second mterface is in standby If the flrst mterface fa|Is the secq
interface shall take over within 5 s. The two interfaces can be configured with two separ
IP addresses or one common IP address.

NOTE 2 This technique is known as switch fault tolerance, backup bonding or dual homing., The inter
switching is managed by the operating system. The application layer regards both interfacesras.a single inter
and does not need to process duplicated messages. This enables the use of redundancy protoc€ols such as C
(common address redundancy protocol).

NOTE 3 The implementation of interface redundancy depends on the local area hetwork (LAN) topology.
3 Device redundancy

ice redundancy means that at least two devices with the same function are activated at
ne time.

bnd
ate

ace
ace
ARP

the

Eqlipment with device redundancy shall have a unique device identifier, i.e. TAG block and

SF
caf

7.2

(S¢

Ea
red

NOT

Do

7.3
(S¢

For

, and shall be connected to a different 460-Switeh. For additional safety, device redunda
be used with interface redundancy.
460-Node requirements
e 10.5.2.6)
th 460-Node defined as critical shall provide at least interface redundancy or dey

undancy.

E The manufacturer of the\460-Node defines the equipment as critical or not critical, see 7.7.

cumentation shall besprovided describing the redundancy capability.

460-Switch.requirements

e 10.5.276)

hcy

ice

critieal nodes the network architecture shall avoid single points of failure for network pallhs.

NOTE

If a 460-Switch is failing or a cable between 460-Switches is disconnected, the main network traffic resulting

from other 460-Switches in the 460-Network is rerouted to the 460-Node defined as critical either by a ring, a backup
interface, or any comparable architecture.

7.4

460-Forwarder requirements

If redundancy is provided, the redundancy requirements of a 460-Switch shall be applied.

7.5

460-Gateway and 460-Wireless gateway requirements

If redundancy is provided, the redundancy requirements of the 460-Switch shall be applied.
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7.6

Network monitoring function requirements

Network monitoring functions shall be redundantly available (see 8.2.6).

7.7

System design requirements

(See 10.12.3.10)

The system documentation shall include FMECA for its redundancy capability and criticality.

The system integrator of a 460-Network shall provide sufficient documentation showing that

46(

a failure in a cable, a 460-Switch, 460-Forwarder, 460-Gateway or 460—-Wireless gateway s

not
ide

8

8.1
8.1

The configuration of the 460-Network and the traffic information shall be reported and monito

as

8.1
(S

The required configuration information for<monitoring at a 460-Node is:

The information shallbe ‘provided by syslog (see IEC 61162-450) periodically each 30 min &

46(
sud
rep|

NOT
tor

-Network including all connected equipment fulfils the single component failure requiremsg
affect the functionality of the critical nodes in a 460-Network. The documentation s

ntify the critical nodes.

Network monitoring requirements

Network status monitoring

1 460-Network

Hescribed in 8.1.2 to 8.1.4.

2 460-Node
e 10.5.4)

the number of interfaces;
the list of all outbound TCP and UDP connections and their designed maximum traffic ra
the change of any outbound"TCP and UDP connections — add, delete or modify;

the list of all outboundTCP and UDP connections assigned to each interface.

-Node. Also, the.information shall be logged whenever changes in the configuration oc
h as addition of deletion of flows at nodes. The configuration information shall not
orted more,often than once per minute.

[E Perjodical sending facilitates that the configuration is recorded by the syslog even if the syslog was not
bceive and record at the time of configuration change.

the
bnt:
hall
nall

red

ta
cur
be

hble

Col

8.1

.3 460-Switch

(See 10.6.3.6)

The required configuration information for monitoring at a 460-Switch is:

the interface information (interface input and output link utilization);
the list of neighbour MAC address per interface;

the change of neighbour MAC address.
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The information shall be reported by a 460-Switch when it receives a SNMP query request
message (see 8.2.3 and 8.2.4). Also, whenever changes in the configuration occur, such as
changes of a neighbour MAC address, the changes shall be reported using SNMP-Traps and/or
syslog. The configuration information using syslog shall not be reported more often than once
per minute.

The required traffic information for monitoring at a 460-Switch is the interface input and output
link utilization, for example, in percent (average over 5 min).

The information shall be reported by a 460-Switch when it receives a SNMP query request
mefFsage (see 8.2.2). Also, whenever significant changes (traffic is more than predefined [iit,
for|example, in a 0 % to 100 % scale of network capacity) have been made, the changes-shall
be feported using SNMP-Traps and/or syslog. The traffic information using syslog shallhot| be
replorted more often than once every 3 s.

NOTE The SNMP responses sent by the 460-Switch to the network monitoring function do nét| directly cause [any
alerf but act as a statistical base for the network monitoring function to raise the alerts.

8.114 460-Forwarder
(Sqe 10.7.5)

The¢ 460-Forwarder, shall provide the configuration information_which is required for the switch
(sef 8.1.3) when it receives a SNMP query request messagé(see 8.2.3 and 8.2.4). If VLAN is
proyvided, current VLAN configuration information shall be\provided. Also, whenever changes
haye been made, the changes shall be reported dsing SNMP-Traps and/or syslog. The
corfiguration information using syslog shall not be reported more often than once per minufe.

The 460-Forwarder, shall provide the traffic flow' information which is required for the switch
(sep 8.1.3) together with the number of valid,input and output packets per interface (average
ovgr 5 min).

The¢ information shall be reported bywa 460-Forwarder in the same way as for a 460-Switch
(see 8.1.3).

8.2 Network monitoring-function
8.211 General
(Sde 10.11.1)

The network nonitoring function assists in maintaining the network operation by monitoring the
network lodd) redundancy and topology, detecting violations and generating alerts.

neEUT does not provide the network monitoring function, the installation documentation
i i ' ' nt

provides the network monitoring function.

The network monitoring function shall provide the functionality of the alert management and
shall provide human machine interface (HMI) to access the alert management function (see
8.2.7). The HMI of the network monitoring function may be provided on a Central Alert
Management HMI, or on the alert HMI of other equipment on the 460-Network.

If a local HMI is provided and the system is intended for installation on the bridge, the interface
for alerts (see 8.2.7) shall be provided. Compatibility for bridge installation shall be declared by
the manufacturer.

The network monitoring function shall keep a local timestamped recording of any device
management activities including adding of new devices, removing of existing devices and
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changes of details of existing devices in the setup of network topology monitoring including who
performed the management activity, for example the identifier of the authorized user. If these
recordings are sent over a network they shall be in encrypted form.

The network monitoring function shall keep a timestamped recording of events listed below
which are available on demand. The recording shall be capable of storing events for at least
the last 90 days or the last 10 000 events, whichever is smaller. At least the first 1 472 bytes of
the following events shall be stored in the recording:

a) any alert from the network monitoring function;

b) [any event or reports from 460-Swiiches or 460-Forwarders using SNMP and syslog.($ee
8.2.2,8.2.3 and 8.2.4).

NOTE This recording is different from the generic syslog recording storing all syslog messages (see 8.25).

The¢ recordings shall be capable of being displayed in a format suitable for viewing by users.
Anlexample is given in Figure 4.

Load average - by day Load averager-iby week
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Load
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m |oad 13,3 m 0 140m 469 m m Load 17,6 m 0 38,4 m 129
Last update: 2011-11-16 23:00:04 CET Last update: 2011-11-16 01:00:04 CET

IEC
Rigure 4 — Example of network status recording information

8.2|2 Nétwork load monitoring function

(Sqe 10.11.2)

The system documentation shall include an analysis for every switch and between switches,
forwarders and gateways of the maximum network load based on the manufacturer's
declarations of total maximum traffic rates for all flows the system generates to the 460-
Network.

The network monitoring function shall support all of the alternatives below to collect the
information from the 460-Switches and 460-Forwarders as specified in 8.1.3 and 8.1.4:
a) periodically every 30 s using SNMP query;

b) using a combination of SNMP-Trap method (i.e. by requesting RMON statistics) and periodic
SNMP query every 15 min;

c) using syslog method with reports not more often than once per minute.
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NOTE For each 460-Switch or 460-Forwarder one of the listed methods or a combination of the listed methods can
be used.

The network load monitoring function shall generate the following alerts.

e Caution: Alert title "Network load", Alert description (optional) "Network traffic capacity may
be exceeded" — when the observed network load has exceeded the 90 % limit of physical
capacity of any port in a 460-Switch or a 460-Forwarder for a period of 30 s more often than
3 times within a period of 10 min. A lower percentage threshold may be used where
equipment performance is adversely impacted at lower network traffic levels;

e Warning: Alert title "Network load", Alert description (optional) "Network traffic capacity
exceeded" — when the observed network load has exceeded the 90 % limit of physjcal
capacity of any port in a 460-Switch or a 460-Forwarder for a period of 30 s more often than
10 times within a period of 10 min. A lower percentage threshold may be used" whgre
equipment performance is adversely impacted at lower network traffic levels.

8.213 Redundancy monitoring function

(Sge 10.11.3)

Reflundancy monitoring is mandatory for redundantly available critical’lnodes and it is optignal
for|redundantly available non-critical nodes.

The¢ system documentation shall include a list of data sourceés,which are redundantly available
either by interface redundancy (see 7.1.2) or device redundancy (see 7.1.3) and included into
the| redundancy monitoring function. For interface redundancy, the list shall contain the MAC
address, interface number and interface available inca,460-Switch. For device redundancy, the
list|shall contain the MAC address of each redundantly available device.

The¢ network monitoring function shall support all of the alternatives below to collect the
infgrmation from the 460-Switches and 460-Forwarders as specified in 8.1.3 and 8.1.4:
a) |periodically every 30 s using SNMP> query;

b) |using a combination of SNMP-Trap method (i.e. by requesting RMON change notifications)
and periodic SNMP query evéty 15 min;

c) |using syslog method with.feports not more often than once per minute.

NOTE 1 For each 460-Switch or 460-Forwarder one of the listed methods or a combination of the listed methods
can|be used.

Where available, theist shall include the following information:

e |name of data source: maximum 8 character string;

e |two or'mere MAC addresses, interface number and interface available alternatives for each
reduhdant network address from which this data is available.

NOTE 2" _Some of the means for providing redundancy cannot provide this information, e.g. a common MAC addfess
being used by independent Ethernet interfaces or on ONF devices.

When less than two MAC addresses, or one MAC address with less than two interfaces available
for the source of data, have been lost for a period of 2 min, the network redundancy monitoring
function shall generate the following alert:

Alert priority: Caution

Alert title: Net redundancy

Alert description (optional): Network redundancy lost for xxxx.

Where xxxx is the name of the data source.


https://iecnorm.com/api/?name=011df5282e9a46e5a3c2085be248e264

IEC 61162-460:2024 © IEC 2024 - 45—

8.2

4 Network topology monitoring function

(See 10.11.4)

8.2

4.1 Topology monitoring

NOTE 1 This topology monitoring performs dynamic asset monitoring for the content of the asset inventory
described in IACS UR E26. This can be useful for maintaining the asset inventory.

System documentation shall include the list of accepted devices for a 460-Network with their
MAC addresses. For accepted devices in a secure area, the list may include "not applicable"

ins
(se
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46(

a)
b)

c)

NO]
can

Wh
the

€ad of the address IT the device has been selected for disabling the authorisagion
e 6.2.4.2).
ntaining the network topology requires network topology monitoring and generating alerts

ed on detected additional devices not available in the list of accepted devices. [IFhe netwprk
hitoring function shall support all of the alternatives below to collect information from the
-Switches and 460-Forwarders as specified in 8.1.3 and 8.1.4:
periodically every 30 min using SNMP query;

using a combination of SNMP-Trap method (i.e. by requesting RMON change notifications)
and periodic SNMP query every 2 h;

using syslog method with reports not more often than once _per minute.

[E 2 For each 460-Switch or 460-Forwarder one of the listed methods or a combination of the listed metHods
be used.

en a MAC address which is not included in the list.of accepted devices has been found fiom
SNMP requests, the network topology monitaring function shall generate the following algrt.
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rt priority: Caution
rt title: New dev.detected
rt description (optional): New devicg,is detected in the network.

4.2 SFI collision monitoring

he construction of a 460-Network of a ship, the assignment of SFI (system function ID) may
clearly defined. However) as the equipment of the ship is amended, replaced, repaired and
viced, the assignment of SFIs may not be as clear.

ntaining uniqueness of SFls requires SFI collision monitoring and generating alerts based
detected collision between multiple instances of equal SFls. The SFI collision monitoring is
ed on SRPR-sentences sent by 450-Nodes and 460-Nodes (see |IEC 61162-450). The BFI
ision monitoring assists service organizations to maintain the uniqueness of SFls as well as
rm th€ users if something is wrong in the setup configuration of their system in use.

The B lowi I v to SEL collici toring:

a)

b)

c)

SFI collision monitoring shall maintain an SFI Table based on all fields available in the
received SRP sentences. A new combination of fields of SRP-sentence shall cause a new
entry to the SFI Table;

SFI collision monitoring shall provide a possibility to view the content of the SFI Table. The
view shall indicate at least SFI collisions and redundantly available SFls. The view may be
available internally in the equipment in which the SFI collision monitoring is implemented or
may be available in other equipment for which the SFI collision monitoring provides the
required information;

SFI collision monitoring may provide reset of the SFI Table at boot up of SFI collision
monitoring and shall provide reset of the SFI Table on demand. The entries of state
"detected SFI collision" or "potential SFI collision" shall be removed at the reset of SFlI
Table;
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d) based on the SFI Table, non-colliding SFI can be identified. Multiple entries with the same
MAC address but with different SFls are not defined as a collision of SFI. Similarly multiple
entries with the same IP address but with different SFls are not defined as a collision of SFI;

e) based on the SFI Table, redundantly available SFls can be identified from differences in the
"Instance number" fields of SRP sentences. Redundantly available SFIs do not cause
collision of SFls;

f) based on the SFI Table, a potential SFI collision or SFI collision is detected when all
conditions below are met:

— identical SFls are present in multiple SRP sentences; and

— "Instance number" field of at least one of the SRP sentences contains a null or two\SRP
sentences contain equal values; and

— there are either differences in the "MAC address" field or differences in the "IP.addrefss
field of SRP sentences.

When a potential SFI collision is detected, the SFI collision monitoring function;

g) |shall set the related SFI entries in the SFI Table to the state of "potential SFI collision";

h) |shall send an SRP-sentence with all fields being null fields (i.e. request to refresh SRP| by
equipment connected to network) and TAG block with parameter-code "d:" set to the value
of the related SFI;

i) |shall wait for response SRP sentences from equipment gonnected to network for a timeput
period determined by the manufacturer, for example 10°s;

j) |if the received SRP sentences do not indicate SF| eollision (see criteria for detection in
bullet f); the network monitoring function shall update the SFI Table from the received SRP
sentences related to the potential SFI collisioniand shall remove the state of "potential 5Fl
collision" from the related SFls in the SFI Table;

k) |SFI Table entries may be deleted from the SFI Table if they are not updated after an SRP
request and timeout, see bullets h) andd);

I) [if received SRP sentences indicate-an SFI collision, the network monitoring function shall
set the related SFlIs in the SFIl Table to the state of "detected SFI collision" and shall
generate the following alert.

Alert priority: Caution

Alert title: SFI collision

Alert description (optional): SFI ccxxxx collision in the network.
Where ccxxxx is(the identifier string of the SFI.

NOTE SFI collisionnmonitoring function as source can aggregate or group multiple instances of Cautions.

The SFI coffision related caution shall remain as long as the SFl related entry in the SFI Table
is ip state-‘detected SFI collision".

The¢ SFI collision_monitoring may periodically, for example every 60 s, check if an already
detected state "detected SFI collision" is still valid. This is performed:

e by sending an SRP-sentence with all fields being null fields and TAG block with parameter-
code "d:" set to the value of the SFI set as "SFI collision detected" in the SFI Table;

o if received SRP sentences do not indicate SFI collision (see criteria for detection in bullet
f), update SFI Table from the received SRP sentences related to the detected SFI collision
and remove the state of "detected SFI conflict" from the related SFI in the SFI Table.

Where an SFI entry exists in the SFI table and an SRP sentence has not been received for this
SFI entry for some time, the SFI collision monitoring function may mark the SFI state entry as
"stale" and send one or more SRP sentences with all fields being null fields and TAG block with
parameter-code "d:" set to the value of the SFI. Stale entries in the SFI table may be periodically
removed after a period determined by the manufacturer. This method may avoid the need for
the SFI table to be manually reset.
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Example 1

There are 2 entries in collision in the SFI Table:

SFI Instance IP MAC
number
GPO0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32

A service engineer reconfigures the second device to use a different SFI GP0002. After reconfiguration the second

dev

Whi

The| SFI collision monitoring function may request a SRP sentence refresh frem connected equipment by sendi
SRR sentence with all fields being null fields and TAG block with parameter-code "d:" set as GP0001. Within
timgout there is only one SRP response:

Whi

ch means that SFI collision monitoring function can rémove the non-responded SFI entry for GP0001. This rg
an $FI Table
GP0001 1 1924168.0.12 A7-98-12-0C-28-31
GP0002 1 192.168.0.13 A7-98-12-0C-28-32

Exa

The

be requested by separate SRP sentences or combined into one SRP sentence using TAG block parameter-code

Twd separate SRP

A si

8.2

ce sent SRP with SFI set to GP0002:

GP0002 1 192.168.0.13 A7-98-12-0C-28-32

Ch result an SFI Table
GP0001 1 192.168.0.12 A7-98-12-0C-28-31
GP0001 1 192.168.0.13 A7-98-12-0C-28-32
GP0002 1 192.168.0.13 A7-98-12-0C£28-32

GP0001 1 192.168.0.12 A7-98-12-0C-28-31

mple 2

SF1 collision monitoring function may detect multiple potential SFI collisions. Each potential SFI collision

SRP sent to /diGP0001*hh/
SRP sent(to)/d:EI0001*hh/

hgle combined SRP

ga
the

sult

may
g

BRP sent to /d.:GP0004 d-EI0QQ1*hh/

.5 Syslog recording function

(See 10.11.5)

The network monitoring function shall act as receiver and recorder of the syslog messages.

The network monitoring function shall provide recording and viewing of the syslog information
which the 450-Nodes, 460-Nodes, 460-Switches, 460-Forwarders, 460-Gateways and 460-
Wireless gateways have provided.

The syslog shall be capable of storing messages for at least the last 90 days or last 20 000

me

ssages, whichever is smaller.
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8.2.6 Redundancy of network monitoring function

(See 10.12.7.3)

The network monitoring function shall be redundantly available using device redundancy. It
shall be available at least in two devices out of the following list:

e 460-Node;

o 460-Gateway;
o 460-Switch

8.217 Alert management
8.217.1 Alerts and indication

(Sqe 10.11.6.1)

Whlere the physical local HMI is provided, alerts and indications shall comply with fthe
preisentation requirements specified in IEC 62923-1.

NOTE An equipment will not necessarily provide a local HMI for its own alerts.(n,such case there is an arrangement
to cpmmunicate with another piece of equipment, for example CAM of BAM, which provides the HMI service for these
alerts (see IEC 62923-1 for systems failures, redundancies, back-up and faltback arrangements).

Talble 2 is a summary of all alerts defined in this document:

Table 2 — Summary of alert of'network monitoring

Source Purpose Alarm Warn. Caut. | Categ. A | Categ. B | Unique identiffer
at alert sourde

Direct connection to

46(Q-Node uncontrolled network as X X 3159
a caution (see 6.3.4)
Direct connection to

46(0-Node uncontrolled network as X X 3158
a warning (see 6.3.4)
Connected to

46(-Gateway uncontrolled network X X 3163
(see 6.3.5:1)

Network NetworK-traffic capacity

mohitoring may be’ exceeded X X 3166

funjction (see 8.2.2)

Network Network traffic capacity

mohitoring exceeded X X 3168

function (see 8.2.2)

Network Network redundancy lost

monitoring for xxxx X X 3173

function (see 8.2.3)

Network New device is detected

monitoring in the network X X 3126

function (see 8.2.4)

Network SFI conflict detected

monitoring X X 3129

function (see 8.2.4)
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8.2

7.2 Alert management interface

(See 10.11.6.2)

A bi-directional interface facilitates communication so that alerts can be transferred to external
systems and audible alarms (if provided) can be muted or acknowledged from external systems.

The alert management interface, if provided, shall be compliant with the sentences of Annex E
and comply with the communication requirements of IEC 62923-1 and IEC 62923-2. In the BAM
concept, the network components act as alert sources.

A

€

8.2
(S¢

An

rt management requires:

classification of alerts;

presentation of the alerts;

reporting of alerts;

handling of unacknowledged warnings;

functionality of remote acknowledge and remote silencing.
7.3 Unacknowledged warnings

e 10.11.6.3)

unacknowledged warning shall be:

repeated as a warning after a limited time period not exceeding 5 min; or
changed to alarm priority after a limited time-period not exceeding 5 min; or

changed to alarm priority after a user s€lectable time not more than 5 min.

The¢ default time for the user selected period shall be 5 min.

NOT

8.2
(S¢

Re

Re
poq

E If many devices have short escalation periods, it makes the bridge's CAM-HMI difficult to use.
7.4 Remote acknowledgments and silencing of alerts

e 10.11.6.4)
mote acknowledgement shall only be possible for category B alerts.

mote silencing of the relevant audible alarms of the network monitoring function shall
sible atlany time if provided.

9

| Controlled network requirements

(See 10.10)

be

A controlled network is any network that has been designed to operate such that security risks
to any of its connected network nodes have been minimized. This shall, as a minimum, satisfy

the

following requirements in normal operation:

the controlled network, any associated infrastructure and the environment in which it is
installed shall physically and/or logically prevent unauthorized devices from making

connections to the controlled network through physical or wireless interfaces;

network nodes shall not allow unauthorised users direct access to operating systems or

functions that can be used to insert non-authorised traffic into the network;
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the nodes and infrastructure components in a controlled network shall provide means to

prevent the transfer or execution of potentially malicious content from REDS, see 6.2.3.

Most controlled networks would also include provisions for hindering unauthorised reading of
data in the network, hindering changes in network topology, etc. However, such provisions are

not

required for the controlled networks connected to the 460-Network.

The system integrator shall provide documented evidence that these requirements are met.

10

10.

The¢ equipment under test (EUT) may be an individual network/system component-as define
thig document or a system based on this document.

10.

of

NOTE A laboratory test bed is typically chosen for individual network/system components. A full system installg
in the test facility is more appropriate for complex systems. Alternatively, they can be tested on-board as well.

An

A simulator arrangement with all or a subset of the<following characteristics is required:

ThI test site may be either a laboratory test bed or an installation in(a,tést facility or on-bo

Methods. of testi | required |

1 Subject of tests

2 Test site

vessel depending on the manufacturer's choice.

etwork protocol analyser is required (for example Wireshark3).

capable of transmitting and receiving IEC 61162-450-compliant data and data not compli
with IEC 61162-450;

capable of generating invalid data;

capable of supporting the Ethernet interface appropriate to the EUT;

capable of providing SNMP and syslog client-server data;

capable of monitoring network configuration and status information over SNMP;
capable of monitoring network configuration and status information over syslog;

capable of providing ICMP packets;

and data neti'compliant with IEC 61162-450 (for example TCP/IP, UDP/IP, multicast
broadcast);

capable of providing IEC 61162-450-compliant data with priority as specified in Table 1

capable of providing network load from 0 % to 100 % using IEC 61162-450 compliant drta

i in

ard

tion

ant

nd

, if

and subnets.

INs

A simulator arrangement for security testing with the following characteristics is also required:

Gu

capable of providing client-server connection;

capable of providing DoS attack packet generation.

idance on testing is given in Annex C.

3 Wireshark is the trademark of a product supplied by the Wireshark organization (www.wireshark.org). This

information is given for the convenience of users of this document and does not constitute an endorsemen

t by

IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.
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10.3 General requirements

(See 4.3.1)

Confirm compliance of each 460-Network component with the general requirements for
shipboard navigation radiocommunication equipment in accordance with IEC 60945.

Confirm compliance of each 460-Network component with general requirements in accordance
with Clauses 4 and 5 of IEC 61162-450:2023 as far as applicable.

Conpfirm by inspection of the manufacturer's documentation that a list of all applicable MAC
addresses is provided for the 460-Network.

Tegt data or test reports from tests previously conducted in accordance with the referenced IEC
stapdards may allow compliance to be verified by inspection of the test documents”

Us¢ manufacture's documentation to identify equipment or network connection points which ¢an
be |disconnected manually or automatically in order to isolate the 460"Network from other
networks or network segments (see 4.6) and confirm by observation thatsuch points are clearly
marlked.

10.4 450-Node
(Sde 4.4.1)

Confirm by analytic evaluation that no connectionnto external networks or REDS can|be
estpblished in normal operation.

Confirm by analytical evaluation that syslog.is implemented as defined in IEC 61162-450. Use
multicast addresses and port numbers (either using multicast 239.192.0.254 port 514 or UDP
unifast)

Confirm by inspection of the manufacturer's documentation that the data output from a nod¢ is
dog¢umented as described in 6:2.2.1.

If QNF services are provided, confirm by inspection of the manufacturer's documentation that
thely include necessary'\protocol parameters, for instance for IP addresses and port number

4

10.5 460-Node
10.5.1 Network traffic management

(Sde 5.4)

C £ o | N 1 1 i £ -l o al +=l 4 44 A0 Nl al al 4 t
onTm Uy difartytcarTvarudatiuim U uouLuiimeTnicUu—TvVIUTITIUT UTat T 7 U U=INUUT UUTS TTUT UTT e

non IEC 61162-450 compliant traffic.

NOTE Most of the use cases for traffic can be described as ONF, in which case they are IEC 61162-450 compliant
traffic. Clear non-compliant cases are typically based on using reserved |IP-addresses or port numbers for other
purposes than allowed in the IEC 61162-450, for example a video service broadcasting in 239.192.0.1.

Refer to the manufacturer's documentation and confirm by inspection of documented evidence
that the maximum transmission rate for all supported services is specified and confirm by
analytical evaluation of documented evidence that all IEC 61162-450 compliant data meet their
maximum transmission rate.

Confirm by analytical evaluation that a device meets its equipment performance requirements
with a loss rate of packets up to 0,1 % for a time period of 10 min.
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Confirm by inspection of documented evidence that the manufacturer has specified device
behaviour when the maximum input data rate has been exceeded.

Confirm by inspection of documented evidence of the 460-Node that it discards all other
received data except data it supports.

If provided, refer to the manufacturer's documentation and confirm by inspection of documented
evidence that the maximum transmission rate for all supported VLAN services is specified and
confirm by analytical evaluation of documented evidence that in total all IEC 61162-450
compliant data in each VLAN does not exceed the defined maximum transmission rate.

If VLAN is provided, confirm by inspection of documented evidence that the 460-Node supports
VLAN IEEE 802.1Q.

10.5.2 Security
10.5.2.1 Security in general
(Sqe 6.2.1)

Conpfirm by inspection of the manufacturer's documentation that,the EUT does not use any
wirgless LAN interface or Wireless AP functions.

Copfirm by analytical evaluation that there is no VLAN Aunnelling protocol in use if VLAN is
provided.

10.5.2.2 Denial of service behaviour

(Sde 6.2.2.1)

Confirm by inspection of the manufacturer's documentation that the maximum operational input
bandwidth is declared by the manufacturer.

Use¢ simulation arrangements (to” create traffics up to maximum that is declared by the
mapufacturer. Confirm by observation that the EUT meets its performance requirements.

Us¢ simulation arrangements to create traffics of 200 % of the maximum that is declared by fthe
mahufacturer, but netover 90 % of the maximum available for the network interface, for a perjiod
of at least 10 min{ Confirm by analytical evaluation that the functionality not dependent of the
incpming traffic 0f the 460-Node is available as described by the manufacturer's documentatipn.

Usé simulation arrangements to create traffics of 200 % of the maximum that is declared by fhe
mahufacturer, but not over 90 % of the maximum available for the network interface. for a peri
of gt feast 10 min. After 10 min, return to the 100 % traffic. Confirm by analytical evaluation

thel480-Node behaves-during-and erthe chanae in ) 1s de bed-b he-manufa

Confirm by inspection of the manufacturer's documentation that the maximum operational
output bandwidth is declared by the manufacturer.

Confirm by analytical evaluation of the documented evidence or confirm by analytical evaluation
of the EUT itself that the EUT does not exceed the declared maximum operational output
bandwidth.

10.5.2.3 Security for REDS
(See 6.2.3)
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10.5.2.3.1 Physical protection

Where physical protection is provided, refer to the manufacturer's documentation and confirm
by inspection of the documented evidence that the number of connection points for REDS are
limited to the minimum required for the operation of the system and its lifetime maintenance
and support.

For all other connection points, either:

e confirm by observation that they are physically blocked from easy access without a tool or

l(n\]/, or-that fhny can be used for r‘harging nnI\J/; or

e |confirm by inspection of the manufacturer's documentation that there is an instruction.in the
manufacturer's installation manual that the equipment shall only be installed in—a-closed
console or cabinet requiring additional tools or keys to open and that there is.anoticq of
cyber security risk if not installed as described by the manufacturer.

10.5.2.3.2 Operational protection

Whlere operational protection is provided, for USB connection points, .use the manufacturer's
dogdumentation and confirm by analytical evaluation that the EUT refuses to perform any other
funictionality than that specified in the manufacturer's documentation:

Refer to manufacturer's documentation and confirm by inspection that a declaration is included
abgut which alternative of operational protection for each removable interface is provided.

If itlis possible for a REDS technology to have functionality other than data storage (for exampple
from keyboard to data storage), then attach one by'one an example of such a non-data storage
device to the connection point and confirm by analytical evaluation that the EUT only perfoims
funictions specified in the manufacturer's documentation.

infermation is available as to how thevinterface is limited to its intended functionality and
protected against misuse for any removable device which cannot practically be restricted usjing
the| options listed in 6.2.3.

If applicable, refer to the manufacturer's documentation and confirm by inspection }wat

10.5.2.4 Access control. to-configuration setup

(Sde 6.2.4.1)

Confirm by inspection of the manufacturer's documentation that the access to make changes in
the| configurationrof the EUT is subject to user authentication.

Confirm by analytical evaluation that the user authentication before changing device settings is
baged oh;an at least 8-character long password, RSA keys, or another appropriate method.

Confirm by inspection of the manufacturer's documentation that the operator' s manual includes
guidance on the use of strong passwords, if appropriate.

10.5.2.5 Direct access to uncontrolled network

(See 6.3.4)

The following tests are applicable if the 460-Node or network infrastructure component provides
direct connection for exchange of information with other equipment connected to an
uncontrolled network.

If additional means to secure end-to-end communication between different equipment
communicating via the VPN tunnel are provided, confirm by inspection of the manufacturer's
documentation that such means are described.
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Confirm by observation that access from or via uncontrolled networks into the equipment is only
granted after successful user authentication.

Confirm by analytic evaluation that cryptographic methods are used to protect confidentiality of
sensitive information.

Confirm by inspection of the documented evidence that multi-factor authentication is required
for any access by human users from an uncontrolled network to devices within the 460-Network.

Confirm by analytical evaluation that the manufacturing default settings of the EUT enable no
dirgct connections with uncontrolled networks.

Forl each configured direct data exchange, confirm by analytical evaluation that as precondition
for [activation the direct connection the VPN has been established from a 460-Gateway or from
a 460-Wireless gateway and that only the operator can activate the direct conngction.

Forl each direct data exchange, confirm by observation that:

o |[there is a permanent indication when direct connection is active;
e |a caution is created when the direct connection is activated,;

e |the caution is removed after closing of the direct connectian.
10.5.2.6 Executable and non-executable file security

(Sqe 6.2.5)

Us¢ an executable in an EDS source that, when-used in an unrestricted computer, would calise
an putomatic action.

e [For REDS, one by one, attach a device to the connection points for REDS, which pre
accessible by the operator withoutgsing a tool or key, or insert a media into the REDS (disc
drives, etc.) and confirm by observation that the executable file is not automatically
executed.

e |For network sources, if applicable, make executables available in the network source which
is available to the EUTand confirm by observation that the executable file is |hot
automatically executed.

If the EUT provides manual execution of any type of files from EDS, confirm by analyt{cal
evdluation that manual execution is only possible for files which have past source authenticafion
and integrity check, for example by digital signatures or special keys.

If the EUT.-provides the possibility to boot and run from EDS in the event of catastrophic
equipment failure, confirm by analytical evaluation that this is possible only for cryptographically
authénticated executables.

If the EUT provides execution of executables during normal operation, use the list of such
executables provided by the manufacturer and confirm by observation that either there is no
recognizable effect on normal operation or that the EUT requested confirmation from the user
to execute an executable.

Confirm by analytical evaluation that the equipment validates the syntax, length and content of
any non-executable input data that is received from EDS sources.

Confirm by analytical evaluation that the equipment employs cryptographic integrity protection
to recognize changes to information from EDS.
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