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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
Il national electrotechnical committees (IEC National Committees). The object Gof “IEC is to profnote
hternational co-operation on all questions concerning standardization in the electrical’and electronic fieldd. To
his end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
echnical Reports, Publicly Available Specifications (PAS) and Guides (h€reafter referred to as [IEC
Publication(s)"). Their preparation is entrusted to technical committees; any [EC*National Committee interIted

ot —: o

in the subject dealt with may participate in this preparatory work(~International, governmental |and
non-governmental organizations liaising with the IEC also participatein this preparation. IEC collaborates
losely with the International Organization for Standardization (ISO) if,aecordance with conditions determfined
by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
onsensus of opinion on the relevant subjects since each_technical committee has representation from all
interested IEC National Committees.

3) [EC Publications have the form of recommendations for international use and are accepted by IEC Natjonal
Committees in that sense. While all reasonable efforis,'are made to ensure that the technical content of|IEC
fPublications is accurate, IEC cannot be held responsible for the way in which they are used or for|any
hisinterpretation by any end user.

IIh order to promote international uniformity, E€ National Committees undertake to apply IEC Publicafions
fransparently to the maximum extent possible in their national and regional publications. Any divergénce
hetween any IEC Publication and the corresponding national or regional publication shall be clearly indicatgd in
the latter.

5) [EC itself does not provide any attestation of conformity. Independent certification bodies provide confoimity
gssessment services and, in somelareas, access to IEC marks of conformity. IEC is not responsible for|any
gervices carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) WMo liability shall attachsto,1EC or its directors, employees, servants or agents including individual experts|and
members of its technical ' committees and IEC National Committees for any personal injury, property damade or
ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)|and
¢xpenses arising, out of the publication, use of, or reliance upon, this IEC Publication or any other|IEC
FPublications,

8) Attention_is drawn to the Normative references cited in this publication. Use of the referenced publicatiofs is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subjeft of
pateot rights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:
a) network traffic filtering based on IGMP snooping added;
b) |hetwork traffic balancing added;
c) |new encapsulation of IEC 61162-3 PGNs added;
d) hew alternative for binary file transfer added: TCP/IP based on Annex H| of
IEC 62388:2007 on radars;
e) lgeneral authentication tag "a:" added to support managing of cyber security risk.
Thqg text of this International Standard is based on the following documents:
FDIS Report on voting
80/880/FDIS 80/885/RYD
Full information on the voting for the approval of this International Standard can be found in
the|report on voting indicated in the above table.
Thi$ document has been drafted in accordance with'the ISO/IEC Directives, Part 2.
A list of all parts in the IEC 61162 sgries, published under the general title Mariffjme
navigation and radiocommunication equipment and systems -Digital interfaces, can be folund
on the IEC website.
Thg committee has decided that the contents of this document will remain unchanged until|the
stability date indicated on the IE€ website under "http://webstore.iec.ch" in the data related to
the|specific document. At this date, the document will be
e [reconfirmed,
e |withdrawn,
e [replaced by avrevised edition, or
e [@amended.
IMBORTANT - The “colour inside” logo on the cover page of this publication indicgtes
that it contains colours which are considered to be useful for the correct understanding

of its contents. Users should therefore print this publication using a colour printer.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 |Scope

Thig part of IEC 61162 specifies interface requirements and methods of test for high speped
conpmunication between shipboard navigation and radiocommunication equipment as wel| as
betyveen such systems and other ship systems that need to communicate withinavigation pnd
radlo-communication equipment. This document is based on the application-of an approprjate
suite of existing international standards to provide a framework for implementing data trangfer
betyveen devices on a shipboard Ethernet network.

e

LB

st
=a

This document specifies an Ethernet based bus type’ network where any listener—may fan
recgive messages from any sender with the following.properties.

e [This document includes provisions for muilticast distribution of information formaijted
according to IEC 61162-1, for example pesition fixes and other measurements, as wel| as
provisions for transmission of general data blocks (binary-image file), for example betwgen
radar and VDR, and also includes)\provisions for multicast distribution of informalion
formatted according to IEC 611628 for example position fixes and other measurementg.

e [This document is limited to pratocols for equipment (network nodes) connected to a single
Ethernet network consisting only of OSI level one or two devices and cables (Network
infrastructure).

e [This document provides requirements only for equipment interfaces. By specifying
protocols for transmission of IEC 61162-1 sentences, IEC 61162-3 PGN messages pnd
general binary-imrage file data, these requirements will guarantee interoperability betwgen
equipment implementing this document as well as a certain level of safe behaviour of|the
equipment itself.

e [This document permits equipment using other protocols than those specified in this
document to share a network infrastructure, provided that it is supplied with interfaces
which)satisfy the requirements described for ONF-{see4-6).

e |Thi$ document includes provisions for filtering of the network traffic in order to limitlthe
amount of traffic to manageable level for each individual equipment.

This document does not contain any system requirements other than the ones that can be

inferred from the sum of individual equipment requirements.—Thus,—to—ascertain—system

IEC 61162-460, further addresses system requirements.
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Normative references

018

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)

IEQ 60945, Maritime navigation and radiocommunication equipment and systems — Gen
Requirements — Methods of testing and required test results

bral

IEQ 61162-1:2016, Maritime navigation and radiocommunication equipment and'“systems —

Digftal interfaces — Part 1: Single talker and multiple listeners

IEQ 61162-3:2008, Maritime navigation and radiocommunication equipmeht and system
Digftal interfaces — Part 3: Serial data instrument network

IEE
el

IEE[E Std 802.3-2015, IEEE Standard for Ethernet
ISQC RFC 768, User Datagram Protocol, Standard-STID0006
ISQC RFC 791, Internet Protocol (IP), Standafd.STD0005 (and updates)

ISQC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updatg

RF

ISQC RFC 826, An ethernet Address Resolution Protocol

ISQC RFC 1112, Host Extensions for IP Multicasting, Standard STD0005 (and updat
(indlude IGMP versiofdy

ISQC RFC 1918%Address Allocation for Private Internets, Best Current Practice BCP0005
ISQC RFC 2236, Internet Group Management Protocol, Version 2

ISQCRFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and |

C 793:1981, Transmission ContrehProtocol (TCP)

:S)

D
(%]
~—

He

ol
ucTro

ISOC RFC 3376, Internet Group Management Protocol, Version 3

ISOC RFC 5000, Internet Official Protocol Standards, Standard 0001

ISOC RFC 5227, IPv4 Address Conflict Detection

ISOC RFC 5424, The Syslog Protocol

NM

EA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00
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NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later
updates can be tracked at http://www.rfc-editor.org/rfcsearch.html.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
ASCII
printable 7 bit character encoded in one byte

3.2
binpry-image file
data block without formatting known to this protocol, i.e., non IEC 61162-1 formatted data,
thaf can be transmitted with the protocol defined in 7.3 orin 7.5

Notgq 1 to entry: The term "binary-image file" is used to differentiate the general data transfer’protocol (which [may
or may not be in ordinary text format) from the transmission of sentences that is always in % bit ASCII format.

3.3
byte
gropp of 8 bits treated as one unit

Notg 1 to entry: This corresponds to what is also sometimes called an.octet.

3.4
command-response pair
CRP
meg$sages exchanged between parties that synchronize state changes on both sides through
the|exchange

Notgq 1 to entry: CRP are defined in Annex A.

Notq 2 to entry: Both the command and theireply message may also be used as a sensor broadcast message in
somg cases. Thus, the implementation of(the semantics of the message exchange is somewhat different between
different users of the exchange.

3.5
datpgram
atopmic UDP transmission unit on the Ethernet as defined in ISOC RFC 768 and| as
constrained elsewhere in this document

3.6
Ethiernet
carfier sense, multiple access collision detect (CSMA/CD) local area network protgcol
starl\dard as defined in IEEE Std 802.3 and later revisions and additions to IEEE 802

Note 1 to entry: The types of Ethernet media that can be used for implementation of this document are defined in
Clause 5.

3.7
function block
specified functionality implemented by equipment

Note 1 to entry: Equipment normally implements multiple function blocks. Requirements to equipment are the sum
of reqmrements to the funct|on blocks it |mp|ements Funct|on blocks are defmed in CIause 4 lyper—f—uﬂeHen
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Internet Group Management Protocol
IGMP

communications protocol used by hosts and adjacent routers on IPv4 networks to establish
multicast group memberships

Note 1 to entry: The IGMP is an integral part of IP multicast.

3.9

IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic

3.1

Intgrnet assigned number authority

IAN

glo
pro

Notdg

3.1

Intg@rnet protocol

IP

sigalling protocol used and defined in ISOC RFC 791 (and\updates)

3.1
me
coll
for

Notd

3.1

message type

clag

Note

Note

3.1
mu
MS
logi
on

Notdg

018

D

A
bal coordination of the Domain Name Server (DNS) Root, IP addressing, and.other Inte
ocol resources, including UDP and TCP port numbers

1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

p
sage
ction of one or more sentences that are groupeéd by mechanisms internal to the senter
nstance by sequence numbers as in the TXT\sentence

1 to entry: A stand-alone sentence is a message.

J
sification of IEC 61162-1 sentence formatters into-SMB SBM, MSM and CRP types

1 to entry: SBM, MSM and-CRP types are defined in Annex A.

2 to entry: This document defines different requirements to the transmission of different message types.

i
ti-sentence message
v
cal group of messages and/or sentences where the full meaning of the group is depend
he receiver reading the full group

net

ce,

ent

Nlto entry: Multi-sentence messages that are grouped together with a TAG construct are also a sent

ence

grou

p.

Note 2 to entry: MSM are defined in Annex A.

3.15
network
physical Ethernet network with one Internet address space, consisting only of the network

nod

es, switches, cables and supporting equipment such as power supply units

3.16
network function block

NF

function block responsible for physical connectivity to the network and connectivity to the
transport layer as described in 4.3


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 RLV © IEC 2018 -13 -

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.

3.18
network node
physical device connected to the network and which have an Internet address

Note_1 to entry: It js also called an Internet host

Notq 2 to entry: A network node will normally correspond to equipment. “Equipment” is used in this document.

3.1

othtr network function block
ONF
fungtion block that interfaces to the network, but which is not using the protocol definition in
Clapses 5, 6 and 7-of this standard (for-example real time streaming-of-Radar-and C¢TV

Notg 1 to entry: For example, real time streaming of radar and CCTV image transfer, or VDR sound transfer.

Notq 2 to entry: Requirements as defined in 4.7 ensure that an ONF can.co-reside with SF network nodes|and
function blocks that make use of this document's protocol.

3.20
PGN to network gateway function block
PNGF

fungtion block that enables transfer of sentencés.between the network and devices that |are
compliant with the IEC 61162-3 serial data instiiiment network interface

3.21
PGN message

parameter group number message

mes$sage consisting of an 8-bit o 46-bit number that identifies each parameter group

Notg 1 to entry: The parameter-gtetp number (PGN) is analogous to the three-character sentence formattgr in
IEC61162-1. By definition, parameter groups identified by 16-bit parameter group numbers are broadcast tp all
addiesses on the network. Rarameter groups identified by 8-bit parameter group numbers may be used to djrect
datal for use by a specific address.

[SQURCE: IEC 61162-3:2008, 3.1.21, modified — The word "message" has been added to|the
term, and the definition has been rephrased.]

3.22
sernsor(broadcast message
SB

.. c .
messayge consistimgof onty ome—sentence

Note 1 to entry: SBMs are sent with a sufficiently high update rate to ensure that the receiver can maintain the
correct status even in environments where some messages may be lost.

Note 2 to entry: SBMs are defined in Annex A.

3.23
sentence
standard information carrying unit as-defired described in IEC 61162-1

3.24

sentence group

logical group of sentences (which may consist of only one) that need to be processed together
to give full meaning to the information contained in the sentence(s)
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Note 1 to entry: The grouping of sentences into sentence group is done by TAG block mechanisms.—The

Note 2 to entry: This document allows the explicit grouping of sentences by using coding in a datagram. This
document does not enforce any relationship between datagram and sentence group. Thus a datagram may contain
more than one sentence group, or a sentence group may be split over two or more datagrams.

3.25

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are

conpptiamtwittrthetEC6+t62=tamdtEC 6+162=2serattimemterface————————————————————

3.26
system function block
SF
fungtion block, identified by a unique system function ID (SFl), that is the only function block
tha{ can send information in a datagram format as defined in Clause 7

3.2y
system function ID
SFI
pargmeter string as defined in 4.4.2

3.2'ﬁ
trapsmission group
paif of a multicast address and a port number that afe)used by an SF to transmit sentences

Notg 1 to entry: The transmission groups are defined in,Table 4, and Annex A defines default transmission grpups
for the SF.

3.2
transport annotate and group
TA
formatted block of data, defined)in NMEA 0183, that adds parameters to IEC 61162-1
sentences

Notgq 1 to entry: infermative Annex B gives an overview of the TAG blocks used in this document.

3.39
usgr datagram protocol
ubDp
conhection-less datagram protocol defined by ISOC RFC 768

Notgq 1 to entry: 1SOC RFC 768 makes no provision for transport-layer acknowledgement of packets received.

4 |G I I | | . I . I
4.1 Network topology example

Figure 1 shows a possible IEC 61162-450 network topology consisting of one IP local area
network (LAN) and a number of different network nodes, each containing different function
blocks. This diagram is informal and does not imply any requirements other than the ones
defined in Clause 4.
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[61162-1]  [61162-1]
SF3 | T SF4
SF 1 SF 2 SNGF SF5 | SF6
ONF 1 ONF2 —JF 7 NF 2 NF 3 NF 4
I l l I
Network
H i i |
[61162-3 ] [61162-3 ] SF7 | | SF8 [61162-3] [61162-3] [61162-3 ]
PNGF.
NF 5

Key
SF
NF
SNQ
ONH
PNQ

Sor

system function block
network function block

F  serial to network gateway function block
other network function block

F  PGN to network gateway function block

Figure 1 — Network topology example

ne examples of network nodes are (see Figure 1):

a sensor, for example a GNSS receiver that is also’a network node (SF2 and NF2);

a device that sends or receives IEC 61162-450 compliant data (sentences and/or bin
image file) as well as other types of information onto the network, for example an EC
that can also load chart data from anotherdevice (SF1, ONF2 and NF1);

two independent functions, such as_a\gyrocompass also approved as a rate of turn ser
that are implemented in one netwotk node (SF5, SF6 and NF4);

a system device function black represented by an IEC 61162-1 compliant equipm
connected to a serial to network gateway function (SNGF); in this case, the SNGF
format outgoing sentences.according to requirements in this document (SF3, SF4, SN
and NF3);

2 system device function block presented by an IEC 61162-3 compliant equipni
connected to nétwork gateway function (PNGF); in this case, the PNGF will for
outgoing senténges according to requirements of this document (SF7, SF8, PNGF
NF5);

a devicethat does not send or receive |IEC 61162-450 compliant data (sentences an
binary=israge file), but which satisfies minimum requirements for compatible use of
same network (ONF1).

IEC

ary
DIS

sor

ent
will
GF

ent
mat
and

i/or
the

4.2

Aasi . |

4.21 Requirements for equipment to be connected to the network

(see

8.2.1)

The requirements for equipment connected to the network are as follows.

All equipment connected to the network, including network infrastructure equipment, s
satisfy the relevant physical and electrical requirements defined in 5.1.

All equipment that implements one or more of SF and/or SNGF shall implement the

hall

NF.

This equipment shall satisfy the requirements to the function blocks they implement as

defined in 4.3 (NF), 4.4 (SF), 4.5 (SNGF) and 4.6 (PNGF).
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All other equipment that is not network infrastructure equipment and that shares the
network infrastructure shall comply with requirements to an ONF as defined in 4.7.

Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.

All equipment connected to a network shall satisfy the requirements of IEC 60945.

NOTE This requirement only applies to devices on the network when the network is in normal operation.
During commissioning or maintenance, when the system is not being used for safety-related navigation, other
equipment can be temporarily connected to the network that does not comply with IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2)2 Additional requirements for network infrastructure equipment
(se€] 8.2.2)
teltlean uirements-are-included to-avoid potential problems with-certain networ

g

To
not

NOT|

Avoid potential problems with certain netwaqrkyinfrastructure equipment, repeater hubs shall
be used to interconnect components of an IEC 61162-450 network.

E 1 Repeater hubs are network infrastructure devices without internal storage that repeat incofing

dat

rams onto all outgoing connections.

NOTE 2 Switches are network infrastructure devices that based on forwarding tables can process, and foryard

dat

Swi
IGNM
rec
gro
sno

rams between nodes on the same network, using intermediate storage in the switch before retransmissior].

ches used in an IEC 611462-450 network shall have means to filter network traffic uging
P snooping. When the”IGMP snooping is enabled and when a multicast datagram is
pived, the switch shall forward it only to the ports which have joined the same multigast
ip. The means_Wwhich shall be provided to support multicast data filtering using IQMP
oping are the following:

IGMP sngeping shall be provided based on IGMPv1, IGMPv2 or IGMPv3; the selectiop of
the IGMPversion shall be based on highest version supported by all the connected nodes;

multicast traffic filtering shall be provided based on IP multicast address;

Nlticast data filfpring shall not be enabled for the address range of 224001 to

224.0.0.255 as recommended in RFC 4541.

In addition to or instead of multicast filtering techniques, such as IGMP snooping, it is also
permitted to configure manually individual ports of the switches to block unnecessary traffic
flow (for example to isolate simple sensors from ECDIS and radar).

See Annex D for IGMP snooping compatibility issues of nodes based on IEC 61162-450:2011.

Another possible method to filter and control network traffic is described in Annex E.
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4.3 Network function (NF) requirements

4.31 General requirements

All

equipment that implements a NF shall satisfy the requirements in Clauses 5 and 6.

4.3.2 Maximum data rate requirements

(see 8.3.1)

The manufacturer shall specify the maximum input rate under which the equipment can still

performmattfunctions Tequired by itsperformmance stanmdards:

Ma

a)
b)

c)

NOTE 1 "Received by" means datagrams that are received on all transmission groups that the equipment lis

to.

NOTIE 2 "Intended for" are datagrams that are processed by the equipment as part of its specified function.

Thg maximum data rates shall be the mean rate overa 10 s measurement period.

4.3{3 Error logging function

(se€] 8.3.2)

4.313.1 Internal logging

Me

and SNGF using it. Subclauses(4.5.2, 7.1.2, 7.2.5 and 7.3.9 give minimum requirements a
what shall be logged.

As
ins
ins

datpgram as defined in this document or any other reasonable method.

Thg minimum requirements for the log are to count the number of each occurrence.
counter’may reset itself by a manufacturer specified method.

imum input rate shall be specified as
the maximum number of datagrams per second received, intended for and~processed
the equipment,

the maximum number of datagrams per second received by, but nétyintended for,
equipment, and

the maximum number of datagrams per second received by, ,but not intended for,
equipment at 50 % of the maximum load for item a).

ans shall be provided in each.NF to record errors that occur in the NF itself as well as

a minimum, the manufacturer shall provide mechanisms by which error logs can
ected by a humanyoperator, for example by trained service engineer. It is allowed that
iection is doné through a simple network mechanism, such as a terminal emulato

by
the

the

tens

SF
5 to

be
the

[he

4.3.3.2 External Togging

A NF may be configured to support external logging, where non-trivial information is sent to a
logging server. In this case, a "syslog" message as defined in ISOC RFC 5424 shall be used.

Syslog messages shall be formatted as ASCII text messages and sent as UDP packets on
port 514 and the multicast address defined in Table 6. Error messages defined in this
document shall be reported through a simplified message as described in Table 1, where
italicised words are place-holders for data explained in the right hand column. Other
characters shall be transmitted as shown, including spaces.
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Table 1 — Syslog message format

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in
pointed brackets. For the errors defined in this document, the value 131 shall be used
(facility "local use 0" and priority "error condition").

Version The version code. The code 1 (one) shall be used for messages from this document.

Space One space character.

Timestamp Timestamp, containing date and time and optional UTC offset, in a valid format, for
example 1985-04-12T23:20:50-03:00. The example shows date, followed by upper case
™", then local time and finally offset from UTC (3 hours west — negalive, east offsefs
shall be prefixed by a "+". UTC offset can be abbreviated to a single upper case "Z"
without leading "-" or "+"). Alternatively, the timestamp field may be nil ("-", a single dagh
character).

Sppce One space character.

Hoktname The host name of the network node, represented as the IP address in dotted decimal
notation. Alternatively, this field may be nil ("-", a single dash characten):

Sppce A space character.

Appname The application name. This shall be the string "450-" followed by the configured SFI cogle
if the error originates in the SF or SNGF, "NF" if the error, originates from the network
function block or "ONF" if it originates in the ONF functjon block.

Sppce A space character.

Prgcid Normally, this field should be nil ("-" a dash character). Other values as defined in the
syslog standard may be used.

Sppce A space character.

Msgid For errors defined in this document, this field shall be the error code as defined in
Table 2.

Sppce A space character.

Structured This field can be nil ('-', a single dash character) or contain information as defined in
ISOC RFC 5424.

Sppce A space character.

Msg A free format message in ASCII format.

A "syslog" packet shall not-exceed 480 bytes and shall be sent as a single UDP datagram.
Thg "syslog" packet foRnmultiple occurrence of same message identity shall not be repofted
mole often than ongé™per minute. The "syslog" packet for any occurrence of message identity
shafll not be delayédymore than 10 min.

NoJE This decUment does not specify requirements for equipment receiving syslog messages.
Thig type of-equipment would fall into the category of ONF. As Table 1 is a subset of the|full
ISQC RFC 5424 specification, implementers of such equipment-sheuld shall refer to ISOC
RFC.9424 and make sure that syslog messages from other ONF can be received pnd
proeesset-without-problems:

To facilitate the use of the syslog protocol, the errors defined in this document have been

ass

igned a message identity as defined in Table 2.
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Table 2 — Syslog error message codes

Message identity Description Subclause
101 SNGF buffer overflow 4.5.2
102 Datagram header error 7.1.2
103 TAG or sentence format error 7.2.5
104 Binary-image file error 7.3.9
201 PNGF buffer overflow 4.6.2
202 PGN messaqe errors 742and 744
20 No available address for devices 7.4.3.2
Additional information can be given in the "Msg" field, if available.
4.314 Provisions for network traffic filtering — IGMP
NOTE The purpose of the IGMP for this document is to provide the possibility to perferm network traffic filtg¢ring
basgd on IGMP snooping.
Thgq manufacturer shall specify the version of IGMP as defined.indISOC RFC 1112, RFC 2P36
and RFC 3376 that the NF supports. At least version 1 as dgfied in ISOC RFC 1112 shal| be
implemented.
Sed Annex D for compatibility issues of nodes based-gff IEC 61162-450:2011.
4.4] System function block (SF) requirements
4.411 General requirements
(seel8.4.1 and 8.2.3)
Eqyipment that implements an SF shall satisfy the following requirements:
e [requirements in 6.2 shall be'satisfied for all equipment implementing SF;
e |implements at least ong pf the datagram types defined in Clause 7, but does not have to

implement all of them;

implemented datagram types shall be specified in the manufacture's documentation (
7.1.1);

requirements:’in 7.2 shall be satisfied for all equipment implementing IEC 6114
sentence-~transmitting or receiving function blocks;

reguirements in 7.3 shall be satisfied for equipment that implements an SF that

can

4.4.

(see

ransmit or receive binary-+aage Tile dala,

requirements in 7.4 shall be satisfied for all equipment implementing IEC 61162-3 PGN

message transmitting or receiving function blocks.

2 Assignment of unique system function ID (SFI)

8.4.2)

The format of the SFI parameter string shall be "ccxxxx"

where "cc" is two valid characters as defined in IEC 61162-1 and "xxxx" is four numeric

characters.

An SF implementing the functionality of an equipment that has been given a talker mnemonic
code in IEC 61162-1 shall use this talker mnemonic as the "cc" characters in the SFI. If the |
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talker mnemonic is proprietary (i.e. consists of character "P" followed by a three-character
manufacturer's mnemonic code), then two first characters are used as the "cc" characters in
the SFI.

NoFE Other SF may have their SFI string format defined in other standards or the
manufacturer may have to choose a code. In the latter case, the already defined talker
mnemonic codes-sheuld shall be avoided.

The numeric character string "xxxx" will be an instance number in the range-“68066~ "0001" to
"9999" The numeric character string "9999" is reserved for an un-configured SF and shaII not
be ent

Il accept the "9999" string.

During normal operation, the SFI parameter string shall be unique for all{{SF in|an
IEQ 61162-450 network.

NOJE It is recommended that all SF on a ship, independent on whether they are residing on
ong common network or not, are given a ship unique SFI.

Thdre may be multiple SF, each communication with their own _SEI; assigned to a singlg IP
address or MAC address.

Means shall be provided by the manufacturer to configure«the”SFI for each SF (see 7.2.3.4).

4.4)13 Implementing configurable transmission/groups

(seel 8.4.3)

As [default, each SF shall be assigned a sipgle transmission group/multicast address for all
outgoing messages. The default for thisctransmission group is determined by the SFI| as
described in Annex A.

For| each SF that the equipment Amplements, the manufacturer shall document the defpult
tranpsmission groups the SF listens'to and what sentences it expects to receive on each grqup.
Thg default transmission groups can be selected by the manufacturer from the list of groups
in §.2.2.

Aay,
for example spllt an SF into dlfferent transmission groups to support optlmal load balancmg
for a given system. Where non-default configurations of SF and transmission groups are
utilised, the details should be documented by the system integrator.

4.5 Serial to network gateway function (SNGF) requirements

4.51 General requirements

(see 8.5.1)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.

The SNGF may support one or more serial ports. Unless the SNGF implements multi-SF serial
port, each serial port shall be implemented as a separate SF and assigned a separate SFI. If
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practical, the "cc" part of the SFI shall be based on the talker identifier in use by the serial
port.

All sentences, including those with unidentified or illegal content, as well as proprietary
sentences shall be transmitted from the SF associated with the serial port. Sentences with
unidentified or illegal content shall be sent with a legal transport annotate and group (TAG)
block as defined in 7.2.3, but with the raw received serial data following the TAG block.

As a destination, each serial port shall be associated with the corresponding SFI. Outgoing
sentences shall be transmitted exactly as received in the datagram.

Thg SNGF may support one or more sources distinguished by different talker mnemonjc$ at
eagh serial port. Each-serialpert source in a shared serial port shall be implemented gs a
separate SF and assigned a separate SFI. If practical, the "cc" part of the SFI shalhbe baged
on the talker mnemonic in use by each source in a shared serial port. As a deStjnation, epch
source in a shared serial port shall be based on the SFI. Proprietary sentenges include| no
talkler identifier and based on setup parameters they shall use the same 8kPas standardiged
sentences from the same source. The STN sentence is an additional qualifier for the following
sentence. The STN sentence and the following sentence belong to the same SF and shall pse
the[same SFI.

Proprietary sentences belong to the default SF of the assdciated serial port or to the|SF
determined by the preceding STN sentence.

Thg TAG block for source identification (s:) shall be{based on the SFI. If available, roufing
from a 450-network to serial ports shall be bdsed on the TAG block for destinafion
identification (d:).

Thqg default SFI of an SNGF used for adminjstrative purposes, such as syslog, shall use|the
talker mnemonic "SI".

Thg SNGF may implement different.types of filtering with regard to what serial line sentences
are|retransmitted as datagrams and what datagrams will result in a serial line sentence bging
sent. Any filtering methods shall be described in the manufacturer's documentation.

NOTE A typical filtering method.would be to use the destination TAG "d" to determine what sentences in incofning
datajgrams are to be sent onthe, serial line.

4.5)2 Serial line ‘output buffer management
(seel 8.5.2)

An | SNGF _(fuhction block shall provide an independent buffer for each separate |SF
implemented for each serial port it can send sentences onto. The manufacturer shall spegify
the|maximum buffer capacity for each port. The maximum capacity may be configurabl¢ at
installation. T

The buffer shall be implemented as a FIFO (first in, first out) buffer. In case of a full buffer,
newly arrived sentences shall be discarded, unless these sentences are specified as
prioritized (see below). Newly arrived sentences will be inserted into the buffer when buffer
space is available. The method of treatment of sentences grouped by the TAG g (see 7.2.3.3)
may be configurable or specified in the manufacturer's documentation.

The SNGF may implement a priority-based functionality for some sentences with specified
sentence formatters. The prioritised formatters may be configurable or specified in the
manufacturer's documentation.

Processing of prioritized sentences shall be as follows.
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e Only one sentence with identical talker ID and sentence formatter shall exist in the buffer.
Exception is a multi sentence message or a TAG block group of sentences: they shall only
be replaced in their entirety.

NOTE When prioritizing AIS VDM and VDO sentences, the string beginning with the "!" character and ending

| with the 7" character of the encapsulation field—should—be is used for comparison to identify identical
sentences. A match of this string from a newly arrived sentence with one in the buffer means the sentence
contains the same ITU-R M.1371 message from the same MMSI as the sentence already in the buffer, and can
then replace the older sentence at its position in the queue.

| e |If a single sentence, multi sentence message or a TAG block grouped sentences, with
identical talker ID and sentence formatter exists in the buffer, the new sentence or

] +ho v

nian IPVH | PPN HP - atan S $ 1t P o ot PEEP-T 'h'
PTTITCTTOC S WHT TOPTACU T TS CTATSTITTY STTTICTTO G UT STTTICTIO TS At TS PUSTOUTT T OTC Ut uUT, IS

replacing shall not cause logging of an error nor sending anything to syslog.

INOTE When prioritizing TAG block grouped sentences, several fields within the TAG block
need to be compared as well as the sentence comparisons. All of thél,compdred
components should match those of the current TAG block group in ordercto ‘the replace
TAG block group in the queue. The components to compare are: the TAG block solrce
parameter code value, the "number of lines" portion of the TAG block-group parameter
code, and the sentences within the TAG block group.

o [Otherwise, the new sentence shall follow the FIFO principle as described above.

If a|sentence is discarded from the queue, this event shall be Idgged as an error internally in
the|equipment as defined in 4.3.3. The equipment shall have separate error counts for epch
serfal port.

4.5]3 Datagram output requirements

(see] 8.5.3)
Thg SNGF shall format outgoing datagrams as‘defined in 7.2.

Thg SNGF shall either transmit one IEC\61162-1 sentence or, if part of a multi sentepce
sequence, may transmit multiple IEC'61162-1 sentences per outgoing IEC 61162-450
dathgram-te—minimise—delays. The multi sentence sequence includes the case described in
IEQ 61162-1:2016, 7.3.9, and the gases for which IEC 61162-1 requires a sentence sent grior
sending another sentence. Thg, datagram shall include the correct SFI, source identificafion
(s:)|and, if required, destinatiofyidentification (d:).

4.514 Multi SF serial port

(seel 8.5.4)

Thg SNGF is allewed to implement more than one SFs for any single serial line. Receijed
senftences onthis serial line with a valid talker mnemonic will be transmitted from one of|the
asspciated (Sks dependent on the talker mnemonics. Each SF shall be assigned a sepagate
SFIf and,<as a destination, transmit outgoing sentences on the serial line according to [the
rulgs jn\4J5.1.

Proprietary sentences received on the serial line include no talker identifier. It shall be
determined by setup parameters from what SF they shall be transmitted.

Unidentified data from the serial line shall be sent from all SFs associated with the serial port.
This sending of unidentified data shall not cause logging of an error nor sending anything to
syslog.

4.5.5 Handling malformed data received on serial line

(see 8.5.5)

The SNGF is intended as a remote serial data converter with minimum data processing. For
each of the cases below, the SNGF shall send a datagram with the malformed data as
required by 4.5.1 and 4.5.4. If the formatted message exceeds the maximum datagram length,
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the data shall be truncated from the end. The following cases shall cause a message
containing the malformed data to be sent:
1) if data has been received before a start character;

2) if data has been received after a valid start character and the maximum sentence and
TAG block length has been exceeded;

3) if data has been received after a valid start character and end of line (CR,LF) has not
been received after 1 s;

4) if a reserved character has been received and not having been appropriately escaped;

5) [framdombimary data s received o the seriat fine: A

"Start character" is a valid start of sentence ("$", "!") or TAG block start character. Q}/
NS

>

4.6 PGN to network gateway function (PNGF) requirements

(se€]8.12) (OQ'
4.611 General requirements (l;b‘
(seel 8.12) ,\'\@

B

Thg PNGF shall implement all relevant functionality for each %i(%upports as defined in 4

Thqg default SFI of a PNGF used for administrative pur%\ks, such as syslog, shall use|the
talkler mnemonic "SI". Q

Thg PNGF may implement different types of f||ter,k§ based on the PGN messages from angl to
IEQ 61162-3 network. Any filtering methoci(%) all be described in the manufacturer's
dodumentation.

‘0

b
NOT|[E The accurate timing between PGN mes§hes available in the IEC 61162-3 network is not supported When
the $ame is converted into IEC 61162-450 ne‘t{@ .

4.6)2 Output buffer manager@’nt from IEC 61162-450 network to IEC 61162-3 netwqrk
<
N
A ANGF function block shatl provide an independent buffer for each IEC 61162-3 netwotk it
can| send into. The manbfacturer shall specify the maximum buffer capacity for each port. The
maximum capacity may be configurable at installation.

(seel 8.12)

PNGF buffer égement shall be based on the IEC 61162-3 priority included into epch
mes$sage. Theimanufacturer shall describe the method in documentation.

If th eéﬂar is full and a PGN message is discarded, it shall be recorded as specified in 4.3.3.
N

4.6.3 Datagram output requirements

(see 8.12)

The PNGF shall format outgoing messages as defined in 7.4.1.

The PNGF shall transmit one IEC 61162-3 PGN message per outgoing IEC 61162-450
datagram to minimise delays.

4.6.4 PGN group number

(see 8.12)
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A PGN group is defined as a logical group of devices that can share the information and
message. A message from a device is broadcasted to all devices that belong to the same
PGN group. A device may belong to more than one PGN groups. The maximum number of
PGN groups is no more than four. The PGN group may be used for filtering of messages (see

4.6

4.7

(see

).

Other network function (ONF) requirements

8.6)

The ONF represents a function that is allowed to share the same network infrastructure as the

net

Thd

Ths
def

Dog
dat

Dog
norm
ONF

5.1

(seq

Thd
use

Ths
and
Fib
spe

The
IEG

vork function blocks (NF) on an IEC 61162-450 network.
ONF shall conform to the requirements given in 4.2.1.

ONF equipment shall not use any IP multicast address reserved by this~-document
ned in 5.4.

umentation shall be provided describing the network protocols used by the ONF to s
hgrams or byte steams, for instance UDP, TCP/IP or other.

umentatlon shaII be prowdedﬂemenstmﬂng%h&@NE«eameH}egaH#el%mpaep

ed describing the impact of

B to the network

Low level network requirements

Electrical and mechanical requirements
8.7.1)

cable and connectors used shall'at least meet the specifications listed in Table 3 w
d in protected environment as defined in IEC 60945.

safety requirements and. (nstallation practices specified in IEEE Std 802.3™-2015, 1
Clause 27, shall be followed. Also refer to IEEE Std 802.3-2015, informative Annex 67

e optic interfaces,'shall comply with the laser safety requirements for Class 1 devi
cified in IEC 60825-2.

physicalllayer requirement for IEC 61162-3 ports of the PNGF shall be compliant
61162:3:2008, Clause 4.

as

D
>
o

-

the

hen

4.7

ces

vith
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Table 3 - Interfaces, connectors and cables
IEEE 802.3 Max network Mechanical device Pin Cable category, minimum
Interface segment link interface connector type assignment
distance (protected environment)
100BASE-TXS | 100 m IEC 60603-7-3, 8-way CAT5 STP
shielded modular connector
IEEE Std Two shielded twisted pairs
802.3-2015, Refer to IEEE Std 802.3- )
14.7 and 2015, Clause 3, I[EC 60603- ﬁmg:mﬁfg:ﬁ'ggg'g%m !
Clauses 24 7, Figures 1 through 5, and b
and 25 IEEE Std 802.3/25 ISO/IEC 11801:1995
(Class D).
(ngt specified) a Terminal block CAT5 STP
Two shielded twisted pairp
100BASE-SX 550 m IEC 61754-20 Two multimode optical
fibres
IEEE Std LC type duplex optical
802.3-2015, connectord Short wavelength 850 nm
Clquses 24
angl 26
1000BASE-T 100 m IEC 60603-7-7, 8-way CAT5 STP
shielded modular connector
IEEE Std Four shielded twisted paifs
802.3:2015, Refer to IEEE Std 802.3- )
Clduse 40 2015, Clause 3, and mg:mﬁfg:ﬁ'ggg'g%m K
2.3ab) IEC 60603-7, Figures 1 Doty
84 through 5. 9 ISO/IEC 11801:1995
(Class D).
See |IEEE Std 802.3/25
1000BASE-SX | 220 m IEC 61754-20 Two multimode optical
fibres
IEEE Std (627125 um, 1\ ¢ 46 duplex optieal '
802.3-2015, bw) connectord Short wavelength 850 nm
Clquse 38
{842.3z) 550 m
(50/125 um,
high modal
bw)
Fof use in exposed environments,\additional provisions are necessary. Consideration should be given to fhe
M12-type specified in IEC 61076-2-101-Amendment—+ for copper network cable. And similar rugged connedtor
shguld be considered for external fibre optic-connectorization connections.
2 |In this case, the maximum operating distance should be specified by the manufacturer.
b |The 8-way modularjconnector specified in IEC 60603-7 is the "8P8C" type that has commonly been used in
desktop computer-LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the ordef 1,
2, 3, 6, 4, 57,8 on the modular jack; the same at each end of a cable. The color-order from wire 1 to{ 8
shall be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at bpth
ends of‘the’/cable. Refer to IEEE Std 802.3-2015, 25.4.3, and IEC 60603-7-3.
¢ |The'8-way modular connector specified in IEC 60603-7 is the "8P8C" type that has commonly been used in
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order 1,
') ’2 R /1 l:. 7 8 on the modular |an|1 the samae at gach and of 2 cahbla Thg color.order from wirg 1 to 8

shaII be green/whlte green, orange/whlte blue, blue/white, orange, brown/white, brown; the same at both
ends of the cable. Refer to IEEE Std 802.3-2015, 40.8.1 and IEC 60603-7-7.

4 See TIA/EIA-604-10-A:2002.

5.2 Network protocol requirements

(see 8.7.2)

Equipment shall implement IPv4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

e ARP - Address Resolution Protocol as described in ISOC RFC 826 and as updated in
ISOC RFC 5227;
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IP — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;
UDP — User datagram Protocol as described in ISOC RFC 768;

UDP Multicast — Host groups as described in ISOC RFC 966 and Host extensions as
described in ISOC RFC 1112;

TCP — Transmission Control Protocol as described in ISOC RFC 793;

ICMP — Internet Control Message Protocol as described in ISOC RFC 792;

IGMP — Internet Group Management Protocol as described in ISOC RFC 1112, RFC 2236
or RFC 3376;

SpHd
(int
av

(Cl

5.4

(see

Ths
app

The
IEC

ON

NOT|
Org4
scof
0104

NOT|
(loc

ass B).

Jto
any
vith

for
mal

cific 450-Nodes may choose to exclude a few sub-net§ to facilitate internal sub-nets
rnal to the equipment) which shall be documented. The.folowing sub-nets shall alwayg be
ilable to the IEC 61162-450 network: 192.168.0.0/24 =2192.168.10.0/24 and 172.16.0.0/16

Multicast address range

8.7.4)

range 239.192.0.1 to 239.192.0.64“is reserved for current and future use in |the
lication layer protocols (see 6.2.2).

multicast address range 239.192.0.57 to 239.192.0.64 is used for interconnection yith
61162-3 networks.

- equipment shall not.use multicast addresses in the range 239.192.0.1 to0 239.192.0.64.

E 1 ISOC RFC 2865 defines the multicast address range 239.192.0.0 to 239.192.63.255 as the |Pv4
nization Local Scopg, and is the space from wh|ch an orgamzatlon should allocate sub ranges when def n|ng
es for private \use.—Fh m y

E 2 The'default TTL (i.e. number of hops) is 1 for multicast. The sub-net mask is set appropriately for claps C
| area network).

5.5

Device address for instrument networks

Means shall be provided to assign a device address range from 0 to 251 when the PNGF
transmits to an IEC 61162-3 network. The device address may be set automatically.

6

(see

6.1

Transport layer specification

8.8)

General

Clause 6 specifies how UDP multicast messages are used to communicate between
equipment over an Ethernet network.
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Equipment may implement functionality for sending, receiving or both. The provisions of
Clause 6 applies to both, but shall be tested independently as described in 7.6.

An example of the structure of an Ethernet frame with a IEC 61162-450 sentence is given in
Figure 2. The uppermost block shows the full Ethernet frame with the UDP user available data
block shown in white. The IP and UDP headers are included in the grey blocks. The lower
block shows the UDP user available data block with an IEC 61162-450 formatted sentence
included. The numbers above the Ethernet frame gives the size of each block. The numbers
in front of the UDP user data block gives the offset from the start of the block (0 — zero).

o a 4
\>) \>) ra rav) 1o O=T5712 i

‘ dmac ‘ smac | type | ip udp IEC 61162-450 message ‘ crc32 |
0 U d P b |
IEC 61162-450 header
4 C 0’
6 \ s T
10 I 0 0 0
14 1 ) n
18 3 3 4 *
22 1 9 \ $
IEC 61162-450 payload
26 T I R (0)
30 T ) 1 2
34 3 4 5
38 * 6 7 <CR>
42 <LF>

\s:TT0001,n:334*19\$TTROT,123.45%67<CR><LF>

IEC
Figure 2 — Ethernet frame example for a SBM
from a rate of turn sensor
6.2] UDP messages
6.2)1 UDP multicast protocol
UDP WMulticast — IP multicast is a technique for manvy-to-many communication over and IP

infrastructure in a network. The destination nodes send join and may send leave messages.
IP multicast scales to a larger receiver population by not requiring prior knowledge of who or
how many receivers there are. Multicast uses network infrastructure efficiently by requiring
the source to send a packet only once, even if it needs to be delivered to a large number of
receivers. The nodes in the network take care of replicating the packet to reach multiple
receivers only when necessary. The most common transport layer protocol to use multicast
addressing is User Datagram Protocol (UDP).

Senders and receivers shall as a minimum be able to use-the UDP—protocel as defined by
ISOC RFC 768 and as further specified in this document.
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6.2.2 Use of multicast addresses and port numbers

Port numbers shall be allocated from the dynamic port range that the internet assigned
number authority (IANA) has reserved for dynamic and/or private port numbers (range 49152
to 65535, inclusive).

Table 4 defines multicast addresses and destination port numbers that shall be used when
transmitting sentences from a system function block. The mapping of SFI to default
transmission group is described in Annex A. If provided by the equipment, the default
multicast address or destination port number can be changed by the parameter setup system

of the equipment to the multicast addresses or destination porf numbers of the fransmission
gropps USR1 to USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support
usel of same transmission group for both "binary file" and related sentences, for.gxanjple
ECDIS route exchange and RRT-sentence).
NOTE The purpose of the port differentiation is to provide a mechanism that allows a certain level of Joad
redyction for the receiving equipment.
Table 4 — Destination multicast addresses and port numbers
Tlansmission uh{\gst . .
Category Destination port
group Q% ress
MIgC SF not explicitly listed below 239.192.0.1 60001
TQTD Target data (AIS), tracked target messages (Radar) '239.192.0.2 60002
SATD High update rate, for example ship heading, attitude | 239.192.0.3 60003
data.
NAVD Navigational output other than that of TGTD and 239.192.0.4 60004
SATD groups
VDRD Data required for the VDR according to IEC 61996 239.192.0.5 60005
RQOM Radio communication equipment 239.192.0.6 60006
TINE Time transmitting equipment 239.192.0.7 60007
PRIOP Proprietary and user specified SFs 239.192.0.8 60008
USR1 to USR8 User defined transmission group 1 to 8 239.192.0.9 to 60009 to 60014
239.192.0.16
BAM1 to BAM2 Optionally, BAM compliant alert source reporting to 239.192.0.17 to 60017 to 6001
CAM 239.192.0.18
CAM1 to CAM2 | CAM-ofithe BAM 239.192.0.19 to 60019 to 6002
239.192.0.20
NETA Network administration, e.g. SFI collision detection 239.192.0.56 60056
PEP1 to PGP4 Primary PGN Group 1 to PGN Group 4 239.192.0.57 to 60057 to 6006
239.192.0.60
PQ3B1 tg PGB4 Backup PGN Group 1 to PGN Group 4 239.192.0.61 to 60061 to 60064
239.192.0.64
NOTE IMEeUSKT 10 USRS ransmnisSIonT groups Cal be used, 10T exXamplie, 10T proprietary aata Mnr pinary
format.
NOTE 2 BAM1/BAM2 and CAM1/CAM2 are available for system integrators to balance the traffic, for example
higher volume radar in BAM1/CAM1 and low volume sensor, for example gyro, in BAM2/CAM2.

Table 5 defines multicast addresses and destination port numbers that shall be used when
transmitting binary-image file data. If provided by the equipment, the default multicast address
or destination port number can be changed by the parameter setup system of the equipment
to the multicast addresses or destination port numbers of the transmission groups USR1 to
USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support use of same
transmission group for both "binary file" and related sentences).
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Table 5 — Destination multicast addresses and port numbers
for binary data transfer

c Multi Destinati
aecliacs
Category Multicast Destina n\p\t rt
address
O~
Noh re-transmittable binary file transfer 2 239.192.0.21 to 60024 to 60025
239.192.0.25
Reltransmittable binary file transfer ° 239.192.0.26 to, 60026 to 60030
239.192.0.30

Address 239.192.0.25, port 60025 is the default for ECDIS route transfer (see IEC 61174).
Address 239.192.0.26, port 60026 is the default for VDR image transfer (seg IEC61996-1).

Address 239.192.0.30, port 60030 is the default for ECDIS re-transmittable data blocks for route trang
(see IEC 61174).

fer

Tal

le 6 lists other multicast addresses and ports resefved by this document.

Table 6 — Destination multicast-addresses and port numbers
for other'services

So

Category \,\Q Multicast Destination pqrt
$ address
o
Syslog 239.192.0.254 514
Sepding to syslog can use multicast or*tJPP unicast.

e switches can support only U@B‘unicast.

Ths

addresses-239-402:0.17 t0-239.192.0.20 and 239.192.0.31 t0-239-192.0.64 239.192.(
reserved for future expansion.

.55

ay be notéd-that IANA has defined that port range 49152 to 65535 is reserved for dynamic
private\use. The specific ports for this document are within this IANA range. It should

be
bral

bd that, Operating systems also use this IANA range for their internal use as ephem
s{This double use may cause port number confllcts resultlng for lost communicatio

of

the operating system of equipment connected to an IEC 61162-450 network to avoid port
number conflicts.

6.2.

3 UDP checksum

All devices shall calculate and check the UDP checksum as defined by ISOC RFC 768. It is

not

Ad

permitted to set the checksum field to zero (no checksum).

atagram that has an incorrect or missing checksum shall be discarded by the receiver.
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4 Datagram size

The network function block shall not transmit more than 1 472 bytes of data in each datagram,
including header as defined in Clause 7.

Receiving equipment is allowed to discard datagrams that have a size larger than the
maximum specified size.

NOTE UDP datagrams can be up to 64 kB in size when they are sent as a number of IP fragments.

7

71
(see
71
All

chdracter (all bits set to zero) as the first six bytes of the datagram:

Al
se

- =

°
NOT

Inc

content beyond the header.

NOT|
diffe]

7.1

Ths
and

7.2

Appiication tayer specification
Datagram header

8.9.2)

1 Valid header

UDP multicast datagrams shall contain one of the following strings, followed by a

'UdpbcC" for transmission of IEC 61162-1 formatted sentencesas described in 7.2;
'RaUdP" for transmission of binary-images files as described'in 7.3;
'RrUdP" for transmission of re-transmittable binary-images files as described in 7.3;

'NkPgN" for transmission of IEC 61162-3 PGN messages as described in 7.4;

TCP/IP datagrams shall contain the following\string, followed by a null character (all
to zero) as the first six bytes of the datagra:

'RrTcP" for transmission of binary files\as described in 7.6;
E 1 Datagram means packet in this context.

bming datagrams with an unknown header should be discarded without processing

E 2 Future editions of this*document-may can define other header codes. Any such header code wi
rent from the ones already ih use and will at least contain six bytes, possibly including a trailing null charag

2 Error logging

equipment shall maintain a count of received datagrams that do not have a valid hegd
make thistavailable as defined in 4.3.3.

General IEC 61162-1 sentence transmissions

null

bits

the

| be
ter.

der

7.2,

(see

1 Application of this protocol

8.9.1)

This protocol provides a mechanism by which IEC 61162-1 sentences can be sent to one or
more receivers on the network. The protocol allows several sentences to be merged into one
datagram.

7.2.2 Types of messages for which this protocol can be used

(see

8.9.3)

This protocol shall be used for SBM and MSM (see Annex A) type messages. The protocol

sha

Il also be used for CRP message exchanges with provisions specified in Annex C.
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3 TAG block parameters for sentences transmitted in the datagram
8.9.4)
3.1 Valid TAG block

Each sentence shall be preceded with one or more TAG blocks as defined
NMEA 0183:2008, Section 7 (see also Annex B), containing the parameter codes described in
7.2.3.3 to 7.2.3.8. Adding of TAG blocks with parameter codes happens between existing TAG
blocks with parameter codes and the start of IEC 61162-1 sentence. If a parameter code is

assigned a value more than once in the TAG blocks and only one value is

pargmetervalbe{e—parametervatte—<lesestte a6 c-6+46

expected, the last

in

be

In this document, all identities are set at the time of installation and shall not be @ynamically
conffigurable during normal operation. The control sentences for changing parameter codeg in
NMEA 0183 shall not be used during normal operation.

7.2{3.2 TAG block checking

Only sentences preceded by valid TAG blocks as defined in 7.2.3.1rshall be processed by|the
recgiver.

NOTJIE—Receivers—need-topar nore—parameters—that-are-not-understood-by-the

recejy

7.2

Ths
min|

3.3 Grouping control — g

g parameter code shall be used by talkers to“group TAG blocks and/or sentences. A
imum, it shall be used to group sentences‘that are classified as belonging to mess

type "MSM" in Table A.2, when the multi-sentence group consists of more than one messs

It is

Req

A v
mo
infg

Thdg
one
res

Thd
gro

not required to include the g parameter code for single line sentences.

eivers shall accept the g parameter’code for all message types.

e than one message shalllbe discarded if the g group is missing or contains inconsis
rmation.

group code is determined by the sending device. The initial group code value shal
("1") and the(group code increment value shall be one ("1"). The group code shall
bt to one ("1")hafter it reaches 100, i.e., the valid range is 1-99, inclusive.

following’ example shows the g parameter code used to group sentences in two diffe
Iips,ceach consisting of two sentences:

s a
hge
ge.

alid MSM type sentence where internal data fields specifies that it belongs to a group of

ent

be
be

ent

[

\g

:N2-34£508, s: INOOO1*3A\!ABVDM,1,1,1,B,100000?20?wdmd: "GMUrf40g604:4, 0*250

\g
\g
\g

7.2.

12-2-34%5A,s:IN0O001*39\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*3614

:1-2-46+5¢,s:INO001*3F\!ABVDM,1,1,1,B,15N1u<PPlcInFj:GV4>:MOw:0<02,0*6€2D
12-2-46%5F,s:INO001*3C\$ABVSI, r3669962,1,013538.05654921,1427,-101,, *6420

3.4 Source identification — s

The s parameter code is mandatory for talkers and shall contain the system function ID (SFI,

see

7.2,

4.4.2) corresponding to the function block from where the sentence originates.

3.5 Destination identification — d

The d parameter code is optional and shall, if used, contain the system function ID (SFI,
4.4.2) corresponding to the intended recipient of the sentence. If no destination
parameter code is present, then all devices that receive this sentence shall process it.

see
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Multiple d parameters may be specified, if more than one receiver exists.

NOTE This-may can be the case for redundant control functions.

For CRP type sentences, the destination code shall be read and processed to ensure that
only the intended recipients take action on the content of the sentence. Other receivers may
also read the message, for example for voyage data recording purposes, but shall not take
any further action on the contents.

7.2.3.6 Line-count parameter — n

Thg n parameter code-shall may be used to assign a sequence number to each sentetwce
transmitted from a system function block. The format of the parameter value is a.'posifive
intgger. The value shall start at one ("1") and shall be incremented by one ("1")for epch
sentence or TAG block transmitted from this system function block. The parametertvalue shall
be feset to one ("1") when it reaches 1 000, i.e., the valid range is 1-999, inclusive.

For|function blocks that transmit datagram to more than one transmissien_group destinat|on,
separate line counters shall be maintained for each transmission group-(see 6.2.2).

7.2{3.7 Text string parameter — t (proprietary data)

Thg t parameter code is a free text field. This document reserves coding for proprietary TAG-
codes with the fields defined below where the leading p ‘and the three letter manufactyrer
mnémonic code is required for this type of text string.

t:lp<manufacturer mnemonic code in lower caSel<proprietary data>
An |example used for proprietary authenticatioh of lines using grouping and source|for
manufacturer "mmm" might be

\g|:1-2-34,s:TI0001,n:333*686B\STIROT, 123.45*6B67
\g:2-2-34,s:TI0001,n:334, t:pmuma,;, MD5; 0x12345678*0D\

7.2]3.8 General authentication’— a

(seel 8.9.5)

Thg authentication parameter code is used to sign a message with a password. Just sending
a ppssword with the-message would reveal the password to anyone listening to the traffic.
Serjding a signature‘digest instead keeps the password secret.

Any kind of{niessages may be signed using the authentication parameter code. [he
authentication ‘parameter code does not change the original message in any way. It is alwjays
posisible-tg-tgnore this tag and use the rest of the message.

NOTIE %" For example, one can sign configuration commands for devices or commands to the autopilot

The authentication parameter code provides a standardized mechanism for passing the digest
with the message. Password management is outside of the scope of this document. One way
is to use pre-shared keys (PSK) on the participating devices.

NOTE 2 The pre-shared key could be 32 alphanumeric characters, for example "Alea iacta est 1234567890".

This parameter code is optional and should only be used where special safety concerns make
it useful. If this tag is provided then the manufacturer's documentation shall describe which of
the optional types of methods to calculate a signature are supported by the equipment and
shall describe how to share keys.

The format of the tag block is:
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\a:c-h--h*hh\

In which
c
Type of optional method to calculate signature
1) MD5
P) Proprietary
h-h
Hexadecimal representation of the signature, for example 32 hexacodes for MD5

An

Typ
1)

Thd
all

the
fron

Wh
blo
TA(
the
blo

senftence with no grc@) g

An

example of the tag block is: Q}/
a:1-123456789abcdef67890123456789012*hh\ '\Q)
es of methods to calculate signature: (‘[9
O
MD5 ™

The signature is a MD5 digest of the password plus the mes 5. MD5 is a one-
message-digest algorithm (RFC 1321). The full length of the\signature is 128 bits

Revealing the digest does not expose the password. C)

NOTE 3 See http://tools.ietf.org/html/rfc1321 and http://en.wikipeg{k g/wiki/MD5.
Proprietary Q )
r

requires that both parties use the same manufa€turer specified proprietary method.

[[AG blocks and sentences in the mes as a single string to be used by the metho

signature calculation to produce thes\signature digest. "Carriage returns" and "line feq

h the sentences are not included intg“the input string.
4\

authentication parameter code value is gg%ulated by concatenating pre-shared key

bn the authentication paramet@code "a:" is used, it shall be in its own authentication T

k, with no other paramet odes. For a grouped message consisting of several line

5 blocks and sentenceg;the authentication TAG block shall be placed on the first ling

group. Within the first ltine, the authentication TAG block shall be placed as the last T

k, and before any@ntence on that line. This also applies to a single line TAG block
ng.

cxample c@’of authentication TAG block:

Messa Q:onsisting of two grouped sentences to be protected by authentication:

vay
or

32 hexadecimal codes. The MD5 is commonly used for storir% asswords in Unix-systems.

The signature is a proprietary digest of the p ord plus the message. This alternagive

hnd
l of
dsll

AG
5 of
e of
AG
hnd

23 s INO001*3F\SARBVSI r3669962 1 013538 05654921 1427 -101_*20

g@/@) 3,s:IN0001*3C\IABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D
qQyy-2-

Pre-shared key to be used for signature calculation:
Alea iacta est 1234567890
Resulting input string for signature calculation:

Alea iacta est 1234567890\g:1-2-
23,s:IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJdnFj:GV4>:MOw:0<02,0*2D\g:2-2-
23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Message to be sent including signature, method MD5:
\g:1-2-23,s:IN0001*3C\\a:2-

851E40CC1CB7E3B39D961D7CF10BD8D3*44\|ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4

>:MOw:0<02,0*2D
\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20
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Messages without authentication parameter codes are accepted unless the set-up parameters
of the receiver are explicitly set to require authentication on incoming packets.

If the device is set to require authentication on incoming packets, then packets without valid
authentication shall be dropped.

NOTE 4 SNGF are advised to avoid transmitting passwords in the clear from SPW sentences received over a
serial connection.

7.2.4 Requirements for processing incoming datagrams

ForLdatagrams intended for processing by the SF, any syntax error in a TAG block or in a
sentence shall make the receiving equipment discard the complete datagram without pny
other further processing than specified in 7.2.5. The exception is an SNGF whjch shall
retrensmit the faulty sentences to the appropriate serial SF, if it can be determifed from a
valid destination field, or to all connected serial SFs, if no destination field is sp€sified.

7.215 Error logging for processing incoming datagrams

(se€g] 8.10)

Thg equipment shall maintain counts of errors detected in processing datagrams containing
IEQ 61162-1 sentences-orbinary-images. As a minimum, the fellowing errors shall be courted
and made available as defined in 4.3.3:

e fany TAG block formatting errors as defined in 7.2.3,1s

e [TAG checksum error;

e [TAG syntax error (line length, use of delimiters, invalid characters);
e [TAG framing error (incorrect start or termination of TAG block);

e fany sentence syntax errors, including formatting, length or checksum as defined in 7.2.4.

7.3| Binary-image file transfer using UDP multicast — Single transmitter, multiple
receivers

(seel8.11)
7.3/1 Application of this)protocol

Thig protocol provides:a* mechanism by which non IEC 61162-1 formatted data, for instahce
radar images as files,/can be transmitted to one or more receivers. This protocol supports|the
tranismission of-imnages files from zero bytes up to 4 billion-image files blocks.

Eqyipment Gsing this mechanism shall be able to use one or both of the following-twe formp of
image binary file transfer:

e |nef‘re-transmittable transfers where sender sends the complete binary-image file without
any feed-back from receiver,

e re-transmittable transfers where limited feed-back from one receiver identified by DestID
can be used to re-transmit certain parts of the—image binary file while other parallel
receivers operate as passive receive-only receivers of the binary file.

NOTE The advantage of non-re-transmittable and re-transmittable binary file transfer methods over the TCP/IP is
the possibility of multiple parallel receivers of the same transmission.

Table 7 gives a description of terms used in this application.
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Table 7 — Description of terms

Term Description

DWORD Double Word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is
constructed from four consecutively transmitted BYTE, where the transmission order on
the network is most significant BYTE first followed by next most significant BYTE until the
least significant BYTE.

Null character A BYTE with the value zero.

Reserved bytes A number of bytes in the datagram that may be ignored by the receiver. The reserved
bytes may be additional header information that only has meaning for newer versions of
the protocol-orthey may also be used for manufacturer specific purposes

WOQRD One unsigned 16-bit integer (in range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network jis the
most significant BYTE followed by the least significant BYTE.

STRING[n] A sequence of exactly n BYTE, interpreted as a string of characters. The transmission
order on the network is left-most character first. If the string is shorter than_n, additional
trailing bytes shall be set to null character. All strings in the header are ericoded in
1S0-18859-1 ISO/IEC 8859-1 (ISO Latin 1).

7.3]2 Binary-image file structure
7.3)2.1 General
Thg binary—images files are transmitted over the network“in one or more datagrams. [The

binary-image file structure is a sequential and unpadded stream of bytes divided into th

ree

main groups: header, binary-image file descriptor and\binary-image file data (see Table 8 pnd
Tahle 9). The header is needed for synchronisation“and data integrity validation. The birary
image file descriptor is needed for the description of the binary-image file data and is ¢nly
used in the first datagram for each-image binaryfile transfer.
7.3)2.2 Non re-transmittable and restransmittable transfers

Table 8 +'Binary-image file structure

61162-450 header (see 7.3.4)
Binary-mage file descriptor (only in first datagram) (see 7.3.6)
Binary-image file data fragment (see 7.3.7)
61162-450 header (zero or more)

Binary-image file data fragment (zero or more)
A mipimum binary—image file transmission using non re-transmittable or re-transmittgble
transfer’ will consist of the three first blocks where the binary-image file fragment may hpve
zero length.

The header shall be repeated as the first element of any datagram that contains binary-image

file

data fragments.

7.3.3 61162-450 header

7.3.3.1 Header format

The purpose of the header is to provide the data transfer status to receivers. This allows a
receiver to identify if there is any data loss during-image binary file transfers, and how much
data loss occurs. In addition, the header is used to provide a re-transmission mechanism for
re-transmittable-image binary file transfer.
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The 61162-450 header format is defined in Table 9.

Table 9 — 61162-450 header format

Data item TYPE Description

Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character
(see 7.1.1).

Version WORD Defines the header version. The header version with value-4 2 is defined in this
document. Extensions and/or modified versions may update this value.

HeaderLength WORD Defines the length of the header in bytes. This is at least the length of the
header. Future editions of this document may append additional fields to thjs
header as long as these additional fields are compatible with the definition-of
the header in this document. Receivers which are not aware of these additional
fields shall ignore them.

Sr¢ID STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).

DeptID STRINGI6] For re-transmittable, defines the destination system identifier in/format
"cexxxx", for example "VR0001" for VDR (see 4.4.2).

When Destid = "XXXXXX", then-any-device-can-be-a there is no assigned
destination.

Type WORD Identifies the information in the Header.

BlqckID DWORD Binary-image file block identifier. The initial value is randomly generated within
arange 0 to (232 — 1 = 42949672950) and.is)incremented by 1 after a whole
block is transmitted.

| SepuenceNum DWORD Defines the sequence number of the“binary-image file block. In ACK, this is
used to inform the sender what block was last received.

| MalxSequence DWORD The number of datagrams needed for the transmission of this-image binary file
data block. When SequenceNum is equal to MaxSequence, it means that thig
datagram is the last datagram of the data block. The Maxseq is used only for
DATA type message. Far‘other messages (QUERY,ACK), this field shall be Q.

De)ice BYTE Data source (devige) as binary value, 1 => equipment 1, 2 => equipment 2, €jtc.
The value can be between 1 and 255

Chpnnel BYTE Subdivision.@ccording to data source (device), values from 1 to 255, default ¥ 1

Thg Device and Channel fieldS;are defined by the application and may be used by receijers
to determine how to processthe binary file data.

7.3{3.2 Use of header token

Header token is wsed to identify both the type of data block and transfer mode-but-shall nof be
useld to acceptyor reject transmissions. Two tokens are defined in 7.1.1:

o ['RaUdP!= Simple binary-image file transfer service with UDP Multicast;

o ['RfUdP" — Re-transmittable binary-image file transfer service with UDP Multicast.

7.3.3.5 Message type

7.3.3.3 Version

Defines the header version. It shall be set to-one 2 for this document.

7.3.3.4 Source-and Destination identifier

Message type gives the information about which information is contained in the datagram:

For transmissions to one specific receiver, the field shall contain the destination SFI. The field
shall be "XXXXXX"-etherwise for no specific destination.
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DATA (0x01) — This type is used for transmission of binary-image file data including-image

file descriptor.
QUERY (0x02) — This type is used by the sender to query the reception status from

the

receiver. The length of this message payload is always zero (0). It is recommended that
an-image a binary file sender sends a QUERY message if there is no ACK message for 1

s after a last datagram of the-image binary file block is sent or after a QUERY messag
sent.

eis

ACK (0x03) — This message is used as an acknowledgement from the receiver. This

message is transmitted by the receiver either when a whole binary-image file is recei
without any error or when errors occurred during the binary—image file reception,

ved
for

Nor
use

7.3

Blo
blo
mo

7.3

Sed
for

seq
ori

Ths

example one sequence number is skipped. Also, when a receiver receives a QUH
message from the sender, it also responds with an ACK message.

re-transmittable transfer makes use of only DATA message but re-transmittable tran
s all messages.

3.6 Image Binary file block identifier

ck identifier is used to identify each-image binary file block. Since+an-image a binary
bk is fragmented into several datagrams, the block identifier is"uSed to assemble ong
e datagrams into-an-image a binary file block in a receiver.

3.7 Sequence number and maximum sequence number

uence number (SequenceNum) and maximum sequence number (MaxSequence) is u
segmentation and re-assembly purposes. Whend@'receiver gets a datagram, it checks
uence number and maximum sequence number to determine if any errors have occuf
it has received a whole message.

sequence number is also used in ACK messages. In ACK messages, the seque

RY

sfer

file
or

5ed
the
red

nce

number identifies the last message thel\receiver receives without any error. The maximum

seq

7.3

Ead
Cha

NOT

uence number is not used for control (Query) messages.

3.8 Identification of separate binary file transfer

h single binary file trapsfer shall be identified by a unique combination of SrclID, Dey
nnel and BlockID (see Table 9).

E If a single SrclD\has multiple needs to send binary files (e.g. ECDIS sending screen image, chart so

ce,

lirce

infoqmation and route \exchange), then each single binary file transfer is identified, for example: ECDIS numier 1

seng

7.3

Thd

screen image as,Device = 1 and Channel = 1, and Chart source information as Device = 1 and Channel =
4 Binary-image file descriptor structure

binary-image file descriptor format is defined in Table 10.

2.
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Table 10 — Binary-image file descriptor format

Data item TYPE Description
Defines the binary-image file descriptor length in bytes. This is at least the
length of the header-as-defined-in-this-clause including the reserved bytes.
Future editions of this document may append additional fields to this file
Length DWORD descriptor as long as these additional fields are compatible with the
definition of the file descriptor in this document. Receivers which are not
aware of these additional fields shall ignore them.
. . Defines the length of the full-image binary file content in bytes, excluding
agefileLength DWORD headers and descriptor.
Stdtus of The status for the data return. A zero is returned for normal operation. Nop-
b WORD zero value is used to indicate an error condition. A descriptive text may-b4
acquisition . . . :
put in the status and information text field.
Dejice BYTE
bt BYTE
Port number to be used to acknowledge. Allowed port numbers are within
AckDestPort WORD the range from 60006, 60008 to 60016, 60021 {0 60030 (see 7.3.8.9).
TypeLength BYTE The length of the DataType field.
This string defines the data block encoding-by assigning a MIME content
type to the data block for the server followed by null character. For examgle,
DataType STRINGI[n] "image/jpeg" is used for JPEG imagétype.
The i ) . : £ IEC 61996
StdtusLength WORD The length of the "Status and‘information text" field in bytes.
Stgtus and Status information (e.g. successful operation or error codes). This may beg
; b STRING[N] ] p -
infprmation text one or more strings, each terminated by a binary null

NQ
In

NG
se
me
IS

TE 1 There is no error check for the binary-image file header contents as this is handled by the UDP layler.

his document, UDP header checksum is mandatory-

TE 2 MIME is Multipart Internet Mail Extensions. The MIME content type was originally used for emnail

vices but is widely used for many other_@pplications including Web. Also, it has flexibility to support new

dia types. The specification of the MIME"content type and registration is defined in ISOC RFC 4288 gnd

C RFC 4289.

)
3
)
5
)
5
>
B
L
o
)
)
()
o
T
by
()
)
¢
®
o

(4]

DataType shall belencoded by the MIME content-type which is "type/sub-type", and is defi

by
httg

ned

ANA. Table. 11" illustrates some examples of MIME content type for-image binary file pnd
compressed.‘«data. More updated information is available on the IANA web §ite,

/lwww.jana.org/assignments/media-types/.

Table 11 — Examples of MIME content type for DataType codes

Content type File extension MIME type/sub-type
GIF gif image/gif
Microsoft Windows bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD tar format tar application/x-tar
DOS/PC - Pkzipped archive zip application/zip
XML xml application/xml
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7.3

.5 Binary-image file data fragment

The package data format is defined in Table 12.

Table 12 — Binary-image file data fragment format

Data item TYPE Description
Datablock BYTE[datalength] This item is the data either split into pieces or in one block.

Thqg length of the-image binary file fragment is the length of the UDP datagram (as obtaiped

from the UDP header) minus any headers that are inserted in front of the-image binary|file

fragment. All datagrams, except the first datagram of the-image binary file which requires fwo

hedders (Header +-lmage binary File Descriptor), carry only one header (Header),

Thg-image binary file fragment length is allowed to be zero for one or more datagrams.

NOTIE There is no error check for the data contents as this is handled by the UDP layer-

7.316 Sender process for binary-image file transfer

7.3]6.1 Non re-transmittable sender process

Thqg following steps are performed for the basic sending ptocess (see Figure 3):

a) |a sender process waits until it gets-an-image a bjnaty file block-including-image-descrigtor;

b) |a block identifier is assigned for the-image binary file block (if this is the first-image birjary
file, then it is assigned randomly; otherwise; the instance identifier of the previous-impge
binary file block + 1 is used). The BlockID strall be unique for each binary file transfer ffom
the same SrclD, Device and Channel cortbination;

c) [a binary file descriptor is composed_according to Table 10;

d) |an-mage a binary file block is splitinto datagrams whose size is-tess not more than 1 §#72
bytes and each datagram is putjinto the sending buffer;

e) |get the first datagram of thesmage binary file block;

f) lassign a sequence number, which is assigned-by-—=zere to one initially-and-inerementegq-by
one;

g) |compose a header including token, source id, destination id and maximum sequehce
number according’Table 9;

h) |send a datagram to the network;

i) |if all datagrams of the-image binary file block are not transmitted, get the next datagfam

and go-to step f);
otherwise, then go to step a).
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Get a binary file block

F 3

BlockID = random()

v

BlockID + 1

Compose a binary file descriptor
according Table 10

|

Split data into datagrams with not
more than 1 472 bytes

!

SequenceNum = 1

|_

ire 4):

desecriptor;

) 4

SequenceNum + 1

A 4

Compose a header
according Tabled

!

Send a datagram to network

SequenceNum <
MaxSequence?

6.2 Re-transmittable sender process

no

Figure\3— Non re-transmittable sender process

IEC

sender processing steps for re-transmittable binary-image file transfer is as follows (

a sender) process waits until it gets—an—image a binary file block—including—im;

a block identifier (BlockID) is assigned for the-image binary file block (if this is the

See

irst

the

previous-image bi,nary file block + 1 is used). The’BIockID sh,all be unique for each binary
file transfer from the same SrciD;

c) a binary file descriptor is composed according to Table 10;

d)
e)

f)
g)

set re-transmission counter to zero(0), set query counter to zero(0), set query sequence
number to 1, set final counter to zero(0);

an—mage a binary file block is split into datagrams whose size is less than 1472 bytes
and each datagram is put into the sending buffer;

get the first datagram of the-image-bleck binary file;
assign a sequence number, which is-assigrhed-byzero set to one initially-and-ircremented

by-ene;
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h) compose a header—i

number according Table 9;
i) send a datagram to the network and set an ACK timer;

i) [if the sender receives an ACK @essage, whose DestID is not equal to own SFI and wh
SourcelD is not equal to o ctual DestID, go to step k);

1)

2)

3)

if the sequence nur@ of ACK message is less than the maximum sequence nuni
and lower than the Sequence number of the last transmitted datagram, increase
transmission c@st by one;

if re-transmi n count is greater than the maximum number of retransmissions (

7.3.8.7)%@ o step k);

if se e number in ACK message is identical to query sequence number, incre

qu ounter with 1, and if query counter is more than 3, set query counter to zero|
o to k);

if sequence number in ACK message is not identical to query sequence number,

Ase

(0)

set

query counter to 1,

get a datagram whose sequence number is sequence number in ACK message plus

one;
set query sequence number to sequence number;
go to step h);

k) if all datagrams of the binary file block have not been transmitted,

1)
2)

get a next datagram and increase sequence number by one,
go to step h);

[) otherwise, wait for an ACK message;

m) if the sender receives an ACK message whose DestID is not equal to own SFI and whose
SourcelD is not equal to own actual DestID , then go to step (n);
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1) if the sequence number of the ACK message is less than the maximum sequence
number, then go to step j);

2) if the sequence number of the ACK message is equal to the maximum sequence
number (i.e. transfer successful), then go to step a);

n) if ACK Timer expires and final counter is not more than three, then
increase the final counter,

1)
2) compose a QUERY datagram and send it to the network,
3) set an ACK timer

4790 to Step 1), crear the senaing buffer;

=4 Start )
Yes

| Getabinary file block )]  |————

[ BlockiD = random() [b] | | BlockiD + 1 [b]

—‘PI Sequ. num + 1 (k.1) | | Sequ. num =1 [g] [ - ]

Compose a binary file descriptor according Table 10; [c]
retransm.cnt = 0; quepy cnt = 0; query sequ = 1; final cnt = g [d]

v
A
Split data intoydatagrams with not than 1 472 bytes [e]

5) go to step a).

First
binary? [b]

Compose a header according Table 9, [h]
send datagram to network [i]
and set ACK timer [i]

A

ACKsequ <
MaxSequ and
ACKsequ <
Sequ.Num of last
transmitted?

011

Receive ACK
message? [j]

ACKDestID l«=
own SFI
or
ACKSrelD ! =
binary.DstiD?
il

Sequ.Num < Retransm.cnt + 1 [j.1]

MaxSegu?
(datagrams to
transmit) [k

€S

Retransm.cnt >
max retransm.?

Yes

Receive ACK
message? [I]

ACKsequ ==
Query cnt?

[-3]

| Query cnt =1 [j.4] I—
I

| Query cnt + 1 [j.3] |

ACKDestID ! =
own SFI
or
ACKSrclID | =
binary DstID?
[m]

ACK timer
expires?/{n]

Query cnt >3
[-3]

No
Sequ.Num = ACKsequ + 1 [j.5];

Query sequ = Sequ.Num [j.6]

v

4| Query cnt =0 [j.3] |

ACKsequ <

MaxSegu
=t

[m.1]

I Eiaal i 4 o 47 I
T HReroft T T

v
Compose a QUERY datagram
and send it to network [n.2]
[n.4] Set ACK [n.3]

ACKsequ ==
MaxSequ?
[m.2]

Transfer not successful [0]
[0.2] Clear sending buffer [0.1]

4| Transfer successful [m.1] I4
[m.1] I

‘_

IEC

Figure 4 — Re-transmittable sender process
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Receiver process for binary-image file transfer

Non re-transmittable receiver process

The receiver process steps of the non re-transmittable binary—image file transfer, including
passive receivers of a re-transmittable binary file transfer, is as follows:

a) waits for receiving new datagram;

b) if the BlocklD of the received datagram for same source identified by the combination of
SrclD, Device and Channel is not equal to that of the previous datagram,

c) |put

d) |if the sequence number is the same as the maximum sequence number,

e) |go to step a).

7.3]7.2

" . o H verbuffer—itis-det Ho-the-SF-

the receiver buffer is cleared;
a datagram into the receiver buffer;

the all data in the received buffer is delivered to the SF,

the receiver buffer is cleared;

Re-transmittable receiver process

Thg re-transmittable receiver process steps are perfornmied only by the receiver whpse

identifier SFl is same as the DestID in the Header as follows*(see Figure 5):

a) |waits for receiving a new datagram;

b) [if the token is not "RrUdP" or if DestID of received datagram is not equal to own SFI, gp to

c) |if the received datagram is a QUERY message, then,

step a);

it

if no previous datagram is available}-go to step a),

if the sequence number of thelprevious datagram is not equal to maximum sequehce
number, go to step a),

if all sequences flag isifalse (not all sequences of the previous binary block [are
received), go to step.a),

compose a Header with type = ACK, the BlockID and sequence number of the previpus
datagram,

send an acknowledge datagram to the sender,
go to stepra);

he hloék identifier of the received —data
Ae—=o —teentHer—ot+—the—fecetvrea—Gaata

o
~—

tt

G T

d) if the sequence number is 1,

1)
2)

analyse file image descriptor and header,

if file image descriptor or header or token is invalid, go to step a),
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3) set re-transmission counter and query counter to zero (0), set query sequence number

to 1, set all sequences flag to true,
4) go to step g);
if no previous datagram is available, go to step g);

if the BlockID of the received datagram for same source identified by the combination of

SrclD, Device and Channel is not equal to that of the previous datagram,
1) if there is any data in the receiver buffer, it is delivered to the SF,
2) the receiver buffer is cleared;

ffthesequence mumper s ot tand ot the Same as e SEqUENTE NUIMber of the pr&i
datagram plus one,

1) increase re-transmission count by one, Q‘

2) if re-transmission count is greater than the maximum number of retran@&ions (
7.3.8.7), set all sequences flag to false and go to step (a), (‘l/

3) if previous sequence number is identical to query sequence nun@'increase qy

counter with 1, )
(4

5) set all sequences flag to false and go to step (a), N

4) if query counter is more than 3 set query counter to zero (0),

6) if previous sequence number is not identical to qu @sequence number, set gy
counter to 1, A\

7) set query sequence number to previous sequence(humber,

8) compose a Header with type = ACK, the bloéqdentifier and sequence number of
previous datagram,

9) send an acknowledge datagram to the §\e@ er,
10) go to step (a); %)

put a datagram into the receiver bufigrs;\\'Q
if the sequence number is samei@lhe maximum sequence number,
1) all the data in the receive,@‘fer is delivered to the SF,

2) the receiver buffer is c@ﬁ'red,

3) the re-transmission@g\\mt is set to zero (0);

if all sequences fl ‘r'e true,

1) compose ac)@ader with type = ACK, the block identifier and maximum seque

number,
2) send @knowledge datagram to the sender;

go to @ a).
3

pus

ery

the

nce

NS
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—bl Wait for new datagramm [a] I: y

[c.1]

No
Previous
datagram? [c.1]
No Yes
Yes
SequNum ==
12 [d] PrevSequ 1= [e.2]
MaxSequ? [c.2
No

Token I= RrUpd
or?
DstID != own SFI?
[b]

[c.3and g.10 and k]
Send an ACK datagram to
the sender [c.5 and g.9 and j.2]|

Analyse file image descriptorl No Compose an ACK header
ad-header{d-4} Bocoiodall [c.3] with BlockID and sequencel .

L ! datagrams? [c.3 number of previous
datagram [c.4 and g:8]
Yes Y
nvalid header [d.2] Yes -

Yes

BlockID 1=

No %
previous
BlockID?
or descriptor »
No Recv buffer not
empty? [f.1 d4 [ Retransm,cnt="0; query Retransm.cnt >
cnt = 0;query sequ = 1; all max retransm.?

[d]

sequences flag = true [d.3]

Retransm.cnt + 1 [g.1]

[9.2 and Q.S]I All sequences flag = false L 4
—| [9.2 and g.5]

Query sequ = prev
SequNum [g.7]

No

Prev SequNum
== query sequ?,
g.3

Query cnt =1 [g.6]

SequNum =1
and
SequNum I= prev
SequNum+17? [g

No

Quéry cnt >
37 [9.4]

|Put datagram into recv buffer [h]|

SequNum ==
max SequNum?

il

Query cnt =0 [g.4]

|De||ver recv buffer data to SF [|.1]| Compose an ASK header

with BlockID and max f—
sequence number [j.1]

All sequences
flag == true? [j

Clear recv buffer; [i.2]
Retransm.cnt = 0 [i.3]

IEC
Figure 5«Re-transmittable receive process

7.3(8 Other requirements
7.3{8.1 Re-transmittable messages that cannot be processed

Both receiver and~sender shall silently ignore messages that are related to the retrangmit
progess that they cannot process themselves.

7.3/8.2 Multiple binary-image file blocks

A receiver that receives a binary-image file block more than once shall ignore all but on¢ of
the[tranSmissions.

NoTE Itis allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary-image file blocks, each of the blocks shall have the
same size and same header information.

7.3.8.4 Maximum outgoing rate

The data volume for each binary-image file source shall not exceed 2 MBytes per second.
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NOTE This provision is included to guarantee spare network capacity for other transmissions in between the
blocks of a large binary-image file. When the-image binary file is transmitted as multicast, it will flood the network
and can inhibit transmissions of other data.

7.3.8.5 End of transmission for non re-transmittable and re-transmittable binary file
transfer

The receiver shall assume that a transmission has ended unsuccessfully when it gets a binary
mage file block from the same source identified by the combination of SrclD, Device and
Channel (see Table 9 and Table 10) with a new BlockID. Then the receiver stops the current
recelvmg process and becomes ready for the neW4mage binary file bIock#eeewmg being

the

binary file block transmission. The receiver of non-re-transmittable binary file tnahRsfer and a
recgiver of re-transmittable binary file transfer not identified by DestID shalk\not send ACK
mesgsage to the sender.

transmittable sender assumes that the transm|SS|on is successfully f|n|shed only if it receives
an ACK message with the SequenceNum which is equal to the(MaxSequence; otherW|sI

tranpsmission has ended unsuccessfully. When a transmission'is'ended, a sender starts a pew
tranpsmission if necessary.

7.318.6 Gaps between ACK messages for re-transmittable binary file transfer

In deneral, a receiver shall, immediately after loss detection, transmit an ACK message to|the
sender if a binary-image file block has been lestieither by having a gap in sequence numbers
orRy-finding-errors-in-the-block. Since there s a time delay between the reception of the ACK
megsage and re-transmission of lost data. at the sender, a receiver waits for the sendpr's
response. For this purpose, a receivershould wait at least 200 ms before it sends another
ACK message for the following datagféms. However, when a receiver receives all messapes
corfectly, it shall send an ACK message immediately to the sender.

NOTE ACK message is used both for positive and negative acknowledge. See 7.3.3.5 for the description of the
ACHK message.

7.318.7 Maximum retransmissions for re-transmittable binary file transfer

Thqg sender'shall not retransmit the same datagram identified by sequence number of a birjary
file |mgre-than three times. After three retransmissions, the sender shall ignore any additignal
retrensmission requests for this datagram identified by sequence number and contihue
transmitting the next datagram identified by sequence number. The receiver shall not query
the same datagram identified by sequence number of a binary file more than three times.

The maximum number of re-transmission requests for a binary file shall be limited to 10 % of
the maximum sequence number for the binary file but shall be not lower than three times. If
the sender of a binary file receives more re-transmission queries than the maximum number,
it shall ignore all further retransmission queries and continue to transmit the binary file until
the last datagram identified by sequence number. In the case the receiver did not successfully
receive all datagrams identified by sequence numbers of binary file, the receiver shall not
acknowledge the last received datagram identified by sequence number with sequence
number equal to maximum sequence number. The receiver shall not query datagrams in the
same binary file more than the maximum number of retransmissions.
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In addition to data message re-transmission, control (Query) messages can be re-transmitted
in case the control message is lost. The re-transmission counter increases whenever the
control message is transmitted.

7.3.8.8 Timer management for re-transmittable binary file transfer

The re-transmission timer is managed at the sender. A sender sets the re-transmission timer
when either a whole-image binary file block is transmitted and waits for an ACK message, or a
control message (QUERY) message is transmitted. When the re-transmission timer expires,
the sender (re-) transmits a QUERY message and sets the timer again unless the re-
transmission counter reaches three

7.3{8.9 UDP port and IP addresses for non re-transmittable and re-transmittable
binary file transfer

Multicast addresses and ports for the service type are given in Table 5),"As a defqult,
addresses for—simple non re-transmittable and re-transmittable—imager hinafy file trangfer
seryice shall be 239.192.0.21 and 239.192.0.26 respectively. As a defaultythe port for-sinjple
non re-transmittable and re-transmittable binary file transfer shallbe& 60021 and 60P26
respectively.

Thqg receiver shall reply with ACK to the sender using the incoming datagram's AckDestRPort
and multicast address corresponding to this port number.

NOT|

7.3]9 Error logging

Equyipment shall maintain a count of the events of invalid binary—image file structyres
progcessed and make the count available. As a minimum, the following events shall be loggged:

e [the number of-image binary file blocks wWhere errors occur;
e |missing datagrams;

e lunrecognized header.

7.4] General IEC 61162-3-RGN message transmissions

(seel 8.12)
7.41 Message structure

Thg message «siructure for transporting IEC 61162-3 PGN messages into IEC 61162-450
netyorks is ilfustrated in Table 13.

Table 13 — Structure for PGN message

rieduerl (see 1dlie J)

PGN message descriptor

IEC 61162-3 message fragment

IEC 61162-3 message fragment (zero or more)

The maximum message size of the PGN is 1785 bytes. The PGN message shall be
transmitted using one or two IEC 61162-450 datagrams. When there is a missing datagram,
then the PGN message will be ignored as an error since the re-transmission of the lost
datagram is not required.
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7.4.2 Message format

The message format for transporting

IEC 61162-3 PGN messages into IEC 61162-450

networks is illustrated in Table 14. The PGN message descriptor length for PGN messages is

32 bytes.
Table 14 — PGN message descriptor
Field Name Size Description

Source NAME (SNAME) 8 bytes of characters Name of source. NAME shall be compliant

e
Soprce Device Identifier 2 byte of numeric number Address of source device which@*
(SpID) @ compliant with IEC 61162-3. Q)

N
Deptination NAME 8 bytes of characters Name of destination. N small be
(DINAME) compliant with IEC 611 .
R®)
Deptination Device 2 byte of numeric number Address of de 'na‘{i‘on device which is
Idgntifier (DDID) @ compliant wi@ 61162-3.
'k\

PGN number 4 byte of numeric number PGN nt*n"ber of IEC 61162-3.
Priprity 1 byte of numeric number Priog?WIEC 61162-3. Bit 0-2 are usedl

a it 3 to Bit 7 are reserved.

\\
Reperved (REVD) 7 bytes %Reserved bytes.
a8 |Two bytes are specified to allow for future expansion. (\Q

%
. . 3>
7.4)3 Address translation requirements ‘\

7.4

A H
me
gro

AP

7.4

The
net

3.1 PGN group identification \,\(\
GN group is defined as a Iogic%@group of devices that can share the information

Esage. Each PNGF shall be assigned a PGN group to communicate with devices in
ip. The device address in a\ﬁ@ group shall be unique in the network.

WO
N\
NGF may be registere@th more than one PGN group if some of devices are require

communicate with devi&‘s.in different PGN groups.

Megns shall be pr@@ad to configure PGN groups at each PNGF.

3

E)Qﬁ identification

.2
:’é/ﬁ%shall represent all IEC 61162-3 equipment which are uniquely identified in
v

N

hnd
the

i to

the

A virtual device in an IEC 61162-3 network is identified by the source address. Each virtual
device shall be identified by SFI of PNGF where it is connected, its PGN group number, its
IEC 61162-3 source address and NAME. When there is no address available, then the
address cannot be mapped until a new address is available. When a new address is not

ava

7.4,

ilable, this event shall be recorded as specified in 4.3.3.

3.3 Address resolution

When a PNGF receives a query (i.e. Address Claim Message) about the device address with
NAME and it has the information about the device, it shall respond with the address without
forwarding the message to the IEC 61162-3 network.
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7.4.4 Message processing
7.4.41 From IEC 61162-3 to IEC 61162-450

The PNGF shall have the capability of representing IEC 61162-3 devices as gateway device
address and PNGF's SFI except for device address 0 which is always mapped to the device
address 256. This is because the PNGF's device address of 0 represents PNGF itself on the
IEC 61162-450.

The PNGF shall have the capability to represent it as at least an IEC 61162-3 device by
obtaining its corresponding IEC 61162-3 source address from the IEC 61162-3 network.

When a PGN message is received from the IEC 61162-3, the PNGF extracts the infoxmalion

of gource address, destination address, priority and PGN and it creates a messagehand ffills
up fhe corresponding fields. It also looks up the field of SFI and NAME of the, ‘destinafion
address, and fills it out. When the received PGN message is not valid, n it willl be
dis¢arded, and this event shall be recorded as specified in 4.3.3. (OQ
7.414.2 From IEC 61162-450 to IEC 61162-3 %(l;b‘
Thg PNGF shall have the capability to map 251 IEC 61 @Q’ﬁ source addresses| to
IEQ 61162-450 device address and vice versa. The value of is based on IEC 611§2-3
address where the PNGF consumes 1 for the PNGF itself leaving 251 for mapping.

;\\
Thd address at IEC 61162-3 is source and destinatiéh” device address. When a PNGF

recgives a message from an IEC 61162-450 nefw@rk, it extracts the SDID and DPID
infgrmation and puts it in the IEC 61162-3 PGN ge and transmits into the IEC 611¢2-3
netywork. When the received PGN message isQ@ valid, then it will be discarded, and fhis
evegnt shall be recorded as specified in 4.3.3. s\\}

g
7.414.3 Address conflicts b\

N

When there is a PNGF assigned ad@&s conflict in the address translation table of PNGH for
mapping IEC 61162-3 network de@:es available as 450-Nodes in the 450-Network (i.e. when
the|same device address is assigned to more than one device), it shall be resolved. Whgn a
PNGF finds out that there a\re) address conflicts, it re-assigns IEC 61162-3 device address

mapping. C)\

-

Thg address re-assi@%nt process shall be done within 1 min.

7.4l5 Addit@al management requirements
7.4/5.1 @2; configurable capability

The PQ/G?may also have the field configurable capability to change this default addresq so
tha{ the“address is not claimed for a particular IEC 61162-3 device.

7.4.5.2 Non-volatile memory

The PNGF shall maintain configuration data in non-volatile memory. This ensures that field
configurable settings are maintained across power cycles.

7.5 System function ID resolution
(see 8.13)
7.5.1 General

At the construction of a 450-Network of a ship, the assignment of SFI (system function ID)
may be clearly defined. However, as the equipment of the ship is amended, replaced,
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erviced, the assignment of SFls may not be as clear. This protocol assists in
f SFI collisions.

NOTE The receiver functions are covered in IEC 61162-460.

7.5.2 Trans

These function

mitter functions

s apply to all 450-Nodes.

A transmitter in a 450 Network shaII as a minimum after boot up, 1 m|n after boot up, 5 min

after boot up 3

address 239.192.0. 56 port 60056 an SRP sentence to assrst detectlon of collision of Q

(se¢ Annex F).

(seel 8.14)

7.6{1  Definition Q

Thig protocol
trarjsmitted fro
datd transmiss

SBRP sentence with the fields populated.

7.6 Binary file transfer using TCP point-to-point 7
4

NOTE The TCP standard is RFC 793. The IP standard 's&\) 894. The Ethernet standard is IEEE Std 802.3.

Talle 15 describes the terminology used. ~&
% D\

on
SFI

On receiving an SRP sentence with null fields, equipment shall resw vith

iple sending of SRP is needed as different devices can have faster boot ime than|the
netyvork monitoring performing the collision detection based on SRP senteeg@s.

provides a mechanism by which non a; 1162-1 formatted data can| be
m a sender to a single receiver. The ol emphasizes the reliability of|the
ion between two linked systems by u@the TCP protocol.

N

Table .1@— Description of terms

Term

Description

BY[TE

The lowest leve] %@element consisting of 8 ordered bits (sometimes called an octet). Bit
orderis as d ned by the computer implementation. Note that the implementation shall
make any neéessary conversion between network bit order and computer bit order.

Dafa packet

f bytes that contains a header, an optional sequence of reserved bytes and the
sage content. The header specifies the length of header itself, of reserved bytes
and will also contain information that allows a number of data packets to be re-
bled into a presentation.

Dafa element Q

N . . . . . .
%ne or more bytes that forms a stand-alone information carrier, i.e. a time stamp, an intege
"or a character.

DWORD %O
\<</C)

Double word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is

constructed from four consecutively transmitted BYTES, where the transmission order on th
network is the most significant BYTE first followed by the next most significant BYTE until th
least significant BYTE

wr

[]

File

One group of bytes that forms a stand-alone data set.

Message data

The data contents of a data package.

Reserved A number of bytes in the data packet that may be ignored by the receiver. The reserved bytes

bytes may be additional header information that only has meaning for newer versions of the protocol
or they may also be used for manufacturer specific purposes.

WORD One unsigned 16-bit integer (in the range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network is the most
significant BYTE followed by the least significant BYTE.

STRINGIN] A sequence of exactly n BYTES, interpreted as a string of characters. The transmission order

on the network is the left-most character first. If the string is shorter than », additional trailing
bytes shall be set to zero. All strings in the header are encoded in ISO/IEC 18859-1 (ISO Latin

1).
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7.6.

7.6.

2
2.1

General

- 51—

Data field structure for transfer of files

The files are transmitted over the network in packets. The data field is defined as a sequential
and unpadded stream of octets divided into two main groups — header and package data, as
shown in Table 16. The header is needed for synchronisation and data integrity validation.

Table 16 — Binary file structure

Header (see 7.6.2.2)

Package data (see 7.6.2.3)

7.6

The

and

2.2

Elements of the header structure

header format is defined in the Table 17. The first column specifies t@Qéme of the d
item inside the header (starting from offset zero). The second column ifies the data t
size. The third column describes the data item and its purpose. %

Q
q/
ata
ype

Table 17 — Header structure
y4

N
C)Q)

Data item

Type

iption

tok

en

STRINGI6]

character. Identifier as AS@II string with a length of 5 bytes. This token

It shall always contain the tr@"RrTcP" including a trailing NULL
é‘ew data block.

defines the beginning{%

crg

Header

WORD

CRC is calculat m and including headerversion to and including a
reserved byte% e CRC is calculated from the sequence of bytes aftef
formatting iqé\ ansmission byte order.

ol ia x16 12 4 5
The CRE@O ynomial is: x'® + x'¢ + x> + 1.

Cyclic redundancygék for the header according to CRC-16-CCITT. T

he

hderversion

WORD

Defi%) he header version. The headerversion with value 1 is defined
tr&& cument. Extensions and/or modified versions will update this

\'e

=}

3

he

hderlength

P

efines the binary file descriptor length in bytes. This is at least the
length of the header including the reserved bytes. Future editions of th
document may append additional fields to this file descriptor without
incrementing the header version as long as these additional fields are
compatible with the definition of the file descriptor in this document.
Receivers which are not aware of these additional fields shall ignore
them.

srg

P

SN

N STRINGI6]

Define the source system identifier in format "ccxxxx" (see 4.4.2).

da

N4
alen%l)é

NS

DWORD

Defines the data content of this data package in octets. This may be th
full (oversized) data in one package or a typical size for network transf
(1 280 octets). In the latter case, maxnum, actnum and streamlength w|

— & D
==

be used to sunchraonize data nackets into g comuolete data transfor
s ™ g

tim

eSec

DWORD

Seconds part of time stamp. Timestamp is constructed both of time in
seconds and nanoseconds at the grabbing instant. If required by the
application (e.g. image transmission to the VDR), The timestamp shall be
made at the source immediately at data recording.

If the application allows the timestamp to be optional and no timestamp is
available, the value 0 shall be used for timeSec and timeNsec.

The time representation is the number of seconds since January 15t
1970, not including leap seconds (i.e. in astronomic/GMT representation).

This information is only needed with the first packet of each file or data
stream. Time stamps in the following data packages belonging to the
same data transfer shall be discarded by the receiver.

It is only practicable to use this value if the synchronization between the
destination device (e.g. VDR) and the source device (e.g. Radar unit) is
sufficiently precise (in the range of milliseconds). The difftime data item
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Data item Type Description
may be used as an alternative method for synchronisation. If difftime is
non-zero, this field shall be ignored.
timeNsec DWORD Nanosecond part of time stamp. See timeSec for details.
difftime Time difference in milliseconds between data recording instant (e.g.
grabbing instant) and transmission of the first packet of the file.
A timestamp with a resolution of at least in the millisecond range is made
immediately before the source generation (e.g. screenshot) and the
second timestamp is made immediately before the first packet is
transmitted. The difference is entered as "difftime" and the packet is then
sent
The destination device (e.g. VDR) uses this difftime value togetherwmr
its system time to determine the timestamp for the transmitted sTine
tolerances between destination device and source device m
neglected, because the time reference of the destination der\ is alwdys
the system time of the destination device.
magxnum DWORD Number of packets needed for transmission of the c eg,pondlng file o
data stream. The value can be 1 or more (6
acfnum DWORD This packet number (range from 1 to maxnumh P
streamlength DWORD Defines the length of the (full) stream/pres&@t%n content in octets
deyice BYTE Data source (device) as binary value, ‘S'Qr\equment 1, 2 2 equipment P
etc. The value can be between 1 anfLZ
chgnnel BYTE Subdivision according to data s@ (device), values from 1 to 255,
default = 1.
deyiceip DWORD IP of transmitting device; thﬂ%ally used. The IP address is entered in
Network Byte Order Fo (DWORD).
deyiceport WORD That port the transr\q%g device has used. It may be used optionally.
N
typelength BYTE The length of ths\@atype field.
dafatype STRING[16] This string s the datablock encoding by assigning a MIME conterjt
type to the'datablock for the server followed by a null character. For
exampl age/png is used for PNG image files and application/zip is
used»{@ ip-files.
Stqtus of WORD atus for the data return. A zero is returned for normal operation.
acquisition -zero value is used to indicate an error condition. A descriptive tex
meay be put in the status and information text field.
StqtusLength WORD (')\\ The length of the "Status and information text" field in bytes.
Stqtus and STRI [n] Status information (e.g. successful operation or error codes). This may
infprmation text A be one or more strings terminated by a binary null.
O
7.6]2.3 E@nts of the package data structure
Thg pac data format is defined in Table 18. The first column specifies the name of|the
datq i The second column specifies the data type and size. The third column descripes
the item and its purpose.

The package data structure size is set to zero if only status information is transmitted.

Table 18 — Package data structure

Data item

Type

Description

datablock

BYTE[datalength]

This item is the data either split into pieces or in one block. Size is
defined by datalength in the header.

There is no CRC for the data contents as this is partly handled by the TCP/IP layer or by
other mechanisms in the contents format. The header has a separate CRC as it is deemed
more critical for the correct operation of the system.



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 RLV © IEC 2018 - 53 -

7.6.3 Structure of the transfer stream
7.6.3.1 General

The complete binary file is split into a number of datablocks. Each header and datablock is
transmitted in increasing order, beginning with the first datablock and ending with the last
datablock. Synchronisation is achieved with data items actnum and maxnum.

7.6.3.2 Unknown data types

A receiver that does not understand an incoming data type shall ignore all incoming data
without closing the connection if the receiver is a server. Q

If the receiver is a client and does not understand incoming data, it shall mmeddSQTy clpse

the|connection.
S

7.6)3.3 Maximum outgoing rate (OQ

o

Thg data volume for each transmit client of binary file shall not exceed(i ytes per second.

NOTE This provision is included to guarantee spare network capacity for ﬂg\[ransmlssmns in between| the
blocks of a large binary file. When the binary file is transmitted as multicast, it % flood the network and can inhibit

trangmissions of other data. Q/
7.6/4 TCP port and IP addresses 5\\

Thg IP address shall be freely selectable outside t Qddresses assigned for other purpoises
in fhis document and the IP address is depe IQ on the network configuration of |the
corfesponding equipment manufacturer. \\
QO
Thg IP address of each file source an file receiver has to be coordinated and |set
manually beforehand to be in the same§ dress range.

Eqyipment unable to perform an add&ss look-up service should be configured to the samg IP
subrnet. A router may be used ifi@ equipment is connected on different IP sub-nets.

.

Thg default TCP port betwg%bosender and receiver for the transfer shall be 7097. Sender pnd
recgiver shall support coan ration of the port number and IP address.

7.6)5 Implemett)@on guidance

7.6]5.1 Re er as server and sender as client

Thig setu @ used for example for VDRs where the VDR as the file receiver has to| be
con |gu§as a passive listening device. The file sender is the active transmit cljent
conn@ g and transferring the data.

Depending on the application, the file receiver may be set up to accept multiple transmit
clients on the same input port. This is necessary if more than one transmit client is assumed
to send its files to the receiver server.

7.6.5.2 Connection management from sender client

The transmit client shall establish a connection to the receiver server immediately after
system initialisation. Once the connection is established, the transmit client is responsible for
the connection and streaming of data packet to the receiver server.

If the connection attempt fails or connection is lost, the transmit client shall try to establish the
connection again. The interval between attempts shall not exceed 30 s.
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5.3 Connection management from receiver server

The receiver server shall make the listening port available for data transfers during
initialisation.

The manufacturer shall specify the maximum number of transmit client connections for the
receiver server. The receiver server shall receive data individually from connected transmit
clients and detect any loss of connection from transmit clients.

The equipment test and performance standard may require alerts to be raised for loss of

conprection:

Thqg receiver server may in some cases only detect a failed connection by timeout siace data
wag received last time. The receiver server shall reinitialise the listening port and the rece|ver
soffware module after timeout for the transmit client.

7.6{5.4 Error handling

Thqg receiver shall ensure data integrity at reception by verification-of,the header including
toke¢n, version, consistency of data fields and the header CRC. Errongous data reception shall
be processed and indicated according to individual equipment standard.

NOTIE Consistency of data fields can depend on application. However, 8tfings can be checked against containing
illegpl characters, message sequence numbers can be checked, etc.

7.6)5.5 Transmission of a file

Thqg client transmission of a file may occur at.any time when the connection is open. [he
mes$sage header information is sufficient for the server to decode the data stream pand
reagsemble the file and its associated headerjnformation data.

7.6{5.6 Device identification

All glients shall be configured with-a~unique source SFI and device identification (1 to 255 to
allojw the server to unambiguouslicidentify the source of the received packets.

8 |Methods of test and-required results

8.1 Test set-up_and equipment

Thqg following testmethods require test equipment capable of transmitting and receiving YDP
datagrams over the Ethernet interface and the use of a network protocol analyser. The fest
equipment\shall be capable of supporting the Ethernet interface appropriate for the-deyice

uhd

er-test\EUT. The equipment shall also be capable of generating invalid data.

The
defi

—testequipment shatt—beconfrgured—to—transmit D P—broadcastmessages for theports

ned in 6.2.2.

Simulation equipment is required to be capable of:

generation of test UDP datagrams containing unique and numbered content, syntactically
correct and incorrect sentences with datagram intensity that can be varied to exceed

IEC 61162-1 and IEC 61162-2 channel capacity;
if the EUT implements support for PGN, generation of IEC 61162-3 PGN test senten

ces

containing unique and numbered content, syntactically correct and incorrect with variable

length and correct, incorrect and missing checksum;
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e generation of IEC 61162-1 test sentences containing unique and numbered content,
syntactically correct and incorrect with variable length and correct, incorrect and missing
checksum;

e generation and reception of non re-transmittable and re-transmittable binary-images files.

8.2
8.2.

(see

Basic requirements

1 Equipment to be connected to the network

4.2.1)

Verjfy through inspection of test documentation that the-netweork-devices-have EUT has\b

tes

For

8.2

(seq

ed against the relevant requirements contained in IEC 60945.

the purposes of IEC 60945 the following definitions apply.

Performance check
A performance check is the successful transmission and reception of data-

Performance test
A performance test consists of evaluating performance under different test scenarios.

2 Network infrastructure equipment

4.2.2)

Cor
dog

Cor
the

If th

Usq
224
dat

8.2

firm by inspection of manufacturer provided information that the-device—undertest H
s not provide the functions of-reuteror.arepeater hub.

firm by inspection of documented_gyidence that the EUT supports IGMP protocol and
version of IGMP support is documeéented.

e EUT is a switch,

confirm by inspection.of*documented evidence that it supports IGMP snooping, and

confirm by inspeefion of documented evidence that the IGMP snooping based multig
traffic filtering is sdpported per each multicast address.

a simulafion arrangement to generate multicast datagrams with address range
.0.0.1 tp~224.0.0.255 and confirm by observation that the EUT does not filter out th
hgrams.

3 Documentation

uT

hat

ast

of
bse

(see

Confirm by inspection of manufacture's documentation that all of the implemented datagram

4.41,7.1.1)

types are specified.

8.3

8.3.

(see

Network function (NF)

1 Maximum data rate

4.3.2)

Confirm by inspection that the manufacturer has specified the maximum datagram-—eutput
input rates as specified in items a) to ¢) in 4.3.2.
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After activating all NF ports of the equipment under test with the specified maximum
aggregate datagram rate as specified in 4.3.2, check that the performance of the equipment is

not

8.3.

(see

degraded in any way.
2 Error logging function
4.3.3)

Confirm that the manufacturer has provided means to inspect a log of detected errors.

NOTE Tests for the errors to be logged are given in 8.5.2, 8.9.2, 8.10 and 8.11.4.

Cor

firm that, if external data logging capability is provided, the output of syslog messa

confforms to the manufacturer's documentation and the requirements of 4.3.3.2.

If r¢ception of syslog message capability is provided, confirm by analytic evaluation that

rec
the

8.4

pption and logging of syslog messages conforms to the manufacturer's dqocumentation
requirements of 4.3.3.2.

System function block (SF)

1 General

Lo

the
and

For

SFs that implement IEC 61162-1 interfaces,\erify compliance in accordance with the

methods and required test results of IEC 61162:1.

For

SFs that implement IEC 61162-2 integrfaces, verify compliance in accordance with the

mefhods and required test results of IE¢*61162-2.

8.4

(see

Che

Chs
par

8.4

(seq

2 Assignment of unique system function ID (SFI)

4.4.2)

ck that means are provided to assign and configure the SFI, as described in 4.4.2.

ck that manufacturer's documentation include instructions how to select "cc" and "x
of the SFl so\that the SF1 is unique at least within the IEC 61162-450 network.

3 Implementing configurable transmission groups

44,3

est

est

XX

Check that means are provided to assign and configure the transmission groups. Check that
documentation has been provided describing the transmission groups supported by the device.

8.5

8.5.

(see

Serial to network gateway function (SNGF)

1 General

4.5.1)

Check that it is possible to enter unique SFls for all sources distinguished by different talker
mnemonic per each serial ports of the device and that the mapping of SFI to sources
distinguished by different talker mnemonic per each serial port is correctly implemented by
analyzing the UDP datagrams.
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Check that TAG block source identification (s:) is correctly implemented to sources
distinguished by different talker mnemonic per each serial port by analysing the UDP
datagrams.

Check that TAG block destination identification (d:) is correctly implemented for routing from
450-Network to serial ports.

Check that documentation is available describing any filtering used in the device.

8.5.2 Serial line output buffer management

(seel4.5.2)

Verjfy the output routing by feeding the network under test with datagrams-containing
sentences for all available serial outputs and check that sentences are routed. te the oujput
porfs having the set SFls.

Verjfy output buffer overflow handling by increasing the datagram data.rate until possjble
capjacity of the serial lines are exceeded and check that

e [prioritized sentences are correctly-discarded replaced, maintaining the FIFO order and|not
affecting sentence integrity, and

e |in case buffer overflow sentences are discarded, th&{FIFO order is maintained, |not
affecting sentence integrity, and the buffer overflow events are logged as required.

Verjfy required functionality for prioritized messages by repeating the test with the unit sef for
prigritized messages and check that behaviour is corréct.

Verify message buffer integrity by repeating the test also with grouped messages and chieck
that overflow handling maintains group integrity, meaning that whole groups are discarded,
regardless of the prioritized message setting.
8.5{3 Datagram output

(seg]4.5.3)
Verjfy datagram conversion by feeding the input ports of the network under test ith

sentences and check that.these are transmitted in UDP datagrams with correct syntax, $Fl,
source identification (St} and, if required, destination identification (d:).

Thqg test sentences should include TAG blocks and grouped messages.

Tedt configuration should include single source per serial port and multiple sources
disfinguished by different talker mnemonics per shared serial port.

8.5.4—Datagram output muit-SFsertatport

(see 4.5.4)

Verify datagram conversion by feeding the input ports of the network under test with
sentences and check that these are transmitted in UDP datagrams with correct syntax, SFl,
source identification (s:) and, if required, destination identification (d:).

Test configuration should be configured for multiple sources distinguished by different talker
identifiers and manufacturer mnemonic codes (for proprietary sentences) per shared serial
input port. The output should be configured for single destination by talker identifier.

Check the test cases below:
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1) received sentences with configured talker identifiers and manufacturer mnemonic codes

will transmit datagrams with the configured SFI;

2) received sentences without a configured talker identifier or manufacturer mnemonic code

will transmit datagrams for each configured SFI;

3) received datagrams with configured destination SFIs will be transmitted on configured

serial port;

4) received datagrams with a valid destination that is an unknown SFI will not be transmitted

5)

Int
TIO

sentence “PMANMSG” is configured for SFI VD00O01. The typical received sentencbs

incl

on any serial port;
received datagrams with no destination specified will be transmitted to all serial ports.

D01 (for Talker Identifier "TI") and VDO0O0OO1 (for Talker Identifier "VD"). A ie

he test cases below, the SNGF serial port default SFI is "SI0001", the configured §F§
il t

ude rate-of-turn ("$TIROT") and speed ("$VDVBW").

Test case 1: An example of simple SFI conversion: Qq/
"STIROT,123.45%*67<CR><LF>$VDVBW,10.00,,A4,,,V,,V, ,v*hh<CR><ﬁip>"

’
" SPMANMSG, proprietary contents*hh<CR><LEF>" ASD

N

will generate three datagrams, one for each SFI:
"\s:TI0001,n:333*hh\S$STIROT,123.45*67<CR><LF>" C)CO
"\s:VD0001,n:111*hh\$VDVBW,10.00,,4,,,V,,V, ,v*i\ R><LE>"
“\s:VD0001,n:111*hh\>$PMANMSG, proprietary_co@ nts*hh<CR><LEF>"
with the IEC 61162-450 Header("UdPbC'0™).

Test case 2: An example of un-configured ta\l\e identifier:
"$SDDPT,123.4,,400*hh<CR><LEF>" s\\}

will generate one datagram for each ¢ ured SFI:
"\s:TI0001,n:222*hh\SSDDPT, 1234&, , 400*hh<CR><LF>"

"\s:VD0001, n:222*hh\$SDDPT,A@. 4,,400*hh<CR><LF>"

with the IEC 61162-450 Head@“UdeC'O"').

Test case 3: An example.c@?mple SFI conversion, no TAG block support:
Datagram "\s: INOOOng:\TIOOOl ,n:333*hh\SINTIQ, ROT*hh<CR><LE>"

will generate tran@ss’ion of the sentence on the serial port configured for the destina
SF1 T10001: O

"SINTIQ, RO *@<CR><LF>"

Test caseQ.&n example of a specified destination but un-configured SFI conversion:
Datag "\s:IN0001,d:GN0001,n:333*hh\$INGNQ, ZDA*hh<CR><LF>"
&ﬁiﬂerate transmission on any serial ports.

case 5 An example of no specified destination:

are
ary
hen

ion

Datagram “\s:IN0O001l,n:333*hh\$INGNQ, ZDA*hh<CR><LF>"
will generate transmission of the sentence on all serial ports.

“SINGNQ, ZDA*hh<CR><LF>"

8.5.5 Handling malformed data received on serial line

(see 4.5.5)

Verify datagram conversion by feeding the SNGF input ports under test with valid sentences
interleaved with malformed data according to 4.5.5.

Confirm that the valid sentences are correctly converted into datagrams.
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Each test shall include test cases for all of the start characters. Check that the test cases

below will generate a datagram transmission:

1) when data has been received before a start character;

2) when data has been received after a valid start character and the maximum sentence and

TAG block length has been exceeded;

3) when data has been received after a valid start character and end of line (<CR><LF>) has

not been received within 1 s;

4) when a reserved character has been received and not having been appropriately escaped;

5) [Whem TandomnT bimary gata 1S Sent o Seriat fine.

o

In the test cases below, the SNGF serial port is configured as SFI TI0001 and defa
is the SFI of the SNGF. d

N
e [Test case 1: An example of data before start character: (19

Serial data "127,333*6B<CR><LF>STIROT, 123.45%67<CR><LE>" (OQ

WX
SV

will generate two datagrams:
"\s:5T0001,n:444*hh\127,333*6B<CR><LF>"

N
"\s:TI0001,n:445*hh\$TIROT, 123.45*hh<CR><LF>" 6\
and with the IEC 61162-450 Header("UdPbC'0"). Q
e [Test case 2: An example of too long line: ;\\<</

to violate serial data maximum line leng imitation*hh<CR><LE>"

will generate one datagram, i.e. no change t chtent:

ldescription to violate se data maximum line

limitation*hh<CR><LE>" QS\

and with the IEC 61162-450 Heac!e (&\JdeC'O'").

e [Test case 3: An example of timee\\lt:

Serial data "$TIALR,12345&?906,A,V,"

<1.1 s delay> ’\\O

Serial data "Sensogcéﬁult*hh<CR><LF>"

will generate two d@g’rams:

"\s:TI0001,n Q)*nn\$TIALR,123456,906,A,V," and
"\s:SI000 *448*nn\Sensor fault*hh<CR><LF>"
and wit IEC 61162-450 Header("UdPbC'0").

° Tes&e 4: An example of incorrect escape:
'\S?; XT,01,01,01,Incorrect * escape*hh<CR><LE>"

"\s:TIOOOl,n:446*hh\$TIALR,123456,9Q§SA,V,Sensor fault with a too 1
ial

Serial data "STIALR,123456,906,A,V,Sensor @Qt with a too long descript

len

DO 1

ion

bng
bth

Wil generate a datagram (I.€. no change to content):
"\s:TI0001,n:449*nn\$TITXT,01,01,01,Incorrect * escape*hh<CR><LF>"

and with the IEC 61162-450 Header("UdPbC'0").

e Test case 5: An example of random serial data including start characters "$" that will

initiate a new buffer:

This will generate a datagram:
"\s:8I0001,n:449*nn\kfajds...3efbnajfu93hn" followed by
"\s:8510001,n:450*nn\$1kfdajkf98873tg87784 ((/kfajd.."
and with the IEC 61162-450 Header("UdPbC'0"™).
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8.6 Other network function (ONF)

(see 4.7)

Verify by inspection of the manufacturer's documentation that information for the use of ONF
is provided as described in 4.7.

Verify using the test equipment described in 8.1 that the ONF does not use any of the
multicast IP addresses reserved in 5.4.

NOTE The test equipment to confirm the source and destination of general ONF traffic could be a network
anallyser.

8.7 Low level network

8.71 Electrical and mechanical requirements

(seg]5.1)

Verjfy by observation that one of the connectors specified in Table 3/is available on |the
equipment.

Verfjfy by inspection of manufacturer documentation that one‘or more of these interfaces
meegts the requirements of Table 3.

Verjfy by inspection of manufacturer documentation that*the laser safety requirements|for
Claps 1 devices are met.

8.7)2 Network protocol

(see]5.2)

Cornfirm by inspection of documented evidence that the relevant IEEE 802.3 data link protgcol
is used.

Verjfy using the network protocol\analyser that IP (Version 4) protocol is used and that n¢ IP
optlon is used.

Confirm using ping program that each device supports the network protocols specified.

8.7)3 IP address assignment for equipment

(seg] 5.3)

Confirm by.ebservation that means are provided to configure an IP address for the device.

Conficf” that an IP address for the device is configured—with—the—ranrge—of 172-16-0-1 o

within the ranges reserved T10or private networks as described 1n 1S0OC RFC

1918.

Confirm that any excluded IP ranges reserved for internal sub-nets (internal to the equipment)
are documented and those are not in the range given by 5.3.

Using the test equipment described in 8.1 and documentation provided by the manufacturer,
verify by transmitting and receiving data that the equipment does not change its IP address
and IP port settings after an OFF/ON power cycle.

8.7.4 Multicast address range

(see 5.4)
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Verify, using the network protocol analyser, that each datagram is transmitted and received
with the multicast address 239.192.0.1 to 239.192.0.64.

8.8

(see

Transport layer

Clause 6)

Verify that UDP messages are transmitted and received at each of the appropriate port
numbers as defined in Tables 4 and 5.

Ver

ify that UDP are discarded if the received UDP checksum is invalid

Ver

Venfy

8.9
8.9

(see

Usi

verify by transmitting and receiving data that each SF and ‘SNGF port of the equipment un

test
intg

8.9

(see
Chg

follpwed by a null character (all bits set to zero) as the first six bytes of the datagram.

Chs
deg
dat

fy that each datagram contains no more than-+460 1 472 bytes.

Application layer

1 Application
7.2.1)
hg the test equipment described in 8.1 and documentation_provided by the manufactu

can send and receive IEC 61162-1 sentences and allews several sentences to be mer
one datagram if applicable.
2 Datagram header

7.1)
ck that all UDP multicast datagrams _are headed by

'UdPbC" for transmission of IEC 61M62-1 formatted sentences,
'RaUdP" for transmission of binary-images files,
'RrUdP" for transmission@f’re-transmittable binary-images files, and

'NkPgN" for transmigsion of IEC 61162-3 PGN messages,

ck that alh REP/IP datagrams are headed by "RrTcP" for transmission of binary files
cribed in™y:6 followed by a null character (all bits set to zero) as the first six bytes of
hgrams

Ch

rer,
der
ped

as
the

ck'that incoming datagrams with an unknown header are discarded without processing

con

tent beyond the header.

the

Verify that, as part of error logging, the count of received datagrams without valid datagram

hea

8.9.

(see

der (see 7.1) is increased if datagram header is unrecognized or invalid.

3 Types of messages

7.2.2)

Using the test equipment described in 8.1, and documentation provided by the manufacturer,
verify by transmitting and receiving data that each SF and SNGF port of the equipment under
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test can send and receive each of the message types specified by the manufacturer; one or
more of SBM, MSM and CRP. For CRP messages, verify that the requirements of Clause C.4
are met by inspection of recorded datagrams and, in the case of timeout handling, the
equipment's error log data.

8.9.4 TAG block parameters

(see

7.2.3)

8.9.4.1 Test of the transmitter

Ver

8.9

Ver

8.9

If the network under test supports CRP, then, using a bidirectional protocol analyzer, vq

tha

8.9

Ver

Ty USINg a receiving protocol analyzer that

all members of group have same group code value,
next group code value after 99 is 1,

the—device—under—test EUT transmits the source identifier (two separate test case
default and configured),

if used, the-deviceundertest EUT transmits valid destination code,
line count value increments for each line and resets after 999 to1¥
if provided, the heartbeat sentence (HBT) is transmitted at least once every 60 s, and

the—device—under—test EUT only feeds sentences preceded by a valid TAG block
example "\s:110001,n:23*31\$LCGLL,5420.123,N,01030.987 ,E,, A, A*ZC58<CR><LF>")
the network.

4.2 Test of the receiver
fy, using a transmitting protocol analyser, that

ines without a TAG block are not used-as-defined in 7.2.3.1,

adding a TAG block containing syntactically correct parameter codes (for exan
"\z:Y23G81*56\") not defined in this'"document is transparent to normal operation,

only complete sentence groups_are used, and
TAG block lines with the-device-undertest EUT as destination are processed.

NOTE Processing can also‘wean that data is dropped.

4.3 Test for bidirectional communication

source and\destination are correct in the CRP communication.

4.4 Configuration

(for
nto

ple

rify

fy. by inspection of documentation that it is not possible to dynamically configure

any

identities after installation.

8.9.

(see

5 General authentication

7.2.3.8)

These tests apply to a EUT that includes transmission of authentication.

Confirm by inspection of manufacturer's documentation which signature methods the EUT
provides.

Confirm by analytic evaluation that the EUT transmits sentence or message with correct
authentication code as described in 7.2.3.8. Repeat the test for all signature methods

sup

ported by the EUT.
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Use simulation arrangement to create valid examples of authenticated sentences or
messages and confirm by observation that, if the EUT is not set to require authentication, the
EUT processes all sentences or messages.

Use simulation arrangement to create same valid examples of authenticated sentences or
messages as in previous test, and confirm by observation that, if the EUT is set to require
authentication, the EUT processes all sentences or messages. Repeat the test for all
signature methods supported by the EUT.

Use simulation arrangement to create same valid examples of sentences or messages as in

ervation that, if the EUT is set to require authentication, the EUT discards all sentenee
Esages.

Usd simulation arrangement to create same valid examples of sentences or niessages a
pre

con
sen

8.1

vious test, but with intentionally incorrect value in the authentication parameter code,
|{irm by observation that, if the EUT is set to require authentication, the-EUT discard{
ences or messages. Repeat the test for all signature methods supported by EUT.

D Error logging

(see] 7.2.5)

By

feeding test sentences with variable contents into thesnetwork, verify that the netw

under test processes only sentences preceded by a valid_ TAG block as defined in 7.2.3.1
verify that

lines with TAG checksum errors increase the. corresponding error log count as define
4.3.3,

and

lines with TAG framing errors (i‘e. missing "\" character at start, stop and betw
adjacent TAG blocks) increase the corresponding error log count as defined in 4.3.3.

Chgck handling of incorrect messages by feeding the network under test with senten
having

incorrect syntax,
incorrect checksum, and

incorrect mgSsage length.

Verffy that these sentences are discarded and that the network's error logs are updated.

8.1

| {Binary-image file transfer using UDP multicast — Single transmitter,

jnes with TAG syntax errors increase the.€orresponding error log count as defined in 4.8.

by
5 Or

5 in
and
all

ork
And

J in

ces

multiple receijver

(see 7.3.)

8.11.1 Sender process test

8.11.1.1 Non re-transmittable-image binary file transfer

Using a test set-up with non re-transmittable binary-images files, verify that

header token is set correctly,

header version is-ene{=1} set according the Table 9,
srcID is-correctly set according to Table 9,

DestID is correctly set-by-00000¢ according to Table 9,
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e unique BlocklID is correctly set,
—sleeldlile rondembo oo nornind oo conda s po e oie
e BlocklID, SequenceNum and MaxSequence are correctly set;,

e Device is correctly set,

Channel is correctly set,

the IP address and port numbers are assigned by one of the addresses for non-re-
transmittable binary-image file transfer,

the SequenceNum of first datagram is set to 1. and

e [here is no response when a receiver sends any ACK messages.
8.11.1.2 Re-transmittable-image binary file transfer
Usiphg a test set-up with re-transmittable binary-images files, verify that

o |header token is set correctly,

e |header version is-ene{=1} according to Table 9,

e [SrcID and DestID are correctly set by "cexxxx",

e [Unique BlocklID is correctly set,

o BlocklD-is randomly-generated-wheneversenderrestarts;

e [BlocklD, SequenceNum and MaxSequence are correctly set,
e [Device is correctly set,

e [Channel is correctly set,

e [the IP address, port number and AckDestPort are assigned by one of the addresses forre-
transmittable binary-image file transfer;

®
D
()
()
>
B
&
()
D
)

q

e [the maximal re-transmission count is calculated correctly according 7.3.8.7,

o [hé,SequenceNum of the first datagram is set to 1,

e ACK messages are recelved fTrom multicast group, specitied Trom AckDestPort,

e ACK messages are only processed if the DestlD of ACK message is equal to own SFI and
if the SourcelD of ACK message is equal to actual DestID, otherwise the ACK message is
ignored,

the binary transfer is finished and marked as successful after an ACK message is received,
whose SequenceNum is equal to the MaxSequence, after all data is transmitted,

e a QUERY message is sent when there is no ACK message received, after all data are
transmitted,

e not more than three QUERY messages at all are sent when there is no ACK message
received after a QUERY message is transmitted,

e binary file data from SequenceNum one higher as SequenceNum of ACK is re-transmitted
when an ACK message whose SequenceNum is less than the MaxSequence is received,
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8.1
8.1
Usi

8.1
Usi

the same SequenceNum is retransmitted not more than three times, otherwise the re-
transmittable sender continues with normal transfer and ignores ACK message,

the number of all re-transmissions is not more than the maximal re-transmission count,
otherwise the re-transmittable sender continues with normal transfer and ignores ACK
messages,

the binary transfer is finished and marked as not successful after all data is transmitted, if
three QUERY messages are sent and no ACK message whose SequenceNum is equal to
the MaxSequence is received, and

log messages are correct.

1.2 Receiver process test
1.2.1  Non re-transmittable-image binary file transfer
ng a test set-up with non re-transmittable binary-images files, verify that

messages are received correctly on given IP and port address,
message is only processed if the header token is equal to "RaUdP'ror "RrUdP",

message is only processed with valid header and valid binary imtage descriptor,

each separate binary file transfer is identified by the combination of SrclD, Blocl
Device and Channel,

Dy

2 new receiving process starts when a message with 'new BlockID is received for |the
combination of SrcID, Device and Channel,

the received messages are the same as that of the/transmitted data when there is no loss,
any log information is provided if there is any\loss, and

log messages are correct.
1.2.2 Re-transmittable-image binary file transfer
ng a test set-up with re-transmittable binary-images files, verify that

messages are received correctly on given IP and port address,

Py n ACK messaage is dAransmitted when the received SeauenceNum —is eaual to lthe
R—ACh—RessSage—IsAarahsShHttea—wWhReR—ne—recetvea—~eqguencentm—Is—eqdar—totnie
Py bn ACK messagesis trancemitted when a3 raceiver detects that thare is a2 aan in lthae
A—ACri—m €55age SahRsiiea—Wreh—afeceher—GaetectS—hat—tnefre a—gap the

I !’ b

message is«@fly processed if the header token is equal to "RrUdP",
messaggeis only processed with valid header and valid binary image descriptor,

message is only processed if DestID is equal to own SFl,

c'ath separate binary file transfer is identified by the combination of SrclD, BlocklD,

evice and Channel,
the maximal re-transmission count is calculated correctly according 7.3.8.7,

ACK messages are generated with the correct token = RrUdP, SrcID = own SFI, DestID =
SrcID of received message, BlocklD and without binary image descriptor and without data
block,

ACK messages are transmitted to the multicast group corresponding to the AckDestPort of
the actual received binary file block,

the receive process is marked as successful and an ACK message is transmitted when the
received SequenceNum is equal to the MaxSequence with the same instance identifier
and if all sequences of the actual binary file block are received,

an ACK message for a successful received binary file block is not more than three times
repeated if query messages are received,
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if no complete binary file block is received, the transfer is marked as not successful and

no ACK message after the last received sequence with SequenceNum equal

to

MaxSequence is transmitted, either directly after received last sequence or after received

query messages,

an ACK message is transmitted with the last received SequenceNum before a gap when
the re-transmittable receiver detects that there is a gap in the SequenceNum between two

consecutive messages,

an ACK message for the same requested SequenceNum is not more than three times

repeated for the same binary file block,

8.1

Usi

8.1
Usi

8.1

Cor
the

8.1

freTromber of attACK messages for retramsmission request s ot more tharm the mmax
re-transmission count for the same binary file block,

@ new receiving process starts when a message with new BlockID is received for
combination of SrcID, Device and Channel,

the received messages are the same as that of the transmitted data,

the re-transmittable receiver does not send any—eentrol ACK message when a
transmittable sender sends-an-image a binary file block with different DestID, and

log messages are correct.
1.3 lmage Binary file descriptor test
ng a test set-up with binary-images files, verify that

the-device-and-channel AckDestPort field is correctly set,
the Length field, the TypeLength field and the StatdsLength field are correctly set,
image binary file length in the descriptor is thersame as the size of the received data, a

the received data format is the same as that of the data type in the descriptor.
1.4 lmage Binary file transfer error logging
ng a test set-up with binary-images files, verify that the following events can be logged:

number of-image binary filexblocks where errors occur;
missing datagrams;

unrecognized headers.
1.5 Maximumroutgoing rate

firm by inspection of documented evidence that the EUT has an effective method to |
outgoing-ate to be within the given limit.

p /PGN to network gateway function (PNGF)

nal

the

re-

hd

mit

(see

7))

8.12.1 General

Check that it is possible to enter unique SFls for all sources distinguished by different devices
and that the mapping of SFI to sources distinguished by different device identifier is correctly

imp

lemented by analysing the UDP datagrams.

Check that documentation is available describing any filtering used in the device.
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8.12.2 Output buffer management

Verify the output routing by feeding the network under test with datagrams containing PGNs
for all IEC 61162-3 networks and check that PGNs are routed to the network having the set
device identifier.

Check that documentation is available describing the maximum buffer capacity.

Check that the means are provided to configure the maximum buffer capacity.

Chdck that the overflow is logged as required.

Y
8.12.3 Datagram output

Verjfy datagram conversion by feeding the input ports of the network under l@g'}wnh PGNs
and check if these are transmitted in UDP datagrams as described in 7.4.1. ‘l/

S

Verffy a single IEC 61162-3 PGN message transmission per each }ﬁ&mg IEC 61162-#50
message.

'\
8.12.4 PGN group ©

O

Verjfy PGN group filtering by transmitting four PGN groy\ nd check that the device ¢nly
recgives the PGN group messages to which it belongs.

8.12.5 Address conflicts QQQ

Confirm by observation that the EUT assigr%}ew IEC 61162-3 addresses at the address
trarjslation table within 1 min when IEC 6@1 3 addresses at the EUT conflict with |the
addresses in IEC 61162-3 Network. \‘Q

N

8.13 System function ID resolutiﬁ’\e’

(se€] 7.5) \O
Conpfirm by observahon t e EUT sends SRP sentences to address 239.192.0.56 port
60056 when boot up, after boot up, 5 min after boot up and after reconfiguratjon,

including both reconfi ratlon of setup parameters and reconfiguration based on a chahge
caused by redunda rrangements.

8.14 Binary file\transfer using TCP point-to-point

(see7.6) (O

8.14. &/C]est of transmit client

8.1 r1‘1_D'€5cr|pt|on

The test set-up is a controllable receiver server and the equipment under test. The following
tests shall be performed and passed.

8.14.1.2 Connection establishment test

Remove receiver server from the network and power up the transmit client. Confirm by
observation that the transmit client performs reconnection attempts as specified.

Connect receiver server and confirm by observation that connection is established.
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8.14.1.3 Lost connection test

Power down or physically remove receiver server from the network and confirm by
observation that the transmit client detects connection failure. This will normally require the
transmission of some data from the transmit client.

Reconnect receiver server and confirm by observation that the transmit client reconnects the
receiver server. Confirm by observation that the transmit client sends data as specified.
Confirm by observation that the headers are according to the data format specification.
Confirm by observation that time stamp is increased.

Brel‘ak connection in the middle of a transfer. Confirm by observation that the transmit\kl ent
conftinues to operate and tries to reconnect. Q}/

>
N
P

8.14.2.1 Test set-up (OQ

8.14.2 Test of receiver server

Thg test set-up is a controllable transmit client and the equipment under test. The trangmit
clieht shall be able to generate the following, and tests shall be m&&g hat check the corfect
fungtioning of the receiver server in these cases. N

Q)

8.14.2.2 Connection establishment test (</
A\

Remove transmit client(s) from the network and p v(sg\r up receiver server. Confirm| by
observation that receiver server starts up as specm%

Cornpnect transmit client(s) and confirm by ol@(vation that receiver server enters normal
opgration.
%

8.14.2.3 Lost connection test $\\Q

Brepk connection in the middle of a {ransfer. Confirm by observation that the receiver sefver
conftinues to operate. \O

&
8.14.2.4 Message trans@éést

Trapsfer at least one file with a content type which is supported by the receiver seryer,
strdamed as a seq of at least 5 datablocks. Confirm by observation that the rece|ver
seryer correctly pr@ ses the file.

8.14.2.5 MOQEEe transmit client test

If the @iver server supports simultaneous connections from multiple transmit cliepts,
estzr‘| the maximum number of connections according to the manufacturer. Send files
eously over all connections. Confirm by observation that the receiver server correfctly

processes all received files.

8.14.2.6 Erroneous input test

Send a file with datalength in the header set to a value which is smaller than the actual size of
transmitted data. Confirm by observation that the receiver server detects the error and
indicates it according to the individual equipment standard.

Send a file with an invalid crcHeader value in the header. Confirm by observation that the
receiver server detects the error and indicates it according to the individual equipment
standard.
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Send a file which is streamed as at least 5 packets. Discard the 3" packet. Confirm by
observation that the receiver server detects the error and indicates it according to the
individual equipment standard.

8.14.2.7 Undefined header test

Send a file with the header version set to a value higher than defined in this document.
Confirm by observation that the receiver server ignores the unknown part of the header based
on the implemented header version and that the receiver server processes the file.

8.1 3—Maximumoutgoingrate

Conjfirm by inspection of documented evidence that the EUT has an effective meth [jmit
theoutgoing rate to be within the given limit. %

N
8.14.4 TCP port and IP addresses (]/Q

Conffirm by inspection of manufacturer's installation documentation tha&%e default pornt is
specified as 7097 and that there are instructions to set both sender and‘receiver in the sgme
IP address range. ,\@
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Annex A
(normative)

Classification of IEC 61162-1 talker identifier
mnemonics and sentences

A.1 General

Ta

an

Tahle A.2—classifies gives default classification of each of the IEC 61162-4._ senten
formatters as belonging to one of the following three types of message:

If grovided by the equipment, the default transmission groupyand classification can
changed by the parameter setup system of the equipment to, USR1 to USR8, RCOM, PROP
Tallle 4 or any in Table 5.

A.2 Talker identifier mnemonic to transmission group mapping

S5F.

sensor broadcast message (SBM), see 3.22;
multi-sentence message (MSM), see 3.14;

command-response pair (CRP), see 3.4.

18

le A1 gives a mapping from talker identifier mnemonic to a default transmission group for

ce

be
in

Tahle A.1 maps the two first characters of the SFI, which is normally the IEC 61162-1 talker

sentences. For the two character codes(listed in Table A.1, the transmission groug

ide
MIS
use

Pro
tran

ide}tifier mnemonic, to the default transmission group the SF shall use for transmiti

ng
is

tified in column three. For two character codes not in this table, the SF shall use |the

C transmission group as default. Eor alert communication purposes, an alert source m
transmission group BAM1, BAM2\or transmission group based on Table A.1.

smission group by the manufacturer.

Table A.1 =.Classification of IEC 61162-1 talker identifier mnemonics

ay

prietary sentences that do-‘not use a talker identifier mnemonic can be given a defpult

Type of equipment ) Talk_e_r Transmissign
identifier group
Heading/track ¢ontroller (autopilot) general AG NAVD
magnetic AP NAVD
Autfomadtic identification system Al TGTD
Bilge system Bl MISC
Bridge navigational watch alarm system BN VDRD
CAM of BAM CA CAM1 or CAM2
Communications: digital selective calling (DSC) CD RCOM
data receiver CR RCOM
satellite CS RCOM
radio-telephone (MF/HF) CT RCOM
radio-telephone (VHF) CcVv RCOM
scanning receiver CX RCOM
Direction finder DF NAVD
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Type of equipment ) Talkle.r Transmission
identifier group
Duplex repeater station DU MISC
Electronic chart system (ECS) EC NAVD
Electronic chart display and information system (ECDIS) El NAVD
Emergency position indicating radio beacon (EPIRB) EP RCOM
Engine room monitoring system ER MISC
Fire door controller/monitoring system FD VDRD
Fird extinguisher system FE VDRD
Firg detection system FR VDRD
Firg sprinkler system FS VDRD.
Gallleo positioning system GA NAVD
Global positioning system (GPS) GP NAVD
GLDONASS positioning system Gu NAVD
Gldbal navigation satellite system (GNSS) GN NAVD
Heading sensors: compass, magnetic HC NAVD
gyro, north seeking HE SATD
fluxgate HF NAVD
gyro, non-north seeking HN SATD
Hul} door controller/monitoring system HD VDRD
Hull stress monitoring HS VDRD
Intggrated instrumentation I MISC
Intggrated navigation IN NAVD
LORAN: LORAN-C LC NAVD
Nefwork device ND NETA
Nayigation light controller NL MISC
Radlar and/or radar plotting RA TGTD
Propulsion machinery including(remote control RC MISC
Sodnder, depth SD NAVD
Stefring gear/steering engine SG MISC
Eleftronic positioning system, other/general SN NAVD
Soynder, scanning SS MISC
Turp rate indicator TI SATD
Midroprocessor controller UP MISC
(0<k#x=9) User configured talker identifier L MISC
Velocity sensors: Doppler, other/general VD NAVD
speed log, water, magnetic VM NAVD
speed log, water, mechanical VW NAVD
Voyage data recorder VR MISC
Watertight door controller/monitoring system WD VDRD
Water level detection system WL VDRD
Transducer YX MISC
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Type of equipment ) Talkle.r Transmission
identifier group
Timekeeper, time/date: atomic clock ZA TIME
chronometer ZC TIME
quartz ZQ TIME
radio update yAY, TIME
Weather instrument Wi NAVD
Serial to Network Gateway Function? Si MISC

a8 [This talker is not defined in IEC 61162-T, buf included here for use by SNGF funciion blocks.
A.3 List of all sentence formatters and the sentence type
Tabhle A.2 classifies the existing IEC 61162-1 formatters. The rightmost column lists relgdted
sentence formatters for MSM and-GPR CRP sentences.
Table A.2 — Classification of IEC 61162-1 sentences
Description SBM MSM CRP Related sentence
formatters
(0] Query sentence X Any reply message
AAM | Waypoint arrival alarm X
ABK AIS addressed and binary broadcast X X ABK, ABM, AIR, BBM
acknowledgement
i ABM
ABM AIS Addressed binary and safety related X X
message Sometimes single
ACA, ACS
AQA | AIS channel assignment message X
Sometimes single
ACK | Acknowledge alarm X ALR, ACK
| ACGN | Alert command X ALC, ALF, ARC
ACS | AIS Channel management information source X ACA, ACS
‘ AIR | AIS Interrogationrequest ABK
AHD | Acknowledge\detail alarm condition ALA, AKD
ALA | Report detailed alarm condition ALA, AKD
AUC | Cyclic alert list CAN
AlF |(Alert sentence CAN
ALR\ }/Set alarm state X X ALR, ACK
ARC | Alert command refused X CAN
APB | Heading/track controller (autopilot) sentence B X
AUC | Automated procedure control X
AUQ | Automated procedure query X
AUS | Automated procedure status X
BBM
BBM [ AIS Broadcast binary message X X
Sometimes single
BEC Bearing and distance to waypoint — dead X
reckoning
BOD [ Bearing origin to destination X
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Description SBM MSM CRP Related sentence
formatters

BWC [Bearing and distance to waypoint — great circle

BWR [ Bearing and distance to waypoint — rhumb line
BWW | Bearing waypoint to waypoint

CBR Com_‘igure Broadcast Rates for AIS AtoN X X MEB

Station Message Command Sometimes single
CUR VIVa}ter current layer — multi-layer water current X
L | Cyclic procedure list X

DBT | Depth below transducer

DIPC [ Display Dimming Control

DQR | Door status detection X DOR
DT | Depth X

D$C | Digital selective calling information X

D$E | Expanded digital selective calling X

DM | Datum reference X

E€I | Enhanced selective calling information X

ERV | Command or report equipment property value X

ETL [Engine telegraph operation status X

EYE | General event message X

FIR | Fire detection X FIR
F$I | Frequency set information X

F3S | Frequency selection set X

GBS | GNSS satellite fault detection X

GEN | Generic binary information X

GKA | GNSS fix accuracy and integrity X

GGA | Global positioning system (GPS) fix data X

GLL [ Geographic position — latitude/longitude X

GI}IS GNSS fix data X

GFI!S GNSS range residuals X

G$A | GNSS POP and active satellites X

G$T | GNSS_pseudorange noise statistics X

G$V ,|/GNSS satellites in view X

HBT\.['Heartbeat supervision sentence X

HCR [ Heading correction report X

HDG | Heading, deviation and variation X

HDT | Heading true X

HMR | Heading monitor receive HMS
HMS | Heading monitor set HMR
HRM rl-rlleezlsirr]egrlr?érz?ltli:\;aiggd and roll amplitude X

HSC | Heading steering command

HSS | Hull stress surveillance systems

HTC | Heading/track control command X HTD
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formatters

HTD | Heading /track control data X HTC
LR1 | AlIS long-range reply sentence 1 X X LRF, LRI
LR2 | AIS long-range reply sentence 2 X X LRF, LRI
LR3 | AIS long-range reply sentence 3 X X LRF, LRI
LRF [ AIS long-range function X X LR1, LR2, LR3, LRF
LRI AIS long-range interrogation X X LR1, LR2, LR3, LRF

CBR
MEB [ Message input for broadcast command X X

Sometimes sipgle
M Man over board notification X
M$K | MSK receiver interface X
M$S [ MSK receiver signal status X
MTW | Water temperature X
MWD | Wind direction and speed X
MWV | Wind speed and angle X
NAK | Negative acknowledgment ALR, NAK
NRM [ NAVTEX receiver mask NRX
NRX [NAVTEX received message X
N$R | Navigation status report
OCC | Occupation control
O$D | Own ship data
PdS Devi_ce po_sition and ship dimensions reportor X

configuration command

PRC | Propulsion remote control status
RUYM | Return link message X
RMA (Ij?:t(;ommended minimum spégcific LORAN-C X
RNIB | Recommended minimum-navigation information X
RNIC | Recommended minimum specific GNSS data X
RQR | Rudder order status X
ROT [ Rate of turn X
RAM | Revolutions X
RRT | Report route transfer X
R$AYY Rudder sensor angle X
RSD | Radar system data X
RTE | Routes X
SFI | Scanning frequency information X
SSD | AIS ship static data X X
SM1 | SafetyNET message, All ships/NavArea X
SM2 | SafetyNET message, Coastal warning area X
SM3 | SafetyNET message, Circular area address X
SM4 | SafetyNET message, Rectangular area address X
SMB | IMO SafetyNET message body X
SPW [ Security password sentence X
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formatters

SRP | System function ID resolution protocol X

STN [ Multiple data ID X X

THS | True heading and status X

TLB | Target label X

TLL | Target latitude and longitude X

TRC | Thruster control data X TRD

TRD [ Thruster response data X TRC

TRL [ AIS transmitter-non-functioning log X

TTD | Tracked Target Data X

TNIM [ Tracked target message X

TUT | Transmission of multi-language text X

TXT | Text transmission X Sometimes single

UID [ User identification code transmission

VHW | Dual ground/water speed

VOM [ AIS VHF data-link message Sometimes single

VOO | AlS VHF data-link own-vessel report X Sometimes single

VIR | Set and drift X

VBR | Version X X Sometimes single

VHW | Water speed and heading X

VUW | Dual ground/water distance X

VHW | Speed measured parallel to wind X

V8D | AIS voyage static data X X

VTG | Course over ground and ground speed X

WAT [ Water level detection X

WV | Waypoint closure velocity, X

WINC | Distance waypoint to waypoint X

WPL | Waypoint location X

XOR | Transducer meastrements X

XTE | Cross-track efror, measured X

XTR [ Cross=track error, dead reckoning X

ZDA | Timrerand date X

ZDL< | Time and distance to variable point X

ZFO [UTC and time from origin waypoint X

ZTG |UTC and time to destination waypoint X
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Annex B

(irformative normative)
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B.4 Validity Q

Thg material in Annex B is a subset of ;:i\éfinition of a parameter structure from NMEA 0[ 83
intgnded for adding information to IE€61162-1 sentences. Conformance with this docunjent
on the sending side will guarantee_tenformance to NMEA 0183, but the description hereip is
not|complete and a receiver that y implements Annex B will not be able to process all vplid
TAG block structures. Xe)
>

B.4 Valid TAG blgk characters

Thg "\" (back-sl s{))character is designated as the "TAG block delimiter". A TAG block shall
bedin and end @*\ a TAG block delimiter.

Thqg closi elimiter character is always preceded by the checksum (*hh) of the TAG block
content e TAG block closing "\" appears before a symbol beginning a sentence, eithgr a
"$" ; another Tag Block, "\"; or the <CR><LF> symbols.

The beginning TAG block "\" symbol shall follow the "<CR><LF>" symbols at the end of the
preceding sentence or before any other character is transmitted.

The maximum number of characters in a TAG block shall be 80 characters including the TAG
block delimiters.

IEC 61162-1 requires that the maximum number of characters in a sentence shall be
79 characters between the starting delimiter "$" or "!" and terminating delimiter <CR><LF>.
The "$" or "I" is always recognized as the beginning of an IEC 61162-1 sentence. The
character content of a TAG block, plus the TAG block delimiters, is not included in the
sentence character count.



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

- 78 - IEC 61162-450:2018 RLV © IEC 2018

The contents of the TAG block (valid characters between the two "\" characters) may contain
any valid character (IEC 61162-1:2016, Table 2) and some of the reserved characters
(IEC 61162-1:2016, Table 1).

The TAG block shall not contain either the TAG block delimiter, or the start of sentence

delimiters, "$" or "!", or characters reserved for future use; the "~" or <del> characters.

The remaining reserved characters (<CR>, <LF>, ",", ™" and """, found in IEC 61162-1:2016,
Table 1) shall be used as defined in Table 1 of IEC 61162-1:2016.

B.3 TAG block format Q

%
Eagh TAG block may contain one or more parameters consisting of a "parame@ae“ hnd
"pafameter value." Each parameter value may be either a numeric value or a acter stfing
confstructed of valid IEC 61162-1 characters as discussed in Clause B.2. The ameter-cpde

conlsists of alphabetic characters only. Parameter-code and parameter val@?e separated by

a coplon (":"). ™

/

Thg syntax for a TAG block is described below, in Extended %@us-Naur Form (EBNF)
notgtion. The format is the same as that used in the XML specifi(’@ n and a brief explanation

is given below. C)
X

parameterCode::= [a-zA-Z0-9]+

numericValue::='-'? [0-9]+ ('.'[0-9]+)? Q O
characterString::= [-. A-Za-z0-9]+ QQ
checksum::= [0-9A-F] [0-9A-F] \\

&
parameterPair::= parameterCode ":' (num@%Value | characterString)
parameterList::= parameterList',' par YQterPair | parameterPair
TagBlock::="\' parameterList "' ch€égkSum '\'
A8

An pdditional constraint for the T block is that it shall be 80 or less characters long. When
it appears, it shall be foIIow§~by another TAG block, a valid IEC 61162-1 sentence qr a
r.

.

carfiage return and line fee@g

-

Two examples of synt@»jc’ally valid tag blocks are listed below:
a:0.23,b:All th@mgs men — but jack.,c:-23*hh\

d:A*hh\
A brief d tion of the EBNF notation follows below. The complete description can be folnd
in W3C L.
Anycharacter in single quotes Is ISeM, 1.e., . 1S Just a colon.

The square brackets denote exactly one character from the set of characters listed within. The
dash ("-"), unless appearing as the first character, defines a range of characters, i.e. "[0-9A-
F1", is one character in the range zero to nine or A to F. A dash as the first character
represents itself in the selection.

The plus sign means that the immediate preceding character can be repeated one or more
times. Thus, "[0-9]+" specifies a integer number, possibly with leading zeros.

The vertical bar ("|") specifies a selection. Either the left or right hand side expression is valid.


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 RLV © IEC 2018 -79 -

Ordinary parentheses group an expression and can be used in conjunction with the plus sign
or the horizontal bar.

B.4

TAG block "hexadecimal checksum™ (*hh)

In order to improve the integrity of the parameters in a TAG block, the "Exclusive OR"
hexadecimal checksum (*hh), that is calculated for every IEC 61162-1 sentence shall also be
used for the content of each TAG block (see examples below). The checksum is the 8-bit
Exclusive OR (no start or stop bits) of all characters in the TAG block, including the "," and "A"

deli

win

iters, between but not including the beginning "\" character and the

checksum

deli

B.§

AT
1)
2)

3)

AT
blo
blo

miter.

TAG block "line"

AG block "line" can be formed in three ways.

The TAG block can appear alone to form a "line".

The TAG block may precede a sentence to form a "line" with am@ssociated IEC 6116
sentence.

Multiple TAG blocks may appear one after another to formg~a "line" or they may preced
sentence to form a "line" with an associated IEC 61162:1,/8€ntence.

AG block "line" is only valid when either a <CR>sLE>» immediately follows the last T
k closing "\" symbol, or when a valid IEC 61162~{<{sentence immediately follows the T
k closing "\" symbol. TAG blocks are linked with“a sentence when no <CR><LF> or

characters separate the TAG block and sentence;

B.6

Tal
with

TAG block parameter-code dictionary

le B.1 lists the currently defined_parameter-codes that are required when using TAG bl
in this document. All codes are~one lower case character.

Table B.1 — Defined parameter-codes

2-1

ea

AG
AG
any

ock

Plarameter-code Description Form of parameter value
c POSIX time Positive integer
d Destination-identification Alphanumeric string (15 char. maximum)
g Sentence-grouping Grouped numeric string (alphanumeric)
n Line-count Positive integer
[y Relative time Positive integer
s Source-identification Alphanumeric string (15 char. maximum)
t Text Free text, including proprietary information
a General authentication Alphanumeric string (32 char. maximum)
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Annex C
(normative)

Reliable transmission of command-response pair messages

Purpose

The rules that are listed in Annex C are included to promote reliable bidirectional exchanges
of sentences classified as command-response pair (CRP) in Annex A. All equipment making

use;

The
con

C.2

Ex4d
incl
[ ]
[ ]
[

Alth

C.3

of CRP message exchanges shall follow these rules.

requirements of Annex C are not applicable for SNGF and PNGF as they ,only act
verter between original sender and original receiver(s).

Information exchange examples

mples of bidirectional communication where command-respofrse” pair typically og
ude

query for sentences,
alarm and acknowledge,
equipment initialisation with response success or fdil, and

command followed by data or status as response:

ough the content differs, the information exehange is similar in structure.

Characteristics

Tw¢ parties exist in the communication (see Figure C.1). The Network device 1 (ND1

tran
pro

smitting the command and™“the ND2 is transmitting a response as a result of
cessing of the command.

ND1 ND2
| |
Send command | |
|
} Send response
|
| |
| |
| |

IEC

Figure C.1 — Command response communications

C.4 Requirements

The requirements for reliable communication are the following:

TAG block parameter "s" shall be used to uniquely identify the source of the sentence;

as

cur

is
the

TAG block parameter "d" shall be used to uniquely identify the destination of the sentence;

TAG block parameter "g" shall be used to group sentences if required;

TAG block parameter "n" shall be used to assign a sequence number to each sentence

transmitted from a system function block, if required;

timeout handling to detect loss of messages;
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e optional timestamp to limit the effect of time delays for transmission.
C.5 Data flow description

C.51 Heartbeat message

The heartbeat sentence (HBT) is intended to inform that the unit is in normal operation, if no
other requirements specify other messages for this purpose;fer-example-as-done-in-C-54. It
shall be sent by each 450-Node at a stated interval. The example below transmits interval set
to 60 s and shows the sequential sentence identifier incremented from 3 to 4 to distinguish
senftences.

\s|: YX0001,n:123*01\SYXHBT, 60,A, 3*2307<CR><LF>

\s|: YX0001,n:231*01\SYXHBT, 60,4, 4*2400<CR><LF>

C.5(2 Command response pair

Thig example is for command-response to set NAVTEX receiver mask{rom an INS.

\s[: INO0O1,d:NRO001,n:123*68\$INNRM, 2,1, 00001E1F,0000QP28,C*1C38<CR><LF>
Thg response within timeout from the NAVTEX receiver is if ©Operation is successful

\s|:NRO0OO1,d:IN0001,n:234*606D\SNRNRM, 2,1, 00001E1F, 00000023, R*1632<CR><LF>
or if unsuccessful operation

\s|:NRO001,d:IN0001, n:234*6D\$NRNAK, IN, NRM, NRO0OOL, 2, Unvalid
seltting*3216<CR><LF>

or if a bad checksum in the TAG block or any TAG block in a grouped TAG block

\s[:NR0O001,d:IN0O00Ll,n:234*686D\$NRNAK, IN, NRM,NR0O001, 6,Checksum failure in TARAG
Bllock*#c58<CR><LFE>

or if a bad checksum in the seatence or any sentence in a TAG block group of sentences

\s|:NR0O0O01,d:IN0001,n:234*606D\$SNRNAK, IN, NRM,NR0OOO1, 6,Checksum failure in
selntence*4-662<CR><LF>.
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Annex D
(informative)

Compatibility between IEC 61162-450 nodes based on IEC 61162-

450:2011 connected to network which uses methods
based on IEC 61162-450:2018

D.1 General

Thg hosts (i.e. 450-Nodes) in IEC 61162-450:2011 are not required to implement\@MP
projocol. When the IGMP snooping introduced in IEC 61162-450:2018 is enabled wjtch

snoops IGMP join message for multicast groups and maintains per port inf tionl of
multicast groups into which the port belongs. When a multicast message is_feceived, |the
IGMP enabled switch forwards the message only to ports which belong to thi Iticast grpup.
Singe the multicast traffic filtering at the switch is based on the snoopitg” of IGMP join
mes$sages, the 450-Nodes of IEC 61162-450:2011, which do not imple IGMP protofol,

willlnot receive the IEC 61162-450 traffic. The IGMP snooping prevents.0hly reception of|the

mes$sages. It does not cause any problem for the transmission Qf) e messages by |the

450-Node. N
©

D.2 Alternative methods for compatibility ‘\\<</C)

D.2|1 Use of IGMP proxy node Q O

On¢ method for a 450-Node based on IEC 611 524 0:2011, which is non-IGMP capableg], to
recgive the multicasting messages wh%%\ IGMP snooping is enabled in |[the
IEQ 61162-450: 2018 network is IGMP proxyé e.

When switches are enabled to do IG \énooping, there is no way to receive multicas}ing
mes$sages without sending an IGMP j message from the 450-Node to the switch. A spefcial
node, an IGMP proxy node, which _sends an IGMP join (and IGMP leave) message insteadl of
the|non-IGMP capable 450-Node’@required to be between the 450-Node and the switch. This
medqns that all non-IGMPé}a}‘@ﬁble 450-Nodes should be connected to an IGMP snooping

engbled switch through asvittual IGMP agent. An IGMP proxy node collects the multigast
membership information “ffom the non-IGMP capable network (automatically or | by
conffiguration), and s ‘IGMP join (and maybe IGMP leave) messages periodically for|the
detgcted multicast ps. The IGMP proxy node also replies to IGMP membership report
reqpests from the €\y| ch.

D.2|2 U@Q‘f virtual LAN (VLAN)
D.2{2.1 ethod

And t%ar methaod for a 450-Node based on IEC 61162-450:-2011 which is non-IGMP capa ble,

to receive the multicasting messages when IGMP snooping is enabled in the
IEC 61162-450: 2018 network is VLAN.

IGMP snooping could be configured with per VLAN at a switch. This is only related with the
setup of the switch and requires nothing to do with the 450-Node. When a port at a switch is
connected directly or indirectly to nodes with non-IGMP capable nodes, then the ports are
allocated the specific VLAN ID(s), which is configured to disable the IGMP snooping. The
system designer or integrator may assign a special VLAN ID for the non-IGMP capable
450-Nodes in the networks.

VLAN can be used to avoid the burden of receiving all binary file transfers from ports in
Table 5. A VLAN ID can be assigned to each binary file transfer port or some ports of the
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binary file transfer. This means that the system integrator could plan the system so that binary

file

D.2

transfers are not shared by all users who are not interested in the binary file transfers.

2.2 Requirements for switches

The following are required at a switch to support IGMP snooping compatibility based on
VLAN:

a)
b)

means to configure VLAN for each Ethernet port;
means to enable or to disable IGMP snooping per each VLAN.

D.2

3 Use of static multicast switch configuration

<L

A third method for a 450-Node based on IEC 61162-450:2011 which is non-IGMP.cépabl¢ to

rec
IEG

pive  the  multicasting messages when IGMP snooping is enable@ in
61162-450:2018 network is to use static multicast switch configuration. q/Q

rec
mu
non
of t
it is

Q-
Mampaged switches typically provide the ability to define at switch port %I which ports
Eive data from multicast groups. This is often referred to as stzl;'r multicast or static

¢

icast routing and involves configuring the IP/MAC address of a icast group to whig

-IGMP capable device wishes to receive data from and associjating it with the network

he device on the switch. As multicast data is received at th&l@)MAC address on the sw
S.

provided to the device without any explicit IGMP join re%

;\\

the

will

h a
port
tch,
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Annex E
(informative)

Use of switch setup configuration to filter network traffic

Typically, a simple network consisting of only IEC 61162-1 sentences and screen capture
images from radars and ECDIS to VDR, and ECDIS route exchange transmitted over LAN
using IEC 61162-450 protocol would not need any filtering of the network traffic. Often, there
is a need to share the same LAN infrastructure for things like raw radar video, CCTV pictures,

transfer of SENC databases, etc. Such additional traffic is defined as ONF by this docum

ent.

Thqg issue is that such additional traffic may cause too high a CPU load for some of the s
450-Nodes connected to the shared network infrastructure. There are many possipjlities
address the issue of the filtering of the network traffic.

NS

Anrnex E explains one family of methods. This family of methods uses netwmfpnfrastruc

ple
to

ure
hnd

hed

elements, namely switches, to perform the filtering. This document iséb 50-Nodes
thefefore it includes "shall" requirements only for the 450-Nodes. An E is informagive
begause it describes the use of network infrastructure elements. (1;
©
On¢ method to filter or control network traffic is to use setup Sghf'i\guration of the mana
swifches. Such setup would typically allow traffic filtering base any combination of
e [the physical port, \\Q/
e [the logical port number, Q O
e [the protocol type, QQ
e [the source IP address, §
e [the source MAC address, Qj\
e [the destination IP address, \\Q
e [the destination MAC address, and.&
e [the VLAN. \O

Thgre are no international @ards by IEEE, IETF, etc. to do this setup, but there is g
facfo method called Accegsj ontrol List (ACL). Typical of all methods used to control
setlip is that the setup configuration can be stored as a simple text file which could be feg
a cpmputer into the switch. Therefore, such methods offer a high level of manageability fo
orgpnization that s system design or service and support (for example a company cd

de
the
by
an
uld

create an envir nt in which experts prepare setup configurations as files, the setup fles

are|centrally d to be available in a cloud and the service and support persons can uti
thege setu S while performing service and support).

ize

D
&
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Annex F
(normative)

Sentence to support SFI collision detection

be

face

F.1 General
Annex F describes details of a new sentence used to support implementation of a
450-Network.
NOTIE Refer to IEC 61162-1 for possible later versions of these sentences. Eé
F.2l SRP - System function ID resolution protocol Q’\%
Thi$ sentence is used to assist detection of possible system function ID (S@éonflicts.
4
Thig sentence is transmitted as specified in this document (see 7.5).clhis sentence canno
qugried. N
\s{ccxxxx*hh\$--SRP, x, hhhhhhhhhhhh, c——c*hh<CR>%}g9
{ L— IP ad{i\B ss Y
— MAC address, ‘O
— Instance number redundant alternative ?’
— SFI of the transmitter Y Q
N
Conments: Z
$
1) |Reported SFI of the transmitter $
2) [Instance number for interface redundaQb (i.e. number of physical port for identical SFI), null if inter
redundancy not in use. The instance ij ers shall be ordinal with no skipping (1, 2, 3,...).
3) |Reported MAC address used by S{i,\lwbit hexadecimal number, for example 32613C4EB605
4)

Reported IP address used b&’as text string, for example 239.192.0.1

O

D
&



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 RLV © IEC 2018 - 97 -

Bibliography

IEC 60603-7, Connectors for electronic equipment — Part 7: Detail specification for 8-way,
unshielded, free and fixed connectors

IEC 60603-7-3, Connectors for electronic equipment — Part 7-3: Detail specification for 8-way,
shielded, free and fixed connectors, for data transmission with frequencies up to 100 MHz

IEC 60603-7-7, Connectors for electronic equipment — Part 7-7: Detail specification for 8-way,
shielded, free and fixed connectors for data transmission with frequencies up to 600 MHz

IEQ 61076-2-101, Connectors for electronic equipment — Product requirements — Part2-101:
Cirgular connectors — Detail specification for M12 connectors with screw-locking

IEQ 61162-2, Maritime navigation and radiocommunication equipment and systéms — Digital
intgrfaces — Part 2: Single talker and multiple listeners, high-speed transmjssion

IEG 61162-3

IEQ 61162-450:2011, Maritime navigation and radiocommunjéation equipment and systenls —
Digftal interfaces — Part 450: Multiple talkers and multiple listéners — Ethernet interconnectjon

IEQ 61162-460, Maritime navigation and radiocomfaunication equipment and system$ —
Digftal interfaces — Part 460: Multiple talkers) and multiple listeners — Ethefnet
intgrconnection — Safety and security

IEQ 61174, Maritime navigation and radiocofmunication equipment and systems — Electr¢nic
chart display and information system (ECDIS) — Operational and performance requiremepts,
methods of testing and required test restilts

IEQ 61754-20, Fibre optic interconnecting devices and passive components — Fibre ojptic
connector interfaces — Part 20:j[ype LC connector family

IEQ 61996-1, Maritime .navigation and radiocommunication equipment and system§ -

Shipborne voyage data‘recorder (VDR) — Part 1:-\Moyage-datarecorder{\/DR)— Performajnce

requirements, methads of testing and required test results

Uy
|

IEQ 62388:200%,\*Maritime navigation and radiocommunication equipment and system
Shipborne radar — Performance requirements, methods of testing and required test results

ISA/IEC_11801:4995, Information technology — Generic cabling for customer premises

ISO/IEC 8859-1, 8-bit single-byte coded graphic character sets — Part 1: Latin alphabet No. 1

ITU-R Recommendation M.1371, Technical characteristics for an automatic identification
system using time division multiple access in the VHF maritime mobile band

IEEE 802, |EEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture

ISOC RFC 793, Transmission control protocol

1 This document has been withdrawn, but for the purpose of this document, it is given as a reference.



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

ISOC RFC 894:1984, A Standard for the Transmission of IP Datagrams over Ethernet

Net

work, Standard STD0041 (and updates)

1S
I1SQ
IS
IS

ISC
Pro

ISQ
dis

IM(
Nay

TIA

TIA

W3
[vie

C RFC 1321, The MD5 Message-Digest Algorithm

C RFC 2365, Administratively Scoped IP Multicast, Best Current Practice BCPQ023
C RFC 3232:2002, Assigned Numbers: RFC 1700 is Replaced by an On=line Database
C RFC 4288, Media Type Specifications and Registration Procedures

C RFC 4289, Multipurpose Internet Mail Extensions (MMIE) — Part 4: Registra
cedures

C RFC 4541, Internet Group Management Protecol (IGMP) and Multicast listg
overy (MLD) snooping switches

resolution MSC.252(83), Adoption of the Revised Performance Standards for Integra
igation Systems (INS)

EIA-568, Generic telecommunications tabling for customer premises

EIA-568-A:1005_C il BN e Wiring Siand

I~

C Recommendatien,- Extensive markup language (XML), 1.0 (fifth edit
wed 2018-01-26]~Ayailable at: http://www.w3.0org/TR/REC-xml/

EIA-604-10-A:2002, FOCIS10 — Fibre Optic Connector Intermatebility Standard, Type L

fion

ner

ted

on)



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018-05(en)

IEC IEC 61162-450

o
®

Edition 2.0 2018-05

INTERNATIONAL
STANDARD

o
;\\V
Maritime navigation and radiocommunicatioryg@uipment and systems — Digjtal
interfaces —

P4rt 450: Multiple talkers and multiple Ii\%&ers — Ethernet interconnection

Q



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

-2- IEC 61162-450:2018 © IEC 2018

CONTENTS

FOREWORD ...ttt ettt et et et ettt et et e et e et e et e et e e et e e e enns 7
1 S oo o 1 S 9
2 NOrMative refErENCES .. e 9
3 Terms and definitions ... e 10
4  General network and equipment reqUIreMEeNtS ........cc.oviiiiiiii i 14
4.1 Network topology example 14
4.2 BasiC reqUIrEmMENtS oo .15
4.2.1 Requirements for equipment to be connected to the network ............. 7. .15
4.2.2 Additional requirements for network infrastructure equipment.........50......... .16
4.3 Network function (NF) requirements ..o @ N e .16
4.3.1 General requIremMents ........ccoeiiiiiiiiiiiiieeee e N A .16
4.3.2 Maximum data rate requirements ... e .16
4.3.3 Error 10gging fUNCLioN . ....oiuiii e e A7
4.3.4 Provisions for network traffic filtering — IGMP ........ .08 .19
4.4 System function block (SF) requirements ..........o.ocoo . M .19
4.41 General reqQUIrEMENTS ......ouuiiniiiiiieee e e S e .19
4.4.2 Assignment of unique system function ID (SFF) ..o .19
4.4.3 Implementing configurable transmission groups.........ccoooviieieiieiieiieeeeeene .20
4.5 Serial to network gateway function (SNGE). pequirements............cccoccoiiiiiini. .20
451 General reqUIremMeENts ... e .20
4.5.2 Serial line output buffer management ... .21
453 Datagram output requirements:. ... ... .22
4.5.4 Multi SF serial port ... ol .22
4.5.5 Handling malformed data received on serial line...........c..ccooeiiiiiiinin, .22
4.6 PGN to network gateway-function (PNGF) requirements ...........c..ccooeviiiiiiiniennnn. .23
4.6.1 General reqQUIrEMIENTS ... ..iii e .23

4.6.2 Output buffer\management from IEC 61162-450 network to IEC 61162-3
L= Ao T S .23
4.6.3 Datagramroutput requiremMents... ..o .23
4.6.4 PGN'GrOUD NUMDET ..o .23
4.7 Othernetwork function (ONF) requirements ... .24
5 | Low level/Retwork requir€mMents ... ..o .24
5.1 Electrical and mechanical requirements ..........ccoooiiiiiiiiiii .24
5.2 Network protocol requirements. ... ... .25
5.3 IP_address assignment forequipment ..........oooieii .26
5.4 Multicast address raNgE ... ..o 26
5.5 Device address for instrument NetWOrks....... ..o 26
6  Transport layer speCifiCation ... ..o 26
6.1 L= o =T ¥ S 26
6.2 LU T ] o 4 1= ST o= T 1= P 27
6.2.1 UDP multicast protoCol ... 27
6.2.2 Use of multicast addresses and port numbers............ccoooiiiiiiiiiiieieee, 27
6.2.3 UDP CheCKSUM <. e 29
6.2.4 Datagram SIZe ..o 29
7  Application layer specification...........coiuiiiiii i 30

7.1 Datagram NEader ... ..o 30


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 © IEC 2018 -3-

7.1.1 Valid Reader ..o e 30
7.1.2 N o] g o Yo T 1 a Vo S 30
7.2 General IEC 61162-1 sentence transmisSSioNS .........c.viiiiiiiiiiieiiee e 30
7.2.1 Application of this protocCol....... ... 30
7.2.2 Types of messages for which this protocol can be used.................coooeiinn. 30
7.2.3 TAG block parameters for sentences transmitted in the datagram.................. 30
7.2.4 Requirements for processing incoming datagrams ...............ccoceveiiiiiiiiniiennss 34
7.2.5 Error logging for processing incoming datagrams .............ccoooiviiiiiiiiiiineneenn. 34
7.3 Binary file transfer using UDP multicast — Single transmitter, multiple
LY oT Y LYY O .34
7.3.1 Application of this protoCol.........ccoiiiiii e A N .34
7.3.2 Binary file structure..........coooiiiii e D .35
7.3.3 61162-450 header ....ooouiiiiiie e .35
7.3.4 Binary file descriptor structure ............ccoooviiiiiiiii e e, .37
7.3.5 Binary file data fragment..........cooii D .38
7.3.6 Sender process for binary file transfer .........cccooiii o O .39
7.3.7 Receiver process for binary file transfer................. B .42
7.3.8 Other requirements........cccoeeviiiiiiiiiiiiee e, .44
7.3.9 Error 10gging ..ot .46
1.4 General IEC 61162-3 PGN message transmisSionsY ... ....c.ooveiiiiniiniineieieeenen .46
7.4.1 Message StrUCTUre ......covieiiiii et N .46
7.4.2 Message format........cooooiiiiii 47
7.4.3 Address translation requirements. ... . ..o .47
7.4.4 MESSAGE PrOCESSING covuitiiie e N ettt ettt e e e et e e e .48
7.4.5 Additional management reqUIfEMeENtS .......cooiiiiiiiiii .48
1.5 System function ID resolution. ..x . .48
7.5.1 GeNEral .o L .48
7.5.2 Transmitter fTUNCHIONS .. e .49
1.6 Binary file transfer using TCP point-to-point.............ooiiiii .49
7.6.1 D= T T 40 o B P .49
7.6.2 Data field strdcture for transfer of files ... .50
7.6.3 Structurerof the transfer stream ... .52
7.6.4 TCRport and IP addreSSes .. ..uiunii it .52
7.6.5 Implementation gUIdanNCe ... .52
8 Methods{af-test and required reSUltS .........coouiiiiiiii e .53
A Test set-up and equUIPMENt. ... .. e .53
.2 BasiC rEQUITEMENTS ...eii e e .54
8.2.1 Equipment to be connectedtothenetwork ....................o0eeeeeeeieeneeeeeeeee. .54
8.2.2 Network infrastructure equipment ... 54
8.2.3 DoCUMENTAtION ..o 54
8.3 Network fUNCHION (NF) ..o e 54
8.3.1 Maximum data rate ... ..o 54
8.3.2 Error 10gging fUNCLION ... 55
8.4 System function bBIOCK (SF) ... 55
8.4.1 LT o= = | P 55
8.4.2 Assignment of unique system function ID (SFI)......cccoooiiiiiiiiiii, 55
8.4.3 Implementing configurable transmission groups.........ccooveiiieiiiiiiiece e, 55
8.5 Serial to network gateway function (SNGF) ..o, 55
8.5.1 GBNEIAL .. 55


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

-4 - IEC 61162-450:2018 © IEC 2018

8.5.2 Serial line output buffer management ... 56
8.5.3 Datagram OULPUL ... ..o 56
8.5.4 Datagram output multi SF serial port........ccooiiiiiii 56
8.5.5 Handling malformed data received on serial line ..., 57
8.6 Other network function (ONF) ... 58
8.7 LoW level NetWorK ... e 59
8.7.1 Electrical and mechanical requirements...........cooooiiiiiiii i 59
8.7.2 NetWOrk ProtoCOL. ... .o e 59
8.7.3 IP_address assignment forequipment .........ooooeeeeiienii .59
8.7.4 Multicast address raNgE......v i S .59
IB TranspPoOrt [aYer ..o e .59
.9 APPHCAtION JAYEI o e e e .60
8.9.1 APPHCAtION. .. e N R e .60
8.9.2 Datagram header.........coiiiiiiiii e N .60
8.9.3 Types Of MESSAQGES ...cuiiiiiiiiiiiiei e T e, .60
8.9.4 TAG block parameters ... b .60
8.9.5 General authentication. ... S .61
A0 Error 1ogging oo M .62
I.ﬂ Binary file transfer using UDP multicast — Single transmitter, multiple
=Y oY LY .62
8.11.1 Sender process test......ovvviiiiiiiiii s N, .62
8.11.2 Receiver process test . ... .63
8.11.3 Binary file descriptor test ... ... .64
8.11.4 Binary file transfer error [0ggingaat. ... .64
8.11.5 Maximum outgoing rate ..., 00 o .65
8.12 PGN to network gateway function (PNGF).........ccoiiiiiiii e, .65
8.12.1 GeNEral .o L .65
8.12.2 Output buffer management ... .65
8.12.3 Datagram OUPUL.. v e .65
8.12.4 P GIN GOl D o7 ettt .65
8.12.5 Address CONFACES ... .65
I13 System funetion ID resolution..........oou i .65
.14 Binary file:transfer using TCP point-to-point...........ccccooiiiiiiiii i, .65
8.14 .1 Testof transmit client ... ... .66
8.14.2 TSt Of FECEIVEN SEIVEI ...cuiiii e .66
8.14.3 Maximum outgoing rate ..o .67
8,14 4 TCP port and IP addreSSeS .. .. .67
Annex*A (normative) Classification of IEC 61162-1 talker identifier mnemonics and
SN N S ittt e an 68
A.1 LT a1 =Y PP 68
A.2 Talker identifier mnemonic to transmission group mapping .........ccoeieiiiiinenannnn. 68
A.3 List of all sentence formatters and the sentence type.........coooviiiiiiiiiinnn, 70
Annex B (normative) TAG block definitions ..........oooiuiiiiiii i, 74
B.1 Y221 11 2SR 74
B.2 Valid TAG bloCK CharacCters . ... e 74
B.3 TAG block format .. ..o 74
B.4 TAG block "hexadecimal checksum"” (*hh) ..o, 75
B.5 TAG blOCK MINE e 75

B.6 TAG block parameter-code dictionary ..........ccooviiiiiii i 76


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 © IEC 2018 -5-

Annex C (normative) Reliable transmission of command-response pair messages............... 77
C.1 P U PO S o i 77
C.2 Information exchange examples . ... ... 77
C.3 CRaAraCteriSHICS .. it 77
CA4 REQUITEM NS ..o e 77
C.5 Data flow deSCIiPtION ..ouieii e 78

C.5.1 Heartbeat MmesSSage ......ooviiii 78
C.5.2 CommaNnd rESPONSE PaIl ... e 78

Annex D (informative) Compatibility between |IEC 81162-450 nodes based on

IE( 61162-450:2011 connected to network which uses methods based on IEC 61162-

15 0 2 0 T PP N o .79
D.1 GeNEral. . e DR .79
b.2 Alternative methods for compatibility.............cooooiiii O .79

D.2.1 Use of IGMP Proxy NOAE......ccuuiiiiiiiiiiiiiieeei e o e .79
D.2.2 Use of virtual LAN (VLAN) .o B .79
D.2.3 Use of static multicast switch configuration................ .0 .80

Annex E (informative) Use of switch setup configuration to filter network traffic ................. .81

Annex F (normative) Sentence to support SFI collision detection\Q........coooiviiiiiiiiinnenn, .82
.1 GeNeral. .o T .82
.2 SRP — System function ID resolution protocol ... .o ..o .82

BibiOgrap Ny . A e .83

Figire 1 — Network topology example ... e .15

Figlire 2 — Ethernet frame example for a SBM>from a rate of turn sensor ................c..eeen.. .27

Figre 3 — Non re-transmittable sender pro€ess........covi i .40

Figire 4 — Re-transmittable sender prOCESS ... ...cuuiiiiiiii i .42

Figire 5 — Re-transmittable reCeive\proCeSS ... i .44

Figlire C.1 — Command response COMMUNICAtIONS ........ccuiiiiiiiiiiiiie e g7

Tallle 1 — Syslog message format ... .18

Tallle 2 — Syslog ermonMeSSAgEe COUES ...t .19

Talle 3 — Interfaces; connectors and Cables ..........ccooiiiiiiiiiiiiii .25

Tahle 4 — Destination multicast addresses and port numbers.............cooviiiiiiiiieie e, .28

Taljle 5 —Destination multicast addresses and port numbers for binary data transfer.......... .29

Tabhle/6'—'Destination multicast addresses and port numbers for other services.................. .29

TableF+—DPeserptiorot-terms——mm—m—7——-—--""""——"7"""""""F7""""7"-"::" 35

Table 8 — Binary file StrUCTUIe ... e 35

Table 9 — 61162-450 header format ... ... e 36

Table 10 — Binary file descriptor format....... ..o 38

Table 11 — Examples of MIME content type for DataType codes .........ccccovvvviiiiiiiiiiiiiiiiieen, 38

Table 12 — Binary file data fragment format............coooiiiii e 38

Table 13 — Structure for PGN MESSA0E ... .uuiiiiiii e 46

Table 14 — PGN mMesSSage deSCriPLOr....c.ui i 47

Table 15 — DesCription Of tEIMS ..o e 49

Table 16 — Binary file SITUCTUIe ........ooiiii e 50


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

-6- IEC 61162-450:2018 © IEC 2018

Table 17 — Header StruCtUre ... ... e e 50
Table 18 — Package data StrUCIUre... ... e 51
Table A.1 — Classification of IEC 61162-1 talker identifier mnemonics .................ccooiiinn. 68
Table A.2 — Classification of IEC 61162-1 SeNteNCes ........ooeiiiiiiiiiiii e 70

Table B.1 — Defined parameter-Codes ... ..o 76



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 © IEC 2018 -7-

1

2)

3)

4)

5)

6)

7)

8)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
Il national electrotechnical committees (IEC National Committees). The object <of “IEC is to promote
ihternational co-operation on all questions concerning standardization in the electrical’and electronic fieldd. To
is end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as [IEC

ublication(s)"). Their preparation is entrusted to technical committees; any IEC*National Committee interejsted
in the subject dealt with may participate in this preparatory work(~International, governmental |and
on-governmental organizations liaising with the IEC also participatesin this preparation. IEC collaborates
losely with the International Organization for Standardization (ISO) if,aecordance with conditions determfined
y agreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internatiponal
onsensus of opinion on the relevant subjects since each_technical committee has representation from all
terested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC Natiponal
ommittees in that sense. While all reasonable efforts,'are made to ensure that the technical content of|IEC
ublications is accurate, IEC cannot be held responsible for the way in which they are used or for|any
isinterpretation by any end user.

order to promote international uniformity, |E€ National Committees undertake to apply IEC Publicafions
ansparently to the maximum extent possible in their national and regional publications. Any diverg¢nce
etween any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
e latter.

C itself does not provide any attestation of conformity. Independent certification bodies provide confofqmity
ssessment services and, in somelareas, access to IEC marks of conformity. IEC is not responsible for|any
ervices carried out by independent certification bodies.

Il users should ensure that they have the latest edition of this publication.

o liability shall attach«to,VEC or its directors, employees, servants or agents including individual experts|and
embers of its technical ‘committees and IEC National Committees for any personal injury, property damade or
ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)|and
xpenses arising, out of the publication, use of, or reliance upon, this IEC Publication or any other|IEC
ublications,

ttention_is drawn to the Normative references cited in this publication. Use of the referenced publications is
dispensable for the correct application of this publication.

ttention is drawn to the possibility that some of the elements of this IEC Publication may be the subje¢t of
atent' rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) network traffic filtering based on IGMP snooping added;

b) network traffic balancing added;

c)

new encapsulation of IEC 61162-3 PGNs added;
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d) new alternative for binary file transfer added: TCP/IP based on Annex H of
IEC 62388:2007 on radars;

e) general authentication tag "a:" added to support managing of cyber security risk.

The text of this International Standard is based on the following documents:

FDIS Report on voting
80/880/FDIS 80/885/RVD
HY 4 ' +o ' £ o 1 £ Lot FH L O+ A Al ™ £ 1
Ful mmuTrTimrataurt vurr uanTe VULIIIH T uire G'J'JIUVGI Ul Umo 1miterimativliarn vudriiudru vdinl veo IUUIIj In

the|report on voting indicated in the above table.

Thi

5 document has been drafted in accordance with the ISO/IEC Directives, Part 2¢

A ljst of all parts in the IEC 61162 series, published under the general/title Mariffme
naviigation and radiocommunication equipment and systems -Digital interfaces, can be folund
on {he IEC website.

Thg committee has decided that the contents of this document will.remain unchanged until|the
stability date indicated on the IEC website under "http://webstorédiec.ch" in the data related to
the|specific document. At this date, the document will be

e [reconfirmed,
e |withdrawn,
e [replaced by a revised edition, or

e Jamended.

A bjlingual version of this publication may:be*issued at a later date.
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Thi

conpmunication between shipboard navigation and radiocommunication equipment as wel

bet
rad

suite of existing international standards to provide a framework for implementing data tran

bet

Thi
me

Thi

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

Scope

5 part of IEC 61162 specifies interface requirements and methods of test for high sp

veen such systems and other ship systems that need to communicate withnavigation
o-communication equipment. This document is based on the applicationof an appropr

veen devices on a shipboard Ethernet network.

Esages from any sender with the following properties.

This document includes provisions for multicast distribution of information forma
according to IEC 61162-1, for example position fixés and other measurements, as wel
provisions for transmission of general data blocks(binary file), for example between rg
and VDR, and also includes provisions for multicast distribution of information forma
according to IEC 61162-3, for example position fixes and other measurements.

This document is limited to protocols for @quipment (network nodes) connected to a sir
Ethernet network consisting only of @SI level one or two devices and cables (Netw
infrastructure).

This document provides requirements only for equipment interfaces. By specify
protocols for transmission of (EC 61162-1 sentences, IEC 61162-3 PGN messages
general binary file data, s\these requirements will guarantee interoperability betw
equipment implementingthis document as well as a certain level of safe behaviour of
equipment itself.

This document permits equipment using other protocols than those specified in

which satisfy the/requirements described for ONF.

This document includes provisions for filtering of the network traffic in order to limit
amount©fytraffic to manageable level for each individual equipment.

5 document does not contain any system requirements other than the ones that can

And
ate
sfer

5 document specifies an Ethernet based bus type network where any listener can recgive

ted

as
dar
ted

gle
ork

ing
and
ben
the

this

document to sharé"a network infrastructure, provided that it is supplied with interfaces

the

be

infdrred” from the sum of individual equipment requirements. An associated standard,
|Eg-mmeo—mmmmm-mwm—l- ; }

2

Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1:2016, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 3: Serial data instrument network

IEE

E Std 802.3-2015, IEEE Standard for Ethernet

ISC
ISO
ISC
RF

ISO

ISQ
(ing

ISO
ISO

I1ISQ
He4

ISO
I1ISQ
1SQ
1SQ

NM

NOT

C RFC 768, User Datagram Protocol, Standard STD0006

C RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)

C RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updatg
C 793:1981, Transmission Control Protocol (TCP)

C RFC 826, An ethernet Address Resolution Protocol

C RFC 1112, Host Extensions for IP Multicasting, (Stahdard STD0005 (and updat
lude IGMP version 1)

C RFC 1918, Address Allocation for Private Internets, Best Current Practice BCP0005
C RFC 2236, Internet Group Management Protocol, Version 2

C RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and |
ders

C RFC 3376, Internet Group Management Protocol, Version 3

C RFC 5000, Internet Qfficial Protocol Standards, Standard 0001
C RFC 5227, IPv4yAddress Conflict Detection

C RFC 5424,\The Syslog Protocol

FA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00

:s)

E\_Fhe standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. L

ater

updates can be tracked at hitp://WwWw.ric-editor.org/ricsearch.niml.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
3.1

ASCII

printable 7 bit character encoded in one byte
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https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 © IEC 2018 -1 -

3.2
bin

data block without formatting known to this protocol, i.e.,

ary file

that can be transmitted with the protocol defined in 7.3 or in 7.5

Note 1 to entry: The term "binary file" is used to differentiate the general data transfer protocol (which may or
not be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCI| format.

3.3
byt
gro

e
up of 8 bits treated as one unit

non IEC 61162-1 formatted data,

may

Notg 1 to entry: This corresponds to what is also sometimes called an octet.

3.4

command-response pair

CR
me
the

D

Esages exchanged between parties that synchronize state changes on both sides thro
exchange

Notg 1 to entry: CRP are defined in Annex A.

Notg 2 to entry: Both the command and the reply message may also be used‘as a sensor broadcast messag

som

e cases. Thus, the implementation of the semantics of the message exchange is somewhat different bet

different users of the exchange.

3.5
dat
ato
con

3.6
Eth
car

pgram

mic UDP transmission unit on the Ethernet)as defined in ISOC RFC 768 and
strained elsewhere in this document

lernet

ier sense, multiple access collision detect (CSMA/CD) local area network protg

stapdard as defined in IEEE Std 802.3*and later revisions and additions to IEEE 802

Notg 1 to entry: The types of Ethernet-media that can be used for implementation of this document are defing
Clayse 5.

3.7

funiction block

specified functionalityimplemented by equipment

Notg 1 to entry: ,Equipment normally implements multiple function blocks. Requirements to equipment are the
of rgquirements-te the function blocks it implements. Function blocks are defined in Clause 4.

3.8

IGN

ein
een

as

col

din

sum

Intirnet Group Management Protocol
P

communications protocol used by hosts and adjacent routers on IPv4 networks to establish
multicast group memberships

Note 1 to entry: The IGMP is an integral part of IP multicast.

3.9

IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic
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3.10

Internet assigned number authority

IANA

global coordination of the Domain Name Server (DNS) Root, IP addressing, and other Internet
protocol resources, including UDP and TCP port numbers

Note 1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

3.11

Internet protocol

IP

signalling protocol used and defined in ISOC RFC 791 (and updates)

3.12
message
collection of one or more sentences that are grouped by mechanisms internal to.the senterjce,
for Instance by sequence numbers as in the TXT sentence

Notg 1 to entry: A stand-alone sentence is a message.

3.18
mesgsage type
clagsification of IEC 61162-1 sentence formatters into SBM, MSM and CRP types

Notg 1 to entry: SBM, MSM and CRP types are defined in Annex A.

Notg 2 to entry: This document defines different requirements t6'the transmission of different message types.

3.14
multi-sentence message
MSM
logical group of messages and/or sentences where the full meaning of the group is dependent
on the receiver reading the full group

Notg 1 to entry: Multi-sentence messages that are grouped together with a TAG construct are also a senténce
group.

Notg 2 to entry: MSM are defined\in"Annex A.

3.19
network
phyisical Ethernet/network with one Internet address space, consisting only of the network
nodes, switchesjicables and supporting equipment such as power supply units

3.16
network-function block
NF
functien block responsible for physical connectivity to the network and connectivity to lthe
transport layer as described in 4.3

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.

3.18
network node
physical device connected to the network and which have an Internet address

Note 1 to entry: It is also called an Internet host.
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Note 2 to entry: A network node will normally correspond to equipment. “Equipment” is used in this document.

3.19

other network function block

ONF

function block that interfaces to the network, but which is not using the protocol definition in
Clauses 5,6 and 7

Note 1 to entry: For example, real time streaming of radar and CCTV image transfer, or VDR sound transfer.

Note 2 to entry: Requirements as defined in 4.7 ensure that an ONF can co-reside with SF network nodes and

functiop-blocks-that-make-use-of-this-document's—protocol
L

3.2
PGN to network gateway function block
PNGF

fungtion block that enables transfer of sentences between the network and devices that |are
conppliant with the IEC 61162-3 serial data instrument network interface

3.2

PGN message

parameter group number message

mesgsage consisting of an 8-bit or 16-bit number that identifies eaCh parameter group

Notg 1 to entry: The parameter group number (PGN) is analogous to ‘the three-character sentence formatter in
IEC61162-1. By definition, parameter groups identified by 16-bit parameter group numbers are broadcast tp all
addiesses on the network. Parameter groups identified by 8-bit parameter group numbers may be used to djrect
datal for use by a specific address.

[SQURCE: IEC 61162-3:2008, 3.1.21, modified =~The word "message" has been added to|the
term, and the definition has been rephrased.]

3.2p
sensor broadcast message
SBM
mesgsage consisting of only one sentence

Notg 1 to entry: SBMs are sent with’a sufficiently high update rate to ensure that the receiver can maintair] the
corrgct status even in environments where some messages may be lost.

Notg 2 to entry: SBMs are.defined in Annex A.

3.28
seritence
stapdard infofmation carrying unit as described in IEC 61162-1

her

Note 1 to entry: The grouping of sentences into sentence group is done by TAG block mechanisms.

Note 2 to entry: This document allows the explicit grouping of sentences by using coding in a datagram. This
document does not enforce any relationship between datagram and sentence group. Thus a datagram may contain
more than one sentence group, or a sentence group may be split over two or more datagrams.

3.25

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface
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3.26

system function block

SF

function block, identified by a unique system function ID (SFI), that is the only function bl
that can send information in a datagram format as defined in Clause 7

3.27

system function ID

SFI

parameter string as defined in 4.4.2

018

ock

3.2
trapsmission group
paif of a multicast address and a port number that are used by an SF to transmit sentences

Notg 1 to entry: The transmission groups are defined in Table 4, and Annex A defines default,transmission gr
for the SF.

3.2
trapsport annotate and group
TA

formatted block of data, defined in NMEA 0183, that adds‘(parameters to IEC 6114
sentences

Notg 1 to entry: Annex B gives an overview of the TAG blocks used inythis document.

3.30
usdr datagram protocol
ubp
conhection-less datagram protocol defined by ISOC RFC 768

Notg 1 to entry: ISOC RFC 768 makes no provision for transport-layer acknowledgement of packets received.
4 |[General network and equipment requirements

4.1 Network topology example

Figlre 1 shows a possible IEC 61162-450 network topology consisting of one IP local 3
netyork (LAN) and asnumber of different network nodes, each containing different func
blo¢ks. This diagram_is informal and does not imply any requirements other than the o
defined in Clause 4-

ups

rea
on
nes
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Key
SF
NF
SNQ
ONFH
PNQG

Sor

system function block
network function block

F serial to network gateway function block
other network function block

F  PGN to network gateway function block

Figure 1 — Network topology example

he examples of network nodes are (see Figure 1):

a sensor, for example a GNSS receiver that is also'a network node (SF2 and NF2);

a device that sends or receives IEC 61162-450 compliant data (sentences and/or bin
file) as well as other types of information onto the network, for example an ECDIS that
also load chart data from another device (SF1, ONF2 and NF1);

two independent functions, such as_a\gyrocompass also approved as a rate of turn ser
that are implemented in one network node (SF5, SF6 and NF4);

a system device function black represented by an IEC 61162-1 compliant equipm
connected to a serial to network gateway function (SNGF); in this case, the SNGF
format outgoing sentences.according to requirements in this document (SF3, SF4, SN
and NF3);

a system device function block presented by an IEC 61162-3 compliant equipm
connected to nétwork gateway function (PNGF); in this case, the PNGF will for
outgoing sentences according to requirements of this document (SF7, SF8, PNGF
NF5);

a device~that does not send or receive IEC 61162-450 compliant data (sentences an
binary—file), but which satisfies minimum requirements for compatible use of the s§g
network (ONF1).

[61162-1]  [61162-1]
SF3 | T SF4
SF 1 SF 2 SNGF SF5 | SF6
ONF 1 ONF2 —JF 7 NF 2 NF 3 NF 4
I [ l I
Network
H i i |
[61162-3 ] [61162-3 ] SF7 | | SF8 [61162-3] [61162-3] [61162-3 ]
PNGF.
NF|5
IEC

ary
can

sor

ent
will
GF

ent
mat
and

i/or
me

4.2

Basi . |

4.21 Requirements for equipment to be connected to the network

(see

8.2.1)

The requirements for equipment connected to the network are as follows.

All equipment connected to the network, including network infrastructure equipment, s
satisfy the relevant physical and electrical requirements defined in 5.1.

All equipment that implements one or more of SF and/or SNGF shall implement the

hall

NF.

This equipment shall satisfy the requirements to the function blocks they implement as

defined in 4.3 (NF), 4.4 (SF), 4.5 (SNGF) and 4.6 (PNGF).
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All other equipment that is not network infrastructure equipment and that shares
network infrastructure shall comply with requirements to an ONF as defined in 4.7.

Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.

All equipment connected to a network shall satisfy the requirements of IEC 60945.

NOTE This requirement only applies to devices on the network when the network is in normal opera

the

tion.

During commissioning or maintenance, when the system is not being used for safety-related navigation, other

equipment can be temporarily connected to the network that does not comply with IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2]2 Additional requirements for network infrastructure equipment
(se€] 8.2.2)
To pvoid potential problems with certain network infrastructure equipment, repeater hubs s

not

NOT[E 1 Repeater hubs are network infrastructure devices without internal storage that repeat inco
datalgrams onto all outgoing connections.

NOTE 2 Switches are network infrastructure devices that based on forwarding“tables can process, and for
datagrams between nodes on the same network, using intermediate storage in the switch before retransmissior].

Swi
IGM
rec
gro

snooping are the following:

In &
per

flow (for example to isolate simple sensors from ECDIS and radar).

See

Ang

4.3
4.3

be used to interconnect components of an IEC 61162-450 network.

ltches used in an IEC 61162-450 network shall have means to filter network traffic us

pived, the switch shall forward it only to the ports’which have joined the same multiq
Ip. The means which shall be provided to sugport multicast data filtering using IG

IGMP snooping shall be provided based onntGMPv1, IGMPv2 or IGMPv3; the selectio
the IGMP version shall be based on highgst version supported by all the connected nod

multicast traffic filtering shall be provided based on IP multicast address;

multicast data filtering shall notv'be enabled for the address range of 224.0.0.1
224.0.0.255 as recommended.in RFC 4541.

mitted to configure mafqually individual ports of the switches to block unnecessary tra

Annex D for IGMP snooping compatibility issues of nodes based on IEC 61162-450:20

ther possible method to filter and control network traffic is described in Annex E.

Network function (NF) requirements

hall

ning
vard

ing

P snooping. When the IGMP snooping is enabled -and when a multicast datagram is

ast
MP

N of
es;

to

ddition to or instead of multicast filtering techniques, such as IGMP snooping, it is also

ffic

1 _Generalrequirements

All equipment that implements a NF shall satisfy the requirements in Clauses 5 and 6.

4.3.2 Maximum data rate requirements

(see

8.3.1)

The manufacturer shall specify the maximum input rate under which the equipment can still
perform all functions required by its performance standards.

Maximum input rate shall be specified as

a) the maximum number of datagrams per second received, intended for and processed by

the equipment,
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b)

c)

NOTE 1

to.

the maximum number of datagrams per second received by, but not intended for,
equipment, and

the maximum number of datagrams per second received by, but not intended for,
equipment at 50 % of the maximum load for item a).

NOTE 2 "Intended for" are datagrams that are processed by the equipment as part of its specified function.

The maximum data rates shall be the mean rate over a 10 s measurement period.

the

the

"Received by" means datagrams that are received on all transmission groups that the equipment listens

4.3

(see

4.3

3 Error logging function
8.3.2)
3.1 Internal logging

Means shall be provided in each NF to record errors that occur in the NF<itself as well as

and
wha

As

ins
def

Ths
cou

4.3
AN

SNGF using it. Subclauses 4.5.2, 7.1.2, 7.2.5 and 7.3.9 give minimum* requirements a
t shall be logged.

a minimum, the manufacturer shall provide mechanisms ty which error logs can

insIected by a human operator, for example by trained service_éngineer. It is allowed that

ection is done through a simple network mechanismysdch as a terminal emulator,
ned in this document or any other reasonable method:

minimum requirements for the log are to count the number of each occurrence.
nter may reset itself by a manufacturer specified method.

3.2 External logging

F may be configured to support external logging, where non-trivial information is sent

logging server. In this case, a "syslog"‘message as defined in ISOC RFC 5424 shall be uss

Sydlog messages shall be formatted as ASCII text messages and sent as UDP packets

por
dog
itali

514 and the multicast<address defined in Table 6. Error messages defined in
ument shall be reported) through a simplified message as described in Table 1, wh
cised words are place-holders for data explained in the right hand column. O

characters shall be transmitted as shown, including spaces.

SF

be
the
as

[he

O a

on
this
ere
her
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Table 1 — Syslog message format

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in
pointed brackets. For the errors defined in this document, the value 131 shall be used
(facility "local use 0" and priority "error condition").

Version The version code. The code 1 (one) shall be used for messages from this document.

Space One space character.

Timestamp Timestamp, containing date and time and optional UTC offset, in a valid format, for
example 1985-04-12T23:20:50-03:00. The example shows date, followed by upper case
™", then local time and finally offset from UTC (3 hours west — negalive, east offsefs
shall be prefixed by a "+". UTC offset can be abbreviated to a single upper case "Z"
without leading "-" or "+"). Alternatively, the timestamp field may be nil ("-", a single dasgh
character).

Sppce One space character.

Hoktname The host name of the network node, represented as the IP address in dotted decimal
notation. Alternatively, this field may be nil ("-", a single dash characten):

Sppce A space character.

Appname The application name. This shall be the string "450-" followed by the configured SFI cogle
if the error originates in the SF or SNGF, "NF" if the error, originates from the network
function block or "ONF" if it originates in the ONF functjon block.

Sppce A space character.

Prgcid Normally, this field should be nil ("-" a dash character). Other values as defined in the
syslog standard may be used.

Sppce A space character.

Msjgid For errors defined in this document, this field shall be the error code as defined in
Table 2.

Sppce A space character.

Structured This field can be nil ('-', a single dash character) or contain information as defined in
ISOC RFC 5424.

Sppce A space character.

Msg A free format message in ASCII format.

A "syslog" packet shall not-exceed 480 bytes and shall be sent as a single UDP datagram.
Thg "syslog" packet fornmultiple occurrence of same message identity shall not be repoifted
mofe often than oncé“per minute. The "syslog" packet for any occurrence of message identity
shafll not be delayedymore than 10 min.

This document does not specify requirements for equipment receiving syslog messages. This
type of equipment would fall into the category of ONF. As Table 1 is a subset of the full ISOC
RFC 5424 specification, implementers of such equipment shall refer to ISOC RFC 5424 and
make‘sure that syslog messages from other ONF can be received and processed without
probters-

To facilitate the use of the syslog protocol, the errors defined in this document have been
assigned a message identity as defined in Table 2.


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

IEC 61162-450:2018 © IEC 2018 -19 -

Table 2 — Syslog error message codes

Message identity Description Subclause
101 SNGF buffer overflow 4.5.2
102 Datagram header error 7.1.2
103 TAG or sentence format error 7.2.5
104 Binary file error 7.3.9
201 PNGF buffer overflow 4.6.2
202 PGN messaqe errors 742and 744
20 No available address for devices 7.4.3.2
Additional information can be given in the "Msg" field, if available.
4.3/4 Provisions for network traffic filtering — IGMP
NOTE The purpose of the IGMP for this document is to provide the possibility to perform network traffic filtgring
based on IGMP snooping.
Thg manufacturer shall specify the version of IGMP as defined.inlISOC RFC 1112, RFC 2p36
and RFC 3376 that the NF supports. At least version 1 as defined in ISOC RFC 1112 shal| be
implemented.
Seg Annex D for compatibility issues of nodes based-on IEC 61162-450:2011.
4.4] System function block (SF) requirements
4.411 General requirements
(se€]8.4.1 and 8.2.3)
Eqyipment that implements an SF shall satisfy the following requirements:
e [requirements in 6.2 shall be'satisfied for all equipment implementing SF;
e [implements at least one of the datagram types defined in Clause 7, but does not havg to
implement all of them;
e [implemented datagram types shall be specified in the manufacture's documentation (see
7.1.1);
e [requirementsyin 7.2 shall be satisfied for all equipment implementing IEC 61162-1
sentence-ttansmitting or receiving function blocks;
e [requifements in 7.3 shall be satisfied for equipment that implements an SF that fan
transmit or receive binary file data;
L] Uqu;lb‘lllclltb ;II 74 Ohd:: bU Ddt;bl‘;cd fUI Cl“ Uqu;plllcllt ;Illp:clllclltillu :EC 61102'3 GN

message transmitting or receiving function blocks.

4.4.2 Assignment of unique system function ID (SFl)

(see

8.4.2)

The format of the SFI parameter string shall be "ccxxxx"

where "cc" is two valid characters as defined in IEC 61162-1 and "xxxx" is four numeric

characters.

An SF implementing the functionality of an equipment that has been given a talker mnemonic
code in IEC 61162-1 shall use this talker mnemonic as the "cc" characters in the SFI. If the
talker mnemonic is proprietary (i.e. consists of character "P" followed by a three-character



https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

-20 - IEC 61162-450:2018 © IEC 2018

manufacturer's mnemonic code), then two first characters are used as the "cc" characters in
the SFI.

Other SF may have their SFI string format defined in other standards or the manufacturer may
have to choose a code. In the latter case, the already defined talker mnemonic codes shall be
avoided.

The numeric character string "xxxx" will be an instance number in the range "0001" to "9999"
The numeric character string "9999" is reserved for an un-configured SF and shall not be
used by any transmitting SF during normal operation. However, all receiving equipment shall
accgptthe 9999 string:

During normal operation, the SFI parameter string shall be unique for all SF-'in|an
IEQ 61162-450 network.

It i3 recommended that all SF on a ship, independent on whether they are re€siding on pne
conpmon network or not, are given a ship unique SFI.

Thgre may be multiple SF, each communication with their own SFEljCassigned to a singlg IP
address or MAC address.

Means shall be provided by the manufacturer to configure thé SFI for each SF (see 7.2.3.4).

4.4)3 Implementing configurable transmission groups

(see] 8.4.3)

As [default, each SF shall be assigned a singleytransmission group/multicast address foi all
outgoing messages. The default for this transmission group is determined by the SFI| as
described in Annex A.

For| each SF that the equipment impfements, the manufacturer shall document the defpult
tranpsmission groups the SF listens-to and what sentences it expects to receive on each grqup.
Thg default transmission groups ¢an be selected by the manufacturer from the list of groups
in §.2.2.

Means shall be provided te configure all transmission groups and the SFs which are assighed
to them within the valid-range of multicast addresses defined in 5.4. A system integrator may,
for example, split @n-SF into different transmission groups to support optimal load balanging
for |a given system. Where non-default configurations of SF and transmission groups |are
utilised, the details should be documented by the system integrator.

4.5| Serial to network gateway function (SNGF) requirements

4.5)1 General requirements

(see 8.5.1)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.

The SNGF may support one or more serial ports. Unless the SNGF implements multi-SF serial
port, each serial port shall be implemented as a separate SF and assigned a separate SFI. If
practical, the "cc" part of the SFI shall be based on the talker identifier in use by the serial
port.

All sentences, including those with unidentified or illegal content, as well as proprietary
sentences shall be transmitted from the SF associated with the serial port. Sentences with
unidentified or illegal content shall be sent with a legal transport annotate and group (TAG)
block as defined in 7.2.3, but with the raw received serial data following the TAG block.
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As a destination, each serial port shall be associated with the corresponding SFI. Outgoing
sentences shall be transmitted exactly as received in the datagram.

The SNGF may support one or more sources distinguished by different talker mnemonics at
each serial port. Each source in a shared serial port shall be implemented as a separate SF
and assigned a separate SFI. If practical, the "cc" part of the SFI shall be based on the talker
mnemonic in use by each source in a shared serial port. As a destination, each source in a
shared serial port shall be based on the SFI. Proprietary sentences include no talker identifier
and based on setup parameters they shall use the same SFI as standardized sentences from
the same source. The STN sentence is an additional qualifier for the following sentence. The

STN-sentence—and-the fr\lln\uing sentence. hnlr\ng to-the-same-SE-and-shall use-the-same-SFI.

Proprietary sentences belong to the default SF of the associated serial port or to.the|SF
determined by the preceding STN sentence.

Thg TAG block for source identification (s:) shall be based on the SFI. If_available, roufing
from a 450-network to serial ports shall be based on the TAG block’ for destinafion
idenmtification (d:).

Thg default SFI of an SNGF used for administrative purposes, such-as syslog, shall use|the
talker mnemonic "SI".

Thg SNGF may implement different types of filtering with regard to what serial line sentences
are|retransmitted as datagrams and what datagrams willcresult in a serial line sentence bging
sent. Any filtering methods shall be described in the manufacturer's documentation.

NOTIE A typical filtering method would be to use the destination TAG "d" to determine what sentences in incoming
datalgrams are to be sent on the serial line.

4.5)2 Serial line output buffer management

(se€] 8.5.2)

An [ SNGF function block shall ~provide an independent buffer for each separate |SF
implemented for each serial porthit’can send sentences onto. The manufacturer shall spegcify
the|maximum buffer capacitycfor each port. The maximum capacity may be configurabl¢ at
installation.

Thg buffer shall be jmiplemented as a FIFO (first in, first out) buffer. In case of a full buffer,
newly arrived septences shall be discarded, unless these sentences are specified| as
prigritized (see below). Newly arrived sentences will be inserted into the buffer when buffer
spafce is available. The method of treatment of sentences grouped by the TAG g (see 7.2.8.3)
may be configurable or specified in the manufacturer's documentation.

Thg SNGF may implement a priority-based functionality for some sentences with specified
sentence formatters. The prioritised formatters may be configurable or specified in [the
manufacturer's documentation.

Processing of prioritized sentences shall be as follows.

e Only one sentence with identical talker ID and sentence formatter shall exist in the buffer.
Exception is a multi sentence message or a TAG block group of sentences: they shall only
be replaced in their entirety.

NOTE When prioritizing AIS VDM and VDO sentences, the string beginning with the "!I" character and ending
with the 7t character of the encapsulation field is used for comparison to identify identical sentences. A match
of this string from a newly arrived sentence with one in the buffer means the sentence contains the same
ITU-R M.1371 message from the same MMSI as the sentence already in the buffer, and can then replace the
older sentence at its position in the queue.

e |If a single sentence, multi sentence message or a TAG block grouped sentences, with
identical talker ID and sentence formatter exists in the buffer, the new sentence or


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

If a
the
ser

4.5

- 22 - IEC 61162-450:2018 © IEC 2018

sentences will replace the existing sentence or sentences at its position in the queue. This

replacing shall not cause logging of an error nor sending anything to syslog.

When prioritizing TAG block grouped sentences, several fields within the TAG block need
to be compared as well as the sentence comparisons. All of the compared components

should match those of the current TAG block group in order to the replace TAG bl

ock

group in the queue. The components to compare are: the TAG block source parameter

code value, the "number of lines" portion of the TAG block group parameter code, and
sentences within the TAG block group.

Otherwise, the new sentence shall follow the FIFO principle as described above.

the

sentence Is discarded from the queue, this event shall be logged as an error internall
equipment as defined in 4.3.3. The equipment shall have separate error counts for-e
al port.

3 Datagram output requirements

(se€] 8.5.3)

Thg SNGF shall format outgoing datagrams as defined in 7.2.

y in
ach

Thg SNGF shall either transmit one IEC 61162-1 sentence org.if part of a multi sentepce

seq
dat
7.3

uence, may transmit multiple IEC 61162-1 sentences/per outgoing IEC 61162-

9, and the cases for which IEC 61162-1 requires a sentence sent prior sending ano

150

hgram. The multi sentence sequence includes the cas€ described in IEC 61162-1:2(016,

her

sentence. The datagram shall include the correct SFEl, source identification (s:) and, if

req

4.5

Lired, destination identification (d:).

4 Multi SF serial port

(se€] 8.5.4)

Thg SNGF is allowed to implement more than one SFs for any single serial line. Receiyed

sentences on this serial line with a valid talker mnemonic will be transmitted from one of|the
asspciated SFs dependent on the-talker mnemonics. Each SF shall be assigned a sepafate
SFI[ and, as a destination, transmit outgoing sentences on the serial line according to |the
rulgs in 4.5.1.

Proprietary sentences .received on the serial line include no talker identifier. It shall| be
determined by setup parameters from what SF they shall be transmitted.

Unidentified data.from the serial line shall be sent from all SFs associated with the serial port.
Thigs sendingc«f unidentified data shall not cause logging of an error nor sending anything to
sys|og.

4.5|5 Handling malformed data received on serial line

(see 8.5.5)

The SNGF is intended as a remote serial data converter with minimum data processing. For
each of the cases below, the SNGF shall send a datagram with the malformed data as
required by 4.5.1 and 4.5.4. If the formatted message exceeds the maximum datagram length,
the data shall be truncated from the end. The following cases shall cause a message
containing the malformed data to be sent:

1)
2)

3)

if data has been received before a start character;

if data has been received after a valid start character and the maximum sentence and

TAG block length has been exceeded;

if data has been received after a valid start character and end of line (CR,LF) has
been received after 1 s;

not
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4)
5)

if a reserved character has been received and not having been appropriately escaped,;
if random binary data is received on the serial line.

"Start character" is a valid start of sentence ("$", "!") or TAG block start character.

4.6

PGN to network gateway function (PNGF) requirements

(see 8.12)

4.6.1 General requirements

(seq

Thd

Ths
talk

Ths
IEG
dog

NOT|
the

4.6
(seq

A H
can
ma

PN
me

If th

4.6

(see

Ths

Ths
dat

8.12)

PNGF shall implement all relevant functionality for each SF it supports as definegxin 4

default SFI of a PNGF used for administrative purposes, such as syslog( shall use
er mnemonic "SI".

PNGF may implement different types of filtering based on the PGN,méssages from an

umentation.

ame is converted into IEC 61162-450 network.

8.12)
NGF function block shall provide an independent buffer for each IEC 61162-3 netwo

send into. The manufacturer shall specify the maximum buffer capacity for each port.
imum capacity may be configurable at:installation.

5F buffer management shall beibased on the IEC 61162-3 priority included into e
Esage. The manufacturer shall describe the method in documentation.

3 Datagram output requirements

8.12)

PNGF shalkformat outgoing messages as defined in 7.4.1.

PNGF shall transmit one IEC 61162-3 PGN message per outgoing IEC 61162-
hgram/to minimise delays.

»

the

d to

61162-3 network. Any filtering methods shall be described~in the manufacturer's

E The accurate timing between PGN messages available in the IEC 61162-3 network is not supported When

2 Output buffer management from IEC 61162-450 network to IEC 61162-3 netwqrk

k it
he

Ach

e buffer is full and a PGN.message is discarded, it shall be recorded as specified in 4.3.3.

150

4.6.

(see

4 PGN group number

8.12)

A PGN group is defined as a logical group of devices that can share the information and
message. A message from a device is broadcasted to all devices that belong to the same
PGN group. A device may belong to more than one PGN groups. The maximum number of
PGN groups is no more than four. The PGN group may be used for filtering of messages (see

4.6.

1).


https://iecnorm.com/api/?name=b85464add51e8e35657e845e92171be1

4.7

(see

- 24 - IEC 61162-450:2018 © IEC 2018

Other network function (ONF) requirements

8.6)

The ONF represents a function that is allowed to share the same network infrastructure as the
network function blocks (NF) on an IEC 61162-450 network.

The

ONF shall conform to the requirements given in 4.2.1.

The ONF equipment shall not use any IP multicast address reserved by this document as

def

nedinb©.4

Dog
dat

Dog

5.1

(seq

Thd
usel

Ths
and
Fib
spe

Thd
IEG

umentation shall be provided describing the network protocols used by the ONF to’'s
hgrams or byte steams, for instance UDP, TCP/IP or other.

umentation shall be provided describing the impact of the ONF to the netwark.

Low level network requirements

Electrical and mechanical requirements

8.7.1)

cable and connectors used shall at least meet the specifications listed in Table 3 w
d in protected environment as defined in IEC 60945

safety requirements and installation practices ‘specified in IEEE Std 802.3T™-2015, 1
Clause 27, shall be followed. Also refer todlEEE Std 802.3-2015, informative Annex 67

e optic interfaces shall comply with ‘the laser safety requirements for Class 1 devi
cified in IEC 60825-2.

physical layer requirement f6p IEC 61162-3 ports of the PNGF shall be compliant
61162-3:2008, Clause 4.

end

hen

4.7

ces

vith
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Table 3 - Interfaces, connectors and cables
IEEE 802.3 Max network Mechanical device Pin Cable category, minimum
Interface segment link interface connector type assignment
distance (protected environment)
100BASE-TXS | 100 m IEC 60603-7-3, 8-way CAT5 STP
shielded modular connector
IEEE Std Two shielded twisted pairs
802.3-2015, Refer to IEEE Std 802.3-
14.7 and 2015, Clause 3, IEC 60603- mg:m%g:ﬁ'ggg'gvor
Clauses 24 7, Figures 1 through 5, and Dl
(ngt specified) a Terminal block b CAT5 STP
Two shielded twisted pairp
100BASE-SX 550 m IEC 61754-20 Two multimode optical
fibres
IEEE Std LC type duplex optical
802.3-2015, connectord Short wavelength 850 nm
Clquses 24
angl 26
1000BASE-T 100 m IEC 60603-7-7, 8-way © CAT5 STP
shielded modular connector
IEEE Std Four shielded twisted paifs
802%.3:2015, Refer to IEEE Std 802.3-
Clduse 40 2015, Clause 3, and mg:g:%g:ﬁ'ggg'g‘or
IEC 60603-7, Figures 1 Sed
through 5. ° ISO/IEC 11801 (Class D))
See |IEEE Std 802.3/25
1000BASE-SX | 220 m IEC 61754-20 Two multimode optical
fibres
IEEE Std (627125 um, 1\ ¢ 46 duplex optieal '
802.3-2015, bw) connectord Short wavelength 850 nm
Clquse 38
550 m
(50/125 um,
high modal
bw)
Fof use in exposed environments,\additional provisions are necessary. Consideration should be given to fhe
M1]2-type specified in IEC 61076-2-101 for copper network cable. And similar rugged connector should [be
comsidered for external fibre optic connections.
2 |In this case, the maximum operating distance should be specified by the manufacturer.
b |The 8-way modularjconnector specified in IEC 60603-7 is the "8P8C" type that has commonly been used in
desktop computer-LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the ordef 1,
2, 3, 6, 4, 5778 on the modular jack; the same at each end of a cable. The color-order from wire 1 to 8 shall
be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both endq of
the cabtexRefer to IEEE Std 802.3-2015, 25.4.3, and IEC 60603-7-3.
¢ | The'8-vay modular connector specified in IEC 60603-7 is the "8P8C" type that has commonly been used in
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order 1,
') ’2 P. /1 l: 7 8 ontha maodular u;nl/ the-same—at-sach-end-of-a—cable—Fhecolor-orderfromwite—1-to-8-shall

be green/whlte green, orange/whlte blue blue/white, orange, brown/white, brown; the same at both ends of
the cable. Refer to IEEE Std 802.3-2015, 40 8.1 and IEC 60603-7-7.

4 See TIA/EIA-604-10-A:2002.

5.2 Network protocol requirements

(see 8.7.2)

Equipment shall implement IPv4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

e ARP - Address Resolution Protocol as described in ISOC RFC 826 and as updated in
ISOC RFC 5227;
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e |P — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;

e UDP — User datagram Protocol as described in ISOC RFC 768;

e UDP Multicast — Host groups as described in ISOC RFC 966 and Host extensions
described in ISOC RFC 1112;

e TCP — Transmission Control Protocol as described in ISOC RFC 793;
e |ICMP - Internet Control Message Protocol as described in ISOC RFC 792;

as

e |IGMP - Internet Group Management Protocol as described in ISOC RFC 1112, RFC 2236

or RFC 3376;

5.3| IP address assignment for equipment

(see] 8.7.3)

Means shall be provided to configure the equipment to any of the addresses reserved for
in grivate networks as described in ISOC RFC 1918 with any valid network address mask.
default sub-net mask shall be set appropriately for 192.168.0.0/24 (legaey Class C).
assjgned IP address shall remain fixed during normal operation of the equipment, inclug
powering the equipment down and up.

Spdcific 450-Nodes may choose to exclude a few sub-nets foyfacilitate internal sub-n
(internal to the equipment) which shall be documented. The following sub-nets shall always
avafilable to the IEC 61162-450 network: 192.168.0.0/24 — 492.168.10.0/24 and 172.16.0.Q
(Clgss B).

5.4] Multicast address range

(seel 8.7.4)

Thg range 239.192.0.1 to 239.192.0.64 .is’ reserved for current and future use in
apglication layer protocols (see 6.2.2).

Thg multicast address range 239.192.0.57 to 239.192.0.64 is used for interconnection
IEQ 61162-3 networks.

ONF equipment shall not use.multicast addresses in the range 239.192.0.1 t0 239.192.0.64.

NOT[E 1 ISOC RFC 236&6.\defines the multicast address range 239.192.0.0 to 239.192.63.255 as the
Orgdnization Local Scopg,jand is the space from which an organization should allocate sub-ranges when def
scopes for private use(

NOTIE 2 The default TTL (i.e. number of hops) is 1 for multicast. The sub-net mask is set appropriately for cla
(local area netwotk).

5.5 Device address for instrument networks

use
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transmits to an |[EC 61 162 3 network The deV|ce address may be set automatically.

6 Transport layer specification

(see 8.8)

6.1 General

Clause 6 specifies how UDP multicast messages are used to communicate between

equipment over an Ethernet network.

Equipment may implement functionality for sending, receiving or both. The provisions of

Clause 6 applies to both, but shall be tested independently as described in 7.6.
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An example of the structure of an Ethernet frame with a IEC 61162-450 sentence is given in
Figure 2. The uppermost block shows the full Ethernet frame with the UDP user available data
block shown in white. The IP and UDP headers are included in the grey blocks. The lower
block shows the UDP user available data block with an IEC 61162-450 formatted sentence
included. The numbers above the Ethernet frame gives the size of each block. The numbers
in front of the UDP user data block gives the offset from the start of the block (0 — zero).

6 6 2 20 8 0-1472 4

‘ dmac | smac |type| ip udp IEC 61162-450 message

crc32 ‘

0 U d P b |
IEC 61162-450"header
4 C 0’
6 \ s T
10 I 0 0 0
14 1 ) n
18 3 3 4 *
22 1 9 \ $
IEC 61162-450 payload
26 T I R O
30 T ) 1 2
34 3 4 5
38 * 6 7 <CR>
42 <LF>

\s:T10001,n:334*19\$§ TIROT, 123:45*67< CR><LF> £o

Figure'2 — Ethernet frame example for a SBM
from a rate of turn sensor

6.2 UDP messageés
6.2]1 UDP multicast protocol

UDP Multicast — IP multicast is a technique for many-to-many communication over an IP
infrastructure in a network. The destination nodes send join and may send leave messages.
IP multicast scales to a larger receiver population by not requiring prior knowledge of who or
how ‘m@ny receivers there are. Multicast uses network infrastructure efficiently by requiTing
the source to send a packet only once, even if it needs to be delivered to a large number of
receivers. The nodes in the network take care of replicating the packet to reach multiple
receivers only when necessary. The most common transport layer protocol to use multicast
addressing is User Datagram Protocol (UDP).

Senders and receivers shall as a minimum be able to use UDP as defined by
ISOC RFC 768 and as further specified in this document.

6.2.2 Use of multicast addresses and port numbers

Port numbers shall be allocated from the dynamic port range that the internet assigned
number authority (IANA) has reserved for dynamic and/or private port numbers (range 49152
to 65535, inclusive).
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Table 4 defines multicast addresses and destination port numbers that shall be used when
transmitting sentences from a system function block. The mapping of SFI to default
transmission group is described in Annex A. If provided by the equipment, the default
multicast address or destination port number can be changed by the parameter setup system
of the equipment to the multicast addresses or destination port numbers of the transmission
groups USR1 to USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support
use of same transmission group for both "binary file" and related sentences, for example
ECDIS route exchange and RRT-sentence).

NOTE The purpose of the port differentiation is to provide a mechanism that allows a certain level of load
reduction for the receiving equipment.

Table 4 — Destination multicast addresses and port numbers

Trlansmission Categor Multicast Destination pbrt
group gory address P
MIgC SF not explicitly listed below 239.192.0.1 60001
TGTD Target data (AlS), tracked target messages (Radar) | 239.192.0.2 60002
SATD High update rate, for example ship heading, attitude | 239.192.0.3 60003
data.
NAVD Navigational output other than that of TGTD and 239.492.0.4 60004
SATD groups
VDRD Data required for the VDR according to IEC 61996 239.192.0.5 60005
RQOM Radio communication equipment 239.192.0.6 60006
TINE Time transmitting equipment 239.192.0.7 60007
PRIOP Proprietary and user specified SFs 239.192.0.8 60008
USR1 to USR8 User defined transmission group 1 t0.8 239.192.0.9 to 60009 to 60014
239.192.0.16
BAM1 to BAM2 Optionally, BAM compliant alert.source reporting to 239.192.0.17 to 60017 to 6001
CAM 239.192.0.18
CAM1 to CAM2 CAM of the BAM 239.192.0.19 to 60019 to 6002
239.192.0.20
NETA Network administration, e.g. SFI collision detection 239.192.0.56 60056
P3P1 to PGP4 Primary PGN-Group 1 to PGN Group 4 239.192.0.57 to 60057 to 6006
239.192.0.60
P3B1 to PGB4 Backup.PGN Group 1 to PGN Group 4 239.192.0.61 to 60061 to 60064
239.192.0.64

NQTE 1 The USR1\te USR8 transmission groups can be used, for example, for proprietary data in binpry
format.

NQTE 2 BAMI/BAM2 and CAM1/CAM2 are available for system integrators to balance the traffic, for example

higher volume.radar in BAM1/CAM1 and low volume sensor, for example gyro, in BAM2/CAM2.

Tabte 5 defines multicast addresses and destnation port numbers that shall be used when
transmitting binary file data. If provided by the equipment, the default multicast address or
destination port number can be changed by the parameter setup system of the equipment to
the multicast addresses or destination port numbers of the transmission groups USR1 to
USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support use of same
transmission group for both "binary file" and related sentences).
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Table 5 — Destination multicast addresses and port numbers
for binary data transfer

Category Multicast Destination port
address
Non re-transmittable binary file transfer 2 239.192.0.21 to 60021 to 60025
239.192.0.25
Re-transmittable binary file transfer © 239.192.0.26 to 60026 to 60030
239.192.0.30

a

Address 239.192.0.25, port 60025 is the default for ECDIS route transfer (see IEC 61174).

b

Address 239.192.0.26, port 60026 is the default for VDR image transfer (see IEC 61996-1).

Address 239.192.0.30, port 60030 is the default for ECDIS re-transmittable data blocks for route) trang
(see IEC 61174).

fer

Tal

le 6 lists other multicast addresses and ports reserved by this document{

Table 6 — Destination multicast addresses and port.-humbers
for other services

So

Category Multicast Destination pgrt
address
Syslog 239.192.0.254 514
Sepding to syslog can use multicast or UDP unicast.

Mme switches can support only UDP unicast.

Thd

It m
and
not
por
IEG
the

nunpber conflicts.

6.2

All
not

Ad

addresses 239.192.0.31 to 239.192.0.55%are reserved for future expansion.

private use. The specific ports for this document are within this IANA range. It should
bd that operating systems alsg’use this IANA range for their internal use as ephem

61162-450 messages. tis'recommended to consider limiting the ephemeral port rang
operating system of, equipment connected to an IEC 61162-450 network to avoid

3 UDP checksum

devices shall calculate and check the UDP checksum as defined by ISOC RFC 768.
permitted’/to set the checksum field to zero (no checksum).

ay be noted that IANA has definedithat port range 49152 to 65535 is reserved for dynamic

be
bral

s. This double use may cause port number conflicts resulting for lost communication of

b of
bort

tis

btagram that has an incorrect or missing checksum shall be discarded by the receiver.

6.2.4 Datagram size

The network function block shall not transmit more than 1 472 bytes of data in each datagram,

incl

uding header as defined in Clause 7.

Receiving equipment is allowed to discard datagrams that have a size larger than the
maximum specified size.

NOTE UDP datagrams can be up to 64 kB in size when they are sent as a number of IP fragments.
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7 Application layer specification

71 Datagram header
(see 8.9.2)

711 Valid header

All UDP multicast datagrams shall contain one of the following strings, followed by a null
character (all bits set to zero) as the first six bytes of the datagram:

e [TUJPbLC" for transmission of IEC 61162-T formatied sentences as described in 7.2
e ['RaUdP" for transmission of binary files as described in 7.3;
o ['RrudP" for transmission of re-transmittable binary files as described in 7.3;

e ['NkPgN" for transmission of IEC 61162-3 PGN messages as described in 7743

Al
se

TCP/IP datagrams shall contain the following string, followed by a nulDcharacter (all pits
to zero) as the first six bytes of the datagram:

—

e ['RrTcP" for transmission of binary files as described in 7.6;

NOTIE 1 Datagram means packet in this context.

Incoming datagrams with an unknown header should beé discarded without processing |the
content beyond the header.

NOTIE 2 Future editions of this document can define other header codes. Any such header code will be diffdrent
from the ones already in use and will at least contain six bytes, ‘possibly including a trailing null character.

7.1)2 Error logging

Thg equipment shall maintain a count of\received datagrams that do not have a valid hedder
and make this available as defined in.4.3.3.

7.2 General IEC 61162-1 sentence transmissions
7.21 Application of this protocol
(se€g] 8.9.1)

Thig protocol provides a mechanism by which IEC 61162-1 sentences can be sent to ong¢ or
mote receivers on.the network. The protocol allows several sentences to be merged into pne
datagram.

7.2{2 Types of messages for which this protocol can be used

(see] 8:9:3)

This protocol shall be used for SBM and MSM (see Annex A) type messages. The protocol
shall also be used for CRP message exchanges with provisions specified in Annex C.

7.2.3 TAG block parameters for sentences transmitted in the datagram

(see 8.9.4)
7.2.3.1 Valid TAG block

Each sentence shall be preceded with one or more TAG blocks as defined in
NMEA 0183:2008, Section 7 (see also Annex B), containing the parameter codes described in
7.2.3.3 to 7.2.3.8. Adding of TAG blocks with parameter codes happens between existing TAG
blocks with parameter codes and the start of IEC 61162-1 sentence. If a parameter code is
assigned a value more than once in the TAG blocks and only one value is expected, the last
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parameter value (i.e. parameter value closest to the start of IEC 61162-1 sentence) shall be
used.

In this document, all identities are set at the time of installation and shall not be dynamically
configurable during normal operation. The control sentences for changing parameter codes in
NMEA 0183 shall not be used during normal operation.

7.2.3.2 TAG block checking

Only sentences preceded by valid TAG blocks as defined in 7.2.3.1 shall be processed by the
receiver:

7.213.3 Grouping control — g

Thg g parameter code shall be used by talkers to group TAG blocks and/or sentences. As a
minfimum, it shall be used to group sentences that are classified as belongihg to messpge
type "MSM" in Table A.2, when the multi-sentence group consists of more,than one messdge.
It is not required to include the g parameter code for single line sentences,

Regeivers shall accept the g parameter code for all message types.

A vplid MSM type sentence where internal data fields specifies that it belongs to a group of
mofe than one message shall be discarded if the g group is{nissing or contains inconsist{ent
infdrmation.

Thg group code is determined by the sending device. The initial group code value shall be
ong ("1") and the group code increment value shall be one ("1"). The group code shall be
reset to one ("1") after it reaches 100, i.e., theqvalid range is 1-99, inclusive.

Thqg following example shows the g parameter code used to group sentences in two diffefent
gropips, each consisting of two sentences:

\g:1-2-34,s:IN0001*3A\!ABVDM, 4 1,1,B,100000?20?wJdm4: GMUrf40g604:4,0*04
\g:2-2-34,s:INO00L1*39\$ABV8E,/r3669961,1,013536.96326433,1386,-98,,*14

\g:1-2-46,s:IN0001*3F\!ABV¥DM,1,1,1,B,15N1u<PPlcdnFj:GV4>:MOw:0<02,0%*2D
\g|:2-2-46,s:INOOO1*3C\$ABVSI, r3669962,1,013538.05654921,1427,-101,,*20

7.2{3.4 Source identification — s

Thg s parameter ¢ode is mandatory for talkers and shall contain the system function ID ($FI,
seg 4.4.2) correSponding to the function block from where the sentence originates.

7.2]13.5 Destination identification — d

Thg d parameter code is optional and shall, if used, contain the system function ID ($FI,
seel 44 2) corresponding to the intended recipient of the sentence. If no destination

parameter code is present, then all devices that receive this sentence shall process it.

Multiple d parameters may be specified, if more than one receiver exists.

NOTE This can be the case for redundant control functions.

For CRP type sentences, the destination code shall be read and processed to ensure that
only the intended recipients take action on the content of the sentence. Other receivers may
also read the message, for example for voyage data recording purposes, but shall not take
any further action on the contents.
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7.2.3.6 Line-count parameter — n

The n parameter code may be used to assign a sequence number to each sentence
transmitted from a system function block. The format of the parameter value is a positive
integer. The value shall start at one ("1") and shall be incremented by one ("1") for each
sentence or TAG block transmitted from this system function block. The parameter value shall
be reset to one ("1") when it reaches 1 000, i.e., the valid range is 1-999, inclusive.

For function blocks that transmit datagram to more than one transmission group destination,
separate line counters shall be maintained for each transmission group (see 6.2.2).

7.2

Thg t parameter code is a free text field. This document reserves coding for proprietary T

codes with the fields defined below where the leading p and the three letter_manufactlirer

mn

t:

An
ma

\g|:1-2-34,s:TI0001,n:333*6B\STIROT,123.45%67
\g|:2-2-34,s:TI0001,n:334, t:pmmma;MD5;0x12345678*0D\

7.2

(se€] 8.9.5)

Thg authentication parameter code is used to%sign a message with a password. Just seng

ap

Sernding a signature digest instead keeps ‘the password secret.

Any kind of messages may be signed using the authentication parameter code.

aut

possible to ignore this tag and-wuse the rest of the message.

NOTE 1 For example, one can sigh configuration commands for devices or commands to the autopilot.

Thg authentication parameter code provides a standardized mechanism for passing the dig
with the message.-Password management is outside of the scope of this document. One

is t

NOT|

Thi
itu
the

3.7 Text string parameter — t (proprietary data)

emonic code is required for this type of text string.

p<manufacturer mnemonic code in lower case><proprietary data>

example used for proprietary authentication of lines using drouping and source
hufacturer "mmm" might be

3.8 General authentication — a

pssword with the message would revealZthe password to anyone listening to the tra

nentication parameter code do€s not change the original message in any way. It is alwj

b use pre-shared keys (PSK) on the participating devices.

E 2 The(pre:shared key could be 32 alphanumeric characters, for example "Alea iacta est 1234567890".

5 parameter code is optional and should only be used where special safety concerns m
sefll. If this tag is provided then the manufacturer's documentation shall describe whic

\G-

for

ing
ffic.

he
ays

est
vay

hke
n of

optional types Of meilnhods 10 calculate a Signature are supported by the equipment

shall describe how to share keys.

The format of the tag block is:

\a:c-h--h*hh\

In which

c
Type of optional method to calculate signature
1) MD5
P) Proprietary

h-h

nd
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Hexadecimal representation of the signature, for example 32 hexacodes for MD5

An example of the tag block is:

\a:1-123456789abcdef67890123456789012*hh\

Typ
1)

es of methods to calculate signature:

MD5

The signature is a MD5 digest of the password plus the message. MD5 is a one-way
message-digest algorithm (RFC 1321). The full length of the signature is 128 bits or

Ths
all

the
fron

Wh
blo
TA(
the
blo

sentence with no grouping.

An

Revealing the digest does not expose the password.

NOTE 3 See http://tools.ietf.org/html/rfc1321 and http://en.wikipedia.org/wiki/MD5.
Proprietary

requires that both parties use the same manufacturer specified proprietary method.

authentication parameter code value is calculated by concatenating pre-shared key
AG blocks and sentences in the message as a single string to be used by the metho
signature calculation to produce the signature digest. "Carriage returns" and "line feg
N the sentences are not included into the input string.

bn the authentication parameter code "a:" is used, it shall be in its own authentication T
k, with no other parameter codes. For a groupedimessage consisting of several line

group. Within the first line, the authentication TAG block shall be placed as the last T
k, and before any sentence on that line. This also applies to a single line TAG block

example of use of authentication TAG*block:

Message consisting of two groupéed sentences to be protected by authentication:
g:1-2-23,s:IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJdnFj:GV4>:MOw:0<02,0*2D
g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20
Pre-shared key to be used for signature calculation:

Alea iacta est 1234567890

Resulting inputsstring for signature calculation:

Alea iacta‘est 1234567890\g: 1-2-
23,s{IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D\g:2-2-
23;s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Message to be sent including signature, method MD5:

32 hexadecimal codes. The MD5 is commonly used for storing passwords in Unix-syst¢ms.

The signature is a proprietary digest of the password plus the message: This alternative

and
| of
dSll

AG
5 of

5 blocks and sentences, the authentication TAG\block shall be placed on the first ling of

AG
and

g9:1-2-25,s:INO001"sC\\a:2-

851E40CC1CB7E3B39D961D7CF10BD8D3*44\|ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4

>:MOw:0<02,0*2D
\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Messages without authentication parameter codes are accepted unless the set-up parameters
of the receiver are explicitly set to require authentication on incoming packets.

If the device is set to require authentication on incoming packets, then packets without valid
authentication shall be dropped.

NOTE 4 SNGF are advised to avoid transmitting passwords in the clear from SPW sentences received over a
serial connection.
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7.2.4 Requirements for processing incoming datagrams

For datagrams intended for processing by the SF, any syntax error in a TAG block or in a
sentence shall make the receiving equipment discard the complete datagram without any
other further processing than specified in 7.2.5. The exception is an SNGF which shall
retransmit the faulty sentences to the appropriate serial SF, if it can be determined from a
valid destination field, or to all connected serial SFs, if no destination field is specified.

7.2.5 Error logging for processing incoming datagrams

(see 8.10)

Thg equipment shall maintain counts of errors detected in processing datagrams contairjing
IEQ 61162-1 sentences. As a minimum, the following errors shall be counted and“mpade
avallable as defined in 4.3.3:

e fany TAG block formatting errors as defined in 7.2.3.1;

e [TAG checksum error;

e [TAG syntax error (line length, use of delimiters, invalid characters);
e [TAG framing error (incorrect start or termination of TAG block);

e fany sentence syntax errors, including formatting, length or checksum as defined in 7.2.4.
7.3| Binary file transfer using UDP multicast — Single transmitter, multiple receiverg
(se€g] 8.11)

7.31 Application of this protocol

Thig protocol provides a mechanism by whichinon IEC 61162-1 formatted data, for instaphce
radgr images as files, can be transmitted to_one or more receivers. This protocol supports|the
transmission of files from zero bytes up to*4-billion files blocks.

Equipment using this mechanism shall be able to use one or both of the following forms of
binary file transfer:

e [nhon re-transmittable transfers where sender sends the complete binary file without pny
feed-back from receivet;

e [re-transmittable transférs where limited feed-back from one receiver identified by DegtID
can be used to (fertransmit certain parts of the binary file while other parallel receivers
operate as passiye receive-only receivers of the binary file.

NOTE The advdantage of non-re-transmittable and re-transmittable binary file transfer methods over the TCP/|P is
the possibility/ofymultiple parallel receivers of the same transmission.

Table 7(gives a description of terms used in this application.
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Table 7 — Description of terms

Term Description

DWORD Double Word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is

constructed from four consecutively transmitted BYTE, where the transmission order on

least significant BYTE.

the network is most significant BYTE first followed by next most significant BYTE until the

Null character A BYTE with the value zero.

Reserved bytes A number of bytes in the datagram that may be ignored by the receiver. The reserved
bytes may be additional header information that only has meaning for newer versions of
the protocol

WOQRD One unsigned 16-bit integer (in range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network jis the
most significant BYTE followed by the least significant BYTE.

STRING[n] A sequence of exactly n BYTE, interpreted as a string of characters. The transmission

order on the network is left-most character first. If the string is shorter than_n, additiona
trailing bytes shall be set to null character. All strings in the header are ericoded in
ISO/IEC 8859-1 (ISO Latin 1).

7.3]2 Binary file structure
7.3]12.1 General

Thg binary files are transmitted over the network in one¢or-more datagrams. The binary
strycture is a sequential and unpadded stream of bytes divided into three main grou

he
ne

for the description of the binary file data and is only used in the first datagram for each bir]
file [transfer.

7.312.2 Non re-transmittable and re-transmittable transfers

gdder, binary file descriptor and binary file data (seé Table 8 and Table 9). The heade
gded for synchronisation and data integrity validation. The binary file descriptor is nee

Table 8- Binary file structure

file
ps:
ris
Hed
ary

61162-450 header (see 7.3.4)

Binary.file descriptor (only in first datagram) (see 7.3.6)

Binary file data fragment (see 7.3.7)

61162-450 header (zero or more)

Binary file data fragment (zero or more)

A
co

will

inimum binary file transmission using non re-transmittable or re-transmittable transfer
rr:lsist of the three first blocks where the binary file fragment may have zero length.

The header shall be repeated as the first element of any datagram that contains binary file

da

ta fragments.

7.3.3 61162-450 header

7.3.3.1 Header format

The purpose of the header is to provide the data transfer status to receivers. This allows a
receiver to identify if there is any data loss during binary file transfers, and how much data
loss occurs. In addition, the header is used to provide a re-transmission mechanism for re-
transmittable binary file transfer.

The 61162-450 header format is defined in Table 9.
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Table 9 — 61162-450 header format

018

Data item TYPE Description

Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character
(see 7.1.1).

Version WORD Defines the header version. The header version with value 2 is defined in this
document. Extensions and/or modified versions may update this value.

HeaderLength WORD Defines the length of the header in bytes. This is at least the length of the
header. Future editions of this document may append additional fields to this
header as long as these additional fields are compatible with the definition of
the header in this document. Receivers which are not aware of these additional
fields shall ignore them.

Srg¢ID STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).

DeptID STRING[6] For re-transmittable, defines the destination system identifier in format
"ccxxxx", for example "VR0001" for VDR (see 4.4.2).

When Destid = "XXXXXX", then there is no assigned destination.

Type WORD Identifies the information in the Header.

BlqckID DWORD Binary file block identifier. The initial value is randomly’generated within a
range 0 to (232 — 1 = 4294967295) and is incremefted’by 1 after a whole blo¢k
is transmitted.

SefjuenceNum DWORD Defines the sequence number of the binary file)block. In ACK, this is used to
inform the sender what block was last received.

MalxSequence DWORD The number of datagrams needed for the“transmission of this binary file data
block. When SequenceNum is equalt{e MaxSequence, it means that this
datagram is the last datagram of’'thedata block. The Maxseq is used only for
DATA type message. For othermessages (QUERY,ACK), this field shall be Q.

De)ice BYTE Data source (device) as binary value, 1 => equipment 1, 2 => equipment 2, eitc.
The value can be between 1 and 255

Chpnnel BYTE Subdivision according to data source (device), values from 1 to 255, default 1

Thg Device and Channel fields are defined by the application and may be used by receiyers
to determine how to process the bjnary file data.

7.3]3.2 Use of header token

Header token is used to identify both the type of data block and transfer mode not be used to
accept or reject transmissions. Two tokens are defined in 7.1.1:

¢ ['RaUdP" — Simple binary file transfer service with UDP Multicast;

o ['RrUdP" <Re-transmittable binary file transfer service with UDP Multicast.

7.3{3.3 Version

Defings’the header version. It shall be set to 2 for this document.

7.3.3.4 Destination identifier

For transmissions to one specific receiver, the field shall contain the destination SFI. The field

sha

Il be "XXXXXX" for no specific destination.

7.3.3.5 Message type

Message type gives the information about which information is contained in the datagram:

DATA (0x01) — This type is used for transmission of binary file data including
descriptor.

QUERY (0x02) — This type is used by the sender to query the reception status from

file

the

receiver. The length of this message payload is always zero (0). It is recommended that a
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binary file sender sends a QUERY message if there is no ACK message for 1 s after a last

datagram of the binary file block is sent or after a QUERY message is sent.

e ACK (0x03) — This message is used as an acknowledgement from the receiver. This
message is transmitted by the receiver either when a whole binary file is received without
any error or when errors occurred during the binary file reception, for example one

sequence number is skipped. Also, when a receiver receives a QUERY message from
sender, it also responds with an ACK message.

the

Non re-transmittable transfer makes use of only DATA message but re-transmittable transfer

use

s all messages.

7.3
Blo

frag
dat

7.3

Sed
for

seq
ori

Ths
seq

7.3

Ead
Chd

NOT

infomation and route exchange), thenieach single binary file transfer is identified, for example: ECDIS numi

seng

7.3

Thd

nurTber identifies the last message the receiver recéives without any error. The maxin

3.6 Binary file block identifier

ck identifier is used to identify each binary file block. Since a binary file ‘bloch
mented into several datagrams, the block identifier is used to assemble.one or m
hgrams into a binary file block in a receiver.

3.7 Sequence number and maximum sequence number

uence number (SequenceNum) and maximum sequence numberi{MaxSequence) is u
segmentation and re-assembly purposes. When a receiver gets.a datagram, it checks

it has received a whole message.

uence number is not used for control (Query) nigssages.

3.8 Identification of separate binary file transfer

h single binary file transfer shall be identified by a unique combination of SrcID, Dev
nnel and BlockID (see Table 9).

E If a single SrcID has multiple neéds to send binary files (e.g. ECDIS sending screen image, chart so
screen image as Device = 1 and Channel = 1, and Chart source information as Device = 1 and Channel =
4 Binary file descriptor structure

binary file descriptor format is defined in Table 10.

ore

5ed
the

uence number and maximum sequence number to determine-if any errors have occufred

sequence number is also used in ACK messages’/ In ACK messages, the sequepce

um

ce,

Lrce
er 1
2.
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Table 10 — Binary file descriptor format

Data item TYPE Description

Defines the binary file descriptor length in bytes. This is at least the length of
the header including the reserved bytes. Future editions of this document may

Length DWORD append additional fields to this file descriptor as long as these additional fields

are compatible with the definition of the file descriptor in this document.
Receivers which are not aware of these additional fields shall ignore them.

Defines the length of the full binary file content in bytes, excluding headers and

fileLength DWORD :

descriptor.
Statosof The status for the data return. A zero is returned for normal operation. Non-
acc uisition WORD zero value is used to indicate an error condition. A descriptive text may be\pyt

in the status and information text field.

AckDestPort WORD

Port number to be used to acknowledge. Allowed port numbers are within the
range from 60006, 60008 to 60016, 60021 to 60030 (see 7.3.8.9),

TypelLength BYTE The length of the DataType field.
This string defines the data block encoding by assigning a‘MIME content typ4
DajaType STRING[n] to the data block for the server followed by null character!_For example,
"image/jpeg" is used for JPEG image type.
StgtusLength WORD The length of the "Status and information text" field.in bytes.
Stqtus and . . . .
information STRING[n] Status |nf0fmat|on (e.g. su_ccessful oper_atlon o error codes). This may be one
text or more strings, each terminated by a binary,null

NQTE 1 There is no error check for the binary file header contents @s this is handled by the UDP layer. In th
do¢ument, UDP header checksum is mandatory.

NQTE 2 MIME is Multipart Internet Mail Extensions. The MIME content type was originally used for enpail

se

vices but is widely used for many other applications including Web. Also, it has flexibility to support new

meldia types. The specification of the MIME content type and registration is defined in ISOC RFC 4288 gnd

IS

C RFC 4289.

DataType shall be encoded by the MIME- content-type which is "type/sub-type", and is defi
IANA. Table 11 illustrates someéxamples of MIME content type for binary file pnd
compressed data. More updated™ information is available on the IANA web §ite,
httg://www.iana.org/assignments/media-types/.

by

Table 11 — Examples of MIME content type for DataType codes

Content type File extension MIME type/sub-type
GIF gif image/gif
Migrosoft Windows.bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD jtar.format tar application/x-tar
DJS/RC-— Pkzipped archive zip application/zip
XML xml application/xml

7.3.5 Binary file data fragment

The package data format is defined in Table 12.

Table 12 — Binary file data fragment format

Data item TYPE Description

Datablock BYTE[datalength] This item is the data either split into pieces or in one block.

ned
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The length of the binary file fragment is the length of the UDP datagram (as obtained from the
UDP header) minus any headers that are inserted in front of the binary file fragment. All
datagrams, except the first datagram of the binary file which requires two headers (Header +
binary File Descriptor), carry only one header (Header).

The binary file fragment length is allowed to be zero for one or more datagrams.

NOTE There is no error check for the data contents as this is handled by the UDP layer.

7.3.

6 Sender process for binary file transfer

7.3
Thd

a)
b)

6.1 Non re-transmittable sender process
following steps are performed for the basic sending process (see Figure 3):

a sender process waits until it gets a binary file block;

a block identifier is assigned for the binary file block (if this is the first binary file, then
assigned randomly; otherwise, the instance identifier of the previous,binary file block
is used). The BlocklID shall be unique for each binary file transfer, from the same Sr
Device and Channel combination;

a binary file descriptor is composed according to Table 10;

a binary file block is split into datagrams whose size is hot more than 1472 bytes
each datagram is put into the sending buffer;

get the first datagram of the binary file block;
assign a sequence number, which is assigned tosone initially;

compose a header including token, source.lD, destination ID and maximum seque
number according Table 9;

send a datagram to the network;

if all datagrams of the binary file block*are not transmitted, get the next datagram and
to step f);

otherwise, then go to step a).

tis
+ 1
ID,

And

nce

go
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Get a binary file block

b 4 A4

BlockID = random() BlockID + 1

F

7.3

Theg
(se

a)
b)

Compose a binary file descriptor
according Table 10

!

Split data into datagrams with not
more than 1 472 bytes

!

SequenceNum = 1 |—

4

SequenceNum + 1

A 4
Compose a header
according Table@

!

Send a datagram to network

no

SequenceNum <
MaxSequence?

IEC
Figure.3— Non re-transmittable sender process
6.2 Re-transmittable sender process

sender processing steps for re-transmittable binary file transfer is as foll
b Figure 4):

a sender_process waits until it gets a binary file block;
A block identifier (BlockID) is assigned for the binary file block (if this is the first binary

DPWS

File,
ock

thetrit is assigned randomly; otherwise, the block identifier of the previous binary file bl
— H—Ftre-BioTkiE 4 ! ‘ - . o I 3

a binary file descriptor is composed according to Table 10;

clD;

set re-transmission counter to zero(0), set query counter to zero(0), set query sequence

number to 1, set final counter to zero(0);

a binary file block is split into datagrams whose size is less than 1 472 bytes and each

datagram is put into the sending buffer;

get the first datagram of the binary file;

assign a sequence number, which is set to one initially;
compose a header according Table 9;

send a datagram to the network and set an ACK timer;
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i)

if the sender receives an ACK message, whose DestID is not equal to own SFI and whose
SourcelD is not equal to own actual DestID, go to step k);

1)

2)

if the sequence number of ACK message is less than the maximum sequence number
and lower than the sequence number of the last transmitted datagram, increase re-
transmission count by one;

if re-transmission count is greater than the maximum number of retransmissions (see
7.3.8.7), go to step k);

if sequence number in ACK message is identical to query sequence number, increase
query counter with 1, and if query counter is more than 3, set query counter to zero (0)

and ao to k)
) 77

1)
2)

if all datagrams of the binary file block have not been transmitted,

otherwise, wait for an ACK message;

if sequence number in ACK message is not identical to query sequence number;|set
query counter to 1;

get a datagram whose sequence number is sequence number in ACK message plus
one;

set query sequence number to sequence number;

go to step h);

get a next datagram and increase sequence number by onge,
go to step h);

if the sender receives an ACK message whose DestID is not equal to own SFI and whpse

1)

2)

1)
2)
3)
4)
5)

SourcelD is not equal to own actual DestID , therd go to step (n);

f ACK Timer expires and final counter is not more than three, then

if the sequence number of the ACK message is less than the maximum sequephce
number, then go to step j);

if the sequence number of the ACKJOmessage is equal to the maximum sequephce
number (i.e. transfer successful), then go to step a);

increase the final counter,

compose a QUERY datagram and send it to the network,
set an ACK timer

go to step I); clear the sending buffer,

go to step a):
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Compose a header according Table 9, [h] Split data into datagrams with not than 1 472 bytes [e]
send datagram to network [i] <
and set ACK timer [i] — TN

Receive ACK
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ACKsequ <
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[n.4] Set ACK [n.3]

Transfer not successful {o]
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7.3
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or
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il
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Retransm.cnt >
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[-3]
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| Query cnt =1 [j.4] I—
I

| Query cnt + 1 [j.3] |
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v

4| Query cnt =0 [j.3]

ACKsequ ==
MaxSequ?
[m.2]

[m.111

Figure 4 — Re-transmittable sender process

7 Receiver process for binary file transfer

IEC

71 Non re-transmittabl

e receiver process

The receiver process steps of the non re-transmittable binary file transfer, including passive
receivers of a re-transmittable binary file transfer, is as follows:

a)
b)

c)
d)

waits for receiving new datagram;

if the BlockID of the received datagram for same source identified by the combination of
SrclID, Device and Channel is not equal to that of the previous datagram,

e if there is any data in the receiver buffer, it is delivered to the SF,

e the receiver buffer is cleared;

put a datagram into the receiver buffer;

if the sequence number is the same as the maximum sequence number,
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the all data in the received buffer is delivered to the SF,
the receiver buffer is cleared;

e) go to step a).

7.3.7.2

Re-transmittable receiver process

The re-transmittable receiver process steps are performed only by the receiver whose SFl is
same as the DestID in the Header as follows (see Figure 5):

a) waits for receiving a new datagram;

b)

c)

if the token is not "RrUdP" or if DestID of received datagram is not equal to own SFI,'gp to

step a);
if the received datagram is a QUERY message, then,

1)
2)

3)
4)

5)
6)

if the sequence number is 1,

1)
2)
3)

4)

if no previous datagram is available, go to step g);

if no previous datagram is available, go to step a),

if the sequence number of the previous datagram is not equal to maximum sequepce
number, go to step a),

if all sequences flag is false (not all sequences of the previous binary block |are
received), go to step a),

compose a Header with type = ACK, the BlockID and sequence number of the previpus
datagram,

send an acknowledge datagram to the sender,

go to step a);

analyse file image descriptor and header;
if file image descriptor or header or token is invalid, go to step a),

set re-transmission counter and query counter to zero (0), set query sequence number
to 1, set all sequences flag to true;

go to step g);

if the BlockID of the received datagram for same source identified by the combination of

SrclD, Device and Chahnnel is not equal to that of the previous datagram,

1)
2)

if there is any data in the receiver buffer, it is delivered to the SF,
the receiver-buffer is cleared;

if the sequenice number is not 1 and not the same as the sequence number of the previpus

datagram¢plus one,

1)
2)

increase re-transmission count by one,

if_re-transmission count is greater than the maximum number of retransmissions (see
7.3.8.7), set all sequences flag to false and go to step (a),

3)

7)
8)

9)

if previous sequence number is identical to query sequence number increase query
counter with 1,

if query counter is more than 3 set query counter to zero (0),
set all sequences flag to false and go to step (a),

if previous sequence number is not identical to query sequence number, set query
counter to 1,

set query sequence number to previous sequence number,

compose a Header with type = ACK, the block identifier and sequence number of the
previous datagram,

send an acknowledge datagram to the sender,

10) go to step (a);
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h) put a datagram into the receiver buffer;

i) if the sequence number is same as the maximum sequence number,

IEC 61162-450:2018 © IEC 2018

1) all the data in the receive buffer is delivered to the SF,

2) the receiver buffer is cleared,

3) the re-transmission count is set to zero (0);

j) if all sequences flag are true,

1) compose a Header with type = ACK, the block identifier and maximum sequence

number,

k) |go to step a).

2) send an acknowledge datagram to the sender;

=|] Wait for new datagramm [a] I:

Token I= RrUpd
or?
DstID != own SFI?
[b]

Yes

Previous

No
datagram? [e]
Analyse file image descriptor
and header [d.1]
No BlockiD =
previous
BlockiD?
No Recv buffer not

empty? [f.1 Retransm,cnt = 0; query
cnt = 0;query sequ = ‘\all

sequences flag = true'{d.8]

Retransnicnf + 1 [9.1]

d4

A

{g.2 and g.5]

[9.2 and Q.S]I All sequences flag = false
R

SequNum =1
and
SequNum I= prev

SequNum+17? [g

|Put datagram into recv buffer [h]|

SequNum ==
max SequNum?

il

|De|iver recV buffer data to SF [i.1]|

All sequences
flag == true? [j

Clear recv buffer; [i.2]
Retransm.cnt = 0 [i.3]

|‘7\

Yes

[c1]

0o

No
Previous
datagram? [c.1]
Yes

Yes
c.2]

PrevSequi= [
MaxSequ? [c.2
N
Received all
datagrams? [c.3
Yes

Compose an ACK header
with BlockID and sequence]
number of previous
datagram [c.4 and g.8]

A

>

max retransm.?

Prev SequNum
== query sequ?
g.3

Query cnt >
3?7 [g4]

Query cnt =0 [g.4]

>

Query sequ = prev
SequNum [g.7]

Query cnt =1 [g.6]

Compose an ASK header
with BlockID and max

sequence number [j.1]

Figure 5 — Re-transmittable receive process

7.3.8 Other requirements

7.3.8.1

Re-transmittable messages that cannot be processed

[c.3and g.10jand k]

Send an ACK datagram to
the sender [c.5 and g.9 and j.2]|

IEC

Both receiver and sender shall silently ignore messages that are related to the retransmit

process that they cannot process themselves.

7.3.8.2 Multiple binary file blocks

A receiver that receives a binary file block more than once shall ignore all but one of the

transmissions.
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It is allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary file blocks, each of the blocks shall have the same
size and same header information.

7.3.8.4 Maximum outgoing rate

The data volume for each binary file source shall not exceed 2 MBytes per second.

NOTIE This provision is included to guarantee spare network capacity for other transmissions in between| the
blocks of a large binary file. When the binary file is transmitted as multicast, it will flood the network and-cam inhibit
trangmissions of other data.

7.318.5 End of transmission for non re-transmittable and re-transmittable binary fije
transfer

Thqg receiver shall assume that a transmission has ended unsuccessfully when it gets a birjary
file|block from the same source identified by the combination of SrclD, Device and Channel
(se¢ Table 9 and Table 10) with a new BlockID. Then the receiver stops the current receiying
progess and becomes ready for the new binary file block being 'received. The transmisgion
shafl also be considered finished when the last block is signalled’ by the SequenceNum ffom
the|sender. When a re-transmittable receiver identified by the"BestID gets the last block After
successful reception of all previous blocks, then it sends. an” ACK message to the sendef to
indicate successful transfer and so as to start new binary file block transmission. The rece|ver
of hon-re-transmittable binary file transfer and a-réceiver of re-transmittable binary [file
trarjsfer not identified by DestID shall not send ACK)message to the sender.

Thq re-transmittable sender assumes that the\transmission is successfully finished only [if it
recgives an ACK message with the SequenceNum which is equal to the MaxSequerce;
otherwise, a transmission has ended unsuccessfully. When a transmission is ended, a serder
stafts a new transmission if necessary,

7.3/8.6 Gaps between ACK messages for re-transmittable binary file transfer

In deneral, a receiver shall, imwmediately after loss detection, transmit an ACK message to|the
sender if a binary file block_has been lost by having a gap in sequence numbers. Since there
is a time delay between.the reception of the ACK message and re-transmission of lost data at
the|sender, a receiver-waits for the sender's response. For this purpose, a receiver shquld
wail at least 200/ms’ before it sends another ACK message for the following datagrams.
However, when ta .receiver receives all messages correctly, it shall send an ACK messpage
immediately to)the sender.

NOT[E ACK™message is used both for positive and negative acknowledge. See 7.3.3.5 for the description of the
ACK message.

7.3. 87— Maximumretranmsmissionsforre=transmittabtebimary fite transfer————

The sender shall not retransmit the same datagram identified by sequence number of a binary
file more than three times. After three retransmissions, the sender shall ignore any additional
retransmission requests for this datagram identified by sequence number and continue
transmitting the next datagram identified by sequence number. The receiver shall not query
the same datagram identified by sequence number of a binary file more than three times.

The maximum number of re-transmission requests for a binary file shall be limited to 10 % of
the maximum sequence number for the binary file but shall be not lower than three times. If
the sender of a binary file receives more re-transmission queries than the maximum number,
it shall ignore all further retransmission queries and continue to transmit the binary file until
the last datagram identified by sequence number. In the case the receiver did not successfully
receive all datagrams identified by sequence numbers of binary file, the receiver shall not
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acknowledge the last received datagram identified by sequence number with sequence
number equal to maximum sequence number. The receiver shall not query datagrams in the
same binary file more than the maximum number of retransmissions.

In addition to data message re-transmission, control (Query) messages can be re-transmitted
in case the control message is lost. The re-transmission counter increases whenever the
control message is transmitted.

7.3.8.8 Timer management for re-transmittable binary file transfer

Th - - +S Tatrmraget—at tNne—Se1TGE —ASencre T€ - aITSTITSS 5

whegn either a whole binary file block is transmitted and waits for an ACK message;\qr a
control message (QUERY) message is transmitted. When the re-transmission timer)éxpifes,
the| sender (re-) transmits a QUERY message and sets the timer again unless' the|re-
trarjsmission counter reaches three.

7.3)8.9 UDP port and IP addresses for non re-transmittable and re-transmittable
binary file transfer

Multicast addresses and ports for the service type are given in‘Table 5. As a defqult,
addresses for non re-transmittable and re-transmittable binary file transfer service shall be
239.192.0.21 and 239.192.0.26 respectively. As a default, the ‘port for non re-transmittable
and re-transmittable binary file transfer shall be 60021 and 60026 respectively.

Thqg receiver shall reply with ACK to the sender using the incoming datagram's AckDestRPort
and multicast address corresponding to this port numbeér.

7.3]9 Error logging

Eqdipment shall maintain a count of the evehts of invalid binary file structures processed pnd
make the count available. As a minimum, the following events shall be logged:

e [he number of binary file blocks where errors occur;

e |missing datagrams;

e lunrecognized header.

7.4] General IEC 61162-3 PGN message transmissions
(seel 8.12)

7.4/1 Message structure

Thg message" structure for transporting IEC 61162-3 PGN messages into IEC 61162-450
netyorkssissillustrated in Table 13.

| " = Table 13 — Structure for PGN message

Header (see Table 9)

PGN message descriptor

IEC 61162-3 message fragment

IEC 61162-3 message fragment (zero or more)

The maximum message size of the PGN is 1785 bytes. The PGN message shall be
transmitted using one or two IEC 61162-450 datagrams. When there is a missing datagram,
then the PGN message will be ignored as an error since the re-transmission of the lost
datagram is not required.
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7.4.

The message format for transporting

2 Message format

IEC 61162-3 PGN messages into IEC 61162-450

networks is illustrated in Table 14. The PGN message descriptor length for PGN messages is

32 bytes.
Table 14 — PGN message descriptor
Field Name Size Description

Source NAME (SNAME) 8 bytes of characters Name of source. NAME shall be compliant
withHEG-64462-3-

Soprce Device Identifier 2 byte of numeric number Address of source device which\is

(SpID) @ compliant with IEC 61162-3.

Deptination NAME 8 bytes of characters Name of destination. NAMEyshall be

(DINAME) compliant with IEC 61162,3.

Deptination Device 2 byte of numeric number Address of destination device which is

Idgntifier (DDID) @ compliant with-IEC 61162-3.

PQN number 4 byte of numeric number PGN number of IEC 61162-3.

Priprity 1 byte of numeric number Priority, of IEC 61162-3. Bit 0-2 are usedg
and Bit 3 to Bit 7 are reserved.

Reperved (REVD) 7 bytes Reserved bytes.

Two bytes are specified to allow for future expansion.

7.4
7.4

A H
me
gro

AP

3 Address translation requirements
3.1 PGN group identification

GN group is defined as a logical<¢group of devices that can share the information
Esage. Each PNGF shall be assigned a PGN group to communicate with devices in
Ip. The device address in a PGN group shall be unique in the network.

NGF may be registered with more than one PGN group if some of devices are require

conmpmunicate with deviges.in different PGN groups.

Means shall be provided to configure PGN groups at each PNGF.

7.4

Ths
net

3.2 Device identification

PNGE “shall represent all IEC 61162-3 equipment which are uniquely identified in
vark;

and
the

the

A virtual device in an IEC 61162-3 network is identified by the source address. Each virtual
device shall be identified by SFI of PNGF where it is connected, its PGN group number, its
IEC 61162-3 source address and NAME. When there is no address available, then the
address cannot be mapped until a new address is available. When a new address is not

ava

7.4.

ilable, this event shall be recorded as specified in 4.3.3.

3.3 Address resolution

When a PNGF receives a query (i.e. Address Claim Message) about the device address with
NAME and it has the information about the device, it shall respond with the address without
forwarding the message to the IEC 61162-3 network.
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7.4.4 Message processing
7.4.41 From IEC 61162-3 to IEC 61162-450

The PNGF shall have the capability of representing IEC 61162-3 devices as gateway device
address and PNGF's SFI except for device address 0 which is always mapped to the device
address 256. This is because the PNGF's device address of 0 represents PNGF itself on the
IEC 61162-450.

The PNGF shall have the capability to represent it as at least an IEC 61162-3 device by
obtaining its corresponding IEC 61162-3 source address from the IEC 61162-3 network.

When a PGN message is received from the IEC 61162-3, the PNGF extracts the information
of qource address, destination address, priority and PGN and it creates a message“and fills
up fhe corresponding fields. It also looks up the field of SFI and NAME of the ‘destinaion
address, and fills it out. When the received PGN message is not valid,~then it will] be
dis¢arded, and this event shall be recorded as specified in 4.3.3.

7.4)4.2 From IEC 61162-450 to IEC 61162-3

PNGF shall have the capability to map 251 IEC 61162-3 source addresses| to
IEG 61162-450 device address and vice versa. The value of. 281 is based on IEC 61162-3
address where the PNGF consumes 1 for the PNGF itself leaving 251 for mapping.

Thg address at IEC 61162-3 is source and destination” device address. When a PNGF
receives a message from an |IEC 61162-450 network, it extracts the SDID and DPID
infdrmation and puts it in the IEC 61162-3 PGN message and transmits into the IEC 61162-3
netyvork. When the received PGN message is «hot valid, then it will be discarded, and this
event shall be recorded as specified in 4.3.3.

7.4)4.3 Address conflicts
When there is a PNGF assigned address conflict in the address translation table of PNGF| for
mapping IEC 61162-3 network deyices available as 450-Nodes in the 450-Network (i.e. when
the|same device address is assigned to more than one device), it shall be resolved. Whegn a

PNGF finds out that there argraddress conflicts, it re-assigns IEC 61162-3 device address
mapping.

Thg address re-assignment process shall be done within 1 min.
7.4)5 Additional management requirements

7.4)5.1 Field configurable capability

Thg PNGF may also have the field configurable capability to change this default addresq so
tha{ the“address is not claimed for a particular IEC 61162-3 device.

7.4.5.2 Non-volatile memory

The PNGF shall maintain configuration data in non-volatile memory. This ensures that field
configurable settings are maintained across power cycles.

7.5 System function ID resolution
(see 8.13)
7.5.1 General

At the construction of a 450-Network of a ship, the assignment of SFI (system function ID)
may be clearly defined. However, as the equipment of the ship is amended, replaced,
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