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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —

Ethernet interconnection

FOREWORD

The |International Electrotechnical Commission (IEC) is a worldwide organization for standardization corf
all pational electrotechnical committees (IEC National Committees). The object~of” IEC is to
integnational co-operation on all questions concerning standardization in the electri¢al ahd electronic fi
this |lend and in addition to other activities, IEC publishes International Standards,~Technical Specifi
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to 4§
Publication(s)"). Their preparation is entrusted to technical committees; any IE€_National Committee in
in the subject dealt with may participate in this preparatory work\_lInternational, governmen
nond{governmental organizations liaising with the IEC also participateid /this preparation. IEC collg
closgly with the International Organization for Standardization (ISO) ific accordance with conditions det
by agreement between the two organizations.

The [formal decisions or agreements of IEC on technical matters,express, as nearly as possible, an inter
congensus of opinion on the relevant subjects since each dechhical committee has representation
intefested IEC National Committees.

IEC |Publications have the form of recommendations for“international use and are accepted by IEC
Conmmittees in that sense. While all reasonable efforts are made to ensure that the technical conten
Publications is accurate, IEC cannot be held responsible for the way in which they are used or
misipterpretation by any end user.

In ofder to promote international uniformity, (EC National Committees undertake to apply IEC Pub
trangparently to the maximum extent possible in their national and regional publications. Any div
between any IEC Publication and the corresponding national or regional publication shall be clearly indi
the [atter.

IEC |itself does not provide any attestation of conformity. Independent certification bodies provide co
assgssment services and, in sofme“areas, access to |[EC marks of conformity. IEC is not responsible
servjces carried out by independent certification bodies.

All users should ensure that-they have the latest edition of this publication.

No ljability shall attach~te-lEC or its directors, employees, servants or agents including individual exp
menjbers of its technical/'committees and IEC National Committees for any personal injury, property da
other damage of any: nature whatsoever, whether direct or indirect, or for costs (including legal fe
expgnses arising/out of the publication, use of, or reliance upon, this IEC Publication or any ot
Publications.

Attention is\drawn to the Normative references cited in this publication. Use of the referenced publica
indigpensable for the correct application of this publication.
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patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

Ibject of

International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) network traffic filtering based on IGMP snooping added;

b) network traffic balancing added;
c) new encapsulation of IEC 61162-3 PGNs added;
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d) new alternative for binary file transfer added: TCP/IP based on Annex H of
IEC 62388:2007 on radars;

e) general authentication tag "a:" added to support managing of cyber security risk.

The text of this International Standard is based on the following documents:

FDIS Report on voting
80/880/FDIS 80/885/RVD

Full information on the voting for the approval of this International Standard can be found in
the repart on \/n’ring indicated in the abhove table

This dpcument has been drafted in accordance with the ISO/IEC Directives, Part 2(

A list|of all parts in the IEC 61162 series, published under the general title Maritime
navigdtion and radiocommunication equipment and systems -Digital interfaces, can be| found
on the|lEC website.

The cqmmittee has decided that the contents of this document will remain unchanged uptil the
stabilify date indicated on the IEC website under "http://webstoresiec.ch" in the data related to
the spgcific document. At this date, the document will be

e redonfirmed,
e withdrawn,
o reqlaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.
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1

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

S'upc

This prt of IEC 61162 specifies interface requirements and methods of test for high
communication between shipboard navigation and radiocommunication equipmeént as
betwe
radio-(
suite d
betweg¢n devices on a shipboard Ethernet network.

This d
messa

Th
ac
pra
an
ac

Th
EtH
inf
Th
pra
ge
€q
€q
Th
do

ommunication equipment. This document is based on the applicationof an appr
f existing international standards to provide a framework for implementing data tn

bcument specifies an Ethernet based bus type network where any listener can r|
ges from any sender with the following properties.

s document includes provisions for multicast distribution of information for
ording to IEC 61162-1, for example position fixés and other measurements, as
visions for transmission of general data blocks(binary file), for example betweer

ording to IEC 61162-3, for example position fixes and other measurements.

s document is limited to protocols for équipment (network nodes) connected to a
ernet network consisting only of QS level one or two devices and cables (N
astructure).

s document provides requirements only for equipment interfaces. By spe
tocols for transmission of IEC 61162-1 sentences, IEC 61162-3 PGN messags
neral binary file data,-these requirements will guarantee interoperability beg
lipment implementing, this document as well as a certain level of safe behaviour
lipment itself.

s document permits equipment using other protocols than those specified
ument to share’a network infrastructure, provided that it is supplied with inte

wh

ch satisfy the.requirements described for ONF.

This document includes provisions for filtering of the network traffic in order to lir
amount-of-traffic to manageable level for each individual equipment.

speed
vell as

n such systems and other ship systems that need to communicate withynavigation and

bpriate
ansfer

eceive

matted
vell as
radar

I VDR, and also includes provisions for multicast distribution of information formatted

single
etwork

cifying
s and
tween
of the

n this
rfaces

nit the

This document does not contain any system requirements other than the ones that ¢
inferred from the sum of individual equipment requirements. An associated sta
IEC 61162-460, further addresses system requirements.

an be

2 Normative references

ndard,

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1:2016, Maritime navigation and radiocommunication equipment and systems —

Digital

interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems —

Digital

interfaces — Part 3: Serial data instrument network

IEEE Std 802.3-2015, IEEE Standard for Ethernet

ISOC
ISOC
ISOC
RFC 7
ISOC

ISOC
(includ

ISOC
ISOC

ISOC
Heade

ISOC
ISOC
ISOC
ISOC

NMEA

RFC 768, User Datagram Protocol, Standard STD0006

RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)

RFC 792, Internet Control Message Protocol (ICMP), Standard STD000% (and upg
03:1981, Transmission Control Protocol (TCP)

RFC 826, An ethernet Address Resolution Protocol

e IGMP version 1)
RFC 1918, Address Allocation for Private Interhets, Best Current Practice BCP0OO
RFC 2236, Internet Group Management{Protocol, Version 2

RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 an
rs

RFC 3376, Internet Group-Management Protocol, Version 3
RFC 5000, Internet Qfficial Protocol Standards, Standard 0001
RFC 5227, IPv4_Address Conflict Detection

RFC 5424.,The Syslog Protocol

0183:2008, Standard for interfacing marine electronic devices, Version 4.00

ates)

RFC 1112, Host Extensions for IP Multicasting, ,Standard STD0005 (and updates),

D5

d IPv6

NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later

updates

can be tracked at http://www.rfc-editor.org/rfcsearch.html.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
ASCII

printable 7 bit character encoded in one byte
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binary file

data block without formatting known to this protocol, i.e.,

that can be transmitted with the protocol defined in 7.3 or in 7.5

Note 1 t

3.3
byte

non IEC 61162-1 formatted data,

o entry: The term "binary file" is used to differentiate the general data transfer protocol (which may or may
not be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCI| format.

group of 8 bits treated as one unit

Note 1 o eniry: This corresponds to what is also someiimes called an octet.

3.4

commind-response pair

CRP

messages exchanged between parties that synchronize state changes on both sides through
the exthange

Note 1 to entry: CRP are defined in Annex A.

Note 2 {o entry: Both the command and the reply message may also be usé€d'as a sensor broadcast megsage in
some cgses. Thus, the implementation of the semantics of the message exchange is somewhat different hetween
differenf users of the exchange.

3.5

datagfam

atomiq UDP transmission unit on the Ethernetias defined in ISOC RFC 768 and as
constrpined elsewhere in this document

3.6

Ethernet

carrier] sense, multiple access collision detect (CSMA/CD) local area network protocol
standdrd as defined in IEEE Std 802.3’and later revisions and additions to IEEE 802

Note 1 o entry: The types of Ethernet.media that can be used for implementation of this document are dgfined in
Clause p.

3.7

functipn block

specified functionality.implemented by equipment

Note 1 fo entry:  (Equipment normally implements multiple function blocks. Requirements to equipment are fhe sum
of requifements-to the function blocks it implements. Function blocks are defined in Clause 4.

3.8

Internet-GroupMamagementProtocot

IGMP

communications protocol used by hosts and adjacent routers on IPv4 networks to establish
multicast group memberships

Note 1 t

3.9

o entry: The IGMP is an integral part of IP multicast.

IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic
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3.10

Internet assigned number authority

IANA

global coordination of the Domain Name Server (DNS) Root, IP addressing, and other Internet
protocol resources, including UDP and TCP port numbers

Note 1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

3.11

Internet protocol

IP

signalling protocol used and defined in ISOC RFC 791 (and updates)

3.12
messgdge
colIecﬂon of one or more sentences that are grouped by mechanisms internal to\the sentence,
for insfance by sequence numbers as in the TXT sentence

Note 1 to entry: A stand-alone sentence is a message.

3.13
messdge type
classifjcation of IEC 61162-1 sentence formatters into SBM, MSM and CRP types

Note 1 to entry: SBM, MSM and CRP types are defined in Annex A,

Note 2 to entry: This document defines different requirements to\the transmission of different message typs.

3.14
multi-sentence message
MSM
logicall group of messages and/or sentences'where the full meaning of the group is dependent
on the|receiver reading the full group

Note 1 {o entry: Multi-sentence messages. that are grouped together with a TAG construct are also a sentence
group.

Note 2 to entry: MSM are defined in"Annex A.

3.15
netwofk
physicpl Ethernet.network with one Internet address space, consisting only of the network
nodes| switches{ cables and supporting equipment such as power supply units

3.16
network function block
NF

function block responsible for physical connectivity to the network and connectivity to the
transport layer as described in 4.3

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.

3.18
network node
physical device connected to the network and which have an Internet address

Note 1 to entry: It is also called an Internet host.
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Note 2 to entry: A network node will normally correspond to equipment. “Equipment” is used in this document.

3.19

other network function block

ONF

function block that interfaces to the network, but which is not using the protocol definition in
Clauses 5,6 and 7

Note 1 to entry: For example, real time streaming of radar and CCTV image transfer, or VDR sound transfer.

Note 2 to entry: Requirements as defined in 4.7 ensure that an ONF can co-reside with SF network nodes and
function blocks that make use of this document's protocol.

3.20
PGN tp network gateway function block
PNGF
functidn block that enables transfer of sentences between the network and devices that are
complifant with the IEC 61162-3 serial data instrument network interface

3.21
PGN message

parameter group number message

message consisting of an 8-bit or 16-bit number that identifies each parameter group

Note 1 {o entry: The parameter group number (PGN) is analogous to the three-character sentence fornjatter in
IEC 61162-1. By definition, parameter groups identified by 16-bit patameter group numbers are broadcapt to all
addressles on the network. Parameter groups identified by 8-bit parameter group numbers may be used fo direct
data forjuse by a specific address.

[SOURCE: IEC 61162-3:2008, 3.1.21, modified —<Fhe word "message" has been added|to the
term, @nd the definition has been rephrased.]

3.22
sensor broadcast message
SBM
messalge consisting of only one sehtence

Note 1 {o entry: SBMs are sent with”a sufficiently high update rate to ensure that the receiver can maintain the
correct gtatus even in environments-where some messages may be lost.

Note 2 fo entry: SBMs are.defined in Annex A.

3.23
sentence
standqrd information carrying unit as described in IEC 61162-1

3.24
senterrcegroup
logical group of sentences (which may consist of only one) that need to be processed together
to give full meaning to the information contained in the sentence(s)

Note 1 to entry: The grouping of sentences into sentence group is done by TAG block mechanisms.

Note 2 to entry: This document allows the explicit grouping of sentences by using coding in a datagram. This
document does not enforce any relationship between datagram and sentence group. Thus a datagram may contain
more than one sentence group, or a sentence group may be split over two or more datagrams.

3.25

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface


https://iecnorm.com/api/?name=6395605b55726bb22717b1f43bc0eeff

3.26

-14 - IEC 61162-450:2018 © IEC 2018

system function block

SF

function block, identified by a unique system function ID (SFI), that is the only function block
that can send information in a datagram format as defined in Clause 7

3.27

system function ID

SFI
param

3.28

transmission group

pair of

Note 1
for the §

3.29
transp
TAG
format
senten

Note 1

3.30
user d
UDP

conne

Note 1

4 General network and equipment requirements

4.1

Figure
netwol
blocks
define

eter string as defined in 4.4.2

a multicast address and a port number that are used by an SF to transmit senten

F.

ort annotate and group

ted block of data, defined in NMEA 0183, that adds,‘parameters to IEC 6
ces

o entry: Annex B gives an overview of the TAG blocks used-in_ this document.

atagram protocol

ction-less datagram protocol defined by{{ISOC RFC 768

o entry: ISOC RFC 768 makes no provisien for transport-layer acknowledgement of packets receiv

Network topology example

1 shows a possible IEC 61162-450 network topology consisting of one IP loca
k (LAN) and a-number of different network nodes, each containing different fu

H in Clause)4.

ces

o entry: The transmission groups are defined in Table 4, and Annex A defines default(transmissior| groups

162-1

ed.

| area
nction

This diagram.is informal and does not imply any requirements other than th¢ ones
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[61162-1]  [61162-1]
SF3 | T SF4
SF 1 SF 2 SNGF SF5 | SF6
ONF T ONF 2 NF 1 NF 2 NF 3 NF 4
I | l I
Network
H i i |
[61162-3 ] [61162-3 ] SF7 | | SF8 [61162-3] [61162-3] [61162-3 ]
PNGF
NF 5
|
IEC
Key
SF system function block
NF network function block

SNGF | serial to network gateway function block

ONF other network function block

PNGF | PGN to network gateway function block

Figure 1 — Network topology example

Some examples of network nodes are (see Figure 1):

e a sensor, for example a GNSS receiver that is also'a network node (SF2 and NF2);

e a device that sends or receives IEC 61162-450 compliant data (sentences and/or [binary
filel) as well as other types of information ento the network, for example an ECDIS that can
alsp load chart data from another device\(SF1, ONF2 and NF1);

e twg@ independent functions, such as a‘gyrocompass also approved as a rate of turn $ensor
that are implemented in one netwprk node (SF5, SF6 and NF4);

e a $ystem device function block represented by an IEC 61162-1 compliant equlpment
comnected to a serial to network gateway function (SNGF); in this case, the SNGF will
format outgoing sentences._according to requirements in this document (SF3, SF4,|SNGF

ang NF3);

e a pystem device_function block presented by an IEC 61162-3 compliant equlpment
comnected to network gateway function (PNGF); in this case, the PNGF will format
oufgoing sentences according to requirements of this document (SF7, SF8, PNGEF and

NFB);

e a devicexthat does not send or receive IEC 61162-450 compliant data (sentences @and/or
binary ‘file), but which satisfies minimum requirements for compatible use of thel same
nefwork (ONF1).

4.2 Basic requirements

4.21 Requirements for equipment to be connected to the network

(see 8.2.1)

The requirements for equipment connected to the network are as follows.

e All equipment connected to the network, including network infrastructure equipment, shall
satisfy the relevant physical and electrical requirements defined in 5.1.

e All equipment that implements one or more of SF and/or SNGF shall implement the NF.
This equipment shall satisfy the requirements to the function blocks they implement as
defined in 4.3 (NF), 4.4 (SF), 4.5 (SNGF) and 4.6 (PNGF).
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e All other equipment that is not network infrastructure equipment and that shares the
network infrastructure shall comply with requirements to an ONF as defined in 4.7.

e Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.

e All equipment connected to a network shall satisfy the requirements of IEC 60945.

NOTE This requirement only applies to devices on the network when the network is in normal operation.
During commissioning or maintenance, when the system is not being used for safety-related navigation, other
equipment can be temporarily connected to the network that does not comply with IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2.2 __Additional requirements for network infrastructure equipment

(see 8.4.2)

To avqid potential problems with certain network infrastructure equipment, repedter hubg shall
not be|used to interconnect components of an IEC 61162-450 network.

NOTE Repeater hubs are network infrastructure devices without internal storage” that repeat ijcoming
datagrans onto all outgoing connections.

NOTE 4 Switches are network infrastructure devices that based on forwarding tables can process, and [forward
datagrapns between nodes on the same network, using intermediate storage in' the’switch before retransmission.

Switches used in an IEC 61162-450 network shall have means to filter network traffiq using
IGMP |snooping. When the IGMP snooping is enabled{and when a multicast datagfam is
received, the switch shall forward it only to the portsfwhich have joined the same multicast
group.| The means which shall be provided to support multicast data filtering using| IGMP
snooping are the following:

e |GMP snooping shall be provided based on\tGMPv1, IGMPv2 or IGMPvV3; the selection of
thg IGMP version shall be based on highest version supported by all the connected nodes;

o multicast traffic filtering shall be provided based on IP multicast address;

e multicast data filtering shall not) be enabled for the address range of 224.0.p.1 to
224.0.0.255 as recommendedin-RFC 4541.

In addjition to or instead of multicast filtering techniques, such as IGMP snooping, it {s also
permitfed to configure manually individual ports of the switches to block unnecessary| traffic
flow (fpr example to isolate'simple sensors from ECDIS and radar).

See Apnex D for IGMP snooping compatibility issues of nodes based on IEC 61162-450(2011.

Another possible method to filter and control network traffic is described in Annex E.

4.3 |Network function (NF) requirements

4.31 General requirements

All equipment that implements a NF shall satisfy the requirements in Clauses 5 and 6.

4.3.2 Maximum data rate requirements

(see 8.3.1)

The manufacturer shall specify the maximum input rate under which the equipment can still
perform all functions required by its performance standards.

Maximum input rate shall be specified as

a) the maximum number of datagrams per second received, intended for and processed by
the equipment,
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b) the maximum number of datagrams per second received by, but not intended for, the

equipment, and

c) the maximum number of datagrams per second received by, but not intended for, the

equipment at 50 % of the maximum load for item a).

NOTE 1 "Received by" means datagrams that are received on all transmission groups that the equipmen
to.

NOTE 2 "Intended for" are datagrams that are processed by the equipment as part of its specified function

The maximum data rates shall be the mean rate over a 10 s measurement period.

t listens

4.3.3 Errortoggingfunction

(see 8.3.2)
4.3.3. Internal logging

Meanq shall be provided in each NF to record errors that occur in the NFitself as well
and SINGF using it. Subclauses 4.5.2, 7.1.2, 7.2.5 and 7.3.9 give minimum‘requirement
what shall be logged.

as SF
5 as to

As a minimum, the manufacturer shall provide mechanisms’ by which error logs gan be
inspecgted by a human operator, for example by trained servicesengineer. It is allowed that the

inspedtion is done through a simple network mechanism,(such as a terminal emula
defined in this document or any other reasonable methaod:

or, as

The mlinimum requirements for the log are to count the number of each occurrencg¢. The

countgr may reset itself by a manufacturer specified'method.

4.3.3.% External logging

A NF may be configured to support externial logging, where non-trivial information is se
logging server. In this case, a "syslog"ymessage as defined in ISOC RFC 5424 shall be

Syslod messages shall be formatted as ASCII text messages and sent as UDP pack
port 514 and the multicast ‘address defined in Table 6. Error messages defined

document shall be reported ‘through a simplified message as described in Table 1,
italicised words are place-holders for data explained in the right hand column.
charadters shall be transmitted as shown, including spaces.

nt to a
ised.

ets on
n this
where
Other
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Table 1 — Syslog message format

2018

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in

(facility "local use 0" and priority "error condition").

pointed brackets. For the errors defined in this document, the value 131 shall be used

Version The version code. The code 1 (one) shall be used for messages from this document.
Space One space character.
Timestamp Timestamp, containing date and time and optional UTC offset, in a valid format, for

"T", then local time and finally offset from UTC (3 hours west — negative, east offsets

example 1985-04-12T23:20:50-03:00. The example shows date, followed by upper case

function block or "ONF" if it originates in the ONF functionyblock.

shall be Irwn:n‘i\(ori h\ll a'"+" IUTC offset canbe abbreviated to g Qincln Upper case. "z
without leading "-" or "+"). Alternatively, the timestamp field may be nil ("-", a single|dash
character).

Space One space character.

Hostngme The host name of the network node, represented as the IP address in dotted decimal
notation. Alternatively, this field may be nil ("-", a single dash character):

Space A space character.

Appname The application name. This shall be the string "450-" followed\by the configured SF| code

if the error originates in the SF or SNGF, "NF" if the error ofiginates from the netwofk

Space A space character.
Procid| Normally, this field should be nil ("-" a dash character). Other values as defined in the
syslog standard may be used.
Space A space character.
Msgid For errors defined in this document, this\field shall be the error code as defined in
Table 2.
Space A space character.
Structgred This field can be nil ('-', a single dash character) or contain information as defined ip
ISOC RFC 5424.
Space A space character.
Msg A free format message in ASCII format.
A "sysglog" packet shall not-exceed 480 bytes and shall be sent as a single UDP datagram.
The "qyslog" packet for multiple occurrence of same message identity shall not be refported
more ¢ften than once.per minute. The "syslog" packet for any occurrence of message iflentity
shall not be delayed'more than 10 min.
This dpcument does not specify requirements for equipment receiving syslog messages. This
type of equipment would fall into the category of ONF. As Table 1 is a subset of the full ISOC

RFC 9424 specification, implementers of such equipment shall refer to ISOC RFC 5424 and
make et 0g messages from other ON an _pe re I—processed without
problems.

To facilitate the use of the syslog protocol, the errors defined in this document have
assigned a message identity as defined in Table 2.

been
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Table 2 — Syslog error message codes

Message identity Description Subclause

101 SNGF buffer overflow 4.5.2

102 Datagram header error 7.1.2

103 TAG or sentence format error 7.2.5

104 Binary file error 7.3.9

201 PNGF buffer overflow 4.6.2

202 PGN message errors 7.4.2and 7.4.4
203 Ne-avaiable-address—for-devices F4-3-2

Additignal information can be given in the "Msg" field, if available.

4.3.4

NOTE
based on IGMP snooping.

Provisions for network traffic filtering — IGMP

The purpose of the IGMP for this document is to provide the possibility to perform network traffic

filtering

hall be

The mpnufacturer shall specify the version of IGMP as definedin-tISOC RFC 1112, RF¢ 2236
and RFC 3376 that the NF supports. At least version 1 as defined in ISOC RFC 1112 s
implemented.

See Apnex D for compatibility issues of nodes basedOn1EC 61162-450:2011.

4.4 [System function block (SF) requirements

4.41 General requirements

(see 8.4.1 and 8.2.3)

Equipment that implements an SF shall satisfy the following requirements:

requirements in 6.2 shall be satisfied for all equipment implementing SF;

im

lements at least one of the datagram types defined in Clause 7, but does not hHave to
implement all of them;

implemented datagram types shall be specified in the manufacture's documentatio
7.1.1);

requirements™~in 7.2 shall be satisfied for all equipment implementing IEC 6
semtence-transmitting or receiving function blocks;

requifements in 7.3 shall be satisfied for equipment that implements an SF th
trahsmit aor receive hinnry file data:

n (see

162-1

At can

requirements in 7.4 shall be satisfied for all equipment implementing IEC 61162-3 PGN
message transmitting or receiving function blocks.

442

Assignment of unique system function ID (SFl)

(see 8.4.2)

The format of the SFI parameter string shall be "ccxxxx"

where "cc" is two valid characters as defined in IEC 61162-1 and "xxxx" is four numeric
characters.

An SF implementing the functionality of an equipment that has been given a talker mnemonic
code in IEC 61162-1 shall use this talker mnemonic as the "cc" characters in the SFI. If the
talker mnemonic is proprietary (i.e. consists of character "P" followed by a three-character
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manufacturer's mnemonic code), then two first characters are used as the "cc" characters in
the SFI.

Other SF may have their SFI string format defined in other standards or the manufacturer may
have to choose a code. In the latter case, the already defined talker mnemonic codes shall be
avoided.

The numeric character string "xxxx" will be an instance number in the range "0001" to "9999"
The numeric character string "9999" is reserved for an un-configured SF and shall not be
used by any transmitting SF during normal operation. However, all receiving equipment shall
accept the "9999" string.

During normal operation, the SFI parameter string shall be unique for all SF’|in an
IEC 61162-450 network.

It is rgcommended that all SF on a ship, independent on whether they are‘residing gn one
common network or not, are given a ship unique SFI.

There Imay be multiple SF, each communication with their own SEl,“assigned to a sir{gle IP
addregs or MAC address.

Meang shall be provided by the manufacturer to configure thé SFI for each SF (see 7.2.8.4).

4.4.3 Implementing configurable transmission groups

(see 8.4.3)

As default, each SF shall be assigned a singl€;transmission group/multicast address|for all
outgoihg messages. The default for this transmission group is determined by the $FI as
described in Annex A.

For egch SF that the equipment implements, the manufacturer shall document the default
transnjission groups the SF listensito’and what sentences it expects to receive on each group.
The dg¢fault transmission groups‘can be selected by the manufacturer from the list of groups
in 6.2.P.

Meang shall be providedito configure all transmission groups and the SFs which are aspsigned
to them within the validyrange of multicast addresses defined in 5.4. A system integratofr may,
for eX}mpIe, split.an, SF into different transmission groups to support optimal load balgncing

for a pgiven system. Where non-default configurations of SF and transmission groups are
utilised, the details should be documented by the system integrator.

4.5 [Serial to network gateway function (SNGF) requirements

4.51 General requirements
(see 8.5.1)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.

The SNGF may support one or more serial ports. Unless the SNGF implements multi-SF serial
port, each serial port shall be implemented as a separate SF and assigned a separate SFI. If
practical, the "cc" part of the SFI shall be based on the talker identifier in use by the serial
port.

All sentences, including those with unidentified or illegal content, as well as proprietary
sentences shall be transmitted from the SF associated with the serial port. Sentences with
unidentified or illegal content shall be sent with a legal transport annotate and group (TAG)
block as defined in 7.2.3, but with the raw received serial data following the TAG block.
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As a destination, each serial port shall be associated with the corresponding SFI. Outgoing
sentences shall be transmitted exactly as received in the datagram.

The SNGF may support one or more sources distinguished by different talker mnemonics at
each serial port. Each source in a shared serial port shall be implemented as a separate SF
and assigned a separate SFI. If practical, the "cc" part of the SFI shall be based on the talker
mnemonic in use by each source in a shared serial port. As a destination, each source in a
shared serial port shall be based on the SFI. Proprietary sentences include no talker identifier
and based on setup parameters they shall use the same SFI as standardized sentences from
the same source. The STN sentence is an additional qualifier for the following sentence. The
STN sentence and the following sentence belong to the same SF and shall use the same SFI.

Propri¢tary sentences belong to the default SF of the associated serial port or t6 tlhe SF
determined by the preceding STN sentence.

The TAG block for source identification (s:) shall be based on the SFI. If _available, fouting
from @& 450-network to serial ports shall be based on the TAG block® for dest[nation
identif{cation (d:).

The dg¢fault SFI of an SNGF used for administrative purposes, suchyas syslog, shall use the
talker mnemonic "SI".

The SNGF may implement different types of filtering with regard to what serial line senfences
are refransmitted as datagrams and what datagrams willxesult in a serial line sentence being
sent. Any filtering methods shall be described in the manufacturer's documentation.

NOTE |A typical filtering method would be to use the destination TAG "d" to determine what sentences in ijfcoming
datagrafns are to be sent on the serial line.

4.5.2 Serial line output buffer management
(see 8.4.2)

An SINGF function block shall, provide an independent buffer for each separate SF
implerfented for each serial por{(it can send sentences onto. The manufacturer shall gpecify

the maximum buffer capacity for each port. The maximum capacity may be configurgble at
installation.

The biiffer shall be implemented as a FIFO (first in, first out) buffer. In case of a full puffer,
newly | arrived sentences shall be discarded, unless these sentences are specified as
prioritiged (see pelow). Newly arrived sentences will be inserted into the buffer when|buffer
space |is available. The method of treatment of sentences grouped by the TAG g (see 7|2.3.3)
may bé configurable or specified in the manufacturer's documentation.

The SNGE may implement a priority-based functionality for some sentences with specified
sentence formatters. The prioritised formatters may be configurable or specified in the
manufacturer's documentation.

Processing of prioritized sentences shall be as follows.

e Only one sentence with identical talker ID and sentence formatter shall exist in the buffer.
Exception is a multi sentence message or a TAG block group of sentences: they shall only
be replaced in their entirety.

NOTE When prioritizing AIS VDM and VDO sentences, the string beginning with the "!I" character and ending
with the 7t character of the encapsulation field is used for comparison to identify identical sentences. A match
of this string from a newly arrived sentence with one in the buffer means the sentence contains the same
ITU-R M.1371 message from the same MMSI as the sentence already in the buffer, and can then replace the
older sentence at its position in the queue.

e |If a single sentence, multi sentence message or a TAG block grouped sentences, with
identical talker ID and sentence formatter exists in the buffer, the new sentence or
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sentences will replace the existing sentence or sentences at its position in the queue. This
replacing shall not cause logging of an error nor sending anything to syslog.

When prioritizing TAG block grouped sentences, several fields within the TAG block need
to be compared as well as the sentence comparisons. All of the compared components
should match those of the current TAG block group in order to the replace TAG block
group in the queue. The components to compare are: the TAG block source parameter
code value, the "number of lines" portion of the TAG block group parameter code, and the
sentences within the TAG block group.

Otherwise, the new sentence shall follow the FIFO principle as described above.

If a sentence is discarded from the queue, this event shall be logged as an error internally in

the equipmentasdefimedm4-3-8—Theequipmentstratttave separateerror counts for each

serial port.

4.5.3 Datagram output requirements

(see 8.4.3)

The SNGF shall format outgoing datagrams as defined in 7.2.

The SNGF shall either transmit one IEC 61162-1 sentence or( if part of a multi septence
sequence, may transmit multiple IEC 61162-1 sentences.Sper outgoing IEC 61162-450
datagrem. The multi sentence sequence includes the casexdescribed in IEC 61162-1[:2016,
7.3.9, |and the cases for which IEC 61162-1 requires a sentence sent prior sending aELnother

senterjce. The datagram shall include the correct SFl, source identification (s:)
required, destination identification (d:).

4.5.4 Multi SF serial port

(see 8.9.4)

nd, if

The SNGF is allowed to implement moré’than one SFs for any single serial line. Refeived
senter|ces on this serial line with a valid talker mnemonic will be transmitted from one|of the
associpted SFs dependent on the talker mnemonics. Each SF shall be assigned a separate
SFI and, as a destination, transmit outgoing sentences on the serial line according [to the

rules ip 4.5.1.

Propri¢tary sentences received on the serial line include no talker identifier. It shall be

determined by setup parameters from what SF they shall be transmitted.

Unidentified data/from the serial line shall be sent from all SFs associated with the serial port.
This sending.6f unidentified data shall not cause logging of an error nor sending anything to

syslog

4.5.5 —Handlingmalfermed-datareceived-on—serialine

(see 8.5.5)

The SNGF is intended as a remote serial data converter with minimum data processing. For
each of the cases below, the SNGF shall send a datagram with the malformed data as
required by 4.5.1 and 4.5.4. If the formatted message exceeds the maximum datagram length,
the data shall be truncated from the end. The following cases shall cause a message
containing the malformed data to be sent:

1)
2)

3)

if data has been received before a start character;

if data has been received after a valid start character and the maximum sentence and
TAG block length has been exceeded;

if data has been received after a valid start character and end of line (CR,LF) has not
been received after 1 s;
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4) if areserved character has been received and not having been appropriately escaped;

5) ifr

"Start

4.6

(see 8.1

4.6.1

(see 8.1

The P

andom binary data is received on the serial line.

character" is a valid start of sentence ("$", "!") or TAG block start character.

PGN to network gateway function (PNGF) requirements
2)
General requirements

2)

The dé¢fault SFI of a PNGF used for administrative purposes, such as syslog; shall u

talker

The P
IEC 61
docum

NOTE
the sam|

4.6.2
(see 8.1

A PNG

mnemonic "SI".

NGF may implement different types of filtering based on the PGN 'messages from

can s
maxim

PNGF
messad

If the &

4.6.3

(see 8.1

The P

The H

nd into. The manufacturer shall specify.the maximum buffer capacity for each po
um capacity may be configurable at.installation.

ge. The manufacturer shall.describe the method in documentation.
uffer is full and a PGN'message is discarded, it shall be recorded as specified in

Datagram output requirements
2)

NGF shall\format outgoing messages as defined in 7.4.1.

NGF shall implement all relevant functionality for each SF it supports as defined(in

162-3 network. Any filtering methods shall be described\ in the manufag
entation.
The accurate timing between PGN messages available in the IEC 6%7162-3 network is not supporté

e is converted into IEC 61162-450 network.

Output buffer management from IEC 61162450 network to IEC 61162-3 nef
2)
bF function block shall provide an independent buffer for each IEC 61162-3 net

buffer management shall becbased on the IEC 61162-3 priority included intg

4.4.

se the

and to
turer's

d when

work

work it
rt. The

each

4.3.3.

datagr

mto minimise delays

NGF-shall transmit one IEC 61162-3 PGN message per outgoing IEC 611T2-450

4.6.4

(see 8.1

PGN group number

2)

A PGN group is defined as a logical group of devices that can share the information and
message. A message from a device is broadcasted to all devices that belong to the same
PGN group. A device may belong to more than one PGN groups. The maximum number of
PGN groups is no more than four. The PGN group may be used for filtering of messages (see

4.6.1).
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Other network function (ONF) requirements

)

The ONF represents a function that is allowed to share the same network infrastructure as the
network function blocks (NF) on an IEC 61162-450 network.

The ONF shall conform to the requirements given in 4.2.1.

The ONF equipment shall not use any IP multicast address reserved by this document as
defined in 5.4.

Docunlentation shall be provided describing the network protocols used by the ONF)X

datagr

Docunjentation shall be provided describing the impact of the ONF to the netweork.

5 Lag

5.1

(see 8.7.

The cable and connectors used shall at least meet the specifications listed in Table 3

used i

The ST;‘ety requirements and installation practicé$-specified in IEEE Std 802.3TM-2014

and CI

Fibre
specifi

The p
IEC 61

ams or byte steams, for instance UDP, TCP/IP or other.

)w level network requirements

Electrical and mechanical requirements

1)

 protected environment as defined in IEC 60945:

use 27, shall be followed. Also refer to IEEE Std 802.3-2015, informative Annex

ed in IEC 60825-2.

162-3:2008, Clause 4.

b send

when

, 14.7
G7.

bptic interfaces shall comply with-the laser safety requirements for Class 1 devices

hysical layer requirement for-IEC 61162-3 ports of the PNGF shall be compliant with
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Table 3 - Interfaces, connectors and cables

IEEE 802.3
Interface

Max network
segment link

Mechanical device
interface connector type

Pin
assignment

Cable category, minimum

distance (protected environment)
100BASE-TXS | 100 m IEC 60603-7-3, 8-way CATS5 STP
hielded modul t
IEEE Std shielded modutar connector Two shielded twisted pairs
802.3-2015, Refer to IEEE Std 802.3-
14.7 and 2015, Clause 3, IEC 60603- mg:m%g:ﬁ'ggg'gvor
Clauses 24 7, Figures 1 through 5, and Dl
and 25 IEEE Std 802.3/25 ISO/IEC 11801 (Class D).
(not syecified) a Terminal block CAT5 STP
Two shielded twisted pairs
100BAISE-SX 550 m IEC 61754-20 Two multimode optica
fib
IEEE $td LC type duplex optical 1ores
802.3-p015, connectord Shart ‘wavelength 850|nm
Clausgs 24
and 29
1000BASE-T 100 m IEC 60603-7-7, 8-way CATS5 STP
hielded modul t
IEEE $td shieided modular connector Four shielded twisted pairs
802.3:R015, Refer to IEEE Std 802.3-
Clausd 40 2015, Clause 3, and mg:g:%g:ﬁ'ggg'g‘or
IEC 60603-7, Fi 1 Sod
through 5. 'gures ISO/IEC 11801 (Class| D).
See IEEE Std 802.3/25
1000BASE-SX | 220 m IEC 61754-20 Two multimode optica
fib
IEEE $td l(gvzv/:nzfdglm’ LC type duplex optical fores
802.3-p015, bw) connectord Short wavelength 850|nm
Clausg 38
550 m
(50/125 um,
high modal
bw)

For uge in exposed environments,.additional provisions are necessary. Consideration should be given|to the
M12-type specified in IEC 61076-2-101 for copper network cable. And similar rugged connector shopld be
considered for external fibre @ptic connections.

2 In

his case, the maximum operating distance should be specified by the manufacturer.

b The 8-way modutariconnector specified in IEC 60603-7 is the "8P8C" type that has commonly been Used in
desktop computer-LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the ofder 1,

2

B, 6, 4, 5,(7,)8 on the modular jack; the same at each end of a cable. The color-order from wire 1 to B shall

be|green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both gnds of
theg cable. Refer to IEEE Std 802.3-2015, 25.4.3, and IEC 60603-7-3.

¢ The 8:way modular connector specified in IEC 60603-7 is the "8P8C" type that has commonly been Used in

desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order 1,
2,3,6,4, 5,7, 8 on the modular jack; the same at each end of a cable. The color-order from wire 1 to 8 shall
be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both ends of
the cable. Refer to IEEE Std 802.3-2015, 40.8.1 and IEC 60603-7-7.

4 See TIA/EIA-604-10-A:2002.

5.2

(see 8.7.2)

Network protocol requirements

Equipment shall implement IPv4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

ARP — Address Resolution Protocol as described in ISOC RFC 826 and as updated in
ISOC RFC 5227;
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e |P — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;
e UDP — User datagram Protocol as described in ISOC RFC 768;

e UDP Multicast — Host groups as described in ISOC RFC 966 and Host extensions as
described in ISOC RFC 1112;

e TCP — Transmission Control Protocol as described in ISOC RFC 793;

e |ICMP - Internet Control Message Protocol as described in ISOC RFC 792;

e |IGMP - Internet Group Management Protocol as described in ISOC RFC 1112, RFC 2236
or RFC 3376;

5.3 |P address assignment for equipment

(see 8.7.3)

Meang shall be provided to configure the equipment to any of the addresses reserved for use
in private networks as described in ISOC RFC 1918 with any valid network address mask. The
defaulf sub-net mask shall be set appropriately for 192.168.0.0/24 (legaey Class Cf). The
assigned IP address shall remain fixed during normal operation of the;equipment, ingluding
powering the equipment down and up.

Speciflc 450-Nodes may choose to exclude a few sub-nets to_facilitate internal sub-nets
(internfl to the equipment) which shall be documented. The following sub-nets shall alwpys be
available to the IEC 61162-450 network: 192.168.0.0/24 — 192.168.10.0/24 and 172.16/0.0/16
(Class|B).

5.4 [Multicast address range

(see 8.71.4)

The range 239.192.0.1 to 239.192.0.64 .is“reserved for current and future use jn the
application layer protocols (see 6.2.2).

The multicast address range 239.192.0.57 to 239.192.0.64 is used for interconnectign with
IEC 61162-3 networks.

ONF €jquipment shall not use multicast addresses in the range 239.192.0.1 t0 239.192.(0.64.

NOTE ISOC RFC 2366\defines the multicast address range 239.192.0.0 to 239.192.63.255 as the IPv4
Organizption Local Scopey.and is the space from which an organization should allocate sub-ranges when Qefining
scopes for private use;

NOTE 2 The default' TTL (i.e. number of hops) is 1 for multicast. The sub-net mask is set appropriately for|class C
(local afjea netwark).

5.5 Déevice address for instrument networks

Means shall be provided to assign a device address range from 0 to 251 when the PNGF
transmits to an IEC 61162-3 network. The device address may be set automatically.

6 Transport layer specification

(see 8.8)
6.1 General

Clause 6 specifies how UDP multicast messages are used to communicate between
equipment over an Ethernet network.

Equipment may implement functionality for sending, receiving or both. The provisions of
Clause 6 applies to both, but shall be tested independently as described in 7.6.
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An example of the structure of an Ethernet frame with a IEC 61162-450 sentence is given in
Figure 2. The uppermost block shows the full Ethernet frame with the UDP user available data
block shown in white. The IP and UDP headers are included in the grey blocks. The lower
block shows the UDP user available data block with an IEC 61162-450 formatted sentence
included. The numbers above the Ethernet frame gives the size of each block. The numbers
in front of the UDP user data block gives the offset from the start of the block (0 — zero).

6 6 2 20 8 0-1472 4

‘ dmac | smac ‘type| ip udp IEC 61162-450 message

crc32 ‘

0 U d P b |
IEC 61162-450 héader
4 C 0’
6 \ s T
10 I 0 0 0
14 1 ) n
18 3 3 4 *
22 1 9 \ $
IEC 61162-450 payload
26 T I R O
30 T ) 1 2
34 3 4 5
38 * 6 7 <CR>
42 <LF>

\s:T10001,n:334*19\$§ TIROT, 123:45*67< CR><LF> £o

Figure-2 — Ethernet frame example for a SBM
from a rate of turn sensor

6.2 |UDP messages
6.2.1 UDP muilticast protocol

UDP Multieast — IP multicast is a technique for many-to-many communication over|an IP
infrastfucture in a network. The destination nodes send join and may send leave mesfages.
IP multicast scales to a larger receiver population by not requiring prior knowledge of who or
how many receivers there are. Multicast uses network infrastructure efficiently by requiring
the source to send a packet only once, even if it needs to be delivered to a large number of
receivers. The nodes in the network take care of replicating the packet to reach multiple
receivers only when necessary. The most common transport layer protocol to use multicast
addressing is User Datagram Protocol (UDP).

Senders and receivers shall as a minimum be able to use UDP as defined by
ISOC RFC 768 and as further specified in this document.

6.2.2 Use of multicast addresses and port numbers

Port numbers shall be allocated from the dynamic port range that the internet assigned
number authority (IANA) has reserved for dynamic and/or private port numbers (range 49152
to 65535, inclusive).
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Table 4 defines multicast addresses and destination port numbers that shall be used when
transmitting sentences from a system function block. The mapping of SFI to default
transmission group is described in Annex A. If provided by the equipment, the default
multicast address or destination port number can be changed by the parameter setup system
of the equipment to the multicast addresses or destination port numbers of the transmission
groups USR1 to USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support
use of same transmission group for both "binary file" and related sentences, for example
ECDIS route exchange and RRT-sentence).

NOTE The purpose of the port differentiation is to provide a mechanism that allows a certain level of load
reduction for the receiving equipment.

Fablte-4—B . . Hi —dd ; | t
Trangmission Multicast O I
gkoup Category ¥ — Destinatioh port
MISC SF not explicitly listed below 239.192.0.1 60001
TGTD Target data (AlS), tracked target messages (Radar) | 239.192.0.2 60002
SATD High update rate, for example ship heading, attitude | 239.192.0.3 60003
data.
NAVD Navigational output other than that of TGTD and 2390192.0.4 60004
SATD groups
VDRD Data required for the VDR according to IEC 61996 239.192.0.5 60005
RCOM Radio communication equipment 239.192.0.6 60006
TIME Time transmitting equipment 239.192.0.7 60007
PROP Proprietary and user specified SFs 239.192.0.8 60008
USR1 fo USR8 User defined transmission group 1 to & 239.192.0.9 to 60009 to 60016
239.192.0.16
BAM1 fto BAM2 Optionally, BAM compliant alert-source reporting to 239.192.0.17 to 60017 to 6Q018
CAM 239.192.0.18
CAM1 |to CAM2 CAM of the BAM 239.192.0.19 to 60019 to 69020
239.192.0.20
NETA Network administration, e.g. SFI collision detection 239.192.0.56 60056
PGP1 fo PGP4 Primary PGN Group 1 to PGN Group 4 239.192.0.57 to 60057 to 6Q060
239.192.0.60
PGB1 fo PGB4 Backup'PGN Group 1 to PGN Group 4 239.192.0.61 to 60061 to 6Q064
239.192.0.64
NOTE|1 The USRi{\to USR8 transmission groups can be used, for example, for proprietary data in |binary
format
NOTE|2 BAMIBAM2 and CAM1/CAM2 are available for system integrators to balance the traffic, for eyample
higher|voluteyradar in BAM1/CAM1 and low volume sensor, for example gyro, in BAM2/CAM2.

Table 5 defines multicast addresses and destination port numbers that shall be used when
transmitting binary file data. If provided by the equipment, the default multicast address or
destination port number can be changed by the parameter setup system of the equipment to
the multicast addresses or destination port numbers of the transmission groups USR1 to
USR8, RCOM, PROP in Table 4 or any in Table 5 (for example to support use of same
transmission group for both "binary file" and related sentences).
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Table 5 — Destination multicast addresses and port numbers
for binary data transfer

Category Multicast Destination port
address
Non re-transmittable binary file transfer 2 239.192.0.21 to 60021 to 60025
239.192.0.25
Re-transmittable binary file transfer © 239.192.0.26 to 60026 to 60030
239.192.0.30
2 Address 239.192.0.25, port 60025 is the default for ECDIS route transfer (see IEC 61174).
b Address 239.192.0.26, port 60026 is the default for VDR image transfer (see IEC 61996-1).
Adfress 239.192.0.30, port 60030 is the default for ECDIS re-transmittable data blocks for routé tllansfer
(sge IEC 61174).

Table

b lists other multicast addresses and ports reserved by this document!

Table 6 — Destination multicast addresses and port numbers
for other services

Category Multicast Destination port
address
Syslog 239.192.0.254 514

Some

Sending to syslog can use multicast or UDP unicast.

switches can support only UDP unicast.

The adqdresses 239.192.0.31 to 239.192.0.55 are reserved for future expansion.

It may

and prjivate use. The specific ports for this document are within this IANA range. It shg

noted
ports.

IEC 61

6.2.3

All de
not pe

be noted that IANA has defined that port range 49152 to 65535 is reserved for dy

that operating systems alsouse this IANA range for their internal use as ephd
This double use may cabse port number conflicts resulting for lost communica

UDP checksum

ices shall calculate and check the UDP checksum as defined by ISOC RFC 76
'mitted*to set the checksum field to zero (no checksum).

namic
uld be
emeral
tion of

162-450 messages. It iSTecommended to consider limiting the ephemeral port range of
the opgerating system ofi.equipment connected to an IEC 61162-450 network to avo
numbgr conflicts.

d port

B. It is

A datagram that has an incorrect or missing checksum shall be discarded by the receiver.

6.2.4

Datagram size

The network function block shall not transmit more than 1 472 bytes of data in each datagram,

includi

ng header as defined in Clause 7.

Receiving equipment is allowed to discard datagrams that have a size larger than the

maxim

NOTE

um specified size.

UDP datagrams can be up to 64 kB in size when they are sent as a number of IP fragments.
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7 Application layer specification

71 Datagram header
(see 8.9.2)

711 Valid header

All UDP multicast datagrams shall contain one of the following strings, followed by a null
character (all bits set to zero) as the first six bytes of the datagram:

e "UdPbcC" for transmission of IEC 61162-1 formatted sentences as described in 7.2;

e "R4UAP" for transmission of binary files as described in 7.3;
o "RAUAP" for transmission of re-transmittable binary files as described in 7.3;

e "NEPgN" for transmission of IEC 61162-3 PGN messages as described in 7:4;

All TCP/IP datagrams shall contain the following string, followed by a ndll’character (all bits
set to kero) as the first six bytes of the datagram:

o "RifTcP" for transmission of binary files as described in 7.6;
NOTE 1| Datagram means packet in this context.

Incoming datagrams with an unknown header should be discarded without processipg the
conterlt beyond the header.

NOTE 4 Future editions of this document can define other header codes. Any such header code will be {ifferent
from thg ones already in use and will at least contain six bytes;’possibly including a trailing null character.

7.1.2 Error logging

The equipment shall maintain a count offéceived datagrams that do not have a valid header
and make this available as defined in.4.3.3.

7.2 General IEC 61162-1 senfence transmissions

7.21 Application of this protocol

(see 8.9.1)

This pfotocol provides a mechanism by which IEC 61162-1 sentences can be sent to pne or
more tleceivers on-the network. The protocol allows several sentences to be merged info one
datagrpm.

7.2.2 Types of messages for which this protocol can be used

(see 8.9.3)

This protocol shall be used for SBM and MSM (see Annex A) type messages. The protocol
shall also be used for CRP message exchanges with provisions specified in Annex C.

7.2.3 TAG block parameters for sentences transmitted in the datagram

(see 8.9.4)
7.2.3.1 Valid TAG block

Each sentence shall be preceded with one or more TAG blocks as defined in
NMEA 0183:2008, Section 7 (see also Annex B), containing the parameter codes described in
7.2.3.3 to 7.2.3.8. Adding of TAG blocks with parameter codes happens between existing TAG
blocks with parameter codes and the start of IEC 61162-1 sentence. If a parameter code is
assigned a value more than once in the TAG blocks and only one value is expected, the last
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parameter value (i.e. parameter value closest to the start of IEC 61162-1 sentence) shall be
used.

In this document, all identities are set at the time of installation and shall not be dynamically
configurable during normal operation. The control sentences for changing parameter codes in
NMEA 0183 shall not be used during normal operation.

7.2.3.2 TAG block checking

Only sentences preceded by valid TAG blocks as defined in 7.2.3.1 shall be processed by the
receiver.

7.2.3.3 Grouping control — g

The g|parameter code shall be used by talkers to group TAG blocks and/or sentenceq. As a
minimdm, it shall be used to group sentences that are classified as belonging to mgssage
type "MISM" in Table A.2, when the multi-sentence group consists of more than one megsage.
It is nqt required to include the g parameter code for single line sentences.

Receivers shall accept the g parameter code for all message types.

A valid MSM type sentence where internal data fields specifies-that it belongs to a grpup of
more than one message shall be discarded if the g group isymissing or contains incongistent
informption.

The group code is determined by the sending device. The initial group code value small be
one ("I") and the group code increment value shall be one ("1"). The group code shall be
reset tp one ("1") after it reaches 100, i.e., the valid range is 1-99, inclusive.

The following example shows the g parameter code used to group sentences in two different
groupg, each consisting of two sentences:

-2-34,s:IN0001*3A\!ABVDM, »,1,1,B,10000020?wJdm4: GMUrf40g604:4,0*04
-2-34,s:INO0O01*39\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14

-2-46,s:INO0O01*3F\!ABVBOM,1,1,1,B,15N1lu<PPlcInFj:GV4>:MOw:0<02,0*2D
+2-46,s:INOOOL1*3C\$ABVSI, r3669962,1,013538.05654921,1427,-101,,*20

—
Q
NN

7.2.3.4 Source identification — s

The s parameter eode is mandatory for talkers and shall contain the system function II) (SFI,
see 4.4.2) corresponding to the function block from where the sentence originates.

7.2.3.9 Destination identification — d

The d naramaotoar codo 1o antianAal And chAall o ond caontain tha ocvctan fiinatin~ 11N (SF'
parameter—eode—is—optionaland—shal—i—used—eentain—the—system—tunetien—B (SFI,

see 4.4.2) corresponding to the intended recipient of the sentence. If no destination

parameter code is present, then all devices that receive this sentence shall process it.

Multiple d parameters may be specified, if more than one receiver exists.

NOTE This can be the case for redundant control functions.

For CRP type sentences, the destination code shall be read and processed to ensure that
only the intended recipients take action on the content of the sentence. Other receivers may
also read the message, for example for voyage data recording purposes, but shall not take
any further action on the contents.
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7.2.3.6 Line-count parameter — n

The n parameter code may be used to assign a sequence number to each sentence
transmitted from a system function block. The format of the parameter value is a positive
integer. The value shall start at one ("1") and shall be incremented by one ("1") for each
sentence or TAG block transmitted from this system function block. The parameter value shall
be reset to one ("1") when it reaches 1 000, i.e., the valid range is 1-999, inclusive.

For function blocks that transmit datagram to more than one transmission group destination,
separate line counters shall be maintained for each transmission group (see 6.2.2).

7.2.3.7—Text string parameter — t (proprietary data)

The t parameter code is a free text field. This document reserves coding for proprietary TAG-
codes|with the fields defined below where the leading p and the three letter manufacturer
mnemenic code is required for this type of text string.

t:p<thanufacturer mnemonic code in lower case><proprietary data®
An example used for proprietary authentication of lines using grouping and source for
manufacturer "mmm" might be
\g:11+2-34,s:TI0001,n:333*6B\STIROT,123.45%67
\g:212-34,5:TI0001,n:334,t:pmmma;MD5; 0x12345678* 0D\
7.2.3.§ General authentication — a
(see 8.9.5)

The aythentication parameter code is used to-sign a message with a password. Just sending
a pasgword with the message would reveal the password to anyone listening to the ftraffic.
Sending a signature digest instead keeps-the password secret.

Any klind of messages may be 'signed using the authentication parameter codgq. The
autherntication parameter code dges not change the original message in any way. It is @always
possibfle to ignore this tag and-use the rest of the message.

NOTE 1| For example, one can 'sign configuration commands for devices or commands to the autopilot.

The aythentication parameter code provides a standardized mechanism for passing the|digest
with tHe message, Rassword management is outside of the scope of this document. One way
is to uge pre-shared keys (PSK) on the participating devices.

NOTE 2 The-pre-shared key could be 32 alphanumeric characters, for example "Alea iacta est 123456789

This parameter code is optional and should only be used where special safety concernd make
it useful. If this tag is provided then the manufacturer's documentation shall describe which of
the optional types of methods to calculate a signature are supported by the equipment and
shall describe how to share keys.

The format of the tag block is:
\a:c-h--h*hh\

In which

c
Type of optional method to calculate signature
1) MD5
P) Proprietary

h-h
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Hexadecimal representation of the signature, for example 32 hexacodes for MD5

An example of the tag block is:

\a:1-123456789abcdef67890123456789012*hh\

Types

of methods to calculate signature:

1) MD5

The signature is a MD5 digest of the password plus the message. MD5 is a one-way
message-digest algorithm (RFC 1321). The full length of the signature is 128 bits or
32 hexadecimal codes. The MD5 is commonly used for storing passwords in Unix-systems.

Re

NO
P) Prq

Th
reg

The adithentication parameter code value is calculated by concatenating pre-shared k¢
5 blocks and sentences in the message as a single string to'be used by the method of

all TA
the sig

from the sentences are not included into the input string.

When
block,
TAG b
the gr
block,
senten

An exd
Me
\g:
\g:

Prg¢-shared key to be-used for signature calculation:

A
Re
A

g

g

vealing the digest does nol expose the passworda.

TE 3 See http://tools.ietf.org/html/rfc1321 and http://en.wikipedia.org/wiki/MD5.
prietary

b signature is a proprietary digest of the password plus the message.-This alte
uires that both parties use the same manufacturer specified proprietary method.

nature calculation to produce the signature digest. "Carriage returns” and "line

the authentication parameter code "a:" is used, it-shall be in its own authenticatio
with no other parameter codes. For a grouped)message consisting of several li
locks and sentences, the authentication TAG. block shall be placed on the first
bup. Within the first line, the authenticatioA”DAG block shall be placed as the lag
and before any sentence on that line. This also applies to a single line TAG blo
ce with no grouping.

mple of use of authentication TAG-block:

ssage consisting of two grouped sentences to be protected by authentication:
-2-23,s:IN0001*3C\ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D
p-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

a iacta est 1234567890
sulting inputistring for signature calculation:

a iactaest 1234567890\g: 1-2-
23,s:IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D\g:2-2-
23,5:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

native

by and

feeds"

n TAG
nes of
line of
t TAG
Ck and

M

Sage to be sentinctudingsignature,; metirod MBS

\g:1-2-23,s:IN0001*3C\\a:2-
851E40CC1CB7E3B39D961D7CF10BD8D3*44\|ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4

>:MOw:0<02,0*2D

\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,20

Messages without authentication parameter codes are accepted unless the set-up parameters

of the

receiver are explicitly set to require authentication on incoming packets.

If the device is set to require authentication on incoming packets, then packets without valid
authentication shall be dropped.

NOTE 4 SNGF are advised to avoid transmitting passwords in the clear from SPW sentences received over a
serial connection.
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Requirements for processing incoming datagrams

For datagrams intended for processing by the SF, any syntax error in a TAG block or in a
sentence shall make the receiving equipment discard the complete datagram without any
other further processing than specified in 7.2.5. The exception is an SNGF which shall
retransmit the faulty sentences to the appropriate serial SF, if it can be determined from a

valid d

7.2.5

(see 8.1

e TA
e an
7.3

(see 8.1

7.3.1

This p
radar i
transn

Equipn
binary

e no
fed

e e

estination field, or to all connected serial SFs, if no destination field is specified.

Error logging for processing incoming datagrams

0)

le as defined in 4.3.3:

TAG block formatting errors as defined in 7.2.3.1;

G checksum error;

G syntax error (line length, use of delimiters, invalid characters);
G framing error (incorrect start or termination of TAG block);

1)
Application of this protocol

rotocol provides a mechanism by which.non IEC 61162-1 formatted data, for in
mages as files, can be transmitted to, one or more receivers. This protocol suppo|
ission of files from zero bytes up tos4 billion files blocks.

hent using this mechanism shall be able to use one or both of the following fo
file transfer:

n re-transmittable transfers where sender sends the complete binary file witho
d-back from receiver;

fransmittable trahsfers where limited feed-back from one receiver identified by

sentence syntax errors, including formatting, length or ¢hecksum as defined in 7).

aining
made

2.4.

Binary file transfer using UDP multicast — Single transmitter, multiple receivers

stance
rts the

rms of

ut any

DestID

caf be used to _re-transmit certain parts of the binary file while other parallel regeivers

op

NOTE
the pos

brate as passive receive-only receivers of the binary file.

The advantage of non-re-transmittable and re-transmittable binary file transfer methods over the T
ibility_af-multiple parallel receivers of the same transmission.

Table

/~gives a description of terms used in this application.

CP/IP is
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Table 7 — Description of terms

Term Description

DWORD Double Word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is

constructed from four consecutively transmitted BYTE, where the transmission orde

least significant BYTE.

the network is most significant BYTE first followed by next most significant BYTE until the

ron

Null ch

aracter A BYTE with the value zero.

Reserved bytes

the protocol.

A number of bytes in the datagram that may be ignored by the receiver. The reserved
bytes may be additional header information that only has meaning for newer versions of

WORD Qne ||nQiru1nnr| 16-hbit infngnr (in range Q.to R‘:R'ZR) The WOQRD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network is)the
most significant BYTE followed by the least significant BYTE.

STRING[n] A sequence of exactly n BYTE, interpreted as a string of characters. The transmissipn
order on the network is left-most character first. If the string is shorter th@an », additipnal
trailing bytes shall be set to null character. All strings in the header are/éncoded in
ISO/IEC 8859-1 (ISO Latin 1).

7.3.2 Binary file structure
7.3.2.1 General
The binary files are transmitted over the network in one’ or“more datagrams. The binary file
structyre is a sequential and unpadded stream of hytes divided into three main groups:
headef, binary file descriptor and binary file data (see Table 8 and Table 9). The header is
needef for synchronisation and data integrity validation. The binary file descriptor is needed
for thel description of the binary file data and is only used in the first datagram for each|binary
file trapsfer.
7.3.2.2 Non re-transmittable and restransmittable transfers

Table(8 — Binary file structure

61162-450 header (see 7.3.4)
Binary file descriptor (only in first datagram) (see 7.3.6)
Binary file data fragment (see 7.3.7)
61162-450 header (zero or more)

Binary file data fragment (zero or more)

A minimum binary file transmission using non re-transmittable or re-transmittable transfer will

consist of the three first blocks where the binary file fragment may have zero length.

The header shall be repeated as the first element of any datagram that contains binary file

data fr

7.3.3

agments.

61162-450 header

7.3.3.1 Header format

The purpose of the header is to provide the data transfer status to receivers. This allows a
receiver to identify if there is any data loss during binary file transfers, and how much data
loss occurs. In addition, the header is used to provide a re-transmission mechanism for re-
transmittable binary file transfer.

The 61162-450 header format is defined in Table 9.
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Table 9 — 61162-450 header format

Data item TYPE Description
Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character
(see 7.1.1).
Version WORD Defines the header version. The header version with value 2 is defined in this
document. Extensions and/or modified versions may update this value.
HeaderLength WORD Defines the length of the header in bytes. This is at least the length of the

header. Future editions of this document may append additional fields to this
header as long as these additional fields are compatible with the definition of
the header in this document. Receivers which are not aware of these additional

fields shall ignore them.

inform the sender what block was last received.

SrclD STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).

DestlQ STRING[6] For re-transmittable, defines the destination system identifier in format
"ccxxxx", for example "VR0001" for VDR (see 4.4.2).

When Destid = "XXXXXX", then there is no assigned destination.

Type WORD Identifies the information in the Header.

BlockIP DWORD Binary file block identifier. The initial value is randomly~generated within §
range 0 to (232 — 1 = 4294967295) and is incremerited by 1 after a whole plock
is transmitted.

SequehceNum DWORD Defines the sequence number of the binaryAile-block. In ACK, this is used to

MaxS¢g

quence DWORD

The number of datagrams needed for the transmission of this binary file d
block. When SequenceNum is equalkto MaxSequence, it means that this
datagram is the last datagram ofthe data block. The Maxseq is used only

ata

for

DATA type message. For other'messages (QUERY,ACK), this field shall he 0.
Devicq BYTE Data source (device) as binary value, 1 => equipment 1, 2 => equipment P, etc.
The value can be between 1 and 255
Channgl BYTE Subdivision according'to data source (device), values from 1 to 255, defaplt =
The Dgvice and Channel fields are defined by the application and may be used by regeivers

to dete

7.3.3.2

Headelr token is used te~identify both the type of data block and transfer mode not be u
or reject transmissions. Two tokens are defined in 7.1.1:

accept

e "RaUdP" — Simple binary file transfer service with UDP Multicast;

° IIR
7.3.3.3

Version

rmine how to process the binary file data.

Use of header token

UdP" < Re-transmittable binary file transfer service with UDP Multicast.

sed to

Defines the header version. It shall be set to 2 for this document.

7.3.3.4

Destination identifier

For transmissions to one specific receiver, the field shall contain the destination SFI. The field
shall be "XXXXXX" for no specific destination.

7.3.3.5

Message type

Message type gives the information about which information is contained in the datagram:

e DATA (0x01) — This type is used for transmission of binary file data including file
descriptor.

e QUERY (0x02) — This type is used by the sender to query the reception status from the
receiver. The length of this message payload is always zero (0). It is recommended that a
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binary file sender sends a QUERY message if there is no ACK message for 1 s after a last
datagram of the binary file block is sent or after a QUERY message is sent.

e ACK (0x03) — This message is used as an acknowledgement from the receiver. This
message is transmitted by the receiver either when a whole binary file is received without
any error or when errors occurred during the binary file reception, for example one
sequence number is skipped. Also, when a receiver receives a QUERY message from the
sender, it also responds with an ACK message.

Non re-transmittable transfer makes use of only DATA message but re-transmittable transfer
uses all messages.

7.3.3.6

Block
fragme
datagr

7.3.3.7

Seque

for segmentation and re-assembly purposes. When a receiver gets a datagram, it ched

seque
or if it

The s

numbgr identifies the last message the receiver reteives without any error. The ma

seque

7.3.3.9 Identification of separate binary file transfer

Each single binary file transfer shall be_identified by a unique combination of SrcID, O

Chann

NOTE
informa
send sc

7.3.4

The bi

Bi fite-bloek identifier

identifier is used to identify each binary file block. Since a binary fite “bl
nted into several datagrams, the block identifier is used to assemble . ‘ane of
ams into a binary file block in a receiver.

Sequence number and maximum sequence number
hce number (SequenceNum) and maximum sequence number, (MaxSequence) i

hce number and maximum sequence number to determine-if any errors have oc
has received a whole message.

bquence number is also used in ACK messagés. In ACK messages, the sed

hce number is not used for control (Query) messages.

lel and BlockID (see Table 9).

If a single SrclD has multiple neéds to send binary files (e.g. ECDIS sending screen image, char
ion and route exchange), then'each single binary file transfer is identified, for example: ECDIS n
feen image as Device = 1 and Channel = 1, and Chart source information as Device = 1 and Channe

Binary file descriptor structure

hary file descriptor format is defined in Table 10.

pck is
more

5 used
ks the
curred

uence
XKimum

evice,

source
hmber 1
| =2.
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Table 10 — Binary file descriptor format

Data item TYPE Description
Defines the binary file descriptor length in bytes. This is at least the length of
the header including the reserved bytes. Future editions of this document may
Length DWORD append additional fields to this file descriptor as long as these additional fields
are compatible with the definition of the file descriptor in this document.
Receivers which are not aware of these additional fields shall ignore them.
fileLength DWORD Deflngs the length of the full binary file content in bytes, excluding headers and
descriptor.
Status of The status for the data return. A zero is returned for normal operation. Non-
acquisition WORD zero value is used to indicate an error condition. A descriptive text may be put
q ;II i.ilv bi.di.ub cllll.]I iufunuai.iuu i.U)\i. flviu‘
Port number to be used to acknowledge. Allowed port numbers are within|the
AckDeptPort | WORD range from 60006, 60008 to 60016, 60021 to 60030 (see 7.3.8.9).
TypelLength BYTE The length of the DataType field.
This string defines the data block encoding by assigning a MIME content type
DataType STRING[n] to the data block for the server followed by null charactén. ‘For example,
"image/jpeg" is used for JPEG image type.
Status].ength WORD The length of the "Status and information text" field'in bytes.
Status|and . . . .
informhtion STRING[n] Status |nf0fmat|on (e.g. su_ccessful oper_atlon or/error codes). This may bg one
text or more strings, each terminated by a binacyull
NOTE|1 There is no error check for the binary file header contents/as ‘this is handled by the UDP layer.[In this
documient, UDP header checksum is mandatory.
NOTE[2 MIME is Multipart Internet Mail Extensions. The MIME content type was originally used forl email
servicgs but is widely used for many other applications including Web. Also, it has flexibility to suppoft new
media|types. The specification of the MIME content type<and registration is defined in ISOC RFC 4288 and
ISOC RFC 4289.
DataType shall be encoded by the MIME\content-type which is "type/sub-type", and is defined
by IANA. Table 11 illustrates somey examples of MIME content type for binary file and
compregssed data. More updated™ information is available on the IANA web site,
http://Www.iana.org/assignments/media-types/.

Table 11 — Examples of MIME content type for DataType codes

Content type File extension MIME type/sub-type
GIF gif image/gif
Microsjoft Windows, ‘bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD tar format tar application/x-tar
DOS/PT =Pkzipped archive ZIp application/zip
XML xml application/xml
7.3.5 Binary file data fragment

The package data format is defined in Table 12.

Table 12 — Binary file data fragment format

Data item TYPE Description

Databl

ock BYTE[datalength] This item is the data either split into pieces or in one block.



http://www.iana.org/assignments/media-types/
https://iecnorm.com/api/?name=6395605b55726bb22717b1f43bc0eeff

IEC 61

162-450:2018 © IEC 2018 -39 -

The length of the binary file fragment is the length of the UDP datagram (as obtained from the
UDP header) minus any headers that are inserted in front of the binary file fragment. All
datagrams, except the first datagram of the binary file which requires two headers (Header +

binary

File Descriptor), carry only one header (Header).

The binary file fragment length is allowed to be zero for one or more datagrams.

NOTE
7.3.6
7.3.6.1

There is no error check for the data contents as this is handled by the UDP layer.
Sender process for binary file transfer

Non re-transmittable sender process

The fo

a) as

b) ah
as
is
De

c) al

lowing steps are performed for the basic sending process (see Figure 3):

ender process waits until it gets a binary file block;

lock identifier is assigned for the binary file block (if this is the first binary file, th
Eigned randomly; otherwise, the instance identifier of the previouscbinary file blg
ised). The BlockID shall be unique for each binary file transfer \from the same
vice and Channel combination;

inary file descriptor is composed according to Table 10;

en it is
ck + 1
SrciD,

d) a binary file block is split into datagrams whose size is nét’more than 1 472 bytg¢s and

ea
e) ge
f) as

g) co
nu

h) se
i) if g

to
j) oth

ch datagram is put into the sending buffer;
the first datagram of the binary file block;
5ign a sequence number, which is assigned to one initially;

mpose a header including token, source dDj" destination ID and maximum seduence
mber according Table 9;

hd a datagram to the network;

Il datagrams of the binary file blo¢k are not transmitted, get the next datagram @and go
step f);

erwise, then go to step a).
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Get a binary file block

b 4 A4

BlockID = random() BlockID + 1

Compose a binary file descriptor
according Table 10

!

Split data into datagrams with not
more than 1 472 bytes

!

SequenceNum = 1 |—

F

4

SequenceNum + 1

A 4
Compose a header
according Table 9

!

Send a datagram, to network

no

SequenceNum <
MaxSequence?

IEC
Figure 3— Non re-transmittable sender process
7.3.6.2 Re-transmittable sender process

The dender processing steps for re-transmittable binary file transfer is as follows
(see Fjgure 4);

a) a dender,process waits until it gets a binary file block;

b) a Hlock’identifier (BlockID) is assigned for the binary file block (if this is the first bingry file,
then it is assigned randomly; otherwise, the block identifier of the previous binary file block
+ 1 is used). The BlockID shall be unique for each binary file transfer from the same SrclID;

c) a binary file descriptor is composed according to Table 10;

d) set re-transmission counter to zero(0), set query counter to zero(0), set query sequence
number to 1, set final counter to zero(0);

e) a binary file block is split into datagrams whose size is less than 1 472 bytes and each
datagram is put into the sending buffer;

f) get the first datagram of the binary file;

g) assign a sequence number, which is set to one initially;
h) compose a header according Table 9;

i) send a datagram to the network and set an ACK timer;
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i)

if the sender receives an ACK message, whose DestID is not equal to own SFI and whose
SourcelD is not equal to own actual DestID, go to step k);

1) if the sequence number of ACK message is less than the maximum sequence number

and lower than the sequence number of the last transmitted datagram, increa
transmission count by one;

Se re-

2) if re-transmission count is greater than the maximum number of retransmissions (see

7.3.8.7), go to step k);

3) if sequence number in ACK message is identical to query sequence number, increase
query counter with 1, and if query counter is more than 3, set query counter to zero (0)

and go to k);

<z

6
7
if 4
1
2
oth
if t
So
1)

~ ~—

~ ~—

N

if A
1)
2)
3
4
5

~ ~— ~—

4 I} H Al H il b [y 1
I STuUcTTILT TIUTmmucT 1T AU\ TITToodytT 1o TIUL TUTTILILal tU yucTly STUuTIILT lIUIIIUﬂr, Set

query counter to 1;

get a datagram whose sequence number is sequence number in ACK messag
one;

set query sequence number to sequence number;

go to step h);

Il datagrams of the binary file block have not been transmitted,
get a next datagram and increase sequence number by one,
go to step h);

erwise, wait for an ACK message;

ne sender receives an ACK message whose DestID is not equal to own SFI and
rcelD is not equal to own actual DestID , then 'go to step (n);

if the sequence number of the ACK meSssage is less than the maximum seg
number, then go to step j);

if the sequence number of the ACK“message is equal to the maximum seqg
number (i.e. transfer successful), then go to step a);

CK Timer expires and final counter is not more than three, then
increase the final counter,

compose a QUERY datagram and send it to the network,

set an ACK timer

go to step I); clear the sending buffer,

go to step a).

e plus

whose

uence

uence
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| cetabinary file block [a]  |————

Yes First

binary? [b]

—PI Sequ. num + 1 (k.1) |

| Sequ. num =1 [g]

y

and set ACK timer [i]

Compose a header according Table 9, [h]
send datagram to network [i]

[ BlockiD = random() (b |
[

I BlockID + 1 [b]

[

v

Compose a binary file descriptor according Table 10; [c]
retransm.cnt = 0; query cnt = 0; query sequ = 1; final cnt = 0 [d]

v

Split data into datagrams with not than 1 472 bytes [e]

_

ACKsequ <

Receive ACK
message? [j]

Yes

Sequ.Num <
MaxSegu?
(datagrams to
transmit) [k

Yes

Receive ACK
message? [I]

ACK timer
expires? [n]

1

v

| Final cnt + 1 [n.1] |

[n.4 Set ACK [n.3]

Compose a QUERY datagram
and send it to network [n.2]

Transfer not successful [0}
[0.2 Clear sending buffefJo.1]

‘_

I Transfer sueecessful [m.1]

I‘

ACKDestID ! =
own SFI
or
ACKSrclID ! =
binary DstID?
il

ACKsequ <
Sequ.Num of last
transmitted?

011

| Retransmicnt + 1 [j.1] |

Yes Retransm.cnt >

ACKDestID ! =
own SFI
or
ACKSrcID | =
binary DstID?
[m]

ACKsequ <
MaxSequ?
[m.1]

ACKsequ ==
MaxSequ?
[m.2]

I

[m.1

max retransm.?

[-2]

ACKsequ ==
Query cnt?
[i-3]
No

Vaxsequa and ~

>ﬂo

| Query cnt =1 [j.4] I

I

| Query cnt + 1 [j.3]

No

-

Sequ.Num = ACKsequ + 1 [j.5];
Query sequ = Sequ.Num [j.6]

v

4| Query cnt =0 [j.3] |

Figure 4 — Re-transmittable sender process

7.3.7 Receiver process for binary file transfer

7.3.71

Non re-transmittable receiver process

IEC

The receiver process steps of the non re-transmittable binary file transfer, including passive
receivers of a re-transmittable binary file transfer, is as follows:

a) waits for receiving new datagram;

b) if the BlocklD of the received datagram for same source identified by the combination of
SrclID, Device and Channel is not equal to that of the previous datagram,

e if there is any data in the receiver buffer, it is delivered to the SF,

e the receiver buffer is cleared;

c) put a datagram into the receiver buffer;

d) if the sequence number is the same as the maximum sequence number,
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the all data in the received buffer is delivered to the SF,
the receiver buffer is cleared;
to step a).

7.3.7.2 Re-transmittable receiver process

The re-transmittable receiver process steps are performed only by the receiver whose SFl is
same as the DestID in the Header as follows (see Figure 5):

a) wa

its for receiving a new datagram;

b) if the token is not "RrUdP" or if DestID of received datagram is not equal to own SFI, go to

stg
c) ift

1)
2)

3)

4)

e) ifn

f) if the BlockID of the received datagram for same source identified by the combina

Sr
1)
2)

g) ift
da

1)

he received datagram is a QUERY message, then,

p a);

if no previous datagram is available, go to step a),

if the sequence number of the previous datagram is not equal to maximum sed
number, go to step a),

if all sequences flag is false (not all sequences of the preVious binary blo
received), go to step a),

compose a Header with type = ACK, the BlockID and seguenhce number of the pr
datagram,

send an acknowledge datagram to the sender,

go to step a);

he sequence number is 1,

analyse file image descriptor and header,

if file image descriptor or header or token is invalid, go to step a),

set re-transmission counter and query counter to zero (0), set query sequence n
to 1, set all sequences flag to true,

go to step g);
o previous datagram is available, go to step g);

ID, Device and Channel is not equal to that of the previous datagram,
if there is any data in the receiver buffer, it is delivered to the SF,
the receiverduffer is cleared;

he sequenge number is not 1 and not the same as the sequence number of the pr|
agram.plus one,

incfease re-transmission count by one,

uence

ck are

evious

umber

tion of

evious

2)

if\ré-transmission count is greater than the maximum number of retransmission

s (see

3)

7)
8)

9)

7.3.8.7), set all sequences flag to false and go to step (a),

if previous sequence number is identical to query sequence number increase
counter with 1,

if query counter is more than 3 set query counter to zero (0),
set all sequences flag to false and go to step (a),

if previous sequence number is not identical to query sequence number, set
counter to 1,

set query sequence number to previous sequence number,

compose a Header with type = ACK, the block identifier and sequence number
previous datagram,

send an acknowledge datagram to the sender,

10) go to step (a);

query

query

of the
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h) put a datagram into the receiver buffer;

i)
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if the sequence number is same as the maximum sequence number,

1) all the data in the receive buffer is delivered to the SF,

2) the receiver buffer is cleared,

3) the re-transmission count is set to zero (0);

if all sequences flag are true,

1) compose a Header with type = ACK, the block identifier and maximum sequence

g.10and k]

der
nce

ader
ax
1]

number,
2) send an acknowledge datagram to the sender;
k) gof|to step a).
i le
Wait for new datagramm [a] € y No
[c.1]
Query Yes Previous
Yes Token !=7RrUpd No message [c] datagram? [c.1]
< or ?
DstID I= own SFI? No Yes [c.3 an
[b] Yes
No SoquNum == Send an ACK datagrafn to
q1 2[d] Brevsbgu I= [c.2] the sender [c.5 and g.9 arjd .2
: MaxSequ?c.2 r
No Previous Yes
datagram? [e] NS .
Yos Analyse file image descriptor Compose an ACK heg
and header [d.1] Received all with BlockID and sequ
datagrams? [c.3 number of previou
N BlockID 1= datagram [c.4 and g
previous Yes Y A
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Figure 5 — Re-transmittable receive process
7.3.8 Other requirements
7.3.8.1 Re-transmittable messages that cannot be processed

IEC

Both receiver and sender shall silently ignore messages that are related to the retransmit

process that they cannot process themselves.

7.3.8.2

Multiple binary file blocks

A receiver that receives a binary file block more than once shall ignore all but one of the

transmissions.
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It is allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary file blocks, each of the blocks shall have the same
size and same header information.

7.3.8.4 Maximum outgoing rate

The data volume for each binary file source shall not exceed 2 MBytes per second.

NOTE This prn\licinn is—included to guarantics Spare network r‘apar*ih/ for other transmissions—in-between the

blocks gf a large binary file. When the binary file is transmitted as multicast, it will flood the network andceap inhibit
transmigsions of other data.

7.3.8.5 End of transmission for non re-transmittable and re-transmittable binary file
transfer

The receiver shall assume that a transmission has ended unsuccessfully-when it gets albinary
file blgck from the same source identified by the combination of SrcID,Device and Channel
(see Tlable 9 and Table 10) with a new BlockID. Then the receiver stops the current regeiving
procegs and becomes ready for the new binary file block being received. The transmission
shall glso be considered finished when the last block is signalled by the SequenceNum from
the sender. When a re-transmittable receiver identified by the DestID gets the last block after
succegsful reception of all previous blocks, then it sends an ACK message to the sender to
indicafe successful transfer and so as to start new binaryfile block transmission. The rgceiver
of non-re-transmittable binary file transfer and a <teceiver of re-transmittable bindry file
transfer not identified by DestID shall not send ACK.message to the sender.

The rg-transmittable sender assumes that the~transmission is successfully finished only if it
receives an ACK message with the SequenceNum which is equal to the MaxSequence;
otherwise, a transmission has ended unsuccessfully. When a transmission is ended, a $ender
starts p new transmission if necessary.

7.3.8.6 Gaps between ACK messages for re-transmittable binary file transfer

In gengral, a receiver shall, immediately after loss detection, transmit an ACK message|to the
sender if a binary file block has been lost by having a gap in sequence numbers. Since¢ there
is a time delay betweenthe reception of the ACK message and re-transmission of lost data at
the sender, a receivér,waits for the sender's response. For this purpose, a receiver should
wait af least 200_ms before it sends another ACK message for the following datagrams.
Howe\er, whend{a-receiver receives all messages correctly, it shall send an ACK mgssage
immediately to the sender.

NOTE |ACK miessage is used both for positive and negative acknowledge. See 7.3.3.5 for the descriptioh of the
ACK mgssage.

7.3.8.7 Maximum retransmissions for re-transmittable binary file transfer

The sender shall not retransmit the same datagram identified by sequence number of a binary
file more than three times. After three retransmissions, the sender shall ignore any additional
retransmission requests for this datagram identified by sequence number and continue
transmitting the next datagram identified by sequence number. The receiver shall not query
the same datagram identified by sequence number of a binary file more than three times.

The maximum number of re-transmission requests for a binary file shall be limited to 10 % of
the maximum sequence number for the binary file but shall be not lower than three times. If
the sender of a binary file receives more re-transmission queries than the maximum number,
it shall ignore all further retransmission queries and continue to transmit the binary file until
the last datagram identified by sequence number. In the case the receiver did not successfully
receive all datagrams identified by sequence numbers of binary file, the receiver shall not
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acknowledge the last received datagram identified by sequence number with sequence
number equal to maximum sequence number. The receiver shall not query datagrams in the
same binary file more than the maximum number of retransmissions.

In addition to data message re-transmission, control (Query) messages can be re-transmitted
in case the control message is lost. The re-transmission counter increases whenever the
control message is transmitted.

7.3.8.8 Timer management for re-transmittable binary file transfer

The re-transmission timer is managed at the sender. A sender sets the re-transmission timer
when gither a whole hinary file block is transmitted and waits for an ACK message, or a
contro| message (QUERY) message is transmitted. When the re-transmission timerCekpires,
the sgnder (re-) transmits a QUERY message and sets the timer again unless the re-
transmjission counter reaches three.

7.3.8.9 UDP port and IP addresses for non re-transmittable and re-transmittable
binary file transfer

Multicast addresses and ports for the service type are given in. Table 5. As a default,
addregses for non re-transmittable and re-transmittable binary filetransfer service shall be
239.192.0.21 and 239.192.0.26 respectively. As a default, thé port for non re-transnfittable
and reftransmittable binary file transfer shall be 60021 and 60026 respectively.

The rgceiver shall reply with ACK to the sender using(the incoming datagram's AckDgstPort
and mylticast address corresponding to this port number.

7.3.9 Error logging

Equipment shall maintain a count of the events of invalid binary file structures process¢d and
make {he count available. As a minimum,cthe following events shall be logged:

e thdg number of binary file blocks where errors occur;

e migsing datagrams;

e unfecognized header.

7.4 |General IEC 61162-3 PGN message transmissions
(see 8.12)

7.4.1 Message-structure

The message " structure for transporting IEC 61162-3 PGN messages into IEC 61162-450
networks’is-illustrated in Table 13.

Table 13 — Structure for PGN message

Header (see Table 9)

PGN message descriptor

IEC 61162-3 message fragment

IEC 61162-3 message fragment (zero or more)

The maximum message size of the PGN is 1785 bytes. The PGN message shall be
transmitted using one or two IEC 61162-450 datagrams. When there is a missing datagram,
then the PGN message will be ignored as an error since the re-transmission of the lost
datagram is not required.
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Message format

IEC 61162-3 PGN messages into IEC 61162-450

networks is illustrated in Table 14. The PGN message descriptor length for PGN messages is

32 bytes.
Table 14 — PGN message descriptor
Field Name Size Description

Source NAME (SNAME) 8 bytes of characters Name of source. NAME shall be compliant
with IEC 61162-3.

Sourcg Device Identifier 2 byte of numeric number Address of source device which\is

(sbiD} @ compliant with IEC 61162-3.

Destinption NAME 8 bytes of characters Name of destination. NAME shall b¢g

(DNAME) compliant with IEC 61162-3.

Destinption Device 2 byte of numeric number Address of destination device which|is

Identifler (DDID) @ compliant with,IEC 61162-3.

PGN number 4 byte of numeric number PGN numberof IEC 61162-3.

Priorit 1 byte of numeric number Priority of IEC 61162-3. Bit 0-2 are §ised
and Bit 3 to Bit 7 are reserved.

Reseryed (REVD) 7 bytes Reserved bytes.

28  Twp bytes are specified to allow for future expansion.

7.4.3
7.4.3.1

A PGN
messa
group.

A PNG
comm

Means

7.4.3.2

The P

Address translation requirements
PGN group identification
| group is defined as a logical, group of devices that can share the informatig

ge. Each PNGF shall be assigned a PGN group to communicate with devices
The device address in a PRGN group shall be unique in the network.

inicate with deviges in different PGN groups.
shall be previded to configure PGN groups at each PNGF.

Device identification

NGF, shall represent all IEC 61162-3 equipment which are uniquely identified

netwonrk-

n and
in the

F may be registered with more than one PGN group if some of devices are requjred to

in the

Kk

A virtual device in an IEC 61162-3 network is identified by the source address. Each virtual
device shall be identified by SFI of PNGF where it is connected, its PGN group number, its
IEC 61162-3 source address and NAME. When there is no address available, then the
address cannot be mapped until a new address is available. When a new address is not
available, this event shall be recorded as specified in 4.3.3.

7.4.3.3 Address resolution

When a PNGF receives a query (i.e. Address Claim Message) about the device address with
NAME and it has the information about the device, it shall respond with the address without
forwarding the message to the IEC 61162-3 network.
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7.4.4 Message processing
7.4.41 From IEC 61162-3 to IEC 61162-450

The PNGF shall have the capability of representing IEC 61162-3 devices as gateway device
address and PNGF's SFI except for device address 0 which is always mapped to the device
address 256. This is because the PNGF's device address of 0 represents PNGF itself on the
IEC 61162-450.

The PNGF shall have the capability to represent it as at least an IEC 61162-3 device by
obtaining its corresponding IEC 61162-3 source address from the IEC 61162-3 network.

Whenla PGN message is received from the IEC 61162-3, the PNGF extracts the information
of soufce address, destination address, priority and PGN and it creates a message.apd fills
up thg corresponding fields. It also looks up the field of SFI and NAME of the dest|nation
addregs, and fills it out. When the received PGN message is not valid, (then it will be
discargled, and this event shall be recorded as specified in 4.3.3.

7.4.4.2 From IEC 61162-450 to IEC 61162-3

The HBNGF shall have the capability to map 251 IEC 611623 source addresges to
IEC 61162-450 device address and vice versa. The value of/2541 is based on IEC 6]162-3
addregs where the PNGF consumes 1 for the PNGF itself leayving 251 for mapping.

The address at IEC 61162-3 is source and destination device address. When a [PNGF
receives a message from an |IEC 61162-450 network, it extracts the SDID and|DDID
informption and puts it in the IEC 61162-3 PGN méessage and transmits into the IEC 61162-3
network. When the received PGN message is not'valid, then it will be discarded, and this
event ghall be recorded as specified in 4.3.3.

7.4.4.3 Address conflicts
When [there is a PNGF assigned address conflict in the address translation table of PN|GF for
mapping IEC 61162-3 network deyices available as 450-Nodes in the 450-Network (i.e] when

the samme device address is assighed to more than one device), it shall be resolved. When a
PNGF|finds out that there are)address conflicts, it re-assigns IEC 61162-3 device agldress

mapping.

The address re-assighment process shall be done within 1 min.

7.4.5 Additional management requirements

7.4.5.1 Field configurable capability

The PNGF may also have the field configurable capability to change this default address so
that the address is not claimed for a particular IEC 61162-3 device.

7.4.5.2 Non-volatile memory

The PNGF shall maintain configuration data in non-volatile memory. This ensures that field
configurable settings are maintained across power cycles.

7.5 System function ID resolution
(see 8.13)

7.5.1 General

At the construction of a 450-Network of a ship, the assignment of SFI (system function ID)
may be clearly defined. However, as the equipment of the ship is amended, replaced,
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repaired and serviced, the assignment of SFIs may not be as clear. This protocol assists in
the detection of SFI collisions.

NOTE The receiver functions are covered in IEC 61162-460.

7.5.2 Transmitter functions

These functions apply to all 450-Nodes.

A transmitter in a 450-Network shall, as a minimum after boot up, 1 min after boot up, 5 min
after boot up and after reconfiguration which changes any fields in an SRP sentence, send on
address 239.192.0.56 port 60056 an SRP sentence to assist detection of collision of the SFI

(see Annex F). On receiving an SRP sentence with null fields, equipment shall resporld with

an SRP sentence with the fields populated.

Multiple sending of SRP is needed as different devices can have faster bootup)time thian the

network monitoring performing the collision detection based on SRP sentendes.

7.6 [Binary file transfer using TCP point-to-point

(see 8.14)

7.6.1 Definition

This protocol provides a mechanism by which non IEC 61162-1 formatted data dan be
transnitted from a sender to a single receiver. The protocol emphasizes the reliability|of the

data transmission between two linked systems by using the TCP protocol.

NOTE |The TCP standard is RFC 793. The IP standard is,RFC 894. The Ethernet standard is IEEE Std 804.3.

Table |15 describes the terminology used.

Table 15~ Description of terms

Description

BYTE

The lowest level (data element consisting of 8 ordered bits (sometimes called an octet). Bit
order is as determined by the computer implementation. Note that the implementation sHall
make any necessary conversion between network bit order and computer bit order.

Data placket

A number of bytes that contains a header, an optional sequence of reserved bytes and the
actualimessage content. The header specifies the length of header itself, of reserved byjes
and data and will also contain information that allows a number of data packets to be re-
asse€mbled into a presentation.

Data element

Onhe or more bytes that forms a stand-alone information carrier, i.e. a time stamp, an intg¢ger
or a character.

DWORD Double word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is
constructed from four consecutively transmitted BYTES, where the transmission order on the
MEIWOTK 15 the most Significant BY TE firstfoifowed by the next most significant BY TE until the
least significant BYTE.

File One group of bytes that forms a stand-alone data set.

Message data

The data contents of a data package.

Reserved A number of bytes in the data packet that may be ignored by the receiver. The reserved bytes

bytes may be additional header information that only has meaning for newer versions of the protocol
or they may also be used for manufacturer specific purposes.

WORD One unsigned 16-bit integer (in the range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network is the most
significant BYTE followed by the least significant BYTE.

STRINGIN] A sequence of exactly n BYTES, interpreted as a string of characters. The transmission order

on the network is the left-most character first. If the string is shorter than », additional trailing
bytes shall be set to zero. All strings in the header are encoded in ISO/IEC 18859-1 (ISO Latin

1).
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7.6.2 Data field structure for transfer of files
7.6.2.1 General

The files are transmitted over the network in packets. The data field is defined as a sequential
and unpadded stream of octets divided into two main groups — header and package data, as
shown in Table 16. The header is needed for synchronisation and data integrity validation.

Table 16 — Binary file structure

Header (see 7.6.2.2)

-
7

=y L okl aao N
racRagedata (See 1.0.2°9)

7.6.2.2 Elements of the header structure

The hg¢ader format is defined in the Table 17. The first column specifies the"name of thtle data
item irjside the header (starting from offset zero). The second column specifies the dafa type
and size. The third column describes the data item and its purpose.

Table 17 — Header structure

D3gta item Type Déescription

token STRING[6] It shall always contain the string "RrTcP" including a trailing NULL
character. Identifier as ASCW/string with a length of 5 bytes. This tgken
defines the beginning of a*new data block.

crcHegdder WORD Cyclic redundancy check for the header according to CRC-16-CCIT[T. The
CRC is calculated(from and including headerversion to and including any
reserved bytes:‘The CRC is calculated from the sequence of bytes gfter

formatting inte transmission byte order.

The CRC\pGlynomial is: x'® + x'2 + x5 + 1.

headefversion WORD Defines the header version. The headerversion with value 1 is definjed in
this document. Extensions and/or modified versions will update this|
valte.

headeflength DWORD Defines the binary file descriptor length in bytes. This is at least the

length of the header including the reserved bytes. Future editions of this
document may append additional fields to this file descriptor withou
incrementing the header version as long as these additional fields gre
compatible with the definition of the file descriptor in this document
Receivers which are not aware of these additional fields shall ignor

—_

D

them.
srclD STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).
datalength DWORD Defines the data content of this data package in octets. This may bg the

full (oversized) data in one package or a typical size for network trgnsfer
(1 280 octets). In the latter case, maxnum, actnum and streamlength will
be used to synchronize data packets into a complete data transfer.

timeSec DWORD Seconds part of time stamp. Timestamp is constructed both of time in
seconds and nanoseconds at the grabbing instant. If required by the
application (e.g. image transmission to the VDR), The timestamp shall be
made at the source immediately at data recording.

If the application allows the timestamp to be optional and no timestamp is
available, the value 0 shall be used for timeSec and timeNsec.

The time representation is the number of seconds since January 15t
1970, not including leap seconds (i.e. in astronomic/GMT representation).

This information is only needed with the first packet of each file or data
stream. Time stamps in the following data packages belonging to the
same data transfer shall be discarded by the receiver.

It is only practicable to use this value if the synchronization between the
destination device (e.g. VDR) and the source device (e.g. Radar unit) is
sufficiently precise (in the range of milliseconds). The difftime data item
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Data item Type Description

may be used as an alternative method for synchronisation. If difftime is
non-zero, this field shall be ignored.

timeNsec DWORD Nanosecond part of time stamp. See timeSec for details.

difftime Time difference in milliseconds between data recording instant (e.g.
grabbing instant) and transmission of the first packet of the file.

A timestamp with a resolution of at least in the millisecond range is made
immediately before the source generation (e.g. screenshot) and the
second timestamp is made immediately before the first packet is
transmitted. The difference is entered as "difftime" and the packet is then
sent.

The destination device (e g VDR) uses this difftime valiie toqgether with

its system time to determine the timestamp for the transmitted data| Time
tolerances between destination device and source device may be
neglected, because the time reference of the destination device is always
the system time of the destination device.

maxnum DWORD Number of packets needed for transmission of the corresponding file or
data stream. The value can be 1 or more

actnun DWORD This packet number (range from 1 to maxnum)

strean]length DWORD Defines the length of the (full) stream/presentation content in octetg

device] BYTE Data source (device) as binary value, 1(= equipment 1, 2 = equipmgnt 2,
etc. The value can be between 1 and(255.

channgl BYTE Subdivision according to data source (device), values from 1 to 25§,
default = 1.

devicejp DWORD IP of transmitting device; optionally used. The IP address is entered in
Network Byte Order Format (DWORD).

deviceport WORD That port the transmitting device has used. It may be used optionally.

typelength BYTE The length of the d@atatype field.

datatype STRING[16] This string definés the datablock encoding by assigning a MIME content
type to the-datablock for the server followed by a null character. Fof
exampley\image/png is used for PNG image files and application/zig is
used forzip-files.

Status|of WORD The status for the data return. A zero is returned for normal operatipn.

acquisjtion Non-zero value is used to indicate an error condition. A descriptive |text
may be put in the status and information text field.

Status].ength WORD The length of the "Status and information text" field in bytes.

Status|and STRING(n] Status information (e.g. successful operation or error codes). This hay

informption text be one or more strings terminated by a binary null.

7.6.2.3 Elements of the package data structure

The package data format is defined in Table 18. The first column specifies the name|of the
data iemY The second column specifies the data type and size. The third column degcribes
the data item and its purpose.

The package data structure size is set to zero if only status information is transmitted.

Table 18 — Package data structure

Data item Type Description

datablock BYTE[datalength] | This item is the data either split into pieces or in one block. Size is
defined by datalength in the header.

There is no CRC for the data contents as this is partly handled by the TCP/IP layer or by
other mechanisms in the contents format. The header has a separate CRC as it is deemed
more critical for the correct operation of the system.
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7.6.3 Structure of the transfer stream
7.6.3.1 General
The complete binary file is split into a number of datablocks. Each header and datablock is

transmitted in increasing order, beginning with the first datablock and ending with the last
datablock. Synchronisation is achieved with data items actnum and maxnum.

7.6.3.2 Unknown data types

A receiver that does not understand an incoming data type shall ignore all incoming data
without closing the connection if the receiver is a server.

If the feceiver is a client and does not understand incoming data, it shall immediately close
the copnection.

7.6.3.3 Maximum outgoing rate

The data volume for each transmit client of binary file shall not exceed ;2MBytes per se¢ond.

NOTE |[This provision is included to guarantee spare network capacity for other-transmissions in betwgen the
blocks qf a large binary file. When the binary file is transmitted as multicast, it will' flood the network and cah inhibit
transmigsions of other data.

7.6.4 TCP port and IP addresses

The IH address shall be freely selectable outside the addresses assigned for other pufposes
in thi§g document and the IP address is depending on the network configuration jof the
corresponding equipment manufacturer.

The IP address of each file source and_the file receiver has to be coordinated apd set
manudlly beforehand to be in the same IR>address range.

Equipment unable to perform an address look-up service should be configured to the same IP
sub-ngt. A router may be used if the equipment is connected on different IP sub-nets.

The dgfault TCP port between sender and receiver for the transfer shall be 7097. Sendgr and
receiver shall support configuration of the port number and IP address.

7.6.5 Implementation guidance
7.6.5.1 Recejver as server and sender as client

This getup is used for example for VDRs where the VDR as the file receiver has|to be
configlired, as a passive listening device. The file sender is the active transmit| client
conne iillg amd tldllbeIlillg thedata:

Depending on the application, the file receiver may be set up to accept multiple transmit
clients on the same input port. This is necessary if more than one transmit client is assumed
to send its files to the receiver server.

7.6.5.2 Connection management from sender client

The transmit client shall establish a connection to the receiver server immediately after
system initialisation. Once the connection is established, the transmit client is responsible for
the connection and streaming of data packet to the receiver server.

If the connection attempt fails or connection is lost, the transmit client shall try to establish the
connection again. The interval between attempts shall not exceed 30 s.
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7.6.5.3 Connection management from receiver server

The receiver server shall make the listening port available for data transfers during
initialisation.

The manufacturer shall specify the maximum number of transmit client connections for the
receiver server. The receiver server shall receive data individually from connected transmit

clients

and detect any loss of connection from transmit clients.

The equipment test and performance standard may require alerts to be raised for loss of

connection.

The regceiver server may in some cases only detect a failed connection by timeout singe data
was regceived last time. The receiver server shall reinitialise the listening port and.the rgceiver
software module after timeout for the transmit client.

7.6.5.4 Error handling

The rdgceiver shall ensure data integrity at reception by verification, of the header ingluding
token,|version, consistency of data fields and the header CRC. Erroneous data receptiop shall
be processed and indicated according to individual equipment standard.

NOTE |[Consistency of data fields can depend on application. However, strings can be checked against coptaining
illegal characters, message sequence numbers can be checked, etc.

7.6.5.5 Transmission of a file

The client transmission of a file may occur at any time when the connection is opep. The

messa
reassse

7.6.5.6

All clig

allow the server to unambiguously,identify the source of the received packets.

8 M

8.1

The fo
datagr
equipn

mble the file and its associated headerinformation data.

Device identification

nts shall be configured with,a*unique source SFI and device identification (1 to §

bthods of test and\required results

Test set-up and equipment

llowing test methods require test equipment capable of transmitting and receivin
pms aver’‘the Ethernet interface and the use of a network protocol analyser. Tk
nent(shall be capable of supporting the Ethernet interface appropriate for the EU

ge header information is sufficient forc¢the server to decode the data stream and

55) to

y UDP
e test
T. The

equipn

nenisshall also be capable of generating invalid data.

The test equipment shall be configured to transmit UDP broadcast messages for the ports
defined in 6.2.2.

Simulation equipment is required to be capable of:

e generation of test UDP datagrams containing unique and numbered content, syntactically
correct and incorrect sentences with datagram intensity that can be varied to exceed
IEC 61162-1 and IEC 61162-2 channel capacity;

e if the EUT implements support for PGN, generation of IEC 61162-3 PGN test sentences
containing unique and numbered content, syntactically correct and incorrect with variable

len

gth and correct, incorrect and missing checksum;
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e generation of IEC 61162-1 test sentences containing unique and numbered content,
syntactically correct and incorrect with variable length and correct, incorrect and missing
checksum;

e generation and reception of non re-transmittable and re-transmittable binary files.
8.2 Basic requirements

8.2.1 Equipment to be connected to the network
(see 4.2.1)

Verify through inspection of test documentation that the EUT has been tested against the

relevatTequirements contaimed i 1EC 60945

For thé purposes of IEC 60945 the following definitions apply.

e Pefformance check
A performance check is the successful transmission and reception of data:

e Pefformance test
A performance test consists of evaluating performance under different test scenariog.

8.2.2 Network infrastructure equipment
(see 4.4.2)

Confirin by inspection of manufacturer provided information that the EUT does not provide the
functigns of a repeater hub.

Confirn by inspection of documented evidenge-that the EUT supports IGMP protocol and that
the vefsion of IGMP support is documented.

If the EUT is a switch,

. co:[firm by inspection of documented evidence that it supports IGMP snooping, and

e confirm by inspection of documented evidence that the IGMP snooping based mylticast
traffic filtering is supported per each multicast address.

Use 4 simulation arrangement to generate multicast datagrams with address ranpge of
224.0.p.1 to 224.0.0.255 and confirm by observation that the EUT does not filter out| those
datagrpms.

8.2.3 Documentation

(see 4.4.1:d.1.1)

Confirm by inspection of manufacture's documentation that all of the implemented datagram
types are specified.

8.3 Network function (NF)
8.3.1 Maximum data rate
(see 4.3.2)

Confirm by inspection that the manufacturer has specified the maximum datagram input rates
as specified in items a) to ¢) in 4.3.2.

After activating all NF ports of the equipment under test with the specified maximum
aggregate datagram rate as specified in 4.3.2, check that the performance of the equipment is
not degraded in any way.
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8.3.2 Error logging function

(see 4.3.3)

Confirm that the manufacturer has provided means to inspect a log of detected errors.

NOTE Tests for the errors to be logged are given in 8.5.2, 8.9.2, 8.10 and 8.11.4.

Confirm that, if external data logging capability is provided, the output of syslog messages
conforms to the manufacturer's documentation and the requirements of 4.3.3.2.

If reception of syslog message capability is provided, confirm by analytic evaluation that the
rece ptjormramdtogginmg of systogmessages conforms to the manufacturer' sdocumerntatipn and
the requirements of 4.3.3.2.

8.4 [System function block (SF)

8.4.1 General

(see 4.4.1)

For SHs that implement IEC 61162-1 interfaces, verify compliance in“accordance with the test
methofls and required test results of IEC 61162-1.

For SAs that implement IEC 61162-2 interfaces, verify compliance in accordance with the test
methofs and required test results of IEC 61162-2.

8.4.2 Assignment of unique system function ID*(SFl)

(see 4.4.2)

Check|that means are provided to assign ahd configure the SFI, as described in 4.4.2.

Check| that manufacturer's documentation include instructions how to select "cc" and ["xxxx"
part off the SFI so that the SFI is unique at least within the IEC 61162-450 network.

8.4.3 Implementing configurable transmission groups
(see 4.4.3)

Check|that means are-provided to assign and configure the transmission groups. Che¢k that
documentation has:been provided describing the transmission groups supported by the device.

8.5 [Serialto network gateway function (SNGF)

8.5.1 Geéneral

(see 4.5.1)

Check that it is possible to enter unique SFlIs for all sources distinguished by different talker
mnemonic per each serial port of the device and that the mapping of SFI to sources
distinguished by different talker mnemonic per each serial port is correctly implemented by
analyzing the UDP datagrams.

Check that TAG block source identification (s:) is correctly implemented to sources
distinguished by different talker mnemonic per each serial port by analysing the UDP
datagrams.

Check that TAG block destination identification (d:) is correctly implemented for routing from
450-Network to serial ports.
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Check that documentation is available describing any filtering used in the device.

8.5.2 Serial line output buffer management

(see 4.5.2)

Verify the output routing by feeding the network under test with datagrams containing
sentences for all available serial outputs and check that sentences are routed to the output
ports having the set SFls.

Verify output buffer overflow handling by increasing the datagram data rate until possible
capacity of the serial lines are exceeded and check that

e pripritized sentences are correctly replaced, maintaining the FIFO order and not affecting
semtence integrity, and

e in |case buffer overflow sentences are discarded, the FIFO order is¢/smaintained, not
affecting sentence integrity, and the buffer overflow events are logged as)tequired.

Verify required functionality for prioritized messages by repeating the test with the unit set for
prioritized messages and check that behaviour is correct.

Verify [message buffer integrity by repeating the test also with{grouped messages and|check
that oyerflow handling maintains group integrity, meaning that whole groups are discfarded,
regard|ess of the prioritized message setting.
8.5.3 Datagram output

(see 4.4.3)

Verify | datagram conversion by feeding the\.input ports of the network under tegt with
senterjces and check that these are transmitted in UDP datagrams with correct syntax, SFl,
sourcq identification (s:) and, if requiredydéestination identification (d:).

The tept sentences should include (TAG blocks and grouped messages.

Test ¢onfiguration should include single source per serial port and multiple s¢urces
distinguished by different talker mnemonics per shared serial port.
8.5.4 Datagram output multi SF serial port

(see 4.9.4)

Verify | datagram conversion by feeding the input ports of the network under tegt with
senterjces\and check that these are transmitted in UDP datagrams with correct syntax, SFl,
sourcq identification (s:) and, if required, destination identification (d:).

Test configuration should be configured for multiple sources distinguished by different talker
identifiers and manufacturer mnemonic codes (for proprietary sentences) per shared serial
input port. The output should be configured for single destination by talker identifier.

Check the test cases below:
1) received sentences with configured talker identifiers and manufacturer mnemonic codes
will transmit datagrams with the configured SFI;

2) received sentences without a configured talker identifier or manufacturer mnemonic code
will transmit datagrams for each configured SFl;

3) received datagrams with configured destination SFIs will be transmitted on configured
serial port;
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4) received datagrams with a valid destination that is an unknown SFI will not be transmitted
on any serial port;

5) received datagrams with no destination specified will be transmitted to all serial ports.
In the test cases below, the SNGF serial port default SFl is "SI0001", the configured SFls are
TI0001 (for Talker Identifier "TI") and VDO0O0O1 (for Talker ldentifier "VD"). A proprietary

sentence “PMANMSG” is configured for SFI VD00O1. The typical received sentences will then
include rate-of-turn ("$TIROT") and speed ("$VDVBW").

e Test case 1: An example of simple SFI conversion:
"STIROT,123.45*67<CR><LF>$VDVBW,10.00,,4,,,V,,V,,V*hh<CR><LEF>"

“SPMANMSG, proprietary contents *NN<CR><LE

wil| generate three datagrams, one for each SFI:
"\$:TI0001,n:333*hh\STIROT,123.45*67<CR><LF>"
"\$:VD0001,n:111*hh\$VDVBW,10.00,,A,,,V,,V,,V*hh<CR><LF>"
“\$:VD0001,n:111*hh\>$PMANMSG, proprietary contents*hh<CR><DOF>"
th the IEC 61162-450 Header("UdPbC'0").

o Test case 2: An example of un-configured talker identifier:
"S$EDDPT, 123.4, ,400*hh<CR><LF>"

w

wil| generate one datagram for each configured SFI:
"\$:TI0001,n:222*hh\$SDDPT,123.4,,400*hh<CR>{BF>"

"\$:VD0001,n:222*hh\$SDDPT,123.4,,400*hh<@R>&XLF>"
th the IEC 61162-450 Header("UdPbC'0™).

o Tept case 3: An example of simple SFI conversion, no TAG block support:
Datagram "\s:IN0001,d:TI0001,n:333*Rh\$SINTIQ,ROT*hh<CR><LF>"

w

wil| generate transmission of the senténce on the serial port configured for the destjnation
SF| TI0001:

"SINTIQ, ROT*hh<CR><LF>"
o Tept case 4: An example of-a:specified destination but un-configured SFI conversion|:
Datagram "\s:IN0001,d:6N0001,n:333*hh\$INGNQ, ZDA*hh<CR><LF>"
wil| not generate transmission on any serial ports.
o Tept case 5: An example of no specified destination:

Datagram “\g¢+IN0001l,n:333*hh\S$SINGNQ, ZDA*hh<CR><LF>"
I| generate)transmission of the sentence on all serial ports.

w

“SENGNQ,ZDA*hh<CR><LFE>"

8.5.5 —Handting maitformed data received onm serfaf tfine

(see 4.5.5)

Verify datagram conversion by feeding the SNGF input ports under test with valid sentences
interleaved with malformed data according to 4.5.5.

Confirm that the valid sentences are correctly converted into datagrams.

Each test shall include test cases for all of the start characters. Check that the test cases
below will generate a datagram transmission:
1) when data has been received before a start character;

2) when data has been received after a valid start character and the maximum sentence and
TAG block length has been exceeded;
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when data has been received after a valid start character and end of line (<CR><LF>) has
not been received within 1 s;

when a reserved character has been received and not having been appropriately escaped;
when random binary data is sent on serial line.

In the test cases below, the SNGF serial port is configured as SFI TI0001 and default SI0001
is the SFI of the SNGF.

8.6

Test case 1: An example of data before start character:
Serial data "127,333*6B<CR><LEF>$TIROT,123.45%67<CR><LF>"

willgenerate two datagrams:

"\$:5I0001,n:444*hh\127,333*6B<CR><LF>"
"\$:TI0001,n:445*hh\$TIROT, 123.45*hh<CR><LE>"

ang with the IEC 61162-450 Header("UdPbC'0").

Tegt case 2: An example of too long line:

Serial data "S$TIALR,123456,906,A,V,Sensor fault with a t00)'long description
to|violate serial data maximum line length limitation*hh<CR><LE>"

wil| generate one datagram, i.e. no change to content:

"\$:TI0001,n:446*hh\$STIALR,123456,906,A,V,Sensor «ault with a too| long
deg$cription to violate serial data maximum line Jength
lipitation*hh<CR><LE>"

and with the IEC 61162-450 Header("UdPbC'0™).
Tegt case 3: An example of timeout:
Serial data "S$TIALR,123456,906,A,V,"

<

—_

1 s delay>
Seftial data "Sensor fault*hh<CR><LFEF>"

wil| generate two datagrams:
"\$:TI0001,n:447*nn\STIALR,9.23456,906,A,V," and
"\$:5I0001,n:448*nn\Sensér’ fault*hh<CR><LE>"
angdl with the IEC 61162-450'Header("UdPbC'0™).

Test case 4: An example of incorrect escape:
"$TITXT,01,01, 01 ,Fncorrect * escape*hh<CR><LEF>"

wil| generate a.datagram (i.e. no change to content):

"\$:TI000A%N:449*nn\$TITXT,01,01,01,Incorrect * escape*hh<CR><LF>"
and withthe IEC 61162-450 Header("UdPbC'0™).

Tepticase 5: An example of random serial data including start characters "$" that will

H H'H 4 |y ££
inittate—arewbuffer:

This will generate a datagram:
"\s:SI0001,n:449*nn\kfajds...3efbnajfu93hn" followed by
"\s:5I0001,n:450*nn\$1kfdajkf98873tq87784 ((/kfajd.."

and with the IEC 61162-450 Header("UdPbC'0").

Other network function (ONF)

(see 4.7)

Verify by inspection of the manufacturer's documentation that information for the use of ONF
is provided as described in 4.7.

Verify using the test equipment described in 8.1 that the ONF does not use any of the

multicast IP addresses reserved in 5.4.
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NOTE The test equipment to confirm the source and destination of general ONF traffic could be a network
analyser.

8.7 Low level network
8.71 Electrical and mechanical requirements
(see 5.1)

Verify by observation that one of the connectors specified in Table 3 is available on the
equipment.

Verify by inspection of manufacturer documentation that one or more of these interfaces
meets|the requirements of Table 3.

Verify |by inspection of manufacturer documentation that the laser safety requirements for
Class [l devices are met.

8.7.2 Network protocol

(see 5.9)

Confian by inspection of documented evidence that the relevant IEEE 802.3 data link pfotocol
is used.

Verify lusing the network protocol analyser that IP (Versioh 4) protocol is used and thaf no IP
option|is used.

Confirin using ping program that each device supports the network protocols specified.

8.7.3 IP address assignment for equipment
(see 5.3)

Confirin by observation that means are provided to configure an IP address for the devige.

Confirn that an IP address for_the device is configured within the ranges reserved for private
netwolks as described in ISOC RFC 1918.

Confirin that any excluded IP ranges reserved for internal sub-nets (internal to the equipment)
are documented and\those are not in the range given by 5.3.

Using [the testrequipment described in 8.1 and documentation provided by the manufagturer,
verify py transmitting and receiving data that the equipment does not change its IP afldress
and IP| peft settings after an OFF/ON power cycle.

8.7.4 Multicast address range
(see 5.4)

Verify, using the network protocol analyser, that each datagram is transmitted and received
with the multicast address 239.192.0.1 to 239.192.0.64.

8.8 Transport layer

(see Clause 6)

Verify that UDP messages are transmitted and received at each of the appropriate port
numbers as defined in Tables 4 and 5.

Verify that UDP are discarded if the received UDP checksum is invalid.
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that each datagram contains no more than 1 472 bytes.

Application layer

Application

(see 7.2.1)

Using the test equipment described in 8.1 and documentation provided by the manufacturer,
verify by transmitting and receiving data that each SF and SNGF port of the equipment under
test can send and receive IEC 61162-1 sentences and allows several sentences to be merged
into one datagram if applicable.

8.9.2

(see 7.1
Check

. "UC
e "Rg
° "RI

° llN}

Datagram header
)

that all UDP multicast datagrams are headed by

PbC" for transmission of IEC 61162-1 formatted sentences,
udp" for transmission of binary files,
udp" for transmission of re-transmittable binary files, and

PgN" for transmission of IEC 61162-3 PGN messages;

followed by a null character (all bits set to zero) as thefirst six bytes of the datagram.

Check
descri
datagr

Check
conter

Verify
heade

8.9.3

(see 7.2

Using
verify
test c3
more (¢

that all TCP/IP datagrams are headed by 'RrTcP" for transmission of binary f
bed in 7.6 followed by a null character (all, bits set to zero) as the first six bytes
am.

that incoming datagrams with an\wunknown header are discarded without process
t beyond the header.

" (see 7.1) is increased‘if’/datagram header is unrecognized or invalid.
Types of messages
.2)
the testiequipment described in 8.1, and documentation provided by the manufa

n send and receive each of the message types specified by the manufacturer;
fSBM, MSM and CRP. For CRP messages, verify that the requirements of Clau

les as
of the

ng the

that, as part of error logging, the count of received datagrams without valid dafagram

cturer,

by transmitting and receiving data that each SF and SNGF port of the equipment{under

bne or
se C.4

are m

equipment's error log data.

8.9.4

TAG block parameters

(see 7.2.3)

8.9.4.1
Verify

e all

Test of the transmitter
using a receiving protocol analyzer that

members of group have same group code value,

e next group code value after 99 is 1,

el Dy Inspection Ol recorded datagrams and, In the case Ol timeoutl handling, the

e the EUT transmits the source identifier (two separate test cases — default and configured),

e ifu

sed, the EUT transmits valid destination code,
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e line count value increments for each line and resets after 999 to 1,
e if provided, the heartbeat sentence (HBT) is transmitted at least once every 60 s, and

e the EUT only feeds sentences preceded by a valid TAG block (for example
"\s:110001,n:23*31\$LCGLL,5420.123,N,01030.987,E,,A,A*58<CR><LF>") into the network.

8.9.4.2 Test of the receiver
Verify, using a transmitting protocol analyser, that

¢ lines without a TAG block are not used as defined in 7.2.3.1,

e adding a TAG block containing syntactically correct parameter codes (for example
"\z{Y23G81*56\") not defined in this document is transparent to normal operation,

o only complete sentence groups are used, and

e TAIG block lines with the EUT as destination are processed.
NOJE Processing can also mean that data is dropped.
8.9.4.3 Test for bidirectional communication

If the hetwork under test supports CRP, then, using a bidirectional"protocol analyzer,| verify
that squrce and destination are correct in the CRP communication:

8.9.4.4 Configuration

Verify |by inspection of documentation that it is not possible to dynamically configufe any
identitles after installation.
8.9.5 General authentication

(see 7.4.3.8)

These|tests apply to a EUT that includes transmission of authentication.

Confirin by inspection of manufacturer's documentation which signature methods the¢ EUT
provides.

Confirn by analytic eyaluation that the EUT transmits sentence or message with ¢orrect
authertication code (as”described in 7.2.3.8. Repeat the test for all signature methods
supported by the EUT.

Use dimulation/ arrangement to create valid examples of authenticated sentendes or
messagesand confirm by observation that, if the EUT is not set to require authentication, the
EUT pfocCesses all sentences or messages.

Use simulation arrangement to create same valid examples of authenticated sentences or
messages as in previous test, and confirm by observation that, if the EUT is set to require
authentication, the EUT processes all sentences or messages. Repeat the test for all
signature methods supported by the EUT.

Use simulation arrangement to create same valid examples of sentences or messages as in
previous test, but without including authentication parameter code, and confirm by
observation that, if the EUT is set to require authentication, the EUT discards all sentences or
messages.

Use simulation arrangement to create same valid examples of sentences or messages as in
previous test, but with intentionally incorrect value in the authentication parameter code, and
confirm by observation that, if the EUT is set to require authentication, the EUT discards all
sentences or messages. Repeat the test for all signature methods supported by EUT.
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8.10 Error logging

(see 7.2.5)

By feeding test sentences with variable contents into the network, verify that the network
under test processes only sentences preceded by a valid TAG block as defined in 7.2.3.1 and
verify that

o lines with TAG checksum errors increase the corresponding error log count as defined in
4.3.3,

e lines with TAG syntax errors increase the corresponding error log count as defined in 4.3.3,
and

. Iinias with TAG framing errors (i.e. missing "\" character at start, stop and (bgtween
adjacent TAG blocks) increase the corresponding error log count as defined in 4.3.3

Check| handling of incorrect messages by feeding the network under test with senfences
having

e incprrect syntax,
e incprrect checksum, and

e incprrect message length.

Verify that these sentences are discarded and that the network's error logs are updated

8.11 [Binary file transfer using UDP multicast — Single transmitter, multiple receiver
(see 7.3.)
8.11.1] Sender process test

8.11.1{1 Non re-transmittable binary file transfer

Using p test set-up with non re-transmittable binary files, verify that

. heEder token is set correctly,
e header version is set according the Table 9,
e Sr¢lID is set according.to Table 9,

e DeptID is correctly'set according to Table 9,
e unique BlocklD.is. correctly set,

e B

o Deyicejis correctly set,

dcklD, SequenceNum and MaxSequence are correctly set;,

. Chlannel is correctly set,

e the IP address and port numbers are assigned by one of the addresses for non-re-
transmittable binary file transfer,

e the SequenceNum of first datagram is set to 1, and

e there is no response when a receiver sends any ACK messages.
8.11.1.2 Re-transmittable binary file transfer
Using a test set-up with re-transmittable binary files, verify that

e header token is set correctly,
e header version is according to Table 9,
e SrcID and DestlID are correctly set by "cexxxx",

e Unique BlocklID is correctly set,
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BlocklID, SequenceNum and MaxSequence are correctly set,
Device is correctly set,

Channel is correctly set,

the IP address, port number and AckDestPort are assigned by one of the addresses for

binary file transfer,

the maximal re-transmission count is calculated correctly according 7.3.8.7,
the SequenceNum of the first datagram is set to 1,

ACK messages are received from multicast group, specified from AckDestPort,

ACK-messages-are only processed if the DestlD of ACK message is equs
if the So
ignjored

whpse SequenceNum is equal to the MaxSequence, after all data is transmitted,

a QUERY message is sent when there is no ACK message received, after all da
trapsmitted,

no{ more than three QUERY messages at all are sent when there is no ACK mg
redeived after a QUERY message is transmitted,

binfary file data from SequenceNum one higher as SequenceNum of ACK is re-trans
when an ACK message whose SequenceNum is less thanthe MaxSequence is recei

Fl and
age is

ceived,

ta are

ssage

mitted
ved,

thg same SequenceNum is retransmitted not morg\than three times, otherwise the re-

traphsmittable sender continues with normal transfer and ignores ACK message,

thd number of all re-transmissions is not merer'than the maximal re-transmission
otherwise the re-transmittable sender continues with normal transfer and ignore
messages,

three QUERY messages are sent and no ACK message whose SequenceNum is e
thg MaxSequence is received, and

logl messages are correct.

8.11.2] Receiver process test

8.11.2{1 Non re-transmittable binary file transfer

Using p test set-upwith non re-transmittable binary files, verify that

messages @are received correctly on given IP and port address,

megssage s only processed if the header token is equal to "RaUdP" or "RrUdP",

count,
5 ACK

thg binary transfer is finished and marked as not successful after all data is transmil;ted, if

ual to

messagde is only processed with valid header and valid binary image descriptor,

each separate binary file transfer is identified by the combination of SrcID, BI
Device and Channel,

ocklD,

a new receiving process starts when a message with new BlockID is received for the

combination of SrcID, Device and Channel,

the received messages are the same as that of the transmitted data when there is no loss,

any log information is provided if there is any loss, and

log messages are correct.

8.11.2.2 Re-transmittable binary file transfer

Using a test set-up with re-transmittable binary files, verify that

messages are received correctly on given IP and port address,
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ssage is only processed if the header token is equal to "RrUdP",
ssage is only processed with valid header and valid binary image descriptor,

ssage is only processed if DestID is equal to own SFl,

e each separate binary file transfer is identified by the combination of SrclD, BlockiD,
Device and Channel,

e the

maximal re-transmission count is calculated correctly according 7.3.8.7,

e ACK messages are generated with the correct token = RrUdP, SrcIlD = own SFI, DestID =
SrclID of received message, BlocklD and without binary image descriptor and without data

blo

ck,

e AC
the

e the
red
an

e an
reg
e ifn
no
Ma
qu
e an
the

comsecutive messages,

e an
req

e the
re

e a
Cco

e the
e the

semder sends a binaryfile block with different DestID, and

e log
8.11.3

Using

K messages are transmitted to the multicast group corresponding to the AckDest
actual received binary file block,

eived SequenceNum is equal to the MaxSequence with the same instance id¢
i if all sequences of the actual binary file block are received,

ACK message for a successful received binary file block is not hore than threg
eated if query messages are received,

ACK message after the last received sequence with’ SequenceNum eq
xSequence is transmitted, either directly after received last sequence or after re
Ery messages,

ACK message is transmitted with the last receivéd SequenceNum before a gap
re-transmittable receiver detects that there is‘@ gap in the SequenceNum betwe

ACK message for the same requestedcSequenceNum is not more than three
eated for the same binary file block,

number of all ACK messages for retransmission request is not more than the m
ransmission count for the same binary file block,

bination of SrclD, Device and Channel,
received messages are_the same as that of the transmitted data,

re-transmittable receiver does not send any ACK message when a re-transm

messages ate correct.
Binary-file descriptor test

p test set-up with binary files, verify that

ort of

receive process is marked as successful and an ACK message is transmitted whien the

entifier

times

o complete binary file block is received, the transfer is marked as not successflul and

bal to
ceived

when
en two

times

aximal

ew receiving process starts“when a message with new BlocklID is received for the

ittable

e th

AcekDactPaort fiald ic corracthr cat
K-St HEeTa15— GO e 6ty-56+

3

e the Length field, the TypeLength field and the StatusLength field are correctly set,

e bin

ary file length in the descriptor is the same as the size of the received data, and

e the received data format is the same as that of the data type in the descriptor.

8.11.4

Using

Binary file transfer error logging

a test set-up with binary files, verify that the following events can be logged:

e number of binary file blocks where errors occur;

e missing datagrams;

e unrecognized headers.
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8.11.5 Maximum outgoing rate

Confirm by inspection of documented evidence that the EUT has an effective method to limit
the outgoing rate to be within the given limit.

8.12 PGN to network gateway function (PNGF)

(see 7.4.)
8.12.1 General

Check that it is p033|ble to enter unique SFIs for all sources dlstlngwshed by dlfferent devices
and thg rrectly
implemented by analysmg the UDP datagrams

Check|that documentation is available describing any filtering used in the device:

8.12.2|] Output buffer management

Verify [the output routing by feeding the network under test with datagrams containing|PGNs
for all [IEC 61162-3 networks and check that PGNs are routed to the network having the set
devicel identifier.

Check|that documentation is available describing the maximum buffer capacity.
Check|that the means are provided to configure the maximum buffer capacity.
Check|that the overflow is logged as required.

8.12.3| Datagram output

Verify [datagram conversion by feedingithe input ports of the network under test with|PGNs
and cHeck if these are transmitted inUDP datagrams as described in 7.4.1.

Verify|a single IEC 61162-3 /PGN message transmission per each feeding IEC 61162-450
message.

8.12.4) PGN group

Verify [PGN groupsfiltering by transmitting four PGN groups and check that the devige only
receives the PGN group messages to which it belongs.

8.12.5| Address conflicts

Confirfm by observatiomthat—the£EYT abaiglla mewtHEC6+162=3—addresses—at—the—=address
translation table within 1 min when IEC 61162-3 addresses at the EUT conflict with the
addresses in IEC 61162-3 Network.

8.13 System function ID resolution

(see 7.5)

Confirm by observation that the EUT sends SRP sentences to address 239.192.0.56 port
60056 when boot up, 1 min after boot up, 5 min after boot up and after reconfiguration,
including both reconfiguration of setup parameters and reconfiguration based on a change
caused by redundancy arrangements.

8.14 Binary file transfer using TCP point-to-point

(see 7.6)
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8.14.1 Test of transmit client
8.14.1.1 Description

The test set-up is a controllable receiver server and the equipment under test. The following
tests shall be performed and passed.

8.14.1.2 Connection establishment test

Remove receiver server from the network and power up the transmit client. Confirm by
observation that the transmit client performs reconnection attempts as specified.

Connelct receiver server and confirm by observation that connection is established.

8.14.113 Lost connection test

Power| down or physically remove receiver server from the networkiand confirm by
obseryation that the transmit client detects connection failure. This will(hgrmally requ|re the
transmjission of some data from the transmit client.

Reconhect receiver server and confirm by observation that the transmit client reconne¢ts the
receiver server. Confirm by observation that the transmit client sends data as spdcified.
Confirln by observation that the headers are according te ‘the data format specifigation.
Confirm by observation that time stamp is increased.

Break |connection in the middle of a transfer. Confirm’ by observation that the transmi{ client
continpies to operate and tries to reconnect.

8.14.2| Test of receiver server
8.14.2|1 Test set-up
The tgst set-up is a controllable transmit client and the equipment under test. The transmit

client shall be able to generate the_following, and tests shall be made that check the ¢orrect
functigning of the receiver servériin these cases.

8.14.212 Connection establishment test

Remoye transmit client(s) from the network and power up receiver server. Confirm by
observation that reGeiver server starts up as specified.

Connect transmit client(s) and confirm by observation that receiver server enters pormal
operatjon.

8.14.2.3—tostTtommectiomtest

Break connection in the middle of a transfer. Confirm by observation that the receiver server
continues to operate.

8.14.2.4 Message transfer test
Transfer at least one file with a content type which is supported by the receiver server,

streamed as a sequence of at least 5 datablocks. Confirm by observation that the receiver
server correctly processes the file.

8.14.2.5 Multiple transmit client test

If the receiver server supports simultaneous connections from multiple transmit clients,
establish the maximum number of connections according to the manufacturer. Send files
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simultaneously over all connections. Confirm by observation that the receiver server correctly
processes all received files.

8.14.2.6 Erroneous input test

Send a file with datalength in the header set to a value which is smaller than the actual size of
transmitted data. Confirm by observation that the receiver server detects the error and
indicates it according to the individual equipment standard.

Send a file with an invalid crcHeader value in the header. Confirm by observation that the
receiver server detects the error and indicates it according to the individual equipment
standaed

Send p file which is streamed as at least 5 packets. Discard the 3™ packet.(Gonflrm by
obserVation that the receiver server detects the error and indicates it according [to the
individual equipment standard.

8.14.2|17 Undefined header test

Send p file with the header version set to a value higher than @efined in this doctiment.
Confirin by observation that the receiver server ignores the unknown part of the header|based
on thelimplemented header version and that the receiver server{processes the file.

8.14.3] Maximum outgoing rate

Confirn by inspection of documented evidence that the EUT has an effective method {o limit
the oufgoing rate to be within the given limit.

8.14.4] TCP port and IP addresses

Confirlm by inspection of manufacturer'sZinstallation documentation that the default port is
specifijed as 7097 and that there are instructions to set both sender and receiver in thg same
IP address range.
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Annex A
(normative)

Classification of IEC 61162-1 talker identifier
mnemonics and sentences

General

Table A.1 gives a mapping from talker identifier mnemonic to a default transmission group for

an SF.

Table |A.2 gives default classification of each of the IEC 61162-1 sentence formatt
belonding to one of the following three types of message:

e semsor broadcast message (SBM), see 3.22;

e multi-sentence message (MSM), see 3.14;

ers as

e command-response pair (CRP), see 3.4.
If proyided by the equipment, the default transmission group_and classification can be
changed by the parameter setup system of the equipment to USR1 to USR8, RCOM, PROP in
Table # or any in Table 5.
A.2 |Talker identifier mnemonic to transmission group mapping
Table JA.1 maps the two first characters of the SFI, which is normally the IEC 61162-1| talker
identifler mnemonic, to the default transmission group the SF shall use for transmitting
senterjces. For the two character codesy\listed in Table A.1, the transmission grpup is
identiflfed in column three. For two character codes not in this table, the SF shall uge the
MISC fransmission group as default. For alert communication purposes, an alert sourde may
use tragnsmission group BAM1, BAMZ2:or transmission group based on Table A.1.
Proprigtary sentences that do not use a talker identifier mnemonic can be given a ¢efault
transmjission group by the manufacturer.
Table A.1 ~ Classification of IEC 61162-1 talker identifier mnemonics
Type of equipment Talker Transmigsion
identifier group

Headinlg/track*controller (autopilot) general AG NAVD

magnetic AP NAVD
Automatic identification system Al TGTD
Bilge system Bl MISC
Bridge navigational watch alarm system BN VDRD
CAM of BAM CA CAM1 or CAM2
Communications: digital selective calling (DSC) CD RCOM

data receiver CR RCOM

satellite CS RCOM

radio-telephone (MF/HF) CT RCOM

radio-telephone (VHF) CcVv RCOM

scanning receiver CX RCOM
Direction finder DF NAVD
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