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International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

The te

xt of this standard is based on the following documents:
FDIS Report on voting
80/615/FDIS 80/621/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting

indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

» transformed into an International standard,
* reconfirmed,

* withdrawn,

* replaced by a revised edition, or

+ amended.

A bilingual version of this publication may be issued at a later date.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 S\-upc
This p speed
comm vell as
betwes bn and
radio-( of an
approq enting
data tn

This s ' -1 and

IEC 61 ormat. This standard

provides a higher data capacity than IEC 61162-3

This standard specifies an Ethernet based b eceive

messadges from any sender with the followi

e This standard include g icast\ distribution of information formatted
ac¢ording to IEC 61162- vell as
prgvisions for trangmission ¢ tween
radar and VDR.

e This standard/is\i uipment (Network nodes) connected to a|single
Ethernet netw level one or two devices and cables (Network
infrastructure).

e This standa ~ quirements only for equipment interfaces. By spekifying
prdtocols 3 i C 61162-1 sentences and general binary image datg these
reg interoperability between equipment implementing this

level of safe behaviour of the equipment itself.

. equipment using other protocols than those specified In this

which

. can be

gystem
alysis

or standards will be required. In particular, this applies to requirements to maintain system
functionality in the face of a single point failure in equipment or networks. Informative

Annex D contains guidance on how to address such issues.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition

of the referenced document (including any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems

(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1, Maritime navigation and radiocommunication equipment and systems — Digital
interfaces — Part 1: Single talker and multiple listeners

IEEE 802.3, |[EEE Standards for Local Area Networks: Carrier Sense Multiple Access with
Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications

ISOC RFC 768, User Datagram Protocol, Standard STD0006

ISOC RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)

ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard ates)
ISOC RFC 826, An ethernet Address Resolution Protocol
ISOC RFC 1918, Address Allocation for Private Internets, Bes 9 )5

ISOC RFC 2474, Definition of the Differentiated Services_Fie S Fi d IPv6
Headers

ISOC RFC 5000, Internet Official Pro

ISOC RFC 5227, IPv4 Address Conflict/Detection
ISOC RFC 5424, The Sysiog

NMEA|0183:2008, Stapdard,f

NOTE |[The standa
updates| can be tracked/a

3 Térms and d

g. Later

For the p gnt, the following terms and definitions apply.

3.1
ASCII

printaljle 7/bit character encoded in one byte

3.2
binary image

data block without formatting known to this protocol, i.e., non IEC 61162-1 formatted data,
that can be transmitted with the protocol defined in 7.3.

NOTE The term “binary image” is used to differentiate the general data transfer protocol (which may or may not
be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCII format.

3.3
byte
group of 8 bits treated as one unit; this corresponds to what is also sometimes called an octet


http://www.ietf.org/
http://www.rfc-editor.org/rfcsearch.html
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3.4

command-response pair

CRP

messages exchanged between parties that synchronize state changes on both sides through
the exchange

NOTE 1 CRP are defined in Annex A.

NOTE 2 Both the command and the reply message may also be used as a sensor broadcast message in some
cases. Thus, the implementation of the semantics of the message exchange is somewhat different between
different users of the exchange.

3.5

datagfam
one afomic UDP transmission unit on the Ethernet as defined in
constrained elsewhere in this standard

ISO nd as

3.6
Ethernpet

a carrjer sense, multiple access collision detect (CSMA/CD area otocol
standdrd as defined in IEEE 802.3 and later revisions and iQhs 1

NOTE |[The types of Ethernet media that can be used for implemg use 5.

3.7
functipn block
specified functionality implemented by

NOTE |Equipment normally implements multigle functio s equirements to equipment are the [sum of
requirements to the function blocks it implem are defined in Clause 4. Types of function
blocks are System Function Blogk (SF), Other Rl6ck (ONF), Network Function Block (NF) and
Serial t¢ Network Gateway Fung B N

3.8
internpt assignedhnu
IANA <>
global|coordinatiory'g

protocpl resource

NOTE |The curr

3.9
internpt
IP

used gnd defined OC RFC 791 (and updates)

3.10
message
collection of one or more sentences that are grouped by mechanisms internal to the sentence,
for instance by sequence numbers as in the TXT sentence, i.e. a stand alone sentence is a
message

3.1

message type

classification of IEC 61162-1 sentence formatters into SMB, MSM and CRP types
NOTE 1 SMB, MSM and CRP types are defined in Annex A.

NOTE 2 This standard defines different requirements to the transmission of different message types.
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3.12

multi-sentence messages

MSM

logical group of messages and/or sentences where the full meaning of the group is dependent
on the receiver reading the full group

NOTE 1 Multi-sentence messages that are grouped together with a TAG construct is also a sentence group.
NOTE 2 MSM are defined in Annex A.

3.13

network
one physical Ethernet network with one Internet address space, consisting only of the network
nodes| switches, cables and supporting equipment such as power supply

3.14
netwofk function block
NF
functign block responsible for physical connectivity to the n& RS ivity [to the
transpprt layer as described in 4.3

3.15
network infrastructure
the part of the Network that provides a transmissi

NOTE |The network nodes are not part of the<getwork if

3.16
netwofrk node
physic}l device connected/fo i e an Internet address (also called an
Interngt host)

NOTE |A network node will

3.17
other
ONF
functid i a etwork, but which is not using the protocol definition in
Clausg R, Of CCTV
image

NOTE
blocks {|

function

hat makewse.of this stahdard’s protocol.

3.18
sensof broadcast message

SBM

messages consisting of only one sentence

NOTE 1 SBM type messages are sent with a sufficiently high update rate to ensure that the receiver can maintain
the correct status even in environments where some messages may be lost.

NOTE 2 SBM are defined in Annex A.

3.19
sentence
standard information carrying unit as defined in IEC 61162-1

3.20

sentence group

logical group of sentences (which may consist of only one) that need to be processed
together to give full meaning to the information contained in the sentence(s)
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NOTE 1 The grouping of sentences into sentence group is done by TAG block mechanisms. The sentences in a
sentence group may or may not have the same formatter. A multi sentence message grouped by this mechanism is
also a sentence group.

NOTE 2 This standard allows the explicit grouping of sentences by using coding in a datagram. This standard
does not enforce any relationship between datagram and sentence group. Thus a datagram may contain more than
one sentence group or a sentence group may be split over two or more datagrams.

3.21

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface

3.22
system function block
SF
functign block, identified by a unique system function ID (SFI), tha
that cgn send information in a datagram format as defined in cl

& wfunction] block

3.23
system function ID
SFI
paramgter string as defined in 4.4.2

3.24
transmission group

a pair pf a multicast address and a port n y an SF to transmit sentgnces

NOTE |[The transmission groups are defined in 4 A X defines default transmission groupq for the
SF.

3.25

transpgort annota

TAG

formatted block ; EA 0183, that adds parameters to IEC 61162-1
senter|ces

NOTE [Informative A igw of the TAG blocks used in this standard.

3.26

user datag

UDP

conneg¢tion-less>datagram protocol defined by ISOC RFC 768; it makes no provision for
transpprt-layer acknewledgement of packets received

4 General network and equipment requirements

4.1 Network topology example

Figure 1 shows a possible IEC 61162-450 network topology consisting of one IP Local Area
Network (LAN) and a number of different network nodes, each containing different function
blocks. This diagram is informal and does not imply any requirements other than the ones
defined in the following subclauses.
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IEC IEC

61162-1 61162-1
SF3 | T SF4

SF 1 SF 2 SNGF SF5 | SF6
S ONFZ NF 1 NF 2 NF3 NF 4
I I I
Network
IEC 1014/11
SF is “System Function Block” NF is “Network Function Block”

SNGEF is “Serial to Network Gateway Function Block” ONF is “Other Network Function Block”

Figure 1 — Network topology example

Some examples of network nodes are (see Figure 1):

e a device that sends or receives IEC 61162-450 compliant ¢ of [binary
image) as well as other types of information onto the netwg S that
can also load chart data from another device (SF1, ONF2.any

e tw@ independent functions, such as a gyrocompass also v ite of turn gensor
thgt are implemented in one network node (SF5, S$f

e a system device function block represented ' >3/ compliant equipment
copnected to a serial to network g sthor . this case, the SNGF will
format outgoing sentences according\to ¢ i is_standard (SF3, SF4,|SNGF
ang NF3)

e a device that does not send or recei 1 450 compliant data (sentences jand/or
binary image), but which satisfies mini : gnts for compatible use of thg same
nefwork (ONF1).

4.2 [Basic requiremgnts

the network including network infrastructure equipment, shall
lLe NF.
nt as

other equipment that is not network infrastructure equipment and that shargs the
ne{workK infrastructure shall comply with requirements to an ONF as defined in 4.6.

e Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.

e All equipment connected to a network shall satisfy the requirements of IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2.2 Additional requirements for network infrastructure equipment

(see 8.2.2)

The following requirements are included to avoid potential problems with certain network
infrastructure equipment:

e routers and repeater hubs shall not be used to interconnect components of an
IEC 61162-450 network;
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e switches that are used to interconnect equipment compliant with IEC 61162-450 shall not
implement multicast filtering techniques, such as IGMP snooping or CGMP.

NOTE 1 IGMP is Internet Group Management Protocol and CGMP is Cisco Group Management Protocol. If
switches are capable of implementing multicast filtering techniques, then this functionality should be disabled.

NOTE 2 Routers are network infrastructure devices that can forward datagrams between networks. Repeater hubs
are network infrastructure devices without internal storage that repeat incoming datagrams onto all outgoing
connections. Switches are network infrastructure devices that based on forwarding tables can process, and forward
datagrams between nodes on the same network, using intermediate storage in the switch before retransmission.

4.3 Network function (NF) requirements

4.3.1 General requirements

All eqyipment that implements a NF shall satisfy the requirements in

4.3.2 Maximum data rate requirements
(see 8.3.1)

The rrEnufacturer shall specify the maximum input rate g an still
perfor

Maximlum input rate shall be specified as:

a) mgximum number of datagrams p by the

equipment;

b) mgdximum number of datagrams ( per i br the
eqpuipment;

c) mgximum number of\datagrams x r, the
equipment at 50 % i

NOTE [‘Received by”weans datagrgm t d on a transmission group that the equipment ligtens to.

“Intenddd for” are @ g s

The mpximum data.fa

4.3.3
(see 8.3.2)
4.3.3.1

Meang shallsbe p ded in each NF to record errors that occur in the NF itself as welllas SF
and SINGF\using it. Subclauses 4.5.2, 7.1.2, 7.2.5 and 7.3.9 give minimum requirement$ as to
what slhal¥be logged.

As a minimum, the manufacturer shall provide mechanisms by which error logs can be
inspected by a human operator. It is allowed that the inspection is done through a simple
network mechanism such as a terminal emulator, a datagram as defined in this standard or
any other reasonable method.

The minimum requirements for the log are to count the number of each occurrence. The
counter may reset itself by a manufacturer specified method.

4.3.3.2 External logging

A NF may be configured to support external logging, where non-trivial information is sent to a
logging server. In this case a “syslog” message, as defined in ISOC RFC 5424, shall be used.
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Syslog messages shall be formatted as ASCII text messages and sent as UDP packets on
port 514 and the multicast address defined in Table 6. Error messages defined in this
standard shall be reported through a simplified message as described in Table 1, where
italicised words are place-holders for data explained in the right hand column. Other
characters shall be transmitted as shown, including spaces.

Table 1 — Syslog message format

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in pointed
brackets. For the errors defined in this standard, the value 131 shall be used (facility “local
use 0” and priority “error condition”).

Version The version code. The code 1 (one) shall be used for messages from this™wersiop 'of fhe
standard.

Space One space character.

Timestamp Timestamp, containing date and time and optional UTC offseY, i i xample
1985-04-12T23:20:50-03:00. The example shows date, Afoltew ', then

local time and finally offset from UTC (3 hours west —

preflxed by a ‘+’. UTC offset can be abbreviated t =ading
-for '+). Alternatlvely the timestamp field may

Space One space character

Hostname The host name of the network node, repr e ed as th IPW in dotted decima
notation. Alternatively, this field may(ba\ SN sh character).

Space A space character /\

Appnanle The application name. Thig shallb the S |ng >b%;i?/owed by the configured SFI ¢ode if
the error originates in the or \if the r originates from the network flunction

block or “ONF” if it origi ates in the N func ion block.

Space A space cp{racter
Procid Normall thlS\{QE sho nl\(‘\Ja sp¥’character). Other values as defined in the
SysI?Q ard ay be u
Space A sp ce a er
Msgid % e}ors de%eMthNa d, this field shall be the error code as defined in Table 2.
Space %A&&Q\mﬁ\racﬁ\/\ >
Structuned /ﬁ& ield n niI (‘-*,)a single dash character) or contain information as defined in
FC

soree | < hendo a@raa}

Msg Xe f maMessage in ASCII format.
N

RSN

A "sys|og” packet shal not exceed 480 bytes and shall be sent as a single UDP datagram.

NOTE |[This ,standard does not specify requirements for equipment receiving syslog messages. This [type of
equipméntywould fall into the category of ONF. As the above specification is a subset of the full ISOC RRC 5424
specification, implementers of such equipment should refer to ISOC RFC 5424 and make sure that syslog
messages from other ONF can be received and processed without problems.

To facilitate the use of the syslog protocol, the errors defined in this standard have been
assigned a message identity as defined in Table 2.

Table 2 — Syslog error message codes

Message identity Description Sub-clause
101 SNGF buffer overflow 4.5.2
102 Datagram header error 7.1.2
103 TAG or sentence format error 7.2.5
104 Binary image error 7.3.9
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Additional information can be given in the “Msg” field, if available.

4.4 System function (SF) requirements

4.41 General requirements

(see 8.4.1)
Equipment that implements an SF shall satisfy the following requirements:

e requirements in 6.2 shall be satisfied for all equipment implementing SF;

e requirements in 7.2 shall be satisfied for all equipment implementing

IEC 61162-1

seftence transmitting or receiving function blocks;

NOJTE This also includes function blocks with the ability to send heartbeat (HBT) s

e reduirements in 7.3 shall be satisfied for equipment that i
trapsmit or receive binary image data.
4.4.2 Assignment of unique system function ID (SFI)
(see 8.4.2)
The foymat of the SFI parameter string shall be “ccxkxx’ € yo valid charact

definefl in IEC 61162-1 and “xxxx” is four numeri

An SF|implementing the functionality

NOTE |[Other SF may have their SFI str|ng frmat gtandards or the manufacturer may
choose p code. In the latter casey { mowic codes should be avoided.

The nymeric characterpstring "xx il i ce number in the range "0000" to
The npuimeric characte i ! S for an un-configured SF and shall
used by any trangmitti i val operation. However, all receiving equipmen
accep{ the “9999

Durind normal e parameter string shall be unique for all SF
IEC 61162-450 n

NOTE [It is recqmmendey-that all™§ a ship, independent on whether they are residing on one common
or not, gre given a i \

Meand shall be-provided Yy the manufacturer to configure the SFI for each SF (see 7.2.

4.4.3 Implementing configurable transmission groups

S gen given a talker mng
code in IEC 61162-1 shall use this talke c” Characters in the SFI.

that can

ers as

monic

have to

'9999"
hot be
t shall

in an

network

B.4).

(see 8.473]

Each SF shall be assigned a single transmission group for all outgoing messages. The default

for this transmission group is determined by the SFI as described in Annex A.

For each SF that the equipment implements, the manufacturer shall document the default
transmission groups the SF listens to and what sentences it expects to receive on each
group. The default transmission groups can be selected by the manufacturer from the list of

groups in 6.2.2.

Means shall be provided to configure all transmission groups to another than the default. Only

the transmission groups listed in 6.2.2 are allowed to be configured.

NOTE All transmission groups can be used for configuration, i.e., a system integrator may use, for instance the
NAVD group also for non-navigational SFs, if desired. However, an overall load analysis of the network needs to

take the actual configuration into consideration.
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4.5 Serial to network gateway function (SNGF) requirements

4.5.1 General requirements

(see 8.5.1)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.
Each serial port shall be implemented as a separate SF and assigned a separate SFI.

The default SFI shall use the talker mnemonic “Sl”.

The SNGF may implement different types of filtering with regard to what serial i ences
are refransmitted as datagrams and what datagrams will result in a serjal li being
sent. Any filtering methods shall be described in manufacturer’s docugdentatio

NOTE |A typical filtering method would be to use the destination TAG ‘d' to deter 8S | coming
datagrafns are to be sent on the serial line.

4.5.2 Serial line output buffer management

(see 8.4.2)
An SNGF function block shall provide an independent by fox each/serial port it cap send
senterjces onto. The manufacturer sha i Xi i h port.

The mpximum capacity may be config

The buyffer shall be implemented as a F i buffer,
newly | arrived sentences shall be di hese sentences are specified as
prioritized (see below). : j ~ b€ inserted into the buffer when|buffer
spacelis available. The j ; entences grouped by the TAG g (see 7/2.3.3)
may bg configurable o ifiedi

The SNGF may, le
senterice format .

manuffacturer’s docu

ecified
in the

Procegsing of

e onlyor ; ith idewtical talker ID and sentence formatter shall exist in the buffer;

NOTE |Wh t J and VDO sentences, the string beginning with the “!” character and ending with
the 7th pharac ssdlation field should be used for comparison to identify identical sentences. A match
of this [string fro arrived sentence with one in the buffer means the sentence contains the same
ITU-R M.137 1. message from the same MMSI as the sentence already in the buffer, and can then replace the older
sentencg at its position in the queue.

e if asemtence;ora TAG btockgroupedsentences, withTdemnticattatker tB—amd—sentence
formatter exists in the buffer, the new sentence or sentences will replace the existing
sentence at its position in the queue;

NOTE When prioritizing TAG block grouped sentences, several fields within the TAG block need to be compared

as well as the sentence comparisons. All of the compared components should match those of the current TAG

block group in order to the replace TAG block group in the queue. The components to compare are: The TAG block

source parameter code value, the “number of lines” portion of the TAG block group parameter code, and the
sentences within the TAG block group.

e otherwise, the new sentence shall follow the FIFO principle as described above.

If a sentence is discarded from the queue, this event shall be logged as an error internally in
the equipment as defined in 4.3.3. The equipment shall have separate error counts for each
serial port.
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4.5.3 Datagram output requirements
(see 8.5.3)
The SNGF shall format outgoing datagrams as defined in 7.2.

The SNGF shall transmit one IEC 61162-1 sentence per outgoing IEC 61162-450 datagram to
minimise delays.

4.6 Other network function (ONF) requirements

(see 8.6)

The ON as the

network function blocks (NF) on an IEC 61162 450 network

The ONF shall conform to the requirements given in 4.2.1.

The QNF equipment shall not use any IP multicast address ard as

definefl in 5.4.

by the ONF t¢ send

Documentation shall be provided dem®Onstratjrig, tha (@? act the
normal performance of the network org entcannectedto the network.

5 Low level network requireme

5.1 Electrical and mechan

(see 8.1.1)

The cable and @ ¢ ¢ -. meet the specmcatlons listed in Table 3 when
used in protected S i

The safety requ' eme lation practices specified in IEEE 802.3, 14.f and
Clausq ollo o refer to IEEE 802.3, informative Annex 67.

Fibre ppglic In R all comply with the laser safety requirements for Class 1 devices

specifi
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IEEE 802.3 Max Mechanical device Pin Cable category,
network interface connector type assignment minimum
Interface segment (protected environment)
link
distance
100BASE- 100 m IEC 60603-7-3, 8-way See b) CAT5 STP
TXS shielded modular . .
connector Two shielded twisted
IEEE 802.3, pairs
14.7 and Refer to 802.3 ANSI/
Clauses 24 Clause 3,IEC 60603-7
and 25 Figures 1 through 5 and TIA/EIA-568-A:1995
IEEE 802 3/25. and
1ISO/ 1801:1995
(Clgss D).
not See ) Terminal block See b)
specified)
100BASE-SX | 550 m IEC 61754-20
IEEE 802.3, LC type duplex optical
Clauses 24 connector. d)
and 26
1000BASE-T CAT5 STP
IEEE 802.3, Four shielded
Clause 40 twisted pairs
TIA/EIA-568-A:1995
and
ISO/IEC 11801:1995
(Class D).
1000BASE- Two multimode
S X optical fibres
IEEE 802.3,< Short wavelength
Clause 38 850 nm
802.3z)
For use \n exN viro nts, additional provisions are necessary. Consideration should be
Qi -type specified in IEC 61076-2-101, Amendment 1 for copper network cable. And
S i M d ector for external fibre optic connectorization.
B In tw maximum operating distance should be specified by the manufacturer.
b) / Thé 8-way modular connector specified in IEC 60603-7 is the “8P8C” type that has commonly
been used in desktop computer LAN connections and incorrectly but widely referred to as

"RJ457. Wires are In the order 1, 2, 3, 6, 4, 5, 7/, 8 on the modular jack; the same at each end
of a cable. The color-order from wire 1 to 7 shall be green/white, green, orange/white, blue,
blue/white, orange, brown/white, brown; the same at both ends of the cable. Refer to
IEEE 802.3, 25.4.3 and IEC 60603-7-3.

¢) The 8-way modular connector specified in IEC 60603-7 is the “8P8C” type that has commonly
been used in desktop computer LAN connections and incorrectly but widely referred to as
“RJ45”. Wires are in the order 1, 2, 3, 6, 4, 5, 7, 8 on the modular jack; the same at each end
of a cable. The color-order from wire 1 to 7 shall be green/white, green, orange/white, blue,
blue/white, orange, brown/white, brown; the same at both ends of the cable. Refer to
IEEE 802.3, 40.8.1 and IEC 60603-7-7.

d) See TIA/EIA-604-10-A:2002.
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5.2

Network protocol requirements

(see 8.7.2)

Equipment shall implement IP v4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

e ARP - Address Resolution Protocol as described in ISOC RFC 826 and as updated in
ISOC RFC 5227;

e |P — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;
e UDP — User datagram Protocol as described in ISOC RFC 768;

e IC
5.3

(see 8.71.3)

Meang shall be provided to configure the equipment to an add
172.31.255.254 (B type private addresses as described inJSOC R

netwo
the eq

5.4 [Multicast address range
(see 8.1.4)
The rgnge 239.192.0.1 to 239.192.0.

application layer protocols (see 6.2.2).

ONF équipment shall not gse

NOTE

Organizption Local Scope, and\

scopes
01005E

6 Tn

(see 8.9
6.1

This (

equipment.over a

Equipr ent-mav imnlement functionalitv for sendina receivina or both _The nrovisions
Y g Y 7 ) g

P — Internet Control Miessage Frotocol as descripbed 1n IsOC RFC /592

IP Address assignment for equipment

k address mask. The assigned IP address shall remain fixed duking normal opera
Lipment, including powering the equipment dow

for private ube.
100001 to @.

s how UDP multicast messages are used to communicate bg
Hernet network.

.0.1 to
16 bit
tion of

n the

.64.
e IPv4

defining
dresses

tween

Clause applies to both, but shall be tested independently as described in Clause 8.

in this

An example of the structure of an Ethernet frame with a IEC 61162-450 sentence is given in
Figure 2. The uppermost block shows the full Ethernet frame with the UDP user available data
block shown in white. The IP and UDP headers are included in the grey blocks. The lower
block shows the UDP user available data block with an IEC 61162-450 formatted sentence
included. The numbers above the Ethernet frame gives the size of each block. The numbers

in fron

t of the UDP user data block gives the offset from the start of the block (0 — zero).
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6 6 2 20 8 0-1472 4
dmac smac l type ip IEC 61162-450 message cre32 ‘

U b
C . IEC 61162-450 header
\ s i

10 1 0 0 0

14 1 ) n

18 3 3 4 i

22 1 9 \ $

26 il I R (0]

30 T ’ 1 2

34 3 4

38 i 6 i /ég%

42 <LF>

\s:TI0001,n:334*19\$ TIROT,123:

IEC 1015/11
ple for a SBM
ensor

6.2
6.2.1
Sende v S imum be able to use the UDP protocol as defiped by
ISOC : éd in this standard.
6.2.2 ) 3 i addresses and port numbers
Port n S ocated from the Dynamic Port range that IANA has reserved for
dynami ivate port numbers (range 49152 to 65535, inclusive).

Table {4 defmes multicast addresses and destination port numbers that shall be used when

H 4 £ ot i tH kbl [} Th H £ O ¢
tranSIT IlLIIIu Seftehtces—tom—a Syolulll HHREHOR—DTo€1 LA ...app.f‘.g O O I tO efaUlt

transmission group is described in Annex A.

NOTE The purpose of the port differentiation is to provide a mechanism that allows a certain level of load
reduction for the receiving equipment.
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Table 4 — Destination multicast addresses and port numbers

Trangsrr:li‘spsion Category I:::;:Zzzt Destination port
MISC SF not explicitly listed below 239.192.0.1 60001
TGTD Target data (AIS), tracked target messages (Radar) 239.192.0.2 60002
SATD High update rate, for example ship heading, attitude 239.192.0.3 60003
data.
NAVD Navigational output other than that of TGTD and 239.192.0.4 60004
SATD groups
VDRO Data required for the VDR according to IEC 61996 239.192.0.5 = 60005
RCON Radio communication equipment 239.192.0.6 ( 6&){@
TIME Time transmitting equipment 239. 192}}{\ ) doz
PROH Proprietary and user specified SFs 239. 19 %(ko&&\ >
USR1|to User defined transmission group 1 to 8 2{\%{%\ @to 60pP16
USRS 239.192.0
Table |5 defines multicast addresses and destination/port UXN” be used when

transn

Tab

itting binary image data.

e 5 — Destination multicast a@e\a@}{ort

uge s for binary data tranjsfer

Category Multicast Destination port
(\ address
Simple Binary image transfer. 239.192.0.21 to 60021 to 60025
239.192.0.25
Re-trg 239.192.0.26 to 60026 to 60030
239.192.0.30

Table

Tlable BZ\KtI

IR =
N

b lists other

a d ports reserved

by this standard.

Iti t addresses and port numbers for other services

Multicast
address

Destination port

Syslog

Q\ \\ \%ategory

239.192.0.254

514

The a

N

dresses 239.192.0.17 to 239.192.0.20 and 239.192.0.31 to 239.192.0.64 are re

served

for futlre-expansion-

6.2.3

UDP checksum

All devices shall calculate and check the UDP checksum as defined by ISOC RFC 768. It is
not permitted to set the checksum field to zero (no checksum).

A datagram that has an incorrect or missing checksum shall be discarded by the receiver.

6.2.4

Datagram size

The network function block shall not transmit more than 1 472 bytes of data in each datagram,
including header as defined in Clause 7.
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Receiving equipment is allowed to discard datagrams that have a size larger than the
maximum specified size.

NOTE UDP datagrams can be up to 64 kByte in size when they are sent as a number of IP fragments.

7 Application layer specification

71

Datagram header

(see 8.9.2)

71
All

A

UG

charad

“UC
“R4

R1

Incom
conter

NOTE
from thd

71

.2

and m

7.2
7.2

(see 8.9.

A

This p

more feceiv

datagr

7.2

.2

(see 8.9

This p

__Valid header

P multicast datagram shall contain one of the following string
ter (all bits set to zero) as the first six bytes of the datagram:

followed by

I PbC” for transmission of IEC 61162-1 formatted sentences as\described

Fotocol provi \ani by which IEC 61162-1 sentences can be sent to
' he protocol allows several sentences to be merged in

3)

otgcol shall be used for SBM and MSM (see Annex A) type messages. The p

a null

ng the

lifferent

bne or
to one

otocol

shall also be used for CRP message exchanges with provisions specified in Annex C.

7.2

3

TAG block parameters for sentences transmitted in the datagram

(see 8.9.4)

7.2.31 Valid TAG block

Each sentence shall be preceded with one or more TAG blocks as defined in NMEA 0183
Section 7 (see also Annex B), containing the parameter codes described in the following
subclauses. If a parameter code is assigned a value more than once in the TAG blocks and
only one value is expected, the last parameter value shall be used.
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In this standard all identities are set at the time of installation and shall not be dynamically
configurable during normal operation. The control sentences for changing parameter codes in
NMEA 0183 shall not be used during normal operation.

7.2.3.2 TAG block checking

Only sentences preceded by valid TAG blocks as defined in 7.2.3.1 shall be processed by the
receiver.

NOTE Receivers need to parse all TAG blocks and should ignore parameters that are not understood by the
receiver. For the processing specified in this standard, only the last TAG block should be used.

7.2.3.3 Grouping control — g
The g|parameter code shall be used by talkers to group TAG blocks .As a
minimlym it shall be used to group sentences that are classified as be e type
"MSMT in Table A.2, when the multi-sentence group consists of md ge. It is
not required to include the “g” parameter-code for single line sente
Receivers shall accept the g parameter code for all messag
A valid MSM type sentence where internal data fields specifies helongs to a grpup of
more fhan one message shall be discarded if the glgroup is. migsing contains incongistent
informption.
The grfoup code is determined by the s . "The iniflal group code value small be
one ("[1") and the group code incremen S ("1"). The group code shall be
reset tp one ("1") after it reaches 100, |.e. is 1-99, inclusive.
The following example shows ode Mdsed to group sentences in two different
groupg, each consistingnof two s

\g:112-34*59\ \ABVDM, 1,1, Jm4: GMUrf40g604:4,0%25

\g:2 -2—34*5A

\g:11+2-46*5C\ MBYH

\g:212-46*5F\S$AB &
7.2.3.4
The s D (SFI
see 4.4
7.2.3.5
The d| patameter code is optional and shall, if used, contain the system function ID (SFI
see 4.4 2ycorrespondingtothemtendedrecipientof the—sentence:

Multiple d parameters may be specified, if more than one receiver exists.

NOTE This may be the case for redundant control functions.

For CRP type sentences, the destination code shall be read and processed to ensure that
only the intended recipients take action on the content of the sentence. Other receivers may
also read the message, for example for voyage data recording purposes, but shall not take
any further action on the contents.

7.2.3.6 Line-count parameter — n

The n parameter code shall be used to assign a sequence number to each sentence
transmitted from a system function block. The format of the parameter value is a positive
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integer. The value shall start at one ("1") and shall be incremented by one ("1") for each
sentence or TAG block transmitted from this system function block. The parameter value shall
be reset to one ("1") when it reaches 1000, i.e., the valid range is 1-999, inclusive.

For function blocks that transmit datagram to more than one transmission group destination,
separate line counters shall be maintained for each transmission group (see 6.2.2).

7.23.7 Text string parameter — t (Proprietary data)

The t parameter code is a free text field. This standard reserves coding for proprietary TAG-
codes with the fields defined below where the leading p and the three letter manufacturer

mnemeniccode is rnqnirnd for this type of text efring

t:p<tpanufacturer mnemonic code in lower case><proprietary da

An exlample used for proprietary authentication of lines using ce for

manufacturer “mmm” might be
\g:112-34,s:TI0001,n:333*68\STIROT,123.45*6B
\g:2+2-34,n:334, t :pmmma;MD5; 0x12345678*hh\

7.2.4 Requirements for processing incoming datagrams

Any syntax error in a TAG block or a sentence sh
comple¢te datagram without any further rocess'

equipment discard the

7.2.5 Error logging

(see 8.10)

The equipment shall maipfain cou
IEC 61162-1 sentences or\jinary images,
and mpde available as|d i :

« any TAG bIo@
e TAG checksume
e TA
e TA

sfed in processing datagrams confaining
irflum, the following errors shall be cpunted

7.3

(see 8.1

7.3.1 Application of this protocol

This protocol provides a mechanism by which non IEC 61162-1 formatted data, for instance
radar images, can be transmitted to one or more receivers. This protocol supports the
transmission of images from zero bytes up to 4 billion image blocks.

Equipment using this mechanism shall be able to use one or both of the following two forms of
image transfer:

e non re-transmittable transfers where sender sends the complete binary image without any
feed-back from receiver;

e re-transmittable transfers where limited feed-back from receiver can be used to re-transmit
certain parts of the image.

NOTE The two transmission forms use the same protocol. If any party to the transmission does not use the re-
transmittable features, the protocol will automatically revert to non re-transmittable transfer mode.
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Table 7 gives a description of terms used in this application.

Table 7 — Description of terms

Term Description

DWORD Double Word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is
constructed from four consecutively transmitted BYTE, where the transmission order on the
network is most significant BYTE first followed by next most significant BYTE till the least
significant BYTE.

Null character A BYTE with the value zero

Reserved bytes A number of bytes in the datagram that may be ignored by the receiver. The reserved bytes
mey-be-additona-headerirformationthatonty-hasmeaningforrewerverstonsof-th

protocol or they may also be used for manufacturer specific purposes.

WORD One unsigned 16-bit integer (in range 0 to 65535). The WORD ig’canstructed¥rom two
consecutively transmitted BYTE, where the transmission orde the netwark issthe most
significant BYTE followed by the least significant BYTE.

aracters. The tr sMon order
thay n, additional trailing
coded inNB0O 188509-1

STRINQ[n] A sequence of exactly n BYTE, interpreted as a string
on the network is left-most character first. If the string\s sho
bytes shall be set to null character All strings in theshe
(ISO Latin 1).

7.3.2 Binary image structure

The binary images are transmitted oveg 8
image|structure is a sequential and ufpadded stre wided into three main groups:
Header; Binary image descriptor and Bigary\jma < ble 8. The Header is needed
for symchronisation and data integrity vah Q. binary image descriptor is needed for
the de ‘ image
transfg

r mgre datagrams. The [binary

<8\
N\ 3 } )qeader

/\ BNi%&{e >scriptor (Only in first datagram)
AN

(\ }nary image data fragment

(\ \ \ Header (zero or more)

/\\ \\ \ \/éinary image data fragment (zero or more)

A minimum binary iMage transmission will consist of the three first blocks where the [Binary
image|fragment may have zero length.

The Header shall be repeated as the first element of any datagram that contains Binary image
data fragments.

7.3.3 Header
7.3.3.1 Header format

The purpose of the Header is to provide the data transfer status to receivers. This allows a
receiver to identify if there is any data loss during image transfers, and how much data loss
occurs. In addition, the Header is used to provide a re-transmission mechanism for re-
transmittable image transfer.

The Header format is defined in the Table 9.


https://iecnorm.com/api/?name=b728b543dff70f65e950d53467c2cfb3

- 26 - 61162-450 © IEC:2011(E)

Table 9 — Header format

Data item TYPE Description

Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character,
see 7.1.1.

Version WORD Defines the header version. The header version with value 1 is defined in this
standard. Extensions and/or modified versions may update this value

SrclD STRING[6] Define the source system identifier in format "ccxxxx”, see 4.4.2.

DestID STRING[6] Define the destination system identifier In format “ccxxxx”, see 4.4.2. When
Destid = "XXXXXX”, then any device can be a destination.

Type WORD Identifies the information in the Header.

BlockIP DWORD Binary image block identifier. The initial value is randomfy generated, withjn a
range 0 to (232 — 1 =42949672950) and is increment y 1 afteNa~whold block
is transmitted. A (\

SequephceNum | DWORD Defines the sequnce number of the binary image blogk:Nn ACK,_this is bsed to
inform the sender what block was last receiv/e{

MaxSqquence DWORD The number of datagrams needed for the t iSsi isN\tmage data|block.
When SequenceNum is equal to MaxS enge, it me at thig"datagrgm is

i for DATA tylpe
be 0.

7.3.3.2

Headg
used t

° uR

e “RIUdP” — Re-transmitfdble bipa

7.3.3. Version
Defines the heac@e
7.3.3. Source @

For trgnsmission

shall be “XX

7.3.3.

Mess

nsfer mode but shall |not be

giver, the field shall contain the destination SFI. The field

o DATA (0x01) This type is used for transmission of binary image data including |[image

desgcriptor.

¢ QUERY (0x02) This type is used by the sender to query the reception status from the
receiver. The length of this message payload is always zero (0). It is recommended that
an image sender sends a QUERY message if there is no ACK message for 1 s after a last
datagram of the image block is sent or after a QUERY message is sent.

e ACK (0x03) This message is used as an acknowledgement from the receiver. This
message is transmitted by the receiver either when a whole binary image is received
without any error or when errors occurred during the binary image reception, for example
one sequence number is skipped. Also, when a receiver receives a QUERY message from
the sender, it also responds with an ACK message.

Non re-transmittable transfer makes use of only DATA message but re-transmittable transfer
uses all messages.
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7.3.3.6 Image block identifier

Block identifier is used to identify each image block. Since an image block is fragmented into
several datagrams, the block identifier is used to assemble one or more datagrams into an
image block in a receiver.

7.3.3.7 Sequence number and maximum sequence number

Sequence number (SequenceNum) and maximum sequence number (MaxSequence) is used
for segmentation and re-assembly purposes. When a receiver gets a datagram, it checks the
sequence number and maximum sequence number to determine if any errors have occurred
or if it has received a whole message.

The sequence number is also used in ACK messages. In ACK messg he. sedquence
numbdr identifies the last message the receiver receives without 3 Kimum
sequence number is not used for control (Query) messages.
7.3.4 Binary image descriptor structure
The bipary image descriptor format is defined in the Table
Table 10 — Binary image d sc§r7tor or
Datg item TYPE /\& x\/D{és |r\)\’|on\>
Length DWORD Defines the ar age desgrip ength in/ bytes. This is the length of the
header as defined in this\claus |nc|u e reserved bytes.
imagelength DWORD Deflngs the | gth of the content in bytes, excluding headers aphd
descriptor.
Status|of return. A zero is returned for normal operation. Ngn-
acauisition WORD zer e to indica n error condition. A descriptive text may bg put
q the st i mation text field
Devicd B our viceNas binary value, 1 => equipment 1, 2 => equipment P, etc.
valye<c be etween 1 and 255
Channgl BYW\ Sub ISIO acc d|ng to data source (device), values from 1 to 255, defaplt = 1
TypelLéngth BY/'PE\ Iength the DataType field.
This st\h'rg/defmes the data block encoding by assigning a MIME content fype
to the_data block for the server followed by null character. For example,
DataType STRINE{n eljpeg” is used for JPEG image type.
<\ The image quality shall comply with the image test of IEC 61996-1
N
_Status a_nd Status information (e.g. successful operation or error codes). This may b¢ one
informption RINGRn] ) . .
text or more strings, each terminated by a binary null
NOTE |1\ I here is no error check for the binary image header contents as this is handled by the UDP lajyer. In
this speetfieation—bR-theaderehecksum-is—tmandatery-
NOTE 2 MIME is Multipart Internet Mail Extensions. The MIME content type was originally used for email
services but is widely used for many other applications including Web. Also, it has flexibility to support new
media types. The specification of the MIME content type and registration is defined in ISOC RFC 4288 and
4289.

The Device and Channel fields are defined by the application and may be used by receivers
to determine how to process the image data.

DataType shall be encoded by the MIME content-type which is “type/sub-type”, and is defined
by IANA. Table 11 illustrates some examples of MIME content type for image and compressed
data. More updated information is available on the IANA  web site,
http://www.iana.org/assignments/media-types/.
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Table 11 — Examples of MIME content type for DataType codes

Content type File extension MIME type/sub-type
GIF gif Image/gif
Microsoft Windows bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD tar format tar application/x-tar
DOS/PC - Pkzipped archive zip application/zip

7.3.5 Binary image data fragment
The package data format is defined in Table 12.
Table 12 — Binary image data fragment gi\

Datp item TYPE cr\;{tloq{\\

Datablpck BYTE[datalength] This item is the data eithe Mew block.

UDP header) minus any headers

m the
nt. All

datagrams except the first datagram i j requires two headers (Header +

Image|Descriptor), carry only one headerHe

The image fragment length i

NOTE |[There is no error check fer the\gata conteqt

7.3.6 Sender proce
7.3.6.1 Qr

The following stegs are

c) an|image-blotk
dafagram is put into the sending buffer;

ig” split into datagrams whose size is less than 1 472 bytes ang

n it is
+1is

each

d) getthe-first-datagramofthe-image-bleck:

e) assign a sequence number, which is assigned by zero initially and incremented by one;

f) compose a header including token, source id, destination id and maximum sequence

number;
g) send a datagram to the network;

h) if all datagrams of the image block are not transmitted, get a next datagram and go to

Step (e);
i) otherwise, then go to Step (a).

7.3.6.2 Re-transmittable sender process

The sender processing steps for re-transmittable binary image transfer is as follows:

a) a sender process waits until it gets an image block including image descriptor;
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b) a block identifier is assigned for the image block (if this is the first image, then it is
assigned randomly. Otherwise, the block identifier of the previous image block + 1 is
used);

c) an image block is split into datagrams whose size is less than 1472 bytes and each
datagram is put into the sending buffer;

d) get the first datagram of the image block;
e) assign a sequence number, which is assigned by zero initially and incremented by one;
f) set re-transmission counter zero(0);

g) compose a header including token, source id, destination id and maximum sequence
number;

h) sepd a datagram to the network;

i) if [he sender receives an ACK message, whose sequence n
mgximum sequence number,

e |get a datagram whose sequence number is sequence
one,

e |increase re-transmission count by one,
e |go to Step (e);

j) if gll datagram of the image block is not transmit
o |[get a next datagram,

e |go to Step (e);
k) otherwise,

e |seta ACK timer,

e [wait for an ACK mg

Kimum

m) if the send . essage whose sequence number is less than the
magximum se

7.3.7 Receiver process for binary image transfer

7.3.71 Non re-transmittable receiver process
The receiver process steps of the non re-transmittable binary image transfer is as follows:

a) waits for receiving new datagram;

b) if the block identifier of the received datagram is not equal to that of the previous
datagram,

o if there is any data in the receiver buffer, it is delivered to the SF,
e the receiver buffer is cleared;

c) put a datagram into the receiver buffer;

d) if the sequence number is same as the maximum sequence number,

e the all data in the received buffer is delivered to the SF,
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e the receiver buffer is cleared;
e) go to Step (a).

7.3.7.2 Re-transmittable receiver process

The re-transmittable receiver process steps are performed only by the receiver whose
identifier is same as the DestID in the Header as follows:

a) waits for receiving new datagram;

b) if the received datagram is QUERY message then,

e compose a Header with the block identifier and sequence number of the previous
datagram,

e [send a datagram to the sender,
e [go to Step (a);

c) if the block identifier of the received datagram is not egua 3 2_previous
dafagram,

o |if there is any data in the receiver buffer, it is deliver

e |the receiver buffer is cleared;

s one, then,

j=s
c

e |compose a Header with the B evious

datagram,
e [send a datagram to the sender,

e |go to Step (a);

e) pul a datagram into the reseiyer buffe
sequence number,

eljvered to the SF,

f) if the sequence nu

o |all the datani
o therecei\i}
9) 9
7.3.8

o

7.3.8.1

Both n ansmit

proces

7.3.8.2 Multiple binary image blocks

A receiver that receives a binary image block more than once shall ignore all but one of the
transmissions.

NOTE It is allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary image blocks, each of the blocks shall have the
same size and same header information.

7.3.8.4 Maximum outgoing rate

The data volume for each binary image source shall not exceed 2 MBytes per second.
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NOTE This provision is included to guarantee spare network capacity for other transmissions in between the
blocks of a large binary image. When the image is transmitted as multicast it will flood the network and can inhibit
transmissions of other data.

7.3.8.5 End of transmission

The receiver shall assume that a transmission has ended unsuccessfully when it gets a binary
image block with a new BlocklD. Then the receiver stops the current receiving process and
becomes ready for the new image block receiving. The transmission shall also be considered
finished when the last block is signalled by the SequenceNum from the sender. When a
receiver gets the last block, then it sends an ACK message to the sender so as to start new
image block transmission.

The sgnder shall assume that a transmission has ended unsuccessfully 5 more
than three re-transmissions of the binary image blocks including g 5. The
sendefr assumes that the transmission is successfully finished oty \f i ivessan ACK
message with the SequenceNum which is equal to the MaxSequence P sgion is
ended| a sender starts a new transmission if necessary.

7.3.8.6 Gaps between ACK messages

In general a receiver shall, immediately after Ioss d i to the
sende 9 ers or
by findi : e ACK
message and re- transm|SS|on of lost da . i nder’s
respor i 3 nother
ACK message. However, when a receiver re 3 e i nd an
ACK message immediately to the sendg

7.3.8.7

The maximum number [0f re-txtansmjssj i ¢ i . i quires
more Sissi a new
image

In addjtion to data ) Aswission, - i in case
the cdg g i control
message is tra

7.3.8.8

Re-trapsmissi managed at the sender. A sender sets the re-transmissior| timer
when geither_a ilnage block is transmitted and waits for an ACK message, or a ¢ontrol
message (QUERY essage is transmitted. When the re-transmission timer expirgs, the
sendef (f€>) transmits a QUERY message and sets the timer again unless the re- transnrlssmn
COUnt 1 IUaUhUO LhIUU

7.3.8.9 UDP port and IP addresses

Multicast addresses and ports for the service type are given in Table 5. As a default,
addresses for simple and re-transmittable imager transfer service shall be 239.192.0.21 and
239.192.0.26 respectively. As a default, the port for simple and re-transmittable binary
transfer shall be 60021 and 60026 respectively.

NOTE The radar should support configuration of the VDR port number and IP address.

7.3.9 Error logging

Equipment shall maintain a count of the events of invalid binary image structures processed
and make the count available. As a minimum, the following events shall be logged:
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the number of image blocks where errors occur;
missing datagrams;

unrecognized header.

8 Methods of test and required results

8.1

Test set-up and equipment

The following test methods require test equipment capable of transmitting and receiving UDP
datagrams over the Ethernet interface and the use of a network protocol analyser The test

ahall ba caonabhla ~Af oo iy Hn tharnat intarfann onnra e o for tha

evice

equipm
under

The te
define

Simulg

e (ge
COlI

IEC

e ge
syf
e ge
8.2
8.2.1

(see 4.4

Verify

againgt the releva

At = arnat 3 £ 1o r
HFeRt—SHAat—bBe o PO oTC— U ouUpP POt g e e T et ac o urJPI\J'JIIuI.U TOT—tIr e

test. The equipment shall also be capable of generating invalid data

Jin 6.2.2.

tion equipment is required capable of

1)
through i@ i

8.2.2

ports

ctically
xceed

bntent,

tested

—Network infrastructure equipment

(see 4.2.2)

If the device under test is an IGMP snooping or CGMP enabled switch, confirm that IGMP
snooping or CGMP can be disabled and that the documentation describes how to disable it.

Confirm by inspection of manufacturer provided information that the device under test does
not provide the functions of router or a repeater hub.

8.3
8.3.1

Network function (NF)

Maximum data rate

(see 4.3.2)
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Confirm by inspection that the manufacturer has specified the maximum datagram output
rates as specified in items a) to c¢) in 4.3.2.

After activating all NF ports of the equipment under test with the specified maximum
aggregate datagram rate as specified in 4.3.2, check that the performance of the equipment is
not degraded in any way.

8.3.2 Error logging function

(see 4.3.3)

Confirm the manufacturer has provided means to inspect a log of detected errors.

NOTE |[Tests for the errors to be logged are given in 8.5.2, 8.8, 8.9.2, 8.10 and 8.11.4.

Confirm that, if external data logging capability is provided,
messdges conforms to the manufacturer’s documentation and the re

—

Syslog
2.

8.4 [System function (SF)
8.4.1 General
(see 4.4.1)

For S
accord

hce in

8.4.2

(see 4.4.

Check

8.4.3

(see 4.4.

Check
docum

ck that
device.

8.5
8.5.1

(see 4.9.

Check] that it is possible to enter unique SFls for all serial ports of the device and that the
mapping of SFI to serial port is correctly implemented by analyzing the UDP datagrams.

Check that documentation is available describing any filtering used in the device.

8.5.2 Serial line output buffer management

(see 4.5.2)

Verify the output routing by feeding the network under test with datagrams containing
sentences for all available serial outputs and check that sentences are routed to the output
ports having the set SFls.

Verify output buffer overflow handling by increasing the datagram data rate until possible
capacity of the serial lines are exceeded and check that
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e sentences are correctly discarded, maintaining the FIFO order and not affecting sentence
integrity,

e the buffer overflow events are logged as required.

Verify required functionality for prioritized messages by repeating the test with the unit set for
prioritized messages and check that behaviour is correct.

Verify message buffer integrity by repeating the test also with grouped messages and check
that overflow handling maintains group integrity, meaning that whole groups are discarded,
regardless of the prioritized message setting.

8.5.3 Datagram output

(see 4.4.3)

Verify | datagram conversion by feeding the input ports of the
sentenices and check that these are transmitted in UDP datagram
SFI.

The tept sentences should include TAG blocks and grouped™

8.6 |Other network function (ONF)

(see 4.4)

Verify |by inspection of the manufacturexs dogc f ONF

is proVided as described in 4.6.

Verify |using the test equi d i . of the

8.7 Low level netw
8.7.1 Electric@

(see 5.1)

Verify |[by obse ' ) bn the
equipment.

Verify |by™ rfaces

meets|the regdirements of Table 3.

Verify |by  inspection of manufacturer documentation that the laser safety requirements for
Class [l_devices are met.

8.7.2 Network protocol

(see 5.2)

Confirm by inspection of documented evidence that the relevant IEEE 802.3 data link protocol
is used.

Verify using the network protocol analyser that IP (Version 4) protocol is used and that no IP
option is used.

Confirm using ping program that each device supports the network protocols specified.
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8.7.3 IP address assignment for equipment

(see 5.3)

Confirm by observation that means are provided to configure an IP address for the device.

Confirm that an IP address for the device is configured with the range of 172.16.0.1 to
172.31.255.254.

Using the test equipment described in 8.1 and documentation provided by the manufacturer,
verify by transmitting and receiving data that the equipment does not change its IP address
and IP port settings after an OFF/ON power cycle.

8.7.4 Multicast address range

(see 5.94)

Verify lusing the network protocol analyser that each datagr ceived

with thle multicast address 239.192.0.1 to 239.192.0.64.

8.8 [Transport layer

(see Clguse 6)

Verify |that UDP messages are transmitted ard i h of the appropriate port
numbsg \

Verify
Verify
Verify

8.9
8.9.1
(see 7.9.

Using i ibed in 8.1 and documentation provided by the manufacturer
verify t| g.and keceiving data that each SF and SNGF port of the equipment|under
test c4g vwe/I[EC 61162-1 sentences and allows several sentences to be merged
into or :

8.9.2 Datagram header

(see 7.1)
Check that all UDP multicast datagrams are headed by:

e “UdPbcC” for transmission of IEC 61162-1 formatted sentences;
e “RaudpP” for transmission of binary images;

e “RrudpP” for transmission of re-transmittable binary images;

followed by a null character (all bits set to zero) as the first six bytes of the datagram.

Check that incoming datagrams with an unknown header are discarded without processing the
content beyond the header.
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Verify that UDP datagram can be logged if UDP header is unrecognized or invalid, or has a
UDP checksum error, including receiving datagrams with a zero checksum.

8.9.3 Types of messages

(see 7.2.2)

Using the test equipment described in 8.1, and documentation provided by the manufacturer,
verify by transmitting and receiving data that each SF and SNGF port of the equipment under
test can send and receive each of the message types specified by the manufacturer; one or
more of SBM, MSM and CRP. For CRP messages, verify that the requirements of Clause C.4
are met by inspection of recorded datagrams and, in the case of timeout handling, the
equiprnentserror tog data.

8.9.4 TAG block parameters

(see 7.4.3)
8.9.4.1 Test of the transmitter

Verify jusing a receiving protocol analyzer that

e alllmembers of group have same group code value,
e next group code value after 99 is 1,

e thg device under test transmits the i arate test cases — defaylt and
comfigured),

o if Used, the device under test transry
e ling¢ count value increments for eachi Iin after 999 to 1,

o thg heartbeat sentenc BT i itted-at least once every 60 s,
e thg device under te spces preceded by a valid TAG block (for eample
“\s]110001,n:23 31\§LCE 420 2 N,04030.987,E,,A,A*7TC<CR><LF>") into the network.

Test@

e lings withou e not used as defined in 7.2.3.1
e ad containing syntactically correct parameter codes (for edample
“\z afined in this standard is transparent to normal operation,

e TAG block lines™with the device under test as destination are processed.

8.9.4.3_ Test for bidirectional communication

If the network under test supports CRP then using a bidirectional protocol analyzer verify that
source and destination are correct in the CRP communication.

8.9.4.4 Configuration

Verify by inspection of documentation that it is not possible to dynamically configure any
identities after installation.

8.10 Error logging

(see 7.2.5)
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By feeding test sentences with variable contents into the network, verify that the network
under test processes only sentences preceded by a valid TAG block as defined in 7.2.3.1 and
verify that

lines with TAG checksum errors increase the corresponding error log count as defined in
4.3.3,

lines with TAG syntax errors increase the corresponding error log count as defined in
4.3.3,

lines with TAG framing errors (i.e. missing \ character at start, stop and between adjacent
TAG blocks) increase the corresponding error log count as defined in 4.3.3.

Checkrtramdtimg—of—ncorrectmessages by feeding—theetwork—under—test—with—semnfences

having

e incprrect syntax,

e incorrect checksum,

e incorrect message length.

Verify that these sentences are discarded and that the netwQ e updated

8.11 [Binary image transfer using UDP multicast

(see 7.3.)

8.11.1| Sender process test

8.11.111

Using j test set-up with no

e header tokens are $x

e heqder versiopis

e srdlDis corr@s

e destID is set by

e BlqgckID is randomiy™g Henever sender restarts,

e BlgckID g MaxSequence are correctly set,

o thg |F kS port numbers are assigned by one of the addresses for npn re-
trapsm

e thdre is ne ponse when a receiver sends any ACK messages.

8.11.112/,Re-transmittable image transfer

Using a test set-up with re-transmittable binary images, verify that

header tokens are set correctly,

header version is one (=1),

SrcID and DestID is correctly set by “ccxxxx”,

BlockID is randomly generated whenever sender restarts,
BlocklID, SequenceNum and MaxSequence are correctly set,

the IP address and port numbers are assigned by one of the addresses for re-
transmittable binary image transfer,

a new data transmission is started after an ACK message, whose SequenceNum is equal
to the MaxSequence, after all data is transmitted,

a QUERY message is sent when there is no ACK message after all data is transmitted,
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a QUERY message is sent when there is no ACK message after a QUERY message is
transmitted,

e image data is re-transmitted when an ACK message, whose SequenceNum is less than
the MaxSequence, is received,

e the number of re-transmissions including the number of QUERY message is always less
than or equal to three,

e new data transmission is started when the number of re-transmission including the number
of QUERY message is more than three,

e log messages are correct.

8.11.2[ Receiver process test

8.11.2{1 Non-retransmittable image transfer

Using ja test set-up with non re-transmittable binary images, verify t

e mgssages are received correctly on given IP and port addre
e thd received messages are the same as that of the tran \ there is any loss,
e any log information is provided if there is any loss,

e log messages are correct.

8.11.2|2 Re-transmittable image trai

e an| ACK message is tra i o the
MaxSequence with thexsa i

e an|ACK message|i i in the

SefjuenceNu e i
e arnew receivi :
o thg

e ths
different

k with

e log
8.11.3

Using p test set-up~with binary images, verify that

e thg device and channel is correctly set

e image length in the descriptor is the same as the size of the received data,

o the received data format is the same as that of the data type in the descriptor.
8.11.4 Image transfer error logging
Using a test set-up with binary images, verify that the following events can be logged

¢ number of image blocks where errors occur,
e missing datagrams,

e unrecognized headers.
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A1

Table
an SF

Table
types

e semsor broadcast message (SBM) see 3.18,
¢ multi-sentence message (MSM) see 3.12,

e command-response pair (CRP) see 3.4.

A.2

Table
identif
senter]
identif
MISC

Propri
transn

Annex A
(normative)

Classification of IEC 61162-1 talker identifier
mnemonics and sentences

General

A.1 gives a mapping from talker identifier mnemonic to a default transmission gr

up for

A.2 classifies each of the IEC 61162-1 sentence formatters as
bf message

Talker identifier mnemonic to transmi

PEC 61162-1 talker identifier mnemonics

f three

talker
mitting
bup is
se the

Hefault

N\}I’*qupment ] Talk_e_r Transmission
identifier group
N}\g/tra\\&quleMpilot) general AG NAVD
agnetic AP NAVD
Automwﬁcation system Al TGTD
Bilge system BI MISC
Bridge navigational watch alarm system BN VDRD
Communications: digital selective calling (DSC) CD RCOM
data receiver CR RCOM
satellite Cs RCOM
radio-telephone (MF/HF) CT RCOM
radio-telephone (VHF) cv RCOM
scanning receiver CX RCOM
Direction finder DF NAVD
Duplex repeater station DU MISC
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. Talker Transmission
Type of equipment

identifier group
Electronic chart system (ECS) EC NAVD
Electronic chart display and information system (ECDIS) El NAVD
Emergency position indicating radio beacon (EPIRB) EP RCOM
Engine room monitoring system ER MISC
Fire door controller/monitoring system FD VDRD
Fire extinguisher system FE VDRD
Fire detection system FR VD

Fire sprinkler system F;/\ §<\D1\D

Galileo positioning system Gk\ NA\M{

Global positioning system (GPS) G\P\\ \NM
GLONASS positioning system \\QL\ \/&AVD

\®N\/ NAVD

/ \yc NAVD
\ HE SATD

Global navigation satellite system (GNSS)

Heading sensors: compass, magnetic /\(X\/

gyro, north se}KQ \ \
fluxgate /A HF NAVD
/ng non-nor h\ieek\\g\ \ HN SATD
Hull door controlle |to\»& system ~ y HD VDRD

Hull streswthl%\/\ \ \ HS VDRD

Integrate&@kﬂg\tiﬁor& \ Il MISC

Integratedgaé\élgition \/x IN NAVD

LORAN: &Y*'N’ Lc NAVD

vigkﬁon{i\g\m\\co}tiollé\/ NL MISC
Radar ngortata patting RA TGTD

Propulsion~machinery including remote control RC MISC
Sounder, depth SD NAVD
Steering gear/steering engine SG MISC
Electronic positioning system, other/general SN NAVD
Sounder, scanning Ss MISC
Turn rate indicator TI SATD
Microprocessor controller upP MISC
(0<=#<=9) User configured talker identifier U# MISC
Velocity sensors: Doppler, other/general VD NAVD

speed log, water, magnetic VM NAVD

speed log, water, mechanical VW NAVD
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A3

Table
senter

Type of equipment ) Talkle.r Transmission

identifier group
Voyage data recorder VR MISC
Watertight door controller/monitoring system WD VDRD
Water level detection system WL VDRD
Transducer YX MISC
Timekeeper, time/date: atomic clock ZA TIME
chronometer ZC TIME
quartz ZQ TIME
radio update yAY, /WE

Weather instrument Wi & NA\hS\
Serial to Network Gateway Function@ MI C

a 'tlj'lhisktalker is not defined in IEC 61162-1, but included here for?Q\\\Q\

ocks.

A.2 classifies the existing IEC 61162-1 f
ce formatters for MSM and CPR

List of all sentence formatters and the se

elated

riotion ﬁ % g Related sentence
P ) s o formatters
Q nt ce X | Any reply message

AAM WayMWar X
Ak |AIS sedand bigary & }/aSt X ABK, ABM, AIR, BBM

ackriowl men
ABM %\e\\ﬁnd safety related X ABM

essa

@A neI as gnment message X ACA, ACS
ACK \{\%oww\a/ X |ALR, ACK
ACS «-AIS anpel management information source X ACA, ACS
AIR| AIS Interrogation request. ABK
ARND HLKI]UWIEUQB detattatarmrcondition ALA, ARND
ALA | Report detailed alarm condition ALA, AKD
ALR [ Set alarm state ALR, ACK
APB Heading/track controller (autopilot) X

sentence B
BBM | AIS Broadcast binary message X BBM
BEC Bearing and distance to waypoint — dead X

reckoning
BOD | Bearing origin to destination X
BWC B_earing and distance to waypoint — great %

circle
BWR | Bearing and distance to waypoint — rhumb line | X
BWW | Bearing waypoint to waypoint
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Description E E % Rel?;e"c:l:ﬁre\':gnce
x| |mes
CUR \é\;atz;er current layer — Multi-layer water current X
DBT | Depth below transducer
DDC | Display Dimming Control
DOR | Door status detection X DOR /\
DPT |Depth X /\\ .
DSC | Digital selective calling information X /\
DSE |Expanded digital selective calling X \ \/
DTM | Datum reference X \ \ \ )
ETL [Engine telegraph operation status X < \‘ \
EVE | General event message /(— \
FIR |Fire detection (Hx RR )
FSI | Frequency set information (\ /\ N
GBS | GNSS satellite fault detectionC_ I x Y M
GEN | Generic binary information > /
GFA | GNSS fix accuracy and integrit& ~ D X
GGA | Global positioni/ug\{ystewé)\fixﬁga\ X
GLL Geographickpoéi(@nXLétitude/%n\Nde\} \\ X
GNS | GNSS fix dht IS «x
GRS GN(;é\e\ng}yesidua)s X
GSA | GNSS.BOPand activagafeliites X
GST GNS/S/b\}a{dor ge\\oiséjségs fcs X
GSV | GNSS satellitegtin View X
HBT Heaﬁbeé{sbger@n}entence X
@G lﬁad&g,\a\evie}l\'\on and variation X
HDT] HeRding\rie/ X
HMR [ Hezuing mbnitor receive X |HMs
HNMS-/| Heading monitor set HMR
HSC—-Hoadinrg-steerirg-command X
HSS [ Hull stress surveillance systems X
HTC [ Heading/track control command HTD
HTD |Heading /track control data X |HTC
LR1 [ AIS long-range reply sentence 1 X LRF, LRI
LR2 | AIS long-range reply sentence 2 X LRF, LRI
LR3 [ AIS long-range reply sentence 3 X LRF, LRI
LRF | AIS long-range function X LR1, LR2, LR3, LRF
LRI AIS long-range interrogation X LR1, LR2, LR3, LRF
MEB | Message input for broadcast command X CBR
MSK | MSK receiver interface X
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Description E E % Rel?;e"c:l:ﬁre\':gnce
MSS | MSK receiver signal status X
MTW | Water temperature X
MWD | Wind direction and speed X
MWYV [ Wind speed and angle X
NAK | Negative acknowledgment X | ALR, NAK
NRM | NAVTEX receiver mask NRX /TN
NRX | NAVTEX received message X /\\
0SD | Own ship data X /\\ \
POS Devi_ce po_sition and ship dimensions report or \\ \\/
configuration command }\
PRC | Propulsion remote control status X \ \\\ \
RMA c}?;t%ommended minimum specific LORAN-C }/_ \ 0 \\)
RMB :'\;?cc):ronrrargggded minimum navigation g \)
RMC | Recommended minimum spec?fﬁ:\G\NSS(d*a (5 X A
ROR [ Rudder order status X \ /
ROT | Rate of turn /A \ k\
RPM | Revolutions \ <\ \X\/
RSA | Rudder sen30|<ng\e\ f\\ \) ><
RSD |Radar systefk\dat\a\ O\ ) X
RTE [Routes [ NN N N N\ X
SFI Sceﬂ\mg}freﬁjencyworﬁlon X
sSD | Als shipGstatiodatac X AN X
STN | Multigle ata D, / X
THS [frive nading and status X
TR | Rarget labe) \ X
%bl\ et \n'ﬂkde ahd longitude X
TRC [Yhauster control data X TRD
TRD ThrusMsponse data X TRC
TRD [ Tracked Target Data X
TTM | Tracked target message X
TUT [ Transmission of multi-language text
TXT [ Text transmission
UID | User identification code transmission
VBW | Dual ground/water speed X
VDM | AIS VHF data-link message X Sometimes single
VDO [ AIS VHF data-link own-vessel report X
VDR | Set and drift
VER [ Version X
VHW | Water speed and heading X
VLW | Dual ground/water distance
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Description E % g Related sentence
n s o formatters
VPW | Speed measured parallel to wind X
VSD [ AIS voyage static data X
VTG | Course over ground and ground speed X
WAT | Water level detection X
WCV | Waypoint closure velocity X
WNC | Distance waypoint to waypoint X /TN
WPL | Waypoint location X /\\
XDR | Transducer measurements X /\\ \
XTE | Cross-track error, measured X \ \/
XTR | Cross-track error, dead reckoning X < \ \ >
ZDA | Time and date x [P\
ZDL |Time and distance to variable point )’/‘ N \\/
ZFO | UTC and time from origin waypoint X D >
ZTG | UTC and time to destination waypoint

(¢

&
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Annex B
(informative)

TAG block example

NOTE Abbreviations related to the IEC 61162 series of standards and NMEA 0183 series are not included in the
below example. For their meaning refer to those standards.

B.1 Validity of this information

NMEA|0183 series defines the syntax and semantics of the TAG block. Annex 'shjows a
few examples of how the TAG block can be used in relation to thj these
examples are included for information only.
B.2 |TAG Block structure in this standard
The T es for
the TAG block.
NMEA stener
destin
TAG b ard in
the TA
A TAG fences
and is rk.
One use of the ptwork
Functipn block (

\s:G

1225
In the 3 entified is a system function block with implied talker identifier
“‘GP” ey umber
"00021. € pment
numbe . Other equipment listening on the same transmission grolip can
also re GNSS
sourcs.

\g:11+2%98,n:248,s:AT0002*76\

I ATVDM 1 fa) ol ala OO L TITIIT T [ WaWaAW/IE 1 WK
. TT7 YAEN2 7 Iy, O T XTI T T CUUTPDITC O

\g:2-2-98,n:249,s:ATI0002*74\
'AIVDM,2,2,9,A,?84bDO0RURCOH13p0kkQ1@0000000,2*16

In the second example shown directly above, the "g" character is employed to group the
sentences from an AIS source identified with SFI “Al0002”. The g code is divided into three
fields where the use of each field (from left to right) are:

1. The line number for this particular TAG block and associated sentence.
2. The total number of lines.

3. The group code. Used to differentiate between different groups of TAG blocks and
sentences.
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\g:1-2-34,s:HE0003,n:23,d:VR0001*3C\$SHETHS, 181.3,A*26<CR><LF>

In this third example the gyro compass with SFI “HE0003” is providing its data to the
destination device which is a voyage data recorder with SFI “VR0001”. In this case the
destination code is strictly speaking superfluous as all devices listening on the transmission
group can read and process the information.

Parameter codes and data for use in the IEC 61162-450 protocol can be located in different
TAG blocks and the same parameter code may occur several times. In this case the last
occurrence (reading from left to right) of the parameter code should be used.

\g:1-2-
98,52 TATS 027 IT . 40, A TO60205 AT DT, ,1, J,n,54a5,11u —uvvn.;—vouufxy AQDOO

00000p0000016BHQ, 0*7B

This i shown in the last example which is a variant of first line of the g hbove.
In this|case the grouping information should be taken from the left - hlile the
line nymber and source code should be taken from the right most S ih fhe left
most TAG block is not in IEC 61162-450 format and does presymably¥ ilN\{nfo jon not

intendgd for use in this protocol.

In general a TAG block will consist of a list of garame Each
parampter code and associated value code is separ 7 value
pair is|[separated by a colon.

The mjaximum length of a TAG block is at the

start apd the end of the TAG block.

B.3

Table block

within

Parameter-c de\ wtion Form of parameter value
d DESQnéﬁandenﬁﬂcaﬁon Alphanumeric string (15 char. maximum)
/\E'N \\ \S\ente}ée-grouping Grouped numeric string (alphanumeric)
n Li})e-count Positive integer
s Source-identification Alphanumeric string (15 char. maximum)
t Text Free text, including proprietary information
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Annex C
(normative)

Reliable transmission of command-response pair messages

C.1 Purpose

The rules that are listed below are included to promote reliable bidirectional exchanges of
sentences classified as command-response pair (CRP) in Annex A. All equipment making use

of CRFP message exchanges shall follow these rules.

C.2 |Information exchange examples

Examples of bidirectional communication where command 0
include

e query for sentences,

e alagrm and acknowledge,
e eqlipment initialisation with response succes

e command followed by data or stat

Although the content differs, the informa ar in structu

C.3 |Characteristics

Two parties exist in the\cam gure C.1. The Network device 1 (N
transmitting the eomm transmitting a response
procegdsing of th

ND2
|
|
I.

| Send

pal ically

re.

as a result

response

IEC 1016/11

occur

D1) is
of the

Figure C.1 — Command response communications

C.4 Requirements

The requirements for reliable communication include:

e TAG block parameter “s” shall be used to uniquely identify the source of the sentence;

e TAG block parameter “d” shall be used to uniquely identify the destination of the sentence;

e TAG block parameter “g” shall be used to group sentences if required;

[y ]

e TAG block parameter
transmitted from a system function block, if required;

e timeout handling to detect loss of messages;

n” shall be used to assign a sequence number to each sentence
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e optional timestamp to limit the effect of time delays for transmission.

C.5

C.5.1

Data flow description

Heartbeat messag

e

The heartbeat sentence (HBT) is intended to inform that the unit is in normal operation, if no
other requirements specify other messages for this purpose, for example as done in C.5.4. It
shall be sent at a stated interval. The example below transmits interval set to 60 s and shows
the sequential sentence identifier incremented from 3 to 4 to distinguish sentences.

C.5.2
This e
\s:I]
The re
\s:N
or if uf
\s:N
orifa

\s:N
Bloc

orifa

\s:N
sent

C.5.3

Figure
to aler|

K * 7C<CR><LF>

bad checl@'

0001,d:INQ
bnce*46<CR

KO001,n:123*01\$SYXHBT, 60,A, 3*23<CR><LF>

KO001,n:231*01\S$SYXHBT, 60,A, 4*24<CR><LF>

Command response pair

gentence in a TAG block group of sentence

, IN,NRM, NROOO1, 6,Checksum failure in

ain states N and A that the sensor device can be in with r

><LEF>

AG

espect
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State N:
No active alerts
Send no-alerts message
(max. 60 s between)

A

Yes
Send event, clear list

New alert

Send event, create list |
[ ]
| I

No (AL
v vSend event, update h lert¥eset

State A: <\ sqtlastia list?
New alert Active alert(s)

Send event, update list Send alerts-list message
(max. 60 s between) (

/Cf\ge\n\gle acknowledge state

date)list

\ 4

IEC [1017/11

The s¢

o Sta : [ S. i Rall™§ -alerts” message (see below)|with a
pefi

o Sté ay be
acknowledged and device
ShT” send a ts are
acfive in the alerts

(alert-list messag

In ad
send
state ih parenthesisk

diately
viedge

e an

e an
acknowledgem

i8, acknowledged in the device (either on the device itself or by femote
- (AA);

e an|existing alert condition becomes non-active (V,V or V,A).

R

The alert message may include the time stamp when the alert last changed status (normally
current time) and include the alert number, explanatory text as well as appropriate alert and
acknowledgement flags. It may optionally be followed by a TXT message to give additional
contextual information. The TXT message should be contiguous with its associated ALR. An
example is included below.

\g:1-3-14,s:YX0001,d:BN0001,n:321*08\$YXALR,123456,906,A,V, Sensor
fault*05<CR><LF>

\g:2-3-14,n:322*12\$YXTXT,02,01,06,Selftest error 17*2C<CR><LF>

\g:3-3-14,n:323*12\$YXTXT,02,02,06,See service manual*4F<CR><LF>

NOTE 1 This specification does not put any restrictions on the transitions that are reported through an event
message. Thus, receivers should be prepared to receive and process all possible combinations and sequences of
alert state events.
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NOTE 2 The use of ALR and ACK in these examples does not preclude the use of other alert management
sentences in the future.

C.54 No-alerts message

The no-alerts message shall be sent to inform that the device has no active alerts. It shall be
repeated with a period not exceeding 60 s. This message may be used to clear the receiver’s
alert list.

This message is sent as an ALR message, but without time stamp, and shall include a ‘V’ flag
in both the alert condition and acknowledgement field. The no-alerts (list empty) message is
included below.

\s:YX0001,d:BN0001,n:456*79\$YXALR,,,V,V, *56

NOTE |The use of ALR and ACK in these examples does not preclude the use o
sentencgs in the future.

gement

C.5.5 Alerts-list message

list so that the
> isswill, in turn, help to
stage, synchronization of

The alert/alert-list message shall be sent to periodicall$§
listengr can verify that it has the correct internal list of-acti
remed
recent

The al a rioQo 0 exceed 60 s, if any| alerts
are ac

The alert/ alert-list message consists S S age(s) sent when the corresppnding
event i 2 c and preferably with no delay bgtween

\s:YX0001,d:BNOOO % 58 s \ 456,123,A,A,Battery power in

Yse*17<CR>K{F>
\s:Y(OOOl,d:
flailure*3CxEZR

NOTE 1 ers will
need to
NOTE 2 gement
sentenc

C.6

C.6.1 General principles

If the alert handling device has a bi-directional data link to the sensor device, it is possible to
send remote acknowledgements to alerts (ACK sentence) based on user action, e.g., through
an acknowledgement button. This means that one can leave the resolution of potentially lost
acknowledgement or alert status messages to the user. The user should note that the
acknowledgement was not effected and, if necessary, repeat the acknowledgement at the
local or remote station.

C.6.2 Alert acknowledgement

If alert acknowledgement is implemented, exactly one acknowledgement message shall be
sent each time the operator initiates an acknowledgement.

\s:BN0001,d:YX0001,n:123*7E\SBNACK, xxx*hh<CR><LF>
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