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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 420: Multiple talkers and multiple listeners —

Ship systems interconnection — Companion standard requirements

and basic companion standards

FOREWORD

1) ThellEC (International Electrotechnical Commission) is a worldwide organi
all mpational electrotechnical committees (IEC National Commlttees) ¢
intefnational co-operation on all questions concerning standardizatio

entristed to technical committees; any IEC National Committ

nprising
promote

8 ; ields. To
this|end and in addition to other activities, the IEC publishes In iQng a dards Their prepafation is

ith may

participate in this preparatory work. International, liaising
with|the IEC also participate in this preparation. The IEC collA nization
for |Standardization (ISO) in accordance with conditions detefmined agregement between fhe two
orggnizations.

2) The|formal decisions or agreements of ical mat qxpréss, as nearly as possLbIe, an
intefnational consensus of opinion on the i each technical committee has represgntation
fron] all interested National Committees.

3) The|documents produced have the form of ternational use and are published in {he form
of dtandards, technical specifications, te s and they are accepted by the National
Con]mittees in that sense.

4) In ofder to promote internati ificati al Committees undertake to apply IEC International
Starjdards transparentl axi ible in their national and regional standar{ls. Any
divefgence between the I¥ 2 ohding national or regional standard shall bq clearly
indigated in the latfer.

5) The|lEC providé its approval and cannot be rendered responsible|for any

equipment declared i \ € of its standards.

6) Atteption is drawn g

of pgtent rights. sponsible for identifying any or all such patent rights.

Maritime navigation i munication equipment and systems.

The tejxt of this-S¥ ig’based on the following documents:
FDIS Report on voting
80/312/FDIS 80/327/RVD

¢ of the elements of this International Standard may be the| subject

pe 80:

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The special typographical conventions and nomenclature used in this standard are defined in

IEC 61162-400 annex A.

Annexes A, B, C, D, E and F form an integral part of this standard.
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The committee has decided that the contents of this publication will remain unchanged until
June, 2005. At this date, the publication will be

* reconfirmed;

+ withdrawn;

* replaced by a revised edition, or
*+ amended.

@%
S



https://iecnorm.com/api/?name=153517080647328f2549ec65f15b1c9e

-8- 61162-420 O IEC:2001(E)

INTRODUCTION

International Standard IEC 61162 is a four part standard which specifies four digital interfaces
for applications in marine navigation, radiocommunication and system integration.

The four parts are:

IEC 61162-1 Single talker and multiple listeners
IEC 61162-2 Single talker and multiple listeners, high speed transmission

IEC 61162-3 Multiple talkers and multiple listeners — Serial data instrument network

IEC 61 - uMiple talkers and multiple listeners — Ship sysiems intercornection. Pgrt 4 of
this standard is sub-divided into a number of individua ards~with part
numbers in the 400 series.

IEC 61162-420 contains the specification of a description language series
compgnion standards (user layer specifications), a framework/for t 8 i f such
compgnion standard descriptions and also the descriptions of YWasic SQf { can be
used gs a starting point to build IEC 61162-4 series componén

Later standards in the companion standard series ( 82-4 s ddress
more ¢oncrete interface requirements for specific nayigatiopal €

Relatignship with the other parts of the ex B to

IEC 61162-400.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 420: Multiple talkers and multiple listeners —
Ship systems interconnection — Companion standard requirements
and basic companion standards

1 Sc¢ope and object

International Standard IEC 61162-420 specifies the requirement fofk ang bg 3 ents of

the IEC 61162-4 series companion standards. These components S s folows:

a) PCS (PISCES companion standards) which contain the 8s fQr ki panion
standards. The general principles underlying the PCS a i i

b) PQSDL (PCS description language). Part of the PCS is 3 for the
vafious types of companion standard documents that) make the eadable by computer

todls. The PCSDL is described in clause 5.

c) function block description. The fun cript a high level and graphical
description of applications using the i ( nction
blgck syntax is specified in clause 7.

d) PFS (PISCES foundation specificationg)whi
applications adhering toxthe IEC 61162 nd

leviel of interoperability betwegén different

tion of
NMhe PFS will also provide a mipimum
rers’ applications using this framework.

Clausg¢ 5 contai
explaips the ba

the PCS description language. Subclause 5.2
epr’is given by the distinction between four types of

specifications: ap AtQohs, information and data types. General conventions with
respedt to the sy ag\be found in 5.3. All PCS documents are based on a

similar < i tended to make it easier to become familiar wjth the

syntax| hich is defined in 5.3.1. The four subclauses thefeafter
explaip ind mantics of the four different types of specifications generated
by the|P

Clausg¢ 6 desgribes the
and gives an-overwview
for thel classes.

glationship between the different classes of IEC 61162-4 appli¢ations
of their functionality. The annexes contain the detailed PCS definitions

The objective of companion standards is to provide definitions of the information that is
transferred within an integrated ship control system and of how these information items can be
accessed or provided. Furthermore, the standard shall allow the definition of the actual network
interfaces which the applications use to connect to the system. The description format is
machine-readable, allowing an automatic compilation of the description into interface software.

A companion standard allows the reader to, at will, shift the focus between a technical
specification and a definition of interfaces and information items. The development team can
determine information attributes like unit, power, accuracy and the structure of the system
architecture and create a common interpretation basis for data before the system
implementation. The formalisms underlying the specification language will at the same time
provide an unambiguous and precise description of the equipment interfaces which allow the
use of computer tools to automatically generate interface program codes or to inspect and
manipulate interfaces on-line, for example for debugging and monitoring purposes.
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2 Normative references

The following normative documents contain provisions, which, through reference in this text,
constitute provisions of this part of IEC 61162. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply. However, parties to agreements
based on this part of IEC 61162 are encouraged to investigate the possibility of applying the
most recent editions of the normative documents indicated below. For undated references, the
latest edition of the normative document referred to applies. Members of IEC and ISO maintain
registers of currently valid International Standards.

IEC 61162-1:2000, Maritime navigation and radiocommunication equipment and systems —

D' 't | - £, Im} £ A (e L tall ol IFr Liat
Igl al mrecrirdv©o rdart 1. OIryrec tdincTr dirtu 1iTurtrgre mnmotlcricro

IEC 6[1162-2:1998, Maritime navigation and radiocommunication equipmnte ems —
Digitallinterfaces — Part 2: Single talker and multiple listeners, high s g

IEC 61162-3, Maritime navigation and radiocommunication eqdi ' Digital
interfaces — Part 3: Multiple talkers and multiple listeners — Sedi y I 1

IEC 61162-400, Maritime navigation and radiocommunitation_equiprnent and’systems —|Digital
interfages — Part 400: Multiple talkers and multiple ljsteners — s interconnegtion —
Introddiction and general principles

IEC 61162-401, Maritime navigation a Digital
interfaces — Part 401: Multiple talkers and mujtip ction —
Application profile

ISO/IHC 8859-1:1998, Inf,
— Part|1: Latin alphabet

3 Definition@

3.1 Terms &

br sets

the following definitions apply.

3.11
abstrgct
PCS specifications that are part of the PFS (defined in this standard) are not intended for direct
implementation and are termed “abstract”

3.1.2
application interface
a collection of interface components instantiated in an application definition document as one
protocol level interface

1 To be published.
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3.1.3

CP — connection point

an application interface consists of a number of individual “functions” that can be called into or
out from

3.14
CS - companion standard

a protocol layer on top of the normal OSI application level (see definition of companion
standard in IEC 61162-400), representing the definition of how the application layer
functionality is used to implement a certain application’s interface functionality. Also called user
layer

315
functipn block

a high| level, partly graphical representation of an application’s plaé
which presents all interfaces and relationships between these on

3.1.6
interface (component)
a coll
aggreg
(A-profile sense) is defined as the application inte

an be
erface

3.1.7

NMEA

the National Marine Electronics AssqCiation ( i Y called
NMEA| 0183 that is almost identical to\lE asons,
symbad|lic names in some in th d of to
IEC 61162-1 (annex F). Althouy \ ine an
applic jethsr wi dards.
It can [also be useful for trafismj A ope of

this standard.

3.1.8

PCS —
the cq
foundati

3.1.9
PCSDL -P
the fofqmal interface d

pahion standard description language
scription language for PCS

3.1.10
PFS - PISCES foundation specifications
the interface base classes for all applications created in the framework of the PCS

3.1.11
tangible
a specification of an entity that shall be implemented (instantiated) at some time
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General typographical rules in this standard

The following typographical rules apply throughout this standard:

a) fragments and complete pieces of PCSDL source code is written in Couri er;

b) tokens written in capitals, typeset in COURI ER are reserved PCSDL keywords;

c) words in angle brackets (elbows), '<' and '>', define place-holders that have to be filled
with the appropriate token as described in the text;

d) tokens in square brackets, ' [' and ']', define tokens that are optional, for example parts
of a statement that are only required under special circumstances;

e) elllpses, ..., show that the preceding item can be repeated.

Subclguse 5.3 defines other typographical and lexical conventions PCSDL

docunients.

4 General principles for the PCS

4.1 |General structure

411 Purpose

The mfain purpose of the PCS is to giye ed via

the IEC 61162-401 A-profile protocol. ning to

the dgta transmitted via the protocol, ble for
application modules connected to the petwork.\Jo rovide
the following:

a) esjablish a language<to d ations.
Thjs language ha r. this
larlguage is the PCS

b) provide a st rdt ] as a
bapis to crea 5. This
sef of specificatid

c) provide a g se the
IEC 6116 hat.

4.1.2

The PLC Sy in the

following subelauses.

The thiree*first document types can be used to generate protocol (A-profile) related entities, for

example data object names, MAU names and format strings. The information specification can
be used to add more application related meaning to the information entities. The information
specifications can also use an extended format string syntax to implement higher level
functionality based on the A-profile specification.

4.1.2.1 Application

Representation of application units within the PCS. An application is defined by application
interfaces specifying the respective inputs and/or outputs. The application specification can be
looked at as the specification of how one particular piece of equipment is connected to the
system. Applications will normally consist of a number of interfaces configured as either
providing data to or using data from the system.
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4.1.2.2 Interface (component)

Specification of connection mechanisms used between applications. Each interface has one or
more connection points (CP). Each connection point specifies one or more information type
received or provided by the respective interface. The connection point specification consists of
the data structures transferred, the information the data structures carry and how the
information can be accessed (read, write, etc.).

4.1.2.3 Data type

Data type definition specifies the structure and to some degree the content of data transmitted
via thelEC 61162-4 network —This document can-be npfinnall\][ nvr\h:\ngod or r\nmpln nented

with information specifications.

4.1.2.4 Information

An inf f data
transmji ne the
format] ype of
docum ‘ gible to
give m 2 icati be converted to a
data ty

NOTE ata type
specificpti fed that

the info

41.3
4.1.3.1

The PC
create

idns. To

All spécifications ithi are ‘seen as encapsulated structures defining thefir own
scope|and domain: icat| e new
specifi ilable to
compg

4.1.3.2

The P S
specifi 6. application, interface or information) inherits all properties from the old
specification,calledNhe base specification). This mechanism forms a generalized-specialjzation
relatioh.between these two specifications.

€ new

4.1.3.3 Aggregation

It is possible to compose new specifications by aggregating two or more existing specifications.
A complex information type can, for example be formed by including several information
specifications into a new specification. The same applies for composing complex application
interfaces from one or more interfaces (see 5.6).

Specifications for applications, interfaces and information are included in three separate
hierarchies, see figure 1. Each hierarchy stems from a base specification covering properties
common to each specification of the respective type (i.e. information, application or interface).
An overview of the PFS hierarchy for applications is given in annex E.
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4.1.3.4 Data types versus information

The current version of the PFS does not make use of interface specifications and neither the
object-oriented principles inherent in that. Instead, the less advanced data type definitions are
used. This is due to legacy companion standards from previous versions of this document (see
MiTS in part 400).

NOTE This part of the standard emphasizes the information type documents as it is believed that this will be the
description method of choice in the future. However, the reader may want to concentrate on data type documents
which are the most commonly used.

41.4 Generic and manufacturer specific companion standards

The glneral approach recommended by PCS is to divide the set of compganion standarfs into

two different parts (figure 1): Generic CS and manufacturer specific €S. will be
definefl by the PFS. The PFS contains generic specifications foy” dat inforration,
interfaces and applications. These specifications can be used by manui gtarting
point tp define own specifications to describe their respective eguiprent. S > bt PFS
specifications can be used as templates to create equipme ify ifi . This
mechgnism forms a generalized-specialization relation bety ification
and the respective specification of the PFS. It has to be re part

of the [PFS are abstract in the sense that they canno spécify equipment. A
tangible PCS specification of a component has always to } PFS specification.

Informati¢n I Application

| PICInformation |\RCCT&terfa | PACApplication |

Ge(n:;ig)cs T\QlCl\fqh | PIGQM% |PCCInt2| | PACApp1 | | PACApp2
Manufacture
specific CQ

\emf4 | [\Ncint3 || cint4 | | CApp3 | | CApp4 |

IEC 24p8/01
cture of PCS hierarchy of specifications
To forin specificatio tion, interfaces or applications, direct inheritance mechanisms
can be . Y ecification inherits all properties from the specification from whigh it is
derivef b seciftcation). When deriving new specifications from existing| ones,

attribufes on ay be added (see also 4.2.5). Thus, the following mechanisms are the only
ones germitted b PCS description language:

a) geperation of a new application specification: derivation of the new specification from an
existing one (abstract or tangible specification) and addition of new application interfaces
(see 5.5);

b) generation of a new interface specification: derivation from an existing interface
specification (abstract or tangible specification) and addition of connection points (see 5.6);

c) generation of a new information specification: derivation from an existing specification and
addition of attributes, i.e. data types or information (see 5.7);

d) creation of new data type specifications (see 5.8).
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4.1.5 Generic companion standards (PFS)

IEC 61162-420 defines generic information or data types to be transmitted via the A-profile
protocol and standardized interface or application descriptions. With respect to physical
components, these generic descriptions define the minimum required functionality (including
the information they shall provide) of the component concerned. Generic companion standards,
including application, interface, data type or information specifications, are part of this standard
and shall not be modified by manufacturers.

Thus, applications, interfaces and information specifications contained in the generic com-
panion standard form abstract specifications and normaIIy it makes I|ttle or no sense to use
these | eate a
more bstract
specmcatlons.

NOTE via the
IEC 61162-4 protocol. For instance, a physical position sensor will at least own the \ face i d|l generic
position| sensor. In this sense, these generic application and interface desgri S 9 ith the
respective IMO performance standards.

The cqllection of generic specifications defined by the PCS%

4.1.6 Manufacturer specific companion standards

To salisfy the needs of specific (i.e. physi manufacturer creates s(Lpemflc
compgnion standards for information i §~dr applications. Thes¢ com-

panior] standards are derived from ge rds (see 4.2.7). In general, a
manuf ifi i rahfor, € ple an mterface will contain the qontent
(information types, attributes, etc.) of the respective-generic companion standard as a sup-set.

NOTE |The main advantage 0 i S re is Ro need for a manufacturer to develop |specific
compon {fication production and implementation signfificantly.
The seg¢ond advantage is i S a generic PCS interface description provid¢s as a
minimumn the information ) ithi Ve specification of the PFS: even if a mandfacturer

specific| companion sta i k , arvices, of the respective template can be used. For example if
manufag¢turer B wan i s it a GPS receiver of vendor A, the manufacturer can|at least
receive [the informatio e i nterface (i.e. position, satellites in view, valid flag and timg), even
if he does not know the g ificati customized interface. Only the generic interface used as the template

has to He known in this

Compamion S 3 inf ' , interfaces and applications are defined|within
hierarg 1 } satiop types and interfaces will be derived from the respective base
specifi i properties (attributes) common to all specifications derived frgm this
base. [T

The liit betweeén_the)generic (normative) and the customized (manufacturer specific) part of
the PCS is_formed™y a horizontal cut within the respective specification hierarchy. This is
indicafed<by the dashed line in figure 1.

Attributes and methods necessary to implement services that are needed from the A-profile will
also be defined within the highest-level base specifications. They are implemented by several
specialized generic interfaces. These interfaces are described within 4.4.

To provide a high level description of a new application, the manufacturer should also provide a
function block specification of the application (clause 7).
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Guidelines for using PCS

This subclause gives an overview of how to use the PCSDL to create specific companion
standards. The starting point is the need to connect a new application to an IEC 61162-4
compliant network. To implement such a connection, the following steps have to be carried out:

a) identify the necessary interaction between the application concerned and other applications
in the system. Add possible interactions to possible future applications where appropriate.
Group these interactions roughly into draft PCS application interfaces. If possible, the draft
should be based on an already existing similar application which is known to conform to the
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Figure 2 — Generating applications
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Figure 2 shows the way to create an application specification derived from a template (base
specification, i.e. the PFS).

As stated above, a new application specification must be created by deriving it from an existing
PFS compliant specification. The newly created application will inherit all application interfaces
from the respective base specification. The only adaptive mechanism allowed is application
interfaces. A new application interface is created by grouping one or more existing or newly
created interface specifications. As with application specifications, specifications of new
interfaces have to be derived from existing specifications (i.e. abstract interface specifications
of the PFS or other existing interface specifications). Newly created interfaces will inherit all
connection points from the respective base specification.

conrectioh

points.
i¢ations
5 form
bitrary
empty
n one

Newly|created interfaces can be adapted to specific needs by addition g
Connection points already defined for that interface (i.e. those specified
of the|interface in view) may not be changed. As shown in figure
collections of data types or information specifications. They may
numbagr of attributes (data types or information specifications). It/
connegtion points. Data types and information specification§
connegtion point.

4.2 Products of the PCS

The PLCS is basically a formalized way to describe \terfages of applications that
use th|s standard. This means that the } 3 tai | e used
in the |lestablishment of connections b i - in\Np hation.
These|entities are described in the following

sed in

There |are also other entities produced e P :
speciall protocol entities (priorities, load tion rfaces
(authentication and applicati . These gntities are defined in the last two subclpauses.

Note t i i S - applications are clients or servers of a particular data
object e less
config

4.2.1

The s i e\, of the connection attributes of the data objects used for
communi 3 nt may
specif efined
during

4.2.2 Interface

The interface-name-iscommonio-a-group-of dataobjeststhat areconnestedtoenblosklduring
connection establishment. The interface name is one of the data object attributes. The
interface name is determined in the application document. The interface name can in some
cases be configurable. In this case, the ability to configure the name will be made explicit in the
application document.

4.2.3 Interface class name

If an interface name is changed during configuration, the old interface name as specified in the
application document shall be saved in the application and made available to configuration
tools as the interface class name.

The interface class name is not used during connection establishment and can in principle be
disregarded by applications not conform to the PFS.
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4.2.4 Data object name

The data object name is another data object attribute that is used during connection
establishment. The data object name is defined by the interface document. It is not possible to
configure this name.

4.2.5 Data object function

The data object may represent one of several function types, for example read, write or
subscribe. The functional capabilities of a data object is determined in the interface document.
One data object can have only one function, but several data objects with the same name in
the same interface can he Hiefinglliehnd hetween h\JI their functiaon (nr‘ data er’ll!“fllr’ﬁc) This is

similal to name overloading in object-oriented languages.

4.2.6 Data object structure

In addition to function, each data object is also recognized b i t data
structyres. The data structures are defined in the interface doeum it 5 a type
document or in an information document. On the protocol S g of the
data efement that is important for establishing contact. Ho isions
for empedding information contents requirements in ths ¢

4.2.7 Data object information contents

For meaningful exchange of information,\{hé [ [ more
about the sent and received data than just thei ~Nhi i in the
data type document, where meaningf otat efined
togethpr with the definition of the struc ure j i possible to give meaning to the data
structyres in the interface i ith defining the functional scopq of an
interface. A third method\is i i mentation from a provider of a|server
MAU. [This requirementcanthe specjfied in;the application document.

HoweVer, the p
docunient type.

the daja type documg

to data structures is through the information
an addition to the data type document or replace

4.2.8

Some [parts © { ion_standard documents generate attribute values for the ryn-time
systen ¢ TR P AU. These items are:

a) lodd relatéd i , i.e. number of clients for an accept type interface or

trapsaction qreue tength for all types;

b) priprity for various connection points or interfaces;

c) password for interfaces;
d) watchdog timer for the MAU.

These parameters are set in the application definition header and in conjunction with the
definition of accept and connect interfaces in the same document.

Some of the attribute values are most commonly specified as configurable, for example
password.
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PFS information items

Parts of the companion standard documents do also generate various information items that
are used by the PFS. These items are used by software libraries and parts of the PFS to
generate various configuration tables. These items are:

a) version codes for PFS base class;

b) authentication parameters in application and interface component documents for use in
user authentication interface classes;

¢) manufacturer and model information for application management classes;

d) ori

ainal classes of interface classes that are renamed. in anplication documents
-4 L)

The P

a) ap
b) de
c) da

Applic
functig

4.4

servic
standg

a) refrieval of general i

nufacturer and i [
brfaces t@n ¢ ign controlN{o aspecific console combined with authentication of

ma
b) int
us
Sy
c) sp
on
MA

d) ge
en

Th
a

g

The pxrpose of generic interfaces specified-in the [
icgs provided by the A ile. i is part of IEC 61162 contain com

grm systems.

The PISCES foundation specifications (PFS)
FS contains the generic part of the PCS. The PFS consists of tk

blication foundation specifications;
finition of generic interfaces (see 4.4);

a type specifications.

atlon foundation specifications form aggrega ians of 3(d interfaces according

app iat@.

er and works

is includes an interface to transmit or receive stream based data;

D

e) g

to the

to the
panion

codes,

hange

bcialized inte > i MAU associated with each LNA for system management
the ap 3 example retrieve network statistics or report attributes qf local

mation

ities. echanisms include search, read, write, subscribe and alarm manipydlation.

tion of

heral interface for transmission of IEC 61162-1 telegrams over a system network.

5 The companion standard reference specification

5.1

Introduction

This clause contains the complete reference for the PISCES companion standard description
language (PCSDL). It contains all information necessary to understand the com
standards contained in the PFS and to write own companion standards based on the PFS.

panion
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Subclause 5.2 explains the basic concepts of the PCS. Subclause 5.3 defines the general
conventions with respect to the syntax and semantic of the PCS description language. It
explains the use of tokens (identifiers, keywords and literal constants) and the use of white-
space elements (delimiters, indentations, comments, etc.). Subclause 5.3.3 concludes with the
explanation of naming rules with a particular focus on the scope rules for the identifiers.

As explained in 4.2, the PCS can be used to specify four types of entities: applications,
interfaces, information and data types. These four different document types have a common
structure, formed by a header specifying general properties for all definitions in the document
and a body containing the individual definitions. The body of the definition document normally
consists of several blocks, each identified by a keyword. This general structure will be
elaborgted-on+5-4-

Subcldquses 5.5 to 5.8 contain the specification of the descriptigh : each
docunientation type mentioned above. Each of these sections have th€ N

a) a ghort overview explaining the purpose and the properties g ine ion;
b) a description of the general layout of the respective dg FNS it includes
thg general properties than can be set within the headé e do erview

5.2 |[Basic concepts of the PCS

The PCS supports a simplified object-based pxinsi ities. create
new cpmpanion standards, the mech used.
Speciglization means that new  col pani ¢ 5 xisting
specifications. The new s ifi p ion from

which jt is derived (see fi

Information ase Interface base Application base
specificati spezification specification
A +

Nl Informati 1 Interface 1 Application
spesification X specification specification
1 0 1
Q N - z
. . Application
\gat&q Connection point interface
\> 0 1

N JU N
Information D_a_ta_t_ype Interface

b4

IEC 2410/01

Figure 3 — Relationships between specifications of the PCS

The following types of specialization are possible for PCS:

— derived applications will inherit all application interfaces from the respective base
specification;
— derived interfaces will inherit all connection points from the respective base specification;

— derived information specifications will inherit all attributes from their base specification.
Attributes may be of the type data or information.
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Newly created specifications can be adapted to specific needs by adding properties to them.
This mechanism is called aggregation. The following aggregation mechanisms are allowed for
companion standards:

— application specifications can be adapted by adding application interfaces to them. Each
application interface consists of a set of interfaces. For every interface used, a corres-
ponding interface specification must exist. Application interfaces already defined in base
specifications may not be changed;

— interfaces can be extended by addition of connection points. Connection points use one or
more information or data types. For each information or data type used a corresponding
specification must exist. Connection points already defined in base specifications cannot be
changed. Data types and information specifications shall not be mixed in one connection
po[nt;

- infprmation specifications can be adapted by adding new attributesAq ype or
infprmation type).

The mechanisms of specialization and aggregation form relatignship \_the different
specification types as elucidated in figure 3.

5.3 |Conventions for companion standard specification

This sphibclause covers general typographic conventiohs t iption files.
It covgrs the use of tokens (see 5.3.2) and genera] [ G ification| of the
scope [of named objects (see 5.3.3).

5.3.1 General principles

The fil
literal
charag

8859-1 character set, except|where
Cter types, it is legal to use| 16-bit

NOTE
Only pfri

ine. A
. The

No m
contin
contin

5.3.2

The basic element of the PCS description language is the token. A token in the PCS can be of

a) Identifier: token to refer to a named entity in a specification. An identifier is defined by its

name-and Scope;

b) Keywords: reserved words of the PCS description language (see annex A);

c) Literal constants: tokens to express a constant value. Literal constants can be of several
data types (e.g. integer, floating point, character or string);

d) delimiters;
e) white space.

The following paragraphs give the typographic conventions that apply to these tokens.

5.3.2.1 Identifiers

Identifiers can be any sequence of letters or numbers. The first character has to be a letter.
Capitals and lower case letters will be distinguished between. All characters of an identifier are
significant.
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5.3.2.2 Keywords

Keywords are always in capitals. A list of the PCS keywords is given in annex A. To enhance
readability, keywords should be avoided when used out of context, for example in comments.

NOTE Because the PCS description language distinguishes between capitals and lower case, it is generally legal
to use keywords in lower case or in mixed-case variants, for example for identifiers. However, to avoid confusion for
the reader, it is not recommended to do so.

5.3.2.3 Literal constants

Literal constants are representing explicit values. Depending on the data type expressed by a

literal constant—the-following-tvpes-can-be-distinguished-
ASHERER8+eHOWHIGHYP SHB-8—-CHSHAGHHSRBH-

a) Integer constant: representation of integers by a sequence of digits, fo 3. The
number can be signed or unsigned, in hexadecimal, octal or decimak

b) chpracter constant: representation of one character (see ISONEC\8 G ample
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c) flogpting constant: a floating constant consists of an integg
paft, an optional e or E as exponential sign and an unsi
The integer as well as the fractional part consist
indtance 3. 1415926 or 123. 1e- 5 are valid floating

d) strjng constant: a string is a sequence of cha the ISTO/IEC 8859-1 character
sef, for example "this is a string" ted by
computer and tools;.

e) agpregate constant. this type ore complex data strugtures.
Aglgregates can be records or arrays§ of the type X , <token2>, ..., <tokpnN>}.

A formal definition of the
of IEC|61162-400.

a) whi ge\Ne s agh) i used to separate other tokens in the documentatipn;

e line separator character(s) used on a given platfofm, for
on a UNIX system) or a carriage-return followed by a line-feed

c) blg i ee 5.4) are separated by two or more newline delimiters, i.e. with [one or

Whitegpace jis understood as one or more tokens that act as separators between tokens, but
which have no syntactic meaning. Any contiguous number of the tokens listed below is defined
to be “one™whitespace.

5.3.2.5 Indentation

For indentation the space character, ‘ ‘, shall be used. Indentations should be used to structure
the text (e.g. mark one block).
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5.3.2.6 Comments

Comments can be placed anywhere in the text to structure the document. The general operator
that starts a comment to the end of a line is the semicolon ‘. Comments can be at the
beginning of a line to mark the entire line as a comment or within a line — in the latter case, the
rest of the line is a comment.

NOTE A newline following a whitespace is a newline token even if the whitespace is part of a full line comment.

If a comment is extended over more than one line, it has to be marked with an asterisk, *, as
the first character. A multiple line comment has to be terminated by a block delimiter (two or
more newlines).

I el il Comment over an entire line.
DA[TA BLOCK Ti me

[ A representation of Multiple line comment wi
relative tinme indentation, delimited by newli

wofd32_m sec ; seconds
wof d32_m usec ;mcro-seconds

1/01

NOTE |Although the comments described here are not evaluated by a xomptier readi ipti iles, they
have a gignificant impact on the human readability of PCS de ) g

5.3.3 Name structure

Identiflers for data types (interpretatiq constants), application, interface or
informption specifications may conta| K pd lower case letters, digits and the
special character underscofe . 3 art with an upper case letter.

NOTE |The A-profile usesnhese |den ifiers_as attfiute vallies during connection establishment, but dpes not
enforcelany rules on their cpns

Other identifier@r i es, may contain the same mix of prjntable
charagters. For u mit) : i

5.3.4

The sgope of an idextifier depends on its type. Identifiers declared within application, inferface
or infprpmati peCifi are local to the respective specification. Dependgnt on
specifiicati i affe ts the identifiers as follows:
— applications identifiers for interfaces specified within application specifications ar¢ local
(5:6);

- intpraces: identifiers for connection points defined within an interface or identifigrs for
connection points defined in another interface referenced and reused by this interface are
local to this interface (5.6);

- information specifications: identifiers for attributes to the information type are local (5.7);

— data types: these are scope dependent on being declared as local or global (see below).

Data type specifications contain two different sections, one for local and one for global
variables. These sections are marked by the keywords LOCAL and GLOBAL:

- data types (i.e. interpretations, constants and data blocks) within the LOCAL section are
local to the respective specification. As for the specification types mentioned above, they
are accessible from other specifications only via the scope operator,
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— data types within the GLOBAL section have global scope. This means that they are
accessible from all specifications referencing the respective data type specification directly.
In this case, the use of the scope operator is optional.

NOTE The purpose of the GLOBAL keyword is to allow the definition of data types that can be used without the
scope operator in later documents. This simplifies the text of specifications.

The LOCAL section has to precede the GLOBAL part of data type specifications. If no keyword is
used, the section is assumed to be global.

To make reference to a scope identifier, the name of the scope to which it belongs has to be
prefixed and followed by a full stop, *.’, delimiter. (e.g., myl nf or mati on. m_myMenber ).

5.3.5 Configurable identifiers and literal

Some |identifiers, for example MAU and interface names may be specifi idurable
during| system installation. This is typically necessary if several i ti i s) are
install¢d in one system. In this case, each MAU must be given a u

To spgcify in companion standard documents that an idenijifi it can
be eng¢losed in angle brackets, ‘<’ and >’. The documentation sk , d how
the entity is configured.

5.4 |General structure of PCS specifications

5.4.1 General

PCS dpcuments are used to specify the Aol g ER
a) application specificatio
b) interface (specifications
c) infprmation specificati
)

data types. Q
An oufline of the g&ne

The sf

a) the for all

do

b) theg ke ‘specification consists of a sequence of blocks defining properties slpecific
to type.
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The header is delimited from the body by a block delimiter.

5.4.2 The specification header

<type> <paraneter_|ist> The first line of the specification indicates type.
[* description] A comment to describe the entity specified.

Each specification starts with a header setting

general attributes such as version, date,

<header keyword> <literal >
D responsibility.

speci fication body
<keywor d> <parameter_list>

[* description] The body of a specification consists of a

sequence of blocks giving the detailed
:body of block specification of the entity in view.

next bl ock

Figure 5 — PCS general structure

\<0\> 2/01

All spdgcifications start with a keyword defining the type of-enti e specified. 4t ype>

may be one of the following:

[

b
c

o

)
)
)
)

APPLI CATI ON to specify an application;
I NITERFACE for an interface;

DATA TYPES to generate a data type

A list [of parameters is app ¢ is li e type
specified. The first params f ist 8 i i ifi i.e. of the

entity. |[For details on t

The figst line .< of the
specification.
VERSI ON VWOdE> One attribute definition.
DATE t e> Another after a newline,
FESPON s<na and another.
IEC  241B/01

Figure 6 — Header

In the Jrest of-the.header, each line consists of a keyword naming an attribute to be spgcified
and a |iteral constant’giving the attribute value. An example is shown in figure 6. The lings shall

be separated by one or more newlines and/or block comments. The parser will normally look
for theﬂmmwmmmmmmmmmmwmled.

The following header fields are common and required for all PCS specification documents:

a)

b)

VERSI ON <versi on_code>: the VERSION keyword sets the version of a PCS entity to the
value given by <version_code>. The version code shall be written in the format N.N where
N may be any integer-constant. Leading zeros are allowed (e.g. 0.001);

DATE <dat e>: defines the date of creation of the entity to <dat e>. The date shall be in the
form YYYY-MM-DD with YYYY specifying the year of creation, MM the month and DD the
day (all fields are integer constants). For instance 2000- 08- 03 is a valid date;

RESPONSI BLE <nane>: this field specifies the responsible organization and author of the
specification. It may be any string constant. This field should normally name the
organization and person in the organization responsible for further maintenance of the
document.
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The specification body

001(E)

The basic element of the specification body is the block structure. Each block starts with a
keyword indicating the type of block followed by a list of parameters. The available types of
blocks are dependent on the type of entity to be specified. Details on legal blocks and the
respective syntax will be given in the following sections. Blocks are separated from each other
by at least one block separator.

5.5

5.5.1

Application specifications

Overview

be connected to the IEC 61162-4 network. Each application specificatio con5|

3t shall

set of

one orf more interface specifications. A PCS application specification, docu-
ments| contains all necessary information to create the programming nts the
interfaces of the application unit.

New application specifications can be derived from exis 'g ones. pecification
inherits all properties from the existing application specificai

— attribute values defined in the header of the resp

- alllinterfaces specified by the base specification.

5.5.2 General layout

Figure| 7 shows the general layout of cation
specifications can be found in the anne

The keyword APPLI CATI ON de of the

staten

The id

DERI VE
<base|
specificati

(specifi

derived from a base specification given by the id

ame of the application (the MAU name). The ke¢yword

entifier
cation
angible
i¢ations
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APPLI CATI ON <appl _name> DERI VED [ FROM
<base_application>

<general header>

REFERENCES
<interface_name> [version]

USAGE
[* description]

IINTERFACES
[* description]

ACCEPT <interface_name>
[* description]

<properties of the interface>
CONNECT <interface_name> ON <server_nanme>

[* description]

<properties of the interface>

Figure 7 — General lication specification [EC 2414p1
A blogk comment should follow the (first-ipe, short overview of the application
specified. It is recommend evi iIstory where appropriate. This|is not
part off the formal syntax &nd can/be ingluded™after the description by another comment bfock.

5.5.3 Header

As for|all entity cdvered\hy the PGS, an application specification is divided into a header
and a |pody. In addition properties listed in clause 5.4, the following entries can

be deflned in the%\@l\

terval ms>]
[ <user>: <password>, < user >: <password>, . . . ]]

IEC 241501

Figure 8 — Application header

MANUFACTURER <nane>: this attribute specifies the manufacturer of the application
specified here. The name may be any character string;

MODEL <name>: the model name of the application should be given here. This attribute is
used, for example to distinguish between different variants of a product family. The name
may be any character string;

WATCHDOG <interval ns>: this field specifies an optional watchdog interval (in
milliseconds) that is used by the LNA to periodically interrogate the state of the MAU;

AUTHENTI CATI ON <user>: <passwor d>: this field specifies that authentication is used for
all interfaces in the MAU and may, optionally, specify the available user and password
codes. The latter is normally not included in open documents. Authentication uses a
dedicated PFS interface.
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5.5.4 Body

The specification body shall consist of three main blocks in the order shown in the following
subclauses. All blocks shall be present, although they may be empty or consist of just
comments as, for example the USAGE block.

5.5.4.1 References

Each external interface has to be referenced before it can be used in the | NTERFACE blocks.
This is done in a block that starts with the keyword REFERENCES. Each additional line of this
block contains a reference to an interface in the form:

<Irnterrace_nane> [Verslonj

<i ntefface_name> shall be the name of a valid interface. To distinguig 'lfferent
versiohs of one interface, the version code may be specified as a ring, if
present, will be compared to the version code specified in the fefenced
interface. A mismatch shall cause a parser error.

5.5.4.2 Usage

e bldgck starts with the
gck of comments.

This block gives a description on how the application
keywold USAGE, but the remainder of the block must

5.5.4.3 Interfaces

The | NTERFACE block contains the specifica i ch the
application is provided. Each applicatiop ceN i \CCEPT
(for a gerver interface) or CONNECT (forla cl S . ved by
a blogk comment giving Rose&” and functionality of the respective

application interface.

5.5.4.4

The sy

A

IEC 24]16/01

Figure 9 — Accept interface template

The specification of a server interface starts with the keyword ACCEPT. The newly created
interface will be named <i nterface_nanme>. The name may be specified as configurable by
enclosing it in angle brackets. The interface will be composed of a number of interface
components as specified at the end of the example.

A number of properties can be specified for the server interface by using a set of property
definition statements. These statements must be placed between the header line and the first
interface component definition. They may be listed in any order. Each statement shall be one
line, separated from other lines by one or more newlines. The following properties may be set
for a server interface:
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a)

The inferface connection points are s

MAX MESSAGE RATE  <nmsg_per_sec>: this entry is not converted to a protocol entity. It is
used to check and verify system and module load. It shall specify the maximum number of
transactions (including connection attempts) that the server application accepts on this
interface;

AUTHENTI CATI ON <user >: <passwor d>: if user authentication is required for the respective
interface, this property has to be defined. The user and password fields may optionally be
specified to list the available users. The password may be specified as configurable;

CLI ENTS <nunb_clients>: the maximum number of clients that are allowed to be
connected to the server may be specified here. The token <nunb_cl i ent s> is of integer
type. This property may be omitted if the maximum number of clients is not limited. The
limitation is enforced by the LNA by denying further connection attempt, after the number of
clients has been accepted by the MAU. The limitations do not apply to-akgent connection
attempts;

TRANSACTI ON QUEUE <nunb_trans>: the maximum number
requests that the server allows in the input queue may be ¢
<npimb_t r ans> is of integer type. This property will limit the nt

thg server for a given interface. By delaying acknowledgeg
limit to control its load. The limitation does not apply to uy

action
g| token
3 $ent to
e this

PABSWORD [ <passwd>] : if the server shall be protected ™ ecified
here. Note that the password normally will be co gura e i ified as
<ppsswd> usually is empty or a string in angl % default
papsword for the interface.

| NTERFACE [ COVPONENT] <name>

Each application interface consists of ; ] as in
the IinF above. All compongaqts specifi n/one block (only one newline bg¢tween
each line). The keyword<[ CON lsed to make the code more regdable.
<nanmef has to be theppa id ¥ specification as defined in the REFERENCES
section (see above). Thexcoqik infe Rrsisting of all components) will be instaptiated
as ong A-profile@ \ et in the ACCEPT statement.

5.5.4.5 Connecti(

The specification\of i ace is initiated by the keyword CONNECT. The definftion is
similaf ace definitions, except for the properties that can be set gnd the
definitjon of a serve ~ 0.

The identifier <s&rv nape> has to be a valid name of an application acting as the seryer for

the re$ )
likewige be-the namg
be spdgcified”as configurable.

ication interface (the server MAU name). The <i nterface name¥ must
6f one of the application interfaces on the server. Both these namgs may

CONNECT <i nterface_name> ON <server _nanme>
[* description]

[ MAX MESSAGE RATE <nmsg_per_sec>]

[PRIORITY [interface_conp[.conn_point]] <priority>]
[ TRANSACTI ON QUEUE <num_trans>]

[ PASSWORD <passwd>]

| NTERFACE [ COMPONENT] <name>

Figure 10 — Connect application interface template IEC 2417/01
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The following properties may be set for a client interface:

a) MAX MESSAGE RATE <nmsg. per sec.>: this entry has the same function as for the
ACCEPT statement. It shall specify the maximum number of transactions generated by this
client application for this interface. This is a measure that may be enforced by the
application, but it is normally only tested against and is used as a guideline for total system
load calculations;

b) PRIORITY [interface_conp[.conn_point]] <priority>:the PRI ORI TY flag can be used
to set the priority of an interface component or a specific connection point. If not specified,
the priority will be set to NORMAL. The connection point of the interface component affected
by this property is specified by the name argument. If the name argument is omitted, the
pri.uity app“ca to—att—connection pU;IItD ir—the app“uatiuu interface—H—th COTTT oi nt
component is omitted, the priority applies to all connection poi the-inferface
component specified. The constant-token <priority> shall have AL or
URGENT;

c) TRANSACTI ON QUEUE: this is as for the accept interface;

d) PABSWORD: this is as for the accept interface, except that\the pa S ied |is that
used for connection to the server.

The rgmainder of the specifiction consists of one or moré lines™s

| NTERFACE [ COMPONENT] <nane>

These|lines are used to specify the co format

as for the accept interface.

orts in
r. This

Note that a connect interface may cont
its intg
will regult in a run time conne

5.5.4.1 Handling o

erface
accept

If the applicatio
compdnents sh
interfaces, this meag

These on the

specifi

5.6

5.6.1

Interfa
the applicatic oapplication-specificationde atic orfaces chcc
number of interface components. Each of the interface components is defined in an interface
definition document.

The format of interface component descriptions is defined in this clause. Interface components
themselves form aggregations of connection points. Each connection point specifies input
and/or output information available from the interface.

NOTE In essence, interfaces describe the view on an application from the outside world — from an object-oriented
point of view, interfaces specify the methods giving access to the internal structure and behaviour of an application
object. That means that all functionality and behaviour of an application visible from other applications is given by
the interfaces.
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5.6.2

General layout

Figure 11 shows the general layout of the specification for an interface component. Examples
of interface specifications can be found in the annexes. The following subclauses describe the

docum

ent in more detail.

NTERFACE <i nterface_nane> DERI VED [ FROM <base_specification>

<header >

REFERENCES
<i nfo_nane> [version]
<data_type> [version]

"lusace

[*descri ption]

EQUI RED DOCUMENTATI ON
<entity_name> [version]

ONNECTI ON POI NTS

<connection_type> <connecti on_nane>
[* description]

I NPUT
[* description]

<el enent decl aration>
OUTPUT
[* description]
<el ement decW\

N aN

5.6.3

The k
syntax

The id
used

comm
compd

. age . IEC 241
enexal layout of an interface specification

pecification documents to identify the interface component. A
bnt should>ormally follow the first line, explaining properties and usage of the in
nent.)The k&yword DERI VED indicates that the interface is derived from a

n apphgation

specifi

cafion given by the identifier <base_speci fi cati on>. This identifier has to be

8/01

n. The

s later
block
erface
base
a valid

reference to another interface specification. The keyword FROM can be used to ma

seman

tics easier to understand.

ke the

It is mandatory to derive a tangible interface specification from a base specification. Only
abstract specifications (parts of the basic PFS) need not be derived from base specifications.

As for all entity types covered by the PCS, an interface specification is divided into a header
and a body. The properties to be set in the header are given in 5.4.
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Body specification

The blocks defined in the following subclauses shall be part of the body of an interface

specifi

cation.

5.6.4.1 References

Information or data type specifications used in the specification of connection points must be
referenced before use. Each line of the REFERENCE block contains a reference to an information
or data type specification in the form:

<nane

<vers

document.

5.6.4.2 Usage

This b
comm

5.6.4.3 Required documentation

This Hhlock lists additional documentati

specification. This is mainly to instructNhe gmpiler_of the PCS specification
should give a warning to the systenyi or Yo' ckeck the availability of the sp
documentation. It will not generate protoc ities . \tollowing the keyword a list is gi
one tekt block; each line iR ally’cortain an entry of the form:

The tqken <entity n

documentation i’ questio
specified by the taken |

5.6.4.

This

provides. k

b) <clonnécgti on>

c) |

<pane> [ versi on]

bnt and is not parsed.

erpretation of the in

<entity_name>

lock ¢

ame>: identifier specifying the name of the connection point to be cn

> shall be the name of an information or data type specification. To(distinguish beLtween
different versions of specifications referenced here the version code may be gi

token
renced

ntis a

erface
that it
ecified
en as

es the
hay be

bonent

olumn

eated;

PUT/ OUTPUT: dependent on <connecti on type> (see table 1) the connection point

needs an | NPUT and/or an OUTPUT specification. The formats of both input and output
blocks are the same.

The connection types and corresponding input and output requirements are listed in the table
below. Note that an input or output field may be empty although the existence of the field is
required.
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The <q

a)

b)

The <
no me

5.7

5.7.

Inform
two pr

a)

b)

5.7.

Table 1 — Connection point types

<j

def

<d
da
ou
NQ
par
wit
NO
onl

op
len

defi

1

int
typ

Keyword In Out

FUNCTI ON Yes Yes
READ Yes

WRI TE Yes
NONACKED WRI TE Yes
SUBSCRI BE Yes
I NDI VI DUAL SUBSCRI BE Yes Yes
BROADCAST SUBSCRI BE Yes
ANONYMOUS BROADCAST Yes

| ement decl aration> can take one of the following forms:

then be the i

i ze] : the specification of a v
5.8.4.4.3), where the interpretq

e),and the transmission of additional |nformat|on by complex data structures allo

viously

the syntax arF for a

put or

by the

ibn point

s case,

ariable
tion is

| It has

. Mainly,

pecific
ws the

programmer to transmit data with an implicit meaning, see 4.1;

structure: for high-level applications (e.g. decision support systems) it is not sufficient to
process only data. Additional information has to be available, for example source of
information, accuracy and time stamp. This leads to complex structures. The specification
of the internal structure of such complex data entities can be given in information
specifications.

2

General layout

Figure 12 shows the general layout of an information specification. Examples can be found in
the annexes.
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| NFORMATI ON <i nf ormati on_name> [ DERI VED [ FROM <base_specificati on>]

<header >

REFERENCES
<type_name> [version]

USAGE
<descri ption>

ATTRI BUTES

[* description]
<attribute_list> /\ %

Figure 12 — General layout of an information s ERNFPOT
5.7.3 Header
The keyword | NFORMATI ON defines the beginning of ap’informa ification. The syhtax is
as follpws:
I NFORMATI ON <i nf ormati on_na
The identifier <i nf or mati on_name> defi ) information specification. This
name |can be used by interface component ificati specify an input or outplit to a

connegtion point. The optional key ROM indicates that the information
specification is derived from a tion given by the identifier
<base|specification>. Mg i ifi mation
specification. The keyword FRQM i mment

should follow the first IiN

As forlall entity &
and a pody. The prope

5.74

neader

The b
descri

oy are

5.7.4.1

The types(used within the ATTRI BUTE block described below have to be referenced |before
usage| Data types (5.8) and other information specifications can be referenced here| Each
referefrcetastobetmtheforn

<t ype_nane> [version]

<type_name> has to be a valid name of an information specification, data block or
interpretation. To distinguish between different versions of one type, the relevant version
number may be specified by substituting [ ver si on] with the relevant version string.

5.7.4.2 Usage

This block gives a description on how the information specification should be used. The field
<descri pti on>is a comment block and is not used by any parser.
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5.7.4.3 Attributes

This block specifies the attributes of the information entity. Each attribute is declared on a
separate line, making up the block <attri bute_l i st>. Each line uses the following syntax:

<type_nane> <attri bute_nanme>

Where <t ype_name> may be one of the following:

a) a valid name of another information entity referred to in the REFERENCE block (see above);

b) a valid name of an interpretation or data block specified in a referenced data type

document (5.8);.
c) ongofthebasic datatypes (See annex B
An <aftribute_name> is specified so that the parser can generate an 2
informption element.
5.8 |Data types
5.8.1 Overview
Data type specifications have three purposes:
a) de
as
b) de
of
ne
c) de
thd
The bqg
keyword LOCAL cgntains aff d 3
included in theio
interpretation, or sg i 6 AL, the respective entity can only be accesse
other $pecificationg<b sing\@ 'scope qperator. This is done by using a concatenation
data ty ta type name with a dot (‘ . ' ) as separator.
5.8.2
Figure al layout of the specification of data types. Examples can be
in the

for the

y also

f data
fines a

names

by the
pe are

type,
d from
of the

found
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DATA TYPES <nodul e>

<header >

REFERENCES
<modul e> [version]

* specify data types with |ocal scope

CONSTANT <type_nanme> [OF <ol d_type>] IS <constant-token>
Lk &l H i 1
H—deser p+oft

i NTERPRETATI ON <t ype_name> OF <ol d_type>
[* description]

<interpretation>

DATA BLOCK <type_name>
[* description]

<data_list>

LNI ON <type_name>
[* description]

<data_type> <itenp
<data_type> <itemr
<data_type> <itenp

GLOBAL

* specificatiqgn o
in the L\secti o

| obal scope, syntax is as
i cation

Figure - | Yayout of a data type specification IEC 2430701

defirles the beginning of the data type specification. The complete

Yodul e>

The identifier<mdok€> gives the name of the data type specification. A comment should follow
the firgtlihe, explaining properties and usage of the data types specified. Other header fields

are desefribedn5+4-

5.8.4 Body

The body of a data type specification consists of the following blocks in the listed order.

5.8.4.1 References

External data type specifications necessary to define the entities of the current specification
shall be referenced here. This block consists of a list with each line containing a valid name of
a PCS data type specification. To distinguish between different versions, the version concerned
here may be given by the token <ver si on>.
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5.8.4.2 Local data definitions

The keyword LOCAL introduces the specification of data types with local scope. These data
types are accessible from other specifications only via the scope operator *.’, see 5.3.4. The
section marked as LOCAL has to precede a GLOBAL section, if the LOCAL section is used.

5.8.4.3 Global data definitions

The keyword GLOBAL precedes the specification of data types with global scope. These data
types are accessible from other specifications directly without the use of the scope operator (‘.
— see 5.3.4). The LOCAL section must precede the GLOBAL section if a LOCAL section is used.

5.8.4.4 Data definition types

Each Ipcal or global block consists of a number of data type definitions iohs can

be in gny order. The following subclauses specify the format of each

5.8.4.4.1 Constant

The format of a constant definition is:

CONSTANT <type_name> [COF <ol d_type>] IS

The ngw constant named <t ype_name>, optionall given
a conitant value <const ant -t oken>. ble by
the optionally specified type, see 5.3: at has

been ¢

5.8.4.4.

The fo

This b viously
define block
separgtor. eh_li f erprétation block defines a meaning for one discrete valfe that

the typ o different variants are shown in the table below.

Table 2 - Interpretation forms

\F{{m> Description
literal = token Define a new token to have a constant value (literal)
TokenZ = token1 Define a new token 1 to be rdentical to an old tokenzZ.
token Define a new token with no particular value
constant Describe the interpretation of a specific value

All forms can be supplied with an in-line description after a semicolon. The two variants using
an equals sign assign a new value to the left-hand side token. The new token can be used in
other contexts in the definition documents. The constant tokens can be of one of the types
described in 5.3.2 or a symbol created in a constant definition.

The two last lines in the table are used to give an informal description of how a particular value
or a previously defined token or constant should be interpreted. Neither of these will define new
symbols.
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5.8.4.4.3 Data block

The data block is used to define a new data type consisting of a set of data elements (a
record). The structure of the data block definition is:

DATA BLOCK <t ype- nanme>

<dat a-type> <el ement - name> [; description]
<dat a-type> <el ement - name> [; description]

The new record is given the name <type- nane>. After the keyword line, a comment should
follow with an informal description of the new type.

Each (Iiata element in the new record is listed in order after the descriptigh. Eash li efines
one ngw element of type <dat a-t ype> with name <el ement - name>. The/Q¥ ts and
the deglaration forms are shown in the table below. ol d-t ype referergs yrew efined
data type or a built-in type as listed in annex B.

Table 3 — Data type declaration formats

AN
Form /Be{\cnw%\ \\)
old_type A single element oﬁiv%\type \

[N] old_type An ordinary am&i@%/tym

[wtype:N] old_type %rk\le I%r(gﬁ ar(%y of éive(qt)pv
N/

The N|can be any integer. It specifies m)Naumber of elements in the array. The
third form defines a variable length array. be one of the unsigned integer types
listed in annex B.

The byilt-in types are | E ' types should be referenced with the name given
in the |eft hand colum

5.8.4.4.4 Uni

ransmitted as one of several data elements of different
ior—o6f a union contains the possible elements that ¢an be
hject The syntax of a union specification is shown below:

Uniong

types
transmnyi

<wt ype>

; description]
; description]

The union,is given the name <t ype- name>. The wtype is an unsigned integral basic type(that is
used [0 transmit the enumeration value of the union element actually transmitted. The
enumeration starts at one for the first line and increases continuously. The value zero is
reserved for an empty union, i.e. no data transmitted.

Only one of the elements defined on the following lines will be transmitted. Each element must
be a basic type or a derived type (data block or interpretation).

6 PISCES foundation specification (PFS)

6.1 Introduction

This clause gives an overview of the components of the PFS and defines the structure and
naming conventions.
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6.2

Naming conventions

— 39 —

To simplify the reading and understanding of PFS class trees, the following naming convention
has been defined:

o O T o

)
) PAC is used for application classes;
)
)

PIC is used for information classes.

all PFS class names start with three upper case letters;

PCC is used for interface component classes;

In addition, the PFS will contain one standard data type file called “Gener al ”. Other data type

files a

6.3

6.3.1

The H

repres
includ

possib

The cd

Introduction

Application classes

e Creatled as tound necessary.

nts one application base class. The shaded boxe
d in the companion standard source code, bu

mponent interfaces are listed underneath.

/PACApplicatioh\

CVersignCodes

~

N

\

NN

PACLNA

CRullAj

CLNAStats

PCCAgpli

tign

ionInfo

N

AN ROR

PACServerApp/

\EAcehpsole

. . PACNMEA '."."

PACNMEARelay *.".'PACCantral"."."

PCCW

PCCU

rAuth

PCCNmea .1+ POGEontrot [+

New t4
nodes

ngibleappli

NS

IEC 2421

Figure 14 — Application class tree

ions can be derived from any class in the tree, also those that are 1

h box
re not
les of
f text.

ot leaf

The tree defines a set of generally useful application classes as described in the following

clause

S.
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6.3.2 Application base class: PACApplication

All PFS compliant applications must as a minimum have version and manufacturer codes
available (PCCVer si onCodes) . These components of the PFS are described in annex C (in
the PCSDL format).

Two “simple” example applications are shown as: a simple relay function for IEC 61162-1 and
IEC 61162-2 telegrams (PACNMEARel ay) and a simple control function (PACContr ol ). The
latter is assumed to be some kind of simple control interface.

It is recommended that only very simple applications are derived from this base class. Most
applicffions should be derived from the managed application base class.

6.3.3 LNA MAU application: PACLNA

There|is an application class associated with the system’s LNA (PAX ) 8 tion is
implemented as a MAU that can look into some of the LNA’s ma » p 5s. This can
be usgd for application management, configuration and debugging X ionplity of
this MAU is defined in annex D.

6.3.4 Managed applications: PACFullApplicatio

ion and
cation

There|is also a more complex class of
possible configuration of the interface
(PACFUI | Appli cation). The source

This application class enables tog ) of a
connegtivity tree with detaj i énnection point. This is an important
tool fof system integration(and 3 xd debugging.

6.3.5 IEC 61162-1 and intexfaceapplication: PACNMEARelay

One ekample o MEA relay base class. This base class allows the
relay pf IEC 6116 > telegrams over the IEC 61162-4 protocol. This
repres i € o ntegratesparts 1, 2 and 4 of this standard. The source dode is
includ

6.3.6

The cons oplica e class provides a starting point for the creation of consolés that
shall ¢ ‘ . In this standard, the base class is only provided with an

authenti interface (PCCUser Aut h). This is typically used to verify console ppsition
and user authenticity before any operation with side effects is allowed to be performed. The
sourcq code is included in annex C.

6.3.7 General alarm and monitoring application: PACServerApp

A simple base class with a simple data base function for general data retrieval is implemented
in this application base class. A more detailed application tree is described in annex E. This
base class, or at least parts of its component interfaces should be included in any application
that may present data to a higher level application.

These application classes are also useful as general gateways between any other sub-system
or bus and the IEC 61162-4 protocol.


https://iecnorm.com/api/?name=153517080647328f2549ec65f15b1c9e

61162-420 O IEC:2001(E) -41 -

7 Specification requirements for PCS compliant applications

7.1 Introduction and general documentation format

To enable the user to get a reasonable overview of an application’s functionality and the
relationship to and between interfaces, a set of documentation requirements has been
developed.

The application documentation shall consist of three main parts as described in the following
subclauses.

7.2 Function block

7.21 Function block graphical view

jctured

The chumentation shall contain a graphical function block view. T
entities

as indjcated in figure 15. Other graphical formats can be used
listed in the following shall as a minimum be included.

Parameters Stat

| (o

Events ) & Commands
—>

Function bloek

Input —» % — Output
variables (\ — variables

Physical effects

IEC 2422/01

5»— Function block prototype
In the i G i application is drawn as a rectangle with certain inpufs and
outputp. i > s should be labelled with the corresponding connection| point,
interfa ' Snteor application interface dependent on wanted resolution. Only the|inputs
and o 8 megst important for application function need to be included. The| figure
shows aputs ‘and outputs that are normally included. These are discussed [in the
following subelause

7.2.2 —Phystcateffects

Physical effects are interactions not representable in the IEC 61162-4 network. They shall be
drawn as double pointed arrows underneath the function block.

Physical effects are effects of interaction between the physical entities outside the control
system and the function block, transformed by, for example sensors, actuators or HMI.

7.2.3 Input variables

Input variables shall be drawn as arrows pointing into the function block in the lower left corner.

These are information elements generated by other function blocks. They are read during the
execution of the function block’s algorithm and are necessary for the correct operation of the
function block.
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Output variables

Output variables shall be drawn as arrows pointing out of the function block in the lower right

corner

These are readable information elements generated as a result of execution of the function

block.

7.2.5

These are typically input to other function blocks.

Events

Events shall be drawn as arrows pointing into the function block in the upper left corner.

Events other
functig

7.2.6

Comm r right
corner

Commill alarms
and w

7.2.7

Status her.
Status| represents informatjon items thg s that
are not yet known, typic inyé o upport
systems.

7.2.8 Param@

Paramleters shall e er left
corner

Paramleters eS8 an be set in the function blocks to control the function block’s
operat i nction block shall not depend on the continuous availability of

these

7.2.9

It mayj

be, convenient to indicate in the figure what is defined as connect (client) and v

vhat is

define

H as”accept (server) type interfaces. Note that this is independent of an entry point

acting

as input or output. The following conventions shall be observed:

a) a client entry point shall be labelled with an upper case ‘C’ near the rectangle;

b) a server entry point shall be labelled with an upper case ‘A’ near the rectangle;

c) no

7.3

label is legal and does not carry any particular meaning.

Functional description

The documentation shall contain a section that describes the functionality of the application.
This section shall relate the various inputs and outputs to the overall functionality.
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The level of detail and the actual mechanisms employed to describe the functionality is left to
the author. As a general rule, the description should allow a reader to understand what the
application does and how the various inputs and outputs can be used to deploy the application
in an integrated system.

7.4 Companion standard descriptions

The third part of the documentation is a detailed description of all inputs and outputs in the
form of PCSDL documents. Base classes that are used in derivations and which are taken from
official versions of this standard need not be included in the listings.

Interfages tha e y USEd for Interna 5
also bg deleted from the listing providing that these interfaces have no sa
on the|application or in the system in which the application shall operate

e may
impacts
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Annex A
(normative)

Defined keywords

The following table shows the keywords reserved in the companion standard definition
documents.

Keyword Description

ACCEPT Define an accept-type interface
ANONYMOUS BROADCAST Define an ABC connection point /\
APPLICATION Define a new application specificy'ro&
ATTRIBUTES Declare attributes of an infor '\\speé&Qcﬁﬁ'\on
AUTHENTICATION Specify need for user authentisatioq
BROADCAST SUBSCRIBE A data object function t§ge \ \ >

X
CLIENTS Specify maximum@hbe\r\o\f CWS for\aQ interface
CIOMPONENT Syntactic sugar O\ N
CIONNECT Define a cﬁnnemype\v\te%’s{ >
CONNECTION POINTS Defing a\set of chnndtion paints

7\ ;

CoNSTANT { \| Define'a gonstaht datalitem”
DIATA BLOCK Nm\a n data\aggr/edate type
DATA TYPES ( Defi}e\é\(da types
DIATE \ |Foliswed ty Wase of last modification
DERIVED \ ( S\Bee)fy Mase specification of a PCS specification
FROM l\ ) (\ tactic sugar
FUNCTION \ X A&ata object function type
goBaL N\~ \ \ \ Mefine global scope for an identifier
IN FORMATION/\& \/\ Define a new information specification
INDIVIDUAL SUBSGRIBE, \ N/ Define an individual subscribe connection point
INPUT ( \ \ Define the data object's input record
IN W&g \\ \ Define a new interface specification
INTE Aa& \ ) Define application interfaces
IN TERPREWON\ Define an interpretation of a data item
19 Syntactic sugar
LDCAL Define local scope for the following data types
MANUFACTURER Specify manufacturer of an application
MAX MESSAGE RATE Specify maximum message rate of an interface
MODEL Specify model of an application
NAMED Syntactic sugar
NONACKED WRITE A data object function type
OF Syntactic sugar
ON Syntactic sugar
OUTPUT Define the data object's output record
PASSWORD Specify password protection for a server interface
PRIORITY Specify the priority of a CONNECT interface

READ A data object function type
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Keyword Description
REFERENCES Heads “included files® section
REQUIRED DOCUMENTATION Additional required documentation for an interface
RESPONSIBLE Responsible author of a specification
SUBSCRIBE A data object function type
TRANSACTION QUEUE Specification of load limitation for server
UNION Specify a union data type
USAGE Heads a description of the usage of a specification
VERSION Followed by version code of the specification
WRITE A data object function type

N

@%
S
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Annex B
(normative)

Basic IEC 61162-4 data types
The following basic data types are supported by the IEC 61162-4 A-profile (IEC 61162-401).

The IEC 61162-4 protocol guarantees to transmit any aggregates of these types between
application units with no loss in precision or value.

Type Description
bool_m 1 bit Boolean
char8_m 8 bit character /\<
char16_m 16 bit character Q
word8_m 8 bit unsigned integer /\\
word16_m 16 bit unsigned integer \ w NN
word32_m 32 bit unsigned integer \ \ \
word64_m 64 bit unsigned integér

int8_m 8 bit 2's compla):\e& in}g)g \
int16_m 2 S C/ms\emént mtlége( 3 >
int32_m 32\t\M Z\Nlem%t lntég\er )
int64_m 's compl teger
float32_m 32\bit figating p&r{
floa64 /B4 bit floatidg point >

N

tion\and\a foxmal definition of representation in IEC 61162-401.

Refer o a more detail
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Annex C
(normative)

General application companion standards

C.1 Introduction and general principles

This annex describes interface components and applications for basic system management
functigns. Each application shall belong to one of the super-classes:

i mpl eApplication: shall provide mechanisms for access i i mation

b) PACFul | Appli cati on: shall provide mechanisms for ac in ti qut the

This gnnex also contains an authentication int th 2 s that
ir¢ operator or workstation authenticati
C.2 (Functionality overview

C.21 General data defjnitions

The data type Gener ak _providesl generakg to this
stands

C.2.2

The in umber
format,

c.2.3

These official

name

c.24 Interface and MCP information

The PCCFul | Application interface provides additional information that allows a
management client to inspect all interfaces and MCPs.

C.2.5 Authentication

Authentication is application specific in that different servers have different requirements for
authentication. The standard provides a general interface to do authentication and this,
together with the session codes, can be used to make sure that the identity of a requesting
client is that which one expects.
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File overview

The following table lists the interfaces. Applications are contained in this annex.

Table 4 — Application related CS components

C.2.7

01

Component Description File
General General data types general.mcs
PACSimpleApplication Simple application skeleton appsimp.mcs
PACFullApplication Full application skeleton appfull.mcs
PCCVersionCodes Interface for version codes V/e/mﬁn\mcs
PCCApplicationinfo Interface for application information '\a\ppi(u.fg.m\c\
UserAuth User authentication data types /\ auth\i\m}\
PCCUserAuth User authentication au .m&
LnaMau LNA data types definition \ I}Qda}é\m};
LnaMaulf LNA MAU interface < \ \ Inai}\(ncs
N

Data types General

DATA TYPES Cener al
is nodul e defines a set of
gl obal .

defined as

* Revision history:
0102 1.2 First IEC FD S rellease
990831 1.1 First

VERSI ON
DATE
RESPONSI BLE

REFERE

definitions for PFS

el dox OF bool _m

S i ndi cates whether the corresponding field in a block is
Vali d\ Vatid nmeans interpretable, i.e. a null-termnated string
can be flagged as valid. A zero length variable length array can

also be valid. Fields are counted fromthe top of the data bl ock

lef —, L H ol ) ool L <l AN Tl F Il
ucrrrimtirurir {do TTIUTA £ZTT U) almu " uuwr (TTierTcast ity TTIUTA ). e TTTru

is valid if the corresponding bit is TRUE (1).

* Val ue indicates whether data block is valid or not.

FALSE ; Block is illegal
TRUE ; Block is ok

DATA BLOCK Ti e
* Arepresentation of relative tine. Note that the representation
cannot accommodate |onger tine differences than approxinately 136

years.

wor d32_m sec
word32 m usec ; Micro-seconds fraction of above
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I NTERPRETATI ON G obal Timre OF Tine
d obal Ti me cont ai ns nunmber of atom cl ock seconds and mi cro-seconds
since midnight 1. January 1970 UTC, *excl udi ng* | eap
seconds. This is conpatible with POSI X tine representation (for
use in, e.g., ctine or localtime functions). This tine
nmeasurenment has an offset to UTC tine that is changed for each
(negative or positive) |eap second.

* Note 2: The constant UTCOFFSET_JAN1999 can be used as an
approxi mation to the offset to UTCtime. One should keep in mind
that there may be a second or so difference between the MTS tine
as specified by the systemserver and real UTC tine. This should
be no problemas long as this is consistent during a voyage.

* Note 3: The GPS satellite or a radio or nodem based ti
server can be used to update the offset count.

* Note 4: Wen using PO X tinme conversion functions,
check if the | eap second count is taken into consi
shoul d not be) and if the second count is signe
second count will cause problems around year
seconds count wap around to negative.

t hat event 2
found bel ow.
ftp:// mai

of | eap seconds can be
a file located at
. dat.

1972 JA
19 UL

* Ok F kX kO NSE H k /X R/ X AN F X X X kX F

DATA BLOCK Ver si on
* Version codes generally used in this protocol. An increnent in major

nunber indicates a specification (protocol) change that nay render
ol der versions inconpatible with newer. Downward conpatibility may
be supported but shall not be relied on. The value zero for mgjor
represent a test version wth unknown relationship to official
versions. An increnent in mnor nunber represents sone form of
correction or mnor adjustment that retains upwards specification
conpatibility. An increnent in rel ease nunber indicates software
fixes with possible changes in functionality only to correct
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previous errors. The date represents the conpilation date and tinme
for the software inplenenting the version.

wor d16_m nmaj or
wor d16_m nm nor
wor d16_m rel ease

G obal Tine date

I NTERPRETATI ON Engi neeringUnit OF wordl6_m
* Specification of scalar dinension. Most units are based on SI, but
sonme speci al considerations have been made to naval units (knots,
nautical miles and angul ar neasures).

* Note: Different storage classes can use the sane enaineerino unit
~ ~ ~J L

e.g., atime can be represented in a float or an integer
usual Iy necessary to know both storage class and engi neg
to interpret a nunber.

* EU_NAVDI RECTION i s used both for positions (E/ Wor
headi ngs. The context defines howit is used.

0 = EU_OTHER ; other (use descriptio
1 = EU_UNKNOMW ;. not known
2 = EU_COUNT . nunber — di nensj6
3 = EU_ RATIO ; ratio — dinens
4 = EU_TEXT :
10 = EU_LENGTH :
12 = EU_AREA ;
13 = EU_VOLUME ;
14 = EU_NAVDI STANCE ; 852 m (navigational |ength )
20 = : A[ Yfeasure)
21 = i ¥e cl ockwi se (angual ar
ly Nis zero).
22 = first is degrees N positive

degrees E positive (Wneg) (position |n
| ongi tude).

A s Qlinear velocity)
koot's — nnmf h (navi gational vel ocity)
di ans/s (angul ar vel ocity)

m s**2 (linear acceleration)
radi ans/ s**2 (angul ar accel erati on)

s (tinme)
Hz (frequency)

= EDNVASE . kg (mmss)
= EU_DENSI TY ; kg/ mt*3 (density)
62 = EU_MASSFLOW ; kg/s (mass flow)
70 = EU FORCE © N (Force)
71 = EU_TORQUE ;. Nm (Tor que)
72 = EU_PRESSURE ; Pa or NNm (Pressure)
80 = EU ENERGY ©J (Energy)
81 = EU_POVER ;W (Power)
82 = EU_HEATFLOW . J/nt*2 (Heatfl ow)
83 = EU TEWMP ; Degrees C (tenperature)
84 = EU_ABSTEMP ; Degrees K (absolute tenperature)
90 = EU _DYNVI SC Nm* s (Dynam c viscosity)
91 = EU KINVI SC ; mfr*2/s (Kinematic viscosity)
100 = EU_RESI STANCE : Chm (Resi st ance)
101 = EU_CURRENT ; A (Current)
102 = EU_VOLTAGE : V (Vol t age)

1000 = EU _RAW Raw byte stream (file)
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1001 = EU_JAVA ; Java text code
1002 = EU TCLTK ; TCL/ TK code
1003 =

EU_EXPRESS . EXPRESS text code

10000 = EU_FREE User defined fromthis value and up

INTERPRETATI ON LocationCode OF word32_m
* Location codes. Unused codes are user defined. For future expansion
these codes should start at USERLOCATI ONS.
0 = LC_EVERYWHERE

iOOOOO = LC_USERLCCATI ONS ; Above and including this nunber

I NTERPRETATI ON TPnet OF word16_m
* Code for various T-profile network (IEC 61162-420).

0 = TPN_ANYADR USER ; User specified

1 3 TPN_MAUADR | PC ; MAU LNA system specific |IPC
2 3 TPN I\/AUADR TCP ;. MAU- LNA over WAN TCP
129 = TPN_ LNADR I|PVAR ; I PV4
130 = TPN LNADR | PVARE ; | PV4
131 = TPN MVADR I|PVAR ; I PV4
132 = TPN MVADR | PVARE ; | PV4
120 = TPN LNADR | PV4 ;1 PV4
121 = TPN_LNADR_I PVAE ; |1PV4
122 = TPN_MVADR_| PV4 ;
123 = TPN_MVADR_|I PV4E ;
DATA BLOCK address_m
* Address of a streami
T-profil e dependent
are

zero length
tets: word32_m
zero length
4 octets: word32_m

tProfile ; T-profile in use
t Addr ess ; The address

| NTERPRE ON TPService |'S word32_m
*.A TP network service class. Values defined by T-profile.

o TOMMG LN UZA IO AN
U o= FTINO__ UINININOUVIN

I NTERPRETATI ON TPSI nstance |'S word32_m
* A TP network service class instance. Val ues depedent on service. For
MAU- MAU stream over Internet, the value is TCP port nunber.

0 = TPNSC_NONE

cks
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C.2.8 Application PACSimpleApplication
APPLI CATI ON PACSI npl eAppl i cati on

* This application contains the general framework for the creation
of a mininmum | EC 61162-4 application.

* Revision history :
010102 1.2 First
990831 1.1 First

| EC FDI' S rel ease
| EC CDV rel ease
VERSI ON 1. 2

DATE 2001-01-02

RESPONSI BLE | EC TC80/ W%

REFERENCES

| NTERFACE PCCVer si onCodes

USAGE

* Mnimumrequired functionality for

Cc.2.9
PACSI nmpl eAppl i cation

framework for the creation

01

* M nimumfunctionality for full application.

ACCEPT Application

| NTERFACE COVMPONENT PCCAppl i cati onl nfo
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C.2.10 Interface PCCVersionCodes
| NTERFACE PCCVer si onCodes
* This interface gives access to basic information about the
application.

* Revision history:
010102 1.2 First IEC FD' S rel ease
990831 1.1 First | EC CDV rel ease

VERS| ON 1.2
DATE 2001-01-02
RESPONSI BLE | EC TCB80/ W6

DEEEREMOES.
INETENLEINCUL O

Gener al

USAGE
This interface is for general use by all application
conpliant to the I EC 61162-4 conpani on standard. i
contained in the application base class defined
PFS cl asses

*NOTE: Al variable length strings are |ength
t erm nat ed.

DATA TYPES

INTERPRETATICN PFC ass OF
PFC application class

PFC_NONE
PFC_LNA

n: Returns nunber of interfaces supported in
this one. l.e., zerois in principle a |lega

he number specifies interface conponents. Interface
conpornepts are nunbered fromzero (this one) to

interfaces.
TNPUOT
none
OQUTPUT
[ wor d16_m 64] char 8_m manuf act ur er ; manuf act ur er
[ wor d16_m 64] char 8_m nodel ; model (type)
int32_m interfaces ;nunber of additional interfaces
PFd ass cl ass ; PFC type
Ver si on appVer si on ; Application revision

Ver si on pr ot oVer si on ;Protocol revision
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Interface PCCApplicationinfo
| NTERFACE PCCApplicationlnfo

* This interface gives access to infornmation about

applications (general attributes), application interfaces

and their connection points

* Revision history:
010102 1.2 First IEC FD' S rel ease

990831 1.1 First I EC CDV rel ease
VERSI ON 1.2
DATE 2001-01- 02

RESPONSI BLE | EC TCB80/ W6

REFERENCES
Cener al

USAGE
This interface is for general use by al
conpliant to the IEC 61162-4 conpani on standard.
contained in the application base class defi ‘
PFS cl asses

*NOTE: All
t erm nat ed.

variable length strings are

CONNECTI ON POl NTS

informati on
the application

in

erface is retrieved. The data is valid

to TRUE. Please note that the follow ng
id for an accept interface (i. e. type == 1):
hefNeNd prbority is only valid for a connect interface
of connection points are the total nunber of interfaces,

* |Interface nunber is negative for illegal interfaces:

-1. NO such 1nterface

-2: No data on interface
I NPUT

int32_m interface
OQUTPUT

int32_m interface ; Interface nunber, as input

[ word16_m 32] char 8_m appName ; Nane of interface

[word16_m 32] char8_m cl assNane ; Nane of interface class

bool _m isAccept FALSE: connect / TRUE: accept

bool _m hasAuth aut henti cati on necessary

bool _m needPassword ;interface password protected ( TRUE/ FALSE)

max. nunber of clients

wordl16_m nmax_ness_rate
wordl6 mmn_ness _rate
wordl6_mpriority
int32_m noCPs

Version VvNo

word16_m acceptCients

; maxi mum nessage rate possible
;M ni mum nmessage rate all oned

LON MEDI UM or HI GH

; Nunber of connection points
;Version information
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FUNCTI ON Get CPInfo
* This command is used to retrieve detailed information
about one sel ected connection point.

* Precondition :
I nput paraneter interface (see below) nust be a valid code for an
existing interface conmponent. conn_pt be a valid code for a
connection point belonging to the interface.

* Postcondition :
I nformation about the connection point conn_pt is retrieved. The
data is valid if returned interface and conn_pt is

non nagafi\/a I\Iag::fi\/a values for one or both are: 1 No_—such

entry for this interface/conn_pt -2: No data avail abl e i s
i nterface/ conn_pt

I NPUT
int32_minterface
int32_m conn_pt

OQUTPUT
int32_minterface
int32_m conn_pt
[word16_m 1950] char8_m  fornat
[word16_m 32] char8_m nane

C.2.12 Data types UserAuth
DATA TYPES User Aut h
* These data types are rel

* Revision history:
010102 1.2 First
990831 1.1

VERS| ON

T
% Codes™~for user groups.

oow ; Oficer On Watch
UGOTHERENGl NEER ; not chief

5665
;
]
3

iOOO = UG _USER ; user defined fromhere

I NTERPRETATI ON Consol eGroup OF int32_m
Codes for operating consoles (from | M A 830(19) and ot her)

CG_OTHER ; Not defined |ocation

CG_BRI DGE ; Navigation bridge

CG_MACHI NERY ; Machinery control room

CG FI RE : Central fire control station

CG_LOCAL ; At location of equipnent being nonitored
CG_ENG NEER ; Engi neer's accommodati on

O WNEO


https://iecnorm.com/api/?name=153517080647328f2549ec65f15b1c9e

- 56 - 61162-420 O IEC:2001(E)

6 = CG BRI DGEW NGP ; Navigation position port

7 = CG_BRIDGEW NGS ; Navigation position starboard

8 = CG_BOACONTRCOL ; Navigation and DP position

9 = CG_BOADOCR ;. For bow door

iOOO = CG USER ; User defined position fromthis code

I NTERPRETATI ON UaSt at us of int32_m
* Return status for request to authenticate.

&
>
5
@)

&
3

E

US_WRONGSPECI FI CCONSCLE

US_WRONGSPEC! FI CUSER

US_WRONGPASSWORD

US_UNKNOWN ; Gther unknown error

OO W

A
o
o
o

= US_OTHER ; Other specific error

INTERPRETATI ON UaCode of [32]bool _m
The user authentication code. Increasing qi i asi ng
level s of authorities. Coding is dep ]
application. May be a bit-map?

UA NONE
UA READ
UA WRITE
UA WATTR
UA ALARM

T hAWNRERO
I I T |

Oxffffffff = UA_

transfer of console to renote
to be set as console

ow edge transfer

is consol e

O her commands

C.2.13

* THi s hnterface’is used for user authentication. A client asks a
sqrver for authentication codes based on a passwords, a user code
tte—code—for—the—controtHHmg—fumctomr—and—tte—functTomto—controt—

* Revision history:
010102 1.2 First IEC FD' S rel ease
990831 1.1 First | EC CDV rel ease

VERS| ON 1.2
DATE 2001-01-02
RESPONSI BLE | EC TCB80/ W6

REQJI RED DOCUMENTATI ON

PASSWORDS ; It nust be docunented how passwords are configured in
; both client and server

REFERENCES
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DATA TYPES Cener al
DATA TYPES User Aut h

* This connection point is used to identify a user and returns an

aut hentication code. The protocol will ensure that it is
possible to identify the client MAU between connection points and
i nterfaces.

* Precondition: Input user and consol e codes and password. |nput
nrr_\finnall\/ a crr_\arifi cuser and console code This 22-1V] he
requi red by sone applications. A new request terni nates
automatically any previ ous authorisations.

* Postcondition: Authorisation status. The reques
automatical ly have an authorisation |evel corr
and console. This will be used where applicable

request nust be sent before this tine
aut hori sati on. The authorisation code_and
speci fies all owed operations.

I NPUT
User G oup user
Consol eGroup consol
[8] char8_m spConspl e
[8] char8_m spUser
[8] char8_m passwor
QUTPUT

UaSt at us

. Consol e nunber
; Optional descriptive string

nfornms all connected consol es about

e listeners consol e code nust be established by
sation request. If not, the Isitner should
this code never is used.

on: The conmmand code specifies necessary actions:
REQCONSOLE and next Console is self: Acknow edge take over
ISOLE: Regi ster new consol e in comand, use provided data.
CLE: I nformation about new or changed consol e
configuration. Use provided data.
G:ICI. ;HIIUIU
* The user, consol e, spConsole and spUser describes the
attributes of the new consol e when SET, REQ or WHAT
CONSCLE. Invalid el se.

QUTPUT
ComrandCode comand ; Command to consol es
int32_m i nConsol e ; Current console in command
int32_m next Console ; Next to be console in comrand
User Group user ; \What user code
Consol eGroup consol e ; What control position
[8] char8_m spConsol e ; Optional specific console code or null
[8] char8_m spUser ; Optional specific user code or null

* This connection point does one of several things:
— Inquire about current console in comand
— Ask for transfer to another console
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— Ask for forced transfer to this console

— Acknowl edge transfer to this console

by the character string new console. It returns the name of

the workstation previously controlling the process as well as a

flag indicating whether the assi gnnent has been executed
successful ly.

* Precondition: Authorisation nust have been established. A console
code for own console will be returned through that. One can ask
for transfer to own or to another. One can al so ask for consol e
in command (do not usually require authorisation).

I NPUT
ConmmandCode conmmand ; Operation to be performed
int32 m next Cansol e ; h‘]lcﬂl f or transfer to
QUTPUT
UaSt at us status
int32_m next Consol e ; Requested consol e o

@%
S
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Annex D
(normative)

LNA-MAU companion standard

D.1 General principles

The LNA-MAU is a special MAU embedded in the LNA that can be used to interrogate the LNA
about its own status as well as the status of its connected MAUs and remote LNAs. The
purpose of this functionality is to implement a limited set of monitoring and debugging functions

in the pyster-
The information available from this MAU is illustrated in the below E . te that the
numbagr of octets transmitted for a given session associated with an 2 plid for
that relationship alone, although it is transmitted in the session inform
Local LNA
address
status
noMAU
noRLNA
noSession <\ <(> G
MAU Interface |/ CP
name name name
status statos_ type
N\ A formatString
\ap\drf\bq o )“t:/lt g
erfa nterface
con "~ TFstatus
it dataTrans
@ \ o GaTrars
‘Se\sﬁ\oﬁ
RARCnan
RMAUname
atus
dataTrans
\ RLNA
~address
IEC 2423/01

Figure 16 — LNA-MAU information entities

THE LNA-MAU can be directly asked about its own status, about its local MAUs and about
known remote LNAs. By using local MAU as key, one can also get information about the MAUs
interfaces and, furthermore, their connection points. For accept type interfaces it is also
possible to get a list of the active sessions (remote MAUs connected to this interface). For all
connect interfaces and for all sessions it is possible to retrieve the number of octets
transmitted while the entity has been in use.

The general access mechanism is to enquire about information items based on a key and to
get a list of information items in return. A limit number of items can be returned and sometimes
it is necessary to make several calls to the retrieval function with changing start keys. All
retrieval functions use the input key to specify the first item to be returned. The value zero is
always interpreted as search from the start. The function returns a maximum number of items
related to the request, starting at the input key specified. The function will also return the next
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key that can be used as a new input or zero if there are no more items left. The function shall
not interpret an input key literally as a valid key, it shall always start a returned list at the input
key or at the closest key to the input key. If the key is useless as a start value, the function
shall interpret it as zero and start the listing from the beginning. All keys are unique and will not
normally be reused even if an entity disappears and another is created. However, the
uniqueness is limited by the implementation. Keys are only valid within one group of entities,
i.e., an interface key may have the same value as a MAU key.

The users and writers of this application need to consider the dynamic nature of an LNA's
status. This means that one cannot be guaranteed consistency between consecutive calls and
that, e.g., one may not get the same number of interfaces returned from a interface list request
as is specified as that MAU's number of interfaces. Further more, this application will normally
run atf low priority not to interfere with the LNA's normal operation. This status

returng¢d is only an approximation of the LNA's status. However, in a stg ere no
new entities are defined or destroyed in the LNA, the application shall oetekn the true
state qf the LNA.

The LNA status CP is of the subscribe type and will return a<pew ime the
LNA's |status changes (not including updates of transmissio e I v t there
may be a delay between the status change and the subscripti N S ps the

status|module normally runs on low priority.

D.2 [Companion standards

D.2.1 Data types LnaMau

DATA TYPES LnaMau
* This nodule defines a set Na-types to be used in Pl SCE$

e LNA- VAU.

* Revi sion hi s¢
010102 1.2 First

CONSTANT CONST_ELEM CPLI ST IS 12

Pl ™Y o £ ] + ol + %
y T ottt Oor—Cr et S i o COrmetT T O pPoT Tt 1St

CONSTANT CONST_ELEM I FLIST IS 12
; The nunber of elenents in a connection point |ist.

CONSTANT CONST_ELEM LNALIST IS 40
: The nunber of elenents in a lna list.

CONSTANT CONST_ELEM MAULI ST IS 45
: The nunber of elenents in a nau |ist.

CONSTANT CONST_ELEM SESSI ONLI ST IS 12
: The nunber of elenents in a session |ist.

CONSTANT CONST_FORMAT_LENGTH 1S 1500
; The max. string length of a format string.

CONSTANT CONST_CPNAME_LENGTH | S 32
; The max. string length of a connection point name.
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CONSTANT CONST_| FNAME_LENGTH | S 32
; The max. string length of an interface nane.

CONSTANT CONST_LNANAME_LENGTH | S 32
; The max. string length of a I na nane.

CONSTANT CONST_MAUNAME_LENGTH | S 32
; The max. string length of a mau nane.

| NTERPRETATI ONS:

1
1

| NTERPRETATI ON LNASt at us OF wor d8_m

; Definition -of | NA status (I ocal is either connected or ||n|1nn\An)
0 = undefi ned
1 = LNA HEARD ;. Heard about, but not connected
2 = LNA_CONNECTED ; Connected to

| NTERPRETATI ON MAUSt at us OF wor d8_m
:Definition of |ocal MAU st atus

0
1

undef i ned
LMAU_ACTI VE

| NTERPRETATI ON | FSt at us OF wor d8_m
; The definition of type IfStatus. Vari
;the foll owi ng val ues:

may have

0 = undefi ned

1=1FWT :

2 = | F_OPEN ;o Open
- DATA BLOCKS:

¢ network address of LNA.
jode nunber of ditto

The status

The LNA key

hul nf o descri bes a | ocal MAU.

name
st at us

nunber Connect | Fs
nunber Accept | Fs
mauKey

DATA BLOCK Al FInfo
_ih&'gcﬁ-pfﬂ_mﬂ_ﬁ'f_&_m'u'o accept—type nterface:

[ CONST_I FNAME_LENGTH] char 8_m name ; The name of the interface.

| f Status status ; Status of IF

wor d32_m noCps ; No of CPs

wor d16_m conLimt ; Session limt

wor d16_m transLimt ; Transaction limt

wor d32_m noSessions ; No of sessions

wor d32_m i f Key ; Unique key for this interface

DATA BLOCK Cl FInfo
* Description of a MAUs connect type interface.

[ CONST_I FNAME_LENGTH] char 8_m name ; The name of the interface.
| f Status st atus ; Status of IF

wor d32_m noCps ; No of CPs

wor d32_m dataTrans; No of transnitted octets

wor d32_m i f Key ; Unique key for this interface
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DATA BLOCK CPI nfo
* Additional description of a connection point. Note that type is
included as first letter in format string.

[ CONST_CPNAME_LENGTH] char 8_m nanme
[word16_m CONST_FORMVAT_LENGTH] char 8_m format String
wor d32_m cpKey

DATA BLOCK Sessi onl nfo
* Description of a session. Note that the nunber of octets transmitted is
dependent on the interface for which the request is nade.

[ CONST_MAUNAME_LENGTH] char8_m  naunane The | ocal MAU nane.

wordil?2 m rmlll(ay : Local MALL keov

[ CONST_MAUNAME_LENGTH] char8_m  rmaunamne ; The renote D\harme.
wor d32_m dat aTrans ; Octets send for |F and sess

wor d32_m | naKey; ; Renote

D.2.2 Interface PCCLNAStats
| NTERFACE PCCLNASt at s
* This is the LNA-MAU i nterface.

* Revision history:
010102 1.2 First IEC FD' S rel ease
990831 1.1 First | EC CDV rel ease

VERS| ON 1.2

DATE 2001-01-02
RESPONSI BLE | EC TCB80/ W6

REFERENCES
DATA TYPES Lnajvb

f'on point shall be used to retrieve status information
LNA fromthe LNA-MAU. Any changes in status will be reportled to
eti bers (change does not include bytes transmtted).

QUTPUT
Lnal ntf o stat us ;o Ihe status of the LNA
wor d32_m noNVAU ; Nunber of |ocal MAUs.
wor d32_m noRLNA ; Nunber of renpte LNAs.
wor d32_m noSessi on ; Nunber of sessions.
Ver si on swWer si on ; SWversion code and date

* This connection point shall be used to retrieve a |list of MAUs attached

to this LNA
I NPUT

wor d32_m mauKey ; The first MAU to be listed
QUTPUT

[word32_m CONST_ELEM MAULI ST] Maulnfo list ; The list of MAUs.
wor d32_m next MauKey ; Next MAU or zero
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FUNCTI ON Get Al nt er f aceLi st
* This connection point shall be used to retrieve a |ist of accept

I nterfaces

interf

I nterf

interf

associated with a MAU. Mre than one list of interface may exist. Each
interface list can be addressed by the |istNunber attribute.

I NPUT
wor d32_m i f Key ; The id of first IF to be listed
wor d32_m mauKey ; The MAU key (see Get Mauli st).
QUTPUT
[ word32_m CONST_ELEM | FLI ST] Al FI nf o alist ; The list of Accept
aces.

wor d32_m next | f Key ; Next IF or zero

FUNCTICN Cet Cl nterfacelLi st
* This connection point shall be used to retrieve a lig
aces
associated with a MAU. Mrre than one list of inter
interface Iist can be addressed by the IistNunbe

I NPUT
wor d32_m i f Key ; The id of fir
wor d32_m mauKey ; The MAU key

OQUTPUT
[ wor d32_m CONST_ELEM | FLI ST] Cl FI nf o of Accept
aces.

wor d32_m next | f Ke IF or zero

t may exist.
attribute.

atification of interface

cplLi st ; The list of CPs.
; Next CP or zero

of octets sent on this session and this interfacqg.

; First session to be listed
; identification of MAU
; identification of interface

word32_m i fKey

OQUTPUT
[ wor d32_m CONST_ELEM SESSI ONLI ST] Sessi onl nf o sessi onLi st
wor d32_m next Sessi onKey ; Next session or zero

FUNCTICN Cet LnalLi st

* This connection point shall be used to retrieve a list of renpte LNAs
known to this LNA

I NPUT
wor d32_m | naKey ; First LNA to be returned
QUTPUT
[ word32_m CONST_ELEM LNALI ST] Lnal nfo list The list of LNAs.

wor d32_m next LnaKey ; Next LNA or zero

one accept interface. Note that this fungtion
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Annex E
(normative)

General alarm and monitoring companion standards

E.1 Introduction and general principles

This annex contains the companion standards for a general interface to automation and alarm
systems. The standards are also useful in the context of navigation, where they can be used
for interfaces to alarm systems or to higher-level decision support systems.

These| companion standards are based on the manipulation of |nformat|on ba bn tag
nameq. The tag name is an identifier for the information item. The ter ~ lowing
be usgd synonymously with information item. Each tag is associated bly an
alarm ptate and a set of attributes.

The cgmpanion standards provide the following general mechanit

segrch for tags on a specific MAU;

segrch for tags on the network (via anonymous br6

re

)
)
c) reading and writing tag values;
) Iding and writing tag attribute va
)

S
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.
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f) Magchanisms for subscribing to and

Acces$ to tags can optiond i i i ication. This is
normally necessary for al :

The companion standa
will defermine @o

Tag name: ing~l Fy i ion i . ce the

names

ipnship

representatwe mformatlon item (tag number) e.g., the temperature measurement.

E.3 Functionality overview
E.3.1 Companion standard for tag based monitoring and alarm system

The purpose of the general alarm and monitoring companion standard is that all IEC 61162-4
applications of a certain class should supply one uniform service to other IEC 61162-4 clients
that allows the clients to read and write data from or to the server in a standard way. This
mechanism consists of a companion standard that defines certain general data objects for
reading and writing based on tag names.
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By having such a system, an application independent code can be generated that can be used
by any client to read and write to any server. This is particularly appropriate for "decision
support" type or "data fusion" type applications that lie on a higher abstraction level than the
basic control applications. It is still assumed that the control applications have more
specialized function blocks for use in between them, for example for GPS data output.

E.3.2 Client-server architecture

The principle for use of these companion standards is that a server makes information items
available to any client in the system. Likewise, given that the appropriate functionality is
installed, the client can write to information entities or subscribe to updates. It is assumed that

the seprerdeesnotnreedtoknow-the-clents—apriorand-thatthe-systemisbased-oen-aclient-
server|architecture.

E.3.3 | Tag number

Each i ique for
that sq rovide
the sa tags),
stands

The basic interface component provides functionality fo ] mbers.
This i i e . Very
simple of tag
names

Tag nlimbers are the identifiers used d from
the sefver.

E.3.4 | Tag sets

Servells that suppgqrt g sets
are algo estalin in the
PCCTdgSet interface

Subsc

E.3.5

Each gh the
MCP cision,
sampling interva description string, etc. It is expected that this information is| static
throughout.the tag’sife.

E.3.6 Tag attributes

Some tags can have attributes associated with them. These are semi-static information that
can change through the tag’s life, but not very often and rarely or never uncontrolled, for
example filter constants, alarm limits, scaling factors, etc. The number of attributes can be
read in the tag information data structure and the attributes can be inspected and changed
through the attribute related interface components.

E.3.7 Tag data

Each tag has a data value associated with it that is expected to change more or less
continuously. The data value can be read, written or subscribed to through the relevant
interface components.
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Read data will always have a quality flag saying to what degree the value has the required
quality, a time stamp and pending alarm flag information.

E.3.8 Alarms

Alarms are a special case of tags where the server provides a mechanism for keeping a watch
on the tag value to raise an exception if the value changes in some defined manner. Alarms
are also assigned a sequence number that allows the client to determine if more than one

alarm has been raised on one tag.

Alarms needs to be acknowledged before they are removed from the active alarm list. This is

the case_even if the value goes hack t

o naormal

E.4 [Application classes

The dompanion standards define three different applicatio

PACFUIl | Appl i cati on. These classes are shown below.

PACReadableServer

PCCTagDatabase
(PCCTagText
(PCCTagStream)
(PCCTagS ribe)
<
(

CTagNetsedrch)

\ PAGWritableServer

Each application
the cl%s intd a more advanced class:

PCgUserAuth
CCTagw
P AttributeWrite)

PACAlarmSystem
PCCTagAlarm

IEC 2424/01

Figure 17 — Tag application classes

has certain capabilities that can be added to and thereby spec

from

alizing

a) PACReadabl eSer ver : this is the basic class with capabilities for searching for tags and
for reading values, text or floating point. It can be extended with component interfaces for
subscription and for reading attribute values. It can also be extended with a component

interface for network wide search

for tags;

b) PACW it abl eServer: this is an extension that allows writing tags and optionally

attributes. This application class requires user authentication;

c) PACAI ar nSyst em this extends the writable server with a subscription on alarms and a
mechanism for acknowledging alarms.
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Note that both the subscription and the alarm handling component interfaces require the use of
the set definition interface component.

All interface components except the user authentication component shall be defined as
belonging to the physical interface “Tags”.
E.5 Companion standard structure

The companion standards are organized in several component interfaces as discussed in the
previous clause. In addition to the interface components, the definitions also contain the
application definitions and a general data type definition.

at the
es as

The dijagram below shows the relationship between the interface compo
three [classes TagRead, TagWite and TagAl ar m represent the
discusked in the previous clause and not interface classes as such.

TagRead

PECTagDatabase PCCTagStream PCCTagText PCCTagNetséarch

Ggtinfo/GetTaglnfo GetTagStream GetTagText S q B TagAlarm
GetTagCodes RegeiveAck
GetTagValue /\

PCCTagAttribugés PCCRagSubscribey PCCTagWrite PCCTagAlarn]
GetTagAttrinfi ubscribeOnTNme ModifyTagValue GetAlarms
GetTagAttrValugs Subgeribe ha AckAlarm

Q
PCCTagSet PCCTagAttributeWrite
GetTagSet SetTagAttrValues
RemoveFromTagSet
AddToTagSet
IEC 2425/01
8 — Tag interface components relationships
The d sach of the basic application types as a specialization of its [super-
class chspesialization level aggregates more component interfaces. The empty rings

al‘componeht interfaces and the derivation triangle a class that needs its [super-
ation.’The attributes are the connection points.

denotq
class flor instanti

E.6 Fiiestructure

In addition to the classes described in the previous diagrams, there are also a general data
type definition file and a file with standard tag names. The table below defines the files and
their contents.
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Table 5 — Tag related companion standards
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Companion standard

Description

File name

PACReadableServer

Application for reading

tagread.mcs

PACWritableServer

Application: add write

tagwrite.mcs

PACAlarmSystem

Application: add alarm handling

tagalarm.mcs

TagData Data type definitions tagdata.mcs
PCCTagDatabase General data base functionality datag.mcs
PCCTagText Read text value tags datat.mcs
PCCTagStream Read a stream address dat?'fr?cs\
PCCTagNetsearch Search network for tags /dNn.Fnc\s
PCCTagAttributes Read and find attributes / }*&Qaatt\.cqcs
PCCTagSubscribe Subscribe to tag values d\xt%\kbn?bs\
PCCTagWrite Write tag values \ \Katé\q.m}s\)
PCCTagAlarm Read and handle alarms < \ \ dataa}x{cs
PCCTagSet Define set of tags N ataset.mcs
PCCTagAttributeWrite Write attribute values ( m @aattw.mcs
TagStandard \ tags.mcs

Standzy{i tag namé\\// /\
N

E.7
E.7.1

E.7.1.

Note t
requir
repres
times.
althou

Standard tag names

General

ments, adhere
ntation @
It may also/be

jh this may ¢é

N

Character in this context is the basic IEC 61162-4 type char 8_m

E.7.1.4 General tag name structure

All tag names shall have a structure as described below:

number of characters and, due to p
ese rules apply only to the protocol and i

rotocol
hternal
search
mans,
tems.

nated.

usive),
n, the

a) Tag name class: the first character shall be a lower case letter identifying the tag name
group. Currently the following groups are defined:

p: tag with name conform to the PCS rules presented here;

y: yard tag with name structure defined by external entity;

s: standard tag pointing to a ship-independent information item;

i: internal tag defined by manufacturer.
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b) Tag name body: the rest of the name is structured dependent on the tag name class.

E.7.2  Structure of P tag name class

E.7.2.1 Introduction

The P tag name class body is structured according to the rules presented in this clause. The

name body will be divided into groups, each consisting of a defined number of uppe

r case

characters followed by, from zero to any number of decimal numbers. The name is structured

so that it can be parsed by a regular expression.

E.7.3 —Generalstrueturalriles

E.7.3. Outline structure
The outline format for the p class tag name is presented below.
pMenn. SGnn. TC. nn
p — ldentify p class.
MG — Main group (two letters)
nn — Optional nmain group instans
SG — Sub group (two letter
nn — Optional sub group i
TC -
nn -
Each group of the tag is delimited by a periQd at_after the first 'p'. Th¢
group pnd the sub group may have an ingtance Der, i iately following.
E.7.3.2
The mlaximum length of %up abd sub-groups of up to three digits
serial humber of up to eight digi i ompress this in an internal represe

i{ grop numbers can be used for certain tag typ

Specidl coding \@v
example container o

maximum name l¢
E.7.3 D humber structure
The gfoup sgroup\number shall be a decimal number, without leading zeros. In

e is QQ
the ingtance mumber'shall’'be omitted.

E.7.3. Serial number structure

B main

and a
ntation

es, for

cargo. However, the total length shall not exceed

cases
ngine)

The serial number will normally be a manufacturer dependent serial number intended to
distinguish between otherwise identical tag names. For some types of tags (e.g. contain related

identifiers) the serial number may contain structural information.

E.7.3.5 Uniqueness of name

The tag name must be unique within a MAU. It should be unique over the ship (the P
network), although this is more difficult to ensure.

The main group codes must be unique. The general sub-group codes are unique amon
groups (achieved by assigning special first letters to these groups).

Other sub-group codes must be unique among the main groups in which it is used.

ISCES

g sub-
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E.7.4 Main process codes

The main process code consists of two upper case letters optionally followed by a decimal
number. The table below lists the currently defined codes.

Table 6 — Main process codes

Process code Number Explanation
MP Engine Propulsion engines
MG Engine Generator and auxiliary engines
MI L ubrication il systems
MC Cooling systems, fresh and/or salt water
MB Boiler ROEeN
MD Shaft Drive train, i.e. shafts, gears, clutches, ;ﬁ)p&{é@\
MF Fuel oil systems /\ \ \
MM Miscellaneous machinery \ \\\
CB Tank Ballast system \ \ \ >
CL Tank Liquid cargo tanks ) \
CH Hold Bulk cargo

AN,

Y
CR Ree/ﬁe’ﬁ@lated/é%iti%,\goo{ﬁng((e\(cg\pt}ZH groups)
cM Deck Mo&@ c}xg\o\@ dek{s (e.};\Ro-Rg))
CC Hold Contgir%r carg
CO Othe[{/gené?al\carbo\ >
SH { ’§h$p\<}‘aQa( me) captain, yard)
HU N N r&‘a{&{ata

N
HF L IEB\(A\G\CIim\(e control, provisions, waste, sanitary

NA < > < \Qavb{tiwsition, speed, ARPA, ECDIS, etc.)
EV /\ \g\Mo@ent (wind, waves, weather)
N\

FA ( Central Fire}and gas alarm
SY ﬁstem/sub-system (monitoring and alarm system itself)

OoT \ \ \/ Other/miscellaneous

The nmmbeﬁﬁn pecifies what the number code, if used, shall indicate. The numbeér field
shall n ' d.

Note thatsmachinery and cargo and ballast main-groups form two super-groups. These [super-
groups use the same first character (M and C respectively).

E.7.5 Process sub-codes

The second group consists of two upper case letters that defines a sub-group for the main
process group. The sub-groups are divided into three classes dependent on whether they are
used anywhere on the ship (general sub-groups), whether they are used within one super-
group (e.g. machinery or cargo) or if they are specific to one single main group. The sub-group
code can be followed by a number as for the main code.

E.7.6 General sub-groups

The following table contains the currently defined sub-groups that are in general use over more
than one main process group. All codes use 'X', 'Y' or 'Z' as first character. These characters
are reserved for these groups.
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Table 7 — General sub-groups

Sub-group Number Explanation
Y4 No specific subgroup
XP Pump
XV Valve
XE Electrical motor
XT Tank
XM Manifold
AL Flpe-lne, tupe /\
XC Compressor A
XS System/subsystem (network, monitoring y\?ww itsé@
XH Heat exchanger

Numbering will normally be dependent on the main group in

pvided

E.7.7 | Automation related sub-group
This sfandard does not cover general automatio this area are pr|
here.
E.7.8 | Navigation sub-groups
The following table identifies navigatio
ble 8 b-groups
N o~
Sub-grou m E\ Explanation Main Process
/\ Codes

GP ONS redgiver NA

Lc N\ Lotan'C/Chaicka receiver NA

AR \ ~ARPA radar NA

ec < W | ecoisiecs NA

N\

E.7.9 ion group

The third group i

wg upper case letters specifying the kind of information item. The ¢

ode is

based|on’a-simplified version of general process equipment coding rules.
Table 9 — Data type indicators
Letter First position meaning EU Second position meaning
A Angle rad Alarm (no indication — binary)
B
C Conductivity (electrical) QorS Control (output)
D Density/specific gravity kg/m3 Documentation (data models, text: in)
E Voltage V
F Flow m®/s
G Dimensions m
H
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Letter First position meaning EU Second position meaning

| Current (electrical) A Indication (input)

J Power kW

K Time s

L Level m HMI related data (input)

M Moisture or humidity % Maintenance/calibration data/history (in)

N

o

P Pressure Bar Parameter (filter, trend: in or out)

Q Quantity, event or counter

R Record/trend (input) < N

S Speed or frequency Hz, m/s, System status codi\id\out) \>
knots, RPM

T Temperature °c

U Function block (composite) Multlfuﬁm\ﬂ\\Q M \

v Viscosity VWM&«QQW

w Weight or force kg or N ( m \ >

X Any meaning (\ Wnﬁar}ﬂxg

Y System level C K U ]\/

4 Position \ \/

The fin

a physi
inform

A com

E.7.10

The epgineering unit’in use will be available for the general alarm and monitoring sys
Iookin£ up’static attributes of the tag. However, as a rule, the Sl units corresponding
indica .

control) or if it is related to more system-o
rSion codes, etc.).

The preferred engineering unit is listed in the EU column.

E.7.11

Sequence number

are:

ctly to
iented

ux:.

em by
to the

The last part of the tag name is a sequence number code. This code is specific to a particular
manufacturer or system integrator and cannot in general be relied on to have any specific
meaning. The sequence number shall consist of decimal digits only. Leading zeros are allowed.
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E.8 Structure of standard tags (S class)

The standard tags (s name class) will use the same format as the p class tags, except that the
leading letter will be a lower case 's'.

The ‘s’ will show that this tag is a ship independent measurement with properties defined in a
general ship operational data model. The preparation of this model is not within the scope of
this standard.

E.9 Structure of yard tags (Y class)

The yeer tag structuring shall be determined by the yard or any other g ity_that ILas an
overall| responsibility for the design of the ship. The main purpose of the/yat ] vide a
link bgtween the automation system and the physical ship. It is sugges cators
identiflfed by a yard tag shall have the same yard tag on their corres i hent or

alarm.

E.10 |Structure of internal tags (I class)

Internal tags have no particular rules for structuring
lower ¢ase letter ‘i’.

f character being the

E.11 [New tag name classes

Other |tag name classes can be definfed by th ard organizations that maintain| these
specification documents. No user should r 3 cific leading letter being free fpr own
internal use.

E.12 |General qual
All information r

providing system.
clauses.

by the
lowing

E.13 |Certifica

The qdah inciplgs for a specific application may have been checked and certified by
e mranufacturer himself. This certification is not mandatory and it is not
within the scope<qf this standard. However, the Get | nf o MCP provides a possibility to $pecify
if any pertificate hasvbeen awarded to the quality control mechanisms. The actual certificate or

specification document must be obtained from the manufacturer.

E.14 Time stamp

All measurements shall be marked with the time at which they were collected. For raw sensor
data, the time stamp should be the time of the data acquisition. For derived data, it may be an
estimate of the time of validity.

The time stamp is accurate within the limits defined by the sanpl eTi nme attribute of the
relevant Tagl nf o data block.
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E.15 Validity flag

All measurements shall be marked with a validity flag saying if the value has the required
quality or not. The flag can also attempt to quantify the level of non-conformance with quality
requirements. Legal values for the validity flag are defined as the interpretation St at eCode.

The required quality is defined in the Tagl nf o data block in the form of the preci si on and

sanpl eTi me attributes.

E.16 Authentication

The dpplication providing this interface shall specify to what level the
authernticated, i.e. guaranteed to be not tampered with. Normally, thi
mechgnisms for data acquisition used by the application.

The authentication level is defined by the aut henti cati on flag in th

E.17 [Companion standard specifications

E.17.1 DATA TYPES TagData

DATA TYPES TagDat a
* This specification contains gener
dat a access.

* Revision history:
030102 1.2 First IEC FDI'S rel gas
990831 1.1 First IEC Q

VERSI ON 1.
DATE

ons for tag based

data values are

bn the

2lpck.

* Tag name for a neasurenent point, with term nating null or
termnation at end of array (max 32 significant characters).

* Sonme interfaces will contain both internal tag codes constructed

as specified in this standard and yard specific codes. This
means that different tag nanes can have the sanme tag nunber.

e i I i

DATA BLOCK Tagl d

* An aggregate of tag name and nunber. Note that different tag
nanes nay have the same nunber (aliasing of nanme is allowed).

TagNunber nunber
TagNanme name

; Tag nunber
; Tag name
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| NTERPRETATI ON TagSet OF int32_m

*

Va

An identifier for a set of tags. Avalid set id points to an
internal structure in the server that lists all tags in the set.
Sone servers can have statically defined sets. The value zero is
used to indicate no valid set. The ALL_TAGS set defines all tags
in the server (not always supported as set).

NO_SET
ALL_TAGS

rious application classification info

| NTERPRETATI ON Conformance OF [32] bool _m

These bit fields are used to indicate conformance level for this

= O

~NOoOORWN

I NTERPRETATI ON

interface. This corresponds to the nunmber of componen pport ed
with the TagData interface taken as inplicit. Additixa
conponents are:

The | NCVAP/ DECMAP fl ags indicate if the nunber
of tag codes in use changes during the life ti
server. The first means that the nunmber of t
the second that it nay decrease.

TC_| NCVAP ; Increnment tag nunber
TC_DECNVAP ; Decrenent tag p

= TC_ATTRI BUTES ; Addi ti onal
= TC_ALARM ; Addl t| onal
= TCWRI TE :
= TC_COWPLEX :
= TC _STREAM :

TC_SUBSCRI BE

Rich certificates the
ertificates.

These bit €i

certificate for data QA
unent ati on on aut hentication
certificate for authentication

npl ementation of the interface. The key is one
word (max is 24 bits as 8 is allocated to

0 - ; No key based search, returns all tag codes
= ; Search on tags by tag nunber all owed

2 = KEYNAME ; Search on tags by nane all owed

3 = KEY_WCNAME ; WI dcard search by name al | oned

4 - I\I:\II_Lm y \JCGI l.,ll Uy |upa|.| UTl bUUC \I_Ubal.; UIIWUU)

5 = KEY_TYPE ; Search on tag type (TagType)

23 = KEY_SETDEF ; Can/will define a tag set

24 = KEY_USER ; I nplenentation specific keys to 31

I NTERPRETATI ON TagKey OF char8_m

Co
te

ntai ns char8_m key search pattern. The string shall be null
rmnated or termnated at end of array. It is legal to send an

enpty string for KEY_NONE. Only one search bit can be set fromthe

fo

*

*

Il owing possibilities:
KEY_NONE: No pattern (length = 0), Return all tags.

KEY_NUMBER: A single nunber, a series of deciml nunbers
separated by coma (,), and/or a range shown by two nunbers
separated by a minus sign (-), e.g., "23", "23,24,26" or
"20-25". In the latter case, the enpty string represents
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infinity, e.g., "0-" is all nunbers. The nunbers represent tag
code nunbers. This function is nost useful to define sets.

* KEY_NAME: A single tag nane or a series of tag nanes separated
by comma: "tagl" or "tagl,tag2"

* KEY_WCNAME: One name with the follow ng w | dcards:
— °?'" (question mark) — any one |egal character,
— '*' (asterix) — any length sequence of any |egal character
Exanpl es: "tag?" and "ta*" both match "tagl" and "tag2", ta* is
the only that match "tagl0".

* KEY_LCC, KEY_TYPE: A nunber (as KEY_NUMBER), with | ocation codes
(see general data types) instead of tag code numnbers.

I NTERPRETATI ON TagType OF int16_m
This code is used to specify the type of a tag.

TT_VALUE ; Plain numeric type (f64)
TT_TEXT ; Plain text type ([64]c8
TT_ALARM Alarm type, VALUE wi t

TT_FB Function bl ock,

TT_STREAM ! Streamfile type
TT_COVPLEX © Qther formatted

abhwNERO
(I T I T |

tag This applies to bot . al i ty., TQ NOTAMPER

and TQ AUTH i s used i S i 3 i fternal and ext er nal
precision | oss and tanpering i be tanpered wifth
or | ose precision. i i
statement. Lower val ue

pered with, quality controll ed
nticated, all exceptions flagged
henticatjet internally and controlled source

ated internally uncontrolled sourde

cs OF [16] bool _m

od to specify the senmantics of a tag. Read and

ot exclusive: Both neans that the system can
with output dependent on input. Constant

TS_READTHROUGH ; Read directly from physical unit
TS_READBUFFER Read from phy5| cal uni t vi a buffer

T AR LSO

. 1 i
To VN TETTIMNOUOTT VVI I.U UIICblly |.U 'JllyDl bal urir v

TS_WRI TEBUFFER ' Wite to physical unit via buffer

~NOoOORAPNNERD

= TS_CONSTANT Const ant val ue
= TS_UNFI LTERED No anti-aliasing done
= TS_QUEUED Events are queued, no changes | ost

DATA BLOCK Tagl nfo
* Static information about a tag.

* |f engineering unit is undefined (EU OTHER), the text
representation of the unit (for printing purposes) shall be
defi ned.

* The precision is the mnimum scal ar distance that is
necessary to say that a difference between two neasurenents is
significant. This has neaning for scal ar neasurenents and
usually al so for other nulti-dinensional neasurenents, e.g.,
position (typically use I ength of distance vector).
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* The sanple interval is the maxinumtime before the server has a
new measurenent of the tag val ue ready. Check semantics for
nmeani ng of sanple time (read and wite through renders it
nmeani ngl ess). Note that tag values normally are anti-aliasing
filtered before being supplied to user (based on sanple
time). The unfiltered semantics flag neans that this is not
done.

* The tagAttributes entry specifies the nunmber of
extra attributes that the tag data base stores (see
TagAttributes type for predefined attributes).

* The fiel dFl ags shall be set for all valid entities. Al false

means-—that the block is invalid ALl _true is leaal if non-used

entities contain a proper value (including null termni nated
strings and null val ues).

TagNunber t agNunber ; Nuneric code fo
[48] char8_m description ; Description of
TagType tagType ; Type of access
Engi neeri ngUni t engUni t ;

[ 8] char8_m euText ;

TagSenmanti cs t agSenmanti cs ;

TagAut henti cation authentication ;

float64_m preci sion ;

wor d32_m sanpl eTi ne ;

intl6_m tagAttributes ;

[ 10] Fi el dCk fiel dFl ags

Dynani ¢ val ues

ed. For future expansion
Note the classifications

means that val ue may have | ost
under control.

8S i n precision

possi bl e spurious or |ocked val ue
nsor mal function

~~operation conpleted as expected

; Filter may affect value "unreasonabl y"

; Operator set val ue

; Other event that can effect authenticity

Loss in precision by factor 10
Loss in precision by factor 100
Loss in precision by factor 1000
Unknown | oss in precision

10 - S\z_T: ?v'ECuT y 'ulpdatc: tl III:‘UUt CAbCCdCd IUy S2UUT LT

19 = SC UNRELIABLE ; Unreliable value

100 = SC BADSENSOR ; Sensor specific errors follows

101 = SC_OPEN ; Open circuit

102 = SC_CLCSED ; Closed circuit

103 = SC_SHORT ; Short circuit

104 = SC_BROKEN ; Broken connection

105 = SC_NOT_AVAI LABLE ; Input or output is not available
106 = SC_MAI NTENANCE ; Unit under nmmi ntenance

107 = SC_BLOCKED ; Input or output is blocked by operator
199 = SC DEFECT ; Unit is defect

300 = SC_NOOP ; Specified tag does not support operation
301 = SC _NOTAG ; No such tag

302 = SC _NOSET ; No such tag set

399 = SC OPERR ; Unspecified error in data retrieval
400 = SC_UDEAD : Unit itself is dead
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401
499

SC_ULI NK : Link to unit is dead
SC_UCODES ; Last unit related error

10000 = SC_USERSTATES

I NTERPRETATI ON Al arnfSt ate OF [ 16] bool _m
* Alarmstates bit nmap. Al false is nornmal. Use alarminterface
to retrieve detailed alarmstate information. NONESSENTI AL
shall only be set if there is another bit set and if the signal
originates froma systemthat is not defined as essential, i.e.
that alarnms shall have a lower priority than for essenti al
systens. WARNI NG need not be set when ALARMis set.

AC \AARNLNG - NMalue is outside nornal ; but no alarm

AC_ALARM . Value is in alarmarea
AC_NA_WARNI NG ; Non-acknow edged war ni ng(s) exiasd

AC _NA_ALARM Non- acknow edged al arm(s) exi g
AC_NONESSENTI AL This signal is not froman gSse

DATA BLOCK TagVal ue
Val ues for one tag with standard f64 fornat

TagNunber t agNunber
St at eCode state

Al ar ntst at e al arm

d obal Ti me time
float64_m val ue

DATA BLOCK TagText
Val ues for one tag with s

TagNunber
St at eCode

d obal Ti e
[ 64] char 8

tag

I NTERPRETATI ON TagAttrStatus OF int16_m
* The status of an attribute value can be:

TAS_VALI D ; value is valid and activated
TAS_DI SABLED ; value is valid, but disabled
TAS_NOATTRI BUTE ; no such attribute for tag
TAS_NOTAG ; no such tag

WNFO

DATA BLOCK TagAttrlnfo
* This is the container for an attribute infornation structure.
Text strings are enpty if not used. The description string
shoul d be suitable for printing out information about the
attribute in a table, e.g., for alarmlimts.

TagAtt r Nunber attribute ; Attribute code
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[32] char8_m description ; Description of attribute

Engi neeri ngUnit engUnit ; Engineering unit or eqival ent
[8] char8_m euText ; Textual engineering unit

Bl ockCk valid ; valid flag

DATA BLOCK TagAttr Val ue
* This is the container for an attribute

TagAtt r Nunber attribute ; Attribute code
TagNunber t agNunber ; Tag number
TagAttr Status st at us ; Status of val ue
fl oat 64_m val ue ;. The val ue

DATA BLOCK TagAtt rVal uew
* This is the container for an attribute wite val ue

TagAtt r Nunber attribute ; Attribute code
TagNunber t agNunber ; Tag nunber
float64_m val ue ; The val ue

Alarmrel ated data definitions

| NTERPRETATI ON Al ar nSequence OF int16_
* A data value pair of tag nunber an yrber will idgntify
an al arm i nstance. is i

* Al arm codes. . e USERALARMS are user
defined. Codes bel ow USEK future
expansi on.

pe of alarm

very | ow val ue

has very high val ue

has | ow val ue

ghal has high val ue

Yout val ue too high for instrunent
I nput value too low for instrunent
Low devi ati on between signals

Hi gh devi ati on between signals
Signal rising too fast

Si gnal oscillating

Too sl ow response

I nput open

I nput cl osed

Internal instrunent error

Qperator intervention in instrument

POO~NOUIRRWNEO

DATA BLOCK TagAl ar nVal ue

* Values for one tag with alarminformation. The value will have to
be interpreted according to the information specified in the
Tagl nfo data bl ock. Use state code to check if block is ok.

TagNunber t agNunber ; Nunmeric code for tag

Al ar nSequence segNunber ; Alarminstance for this tag
St at eCode state ; State code

Al ar mCode al arm ; Alarm state code

Al arnttate aState ; Inportance of alarm

d obal Ti e time ; Time of trigger

float64_m val ue ; Current val ue

float64_m limt Limt that were broken
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E.17.2 Application PACReadableServer
APPLI CATI ON PACReadabl eSer ver DERI VED FROM PACFul | Appl i cation

* This application contains the general framework for the creation
of an interface to any type of data server. Based on a tag nane
(16 character text string), it is possible to read the data item

* Revision history:
010102 1.2 First IEC FD' S rel ease
990831 1.1 First | EC CDV rel ease

VERS| ON 1.2
DATE 2001-01-02

P UV VI R E V- V-WREP-VN
I{ESF UNOI DLE T EC TUOUM VGO

REFERENCES

PCCTagDat abase
; The following interfaces are optional,
PCCTagText
PCCTagSubscri be

PCCTagAttri butes
PCCTagNet sear ch

USACE
* The application is the mK
base reader. Refer to the-i erface specifications for

det ai |l ed di scussi on of fluncti \ itional interface
. i ption or network wi de

agDat abase

r nore
PCCTagText
PCCTagSubscri be
PONENT PCCTagAttri butes

arch shall be used, one nust al so provide accept and connedqt

S\ CONNECT ABCML

; | NTERFACE COVPONENT PCCTagNet sear ch
; ACCEPT ABCML
; | NTERFACE COVPONENT PCCTagNet sear ch

E.17.3 Application PACWritableServer
APPL| CATI ON PACW i t abl eServer DERI VED FROM PACReadabl eSer ver

* This application contains the general framework for the creation
of an interface to any type of data server. Based on a tag name
(16 character text string), it is possible to read and wite the
data item

* Revision history:
010102 1.2 First IEC FDI S rel ease
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990831 1.1 First |EC CDV rel ease

VERSI ON 1.2
DATE 2001-01-02
RESPONSI BLE | EC TC80/ W6

I I I ]

REFERENCES

PCCUser Aut h
PCCTagWite

The following interfaces are optional, and can be added

1

; PCCTagAttributeWite

USAGE

ACCEPT Aut henticate
* Need one interface for

ACCEPT TagDat a

* and the actual wite i

buteWite

E.17.4 Applicatigf

DERI VED FROM PACW i t abl eServer

gntai ns the general franework for the creation
any type of data server. Based on a tag nane

i istory:
010102~ \1. 2 ifst |EC FDI S rel ease
990831 1.1 First | EC CDV rel ease
VERSI ON 1.2
DATE 2001-01-02

RESPONSI BLE | EC TCB80/ W6

REFERENCES
PCCTagAl ar m

* The application is the mininmuminplementation of a tag based alarm
system Refer to the individual interface specifications for
detail ed discussion of functionality.
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