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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 410: Multiple talkers and multiple listeners —
Ship systems interconnection —
Transport profile requirements and basic transport profile

FOREWORD
1) The|lEC (International Electrotechnical Commission) is a worldwide organizati X nprising
all mational electrotechnical committees (IEC National Committees). THe Objec i bromote
intefnational co-operation on all questions concerning standardization in t i ields. To
this|end and in addition to other activities, the IEC publishes Intefnati rds\ Their prepartation is

ith may
liaising
e, International Orggnization
ement between the two

entrpisted to technical committees; any IEC National Committee™
part{cipate in this preparatory work. International, governmenja
with|the IEC also participate in this preparation. The IEC coll
for |Standardization (ISO) in accordance with conditionfs dg
orggnizations.

2) The P € ble, an
intefnational consensus of opinion on the %elev j i h~t ntation
from

3) The
of §
Con

4) In o pmmittees undertake to apply IEC Inten
Starf 3 € ¢ in their national and regional standarfls. Any
dive| € S 8y Cerresponding national or regional standard shall bg clearly

he form
National

hational

indi

5) The icatg’ its approval and cannot be rendered responsible|for any
equi ‘ 9

6) Atte QS Sibilityntt 6f the elements of this International Standard may be the| subject
of p b gsponsible for identifying any or all such patent rights.

International\Standa 62-410 has been prepared by IEC technical commitiee 80:
Maritin gdiocommunication equipment and systems

The te ard is based on the following documents:

Report on voting

fa FoVaW LYo Y Nl miWimY
=4 OUUToZ0TI\ VD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The special typographical conventions and nomenclature used in this standard are defined in
IEC 61162-400 annex A.
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Annexes A, B, C and D are for information only.

The committee has decided that the contents of this publication will remain unchanged until
June 2005. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ amended.

@%
S
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INTRODUCTION

International Standard IEC 61162 is a four-part standard which specifies four digital interfaces

for applications in marine navigation, radiocommunication and system integration.

The four parts are:

IEC 61162-1 Single talker and multiple listeners
IEC 61162-2 Single talker and multiple listeners, high speed transmission

IEC 61162-3 Multiple talkers and multiple listeners — Serial data instrument network

IEC 61T62-4 Multiple talkers and multiple ISteners — Ship sysiems Intercopmegiion.

Part 4|of the standard is subdivided into a number of individual standard
the 40D series.

This part of the standard contains the specification of the reguire
transpprt profile (T-profile) and also the specification of. one
redundant Ethernet and Internet protocol functionality. Thg T-
mechgnisms that offer simple message or byte stream {ra
layers|(defined in other parts of the standard). In addjtion, the

time d|stribution and physical network management.

The uge of Internet and Ethernet protgco
any kihd of system. However, for saf
taken fo avoid that particulars of office-
This pprt of the standard specifies meg¢hanisms
can bg guaranteed from these networks, in i

Other |T-profile docum

umbers in

162-4
basled on
nsport
rotocol
ces for

port in
to be
risks.
ervice

adiwith specifications of the same T-profile r¢quire-

ments|over other transpaort protocdls\This be’ issued in the same number series as this

IEC 61162-400.

standdrd (IEC 61 ?:2-
Relatignship with 8 of the IEC 61162 series of standards is defined in anng¢x B to
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 410: Multiple talkers and multiple listeners —
Ship systems interconnection —
Transport profile requirements and basic transport profile

1 Sc¢ope and object

This part of IEC 61162-4 defines the general requirements o | three
implementations of the T-profile over the Internet V4 (IPV4) \ 0 lof this
standgrd defines the relationship between the different protoco leve le and
compgnion standards) and part 401 defines the A-profile, the iafe’us rotocol
level defined in this part.

The d fferent components of the IEC 61 162 4 sta dar i i -40D. The
T-prof z the cGmmunication protocols
used H he T-profile consists| of the
followihg components:

a) atf i ipH A ies the services and the semantigs that
wil i icati ’ and in some cases the MAU). This
inG 3 Qrikyianagement services. The TLI (will be
general to all T-profile§ and_i i

b) A [l-profile protocd Miti 3¢ tifi ow the services provided by the TLI and
addlitional time distribu{j - i 3 i i ted on
thg protocol el. is ¢ s a number of alternat|ve T- proflle pfotocol
spécification i hndard
wil| address othe

Note t include

specifi . by the

underlyi i \Note also that time distribution and network management are not
strictly| sg in these
servic in the

T-prof

The pldirpose’ of this standard is to define and describe the services that will be provided| at the
transpprt.level interface in a way which is completely independent of the underlying network
environment as well as defining one possible implementation of these services over the
Internet V4 protocols. The separation of service and protocol definitions allows the
specification of several different transport profiles, each one dedicated to a specific network
environment, and to use the same transport service interface in all cases.

Clause 4 defines the transport level services and clause 5 describes the transport layer
interface through which the services are offered. These clauses define the general, network
independent services.

Clause 6 defines the transport profile architecture for redundant Ethernet and Internet
protocols version 4 (IPV4). Clause 7 defines the architecture for a local area non-redundant
Internet network. These clauses define two specific implementations of the T-profile services.
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Clause 8 defines a simple MAU-LNA protocol for use over wide area network (WAN) TCP/IP
links. This can be used to implement a WAN architecture for the overall system. The WAN
architecture is not intended for integrated ship control systems, but can be used for remote test
integration and remote maintenance and diagnostics. The WAN protocol can also be used to
support MAUs that are located in other host computers than the LNA, but on one local network
(conformance class 4).

2 Normative references

The following normat|ve documents contain provisions wh|ch through reference in this text,

constity ments
to, or ments
based ng the

most
latest gdition of the normative document referred to applies. Membe
registgrs of currently valid International Standards.

IEC 61162-400, Maritime navigation and radiocommunicatioh eq c Digital
interfaces — Part 400: Multiple talkers and multiple listener 1, ction —

ISO 8802-3, Information technology — Telecommgnicali ] 1 ptween
systems — Local and metropolitan ar€a et o ] j : Carrier
sense|multiple access with collision de ; I layer
speciffcations

ISO/IHC 9595: Information technology\— Open Sy
ment ihformation service

nterconnection — Common manage-

ISO/IHC 9596-1: Infor { ¢ ) Systems Interconnection — Common manage-
ment information :oto n
RFC 768:1980, ol (UDP), Internet Activities Board recommended

standqrd

RFC 793: . ntrol Protocol (TCP), Internet Activities Board recommended
standg

RFC 8 Résolution Protocol (ARP), Internet Activities Board elective stapdard

Internet Protocol on Ethernet Networks, Internet Activities Board dlective

RFC $94:1984,
standgrd

RFC 1157:1990, Simple Network Management Protocol (SNMP)

RFC 1189:1990, Common Management Information Services and Protocols for the Internet
(CMOT and CMIP)

RFC 1213:1991, Management Information Base for Network Management of TCP/IP-based
Internets: MIB-I1

RFC 1305:1992, Network Time Protocol, Version 3 — Specification and Implementation
RFC 2030:1996, Simple Network Time Protocol (SNTP), Version 4 for IPv4, IPv6 and OSI

RFC 2500:1999, Internet Official Protocol Standards — Internet Activities Board standard
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NOTE RFC (request for comments) is a document, issued by the Internet engineering task force (IETF) the
International standardization body for the Internet, that describes a part of the Internet protocol. Some RFCs are
accepted as official Internet standards and listed in the “Internet Official Protocol Standards” itself an RFC.

3 Definitions

For the purpose of this part of IEC 61162, the definitions in IEC 61162-400 and the following
definitions apply:

3.1
broadcast
see mifticast

3.2
CL - donnectionless

a connectionless communication means that sender and receivg
other. [There is no association established between sender(s) a
are sept (see also peer-to-peer and client-server)

3.3
clientiserver

a cliernt-server communication link is established b
conne &
part w

the dliept after a~server has allowed the
sint. The client is the|active

g and peer-to-peer)

3.4
CMIP
see IS

3.5

CMIS - common mang
see ISPO/IEC 95@

3.6
CMOT]
an Inte K ocol. Its status is elective (see RFC 1189)

3.7
CO-¢
the opposi gonffectionless). A data exchange where an association between gender
and regeiverexi

3.8
connection point

an entity that can represent a communication link end point (for established connections) or a
connection attempt between two host computers in some state. It is also used for
connectionless communication, but in this case it represents just the local host computer’s port
to the network

3.9

Ethernet

refers to a carrier sense multiple access collision detect (CSMA/CD) local area network
protocol standard as defined in ISO/IEC 8802-3. The medium access control (MAC) frame
format shall use the Internet protocol type (0800) in the length/protocol field (see RFC 894).

Any type of Ethernet can be used in systems compliant with this standard as long as they fulfil
relevant technical requirements and the system integrator ensures compatibility between the
integrated components. The most relevant technologies are:
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« 10Base-5 — thick coaxial, shared media bus — can be used in environments that require

noise immunity;

 10Base-2 — thin (RG58) coaxial, shared media bus — can be used in environments with low

noise immunity requirements;

« 10Base-T — shielded or unshielded twisted pair — used in conjunction with a repeating or

switching hub;
« 10Base-F — fibre optic media, as above, but for very high noise immunity applications;

e 100Base-TX — shielded or unshielded twisted pair, as above. Note that this medium

requires special precautions to extend network lengths beyond 200 m;

The recommended solution is the use of non-duplex switching hubs with egabit

the host computers.

The system integrator must make sure that the relevant physical ch
network solution satisfies the requirements defined in ISO/IEC 8
standgrds

3.10
ICMP } Internet control message protocol
an intggral part of the Internet protocols (see 3.12)

3.1
IGMP [~ Internet group management
a protocol used between hosts and mulfi

lected
plicable

¢ physical network to esfablish
hosts'|membership in particular multiga ) ticast routers use this informatjon,

in

conjun S IP multicast forwarding across the
Interngt. The IGMP standart\is pa Y ~C 8system, but is currently not used|in this
standgrd

3.12

IP - Internet pr .

refers fo RFC 2580/°A defined by that document shall be implemented in an
Intern i , 6 required that the system in question implements the
ARP ( 3 protocol. Optionally, other address resolution schemes
can bg used af th system integrator

RFC ivesaddifjona| information as to which additional standards apply to confprming
implementati :

RFC 1918.li a eserved private address spaces that can be used for a ship-board

contro| netwaqrk
purpoge of this standard, it is recommended that the following network addresses are used:

172.46,0.1 to 172.16.255.254 (network mask 255.255.0.0 — class B)

3.13
IPV4 — Internet protocol version 4
the version used in this issue of the standard (see previous subclause)

3.14
IPV6 — Internet protocol version 6

that \aust not be connected to off-ship or other ship-board Internets. For the

the proposed next generation Internet protocol. It is currently not sufficiently accepted to be
viable as the basis of this standard, but future generations of this standard are expected to

migrate to IPV6

3.15
LAN - local area network

a network within a delimited physical area. Typical for control system networks (see also WAN,

MAN)
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3.16
LNAC — LNA communication module interface
a variant of TLI that is dedicated to MAU-LNA communication

3.17

loop-back interface

refers to the loop-back function in the Internet protocol whereby an Internet message can be
sent between two entities on the same network host. The complete class A network number
127 is assigned the “loop-back” function (see RFC1060). The address 127.0.0.1 will be used
for the loop-back

3.18
MA - Jnanagement agent
an SNMP agent located in a network element (NE)

3.19
MAN 4 metropolitan area network

a network between LAN and WAN. The area the network
worldwide

ut not

3.20
MIB —[management information base
basis for physical network management

[RFC 1213]

3.21
MTU 4 maximum transmission unit
the lagest message that £an i n. For

3.22
multigast < I>
a tranpport mechanigf h one

transnyitted message 8 t. The
T-profile specification al physical mechanism that is used to implemegnt this
service

3.23
NE - netv
term (sed withi o identify a managed entity in a network. This is typically p host
computer withuit )col entities, a router, a gateway or a switch

3.24
NMA - network management applications
applications within a NMS

3.25

NMS - network management station

a host computer, with software implementing one or more NMA, that is responsible for physical
network monitoring (see MIB and SNMP)

3.26

NNN - network node number

an identification of one node on a TP network. This is typically the Internet host number
(excluding the network part of the address) for IPV4 networks. The NNN shall be unique and
unambiguous for one node, even if this node is on a redundant network with two different
network addresses. The NNN is a 32-bit unsigned integer
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3.27

NTP — network time protocol
all references in this standard address the Internet time distribution and synchronization

protoco

3.28

| described in RFC 1305

OSI - open systems interconnect
this term is defined in IEC 61162-400

3.29

peer-to-peer

both s|des (see client-server and connectionless)

3.30

primary network

a redu

seconF
normall
used i
use the
that a
secon

3.31

prioriiy

assign
netwo

It must

(importance) data is se

3.32

QoS - quality of se;

degres
levels

[IEC 6

3.33
redun

are us

refere S
Wher{the standard

ntifica

(as a minimu

to which & &€

edundant IPV4 network is used (LNADR_| PV4R), the following add
d:

3profile

ion on

ry and
that is
i$ to be
Able to
nnects
bn the

jcation

briority

higher

nt Internet means a T-profile as defined in clause 6 of this standard.

resses

172.

172

16.0.1 to 172.16.255.254 (network mask 255.255.0.0 — “primary”).
.17.0.1 to 172.17.255.254 (network mask 255.255.0.0 — “secondary”).

Other addresses can be used when the system integrator defines new T-profile networks for
use in a specific implementation (LNADR_| PVARE).

Both networks will be of the same class (class B for the standard network) and each network
node will have the same node address on the primary and secondary networks.

For all |

P networks the following port numbers will be used:
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Table 1 — Internet IPV4 protocol port numbers

Port type Protocol Port

LNA-LNA listening port (normal) TCP 23305
LNA-LNA listening port (urgent) TCP 23306
LNA-MAU listening port (normal) TCP 23303
LNA-MAU listening port (urgent) TCP 23304
MAU-MAU stream listening ports TCP 22307-

ABCO (standard broadcast) ubP 23307 (23308)
ABC1 UDP 23309 (23310)
ABC2 UDP

ABC3 UDP

ABC4 UDP

ABC5 UDP

NOTE 1 The port numbers are different from the ones used in Mj

ence of

MiTS and IEC 61162-4 networks.
NOTE 2 The stream ports will be selected by trying different por the one
specified.

Two pprt numbers are listed for each(UDR

the mandatory listening (destination) n parenthesis is the

irSt number (odd numbper) is

ecom-

mendgd sending port (source) port. Othek sending pers can be used if desired in an
implementation.
NOTE |Some implementations ¢ the same port number is used for sending and

receiving. A typical problem is ¢ Yot received by the sending computer itsel

Likewipe, two port nu
normal and urgent mes

normaj port (valm
The same ports

side of a redundant f

at do not support differentiation will U

f.

the.message ports to support differentiation between

se the

bndary

structure—and—identification—o
structure of needed information

3.36
SNMP - simple network management protocol
Internet protocol used for physical network management

[RFC 1157]

3.37
TCP/IP - transmission control protocol/Internet protocol

of the

refers to the reliable and stream oriented protocol defined by RFC 793. A system implementing

TCP/IP will also implement the Internet protocol as described above
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3.38

TPN — TP network
definition of a physical network architecture with all relevant address and network parameters.
IEC 61162-410 defines a number of different TP networks based on the IPV4 family of
protocols

3.39

UDP - user datagram protocol
the unreliable message based protocol defined by RFC 768. A system implementing UDP shall
also implement the Internet protocol as described above

3.40

WAN 1 wide area network
a network that, in principle, can span the entire world. A typical example e set

4

4.1

The transport layer will provide the upper layers (the MAU

the

Comm

Transport layer service specification

General

with functi
following services:
communication services;
time services;

nefwork management services;

g

—

Tceful degradation facility.

time aphd management serw

layers

4.2

4.2.

1

This spbclause-defines requirements for the T-profile network and host computer addr

The cle

betwe

4.2.

Host cpmputers tha

eme shall ensure easy portability for higher level

2

ommunicate via a specific T-profile use a two-level addressing sch

eachr1- f T i =

bns for

while
(upper

ssing.
ntities

eme:

ecifies

the physical architecture of the network. This network is logically a linear network without
any further subdivisions or segmentation. Some T-profiles may define more than one TP
network to subdivide the different functions supplied by the T-profile into separate modules.

NOTE A typical example is a redundant Internet profile that subdivides the TP network into one for MAUs
(supporting only stream communication) and one for the LNA (supporting message-based communication).

each host computer has a unique and singular network node number (NNN). This number
when referenced to a specific TP network shall be sufficient to address the host computer

by the T-profile implementation.
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4.2.3 Unique and singular hosts on the network

The T-profile shall provide an addressing mechanism that makes each host computer on a
T-profile network uniquely and singularly identifiable by a network node number (NNN). This
applies for all types of T-profile networks, for those that are non-redundant as well as
redundant. One NNN shall map to one and only one possible host computer.

NOTE For redundant networks the single NNN must normally be convertible to two physical network addresses,
one for each of the active links.

4.2.4 Non-segmented logical network

The afldressing scheme defined here creates a non-segmented logical n on which the
host ¢omputers reside. However, a T-profile network may optionally prowidé™ physical

does not specify how this can or should be done. This standard hat \all nedes on
the Tiprofile network, independent of physical segmentation, S
communication links between themselves and exchange data o

NOTE |A T-profile for the wide area Internet may need to handle broadcasts spedjally, (e.g\ by using a multicast
protocol, for example IGMP) to enable general MAU name look-up over several net

4.2.5 Size of network
The NNN is an unsigned integer of at addressing schemes that

requir¢ more bit-space must define attribu G i ork description that |[supply
the exjra information so that a shorter NN correct address.

NOTE |IPV6 uses a 128 bit long network address. Tomakexhos puters addressable by 32 bits, the rgmaining
96 bits [must be determined from the T-profile\ net attribute e same applies to redundant netwgrks, for
€ R wo netyork addresses.

example for IPV4, where each ompu

4.3 Communicatio

4.3.1 Introd

This spbclause defirtes tt S hdtes of the communication services that shall bg made

4.3.2 : ransfer internally and externally
The T{prcfile | pravide Yhe following general services:

of data

Ipw,connection”to one or more other networks than the embedded system level network.

- the transfe between any nodes attached to the embedded system level netwgrk;

- a

NOILEXThe concept of defining different logical T-profile networks allows several T-profiles to coexist on the
same physical network. In this case, the other network may be another T-profile. More commonly, the other
network is some form of administrative network accessed via a separate network interface card (NIC).

Different service classes are defined in this standard for data transfer on the embedded system
network. Data transfer out of the embedded system network is not covered by this standard.

4.3.3 Service classes
4.3.3.1 Overview

This subclause defines the service classes that shall be supported. Table 2 summarizes the
service classes and their main characteristics.
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Table 2 — Service classes

Communication Connection Data Priority Relation Instances
LNA-LNA data CcO Msg U and N Peer-to-peer One
LNA-LNA MC in CL Short msg Uand/N Multicast listen Six MC ports
LNA-LNA MC out CL Short msg Uand/N Multicast send Six MC ports
MAU-MAU stream N co Stream N Client/server Any
MAU-MAU stream L (610 Stream L Client/server Any
MAU-LNA data co Msg Uand N Client/server One

NOTE | The first column specifies the service class and by that, its normal area of use.

The sgcond column specifies whether the communication uses a connection-orientg onless

servicq.
The third column specifies whether data is sent as messages (with message boundari
The fodirth column specifies the priority classes that shall be supported for thi

The fiffh column specifies the relationship between host computers using

The final column specifies the various instances that are supported foreach ¢e¢ A-LNA
and MAU-LNA links, it is just one: The one standard path to the one™ i NA. Xormulticast services, the
A-profile requires six predefined addresses, one for name look/up and fi ous broadcast. Fof MAU-
MAU lipk the TP network should support a reasonable number ¢f CR tg allowXpossible multiple MAUs on ofe host
compufer to have multiple connections to other MAUs. F\ A

The cgmmunication service classes are:

- LN reliable bi-directional data tfansfer
be party — peer-to-peer);

- LN 8 that provides name look-up, wafchdog
anfl anonymous brg st services between LINAs. This is also essentially a peer-to-peer
communication cl i . The service is divided into a transmitting
anfl a receivipg¢ 5

- MAU-MAU s S 5. The
co ication stream
clg rather
tha

- MA ce (defined in the A-profile) providing communication bg¢tween
a is bi-
dir]

4.3.3.2

One impleémentation of a T-profile_ may provide one or more of the above service classes,
dependent on the required use. The minimum requirements are listed in the table below.

Table 3 — T-profile service implementation

TP implementation for Required service classes
LNA-LNA LNA-LNA data, LNA-LNA MC

MAU-MAU MAU-MAU stream N, MAU-MAU stream L
MAU-LNA MAU-LNA data

NOTE Although all these services may be implemented by one T-profile, the implementation may offer the
services to the users as a different TP network. Typically, the three groups of services will be offered as three
distinct TP networks.
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Message or stream type communication

The following communication services shall be provided to the upper layers:

- Msg: reliable message transfer. The transfer mode will be a unicast (point to point) transfer
mode. Message length may be limited by T-profile implementation. In particular,
messages may be limited to the MTU of the T-profile;

— Stream:

transmitted between sender and receiver without regard to message boundaries;

urgent

reliable stream transfer of a unicast (point to point) transfer mode. Data is

— Short msg: unreliable short message transfer. The transfer mode will be a multicast (point
to multipoint) or broadcast transfer mode. The message length is typically limited by the

1 £l - £l ya (R [T PEIAN
M U O uic r=promc (artd, TiIcrice, 15 SThult ).

4.3.3.4 Connection modes and flow control

A reliable transfer WI|| be achleved through a connectlon oriented (C) hile an
unrelig

A CO to the
destingtion), sequential and without duplication end t uence
numbs ons in
case @

A flow being
conges$

A medhanism should be provided to ion has
ceasedl to function (remote net gse be

augmgnted by a similar sé

A CL mode protocol provide
end tolend messé
or out|of sequens
case he delivered te

specifi
servic

Unreligblg
ensurg 1
maxi

Reliable streams /

when

sfiort messages. It will be the responsibility of the upper la
e messages provided at the transport layer is within the pe

g messages shall be segmented and reassembled at the transpoi

cation
| in no
vice is
ending

yers to
mitted

t layer
mitted

ecessary. Short messages (typically of urgent priority) should, if possible, be trang

in one'physicattayermessage:

4.3.3.5

Priority

In order to support the time dependency of the transmitted data (time critical or not) and to
allow the intermixing of data flows of different significance on the network, importance levels
shall be defined as follows:

- urgent;

- nor

mal;

- low.
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The implementation of these priorities will be T-profile dependent. In particular, there may not
be a well-defined relationship between priority levels for CL and CO services as the CL and CO
mode transfers may use different protocols. A T-profile may also in some cases handle
different priority classes as the same (e.g. not distinguish between urgent and normal multicast
priorities) due to limitations in underlying protocol. The T-profile shall in any case provide a
best effort implementation of priorities.

The system integrator must verify that the implemented priority mechanism is suitable for the
use to which the T-profile is being put.

4.3.3.6 Logical communication paths and node relationships

A logical communication path results from the association between_ {two (pint\tg point

communication) or more (point to multipoint communication) transport levet i

Dependent of communication class, different principles apply for_ths 3i logical

paths:

— pepr-to-peer: communication between two LNAs can e establik at any
time. The T-profile implementation must make s ) 9 ion [estab-
lishments result in only one logical path;

NO[TE To facilitate a similar handling of all types of communication links) \ -to- ice will be
established in the same way as a client/server connectif

— clignt-server: communication bet ished by
one of the parties acting as client ing as

sefver (waiting for connection a results

cofnmunication path;

in one unambjguous
— mylticast: this communpitation i does not use logical paths.

4.4 |Time services

Gener@

A common time refe

4.41

stamp

all timg ceived
data.

The time shalkbe intai i d time
generats ne ti ndant)
serverp.

A time distribution~service shall be provided to update and to synchronize the local clock
availalPIe at each attached node to the global clock available at the time generator/server

In addition, the time shall be maintained at each node in order to make available to their local
user(s) a reference time even in case of failure of the dedicated common reference time
generator/server(s).

The T-profile specification shall minimize synchronization jitters by, for example using urgent
priorities for time-related messages. Other means can also be employed. The worst case jitters
shall be specified.

4.4.2 Services

The time service shall maintain a synchronized time over the complete T-profile network. No
particular services are provided to the applications. It is assumed that the time related services
are made available through the operating system interface.
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4.5 Management services
4.5.1 General

The management services shall enable monitoring and control of the system level network
operation.

It requires monitoring and control of the different network elements: attached nodes and
intelligent network equipment (e.g. switch, router or gateway).

Each one of these network elements shall maintain management information providing
informati i ftware
and hgrdware).

The mpnagement information involves standard management informatioQ\(i i icated
to stgndard communication protocols), proprietary management i i mation
dedicqted to manufacturer’'s equipment) and if necessary spegifi mation
(infor

Netwo
dedic

curren
distrib

rom a
maintainer with the
gement information

The N network element, thropugh a
standg S D&| application layer, while local
managd ifi 8 ment services depending on the node
implen

4.5.2

The fo

Each
local u

to the
ppef layers and to the remote NMS.

The NMS shall build up the overall network status (list of network elements in operation) by:

— receiving reports of changes from the nodes and intelligent network equipment (e.g.
activation, deactivation and fault reports);

— requesting, with certain frequency, status, events, action results and statistical information
from the same elements (if the information is not automatically broadcast).

The NMS shall monitor the network traffic and build traffic statistics.

Local node management shall be sufficient to enable a user to monitor the condition of its
communication to the network and take remedial actions such as configuration change,
network disconnection or test initialization. Any such actions shall only be available when the
system is in a safe state (e.g. ship at berth) and in a way that cannot endanger the ship’s
safety.
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The information returned from the network monitoring activity shall be sufficient to enable
remedial actions to be taken such as network equipment configuration change, disconnection
or reset.

The NMS must normally be duplicated for safety purposes.

4.6 Graceful degradation facility

The system level network shall be designed with a capacity for graceful degradation in order to
retain maximum performance from the remaining available resources in case of a failure.

Redun

Ud Y UOUIU DE U c U U dliCly
and pgrformances even after a single failure.
In cas ervices
to the maximum possible number of nodes considering that time bud ay not
be guaranteed and that a part of the network may not be available nin a
degraded condition; the gravity of the degradation depends on th
When [operation of a resource is degraded or fails, an b NMS
and to|the A-profile where possible and relevant (see
Graceful degradation shall be auto n the
occurrence of these events:
- fai (no loss of functionality)}
- fau s of function of that node). Thé node
ma3
- los ompartment (due to fire or flood — |oss of
fur
The in partly dependent on physical architecture.
5 Tr
5.1
The A make
the ac
The TLI shall provide the upper layers with a set of standard transport service primitives
indepgndent of the network environment while its implementation will depend on the|actual
enVer IIIIUIIt (U.s. thIIO'JUIt PIUfI:U, Upclat;ll\:’ OyOtGIII (JII\‘...JI :UUG: IUOUUIUUO). ThU T I WI”
normally not supply time and network management services.

The TLI is illustrated in the following figure.
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Figure 1 — Transport layer interface

rpose of the TLI is to define a standard interface betwee
profile specification (IEC 61162-401) depends on the
clause.

brvice specification will not require any partiCula binding or any pa

brization of the services into specific subroutj alls. Thi& o the implemer

er, the service specification will be Rat it can be translat

into a normal procedural language.

A describes a typical software libra ok the TLI and associated modules
LNAC and TLI

ial variant of th

communication| betwe —For MAU-LNA communication over a

k communpitatio ) b is normally most convenient to implemg

as a norrx { 3 erwices and a specialized TP network. For IP

inication betwé P may be more convenient to implement the L

pther way.

andard d ents to the TLI and associated T-profiles. These requirg

tionall e LNAC. An Internet LNAC profile is defined in clause 8

General pxineip

work service classes and connection points

brofile.
tained

ticular
tation.
bd one

sed to
hormal
nt the
C type
NAC in

ments

To ha

e a general communication mechanism, the concept of a connection point is use

d. The

connection point is a communication link end point and is directly associated with the TLI.
However, the connection point derives address information and capabilities from the TP
network and the service class it belongs to. The relationship between the TLI, TP networks,
service classes, instances and connection points are illustrated in the ER diagram below.
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TLI

i

TP networks

address info

has

¢ connection point |

i

- | capabilities
| Service classes |
? I llportll
|  TPInstance |
remote node
| NNN $
One TLI shall support the use of a number of different TP Ily two
or mofe, for example the LNA needs one network fg d will
typically use one or two more TP networks for LNA- twork
suppofts one or more service classes, dependen
NOTE |Even though one TP network as specified i hsses, it
is often|useful for the implementation to segme ormally
based gn the service classes supported. In many e” TP networks that can only defive one
or a few arameters are specified (see table 4).
For ed create a number of communjcation
servic stances of the service (e.g. con¢urrent
MAU- some meaning may be pre-allocated to the
instan¢g ne CP can be created for each ingtance.
Finally] Il normally also have a remote node assgciated
with it, ectionless services
5.2.2
The ¢ on point (CP) are derived from one of the service dlasses
suppo efined in table 2. However, to support client-server type link
establ ary to dlst|ngmsh between listening and connecting CPs. Thuis, the
compl
Table 4 — Connection point types
CP type | Connection Priority Ivpe Parameters
CPL_LNAMSG CO-server U and N Listen for incoming LNA-LNA | None
CP_LNAMSG CO-client U and N End point LNA-LNA Remote NNN
CP_LNAMC_IN CL U and N Short message input ABC port
CP_LNAMC_OUT (CL U and N Short message output ABC port
CPL_STREAM CO-server LorN Listen for incoming stream Port and priority
CP_STREAM CO-client LorN End point reliable stream Remote NNN,
port, and priority
CPL_MAULNA CO-server Uand N Listen for incoming MAU-LNA | None
CP_MAULNA CO-client U and N End point MAU-LNA Remote NNN



https://iecnorm.com/api/?name=eefe5cb28e527675106bdc0eb875e2f1

- 24 - 61162-410 O IEC:2001(E)

The LNA-LNA connection point is defined as a peer-to-peer connection, but this standard
requires that it is implemented as a client/server port by the TLI (i.e. have a listening variant).
The difference from normal client/server links, for example stream links, is that any concurrent
connection attempts from the two peers automatically are resolved into one CP at each side.

NOTE 1 The CO-server type CP must normally be able to create a new CP for each incoming connection. The way
this is done is implementation dependent, but it is recommended that a fourth connection-type of CP is defined, e.g.
CO-connect to represent these derived CPs.

NOTE 2 In the implementation of the T-profile, the CO-client and the CO-connect (see previous note) CP data
structures must be co-ordinated so that only one of potentially two requested CP structures (listening and
connecting) is returned to the application as valid. This is normally most conveniently done if it is the CO-connect
CP that is returned.

The c nnectionless CP has one Iistening and one sending variant — thj

) simp[I:fy the
Iticast
group [to which it is transmitting. Outgoing messages shall be copied cal CP

(if opep) by the T-profile.

Messdge connection points accept incoming and outgoing m btream

connegtion points have an inherent priority that is established

5.2.2.1 Client-server connection establishment

A client-server CP requires that one host compute r and another as client. The
client {the connecting) host computer a connection befgre the
server|has established a listening por{, {Sh a connection as g result
of the glient doing a connection attempt.

The Ttprofile shall accept that two are established when the twp host
compUters concurrently estahlish g li [ a connection port each.

NOTE ¢&r CP. The rationale is that client-server links are
establis| a (bulk data between MAUSs). The situation Joutlined
above ¢

5.2.2.2

Two pger-to- armbe requested concurrently when two host computers want to
commuyni e sure that only one CP pair results from this procgss. In
this standard 3 onnection is of this type.

NOTE |Tdi i s\typical of system start-up where many LNAs establish connections to each other. As there
is no cl b i tween LNAs, this requirement makes sure that each remote LNA is assgociated
with exd

To faqili ous processing of connection points in the A-profile, the T-profile (and
TLI) shall prowde a I|sten|ng as well as a connectlng varlant of the peer-to- peer dP. No
incomipgeonnet v i P-has-beerestabtished.

NOTE This requirement simplifies the use of protocol software that explicitly use a client-server model, for
example sockets for TCP/IP. By having this requirement, the T-profile will get an explicit instruction to create a
listening port when the LNA is ready to process incoming connection attempts.

5.2.2.3 Connectionless connection points

Connectionless communication (multicast) shall also use connection points. Although there is
no connection between host computers in this case, the local T-profile shall establish a
connection point to act as reference for incoming and outgoing messages.

Each connection point shall only be able to handle either incoming or outgoing messages. Two
CPs are necessary to both send and receive multicasts.
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If the T-profile uses multicast instead of broadcast, it must also automatically establish the multicast groups
based on parameters in the TP network object and probably when the TP network is created. The user (LNA) will
only request the establishment of a multicast CP and assume that it will work as specified.

Attributes of TP network

Each TLI, TP network will have a number of attributes that characterize its functionality. The
minimum set of attributes is defined in the table below.

5.2.3.1

The T
T-prof

a) On
Int
an

b) On

c) A
req

This is
5.2.3.2

The fdq

Table 5 — TPN attributes

Attribute code Type Description
TPA_NETWORK int Code (type) of TP-network (
TPA_SERVICES | word32_m Bitmap for available services (\\

TPA_QOS word32_m Bit-map defining quality attr|but€ \ \
TPA_MTU int MTU of T-profile (zero if nm \
TPA_STATE int State of TP (fully/redL}ch)\qpersiM \ N4
TPA_ADDR address_m Network address & \ \ X
TPA_LNNN word32_m Local networ%dem%\\ \

sequence X{ :
uired by t -profile in\yse.

N

TP network address formats G
P network address format will be depe <profilg in use. The TLI shall
le independent address format as i W
e wor d16_mentity specifying th address (e.g. Internet IPV4, red

ddopt a

Lndant
able 6

PSS as

2 with

ANYADR_ANY 0 Undefined For user specified addresses
MAUADR_IPC 1 IPC type MAU-LNA link Not defined in this standard
Reserved for LNAC
MAUADR_TCP 2 IPV4 TCP MAU-LNA link. See clause 8.
g/IAUADR_TCPV 3 IPV6 TCP MAU-LNA link. Reserved for a future standard
LNADR_ARCNET | 10 to 15 ARCNET range addresses Reserved for a future standard.
LNADR_IPV4 120 to 139 | IPV4 address formats. See clauses 6 and 7.
LNADR_IPV6 140 to 159 | IPV6 address formats. Reserved for a future standard.
NOTE Even with the same TP network code, different address formats can be supported, for example for the user
defined network and for the IPC network. In these cases, the address field must contain enough information to

distingu

ish between the various address forms.
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More address codes can be defined in future parts of this standard.

5.2.3.3 Compatibility between redundant and non-redundant TP networks

This standard allows the T-profile to define compatible redundant and non-redundant TP
networks. In these cases, hosts on a redundant TP network shall be able to connect to hosts
on the corresponding, non-redundant TP network and vice versa.

NOTE This is useful in a scenario where some non-critical and low-cost host computers shall be interfaced to the
safety-related system network for, for example data acquisition or periodic maintenance.

It is allowed to let one (basically redundant) TP network accept both types of incoming

connee¢tions—The- T prnflln s roqnlrnrl to determine what kind of network the remote connection

host computer resides on and report this to the local application.

ot it will
ne non-

NOTE |An alternative is to let the local host computer define a TP network for bof
connecfl to or allow connections from. Typically, the local host computer will defip
redundgnt TP network.

5.2.4 Attributes of connection point

Each ¢onnection point will have a number of attributes 2 during

the crgation of the CP and partly represent the state of ¢ uld be

retrievpble through the TLI calls. The minimum set of| attfibutes\IsAi V.
Table —égt%but s G

Attribute code Type N \ Description

CPA_NETWORK | int ( |@~en¢\ityér\ﬁ\qetv>9rk
CPA_SERVICES [t C%hyselés;edservice

CPA_PRIO N woNZ_m \Bit\—map shwng priorities available

CPA_STATE[ /@\ \ S\ekt%f‘({P
CPA(NM > w%dC}Z\m \R\e)?&)te network node number

CPA_AM address N Local address (including, for example port
A number)

In addition i intai dynamic state vector keeping information on queue statlis and
traffic statistics datas

5.2.5 states

The followjng.state~djagrams use the same set of states:

a) TH_DEE: the CP atiributes are defined and made known to the Tl I, The Tl is waitinig for a
connection request, either from local or remote host computer;

b) TP_REQ: the application has requested that the CP shall be made ready for
communication. This state is used for a connecting CP that needs to establish a connection
with another host computer’s listening CP;

c) TP_CON: this state is used for CP that are in a communicable state, i.e. messages can be
sent and received or connecting CP can be accepted;

d) TP_ERROR: errors, except time-out and forced close, make a CP go to this state. The CP
will have to be reset (removed) before it can be used anew;

e) TP_CLOSE: a close request will normally make the CP go into this state (except for ports
in the TP_REQ state). This state allows queued messages to be sent before closing the
connection.
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NOTE 1 Common for most state transition diagrams is that they contain an explicit created and error state. These
states are used so that all external events (close, error) cause a transition to a known state in a still defined object.
The object can only be deleted through an explicit call from the higher level program. The exception is the CP that
is derived from a listening CP (the “spawned” CP).

NOTE 2 The existence of the created state also makes it convenient to let the close call move the CP to created
state instead of deleting it. This is not, strictly speaking, necessary but makes the diagrams more consistent.

5.2.5.1 Listening connection points

The following figure defines the states of a listening connection point.

O

TLI Cr eat ePor t
Create port
Y
TLI Por t Connect TLIRor tg
) Connect X
Incoming
connect

Spawn TP_CON

connected
»| TLI Port Renov, v
Delete ; N\
<
<

NOTE
connect

during

5.2.5.2

The fo

TLI Cr eat ePor t
vWait for connection request

x j )
\ TP_DEF _
<
TLI Por t Connect Timeout/Close req.
Wait for connect Wait for con. req. —Close complete
v Wait for con. req.
\ TP_REQ
Connection established TP_CLOSE
Communicate 7y
Error
Wait for delete TLI Port d osq Remote close
Wait for close Notify
A Y
TP_ERROR [« TP_CON
5
TLI Por t Renpve
v Deleted, ready for reuse
IEC 2396/01

Figure 4 — States of connecting connection points

NOTE The connection point must remember its attributes even if the connection is broken or if the CP is closed by
the application. This makes it easier to restore the connection afterwards. Note also that errors that inhibit further
connection attempts put the connection point into an error state.
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5.2.5.3 Accepting connection point

The following figure illustrates the states of a CP spawned from a listening connection point.
This CP does not use a “created” state as it is derived from the listening CP. The notification
given to the higher level application in conjunction with the close of the CP, shall be given while

the CP is still in existence. The removal can take place after the notification has been given
and processed.

O

Incoming connect
'Spawn new CP

TP_DEF

Ask for accept
A 4

Connection accepte:

Not accepted vCommunicate
Delete
TP_CON
TLI Port €l ose
Remote close "/W%I for clos B
Notify Notify
JR C E \

\Close cemplete

RN

IEC 2397/01

5.2.5.4

tening

ached

TLI Cr eat ePor t
Create port
Y
TP_DEF |«
TLI Por t Connect TLI Port Cl ose
Connect Close, wait for
connect
TP_CON
Error
»| TLIPortRemove Notify, delete
Delete
»i
)
Y

O

IEC 2398/01

Figure 6 — Connectionless connection point states
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TLI service overview

The following subclauses describe the required TLI service primitives. The services described
in these clauses are required, but the actual TLI may be implemented by using other (e.g. other
functions or names, fewer or more) service primitives.

NOTE The specification of the A-profile is partly modelled on the availability of the services below. It is
recommended that an actual implementation of a TLI use these services as they are specified. Otherwise, a rewrite

of the A-

5.3.1

5.3.1.1
The T
blocks

deliver
that sqg

5.3.1.2

It is a$

betweén the T-profile and the A-profile. The TLI WI||

specifi
“add T

5.3.2
5.3.2.1

Reque
TP nef

Pre-cq
Post-¢

Input

- oth
NOTE

limit siz
buffer a

profile implementation may be required.

General
|| described here is based on an event-oriented principle where/mp servicegwinvg
program execution (no waiting for external events) and whexe ex ernal ever
ed asynchronously to the callers event handler. The service{de i

ecified in clause A.7 of IEC 61162-400.
Structural assumption

c modules that deliver the actual function

P network” function.

TLI management services

TLI initialization (TLIInitialize)
st TLI to establish qecessafy co nc&o op

rating system and enable the add
P network independent parts of thg

b is transferred.as @ memory block of a suitable size. This memory block can then be used by the T
hd ebject store requirements.

cation
ts are
ollows

erface
etwork
of the

tion of
b TLI.

f CP.

e upper
LI for its

Outpu

t parameters: status of call.

Call-back: this call shall block caller until complete. No call back or exception handler is used
later. Any later exceptions will only occur relative to TP networks or connection points.

Errors: various operating system errors:

— out of memory (application can be asked to give more memory or to close ports);

— various internal failures (bad pointers, inconsistencies).
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5.3.2.2 Adding a TP network (TLIAdAdTPN)

This service adds a new TP network to the list of supported TP networks.
Pre-condition: TLlI initialized.

Post-condition: new TP network can be used.

Input parameters: descriptor structure that allows TLI to dispatch calls to and from the new TP

network modules.

Outpl.Jt parameters: TP network identifier.

Call-bpck: TP network related exceptions:

— nelwork warnings (excessive errors, reduction of redundanc

- COanIete TP network failure (all CP related to TPN back

Error

NOTE |This service can be implemented by the TLI TP-independent/s
specify their services that are available. This requires that he a
the TP fpetwork specific module.

etworks
utine in

5.3.2.3
This gervice can be used to change| or S TPN attributes, for example state
(cann1t be changed), addye ibute es, buffer sizes, etc. The attfibutes
available will be depend inimum, it shall be possible to ihspect
state gnd to retrieve re

d side

The prlogrammer/fmvys
effectq, for exam

Pre-cd
Post-d

Input

Output paramete

Call-back—Tmome:
Errors: illegal operation, attribute or value.

5.3.3 Connection point management

5.3.3.1 Create connection point (TLICreateCP)

This service causes a CP description to be created within the TLI. This service creates a

general CP object instance on which the rest of the A-profile can operate.
Pre-condition: TLI initiated and TP network defined.

Post-condition: CP descriptor created in TP_DEF state.
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Input parameters:

- TP network;

— service class requested;

- type of port (listening, connecting);

— remote NNN if applicable;

— priority if applicable;

— service instance code or port number if applicable;

— CP and communication (read and/or write) call-back routines.

Additignal, possibly required parameters are:

- maximum message size if applicable (if not determined by T-profile

— buffer parameters if applicable (maximum size, etc.).

Input parameters must be specified as appropriate to the s uested and

the tyge of TP network.
Output parameters: CP reference.

Call-bpck: communication and connectio

Only s ch are
define ample
due to ¢ p not to
the pdrt call-back routine j ary to
inform|the CP call-back ab

Errorg: bad input paramets

5.3.3.2 Chani inspe

This s cannot
be chg -back routines, buffer sizes, etc. The attributes avgailable

will be] ation. As a minimum, it shall be possible to change call-back

routing i Qf Mput arid output buffers and to inspect state.
The progra ust take care to check that attribute changes do not cause unexpectgd side
effects ple wken a call-back routine is changed.

Pre-cqndition: CP is existing.

Post-condition: possible change in attributes.

Input parameters: read/write flag, attribute code, optionally new value.
Output parameters: old value.

Call-back: none.

Errors: illegal operation, attribute or value.
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5.3.3.3 Request port connection (TLICPConnect)

This service shall try to establish a connection to or establish as listening, a CP that is already

defined.
Pre-condition: CP in state TP_DEF.
Post-condition: CP in state TP_CON, TP_REQ or TP_DEF (if error occurred).

Input parameters: CP descriptor, time-out for attempt.

Outpdt parameters: new state.
Call-bpck: related to state changes out of the new state.

Errory: bad descriptor or bad state, attribute errors during
addresgs).

5.3.3.4 Request port close (TLICPClose)

Requeist the close of a CP in open or connecting state
Pre-cqndition: CP in state TP_REQ

Post-gondition: CP in state TP_DEF o

Input parameters: port d

Output parameters: n

Call-bpck: if ne@x

5.3.3.5

Request the . CP in any state. This implies closing the CP and throwing

buffered criptor will be illegal immediately after a successful call.

Pre-cgondition: CP existing.

Post-condition: CP removed.
Input parameters: CP descriptor.
Output parameters: none.
Call-back: none.

Errors: bad descriptor.

. bad

away
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5.3.3.6 CP state change call-back (TLICreateCP call back)

This call-back is called when a port changes state independently of an ongoing TLI service call
(e.g. open, remote close, error). This will normally be a signal to the application to initiate new

operations or new state changes.

Pre-condition: CP existing, the state has changed due to an external event.

Post-condition: usually the same as the state before call, i.e. the TLI shall set the new state

before the call-back routine is activated.

Input parameters: CP deScriptor, event code.

Output parameters: none.
Call-bpck: not applicable.

Errorg: not applicable.

5.3.4 Data management

Data dan be transmitted on a CP or received fr

followi
5.3.4.1
The T inf buffer management. This st
does 71 p ollowing, it is assumed that a read fro
returng ite 3 buffer. It is also assumed that ead

event calling application (A-profile) can handle

where

The implementati
manadement (dyna(f
allocation in the

In the | Q| ations, it is assumed that a read or write buffer follo
t i and that the ownership of this buffer follows the flow of @
ation of write buffers and deletion of read buffers must be

relevanpt &
It is a
explicifly.

5.3.4.2 Read from CP (TLICreateCP call-back)

s_in the TP_CON stat

t buffer management (minimize copying), buff
of buffers) and operating system related issueg

e. The

andard
m port
h read
cases

br pool
s (e.g.

s the
ontrol.
b done

This service is implemented as a call to the port call-back rouiine when one buffer is ready for
reading. This applies to both stream and message data. When this event is delivered, the
corresponding input buffer should follow the event. If this is the case, the buffer must normally

be freed by the application after processing.
Pre-condition: CP open with read data in a buffer.

Post-condition: no change, data buffer follows event.

NOTE It is assumed that the higher layer application is the new owner of the read data buffer and that it must

explicitly free the buffer, either in the event handler or somewhere else.
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Input parameters: CP identifier and read buffer.

Output parameters: not applicable.
Call-back: not applicable.
Errors: not applicable.

5.3.4.3 Release read buffer (TLIDeleteBuffer)

This service deletes a read (or pre-allocated write) buffer that has been owned by the higher
layer gppticatiom:

Pre-cgndition: buffer owned by application.
Post-gondition: buffer released to TLI pool.

Input parameters: buffer.

Output parameters: not applicable.
Call-bpck: not applicable.
Errorg: not owner of buffer.

5.3.4.4

This service creates a buffe

Pre-cgondition: TI;I initialize
Post-gondition: f

Call-b

ErrorT buffer pool empty.

5.3.4.5 Write data to a CP (TLICPWrite)

This service is used by the application to request the sending of a formatted stream of octets
or a message out from a specified CP.

The service will normally queue data for output, but if queues are excessively long and the CP
has a low priority, the calling application can be instructed to stop sending data until notified. In
this case no part of the buffer will be queued for output. The notification that write can be
attempted again is through a call-back from which this service can be invoked again. This is
illustrated in the figure below, which represents sub-states of port state TP_CON.
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TLIPortWite t
Return suspended TPW—SUSP

Queue normal
Send event
Y

Yes: Full

Suspend output

Return suspended

—  TPW_OK
No: not full TLIPortWite
Output data Queue full?
Return ok | v |
[ ]

Figure 7 — Write sub-states

Pre-cgndition: CP is open and ready to accept write data.
output|data.

Post-gondition: CP has data queued for output or
formell case, the buffer has been consumed.

Input

Output parameters: operation status (full S 3
Call-bpck: if state is full, ¢ca

Errord: bad CP or.buffe

CP wr|:e 2

This call-back is Usey

5.3.4.¢

Pre-conditio
Post-gonditi
identifier, event code.

Input parameters:>CF

ck or ready for more).

d with

In the

Output parameters: nof applicable.
Call-back: not applicable.

Errors: not applicable.
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6 T-profile for redundant Internet

6.1 Introduction
6.1.1 Rationale for the use of Internet protocols

IP, currently in version 4, provides message and stream transmission services over any kind of
LAN, MAN or WAN networks. The IP protocol is independent of the underlying network
technology such as Ethernet, FDDI or ATM, thus enabling interoperability among these
different network technologies and providing a safe migration path for the use of future
technology.

The IRV4 transport profile specified in this clause relies on the IP networ, ill also
be independent of the underlying network technology.

This g , nsures
longeity of the system level network implementation due toy for example & ion [of the
netwo i many
differe broach
also fg t, time
distrib e new
emerg by the
Interngt engineering task force (IETF), §

6.1.2

The T

- ad P);

- ad

TCP slipplies a @t S

- enf to end trans§é

TCP spupports only a unicast transfer mode.

UDP provides a best-effort strategy for message delivery (without guarantee). UDP supports
either a unicast, multicast or broadcast transfer mode.

Both TCP and UDP protocols support client-server type communication.

Internet transport protocols satisfy a subset of the required communication services. Unreliable
short message transfer can be achieved through UDP protocol while reliable stream transfer
can be achieved through TCP protocol. Reliable message transfer can be achieved through an
additional protocol built over TCP. Redundancy can be achieved with the use of two
independent networks (transmission channels). Additional protocols are also required for this.
Neither TCP nor UDP provides priority. A simple priority mechanism will be provided through
the use of the TCP urgent mechanism.
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6.1.3 Rationale for use of Ethernet

Ethernet has been defined as the physical and data-link layer for this standard due to its wide
use in the industry, its availability for various hardware platforms and its relatively high
robustness. It has also been a major factor that Ethernet is a typical mainstream technology
that is continuously being developed and enhanced.

Ethernet is not able to provide quality of service control and it uses a stochastic network
arbitration scheme. These factors mean that it cannot be used for hard real-time control where
accurate prediction of network latency is required. In general, the latency and performance of
the Ethernet based network will depend on the load condition of the network.

d real-
¢ load
ational

For s;j:tem integration purposes, where required latency is above 100
time deadlines are needed, Ethernet should perform well under
conditions. However, care must be taken so that the load is not exceassi
state.

When |switched Ethernet is used, many of the above assumtlons Qg id. itched
Ethernet provides a full cross-bar switch between all host co itch and
will nagt normally use the stochastic medium access mechls N S , higher

degree of determinism in the network. However, due tg alati i p i hodern
workstations, the system integrator should still not ermiqjsticyend to end delay for
this pfotocol. Unless special precautions are hortest
expecied response time should be obseryed.

6.2 [Transport profile architecture
6.2.1 General

The transport communic
of a spt of protocols,
layers|(layers 3 to 4) o

gervices will be provided through the use
ocated either at the OS| communijcation

The ggneral PI 3 revat the system level network, using the T{profile
definef in this part of 32, is\illystrated in the following figure. The shaded Aiprofile
shows|that it is n i is part’of IEC 61162 but is still part of the complete ptotocol
architgcture.

NTP SNMP OSI higher layers

Wnal T-profile protocols

OSI Layer 4

HED T
T o

!
|
!

OSI Layers 2-3

Ethernet P Ethernet S OSI Layers 1-2

IEC 2400/01

Figure 8 — General transport profile architecture
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This architecture satisfies the needs currently identified at the system level network aboard a
ship and also makes allowances for the future needs associated with enhanced multimedia
applications.

6.2.2 Redundancy

Redundancy is implemented by using two physical network interfaces and two independent
Ethernet (primary and secondary). Each of these networks has different Internet network
addresses. However, only one Internet protocol stack is normally used in the host computer.
This is made possible by using the multi-homing facilities of the Internet protocol stacks.

Additional T-profile i
protocols

IEC 2401/01
entation
Highen level protocols (NTF a\ihdependently on the two networks with no
modification of basic ces o hi eans that the time and network management

servicgs will need tolbe“™>aware of\and_ interface to both networks, i.e. regard each host
compyter as ha i <

The Atprofile will na ional’ T-profile functionality as described in this subg¢lause.
This means that the i a us, the LNA and MAU) will relate to only one [logical
network (usipgnohe TP vork address and one network node number for each host
compdter).

The agiditiqnal™N ke services will cover both UDP and TCP. The basic principle is {hat all
data is Rhysical networks simultaneously and that duplicate data is filtered| out at

the rdceiving>side. Jhis provides zero switch-over time between the two networks and
continlous.availability.

Multicast/broadcast services will use UDP broadcasts. Each physical network must be set up
so that broadcasts can reach all nodes on the network, for example any switches and routers
should normally not do broadcast filtering. To handle duplicate messages, a sequence number
will be added to all UDP messages so that the last arriving of the duplicate messages can be
removed. This will also ensure that all messages arrive in sequence.

Reliable stream services will use an octet count to do duplicate removal. Reliable message
based traffic uses the same principle and message assembly is done only after the duplicate
octets have been removed. After errors on one network, where redundant communication is
resumed at a later stage, the T-profile uses a special protocol to synchronize octet streams
after reconnect.
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6.2.3 Communication services
6.2.3.1 TP network types

The table below lists the TP networks that are defined in this clause. These TP networks are
identical except that the first group has predefined IP network addresses. The second form
allows user specified network addresses. Note that the second form shall be able to handle all
classes of IP networks while the first is defined as a class B network.

The TP networks are divided into MAU-MAU (stream) and LNA-LNA (message) type networks.
Note that connectlon pomts derlved from the stream type networks reqwre a 16-bit port number
as additic - - - udec A 3

message type the TCP/UDP port is |mpI|C|t in the selected service.

Table 8 — Redundant TP network<\
Code TP network address format N% oss ) >‘lotes
at

LNADR_IPV4R IPV4 standard redundant address for LNA/ The two networks are]
(129) The address field is 0 octets long, being the’ ones defined in

void. 3.33.
MMADR_IPV4R | IPV4 standard redundayit adqresg’fo M . G The two networks are
(131) The address field is 0 ottets logg\being e host the ones defined in
void. Inte 3.33.

LNADR_IPV4RE | IPV4 free redundant addfess for LN address with [ 146 networks (of
the network

(13d) it all zeros the same class) shall

’ " | be as defined in 3.33

Internet
format,
sec

AU. The The two networks (of
|ng the the same class) shall
be as defined in 3.33

MMADR_IPV4R
E (1B2)

NOTE i i ivide one or more of these TP networks into several network modulgs. This
may be ilgplify or modularize implementations of a T-profile (see also 5.2.1).

6.2.3.2

The sprvices defined in 4.3.3 shall be implemented, with the exception of the MAU-LNA
messdge.“service. The services may, however, be implemented in a number of different
modules where suitable service sub-sets can be linked into the application, either a MAU or an
LNA. This may mean that several different TP network instances use the same network code.

6.3 Message formats
6.3.1 General format

The A-profile (IEC 61162-401) defines a general message format that shall be used by all the
A-profile protocols. This message format will also be used by this T-profile. The general
message header is shown in table 9. Refer to IEC 61162-401 for a detailed discussion of the
different components of the message.
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Table 9 — General message format

Octet # Data type Field description
0-1 wor d16_m MW4_MAG C
2-3 wor d16_m Message type
3-4 wor d16_m Priority
4-5 wor d16_m Total length of message in octets (x+1)
- X Data

6.3.2 Special reliable Tink messages

e than
| other

To synchronize the two channels of a redundant link and to inhibit th
one cdmmunication channel in a peer-to-peer link, a special messag
traffic.| This message is described in table 10.

Table 10 — Special reliable hello message form

AN,
Octet # Data type /FieJ{\dQc?iNo&\/

1 wor d16_m M4_MAG C / ~ >
wor d16_m LL_HELLO(@@W/ A

wor d16_m Pri rity(\ 6 ( U ‘\/

wor d16_m ﬁtahﬁq}tﬁof}\gssaWts (16)

wor d16_m /T)T;;e of Wb‘k\
10 - 13 wor d%_m NNI&\of\sQnd%g\Womputer
14 - 17 wor@Z_}r\‘( N‘th o\étex)nuw

\J

The miessage identity ode ha
management :@; ¢

||| NMN|O
|
O lN|]O|w

The range from 1 and up to 255 is reseryed for

The pn
The ty iter as
define
The NN ak ties
if two ection

establ

The ngxt octet number is used to synchronize octet streams when a redundant link|is re-
established after a break in one of the communication channels 1t is not used fof non-
redundant networks. It shall be zero for the first connection attempt. When a broken channel is
reconnected it shall contain the sequence number of the data octet immediately following the
LL_HELLO message. The first data octet transmitted on a channel is counted as zero
(consistent with the zero value of the octet number in the initial message).

6.3.3 Broadcast messages

To filter out duplicate messages, the NNN together with the sequence number is added to
the broadcast messages by the T-profile. This is done as a prefix to the message header
shown in table 9. To maintain compatibility with non-redundant TP-networks in the A-
profile, IEC 61162-401, these extra octets are not counted in the total message length. This is
indicated by counting octets from -6. Thus, the complete message format for broadcasts is as
shown in table 11.
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Table 11 — Broadcast message format

Octet # Data type Field description
6—-3 word32_m NNN of sending host computer
2--1 wor d16_m Sequence number for this broadcast port
0-1 wor d16_m MW4_MAGI C
2-3 wor d16_m Message type
4_5 wor d16_m Priority
6-7 wor d16_m Total length of part 401 message in octets (x+1)
- X Data

The NNN is the network node number of the sending host. It is used
host cpmputers. The sequence number is used to identify messagé
being sent on two redundant channels.

The T{profile shall strip the message of the leading NNN and sequents assing
it up t¢ the higher layers. The T-profile shall also chec S ic number
and mgssage length).

6.4 |Reliable stream protocol

6.4.1 Introduction

The r¢liable stream protocol is also reliable message protocol. It Ises a
TCP/IP connection between the two D computers and provides a regliable,
sequential and bi-directionga

6.4.2

6.4.2.1 i be : eerand client-server

The rdli tov sUpport two connection modes: Peer-to-peer and client to
server 3 ion 15, éstablished between a client (connecting) and a|server
(listening), but bo art i aneously act both as client and server. In the lattef case,
the tw shall be merged into one by the T-profile. In the client{server
model distinct

As clig ior, establishment can in this respect be looked at as a sub-set of the

peer-tp-peer & abllsment This T-profile also implements the two services this way:| A CP
flaggefl as a‘peer=tq-peer type CP will be subjected to additional processing to make sure that
only oheccommunication link is established between the parties. This processing is not ugsed on
a clienf-server type CP

The next subclause gives details on the establishment of peer-to-peer connections. The client-
server establishment uses normal TCP/IP mechanisms with a listening and a connecting CP.
Redundancy is handled by using the same mechanisms as the peer-to-peer connection (see
6.4.2.3 and 6.4.2.4).

6.4.2.2 Resolving peer-to-peer connection conflicts

Each of the two channels shall be established independently and concurrently. The below
message sequence diagram shows the worst case exchange of messages when two hosts (1
and 2) simultaneously tries to connect to each other. For simplicity the connection attempt has
been drawn so that host 1 connects from network number 1 while host number 2 connects from
network number 2. The normal case will be that both attempts start on the primary network.
Either case shall not influence the final result.
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or1 1 2 1 2 OR2
c2
a2
H(2)

H(2)

The injtial events are that respectivel§y ) open request from a
layer (OR). This results in the attempt to\¢create ion (c). On the remote sid
partieq will respond with an accept (a): S sends a hello message (H) V
respedtive host identity. The rest of the p plained in the following paradg
each referenced to the mar

Item 1. Host 1 recognjzed ge is from a host with higher prior
accepfs the connectiop. identity as acknowledgement and waits

higher| priority hogt to ecognizes that it itself has a connection 4
going fowards this to die by itself. The higher layer is, ho
notifiefl of a successf gh still not fully redundant) and return a con
point IPD.

NOTE
attempt

Item 2
has st
host tq
the fin

Item 3

IEC 2402/01

at th rétwork module returns the CP ID of the original outgoing co
as this od by the higher layer as going to host 2.

Aried to¢ e same host and sends its own identity. It leaves it to the
IS necessary to wait until the link closes so that this side is su
received by the remote host.

bl messagewa

- ‘Host 2 finds that the first link is complete when the final acknowledgement is rg

higher
2, both
vith its
raphs,

ty and
for the
ttempt
wever,
ection

nection

t itself
emote
re that

ceived

from h

ost 1 and notifies the higher layer about the successtul (although not yet redu

ndant)

connection. It also starts the establishment of the secondary link, which completes without any

tests.

The area below the dashed horizontal line represents the handling of redundant link

establi

shment, which is described in the next clause.

The state changes for each channel are described in the diagram below.

The left side shows the state changes for the client side, while the right side shows the state
changes for the server side. Prior to starting the client process, the client shall check if the link
is already open. The identity (Myld for local host computer or Id for remote host computer) is
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the network node number. It is guaranteed to be unique and a simple check on relative numeric
value can be used to break a tie when both sides try to initiate a connection. The result shall be
that the side with the highest NNN shall succeed in being the client. The LL_HELLO message
is used to send the identity codes.

The dashed arrows show interaction between server and client side. These can also be found
as arrows in the message sequence diagram above.

ld<M

Client Server
OpenReq e > | connect
WOOMNEC  coormrmrrmmm e yaccep
CHCONN f—— e CHJ%MA\ @\
accept &« Gt Hello(iel) \>

vSend Hello(Myld) -

CH_OPEN

\ 4

[ ]

Got Hello(ld)

v Shesk

C-cp and ld<Myld

yCheck id

yld

Open rest y

Id > Myld
Delete

RC_1/2

Close

6.4.2.3

The T
one of
conne

Delete |

the redun
ction states.

) 4

O

igur

Close/
Error

Delete

i nd\%)
No c-cp or Id>Myld

1 — Connection establishment

Send HellotMyld) \\ Send Hello(Myld)
CH_CL \PE&) >
}g N Kld got
----- < 0s » ¥ Check id Closg/Error
Delet | Delete
d< My Id > Myld
Opeg rest y, Delete
> RC_1/2
Close
Delete | P
) 4
O IBC 2403/01

graceful degradation, i.e. it shall maintain communication ¢ven if
channels goes down. The following state diagram shows the p

bssible

When a dead Tink IS re-established, this shall always be done by the higher numbered host
computer (refer to message sequence diagram in figure 11). The exception is when both links
go down and the connection is closed to the higher layers.
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ect information on both links before the second link is acceptq

lacementfor theg first established link.
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hannel
nnels.
tion is
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ommunication modes, data is transferred to the higher levels as soon as they hav

received. The T-profile shall not delay data.

6.4.2.4 Channel synchronization requirements

The T-profile shall provide a mechanism for consistency checks between the two channels.
Different mechanisms can be employed, but the mechanism shall implement a check to find
(with a suitable probability) the following errors in one of the channels.

O T O

)
)
)
)

o

nu

It shall be able to detect the omission of a data block.
It shall be able to detect the repetition of a data block.
It shall be able to detect the wrong ordering of two data blocks.

mber of zero value octets.

It shall be able to detect the insertion of a number of random octets, for example some


https://iecnorm.com/api/?name=eefe5cb28e527675106bdc0eb875e2f1

61162-410 O IEC:2001(E) —45 -

These errors are the most probable that can occur in the sending T-profile. It is not necessary
to detect errors due to transmission problems on the physical network. This is reasonably well
handled in the TCP/IP and Ethernet layers.

NOTE 1 Requirement 3 (item c) above) is probably the most difficult to handle with a reasonably effective check. It
requires relatively fine-grained checkpoint intervals or some form of positional memory (e.g. a CRC) in the
algorithm.

Any errors detected by the synchronization algorithm shall immediately cause the
communication link (both channels) to be closed and an exception to be generated for the
higher layers. It is the responsibility of the higher layers to reconnect the link.

NOTE 2 The link shall also be closed when an error occurs during reopening of a redundant link in the RC_SWAIT

t t |t H In + HN | + H™~ £ tH H o b L
state. |tris—generaty-not-pessible-te-preseribe-a—safe-aetonithisecase—everwhenone—chant

. m
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redung .
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6.4.2.5

TCP/IR iprity is
3chie\|{ urgent

ata.

NOTE on. The
TCP/IP in how
they achi

Tom d only

s means that a link that shall gupport
A message link) must consist of four
bair of
sends

norma
both normal and urgent
TCP/IP connections:
connegti

a certain sub-se@

Data llnks that shak 9 links)
should normally ties to
be sugported arei

Low ptiori annQt be\supported by TCP/IP as only two priority levels exist.

6.4.3

6.4.3.1

Data .O tlallolll;ttcd Ul thU GUtIVU :;IIII\O do oUVUIT do thUy arc U'JUII. Thlo nmrecdaiilo th t data

transmission shall start in RC_1 and RC_2 modes and that a synchronization is necessary
when fully redundant transmission starts at some later stage.

The T-profile must keep track of the octet count used for transmission so that the correct
LL_HELLO message can be sent when a link opens. It must also make sure that the
transmitted octet count is consistent with the actual octets transmitted.

The T-profile shall generally send data as soon as data is requested sent by the higher layers.
The T-profile may, however, buffer data internally or refuse transmission if the data channel is
congested.
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6.4.3.2 Transmission of urgent data

The urgent flag shall be set after each complete block of data handed over to the TCP layer,
for example after each write call.

6.4.3.3 Graceful degradation between priority levels

If one of the links (urgent or normal) fail, transmission can continue on the other link provided
that the following requirements are fulfilled:

— normal data shall not be transmitted on the urgent link (signal normal link failure to higher
layers);

- urgLent data can be transmitted on the normal link, but no normal me
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6.4.4

6.4.4.1

Data reception

General

Data received shall be transferred to the higher layers as soon as they have been received on
one of the open channels. The synchronization mechanism described in 6.4.2.4 shall be used
to check consistency between channels, but the mechanism shall not delay the transfer of data
to higher layers.
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6.4.4.2 Flow control

The receiver may employ normal TCP/IP flow control mechanisms if a link becomes congested,
i.e. stop doing read on the relevant connection point. This is, however, not legal on urgent
links. These shall be processed immediately and any congestion control must be performed on
other link types.

6.4.4.3 Priority

Urgent data received on an urgent link must process the out of band flag. This means that, for
example urgent signals from the operating system must be trapped. It also means that all data

on an ptgentlink-must be read —up to the last nending-urgent-flag
~J 7 Ll Lud J ~ ~J

6.4.4.4 Graceful degradation between priority levels

The rgceiving end should normally only get urgent messages on
obsenyje the possible change from normal to urgent in the case of’an_uxg

wever,

6.4.5 Link close

The provisions described in 6.4.3.4 apply also on the li

6.5 |Reliable message service

6.5.1 Introduction

3

8s. This means that most seérvices

The rjliable message service shall tream protocol and use the deneral
messdge format (see 6.3.1) to find

described in 6.4 are implemented jn-the\sa
The e

6.5.2

The T
higher
been &

complete messages, one and one at a time,|to the
ng of data to make sure that a complete message has

6.5.3

The T S
more messages.are
urgent|/flag'only afte

e’urgent flag only on message boundaries. If, for some reason,|two or
transmitted immediately after each other, the transmitter may get the
e last message.

6.6 Unreliable message service

6.6.1 Introduction

The unreliable message service uses the UDP broadcast mechanism. This is a connectionless
and unreliable service. However, the TLI shall be defined in such a way that the users of this

service can use the normal concepts of connection points and data input and output on
connection points.

6.6.2 Connection management
6.6.2.1 Introduction

There is no protocol level connection management associated with the unreliable message
service other than maintaining and checking sequence number for all messages. However, the
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TLI specifies that a CP shall be associated with each listening or transmitting broadcast
address.

This standard specifies five different listening UDP ports for broadcast messages. Each of
these ports can be associated with exactly one transmitting and one receiving CP.

6.6.2.2 Listening CP

The T-profile shall maintain state associated with each remote transmitting host computer that
transmits to a specific UDP port. The state is limited to the identity (NNN) of the remote host
computer and its current sequence number. When opening a new listening CP, the T-profile
shall reset this state information to no remote host computers As soon as a message from a
previopsly unlisted host computer arrives, the state shall be updated with theNdentity, pf that
computer and the sequence number of the message.

A rempte transmitting host computer may go off and come on line due\{o ra reet of other
internal exception. This will cause a reset of the sequence nu . iwing end

must he able to detect this and continue reporting incoming me sages ) uence

numbgr. In systems that employ routers and alternative j one may see

duplicates of UDP messages, and hence, out of sequence i ion on
the traExsmlttlng end. This situation is extremely unlike m and
this st

a) ouf of sequence messages on the sz / as the
regult of a transmitter exception @nd d e i ’ umber
copnter;

b) exgeptionally, if the newly arriving 3 3_hi i ::I‘icantly
higher than zero) which is close tb th : ay be
thrown away.

NOTE [*High” in this conte imits here

and the|decision is left to the Wnplem iQn. ati i ion i i bmputer

reset and the latter sityation mus
The s{andard (I@ \

ulticast service as unreliable and potentially with

messages out of sed file is constructed with these limitations in mind. This
means
This s i iV erent listening UDP ports for broadcast messages. Segparate
state s i y sed for
each ¢

Only ¢ ion of

incom

The sequence number for the transmitting host shall be the same for both links, when
redundant communication paths are used.

6.6.2.3 Transmitting CP

The T-profile shall maintain a sequence number for all outgoing messages on a given UDP
port. The sequence numbers shall be separately maintained for each port, but it shall be
common to redundant transmission paths for that port. It shall be set to one for all ports when
the TP network is established. Closing and opening a CP on a specific port shall not reset the
sequence number for that port.

The sequence number shall be incremented by one for each new transmitted message.
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6.6.2.4 Redundancy management

This service shall transmit and listen on both redundant networks unless instructed by higher
level management services to use only one of the networks. There are no particular connection
or redundancy management provisions required for this service.

Although sequence number management shall be distinguished between on UDP ports, but it
shall be common to redundant links. More details are given in the following subclauses.

6.6.3 Message length limitation

Outgoing messages are limited in size to that supported by the low-level network. For IP over
Ethernet, the maximum transmission unit (MTU) is 1 500 octets . The limit is
reducgd by various headers as listed in the table below.

Table 12 — Maximum message size

Protocol header Size (0cl<ts)
IP header ﬂb\\
UDP header B\

T-profile broadcast header

Sum

The mpximum payload for higher layer pxoto
6.6.4 Data transmission
Outgoing messages shal ¢ i . They

shall e formatted with an“additig ads i itti and a
sequence code as descK i }. 3 > mitting

CP shall use the sgque
NOTE |itis sugges
back and forth to insert th

The formatted mg
two identical i

py data

vork in

The transmi y (e.g.
output|buffer i\ N\, 3 ing data
(e.g. by allosating sufficierft memory for buffers).

6.6.5 Data reception

Messages received on a listening and redundant CP shall be filtered so that

- the minimum of duplicate messages is delivered to higher levels;

- the minimum of out of sequence messages is delivered to higher levels;

— messages are delivered with minimum delay in the T-profile;

— the receiving part of the T-profile shall cater to the situation where a remote host is reset so
that sequence numbers are reset (see 6.6.2.2).

The filtering shall be done based on the NNN of the transmitting host computer and the
sequence number. The T-profile shall immediately deliver a message to the higher layer when
a message with a higher sequence number is received on one of the two networks, even when
this number shows that one or more messages can have been lost. Any lost messages shall be
handled by the higher layers.
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NOTE 1 The reset of transmitting host causes problems which are “contrary” to the filtering requirements. Priority
must be given to the reset issue as that is more likely in most contexts. However, one can examine the sequence
numbers on the same network together with those on the redundant network to be able to make a better decision on
this issue.

NOTE 2 The sequence number will start at one (see previous subclause). This means that the sequence number
of a newly established listening CP can be set to zero to enable the first message to pass through. Note also that
sequence numbers are 16-bit and that a wrap around will cause the number zero to be used. The wrap around will
also have to be handled in conjunction with message filtering.

NOTE 3 As two independent networks are used, there is theoretically a possibility that out of sequence messages
can be received, even on a local area network. This can occur if one or more messages are lost on the fastest
transmitting network. It is recommended that this possibility is ignored by the T-profile and that it passes sequential
messages (with possible gaps) to the higher layers as soon as possible.

6.7 Time services

6.7.1 Introduction
This standard uses the Network Time Protocol — NTP (RFC 130%) and in etwork

Time |Protocol — SNTP (RFC 2030) to implement a distributed ti in the
IEC 61162-4 network. A short overview of these protocols can k [

6.7.2 Time management architecture

This standard requires that each of the two redund ave at least one time
server| each supporting NTP (version 3 or higher). program modules) shall

resideli ource, for example p GPS
receiv

The tw

The tir It 6th networks and shall also be able to
serve i ) j ivi e two networks. The time serverg shall
suppo tworks
shall,

The twWo i . her Th symmetric peer mode (NTP) to back each other
up in @ 3 3 i

NOTE for the
commo ble NTP
daemo tails on
configu

NOTE 2 ing jitters
contriby P special
line dis¢i modules can be configured in the operating system kernels in order to redude these
errors. [These routines i cept special characters or signals provided by the radio or modem clock and| save a

local timestamp for laterpgrocessing.

6.7.3 Client interfaces

Clients shall have an interface to both time servers. The client shall select the service level that
gives the time accuracy as required by the server. SNTP is normally sufficient for all but the
most strict requirements. It is recommended that the client uses the SNTP anycast or multicast
mode to avoid unnecessary configuration in the system.

The expected accuracy for the various service levels shall be specified by the system
integrator. This will be dependent on accuracy of time sources, of configuration files and of
general network configuration.
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