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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 402: Multiple talkers and multiple listeners —
Ship systems interconnection —
Documentation and test requirements

FOREWORD

1) Thellnternational Electrotechnical Commission (IEC) is a worldwide organi hprising
all pational electrotechnical committees (IEC National Commlttees) The pbromote
intefnational co-operation on all questions concerning standardization in ields. To
this |end and in addition to other activities, IEC publishes Internationa ifications,
Teclhnical Reports, Publicly Available Specmcatlons (PAS) and s “IEC
Publication(s)”). Their preparation is entrusted to technical comn Q interested
in the subject dealt with may participate in this prepara ) governmental apd non-
govgrnmental organizations liaising with the IEC also partllpat 3 thi ion? IEC collaborates| closely
with| the International Organization for Standardizatio 3 conditions determjined by
agrdement between the two organizations.

2) Thelformal decisions or agreements of IECGon té hational
cong from all
intefested IEC National Committees

3) IEC National
Coni of IEC
Publications is accurate, for any
misipterpretation by any end use

4) In ofder to promote infe ications
trangparently to the m imn ergence
between any IEC ati icated in
the latter.

5) IEC|provides no Mayki te its approval and cannot be rendered responsible |for any
equipment declaredhio IEC Publication.

6) All sers should e/latest edition of this publication

7) No | s directors, employees, servants or agents including individual exp¢rts and
men g and IEC National Committees for any personal injury, property dapage or
othgr damage dtsoever, whether direct or indirect, or for costs (including legal fees) and
exp4 i & publication, use of, or reliance upon, this IEC Publication or any other IEC
Pub |cat| RS.

8) Atteption is dra he Normative references cited in this publication. Use of the referenced publicgtions is
indigpensable for the cdrrect application of this publication.

9) Atteption is drawn to the possibility that some of the elements of this IEC Publication may be the sybject of
patent rights. IEC shall not be held responsible for identifving any or all such patent rights

IEC 61162-402 has been prepared by Technical Committee 80: Maritime navigation and
radiocommunication equipment and systems.

The te

xt of this standard is based on the following documents:
FDIS Report on voting
80/411/FDIS 80/421/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting

indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 61162 consists of the following parts, under the general title Maritime navigation and
radiocommunication equipment and systems — Digital interfaces:

Part 1: Single talker and multiple listeners
Part 2: Single talker and multiple listeners, high-speed transmission
Part 3: Multiple talkers and multiple listeners — Serial data instrument network (under

consideration)

Part 400: Multiple talkers and multiple listeners — Ship systems interconnection
Introduction and general principles

Part 401: Multiple talkers and multiple listeners — Ship systems interconnection —

Annlication-—norofilae
pPprrreatrorprome

Part 402: Multiple talkers and multiple listeners — Ship systems
Documentation and test requirements

Part 4 0: Multiple talkers and multiple listeners — Ship syste fion —

Part 4p0: Multiple talkers and multiple listeners — Ship i ) fion —

The committee has decided that the contents of thi d until
the m(%intenance result date indicated on the | ch" in
the dala related to the specific publicatioq. At this

* redonfirmed;
* withdrawn;

* replaced by a revised edition, or
*+ amended.

A bilingual versiotof h

issued at a later date.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 402: Multiple talkers and multiple listeners —
Ship systems interconnection —
Documentation and test requirements

1 S¢ope

1.1 General

This sftandard series, IEC 61162-400 and upwards, specifies¢a
use inl integrated ship systems. It also specifies an interf

interfaces described in the language.

This gart of the standard specifies a minimum set of{ te
achieMed and documents that shall be.availab] Z
software and applications that are corplis

of stanndard documents is collectively re
in the #00-series (see 1.4 of IEC 61162-

tandard. Although t

1.2 [Limitations in scope

The tgsts and documeptation regqui do not)cover electrical, physical or environ
requirgments that m [ offware or computers onboard ships,
requir%ments ma ' or IEC 60092-504. Other standards may 3
applicable. G

This dtandard doges S over all requirements from classification socie
other [authorities i 8 iility of the user of this standard to ensure t
appropri : '

This T Riai ests to check that an application using the |IEC 61162-4 p
adhergs i artised /interface specification. These tests cannot guarantee the

functignality © that application beyond the possibility of connecting it to the network ar
a limited degree of aceuracy in the messages transferred.

col for
Dr use

to be
otocol
his set

, the actual part numbegrs are

mental
Such
Iso be

ies or
hat all

otocol
correct
d with

This standard-does notcoverthe system inwhich the |[EC 61162-4 communication stan

ard is

used. Additional requirements will normally apply to the total system configuration.

Fundamental requirements relating to ensuring reliable and timely transfer of data across data
communication links are included in other standards associated with the integration of
equipment such as IEC 60092-504 and IEC 61209. This standard does not contain tests to
verify compliance with these requirements. In addition, specific equipment related standards
may also contain requirements for correctness and timeliness of data transmissions. Neither
does this standard contain any tests to verify such requirements. Thus, results from tests
carried out in accordance with this standard cannot be used to demonstrate compliance with

the requirements of any other standards for system or equipment functionality.
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1.3 Limitations in test coverage

The test plan only specifies general tests of the protocols and a limited set of other general
properties (black box tests). The test procedures will not generally cover tests of operating
systems, communication libraries or other software components that are used to implement
the standard. Neither does this standard specify any tests related to the way the system is
implemented (white or glass box testing).

1.4 Limitations in degree of detail

The test procedures are general in nature and do not generally specify detailed test programs
and pr. cedures._The prnr\nr’lnrnc epnr\ify aminimum set of functional aspects that need to be

tested| with, in some cases, a minimum required set of excitations orresppnding
requir¢gd responses. The testers must develop the detailed proceds 3 tools
themseglves.

2 Normative references

The fdllowing referenced documents are indispensable fo 3 i Lment.
For dated references, only the edition cited applies. Fo ¢ edition
of the referenced document (including any amendm

IEC 60092-504, Electrical Installatig /I and
instrumentation

IEC 6( eneral
requiréments — Methods of testing and\req

IEC 61 ion and
radio- ommunlcat/on talkers
and muyltiple listeners

IEC 61162-400, m’ oms -
Digitall interfaces f stems
intercqnnection — 0

IEC 61 tion —
Applichtion frofile

IEC 61 tion —
Transport p

IEC 61162-420, tinle talkers and multiple listeners — Ship systems interconnedtion —
Compfnion standard requirements and basic companion standards

IEC 61209, Maritime navigation and radiocommunication equipment and systems — Integrated
Bridge Systems (IBS) — Operational and performance requirements, methods of testing and
required test results

IEC 61508-3, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 3: Software requirements.

IEC 61508-4, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 4: Definitions and abbreviations

ISO 9001: 2000, Quality management systems — Requirements.

ISO/IEC 90003: 2004, Software engineering — Guidelines for the application of ISO 9001:
2000 to computer software.
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3 Definitions

For the purposes of this document, the following definitions apply.

3.1

black-box testing

testing that ignores the internal workings and internal structure of a component and focuses
on the responses generated as a result of controlled stimuli and execution conditions.
Typically used to evaluate the compliance of a component with specified functional
requirements. See also white-box testing

3.2

defect
latent [faults in a component ("bug" in software), that either represen
and by that a failure

h error

3.3

error
that part of the system state that is liable to lead to a failu
not clgssify a software defect as an error, but as a fa
be usgd to mean also software defects. The term fau

l does
pct will

3.4
fault
see erfor and defect

3.5
failure
occurs
on the|service (IEC 615

N error

3.6

memoyry leak

situatipn where a prg S uld be
releasgd as a re g ences

of conhect and discohne

3.7
safety] i
discrete lev ~ t level
of safety integhi safety integrity level 1 has the lowest. Safety integrity is the probability
of a safety-related>sysStem satisfactorily performing the required safety functions under|all the
stated|canditions within a stated period of time (see IEC 61508-4).

3.8

white-box testing

testing that uses knowledge of the internal structure and internal workings of a component to
exercise, for example selected internal execution paths or sub-component interactions in the
component. See also black-box testing.
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4 Overview and basic principles

4.1 Introduction

This part of IEC 61162 covers test and documentation requirements. Proper testing, based on
a test plan, and the availability of documentation are factors that are important in ensuring the
correctness of a protocol or application software module. This document specifies general
requirements to testing and documentation for both protocol and application modules. This
document only specifies the tests that have to be made and the required test results. It does
not specify the tools or mechanisms that are used to perform the test. This is the
responsibility of the tester.

Docunmentation requirements are more specific and define the minipiy ! nts for
docum are to
supplg [ to be
neces ntation
in the

Annex

4.2

This s _ 5 lfementation of IEC $1162-
4 basi t dges not contain any hidden
defect 9 application using the IEC 61162-4
standg f etwork that it advertises throdgh its
specif

This s jcation
or be These
docun [ proof
of the

With { dation
proces sis is,
howeV

4.3

The st w that
proces ed as
belonding (to,'the specification, design, implementation and integration phases. The following
clausgs. Wwill, [with the basis] in these phases, specify where this standard can be appli¢d and
which ‘stherstandards—canbeused:

This standard does not address the software development- and lifecycle as such. However,
this standard requires that any software produced to comply with IEC 61162-4, as a minimum
is developed to the ISO 9001 standard and implements the relevant part of this standard as
specified in ISO/IEC 90003, for the software product, or to equivalent standards.

4.3.1 Specification

The specification of an IEC 61162-4 module is contained in IEC 61162-400, IEC 61162-401
and IEC 61162-410. The interface between applications and the IEC 61162-4 network shall be
specified through companion standard documents as prescribed in IEC 61162-420.
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4.3.2 Design

IEC 61162-400, IEC 61162-401 and IEC 61162-410 contain parts of the design specification
in the form of ER-diagrams, message sequence charts, state diagrams and basic
modularisation. Additional design documents are, however, necessary for the coding of an
IEC 61162-4 implementation. This standard does not prescribe particular methods or tests for
the preparation of design documents.

The IEC 61508-3 standard may be appropriate for certain types of system that need a high
safety integrity level. The standard will, in any case, contain guidelines that can be used in
the design phase.

4.3.3 Implementation

No p3rt of this standard prescribes any particular principle tha
implementation of IEC 61162-4 compliant devices.

during

IEC 61508-3 may be appropriate for certain types of system tha & i ety integrity
level. The standard will in any case contain guidelines that S i ntation
phase

4.3.4 Integration

This part of IEC 61162 describes a get of ‘ hall be performed on a
finishdd IEC 61162-4 module or applicatiqn® gsts are appropriate gs pre-
integration tests and can also be I particular problems [n the
implementation. Notes in the standard witt*giveNafo ion to that effect, where approprjate.

IEC 61 ystems that need a high safety irftegrity
level. [This standard will i Wtain~guidelines that can be used in the integration
phase

IEC 61209 also Aren s that dre appropriate for certain types of systgms, in

particylar integra

4.3.5

This dtandafd co | tests (black-box tests) that shall be used to verify [that a
modulg, i ) thereof, using the IEC 61162-4 protocol, satisfies ¢ertain
functidrfe t are inherent in the test section of this part of the standard. This
standdrd i imy-intended for the use in the verification phase.

4.4 Structure of this standard

ThIS CraustT prb;fib‘b gb'llUldi |cqui|cl||c||ta Uf tilc UIGVCiUPIIICIIt PIrutLttoos. Ciauac 5 |dcl’ltlfleS
the critical functionality in the IEC 61162-4 protocol and relevant test scenarios. Clause 6
defines test tools and test scenarios. Clause 7 contains test plans for general protocol
modules. Clause 8 contains test plans for application modules. Clause 9 contains
documentation requirements. Annexes contain summary tables that can be used as basis for
the creation of test and documentation logs and check lists.

5 Critical functionality in the protocol

This clause analyses the typical IEC 61162-4 functionality and system architecture and
defines the most important test scenarios. The purpose of this clause is to describe the
rationale behind the selection of test cases and also to be a basis for the creation of more
extensive and voluntary tests when these are desired by the implementers or users.
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5.1

Function groups

An implementation of the IEC 61162-4 protocol standard will typically have to handle a set of
different functions where an error in any or each can cause failure. The most important
functions are listed in the following clauses.

5.1.1

MAU management

A MAU and an LNA must be able to co-operate to establish a MAU-LNA session and provide,
for example MAU name services and MAU watchdog functions. The typical stages in MAU
management are:

a) Ac
Th
ne

b) Mgke the new MAU name and status available in the netwo

ab

c) Provide the optional watchdog function and, if necessar

the

d) Frg
de

e) Frg
reg

f) Ha

5.1.2

MAUs
establ
must &
of mesg

a) A
be
tha

b) A gli

No

c) Th
reg
tha

LNE link from the LNA.
d

but other MAUs by providing additional information, for exa

watchdog fails.

m the LNA, handle the death of a MAU correctly- \1 ot state and
hth to the system.

m the MAU, handle the death of the LNA
onnection attempts if appropria a

sages an

server MAU e

t the client's~xequest is a true sub-set of the servers advertised interface.

d) If the‘eonnection attempt is accepted by both server components, i.e. the LNA and

report

d start
MAU-

le the
ystem
hange
low:

brence
ce and

ection
ct and

MAU,

an acknowledgement shall be sent to the client MAU. The client can start o send
transaction requests.

e) The server LNA and MAU shall be able to handle multiple clients in the same manner and
be able to keep the different sessions apart with regard to transaction source identity and
routing of transactions.

f) The client MAU or its LNA may die or the client MAU may close its side of the connection.
The server MAU shall be notified of the closing and the LNA clean up internal state,

inc

luding discarding any pending transactions.

g) The server MAU or its LNA may die or the server MAU may close its side of the
connection. The client shall be notified and the LNA clean up its internal state.

No

te that f) may occur before g) or the two may occur at the same time.
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h) The client and the server shall be able to reconnect at any time and the connection shall
be re-established as for the first connection. The client shall, if appropriate, be
automatically reconnected by the LNA.

Connection management must handle an arbitrary large number of clients and server MAUs in
all possible configurations; also when both client and server are located at the same LNA.

5.1.3 Transaction management

Data is exchanged as transactions between a client and server MAU. The system must be
able to execute these transactions correctly and on time. Transactions are performed in a
number of distinct steps:

a) The client MAU creates a request.

b) Thg client MAU protocol library (MAPI) adds address infor
oufgoing message to network format (data marshalling).

ts the

c) Thg client LNA multiplexes outgoing messages to correct des

d) Thg server LNA de-multiplexes incoming messages to cg

e) The server MAU's MAPI converts the message to inters \ \ a ta and
exfracts address information

f) An| application routine in the server MAU procesges ssag es an
acknowledgement. Multiple acknowledgements al ription

megssages.

g) Adpress information is added to th
converted to network format.

h) The server LNA identifies the targ
LNA link. For some mess
a number of subscrib

i) The client LNA rece

j) The client MARI
application @

k) The

age is

correct
age to

correct

In addi [lation
issued n of a
conne in the
seque

Transa AUs in
all pogsible-configutgtions, also when both client and server are located at the same LNA.

5.2 'Hightoadingandgeneralexceptionhandting

The system shall also be able to handle abnormal situations that occur due to high load or
physical problems in the system. It is also necessary to quantify any load related effects that
may occur in the system.

5.2.1 Session limitation

The MAU shall be able to send session control messages to another MAU in the system.
These messages shall inhibit transmission of non-urgent data.

A server MAU can limit the number of clients that can connect to an interface. The server LNA
enforces this limit.
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5.2.2 Load limitation

A server MAU can specify a maximum number of pending transactions on an interface.
Excessive non-urgent transactions are denied by the LNA.

Urgent transactions shall in any case have priority before non-urgent transactions.

5.2.3 Load tests

The IEC 61162-4 protocol, with Ethernet based T-profile, will normally be limited in its network
performance by the CPU power. It is in the particular context of switches between LNA and
MAUSs that may cause high loads and, thus, delays in the system. It is necessary to quantify

this pgrformance degradation.

In some cases, a system may also be limited by network or compute width.

It is also necessary to quantify this effect where it occurs.

5.2.4 Exception handling

The system shall tolerate physical errors in the system. ed considgration

are:

a) Sudden death of a host computer, including—s - . This
mdgkes it impossible to shut down the i hay be
dependent on link watchdogs to d } i en the
link is idle most of the time.

b) Erfors on the hardware link interface tha € i s, for
ex%mple loss of carrier, may cause j ts can
calise high load on th

nality.
e given to higher level error handlers. \farious
dundant must be handled.

c) Loss of redundancy.
W4rnings about lo$

trahsitions between
5.3 Generalise: arch

An |E § of any number of MAUs that in turn are assigngd to a
numbs As. qust run on a separate host computer, but the MAUs may be
distrib A generalisation of the [ypical
comm
M4
L1 L2

IEC 1516/05

Figure 1 — Typical communication paths in an IEC 61162-4 system

Each LNA (L1 and L2) must multiplex data from and to each of its MAUs (M1 to M4). A real
system will typically consist of many more LNAs and usually more MAUs per LNA. However,
the possible faults that can occur can be generalised in this 4 times 2 diagram. The cases that
will have to be checked are:


https://iecnorm.com/api/?name=eb31d8e8c9a4156448c4bc0e74da7986

- 14 - 61162-402 O IEC:2005(E)

M1 is a client of itself (special case, but legal).

M1 is a client of M2 (same LNA).

M1 is a client of M3 (different LNA).

M1 and M2 are clients of M3 and M4 (multiplex needed on both client and server side).

M1, M2 and M3 are clients of M4 (L2 need to send some messages remote and some
locally).

M1 is a client of M2, M3 and M4 (same as previous, but test on the receiving side).

The above cases are the ones that need careful testing with respect to relevant functionality
and exception handling. These cases shall also be checked with larger number of LNAs and

MAUSs]|, but In these cases one need only verify that the basic functionality esent,

5.4

A typigcal message transfer can be illustrated as in the following figur

Message passing contribution to possible errors

Application

MAPI
T-profile 1
|
T-profﬂé\ /\\
LNA

T-proﬁleyls

HEFaN

IEC 1517/05

Fflow in IEC 61162-4 system

The M , the MAPI library and a T-profile library for pgssing

data t¢ the LNA. T \ i 3 -profile library for communication with the MAU, the

actual ] X and a T-profile for communication with other [LNAs.

Messages m c down through these layers on the way down from th¢ MAU

and uq fre. & on the remote side of the link.

Basicg i inited set of failures that can occur at the message passing leyel:

a) Th initially get bad contents due to errors during the message preparation
ph

b) Thg ‘méssage may be garbled due to errors in data marshalling (conversion to and from
network data format).

c) The message may be routed the wrong way due to errors in message management
functions.

d) The message contents may be destroyed due to errors in software or hardware

(overwritten, truncated, etc.).

Based on the functional analysis one can define places in the architecture that have a high
likelihood of containing errors. The above list covers MAU management, connection
establishment and transaction handling, as all functions to a large degree, consist of the same
primitive operations, i.e. Message passing with consistency in addressing and content.
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6 Test tools and test scenarios

6.1

Reference topology

The following figure defines the topology and the modules that are referenced in this

standard:
Modules under test

Apptication — N
- Application library = Remote /Qemote
RN DR MAU n MAD ™
3 MAPI - | /\ |

Local
LNA B MAU 1 e k{_k&n >
IEC 1518/05

The mpdules that are tested are within tha

a) Application: application software of the protocol module (MAPI and
LNA) to perform somg i0 ist ed cgntrol and monitoring system. Thi$ is an
application module.

b) Application library:[co Y produced by a third party, that implgments
solfne more orless f ns\for the application. Typical examples are the general
MAU man i | Application interface components| from
IEC 61162-420 S transmission facility (e.g. PACServer App). An
application libyay e same requirements as an application module with
regards to test and

c) MAPI: MAU App grammer's Interface. This is a library used by the applicdtion to
acgess th ) FC 61162-4 protocol. The MAPI is part of the protocol module.

d) LNJA: k A ministration. This module implements the IEC 61162-400 pfotocol
angl is pa P

cal MAU n~Jhe

e) Lo

LNA can service several MAUs. The test procedure will requ

re the
ule. A

teqting of this ability, both as seen from the protocol and from the application mog
LoSLaI MAU is a test-application, linked together with a MAPI for the purpose of

doing

specific tests.

f) Remote LNA: The test-procedures will require the use of one or more LNAs located on
one or more remote host computers. These LNAs can be of the same type as the LNA
under test or some other (already tested) variant.

g) Remote MAU: The test-procedures will require the use of one or more test applications,
connected to remote LNAs for the purpose of doing specific tests on protocol or
application module.

6.2

System configurations

Each protocol function shall be tested in an appropriate number of system configurations. The
number of configurations will depend on the function in question. The following clauses define
the configurations used in this standard.
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Note that the complex configurations include simpler configurations, for example a full test in
a complex configuration will normally satisfy all requirements for simpler configurations.
However, the order of testing indicated below will help in isolating potential errors in a given
protocol implementation and as a principle, the most complex tests will only be performed in
the low and medium complex configurations.

6.2.1 1L1M: One LNA with one MAU

The simplest configuration is where one LNA is tested with one local MAU. This test is used to
test some aspects of MAU and interface management.

6.2.2 [ 2ZC2ZM~ Two LNAS and two MAUS

The mjost basic working configuration is a test where the local LNA is | MAU

and a femote MAU on a remote LNA. The test shall be executed in tw

This Wi
can bqg

e MAU

Inac
the LN

ps, as

6.2.3

This i NA handles both MAUs. Thig tests

the LN connections and transactions.

6.2.4

In this| configura s S As are equipped with two MAUs each. All but
one of the local MAUs _are clieqts and bse the same service on the one local MAU that is

config S i « tests that several requests from different clients are
handlg : i

6.2.5

This is Lo th several LNAs and at least one MAU on each. This topologly shall
test g¢g i

6.3 Test MAUs

This clause defines the basic tunctionality of the diiferent test MAUS that shall be used to
perform the tests.

6.3.1 Data representation

This MAU shall test correct handling of all types of data transformation between native and
network format. It shall also test the correct handling of arrays.

The test shall be done by letting a test client transfer data to a test server and by letting the
server check that the data is correct as expected. Note that it is not sufficient to send data to
the server and back for a check there, as this may not detect errors that are done both in
translation to and from the network format. It is recommended that the test MAUs use a script
file to specify what data to transfer in what sequence and let both MAUs use the same
configuration file to check correct operation.
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The test MAU shall transfer all data types in arrays of odd length of at least three. This is to
check that data alignment is handled correctly.

The test MAU shall check that variable length arrays with actual lengths less than, equal to
and greater than the specified maximum lengths are handled correctly. The last case shall
cause a run-time error at the sending side. All data types shall be tested as arrays.

The test MAU shall test the correct operation of the union type by creating a union with at
least one element of each data type and sending repeated data messages, each with a
different data type.

A posgible specification for this MAU IS listed in Clause A.Z.

6.3.2 Function call tests

This MAU shall be used to test that all services supplied by th
implemented. It shall also be used to test multiple transactig
Furthgrmore, it shall be used to test connections to full or pacti

rrectly
ctions.

The NAU shall have three interfaces with a selg
implementing all functions provided by the protocol.

points, in total

ts and
ario is

Both the server and the client shall be
acknoyledgements is executed. It i
assignled a unique identity code that i as its
argument in all requests (indata). Th 3 gaction
sequepce number (response) together wit e cleny's ing b used
by the|client to verify that the

The cljent, when doing
can bqg returned with d

A posgible spec@

7 Test of gener

quests

This clause contains\th& mi .|These
modulgs 3 s and
topolopy defi

Unlesg otherwise stdted, all required responses shall be manifest after a very shoft time

(signiflcantly less than a second). A short delay means typically up to 5 s. The actual tiT1e will
depen ; ;

71 MAU session management

7.1.1 Connect a MAU to an LNA and test basic LNA functions

This clause defines a test that verifies that a MAU can connect to its LNA, that it gets
registered there and the LNA starts the relevant watchdog service. The test uses the 1L1M
configuration. The test may use any MAU, for example the data transfer test MAU described
in 6.3.1. For the purposes of this test, the MAU need not export its interface.
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The test shall be performed as follows:

a) Start LNA and then connect MAU. The MAU shall successfully connect and recei
connection grant message from the LNA. This test shall be run with three
configurations:

ve the
MAU

1) Where a watchdog timeout is defined and a response function is implemented: It shall
verify that the watchdog message from the LNA arrives as specified and that an

answer to the message keeps the MAU alive.

2) Where a watchdog timeout is defined and a response function is not implem
It shall verify that the watchdog message from the LNA arrives as specified and

ented:
that a

missing answer to the message closes the MAU-LNA connection after the defined

interval.

3) | Where no watchdog timeout is defined: Verify that no watchdog/m arrive
the LNA.

b) Start the MAU when there is no LNA present. The MAU shall re
ang/or print an error message.

—

c) Uspe scenario b), but after two MAU connect retries, stact b
comnects to it as in step a).

7.1.2 Multiple MAU name handling

This test verifies that the LNA handle
respedti
examp
this tes

The test shall be run in the
a) Cdnnect a MAU na
that is not defined

b) Connect a n
should get a

c) Co

d) Co 'A" shall get a connection established.

e) Co » This shall receive a warning as a duplicate MAU.

f) Re LNA 2. LNA 1 shall immediately switch the connection of M
to

7.2

s from

At can
dts, for
ted for

\U llBlI

ct, but

\U llAIl

7.2.1 L_MAU acceptinterface export

This test verifies that a MAU can export a server side interface description to the LNA. The
test is run in the 1L1M configuration with any MAU that can export three identical interfaces
with different interface names. The interfaces shall contain at least 10 connection points.

The test shall be executed in the following steps:

a) Export one interface description. This shall be accepted by the LNA.

b) Export one more instance of the same interface as in point a) (with a different interface

name, but same connection point names and configuration). This shall be accepted
LNA.

by the

c) Export one more time the same interface as in item a), with all attributes identical. This

shall be rejected by the LNA without causing any error.
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d)

7.2.2 MAU connect interface management

This test shall verify that a client MAU can connect to a server. The
The server and client MAU can be any MAU that can respective

Export one more instance of the same interface as in point a) (with a different interface
name than in a) and b), but same connection point names and configuration). This shall be
accepted by the LNA.

Remove the interface that was exported in item b). This shall be accepted by the LNA.

Kill and restart the LNA and run all points up to and including e): The MAU shall detect link
failure and give notice of session loss, then it shall reconnect and respond as specified
above for the different items. Run this sequence at least 10 times.

Kill and restart the MAU and run all points up to and including e): The LNA shall detect
loss of MAU, clean up state and allow a new connection attempt. The responses shall be
the same as in the first run. Run this sequence at least 10 times.

interface with at least 10 connection points. The MAU must also~be\able {o amd add

the interface at the tester's prompt.

The tept shall be run in the following sequence:

Lel the server MAU connect to LNA 1.

Let the client MAU connect to LNA 1. The server

no
Re ssible
to

Re e new

clignt and it shall be po

Refconnect the cli otified

andg it shall tz:;;s
Remove the s

nitiate transa¢

ssible

Re 'he connection shall be established, the server notified
an transactions.

Le A0V pterface: The client shall be notified and the connection Hroken.
Le terface: The connection shall be established again.

Le t remqvethe interface: The connection shall be broken.

Let therclient addthe interface: The connection shall be established again.

7.2.3 MAU part interface connection management

This test shall verify that sub- and super-set interfaces are handled correctly. The test can
use configuration 1L2M with a server MAU with at least 10 connection points and a client (or
several clients) that has interfaces that are a sub-set, super-set and a variant of the interface
provided by the server.

Connect the server MAU to the LNA.

Connect a client MAU with a sub-set interface to the LNA. The connection shall be
established and it shall be possible to execute transactions.

Attempt to connect a client MAU with a variant interface to the LNA (one attribute shall be
different, for example one MCP name or one format string). Verify that the interface
cannot be connected to the server.
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Connect a client MAU with a super-set interface to the LNA (one additional MCP has been
added to the interface). Verify that the interface cannot be connected to the server.

7.2.4 MAU self-connect

This test shall verify that a MAU can connect to itself. The test shall use one LNA and one
MAU. The MAU shall have at least one server interface and one client interface that can
connect to each other. The function test MAU described in 6.3.2 can be used. The test shall
be executed as follows:

All copnection establishments shall be verified by

The MAU shall export its server interface.
The—MAY—shat—eerree i i i - : i all be

ection”shall|be re-

sending a_tran an on them (see also

7.3.2).

7.3

7.3.1

Transg imilar.

The sé for the

subsct 23M" configuration (two servers and one

client, 3 the client).

For e e following requirements shall be verified

a) Tr ali ) S be sent and it shall be verified that the corresppnding
ac i S ot (where no acknowledgement is expected).

b) Priprity: ifi hat messages that are sent (requests or acknowledgements),
wit iOKi p

c) Pri S all be verified that two requests made immediately after each other
wit] ) and then a higher priority, are acknowledged with the highest priority
firdt. The this test will, however, depend on the load situation and the |actual
ti S enario.

d) Delayed acknowledgement: The server shall delay the acknowledgement for two reguests
unti i i ; fert: all be
acknowledged in the reverse order and the client shall be able to identify the reversal.

e) Subscription: Individual subscription acknowledges shall be sent one by one to each
client. Other subscription acknowledges shall be copied by the LNA to all subscribers.
Broadcast subscriptions shall be sent as one by the server LNA but copied by the
receiving LNA. The test shall use two clients per server, one client on the same LNA and
one on a remote LNA. It shall be verified that first and later acknowledgements are
received as prescribed.

f) Cancel subscription: In the same configuration as normal subscription and after some

normal acknowledgements have been received, one client shall cancel the subscription. It
shall be verified that the cancelling client does not receive any more acknowledgements
while the other client still does. It shall also be verified that the server gets the cancel
message.
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g) Cancel transaction: an acknowledgement shall be delayed by the server and the client
shall cancel it. Thereafter, the client shall issue a new request. It shall be verified that the
cancelled acknowledgement does not get delivered to the client and that the following
acknowledgement is delivered.

h) State cleanup: One of the servers shall close its connected interface and then reconnect
without starting a new subscription. It shall be verified that no acknowledgements are
received by this server. The close of connection shall be tested by 1) Normal programmed
close interface; 2) Closing the MAU; 3) Closing the server's LNA without closing the MAU
and then restarting the LNA. Results shall in all cases be that the connection is
established, but that transactions do not arrive.

The tr

nsaction types (function. read. write. non-acknowledged write. subscription. bro

subsci
above

iption, individual subscription and anonymous broadcast) shall be“tested agair
requirements as listed in Table 1 below.

Table 1 — Transaction test requirements sun@v\

dcast
st the

f r w( b)| i

Transaction X X 4 x X7 x° \ x° X
Priority X X N \% X X X X
Priority $equence X (x m X \
Delayed|acknowledgement X (\\x// }(\

Subscrigtion < N\ K ), N x° x° x° X'

Cancel s

ubscription \/ X X X

Cancel {

Fansaction / X X X X

State cl¢

anup \ \ \ X X X X X

¥ Nod
®  First
¢ Al n

d As c’
¢ Alla

9 The

No slession between

cknowledgements shall™e deliyered to

essages to ajiglient
but some m

Ccknowledgeme

lients.

7.3.2

and oneMAU. The MAU shall have at least one server interface and one client interfage that

This t ify"that a MAU can send transactions to itself. The test shall use one LNA
L\‘l_h_l'h_rh_l_v_h_n_ﬂ_rﬁ—rlje interface shall at 1eas

can connect to each other.

ave one ordinary subscription MCP

and one individual subscription MCP. The function test MAU described in 6.3.2 can be used.

The te
a) Th

st shall be executed as follows:

e MAU shall export its server interface.

b) The MAU shall connect to itself through its connect interface.

c) The MAU shall subscribe to both MCPs and the tester shall verify that acknowledgements
are received correctly.
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7.3.3 Multiple server/client subscription and session verification

This test shall verify that subscribe transactions are routed correctly in a complex
configuration. The test shall use two LNAs and ten client MAUs, where each client MAU can
subscribe to two server MAUs and where the server MAUs also supplies at least two sets of
connectable interfaces. At least one interface shall be used in each connection and the
interface shall have at least one individual and one normal subscription MCP. All interfaces
(sets) shall be identical. The function test MAU described in 6.3.2 can be used. The topology
shall be as illustrated below (only one half is illustrated, the connection sets shall be the same
seen from both LNAs).

HEgREEnEEnEREnREEnER
| — || -
<X
¢
I
[T] (1] LNA}/«\Q

1519/05

The fi c ns are

represented as lines. THe 3 5 they

suppoft.

a) Al|MAUs shalkco

b) The clients @' hd one
individual per the y.

c) It s
(ordi
ac

pyledgements sent are received by clients as pregcribed
to all subscribers, individual subscribe only fo the

that the session code following each transaction is the sgme as
as established.

e) Ea iertt cancel subscriptions on one of their MCPs and check that nd more

acknowledgements arrive. The test shall be repeated for all MCPs.

These tests can be repeated with other types of MCPs, but it is assumed that the ordinary and
individual subscription mechanisms are the most complex for the LNA and that other
mechanisms are sub-sets of these.

7.3.4 Data marshalling

It shall be tested that a new implementation of the protocol translates data between native
format and network format correctly. This requires the use of a MAU and an LNA with verified
data translation capabilities. This can be established by inspection of received and sent
network messages. It is also suggested that LNA and MAUs running on different computer
architectures are used in these tests. The tests shall be run in a 2L2M configuration with a
MAU capable of transmitting all data types as described in 6.3.1. The test shall be run as
follows:
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The server and the client MAUs reside on different LNAs. They shall use a transmission
scheme agreed between them in a way other than through the binary protocol, for example by
using a common text format configuration file or by transmitting a printed representation of the
values as a text string. The receiver shall verify that the received value corresponds to the
value that should be sent. Both sides shall transmit and receive all values. The following
issues shall be tested:

a) All extreme values for each data type shall be transmitted. This includes zero, smallest
non-zero number and largest number, in all applicable cases, including both negative and
positive values. The values are listed in Annex B.

b) A sequence of values that are represented as an octet strlng with aII octets having
differe ne. All

values must be transmitted for these representation formats

ed for
|tested
nts for

c) Variable length arrays and normal arrays with lengths of at lg
cofrect order. All elements that are smaller than the comput
ang a selection of other values shall also be tested. A
vafiable length arrays shall be tested.

d) Variable length arrays shall be tested for correct numb e . It shall
alspo be tested that it is not possible to transmit agrays z i which
arg longer than the one encoded in the format S urn on
thg transmission side.

ipns of
ifferent

e) Rerords shall be tested for corre

org
f) Un ati d correct enumeration of actual type
trapsmitted. All different basic ele a sted i posite

types, i.e. arrays and ¢

7.3.5 Session ide

Sessidn mana@n
connegtions and trar

hat session authentication is possibld over
shall verify operation in a 1L3M, 3L2M, 2L2M and

1L2M the test shall have at least two interfaces whare the
MAU ¢ S \ oth connections and transactions. The client MAUE shall
be ablg NORNE one server. The tests that shall be performed are:

a) The cfie > iny’on the two different interfaces shall get the same sessioh code

for S gtion reguests. This shall be tested for both client and server and for both
on to1

b) Tra ing sent by one MAU on several connection points on several intdrfaces
shall be_tagged with the same session code as on the interfaces during connect. This shall
apply.to client (for acknowledgements) and server (for requests).

c) A MAU that is disconnected and then connected again shall receive a different session
code than that used for the first connection. This code shall also be verified for
transactions (as in item b)).

d) Different client MAUs connected to one server shall be distinguishable by different session
codes for interface connections and associated transactions.

e) Different server MAUs connected to by one client MAU shall be distinguishable by
different session codes for connections and transactions.
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7.3.6 Load limitation

The following checks shall be made to test load limitation facilities:-

a) A server MAU with one interface shall be defined with a maximum number of clients of
respectively zero (no limit), one and greater than one. Tests shall be made to see that
these limits are enforced by connecting one, two or more clients to the server.

b) A server MAU with an interface that has a client limit of one, or higher, shall be tested to
see that the first higher numbered client is not denied a connection if the next highest
numbered client has been denied.

c) An interface shall be defined with a maximum number of pending transactions of
ade—to—check that
dgement|in the

i l L I HAY pu | % +lo I 4+ ball i
re\.pcuuch' LCTU (11U Ty, UTic aimtu yrcodicl idilt UTTc.  TTolo olldil VT 1

thgse limits are enforced. This can be done by delaying the acknp
sefver.

7.3.7 Flow control

The following test shall be performed:

a) Allftypes of flow control messages shall be sent on a [o \shall be Verified

that the messages are received at the far side.

7.4 |Exception handling

This ¢ jighality, but aimed at festing
the res

7.41

A T-pr| all be tested as follows

a) Se i S up to the message limit, or up to at least

50P00 octet

b) Sepd a tran
denied.
c) Do
defi

at it is

ize (if

control message to connected MAUSs.

b) Verify that low priority messages sent by remote MAUs are negatively acknowledged and
returned to sender if they cannot be queued.

c) Verify that the congested MAU still receives urgent messages.

7.4.3 Redundancy

Tests shall be made so that it can be shown that no single fault causes loss of connection
between two LNAs. These tests shall as a minimum include:

a) Loss of one cable.

b) Loss of one network interface card/connector.

c) Loss of one hub and/or router.
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It shall be verified that a single fault has no functional consequences for the system (for
urgent as well as normal priority messages) and that an appropriate error message is sent to
the application level.

7.4.4 Loss of connection

Tests shall be made to verify that loss of connection is handled correctly. A lost connection
between two LNAs shall cause messages to be sent to MAUs that are connected together via
these two LNAs. The following cases shall be verified:

a) A remote computer is totally removed from the network (either by removing connectors or
removing power).

b) A local computer is suddenly isolated from the network (by powering down thé~hub or
removing the cable).

c) A remote LNA is suddenly killed and left dead for at least 10 s. that the

link loss is detected.
d) A remote computer is run up to 100 % CPU load (by a dumn

7.5 |General high load tests

This s$ubclause prescribes tests that shall be
performance.

gdocument high load

7.5.1 Many modules

The system shall be tested by using a B O s and MAUs that reflect worsjt case

conditfons for operation. A minimum s¢en with 3 MAUs each. Each MAU shall

both b configured as clie shall be connected to by at legst two

client MAUs.

The fo

a) The system i én loss of one or more MAUs. This shall be
independent o : ver, client or combined server/client. Tests small be
m4gde for at I i all be
ing the system shall resume nhormal
opgratio

b) The sy ithstand” the loss of any number of LNAs. When LNAs are restarted,
no 3 [

c) The S ith§tand loss of one or more host computers. When the host computers
arg restarted al operation shall be resumed.

Loss gqf\eomponents of the system shall be handled without loss of function and appropriate
error messages stattbegiventotheoperator:

The system shall in all cases resume normal operation when lost components are
reconnected. This shall be verified by periodic transmission of transactions.

7.5.2 High load

The system shall be tested by sending as much data (number of octets per second) and
number of messages (transactions per second) as [reflects] worst case conditions for
operation in a normal configuration. As a minimum this shall be 10 transactions per second
with 100 octets per message and two transactions per second with 3000 octets per
transaction per MAU involved in the test. The following scenarios shall be tested:
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a) 10 LNAs with three MAUs each sending data to each other in a system with a well-
distributed load.

b) Two LNAs with 10 MAUs each sending data between each other (bi-directional
transmission).

Round trip time for transactions shall be measured for normal and urgent transactions in both
cases for normal network load (no other stations sensing data) and for high network load
(some other station is loading the network to a defined level — minimum 25 % network
utilisation for Ethernet type T-profile).

8 T-profile tests

The T|-profile cannot usually be tested using only black-box techpmiq
following clauses prescribe tests that shall be made, although the wa
vary bptween implementations.

8.1 Peer-to-peer message networks

Peer-tp-peer networks are used between LNAs. These sha S ] on from any side
and at|least two priority levels.

Note f{hat some T-profiles may offer high and fances

(conngction points). This must be consittered dan

8.1.1

It shall be checked that it is possible briority
classels of messages.

It shall be verified that
correclly.

be verifie ' At

andled

It shal
is han

annels

8.1.2
It shal of the
conne times

in suc

8.1.3 Simultaneous connection establishment

It shall be tested that two computers connected to each other at the same time resolve their
two connection attempts into one connection point at each side. This may be tested by
inserting delays into the T-profile modules to check the operation of the state machine.

8.14 Loss of one priority channel

It shall be verified that loss of one priority channel is handled [gracefully] and that re-
establishment of the channel is done correctly.

8.1.5 Loss of one redundant channel

It shall be verified that loss of one redundant channel is handled [gracefully] and that re-
establishment of the channel is done correctly.
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8.1.6 Measurement of channel capacity

A message shall be sent from one party and returned to the other party and the round trip
time shall be measured. Both normal and urgent messages shall be used. The following cases
shall be used:

a) Normal operation under low network and CPU load.

b) Normal operation under high network load (minimum 25 % network load for Ethernet).

c) Normal and urgent messages under high normal priority channel utilisation (minimum
50000 octets per second normal traffic for Ethernet).

8.2 [Client-server message networks

Client{server message networks are used between MAUs and LNAs. T
or two] priority levels. These networks are not redundant.

rt [one

8.21 Normal connection management

It shal| be checked that it is possible to establish a connee lasses

of megsages.

all priority ¢

It shall be verified that any order of connection estg nels is

handlgd correctly.

8.2.2 Re-establishment tests

It shal of the
conne times
in sucgession and it shallkbe

8.2.3 Loss of one priarij

It shall be vert & at re-
establishment of the

8.2.4

A mes nd trip
time s cases
shall b

a) No

b) Normalkeperation under high network load (minimum 25 % network load for Ethernet).

c) Norral—eanrg—targent—messages—uhder—high—rormeat—priority—ehannet—utiisationr—minimum

50000 octets per second normal traffic for Ethernet).

8.3 Client-server stream networks

Client-server message networks are used between MAUs. These shall support low and
normal priority levels. Normal connection management

8.3.1 It shall be checked that it is possible to establish a connection and to send the
relevant priority class data.

It shall be verified that any order of connection establishment on the two redundant channels
is handled correctly.
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8.3.2 Re-establishment tests

It shall be verified that loss of connection on any side does not inhibit re-establishment of the
connection once the lost partner has been reconnected. This shall be tested at least 10 times
in succession and it shall be verified that this does not lead to memory leaks.

8.3.3 Loss of one redundancy channel

It shall be verified that loss of one redundant channel is handled without loss of function and
that re-establishment of the channel is done correctly.

8.3.4 __Measurement of channel capacity

A stregam of at least 100000 octets shall be sent from one party and wh , shall
be returned to the first party and the round trip time shall be mea al and
urgent streams shall be used. The following cases shall be used:

a) Ndrmal operation under low network and CPU load.
b) Nofmal operation under high network load (minimum 252

50000

¢) Normal and urgent streams under high normal priori
i t least

octets per second normal traffic for Ethernet). T
two channels.

8.4 Broadcast networks

Broad¢ast networks are used between 4pport one priority level. |These
networks are redundant.

8.4.1 Normal operatigh test

It shal] be verified that »
that messages sent by on
8.4.2 Loss of ;’; edy
It shal|] be verifies fundant channel is handled [without loss of functipn and
that ref-establj A annet’is done correctly.

d received by all parties. It shall be Verified
ived by this party.

8.4.3 23 =Y of chahnel capacity

Messagges shalkbe om one party and when received, shall be returned to the first party
and the round me shall be measured. Both normal and urgent messages shall be
measyred(ifjsupportéd by the network. The following cases shall be used:

$ [} ad-CPDLl ]
\CEa g | T

ool Bratati-artn—ta-dart o ii—a AALOE- P
a) N Trar OopTTatoTT OTTaCT TOW TTCTWUOUT I att A4 \>

o

b) Normal operation under high network load (minimum 25 % network load for Ethernet).
9 Test requirements for applications

Applications (MAUs) that use the PISCES protocol to communicate with other applications
require a companion standard specification to define their interfaces to other MAUs. The tests
listed in this clause shall verify that the companion standard is defining the actual interface.

In addition to the tests listed in this clause, the basic protocol software shall have passed all
relevant tests as listed in previous clauses.
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9.1 Companion standard specification

The application's companion standard specification shall be tested for compliance to the rules
specified in the companion standard general guidelines (IEC 61162-420). This is usually most
conveniently done with the help of a computer tool.

Note that correct behaviour of applications is specified in the function block specification.
Many of the following clauses will therefore refer to this in the test requirements.

9.1.1

The d

Syntactic correctness

cuments shall be checked for syntactic correctness so that a computer tool ¢

n use

them 4

9.1.2

Pa

An

NO
nan

)
)
c) Lo
)
)

de

9.1.3

It sha
hierar
interfa

9.2
The i

specif
testing

9.2.1

[Name of MAU] shall be specified.

s the basis for code generation.

Completeness

ecification shall be checked for completeness as follows:

hd limitation parameters shall be specified wh

unction block description for the a

Connection management

pplicatiopkshal be included. This description shall
as t afall normal stimuli, including lposs of

hterface

class

he specification adheres to the requirements (e.g.

based

It shall be tested that the application can connect to the number of clients and servers that is

specifi

ed:

a) It shall be tested that all servers are connected when they become available.

b) It shall be tested that the application reconnects (where applicable) to servers that are

los

t.

c) It shall be tested that the application allows connection from any number of clients that it
is specified to support. It shall also be tested that any connection limitation functions,
including password, work as specified.

d) It shall be tested that the application tolerates and handles loss of clients in a safe
manner.

NOTE As a minimum, one should normally require that a client that is lost and then reconnects at least is
treated as if it connected for the first time (e.g. complete reset of internal state). Other behaviours may be
specified.
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e) It shall be tested that the application tolerates loss of own LNA in a safe manner and that
it reconnects to all clients and servers automatically (if the application does not specify
other behaviour).

9.2.2 Session handling

It shall be tested that the application handles session control and information correctly. As a
minimum, the following shall be tested:

a) The application shall, if specified, check the authenticity of client and server data by using
an authentication mechanism. It shall reject unauthorised requests.

b) The teation—shal—+respond 6 tor—eontromessages W H A—ENA or
nected MAUs

c) Thg application shall handle rejected requests in a safe manner.

9.2.3 Transaction management and functionality tests

The application shall be able to handle all relevant tran m, the

following shall be tested:

a) Alll connection points in all interfaces shall be Aested to_ve 2 ifted is
cofrectly received and sent. The test need not be éxhHaustive, but_ & sui tion of
daja values shall be used.

b) It ghall be verified that the applic
teqgted with a detailed test and expe

hall be
iration

of clients and servers. This test sha levant
sequences of stimuli as well as the mo gepti , emote
MA

c) Itg and/or
cli exhaustive over all connection points, but
af e test shall use more than two conphected
rer

9.3

Applic itirg functionality (transaction or connection limitationg) shall

be tes yisms function correctly.

Applicpti glltalsq be tested for operations under worst case operations (normally [a high

numbsg i t also possibly long messages).

10 Dpcumentation requirements for general protocol modules

10.1 General software and test documentation

The modules shall be documented according to the selected development method and
according to standards that are used during the development process (see 4.3). These
documents shall be maintained by the developer and be available to the authority that is
responsible for verification that the developer is doing its work in adherence to the relevant
development standard. If such an authority does not exist, then the developer must be able to
make the documentation available to any users of the protocol modules.

10.2 Technical specifications
The technical specification for the modules shall at least contain:

a) Version codes and compilation dates for all components of the modules.
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This dpcumentation shall be made available to the entity responsible for
application into a system.

1

11.1 |General software and test documentation

The sgme requirements as in 10.1 also apply to appligations

11.2 |Companion standard specification

Version code for the protocol that is implemented.

Specification of physical platform supported, including hardware and software versions
used.

Type of interfaces supported. This shall include all possible mechanisms available for
connection to other LNAs and served MAUs (T-profiles).

Performance test results. It shall be documented how many MAUs can be supported and
the maximum throughput, in terms of transactions and octets per second.

Limitation in services provided: If the modules have an upper limit on message length that
is supported, this shall be documented. Other limitations that may be of interest to the
user shall also be documented.

gration| of the

Dpcumentation requirements for applications

An application shall This

docunjentation shall be created and veri{j

These|documents shall be made availg e of the

application into a system.

11.3

The te

a) Ve

b) Ve

c) Sp ftware
ve

d) Cla other
ap mputer, or if it contains an LNA that will accept service refjuests
fro

e) Spegcial requireménts for LNA if not included: Type of T-profile expected, special s¢rvices

fromKNA (e.g. requires use of LNA-MAU).

Maximum load offered to other MAUs and the LNA in transactions per second and octets
per second. It shall be specified if the application will accept load limitation control
messages (session control messages).

Maximum load tolerated from other MAUs in transactions and octets per second. It shall
be specified if this upper limit is enforced by load limiting functions (session control
functions).

Limitation in services provided: If the modules have an upper limit on message length that
is supported, this shall be documented. Other limitations that may be of interest to the
user shall also be documented.

This documentation shall be made available to the user.
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