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INTERNATIONAL ELECTROTECHNICAL COMMISSION
MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 401: Multiple talkers and multiple listeners —
Ship systems interconnection — Application profile

FOREWORD
1) ThellEC (International Electrotechnical Commission) is a worldwide organizatio nprising
all natipnal electrotechnical committees (IEC National Committees). The obj ct bromote
internat|onal co-operation on all questions concerning standardization in the elg To this
end and in addition to other activities, the IEC publishes International Standdards. a Lsted to
technical committees; any IEC National Committee interested in the subjest dealt™agth pay in this
preparafory work. International, governmental and non-governmental /organiz EC also
participate in this preparation. The IEC collaborates closely with the Inte ion g 'zat|o for Standandization
(ISO) infaccordance with conditions determined by agreement betwe t ani
2) The|formal decisions or agreements of the IEC on technical jble, an
internat|onal consensus of opinion on the relevant subjects since ead on from
all intergsted National Committees
3) Thel|documents produced have the form offecomam he form
of stanpards, technical specifications, National
Commitfees in that sense.
4) In ofder to promote international unificatiq hational
Standards transparently to the maximum extent po ivergence
between the IEC Standard and ih \ din the
latter.
5) The|lEC provides no mp for any
equipment declared to be i
6) Atteption is draw th subject
of pater|t rights. Th
International Standé be 80:
Maritime navigation
The teixt of this s
\ FDIS Report on voting
80/310/FDIS 80/325/RVD
Full in[ormatlon on the voting for the approval of this standard can be found in the report on

voting

This p

ublication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The special typographical conventions and nomenclature used in this standard are defined in
IEC 61162-400, annex A.

Annexes A, B and C form an integral part of this standard. Annex D is for information only.

The committee has decided that the contents of this publication will remain unchanged until
June 2005. At this date, the publication will be

* reconfirmed;

e« wit

hdrawn;

* replaced by a revised edition, or
+ amended.
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INTRODUCTION

International Standard IEC 61162 is a four-part standard which specifies four digital interfaces
for applications in marine navigation, radiocommunication and system integration.

The four parts are:

IEC 61162-1 Single talker and multiple listeners
IEC 61162-2 Single talker and multiple listeners, high speed transmission

IEC 61162-3 Multiple talkers and multiple listeners — Serial data instrument network

IEC 61762-4 Multiple talkers and mulliple listeners — Ship systems intercenmection.

Part 4|of the standard is sub-divided into a number of individual stand
in the| IEC 61162-400 series. A full reference to part 4 can be
clause 4.

ards w att ' nymbers
Y 2-400,

This part of the standard, IEC 61162-401: A-profile specifica 3 jcation
functignality and its implementation in an application layer4

S

IEC 61162-400.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 401: Multiple talkers and multiple listeners —
Ship systems interconnection — Application profile

1 Sg¢

1.1 General

IEC 6
syste

IEC 61

1.2 |Application profile

This pprt of IEC 61162 describes the applicatio

layers

communication system. It relies on the\tealis

in part

The description of the A-
protocpl and of message ¢

2 N¢

The fg

ments
agreer

applyim

refere
and IS

IEC 6
Digita
intercq

ope

162-4 series specifies a communication system for use
S.

162-400 defines the overall functional scope for the stem.

410.

3s/offered to the application usi
d to realize these services.

ain provisions which, through reference in thi

ese publications do not apply. However, par
C 61162 are encouraged to |nvest|gate the p035|l:

interfaces — Part 400: Multiple talkers and multiple listeners — Ship s)

control

O-0SI
br the

dcribed

ng the

s text,

61162. For dated references, subsequent gmend-

ies to
ility of
hdated
of IEC

bms  —
stems

nnection — Introduction and general principles

IEC 61162-410, Maritime navigation and radiocommunication equipment and systems -
Digital interfaces — Part 410: Multiple talkers and multiple listeners — Ship systems

interco

nnection — Transport profile requirements and basic transport profile

IEC 61162-420, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 420: Multiple talkers and multiple listeners — Ship systems
interconnection — Companion standard requirements and basic companion standards

IEEE 7

54: |[EEE Standard for Binary Floating-Point Arithmetic

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character

Part 1:

Latin alphabet No. 1

sets —
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ISO/IEC 10646-1, Information Technology — Universal Multiple-Octet Coded Character Set
(UCS) — Part 1: Architecture and Basic Multilingual Plane

RFC 2500:1999, Internet Official Protocol Standards — Internet Activities Board standard

NOTE RFC (request for comments) is a document issued by the Internet engineering task force (IETF), the
International standardization body for the Internet, that describes a part of the Internet protocol. Some RFCs are
accepted as official Internet standards and listed in the “Internet Official Protocol Standards” itself an RFC.

3 Definitions

This Frause 15 divided Into derinition of terms (terms), definitio apbbrevjations
(abbregviations), definitions of nomenclature (conventions), definition (data
types)|and definition of literal formats. Other definitions valid for thi 62 are
contaiped in part 400 of this standard.

3.1 Terms

For th¢ purpose of this part of IEC 61162, the following ter.

3.1.1

anonymous broadcast (ABC)

a broadcast service where the sendg data.
Similafly the listener may not know wRich %

3.1.2

array

a linear indexed sequenceg™qf identi . S wards.
Arrays 2 brence
betweg¢n these two typles i : i where
the real length of a va \ i f

3.1.3

bit order

this standard num hnt bit;
bit zerp the legst &

3.1.4

characfe

this st

a) an covers
b)

character sets in the world

NOTE 1 Later revisions of the standard may also support 32-bit characters.

NOTE 2 Any reference to character in this standard implies the 8-bit character if not otherwise stated.

3.1.5

companion standard

these are the mechanisms to define and describe how the A-profile services are used to
implement some application functions and interfaces (see IEC 61162-420)

3.1.6

connection

an association between two interfaces or two MCPs, one each on a server and a client MAU.
A connection must be established before transactions can be activated
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There is also a connection between each pair of LNAs and between each MAU and its LNA.
Although similar in concept, they are not directly associated with the activation of
transactions.

3.1.7

data type

this standard defines a set of data types that have a machine and T-profile independent
interpretation. The types cover, for example characters, signed and unsigned integers and
floating point containers as well as some other derived types. The data types are defined
in 3.4

3.1.8
format string

a text|string that defines the structure of certain data records that 3 ia the
T-prof{le. It also contains information about the function supported $. See
clause] 8.4.3.5 for more information

3.1.9

interfgce

a collgction of MCPs (references to data objects) impleme or clienf MAU

which |behaves similarly to MCPs in that operations ffect all MCPs |in the

interface

3.1.10
IP - internet protocol
references in this standard refer to the protocQl™d i 61162
specifies a T-profile using version 4 of fhe internet’p may in

the future define T-profiles using newe ve%

3.1.11
IPV4

is currently the mgst
detailg <>

3.1.12
magicl number
The figst field o
by thg )
annex|A

[ more

hich will be common to a group of messages. It can b¢ used
entify and verify messages and message boundaries. See

3.1.13

maximu 3

this p?rtocol is based on the exchange of messages between various modules. The THprofile
may impaose limits on the maximum size of these messages. See clause 4 for more information
3.1.14

message

one of the basic components of this standard. They are collections of information items with a
defined format that are exchanged between various modules to achieve some service or part
service. The message formats are defined in clause 8. The exchange patterns are defined as
sequence diagrams in clause 7

3.1.15

module

entities (programs or host computers) between messages that are sent which are either an
LNA (application independent network communication manager) or a MAU (the application
program module)
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3.1.16

network bit order

the A-profile definition is resolved to the octet level. The ordering of bits within each octet is
defined by the T-profile in use. See clause 4 for more information

3.1.17

network octet order

all multi-octet entities (messages or fragments of messages) are defined to be transferred in a
T-profile and host computer independent format. This format is defined in 8.4.3.5

3.1.18

null MGR
an MQP associated with the MAU itself. It will have a reference cod . an be
manipplated similarly to a normal MCP through the MAU control data dbject (see&l6-5)[and it

can also be used to transfer information to MAU call back routines | MCP
cannof be connected to from remote MAUs and it is not associated ¢

3.1.19

octet

the snpallest information entity that the A-profile protoco 8 bits
transnjitted by the T-profile in some specific sequence oup of

octets| can be transmitted as a message and that t 3 2 same
sequepce of octets as the sent message and me bit
patterm as the sent octet. The protocoldpes within
octets|as long as it is consistent over

NOTE |One entity of the Boolean type can be repres i ki Boolean
entities |will be transmitted as an integral number of octets:

3.1.20
recorg
a seqyence of differentor i : d type
name

3.1.21
sequence diagram
a repiesentatio j
system. The fo

otocol

the tefm is i ify a connection from a client MAU to a server MAU. It represer|ts one
unbroken connesdi here the LNAs guarantee that no other client MAU has replacged the
originglly, donnecting’/MAU. The death of a client MAU will be reported to the server MAUJ as a
closed session

3.1.23

T-profile network

a collection of network nodes (host computers) that can communicate with each other
following this standard. The concept is defined in IEC 61162-410.

This standard does not specify how nodes on two different T-profile networks shall communicate

NOTE The standard does, however, specify that one node shall be able to be connected to more than one
T-profile network at one time and this can be used to develop gateway nodes.

3.1.24

TCP/IP - transmission control protocol / internet protocol

for version 4 of the internet protocol (IPV4) is defined in RFC793. See IEC 61162-410 for
more details
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3.1.25

transaction

the term is used to identify an exchange of data between two MAUs that is related to one
initial request from the client. It can consist of from zero (non-acknowledged write) to an
unlimited number (subscriptions) of messages from the server

3.1.26

version number

in this standard, it is 4.0 (major number is 4, minor is 0). Earlier version codes have been
used by MiTS (see IEC 61162-400)

3.2 Abbreviations

Table {1 lists important abbreviations used in this standard. The third column gives areference
to the clause where a definition of the term can be found.

Table 1 — Abbreviations /\

Term Description \ \\\ \ Refergnce
ABC Anonymous broadcast \ \ ) 3.1.1
Ack Acknowledge / \ Figures & text
IPC Inter-process communication /\K } / £ \ 11.1
P Internet protocol /\ A > / ( 3 R > 3.1.10
IPV4 Internet protocol version 4 3.1.11
LNA Local network administrator Part 400
MAU MITS application unit (applkcatio@\pfqgra\\wulé Part 400
MCP MAU conng€tionpoirt ~ \ N0 5.3
MTU Maximya trangmisSion unit 4.1
Obj ObjectL \ Figures & text
Req Re»e Q < \/ Figures & text
RLNA n{o/\w s&}{ej\c d@}ram) 3.3.3
RMAL g/k\ MA\u\m\s@uenc diagram) 3.3.3
TCP/IP Tk\ns}\ \ko{) c\\Qol protocol/internet protocol 3.1.24
ucs \ | univagsakenaragtef set 3.1.4

3.3

3.31
use of type face
each description element has its own conventions for use of type face. In this standard, the
following conventions apply:

a) use of couri er type face indicates either some defined protocol data type (see next item)
or another protocol identifier (e.g. a message code, see 3.3.2);

b) use of the extension _min a word type set in couri er means that it references one of the
defined protocol data types. The types are defined in 3.4;

c) italics are normally used when a word or term references a label or identifier in an
associated table or figure.

3.3.2

message definition template

this standard describes a message based protocol. Each message will be described as an
ordered list of fields. An example is shown in table 2.
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Table 2 — Example of message definition
Octet # Data type Field description
0-1 word16_m MW4_MAGI C
2_3 word16_m type, message type
4_5 word1l6_m Priority
6-7 wor d16_m length, message length (= x+1 or y+1)
8 — x message body necessary
-y message body sometimes required

The message definition has three columns.
a)

mgssage. The letters x, y, etc. are used to indicate the
lerlgth field. Arithmetic expressions may also be indigat

The third column describes the contents of the fi
values. The value of these can be found in the

@ite

s. An example is shown in figure 1

one part that is sometimes transmitted, Th

row di

3.3.3

sequelnce diagrapms
messdge sequear descqi
MAU LNA RLNA RMAU

PI ! | |
QVAU é\A!\J ]
CCMREQVAU \' :
> DEFMAU E {/‘\Jll |_. ®
LL_MAUREQ(N) | @ hee_p !
s

LL_MAUACK -4 ]
> '

a9

m

these two parts is shown by

to the
of the
Ariable

ithmetic

nstant
cs are

uence

8 thick

@
@® Repeat until answered, RETRY_INTERVAL
® Avoided if already in LNAs database
® Triggered by connection of MAU

IEC 2361/01

Figure 1 — Sequence diagram example

The following graphical elements are used:

each communicating module is represented by a vertical dashed line. The upper list of

names identify the modules. The same module list will be used in all diagrams (the

modularization is defined in IEC 61162-400):
1) MAU is the local application unit communicating with its LNA;
2) LNA is the local communication manager communicating with MAU and RLNA;
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3) RLNA is the remote communication manager communicating with LNA and RMAU;

4) RMAU is the remote application unit communicating with its RLNA,;

NOTE When two MAUs which are connected to the same LNA are communicating, the LNA — RLNA
communication sequence may depend on the implementation. However, it is recommended that the implementation
uses the standard message sequence and defines some kind of LNA internal loop-back interface for internal
messages.

— time runs from top to bottom. If needed, timing information may be shown explicitly on the
right side as comments, otherwise no time scale is given;

— messages are shown as arrows between the vertical lines. The arrows are pointing from
the sender to the receiver, and downwards. Dashed arrows (as in comment (2)) indicates
messages that are sent only under certain conditions;

— mgssage code is shown on the far left side, aligned with the arrow sta Mt ode is
assgociated with a message structure that is defined in clause 8. TwqQ i t-hand
nofations are used:

BN
Q
—
=
=
5
«Q
—~
=z
N—"
5
o
V]
=
0]
>
~—
>
(]
@,
(7]
(e}
0]
=
>
(]
()
Q
3
(]
(]
[
Q
«Q
@
z
—
=y
Q
>
]
«Q
V]
=
(]
Q
=

2)| a trailing (C) in parenthesis specifies two alternate megsag ven in
the text;

— a thick solid vertical line along the module line is use \ s ssage

calises an “immediate” sending of one or more ng 2SS . is th uld be

interpreted as showing that the connected ope control

thread and within a relative short time frame;

ssibly)
sighificant time, for example after\a timehexpixes<( sult of

— sequence indicators to group ments

(udually as a line on . This
mdgans that the comn ble for
comment (1) and (

— comment refereng mment

either in the@' S
The gnaphical elentey
3.4 |Protocol data\typ

3.41
gener
this clause~defines\the. data types used by this standard. Data type is defined as g data
contaiper whish is \capable of containing information with a certain precision. Any
implementation of\thi§ protocol shall make sure that the host computer’s or the T-profile’s
representation of these data types have at least the precision defined in the following clauses

3.4.2

basic type

for numerical and textual values, the standard makes references to the set of basic types
described in Table 3. The standard will use the names listed under the type column to identify
any of the basic types. The format column specifies the format string encoding for the relevant
type and the short format column lists the one-character code that can be used to identify the
type, for example in software libraries (see 8.4.3.5).
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Table 3 — Basic entities

NOTE 1 The char 8_mdata-type can be bo
shall, h¢wever, be guaranteed true to a releva

NOTE 2 Expect an extension of this list to includ

integerq and 128-bit floating point. It is recommgnded that cod tices take this into consideration.

3.43
array

arrays| are sequence

length|or fixed I@,
a) arrays: this |

lerjgth. Eleme
ar¢ transmitte

b) wvariable

Type Format Short format Description
bool _m b I 1 bit Boolean (0 = FALSE, 1 = TRUE)
char8_m c8 c 8 bit character [ISO/IEC 8859-1]
char 16_m cl6 Cc 16 bit character [ISO/IEC 10646-1], UCS-2
wor d8_m w8 b 8 bit unsigned integer
wor d16_m wl6 w 16 bit unsigned integer
wqrd32_m w32 W 32 bit unsigned integer f\
wqr d64_m w64 U 64 bit unsigned integer /\\ ~
int8_m i 8 t 8 bit 2's complement int@ \
iftl6_m i 16 I 16 bit 2’s complemeytﬁn\tm&gr\
int32_m i 32 | 32 bit 2's complemext int%e& \ }
it 64_m i 64 H 64 bit 2's complementigteder.  \
fifoat 32_m f32 f 32 bit ﬂ/oaﬁrhm@t\p{% 75){
t1loat 64_m f 64 F 64 bit(loa ihg)poin EEEVQQ)

\ %

igned{\Th ndent on the implement

entities; for example 32-bit characters

ation. It
cter.

128-bit

ariable

It is defined by element type and array
ory'zero and up. The length is constant and all elegments
): this is an array with a variable length. It is defiped by
gth and the type of an unsigned integer used to contain the
array. Only the length field itself and the number of elgments
ength field are transmitted on the network
s is a special case of the variable length array that is used to sjupport

oppque-block is a variable length array of unsigned octets (wor d8_m) that must be further
interpreted by a specified information definition

In this part of IEC 61162, only fixed length arrays are used. They are indicated by putting the
array length in square brackets after the array type name, for example wor d16_n{ 32] .

A special case of the array is the null terminated string. This is a sequence of characters
terminated by the null character. The maximum length of the string is always defined. This
type is only used in the A-profile definition and is not accessible to the application

programmer
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3.44
record

- 17 -

is an ordered list of basic types, other records or arrays. All elements or arrays are
transmitted. It is defined as an ordered list of elements and/or arrays

Records are not used in this part. They are only used by application programmers. Messages
can be regarded as a special case of records. Messages are defined in clause 8.

3.4.5
union

is similar to a record, but with the definition of an additional unsigned integer used to index
the element or array that is actually transmitted in one given transfer. Only one element or

array [n the basic record can be transmitted. The union is defined as a

additignal index type

Uniong

3.4.6
derived types

this pgrt of the standard also specifies a set of derived typ
specigl protocol codes. These are described in Table 4.
format string encoding for the relevant type (see 8.4,3.5).
the spgcial array type called “null terminated string” (in thi

Table 4 - erivMb r orr@s

th the

certain

oluphn specifies the
Ns“format represents
gstoasstring _m

Type Format \Dgscri ion/ Referé¢nce
addrgss_m (w16[ w8: 48] w8) Netwyrfk_%ddres\s\f&@ T}Qafile network 9.2
noderjumber _m | w32 Net\/\}(\)rk nod um\be\\a ?proﬂle network 9.2
maui d_m w16 / s}agmfNje}ynﬂer\fgr a local MAU 9.3
maungme_m 32s Nl [ Mau Mn\ V 9.3
mci d_|m wl6 I %Q\ije\b\i%nﬁﬁér code 9.4
nci ngme_m /3/2\{ \ > Da}\oB}e\ct n}me for interface MCP 9.6
i fname_m V\Z/s) \ \ Mrf&e\né/me 9.7
password_m 8§\< \.F"‘aiéwp'ﬁj fixed length array of 8 char8_m 9.1
wor d16_ Ideylifier for remote MAU-LNA session 9.8
string_ Null terminated string of maximum length N (inc. null) 0
wor d32_ Identifier for a transaction 9.9

3.5

Some

to be

implemented in the API or in the LNA, but which do not occur in protocol messages. The table

below [gives an overview of these.

Table 5 — Non-protocol data types

Type Description Reference
val _m A general integral value, either integer or reference to structure 5.4.3
eventh_m A reference or reference to a call-back function 5.4.3
pack_m A reference to a data marshalling function 5.4.3
priority_m Priority (PT_LOW, PT_NORMAL, PT_URGENT) 5.4.3

The data types are defined based on semantics of the C language and may be more or less
difficult to map to other languages
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3.6 Literals

This standard uses literals as defined in annex A of IEC 61162-400. The principles are
summarized below.

3.6.1

numbers

decimal and hexadecimal (prefixed with 0x) numbers are used. Decimal numbers can be
signed and/or floating point

3.6.2
charac¢ters and strings
single|characters are enclosed in single quotes, strings in double

3.6.3
Boolepn
the Boolean values TRUE (numeric value 1) and FALSE (numeri

3.6.4
symbolic constants

annexgs A to C define symbolic constants used in thi \ these
constgnts in this standard are by the constant’s bolj

4 Dependence on T-profile

4.1 General

This pfart of the standard/is writ \ E. The
princigle is that different {i a and
corresponding require < inci n of a

T-profijle are contfne in e
This clause givesvap

some of the deviation

n and

4.2 |LNA-

The LNA IS r, it is
suggespte also uses the same logical structure (TP-network, networl node
numbagr) for MA munication (see 6.4.1.2).

4.3 [Setvices required

The T-profile is assumed to provide node connection and data transport services as described
in [IEC 61162-410 of this standard. Briefly summarized, these services are:

a) define and establish one or more T-profile networks where nodes are individually
identifiable by network node number;

b) establish reliable (and possibly redundant) communication links for messages between
any two nodes on the network;

c) establish listening and transmitting multi-cast ports that can send or receive messages
between and to all nodes on a T-profile network;
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d) detect and report errors on a connection, including loss of redundancy;
e) send and receive reliable messages on two priority levels (PT_URGENT and PT_NORMAL);

f) send and receive unreliable broadcast (or multicast) messages on the PT_URGENT and
PT_NORMAL priority level.

This standard enables communication between nodes on one T-profile network.

4.4 Services required, but not used by the A-profile

The T-profile shall in addition to the services listed in the previous subclause provide two
further management-oriented services:

a) physical network management;
b) time distribution.
sed to

ices are
e host

These| services are required for the integrated control syst
implement A-profile services as described in this part of the

compyter.

4.5 [|Variable quality of service attributes

The Atprofile does not necessarily neg ¢ eed to
have the same quality of service f cribes
allowaple deviations from the assumed i profile
functignality.

4.5.1 Reliability and s3

The T{profile is in pringipl v g delivery of certain types of data, falso in
face of partial loss of] ; ion urthermore, it is assumed that no|[single
error ip the lower Aevel trahspo cli itikshall disrupt the delivery of data. This ngrmally
requirgs some f@) ¢ sprission capabilities and sufficient self-checking of
T-proffle transmissiop™

The Atprofile wi without this level of reliability. However, the basic safety felated
properties of n system will be severely affected by lower service quality in
these preas.\For S 2 ated integration tests or non-critical data acquisition sygtems,
it will horma [ficie have a lower integrity T-profile service, for example by using
the wdrldwide Qerne Forsafety related systems, this will not be sufficient.

It is necessary to~copsider the application area for the system before a decision is made to
allow T lower quality T-profile to be used. This must also be clearly documented.

For broadcast messages, the A-profile and the applications are required to assume that
messages can be lost or duplicated. Both losses and duplication may impact on the
performance of the system. The T-profile should reduce the possibilities for any of this to
happen.

4.5.2 Real time response

The T-profile is required to provide three priority levels: PT_URGENT, PT_NORMAL and
PT_LOW Higher priority traffic shall have precedence over lower priority traffic. In addition, it
is assumed that the T-profile can supply some kind of response guarantees for each of the
priority levels.
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The three priority levels are sufficient to give some level of priority support even on simple
T-profiles without quality of service support on the transport level, for example as for Internet
version 4 over Ethernet. The use of individual buffers on the data link level and prioritized
scheduling of messages from the buffers should give sufficient priority control for most
purposes. However, actual parameters must be determined based on implementation
characteristics and load figures.

4.5.3 Support for stream data

Stream data interfaces are not required by the A-profile specification. To use stream data
interfaces, the MAUs have to establish a direct stream between them. The establishment of
such streams—is—defired—in—the—companion—standards—Fhe—implementation—ofthe—stream is

definefdl by the T-profile.

4.5.4 Maximum and minimum message lengths

This sfandard does not enforce any upper limit on message si
T-prof{le may define some limits that will be propagated to the A

brlying

a) fon urgent messages, Ximum

transmission unit (MTU) of the transport protocol ip

b) for some transport protocols there may be genera a icti due to
pratocol particulars, for example for message-oxie ;

c) sofne implementations may limit thle

The maximum message length,
application through specified API calls

by the

The A ayload
data. ce the
availa

4.6

The A issions
on a ¢ w and
norma 2.4). A
Sessio

In cas {profile
is abl avoid
that messages - a es the

MAU gontinde to send messages on a congested link may be handled by closing the sgession
completely.

5 Functional requirements for MAU

5.1 General overview

The context diagram for the MAU is shown in Figure 2 The MAU uses its local LNA for all
communication with the network. It may be equipped with a diagnostics console, but the
functionality of this is not defined in this standard.
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___req/ack/data ---da’[a/(ack)A

Local LNA Diagnostics
) S

ack/req —(req)””

IEC 2362/01

Figure 2 - MAU context diagram

The MAU is divided into the application specific part and the application programmer’s
interface (API). The latter part implements the application independent part of the MAU and

takes care of mapping the qlnlnlir*qtinn services to and from the relevant | NA-MALll mes

sages.

The im

This ¢

with s
includ
corres

Other
functid
servic

All sen
Clausgq
conve

5.2

The s¢
LNA tq

The st

. VA |
defi
attri

est

« MA
MA
un

pbme form of acknowledgement being expected later. In thi
bd in the service definition. The protocol can then be

by,'alkopen APIs supporting this pr
the serwviee definition format and

manipulate MAU state, from conneg
the state transition diagram shown in Figure

rvices defined i

removal. Tfe
ates are:

this state until the connection is established, it times out
ecoyerable~getivork error occurs. The application program must wait for one of

events of explicitly request a close (MauCl ose),
. mmemrmm ;

cation

pssibly

ame is
Lp the

more
These

btocol.
how to

tion to
3.

xt and

pulate
an be

n. The
or an
these

open

state. At this stage, the MAU is defined in the network and has been assigned a set of
standard services accessible by the LNA and other MAUs in the system. Connection
points can now be established, and when successfully opened, used for transactions,

e MAU_CLOSED: the connection to the LNA has been requested to close by an external unit
(LNA or another MAU) or by the application itself calling MauCl ose. The application
program waits for the EV_LNA_ RESTART signal before it reopens the MA
connection;

U-LNA

NOTE The external request can usually be denied by the MAU, in which case the MAU stays in the open state.

The Kkill

signal cannot be denied.

¢ MAU_ERROR: a non-recoverable communication error occurred. New communication
parameters must be established before a new attempt can be made.
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O

Maulnitialize

co
an

Create MAU
A
MAU_DEFINED |
MauQpen fail - <
-initiali 4
Re-initialize MauGpen EV_LNA_RESTART
EV_LNA_NO CONNECT_ | Wait for LNA Re-open LNA
Re-open LNA 3 MauCl ose
| Close and restart
MAU_OPENING > MAU_CLOSED
EV_LNA_OPEN_ERROR EV_LNA_CONNECT 4f
Re-initialize Register MCP Maudl ose, EV_LNA CLOSE,
« EV_LNA _RESET, EV_LNAKNLL
EV_LNA STATUS Accept close and restart
— MAU_OPEN
Watchdog
A
EV_LNA_SESSI ON EV_LNA_CONNECTI ON_DOMN
Remote client change Re-open LNA

%

»

MAU_ERROR

Terminate

) 4

O

IEC 2363/01

pnitor some of the connection related-attribube he MAU. The last error attrib
i MAU level message exchang

control
ute for
e.

tor for

or an

n MAU

m4

ndition: icat system initialized. A communication descrif
NA communig

ondition: . > open a communication channel to the LNA

verabte er

parame

mmunica escriptor: a reference to the communication channel used betwee
i its(LNA, usually provided through a T-profile API (TLI);

ximam number of data objects: this is used to allocate memory for descriptor

ables.

May be unnecessary in some implementations;

MAU name: logical name of application module. It is possibly to let the LNA define a

un

ique name by using a default MAU name;

MAU description: a descriptive string,
MAU password: used to protect against unauthorized access to MAU control functions;

a call-back routine for state changes as shown in the figure,

an optional up-call routine (possibly with other semantics than a clean call-back) which is
used to report internal errors and warnings from the API.
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Output parameters: none.

Call-back: none.

Exceptions: none.

Errors: errors will be related to various illegal parameter values or system level errors.

5.2.2 Connection open request (MauOpen)

This call is used to request the opening of the MAU-LNA connection and to send identity

informptiormto-theNA:
Pre-cgndition: MAU parameters defined (MAU_DEFI NED).
Post-g¢ondition: waiting for LNA (MAU_OPENI NG) or error state.

Input parameters: optional timeout for connection attempt

Output parameters: none.

Call-bpck: state changes shall be reported as d
bad cqmmunication parameters.

agram. This includes

fatally

Errorg: the MAU is in an illégal sta rameters are bad.

This $ervice uses the The result from the
acknoyledgement is d

5.2.3

This dervice request se of /the LNA-MAU session. This is done by closing the

connegtion to the MNNA\ang aning—up internal state. The mechanism for closing the connection

is depgnden{ on

The cliosi

procegs is .
terminpted without ing
the application mustvalso do that with any state it maintains.

some time and the MAU will remain in the closed state until the
6te that all pending transactions and all MCP connections
ividual warning. The API is required to clean up the internal sta

ill be
ke, but

Pre-condition: MAU is or in the process of being connected to LNA.
Post-condition: MAU disconnected from LNA ( MAU_CLOSED) .
Input parameters: none

Output parameters: none.

Call-back: state change will be reported to MauSt at e.
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This service may use the session close message (MAPI _SESSI ON), but will normally just
close the communication link to the LNA.

5.24

MAU state change call-back (MauSt at e)

This call-back routine shall be called each time the MAU changes state. It is also called when

the LNA requests a state change for the MAU or a watchdog return message.

a) EM _LNA _CLOSE: request close, can be denied by a non-zero ackno

b) EM LNA RESET: request restart (close and then open), can he>deni n-zero
acknowledgement.

¢) EM_LNA_KILL: force close (possibly not delivered, but d close:
EM_LNA_ CONNECTI ON_DOWN).

d) EM _LNA _STATUS: check status, used by watchdog, The regulired Yo close the LNA
cophnection when the application gives a non-zero a S

NOTE |A negatively acknowledged status request will be hanfdleda a transition to ¢lose. A

negativgly acknowledged close or reset request will be handleq as\a e. make the MAU femains

open.

The pgssible events are summarized i es the

return|value that is expected for continu émaining in the open state).

AN

Event code A Nmal rem\h\i@lue Description
Ev|LNA_cLOSE [ >0 \ Close request
EV__LNA_CONNEL('F\ > }/a ) Connect state change
EV__LNA_C(]\INEE,\T//QN}Q n A > Communication link down, state change
evlina kil A A N Kill command
EV__LNA_NOf{ EC\T\ \Q/a Connection failed due to timeout or missing LNA
EV__LNA_C%EN_ \ n% Port description parameter error
EV__@DR{%T \\ \ <>0 Reset request
EV]LNA> ﬁ}vRT\\/ n/a Ready to re-connect state change
EV]LNA_SESS > n/a Remote client MAU session changes state
EV| LNANSTATUS 0 Status/watchdog request

The EV_LNA _SESSI ON event is passed to the MAU when a remote MAU, which previously
has established a connection to one of this MAU’s interfaces, dies or changes state. The
session code can be retrieved by reading MCP zero’s session (M_SESSI ON) attribute value.
The state change information can be got from the last error attribute. The following session
change codes are used:

SESSI ON_CO0: the communication link has been restored to normal (no congestion);

SESSI ON_C1: the communication link associated with the session is congested and no
more low priority messages will be accepted for transmission;

SESSI ON_C2: the communication link is also closed for normal priority messages;

SESSI ON_DOWN: the communication link to the remote MAU has been or should be
closed.
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NOTE 1 The session down code should normally be used to clean up internal state associated with the closed
session (pending transactions mainly, but also session related structures used for example, client authentication).
This may be done by calling the interface connection handlers with a “remote client dead” event. This may be
handled automatically by the API.

NOTE 2 If the MAU continues to send messages on a communication link indicated as congested, this can be
treated as an application error. The LNA may then close all links to the MAU and terminate the session. On the
other hand, the LNA must be able to accept some more messages that may be somewhere in the communication
pipeline without raising this exception.

Pre-condition: Maul ni ti al i ze has successfully been called to define the call-back routine.
The new state has normally been entered when the event is delivered (except for close
requests, where denial — negative return — makes the MAU stay in the open state.

Post-¢ondition: see above.

Input parameters: new state code and corresponding event code as d®

Call-bpck: not applicable.
Exceptions: not applicable.

Errorg: not applicable.

5.3 |Session management, authentication 3 ontrol

A sessgion is an association between the ‘ dyone remote MAU. This means that
most MCP or interface activities (see ne ey are also related to a sessign (the
excepfion is the anonymqus e Jocal MAU cannot manipulate a sgssion
state, put the state of n : S i e state of the session.

Sessigns are us@
a) forauthenticatiop

b) forlcongestiop' c

5.3.1

The sgssi

a) thg ioF first connection between an MCP or interface on this MAU and gnother
MAU: This defines the session. No other session-related event is associated with this;

b) any'congestion related messages (EV_LNA_SESSI ON: low or normal priority congesftion or
no congestion) changes the "capacity” of the communication Tink defined by the session.
The local MAU shall adjust its transmission according to these messages;

c) the loss of the connection to the remote MAU causes a session down message
(EV_LNA_SESSI ON) to be delivered to the MAU. This message means that the MAU must
clean up all states related to the session (close interfaces or MCPs and terminate all
pending transactions). This event signals the removal of the session.

The API may decide whether the session shall be handled as an object in its own right,
possibly with application related services, for example to interrogate the state. Note however,
the required clean-up after a session close. Session management is handled through the
MAPI _SESSI ON message and through the session field in the general LNA-MAU message. It
is suggested that the API keeps track of the session identifier and makes this available to the
application program (e.g. through the M_SESSION MCP attribute)
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The LNA guarantees that the session identifier is unique to a session and that it is updated
whenever an association changes (also if the remote MAU is disconnected and then
reconnected).

5.3.2 Congestion control (MauSessi on)

The MAU may issue a congestion notification, either to a specific remote MAU or to the LNA
(session zero). This notification should make the relevant entity stop the sending of low or
normal priority messages. Congestion control does not work for urgent messages.

The MAU cannot rely completely on the congestion control notification and it should be used
mostly-betweenMAUs-that-have-amutual-understanding-orbetweenthe-MAU and-the-LNA.

The MAU must itself cancel the congestion notification.
Pre-cgndition: MAU connected, and one or more sessions establishe
Post-¢ondition: session marked as congested (or unmarked A.
Input parameters: session to be manipulated, level (
Output parameters: none.
Call-bpck: none.

Exceptions: none.

Errorg: bad input paramé
This sg

5.3.3

An alte ohgestion is to limit the number of clients or outstanding
rfaces can be marked with a maximum number of iclients
and pndin tra cli ¢ are attrlbute codes defined with the interface (Table|8). By
gaction

requet . \ \ . CPs in

o at are
defined and served by a MAU In both server and client MAU, these data objects are
referenced by a MAU connection point (MCP). An MCP in an open state (with a connection
between the server and one or more clients) is necessary to receive or send messages
between MAUSs.

The system supports two types of connection points as indicated in Figure 4:

a) the control connection point (Null MCP) that is used by the LNA for status requests, the
watchdog function and MAU state control. This object is created automatically when the
MAU is opened and is normally only visible to the application programmer through the
close, reset, kill and status MAU events. This MCP is established automatically by the API
and LNA. Transactions are handled by the API and transferred to the MAU call-back
routine;
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b) application defined interface MCP which is associated with an application level interface.
They can only use the short data object name format, but will additionally have an
interface name. These MCPs are defined in groups, one group for each interface. They
are connected and disconnected in the same groups. Transactions are handled
individually.

MAU
[ ®
Null MCP Interface
Interface

The cgntrol MCP does not usually need to be considere pli programmer. The
clausés following will discuss the services available §6r the in G P. The remaining part
of this|subclause will give an overview of MCP attributes.

5.4.1 Special considerations for@

Anonymous broadcasts are not associated to spe —They are messages that ¢an be
sent t¢ or received from any MAU. To (facilitate ssing of anonymous broadcasfts, the
following restrictions apply:

a) an|anonymous broadcs Je: g an interface called “ABCn”, wherg ‘n’ is
replaced with ong y . The interface name will determine the
brgadcast port use S \sMisSion_and reception of messages. The MAU name is

igrjored;
b) theg significant . More

characters ca
c) the
d) the
These j data

object$ canbe wWixed nd the
design tools shauld make sure that all ABC entries have different MCP names.

5.4.2 MCP membership in interfaces

One interface MCP will normally be associated one-to-one with an interface. However, it is
possible to define “logical” MCPs that are members of two or more interfaces. This is done by
creating one MCP that is registered as belonging to the different interfaces. This is useful for
general MCPs that can be used in two or more different contexts. If the same MCP is used in
two interfaces, it will be assigned two different MCP identity codes, one for each interface.
The LNA will treat the two identity codes as distinct MCPs, but the application can use the
same attribute values, including call-back functions and storage for both.

5.4.3 MCP attributes

This subclause defines all MCP attributes. The attributes are summarized in the table below.
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Table 7 — MCP attributes

Attribute M Type Default Description
M_MCPNANE F | mci name_m * The symbolic data object name
M_FORMAT F char 8_nt * The format string
M_SEND_STORE voi d* NULL Output data-buffer
M _RECV_STORE voi d* NULL Input data-buffer
M_SEND_PACK pack_m NULL Pack-function (marshalling for send)
M_RECV_PACK pack_m NULL Unpack-function (marshalling for receive)
M_PRI ORI TY int nor mal Default priority for trar}sﬁaﬁe{s
M_TRANS_HANDLER eventh_m NULL Transaction-handl
M_TRANS_RCODE val _m 0 User return- cog/\Q\Qans\Kt\ha\ qr
M [ ASTERROR R |int32_m Last error pade \

M_BESSI ON R |word16_m Session &forwt\g@eé‘@y
M | NTERFACE R [val _m Ret( \e\\éc&e\eren&\or NULL
M_CAN_CONFI GURE bool _m FALSE /T‘\ur\\\& Lonfigurable allowed

The cqlumns from left to right are:

— thqg attribute column specifies a symbolis_ide er forithe attribute in question;

— thg ‘M’ column specifies how the aftr: odified; an ‘R’ in this column means
thgt the attribute is set by external(eve ple a communication error, and|an ‘F’
thgt the attribute canng i y lon attempt succeeded. No lgtter in
this column means th , 2d at any time;

— thg type column spggifi attribute. The types are defined in 3.4;
— thg default colum ifre value the attribute gets if it is not explicitly
defined. An a j I gans that the attribute must be specified;

- description'cg

s may

ds for
d in all

5.4.4 Modify MCP attributes (McpGet, McpSet)

These two services are used to read and modify MCP attributes. This service can be called at
any time and also when the MCP is open; although only attributes that are marked as connect
modifiable in Table 7 can be changed when the MCP is open or opening.

Note that different variants of these routines may be necessary to modify attributes of
different types, for example it may be necessary to specify a special set and get routine for
function references.

NOTE For some implementations of the API, it may be convenient to code some of the attribute retrieval or
modification routines as specific services associated with MCPs or interfaces. This may be particularly appropriate
for object-oriented programming languages where some of the attributes can be available as object attributes or
modifiable through specific methods.
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Pre-condition: MCP is created( MCP_CREATED) .
Post-condition: no change.

Input parameters: data object attribute code and optionally new value as listed in Table 7. Only
those parameters listed with ‘M’ can be changed when the MCP is open.

Output parameters: old attribute values can be returned from the get service.

Call-back: none.

Exce;Jtions: none.

Errorg: unknown MCP or attribute code, illegal MCP state.

5.4.5 Interface attributes

This s

m
=2
o
o
o
o
<

ibclause defines all interface attributes. The attributes_are\|s

el

Table 8 — Interface

.
Attribute S (M J'/\ﬁag \Déault ( \ R > Description

M _MAUNANE A |F maunaks‘m \ NOL\L The syy\bolic server MAU name

M_| FNAMVE F i f name \ The symbolic interface name

M_| FCNAME F if namel(m (\ Ub\ The name of the class of the interfage

M_DESC \ C}ofaT‘S\n}\ 3 NU% A description string for the interface

M 1 6_ACCEPT NE \s\oolrR m F)h_/SE TRUE if accept type

M_PASSWORD /F\ paswo\{_m NULL The interface password

M_CONN_HANDL{R S eVe\nt N\/ *

Connection handler

M_CONN_RCODE / l]\}\ ) 0 User return-code for connection handler
M_T| MEOUT /\ c NEYint 32>m 0 Connection timeout (ms)
M_TRANSQU;UR AN F Wo\rU{G_m 0 Length of transaction queue

M QI ENT& \ \/R/or d16_m 0 Number of clients

M L AsQEF@Qé\ \ R |int32_m Last error code

M_SESSI bﬁ\\ \ R |word16_m Session ID for current operation
M_CAN_CONFi GL\,rRF\/ bool _m FALSE | TRUE if remotely configurable

See 5.4.3 for a description of the columns and codes. The S column specifies if the attribute
only has an interpretation for connect (‘C’) or accept (‘A’) side interfaces. For interface MCP,
it is necessary to interrogate the interface attributes.

Note that the remotely configurable flag is used only by special companion standards for
remote configuration. It is included here for completeness and need not be implemented in all
APls.

5.4.6 Modify interface attributes (I f Get, |f Set)

These services are used to read and/or modify interface attributes. This service can be called
at any time, also when the interface is open.

See 5.4.4 for more information on function and possible implementations.
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Pre-condition: interface is created( | F_CREATED) .

Post-condition: no change.

61162-401 O IEC:2001(E)

Input parameters: data object attributes as listed in Table 8. Only those parameters listed
with “M” can be changed when the interface is open or opening.

Output parameters: attribute values can be returned from the get service.

Call-back: none.

Excepltions: none.

Errorg: illegal attribute codes or values, MCP in wrong state.

5.5

Interface management

The stpte diagram for an interface is shown below.

O

|1 fTable
D,gflne interfate

AN

O

Y Y

_«

NI

EV_I F_NO_CONNECT
EV_| F_NOT_FOUND

Denied by LNA, retry

éan forconnettjol

NS

\/IfCI ose

Closed

DIND:

EV_| F_DOWN

EV\F\Q’QIE‘)
y N@ansastions start

Remote server down

Y
%

The stptes.are:

a) |H

the

Fi

re 5 -

Interface state transitions

LNA down

Connect MAU

IEC 2365/01

sthe jinterface has been defined by the application, but is not yet conn
The definition can be done while the MAU is in the created state (without connec
LNA). Note also that if the LNA connection goes down, all interfaces will automatically

ected.
tion to

be set to this state;

b) | F_PENDI NG: the interface attributes have been sent to the LNA. The MAU is waiting for
acceptance. There is a difference here between accept and connect objects:

1) accept object attributes are only exported to the local LNA. The object will only stay in
this state until the local LNA accepts or denies the registration. This will normally only
happen if there is an identical interface or MCP already defined by this MAU. A
connection timeout has limited utility,

2) connect interface attributes are exported to the system for connection to a remote
MAU’s accept interface. The interface will stay in this state until the remote MAU is

found and has accepted or denied the connection or until the timeout triggers;

c) | F_CONNECT: the interface has been registered and it is possible to receive or initiate

transactions.
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States b) and c¢) are only used when the MAU is in the open state. The closing of the MAU will
transfer all interfaces back to created. The API is required to do necessary state clean up and
terminate all pending transactions. The application is required to do a similar clean-up in its

data structures.

This standard requires that all MCPs in a requested interface are accepted on the server side
for the connection attempt to be positively acknowledged. This means that the client side
interface must be a true subset of the accept side interface. Errors of any type shall be

reported to the application.

If the MAU enters the error state, no call-backs will be delivered, neither on pending

transactions nor closed connections. The interfaces will be in an undefined state.

The rgconnection of a broken interface connection (from state c) to b) 2
done automatically by the LNA. Note that the timeout, if specified, w
state g), also after an automatic LNA reconnect.

The following subclauses define the services that are available

5.5.1 Define interface (I f Tabl e)

This s
a new
“M” m
of attri

Pre-cd
Post-¢ondition: | F_CRE
Input parameters: th

partly pttributes o]
of a tgble that
can bg automaticall

Legal
are lig
definit
interfa

will be

efines
e (see
5 a set

ce and
e form
at that

ibutes
erface
re the

Exceptions: none.

Errors: illegal MAU state, illegal interface state, illegal attributes or attribute values.

5.5.2 Remove interface (I f Renove)

This service is used to remove an interface, its MCPs and all associated state. It is only legal

to do this when the interface is in the created state.
Pre-condition: | F_CREATED.

Post-condition: interface deleted.
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Input parameters: interface reference.
Output parameters: none.
Call-back: none.
Exceptions: none.
Errors: illegal interface reference or state.

5.5.3 —Establish interface connection (I f Open)

This § levant

messgges to the LNA and wait for its reply. Two cases must be conside

a) an led by
the Ps are
co

b) ad eds to
ma format
str

1)

2) subset
server
server

Pre-cd hed.

Post-¢

Input attributes from the definition of the interface and its
MCPs »ervice. A time-out different from zero will make the LNA
give u bhe specified time has expired. Zero will make the LNA
keep d i ¢ ‘ ¥-out has no function for accept type interfaces.

Call-b onnection handler is called at all further interface state changes.
Transaction..handlersy are defined for each MCP. These will be called on ingoming
transagtions;

Exceptions: timeout and format errors. The LNA may give other interface related error
messages on some occasions. All exceptions will be delivered to the connection handler.

Errors: illegal interface state, illegal or undefined attribute values, illegal interface reference.

This service uses the MAPI | REQ and MAPI | ACK messages. The result from the
acknowledgement is passed back through the interface connection call back routine.

5.5.4 Close interface (I f Cl ose)

This service removes an interface from the connected state. It can be used in the pending or
the open state. The service will block any further transactions on this object. This service will
signal to all remotely connected MAUs (server or clients) that the interface is down.
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Pre-condition: interface is pending or open( | F_PENDI NG, | F_CONNECT) .
Post-condition: | F_CREATED.

Input parameters: reference to the interface.

Output parameters: none.

Call-back: none.

Excepltions: none.

Errorq: illegal interface state, illegal interface reference.

This service uses the MAPI _| REMmessage.

5.5.5 Interface state change call-back (I nt er f aceSta

All state changes for the interface that are not an ipimediat will be
reporteéd to the interface connection call-back routine. it N hen a
remot¢ MAU tries to connect to the interface.

‘- ‘
fa 7

erface events

Pre-condition: interface is pending orgpe
Post-¢ondition: state has changed immed

Input |parameters: eve lue of

attribute M_CONN_RC

Event code/\< m’nmu\ / Description

_I F_OPEN < \ n/a / Interface open

E

EY_I F_D?Wﬂ\ % Interface closed from remote side

E _V\C EN \\\ \Q Client requests connection to accept interface

E j\icw \ n/} Client disconnects from accept interface

EY_I F_MNE(\K n/a Attribute values inhibit the establishment of the interface

EY_I| FeNOT_FOND” | n/a E_or;]nlectcijon timed out or was denied due to, for example
igh loa

NOTE The EV_| F_CDOWN event is only delivered (as an A-profile message) when the remote client closes down a
connection in a controlled manner. If the remote MAU dies, this will be notified through a session close event to the
MAU (see below).

The no connect code is used when attribute values inhibit the connection attempt, for example
password errors, badly formatted names, etc. The not found code is used when the attempt
was aborted because the data object was not found (timeout) or because connection was
temporarily denied. Details about the cause can be by examining the last error attribute value
for the interface.

The client connection attempt can be denied by the server for any reason. The normal
procedure will be to have a separate authentication interface (see the companion standards)
that is used to authenticate operator and/or physical host computer on the client side. By
comparing the session identifier (M_SESSI ON attribute) for the new interface connection
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attempt and the previous authentication transaction, the identity of the client can be
established and used to deny or accept the connection attempt.

The death of the local LNA should cause all interfaces to go to the created state, possibly
without call-back to the connection handlers. The call-back will be dependent on the API
implementation. The death of a remote client MAU will only be reported to the MAU state
change handler (see 5.2.4) as a session close event. If necessary, the application should use
the session down event to reset the state related to remote clients. The handling of these
cases may vary between APls.

Output parameters: client connection attempts can be denied by returning a non-zero value.

CaII-chk: not applicable.
Exceptions: not applicable.

Errorg: not applicable.

5.6 MCP transactions.

Transactions look somewhat different for the differ
from 4 client or a server. This subclause will be ipnality
and sg¢mantics of each of the main gr £ ifferent
transagtion types. Transactions will b& desgrik i ] ih each

b seen

Table |10 -
Transaction&pe Clie xinds )S vef sends Server later initiates
Function ) atq W. Dafa R
Read Regue Data R
Write \3.<ta Acknowledge

Non- acknom(dg\skw\e\ \tha\(y/

Subscri \Re)tﬁest Data R Data R to all clients
ub Request Data R Data R to all (unreliable)

subscn Data R Data R to all (unreliable)

“{
T \\al\tx}bsﬁnb@ Data W Data R Data R individually

All tra 1sactimsociated with one or two data structures: data W and data R. Data W is
sent bjy. the client, data R is sent by the server, usually as an effect of the arrival of data W.
This is
W from the cllent (|t is a request for data onIy) The wrlte type transact|on contams data from
the client to the server and a per transaction acknowledgement, without data, from the server.
To save bandwidth, the non-acknowledged write does not allow the server to send an
acknowledgement. This group of transactions terminates when the last message has been
processed by the receiver.

For subscribe type transactions, the server may send more data R after the first
acknowledgement. The subscribe transactions do not terminate until explicitly cancelled,
either by a cancel request or by the death of the client or server. Note that the individual
subscribe allows the client to send data to the server. This data can be used to configure
different replies (also for server initiated transmissions) for different clients. Other subscribe
forms send the same data structure with the same contents to all listening clients. Anonymous
broadcast (ABC) subscribe does not use the normal client/server paradigm. It allows any node
to send to or listen on any other node, without knowing the identity of either.
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Each transaction (except ABC subscribe) is initiated by the client by sending a message,
possibly with some application specific information to the server. The message is handled by
the server through its transaction call-back routine which may generate an acknowledgement
to the client. The acknowledgement is then finally processed by the client in its transaction
call-back routine. Different variants of this pattern will be used for the different types of
transactions.

These services uses the messages described in 8.2.4.

5.6.1 Function type transactions

These[transactions are of the following type:

a) function call with application information from client to server and ha
b) read request with application information only from server to clig

c) wrfte with application information only from client to serve igement

frojm server.

The slate diagrams for the client (left) and server (righ are shown in

Figurel 6.

Q

TransActivate
v Non-acknowledged®

_|

Yes No
Finished yCreate transaction ob O
MT_PENDI | EV_TRANS REQ
yRead input
r ans€anc

MT_PENDING

wWVait foratknowledgerent

TNCANEEL TRANS ACK Imm. reply or Tr ansAck
%_ _FAI LED EV_TRANS CANCEL
NS

Dejete object Delete transaction object
v

O

Y
IEC 2366/01

igure 6 — Function type transaction states

On thg client\side, object is created when the client initiates a transaction through ajcall to
McpAdt iKvat e. This causes the request and a write data structure to be sent to the gerver.
When keceived by the server_ the request will he delivered to the server’s transaction handler
and instantiated as a transaction object. The server may send an acknowledgement
immediately by signalling this on return from the handler or delay the acknowledgement until
later. For later acknowledgements, the server must issue a call to McpAck. For late
acknowledgement, the server’s transaction handler may be called if the client cancels the
transaction. The cancellation can also be caused by a timeout. In both cases, an
EV_TRANS_CANCEL event is delivered.

The client may cancel a pending transaction by calling McpCancel . The client may also
specify a timeout that can be used by the LNA to cancel the request. Both events causes a
cancellation message to be sent to the server. In the timeout case, the notification will be
delivered to the client as an EV_TRANS_FAI LED event.


https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

- 36 - 61162-401 O IEC:2001(E)

The cancellation will take effect for the client as soon as it has been processed by the client’s
LNA and returned as a cancellation acknowledge (EV_TRANS CANCEL). However, the
cancellation may come after the request has been returned by the server (EV_TRANS_ACK), in
which case a negative cancellation acknowledge is delivered to the client, after the data
acknowledge (see sequence diagrams). The negative acknowledge will then refer to no
transaction object and should normally be ignored by the API or the application.

5.6.2 Non-acknowledged write transactions

This transaction can be seen as a one-way write. No acknowledgement is delivered from the
server. The transaction is also stateless. It consists of a message that leaves no trace and it

cannot-be-tirmed-eout-oreanceHed-

Note that delivery is reliable as long as the session between client and

5.6.3 Subscribe type transactions

These|transactions are of the following types:

a) nofmal subscription where the server sends one R- which
copies the message to all clients via reliable lin er will
send one R-data message to the subscribing cli

b) brgadcast subscribe which is identical to the(praw all but
the initial R-data message via andunreli . bes as

foa normal subscription;

c) anpnymous broadcast (ABC) known to receiver. In this type of
transaction, there is no initial request a : ment.

The sjate diagrams for
Figure 7. Note that th

applie

n ervep (right) side transaction are shown in
S are djvided in two: A general object (uppqr) that
initial_reéquest transaction object (lower) that only

applie
The sérver side d6es net™\d y identity of the clients. All operations are performed
indeps : 3 iehts there are. This means that the server side most of

the tin ansaection/ object that conceptually is created when the MCP is
conne . » ions are received as the initial request (EV_TRANS_REQ) only
and o 3 dns (not broadcast types). The server must reply to| these
reques cad fequest. This means that the acknowledgement can be dglayed.

When irstNe is gcknowledged, the client MAU is added to the subscriber list|by the
LNA a nessages are sent to all clients as a result of Tr ansAck calls. The LNA
takes tcibuting the data messages as necessary. Note also that the server has no
possiblility \to check™f some clients have cancelled their connection. This is handled [py the

LNA wfitheuat involving the server MAU.
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The difference from the normal subscription is that the server side treats each transaction as
a separate object and can send data to each client individually. The state on the server side
differs from the function type transaction objects in that they in addition to the delayed
acknowledgement state (MT_PENDI NG) need a state for subscription in progress (MI_I SUB).
Note that the transition from pending to subscribed either happens when an immediate
acknowledgement is given or at a later stage, when a delayed acknowledgement is sent. On
the client side, the states are identical to the normal subscription states.

5.6.5 Client side initiation (Tr ansAct i vat e)

This service creates a transaction object on the client side. Any outgoing data (W data) must
be ready before the service is called. It is possible to specify a time-out for the transaction. It
is also legal to cancel the transaction.

Note that time-out and cancellations may apply to the client side.
transagtion will often have been processed by the server and an &
this cqse, the server will normally not get the cancellation messg

Pre-cgndition: MCP is connected (MCP_OPEN). W data is
Post-¢ondition: new transaction object created.
Input parameters: W data if applicable{norma
Output parameters: reference to transactio
Call-bpck: return value, cancellations or ti.
Exceptions: see call-back:
Errorg: bad paramete

5.6.6 Transactio

This service cance
Pre-conditi
Post-gon

Input parameters: réference to transaction.

Output parameters: none.

Call-back: cancellation. Note that return value(s) may arrive before cancellation acknowledge.
Exceptions: none.

Errors: bad input parameters.

This service uses the MAPI _CREQ and MAPI _CACK messages. The result is reported back to
the transaction call-back routine.


https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

61162-401 O IEC:2001(E) -39 -

5.6.7 Client side transaction state change (Tr ansCl i ent St at e)

This service notifies the client of the completion, cancellation or time-out of a transaction. The
service will get access to any incoming data (R-data).

The client’s transaction handler is normally defined as one of the MCP attributes. However, a

specific APl implementation may, for example define the transaction handler when the
transaction is initiated.

Pre-condition: existing transaction object.

Post-condition-transaction obiect deleted —except for subscripntion gbiects
J 7 Ll L J

Input parameters: incoming R data, if any. Event code as listed in the table belo

Table 11 — Client transaction events

Event code Return value D scrlp\?h\

EV_TRANS_ACK n/a Transaction c pIWa bscription
R-data)
EV_TRANS_SACK n/a First ubsmtlor?&d\a\ >

EV_TRANS_CANCEL n/a ra sWr/subessMcancelled
EV_TRANS_FAI LED n/a ﬁan actlo& fah&d) tlrneéut)

Output parameters: none.
Call-bpck: not applicabl
Exceptions: not applicat

5.6.8 e change (Tr ansSer ver St at e)

NOTE ’ i oy must be defined as one of the MCP attributes. Client transaction fequests
will arri R

This servi ifies ver of an incoming transaction. The service will get access [to any
incoming da ahd must prepare any outgoing data (R data) before terminating

Pre-condition: MCP is connected (MCP_OPEN) and a client has connected.

Post-condition: dependent on transaction type, see state diagrams.
Input parameters: incoming W data, if any. Event code as listed in the table below.

Table 12 — Server transaction events

Event code Return value Description

EV_TRANS_REQ n/a Transaction request from client
EV_TRANS_CANCEL n/a Transaction cancelled by client
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Output parameters: outgoing R-data, if any. Flag to send outgoing data when appropriate.
This operation is handled by the APl and is APl dependent.

Call-back: none.

Excep

tions: none.

Errors: none.

5.7

Bulk data transfer

Bulk ¢
transfq
purpos

the L
MAU
the LN

To usi bulk data transfer, the MAU has to have access to the sa
|

ata transfer is a mechanism whereby large amounts of unfor ed data, o
rred in a reliable and sequential stream. Bulk data transfers are

A. This can in principle be achieved independently of{the “sonfa
EC 61162-400]. However, the T-profile must suppogtithe priority

an be
pecial

sed by
of the
sed by
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descriped in the T-profile. The API 4 for establishment o¢f bulk

SOourcs

This ¢
assist
relatio

6.1

The cd

and sink ports.

ause specifies
the designers
nships between

L—reqg/ack/data

reqg/ack/data
LNA
req/ack/data

Iten to

arious

(req)

W

Other LNAs LNA-MAU
'W~reg/ack/data data(/ack)-wt

bc data
IEC 2369/01

Figure 9 — Context diagram for LNA

The LNA’s main task is to act as a multiplexer for messages from MAUs and demultiplexer for
messages to MAUs. All MAU-to-MAU traffic goes via one or two LNAs. One LNA is used if the
MAUs are clients of the same LNA, otherwise two LNAs are used. To work as a message
handler, the LNA also has to take care of session management, both with regards to MAUs

and to

MCPs.


https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

61162-401 O IEC:2001(E) -41 -

The LNA must also provide name look-up functionality. The data objects that are used for
connection establishment are only identified with various textual attributes. The LNA must
provide the functionality to map data object attributes to network level addresses (of other
LNAs) and MCPs on client and server MAUs.

The LNA’s tasks can be summarized as

— MAU name look-up:

- maintain a database of the MAUs that are served by the local LNA. Respond to MAU
name interrogations from other LNAs,

— maintain a database of remote MAUs and their location. Perform name look-up, i.e.
broadcast requests when a required remote MAU is not already in tp a

- |manage data object connections. This has two aspe X object

— Mgssage multiplexing and de-multiplexing:

- |manage transactions. The LNA services all MAUSs,
either as clients or servers.
— Other services:
- | give diagnostic services through
MAU name look-up is based on unreliabl Qas one of the transmitted informdtion is
guaranteed to reach all or any remote LNA omality in the LNA name look-up [part is
based|on re-transmitting<req ¢ il the system state has stabilized. This

meang that the MAU
messages can arrive a

Other fraffic bet ) e S As and the local LNA is generally of two types:

must be modelled as a process |where

a) request/acknoxied irs Ng the local LNA, or
b) dafa transport\m ) g just routed through the LNA. Both are normally sent on
reljable poin { The exception is broadcast subscription messages that are

sept o

One LNA Re-able to service two local MAUs that are communicating. This standgrd will
assumle thatthis type of communication uses the normal LNA-LNA message types jand is
performed ~through loop-back communication link implemented internally in the| LNA.
Althoujgh’cenvenient for the designer, this is not mandatory. Other solutions conforming with
the stgndard can be envisaged.

The functionality of the LNA MAU is described in the companion standard. It shall be able to
provide an overview of the application level network of MAUs, of traffic related statistics and
various other parameters. It shall have the functionality of any normal MAU, but shall be given
a unique name as described in 8.4.3.5.

6.2 MAU name management (MauAck, MauRequest, SessionClose)

The LNA is required to maintain an internal database of MAUs known to it. This includes local
as well as remote MAUs. The database shall also be made available to the LNA MAU.
Associated with this database shall be a MAU name function that provides the following
services:
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provide look-up functionality for local MAUs that search for a remote MCP server. Each
request (MauRequest ) shall have an individual overall timeout and shall be acknowledged
(MauAck) either at timeout or when the MAU was found. These requests and acknowl-
edgements are provided and used by other functional components of the LNA;

provide MAU connection management service, establishing the MAU level connection with
LL_MAUREQ and LL_MAUACK messages;

a session close reporting function (SessionClose) that informs all other functions in the
LNA about the closing down of a remote or local LNA;

a general reporting service to other LNAs about which MAUs this LNA serves or has
ceased to serve. Local MAU state is reported from the MAU management function with
NewMau. General broadcast information is sent via CC DEFMAU, CC DEADMAU and/or
CJ WATCHDOG. Directed information is sent to all connected LNAs
messages or to MAU-requesting LNAs with LL_MAUACK messages.

MAU. [The state MAU_UNDEFI NED represents pending requests\for a {RosSi : or not
yet copnected local) MAU. The event labels typeset in codrie ant i i §sages

to the LNA. The courier action labels represent outgoing

Other [states are MAU_FOUND for MAUs that hav i ut has
not yet been confirmed. MAU_HEARD.is an gptic store

informption from name broadcasts tha

Timeout
uAck(
A = f
Of M\XAU N}m\@s\
DR U imeout
\&_ URE LL_MAUACK( N)
/\ SR ,
MAU UND
- e e
% Xl) LL NAUAO‘( Nb.uRequeSt
VA VeuAck LL_MAUREQ | CC DEFMAU
§|\ond/ose v
MAU_DEFINED MAU_HEARD
Timeout
»le CC_DEADNVAU NewMau
v MAPI_AACK
NEWVED ) CC—BEFMAD
CC_DEFNAUJ,
CC DEFMAU > MAU_LDEFINED ¢ CC_REQWAU
CC_NETOO CC_DEFMAU
NewMau( N)
CC_DEADVAU
LL_MAUACK( N)
Sessi ond ose
Y

O IEC 2370/01

Figure 10 — LNA’s MAU database state definitions

NOTE If more than one local MAU requests a connection to the same remote MAU (via a sequence of calls to
MauRequest), only the first local MAU's call should lead to an exchange of MAU request/acknowledge messages.
For the following MAUs one can immediately start on the interface connection attempt or wait until the first MAU's
connection attempt succeeds or fails.
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6.2.1 Duplicate MAU names

The LNA will check its database for duplicate MAU names, but it will not inhibit the creation of
MAUs with names that are already registered as long as no more than one of them is local. In
the case of two local MAUs with the same name, the latest to register will be denied. In the
case of duplicates with one of them being remote, this shall be signalled by broadcasting a
CC_METOO message. It shall also update its database with the name pointing to the latest
local MAU identity.

Note that duplicate MAU names, even when handled on two different LNAs cause problems
when establishing new connections to the MAU. The MAU that the connection is established
to will depend upon which of the MAUs is first selected by the connecting LNA. This will, in
genergl, be arbitrary. Existing connection will not be influenced by the addifion v MAU
with the same name. However, once the old MAU dies or disconnects iops are
immediately moved over to the newer MAU. This mechanism can & i { sed to
create|functional redundancy.

6.2.2 Local MAU names

Local MAUs are added to the database in the MAU_LDEFI NED AR sy connect|to the
LNA (NewMau). The LNA shall immediately send out ams ~Jhe same applies
when B local MAU closes and is removed from the A diately
be sent, together with a reliable LL_MAUACK( N) message/to othér conpected LNAs. THe LNA
shall ipform all other LNAs that maintained sessfons\with/ th MAU (through local|MAUs
that a¢ted as servers or clients to th a LA d \to/5end the information to all
remot¢ LNAs. The LNA must at all time > i valid local MAU names in its
databgse. The information to other LNA S at when remote LNAs rgquest
informption about MAUs in the databa

ed;

fferent

The mlessagesaused to verify and deny MAU location at a given MAU are used in conjynction
with interface or MCP connection establishment. In addition to the state transition dlagram
shown| above, the reader is referred to the appropriate sequence diagrams.

6.2.3 Remote MAU names

The state diagram shown in Figure 10 also applies to the identification of remote MAUs. The
LNA needs to maintain a database of remote MAU names and locations, i.e. the physical
network address of the MAU’s LNA. This database shall, as a minimum, contain all the remote
MAUs connected to by local MAUs (all sessions, see 5.3). The database can also contain
information about “heard about” MAUs, these are put into the MAU_HEARD state. This state
can be used to speed up connection attempts by using information already being transmitted
in the system. If this state is used, the LNA should have a kind of time-out mechanism to
remove old and expired MAU names from this state. Reported dead MAUs must also be
removed.
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Each time one of the LNA’s MAUs requests a connection to a remote MAU, the LNA will
search in the database for the location of the remote MAU. If the location is not found in the
database, the LNA shall flag the MAU as undefined (MAU_UNDEFINED) and broadcast a
MAU request message to the other LNAs. Other LNAs will send solicited (as a response to the
above name query) and unsolicited information about the status of their MAUs (CC_DEFMAU).
Any match should move the requested MAU to the MAU_FOUND state.

The LNA shall send periodic requests for undefined MAUs and it shall continue to do this until
all pending connection attempts terminate, either by the MAU being found or by connection
request timeout. The periodic requests should preferably be sent in CC_WATCHDOG messages,
but they can also be sent in CC_REQVAU messages. The period for transmission shall be
rrsstom—intervals

H b HP . ol N N =l H 4 H - I - ol ) 4
INCreaged—toavorg—oroadcast Storms—aurmg—sSystemmtranZatton— e trans

should be as follows:

» firdt request shall be sent immediately;
« seg¢ond request after 1 s (RETRY_I NTERVAL);
« thifd and fourth request with intervals of twice the retry interyal afteithg

¢ attempt;
fourth

SEet

« fifth and sixth requests with intervals of three time
attempt;

e further requests 5 s to 10 s (1 to 2 times WATC
number of missing MAUs and synchronizationwi

on the

In add terval.
Ackno actual
semar linked
to the

The o ze the

reques

When |a remote

state. [In this st

This i done by se
LL MA
LNA ¢
proces
ackno
connegti

U name, the MAU is put in the MAU_FIOUND
the information by interrogating the remotg LNA.
WBUREQTequest. The answer shall be a positive or nggative
€ is negative (no such MAU exists) or if the connection|to the
he feset to the MAU_UNDEFINED state and the request
\{ervals may or may not be reset to their previous state| If the
he MAU is moved to the MAU_DEFINED state, apd the

The M i rom the MAU_DEFINED state if the connection to its LNA fails of if the
LNA r¢ports'the N dead. It shall also be removed if no more connections to the MAU exist
and it |is¢reported dead by a CC_DEADMAU message. The MAU definition is also movefd from
the defined state if a local MAU connects with the same name. In this case, the new state is

locally defined, but the connections to the remote MAU are kept.

The following data messages from other LNAs will indicate invalid state information in the
remote MAU database:

— LL_MAUACK (negative). Used by remote LNA to report that the requested MAU was not
found or that it died.

The death of an LNA shall also be interpreted as the death of all MAUs that the LNA serves.

The following name look-up messages (BC) are used between LNAs:

— CC_REQMAU: used by local LNA to query other LNAs about a remote MAU location;
— CC_DEFMAU: used by remote LNAs to inform about a new or requested MAU,;
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— CC_METOO: used by remote LNAs that have a duplicate MAU name in their database;
— CC_DEADMAU: used by remote LNAs to signal that a remote MAU has been removed;
— CC_WATCHDOG: alternative to all above except me too message.

The LNA shall, if possible, report all received messages about duplicate MAUs, for example
on a diagnostic console or to the LNA MAU.

All incoming requests for remote MAUs shall be checked against all MAU definitions in any
state in the data base. This is not shown explicitly in the state transition diagram. It is
important to design the LNA so that consistency in the data base is kept, particularly between
locally and remotely defined MAUSs.

6.3 |[LNA-LNA session management

The LINA is required to periodically check the liveness of all conneg
broadg¢asting a status report and listening to other LNAs’ status

done by
s also

requirg¢d to maintain an up-to-date list of known LNAs. This lisk’'sha to the
LNA MAU. The below diagram describes the known LNA’s sfate changex

Note that the dead state is optional in that the LNA c irectly
rather|than keep them as dead. It is, however, ug anagement to Keep a
record| of known, but dead LNAs. The list of Asq. | should be purged, for

example by using a timeout for old defipitions.

® Found by broadcast

Q peflne as heard about
/\ @ HEARD
NReNtew d Connected to

, Define as known

QNAQEAD& < LNA_KNOWN

imed\out

IEC 2371/01

Figure 11 — LNA states

See also 6.3. ote information about the LNA-LNA watchdog function.

6.3.1 Heard about LNA

The broadcast messages that can report an LNA are:

a) CC_DEFMAU: a remote LNA reports its MAU;
b) CC_WATCHDOG:. general watchdog messages sent by other LNAs.

6.3.2 Known LNA

A remote LNA shall only be defined as known when the communication link arbitration phase
is completed. This is handled by the T-profile. This phase shall ensure that only one link is
established between the two LNAs. Arbitration is necessary when two LNAs are connecting to
each other simultaneously. The arbitration is done by the T-profile.
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Dead LNA

The events that can be used to detect a dead LNA are the following:

a) the connection from this LNA to a remote LNA is detected dead by T-profile functionality.

Se

e below for more details;

b) CC_WATCHDOG: a message sent from other LNAs reports a “heard about” LNA dead;

c) CC_WATCHDOG: the lack of an expected watchdog message from a “heard about” LNA
defines it as dead;

d) LL_ALIVE: not responded to after an item ¢) watchdog miss as described below.

Items
to defi

6.3.3.1

The ¢
closes|

h) and c) only apply to the transition from “heard about” to dead. Thg all nothb

he a connected (known) LNA as dead.

Connection loss

bnnection shall be considered dead only if the urgent @

. The LNA may try to continue operation if only the 5/ Cong

shall ot be considered a lost connection.
6.3.3.2 Watchdog trigger

Item ¢

LNA i defined as dead. The check

and w

CC WA

the sgnding of the LL_ALI VE causes a
definefl as dead.

6.3.4 The LNA watg

The L
alive.

reliabl

about
MAUs

The m

NA is required
[his func
to recgive a timel

e watchdog broadcast shall also contain infor
i space permits, information about local and und

messdge shallalways contain the local LNA identity. Following that, it shall contain ung
MAUs | with-a-requesi’frequency as defined in 6.2.3. If necessary, more than one mg
may be sent at each watchdog interval, each containing one distinct set of undefined

Note

Isovthat the longest retry interval is double the normal watchdog interval which

e used

priority link

estion

re the
LI VE)
luding
bled. If
ely be

As are
failure
ding a
mation
efined

should
5. The
efined
ssage
MAUS.
allows

two consecutive messages at the normal watchdog interval to contain different sets of
If there is space, the watchdog message may also contain a list of local MAUs. This list
should be created so as to ensure that all local MAUs are reported eventually.

MAUSs.

The watchdog message shall be used to monitor the liveness of remote LNAs. A remote LNA
which has not sent a watchdog message within the specified interval shall be checked for
liveness by checking the reliable links to the LNA (LL_ALI VE).
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Local MAU connection management
MAU identification

MAU name

MAUSs shall be uniquely identifiable by their MAU name. An LNA shall deny services to a MAU

with the same name as another local MAU.

If two remote MAUs have the same name, the

second arrival shall be discarded from the LNA’s database after a warning to the reporting
MAU (see 6.2.1).

6.4.1.2 MAUSs on different logical networks

The L|
upon {
the fol
* J|og

* Jlog

[ no_

The LJ
of whi

NOTE
but it sh
network]
network]

6.4.2

The stiates of a local

Figure

NA can in principle listen for MAU connections on different logical
rotocol conformance class (see IEC 61162-400), the LNA may |j
owing network types:

al program loop-back (for LNA-MAU);

al IPC (for MAUSs located on the same host computer);

NA is required to handle all MAUs as if they w
th network it connects to the LNA.

node number) as local |dent|f|cat|on for\a
and NNN also for MAU connections.

Local MAU states

12.

AU connects
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y
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A
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Figure 12 — MAU states seen from LNA
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Local MAU management can be summarized in the following steps:

a) establish a listening port and wait for connecting MAUs. MAUs will actively try to connect
to an LNA when they start and an activated LNA is required to listen. The required
listening port addresses are dependent on the implementation of the MAU-LNA
communication link. For TCP/IP they are defined in IEC 61162-410;

b) when a MAU connects, the LNA shall establish a data link connection to the MAU using
relevant IPC or T-profile services (dependent on listening port, see previous item);

c) start MAU management using the protocol messages defined below. Deny sessions to
MAUs that have a name that is already defined locally. If the session is accepted, the
local MAU name database is updated (6.2 — NewMau). The LNA should not close the
cohnection to the MAU immediately after denying it a session. Th e the
nepative acknowledgement to be lost. To tidy up connection descript| | bn use
anlinternal timeout or rely on the MAU closing the connection fro

d) sefvice MAUs in the active state. This consists of watchdog arid stat: 3 yctions,
vafious session management related services and general dats i

e) when the MAU management ends, tidy up network states hected
MAU, for example terminate connections to the MAUY Nl g ending
transactions. The LNA must notify all interested LNA v about
the¢ death of the MAU. This is done through 3 abase
function.

6.4.3 Starting MAU management

data link has been established)\the oliq messages are used to ptart a

F:
MAU dession:

- WA

- WA eqlest

The o i i VIAY name and session control informatipn, for
examg i

The LN ] & lecal MAU database with the new MAU immediately.

Asar establishment, the LNA creates a special data object that
can b s ate of the MAU. This data object is described in 6.p. If a
watchdlogninte iSNS ifiedy"the LNA is required to establish a watchdog service for the

The end‘ef’MAU management is signalled by one of the following events:

— the MAU closes its end of the communication link between MAU and LNA. This may be
due to a wilful action or to a communication error. The LNA is required to detect
communication link close;

— the MAU itself or a remote MAU executes a kill MAU command through the control MCP.
This function can be disabled for remote MAUs by supplying the MAU with a password
(6.5.2);

— the MAU itself removes the control MCP (6.5);

— the MAU fails to give a positive response to a watchdog query (6.5.3).

The end of a session is handled by the LNA by closing the connection to the MAU and tidying
up any state related to the communication link. The LNA shall output a message to the LNA-

MAU specifying the cause when a MAU session is terminated. Note that the dead MAU will
not get any message from the LNA specifying the reason for a close.
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The LNA shall do the database update required by the death of the MAU (6.2). This involves
also broadcasting information about the death of the MAU to all other LNAs and sending
directed messages to all connected LNAs.

The local LNA shall remove all states related to MCPs or transactions associated with the
dead MAU. The remote LNAs are responsible for doing the similar tidying up on their side
when they receive the session close message.

6.5 MAU control MCP

6.5.1 General overview

The LINA and MAU shall automatically create a (pseudo) MCP when the Qpen message
has bgen received and accepted by the LNA. This MCP is used to con

state ¢f the MAU from the LNA by using normal function MCP messages £ Q and
MAPI_JFACK). The MAU is required to answer requests to this MICR i n this

clausg¢. The MCP identity code for this object is a constant defined D. This
MCP identity code is reserved and cannot be used by the
contro] MCP is a special MCP, i.e. it is not associated with an.

The ag¢cept MCP is used by the LNA as if the LNA wag“a con
connegted to by another MAU (except through the v
MAU dontrol MCP shall use the session code zerp

| %e
desNar the funstion™is”

nction

es not
ro if it

return
n link.

it ie

sted in
5.2.4. Nete that the EV_LNA RESTART is an internal code used by the MAU API to signal that
communication links are closed and that it is safe to retry connecting to the LNA. The return
code from the MAU session call-back routine shall normally be passed back to the LNA.

The LNA shall close the MAU communication link if the MAU returns affirmative to the close or
reset commands. This operation should normally not be necessary as the MAU should do the
closure itself.

6.5.3 Watchdog service

The LNA can be instructed by the MAU to maintain a watchdog service for the MAU. The
watchdog field in the MAPI _ OREQ message is used for this.
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If enabled, this service shall function as follows:

a) at each watchdog interval, the LNA sends a status request message to the MAU control
MCP;

b) if no positive reply (i.e. no message or a non-zero return value) has been obtained since
the last request was sent, the MAU shall be forced closed.

Status request messages from LNA to MAU shall use a normal control data object function
request. This means that the MAU cannot distinguish LNA initiated requests from requests
from other MAUs, except by checking the session code message.

6.6 [Session management

6.6.1 General principles

A sespion is an association between two MAUs that have esta gctions

between them. The LNA shall maintain a list of sessions which MAU.
All segsions shall be uniquely identified both with respect to i i icl[pating
MAUs [and with respect to temporal relationship, i.e. the tern a later
re-establishment of a connection between the same two MA hall\re ; ession
code heing used. Session code zero is reserved for the e

It is recommended that the session code is an inte UunNi is and
incremented at each new session estahb n code is a 24 bit long integer
this should give a sufficient degreeNof Wi SS. its internal

sessiojn codes each time it establishes a\ge
All mgssages between two MAUs sh he“samme gBession code. The session cpde is
maintgined by the local L ' t becthe e for local and remote LNAs.

6.6.2 MAU sessio

The sgssion c 2 om the LNA to the MAU. It shall normally be
extracjed from the_r 8 and made available to the application through some
form of MAPI call, fo > IN| face or MCP attribute (see Table 7 and Table B).

In the pessio responsible for informing the MAU about the following

a) which sessi N MAUY-LNA message belongs to. This is given by the numerig value
of [le se >

b) the This signals that a remote MAU has [losed
(MAPI

c) copgestion state on a communication link associated with a session. The states are no
Co'\gncfinn, nnngncfinn for Lo, or r\nngncfinn for normal prinrify medsages

(MAPI _SESSI ON) .

The session code (item a)) is embedded in the basic MAU-LNA message format (8.2). The
session close and the congestion information (items b) and c)) are transmitted with the
MAPI _SESSI ON message. The MAU API must convert the message to one of the appropriate
event codes (5.2.4).

6.6.3 Session codes used for authentication

The value of the session code can be used to verify that two messages on two different or on
the same MCP have the same source MAU. This is done by checking that the values of the
two session code fields are the same. By using various combinations of MCPs, this
mechanism can be used both for operator and console authentication. See the authentication
related companion standards in IEC 61162-420 for more information.
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The quality of the authentication mechanism will depend on the T-profile in use and on the

correct use of the companion standards.

6.7 Accept type interface management

6.7.1 General overview

The relationship between the entities associated with an accept interface is shown in Figure 13.

The se
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6.7.2 i 2 i erface definitions or connection requests
Interfa ' AR ined Yhrough more than one message (from MAU or remote LNA
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regardless of ‘whethe
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Figure 13 — Interface ER dia
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6.7.2.1 Timeout between messages
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The interface establishment times out before all messages are received. A special case is
where no end message is received and there is no timeout defined. This problem can, for
example be caused by a programming error that fails to send the end message.

This problem cannot be handled generally. If a timeout occurs, the timed out interface shall be
negatively acknowledged (LM _TI MEOUT) and the LNA shall accept any other messages as a
new interface definition attempt. An incomplete interface cannot be detected if no timeout is
defined. This interface shall not be acknowledged, but the LNA should delete it if the involved

MAU dies.
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6.7.2.2 Multiple definitions on the same interface

This can happen, for example if the application or an LNA sets the more flag to false for
multiple interface messages or if the application erroneously tries to define the interface in
several independent messages.

This shall be handled by giving negative acknowledgements on all but the first legal definition.
The negative acknowledge shall be given after all (more flag true) messages have been
processed.

6.7.2.3 Inconsistent interface specifications in different messages

The interface related attribute values in different messages may differ (¢°g. 1 name,

MAU rname or password differ).

It is generally not possible to detect this error. The LNA must hand jfferent
interfa}es are referenced and handle each interface individuatty_ei evious
case (No final message) or as different legal interfaces. Ths ly the
passwprd differs. This case shall be handled by negatj erface
(LM_PASSWORD_FAI L).

6.7.2.4 Individual MCP errors

The MCP related attribute values in one itain errors.

This shall be handled by waiting me g¢ and returning a negative

acknowledgement (LM_| NVALI D_MCPY where the had MCPs are flagged with the respective

error godes. Only the bad MCP codes\ are rmed and only up to the number that fit|in the
acknowledgement messageé.

6.7.2.5 Cancel on

A canjcel mes : rexthe last interface definition message hag been
received.

This dhall causé ~ beé removed without acknowledgement to definef. Any
following defipriti ) hall'be treated as a new definition.

6.7.3 echal ha g of anonymous broadcast interfaces

ifiedvwith the name “ABCn”, where ‘n’ is a number from ‘1’ to ‘b’, are
usively for anonymous broadcast MCPs. The following $pecial

definitions. Only ABC MCPs can be defined;

b) no connection attempt shall be made. The MAU name shall be ignored for the interface
definition message;

c) accept type interfaces shall cause a listening port to be opened on the appropriate ABC
port. Connect type interfaces shall allow the transmission of messages on the same port;

NOTE A MAU that both listens and sends on the same MCP with the same port shall be able to read its own sent
messages.

d) no state shall be saved in conjunction with the reception or transmission of messages.

The detailed processing of ABC interfaces and messages are discussed in 8.4.5.
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6.7.4 Definition and removal of accept interface

The definition of an accept interface consists of defining a set of interface MCPs. The
following messages are used to define or remove an interface

— MAPI _| REQ: MAU requests the definition of a (part of a) new interface;

— MAPI _| ACK: LNA accepts all MCPs in request;
— MAPI _| REM MAU removes the whole interface.

The LNA gets the definition message from the MAU, containing all or some of the interface
components. The MAU may send more messages to define one interface, partlcularly in cases
where
shall g
last m

been r
NOTE |The reason for the completeness requirement is to make the conp€sti S cti bcedure
easier. By requiring that an accept interface is complete before it is established, ™ _is i 3 ihcoming

client rdquests.

No
Check \

and more

N
<:::> |sz<§¥§¢/ MAPT 1 ACK(N)

MAPI _| REM
[LL_I FREM

O

gure 14 — State transitions for accept interface

IEC 2374/01

The stpte trans diagram for the accept interface is shown in Figure 14.

The LINAshall accept the complete interface or deny it. In case of a denial, all detected|errors

h II 4 pu | L £ H U +al LACD
sha eTeportet arsorormatviauarivicr s:

If an interface is deleted by the server, a corresponding message (LL_| FREM) shall be sent to
all connected clients. One message shall be sent for each connected MAU. This message will
implicitly cancel all pending transactions.

6.7.5 Establishing and closing connections to accept interfaces

A client can establish a connection to a complete accept interface or to a part thereof. This
subclause describes the handling of these connections on the server LNA side. It is assumed
that the MAU identity has been established using the principles described in 6.2.
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— LL_I FREQ used by remote LNA to request MCP identifiers in interface;
— LL_I FACK: used by local LNA to report MCP identifiers to remote LNA;

— MAPI _| OPEN: sent to server MAU to request client authentication and to report connection
attempt;

— MAPI _| OACK: sent by server MAU to give or deny authentication/connection;

— MAPI _| DOWN: report remote close from client.

The state transition diagram is shown in Figure 15.

NOTE
connect
create 1

O

LL_| FREQ

v Check message

—

A

y Connection Kmit?

]

Maybe
v Wait for ack

<&
<

IF_LIMITW

Not OK
Last IF request?

eck
1\ | OAI
YMVAR( El

LL_NERE

Ssdl

LL_I| FREM

Sk

N

LLA FREQ
eck message

L Wait for auth

N MEPINL oA

\ vSave state,

Last IF request?

IF_REMW

I

,S%ait for more

Yes

AASTW

All accepted?

I

OK

[LL_TFACK

IF_COPEN

Not OK
LL_I FACK(N)

v
> e
»(_ )«

LL_I FREM
MAPI _I DOAN

The processing

IEC 2375/01

gdre 15 — Accept side interface connection states

an accept interface connect can be simplified if tests on message validity and ny
ons,are performed after all fragments of the connection message have been received. This will, h
horestraffic on the network for unsuccessful connection attempts. Both methods of implementation

mber of
lowever,

may be

used an

d the client LNA must be able 10 handle Dotn.

The remote LNA transfers an initial request with interface identity and relevant MCP attribute
values to the local LNA in an LL_I| FREQ message. The local LNA checks the correctness of
the message and either immediately dismisses it if errors are detected or proceeds to check
any session limits. Note that acknowledgement shall not be sent before all interface definition

messa

ges have been received (see 6.7.2).
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If session limits are in force (the server has defined an upper limit of clients), this will be
checked against. There are four cases to consider: 1) if a limit is in force, a client MAU with
no previously established session shall be denied connection regardless of actual number of
sessions already established, 2) if a limit is in force and the limit has been reached, the
request shall immediately be dismissed; 3) if a limit is in force and there is already a pending
request that may reach the limit on connections, the new request shall be put in a waiting
state (IF_LIMITW) until the previous request was acknowledged. The result is either dismissal
or further processing; 4) This request will not exceed the limit and processing can proceed.

NOTE The first case will reduce load on a server MAU in cases where session limits are used and bad-behaving
MAUs try to connect to it. It will also help to remove the possibility that a bad-behaving MAU blocks another
authentic client from connecting.

ile the
tion of
e per

The anxt step in the processing is to put the request in a waiting state (I
LNA interrogates the server MAU about the remote MAUs authorization«
the remote MAU (and implicitly the interface connection message)\
interface.

When [the MAU session check returns, the requesting MAU is ei ad ¢ hied a
connegtion. In the former case, the connection is maintaipéd il th igs or it
cancels all interface connections. Both cases are reported : a full
MAU death (6.6) or as an interface connect close.

remot¢ MAU or by the remote LNA as a i e, iparticular, the handling of

The LNA must accept a connect cancellation i of ¥ e@a s. This may be sent py the
cancellation in the authentication wait state»

Multiple interface connect requests may arrive \ emote MAU. The LNA must pccept
these jn any of the waiting state. These sk be chesked for syntactic correctness and then
put on|hold until all mess d and all checks are complete.

All connection reques

interface shall normally be treated as one

requegt with one final ‘a ) y one acknowledgement message is sent.|In the
messgge, only d yed if there are individual MCP errors. If tod many
MCPs|have errorsMg/be fili , only the first MCPs that fit are returned. Thjs limit
will dgpend on the i S ize. All aspects of the interface request megsages
(interface itself dnd g ust Pe correct for the interface to be accepted as a whole.

Note Howeve i i as not connect to the complete interface. The server MAU need

6.8 |Con

A client MAU-can.establish connections to all or to a subset of the MCPs in an interface. The
connegtion_attempt™an be performed by sending one or more messages. All messagges are
procegse@’as one request with one acknowledgement (possibly in more than one acknowl-
edge m—)_l'h_l_l—m_ﬂﬁ_m_k_Jessage . The interface will be assoclated with a session as described n Figure 13.

The relevant messages are:

— MAPI _I REQ used by local MAU to request an interface connection;

— MAPI _| ACK: acknowledge a connection attempt (negative or positive);

— MAPI _| REM local MAU cancels connection;

— LL_I FREQ used by remote LNA to request identifiers of data objects in interface;
— LL_I FACK: used by local LNA to define data object identifiers;

— LL_I FREM LNA cancels connection.

The connection process is described in the state transition diagram in Figure 16.
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Timeout O
MAPI _| REM MAPI _| REQ
MAPI _| ACK( N) yMauRequest
CIF_FIND_MAU MAPI_| REQ
> - - Save
Remote MAU close MauAck
MAPI _I ACK(N) ,Found?
Retry MauRequest | |
Yes
yLL_I FREQ
CIF_FIND_IF —
Timeout Yes ]
—_— LL_IF
y 1Ty again? -
[
| LA
MR NW&
v
p 3 CIF_OPEN % AAM(
Timeout " M“\PJ/'"RF\
MAPI _| ACK(N) & FREM
LL_I FREM ‘
IEC 2376/01
Figure 16 — Connectin sta trans ions
The fifst step is to determine the locafion of thexemote WIAU. This is described in 6.2.|When
this prpcess is complete, the connectio is sent to the remote MAU’s LNA. If
the inferface is reported 3 est isdrepeated periodically until timeoyt. The
retry geriods shall be inc ) xSt attempt shall be immediately after the
remot¢ MAU has bee o attempts shall be with one 9decond
(POLL| I NTERVAL) s two attempts shall be with two period intervals
and tHhereafter 4@ xed to approximately five periods between each
attempt. The cliex ~ or checking the timeout. It shall send an in{erface
cancel (LL_I FREM)\% ér LNA in the case of a timeout as well as a negative
acknoywledgemen
If the |ocal MAU sends e than one interface request, all requests shall be queued|in the
same |waiti ke Fhe\interval timer shall be based on the first request’s timeout |value.
Requds sificatjons following can be ignored. In any case, the client LNA must be
able t¢ receive~and hu incoming multiple definition messages from the MAU in any state
(this is e find MAU state).
NOTE |lt4s’ suggested that the client LNA build a local interface descriptor structure as the messages from the
MAU arrive.” The client LNA may buffer all MAU requests until the last one has been received (more fldg being

false) before sending any messages to the server LNA. However, this increases connection duration as the
communication pipeline cannot be utilized (send message, authenticate at server MAU and answer message).

The server MAU will only be allowed to export complete interfaces. The only error messages
from the server LNA related to not finding an interface, is either that the complete interface is
missing, in which case the retry process shall be activated, or that individual MCPs have
errors or are missing. In the latter case, the client MAU shall immediately be notified of the
error and no further retries shall be attempted.

The server LNA accepts or rejects the connection attempt based on all requested MCPs
having been found. If the attempt was successful it will return a mapping from the local (client)
MCP identity to the server’s identity codes. If the attempt failed, it will return the error code for
the interface as well as individual error codes for those MCPs that did contain errors. The
client MAU does not need the mapping of the identity codes, but it needs the MCP error

codes.
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The client LNA shall inhibit multiple connections to the same interface or to MCPs within an
interface by returning error. The protocol will, in general, not allow the server to distinguish
between such multiple connections. This can lead to inconsistencies between client and
server LNA, particularly if some connections are removed.

6.9 General transaction management
6.9.1 MCP identity and transaction address

All transactions are associated with two MCPs which again are associated with two MAUs
(client and server respectively). All transactions must be addressed to the proper destination
(as request to server, as acknowledgement back to client), by using the following address
informption:

a) deptination LNA (implicit in the network node number used in T-prof
b) deptination MAU (MAU identity used on destination LNA);
c) deptination MCP (MCP identity used on destination MAU).

This address information, together with the corresponding/oxi infformation, is
part of y ield. These|reflect
the se i i ient and which is
server

6.9.2

All tra AU, to
the se ; S se the
same ‘ Re care of correct translation. The
requirgment is that a mes evious
reques § S of the
proces fferent
betwe

NOTE |Typically t «% t ahd server MA i different transaction identities. The LNAs can normplly use
the cliept MAU'’s ide S code if
these afe different.

The af

6.9.3

The s U. The
sessio AU. It

shall ghangereach tinye the same remote MAU disconnects and connects. It shall not [pe the

same forrtwo different remote MAUSs.

The session code zero shall only be used for LNA originated messages (watchdog messages)
and for anonymous broadcast messages.

6.9.4 Transaction types

The following table lists all transaction types supported, with their respective request and
acknowledgement MAU-LNA messages.
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Table 13 — Data request/acknowledge message pairs

Request type Ref. R/IW Request Acknowledge Note
Function 6.10.1 R/W | MAPI _FREQ | MAPI _FACK
Read 6.10.1 R MAPI _RREQ | MAPI _RACK
Write 6.10.1 W MAPI _WVREQ | MAPI _WACK
Non-acknowledged write 6.10.2 w MAPI _NREQ [n/a
Initial ordinary subscribe 6.10.3 R MAPI _SREQ | MAPI _FSACK 1
Initial broadcast subscribe 6.10.3 R MAPI _BREQ | MAPI _FBACK 1
Inifrar Tndividual subscribe 6.10.4 RIW [ VAPT _DREJ™ [ VAPT _ T
Ordinary subscribe data transmission 6.10.5 R n/a MAPI 2
Brpadcast subscribe data transmission |6.10.5 R n/ a BAGK 2
Indlividual subscribe 6.10.6 R n/a yx‘\ \3\
Transaction cancel 6.10.8 n/a | MAPI _CKéQ | \i/-\\ \&
Anonymous broadcast subscribe 6.10.7 R MAMP:‘Q %BR_AA\QK 5

NPTE 1 This is an initial transaction giving a direct response to_th

NPDTE 2 These are server initiated additional responses ihti quest\The same message
gqges to all listeners.

NPTE 3 This is a server initiated response to individual\c . ver message goes to ohe
cllent.

NPTE 4 The cancel messages are n such/ but are included here for

cqmpleteness.

6.9.5 Exception hahdlin

6.9.5.1 Gen@r
The LNA is requiréd

and refasonable sef

ntities

a) any (typi [ _DATAC) message to a MAU that cannot be found shall
capse thg ) NOMCP message to the LNA. The data message is discprded;

b) anjy sage ¢ interface or MCP that is not defined shall cause the LNA to send a
LL RES! he remote LNA. The data message is discarded;

c) an|LL_DATAUmesSage with wrong transaction identity code shall be silently discarfded. A
wdrning may bepfinted on a diagnostic console;

D

d) bafly“ormatted data messages shall be returned to the remote LNA in a locgl LNA
generated MAPI _xACK message encapsulated in an LL_DATA message (no interface, no
MCP, etc.) with the proper error code set. The incoming message shall be discarded;

e) any other erroneous messages shall be silently discarded.
For incoming MAU messages, the following rule applies:

f) errors in the MAU’s request or the object’s connection state shall cause a negative
acknowledgement to be sent to the MAU with the proper error code set.

All errors should be reported on a diagnostic console and statistics shall be kept on the
number of bad messages received. If possible, the statistics should also list the offending
MAU or LNA.
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Excessive errors may be handled by shutting the offending unit down by closing the
communication link.

6.9.5.2 MAU or interface down

Transaction exception handling is mainly associated with the death of a remote (client or
server) MAU or the closing down of a remote (accept or connect) interface.

Broken connection management consists of removing all pending transactions when the
remote receiver or originator disappears. This applies to the server as well as the client side.
It is not necessary to notify the local MAU of each transaction cancellation. It is sufficient to
signal [fhe close of the interface (MAPT _T DOVIN) or the remote MAU (VAPT ST ONYJ.

6.9.5.3 Congestion and load control for transactions

The sgrver MAU can specify a maximum number of pending trangactio ¢e. This
mechgnism can be used to control MAU load. When enforcing thi all not
count |transactions in the PENDING_SUBS state. Only trgnsa b_ACK
state dhall be counted (see Figure 17).

Congegstion control is done through the session cghtro < : yjis is an end o end
mechgnism. The LNA should take note of these as possible, legve the
enforcement to the sender MAUs. This ave enough buffer|space
to handle incoming messages, even o

6.10 |Accept side transaction management

ctio O
ere

gpt type MCP is shown in Figure 17.

The sfate transition diagram for trans
] ressage types, with the MAPI megsages

The dipgram’s events are/labelled with
going

The st

Kimum
at are
for a

tal LNA
ive and
by the

loadcast

requests’that have alréady received its first acknowledgement.

b) pepding acknowledge: this state is used for requests that have been sent to the |server
MAU, but have not yet been acknowledged,

c) pending subscribe: this state is used for requests that trigger multiple server initiated
acknowledges (subscriptions, except anonymous broadcast subscribe). The transactions
in this state are used to route later arriving server initiated acknowledgements.

Server MAU generated acknowledgement messages (on an ordinary or broadcast subscribe
MCP) can legally be generated although there is no transaction object. For this particular
transaction, the local MAU does not know how many, if any, subscribers there are. These
messages shall be silently discarded.
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O Yes

LL_DATA Wait for free queue
yInterface busy?
| | >, QUEUE_WAIT

No
,Non-ack write ?

| f———

( MAPI _xACK)
Non-ack write ?

Yes No

MAPI _xREQ v VAPl _xREQ save ID
PENDING_ACK

NoT VAP —XACK

LL_DATA, del ID
[

1
Yes Q
VLL_DATA, save ID
MAPI _ x ACK
L _DATA 3 PENDING_SUBS

LL_DATAC |«
MAPI _CREQ

,Initial subscribe ?

A

- MA

everal

rface’s

ge on
bm the

ct they

ransaction object must be c 3 f i.e. 9
ctions are only legal in the defined state. The inte
on from defined

ected m i allbe discarded with a negative acknowlea
ts where possjbie. i 5 LNA must expect to receive acknowledges fr
MAU after a i ¢

MAUSs As, can request transactions on an accept type data obje
hnecte

BC_SACK

| DATAC: isstred by client LNA to signal request or subscription termination;

PR X REQ: used from LNA to MAU for transaction requests;

— MAPI _xACK: used from MAU to LNA for transaction acknowledgements.

The requests can take several forms. Table 13 lists the available request (and corresponding
acknowledgement) types.

In general, accept transaction processing for the LNA represents passing a request from a
remote LNA to the local MAU and receiving the acknowledgement from the local MAU and
sending it back to the remote LNA. Incoming requests and outgoing acknowledges are
encapsulated in the LL_DATA message before they are transmitted between LNAs.

The LL_DATA message is an encapsulation of the MAU-LNA messages listed in Table 17.
The receiving LNA needs to change MCP identity codes before it passes it to its LNA. Note
that the broadcast data message is sent in an LLBC_SACK or LLBC_AACK message instead of
in the normal data message.
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The different types of requests must be handled somewhat differently and the LNA needs to
check the type of the request to determine what kind of processing is required. The following
subclauses describe the individual processing in detail. Table 13 gives a reference to the
subclause in which each type of transaction is described. Note that it is necessary to check
the type of transaction as well as the type of the MCP. Subscribe and write transaction
message codes do not distinguish between different sub-types of data objects.

6.10.1 Read, write and function transaction handling

The following actions need to be taken by the server LNA when a normal (read, write or
function) request is received from a client LNA:

a) check message for consistency (consistent receiver identities and
idgntities). Discard message and return an error message to LNA if
unpcceptable;

asonable $ender
i uest is

b) saye client’s identity (MAU, MCP and transaction identity codes) fr M gssage.

c) strjp LL_DATA header from message and modify MCR aining

MAPI _xREQ message. Add session information beforg/itis_s MAU.
Thie MCP identity code shall be that of server MAU’'s MCR;

d) coptinue other operations until LNA receives spondi Pl _xACK message
from the server MAU. Check this message for cgnsistency;, ty and
transaction codes and check that i > ipti ns are associated with an
open MCP. Replace identity codgs - nsaction) in this message with
thgse of the client MAU. Add the ith the correct identity information
fie|ds. Send message to remote LNA.

NOTE |Removal of client MAU or MCP or the ganc ést may have caused the client’s infgrmation

to have|been deleted before step™) i i < pement.

A warnipg may be printed on the diagnogtic console.

6.10.2] Non-acknow

The npn-ackno - ed as a normal write request with the following
excepfions:

a) no|change;

b) this ce no acknowledgement is sent;

c) no|c

d) thig ste essdry since no acknowledgement is sent.

NOTE |The LNA“mu ake sure that erroneous returning acknowledgements from the server MAU (step d)) are
discarde¢d and that an ertor message is printed on the diagnostic console.

6.10.3 Initial subscribe

The initial subscribe request shall be handled as a normal read operation with the following
exceptions:

a) no change;
b) no change;
c) no change;
d) no change, except that the client’s identity must be stored until the transaction is explicitly

cancelled. The identity information in the request shall be used by the LNA to build a list
of subscribing client MAUs. All following server MAU initiated acknowledgements shall be
sent to all subscribers on this list. The LNA shall not enter a client’s identity into the list if
the MAU reports a non-null status in the acknowledgement message (subscribe error).
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There is no difference in how normal initial subscribe and broadcast subscribe requests are
handled.

6.10.4 Initial individual subscribe

The initial individual subscribe request shall be handled as a normal function operation with
the following exceptions:

a) no change;
b) no change;
c) no change;
d) no|change, except that the client’s transaction identity must be stored

ancelled (see
previous subclause). The identity shall be used by the LNA to djre S erated

acknowledgements to their correct destination.

6.10.5| Server initiated subscribe acknowledgement

The gerver MAU for a subscribe type data object /Wi scribe
acknowledgements at any time after the object has been estab . ) rver’s LNA shall
pass these acknowledgements on to the subscribing €lients (6.40.3). ordinary subscrip-
tions (not broadcast), the operation corresponds {0 ste in"the normal read opg¢ration
excepl that:

— ong copy of the acknowledgementmessag
— thdg list of pending transactions remains intact messages have been sent;

— thqg transaction identity used in th¢ outgoing
inifial subscribe request for the pect ece
acknowledgement has'no 2 he .

For brpadcast subscription one message is sent to all receivers. Dest|nation
identity codes and tra oHoN (i areNot used. The acknowledgements are sent|on the
approgriate bro S in aALLBC_SACK message. Ordinary subscribe messages
are sept to the ¢ anordinary LL_DATA message.

Wedgement is the one defined|in the
¥AUs. The identity code following the

6.10.6 ithate i bscribe acknowledgement

The sé¢rver i al subscribe type data object will send unsolicited sufyscribe

acknoywledgeents algcted subscriber. The server LNA needs to keep track of all
pendirn ~ to pass the acknowledgements on to the correct subscribing clienft. This
operation ds™tq step d) in the normal function operation except that:

— thqg list,ef\pentingAransactions remains intact after the messages have been sent.

6.10.7—Amnonymous broadcastsubscribe

There is no client transaction state associated with anonymous broadcast messages. The
message shall be sent out on the appropriate broadcast port embedded in an LLBC_AACK
message after the message has been checked for consistency (open MCP and correct
identifiers). The message must be formatted with the correct MCP identifier attributes prior to
sending (hashed name — see 8.4.5). Transaction and session codes shall be set to zero.

6.10.8 Cancellation of a transaction

A client MAU can at any time cancel a transaction. The cancellation request is processed by
the client LNA and results in a LL_DATAC message being sent to the server LNA. The
reception of this message shall cause the server LNA to remove the client’'s transaction
record from the MCP. No acknowledgement is sent to the client MAU or LNA.
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LL_DATAC messages can be received by the server LNA without a corresponding transaction
record being found (e.g. if the transaction already was acknowledged by the MAU). These
messages may be silently discarded by the server LNA.

6.11 Connect side transaction management

The client LNA needs to maintain state relating to transactions which are similar to those for
the accept side transactions. The state transition diagram is shown in Figure 18. The
transaction object is created when a transaction request is received from the MAU and
deleted when the transaction is cancelled or completed. Messages from other LNAs relating
to non-existing transaction objects shall be discarded. These messages typically occur due to

race cnnAiHnno mtraoncacntion ~onanllatinne Ar timaniitc and ochall ha teaqtad oo -]0rma|
O oo o ro o o o CC oo Ot e oot oo oo oot

situatipns.
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igure 18 — State transitions for connect type transactions
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the transaction request is received from the MAU as a MAPI _xREQ message. See Table 13
for the definition of the various types. Before the request can be processed, the data
object connection state must be checked to see that it is ready for communication;

the message must be modified so that the MCP identity code is changed from the client’s
code to that of the server (see the MAPI _xREQ format);

the message must be checked for the definition of a timeout (see item f) and, if a timeout
is defined, a timer must be started;

the request shall be embedded in an LL_DATA message (except for anonymous broadcast
requests) and sent to the remote LNA;

different pending acknowledgement or idle states are entered depending upon the
message type as shown in the figure. State (typically in the form of a transaction object)
need only be saved when acknowledgements are expected;
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f) a triggered timeout for the request (see item b)) shall delete the transaction object. A
timeout negative acknowledge (in a MAPI _XxACK message) shall be sent to the MAU and a
data cancel LL_DATAC to the remote LNA,;

g) a cancellation message (MAPI _CREQ) can sometimes be received in the idle transaction
state. In this case, a negative acknowledgement shall immediately be returned. Otherwise,
the cancel shall delete the transaction object and a cancellation acknowledge
(MAPI _CACK) shall be sent to the MAU. An LL_DATAC shall be sent to the remote LNA;

h) the acknowledgement from the remote MAU (in a LL_DATA message from the LNA) shall
be checked with regard to the MCP codes and the transaction serial number. A data
acknowledge relating to a cancelled or timed out request (in the idle state), shall be
ignored;

i) the MAPI XxACK message shall be extracted and the server MAU’s
exthanged with the local MAU’s MCP identity code (see item b).
papsed on to the MAU and the transaction state shall be changed &

identity code
e)shall be
igure.

NOTE |The client LNA need not modify the MAU message embedded in the LL,  DATRA mgssag ssary| identity
code chignges shall be made by the server LNA.

The aponymous broadcast subscribe request shall cause
data wait state without any message being sent.

ription

An LL| DATA message containing MAPI _SACK (ordinary(subscrtige —o}first subscribe)| in the
pending acknowledge state shall be silently di ¥ is\cambe expected to hapgen for
a broadcast subscribe MCP, since e different communjcation

channels.

6.12 |LNA-MAU

Diagng¢stics will be done by a orc i report
config : S ‘ MAU.
The LJ i ionality-oriented — number of MAUs, number

of MC

It shal

— thsg
— thsg
- an
— dis

It shal| also be>possible to provide the following functions on local MAUs:

- se||1d status, close, reset or kill commands to the MAU.

Performing these operations shall be dependent on the client MAU having been authorized to
do the operation, for example through the authentication companion standard IEC 61162-420
or a general password or originator check mechanism.

The detailed specification of the LNA MAU will be provided by IEC 61162-420.

6.13 Use of priority levels in LNA

All LNA-LNA and LNA-MAU management messages, i.e. all messages except those that carry
application data, shall use the normal priority communication link. Data-carrying messages
shall use the priority level of the message itself. The message priority is specified by the
client MAU at connection establishment and the server LNA shall update the messages to and
from MAUSs so that this priority is encoded in priority field of the MAU part of the message.
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Note that for normal subscribes, where the LNA duplicates messages from the server MAU to
all subscribing clients, the LNA may need to use different priorities for different destinations.

6.14 Congestion control

The T-profile will normally have mechanisms for signalling congestion on one or more links
between LNAs or between LNA and MAU. Congestion shall be reported to afflicted MAUs by
the LNAs. Congestion shall normally only afflict normal or low priority communication links. A
congestion on an urgent link shall be handled as gracefully as possible, but is in principle a
system design error.

The htudﬁng_wwan_&deﬂgwmwmmw_ﬁmw.estion
as cancellation of messages (except as a result of a timeout). T so applies to

acknoywledgements, which will also be delivered unless the timeout trigge ling is
also designed to minimize traffic by sending one congestion message\b & As iphstead

of a nymber of cancelled messages.

Congestion control is only used for interfaces. For MAUs that oxly sup rt ull™MICP e only
possible method for congestion control is to close down th \ B

Conggstion warnings to MAUs are warnings and do Mot in 3 ticular
action| However, ignored congestion warnings can ¢auge)soms lled or

the link to be closed.

6.14.1| Congestion cases

Conggstion can occur in the following

a) a MAU is not able to proegess jn } S t enough. The local LNA shall have a
ceftain buffer capaci i NA will have to signal congestion to
sepding entities. This is™achieve S ing a/congestion message (LL_SESSI ON)| to the
copnected LNAs. \{he cohngestion\stops, a congestion cancel is sent to thel same
entities with@

b) a MAU is pro g g ssages too fast for the local LNA to keep up. It will be
necessary for Af \ p is locally, possibly by giving congestion messages
bagk to its also send a MAPI _ SESSI ON message (on session zero)| to the
MAU whi p T

c) aremote \LNA s o/process incoming messages fast enough. The local LNA must
gepgfate.the MA £SSI ON message to local MAUs that communicate via this LNA,;

d) a MAU™M SO it cannot process any more messages from one particular femote

6.14.2| “INA requirements

The LNA is required to have a low and high water mark on its buffers (internal or those that
are maintained by the T-profile) so that there is reasonable hysteresis in the congestion
control mechanism.

The LNA shall not in general return messages unprocessed (with LL_SESSI ON flag set) in
cases where congestion occurs. It shall use the congestion control mechanisms instead. This
applies even when messages arrive after the congestion message has been sent. The high
water mark in buffers (spare capacity) should be able to accommodate this.

The LNA that receives a congestion control message can either pass the message to the
MAU (MAPI _SESSI ON) or use it to buffer outgoing messages. The LNA should in no case
cancel messages due to congestion.
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Normal message timeout shall be applied even in cases of congestion. Message cancellation
should normally be sent to congested LNAs so that buffer space can be freed.

6.14.3

MAU requirements

If a congestion control message has been received, the MAU shall not send more messages
of the congested type (low and/or normal priority) until a congestion cancel message has
arrived — this is not enforced by the LNA.

7 Protocol defined as sequence diagrams

This ¢
the mq

7.1
711
All mo

seque
ackno

NOTE
conside|

For thé¢ various modules this means:

a) MAU-LNA: when the

an
an
b) LN
fro
co
c) LN
sh
no

7.1.2

Most

seque
excep
the fol

ssage formats and other details regarding functionality.

General conventions
Broken connections

dules shall be designed to handle broken connectiof
nces. All state relating to afflicted data objects s

1 state relating to i

owing exceptions:

e default actio

m& are based on complete request/acknowledge message p
nces. Vaniq gxceptions are not normally drawn into the diagram. Sometim
ions are deseribed in other diagrams, but in general, the designer needs to cqnsider

ause defines the A-profile protocol as a set of sequence diagram use 8. defines

e communjcation
proper nggative

h is to
side.

ihk. A broken connectign must

viedge
e LNA

moved
s with

MAUSs

assing
s the

a) a cancellation of the original request. This is normally described in other diagrams, but
these diagrams must be merged with the normal request/acknowledge diagrams and
compared to the state transition diagrams described in the previous main clauses;

b) closing down of remote units (LNA, MAU, interface or MCP) at any time in the sequence.
This may or may not be covered by the diagrams, but the general handling should be the
same as for not being able to find the module in question;

c) closing down of the requesting unit. This can be handled as a cancellation, except that the
dead unit needs no acknowledgement. Note also that the general MAU and LNA
management systems will report deaths of this kind in any case. The designer needs to
consider the handling of cancellations and death messages in a consistent manner.

Timeo

uts are normally included in the diagrams.
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7.2 LNA management
7.21 Opening LNA-LNA connection

The LNAs when opening a connection between them use a handshake protocol to exchange
information about each other. This protocol is implemented by the T-profile. The T-profile will
report the remote network node number and other network related information once a
connection has been successfully established.

7.2.2 LNA watchdog functionality

The LNA is required to send regular watchdog messages and to listen for other LNA’s
watch eness
requeg

MAU LNA RLNA RMAU

CC_WATCHDOG
CC_WATCHDOG

LL_ALI VE
LL_ALI VE

The LNA shall send the watchdog

messdge after 20 % o pquest

from qther LN is Il also
accep{ a CC_WA ¢ r after
twice fhe watchdog

NOTE ces the
link levd

7.2.3

Conge done by the sending MAU when it is being notified of a top high
messdge rate. Differént congestion control messages can be sent as indicated by the
comments to figure 20:

(1) from a MAU to another MAU. This results in exactly one message on each of the links
shown in the diagram;

(2) from a MAU to its LNA. This shall result in the LNA sending individual session control
messages to all LNAs that have MAUs connected to the afflicted MAU;

(3) from an LNA to another LNA. This shall cause the receiving LNA to send congestion
control messages to all local MAUs that communicate with MAUs on the congested LNA;

(4) The receiving LNA shall duplicate all received messages to the involved MAUs.
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The diagram below shows the transmission of congestion control messages.

MAU LNA RLNA RMAU
MAPI _SESSI ON i ' | '
LL_SESSION !
MAPI SESSI ON | I
MAPI _SESSI ON | I
LL_SESSION | i
MAP| SESSION | !

IEC__2380/01

Figure 20 — Congestion messages

The MAU getting a congestion message shall stop (or start)
specified priority to the afflicted MAU (or LNA). Continuing to send
may cause link failure or individual message cancellations. Thg [}
to conpestion control messages.

7.3 |Opening and closing MAU sessions

7.3.1 MAU to MAU communication via same LNA

This gtandard requires that a MAU ; 3 ther it
communicates with itself, another MAY on™ . Fqr local
communication only adherence to the se S U and
LNA ig the requirement. In this case, t/ jed as
informpl information only.

NOTE |Note, in particular, thed 2.

The designer shall takesspeei i i ication [where
some [T-profiles > if the
sendef was list

NOTE 3 y s both
connected to the loca & a kind of
loop-bag t ams can
be appl

7.3.2

The o 5 been

establ{shed .Eigure 2% shows the message sequence. The MAU requests a session opening
the yMAPI “OREQ message and gets the acknowledgement (or denial) through the
OACK message. The LNA registers the MAU in the MAU database and broa|dcasts
FIVRAU.

MAU LNA RLNA RMAU
MAPI _OREQ | i i
MAPI _OACK ! ! !
CC_DEFMAU : : i
CC_METOO ! :4____,(@ !

MAPI _FREQ 1 g - ® | L @

@I [} [}
[} [} [} [}

IEC 2381/01

Figure 21 — MAU session open
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Ilowing comments to the sequence diagram apply:

_OACK message)

if an equally named MAU already is registered at the local LNA. In this case, sequence 1
is omitted;

(2) if any remote LNA has a non-local duplicate of a newly advertised MAU, the old MAU
reference shall be deleted and replaced by the new MAU reference;

(3) a CC_DEFMAU message received by a remote LNA which already has registered a local
MAU with the same name shall cause the remote LNA to send a CC_METOO message, but
retain the local MAU in its database;

co

The s
MAU.
down

the LNA. The data object is referenced by the object code OPE
for mgre details. The definition of a new MAU will enahle
interfaces (7.4.3).

7.3.3 Closing a MAU session

The cl

conneg

immed|i

The di

a) the

nor

b) thd
ex
on

c) the
MA
(s€

d) the

trol data object (see below).

ccessful opening of a MAU session causes a control data obj
This data object is used to interrogate the MAU of its status_aR
f desired. The data object is also used by the MAU wat

bnnect

nysical
e LNA

is the

ide, for

se the

| MCP_I D

blishment timer times out (see 7.3.2).

MAU LNA RLNA RMAU

Close event : [ :
CC_DEADNVAU :\‘|\~:
LL_MAUACK(N) ! _ .

MAPI _SESSI ON

LL_DATA(C)
LL_NOMCP

|e

IEC 2382/01

| |
@ Only active connections

Figure 22 — Closing a MAU connection
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In all cases, the LNA immediately closes the physical connection and notifies the rest of the
system of the disappearance of the MAU. LNAs with connections to interfaces on the removed
MAU (comment (1)) shall be directly notified through the use of LL_MAUACK messages (see
7.3.5 for handling of this message on the client side). The rest of the system is notified
through broadcasts from the LNA (CC_DEADMAU).

Any remote MAU that has a connection to the removed MAU (comment (1)) shall be notified
about the death by its local LNA through a session-down message. The LNA shall then
automatically try to re-establish the connection. This process is described in 7.4.

If the remote LNA sends data (LL_DATA) or cancellation (LL_DATAC) messages after the
removtal of a MAU (the MAU is not known locally) an LL_NOMCP message be sent to the
offendjng LNA (comment (2)). This is normally caused by the data messg eing in
the pigeline when the local MAU dies. However, it may also indicate a i e MAU
or the [LNA.

7.3.4 Finding a remote MAU in LNA

The LINA shall maintain a list of local and remote MAUs th&
provide a MAU connection service. To facilitate this servi th \ a’'mix of bropdcast
general name look-up and directed point to point co i bl ent requests.

IEC 2383/01

Figure 23 — MAU look up and close

The LINA’'srMAU | up module will get requests for MAUs as described in 6.2. It is rgquired
to detirmine the location of the MAU. This is done as indicated in the above figure and in the

referemced-clause-The 'Fnlln\nnng comments npply-

(1) unknown MAUs shall be looked for by increasing intervals, either through one-by-one
name requests or through the general LNA watchdog mechanism;

(2) the location of a MAU reported through broadcasts shall be verified by a reliable link
exchange;

(3) if the verification fails, the attempt shall be retried by sending new broadcasts;

(4) if there is already a connection to the MAU, the session establishment steps shall be
dropped. There can also be a timeout associated with the request that can cause a
negative acknowledgement to be delivered at this point.

The module shall also notify the caller of a close in the MAU connection (session close). It is
the responsibility of the caller to request a new look-up for the MAU after a close.

NOTE The labels MauRequest, MauAck and Sessi onCl ose are services provided by the LNA itself and are not
messages.
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An LNA to LNA connection may have to be established before the first contact between the
local and the remote LNA (see 7.1.2).

The client LNA is required to try to restore any interface connection that goes down due to a
server failure. The connection attempt will start as soon as the client MAU has been notified
of the exception. All timeouts and other parameters originally defined by the client MAU will
be used in the new connection attempt. The client MAU can cancel the attempt by issuing a
close interface command.

The following subclause, 7.3.5, defines the actions to be taken in the face of a set of expected
connection down events. Following the specified link down actions, the LNA shall try to

reconn act micoina AN~ tione from tha MALL cnnra h initintian
CoCtTT oo g Co T e CtroTToTT ot e v/ yo—oCarcr— ot o

7.3.5 Server MAU or LNA dies

The connection between the server LNA and the server MAU may \ 5e, the
server| LNA reports the death of the MAU to all LNAs that are Thections
to the dead MAU (see comment (1) below). Only one message heed be - ' A

Dead MAU

LL_MAUACK(N)
MAPI _SESSI O\

The L
dead |
re-ope
mess3g

ith the
s. The
equest

See al

The fo

(1) on LNA.
Al

(2) or

The L ample

connegtions and pending transactions.

7.4 'Opemingandclosinginterfaces

7.41 Opening accept interface

The opening of an accept IF causes the server defined attributes for all the MCPs in the
interface to be registered in the local LNA. The sequence diagram is shown in Figure 25.

MAU LNA RLNA RMAU

MAPI | REQ 1 | | |

MAP| | REQ | ! !
;@ : :

MAPI _I ACK ! ! !
[} [}

|
IEC 2385/01
Figure 25 — Accept IF open
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Any number of definition messages may be sent by the MAU before the final request message
(signalled with false in the more field) is sent. The LNA shall only acknowledge after the final
message has been sent (comment (1)). The LNA may deny the request (negative acknowl-
edge) if errors are detected in the message.

7.4.2 Closing accept IF
The semantics of the interface requires that the server MAU and LNA keep track of client

connections. This requires notification when an accept interface goes down. The sequence
diagram is shown in Figure 26.

MALI LNA__RILNA RMALI

MAPI | REM : i i
LL_| FREM ! ! !
MAPI | DOWN | @ :

[} [}

The following comments apply:

(1) all|client MAUs shall be notified, i.e. more tha
be|necessary;

(2) thg remote LNA shall inform the
pending transactions without further

All pending transactions shall be canclled@

A may

cel all

7.4.3 Opening conne

The open connect IF s

l '
)
- e I
Pl _1 QACK ! : I !
LL_I FREQ L J3aee » '@
LL_I FACK | % |

MAPI _I ACK A/' ,
o6 :

Figure 27 — Connect IF open

IEC 2387/01

The following comments apply:

(1) after the first connection request, the LNA must first locate the RMAU. This is achieved
by using the principles discussed in 7.3.4. This operation may or may not require
communication;

(2) the MAU may issue more than one request (see the state transition diagrams in 6.7.5 and
6.8). The client LNA can buffer requests, although it is recommended that messages be
immediately forwarded. Dependent on message size limitations, the LNA may also have to
fragment each MAU request into several LNA-LNA requests;
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(3) the LNA and the RLNA shall not give an acknowledgement before all requests have been
received (the more flag is false). If the request times out on the client side, the client LNA
will cancel the request;

(4) the RLNA may have to delay the authentication request to the RMAU if there is a
connection limit in force and the limit has been reached by still pending requests.
Normally, the authentication request to the RMAU will be sent immediately after receiving
the first request from the LNA. The client authentication and connection announcement
between RLNA and RMAU is done only once per interface and connection;

(5) more than one acknowledgement message may be needed if message lengths are small.
The last message is signalled with the more flag being false.

ithin an
n from

The LINAs shall insert a session code identifying the MAU-MAU sess i % to its
MAUs] This session code is also used in data messages.

7.4.4 Closing connect interface

A cliegnt initiated close removes all connections o MCPs_i ending
transaptions are cancelled implicitly and without not{fic can be
silently discarded.

MAP| _| REM
LL_I FREM

IEC 2388/01
uré 28 — Interface close

essages (LL_DATA or LL_DATAC), these shall be angwered
ans that a data message crossed the MAPI _| REM mgssage

atatransfer messages move data-requests from one MAU to another and transpofrts the
OGS ir—the—ether—direstionr—Hhese—messages—are—nermally—sent—enr—virtual
connections between one connect and a corresponding accept MCP. The exception from this
is the broadcast messages.

The basic message sequence is described in 7.5.1. It applies to bi-directional data transfers
where the client explicitly initiates each transaction. The client can initiate a new request on a
MCP before the next is acknowledged. Each transaction must be looked at as a separate
object with a unique identity.

Other data transfer types are unidirectional. This applies to subscribe and non-acknowledged
write. Broadcast subscribe is a special case of the subscribe where network bandwidth is
saved by using broadcasts for data transfers. The trade-off is a certain chance that messages
may be lost.
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7.51 Data transfer of read, write or function type

MCPs that support read, write or function, basically support the same transaction mechanism.
This is a full bi-directional client-initiated transfer. The difference between read, write and
function is that the read only carries data from the server, the write only carries data to the
server and the function carries data both ways. The message sequences are the same in all
three cases. The sequence diagram is shown in Figure 29.

MAU LNA RLNA RMAU

MAPI _xREQ | I I

| | |
LL_DATA M :
MAPI XxRFQ | !

e

MAPI _XACK | .
LL_DATA | |
MAPI XACK | |

The sg¢quence is initiated by the client MAU and prop S kd' {Q the U and
back again through the system. Several transactions gz i i Each
transagtion is handled individually.

The following comments apply:

(1) eagh message is equipped with a tra y lity. This identity shall be restoreq by all
parties when the corresponding ackno WeN ent back, for example the local LNA
myst save the client M i réstore it when the acknowledgement
is sent back to the c e is glso used for cancellations and multiple
ac ‘ Nos on identity is not useful for non-acknowl-
edged transactions;

(2) thg LNAs shatlhNigs ig all messages to the MAU that identifies thel MAU-
MAU sessio . \e sessivh code shall be used in the interface conrjection
esfablishment. 2 queued in the LNA if the MAU is congestefd or if

thgre is a limifOnt gnding transactions the MAU accepts;
(3) thsg ledge the requests in any particular sequence and|it may
delay ackno ¢ efinitely;

(4) for| . wledged, write transactions, the LNA and RLNA need not keep track|of the
trapsactions RMAU shall not acknowledge the request. The session information

The v3rious message€ types are listed in Table 14.

Table 14 — Transaction message types

Generic Read Write Non-ack write Function
MAPI _xREQ MAPI _RREQ [ MAPI _WREQ MAPI _NREQ MAPI _FREQ
MAPI _xACK MAPI _RACK | MAPI _WACK MAPI _FACK

Between the LNAs, the LL_DATA message shall be used for all transaction types.

A timeout may be associated with any request. This timeout shall be enforced by the client
LNA and shall, if triggered, result in a negative acknowledgement message to the client MAU
and a cancellation message to the RLNA and RMAU (see 7.5.3). Any errors during processing
of a request shall result in a negative acknowledgement to the originator LNA and/or MAU.
The negative acknowledgement shall be encapsulated in the proper message type, but the
data field shall be empty.
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7.5.2

Subscribe data transfers

Subscribe data transfers differ from the basic type in that several acknowledgements may
result from one request. This is typically done by returning one initial acknowledgement as a
direct response to the initial request and then generating later acknowledgements at the

server

MAU’s discretion. There are four different types of subscriptions:

a) ordinary subscribe: the initial acknowledgement is sent directly and only to the requesting
client. Later, the RMAU at self-controlled events, generates one acknowledgement
message, referenced to its accept MCP that is duplicated by the RLNA to all subscribing
clients. The duplication shall copy the client’s transaction code into the message;

b) individual subscribe: this is similar to ordinary subscribe, except that the RLNA does not

du
me

c) brg
me
co

d) an
glg

The sq

The fiffs

descri

NOTE
register
This ha

blicate later acknowledgements. The RMAU generates individual acknow

nts to each client;

adcast subscribe: as ordinary subscribe, but the later acknowle
ssage on the broadcast channel ABCO to all listening clients
'rect transaction code into the message;

bnymous broadcast. There is no remote MAU in this
bal broadcast address (ABCO to ABC5) and receivers

quence diagram is shown below.

®

IEC 2390/01
igure 30 — Subscribe data transfer

This standard. doeg not prohibit the transmission of more than one initial request. This shall in
onelpending tramsaction at the RLNA for each request and thus, cause multiple later acknowledg

ledge-

ip (5))

rinciple
ements.

no‘use for ordinary and broadcast subscriptions, but may be useful for individual subscriptions.

The message codes shall depend on the type of subscription as defined in the following table.

Table 15 — Subscription messages

Type Init. MAU req. Init. MAU ack. Later MAU ack. LNA-LNA
Ordinary MAPI _SREQ MAPI _FSACK MAPI _SACK LL_DATA
Broadcast MAPI _BREQ MAPI _FBACK MAPI _BACK LLBC_SACK
Individual MAPI _DREQ MAPI _FDACK MAPI _DACK LL_DATA
Anonymous MAPI _AREQ n/a MAPI _AACK LLBC_AACK



https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

- 76 - 61162-401 O IEC:2001(E)

The following comments apply:

(1) for anonymous broadcast requests, the message is only sent to the local LNA. The rest of
the sequence is void. The local LNA will establish a listening port and will transfer
messages received (comment (5))) to the listening client;

(2) otherwise, the first transaction is functionally equivalent to a normal client initiated read
(ordinary and broadcast subscribe) or a function transaction (individual subscribe). See
7.5.1;

(3) the server MAU can delay the first acknowledgement or send acknowledgements in any
order as for normal transactions;

(4) th\‘ Server IMI\ nnnnlo I»A I/r\r\p +hn +rnnor\nl» ior—as nr\nﬂl ng r\“'lf\t\ gh a Fro{ 86 \nOWI‘

edgement is sent to the client. to the
requesting client;

(5) thg sdges to
the server
VA 15);

(6) the b each
rer be) or
on

The cl ription

(see 7). emove

the co

A time by the

client client

MAU and a cancellation .5.3). during

procegsi 2 iginator

LNA 3 proper

messgge type, but later

acknoywledgements c uest if
appropriate. A nts.

7.5.3

The ¢ be used on any type of data transfer. It is used to stpp the
server| request. Figure 31 shows the sequence diagram for the
generaé APl _xREQand MAPI _xACK messages can be any of the legal

requesgt®© R igement messages as defined in Table 14 or Table 15.

Cance| is initiated by the client MAU with the MAPI _CREQ message. The client’'s LNA|sends
the capcellation furthier on in the chain, while it blocks any acknowledgements that arrivie from
the sefver

The following comments apply:

(1) a cancel must be referred to a previous request. The transaction identity code must follow
the cancellation. Any request can be cancelled, although it will have no effect on non-
acknowledged writes;

(2) a transaction timeout can be specified by the client MAU and shall be enforced by the
LNA. If the timeout triggers, it shall have the same effect as if a cancel was issued by the
MAU. However, instead of the cancel acknowledgement normally delivered when the
cancel is complete, the timeout shall cause an immediate negative acknowledgement on
the initial request to the MAU;

(3) if the cancellation is applied to an anonymous broadcast, no further action is necessary
than cancelling the listening port. The cancel acknowledge shall be sent to the MAU;
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(4)

(5)

(7)

Succepsful subscribe transactions (except anon
transagtion identity to cancel. Note that any later,

if the transaction acknowledgement was already received and passed on by the LNA (this
is recognized as if there is no transaction object corresponding to the cancellation
request), the MAU shall get a negative cancel acknowledgement. No further action is
necessary. This corresponds to sequence (4) and voids sequence (5);

NOTE The API in the MAU must determine how to handle this case. It is usually most convenient to ignore
the negative cancel acknowledgement.

if the LNA did not already receive the transaction acknowledgement, it shall send the
cancel request on to the remote LNA and return a positive cancellation acknowledge to the
MAU. The transaction object shall be removed and later data acknowledgements
discarded. This will result in sequence (5) and some parts of sequence (4) (dependent on

A egative ackrmowiedgene O a 9]0) D110 eque EPTESE e teTrHatio e initial
reqhest. In this case, the referenced object should be deleted and a cancellation shs gatively
ackhowledged. The subscription transaction object shall survive the initial acknowledgement.

ancel.
ription

if the remote LNA already has got the acknowledgement, i

trapsaction objects shall normally survive the initial acknowlg

any transaction acknowledgement sent from the remoje M hradh Be i d and
stgpped as early as possible. Unless it was already pédssed he |l LNA
(cdmment (4)) it shall not be delivered.

ave a
s well.

MAPI _xREQ
LL_DATA

_CREQ
I CACK(N)

IEC 2391/01

Figure 31 — Cancelling a data transfer

A cancel message cancelling side effects of the transaction cannot be relied upon, even if the
cancel was delivered to the remote MAU. This is determined by the application.
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8 Message definitions

8.1 Introduction

This clause describes the format of all message types used by this standard. Subclauses 8.2,
8.3 and 8.4 each describe a single communication path. The first is the MAU — LNA path. This
is followed by a description of the LNA — LNA reliable message path, and finally the LNA —
LNA unreliable multi-cast path.

8.1.1 Common message format

All mejssages, regardless of transportation path, share a common format/as described|in the
table helow. The purpose of using this format is to make it easier to reusy 9 in the
transpprt layer interface (TLI) and the T-profile, and to provide possi i a eneral
handlipg of messages in the various software components (LNA and'M
The mlessage format is also defined so that the T-profile can yse t bssage
fragmegntation and assembly over, for example a stream-orig > -410).
Table 16 - Common message
N
Octet # Data type f\\)/ Reld\%scription

d-q wor d16_m ( lvégicﬁcode QWUAW

1-3 wordl1l6_m b?e\ssa typw

4-5 word16_m f‘ N}M

4d-7 r \ NgessageNerGth (= 8 or x+1)

q4-x \D)atv
The magic code i i essages from a special version of the standard or to
distinguish bet i ass. For the purposes of the A-profile, orlly one
code is used: i magic
numbsg
The message er for the application layer. It is dependent on meaning and
contex
The priorityndefiRes\th i ined by
the trg 3 by this
standg
a) PTLLOW low priority (normally used only for stream communication);

b) PT_NORMAL: normal message priority;
c) PT_URGENT: urgent message priority.
The T-profile shall enforce a best-effort priority handling on the network. The MAU and the
LNA are required to process higher priority messages before lower priority messages.

Between messages on the same priority level, the units shall enforce round robin (first in first
out) handling.

The message length contains information for the T-profile and the application layer. It defines
the overall length of the message, including the header.

The rest of the message, if any, is application data.
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8.2 MAU-LNA messages

8.2.1 Message format

—79 —

All messages between MAU and LNA have the same basic format given in Table 17. The
message starts with a magic number, a message type identifier and the message length.
Other fields are described in the following subclauses.

Table 17 — Basic MAU — LNA message format

Octet # Data type Field description
1 wordl R_m I\A/A_MA(?.I C

41-3 word16_m Message type (

-5 wor d16_m Priority /\Q O\

q-7 wordl1l6_m Message length (= 20 or &1)\

d_9 mei d_m MCP ID ( \ \

10 - 11 wordl1l6_m Session code \ N \

12 - 15 wor d32_m Transacth\ \ )

16 — 19 wor d32_m status }z(tlmeout \

TNBY 5
8.2.1.1 MCP ID field.
All LN MCP’s
correspondlng |dent|ty CQ during
interfa ia] code
OPEN [MCP_I D (value z
Note that the LV@ igentity
code ysed by the a
8.2.1.2
The s¢ssion code longs.
The sq \-MAU
sSessio) LNA,

excep

8.2.1.3

Transaction identity

The transaction identity shall be defined by the MAU for all outgoing requests. This identity
code will be used by the LNA to mark the returning acknowledgement messages. Likewise,
the MAU shall use the transaction identity of the incoming request when it is acknowledged.

The LNA is also required to make sure that outgoing transaction codes match those of the
incoming requests. This means that the LNA must store the incoming codes, as a minimum to
check consistency between incoming and outgoing messages.

8.2.1.4 Status or timeout field

The last field before the (optional) message body, status or timeout, will have different
meaning depending on the type and direction of the message.
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a) Request messages from MAU to LNA will have a timeout field. A timeout value of zero
means forever, i.e. no timeout. A non-zero timeout value specified in milliseconds shall be
read and processed by the local LNA. The LNA shall either complete the request within
the specified timeout or return a negative acknowledge with the status code set to
LM TI MEOUT.

b) The status or timeout field shall be ignored for request messages going from LNA to

MAU.

c) Acknowledge messages in either direction using the field for status codes (e.g. when
LNA indicates a timeout — see item a). The status code is used to signal the success or
failure of a request.

Status codes

8211

The sfatus code LM _OK (value zero) is used to signal a normal ackng
code gpecifies some kind of error. All legal codes are defined in anne
with fyture versions of the standard, all implementations shall acce

and hgndle them as unspecified errors.

The MAU shall receive at most one acknowledge mess
subscliptions). In the case of an LNA internal error repo

any ot
This ig, i

A mes

8.2.2
8.2.2.1

This

ered with a MAPI

_OACK message from the LNA.

Table 18 — MAU session open request message

other

codes

ppt for

e site.

If the

| try to
of the

code

Dok-up

Octet# Bata-type Fetd-deseription
0—1 wor d16_m M4_MAGI C
2-3 wor d16_m MAPI _OREQ
4-5 wor d16_m Priority
6-7 wor d16_m Length = x +1
8_9 ncid_m OPEN_MCP_I D
10 = 11 wor d16_m Session (not used)
12 - 15 wor d32_m Transaction identity
16 — 19 wor d32_m Timeout (watchdog interval in ms)
20 — 21 wor d16_m Protocol version, major number
22 _ 23 wor d16_m Protocol version, minor number
24 — 25 wor d16_m Conformance class
26 — X mauname_m MAU name
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The watchdog interval instructs the LNA to periodically interrogate the MAU of its status. If
non-zero, the watchdog interval is specified in milliseconds. A zero in this field disables the

watchdog function.

Following that are two small integers giving the version code of the protocol, major version
number first (most significant) and minor version number second. The version numbers for
this edition of the standard are defined in 3.1.24.

The conformance class is defined in the companion standard IEC 61162-420. It defines the
class of application implemented by the MAU (see | NTERPRETATI ON PFCl ass). The
following codes are reserved by this part of the standard:

o O T O

)
)
)
)

The M
conve

8.2.2.2

The LI

PHC _NONE (zero): no particular application class;

PHC _LNA (one): the MAU associated with the LNA (LNA MAU);
PHC_SI MPLE (two): MAU has rudimentary version control fields
P .

The a¢knowledge messags
of the returned packet wil

a) LM OK means that

b) LM _DUPLI CATE
LNA had the san

c) LM _FORMAT_F
indorrectly;
d) LM_
LNA.

le 19 — MAU open acknowledge message

gsult of the open request. The
ield. The following codes are us¢q

hat the MAU is registered;
sion was denied because another MAU

hall be

format
d:

bn this

matted

by this

Octet # > Data type Field description
0-1 word1l6_m MW4_MAGI C
2-3 wot-c-E6—m MAPH—OAEK
4_5 wor d1l6_m Priority
6-7 wor d16_m Length = x+1
8_9 nmcid m OPEN_MCP_I D
10 - 11 word1l6_m Session (zero)
12 -15 wor d32_m Transaction (as in the request)
16 — 19 word32_m status: errorcode| LM OK
20 - 23 [2] word16_m LNA protocol version code (major, minor)
24 - 25 [2]word16_m LNA software version code (major minor)
26 — X address_m Network address of LNA
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8.2.2.3 Closing the MAU session

Closing of the MAU session is done by simply closing the physical connection between the
MAU and the LNA. It can also be done by sending a “session zero down” in the session
control message (see next subclause).

8.2.2.4 Session control (MAPI _SESSI ON)

This message is sent or received by a MAU to indicate changes in a session. It is normally
used to mark a session as congested or not congested. A MAU can also send it to request the
close of its own session. The LNA will then close the MAU down.

Table 20 — Session control

Octet # Data type Field des;r{ﬁt\io;l (\
0-1 wor d16_m MW4_MAG C \ \
2_3 wor d16_m MAPI _SESSI ON < \ \ S
4-5 wor d16_m Priority AN\ WY\
6-7 wor d16_m Length = 20 \ \\/
8-9 mcid_m OPEN_MCP/D qu us&Q >
10 - fi1 wor d16_m sessiom\\ > / A
1215 wor d32_m ¢\ Trarsaction iderflity (not usea
16 —[19 wor d32_m gi{t}\con}‘a(ns sWntrol message
ection registration. Session code zero

AR

cribed in 5.2.4. The SESSI ON_DOW| code
axcept when it is used on session zero.

The s¢ssion code is the one reported thro
applies to the LNA-MAU séssion.

The sé¢ssion control
shall e ignored wken

8.2.3

8.2.3.1

This m € accept
type, the i ied as

conneg¢ \ \ in the
systen.

Several interface definition messages may be issued by both client and server for the
definitlondof one interface. For both accept and connect interfaces, all MCPs muyst be
accep ed-forthemterfacetobeactivated:

Table 21 — Request interface open

Octet # Data type Field description
0-1 word16_m MW4_MAG C
2_3 word16_m MAPI _| REQ
4_5 word1l6_m Priority
6-7 word1l6_m Length = x + 1
8-90 nmcid_m Interface identity
10 — 11 wor d16_m Session (not used)
12 - 15 word32_m Transaction code (not used)
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Octet # Data type Field description
16 - 19 wor d32_m Timeout (ms)
20 - 23 int32_m IF type (M_CONNECT or M_ACCEPT)
24 - 25 wordl1l6_m Maximum pending transactions (used only for accept)
26 - 27 wor d16_m Maximum number of clients (used only for accept)
28 — 28 bool _m More flag (true if more MCPs follow later)
29 - mauname_m MAU name (null terminated, may be null for accept)
- i fname_m IF name (null terminated)
- password m IF password (null terminated _may be null for acceptf)
- wor d16_m Number of MCPs in this message (
- N
- ncid_m ID of new MCP /\<
- ncpname_m MCP name (null terminated) < \
- X format _m Format string (null termi@étéﬁ\ \
The interface identity code is in another scope than that™ef th identjty codes o the
same pumeric values can be used for MCP and IF cod
The maximum pending transactions and maxiry ide to
contro] MAU load. The limits are enfo means
no lim|t to be enforced.
If a ngn-zero connection limit is speci A shall deny the connection attempt
immediately, if the requesting MAU server
MAU.
NOTE hat non-
authent

same
be zer
The sq

The sq
contai

The M
in clad

se 9. The M

Note

pecific information is repeated for every MCP in the message.

d to define a complete interface. The more fla
if more messages are used to define one int

be the
§ shall
prface.

ge will

ussed

sed to

distinguish between the available broadcast ports. Only ABC MCPs can be defined in an
interface associated with an ABC port.

8.2.3.2

Acknowledge interface open (MAPI _| ACK)

This message is used to report the result of the LNA’s attempt to define MCPs in an interface.
The status code is LM _OK for a successful attempt or one of the following error codes:

a

o O T
- —= - = =

D

LM Tl MEQUT: the request timed out, opening aborted;

LM FORMAT_FAI L: the format of the request was wrong (bad interface parameters);
LM_I NVALI D_MCP: the request contained a useless MCP identity code;

LM I F_EXI STS: the interface already exists;

LM PASSWORD_FAI L: the remote interface was found, but the passwords did not match;
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f) LM_AUTHEN_FAI L: authentication failed at server MAU;
g) LM_CLI ENTS: too many clients.

Table 22 - Interface open acknowledge

Octet # Data type Field description
0-1 word16_m MW4_MAG C
2-3 word16_m MAPI _| ACK
4-5 word16_m Priority
6-7 word1l6_m Length = x + 1
8-9 nmcid_m Identity of IF (as defined by request) f\
10 — i1 word1l6_m Session (for connect) (\\ N\
12 -15 word32_m Transaction identity (not used( \ \
16 - M9 wor d32_m General status N\ \
20 - P1 word1l6_m Number of bad MCP}\ \ \\ \ \/
22 — ncid_m MCP identity & \ peat for
X word32_m Status / N \ba MCPs

The LINA sends one acknowledgement

NS

if the attempt succeeded.

The status code will be LM OK in tat sasé A will be zero. If an error

occurrgd, the general error code will be
appropriate) will follow for the MCPs t
much |information as appropriate intg

compl

diagngstic help to the sysfem\inte

The inferface identity

The spssion cm@s

conne

8.2.3.3
This m
interfacé,
messI

conne

and MCP specific erfors (if
- It is up to the LNAs to [put as
e list of bad MCPs need not be
e number. It is only meanf as a

ide to identify the remote MAU session| Later
e same session will use the same session cdde.

ver to indicate that a client attempts to connect to the server’s
message is sent regardless of the number of connection rgquest
ds. The MAU is not notified of the MCPs to which the cliept has

Table 23 - Interface connect request to server

Octet # Data type Field description
0-1 word16_m MW4_MAGI C
2_-3 word16_m MAPI _| OPEN
4-5 word1l6_m Priority
6-7 word1l6_m Length = x + 1
8-9 mcid_m Identity of IF (as defined by interface definition request)
10 — 11 wor d16_m Session code
12 -15 wor d32_m Transaction identity (not used)
16 - 19 wor d32_m Status/timeout (not used)
20 - mauname_m Remote MAU name (null terminated)
- X password_m Remote MAU’s request password (null terminated)
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The identity field shall be the one the server MAU defined for this interface. The session field
identifies the remote MAU session and will be used in all transactions belonging to this
session. The remote MAU name and password is as specified in the connection attempt by

the client.

8.2.34 Interface connect acknowledge from server (MAPI _| OACK)

This message is sent by the server to reply to a client’s connection attempt. The status field

gives the status of the request:

a) LM OK: authentication given;

b) LM-PASSWORB—FAH—passwords-didrotmateh:
c) LM _AUTHEN_FAI L: authentication failed for other reasons.
Table 24 - Interface connect acknowledge from r
Octet # Data type Fie{(%&@ti% \
0-1 wor d16_m MW4_MAGI C \ \\ \
2_3 wor d16_m MAPI _| OACK \ \ )
4 — 5 word16_m Priority ~ \
6 -7 word1l6_m Lengu},z\gkk ) / A
8-9 nci d_m /\ Idejﬁ& of)lF (as(deer) Werface definition reques})
10 = N1 word1l6_m §G\S§Qn code (as\{requ t)
12 -s wor d32_m /| Transactigmideqtity (not used)
16 19 wor d32_m \ (éﬁm{s c}\{g}b@s}
The identity field shallpbe t U defined for this interface. The session field is
the same as in the reques
8.2.3.5 Inter@
This message is 4s server or cjient to remove a complete interface (connection).
Table 25 - Interface remove
6{tet\#\\ \Data type Field description
0-1 \‘Qr}{e_m MW4_MAG C
2-3 | wSr d16_m MAPI _| REM
4 -5 wor d16_m Priority
6-7 wordl1l6_m Length = 20
8-9 mcid_m Identity of IF (as defined by interface definition request)
10 — 11 wordl6_m Session (not used)
12 -15 wor d32_m Transaction identity (not used)
16 - 19 wor d32_m Timeout (not used)

8.2.3.6 Interface connection down (MAPI _| DOWN)

This message is sent to a server MAU when one client disconnects from an interface. Note
that the general session down message (8.2.2.4) can have the same effect as this message.

No interface down messages are sent if a remote session is terminated.
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Table 26 — Interface connection down

01(E)

Octet # Data type Field description
0-1 word16_m MW4_MAGI C
2_3 wor d16_m MAPI _| DOWN
4_5 wor d1l6_m Priority
6-7 wor d16_m Length = 20
8-9 mecid_m Identity of IF (as defined by interface definition request)
10 — 11 wor d16_m Session
12 -f15 wor d32_m Transaction identity (not used) f\
16 -119 wor d32_m Timeout (not used) /\\
The sgssion code is the one reported through the connection reg

this in
for acq

8.24 Data transfer messages

8.2.4.1 Transaction request messag

The cllent MAU can request data from a-se using the message format descri
in Tablje 27. The same message is als¢ avto servers. The LNA passes th
message encapsulated in e remote LNA. The reply, if any, wil
delivered to the sending KA essage. The x represents a letter code
corresponding to the data

essing other interfaces.

erface when this message is received. It may also delete™al¢li cation

bed
is
be

Qctet # Field description
0-1 \NB@N\G_%\ ) M4_MAGI C
2_3 /\\\Qrb\{s_ type: MAPI _xREQ
4-5 \ ‘Mﬁxﬁm \/ Priority
6-7 & \ le_%B Length = 20 or x+1
8_9 \ m:\j_}/ ident, 1D of MCP
10 — 11 rd16_m Session (only for server)
12 -15 wor d32_m Transaction code (to be returned in acknowledgement)
16 — 19 wor d32_m Timeout (client MAU only)
20 — x wor d8_nf ] Data

The same request message will be used on the client and the server side. The message will
have the same contents except for the ident field, which may change value when it is passed

throug

h the LNAs.

The client’s LNA shall change the client MAU’s MCP ID to the MCP ID of the server MAU.

The session code shall be set by the server’s LNA to the code used in interface connection
establishment (where applicable).
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The transaction code is set by one sending entity and this entity requires that the same code
shall be returned in the corresponding acknowledgement (where applicable). It is the receiver’s
responsibility (LNA or MAU) to make sure that the return transaction code is correct.

The timeout is used by the client MAU and is enforced by the local LNA. No other entity shall
use the timeout code.

The request message can contain data when it is marked with a ‘W’ in the Read/Write column
of Table 13. It is, however, legal to have an empty data field even for a write type message.
The data representation mechanisms are described in 3.4.

8.2.4.7 Transaction acknowledge messages (IVAPT _XACKR)

The transaction request message will normally be acknowledged by except
for ngn-acknowledged write transfers and ordinary subscriptions ~ by the
remote LNA). The format of this message is shown in Table 28. Th : jesan Also be
genergted by one of the intermediate LNAs if an error occurs d e . ositive
acknoyledge will contain the status code LM_OK. Any other codg si )

a) LM_I NVALI D_MCP: the local LNA could not find the spetifi

b) LM _TI MEOUT: the local LNA has detected that thé reques i to the
gi¥en value in the request;

¢) LM _NO_SUCH_MCP: the remote LNA

d) LM FORMAT_FAI L: the remote LNA d i e and
format of the MCP;

e) LM _CONGESTI ON: message dropp€d due_to cx
fy LM LIM T: message g

g) LM AUTHEN_FAIL: M i ice due to\althentication problems.

Octet # \p\ata pe Field description

-1 %o\rdl\s\m V\ MW4_MAGI C

I’B\Q_m type: MAPI _xACK

0

2-3

4-5 < r\Q.G_\K > Priority
6-7

8-9

(\\ woY dl\s\_m Length = 20 or x+1
N ident, 1D of MCP

10 = 11 @ d16_m Session (used by client)

12 - 15 word32_m Transaction code (as in request)
16 - C "'A"erdoz_m otatuc. LIIV‘I G Ul TTTUT

20 — x wor d8_n{ ] User defined data (only if LM_OK)

The same acknowledge message will be used on the client and the server side. The message
will have the same contents except for the ident field and possibly the transaction code fields,
which may change value when it is passed through the LNAs. The server’s LNA shall change
the server MAU’'s MCP ID to the MCP ID of the client MAU. The transaction code shall be
changed by all entities to the code of the corresponding request.

The acknowledge message can contain data when it is marked with an ‘R’ in the Read/Write
column of Table 13. It is, however, legal to have an empty data field even for a read type
message. The data representation mechanisms are described in 3.4.
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The LNA shall check that an acknowledgement from another LNA (encapsulated in a
LL_DATA message) corresponds to a local pending request.

8.24.3 Special considerations for subscribe type acknowledge.

The server LNA maintains the list of remote MCPs that are subscribing to a given server
MAU’s subscribe type data object. The following notes apply (see Table 15):
a) a MAPI _FxACK type acknowledge shall only be sent to the requesting MCP;
b) a MAPI _SACK acknowledge shall be sent to all subscribing MCPs;
c) a MAPI _BACK or MAPI _AACK acknowledge shall be sent once via multi-cast;
)
)

a MAPI _DACK shall be sent only to the MAU identified by the transaction Co

thg receipt of an LL_NOMCP message relating to a subscribing ¢ \ i ssible,
remove the appropriate transaction object from the list of subsg . ~ pplies
to the LL_DATAC and all session or interface close messages;

f) thg server MAU may issue MAPI _SACK messages even thé
These messages shall be discarded by the LNA.

ribing.

8.2.4.4 Transaction cancel request (MAPI _CR

pquest

The MAU can cancel an outstanding transa
i gt be acknowledged by a

messdge. The message format is d ribed
MAPI _|CACK message.

N
Octet # /% tyPe\\ \ \ \ Field description

g@\{w_\m N > Length = 20
/N d_in > |pofmce

10 -1 vbs\r o6.m Session (only for server)

r\SZ_\Q\) Transaction code

5
16 — 1( \ word3\?\_m Timeout (ignored)
A\

The stsion code.shall be set for the server MAU. The transaction code is that used|in the

0

2-3 _
4_5 ( y\n%ilG_mz \P}%rity
6 -7

8 -9

corresponding request message (possibly exchanged by LNAs).

8.2.4.5 Transaction cancel acknowledge (MAPI _ CACK).

The MAU’s cancel request message shall always be acknowledged with a cancel
acknowledge message. The message format is shown in Table 30. The status code is LM _OK
if the LNA was able to detect a pending data message. Other status codes that may be
returned are:

a) LM_NOTHI NG_TO_CANCEL: no acknowledgement pending for this transaction;
b) LM_I NVALI D_MCP: the MCP was not found on the client’s LNA.
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Table 30 — Transaction cancel acknowledge message

Octet # Data type Field description
0-1 word16_m MW4_MAGI C
2_3 wor d16_m MAPI _CACK
4-5 wordl1l6_m Priority
6-7 wor d16_m Length = 20
8-9 nci d_m ID of MCP
10 = 11 word1l6_m Session (for server)
12 — 15 wor d32_m Transaction code f\
16 — 19 wor d32_m status: LM _OK or error code. /\\

O]
2 )
Q
é
19

The s¢ssion code shall be the one applicable to the server MAL shall
be the|one specified for the request to be cancelled.

8.3 |LNA-LNA message formats for reliable link

The r¢liable link is used for all control messages /bet b data
transfers. The broadcast link is used for broadca

8.3.1

All mepsages between LNAs use the gene i in 8.1.1. isions

of that| subclause apply to the LNA-LN

8.3.2 Connection mahagemwe
8.3.2.1 Connectio
Conngction est andled by the T-profile. The TLI will repprt the
succe$s of a conné coming connection attempt by referencing it|to the

network node nu ote host computer and the TP network at which the
connegtion was i8 -profile will make sure that the reported link connection point
is the pnly one ) ynication with that remote LNA.

8.3.2.2

This messageds,tise an LNA to check or verify if an LNA-LNA link is alive.

Table 31 — Connection watchdog message

Octet # Data type Field description
0-1 wor d16_m MW4_MAGI C
2-3 wor d16_m LL_ALI VE
4-5 wor d16_m Priority
6-7 wor d16_m Length = 10
8-9 wor d16_m Status: 0 = request answer

The status code is used to ask for an answer. Zero in this field shall cause the receiver to
immediately reply with a similar message. The answer should normally have the status field
set to non-zero to avoid looping.
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Failing to answer to this message within a deadline defined in 6.3.4 will cause the requesting

LNA to close the communication link and flag the LNA as dead.

8.3.3 MAU management

8.3.3.1 MAU request message (LL_MAUREQ)

This message is used to request the confirmation of a specified MAU’s location. The message
format is described in Table 32. A positive or negative acknowledge is sent in a LL_MAUACK

message.
Table 32 — MAU request message
VAN
Octet # Data type Field descrigﬁv&w
o4 wor d16_m MW4_MAG C /\ \
243 wor d16_m LL_MAUREQ \
45 wor dl6_m Priority
X
67 wor d16_m Length = x+1 < \ N \
849 maui d_m Requestor id \\/
10} x mauname_m

MAU narﬁe st(mp )
%

The MAU identity code transmitted is
this MIAU (corresponding to the LNA'
identity code is also used in the acknowles

8.3.3.2

y the requesting L
escribed in Figure 10).

This message is used to eonfix
connefted MAU to remote yse

receives an LL_MAURI
the ac<now|edg 3

AU acknowledge message

NA for
This

h of a
A that
format

'\&‘\te\t\# \ \Dita Me Field description

0-1 Wor m MV4_MAGIC

Q\z\-g\\ v@rdm m LL_MAUACK

4§5 \ word16_m Priority

6./ |word16_m Length = 12 or 14

8-9 mauid_m Requestor MAU id (from request message)
10 - 11 word16_m Found

12 - 13 mauid_m Local MAU id (if MAU is known)

The LL_MAUACK message contains the identity reported by the requesting LNA and then the
result of the name look-up in the found field:

a) LM OK (zero) is used if the MAU was found as a result of a previous request, the identity

code follows;

b) LM RMAU DOWN is used if a defined MAU has died, the identity code follows;
c) LM MAU_NOT_FOUND is used if the MAU was not found as a result of a request. No

identity code follows.


https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

61162-401 O IEC:2001(E) -91 -

The receiver of this message, when the remote MAU is signalled down, shall inform all its
MAUs that have connections to the dead MAU about its death. Internal LNA states shall be
cleaned up and MCP reconnection attempts shall be started.

8.3.3.3 Congestion control message (LL _SESSI ON)

This message is used to report the congestion state for a specific MAU. It is sent by an LNA
as a result of a request from one of its MAUs. The message can be directed to a specific
remote MAU or be a general congestion report for all messages to the afflicted MAU.

Table 34 — Congestion control message

The afflicted MAU shall always be s

Octet # Data type Field descriptio(\
N
od1 wor d16_m MW4_MAGI C A( o\
213 wor d16_m LL_SESSI ON < \
445 wor d16_m Priority
67 wor d16_m Length = 16 N X
e maui d_m Afflicted MAU ofsendardyANN )
10| 11 maui d_m Offending/ﬁAU MNE LN)\(or Zero)
12}- 15 wor d32_m Congﬁ\st(on c§nyrolkme agN
A\

\The\offending”M is only specified when a

specific MAU-MAU association is addressed \f AU code is zero, all MAUs on

the reg¢eiving LNA that have connectio

message.

The cpngestion control

ignorefd.

8.3.3.4 MA

This njessage is

requegt. The recei

cause| of the
cancellation§ an

e

icted\ MAU shall get the congestion ¢ontrol

2.4. The SESSI ON_DOWN code shall be

own MAU or MCP identity as a result of a previous
ge shall check internal state and try to determihe the
e message may be caused, for example by crpssing

Table 35 — Unknown MAU or MCP

Octet # Data type Field description
01 word16_m W4_MAGI C
23 WoT o6 tE—NOVEP
4-5 wor d1l6_m Priority
6-7 wor d16_m Length = 18
8-9 word16_m Offending message/request
10 - 11 maui d_m MAU id (as transmitted in request — or zero)
12 -13 nmcid_m MCP id (as transmitted in request — or zero)
14 - 17 wor d32_m Transaction id (as transmitted in request — or zero)



https://iecnorm.com/api/?name=220ea0c17649679a90875923e9758f62

-92 - 61162-401 O IEC:2001(E)

The offending message field contains the message code for the offending request (typically
LL_DATA or LL_DATAC). The rest of the message contains target information as used in the
offending LNA’s message identification codes. Fields that are not relevant are zero.

8.34 Interface connection management
8.3.4.1 Interface open request message (LL_| FREQ)

This message is used to request the opening of a connection to a server’s interface on a
remote LNA. The message is compiled by the sending LNA from MAPI _| REQrequests from its
local MAU.

Table 36—topenregquest-message

N

Octet # Data type Field descripfi

1 wor d16_m M4_MAGI C /\ \
3 wor d16_m LL_| FREQ \
5 wor d16_m Priority \ \ \ \/
—7 wor d16_m Length = x+1 < \ \ \
9 maui d_m ID of conneyﬂn/gw N \
10 = h1 mcid_m ID of connéctmé\f \ \/
12 -M12 bool _m MO@\(rLﬁ\\M{/ Wag ollow)
13 4 mauname_m Q S&er M(U nar‘n\e (\rl’{ te%\m/nated)
— i fname_m > IN}»Q(n\ﬂ\erm
- password_m ( &pa\w\ﬁ(n terminated)
- wor dl}/_\Q \ \wm\ﬂsker Nb?é in this message
- mcid_ \( ID\of/ne\)Y\M(CP Information

- m#[%}ﬁ\rygm\ (\ \MMe (null terminated) repeats for

- X /\ fo F&mat string (null terminated) | each MCP

The data entries 3 ame as in the MAPI _| REQ message.

NOTE |In particuhar, aim\p f the message are identical in layout to the MAU-LNA message. Thig can be
utilized ffo make€ processing foreNe

8.3.4.2 acknowledge message(LL_I| FACK)

This messagé.issused\by a server MAU’s LNA to acknowledge the connection of a number of
MCPslin an interfa
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