INTERNATIONAL IEC
STANDARD 61162-400

First edition
2001-11

Part 400:
Multiple t&

Reference number
IEC 61162-400:2001(E)



https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

Publication numbering

As from 1 January 1997 all IEC publications are issued with a designation in the
60000 series. For example, IEC 34-1 is now referred to as IEC 60034-1.

Consolidated editions

The IEC is now publishing consolidated versions of its publications. For example,

editrorTombers— Ot tamd— 2 TeferTespectivety,tothebasepubticat)
base publication incorporating amendment 1 and the base publication inco
amendments 1 and 2.

thre

Further information on IEC publications

this publication, including its validity, is available
publications (see below) in addition to new editions, a

you to search by a vari
commlttees and date of p



https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

INTERNATIONAL IEC
STANDARD 61162-400

First edition
2001-11

LI TEC 2001 U Copyright - all rights reserved

No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the publisher.

International Electrotechnical Commission 3, rue de Varembé Geneva, Switzerland
Telefax: +41 22 919 0300 e-mail: inmail@iec.ch IEC web site http://www.iec.ch

Commission Electrotechnique Internationale PRICE CODE W
International Electrotechnical Commission
MemayHapoaHaa OnekrpotexHuueckaa Homuccua

For price, see current catalogue



https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

-2- 61162-400 O IEC:2001(E)

CONTENTS
O L N I PP 4
INT ROD U CT ION L. e ettt et ettt e e e e e et e e e e e e e e eeneees 5
S T o 0 o 1= PP 6
Tod  GBNEIAL et 6
1.2 APPlICAtION @A .. 6
1.3 Safety implications of using this protocol.............ooiii e, 6
1.4 Components of this standard...............oooi i 7
A (o] 4 PN YN = £ =Y g Lo Y 8
3 DGfiNItiONS o
4  Oyerview and general prinCiples ........oooiiiiiiiii e
4.1 Introduction ... D
4.2 Basic protocol functionality
4.8  Program modules ........ccooeviiiiiiiiiii e N e
4.3.1 Physical modules........cccooiiiiiiiiiiin o NN R e e e N e rneeeneenas
4.3.2  Protocol types .....oviuiiiiiii e N e N N N e
4.3.3 Protocol conformance classes
4. APl versus protocol ...........cccoeiiiiinn,
4. Protocol level entities
4.
4.
4.
5 A-
5.
5.
5.
5:3.2  System management .........ooiiiiiiiii e f 20
53 3—Fimedistribtonr—————r——m—o0o0enee ez -+ 20
5.3.4 Load limMitation ... 20
5.4 Data object connection management ......... ..o 21
5.4.1 Data object states. ..o 21
5.4.2 Server object definition..........ooviiiiiii 21
5.4.3 Client object connection request............ooii 21
5.4.4 Client MAU authentication ............cooiiiiiiiii e 21
5.5  Message trans er. ... 22
5.5.1  Transaction States ......cociiiiiiiii 22
5.5.2 Basic transaction prinCiples .........cooiiiiiiiiiii 22
5.5.3 Transfer mechaniSms ... 22
5.5.4 Data marshalling ..o 23

5.5.5  AUhentiCation ... 23


https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

61162-400 O IEC:2001(E) -3-

5.6 BUIK trans er. . oo e 23
B5.6.1  MeChaniSm ... e 23
5.6.2 Application level activation ... 24

6  T-profile fUNCLIONAIITY ..o e 24

6.1  INTrOdUCHION o e 24

6.2 General overview of quality of SErvice .........ccooiiiiiiii i, 24

6.3  The T-profile SEIVICES ....oiuiiiii e e 25
6.3.1 Network address look-up and mapping ServiCes .........occovieeiieiiiiiinaenaeneenn. 25
6.3.2 Reliable MeSSage SEIVICE ...t
633 Reliable stream service
6.3.4 Unreliable datagram service ..........cccooiviiiiiiiiiiicnn,
6.3.5 System management...........coccoeiiiii
6.3.6 Time distribution............ocooiii G D
6.3.7 Exception handling and reporting

7  Companion standards........cooiiiiiiiii e NG

T Introduction ... R RO R e e N e e e

7.2 The companion standard functionality......... <7 NG S SN N,

7.3 The companion standard language...........fooc /iy o X e e e eeneeneeeeneenan

7.4 Companion standard PFS components

7.9

7.6

8 System configuration services

© 0 © o 0 o
O O = O 10 —

©

Annex| A (
Al
AP
A.B
Al
A.b
A.p(Entity-relationship (ER) diagrams ..........cooiiiiiiiiii b 33
A. Structure Of SErvICe AeSCIIPIIONS. . ... ettt en e enns 33
Annex B (informative) Definition and description of the IEC 61162 series of standards ........ 36
= I 1= o =T - | P 36
B.2 Rationale for specific marine standards.............cccooiiiiiii 36
B.3  IEC B1162-1 SUMIMAIY . ettt ettt et e et e e et et e e e e e enns 37
B4 IEC B1162-2 SUMMIAIY ..ottt ettt ettt e e et e e e et e e e e eanes 38
B.5  IEC B1162-3 SUMIMAIY . ceuitieiiei ettt et et e e e e e et et et e e e e eneenns 38
B.6 IEC 61162-4 SEri€S SUMMAIY ... iuuiiiuiiiiii ittt e et e e e e e e e e e e e eanes 38
B.7 Applicability of the different standards ... 39


https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

-4 - 61162-400 O |

INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 400: Multiple talkers and multiple listeners —

EC:2001(E)

Ship systems interconnection — Introduction and general principles

FOREWORD

1) ThellEC (International Electrotechnical Commission) is a worldwide organizatiq
all mpational electrotechnical committees (IEC National Committees). The object\of \the

this|end and in addition to other activities, the IEC publishes International . eir

nprising
promote

tronie figlds. To

prepafation is

entristed to technical committees; any IEC National Committee iptere S \bj dealt wjth may

participate in this preparatory work. International, governmental agd now

with| the IEC also participate in this preparation. The IEC the
Orgégnization for Standardization (ISO) in accordance with cefditi by agreemen
two prganizations.

liaising
Interpational
t between the

2) The|formal decisions or agreements of the IEC on jble, an
intefnational consensus of opinion on the re i entation
fron] all interested National Committees.

3) Thel|documents produced have the form of re he form
of standards, technical specifications, technisa National
Conmittees in that sense.

4) In ofder to promote international unificatio ampfittees undertake to apply IEC Interpational
Starjdards transparently to/the maximu Ssible\in”their national and regional standargls. Any

divefgence between the IE
indi¢ated in the latter.

5) The|lEC provides no

equipment declargt\to be i N s standards.
6) Atteption is dra Q 9 ibi e elements of this International Standard may

of pgatent rights. Thé

g national or regional standard shall bg clearly

approval and cannot be rendered responsible|for any

be the| subject

International St 62-400 has been prepared by IEC technical committee 80:

Maritime navigati . nication equipment and systems.

The text y €d on the following documents:

FDIS Report on voting
80/309/FDIS 80/324/RVD
Full infornmatiomomthe vuiillg forthe appu.wai ofthis—starmdard—cambe—fourmd—mtheTeport on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The special typographical conventions and nomenclature used in this standard are defined in
annex A, which forms an integral part of this standard. Annex B is for information only.

The committee has decided that the contents of this publication will remain unchanged until

June 2005. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ amended.
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INTRODUCTION

International Standard IEC 61162 is a four-part standard which specifies four digital interfaces
for applications in marine navigation, radiocommunication and system integration.

The four parts are :

IEC 61162-1 Single talker and multiple listeners
IEC 61162-2 Single talker and multiple listeners, high speed transmission

IEC 61162-3 Multiple talkers and multiple listeners — Serial data instrument network

IEC 61162-4 MuTtiple tTalkers and multiple Tisteners — Ship systems interegonreciion

Part 4|of the standard is sub-divided into a number of individual standards v mbers
in the|400 series. This part of the standard, 400: Introduction and gen \ is the
first pqrt.

of the present standard.

S
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1.1

This standard series, IEC 61162-400 and upwards, specifies a co
use inlinterconnected maritime systems. It also specifies an intg .
use topgether with the protocol, a set of rules for the use of thj
interfaces described in the language. Finally, it also provig
docunients for equipment using this standard.

This p
provid

1.2

This p
and r

protocpls on the instrumet ; 6.1 €61162-2 and IEC 61162-3 as refe
in anpex B) and on|the ini i S mainly proprietary or de facto standard

protocpls).

Although this s
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 400: Multiple talkers and multiple listeners —

Ship systems interconnection — Introduction and general principles

S'upc

eneral

A

ta; aceaye

otol for

ge for
ndard
quired

bl and

gation
ctional
other
red to

ystem

level, |t is not limited that. go find application on lower levels (process level) and

in othe

1.3

This 9
verific
properties will\de

pendent on many factors, such as

thg protocol specification (this standard);

in the
safety

the T-profile in use (may be specified by this standard);

the protocol implementation (dependent on manufacturer);

how the protocol is used by individual components (dependent on manufacturer);
how the system uses the protocol (dependent on manufacturers and system integrat

maintenance and supervision of the system.

ors);

These items are only examples and do not constitute a complete list. The relevant authorities
and the class societies will prescribe more detailed rules for the use of this protocol in
integrated control systems.
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1.4 Components of this standard

This standard consists of a number of documents (parts). This introduction contains a general
description of the functionality of the standard and guidelines for the use of the other
documents. The relationship between documents is indicated in the figure below.

Although this set of standard documents is collectively referred to as IEC 61162-4, the actual
part numbers are in the 400-series. The part numbers are shown in the figure below.

A-profile specification
(401)

Basic T-profile Additig
specification (410) T-profilés (41 x(\

API specification

Test and doc.
requirements (402/

N

o betweeh sta dat@lo ments

1 are not part of the standard. They are
P > ent or

Figure 1 — Relatic

The dpcuments marked with a diago
requirgd programmer or operator m
compgnents using this star

The npn-shaded doc cation
librarigs implementing( this pment
using existing ¢

s and
s$pecify

The companion st
integrators of equi
equipment fo i

eneral
ow.

The gepera
princigles-qi

Table 1 — Parts of general principles document

Clause Contents Required for part
Scope Purpose and overview All
Overview and general principles General description of All

application area and usage

General description of
functionality of application level

IEC 61162-420 Companion
standard general principles,

A-profile functionality

T-profile functionality

Companion standard
functionality

System configuration services

protocol

General description of
requirements for implementation
of this protocol on top of specific
transport service

General description of purpose
and functionality of companion
standards

Requirements for integrating
systems using this protocol

IEC 61162-401 A-profile

IEC 61162-401 A-profile
IEC 61162-410 T-profile

Companion standards,
application descriptions

IEC 61162-401 A-profile
IEC 61162-410 T-profile
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2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61162. For dated references, subsequent amend-
ments to, or revisions of, any of these publications do not apply. However, parties to
agreements based on this part of IEC 61162 are encouraged to investigate the possibility of
applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of IEC
and ISO maintain registers of currently valid International Standards.

|EC 641R° 1-2000 A aritimao noln'gg'h'r\n and radincommunication L nt and cvot ms —
LEm =y e ey — —HreH R eO—AaYHgaHOH—a R a—a-eHo- 6 OHHHHHHHEAHOR +HoH t—aHe—S§-St

Digitallinterfaces — Part 1: Single talker and multiple listeners

IEC 6 fems —
Digita

IEC 6 Digital
interfa rk 1
IEC 6 PEms  —
Digita stems
intercd

IEC 6 bms  —
Digita multiple listeners — Ship systems

intercd ¢ transport profile

ems —

IEC 6[1162-420, Maritime
i stems

Digital| interfaces -
intercqnnection — Co

ISO/IHC 7498, @

Refergnce Model

Basic

ISO/IH
— Part

pr sets

For the putpose of this part of IEC 61162 the following definitions apply:

31
A-profile
communication protocol supplying application services (see OSI 5 to 7)

3.2

ABC — anonymous broadcast (MAU)

a mechanism by which a MAU can send or receive data with no defined peer or group of
peers

1 To be published.
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3.3

accept

this term (or server, see below) is used to define the MAU (or other entity associated with it)
that has exported a data object

The term client (or connect), see below, is used about the MAU (or other entity associated
with it) that use the data object.

3.4
API - application programmer’s interface
one implementation of the required application services as defined in IEC 61162-401

NOTE One API from one manufacturer may be different from another API, although the basic functionality is the
same.

3.5
bridge (in the context of a data network)
a network bridge is used to connect two or more network segm
do thig on the data-link level, i.e. it will be able to isolate traffig
other segments, but it will not be able to perform more advai
examgle fire-walls

3.6
callback
a subrputine in the application program called f
previols service request

It of a

3.7
charagter
an oct
contai

(octet

3.8
client
(conne of aaccept type entity

3.9

the A-
nodesji
data s
the dg
layer 3

The cq
compdni
companiof-standards

tween
these
tion of
r user

tion of

3.10
connect
(client) uses the services of an accept type entity

3.1

data marshalling

this standard defines a transmission format for data records that is independent of computer
architecture, network particulars, compilers and programming languages.

Data marshalling routines convert between this transport format and internal data repre-
sentations used in different modules
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3.12

data object

this standard is based on a simplified object-oriented client-server model. The term will be
used in this standard to denote a logical entity that is characterized by the following:

— a data object has exactly one server (one logical network node — MAU). The object comes
into existence when the information about the object is exported to the network by the
server;

— a data object has zero or several clients (MAUs). Clients can connect to the object when
the object comes into existence;

— exactly one client-available operation is defined for the object;

— theg in the
Obj

It is a|’ . , it s\theNidentity of

the obj pUex, on the

object these

operatjons

3.13

fire-wall (in the context of a data network)

a device connecting two or more network segment : safety

related functions. These functions are, as a minimu i rom the fire-wdll onto

certain of the segments and do message filter] £ ifi rset of

functigns are made available from cer{ain ¢ r

3.14

LNA - local network administrator

the prptocol processing medule that twork.

Each MAU has one LNA

3.15

MAPI - MAU AP

a gengric term f@ A

3.16

messdge

a fixed c 162-4

systel. dentified with a message code. All messages, their codé¢s and

forma e A-profile part of this standard

3.17

MAU + MiTS" app

historigalshame (see MlTS)

3.18

MCP — MAU connection point

a reference to one side of a connection to a data object. A server that defines a data object
requires one MCP to handle incoming transaction requests targeted at that object. Each client
using the same data object will likewise require one MCP as a reference to the object

3.19

MiTS — maritime information technology standard

predecessor to this standard. Now superseded as a specification by the IEC 61162-4 series of
standards (see also PISCES). The IEC 61162-4 series of standards are not compatible with
MITS, but the Internet T-profile defined in IEC 61162-410 is specified so that applications and
host computers using MiTS can coexist with equipment using this international standard.
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By integrating one old and one new application on the same host computer, a gateway
between the two protocols can be devised. To facilitate conversion of MiTS compliant software,
this standard's application level services represent a superset of the services supplied by

MiTS

3.20
MTU — maximum transmission unit
longest message length over a given T-profile

3.21

3.22
open §$
This s
intercgnnection [ISO/IEC 7498], but it does not adhere
exact [services provided. The ISO/OSI standard is som
naming of the individual layers in the protocol stack (

The following conventions apply:

— with respect to functionality, the protocol d
ang the application layers of the O

— thdg protocol requires a set of transpoxt se
any number of different transpor
prqtocols will be defined in part 41Q

=

#-that is
of an

stems
to the
or the

htation

icés can possibly be supplied by
(T-profiles). The standard trgnsport

— this standard does ngt profile asylayered. This standard merges pll the

upper three layers Qf th

— thi$ standard refers t

on|top of the@ic tion laye

S
\ \Ere%ntation A-profile
\ Session
\ ) Transport
Network

Data link
Physical

T-profile

UsNay@\/ | Companion standards
)

ompaniQn standards or user layer as a distinct protocql layer

Figure 2 — Protocol layering

3.23
PFS - PISCES foundation specifications

standard set of companion standards, used to ensure a certain degree of vendor independent

interoperability

3.24
PISCES

the name of a European Commission sponsored research and development project that
contributed to the conversion of the former MiTS specification to this international standard
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3.25
server
an accept type entity (see accept)

3.26

stream

a sequence of octets with no internal structuring except for its start and end markers a
sequential ordering of the octets themselves, for example a general data file ¢
transmitted as a stream

3.27
T-profile

nd the
an be

protocpl supplying transport services to the A-profile (see OSI, layers 1 to A

3.28
transdction

definefd where the first or the last part is missing, i.e. wH
transagtion or where the client does not get informatio

3.29
user layer
in the PSI model, it represents what ig

3.30
QoS - quality of service
degree¢ to which a certain
levels] In the context of this’s
transpprt paths, message priorty
(e.g. without errors and 1qss

4 Overview @- 4

4.1 Introductio
This ¢lause gives\an\yove of the concepts and the general principles used

IEC 6 !
and giye \d here they are defined.

4.2 Basicp

The pfotocel functionality is adapted to the requirements for high level integration ¢

es are
te the

higher
ncy in
ecified

in the

troduction to the more technical components of the standard

f ship

equipment. Clause 5 defines the application level functionality provided by this protocol,

a) Support for soft to firm real-time applications. The protocol is not appropriate for har

d real-

time data transport. The protocol provides support for different priority assignments to

different data channels.

b) High inert safety. Error states in the network or in other nodes shall not propagate
network or other nodes.

to the

c) Medium active safety. The degree to which one can rely on the protocol’s QoS will be

dependent on the T-profile in use.

d) Support for message based traffic (e.g. control, supervision, data acquisition) as well as

bulk transfer (e.g. RADAR or ECDIS images). Differentiated quality of service pr
some independence between the two transport modes.

e) Support for commonly used transport primitives (remote read, write, function
subscriptions and broadcasts).

ovides

calls,
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f) Definition of standardized data marshalling for unambiguous transfer of information
between application written in different languages, on different hardware platforms or
under different operating systems.

g) Client-server architecture where systems can be extended incrementally by adding new
clients on top of existing servers.

h) Mechanisms for definition of unambiguous description of equipment interfaces which
support automatic code generation.

i) Support for automatic and distributed configuration of network nodes. This can be used to
provide plug and play service (incremental construction of control networks) or higher
robustness networks through automatic configuration or reconfiguration.

i) Su
k) Su
) Su

4.3 Program modules

4.3.1 | Physical modules

hented
(MAU)
ities are

This standard specifies a system where most of the
in an| application independent module called a
communicates with the LNA through a simple
shown|in the entity relationship (ER) diagram

Host computer

Communicates

IEC 2352/01

— Physical components

The mo K of the modularization is that the application unit (MAU) is
separgted interface module (LNA). This separation means that the
applicafi rt of the system (LNA) has an opportunity to supervise and ¢ontrol
the apjplicatian with reduced danger of error propagation from network to appljcation
and vite versa:

The sgparation can be through a communication link (e.g. TCP/IP), through shared memory or
through a software Tibrary interface. The qualily of the separation will determine the quality of
the inert safety properties.

Each host computer (physical node on the network) can have zero or more MAUs and zero or
one LNA. The MAU uses the services of exactly one LNA to communicate with other MAUs
(through their LNAs). Each LNA can serve any number of MAUs on or off the LNA’s host
computer.

The MAU is the container for application programs. It uses the communication services
provided by the LNA to set up communication links with other MAUs. The LNA is the
application independent communication manager.

Normally, the MAUs and the LNA are separate processes with separate contexts, even when
running on one host computer. However, other configurations are possible:
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— The LNA runs on another computer than the MAU. This is supported by this standard by
using a dedicated point to point communication link between MAU and LNA. This protocol
is described in the A-profile specification.

— The MAU and LNA may be real-time tasks on an embedded processor, sharing the same
memory and resource context (normal for many real-time operating executives).

— The MAU and LNA may be merged into one process or task sharing both memory and
general execution context. This can be a useful configuration for smaller systems where
efficiency and low overhead is of importance.

The different possible configurations are organized in conformance classes as defined in
4.3.3.

4.3.2 | Protocol types
The diyvisi (LNA)
requires the use of two communication protocols
— Th rmally
im F UNIX
shared memory. It can also be implemented as proced S ithi -MAU.
Th i i turers’
do¢
— Th host
co Trd the
T-{ le the
A-
The A use 6.
4.3.3
The ¢ ow to
integrate MAU mance
class gpecifies t 52-401
and in rs, the
conformance cla
Class 2 Class 3 Class 4
< [MAU D] [MAU E]
T .
N -7 MAU F/LNA MAU C
I
i i
i i
i P NA-LCNAprotocols

-
Network § =L MAU - LNA protocol

IEC 2353/01
Figure 4 — Conformance classes
Four class levels of conformance for an application on a host computer are defined:

Class 1

The application contains an LNA that can accept connections from other MAUs on the same
host computer (potentially delivered as a software module) and also MAUs on other host
computers (conformance class 4) via the A-profile MAU-LNA protocol. The application supports
all MAU-LNA and LNA-LNA messages defined in IEC 61162-401. It also supports MAU-LNA
messages transmitted over one of the defined T-profiles, for example IEC 61162-410.
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Class 2

The application contains an LNA that can accept connections from other MAUs on the same
host computer (potentially delivered as a software module), but not from MAUs on other host
computers (conformance class 4). The application supports all MAU-LNA and LNA-LNA
messages, but it does not support MAU-LNA messages over any defined T-profile (only over a
host computer specific inter-process communication mechanism).

Class 3

The application is an integrated MAU/LNA that cannot accept connections from other MAUs
on sa sages
define

Class

The application has no LNA and is dependent on connection to oplicati mance
class jes defi D1 and
only wj

4.4 APl versus protocol

IEC 61162-401 defines a set of service
provide these services in different wé
operating system and programming pa
services shall be documented by the dest

Pls will
juage,
5e AP

4.5 Protocol level entitj

IEC 6[1162-401 specifies
servicgs. These are identifi

AN
BNA

network rdde
numt{f\

cation

< ‘(rawnon local idz/lnct:ilt:; nal?naeta objed!
T-S\ta\t? \\/ function
structure
server
Session Interface
VAT ass0c. c-state

IEC 2354/01

Figure 5 — Protocol entities

The LNAs are the physical communication nodes. They act as switches for data traffic
between the MAUs they serve and remote LNAs with their MAUs. The network level address
will be assigned to an LNA.

The MAU is served by exactly one LNA and no MAU can exist without a corresponding LNA.
Several MAUs can be served by one LNA. Each MAU has a unique name. The name is, as a
minimum, unique for the LNA, but will normally also be unique in the network. One application
(a MAU) that is moved from one LNA to another will for this protocol be treated as the same
MAU. This also means that two MAUs with the same name cannot be distinguished by the
protocol.
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Each MAU normally has a number of MCPs (MAU connection points). An MCP is a local
reference to a global data object. Each data object is defined and served by exactly one
server MAU. Any number of client MAU (also including the server MAU itself) can make use of
the data object. Thus, each data object represents one component of the server MAU
functionality, much as a named function in a program library does. A data object has a name
and it can support exactly one operation (read, write, subscribe, etc.) with one strictly defined
input and/or output data structure.

The server MAU has one MCP for each data object it has defined. This MCP is shared
between all clients that use this data object. Each client needs one MCP for each data object
it wants to use. The server MAU accepts connectlon and exports the data objects to the
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e, transaction is assqciated
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t MAU

, for example by having MCP attributes implemenited as

ning language level objects;

c) highe S i for example complete definition and establishment of MQPs or
int 3

This 1 - services must be considered as minimum services and mgre an
explanation_of the protocol description than an actual API specification.

4.7 Companion standard entities

The companion standard documents allow a designer to specify attribute values for various
protocol level entities (see previous clause). In addition, the companion standard will structure
the use of the entities to develop a general system in the construction of applications and in
how applications communicate.

There are four different types of companion standard document entities as shown in figure 6.
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n data

a) Ddta objects aRQd sed as defined for the protocol level: Interfaces will
co Data objects and interfaces are defined in (component)
I'N

b) Int component interfaces (smaller collections of data obje¢ts) so
the an interface may consist of fewer data objects than the server side
an ay implement different sets of interface components

c) Th of data objects will be defined by separate entities called DATA| TYPE
definition or by entities called | NFORMATI ON definitions.

d) Thecempanion standard may allow several identical interfaces to be implemented ¢n one
MAU. To enable the protocol level to distinguish between the interfaces, each interface
can be assigned a new name by the companion standard. This is done in the APPLI CATI ON
definition document.

e) The companion standard will allow the definition of load and access control attributes
during the aggregation of interfaces in a MAU. It will also define the name of the MAU.
This is done in the APPLI CATI ON definition document.

f) The companion standard will also define a hierarchy of application specifications together

with a similar hierarchy of interface specifications, data structure and information entities,

called

the PISCES foundation specifications (PFS).

This system will ens

ure a

classification of applications according to functional capabilities. As part of this, there will
be a set of interfaces supporting independent operations (e.g. retrieve version numbers,
manufacturer’s code, etc.).
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4.8 Relationship between specification components and products

The various parts of the standard specification and the relationship between them are

illustrated in figure 7.
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c) Data transfer between MAUs. Message and stream based data transfer between MAUSs.

5.2 General principles

5.2.1

Separation between applications

The MAUs are the application dependent parts of the system. The LNAs are completely
application independent. By providing various interface checks between MAU and LNA, it is
possible to give a certain guarantee that application errors do not propagate to the network or

vice versa.

The LNA will also provide certain application independent watchdog services to the MAU.
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5.2.2 Automatic configuration

A MAU shall be able to connect to or disconnect from the network at any time. A new MAU
shall be able to take over the functionality from an old MAU without having to reconfigure
other MAUs using the services of the exchanged units.

This principle is based on having all local configuration information in each MAU. The MAU
name is defined to be unique in the system. By shutting down one MAU with name “X” and
then starting a new (and identical with respect to the interface it has to the network) MAU with
the same name “X”, all clients of the old MAU will change their connections to the new one.

5.2.3 _Client-server architecture hy the use of data objects

This standard prescribes a client-server architecture based on data objects. Ject is
an absgtract entity existing in the network. The data object is definéd onge™a’s MAU
exports its definition to the network. One or more client MAUs can actt object
and exchange messages with the server MAU. A MAU can be kot f|to the

same pr different data objects.

NOTE |There is a definition of a number of “pseudo-objects” for broade 5 do not

have one specific server MAUs, but can be listened or transmitted to b

5.2.4 | Connection oriented

to the
1AU or

The system is connection oriented.
excha

the de andled
separg bjects
where nsport
is con
NOTE
5.2.5
Most client
establ , once
the cq ittate transactions on the connected object. Fonl each

transafti Will get from zero to an “infinite” number of acknowledgements,
all related_to the irity es}/ The number of acknowledgements will be dependent pn the

a) no ite will not give an acknowledgement;

b) ordinary function,fead and write type transactions will give exactly one acknowledg¢ment;

c) supsgcribe type transactions give any number of acknowledgements. This also applies to
broadcastsubscriptions.

NOTE Anonymous broadcast subscribe type objects are not transaction-oriented, but are defined to be in the
broadcast subscribe class for simplicity.

5.2.6 Reliable transfers

Non-broadcast transactions are reliable. Messages are guaranteed to reach their destination
unless a connection error occurs. All connection errors will be detected within a prescribed
time limit and reported to the client and server. A connection error means that some
unacknowledged messages may have been lost, but the protocol cannot say how many or
whether they were processed by the server.

Although broadcast transfers are unreliable, there is still reliability in the connection between
sender and receiver. If the (unreliable) link to the server goes down, the client will be notified.
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5.2.7 Real-time properties

The system provides three priority levels: urgent, normal and low. Urgent messages will have
priority above normal which have priority above low. Higher priority messages will get network
bandwidth before lower priority messages.

Dependent on the T-profile in use, this means that it is possible to allocate a certain part of
the total bandwidth to higher priority messages. This can be used to guarantee an upper
bound on message latency for the different priority classes.

NOTE The different T-profiles must be expected to support priorities in different manners. Some T-profiles may
not support priorities at all. This will be defined by the relevant specifications.

5.3 Application management
5.3.1 | MAU states

The MAU goes through certain states as a component in the s tant of

these pre:

a) no an be
op

b) co

The LNA provides certain services tg i \nd g i hiese states. The LNA will

alson i about the death.

5.3.2 | System management

The T|-profile will defing/Certai allow a (possibly duplicated) gystem

manadement function to be i bedh hanisms will depend on the T-profile in
use. These mechanis i el, for
exampgle network load bnding

profile

network address r
docuni

All LN gciated with it that allows the host computer or a ¢entral
systemp manage gccess statistics about the LNA. Certain manadement
functid [ s 3 The mechanisms implemented by this MAU will be rlelated
to lodi i mranagement functions. This includes statistics and general

inform k cal ang remote MAUSs, data objects and transactions.

5.3.3

The Tiprofile will define services by which the host computers can synchronize their internal

| k + ack thaor 2} auaeatana—abal—in—tra— o b baoct comotaric oo [} H
CloCKs—to—eath—other—mne appPTTCatuoTTS STrart 1T o ST UaTe NMmMoUsST CUTTTIUtTCT 5 OTITC .\.,eplng

function for synchronization to the system.

The A-profile will not define time keeping functions beyond this service.

5.3.4 Load limitation

The LNA will provide a mechanism by which the communication load on the application unit
can be limited. This mechanism will be based on specified upper limits in the interface
connection requests. Such load limits can be specified both by server and client.
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5.4 Data object connection management
5.4.1 Data object states

The states of each MAU’s connection to a data object is reflected in the state of the MAU’s
MCP. The states are the same as for the MAU: Not connected and connected. The meaning
of the states are a bit different for server and client MAU, but basically the connected state is
a prerequisite for communicating.

Broken connections on the server side will be propagated to all client MCPs reflecting the
relevant data object. This is handled by the LNA through the protocol.

5.4.2 | Server object definition

A MAU can define new server objects at any time. The server does ¢his bf sreati b local

MCP fpr the served object and exporting the attributes to the LNA.

a) theg server MAU name (implicit in the request);

b) the data object name (possibly divided into an interface

c) the
d) thg
The s¢rver may specify that it shall be informed ut client.
This in i , i nect to
the ob \ ' AU identity together with an
option e y—atcept or deny the connection
attemg ication of the client MAU’s sessign with
the se e same for all connection pgints to
which

Several data objects ma : . interface. The functionality is the same as
descri will have a prefix consisting of the inferface
name.

5.4.3

A MALU
a clien

efining

The o
reques
times put (time ot

of the
peatedly try to connect to the object, until the connection gttempt
be set to infinite).

The LI
the server denied the connection or if the connection attempt times out.

rred, if

Several data objects may be connected as one interface. The functionality is the same as
described above, but the data object names will have a prefix consisting of the interface
name. A client side interface must be a sub-set of the server side interface, but they do not
need to be identical.

5.4.4 Client MAU authentication

The LNA will use T-profile functionality to monitor its connection to other LNAs, which in turn
monitor their connections to local MAUs. This monitoring will be used to verify that a
connection between a local and remote MAU (carrying traffic related to one or more data
objects) is not broken by possibly “hostile” MAUs or LNAs.
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The local MAU can, if requested, get a session identifier together with all connection and
transaction requests from remote MAUs. This session identifier can be used to check that
different transactions and connection attempts come from one and the same remote MAU.
This means that one (companion standard supplied) authentication mechanism can be used
to cover many different data objects or transactions by letting the server verify that the
session identifier does not change.

NOTE The quality of this service will depend on the quality of the corresponding services in the T-profile.

5.5 Message transfer

5.5.1 Transaction states

A client MAU can initiate several concurrent transactions on one MQCP. action
acknowledgement can also be delayed by the server. For this reason D treat

each fransaction as an object. Each client initiated transactio in a
transagtion object both on the client and the server side. The obje 2 result
of the client action and will be deleted as soon as the transacti ut or is

cancelled.

5.5.2 | Basic transaction principles

Messdge exchanges between client and server M
Each nequest from a client is assigned a unlque 2
to the client on completion. This means

ransaction pr!}rciple.
number which is returned

a) the
b) the

c) thg
kept track of;

ities are
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mgssages will have the

ription

e) itip possible
f) a
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Each fransaction\car bpe i , (if an
exceplion o i [ infini i iptiong). All
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attribufe>

specifications, due to limits in the T-profile, will normally result in the denial the estabfishing
of a cqnnéction to the data object in question.

The r]aximum size of the message is dependent on the T-profile. Unsupported [length

5.5.3 Transfer mechanisms
The following transfer mechanisms are defined.

a) READ, WRITE, FUNCTION: Request the sending and/or receiving of one message.
Reliable service. The write function is acknowledged.

b) NON- ACKNOWLEDGED WRI TE: As normal write, but without acknowledgement. The service
is reliable, but one cannot know how many messages were lost if a connection failure
occurs.

c) SUBSCRI BE: A number of clients subscribe to one server and get any number of
messages back from the server. The server decides when a message is sent. All clients
receive the same message except for the first message returned from the subscription
request. This message is only sent to the subscribing client. The service is reliable.
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d) BROADCAST SUBSCRI BE: As normal subscribe, except that messages are sent as
broadcast datagrams. This means that messages (except for the first message after
subscribe request) can be lost. The connection management, however, is based on a
reliable LNA-LNA link. A set of pseudo-objects will be defined that allow MAUs to
broadcast and/or listen to globally defined connection points.

e) | NDI VI DUAL SUBSCRI BE: A mix between function call and subscribe where the different
clients may request individual subscription messages. The server needs to keep track of
the clients itself.

f)  ANONYMOUS BROADCAST SUBSCRI BE: This function is similar to ordinary broadcast
except that there is no link between the sender and receiver of messages. Every MAU can
send or listen to these messages.

5.5.4 | Data marshalling

The protocol defines a hardware and network independent transmigsi nsures

that individual data entities and structures are received with the sa 5 sent.

This mainly means that receivers and senders must convert betwe er and

structyre element ordering and padding. The API will be xequire ' 5 data

marshplling. The following types of data elements are supported:

a) sidgned integers: 8, 16, 32 and 64 bits of length;

b) unpigned integers: 8, 16, 32 and 64 bits of lengt

c) characters: 8 and 16 bit lengths;

d) flopting point: 32 and 64 bit lengths,

In addjtion to individual data entities, the pQrts the following structuring:

a) fix

b) va

Cc) req

d) un 6l S\ is\a type safe implementation where legal recqrds or
en 3 t'code is transmitted with the message;

e) op Rstructured blocks of octets that are given a meaning
on companion standard document called “inforpnation
sp

The mpaxipmuns : g8 structure is given by the T-profile’s MTU limitation.

5.5.5

All trapsactions withbé tagged on the server side with the client MAU’s session identifier. This

is donp by, the LNA based on transport level connection management services. The session

identiflerrcan-be used to ir*lnni'if\ll a-MAU and a session-across different server connection

points. The standard will provide a companion standard for user and client authentication that
can be used together with the session identifier.

NOTE The quality of the authentication will be dependent on the quality of the T-profile used to do the
authentication.

5.6 Bulk transfer
5.6.1 Mechanism

The T-profile will provide a mechanism for transfer of large amounts of data over a low or
normal priority communication link. The LNA will provide a service to the MAU where this
mechanism is made available. The transfer will be made in one of two ways:

a) the MAU transfers the data block to the LNA with an IPC mechanism. The LNA transfers
the data block to the destination;


https://iecnorm.com/api/?name=4589680a1a683a8cc284540bf427cae7

- 24 - 61162-400 O IEC:2001(E)

b) the MAU passes a reference to the data block to the LNA. The LNA reads the data directly
and transfers it to destination.

The receiving side will get data in a corresponding manner. The LNA will take care of flow
control to avoid overloading the network or the involved MAUSs.

5.6.2 Application level activation

This will be handled by transferring the bulk addresses between sender and receiver MAUs
through normal MCP activations. The companion standard will contain provisions for this.
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e) support for redundant transport network. Some T-profiles shall be able to supply
redundant communication paths to the A-profile. This service shall, if available, be
independent of A-profile;

f) communication link authentication quality. The T-profile shall have the possibility to
identify end-points of a communication link so that these cannot be changed during
operation. The quality of this mechanism will impact the corresponding authentication
service in the A-profile;

g) time precision related to a global reference. Some T-profiles may not implement a global
time service;

h) network management services. Not all network management services may be available for
all T-profiles.
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Other parameters related to the quality of service (e.g. maximum transmission delay, buffer
sizes and various control parameters) may also be made available.

6.3 The T-profile services

The standard T-profile services include time distribution and network management services as
well as data transport services, although the former is not part of the transport profile in the
OSI sense. These services and protocols are included in the T-profile fragments due to their
dependencies on the transport level protocols.

6.3.1 Network address look-up and mapping services

It-shdll also

The Tiprofile shall be able to assign network specific addresses to the node
' anism shall

have provisions for mapping MAC addresses to network addresses.
make the A-profile independent on the MAC or network level addresgih

6.3.2 | Reliable message service

ith the
ted to

Transport of finite length messages from point to point. Thj
priority levels urgent and normal. Message length fo

The gervice will be based on a cgnnectio
established prior to message exchang

S are

6.3.3 | Reliable stream service

Transport of stream data ( i t. i i ith the
priority levels normal andAo [

This service will also

Unrelia >

Multi- jor broadca - gervice
shall phot depend i i i - ile.l As a
minimym, theA 2 i- i i LNAs
in a ngtwork.

6.3.4

6.3.5

The T{profile-shal _provide certain system management functions, for example with the help of
SMTP| TheJservice¥ include network load monitoring and network node health monitoring.
They may-also include services for the allocation of network level addresses to nodes.

6.3.6 Time distribution

The T-profile shall specify how time is distributed and synchronized. The quality of service
attributes should include a measurement of expected offset from global time, for example
UTC.

6.3.7 Exception handling and reporting

The T-profile shall specify what failure modes it can detect (and possibly correct) and how
these are reported. Exception reporting should normally go via the network management
services.
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7 Companion standards

7.1 Introduction

The main purpose of the IEC 61162-4 series companion standards is to provide an
unambiguous way of interpreting data transmitted via the protocol. In this sense, the
companion standard adds meaning to the data, converts it into information and makes it
useful for all applications connected to the network. To serve this purpose, the companion
standard defined in IEC 61162-420 provides the following:

a) a language used to define information types, data types, application interfaces and
applications. This language is readable as well as interpretable by a computer;

b) a gtandard set of information types, application interfaces and applicafions wmaking Lllp part
of [the PISCES foundation specifications (PFS). This set is used i

c) a Way to structure applications within the PFS framework. This
pafrts of the PFS components mandatory and by defi
copstruction of applications from non-mandatory components

d) a framework for creating new applications from the
companion standard language.

The standardized set can be extended by the applicatio i banion
standg > so be
exteng

7.2

The cq
for theg i
entitiep
entitiep

, Except
| level
s. The

Th

)

) Th
c) Th
)

)

banion

In addjtion;-the companion standard will allow application programmers to define “information
specifications” that give further instructions on how to interpret the data transported bgtween
applications.

7.3 The companion standard language
The application standard language description defines four types of documents.
a) Data type definitions: these documents define the structure of data structures used in

messages.

b) Interface definitions: these documents define the construction of data objects and how the
data objects are organized in interfaces.

c) Application specifications: these documents define the construction of actual applications
and resolves configurable name issues and assigns server and client functionality for
interfaces to the application.
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d) Information specifications: these documents provide specifications on how to interpret
data transmitted in messages between clients and servers. These documents can also in
some cases provide additional structuring information for data (if the data is of the opaque
block type).

The companion standard general-principles fragment provides this information.

NOTE It is possible to create applications using this protocol that cannot be described by the companion standard
language. The language must be viewed as representing a subset of the possible functionality and that this subset
has been selected to give a better structure to applications using this protocol.

7.4 Companion standard PFS components

The cpmpanion standard general principle will also define certain comp
must e used by PFS compliant applications. These components are:

can or

7.5 ¢

The ¢ riclude standard inferface
compd - eate a general framewprk for
applications that allow general system m ions be implemented independently
of the pupported functionality.

7.6 Companion standafd a

Finally, the companion’s ENe G will provide a standard way to doqument
application interfaces y any
manufpcturer, i

8 Sy
8.1
MAUSs d by a
numbs define
these

8.2 $ystem configuration principles

An IEC 61162-4 system shall consist of a number of nodes exchanging information according
to the client/server scheme. It is important to build and maintain such a system with minimal
effort, a fact that requires a lot of automatic configuration as well as operator-controlled
configuration. API services are provided to enable such changes in configuration.

Generally, configuration information may be saved in a non-volatile memory such that when a
node is removed and reinserted (either the same or a compatible one), all parameters are
restored (time synchronization, active connections, open files). This issue is addressed at the
companion standard level.
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Parameter changing may be done without stopping the application. Application software
upgrades may be done by passing functionality to a back-up MAU (if necessary), stopping the
application and restarting it with the new software. Both may be performed either locally
(through serial port or an attached console) or remotely (over the ship network).

8.3 Physical network configuration

Normally the system integrator needs to configure the physical network parameters. This is
done by assigning physical network addresses to the relevant nodes after a template has
been defined by the system integrator. It is possible to do this automatically by utilizing
Internet protocol services, but this is not recommended by this standard.

B error
scribe
station

The sfandard prescribes the use of suitable network management protoc0l to supervis
conditjons and traffic status on the physical network level. Various F-profites will)pre

as parf of the network configuration.

8.4 pplication configuration

lowing
et by a

Most MAU parameters can and should in principle be defi
list idgntifies the most important parameters and indig
system integrator.

a) MAU name. This must be unique i ible to
define without knowing the actuali

b) Server MAU names as used by thexcli in tfhre—€ases where the configliration
noted in a) above have the possibility of beco 5ed.

c) Palssword where this i tri o the' MAU (e.g. to allow authorized users

only to access the M

8.5 Error monitoring

Errors| may be Y or configuration errors. It is essential to|report
when @ source of inf6 i S if no data is expected at the time of failure. The API
providps services /i i errors, log the events, provide for MAU notificatipn and

enablg € on, re-initialization, configuration change) according to
their geverity. 3 er may design the actual approach to tackle the pg¢ssible
problems,

In casg of fajlure remote server application, a back-up MAU must be sought. If thig is not
possible, thech plications must monitor when the server is up and running again| If the

failed femote.sideNis_a client, a warning is issued. It is possible though that the failure if in the
communication link. Then, a redundant path must be followed. If this is not possible, the LNA
shall attempt to connect to the other side as soon as the link is operational again In all lcases,
the active LNAs update their internal databases of live connections and continue to listen for
other LNASs’ activity. Such diagnostic functions on the network must not delay safety-critical
data.

The standard prescribes the use of a separate network management protocol to implement
these functions. This protocol will be different for different T-profiles.

8.6 Load/performance monitoring and reporting

It is primarily the role of a network tool to monitor network activities such as link utilization,
packet delays and errors.
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However, the LNAs that constitute the network segment of an IEC 61162-4 system, may well
monitor network traffic that refers to transactions, connections and related events. Such
information may be logged and viewed off-line.

Additionally, LNAs may interface to the network protocols in order to acquire additional
information such as link utilization and timeliness. These will help to apply measures such as
a flow control and rate control to the MAUs attached to the LNAs, or initiate a degraded mode
of operation if the network performance is deteriorating. This functionality may be performed
on-line.

The standard prescribes the use of a separate network management protocol to implement

these
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Annex A
(normative)

Typographical conventions and nomenclature

A.1  Use of typeface

This standard will use the couri er typeface for symbolic constants and data types that are

defined to have special meaning here. All other text will use the normal typeface.

A.2 [Regular pattern

This sftandard will use regular patterns to formally define the for
This rmeans that the string format will be presented as a

charagters can be substituted with zero or more characters. ¥
be usgd in this standard:

a) A

lfcharacters except [, 1, ‘+’, ', “?” and ‘\’ represe

trings.
certain
les will

b) Square brackets (‘[ and ‘]’) enclose a list of P hisnconstruction represents one

character from the specified list. Thé

d) The plus sign (‘+

times.
EXAMPLE - [ab]t”
e) A puestion
printing characters.
EXAMPLE /%

f) A back-slas 8 e immediately following character shall be taken li
e wing characters are octal digits specifying a legal character

ntify a

imes.

SO on.

more

j non-

erally,

In some casgs; definitions will be extended with other characters with special megning.
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Constant representation

Table 2 defines the allowed ways to write literal constants in this standard.

Table 2 — Constant representation

Form Example Description
1 [0-9]+ 1, 23, 456 Positive integer in decimal notation
2 0x[0-9a-f]+ 0x1, 0x12c, 0X12C Positive integer in hexadecimal notation
3 0[0-71* 01 072 0454 Positive inteqger in octal notation
4 -[0-9]+ -300 Negative integer in decimeﬁ notaﬁ)ﬂ
. . N
L N.F, NeN, N.FeN 1200.0 12e2, 1.2E3 Floating point /\< (\
g4 |~ ‘8 b’ 023" One character '\
1 “ “text”, “\013\012" Text string /\ \ \
4 [EE {“text*, ‘b, {32, 3}} Aggrega}m@ﬁ{{t%{)\)
The fgrm column defines the legal format of the lit d xten regular patter
extendion is the introduction of the specjal chara ;
— an|'N’ represents a positive or negali umber as defined in row 1 or 4;
— an|'‘F’ represents a positive decimal i

- anf

Each ¢ ine in the table

a) thig dr all values unless stated as in the c
be segquence of the digits zero (0) to nine (9)

b) he solme Ccases and is always identifiable by the pr
im number, for example 0x100 is equivalent t

Le

prefix 0X.

nur

e) flopting point Num

efix/the exponent A negative manhssa or exponent is indicated by a minus sign g

one to ten, i.e. recursion is alld

bers shall be written as in row 5 of the table. An ‘e’ (or optionally

n. The

wed.

auses

pfix Ox
b 256.
se the

7,

decimal

an ‘E’)
irectly

f) characters are put inside single quotes as shown in row 6. Character and string definitions
may contain “\NNN” to represent non-printing (and printing) characters. Exactly three octal

dig

its give the numeric code of the character as defined in [ISO/IEC 8859-1];

NOTE - Literal text strings of the form “\ooo”, where ‘o’ denotes a legal octal digit must be wr
“\134000”. “\134” is this standard’s special code for backslash.

g) text strings shall be written within double quotes as shown in row 8;

itten as

h) literal records or arrays are written as in row 8. The number and types of elements must
match those of the record or array it is associated with. It is legal to use nested array or
record literals.
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A.4 State machine descriptions

Services that the protocol supplies to the applications are in places described in the form of a

state transition diagram. Figure 8 shows parts of a state transition diagram.

Event Event
Action Test
A A
State
1
Event cond. 1 cond. 2
Action Action 1 Action 2
A

Figure 8 — State transition diagram nomeqclatu

The Igft-most drawing shows an ordinary state (rectangte ition\§n and out. The

name |of the state is inside the rectangle and there

ber in thg lower

right gorner. Arrows pointing into the state show tr#@nsitions i g and arrows leading

out of the state show transitions to other states.

Each {ransition is labelled with the exent , catsed this transition and the

action|(below the bar) that will be taken™an e

The right-most figure shows a test. (n-goi ansition arrow has a test instead| of an
action|and the outgoing tead of event. No state name or number

are aspociated with tests.

A.5 Context{}g
Context diagramsar

exampgle is shown

req

data/(ack)

‘/: Extern 3

“(req)

environment in which a given module operates. An

Extern 2

Figure 9 — Context diagram nomenclature

IEC 2358/01

The described module is shown as a circle, communicating entities as rectangles. A set of
identical instances of communicating entities are shown as a stack (Extern 2). The arrows
show communication flow between entities, dashed arrows show communication exchanges

that are not required by the standard.

The communication between the module and external entities are done by exchanging

messages. The messages are generally of the following types:
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a) request/acknowledge exchanges (req/ack in the context diagrams) where one module
requests a service and the other supplies (or denies) it;

b) data driven exchanges (data in the context diagrams) where messages from one module
shall be processed and possibly sent on to another. The sender relies on the message
being processed by the receiver or that an exception is raised (usually indicated by
another data message in the reverse direction);

c) Informational messages (info in the context diagrams) where one module sends an
unacknowledged information message to another and does not rely on it being processed
or re-transmitted.

A.6 Entity-relationship (ER) diagrams

This sfandard uses ER (entity-relationship) diagrams to specify relationships betweén, opjects.
The standard uses the OMT (object modelling technique) nomenclaturé whefenanobjedt is an
instange of a class. In an entity relationship diagram, in the object B i class
represents zero or more objects in the system. The object units,
informption entities or any other physical or abstract item t other
items.|The different relationships are described in figure 10.
Class name Class 1| Association| Class 2 Llass 1 Class 2
Attribute 1 name ( O
Attribute 2 ———— 11 mandatory /@@/ Q{L‘\ ’_L‘
Operation1 : ' Class {la Class’1b] Y | Class 2a Class 2b
Operation2 N, /
Class symbol &mtion Specialization
IEC 2359{01
gram nomenclature
From Ie
a) cl : ent objects are drawn as shown or simplified as [on the
rig Asi peface at the top is the class name. Then (optionally) a| list of
attri .00 S and then (optionally) a list of operations (e.g. conngct to,
se eceive i
b) relation We-multipligity, for example one to many can be specified, and associgations:
na '
c) aggregation: a~€lass 1 object consists of (or can be decomposed into) one class 1a
obFect and one class 1b object;

d) specialization: class 2 can be specialized into class 2a and class 2b. A class 2a object
has all the attributes and operations from class 2a, but it also inherits all the attributes and
operations from class 2.

A.6.1 Restrictions

In this standard, object orientation is only used to model systems. To avoid confusion with
C++, no classes, objects or instantiations shall be mentioned.

A.7 Structure of service descriptions

This standard describes a set of protocols (T-profiles, A-profile and possibly some companion
standard protocols). These protocols require the implementation of a set of services to make
the functionality of the protocol available to programmers. This clause describes the standard
format for the service descriptions used by this standard.
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