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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-26: Application layer protocol specification —
Type 26 elements

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interpational
co-gperation on all questions concerning standardization in the electrical and electronic(fields. To this gnd and
in afldition to other activities, IEC publishes International Standards, Technical Specifications, Technical Heports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “EC) Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dgalt with
may participate in this preparatory work. International, governmental and non-governmental organizations|liaising
witH the IEC also participate in this preparation. IEC collaborates closely with the International Organizdtion for
Stapdardization (ISO) in accordance with conditions determined by agreemeént) between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matters expressyas nearly as possible, an interpational
congensus of opinion on the relevant subjects since each technical\committee has representation ffom all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for interfiational use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are ‘made to ensure that the technical content| of IEC
Publications is accurate, IEC cannot be held responsible\ for the way in which they are used or for any
mis|nterpretation by any end user.

4) In grder to promote international uniformity, IEC National Committees undertake to apply IEC Publjcations
transparently to the maximum extent possible in theirnational and regional publications. Any divergence between
any|IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC]itself does not provide any attestation of<conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible [for any
seryices carried out by independent certification bodies.

6) Al

7) No liability shall attach to IEC g@r its directors, employees, servants or agents including individual expdrts and
merthbers of its technical committees and IEC National Committees for any personal injury, property damage or
oth¢r damage of any natufe_whatsoever, whether direct or indirect, or for costs (including legal fe¢s) and
expenses arising out of~the publication, use of, or reliance upon, this IEC Publication or any otler IEC
Publications.

sers should ensure that they hayetthe latest edition of this publication.

8) Attdntion is drawn te the Normative references cited in this publication. Use of the referenced publications is
indispensable forythie correct application of this publication.

9) Attgntion is dfawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rightts. IECsshall not be held responsible for identifying any or all such patent rights.

Attentjon(is drawn to the fact that the use of the associated protocol type is restricted|by its
intelleetaad plUpUlty |;yht hotders—tratt CasSes; the—commitmenttotimitedreteaseofintetectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-26 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This second edition cancels and replaces the first edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:
a) expand Common-memory-area as a new Common-memory-area-3 (CM3);
b) add new protocol elements with expansion of Common-memory-area:
— Extended-cyclic-data transfer element;
— Extended-participation-request element;
— Extended-network-parameter-read element;

— Extended-network-parameter-write element.

The tgxt of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information on the voting for its approval can be found in the report.on voting indicgted in
the alove table.

The Ignguage used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordlance with ISO/IEC Directives, Part 1 and ISO/IECBirectives, IEC Supplement, available
at wwjw.iec.ch/members_experts/refdocs. The main,/decument types developed by IE[C are
descriped in greater detail at www.iec.ch/publications.

A list] of all parts of the IEC 61158 series,published under the general title Industrial
commjunication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC.wéb site under webstore.iec.ch in the data related [to the
speciffc publication. At this date, the publication will be
e regonfirmed,

e withdrawn,

e replaced by a revised edition, or

e anpended.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety
of purposes:

e as|a guide for implementers and designers;
o forl use in the testing and procurement of equipment;
e as|part of an agreement for the admittance of systems into the open systems environment;

e as|a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and‘interworking of sepsors,
effectprs and other automation devices. By using this documentogether with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systemns can
work fogether in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-26: Application layer protocol specification —
Type 26 elements

1 Scope

1.1 General

The fieldbus Application Layer (FAL) provides user programs with a meanscto."acce
fieldblis communication environment. In this respect, the FAL can be viewéd,as a "W
between corresponding application programs".

This gart of IEC 61158 provides common elements for basic time-critical and non-time-
messdging communications between application programs in an automation environme
mater|al specific to Type 26 fieldbus. The term "time-critical" is used to represent the pre
of a time-window, within which one or more specified actions ar€ required to be complete
some |[defined level of certainty. Failure to complete specified actions within the time w
risks flailure of the applications requesting the actions, with*attendant risk to equipment
and p¢ssibly human life.

5s the
indow

ritical
nt and
sence
d with
indow
plant

This document defines in an abstract way thecéexternally visible behavior provided by the

Type 26 of the fieldbus Application Layer in terms of:

o the abstract syntax defining the application layer protocol data units conveyed be
communicating application entities;

tween

e the transfer syntax defining the qapplication layer protocol data units conveyed between

communicating application entities;

o the application context state”machine defining the application service behavior
between communicating application entities; and

o the application relationship state machines defining the communication behavior
befween communicating application entities.

isible

isible

d

to the OSI Basic Reference Model (see ISO/IEC 7498-1) and the OSI Abplication
Structure (see ISO/IEC 9545).

nance
Layer

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented Application Service

Elements (ASEs) and a Layer Management Entity (LME) that manages the AE. The

ASEs

provide communication services that operate on a set of related application process object

(APO) classes. One of the FAL ASEs is a management ASE that provides a common
services for the management of the instances of FAL classes.

set of


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

IEC 61158-6-26:2023 © |IEC 2023 - 15—

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
send/receive is specified. This permits greater flexibility to the FAL users in standardizing such
object behavior. In addition to these services, some supporting services are also defined in this
document to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this document is to specify the syntax and behavior of the application
layer L . : .

A segondary objective is to provide migration paths from previously existing\industrial
commpunications protocols. It is this latter objective which gives rise to the diversity iof protocols
standardized in subparts of the IEC 61158-6 series.

1.3 Conformance

This document does not specify individual implementations or products, nor does it corstrain
the implementations of application layer entities within industrial autemation systems.

There|is no conformance of equipment to the application fayer service definition stapdard.
Instead, conformance is achieved through implementation-of this application layer prptocol
speciffjcation.

2 Nprmative references

The fdllowing documents are referred to in the\text in such a way that some or all of their cpntent
constifutes requirements of this document;~-For dated references, only the edition cited applies.
For L£ndated references, the latest _edition of the referenced document (including any
amengments) applies.

NOTE |All parts of the IEC 61158 series, as well as the IEC 61784-1 series and the IEC 61784-2 seljes are
maintaiped simultaneously. Cross-references to these documents within the text therefore refer to the ediffjons as
dated in this list of normative references.

IEC 6]1158-5-26:2023, (Industrial communication networks — Fieldbus specification — Part 5-26:
Appligation layer service definition — Type 26 elements

IEC 6{1784-2-21:2023, Industrial networks — Profiles — Part 2-21: Additional real-time fi¢ldbus
profilds based:-on ISO/IEC/IEEE 8802-3 — CPF 21

ISO/IEC.7498-1, Information technology — Open Systems Interconnection — Basic Refgrence
Model — Part 1: The Basic Model

ISO/IEC/IEEE 8802-3, Telecommunications and exchange between information technology
systems - Requirements for local and metropolitan area networks - Part 3: Standard for
Ethernet

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation service
definition

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1:
Specification of basic notation
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ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules

(DER)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 9899, Information technology — Programming languages — C

IETF RFC 768, J. Postel, User Datagram Protocol, August 1980, available at https://www.rfc-

editor.

org/info/rfc768 [viewed 2022-02-18]

IETF
editor

IETF
https:

IETF
https:

IETF
editor

IETF
Protoq
Nover

IETF
1984,

IETF
https:

IETF
Octob

IETF

availaple at https*/www.rfc-editor.org/info/rfc950 [viewed 2022-02-18]

3 T

RFC 791, J. Postel, Internet Protocol, September 1981, available at https://ww
org/info/rfc791 [viewed 2022-02-18]

/www.rfc-editor.org/info/rfc792 [viewed 2022-02-18]

RFC 793, J. Postel, Transmission Control Protocol, September 1981, availa
/www.rfc-editor.org/info/rfc793 [viewed 2022-02-18]

RFC 796, J. Postel, Address mappings, September 1981, available at https://ww
org/info/rfc796 [viewed 2022-02-18]

RFC 826, D. Plummer, An Ethernet Address Resolution Protocol: Or Converting Né
ol Addresses to 48.bit Ethernet Address for Transmission on Ethernet Harc
hber 1982, available at https://www.rfc-editor.org/info/rfc826 [viewed 2022-02-18]

RFC 894, C. Hornig, A Standard for the. Transmission of IP Datagrams over Etherne
available at https://www.rfc-editof.g¥g/info/rfc894 [viewed 2022-02-18]

RFC 919, J.C. Mogul, Broadcasting Internet Datagrams, October 1984, availa
/www.rfc-editor.org/info/tf¢919 [viewed 2022-02-18]

RFC 922, J.C. Mogul, - Broadcasting Internet datagrams in the presence of su
er 1984, available~at'https://www.rfc-editor.org/info/rfc922 [viewed 2022-02-18]

RFC 950, J.€:xMogul and J. Postel, Internet Standard Subnetting Procedure, August

brms; definitions, symbols, abbreviated terms and conventions

w.rfc-

RFC 792, J. Postel, Internet Control Message Protocol, September (1981, availaple at

ble at

w.rfc-

pfwork
ware,

, April

ble at

bnets,

1985,

For the purposes of this document, the following terms, definitions, symbols, abbreviated terms
and conventions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp


https://www.rfc-editor.org/info/rfc768
https://www.rfc-editor.org/info/rfc768
https://www.rfc-editor.org/info/rfc791
https://www.rfc-editor.org/info/rfc791
https://www.rfc-editor.org/info/rfc792
https://www.rfc-editor.org/info/rfc793
https://www.rfc-editor.org/info/rfc796
https://www.rfc-editor.org/info/rfc796
https://www.rfc-editor.org/info/rfc826
https://www.rfc-editor.org/info/rfc894
https://www.rfc-editor.org/info/rfc919
https://www.rfc-editor.org/info/rfc922
https://www.rfc-editor.org/info/rfc950
https://www.electropedia.org/
https://www.iso.org/obp
https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

IEC 61158-6-26:2023 © |IEC 2023 -17 -

3.1 Terms and definitions from other ISO/IEC standards
3.1.1 Terms and definitions from ISO/IEC 7498-1

For the purposes of this document, the following terms
ISO/IEC 7498-1 apply.

a) application entity

b) application process

c) application protocol data unit

d) application service element

and definitions given in

e) application entity invocation
f) application process invocation
g) application transaction

h) real open system

i) trgnsfer syntax

3.1.2 Terms and definitions from ISO/IEC 8822

For the purposes of this document, the following terms and definitions given in ISO/IEC 8822

apply:
a) abptract syntax

b) présentation context

3.1.3 Terms and definitions from ISO/IEC 9545

For the purposes of this document, the following terms and definitions given in ISO/IEQ 9545

a) application-association

b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

g) application-process-type

h) apjplication-service-element

i) application control service element

3.1.4 C 8824-1

For the purposes of this document, the following terms
ISO/IEC 8824-1 apply:

a) object identifier

b) type

c) value

d) simple type

e) structured type

f) component type

g) tag

h) Boolean type

and definitions given in
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j) false

k) integer type

[) bitstring type

m) octetstring type

n) nu

Il type

0) sequence type

p) sequence of type

q) chpieetype

r) tagged type

s) an
t) md
u) pr
3.1.5

y type
dule

bduction

Terms and definitions from ISO/IEC 8825-1

For

e purposes of this document, the following terms™ ,and definitions giv

ISO/IBEC 8825-1 apply:

a) enfcoding (of a data value)

b) dafa value

c) idg
d) len
e) co

3.2

For th

3.2.1

applid
coope

ntifier octets (the singular form is used in thissdocument)
gth octet(s) (both singular and plural formstare used in this document)
htents octets

Type 26 specific terms and definitions

e purposes of this document, the following terms and definitions apply.

ation relationship
rative association between two or more application-entity-invocations for the purp

exchahge of information“and coordination of their joint operation.

Note 1
of prec

3.2.2
applic

o entry: Thiswrelationship is activated either by the exchange of application-protocol-data-units or as
bnfiguration<activities.

ation/process object

bse of

A result

component of an application process that is identifiable and accessible through am FAL

application relationship

3.2.3

application relationship endpoint
context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

Note 1
relation

3.2.4
client

to entry: Each application process involved in the application relationship maintains its own application

ship endpoint.

<object view> object which uses the services of another (server) object to perform a task
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3.25
client
<communication view> initiator of a message to which a server reacts

3.2.6
common memory
virtual memory accessible with logically unique address used for the cyclic-data transmission

Note 1 to entry: It is composed of the memory-area-1, -2 and -3 of the memory size 512 words, 8 192 words and
1 048 576 words respectively and is shared with the Type 26 nodes in a Type 26 fieldbus network.

3.2.7
conn&iction
logical binding between application objects that are within the same or different devices

Note 1 fo entry: Connections can be either point-to-point or multipoint.

3.2.8
cyclig-data frame
frame|used for the Type 26 cyclic-data transmission

3.2.9
cyclid-data transmission
data tfansmission with which a Type 26 node sends out data on a pre-assigned area flor the
node pn the common-memory, in broadcasting to all othe€r Type 26 nodes every time thg node
obtains a token

3.2.10
device
physigal hardware connected to the link

Note 1 fo entry: A device can contain one or moré‘than one node.

3.2.11
device profile
collection of device dependentiinformation and functionality providing consistency between
simila[ devices of the same .device type

3.2.12
error
discrejpancy between a computed, observed or measured value or condition and the spgcified
or thepretically-correct value or condition

3.2.13
extended<participation-request frame
frame used for a Type 26 node that possesses the common-memory-area-3, notifying of its
participation-request in a Type 26 fieldbus network

3.2.14
event
instance of a change of conditions

3.2.15
FA-link header
header part of the APDU used for Type 26 data transmission
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3.2.16
FA-link protocol
communication protocol for Type 26 fieldbus

Note 1 to entry: It defines the token management, the cyclic data transmission and the message data transmission,
with which each Type 26 node can perform data transmission on an equal basis.

3.2.17
final-cyclic-data frame
cyclic-data frame sent out immediately before sending a token-frame out of a Type 26 node

3.2.18
fram
synonym for DLPDU

3.2.19
invocption
act of|using a service or other resource of an application process

Note 1 fo entry: Each invocation represents a separate thread of control that can be‘described by its context. Once
the seryice completes, or use of the resource is released, the invocation ceases tolexist. For service invocations, a
service|that has been initiated but not yet completed is referred to as an outstanding service invocation.

3.2.20
in-ring-startup state
state ¢f a node attempting to participate in Type 26 fieldbus network in the valid-linking gtate

3.2.21
majorn-version
indication of the major-version number of thesFA-link protocol

Note 1 [to entry:  The version number of the FAdink protocol is given as a combination of a major- and g minor-
version| number. The value of the major-versien ‘number is in the range of 1 to 15 (encoded with four bits) and
corresponds to the digits before the decimal point (for example, the major-version number is 3 for the FA-link grotocol
Versiorn] 3.01.).

3.2.2

management information
netwofk-accessible information that supports managing the operation of the fieldbus system,
includjng the applicatianyayer

Note 1 fo entry: Managing includes functions such as controlling, monitoring, and diagnosing.

3.2.23
message-data frame
frame|used-for the Type 26 message-data transmission

3.2.24

message-data transmission

sporadic data transmission with which a Type 26 node sends out the message data of request,
response, information report, and notification upon event happened at the node and so forth, to
other Type 26 nodes

3.2.25
minor-version
indication of the minor-version number of the FA-link protocol

Note 1 to entry: The version number of the FA-link protocol is given as a combination of a major- and a minor-
version number. The value of the minor-version number is in the range of 1 to 15 (encoded with four bits) and
corresponds to the digits after the decimal point (for example, the minor-version number is 1 for the FA-link protocol
Version 3.01.).
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3.2.26

network load measurement function

provision for monitoring and measurement of the communication load over a Type 26 fieldbus
with a Type 26 node

3.2.27

network-startup state

state of a node attempting to participate in Type 26 fieldbus network not yet in the valid-linking
state

3.2.28
partigi
frame|used for a Type 26 node that possesses the common-memory-area-1 and -2, naetifyfing of
its pafticipation-request in a Type 26 fieldbus network

protocol type
identification of communication protocol

3.2.30
publigher
role of an AR endpoint that transmits APDUs onto the fieldbus.\for consumption by one of more
subscribers

3.2.31
resource
procesgsing or information capability of a subsystem

3.2.32
subsgdgriber
role of an AREP in which it receives APDUs produced by a publisher

3.2.33
sequence number
consel:utive number used toldetermine whether a receiving message-data from other hodes
has bg¢en previously received and is redundant

Note 1 [to entry: The valdeis set to 0 (zero) at the time of the network-startup and is increased by 1 (onqd) every
time onla message-data_trahsmission completed.

3.2.3
serve
<cominmunication view> role of an AREP in which it returns a confirmed service response APDU
to the|client that initiated the request

3.2.35
server
<object view> object which provides services to another (client) object

3.2.36
token-frame
frame used for hand-over the token between Type 26 nodes

3.2.37

transaction code

code used to discriminate and identify each data transmission frame, and which represents the
transaction of a receiving frame
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3.2.38
trigger-frame

frame used in the network-startup state for a Type 26 node notifying of its entrance into a new

participation-request over a Type 26 fieldbus network

3.2.39
valid-linking state

state in which a token is consecutively circulated among nodes over Type 26 fieldbus network

3.2.40
version of sequence number

ine whether the receiving message-data is valid and is not overdue

Note 1 fo entry: The value is set at the time when a Type 26 node completes to participate in a.Type 26

networlf, and is maintained until the node drops out of the Type 26 fieldbus network.

sed to

ieldbus

3.2.41

virtual-address-space

virtual memory space with pseudo logical address, used for the message-transmission
3.3 |Abbreviated terms and symbols

3CWT| Waiting time period for 3 laps of token circulation

AE Application Entity

AL Application Layer

ALME Application layer management entity

ALP Application layer protocol

AP Application Process

APDU Application Protocol Data WUnit

APO Application Process Object

AR Application Relationship

AREP Application Relationship End Point

ASCII American Standard Code for Information Interchange
ASE Application)Service Element

AWT Waiting time period for receiving message-acknowledge
ASN.1 Abstract Syntax Notation One

BCD Binary Coded Decimal

BCT Broadcast transmission

BER — Basit Encoding Rute

BSIZE Current-fragment-block-size

CBN Current-fragment-block-number

C_AD1 Data-head-address on common-memory-area-1
C_AD2 Data-head-address on common-memory-area-2
C_AD3 Data-head-address on common-memory-area-3

CM Common Memory

CM1 Common-memory-area-1

CM2 Common-memory-area-2

CM3 Common-memory-area-3

cnf confirmation primitive
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C_SZ

C_Sz2
C_Sz3

DA
DCS
DL
DLC
DLCE
DLL

P

Data-size on common-memory-area-1
Data-size on common-memory-area-2
Data-size on common-memory-area-3
Destination-address

Distributed Control system

Data-link

Data-link Connection

Data-link Connection End Point

DLPD
DLSA
DLSD
DNA
DNS
FA
FAL
FIFO
HMI
HTY
ID
IEC
ind
IP
ISO
LME
LSB
MAC

M_ADD

MAJ_
M_CT
MFT

MIN_

[

U

PE

VER
L

ER

Bata-tnkteayer

Data-link Protocol Data Unit

Data-link Service Access Point

Data-link Service Data Unit
Destination-node-number

Domain name service

Factory Automation

Fieldbus Application Layer

First In First Out

Human-machine interface

Header-type

Identifier

International Electrotechnical Commission
indication primitive

Internet protocol

International Organization for Standardization
Layer management entity

least significant(bit

Media Access Control
Message‘offset-address in the virtual-address-space
FA-link protocol version: major-version
Message-control
AHlowable-minimum-frame-interval-time

FA-link protocol version: minor-version

HA

MSB
MSN
M_SZ

M_RLT

NC
NDN
OslI
PAT
PC
PDU
PhL

mostsignificantbit
Manufacturer's model name of a Type 26 node
Message-data-size in the virtual-address-space
Message result

Numerical Controller

Node name of Type 26 node

Open Systems Interconnection
Participation-request-frame-acceptance-time
Personal Computer

Protocol Data Unit

Ph-layer
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PLC Programmable Logic Controller

PPT Peer-to-peer transmission

P_TYPE Protocol-type

PWT Participation-request-frame-transmission-waiting-time
RCT Allowable-refresh-cycle-time

req request primitive

RMT Refresh-cycle-measurement-timer

rsp response primitive

RC Robot-Controtftet

RT Real Time

SA Source-address

SAP Service Access Point

SDU Service Data Unit

SEQ Sequence-number

SNA Source-node-number

TBN Total-fragment-block-number

TCD Transaction code

TCP Transmission Control Protocol

TDT Joining-token-detection-time

TBN Total-fragment-block-number

TFL Total frame length in octet including both of header and data
THT Token-holding-time

TrWT Waiting time period before.sénding out a trigger-frame
T™W Token-watchdog

UbDP User Datagram protocol

ULS Upper layer statls

VDN Vender codevof-Type 26 node

V_SEQ Version of sequence number

3.4 |[Conventions

3.4.1 Conyventions used in state machines
Protogol/sequences are described by means of state machines.

The state machine description and the meaning of the elements of a state machine description
are defined in tabular form as shown in Table 1.

Each row of the state table represents a state transition. The first column shows the state
transition name or number. The second column shows the current state. The third column shows
the events, conditions and actions. The fourth column shows the next state. When an event or
condition is fulfilled, the action is performed and the state machine transitions to the next state.


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

IEC 61158-6-26:2023 © |IEC 2023 - 25—

Table 1 — Conventions used for state machines

Event
# Current state | condition Next state
=> action
Name or The current Events or conditions that trigger this state transaction. The next state after
number of state to which |=> the actions in this
this state this state The actions that are taken when the above events or transition is taken
transition transition conditions are met. The actions are always indented below
applies events or conditions

The cpnventions used i the state machines are shown i T abie 2.

Table 2 — Conventions used in state machine

Noptation Description

= Value of an item on the left is replaced by value of an item on the right
If an item on the right is a parameter, it comes from the primitive shownh as an input evé¢nt.

XXX is a parameter name.
Example:
Identifier:= reason
means value of a 'reason’' parameter is assigned/o a parameter called 'ldentifig

=

Indicates fixed value
Example:
Identifier:= "abc"
means value "abc" is assigned to a parameter named 'ldentifier'.

XXX

= A logical condition to indicate an item on.the left is equal to an item on the right

< A logical condition to indicate an itemp,on the left is less than the item on the right

> A logical condition to indicate an‘item on the left is greater than the item on the right
<> A logical condition to indicatesah item on the left is not equal to an item on the right
&& Logical "AND"

Il Logical "OR"

! Negation operator

+H -, x,/ Arithmetic operator
; Breakpoint
-— 'lcomment" Coniments out conditions and actions.
or The "=— "comment" " type notation is used in one-line comments, and the "/* "commen{ text

/* "cgmment" */ */% type notation is used in one or multiple-line comments.

Furthgr the_following conventions apply.

e The construct described below as an example allows the execution of a sequence of actions
in a loop within one transition. The loop is executed for all values from start_value to
end_value.

Example:
for (Identifier:= start_value to end_value)
actions

endfor
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e The construct described below as an example allows the execution of alternative actions
depending on some condition (which might be the value of some identifier or the outcome
of a previous action) within one transition.

Example:
If (condition)
then

actions
else

actions
endif

e Ngqtations as defined in C language according to ISO/IEC 9899 is used foy'describe
cohditions and actions.

3.4.2 Convention for abstract syntax description

This document uses a subset of ASN.1 according to ISO/IEC 8824-1 for/the description.

The description is provided by means of a combination of SEQUENCE type, CHOICH type,
basic fypes and subtype elements defined in ASN.1.

3.4.3 Convention for reserved bits and octets

The tgrm "reserved" is used to describe bits in octets@orwhole octets for indicating that gertain
valueg within the range of a parameter are reserved for future extensions. All the bits for the
octets| shall be set to zero at the sending side and‘is not validated intentionally at the regeiving
side ejxcept it is explicitly stated that a state maechine shall validate the bits or octets reserved.

3.44 Conventions for bit description-in octets

Each pit in an octet is identified by a-number and is described as Bit n. Figure 1 shows the bit
identification in an octet.

When|specifying bit identification in multiple octets, the LSB of the lowest octet is identifjed as
Bit 0, pnd the bit identification numbers are assigned in an ascending order. Figure 2 shoys the
bit idegntification in four,octets as an example.

Bits are grouped.as- group of bits. Each bit or group of bits shall be addressed by fts Bit
Identification. When specifying multiple bits sequentially located, the range separator|".." is
used. |A group.of bits of Bit 0 through Bit 4 denotes Bit 0..4.

Alias pames are used for each bit or group of bits. The grouping of individual bits is in ascgnding
order “withe Fre—vatte St—a—grotP bits—are—provided—as—bina
hexadecimal values, and the value is only valid for the group bits.

10U OapPS VaTtesS O a SIRVAUEY, © ) cl D

MSB LSB

Octet | 7 | 6 ‘ 5 ‘ 4 | 3 | 2 | 1 | 0 ‘Bitidentificationnumber

Figure 1 — Bit identification in an octet
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MSB LSB
Bit 31 Bit 24 Bit 23 Bit 16 Bit 15 Bit8 Bit7 Bit 0

Octet Highest octet Lowest octet
(Octet 3) (Octet 2) (Octet 1) (Octet 0)

Figure 2 — Bit identification in multiple octets (four-octet case)

4 FAL syntax description

4.1 General

This document specifies the Application layer protocol of Type 26 fieldbus that is' essen
the ISO/IEC/IEEE 8802-3 based FA Link network (FL-net') which is incorporated’as one
commjpunication networks for the Real-time Ethernet (RTE) defined in the IEC.61784-2 sg

The Type 26 fieldbus meets the industrial automation market objectiverof-providing predi
time-deterministic and reliable time-critical data transfer and means, which allow co-exig
with non-time-critical data transfer over the ISO/IEC/IEEE 8802-3 series communic
medium, for support of cooperation and synchronization betweefrautomation processes 9
devicgs in a real-time application system.

The tg¢rm "time-critical" is used to represent the presence of a time-window, within whig

ial for
of the
ries.

ctable
tence
ations
h field

h one

or mofe specified actions are required to be completéd with some defined level of certainfty.

Plant production can be compromised due to errors, which could be introduced to the g
system if the network does not provide aj {ime-critical response. Therefore, the fol
charatteristics are required for a time-critical control network:

— | A deterministic response time between the control device nodes;
— | Ability to share process data*seamlessly across the control system.

The Type 26 fieldbus is applicable to such an industrial automation environment, in which
critical communications are .primarily required.

4.2 |Overview of Type 26 fieldbus

4.21 Application field and Common-memory

ontrol
owing

time-

The Tlype 26.fieldbus is applicable to a controller level network for efficiently executi
contrg

Logic )s
Autom

Numerical Controllers

(NC), F

Controllers (PLC), Robot Controllers (RC

the control purpose and the human-machine interfaces and so forth, in industrial automation

control systems in which a time-criticality for their data exchanges is required.

The communications between these field devices also require simplicity in actual appli

cation

programming as well as the time-critical transfer of the control and state data required among

these field devices. To meet such requirement the Type 26 fieldbus provides so-

called

Common-memory (CM) which provides a function to share the control and state data seamlessly

across an industrial control network system.

1 FL-net is the trade name of JEMA/FL-net: The Japan Electrical Manufacturers’ Association / the
Automation Link network. This information is given for the convenience of users of this document and d
constitute an endorsement by IEC of the trademark holder or any of its products. Compliance does not
use of the trade name. Use of the trade name requires permission of the trade name holder.

Factory
oes not
require


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

- 28 — IEC 61158-6-26:2023 © |IEC 2023

The CM is a virtual common memory accessible with logically unique address across the
Type 26 nodes in a Type 26 fieldbus network, and the APs running over each Type 26 node
can handle the CM as a global common memory shared among the Type 26 nodes over the
Type 26 fieldbus network.

Cyclic-data transmission is used for refreshing and equalizing the contents of the CM among
the Type 26 nodes by means of a cyclic broadcasting performed at a constant rate after a
Type 26 node writes a data peace on a pre-allocated memory area of the CM for the Type 26
node.

The data distribution/refreshing function to all Type 26 nodes provided by the CM by means of
the cycticdatatramsmissiomemabtes eachrmodetostrare thesame datawithreacirother; gnd to
make |good use of the data; i.e. a memory space allocated to each node is a container for
applicption data in general use and provides flexibility to apply in a variety .of\ihdustrial
applicption processes.

In opgrational view of the CM, the memory area in the CM allocated to a certain node ig used
as thg transmission area of the node by a cyclic-data transmission as a sender. On the| other
hand, |as receiving nodes of the cyclic-data transmission, the memory area of the sendef node
is usefd as a receiving area for the sender nodes.

Figurg 3 shows the data sharing with the CM.

CM CM CM CM

of of of of
Node #01 Node #02 Node #03 Node #04
(Transmit) (Receive) (Receive) (Receive)

. v
(Receive) (Transmit) (Receive) (Receive)
(Receive) (Receive) (Receive) (Transmit)
(Receive) (Recgve) (Transmit) (Receive)

IEC

Figure 3 — Data sharing with the CM

4.2.2 Structure of Type 26 protocol

The application layer exploits the services of the data-link layer immediately below, in terms of
the "three-layer" Fieldbus Reference Model which is based in part on the OSI Basic Reference
Model. The OSI reference model provides a layered approach to communications standards,
whereby the layers can be developed and modified independently. IEC 61158 specifies
functionality from top to bottom of a full OSI stack and, potentially, some functions for the users
of the stack.

Figure 4 shows the protocol stack for a Type 26 fieldbus, the OSI layers and the equivalent
layers in the IEC 61158 basic fieldbus reference model.
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Functions of the intermediate OSI| layers, layers 3 through 6, are consolidated into the
IEC 61158 data-link layer for a Type 26 fieldbus as the lower layer of the FA Link protocol. The
data-link layer is that of a general-purpose Ethernet with UDP (see IETF RFC 768), TCP (see
IETF RFC 793), I[P (see |IETF RFC791) and Ethernet Ilayer (see IETF RFC 894,
ISO/IEC/IEEE 8802-3) as the main components. Type 26 fieldbus utilizes that of the services
provided with a general-purpose Ethernet protocol suite.

The application layer for Type 26 fieldbus is the main component of the FA Link protocol stack,
and is specified as the upper layer of the FA Link protocol. The application layer is mapped
directly on the data-link layer as the lower layer of the FA Link protocol.

Two e TC= TSSI p-data
transmission. The cyclic-data and the message-data transmissions are the data transmlission
of UDP connectionless based. Data transmission based on connection-oriented TCP\is oply for
the G¢neral-purpose-command-server transmission.

This qocument defines the protocol specification, and the service elementshand services are
defingd in IEC 61158-5-26.

OSl layer IEC(61158 layer
7 Application Application
6 Presentation null IEC 61158-5-26
5 Session null IEC 61158-6-26
Data-link
4 Transport
IETF RFC 768, (IETF RFC 793)
IETF RFC 791
3 Network IETF RFC 919, IETF RFC 922

(IETF RFC 792, IETF RFC 950)

IETF RFC 894/
2 Data-link ISO/IEC/IEEE 8802-3 MAC
(IETF RFC 826)

Physical
1 Physical
ISO/IEC/IEEE 8802-3 Phy

Figure 4 — Protocol stack for Type 26 fieldbus

4.2.3 —Structureof Type 26 FAL

The FAL is defined as a set of object-oriented ASEs. Each ASE specification is composed of
three parts: the class definitions, the services and the protocol specification. The first two are
contained and defined in IEC 61158-5-26.

The FAL ASEs and their architectural relationships for Type 26 FAL are shown in Figure 5.
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Each ASE provides the services as follows:

a) The cyclic-data ASE provides the cyclic data communication service with Type 26 specific
common-memory defined in IEC 61158-5-26, 6.4, and the cyclic-data transmission is
performed at a constant rate for updating the common-memory;

b) Message data ASE provides the message-data communication service between nodes and
the message-data transmission is performed on demand by the ALS-user in order to
intercommunicate between the APs running on remote nodes;

c) The load measurement ASE provides services to conduct the start and the termination of
the communication load measurement on the target node, and provides the measurement
result containing the token holding time related and the General purpose communication

total

server
es of
top of

vents,
the errors and the status changes of the nodes; manage network visible APOs accessed

thjough the FAL.
FAL AP I
A A A a A A
ﬂ ApO
—--- |—-- —---- — - «—---- «—— ABE
Serpice

I v Primjtives

p
i Message-data Load General purpose Network | |
Cyclic-data ASE | ASE measurement -| command server [€{ mManagement
L . ASE ASE ) ;/f'f AR ASE
Sqvice

- 4—""‘_"" '4_“" - N Prirpitives

P
AR ASE ]
.
Y y
Conveyance of APDUs by the AR
v v v v IEC
Figure 5 — The structure of ASEs for Type 26 FAL
4.2.4 Data link layer

Two types of addressing exist for DL-addressing in terms of the Fieldbus three layer reference
model, one is over UDP and other is over TCP protocol channels which are represented as the
T- profile in terms of the OSI reference model.

The cyclic-data and the message-data transmissions are the data transmission of UDP
connectionless based. The message-data transmission based on connection-oriented TCP is
only for the General-purpose-command-server transmission.

The cyclic-data and the message-data transmissions utilize the local broadcast
medium/mechanism over the UDP and the TCP protocols and are restricted generally to the
local link. Requirement for the Data link layer as the FAL lower layer shall specify the broadcast
communication function as the mandatory fundamental function.
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With respect to the Ethernet MAC address, the default set to the Ethernet MAC interface by the
device vendor is used as the MAC address, and for the IP address, class C of IP address
defined in IETF RFC 796 is assigned and used. The default value of the IP address is specified
as 192.168.250.N with the value of 255.255.255.0 as the subnet mask, and the value of N shall
be identical to the Node number of 1 to 254.

4.3 Operating principle
4.3.1 Overview

A token controls the right to send the data out of a Type 26 node to a Type 26 fieldbus network.
The node which holds (possesses) the token can primarily perform the data transmission over
the Type 26 fieldbus network.

The tdken is passed by Type 26 nodes, and as the token is passed from node to nade a logical
ring i formed. Logical ring maintenance functions within the Type 26 nodes are provided for
ring initialization, lost token recovery, multiple tokens, new node additions ‘node drdp-out,
enteripg and exiting ring, monitoring and detection fault and so forth.

Operdtion in normal, steady state on the node consists of a data . transmission phase [and a
token fransmission phase. The two kinds of data transmissions forType 26 nodes are the gyclic-
data tfansmission and the message-data transmission.

The cyclic-data transmission is primarily carried out by the'node every time the node optains
the token; on the other hand, the message-data transmission is dependent on request and the
commpnication load condition at that time. After the node has completed transmitting any data,
the nqde passes the token to the successor by sending out a token frame.

4.3.2 Logical ring maintenance
4.3.2.1 Token passing

A tokgn is passed by the nodes, andqas the token is passed from node to node a logical fing is
formed. Figure 6 shows a token circulation on a logical ring.

The tgoken transfer is performed by sending a token frame out of a node (predecessor) to its
succepsor after the predecessor has completed sending any data frames. The token [frame
contairs a destination—node number (DNA) and a source node number (SNA). Thg DNA
indicafes the node (humber of successor, and the SNA indicates the node number of
predegessor.

Type 26 fieldbus is in general a broadcast type, and every Type 26 node receives the|token
frame| The-node has the right to send out the data by recognizing and accepting the|token
frame|of'which the DNA number is identical with the node number.

The token passing is always sequential in a logical sense. During normal, steady-state
operation, a data transmission phase and a token transmission phase are performed. After the
node has completed transmitting any data, the node passes the token to the successor by
sending out a token frame.

The token or the right to send out data passes from node to node in a logically circular fashion.
The token or the right to send out data is circulated from node to node in ascending numerical
order of the node number.
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The node which holds the token and has the largest node number in a Type 26 fieldbus network
shall pass the token to the node which has the smallest node number. Figure 6 shows a Type 26
fieldbus network which is consisting of Node #1 to Node #N. Each node number of the Node #1
to the Node #N is 1 to N respectively in ascending numerical order. In that configuration, the
Node #N which holds the token and has the largest node number shall pass the token to the
Node #1 which has the smallest node number in order to maintain the logical ring of the Type 26
fieldbus network.

-------- Node #N | ---ccccccceccccoooo————-J Node #N-1 [*-==-----_

i L=mT T a4 / N /'/— \\\ R P ~a

Node #1 Node #2 Node #3 Node #4 Node §5

Predecessor Successor

(Next token holding node) [EC

Figure 6 — A token circulation on a logi€al ring

4.3.2.2 Right to transmit

A nodg can hold the right to transmit data over the Type 26 fieldbus network after obtainipg the
token |until the time that the node shall hand over<the token to the next node or the successor.

Operdtion in normal, steady state on the node consists of a data transmission phase [and a
token|transmission phase. In the data transmission phase, two kinds of data transmissions
exist; [i.e. the cyclic-data transmission\and the message-data transmission. The cyclig-data
transmission is primarily carried out by the node every time the node obtains the token; pn the
other hand, the message-data transmission is dependent on request and the communigation
load cpondition at that time.

During the above processithe data transmission is performed as follows:

a) Thie token-holding=time (THT) controls and limits the time period within which every npde is
abje to be holding the token. The time period of holding the token by the nodes shall not
expeed the time period of the THT;

b) While holding the token, the node can send out one or more cyclic-data frames every time
and further can send out at most one message-data frame;

c) Afferdhe node has completed transmitting any data within the time period of the THT, the
node shall pass the ToKen [0 the SUCCEeSSOor by sending out a token irame;

d) The token frame is never sent out upon failure that the time period of holding the token
exceeds the time period of the THT.

NOTE Nodes which do not hold the token are exceptionally able to send out Type 26 specific control frames. A new
node can send out these frames during the entering state in order to join in an operating Type 26 fieldbus network
or the logical ring in operation. In addition, a node can send out a new token frame in order to reform and recover
the logical ring, after it has been disrupted by one of the following events: token lost, node dropped out of the logical
ring, failure happening within nodes, and so forth.

4.3.2.3 Logical ring recovery

When a node recognizes and determines the logical ring is disrupted whether or not it holds the
token, sends out a token frame in order to reform and recover the logical ring.
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Each node is monitoring the state of a token circulation on the logical ring by means of two
observational timers that are the refresh-cycle-measurement-timer (RMT) and the token-
watchdog-timer (TW).

The RMT is provided with each node and is an observational timer to measure the refresh-
cycle-time which is the elapsed time period from the time after obtaining the token by a node
until the time the node obtains the token once again. When the RMT overruns the limit of
allowable-refresh-cycle-time (RCT) set to each node and common to all nodes, the RMT is
considered to be time out.

The TW-timer is provided with each node and is used as an observational timer to measure the
elapsgdtime period-fromrthetimea mode obtainmsthetokemumtitthetimethe mode—sendy out a
token [frame over the fieldbus network.

Each [node has the maximum observational time limit to the TW-timer. Eachnhode has the
knowledge on the TW values of other nodes, for instance by means of checking the APDU
header received from other nodes, and the node can utilize these TW values of other nofes to
detecf some kind of failure by means of checking the elapsed time periodiduring which 4 node
holds the token.

When|the TW-sum-time in the case of using the maximum obsefvational time limit to the TW-
timer pf each node overruns the limit of the sum total of the maXimum observational timg limit
to the [TW-timer of each node which resides sequentially on thee logical ring from a token hplding
node {o this node in ascending numerical order of the nodé number, the TW-timer of somg node
is conkidered to be time out.

A tokgn frame shall be sent out of a node upon time out both of the RMT and the TW-tilner at
a time|. Both timers out at the same time results from the logical ring disrupted, so that the[token
frame|shall be sent out to reform and recoverthe logical ring.

Figurg 7 shows the sequential process for-the logical ring recovery in the case that the nqde #3
dropped out from the logical ring of five hodes. The sequential process is as follows:

a) Thie node #1 passes the token;to the node #2,
b) Thle node #2 passes the token to the node #3,

c) Sipce the node #3 has\not responded, a token frame shall be sent out from the nodq #4 to
th¢ node #5 after theyTW-timer and the RMT out of the node #4,

d) Thie node #5 passes the token to the node #1,
e) Thie node #1 passes the token to the node #2,

f) Sipce thennede #3 has dropped out of the logical ring, the node #2 shall pass the token to
the¢ node #4,

g) Thienoken is passed to the node #5 from the node #4. The token circulates on new logical
ring of node #1, #2, #4 and #5.

NOTE When the nodes receive a token frame from the node which is identified not as a member node in the logical
ring and then is identified as a new node, the TW value for the node is set to the maximum time value of 255 ms.

When the nodes receive a token frame from the node which is once a member node of the logical ring, the TW value
for the node is set to the same value which is used and set to as the TW value of the node at that time.
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4.3.2.

There

a)

b)

W

not identical to the node number and is smaller than that of the,node, the node shall ab

On the other hand, when a node with the token receives a-token frame with the DNA n
wHich addresses to other node and is not smallepthan that of the node, the nods
digcard the token frame received and shall maintain‘the state in which the node is h
the token and is holding the right to send out the data.

4.3.3

4.3.3.

A new node in the entering state into a logical ring shall monitor the activity on the Ty
fieldblrs network until the joining-token-detection-time timer (TDT-timer) is timed ou
t

defau

There

a) Dyring the timg ‘\period when the node does not detect any token frames, the

b)

re

foqmed and-is in the network start-up state;

On the other hand, when the node detects any token frames, the node determines th
logical\rihg over the network has already formed and is in operation, and then the nodT shall

en

: Node #4 Node #5
I

Node #3 was dropped out.

IEC

Figure 7 — Logical ring recovery

1 Multiple tokens
are two types of conditions for a node to handle the problem of muitiple tokens:

nen a node is holding the token and receives a token frame of which the DNA num

Node addition

( Overview

observational time period-is~3 000 ms and the value is set to the TDT-timer.

tognizes and-determines that the logical ring over the Type 26 fieldbus network is 1

ber is
andon

thtt right to send out the data; shall give priority to the nodewith the DNA number and shall
enter into the waiting for the token state;

imber
shall
plding

pe 26
. The

are two kinds of conditions to start the process for node addition; one is undpr the
condition in the network start-up and the other is under the condition in the in-ring start-up

state:

node
ot yet

at the

fectinto the in-ring start-up state.

4.3.3.2 Node addition in the network start-up state

This process and the procedures are identical to form a new logical ring or to start up a new
Type 26 fieldbus network.

There are two types of conditions for a new node to enter into this process; i.e. another node is
simultaneously entering and the new node alone enters into this process under the condition in
the network start-up state.

Figure 8 shows an example of the sequential timing diagram in the case that a node enters into
this process simultaneously with another node under the condition in the network start-up state.
Figure 9 shows the sequential timing diagram in the case that a node is alone and enters into
this process under the condition in the network start-up state.
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The process and the procedures are as follows:

a) A new node shall start the Trigger-frame-transmission-waiting-time timer (TrWT-timer) after
the TDT-timer out without any token frames received. In case of no reception of any trigger
frames from another node until the TrWT-timer out, a trigger frame shall be sent out of the
new node as shown in Figure 9;

b) On the contrary, the new node has received any trigger frames from another node during
the time period of the TrWT. In this case the trigger frame shall not be sent out of the new
node, and the new node shall start both of the Participation-request-frame-transmission-
waiting-time timer (PWT-timer) and the participation-request-frame-acceptance-time timer
(PAT-timer) upon reception of a trigger frame from another node as shown in Figure 8;

d) Eg4ch node has different values of the time period of the TrWT and the PWT,/and the yalues
ar¢ set as follows:

— | TrWT = R x 4 (ms):
R is the remainder of the node number divided by 8;
— | PWT = (the node number) x 4 (ms).

Thle new node shall send out a participation-request frame ‘upon the PWT-timer out.[In the
cape that the new node possesses common-membry-area-3 (CM3), an extgnded-
participation-request frame shall be sent out successively;

e) Thie new node shall wait for reception of any participation-request frames and any extgnded-
participation-request frames from another node until the PAT-timer out. The default
observational time period is 1 200 ms and the value is set to the PAT-timer;

f) Ddring the PAT time period upon reception of any participation-request framep and
extended-participation-request frames,'each node shall check and validate the contgnts of
re¢eiving participation-request framéestand extended-participation-request frames; i.e| shall
check the overlap of each common-memory-area claiming for its own use by each node and
the duplication of the node number of other nodes; and further shall enrol the sendef node
related information with the.validated common-memory area information and so on into the
participating-node-management information table and the ex-participating{node-
management information table. The participating-node-management-information and the
extparticipating-node-management information table are updated upon reception ¢f any
participation-request frames and the ex-participating-node-management information table
respectively;

g) Upgon the PWi-timer out, the new node shall send out the participation-request framg, and
in |case of(the new node with common-memory-area-3 (CM3), the extended-particigation-
request frame shall be sent out successively by the new node;

h) Upon.the PAT-timer out, according to the contents of the participating-node-managgment-

QIrma QN ale and ne ex-nNa DA NQ-Node-manadaemen AIOIrMa4g Q6 ale NS\A Ogical
ring shall be formed; and then the node with the minimum node number shall send out a
token frame first as shown in Figure 8;

i) On the contrary, in the case of no reception from other nodes until the PAT-timer out, the
TDT-timer shall be started again and the above mentioned process and procedures shall be
followed and repeated until any trigger frames, any participation-request frames and any
extended- participation-request frames or any token frames from other nodes are received
as shown in Figure 9. After repeating three cycle times or sending out the participation-
request frame and the extended- participation-request frame three times, upon the PAT-
timer out, the node shall recognize and determine that only the node exists and attempts
alone to form a new logical ring; and then shall notify the FAL-user of the node status with
a flag of waiting for any receptions from other nodes;
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The node which detects and identifies the overlap of the node number with other nodes by
means of validating the participation-request frame and the extended-participation-request
frame received from another node shall not enter and participate in the new logical ring; and
shall not send out any frames and shall discard any receiving frames. Error information with
the duplicated node number shall be notified to the FAL-user;

The node which detects and identifies the overlap of the common-memory area with other
nodes by means of validating the participation-request frame and the extended-
participation-request frame received from another node shall enter and participate in the
new logical ring; shall set the common-memory area unavailable: i.e. set to zero (0) the
head-address and the size of the common memory area for own use of the node; and when

Key

TD]

idating the extended-participation-request frame received from another node, theg
all not send out any extended-cyclic-data frames. Error information with the_overlap
mmon-memory area shall be notified to the FAL-user; the validity of the ‘Contents
mmon-memory shall be flagged as invalid and unavailable.

TIWT 9‘
PAT
TOT | < PWT

of the
of the

Start monitoring Elapsed time

| = Joining-token-detection-time (3 000 ms) PAT= Participation-request-frame-acceptance-time (1 200 ms)
& = a Trigger frame received N = a Participation-request frame received
T = a Token frame receied/sent out = a Participation-request frame sent out

= an Extended-participation-request frame sent g

AT

Figure 8 “tAn example in case of start simultaneously with another node

ut
IEC
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TIWT 9‘
PAT
TOT | < PW

Start monitoring Elapsed time

TDT = Joining-token-detection-time (3 000 ms) PAT= Participation-request-frame-acceptance-time (1 200 ms)

& = a Trigger frame received & = a Participation-request frame received
T = a Token frame received/sent out = a Participation-request frame sent out
7" = an Extended-participation-request frame sent qut
1 IEC
Figure 9 — Start alone case

4.3.3.8 New node addition in the in-ring start-up state

A new node in the entering state into a logical ring shall manitor the activity on the Type 26

fieldbyis network until the TDT-timer out. During the TDT time-period when the node detecfts any

token [frames, the node determines that the logical ring~over the network has already fprmed
and is|in operation, and then the node enters into theln*fing start-up state.

Figurg 10 shows an example of the sequential timing diagram for a new node of node #5|in the

in-rind start-up state into 4-node logical ring imoperation.

The pfocess and the procedures are as:fallows:

a) Trl: node shall keep the monitoring until the token circulates on the logical ring three|times
affer receiving the token frametwith the minimum node number in the logical ring;

b) Ddring the three-lap time(period of the token circulation on the logical ring, the nodg shall
check and detect the overlap of the common-memory-area claiming for its own use w|th the
ar¢a used by other nedes and the duplication of the node number to other nodes by means
of [the validation .of Jany receiving frames containing these information; and after the
validation of any receiving frames, the node shall enrol the sender node related information
with the validated common-memory area information and so on into the participating{node-
management{ information table and the ex-participating-node-management information
table. The-participating-node-management-information and the ex-participating{node-
management information are updated during this time period;

c) Afterthe three-lap time period of the token circulation (3CWT time period) with no dupljcated

node number, the node shall start the PWT-timer to send out a participation-request frame
and an extended-participation-request frame to enter into the logical ring. In the case that
the node possesses common-memory-area-3 (CM3), the extended-participation-request
frame is sent out following the participation-request frame;

d) Upon the PWT-timer out, the node shall send out a participation-request frame and the
extended-participation-request frame even though the node is not holding the token;

e) The node which detects and identifies the duplication of the node number to other nodes
shall not send out any participation-request frames and any extended-participation-request
frames; and shall not enter into the logical ring. The node shall notify the FAL-user of the
error information with the duplicated node number and the node-status with a flag of node

nu

mber duplication;
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Node #5 starts monitoring Elapsed time
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The node which detects and identifies the overlap of the common-memory area with other
nodes shall enter and participate in the new logical ring; shall set the common-memory area
unavailable: i.e. set to zero (0) the head-address and the size of the common memory area
for own use of the node; and when the overlap on the common-memory-area-1 and -2 is
detected and identified, the node shall not send out any cyclic-data frames except any
extended-cyclic-data frames; on the other hand, when the overlap on the common-memory-
area-3 (CM3) is detected and identified, the node shall not send out any extended-cyclic-
data frames. Error information with the overlap of the common-memory area shall be notified
to the FAL-user; and the validity of the contents of the common-memory shall be flagged as
invalid and unavailable;

After sending out a participation-request frame and an extended-participation-request
me—-ease-eofroreceptionofanytokenframes—addressedto-thisnedeunrti-the 3CWT-
er out, the node shall attempt and follow again the above-mentioned process' and the

When a node on a logical ring receives any participation-request frames and;any extgnded-
participation-request frames, the node shall update and enrol the receiving node rglated
information into the participating-node-management-information and the) ex-participating-
nolde-management-information after validation without the overlap of ‘the common-mgmory
address space and further the duplication of the node number. Detected error information

Token circulation:
—1stlap —2nd lap - 3rd\lap

TDT PWT |

Key

L 11

Token circulation: Node#4=s #1— #2— #3— #4— #1—> — - —-

TDT = Joining-token-detection-time (3 000 ms) PWT = Participation-request-frame-transmission-waiting-time
r = a Token frame-received /‘ = a Participation-request frame sent out of node #5

;’1 = an Extended-participation-request frame sent out of node #5

4
’ IEC

Figure 10 — Node addition: in-ring start-up state

4.3.4 Node in a logical ring

When a node on a logical ring in normal, steady state receives any participation-request frames,
any extended-participation-request frames and/or any final-cyclic-data frames which contain
the fragmented cyclic-data and are sent out last by the nodes, the node shall update and enrol
the receiving node related information into the participating-node-management-information and
the ex-participating-node-management-information even though the sender node number is not
yet identified in the logical ring after validation without the overlap of the common-memory
address space and further the duplication of the node number. Detected error information shall
be notified to the FAL-user.
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4.3.5 Node drop-out
Node drop-out or node exiting out of the logical ring is as follows:

a) Each node on a logical ring in normal, steady state shall check the sender node number of
any token frames every time on the reception; and shall detect whether no reception of the
token frame from a certain node continues for three consecutive token circulation periods;
and shall recognize and determine the corresponding certain node is removed and dropped
out of the logical ring;

b) When the node determines the corresponding certain node is dropped out of the logical ring,
the node shall update the correspondmg certain node related |nformat|on within the
ement

token
circulation periods and only the node itself exists, the node shall move into thelinitia| state
an|d take the procedures specified in 4.3.3.2 and 4.3.3.3.

d) E4ch node on alogical ring in normal, steady state shall monitor and check’any token frames
addressed to the node. In the case that no reception of the token frame addressed [to the
node from other nodes continues for three consecutive token circulation periods, thg node
shpll recognize and determine the node is dropped out of the logical ring. The nodg shall
ma@ve into the initial state and take the procedures specified in 4.3.3.2 and 4.3.3.3.

4.3.6 Data transmission
4.3.6.1 Overview

Opergtion in normal, steady state on the node consists of a data transmission phase [and a
token [transmission phase.

In the|data transmission phase, two kinds of ‘data transmissions are performed:

— | Cyclic-data transmission;
— | Message-data transmission.

4.3.6.p Cyclic-data transmission
4.3.6.2.1 Overview

The Tlype 26 fieldbus.is)applicable to a controller level network for efficiently executing the
contrdl and state data.exchange between various kinds of field devices in industrial automation
contrdl systems.

The FPFommuhicCations between field devices requires simplicity in actual application
programming as well as the time-critical transfer of the control and state data among field
devicgs.T0 meet such a requirement, the CM provides a function to share the control an(f state
data séamlessly across an industrial conirol network sysiem.

The CM is a virtual common memory accessible with logically unique address across the
Type 26 nodes, and the APs running over each node can handle the CM as a global common
memory shared among the nodes over the Type 26 fieldbus network.

Cyclic-data transmission is used for refreshing and equalizing the contents of the CM among
the nodes by means of a cyclic broadcasting performed at a constant rate after a node writes a
data peace on a pre-allocated memory area of the CM for each node.

The data distribution/refreshing function to all nodes in temporal and spatial coherency provided
with the CM by means of the cyclic-data transmission performed at a constant rate enables
each node to share the same data with each other and to make good use of the data; i.e. a
memory space allocated to each node is a container for application data in general use and
provides flexibility to apply in a variety of industrial application processes.
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4.3.6.2.2 Configuration of Common-memory
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11 shows the data sharing with the CM.
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Figure 11 — Data sharing with the CM

12 shows the configuration of the CM which is cémposed of three memory areas; i
ry-area-1 (CM1), -2 (CM2) and -3 (CM3). The ‘€M3 is the expansion of CM1 and
of the memory size of the CM1, CM2,.and CM3 is 512 words, 8 192 word

576 words respectively. The total memory,size of the CM is up to 1 057 280 words|

2023
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CM2.
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endent on the implementation. ARy’ memory size in word boundary is allocable

to the maximum space size of the CM1 and/or CM2, and as of the CM3 from 0 (z
um 32 768 words is allocabler” The memory space allocation is designated wi
ry size and the head-address. " The memory space allocated to each node shall not o
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om 0
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with gach other. And the allocated memory space is identical to the cyclic-data transmission
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4.3.6.

Cyclictdata is transferred by means of the cyclic-data transmission.

The memory area on the CM allecated to a certain node is used as the transmission area

node
cyclic

the dgta from the sender node.

Cyclictdata transmission shall be performed each time the node obtains the token, and

cyclic

data 4

frame
frame

Common-memory-area 1 (CM1) Common-memory-area 2 (CM2)
MSB LSB L\)/I.]SE)B LEE
b15 b0
0x0000 0x0000

[
»

Head-address Memory space for Node #n ¢ Size

0x01FF Head.add
ead-address Memory space for Node #n I Size

Ox1FFF

Common-memory-area 3 (CM3)

MSB LSB
b15 b0
0x0000
Head-address Sizé
Memory space for Node #n
OxF FFFF

Figure 12 — Configurationyof the Common-memory

p.3 Cyclic-data transfer

by the cyclic-data transmission as a sender. On the other hand, as receiving nodes
data transmission, the-memory area of the sender node is used as a receiving af

data on the-CM area allocated to the node shall be sent out of the node. All the

5, on-the other hand the data on the CM1 and CM2 is transferred by cyclic-data-y

EC

of the
of the
ea for

all the
cyclic-

llocated on the CM3 is sent out first, and all the cyclic-data on the CM1 and/or th¢ CM2
is sernt out-Successively. The cyclic-data on the CM3 is transferred by extended-cycli

c-data
-ACK

and/or cyclic-data-wo-ACK frames.

Dependent on the total amount of cyclic-data to be transferred, one or more cyclic-data frames
are sent out each time the node obtains the token. In the case that the total amount of cyclic-
data is less than or equal to 1 024 octets, especially the cyclic-data resides on the CM1 and
CM2 shall be packed into a single cyclic-data frame and shall be sent out at a time. On the
other hand, in the case that the total amount of data is over 1 024 octets, the cyclic-data shall
be fragmented into multiple packets and shall be sent out by means of consecutive multiple
cyclic-data frames while holding the token.
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In the case that the total amount of cyclic-data is over 1 024 octets and the cyclic-data resides
on the CM3, the cyclic-data shall be fragmented into two or more packets and shall be sent out
by means of consecutive multiple extended-cyclic-data frames. The total volume of cyclic-data
contained in an extended-cyclic-data frame shall not exceed 1 024 octets, and extended-cyclic-
data frame shall be sent out with the cyclic-data by 1 024 octets until all the cyclic-data is
packed into multiple extended-cyclic-data frames. The last extended-cyclic-data frame shall
contain the cyclic-data of 1 024 octets or less size. Extended-cyclic-data frame is sent out
successively, and one (1) allowable-minimum-frame-interval-time (MFT) is applied at every
eight frames. One (1) MFT is applied between the last extended-cyclic-data frame and the first
cyclic-data-wo-ACK frame and/or the cyclic-data-w-ACK frame as well.

c-data

Figur 13 shows an nynmpln of the frame train of ennrling out mlllﬁpln nyfnndnd-n\]/ﬁli
frames.
S I —>k— MFT k= MFT |
44444444 4444
NN i Elapsed time
l’l’l’l’l’l’l’l’ l’l’l’l’ N
7
First to 8th Extended-cyclic-data frame First to Final-cyclic-data frame
4th to Final Extended-cyclic-data frame
Key
MFT = Allowable-minimum-frame-interval-time
T 4
= a Token frame received /= an Extended-cyclic,data-frame sent out
f = a Token frame sent out f = a Cyclic-data frame’sent out

In the
riding

frame

data resided in the memory space on the CM2, but the total volume of data contained
cyclicidata frame shall not exceed 1 024 octets. The following cyclic-data frames shall b
out with the cyclic-data by 1 024 octets until all the cyclic-data is packed into multiple

data f
of10

Figurg 14 shows-an‘example of the APDUs for multiple cyclic-data frames except any extq
cyclicidata framgs, containing fragmented cyclic-data. In this case since the total amog
cyclicidata istover 1 024 octets, the cyclic-data are fragmented and packed into three

data f

Figure 13 — Example of train of multiple extended-cyclic-data frames

case that the total amount of data over 1 024 octets which resides in the memory

shall contain all the data resided in the memory space on the CM1 and all or part

ames. The last cyclic~data frame, so-called "final-cyclic-data frame" shall contain th
P4 octets or less(size.

ames:

JEC

space

both on the CM1 and the CM2 shall’be fragmented into two or more packets for mpultiple
cyclicidata frames except any extended-cyclic-data frames, to be sent out. The first cycli

c-data
of the
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P sent
cyclic-
e data

nded-
unt of
cyclic-
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CM-area-1

Transmit data

APDU for First cyclic-data frame

FA-link header Area-1 data 7 Area-2 data

CM-area-2 1024 octets —— >

Transmit data APDU for Second cyclic-data frame
FA-link header Area-2 data
< =
1 024 octets R ———
APDU for Final-cyclic-data frame
<4 .
FA-link header - Area-2 data
- 1°024 or less octets ~ ——>|

IEQ

Figure 14 — APDUs of cyclic-dataframes containing fragmented data

Each | cyclic-data frame shall contain® the information in the FA-link head to

disasgemble/assemble the cyclic-data APDU as follows:

D
-

— | TBN: total-fragment-block*rnumber;

— | CBN: current-fragment-btock-number;

— | BSIZE: current-fragment-block-size;

— | C_AD1: data-h€ad-address on common-memory-area-1;
— | C_AD2: data-head-address on common-memory-area-2;
— | C_AD3: Data-head-address on common-memory-area-3;
— | C_SZ1.-data-size on common-memory-area-1;

— | C.SZ2: data-size on common-memory-area-2;

L Q72 MNaot 1=z AR =R
T LLAA R R RAd ] T

0 r 2
_JoJ. Aaldad™TolaT Ul vutTinm nmury=dail

Each node receiving a cyclic-data frame shall check the value of TBN in the FA-link header and
determine whether the cyclic-data frame is fragmented or not. In the case of the cyclic-data
frame fragmented, the receiving node shall store each received block into the receive buffer
one by one upon reception of the fragmented cyclic-data frames; and after receiving the final-
cyclic-data frame without error, all the cyclic data received from other nodes shall be written
into the corresponding memory address space on the CM1, CM2 and CM3 respectively.

In the case that each node fails to receive a series of the cyclic-data frames from other nodes
without error, the node shall discard all the received data stored in the receive buffer without
writing into the corresponding memory address space on the CM1, CM2 and CM3 respectively.
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4.3.6.3 Message-data transmission
4.3.6.3.1 Overview

Message-data transmission is used by the message-data transfer service which is based on
aperiodic data transfer and is sporadically occurred upon FAL-user request to transfer one or
more messages to other nodes. Message-data transfer is performed by means of message-
data transmission on the communication channel provided by the DL service of UDP (see
IETF RFC 768) or TCP (see IETF RFC 793) as the lower layer of Type 26 FAL.

NOTE Message-data transmission in general is performed by means of connectionless UDP communication
channels. The message-data transmission based on connection-oriented TCP channels is only for the General
purpos commad—server—communicatiomwhich—s—utitized—for—mtercommumicatiombetweenr—the—odes—and the
general-purpose Human-Machine-Interface tool.

4.3.6.3.2 Message-data transfer

Message-data is transferred by means of the message-data transmission.

Message -data transmission shall be performed as follows:

a) When a node obtains the token and the message-data transfef~is requested by thgq FAL-
user, the node shall send out at a maximum one message-data frame before sending out
the cyclic-data frames;

b) The maximum size of the message-data contained in ©ne message-data frame shall be
restricted to 1 024 octets excluding the FA-link header;

c) Two types of the message-data transmission are_applicable: i.e. one-to-one transfer type
and one-to-N broadcasting type. The destination node number (DNA) contained |n the
mgssage-data frame of one-to-one type message-data transmission shall be specifiedl from
1 {o 254 as the receiver node number, on-the other hand the DNA shall be set to 255 for
one-to-N broadcasting type message-data transmission; and the node receiving the
mgssage-data frame shall check the received DNA and determines whether the megsage-
data frame is one-to-one type or onexto-N type message-data transmission.

The ope-to-one type message-data transmission is based on confirmed type data transmission;
on thg other hand the one-to-N-type message-data transmission is of unconfirmed type.

The o¢ne-to-one type message-data transmission provides the functions for aut¢matic
retransmission and sequence number management. The automatic retransmission is perfprmed,
for ingtance upon no~aeknowledgement from the receiver node after sending out a megsage-
data frame addressed to a receiver node. The sequence number management is utilized to
check|and determine whether a receiving message-data frame has been previously reg¢eived
and is| redundant:

Table |3 summarizes the functions available to each type of message-data transmission.

Delivery confirmation and automatic retransmission is performed explicitly by means of the
message-data transmission on connectionless UDP channels. On the other hand, delivery
confirmation and automatic retransmission by means of the message-data transmission on
connection-oriented TCP channels is performed implicitly. The TCP protocol provides these
functions.

Table 3 — Available functions to message-data transfer on UDP channel

Sequence number

Message-data transmission Delivery confirmation Automatic retransmission
management

One-to-one type Available Available Available

One-to-N type - - Available
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4.3.6.3.3 Traffic control of message-data transmission

The traffic control function is performed primarily for the message-data transfer on

conne

ctionless UDP channels.

When a node obtains the token, the node shall send out at a maximum one message-data frame
before sending out the cyclic-data frames and it shall be performed on the basis of the condition
of communication load at that time. The condition of the communication load for the node
possible to send out one message-data frame is as follows:

e Th

o T ] (] i g
thI RCT and no message-data frame was sent out last time when the node obtain

tol

When
frame

4.3.6.

Delive

e value of the RMT shall be less than or equal to 90 % value of the RCT, or

en.

the value of the RMT is equal to or greater than the value of the RCT, ne‘messag
shall be sent out of the node.

8.4 Delivery confirmation

ry confirmation for the message-data transfer shall be performed explicitly by me

delive
comm

e De
co

a serieEs of the message-data transmission on connectionless UDP-ehannels. On the other

y confirmation by means of the message-data transmissioh on connection-oriente
nication channels is performed implicitly and the TCP)protocol provides the functi

livery confirmation is performed by Acknowledge/response from the node recei
nfirm type message-data frame. Acknowledge.résponse is the confirmation respon

th

frame without error. Each node shall provide,the function for Acknowledge response.

e Thle acknowledge response or ACK shall be conveyed by means of cyclic-data transmi
i.el a cyclic-data frame to be sent out-of the receiving node shall contain the ACK
sehding node.

e The cyclic-data frame is sent out.of the receiving node when the receiving node obtai
token, so that the cyclic-data-frame can convey one or more ACKs which correspo

th
an

NOTE

Figurs
transn

sending node by the receiving node upan yeception of a confirm type messag

confirm type message-data frames received until the receiving node obtains the
d/or the receiving node'sends out the cyclic-data frame with these ACKs.

The ACKs are conveyed by the final-cyclic-data frame in which at a maximum eight ACKs can be cof

15 shows an example of a sequential diagram of exchanging ACKs for messag
nissions omyeonnectionless UDP channels among node #1, node #2 and node #3.

lue of
bd the
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Node #1 Node #2 Node #3

M-data request
_>\
—
Cyclic-data frames | \ M-data indication
~~~~~~~~ ~————>» ---.

—

\ RS

Token frame ~~h \ N
1

—l
M-data request | TT--- > ACK1 to Node #1

M-data indication
. 3

- Token frame

« T

i
|
ACK2 to Néde #2

Final-cyclic-data frame
with ACK1, 2

M-data response o

N — <"
~N
X
M-data confirmation
—

Figure 15 — Example of sequential diagram of ACK over UDP channel

Figurg 16 shows the delivery confirmation«©r ACK sequence for a message-data transmission
implic|tly checked by TCP protocol on:dZconnection-oriented TCP channel between nqde #1
and npde #2.
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Node

Connect request

 —

Connect confirmation SYN ACK —_
— le—
]

Connection opened ACK \

—47 —

#1 Node

T SYN

T

#2

Message-data transfer

M-data confirmation

Disconnect request

 —

Disconnect confirmation

-«

Connection closed

4.3.6.8.5 Automatic retransm

ission

—

M-data response

Figure 16 — Delivery.confirmation checked by TCP protocol

M-data indication

IEC

The gqutomatic retransmission shall be performed by the nodes upon no ACK fro

destinfation node of a message-data frame sent out and upon receiving ACK with error frg
destinfation node, after)sending out a message-data frame to the destination node.

Each hode shallbe provided with the automatic retransmission function as follows:

a) Ugon reception of an ACK with error, the node shall perform the retransmission

message-data transmission;

m the
m the

pf the

b) Upon the waiting-time-period-for-receiving-message-acknowledge timer (AWT-timer) out
under no reception of any ACK from the destination node during the three-lap time period
of the token circulation (3CWT time period) to the node after sending out a message-data
frame, the node shall perform the retransmission of the message-data transmission;

c) Retransmission by the node shall be carried out at a maximum three times;

d) Upon no reception of any ACK from the destination node after retransmissions three times,
the node shall cancel the message-data transmission and shall notify of the error result with
error information to the FAL-user.

4.3.6.3.6 Sequence Number Management

The sequence number management is utilized to check and determine whether a receiving
message-data frame has been previously received and is redundant.
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The sequence number management by each node is as follows:

a)

b)

c)

d)

g)

The sequence number management by each node shall be performed by means of both of
the version of sequence number and the sequence number;

The value of the version of sequence number shall be set at the time when a node enters
into the logical ring as a new node and shall be maintained until the node drops out of the
logical ring, and is used for other nodes to determine whether a receiving message-data
from the node is valid and not overdue;

The value of the version of sequence number shall be a unique number and is supposed to
be generated by each node, for instance from current time data, random number data or
random data and so forth. However, the method to generate the unique number is

Thle value of the sequence number is used for other nodes to determine whether.a redeiving
message-data from the node has been previously received and is redundant,/and shall be
sel to zero (0) at the time of the network start-up, and shall be increased by one (1)|every
pll be
ingreased by one upon completion of a message-data transmission.with ACK reception
without error or completion with retransmission over due to error apd-then cancellipg the
megssage-data transmission; the value of the sequence number shall be a roll-over pinary
copunter value of 32-bit length in the range of 0x1 to OxFFFF FFEF;

Thie version of sequence number and the sequence number/shall be set in the HA-link
hefader and shall be conveyed by means of the cyglic<data and the messagg-data
trgnsmission to other nodes;

Thie values of the version of sequence number @nd the sequence number whigh are
copveyed by a message-data transmission frém“other nodes shall be put info the
cofresponding entry area to each node in the message-sequence-number-manag%'ment-

rmation on one node to node basis upon.reception of a message-data frame from a

When the value of the version of sequence number in the FA-link header of re¢eived
megssage-data frame differs from the’,value of the corresponding node in the megsage-
sefjuence-number-management-information, the value in the message-sequence-nymber-
management-information shall ‘be’ updated to the value in the FA-link header; and the
re¢eived message-data frame shall be discarded; and ACK with error status of the version
of [sequence number differentshall be sent back to the initiator node or the source npde of
thé message-data frame;

Thle contents of the mé&ssage-sequence-number-management-information shall be c|eared
in advance of each'node entering into the logical ring;

When the valué.of the version of the sequence number of the corresponding node[in the
message-seguence-number-management-information is zero (0) as its initial valug, the
re¢eiving_ message-data frame shall be valid without check; and the value of the vergion of
the¢ sequence number in the FA-link header of a received message-data frame shall pe put
the/ corresponding entry area to that node in the message-sequence-nymber-
management-information; Ll

When the value of the sequence number in the FA-link header of the receiving message-
data frame is equal to the value of the sequence number of the corresponding node in the
message-sequence-number-management-information, the node receiving the message-
data frame shall recognize that the receiving message-data frame is being retransmitted by
the corresponding node; and the received message-data is already processed and then the
receiving message-data frame shall be discarded; and the ACK without error status shall be
sent back to the corresponding node;

When the value of the sequence number in the FA-link header of the receiving message-
data frame differs from the value of the sequence number of the corresponding node in the
message-sequence-number-management-information, the node receiving the message-
data frame shall recognize the receiving message-data as a new one and shall put the value
of received sequence number into the corresponding entry area to that node in the message-
sequence-number-management-information.
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Data transmission frames

1 Data transfer frame

Operation in normal, steady state on the node consists of a data transmission phase and a

token

transmission phase after a node obtains the token.

In the data transmission phase, there exists several patterns of the cyclic-data transmission
and the message-data transmission to be carried out by a node as follows:

a) When a node has no cyclic-data to send out due to no allocation of the memory area specific
for this node on the CM1, CM2 and CM3 and has a request to send a message-data from
the¢ FAL-user, upon obtaining the token the node first sends out a message-data franje and
in puccession sends out a cyclic-data frame with no cyclic-data. After sending out the
data frame without the cyclic-data, then the node sends out a token frame to pass’the|token
to the next node on a logical ring;

b) When a node has cyclic-data of which data volume is less than or equal to 1024 oct
has a request to send a message-data from the FAL-user, upon obtaining the tok

node first sends out a message-data frame and in succession sends~out one cycli
frgame with the cyclic-data, then the node sends out a token frame to pass the token

ne

c) W
re
se

t node on a logical ring;
nen a node has cyclic-data of which data volume is greater-than 1 024 octets and

hds out a message-data frame and in succession sends out a series of the cycli

cyclic-

eLs and

n the
C-data
to the

has a

quest to send a message-data from the FAL-user, upon.obtaining the token the node first

c-data

frgmes with fragmented cyclic-data. After sending ouf(the final-cyclic-data frame, thg node

se

hds out a token frame to pass the token to the next node on a logical ring.

Figurg 17 shows the train of data frames and a teken frame sending out of a node.

a)

Cyclic-data frame Token frame

with/without cyclic-data
b)

Cyclic-data frame Final-cyclic-data frame Token frame
c)

Message-data frame Cyclic-data frame Token frame
with/without cyclic-data

d)

Messagejdata frame Cyclic-data frame Final-cyclic-data frame Token frame

IEC

Figure 17 — Train of data frames and a token frame

4.3.7.2 Frame structure

Figure 18 shows the frame structure sent out on Ethernet or ISO/IEC/IEEE 8802-3 medium.


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

- 50 - IEC 61158-6-26:2023 © |IEC 2023

User data FAL-user
FAL-user
_________ le— Max1 024 octets
64 — 96 octets |
FA-link header User data | FAL
FAL 8—-20octets v
DLL UDP/TCP2 header FAL APDU UDP/TCP2
e UDP/TCP2PDU >
20 octets ¥ v
IP header UDP/TCP? header FAL APDU 1P
< IP datagram ‘I
8 octets 14 octets v 1 4 octgts
Pre/$FD | Ethernet header IP header UDP/TCP? header FAL APDU FCS |
I Max 1 500 octets »>
PhL .

a8 Megsage-data transmission is performed primarily by means of connectionless UDP communication ch
Thel message-data transmission based on connection-oriented-CP communication channels is only
Gerleral-purpose-command-server-communication which is utilized for intercommunication between thg
and|the general-purpose Human-Machine-Interface tool.

4.3.7.

Table
Type

Trans

repregents the transaction of-a receiving frame. Several sets of the values and TCLO

uniqu

Figure 18 — Frame’structure

B Summary of data transmission frames

P6 fieldbus.

hction code (TCD) is usedito discriminate and identify each data transmission fram

¢ly defined and exclasively reserved for future use; however, some of the values reg

annels.
for the
nodes

4 summarizes the data transmission frames including the channel control frames for

b, and
s are
erved

are aailable for Type 26 application users uniquely without overlapping to define for thejr own

applicption.

Table 4 — Data transmission frame and the TCD value

Data transmission frame Value of TCD

Transparent-message 10 000 to 59999

7 (Z7T0H.. EASF H)
Token 65 000 (‘"FDE8'H)
Cyclic-data 65 001 ('"FDE9'H)
Extended-cyclic-data 65 101 ('FE4D'H)
Participation request (Participation-req) 65 002 ('FDEA'H)
Extended-participation request (Extended-participation-req) 65 029 ('FEO5'H)
Byte-block-read request (Byte-block-read-req) 65 003 ('"FDEB'H)
Byte-block-read response (Byte-block-read-rsp) 65 203 ('FEB3'H)
Byte-block-write request (Byte-block-write-req) 65 004 ('FDEC'H)
Byte-block-write response (Byte-block-write-rsp) 65 204 ('FEB4'H)
Word-block-read request (Word-block-read-req) 65 005 ('FDED'H)
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Data transmission frame

Value of TCD

Word-block-read response (Word-block-read-rsp)

65 205 ('"FEB5'H)

Word-block-write request (Word-block-write-req)

65 006 ('"FDEE'H)

Word-block-write response (Word-block-write-rsp)

65 206 ('FEB6'H)

Network-parameter-read request (Network-parameter-read-req)

65 007 ('FDEF'H)

Network-parameter-read response (Network-parameter-read-rsp)

65 207 ('"FEB7'H)

Network-parameter-write request (Network-parameter-write-req)

65 008 ('"FDFO'H)

Network-parameter-write response (Network-parameter-write-rsp)

65 208 ('"FEB8'H)

85 009 (‘"EDE1'H)

Stop_r‘nmmnnr{ request {an'n_r'nmmnnri_rnnl\

Stop-¢gommand response (Stop-command-rsp)

65 209 ('"FEB9'H)

Operation-command request (Operation-command-req)

65 010 ('"FDF2'H

Operation-command response (Operation-command-rsp)

65 21QCFEBA'H

Profilg-read request (Profile-read-req)

65011 ('"FDF3'H

Profilg-read response (Profile-read-rsp)

65 211 (‘'FEBB'H

Triggqgr

65 012 ('"FDF4'H

Log-dfta-read request (Log-data-read-req)

65 013 ('"FDF5'H

Log-dfta-read response (Log-data-read-rsp)

Log-dfta-clear request (Log-data-clear-req)

65 014 ('"FDF6'H

Log-dfta-clear response (Log-data-clear-rsp)

65 214 ('"FEBE'H

Messgge-return request (Message-return-req)

65 015 ('"FDF7'H

Messgge-return response (Message-return-rsp)

65 215 ('"FEBF'H

Vendqr-specific-message request (Vendor-specific-msgrteq)

65 016 ('FDF8'H

Venddr-specific-message response (Vendor-specificsmsg-rsp)

)
)
)
)
)
)
65213 ('FEBD'H)
)
)
)
)
)
)

65 216 ('"FECO'H

Start-TK-holding-time-measurement request
(Starf-TK-hld-time-mrmt-req)

65 020 ('FDFC'H)

Start-TK-holding-time-measurement response
(Starf-TK-hld-time-mrmt-rsp)

65 220 ('"FEC4'H)

Termipate-TK-holding-time-measurement request
(Terminate-TK-hld-time-mrmtsreq)

65 021 ('"FDFD'H)

Termipate-TK-holding-time-measurement response
(Terminate-TK-hld-time-mrmt-rsp)

65 221 ('FEC5'H)

Start-GP_Comm-sender-log request
(Starf-GP_Commi=sndr-log-req)

65 022 ('"FDFE'H)

Start-GP_Comm-=sender-log response
(Starf-GPComm-sndr-log-rsp)

65 222 ('"FEC6'H)

Termipate-GP_Comm-sender-log request

65 023 (‘'EDFF'H)

(Termimate-GP_Comm-sndr-fog-req)

Terminate-GP_Comm-sender-log response
(Terminate-GP_Comm-sndr-log-rsp)

65 223 ('FEC7'H)

Set-remote-node-configuration-parameter request
(Set-remote-node-config-para- req)

65 024 ('"FEOO'H)

Set-remote-node-configuration-parameter response
(Set-remote-node-config-para- rsp)

65 224 ('"FEC8'H)

Read-remote-participating-node-management-information-parameter request

(Read-rmt-partici-node-mgt-info-para-req)

65 025 ('FE01'H)

Read-remote-participating-node-management-information-parameter response

(Read-rmt-partici-node-mgt-info-para-rsp)

65 225 ('"FEC9'H)

Read-remote-node-management-information-parameter request
(Read-rmt-node-mgt-info-para-req)

65 026 ('"FEO2'H)
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Data transmission frame Value of TCD

Read-remote-node-management-information-parameter response

65 226 ('FECA'H)
(Read-rmt-node-mgt-info-para-rsp)

Read-remote-node-setting-information-parameter request

(Read-rmt-node-set-info-para-req) 65 027 (FEO3'H)

Read-remote-node-setting-information-parameter response

(Read-rmt-node-set-info-para-rsp) 65 227 (FECB'H)

Reset-node request (Reset-node-req) 65 028 ('"FE04'H)
Reset-node response (Reset-node-rsp) 65 228 ('FECC'H)
Extenget-retwori-parameterreatregtuestEretworcparametertead—rteds 65-020-FE65+H
Extengled-network-parameter-read response (Ex-network-parameter-read-rsp) 65 229 ('FECD'H)
Extenfled-network-parameter-write request (Ex-network-parameter-write-req) 65 030 ('FED6'H)
Extengled-network-parameter-write response (Ex-network-parameter-write-rsp) 65 230 (“FECE'H)

NOTE|1 The following TCD numbers are reserved for user applications: 0 to 9 999, 60.000'to 64 999, 69 212,
65 217 and 65 400 to 65 535.

NOTE|2 The following TCD numbers are for future system extension: 65 017, 657,018, 65 019, 65 031 to 69 100,
65 103 to 65 202, 65 218, 65 219 and 65 231 to 65 399.

4.4 |FAL PDU abstract syntax

4.4.1 Basic abstract syntax

44.1.1 PDU definition

The dgfinitions of Type 26 FAL PDUs are shown below.

FAL-ADU::= CHOICE {

transparent-msg-PDU [0] Transparent-msg-PDU
token-PDU [1] Token-PDU
participation-req-PDU [2] Participation-req-PDU
byte-block-read-req-PDU [3] Byte-block-read-req-PDU
byte-block-read-rsptPDU [4] Byte-block-read-rsp-PDU
byte-block-write-req-PDU [5] Byte-block-write-req-PDU
byte-block-write-rsp-PDU [6] Byte-block-write-rsp-PDU
word-bleck-read-req-PDU [7] Word-block-read-req-PDU
word-block-read-rsp-PDU [8] Word-block-read-rsp-PDU
word-block-write-req-PDU [9] Word-block-write-req-PDU
word-block-write-rsp-PDU [10] Word-block-write-rsp-PDU
network-parameter-read-req-PDU [11] Network-parameter-read-req-PDU
network-parameter-read-rsp-PDU [12] Network-parameter-read-rsp-PDU
network-parameter-write-req-PDU [13] Network-parameter-write-req-PDU
network-parameter-write-rsp-PDU [14] Network-parameter-write-rsp-PDU
stop-command-req-PDU [15] Stop-command-req-PDU
stop-command-rsp-PDU [16] Stop-command-rsp-PDU
operation-command-req-PDU [17] Operation-command-req-PDU
operation-command-rsp-PDU [18] Operation-command-rsp-PDU
profile-read-req-PDU [19] Profile-read-req-PDU

profile-read-rsp-PDU [20] Profile-read-rsp-PDU
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trigger-PDU [21] Trigger-PDU
log-data-read-req-PDU [22] Log-data-read-req-PDU
log-data-read-rsp-PDU [23] Log-data-read-rsp-PDU
log-data-clear-req-PDU [24] Log-data-clear-req-PDU
log-data-clear-rsp-PDU [25] Log-data-clear-rsp-PDU
message-return-req-PDU [26] Message-return-req-PDU
message-return-rsp-PDU [27] Message-return-rsp-PDU
vendor-specific-msg-req-PDU [28] Vendor-specific-msg-req-PDU
vendor-specific-msg-rsp-PDU [29] Vendor-specific-msg-rsp-PDU
start-TK-hld-time-mrmt-req-PDU [30] Start-TK-hld-time-mrmt-req-PDU
start-TK-hld-time-mrmt-rsp-PDU [31] Start-TK-hld-time-mrmt-rsp-PDU
terminate-TK-hld-time-mrmt-req-PDU [32] Terminate-TK-hld-time-mrmt-req-PDU
terminate-TK-hld-time-mrmt-rsp-PDU [33] Terminate-TK-hld-time-mrmt-rsp:PDU
start-GP_Comm-sndr-log-req-PDU [34] Start-GP_Comm-sndr-log-req=PDU
start-GP_Comm-sndr-log-rsp-PDU [35] Start-GP_Comm-sndr4log-rsp-PDU
terminate-GP_Comm-sndr-log-req-PDU [36] Terminate-GP_Comm-~sndr-log-req-PDU
terminate-GP_Comm-sndr-log-rsp-PDU [37] Terminate-GP,_({Comm-sndr-log-rsp-PDU
set-remote-node-config-para- req-PDU [38] Set-remote-node-config-para- req-PDU
set-remote-node-config-para- rsp-PDU [39] Set-remote-node-config-para- rsp-PDU
read-rmt-partici-node-mgt-info-para-req- [40] Read3rmt-partici-node-mgt-info-para-req-
PDU RDU
read-rmt-partici-node-mgt-info-para-rsp- [41] Read-rmt-partici-node-mgt-info-para-rsp-
PDU PDU
read-rmt-node-mgt-info-para-req-PDU [421 Read-rmt-node-mgt-info-para-req-PDU
read-rmt-node-mgt-info-para-rsp-PDU [43] Read-rmt-node-mgt-info-para-rsp-PDU
read-rmt-node-set-info-para-req-PDU [44] Read-rmt-node-set-info-para-req-PDU
read-rmt-node-set-info-para-rsp-PDU [45] Read-rmt-node-set-info-para-rsp-PDU
reset-node-req-PDU [46] Reset-node-req-PDU
reset-node-rsp-PDU [47] Reset-node-rsp-PDU
cyclic-data-PDU Cyclic-data-PDU
extended-participation:req PDU [51] Extended-participation-req PDU
extended-netwark*parameter-read-req PDU  [52] Extended-network-parameter-read-req PDU
extended-nétwork-parameter-read-rsp PDU  [53] Extended-network-parameter-read-rsp PDU
extended-network-parameter-write-req PDU  [54] Extended-network-parameter-write-req PDU
extended-network-parameter-write-rsp PDU  [55] Extended-network-parameter-write-rsp PDU
}

Cyclic-data-PDU::= CHOICE {

cyclic-data-wo-ACK-PDU [48] Cyclic-data-wo-ACK-PDU
cyclic-data-w-ACK-PDU [49] Cyclic-data-w-ACK-PDU
extended-cyclic-data-PDU [50] Extended-cyclic-data-PDU
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4.4.1.2 FALARHeader definition
FALARHeader to be used in each PDU are shown as follows.

FALARHeader::= CHOICE {
fALARHeader1 FALARHeader1
fALARHeader2 FALARHeader2 -- CM3 usage

FALARHeader1::= SEQUENCE {

h_type H_type
tFL TFL
sNA SNA
dNA DNA
v_Seq V_Seq
seq Seq
m_Ctl M_Ctl
uLs ULS
m_SZ M_Sz
m_ADD M_ADD
mFT MFT
m_RLT M_RLT,
reserved Unsighed16
tCD TCD
VER VER
c_AD1 C_AD1
c_Sz1 C_Sz1
c_AD2 C_AD2
c_Sz2 C_Sz2
mode Mode
p_Type P_Type
pRI PRI
cBN CBN
tBN TBN
bSIZE BSIZE
IKS LKS

tw TW

rCT RCT
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FALARHeader2::= SEQUENCE {
h_type H_type
tFL TFL
sNA SNA
dNA DNA
v_Seq V_Seq
seq Seq
m_Ctl M_Ctl
uLs ULS
m_SZ M_Sz
m_ADD M_ADD
mFT MFT
m_RLT M_RLT
reserved Unsigned16
tCD TCD
VER VER
c_AD3 C_AD3
c_SZ3 C_SZ3
mode Mode
p_Type P_Type
pRI PRI
cBN CBN
tBN BN
bSIZE BSIZE
IKS LKS
tw TW
rCT RCT
Transparent-msg- PDU

parent-msg-PRU= SEQUENCE {
fALARHeader FALARHeader1

4.4.3

data

Trans-msgData

Token-PDU

Token-PDU::= SEQUENCE {

fALARHeader

FALARHeader1
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4.4.4

Participation-req-PDU

Participation-req-PDU::= SEQUENCE {
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fALARHeader FALARHeader1
nDN NDN
vDN VDN
mSN MSN
reserved Unsigned16
}
4.4.5 Byte-block-read PDUs
Byte-hlock-read-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Byte-hlock-read-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data B_BIk_Rd_rspData
}
4.4.6 Byte-block-write PDUs
Byte-hlock-write-req-PDU::= SEQUENCE {

Byte-H

4.4.7

Word-

fALARHeader
data

lock-write-rsp-PDU::= SEQUENCE {
fALARHeader
data

Woard=-block-read PDUs
black-read-req-PDU::= SEQUENCE {

FALARHeader1
B_BIlk_Wt_regDat

FALARHeade1r
B_BIk_Wt_rspData

Word-

fALARHeader FAtARHeader
block-read-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1

data

W_BIk_Rd_rspData
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4.4.8 Word-block-write PDUs
Word-block-write-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data W_BIk_Wt_reqDat
}
Word-block-write-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data W_BIk_Wt_rspData

449

Netwd

Netwd

4.4.10

Netwd

Netwd

Network-parameter-read PDUs

rk-parameter-read-req-PDU::= SEQUENCE {
fALARHeader

rk-parameter-read-rsp-PDU::= SEQUENCE {
fALARHeader
data

Network-parameter-write PDUs
rk-parameter-write-req-PDU::= SEQUENGEA
fALARHeader
data

rk-parameter-write-rspsPDU::= SEQUENCE {
fALARHeader
data

4.4.11

FALARHeader1

FALARHeader1
Net-para-Rd-rspData

FALARHeader1
Net-para-Wrt-reqData

FALARHeader1
Net-para-Wrt-rspData

— Stop-command PDUs

Stop-command-req-PDU::= SEQUENCE {

fALARHeader

Stop-command-rsp-PDU::= SEQUENCE {

fALARHeader
data

FALARHeader1

FALARHeader1
Stop-cmdData
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Operation-command-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Operation-command-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Op-cmdData
}
4.413 Profile-read PDUs
Profilg-read-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Profilg¢-read-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Profile-readDadta
}
4.4.14 Trigger-PDU
Trigggqr-PDU::= SEQUENCE {
fALARHeader FALARHeader1
nDN NDN
vDN VDN
mSN MSN
reserved Unsigned16
}
4,413 Log-data-read PDUs
Log-dpta-read=req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Log-data-read-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Log-readData
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4.4.16 Log-data-clear PDUs
Log-data-clear-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Log-data-clear-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Log-clearData
}
4.4.171 Message-return PDUs
Message-return-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Msg-return-reqData

Message-return-rsp-PDU::= SEQUENCE {

fALARHeader FALARHeader
data Msg-return-rspData
}
4.4.194 Vendor-specific-msg PDUs
Vendqr-specific-msg-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
vDN VDN
sCODE SCODE
data V_msg_reqData

Vendqr-specific-m§g-rsp-PDU::= SEQUENCE {

fALARHeader FALARHeader1
vDN VDN

sCODE SCODE

data V_msg_rspData
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4.4.19 Start-TK-hld-time-mrmt PDUs
Start-TK-hld-time-mrmt-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Start-TK-hld-time-mrmt-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1

IEC 61158-6-26:2023 © |IEC 2023

4.4.20 Terminate-TK-hld-time-mrmt PDUs

Termipate-TK-hld-time-mrmt-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1

Termipate-TK-hld-time-mrmt-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data TK-hld-timeData

4.4.21 Start-GP_Comm-sndr-log PDUs

Start-5P_Comm-sndr-log-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1

Start-5P_Comm-sndr-log-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1

4.4.23 Terminate-:GP_Comm-sndr-log PDUs

Termipate-GP_Comm-sndr-log-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1

Terminate-GP_Comm-sndr-log-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Sndr-logData
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4.4.23 Set-remote-node-config-para PDUs

Set-remote-node-config-para- req-PDU::= SEQUENCE {
fALARHeader
data

FALARHeader1

Set-remote-node-config-para-ReqData

Set-remote-node-config-para- rsp-PDU::= SEQUENCE {
fALARHeader
data

FALARHeader1

Set-remote-node-config-para-RspData

4.4.24 Read-rmt-partici-node-mgt-info-para PDUs

Read{rmt-partici-node-mgt-info-para-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Read-rmt-partici-node-mgtéjinfo-
ReqgData
}
Read{rmt-partici-node-mgt-info-para-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Readrmt-partici-node-mgt-info-
RspData
}

4.4.29 Read-rmt- node-mgt-info-para PDUs

Read{rmt- node-mgt-info-para-req-PDUY::= SEQUENCE {

fALARHeader FALARHeader1

Read{rmt- node-mgt-ifo-para-rsp-PDU::= SEQUENCE {
fALARHeader
data

FALARHeader1

Rmt- node-mgt-info-paraData

4.4.26 Read-rmt-node-set-info-para PDUs

Read-rmt-node-set-info-para-req-PDU::= SEQUENCE {

fALARHeader FALARHeader1

Read-rmt-node-set-info-para-rsp-PDU::= SEQUENCE {
fALARHeader

data

FALARHeader1

Set-info-para-read-data


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

4.4.27 Reset-node PDUs

- 62—

IEC 61158-6-26:2023 © |IEC 2023

Reset-node-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
Reset-node-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
}
4.4.28§ Cyclic-data PDUs
Cyclig-data-wo-ACK-PDU::= SEQUENCE {
fALARHeader FALARHeader1
cyclicData CyclicData
}
Cyclig-data-w-ACK-PDU::= SEQUENCE {
fALARHeader FALARHeader1
aCKdata ACKdata
cyclicData CyclicData
}
Extenfed-cyclic-data-PDU::= SEQUENCE {
fALARHeader FALARHeader2
cyclicData CyclicData
¥
4.4.29 Extended-prticiption-req-PDU
Extenfled-prticiption-req-PDU::= SEQUENCE {
fALARHeader FALARHeader2
nDN NDN
vDN VDN
mSN MSN
réserved Unsigned16
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4.4.30 Extended-network-parameter-read PDUs

Extended-network-parameter-read-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1

Extended-network-parameter-read-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Ex-Net-para-Rd-rspData

4.4.31 Extended-network-parameter-write PDUs

Extenfled-network-parameter-write-req-PDU::= SEQUENCE {
fALARHeader FALARHeader1
data Ex-Net-para-Wrt-reqData

Extenfled-network-parameter-write-rsp-PDU::= SEQUENCE {
fALARHeader FALARHeaderd
data Ex-Net-para-\Wrt-rspData

4.5 |Data type assignments

Data types used in FAL PDU abstract syntax notation are shown as follows.

NOTE |The data types are defined in IEC/61158-5-26, 5.3.

H_typp::= PrintableString SIZE\4)
TFL::§ Unsigned32

SNA::F Unsigned32

DNA::F Unsigned32

V_Seq::= Unsigned32

SEQ::F Unsigned32
M_Ctl}:=\Unsigned32

ULS::= Unsigned16
M_SZ::= Unsigned16
M_ADD::= Unsigned32
MFT::= Unsigned8
M_RLT::= Unsigned8
TCD::= Unsigned16
VER::= Unsigned16
C_AD1::= Unsigned16
C_Sz1::
C_AD2::= Unsigned16
C_SZ2::= Unsigned16

Unsigned16
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C_AD3::= Unsigned32
C_SZ3::= Unsigned32

Mode:

:= Unsigned16

P_Type::= Unsigned8
PRI::= Unsigned8

CBN::

= Unsigned8

TBN::= Unsigned8
BSIZE::= Unsigned16
LKS::= Unsigned8
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TW::S
RCT::
NDN:
VDN::
MSN:
sScon
B_BIk
B_BIk
B_BIk
W_BIH
W_BIH
W_BIH
Trans
Net-p
Net-p
Net-p
Stop-
Op-cn|
Profile
Log-r¢g
Log-c
Msg-ri
Msg-ri
V_ms
V_ms

TK-hl

Unsigned8

F Unsigned16

= OctetString SIZE(10)

= OctetString SIZE(10)

= OctetString SIZE(10)

E::= OctetString SIZE(6)

| Rd_rspData::= OctetString SIZE(0..1 024)
| Wt_regDat::= OctetString SIZE(1..1 024)

| Wt_rspData::= OctetString SIZE(0..1 024)
_Rd_rspData::= OctetString SIZE(0..1 024)
_Wt_reqData::= OctetString SIZE(2..1 024)
_Wt_rspData::= OctetString SIZE(0..1 024)
msgData::= OctetString SIZE(0..1 024)
hra-Rd-rspData::= OctetString SIZE(0..1 024)
hra-Wrt-reqData::= OctetString SIZE(20)
hra-Wrt-rspData::= OctetString SIZE(0..1 024)
mdData::= OctetString SIZE(0..1 024/
dData::= OctetString SIZE(0..1 024)
-readData::= OctetString SIZE(6:.1 024)
adData::= OctetString SIZE(0..512)
earData::= OctetString\SIZE(0..512)
pturn-reqData::= OctetString SIZE(0..1 024)
bturn-rspData;j:="OctetString SIZE(0..1 024)
j_regData::5 OctetString SIZE(0..1 024)
j_rspData::= OctetString SIZE(0..1 024)
-timeData::= OctetString SIZE(76)

Sndr-|

Set-remote-node-config-para-ReqData::= OctetString SIZE(28)
Set-remote-node-config-para-RspData::= OctetString SIZE(24)
Read-rmt-partici-node-mgt-info-ReqgData::= OctetString SIZE(4)
Read-rmt-partici-node-mgt-info-RspData::= OctetString SIZE(20)

ogData::= OctetString SIZE(84)

Rmt- node-mgt-info-paraData::= OctetString SIZE(64)

Set-in

fo-para-read-data::= OctetString SIZE(96)

CyclicData::= OctetString SIZE ( 0..1 024)

ACKd

ata::= OctetString SIZE ( 20..132)
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5 Transfer syntax

5.1 Encoding rules

511 Basic encoding

The encoding rule of this document is based on the terms and definitions of ISO/IEC 8825-1,

which consists of the three encoding components; i.e. Identifier octet, Length octet
Contents octets. Using fixed length data, Identifier octet and Length octets like TER (Trad
Encoding Rule) are not used in this document.

5.1.2

The egncoding of a fixed-length unsigned value of Unsigned8, Unsigned16 and Unsig
types [shall be primitive as unsigned integers of one octet, two octets and four octets in
respegtively. Unsigned8, Unsigned16 and Unsigned32 are encoded as big endiafs’in whi
most $ignificant octet is regarded as the first octet, followed by the next octet’as the s
octet and the least significant octet is regarded as the last octet of the Contents octets.

51.3 Fixed length BitString encoding

The epcoding of a fixed-length BitString value of BitString8, BitString16, and BitString32
shall pe primitive as unsigned integers of one octet, two octets and four octets in
respectively.

5.1.4 OctetString encoding

Octet$tring which has variable length of octets shall be encoded octet by octet in seqy
order.

The Jontents octets shall be equal in valde to the octets in the data value, in the orde

s and
itional

ned32
ength
ch the
econd

types
ength

ential

r they

appedr in the data value and with the mast significant bit of an octet of the data value aligned

with the most significant bit of an octet of the Contents octets.

5.1.5| SEQUENCE encoding

The SEQUENCE type is comparable to a record. It represents a collection of user data
same Jor of different Data‘types.

SEQUENCE encoding is performed in sequence, starting from the initial element, ar
identifiers and length used in ASN.1 are not present.

5.2 |PDU elements encoding

of the

d the

5.2.1 FAl ARHeader

5.2.1.1 Encoding

All the APDUs have the common header called FALARHeader. Each element field of

FALARHeader that is defined in Clause 5 is encoded as big endians.

5.2.1.2 H_type

This field indicates the Type 26 fieldbus or "FL-net controller network".

The value is "FACN".
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5.2.1.3 TFL

This field indicates the total octet length including both fields of the FALARHead and the data
before fragmenting each PDU. When the data field contains multiple ACKs, the length of the

ACKs

shall be included.

The value of the total octet length shall be in the most significant Bit 31 through Bit 16. Bit 15..0
shall be the value '0...0'B.

5.2.1.4 SNA

This fi

ld contains the-saolrce-node-number

The rg

5.2.1.

This field contains the destination node number.

The v
as foll

5.2.1.

This field contains the Version-'ef sequence number.

5.2.1.

This f

The rg

5.2.1.

nge of the value shall be 1 to 254, and the value shall be in the most significaht o

b DNA

alue of DNA shall be in the most significant octet. The value(is dependent on the
OWS:

For the PPT message-data transmission; the range of«the value shall be 1 to 254

For the Token frame, the value is the node number of which a node is the sucq
node for the token to be passed to; the range of\the value shall be 1 to 254;

For the cyclic-data transmission, the value s, the node number of which a node
successor node for the token to be passed to; the range of the value shall be 1 tg

For the BCT message-data transmissjon;’the value is 'FF'H;

trigger frame, the value is 'FF'H.

B V_Seq

y SEQ

eld contains the Sequence number.
nge of thelvalue shall be '1'H to 'FFFF FFFF'H.

8 (M _ctl

This fi

eld indicates whether the FDU Is of 1-t0-N broadcast (BC 1) type or T1-to-T (FF 1 or

tet.

PDUs

essor

is the
254;

For the participation-request framesithe extended-participation-request frame and the

Peer-

to-Peer transmission) type, and further indicates whether the PDU contains ACK data or not.

The bits of this field are defined as follows:

Bit 0 BCT: If "True", the PDU is the "broadcast" type.

Bit 1 PPT: If "True", the PDU is the "Peer-to-Peer" type.

Bit 2 Reserved: This field is reserved for future use. The value is '0'B.
Bit 3 RPL: If "True", the PDU contains ACK data.

Bit 4..31 Reserved: This field is reserved for future use. The value is '0...0'B.
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5.2.1.9 ULS

This field contains the Upper layer status.

The bits of this field are defined as follows:

Bit 0..11 U_ERR_CODE: Error-identifier is set by the upper layer.

Bit 12 Reserved: This field is reserved for future use. The value is '0'B.
Bit 13 Warning: If "True", warning error exists.

Bit 14 ALARM: If "True", alarming error exists.

Bit 15 RUN/STOP: [T True", the upper layer process is in operation,

If "False", the upper layer process is halted.

Table|5 shows the upper layer operating condition matrix.

Table 5 — Upper layer operating condition matrix

Efror Operating state
Information
RUN STOP
NORMAL The "upper layer process" is in operation, and both The "upper layer process" is halted,|and
of the cyclic-data- and the message-data- both of the cyclic-data- and the megsage-
transmission are applicable. data-transmission are applicable.

WARNING The "upper layer process" is in operation under ah The "upper layer process" is halted [under
error condition, and both of the cyclic-data- and.the | the error condition, and both of the
message-data-transmission are applicable. cyclic-data- and the message-data-
transmission are applicable.

ALARM Both of the cyclic-data and the message<data- Both of the cyclic data and messagg data
transmission are not applicable. are not applicable.

5.2.1.10 M_SZ, M_ADD
M_SZ|is the message-data size'of the virtual-address-space. M_ADD is the offset address of

the target virtual-address-space. These fields are used for Byte-block-read/-write and Word-
block-fead/-write PDUs.

The rgnge of the valde,for the M_SZ and the M_ADD is '0'H to 'FFFF FFFF'H.

5.2.1.11 MFT

This [field-“contains the allowable-minimum-frame-interval-time for the messagg-data
transmission.

The range of the value shall be 0 to 50, and the unit is 100 ps.

5.2.1.12 M_RLT

This field contains the message result by the responder.

The value is as follows:

— '0'H Success: Successfully completed;
- "1'H Failure: Invalid requested parameter.

Error information is contained in the data filed;
— '2'H Failure: Service unimplemented.
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5.2.1.13 TCD

Refer to Table 4 in 4.3.7.3.

5.2.1.14 VER

This field indicates the program version.
The value is '0'H.

5.2.1.15 C_AD1, C_SZ1, C_AD2, C_SZ2, C_AD3 and C_SZ3

C_AD{[ is the data-head-address on common-memory-area-1, and C_SZ1 is the data-s|ze on
commpn-memory-area-1. C_AD1 is used in combination with C_SZ1. C_AD2 is the(data{head-
address on common-memory-area-2, and C_SZ2 is the data-size on common-memory-area-2.
C_ADRp is used in combination with C_SZ2. C_AD3 is data-head-address on common-mgmory-
area-3, and C_SZ3 is the data-size on common-memory-area-3. C_AD3 is used’in combipation
with J_SZ3.

— | The range of the C_AD1 is '0'H to "1FF'H, and the range of C 1SZ1 is 0 to 512;

— | The range of the C_AD2 is '0'H to '1 FFF'H, and the range~of C_SZ2 is 0 to 8 192

— | The range of the C_AD3 is '0'H to 'OF FFFF'H, and the«ange of C_SZ3 is 0 to 32|768.
5.2.1.16 Mode

This fleld indicates the FA-link protocol version; i.e.4he”major version and the minor v@rsion,
and the status of the token mode. The version of the\EA-link protocol is indicated in combipation
with the major- and the minor-version number.

The blts of this field are defined as follows;

Bit 0..3 Reserved: This field is reserved for future use. The value is '0...0[B.
Bit 4..7 Min_VER: The’range of the value shall be 0 to 15.
Bit 8..11 MAJ_VER: iThe value is 2 or 3 or 4.

Bit 12..14 Reserved: This field is reserved for future use. The value is '0...0|B.
Bit 15 Token: The value is 1.

5.21.17 P_Type

This field indicates the protocol type.

The value(is)*80'H.

5.2.1.18 PRI

This field indicates the message-priority.
The value is '0'H.

5.2.1.19 CBN, TBN and BSIZE

CBN, TBN and BSIZE contain the Current-fragment-block-number, the Total-fragment-block-
number and the Current-fragment-block-size respectively.

When the data field contains multiple ACKs, the length of the ACKs shall be included in the
BSIZE. In the case of no fragmentation, the value of the TFL and the BSIZE is same value.
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The range of the CBN and the TBN is 1 to 255, and the range of the BSIZE is 64 to 1 088.

5.2.1.20 LKS

This field contains the link-status.

The bits of this field are defined as follows:

Bit 0..3 Reserved: The value is '0...0'B.

Bit 4 Upper_Layer_inactive: If "True", the upper layer is inactive.

Bit & CM Data Valid: If "True" the data on the CM is valid

Bi{ 6 CM_Set_up_Comp: If "True", the parameter set-up for the CM is complgted.

Bil 7 Overlapped_CM _area: If "True", the CM address spaces are overlapped.
52121 TW

This fleld contains the value of the Observation time period for the token ‘€irculation.
The rgnge of the value shall be 1 to 255, and the unit is 1 ms.

5.2.1.p2 RCT

This fleld contains the value of the Allowable-refresh-cycle-time.
The rgnge of the value shall be 0 to 65 535, and the unit is 1 ms.

5.2.2 Transparent-msg PDU
5.2.2.1 PDU specific values

Transparent-msg-PDU specific values are given in Table 6.
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Table 6 — Transparent-msg-PDU specific values

Field Value

TFL '40'H to '440'H
RPL Not used; '0'B
uLsS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD Z7TOH. EASFH
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '40'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.2.2 Trans-msgData

TransimsgData contains a user-defined message data to a target node. The structure

TranstmsgData is shown in Figure 19.

The size of the Trans-msgData is 0 t6 1 024 octets. Data shall be encoded as little endig

Octet-
offset Bit 0

Bit 15

User-defined message data

of the

1022

Figure 19 — Structure of Trans-msgData

5.2.3 Token-PDU

Token-PDU specific values are given in Table 7.


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

IEC 61158-6-26:2023 © |IEC 2023 -71 -

Table 7 — Token-PDU specific values

Field Value
TFL '40'H
SEQ Not used; '0'H
M_CTL Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
M_RLT Not used; '0'H
TCD FDEBH
CBN "1'H
TBN "1'H
BSIZE '40'H

5.2.4 Participation-req-PDU
5.2.4.1 PDU specific values

Partic|pation-req -PDU specific values are given in Table 8.

Table 8 — Participation-req -PDU specific values

Field Value

TFL '60'H

SEQ Not\dsed; '0'H
M_CTL Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
M_RLT Not used; '0'H
TCD 'FDEA'H

CBN Not used; '0'H
TBN Not used; '0'H
BSIZE '60'H

LKS Not used; '0'H
RCT Not used; '0'H

5.2.4.2 NDN

This field shows the Node name by the end user.
The value is ASCII character string (SIZE (10)). Data shall be encoded as big endians.

5.2.4.3 VDN

This field shows the Vendor code of the node.

The value is ASCII character string (SIZE (10)). Data shall be encoded as big endians.
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This field shows the Manufacturer model name of the node.

The value is ASCII character string (SIZE (10)). Data shall be encoded as big endians.

5.2.5

Byte-block-read PDUs

5.2.5.1 PDU specific valu

es

Byte-block-read-req-PDU specific values are given in Table 9.

Byte-1

Table 9 — Byte-block-read-req-PDU specific values

Field Value
TFL '41'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; 'O'H
TCD 'FDEB'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

lock-read-rsp-PDU specific values are given in Table 10.

Table-10 — Byte-block-read-rsp-PDU specific values

Field Value

TFL '41'H to '440'H
PPT "1'B

RPL Not used; '0'B
Uls Not used: '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FEB3'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H
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5.2.5.2

5.2.5.2.1

B_Blk_Rd_rspData

73—

B_BIlk_Rd_rspData with M_RTL =0

B_Blk_Rd_rspData with M_RLT = 0 contains the byte-block-data read out of a target node.

The structure of B_BIk_Rd_rspData is shown in Figure 20 in the case of M_RLT = 0 or "Success
— Successfully completed".

The content is dependent on FAL-users. The size of the B_Blk_Rd _rspData is up to 1 024 octets.

Data shall be encoded as little endians.

Octet-
offset

Bit 0

Bit 7

0

1

2

1023

Byte-block-data read out

Figure 20 — Structure of B_Blk_(Rd: rspData with M_RLT =0

5.2.5.p.2 B_BIlk_Rd_rspData with M_RTL =1
B_BIlk| Rd_rspData with M_RLT = 1 confains the Error information reported by a target|node.
The sfructure of the B_BIk_Rd_rspData is shown in Figure 21 in the case of M_RLT F 1 or
"Failufe — Invalid requested parameter".
The ¢ontent of the error (information is dependent on FAL-users. The size qf the
B_BIlk| Rd_rspData is up to 1. 024 octets. Data shall be encoded as little endians.
Octet-
offset Bit 0 Bit 7
0
1
2 Error information
1023
Figure 21 — Structure of B_Blk_Rd_rspData in case of M_RLT =1
5.2.5.2.3 B_Blk_Rd_rspData with M_RLT = 2

In the case of M_RLT = 2 or "Failure — Service unimplemented”, there is no B_Blk_Rd_rspData

from t

he target node.
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Byte-block-write-req-PDU specific values are given in Table 11.

Table 11 — Byte-block-write-req-PDU specific values

Field Value

TFL '41'H to '440'H
PPT "1'B

RPL Not used; '0'B
uLsS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FDEC'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Byte-Qlock-write-rsp-PDU specific values are\given in Table 12.

Table 12 — Byte-block-write-rsp-PDU specific values

Field Value

TFL '41'H to '440'H
PPT "1'B

RPL Not used; '0'B
uLS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
RS Ya4 NOt used, un
TCD 'FEB4'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.6.2 B_Blk_Wt_reqgData

B_Blk_Wt_reqData contains the byte-block-data to be written to a target node. The structure of

B_BIk_Wt_reqgData is shown in Figure 22.

The content is dependent on FAL-users. The size of the B_BIk_Wt_reqgDat is up to 1 024 octets.

Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 7

0

1
2 Byte-block-data to be written

5.2.6.
5.2.6.

In the
from t

5.2.6.

B _Blk
The s
"Failu

The
B_Blk

Figure 22 — Structure of B_Blk_Wt_reqDat

B B_Blk_Wt_rspData
3.1 B_BIlk_Wt_rspData with M_RTL =0

case of M_RLT = 0 or "Success — Successfully completed", there is no B_Blk_Wt_rs
he target node.

3.2 B_Blk_Wt_rspData with M_RTL = 1

| Wt_rspData with M_RLT = 1 contains the Error ihformation reported by a target
fructure of the B_BIlk_Wt_rspData is shownin Figure 23 in the case of M_RLT
'e — Invalid requested parameter".

content of the error information is “dependent on FAL-users. The size ¢
| Rd_rspData is up to 1 024 octets.cData shall be encoded as little endians.

Octet-
offset Bit 0 Bit 7

2 Error information

pData

node.
= 1 or

f the

1023

Figure 23 — Structure of B_Blk_Wt_rspData in case of M_RLT =1

5.2.6.3.3 B_Blk_Wt_rspData with M_RLT = 2

In the case of M_RLT = 2 or "Failure — Service unimplemented", there is no B_BIk_Rd_rspData.

5.2.7

Word-block-read PDUs

5.2.71 PDU specific values

Word-

block-read-req-PDU specific values are given in Table 13.


https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

—76 —

IEC 61158-6-26:2023 © |IEC 2023

Table 13 — Word-block-read-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_SZ1 Not used; UH
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FDED'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Word-block-read-rsp-PDU specific values are given in Table44.

Table 14 — Word-block-read-rsp-PDU specific values

Field Value

TFL '40'H.10/'440'H
PPT '1'B

RPL Not used; '0'B
uLsS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C.S21 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FEB5'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.7.2 W_BIlk_Rd_rspData

5.2.7.21  W_BIk_Rd_rspData with M_RLT =0

W_BIk_Rd_rspData with M_RLT = 0 contains the word-block-data read out of a target node.

The structure of W_BIk_Rd_rspData is shown in Figure 24 in the case of M_RLT =0 or "Success

— Successfully completed".

The content is dependent on FAL-users. The size of the W_BIk Rd rspData is up to
1 024 octets. Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 15

0

2
4 Word-block-data read out

5.2.7.
W_BIK

The s
"Failu

The
W_BIK

5.2.7.

Figure 24 — Structure of W_BIk_Rd_rspData with M_RLT =0

p.2  W_BIk_Rd_rspData with M_RLT = 1

_Rd_rspData with M_RLT = 1 contains the Error information reported by a target
ructure of the W_BIk_Rd_rspData is shown in Figure 25 inthe case of M_RLT
e — Invalid requested parameter”.

content of the error information is dependent on. FAL-users. The size ¢
_Rd_rspData is up to 1 024 octets. Data shall be ehcoded as little endians.

Octet-
offset Bit 0 Bit 15

0
2

4 Error information

1.022

Figare 25 — Structure of W_BIk_Rd_rspData in case of M_RLT =1

2.3 ~ ~W_BIk_Rd_rspData with M_RLT = 2

node.
= 1 or

f the

In the

from the target node.

5.2.8

Word-block-write PDUs

5.2.8.1 PDU specific values

Word-

block-write-req-PDU specific values are given in Table 15.

case of M RIT =2 or "Failure — Service unimplemented", there is no W_Blk Rd rspData
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Table 15 — Word-block-write-req-PDU specific values

Field Value

TFL '42'H to '440'H
PPT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C_SZ1 Not used; UH
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FDEE'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Word-block-write-rsp-PDU specific values are given in Table16.

Table 16 — Word-block-write-rsp-PDU specific values

Field Value

TFL '40'H.10/'440'H
PPT '1'B

RPL Not used; '0'B
uLsS Not used; '0'H
MFT Not used; '0'H
C_AD1 Not used; '0'H
C.S21 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
TCD 'FEB6'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.8.2 W_BIk_Wt_reqgDat

W_BIk_Wt_reqgDat contains the word-block-data to be written to a target node. The structure of

W_BIk_Wt_reqgData is shown in Figure 26.

The content is dependent on FAL-users. The size of the W_BIk_Wt_reqDat is up to 1 024 octets.

Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 7

0

1
2 Word-block-data to be written

1023

5.2.8.
5.2.8.

In th
W_BIK

5.2.8.

W_BIK
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"Failu
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W_BIK

Figure 26 — Structure of W_BIk_Wt_reqDat

B W_BIlk_Wt_rspData
B.1 W_BIk_Wt_rspData with M_RLT =0

b case of M_RLT = 0 or "Success - Successfully completed", there
_Wt_rspData from the target node.

3.2 W_BIlk_Wt_rspData with M_RLT =1

_Wt_rspData with M_RLT = 1 contains the Error information reported by a target
ructure of the W_BIk_Wt _rspData is shown in Figure 27 in the case of M_RLT
'e — Invalid requested parameter”.

content of the error information is dependent on FAL-users. The size ¢
_Wt_rspData is up to 1 024 octets. Data‘shall be encoded as little endians.

Octet-
offset Bit0 Bit 15

4 Error information

1022

S no

node.
= 1 or

f the

Figure 27 — Structure of W_BIk_Wt_rspData in case of M_RLT =1

5.2.8.3.3 W_BIk_Wt_rspData with M_RLT = 2

In the case of M_RLT = 2 or "Failure — Service unimplemented”, there is no W_BIk_W?1t_rspData
from the target node.

5.2.9

Network-parameter-read PDUs

5.2.9.1 PDU specific values

Network-parameter-read-req-PDU specific values are given in Table 17.
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Table 17 — Network-parameter-read-req-PDU specific values

Netwd

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FDEF'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H
TBN "1'H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; ‘O'H

rk-parameter-read-rsp-PDU specific values are given in Table 18.

Table 18 — Network-parameter-read-rsp-PDU specific values

Field Value

TFL '78'H to '440'H
PRT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEB7'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '78'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H
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5.2.9.2 Net-para-Rd-rspData
5.2.9.2.1 Net-para-Rd-rspData with M_RLT =0

Net-para-Rd-rspData with M_RLT = 0 contains the values of the network parameters read from
a target node. The structure of the Net-para-Rd-rspData is shown in Figure 28 in the case of
M_RLT = 0 or "Success — Successfully completed".

The values of the data elements of the Net-para-Rd-rspData are shown in Table 19. Data shall
be encoded as little endians.

Octet-
offset Bit 0 Bit 7 Bit 8 Bit 15
0
NDN
8
10
VDN
18
20
MSN
28
30 C_AD1
32 C_Sz1
34 C_AD2
36 C_Sz2
38 Reserved TW
40 Reserved MFT
42 Reserved LKS
44 Reserved P_Type
46 ULS
48 RCT
50 RMT_current
52 RMT_maximum
54 RMT_minimum

Figure 28 — Structure of Net-para-Rd-rspData with M_RLT =0
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Data element Value Description

NDN ASCII character string (SIZE (10)) Node name by the end user

VDN ASCII character string (SIZE (10)) Vender code of the node

MSN ASCII character string (SIZE (10)) Manufacturer's model name of a Type 26 node

C_AD1 '0'H to "IFF'H Data-head-address on common-memory-area-1

C_Sz1 0 to 512 Data-size on common-memory-area-1

C_AD2 '0'H to "1 FFF'H Data-head-address on common-memory-area-1

C_Sz? 0to 8192 Data-size on common-memory-area-1

T™W 1 to 255; The unitis 1 ms. Observation time period for the token circutation

MFT 0 to 50; The unit is 100 ps. Allowable-minimum-frame-interval-time for/the
message-data transmission

LKS Refer to 5.2.1.20 Link-status

P_Tyde '80'H Protocol type

ULS Refer to 5.2.1.9 Upper layer status

RCT '0'H to 'FFFF'H; The unitis 1 ms. Allowable-refresh-cycCle-time

RMT_gurrent '0'H to 'FFFF'H; The unit is 1 ms. Current value of‘thie/Refresh-cycle-measurementitime

RMT_maximum | '0'H to 'FFFF'H; The unitis 1 ms. i\ﬂaximum value) of the Refresh-cycle-measurement-
ime

RMT_minimum '0'H to 'FFFF'H; The unit is 1 ms. i\ﬂinimum value of the Refresh-cycle-measurement-
ime

Reserped '0'H Reserved for future use

5.2.9.2.2 Net-para-Rd-rspData with(M_RLT =1

Net-para-Rd-rspData with M_RLT =.1_contains the error information reported by a target
ructure of the Net-para-Rd-fspData is shown in Figure 29 in the case of M_RLT
e — Invalid requested parameter”.

The s
"Failu

The ¢
up to

bntent of the error information is dependent on the device vendor. The size of the ¢
| 024 octets. Data'shall be encoded as little endians.

Octet-

offset Bit 0

Bit 15

0

node.
= 1 or

ata is

2
4

1022

Error information

Figure 29 — Structure of Net-para-Rd-rspData with M_RLT =1
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5.2.10 Network-parameter-write PDUs
5.2.10.1 PDU specific values

Network-parameter-write-req-PDU specific values are given in Table 20.

Table 20 — Network-parameter-write-req-PDU specific values

Field Value
TFL '54'H
PPT "1'B
RPL Not used; '0'B
uLsS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDFO'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1"H
TBN "1'H
BSIZE '54'H
LKS Not\wised; '0'H
T™W Not used; '0'H
RCT Not used; '0'H
Netwqrk-parameter-write-rsp4PDU specific values are given in Table 21.
Table 21-~Network-parameter-write-rsp-PDU specific values
Field Value
TFL '40'H to '440'H
PPT "1'B
RPL Not used; '0'B
ULS NOt used, un
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEB8'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1"H
TBN "1'H
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Field Value
BSIZE '0'H to '400'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.10.2 Net-para-Wrt-reqData

Net-para-Wrt-reqData contains the value of the network parameters to be set to the target node.

The sfructure of the Net-para-Wrt-reqData is shown in Figure 30.

The values of the data elements of the Net-para-Wrt-reqData are shown in Table 22 -Data shall
be entoded as little endians.

Octet-
offset | Bit0 Bit7 | Bit8 Bit 15
0 Setting-para-flag Resefyed’('0'H)
2 C_AD1
4 C_Sz1
6 C_AD2
8 C_Sz2
10
NDN
18

Figure 30 — Structure of Net-para-Wrt-reqData

Table 22(=\Values of the data elements of Net-para-Wrt-reqData

Data element

Value

Description

Setting-para-flag

"1'H:

Set only both of the data-head-address and

the data-size for CM area-1 and -2

'2'H:

Options for setting parameters

'3'H:
Set all parameters

C_AD1 '0'H to "IFF'H Data-head-address on common-memory-
area-1

C_Sz1 0to 512 Data-size on common-memory-area-1

C_AD2 '0'H to "1 FFF'H Data-head-address on common-memory-
area-1

C_Sz2 0to 8192 Data-size on common-memory-area-1

NDN ASCII character string (SIZE (10)) Node name by the end user
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5.2.10.3 Net-para-Wrt-rspData

5.2.10.3.1 Net-para-Wrt-rspData with M_RLT =0

In the case of M_RLT = 0 or "Success — Successfully completed”, there is no Net-para-Wrt-

rspDa

ta.

5.2.10.3.2 Net-para-Wrt-rspData with M_RLT =1

Net-para-Wrt-rspData with M_RLT = 1 contains the error information reported by a target node.
The structure of the Net-para-Wrt-rspData is shown in Figure 31 in the case of M_RLT =1 or
"Failure — Invalid requested parameter".

The c
up to

bntent of the error information is dependent on the device vendor. The size of-the ¢
| 024 octets. Data shall be encoded as little endians.

Octet-
offset Bit 0 Bit 15

0
2

4 Error information

1022

Figure 31 — Structure of Net-para-Wrt-rspData with M_RLT =1

5.2.10.3.3 Net-para-Wrt-rspData.with M_RLT = 2

In the
rspDa

5.2.11

5.2.11

case of M_RLT = 2 or“Failure — Service unimplemented", there is no Net-par
fa.

Stop-command PDUs

.1 PDU specific values

Stop-¢ommand-req-PDU specific values are given in Table 23.

ata is

A-\Wrt-

Table 23 — Stop-command-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDF1'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
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Field Value
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H
TBN "1"H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Stop-¢ommand-rsp-PDU specific values are given in Table 24.
Table 24 — Stop-command-rsp-PDU specific values

Field Value
TFL '40'H to '440'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; O'H
MFT Not used;*'0'H
TCD 'FEB9'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H
TBN "1"H
BSIZE '40'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

5.2.11.2 Stop-cmdData

5.2.11.2.1 Stop-cmdData with M_RLT =0

In the case of M_RLT = 0 or "Success — Successfully completed”, there is no Stop-cmdData.

5.2.11.2.2 Stop-cmdData with M_RLT = 1

Stop-cmdData with M_RLT = 1 contains the error information reported by a target node. The
structure of the Stop-cmdData is shown in Figure 32 in the case of M_RLT = 1 or "Failure —

Invalid requested parameter".

The content of the error information is dependent on the device vendor. The size of the data is

up to 1 024 octets. Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 15

0
2

4 Error information

Figure 32 — Structure of Stop-cmdData with M_RLT = 1

5.2.11.2.3 Stop-cmdData with M_RLT = 2

In the|case of M_RLT = 2 or "Failure — Service unimplemented", there is ho Stop-cmdDafta.

5.2.121 Operation-command PDUs
5.2.12.1 PDU specific values

Opergtion-command-req-PDU specific values are giveninsTable 25.

Table 25 — Operation-command-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_SZ Not used; '0'H
MMADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDF2'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
CBN "1'H
TBN "1'H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Operation-command-rsp-PDU specific values are given in Table 26.
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5.2.12
5.2.12

In the

5.2.12

Op-cmdData with M_RLT\= 1 contains the error information reported by a target nod
ire of the Op-cmdData is shown in Figure 33 in the case of M_RLT = 1 or "Failure —

struct
reque

The ¢
up to

Field Value

TFL '40'H to '440'H
PPT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEBA'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '40'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; ‘O'H

.2 Op-cmdData

ted parameters

.21 Op-cmdData with M_RLT =0

.2.2 Op-cmdData with'M_RLT = 1

case of M_RLT = 0 or "Success — Successfully completed", there is no Op-cmdData.

T. The
I[nvalid

bntent of the error information is dependent on the device vendor. The size of the data is
| 024-octets. Data shall be encoded as little endians.

Octet-
offset Bit 0

Bit 15

0
2
4

1022

Error information

Figure 33 — Structure of Op-cmdData with M_RLT = 1
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5.2.12.2.3 Op-cmdData with M_RLT = 2
In the case of M_RLT = 2 or "Failure — Service unimplemented", there is no Op-cmdData.

5.2.13 Profile-read PDUs
5.2.13.1 PDU specific values

Profile-read-req-PDU specific values are given in Table 27.

Table 27 — Profile-read-req-PDU specific values

Field Value

TFL '40'H

PPT "1'B

RPL Not used; '0'B

uLsS Not used; '0'H

M_Sz Not used; '0'H

M_ADD Not used; '0'H

MFT Not used; '0'H

TCD 'FDF3'H

C_AD1 Not used; '0'H

C_Sz1 Not used; '0'H

C_AD2 Not used; ‘0'H

C_Sz2 Not used; '0'H

CBN "1'H

TBN T'H

BSIZE '40'H

LKS Not used; '0'H

TW Not used; '0'H

RCT Not used; '0'H
Profilg-read-rsp-PDRU.specific values are given in Table 28.
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Table 28 - Profile-read-rsp-PDU specific values

5.2.13
5.2.13

Profile
of thdg
Succe

The c
is 6 to

Field Value

TFL '40'H to '440'H
PPT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEBB'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '40'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; ‘O'H

.2 Profile-readData
.21 Profile-readData with M \RLT =0

-readData with M_RLT = 0 contains the device profile data of a target node. The str
Profile-readData is shown-in Figure 34 in the case of M_RLT = 0 or "Sucg
ssfully completed".

bntent of the devicé-profile data is dependent on the device vendor. The size of th
1 024 octets. bata shall be encoded as little endians.

Octet-
offset Bit 0 Bit 15

Licture
ess —

e data

Q

2

4 Contents of device profile

1022

Figure 34 — Structure of Profile-readData with M_RLT =0

NOTE Assumable contents of the device profile are as follows; however, the contents of the device profile depend
on each device and the device's vendor.
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System related items:
— Version of the device profile common specification;
— System parameter ID;
— System parameter revision number;
— System parameter revision date;
— Device type;
— Vendor name;
— Product name;

— Device-specific parameter ID;

Communication object related items:
— Information on resource object;
— Information on status and mode;
— Information on downloading and uploading;
— Implementation of message services;
— Information on the transparent message service;
— Information on security;
— Implementation of the log data read service;
Network parameter related items:
— Node name of the node (NDN);
— Vendor code of the node (VDN);
— Manufacturer model name of the nede (MSN);
— Data-head-address of Commaon‘memory-area 1 (C_AD1);
— Data size of Common-meniory-area 1 (C_SZ1);
— Data-head-address of\Common-memory-area 2 (C_AD2);
— Data size of Commoenh-memory-area 2 (C_SZ2);
-TW;
- MFT;
— LKS¢
- R_TYPE;
~ULS;
- RCT;
— RMT.

5.2.13.22 Profile-readData with M_RLT =1

Profile-readData with M_RLT = 1 contains the error information reported by a target node. The
structure of the Profile-readData is shown in Figure 35 in the case of M_RLT = 1 or "Failure —
Invalid requested parameter".

The content of the error information is dependent on the device vendor. The size of the data is
up to 1 024 octets. Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 15

0
2

4 Error information

1022

Figure 35 — Structure of Profile-readData with M_RLT =1

5.2.14 Trigger-PDU
5.2.14.1 PDU specific values

Trigggr-PDU specific values are given in Table 29.

Table 29 — Trigger-PDU specific values

Field Value

TFL '60'H

SEQ Not used; '0"H¢
M_CTL Not used; '"O'H.
M_Sz Not used; '0'H.
M_ADD Not used; '0'H.
M_RLT Not used; '0'H.
TCD 'FDF4'H

CBN Not used; '0'H.
TBN Not used; '0'H.
BSIZE '60'H

['KS Not used; '0'H.
RCT Not used; '0'H.

5.2.14.2 NDN

Refer [te"52.4.2.

5.2.14.3 VDN

Refer to 5.2.4.3.

5.2.14.4 MSN

Refer to 5.2.4.4.

5.2.15 Log-data-read PDUs
5.2.15.1 PDU specific values

Log-data-read-req-PDU specific values are given in Table 30.
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Log-d

Table 30 — Log-data-read-req-PDU U specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; 0'H
M_ADD Not used; '0O'H
VT Not used; UH
TCD 'FDF5'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H
TBN "1'H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; ‘O'H

hta-read-rsp-PDU specific values are given in Table 31.

Table 31 - Log-data-read-rsp-PDU specific values

Field Value

TFL '40'H to '240'H
PRT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEBD'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '40'H to '240'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H
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5.2.15.2 Log-readData

5.2.15.2.1 Log-readData with M_RLT =0

Log-readData contains the log data read from a node. The structure of the Log-readData with
M_RLT = 0 is shown in Figure 36. The structure and the values of the data elements of the Log-
readData are shown in Table 32.

The size of the Log-readData is 0 to 512 octets. Data shall be encoded as little endians.

Octet-

offset Bit 0

Bit 31

0
4

508

8 Contents of Log-readData

Figure 36 — Structure of Log-readData with M_RLT =0

Table 32 — Contents of Log-readData

Octdt- Data element Value sage
offset
0 Total count of transmission over the \TSAP Roll-over binary counter value of 32-bit m
length
4 Total count of transmission errocover the Roll-over binary counter value of 32-bit m
TSAP length
8 Total count of transmission error over the Roll-over binary counter value of 32-bit o)
Ethernet length
12..20 Additional information 1 Related additional information o]
24 Total count of reception over the TSAP Roll-over binary counter value of 32-bit m
length
28 Total count of reception error over the TSAP Roll-over binary counter value of 32-bit m
length
32 Total-Count of reception error over the Roll-over binary counter value of 32-bit o
Ethernet length
36..44 Additional information 2 Related additional information o
48 Total count of the token sent out since the Roll-over binary counter value of 32-bit o]
measurement starts length
52 Total count of the cyclic-data frame sent out Roll-over binary counter value of 32-bit o
since the measurement starts length
56 Total count of the one-to-one message-data Roll-over binary counter value of 32-bit o]
frame sent out since the measurement starts length
60 Total count of the one-to-n message-data Roll-over binary counter value of 32-bit o
frame sent out since the measurement starts length
64 Total count of the extended-cyclic-data frame Roll-over binary counter value of 32-bit o]
sent out since the measurement starts length
68 Additional information 3 Related additional information o]
72 Total count of the token frame received since Roll-over binary counter value of 32-bit o
the measurement starts length
76 Total count of the cyclic-data frame received Roll-over binary counter value of 32-bit o]
since the measurement start length
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Octet- Data element Value Usage
offset
80 Total count of the one-to-one message-data Roll-over binary counter value of 32-bit o]
frame received since the measurement starts length
84 Total count of the one-to-n message-data Roll-over binary counter value of 32-bit 0
frame received since the measurement starts length
88 Total count of the extended-cyclic-data frame Roll-over binary counter value of 32-bit o
received since the measurement starts length
92 Additional information 4 Related additional information o
96 Total count of errors in receiving the cyclic- Roll-over binary counter value of 32-bit m
data frame since the measurement starts length
10( Totatcountofthecycticdataframe Teceived - - o
with CM address size error since the Roll-over binary counter value of 32-bit
length
measurement starts
104 Tc_)tal count of the cycl|c-data_frame received Roll-over binary counter value of 32-bit o
with fragment number error since the
length
measurement starts
108 Tc_)tal count of the cyclic-data fra_me received Roll-over binary counter valu of 32-bit o
with total fragment count error since the
length
measurement starts
112 Tgtal count pf the cycl.lc-data frame received Roll-over binary colfiter value of 32-bit o]
with block size error since the measurement
length
starts
116 Elapsed time since the measurement starts sec. o)
when the error is detected in receiving cyclic- Roll-over binary counter value of 32-bit
data frame length<{Fhe unitis 1 s.
12( Total count of_errors In receiving the Raéll-over binary counter value of 32-bit °
extended-cyclic-data frame since the
length
measurement starts
124 Total count of the extended-cyclic-data frame . . o
) ) . ) Roll-over binary counter value of 32-bit
received with CM address size error since\the lenath
measurement starts 9
128 Total count of the extended-cyclic-dataframe . . o]
) . y Roll-over binary counter value of 32-bit
received with fragment number errorsince the lenath
measurement starts 9
132 Tota] count. of the extended-cgyclic-data frgme Roll-over binary counter value of 32-bit o]
received with total fragment count error since
length
the measurement starts
136 Tota_l count_ of the ext_ended-cyc_llc-data frame Roll-over binary counter value of 32-bit o]
received with block size error since the
length
measurement gtarts
14( Elapsed time_since the measurement starts sec. o
when the_error is detected in receiving the Roll-over binary counter value of 32-bit
extendéd>cyclic-data frame length. The unitis 1 s.
144 Total count of the message-data frame Roll-over binary counter value of 32-bit m
retransmitted since the measurement starts length
148 Fotal coqnt of the message-data frame Roll-over binary counter value of 32-bit m
retransmitted over the retry counts since the lanath
measurement starts Z
152 Elapsed time since the measurement starts sec. o
when the maximum refresh-cycle time Roll-over binary counter value of 32-bit
occurred last length. The unitis 1 s.
156..164 | Additional information 6 Related additional information o]
168 Total count of errors in reception of the Roll-over binary counter value of 32-bit m
message-data frame since the measurement
length
starts
172 Tota] count. of the message-data frame. Roll-over binary counter value of 32-bit °
received with sequence number error since
length
the measurement starts
176 Total count of the message-data frame o]

retransmitted with same sequence number
since the measurement starts

Roll-over binary counter value of 32-bit
length
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Octet- Data element Value Usage
offset
180 Elapsed time since the measurement starts sec. 0
when receiving message-data frame is in error | Roll-over binary counter value of 32-bit
length. The unitis 1 s.
184..188 | Additional information 7 Related additional information o]
192 Total count of the ACK error since the Roll-over binary counter value of 32-bit m
measurement starts length
196 Tota.l count of the ACK error with wrong Roll-over binary counter value of 32-bit o]
version number of sequence number since the lenath
measurement starts 9
20 Total count of the ACK error with wrong P - . . - o]
. NOIM=0VET DITIary COUTTET valutc Ul o2=UIt
sequence number since the measurement
length
starts
204 Total count of the ACK error with wrong node Roll-over binary counter value of 32-bit o
number since the measurement starts length
209 Total count of the ACK error with wrong TCD Roll-over binary counter value of 32-bit o]
since the measurement starts length
212..236 | Additional information 8 Related additional information o
24( Total count of the duplicated token frame error | Roll-over binary counter value of 32-bit m
since the measurement start length
244 Total count of the token discarded since the Roll-over binary lcounter value of 32-bit m
measurement starts length
244 Total count of the token reissued since the Roll-over bihary counter value of 32-bit m
measurement starts length
253 Elapsed time since the measurement starts Sec. o]
when the token is discarded Rall-oVer binary counter value of 32-bit
length. The unitis 1 s.
254 Elapsed time since the measurement starts sec. o)
when the token reissued last Roll-over binary counter value of 32-bit
length. The unitis 1 s.
26( Total count of the token holding time out'since | Roll-over binary counter value of 32-bit o
the measurement starts length
264 Total count of the token-watchdeg-time out Roll-over binary counter value of 32-bit o]
since the measurement starts length
264 Elapsed time since the measurement starts sec. o
when the token watchdog\time out occurred Roll-over binary counter value of 32-bit
last length. The unitis 1 s.
272 Maximum time of.the token holding time since | us o
the measurement, starts Roll-over binary counter value of 32-bit
length. The unit is 1 ps.
276 Minimum.time of the token holding time since us o
the meastrement starts Roll-over binary counter value of 32-bit
length. The unit is 1 ps.
28( Elapsed time since the measurement starts sec. o)
when the maximum token holding time Roll-over binary counter value of 32-bit
occurred last length. The unitis 1 s.
284 Roll-over binary counter value of 32-bit o
Elapsed time in operation state length.
sec. The unitis 1 s.
288 Elapsed time since the measurement starts sec. o
when the token holding time out occurred last Roll-over binary counter value of 32-bit
length. The unitis 1 s.
292 Total count of being in waiting frame reception | Roll-over binary counter value of 32-bit m
state length
296 Total count of entering in participating state Roll-over binary counter value of 32-bit m
length
300 Total count of entering in dropping out state of | Roll-over binary counter value of 32-bit m
the node length
304 Total count of entering in dropping out state Roll-over binary counter value of 32-bit m
with the token skipped length
308 Total count of entering in dropping out state of | Roll-over binary counter value of 32-bit m

other nodes

length
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Octet- Data element Value Usage
offset
312 Elapsed time since the measurement starts of sec. 0
. . Roll-over binary counter value of 32-bit
the token-holding-time measurement 2
length. The unitis 1 s.
316 Total count of the token frames received Roll-over binary counter value of 32-bit o
during the measurement of the token-holding y
ti length
ime

320..328 | Reserved '0'H -

332 Measurement time elapsed since the sender sec. o
log measurement starts Roll-over binary counter value of 32-bit
length. The unitis 1 s.
336..364 | Participation node related information Related data on participation nodes o]
369 IP 1 Sender IP address 1 o]
374 Number of the frame reception from IP 1 Roll-over binary counter value of 32-bit o
length

374 IP 2 Sender IP address 2 o

38( Number of the frame reception from IP 2 Roll-over binary counter valué of 32-bit o]
length

384 IP 3 Sender IP address 3 o]

384 Number of the frame reception from IP 3 Roll-over binary counter value of 32-bit o
length

394 IP 4 Sender IP address 4 o

394 Number of the frame reception from IP 4 Roll-over binary counter value of 32-bit o]
length

40( IP 5 Sénder IP address5 o]

404 Number of the frame reception from IP 5 Roll-over binary counter value of 32-bit o]
length

409 IP 6 Sender IP address 6 o

4172 Number of the frame reception from IP & Roll-over binary counter value of 32-bit o
length

414 IP7 Sender IP address 7 o

42( Number of the frame receptionffrom IP 7 Roll-over binary counter value of 32-bit o]
length

424 IP 8 Sender IP address 8 o]

428 Number of the frame‘reception from IP 8 Roll-over binary counter value of 32-bit o
length

433 IP 9 Sender IP address 9 o

434 Number ofi\the"frame reception from IP 9 Roll-over binary counter value of 32-bit o]
length

44( IP 10 Sender IP address 10 o]

444 NuUmber of the frame reception from IP 10 Roll-over binary counter value of 32-bit o
length

448..408.Y Vendor specific items Items dependent on implementation -

NOTE In the usage column, "m" denotes "mandatory"” and "o" denotes "optional".

5.2.15.2.2 Log-readData with M_RLT =1

Log-readData with M_RLT = 1 contains the error information from a node. The structure of the
Log-readData with M_RLT = 1 is shown in Figure 37.

The error information is dependent on the vendor. The size of the error information is 0 to

512 octets. Data shall be encoded as little endians.
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Octet-
offset Bit 0

Bit 15

0
2

510

4 Contents of Log-readData with M_RLT =1

5.2.16
5.2.14.1

Log-data-clear-req-PDU specific values are given in Table 33.

Figure 37 — Structure of Log-readData with M_RLT =1

Log-data-clear PDUs

PDU specific values

Table 33 - Log-data-clear-req-PDU specific values

Log-data-clear-rsp-PDU

Field Value
TFL '40'H
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDF6'H
C_AD1 Not used; '0'H
C_Sza Not used; '0'H
C._AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H
TBN "1'H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

specific values are given in Table 34.
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Table 34 - Log-data-clear-rsp-PDU specific values

5.2.16
5.2.16

In the

5.2.16

Field Value

TFL '40'H to '240'H
PPT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEBE'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
CBN "1'H

TBN "1'H

BSIZE '40'H to '240'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; ‘O'H

.2 Log-clearData

.21 Log-clearData with M_RLT= 0

case of M_RLT = 0 or "Success — Successfully completed", there is no Log-clearD

2.2 Log-clearData with M_RLT =1

ata.

Log-clearData with M_RLET = 1 contains the error information reported by a target nod¢. The

struct

The e
512 o

ire of the Log-clearData

is shown in Figure 38.

rror inforpnation is dependent on the vendor. The size of the error information i
ctets. Datashall be encoded as little endians.

5 0 to

Octet-
offset

Bit 0 Bit 15

0

2

4

Error information

510

Fig

ure 38 — Structure of Log-clearData
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5.2.17 Message-return PDUs
5.2.17.1 PDU specific values

Message-return-req-PDU specific values are given in Table 35.

Table 35 — Message-return-req-PDU specific values

Field Value

TFL '40'H to '440'H

PPT "1'B

RPL Not used; '0'B

uLsS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H

MFT Not used; '0'H

TCD 'FDF7'H

C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H

CBN "1'H

TBN "1'H

BSIZE '40'H to,'440'H

LKS Not\wised; '0'H

TW Not used; '0'H

RCT Not used; '0'H

Message-return-rsp-PDU spéecific values are given in Table 36.
Table 36 — Message-return-rsp-PDU specific values
Field Value

TFL '40'H to '440'H

PPT "1'B

RPL Not used; '0'B

ULS NOt used, un
M_Sz Not used; '0'H
M_ADD Not used; '0'H

MFT Not used; '0'H

TCD 'FEBF'H

C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H

CBN "1'H

TBN "1'H
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5.2.17.2 Msg-return-reqData

Field Value
BSIZE '40'H to '440'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Msg-return-reqData contains the test data of a message-data transmission test to a target node.

The sfructure of the Msg-return-reqData is shown in Figure 39.

The cpntent is dependent on the test conducted. The size of the test data is 0-t6)1 024 ¢
hall be encoded as little endians.

Data s

5.2.17

Msg-r
initiati

The s

The c
1024

Octet-
offset

Bit 0

Bit 15

1022

Test data

.3 Msg-return-rspData

ructure of the*Msg-return-rspData is shown in Figure 40.

Figure 39 =Structure of Msg-return-reqData

pturn-rspData witho M. RLT = 0 contains the received test data and sent back
ng node of a message-data transmission test.

pntent:is dependent on the test conducted. The size of the test data received i
octets. Data shall be encoded as little endians.

ctets.

o the

5 0 to
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Octet-
offset Bit 0 Bit 15
0
2
4 Test data received
1022
Figure 40 — Structure of Msg-return-rspData
5.2.1§ Vendor-specific-msg PDUs
5.2.18.1 PDU specific values
Vendqr-specific-msg-req-PDU specific values are given in Table 37.
Table 37 — Vendor-specific-msg-req-PDU specific values
Field Value
TFL '50'H to '450'H
RPL Not used; '0'B
uLs Not used; '0"H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDF8'H
C_AD1 Not used; '0'H
C_Sza Not used; '0'H
C.AD2 Not used; '0'H
C_Sz2 Not used; '0'H
VER '0'H
CBN "1"H
TBN "1'H
BSIZE '50'H to '450'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Vendor-specific-msg-rsp-PDU specific values are given in Table 38.
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Table 38 — Vendor-specific-msg-rsp-PDU specific values
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5.2.18

This f

The v
the nd

5.2.18
This f

Field Value

TFL '50'H to '450'H
PPT "1'B

RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FECO'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
VER '0'H

CBN "1'H

TBN "1'H

BSIZE '50'H to '450'H
LKS Not used; '0'H
TW Not used; ‘O'H
RCT Not useds,'0'H

.2 VDN

.3 SCODE

The d

encodljd as big endian.

5.2.18:

eld contains the Vendor code of the node.

blue is ASCII character string (SIZE (10)) and the content is dependent on the ven
de. The value is encoded as big endian.

eld contains the vendor specific subcode.

dor of

hta type\is' OctetString SIZE(6) and the content is dependent on the vendor. The value is

V_msg_reqData contains the message to be exchanged. The structure of the V_msg reqData
is shown in Figure 41.

The content is dependent on FAL-users. The size of the Message data is 6 to 1 024 octets.

Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 15
0
2
4 Message data
1022
Figure 41 — Structure of V_msg_reqData
5.2.18.5 V_msg_rspData
5.2.18.5.1 V_msg_rspData with M_RLT =0
V_msg _rspData contains the message data to be exchanged, "The structure qf the
V_msg_rspData is shown in Figure 42 in the case of M_RLT = 0 or,"Success — Succesgsfully
completed”.
The cpntent is dependent on FAL-users. The size of the V nsg_rspData is 0 to 1 024 gctets.
Data ghall be encoded as little endians.
Octet-
offset Bit 0 Bit 15
0
2
4 Message data in case of M_RLT =0
1.022
Figure 42 — Structure of V_msg_rspData in case of M_RLT =0
5.2.18.5.2~ "V_msg_rspData with M_RLT =1
V_msg_rspData with M _RIT = 1 contains the Error information reported by a target node. The

structure of the V_msg_rspData is shown in Figure 43 in the case of M_RLT = 1 or "Failure —
Invalid requested parameter".

The content of the error information is dependent on FAL-users. The size of the V_msg_rspData
is 0 to 1 024 octets. Data shall be encoded as little endians.
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Octet-
offset Bit 0 Bit 15

0
2

4 Error information

1022

Figure 43 — Structure of V_msg_rspData in case of M_RLT =1

5.2.18.5.3 V_msg_rspData with M_RLT = 2

In the|case of M_RLT = 2 or "Failure — Service unimplemented", there is. ne’V_msg_rspData.

When|the value of the VDN in the Vendor-specific-msg-req-PDU is notéavailable, the vg
the M| RLT shall be set to 2.

5.2.19 Start-TK-hld-time-mrmt PDUs

Start-TK-hld-time-mrmt-req-PDU specific values are given in<Table 39.

Table 39 — Start-TK-hld-time-mrmt-req-PDU specific values

Field Value
TFL '40'H
PPT 1B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MET Not used. '0'H
TCD 'FDFC'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '‘0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Start-TK-hld-time-mrmt-rsp-PDU specific values are given in Table 40.

lue of
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Table 40 — Start-TK-hld-time-mrmt-rsp-PDU specific values

5.2.20
5.2.20

Termi

A

nate-TK-hld-time-mrmt-req-PDU specific values are given in Table 41.

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEC4'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

Terminate-TK-hld-time-mrmt PDUs

PDU specific values
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Table 41 — Terminate-TK-hld-time-mrmt-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FDFD'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

Termipate-TK-hld-time-mrmt-rsp-BDU specific values are given in Table 42.
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Table 42 — Terminate-TK-hld-time-mrmt-rsp-PDU specific values

5.2.20

The T

Field Value
TFL '8C'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEC5'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

.2 TK-hld-timeData

K-hld-timeData contain$ the token-holding-time measurement result.

The sfructure of TK-hld-timeData is shown in Figure 44. The values of the data elements pf TK-

hid-tin

Data s

heData are shown-in Table 43.

hall be encoeded as little endians.
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Octet-
offset Bit 0 Bit 31
0 TK_Discarded_count
4 TK_Discarded_time
8 TK_Reissued_count
12 TK_Reissued_time
16 TK-hld_timeout_count
20 TK-hld_timeout_time
24 TW_timeout_count
28 TW_timeout_t ime
32 Max_TK_hld_time
36 Min_TK_hld_time
40 Max_time
44 Mtime
48 TK_receive_count
52 Max_RFC_time
56 Cyclic_frame_count
60 Cyclic_frame_Error_count
64 Cyclic_frame_Error_time
68 Message_frame_count
72 Message_frame_Error . time

Figure 44 — Token-holding-time measurement result

Table 43 — Value .of\the data element of TK-hld-timeData

Data element

Value

Description

TK_Dilscarded_count

Rall-over binary counter value of
82-bit length

Total count of the token discarded since the
measurement starts

TK_Discarded_time

The value range is 0 to 237,
The unitis 1 s.

Elapsed time since the measurement starts
when the token is discarded

TK_Rg¢issued_count

Roll-over binary counter value of
32-bit length

Total count of the token reissued since {he
measurement starts

TK_Regissuedctime

The value range is 0 to 237,
The unitis 1 s.

Elapsed time since the measurement starts
when the token reissued last

TK-hlg_timeout count

Roll-over binary counter value of

Total count of the token holding time ou

32-bit length

since the measurement starts

TK-hld_timeout_time

The value range is 0 to 237,
The unitis 1 s.

Elapsed time since the measurement starts
when the token holding time out occurred last

TW_timeout_count

Roll-over binary counter value of
32-bit length

Total count of the token-watchdog-time out
since the measurement starts

TW_timeout_t ime

The value range is 0 to 237,
The unitis 1 s.

Elapsed time since the measurement starts
when the token watchdog time out occurred
last

Max_TK_hld_time

The value range is 0 to 237,
The unitis 1 ys.

Maximum time of the token holding time since
the measurement starts

Min_TK_hid_time

The value range is 0 to 237,
The unitis 1 ys.

Minimum time of the token holding time since
the measurement starts



https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

- 110 -

IEC 61158-6-26:2023 © |IEC 2023

Data element

Value

Description

The unitis 1 s.

Max_time The value range is 0 to 237, Elapsed time since the measurement starts
The unitis 1 s. when the maximum token holding time
occurred last
Mtime The value range is 0 to 237, Elapsed time since the measurement starts of

the token-holding-time measurement

TK_receive_count

Roll-over binary counter value of
32-bit length

Total count of the token frames received
during the measurement of the token-holding
time

Max_RFC_time

The value range is 0 to 237,
The unitis 1 s.

Elapsed time since the measurement starts
when the maximum refresh-cycle time

-l £
oCCurretTast

32-bit length

Cyclic| frame_count Roll-over binary counter value of Total count of receiving the cyclic-data‘frame
32-bit length since the measurement starts
Cyclic| frame_Error_count Roll-over binary counter value of Total count of errors in receiVing the cyglic-

data frame since the measurement starts

Cyclic| frame_Error_time

Roll-over binary counter value of

Elapsed time since the measurement starts

The unitis 1 s.

32-bit length when the error is detetcted in receiving qyclic-
data frame
Messgge_frame_count Roll-over binary counter value of Total count ofierrors in reception of the
32-bit length message-data frame since the measurefnent
starts
Messqge_frame_Error_time | The value range is 0 to 237, Elapséd time since the measurement starts

when-receiving message-data frame is i
ertor

h

5.2.21

Start-

Start-GP_Comm-sndr-log PDUs

5P_Comm-sndr-log-req-PDU specific values are given in Table 44.

Table 44 — Start-GP_Conim-sndr-log-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FDFE'H
C_AD1 Not used; '0'H
C_SZt Notused;0H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H
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Start-GP_Comm-sndr-log-rsp-PDU specific values are given in Table 45.

Table 45 — Start-GP_Comm-sndr-log-rsp-PDU specific values

Field Value

TFL '40'H

PPT "1'B

RPL Not used; '0'B

ULS Not used; '0'H

M _SZ Not used: '0'H

M_ADD Not used; '0'H

MFT Not used; '0'H

TCD 'FEC6'H

C_AD1 Not used; '0'H

C_sz1 Not used; '0'H

C_AD2 Not used; '0'H

C_Sz2 Not used; '0'H

Min_VER '0'H

MAJ_VER 3

Token "1'B

CBN "1'H

TBN "1"H

BSIZE '0'H

LKS Not Used; '0'H

TW Not used; '0'H

RCT Not used; '0'H
5.2.22 Terminate-GP_Comm-sndr-log PDUs
5.2.22.1 PDU specific'values
Termipate-GP_Comm-=sndr-log-req-PDU specific values are given in Table 46.
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Table 46 — Terminate-GP_Comm-sndr-log-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FDFF'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

nate-GP_Comme-sndr-log-rsp-PDU specific values are given in Table 47.
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Table 47 — Terminate-GP_Comm-sndr-log-req-PDU specific values
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5.2.22

The §ndr-logData contains theynumber of receptions of the general-purpose-communig
ames from the senders with the source IP addresses. The Sndr-logData is the log
D events of the reception from each sender.

data f
first 1

The s
logDa

The s

Field Value
TFL '94'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEC7'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

.2 Sndr-logData

a are shown-in Table 48.

ructure of Sndr-logData is shown in Figure 45. The values of the data elements of|

ze of-the Sndr-logData is 84 octets. Data shall be encoded as little endians.

ation-
or the

Sndr-
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Octet-

offset Bit 0 Bit 31
0 Mtime
4 IP 1
8 Number of the frame reception from IP 1
12 IP2
16 Number of the frame reception from IP 2
20 IP3
24 Number of the frame reception from IP 3
28 IP 4
32 Number of the frame reception from IP 4
36 IP5
40 Number of the frame reception from IP 5
44 IP 6
48 Number of the frame reception from IP 6
52 P 7
56 Number of the frame reception from IP{7
60 IP8
64 Number of the frame receptionfrom IP 8
68 IP9
72 I Number of the frame réception from IP 9
76 IP 10
80 Number of the frame reception from IP 10

Table 48 < Value of the data element of Sndr-logData

Figure 45~ Structure of Sndr-logData

Data element Value Description
Mtime 0 to 231 Measurement time elapsed sipce
The unitis 1 s. the measurement starts
IP n BitString32 Sender IP n address
Numbgr of the frame Roll-over binary counter value of 32-bit Total count of the frame recegtion
recepfion fromvIP n length from the source IP n address

5.2.23 Set-remote-node-config-para PDUs

5.2.23.1

PDU specific values

Set-remote-node-config-para-req-PDU specific values are given in Table 49.
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Table 49 — Set-remote-node-config-para-req-PDU specific values

Field Value
TFL '5C'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEOO'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

Set-rgmote-node-config-para-rsp-PDU specific values are given in Table 50.

Table 50 — Set-remote-node-config-para-rsp-PDU specific values

Field Value
TFL '58'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_SzZ Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEC8'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
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Field Value
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Set-remote-node-config-para-ReqData

Set-relmote-node-config-para-ReqData contains the values to be set to the node configyration
eters of a target node.

paran

The s
the d4g

definifion of Update flag is shown in Table 52. Data shall be encoded as littte endians.

ructure of Set-remote-node-config-para-ReqgData is shown in Figure 46,‘The valpes of
ta elements of the Set-remote-node-config-para-RegData are shown in.Table 51. The bit

Octet-
offset | Bit0 Bit 7 | Bit 8 Bit 15 | Bit 16  Bit 23 |yBit 24  Bit 31
0 Update flag Reserved
4
8 Node name
12 Reserved
16 C_AD1 C_Sz1
20 C_AD2 C_Sz2
24 T™W Reserved MFT Reserved

Table 51 — Value of the-data element of Set-remote-node-config-para-ReqDatq

Figure 46 — Structure(of Set-remote-node-config-para-ReqData

Data element

Value

Description

Update flag BitString16 Control for the update of each attribute

Referto Table 52.
Node hame ASCII character string (SIZE (10)) Node name by the end user
C_AD(1 '0'H to "1FF'H Data-head-address of Common-memory-area 1
C_Sz 0 to 512 Data size of Common-memory-area 1
C_ADp '0'H to "1 FFF'H Data-head-address of Common-memory-areal 2
C_Sz2 0to 8 192 Data size of Common-memory-area 2
TW 1 to 255; The unit is 1 ms. Observation time period for the token circulation
MFT 0 to 50; The unit is 100 ps. Allowable-minimum-frame-interval-time for the

message-data transmission

Reserved

"0'H

Reserved for future use
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Table 52 - Bit definition of Update flag

Bit assignment

Data element

Description

Bit 0 Update C_AD & C_SZ If "True", update the C_AD and C_SZ1 values.
Bit 1 Update-Node name If "True", update the node name.
Bit 2 Update-TW If "True", update the TW value.
Bit 3 Update-MFT If "True", update the MFT value.
Bit 4..15 Reserved Reserved for future use. The value is '0...0'B.
5.2.23.3 Set-remote-node-config-para-RspData
Set-rgmote-node-config-para-RspData contains the parameter values completed to’set| up to
the ndde configuration parameters of the target node.
The sfructure of the Set-remote-node-config-para-RspData is shown in Bigure 47. Each field
contains the corresponding updated value. The values of the data elements of the Set-rgmote-
node-fonfig-para-RspData are shown in Table 53. Data shall be encoded as little endianis.
Octet-
offset | Bit0 Bit 7 | Bit 8 Bit 15 | Bit 16 Bit 23 | Bit 24 Bit 31
0
4 Nodé,name
8 '0'H
12 C_AD1 C_Sz1
16 C_AD2 C_Sz2
20 TW '0'H MFT '0'H
Figure 47 — Structure of Set-remote-node-config-para-RspData
Table 53 — Value of the data element of Set-remote-node-config-para-RspDatd
Data element Value Description
Node hame ASCII character string (SIZE (10)) Updated the node name by the end user
C_AD{ '0'H to "1FF'H Updated the data-head-address of Common-menjory-
area 1
C_sz 0to 512 Updated the data size of Common-memory-area [t
C_AD2 '0'H to "1 FFF'H Updated the data-head-address of Common-memory-
area 2
C_Sz2 0to 8192 Updated the data size of Common-memory-area 2
T™W 1 to 255; The unitis 1 ms. Updated the observation time period for the token
circulation
MFT 0 to 50; The unit is 100 us. Updated the allowable-minimum-frame-interval-time
for the message-data transmission
5.2.24 Read-rmt-partici-node-mgt-info-para PDUs

5.2.24.1

Read-rmt-partici-node-mgt-info-para-req-PDU specific values are given in Table 54.

PDU specific values
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Table 54 — Read-rmt-partici-node-mgt-info-para-req-PDU specific values

Read-

Field Value
TFL '44'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEO1'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

rmt-partici-node-mgt-info-para-rsp-PDU specific values are given in Table 55.

Table 55 — Read-rmt-partici-node-mgt-info-para-rsp-PDU specific values

Field Value
TFL '54'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_SzZ Not used; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEC9'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
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Field Value
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Read-rmt-partici-node-mgt-info-ReqData

Read-{rmt-partici-node-mgt-info-ReqData is shown in Figure 48. Data shall be encoded-a
S.

endia

5.2.2].3
5.2.24.31

Read-{rmt-partici-node-mgt-info-RspData contains

Read:/lrmt-partici-node-mgt-info-Rquata contains a target node number. The structure

Octet-offset

Bit 0

Bit 15

Bit 16

Bit 31

0

Node number
1 to 254

Reserved ('0'H)

Figure 48 — Structure of Read-rmt-partici-hode-mgt-info-ReqData

Read-rmt-partici-node-mgt-info-RspData

Structure of Read-rmt-partici-node-mgt-info-RspData

the values of the participating

management information parameters transferred from a target node.

The sfructure of the Read-rmt-particiznode-mgt-info-RspData is shown in Figure 49. The
of the [data elements of he Read-rmt=partici-node-mgt-info-RspData are shown in Table 56

shall he encoded as little endians.

of the
s little

node

alues
. Data

Octet-offset Bit 0 Bit 15 Bit 16 Bit 31
0 Node number ULS
4 C_AD1 C_Sz1
8 C_AD2 C_Sz2
12 RCT TW
16 MFT LKS

Figure 49 — Structure of Read-rmt-partici-node-mgt-info-RspData
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Table 56 — Value of the data element of Read-rmt-partici-node-mgt-info-RspData

Data element Value Description
Node number 1 to 254 Node number of the node
ULS Refer to 5.2.1.9 Upper layer status
C_AD1 '0'H to "1FF'H Data-head-address on common-memory-area-1
C_Sz1 0 to 512 Data-size on common-memory-area-1
C_AD2 '0'H to "1 FFF'H Data-head-address on common-memory-area-1
C_Sz2 0to 8 192 Data-size on common-memory-area-1
RCT OHto FFFFH;, The unit 1Is T ms. Allowable-refresh-cycle-time
T™W 1 to 255; The unitis 1 ms. Observation time period for the token circulation
MFT 0 to 50; The unit is 100 ps. Allowable-minimum-frame-interval-time for/the
message-data transmission
LKS Refer to 5.2.1.20 Link-status
5.2.29 Read-rmt- node-mgt-info-para PDUs
5.2.29.1 PDU specific values

Read-{rmt- node-mgt-info-para-req-PDU specific values are @iven in Table 57.

Table 57 — Read-rmt- node-mgt-info-para-req-PDU specific values

IEC 61158-6-26:2023 © |IEC 2023

Field Value
TFL '40'H
PPT 1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
MET Not used; '0'H
TCD 'FEO2'H
C_AD1 Not used; '0'H
C_Ssz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Mir—VER ‘OH
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Read-rmt- node-mgt-info-para-rsp-PDU specific values are given in Table 58.
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Table 58 — Read-rmt- node-mgt-info-para-rsp-PDU specific values

Field Value
TFL '80'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FECA'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

5.2.29.2 Rmt-node-mgt-info-paraData

Rmt-node-mgt-info-paraData( contains the values of the node management inforn
paranjeters transferred from a target node.

The s{ructure of the Rmtnode-mgt-info-paraData is shown in Figure 50. The values of th
elemelnts of the Rmt-node-mgt-info-paraData are shown in Table 59. The Bit definition of
status|is shown.n'Table 60. Data shall be encoded as little endians.

hation

b data
Node
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Octet-

offset Bit 0 Bit 15 Bit 16 Bit 31
0 Node number Reserved
4 C_AD1 C_Sz1
8 C_AD2 C_Sz2
12 uLs T™W
16 MFT Reserved
20
24 VDN
28 | Reserved
32
36 MSN
40 ‘ Reserved
44
48 NDN
52 Reserved
56 P_TYPE LKS
60 Node_status Node_class

Figure 50 — Structure of Rmt-node-mgt-info-paraData

Table 59 — Value of the data element of Rmt-node-mgt-info-paraData

Datp element Value Description
Node pumber 1 to 254 Node number of the node
C_AD{l '0'H to "1FF'H Data-head-address on common-memory-area-1
C_Sz 0to 512 Data-size on common-memory-area-1
C_ADp '0'H to "1 FFRH Data-head-address on common-memory-area-1
C_Szp 0to 8 192 Data-size on common-memory-area-1
ULS Referto 5.2.1.9 Upper layer status
TW a0 255; The unit is 1 ms. Observation time period for the token circulation
VDN ASCII character string (SIZE (10)) Vender code of the node
MSN ASCII character string (SIZE (10)) Manufacturer's model name of a Type 26 node
NDN ASCII character string (SIZE (10)) Node name by the end user
P_TYRE '8Q0'H Protocol type
LKS Refer to 5.2.1.20 Link-status of the node
Node_status BitString32 Node status of the node

Refer to Table 60.

Node_class '3'H Node class identification

IEC 61158-6-26:2023 © |IEC 2023
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Table 60 — Bit definition of Node status

Bit assignment

Data element

Description

Bit 0..2 Reserved Reserved for future use. The value is '0...0'B.
Bit 3 TW_timer_expired If "True", the TW_timer expired error happens.
Bit 4 Overlapped_CM_area If "True", the CM-address-area is overlapped.
Bit 5 Wait_for_recv If "True", the node is waiting for any reception.
Bit 6 Duplicate_Node If "True", the node number is duplicated.

Bit 7 Invalid_Initialize_Para If "True", the parameter set-up is completed.
Bit 8. [T5 Reserved Reserved for future use. The value 1s U...0B.

5.2.2¢ Read-rmt-node-set-info-para PDUs

5.2.26.1 PDU specific values

Read{rmt-node-set-info-para-req-PDU specific values are given in Table-61.

Table 61 — Read-rmt-node-set-info-para-req-PDU(specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
uLsS Not used; '0'H
M_Sz Not\ised; '0'H
M_ADD Not used; '0'H
MFT Not used; '0'H
TCD 'FEO3'H
C_ADA Not used; '0'H
C_Sz1 Not used; '0'H
€ AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not used; '0'H
TW Not used; '0'H
RCT Not used; '0'H

Read-rmt-node-set-info-para-rsp-PDU specific values are given in Table 62.
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5.2.26

Set-in

transferred from a target node.

Field Value
TFL '58'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used. OH
TCD 'FECB'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

.2 Set-info-para-read-data

o-para-read-data confains the values of

the node setting information paran

The sfructure of theSet-info-para-read-data is shown in Figure 51. The Values of th

elemelnts of the Set-info-para-read-data are shown in Table 63. Data shall be encoded a

endia

S.

heters

data
little

Qctet-offset Rit 0 Rit 15 Rit 16 Rit 3
0 C_AD1 C_sz1
4 C_AD2 C_S72
8 T™W MFT
12
16 NDN
20 '0'H

Figure 51 — Structure of Set-info-para-read-data
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Table 63 — Value of the data element of Set-info-para-read-data

Data element Value Description
C_AD1 '0'H to "1IFF'H Data-head-address on common-memory-area-1
C_Sz1 0to 512 Data-size on common-memory-area-1
C_AD2 '0'H to "1 FFF'H Data-head-address on common-memory-area-1
C_Sz2 0to 8 192 Data-size on common-memory-area-1
T™W 1 to 255; The unitis 1 ms. Observation time period for the token circulation
MFT 0 to 50; The unit is 100 us. Allowable-minimum-frame-interval-time
NDN ASCIT character string (SIZE (10)) Node name by the end user
5.2.27 Reset-node PDUs
Rest-node-req-PDU specific values are given in Table 64.
Table 64 — Rest-node-req-PDU specific values
Field Value

TFL '40'H

PPT "1'B

RPL Not used; '0'B

ULS Not used; ‘0'H

M_Sz Not usedy.'O'H

M_ADD Not‘used; '0'H

MFT Not used; '0'H

TCD 'FEO04'H

C_AD1 Not used; '0'H

C_Ssz1 Not used; '0'H

C_AD2 Not used; '0'H

C\§Z2 Not used; '0'H

Min_VER '0'H

MAJ_VER 3

Token "1'B

CBN "1'H

TBN "1'H

BSHZE Ot

LKS Not used; '0'H

TW Not used; '0'H

RCT Not used; '0'H

Rest-node-rsp-PDU specific values are given in Table 65.
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Table 65 — Rest-node-rsp-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FECC'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
Min_VER '0'H
MAJ_VER 3
Token "1'B
CBN "1'H
TBN "1'H
BSIZE '0'H
LKS Not useds,'0'H
TW Not \used; '0'H
RCT Not used; '0'H

5.2.28 Cyclic-data PDUs
5.2.28.1 PDU specific values

Cyclictdata-PDU specifie:values are given in Table 66, Table 67.

Table 66 — Cyclic-data-w/wo-ACK-PDU specific values

Field Value
SEQ Not used; '0'H
RPL with ACK, then '1'B
M_Sz Not used; '0'H
M_ADD Not used; '0'H
M_RLT Not used; '0'H
TCD 'FDE9'H
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Table 67 — Extended-cyclic-data-PDU specific values

Field Value
SEQ Not used; '0'H
MCL Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
M_RLT Not used; '0'H
TCD 'FE4D'H

5.2.28
The C

When
frame
the m
memo
cyclic
cyclic

When
FALA

The C

5.2.28
The A

.2 CyclicData

yclicData field contains the cyclic-data.

the cyclic-data is greater than 1 024 octets, the cyclic-data is fragménted into two o
5. The first frame contains the cyclic-data on the common-memory-area-3 in the cas
emory space is allocated to a node, otherwise contains the cyclic-data on the con

data on the common-memory-area-3 or the common-mémory-area-2 respectivel
data transfer on the common-memory-area-1, -2 and <3 is specified in 4.3.6.2.3.

a node has ACKdata, the ACKdata is assémbled into between the cycli
RHeader field and the CyclicData field.

yclicData shall be encoded as little endians.

.3 ACKdata

CKdata field contains ACK as detlivery confirmation sent out by the node which re

a coanrm type message-data frame;*and the ACK is conveyed to the sender node of the ¢

type
The A

frame
the cyj

A coll
the cyj

When

essage-data frame by means of cyclic-data frame by the receiving node.

(CKdata contains one or more ACKs which corresponds to the confirm type messag
5 received until thesreceiving node obtains the token and/or the receiving node sen
clic-data frame with these ACKs.

clic-data FALARHeader field and the CyclicData field.

the CGyclicData is fragmented for the cyclic-data transmission, the ACKdata is asse

more
e that
nmon-

ry-area-1 and/or the common-memory-area-2, and the subsequent frames contgin the

. The

c-data

ceives
bnfirm

p-data
s out

bction of thevACKs which is up to eight by a cyclic-data transmission is added befween

mbled

into t

e last cyclic-data frame or the final-cyclic-data frame.

The structure of the collection of eight ACKs is shown in Figure 52, and the value of the
elements of ACKdata is shown in Table 68. Table 69 shows the value of R_STSx field. Data
shall be encoded as big endians.
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Octet-
offset Bit 0 Bit 7 Bit 8 Bit 15 Bit 16 Bit 23 Bit 24 Bit 31
0 A _VER A_NUM Reserved
4 Reserved R_STS1 R_TCD1
8 '0'H "1'H '0'H R_NA1
12 R_VSEQ1
16 R_SEQ1
20 Reserved R_STS2 R_TCD2
24 ‘oH “HH O+ R—NAZ
28 R_VSEQ2
32 R_SEQ2
36 Reserved R_STS3 R_TCD3
40 '0'H "1'"H '0'H R /NA3
44 R_VSEQ3
48 R_SEQ3
116 Reserved R_STS8 RATCDS8
120 '0'H "1'"H '0'H R_NAS8
124 R_VSEQS8
128 R_SEQ8
Figure 52\~ Structure of ACKdata
Table 68-=Value of the element of ACKdata
Datalelement Value Description
Al VER 0 Fixed number for Version of ACKdata
Al NUM 1..8 Total number of ACKs
R STSx 1..6 Status identifier. See Table 69.
R|TCDx 10 000..65 535 TCD number received corresponding to this ACKdata
R_NAXx 1..254 Destination node number to deliver this ACKdata
R_VSEQx "1'"H..'FFFF FFFF'H Version of sequence number received
R_SEQx "1'H..'FFFF FFFF'H Sequence number received
Reserved '0'H Reserved for future extension
Table 69 — Value of R_STSx field
Value Description
01 Successfully received without error
02 Receive buffer full
03 Message reception process is not yet completed
05 Version of sequence number error

06

Invalid format error
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5.2.29 Extended-participation-request PDU
5.2.29.1 PDU specific values

Extended-participation-req-PDU specific values are given in Table 70.

Table 70 — Extended-participation-req-PDU specific values

Field Value

TFL '60'H

SEQ Not used; '0'H
M_CTL Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
M_RLT Not used; '0'H
TCD 'FE4E'H

MFT Not used; '0'H
M_RLT Not used; '0'H
CBN Not used; '0'H
TBN Not used; '0'H
MODE '84'H

BSIZE '60'H

LKS Not used; '0'H
TW Not used; '0'H
RCT Not\used; '0'H

5.2.29.2 NDN

This fleld shows the Node namé.by the end user.

The vplue is ASCII chara¢ter string (SIZE (10)). Data shall be encoded as big endiang
field i$ not used and nulh

5.2.29.3 VDN

This field shows'the Vendor code of the node.

The vpluéris ASCII character string (SIZE (10)). Data shall be encoded as big endiang

field isTTotusedamdmutt:

5.2.29.4 MSN

This field shows the Manufacturer model name of the node.

. This

. This

The value is ASCII character string (SIZE (10)). Data shall be encoded as big endians. This

field is not used and null.

5.2.30 Extended-network-parameter-read PDUs
5.2.30.1 PDU specific values

Extended-network-parameter-read-req-PDU specific values are given in Table 71.
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Table 71 — Extended-network-parameter-read-req-PDU specific values

Field Value
TFL '40'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEO5'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
MODE '84'H
CBN "1'H
TBN "1'H
BSIZE '40'H
LKS Not used; '0'H
TW Not used; ‘O'H
RCT Not useds,'0'H

Hed-network-parameter-read-rsp-PDU specific values are given in Table 72.
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Table 72 — Extended-network-parameter-read-rsp-PDU specific values

5.2.30.2 Ex-Net-para-Rd-rspData

5.2.30.2.1

Field Value
TFL '78'H to '440'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FECD'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
MODE '84'H
CBN "1'H
TBN "1'H
BSIZE '78'H to '440'H
LKS Not used; '0'H
TW Not used; ‘O'H
RCT Not useds,'0'H

Ex-Net-para-Rd-rspData with M_RLT =0

Ex-Ngt-para-Rd-rspData with \MJRLT = 0 contains the values of the extended negtwork
paranjeters read from a target node. The structure of the Ex-Net-para-Rd-rspData is sh
Figurg 53 in the case of M_ RLT = 0 or "Success — Successfully completed".

The vhalues of the data;elements of the Ex-Net-para-Rd-rspData are shown in Table 73
shall e encoded as.little endians.

bwn in

Data

Octet-

offset Bit 0 Bit 7 Bit 8 Bit 15
0 C_AD3
2 C_SZ3

Figure 53 — Structure of Ex-Net-para-Rd-rspData with M_RLT =0

Table 73 — Values of data elements of Ex-Net-para-Rd-rspData

Data element

Value

Description

C_AD3

'0'H to 'F FFFF'H

Data-head-address on common-memory-area-3

Cc_Sz3

0to 32 768

Data-size on common-memory-area-3
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5.2.30.2.2 Ex-Net-para-Rd-rspData with M_RLT =1

Ex-Net-para-Rd-rspData with M_RLT = 1 contains the error information reported by a target
node. The structure of the Ex-Net-para-Rd-rspData is shown in Figure 54 in the case of
M_RLT = 1 or "Failure — Invalid requested parameter".

The content of the error information is dependent on the device vendor. The size of the data is
up to 1 024 octets. Data shall be encoded as little endians.

OTtiet=

offset Bit 0 Bit 15

4 Error information

1022

Figure 54 — Structure of Ex-Net-para-Rd-rspData with M_RLT =1

5.2.30.2.3 Ex-Net-para-Rd-rspData with M_RLT =2

In the|case of M_RLT = 2 or "Failure — Service;uhimplemented", there is no Ex-Net-pafa-Rd-
rspData from the target node.

5.2.31 Extended-network-parameter-write PDUs
5.2.31.1 PDU specific values

Extenfed-network-parameter-write-req-PDU specific values are given in Table 74.
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Table 74 — Ex-network-parameter-write-req-PDU specific values

Field Value
TFL '54'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FEO06'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
MODE '84'H
CBN "1'H
TBN "1'H
BSIZE '54'H
LKS Not used; '0'H
TW Not used; ‘O'H
RCT Not useds,'0'H

Extenfed-network-parameter-write-rsp-PDU specific values are given in Table 75.
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Table 75 — Ex-network-parameter-write-rsp-PDU specific values

5.2.31

Field Value
TFL '40'H to '440'H
PPT "1'B
RPL Not used; '0'B
ULS Not used; '0'H
M_Sz Not used; '0'H
M_ADD Not used; '0'H
VT Not used; UH
TCD 'FECE'H
C_AD1 Not used; '0'H
C_Sz1 Not used; '0'H
C_AD2 Not used; '0'H
C_Sz2 Not used; '0'H
MODE '84'H
CBN "1'H
TBN "1'H
BSIZE '0'H to '400'H
LKS Not used; '0'H
TW Not used; ‘O'H
RCT Not useds,'0'H

.2 Ex-Net-para-Wrt-reqData

Ex-Ngt-para-Wrt-reqData contains the value of the network parameters to be set to the

node.

The v
shall |

The structure of the Ex-Net<para-Wrt-reqData is shown in Figure 55.

blues of the data elements of the Ex-Net-para-Wrt-reqData are shown in Table 76
e encoded as little_ endians.

target

Data

Octet-

offset | Bit0 Bit7 | Bit8 Bit 15
0 Setting-para-flag Reserved ('0'H)
2 C_AD3
4 C_Sz3

Figure 55 — Structure of Ex-Net-para-Wrt-reqData
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Table 76 — Values of data elements of Ex-Net-para-Wrt-reqData

Data element Value

Description

Setting-para-flag "1'H:

Set only both of the data-head-address and
the data-size for CM area-3

Flag for setting parameters

C_AD3 '0'H to 'OF FFFF'H Data-head-address on common-memory-
area-3

C_Sz3 0 to 32 768 Data-size on common-memory-area-3
5.2.31.3 Ex-Net-para-Wrt-rspData
5.2.31.3.1 Ex-Net-para-Wrt-rspData with M_RLT =0

In the|case of M_RLT = 0 or "Success — Successfully complete", there is no Ex-Net-parp-Wrt-
rspDaja.
5.2.31.3.2 Ex-Net-para-Wrt-rspData with M_RLT =1

Ex-Ngt-para-Wrt-rspData with M_RLT = 1 contains the error information reported by a |target

node.

or "Fafilure — Invalid requested parameter".

The c
up to

5.2.31

The structure of the Net-para-Wrt-rspData is shown in Figure 56 in the case of M_RLT =1

pntent of the error information is dependent on the device vendor. The size of the data is
| 024 octets. Data shall be encoded as little endians.

Octet-
offset Bit 0

Bit 15

1022

4 Error information

Figure 56 — Structure of Ex-Net-para-Wrt-rspData with M_RLT =1

1323 Ex-Net-para-Wrt-rspData with M RLT =2

In the case of M_RLT = 2 or "Failure — Service unimplemented", there is no Ex-Net-para-Wrt-
rspData from the target node.

6 FAL protocol state machines structure

6.1

Overview

FAL protocol state machine is composed of three kinds of integrated protocol machines: the
FAL service protocol machine (FSPM), the application relationship protocol machine (ARPM)
and the data-link layer mapping protocol machine (DMPM).

Figure 57 shows the architectural relationships among these protocol machines.
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The FSPM provides an interface to FAL service users and performs basically the mapping
between the FAL-user services and the FAL internal services. Service primitives from the FAL
service users are converted into internal primitives, and the internal primitives are passed to
appropriately selected protocol machines, and internal primitives received are converted and
forwarded as confirmations and responses to the FAL service users.

The ARPM converts service primitives and forwards them between the ARPM and the DMPM.
The ARPM is responsible for FAL-user services related procedures coordination; the token
passing control to establish and maintain a logical ring for right to transmit, node addition, node
drop-out and the logical ring recovery; the data transmission and coordination for forwarding
APDUs to the data-link layer to send out as data transmission frames on the medium, the error

handling-with-delivery confirmation-and-retransmission
~J J

The D[MPM specifies the mapping into the data link layer.

FAL service user

A
FAL Service FAL Service
Reg/Rsp Primitives Ind/Cnf Primitives

A 4
» \common memory
FSPM 5 M)

A i
ARPM service ARPM service
Req/Rsp Primitives ! Ind/Cnf Primitives

ARPM
DMPM service DMPM service
Req/Rsp Primitives Ind/Cnf Primitives
DMPM
DL ser\_/ic_e_ DL service
Req Primitives Ind/Cnf Primitives

A 4

Data-link layer

IEC

Figure 57 — Relationship between FAL protocol machines

6.2 |Common variables, parameters, timers, counters, lists and queues

6.2.1 L VECWTH,PEBCWTH,TFE3CWT)TFhree-lap-time-period-of-the-token-circulation

This variable holds and designates the three-lap-time-period-of-the-token-circulation that is the
three-lap time period of the token circulation. A new node in the in-ring start-up state waits for
the T(3CWT) time out and starts the T(PWT) to send out a participation-request frame for
entering into a logical ring in operation, and the T(3CWT) is used for the retransmission control
for entering into a logical ring and for message-data transmission after sending out a message-
data frame.

The value shall be set to 3 000 ms.

6.2.2 V(ACK): ACK received

This variable indicates whether the ACK data from other nodes contains the ACK to this node.
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The value "True" indicates the ACK to this node exists and "False" indicates no ACK.

6.2.3 V(ACK_TN): ACK to this node

This variable holds the ACK destined for this node sent by other nodes with the final-cyclic-data
frame and contains the elements as follows:

V(ACK_TN).STS: Reception status at other nodes: refer to Table 77,
V(ACK_TN).TCD: Corresponding TCD number received at other nodes,

V(ACK_TN).VSEQ: Version of sequence number received at other nodes,

Table 77 — Value of R_STSx field

VYalue Description
01 Successfully received without error
02 Receive buffer full
03 Message reception process is not yet completed
05 Version of sequence number error
06 Invalid format error

6.2.4 V(AWT), P(AWT), T(AWT): Waiting-time-period-for-receiving-message-
acknowledge

This |variable holds and designates the ™ waiting-time-period-for-receiving-megsage-
acknowledge that is the time period for a node\to wait an ACK from other nodes after sgnding
out a message-data frame to other nodes.

T(AWT) is used to wait the time period.
The value shall be set to 100 ms(

6.2.5 V(CBN): Current.fragment number for fragmented cyclic-data transmission

This vjariable holds the eurrent fragment number of cyclic-data transmission.

6.2.6 V(CTFG):*Cyclic-data fragment transfer

This vjariable-indicates fragmented cyclic-data exists to be sent out.

The vialie "True" indicates fragmpnhﬁd r‘yr‘lir‘-dam remained and "False" indicates nol more
fragmented cyclic-data.

6.2.7 V(CTRen), P (CTRen): Cyclic-data on CM1 and CM2 receive enable

This variable holds and designates the reception of Cyclic-data on CM1 and CM2 enable as a
subscriber.

The value "True" indicates this node is a subscriber and "False" indicates no subscriber.

6.2.8 V(CTRAQ): Cyclic-data transfer request

This variable indicates whether any cyclic-data exists to be sent out.

The value "True" indicates the cyclic-data exists and "False" indicates no cyclic-data.
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6.2.9 V(ExCTRQ): Cyclic-data of CM3 transfer request

This variable indicates whether any extended-cyclic-data or cyclic-data on CM3 exists to be
sent out.

The value "True" indicates the extended-cyclic-data exists and "False" indicates no-extended-
cyclic-data.

6.2.10 C(ExCT): Cumulative count of extended-cyclic-data transmission

C(ExCT) indicates the number of the cumulative count of consecutive extended-cyclic-data
transmissions-

6.2.11 V(ExCTRen), P(ExCTRen): Cyclic-data on CM3 receive enable

This vriable holds and designates the reception of Cyclic-data on CM3 enable as’a subsgriber.
The value "True" indicates this node is a subscriber, and "False" indicates no subscriber

6.2.12 V(ExTBN), P(ExTBN): Total fragment number of Cyclic{idata on CM3

This vlariable holds and designates the total fragment number of/cyclic-data on the CM3 {or the
cyclicidata transmission.

6.2.13 V(ExTSZ), P(ExTSZ): Total cyclic-data size’on CM3

This vlariable holds and designates the total cyclic-data size on the CM3 assigned to thi§ node
for thg Cyclic-data transmission.

6.2.14 C(MCNT): Cumulative count of message transmission carried over

C(MCNT) indicates the number of the eumulative count of message transmission carriedl over
when g node obtains the token andishas message-data to send out.

6.2.18 V(MCV): Message transmission carried over

This ariable indicates whether a message-data transmission carried over or not durirjg this
time period a node obtains the token.

The value "Truesindicates the message-data transmission is attempted but is carried dver in
this time a node©Obtains the token.

6.2.1 MN(MFT), P(MFT), T(MFT): Allowable-minimum-frame-interval-time

This varrabtetotdsanddesigmatesthe mmmmum=frame=mtervat-tme-period-of themode; which
is the time-period from the end of a frame received or sent to the subsequent frame to be sent.

V(MFT) applies:

a) Time period from the time a node obtains the token until the node starts to send out any
frame except extended-cyclic-data frame. The extended-cyclic-data frame shall be sent out
immediately after receiving the token;
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b) Time period from the time a node completes to send out any frame until the time the node
starts to send out any subsequent frame. V(MFT) shall not apply to the time period between
the end of sending out the final-cyclic-data frame and the start of sending out the token
frame, and when the node sends out multiple fragmented frames of extended-cyclic-data
frame, V(MFT) shall not apply to the time period between each extended-cyclic-data frame,
and in case of over eight fragmented extended-cyclic-data frames, V(MFT) shall apply at
every eight frames, and V(MFT) shall apply between the last extended-cyclic-data frame
and the first cyclic-data-wo-ACK frame and/or the cyclic-data-w-ACK frame. The time period
shall be designated by each node.

The V(MFT) values of other nodes is shared by means of checking the APDU header received
from other nodes, and the node can refer to the maximum value and can use the value as the
V(MFT).

T(MFT) is used to wait the time period.
The range of the value shall be 0 to 50. The unit is 100 ps.

6.2.17 V(MmtCntType): Measurement control type

This Yariable is used to specify and indicate the control typefor’the communication load
measyrement.

The values of this variable are as follows:

— | Ox1: Activate Token-holding-time measurement;

— | Ox81: Deactivate Token-holding-time measurement;

— | Ox2: Activate GP_Comm sender log,measurement;

— | Ox82: Deactivate GP_Comm sender log measurement.

6.2.18 V(MRVRAQ): Message receiverequest

This vlariable indicates whether any message-data received exists to be processed.
The value "True" indicates message-data exists and "False" indicates no message-data.

6.2.19 V(MSRAQ): Message transfer request

This viariable indicates whether any message-data exists to be sent out.

The value "True" indicates message-data exists and "False" indicates no message-data.

6.2.20 -“Q(MSRXQ): Message-RX-Queue

This Queue is used to queue into and to hand over the message data of other nodes received
by the Message-data transmission on a FIFO basis.

6.2.21 Q(MTXQ): Message-TX-Queue

This Queue is used to queue into and to hand over the ASDU for message-data transmission
on a FIFO basis.

6.2.22 V(NMTP): No message transmission in previous cycle

This variable holds and indicates whether a node sent out any message-data at the previous
time the node obtained the token.
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The value "True" indicates the node sent out no message-data and "Fault" indicates the node
sent out any message-data in the previous token-circulation time.

6.2.23 V(PAT), P(PAT), T(PAT): Participation-request-frame-acceptance-time

This variable holds and designates the participation-request-frame-acceptance-time that is the
time period for a node to wait the reception of any participation-request frames and any
extended-participation-request frames from other nodes after the node receives any trigger
frames from other nodes or the node sends out a trigger frame in the network start-up state.

T(PAT) is used to wait the time period.

The value shall be set to 1 200 ms.

6.2.24 V(PnMgtIF): Participation-node-management-information List

Partic|pation-node-management-information List is a structured collection of_the Particigation-
node-management-information-parameters of each node, each of whichrcontains the following
paranjeter values: Node number, ULS, C_AD1, C_SZ1, C_AD2, C_Sz2,€_AD3, C_SZ3|RCT,
TW, MIFT, VDN, MSN, NDN, P_Type, LKS, Node_status and node-class. Refer to 5.2{1 and
5.2.4.| This Participation-node-management-information List inclfudes the Participation{node-
management-information-parameters of this node.

6.2.25 V(PWT), T(PWT): Participation-request-framestransmission-waiting-time

This Jariable holds the participation-request-frame-transmission-waiting-time that is the time
period for a node waiting to send out a participation:tequest frame and a subsequent extgnded-
participation-request frame in case of the node with CM3, after receiving any trigger frames or
sendipg out a trigger frame in the network start<up state of the node.

T(PWT) is used to wait the time period.

V(PWT) of a node is calculated based on the node number "N". That is to circumvent
overldpping each other the timing-for new nodes to start sending out a participation-r¢quest
frameland an extended-participation-request frame.

The value is (N x 4) ms.

6.2.26 V(RCT): Allowable-refresh-cycle-time

This Vfariable holds the allowable-refresh-cycle-time that is the 120 % value of the time period
withinlwhich-asnode obtains the token again after sending out a token frame under the condition
of no feception of any message-data frames in normal, steady state.

V(RCT) is determined dynamically after receiving the token three times in normal, steady state.
In the network start-up state and in the node addition state of a node, V(RCT) shall be set to
zero until after receiving the token three times, and any message-data frame shall not be sent
out of the node.

The range of the value shall be 0 to 65 535, and the unit is 1 ms.

6.2.27 V(RMT), T(RMT): Refresh-cycle-measurement-time

This variable holds the refresh-cycle-measurement-time that is the time period within which a
node obtains the token again after sending out a token frame in normal, steady state.

T(RMT) is used to measure the time period.
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The range of the value shall be 0 to 65 535, and the unitis 1 ms.

6.2.28 C(RTX): Retransmission count

This variable holds the cumulative count of message-data retransmission. The maximum counts
up to three are permitted for message-data retransmission.

6.2.29 V(SEQ): Sequence number value List

Sequence number value List is a structured collection of the SEQ values of each node, each of
which indicates the latest SEQ value received from other nodes. This Sequence number value

List in
time o

6.2.30

This v
from t
repreg

6.2.31

This v

The v

f message-data transmission.

V(SN): Successor node

ariable holds the node number of which a node is the next node for thetoken to be p
he token holding node at that time. The possible value is 0 to 254, and the value 0O
ents no other participating nodes than this node.

V(SrtMmt): Measurement started

ariable indicates the communication load measurement is'in progress or suspended.

hlue "True" indicates the measurement in progress; and the value "False" indicat

measyrement suspended.

6.2.32

This @
the cg

6.2.33

This G
transn
basis.

Q(SVRXQ): Server-RX Queue

pueue is used to queue into and to hand over the server command message receiy
nnection by UDP protocol or TCP, pfotocol or both of them on a FIFO basis.

Q(SVTXQ): Server-TX Queue

ueue is used to queue interand to hand over the ASDU for the server command me
nission on the connection by UDP protocol or TCP protocol or both of them on a

6.2.3

V(TBN), P(TBN): Total fragment number of Cyclic-data on CM1 and CM2

This Variable helds and designates the total fragment number of cyclic-data on the CM
the CM2 for the)cyclic-data transmission.

6.2.3

at the

assed
(zero)

o

es the

ed on

ssage
FIFO

1 and

N(TDT), P(TDT), T(TDT): Joining-token-detection-time

This variable holds and designates the joining-token-detection-time that is the time period for a
node to monitor the activity of the token circulation over the fieldbus network in the entering
state as a new node.

T(TDT) is used to monitor the time period.

Until after receiving any token frames and/or any trigger frames or after the T(TDT) time out, a
node shall not send out any frames.

The value shall be set to 3 000 ms.
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6.2.36 V(THT), P(THT), T(THT): Token-holding-time

This variable holds and designates the maximum time period within which a node shall release
the token and send out a token frame. In the case that a node takes longer time than the V(TW),
a token frame shall not be sent out in order to prevent multiple token circulations.

T(THT) is used to monitor the time period. V(THT) value shall not exceed V(TW).
The range of the value shall be 1 to 255, and the unit is 1 ms.

6.2.37 V(TK): Token holding

This vjariable indicates whether a node holds the token.
The value "True" indicates this node holds the token and "False" indicates no Token holding.

6.2.3§ V(TKH): Token holding node

This viariable indicates the node number of a token holding node at that\time. The value |s 0 to
254. The Value "0" indicates no other nodes than this node or no cértain node settled.

6.2.39 V(TN): Node identifier number

This variable holds and designates the node identifier number of this node. The initial value is
zero (P) on power-up or reset of this node.

The rgnge of the value shall be 1 to 254.

6.2.40 V(TrWT), T(TrWT): Trigger-frame-transmission-waiting-time

This variable holds the trigger-frame-transmission-waiting-time that is the time period for 4 node
waiting to send out a trigger frame after'the T(TDT) time out.

The value of V(TrWT) is (R x 4).jus. R is the remainder of the node number divided by 8

6.2.41 V(TSZ), P(TSZ): Total cyclic-data size on CM1 and CM2

This vgriable holds and-designates the total cyclic-data size on the CM1 and the CM2 asgigned
to thig node for thetCyclic-data transmission.

6.2.44 V(TW),)P(TW ), T(TW)( ): Token-watchdog-time

This variable holds and designates the maximum observational time period of a node l|or the
token |circulation, which is the elapsed time period from the time the node obtains the|token
until the time the node sends out a token frame over the fieldbus network. The V(TW) values of
other nodes are shared by means of checking the APDU header received from other nodes,
and the node can utilize these V(TW).node-number to detect some kind of failure by means of
checking the elapsed time period during which a node holds the token.

T(TW)( ) is used to monitor the time period for the token circulation.
The range of the value shall be 1 to 255 and the unitis 1 ms.

6.2.43 V(VSEQ): Version of sequence number value List

Version of sequence number values List is a structured collection of the VSEQ values of each
node, each of which indicates the latest VSEQ value received from other nodes. This Version
of sequence number values List includes the VSEC value of this node.
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Functions used in state tables

The functions used in each protocol machines are summarized in Table 78.

Table 78 — Functions used in state tables

Function name

Input

Output

Operation

INIT_PROC

Initialize the node. All V() is set to the initial value
of the P () and the necessary process to initialize

the node is performed.

SET_PROC

Status

Set up all the data-transmission related

4 i 4 1 £ r'H
parametersee—erworceoRgurator—paran

network management parameters and so_on-

The "Status" indicates whether the set{up ‘pro|
has completed or not.

"True" indicates the completion, (otherwise "F
is returned.

ters,

cCess

hise"

CLEAR_CMmt

Mmnt-id

Clear all related counters-to the Token-holdin
time-measurement or the'General-purpose-
communication-sender-log measurement.

"Mmnt-id" specifies:

If "Mmnt-id" is/"TKHmmt", all counters related
the Token-holding-time-measurement are cle
If "Mmnt-id™is "GPMmt", all counters related
General-purpose-communication-sender-log
measurement are cleared.

0-

—

o
hred;
o the

BUILD_PDU

TCD, Data

APDU

Acgording to requested TCD, assemble the
ceorresponding APDU. If Data is specified, the]
APDU is assembled to append the Data after
APDU header fields.

the

UPDATTE_Partici_node
_mgt_[info

Node number

According to requested Node number, update
corresponding parameters in the Participation
node-management-information.

—

he

UPDATE_Ex_partici_
node_|mgt_inf

Node number

According to requested Node number, update
corresponding parameters in the Ex-participa
management-information

the
ion-

CHEQK_CM_ad

Node number,
C_AD1,
C_sz1,
C~AD2,
€_82z2,
C_AD3,
C_Sz3

True/False

Check the requested Common-memory-addre
space is not overlapped. If no overlap, "True"
returned. Otherwise "False" is returned.

SS
is

CHEQK_NN

Node number

True/False

Check the requested Node number is not
overlapped. If no overlap, "True" is returned.
Otherwise "False" is returned.

Find_pmallest_NN

Node number

Find the smallest node number within the

narfinipafinn nodes—Value of 0 to 254 is reotur

hed.

Ld J
Value "0" denotes no other nodes participatin

g.

Find_SN

Node number

Node number

Find the next node number for a node to hand over
the token. Value of 0 to 254 is returned. Value "0"
indicates no other nodes to hand over the token.

PUT_RX-BUFFER

T_sdu,
P-id

Status

Store T_sdu into the receive-queue buffer
associated with "P-id".

If the value of the P-id is "CS", the receive-bu
the Server-RX Queue.

ffer is

If the value of the P-id is "MT", the receive-buffer is

the Message-RX Queue.

"Status" indicates the buffer condition; "Full" i

s of

the Buffer full, "Not full" is not full and "Empty" is

empty.
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Function name

Input

Output

Operation

GET_RX-BUFFER

P-id

T_sdu

Get T_sdu in the receive-queue buffer associated
with "P-id".

If the value of the P-id is "CS", the receive-buffer is
the Server-RX Queue.

If the value of the P-id is "MT", the receive-buffer is
the Message-RX Queue.

GET_TX-BUFFER

P-id

ASDU

Get ASDU in the TX-queue buffer. ASDU consists
of the corresponding APDU and Channel-type.
Channel-type indicates UDP.

If the value of the P-id is "CS", the TX-queue buffer
is the Server-TX Queue.

L it 1 £ i Doid LLE W b LY Y A4
Te—vearte- ot t1S— vt gueue

buffer is the Message-TX queue.

PUT_

[X-BUFFER

ASDU, P-id

Status

Store ASDU into the TX-queue buffer. ASDU
consists of the corresponding APDU,and Chahnel-
type. Channel-type indicates UDR'ory TCP chgnnel.

If the value of the P-id is "CS{;the TX-queue puffer
is the Server-TX Queue.

If the value of the P-id is(’MJ", the TX-queue
buffer is the Message-TX queue.

"Status" indicates the)buffer condition; "True"
indicates the buffer, is not empty and "False"
indicates empty~

BUILL

_ASDU

APDU,
Channel-type

ASDU

Assemble a‘corresponding ASDU according tp the
APDU and-ehannel-type. Channel-type specifles
UDP,er<ITCP channel type.

BUILL

_TSDU

APDU,

Channel-type,

P-id

TSDU

Assemble a corresponding T_SDU according to the
APDU and channel-type. Channel-type specifles
UDP or TCP channel type. P-id specifies "CS[ or
"MT"

if P-id = "MT"
then
if TCD = (Cyclic-data-PDU &&
| Extended-cyclic-data-PDU ) || Token-PDU
then DSAP:= 55 000; SSAP:= 55 003
else if TCD = Participation-req-PDU || Triggs
PDU
then DSAP:= 55 002; SSAP:= 55 003
else if TCD = Extended-Cyclic-data-PDU
|| Extended-participation-req-FDU
then DSAP:= 55 005; SSAP:= 55 003
else DSAP:= 55 001; SSAP:= 55 003
else DSAP:= 55 004; SSAP:= 55 004
endif

=

CHEQG

K_ACK

True/False

Check a received ACK-data whether ACK for [this
node from other nodes exists.
If ACK exists, "True" is returned, otherwise "Halse"
is returned.

GET |

ACK

ACK_TN

Get ACK data destined for this node out of th

D

received ACK data in a final-cyclic-data frame
received.

The ACK_TN contains:

— ACK_TN.STS: Reception status from other
nodes,

— ACK_TN.TCD: Corresponding TCD number,
— ACK_TN.VSEQ: Version of sequence number,
— ACK_TN.SEQ: Sequence number received.

BUILD_ACK

R_STS,
R_TCD,
R_NA,
R_VSEQ,
R_SEQ

ACK_data

Assemble an ACK data for ACK data delivery to
other nodes.

BUILD_ACKHdr

A_VER,
A_NUM

ACK_Hdr

Assemble an ACK data header for ACK data
delivery to other nodes
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QUEUE_ACK Ack_data or Count Queues the input data into the ACK Queue on a
Null FIFO basis.
The "Count" shows the total count of the queued
data.

DEQUEUE_ACK Count Ack_data Dequeue up to "Count" queued data from the ACK
Queue.

GET_BUFF_CT-TX Offset, Size Data Get Cyclic-data on the Cyclic-TX-buffer from
specified "Offset" address with the specified
memory "Size".

PUT_BUFF_CT-TX Data, Size - Store the "Data" with the "Size" into the Cyclic-TX-
buffer

PUT_BUFF_CT-RX Data, S- - Store the portion of "Data" which resides-at.iije

Offset, D- address specified by the "S-Offset" with™length of

Offset, Size "Size", into the Cyclic-RX-buffer of thelstartinp
address specified by the "D-Offset’-with the
specified memory length of "Sizé"|

GET_BUFF_CT-RX Offset, Size Data Get the Data which resides.at'the address
specified by the "Offset" with)length of "Size" |on
the Cyclic-RX-buffer.

Update_CM Data, C_AD, - Replace the memory-area on the local Commpn

C_Sz memory, which is“specified by the head-addrgss of
C_AD with the“address size of C_SZ, with Data
GET_[T_OffSize TBN, CBN, Offset, Size Calculate the offset address and the size with
TSZ specified TBN and CBN number as follows:
Offsét'¥'CBN x 1 024
if TBN"> CBN+1
then
Size = 1 024
else if TBN <= CBN +1
then
Size = TSZ - CBN x 1 024
endif

SAVE| TSDU T_sdu - Save the data into TSDU-buffer

RESTPORE_TSDU - T _sdu Restore the data from TSDU-buffer

BIND Data1, Data2 Data Compile "Data1" and "Data2" in this order as p
"Data".

CHEQK_TSDU T_sdu True/False Check the validity of the specified T_sdu. If valid,
"True" is returned, otherwise "False" is returned.

CLEAR_LogArea - Status Clear the Log area and the Status" is returned. The
value of the Status is identical to M_RLT; i.e.
0x0: Success — Successfully completed;
0x1: Failure — Invalid requested parameter;
0x2: Failure — Service unimplemented.

CS_PROC TCD, Status, Result Handle a server-command requested, and the

Parameter-list,
Data

data

result status is returned.

TeStatus*indicatesas foltows:
— 0x0: Successfully completed without Data
— 0x80: Successfully completed with Data

— 0x1: Invalid requested parameter without Data
— 0x81 Invalid requested parameter with Data
— 0x2: Service unimplemented

CHECK_NParaChange

Status

Check whether the configuration parameters
related to the node network parameters is
changed.

"Status" indicates the result. If changed, "True" is
returned, otherwise "False" is returned.

INIT-TIME_DELAY

V(X)

Wait by the time period specified by v(x).

GET_CURRENT_VAL

VAL names/ID

Current values
Status

Get the values of variables specified by the
Variable-names or Identifier
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Function name Input Output Operation
SET_VALUE VAL Status Set the Desired-values to the Variables specified
names/ID, by the Variable-names or Identifier
Desired
values

7 FAL service protocol machine (FSPM)

7.1 Overview

The rgle of FSPM is to provide an interface to FAL service users and to perform basieally the
mapping between the FAL-user services and the FAL internal services.

The FISPM receives service primitives from FAL service users and converts them‘into irfternal
primitives; selects a protocol machine of the ARPM and forwards the internal-pfimitives |to the
ARPM protocol machine; receives internal primitives from the ARPM and converts them into the
FAL sprvice primitives, and forwards them to the FAL service users.

The ESPM is composed of five protocol machines of Cyclic-data, Message-data,| Load
measyrement, General purpose command server, and Network/manhagement.

Figurg 58 shows the overall structure of the FSPM, the protocol machines, the interfacgs and
the re|ationship between the protocol machines.

A A A A A
r
FSPM FAL sgrvice
t—---- —- [—---- ---- primitives
A 4 A 4
) Load General purpose Network
[ Cyclic-data i { Message-data ]<_ Mheasurement |- - command server management
FSPM sgrvice
primitive:
—---- ——-- —---- —---- —---- <
A 4 A 4 A 4 \ 4 y A 4
ARAM
IEC

Figure 58 — Overall structure of FSPM

7.2 |Cyclic-data protocol machine

7.2.1 Overview

The cyclic-data protocol machine provides the cyclic data communication interface to FAL
service users and the mapping between the FAL-user services and the FAL internal services.

7.2.2 Cyclic-data primitives between FAL user and FSPM

The primitives between the FAL user and the FSPM are shown in Table 79.
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Table 79 — Cyclic-data primitives between FAL user and FSPM

Primitive names Source Associated parameters Description

Write.req FAL user | C_AD1, C_AD2, C_ADS3, Used to update the content of the CM
C_Sz1, C_Sz2, C_SZ3,
Contents to write

Write.cnf FSPM Result Confirmation with the result

Send-CM.req FAL user | C_AD1, C_AD2, C_ADS3, Put the updated local CM data on the designated
C_Sz1, C_Sz2, C_SZ3, memory area to the send buffer and to send the
Contents to write data out of the buffer as a publisher

Send-CM.cnf FSPM Result Confirmation with the result

Read.feq FAL user | C_AD1 and C_SZ1 or Used to read the content out of the local
C_AD2 and C_SZ2 or Common memory
C_AD3 and C_SZ3

Read.pnf FSPM Contents read out, Result | Confirmation with the result

Updatp-memory.ind | FSPM UpdateCM1, C_AD1, Inform the contents of the CM.at'the designpted
C_SZ1, UpdateCM2, target memory are updated
C_AD2, C_Sz2,
UpdateCM3, C_AD3,
C_Sz3

Get-biffer.cnf FAL user | UpdateCM, UpdateCM1, Used to get th€ data out of the receive buffgr in
UpdateCM2, C_AD1, which the updated CM data on the designatpd
C_AD2, C_Sz1, C_SZz2, memory area,¢ontains, and to update the lofal
UpdateCM3, C_AD3, CM datacon the designated memory area asla
C_SZ3, BFn subscriber

7.2.3 State table
The s{ate transition diagram is shown in Figure-59, and the state table is shown in Table| 80.

Power drijor Reset

3,4,5

IEC

Figure 59 — State transition diagram of Cyclic-data protocol machine
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Table 80 — State table of Cyclic-data protocol machine

Current state

Event
| condition
=> actions

Next state

Any states

Power up or RESET
=>

INIT_PROC ()
INIT:= True

Idle

Idle

[ INIT = True
=>

SetUp:= SET_PROC ()

Active

ACTIVE

Write.req { C_AD1, C_AD2, C_AD3, C_SZ1, C_SZ2, C_SZ3,
Contents}
=>
Update_CM (Contents, C_AD1, C_AD2, C_AD3, C_Sz1, C_SZ2,
C_Sz3)
Write.cnf { "Completed without error"}

Activ

114

ACTIVE

Send-CM.req { C_AD1, C_AD2, C_AD3, C_SZ1, C_SZ2, C_SZ3,
Contents}
=>
Data:= Contents
Size:= C_SZ1 + C_SZ2 + C_SZ3
if (V(TBN) <>0 && V(TSZ) <> 0)
|| (V(EXTBN) <> 0 && V(ExTSZ) <> 0)
then
PUT_BUFF_CT-TX ( Data, Size)
CT-send.req { C_AD1, C_AD2, C_AD3, €,SZ1, C_SZ2, C_SZ3}
-- Request to pubjish updated Cyclic-data
Send-CM.cnf { "Completed without €rror"}
else Send-CM.cnf { "Invalid request— Not publisher" }
endif

ACTIVE

ACTIVE

Read.req { C_AD, C_SZ}
=>
Read.cnf { Data contents;\'Completed without error"}

ACTIVE

ACTIVE

ARUpdate-memory.ind ¥ C_AD1, C_AD2, C_AD3, C_SZ1, C_SZ2,
C_SZ3, BFn}
=>
UpdateCM:= True
if C_SzZ1 <>'Q
then
UpdataeCM1:= True; AD1:= C_AD1; SZ1:= C_SZ1;
elsenf C_SzZ2 <> 0
then
UpdateCM2:= True; AD2:= C_AD2; SZ2:= C_SZ2;
else if (C_SZ3<>0)
then
UpdateCM3:= True; AD3:= C_AD3; SZ3:= C_SZ3;
endif
Update-memory.ind { UpdateCM1, AD1, SZ1, UpdateCM2,
AD2, SZ2, UpdateCM3, AD3, SZ3, BFn}

Wait for GetBF
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Event
# Current state | condition Next state
=> actions

Get-buffer.cnf { UpdateCM1, C_AD1, C_SZ1, UpdateCM2, C_AD2,
C_SZ2, UpdateCM3, C_AD3, C_SZ3, BFn}
/UpdateCM = True
=>
Offset:= BFn x 42 000
if (UpdateCM3 && UpdateCM1 && UpdateCM2)
then
Data:= GET_BUFF_CT-RX (Offset + 8 800, C_SZ3)
Update_CM (Data, C_AD3, C_SZ3)
Data:= GET_BUFF_CT-RX (Offset, C_SZ1)
Update CM (Data. C_AD1. C_SZ1)
Data:= GET_BUFF_CT-RX (Offset + C_SZ1, C_SZ2)
Update_CM (Data, C_AD2, C_SZ2)
else if ( UpdateCM3 && ! UpdateCM1 && UpdateCM2)
then
Data:= GET_BUFF_CT-RX (Offset+8 800, C_SZ3)
Update_CM (Data, C_AD3, C_SZ3)
Data:= GET_BUFF_CT-RX (Offset + C_SZ1, C_SZ2)
Update_CM (Data, C_AD2, C_SZ2)
else if ( UpdateCM3 && UpdateCM1 && ! UpdateCM2)
then
Data:= GET_BUFF_CT-RX (Offset + 8 800, C_SZ3)
Update_CM (Data, C_AD3, C_SZ3) ACTIME
Data:= GET_BUFF_CT-RX (Offset, C_SZ1)
Update_CM (Data, C_AD1, C_SZ1)
else if ( UpdateCM3 && ! UpdateCM1 && ! UpdateCM2)
then
Data:= GET_BUFF_CT-RX (Offset + 8,800, C_SZ3)
Update_CM (Data, C_AD3, C_SZ3)
else if (! UpdateCM3 && UpdateCM1%&& UpdateCM2)
then
Data:= GET_BUFF_CT-RX (Offset, C_SZ1)
Update_CM (Data, C_AD1, C2>SZ1)
Data:= GET_BUFF_CT-RX{(C_SzZ1+0ffset, C_SZ2)
Update_CM (Data, C_AD2,"C_SZ2)
else if (! UpdateCM3 && ! UpdateCM1 && UpdateCM2)
then
Data:= GET_BUEF_CT-RX (C_SZ1+0Offset, C_SZ2)
Update_CM (Data, C_AD2, C_SZ2)
else if (! UpdateCM3 && UpdateCM1 && ! UpdateCM2)
then
Data:=(GET_BUFF_CT-RX (Offset, C_SZ1)
Update_CM (Data, C_AD1, C_SZ1)
endif
UpdateCM:= False; UpdateCM1:= False;
UpdateCM2:= False; UpdateCM3:= False

7 Wait for GetBF

7.3 |Message)data protocol machine

7.3.1 Overview

Message data protocol machine provides the message-data communication funciion between
nodes, and the message-data transmission is performed on demand by the FAL service user in
order to intercommunicate between the APs running on remote nodes.

7.3.2 Message-data primitive between FAL user and FSPM

The primitives between the FAL user and the FSPM are shown in Table 81.
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Table 81 — Message-data primitives between FAL user and FSPM

Primitive names Source Associated Description
parameters
Byte-block-read.req FAL user | M_ADD, M_SZ, DNA Used to read out the Byte-block-data of a target
node
Byte-block-read.ind FSPM M_ADD, M_SZ, SNA Indicate the Byte-block-read from other nodes
Byte-block-read.rsp FAL user | SNA, Data read out, Response with data read out and the result status
by the target node. SNA indicates the source node
Result status address from which the Byte-block-read-req is
received.
Byte-lfock=readTnf FSPv SNA, DataTeadout; Confirmatiom withr data Tetrieved or error
information as the result (-).SNA indicates'thg
Result status source node address from which the Byte-blofk-
read-req is received.
Byte-ljlock-read- FSPM Result status Confirmation with result (+/-) for sending out {he
rsp.cnff Byte-block-read-rsp-PDU
Byte-Rjlock-write.req FAL user | M_ADD, M_SZ, DNA, Used to write the Byte-block-data to a target pode
Data
Byte-Rjlock-write.ind FSPM SNA, M_ADD, M_SzZ, Indicate the Byte-bleck-read from other nodeg
Data
Byte-Qlock-write.rsp FAL user | SNA, M_ADD, M_SZ, Response with the result status
Result status
Byte-Rlock-write.cnf FSPM SNA, M_ADD, M_SZ, Confirmatien with data written or error information
Result status as result (-)
Byte-Rjlock-write- FSPM Result status Confirmation with result (+/-) for sending out t{he
rsp.cnff Byte-block-write-rsp-PDU
Word-plock-read.req FAL user | M_ADD, M_SZ, DNA Used to read out the Word-block-data of a target
node
Word-plock-read.ind FSPM SNA, M_ADD,M_ Sz Indicate the Word-block-read from other node|s
Word-plock-read.rsp FAL user | SNA, M_ADD; M_SZ, Response with data required and the result sthtus
Data required, Result
status
Word-plock-read.cnf FSPM SNA; Data retrieved, Confirmation with data retrieved or error
information as the result (-)
Result status
Word-plock-read- FSPM Result status Confirmation with result (+/-) for sending out tfhe
rsp.cnff Word-block-read-rsp-PDU
Word-plock-write.req | EAL user | M_ADD, M_SZ, DNA, Used to write the Word-block-data to a target|node
Data
Word-plock-write-ind FSPM M_ADD, M_SZ, SNA, Indicate the Word-block-write from other nodgs
Data
Word-plocKk-write.rsp | FAL user | SNA, Result status Response with the result status
Word-plocK-write.cnf FSPM SNA, Result status Confirmation with data written or error information
with the result (-)
Word-block-write- FSPM Result status Confirmation with result (+/-) for sending out the
rsp.cnf Word-block-write-rsp-PDU
Network-parameter- FAL user | DNA Used to retrieve the network parameters of a target
read.req node
Network-parameter- FSPM SNA Indicate the Network-parameter-read from other
read.ind nodes
Network-parameter- FAL user | DNA, Data required, Response with data required and the result status
read.rsp Result status
Network-parameter- FSPM SNA, Data retrieved, Confirmation with data retrieved or error
read.cnf Result status information as the result (-)
Network-parameter- FSPM Result status Confirmation with result (+/-) for sending out the

read-rsp.cnf

Network-parameter-read-rsp-PDU
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Primitive names Source Associated Description
parameters
Network-parameter- FAL user | DNA, Data Used to write the network parameters to a target
write.req node
Network-parameter- FSPM SNA, Data Indicate the Network-parameter-write from other
write.ind nodes
Network-parameter- FAL user | DNA, Result status, Response with the result status and error
write.rsp Data information as the result (-)
Network-parameter- FSPM DNA, Result status, Confirmation with the result status and error
write.cnf Data information with the result (-)
Network-parameter- FSPM Result status Confirmation with result (+/-) for sending out the
write-fsp.cnf Network-parameter-write-rsp-PDU
Stop-gommand.req FAL user | DNA Used to set a target node to the STOP state
Stop-¢gommand.ind FSPM SNA Indicate the Stop-command from otherlnodes
Stop-¢gommand.rsp FAL user | SNA, Result status Response with the result status
Stop-gommand.cnf FSPM SNA, Result status Confirmation with the resultstatus
Stop-gommand- FSPM Result status Confirmation with result\(*/*) for sending out tfhe
rsp.cnff Stop-command-rsp-PDU
Operation- FAL user | DNA Used to set a target node to the OPERATION|state
commpnd.req
OperJtion- FSPM SNA Indicate the<Operation-command from other njodes
commpnd.ind
Operattion- FAL user | SNA, Result status Response with the result status
commpnd.rsp
Operattion- FSPM SNA, Result status Confirmation with the result status
commpnd.cnf
Operation-command- | FSPM Result status Confirmation with result (+/-) for sending out tfhe
rsp.cnff Operation-command-rsp-PDU
Profilg-read.req FAL user | DNA Used to retrieve the Profile data of a target n¢de
Profilg-read.ind FSPM SNA Indicate the Profile-read from other nodes
Profilg-read.rsp FAL user | SNAyData required, Response with data required and the result sfatus
Result status
Profilg-read.cnf FSPM SNA, Data retrieved, Confirmation with data retrieved or error
information as the result (-)
Result status
Profilg-read-rsp.cnf FSPM Result status Confirmation with result (+/-) for sending out tfhe
Profile-read-rsp-PDU
Transparent-msg.req.~| FAL user | Data, DNA, Used to send out a user-defined-service mesgage
Transmission mode to other nodes. "Transmission mode" indicatep
whether the transmission mode is "P-to-P" or
"Broadcast".
Transparéent-msg.ind | FSPM Data, SNA, Indicate the Transparent-msg from other nodgs
Tldllblllibbiull IIIUdS
Transparent-msg.cnf | FSPM SNA, Result status Confirmation with result status
Log-data-read.req FAL user | DNA Used to retrieve the Log data of a target node
Log-data-read.ind FSPM SNA Indicate the Log-data-read from other nodes. This
primitive is primarily used as an internal primitive
within FSPM and actually replaced with Get-
LogData.req to NMPM.
Log-data-read.rsp FAL user | SNA, Data required, Response with data required and the result status
Result status
Log-data-read.cnf FSPM SNA, Data retrieved, Confirmation with data retrieved or error
information as the result (-)
Result status
Log-data-clear.req FAL user | DNA, Used to clear the Log data of a target node

Transmission mode
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Primitive names Source Associated Description
parameters
Log-data-clear.ind FSPM SNA, Indicate the Log-data-clear from other nodes. This
Transmission mode primitive is used primarily as an internal primitive
within FSPM.
Log-data-clear.rsp FAL user | SNA, Result status Response with result status
Log-data-clear.cnf FSPM SNA, Result status Confirmation with result status
Message-return.req FAL user | Data, DNA Used to conduct the message-data transmission
test with a procedure that the target node sends
back the received message data to the initiating
node
Messgge-return.ind FSPM Data, SNA Indicate the Message-return from other nodeq. This
primitive is primarily used as an internal primitive
within FSPM.
Messgge-return.rsp FAL user | SNA, Data received, Response with received data and thé résult s{atus
Result status
Messgge-return.cnf FSPM SNA, Data received, Confirmation with received data)and the resul
Result status status
Vendqr-specific- FAL user | DNA, VDN, SCODE, Used to request the vendor specific message|to
msg.req Data, other nodes
Transmission mode
Vendqr-specific- FSPM SNA, VDN, SCODE, Indicate the VVendor-specific-msg from other rfodes
msg.inpd Data,
Transmission mode
Vendqr-specific- FAL user | SNA, VDN, SCODE, Response with data, VDN, SCODE and the rgsult
msg.r$p Data, Result status status
Vendqr-specific- FSPM SNA, VDN, SCODE, Response with data, VDN, SCODE and the result
msg.chf Data, Result status status
Venddr-specific-msg- | FSPM Result status Confirmation with result (+/-) for sending out t{he
rsp.cnff Vendor-specific-msg-rsp-PDU
Set-regmote-node- FAL user | Data, DNA Used to set up the node configuration paramdters
configfpara.req to other nodes
Set-regmote-node- FSPM Data, SNA Indicate the Set-remote-node-config-para from
configpara.ind other nodes
Set-remote-node- FAL user (| SNA, Data set up, Response with data set up and the result statps
configtpara.rsp Result status
Set-regmote-node- FSPM SNA, Data set up, Confirmation with data set up and the result sftatus
configfpara.cnf Result status
Set-regmote-node- FSPM Result status Confirmation with result (+/-) for sending out tfhe
configtpara-rsp.cnf Set-remote-node-config-para-rsp-PDU
Read-fmt-partici- FAL user | DNA, Node number Used to read the participating node management
node-ngt-infe- information parameters of other nodes
para.req
Read-ymi-partici- FSPM SNA, Node number Indicate the Read-rmt-partici-node-mgt-info-ppra
node-mgt-info- from other nodes
para.ind
Read-rmt-partici- FAL user | SNA, Data required, Response with data required and the result status
node-mgt-info- Result status
para.rsp
Read-rmt-partici- FSPM SNA, Data retrieved, Confirmation with data retrieved or error
node-mgt-info- Result status information as the result (-)
para.cnf
Read-rmt-partici- FSPM Result status Confirmation with result (+/-) for sending out the
node-mgt-info-para- Read-rmt-partici-node-mgt-info-para-rsp-PDU
rsp.cnf
Read-rmt- node-mgt- | FAL user | DNA Used to retrieve the node management information
info-para.req parameters of other nodes
Read-rmt- node-mgt- | FSPM SNA Indicate the Read-rmt- node-mgt-info-para from

info-para.ind

other nodes
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paramleter-write-
rsp.cnff

Primitive names Source Associated Description
parameters

Read-rmt- node-mgt- | FAL user | SNA, Data required, Response with data required and the result status
info-para.rsp Result status
Read-rmt- node-mgt- | FSPM SNA, Data retrieved, Confirmation with data retrieved or error
info-para.cnf Result status information as the result (-)
Read-rmt- node-mgt- | FSPM Result status Confirmation with result (+/-) for sending out the
info-para-rsp.cnf Read-rmt- node-mgt-info-para-rsp-PDU
Read-rmt-node-set- FAL user | DNA Used to retrieve the node setting information
info-para.req parameters of other nodes
Read-rmt-node-set- FSPM SNA Indicate the Read-rmt-node-set-info-para from
info-pgra.ind other nodes
Read-fmt-node-set- FAL user | SNA, Data required, Response with data required and the result-sfatus
info-pgira.rsp Result status
Read-fmt-node-set- FSPM SNA, Data retrieved, Confirmation with data retrieved onrerror
info-pgira.cnf Result status information as the result (-)
Read-fmt-node-set- FSPM Result status Confirmation with result (+{2).for sending out tfhe
info-pgra-rsp.cnf Read-rmt-node-set-info-para<rsp-PDU
Extengled-network- FAL user | DNA Used to retrieve the-extended network parameters
parameter-read.req of a target node
Extengled-network- FSPM SNA Indicate the Extended-network-parameter-read
paramleter-read.ind from other node
Extengled-network- FAL user | SNA, Data required, Response‘with data required and the result sfatus
paramleter-read.rsp Result status
Extenfled-network- FSPM SNA, Data required, Confirmation with data retrieved or error
paranmjeter-read.cnf Result status information as the result (-)
Extengled-network- FSPM Result status Confirmation with result (+/-) for sending out the
parameter-read- Extended-network-parameter-read-rsp-PDU
rsp.cnff
Extengled-network- FAL user | DNA, Data Used to write the network parameters to a tarpet
parameter-write.req node
Extenfled-network- FSPM SNA,‘Data Indicate the Extended-network-parameter-wrife
parameter-write.ind from other node
Extengled-network- FAL user /~SNA, Result status Response with the result status or error-
paramleter-write.rsp information as the result (-)
Extengled-network- FSPM SNA, Result status Confirmation with data written or error information
parameter-write.cnf as the result (-)
Extengled-network- FSPM Result status Confirmation with result (+/-) for sending out the

Extended-network-parameter-write-rsp-PDU

7.3.3

State table

The state transition diagram is shown in Figure 60, and the state table is shown in Table 82.
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Power on or Reset

Receive

Figure 60 — State transition diagram of Message-data protocol machine

Table 82 — State table of Message-data protocol machine

Event
| condition Next ptate
=> actions

Current
state

Power up or RESET
=>

Any states |\ pROC ()
INIT:= True

/INIT = True
=>
Idle SetUp:= SET_PROC () Actfve

INIT:= False

Byte-block-read.req { M_ADD,"M_SZ, DNA}

=>

APDU:= BUILD_PDU (T€D"= Byte-block-read-req-PDU, null)
APDU.M_ADD:= M_ADD

APDU.M_SZ:= M_SZ Waif for
APDU.DNA:= DNA AQK
Channel-type:="UDP

ASDU:= BUILDZASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Active

Byte-block-read.rsp { M_ADD, M_SZ, DNA, M_RLT, Data}
=>

TED = Byte-block-read-rsp-PDU

APDU:= BUILD_PDU (TCD, Data)

APDU.M_ADD:= M_ADD

APDU.M_SZ:= M_SZzZ Waif for
APDU.DNA:= DNA AQK
APDU.M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD ASDU (APDU, Channel-type)

Active

PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Byte-block-write.req { M_ADD, M_SZ, DNA, Data}
=>

TCD = Byte-block-write-req-PDU

APDU:= BUILD_PDU (TCD, Data)
APDU.M_ADD:= M_ADD

Active APDU.M_SZ:= M_SZ

APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wait for
ACK
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Current
state

Event
| condition
=> actions

Next state

Active

Byte-block-write.rsp { M_ADD, M_SZ, M_RLT, DNA}
=>

TCD = Byte-block-write-rsp-PDU

APDU:= BUILD_PDU (TCD, null)

APDU.M_ADD:= M_ADD

APDU.M_SZ:= M_SZ

APDU.DNA:= DNA

APDU.M_RLT:= M_RLT
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)

Wait for
ACK

PUT_TX-BUFFER (ASDU, "MT" )
MT-send.req { }

Active

Word-block-read.req { M_ADD, M_SZ, DNA }
=>

TCD = Worde-block-read-req-PDU

APDU:= BUILD_PDU (TCD, null)
APDU.M_ADD:= M_ADD

APDU.M_SZ:= M_SzZ

APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Waif for
AQK

Active

Word-block-read.rsp { M_ADD, M_SZ, DNA, M_RLT, Data }
=>

TCD = Word-block-read-rsp-PDU

APDU:= BUILD_PDU (TCD, Data)
APDU.M_ADD:= M_ADD

APDU.M_SZ:= M_SzZ

APDU.DNA:= DNA

APDU.M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD_ASDU (ARDU, Channel-type)
PUT_TX-BUFFER (ASDU;*MT" )
MT-send.req { }

Waif for
AQK

Active

Word-block-write.req){ M_ADD, M_SZ, DNA, Data}
=>

TCD = Word-block-write-req-PDU

APDU:= BUILD_PDU (TCD, Data)
APDU.M_ABD:= M_ADD

APDUW_SZ:= M_SZ

APDU:DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Waif for
AQK

10

Word -block-write.rsp { M_ADD, M_SZ, M_RLT, DNA '}
=>

TCD = Word -block-write-rsp-PDU

APDU:= BUILD_PDU (TCD, null)

A DV

Active

APBYM—ADD=M—ADD

APDU.M_SZ:= M_SZ

APDU.DNA:= DNA

APDU.M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wait for
ACK

11

Active

Network-parameter-read.req {DNA }

=>

TCD = Network-parameter-read-req-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wait for
ACK
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Current Eve.n’f
# | condition Next state
state .
=> actions
Network-parameter-read.rsp { DNA, M_RLT, Data }
=>
TCD = Network-parameter-read-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
12 Active APDU.DNA:= DNA Wait for
APDU.M_RLT:= M_RLT ACK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Network-parameter-write.req { DNA, Data |
=>
TCD = Network-parameter-write-req-PDU
APDU:= BUILD_PDU (TCD, Data) Wail for
13 Active APDU.DNA:= DNA AdK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Network-parameter-write.rsp { DNA, M_RLT, Data }
=>
TCD = Network-parameter-write-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
14 Active APDU.DNA:= DNA Waif for
APDU.M_RLT:= M_RLT AQK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Stop-command.req { DNA }
=>
TCD = Stop-command-req-PBY
APDU:= BUILD_PDU (TCD,\null) wail for
15 Active APDU.DNA:= DNA AdK
Channel-type:= UDP
ASDU:= BUILD_ASDBPU (APDU, Channel-type)
PUT_TX-BUFFERYASDU, "MT")
MT-send.req {}
Stop-command.rsp { DNA, M_RLT }
=>
TCD =\Stop-command-rsp-PDU
APBU:= BUILD_PDU (TCD, null)
16 Active ARPDU.DNA:= DNA Waif for
APDU.M_RLT:= M_RLT AQK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Operation-command.req { DNA }
=>
TCO—=Operation-commmand-req-PDU
APDU:= BUILD_PDU (TCD, null) Wait for
17 Active APDU.DNA:= DNA ACK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Operation-command.rsp { DNA, M_RLT }
=>
TCD = Operation-command-rsp-PDU
APDU:= BUILD_PDU (TCD, null)
18 Active APDU.DNA:= DNA Wait for
APDU.M_RLT:= M_RLT ACK

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
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Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Current Event
# state | condition Next state
=> actions
Profile-read.req { DNA }
=>
TCD = Profile-read-req-PDU
APDU:= BUILD_PDU (TCD, null) Wait for
19 Active APDU.DNA:= DNA ACK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Profile-read.rsp { DNA, M_RLT, Data }
=>
TCD = Profile-read-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
20 Active APDU.DNA:= DNA Waif for
APDU.M_RLT:= M_RLT AQK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Transparent-msg.req { DNA, Data, Trans-mode }
=>
TCD = Transparent-msg-req-PDU
APDU:= BUILD_PDU (TCD, Data)
21 Active APDU.DNA:= DNA Waif for
APDU.M_Ctl (Bit 0, Bit 1):= Trans-mode AQK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Log-data-read.req { DNA }
=>
TCD = Log-data-read-req-PDU
APDU:= BUILD_PDU (TCD,\null) Wail for
22 Active APDU.DNA:= DNA AdK
Channel-type:= UDP
ASDU:= BUILD_ASDBPU (APDU, Channel-type)
PUT_TX-BUFFERYASDU, "MT")
MT-send.req {}
Get-LogDataenf { Data, M_RLT }
=>
TCD =\Log-data-read-rsp-PDU
APBU:= BUILD_PDU (TCD, Data)
. ARPDU.DNA:= V(LogRQNN) Waif for
23 Active APDU.M_RLT:= M_RLT AQK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Log-data-clear.req { DNA, Trans-mode }
=>
T€OD—=tog-data-ctear-req-PDY
APDU:= BUILD_PDU (TCD, null)
24 Active APDU.DNA:= DNA Wait for
APDU.M_Ctl (Bit 0, Bit 1):= Trans-mode ACK
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
Message-return.req { DNA, Data }
=>
TCD = Message-return-req-PDU
APDU:= BUILD_PDU (TCD, Data) Wait for
25 Active APDU.DNA:= DNA ACK
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Current Event
# | condition Next state
state .
=> actions

Vendor-specific-msg.req { DNA, VDN, SCODE, Data, Trans-mode }

=>

TCD = Vendor-specific-msg-req-PDU

APDU:= BUILD_PDU (TCD, Data)

APDU.DNA:= DNA Wait for
26 Active APDU.VDN:= VDN ACK

APDU.SCODE:= SCODE

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Vendor-specific-msg.rsp { DNA, VDN, SCODE, Data, M_RLT }

=>

TCD = Vendor-specific-msg-rsp-PDU

APDU:= BUILD_PDU (TCD, Data)

APDU.DNA:= DNA
27 Active APDU.VDN:= VDN Wai{ for

APDU.SCODE:= SCODE AQK

APDU.M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Set-remote-node-config-para.req { DNA, Data }

=>

TCD = Set-remote-node-config-para-req-PDU

APDU:= BUILD_PDU (TCD, Data) wail for
28 Active APDU.DNA:= DNA AdK

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT" )

MT-send.req { }

Set-remote-node-config-para.rsp { DNA, Data }

=>

TCD = Set-remote-node-config-para-rsp-PDU

APDU:= BUILD_PDM, (TCD, Data) Wail for
29 Active APDU.DNA:= DNA AdK

Channel-type:=\UDP

ASDU:= BUILDZASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Read-rmt-partici-node-mgt-info-para.req { DNA, Node number }

=

TCD = Read-rmt-partici-node-mgt-info-para-req-PDU

APDU:= BUILD_PDU (TCD, Data) Wail for
30 Active APDU.DNA:= DNA AdK

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Read=rmt=partici-node-myt=inmfo-paratsp{ ONA, Data

=>

TCD = Read-rmt-partici-node-mgt-info-para-rsp-PDU

APDU:= BUILD_PDU (TCD, Data) Wait for
31 Active APDU.DNA:= DNA ACK

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)

PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Read-rmt- node-mgt-info-para.req { DNA }

=>

TCD = Read-rmt- node-mgt-info-para-req-PDU

APDU:= BUILD_PDU (TCD, null) Wait for
32 Active APDU.DNA:= DNA ACK

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
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Current
state

Event
| condition
=> actions

Next state

33

Active

Read-rmt- node-mgt-info-para.rsp { DNA, Data }
=>

TCD = Read-rmt- node-mgt-info-para-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Wait for
ACK

34

Read-rmt-node-set-info-para.req { DNA }

Active

=>

TCD = Read-rmt-node-set-info-para-req-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wai
AdQ

for

35

Active

Read-rmt-node-set-info-para.rsp { DNA, Data }
=>

TCD = Read-rmt-node-set-info-para-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Wai
AdQ

for

36

Active

Extended-network-parameter-read.req {"DNA }

=>

TCD = Extended-network-parametéer>read-req-PDU
APDU:= BUILD_PDU (TCD, null)

APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU, (APDU, Channel-type)
PUT_TX-BUFFER (ASDU; "MT")

MT-send.req { }

Wai
AdQ

for

37

Active

Extended-netwotk-parameter-read.rsp { DNA, M_RLT, Data }
=>

TCD = Exténded-network-parameter-read-rsp-PDU
APDU:=.BUILD_PDU (TCD, Data)

APDUIDNA:= DNA

APBU:M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Wai
AdQ

for

38

Extended-network-parameter-write.req { TCD, Data }
=>

TCD = Extended-network-parameter-write-req-PDU
APDU:= BUILD_PDU (TCD, Data)

Wai

Active

APDUDNA=DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

for

ACK

39

Active

Extended-network-parameter-write.rsp { DNA, M_RLT, Data }
=>

TCD = Extended-network-parameter-write-rsp-PDU

APDU:= BUILD_PDU (TCD, Data)

APDU.DNA:= DNA

APDU.M_RLT:= M_RLT

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Wait for
ACK
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Current
state

Event
| condition
=> actions

Next state

40

APDU.cnf { APDU, A_STS }

=> -- Result ( +/-)

if APDU.TCD = Byte-block-read-req-PDU
then Byte-block-read.cnf { A_STS }

else if APDU.TCD = Byte-block-read-rsp-PDU
then Byte-block-read-rsp.cnf { A_STS }

else if APDU.TCD = Byte-block-write-req-PDU
then Byte-block-write.cnf { A_STS }

else if APDU.TCD = Byte-block-write-rsp-PDU
then Byte-block-write-rsp.cnf { A_STS }

else if APDU.TCD = Worde-block-read-req-PDU

Wait for ACK

then Word-block-read.cnf { A_STS }

else if APDU.TCD = Word-block-read-rsp-PDU
then Word-block-read-rsp.cnf { A_STS }

else if APDU.TCD = Word-block-write-req-PDU
then Word-block-write.cnf { A_STS }

else if APDU.TCD = Word-block-write-rsp-PDU
then Word-block-write-rsp.cnf { A_STS }

else if APDU.TCD = Network-parameter-read-req-PDU
then Network-parameter-read.cnf { A_STS }

else if APDU.TCD = Network-parameter-read-rsp-PDU
then Network-parameter-read-rsp.cnf { A_STS }

else if APDU.TCD = Network-parameter-write-req-PDUY
then Network-parameter-write.cnf { A_STS }

else if APDU.TCD = Network-parameter-write-rsp-RBUY
then Network-parameter-write-rsp.cnf { A_STS_}

else if APDU.TCD = Stop-command-req-PDU
then Stop-command.cnf { A_STS }

else if APDU.TCD = Stop-command-rsp-PDU
then Stop-command-rsp.cnf { A_STS }

else if APDU.TCD = Operation-command-req-PDU
then Operation-command.cnf { AXSTS }

else if APDU.TCD = Operationcseommand-rsp-PDU
then Operation-command-rsp-cnf { A_STS }

else if APDU.TCD = Profilesread-req-PDU
then Profile-read.cnf { AJSTS }

else if APDU.TCD = Profile-read-rsp-PDU
then Profile-read.{rsp.cnf { A_STS }

else if APDU.TCD = Transparent-msg-req-PDU
then Transparent-msg.cnf {A_STS }

else if APBU.TCD = Log-data-read-req-PDU
then Log-data-read.cnf { A_STS }

else«f APDU.TCD = Log-data-read-rsp-PDU
then*NOP

else’if APDU.TCD = Log-data-clear-req-PDU
then Log-data-clear.cnf { A_STS }

else if APDU.TCD = Log-data-clear-rsp-PDU
then NOP

else if APDU.TCD = Message-return-req-PDU
then Message-return.cnf { A_STS }

else if APDU.TCD = Message-return-rsp-PDU
then NOP

Actlve

else if APDU.TCD = Vendor-specific-msg-req-PDU
then Vendor-specific-msg.cnf { A_STS }

else if APDU.TCD = Vendor-specific-msg-rsp-PDU
then Vendor-specific-msg-rsp.cnf { A_STS }

else if APDU.TCD = Set-remote-node-config-para-req-PDU
then Set-remote-node-config-para.cnf { A_STS }

else if APDU.TCD = Set-remote-node-config-para-rsp-PDU
then Set-remote-node-config-para-rsp.cnf { A_STS }
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Current
state

Event
| condition
=> actions

Next

state

else if APDU.TCD = Read-rmt-partici-node-mgt-info-para-req-PDU
then Read-rmt-partici-node-mgt-info-para.cnf { A_STS }

else if APDU.TCD = Set-remote-node-config-para-rsp-PDU
then Set-remote-node-config-para-rsp.cnf { A_STS }

else if APDU.TCD = Read-rmt-partici-node-mgt-info-para-req-PDU
then Read-rmt-partici-node-mgt-info-para.cnf { A_STS }

else if APDU.TCD = Read-rmt-partici-node-mgt-info-para-rsp-PDU
then Read-rmt-partici-node-mgt-info-para-rsp.cnf { A_STS }

else if APDU.TCD = Read-rmt- node-mgt-info-para-req-PDU
then Read-rmt- node-mgt-info-para.cnf { A_STS }

else if APDU.TCD = Read-rmt- node-mgt-info-para-rsp-PDU

then Read-rmt- node-mgt-info-para-rsp.cnf { A_STS }

else if APDU.TCD = Read-rmt-node-set-info-para-req-PDU
then Read-rmt-node-set-info-para.cnf { A_STS }

else if APDU.TCD = Read-rmt-node-set-info-para-rsp-PDU
then Read-rmt-node-set-info-para-rsp.cnf { A_STS }

else if APDU.TCD = Extended-parameter-read-req-PDU
then Extended-parameter-read.cnf { A_STS }

else if APDU.TCD = Extended-parameter-read-rsp-PDU
then Extended-parameter-read-rsp.cnf { A_STS }

else if APDU.TCD = Extended-parameter-write-req-PDU
then Extended-parameter-write.cnf { A_STS }

else if APDU.TCD = Extended-parameter-write-rsp-PDUY
then Extended-parameter-write-rsp.cnf { A_STS }

endif

41

Active

MT_send.ind { RVT_sdu }
=>
if (PUT_RX-BUFFER ( null, P-id = "MT")& "Empty")
then
RVT_sdu:= GET_RX-BUFFER (P-id\="MT")
V(MSRVRQ):= True
endif

MS-R4

ceive

42

MS-Receive

/ V(MSRVRQ) = True
=>
if RVT_sdu.TCD = Byte-block-read-req-PDU
then Byte-block-read.ind { M_ADD, M_SZ, DNA }
else if RVT_sdu.TGD,= Byte-block-read-rsp-PDU
then Byte-block-read.cnf { M_ADD, M_SZ, DNA, M_RLT, Data }
else if RVT_sdu;TCD = Byte-block-write-req-PDU
then Byte-block-write.ind { M_ADD, M_SZ, DNA, M_RLT, Data }
else if RVT_sdu.TCD = Byte-block-write-rsp-PDU
thenByte-block-write.cnf { M_ADD, M_SZ, DNA, M_RLT }
elsetif RVT_sdu.TCD = Worde-block-read-req-PDU
then*Worde-block-read.ind { M_ADD, M_SZ, DNA }
else if RVT_sdu.TCD = Word-block-read-rsp-PDU
then Word-block-read.cnf { M_ADD, M_SZ, DNA, M_RLT, Data }
else if RVT_sdu.TCD = Word-block-write-req-PDU
then Word-block-write.ind { M_ADD, M_SZ, DNA, M_RLT, Data }
else if RVT_sdu.TCD = Word-block-write-rsp-PDU
then Word-block-write.cnf { M_ADD, M_SZ, DNA, M_RLT }

else if RVT_sdu.TCD = Network-parameter-read-req-PDU
then Network-parameter-read.ind { SNA }

Act

ve

else if RVT_sdu.TCD = Network-parameter-read-rsp-PDU
then Network-parameter-read.cnf { SNA, M_RLT, Data }

else if RVT_sdu.TCD = Network-parameter-write-req-PDU
then Network-parameter-write.ind { SNA, Data }

else if RVT_sdu.TCD = Network-parameter-write-rsp-PDU
then Network-parameter-write.cnf { SNA, M_RLT }

else if RVT_sdu.TCD = Stop-command-req-PDU
then Stop-command.ind { DNA }

else if RVT_sdu.TCD = Stop-command-rsp-PDU
then Stop-command-rsp.cnf { DNA, M_RLT }
else if RVT_sdu.TCD = Profile-read-req-PDU
then Profile-read.ind { DNA }
else if RVT_sdu.TCD = Profile-read-rsp-PDU
then Profile-read.cnf { DNA, M_RLT, Data }
else if RVT_sdu.TCD = Transparent-msg-req-PDU
then Transparent-msg.ind {DNA, Data, Trans-mode }



https://iecnorm.com/api/?name=7ec5302e902e4d075bd8f2252479cbbb

- 162 — IEC 61158-6-26:2023 © |IEC 2023

Current Event
| condition Next state
state N
=> actions
else if RVT_sdu.TCD = Log-data-read-req-PDU
then
V(LogRQNN):= RVT_sdu.SNA
Get-LogData.req { RVT_sdu } -- To NMPM

else if RVT_sdu.TCD = Log-data-read-rsp-PDU
then Log-data-read.cnf {DNA, M_RLT, Data}

else if RVT_sdu.TCD = Log-data-clear-req-PDU
then

Status:= CLEAR_LogArea ()

TCD = Log-data-clear-rsp-PDU

APDU:= BUILD_FDU (1TCD, null)
APDU.DNA:= RVT_sdu.SNA
APDU.M_RLT:= Status
APDU.M_CtI.PPT:= True
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
else if RVT_sdu.TCD = Log-data-clear-rsp-PDU
then Log-data-clear.cnf {DNA, M_RLT, Data}

else if RVT_sdu.TCD = Message-return-req-PDU
then
Data:= RVT_sdu.Data
TCD = Message-return-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)
APDU.DNA:= RVT_sdu.SNA
APDU.M_RLT:= 0x0
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT" )
MT-send.req { }

else if RVT_sdu.TCD = Vendor-specific-msg-req-PDU

then Vendor-specific-msg.ind{ DNA, VDN, SCODE, Data, Trans-mode }
else if RVT_sdu.TCD = \tendor-specific-msg-rsp-PDU

then Vendor-specific-misg.cnf { DNA, VDN, SCODE, M_RLT, Data}
else if RVT_sdu.TCD ="Set-remote-node-config-para-req-PDU

then Set-remote-node-config-para.ind { DNA, Data }

else if RVT_sdu/TCD = Set-remote-node-config-para-rsp-PDU

then Set-rethoté-node-config-para.cnf { DNA, M_RLT, Data }

else if RVT_sdu.TCD = Read-rmt-partici-node-mgt-info-para-req-PDU
then Read-rmt-partici-node-mgt-info-para.ind { DNA, Node number }
else, if\RVT_sdu.TCD = Read-rmt-partici-node-mgt-info-para-rsp-PDU
then‘Read-rmt-partici-node-mgt-info-para.cnf { DNA, M_RLT, Data }
else/if RVT_sdu.TCD = Read-rmt- node-mgt-info-para-req-PDU

then Read-rmt- node-mgt-info-para.ind { DNA }

else if RVT_sdu.TCD = Read-rmt- node-mgt-info-para-rsp-PDU

then Read-rmt- node-mgt-info-para.cnf { DNA, M_RLT, Data }

else if RVT_sdu.TCD = Read-rmt-node-set-info-para-req-PDU

then Read-rmt-node-set-info-para.ind { DNA }

else if RVT_sdu.TCD = Read-rmt-node-set-info-para-rsp-PDU

then Read-rmt-node-set-info-para.cnf { DNA, M_RLT, Data }

else if RVT_sdu.TCD:= Extended-network-parameter-read-req-PDU

then Extended-network-parameter-read.ind { SNA }

else if RVT_sdu.TCD:= Extended-network-parameter-read-rsp-PDU
then Extended-network-parameter-read.cnf { SNA, M_RLT, Dat }
else if RVT_sdu.TCD:= Extended-network-parameter-write-req-PDU
then Extended-network-parameter-write.ind { SNA, Data }

else if RVT_sdu.TCD:= Extended-network-parameter-write-rsp-PDU
then Extended-network-parameter-write.cnf { SNA, M_RLT, Data }
endif

V(MSRVRQ) = False
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7.4 Load measurement protocol machine

7.4.1

Overview

- 163 -

The load measurement protocol machine provides the function to conduct the start and the
termination of the communication load measurement on the target node, and provides the
measurement result containing the token holding time related and the General purpose
communication load related statistical information on that node available for analyzing the total
communication load condition over the Type 26 fieldbus network.

7.4.2

Load measurement primitives between FAL user and FSPM

The pfimitives between the FAL user and the FSPM are shown in Table 83.

Table 83 — Load measurement primitives between FAL user and FSPM

GP_Comm-sndr-
log.req

Primitive names Source Associated Description
parameters

Start-TK-hld-time- FAL user | DNA Used to request the start,of the token-holding-time

mrmt.feq measurement to the target'node

Start-TK-hld-time- FSPM SNA Indicate the Start-FK-hid-time-mrmt from other

mrmt.{nd nodes.
This primitive is primarily used as an internal
primitive within the FAL, for instance for the statistics
and can inform the FAL-user of the Token-holding-
time measurement requested to start. The
measurement start is activated on reception of Start-
TK-hld-time-mrmt.req primitive to this node.

Start-TK-hld-time- FAL user | SNA, Result status Response with the result status

mrmt.fsp

Start-TK-hld-time- FSPM SNA, Result status Confirmation with the result status

mrmt.enf

Termipate-TK-hld- FAL user | DNA Used to request the termination of the token-holding-

time-mrmt.req time measurement to the target node

Termipate-TK-hld- FSPM SNA Indicate the Terminate-TK-hld-time-mrmt from gther

time-mrmt.ind nodes. This primitive is primarily used as an in;ernal
primitive within the FAL, for instance for the statistics
and can inform the FAL-user of the Token-holdjng-
time measurement requested to stop. The
measurement stop is activated on reception of
Terminate-TK-hld-time-mrmt.req primitive to thip
node.

Termipate-TK-hld- FAL user | SNA, Result status, Response with the measurement data and resujt

time-mrmt.rsp Measurement data status

Termipate-TK=hid- FSPM SNA, Result status, Confirmation with the measurement data and rgsult

time-mrmt.cnf Measurement data status

Start-GP.Comm- FAL user | DNA Used to request the start of the GP_Comm-sndf-log

sndr-log.req measurement to the target node

Start-GP_Comm- FSPM SNA Indicate the Start-GP_Comm-sndr-log from other

sndr-log.ind nodes. This primitive is primarily used as an internal
primitive within the FAL, for instance for the statistics
and can inform the FAL-user of the GP_Comm-sndr-
log measurement requested to start. The
measurement start is activated on reception of Start-
GP_Comm-sndr-log.req primitive to this node.

Start-GP_Comm- FAL user | SNA, Result status Response with the result status

sndr-log.rsp

Start-GP_Comm- FSPM SNA, Result status Confirmation with the result status

sndr-log.cnf

Terminate- FAL user | DNA Used to request the termination of the GP_Comm-

sndr-log measurement to the target node
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Primitive names Source Associated Description
parameters
Terminate- FSPM SNA Indicate the Terminate-GP_Comm-sndr-log from
GP_Comm-sndr- other nodes. This primitive is used to inform the FAL-
log.ind user of the GP_Comm-sndr-log measurement

requested to stop. The measurement stop is
activated on reception of Terminate-GP_Comm-sndr-
log.req primitive to this node.

Terminate- FAL user | SNA, Result status, Response with the measurement data and the result
GP_Comm-sndr- Measurement data status

log.rsp

Terminate- FSPM SNA, Result status, Confirmation with the measurement data and the
GP_CJIIIIII \)Ildl rV‘IUGOUIUIIIUIIt data IUOU:t otatuo

log.cnf

7.4.3 State table

The sfate transition diagram is shown in Figure 61, and the state table isshown in Tablel 84.

Power on or Reset

Figure 61 — State transition-diagram of Load measurement protocol machine

Table 84 — State table of Load measurement protocol machine

Event
# Current state | condition Next sitate
=> actions

Power up or RESET
=>

INIT_PROC ()
INIT:= True

1 Anysstates Idlg

LINAT = True
=> ]
2 ldle SetUp:= SET_PROC () Active

INIT:= False

Start-TK-hld-time-mrmt.req { DNA }

=>

TCD = Start-TK-hld-time-mrmt-req-PDU
APDU:= BUILD_PDU (TCD, null)

3 Active APDU.DNA:= DNA Wait for ACK
Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT" )
MT-send.req { }
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# Current state

Event
| condition
=> actions

Next state

4 Active

Terminate-TK-hld-time-mrmt.req { DNA }

=>

TCD = Terminate-TK-hld-time-mrmt-req-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wait for ACK

Control measurement.cnf { Status }

5 Active

TIV(SAMmMI) = TTue) && (V(MMIRANN) <> U) && (V(MmICniType) =
0x1)
=> -- Respond as TK-hld-time-mrmt in progress
if Status = OxFF
then M_RLT:= 0x2
else if Status <> 0x1
then M_RLT:= 0x1
else M_RLT:= 0x0
endif
DNA:= V(MmtRQNN)
TCD = Start-TK-hld-time-mrmt-rsp-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA
APDU.M_RLT:= M_RLT
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT" )
MT-send.req { }

Wait fof ACK

6 Active

Control measurement.cnf { Status }
/ (V(MmtRQNN) <> 0) && (V(MmtCntType) = 0x81)
=>
if Status = OxFF
then V(M_RLT):= 0x2
else if Status <> 0x81

then V(M_RLT):= 0x1

else V(M_RLT):= 0x0
endif
V(LogRQNN):= V(MmtRQNN)
Get-LogData.req{ }

Actiye

7 Active

Get-LogDatarenf { Data, M_RLT }

/ (V(MmtRQNN) <> 0) && (V(MmtCntType) = 0x81)
=> > Respond as TK-hld-time-mrmt suspended with measured
resuit

if ((M_RLT = 0x0) && (V(M_RLT) =0x0)

then V(M_RLT) = M_RLT

endif

TCD = Terminate-TK-hld-time-mrmt-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)

APDU.DNA:= V(LogRQNN)

APDU.M_RLT:= V(M_RLT)

Channel-type:= UDP

ASDU:= BUILD ASDU (APDU, Channel-type)

Wait forf ACK

PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
V(SrtMmt):= False

8 Active

Start-GP_Comm-sndr-log.req { DNA }

=>

TCD = Start-GP_Comm-sndr-log-req-PDU
APDU:= BUILD_PDU (TCD, null )
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }

Wait for ACK
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Current state

Event
| condition
=> actions

Next state

Active

Terminate-GP_Comm-sndr-log.req { DNA }

=>

TCD = Terminate-GP_Comm-sndr-log-req-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA

Channel-type:= UDP

ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT")

MT-send.req { }

Wait for ACK

10

Control measurement.cnf { Status }

Active

TIV(SHMmMI) = TTue) && (V(MMIRANN) <> U) && (V(MmICniType) =
0x2)
=> -- Respond as GP_Comm-sndr-log in progress
if Status = OxFF
then M_RLT:= 0x2
else if Status <> 0x2
then M_RLT:= 0x1
else M_RLT:= 0x0
endif
DNA:= V(MmtRQNN)
TCD = Start-GP_Comm-sndr-log-rsp-PDU
APDU:= BUILD_PDU (TCD, null)
APDU.DNA:= DNA
APDU.M_RLT:= M_RLT
Channel-type:= UDP
ASDU:= BUILD_ASDU (APDU, Channel-type)
PUT_TX-BUFFER (ASDU, "MT" )
MT-send.req { }

Wait for

ACK

11

Active

Control measurement.cnf { Status }
/ (V(MmtRQNN) <> 0) && (V(MmtCntType) = 0x82)
=>
if Status = OxFF
then V(M_RLT):= 0x2
else if Status <> 0x82

then V(M_RLT):= 0x1

else V(M_RLT):= 0x0
endif
V(LogRQNN):= V(MmtRQNN)
Get-LogData.req{ }

Acti

12

Active

Get-LogDatarenf { Data, M_RLT }

/ (V(MmtRQNN) <> 0) && (V(MmtCntType) = 0x82)
=> _-‘‘Respond as GP_Comm-sndr-log suspended with measured
resuit

if I((M_RLT = 0x0) && (V(M_RLT) =0x0)

then V(M_RLT) = M_RLT

endif

TCD = Terminate-GP_Comm-sndr-log-rsp-PDU
APDU:= BUILD_PDU (TCD, Data)

APDU.DNA:= V(LogRQNN)

APDU.M_RLT:= V(M_RLT)

Channel-type:= UDP

ASDU:= BUIID ASDU (APDU, Channel-type)

Wait for

PUT_TX-BUFFER (ASDU, "MT")
MT-send.req { }
V(SrtMmt):= False

ACK
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