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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-24: Application layer protocol specification —
Type 24 elements

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interpational
co-gperation on all questions concerning standardization in the electrical and electronic(fields. To this gnd and
in afldition to other activities, IEC publishes International Standards, Technical Specifications, Technical Heports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “EC) Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dgalt with
may participate in this preparatory work. International, governmental and non-governmental organizations|liaising
witH the IEC also participate in this preparation. IEC collaborates closely with the International Organizdtion for
Stapdardization (ISO) in accordance with conditions determined by agreement) between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matters expressyas nearly as possible, an interpational
congensus of opinion on the relevant subjects since each technical\committee has representation from all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for interfiational use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are ‘made to ensure that the technical content| of IEC
Publications is accurate, IEC cannot be held responsible\ for the way in which they are used or for any
mis|nterpretation by any end user.

4) In grder to promote international uniformity, IEC National Committees undertake to apply IEC Publjcations
transparently to the maximum extent possible in theirnational and regional publications. Any divergence between
any|IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC]itself does not provide any attestation of<conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible [for any
seryices carried out by independent certification bodies.

6) Al

7) No liability shall attach to IEC gr its directors, employees, servants or agents including individual expgrts and
merhbers of its technical committees and IEC National Committees for any personal injury, property darage or
oth¢r damage of any natufe_whatsoever, whether direct or indirect, or for costs (including legal fe¢s) and
expenses arising out of~the publication, use of, or reliance upon, this IEC Publication or any otler IEC
Publications.

sers should ensure that they hayetthe latest edition of this publication.

8) Attdntion is drawn te the Normative references cited in this publication. Use of the referenced publications is
indispensable forythie correct application of this publication.

9) Attgntion is dfawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rightts. IECsshall not be held responsible for identifying any or all such patent rights.

Attentjon(is drawn to the fact that the use of the associated protocol type is restricted|by its
intelleetaad plUpUlty |;yht hotders—tratt CasSes; the—commitmenttotimitedreteaseofintetectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-24 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This second edition cancels and replaces the first edition published in 2014. This edition
constitutes a technical revision.
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The main changes with respect to the previous edition are listed below:

e addition of a new PDU type which called "Short PDU type II" in 4.2;
e update of Table 4;

e addition of examples of Synchronous Command communication in 9.2.1, Figure 27 and
Figure 28.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information on the voting for its approval can be found in the report on votingyindicgted in
the alove table.

The Ignguage used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, 'Rart 2, and develo
accordlance with ISO/IEC Directives, Part 1 and ISO/IEC Directives,lEC Supplement, available

at ww

descri

A list

bed in greater detail at www.iec.ch/publications.

commjunication networks — Fieldbus specifications, cah‘be found on the IEC web site.

The c
stabili

ly date indicated on the IEC website under webstore.iec.ch in the data related

specifijc document. At this date, the document-will be

e re
e Wi

e TJe

confirmed,
hdrawn,

blaced by a revised edition§_or

e anpended.

bed in

w.iec.ch/members_experts/refdocs. The main document, types developed by IE[C are

of all parts of the IEC 61158 series, published under the general title Industrial

bmmittee has decided that the contents of this document will remain unchanged until the

to the
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation system
components. It is related to other standards in the set as defined by the "three-layer" fieldbus
reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety
of purposes:

e as|a guide for implementers and designers;
o forl use in the testing and procurement of equipment;
e as|part of an agreement for the admittance of systems into the open systems environment;

e as|a refinement to the understanding of time-critical communicationswithin OSI.

This document is concerned, in particular, with the communication and‘interworking of sepsors,
effectprs and other automation devices. By using this documentogether with other starjdards
positigned within the OSI or fieldbus reference models, otherwise incompatible systems can
work fogether in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-24: Application layer protocol specification —
Type 24 elements

1 Scope

1.1 General

The Hieldbus Application Layer (FAL) provides user programs with a meansyto“acce
fieldbts communication environment. In this respect, the FAL can be viewed,as a "W
between corresponding application programs".

This gart of IEC 61158 provides common elements for basic time-critical and non-time-
messdging communications between application programs in an automation environme
mater|al specific to Type 24 fieldbus. The term "time-critical" is used to represent the pre
of a time-window, within which one or more specified actions ar€ required to be complete]
some |[defined level of certainty. Failure to complete specified actions within the time w
risks flailure of the applications requesting the actions, with*attendant risk to equipment
and possibly human life.

This document defines in an abstract way the externally visible behavior provided by thg
24 fieldbus application layer in terms of

5s the
indow

ritical
nt and
sence
d with
indow
plant

Type

o the abstract syntax defining the application layer protocol data units conveyed between

communicating application entities,

o the transfer syntax defining the qapplication layer protocol data units conveyed between

communicating application entities,

e the application context state“machines defining the application service behavior
befween communicating application entities, and

o the¢ application relationship state machines defining the communication behavior
befween communicating application entities.

The purpose of this\document is to define the protocol provided to

o deffine the'representation-on-wire of the service primitives defined in IEC 61158-5-24

o define'the externally visible behavior associated with their transfer.

visibly

visibly

and

This

(ISO/IEC 9545).

1.2 Specifications

nance

with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI Application Layer Structure

The principal objective of this document is to specify the syntax and behavior of the application

layer protocol that conveys the application layer services defined in IEC 61158-5-24.

A secondary objective is to provide migration paths from previously existing industrial

communications protocols. It is this latter objective which gives rise to the diversity of pro
standardized in the IEC 61158-6 series.

tocols
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1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.

Conformance is achieved through implementation of this application layer protocol specification.

2 Normative references

The foIIowrng documents are referred toin the text in such a way that some or aII ofthelr content

i . . S = od re . plies.
For ndated references, the latest ed|t|on of the referenced document (mcludrn; any
amengments) applies.

NOTE |All parts of the IEC 61158 series, as well as the IEC 61784-1 series and the IEC/61784-2 seljes are
maintaiped simultaneously. Cross-references to these documents within the text therefore refer’to the ediffons as
dated in this list of normative references.

IEC 6[1158-5-24:2023, Industrial communication networks - Fieldbus specificatigns -
Part 5-24: Application layer service definition — Type 24 elements

ISO/IBEC 646, Information technology — ISO 7-bit coded <eharacter set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Refgrence
Model — Part 1: The Basic Model

ISO/IBC 9545, Information technology — OpenzSystems Interconnection — Application|Layer
Structyre

ISO/IBC 9899, Information technology -'‘Programming languages — C

ISO/IBC 10731, Information technelogy — Open Systems Interconnection — Basic Refgrence
Model| - Conventions for the definition of OSI services

ISO/IEC 19501:2005, Information technology — Open Distributed Processing — Unified Mogdeling
Language (UML) Version1.4.2

ISO/IBC/IEEE 60559:2020, Information technology — Microprocessor Systems — Floating-Point
arithmetic

3 Terms, definitions, symbols, abbreviated terms, and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviated terms
and conventions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp
3.1 Referenced terms and definitions

For the purposes of this document, the following terms, definitions, symbols, abbreviations and
conventions apply.
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3.1.1 Terms and definitions from ISO/IEC 7498-1
For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

a) abstract syntax;

b) application-entity;

c) application process;

d) application protocol data unit;
e) application-process-invocation;
f) (N)-facility;

g) (N)-function;

h) pefr-(N)-entities;

i) présentation context;
j) real system;

k) trgnsfer syntax.

lication-association;
lication-context;
lication-entity-invocation;
lication-entity-type;
lication-service-element.

Terms and definitions from ISOHEC 8824-1

purposes of this document, the following terms as defined in ISO/IEC 8824-1 apply:

ple type;
ponent;
ponent type;
ger type;
tring type;

f) ocfetstringtype;
g) nujl type;

h) sepuénce type;

i) sequence of type;
j) choice type;

k) 1A5String type;

[) encoding.

3.1.4 Terms and definitions from ISO/IEC 10731
For the purposes of this document, the following terms as defined in ISO/IEC 10731 apply:

a) OSl-service-primitive; primitive;
b) OSlI-service-provider; provider;

c) OSl-service-user; user.
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3.1.5 Terms and definitions from ISO/IEC 19501
For the purposes of this document, the following terms as defined in ISO/IEC 19501 apply:

a) event;

b) state;

c) state machine;
d) substate;

e) submachine;

f) transition.

3.2 |Additional terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.21

alarm
field cﬁvice status to tell that the device has detected a fatal problem te be solved and gannot
continjue normal working, through the field device control (FDC) service of the Type 24 figldbus

Note 1 fo entry: Any alarm statuses are latched and need some operations, tg be cleared.

Note 2 o entry: Alarms are classified into three groups; communication‘alarms, illegal-command-related onfes, and
applicajion specific ones. But concrete definitions are dependent on.implementation of each field devices.

3.2.2
applig¢ation process object
network representation of a specific aspect of an“application process (AP), which is moldelled
as a nletwork accessible object contained within-an AP or within another APO

Note 1 fo entry: Refer to IEC 61158-1, 9.3.4.

3.2.3
applig¢ation process context
AP cqgntext

sharedd knowledge or a common set of rules, governing communication of FAL application
entitigs (AEs) and describing the permissible collective communications behavior betwegen the
AEs that are party to asspecific set of application relationships (ARs)

Note 1 fo entry: Data_within AP context can be specified by the user in advance, by the option selected while the
user uges a field bds_management (FSM) service to read out the facility of peer AP, by the automatic negptiation
function that the FSM system handles, and so on. The method that is to be adopted depends on the specificption of
each implementation.

3.24
applicationprocess-type
AP type

description of a classification of application processes (APs) in terms of a set of capabilities for
FAL of the Type 24 fieldbus

Note 1 to entry: AP types are classified into three, C1 master AP, C2 master AP and slave AP, by their application
roles in the fieldbus network.

3.2.5

async command

type of a command application protocol data unit (APDU) of the FDC service of the Type 24
FAL, which can be issued any time after the previous transaction without consideration of
synchronization with the communication cycle

Note 1 to entry: Definitions, which command should be async one or not, are dependent on an application. They
can be provided as a registered set of commands and responses or device profiles, see 4.4 and Annex A.
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asynchronous communication
state or a way of communication for the FDC service of the Type 24 FAL, in which a command
can be issued any time after the previous transaction without consideration of synchronization

with t

Note 1

3.2.7

he communication cycle

to entry: In this state, sync commands cannot be issued, but async commands can.

attribute
information or parameter contained in variable portions of an object

Note 1 fo entry: Typically, they provide status information or govern the operation of an object. Attributes alslo affect
the behavior of an object.

3.2.8

C1 master

AP type that has master facilities for the FDC service of the Type 24 FAL, or the device

imple

Note 1

3.2.9
C2m
AP ty

menting that AP type

o entry: Only one C1 master exists in a network of the Type 24 fieldbus.

ster
Ie that has only monitor facilities for the FDC service but requester facilities for me]

(MSG) service of the Type 24 FAL, or the device implementing that AP type

Note 1

3.2.10

o entry: Less than two C2 masters can exist in a network of the Type 24 fieldbus.

comnjand
PDU issued by a requester or a master to make a responder or a slave execute some fun

3.2.11

commnunication

proce

5s to exchange information(in a formal manner between two or more devices, users

or entlties

3.2.12

trans
proce

3.2.13

trans
proce

fer
5s to convey @ PDU from a sender to a receiver

mission
Esdosend out and propagate electrical signals or encoded data

ssage

ctions

b, APs

3.2.14
communication cycle
period of repetitive activities synchronized with the transmission cycle while the connection

estab

lishing for the FDC protocol of the Type 24 FAL

Note 1 to entry: Communication cycle can synchronize with the transmission cycle multiplied by a specified scaling

factor.

3.2.15

connection
context or logical binding under specific conditions for the FDC protocol between a master
object and a slave object for the Type 24 FAL
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3.2.16
cyclic
repetitive in a regular manner

3.2.17

cyclic communication

transmission mode in which request PDUs and response PDUs are exchanged repetitively in
the scheduled time slots synchronized with a transmission cycle for the lower layer protocol of
the Type 24

Note 1 to entry: In the AL, the communication cycle arises from the transmission cycle in this mode.

3.21

cycle|scale counter
countér to generate a communication cycle by means of scaling a primary |cyclel or a
transmission cycle

3.21

device ID
part of "Device Information" to identify the device for a specific product type or model |of the
Type 24 fieldbus

3.2.2

device information
formafted and device-embedded information to characterize a device, which mainly consjsts of
data for device model identification and device-profilevspecific parameters for the Type 24
fieldbdis

3.2.21
device profile
collection of device-model-common information and functionality providing consistency
betwegn different device models among,the same kind of devices

3.2.22
dual tfransfer
transfer mode for the FDC protocol of the Type 24 FAL, in which a sender sends a sam¢ PDU
twice g transaction and a feceiver uses them to detect and recover a communication errof such
as dafla-corruption or data-loss in cyclic communication mode

3.2.2

event|driven communication
transmissionsmaede for the lower layer protocol of the Type 24 fieldbus in which a transacfion of
commandsresponse-exchanging arises as user's demands

Note 1 toemtry—Boththetransmissiom cycteanmd-thecommumnicationm cycle dom tarise i thismode:

3.2.24
error
abnormal condition or malfunction for communication or any other activities

3.2.25

field device control

FDC service

time-critical communication service that handles a fixed length command data to control a field
device and the corresponding feedback response data in a severe restriction on delay or jitter
for the communication timing for the Type 24 FAL
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3.2.26

field device protocol

FDC protocol

time-critical communication protocol that handles a fixed length command data to control a field
device and the corresponding feedback response data in a severe restriction on delay or jitter
for the communication timing for the Type 24 FAL

3.2.27

master

class or its instance object of FDC application service element (ASE) who plays a role of a
command requester for the Type 24 FAL

severe

variant of slave AP type who has both slave class and monitor class for FDC ASE of thg Type

netwark clock

synchronized and periodically running counter that each nodes in a same network have, |which
becomes an oscillation source of the transmission cycle

3.2.32
primary cycle
period of repetitive activities synchronized with the transmission cycle before the connjection
establlishing for the FDCeprotocol in Type 24 FAL

3.2.33
protofol machine
state [nachine‘that realizes a protocol as the main function of the entity in each layer

3.2.33s
requejster
class or its instance object of MSG ASE who plays a role of a command requester or sender for
the Type 24 FAL

3.2.35

responder

class or its instance object of MSG ASE who plays a role of a command responder or receiver
for the Type 24 FAL

3.2.36

response

PDU issued by a responder or a slave to inform a result or some status for the received
command to a requester or a master
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3.2.37
service
operation or process that an object performs upon request from another object

3.2.38

single transfer

normal transfer mode for the FDC protocol of the Type 24 FAL in which a sender sends a PDU
once a transaction

3.2.39
slave AP

AP tyﬁmm—mmmeme
implementing that AP type

3.2.4¢0
slave
class pr its instance object of FDC ASE who plays a role of a responder for'the Type 24 FAL

3.2.41
sync command
type of command APDU of the FDC service of the Type 24 (FAL, which is issued gt the
synchronized timing with every communication cycle

Note 1 fo entry: The definitions, which command is sync one or not,<are dependent on an application. They|can be
provide[d as a registered set of commands and responses or device profiles, see 4.4 and Annex A.

3.2.42
synchronous communication
state pr a way of communication for the FDC_sétvice of the Type 24 FAL, in which a conjmand
is issyed at the synchronized timing with every communication cycle

Note 1 fo entry: In this state, both sync commahds and async ones can be issued.

Note 2 fo entry: In this state, an out-of-synchronization error of APs shall be detected by measures of the watchdog
countert|.

3.2.43
transmission cycle
period of repetitive activities for the lower layers of the Type 24 fieldbus, which of all thel slave
devicgs are synchronized with that of a C1 master device by the lower layer protocol

3.2.41n

transmissionmode
state ¢r a way of transmission for the lower layer protocol of the Type 24 fieldbus; cyclic mode,
event|driven mode

3.2.45

virtual memory space

large data block of APOs for the Type 24 FAL that can be read and written with pseudo-memory-
addresses to provide consistency between different device models

Note 1 to entry: The virtual memory space includes the device Information and other vender specific area, see
Annex B.

3.2.46

warning

field device status to tell that the device has detected a slight or passing problem but is still
working normally through the field device control (FDC) service of the Type 24 fieldbus

Note 1 to entry: Any warning statuses are latched and need to be operated to clear them.
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Note 2 to entry: Warnings are classified into three groups, communication warnings, illegal-command-related ones,
and application specific ones. But concrete definitions are dependent on an implementation of each field devices.

3.2.47
node
device that comply with the protocols described in this specification

3.2.48
output data
data to be sent from a master to a slave

3.2.49
input|data
data tp be sent from a slave to a master

3.2.50
node pddress
addregs to be specified as destination address or source address

3.3 |Abbreviations and symbols

For the purposes of this document, the following abbreviations and symbols apply.

AE Application Entity

AL Application Layer

A-, Al- Application Layer (as a prefix)

ALME Application Layer ManagementEntity

AP Application Process

APDU Application Protocol Data Unit

API Application Process Invocation

APO Application Process Object

APC Application Ptocess Context (as prefix of a protocol for Type 24 fieldus)
APC $M Application.Process Context State Machine (for Type 24 fieldbus)
AR Applieation Relationship

AR ASE Application Relationship Application Service Element

AREP Application Relationship End Point

ARPM Application Relationship Protocol Machine (for Type 24 fieldbus)

ARPM-FDEM ARPM for Field Device Control service Master (for Type 24 fieldbus)
ARPM-EDCMN ARPM for Field Device Control service Monitor (for Type 24 fieldbus)

ARPM-FDCS ARPM for Filed Device Control service Slave (for Type 24 fieldbus)
ARPM-MSG ARPM for Message service (for Type 24 fieldbus)

ASCII American Standard Code for Information Interchange

ASDU Application Service Data Unit

ASE Application Service Element

ASN.1 Abstract Syntax Notation One

CMD Command PDU for FDC service (for Type 24 fieldbus)

Cnf confirm primitive

DL- (as a prefix) Data Link-

DLL Data Link Layer

DLM Data Link-management
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bus)
pe 24

DLPDU Data Link-Protocol Data Unit

DLSAP Data Link Service Access Point

DLSDU Data Link Service Data Unit

DMPM Data Link Mapping Protocol Machine

E2PROM Electrically erasable programmable read only memory

FAL Fieldbus Application Layer

FCS Frame check sequence

FDC- Field Device Control (as prefix of a service or a protocol for Type 24
fieldbus)

FDC ASE Field Device Control Application Service Element (for Type 24 fieldby

FDCPM Field Device Control Protocol Machine (for Type 24 fieldbus)

FDCPM-M Field Device Control Protocol Machine for Master (for Type-24 fieldbU

FDCPM-MN Field Device Control Protocol Machine for Monitor (for Type 24 fieldb

FDCPM-S Field Device Control Protocol Machine for Slave (for(kype 24 fieldbus

FIFO First In First Out

FSPM FAL service protocol machine

FSM- Fieldbus System Management (as prefix of\a-Service for Type 24 fielg

FSM ASE Fieldbus System Management Application Service Element for Ty
fieldbus

HMI Human-machine Interface

110 Input/output

ID Identifier

Ind indication primitive

LME Layer Management.Entity

Lsb least significant ‘bit

MAC Media Access_Control

Msb most significant bit

MSG Message (as prefix of a service or a protocol for Type 24 fieldbus)

MSG ASE Message Application Service Element for Type 24 fieldbus

MSGRM Message Protocol Machine for Type 24 fieldbus

MSGHRM-RQ MSGPM for Requester for Type 24 fieldbus

MSGHM-RS MSGPM for Responder for Type 24 fieldbus

OSI Open Systems Interconnection

PM Protocol machine

PDU Protocol Data Unit

PhL Ph-layer

QoS Quality of Service

RAM Random access memory

Req request primitive

Rsp response primitive

RSP Response PDU for FDC service (for Type 24 fieldbus)

SAP Service Access Point

SDN Send Data with no Acknowledge

SDU

Service Data Unit
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SM State Machine
SMIB System Management Information Base
UML Unified Modelling Language

3.4 Conventions
3.4.1 General conventions

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its services,
and its protocol specification. The first two are contained in IEC 61158-5-24. The protocol

f EH £ L £ A H dafi i +hat <l %
SpeC| CAlLIVIT TUT TAUIT UT 1T MUuloo To UTTITITU TIT UiTo UULuUITITeTIL.

The dlass definitions define the attributes of the classes supported by each ASE. In this
docunpent, it is assumed that all attributes are accessible only from the owner's instance pbject
itself directly or through services of the class.

This document uses the descriptive conventions given in ISO/IEC 10734.

3.4.2 PDU data type conventions
The dgata types of FAL PDUs are defined with the notations of<\ASN.1.

Charalcter strings that begin with "_" (low line) are used.as data type symbols of FAL PQ}Us or
their fields. A same string as a PDU type without"_" means a PDU instance of the correspgnding
data type.

Example CMD-PDU means an instance of _CMD-PDU and’a following statement is omitted.
CMD-PDU _CMD-PDU ::= { value }
3.4.3 State machine conventions

The pfotocol sequences are described by means of State Machines.

In stajechart diagrams, states.are represented as boxes, and state transitions are shown as
arrows. Their conventionstare given in ISO/IEC 19501 as Universal Modeling Language (UML).

Namep of states and_transitions of the state diagram correspond to the names in the textual
listing|of the state.transitions.

The tgxtuallisting of the state transitions is structured as Table 1.

The fifst.row contains the name of the transition by an index number.

The second row defines the source state or the current state before the transition.

The third row contains an event and actions. The event is followed by optional arguments in
parentheses, "(" and ")", and guard conditions in brackets, "[" and "]", as the first line. And the
actions with starting character "/" follow the event line.

The last row contains the target state or the next state after the transition.

If the event occurs and the conditions are fulfilled the transition fires, i.e. the actions are
executed and the next state is entered.
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Table 1 — State transition descriptions

2023

T#

Source
State

Event (arguments) [conditions] Target
/ Action state

A meaning of each element in Table 1 is shown in Table 2, based on UML "transition" definition
(ISO/IEC 19501).

Table 2 — Description of state machine elements

Degcription element Meaning

Sourcg state Names of the originating state and the target state of transition.

Targejf state

T# Name or number of the transition.

Event Name or description of the trigger event that fire the transition.

(argurpents) A parameter value, an expression, or a sequence ofrthose divided by "," for the
event. The preceding "(" and the succeeding ")" are not part of the argument I|st.

[conditions] Boolean expression, which is true for the transition to be fired. The preceding|'["
and the succeeding "]" are not part of the candition.

/ Actign List of assignments and service or functioninvocations. The action should be
atomic. The preceding "/" is not part of\the action.

NOTE| "(arguments)" and "[condition]" can be omitted if not necessary.

The cpnventions used in the state machines ‘are shown in Table 3.
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Table 3 — Conventions used in state machines

Convention Meaning

/*-- description --*/ Describes and explains conditions and/or procedure by using normal sentence between
"/*--" and "--*/" instead of using the pseudo code notation.

Example:

/*-- The PM examines an occurrence of any alarms for the corresponding remote device.
-- If an alarm is detected, the PM notifies it to the FSM ASE.

-- If not, the PM transfers the MSGService-PDU to the DLL.

=y

= Value of an item on the left is replaced by value of an item on the right. If an_item“on|the
right is a parameter, it comes from the primitive shown as an input event

Axx Parameter name if ‘a' is a letter

Example:

Identifier = reason;

means value of a 'reason' parameter is assigned to a parameter called 'ldentifier

XXX Fixed visible string
Example:
Identifier = "abc";
means value "abc" is assigned to a_pafameter named 'ldentifier’
Nnn If all elements are digits, the item represents a numerical constant shown in decimal
representation.
0xnn If all elements nn are digits, the\item represents a numerical constant shown in
hexadecimal representation.
== Logical condition to indicate an item on the left is equal to an item on the right
< Logical condition to‘indicate an item on the left is less than the item on the right
> Logical conditionto indicate an item on the left is greater than the item on the right

1= Logical condition to indicate an item on the left is not equal to an item on the right

&& Logical "AND"

[l Logical "OR"
! kogical "NOT"
+ Arithmetic operators

; Separator of expressions

Further notations as defined in C language (ISO/IEC 9899) can be used to describe conditions
and actions.
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4 Abstract syntax

4.1

Basic Data types

The following data types are used in the Type 24 FAL.

NOTE
precisid

Ba

sic types as simple types of ASN.1:
INTEGER,;

REAL,;

BIT STRING;

OCTET STRING;

NULL.

ecific basic types as subtypes from ASN.1:

Integer8::= INTEGER (-128..127);

Integer16::= INTEGER (-32 768 .. 32 767);

Integer32::= INTEGER (-2 147 483 648 .. 2 147 483 647);

Integer64::= INTEGER ( (-1)x ‘8000 0000 0000 0000'H.."ZFFF FFFF FFFF FFFF"
Unsigned8 ::= INTEGER (0..'FF'H);

Unsigned16::= INTEGER (0.."FFFF'H);

Unsigned32::= INTEGER (0..'FFFF FFFF'H);

Unsigned64::= INTEGER (0..'FFFF FFFF FFFRFFFF'H);

Floatsy::= 0 | negative infinity | positive infinity

| REAL (WITH COMPONENTS { mantissa ((-1) x c35), base (2), exponent (¢35) }
| REAL (WITH COMPONENTS { mantissa (c35), base (2), exponent (g35) } )

where
c30::= REAL (1. (2530%)) = REAL (1..(2-2723)), and
g30::= INTEGER ({127..127).

The range of the real*value is covered from negative infinity to positive infinity. But the repres|
n conforms to binary32 or the single precision of ISO/IEC/IEEE 60559, see 5.2.2.

Floatg,::= 0'f\negative infinity | positive infinity
| REALAWITH COMPONENTS { mantissa ((-1) x cg4), base (2), exponent (gg4) }
| REAL (WITH COMPONENTS { mantissa (cg,4), base (2), exponent (gg4) } )

H);

entable

wheére
ceai:= REAL (1..(252,2)) = REAL (1.. (2-2752)), and
ge4::= INTEGER (-1 023..1 023).

NOTE 2 The range of the real value is covered from negative infinity to positive infinity. But the representable
precision conforms to binary64 or the double precision of ISO/IEC/IEEE 60559, see 5.2.2.

IA5String

Structure types with component types of ASN.1:

Structure type is defined by a combination of SEQUENCE type, CHOICE type of ASN.1,
basic types and subtype elements defined in ASN.1. The FAL PDU described in 4.2 and 4.3
that follows this subclause correspond this Structure type.

SEQUENCE
CHOICE


https://iecnorm.com/api/?name=10dfefe2097370ff3606e803a157f9c4

IEC 61158-6-24:2023 © |EC 2023 - 23 -

e Array types with a component type of ASN.1:

Array types are a list of any data type defined with SEQUENCE OF type of ASN.1. Typical
array types are shown with SEQUENCE OF type, below:

— SEQUENCE OF;

— BitArray::= SEQUENCE OF (BIT STRING SIZE(8));
— Array8::= SEQUENCE OF Integer8;

— Array16::= SEQUENCE OF Integer16;

— Array32::= SEQUENCE OF Integer32;

— _Array64::= SEQUENCE OF Integer64.

4.2 |FAL PDU types
4.21 Top of APDU types: _APDU
The APDU type: _APDU shall consist of two groups; _FDCServicePDU and (MISGServic¢PDU.

And FDCServicePDU shall consist of a pair of PDUs; _CMD-PDU and~_RSP-PDU, usled for
FDC qommands and its responses respectively.

Furthgrmore, _MSGServicePDU shall consist of a pair of{PDUs; _MSGREQ-PDUY and
_MSQERSP-PDU, used for MSG requests and its responses fespectively.

_APDY ;= _FDCServicePDU
| _MSGServicePDU
_FDCpBervicePDU ::= _CMD-PDU -- FDC command PDU type
| _RSP-PDU -- FDC response PDU type
_MSQ@ServicePDU 1= _MSGREQ-PDU -- MSG request PDU type
| _MSGRSP-RDUY -- MSG response PDU type

Figurg 1 shows the overview of APDU type definitions by the tree structure chart.
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<< Short PDU type >>

_APDU [ CMD1-PDU cmd — romd
{_CMD2-PDU alarm
“CMD3-PDU us
{_CMD4-PDU pduBody (16 bits)
5 (14 octets) pduBody
Tgmg;:_ij_ (11 octets)
{_CMD3-PDU wdt rwdt
{_CMD4-PDU _< Long PDU type >> . I
— _NOP-CMD-PDU _NOP-CMD1-PDU |- — — - o alarm
—__PRM_RD-CMD-PDU NOP-CMD2-PDU |- — — | Status
— _PRM_WR-CMD-PDU _NOP-CMD3-PDU - — | | pduBody (16 bits)
o Chs o] L ANOPCMDEFDU - | | | (14 octats) pduBody
HA-onoeou | T (1 octets)
I _ALM_CLR-CMD-PDU r R | wdt rwdt
|- _SYNG_SET-GMD-PDU I} = Derivedfrom — = | I —
|— _CONNEGT-GMD-PDU Iy T T T T T T
| _DISCONNECT-CMD-PDU [ | | CMDT=PD pduBodyExt pduBodyExt
|- -PPRM_RD-GMD-PDU [ %CMD EoU (15 octets) (15 octets)
| _PPRM_WR-CMD-PDU [ =
- EirwRouppou| |~ LCMDEPDU
—___ECHO-CMD-PDU — cmd — remd
— _CHECK ID-CMD-PDU alarm
|| SET ADDR-GMD-PDU pduBody s bi::)
-Ghik wsce-ov-pou (14 octets) oo
wdt rwdt
-PDU subcmd rfubecmd
—FDU subcmd-PPU, 6 bits;
-PDU pduBody subg¢md-PDU.
Ea (14 getete) i b
-PDU
-PDU 4< Erihariced PDU type >>
— cm — remd
" Roatods—| | —PAW rD-RSe-P0U | E:NSEZSSEI T ap e st —
extAddress |—__PRM_WR-RSP-PDU _NOP-RSP3-PDU - — | | (16 bits) (J6 bits)
[reserve2 "00H" | (—{ D RD-RSP-PDU _NOP-RSP4-PDU |- ! | | pduBody phiuBody
:7% it - ~_: : | (4,12, 28, 44, 60 (4,14 28, 44, 60
requestData |- __ALM_CLR-RSP-PDU_| | erived from — o octets) ctets)
(4 .. 4092 octets) | | _SYNC_SET-RSP-PDU | | Zervediom = |
— _CONNECT-RSP-PDU | | i_ <<Short PDU type II>>
[ |~FPRM RD-RSP-PDU : : | ->{_RSP1-PDU ooz cdterZ ——‘é’“‘gt .
|~ PPRM.WR-RSP-PDU | — > RSP2-PDU |__cmdctriz | | crhdstat?2
T Roatods | | MEMAD-RSP-P0 | {_L:g-_ﬂg' DU
extAddress — _MEM_WR-RSP-PDU RSpA-PDU pduBody pHuBody
reserve "00H — _ECHO-RSP-PDU (14 Octets) (14 Octets)
I+ -CHECKID-RSP-PDU |
[ -SET.COM-RSP-PDU |
responseData —{ _SET_ADDR-RSP-PDU
(4 .. 4092 octets) | [—{ -CHGMST-RSP-PDU |
L _CHK_MSG-RSP-PDU
IEC
Figure 1 — Tree structure of APDU types
4.2.2 PDUs for field device controliservice
4.2.2.1 Overview
FDCSErvicePDU shall be edited with a SDU in the FDC service primitive and be sent v|a AR.
And a|FDC ASE receives the PDU from the peer ASE via AR.
The FDC command PDU type: CMD_PDU shall be classified into sync type command|(sync
comm@nd): _SYNE€Type-CMD-PDU and async type command (async command):
_ASYNCType-CMD-PDU. Both types are the identical PDU formats: _UCMD-PDU. Theilefore,
the FDC PM.cahnot distinguish their type's PDUs. The user of FDC ASE should know |which
commpnds-belong to the sync commands or not, and can distinguish the types by using cmd
field as d/key code in the PDU header part.
The async command PDU: ASYNCType-CMD_PDU shall include _UCMD-PDU and other

twenty PDU types as common commands, which are also variants of _UCMD-PDU.

Derived from the _UCMD-PDU and the _URSP-PDU explained later, a set of commands and
responses can be defined for a specific application, such as motor-drive control, servo control,

etc., by FAL users, and the set can be registered as a device profile (see 4.4 and Annex

A). In

addition, a FAL user can select any device profiles supported by a target field device, when a
connection is established or when it is transited to the cyclic communication mode for
connection-less type by FDC-Connect service (see 8.2.4.3 and IEC 61158-5-24, 6.4.1.2.3.4).
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_CMD-PDU

_SYNCType-CMD-PDU
_ASYNCType-CMD-PDU

_SYNCType-CMD-PDU
| _ASYNCType-CMD-PDU
_UCMD-PDU

::=_UCMD-PDU

| _NOP-CMD-PDU

| _PRM_RD-CMD-PDU
| _PRM_WR-CMD-PDU
| _ID_RD-CMD-PDU

| _CONFIG-CMD-PDU

_UCMD-PDU

_NOP

_PRM
_PRM
_ID_R
_CON
_ALM

ALM

-CMD-PDU

| RD-CMD-PDU
| WR-CMD-PDU
D-CMD-PDU
FIG-CMD:PDU
| RD-CMD-PDU
| CKR<CMD-PDU

= _PRM_RD-CMD1-PDU | _PRM-RD-CMD2-PDU | _PRM_RD-CMD3-PDU|
= _PRM_WR-CMD1-PDU | _PRM_WR-CMD2-PDU | _PRM_WR-CMD3-PU

| _ALM_RD-CMD-PDU

| _ALM_CLR-CMD-PDU

| _SYNC_SET-CMD-PDU

| _CONNECT-CMD-PDU

| _DISCONNECT-CMD-PDU
| _PPRM_RD-CMD-PDU

| _PPRM_WR-CMD-PDU

| "MEM_RD-CMD-PDU

| _MEM_WR-CMD-PDU

| _ECHO-CMD-PDU

| _CHECK_ID-CMD-PDU

| SET_COM-CMD-PDU

| SET_ADDR-CMD-PDU

| _CHG_MST-CMD-PRY

| _CHK_MSG-CMD-PDU
_CMD1-PDUNECMD2-PDU | _CMD3-PDU | _CMD4-PDU
_NOP-CWMD1-PDU

| _NOR-CMD2-PDU

[~ NOP-CMD3-PDU

| _NOP-CMD4-PDU

_ID_RD-CMD1-PDU | _ID_RD-CMD2-PDU | _ID_RD-CMD3-PDU
_CONFIG-CMD1-PDU | _CONFIG-CMD2-PDU | _CONFIG-CMD3-PDU

_ALM_RD-CMD1-PDU | _ALM_RD-CMD2-PDU | _ALM_RD-CMD3-PDU
_ALM_CLR-CMD1-PDU | _ALM_CLR-CMD2-PDU | _ALM_CLR-CMD3-PpU

_SYNC_SET-CMD-PDU

_CON

NECT-CMD-PDU

_DISCONNECT-CMD-PDU

_PPRM_RD-CMD-PDU
_PPRM_WR-CMD-PDU

_SYNC_SET-CMD1-PDU
| _SYNC_SET-CMD2-PDU

| _SYNC_SET-CMD3-PDU

_CONNECT-CMD1-PDU

| _CONNECT-CMD2-PDU

| _CONNECT-CMD3-PDU

_DISCONNECT-CMD1-PDU

| _DISCONNECT-CMD2-PDU

| _DISCONNECT-CMD3-PDU

_PPRM_RD-CMD1-PDU | _PPRM-RD-CMD2-PDU | _PPRM_RD-CMD3-PDU

= _PPRM_WR-CMD1-PDU | _PPRM_WR-CMD2-PDU | _PPRM_WR-CMD3-
PDU
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_MEM_RD-CMD-PDU
_MEM_WR-CMD-PDU
_ECHO-CMD-PDU
_CHK_ID-CMD-PDU
_SET_COM-CMD-PDU
_SET_ADDR_ID-CMD-PDU
_CHG_MST-CMD-PDU

The F

DC response BPDLIJ f\lpn

— 26—

_MEM_RD-CMD3-PDU
_MEM_WR-CMD3-PDU
_ECHO_ID-CMD4-PDU
_CHK_ID-CMD4-PDU
_SET_COM-CMD4-PDU
_SET_ADDR-CMD4-PDU
_CHG_MST-CMD4-PDU

RSP _PDllshallhe also classifiad into SYAC f\lpn respons

IEC 61158-6-24:2023 © |EC 2023

(sync

response):

respo
field
corres

The a
twenty
PDU.

_RSP}PDU

_SYN
_ASY

CType-RSP-PDU
NCType-RSP-PDU

SYNCType RSP-PDU and async type response (async response):
RSP-PDU. Both types shall be derived from the identical PDU formats:
the FDC PM cannot distinguish their type's PDUs. The user of FDC ASE should know
nses belong to the sync responses or not, and can distinguish the types\by using
g4s a key code in the PDU header part. Moreover, this prefix code of a‘responsg
ponds to one of a command PDU, since a response shall be exchanged for a com

sync type response PDU: _ASYNCType-RSP_PDU shall include. _URSP-PDU and
PDU types as common responses to any application, which are also variants of _{

_SYNCType-RSP-PDU
_ASYNCType-RSP-PDU
_URSP-PDU

ASYNC
_URSP-PDU¢T het

_URSP-PDU
_NOP-RSP-PDU
_PRM_RD-RSP-RPDU
_PRM_WR-RSP-PDU
_ID_RD-RSP-PDU
_CONEIG-RSP-PDU
~ALM_RD-RSP-PDU
_ALM_CLR-RSP-PDU
_SYNC_SET-RSP-PDU
_CONNECT-RSP-PDU
_DISCONNECT-RSP-PDU
_PPRM_RD-RSP-PDU
_PPRM_WR-RSP-PDU
_MEM_RD-RSP-PDU

Type-
efore,
which
rcmd
PDU
mand.

other
RSP-

_URSP-PDU
_NOP-RSP-PDU

_RSP1-PDU | _RSP2-PDU | _RSP3-PDU |
_NOP-RSP1-PDU
_NOP-RSP2-PDU
_NOP-RSP3-PDU
_NOP-RSP4-PDU

—MEM_WR-RSP-PDU
_ECHO-RSP-PDU

_CHECK_ID- RSP-PDU

_SET_COM- RSP-PDU

_SET_ADDR- RSP-PDU

_CHG_MST- RSP-PDU

_CHK_MSG- RSP -PDU

_RSP4-PDU
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_PRM
_PRM

_RD-RSP-PDU
_WR-RSP-PDU

_ID_RD-RSP-PDU

_CON

FIG-RSP-PDU

_ALM_RD-RSP-PDU
_ALM_CLR-RSP-PDU
_SYNC_SET-RSP-PDU

_PRM_RD-RSP1-PDU | _PRM-RD-RSP2-PDU | _PRM_RD-RSP3-PDU

_PRM_WR-RSP1-PDU | _PRM_WR-RSP2-PDU | _PRM_WR-RSP3-PDU

_ID_RD-RSP1-PDU | _ID_RD-RSP2-PDU | _ID_RD-RSP3-PDU
_CONFIG-RSP1-PDU | _CONFIG-RSP2-PDU | _CONFIG-RSP3-PDU
_ALM_RD-RSP1-PDU | _ALM_RD-RSP2-PDU | _ALM_RD-RSP3-PDU

_ALM_CLR-RSP1-PDU | _ALM_CLR-RSP2-PDU | _ALM_CLR-RSP3-PDU

_SYNC_SET-RSP1-PDU
_SYNC_SET-RSP2-PDU
_SYNC_SET-RSP3-PDU

_CON

_DIS(

_PPR
_PPR
_MEM
_MEM
_ECH
_CHK
_SET]
_SET]
_CH(g
_Msg

4.2.2,
4.2.2.

UCM

type:
have 3

The p
PDU.
pduBd

NECT-RSP-PDU

ONNECT-RSP-PDU

M_RD-RSP-PDU
M_WR-RSP-PDU
RD-RSP-PDU
_WR-RSP-PDU
D-RSP-PDU

| ID-RSP-PDU

| COM- RSP-PDU
| ADDR- RSP-PDU
| MST- RSP-PDU
| REQ- RSP-PDU

_CONNECT-RSP1-PDU
_CONNECT-RSP2-PDU
_CONNECT-RSP3-PDU
_DISCONNECT-RSP1-PDU
_DISCONNECT-RSP2-PDU
_DISCONNECT-RSP3-PDU

_PPRM_RD-RSP1-PDU | _PPRM-RD-RSP2-PDUY _PPRM_RD-RSP3-PpU

_PPRM_WR-RSP1-PDU | _PPRM_WR-RSP2:PDU | _PPRM_WR-RSP3
_MEM_RD-RSP3-PDU

_MEM_WR-RSP3-PDU

_ECHO-RSP4-PDU

_CHK_ID-RSP4-PDU

_SET_COM-RSP4-PDU

_SET_ADDR-RSP4-PDU

_CHG_MST-RSP4-PDU

_MSG_REQ:RSP4-PDU

p Common component.of PDU
.1 FDC command PDU

D-PDU has four'types, short type: _CMD1-PDU, long type: _CMD2-PDU, and enh
| CMD3-PDU, _and short type Il: _CMD4-PDU. Both _CMD1-PDU and _CMD2-PDY shall
same header-fields, but _CMD3-PDU shall have another enhanced one.

PDU

Bnced

juBody-length of CMD1-PDU shall be 14 octets when it encoded, and so as for _¢MD2-
This_part is called main-command, and _CMD2-PDU shall have another ext
dyExt field too, and can piggyback an additional command PDU called sub-com

ended
mand:

_SUB

CMD-FDU on that field.

The pduBody length of CMD3-PDU shall be selected from 4, 12, 28, 44, and 60 octets. It can
be selected for each station; however, it shall not be changed after selecting.

The pduBody length of _CMD4-PDU shall be within the range of 1 octet to 14 octets. It can be
changed for each _CMD4-PDU.
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_CMD1-PDU ::= SEQUENCE({ -- short PDU type
cmd _CMDCode,
pduBody OCTET STRING SIZE (14),
wdt _WDT}

_CMD2-PDU ::= SEQUENCE({ -- long PDU type
maincmd-PDU COMPONENTS OF _CMD1-PDU, -- main-command
CHOICE { subcmd-PDU _SUBCMD-PDU, -- sub-command

pduBodyExt OCTET STRING SIZE (15) } }
_SuBCMD-PDU ;2= _USUBCMD-PDU SEQUENCE({ -- sub command

=Y~
mUuU lypce

subcmd _SubCMD,

pduBody OCTET STRING SIZE
(14)}

| _NOP-SUBCMD-PDU

| _PRM_RD-SUBCMD-PDU

| _PRM_WR-SUBCMD-PDU

| _ALM_RD-SUBCMD-PDU

| _PPRM_RD-SUBCMD-PDU
| _PPRM_WR-SUBCMD-PDU

_CMDO3-PDU ::= SEQUENCE({ -- enhanced PDU
t
cmd _CMDCode, ype
wdt WDT,

cmd_ctrl _CMD_CTRL,

pduBody OCTET STRING SIZE (4|12]|28|44|60) }
_CMD4-PDU ;1= SEQUENCE({ -- short PDU type
cmd2 .CMDCode2, l
cmd_ctrl2. “CMD_CTRLZ2,

pduBody OCTET STRING SIZE (1..14) }

e cnjd field

cmd
data fleld which contains the code to identify contents of each command

This field shall be-coded as _ CMDCode, subtype of Unsigned8, with the following value fange.
The pfedefined_.common commands are shown as _PrimaryCMD below.

— | '00'H to "1F'H: used or reserved for common commands;

[FaVaXl W PN [N el A | ol £ IH et H -+ ol
- U TT WU DI TT. TToTTVEU TUT apprivatlult ospoc Ul Lulthiialius,

'CO'H to 'FF'H: reserved for vendors.
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_CMDCode 2= Unsigned8

_Prim

e W(

wdt
watch

This f

aryCMD ;2= _CMDCode {
nop (‘00'H),
prm_rd (‘01'H), prm_wr (‘02'H),
id_rd (‘03'H),
config (‘04'H),
alm_rd (‘05'H), alm_clr (‘06'H),
sync_set (‘OD'H),
connect (‘OE'H),

disconnect (‘OF'H),
pprm_rd (‘1B'H), pprm_wr (‘1C'H),
mem_rd (‘“1D'H), mem_wr (‘1E'H) }

t field

Hog counter field

eld shall be used for the slave to detect out-of synchronQus activity or the WDT e

rror of

the corresponding master. The master shall count the wdt field of sending PDUs |every
commiunication cycle in the case of the synchronous commuhication state. In addition, thg slave
shall ¢xamine the field value of receiving PDUs every,cOmmunication cycle to detect the wdt
error.
The Djata type is _WDT. It shall have two sub fields, mn and sn.
_WDT| ::= SEQUENCE { mn \BM STRING SIZE (4),
sh BIT STRING SIZE (4)}
mn (Master count value)
The value range shallbe from 0 to 15.
The mn field in @ next CMD-PDU to be sent shall be counted up by one. An|FDC
master shall do<that every communication cycle. On the other hand, when an|FDC
slave receiyes-the PDU, it shall examine the counter every cycle. And, if the colnter
isn't matching the last mn value plus one, it shall alert the watchdog counter erfror.
sn (Stave count value)
Thewalue range shall be from 0 to 15.
The sn field in a next CMD-PDU to be sent shall be set the same value of thge rsn
frefdmthetastreceived RSP-PBU—AT FBC master shattcopy it fromrthetast RSP-
PDU every communication cycle.
e subcmd field
subcmd
data field which contains the code to identify contents of each sub-command

The Data type is _SubCMD. The code definition for the sub-commands shall be the same as
main cmd field in principle, but some codes are restricted to use, if they have any difficulties in
processing parallel commands. The predefined common sub-commands are shown as
_PrimarySubCMD below.
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_SubCMD ;2= Unsigned8

_PrimarySubCMD ;1= _SubCMD {
nop (‘00'H),
prm_rd (‘01'H), prm_wr (‘02'H),
alm_rd (‘05'H),

pprm_rd (‘“1B'H), pprm_wr (‘1C'H) }

e cmd_ctrl field

cmd_ctrl
set of|control bits that is independent of any command transactions, from FDC mastent¢ FDC
slave

The Dfata type is _CMD_CTRL. It shall have two meaningful sub-fields, alm_clrnand cmd| id.

_CMD_CTRL ::= SEQUENCE { reserve1 BIT STRING SIZE (3),
alm_cIr BIT STRING SIZE (1),
reserve2 BIT STRING SIZE (2),
cmd_id BIT STRING SIZE (2),
reserve3 BIT STRING SIZE\(8) }

alm_clr
This field shall be used to command to clear alarm/warning status of the slave dgvice.
value 0: to execute nothing
value changes to1: to execute the status clear

cmd_id
When the master device continuously issues identical contents of a CMD-PDU to the
slave, it can be used to make the slave device recognizing the command as anpther
command.

The value range shall be from 0 to 3.

The FDC master'can use the cmd_id to have a FDC slave acknowledge that the
command is-a.new command when the master sends the same command repeatedly
to the slaye:

Since-the slave shall respond the echo of the cmd_id of every command thrpugh
RSR-PDU.cmd_stat.rcmd_id field explained later, the master can also judg¢ the
c¢ommand for which the slave station sent the response.

Use-ofthe-cmd—id-is-not-mandatoryforthe-masier

While RSP-PDU.cmd_stat.cmdRdy = 0 in response PDUs, the slave shall disregard
commands that have a different cmd_id and continues to execute the command
which has been already accepted.

e cmd2 field

cmd2
data field which contains the code to identify contents of each command

This field shall be coded as _CMDCode2, subtype of Unsigned8, with the following value range.
The predefined common commands are shown as _PrimaryCMD2 below.
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_CMDCode2 ;2= Unsigned8
_PrimaryCMD2 ;1= _CMDCode2 {
nop (‘00'H),
echo (‘FF'H),
check_id (‘E2'H),
set_com (‘FA'H),
set_addr (‘F3'H),
chg_mst (‘0E'H),
chk_msg_req (‘OF'H) }
e cmd_ctrl2 field
cmd_gtri2
set of|control data that is independent of any command transactions, from FDC.master tp FDC
slave.|The Data type is _CMD_CTRL2 and cmd_ctrl2 depends on cmd2.
_CMDO_CTRL2 ;2= Unsigned8
4.2.2.2.2 FDC response PDU
_URSP-PDU has four types, short type: RSP1-PDU, lohgtype: RSP2-PDU, and enhpgnced
type: | RSP3-PDU, and short type II: _RSP4-PDU. Beth* RSP1-PDU and _RSP2-PD{ shall
have ¢gommon header fields, but _RSP3-PDU shall have another enhanced one.
The pgduBody length of _RSP-PDU shall be 11 octets, and so as for _RSP2-PDU. This is[called
a maiph response or a response of the maincommand, and _RSP2-PDU shall have apother

extengled pduBodyExt field too, and can piggyback an additional command PDU called sub-

response or a response of a sub command: _SUBRS-PDU on that field.
The pgluBody length of _RSP3-PDU shall be able to be selected from 4, 12, 28, 44, and 60 pctets
It can|be selected for each station; however, it shall not be changed after selecting.
The pfuBody length of _RSPR4-PDU shall be within the range of 1 octet to 14 octets. It gan be
changed for each _RSRP4=PDU.
_RSP[I-PDU ::= SEQUENCE{ -- short PDU [type
rcmd _CMDCode,
alarm _ALARM,
status _STATUS,
pduBody OCTET STRING SIZE (11),
rwdt _RWDT}
_RSP2-PDU ::= SEQUENCE({ -- long PDU type
rsp1-PDU COMPONENTS OF _RSP1-PDU, -- main response
CHOICE { subrsp-PDU _SUBRS-PDU, -- sub response

pduBodyExt OCTET STRING SIZE (15) } }
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_SUBRSP-PDU = _USUBRSP-PDU SEQUENCE({ -- sub response

rsubcmd _SubCMD, PDU type

subStatus _SUBSTATUS,
pduBody OCTET STRING SIZE

_NOP-SUBRSP-PDU
_PRM_RD-SUBRSP-PDU
_PRM_WR-SUBRSP-PDU
_ALM_RD-SUBRSP-PDU

[V =Y =Y W~

} Raan ool
| _FTINNVI_N\UTOUDNOT=T"UyU

| _PPRM_WR-SUBRSP-PDU

_RSPB-PDU ::= SEQUENCE({ -- enhanced

t
rcmd _CMDCode, R%

rwdt _RWDT,
cmd_stat _CMD_STAT,
pduBody OCTET STRING SIZE (4]12|28|44|60).}

_RSP#-PDU 1= SEQUENCE({ -- short PDU

1]
rcmd2 _CMDCode2,

cmd_stat2 _CMD_STAT2,
pduBody OCTET STRING SIZE(1..14) }

e rcind field

rcmd
data f

So, th

e

q

e a

alarm
This f

The D

_ALA

o st3

eld which contains the same code as.a‘feceived and processing command
s field shall be coded as _CMDCode, see 4.2.2.2.1.

rm field

eld shall contain the alarm code.

hta type is _ ALARM.The value range shall be from 0 to 255.

RM ;2= Unsigned8

tus field

statu

This field*shall indicate the status of the slave device.

PDU

type

The D

ata type is _STATUS. It shall have three meaningful sub-fields as follows.

_STATUS ::= SEQUENCE { alarm BIT STRING SIZE (1),

warning BIT STRING SIZE (1),
cmdRdy BIT STRING SIZE (1),
reserve BIT STRING SIZE (13)}
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alarm

This bit field shall indicate the alarm status in the slave device.
0: No alarm,
1: any alarms occur.

warning

This bit field shall indicate the warning status in the slave device.
0: No warning,
1: any warnings occur.

e I'w

rwdt
watch

This fi
the co
comm
maste
the rw

The D

Rety
bit field shall indicate the command progress status of the FDC slave.

The slave device shall change the bit from 0 to 1, when it has completec
processing.

To notice the completion of the specific command, the FDC {master shall not
CMD-PDU fields to discriminate from the preceding transaction.

time out error. The timer value depends on each product specification for
devices.

A change of this bit status shall be independent of the alarm or warning status,

0: busy with command executionin progress

1: ready for new command

dt field

Hog counter field

eld shall be used for the'master to detect out-of synchronous activity or the WDT e
rresponding slave.The slave shall count and update the rwdt field of sending PDUs|
unication cycle_in)the case of the synchronous communication state. In additio

The slave device shall keep the bit cmdRdy 0, while it is processing the lcommand.

the

only

examine the bit, but also collate some other RSP-PDU fields with the corresponding

When the retention time of cmdRdy = 0 is expired, theunaster shall raise a command

Slave

fror of
every
h, the
Hetect

_RwWI

r shall examine_the field value of receiving PDUs every communication cycle to
dt error.

ata typelis RWDT. It shall have two sub fields, rmn and rsn.

T ::= SEQUENCE { rmn BIT STRING SIZE (4),

rsn BIT STRING SIZE (4)}
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e rsfibcmd

rsubc
data f

This fleld shall be coded as _SubCMD, see 4.2.2.2.1.

e supStatus

subStatus

This fleld shall indicate the status of the slave station ifi the sub response PDU part.

The Dfata type is _SubSTATUS. This field shall be.coded same as status field.
_SUBPBTATUS = _STATUS

e cmd_stat field

cmd_ptat

This fleld shall indicate the status of the slave device.

The Dfata type is _CMD_STAT. It shall have seven sub fields as follows.
_CMD_STAT ::= SEQUENCE {d_alm  BIT STRING SIZE (1),
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rmn (Master count value)
The value range shall be from 0 to 15.

The rmn field in a next RSP-PDU to be sent shall be set the same value of the mn
field in the last received CMD-PDU. An FDC slave shall copy it from the CMD-PDU

every communication cycle.

rsn (Slave count value)
The value range shall be from 0 to 15.

The rsn field in a next RSP-PDU to be sent shall be counted up by one. An FDC
slave shall do that every communication cycle. On the other hand, when an FDC

isn't matching the last rsn value plus one, it shall alert the watchdog counter e:lr

md
eld which contains the same code as the received and processing .sub-command

d_war BIT STRING SIZE (1),
cmdRdy BIT STRING SIZE (1),
alm_clr_cmp BIT STRING SIZE (1),
reserve BIT STRING SIZE (2),

cmd_alm BIT STRING SIZE (4),
comm_alm BIT STRING SIZE (4) }
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d_alm
This bit field shall indicate occurrence status of device-specific alarm in the slave
device.

0: the slave is not in device specific alarm status;

1: the slave is in device specific alarm status except comm_alm or cmd_alm.

Specification of device alarm status depends on specified product implementation,
but a factor of the alarms should be classified separately from a communication
problem and a command issue.

After the slave has been recovered to the alarm status, through the execution of the

_ - = _Ctri. — = T thjs bit
shall be cleared to 0.(d_alm = 0)
d_war
This bit field shall indicate occurrence status of device-specific warning‘in the $lave
station.

0: the slave is not in device specific alarm status;
1: the slave is in device specific alarm status except comm_alm or cmd [alm.

Specification of device alarm status depends on specified product implementation,
but a factor of the alarms should be classified separately from a communicgtion
problem and a command issue.

After the slave has been recovered to the wafrning status, through the executipn of
the command ALM_CLR-CMD-PDU or cmd<gctri.alm_clr bit in any CMD-PDU, this bit
shall be cleared to 0.(d_war = 0)

cmdRdy
This bit field shall indicate the command progress status of the FDC slave.

Meaning of this bit is the same.as RSP1_PDU.status.cmdRdy.

0: busy with command execution in progress;
1: ready for new.command.
alm_clr_cmp
This bit field shall indicate the execution status of alarm clear process.
0: Alarm/warning clear not completed;
T-Alarm/warning clear completed.

remd))id
This»field shall be a key code to indicate which command the response |PDU
cofresponds to, by echoing back cmd_id of the corresponding command PDU.

I'he value range is from 0 to J.
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cmd_alm
This field shall notify an alarm code for command abnormality.

Each code shall mean the following.

'00'H: Normal;

'01'H: Warning on out-of-range data;

'02'H to '07'H: reserved for warning codes;
'08'H: Alarm on out-of-support;

'09'H: Alarm on out-of-range data;

'0A'H: Alarm on abnormal command execution condition;
'0B'H: Alarm on abnormal subcommand combination;
'0C'H: Alarm on abnormal phase;
'OD'H to 'OF'H: reserved for alarm codes.
comm_alm
This field shall notify an alarm code for communication error status.
Each code shall mean the following.

'00'H: Normal;

'01'H: Warning on abnormal FCS;
'02'H: Warning on abnormal reception;
'03'H to '07'H: reserved for warning;
'08'H: Alarm on abnormal FCS;
'09'H: Alarm on abnormal reception;

'0A'H to 'OF'H: reserved for*alarm.

e rcind2 field

rcmd2
data fleld which contains the same code as a received and processing command.

So, thjs field shall be coded as _CMDCode2, see 4.2.2.2.1.

e cmd_stat2 field

cmd_ptat2
This field shall-indicate the status of the slave device.

The D|ata type is _CMD_STATZ2. It shall have seven sub fields as follows.

_CMD_STAT2 ::= SEQUENCE { busy BIT STRING SIZE (1),
com_err BIT STRING SIZE (1),
reserve BIT STRING SIZE (4),
wng_flg BIT STRING SIZE (1),
alm_flg BIT STRING SIZE (1) }
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busy

This bit field shall indicate the command progress status of the FDC slave.

Meaning of this bit is the same as RSP1_PDU.status.cmdRdy.

0: busy with command execution in progress;
1: ready for new command.

comm_err

This bit field shall indicate the occurrence of command processing error or receiving

of the unsupported command in the slave station.

oy £l
VVIIS_I lu
station.

0: the slave is not in device specific warning status;
1: the slave is in device specific warning status.
alm_flg

station.

0: the slave is not in device specific alarm statys;

1: the slave is in device specific alarm status:

4.2.3 PDUs for message service

_MSGQREQ-PDU ::= SEQUENCE { responder Unsigned8,
func€ode BIT STRING SIZE (7),
reservel BIT STRING SIZE (1),
extAddress Unsigned8,
reserve2 OCTET STRING (‘00'H),
requestData OCTET STRING SIZE (4..4092)}
|"'SEQUENCE { requestUData OCTET STRING SIZE (8..4096)}
_MSQERSP-PDU i'= SEQUENCE { responder Unsigned8,
funcCode BIT STRING SIZE (7),
errorFlag BIT STRING SIZE (1),
extAddress Unsigned8,
reserve OCTET STRING (‘00'H),
responseData OCTET STRING SIZE (4..4092)}

£ non HDAata OCTET CTDINC QI70 (O
LB — B~ B R R A Ay — —

This bit field shall indicate occurrence status of device-specific warning in the

This bit field shall indicate occurrence status of device-spgcific alarm in the

slave

slave

: UENGE {responseUData (8-

e responder field

responder

This field shall contain the destination node address or responder of the message.
This field shall be coded as data type Unsigned8 with the following value range.

— '0O0'H: reserved;

— '01'H: C1 master device;

— '02'H: C2 master device;

— '03'H to 'EF'h: Slave device;
— 'FO'H to 'FF'H: reserved.
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e funcCode field

funcCode

This fi

eld shall contain the code indicating the function of the message.

The code range shall be from '00'H to '7F'H.

e errorFlag field

errorFlag
This field shall indicate the response state of the message. It shall be set to 0 on a normal
response, and to 1 on an abnormal response.

e eX

extA
This fi
an int

O mormTat TespoTTSE;
1: an error response.
[Address field

dress
Id shall contain the sub address representing a sub device when the 'destination n
pgrated device with two or more sub devices.

This fileld shall be coded as data type Unsigned8 with the value range“00'H to 'FE'H. Thq

'FF'H

requ
Thes¢g
ofau

4.3
4.3.1
4.3.1.

NOP s
but re

_NOP
_NOP

4.3.1.

PRM |
read 3

s reserved.

. reluestData field and responseData field

tData and responseData
fields shall contain the SDUs that is defined by user for each function code. An ex
ser message command set for function code: '42'H is shown in Annex C.

Detailed definitions of _FDCService-PDUs
Short PDU type
[ NOP command and response

ymbolizes a "no operation" conimand. Receiving this command, the slave shalldo n
spond with a NOP-RSP1-PDU showing the latest alarm and status.

L CMD1-PDU ::=, CMD1-PDU ( WITH COMPONENTS {..., cmd (nop) })
L[RSP1-PDU = _RSP1-PDU ( WITH COMPONENTS {..., rcmd (nop) })

p PRM¢RD command and response

RD symbolizes a "parameter-read" command. Receiving this command, the slaveg
specified parameter value into PRM_RD-RSP1-PDU.parameter field and shall re

with it

pode is

code

ample

bthing

shall
spond

_PRM

_PRM

_RD-CMD1-PDU ::=_CMD1-PDU ( WITH COMPONENTS

{...,cmd (prm_rd),
pduBody (cmdBody _PRM_RD-CMD1Body) })

_RD-CMD1Body ::= SEQUENCE{ reserve1 OCTET STRING SIZE (3),

pNo Unsigned16,
pSize Unsigned8,
reserve2 OCTET STRING SIZE (8) }

_PRM_RD-RSP1-PDU ::= _RSP1-PDU ( WITH COMPONENTS

{..., rcmd (prm_rd),
pduBody (rspBody _PRM_RD-RSP1Body) })
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_PRM_RD-RSP1Body ::= SEQUENCE { pNo Unsigned16,

° pN
pNo

pSize Unsigneds,
parameter OCTET STRING SIZE (8) }

o field

This field shall contain the parameter number to read out.

The value range shall be from 0 to 65 535.

e pS

pSize
This f

The value range shall be from 0 to 255.

para
This fi

. p:[ameter field

ize field

eld shall contain an octet size of the parameter.

eter
eld shall contain the read data corresponding to pNo. The,data size, data structu

e and

shall

its mefaning depend on the pNo.
4.3.1.8 PRM_WR command and response
PRM_|WR symbolizes a "parameter-write" command./Receiving this command, the slavsg
write @ specified parameter value from PRM_WR-CMD1-PDU.parameter field and shall respond
with the echo of it to tell completion of the command.
_PRM_WR-CMD1-PDU 1= _CMD1-PDU ( WITH\COMPONENTS
£, cmd (prm_wr),
pduBody (cmdBody _PRM_WR-CMD1Body) } )
_PRM_WR-CMD1Body := SEQUENCE { reserve OCTET STRING SIZE (3),
pNo Unsigned16,
pSize Unsigned8,
parameter OCTET STRING SIZE (8) }
_PRM_WR-RSP1-PDU := _RSP1-PDU (WITH COMPONENTS
{..., rcmd (prm_wr),
pduBody (rspBody _PRM_WR-RSP1Body) } )
_PRM_WR-RSPtBody ::= SEQUENCE { pNo Unsigned16,
pSize Unsigned8,
parameter OCTFT STRING SIZF (8) }
e pNo field
pNo

This field shall contain the parameter number to write in.

The value range shall be from 0 to 65 535.

e pSize field

pSize

This fi

ield shall contain the octet size of the parameter.

The value range shall be from 0 to 255.
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e parameter field

parameter
This field shall contain the data to write corresponding to pNo. The data size, data structure
and its meaning depend on the pNo.

4.3.1.4 ID_RD command and response

ID_RD symbolizes a "device-ID-read" command. Receiving this command, the slave shall read
a part of a specified item in the Device Information into ID_RD-RSP1-PDU.idData field and shall
respond with it. The semantics and data types of the Device Information can be dependent on
each device model, except idCode: 0, which shall specify the device model information.

_ID_RD-CMD1-PDU ::=_CMD1-PDU (WITH COMPONENTS
{..., cmd (id_rd),

pduBody (cmdBody _ID_RD-CMDBody) })
_ID_RD-CMD1Body 2= SEQUENCE { reserve1 OCTET STRING SIZE (3),
idCode Unsigneds,
idOffset Unsigned8,
idSize Unsigned8,
reserve2 OCTET STRING 8IZE (8)}
_ID_RD-RSP1-PDU 1= _RSP1-PDU (WITH COMPONENTS
{..., rcmd (id_rd),

pduBody (rspBody”_ID_RD-RSPBody) } )
_ID_RD-RSP1Body ::= SEQUENCE { idCode Unsigned8,
idOffsetsUnsigned8,
idSizerUnsigned8,
idData OCTET STRING SIZE (8) }

e idCode field
idCode
This field shall contain the device-ID code to read out.
The value range shall befrom 0 to 255.

— | '00'H: device niodel;

— | '01'H to'FF'H: reserved.
o idOQffsetfield
idOffget

This field'shall contain the offset address of the device-1D to read out

The value range shall be from 0 to 255.

e idSize field

idSize

This field shall contain the read octet size of the device-ID.
The value range shall be from 0 to 255.

e idData field

idData
This field shall contain the read data corresponding to the idCode. The data size, data structure
and its meaning depend on the idCode.
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4.3.1.5 CONFIG command and response

CONFIG symbolizes a "configure-device" command. Receiving this command, the slave shall
activate a set of parameters on RAM updated with a PAR_WR command and shall respond to

tell co

mpletion of the command.

_CONFIG-CMD1-PDU ::=_CMD1-PDU (WITH COMPONENTS

{..., cmd (config),
pduBody (cmdBody _ CONFIG-CMD1Body) } )

_CONFIG-CMD1Body ::= SEQUENCE { reserve1 OCTET STRING SIZE (3),

_CONFIG-RSP1-PDU = _RSP1-PDU (WITH COMPONENTS {..., rcmd (config) } )

e CO

config_mode

This f

This f

4.3.1.
ALM
a set
PDU.z
are dg

_ALM

_ALM

_ALM

_ALM

config_mode Unsigned8 { pActive (0)

reserve2 OCTET STRING SIZE (10) }

nfig_mode field

eld shall contain the mode of device configuration.
eld shall be coded as data type Unsigned8 with the following,value range.

pActive ('00'H): to recalculate with the parameters and set up;
'01'H to 'FF'H: reserved.

3

B ALM_RD command and response

RD symbolizes an "alarm-read" command. Receiving this command, the slave sha
pf alarm data that includes details of status of alarm and warning into ALM_RD-
Im_data field and shall respond with,it-"The semantics and data types of the alm
pendent on each device model.

| RD-CMD1-PDU 1= _CMD1-RDU (WITH COMPONENTS
{..., cmd (alm_rd),

pduBody (cmdBody _ALM_RD-CMD1Body) } )
| RD-CMD1Body ::= SEQUENCE { reserve1l OCTET STRING SIZE (3),
alm_rd_mode Unsigned8 { currentAlm (0)},
reserve2 OCTET STRING SIZE (10) }
| RD-RSP1-PDUY 1= _RSP1-PDU (WITH COMPONENTS
{..., rcmd (alm_rd),

pduBody (rspBody _ALM_RD-RSP1Body) } )
| RR-RSP1Body ::= SEQUENCE { alm_data Unsigned8 { currentAlm (0)},

| read
RSP1-
_data

alm_data OCTET STRING SIZE (10) }

e alm_rd_mode field

alm_r
This fi

This fi

d_mode
eld shall contain the mode for the alarm reading.

eld shall be coded as data type Unsigned8 with the following value range.

currentAlm ('00'H): to read out the current alarm/warning state;
01'H to 'FF'H: reserved.

e alm_data field

alm_data

This fi

eld shall contain the read alarm status corresponding to alm_rd_mode.
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4.3.1.7 ALM_CLR command and response

ALM_CLR symbolizes an "alarm-clear" command. Receiving this command, the slave shall
clear internal alarm and warning status and shall respond to tell completion of the command.

This command cannot work to solve a cause of alarm or warning. The command should be
issued after solving the real causes or problems, to recover the normal status.

_ALM_CLR-CMD1-PDU ::=_CMD1-PDU (WITH COMPONENTS
{..., cmd (alm_clr),
pduBody (cmdBody _ALM_CLR-CMDBody) })
_ALM| CLR-CMD1Body ::= SEQUENCE { reserve1 OCTET STRING SIZE (3),

alm_clr_mode Unsigned8 { cAlmClear(0) },
reserve2 OCTET STRING SIZE (10) }
_ALM] CLR-RSP1-PDU ::= _RSP1-PDU (WITH COMPONENTS
{..., rcmd (alm_clr),

pduBody (rspBody _ALM_CLR-RSR1Body) } )
_ALM] CLR-RSP1Body ::= SEQUENCE { alm_cIr_mode Unsigned8 { cAlmClear(0) },
reserve OCTET STRING SIZE (10) }

e alm_clr_mode field

alm_dglr_mode
This field shall contain the mode for alarm clear.
This fleld shall be coded as data type Unsigned8, with the following value range.

— | cAlmClear (‘00'H): to clear the current alarm/warning status;
— [ '01'H to 'FF'H: reserved.

4.3.1.8 SYNC_SET command and response

SYNC| SET symbolizes a "setinto synchronous-state" command. Receiving this commar|d, the
slave ghall make a transition of slave PM (FDCPM-S) from S2: AsyncConnected state infto S3:
SyncQonnected state. Andreceiving the response, the master shall make a similar transifion of
master PM (FDCPM-M)from S2: AsyncConnected state into S3: SyncConnected stat¢, see
8.2.4 and 8.2.5 for more details.

_SYN[_SET-CMDB4-PDU ::= _CMD1-PDU (WITH COMPONENTS {..., cmd (sync_set) } )
_SYN[_SET-RSP1-PDU ::= _RSP1-PDU (WITH COMPONENTS {..., rcmd (sync_set) } )
4.3.1. CONNECT command and response

After transmitting command and response, the master and the slave shall establish a FDC AR
connection. At that time, some communication options or parameters can be specified with the
PDUs. They shall make their transition of each PM; FDCPM-M and FDCPM-S, see 8.2.4 and
8.2.5 for more details.
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_CONNECT-CMD1-PDU 1= _CMD1-PDU (WITH COMPONENTS
{..., cmd (connect),
pduBody (cmdBody _CONNECT-CMD1Body) } )
_CONNECT-CMD1Body ::= SEQUENCE { reserve1 OCTET STRING SIZE (3),
ver Unsigned8,
com_mod SEQUENCE {
reserve1l BIT STRING SIZE (1),

dtmode BIT STRING SIZE (2),

)
syncmode BIT STRING SIZE (1),
)
)

reserve2 BIT STRING SIZE (3),
subcmd BIT STRING SIZE (1) },
com_time Unsigned8§,
reserve2 OCTET STRING SIZE (8) }
_CONNECT-RSP1-PDU 2= _RSP1-PDU (WITH COMPONENTS
{..., rcmd (connect),
pduBody (rspBody _CONNECT-RSP1Body) })
_CONNECT-RSP1Body ::= SEQUENCE { ver Unsigned8,
com_mod SEQUENCE {
reserve1l BJT STRING SIZE (1),
syncmode{ BIT STRING SIZE (1),
dtmode BIT STRING SIZE (2),
reserve2 BIT STRING SIZE (3),
subcmd BIT STRING SIZE (1) },
com_time Unsigned8§,

feserve  OCTET STRING SIZE (10)}

e com_mod field
com_mod
This field shall contain several modes about communication in the connection.

syncmode

This bit field-sball indicate the communication mode.
Osasynchronous communication state;
1: synchronous communication state.

dtmode
This bit field shall indicate the transfer mode

This field shall be with the following value range.

'00'H: single transfer mode;
'01'H: dual transfer mode;
'02'H to '03'H: reserved.
subcmd
This bit field shall indicate whether to use subcommand or not.
0: Subcommand field disabled;
1: Subcommand field enabled.

e com_time field


https://iecnorm.com/api/?name=10dfefe2097370ff3606e803a157f9c4

- 44 — IEC 61158-6-24:2023 © |EC 2023

com_time

This field shall contain the communication cycle period in the form of a multiple of the

transmission cycle period.

The value range shall be from 0 to 255.

4.3.1.10 DISCONNECT command and response

After transmitting command and response, the master and the slave shall release a FDC AR
connection and specified communication options shall be reset. They shall make their transition

of each PM; FDCPM-M and FDCPM-S, see 8.2.4 and 8.2.5 for more details.

_DISGONNECT-CMD1-PDU  ::= _CMD1-PDU (WITH COMPONENTS {..., cmd (disconnect) } )
_DISGONNECT-RSP1-PDU  ::= _RSP1-PDU (WITH COMPONENTS {..., rcmd (disconnect) } )

4.3.1.11 PPRM_RD command and response

PRM_|RD symbolizes a "PROM-parameter-read" command. Receiving this command, the slave
shall fead a specified parameter on E2PROM or non-volatile memory into PPRM_RD-IRSP1-

PDU.parameter field and shall respond with it.

_PPRM_RD-CMD1-PDU ::=_CMD1-PDU (WITH COMPONENTS
{..., cmd (pprm_rd),
pduBody (cmdBddy, * PPRM_RD-CMD1Body) } )
_PPRM_RD_CMD1Body ::= SEQUENCE({ reserve1 OGTET STRING SIZE (3),
pNo Unsigned16,
pSize Wrsigneds,
reserve2 OCTET STRING SIZE (8)}
_PPRM_RD-RSP1-PDU ::= _RSP1-PDU(WATH COMPONENTS
{..., rcmd (pprm_rd),
pduBody (rspBody _ PPRM_RD-RSP1Body) } )
_PPRM_RD-RSP1Body 1= SEQUENCE { pNo Unsigned16,
pSize Unsigneds,
parameter OCTET STRING SIZE (8) }

e pNo field

pNo
This field shall contain the parameter number to read out.

The value range shall be from 0 to 65 535

e pSize field

pSize
This field shall contain an octet size of the parameter.

The value range shall be from 0 to 255.

e parameter field

parameter

This field shall contain the data corresponding to pNo. The data size, data structure

meaning depend on the pNo.

and its
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4.3.1.12 PPRM_WR command and response

PPRM_WR symbolizes a "PROM-parameter-write" command. Receiving this command, the
slave shall write a specified parameter value from PPRM_WR-CMD1-PDU.parameter field to
E2PROM or non-volatile memory and shall respond with the echo of it to tell completion of the
command.

_PPRM_WR-CMD1-PDU ::=_CMD1-PDU (WITH COMPONENTS

_PPRM_WR_CMD1Body

{..., cmd (pprm_wr),
pduBody (cmdBody _PPRM_WR-CMD1Body) } )
SEQUENCE { reserve OCTET STRING SIZE (3),

_PPRM_WR-RSP1-PDU

_PPR

e pN

pNo
This f

The v

e pS

pSize
This f

The v

pNo Unsigned16,

pSize Unsigneds,

parameter OCTET STRING SIZE (8) }
_RSP1-PDU (WITH COMPONENTS

{..., rcmd (pprm_wr),
pduBody (rspBody _ PPRM_WR-RSR1Body) } )

M_WR-RSP1Body ::= SEQUENCE { pNo Unsigned16,
pSize Unsigneds,
parameter OCTET STRING'SIZE (8) }
o field
eld shall contain the parameter number to Wwrite in.
blue range shall be from 0 to 65 535.
ize field
eld shall contain the octet size of the parameter.

blue range shall be from_0 to 255.

para
This f
and it

4.3.2

. p:[ameter field

eter
eld shall cantain the data to write corresponding to pNo. The data size, data str

5 meaning.depend on the pNo.

Long PDU type

Licture

4.3.2.

See 4

I ~ NOP command and response
3.1.1.

_NOP-CMD2-PDU ;= _CMD2-PDU (WITH COMPONENTS {..., cmd (nop) } )
_NOP-RSP2-PDU ::= _RSP2-PDU (WITH COMPONENTS {..., rcmd (nop) } )
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4.3.2.2 PRM_RD command and response

See 4.3.1.2.
_PRM_RD-CMD2-PDU ::= _CMD2-PDU ( WITH COMPONENTS
{..., cmd (prm_rd),
pduBody (cmdBody _ PRM_RD-CMD1Body) } )
_PRM_RD-RSP2-PDU ::= _RSP2-PDU ( WITH COMPONENTS

{..., rcmd (prm_rd),
pduBody (rspBody _PRM_RD-RSP1Body) } )

4.3.2.8 PRM_WR command and response
See 4/3.1.3.

_PRM_WR-CMD2-PDU _CMD2-PDU ( WITH COMPONENTS
{..., cmd (prm_wr),
pduBody (cmdBody _ PRM_WR<CMD1Body) } )

_RSP2-PDU (WITH COMPONENTS

_PRM_WR-RSP2-PDU
{..., rcmd (prm_wr),

pduBody (rspBody/PRM_WR-RSP1Body) } )

4.3.2.4 ID_RD command and response
See 4{3.1.4.
_ID_RD-CMD2-PDU ::= _CMD2-PDU. (WJTH COMPONENTS

{..., cmd (id_rd),

pduBody (cmdBody _ID_RD-CMDBody) } )
_ID_RD-RSP2-PDU 1= __RSP2-PDU (WITH COMPONENTS
{..., rcmd (id_rd),

pduBody (rspBody _ID_RD-RSPBody) } )

4.3.2.5 CONFEIG command and response
See 4/3.1.5¢

_CONFtG-CMD2-PDU ;= _CMD2-PDU (WITH COMPONENTS

{..., cmd (config),
pduBody (cmdBody _ CONFIG-CMD1Body) } )
_CONFIG-RSP2-PDU ::= _RSP2-PDU (WITH COMPONENTS {..., rcmd (config) } )
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4.3.2.6 ALM_RD command and response

See 4.3.1.6.
_ALM_RD-CMD2-PDU ::= _CMD2-PDU (WITH COMPONENTS
{..., cmd (alm_rd),
pduBody (cmdBody _ALM_RD-CMD1Body) } )
_ALM_RD-RSP2-PDU ::= _RSP2-PDU (WITH COMPONENTS

{..., rcmd (alm_rd),

pduBody (rspBody _ALM_RD-RSP1Body) } )

4.3.2.y ALM_CLR command and response
See 4{3.1.7.

_ALM| CLR-CMD2-PDU

_CMD2-PDU (WITH COMPONENTS
{..., cmd (alm_clr),
pduBody (cmdBody _ALM_CLR-CMDBody) } )

_ALM| CLR-RSP2-PDU _RSP2-PDU (WITH COMPONENTS

{..., rcmd (alm_clr),

pduBody (rspBody’, ALM_CLR-RSP1Body) } )

4.3.2.8 SYNC_SET command and response

See 4/3.1.8.
_SYN[E_SET-CMD2-PDU == _CMD2-PDU. (WJTH COMPONENTS {..., cmd (sync_set) } )
_SYNE_SET-RSP2-PDU = _RSP2-PDU(WITH COMPONENTS {..., rcmd (sync_set) })

4.3.2.9 CONNECT command and response

See 4/3.1.9.
_CONNECT-CMD2-PDU ::= _CMD2-PDU (WITH COMPONENTS
{..., cmd (connect),
pduBody (cmdBody _CONNECT-CMD1Body) } )
_CONNECT-RSP2-PDU ::= _RSP2-PDU (WITH COMPONENTS

{..., rcmd (connect),

pduBody (rspBody _CONNECT-RSP1Body) } )

4.3.2.10 DISCONNECT command and response
See 4.3.1.10.

_DISCONNECT-CMD2-PDU _CMD2-PDU (WITH COMPONENTS {..., cmd (disconnect) } )
_DISCONNECT-RSP2-PDU  ::= _RSP2-PDU (WITH COMPONENTS {..., rcmd (disconnect) } )
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4.3.2.11 PPRM_RD command and response

See 4.3.1.11.

_PPRM_RD-CMD2-PDU

_PPRM_RD-RSP2-PDU

::= _CMD2-PDU (WITH COMPONENTS
{..., cmd (pprm_rd),
pduBody (cmdBody _PPRM_RD-CMD1Body) } )
::= _RSP2-PDU (WITH COMPONENTS
{..., rcmd (pprm_rd),
pduBody (rspBody _PPRM_RD-RSP1Body) } )

4.3.2.12 PPRM_WR command and response

See 4{3.1.12.

_PPRM_WR-CMD2-PDU

_PPRM_WR-RSP2-PDU

4.3.3 Enhanced PDU type

4.3.3.1 NOP command and response

See 4]3.1.1.

_NOP-CMD3-PDU
_NOPFRSP3-PDU

4.3.3.2 PRM_RD command and response

See 4]3.1.2.

_PRM _RD-CMD3PDU

_PRMLRD-CMD3Body

::= _CMD2-PDU (WITH COMPONENTS
{..., cmd (pprm_wr),
pduBody (cmdBody _ PPRM_WR3CMD1Body) } )
_RSP1-PDU (WITH COMPONENTS

{..., rcmd (pprm_wr),

pduBody (rspBody/PPRM_WR-RSP1Body) } )

;= _CMD3-FDU (WITH COMPONENTS{..., cmd (nop) } )
= _RSPS=PDU (WITH COMPONENTS {..., rcmd (nop) } )

_CMD3-PDU (WITH COMPONENTS
{..., cmd (prm_rd),
pduBody (cmdBody _PRM_RD-CMD3Body) } )

_PRM_RD-RSP3-PDU

_PRM_RD-RSP3Body

= SEQUENCE!L pNg  Unsianedis
L T v

pSize Unsigned8,
reserve OCTET STRING SIZE (1|9|25|41|57)}
_RSP3-PDU (WITH COMPONENTS

{..., rcmd (prm_rd),
pduBody (rspBody _PRM_RD-RSP3Body) } )
::= SEQUENCE { pNo Unsigned16,
pSize Unsigned8,
reserve OCTET STRING SIZE(1),
parameter OCTET STRING SIZE (0|8]|24]40|56) }
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4.3.3.3 PRM_WR command and response
See 4.3.1.3.

_PRM_WR-CMD3-PDU ;1= _CMD3-PDU (WITH COMPONENTS

{..., cmd (prm_wr),

pduBody (cmdBody _PRM_WR-CMD3Body) } )

_PRM_WR-CMD3Body ::= SEQUENCE { pNo Unsigned16,
pSize Unsigneds,
reserve OCTET STRING SIZE(1),
parameter OCTET STRING SIZE (0|8]|24]40]56) }
_PRM_WR-RSP3-PDU ;2= _RSP3-PDU (WITH COMPONENTS

{..., rcmd (prm_wr),
pduBody (rspBody _PRM_WR-RSP3Body) }¢)
_PRM_WR-RSP3Body ::= SEQUENCE { pNo Unsigned16,
pSize Unsigneds,
reserve OCTET STRING SIZE(1),
parameter OCTET STRING SIZE (0|8|24]40|56) }

4.3.3.4 ID_RD command and response

ID_RD symbolizes a "device-ID-read" command. Receiving this command, the slave shall read
a part|of a specified item in the Device Information into ID_RD-RSP3-PDU.idData field and shall
respond with it. The semantics and data types of the Device Information are dependent on each
device model, as shown in Annex B.

_ID_RD-CMD3-PDU

_CMD3-PDU, (WITH COMPONENTS
{..., cmd (id_rd),
pduBody (cmdBody _ID_RD-CMD3Body) } )
SEQUENCE { idCode Unsigned8,
idOffcet Unsigned8,

_ID_RD-CMD3Body

idSize Unsigned16 ,
reserve  OCTET STRINGSIZE (0|8|24]40|56)}
_RSP3-PDU (WITH COMPONENTS
{..., rcmd (id_rd),
pduBody (rspBody _ID_RD-RSP3Body) })
SEQUENCE { idCode Unsigned8,

idOffcet | IncignndQ
7

_ID_RD-RSP3-PDU

_1ID_RD-RSP3Body

idSize Unsigned16,
idData OCTET STRING SIZE (0]8]|24]40|56) }

e idCode field

idCode
This field shall contain the device-ID code to read out.

The value range shall be from 0 to 255, see B.2.2.

— '00'H: reserved;
— '01'H: Vender ID code;
— '02'H: Device code or device model code;
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'03'H: Device version;

'04'H: Version of Device Information file;

'05'H: Number of extended addresses;

'06'H: Serial number of product;

'07'H to 'OF'H: reserved;

'10'H: Supported device profile code (primary);
"11'H: Supported device profile version (primary);

'12'H: Supported device profile code (secondary);

4201. O
o T

—Stpported-deviceprofite-version{secondary):
'14'H: Supported device profile code (tertiary);
'15'H: Supported device profile version (tertiary);
'16'H: Minimum transmission cycle;

'17'H: Maximum transmission cycle;

'18'H: Granularity of transmission cycle;
"19'H: Minimum communication cycle;
"1A'H: Maximum communication cycle;
"1B'H: Number of the transmittable octets;
"1C'H: Number of the transmitted octets (current séetting);
'1D'H: Device profile code (current setting);
"1E'H to "1F'H: reserved;

'20'H: Supported communication mode list;
'21'H: MAC address;

'22'H to '2F'H: reserved;

'30'H: Supported main command list;

'31'H to '37'H: reserved;

'38'H: Supported sub command list;

'39'H to '3F'H: reserved;

'40'H: Supported common parameter list;
'41'H to '7F'H:.reserved;

'80'H: Name of main device;

'81'H1e"'8F'H: reserved;

'90'H. Name of sub device 1;

'98'H: Version of sub device 1;
'99'H to '9F'H: reserved;

'A0'H: Name of sub device 2;
'A1'H to 'A7'H: reserved;
'A8'H: Version of sub device 2;
'A9'H to 'AF'H: reserved;
'BO'H: Name of sub device 3;
'B1'H to 'B7'H: reserved,;
'B8'H: Version of sub device 3;
'B9'H to 'BF'H: reserved;
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'CO'H to 'FF'H: reserved for vender specific information.

e idOffset field
idOffset

This fi

eld shall contain the offset address of the device-ID to read out.

The value range shall be from 0 to 255.

e idSize field
idSize

This fi

eld shall contain the read octet size of the device-ID.

The value range shall be from 0 to 255.

e idDhata field

idDat
This fi
and it

4.3.3
See 4

_CON

_CON

_CON

_CON

e CO

Id shall contain the read data corresponding to the idCode. The data size; data str
E meaning depend on the idCode, see B.2.2.

.p CONFIG command and response

3.1.5. The code of "config_mode" shall be enhanced.
FIG-CMD3-PDU 1= _CMD3-PDU (WITH COMPONENTS
{..., cmd (config)y
pduBody (cmdBody _CONFIG-CMD3Body) })
FIG-CMD3Body ::= SEQUENCE {config_mode ‘Unsigned8 {pActive (0), pAllSave (1), pReset
reserve (/;OCTET STRING SIZE (3]|11|27]43|59)}
FIG-RSP3-PDU 2= _RSP3-PDU (WITH'€OMPONENTS
{Zs, rcmd (config),
pduBody (rspBody _ CONFIG-RSP3Body) } )
FIG-RSP3Body ::= SEQUENCE {config_mode Unsigned8 {pActive (0), pAllSave (1), pReset

reserve OCTET STRING SIZE (3|11]27]43|59) }

nfig_mode field

config_mode

This f

This f

eld shall contain the mode of device configuration.
eld shall.be coded as data type Unsigned8 with the following value range.

pActive ('00'H): to recalculate with the parameters and set up;

A /|n4|| 1\

Licture

pAttSave (Ot H)towrite parametersmtononvotatite memory withbatet;
pReset ('02'H): to restore to the factory setting of parameters;
'03'H to 'FF'H: reserved.
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4.3.3.6 ALM_RD command and response

See 4.3.1.6. The code of "alarm_rd_mode" and corresponding alm_data shall be enhanced.

_ALM_RD-CMD3-PDU ::=_CMD3-PDU (WITH COMPONENTS
{..., cmd (alm_rd),
pduBody (cmdBody _ALM_RD-CMD3Body) } )
_ALM_RD-CMD3Body ;= SEQUENCE{ alm_rd_mode Unsigned16
{ currentAlm (0), historyAlm (1),
cAlmDetail (2), hAlmDetail (3)} ,
alm_index Unsigned16 (0..11) ,
reserve  OCTET STRING SIZE (0|8]|24]40|56) }
_ALM] RD-RSP3-PDU ;2= _RSP3-PDU (WITH COMPONENTS

{..., rcmd (alm_rd),
pduBody (cmdBody _ID_RD-RSP3Body)})
_ALM| RD-RSP3Body ::= SEQUENCE({ alm_rd_mode Unsigned16
{ currentAlm (0), historyAlm (#),
cAlmDetail (2), hAlImDetaily(3)} ,
alm_index Unsigned16 (051497,
alm_data OCTET STRING SIZE (8]|24|40|56) }

e alm_rd_mode field

alm_rd_mode

This fleld shall contain the mode for the alarm-teading.

This field shall be coded as data type Unsighed8 with the following value range.

— | currentAlm ('00'H): to read out.the current alarm/warning state;
— | historyAlm (‘01'H): to read\out the alarm history;

— | cAlmDetail ("02'H): to retrieve details of individual current alarm/warning information;
— | hAlmDetail ('03'H):.to retrieves details of individual alarm history information;
— | '04'H to 'FF'H: reserved.

m_index field

e a

alm_index
This field shall contain the index for reading point of alarm/warning.

The value‘range shall be from 0 to 11.

e alm_data field

alm_data
This field shall contain the read alarm status corresponding to alm_rd_mode.
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4.3.3.7 ALM_CLR command and response

See 4

.3.1.7. The code of "alm_clr_mode" shall be enhanced.

_ALM_CLR-CMD3-PDU ;= _CMD3-PDU (WITH COMPONENTS

{..., cmd (alm_clr),

pduBody (cmdBody _ALM_CLR-CMD3Body) } )

_ALM_CLR-CMD3Body ::= SEQUENCE { alm_cIr_mode Unsigned16 { cAlmClear (0), hAlImClear(1)} ,

reserve OCTET STRING SIZE (2|10]|26]42|58)}

_ALM_CLR-RSP3-PDU ::= _RSP3-PDU (WITH COMPONENTS

_ALM

e aln

alm_g
This f

This f

4.3.3.
See 4

_SYN
_SYN

4.3.3.
See 4

_CON

_CON

{..., rcmd (alm_clr),
pduBody (rspBody _ALM_CLR-RSP3Body) })

| CLR-RSP3Body ::= SEQUENCE { alm_clr_mode Unsigned16 { cAImClear (0), hAlmClear(1)}
reserve OCTET STRING SIZE (2]|10|26]42|58)}

h_clr_mode field

Ir_mode
eld shall contain the mode for alarm clear.

eld shall be coded as data type Unsigned8 with the following value range.

cAlmClear ('00'H): to clear the current alarm/warning status;
hAlmClear ('01'H): to clear the alarm history;
'02'H to 'FF'H: reserved.

B SYNC_SET command and response
3.1.8.

C_SET-CMD3-PDU
C_SET-RSP3-PDU

_CMD3-PBU (WITH COMPONENTS{..., cmd (sync_set) } )
_RSR3-PDU (WITH COMPONENTS {..., rcmd (sync_set) })

D CONNECT command and response
3.1.9. The field of "profile_type" shall be enhanced.

NECT-CMD3-RDU 1= _CMD3-PDU (WITH COMPONENTS
{..., cmd (connect),
pduBody (cmdBody _CONNECT-CMD3Body) })
NECT-CMD3Body ::= SEQUENCE { ver Unsigned8,

com_mod SEQUENCE {
reserve1l BIT STRING SIZE (1),
syncmode BIT STRING SIZE (1),
dtmode BIT STRING SIZE (2),
reserve2 BIT STRING SIZE (3),
subcmd BIT STRING SIZE (1) },
com_time Unsigned8
profile_type Unsigned8

reserve  OCTET STRING SIZE (0|8]24|40|56) }
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_CONNECT-RSP3-PDU 1= _RSP3-PDU (WITH COMPONENTS
{..., rcmd (connect),
pduBody (rspBody _ CONNECT-RSP3Body) } )
_CONNECT-RSP3Body ::= SEQUENCE { ver Unsigned8,
com_mod SEQUENCE {
reserve1l BIT STRING SIZE (1),
syncmode BIT STRING SIZE (1),
dtmode BIT STRING SIZE (2),
reserve2 BIT STRING SIZE (3),
subcmd BIT STRING SIZE (1) },

com_time Unsigned8
profile_type Unsigned8
reserve  OCTET STRING SIZE (0|8]24|40]56)}

o profile_type field

profile_type
This field shall contain the device profile code to be used. As for the device profile, see 4{4 and
AnneXx A.

The value range shall be from 0 to 255.

4.3.3.10 DISCONNECT command and response

See 4{3.1.10.

_DISGONNECT-CMD3-PDU _CMD3-PDU (WITH COMPONENTS {..., cmd (disconnect) } )
_DISGONNECT-RSP3-PDU  ::= _RSP3-PDU(WITH COMPONENTS {..., rcmd (disconnect) } )

4.3.3.11 PPRM_RD command and response

See 4/3.1.11.

_PPRM_RD-CMD3-PDU ::= CMD3-PDU (WITH COMPONENTS

{..., cmd (pprm_rd),

pduBody (cmdBody _PPRM_RD-CMD3Body) })
_PPRM_RD_CMDb3Body 2= SEQUENCE{ pNo Unsigned16,

pSize Unsigned8

reserve  OCTET STRING SIZE (1]9]25]41|57)}
_PPRM_RD-RSP3-PDU ::= _RSP3-PDU (WITH COMPONENTS

{..., rcmd (pprm_rd),

pduBody (rspBody _PPRM_RD-RSP3Body) })
_PPRM_RD-RSP3Body ::= SEQUENCE { pNo Unsigned16,

pSize Unsigned8,
reserve OCTET STRING SIZE(1),
parameter OCTET STRING SIZE (0|8|24|40|56) }
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12 PPRM_WR command and response

See 4.3.1.12.

_PPRM_WR-CMD3-PDU

_PPRM_WR_CMD3Body

_PPRM_WR-RSP3-PDU

_PPRM_WR-RSP3Body

_CMD3-PDU (WITH COMPONENTS

{..., cmd (pprm_wr),

pduBody (cmdBody _PPRM_WR-CMD3Body) } )

SEQUENCE { pNo Unsigned16,

pSize Unsigned8,
reserve OCTET STRING SIZE(1),

parameter OCTET STRING SIZE (0]|8|24]40|56) }

_RSP3-PDU (WITH COMPONENTS

{..., rcmd (pprm_wr),

pduBody (rspBody _PPRM_WR-RSP3Body)},)

SEQUENCE { pNo Unsigned16,

pSize Unsigned8,
reserve OCTET STRING SIZE(1),
parameter OCTET STRING $IZE (0|8|24]40|56) }

4.3.3.13 MEM_RD command and response
MEM_[RD symbolizes a "memory-read" command. Receiving this command, the slave shall read
a chunk of specified virtual memory into MEM_RD-RSP3-PDU.data field and shall respond with
it.
As for|virtual memory, see Annex A.
_MEM_RD-CMD3-PDU ;= _CMD3-PDUYWITH COMPONENTS
{..., cmd (mem_rd),
pduBody (cmdBody _MEM_RD-CMD3Body) } )
_MEM_RD-CMD3Body ::=SEQUENCE { reserve OCTET STRING,
mMode SEQUENCE {
data_type BIT STRING SIZE (4),
mode BIT STRING SIZE (4) J},
mSize Unsigned16,
mAddress Unsigned32,
reserve OCTET STRING SIZE (4]20]36|52)}
_ME!\ _Dn RSP3.PDILJ L _DQDQ PDLU (\I\IITI—I COMPONENTS
{..., rcmd (mem_rd),
pduBody (rspBody _MEM_RD-RSP3Body) })
_MEM_RD-RSP3Body ::=SEQUENCE { reserve OCTET STRING,
mMode SEQUENCE {
data_type BIT STRING SIZE (4),
mode BIT STRING SIZE (4) },

mSize Unsigned16,
mAddress Unsigned32,
data OCTET STRING SIZE (4]20]36|52) }
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¢ mMode field

mMode
This field shall contain the mode for the memory reading-out.

data_type
This bit field contains a type of the memory as source to read out.

'00'H: reserved;

'01'H: Volatile memory;
'02'H: Non-volatile memory;

O L (sl N ol
VUolTrtu 17T 11 TSOTIVTU.

mode

This bit field contains the data type of the specified data on memory te.read out.

'00'H: reserved;

'01'H: Integers;

'02'H: Integer16;

'03'H: Integer32;

'04'H: Integer64;

'05'H to 'FF'H: reserved.

e m$ize field

mSize
This field shall contain the number of data onmemory to read out.

The value range shall be from 0 to 20.

¢ mAddress field

mAddress
This fleld shall contain the start\address of memory to read out.

The value range shall be_from 0 to 'FFFF FFFF'H.

e dafa field

data
This field shall-¢ontain the read data with the specified mMode, mSize and mAddress.

4.3.3.14, \MEM_WR command and response

MEM_WRsymbolizes a "memory-write" command. Receiving this command, the stave shall
write a chunk of specified virtual memory value from MEM_WR-CMD3-PDU.data field to the
memory and shall respond with the echo of it to tell completion of the command.

As for virtual memory, see Annex A.
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_MEM_WR-CMD3-PDU ::=_CMD3-PDU (WITH COMPONENTS

{..., cmd (mem_wr),

pduBody (cmdBody _MEM_RD-CMD3Body) } )

_MEM_WR-CMD3Body ::=SEQUENCE { reserve OCTET STRING,

mMode SEQUENCE {
data_type BIT STRING SIZE (4),
mode BIT STRING SIZE (4) },
mSize Unsigned16,

mAddress Unsigned32,

data
_MEM_WR-RSP3-PDU 2= _RSP3-PDU (WITH COMPONENTS

{..., rcmd (mem_wr),

::=SEQUENCE { reserve OCTET STRING,
SEQUENCE {

_MEM_WR-RSP3Body
mMode

mSize Unsigned16,
mAddress Unsigned32

data

¢ mMode field

e
eld shall contain the mode for the memory writing-in.

mMog
This f

data_type

'00'H: reserved;

'01'H: Volatile'memory;

'02'H: Non-volatile memory;

'03'H_to 'FF'H: reserved.
mode

'00'H: reserved;

OCTET STRING SIZE (4]20(36]52) }

pduBody (rspBody _MEM_RD-RSP3Body) } )

OCTET STRING SIZE (4]20|36]52) }

This bit field shall containva-type of the memory as destination to write in.

This bit field shall contain the data type of the specified data on memory to wri

data_type* BIT STRING SIZE (4

mode BIT STRING SIZE (4

)
) .

e in.

"01TH:
'02'H:
'03'H:
'04'H:
'05'H to 'FF'H: reserved.

Integers;

Integer16;
Integer32;
Integer64;

¢ mSize field
mSize

This field shall contain the number of data on memory to write in.

The value range shall be from 0 to 20.
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e mAddress field

mAddress
This field shall contain the start address of memory to write in.

The value range shall be from 0 to 'FFFF FFFF'H.

e data field

data
This field shall contain the data to write with the specified mMode, mSize and mAddress.

4.3.4 SubCommand PDU type

4.3.4.1 NOP sub command and response

See 413.1.1.
_NOP}SUBCMD-PDU ;= _USUBCMD-PDU (WITH COMPONENTS {..., subcmd (nep) } )
_NOP}SUBRSP-PDU ::= _USUBRSP-PDU (WITH COMPONENTS {..., rsubcnid.{rop) } )

4.3.4.2 PRM_RD sub command and response

See 4/3.1.2.
_PRM_RD-SUBCMD-PDU 1= _USUBCMD-PDU (WITH COMRONENTS
{..., subemd (prm_rd),
pduBody (cmdBody _PRM_RD-CMD1Body) })
_PRM_RD-SUBRSP-PDU 1= _USUBRSP-PDU (WITH COMPONENTS

{..., rsubcmd (prm_rd),

pduBody (rspBody _PRM_RD-RSP1Body) } )

4.3.4.8 PRM_WR sub command and response
See 4/3.1.3.

_PRM_WR-SUBCMD-PDUY _USUBCMD-PDU (WITH COMPONENTS
{..., subcmd (prm_wr),

pduBody (cmdBody _PRM_WR-CMD1Body) } )
_PRM_WR-SUBRSP-PDU ::= _USUBRSP-PDU (WITH COMPONENTS

{..., rsubcmd (prm_wr),

pduBody (rspBody PRM WR-RSP1Bady)} )

4.3.4.4 ALM_RD sub command and response

See 4.3.1.5.
_ALM_RD-SUBCMD-PDU ::= _USUBCMD-PDU (WITH COMPONENTS
{..., subcmd (alm_rd),
pduBody (cmdBody _ALM_RD-CMD1Body) })
_ALM_RD-SUBRSP-PDU ::= _USUBRSP-PDU (WITH COMPONENTS

{..., rsubcmd (alm_rd),

pduBody (rspBody _ALM_RD-RSP1Body) } )
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4.3.4.5 PPRM_RD sub command and response

See 4.3.1.11.
_PPRM_RD-SUBCMD-PDU  ::= _USUBCMD-PDU (WITH COMPONENTS
{..., subcmd (pprm_rd),
pduBody (cmdBody _PPRM_RD-CMD1Body) } )
_PPRM_RD-SUBRSP-PDU  ::= _USUBRSP-PDU (WITH COMPONENTS
{..., rsubcmd (pprm_rd),
pduBody (rspBody _PPRM_RD-RSP1Body) } )
4.3.4.9 PPRM_WR sub command and response
See 4]3.1.12.
_PPRM_WR-SUBCMD-PDU  ::= _USUBCMD-PDU (WITH COMPONENTS
{..., subcmd (pprm_wr),
pduBody (cmdBody _PPRM_WR-CMD1Body) } )
_PPRM_WR-SUBRSP-PDU  ::= _USUBRSP-PDU (WITH COMPONENTS
{..., rsubcmd (pprméwr),
pduBody (rspBody _PPRM_WR-RSP1Body) } )
4.3.5 Short PDU type Il
4.3.5.1 NOP command and response
NOP gymbolizes a "no operation" command. Receiving this command, the slave shall do npthing
but reppond with a NOP-RSP4-PDU showing the latest alarm and status.
_NOPFCMD4-PDU ::= _CMD4-PDUY( WITH COMPONENTS {..., cmd2 (nop)})
_NOPFRSP4-PDU ::= _RSP4-PBU ( WITH COMPONENTS {..., rcmd2 (nop) } )
4.3.5.p ECHO command-and response
ECHQ symbolizes an-"echo back" command. Receiving this command, the C2 master apd the
slave | shall set the'-data in the ECHO-CMD4-PDU.echodata field to the ECHO-RSP4-
PDU.gchodata field*and respond to the C1 master.
_ECHp-CMD4:PDU ::= _CMD4-PDU ( WITH COMPONENTS
{..., cmd (echo),
pduBody (cmdBody ECHO.CMDA4Body) 1)
_ECHO-CMD4Body ::= SEQUENCE({ echodata OCTET STRING SIZE (14) }
_ECHO-RSP4-PDU ::= _RSP4-PDU ( WITH COMPONENTS
{..., rcmd2 (echo),
pduBody (rspBody _ECHO-RSP4Body) } )
_ECHO-RSP4Body ::= SEQUENCE { echodata OCTET STRING SIZE (14) }
e echodata field
echodata

This fi

eld shall contain the echo data.
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4.3.5.3 CHECK_ID command and response

CHECK _ID symbolizes a "Check device-ID" command. Receiving this command, the C2 master
and the slave shall set the device information in the CHECK_ID-RSP4-PDU.idData field and
respond to the C1 master.

_CHECK_ID-CMD4-PDU ::= _CMD4-PDU ( WITH COMPONENTS

{..., cmd (check_id),
pduBody (cmdBody _ CHECK_ID-CMD4Body) } )

_CHECK_ID-CMD4Body ::= SEQUENCE { reserve OCTET STRING SIZE (14) }

_CHE

CK_ID-RSP4-PDU == _RSP4-PDU (WITH COMPONENTS

_CHE

{..., rcmd (check_id),

pduBody (rspBody _ CHECK_ID-RSP4Body) } )
CK_ID-RSP4Body ::= SEQUENCE { idData OCTET STRING SIZE(12),
reserve OCTET STRING SIZE(2) }

mand,
dy to

e idData field

idData

This field shall contain the device information of the slave thathias been read.

4.3.5.4 SET_COM command and response

SET_COM symbolizes a "Set Communication Parameter" command. Receiving this com

the 2 master and the slave shall set the data of SET_COM-CMD4-PDU.cmdBdg
SET_COM-RSP4-PDU.rspBody and respond to.the C1 master. After this, the C2 mastér and
the slqve change the communication setting ofitheir own station according to SET_COM-(

PDU.¢

om_setting. This SET_COM command can be used only in the event driven mode.

MD4-
If this

SET_COM command is received in the @yclic communication mode, the C2 master and the
slave ghall respond an error to the C1 master.
_SET|COM-CMD4-PDU 1= _CMD4-PDU ( WITH COMPONENTS
{..., cmd (set_com),
pduBody (cmdBody _SET_COM-CMD4Body) } )
_SET|COM-CMD4Body ;= SEQUENCE { reserve1 OCTET STRING SIZE (1),
com_setting SEQUENCE {
line_code BIT STRING SIZE (4),
baud_rate BIT STRING SIZE (4) },
reserve2 OCTET STRING (2),
tcc_pos Unsigned8.
tcc_mul Unsigned8,
reserve3 OCTET STRING SIZE (8) }
_SET_COM-RSP4-PDU 1= _RSP4-PDU (WITH COMPONENTS

{..., rcmd (set_com),

pduBody (rspBody _SET_COM-RSP4Body) } )
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_SET_COM-RSP4Body ::= SEQUENCE { reserve1 OCTET STRING SIZE (1),

com_setting SEQUENCE {
line_code BIT STRING SIZE (4),
baud_rate BIT STRING SIZE (4) },

reserve2 OCTET STRING (2),

tcc_pos Unsigned8.

tcc_mul Unsigned8,

reserve3 OCTET STRING SIZE (8) }

e com_setting field
com_setting
This field shall contain the information on the baud rates and the encoding methqods/for sgetting.
line_code?
This pit field indicates the encoding rule.
'0'H: Manchester encoding;
'"1'H: NRZI encoding;
Other: reserved.
baud_rate?
This pit field indicates the baud rate.
"1'H: 4Mbit/s;
'2'H: 8Mbit/s;
'4'H: 16Mbit/s;
'8'H: 24Mbit/s;
'9'H: 32Mbit/s;
Other: reserved.
The setting range of baud_rate depends on line_code and shall be within the
following range.
— Manchester encoding: 4Mbit/s | 8Mbit/s
— NRZI enceding: 16Mbit/s | 24Mbit/s | 32Mbit/s
e tcg pos field
tcc_pps
This field\indicates the individual transmission position number in the communicatiop with
multipje.transmission cycles. The setting range shall equal to or be less than the setfing of

tcc_mul field.

e tcc_mul field

tcc_m

ul

This field indicates the individual transmission cycle multiple in the communication with multiple
transmission cycles. The setting shall be an integer multiple of the basic transmission cycle

(Teyc)

and the range shall be from 1 to 256.
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4.3.5.5 SET_ADDR command and response

SET_ADDR symbolizes a "Set Address" command. Receiving this command, the C2 master
and the slave shall set the data of SET_ADDR-CMD4-PDU.cmdBody to SET_ADDR-
RSP4.rspBody and respond to the C1 master. After this, the C2 master and the slave change
the node address of its own station according to SET_ADDR-CMD4-PDU.addr. This SET_ADDR
command can be used only in the event driven mode. If this SET_ADDR command is received
in the cyclic communication mode, the C2 master and the slave shall respond an error to the
C1 master.

_SET_ADDR-CMD4-PDU ::= _CMD4-PDU ( WITH COMPONENTS
{...cmd (set addr)
pduBody (cmdBody _SET_ADDR-CMD4Body) } )
_SET|ADDR-CMD4Body ::= SEQUENCE { reserve1 OCTET STRING SIZE (1),
addr Ungined8,
function_setting SEQUENCE {
repeat BIT STRING SIZE (1),
reserve2 BIT STRING SIZE (7),
reserve3 OCTET STRING SIZE((11) }
_SET|ADDR-RSP4-PDU ::= _RSP4-PDU (WITH COMPONENTS
{..., rcmd (set_addr),
pduBody (rspBody<{_SET_COM-RSP4Body) } )
_SET|ADDR-RSP4Body ::= SEQUENCE { reserve1 OCTENSTRING SIZE (1),
addr Ungined8,
function.setting SEQUENCE {
repeat BIT STRING SIZE (1),
reserve2 BIT STRING SIZE (7),
reserve3 OCTET STRING SIZE (11) }

e addr field

addr
This field shall contain thevaddress to set.

. fuTction field
function
This fleld indicates the setting of repeat function of a transmission frame.

repeat
This bit field indicates active / not active of the repeat function.

0: repeat function is not active;
1: repeat function is active.

4.3.5.6 MEM_RD command and response

MEM_RD symbolizes a "Memory Read" command. Receiving this command, the C2 master and
the slave shall set the data for the length bytes from the memory address (addrHigh and
addrLow) setting in MEM_RD-CMD4-PDU.cmdBody to the MEM_RD-RSP4-PDU.rdData field
and respond to the C1 master.
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_MEM_RD-CMD4-PDU ;1= _CMD4-PDU ( WITH COMPONENTS
{..., cmd (mem_rd),
pduBody (cmdBody _MEM_RD-CMD4Body) } )
_MEM_RD-CMD4Body ::= SEQUENCE { len_addrH SEQUENCE({
addrHigh BIT STRING SIZE (4),
length BIT STRING SIZE (4) },
addrLow Unsigned8,
reserve OCTET STRING SIZE (12) }
_MEM_RD-RSP4-PDU ::= _RSP4-PDU (WITH COMPONENTS

{..., rcmd (mem_rd),
pduBody (rspBody _MEM_RD-RSP4Body) } )
_MEM_RD-RSP4Body ::= SEQUENCE { len_addrH SEQUENCE({
addrHigh BIT STRING SIZE (4),
length BIT STRING SIZE (4) },
addrLow Unsigned8,
rdData OCTET STRING SIZE (8);
reserve OCTET STRING SIZBE (4) }

e len_addrH field

len_agdrH
This fleld shall contain the byte size of the data towread and the high-order bit of the data to
read.

addrHigh
This bit field indicates the high-order address of the data to read.

len
This bit field indicates the byte size of the data to read.

The range shall be from1"byte to 8 bytes.

e addrL field

addrlow

This field shall contain the low-order address of the data to read.
e rdData field

rdDat
This freld shall contain the data that has been read.

4.3.5.7 MEM_WR command and response

MEM_WR symbolizes a "Memory Write" command. Receiving this command, the C2 master
and the slave shall write the data that is set to wrData in the length byte area from the memory
address (addrHigh and addrLow) in the MEM_WR-CMD4-PDU.cmdBody setting, and set the
data that has been written to the MEM_RD-RSP4-PDU.rdData field, and respond to the C1
master.
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_MEM_WR-CMD4-PDU ::= _CMD4-PDU ( WITH COMPONENTS

{..., cmd (mem_wr),

pduBody (cmdBody _MEM_WR-CMD4Body) } )

_MEM_WR-CMD4Body ::= SEQUENCE { len_addrH SEQUENCE({

length BIT STRING SIZE (4),
addrHigh BIT STRING SIZE (4) },
addrLow Unsigned8,
wrData OCTET STRING SIZE (8),
reserve OCTET STRING SIZE (4) }

_MEM_WR-RSP4-PDU ::= _RSP4-PDU (WITH COMPONENTS

_MEM_WR-RSP4Body ::= SEQUENCE { len_addrH SEQUENCE({

e len_addrH field
len_agldrH
This fleld shall contain the byte size of the data*{e’write and the high-order bit of the d
write.
len
This bit field indicates the byte.size of the data to write.
The range shall be from 1*byte to 8 bytes.
addrHigh
This bit field shall contain the high-order address of the data to write.
e addrL field
addrlow
This field shall-eontain the low-order address of the data to write.

e wrpPata field

wrDat

{..., rcmd (mem_rd),

pduBody (rspBody _MEM_RD-RSP4Body) } )

length BIT STRING SIZE (4),
addrHigh BIT STRING SIZE (4) }
addrLow Unsigned8,
wrData OCTET STRING SIZE)(8),
reserve OCTET STRING SIZE (4) }

a

2023

ata to

This fi

eld shall contain the data to write.
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4.3.5.8 CHG_MST command and response

CHG_MST symbolizes a "Change Master" command. Receiving this command from the C1
master, the C2 master shall respond on "asynchronous command processing request: Exist /
Not exist" in the C2 master to the C1 master. If the C2 master responds "asynchronous
command processing request: Exist", the C2 master executes the asynchronous command
processing with the slave that the C2 master controls. If the C2 master responds "asynchronous
command processing request: Exist", the C1 master cyclically sends the CHG_CMD command
to the C2 master and repeats this until t the C2 master responds "asynchronous command
processing request: Not exist". After completing the asynchronous command processing, the
C2 master receives the CHG_CMD command from the C1 master and responds "asynchronous
command processing request: Not exist". This CHG_MST command can be used only in the

event[driven mode. If this CHG_MST command is received in the cyclic communication
the C2 master and the slave shall respond a to the C1 master.
_CHG_MST-CMD4-PDU ::= _CMD4-PDU ( WITH COMPONENTS {..., cmd (chg_mst)} )
_CHG_MST-RSP4-PDU ::= _RSP4-PDU (WITH COMPONENTS {..., rcmd (chg_mst),
cmdExist Unsigned8,
reserve OCTET STRING SIZE(13) }
o cmdExist field
cmdExist
This fleld indicates the sending data Exist / Not exist.

4.3.5.

CHK |
this c
proce
comm

addrefs to send and command.ddta to send) to the C1 master. If the C1 master receiv
response of "asynchronous command processing request: Exist" from the C2 master, t
master executes the processing of asynchronous command data contained in the resf
The 2 master monitors.the INPUT data frame sent from the slave (the response data
asynchronous command’that has been sent to the C1 master) and loads the matched |
data ffame into thenC2 master. This CHK_MSG_REQ command can be used only in the
communication mode. If this CHK_MSG_REQ command is received in the event driven
the C2 master'shall respond an error to the C1 master.

_CHQ MsT-CMD4-PDU ::= _CMD4-PDU ( WITH COMPONENTS {..., cmd (chk_msg_req)} )
_CHG_MST-RSP4-PDU .= _RSP4-PDU (WITH COMPONENTS

'01'H: asynchronous command processing request: Exist

'02'H: asynchronous command processing request: Not exist
D CHK_MSG_REQ command and response

MSG_REQ symbolizes a "Check Message transmission Request" command. Reg
bmmand from the C1 master, the C2 master shall respond "asynchronous con
5sing request: Exist / Not exist" in the C2 master, and if it responds "asynchr
nd processing request: Exist", it shall respond the asynchronous command data

mode,

eiving
mand
pnous
slave
bs the
he C1
onse.
to the
NPUT
cyclic
mode,

{..., rcmd (chk_msg_req),
slvAddr Unsigned8,
dataNum Unsined8,

sndData OCTET STRING SIZE(12) }

e slvAddr field

slvAddr
This field indicates the address to send the message. The range shall be from '10'H to "1E'H.
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e dataNum field

dataNum

This field indicates the number of bytes of the message to send. The range shall be from 1 to
12.

e sndData field

sndData
This field indicates the data of the message to send.

4.4 Device profile

FDC dervice, called field device profiles. The user of an FDC master can decide which,of them

A fielidevice can provide some sets of field-device-dependent PDUs and their CMDGCedes for
he should choose for FDC communication when the connection of FDC protocol is"establjshed.

The dgvice Profile system and related information are shown in Annex A.

5 Transfer syntax

5.1 |[Concepts

The Tlype 24 FAL is a technology for a time critical application. Therefore, it is imporgant to
make |the size of encoded data compact, and to enablé.-to encode and decode in a gsimple
manner.

Consgquently, the encoding and decoding processes shall be defined as such specific [to the
Type R4 FAL, and require neither any commonality with the other protocol type nor versfatility.
The data format and the encode rule of APDW\shall be pre-defined for entities that transfier the
data, gnd require no presentation layer service.

In the|encoding rule of the Type 24 FAL, the tag (data type code) and the data length negd not
be en¢oded and the only values of each data types defined with ASN.1 abstract syntax shall be
encoded into a data row.

The lgngth of PDU shall be fixed in case of a FDC service where the time factor is partig¢ularly
strict. [For a MSG servige'where the time factor is not so strict, PDU with variable length ¢an be
transferred. In this case; a data field that specifies the data length should be defined |in the
abstrgct syntax explicitly.

The ofder of thel bits flow on the transmission path should be defined by the lower layer.

5.2 Encode rules

5.2.1 INTEGER and its subtypes

INTEGER and its derivatives, Integer8, Integer16, Integer32, Integer64, Unsigned8,
Unsigned16, Unsigned32 and Unsigned64 shall encode and transfer only the data value of their
octet size.

The encoded form of Integer8, Integer16, Integer32 and Integer64 shall consist of a sign bit:s
on the most significant bit (see Figure 2). The val shall contain the value itself when it is 0 or a
positive number (the sign bit is '0'B). When val is a negative number (the sign bit is '1'B), the
encoded data shall be represented as a complement of 2 by using s and val.

NOTE This encode rule is applied to the data structure when PDU is transferred, but need not specify the data
structure on an actual memory in the data processing system in an actual device.
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Integer8
MSB LSB
76 0
s| val
Integer16
MSB LSB
1514 8 7 0
T
s :val

octet1 octet0

s: sign pit (0: +/1: -)

val: poq

S+

When
from t

Le

Integer32
MSB LSB
3130 24 23 16 15 8 7 0
T T T
I I
S | val |

octet3 octet2 octetd octet0

Integer64
MSB LSB
63 62 56 55 48 47 40 39 32 31 24 23 16 15 8 7 0
T T T T T T T
I I I | | |
S | | | val | | |

octet7 octet6 octetd octet4 octet3 octet2 octetl octet0 £c

itive value, if s=0;
al" represents a negative value as a complement of 2, if s=1.
Figure 2 < Encode of Integer subtypes

transferring the data of-aimulti-octets' data type, the octets shall be transmitted in
he lower octet to the higher octet (see the example in Figure 3).

_ExampleTypel := INTEGER size(4)
exampleValeul ExampleTypel := ‘0123 4567  H

‘67’ H ‘45" H ‘23’ H ‘01’ H
(octet0) | (octetl) | (octet2) | (octet3)

hding octet Trailing og

»
|

order

tet

IEC

Figure 3 — Example of transfer of INTEGER value

In the encoded form of Unsigned8, Unsigned16, Unsigned32 and Unsigned64, the numeric
value data (val) shall be set in the data area of its octet size as shown in Figure 4. In this case,
the numeric value shall be set in order that the number in a lower digit is put into a lower bit in
sequence, and 0 value shall be set to the unused upper bit.

When transferring data of a multi-octets' data type, the octets shall be transmitted in order from
the lower octet to the higher octet.
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Unsigned8
MSB LSB
7 0
val
Unsigned16
MSB LSB
15 8 7 0
T
v{ll
octetl I octet0
Unsigned32
MSB LSB
31 24 23 16 15 8 7 0
T T T
| |
| i L
octet3 octet2 octetd octet0
Unsigned64
MSB LSB
63 56 55 48 47 40 39 32 31 24 23 1615 8 7 0
T T T T T T T
I I I I I I
! ! I V}f'l I I I

octet? octet6 octetd octet4 octet3 octet2 octetl octet0 £c

Figure 4 — Encode of Unsigned subtypes

REAL type and its subtypes

ype 24 FAL does not directly definegithe data of REAL type within the abstract synta
[loats5 and Floatg, that are derivatives of REAL type. This encoding shall compl

EC/IEEE 60559. The encoded*formats of them are shown in Figure 5 and Figure 6.
FIOClt32
MSB LSB
Jt+ 30 23 22 0
s|  Exps; Fractions,
1bit 8bits 23bits IEC

Figure 5 — Float;, type encode

, and
with

Data of Floats, type shall be 4 octets' data as shown in Figure 4. The octets shall be transmitted

in order from the lower octet to the higher octet. In this case, the value of the floating-point data
of Floats, type shall be calculated by using the following formula:

where

F103t32=(—1)sx032x2q32,

s is the sign bit (0:+/ 1:=);

€32

1+

=(1 x2% +Fractionsy) x2 B=

ba2 | b21 bo ;
==+ 5 ++ 2 mantissa,
2 22 223
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q4,=Exp,, — 127: exponent (-127..127).

If both Fractionsy and Exps, equal 0, then Floatz, represents 0.

If Fractions, equals 0 and Exps, equals 255, then Floaty, represents positive or negative infinity
as the sign bit s.

Float64
MSB LSB
63 62 52 51 0
S EXDea Frdcliongs
1it 11bits 52bits

EC

Figure 6 — Floatg, type encode

Data qf Floatg, type shall be 8 octets' data as shown in Figure 6. The octets shall be transmitted

in order from the lower octet to the higher octet. In this case, the valle of the floating-point data
of Flogtg, type shall be calculated by using the following formulat

Float64=(— 1 )Sx064 x2%64 )

where
s i$ the sign bit (0:+ / 1:=);

Ced =(1 X252+Fracti0n64)x2_52

=1+b%1+b2%°+~-+2%: mantissa;

=Expg, — 1023: exponent (-1 023..1 023).

964

If both Fractiong, and Expg, equat’ 0, then Floatg, represents 0.

If Fraftiong, equals 0 and Expg, equals 2 047, then Floatg, represents positive or negative
infinity as the sign bit-s;

5.2.3| BIT STRING type

In BIT| STRING type, the leading bit (0th bit) shall be corresponding to the LSB of the entoded
data gndthe’trailing bit shall be corresponding to the MSB according to the bit numbers attached
to th; named bits. However, the padding data shall be fulfilled by the octet boundary. |n this
case, an area can be reserved even for undefined bit; however, the value of the bit is not defined.
Figure 7 shows an example of the bit field definition in the BIT STRING type.

For a BIT STRING data block of multi-octets'data size, the octets shall be transmitted in order
from the octet with a lower bit.

NOTE The definition of "leading bit" and "trailing bit" is in accordance with ISO/IEC 8824-1:2008, 22.2.
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| BitFieldl == BIT STRING{ |
! bf1 (0), [
: bf2 (2), !
i bf3 (3), !
: bf4 (8) :
i ) ,
o B
_BitField1 type
MSB LSB
bit# 15 9 8 7 4 3 2 1 0
bf4 bf3 | bf2 bfi
|— octet1 | octetO é
IHC

Figure 7 — Bit field definition example with named bits

A bit [field is defined by combining SEQUENCE type and BIT SFRING type. As shqwn in
Figurg 8, the boundary of each field shall be defined according te the specified bit size and
filled from the lower bit.

To engode this bit field, an octet shall be filled from its lower bit according to the order defined
by the field definition described between "{" and "}" in~the SEQUENCE syntax to define g data
area that is confined by the octet boundary. When undefined fraction bits remain, they shall be
a resdrve area and their values shall be undefined.

_BitField2 == SEQUENGCE{ !
oft BIT STRING sjze(1), |
of2 BIT STRNG $ize(2), |
cf3 BIT STRING size(1), |
cf4 BIT STRING size(4), |
cf5 BIT.STRING size(1), |
cf6 BIT'STRING size(3) |

|
|

_BitField2 type

MSB LSB
bith 15 12 11 9 8 7 4 3 2 1 0
/ cf6 cfb cf4 cf3 cf2 cfl
I octet1 | octet0 I

IEC
Figure 8 — Bit field definition example with field size

5.2.4 OCTET STRING type and IA5String type

Data of OCTET STRING type shall be transferred without converting the code in order from the
most significant octet of the given string data.

Data of IA5String type shall be encoded into a data row (OCTET STRING) by converting the
given String data into a 1-octet code, according to ISO/IEC 646, one character by one character,
and then add one octet of null code (‘00'H) to the last character code. The data shall be
transferred in order from the first character code data.
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5.2.5 NULL type

For data of NULL type, the data length is 0 and no value exists. Therefore, it shall not be
encoded nor transferred.

5.2.6  Structure type and Array type

Among the elements of the Structure type, the SEQUENCE type and SEQUENCE OF type
themselves shall not be encoding. Components included in these types shall be encoded and
transferred according to each rule and the order of octet transfer, as shown in Figure 9.

SEQUENCE ! fialdl
: Unsigned8
field2 )
Unsigned8
field3 | BT STRING size(16)
field4 Unsigned16
fieldd Float32
field6 Unsigned16
field? Integer32

} — End of SEQUENCE

< L

»
|

Field3 | Field3\ | Field4 | Fieldd | Field5 | Field5

fletd field2 (octet0) | (oetetl) | (octet0) ! (octetl) | (octet0) ! (octetl) |

~

| Fields | Field5~| Fieldd | Fieldd | Field7 | Field7 | Field7 | Field

I (octet2) | (octet3) | (octet0) | (octetl) | (octet0) | (octetl) I (octet2) ! (octet3)

> IEC
Figure 9 — SEQUENCE type encode

Also, the, CHOICE type itself shall not be encoding. To edit communication data in any pne of
multipje alternatives of this type, the data should be selected according to the context [of the
commurmication AP —and—the —agreement—between the commumnication devices should be
established. The method for this process depends on implementation and out of range of this
document. The data shall be encoded according to the rule of the selected component.

6 Structure of FAL protocol state machine

In this clause and subsequent ones, FAL ASEs are characterized with protocol state machine
(PM) models.

Although this type of fieldbus has its own structure of PMs, a mapping table is shown below for
a clear understanding (see Table 4). It maps the structure for this type onto the typical four-
sublayered one adopted by most of other types, which contains AP-Context PM, FSPM, ARPM,
and DMPM.
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e There is a formally defined AP-Context State Machine (APC SM) for FAL user's initiation of
a specific communication application.

e There is no formal definition of FSPM Machine just serving as an interface between FAL
User and ARPM. Instead of that, two types of protocol machines are defined:

— aset of Field Device Control machines (FDC PM) as master, slave, and monitor for FDC
service users;

— apair of Message machines (MSG PM) as requester and responder for Message service

users.

e Two different types ot ARFM Machines are defined at the Iinterface to the Data LinK Iayer

(DLL):

— | a set of ARPM machines for connection-oriented application relationships befween

classes of Master, Slave or Monitor of FDC Service;

— | a kind of ARPM machines for connection-less application relationships/between classes

of Requester and Responder of Messages Service.

e Thlere is no formal definition of the DLL Mapping Protocol Machine (DMPM), unifigd into

ARPM or APCSM instead. And DL services are used directly by(ARPM or APCSM.

It is agsumed that FDCPM functions in FDC ASE; and also MSGEM in MSG ASE; ARPM|in AR
ASE; and AP-CONTEXT SM in FSM ASE.

Table 4 — Mapping for Protocol State Machines

AP|Type ASE Activated Class Protocol Machine Mapping to a tygical
structure for most of
other types
C1 M3aster AP | FSM ASE FieldbusSystemManager | APC SM AP-Context-PM
FDC ASE Master FDC PM-M FSPM
MSG ASE Requester MSG PM-RQ FSPM
Responder MSG PM-RS
AR ASE FDCMaster-AR ARPM-FDCM ARPM with DMPM
Message-AR ARPM-MSG
EVM ASE EventManager n/a n/a
Slave|AP FSM ASE FieldbusSystemManager | APC SM AP-Context-PM
FDC.ASE Slave FDC PM-S FSPM
Monitor (option) FDC PM-MN
MSG ASE Responder MSG PM-RS FSPM
AR ASE FDCSlave-AR ARPM-FDCS ARPM with DMPM
FDCMonitor-AR ARPM-FDCMN
Message-AR ARPM-MSG
EVM ASE EventManager n/a n/a
C2 Master AP | FSM ASE FieldbusSystemManager | APC SM AP-Context-PM
FDC ASE Master(option) FDC PM-M FSPM
Slave(option) FDC PM-S
Monitor FDC PM-MN
MSG ASE Requester MSG PM-RQ FSPM
Responder MSG PM-RS
AR ASE FDCMaster-AR(option) ARPM-FDCM ARPM with DMPM
FDCSlave-AR(option) ARPM-FDCS
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AP Type ASE Activated Class Protocol Machine Mapping to a typical
structure for most of
other types

FDCMonitor-AR ARPM-FDCMN
Message-AR ARPM-MSG
EVM ASE EventManager n/a n/a
' FALAE ' FALAE
| | 1
| |
AT Sorss (FSPM) ; ! (FSPM)
Vice . . |
. FDCPM AR Service [ !
Rfa/Rsp with / Req/Rsp with [ :
K | |
! i
1

AR Service | FDGPM l*nf‘;:nir\‘,’v'i
[ Ind/Cnf with s
SDbU MSGPM \APDU _ ; APDU | *| MSGPM ASD
: |
! \ APDU \ '

ARPM

. ARPM

oL spc

AP_CONTXT SM
NS 1XINOO dv

Figure 10 — Structure of FAL protocol state machines

7 AP-context state machine (APC SM)

7.1 Overview

An AH-context is a sgt,of information and rules related to a communication system. It shall be
creatgd by instructions from an FAL user while the application process (AP) is invocated. For
example, it contains selected communication parameters, based on the system configuration,
an application field of the system, the own device profile, and difference of communigcation
abilities between own device and peer ones.

tes of
. The
information should be able to characterize the AP types such as C1 Master, C2 Master, Slave
and Monitor Slave. In addition, it should be able to configure other communication parameters
and the device profile, such as a servo drive, an inverter drive or an 1/O device, in order to
establish the communication environment.

The APCSM shall control a series of state transitions, in which a device boots up, the APCSM
shall get the AP-context data from the FAL user, and it shall initialize the FAL and the lower
layer with the context. In consequence, it shall enable steady communication. The APCSM
realizes the service that the FSM ASE provides.

The APCSM need not directly edit an APDU, nor realize a protocol to transfer PDUs. However,
it indirectly acts as a trigger of PDU-exchange by using the other ASE service and the lower
layer service during the FAL initialization process.
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Figure 11 shows the APCSM statechart diagram.

(E1/T1) (" any
A _state _,
|
|
Cleared
E3/T2
E7 - E11, 81.
E14, E15 or Creating
E16
/T3 E17/T4
S2
Created
E5/T6
E4/T5
S3
Activating
E7-E16
/T17
E18/T8
S4
Active
E2/T9,
E4/T10 e
Eigure 11 — Statechart diagram of APCSM
7.2 |State descriptions
Table[5 describes each state of the APCSM.
Table 5 — State descriptions of APC SM
S# State Substate Description
SO Cleared - State when the FieldbusSystemManager Class of FSM
ASE has just been instantiated as this SM
All the entities in each layer and ASEs in the device are
reset to the initial state, and AP-context is cleared.
S1 Creating Transient state where AP-context or communication
environment is generated, based on the input
CONTEXT-DATA and the result of negotiation between
the corresponding devices
S2 Created - State when AP-context has been generated
S3 Activating - Transient state when entities in each layer and ASEs are
sequentially enabled
S4 Active - Steady state when all entities are activated and normal
communication services are provided
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7.3 Triggering events

Table 6 lists each trigger event of the APCSM.

Table 6 — Trigger event descriptions of APC SM

E# Trigger event: Event Associated parameters Description
Primitive or condition source
E1 FSM-Reset.req FAL user
E2 FSM-GetStatus.req FAL user INFO-1D
E3 FSM-SetContext.req FAL user CONTEXT-DATA
E4 FSM-GetContext.req FAL user
E5 FSM-Start.req FAL user
E6 <s>-Open.cnf <s> ASE ServiceStatus
E7 DLM-SET-VALUE.cnf DLM Result
E8 DLM-GET-VALUE.cnf DLM Result, Val
E9 DLM-DELAY.ind DLM Delay_Time
E10 DLM-DELAY .cnf DLM Delay_Time
E11 DLM-SET-COMMODE.cnf DLM Result
E12 DLM-START.ind DLM Com_Modeg; Cycle_time,
C2_stime, Max_Delay,
TM_unit
E13 DLM-START.cnf DLM Result
E14 DLM_CLR-ERR.cnf DLM Result
E15 Ph-SET-VALUE.cnf PhL
E16 Ph-GET-VALUE.cnf PhL Value
E17 APC-Created APCSM Internal event
(S1 state)
E18 APC-Activated APCSM Internal event
(S3 state)
7.4 |Action descriptions at state transitions
Detail|specifications depending on its implementation are out of the scope of this documgnt, for
example such~about initialization process, activate timing and various communication
paranleters.n.each layer and ASEs. Just outline of the related action is shown in Table 7.
Table 7 — Transitions of APC SM

T# Source Event (arguments) [conditions] Target
State | action State
T1 (any state) E1:FSM-Reset.req S0:Cleared

/ Ph-RESET.req;

DLM_RESET.req;

EVM-Reset.req;

for all AR ASE objects { AR-Reset.req;};
for all FDC ASE objects { FDC-Reset.req};
for all MSG ASE objects { MSG-Reset.req};
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T#

Source
State

Event (arguments) [conditions]
| action

Target
State

T2

S0:Cleared

E3: FSM-SetContext.req (CONTEXT-DATA)
/ I*-- APCSM starts initializing PhL

-- with Ph-SET-VALUE.req

-

/*-- APCSM starts initializing DLL

-- with DLM_SET_PAR.req

-- and DLM_DELAY.req

S1:Creating

=
for all AR ASE objects { AR-Open.req;};

for all FDC ASE objects { FDC-Open.req};
for all MSG ASE objects { MSG-Open.req};

T3

S1:Creating

E7, E8, E9, E10, E11, E14, E15, or E16

| I*-- APCSM keeps initializing PhL, DLL, and FAL --*A
/*-- If initializing procedures have finished,

-- E17:APC-Created is issued.

-

S1:Creating

T4

S1:Creating

E17:APC-Created
| FSM-SetContext.cnf;

S2:Created

T5

S2:Created

E4:FSM-GetContext.req
| FSM-GetContext.cnf;

S2:Created

T6

S2:Created

E5:FSM-Start.req
/ I*-- start activating, PhL --*/;
/*-- start activating DLL --*/;
EVM-Enable.req;
for alNAR ASE objects { AR-Enable.req;};
for'allFDC ASE objects { FDC-Enable.req};
for all MSG ASE objects { MSG-Enable.req};

S3:Activating

T7

S3:Activating

E7, E8, E9, E10, E11, E12, E13, E14, E15, or E16
| I*-- APCSM keeps activating PhL, DLL, FAL --*/;
/*-- If activating procedures have finished,

-- E18:APC-Activated is issued

-

S3:Activating

T8

S3:Activating

E18: APC-Activated

S4:Active

| FSM-Start.cnf;

T9

S4:Active

E2: FSM-GetStatus.req (INFO-ID)

| I*-- APCSM reads appropriate status info for INFO-ID,
-- using Ph-GET_VALUE.req,

-- DL_GET_STATUS req,

-- DLM_GET_ERR.req

-- or other service primitives

-

FSM-GetStatus.cnf;

S4:Active

T10

S4:Active

FSM-GetContext.req
/| FSM-GetContext.cnf;

S4:Active
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8 FAL service protocol machines (FSPM)

8.1

Overview

When the FSPM receives a service request primitive or a response primitive from an FAL user,
then it shall edit an APDU from an SDU as the parameter of the primitives, and then request
the ARPM to transmit. It shall also take out an SDU from the APDU received by the ARPM to
deliver as an indication primitive or a conform primitive to the FAL user.

Two types of application services (FDC ASE and MSG ASE) can be provided to the FAL user
in the Type 24 FAL (refer to IEC 61158-5-24), and the FSPM consists of two types of PM (FDC

PM ar

8.2
8.2.1

The F
ASE.

Protocol overview

Table 8 — FDC protocol mode

LAAQ A A AN L + o A
U VoGO T IVI) COIMTESpPuUTIUITy 11U UIC AOLS.

Field Device Control Protocol Machine (FDC PM)

DC PM is a protocol state machine (PM) that realizes the services(rovided by th¢ FDC
he protocols are categorized as shown in Table 8.

(

Trapsmission

mode

by DLL)

Communication
state

Communication
command type

Description

Cyclig

Synchronous
communication

(Sync)

Synchronous
communication type
command

(Sync command)

The FDC ASE, both the master and th¢
slave, shall notify firing of an event to fhe
user in each communication cycle with
FDC-ComCycle.ind.

The user of the FDC master can update a
next command to the slave AP in each
communication cycle to request to trarjsfer
it without waiting the process completipn
response (FDC-Command.cnf) to the
previous command.

o

The FDC slave shall receive a comma
from the master in each communicatio
cycle and pass it to the user of the FD
slave with FDC-Command.ind. The us4
should process the command, then retprn
the response (FDC-Command.rsp) within
the one communication cycle.

)=

=

Asynchronous
communication type
command

(Async command)

The FDC ASE, both the master and th¢
slave, shall notify firing of an event to fhe
user in each communication cycle with
FDC-ComCycle.ind.

The user of the FDC master should request

to transfer a command to the slave AP in
each communication cycle while waiting the
process completion response to the
previous command. The contents of the
command should be maintained until the
user received the process completion
response.

The FDC slave shall receive a command
from the master AP in each communication
cycle and pass it to the user. The user
should return a corresponding response
(FDC-Command.rsp) with a command
progress status (cmdRdy or busy) in each
communication cycle and should not accept
any new command until the user completes
the processing command.
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Transmission Communication Communication Description
mode state command type
(by DLL)
Asynchronous Async command The FDC ASE, both the master and the
communication slave, shall notify firing of an event to the
user in each communication cycle with
(Async) FDC-ComCycle.ind.

Once the user of the FDC master requests
to transfer a command to the slave AP, the
user should wait the corresponding process
completion response to the previous
command. Until then, the user should not

rogHest-to-transferany—pdated-command
+ogt —o—tahRstre—aRy—dpaatea—eehh A .

The FDC slave receives a command frpm
the master AP in each communication cycle.
When the contents of the command arg¢
updated, the FDC slave shallpass it tq the
user. The user should return a
corresponding response~(FDC-
Command.rsp) with@.command progrgss
status (cmdRdy ofi/busy) in each
communication cycle and shall not acdgept
any new command until the user compjetes
the processing’command.

Eventtdriven Async Async command The FDE ASE, both the master and th¢
slave, shall not notify any event to the|user
in @ hegular cycle because no

communication cycle is generated.

Once the user of FDC master requestq to
transfer a command, the user should wait
the corresponding process completion
response for the previous command and
should not transfer any updated commpnd.

The FDC slave shall pass the user the
command received from the master AH. The
user should not return any response npr
accept any new command until procesping
the received command is completed ol the
pre-defined processing time elapses.

8.2.2 Cyclic communication mode
8.2.2.1 Cyclic communication common specifications

In the|cyclic communication mode, an event shall be generated in a constant period, refferred
as thg communication cycle. The communication process provided by the FDC ASE shall be
execufed repeatedly with this event. The communication cycle shall originate in the cyclg of an
integral multiple of the transmission cycle managed by the data link layer.

The transmission cycle should be a constant cycle event generated with the periodic running
counter synchronized with all devices.

The communication cycle of connection type shall start when the connection has been
established between the master and the slave. Therefore, before the connection is established,
even in the cyclic communication mode, the communication process cannot be synchronized
with the communication cycle but the primary cycle or the transmission cycle, and only
communication by using certain asynchronous type commands can be executed.

The communication cycle of connection-less type shall start when the C1 master AP has issued
the cyclic communication start request.

The protocol for the establishment and release of the connection shall be also provided as the
FDC ASE services.
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The communication cycle in the FDC ASE can have some effects on even the user process,
such as C1 master AP or slave AP, see Figure 12, Figure 13.

User Process
(C1 master AP)

Communication cycle

A FDC—-ComCycle.ind

Input

Processing

Output

FDC-
Command.cnf

FDC-
Command.req

A FDC-ComCycle.ind

FDC PM

(master)

[

—~

ADC master)

For e
data p
cycle

NOTE

User Process

AR-

CycleEvent.ind

A

APDU

FDC—-DataExchange.cnf

APDU

\

|
|
|
—

AR-CycleEvent.ind

The Figure 11 and Figure 12 are shown just as informative examples.

Communication cycle

_&Li FDC-DataExchange.
Ve

FDC-DataExchange,

APDU

Figure 12 — Example communication cycle of FDC master AP

ample, in the C1 master, the command output timing{_the response input timing a
rocessing timing is handled most efficiently in the.cdse when they are processed w
bvent (FDC-ComCycle.ind) as indicated in Figure 2.

A FDC-ComCycle,ind

A FDC-ComCycle.ind

FDC slave)

CycleEventiind

\ FDC-DataExchange.cnf

APDU

S
|

(slave AP) Input ><Processing Output
FDC- FDC-
Command.ind Command.rsp
FDC PM / \
(slave)
AR- A |APDU APDU A

AR-CycleEvent.ind

A ——

FDC-DataExchange|

APDU

A FDC-DataExchangel}

eq
cnf

IEC

nd the
th the

€q
cnf

IEC

Figure 13 — Example communication cycle of FDC slave AP

In the same way for the slave AP, the command input timing, the response output timing and
the data processing timing is handled most efficiently in the case when they are processed as

indicated in Figure 13.

8.2.2.2

Synchronous communication state (SyncConnected)

The word "synchronous" within the "synchronous communication state" and "synchronous
communication type command" means that also the user processes issuing the commands in
the states should be initiated or executed cyclically, as well as the FDC ASE communication
process synchronizes with the communication cycle and is executed periodically.
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The master AP should request to transfer a command and the slave AP should request to
transfer a response respectively once in each communication cycle when the FDCPM is in the
synchronous communication state. In this case, the master AP and the slave AP should watch
over the status of the synchronization activity each other by using a counter to watch ora _WDT
(Watch Dog Timer: WDT) field on each SDU.

When the master AP transfers synchronous type commands continuously for two or more times,
it can request to do them in each communication cycle one after another without waiting to
receive the corresponding response. The slave AP should complete processing the
synchronous command within the communication cycle in which the command is received and
transmit the response. The master AP and the slave AP can exchange this type of command

and re sponse with the \WWDT counter or an npprnprinfn counter to nr\l(nn\mlnr'lgn that th ey are

synchfonized with each other.

Figurg 14 shows the timing chart for the synchronous command communication,

C1 Master
AP Slave AP
FDC FDC
Master Slave
-DC-ComCycle.ind | FDC-ComCycle.ind
(the rests are omitted) | (the rests are omitted)
{ . .
FDC-Command.reg — ¢ ¢ A:/_?ommunlcatlon Cycle
CMD-PDU — \I:'DC—Command.ir d
FDC-Command.req —>e—— A __9<—<"’/FDC—Command.r;p
FDC-Command.cnf <€——— RSP-PDU —— — \I:'DC—Command.ir d
FDC-Command.req —>é—— a __9<—<“’/FDC—Command.r;p
FDC-Command.cnf <e———— —— — \I:'DC—Command.ir d
FDC-Command.req —>é—— 3 __9<—<"/FDC—Command.r;p
FDC-Command.caf\\<—— —— — \I:'DC—Command.ir d
FDC-Command.req —>é—— a __9<—<"/FDC—Command.r;p
FDC-Command.cnf <e——— — FDC-Command.ind
IEC

When the master AP transfers an asynchronous type command, the master AP should request
to transfer the next command after it has confirmed the corresponding response to the previous
command indicating the process completes by a cmdRdy-bit = 1 or "command ready", or
busy = 0.

However, even in that case, the master AP should continuously request to transfer the command
with the same contents in every communication cycle. And the slave AP should request to
transfer the response with a cmdRdy-bit = 0 or "command busy", so that each watchdog viewing
of the synchronized status through the WDT or an appropriate counter succeeds.
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NOTE The names such as "synchronous type command" and "asynchronous type command" represent whether the
user process is executed and completed while being synchronized with the communication cycle or not. On the other
hand, from the aspect of the transaction management for the command and the response, it can be said that the
synchronous type command processes asynchronous transactions, and the asynchronous type command processes
synchronous transactions.

Figure 15 shows the timing chart for the asynchronous command communication in the
synchronous state.

i

FD

FD

FD

8.2.2.

Even
shall
cyclic
~WDT

There
in ea

synch

In thi

Cl ,X;Ster Slave AP
FDC FDC
Master Slave
FDC-ComCycle.ind FDC-ComCycle.ind
) D e )
(the rests are omitted) | (the rests are omitted)
[ ..
DC—Command_req (Change) —»e — 4 J/_Commun|cat|0n Cycle
CMD-PDU - FDC-Commandind (changg
IC-Command.req (no change) ————— ’Z:=~— (_1/_;‘————*"’ FDCxCdmhand.rsp (busy)
—Command cnf (busy) <@ — — — — - - -~ S I _ _ ;
FDC-Command.cnf (busy) - RSP-PDU > \\FDC Gdmmand.ind (no chan
IC-Command.req (no change) ————— ’;::;_ ‘z/_;‘————*"’ FDC-Qommand.rsp (busy)
FDC-Command.cnf (busy) <&————- a7 Tl »—< \\FDC ommand.ind (no chan

IC-Command.req (no change)
FDC-Command.cnf (ready) <————
DC—-Command.req (change) ——®

FDC-Command.cnf (ready) <——

B

fonous‘with the event.

DC—-Command.rsp (ready)
> \\FDC—Command.ind (no chan
@~~~ FDC-Command.rsp (ready)

— FDC—-Command.ind (changg

Figure 15 — Asynchronous command communication in sync state

Asynchronous communication state (AsyncConnected)

inder the asynchronous-transmission state, the communication process of the FD(
pbe periodically initiated 'synchronous with the communication cycle, because it is
communication mgode. In this case, the master AP and the slave AP should not
(Watch Dog Timen>WDT) field on each SDU to watch over the synchronization ac

5 \State, the FDC ASE shall provide the user process with only asynchronous

=

be)

be)

be)

EC

C ASE
in the
use a
Livity.

fore, constant.periodic event with FDC-ComCycle.ind can be notified to the user pocess
Ch commudfication cycle. However, the user process need not always be op

prated

type

commands. Therefore, the masier AP can transier a new command only aiter it coniirms the
corresponding process completion response to the transferring command.

Figure 16 shows the timing chart in the asynchronous communication state.
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47 __________ ﬁh’
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Figure 16 — Asynchronous command communication in async state

Event driven communication mode

event driven communication mode, the FDCASE can have no communication cyc
mmunication process shall not be executed cyclically. The network clock cannot fu

y completed.

17 shows the timing chart in the event driven mode communication.

N \FDC—Command.ind (no change)

FDC—-Command.cnf (ready) <— —1 FDC-Command.ind (changg

ommand.ind (no ‘change)

N

IEC

e and
hction

mode, the FDC ASE provides no;service related to the synchronous type commard and
er process can only use asynchronous type commands. And the master AP can rg@quest
nsfer a command non-periodically whenever the preceding command transaction has
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Figure 17 — Event-driven-.communication

State descriptions

FDCPM-M.

Master Protocol Machine (FDCPM=M)

18 shows the FDCPM-M statechart diagram, and Table 9 describes each state

of the
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: T13,T17)
: E4/T7.1 /75 E5/T12.1
E8/T12.3 7
/T].5,
/T.7
E15/T10,
E12/T11
L E1Q/T12.11 o 125
E7/T19 E14/T9 E12/T14
S4 S3:SyncConnected
E10/T16.3
E9/T18
E8/T16.2
E15/T15
E10/T16.6
~ / IEC

Table 9 — State descriptions of FDCPM-M

Figure 18 — Statechart-diagram of FDCPM-M

S#

State

Substate

Description

SO

Disabled

State when the Master Class of FDC ASE (FDC M43ster)
has just been instantiated to an object as this PM

The PM is waiting to finish creating an AP-context pnd

to receive Enable.request from FSM ASE.

Entry/ Initial values are set in Attributes of the Masjter
object.

S1

Disconnected

State when the connection is released and the PM|is
waiting Connect.request from a FAL user

In the lower layer, a communication has been startged.

Only the connection control commands (CONNECT
DISCONNECT) and NOP command is allowed to b

transferred in this state

-

Even if the DL layer is running in the cyclic
communication mode, the communication cycle has not
been notified in this state because no connection is
established.

Idle

Substate when the PM is waiting a request to transfer a
CMD-PDU from a FAL user

WaitCMDComplete

Substate when the PM is waiting a command completion
response from the correspondent peer Slave AP
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S#

State

Substate

Description

S2

AsyncConnected

S2.0

A normal operation state to control a Slave AP or a
function of a field device through the peer FDC Slave by
using asynchronous type command

A connection with the FDC Slave is established and a
communication cycle event is notified by AR ASE. That
event is transferred as FDC-ComCycle.ind to the C1
master AP.

Any asynchronous type command can be transferred in
this state. No synchronous type command is allowed to
be transferred.

Idle

Substate when the PM is waiting a request to transfer a

S2.1

CMD-PDU from a FAL user

WaitCMDComplete

Substate when the PM is waiting a command~campletion
response from the correspondent peer Slave AP

S3

SyncConnected

S3.0

S3.1

The most time-critical operation stateo'\control a $lave
AP or a function of a field device through the peer FDC
slave by using both synchronous_and’asynchronoup
commands

A connection with the FDC)Slave has been establighed
and a communication cycle event is notified by AR|ASE.
That event is transferped as FDC-ComCycle.ind to fthe
C1 master AP.

The WDT countér or an appropriate counter on evdry

CMD-PDUs shallfunction to watch over the status pof the
synchronization activity of the C1 master AP. And $0 as
to the RWDT counter or an appropriate counter on|RSP-
PDUs for the Slave AP.

Idle

Substate when the PM is waiting a request to trandfer a
CMD-PDU from a FAL user

WaitCMDComplete

State when the connection changes to be released
because communication errors continuously occur jor the
FAL user demands it.

The PM waits in order to prevent the system
malfunctioning as a kind of interlocking mechanisn], and
then recovers to S1 state when receiving a resumse
request from the user (ResumeCycle.req).

S4

Disconnecting

State when the connection changes to be released
because communication errors continuously occur for the
FAL user demands it.

The PM waits in order to prevent the system
malfunctioning as a kind of interlocking mechanisn], and
then recovers to S1 state when receiving a resume
request from the user (ResumeCycle.req).

8.2.4.

p Triggering events

Table 10 lists each trigger event of the FDCPM-M.
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E# Trigger event: Event source | Associated parameters Description
Primitive or condition
E1 FDC-Reset.req FSM ASE
E2 FDC-Open.req FSM ASE AREPID
E3 FDC-Enable.req FSM ASE TransmissionMode
E4 FDC-Connect.req FAL user Update, CONNECT-
CMD-SDU
(C1masterAP)
E5 FDC-SyncSet.req FAL user Updata, SYNC_SET-
CMD-SDU
(C1masterAP)
E6 FDC-Disconnect.req FAL user DISCONNECT-CMD-SDU
(C1masterAP)
E7 FDC-ResumeCycle.req FAL user
(C1masterAP)
E8 FDC-Command.req FAL user Update, CMD-SDU
(C1masterAP)
E9 FDC-DataExchange.req AR ASE RSP-SDU
(FDCM-AR)
E10 AR-CycleEvent.ind AR ASE NetworkClock
(FDCM-AR)
E11 AR-SendCommand.cnf AR ASE ServiceStatus, RSP-SDU
(FDCM-AR)
E12 Error detected This object See 8.2.7 and ngtes of
Table 11
WDT failures are
detected twice s¢rially
under SyncConngct
state.
Alternatively, failures
are detected
continuously under
AsyncConnect sfate.
E13 EventConnectRSP This object status Unsigned16 Notification from
b hi
(submachine) | rsdu _CONNECT-RSP- | S-omacmne
PDU Connection-less ftype
E14 EventSynegSetRSP This object status Unsigned16 Notification from
b hi
(submachine) | rsdu _SYNC_SET-RSP- | S-omacnine
PDU
E15 EventDisconnectCMD This object csdu _DISCONNECT- Notification from
CMD-PDU submachine
(submachine)
8.2.4.3 Action descriptions at state transitions

Table 11 describes state transitions of the main SM of FDCPM-M. Moreover, Table 12 describes
state transitions of the submachine of FDCM-M.
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Table 11 — Transitions of main SM of FDCPM-M

T#

Source
State

Event (arguments) [conditions]
/ action

Target
State

T1

(any state)

E1:FDC-Reset.req
/

/*-- Clearing all attributes of the FDC master --*/;

S0:Disabled

T2

S0:Disabled

E2:FDC-Open.req
/

[*-- Initializing the EDC master --*/; @

S0:Disabled

T3

S0:Disabled

E3:FDC-Enable.req (communicationMode)

/* Notifying the DLL's communication mode, initialized
into whether the cyclic mode or the event-driven mode.
*/

/ TransMode = communicationMode;

S1:Disconneci{ed

T4

S1:Disconnected

E1:FDC-Reset.req
/

/*-- Clearing all attributes of FDC master --*/;

S0:Disabled

T5

S1:Disconnected

E13:EventConnectRSP (status, rsdu)
[rsdu.rspBody.syncmode != 1]

/ AR-StartComCycle.req;
ProtocolVersion = rsdu.rspBody:ver;
SyncMode = 0;

DTMode = rsdu.rspBody.dtmode;
SubCMDMode = rsdu‘tspBody.subcmd;
ComTime =rsdu,rspBody.com_time;

DevProfileType = rsdu.rspBody.profile_type;

S2:AsyncConnected

T6

S1:Disconnected

E13:EventConnectRSP (status, rsdu)
[rsdu.rspBody.syncmode == 1]

| AR=StartComCycle.req;
ProtocolVersion = rsdu.rspBody.ver;
SyncMode = 1;

DTMode = rsdu.rspBody.dtmode;
SubCMDMode = rsdu.rspBody.subcmd;
ComTime = rsdu.rspBody.com_time;

DevProfileType = rsdu.rspBody.profile_type;

S3:SyncConngcted

T7

S1:Disconnected

The other events

S1:Disconnec{ed

/

/*-- state-transition in the submachine --*/;

T8

S2:AsyncConnected

E1:FDC-Reset.req
/

/*-- Clearing all attributes of FDC master --*/;

S0:Disabled

T9

S2:AsyncConnected

E14:EventSyncSetRSP(status, rsdu)
/ WDT.LastMN = 0;

WDT.LastSN = 0;

RWDT.LastRMN = 0;
RWDT.LastRSN = 0;

S3:SyncConnected
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T# Source Event (arguments) [conditions] Target
State | action State
T10 S2:AsyncConnected | E15:EventDisconnectCMD (csdu) S4:Disconnecting
| [*-- no-operation --*/;
T11 S2:AsyncConnected E12: Errors occur continuously & b,c S4:Disconnecting
/I*-- no-operation --*/;
T12 S2:AsyncConnected | The other events S2:AsyncConnected
/
/*-- state-transition in the submachine --*/;
T13 S3:SyncConnected E1:FDC-Reset.req S1:Disablegd
/
/*-- Clearing all attributes of FDC master --*/
T14 S3:SyncConnected E12: Errors occur serially twice. b S2:AsyncConrnected
/I*-- no-operation --*/;
T15 S3:SyncConnected E15:EventDisconnectCMD(csdu) S4:Disconnec{ing
/ [*-- no-operation --*/;
T16 S3:SyncConnected The other events S3:SyncConngcted
/
/*-- state-transition in the submachine --*/;
T17 S4:Disconnecting E1:FDC-Reset.req S1:Disabled
/
/*-- Clearing all attributes of the FDC master --*/
T18 S4:Disconnecting E9:FDC-DataExchange.req (rsdu) S4:Disconnecl{ing
/ csdu.cmd = disconnect;
FDC-DataExchange.cnf (csdu);
T19 S4:Disconnecting E7:FDC-ResumeCycle.req S2:Disconnecfed
/
[%*-=/Clearing internal information related to the
communication cycle and alarm information --*/;
8 THe detailed process depends on the system implementation.
b Implementers need Sseme mechanisms to count or manage errors.
¢ THe threshold®f.error duration count is an implementation matter.
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T#

Source
State

Event (arguments) [conditions]
/ action

Target
state

T7.1

S$1.0:Idle

E4:FDC-Connect.req (csdu)

/ LastCMD-SDU = csdu;

If (TransMode == EventDriven)
AR-SendCommand.req (csdu);

else /*-- no-operation --*/;

S1.1:
WaitCMDComplete

T7.2

S$1.0:1dle

E6:FDC-Disconnect.req (csdu)

S1.0: Idle

/ LastCMD-SDU = csdu;
If (TransMode == EventDriven)
AR-SendCommand.req (csdu);

else /*-- no-operation --*/;

T7.3

S$1.0:1dle

E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm
-]

/ LastRSP-SDU = rsdu;
csdu = LastCMD-SDU;
FDC-DataExchange.cnf (csdu);

S$1.0:1dle

T7.4

S1.1:

WaitCMDComplet
e

E9:FDC-DataExchange.req (rsdu) [/*-- fsdu has no alarm
--*/ && ((rsdu.rcmd != LastCMD-SDUsmd) ||
(status.cmdRdy != 1) )]

/ LastRSP-SDU = rsdu;
csdu = LastCMD-SDU;
FDC-DataExchange.cnf.(Csdu);

S1.1:
WaitCMDComplete

T7.5

S1.1:

WaitCMDComplet
e

E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm
--*/ && (rsdu.remd,== LastCMD-SDU.cmd) &&
(status.cmdRdy,== 1) && (LastCMD-SDU.cmd ==
connect)]

/ LastRSP-SDU = rsdu;
csdu ="LastCMD-SDU;
FDC-DataExchange.cnf (csdu);
FDC-Connect.cnf (status, rsdu);

/*-- signal E13:EventConnectRSP to the main machine --
*/;

Exit to the majin
machine

T7.6

S1.1:

WaitEMDComplet
e

E11:AR-SendCommand.cnf (status, rsdu) [/*-- status has
no alarm --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) &&
(status.cmdRdy != 1)]

/ LastRSP-SDU = rsdu;

S1.1:
WaitCMDComplete

csdu = LastiCMD-SDU;
AR-SendCommand.req (csdu);

/* Comment: TransMode is EventDriven. */

T7.7

S1.1:

WaitCMDComplet
e

E11:AR-SendCommand.cnf (status, rsdu) [/*-- status has
no alarm --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) &&
(status.cmdRdy == 1) && (LastCMD-SDU.cmd ==
connect)]

/ LastRSP-SDU = rsdu;
csdu = LastCMD-SDU;
FDC-Connect.cnf (status, rsdu);

/*-- signal E13:EventConnectRSP to the main machine --
*/;

Exit to the main
machine
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T# Source Event (arguments) [conditions] Target
State | action state
T12.1 S2.0:ldle E5:FDC-SyncSet.req (csdu) S2.1:
/ LastCMD-SDU = csdu; WaitcMDComplete
T12.2 S2.0:1dle E6:FDC-Disconnect.req (csdu) Exit to the main
/ LastCMD-SDU = csdu; machine
If (TransMode == EventDriven)
AR-SendCommand.req (csdu);
else /*-- no-operation --*/;
/*;; signal ET5:EveniDisconnectCMD to the main machine
T12.3 S2.0:1dle E8:FDC-Command.req (csdu) S2.1;

WaitCMD let
/ LastCMD-SDU = csdu: altCMDConplete

If (TransMode == EventDriven)
AR-SendCommand.req (csdu);

else /*-- no-operation --*/;

T12.4 S2.0:ldle E10: AR-CycleEvent.ind S2.0: Idle
/ FDC-ComCycle.ind
T12.5 S2.1: E6:FDC-Disconnect.req (csdu) Exit to the majin
machine

WaitCMDComplet / LastCMD-SDU = csdu;
© If (TransMode == EventDriven)
AR-SendCommand.req (csdu);
else /*-- no-operation --*k

/*-- signal E15:EventBisconnectCMD to the main machine
__*/;

T12.6 S2.1: E9:FDC-DataExehange.req (rsdu) [/*-- rsdu has no alarm S2.1:

) --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) && WaitCMDComplete
ZVa'tCMDCO"‘P'et (status.cmdRdy != 1)]

/ LastRSP-SDU = rsdu;
csdu/= LastCMD-SDU;
FDC-DataExchange.cnf (csdu);

T12.7 S2.1: E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm Exit to the majin
) --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) && machine
WaitCMDComplet | (status.cmdRdy == 1) && (LastCMD-SDU.cmd ==
e sync_set)]

/ LastRSP-SDU = rsdu;

csdu = LastCMD-SDU;
FDC-DataExchange.cnf (csdu);
FDC-SyncSet.cnf(+);

/*-- signal E14:EventSyncSetRSP to the main machine --
*/’

T12.8 S2.1: E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm S2.0:1dle
) --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) &&
WaitCMDComplet | (satus.cmdRdy == 1) && (LastCMD-SDU != sync_set)]

© / LastRSP-SDU = rsdu;

csdu = LastCMD-SDU;
FDC-DataExchange.cnf (csdu);
FDC-Commnand.cnf (+);
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T# Source Event (arguments) [conditions] Target
State | action state
T12.9 S2.1: E11:AR-SendCommand.cnf (status, rsdu) [/*-- status has S2.1:
) no alarm --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) && WaitCMDComplete
ZVa'tCMDCO"‘P'et (status.cmdRdy != 1)]
/ LastRSP-SDU = rsdu;
csdu = LastCMD-SDU;
If (TransMode == EventDriven)
AR-SendCommand.req (csdu);
else /*-- no-operation --*/;
T12.1p | S2.1: E11:AR-SendCommand.cnf (status, rsdu) [/*-- status has S2.0:I1dle
) no alarm --*/ && (rsdu.rcmd == LastCMD-SDU.cmd) &&
\éValtCMDCompIet (status.cmdRdy == 1)]
/ LastRSP-SDU = rsdu;
FDC-Command.cnf (+);
T12.1]l S2.1: E10: AR-CycleEvent.ind S2.1:
WaitCMDComplet / FDC-ComCycle.ind WaitCMDComplete
e
T16.1 S3.0:1dle E6:FDC-Disconnect.req (csdu) Exit to the majin
machine
/ LastCMD-SDU = csdu;
/*-- signal E15:EventDisconnectCMD,to(the main machine
__*/;
T16.2 S3.0:Idle E8:FDC-Command.req (csdu) S3.1:
WaitCMDC let
/ LastCMD-SDU = csdu: al oneiete
T16.3 S3.0:ldle E10: AR-CycleEvent.ind S3.0: Idle
/ FDC-ComCycle.ind
T16.4 S3.1: E6:FDC-Disconnect.req (csdu) Exit to the majin
) machine
WaitCMDComplet / LastCMD-SDU = csdu;
e
/*-- signal E15:EventDisconnectCMD to the main machine
__*/;
T16.5 S3.1: E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm S3.1:
) +*/ && (rsdu.rcmd == LastCMD-SDU.cmd) && WaitCMDComplete
ZVa'tCMDCO"‘P'et (status.cmdRdy != 1)] o
/ LastRSP-SDU = rsdu; . .
Exit to the majin
if (rsdu.rwdt.rsn != LastRSN) machine, wheph E12
has been issued.
{/*-- signal E12 watchdog counter error to the main sS4
machine--*/;}
else
{LastRSN = rsdu.rwdt.rsn;

csdu = LastCMD-SDU;

LastSN = LastRSN;
csdu.wdt.mn = LastMN;
csdu.wdt.sn = LastSN;
FDC-DataExchange.cnf (csdu);}
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T#

Source
State

Event (arguments) [conditions]
| action

Target
state

T16.6

S§3.1:

WaitCMDComplet
e

E9:FDC-DataExchange.req (rsdu) [/*-- rsdu has no alarm
--*/ && (rsdu.rcmd == CMD-SDU.cmd) && (status.cmdRdy
== 1)]

/ LastRSP-SDU = rsdu;
if (rsdu.rwdt.rsn != LastRSN)

{/*-- signal E12 watchdog counter error to the main
machine --*/;}

else

S3.0:Idle
or

Exit to the main
machine, when E12
has been issued.

{astRSN-=—+rsdurwdtren;
csdu = LastCMD-SDU;

LastSN = LastRSN;
csdu.wdt.mn = LastMN;
csdu.wdt.sn = LastSN;
FDC-DataExchange.cnf (csdu);

FDC-Command.cnf (status, rsdu);}

T16.7

S§3.1:

WaitCMDComplet
e

E10: AR-CycleEvent.ind
/ FDC-ComCycle.ind
LastMN++;

LastRSN++;

S3.1:
WaitCMDComplete

8.2.5
8.2.5.

Figurg
FDCP

M-S.

Slave Protocol Machine (FDCPM-S)

( State descriptions

19 shows the FDCPM-S statechart diagram, and Table 13 describes each state |of the
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Figure 19 — Statechart diagram of FDCPM-S

Table 13 — State descriptions of FDCPM-S

E9
T16.1 gg/T165

:T16.2 :j

/T16.3

E15/T15

T16.7

EJ0/T16.9

IEC

S#

State

Substate

Description

SO

Disabled

State when the Slave Class of FDC ASE (FDC Slaye)
has just been instantiated to an object as this PM

The PM is waiting to finish creating an AP-context pnd
to receive Enable.request from FSM ASE.

Entry/ Initial values are set in Attributes of the Slay
object.

[]

S1

Disconnected

State when the connection is released and the PM|is
waiting Connect.request from the peer C1 master AP

In the lower layer, a communication has been startged.

Only the connection control commands (CONNECT|
DISCONNECT) and NOP command is allowed to b
transferred in this state.

-

Even if the DL layer is running in the cyclic
communication mode, the communication cycle has not
been notified in this state because no connection is
established.

Idle

Substate when the PM is waiting to receive a CMD-PDU
from a peer C1 master AP

WaitRSPComplete

Substate when the PM is waiting for the corresponding
response to transfer from a FAL user or the Slave AP.
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S#

State

Substate

Description

S2

AsyncConnected

S2.0

A normal operation state to transfer the controlling
command from the C1 Master AP to the Slave AP and
execute a function of a field device with the
asynchronous type command

A connection with the FDC Master is established and a
communication cycle event is notified by AR ASE.

Any asynchronous type command can be transferred in
this state. No synchronous type command is allowed to
be transferred.

Idle

Substate when the PM is waiting to receive a CMD-PDU
from a peer C1 master AP

S2.1

WaitRSPComplete

Substate when the PM is waiting for the correspon
response to transfer from a FAL user or the Slave

Hing
AP.

S3

SyncConnected

S3.0

The most time-critical operation state to,transfer th
controlling command from the C1 MasterAP to the
Slave AP and execute a function of-a field device With
both synchronous and asynchronous’commands

[

shed
ASE.
the

A connection with the FDC Master has been establ
and a communication cycle.event is notified by AR
That event is transferred(as FDC-ComCycle.ind to
Slave AP.

The WDT counter-on’ every CMD-PDUs shall functi
watch over the status of the synchronization activit
the C1 master AB. And so as to the RWDT counter
RSP-PDUs for the Slave AP.

bn to
y of
on

S3.1

Idle

Substate)when the PM is waiting to receive a CMD}PDU

from.a.peer C1 master AP

WaitRSPComplete

Substate when the PM is waiting for the correspon
tesponse to transfer from a FAL user or the Slave

ling
\P.

sS4

Disconnecting

State when the connection changes to be released
because communication errors continuously occur
FAL user demands it.

or the

The PM waits in order to prevent the system
malfunctioning as a kind of interlocking mechanisn]
then recovers to S1 state when receiving a resume
request from the user (ResumeCycle.req).

, and

8.2.5.

Table

p

Triggering'events

14 lists each.trigger event of the FDCPM-S.

Table 14 — Trigger event descriptions of FDCPM-S

E#

Trigger event:

Event

Associated parameters Descriptiorr

[ -
rrmraveorconar

m
on

sSource

E1

FDC-Reset.req

FSM ASE

E2

FDC-Open.req

FSM ASE

AREPID

E3

FDC-Enable.req

FSM ASE

TransmissionMode

E4

FDC-Connect.rsp

FAL user
(Slave AP)

ServiceStatus,
ProgressStatus, RSP-
SDU

ES

FDC-SyncSet.rsp

FAL user
(Salve AP)

ServiceStatus,
ProgressStatus, RSP-
SDU

E6

FDC-Disconnect.rsp

FAL user
(Slave AP)

ServiceStatus,
ProgressStatus, RSP-
SDbu
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E# Trigger event: Event Associated parameters Description
Primitive or condition source
E7 FDC-ResumeCycle.req FAL user
(Slave AP)
E8 FDC-Command.rsp FAL user ServiceStatus,
ProgressStatus, RSP-
(Slave AP) SDU
E9 FDC-DataExchange.req AR ASE CMD-SDU
(FDCS-AR)
E10 AR-CycleEvent.ind AR ASE NetworkClock
(FDCS-AR)
E11 AR-SendCommand.ind AR ASE CMD-SDU
(FDCS-AR)
E12 Error detected This object See 82.7.
WDT failures are|
detected twice sgrially
under SyncConngct
state.
Alternatively, failpres
are detected
continuously under
AsyncConnect stpte.
E13 EventConnectRSP This object status\Unsigned16 Notification from
b hi
(submachine) | rs@d ~CONNECT-Rsp- | Slomachine
PDU
E14 EventSyncSetRSP This object status Unsigned16 Notification from
b hi
(submackhinie) | rsdu _SYNC_SET-Rsp- | S omachine
PDU
E15 EventDisconnectCMD This-object csdu _DISCONNECT- Notification from
) CMD-PDU submachine
(submachine)
8.2.5.3 Action descriptions at state transitions

Table

Table

15 describes state fransitions of the main SM of FDCPM-S. Moreover,

16 describes\state transitions of the submachine of FDCPM-S.

Table 15 — Transitions of main SM of FDCPM-S

T# Source Event (arguments) [conditions] Target
State +-action State—
T1 (any state) E1:FDC-Reset.req S0:Disabled
/
/*-- Clearing all attributes of the FDC slave --*/;
T2 S0:Disabled E2:FDC-Open.req S0:Disabled
/
/*-- Initializing the FDC slave --*/; a
T3 S0:Disabled E3:FDC-Enable.req (communicationMode) S1:Disconnected
/ TransMode = communicationMode;
T4 S1:Disconnected E1:FDC-Reset.req S0:Disabled
/
/*-- Clearing all attributes of FDC master --*/;
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T#

Source
State

Event (arguments) [conditions]
| action

Target
State

T5

S1:Disconnected

E13:EventConnectRSP (status, rsdu)
[rsdu.rspBody.syncmode != 1]

/ AR-StartComCycle.req;
ProtocolVersion = rsdu.rspBody.ver.;
SyncMode = 0;

DTMode = rsdu.rspBody.dtmode;
SubCMDMode = rsdu.rspBody.subcmd;

ComTime = rsdu.rspBody.com time;

S2:AsyncConnected

DevProfileType = rsdu.rspBody.profile_type;

T6

S1:Disconnected

E13:EventConnectRSP (status, rsdu)
[rsdu.rspBody.syncmode == 1]

/ AR-StartComCycle.req;
ProtocolVersion = rsdu.rspBody.ver;
SyncMode = 1;

DTMode = rsdu.rspBody.dtmode;
SubCMDMode = rsdu.rspBody.subcmd;
ComTime = rsdu.rspBody.com_time;

DevProfileType = rsdu.rspBody.profile \type;

S3:SyncConngcted

T7

S1:Disconnected

The other events
/

/*-- state-transition in the‘submachine --*/;

S1:Disconnec{ed

T8

S2:AsyncConnected

E1:FDC-Reset.req
/

/*-- Clearing allattributes of FDC slave --*/;

S0:Disabled

T9

S2:AsyncConnected

E14:EventSyncSetRSP (status, rsdu)
/

WDT:LastMN = 0;

WDT.LastSN = 0;

RWDT.LastRMN = 0;
RWDT.LastRSN = 0;

S3:SyncConngcted

T10

S2:AsyncCannected

E15:EventDisconnectCMD (csdu)

/ [*-- no-operation --*/;

S4:Disconnec{ing

T11

$2:AsyncConnected

E12: Errors occur continuously b, ¢

/ [*-- no-operation --*/;

S4:Disconnecl{ing

T12

S2:AsyncConnected

The other events
/

/*-- state-transition in the submachine --*/;

S2:AsyncConnected

T13

S3:SyncConnected

E1:FDC-Reset.req
/

/*-- Clearing all attributes of FDC master --*/;

S1:Disabled

T14

S3:SyncConnected

E12: Errors occur serially twice b

| [*-- no-operation --*/;

S2:AsyncConnected

T15

S3:SyncConnected

E15:EventDisconnectCMD (csdu)

/ [*-- no-operation --*/;

S4:Disconnecting
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T# Source Event (arguments) [conditions] Target
State | action State
T16 S3:SyncConnected The other events S3:SyncConnected
/
/*-- state-transition in the submachine --*/;
T17 S4:Disconnecting E1:FDC-Reset.req S1:Disabled
/
/*-- Clearing all attributes of the FDC slave --*/;
T18 S4:Disconnecting E9:FDC-DataExchange.req (csdu) S4:Disconnecting
7Tsdu.cmd = disconnect,
FDC-DataExchange.cnf (rsdu);
T19 S4:Disconnecting E6:FDC-Disconnect.rsp (rsdu) S4:Discenneciing
/ LastRSP-SDU = rsdu;
If (TransMode == EventDriven)
AR-SendCommand.rsp (rsdu);
else /*-- no-operation --*/;
T20 S4:Disconnecting E7:FDC-ResumeCycle.req S2:Disconnec{ed
/
/*-- Clearing internal information relatéd to
the communication cycle and alarm,information --*/;
2 THe detailed process depends on the system implementationt
b Implementers need some mechanisms to count or manage' errors.
¢ THe threshold of error duration count is an implementation matter.
Table 16 — Transitions of submachine of FDCPM-S
T# Source Event (arguments) [conditions] Targe
State / action state
T7.1 S1.0:1dle E9:FDC-DataExchnage.req (csdu) [csdu == LastCMD-SDU] S1.0: Idle
/ rsdu = LastRSP-SDU,;
FDC-DataExchange.cnf (rsdu);
T7.2 S1.0:1dle E9:FDC-DataExchnage.req (csdu) [(csdu != LastCMD-SDU) | S1.1:
&& (csdu.cmd == connect) ] WaitRSPComplet
/ LastCMD-SDU = csdu; e
rsdu = LastRSP-SDU;
EDC-DataExchange cnf (rsdu);
FDC-Connect.ind (csdu);
T7.3 S1.0:1dle E9:FDC-DataExchnage.req (csdu) [(csdu != LastCMD-SDU) | S1.1:

&& (csdu.cmd == disconnect) ]
/ LastCMD-SDU = csdu;

rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Disconnect.ind (csdu);

WaitRSPComplet
e
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T# Source Event (arguments) [conditions] Target
State | action state
T7.4 S1.0:1dle E9:FDC-DataExchange.req (csdu) [(csdu != LastCMD-SDU) | S1.1:
&& (csdu.cmd == nop )] WaitRSPComplet
/ LastCMD-SDU = csdu; e
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Command.ind (csdu);
T7.5 S1.0:1dle E11:AR-SendCommand.ind (status, csdu) [(csdu != S1.1:
LastCMD-SDU) && (csdu.cmd == connect) ] WaitRSPComplet
/ LastCMD-SDU = csdu;
FDC-Connect.ind (csdu);
T7.6 S1.0:1dle E11:AR-SendCommand.ind (status, csdu) [(csdu != S1:11
LastCMD-SDU) && (csdu.cmd == disconnect) ] WaitRSPComplet
/ LastcMD-SDU = csdu; ©
FDC-Disconnect.ind (csdu);
T7.7 S1.0:1dle E11:AR-SendCommand.ind (status, csdu) [(csdu != S1.1:
LastCMD-SDU) && (csdu.cmd == nop) ] WaitRSPComplet
/ LastCMD-SDU = csdu; ©
FDC-command.ind (csdu);
T7.8 S1.1: E4: FDC-Connect.rsp (rsdu) exit from thg
WaitRSPComplete | / LastRSP-SDU = rsdu: submachine
If (TransMode == EventDriven)
{AR-SendCommand.rsp (rsdu);/*-- signal
E13:EventConnectRSP.ta the main machine --*/;}
else /*-- no-operation -=*/;
T7.9 S1.1: E6:FDC-Disconnéct.rsp (rsdu) S1.0: Idle
WaitRSPComplete | / LastRSP-SDU = rsdu;
If (TransMode == EventDriven)
{AR-SendCommand.rsp (rsdu);}
élse /*-- no-operation --*/;
T7.10 S1.1: E8:FDC-Command.rsp (rsdu) S1.0: Idle
WaitRSPComplete | / LastRSP-SDU = rsdu;
If (TransMode == EventDriven)
{AR-SendCommand.rsp (rsdu);}
else /*-- no-operation --*/;
T7.11 S1.1: E9: FDC-DataExchnage.req (csdu) S1.1:
. WaitRSRComplet
WaitRSPComplete | / rsdu = LastRSP-SDU; e
FDC-DataExchange.cnf (rsdu);
T12.1 S2.0: Idle E9: FDC-DataExchange.req (csdu) [ csdu == LastCMD- S2.0: Idle
SDU ]
/ rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
T12.2 S2.0:1dle E9:FDC-DataExchange.req (csdu) [(csdu != LastCMD-SDU) | S2.1:

&& (csdu.cmd == sync_set) ]

/ LastCMD-SDU = csdu;

rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-SyncSet.ind (csdu);

WaitRSPComplet
e
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T# Source Event (arguments) [conditions] Target
State | action state
T12.3 S2.0:1dle E9:FDC-DataExchange.req (csdu) [(csdu != LastCMD-SDU) | exit from the
&& (csdu.cmd == disconnect) ] submachine
/ LastCMD-SDU = csdu;
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Disconnect.ind (csdu);
i’;—- signal E15:EventDisconnectCMD to the main machine --
T12.4 S2.0: Idle E9: FDC-DataExchange.req (csdu) [ (csdu != LastCMD- S2.1:
SDU) && ((csdu.cmd != sync_set) || (csdu.cmd != WaitRSRComplet
disconnect)) ] e
/ LastCMD-SDU = csdu;
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Command.ind (csdu);
T12.5 S2.0:1dle E11:AR-SendCommand.ind (status, csdu) [(csdull= exit from thd
LastCMD-SDU) && (csdu.cmd == disconnect)(] submachine
/ LastCMD-SDU = csdu;
FDC-Disonnect.ind (csdu);
i;-- signal E15:EventDisconnectCMB‘to the main machine --
T12.6 S2.0:1dle E11:AR-SendCommand.ind (status, csdu) [(csdu != S2.1:
LastCMD-SDU) && (csdu.cmd'!= disconnect) ] WaitRSPComplet
/ LastCMD-SDU = csdus e
FDC-Command.ind(csdu);
T12.7 S2.0:1dle E10: AR-CycleEvent.ind S2.0:1dle
/ FDC-ComCycle.ind;
T12.8 S2.1: E5: FDC=SyncSet.rsp (rsdu) exit from thg
WaitRspComplete / LGSIRSP-SDU = rsdu: submaching]
/*+- signal E14:EventSyncSetRSP to the main machine --*/;
T12.9 S2.1: E8: FDC-Command.rsp (rsdu) S2.0: Idle
WaitRspCOmMRIete™ | | | 2stRSP-SDU = rsdu;
If (TransMode == EventDriven)
{AR-SendCommand.rsp (rsdu);}
else /*-- no-operation --*/;
T12.1Pp\[N\82.1: E9: FDC-DataExchange.req (csdu) [csdu == LastCMD-SDU] | S2.1:
WaltRSPTomplete / rsdu = LastRSP-SDU: ZVaIIKbI—’L,O plet
FDC-DataExchange.cnf (rsdu);
T12.11 S2.1: E9:FDC-DataExchange.req (csdu) [(csdu != LastCMD-SDU) | exit from the

WaitRSPComplete

&& (csdu.cmd == disconnect) ]
/ LastCMD-SDU = csdu;

rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Disconnect.ind (csdu);

/*-- signal E15:EventDisconnectCMD to the main machine --
*/’

submachine



https://iecnorm.com/api/?name=10dfefe2097370ff3606e803a157f9c4

- 100 —

IEC 61158-6-24:2023 © |EC 2023

T# Source Event (arguments) [conditions] Target
State | action state
T12.12 | S2.1: E9: FDC-DataExchange.req (csdu) [(csdu != LastCMD- S2.1:
WaitRSPComplete | SDU) && (csdu.cmd != disconnect)] WaitRSPComplet
/ LastCMD-SDU = csdu; e
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Command.ind (csdu);
T12.13 | S2.1: E11:AR-SendCommand.ind (status, csdu) [(csdu != exit from the
WaitRSPComplete | LastCMD-SDU) && (csdu.cmd == disconnect) ] submachine
/ LastCMD-SDU = csdu;
FDC-Disonnect.ind (csdu);
/*-- signal E15:EventDisconnectCMD to the main machine --
*/;
T12.14 | S2.1: E10: AR-CycleEvent.ind S2.1:
WaitRSPC let WaitRSPC let
al OMPIEe |/ FDC-ComCycle.ind; o opnee
T16.1 S3.0: Idle E9: FDC-DataExchange.req (csdu) [ csdu == LastCMD- S3.0: Idle
SDU ]
or
/ LastCMD-SDU = csdu; . .
Exit to the npain
if (csdu.wdt.mn != LastMN) machine, when
E12 has b
{/*-- signal E12 watchdog counter efror to the main machine issuedas e
=13} '
else {
LastMN = csdu.wdt.mn;
rsdu = LastRSP-SDU;lkastRMN = LastMN;
rsdu.rwdt.rmn = LastRMN;
rsdu.rwdt.rsn =\LastRSN;
FDC-DataExchange.cnf (rsdu);}
T16.2 S3.0: Idle E9:FDE=DataExchange.req (csdu) [(csdu != LastCMD-SDU) | xit from the
&&-(esdl.cmd == disconnect) ] submachine]
/-LastCMD-SDU = csdu;
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Disconnect.ind (csdu);
/*-- signal E15:EventDisconnectCMD to the main machine --
*/;
T16.3 8§3)0: Idle E9: FDC-DataExchange.req (csdu) [ (csdu != LastCMD- S3.1:
SDU) && (csdu.cmd != disconnect)] WaitRSPComplet

/ LastCMD-SDU = csdu;
if (csdu.wdt.mn != LastMN)

{/*-- signal E12 watchdog counter error to the main machine
-*13}

else {

LastMN = csdu.wdt.mn;

rsdu = LastRSP-SDU;
LastRMN = LastMN;
rsdu.rwdt.rmn = LastRMN;
rsdu.rwdt.rsn = LastRSN;
FDC-DataExchange.cnf (rsdu);
FDC-Command.ind (csdu);}

or

Exit to the main
machine, when
E12 has been
issued.
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T# Source Event (arguments) [conditions] Target
State | action state
T16.4 S3.0:1dle E10: AR-CycleEvent.ind S3.0:1dle
/ FDC-ComCycle.ind;
T16.5 S3.1: E8: FDC-Command.rsp (rsdu) S3.0: Idle
WaitRspComplete | | - G{RSP-SDU = rsdu;
T16.6 S3.1: E9: FDC-DataExchange.req (csdu) [csdu == LastCMD-SDU] | S3.1:
WaitRSPComplete / \éVaitRSPCompIet
if (csdu.wdt.mn != LastMN) or
{7=-signal ETZ watchdog Counter error o the mam machine | Exit to the main
-1} machiney when
else { E12 Ras'‘begn
issued.
LastMN = csdu.wdt.mn;
rsdu = LastRSP-SDU;
LastRMN = LastMN;
rsdu.rwdt.rmn = LastRMN;
rsdu.rwdt.rsn = LastRSN;
FDC-DataExchange.cnf (rsdu);}
T16.7 S3.1: E9:FDC-DataExchange.req (csdu) [(csdutl= LastCMD-SDU) | exit from thd
WaitRSPComplete | && (csdu.cmd == disconnect) ] submachine
/ LastCMD-SDU = csdu;
rsdu = LastRSP-SDU;
FDC-DataExchange.cnf (rsdu);
FDC-Disconnect.ind (esdu);
i;-- signal E15:EventDisconnectCMD to the main machine --
T16.8 S3.1: E9: FDC-DataExchange.req (csdu) [(csdu != LastCMD- S3.1:
WaitRSPComplete | SDU) && (csdu.cmd != disconnect)] WaitRSPCofmplet
/ LastGMD-SDU = csdu; e
if (csdu.wdt.mn 1= LastMN) or
{/*-- signal E12 watchdog counter error to the main machine iﬁi;?n::ewr: Zinn
=1} E12 has begn
else { issued.
LastMN = csdu.wdt.mn;
rsdu = LastRSP-SDU;
LastRMN = LastMN;
rsdu.rwdt.rmn = LastRMN;
rsdu.rwdt.rsn = LastRSN;
FDC-DataExchange.cnf (rsdu);
FDC-Command.ind (csdu);}
T16.9 S3.1: E10: AR-CycleEvent.ind S3.1:

WaitRSPComplete

/FDC-ComCycle.ind;

/*-- counting up watchdog counter --*/;
LastMN++;

LastRSN++;

WaitRSPComplet
e
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8.2.6 Monitor Protocol Machine (FDCPM-MN)
8.2.6.1 State descriptions

Figure 20 shows the FDCPM-MN statechart diagram, and Table 17 describes each state of the
FDCPM-MN.

E1/T1

=80 L EN/T4
VA

E3/T3

4 S1: Monitoring )

/entry
/T5.0

E4/T5.1[ S1.0 ]E7/T5.4 ]

E6

ES
T5.
/153 /Tb5.2

S1.1 S1.2

S  IEC

Figuré 20 — Statechart diagram of FDCPM-MN

Table 17 — State descriptions of FDCPM-MN

S# State Substate Description
SO Disabled State when the Monitor Class of FDC ASE (FDC
Monitor) has just been instantiated to an object as fhis
PM

The PM is waiting to finish creating an AP-context pnd
to receive Enable.request from a FSM ASE.

Entry/ Initial values are set in Attributes of the Monitor

object.

S1 Monitoring A normal operation state to provide services to monitor
a CMD-PDU or a RSP-PDU for the FAL user or the
Monitor AP.

S1.0 Idle Substate when the PM is waiting the read request for a

CMD-PDU or a RSP-PDU from a FAL user.

S1.1 WaitCMDData Substate when the PM is waiting to get a CMD-PDU
from the corresponding AR ASE

S1.2 WaitRSPData Substate when the PM is waiting to get a RSP-PDU from
the corresponding AR ASE
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8.2.6.2 Triggering events
Table 18 lists each trigger event of the FDCPM-MN.

Table 18 — Trigger event descriptions of FDCPM-MN

E# Trigger event: Event source Associated parameters Description
Primitive or condition

E1 FDC-Reset.req FSM ASE

E2 FDC-Open.req FSM ASE AREPIDList

E3 FDC-Enablie.req FSMASE Transmissionviode

E4 FDC-GetCMD.req FAL user APID
(Monitor AP)

E5 FDC-GetRSP.req FAL user APID
(Monitor AP)

E6 AR_GetCMD.cnf AR ASE ServiceStatus, CMD-SDU
(FDCMN-AR)

E7 AR-GetRSP.cnf AR ASE ServiceStatus, RSR-SDU
(FDCMN-AR)

8.2.6.3 Action descriptions at state transitions

Table|19 describes state transitions of the mainy'SM of FDCPM-MN. Moreover, Taple 20
descripes state transitions of the submachine o, FDCPM-MN.

Table 19 — Transitions of main SM of FDCPM-MN

T# Source Event (arguments) [conditions] Targe
State | action State
T1 (Initial state) E1:RDC*Reset.req S0:Disabled

/

/*-- Clearing all attributes of the FDC monitor --*/;
T2 S0:Disabled E2:FDC-Open.req S0:Disabled
/

/*-- Initializing the FDC monitor --*/; @

T3 S0:Disabled E3:FDC-Enable.req (communicationMode)/ TransMode = S1:Monitoringg
communicationMode;

[*-- Stores the communication mode into the attribute,.--*/

T4 S1:Monitoring E1:FDC-Reset.req S0:Disabled
/

/*-- Clearing all attributes of the FDC monitor --*/;

8 The detailed process depends on the system implementation.
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T# Source Event (arguments) [conditions] Target
State | action state
T5.0 S0 /entry S1.0:Idle
(T3) / I*-- no-operation --*/;
T5.1 S1.0:1dle E4:FDC-GetCMD.req (NodelD) S1.1:WaitCMDData
/
/*-- Generates DL-NodelD from the NodelD --*/
AR-GetCMD.req (DL-NodelD)
T5.2 S1.0:Idle E5:FDC-GetRSP.req (NodelD) S1.2:WaitRSHData
/
/*-- Generates DL-NodelD from the NodelD --*/.
AR-GetRSP.req (DL-NodelD)
T5.3 S1.1:WaitCMDDat | E6:AR-GetCMD.cnf (+) (CMD_ASDU) S1.0:Idle
@ / FDC-GetCMD.cnf (+) (CMD_ASDU)
T5.4 S1.2:WaitRSPDat | E7:AR-GetRSP.cnf (+) (RSP_ASDU) S1.0:Idle
2 / FDC-GetCMD.cnf (+) (RSP_ASDU)
8.2.7 Error procedure summary
8.2.7.1 Error detecting overview
The fqllowing shows the errors detected in the #DC service. When an error is detected,|if any
commind is executed, both of the master and slave shall stop it and transition into 4 state
whereg] it can accept a new command to execute the resume process performed by the AP.
Only the definition of the errors is_described in this document. The primary error detection
proce$sing or mechanism depends oh the implementation, and so do the alarm notifying method
and the resume processing from(the error. They are out of the scope of this document.
The fqllowing errors are defined:
e communication errar: receipt status such as no DL-PDU receipt and FCS error detegted in

th

lower layer;

e wdtchdog ,cetnter error: abnormal value of the watchdog counter of the partper in
sypchroneus communication state, which is detected in the mutual monitoring by the master
and the slave;

o illggalcycle timing: abnormal value (beyond the jitter allowance) in the transmissionl cycle

detected by the slave;

e response timeout: response time-out detected by the master;

e illegal sync command: synchronization command reception in the state other than the

synchronous communication, which is detected by the slave user.

8.2.7.2

Communication error

FDC master and slave can receive a notification in FDC-DataExchange request from AR ASE
when FCS error or no-reception error for the reception DL-PDU is detected by the lower layer.

If the PM is under the synchronous communication state when the error is detected, it shall
make a state transition to the asynchronous communication state.
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In case of detection by an FDC master PM, if it has a pending command and waiting the
response, it shall discard the command to abort the waiting state.

In case of detection by an FDC slave PM, if it has a processing command, it shall discard the
command and the just sending response as well, if it has one. And the FDC slave PM shall edit
the cmd_stat field or the status field in the RSP-PDU.

8.2.7.3 Watchdog counter error

The watchdog counters shall be a mechanism in the synchronous communication state, for one
FDC ASE to detect the peer ASE s out of sync W|th the commumcatlon cycle Once the ASE
to the

FDC yser through the FSM ASE

When|either of an FDC master PM or an FDC slave PM detects the error serially twice, it shall
make [the state transition to an asynchronous communication state, not to accept synchrpnous
commpands after that.

In the|case of detection by the FDC Master PM, if the command is pending and the FDC Master
PM is|waiting for a response, it shall discard the command to abort(the waiting state.

nd and the just sending response as well, if it has one,"\And the FDC slave PM shall edit

In ca}e of detection by an FDC slave PM, if it has a processing.Command, it shall discard the
d_stat field or the status field in the RSP-PDU.

8.2.7.4 lllegal cycle timing

The "illegal cycle timing" is a kind of error that;shows that an FDC slave detects an abrjormal
cycle [itter by measuring the transmission cygle period. At every transmission cycle events, the
FDC glave shall measure the elapsed time since the previous event. And if the measured|value
is diffTrent from the pre-defined parameter for the transmission cycle, the slave shall algrt the
error fo the FDC user through the FSM-ASE.

When|the FDC slave PM detectsan error in the synchronous state, it makes a state tranpsition
to thefasynchronous communijcation state, and then it shall not accept synchronous commands.
And the FDC slave PM shall edit the cmd_stat field or the status field in the RSP-PDU.

If the [slave has a progessing command, it shall discard the command and the just s¢nding
response as well, ifiit"has one.

8.2.7.5 Response timeout

The "esponse timeout" is a kind of error that shows that an FDC master detects no response
from g FDC slave. After sending a command, the FDC master measures the elapsed time since
a falling edge of cmdRdy bit in receiving each RSP-PDUs until the bit change to on (‘1'B), which
means completion of the command processing of the slave. And if the time exceeds the pre-
defined time limit, the master shall alert the error to the FDC user through the FSM ASE.

When the FDC master PM detects the error, it shall discard the command and abort the waiting
state. The recovery process for both master and slave are implementation dependent.

8.2.7.6 lllegal Sync command

The "illegal sync command" is a kind of error that shows that an FDC slave receives a
synchronous command in the wrong state other than the synchronous communication state.
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When the FDC slave PM detects the error, it shall discard the command and execute alternative
command pre-defined in implementation specifications for the device. And the FDC slave PM
shall edit the rcmd field, and the cmd_stat field or the status field in the RSP-PDU.

8.2.7.

7 Alarm through RSP-PDU.CMD_STAT

The error described above means an abnormal condition or malfunction for communication
activities, whereas another trouble on a remote device should be informed to the FAL user, too.

Those statuses can be transferred as an alarm or a warning through the status fields in the
short PDU type responses or the cmd_stat field in the enhanced PDU type responses. The

t t o L [~ ££ £ . AN 4l
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The alarm means a status to tell that the field device has detected a fatal problem-te_be

andc
detec

8.3
8.3.1

8.3.1.

In the|Message service, two types of protocols are defined(in'the Type 24 FAL. One is
messdge service that transfers message data by using-réquester-responder relationsh

anoth

An FAL user can execute message communication:with a peer FAL user by using both
user message and the one-way message.

8.3.1.

The uper message communication shalkbe processed according to the PDU flow diag
Figurg 21.

Tnnot continue normal working. And the warning means a status to tell thatithe’devi
ed a slight or passing problem but is still working normally.

Message Protocol Machine (MSGPM)
Protocol overview

( General

br is a one-way message service that handles aimessage from the sender to the aco

p Requester-responder type message (user message)

olved
e has

h user
p and
epter.
of the

am in
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Requester AP Responder AP
(C1 Master AP
(C1 Master AP
r C2 Master AP) or C2 Master AP
° or Slave AP)
MSGReq.PDU MSGRsp.PDU
l MSGRsp.PDU l MSGReq.PDU
| |
MSG ASE MSG ASE
(Requester Class) (Responder Class)
MSGReq.PDU T MSGRsp.PDU T
l MSGRsp.PDU l MSGReq.PDU
| |
MSG AREP MSG AREP
MSGRsp.PDU
MSGReq.PDU

A mes

The Requester AP sends an MSGReqg-PDU to a Responder AP via an MSG ASE and ar

AREP|in the Requester side.

The R

Respqgnder side.

The H

The M

PDU.

Figure 21 — PDU transmission flow for user message

sage communication is started fram’a Requester AP.

esponder AP receives the MSGReqg-PDU via an MSG AREP and an MSG ASE

esponder AR decodes the MSGReq-PDU, executes some activity according
contents of the-MSGReq-PDU, and generates the response data as an MSGRsp-PDU.

SGRsp-PDU is transferred to the Requester AP in the inverse process for the MS

EC

MSG

in the

o the

5Req-

The Requester AP decodes the MSGRsp-PDU and executes some activity according to the
contents of it.

8.3.1.

3 One-way message

A message communication that requires no response shall be processed according to the PDU
flow diagram in Figure 22.
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Responder AP
(C1 Master AP
or C2 Master AP

Requester AP
(C1 Master AP
or C2 Master AP)

or Slave AP)
MSGReq.PDU MSGReq.PDU
MSG-ASE MSG-ASE
(Requester Class) (Responder Class)
MSGReq.PDU MSGReq.PDU
MSG AREP MSG-AREP
A

MSGReq.PDU

IEC
Figure 22 — PDU transmission flow for one-way message
A megsage communication is started from a Requester AP.

The Requester AP sends a MSGReqg-PDU to a Responder AP via an MSG ASE and anl MSG
AREP|in the Requester side.

The Responder AP receives(the MSGReqg-PDU via an MSG AREP and an MSG ASE [in the
Respqnder side.

The Responder-AP decodes the MSGReqg-PDU and executes some activity according fto the
contents of it.

8.3.2 Requester Protocol Machine (MSGPM-RQ)

8.3.2.1 State descriptions

Figure 23 shows the MSGPM-RQ statechart diagram, and Table 21 describes each state of the
MSGAR-RQ.
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E2/T2 —ot
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5 L e
E6/T6 E4/T4 E6/TI10, E5/T5
E7/T11
E8/T9

Table 21 — State descriptions of MSGPM-RQ

E7/T7

—()
IEC

Figure 23 — Statechart diagram of MSGPM-RQ

S# State Substaté Description

SO Disabled State when the Requester Class of MSG ASE
(Requester) has just been instantiated to an object|as
this PM
The PM is waiting to finish creating an AP-context pnd
to receive Enable.request from a FSM ASE.
Entry/ Initial values are set in Attributes of the MSG
Requester object.

S1 WaitRequestMSG State when the PM is waiting for a request from a AL
user to transfer a message

S2 SendihngRequestMSG State when the PM is transmitting the MSGREQ-PIDU

S3 WaitComfirmMSG State when the PM is waiting for the response fron} the
peer Responder

S4 SendingOnewayMSG State when the PM is transmitting the MSGREQ-PDU as
a one-way message

8.3.2.2 Triggering events

Table 22 lists each trigger event of the MSGPM-RQ.
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Table 22 — Trigger event descriptions of MSGPM-RQ

E# Trigger event: Event source Associated parameters Description
Primitive or condition
E1 MSG-Reset.req FSM ASE
E2 MSG-Open.req FSM ASE AREPID
E3 MSG-Enable.req FSM ASE
E4 MSG-UserMessage.req FAL user TID, SPID, DPID, Length, MSGReq-
SDuU
(Requester
AP)
E5 MSG-OnewayMessage.req | FAL user TID, SPID, DPID, Length, MSGReq-
SDuU
(Requester
AP)
E6 MSG-AbortTransaction.req | FAL user TID
(Requester
AP)
E7 AR-SendMessage.cnf AR ASE ServiceStatus
(MSG-AR)
E8 AR-ReceiveMessage.cnf AR ASE ServiceStatus, SPID,Length,
MSGService-SDU, Result
(MSG-AR)

8.3.2.3 Action descriptions at state transitions

Table|23 describes state transitions of the state machine of MSGPM-RAQ.

Table 23 — Transitions of MSGPM-RQ

T# Source Event (arguments) [conditions] Target
State | action State
T1 (any state) E1:\MSG-Reset.req S0:Disabled

/

/*-- Clearing all attributes of MSG requester --*/;

T2 S0:Disabled E2: MSG-Open.req (AREPID) S0:Disabled
/

/*-- Initializing MSG requester --*/; @

T3 S0:Disabled E3: MSG-Enable.req S1:WaitRequestM3G

| [*-- no-operation --*/;

T4 S1:WaitRequestMSG E4: MSG-UserMessage.req (SAPID, TID, S2:SendingRequedtMSG
Length, MSGReq-PDU)

/

AR-SendMessage.req (TID, Length, MSGReqg-
PDU);

T5 S1:WaitRequestMSG E5: MSG-OnewayMessage.req (SAPID, TID, S4:SendingOnewayMSG
Length, MSGReq-PDU)

/
AR-SendMessage.req (TID, Length, MSGReqg-

PDU);

T6 S2:SendingRequestMSG | E6: MSG-AbortTransaction.req (SAPID, TID) S1:WaitRequestMSG
/ AR-AbortMessage.req (SAPID, TID);

T7 S2:SendingRequestMSG | E7: AR-SendMessage.cnf (+) S3:WaitComfirmMSG

| AR-ReceiveMessage.req;
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T# Source Event (arguments) [conditions] Target
State | action State
T8 S3:WaitComfirmMSG E6: MSG-AbortTransaction.req (SAPID, TID) S1:WaitRequestMSG
/ AR-AbortMessage.req (SAPID, TID);
T9 S3:WaitComfirmMSG E8: AR-ReceiveMessage.cnf (TID, Length, S1:WaitRequestMSG
MSGRsp-PDU)
/ MSG-UserMessage.cnf (TID, Length, MSGRsp-
PDU);
T10 S4:SendingOnewayMSG | E6: MSG-AbortTransaction.req (SAPID, TID) S1:WaitRequestMSG
/AR-AbortMessage.req;
T11 S4:SendingOnewayMSG | E7: AR-SendMessage.cnf (Result) S1:WaitRequestM3G
/MSG-OnewayMessage.cnf (TID);
8 THe detailed process depends on the system implementation.

8.3.3
8.3.3.

Figurg
APCS

Responder Protocol

State descriptions

E6/T8

E8/T9

| )

Machine (MSGPM-RS)

E1/T1 - 1 ctate |
|
|
E2/T2 Sﬁ
E3/T3

[ Sﬁ E7/T5

E4/T4 EG/T6

E4/T7

24 shows the MSGPM-RS statechart diagram, and Tabl€ 24 describes each state|of the
M.

Figure 24 — Statechart diagram of MSGPM-RS

—
IEC
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Table 24 - State descriptions of MSGPM-RS

S# State Substate Description
SO Disabled State when the Responder Class of MSG ASE
(Responder) has just been instantiated to an object as
this PM

The PM is waiting to finish creating an AP-context and
to receive Enable.request from a FSM ASE.

Entry/ Initial values are set in Attributes of the MSG
Responder object.

S1 WaitlndicationMSG State when the PM is waiting for a message from a

n £
~nequesStet

S2 WaitResponseMSG State when the PM is waiting for a responsemesgage
from the FAL user (Responder AP)

S3 SendingResponseMSG State when the PM is transmitting the fesponse
message to the Requester after receiving it from {he
Responder AP

8.3.3.2 Triggering events
Table|25 lists each trigger event of the MSGPM-RS.

Table 25 - Trigger event descriptions‘of MSGPM-RS

E# Trigger event: Event source Associated parameters Descripfion
Primitive or condition
E1 MSG-Reset.req FSM ASE
E2 MSG-Open.req FSM ASE AREPID
E3 MSG-Enable.req FSM ASE
E4 MSG-UserMessage.rsp FAL user ServiceStatus, TID, DPID, Length,
MSGRsp-PDU
(Responder
AP)
E5 MSG-AbortTransaction.req FAL user TID
(Responder
AP)
E6 AR-ReceiveMessage.cnf AR ASE ServiceStatus, SPID, Length,
MSGService-PDU
(MSG-AR)
E7 AR-SendMessage.cnf AR ASE ServiceStatus
(MSG-AR)

8.3.3.3 Action descriptions at state transitions

Table 26 describes state transitions of the state machine of MSGPM-RS.
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Table 26 — Transitions of MSGPM-RS

T#

Source
State

Event (arguments) [conditions]
| action

Target
State

T1

(any state)

E1: MSG-Reset.req
/

[*-- Clearing all attributes of the MSG
responder --*/;

S0:Disabled

T2

S0:Disabled

E2: MSG-Open.req
/

S0:Disabled

/*-- Initializing the MSG responder -8

T3

S0:Disabled

E3: MSG-Enable.req

| AR-ReceiveMessage.req;

S1:WaitIndicationM§

G

T4

S1:WaitIndicationMSG

E7: AR-ReceiveMessage.cnf (TID, Length,
MSGReq-PDU, Result) [Message that

requires no responseb]
/

MSG-OnewayMessage.ind (TID, Length,
MSGReq-PDU);

S1:WaitlndicationMS

G

T5

S1:WaitindicationMSG

E7: AR-ReceiveMessage.cnf (TID, .ength,
MSGReq-PDU, Result) [Message ¢hat

requires a responseb]
/

MSG-UserMessage.ind\(T1D, Length,
MSGReq-PDU);

S2:WaitResponseM§

G

T6

S2:WaitResponseMSG

E6: MSG-AbortTfansaction.req (SAPID, TID)
/
AR-AbortMessage.req;

AR-ReceiveMessage.req;

S1:WaitIndicationMS

G

T7

S2:WaitResponseMSG

E4:MSG-UserMessage.rsp (TID, Length,
MSGRsp-PDU)

/

AR-SendMessage.req (TID, Length,
MSGRsp-PDU);

S3:SendingRespons

eMSG

T8

S3:SendingResponseMSG

E6: MSG-AbortTransaction.req (SAPID, TID)
/
AR-AbortMessage.req;

AR-ReceiveMessage.req;

S1:WaitIndicationM§

G

T9

QQ:anrlingDnepnneanQf‘

E8: AR anrll\/lnecagn_r\nf

S1\WaitlndicationM

G

/ AR-ReceiveMessage.req;

8 The detailed process depends on the system implementation.

Whether a response is required or not is defined according to the contents of the MSGReq-PDU. However, the
details depend on the implemented user message specifications above the FAL.

9 Application relationship protocol machine (ARPM)

9.1 General

ARPM is the state machine for the AR ASE. It shall handle the lower layer to transmit and
receive APDUs to and from the peer ASE. And it shall exchange those APDUs with other ASEs
through providing the AR services in the local FAL.
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This type of ARPM shall handle state-transition to exchange of a CMD-PDU and a RSP-PDU
with the peer ARPM, shall manage a communication cycle and shall control the transfer mode
(single transfer or dual transfer), as shown in Figure 25 and Figure 26. But it can neither
manage the connection, the command transaction and the WDT values nor check the validity
of contents of a CMD-PDU and a RSP-PDU.

 communication cycle
C1 Master AP < AP > T AR sl AP s AR s
i N i
peevroon | 0 T o AT
Cycle|Scale Counter | 0 1 1 1 2 1 3 o'!11 213 o1 1213 0! 112 1n3
/ﬂ / \\ /ﬂ \\
| 1o | | | \ | P \| | | I
Cykle Scaling Counter | 0 | T2 3 | o, 1,2 3 | 0 | 1 L 2, 3 | 0 | 1 L 2,3
ARPM-FDCS I :,‘| I M I U| I ol TI,‘l I LT I I
___ W ' ' ' -l _ LW ' <L)
Slae AP AP C AP CAP D
C:)I’:l I’:l J ni_c;ti_oa _c;cl_e IEC
NOTE | The figure shows the case of Tcomcyc=Tcyc*4,
where
Teomeve is the communication cycle;
Tevk is the transmission cycle.
Figure 25 — Example of single transfer process
FDC ASE can optionally provide the function of the dual transfer mode to improve the reliability
of the[received APDU. This mode is a.communication method in which an identical AHDU is
transferred twice within one communication cycle, and then they are checked and verifled on
the refeiver side to detect an error ot_missing PDU, see Figure 26.
The dbal transfer mode can be‘operated only under the synchronous communication staje and
Tcomcyc2Tcve*2, where Teomcyc iS @ communication cycle and Ty is a transmission cycle.
_ Somsfgitation cycle
C1 Master AP I AP TT >

ARPM-FDCM
I

Cycle

Bcale Counterl 0 | 1 213 4 | 0
A4 4 \ \
s
Cycle Scaling Counter | 0 : 11213
171 | | |
ARPM-FDCS ¥ o
I
X
_L
Slave AP AP )

e
communication cycle

NOTE The figure shows the case of Tcomcyc=Tcyc*5,
where
Teomcye 1S the communication cycle;
Teve is the transmission cycle;
ECP is the Error-detection and PDU-comparison process.

Figure 26 — Example of dual transfer process
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Figure 27 shows the example of the application where the slave AP sends the APDU according
to AR-CyclicEvent.ind of the protocol machine FDCPM-S. Receiving the notification of AR-
CyclicEvent.ind, the slave AP responds APDU to the C1 master AP in the Communication Cycle.
The C1 master AP receives APUD sent from the slave AP in the next Communication Cycle. In
this application, the C1 master AP can receive the response from the slave AP for each
communication cycle.

Communication
| Cycle |

|
l”—AP_\’—AP_"—AF’_\)
C1 Master AP S—=e_—=- Se—— - S— -

R | | i | i a |
ARPM-FDCM | ¥ :TT i !TT I !
Cycle Scale Counter I 0 |, 0 | 0 | 0 | 0O
/ g / :
Cycle Scale Counter 0 ’ Y

| |
| |
ARPM-FD R IRENG) |
©s ¢ v ¢ ! v § $ |
AR-Cyclic ARCycIlc‘ AR-Cyclic ARCycI|c4 AR-Cyclic
Slave AP Event.ind E

vent.ind |  Event.ind Event.ind | Event.ind
1

R
’
/
1
}
\
\
Se
-
’
]
[l
\
\
Seo

[Communication
| Cycle |
| .

Figure 27 — Example of Synchronous command communication

Also, fransmission cycles of integer multiple of the basic transmission cycle (Tcyc) can pe set
for each slave. This is the communication with multiple transmission cycles. Far the
comn’jIJnication with multiple transmission cycles, "individual transmission cycle myultiple
(tcc_nmul)" and "individual transmission position number (tcc_pos)" shall be set for each §lave.

Tcc_mul indicates the transmission cycle in which the slave returns a response. Tcc_pos
indicates the transmission position number at which the slave returns a response. The C1
master shall send the“command frame with the Cycle Counter setting, which is |to be
incremented for each.transmission cycle. The slaves shall divide the Cycle Counter value with
tcc_mpl value sebfor the slaves and output division remainder. If the division remainder matches
with t¢c_pos, the'slaves shall respond to the C1 master.

Cles is
= 1, it
responds (R#1) for all transm|SS|on cycles. As Slave #2 has the setting of tcc_mul = 2 and
tcc_pos = 2, it responds (R#2) once every two transmission cycles and at the second
transmission cycle. As Slave #3 has the setting of tcc_mul = 4 and tcc_pos = 3, it responds
(R#3) once every four transmission cycles and at the third transmission cycle.
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Figure 28 — Timing chart for individual communication cycle setting

9.2.2 ARPM for FDC Master (ARPM-FDCM)
9.2.2.1 State descriptions

Figurg 29 shows the ARPM-FDCM statechart diagram, and Table 27 describes each sfate of
the ARPM-FDCM.
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Figure 29 — Statechart diagram of ARPM-FDCM

Table 27 — State descriptions of ARPM-FDCM

S#

State

Substate Description

SO

Disabled

- State when the FDC Master AR Class has just b
instantiated to an object as this PM

D

en

-

The PM is waiting to finish creating an AP-contei
and to receive Enable.request from a FSM ASE.

entry/ Initial values are set in Attributes of the
FDCMaster AR object

S1

Primary€ycle

- State when a cyclic transmission mode in the loyer
layer is being executed in a specific transmissiop
cycle and APDUs can be transmitted

Rt th EDC DA il 1 A tad d 10

ottt Tt o TS St -GS ot et et —aha—S6

communication cycle has been generated yet but the
just primary cycle has, which synchronize with the
transmission cycle.

entry/ Transition into the sub state: S1.0.

Idle Substate when the PM is waiting for the start signal
based on the network clock for the next primary cycle

WaitDL_GET_DATAcnf | Substate when the PM is waiting for the associated
DL_GET_DATA.cnf after requesting the
DL_GET_DATA.req to the related DL-SAPID

WaitFDC- Substate when the PM is waiting for the associated
DataExchngecnf FDC-DataExchange.cnf after requesting the
DataExchange.req to the related FDC-SAPID

WaitDL_SET_DATAcnf | Substate when the PM is waiting for the associated
DL_SET_DATA.cnf after requesting the
DL_SET_DATA.req to the related DL-SAPID



https://iecnorm.com/api/?name=10dfefe2097370ff3606e803a157f9c4

- 118 —

IEC 61158-6-24:2023 © |EC 2023

S#

State

Substate

Description

S2

S2.0

FirstCycle

State when a connection in FDC ASE is established,
the communication cycle is specified in the form of
integer multiple of the primary cycle as ComTime, and
in this first primary cycle the ARPM-FDCM exchanges
PDUs between the FDC ASE and DLL

If the communication cycle is the same as the primary
cycle, the PM remains in this state while the FDC PM
is in connected.

entry/ Transition into the sub state: S2.1.

Idle

Substate when the PM is waiting for the start signal
based on the network clock for the next primary cycle

S2.1

S2.2

S2.3

WaitDL_GET_DATA.cnf

Substate when the PM is waiting for the associajed
DL_GET_DATA.cnf after requesting the
DL_GET_DATA.req to the related DL-SAPID

WaitFDC-
DataExchnge.cnf

Substate when the PM is waiting forthe associafed
FDC-DataExchange.cnf after requesting the
DataExchange.req to the related"EDC-SAPID

WaitDL_SET_DATA.cnf

Substate when the PM is waiting for the associafed
DL_SET_DATA.cnf afteryrequesting the
DL_SET_DATA.req to(the related DL-SAPID

S3

S3.0

S83.3

SecondCycle

State when a connection in FDC ASE is established
and the ARPM-EBCM is in the second primary cjcle
of the communication cycle

If the communication cycle is twice primary cyclg, the
PM doesmot have a transition to this state but tq
Last€ycle at the second primary cycle.

Inthe dual transfer mode, the second CMD-PDU
transmission is executed after the regular PDU
exchange in the first cycle.

entry/ Transition into the sub state: S3.3.

Idle

Substate when the PM is waiting for the start signal
based on the network clock for the next primary [cycle

WaitDL_SET’ DATAcnf

Substate when the PM is waiting for the associafed
DL_SET_DATA.cnf after requesting the
DL_SET_DATA.req to the related DL-SAPID

S4

MiddleCycle

State when a connection in FDC ASE is established
and the ARPM-FDCM is in the middle primary cycle;
not the 1st, the 2nd nor the last cycle

If the communication cycle is treble primary cycle, the
PM does not have a transition to this state but tq
LastCycle at the third primary cycle.

S5

LastCykcle

State when a connection in FDC ASE is established
and the ARPM-FDCM is in the last primary cyclg of
the communication cycle

In the dual transfer mode, the PM receives a RS|P-

S5.0

S5.1

PDU from the slave and stores it into the internal
buffer before the regular PDU exchange in the first
cycle.

entry [(the source state == S1) | (single transfer
mode)] / Transition into the sub state: S5.0

entry [dual transfer mode] / Transition into the sub
state: S5.1

Idle

Substate when the PM is waiting for the start signal
based on the network clock for the next primary cycle

WaitDL_GET_DATAcnf

Substate when the PM is waiting for the associated
DL_GET_DATA.cnf after requesting the
DL_GET_DATA.req to the related DL-SAPID
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