IEC 61158-6-20:2007(E)

156 IEC 61158-6-20

Edition 1.0 2007-12

INTERNATIONAL
STANDARD

\
Industrial communication networks i U@?zions -
Part pecification~Type 20 elements



https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2007 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Email
Web:

. o "
mhramrecTen

lvww.iec.ch /\

Abouf the IEC

The Int]

Internatjonal Standards for all electrical, electronic and related technologies.

Abou{ IEC publications

The technical content of IEC publications is kept under constant revie

latest e
= Catal

The IEQ on-line Catalogue enables you to search by a variety ofgriteria {ref
It also dives information on projects, withdrawn an t

ergnce number
eplaced p sations/ 6
= |EC Just Published: www.iec.ch/online_news/jistpu

onth all new publications released. Available

Stay up|
on-line
" Elect
The wo
in Engl
Vocabu|
= Custg
If you v
Centre
Email: g
Tel.: +4]
Fax: +4

bgue of IEC publications: www.iec.ch/searchpub

to date on all new IEC publications. Just
Bnd also by email.

opedia: www.electropedia.org

ary online.

mer Service Centre: wyw.ies.ch/ t
ish to give us your feedbagk qn this\ publicati

FAQ or contact us:
sc@iec.ch
1 22 919 02 1

1 22 919 03 00 %

d further assistance, please visit the Customer

iblishes

gure that you Have the

tee,...).

Id's leading online dictionary of electronic\and i ptaining more than 20 000 terms and deffinitions

bchnical

Service



mailto:inmail@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv
mailto:csc@iec.ch
https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

IEC IEC 61158-6-20

Edition 1.0 2007-12

INTERNATIONAL
STANDARD

~ (f%\“«

InduFtrial communication netwoxks > Reld WOM—

Part[6-20: Application layer protocol specification =Type 20 elements
N

INTERNATIONAL
ELECTROTECHNICAL

COMMISSION PRICE CODE XA

ICS 35.100.70; 25.040.40 ISBN 2-8318-9500-6



https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

-2 - 61158-6-20 © IEC:2007(E)

CONTENTS
FOREWORD ...ttt et et e e e e e et e et e e e e e et e e e e e e e e e e et e et e et e et e et e et eenaaees 5
INTRODUGCTION ..ttt ettt e e et e et e et e et e et e et e et e et e et e et e eaaeennns 7
IS T o7 o Yo 1T PP 8
S R € 7= o T = U 8
1.2 SPECIHICAIIONS e 8
L T O o) (o 4 0 1= 1o o - 0 8
NOIMALIVE FEFEIENCES ..ot ans 9
Terms, definitions, symbols, abbreviations and conventions ................,comeeeeeeen b o 10
3.1 Terms and definitions from other ISO/IEC standards .............o&al ... O] 10
3R IEC/TR B1158-1 termMS ..uiiuiiiiiiiieie e NG e N NG oo e e 10
3.8 Type 20 fieldbus application-layer specific definitions....... ...\ .\ oo 2o e es 3 13
3.4 Abbreviations and symbols ............coii NN A A TN N e 15
3B CoNVeNtionS ..oc.oiiiiiiiiii e G e e T N N 16
3.p Conventions used in state machines.............coc. N D A X N e D eeeeemeeneenecdoennn 16
ADStract syntax......oooooiiiiii e NG g e e N e e e e e feaaas 17
5 Transfer syntaX......coccovviiiiniiniiiiie e L W NG ON 17
50 General ..o NG N Nl N e 17
5P Common APDU structure.... ... N G N =GN e e e 18
5.8 Service-specific APDU Structurds ... . N N e e o 20
5.4 Data coding rules .......cooooiifvien e RN e e e 35
S{ructure of FAL protogol state machines .5 ... .M. o, 40
AP-context state machiges\|......... N0 r e N 41
FAL service protogo™Nnachine (RSRMY N . 5= i 41
S (N CT=To 11 - (N U S N ) N N PP P 41
8.  FSPM stafeables ... o e i e ettt e e 42
8.8 Functionsiseday RSP M N e 47
8.4 Parameters\oNESPM/ARPM primitives.........coveiiiiiiiiiiiiii e o, 47
9 Applicatign relationship\protQcol machines (ARPMS) .....ccooviiiiiiiiiiiiiiiieceee 48
9.1 SARER mapping\o data link layer .........coooiiiiiiiiii e 48
9. MApplisation relationship protocol machines (ARPMS) ..o e 49
9.8 ARERstate\machine primitive definitions................cc.ccoiiiiiiiiiiii 51
9.8 AREP state’'machine functions............coooiiiiiiiiiii e 51
10 DLL<mapping protocol machine (DMPM) .......cocoiiiiiiiiiiiiii e e, 51
O I 1Y o Y3 = = 51
10.2 DMPM state macChines ... ..o e 52
10.3 Primitives exchanged between data link layer and DMPM..............coociiiiiiiiiiinnn, 52
10.4 Functions used by DMPM ... e 53
BB O g AP Y e 54
Figure 1 — APDU fOrmMat .. oo et 18
Figure 2 — Normal response from slave to master ..o 18
Figure 3 — Command error response from slave to master...........ccooceeiiiiiiiice e, 19
Figure 4 — Communication error response from slave to master...........cc.cooiiiin, 20
Figure 5 — Coding without identification.............cooi e 35

Figure 6 — Coding of Integer type data ...........cooiiiiiiiii i 35


https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

61158-6-20 © IEC:2007(E) -3-

Figure 7 — Coding of Integer16 type data ..o 36
Figure 8 — Coding of Unsigned type data ...........coooiiiiiiiii e 36
Figure 9 — Coding of Unsigned16 type data..........cccoiiiiiiiiiiiii e 36
Figure 10 — Coding of single precision Floating Point type data ...............ccoooiinn, 36
Figure 11 — Coding of double precision Floating Point type data ...........c...cooiiiiiinin, 37
Figure 12 — Coding of Date type data...........ooiiiiiiii e 37
Figure 13 — Relationships among protocol machines and adjacent layers ..............c..coceeenene. 41
Figure 14 — State transition diagram of FSPM ... ..o, 42
Figurg+5—State-transition-ttagramof-thechent-ARPM—T """ 49
Figurgd 16 — State transition diagram of the server ARPM .............cooov [ DGl 00 50
Figurg 17 — State transition diagram of DMPM .................cooiiiiinn S TS NG 52
Table|1 — Conventions used for state machines ..............coooo @ NN A DG e e NCeree e fennes 16
Table[2 — Response code values ........cccoviiiiiiiiiiiiiiiee e OGN e e e T e N e e o 19
Table|3 — Device status values ... NG N e e P eeeeeeeee e o 19
Table|4 — Response code values ... oo e N A e e\ e e reeeeeeeeee o 20
Table[5 — Communication error COAES .......vviviii NN e e R e rr e e et eeenneenneenneenneeneefenaes 20
Table |6 — Identify request APDU....... ..o LN 2 don e 21
Table|7 — Identify response value field . ...\ N O NG e e 22
Table |8 — Identify command specific regponse codes: ...\ v ovviieiiiiiiiaii e o 22
Table|9 — Read primary varjable response Yalue fiehkd N oo e 23
Table|10 — Read primary “ariablé commard specific pésponse codes .........coovvvvveeeenenn o, 23
Table|11 — Read loop cuxrentand persent)af range’value field ... ], 23
Table|12 — Read Joqp current and peprcent of range command specific response codes ..J..... 24
Table|13 — Read dyrigmis variakles-and heop current value field ... o, 24
Table

LoToTo T A S S PP PTPPRPTTRRRPPRPRTN P 24
Table|15 — WfiteNpolingeaddress.value field ... ... e 25
Table |16 4L 00p cUrrent ModeModes ..o e e 25
Table |17 >YVriteypoling_ address command specific response codes..........occvvevveieeeennn o, 25
Table|18 — Read\loop configuration value field............ccooooiiiii e e 26
Table|19,< Read loop configuration command specific response codes ............ccocceeiei o, 26
Table|20:< Read dynamic variable families classifications value field..............................]..... 26
Table 21 — Read dynamic variable families classifications command specific response

LoT0 Yo T PRSPPI 27
Table 22 — Read device variables with status request value field ... 27
Table 23 — Read device variables with status command specific response codes.................. 27
Table 24 — Read device variables with status value field.............co.coiiii i 28
Table 25 — Variable status Values ... 28
Table 26 — Read message response value field ... 29
Table 27 — Read message command specific response Codes ........cooiiiiiiiiiiiiiiiiiineiieee, 29
Table 28 — Read tag, descriptor, date response value field ............ccocoeiiiiiin e, 30
Table 29 — Read tag, descriptor, date command specific response codes .............cccevennennn.n. 30

Table 30 — Read primary variable transducer information response value field...................... 30


https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

-4 - 61158-6-20 © IEC:2007(E)

Table 31 — Read primary variable transducer information command specific response

o0 Yo S 31
Table 32 — Read device information response value field.............c.coooiii i, 31
Table 33 — Read device information command specific response codes..........cccceeviviiinennnnn. 32
Table 34 — Read final assembly number response value field ..., 32
Table 35 — Read final assembly number command specific response codes ......................... 32
Table 36 — Write message value field..........cooiiiii e 32
Table 37 — Write message command specific response Codes ........ccceeiviiiiiiiiiiiiiiineieeeenn, 33
Table 38 — Write tag, descriptor, date value field ............ccooiiiuiiniieii e 33
Table |39 — Write tag, descriptor, date command specific response codes . /.. 0. 2L 0 oo 33
Table |40 — Write final assembly number value field.............................. Y- \ O N 34
Table|41 — Write final assembly number command specific response codes .. g -\ q----- 34
Table|42 — Read long tag response value field............coooo OGN\ N OG-V 34
Table|43 — Read long tag command-specific response codes.....\....... .G\ oo e DG evneenn i o 34
Table|44 — Write long tag value field ..o O N O NS e e e rneeneeneene e, 35
Table |45 — Write long tag command specific Responsg codes ., 08 cco--N\errereereemeeneenaenedoenn 35
Table}46 — Coding for Date type ......coooovieiiiiin e L N N 37
Table|47 — Coding for one octet Enumefated Type..\.. ...lec. e N oo e o, 38
Table |48 — One octet bit field ... NG N N e NI\ e e er e b eeeneeenee et eeeneeeneeeneeeneeenee foeees 39
Table |49 — Packed ASCII character set a0 I e e e et e e e e e e eeeeneee e e 39
Table |50 — Acceptable subset of ISO La CLERS 2 e e 40
Table[51 — FSPM state tafle FeNt TRANSACTIQNS ... e 42
Table[52 — FSPM state\ CHONS Loveii i 46
Table|53 — Functio Cammanme .-« TN e e e et ee e e e e e e e et et e e e e e e e een e eneeneenaeneeneedeenns 47
Table|54 — Func@ ..... 47
Table|55 — FunctionCommand e N N e e 47
Table|56 — Funct R N () D PP TTSRUUPRPRUPIN P 47
Table|57 — FUNCHQMD BWICEN() -t e eeeeee et e e e e e e e e eneen e e 47
Table |58 £ Rarametersy used with primitives exchanged between FSPM and ARPM ........J..... 47
Table[59 >ClieD{ARPM SIAIES ...oviiniiiiiie e e 49
Table |60 — ClielH ARPM state table ........coooiiiiii e e 50
Table|61,£ Server ARPM states ... e 50
Table|62< Server ARPM statetable .............ccoooviiiiiii e e 50
Table 63 — Primitives issued from ARPM to DMPM ..o 51
Table 64 — Primitives issued by DMPM t0 ARPM... ..o 51
Table 65 — Parameters used with primitives exchanged between ARPM and DMPM ............. 51
Table 66 — DMPM state desCriptions . ..o e 52
Table 67 — DMPM state table — Client transactions .............coocoiiiiiiiiii e 52
Table 68 — DMPM state table — Server transactions ...........ccooiiiiiiiciici e 52

Table 69 — Primitives exchanged between data-link layer and DMPM ... 53


https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

61158-6-20 © IEC:2007(E) -5-

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-20: Application layer protocol specification — Type 20 elements

FOREWORD

The] International Electrotechnical Commission (IEC) is a worldwide organization for standardizati prising

national electrotechnical romote
intefnational co-operation on all questions concerning standardization in the electrig Ids. To
this|end and in addition to other activities, i i S recifigations,
Technical Reports, Publicly Available Specifications i % gds “IEC
Pu lication(s)”). Their preparation is entrusted to technical committees; any IE§ Natiohal Cammittee jnterested

e subject dealt with may participate in this preparatory work. 5 d non-
governmental organizations liaising with the IEC also participate in this a ( o closely

it the International Organization for Standardization (ISO) in agsord i diti ned by

agrgement between the two organizations
Thel| formal decisions or agreements of IEC on technical matter o) sQsSible, an i ational
congensus of opinion on the relevant subjects since each/technical\co i i rom all
intefested IEC National Committees
IEC| Publications have the form of recommendations for iqte i lational
Committees in that sense. While all reasopable efforts 3 5 p i of IEC
Publications is accurate, IEC cannot be for any
mis|nterpretation by any end user

rder to promote international uniformit cations

parently to the maximum extent posgi rgence
betyween any IEC Publication i¢ated in
the |atter.

5) IEC| provides no marking pre e to indicate |ts appfo¥al and cannot be rendered responsible for any
equ|lpment declared to be\ \ 2

6) All dsers should epsure 8 latest edition of this publication.

7) No [iability shaII ‘ ' ., emgloyees, servants or agents including individual expdrts and
merpbers of its teckni i § National Committees for any personal injury, property darhage or
othgr damage of apf nat S ypether direct or indirect, or for costs (including legal fe¢s) and
expgnses arising /0Out b ication, juse of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attgntion is drawn ive_references cited in this publication. Use of the referenced publications is
indispensable ication of this publication.

9) Attgntidn isSdrawn Re.the possibility that some of the elements of this IEC Publication may be the supject of
patent rights. IE alln held responsible for identifying any or all such patent rights.

NOTE |Use of some-of the)associated protocol types is restricted by their intellectual-property-right holderg. In all

cases, fhe commitmenttoimited release of intellectual-property-rights made by the holders of those rights jpermits

a partigular,'data-link layer protocol type to be used with physical layer and application layer protocols |n Type

combinptions as specmed epr|C|tIy in the IEC 61784 series. Use of the various protocol types ip other

COmb'n JI.IUIID iay ICLIUIIU pCIIIIIDDIUII IIUIII LIIUII ICD}JUDLIVU ||||.c||cw.ua| }JIUPUILy IIuIIL IIUIUCID

International Standard |IEC 61158-6-20 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes a technical addition.

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:

a) deletion of the former Type 6 fieldbus for lack of market relevance;

b) addition of new types of fieldbuses;

c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3,
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

The cpmmiitee has decided that the contents of this publication will rema

data related to the specific publication. At this date, the publication will e

* reg¢onfirmed;

e withdrawn;

* replaced by a revised edition, or
. arIended.

NOTE |[The revision of this standard will be synchronized with the 188 series.

The list of all the parts of the IEC 61158 series

commpunication networks — Fieldbus sp;rflcat/o an’b

& f@d o)

unchange
the maintenance result date indicated on the IEC web site under http://wg e.iecxch

éneral title Ind|
the IEC web site.

H until
in the

strial
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as|a guide for implementors and designers;

o forluse in the testing and procurement of equipment;
e as|part of an agreement for the admittance of systems into the-ops

e as|a refinement to the understanding of time-critical communcationsiwi
This standard is concerned, in particular, with the com nsors,
effectprs and other automation devices. By using this dards

positigned within the OSI or fieldbus reference models/otherwse S may
work fogether in any combination.

&
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-20: Application layer protocol specification — Type 20 elements

1 Scope

1.1 General

The ij?Idbus Application Layer (FAL) provides user programs with a to actess the
fieldbyis communication environment. In this respect, the FAL can be “window
betwegen corresponding application programs.”

This ptandard provides common elements for basic time Critical
messaging communications between application programs |n 3 nt and
materfal specific to Type 20 fieldbus. The term “time-gfiti nt the
presence of a time-window, within which one or more specifi - to be
completed with some defined level of certainty. Fail S i within

the time window risks failure of the applications requesting the actions,\with attendant risk to

This standard defines in an abstract w the e ' iSi i i Type

20 of the fieldbus Application Layer in te

a) the¢ abstract syntax defmmg the appli a gtocol data units conveyed beftween
communicating applicatien entities,

b) the transfer syntax defininyg the apyplicati yef protocol data units conveyed between
communicating appllix

c) the¢ applicatio Visible

befween co

d) the¢ application rglati i i ini icati ior Visible
be

The plirpose ¢
1) thI
2) th
This ptandard™ specify the protocol of the Type 20 IEC fieldbus application layer, in

confoqmance with the OSI| Basic Reference Model (ISO/IEC 7498) and the OSI Application
Layer|Structure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-20.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60559, Binary floating-point arithmetic for microprocessor systems

IEC 61158-5-20, Industrial communication networks — Fieldbus specifig — Part| 5-20:
Applidation layer service definition — Type 20 elements

ISO/IBEC 7498-1, Information technology — Open Systems Interconh
Model| - Part 1: The Basic Model

erence

ISO/IEC 8824, Information technology — Open Systems C 2 Specificatjon of
Abstract Syntax Notation One (ASN.1)

ISO/IBEC 8859-1, Information technology — 8-bit _si ) phic character sets —
Part 1: Latin alphabet No. 1

ISO/IBC 9545, Information technology 2

)
3

aterconnection — Application|Layer
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3 Terms, definitions, symbols, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Terms and definitions from other ISO/IEC standards

3.1.1 Terms and definitions from ISO/IEC 7498-1

a) abstract syntax
b) application entity
c) application process
d application protocol data unit
e] application service element
f)] application entity invocation
g application process invocation
h application transaction
i)| presentation context
)| real open system
k] transfer syntax
3.1.2 Terms and definitions from ISO/IEC 9545
a) application-association
b] application-context
c) application context name
d] application-entity-invocation
e] application-entity-type
f)] application-process-invocation
g] application-process-type
h] application-service~element
i)| application contrg i
3.1.3 Terms and d
a)] object ideqtifi
b] type @
c) value
d simple type
e structure&d typ
f) 3
g
i)
j)
k c
m[) octef.string type
n nulktype
o] sequence type
p sequence of type
g) choice type
r) tagged type
s) any type
t)  module

u) production
3.1.4 Terms and definitions from ISO/IEC 8825

a) encoding (of a data value)

b) data value

c) identifier octets (the singular form is used in this standard)

d) length octet(s) (both singular and plural forms are used in this standard)
e) contents octets

3.2 IEC/TR 61158-1 terms

The following IEC/TR 61158-1 terms apply.
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3.21 application

function or data structure for which data is consumed or produced

3.2.2 application layer interoperability

capability of application entities to perform coordinated and cooperative operations using the
services of the FAL

3.23 application object

object_class that manages and provides the run time exchange of messages acraoss the
netwoflk and within the network device

NOTE: Multiple types of application object classes may be defined

3.2.4 application process

part if a distributed application on a network, which and

unamlpiguously addressed

3.2.5 application process identifier

identiffier that distinguishes among multiple appli n a device

3.2.6 application process object

compgnent of an application proces
applicption relationship

able and accessible through amp FAL

NOTE |Application process obj efiny set of values for the attributes of their clalss (see
the deflinition for Application Prqces j S . Application process object definitions may be
accessed remotely using the's j agement ASE. FAL Object Management serviges can
be usefl to load or update jee afiniti {0 read object definitions, and to dynamically create and delete

application objects @n
3.2.7 applicati

a clasjs of applicd 3 j defined in terms of the set of their network-accgssible
attribytes and services

3.2.8

coopefrative a i sétween two or more application-entity-invocations for the purppse of
exchapge of information and coordination of their joint operation

NOTE |This relationship is activated either by the exchange of application-protocol-data-units or as a resulf of pre-
configufation activities

3.29 application relationship application service element

application-service-element that provides the exclusive means for establishing and
terminating all application relationships

3.2.10 application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

NOTE Each application process involved in the application relationship maintains its own application relationship
endpoint.
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3.2.11 attribute

description of an externally visible characteristic or feature of an object
NOTE The attributes of an object contain information about variable portions of an object. Typically, they provide

status information or govern the operation of an object. Attributes may also affect the behaviour of an object.
Attributes are divided into class attributes and instance attributes.

3.2.12 behaviour

indication of how the object responds to particular events. Its description includes the
relationship between attribute values and services

3.2.13 class

set of jobjects, all of which represent the same kind of system component

NOTE |A class is a generalisation of the object; a template for defining variabl e¢ts in a

class afe identical in form and behaviour, but usually contain different data in thejr a
3.2.14 class attributes

attribdte that is shared by all objects within the same clas

3.2.19 class code

unique identifier assigned to each objgct tlas

3.2.1§ class specific service

servic is not

performed by a common s

NOTE |A class specific object.i
3.2.17 client

(a) an

object which

(b) an
which

a server reacts, such as the role of an AR endppint in
request APDUs to a single AR endpoint acting as a sefver

3.2.18

unidir 3 PDUs across an application relationship

3.2.19 <eyclic

term used to describe events which repeat in a regular and repetitive manner

3.2.20 dedicated AR

AR used directly by the FAL User. On Dedicated ARs, only the FAL Header and the user data
are transferred

3.2.21 device

a physical hardware connection to the link. A device may contain more than one node
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3.2.22 device profile

a collection of device dependent information and functionality providing consistency between
similar devices of the same device type

3.2.23 endpoint

one of the communicating entities involved in a connection

3.2.24 error

discre iti >cified
or thepretically correct value or condition

3.2.25 error code

identiffication of a specific type of error within an error class

3.2.2¢ management information

netwofk-accessible information that supports managing
includjng the application layer

g fieldbus system,

NOTE [Managing includes functions such as controlling, m¢
3.2.27 network

series| of nodes connected by some typegof co

NOTE |The connection paths between any pair of non inglude repeaters, routers and gateways.

3.2.28 pre-defined AR endpoi

AR endpoint that i (i
NOTE Pre-defined@v

3.2.29

AR endpoint {hat i 3 ontrol
its endlpoints

a) ragle of an-AR h which it returns a confirmed service response APDU to the client that
irflitiated the request

b) an object which provides services to another (client) object

3.2.31 service

operation or function than an object and/or object class performs upon request from another
object and/or object class

NOTE A set of common services is defined and provisions for the definition of object-specific services are
provided. Object-specific services are those which are defined by a particular object class to perform a required
function which is not performed by a common service.

3.3 Type 20 fieldbus application-layer specific definitions

There are additional terms defined for this part.
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3.31 analog channel

continuously varying electrical signal connecting a field device to the remainder of the data
acquisition or control system. Some field devices support multiple analog channels (input or
output)

NOTE Each analog channel transmits a single dynamic variable to or from the field device.
3.3.2 broadcast address

broadcast address is used by a master to send a command to all devices

NOTE The broadcast address is five octet long and has all zeros as the value.

3.3.3 busy

sy by
ested

The device is busy and cannot execute a command at the time. A
returnjng response code 32 when allowed by the command sp
commpnd is not executed if a busy response is returned.

3.34 device ID

a serial number for a device

NOTE |The manufacturer is required to assigned unique va as the identical values for

Manufagturer ID and Device Type.

3.3.5 device type

NOTE |The value of this attribute\i
data of
device.

ts value specifies the set of commands and
d to assigned unique value to each typg¢ of the

3.3.6

A uniquely define 3| i i Device that is always associated with clclical
proce i alue varies in response to changes and variatipns in
the pr

3.3.7

conne

NOTE |A deviceynay contain primary, secondary, tertiary, and quaternary variables. These are collectively called
the dynpmic variabl

3.3.8 long tag

32-character restricted ISO Latin-1 string used to identify a field device

3.3.9 loop current

value measured by a milli-ammeter in series with the field device
NOTE The loop current is a near DC analog 4-20 mA signal used to communicate a single value between the

control system and the field device. Voltage mode devices use "Volts DC" as their engineering units where "loop
current" values are used.

3.3.10 manufacturer ID

string identifying the manufacturer that produced a device

NOTE A manufacturer is required to use the value assigned to it and is not permitted to use the value assigned to
another manufacturer.
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3.3.11 master

device that initiates communication activity by sending request PDUs to other devices

3.3.12 polling address

integer used to identify a device

NOTE The polling address is used to construct a one-octet address.

3.3.13 slave

+RBUfremamaster

d iceo-thatinitiatac oo iniaoti o oty iy, alhvoftar it racai oo o
evicgthatHtaates—teomurteaton aCTrvIty- oTry artcT I reoTrve s a |

devicg, and that is required to send a response to that request

3.3.14 tag

8-chafacter ASCII string used to identify a field device

3.3.18 unique address

g altother devicgs that
a_device type and a device

five-o¢tet address of a device that uniquely identifies
support this standard, formed by concatenating a ma
ID

3.4 |Abbreviations and symbols

AR Application entity
Al Application layer

DU- (as a prefix) data-link-

DULC Data-link connection

DLCEP Data-link connection endpoint
DLL Data-link layer

DLM Data-link-management
DLSAP Data-link service access point
DLSDU DL-service-data-unit

FAL Fieldbus application layer

ID Identifier
IEC International Electrotechnical Commission
Ind Indication

MSB Most significant byte
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LSB Least significant byte
OSlI Open Systems Interconnect
Req Request
Rsp Response
SAP Service access point
SDU Service data unit
VFD Virtual field device
3.5 Conventions
3.5.1 General concept
The H barate
subclg itions, its
servicge . The
protog
The ¢ . The
attriby rvices
specif] at are
provided by the ASE.
This s
3.5.2
The d nsists
of a li 58-5-
5.
3.5.3
When nds to
each
3.6
The sf
Jable 1 — Conventions used for state machines
Current Event
# | condition Next state
state NG
Name of The Events or conditions that trigger this state transaction. The next
this current _ state after
transition |[state to => the actions
which this | The actions that are taken when the above events or in this
state conditions are met. The actions are always indented below transition is
transition | gyents or conditions taken
applies

The conventions used in the state machines are as follows:

Value of an item on the left is replaced by value of an item on the right.
right is a parameter, it comes from the primitive shown as an input event.

If an item on the
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XXX

A parameter name.

Example:

XXX

Identifier := reason
means value of a 'reason' parameter is assigned to a parameter called 'ldentifier.’

Indicates fixed value.

Example:

This qonstruct allows the execution of a sequence of a

The

Example:
fof (Identifier := start_value to end_valuey

actions
erldfor
This construct allows the execution of s\depending on some condition (which
might [be the value of some identifier ok the < previous action) within one trapsition.

Example:

Identifier := "abc"
means value "abc" is assigned to a parameter named 'ldentifier.’

= A Ingir‘nl candition to indicate an item on the left is pqual to an item aon the right

<| A logical condition to indicate an item on the left is less than the j

>

<p A logical condition to indicate an item on the left is not equé
&& Logical "AND"

|| Logical "OR"

Idop is executed for all values from start_value tg

If [condition)

actions
else
actions
endif
Readg o refer to the subclauses for the AREP at

definifions, the 1d_the FAL-PDU definitions to understand protocol mac

sition.

ribute
hines.
used

Itis a e sufficient knowledge of these definitions, and they are
withol

4 A

The gbstract syntax of APDUs is combined with their transfer syntax and is speciilied in
Clausg &t

5 Transfer syntax

5.1

General

The sending Application Layer prepares an APDU to transfer it to the receiving Application
Layer. It uses the parameters from the service primitives to do so. There are several formats
of the APDU:

Request APDU from Master to Slave device,

Normal response from Slave to Master device,

e Command error response from Slave to Master device, and

e Communication error response from Slave to Master device.
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The format and coding rules for all APDUs are specified in this clause.

5.2

Common APDU structure

All APDU have a common structure as shown in Figure 1.

Command Octet count Data

Figure 1 — APDU format

5.2.1

The fi
the ob

5.2.2

The s

5.2.3

This |
Applig
param

5.2.3.

Figure
contai
Varial
Slave

5.2.3.

Figurs
Slave

Command

Data

A
man Octet count Response Device value
N code status

igure 2 — Normal response from slave to master

ntifies

ype of
5 null.

s the user data which is tra . The
ation layer assembles it from the it into
eters of a service primitive. Its stpu
| Master to slave

1 shows the format\of th icati flelds that are used for a Master request
hing a single octet 3 Read service, Data field is either null pr it is
le Sub Inde (Vi Wi a field is the value that has to be written [to the
objects identified b
p Normal'r,

2 shows f pplication layer fields that are used for a responsg¢ from
to Mas i

The Slave sends this APDU in response to a request from Master. The value of Command
field in this APDU is identical to the Command field in the corresponding request APDU. The

Octet

Count is number of octets in Value field plus two. Thus, its minimum value is 2.

Response Code field is Enumeration data type and it indicates the successful completion of
the requested command as shown in Table 2. Some of the values depend upon the value of
Command field. Each service-specific APDU structure in 5.3 shows the values assigned to
that service. A device is required to use these values. The device can respond with an unused

value

as long it indicates a condition that is not defined in this standard.
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Table 2 — Response code values
Value Class Definition
0 Success Command (read or Write) was executed properly.
1-127 | Warning Command (Write) was executed with the deviation as described in response (e.g., a

value was set to its nearest legal value).

1-127 | Reserved | A code may be reserved for future use by this standard protocol. A device is not

permitted to return reserved value.

Device Status field is Bit Field data type and it indicates the current operating status of the

respo ding device as a whole and is not assaciated with the r-nmplp’rinn of any comma d, as
showrn in Table 3.
Table 3 — Device status values (\
Bit mask Definition < \ \ >
0x80 Device Malfunction — the device detected a serious error or faijfire that\compromjises e\%e
operation.
0x¢40 Configuration Changed — an operation was performed th cr%ngéq tk\(gvice\configuratior.
0x20 Cold Start — a power failure or Device Reset has ogeurred
010 More Status Available — more status information (s availgble %&aWad Command.
0x08 Loop Current Fixed — the Loop Current is be{ng M fi valtrg_and is not responding to
process variations. j\
0x04 Loop Current Saturated — the Loog _Current\pas r cheWr (or lower) endpoint limit and
cannot increase (or decrease) any fyrthen
0x02 Non-Primary Variable Out of Limlits — evice\VaxjableNnot mapped to the Primary Variable i
beyond its operatipqlimits.
0x01 Primary Variable@)u%&%its&QB\PriMVWe is beyond its operating limit..
N \J
If the lue field is used for the value of the objecis that

are r
the v
in the
value.

5.2.3.

Figurs
Slave
exist.

d was not permitted and the server wrote a dif
n in the Slave device.

e is an error in executing the command. The Value field do

ceived
ferent

of the application layer fields that are used for a response¢ from

Bs not

Command Octet count Response Device status

=2 Tode

Figure 3 — Command error response from slave to master

The responding device sends this APDU in response to a request from Master. The value of
Command field in this APDU is identical to the Command field in the corresponding request

APDU

. The Octet Count field is set to two (2).

Response Code field is Enumeration data type and it indicates the reason for the error. The
range of its value is 1 — 127. Some of the value depends upon the value of Command field.
Each service-specific APDU structure in 5.3 shows the values assigned to that service. A
device is required to use these values. The device can respond with an unused value as long
it indicates a condition that is not defined in this standard. (The response code values are

given

in Table 4.)
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Table 4 — Response code values

Value Class Definition

1-127 Error Command execution was not properly completed and the Response Code indicates the
reason (e.g., the device is in Write Protect mode).

1-127 Reserved | A code may be reserved for future use by this standard protocol. A device is not
permitted to return reserved value.

Device Status field is Bit Field data type and it indicates the current operating status of the
responding device as a whole and is not associated with the completion of any command, as
shown in Table 3.

5.2.3.4 Communication error response from slave to master

Figurd 4 shows the format of the application layer fields that are uség responsg from
Slave|to Master, when there is a communication error in receivin The
Valuelfield does not exist. <\
Command Octet count Comm er&%&@s
(=2)
Figure 4 —- Communication error fr@n slave to master
The rg¢sponding device sends this APDU i se-to)q request from Master. The vglue of

Command field in this APDU is identic ietd in the corresponding request
APDU| The Octet Count field is set to/two (2). ror field is Bit Field data type|and it
indicafes the reason for the error as shown

it e .
mjsk <> k 2 \> Definition
0x80 1 - This Kt |s\\\v@%§ szdlcate a communication error

0x40 Vertlﬁ\ﬁi\g\Wnty of one or more of the bytes received by the device|was

0x20 errun roX— A?t\@gst one byte of data in the receive buffer of the UART was
< v w en be re it was read (i.e., the slave did not process incoming byte fast

0x10 Framing E or — The Stop Bit of one or more bytes received by the device was not
detect the UART (i.e. a mark or 1 was not detected when a Stop Bit should haye
occurred)

0x08 L ongitudinal Parity Frrar — The | ongitudinal Parity calculated by the device did not

match the Check Byte at the end of the message.

0x04 Reserved, set to zero
0x02 Buffer Overflow — The message was too long for the receive buffer of the device.
0x01 Reserved, it is set to zero

5.3 Service-specific APDU structures
5.3.1 HCF enumerations

A number of data structures use enumerations which are controlled by the HART
Communications Foundation (HCF). HCF maintains current lists of these enumerations.
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5.3.2

Identify FAL PDU

5.3.21 Request primitive

The value of Command field can be either 0 or 11 or 21. The PDU format is shown in Table 6.

Table 6 — Identify request APDU

Command Octet count Data
0 0 Null
11 6 Tag (Packed ASCII)
21 32 Long Tag (Latin-1)

If the pvalue of Command field is 0, then Data field is null. If the valuyé ©RCo is 11,
ata field contains six octet value of Tag parameter. If the yalue o i is 21,

then [
then [

5.3.2.2 Response primitive

The V
showr

alue field of Identify response is shown in Ta

@®



https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac

— 22 —

61158-6-20 © IEC:2007(E)

Table 7 — Identify response value field
Octet Parameter .
offset Data type name Description
0 Unsigned8 None the value of this parameter is always 254.
1 HCF Manufacturer This indicates the manufacturer that produced the device.
enumeration ID

2 HCF Device Type This indicates the manufacturer’s type of the device i.e. the product

enumeration name.

3 Unsigned8 Preamble This parameter indicates the minimum number of Preambles to be

Count sent with the request message from the Master to the responding
devite:

4 Unsigned8 Command Rev | This parameter indicates the major revision(level of\the RPratofol
supported by the device. ~

5 Unsigned8 Device Rev This parameter describes the revisios | | of the dByvice .\ hg value
of this parameter is defined by the nufactyrer.

6 Unsigned8 Soft Rev This parameter indicates the rgvision Jevel of the firmware in fhe
device. The manufacturer is required toNfcrement\he/value df this
parameter for every newzélés% f tWevice firmware.

7 Bit Field Hard Rev The five most signifi i \ep\ry?ent the revisipn
level of the device fiardwar turer is required to

Phy Type j r every major change of the
rack individual hardware
Jhe is octet represent the typqd of
Si alling\used by the device.

8 Bit Field Device Flag This parameter\ndicates other information about the device quch as

uIti-?e:Qor, onyvolatihe memory control, protocol bridge, etf.

9-11 Unsigned24 Devite |D TKis p@er in iMs a serial number for the device. The

ahufac isregquired to assigned unique value for every device
N that has the ideptical values for Manufacturer ID and Device Type.

12 Unsigned8 Pr | is"p Mindicates the minimum number of preambles fo be

ount semt with\the response message from the slave to the master

13 Unsigne\i@/ riable €ount\| This parameter specifies the maximum number of objects (vafiables)
haj/can be accessed from the device. The value of this parameter
indicates the last variable code that a Client application can gxpect
o be found in the device.

14 - 15 Unsig 1 Config Change | This parameter keeps track of number of device configuration

oun changes. The device is required to increment the value of thig
\ parameter every time it receives a request to change the
< configuration using Application Layer services, or a user of the
device changes the device configuration using local mean su¢h as
local operator’s interface.
16 Bit-Field Device This parameter indicates the extended operational status of the
ExtdStatus device.
Table 8 - Identify command specific response codes
Value Class Description
0 Success No error
5.3.2.3 Procedure at responding device

If the request contains a Tag or Long Tag, then the device has to compare it with the Tag or
Long Tag stored in the device. The device shall respond only if the value in request matches
the value stored in the device.
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5.3.3 Read primary variable FAL PDU
5.3.31 Request primitive
The value of Command is one (1); the value of Octet Count field is zero (0) and Data field is
null.
5.3.3.2 Response primitive
The Value field of response is shown in Table 9. The Response Code values are shown in
Table 10.
Table 9 — Read primary variable response value fiel
Octe Data type Parameter Descripti N
offset yp name p/t\
0 HCF Primary This parameter represents the eaginegring unit.of 'm}r\W{a iable.
enumeration Variable Unit (‘g\
1-4 Float32 Primary It is the current value of prithary\vari ble\
Variable \
N
Table 10 — Read primary variable command specific r se codes
T\ A
Value Class /\ A > De{crh‘{ién N)
0 Success No error \ \ /
6 Error Device-S;}e/cThc CoFﬁx{%{ E}@(
8 Warning Update F&Iure(\ )
16 Error < A\c(v/eés\Re\s\\i% >
5.3.4 Read loop ¢ pekcent of\xrange FAL PDU
5.3.4.1 Requ Pri
The value of Com value of Octet Count field is zero (0) and Data flield is
null.
5.3.4.2
The Vjalue ge is shown in Table 11. The Response Code values are shgwn in
Table|12.
Table 11 — Read loop current and percent of range value field
Octet Parameter .
offset Data type name Description
0-3 Float32 Loop Current It is the current value of the output of the device — either loop
current in milli-amperes or voltage output in volts.
4 -7 Float32 Primary It is the current value of primary variable in percent of range. It
Variable tracks the primary input to the device. Its value can be outside the
normal range of 0% to 100%.
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Table 12 — Read loop current and percent of range command specific response codes

Value Class Description
0 Success No error
6 Error Device-Specific Command Error
8 Warning Update Failure
16 Error Access Restricted

5.3.5 Read dynamic variables and loop current FAL PDU

5.3.5.1 Request primitive
The value of Command is three (3); the value of Octet Count field is
null.

5.3.5.2 Response primitive
The Vjalue field of response is shown in Table 13. The R«
Table|14. If a device does not support all four variable
numbeér of variables that the device supports. In that case\the
from the response.

Table 13 — Read dyna@q\{{}‘

ata field is

de values are shown in
esponse contains only the
ing fields are absent

Octe Parameter ool
offset Data type name Description
0-3 Float32

Loop~Current is the culgent the output of the device — either loop
f\\c\u ent mijli- -amperes or voltage output in volts.

4 HCF r|m
enumeration Un|t

ameter represents the engineering unit of primary vafiable.

5-8 Float32 rimary t Wrrent value of primary variable.
ariable

9 HCF condary
enumera}iﬁ}\\ ble ghit \)/anable

\T\h)s)parameter represents the engineering unit of secondary

It is the current value of secondary variable.

10 -13 on
\Vart

14 CF v Tectiary
</Z@at&$\ vi?ble Unit

This parameter represents the engineering unit of tertiary var|able.

15 - 1§ Fl 32\ Mary It is the current value of tertiary variable.
Variable
19 HCF Quaternary This parameter represents the engineering unit of quaternary
enhumeration | Variable Unit variable.
20-2 Float3Z Quaternary TS the current value of quaternary variaple.
Variable

Table 14 — Read dynamic variables and loop current command specific response codes

Value Class Description
0 Success No error
6 Error Device-Specific Command Error
8 Warning Update Failure
16 Error Access Restricted
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5.3.6 Write loop configuration FAL PDU
5.3.6.1 Request primitive

The value of Command is six (6); the value of Octet Count field is two (2) and Data field is as
shown in Table 15.

Table 15 — Write polling address value field

Octet Data type Parameter Description
offset y name
0 Enumeration Pgaollina This 'r_\nrnmnfnr raprnennfe the data-link-address-of the device.
Address /TN
1 Enumeration | Loop Current This parameter encodes the loop current de as shewn'in Tlable
Mode 16.
A\

Table 16 — Loop current mode cogé\\\\\ \>

Value Description (\ \

0 Disabled \ \/
1 Enabled [ N X
251 None r\\// /\

252 Unknown { (N e &9

253 Device specific \ \/

5.3.6.

The V]
Table

ble 15\\fThe Response Code values are shgwn in

command specific response codes

Description

AL
2 < ey (N Invalid Poll Address
5(\ o?\ \ Too few data bytes received

6 \Er}‘{W Device-Specific Command Error
7 \eror> In write protect mode

12 Error Invalid mode selection

16 Error Access Restricted

32 Error Busy

5.3.6.3 Procedure at responding device

A devices is required to disable loop current signalling when requested by Master. When
current signalling is disabled, the loop current is set to the minimum value required for field
device operation. The field device status bit 4 as shown in Table 3, Loop Current Fixed, is set
to ‘1.
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5.3.7 Read loop configuration FAL PDU
5.3.71 Request primitive
The value of Command is seven (7); the value of Octet Count field is zero (0) and Data field is
null.
5.3.7.2 Response primitive
The Value field of response is shown in Table 11. The Response Code values are shown in
Table 12.
Table 18 — Read loop configuration value field
Octe Data type Parameter Descripti N
offse yp name p/w\
0 Enumeration | Polling This parameter represents the a-link addr \i@/ .
Address
1 Enumeration | Loop Current This parameter encodes theNoop, cur erﬁnod as sHown in Tlable
Mode 16. \
N
Table 19 — Read loop configuration command)specific nse codes
N\ A
Value Class /\ A > De{criﬁ{ién N)
0 Success No error \ \ /
16 Error Access R rlcted
5.3.8 %flca ions FAL PDU
5.3.8.
The v of Octet Count field is zero (0) and Data flield is
null.
5.3.8.
The V shown in Table 20. The Response Code values are shown in
Table
e{20 ~ Read dynamic variable families classifications value field
Octe Parameter Lo
offse Data type name Description
0 HCF Primary This parameter indicates the function performed by the device
enumeration Variable variable.
Classification
1 HCF Secondary This parameter indicates the function performed by the device
enumeration | Variable variable.
Classification
2 HCF Tertiary This parameter indicates the function performed by the device
enumeration | Variable variable.
Classification
3 HCF Quaternary This parameter indicates the function performed by the device
enumeration Variable variable.

Classification
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Table 21 — Read dynamic variable families classifications command specific response

codes
Value Class Description
0 Success No error
16 Error Access Restricted

5.3.9 Read device variables with status FAL PDU

5.3.91 Request primitive

The vlalue of Command is nine (9); the value of Octet Count field is one to 1-4) arLd it is

equal fto number of requested variables. The request Value field is show

Table 22 — Read device variables with status requesét

Octet Parameter
offspt Data type name Des@gpt%ﬁ&\\}
0 Unsigned8 Slot 0 This parameter is the cod%ﬁ|g\skto\{\1%ce>anable.

1 Unsigned8 Slot 1 This parameter is t}:@code\i to aagwce variable.

2 Unsigned8 Slot 2 This parameteﬁ be é)c}é aﬁm\ngd t\a«ﬁmce variable.

3 Unsigned8 Slot 3 Waram risthe ct{de éséjgne(bo a device variable.
N

5.3.9.2 Response primitive

is shown in T4. T
pble 23 — Read @r{cﬁ\aria%ﬁi

Value )Iag\s < Description
0 S/l{éess NO\&W

2 Errdy Thvalid sdiection
5

6

The Malue field of respons
Table|23.

esponse Code values are shown in

—

s command specific response codes

/\ E\{)r\ \ \KQO few data bytes received

EM \ \,D{evice-Specific Command Error

8\ VN ing > Update Failure

16 Erro Access Restricted
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Table 24 — Read device variables with status value field

Octet Parameter .
offset Data type name Description
0 Bit Field Device This parameter indicates the extended operational status of the
ExtdStatus device.
1 Unsigned8 Variable Code This is the code received in request at data field for slot 0.
2 HCF Variable This indicates the function performed by the device variable for slot
enumeration Classification 0.
3 HCF Variable Unit This represents the engineering unit of variable for slot 0.
enumeration
4-7 Float32 Variable Value | It is the current value of variable for slot 0. /N
8 Bit Field Variable Status | This represents the status of variable for/siét 0.
9 Unsigned8 Variable Code This is the code received in request/a(\%a@ flek{fo slot

10 HCF Variable Th|s indicates the function performe by the devic& variable fpr slot
enumeration Classification

11 HCF Variable Unit This represents the engineeting\unit of iable for
enumeration <e\

12-15 | Float32 Variable Value | It is the current vaWbl{fE\slo\N.

16 Bit Field Variable Status | This represents the st(a’l‘l:ys of\\ha\riehrs{)r}ot 1.

17 Unsigned8 Variable Code This is the c de rége’@/ d |¢\€ \at data field for slot 2.

18 HCF Variable ThisNqodi ates thie func! |on\pe}f d by the device variable fpr slot
enumeration Classification

19 HCF Variable Unit epresentsithe eqngineering unit of variable for slot 2.
enumeration

20-23 | Float32 Varjable Valye_| INs th\s_\cu\gnt ?ak}w/f variable for slot 2.

24 Bit Field \Rble% us N epr&ejntswstatus of variable for slot 2.

25 Unsigned8 /\)’a&/t\ Codecmis\l‘e\w received in request at data field for slot 3.

26 HCF ariable hWtes the function performed by the device variable fpr slot
enumeratio lassification 3.

27 HCF riabie ‘Uni \T\ms)represents the engineering unit of variable for slot 3.
enumera}iﬁ}\\
28 - 31 FIoa}B\ %RabN/al It is the current value of variable for slot 3.
32 B|t<§|eld \@n% S}tus This represents the status of variable for slot 3.
Varial ield data type and it provides the quality status of the variable. Its
encodjing i wn in\[able 25.
Table 25 — Variable status values
Bit mask Definition
0xCO0 These two bits are encoded to show the quality of the input process data:
11: good
01: poor accuracy
10: manual or fixed
00 bad
0x30 These two bits are encoded to show the limit status of the variable:
11: constant
01: low limited
10: high limited
00 not limited
0x08 If this bit is ‘1’ then it indicates that more status values are available by reading device specific
objects.
0x07 The meaning of these bits is specific to the device family.
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5.3.9.3 Procedure at responding device

a. If the request does not contain any data octets (Value field) then the device is required to
respond with error code equal to 5; otherwise the respond code shall be a value other
than 5.

b. The device is required to respond with values of exactly as many variables as in the
request.

c. If a variable requested is not supported in the device, then in the response PDU, the

co

rresponding:

Variable Classification field has to be set to ‘0’;

Variable Unit field has to be set to ‘250’;

il Variable Value field has to be set to a floating point & Ox7F,
0xAOQ, 0x00, 0x00); and
iv| Variable Status field has to be set to 0x30.
d. If [the Variable Classification is not supporteq \fo quested Vvariable, then Variable
Clpssification field in the response @ be set to ‘0’
5.3.10 Read message FAL PDU
5.3.10.1 Request primitive
The value of Command is A field
is null
5.3.10.2 Res
The Malue field of r wn in
Table|27.
Read message response value field
c?f(;;it Mpx\ \é;aar:\niter Description
0-23 Pack&\/ Message This is the value of Message stored in the device.
ASCII
Table 27 — Read message command specific response codes
Value Class Description
0 Success No error
16 Error Access Restricted
32 Error Busy
5.3.11 Read tag, descriptor and date FAL PDU
5.3.11.1 Request primitive

The value of Command is thirteen (13); the value of Octet Count field is zero (0) and Data
field is null.
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5.3.11.2 Response primitive
The Value field of response is shown in Table 28. The Response Code values are shown in
Table 29.
Table 28 — Read tag, descriptor, date response value field
Octet Parameter L.
offset Data type name Description
0-5 Packed Tag This is the value of Tag stored in the device.
ASCII
6-17 FdCked pescCriptor IS 1S the value O DesCriplor stored In tne device.
AScClI
18 — 20 Date Date This is the value of Date stored in the d

Table 29 — Read tag, descriptor, date command spe?#{e%\\ori&@

Value Class Descrl
0 Success No error \ \ >
16 Error Access Restricted / \ \
32 Error Busy N\ \ ) / C)\
5.3.13 Read primary variable transduce
5.3.12.1 Request primitive
The vhlue of Command i ctet Count field is zero (0) and Data
field ig null.
5.3.12.2 Respo sep
The Vjalue field Table 30. The Response Code values are shown in
Table|31.
[Table 3(0\a primary variable transducer information response value field
Octe ara ter Lol
offset </\&}\\WK name Description
0-2 Unsigned24 Msducer This is the value of Transducer Serial Number.
Serial Number
3 HCF Transducer This is the code for Transducer Limits and Minimum Span Un|ts
enumeration Unit
4 -7 Float32 Upper It is the value of Upper Transducer Limit variable.
Transducer
Limit
8- 11 Float32 Lower It is the value of Lower Transducer Limit variable.
Transducer
Limit
12 - 15 Float32 Minimum Span | Itis the value of Minimum Span variable.
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Table 31 — Read primary variable transducer information command specific response

codes
Value Class Description
0 Success No error
16 Error Access Restricted
32 Error Busy
5.3.12.3 Procedure at responding device
If the [Transducer Serial Number IS not applicable 10 the device, then the device shall respond
with fgllowing values:
a. Transducer Serial Number equal to ‘0’;
b. Transducer Unit equal to ‘250’;
c. allfother values equal to a floating point value of ‘Not-a=r A0, 0x00, 0x00).
5.3.13 Read device information FAL PDU
5.3.13.1 Request primitive
The value of Command is fifteen (15); ield is zero (0) and Datga field
is null
5.3.13.2 Response pri
The Malue field of respgons he Response Code values are shgwn in
Table|33.
@}e\ - Read formation response value field
I\
Octe Data type Pagamster Description
offset name
0 H Vs Afarm This the value of PV Alarm Selection. It indicates the action taken by
nuigeration g Sklecti the device under error conditions. For transmitters, the code
< indicates the action taken by the Loop Current. For Actuators| the
action taken by the positioner is indicated.
1 HCFK ) PV Transfer This the value of PV Transfer Function. If the device does no
enumeratiQn Function support transfer functions, then this value is ‘0’.
2 HCF PV Range Unit | This the value of PV upper and lower Range Unit
enumeration
3-6 Float32 PV Upper PV Upper Range Value
Range
7-10 Float32 PV Lower PV Lower Range Value
Range
11-14 Float32 PV Damping PV Damping Value in seconds
15 HCF Write Protect This the value of Write Protect. If the device does not implement
enumeration write protection, then this value is ‘251°.
16 HCF Private Label This the value of Private Label Distributor. Its default value is the
enumeration Distributor same as Manufacturer ID.
17 Bit Field PV Analog This the value of PV Analog Channel flags.
Channel
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Table 33 — Read device information command specific response codes

Value Class Description
0 Success No error
16 Error Access Restricted
32 Error Busy

5.3.14

Read final assembly number FAL PDU

5.3.14.1 Request primitive

The vjalue of Command is sixteen (16); the value of Octet Count field is zg O\andmDatpa field

is null

5.3.14.2 Response primitive

The Vjalue field of response is shown in Table 34. The Response 8s gre shown in
Table|35.
Table 34 — Read final assembly number re
(N
Octe Data type Parameter /(X\// (bses%ion
offset name N
0-2 Unsigned24 Final Assembly is isNthe\yalue Qf.Rinal Asse Iy Number
Number
Table 35 — Read f&ssfe&m nd specific response codes
Value Clﬁs Description
0 §\ucc%s \Qer&\
16 Erbr < <Acc§s\s R\s\rM
32 Errgt BUsY A\
5.3.15 \)
5.3.15.1
The vplue seventeen (17); the value of Octet Count field is twenty-foyr (24)
and Dpta field\i wn in Table 36.

Table 36 — Write message value field

Octet Parameter Lo
offset Data type name Description
0-23 Packed Message This is a string used by a Master for record keeping
ASCII

5.3.15.2 Response primitive

The Value field of response is shown in Table 36. The Response Code values are shown in
Table 37.
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Table 37 — Write message command specific response codes

— 33 -

Value Class Description
0 Success No error
2 Error Invalid Poll Address
5 Error Too few data bytes received
6 Error Device-Specific Command Error
7 Error In write protect mode
16 Error Access Restricted
32 Efror BUSY

5.3.14 Write tag, descriptor and date FAL PDU

5.3.164.1 Request primitive

The value of Command is eighteen (18); the value of Octet
Data fljeld is as shown in Table 38.

Table 38 — Write tag, descripm 2

enty-ohe (2]) and

octet Data type Parameter N\ /(>\/ @s@(
0-5 Packed Tag is is lue Wred in the device.
ASCII
6 -17 Packed Descriptor his i va e of Desgriptor to be stored in the device.
ASCII
18 — 20 Date Da (ENE] th lug of'Date to be stored in the device.
5.3.16.2 Respons
The Value field oge inJable 38. The Response Code values are shgwn in
Table|3

escriptor, date command specific response codes

/ﬁu{ \C ss\ Description
0 \Sthsgéss\/ No error

5 \eror> Too few data bytes received

6 Error Device-Specific Command Error

T Error In write protect mode

9 Error Invalid Date code

16 Error Access Restricted

32 Error Busy

5.3.17 Write final assembly number FAL PDU
5.3.17.1 Request primitive

The value of Command is nineteen (19); the value of Octet Count field is three (3) and Data
field is as shown in Table 40.
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Table 40 — Write final assembly number value field

Octet Parameter L.
offset Data type name Description
0-2 Unsigned24 Final Assembly | This is the value of Final Assembly Number. It is normally changed
Number when electronics or other device components are upgraded in the
field.
5.3.17.2 Response primitive

The Value field of response is shown in Table 40. The Response Code values are shown in

Table 44~
Table 41 — Write final assembly number command specific Ws
AN
Value Class Description < \ \ >
0 Success No error \ \
5 Error Too few data bytes received \\ \
6 Error Device-Specific Command Error \
7 Error In write protect mode / \ \
16 Error Access Restricted N\ \ ) / % \
32 Error Busy /\ A > { ( 3 N >
5.3.18 Read long tag FAL PDU \/
5.3.18.1 Request primitiye

The value of Command is

is null

5.3.18.2 Res

The Value field of
Table|43.

Read long tag response value field

we\wvalue offdctet Count field is zero (0) and Datg field

n Table 42. The Response Code values are shown in

AN
Octe Parameter .
ata e Description
offsef name
0-31 Latin-1 Long Tag This is the value of Long Tag stored in the device.

Value Class Description
0 Success No error
16 Error Access Restricted
32 Error Busy

5.3.19 Write long tag FAL PDU

5.3.19.1

Request primitive

The value of Command is twenty-two (22); the value of Octet Count field is thirty-two (32) and

Data field is as shown

in Table 44.
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Table 44 — Write long tag value field

Octet Parameter .
offset Data type name Description
0-31 Latin-1 Long Tag This is the value of Long Tag to be stored in the device.

5.3.19.2 Response primitive

The Value field of response is shown in Table 44. The Response Code values are shown in

Table 45.
Table 45 — Write long tag command specific Response ¢
Value Class Description ( N (\
0 Success No error < \ \ x
5 Error Too few data bytes received /\ \
6 Error Device-Specific Command Error \\ \
7 Error In write protect mode
NN

16 Error Access Restricted /
32 Error Busy

5.4 |Data coding rules
5.411 General

If the user data is always
The s¢mantics of the usekda
fixed and implicitly known.

oding without identification

5.4.1.2

Integdr val gnedquantities as shown in Figure 6 and Figure 7. The MSB of thi

type ig transferred first followed by the next octets and the LSB is transferred last.

. It is encoded as shown in Fig
om the position in the PDU, the length is

ure 5.

5 data

Notation: Integer8, Integer16, Integer24, Integer32
Rangeof BataTFype range-of-vatues tergtir
Values:

Integer8 -128 <i <127 1 octet

Integer16 -32768 < i< 32767 |2 octets

Integer24 223 < <223 _ 1 3 octets

Integer32 231 <j<231_1 4 octets
Coding: In two's complement representation

the MSB (Most Significant Bit) is the bit after the

sign bit (SN) in the first octet.

SN = 0: positive numbers and z

SN = 1: negative numbers

Figure 6 — Coding of Integer type data
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bits |8 |7 |6 |5 |4 |3 |2 |1

octets 1 SN 14 513 512 11 10 L9 28
2 |07 6 25 .4 53 52 o 50

Figure 7 — Coding of Integer16 type data

Coding for unsigned Types

61158-6-20 © IEC:2007(E)

Unsigned Values are encoded as shown in Figure 8 and Figure 9. The MSB of this data type
is transferred first followed by the next octets and the LSB is transferred last.

5.4.1.

Floati
the e
of the
transf

fraction. If
prred is 0x

Notation: Unsigned8, Unsigned16, Unsigned24, Unsigﬁm\
Range of Values: Data Type range of values
Unsigned8 0<i<255
Unsigned16 0<i<65535
Unsigned24 0<i<224 .1
N
Unsigned32 0<ic< 232 Q
Coding |B|nary
Figure 8 — Coding of l(l«nég ;g?]tﬁ\dx
s [S [n e 5 ¢ Y52 |
octets 1 515 5214\{\3\2\%& 510 59 8
20

QP
St Uhs;

igned16 type data

of floating point data type is not known, then the
all zeros (0x00); this value represents a ‘Not-a-nd

SB of
o LSB
value
mber’.

\\NX \{ : Floating-Point (4 octet)
s ar}}e\{f Valyes: |see IEC 60559, Short Real Number (32 bits)
C\o\din : see |EC 60559, Short Real Number (32 bits)
Y4 LSB
bits (8 |7 e |5 [a |3 |2 |1
octets Exponent (E)
1 SN 27 26 25 24 23 22 21
(E) Fraction (F)
2 20 2-1 2-2 23 o4 o5 56 o7
Fraction (F)
3 2-8 2-9 2-10 =11 5-12 513 o-14 5-15
Fraction (F)
4 =16 o-17  5-18 5-19 5-20 5-21 5-22 5-23
SN: sign 0 = positive, 1 = negative

Figure 10 — Coding of single precision Floating Point type data
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5.4.1.

The d
octet
octet i

Notati

Range

Codin

Jahuary
in 3 octets

Notation: Floating-Point (8 octet)
Range of Values: [see IEC 60559, Short Real Number (64 bits)
Coding: see |EC 60559, Short Real Number (64 bits)

LSB
bits |8 |7 |6 |5 a4 |3 |2 |1

octets Exponent (E)

1 SN 210 59 28 27 26 25 24
Exponent (E) | Fraction (F)
2 A 2 VA ~6
Fraction (F)
3 2-5 2-6 27 o8
Fraction (F)
4 2-13  o-14 5-15 5-16
Fraction (F)
4 221 922 5-23 5-24
Fraction (F)
4
4
4 2-92
N S\M\sign 0 =/__Qosit e

1900 to 31 December 2155

Table 46 — Coding for Date type

éh@recision Floating Point type data

e first
b year

Parameter [ Range of vaitues | Meaning of the parameters
d. of m. 1...31 day of month
months 1...12 months
years 0...255 years — 1900
bits 8|7|6 5|4|3|2|1

1

octets |RSV RSV RSV |4 93 52 o1 90 [1..31d.ofm.

2 RSV RSV

RSV RSV 53 52 1 50 [1..12months

3 |RsV |[,6

25 24 23 22 21 20 0 ... 255 years

Figure 12 — Coding of Date type data
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5.4.1.6 Coding for enumeration

The data type Enumeration is used to associate specific user definitions to numeric codes.
The definitions are as shown in Table 47. The definitions for codes 250-255 is always as
shown. It is not necessary to define all possible values in the table. All undefined codes in the
table are reserved. Reserved values are not used, returned or transferred by any device. For
every object of Enumeration type, there is such table that is known to the users by associating
the table with a variable index.

Range of Values: 0 to 255
Coding: in 1 octet

Table 47 — Coding for one octet Enumerated Tvpe

Unsigned Definition
value
0 Specified definition 0 (
1 Specified definition 1 /\

n Specified definition N

n+1 Reserved / ) \ >
n+2 Reserved f\\/

RELSP
Rpssrves

250 "bot sed! >

5.4.1.

The B al bits
are p tet. A
lookuy 48. In
other bit is

reserVed. Foreverygobject of Bit Field type, there is such table that is known to the usgrs by
assoclating-the table with a variable index.

Range of Values: 0 to 255
Coding: in 1 octet
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Table 48 — One octet bit field

— 39—

Bit mask Definition
0x01 For Bit 1 (LSB)
0x02 For Bit 2
0x04 For Bit 3
0x08 For Bit 4
0x10 For Bit 5
0x20 For Bit 6
UX40 For Bit 7
0x80 For Bit 8 (MSB)
5.4.1. Coding for packed ASCII string type

Packed ASCII is a 6-bit character code representing a subset
as shown in Table 49. It is produced by compressing four P
octets| This type of string is always a multiple of 4 characte

the erld of the data item with SP characters. The leng

with the string. The length is predetermined for e
object] index. If the number of characters in the
ermined length, then unused chatacters g

prede
For eX
and 0
and th

as the 3 octets: 0x82,
llowed by the next chgracter

de set
three
out to
along
ed by
an its
Dx20).
0x08,

-

W N =20

- +— x|w

@)

E |

NOTH

1.

5.4.1.9

ISO Lptin{1 )(ISO/IEC 8859-1) string consists of one character per octet. A restricted v,
that omits rows 0, 1, 8 and 9 in the Latin-1 table is used, as shown in Table 50.

Coding fox restricted ISO Latin-1 string type

ersion

The length of the string is not transferred along with the string. The length is predetermined
for each type of object, which is identified by object index. If the number of characters in the
value of a string object is less than its predetermined length, then unused characters at the
end of the string are set to zeros (0x00). One zero (0x00) at the end of a string ISO Latin-1
data item may not be sufficient to meet this requirement. A valid restricted 1SO Latin-1

character, other than zero, is permitted in the last octet of an restricted

ISO Latin-1 data

object. The first character of this string is transferred first, followed by the next character and
the last character is transferred last.
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Table 50 — Acceptable subset of ISO Latin-1 characters

protodol machine

Protoq

relatignship gm

The FSP

does

to accept seérvice primitives from the FAL service user and convert them int
internal primitives;

0 1 2 3 4 5 6 7 8 9 A B Cc D E F
0
1
2 SP ! " # $ % & ! ( ) * + , - . /
3 0 1 2 3 4 5 6 7 8 9 : ; < = > ?
4 |@ A B C D E F G H | J K L M N 0}
5 P Q R S T U \Y W X Y 4 [ \ 1 A _
6 ) a B c D e f g h i j k | m n o
7 p q R S T u \Y w X y z { | } ~
8
9
A NBSE ¢ £ o} ¥ | § -
B ° t z ? M 1 : . 2
c A A A A A A £ c E i
D D N 0 o 0 0 0 x [%] )
E El a a a A a ® @ e i
F 0 fi o} 6 o o} o} + o Y
NOTHS
3. Most significant hexadecimal digit is top to bottom; le
4. SP indicates a space character.
4. NBSP indicates a non-breaking space.character|
g. SHY indicates a soft hyphen. <\
6 Structure of FAL protocol state
Interfgce to FAL servic
NOTE |The state machines|spe fine the
valid e\ents for each/1tN\
The behaviour of three

. The
m are

FSPM

b FAL

to send FAL internal primitives to the ARPM;

to accept FAL internal primitives from the ARPM and convert them into s
primitives for the FAL User;

to deliver the FAL service primitives to the FAL User.

ervice
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FAL User
A

FAL Service Req/Rsp Primitives FAL Service Ind/Cnf Primitives

FSPM

A 4

Server ARPM

Client ARRM
OO r1vT

ARPM Req/Rsp Primitives ARPM Ind/Cnf P

| DMPM <

A
DLL Req/Rsp Primitives DLL IM iy
N\

A 4

| Data-link Iayér

The A an AR and exchange of FAL{PDUs
with g Client, Slave. In any FAL, thefre can
be on . 2 perids upon the device class. The Master
class M; \ 2 gvice has Server ARPM. The ARPM is
respo i ivities;
a) to accepi F i 9 imjti om the FSPM and create and send other FAL
internal & A or the DMPM, based on the primitive types;
b) to accept itives from the DMPM and send them to the FSPM as a
form of FA
state
5, and
em to

There is no AP-Context State Machine in this Type of FAL.

8 FAL service protocol machine (FSPM)

8.1 General

FAL Service Protocol Machine is common for AL User services. It has one state called

"ACTIVE" as shown in Figure 14.
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‘ All Transactions

Figure 14 — State transition diagram of FSPM

8.2 FSPM state tables

Table|51 and Table 52 specify the FSPM protocol machine.
Table 51 — FSPM state table — client transail/c}\ x
# Current state Event_or co_ndltlon <\\ \>Next gtate
=> action
S1 ACTIVE Identify.req \\> ACTIVE
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu
} (\
S2 ACTIVE Read Primary Variab, ACTIVE
=>
Transaction.req {
remote_address :
S3 ACTIVE ACTIVE
S4 ACTIVE ACTIVE
S5 ACTIV ACTIVE
Tragsaction.req {
ote_address := AREP_ID,
ser_data := alpdu
}
S6 ACTIVE Read Loop Configuration.req ACTIVE
=>
Transaction.req {
user_dgta = alpdu ‘
!
S7 ACTIVE Read Dynamic Variable Families Classifications.req ACTIVE
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu
}
S8 ACTIVE Read Device Variables.req ACTIVE
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu
}
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Event or condition

# Current state _ -
=> action

Next state

S9 ACTIVE Read Message.req
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu

ACTIVE

!
S10 ACTIVE Read Tag, Descriptor, Date.req
=>
Transaction.req {

ACTIVE

" ol ol AR
TeTOTC_auUTeSS—.= 7\

user_data := alpdu

!
S11 ACTIVE Read Primary Variable Transducer.req
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu

ACTIVE

!
S12 ACTIVE Read Device Information.req
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu

7\

N

KCTIVE

!
S13 ACTIVE Read Final Assembly
=>
Transaction.req {
remote_address :=
user_data := alp

()
O

ACTIVE

S14 ACTIVE Write Message.req

ACTIVE

S15 ACTIVE </

ACTIVE

S16 ACTIV

remote_address := AREP_ID,
er_data := alpdu

==
Xx Transaction.req {

ACTIVE

}
S17 ACTIVE ﬁk—:ad Long Tag.req
=>

Transaction.req {
remote_address := AREP_ID,

ACTIVE

user_data := alpdu

}

S18 ACTIVE Write Long Tag.req
=>
Transaction.req {
remote_address := AREP_ID,
user_data := alpdu

ACTIVE

K
S19 ACTIVE Transaction.cnf
&& CommeErr (user_data) = "True"
=>
Identify.cnf(-) {
Arep_id = remote_address,
Comm_stat = Comm (user_data),
Dev_stat = Device (user_data)

}

ACTIVE
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Current state

Event or condition
=> action

Next state

S20

ACTIVE

Transaction.cnf
&& CommandErr (user_data) = "True"
=>
Identify.cnf(-) {
Arep_id = remote_address,
Resp_code = Resp (user_data),
Dev_stat = Device (user_data)

ACTIVE

S21

ACTIVE

Transaction.cnf

ACTIVE

X UTTTUuLETT \UOCI_UalG} = 1 arotT
&& Command (user_data) =0 | 11 | 21
=>
Identify.cnf(+) {
Arep_id = remote_address,
Resp_code = Resp (user_data),
Dev_stat = Device (user_data),
data = Value (user_data)

}

S22

ACTIVE

Transaction.cnf
&& CmdErr (user_data) = "False"
&& Command (user_data) = 1

=>

Read Primary Variable.cnf(+) { W
Arep_id = remote_address,
Resp_code = Resp (user_ddta), C)

KCTIVE

S23

ACTIVE

urrent
remote_

ACTIVE

S24

ACTIVE

T

Dymamic Variables.cnf(+) {
\ id~ remote_address,

espMode = Resp (user_data),
v_stat = Device (user_data),
ta = Value (user_data)

ACTIVE

S25

ACTIVE

Transaction.cnf
& CmdErr (user_data) = "False"

&& Command (user_data) = 6
=>

ACTIVE

VWTite Polling AdAress.cni(¥) |
Arep_id = remote_address,
Resp_code = Resp (user_data),
Dev_stat = Device (user_data),
data = Value (user_data)

}

S26

ACTIVE

Transaction.cnf

&& CmdErr (user_data) = "False"

&& Command (user_data) =7

=>

Read Loop Configuration.cnf(+) {

Arep_id = remote_address,
Resp_code = Resp (user_data),
Dev_stat = Device (user_data),
data = Value (user_data)

}

ACTIVE



https://iecnorm.com/api/?name=83636212a57ff8eca9d08d83dff16fac
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