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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all ngtional electrotechnical committees (IEC National Committees). The object of IEC is to promote intefnational
co-operation on all questions concerning standardization in the electrical and electronic fields. To this lend and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publ|cly Available Specifications (PAS) and Guides (hereafter referred to as "IE€~Publication(s)]). Their
preppration is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may |participate in this preparatory work. International, governmental and non-goyernmental organization$ liaising
with [the IEC also participate in this preparation. IEC collaborates closely with-the’ International Organizption for
Stanfardization (ISO) in accordance with conditions determined by agreement.between the two organizftions.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intefnational
conslensus of opinion on the relevant subjects since each technical®}¢committee has representation [from all
interpsted IEC National Committees.

3) IEC [Publications have the form of recommendations for international use and are accepted by IEC [National
Compmittees in that sense. While all reasonable efforts are_made to ensure that the technical contenft of IEC
Publ|cations is accurate, IEC cannot be held responsible\for the way in which they are used or|for any
misipterpretation by any end user.

4) In oyder to promote international uniformity, IEC National Committees undertake to apply IEC Pubjications
trangparently to the maximum extent possible in theirnational and regional publications. Any divergence petween
any |[EC Publication and the corresponding nationalbor regional publication shall be clearly indicated in the latter.

5) IEC ftself does not provide any attestation of“\conformity. Independent certification bodies provide cgnformity
assessment services and, in some areas,~access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All upers should ensure that they hayve jthe latest edition of this publication.

7) No lijability shall attach to IEC ok its directors, employees, servants or agents including individual expgrts and
mempbers of its technical committees and IEC National Committees for any personal injury, property damage or
othef damage of any nature\'whatsoever, whether direct or indirect, or for costs (including legal fdes) and
expgnses arising out of( the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publ|cations.

8) Attention is drawnetothe Normative references cited in this publication. Use of the referenced publicgtions is
indispensable for' the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject ¢f patent
rightg. IEC.shall not be held responsible for identifying any or all such patent rights.

Attentipnis drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. Tn all cases, the commitment to limited release of intellectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fifth edition cancels and replaces the fourth edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

a) update of normative and bibliographic references;

b) review of Get/Set_Attributes_All parameter format in 3.5.3;

c) new services in 4.1.2.1, 4.1.8.1 and 8.2, 8.3;

d) clarifications of services in 4.1.5;

e) definition of specific connection path in 4.1.6.12;

f) clarifications and updates of Get/Set_attribute_list services in 4.1.8.1;

g) clarifications, new attributes for the Identity object in 4.1.8.2;

h) new attributes, service parameters and service for the Message Router object in-4.1(8.3;
i) clarifications, new attribute and other extensions for the Assembly object in 4¢1:,8.4;

j) clarifications, new attributes, service parameters, services and diagnostics conmection
poihts for the Time Sync object in 4.1.8.6;

k) clafifications, new services and addition of diagnostics connection peints for the Connection
Mapager object in 4.1.8.9;

I) clafifications and extensions of Path Segments in 4.1.9;

m) updates and extensions of class, attribute and service codestin 4.1.10;
n) clafifications and additions of error codes in 4.1.11;

0) update of STIME, UTIME and NTIME data types in 4.2.3 and 5.1.3.5;
p) updates of encapsulation protocol in 4.3.1;

q) addition of internal services in 7.1;

r) removal of obsoleted transport options andirelated services in Clause 9 and Clause [11;
s) updates of DMPM2 in Clause 11;

t) renpoval of all references to CPF and:CPs (material moved to profile documents);
gcellaneous editorial corrections:

u) m

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information ‘on the voting for its approval can be found in the report on voting indicpted in
the above table.

The lamguage used for the development of this International Standard is Fnglish |

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety
of purposes:

e as p guide for implementers and designers;
e for|use in the testing and procurement of equipment;
e as part of an agreement for the admittance of systems into the open systéms environment;

e as p refinement to the understanding of time-critical communications within OSI.

This dgcument is concerned, in particular, with the communication and interworking of sgnsors,
effectofrs and other automation devices. By using this document together with other stapdards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems can
work tggether in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means,toraccdss the
fieldbus communication environment. In this respect, the FAL can be viewedias a "Wwindow

betwegn corresponding application programs."”

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical
messa
materi
of a ti
some dlefined level of certainty. Failure to complete specified actions within the time Wwindow
risks failure of the applications requesting the actions, with attendant risk to equipmen
and pdssibly human life.

This d
visible

e-window, within which one or more specified actions are‘required to be complet

behavior provided by the Type 2 fieldbuscapplication layer in terms of

the|l formal abstract syntax defining the\ application layer protocol data units co
betiween communicating application entities;

the|transfer syntax defining encoding rules that are applied to the application layer p
datp units;

the| application context state® machine defining the application service behavior
betiween communicating application entities;

the

application relationship state machines defining the communication behavior

between communicating application entities.

The purpose of thisidocument is to define the protocol provided to

defjne the wire-representation of the service primitives defined in IEC 61158-5-2, an

defjng the externally visible behavior associated with their transfer.

jing communications between application programs in an automation environmgnt and
| specific to Type 2 fieldbus. The term "time-critical" is used to represent the présence

pd with

, plant

pcument specifies interactions between refmote applications and defines the externally

veyed

rotocol

visible

visible

This document specifies the protocol of the Type 2 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure
(ISO/IEC 9545).

1.2

Specifications

The principal objective of this document is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-2.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols.
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1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol specification.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

NOTE Al parts of the IEC 61158 series, as well as the IEC 61784-1 series and the |IEC 61784-2 sdries are
maintairfed simultaneously. Cross-references to these documents within the text therefore referto ithe edjtions as
dated in|this list of normative references.

IEC 61[158-1:2023, Industrial communication networks — Fieldbus specifications — |Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61[158-3-2:2023, Industrial communication networks — Fieldbus specifications — Part 3-2:
Data-link layer service definition — Type 2 elements

IEC 61[158-4-2:2023, Industrial communication networks < Fieldbus specifications — Part 4-2:
Data-link layer protocol specification — Type 2 elements

IEC 61[158-5-2:2023, Industrial communication nétworks — Fieldbus specifications — Part 5-2:
Application layer service definition — Type 2 elements

IEC 61[588:2021, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61[784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional|safety
fieldbuses — Additional specifications for CPF 2

IEC 61/800-7-202, Adjustable speed electrical power drive systems — Part 7-202: Generic
interfage and use of prafiles for power drive systems — Profile type 2 specification

IEC 62026-3:2014-Low-voltage switchgear and controlgear — Controller-device intgrfaces
(CDIs)|- Part 3-~DeviceNet

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model| The Basic Model

ISO/IEC/IEEE 8802-3, Telecommunications and exchange between information technology
systems — Requirements for local and metropolitan area networks — Part 3: Standard for
Ethernet

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1:
Specification of basic notation

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure
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ISO/IEC 106486, Information technology — Universal Coded Character Set (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO 639-2, Codes for the representation of names of languages — Part 2: Alpha-3 code

ISO 11898-1:2015, Road vehicles — Controller area network (CAN) — Part 1: Data link layer and
physical signalling

IEEE Std 802.1Q-2018, IEEE standard for local and metropolitan area networks — Bridges and
bridged networks

IEEE Std 802.3-2018, IEEE Standard for Ethernet

IETF RFC 791, J. Postel, Internet Protocol, September 1981, available, at’https://wyww.rfc-
editor.prg/info/rfc791 [viewed 2022-02-18]

IETF RFC 1035, P.V. Mockapetris, Domain Names — Implementation and Specification,
November 1987, available at https://www.rfc-editor.org/info/rfc1035)[viewed 2022-02-18]

IETF RFC 1112, S.E. Deering, Host Extensions for IP Multicasting, August 1989, availpble at
https:/fwww.rfc-editor.org/info/rfc1112 [viewed 2022-02-48]

IETF RFC 1117, S. Romano, M.K. Stahl, M. ReckeryJnternet Numbers, August 1989, available
at http$://www.rfc-editor.org/info/rfc1117 [viewed 2022-02-18]

IETF RFC 1122, R. Braden, Requirements for Internet Hosts — Communication Layers, Qctober
1989, available at https://www.rfc-editor.orgf/info/rfc1122 [viewed 2022-02-18]

IETF RFC 1759, R. Smith, F. Wright{F. Hastings, S. Zilles, J. Gyllenskog, Printer MIB,|March
1995, available at https://www.rfc~€ditor.org/info/rfc1759 [viewed 2022-02-18]

IETF RFC 2236, W. Fenner, ‘Internet Group Management Protocol, Version 2, Novembef 1997,
availaljle at https://www.rfeseditor.org/info/rfc2236 [viewed 2022-02-18]

IETF RFC 2474, KaNichols, S. Blake, F. Baker, D. Black, Definition of the Differeptiated
Servicgs Field (DS® Field) in the IPv4 and IPv6 Headers, December 1998, availgble at
https:/fwww.rfg=editor.org/info/rfc2474 [viewed 2022-02-18]

IETF RFC,2475, S. Blake, D. Black, M. Carlson, E. Davies, Z. Wang, W. Weiss, An Archifecture
for Differentiated Services, December 1998, available at https://www.rfc-editor.org/info/fc2475
[viewed 2022-02-18]

IETF RFC 2597, J. Heinanen, F. Baker, W. Weiss, J. Wroclawski, Assured Forwarding PHB
Group, June 1999, available at https://www.rfc-editor.org/info/rfc2597 [viewed 2022-02-18]

IETF RFC 2873, X. Xiao, A. Hannan, V. Paxson, E. Crabbe, TCP Processing of the IPv4
Precedence Field, June 2000, available at https://www.rfc-editor.org/info/rfc2873 [viewed 2022-
02-18]

IETF RFC 3140, D. Black, S. Brim, B. Carpenter, F. Le Faucheur, Per Hop Behavior
Identification Codes, June 2001, available at https://www.rfc-editor.org/info/rfc3140 [viewed
2022-02-18]
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IETF RFC 3246, B. Davie, A. Charny, J.C.R. Bennet, K. Benson, J.Y. Le Boudec, W. Courtney,
S. Davari, V. Firoiu, D. Stiliadis, An Expedited Forwarding PHB (Per-Hop Behavior), March 2002,
available at https://www.rfc-editor.org/info/rfc3246 [viewed 2022-02-18]

IETF RFC 3376, B. Cain, S. Deering, |. Kouvelas, B. Fenner, A. Thyagarajan, Internet Group
Management Protocol, Version 3, October 2002, available at https://www.rfc-
editor.org/info/rfc3376 [viewed 2022-02-18]

IETF RFC 4594, J. Babiarz, K. Chan, F. Baker, Configuration Guidelines for DiffServ Service
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3 T¢rms, definitions, symbols, abbreviated terms and conventions

For thg purposes of this document, the following terms, definitions, symbols, abbreviated terms
and conventions apply.

ISO and IEC maintain terminological databases for use in standardization at the fo|lowing
addreslses:
o |EQ Electropedia: available at https://www.electropedia.org/

e |SQ Online browsing platform: available at https://www.is@.0rg/obp
3.1 Fferms and definitions from other ISO/IEC standards

3.11 Terms and definitions from ISO/IEC 7498-1
a) abdtract syntax

b) application entity

c) application process

d) application protocol data unit
e) application service element

f) application entity invocation
g) application process invocation
h) application transactiofn

i) prejsentation context

i) rea’II' open system

k) trampsfer syntax

3.1.2 Terms and definitions from ISO/IEC 9545

a) applicdation-association

b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element
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3.1.3 Terms and definitions from ISO/IEC 8824-1
a) object identifier

b) type

c) value

d) simple type

e) structured type

f) component type

g) tag
h) Boalean type

i) tru
j) falge
k) intgger type

[) bitgtring type
m) octptstring type
n) nul| type

0) seduence type
p) seduence of type
q) chgice type

ry tagped type

s) any type

t) mopule

u) production

3.1.4 Terms and definitions from ISO/IEC 8825-1

a) engoding (of a data value)

b) datp value

c) ideptifier octets (the singular form is used in this document)

d) lenpth octet(s) (both.singular and plural forms are used in this document)

e) corjtents octets

3.2 Fferms and.definitions from IEC 61158-5-2
a) application’relationship

b) clignt

C) peer

d) server
3.3 Additional terms and definitions

3.3.1

allocate

take a resource from a common area and assign that resource for the exclusive use of a specific
entity

3.3.2
application
function or data structure for which data is consumed or produced
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3.3.3

application objects

multiple object classes that manage and provide a run time exchange of messages across the
network and within the network device

3.34
attribute
description of an externally visible characteristic or feature of an object

Note 1 to entry: The attributes of an object contain information about variable portions of an object. Typically, they
provide status information or govern the operation of an object. Attributes can also affect the behavior of an object.
Attributes are divided into class attributes and instance attributes.

3.3.5
behavjor
indicat|on of how an object responds to particular events

3.3.6
Best Master Clock Algorithm
BMCA
algorithm performed by each node to determine the clock that will become the master clock on
a subnet and the grandmaster clock for the domain

Note 1 tp entry: The algorithm primarily compares priority1, clock quality,(priority2, and source identity to détermine
the best|master among available candidates.

3.3.7
boundtlary clock
clock that has multiple Precision Time Protocol (PTP) ports in a domain and maintajns the
timescpale used in the domain

Note 1 tp entry: It may serve as the source of timéji.e., be a master clock, and may synchronize to anothgr clock,
i.e., be g slave clock.

[SOURCE: IEC 61588:2009, 3.1.3,/modified ! — second sentence changed to a Note]

3.3.8
called
servicg user or a service provider that receives an indication primitive or a request APDU

3.3.9
calling
servicg user ora'service provider that initiates a request primitive or a request APDU

3.3.10
class
set of objects, all of which represent the same kind of system component

Note 1 to entry: A class is a generalization of an object; a template for defining variables and methods. All objects
in a class are identical in form and behavior, but usually contain different data in their attributes.

3.3.11
class attribute
attribute that is shared by all objects within the same class

1 This definition and several others are based on the legacy IEC 61588:2009 and not the latest IEC 61588:2021.
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3.3.12
class code
unique identifier assigned to each object class

3.3.13

class specific service

service defined by a particular object class to perform a required function which is not performed
by a common service

Note 1 to entry: A class specific object is unique to the object class which defines it.

3.3.14
client
a) object which uses the services of another (server) object to perform a task

b) initiator of a message to which a server reacts

3.3.15
clock
node participating in the Precision Time Protocol (PTP) that is. capable of providing a
measufement of the passage of time since a defined epoch

Note 1 tp entry: There are three types of clocks in IEC 61588:2009, boundary, transparent and ordinary clpcks.

[SOURCE: IEC 61588:2009, 3.1.4, modified — different Note]

3.3.16
commuynication objects
compohents that manage and provide a run timéZexchange of messages across the netyork

EXAMPLES Connection Manager object, Unconnected Message Manager (UCMM) object, and Message Router
object.

3.3.17
connegtion
logical|binding between application objects that may be within the same or different devjces

Note 1 tp entry: Connections. ‘may be either point-to-point or multipoint.

3.3.18
connegtion ID
CID
identifier assigned to a transmission that is associated with a particular connection bg¢tween
produgers @and consumers, providing a name for a specific piece of application information

3.3.19
connection path
octet stream that defines the application object to which a connection instance applies

3.3.20
connection point
buffer which is represented as a subinstance of an Assembly object

3.3.21
consume
act of receiving data from a producer

3.3.22
consumer
node or sink that is receiving data from a producer
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consuming application
application that consumes data

3.3.24
cyclic
repetiti

3.3.25
device

ve in a regular manner

physical hardware connected to the link

Note 1 t

3.3.26

device profile

collect
similar

3.3.27
domai
logical
necess

[SOUR

3.3.28
end ng
produg

3.3.29
end pg
one of

3.3.30
epoch
origin

[SOUR

3.3.31
error
discreg

b entry: A device may contain more than one node.

on of device dependent information and functionality providing consistency b
devices of the same device type

n

arily synchronized to clocks in another domain

CE: IEC 61588:2009, 3.1.7]

de
ing or consuming node

int
the communicating entities.involved in a connection

bf a time scale

CE: IEC 61688:2021, 3.1.12]

ancy between a computed, observed or measured value or condition and the sp

ptween

grouping of clocks that synchronize to each other using{the protocol, but that are not

ecified

or theo

3.3.32
frame

reticatty correct vatoeorcordition

denigrated synonym for DLPDU

3.3.33

grandmaster clock
within a domain, clock that is the ultimate source of time for clock synchronization using the
PTP protocol

[SOURCE: IEC 61588:2009, 3.1.13]
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3.3.34

implementation profile

collection of information and functionality supported by a device, independently of its device
type

Note 1 to entry: Unlike device profiles, implementation profiles group subsets of Type 2 technologies and
characteristics, providing a high-level description of the capabilities of a device.

3.3.35

instance

actual physical occurrence of an object within a class that identifies one of many objects within
the same object class

EXAMPLE California is an instance of the object class state.

Note 1 tp entry: The terms object, instance, and object instance are used to refer to a specific instance.

3.3.36
instange attribute
attribule whose value is unique to an object instance and whose definition is shared by all
instanges of an object

3.3.37
instantiated
object that has been created in a device

3.3.38
interoperability
capability of User Layer entities to perform coordinated and cooperative operations us|ng the
servicgs of the FAL

3.3.39
Keeper
object responsible for distributing link:configuration data to all nodes on the link

3.3.40
little endian
model pf memory organization which stores the least significant octet at the lowest addrgss, or
for transfer, which transfers the lowest order octet first

Note 1 tp entry: Native Type 2 data types are sent in little endian order.

3.3.41
Lpacket
Link packet

H £ |H 43 H 4 £3 il ot to H iy | tot L A liale ol o4
plece Fappninoeatulim mimurimimatult tarat Lutitdilio a ol T, CUTILTUT ULLTL, tay, difu 11T Uata

Note 1 to entry: Peer data-link layers use Lpackets to send and receive service data units from higher layers in the
OSI stack.

3.3.42

management information

network accessible information that supports managing the operation of the fieldbus system,
including the application layer

Note 1 to entry: Managing includes functions such as controlling , monitoring, and diagnosing.
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r clock

in the context of a single Precision Time Protocol (PTP) communication path, clock that is the
source of time to which all other clocks on that path synchronize

[SOURCE: IEC 61588:2009, 3.1.17]

3.3.44
memb

er

piece of an attribute that is structured as an element of an array

3.3.45

Messalge Router

object

3.3.46

multippint connection
connegtion from one node to many

Note 1 t
nodes.

3.3.47
netwo
set of
repeat

3.3.48
object
abstra
data (i
clearly

3.3.49
object

servicg unique to the object class which defines it

3.3.50
ordin
clock
timesc

Note 1t
be a sla

within a node that distributes messaging requests to appropriate application abje

b entry: Multipoint connections allow messages from a single producer-to be received by many c
'k
nodes connected by some type of communication medium, including any inter

brs, bridges, routers and lower-layer gateways

bt representation of a particular compenent within a device, usually a collection of
n the form of variables) and methods (procedures) for operating on that data ths
defined interface and behavior

specific service

ry clock
hat has a~single Precision Time Protocol (PTP) port in a domain and mainta
ble used’inrthe domain

b entry:/ It may serve as a source of time, i.e., be a master clock, or may synchronize to another cl
eclock.

cts

pbnsumer

vening

related

t have

ns the

bck, i.e.,

[SOURCE: IEC 61588:2009, 3.1.22, modified — second sentence changed to a Note]

3.3.51

originator
client responsible for establishing a connection path to the target

3.3.52

parent clock
master clock to which a clock is synchronized

[SOURCE: IEC 61588:2009, 3.1.23]
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3.3.53
point-to-point connection
connection that exists between exactly two application objects

3.3.54

Precision Time Protocol

PTP

protocol defined by IEC 61588:2021

Note 1 to entry: As an adjective, it indicates that the modified noun is specified in or interpreted in the context of
IEC 61588:2021.

[SOURCET TEC 6T1588:20ZT, 3.T.48, modiiied — second senience changed to a Note, and
referernces to IEEE Std 1588 replaced by IEC 61588:2021]

3.3.55
produge
act of $ending data to be received by a consumer

3.3.56
produger
node that is responsible for sending data

3.3.57
PTP message
one of[the messages defined in IEC 61588:2021

[SOURCE: IEC 61588:2021, 3.1.58, modified — NOTE deleted, and reference to IEEE Std 1588
replaced by IEC 61588:2021]

3.3.58
PTP port
logicallaccess point of a clock for BTP communications to the communications network

[SOURCE: IEC 61588:2021, 3.1.61, modified — “PTP instance” changed to “clock”]

3.3.59
receiv|ng
servicg user that.receives a confirmed primitive or an unconfirmed primitive, or a service
provider that recéives a confirmed APDU or an unconfirmed APDU

3.3.60
resource

r china-or informmatinn canAahility ~Af A o bhovotam
proceskirg-erinrfermation-capability-ofa-subsystem

3.3.61

sending

service user that sends a confirmed primitive or an unconfirmed primitive, or a service provider
that sends a confirmed APDU or an unconfirmed APDU

3.3.62

server

a) role of an AREP in which it returns a confirmed service response APDU to the client that
initiated the request

b) object which provides services to another (client) object
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service
operation or function than an object and/or object class performs upon request from another

object

3.3.64

and/or object class

synchronized clocks
(to a specified uncertainty) absent relativistic effects, two clocks which have the same epoch
and for which measurements of the time of the same single event at an arbitrary instant differ
by no more than the specified uncertainty

[SOU CE1EC 61588:2021, 3. 1.75 modified =reworded :\r\r\nrr’!ing to lEC rnlnc]
3.3.65

system time

absolufe time value as defined by Type 2 time synchronization in the context,of a dist

time system where all devices have a local clock that is synchronized with a’common
clock

Note 1 tp entry: In the context of Type 2, System Time is a 64-bit integer value in units of nanoseconds with
of 0 corfesponding to the date 1970-01-01.

3.3.66

target

end-ndde to which a connection is established

3.3.67

temporary node

transignt node

3.3.68

transalction id

field w

3.3.69

transparent clock

device
transit

[SOURCE: IEC 61588:2009, 3.1.46, modified — truncated]

3.3.70
uncon
UCMM

thin a UCMM header that matches a response with the associated request

that measures the-iime taken for a Precision Time Protocol (PTP) event mess
the device and, provides this information to clocks receiving this PTP event mess

hected message manager

ributed
master

a value

age to
age

component within a node that transmits and receives unconnected explicit messages and sends
them directly to the Message Router object

3.3.71
uncon

nected service

messaging service which does not rely on the set up of a connection between devices before
allowing information exchanges

3.3.72
vendo
identifi

riD
cation of each product manufacturer/vendor by a unique number

Note 1 to entry: Vendor IDs are assigned by the ODVA, Inc. organization (see <www.odva.org>).


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 30 - IEC 61158-6-2:2023 © |EC 2023

3.4 Abbreviated terms and symbols

ASCII American Standard Code for Information Interchange
CID connection ID

CAN Controller Area Network (see ISO 11898-1)
CM_API actual packet interval

CM_RPI requested packet interval

DLL data-link layer

DSCP DiffServ Codepoint

IGMP Internet Group Management Protocol (see IETF RFC 1112, IETF RFC 2236)
IP Internet Protocol (see IETF RFC 791)

IPv4 Internet Protocol version 4 (see IETF RFC 791)
IPv6 Internet Protocol version 6 (see IETF RFC 791)
02T or|0=>T originator to target (connection parameters)

osli open systems interconnection (see ISO/IEC 7498-1)
PDU protocol data unit

PHB per-hop behavior

PTP Precision Time Protocol (see IEC 61588)

QoS quality of service

Rcv receive

Rx receive

SDU service data unit

SEM state event matrix

STD state transition diagram, used to describe object behavior
T20 or|[T=0 target to originator (connection parameters)

TCP Terminal Control Protocol (see\M[ETF RFC 793)

ToS type of service

TPDU transport protocol data_unit

TUI table unique identifier

Tx transmit

UDP User Datagram Protocol (see IETF RFC 768)

Xmit transmit

3.5 [Lonyentions

3.5.1 General concept

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its services,
and its protocol specification. The first two are contained in IEC 61158-5-2. The protocol
specification for each of the ASEs is defined in this document.

The class definitions define the attributes of the classes supported by each ASE. The attributes
are accessible from instances of the class using the Management ASE services specified in
IEC 61158-5-2. The service specification defines the services that are provided by the ASE.

This document uses the descriptive conventions given in ISO/IEC 10731.

Bold font is used in this document to highlight parameter names or important requirement
elements from surrounding text. Italic font is also used in Tables and Notes for that purpose for
better visibility.
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Attribute specification

Attributes are defined in an Attribute Table using the format and terms defined in Figure 1.

Attribute ID Name Data type Semantics of values

Figure 1 — Attribute table format and terms

The Attribute ID shall be a unique integer identification value assigned to an attribute. The
valid ranges for Attribute IDs shall be as specified in 4.1.10.1.3. The Attribute ID shall identify

the pa

ticular attribute hping accessed

Name
which
shall b
contair

Every
data t
implen

NOTE

Semar
needs
Includs

shall refer to the name assigned to the attribute. An attribute may contain subs€le
may also have names, as is the case with the STRUCT of data type. The attributg
e the name which appears first, or at the top row in the name column/(the rd
s the Attribute ID).

httribute shall be assigned a Data type which shall be either anselementary or a g
ype. The data types specified for the defined attribute® shall be used
entations.

The elementary data types are defined in IEC 61158-5-2.

tics of values shall specify the meaning of the valuge(s) of the attribute. If this infor
more room than can fit in the table it will immé&diately follow the Class Attribute
d in the Class Attribute table will be an appropriate reference to this information.

be defined such that the Client (Requester)-can process the error message that occurj

If a CI]ss Attribute is optional, then a default«walue or a special case processing metho
accesding those objects that choose notte’implement the class attribute.

3.5.3
3.5.3.1

Each s
respon

defined in Figure 2.

Common services
Service_PDU definitions

bervice has unique.\parameters for request and response. The service reque|
se parameters_shall be defined using service Request/Response parameter tah

Name Data type Semantics of values

ments,
b name
w that

erived
in all

mation
table.

d shall
5 when

st and
les as

Figure 2 — Service request/response parameter

Name shall refer to the name given to the service request/response parameter.

Type shall specify the data type of the service request/response parameter.

Semantics of values shall specify the meaning of the values of the service request/response
parameter, e.g. "the value is counts of microseconds."
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3.5.3.2 Get_Attributes_All response

3.5.3.2.1 General definition

When the Get_Attributes_All common service is included in the list of supported System/Object
Management services for an object class, then the Get_Attributes_All response shall be
detailed for this class: the structure of the data returned in the Service_ResponsePDU shall be
specified.

The rules specified in Table 1 shall be adhered to when specifying the Get_Attributes_All
Service_ResponsePDU of an object class for both the Class Attributes and the Instance
Attributes.

Table 1 — Get_Attributes_All response service rules

Rulle

Rule
number

1 If the definition of the Get_Attributes_All response includes optional attributes), then default yalues
shall be specified in the response description. Optional attributes at the lend’ of the list that afe not
implemented may be omitted in the response data. Optional attributes in the middle of the ligt that
are not implemented shall be included in the response data, and set'\to) specified default values.

If any of the following optional attributes are included in an objegct specification, but not supplorted
in the implementation of the object, then the following shall pesadhered to:

— if the class attribute "Optional attribute list" is not,supported, the default value of zero|shall
be inserted into the response array and no optiohal attribute numbers shall follow;

— if the class attribute "optional service list" isnot'supported, the default value of zero shall be
inserted into the response array and no optional service numbers shall follow.

2 If new attributes are added to an existing object,"those attributes shall be added to the end df the
response attribute list or data array to ensufescompatibility with different object revisions.

3 Whichever method is used to specify the response, it shall be done in such a way as to be
unambiguous, including rules to deal-with variable length fields and padding.

4 The Get_Attributes_All response for objects specified in this document shall include only thel open
attributes; it shall not includeyany vendor specific attributes.

Table 2 is an example of how to specify the service data portion of a Get_ Attribufes_ All
responise for class level attributes of an object which supports optional gettable class attributes
1, 2, 3|land 4.

Table 2 — Example class level object/service specific
response data of Get_Attributes_All

Attribute'ID Data type Attribute Name Default Value
(if not implemented)

1 UINT Revision 1
2 UINT Max Instance
3 UINT Number of Instances
4 STRUCT of Optional attribute list

UINT Number of attributes 0

ARRAY of UINT Optional attributes (null)
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.2 Revisions

The defined Get_Attributes_All response for an object may increase in size with each revision
of the object; however, to insure interoperability, the format of the first part of the response
shall remain parseable by a client of the older revision of the object. Clients (Requesters) need

not ma

ke use of this compatibility requirement.

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity object,
Minor/Major revision status bits), but the revision of the class definition.

3.5.3.3
3.5.3.3

When
service
specifi

The r

Set_Attributes_All request in the object specification for both the Class Attributes a

Instang

Set_Attributes_All request

| General definition

the Set Attributes All common service is included in the list of supported| cq
s, then the format of the Set_Attributes_All request shall be includedrin-the
cation. The structure of the data supplied in the Service_ RequestPDU shall-be spg

ules specified in Table 3 shall be adhered to when specifying an d

e Attributes.

Table 3 — Set_Attributes_All request service rules

mmon
object
pcified.

bject’'s
nd the

Rule npmber Rule

1 An object shall support the Set_Attributes_All serVice‘only if all settable attributes shown in the
Set_Attributes_All request are implemented as settable.

p. Default values shall be specified for all optional attributes that are not implemented. If an
implementation does not support an optional attribute, it shall accept the specified default yalue
for the unsupported attribute.

K If new settable attributes are added-to*an existing object, those attributes shall be added t¢ the
end of the request attribute list ordata array.

4 Whichever method is used to(specify the response, it shall be done in such a way as to be
unambiguous, including rules-to deal with variable length fields and padding.

5 The Set_Attributes_AlN request response for objects specified in this document shall include only
the open attributes.(It shall not include any vendor specific attributes.

Table 4 is an example of-‘how to specify the service data portion of a Set_Attributes_All request

4,10,

utes 1,

for instance level attributes of an object which supports required settable instance attrib
1, 15, 3%
Table 4 — Example request data of Set_Attributes_All
Attribute 1D Data fylr_\n Attribute name Default /alue
(if not implemented)

1 UINT Output Range

4 USINT Value Data Type

10 UINT Fault State 0

11 UINT Idle State 0

15 UINT Fault Value 0

32 UINT Idle Value 0
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3.5.3.3.2 Revisions

A server processing a Set_ Attributes_All request can need to process more data than is
expected by the server if the client has implemented a newer revision of this object while the
server an older revision. As a result, the server object can have to process a Set_Attributes_All
request that contains more data because the additional attributes were not recognized. If the
server receives more data in a Set_Attributes_All request than it expects the server shall
respond with a general status code equal to 0x15 (too much data).

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity object,

Minor/M
3.5.4
3.5.4.1

State dhanges can be triggered by events (internal or external) or service invocations. R

to sery

Behav

o the
e the

To define behavior in these terms, a State Transition Diagram (STD) and a State Event

(SEM)

3.5.4.2

An ev
the st
it to tra

ajor revision status bits), but the revision of the class definition.

St hi "

General

ice invocations may depend on the value(s) of the attribute(s) accesseéd by the s

or of the state machine shall be defined for combinations of:

event the machine receives;

state the machine is in when it receives notification of a.state-changing event.

are used when applicable in the state machine sfecification.

State Transition Diagram (STD)

nt is an external stimulus that can causg a state transition. An STD graphically illu
es of an object and includes events, service calls and changes of attributes that
nsition to another state. Figure 3.shows an example of an STD.

I Non-existent 0 I

action
rvice.

Matrix

strates
cause

Create/ Delete
Seq. Cnt =0
l Idle 1 I
Start Stop
| Running 2 |

Write / Tricoer Packet arrives /
Seq. Count = / Store Seq. Cat. in T-PDU Data Arrtved = 1
Seq. Count +1 Send Buffer Notify : Data Arrived

IEC

Figure 3 — Example of an STD

NOTE Event that is the primary cause of the State Transition is followed by “/” mark. Notification to upper layer is
marked by “Notify:”

3.5.4.3

State Event Matrix

A state is the current active mode of operation of the state machine object (e.g. Running, ldle).

A state event matrix is a table that lists all possible events, services and changes in attribute
values that initiate a state change, and indicates the response by the object to the event based

on the

state of the object when it receives notification of that event.
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State event matrix format is as shown in Table 5.

Table 5 — State event matrix format

Event

State ?

State 1

State n

Event A description

Function triggered by event
A in State 1 (if any)
Notification to FAL user (if

Function triggered by event A
in State n (if any)
Notification to FAL user (if

any) any)
Transition to another state Transition to another state (if
(if any) any)

Event XY description

Function triggered by event
X in State 1 (if any)
Notification to FAL user (if
any)

Transition to another state
(if any)

Function triggered by ¢vent X
in State n (if any)
Notification tor FAL usgr (if
any)
Transition to another gtate (if

any)

a8 In apsence of function, notification or transition, the corresponding entry shall not be made in the table

3.5.4.4

Example state event matrix

Table § shows an example of a state machine with thre€ states:

o Nopn-existent: the object has not yet been created; objects transition to the exister
via[the create service (if the object may be dynamically created) or at power-up (if the

is flxed by design/implementation);

o Idl¢: the object accepts services (e.g:\Get Attribute_Single), but does not prod

corlsume data onto or from the link;

¢ Ruhning: the object is performingcall its specified functions.

Table(6'— Example state event matrix

t state
object

uce or

Event

State

Non-existent

Idle

Running

(General Error Code 0x16)

(General Error Code 0x0C)

Create Transition to Idle Error: Object already Error: Object alread
exists. exists.
Delete Error: Object does not exist. Transition to Non-existent | Error: Object State Qonflict
(General Error Code 0x16) (General Error Codel 0x0C)
Start Error: Object does not exist. Transition to Running Error: Object State Conflict
(General Error Code 0x16) (General Error Codel 0x0C)
Stop Error: Object does not exist. Error: Object State Conflict | Transition to Idle

Get_Attribute_Single

(General Error Code 0x16)

Error: Object does not exist.

Validate/service the
request.
Return response

Validate/service the
request.
Return response

Set_Attribute_Single

(General Error Code 0x16)

Error: Object does not exist.

Validate/service the
request.
Return response

Error: Object State Conflict
(General Error Code 0x0C)
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4 Abstract syntax

4.1 FAL PDU abstract syntax

411

General

FAL_PDU shall be either a UCMM_PDU or a Transport_PDU.

UCMM_PDU is used to convey information for connection-less services.

Transp

ort_ PDU is used to convey information for connection-oriented services.

A conn
its des

by a upique connection identifier and do not need to be contained in each message, o

conneq
signifig

An undonnected message provides a means to communicate on the local link without pre
negotiated resources at the destination so it shall carry full destination ID details, intern

descrif
mainly

The u
Messa
them t
unconf
Conne
directly
may b
estabili
data W
conneq

approp
4.1.2

4.1.21
UCMM

Management ASE) or CM_Service (Connection Manager ASE).

ected message assumes previously negotiated resources and parameters at(ts-s
ination(s), and any intermediate transit points (routers). These resources are refe

tion ID is needed to identify the message and refer to its related parameters, thus
ant savings in message efficiency.

tors and full source ID details if a reply is requested. Unconnected messages arj
to create connections.

hconnected service is provided by the Uncompnéected Message Manager (U
pjes received through the UCMM are forwarded to'tHe Message Router (MR), whick
b the appropriate internal object for executionx.Connections are established by s

ctions may be established either to the.Message Router (for messaging purpo,
to an application object. Connection target is specified using a connection paf
e either on the local or a remote link, through several routers. Once a conned
shed with an application object, the" UCMM, MR and CM are no longer required
ill be exchanged directly with the connected objet, based on the corresp
tion ID. Connected messages sent to the Message Router will be forwarded
riate internal object for exgcution.

PDU structure
UCMM_PDU-structure

| PDU is ,a“~sequence of a UCMM_Header, followed by either OM_Service

OM_STrvice shall be either OM_Request or OM_Response.

ource,
renced
nly the

giving

viously
al data
e used

CMM).
direct
pecific

ected messages sent through the Connection Manager (CM) using UCMM services.

se), or
h, and
tion is
. since
onding
to the

Object

OM_Request shall consist of MR_Request_Header and a Service_RequestPDU.

Service_RequestPDU shall be one of the following:

Get_Attribute_Single_RequestPDU
Get_Attributes_All_RequestPDU
Get_Attribute_List RequestPDU
Set_Attribute_Single_RequestPDU
Set_Attributes_All_RequestPDU
Set_Attribute_List_RequestPDU
Reset_RequestPDU
Create_RequestPDU
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OM_

R

Delete_RequestPDU

Start_RequestPDU

Stop_RequestPDU
Find_Next_Object_Instance_RequestPDU
NOP_RequestPDU
Apply_Attributes_RequestPDU

Save_ RequestPDU

Restore_RequestPDU

Get Member RequestPDU

Set_Member_RequestPDU

Insert_ Member_ RequestPDU
Remove_Member_RequestPDU
Group_Sync_RequestPDU
Add_AckData_Path_RequestPDU
Remove_AckData_Path_RequestPDU
Get_Enum_String_RequestPDU
Symbolic_Translation_RequestPDU
Send_Receive_Fragment_RequestPDU
Connection_Bind_RequestPDU
Producing_Application_Lookup_RequestPDU
Flash_LEDs_RequestPDU

Multiple_Service Packet_RequestPDU
Get_Connection_Point_Member_Lkist RequestPDU

bsponse shall consist of MR, Response_Header and a Service_ResponsePDU.

Servicé _ResponsePDU shall beyone of the following:

Get_Attribute_Single* ResponsePDU
Get_AttributesCAl ResponsePDU
Get_Attribute,"List ResponsePDU
Set_Attribute_Single_ResponsePDU
SetAttributes_All_ResponsePDU
Set/Attribute_List ResponsePDU

Reset_ResponsePDU
Create_ResponsePDU
Delete_ResponsePDU
Start_ResponsePDU
Stop_ResponsePDU
Find_Next_Object_Instance_ResponsePDU
NOP_ResponsePDU
Apply_Attributes_ResponsePDU
Save_ResponsePDU
Restore_ResponsePDU
Get_Member_ResponsePDU
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Set_Member_ResponsePDU

Insert_ Member_ResponsePDU

Remove_Member_ ResponsePDU

Group_Sync_ResponsePDU
Add_AckData_Path_ResponsePDU
Remove_ AckData_ Path _ResponsePDU
Get_Enum_String_ResponsePDU

Symbolic_Translation_ResponsePDU

Send Receive Fragment RequestPDU

— |Connection_Bind_ResponsePDU

— |Producing_Application_Lookup_ResponsePDU

— |Flash_LEDs_ResponsePDU

— |Multiple_Service_Packet _ResponsePDU

— |Get_Connection_Point_Member_List ResponsePDU

CM_Segrvice shall be either CM_Request or CM_Response.
CM_Request shall consist of MR_Request_Header and a CMxRequestPDU.

CM_Re¢questPDU shall be one of the following:

— |Forward_Open_RequestPDU

— |Forward_Close_RequestPDU

— |Large_Forward_Open_RequestPDU

— |Unconnected_Send_RequestPDU

— |Get_Connection_Data_RequestPDU

— |Search_Connection_Data .RequestPDU

— |Get_Connection_Owner jRequestPDU

CM_Response consists of MR_Response_Header and a CM_ResponsePDU.

CM_ ResponsePDU,shall be one of the following:

— |Forward-@pen_ResponsePDU
— |Forward Close_ ResponsePDU
— |Large_Forward_Open_ResponsePDU

— Unconnected_Send_ResponsePDU

— Get_Connection_Data_ResponsePDU

— Search_Connection_Data_ResponsePDU
— Get_Connection_Owner_ResponsePDU

4.1.2.2 Transport_PDU structure

Transport_PDU is a sequence of a Transport_Header, followed by either OM_Service (Object
Management ASE) or Application Data.

OM_Service is defined in 4.1.2.1 above.

Application Data comes from the source to which the connection has been made.
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41.3 UCMM_PDUs

Subclause 4.1.3 defines the requirements for UCMM PDU’s when using a Type 2 data-link layer.

All UCMM_PDUs shall be sent and received using fixed tag 0x83 or Management tag 0x88.
When a device becomes powered, the UCMM shall invoke the DLL _enable fixed request
service of the data-link layer to request that fixed tag 0x83 or 0x88 Lpackets be routed to the
UCMM. All sending and receiving of TPDUs shall use the DLL fixed request.req and
DLL fixed request.ind service primitives of the data-link layer, respectively. The packet
parameter of these services shall be prefixed with the following header to form the Transport
PDU before sending to the data-link layer. The format of the UCMM_PDU Header is shown in
Table 7.

Table 7 — UCMM_PDU header format

Parameter name Format
command_code USINT
Timeout USINT
TransactionlD UINT

The cdmmand code shall specify the type of UCMM_PDU as’shown in Table 8. UCMM packets
received with a reserved command code shall be discarded without acknowledgement.

Table 8 - UCMM command codes

Jommand_code Description

0 Reserved

N

acknowledge a regluest

request withyretry until acknowledged

response-With retry until acknowledged

request with no acknowledge and no response

acknowledge a response

response which shall not retry (no acknowledge)

request with retry until response (no acknowledge)

0| N[O IDN

Request which shall not retry and shall cause a code 6 response

9 to 256 Reserved

The timeout field shall specify the duration of the transaction in an 8-bit iloating-point format.
The most significant 5 bits of the field shall be an unsigned exponent that is not biased. The
least significant 3 bits shall be the least significant 3 bits of a 4 bit unsigned mantissa. The most
significant bit of the mantissa shall be 1 and shall not appear explicitly in the 8-bit representation.
The binary point shall be positioned between the implied 1 and the rest of the mantissa. The
units of the transaction duration computed using the timeout field shall be in milliseconds.

NOTE Using ANSI C precedence rules, the number of 0,125 ms ticks is
(8] timeout & 7 ) << ( timeout >> 3 & 31).

The transactionID field shall be composed of two sub-fields:

o the least significant 10 bits, RECORD, shall identify a specific transaction;

o the most significant 6 bits, SEQUENCE, shall be used for duplicate detection. It shall be
incremented for every unique message on this RECORD; however it shall not be
incremented on a retry.
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Only one message shall be outstanding for a given RECORD.
If multiple outstanding messages are required then multiple RECORDs are required.

When an I’'m alive fixed tag packet is received from a node (see IEC 61158-4-2, 6.10 and 8.1),
all UCMM transactions with that node shall be aborted.

4.1.4 Transport_Headers

4.1.4.1 General

Contents—of Trnnepnrf headers varies annnding on-the class of frgnepnri‘ selected dur ng the

connegtion establishment.

4.1.4.2 Class 0 (null or base)
The class 0 transport header shall be an unsigned 16-bit number. This header shall be written

to the [TPDU buffer by the transport and shall be simply discarded by thé’transport from the
packet|coming from the consumer. The format of the Header is shown.in\Table 9.

Table 9 — Transport class 0 header

Parameter name Format

don’t_care UINT

4.1.4.3 Class 1 (duplicate detection)
The class 1 transport header shall be an unsigned 16-bit sequence count. This header shall be

written|to the TPDU buffer by the transport-and shall be read by the transport from the |packet
coming from the consumer. The format.of\the Header is shown in Table 10.

Table 10 — Transport class 1 header

Parameter name Format

seguence_count UINT

4.1.4.4 Class’2\(acknowledged)

Like the class-1transport header, the class 2 transport header shall be a 16-bit sequence|count.
This header)shall be written to the TPDU buffer by the transport and shall be read |by the
transporifrom the packet coming from the consumer. The format of the Header is shjown in
Table TT-

Table 11 — Transport class 2 header

Parameter name Format

sequence_count UINT

4.1.4.5 Class 3 (verified)

Like the class 1 transport header, the class 3 transport header shall be a 16-bit sequence count.
This header shall be written to the TPDU buffer by the transport and shall be read by the
transport from the packet coming from the consumer. The format of the Header is shown in
Table 12.
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Table 12 — Transport class 3 header

Parameter name Format

sequence_count UINT

Listen only O=T data format

The O=>T connection shall use a specific heartbeat format (no 32-bit header, 0 octets of
application data).

4.1.4.

The O
applice
4.1.4.8
Exclus
o 32-
e no

The 32

The ¢
sent to|
sent to)

If the
transp
header

41.4.9

Input only O=T data format

=>T connection shall use a specific heartbeat format (no 32-bit headef,\0 “oc
tion data).

Exclusive owner O=T data format
ve owner connections shall have either of two real-time transfer formats:

bit header, fixed size;

header, variable size.

-bit header prefixed to the real-time data shall be-iti.the form shown in Table 13.

Table 13 — Real-time data header — exclusive owner

Parameter Format Size (bits)

Run_idle RUN_IBLE 1

UDINT 31

Reserved

un idle flag (bit 0) shalkbe set (1 = RUN) to indicate that the following data s
the target application. M-shall be clear (0 = IDLE) to indicate that the idle event s
the target applicatign. The reserved field (bits 1 to 31) shall be reserved and s

ho header transfer format is used, the reception of a packet with data beyo
brt header_shall indicate the RUN mode. If the packet is truncated after the tra

tets of

hall be
hall be
bt to 0.

nd the
nsport

41.4.9

, the targef shall be sent an idle event.
Redundant owner O=T data format
1 General format

Redundant owner shall have a 32-bit header prefixed to the real-time data. This header shall
be in the form shown in Table 14.

Table 14 — Real-time data header— redundant owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
(ofe]e} BOOLEAN 1
ROO USINT 2
Reserved UDINT 28
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4.1.4.9.2 Run_idle flag

The run_idle flag (bit 0) shall be have the same meaning as it does in an exclusive owner
connection and shall be one of RUN or IDLE. The reserved field (bits 4 to 31) shall be reserved
and set to 0.

4.1.4.9.3 Claim output ownership (COO) flag

The COO flag shall be set (1) when an originator application wants its connection to be the
owning connection of the target application. The COO flag shall be reset (0) when an originator
application does not want its connection to be the owning connection of the target application.
When the owning connection resets (0) its COO flag, its sibling connections shall be checked
foras ag. The new owner shall be any of the connections that have their CQO flag
set.

NOTE [This results in undefined behavior if more than one other connection has its COO flag set}
4.1.4.9.4 Ready for ownership of outputs (ROO) priority value

The RQO priority value shall be non-zero when an originator applicatign‘does not want tp force
its connection to be the owning connection of the target application, but is ready to [be the
owning connection should there be no originator applications( claiming to be the owning
connegtion. The ROO priority value shall be zero when the originator application does n¢t want
to be the owning connection of the target connection and is-not to be the owning connpection
should|there be no originator application claiming to be thecowning connection. The ROO priority
value ghall be used only when the COO flag is reset.

The v3lue of the ROO field can range from 0 to\3. The originator applications shall each
determline a unique non-zero ROO value.

4.1.4.9.5 Determining the owning connection

The or|ginator applications shall determine among themselves which originator application has
the owhing connection. The owning cennection shall be determined by the originator application
that sejts its COO flag. In situatiopscwhere multiple originator applications have their CQO flag
set or where no originator connections have their COO flag set, the following rules shall be
applieq by the target transport'to determine the owning connection.

e There shall be no ownijng connection until an originator application sends a real-time |packet
with the COO flagiset;

o If there is only“one originator application which had the COO flag set in its last repl-time
pagket, that-eriginator application shall have the owning connection;

e If theresare multiple originator applications which had the COO flag set in its last repl-time
pagket; the last originator application that transitioned its COO flag from reset to sTt shall
havethe owning connection

o |If the originator application with the owning connection resets its COO flag, closes its
connection, or if that connection times out, and no other originator applications have their
COO flags set, the originator application with the highest non-zero ROO priority value shall
have the owning connection.

o If all of the originator applications have their COO flags reset and ROO priority values set
to zero, there shall be no owning connection.

o When the first real-time packet containing a set COO flag is received by the target transport,
the originator application that sent the real-time packet shall have the owning connection.
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4.1.4.9.6 Transporting events and data to a target application

The connection related events from each of the redundant owner connections shall be combined
using the following rules such that the target application sees only a single exclusive owner
connection:

e Until an owning connection is initially determined, the transport shall not indicate real-time
data reception to the target application;

e If an owning connection is determined, the transport shall indicate the event consistent with
the owning connections real-time data to the target application. If the Run/ldle flag is reset
in the real-time data for the owning connection, the transport shall indicate the idle state to
the target application. If the Run/Idle flag is set in the real-time data for the owning
corlnection, the transport shall indicate the run state and the real-time data to the| target
application;

e If gn owning connection had been previously determined, but no originatorlis cyrrently
clalming or ready for ownership, the transport shall indicate idle statei/to the|target
application;

e If aJl the redundant connections are closed or have been timed out, thetarget transpofrt shall
ind|cate the event consistent with the last connection to have been closed or timed out to
theltarget application.

4.1.5 CM_PDUs
4.1.5.1 General

Conneftion establishment and maintenance services are provided by the Connection Mgnager.
They &re

Forward_Open (corresponds to Forward®Open and Large_Forward_Open PDU$

~

Forward_Close (corresponds to Forward_Close PDUs)
Unconnected_Send (corresponds:to Unconnected_Send PDUs)

Search_Connection_Data (corresponds to Search_Connection_Data PDUs)

C

C

C

CM_Get_Connection_Data (corresponds to Get_Connection_Data PDUs)

C

CM_Get_Connection_Owner (corresponds to Get_Connection_Owner PDUs)
.5

41 Connection Manager

The Cpnnection Manager object is used to manage the establishment and maintengnce of
commynication cennections.

The Cpnnection Manager objects at different nodes shall communicate using the JCMM
servicgs ,described in |IEC 61158-5-2. The TPDUs with which peer Connection Mahagers
commynicdte shall be derived from the services of the Connection Manager.

4.1.5.3 Forward_Open
4.1.5.3.1 General

The Forward_Open service is used to establish a connection with a target device. This service
results in local connection establishment on each link along the path.

NOTE The processing of a single Forward_Open service can result in the creation of multiple active Connection
object instances.

A Forward Open can be either a non-null Forward_Open or a null Forward_Open. A non-null
Forward_Open is a Forward_Open service request for which at least one of the connection
types in the O2T_ or T20_connection_parameters field is not 00 (NULL). A null Forward_Open
is a Forward_Open service request for which the connection type in both the O2T_ and
T20O_connection_parameters fields is 00 (NULL) and results in no connection being established.
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A Forward_Open (both null and non-null) can be either not matching or matching. A matching
Forward_Open service request received by the target device is one where the Connection Triad
matches an existing connection.

The usage of each of the combinations of non-null/null and not matching/matching
Forward_Open is described in 4.1.5.3.2 and summarized in the list below:

e non-null / not matching — open a connection;

e non-null / matching — error;

¢ null / not matching — ping a device, or configure;

e nulHmatehing—reconfigure-

sponse to the Forward Open_ Request PDU is a Forward _Open_ResponsePDU. The
Forwand_Open response shall contain the originator connection serial number_ and|owner
vendorl and serial number and the connection IDs (CID) necessary to complete the conpection
if successful and error information if the connection failed.

4.1.5.3.2 Forward_Open variants

4.1.5.3.21 Non null Forward_Open, not matching

The Fprward Open request sets up network, transport, and application connections. An
applicgtion connection consists of a single transport connection, and one or two network
connegtions that are in turn comprised of multiple link gohnections. Each port segmen{ in the
connegtion path uses a link connection. The Forward_Open service between two deviceq builds
one or fwo link connections as specified by the network connection parameter and the requested
packet|intervals (CM_RPI). Since up to two network connections can be required for af single
transport connection, they are differentiated by/the O2T and T20 designations; O2T |means
originafor to target, and T20 means target to“eriginator.

The pdth specified in the MR_Request -Header for the Forward_Open service shall not ¢ontain
any Electronic Key segment. Electroni¢c key segments may be included in the path specjfied in

Succegs shall be returned when’the connection requested has been established from thils point
forwardl in the path. This_response also shall indicate the connection serial number gnd the
packet interval of thie connection. Once the successful response has been received, the
tion shall be (open from this point forward in the path. Targets shall wait at least
10 secpnds after sending the CM Forward Open Good Response for the first packet on a

A non-krulEerward—G oFwWhic War: S a6 oxis 5
return a general status = 0x01, extended status = 0x0100 (Connection in use or Duplicate
Forward_Open).

The suggested originator behavior in the non-null Forward_Open, matching case should be to
either close and re-establish the connection or wait for the connection to time-out and then
establish the connection again. It shall be recognized that in the latter case, it shall take the
connection 60 s (first data time-out) to time-out before the connection can be re-established.
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2.3 Null Forward_Open, not matching

A null Forward_Open for which the Connection Triad does not match an existing connection’s
parameters can be used for the following functions.

a) Pin

g a device, with the following characteristics:

the single application path “20 01 24 01” (i.e. ldentity object);
an electronic key segment may be included;

no data segment is included;

no connection is established.

A targeét device shall respond to a null Forward_Open request\with one of the following

when t
applics

hTigure a device's application, with the tollowing characteristics:

a configuration application path and data segment shall be included in the requg
data is sent to the application specified by the path and applied);

if the entire configuration cannot be applied, then none of the configuration s
applied and the appropriate error code returned;

an electronic key segment may be included;

no connection is established.

ne target does not support the requested function (“ping.a device” or “configure a d
tion”):

e Null Forward_Open function not supported (general status 0x01, extended status 0
(recommended).

¢ Invplid network connection parameter (geperal status 0x01, extended status O
(dejprecated).
A client shall interpret any other error response returned by the target to mean that the

exists

4.1.5.3

A Null
param

forward these requests{ The associated behaviors are:

but does not support the requested function.

2.4 Null Forward_Open, matching

Forward_Open for which the Connection Triad matches an existing connsg
bters can be used.io reconfigure a target device’s application. Routers shall

bnfigurationsapplication path and data segment shall be included in the request afr
sent to the-application to change the application configuration;

the. appropriate error code returned,;

st (the

hall be

errors
Bvice’s

0132)

x0108)

target

ction’s

always

d they

e entire.configuration cannot be applied then none of the configuration shall be applied

e ac
are
o if th
and
e the

connection shall not he in’rnrrllp’rnd due to this rnnllmef

A target device shall respond to a null Forward_Open request with one of the following errors
when the target does not support the requested function (“reconfigure a target device’s
application”):

e Null Forward_Open function not supported (general status 0x01, extended status 0x0132)
(recommended).

e Invalid network connection parameter (general status 0x01, extended status 0x0108

(de

precated).
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If the interpretation of the consumed/produced data changes as a result of the reconfigure
operation, care shall be taken in the producing and consuming applications. There is no
specified mechanism to coordinate between the producing and consuming applications, so a
change in the meaning of the real time data can result in unexpected operation. Devices have
the option to reject a reconfiguration request, with an Object state conflict error (general status

= 0x0c), to prevent this situation.

4.1.5.3.3 Format of Forward_Open request

The format of the Forward_Open request TPDU shall be of the form shown in Table 15.

Table 15 — Forward Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINJF
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
02T_connection_parameters 2 UINT
T20_CM_RPI UDINT
T20_connection_parameters 2 UINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH
a8 Connection type in this parameter shall be 00 (NULL) for a null Forward_Open.

4.1.5.3.4 Format of Forward_Open response if success

If the ptatus\parameter of the CM open response

is zero (no error), the format

Forwand _Qpen response TPDU shall be of the form shown in Table 16.

of the
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Table 16 — Forward_Open_Good response format

Parameter name Format
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20-—CM—ARI UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

If a Copnection object is instantiated to support this connection:

o the| values of O2T_CM_API and O2T_CM_API are used\ for the Connection

Expected_packet_rate attribute, after converting to millisecends.

o the| Expected_packet_rate will not be used for the Connection object Inactivity/Wa
Timer. See 4.1.6.2 for connection timeout handling.

4.1.5.3.5 Format of Forward_Open response if failure

If the ptatus parameter of the CM _open regponse is not zero (error), the format

Forwand Open response TPDU shall be of the'\form shown in Table 17.

Table 17 — ForwardZOpen_Bad response format

Parameter name Format
connection_serial_numbert UINT
originator_vendor_ID UINT
originator_serialinumber UDINT
remaining_lpath_size STRUCT of

number of words in connection_path parameter USINT
reserved (shall be set to 0) SWORD

object

tchdog

of the

This farmat shall be used for all failures of the connection system The requested conmection

shall not be established, and the object specific status words shall contain information about

the reason for the failure.

The remaining path size field is required if the error was detected by a router,optional if
detected by the target. It shall contain the length of the path at the point the connection failed,
i.e. the number of words in the connection_path parameter of the request as received by the

device that detects the error.

In the failure response, the remaining path_ size shall be the “pre-stripped” size. This shall
be the size of the path when the node first receives the request and has not yet started
processing it. A target node may return either the “pre-stripped” size or 0 for the

remaining path size.
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A duplicate Forward_Open service shall be defined as a Forward_Open service whose
originator_ vendor ID, connection serial number, and
originator serial number match an existing connection’s parameters. If the duplicate
Forward_Open service is a null Forward_Open service (defined as the connection type in both
the O2T and T20 network connection parameter fields are NULL), then the Forward_Open
service shall be forwarded to the application for further processing. Null Forward_Open
requests may be used to reconfigure the connection. The Connection Manager in the routers
need not allocate additional resources for a duplicate Forward_Open request since the
resources have already been allocated. If the duplicate Forward_Open request is not NULL,
then an general status = 0x01, extended status = 0x0100 shall be returned.

4.1.5.j_LE.LG.E_EQ.ﬂbLard Open
4.1.5.4.1 General

The Uarge Forward_Open shall have the same function and same behaVior as the
Forwand_Open except that it shall allow the establishment of connections largerthan 511| octets.

The regponse to the Large_Forward_Open_Request PDU is an
Large |Forward_Open_ResponsePDU. All other requirements are identical to those splecified
for the|Forward_Open service in 4.1.5.3.

4.1.5.4.2 Format of Large_Forward_Open request

The format of the Large_Forward_Open request TPDU shall be of the form shown in Taple 18.

Table 18 — Large_Forward, Open request format

Parameter name Format
priority_and_tick SWORD
connection time-ouf\ticks USINT
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
0O2T_ex_connection_size UINT
O2F—econnection—parameters HUBHNF
T20_CM_RPI UDINT
T20O_ex_connection_size UINT
T20O_connection_parameters UDINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH

The connection size field in the two connection_parameters shall be reserved in this case and
set to zero. The ex_connection_size parameters shall be used instead to specify the maximum
size of the connection (up to 65 535).
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4.1.54.3

If the status parameter of the CM open response
Large_Forward_Open response TPDU shall be of the form shown in Table 19.
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Format of Large_Forward_Open response if success

Table 19 — Large_Forward_Open_Good response format

is zero (no error), the format of the

4.1.5.4.4

If the tatus parameter of the CM open response is not zero (error), the format
Large |Forward_Open response TPDU shall be of the form shown in Table 20.

Either a target device or an intermediate router shall return an Invalid Connection Size ex
error code; along with the maximum connection size supported extended status word

Parameter name Format
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit USINT
words)

Reserved USINT
application_reply[] UINT

Format of Large_Forward_Open response if failure

Table 20 - Large_Forward_Open_Bad response format

Parameter name Format
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
remaining_pathysize STRUCT of

number 6f words in connection_path parameter USINT
reserved (shall be set to 0) SWORD

of the

tended
if the

connection size requested is not supported while processing a Large_Forward_Open request.

41.5.5

4.1.5.5.1

Forward_Close

General

The Forward_Close request shall remove a connection from all the nodes participating in the
original connection. The Forward_Close shall be sent between Connection Managers as
specified in the connection_path. The Forward Close request shall cause all non-shared
resources in all nodes participating in the connection to be deallocated, including connection
IDs, link transmit time, and internal memory buffers. Shared resources are those still in use by
other connection(s) due to multicast.
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If a router cannot find the connection that is to be closed (it could have timed out at the node),
the Forward_Close request shall still be forwarded to downstream nodes or the target
application (via the CM_close indication).

NOTE The Forward_Close is always forwarded to allow downstream nodes or the target application to release any
resources that were allocated for the connection.

4.1.5.5.2 Format of Forward_Close request

The format of the Forward_Close request shall be of the form shown in Table 21.
The path specified in the MR_Request_Header for the Forward_Close service shall not contain

any Elgctronic Key seg . ctronic Key seg Y inclu i P pecified in
the comnection_path parameter of the Forward_Close service.

Table 21 — Forward_Close request format

Parameter name Format
connection_priority/tick time SWORD
connection_timeout USINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
connection_path_size USINT
Reserved USINT
connection_path Padded

EPATH
4.1.5.5.3 Format of Forward_Close response if success

The Fgrward_Close response shall"be sent between Connection Managers in responge to a
Forwand_ Close request, and/shall contain the status of the close request. If the sltatus
parameter of the CM close response is zero (no error), the format of the Forward| Close
response TPDU shall be efithe form shown in Table 22.

Table 22 — Forward_Close_Good response format

Parameter name Format
connection serial number UINT
originator_vendor ID UINT
originator serial number UDINT

application_reply_size; in 16-bit words |USINT
Reserved USINT

application_reply[] UINT

A successful Forward Close response shall be returned when the close has been
acknowledged by all the nodes from this point in the path to the end of the path. The response
shall indicate the connection serial number, originator vendor ID, and
originator serial number of the closed connection. Once the response indicating
success has been received, the connection shall be closed from this point in the path to the
end. The target application may optionally pass back application specific information in the
successful close response. If no application reply information is contained in the service
the application reply size shall be zero.
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4.1.5.5.

4 Format of Forward_Close response if failure

If the status parameter of the CM close response is not zero (error), the format of the
Forward_Close response shall be of the form shown in Table 23.

Table 23 — Forward_Close_Bad response format

The object specific status words shall contain information about the reason for the failu
remaiping path size field is required if the error was detected by a router, opt

Parameter name Format
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
remaining_path_size STRUCT of

number of words in USINT
connection_path parameter
reserved (shall be set to 0) SWORD

e. The
onal if

detectgd by the target. It shall contain the path size from the point at which the close conpection
.e. the number of words in the connection_path parameter of the request as received by

failed,
the de

In the failure response, the remaining path size shallbe the “pre-stripped” size. Th

be the

remaipning path size.

4.1.5.6

4.1.5.6.

The Upconnected_Send service shall allow an application to send a message to a

withou

ice that detects the error.

s shall

size of the path when the node first receives the request and has not yet ptarted
procesging it. A target node shall return either: the “pre-stripped” size or 0 fpr the

Unconnected_Send

1 General

first setting up a connection. The Unconnected_Send service shall use the Con

device
ection

Managler object in each routerto forward the message and to remember the return path. The
UCMM| of each link shall be used to forward the request from Connection Mandger to
Conneftion Manager just\as it is for the Forward_Open service; however. No connectign shall

be built. The Unconnécted _Send service shall be sent to the local Connection Mana
shall be sent between routers. When a router removes the last port segment, the eml
messafe request)shall be formatted as an OM_Request and sent to the port and link a
of the last port(segment using the UCMM for that link type.

NOTE [The target node never sees the Unconnected_Send service but only the embedded message reques
via the JCMWM.
4.1.5.6.2 Format of Unconnected_Send request

The format of the Unconnected_Send request shall be of the form shown in Table 24.

er and
edded

[ddress

arriving
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Table 24 — Unconnected_Send request format

Parameter name Format Description
priority/tick time SWORD Used to calculate request timeout information
conn time-out ticks USINT
Message_size UINT Number of octets in the embedded Message Router PDU
Message Router PDU OM_Request Embedded Messager Router PDU
pad USINT Only present if Message_size is an odd value. This allows the
remaining fields to be aligned on a 16-bit boundary.
Route_path_size USINT Number of 16-bit words in the route_path field
Reserved USINT Reserved, shall be set to zero (0)
route_plath Padded EPATH Indicates the route to the remote target device

The path specified in the MR_Request _Header for the Unconnected_Send sewice shall not
contain any Electronic Key segment. Electronic key segments may be included in the path
specified in the MR_Request_Header of the embedded message requestsand in the route_path
paramg¢ter of the Unconnected_Send service.

The rolte path shall be of the form:

[Electrpnic Key segment1] } Port Segment Groupfor 15t router
Port sggment1 }
[[Electfonic Key segment2] } Port Segnient Group for 2"9 router
Port sggment2] }
[[Electfonic Key segmentN] ¥ Port Segment Group for Nt router
Port sggmentN] }
All segments listed in brackets™...] are optional. If the Electronic Key segment is present the

hall evaluate the key. See 4.1.9.3 for the definition of Port segment and 4.1.944.2 for

The Upconnected _Send response shall be generated by the last router from the UCMM
response denerated by the target node or by a router as the result of a UCMM timefout, a
problem‘with the embedded message, or a problem with the Unconnected Service Request
itself. Fre—packet-shal-beroutedfrom—routertorouterusing-the—information—stored—wHen the
Unconnected_Send request was processed. The response shall contain a header with status
information about the request and a variable length response generated by the target node.

4.1.5.6.4 Format of Unconnected_Send response if success

This format shall be used when a successful Unconnected Send response is received. The
structure of the response is shown in Table 25.

Table 25 — Unconnected_Send_Good response format

Parameter name Format

application_response [ ] OCTET
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The application_response field contains the data returned by the target device/object in the
Service_ResponsePDU for the embedded request. If the Service_ResponsePDU returned by
the target device/object did not contain any data, then this field shall be empty.

EXAMPLE This field would contain Attribute Data in response to an embedded Get_Attribute_Single request.
4.1.5.6.5 Format of Unconnected_Send response if failure

In case of a failure of the Unconnected Send service, the Service code returned in the
MR_Response_Header for the Unconnected_Send service may correspond either to the
Service code sent inside the Unconnected_Send service data (embedded message request) or
to the Unconnected_Send Service code itself:

e when a router detects the error, the Unconnected_Send response Service code (0xD2) shall
be returned in the MR_Response_Header;

e when the target device detects the error, the response Service code forjthe embedded
mefpsage request shall be returned in the MR_Response_Header.

EXAMPLE If the target device detects the error and the requested service was a Getl{/Attribute_Single, then the
Service pode in the MR_Response_Header will be Ox8E.

This is|advantageous to originators and routers because:

o of fhe two service codes (Unconnected Send and embedded), the service code that failed
is returned to the originator;
e roufters are not required to parse the Service codefof the embedded message within the
Ung¢onnected_Send request.

The fofmat of the Unconnected Send response service for a failure shall be of the form|shown
in Table 26.

Table 26 — Unconnected_Send_Bad response format

Parameter name Format
remaining_path_size STRUCT of
number of wordssin route_path parameter USINT
reserved (shall be set to 0) SWORD

The remaining_path® size field shall only be present if the error was detected by a router. It
indicates the number of words in the route_path parameter of the request as received|by the
router that detects the error.

4.1.5.7 Get Connection Data

4.1.5.71 General

This service shall return the parameters associated with a specified connection number. The
connection number may be different from device to device even for the same connection. The
connection number corresponds to the offset into the Connection Manager attribute that
enumerates the status of the connections.

NOTE This service can be used for network diagnostics.
4.1.5.7.2 Format of Get_Connection_Data request

The format of the Get_Connection_Data request shall be of the form shown in Table 27.
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Table 27 — Get_Connection_Data request format

Parameter name

Format

connection_number

UINT

Format of Get_Connection_Data response

The format of the Get_Connection_Data response TPDU shall be of the form shown in Table 28.

Table 28 — Get_Connection_Data response format

4.1.5.8
4.1.5.81

Parameter name

Format

connection_number

UINT

connection_state

UINT

originator_port

UINT

target_port

UINT

connection_serial_number

UINT

originator_vendor_ID

UINT

originator_serial_number

UDINT

originator_O2T_CID

UDINT

target_O2T _CID

UDINT

O2T_connection timeout multiplier

USINT

reserved1[3]

USINT

originator_O2T_CM_RPI

UDINT

originator_O2T_CM_API

UDINT

originator_T20_CID

UDINT

target_ T20_CID

UDINT

T20O_conneetion timeout multiplier

USINT

reserved?[3]

USINT

ofiginator_T20_CM_RPI

UDINT

originator_T20_CM_API

UDINT

Search_Connection_Data

This service shall return the parameters associated with a specified connection within a device
identified by vendor and serial number.

NOTE This service can be used for network diagnostics.

4.1.5.8.2

Format of Search_Connection_Data request

The format of the Search_Connection_Data request shall be of the form shown in Table 29.
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Table 29 — Search_Connection_Data request format

Parameter name Format
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT

4.1.5.8.3 Format of Search _Connection_Data response

The format of th

at of the Search_Connection_Data response shall be the same as the response from
_Connection_Data service (see 4.1.5.7).

4.1.5.9 Get_Connection_Owner

the Ge

4.1.5.9.1 General

The G

et Connection_Owner service of the Connection Manager shalkreturn data ab

connegtion(s) that own(s) a particular object. It shall be implemented-intany device that g
redundant connections.

4.1.5.9.2 Format of Get_Connection_Owner request

The fo

The re

mat of the Get_Connection_Owner request TPDUrshall be of the form shown in Ta

Table 30 — Get_Connection_Owner request format

Parameter name Format
reserved USINT
path_size USINT
path(] Padded EPATH

Eerved field shall be set to zero.

4.1.5.9.3 Format of-Get_Connection_Owner response

The fgrmat of thev.Get _Connection_Owner response TPDU shall be of the form sh

Table

1.

but the
ccepts

ble 30:

bwn in
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Table 31 — Get_Connection_Owner response format

Parameter name Format Description
number_of_connections USINT
number_claiming_ownership USINT
number_ready_for_ownership USINT
last_action USINT Ownership status:
0 = there is no owning connection.*
1 = the owning connection is in idle mode
2 = the owning connection is in run mode
3 to 254 = reserved
255 = the implementation does not suppaort'ene
of these fields
connection_serial_number UINT If there is no owner the value shall be\0
originator_vendor_ID UINT If there is no owner the value shall’be 0
originator_serial_number UDINT If there is no owner the value shall be 0
4.1.6 CM PDU components
4.1.6.1 Network connection parameters

4.1.6.1.1 Format

Network connection parameters shall be provided as a single 16-bit word that contai

fields, shown in Figure 4. The fields within the16-bit word shall indicate

e the|type of network connection desired;

e whether the buffer size is variable,or fixed;

e the|priority of the connection;

o the|size of the connection puffer required.

The size of the connection'buffer shall include any transport header.

Network Connection Parameters

ns five

Size in Bytes
Redundan — Connection Fixed (0) or Variable (1)
Owner Priority: 0 0 Low Priority
0 1 High Priority
Reserved 1 0 Scheduled Priority
1 1 Urgent
Connection Type: 0 0 Null 9
0 1 Multicast
1 0 Pointto Point
1 1 Reserved

IEC

Figure 4 — Network connection parameters

4.1.6.1.2 Connection type

The connection type shall be one of NULL, MULTIPOINT, or POINT2POINT. The NULL type
shall indicate that no network connection is required, while MULTIPOINT and POINT2POINT
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refer to the network connection types as defined in IEC 61158-5-2. The NULL connection type
may be used to reconfigure a connection.

4.1.6.1.3 Priority

Priority shall be one of L.OW, HIGH, SCHEDULED and URGENT, with URGENT being the highest
priority (see 4.1.6.3 for detailed specification and usage).

41.6.1.4 Connection fixed/variable

The connection can be set up to use fixed or variable sized connections. With a fixed size
connection, each transmission on the connection shall use the same size buffer. Otherwise,
either @ buffer overrun or underrun condition shall occur. With a variable sized connection, each
transmfission on the connection may send a variable amount of data up to the maximuin size,
which ghall be specified when the connection is opened. Buffer underruns shall not)be reported,
but a bHuffer overrun can still occur if too much data is sent.

4.1.6.1.5 Connection size

The ndtwork connection size shall be the size of the buffer required ;for the connection] which
includgs the data and any transport header. For a variable sized cqonnection, the size shall be
the mgximum size of the buffer for any transfer. The actual size of the transfer for a variable
connegtion shall be equal to or less than the size specified‘for the network connectign. The
maximpm buffer size shall be dependent on the links that thée-connection traverses.

4.1.6.1.6 Redundant owner

The refundant owner bit in the O=T direction shall*be set (= 1) to indicate that more than one
owner |s permitted to make a connection simultafeously. The bit shall be clear (= 0) to ipdicate
an exc|usive-owner, input only or listen-only,cohnection.

4.1.6.1.7 Reserved parameters

Reseryed bits shall be clear (= 0).

4.1.6.2 Requested and actual packet interval (CM_RPI and CM_API)

The connection originator provides a requested time between productions for each diregtion of
the compnection. The target provides the actual time between productions. When a conngection
traverdes some Type 2 networks, the actual time may be further adjusted as specified in the
corresponding Type 2 network communication profile.

The rgquested packet interval (CM_RPI) shall be the requested time between packets in
microspconds. The format of the CM_RPI shall be a 32-bit integer in microseconds.

The actual packet interval (CM_API) shall be the maximum time between packets in
microseconds. The CM_API is equivalent to the Transmission Trigger Timer value specified in
IEC 61158-5-2,6.2.3.2.1.7. The format of the CM_API shall be a 32-bit integer in microseconds.

The influence of the CM_API and CM_RPI values on the behavior of the connection is
dependent on the Transport Class and Trigger definitions in 4.1.8.9.1.2. The CM_RPI value
shall be used to allocate capacity usage at each of the producing nodes. The allocation of
capacity usage could have to be adjusted when the CM_API is returned, since it is possible for
the CM_RPI and CM_API to differ.
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The CM_API shall equal the CM_RPI within the device’s timer resolution limits, except if
specified otherwise in the Type 2 network communication profile. If the CM_API is not equal to
the CM_RPI it shall be faster than the CM_RPI unless the resulting CM_API would be 0, in
which case the CM_RPI cannot be supported and an error shall be returned, either:

e CM_RPI Value(s) Not Acceptable, General Status 0x01, Extended Status 0x0112
(recommended);

¢ CM_RPI Not Supported, General Status 0x01, Extended Status 0x0111.

The Inactivity/Watchdog time-out value at each of the intermediate and target nodes shall be
set to the connection time-out multiplier times the CM_RPI. If the resulting time-out is not
achievable within the device’s timer resolution limits, the time-out shall be rounded up the next
value within the device’s timer resolution limits.

4.1.6.3 Function of priorities

The orfer of priorities, from highest to lowest are: urgent, scheduled, high ahd low.

While [there are no specific implementation requirements for end“devices to internally
differentiate traffic with different priorities, devices are recommended to give prefarential
procesping to higher priority connections over lower priority connections. At a minimum, devices
are regommended to give higher priority to processing implicit méssages over explicit me$sages.

The mnjapping of Type 2 Priorities to link priorities is_specific to each Type 2 network
commynication profile.

Urgent priority
Urgent| priority shall only be used where defined explicitly in the Type 2 companion standards.

EXAMPLE Urgent priority is used for I/O connettions established with the Motion Device Axis object spdcified in
IEC 618p0-7-202.

Nodes|shall map the urgent priority‘to the corresponding network specific link priority.
Scheduled Priority

Nodes|shall map the scheduled priority to the corresponding network specific link prioritly.
High Rriority

Nodes|shall map the high priority to the corresponding network specific link priority.

Low Priority
Nodes shall map the low priority to the corresponding network specific link priority.

4.1.6.4 Connection time-out multiplier

The Connection Time-out Multiplier specifies the multiplier applied to the CM_RPI to obtain the
connection time-out value. Device shall stop transmitting on a connection whenever the
connection times out even if the pending close has been sent. The multiplier shall be as
represented by Table 32.
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Table 32 — Time-out multiplier

4.1.6.5

The Pr
time du
specifi

The R
conjun

The fo

EXAMPI|
0010 (4

Table

Value Multiplier Notes
0 x 4 Default
1 x 8
2 x 16
3 x 32
4 x 64
5 x 128
5 x 256
7 x 512
8 to 255 reserved

Connection request priority and tick time

jority/Tick_time parameter determines the priority of the uncennected message 4
ration of a “tick” (Tick Time) specified in the Time-out_ticks'parameter. The bit fig
bd in Figure 5.

7
Priority:

0 = Normal
1 = Reserved

Reserved Tick Time

Figure 5 — Priority/(Tick_time bit definition

pserved and Priority fields shall~be set to zero (0). The Tick Time shall be (
ction with the Time-out_ticks parameter value to determine the total time out valu

lowing formula is used;

Actyal Time Out value = 2Tick_Time x Time out_tick

E If the tick<ime is 0000 (1 ms), a Time-out_ticks value of 5 would translate into 5 ms. If the tic
Ims), a TimeSoui ticks value of 5 would translate into 20 ms.

B3 shall~determine the time between ticks.

nd the
|ds are

sed in
e.

time is
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Table 33 — Tick time units

Tick time

Tick time Time per tick Max. time

(binary)
0000 1ms 255 ms
0001 2ms 510 ms
0010 4 ms 1020 ms
0011 8 ms 2 040 ms
0100 16 ms 4 080 ms
0101 32 ms 8 160 ms
0110 64 ms 16 320 ms
0111 128 ms 32 640 ms
1000 256 ms 65 280 ms
1001 512 ms 130 560 ms
1010 1024 ms 261 120 ms
1011 2 048 ms 522 240 ms
1100 4 096 ms 1 044 480\ms
1101 8 192 ms 2 088 960 ms
1110 16 384 ms 47177 920 ms
1111 32768 ms 8 355 840 ms

4.1.6.6 Connection request time-out ticks

The Time-out ticks parameter shall be.used to specify the amount of time the origfnating
applicgtion shall wait for the transactionto be completed. When used with the Tick_Time portion
of the Priority/Tick_time field, a totaltimeout value can be calculated.

Timeout Algorithm

The Priority/Tick_time and.;*Time-out ticks parameters are used to convey timeout information
as an pnconnected request flows through interconnecting devices. The originator stat¢s how
long it will wait for axresponse (total round trip time).

Each rputer subtracts the approximate amount of time it needs to process and forward bpth the
requeT angd the associated response. If a router cannot determine specifically how mugh time

to subtfract,-it shall subtract 512 ms.

When encoding the result of the subtraction, the router shall use the smallest Tick_time possible
(see 4.1.6.5) and ensure that the outgoing value is less than the received value. This provides
the best granularity for decreasing the timeout as the message traverses the system. This also
means that the Tick _time can change as the message is passed through multiple hops.

Each router shall use the new value as a timer for the resources used to manage the
unconnected message and also to check to see if a timeout is imminent, i.e. the remaining time
is zero or less, before forwarding the message. If a timeout is imminent, the router returns a
General Status code of 0x01 with Extended Status code of 0x204 (Unconnected Request Timed
Out) error response immediately rather than just letting the originator timeout.

If a router can detect that the next hop device is not present (e.g. the router supports an active
node table function), it returns a General Status code of 0x01 with Extended Status code of
0x0204 (Unconnected Request Timed Out) error response immediately.
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When a router fails to receive a response in the remaining time, a General Status code of 0x01
with Extended Status code of 0x0204 (Unconnected Request Timed Out) error response is
returned.

When a target receives a Forward_Open, Large_Forward_Open or Forward_Close request, the
target may either:

e ignore the Priority/Tick_time and Time-out ticks parameters and process the request, or;

e evaluate the Priority/Tick_time and Time-out ticks parameters and return a General Status
code of 0x01 with Extended Status code of 0x0204 (Unconnected Request Timed Out) error
response immediately if it knows it will not have enough time to complete the request.

If a tarpet evaluates the Priority/Tick_time and Time-out ticks parameters:

e Adding the timing evaluation to a target as part of a product update needs to] be carefully
corlsidered. An updated product shall use its best case time for comparison. Thlus, an
updated target should always accept connections that previously succeeded.

e Supporting the timing evaluation in a target as part of a new product shall use its worst case
time for comparison. The result is that the target (if present) sends*the timeout regponse
instead of any router device.

o If alnew or updated product can emulate one or more existing-device(s), it shall perfqrm the
tim|ng behavior of the device indicated in the compatible key- of the request.

In all efror cases, the node that generates the error response includes the Remaining Path Size
paramg¢ter and every node that receives it releasesvall resources associated with that
unconnected message. The Remaining Path Size inxthe error response facilitates the ability to
know How far along the route the request progressed before encountering the error.

When gan “Unconnected Request Timed Out’“error is encountered, it is most likely due|to one
of the [devices in the path (including the target) not being available (e.g. powered off| cable
disconpected). Though less likely, the “Unconnected Request Timed Out” error can alsq result
when there is network congestion and/or one or more of the devices along the path in¢luding
the taS:Eet take longer than the timevprovided by the originator to process the unconnected
request. When an “Unconnected(Request Timed Out” error persists and it is known through
other means that all nodes are available, the originator timeout value should be increasgd after
taking the topology into account.

A defaplt originator timeout value of 5 s is recommended; based on the case of an originator
requesit covering 2 hops (allowing the default 512 ms for each hop and about 4 s for the farget).

4.1.6.7 Connection serial number

The connpeetion serial number shall be a unique 16-bit value selected by the Connpection
Managenrat the originator of the connection. The originator shall make sure that the 16-th value
is unique for the device. There shall be no other significance placed on the number by any other
nodes in the connection path. The connection serial numbers shall be unique but do not have
to be sequential. For example, an operator interface may have a large number of connections
open at the same time, each with a unique number. The same values could be repeated at other
operator interface stations. A possible implementation would be to have a connection list which
points to the descriptor for each connection, and the connection serial nhumber could be the
index into the table.

4.1.6.8 Vendor ID

The vendor number shall be a unique number assigned to the various vendors of products.
Each vendor has a unique number assigned.

NOTE Vendor IDs are assigned by the ODVA, Inc. organization.


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 62— IEC 61158-6-2:2023 © |EC 2023

4.1.6.9 Originator serial number

The originator serial number shall be a unique 32-bit value that is assigned to a device at the
time of manufacture. This value shall be guaranteed to be unique for all devices manufactured
by the same vendor. No significance shall be attached to the number. The combination of
Vendor ID and Originator Serial Number shall be unique throughout the entire system.

4.1.6.10 Connection number

The connection number shall be a 16-bit value that is assigned by the Connection Manager
when a connection is opened. This value allows other nodes to obtain connection data from the
Connection Manager. This number shall not be confused with the Connection Serial Number.

4.1.6.11 Connection path size

The connection path size shall be the length of the connection path in 16-bit words. The[length
of the ¢onnection path varies during the connection process, since each node;in the conpection
path rgmoves the current port segment and forwards only the remaining path segmentq to the
next ngde.

4.1.6.12 Connection path /connection remaining path

The cqnnection path parameter shall contain one or more encoded paths as required by a
combination of the service and the value of other parameters within the service data.

The connection path shall be of the form:

[[Electfonic Key segment1] }
[Netwolrk segment11]...[Network segment1N] » Port Segment Group for 15t router
Port sggment1] }
[[Electionic Key segment2] }
[Netwolrk segment21]...[Network segment2N] } Port Segment Group for 2"9 router
Port sggment2] }

[[Electfonic Key segmentM]

[Network segmentM1]. \[Network segmentMN] }
[[Appli¢ation Path] } Port Segment Group for Mt router
[Netwolrk segmentO1] ... [Network segmentON]] }

Port sggmentM]

[Electronic Key segmentP]

[Network segmentP1]...[Network segmentPN]
Application Path1

[Application Path2]

[Application Path3]

Application Segment Group for target

e e e e

[Simple Data segment]

[Network segmentQ1] ... [Network segmentQN]

NOTE In the last format above, for the target, the network segment(s) that follow the application path(s) and the
data segment are limited to certain safety network segments as defined by IEC 61784-3-2.

All segments listed in brackets [...] are optional.
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Network segments are allowed at the specified locations only if allowed by the specific network
segment definition.

When a configuration data segment is included in the connection path the configuration data
segment shall follow the applications path(s).

The components of a connection path are specified in 4.1.9.1 to 4.1.9.7, and the hierarchy of a
connection path is specified in 4.1.9.8.

The Connection Manager object of each intermediate and target node shall process all
segments preceding application path(s) that are directed to it. For the last-hop router (Mth

router)
with th

Depen
the pre

the USe of NetwWork segments that folfow the application path shall be difectly ass
b object identified by that application path and that object shall define its use¢

ding on the O2T_connection_parameters and T20_connection_paraméters fiel
sence of a data segment, one or more encoded application paths shall’be speci

generdl, the application paths are in the order of configuration path, coastmption pat
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tion path. However, a single encoded path can be used when configuration, consu
production use the same path. See Table 34 for the valid combinations and the
g of the application paths. The application paths are relatiye te the target node.

PT or T20 application path may be a heartbeat application path, however the fo
tion paths are defined for the Assembly object:

04 2C ED” is an O2T Listen Only Heartbeat

04 2C EE” is an O2T Input Only Heartbeat

04 2C EF” is a T20 Heartbeat

pre-defined application paths shall be used for heartbeat connections when the|

is reached through a Type 2 roudter to a target device that does not supp
ction Manager object.

pre-defined heartbeat application paths may also be used for heartbeat conn
he target device suppoftsjthe Connection Manager object.
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Table 34 — Encoded application path ordering

Network connection Number of encoded application paths
parameters
o271 T20 Data 1 2 3
connection | connection segment
type type present
NULL NULL Yes Path is for First path is for First path is for
configuration configuration, configuration,
second path is second and third
ignored paths are ignored
No Path is for pinging a Invalid Invalid
device
not NULL NULL Yes Path is for First path is for Invalid
configuration and configuration,
consumption second path is for
consumption
No Path is for Invalid Invalid
consumption
NULL not NULL Yes Path is for First path is_for, Invalid
configuration and configuration,
production second path is for
production
No Path is for production Invalid Invalid
not NULL not NULL Yes Path is for First path is for First path is for
configuration, configuration, configuration,
consumption and second path is for | second path ig for
production consumption and consumption, third
production path is for
production
No Path is for First path is for First path is ighored,
consuniption and consumption, second path i for
production second path is for | consumption, third
production path is for
production
a8 |If gath is “20 01 24 01" used to ping-a device, see 4.1.5.3.2.3 (null Forward_Open, not matching), |invalid
othprwise.
Encodé¢d path compression rules are specified in 4.1.9.9.
4.1.6.13 Network'connection ID
The Network-€onnection ID shall be link specific and shall not be related to the conpection
of the

Netwo

serial :rumber, which is connection specific and the same over all the links. The field

k.€onnection ID shall be used to set the screening mechanism for the specified ljnk.

The Network connection ID is either a produced connection ID or a consumed connection ID.

A multicast connection

ID shall

not be reused until

connection ID have been closed or timed out.

all

connections associated with the

The network connection ID is further specified in the DMPMs corresponding to the different link
layers which can be associated with the Type 2 application layer (see Clause 10, Clause 11
and Clause 12).

4.1.6.14 Transport class and trigger

The transport class and trigger specify the type of transport and the production trigger required
for the connection. The octet that encode the transport class and trigger shall be of the following
form shown in Table 35.
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Table 35 - Transport class, trigger and Is_Server format

TransportClass (4 bits)

TriggerMode (3 bits)

Is_Server (1 bit)

NULL =0
DUPLICATE_DETECT =1
ACKNOWLEDGED = 2
VERIFIED = 3

CYCLIC=0
CHANGE_OF_STATE =1
APPLICATION = 2

IS_NOT_SERVER =0
IS_SERVER = 1

The least significant 4 bits, class, shall determine which transport type is specified and shall
be in the range 0 to 6. The class values 7 through 15 shall be reserved. Bits 4 to 6, called
trigger, shall determine what event causes the production of data on the connection and shall

be in the range 0 to 2. The trigger values 3 through 7 shall be reserved. For transpofts that
need tp specify the target as a server, the is server field shall be 1; otherwise, it.shall be 0.
For trgnsport classes 0 and 1, the is server field shall be ignored. Bit 7' shall pe the

is sefver field;

See IHC 61158-5-2 for details on the behavior for the different combinations of is sg¢rver,
class) and trigger, CM_RPI, and CM_API.

4.1.7 MR headers

4.1.71 MR request packets

All request packets delivered to the Message Router; either from a connection or fropm the

UCMM, shall have a header of the form shown in Tablé 36.

Table 36 — MR_Request_Header format

Parameter Format
Service USINT
path_size USINT
path Padded EPATH

The firgt octet, service,sshall be directly delivered to the application object and shall bg in the
range [| through 127.(The path size shall determine the number of 16-bit words in the path

field.

The pqdth fieldsshall contain addressing information for the packet (application path) ang other

information, and shall be padded

The path field shall be of the form:

[Electronic Key segment]
Application Path

The Electronic Key segment is conditional. If the request is being sent across a connection the
Electronic Key segment is not allowed, otherwise it is optional. If the Electronic Key segment is
present the target shall evaluate the key. See 4.1.9.4.2 for the definition of Electronic Key
segment and see 4.1.9.8 for the definition of the Application Path format.
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EXAMPLE
34 04 42 42 0C 00 01 00 81 01 Electronic Key segment indicating the target device shall be compatible
with a Vendor 0x4242, Device Type 0x000C, Product Code 0x0001, Major
Revision 0x01, Minor Revision 0x01 device
20 04 24 01 30 03 Application path that specifies Instance 1 of the Assembly Object, Attribute
3.
4.1.7.2 MR response packets

Response packets from the Message Router shall have a header of the form shown in Table 37.

The s¢

signifigant bit set (i.e. plus 0x80). If MR Reques®™ Header.service equals 0x0
MR Repponse Header.service shall equal 0x85:The general status field shall b
using the Status Code parameter of the service response. Likewise the extended sf
extended status size, and response shall be filled using the Extended Stat

other

extended status size is 0, there is M0 extended status. The response siz
not be jexplicitly included in the MR Response Header; it shall be implied by number of
in the ¥R Response Header.

4.1.8
4.1.8.1

4.1.8.1.
The Ge¢t_Attributes- All_RequestPDU body is empty.

The Gét_Afttnbutes_All_ResponsePDU body shall be as specified in Table 38.

Table 37 — MR_Response_Header format

Parameter Format
Service USINT
Reserved USINT
general_status USINT
Extended_status_size USINT
Extended_status[] WORD

rvice field shall be the value of the MR_Reques{ \Header.service field with i

s most

5, the

e filled
fatus,
hs and

response parameters from the service response, respectively. If

OM_Service_PDU
General syntax

1 Get_Attributes_All

4.1.8.1

Table 38 — Structure of Get_Attributes_All_ResponsePDU body

Name Data type

Attribute Data Object/class attribute-specific

2 Set_Attributes_All

The Set_Attributes_All_RequestPDU body shall be as specified in Table 39.

= shall

octets
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Table 39 — Structure of Set_Attributes_All_RequestPDU body

Name

Data type

Attribute Data

Object/class attribute-specific

The Set_Attributes_All_ResponsePDU body is empty.

4.1.8.1

3 Get_Attribute_List

The Get_Attribute_List RequestPDU body shall be as specified in Table 40.

The Geét_Attribute List ResponsePDU body shall be as specified in Table 41.

Table 40 — Structure of Get_Attribute_List_RequestPDU body

Name

Data type

Attribute Count

UINT

Attribute List

Array of UINT

Table 41 — Structure of Get_Attribute_List. ResponsePDU body

Name Data type Semantics of values
Attributp Count UINT
Attributp Response |Array of STRUCT
Structufes
Attributp ID UINT
Attributp Status USINT See 4.1.11.2.1
OCTET Reserved (shall be set to 0)
Attributp Data Objectlclass attribute- specific Shall be omitted if the Attribute statud value
is not 0x00 (Success)
4.1.8.1.4 Set_Attribute_List

The Sd

t_Attribute) List RequestPDU body shall be as specified in Table 42.

Table 42 — Structure of Set_Attribute_List_RequestPDU body

Name Data type
Attribute Count UINT
Attribute Request Structures Array of STRUCT
Attribute ID UINT
Attribute Value Object/class attribute- specific

The Set_Attribute List ResponsePDU body shall be as specified in Table 43.
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Table 43 — Structure of Set_Attribute_List_ResponsePDU body

Name Data type Semantics of values
Attribute Count UINT
Attribute Response Array of STRUCT
Structures
Attribute ID UINT
Attribute Status USINT See 4.1.11.2.1
OCTET Reserved (shall be set to 0)
Attribute Data Object/class attribute- specific If defined by the object and Attribute Status is 0x00
(SUTTESS)

4.1.8.1.5 Reset

The Rgset_RequestPDU body shall be as specified in Table 44, if the optional “Object Jpecific
Data” gervice parameter of the Reset request is specified. Else it shall be"empty.

Table 44 — Structure of Reset_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Rpset ResponsePDU body shall be as specified in Table 45, if the optional ‘|Object
Specific Data” service parameter of the Reset response is specified. Else it shall be empty.

Table 45 — Structure of*'Reset_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

4.1.8.1.6 Start

The Start_RequestPDU)body shall be as specified in Table 46, if the optional “Object Specific
Data” gervice parameter of the Start request is specified. Else it shall be empty.

Table 46 — Structure of Start_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Start_ResponsePDU body shall be as specified in Table 47, if the optional “Object Specific
Data” service parameter of the Start response is specified. Else it shall be empty.

Table 47 — Structure of Start_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific
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4.1.8.1.7 Stop

The Stop_RequestPDU body shall be as specified in Table 48, if the optional “Object Specific
Data” service parameter of the Stop request is specified. Else it shall be empty.

Table 48 — Structure of Stop_RequestPDU body

Name Data type
Object Specific Data Object/class service- specific
The Stpp be ’ T Tabte 49 e optior Oobje pecific

Data” gervice parameter of the Stop response is specified. Else it shall be empty.

Table 49 — Structure of Stop_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

4.1.8.1.8 Create

The Create_RequestPDU body shall be as specified in Tahle 50, if the optional “Object Specific
Data” gervice parameter of the Create request is specified. Else it shall be empty.

Table 50 — Structure of Create’ RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Cfieate_ResponsePDU body shall be as specified in Table 51, if the optional ‘|Object
Specific Data” service parametérof the Create response is specified. Else it shall be enpty.

Table.51 — Structure of Create_ResponsePDU body

Name Data type
InstancenD UINT
Object Specific Data Object/class service- specific
4.1.8.179 Detete

The Delete_RequestPDU body shall be as specified in Table 52, if the optional “Object Specific
Data” service parameter of the Delete request is specified. Else it shall be empty.

Table 52 — Structure of Delete_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Delete_ResponsePDU body shall be as specified in Table 53, if the optional “Object
Specific Data” service parameter of the Delete response is specified. Else it shall be empty.
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Table 53 — Structure of Delete_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

.10  Get_Attribute_Single

The Get_Attribute_Single_RequestPDU body is empty, except as noted below.

fransmitted as Get_Attribute_Single_ResponsePDU body.

The Ge¢t_Attribute_ Single_ResponsePDU body shall be as specified in Table-54.

4.1.8.1
The Sd

Some
they d
to be

and is

The Se¢
“Objec
it shall

Table 54 — Structure of Get_Attribute_Single_ResponsePDU body

Name Data type

Attribute Data Object/class attribute-specific

A1 Set_Attribute single

t_Attribute_Single_RequestPDU body shall-be as specified in Table 55.

Table 55 — Structure of Set_Attribute_Single_RequestPDU body

Name Data type

Attribute Data Object/class attribute-specific

['ype network communication profiles support link specific explicit message forms

not support the Message Router request format), which do not enable the Attril
pecified in the Path parameter. For those formats, the Attribute ID is limited to a
ransmitted as thé first parameter (octet) of the Set_Attribute_Single_RequestPDU

| SpecificData” service parameter of the Set_Attribute_Single response is specifie
be empty.

ts (i.e.
ute ID
USINT

ts (i.e.
ute ID
USINT
body.

t_Attribute. Single_ResponsePDU body shall be as specified in Table 56, if the optional

d. Else

4.1.8.1

Table 56 — Structure of Set_Attribute_Single_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

.12  Find_Next_Object_Instance

The Find_Next_Object_Instance_RequestPDU body shall be as specified in Table 57.
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Table 57 — Structure of Find_Next_Object_Instance_RequestPDU body

Name Data type

Maximum Returned Values USINT

The Find_Next_Object_Instance_ResponsePDU body shall be as specified in Table 58.

Table 58 — Structure of Find_Next_Object_Instance_ResponsePDU body

Name Data type
Number Of List Members USINT
Instance ID List Array of UINT

4.1.8.1.13 NOP
The NOP_RequestPDU body is empty.

The NOP_ResponsePDU body is empty.

4.1.8.1.14  Apply_Attributes
The Apply_Attributes_RequestPDU body shall be as/specified in Table 59, if the optional

“Object Specific Data” service parameter of the Apply_Attributes request is specified. |Else it
shall bg empty.

Table 59 — Structure of Apply- Attributes_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Apply_Attributes ResponsePDU body shall be as specified in Table 60, if the optional
“Objec} Specific Data” service parameter of the Apply_Attributes response is specified.|Else it
shall bp empty.

Table 60 — Structure of Apply_Attributes_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

4.1.8.1.15 Save

The Save_RequestPDU body shall be as specified in Table 61, if the optional “Object Specific
Data” service parameter of the Save request is specified. Else it shall be empty.

Table 61 — Structure of Save_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Save_ResponsePDU body shall be as specified in Table 62, if the optional “Object Specific
Data” service parameter of the Save response is specified. Else it shall be empty.
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Table 62 — Structure of Save_ResponsePDU body

Name

Data type

Object Specific Data

Object/class service- specific

4.1.8.1.16 Restore

IEC 61158-6-2:2023 © |EC 2023

The Restore_RequestPDU body shall be as specified in Table 63, if the optional “Object
Specific Data” service parameter of the Restore request is specified. Else it shall be empty.

Table 63— Structure of Restore _RequestPDUbody

Name

Data type

Object Specific Data

Object/class service- specific

The R
Specifi

bstore_ResponsePDU body shall be as specified in Table 64, if\the optional °
c Data” service parameter of the Restore response is specifiedy Else it shall be e

Table 64 — Structure of Restore_ResponsePDU body

Name

Data‘type

Object Specific Data

Object/class service- specific

4.1.8.1

A7

Get_Member

The G¢t_Member_RequestPDU body is empty.

The G¢t_Member_ResponsePDU body shall be as specified in Table 65.

Table 65 — Structure of Get_Member_ResponsePDU body

Name

Data type

Member ID,

Member. Data

See 4.1.8.1.21 for details

Set_Member

Object
mpty.

Table 66 — Structure of Set_Member_RequestPDU body

Name Data type

Member Data

See 4.1.8.1.21 for details

The Set_Member_ResponsePDU body shall be as specified in Table 67, if the optional
“Member Data” service parameter of the Set_ Member response is specified. Else it shall be

empty.
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4.1.8.1.19

Table 67 — Structure of Set_Member_ResponsePDU body

Name Data type
Member ID

See 4.1.8.1.21 for details
Member Data

Insert_Member

The Insert_Member RequestPDU body shall be as specified in Table 68, if the optional
“Member Data” service parameter of the Insert_Member request is specified. Else it shall be

empty.

Table 68 — Structure of Insert_Member_RequestPDU body

Name Data type

Member Data See 4.1.8.1.21 for details

The Insert_Member_ResponsePDU body shall be as specified 'in’ Table 69. If the optional

“Membler D

shall bp empty.

4.1.8.1.20

The Rgmove_Member_RequestPDU body is empty.

The Rgmove_Member_ResponsePDU body shall be as specified in Table 70.

ata” service parameter of the Insert_Member response is not specified, thjs field

Table 69 — Structure of Insert_Member/ResponsePDU body

Name Data type

Member ID

See 4.1.8.1.21 for details
Member Data

Remove_Member

Table 70 — Structure of Remove_Member_ResponsePDU body

Name Data type

Member ID
See 4.1.8.1.21 for details
Member Data

4.1.8.1.21

4.1.8.1.21.1

Common syntax elements for the _Member services

General

Attributes of object classes may consist of arrays of basic data types or structures. To

manipulate

members of an array, the following member services use the common syntax

elements defined in 4.1.8.1.21:

e Get_Member;
e Set Member;

e Insert_Member;

e Remove_Member.
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The first member in an array is specified by a Member ID value of one (1).

4.1.8.1.21.2 Member ID/EX description

Two message formats are defined for member services: basic and extended. Within the
extended format, there exist up to 255 protocol options. The message format is selected by the
most significant bit of the Member ID.

e When a subnet does not support Attribute and Member level addressing, the Member ID/EX
parameter is sent as a 16 bit (WORD) parameter within the service data.

o |If the subnet does support Attribute and Member level addressing, the Member ID/EX
parameter is sent within the | ngir‘al Qngmnnf and can be either 8 16 _or 32 hits (Q\’\/ORD,

WQRD, DWORD).

Figure|6 defines the bits contained within the Member ID/EX field when sent as & WORD.

Bits
7 | e | s | a4 | 3 | 2 | 1 P o
Member ID Bits 0 to 7
EX | Member ID Bits 8 to 14

Figure 6 — Member ID/EX description (WORD)

The lower bits (0 to 14 for a WORD) of the Member ID/EX field identify the member to be
manipulated. The highest bit EX (15 for a WORD),-selects either the basic (EX=0) or extended
(EX=1] message format.

4.1.8.1.21.3 Member request — basic format

Table 71 specifies the common structuré'basic of the _RequestPDU body for Member s¢rvices
using the basic format.

Table 71 — Common structure of _Member_RequestPDU body (basic format)

Name Data-type Description of parameter

Attribute ID 2@ USINjT Identifies the attribute the member is to be serviced.

Membdr ID/ EX P WORD The lower 15 bits identifies the Member ID of the member to bq
serviced. If the value is zero (0) the service used determines the
behavior.

Extended Protocol Option EX = 0 (bit 15)
Membgr Data Member specific This field is required by some services, see individual service
(conditjonal) descriptions.

a8 This parameter shall be present when the target of the request is on a subnet which does not support explicit

message addressing to the attribute level. If the subnet does support attribute level addressing then this
parameter shall not be present. In the latter case, the data type of the Attribute ID can be either USINT, UINT,
or UDINT.

This parameter shall be present when the target of the request is on a subnet which does not support explicit
message addressing to the member or attribute level. If the subnet does support attribute and member level
addressing then this parameter shall not be present. In this latter case, the data type of the Member ID/EX
can be either SWORD, WORD, or DWORD with the most significant bit being the Extended Protocol Option
parameter and the remaining bits being the Member ID.

Table 72 specifies the common structure basic of the _ResponsePDU body for Member services
using the basic format.
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Table 72 — Common structure of _Member_ResponsePDU body (basic format)

Name

Data type

Description of parameter

Member ID
(conditional)

UINT

The Member ID of the member serviced. This field is required by
some services, see individual service descriptions. This field is
required if the Member Data field is present.

Member Data
(conditional)

Member specific

This field is required by some services, see individual service
descriptions.

4.1.8.1.21.4

Member request — extended format (general)

If the jxtended protocol bit [EX] of the Member ID/EX field is set to a one [1], the octetfol|lowing

the M

mber ID/EX defines the remainder of the protocol.

Ranges of values for the Extended Protocol ID are divided into three categories{(open, yendor

specifi

, reserved), as specified in 4.1.10.1.1.

Table T3 specifies the common structure basic of the _RequestPDU bedy for Member s¢rvices
using the extended format.

Table 73 — Common structure of _Member_RequestPDU body (extended format)

Name Data type Description of parameter

Attribute ID @ USINT Identifies the attribute the member is to be serviced.

Membdr ID/ EX P WORD The lower 15.bits identifies the Member ID of the member t¢ be
serviced. If-the value is zero (0) the service used determings the
behavior;

Extended-'Protocol Option EX = 1 (bit 15)

Extended Protocol ID USINT Selects the extended protocol used for the remainder of mefssage.
See Table 75.

Additignal data Protocol specific Additional request data is defined by the extended protocol

or UDINT.

a8 Thip parameter shall be present when the target of the request is on a subnet which does not support pxplicit
mepsage addressing to the atfribute level. If the subnet does support attribute level addressing then this
parpmeter shall not be present. If the latter case, the data type of the Attribute ID can be either USINT| UINT,

b This parameter shall be\present when the target of the request is on a subnet which does not support pxplicit
mepsage addressing to/the member or attribute level. If the subnet does support attribute and membgr level
addressing then this\sparameter shall not be present. In this latter case, the data type of the Membe
car| be either SWORD, WORD, or DWORD with the most significant bit being the Extended Protocol |Option
parpmeter and“the remaining bits being the Member ID.

ID/EX

Table T4'specifies the common structure basic of the ResponsePDU body for Member s¢rvices

using the extended format.

Table 74 — Common structure of _Member_ResponsePDU body (extended format)

Name

Data type

Description of parameter

Response data

Protocol specific

Response data is defined by the extended protocol option.

Table 75 lists the values currently defined for the Extended Protocol ID.
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Table 75 — Extended Protocol ID

Value Description
0x00 Open

0x01 Multiple Sequential Members

0x02 International String Selection

0x03 to 0x63
0x64 to 0xC7
0xC8 to OxFF

Open

Vendor specific

Reserved

4.1.8.1
When

NOTE—ReservedTanmges tam befurtherdefimed by theODVA, e orgamnizatiom:

.21.5 Member request — extended format (Multiple Sequential Members)

IEC 61158-6-2:2023 © |EC 2023

he Extended Protocol ID is set to Multiple Sequential Members [1];>the structurg of the
_RequestPDU body is specified in Table 76.

Tabjle 76 — Structure of _Member_RequestPDU body (Multiple Sequential Members)

Name Data type Description of parameter

Attribule ID @ USINT Identifies the attribute the member is to be serviced.

Membdr ID/ EX P WORD The lower 15 bits identifies the Member ID of the member t¢ be
serviced. If the value is zero (0) the service used determings the
behavior.

Extended Prétecol Option EX = 1 (bit 15)

Extended Protocol ID USINT Selects thedWultiple Sequential Members protocol option
(value =M.

Numbdr of Members UINT Number of members to be serviced.

Membgr Data Member specific Multiple sequential Member Data.

(conditjonal) This field is required by some services, see individual servige
descriptions.

or UDINT.

a8 Thip parameter shall be present when the target of the request is on a subnet which does not support pxplicit
mepsage addressing to the atfribute level. If the subnet does support attribute level addressing then this
parpmeter shall not be present. I the latter case, the data type of the Attribute ID can be either USINT| UINT,

b Thip parameter shall be(present when the target of the request is on a subnet which does not support pxplicit

mepsage addressing tojthe member or attribute level. If the subnet does support attribute and membgr level

addressing then this _parameter shall not be present. In this latter case, the data type of the Membe

car| be either SWORD, WORD, or DWORD with the most significant bit being the Extended Protocol

ID/EX
Option

parpmeter andsthe remaining bits being the Member ID.

The stfucture of the _ResponsePDU body is specified in Table 77.

Table 77 — Structure of _Member_ResponsePDU body (Multiple Sequential Members)

(conditional)

Name Data type Description of parameter
Number of Members UINT Number of members serviced. This field is required
Member ID UINT Member ID of the first member serviced.

This field is required by some services, see individual service
descriptions.
This field is required if the Member Data field is present.

Member Data
(conditional)

Member specific

Multiple sequential Member Data.
This field is required by some services, see individual service
descriptions.
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4.1.8.1.21.6 Member request — extended format (International String Selection)

This service returns a single international character string from an attribute, which has a data
type of STRINGI. This service can request a specific language or default to the current active
language as specified by the Identity object.

The International String Selection protocol is only valid with the Get_Member service.
The structure of the _RequestPDU body is specified in Table 78.

Table 78 — Structure of _Member_RequestPDU body (International String Selection)

Name Data type Description of parameter
Attribute ID USINT Identifies the attribute containing the international string.
Membgr ID/ EX WORD The lower 15 bits identifies the language to retrieve. This value is

the member ID (array index, starting at one) 6fthe languag
within the Supported Language List attribute.(Attribute 1D 1
the ldentity object.

Extended Protocol Option EX = 1 (bit)15)

P
~

of

Extended Protocol ID USINT Selects the International String Selection protocol option
(value = 2).

The stfucture of the _ResponsePDU body is specified in-Fable 79.

Table 79 — Structure of _Member_ResponsePDU-body (International String Selecttion)

Name Data type Description of parameter

Interngtional String STRUCT of The character string in the requested language. This parameter
foltows the definition of a single international character strjng
within the STRINGI data type (see 4.2).

USINT The language1 field from the STRINGI data type.
USINT The language? field from the STRINGI data type.
USINT The language3 field from the STRINGI data type.
USINT The structure of the character string, limited to the values pxDO,

0xD5, 0xD9 and 0xDA.

UINT Character set of the international string.

OCTET_STRING International string

4.1.8.1[.22,"~ Group_Sync

The Group_Sync_RequestPDU body shall be as specified in Table 80.

Table 80 — Structure of Group_Sync_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Group_Sync_ResponsePDU body shall be as specified in Table 81.
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Table 81 — Structure of Group_Sync_ResponsePDU body

Name Data type Semantics of values

IsSynchronized BOOL Indicates if object is synchronized to the PTP Time
Master

0 = Not synchronized

1 = Is synchronized

Object Specific Data Object/class service- specific Object/class service- specific

4.1.8.1.23 Multiple_Service_Packet

The Mtltiple_Service_Packet_RequestPDU body shall be as specified in Table 82.

Table 82 — Structure of Multiple_Service_Packet_RequestPDU hody

Name Data type Semantics of values
Numbef of Services UINT Number of embedded services in the'Service List.
Service| Offsets ARRAY of UINT Array of octet offsets to the start-of*each embedded seryice in

the Service List.

Each octet offset is relative’te the Number of Services
parameter. Therefore the first element in this array shal| be (2
+ Number of Services(x)2).

Service| List Array of STRUCT Array of servicegequest structures.

The format of the service request follows the Message Router
Request header.

USINT Service-code of the request.

USINT The“gumber of 16 bit words in the Request_Path field (pext
element).

Padded EPATH This is an array of octets whose contents convey the pgth of

the request (Class ID, Instance ID, etc.) for this transaction.

ARRAY of ogtet Service specific data to be delivered in the Explicit Mespaging
Request. If no additional data is to be sent with the Explicit
Messaging Request, then this array will be empty.

The Mtiltiple_Service [Packet_ResponsePDU body shall be as specified in Table 83.

Table®3'— Structure of Multiple_Service_Packet_ResponsePDU body
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Name

Data type

Semantics of values

Number of Responses

UINT

Number of embedded service responses in the Response List.

Response Offsets

ARRAY of UINT

Array of octet offsets to the start of each embedded service
response in the Response List.

Each octet offset is relative to the Number of Responses
parameter. Therefore the first element in this array shall be (2
+ Number of Responses x 2).

Response List

Array of STRUCT

Array of service response structures.

The format of the service response follows the Message
Router Response header.

LUSINT Response service code

USINT Shall be zero.

USINT One of the General Status codes.

USINT Number of 16 bit words in Extended Status array.

ARRAY of UINT

Extended status.

ARRAY of octet

Response data from request or additional error data if General
Status indicated an error.

4.1.8.1.24 Get_Connection_Point_Member_List

The Gét_Connection_Point_Member_List RequestPDU bady is empty.

The Get_Connection_Point_Member_List ResponsePDU body shall be as specified in

Table $4.

Table 84 — Structure of Get_Connection”Point_Member_List_ResponsePDU bady

Name Data type Semantics of values
Item Cqunt UINT Number of STRUCTSs returned
Membefs Array of STRUCT., A list of EPATHs of each member of the Connection Ppint

structure, or the EPATH to the full Parameter Object Ipstance
that refers to the member

Membef Data Size

UINT

Size of member data (in bits)

Membef Path Size

UINT

Size of member path (in octets)

Membe| Path Packed EPATH EPATH of the member or EPATH of the full Parameter|object
instance that refers to the member
4.1.8.2 Identity object specific syntax elements

4.1.8.2.1 Attributes

4.1.8.2.1.1 Class attributes

The format of the Identity object class attributes shall be as specified in Table 85.
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Table 85 — Identity object class attributes

Attribute ID

Name

Data type

Semantics of values

1

Revision

UINT

Revision of this object.

Value =1 or 2

The value shall be 2 if attributes greater than #10
are included in the Get_Attributes_All response
(recommended when applicable) or attribute #30 is
supported.

2

Max Instance

UINT

3-7,200, 201

These optional Class Attributes are specified in 4.1.10.2.2.

4.1.8.2.1.2

The fofmat of the Identity object instance attributes is as specified in Table 86!

Instance attributes

Table 86 — Identity object instance attributes

Attribute ID

Name

Data type

Semantics of values

1 Vendor ID

UINT

The value zerosshall not be used.
A list of the\Vendor ID ranges can be four|d in
Table 87.

2 Device Type

UINT

A list.of the Device Type ranges can be fqund in
4.4.10:3.

3 Product Code

UINT

The value zero is not valid.

4 Revision

STRUCT of

Revision of the hardware the Identity object
represents.
The value zero is not valid for either the Major or
Minor Revision fields of a compliant prodyct. If
the Device Type of the instance is Embedgded
Component, the Major Revision and/or Mipor
Revision may be zero.

Major Revision

USINT

The Major Revision attribute shall be limited to
values between 1 and 127 (7 bits). The eighth bit
is reserved and shall be zero.

Minor Revision

USINT

1to 255

5 Status

WORD

Bit definitions are described in Table 88.

6 Serial Numbefr

UDINT

The value zero is not a valid serial number and
shall not be assigned to a product nor repjorted
by a compliant device. Reception of the value
zero when accessing this attribute indicates the
target is not a Type 2 device and does no
contain a serial number.

7 Product Name

SHORT_STRING

The maximum number of 8-bit characters jin this

string shall be 5Z.

8 State

USINT

Present state of the device as represented by
the state transition diagram:

0 = Nonexistent

1 = Device Self Testing

2 = Standby

3 = Operational

4 = Major Recoverable Fault

5 = Major Unrecoverable Fault
6 to 254 = Reserved

255 = Default value

The default value shall be used in the
Get_Attributes_All response if the attribute is not
implemented.

9 Configuration Consistency
Value

UINT

Contents identify configuration of device
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Attribute ID Name Data type Semantics of values
10 Heartbeat Interval USINT The nominal interval between heartbeat
messages in seconds.
The default value is 0. Zero disables
transmission of the heartbeat message.
11 Active Language STRUCT of Currently active language for the device (based
on ISO 639-2/T).
Language1 USINT The language1 field from the STRINGI data type.
Language2 USINT The language?2 field from the STRINGI data type.
Language3 USINT The language3 field from the STRINGI data type.
12 Supparted | anguage | ist ARRAY of List of languages supported by character strings
STRUCT of of data type STRINGI within the device:
The array index of the language is used-within
the International String Selection member
protocol.
Language1 USINT The language1 field from the.STRINGI daja type.
Language2 USINT The language? field from-the STRINGI data type.
Language3 USINT The language3 field.from the STRINGI daja type.
13 International Product Name |STRINGI Names of the product in various languagels
14 Semaphore STRUCT of Access Syn€hronization Semaphore
Vendor Number UINT Client electronic key
Client Serial Number UDINT Default: All zero values
Semaphore Timer ITIME Timer valid range 100 ms thru 32 767 ms
15 Assigned_Name STRINGI User assigned name
16 Assigned_Description STRINGI User assigned description
17 Geographic_Location STRINGI User assigned location
18 Type15 Identity Info Reserved for Type 15 devices.
19 Protection Mode WORD Bit definitions are described in Table 90.
20 Uptime UDINT Number of seconds
21 Catalog Number SHORT STRING | Textual catalog or model number
22 Manufacture Date DATE Date the product was manufactured
23 Type 9 Identity~Info
Reserved for Type 9 devices
24 Type 9 Status
25 Implementation Profiles STRUCT of Implementation profiles supported
UINT Number of implementation profiles suppoited
ARRAY of
STRUCT of
DWORD | Features supported (see Table 91)
26 IEC 61131-9 Identity Info 1
27 IEC 61131-9 Identity Info 2
Reserved for IEC 61131-9 devices
28 IEC 61131-9 Identity Info 3
29 IEC 61131-9 Identity Info 4
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Attribute ID

Name

Data type

Semantics of values

30

Supported Language List 2

STRUCT of

List of languages supported by character strings

of data type STRINGI within the device.

The array index of the language is used within

the International String Selection member
protocol.

UINT

Number of languages in the list

ARRAY of
STRUCT of

List of languages

Language1

USINT

The language1 field from the STRINGI data type.

Language?2

USINT

The language? field from the STRINGI data type.

Language3

USINT

The language3 field from the STRINGI(da

a type.

31

Vendor Name

STRING

Name of the company that manufactured
device

he

32

Vendor URI

STRING

The maximum length is 246 _characters.

If this attribute is not suppofted, a client o
gateway shall report a value of
“www.odva.org/vendornid_NNNNN”, wher
NNNNN is the valge of the Vendor ID attri
decimal with leading zeroes.

EXAMPLE .“Fhe Vendor URI for a device
Vendor ID. 24 would be
“www.odva.org/vendor_id_00024".

r

b

bute in

from

33

Configuration Counter

DINT

The Configuration Counter shall use an
incrementing count mechanism and wrap
from OXFFFFFFFF to 0x00000000.

Bround

34

Configuration Date

STIME

Date and time of last change to Configuraft

on.

35

Manufacture Serial Number

SHORT_STRING

Alphanumeric character sequence used tg
identify the asset.

39

Device Manual

STRUCT of

Points to a manual for the device

Device Manual Data Type

USINT

Enumeration indicating the data type for t
field:

0xDC = Padded EPATH
0xDO0 = STRING

he next

Pointer to DevicegManual

Data type is defined in Device Manual Da
member

a Type

37

Hardware Revision

STRUCT of

Major Revision

USINT

Mipor ‘Revision

USINT

If the firmware cannot determine the hard
revision value, it shall return zero for both|
Major and Minor Revision, else 0 is not a
value for either the Major or Minor Revisid

vare
the
valid
n.

38

Reserved

39

Product Identity Certificate

STRUCT of
USINT

Reserved for security related information

USINT
USINT
Padded
EPATH
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Table 87 — Identity object Vendor ID ranges

Range Usage
0 Reserved — shall not be used

0x0001 to OXFEFF Assigned by the ODVA, Inc. organization
0xFFO00 to OxFFFB Reserved for future use

OxFFFC Unspecified IEC 61131-9 vendor

OxFFFD Unspecified Type 9 vendor

OxFFFE Unspecified Type 15 vendor

OXEEEE Reoserved—shallnot-beused

Table 88 — Identity object bit definitions for status instance attribute

Bi{(s) Called Definition
Owned 1 for TRUE, 0 for FALSE
Reserved, set to 0
Configured 1 for TRUE, 0 for FALSE
Reserved, set to0
4tp 7 Extended Device Status Vendor specific, or as specified in Table 89
Minor Recoverable Fault 1 for TRYE/ O for FALSE
D Minor Unrecoverable Fault 1 for’"TRUE, 0 for FALSE
10 Major Recoverable Fault 1,for TRUE, O for FALSE
11 Major Unrecoverable Fault 1 for TRUE, 0 for FALSE
12 tp 15 Extended Device Status 2 Reserved (shall be set to 0) or vendor specific

The values of the status bits 4 to Zishall be as shown in Table 89.

Table 89 — Default values for extended device status field (bits 4 to 7)

of status instance attribute

Value

Meaning

0 Self-Testing or State Unknown

1 Firmware Update in progress

At least one faulted 1/0 connection)

No /O connection established

Non-Volatile Configuration Bad

Major Fault (either bit 10 or bit 11 in Table 88 is TRUE (1))

At least one I/O connection in run mode

At least one I/O connection established, all in idle mode

o | N|o|loa|b~llwuDN

The Status attribute is not applicable to this instance. Valid only
for instances greater than one (1).

9 reserved, shall not be used

10 to 15 reserved for vendor specific states
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Table 90 - Identity object bit definitions for protection mode instance attribute

Bit(s) Called Definition

0to2 Implicit Protection Setting Indicates the current implicit protection setting of the
device.

Bit 0 = Implicit Protection (clear if Not Protected; set if
Protected)

Bits 1 to 2 = reserved for future use

3 Explicit Protection Setting Indicates the current explicit setting of the device

Explicit Protection (clear if Not Protected; set if
Protected)

419 15 Reserved Reserved (shall be set to 0)

Table 91 — Identity object bit definitions for features supported attribute

Bit(s) Definition

0 %o 30 Characteristics, or sets of characteristics that are included in the-implementation profile,

The exact definition of this field is specific to each implementation profile

B 1 Reserved

NOTE |The list of public implementation profiles is managed by ther ODVA, Inc. organization. Definition of the
implementation profiles and their feature values is outside the scope-0f,this document.

4.1.8.2.2 Common services
4.1.8.2.2.1 Get_Attributes_All Response

At the class level, the order of the attributes returned in the "Attribute Data" parameter of the
Get_Aftributes_All response shall be as defined in Table 92.

Table 92 — Class level object/service specific response data of Get_Attributes_All

Attribute ID Data type Attribute name Default value
(if not implemenited)
1 UINT Revision 1
2 UINT Max Instance 1
6 UINT Max ID Number Class Attributes 0
7 UINT Max ID Number Instance Attributes 0

Default values shall be inserted for all unsupported attributes.

At the instance level, the order of the attributes returned in the "Attribute Data" parameter of
the Get_Attributes_All response shall be as defined in Table 93.
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Table 93 — Instance level object/service specific response data

— 85 —

of Get_Attributes_All

Attribute ID Data type Attribute name Default value
(if not implemented)
1 UINT Vendor ID
2 UINT Device Type
3 UINT Product Code
4 STRUCT of: Revision
USINT Major Revision
USINT Minor Revision
5 WORD Status
6 UDINT Serial Number
7 SHORT STRING Product Name
8 USINT State 255
9 UINT Configuration Consistency Value 0
0 USINT Heartbeat Interval 0
n/a STRUCT of: Revision 2 indication
USINT OxFF
USINT OxFF
USINT OxFF
4 STRUCT of: Semaphore
UINT 0
Client Electronje Key
UDINT 0
ITIME Semaphorg Timer 0
9 WORD Protection Mode 0
PO UDINT Uptime 0
P 1 SHORT_STRING Catalog Number Zero-length strimg
P2 DATE Manufacture Date 0
3 DINT Configuration Counter 0
4 STIME Configuration Date 0
7 STRUCTof: Hardware Revision
USINT Major Revision 0
USINT Minor Revision 0
Default values shall be nserted for all unsupported atiributes.

If the Get_Attributes_All service returns data after the Heartbeat Interval and the Identity object
Revision is 1, the data after the Heartbeat Interval (octet n+4) shall be ignored (since previous
editions of the standard contained unparsable content past that point). Attributes 14 and 19 to
22 shall be returned if implemented and Identity object Revision is greater than 1.

Revision 2 Indication shall be used as a marker for Identity Object Revision 2 support. All fields
of this structure shall be set to OxFF. The marker is used to differentiate between devices
supporting Revision 2, and Revision 1 devices that could return attribute 11 in the
Get_Attributes_All response.
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4.1.8.2.2.2 Reset service
The Reset common service shall have the object—specific request parameter specified in
Table 94.
Table 94 — Object-specific request parameter for Reset
Name Data type Semantics of values
Reset Type USINT Type of Reset. See Table 95.
This parameter is optional. If this parameter is omitted, the default value of
Power cycle (0) is used.
Table 95 — Reset service parameter values
Value Need in Name Type of Reset
implementation
0 Required Power cycle Emulate as closely as possible cycling-power on the item the
Identity object represents. This valuesshall be the defaulj if this
parameter is omitted.

1 Optional Return to factory |Return as closely as possible to the factory default
defaults configuration, then emulaté cycling power as closely as

possible.

2 Optional Return to factory |Return as closely as possible to the out-of-box configuration
defaults except with the exceptionef.communication link parameters ang
communications emulate cyclingpower as closely as possible. The
parameters communicatien link parameters that are to be preserved|are

defined by edch network type.
See theReset service of the network specific link object{s) or
Tablg96 for complete information.
3 to 99 Réserved.
100 to| Vendor specific
199
200 to| Reserved
255
Table 96 indicates the communication link attributes that shall be preserved when the |device
receivgs a Reset service with the Reset Type parameter value of 2.
Table™96 — Communication link attributes that shall be preserved
Class Instance Attribute Attribyte 1D
number T
conrguraton Control OI
TCP/IP Interface Object (0xF5) All except O Interface Configuration 5
Host Name 6
Ethernet Link Object (OxF6) All except 0 Interface Control 6

The Reset common service has no object-specific response parameters.

4.1.8.2.3

Flash_LEDs

Object specific services

The Flash_LEDs_RequestPDU body shall be as specified in Table 97.
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Table 97 — Structure of Flash_LEDs_RequestPDU body

Name Data type Semantics of values

Time USINT The amount of time, in seconds, from when the service was received, that the
device flashes its LEDs. If the device is currently flashing, this Time value
replaces the time remaining. When the time expires, the device may either
complete the current sequence or stop immediately.

Values 1-8 are not valid values. The minimum value of 9 allows for a
minimum of 6 flashing sequences of the LEDs. Value 0 stops the flashing.

The Flash LEDs ResponsePDU body is empty.

4.1.8.3 Message Router object specific syntax elements
4.1.8.3.1 Attributes
4.1.8.3.1.1 Class attributes

The Mg¢ssage Router object class attributes shall be as specified in Table 98.

Table 98 — Message Router object class attributes

Attribute ID Name Data type Semantics of valug¢s

1 Revision UINT Revision of this object.
Value = 1

2 -7,|200, 201 These optional Class Attributes are specified in 4.1.10.2.2.

4.1.8.3.1.2 Instance attributes

The fofmat of the Message Router object instance attributes is as specified in Table 99.

Table 99 — Me'ssage Router object instance attributes

Attribute ID Name Data type
1 Object_List STRUCT of
Number UINT
Classes ARRAY of UINT
2 Number available UINT
3 Number active UINT
4 Active connections ARRAY of UINT
4.1.8.3.2 Common services

Get_Attributes_All Response

At the class level, the order of the attributes returned in the "Attribute Data" parameter of the
Get_Attributes_All response shall be as specified in Table 100.
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Table 100 — Class level object/service specific response data of Get_Attributes_All

Attribute ID Data type Attribute Name Default Value
(if not implemented)

1 UINT Revision 1

4 STRUCT of Optional attribute list
UINT Number of attributes 0
ARRAY of UINT Optional attributes (null)

5 STRUCT of Optional service list
UINT Number services 0
ARRAY of UINT Optional services (null)

6 UINT Maximum ID Number Class Attributes 0

7 UINT Maximum ID Number Instance Attributes 0

At the instance level, the order of the attributes returned in the "Attribute Data" parameter of
the Gef_Attributes_All response shall be as specified in Table 101.

Table 101 — Instance level object/service specific response/data of Get_Attributes_All

Attribute ID Data type Name Default Value
(if not implemented)

1 STRUCT of Object. List

UINT Number 0

ARRAY of UINT {€lasses (null)
2 UINT Number available 0
3 UINT Number active 0
4 ARRAY of UINT, Active connections (null)

4.1.8.3.3 Object specific services
4.1.8.3.3.1 Symbolic Translation
The Symbolic_Translation_RequestPDU body shall be as specified in Table 102.

Tahle 102 — Structure of Symbolic_Translation_RequestPDU body

Name Data type

Symbolic Address Padded EPATH

The Symbolic_Translation_ResponsePDU body shall be as specified in Table 103.

Table 103 — Structure of Symbolic_Translation_ResponsePDU body

Name Data type

Logical Address Padded EPATH

The service response may return a status from the list of status codes in Table 104.
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Table 104 — Object specific status for Symbolic_Translation service

General Extended Error Name Status description
Status Code | Status Code
0x20 0x00 Symbolic Path unknown The Symbolic path is not recognized by the
processing node
0x20 0x01 Symbolic Path destination not | The Symbolic path, although recognized, is
assigned not presently associated with a Logical path
equivalent.
0x20 0x02 Symbolic Path segment error The symbol identifier or the symbol segment
syntax was not understood by the processing
node.
4.1.8.3.3.2 Send_Receive_Fragment
The Sgnd_Receive_Fragment_RequestPDU body for phase 1 shall be as specified in Talkle 105.

Table 105 — Structure of Send_Receive_Fragment_RequestPDU body — Phase|1

Name

Data type

Semantics of values

Fra

mentation

Request Header

Fragmentation Version

USINT

Currently only*vérsion 1 is defined.

Request Fragmentation | SWORD See Table 108 and Table 109.
Flags
Reserved UINT Shall)be set to 0.
Request Info UDINT
Embedded Service Request Fragment Array of The format of the reassembled Embedded Sqrvice
octet Request Fragment parameters is identical to fthe

Message Router request format.

When

a request with the Last flag»set is received and the reassembled embedded sgervice

request is determined to be validi:the request is sent to the target object, and the gession
transitijons to phase 2.

The Se

nd_Receive_Fragment_RequestPDU body for phase 2 shall be as specified in Tal

Table 106 — Structure of Send_Receive_Fragment_RequestPDU body — Phase|2

le 106.

Name Data type Semantics of values
Fragmentation Fragmentation Version |USINT Currently only version 1 is defined.
Request Header -
Request Fragmentation | SWORD See Table 108 and Table 109.
Elaa
A For requests to get the next fragment response, this
parameter shall always specify Middle fragment.
Reserved UINT Shall be set to 0.
Request Info UDINT For requests to get the next fragment response, this
parameter shall be 0.

The Send_Receive_Fragment_ResponsePDU body for phase 1 is empty.

The Send_Receive_Fragment_ResponsePDU body for phase 2 shall be as specified in
Table 107.
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Table 107 — Structure of Send_Receive_Fragment_ResponsePDU body — Phase 2

Name Data type Semantics of values
Fragmentation Fragmentation Version USINT Currently only version 1 is defined.
Request Header -

Response Fragmentation | SWORD See Table 108 and Table 109.

Flags

Reserved UINT Shall be set to 0.

Response Info UDINT
Embedded Service Response Fragment Array of The format of the combined Embedded Service

octet Response Fragment parameters is identical to the
Message Router Response Format.

If the Message Router in the target detects an error during a fragmentation' séssid
Send_Receive_Fragment_ResponsePDU body is empty (no Fragmentation Response |
and Embedded Service Response Fragment).

If the f
returns

response data consisting of the Fragmentation Response Header and Embedded {
Response Fragment. The Embedded Service Response Fragmént uses the Message
response format which includes the General Status Code and Extended Status Code

with pg

The Rg
of the
Reque

arget object servicing the embedded request detects an erron, the response m¢
General Status Code 0x1E (Embedded Service Error). This)error response ¢

tential response data from the target object.

quest/Response Fragmentation Flags fields contain flags that control the fragme

5t/Response Fragmentation Flag values are defined in Table 109.

Table 108 — Request/Response Fragmentation Flags

n, the
Header

bssage
bntains
bervice
Router
along

ntation

request or response as shown in Jable 108. The usage of the combined

Bit(s) Name Description
0 First Set in the\first fragment of a fragmented request or response message.
1 Last Set i the last fragment of a fragmented request or response message.
2 Abort Only valid in request messages, reserved in response messages.
Terminate an ongoing fragmentation session. When set, First and Last
Flags are ignored.

3-7 Reserved

Table 109 — Fragmentation Flags Usage

Lasl FIrst UESCFIPIIOH
0 0 Middle fragment of a fragmented request or response message.
0 1 First fragment of a fragmented request or response message.
1 0 Last fragment of a fragmented request or response message.
1 1 Single fragment in a fragmented message, i.e. the embedded service
request or response fits in one fragment.

The service response may return a status from the list of status codes in Table 110.



https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

IEC 61158-6-2:2023 © |IEC 2023

—91-—

Table 110 — Object specific status for Send_Receive_Fragment service

General
Status Code

Extended
Status Code

Error Name

Status description

0x02 0x0001 Request Info Too The Request Info (total request size) that the client
Large requested is larger than the target can handle.
0x02 0x0002 Out Of Fragmentation | The target is out of available fragmentation sessions.
Sessions
0x02 0x0003 Assembled Response | The total assembled response is too large for the target
Too Large to handle.
For this error, the extended status size is formatted as
follows
Data Value Explanation
type
UINT | 0x0003 Extended status code
UDINT | Actual Size of ‘@assembled regponse
Response Size
UDINT |Max Size Maximum assembled
response the target cgn
handle
oxp7 0x0001 No Active A Middle or Last fragiment was received before firsf
Fragmentation having started a fragmeéntation session.
Session
oxp7 0x0002 Middle Fragment A Middle fragment was received when expecting a|Last
Received When fragment.
Expecting a Last
Fragment
oxp7 0x0003 Last Fragment Afragment with the Last bit set was received wher
Specified in Request expecting a Middle fragment during phase 1.
When Expecting a
Middle Fragment =
Phase 1
Ooxft 7 0x0004 Last Fragment A fragment with the Last bit set was received wherj
Specifiedin'Request |returning a fragmented response during phase 2.
When. Expecting
Middle Fragment —
Phase 2
oxp7 0x0005 Request Info is Out The received offset (Request Info) doesn’t align with the
of Sequence expected offset (i.e. the received Request Info isn’t equal
to the previously received Request Info plus the size of
the previously Embedded Service Request).
oxp7 0x0006 Fragment Received A fragment with an invalid Request Info parameter|set
With Invalid Request |was received. This can be due to either receiving 4 value
Info of zero when expecting non-zero, or receiving a ngn-zero
value when expecting zero.
Oxfi 7 0x0007 Invalid Size — Too The received offset (Request Info) plus Embedded
MUuch Data Service Request Fragment size 1s greater than inhe total
request size.
0x17 0x0008 Invalid Size — Non- The received total size in a non-fragmented request (First
Fragmented Size and Last bits set) does not match the Embedded Service
Mismatch Request Fragment size.
Ox1E N/A Embedded Service An embedded service resulted in an error
Error
0x20 0x0001 Unsupported Version | The Fragmentation Version parameter contains an

unsupported version.
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4.1.8.4 Assembly object specific syntax elements
4.1.8.41 Attributes
418411 Class attributes

The format of the Assembly object class attributes shall be as specified in Table 111.

Table 111 — Assembly object class attributes

IEC 61158-6-2:2023 © |EC 2023

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 3
2 -17,200, 201 |These optional Class Attributes are specified in 4.1.10.2.2.

4.1.8.4.1.2
The fo

Instance attributes

Table 112 — Assembly object instance attributes

mat of the Assembly object instance attributes is as specified in'Table 112.

Size

Attribite ID Name Data type Semantics of values

1 Number of UINT Number of.members in attribute 2
Members in
List

p. Member List ARRAY of STRUCT This'attribute has a complex data type (array of{paths)
Member Data UINT Size of member data or pad in bits
Size
Member Path UINT Size in octets (0 = Empty Path)

Member Path

Packed EPATH

Packed path to the member data.
See 4.1.9 for definition of Path

Data

ARRAY" of octet

Contain all of the member data packed into one|

efficiency it is best to keep this data word aligng
packing it on word boundaries and adding padd
needed. This can be accomplished by using "en
paths" (Member Path Size = 0)

This data may contain many different data types.

array.
For
bd by

ng as
npty

Size

UINT

cn

Member List
Signature

UDINT

Used to indicate that the Member List (Attribute
changed. Counter value that increments by one
each change to the Member List attribute and w
around from OxFFFFFFFF to 0x00000000. This

2) has
with
raps
alue

shall be retained through power cycles

The following rules apply to the Member List attribute.

Members may represent either data elements or pad bits. The members shall be placed into
the data block least significant bit first in the order they are listed. The sum of the Member Size
value for all members shall be an integer number of octets.
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When a member represents a data element, the Member Path field specifies the logical
segments that point to the data element. If the Member Size field value is smaller than the
defined size of the specified data element, the least significant bits of the corresponding
element shall be included. If a Member Size field value is larger than the defined size of the
specified data element, the entire data element shall be followed by N pad bits where N is equal
to the Member Size minus the size of the data element. Producers shall set pad bits in the Data
attribute to 0, consumers shall ignore pad bits.

When a member represents pad bits, the Member Path Size field shall be 0, the Member Path
field shall be empty and the number of bits specified by the Member Size field shall specify the
number of pad bits to include in the Data attribute. Producers shall set pad bits in the Data
attribute to 0, consumers shall ignore pad bits.

4.1.8.4.1.3 Assembly Instance ID ranges
The Agsembly Instance ID values shall be as shown in Table 113. Assembly Instance ID F 0x00
is resefved and shall not be used.
Table 113 — Assembly Instance ID ranges
Range (hex) Range (decimal) Meaning Quantity
0x01 to 0x63 1to 99 Open? 99
0x64 to 0xC7 100 to 199 Vendor Specific? 100
0xC8 to 0xD1 200 to 209 Qpen? 1
0xD2 210 Standard Network Diagnostic 1
assemblyd
0xD3 to 0xD7 211 to 215 Predefined diagnostic 5
assemblies?
0xD8 to OXEC 216 tq 236 Reserved® 2
0xED® 237 Open — O2T Heartbeat for 1
Listen Only
OxEE® 238 Open — O2T Heartbeat for 1
Input Only
OxEF® 239 Open — T20 Heartbeat 1
OxFO to OxFF 240 to 255 Vendor Specific? 14
(Jx0100 to 0x02FF, 256 to 767 Open? 51
Dx0300 to 0x4FF 768 to 1 279 Vendor Specific? 51
0Jx0500+¢00Xx7FFF 1280 to 32 767 Open? 31488
(Jx8000-to OxFFFF 32 768 to 65 535 Vendor SpecificP 32 7168
0x000TUUUU to UXOUUFFFFF B5 536 t0 1 U48 575 Open? 983 040
0x00100000 to OxFFFFFFFF 1 048 576 to 4 294 967 295 |Reserved® 4293918 720
a8 Static assemblies defined in device profiles.
b Static assemblies and dynamic assemblies
¢ Reserved ranges may be further defined by the ODVA, Inc. organization
4 Variable assemblies
¢ See 4.1.6.12 for usage definition.

4.1.8.41.4 Standard Network Diagnostic assembly — Instance 0xD2 (210)

The object class structures permitted in the Standard Network Diagnostic assembly are
specified in Table 114.
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Table 114 — Standard Network Diagnostic assembly content and ordering

Diagnostic structure members Placement in the

assembly

Number of instances required

Member List Signature

1

1, indicates whether Member List has changed

Ports are configured.

Pad 2 32 bits, shall be zeros

Connection Manager Connection Point 3 1 instance

Ethernet Link Connection Point 4 1 instance per Type 2 Ethernet capable port on
the device.

TCP/IP Interface Connection Point 5 1 instance per Type 2 Ethernet port that has
individually configured IP address settings.

Device |Level Ring Connection Point 6 1 instance per pair of ports configured.fon|DLR,
omitted if no ports are configured for.DLR
operation.

PRP/H$R Protocol Connection Point 7 1 instance per pair of ports configured for |PRP,
omitted if no ports are configared for PRP

Time Sync Connection Point 8 1 instance if the device{s,’eonfigured to support
Type 2 Time Synchronization, omitted if the
device is not configured to support Type 2| Time
Synchronization.

RSTP Bridge Connection Point 9 1 instance perRSTP Bridge, omitted if no|RSTP
Bridges are eonfigured.

RSTP Rort Connection Point 10 1 instance per RSTP Port, omitted if no R$TP

When & device has multiple instances of the same.Connection Point, they shall be in in|

numbef order.

NOTE Pther content can be added over time to eXpand this structure.

Position 1 is padded to provide 64-hithalignment. All Connection Point structures are (
to be g4-bit aligned, which ensurestthat regardless of the quantity of each present (0 to
entire assembly structure will maintain 64-bit alignment.

Creat¢q service

4.1.8.].2 Common services

stance

efined
n), the

The Cfeate common service shall have the object-specific request parameter specified in

Table 115.
Table 115 — Object-specific request parameter for Create
Name Data type Semantics of values
Member List BOOL Indicates if the newly created instance will support the Member List Signature

Signature Flag

attribute:

0 = Omit Member List Signature, default
1 = Include Member List Signature, recommended

This parameter is optional. If this parameter is omitted, the default value of 0
(Omit Member List Signature) is used.

The Create common service shall have the object-specific response parameter specified in

Table 116.
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Table 116 — Object-specific response parameter for Create

Name Data type Semantics of values
Instance ID UINT or The Instance ID of the instance that was created
UDINT®

The instance ID shall be assigned from one of the vendor specific ranges

supported by the device. See Table 113 for the vendor specific ranges allowed.

a8 UDINT if dynamic instances can be created with Instance IDs greater than 65 535, UINT otherwise.

4.1.8.5

Acknowledge Handler object specific syntax elements

4.1.8.5.1
4.1.8.5.1.1

Attributes

Class attri

butes

The fofmat of the Acknowledge Handler object class attributes shall be as spegcified in Tah

Table 117 — Acknowledge Handler object class attributes

le 117.

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 1
2 -7V, 200, 201 These optional Class Attributes are specified in4.1.10.2.2.
4.1.8.9.1.2 Instance attributes

The fofmat of the Acknowledge Handler object.instance attributes is as specified in Tab

Table 118 — Acknowledge-Handler object instance attributes

e 118.

Attribyte ID Name Data type Semantics of values
1 Acknowledge UINT Range 1 to 65 535 ms (0 invalid)
Timer Default = 16
2 Retry Limit USINT Range 0 to 255
Default = 1
3 COS Producing |UINT Connection Instance ID
Connection
Instance
4 Ack List Size SWORD 0 = Dynamic
> 0 = Max number of members
5 Ack List STRUCT of
SWORD Number of members in the array
ARRAY of UINT List of Connection Instance IDs
6 Data with Ack SWORD 0 = Dynamic
Path List Size > 0 = Max number of members
7 Data with Ack STRUCT of
Path List
SWORD Number of members in the array
ARRAY of
UINT Connection Instance ID
USINT Path length
Padded EPATH Path
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The Add_AckData_Path_RequestPDU body shall be as specified in Table 119.

The Ad

Table 119 — Structure of Add_AckData_Path_RequestPDU body

Name Data type
Connection Instance ID UINT
Consumer Path Size USINT

Consumer Path

Padded EPATH

4.1.8.5.2.2 Remove_AckData_Path

The R4

The Re

4.1.8.6

4.1.8.6

4.1.8.6.

The fo

d_AckData_Path_ResponsePDU body is empty.

move_AckData_Path_RequestPDU body shall be as specified~in Table 120.

Table 120 — Structure of Remove_AckData_Path RéquestPDU body

Name

Data type

Connection Instance ID

UINT,

| Attributes

1.1 Class attributes

Table 121 — Time Sync object class attributes

move_AckData_Path_ResponsePDU body is empty.

Time Sync object specific syntax elements

mat of the Time Sync object class attributes shall be as specified in Table 121.

Attribute(lD Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value =3,40r52
2%/7, 200, 201 These optional Class Attributes are specified in 4.1.10.2.2.

a

Revision 4 is required for master capable devices; revision 5 is required for conditional attribute 29

and 31; others may use revision 3, 4 or 5.

4.1.8.6

1.2 Instance attributes

The format of the Time Sync object instance attributes shall be as specified in Table 122.
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Table 122 — Time Sync object instance attributes

Attribute Name Data type Semantics of values
ID
1 PTPEnable BOOL PTP enabled for this device:
0 = PTP disabled
1 = PTP enabled
2 IsSynchronized BOOL Local clock synchronized with master
reference clock:
0 = local clock not synchronized
1 = local clock synchronized
3 SystemTimeMicroseconds UTIME Current value of system_time in
IlIibIUDUbUIIdb
4 SystemTimeNanoseconds STIME Current value of system_time in
nanoseconds
5 OffsetFromMaster NTIME Offset between local clock and-master [clock
in nanoseconds
6 MaxOffsetFromMaster ULINT Maximum offset between local clock and
master clock in naposeconds
7 MeanPathDelayToMaster NTIME Mean path delay\to master in nanosecgnds
8 GrandMasterClockInfo STRUCT of Grandmaster Clock information
Clockldentity USINTI8] Unique, identifier of the clock. See Table 123
for Clockldentiy encoding
ClockClass UINT Class of the clock quality. Table 124 shpws
the values most likely to be used by thg¢ Time
sync object. See IEC 61588 for a comlete
list of values
TimeAccuracy UINT Expected absolute accuracy of the clogk
relative to the PTP epoch. See Table 125 for
TimeAccuracy values
OffsetScaledLogVariance UINT Measure of the inherent stability propefties of
the clock
CurrentUtcOffset UINT Current UTC offset in seconds from
International Atomic Time (TAI) of the ¢lock.
As of 2006-01-01 at 00:00:00 UTC, the| offset
was 33 seconds
TimePropertyFlags WORD For the value of the TimePropertyFlags see
Table 126
TimeSource UINT For the possible TimeSource values sege
Table 127
Priority UINT Relative priority of the grandmaster clock to
other clocks in the system. See Priority1
attribute 16
Priority2 UINT Relative priority of the grandmaster clock to
ather clocks in the system See Priority?
attribute 17
9 ParentClockInfo STRUCT of Parent Clock information
Clockldentity USINT[8] Unique identifier of the clock. See Table 123
for Clockldentiy encoding
PortNumber UINT PTP Port number
ObservedOffsetScaledLog UINT Estimated measure of the parent clock's
Variance variance as observed by the slave clock
ObservedPhaseChangeRate UDINT Estimated measure of the parent clock's drift

as observed by the slave clock
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Attribute Name Data type Semantics of values
ID
10 LocalClockInfo STRUCT of Local Clock information
Clockldentity USINT[8] Unique identifier of the clock See Table 123
for Clockldentiy encoding
ClockClass UINT Class of the clock quality. Table 124 shows
the values most likely to be used by the Time
sync object. See IEC 61588 for a complete
list of values
Time Accuracy UINT Expected absolute accuracy of the clock
relative to the PTP epoch. See Table 125 for
TimeAccuracy values
OffsetScaledLogVariance UINT Measure of the inherent stability propefties of
the clock
CurrentUtcOffset UINT Current UTC offset in seconds from
International Atomic Time (TAl) of the ¢lock.
As of 2006-01-01 at 00:00:00 UTC, the| offset
was 33 seconds
TimePropertyFlags WORD For the value of the, FimePropertyFlagg see
Table 126
TimeSource UINT For the posgible TimeSource values see
Table 127
11 NumberOfPorts UINT Number of PTP ports on the device
12 PortStatelnfo STRUCT of PTP port state information
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of
STRUCTof
PortNumber UINT PTP port number
PortState UINT Current state of the PTP port:
1 = Initializing
2 = Faulty
3 = Disabled
4 = Listening
5 = Pre_Master
6 = Master
7 = Passive
8 = Uncalibrated
9 = Slave
All other = Reserved
13 PortEnableCfg STRUCT of PTP port enable configuration
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of
STRUCT of
PortNumber UINT PTP port number
PortEnable UINT PortEnable has the following values (default
is "enabled"):
1 = PTP port enabled
0 = PTP port disabled
14 PortLogAnnouncelntervalCfg STRUCT of PTP port log announce interval configuration
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of PTP port log announce interval of each port
STRUCT of
PortNumber UINT PTP port number
PortLogAnnouncelnterval UINT PTP announce interval between successive

"Announce" messages issued by a master
clock
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ID
15 PortLogSynclntervalCfg STRUCT of PTP port log sync interval configuration
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of PTP port log sync interval of each port
STRUCT of
PortNumber UINT PTP port number
PortLogSynclinterval UINT PTP sync interval between successive "Sync"
messages issued by a master clock
16 Priority1 USINT Best Master ranking of this clock and
superseeds the clock quality (class
accuracy, and variance). Values are-bgtween
0 and 255, wih 0 for the highest pfiority
17 Priority2 USINT Best Master ranking of this clock, after plock
quality (class, accuracy, and)variance)|has
been evaluated and superseeds the tier
breaker. Values are between 0 and 25%, wih
0 for the highest prigrify
18 DomainNumber USINT PTP clock domain
19 ClockType WORD For ClockType values see Table 128
20 Manufactureldentity USINT[4] Manufacturer identity of the clock. Thelfirst 3
octets‘specify the IEEE OUI (Organizafion
Unique) Id) for the manufacturer. The Igst
ottet is reserved
21 ProductDescription STRUCT of Product description of the device that
contains the clock, formatted as UTF-§
Unicode with a maximum number of symbols
of 64.
Size UDINT Size of product description (total numbr of
octets for the Description field) 2
Description ARRAY of Product description
USINT
22 RevisionData STRUCT of Revision data of the device that contains the
clock, formatted as UTF-8 Unicode with a
maximum number of symbols of 32.
Size UDINT Size of revision data (total number of gctets
for the Revision field) @
Revision ARRAY of Revision data
USINT
23 UserDésecription STRUCT of User description of the device that conjains
the clock, formatted as UTF-8 Unicode|with a
maximum number of symbols of 128.
Size UDINT Size of user description (total number ¢f
octets for the Description field) @
Description ARRAY of User description
USINT
24 PortProfileldentitylnfo STRUCT of PTP port profile identity information
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of
STRUCT of
PortNumber UINT PTP port number
PortProfileldentity USINTI[8] PTP port profile identity. The profile identifier
is contained in the first 6 octets of the array.
The last two octets shall be set to zero.
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Attribute Name Data type Semantics of values
ID
25 PortPhysicalAddressinfo STRUCT of PTP port physical address information
NumberOfPorts UINT Number of PTP ports on the device
ARRAY of
STRUCT of
PortNumber UINT PTP port number
PhysicalProtocol USINT[16] | Physical protocol, expressed in ASCII
characters.
The maximum number of characters is 16.
Unused array elements shall be set to zero.
SUU TGb:U 123 fUI d :;Ot Uf IUL:\.)IIIIIIUIIC‘I d
values.
EXAMPLE "IEEE 802.3" =
49 45 45 45 20 38 30 32 2E_33 00 00 0 00
00 00
SizeOfAddress UINT Size of the PortPhysicalAddress
PortPhysicallAddress USINT[16] | PTP port physical address, expressed ps an
array of octets.
The maximum umber of octets is 16.
Unused arrg@y elements shall be set to gero.
EXAMPLE./ MAC address "01 02 03 O 05
06" = 04 02 03 04 05 06 00 00 00 00 Op 00
00,00.00 00 (and size is 6 octets)
26 PortProtocolAddressinfo STRUCT of PTP port protocol address information
NumberOfPorts UINT Number of PTP ports on the device
ARRAY ‘6f
STRUGCT of
PortNumber UINT PTP port number
NetworkProtocol UINT NetworkProtocol values
1 = UDP/Ipv4 (e.g. Type 2 Ethgrnet)
2 = UDP/Ipv6
3 = ISO/IEC/IEEE 8802-3
4,5 = reserved for Type 2 networis
OxFFFE = local or unknown protocol
all other = reserved
SizeOfAddress UINT Size of the PortProtocolAddress
PortProtocolAddress USINT[16] | PTP port protocol address (e.g. IP addfess).
The maximum number of octets is 16.
Unused array elements shall be set to gero.
EXAMPLE IP protocol address
"192.168.1.2" = CO A8 01 02 00 00 00 p0O 00
00 00 00 00 00 00 00 (and size is 4 oclets)
27 StepRemoved UINT Number of communication paths traversed
between the local clock and the granr’lr']aster
clock
28 SytemTimeAndOffset STRUCT of System time and offset in microseconds
SystemTime UTIME System time in microseconds
SystemOffset LTIME Offset to the local clock value
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ID
29 AssociatedInterfaceObjects STRUCT of Objects associated with PTP ports
NumberOfPorts UINT Number of PTP Ports
ARRAY of
STRUCT of
PortNumber UINT PTP port number
AssociatedObjectPathSize USINT Number of 16-bit words in the following
EPATH
AssociatedObject Padded Logical path segments that identify the
EPATH assaciated nhjpr‘f instance
30 DefaultLeapSeconds UINT Default leap seconds
31 AssociatedInterfacelLabels STRUCT of Interface labels associated withyPTP ports
NumberOfPorts UINT Number of PTP Ports
ARRAY of
STRUCT of
PortNumber UINT PTP port number
AssociatedInterfaceLabelPathSize USINT Number of 16-bit words in the following
EPATH
AssociatedInterfaceLabel Padded Logicakpath segments that identify the|
EPATH associated object interface labels

a8 The number of symbols in the description shall be converted td\octets.

Table 123 — Clockldentity encoding for,different network implementations

Network Octet | Octet | Octet:y Octet | Octet | Octet | Octet | Octet
0 1 2 3 4 5 6 7

Type 2 Encoding is specified by the Type 2 network communication profile

network

Local or OxFF OxkFF Vendor ID @ Serial Number 2

closed

All others | See\EC 61588

a8 The Vendor ID and Serial Number are formatted as big endian in the
Clockldentity. For example, a Vendor ID of "0809" and a Serial Number of
"03040506" results in Clockldentity for a local network of
“FF'FF 08 09 03 04 05 06".

Table 124 — ClockClass values

ClockClass Value

Primary reference 6
Primary reference (Hold) 7
Degraded reference A (Master only) 52
Degraded reference B (Master / Slave) 187
Default 248
Slave only 255
See IEC 61588 all other
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Table 125 — TimeAccuracy values

Clock accuracy Value
Reserved 0x00 to Ox1F
+25ns 0x20
+ 100 ns 0x21
+ 250 ns 0x22
+1 s 0x23
+2,5 s 0x24
+ 10 s 0x25
+—2513 P26
+ 100 ps 0x27
+ 250 ps 0x28
+1ms 0x29
+2,5ms 0x2A
+10 ms 0x2B
+25ms 0x2C
+ 100 ms 0x2D
+ 250 ms 0x2E
+1s Ox2F
+10s 0x30
>+10s 0x31
Reserved 0x32 to Ox7F

For use by alternate PTP profiles

0x80 to OxFD

Unknown

OxFE

Reserved

OxFF

Table 126 —(TimePropertyFlags bit values

TimePropertyFlags

Bit index

Leap indicator 61

Leap indicator 59

N

Current UTC offset valid

PTP timescale

Time traceable

Frequency traceable

a|bh|lw N
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Table 127 — TimeSource values

TimeSource Value
ATOMIC CLOCK 0x10
GPS 0x20
TERRESTRIAL RADIO 0x30
PTP 0x40
NTP 0x50
HAND SET 0x60
OTHER 0x80
INTERNAL OSCILLATOR 0xA0
For use by alternate PTP profiles 0xFO to OxFE
Reserved OxFF

Table 128 — Types of Clock

Bit Index Configured clock type
0 Reserved 2
1 Reserved 2
2 Reserved 2
3 Management node
4 End-to-end transparnéent clock
5 Reserved 2@
6 Boundary clack
7¢ Ordinary\clock
8¢ Slave-only
9to 15 Reserved 2
a8 Reserved bjtsishall be set to 0.
b A value-of 1 for a bit indicates that the capability applies to this node.
¢ Whehbit 8 is set, bit 7 shall also be set, as Slave Only functionality is a subset
ofithe’ Ordinary Clock function.

Fable 129 — Network protocol to PortPhysicalAddressinfo mapping

Network protocol PhysicalProtocol PortPhysicalAddress

UDP/IPv4 "IEEE 802.3" Use MAC address
UDP/IPv6 "IEEE 802.3" Use MAC address
IEEE Std 802.3-2018 "IEEE 802.3" Use MAC address

Type 2 network

Specified by the Type 2 network communication profile

Local or unknown protocol

Vendor specific

Use vendor specific

4.1.8.6.1.3

Diagnostic connection points

One diagnostic connection point is defined for the Time Sync object class at the instance level.
This connection point is required if the Standard Network Diagnostic Assembly (Instance 0xD2)
is implemented (see 4.1.8.4.1.4).
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The format of the Time Sync diagnostic connection point is as specified in Table 130.

Table 130 — Time Sync connection point 1, Standard Network Diagnostics

Attribute ID Name Data type Attribute size Size of structure
2 IsSynchronized BOOL 1 bit
n/a 63 bits pad, shall be zeros 63 bits
5 OffsetFromMaster NTIME 8 octets 24 octets
8 GrandMasterClockInfo.Clockldent | SINT[8] 8 octets
ity
4.1.8.6.2 Common services

Get_Atgtributes_All Response

At the class level, the order of the attributes returned in the "Attribute,Data" parameter

Get_Aftributes_All response shall be as defined in Table 131.

Tablle 131 — Class level object/service specific response data of Get_Attributes| All

Attribdte ID Data type Attribute Name Default Value|
(if not implemented)

1 UINT Revision

2 UINT Max Instance 0

3 UINT Number of Instances 0

4 STRUCT of Optional attribute list
UINT Number oftattributes 0
ARRAY of UINT Optional attributes (null)

5 STRUCT of Optional service list
UINT Number services 0
ARRAY of UINT Optional services (null)

6 UINT Maximum ID Number Class Attributes 0

7 UINT Maximum ID Number Instance Attributes 0

4.1.8.7 Parameter object specific syntax elements

4.1.8.7.1 Attributes

4.1.8.7.1.1 Class attributes

The format of the Parameter object class attributes shall be as specified in Table 132.

of the
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Table 132 — Parameter object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 1
2 Max Instance UINT The largest instance number of a created
object at this class hierarchy level
3-7 These optional Class Attributes are specified in 4.1.10.2.2.
8 Parameter Class Descriptor WORD See Table 133
9 Configuration Assembly Instance UINT This attribute shall be set to zero if a
configuration assembly is not supported
0 Native Language USINT 0 = English
1 = French
2 = Spanish
3 = ltalian
4 = German

5 = Japanese
6 = Portuguese
7 = Mandarin Chinese

200, 201 These optional Class Attributes are specified in 4.1.10.2.2.

The Pgrameter Class Descriptor attribute contains bits to describe parameter characteristics.
The bifs are supported are specified in Table 133.

Table 133 — Parameter Class Descriptor bit values

Bit Definition

0 Supports Parameter instances
1 = Individual Parameter instances -ARE supported.

0 = NO Parameter instances are-supported. Only configuration assembly instance used

1 Supports Full attributes
1 = All Full Parameter attributes ARE supported

0 = Only Parameter instance stub attributes are supported

2 Shall do non-volatite storage save command

1 = Shall exécute non-volatile storage save command. The Save service of the parameter clgss is
used to save.instance parameter values

0 = Néed-not execute non—volatile storage save command

3 Params are stored in Non-Volatile storage

1= All Full parameters are stored in non—volatile storage

0 = Parameters are not stored in non—volatile storage

4.1.8.7.1.2 Instance attributes

The format of the Parameter object instance attributes is as specified in Table 134.
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Table 134 — Parameter object instance attributes

Attribute ID Name Data type Semantics of values
1 Parameter Value Specified by Data Type
(attribute 5)
2 Link Path Size USINT Number of octets. If this attribute is 0,
then no link is specified.
3 Link Path Packed EPATH The Link Path is limited to 255 octets
4 Descriptor WORD See Table 135
5 Data Type USINT See 5.2.2
DataStze OSTNT
7 Parameter Name String SHORT_STRING The maximum number of charactefs is 16
8 Units String SHORT_STRING The maximum number of charactefs is 4
9 Help String SHORT_STRING The maximum number of’charactefs is 64
0 Minimum Value Specified by Data Type |See Table 137
(attribute 5)
1 Maximum Value Specified by Data Type |See Table137
(attribute 5)
2 Default Value Specified by Data Type |Actual’yalue the parameter should|be set
(attribute 5) totwhen the user wants the defaulf for the
parameter
3 Scaling Multiplier UINT See Table 138
4 Scaling Divisor UINT See Table 138
5 Scaling Base UINT See Table 138
6 Scaling Offset INT See Table 138
7 Multiplier Link UINT See Table 139
8 Divisor Link UINF See Table 139
9 Base Link WINT See Table 139
4] Offset Link UINT See Table 139
P 1 Decimal Precision USINT Specifies number of decimal places to
use when displaying the scaled
engineering value. Also used to
determine actual increment value $o that
incrementing a value causes a chgnge in
scaled engineering value to this precision
P2 International Parameter STRINGI Human readable string representirlg the
Name parameter name
P3 International Engineering | STRINGI Engineering units associated with the
Units parameter
4 International Help String STRINGI Human readable string representing the

help string
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Table 135 — Semantics of Descriptor Instance attribute

Bit Definition Meaning
0 Supports settable Indicates that link path can be set
path
1 Supports Indicates that enumerated strings can be read with the Get_Enum_String
Get_Enum_String service. If descriptor bit 8 is set, enumerated values outside the min/max
range may exist
2 Supports scaling See Table 136
3 Supports scaling links | See Table 136
4 Read only parameter Indicates that the Parameter Value attribute can only be read, and not set
5 Monitor parameter Indicates that the Parameter Value attribute is updated in real time 'by)the
device
6 Supports extended See Table 136
precision scaling
7 Supports non- Obsolete
consecutive
enumerated strings
8 Allows both Valid for integer data types only. Enumerated values and values in the
enumeration and min/max range are valid. Enumerated values may be inside or outside fof the
min/max range values | min/max range. If an enumerated value i§ inside the range, the enumefated
string takes precedence over the value
9 Non-displayed The configuration tool shall not display this parameter
parameter
10 Indirect parameter The parameter value represents the instance number of another paranjeter.
reference The referenced parameter.instance shall not be an additional indirect
reference. A parameter value of 0 shall indicate no reference. The data type
for this parameter shatbbe USINT, UINT or UDINT
11 Not addressable The parameter is not'directly addressable from the network by any of the
Set_Attribute orGet_Attribute services
12 Save supported This bit, when'set, indicates that this parameter can be individually sayed by
sending the Save service to this parameter instance
13 Apply supported This bit, when set, indicates the execution of the Apply service to this
paramieter instance is required before attribute changes affect instancq
behavior
14 Write only parameter: Indicates that the Parameter Value attribute can only be set, and not r¢ad
15 Reserved This shall be set to zero

Table 136 — Descriptor Scaling bits usage

Suppofrts extended | Supports Supports Meaning
precision’scaling scaling scaling
(hit 6) (hit 2) links
(bit 3)

0 0 n/a No Scaling

0 1 0 Supports scaling using Formula (1) and Formula (2). The
scaling attributes (13-16) values are used.

0 1 1 Supports scaling using Formula (1) and Formula (2). For
non-zero link attributes (17-20), the indicated parameter
value will be used. Otherwise the corresponding scaling
attribute (13-16) value is used.

1 n/a 0 Supports extended scaling using Formula (3) and Formula
(4). The scaling attribute (13-16) values are used.

1 n/a 1 Supports extended scaling using Formula (3) and Formula
(4). For non-zero link attributes (17-20), the indicated
parameter value will be used. Otherwise the corresponding
scaling attribute (13-16) value is used.
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Data type Description and Minimum Value Maximum Value Required/
semantics semantics semantics Optional/No
t allowed
OCTET Bit String — 8 bit length The least significant bit that is set in the minimum Optional
- - - value is the lowest valid bit to be enumerated. The
WORD Bit String — 16 bit length | 4t significant bit that is set in the maximum value
: — : is the highest valid bit to be enumerated. A minimum
DWORD Bit String - 32 bit length value of zero means that bit 0 is the lowest valid bit
LWORD Bit String — 64 bit length to be enumerated. A maximum value of zero is not
valid.
Example 1 (OCTET type):
Min value = Ob0000000T
Max value = 0b00001000
Bits 0 to 3 are enumerated
Example 2 (WORD TYPE):
Min value = 0b0000000000000001
Max value = 0b0000000000001011
Bits 0 to 3 are enumerated,
bits 0 and 1 in max value are ignored,
bit 3 in min value is ignored
Example 3 (DWORD TYPE):
Min value=
0b00000000000000000000000000000000
Max value=
0b00000000000000000000000000001000
Bits 0 to 3 are enumeratéed,
0 min value implies bit\0
STRIN[G? String Minimum string length Maximum string length Requifed
(2 octet length indicator,
1 octet per character)
STRIN[G22 String Minimum string length Maximum string length Requifed
(2 octet length indicator,
2 octets per character)
STRIN[GN?® String Minimum string length Maximum string length Required
(2 octet length indicator,
N octets per character)
SHORT_ Character string Minimum string length Maximum string length Required
STRIN[G? (1 octet length indicator,
1 octet characters)
STRINEGI? International character Minimum length (in Maximum length (in Required
string characters) of the characters) of the
"stringcontents” "stringcontents”
component of the component of the string's
string's implicit implicit sequence
sequence
EPATH? Encoded Path Minimum string length Maximum string length Optiorjal
ENGUNIT Engineering Units The minimum value for The maximum value for Optioral
this data type is not this data type is not
defined and shall not be | defined and shall not be
specified in the EDS file | specified in the EDS file
or the parameter object | or the parameter object
instance instance
All other data types The minimum numeric The maximum numeric Optional®

value that may be
assigned to the data
value

value that may be
assigned to the data
value

28 The STRING, STRING2, STRINGN, SHORT_STRING, STRINGI and EPATH data types do not have a minimum
or maximum value specification. The minimum and maximum value fields are used to present the minimum
and maximum string or path lengths. In these cases, the Data Size parameter is used to represent the number
of octets required per character or encoding entry.

parameter data value are as defined in IEC 61158-5-2.

If the Minimum Value and/or Maximum Value is not specified then the minimum and/or maximum value for the
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Table 138 — Scaling Formula attributes

Attribute Meaning
Multiplier Value (Mult) Multiplier value for the scaling formula. This value can be based on another
parameter
Divisor Value (Div) Divisor value for the scaling formula. This value can be based on another
parameter specified in the Divisor Link
Base Value (Base) Base value for the scaling formula. This value can be based on another
parameter specified in the Base Link
Offset Value (Offset) Offset value for the scaling formula. This value can be based on another
parameter specified in the Offset Link. This attribute is an INT and can be negative
Decimal Precision (Precision) Precision value for the scaling formula. This value cannot be based pn
another parameter
Scaling Links
Scaling values (multiplier, divisor, base, and offset) can also be based on other parameters.
Scaling Links specify from which instance that scaling value is to be retrieved. If the scaling link
attribufe is set to 0, then that scaling value is a constant and notinked to another pargmeter.
Table 139 specifies the scaling links.
Table 139 — Scaling links
Aftribute Meaning
Multiplfer Link Specifies the parameter instance from:where the Multiplier Value is retrieved
Divison Link Specifies the parameter instance_from where the Divisor Value is retrieved
Base Uink Specifies the parameter instange from where the Base Value is retrieved
Offset Link Specifies the parameter instance from where the Offset Value is retrieved
Scaling Factor Attributes
The Sdaling Factor represents actual UINT and INT parameter values in other formats. Fprmula
(1) shgll be used to determine the engineering value from the actual value using scaling.
(ActualValue + Offset) x Mult x Base
EngValue = _ (1)
Div
The engineering value can then be displayed to the user in the terms specified within the
Decim : sed to
determine the actual value from the engineering value using scaling (see Formula (2)).
EngValue x Div
ActualValue = (Eng )—Offset (2)
Mult x Base

The extended precision scaling factor adds extended precision to the standard scaling factor.
Formula (3) shall be used to determine the engineering value from the actual value using

extend

ed precision scaling.

(ActualValue + Offset) x Mult x Base

EngValue = Div x 10Pr ecision

3)


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 110 - IEC 61158-6-2:2023 © |EC 2023

The engineering value can then be displayed to the user in the terms specified within the
Decimal Precision attribute. The inverse of the extended precision scaling formula shall be used
to determine the actual value from the engineering value using extended precision scaling (see
Formula (4)).

(EngValue x Div x 1QPrecision )

— Offset (4)
Mult x Base

ActualValue =

4.1.8.7.2 Common services

Get_Attributes All Response

At the class level, the order of the attributes returned in the "Attribute Data" parameter of the
Get_Aftributes_All response shall be as defined in Table 140. A device is only,srequjred to
includg data in the response data array up to the last implemented attribute.

Tablle 140 — Class level object/service specific response data of Get_Attributes| All

Attribyte ID Data type Attribute name (if n?)(tefiar:pl)tk:ril::ted)
1 UINT Revision 1
2 UINT Max Instance
8 WORD Parameter Class Descriptor
9 UINT Configuration Assembly Instance
1 USINT Native Language 0

At thelinstance level, the setting of the¢Parameter Class Descriptor attribute dictates what
attribuies are returned by the Get_Attributes_All service, as follows:

o if this attribute does not have‘the "Supports Full Attributes" bit set, only the implemented
attiibutes marked Stub (attribute numbers 1 to 6) are returned by the Get_Attribufes_All
serpyice;

o if this attribute does have the "Supports Full Attributes" bit set,the Get_Attributes_All gservice
retdirns all implemented attributes (numbers 1 to 24).

For Pafameter object'stubs, the order of the attributes returned in the "Attribute Data" pargmeter
of the Get_Attributes All response shall be as defined in Table 141.

Table 141 — Instance level object/service specific response data
of Get_Attributes_All (Parameter object stub)

Default value

Attribute ID Data type Attribute name (if not implemented)
1 Specified by Data Type Parameter Value
attribute (5)
2 USINT Link Path Size
3 Packed EPATH Link Path
4 WORD Descriptor
5 USINT Data Type
6 USINT Data Size
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For full Parameter objects, the order of the attributes returned in the "Attribute Data" parameter
of the Get_Attributes_All response shall be as defined in Table 142. A device is only required
to include data in the response data array up to the last implemented attribute.

Table 142 — Instance level object/service specific response data

of Get_Attributes_All (full Parameter object)

Attrlil:l’)ute Data type Attribute name (if n?)?iarrl:[l:l:r::j:ted)
1 Specified by Data Type Parameter Value
attribute (5)
2 LISINT Link Paoth Sizg
3 Packed EPATH Link Path
4 WORD Descriptor
5 USINT Data Type
6 USINT Data Size
7 SHORT_STRING Parameter Name String
8 SHORT_STRING Units String
9 SHORT_STRING Help String
10 Specified by Data Type Minimum Value
attribute (5)
11 Specified by Data Type Maximum Value
attribute (5)
12 Specified by Data Type Default Value
attribute (5)
13 UINT Scaling Multiplier
14 UINT Scaling Divisor
15 UINT Scaling-Base
16 INT Scaling Offset
17] UINT Multiplier Link
18 UINT Divisor Link
19 UINT Base Link
20| UINT Offset Link
21 USINT Decimal Precision
22 STRINGI International Name Parameter 2 0
23] STIRINGI International Engineering Units 2 0
24 STRINGI International Help String 2 0
a8 For a device that has implemented the Tnternational String attributes, the Parameter Name String character
count, the Units String character count and the Help String character count shall be reported as zero. For
devices that do not support the International String attributes, each (and every) International String attribute
shall be reported as a single octet of zero, or may be missing from the response. If any International String
attribute is supported, all three attributes shall be reported in the response.

4.1.8.7.3

Get_Enum_String

Object specific service

The Get_Enum_String_RequestPDU body shall be as specified in Table 143.
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Table 143 — Structure of Get_Enum_String_RequestPDU body

Name Data type Semantics of values

Enumerated String Number USINT Number of enumerated strings to retrieve.

Maximum possible range of values = 0 to 255. Value indicates
bit offset (relative to zero) for bit enumerations, actual value
(relative to zero) for value enumerations

The Get_Enum_String_ResponsePDU body shall be as specified in Table 144.

able - otructure o et_Enum_otring_Response oay
Name Data type Semantics of values
Enumerated SHORT_STRING | Enumerated strings.
Strin
"9 Maximum number of characters =.16

Enumgrated strings are human-readable strings that describe either a’bit or a value, depgending
on the[parameter's data type. The relationship of the string type, with the parameter data type
is shown in Table 145.

Table 145 — Enumerated strings Type versus Parameter data type

If the parameter's data type is: Then the enumerated strings returned are:
OCTET, WORD, DWORD, LWORD Bit enumerated strings
USINT]| SINT, UINT, INT, BOOL Value enumerated strings
All Other data types tnvalid for enumeration

If the| parameter's data type is-OCTET, WORD, DWORD or LWORD, requestlting a
Get_Enpum_String service with-xan”’enumerated string number of 0 on a parameter refurns a
SHORT_STRING that describes bit 0. Requesting a Get Enum_String service with an
enumefated string numbertaf 1 on a parameter returns a SHORT_STRING that describep bit 1.
This cgntinues up to themaximum bit number supported by the parameter.

If the| parameters\~data type is SINT, USINT, INT, UINT or BOOL, requesting a
Get_Enum_String~service with an enumerated string number of 0 on a parameter refurns a
SHORT_STRING that describes the value of 0. Requesting a Get_Enum_String service with an

enumefated string number of 1 returns a SHORT_STRING that describes the value of 1
4.1.8.J—eumdhm-mnzgm7ijmmm

4.1.8.8.1 Attributes

4.1.8.8.1.1 Class attributes

The format of the Connection Manager object class attributes shall be as specified in Table 146.
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Table 146 — Connection Manager object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 1
2-7 These optional Class Attributes are specified in 4.1.10.2.2.
8,9 These attributes are used for safety (see IEC 61784-3-2). They shall not be used if the
device is not a safety device.
200, 201 These optional Class Attributes are specified in 4.1.10.2.2.
4.1.8.8.1.2 Instance attributes
The format of the Connection Manager object instance attributes is as specified in Fablg 147.
Table 147 — Connection Manager object instance attributes
Attribute ID Name Data type Semantics of values
1 OpenRegs UINT
2 OpenFormat Rejects UINT
3 OpenResource Rejects UINT
4 OpenOther Rejects UINT
g CloseReqgs UINT
q CloseFormat Rejects UINT
1 CloseOther Rejects UINT
8 ConnTimeouts UINT Total number of connection tinjeouts
that have occurred in connectipns
controlled by this Connection
Manager.
g Connection Entry List STRUCT of
NumConnEntries UINT Number of bits used in the
ConnOpenBits element.
This attribute, divided by 8 ang
incremented for any remainder|, gives
the length in octets of the array in the
ConnOpenBits field.
ConnOpenBits ARRAY of BOOL Bit field. List of connection datp. Each
bit represents a possible conngction.
0 = No Connection.
1 = Connection Established.
10 Reserved / Obsolete
11 CpuUtilization UINT CPU Utilization in tenths of a percent.
Range of 0 to 1 000 representing
0,0 % to 100,0 %.
12 MaxBuffSize 2 UDINT Amount of buffer space is in octets.
13 BufSize Remaining 2 UDINT Amount of buffer space is in octets.
14 Max Connection Establishment [UINT Number of milliseconds (1 to 65 535)
Time
15 1/0 Packets per second UDINT Current I/O packets per second for
1/0 traffic
16 Percent 1/0O Utilization UINT Current I/0 communications

utilization for 1/O traffic. Percentage
in units of 0,1 %, with 1 100
representing 110,0 % utilization.
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Attribute ID Name Data type Semantics of values

17 Explicit Packets per second UDINT Total number of explicit packets sent
and received by this device over the
last second

18 Missed 1/0O Packets UDINT Running total of missed 1/0 packets

19 Type 2 1/O Connections UDINT Total number of Type 2 1/0O
connections in use

20 Type 2 Explicit Connections UDINT Total number of Type 2 Explicit
Messaging connections in use

a8 The meaning of, and method of calculating, these values are vendor specific.

4.1.8.8.1.3

Diagnostic connection points

One djagnostic connection point is defined for the Connection Manager object class|at the
instange level. This connection point is required if the Standard Network Diagnostic Assembly
(Instance 0xD2) is implemented (see 4.1.8.4.1.4).

The fofmat of the Connection Manager diagnostic connection point is@s specified in Table 148.

Table 148 — Connection Manager connection point 1, Standard Network Diagnosdtics

Attribute 1D Name Data type Attribute size Size of strulcture
1|9 Type 2 1/0O Connections UDINT 4 octets
1|8 Missed 1/0 Packets UDINT 4 octets
17 Explicit Packets per second UDINT 4 octets
15 1/0 Packets per second UDINT 4 octets
20 Type 2 Explicit Connections UDINT 4 octets 32 octets
Connection Timeouts UINT 2 octets

n CPU_Utilization UINT 2 octets
16 Percent 1/0 Utilization UINT 2 octets
nja 48 bits pad n/a 6 octets

4.1.8.8.2 Common services

4.1.8.8.2.1 Get_Attributes_All Response

At the class jlevel, the order of the attributes returned in the "Attribute Data" parameten of the
Get_Aftributes_All response shall be as defined in Table 149.

Table 149 — Class level object/service specific response data of Get_Attributes_All

Attribute ID Data type Attribute name Default value
(if not implemented)
1 UINT Revision 1
2 UINT Max Instance 1
6 UINT Maximum ID Number Class Attributes 0
7 UINT Maximum ID Number Instance Attributes 0

Important: A device is only required to include data in the response data array up to the last
implemented attribute as defined in 3.5.3.2.1.
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At the instance level, the order of the attributes returned in the "Attribute Data" parameter of
the Get_Attributes_All response shall be as defined in Table 150. This service shall only return
values of supported attributes. Therefore, a device can only return values up to the last
consecutive supported attribute starting from the first attribute (Attribute 1). Values from any
attributes supported beyond these shall be acquired via a Get_Attribute_Single service.

Table 150 — Instance level object/service specific response data of Get_Attributes_All

Attribute ID Data type Attribute name (if ncl))tei::llte:nae::fed) b
1 UINT Open Requests
2 UINT Open Format Rejects
3 UINT Open Resource Rejects
4 UINT Open Other Rejects
5 UINT Close Requests
6 UINT Close Format Rejects
7 UINT Close Other Rejects
8 UINT Connection Timeouts
9 STRUCT of: Connection Entry List
UINT NumConnEntries 2
ARRAY of BOOL ConnOpenBits
11 UINT CPU_Utilization
12 UDINT MaxBuffSizé
13 UDINT BufSize Rémaining
14 UINT Max Connection Establishment
Time
a8 Thiq field, divided by 8 and rounded upfor any remainder, gives the length of the array (in octets) of the
ConnOpenBits field of this structure.
b No ¢lefault values are provided becalisé no unsupported attributes are allowed as described above.

4.1.8.8.2.2 Set_Attributes_All Request

At the instance level, the order of the attributes returned in the "Attribute Data" parameter of

the Sef_Attributes_All request shall be as defined in Table 151.

Table 151 = Instance level object/service specific request data of Set_Attributes| All

Attribute 1D | Data type ATtrbUte name (if :med)
1 UINT Open Requests 2 0
2 UINT Open Format Rejects @ 0
3 UINT Open Resource Rejects @ 0
4 UINT Open Other Rejects @ 0
5 UINT Close Requests 2 0
6 UINT Close Format Rejects @ 0
7 UINT Close Other Rejects 2 0
8 UINT Connection Timeouts 2 0

request to fail.

a8 |If this attribute is not supported, the value sent shall be ignored. This condition does not cause the service
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Connection object specific syntax elements

4.1.8.9
4.1.8.9.1 Attributes
4.1.8.9.1.1 Class attributes

The format of the Connection object class attributes shall be as specified in Table 152.

Table 152 — Connection object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 1
2 —|7, 200, 201 These optional Class Attributes are specified in 4.1.10.2.2.
4.1.8.9.1.2 Instance attributes
The format of the Connection object instance attributes is as specified in.Table 153.
Table 153 — Connection object instance attributes
Attr 1D Name Data type Semantics of values
1 State USINT State~of the object.
2 Instance_type USINT Indicates either I/0 or Messaging Connectipn.
3 TransportClass_trigger SWORD Defines behavior of the Connection.
4 DN_produced_ UINT, Placed in ISO 11898-1 CAN Identifier Fieldlwhen
connection_id the Connection transmits on a CAN-based pubnet.
5 DN_consumed_ UINT ISO 11898-1 CAN Identifier Field value thaf
connection_id denotes message to be received on a CAN}based
subnet.
6 DN_initial_comm_ SWORD Defines the Message Group(s) across which
characteristics productions and consumptions associated yith
this Connection occur on a CAN-based subnet.
7 Produced_connection_size UINT Maximum number of octets transmitted acrpss this
Connection.
8 Consumed_conneetion_size UINT Maximum number of octets received acrosg this
Connection.
9 Expected_packet_rate UINT Defines timing associated with this Connecfion.
10 MSG\ produced_connection_id UDINT Identifies the message sent on the subnet by this
connection.
11 MSG_consumed_connection_id UDINT Identifies the message received from the syibnet
for this connection
12 Watchdog_timeout_action USINT Defines how to handle Inactivity/Watchdog
timeouts.
13 Produced_connection_path_ length UINT Number of octets in the
produced_connection_path attribute.
14 Produced_connection_path Packed Specifies the application object(s) whose data is
EPATH to be produced by this Connection object. See
4.1.9.
15 Consumed_connection_path_ length |UINT Number of octets in the
consumed_connection_path attribute.
16 Consumed_connection_path Packed Specifies the application object(s) that are to
EPATH receive the data consumed by this Connection
object. See 4.1.9.
17 Production_inhibit_time UINT Defines minimum time between new data

production.
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Attr ID Name Data type Semantics of values
18 Connection_timeout_multiplier USINT Specifies the multiplier applied to the
expected_packet_rate value to derive the value
for the Inactivity/Watchdog Timer.
19 Connection_binding_list STRUCT List of I/0 connection instances bound to this
UINT instance.
Array of
UINT

Detailed descriptions of the Connection object instance attributes are provided below. The

define
rules

State

default attribute values shall be used when no other internal and/or system-defined

ist.

This aftribute defines the current state of the Connection instance. Table 154 defines the
possible states and assigns a value used to indicate that state.

Table 154 — Values assigned to the state-attribute

Connection I1D?

Value State Name Description
00 Non-existent The Connection has yet to be instantiated:
01 Configuring The Connection has been instantiated ‘and is waiting for the following events to pccur:
(1) to be properly configured and (2)\fe be told to apply the configuration.
02 Waiting For See definition in Type 2 network communication profile.

03 Established The Connection has beentvalidly/fully configured and the configuration has been
successfully applied.

04 Timed Out If a Connection object experiences an Inactivity/Watchdog timeout, then a trans|tion
may be made to this state. See the watchdog_timeout_action attribute descriptipn and
the descriptionvof the Inactivity/Watchdog Timer in IEC 61158-5-2, 6.2.3.2.1.7
(Connection\Timing) for more details.

05 Deferred See definition in Type 2 network communication profile.

Delete?

06 Closing A.Bridged Connection object has received, and is processing, a Forward Close from
the Connection Manager. The deletion of the connection does not occur until affer a
successful Forward Close response has been received from the target node.

a8 Thig value is ghly-used by a specific Type 2 network communication profile.

Impor{ant: A dynamically created connection instance is the child of the Explicit Mes

saging

connection across which it was created. Different subnet types may provide other mechanisms
for creating a connection that imply a particular parent-child relationship. See network-specific
specifications for details.

Important: All resources associated with a Connection Instance (A) that has been dynamically
created across an Explicit Messaging Connection (B) shall be released if the Explicit Messaging
Connection (B) times out prior to the dynamically created Connection Instance (A) transitioning
to the Established state.

Important: When a transition is made to the Established state, all timers associated with the
Connection object are activated (see Connection Timing in IEC 61158-5-2, 6.2.3.2.1.7)
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Instance_type

This attribute defines the instance type (see Table 155).

Table 155 — Values assigned to the instance_type attribute

Value Meaning
00 Explicit Messaging. This Connection Instance represents one of the end-points of an Explicit
Messaging Connection. An Explicit Messaging Connection is dynamically created by sending the
Open Explicit Messaging Connection Request to the Connection Class.
01 I/0. This Connection Instance represents one of the end-points of an I/O Connection. An I/O
bUIIIIUL,liUII ib Uylldlllibdlly creaicud oy bUIIUiIIg d LUrcqalc nequest 10 Uie bUIIIIUL,liUII uldsSs.
02 Bridged. This Connection Instance represents an intermediate ‘hop' of a bridged /O or Explic|t

Messaging connection. A pair of Bridged Connection objects (one for each subnet bridged befween)
are dynamically created by a node after successfully receiving a Forward Open servicesto the
Connection Manager object when this node is not the end point (target).

TransportClass_trigger

Defineg whether this is a producing only, consuming only, or both’ producing and consuming
connegtion. If this end point is to perform a data production, this\attribute also defines thg event

that triggers the production. The eight (8) bits are divided as(shown in Figure 7.

transportClass_trigger

7 1615141312110

Dir Production Transport
Trigger Class

Transport Class
0=Class 0
1 =Class 1.
2 =Class 2.
3 =Class 3.

Production Trigger

0 = Cyclic

1 = Change-Of-State

2 = Application Object

— Direction
0 = Client
1 = Server IEC

Figure 7 — Transport Class Trigger attribute

The Direction bit of the transportClass_trigger octet indicates whether the end-point is to act
as the Client or the Server on this connection (see Table 156).
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Table 156 — Possible values within Direction Bit

Value Meaning

0 Client This end-point provides the Client behavior associated with this Connection.
Additionally, this value indicates that the Production Trigger bits within the
transportClass_trigger octet contain the description of when the Client is to produce the
message associated with this connection. Client connections with production trigger
value of 0 or 1 (Cyclic or Change-of-State) shall produce immediately after transitioning
to the Established state.

1 Server This end-point provides the Server behavior associated with this Connection. In
addition, this value indicates that the Production Trigger bits within the
transportClass_trigger octet are to be IGNORED. The Production Trigger bits are
ignored due to the fact that a Server end-point reacts to the transmission from the
Client. The only means by which a Server end-point is triggered to transmit is_ wHen this
reaction calls for the production of a message (Transport Classes 2 or 3).

Table 157 lists the values that are possible within the Production Trigger bits |of the
transplortClass_trigger attribute.

Table 157 — Possible values within Production Trigger Bits

If the Then the Production of a messageis:
value |s:
0 Cyclic The expiration of the Transmission Trigger/Timer triggers the data production. $ee

IEC 61158-5-2, 6.2.3.2.1.7 Connection Timing for a detailed description of the
Transmission Trigger Timer.

1 Change-Of-S | Production occurs when a change-af:state is detected by the application object] The
tate term used to describe this produétion is "new data".

NOTE The consuming end-pejint could have been configured to expect the padket at
a certain rate, regardless of the triggering mechanism at the producing end-poif

=

See the description of the*expected_packet_rate attribute of a Connection objeg¢t and
the description of Connection Timing in IEC 61158-5-2, 6.2.3.2.1.7 for more

information.
2 Application The application.object decides when to trigger the production. The term used to
Object describe this'production is "new data".

Tri d
riggere NOTE The consuming end-point could have been configured to expect the padket at

a certain rate, regardless of the triggering mechanism at the producing end-point.

See the description of the expected_packet_rate attribute of a Connection obje¢t and
the description of Connection Timing in IEC 61158-5-2, 6.2.3.2.1.7 for more
information.

3-17 Reserved

Table 158/, lists possible values within the Transport Class nibble of the
transp —4Fi i i f i
illustrated in the series of figures that follow the table.
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Table 158 — Possible values within Transport Class Bits

Value Meaning

Transport Class 0 Based on the value within the Dir bit, this connection end-point will be a

producing only OR consuming only end-point. Upon application of this

to be associated with this Connection.

Transport Class 1 Connection instance, the module instantiates either a Link Producer (Dir bit =
Client, producing only) or a Link Consumer (Dir bit = Server, consuming only)

Transport Class 2 Indicates that the module will both produce AND consume across this

is consumed by the Client.

connection. The Client end-point generates the first data production that is
Transport Class 3 consumed by the Server, which causes the Server to return a production that

4-6

NESCTVEU (UDSUITICU)

7-1

b Reserved

A 16-b
used t
first m
messa
sequer
sequer
sample

For Class 2 and 3 transports, when a request is receivéd)with a duplicate sequence co

t sequence count value is prepended to all Class 1, 2, and 3 transpérts. This vialue is
detect delivery of duplicate data packets. Sequence count values_are initialized|on the
ssage production and determined by the transport and trigger.-type on subspquent
pe productions. A resend of old data to maintain the connegtion shall not cayse the
ce count to change and a consumer shall ignore data whencit js received with a dufplicate
ce count. Consuming applications can use this mechanismto distinguish betweén new

s and old samples that were sent to maintain the connection.

unt the

receiving device shall respond with the original respaonse. This mechanism can be used fo keep
Class 2 and 3 transports alive and to deal with cases.of dropped packets.
Table 159, Table 160 and Table 161 summariZe the valid combinations of Production Trigger
and Trlansport Class and the associated_Client and Server behaviors. See IEC 61158-5-2,
6.2.3.2.1.7 for a description of the Transmission Trigger Timer.
Table 159 summarizes the valid, values for the transportClass_trigger attributgq of a
Connettion Instance:
Table 159 —TransportClass_Trigger attribute values summary
TransportClass_trigger Meaning
bits

1 xxx 0p00 Direction = Server, Production Trigger = IGNORED, Transport Class = 0.

1 xxx 0p01 Direction = Server, Production Trigger = IGNORED, Transport Class = 1.

1 xxx 0p10 Direction = Server, Production Trigger = IGNORED, Transport Class = 2.

1 xxx 0011 Direction = Server, Production Trigger = IGNORED, Transport Class = 3. Thislis the

value assigned to this attribute within the Server end-point of an Explicit Messaging
Connection.

0 000 0000 Direction = Client, Production Trigger = Cyclic, Transport Class = 0.

0 000 0001 Direction = Client, Production Trigger = Cyclic, Transport Class = 1.

0 000 0010 Direction = Client, Production Trigger = Cyclic, Transport Class = 2.

0 000 0011 Direction = Client, Production Trigger = Cyclic, Transport Class = 3.

0 001 0000 Direction = Client, Production Trigger = Change-Of-State, Transport Class = 0.

0 001 0001 Direction = Client, Production Trigger = Change-Of-State, Transport Class = 1.

0 001 0010 Direction = Client, Production Trigger = Change-Of-State, Transport Class = 2.

0 001 0011 Direction = Client, Production Trigger = Change-Of-State, Transport Class = 3.

0 010 0000 Direction = Client, Production Trigger = Application object, Transport Class = 0.

0 010 00001 Direction = Client, Production Trigger = Application object, Transport Class = 1
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TransportClass_trigger Meaning
bits
0010 0010 Direction = Client, Production Trigger = Application object, Transport Class = 2.
0010 0011 Direction = Client, Production Trigger = Application object, Transport Class = 3. This

is the value assigned to this attribute within the Client end-point of an Explicit
Messaging Connection.

1111 1111 Default value assigned to this attribute within an I/0 Connection.

Table 160 summarizes client behavior for Class 0 in regards to message production for the
different trigger types.

Table 160 — Transport Class 0 client behavior summary

Trigger type Production triggered by Repeated production to maintain connect{on
Cyclic Transmission Timer (API) n/a
Changge of State Detected data change Transmission Timer (API)
Application Application update of data Transmission Timer (AP

Table 161 summarizes client behavior for Classes 1, 2 and 3.in regards to message production
and sefquence count for the different trigger types.

Table 161 — Transport Class 1, 2 and.3"client behavior summary

Trigper type Sequence count Production triggered by Repeated productign to
incremented by maintain connection
Cyclic Application update of data Transmission Timer (API) n/a
Change of State Detected data change Detected data change Transmission Timer (API)
Application Application update of data Application update of data Transmission Timer (API)

DN_prpduced_connection_:id

This atfribute shall notbe-used, unless otherwise specified in the network communication| profile
of the $ubnet.

It contains the(Connection ID to be associated with transmissions sent across this conmpection
(if any]), i.e -the value that will be specified in the CAN Identifier Field of ISO 11898-1 whien this
Connettiontransmits. See IEC 62026-3:2014, 5.1.2 for a description of how the CAN Identifier
Field i$_used. This value is loaded directly into the associated Link Producer's connection_id
attribute. Values are defined in Table 162.

Table 162 — Values defined for the DN_produced_connection_id attribute

Value Meaning
0x0000 - 0x07FO0 The value to be placed in the CAN ldentifier Field when this Connection
transmits.
0x0800 - OxFFFE Reserved
OxFFFF Default value assigned to this attribute within an I1/O Connection. This attribute
will retain this value if this Connection instance is not producing any data
(consumer only).
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DN_consumed_connection_id

This attribute shall not be used, unless otherwise specified in the network communication profile
of the subnet.

It contains the Connection ID which identifies messages to be received across this connection
(if any), i.e. the CAN lIdentifier Field value that is associated with messages this Connection
object receives. See |IEC 62026-3:2014, 5.1.2 for a description of how the CAN Identifier Field
is used. This value is loaded directly into the associated Link Consumer's connection_id
attribute. Values are defined in Table 163.

Fabte—t63—=Val tefimed-for-thebN , . rdattribat

Value Meaning

0x000(q - 0x07F0 The value that identifies messages to be consumed. This will be|specified|in the
CAN ldentifier Field of messages that are to be consumed.

0x080(Q - OxFFFE Reserved

OxFFFF Default value assigned to this attribute within an 1/OpConnection. This attribute
will retain this value if this Connection instance is(fet ‘consuming any data
(producer only).

DN_inftial_comm_characteristics

This atfribute shall not be used, unless otherwise specified in the network communication

of the $ubnet.

It defin
this Cqg

This oq

Table
(upper

profile

es the Message Group(s) across which productions and consumptions associate¢d with

nnection

tet is divided into two nibbles,@s show in Figure 8.

occur.

7 ‘ 6 ‘ 5 | 4 3 | 2 | 1 ‘ 0

Initial Production*€haracteristics Initial Consumption Characteristics

Figure.8 — DN_initial_comm_characteristics attribute format

64 lists'the values that are possible within the Initial Production Characteristics
nibble):of the DN_initial_comm_characteristics attribute.

nibble
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Table 164 — Values for the Initial Production Characteristics nibble

Value

Meaning

0x0

Produce across Message Group
1

The production associated with this Connection is to take place
across Message Group 1. The producing module generates the
Connection ID value and loads it into the Connection object's
DN_produced_connection_id attribute. The producing module
allocates a Message ID from its Group 1 Message ID pool and
combines this with its Source MAC ID to generate the
Connection ID. The numerically lowest available Group 1
Message ID is to be used in generating the
DN_produced_connection_id attribute value. This value shall
also be loaded into the corresponding
DN_consumed_connection_id attribute(s) associated with the

consuming Connection object(s).

0x1

Produce across Message Group
2 (Destination)

The production associated with this Connection is to, takg place
across Message Group 2. Additionally, the intended-recigient's
MAC ID (Destination MAC ID) is to be placed within the NIAC ID
component of the Group 2 Identifier Field. In_this case, the
consuming module generates the Connectior’ID value to|be
associated with transmissions across this_connection. When the
consuming module has generated this value and loaded it into
the appropriate Connection object's
DN_consumed_connection_id attribute, it can be read and
subsequently loaded into the producing Connection objegt's
DN_produced_connection_id’attribute.

0x2

Produce across Message Group
2 (Source)

The production associated with this Connection is to takqg place
across Message Group 2. In addition, the producing modple's
MAC ID (Source MAC. ID) is to be placed within the MAC|ID
component of the Group 2 Identifier. In this case, the producing
module generates the Connection ID value and loads it into the
Connection object's DN_produced_connection_id attribute. The
numerically\Jowest available Group 2 Message ID is to bg used
in generating the DN_produced_connection_id attribute Value.
This 'value shall also be loaded into the corresponding
DN.consumed_connection_id attribute(s) associated with the
consuming Connection object(s).

0x3|

Produce across Message Group
3

The production associated with this Connection is to takq place
across Message Group 3. The producing module generates the
Connection ID value and loads it into the Connection objé¢ct's
DN_produced_connection_id attribute. The producing mgdule
allocates a Message ID from its Group 3 Message ID podl and
combines this with its Source MAC ID to generate the
Connection ID. The numerically lowest available Group 3
Message ID is to be used in generating the
DN_produced_connection_id attribute value. This value ghall
also be loaded into the corresponding
DN_consumed_connection_id attribute(s) associated with the
consuming Connection object(s).

0x4 - OxE

Reserved

OxF

Default value

The default value assigned to the Initial Production
Characteristics nibble within an 1/0 Connection.

NOTE |If this is a consuming only I/O Connection, then the
default value remains in this nibble. Explicit Messaging
Connection objects automatically configure this attribute when
the Connection is established.

Table 165 lists the possible values within the Initial Consumption Characteristics nibble (lower
nibble) of the DN_initial_comm_characteristics attribute.
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Table 165 — Values for the Initial Consumption Characteristics nibble

Value Meaning

0x0

Consume a Group 1 Message The message to be consumed will be transmitted across
Message Group 1. The producing module generates the
Connection ID value. This value shall be loaded into the
DN_consumed_connection_id attribute associated with the
consuming Connection object(s).

0x1

Consume a Group 2 Message The message to be consumed will be transmitted across
(Destination) Message Group 2. The intended recipient's MAC ID
(Destination MAC ID) is specified within the Group 2 Identifier.
The consuming module generates the Connection ID value and
loads it into the DN_consumed_connection_id attribute

associated with this Connection object. The numerically lpwest
available Group 2 Message ID is to be used in generating the
DN_consumed_connection_id attribute value. This(valde |shall
be loaded into the producing Connection object's
DN_produced_connection_id attribute.

0x2

Consume a Group 2 Message The message to be consumed will be transmitted across
(Source) Message Group 2. The transmitting modute's MAC ID (Squrce
MAC ID) is specified within the Group 2_ldentifier. In this [case,
the producing module generates the_Connection ID valuegf and
loads it into the Connection object's the
DN_produced_connection_id attribute. This value shall b
loaded into the DN_consumeéd*connection_id attribute
associated with the consuming Connection object(s).

114

0x3

Consume a Group 3 Message The message to be consumed will be transmitted as a Group 3
Message. The producing module generates the Connectipn ID
value. The Connegction ID value shall be loaded into this
Connection object's DN_consumed_connection_id attribute.

0x4 - Q

XE | Reserved

OxF

Default value The defadlt value assigned to the Initial Consumption
Characteristics nibble within an 1/0 Connection.

NOTE If this is a producing only 1/0O Connection, then the
default value remains in this nibble. Explicit Messaging
Connections automatically configure this attribute when the
Connection is established.

Import

ant: The module that generates a Connection ID shall guarantee that it does not gllocate

the I\ﬁassage ID/MAC |B-\pair in such a way that two separate modules are capable of

trans

Produ

The m
Conne

itting identical bit patterns within the ldentifier Field.
ced_connection_size

paning.of this attribute is different for Explicit Messaging Connections than it is [for I/O

fragmentation, this size may be larger than the largest frame size.

ctions? If the subnet defines a fragmentation protocol and the device sypports

For Explicit Messaging Connections:

This attribute signifies the maximum number of Message Router Request/Response
Data octets (see 4.1.8) that a device is able to transmit across this Connection. Devices
that place a known limit on the maximum amount of Message Router Request/Response
Data that can be transmitted in a single message, or single fragmented series initialize
this attribute accordingly. Devices that cannot or do not predefine an up-front transmit
limit place the value Oxffff into this attribute (there may still be a limit, however, it is not
known in advance).

Important: Due to the nature of Explicit Messaging, the length of Explicit Messages will
fluctuate over the lifetime of a connection. Explicit Messaging Connections perform
fragmentation based on the length of the current message to transmit where the subnet
type may define a fragmentation protocol.
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Consumed_connection_size

The m
Conne
fragm
adapt

For 1/0 Connections:

If the transportClass_trigger indicates that this Connection instance is to produce, then
this attribute defines the maximum amount of I/O data that may be produced as a single
unit across this connection. The amount of I/O to be transmitted at any given point in

time can be less than or equal to the connection_size attribute.

This attribute defaults to zero (0) within an 1/O Connection. If the subnet type supports
fragmentation and this attribute is set to a value greater than the largest payload in an
I/O Connection, then the Connection will break up the data into multiple fragments.

Important: Fragmentation within I/O Connections is performed based on the value within

this attribute, regardless of the current amount of data to transmit.

contain data (via produced_connection_size being greater than zero (0)) are.-def|
indicate a No Data event for the receiving application object(s). The behavio
application object upon detection of the No Data event is application object,spec

baning of this attribute is different for Explicit Messaging Connections than it is
ctions. If the subnet defines a fragmentation protocol and the device su
ntation, this size may be larger than the largest frame size. See the network s
ion specifications for more details.

For Explicit Messaging Connections:

This attribute signifies the maximum number_of Message Router Request/Res
Data octets that a device is able to receive aeross this Connection.

Devices that place a known limit on the’ maximum amount of Message
Request/Response Data that can be received in a single message, or single fragn
series initialize this attribute accordingly. Devices that cannot or do not prede
up-front receive limit place the value Oxffff into this attribute (there may still be
however, it is not known in advaneg). Because of the nature of Explicit Messagi
length of Explicit Messages wilkfluctuate over the lifetime of a connection.

For I/0 Connections:

If the transportClass_trigger attribute indicates that this Connection is to consum
this attribute defines the maximum amount of data that may be received as a sing
across this conneection. The actual amount of I/O data received at any given time
less than or equal to the connection_size attribute.

This attribute.defaults to zero (0) within an 1/O Connection. If the subnet type su
fragmentation and this attribute is set to a value greater than the largest payloa
I/O Connection, then the Connection will process the fragmentation protocol. S
network specific adaptation specifications for more details.

The fength of an 1/O Message shall be less than or equal to this attribute for
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Connection obiect toreceive it as a valid messaae lf an /O Connection obiect rg
J ~J J

ceives

a message whose length is greater than this attribute, then it immediately discards the

message and discontinues any subsequent processing.

NOTE With respect to the Server end-point of a Transport Class 2 or 3 Connection, this error condition

(too much data) results in no response being transmitted and the watchdog timer is not kicked.

Expected_packet_rate

This attribute is used to generate the values loaded into the Transmission Trigger Timer and
the Inactivity/Watchdog Timer. See IEC 61158-5-2, 6.2.3.2.1.7 for a description of the
Transmission Trigger and Inactivity/Watchdog timers.
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The resolution of this attribute is in milliseconds. A request to configure this attribute can result
in the specification of a time value that a product cannot meet. In addition to performing product
specific range checking when a request to modify this attribute is received, the following steps

are performed:

o If the specified value is not equal to an increment of the available clock resolution, then the
value is rounded up to the next serviceable value. For example: a Set_Attribute_Single
request is received specifying the value 5 for the expected_packet_rate attribute and the
product provides a 10 millisecond resolution on timers. In this case the product would load

the value 10 into the expected_packet_rate attribute.

e The value that is actually loaded into the expected_packet_rate attribute is reported in the

Service Data Field of a Set_Attribute_Single response message associated with a request
to r’fodify this attribute.

o |If the requested value is equal to an increment of the clock resolution, then theyrequested
vallie is loaded into the expected packet _rate and reported in the response: For ex
if the value 100 is requested and the clock resolution is 10 milliseconds, then of a v

10Q is loaded.

e When a Connection object is in the Established state, any: modifications
eX{ected_packet_rate attribute have immediate effect on the lnactivity/Watchdog

Th

request is received to modify the expected_packet_rate atiribute:

— |the current Inactivity/Watchdog Timer is canceled,

— |a new Inactivity/Watchdog Timer is activated<based on the new value

expected_packet_rate attribute.

This a;l:rribute defaults to 2500 (2 500 ms) within Explicit Messaging Connections, and

(0) within an 1/0 Connection.

MSG_produced_connection_id

This aftribute is Required, unless otherwise specified in the network communication pr
the subnet. It contains the Connegtion ID, which identifies messages to be sent acrg

connegtion (if any).

MSG_¢onsumed_connection_id

This aftribute is Required, unless otherwise specified in the network communication pr
the subpnet. It contains the Connection ID, which identifies messages to be received acrg

connegtion (if any):

Watchdog( timeout_action

following steps are performed by a Connection object in the Established state

ample:
alue of

to the
Timer.
vhen a

in the

O zero

Dfile of
ss this

Dfile of
ss this

This attribute defines the action the Connection object should perform when the

Inactivity/Watchdog Timer expires. Table 166 defines the specifics of this attribute.
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Table 166 — Values for the watchdog_timeout_action

Value Meaning

0x00 Transition to Timed Out. The Connection transitions to the Timed Out state and remains in this
state until it is Reset or Deleted. The command to Reset or Delete could come from an internal
source (e.g., an application object) or could come from the network (e.g., a configuration tool). This
is the default value for this attribute with respect to I1/0 Connections. This value is invalid for
Explicit Messaging Connections.

0x01 Auto Delete. The Connection Class automatically deletes the Connection if it experiences an
Inactivity/Watchdog timeout. This is the default value for this attribute with respect to Explicit
Messaging Connections.

0x02 Auto Reset. The Connection remains in the Established state and immediately restarts the
ilm\.i.ivi‘ly/"v"v'ai.bildug ‘lilllﬂl. T;Iib vqiuc ib iIIVd;iuI I’UI E)\p;lbl‘l I‘V‘icbbdyilly UUIIIIUb‘liUIID.

0x0_3 Deferred Delete. This value is only used by a specific Type 2 network communication prafite

0x04 - pxFF | Reserved

Produged_connection_path_length

This is
This a

Produged_connection_path

automatically initialized when the produced_connection path attribute is conf|gured.

Speciftil:es the number of octets of information within the produced_conhnection_path atfribute.
ribute defaults to the value zero (0).

The produced_connection_path attribute is madelup of a octet stream which defines the
applicdtion object(s) whose data is to be produced‘by this Connection object. The format of this
octet sftream is specified in 4.1.9. This attribute<defaults to being empty upon instantigtion of
the Copnection. It remains empty within Explicit Messaging Connections and within Conpection

objectg that do not produce.

Consumed_connection_path_length

This is
This a

Consumed_connection_path

automatically initializedwhen the consumed_connection_path attribute is conf|gured.

Specif]‘es the number of octetsrofinformation within the consumed_connection_path atjribute.
ribute defaults to the .value zero (0).

The cgnsumed )connection_path attribute is made up of an octet stream which defines the
applicgtion object(s) that are to receive the data consumed by this Connection obje¢t. The
format|of-this octet stream is specified in 4.1.9. This attribute defaults to being empty upon
instantjation of the Connection. It remains empty within Explicit Messaging Connectiops and

within Connection objects that do not consume.

Production_inhibit_time

This attribute is used to configure the minimum delay time between new data production. This
is required for all I/0O Client connections, except those with a production trigger of Cyclic. The
Set_Attribute_Single service shall be supported when this attribute is implemented. A value of
zero (the default value for this attribute) indicates no inhibit time.
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The resolution of this attribute is in milliseconds. A request to configure this attribute can result
in the specification of time value that a product cannot meet. In addition to performing product
specific range checking when a request to modify this attribute is received, the following steps
are performed:

e |If the specified value is not equal to an increment of the available clock resolution, then the
value is rounded up to the next serviceable value. For example: a Set_Attribute_Single
request is received specifying the value 5 for the production_inhibit_time attribute and the
product provides a 10 millisecond resolution on times. In this case the product would load
the value 10 into the production_inhibit_time attribute.

e The value that is actually loaded into the production_inhibit_time attribute is reported in

the_Service Data Field of a Set_ Attribute Single response message associated with a
reqfest to modify this attribute.
o If the requested value is equal to an increment of the clock resolution, then theyrequested

valtie is loaded into the production_inhibit_time and reported in the.response. For
exgmple: the value 100 is requested and the clock resolution is 10 milliseconds.

The Prloduction Inhibit Timer shall be restarted each time new data production occurg. Data
produged due to the expiration of the transmission trigger timer shall not'result in the Production
Inhibit [Timer being restarted.

When | a Connection object is in the Established state{" any modifications fo the
produg¢tion_inhibit_time attribute have no effect on a currently running Production|Inhibit
Timer.|The new production_inhibit_time value is loaded infe the Production Inhibit Timer{on the
followihg new data production.

When the apply_attributes service is received, the . production_inhibit_time shall be Yerified
agains} the expected_packet_rate attribute. If the expected_packet_rate value is greater than
zero, hut less than the production_inhibit_time value, then an error shall be returned.|In this
case, Where two attribute values conflict useithe production_inhibit_time attribute ID|as the
extended error code returned in the error¥esponse.

Connection_timeout_multiplier

The Connection_timeout_multiplier specifies the multiplier applied to the expected pacKet rate
to obtain the value usedwby the Inactivity/Watchdog Timer. See the Connection Tjmeout
Multipller parameter description within the Connection Manager object Specific $ervice
Paramegters for the enumerated values of this attribute. The default value for this attripute is
zero (gpecifying a multiplier of 4).

Connédction_binding_list

The Copnrnection_binding_list attribute identifies connection instances that are bound [to this
connection—The-attribtte-structure pIUV;dGD a—t+6-bitcotmtof-boundcommections—fottowed by a
list of the bound instances. This attribute shall be supported if the Connection_Bind service is
supported.

4.1.8.9.2 Common services
4.1.8.9.2.1 Apply_Attributes

The Apply_Attributes common service shall have the object-specific response parameters
specified in Table 168.
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Table 167 — Object-specific response parameters for Apply_Attributes

Name Data Semantics of values
type
Produced UINT Contains the value within the Connection Instance’s produced_connection_id
Connection ID attribute for the relevant Type 2 network communication profile.
Consumed UINT Contains the value within the Connection Instance’s consumed_connection_id
Connection ID attribute for the relevant Type 2 network communication profile.

4.1.8.9.2.2 Set_Attribute_Single

The §
expect
Table

bet_Attribute_Single common service associated with the modification
cd packet_rate attribute shall have the object-specific response parameters-speg
68.

Table 168 — Object-specific response parameter for Set_Attribute’ Single

pf the
ified in

Nanpe Data Semantics of values

type

Expecte
Packet H

j=n

UINT Contains the actual value within the Connection Instance’s expected_packet_rat
ate attribute.

14

4.1.8.9

4.1.8.9.

The Cq

3 Object specific services
3.1 Connection_Bind Service

nnection_Bind_RequestPDU body shalltie as specified in Table 169.

Table 169 — Structure of Connection_Bind_RequestPDU body

Name Data type Semantics of values

Bound

nstances STRUCT of lnstance numbers of Connection objects to be bound.
UINT
UINT.

The Cq

The se

nnection_Bind_ResponsePDU body is empty.

rvice.response may return a status from the list of status codes in Table 170.

Table 170 — Obj ifi for G ion_Rind .

General Extended Status Description
Status Code | Status Code

not allowing a binding to it.

0x02 0x01 One or both of the connection instances is non-existent.

0x02 0x02 The connection class and/or instance is out of resources to bind instances.

0x0C 0x01 Both of the connection instances are existent, but at least one is not in the
Established state.

0x20 0x01 Both connection instances are the same value.

0xDO0 0x01 One or both of the connection instances is not a dynamically created 1/0
connection.

0xDO 0x02 One or both of the connection instances were created internally and the device is
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4.1.8.9.3.2 Producing_Application_Lookup Service

The Producing_Application_Lookup_RequestPDU body shall be as specified in Table 171.

Table 171 — Structure of Producing_Application_Lookup_RequestPDU body

Name Data type Semantics of values
Producing Application [ Packed Connection path of producing application to be searched for within
Path EPATH connections in the Established state. The path shall be a single Logical or
Symbolic path.
The Prpducing_Application_Lookup_ResponsePDU body shall be as specified in Table,[172.
Table 172 — Structure of Producing_Application_Lookup_ResponsePDU’body
Name Data type Semantics of values
Instancp Count UINT Number of Instances returned in the Connection lastance List parameter.
Connedtion Instance | Struct of List of instance numbers of connection producing the data from the
List requested connection path within the node.
UINT
The sefrvice response may return a status from the list of-status codes in Table 173.
Table 173 — Producing_Application_Lookup Service status codes
Gernjeral Extended Status Description
Statug Code |Status Code
0x02 0x01 The connection path"was not found in any connection instance in the Estaflished
state.
4.1.8.9.3.3 SafetyOpen Service
See IE[C 61784-3-2 for thetdefinition of this service.
4.1.8.9.3.4 SafetyClose Service
See IE[C 61784-3-2"for the definition of this service.
41.9 Message and connection paths
4.1.9.1 ~_Contents

The path shall specify the object element that is either the target of a connection request, or
the destination of a message request. The path shall contain multiple segments which can
indicate the route to the next node (in the case of multiple links), what to connect to or where
to send a message in the target device. Each segment shall be comprised of a segment
descriptor octet which specifies the segment type and format, and segment information whose
size is dependent on the segment type/format.

A path has a data type EPATH (Packed or Padded). The two types of path shall be

e padded paths (indicated as data type Padded EPATH);
o packed paths (indicated as data type Packed EPATH).

These two path formats (padded and packed) shall not be interchangeable. Usage of padded
versus packed shall be specified, depending on the context of use.
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Each segment of a padded path shall be 16 bit word aligned. If a pad octet is required to achieve
the alignment, then the segment shall specify the location of the pad octet. A packed path shall
not contain any pad octets.

The po

ssible segment types shall be as follows:

Port segment ( where );

Logical segment ( what );

Network segment ( when or how );

Symbolic segment;

Da
4.1.9.2
Each s|
is to be

bits of
signifig

The m

4.1.9.3

g SEgTITETTt:
Segment type

egment of the path shall contain a segment type/format octet to indicate how the sé

0 Data Segment

1 Data Type (constructed, see 5.2.3)
1 1 0 Data Type (elementary, see 5.2.2)
1 1 1 Reserved for future use

Figure 9 — Segment type

paning of therSegment Format bits is based on the specified Segment Type.

Port segment

The po

rt'segment shall indicate

gment

interpreted. The segment type/format is contained in the first octet ofthe segmenpnt. The

the first octet of a path segment shall be numbered 0 to 7, where bit'0 shall be thie least
ant bit of the octet. Bits of the segment type are defined in Figure 9.

Segment Type Segment Format

7 6 5 4 3 2 1 0

0 0 0 Port Segment

0 0 1 Logical Segment

0 1 0 Network Segment

0 1 1 Symbolic Segment

e communication port through which to leave the node (expressed as a 16-bit number);

e link address of the next device in the path.

Figure

10 shows the overall structure of the port segment.

Bits 5 to 7 of the first octet shall be zero to indicate the port segment type.

Bit 4, the extended link address size bit, shall be set to 0 if the link address is one octet. Bit 4
shall be set to 1 if the link address is larger than one octet. If the link address is larger than one

octet, i

ts size in octets shall be in the second octet of the port segment.
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To support the Port Object instance attribute 7 (Port Number and Node Address, see
IEC 61158-4-2, 7.11.4.6), a port segment with no link address can be specified by setting the
Extended Link Address Size bit (Bit 4 set to 1) and setting the Optional Link Address Size octet
to 0.

Bits 0 to 3, the port identifier, shall indicate through which port to leave the node. The port
identifier shall specify a port number or an escape to an extended port identifier when the
module can support more than 14 ports. Port number 0 shall be reserved. Port number 1 shall
only be used to represent a back-plane port. If the port identifier is 15, then a 16-bit field, called
the extended port identifier, shall be the next part of the port segment (following the optional
link address size if present); otherwise, the value of the port identifier shall be the port number.

The pqrt number shall be followed by a link address whose format depends on the<type of
network to which the port identifier refers. If the link address is greater than one octet, |then it
shall be padded so that the entire port segment is an even number of octets. The pafl octet
shall b set to 0 and shall not be included in the link address size.

NOTE 1| For the common port types, the link address is a single octet. Other poft.'types, such as| TCP/IP
encapsulation, can use a larger link address (see 4.3 and Clause 11).

Segment  Extended link Port
address size identifier
0l0]|0 I:I
Optional link
address size

Optional extended port
identifier (2 octets)

Link address

IEC

NOTE [Thelbit representation is from high bit to low bit, left to right. The octet representation is from low|octet to
high octbt—tep-te-bottom-andlefttoright

Figure 10 — Port segment

The Extended Port Identifier format of the Port Segment shall only be used when there are more
than 14 ports possible on the device. The Port Segment shall always be packed into the smallest
Port Segment format possible with respect to the optional fields. Examples of possible port
segments are as shown in Table 174 (values are hexadecimal).
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Table 174 — Possible port segment examples

Port segment contents Notes
[02][06] Segment type = port segment, port number = 2, link address = 6
[OF][12][00][01] Segment type = port segment. Port identifier is 15, indicating the port number is

specified in the next 16 bit field [12][00] (18 decimal). Link address = 1

[15][OF][31][33][30][2E] Segment type = port segment. Multi-octet address for TCP Port 5, link address
[311[35][31][2E][31][33] 130.151.137.105 (IP address). The address is defined as a character array,
[371[2E][31][30][35][00] length of 15 octets. The last octet in the segment is a pad octet
The lin he port

segment as a string of ASCII characters. The string shall be one of the following forms:

e |P address in dotted decimal notation, for example "130.151.132.55" (see IETF RF
for the format of IP addresses);

e |P address in dotted decimal notation, followed by a ":" separator, followéed by the T(
number to be used at the specified IP address;

e hogt name, for example "plc.type2.org". The host name shall be resolved via a DNS 1
to @ name server (see IETF RFC 1035 for information on host hames and name reso

e hogt name, followed by a ":" separator, followed by the T€CP.port number to be used
spdcified host.

The client generating the path shall specify all numbers\supplied as parts in IP dotted d
notation as decimal values with no leading "0x" or "0".“Server handling of leading "0x" o
implementation dependent.

The pgrt number shall be represented in either hex or decimal. Hex shall be indicate
leading "0x". When a port number is specified, it shall be used rather than the standa
numbelr used for the encapsulation proto¢ol (OxAF12). Only port 0XxAF12 is guarantee
availahle in a Type 2 Ethernet compliant device.

Other TCP port numbers may belimplemented; however, this specification does not prq
mechapism to determine which TCP port numbers are supported by a device. The use g
TCP port numbers is therefore discouraged.

NOTE 2| The guaranteed( TCP port number, OxAF12, has been reserved with the Internet Assigned N
Authority (IANA) for usetby the encapsulation protocol.

Since port segments shall be word-aligned, a pad octet can be required at the end of the
The pdd octetishall be 0x00, and shall not be counted in the Optional Address Size field
port sggment.

C 1117
P port
equest

ution);
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r"o" is

d by a
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f other

Numbers

string.
of the

NOTE 3 are shown in lable
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Table 175 — TCP/IP link address examples

Port segment

IP address

Notes

[12][0D]
[31][33][30][2E]
[31][35][31][2E]
[311[33][32][2E][31][00]

130.151.132.1

Multi-octet address for port 2, 13
octet string plus a pad octet

[31][35][31][2E]
[31][33][32][2E]
[35][35][3A]
[30][78][33][32][31][30][00]

[13][0C] plc.typ2.org Multi-octet address for port 3, 12
[70][6C][63][2E] octet string, no pad octet
[74][79][70][32][2E]

[6F][72][67]

[16][15] 130.151.132.55:0x3210 Multi-octet address for port 6, 21
[31][33 30][2E] octet a‘uillg piua d pqd octet

[15][11]
[70][6C|[63]1[2E]
[74][79][70][32][2E]
[6F1[72][671[3A]
[39][38][37][36][00]

plc.typ2.0rg:9876

Multi-octet addfess port 5, 17| octet

string plus a(pad octet

4.1.9. Logical segment

4.1.9.4.1

The logical segment selects a particular addressable entity within a device (for example,

Logical segment structure

object

class, pbject instance, and object attribute). Wher' the logical segment is included within a
Packed Path, the Logical Value shall be appended to the segment type octet with no|pad in
betwegn.
Figure|11 specifies the encoding of a logical segment.
Logical Segment Logical Type Logical Extended Logical Type Logical vplue
Type Format
‘ 01]0 ‘ 1 | | ‘ | ‘ | | ‘ | 1 octet (conditional) ° | ‘ 8, 16 or 32 bits ©
Class IID 0 0 0 0 0  8-bit logical value
Instancge ID 0 0 1 0 1 16-bit logical value
Membef ID 0 1 0 1 0  32-bit logical value
ConnedtiofPoint 0 1 1 1 1 Reserved for future use
Attribute—b 4 © ©
Special @ 1 0 1
Service ID @ 1 1 0
Extended Logical 1 1 1

a8 The Special and Service ID Logical Types do not use the logical addressing definition for the Logical Format.

b Required when Logical Type is Extended Logical (1 1 1), not present otherwise. The Extended Logical Type

values are defined in Table 176.

¢ Depends on value of Logical Format.

Figure 11 — Logical segment encoding

The Extended Logical Types are specified in Table 176.
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Table 176 — Extended Logical Type

Value Description
0 Reserved
1 Array Index
2 Indirect Array Index
3 Bit Index
4 Indirect Bit Index
5 Structure Member Number
5 StructureMembertHandle
7 to 255 Reserved

bit and 16-bit logical address formats are allowed for use with all Logical Types.

ction Point, Array Index, Bit Index, Structure Member Number*and Structure M
types. It is not allowed for any other Logical Type (reserved,for future use).

ass ID specifies a type of object within a device. The lastance ID is an integer as
bject when it is created. Instance 0, called the class instance, specifies the clasj

bs which attribute of an object is selected. Complex attributes are composed of me
ember ID specifies which member of the attribute.

hn extended logical segment is included\within a Padded Path and the Logical Fo

P-bit logical address format is only allowed for the logical Instance ID, Member ID,

ember

signed
itself.

ributes of an object are an enumerated list of externally visible values. The attripute ID

mbers.

rmat is

8 bit, @ pad octet shall be added after the\Logical Value (the 16-bit and 32-bit formats are

identic
within
the seg
The p3

When an Extended Logic Segment is specified the Extended Logical Segment Value octd

be incl

An Arm

preceding item inthe EPATH which shall be an array.

bl to the Packed Path) and shall be.set to 0. For all other logical segments, when in
B Padded Path, the 16-bit and 32=bit logical formats shall have a pad inserted bg
ment type octet and the Logical Value (the 8-bit format is identical to the Packed
d octet shall be set to zero-

Lilded between the Segment Type octet and the Logical Value.

ay Index Extended Logical Segment is used to specify the 0-based index in

An Ind
applics
shall bj
nested

irect-Array Index Extended Logical Segment is used to specify the start of a
tion‘path, which resolves to a 0-based index into the preceding item in the EPATH

cluded
ptween
Path).

bt shall

to the

nested
which

. Indir Array Index Logical ment Logical Val i
application path, in 16-bit words.

of the

A Bit Index Extended Logical Segment is used to specify the 0-based bit number into the

preced

ing item in the EPATH (there is no restriction on type of the preceding item).

An Indirect Bit Index Extended Logical Segment is used to specify the start of a nested
application path, which resolves to a 0-based bit number into the preceding item in the EPATH
(there is no restriction on type of the preceding item). The Indirect Bit Index Logical Segment

Logica

| Value is the size of the nested application path, in 16-bit words.

A Structure Member Number Extended Logical Segment is used to specify the 1-based member
number into the preceding item in the EPATH which shall be a structure. The member number
specifies the structure member, where the structure members are numbered starting with 1.
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A Structure Member Handle Extended Logical Segment is used to specify the member handle
into the preceding item in the EPATH which shall be a structure. The handle is a value that
uniquely identifies a member and is provided by the target device when reporting constructed

data ty

pe information using the Formal Encoding with Handles specified in 5.2.3.2.5.

The Connection Point Logical Type provides additional addressing capabilities beyond the
standard Class ID/Instance ID/Attribute ID/Member ID object address. Object classes shall
define when and how this addressing component is utilized (for example, a sub-instance of an

Assem

NOTE

bly object).

IEC 61158-5-2 describes the object model including the definition of class, instance, attribute, connection
point, and members of a library of common objects.

The S-d

e 00
e 01
e 10
e 11

The Sq

e 00
e 01
e 10
e 11

4.1.9.4.2 Electronic Key Segment

The el
as the
of the 1
additio
multipl
be as s

rvice ID Logical Type has the following definition for the Logical Format:

8-Bit Service ID Segment (0x38)
Reserved for future use  (0x39)
Reserved for future use  (0x3A)

Reserved for future use  (0x3B)
ecial Logical Type has the following definition for the Logical Format:

Electronic Key Segment (0x34)
Reserved for future use (0x35)
Reserved for future use (0x36)

Reserved for future use (0x37)

pctronic key segment shall be used<o verify/identify a device. The key may be in
first logical segment in a connection path and shall be checked by the Message
eceiving node against the values contained in instance 1 of its Identity object befq
hal address checks are made. On a multi-hop message, sent to a remote link via r
b electronic key segments'may appear. The format of the electronic key segmer
hown in Table 177.

TFable 177 — Electronic key segment format

cluded
Router
re any
puters,
t shall

Parameter Format Value
segmer]t_type USINT always 0x34
electronic_keytype USINT 0 to 3 — reserved

4 — REQUIRED (see Key Format in Table 178)

5 — OPTIONAL (see Serial Number Key Format in Table 179)

6 to 255 — reserved

electronic_key_data ARRAY of Depends on key format used

octets

The segment type for a key segment shall be 0x34. The electronic key type shall
determine the format of a specific key segment: If electronic key type is equal to 0x04,
the format of electronic key data is specified in Table 178. If electronic _key typeis
equal to 0x05, the format of electronic key data is specified in Table 179. All other values

for the

electronic_key type shall be reserved.
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Table 178 — Key Format Table (key type 4)

Parameter Format Value
vendor_ID UINT these correspond to the values in instance 1 of the identity object
product_type UINT
product_code UINT
major_revision: 7 USINT
compatible_match: 1 USINT
minor_revision USINT

Table 179 — Serial Number Key Format Table (key type 5)

Parameter Format Value

vendor|ID UINT these correspond to the values in instance 1 of the‘identity objec
producf] type UINT

product] code UINT

major_ievision: 7 USINT

compat|ble_match: 1 USINT

minor_ijevision USINT

serial_rjumber UDINT

The vgndor ID shall specify the device vendorior zero if no specific vendor is required.

The pgoduct type shall specify a class ©f products such as digital input or analogue optputs.
The prloduct type shall be ignored when it is set to zero. The product code shall be yendor
specifit with each vendor having a unigue code. The product code shall be ignored when set
to zerq.

The mpjor revision and, compatible match fields shall be contained in thg least
signifidqant 7 bits and mast-significant bit of the same octet, respectively.

The mdjor revision shall specify the functionality level of a device. The major revlision
shall b ignoredavhen set to zero.

The milnor~revision shall specify the revision of a device that does not effect networkyvisible
behavipr{/A“value of zero shall specify that the originator of the request accepts any| minor
revisioh

The serial number shall specify the serial number of a device. When used in conjunction
with the vendor ID, it forms a unique identifier for each device on any Type 2 network. It shall
not be set to zero.

If the serial number received in the request is 0 or does not match the serial number of
the device, then the request shall be rejected. If the request was directed at the Message Router
object, then general status 0x25, extended status 0x013A shall be returned (see Table 205). If
the request was directed at the Connection Manager object, then general status 0x01, extended
status 0x013A shall be returned (see Table 203).

The compatible match shall modify the key matching function.
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If the bit is clear (= 0), then any non-zero vendor ID, product type, product code,
major revision, and minor revision shall match exactly.

If the bit is set (=1), any key which a device can emulate may be accepted.

The vendor ID, product type, product code, and revision are used to identify the
device the recipient is being requested to emulate; therefore 0 is an invalid value for the
vendor ID, product type, product code, major revision and minor revision
fields.

If the wvendor ID, product type, product code, major revision and/or
minor revision is 0 or the device cannot emulate the requested device, the request shall

be fejected. It the compatible Key was included In a request directed at the Message outer
object, then one of the errors in Table 205 shall be returned. If the request was direrted at
the| Connection Manager object, then one of the key-specific errors (general'status 0x01
and extended status 0x0114 to 0x0116) in Table 203 shall be returned.
EXCEPTION: Device Type 0 is allowed if the recipient can emulate a device that repgrts the
deprecated Generic Device Type Number.
NOTE |JEC 61158-5-2 describes the Identity object and the rules for updating the revision fields.
4.1.9.4.3 Logical segments examples
Table 180 shows examples of logical segments.
Table 180 — Logical segments’examples
. . Padded format Packed format
First Logical segment I I N
octe hame examples examples otes
(as transmitted) (as transmitted)
0x20 8-bit class [20][04] [20][04] class 0x04 (Assembly pbject)
0x21 16-bit class [21][00][34][12] [21][34][12] class 0x1234
0x24 8-bit instance [24][04] [24][04] instance 0x04
0x25 16-bit instance [25][00][34][12] [25][34][12] instance 0x1234
0x28 8-bit member [28][04] [28][04] member 0x04
0x29 16-bit member [29][00][34][12] [29][34][12] member 0x1234
0x2A 32-bit member
0x20Q 8-bit connegtion point |[2C][04] [2C][04] connection point 0x04
0x2D 16-bit connection [2D][00][34][12] [2D][34]1[12] connection point 0x1234
point
0x30 8=bit attribute [30][04] [30][04] attribute 0x04
0x31 16-bit attribute [31][00][34][12] [31][34][12] attribute 0x1234
0x34 electronic key [34][04] [34][04] vendor ID = 0x0012
[12][00] [12][00] product type = OXBEEF
[EF][BE] [EF][BE] product code = 0xOBOE
[OE][OB] [OE][0B] major revision = 0x03
[83] [83] minor revision = 0x01
[01] [01] accept compatible keys = yes
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4.1.9.5 Network segment
4.1.9.51 Network segment structure

The segment type (first octet) of a network segment shall be in the range 0x40 through Ox5F as
shown in Table 181 (the most significant bits shall be 010). The network segment shall be used
to specify network parameters which could be required by a node to transmit a message across
a network. The network segment shall immediately precede the port segment of the device to
which it applies. In other words, the network segment shall be the first item in the path that the
device receives.

Table 181 — Network segments

First octet Network segment name
0x40 reserved
0x41 schedule segment
0x42 fixed tag segment
0x43 production inhibit time in milliseconds
0x44 to Ox4F reserved
0x50 safety segment
0x51 production inhibit time in microseconds
0x52 user authentication session 4D
0x53 to Ox5E reserved
0x5F extended network segment

4.1.9.5.2 Schedule Segment

This sggment is reserved for the Type 2-network communication profile using the data link layer
specified in [IEC 61158-3-2.

The sg¢gment type of the schedule network segment shall be 0x41. The schedule network
segment shall specify

e a multiplier that, when 'multiplied by the NUT, gives the CM_API (actual packet intefval) of
the|scheduled transport;

e apphase that determines on which values of the Moderator.interval count to transmit.
NOTE 1| The data-link layer defines the Moderator.interval_count, see IEC 61158-4-2.

This segmment shall be included in the path to a device so that each intermediary nofle can
schedulerlink transmit time for subsequent scheduled traffic The multiplier shall be ane bf 1, 2,
4, 8, 16, 32, 64 or 128. The phase shall be in the range 0 through (multiplier — 1). The second
octet of the schedule network segment shall encode both the multiple and phase by adding
them together.

NOTE 2 If a transport produces every 641" NUT starting on interval count = 17, then the encoded value is 17
+64 = 81.

An encoded value of zero shall specify that the transport has not yet been given permission to
use the scheduled priority. If a node receives a request for a scheduled connection in which
either no schedule network segment exists, or the schedule network segment exists but the
encoded value is 0, the node shall return general status = 0x01, and extended status = 0x0317.

NOTE 3 A connection originator is given permission to use the scheduled priority through the Scheduling object
(IEC 61158-4-2).


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 140 - IEC 61158-6-2:2023 © |EC 2023

The number of required schedule segments for intermediate and target nodes is defined in the
Type 2 network communication profile.

4.1.9.5.3 Fixed Tag Segment

This segment is reserved for the Type 2 network communication profile using the data link layer
specified in [IEC 61158-3-2.

The segment type of the fixed tag network segment shall be 0x42. The fixed tag network
segment shall specify the fixed tag which is to be used when sending an unconnected message.
This segment subtype shall precede the port segment within the path. If the fixed tag segment
is not present, then the default fixed tag shall be used

NOTE [The fixed tag segment can be used within the path of the Unconnected_Send service (see®.1/5.6) of the
Connectjon Manager to send requests to the Keeper object via the Management UCMM (see |IEC 611158-5-23).

4.1.9.5.4 Production Inhibit Time Network Segments
4.1.9.54.1 General

The pfoduction inhibit time network segments shall specify theCminimum time between
succesgsive transmissions of new data for the specified connection. The Production Inhibjt Time
Network Segments only apply to Change of State or Application triggered connections. A value
of zerg shall indicate no production inhibit time. When a production inhibit segment|is not
provided during establishment of a connection, a default¢value of one-fourth the RPI shall be
used.

The prpduction inhibit time shall be less than or equal to the RPI. If the production inhibit time
is greater than the RPI, the Forward_Open response shall be returned with one of the following
errors:

e Prdduction Inhibit Time is greater than the RPI (status 0x01, extended status 0x{l1B) —
recommended;

e RPJ] not supported (status 0x01, extended status 0x0111) — deprecated.

The prpduction inhibit time network segment only applies to the target device.

Target|devices may support neither of the Production Inhibit Time network segments| If the
device|supports the Production Inhibit Time in microseconds Network Segment it shall also
supporft the Production”Inhibit Time in milliseconds Network Segment.

NOTE [The method for transmitting APDUs over Ethernet-TCP/IP is specified in 4.3 and Clause 11.

4.1.9.5.4,2 Production Inhibit Time in milliseconds Network Segment

The time specified in the Production Inhibit Time in Milliseconds Network Segment corresponds
to the production inhibit definition in the Connection object production_inhibit_time attribute (17)
definition.

EXAMPLE If a production inhibit time of 10 ms is specified, new data shall be sent no sooner than 10 ms after the
previous new data production.

The network segment data field shall be a single USINT indicating the production inhibit time in
milliseconds. The production inhibit time range is 0 ms to 255 ms.
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4.1.9.54.3 Production Inhibit Time in microseconds Network Segment

The Production Inhibit Time in microseconds Network Segment specifies a time in microseconds.

The time specified in the Production Inhibit Time in microseconds Network Segment is used in
the manner defined in the production inhibit definition in the Connection Object
production_inhibit_time attribute (17) definition, except that the production inhibit time is in
microseconds instead of milliseconds and is a UDINT instead of a USINT.

EXAMPLE If a production inhibit time of 250 us is specified, new data shall be sent no sooner than 250 us after the
previous new data production.

The Ngtwork-Segment Data fietd—shattconsistof:

e a USINT indicating the Number of Data Words field. The value shall be 2.

e a UDINT indicating the production inhibit time in microseconds, the production inhibit time
range is 0 us to 4 294 967 295 us.

4.1.9.5.5 Safety Segment
See IE[C 61784-3-2 for format.

4.1.9.5.6 User Authentication Session ID Network Segment

Specification of theformat for the User Authentication Session ID Network Segment is ¢utside
the scope of this document.

4.1.9.9.7 Extended Network Segment

The extended network segment allows for the*definition of additional network segment sutypes.
The firgt word of data is the extended network segment subtype. The structure of the extended
network segment is shown in Figure 12.

INetwork
Segment Type Segment Sub-Type\.~ ¢ Network Segment Data ———————— (B>
R <« # of Data Extended Network
o 1,0 ! 1 Ll Words (1 byte) Segment Sub-Type Data (Variable lenpth)
\\ (1 word)

IEC
Figure 12 — Extended network segment

Each gxtended subtype defines the data that follows. The extended subtypes are enumnierated
in Tablle 182:

Table 182 — Extended network segment subtype definitions

Subtype Value Subtype Definition
0x0000 Open, reserved for future use
0x0001 Participant ID for I/O aggregation @
0x0002 to Ox7FFF Open, reserved for future use
0x8000 to OxFFFF Vendor specific
a8 |/O aggregation is outside the scope of this document
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4.1.9.6 Symbolic segment

The range of segment types reserved for symbolic segments shall be 0x60 through Ox7F.

The symbolic segment contains an International String symbol which shall be interpreted by the
device. Its format is specified in Figure 13.

Segment Format Bits

A
Segment Type Symbol Size in octets

0] 1 1 ‘ ‘

Size 1 - 31:  Length of ASCII symbol in octets

Size 0: Extended string. The next octet
is the extended string format

Extended string format octet:
7 6 5 4 3 2 1 0

T . T j
Format Size
001 Number of Double-octet characters (1 to 31)
010 Number of Triple-octet characters (1 to 31)

140 Numeric symbol type
6 = USINT (0 to 255)

7 = UINT (0 to 65 535)
8 = UDINT (0 to 4 294 967 295)
All other values reserved IEC

Figure 13 — Symbolic segment encoding
Charagter symbols can eontain a maximum of 31 characters.

If the symbol isCASCII, double-octet or triple-octet, when comparing segments, the $ymbol
portion shall be handled in a case insensitive manner. For instance "LS101" and "Is101" shall
be congideréd-equal.

Numerte-symbels—canbe-8—16—or32bits-

When a symbolic segment is used in a Padded EPATH, if the length of the segment is odd a
pad octet of 0 shall be added at the end of the segment. The size shall not include the pad octet.

Table 183 shows examples of symbolic segments (values are hexadecimal).
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Table 183 — Symbolic segment examples

Symbolic Segment Notes

[65][LS101] ASCII Symbol. This could refer to a bit in a data
structure

[67][Line_23] ASCII Symbol. This could refer to a controller in a slot

[68][Wire_off] ASCII Symbol. This could refer to a bit in a diagnostic
structure

[60][22][1234][2345] Japanese symbol

[60][C7][1234] 16 bit Numeric Symbol

[6OIC8I 123456 78] 32 bt Numeric Symbot

4.1.9.7 Data segment
4.1.9.71 Data segment purpose and structure

The ddta segment provides a mechanism for delivering data to an application. This may occur
during|connection establishment, or at any other time as defined by ‘the application.

The segment type (first octet) of a data segment shall be in the.range 0x80 through 0x9F (the
three most significant bits shall be 100). This document only)defines the format of the [simple
data s¢gment with a segment type of 0x80; and the ANSl'extended symbol segment (0x91). All
other data segment types shall be reserved (0x81 through0x90, 0x92 through 0x9F).

4.1.9.7.2 Simple Data Segment

The se€lgment type of the simple data segment shall be 0x80. The second octet shall regresent
the nunber of 16-bit words of variable lengthidata (up to 255). Following the second octe¢t shall
be the|variable length data as shown in;T@ble 184. A path may contain more than one|simple
data segment.

Table 184 — Data segment

Parameter, Format Value
segment_type USINT always 0x80
segment,size USINT size of the data[] array in 16-bit words
dataf} UINT

The simple data segment contains data values such as parameters for the target application.
The dbwm_www ion | i j iti ary for

the object, or any other set of object specific information. The data segment shall not be
interpreted by any other device in the path, so only the originating and target applications need
agree on its contents.

4.1.9.7.3 ANSI Extended Symbol Segment

The segment type of the ANSI extended symbol segment shall be 0x91. The second octet shall
represent the number of characters (8-bit) in the symbol. Following the second octet shall be
the variable length symbol as shown in Table 185.

The character portion of the ANSI extended symbol segment shall be handled in a case
insensitive manner. For instance "start1" and "Start1" shall be considered equal.
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Table 185 — ANSI_Extended_Symbol segment

Parameter Format Value
segment_type USINT always 0x91
symbol_size USINT size of the symbol[] array
symboll] USINT
pad USINT only present if symbol_size is odd, always set to zero

The symbol size shall be the size of the symbol [] array in octets and shall not be zero. The
symbo[l_size snall not count the pad octet It It 15 mciuded:

4.1.9.8 Segment definition hierarchy

In gengral, the definition of any rules related to the use of segments is defined-within the|Object
Class and/or Device Profile. When symbolic and/or logical segments are gsed to constfuct an
applicgtion path, the Backus-Naur Form definition is:

applicdtion_path::.= CHOICE {symbolic_application_path class_applicatiop_path,
assembly class_application_path }

symbolic_application_path::=  symbolic_segment  [Connection_Point]  [member_specifjcation]
[bit_spécification]

symbollc_segment::= CHOICE {Symbolic_Segment, ANSI_Extended_Symbol_Segment}
assembly class_application_path::= 20 04 [assembly attribute specification]
class_dpplication_path::= Class_ID [item specification]

NOTE [The Class ID cannot specify the Assembly Object (20 04).

item_sgecification::= CHOICE {attribute_specification, connection_point_specification}

assembly_attribute_specification::= CHOICE {Instance ID, Connection Point} [[Attribyte ID]
[membdr_specification)([bit_specification]]

attribude_specification::= Instance ID [[Attribute ID] [member_specification] [bit_specificatiol

—

]

connectlion (paint_specification::= [Instance ID] Connection Point [member specification]
[bit_spécificution]

member_specification::= CHOICE {Member_ID, extended member_specification}

extended _member_specification::= SEQUENCE of {Array_Index, indirect array specification,
Structure_Member_Number, Structure_Member_Handle}

indirect_array_specification::= Indirect_Array_Index application_path
bit_specification::= CHOICE {Bit_Index, indirect_index_bit_specification}
indirect_bit_specification::= Indirect_Bit_Index application_path

A Symbolic_application_path shall resolve, at run time, to a Class_application_path.
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An Indirect_Array_Index and Indirect_Bit_Index application_path shall evaluate to a positive
integer.

The depth within the application path need only proceed to the degree required by its application.

EXAMPLE
The following are examples of valid application paths.
Class ID,

Class ID, Instance ID

Clasp ID, Instance ID, Attribute ID

Clasp ID, Instance ID, Attribute ID, Member ID

Clasp ID, Connection Point

Clasp ID, Connection Point, Member ID

Clasp ID, Instance ID, Connection Point (see constraint a) below)

Clasp ID, Instance ID, Connection Point, Member ID (see constraint a) below)
Sympolic ID

Sympolic ID, Member ID

Sympolic ID, Connection Point (see constraint b) below)

Sympolic ID, Connection Point, Member ID (see constraint.b)*below)
Sympolic ID, Array Index, Structure Member Number,-Afray Index, Bit Index

Sympolic ID, Indirect_Array_Index, [Class_ID;% Instance_ID, Attribute_ID], Structure_Member_Number,
Array_Index, Bit_Index

The following constraints apply:

a) Insfance ID and ConnectionPoint for Class ID 4 (Assembly Object) shall not b¢ used

together, since for the Assembly object they are defined to be the same.

A1

b) If the Symbolic ID resglves to a Class ID of 4 (Assembly Object) and Instance ID then
Symbolic ID and Cotnection Point shall not be used together, since for the Assembly| object
Insfance and Conhection Point are defined to be the same.

4.1.9.9 Encoded path compression rules

When multiple®*encoded paths are concatenated, the delineation between paths is where a
segmeptsat-a higher level in the hierarchy is encountered. Multiple encoded paths may be
compacted when each path shares the same values at the higher levels in the hiefrarchy.
Extended Logical segments shall not be used in compressed paths. When a segment is
encountered which is at the same or higher level but not at the top level in the hierarchy, the
preceding higher levels are used for that next encoded path.

The examples below show multiple encoded paths in the full and compacted representations.

EXAMPLE 1

Full: Class A, Instance A, Attribute A, Class A, Instance A, Attribute B
Compact: Class A, Instance A, Attribute A, Attribute B

EXAMPLE 2

Full: Class A, Instance A, Attribute A, Class A, Instance B, Attribute A

Compact: Class A, Instance A, Attribute A, Instance B, Attribute A
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The following special compact format is also defined, but only when the class is not the
assembly object:

Full: Class A, Instance B, Class A, Instance B, Connection Point C, Class A,
Instance B, Connection Point D, Data Segment

Compact: Class A, Instance B, Connection Point C, Connection Point D, Data Segment

When a connection path includes a configuration or 1/O path consisting of an instance of the
Assembly object (class code 4) without an attribute, the data attribute (attribute 3) is assumed.

EXAMPIE™3
An encofded path with the contents 20 04 24 xx 24 yy 24 zz followed by a data segment is decoded as‘follows:
20 04 24 xx 30 03 configuration path

20 04 24 yy 30 03 consuming /O path

20 04 24 zz 30 03 producing I/O path

4.1.10| Class, attribute and service codes
4.1.10/1 Code ranges

4.1.10{1.1 Defined ranges

There [shall be three categories for address ranges of Class IDs, Attribute IDs, Connpection
Pointsjand Service Codes as specified in Table 186

Table 186 — Addressing categories

This category Refers to

Open/Public A value which has the)same meaning for all implementers. All object classes and
services defined in [EC 61158-5-2 fall under this category.

Vendor-specific A range of yalies specific to the vendor of a device. These are used by vendors t
extend their devices beyond the available Open/Public options. A vendor internall
manages ‘the use of values within this range. Applies to object classes, attributes,|and
serviees.

Objecf-class specific | Arrange of values whose meaning is defined by an object class. This range appliep to
Service Code definitions.

NOTE |Open valu€s‘are assigned by the ODVA, Inc. organization.

The ClassAD, Attribute ID and Service code values shall be as defined in Table 187 through
Table 19T,

4.1.10.1.2 Class code ID ranges

The Class ID values shall be as shown in Table 187. Class Code = 0x00 is reserved and shall
not be used.
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Table 187 — Class code ID ranges

Range (hex) Range (decimal) Meaning Quantity
0x00 to 0x63 0to 99 Open 100
0x64 to OxC7 100 to 199 Vendor Specific 100
0xC8 to OXEF 200 to 239 Reserved 40
0xFO to 0x2FF 240 to 767 Open 528
0x300 to Ox4FF 768 to 1 279 Vendor Specific 512
0x500 to OxFFFF 1280 to 65 535 Reserved 64 256

NOUTE Reserved ranges can be turther defined Dy the UDVA, InC. organization.

4.1.10/1.3  Attribute ID ranges
The Clpss Attribute ID values shall be as shown in Table 188.
Table 188 — Class Attribute ID ranges
Range (hex) Range (decimal) Meaning Quantity
x00 0 Open 1
0x01 to 0x07 1to7 Reserved Class Attributes forall object class 7
definitions, see Table 193
0x0§ to 0x63 8 to 99 Object Specific 92
0x64 to 0xC7 100 to 199 Vendor Specific 10
0xC§ to OxE3 200 to 227 Reserved ClassAttributes for all object class 28
definitions, seeTable 193
0xE4 to OxFF 228 to 255 Reserved 28]
0x10( to Ox2FF 256 to 767 Object,Specific 511
0x30(d to Ox4FF 768 to 1 279 Vigndor Specific 514
0x50Q to Ox8FF 1280 to 2 303~ Open 1034
0x900| to OXxCFF 2 304 to 3 327 | Vendor Specific 1024
0xDO0O|to OXxFFFF | 3 328 to-65'535 |Reserved 62 2p8
NOTE |[Reserved ranges ‘ean be further defined by the ODVA, Inc. organization.
The Ingtance Attribute ID values shall be as shown in Table 189.

Table 189 — Instance Attribute ID ranges

Range (hex) Range (decimal) Meaning Quantity

0x00 to 0x63 00 to 99 Open 100

0x64 to 0xC7 100 to 199 Vendor Specific 100

0xC8 to OxFF 200 to 255 Reserved 56
0x100 to Ox2FF 240 to 767 Open 512
0x300 to Ox4FF 768 to 1 279 Vendor Specific 512
0x500 to Ox8FF 1280 to 2 303 Open 1024
0x900 to OxCFF 2 304 to 3 327 Vendor Specific 1024
0xDO00 to OxFFFF 3 328 to 65 535 Reserved 62 208

NOTE Reserved ranges can be further defined by the ODVA, Inc. organization.
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1.4 Connection Point ranges

The Connection Point values shall be as shown in Table 190. Connection Point = 0x0000 is
reserved and shall not be used.

Table 190 — Connection Point ranges

Range (hex) Range (decimal) Open objects Quantity
0x0000 0 Not used 1
0x0001 to 0x0063 1to 99 Defined by object 99
0x0064 to 0x00C7 100 to 199 Vendor Specific 100
0X00C8 to 0x00D1 200 to 209 Defined by object 10
0X00D2 to OxO0EF 210 to 239 Reserved 30
0400F0 to OxO0FF 240 to 255 Vendor Specific 16
040100 to 0x02FF 256 to 767 Defined by object 512
040300 to 0x04FF 768 to 1 279 Vendor Specific 512
040500 to Ox7FFF 1280 to 32 767 Defined by object 31488
048000 to OXFFFF 32 768 to 65 535 Vendor Specific 32768
0x00010000 to 0xO00FFFFF 65 536 to 1 048 575 Defined¢bynobject 983 040
0x0010j0000 to OXFFFFFFFF | 1048 576 to 4 294 967 295 Reserved 4293918 720

NOTE

Reserved ranges can be further defined by the ODVA, Ingserganization.

4.1.10

1.5 Service code ranges

The Service code shall be a unique hexadecimal value assigned to each service. The $ervice

Code \
used. |

Tahle 191 — Service code ranges

alues shall be as shown in Table (191. Service Code = 0x00 is reserved and shallnot be
'he object-specific service codes shall be unique only within the class which defing them.

Range (hex) (dl:?:?r?lgl) Meaning Quantity
0xpo 00 Reserved 1
0x01 tp Ox31 0t to 49 Open. These are referred to as Common Services. They are 49
defined in IEC 61158-5-2
0x32 t¢ Ox4A 50 to 74 Vendor Specific 5
0x4B tp 0x63 75 to 99 Object Class Specific 25
0x64 t&-0%F- +00-to—42F Reserved 28
0x80 to OxFF 128 to 255 Reserved for response messages 128

NOTE Reserved range can be further defined by the ODVA, Inc. organization.

4.1.10.
4.1.10.

2 Code definitions

2.1 Object classes

Table 192 defines the class codes for the object classes. All other class codes listed within the
"open" range and not listed in Table 192 shall be reserved. The requirements for these objects
are defined in IEC 61158-4-2 or IEC 61158-5-2.
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The fourth column of Table 192 (Associated Communication object (ACQO)), identifies objects
that could have to be included in the Associated Communication Objects instance attribute (11)
of the Port Object (0xF4). There are also cases where these objects may have instance
numbering restrictions (e.g. instance 1 not allowed), in particular when there is more than one
port of same underlying logical link technology (e.g. TCP/IP Interface object).

If any of these objects (ACOs) is present in a device, see the Port Object (0xF4) specifications
in [IEC 61158-4-2 for more information about:

e when the Port object is required;

o if the Associated Communication Objects instance attribute (11) is required;

o if the object needs to be included in the Associated Communication Objectsinlstance
attribute;
o whether there are any instance ID numbering restrictions on the object.
Table 192 - Class codes
Class fode (hex) | Class code (decimal) Object name Associated Communj|cation
object
Dx01 1 Identity object No
Dx02 2 Message Router object No
Dx03 3 DeviceNet object? Yes
Dx04 4 Assembly object No
Dx05 5 Connection object No
Dx06 6 Connection Manager object No
x0F 15 Parameter, object No
x2B 43 Acknewledge Handler object No
Dx39 57 Safety Supervisor object? No
x3A 58 Safety Validator object? No
Dx42 66 Motion Device Axis object® No
Dx43 67 Time Sync object No
Dx47 & DLR object? Yes
Dx48 72 QoS object? Yes
x4C 76 SERCOS Il Link object® Yes
Dx56 86 PRP/HSR Protocol object? Yes
Dx57 87 PRP/HSR Nodes Table object? Yes
XFO 240 ControlNet object? Yes
O0xF1 241 Keeper object? Yes
0xF2 242 Scheduling object? Yes
OxF3 243 Connection Configuration object? No
OxF4 244 Port object? No
0xF5 245 TCP/IP Interface object? Yes
0xF6 246 Ethernet Link object? Yes
0x109 265 LLDP Management object? No
0x10A 266 LLDP Data Table object? No
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@ This object class is part of system m

¢ This object class is specified in IEC

restrictions on the use of instance 1.

anagement.

b This object class is specified in IEC 61784-3-2.

61800-7-202.

4 An Associated Communication object is defined in the Port object (instance attribute 11) and may have

4.1.10.2.2 Predefined class a

ttributes

Nine predefined Class Attribute IDs shall be reserved, and these predefined/reserved class

attributes-shall-have the definitions listed-in-Table 193 Because these attributes are re erved’
class Attribute ID numbers 1 through 7, 200 and 201 shall always be reserved. Theréfgre, if a
class gttribute is added to an object class specification, it shall start with Attribute IB. #8 gnd be
differept from 200 or 201.
Table 193 — Reserved class attributes for all object class definitions
Attribdite Name Data type Semantics of values
ID
1 Revision UINT The starting, value assigned to this attripute is
one (1), i tpdates that require an incregse in
this valtie are made, then the value of this
attribute increases by one (1).
2 Max Instance UINT This'short version shall be used if no instance
greater than 65 535 is supported.
3 Number of Instances UINT This short version shall be used if no ingtance
greater than 65 535 is supported.
4 Optional attribute list STRUCT of
Number of attributes UINT
Optional attributes ARRAY of UINT
5 Optional service list STRUCT of
Number services UINT
Optional services ARRAY of UINT
6 Maximum ID Number UINT
Class Attributes
7 Maximum ID Number UINT
Instance ‘Attributes
201 Maxdnstance UDINT This long version shall be used if instances
greater than 65 535 are supported.
202 Number of Instances UDINT This long version shall be used if instances
greater than 65 535 are supported.
4.1.10.2.3 OM_Service codes

Codes of the common services for the deterministic control network objects shall be as shown

in Table 194.

NOTE Table 194 lists the codes and names of the common services while IEC 61158-5-2 provides a general

description of each service.
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Table 194 — Common services list

Common service Common service name
code
0x00 reserved
0x01 Get_Attributes_All
0x02 Set_Attributes_All
0x03 Get_Attribute_List
0x04 Set_Attribute_List
0x05 Reset
0x06 Start
0x07 Stop
0x08 Create
0x09 Delete
0x0A Multiple_Service_Packet
0x0B to 0x0C reserved
0x0D Apply_Attributes
0x0E Get_Attribute_Single
0xOF reserved
0x10 Set_Attribute_Single
0x11 Find_Next_Object_Instance
0x12 to Ox14 reserved
0x15 Restore
0x16 Save
0x17 NOP (No ggeration)
0x18 Get_Member
0x19 SetiMember
0x1A Insert_Member
0x1B Remove_Member
0x1C Group_Sync
Ox1D Get_Connection_Point_Member_List
O0x1E to 0x31 reserved
Codes|aofithe object specific services for the Identity object shall be as shown in Table 195.

Table 195 — Identity object specific services list

Object specific Service name
service code

0x4B Flash_LEDs

Codes of the object specific services for the Message Router object shall be as shown in
Table 196.


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 152 — IEC 61158-6-2:2023 © |EC 2023

Table 196 — Message Router object specific services list

Object specific Service name
service code

0x4B Symbolic_Translation

0x4C Send_Receive_Fragment

Codes of the object specific services for the Acknowledge Handler object shall be as shown in

Table 197.

Code qf the object specific service for the Parameter object shall.be as shown in Table

4.1.102.4

Codes|of the services specific to the<€Connection Manager shall be as shown in Table 1

Table 197 — Acknowledge Handler object specific services list

Object specific Service name
service code
0x4B Add_AckData_Path
0x4C Remove_AckData_Path

Table 198 — Parameter object specific.services list

Object specific Service/'name
service code

0x4B Get_Enum_String

CM_Service codes

198.

9.

NOTE [fable 199 lists the codes and-names of the services while IEC 61158-5-2 provides a general descifiption of

each sepvice.

Table-199 — Services specific to Connection Manager

Service Service name
code

0x4E Forward_Close

4.1.10.2.5

0x52 Unconnected_Send

0x54 Forward_Open

0x56 Get_Connection_Data
0x57 Search_Connection_Data
0x5A Get_Connection_Owner

0x5B Large_Forward_Open

CO_Service codes

Codes of the services specific to the Connection object shall be as shown in Table 200.

NOTE Table 200 lists the codes and names of the services while IEC 61158-5-2 provides a general description of

each service.
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Table 200 — Services specific to Connection object

Service Service name
code

0x4B Connection_Bind

0x4C Producing_Application_Lookup
Ox4E SafetyClose
0x54 SafetyOpen

4.1.10 3—Bevice-types

In ordqgr to allow interoperability and interchangeability, a device type shall be used to identify
similar[devices which

e exlhibit the same behavior;

e produce and/or consume the same basic set of data;

e corjtain the same basic set of configurable attributes.

The formal definition of this information is known as a Device Profile: all devices with the¢ same
device[type number shall meet the requirements specified in ¢he"Device Profile for that|device
type.

"Device Type" is a required instance attribute of)the Identity object as described in
IEC 61/158-5-2.

Devicel types shall be either publicly defined-or vendor specific. Table 201 specifies the

numbefring scheme to be used for device type numbering.

Table 201 =*Device type numbering

Range Type Quantity
0x00 to 0x63 Publicly Defined — Reserved 100
0x64 to'0xC7 Vendor Specific 100
0xC8 to OxFF Reserved 56

0x100 to Ox2FF Publicly Defined — Reserved 512
0x300 to Ox4FF Vendor Specific 512
0x500 to OxFFFF Reserved 64 256

All publicly defined device types shall have the same meaning for all implementers and are
reserved.

The Generic Device type (type number = 0x00) is deprecated for new devices. It was previously
used to define a device that does not fit into any of the defined device types.

NOTE The actual definition of publicly defined device types and corresponding Device Profiles is outside the scope
of this document. They are defined by the ODVA, Inc. organization.

Vendor specific device types may be developed and vendors need not publish them. Each
vendor shall maintain their own vendor-specific device types and corresponding number

allocat

ion.
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4.1.10.4 Implementation profile numbers

Implementation Profiles describe collections of information and functionality that the device
supports, independent of its Device Type. Unlike Device Profiles, Implementation Profiles group
subsets of Type 2 technologies and characteristics, providing a high-level description of the
capabilities of a device.

The building blocks of an Implementation Profile are its features, which represent logical
groupings of functions. A function can be comprised of one or more objects, attributes and
services and/or other requirements.

Each Implementation Profile is defined by a structure with two members:

e Prdfile number — a unique identifier (UINT);

e Features supported — a bit string (DWORD) where the meaning of the individual bits is|profile
spqcific, with the exception of bit 31 which is reserved.

This information will be used in the Implementation Profiles instance attribute of the Identity
object fo report supported profiles (see IEC 61158-5-2).

Table 202 specifies the numbering scheme to be used for implemernitation profile numbering.

Table 202 — Implementation profile faumbering

Range Type Quantity
0x00 Reserved 1
0x01 - 0x63 Publicly Defined Reserved 99
0x64- OxC7 Vendor\Specific 100
0xC8 - OxFF Reserved 56
0x100 - Ox2FF Publicly Defined — Reserved 512
0x300 - Ox4FF Vendor Specific 512
0x500 - OXFFFF Reserved 64 256

NOTE [The list of public iniplementation profiles is managed by the ODVA, Inc. organization. Definition of the
implementation profiles and their feature values is outside the scope of this document.

4.1.11| Error codes
4.1.111 CM.errors

The erfor/codes are returned with the response to a Connection Manager Service Rlequest
which restfted-mran-error—Hhese—errorcodes—shattbetsedto hc:p d;ayllucc the plub: m with
a Service Request. The error code shall be split into an 8 bit general status and one or more
16 bit words of extended status. Unless specified otherwise, only the first word of extended
status shall be required. Additional words of extended status may be used to specify additional
device specific information. All devices which originate messages shall be able to handle
multiple words of extended status.

Table 203 provides a summary of the available error codes.

Only the type of node indicated in the "Detected by" column shall return the general
status/extended status code. The "Detected by" column values are Originator, Router and/or
Target. When detected by Router or Target devices these error codes will be contained in the
response packet. When detected by Originator these error codes may be reported back to the
application via an object interface (e.g. Connection Configuration object) or other internal
interface.
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Table 203 — Connection Manager service request error codes

General | Extended | Detected Explanation and description
Status Status by P P
0x00 Service completed successfully.
0x01 0x0000 to Obsolete
0x00FF
0x01 0x0100 |Router CONNECTION IN USE OR DUPLICATE FORWARD OPEN
Target This extended status code shall be returned when an originator is trying to make
a connection to a target with which the originator could have already established
a connection (Non-null/matching Forward_Open — see 4.1.5.3.2.2).
0x01 0x0101 to Reserved
0x0102
0x01 0x0103 |Target TRANSPORT CLASS AND TRIGGER COMBINATION NOT SUPRORTED
A transport class and trigger combination has been specified which is not
supported by the target application.
0x01 0x0104 Reserved
0x01 0x0105 Reserved for IEC 61784-3-2
0x01 0x0106 |Target OWNERSHIP CONFLICT
The connection cannot be established sincevanother connection has exclysively
allocated some of the resources requiredifor-this connection. An example| of this
would be that only one exclusive owner{connection can control an output |point
on an I/O Module. If a second excluSive owner connection (or redundant ¢wner
connection) is attempted, this error shall be returned.
0x01 0x0107 |Target TARGET CONNECTION NOTEOUND
This extended status code*shall be returned in response to the Forward_Close
request, when the connettjon that is to be closed is not found at the targgt node.
Routers shall not generate this extended status code. If the specified conpection
is not found at the router, the close request shall still be forwarded using fthe
path specified in the Forward_Close request.
0x01 0x0108 |Router INVALID NETWORK CONNECTION PARAMETER
Target This extended status code shall be returned as the result of specifying a
connection type, connection priority, redundant owner or fixed/variable thpat is
not-supported by the device.
NOTE This extended status code is "deprecated". It is highly recommenged
that 0x011F, 0x0120, 0x0121, 0x0122, 0x0123, 0x0124, 0x0125 or 0x013R be
used instead.
0x01 0x0109 |Router INVALID CONNECTION SIZE
Target This extended status code is returned when the target or router does not support
the specified connection size. This could occur at a target because the size
does not match the required size for a fixed size connection. It could occyr at a
router if the requested size is too large for the specified network.
An additional status word may follow indicating the maximum connection pize
supported by the responding node. The additional status word is requiredlwhen
issued in response to the Large_Forward_Open.
NOTE This extended status code is "deprecated". It is highly recommended
that 0x0126, 0x0127, or 0x0128 be used instead. The only allowed exception is
for Type 2/Type 15 translators. These translators cannot use 0x0126, 0x0127 or
0x0128 because expected sizes are unknown.
0x01 | O0x010A to Reserved
0x010F
0x01 0x0110 |Target TARGET FOR CONNECTION NOT CONFIGURED

This extended status code shall be returned when a connection is requested to a
target application that has not been configured and the connection request does
not contain a data segment for configuration (see 4.1.9.7).
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General | Extended | Detected Explanation and description
Status Status by P P
0x01 0x0111 | Router RPI NOT SUPPORTED.

Target This extended status code shall be returned if the device can not support the
requested O=T or T=0 RPI. This extended status code may also be used if the
connection time-out multiplier produces a time-out value that is not supported by
the device or the production inhibit time is not valid.

It is highly recommended to use Extended Status 0x0112 when the RPI values(s)

are not acceptable.

Use of this extended status code when the connection time-out multiplier is not

supported is deprecated. It is highly recommended that 0x0133 be used instead.

Use of this extended status code when the production inhibit time is net.vjalid is

deprecated. It is highly recommended that 0x011B be used instead.

0x01 0x0112 | Router RPI VALUE(S) NOT ACCEPTABLE

Target This extended status code shall be returned when the RPI value(s) in the
Forward Open request are outside the range required by the application ip the
target device or the target is producing at a different integval. The target ghall
include information with acceptable RPI(s). For this error} the extended sf{atus
size is 6 16-bit words and is formatted as follows.

Data type Value Explanation of field

UINT 0x0112 Extended status/code

USINT variable Acceptable Qriginator to Target RPI (see belpw)
type:

0 —the RPI specified in the Forward Open whs
acceptable (the Originator to Target RPI valye is
ignored). @

1 — unspecified (used to suggest an alternat¢ RPI,
e.g. default)

2 — minimum acceptable RPI (used when RP| was
too fast for range)

3 — maximum acceptable RPI (used when RRI was
too slow for range)

4 — required RPI to correct mismatch (used when
data already being consumed at a different ipterval)
5 to 255 — reserved

USINT variable Acceptable Target to Originator RPI (see belpw)
type:

0 — the RPI specified in the Forward Open was
acceptable (the Target to Originator RPI valye is
ignored). @

1 — unspecified (used to suggest an alternat¢ RPI,
e.g.default)

Z — minmum acceptable RPT (Used when RP| was
too fast for range)

3 — maximum acceptable RPI (used when RPI was
too slow for range)

4 — required RPI to correct mismatch (used when
data already being produced at a different interval,
typically multicast)

5 to 255 — reserved

UDINT variable Value of Originator to Target RPI that is within the
acceptable range for the application. This field is
defined the same as the RPI parameter in the
Forward Open request.

UDINT variable Value of Target to Originator RPI that is within the
acceptable range for the application. This field is
defined the same as the RPI parameter in the
Forward Open request.
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General
Status

Extended
Status

Detected
by

Explanation and description

a8  The value of the Originator to Target and Target to Originator types shall not
both be 0.

0x01

0x0113

Originator
Router

Target

OUT OF CONNECTIONS

Connection Manager cannot support any more connections. The maximum
number of connections supported by the Connection Manager has already been
created.

0x01

0x0114

Router

Target

VENDOR ID OR PRODUCT CODE MISMATCH

The Product Code or Vendor ID specified in the electronic key logical segment
does not match the Product Code or Vendor ID of the device. If the compatibility

Iult ;D act t:l;b U}\tclldcu‘ Dtdtub \.:U\JC ;D IUtuIIIU\J VV:ICII t:IU IUL{UCD:U\‘: ‘VIUII\JL F ID OI'
Product Code is 0 or the device cannot emulate the specified Vendor_ID-gr
Product Code.

0x01

0x0115

Router

Target

DEVICE TYPE MISMATCH

The Device Type specified in the electronic key logical segment’does not|match
the Device Type of the device. If the compatibility bit is set this extended |status
code is returned when the requested Device Type is 0orithe device cannpt
emulate the specified Device Type.

EXCEPTION: If the compatibility bit is set, Devicé/fype 0 is allowed if the
recipient can emulate a device that reports the"deprecated Generic Device Type
Number.

0x01

0x0116

Router

Target

REVISION MISMATCH

The major and minor revision specified in the electronic key logical segmeént
does not correspond to a valid revision of the device. If the compatibility bit is
set this extended status code is{retirned when the requested Major Revigion
and/or Minor Revision is 0 orithe device cannot emulate the specified Major
Revision.

0x01

0x0117

Target

INVALID PRODUCED,OR.CONSUMED APPLICATION PATH

The produced or consumed application path specified in the connection pjth
does not correspehd to a valid produced or consumed application path within the
target application=“This error could also be returned if a produced or consjumed
application path*was required, but not provided by a connection request.

NOTE .This" extended status code is "deprecated". It is highly recommenged
that Ox012A, 0x012B, or 0x012F be used instead.

0x01

0x0118

Target

INVALID OR INCONSISTENT CONFIGURATION APPLICATION PATH

An application path specified for the configuration data does not correspgnd to a
configuration application or is inconsistent with the consumed or produced
application paths. For example the connection path specifies float configyration
data while the produced or consumed paths specify integer data.

NOTE This extended status code is "deprecated". It is highly recommenfled
that 0x0129 or 0x012F be used instead.

0x01

0x0119

Target

NON-LISTEN ONLY CONNECTION NOT OPENED

Connection request fails since there are no non-Listen Only connections with the
same T=0 application path currently open. See IEC 61158-5-2, 6.3.1.4.9, for a

description of application connection types.

The extended status code shall be returned when an attempt is made to
establish a Listen Only connection type to a target, which has no non-Listen
Only connections with the same T=0 application path already established.

0x01

0x011A

Target

TARGET OBJECT OUT OF CONNECTIONS

The maximum number of connections supported by this instance of the target
object has been exceeded.

For example, the Connection Manager could support 20 connections while the
target object can only support 10 connections. On the 11" Connection Request
to the target object, this extended status code would be used to signify that the
maximum number of connections already exist to the target object.

0x01

0x011B

Target

THE PRODUCTION INHIBIT TIME IS GREATER THAN THE RPI
The Production Inhibit Time is greater than the Target to Originator RPI.
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General | Extended | Detected

Status Status by Explanation and description

0x01 0x011C | Router TRANSPORT CLASS NOT SUPPORTED

Target The transport class requested in the Transport Type/Trigger parameter is not
supported.

0x01 0x011D | Router T=0 PRODUCTION TRIGGER NOT SUPPORTED

Target The T=0 production trigger requested in the Transport Type/Trigger parameter
is not supported.

0x01 0x011E | Target DIRECTION NOT SUPPORTED

The direction requested in the Transport Type/Trigger parameter is not
supported

0x01 0x011F | Target INVALID ORIGINATOR TO TARGET NETWORK CONNECTION FIXVAR

This extended status code shall be returned as the result of specifying an O=T
fixed / variable flag that is not supported.

0x01 0x0120 |Target INVALID TARGET TO ORIGINATOR NETWORK CONNECTION FIXVAR

This extended status code shall be returned as the resgit'of specifying a T=0
fixed / variable flag that is not supported.

0x01 0x0121 | Target INVALID ORIGINATOR TO TARGET NETWORK CONNECTION PRIORIT]

=<

This extended status code shall be returned/as-the result of specifying an O=T
priority code that is not supported.

0x01 0x0122 |Target INVALID TARGET TO ORIGINATOR NETWORK CONNECTION PRIORITfY

This extended status code shall bé returned as the result of specifying a T=0
priority code that is not supported.

0x01 0x0123 |Target INVALID ORIGINATOR TO TARGET NETWORK CONNECTION TYPE

This extended status codg,shall be returned as the result of specifying anf O=T
connection type that istnot supported.

0x01 0x0124 | Router INVALID TARGET-TO ORIGINATOR NETWORK CONNECTION TYPE

Target This extended-status code shall be returned as the result of specifying a T=0
connection, type that is not supported.

0x01 0x0125 |Router INVALID:ORIGINATOR TO TARGET NETWORK CONNECTION
REDUNBDANT_OWNER

Target
This“extended status code shall be returned as the result of specifying an O=T
Redundant Owner flag that is not supported.
0x01 0x0126 |Target INVALID CONFIGURATION SIZE

This extended status code is returned when the target device determines|that
the data segment provided in the Connection_Path parameter did not conftain an
acceptable number of 16-bit words for the configuration application path

requested.
An additional status word shall follow indicating the maximum configuratign size
supported.
Datatype Vatue—— | Exptamatiomoffletd——
UINT 0x0126 Extended Status Code

UINT Size Max size in words
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General | Extended | Detected Explanation and description
Status Status by P P
0x01 0x0127 |Router INVALID ORIGINATOR TO TARGET NETWORK CONNECTION SIZE
Target This extended status code is returned by the target when the size of the
consuming object declared in the Forward_Open request and available on the
target does not match the size declared in the O=T Network Connection
Parameter.
This extended status code is returned by a router when it cannot support the
size requested in the O=T Network Connection Parameter.
An additional status word shall follow indicating the maximum originator to target
size supported.
Dﬂtﬂ typc \v'u:uc :I\P:ﬂllﬂt;vll Uf f;c:d

UINT 0x0127 Extended Status Code
UINT Size Max size in octets

0x01 0x0128 |Router INVALID TARGET TO ORIGINATOR NETWORK CONNECTION/SIZE

Target This extended status code is returned by the target whenjthie size of the
producing object declared in the Forward Open requestrand available on {he
target does not match the size declared in the T=0 _Network Connection
Parameter.
This extended status code is returned by a router when it cannot support the
size requested in the T=0 Network Connection Parameter.
An additional status word shall follow indicating the maximum target to orjginator
size supported.
Data type Value Explanation of field

UINT 0x0128 Extended Status Code
UINT Size Max size in octets

0x01 0x0129 |Target INVALID CONFIGURATION APPLICATION PATH
The configuration-application path specified in the connection path does not
correspond to a‘walid configuration application path within the target appl{cation.
This error could*also be returned if a configuration application path was
required, but-hot provided by a connection request.

0x01 0x012A | Target INVALID;CONSUMING APPLICATION PATH
The consumed application path specified in the connection path does not
correspond to a valid consumed application path within the target application.
This error could also be returned if a consumed application path was reqdired,
but not provided by a connection request.

0x01 0x012B | Target INVALID PRODUCING APPLICATION PATH
The produced application path specified in the connection path does not
correspond to a valid produced application path within the target application.
This error could also be returned if a produced application path was required,
but not provided by a connection request.

0x01 0x012C | Target CONFIGURATION SYMBOL DOES NOT EXIST
Configuration Symbol does not exist. The originator attempts to connect to a
configuration tag name, but the name is not on the list of tags defined on the
target.

0x01 0x012D | Target CONSUMING SYMBOL DOES NOT EXIST
Consuming Symbol does not exist. The originator attempts to connect to a
consuming tag name, but the name is not on the list of tags defined on the
target.

0x01 0x012E | Target PRODUCING SYMBOL DOES NOT EXIST
Producing Symbol does not exist. The originator attempts to connect to a
producing tag name, but the name is not on the list of tags defined on the target.

0x01 0x012F |Target INCONSISTENT APPLICATION PATH COMBINATION

The combination of configuration and/or consume and/or produce application
paths specified in the connection path are inconsistent with each other.
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General | Extended | Detected Explanation and description
Status Status by P P

0x01 0x0130 |Target INCONSISTENT CONSUME DATA FORMAT
Information in the data segment is not consistent with the format of the
consumed data. For example the configuration data specifies float configuration
data while the consumed path specifies integer data.

0x01 0x0131 | Target INCONSISTENT PRODUCE DATA FORMAT
Information in the data segment is not consistent with the format of the produced
data. For example the configuration data specifies float configuration data while
the produced path specifies integer data.

0x01 0x0132 |Target NULL FORWARD OPEN FUNCTION NOT SUPPORTED
The target does not support the function requested by the Null Forward,Open.
The requested function may be "ping a device", "configure a device's
application", or "reconfigure a target device's application".

0x01 0x0133 | Target CONNECTION TIMEOUT MULTIPLIER NOT ACCEPTABLE

Router This extended status code shall be returned as the result ofSpecifying a

connection timeout multiplier value that is reserved or that\produces a tinjeout
value that is too large to support in the device.

0x01 0x0134 |Target MISMATCHED T=0 NETWORK CONNECTION S${ZE
This extended status code shall be returned when an originator requests fo open
a Multicast connection to a T=0 applicaticngath that is already being prpduced
for another connection and the Size field¢in the T=0 Network Connection
Parameters in this request is valid but doesn't match the existing connectjon's
Size field.

0x01 0x0135 |Target MISMATCHED T=0 NETWORK CONNECTION FIXVAR
This extended status code shallbe returned when an originator requests fo open
a Multicast connection to a“[=0 application path that is already being prpduced
for another connection and the Fixed/Variable bit in the T=0 Network
Connection Parameters.in this request is valid but doesn't match the exisfing
connection's Fixed/\ariable bit.

0x01 0x0136 |Target MISMATCHED =0 NETWORK CONNECTION PRIORITY
This extended status code shall be returned when an originator requests fo open
a Multicast connection to a T=0 application path that is already being prpduced
for angther connection and the Priority field in the T=0 Network Connectjon
Parameters in this request is valid but doesn't match the existing connectjon's
Priority field.

0x01 0x0137 |Target MISMATCHED TRANSPORT CLASS
This extended status code shall be returned when an originator requests fo open
a Multicast connection to a T=0 application path that is already being prpduced
for another connection and the Transport Class in this request is valid bu
doesn't match the existing connection's Transport Class.

0x01 0x0438~ | Target MISMATCHED T=0 PRODUCTION TRIGGER
This extended status code shall be returned when an originator requests fo open
a Multicast connection to a T=0 application path that is already being prpduced
for another connection and the T=0 Production Trigger in this request is valid
but doesn't match the existing connection's T=0 Production Trigger.

0x01 0x0139 |Target MISMATCHED T=0 PRODUCTION INHIBIT TIME SEGMENT
This extended status code shall be returned when an originator requests to open
a Multicast connection to an application path that is already being produced for
another connection and the PIT in this request is valid but doesn't match the
existing connection's PIT.

0x01 0x013A | Router SERIAL NUMBER MISMATCH

Target The Serial Number specified in the electronic key logical segment does not

match the Serial Number of the device.

0x01 | 0x013B to Reserved

0x0202
0x01 0x0203 | Originator | CONNECTION TIMED OUT

This extended status code shall occur when a connection has timed-out.
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0x0309

General | Extended | Detected Explanation and description
Status Status by P P
0x01 0x0204 | Originator |UNCONNECTED REQUEST TIMED OUT
Router An originator or router processing an Unconnected_Send, Forward_Open,
Large_Forward_Open, or Forward_Close service shall return an Unconnected
Target Request Timed Out error when the request cannot be delivered to the next
device in the path (e.g the link specific retries fail), the allotted time is not
sufficient to process the request, or no reply is received within the time specified
by the Tick_time/Time-out_ticks parameters.
A target processing a Forward_Open, Large_Forward_Open, or Forward_Close
service may return an Unconnected Request Timed Out error when the allotted
time is not sufficient to process the request.
SEE #.1.0.0 10T Tore [mormation.
0x01 0x0205 |Router PARAMETER ERROR IN UNCONNECTED REQUEST SERVICE
For example, this shall be caused by a Connection Tick Time (see 4:1.6.4) and
Connection time-out combination in an Unconnected_Send, Férward_Opgn, or
Forward_Close service that is not supported by a router.
0x01 0x0206 | Originator | MESSAGE TOO LARGE FOR UNCONNECTED_SEND,SERVICE
Router This shall be caused when the Unconnected_Send jis teo large to be sent|out on
a network.
0x01 0x0207 | Originator | UNCONNECTED ACKNOWLEDGE WITHOUT'RESPONSE
Router The message was sent via the unconnectedumessage service and an
acknowledge was received but a data response message was not received.
0x01 0x0208 |Target THIS SERVICE REQUIRES A CONNECTION
The message was sent via an unconnected message service but the mesgage
shall be sent over a connection.
0x01 0x0209 to Reserved
0x0300
0x01 0x0301 | Originator |NO BUFFER MEMQRY AVAILABLE
Router This extended status code shall occur when insufficient connection buffen
memory is available in the device.
Target
0x01 0x0302 | Originator | LINK TRANSMIT TIME NOT AVAILABLE FOR DATA
Router This extended status code shall be returned by any device in the path that is a
producer and can not allocate sufficient link transmit time for the connectjon on
Target its'link. This can only occur for connections that are specified as schedulgd
priority.
0x01 0x0303 | Originator |NO CONSUMED CONNECTION ID FILTER AVAILABLE
Router Any device in the path that contains a link consumer for the connection and
does not have an available consumed_connection_id filter available shall|return
Target this extended status code.
0x01 0x0304 | Originator |[NOT CONFIGURED TO SEND SCHEDULED PRIORITY DATA
Router If requested to make a connection that specifies scheduled priority, any device
triat ib uridbie 10 seld PdCRels uuring e scricaulied pU[I.iUII Ol {ITE NEetWOort
Target update time interval shall return this extended status code.
0x01 0x0305 |Router SCHEDULE SIGNATURE MISMATCH
This extended status code shall be returned when the connection scheduling
information in the originator device is not consistent with the connection
scheduling information on the target network.
0x01 0x0306 |Router SCHEDULE SIGNATURE VALIDATION NOT POSSIBLE
This extended status code shall be returned when the connection scheduling
information in the originator device can not be validated on the target network.
0x01 0x0307 |Router STROBE OUTPUT NOT SUPPORTED
Reserved for specific network communication profiles.
0x01 0x0308 to Reserved
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General | Extended | Detected

Status Status by Explanation and description

0x01 0x0310 |Router PARTICIPANT CONNECTION OPEN

Target At least one participant connection is open.

0x01 0x0311 | Originator | PORT NOT AVAILABLE

Router A Port specified in a Port Segment is Not Available or does not exist.

0x01 0x0312 | Originator | LINK ADDRESS NOT VALID
Router Link Address specified in Port Segment Not Valid

This extended status code is the result of a port segment that specifies a link
address that is not valid for the target network type. This extended status code
Shall not be Used Tor [INK addresses that are vald 1or the target network type but
do not respond.

0x01 0x0313 |Router DUPLICATE PARTICIPANT ID
Target

0x01 0x0314 |Router PARTICIPANT ID NETWORK SEGMENT IS MISSING

Target
0x01 0x0315 | Originator [ INVALID SEGMENT IN CONNECTION PATH
Router Invalid Segment Type or Segment Value in Canngection Path
Target This extended status code is the result of axdeVice being unable to decodg the

connection path. For example, this could-be caused by an unrecognized gath

type or a segment type occurring unexpectedly. This extended status code shall
only be used when no other more spgcific extended status code provided|in this
table applies.

0x01 0x0316 | Router FORWARD CLOSE SERVICEN\GONNECTION PATH MISMATCH

Target The connection path in the Forward_Close service does not match the
connection path in the eohhection being closed. This extended status errgr code
has been "deprecated“ because the Forward_Close service uses the confection
triad for matching and doesn't use the connection path.

0x01 0x0317 | Originator | SCHEDULING NOT SPECIFIED

Router Either the'Schedule Network Segment was not present or the Encoded Value in
the Schedule Network Segment is invalid (i.e. 0).

Target
0x01 0x0318 | Originator | LINKJADDRESS TO SELF INVALID
Router Under some conditions (depends on the device), a link address in the Poit

Segment which points to the same device (loopback to oneself) is invalid

0x01 0x0319 |Routern SECONDARY RESOURCES UNAVAILABLE

Target In a dual chassis redundant system, a connection request that is made to|the
primary system shall be duplicated on the secondary system. If the secondary
system is unable to duplicate the connection request, then this extended ptatus
code shall be returned.

0x01 0X031A | Target RACK CONNECTION ALREADY ESTABLISHED

A Tequest 10T a Module COnnection Nas Deel refused DeCduse pdrt Ol the
corresponding data is already included in a rack connection.

0x01 0x031B | Target MODULE CONNECTION ALREADY ESTABLISHED

A request for a rack connection has been refused because part of the
corresponding data is already included in a module connection.

0x01 0x031C | Originator | MISCELLANEOUS

Router This extended status is returned when no other extended status code applies for
a connection related error.

Target
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General | Extended | Detected Explanation and description
Status Status by P P
0x01 0x031D | Target REDUNDANT CONNECTION MISMATCH
This extended status code shall be returned when the following fields do not
match when attempting to establish a redundant owner connection to the same
target path:
O=>T_RPI;
O=>T_connection_parameters;
T=>0_RPI;
T=>0_connection_parameters;
XPOTt_type_amnd_trigger:
0x01 0x031E | Target NO MORE USER CONFIGURABLE LINK CONSUMER RESOURCES
AVAILABLE IN THE PRODUCING MODULE
A target shall return this extended status when the configured(number of
consumers for a producing application are already in use.
0x01 0x031F | Target NO USER CONFIGURABLE LINK CONSUMER RESOURCES CONFIGURED IN
THE PRODUCING MODULE
A target shall return this extended status when théreare no consumers
configured for a producing application to use.
0x01 0x0320 to Vendor specific
0x07FF
0x01 0x0800 | Originator | NETWORK LINK OFFLINE
Router Network link in path to module is~offline
0x01 0x0801 to Reserved for IEC 61784-3-2
0x080F
0x01 0x0810 |Target NO TARGET APPLICATION DATA AVAILABLE
This extended statu$ code is returned when the target application does n¢t have
valid data to produce for the requested connection.
0x01 0x0811 | Originator | NO ORIGINATOR APPLICATION DATA AVAILABLE
This extended status code is returned when the originator application dogs not
have.valid data to produce for the requested connection.
0x01 0x0812 | Originator | NODE'ADDRESS HAS CHANGED SINCE THE NETWORK WAS SCHEDYLED
Router A touter on a scheduled network has a different node address than the vglue
configured in the connection originator.
0x01 0x0813 | Routern NOT CONFIGURED FOR OFF-SUBNET MULTICAST
Target A multicast connection has been requested between a producer and a copsumer
that are on different subnets, and the producer is not configured for off-sybnet
multicast.
0x01 0x0814 |Target INVALID PRODUCE/CONSUME DATA FORMAT
Information in the data segment indicates that the format of the produced|and/or
consurmed ddta 1S Not vdlld.
NOTE This extended status code is "deprecated". It is highly recommended
that 0x0130 or 0x0131 be used instead.
0x01 0x0815 to Reserved for IEC 61784-3-2
0x0834
0x01 0x0835 to Reserved
0x08FF
0x01 0x0900 to Reserved for security related status
0x09FF
0x01 0x0A00 |Target UDP PORT FOR CLASS 0/1 NOT OPEN
The UDP port required to open the requested Class 0 or Class 1 connection has
been disabled.
0x01 0x0AO01 to Reserved for specific network communication profiles.

OxO0AFF
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General | Extended | Detected Explanation and description

Status Status by
0x01 0x0BO0O0 to Reserved
OxFCFF
0x01 0xFDOO Reserved (not to be used)
OthCI;FF

0x02 Empty |Originator | RESOURCE UNAVAILABLE FOR UNCONNECTED_SEND
Router The device lacks the resources to fully process the Unconnected Send Request.

0x04 Empty | Router PATH SEGMENT ERROR IN UNCONNECTED SEND

Indicates the Type 2 router experienced a parsing error when extracting the
Explicit Messaging Request from the Unconnected Send Request Servicel Data.

0x09 Index to | Target ERROR IN DATA SEGMENT.

Element . . .
This general status code shall be returned when there is an error in"the dpta

segment of a forward open.

The Extended Status shall be the index to where the errer. was encountergd in
the Data Segment (see 4.1.9.7).

0x0C Optional | Target OBJECT STATE ERROR

This general status code shall be returned when the state of the target oljject of
the connection prevents the service request/from being handled. The Ext¢nded
Status reports the object's present state. Thevextended status is optional.

For example, a target (application) object)of the connection can need to He in an
edit mode before attributes can be_set. This is different from a service bejng
rejected due to the state of the device.

0x10 Optional |Router DEVICE STATE ERROR

Target This general status code shall be returned when the state of the device pfevents
the service request from(being handled. The Extended Status reports the
device's present state. " The extended status is optional.

For example, a controller may have a key switch which when set to the "hard
run" state causes‘Service Requests to several different objects to fail (i.e
program edits)-“This general status code would then be returned.

0x13 None Router NOT ENOUGH DATA

Target The_ service did not supply enough data to perform the specified operation.
0x15 None Router TOO'MUCH DATA
Target The service supplied more data than was expected.

4.1.11)2 OM errors

4.1.11)2.1 General status format

Generarl status used in the service primitives is specified in Table 204.
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Table 204 — General status codes

Status Name Description and meaning of status code
code
0x00 Success Service was successfully performed by the object specified
0x01 Communication related problem | A communications subsystem related problem was detected along
the communications path.
This general status code is unique, as all extended status codes
are scoped at the device level instead of the object level. They
are all documented in Table 203 (Connection Manager service
request error codes).
0x02 Resource unavailable [ Resources needed for the object to perform the requested service
were unavailable
0x0 Invalid parameter value See status code 0x20, which is the preferred value towuse for this
condition
0x04 Path segment error The path segment identifier or the segment syntax was nof
understood by the processing node. Path processing shall |stop
when a path segment error is encountered
0x0 Path destination unknown The path is referencing an object class\instance or structure
element that is not known or is not’contained in the procesfing
node. Path processing shall stop-when a path destination
unknown error is encountered
0x0 Partial transfer Only part of the expected data was transferred
ox0T Connection lost The messaging conneCtion was lost
0x0 Service not supported The requested seryice was not implemented or was not defined
for this class or object instance
0x09 Invalid attribute value Invalid attribute' data detected
0x0A Attribute list error An attribute’in the Get_Attribute_List or Set_Attribute_List
response has a non zero status
0x0mB Already in requested mode/state | The,object is already in the mode/state being requested by| the
service
0x0¢ Object state conflict The object cannot perform the requested service in its curfent
mode/state
0x0Dp Object already exists The requested instance of object to be created already exipts
OxOH Attribute not settable A request to modify a non-modifiable attribute was receivefl
OxO0F Privilege violation A permission/privilege check failed
0x1 Device state\conflict The device's current mode/state prohibits the execution of fthe
requested service
0x1 Resporise data too large The data to be transmitted in the response buffer is larger fhan
the allocated response buffer
0x1 Fragmentation of a primitive The service specified an operation that is going to fragmert a
value primitive data value, i.e. half a REAL data type
0x13 Not enough data The service did not supply enough data to perform the specified
operation
0x14 Attribute not supported The attribute specified in the request is not supported
0x15 Too much data The service supplied more data than was expected
0x16 Object instance does not exist The object instance specified does not exist in the device. This
error code shall be used instead of 0x05 (Path Destination
Unknown) when the class is supported but the specific instance
does not exist.
0x17 Service fragmentation sequence | The fragmentation sequence for this service is not currently
not in progress active for this data
0x18 No stored attribute data The attribute data of this object was not saved prior to the
requested service
0x19 Store operation failure The attribute data of this object was not saved due to a failure

during the attempt.
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Sct::‘;;s Name Description and meaning of status code
Ox1A Routing failure, request packet The service request packet was too large for transmission on a
too large network in the path to the destination. The routing device was
forced to abort the service
0x1B Routing failure, response packet | The service response packet was too large for transmission on a
too largek network in the path from the destination. The routing device was
forced to abort the service
0x1C Missing attribute list entry data The service did not supply an attribute in a list of attributes that
was needed by the service to perform the requested behavior
0x1D Invalid attribute value list The service is returning the list of attributes supplied with status
information for those attributes that were invalid
Ox1E Embedded service error An embedded service resulted in an error
Ox1k Vendor specific error A vendor specific error has been encountered. The.extended
status code field of the error response defines the particular error
encountered. Use of this general status code shauld only He
performed when none of the status codes présénted in thig table
or within an object class definition accurately reflect the erfor
0x2 Invalid parameter A parameter associated with the request was invalid. This pode is
used when a parameter does not meet the requirements off this
specification and/or the requirements defined in an application
object specification
0x2 Write once value or medium An attempt was made to write to a write once medium (e.g
already written WORM drive, PROM) that-has already been written, or to modify
a value that cannot be’changed once established
0x2 Invalid Response Received An invalid responsenis received (e.g. response service codge does
not match the reqdest service code, or response message[is
shorter than the.minimum expected response size). This sfatus
code can sefve for other causes of invalid responses
0x2 Buffer overflow The message received is larger than the receiving buffer cpn
handle."The entire message was discarded.
0x24 Message format error The)format of the received message is not supported by the
server.
0x2 Key Failure in path The Key Segment which was included as the first segment|in the
path does not match the destination module. The extended status
shall indicate which part of the key check failed (see Tablg 205).
0x2 Path Size Invalid The size of the path which was sent with the Service Requpst is
either not large enough to allow the Request to be routed fo an
object or too much routing data was included.
ox27 Unexpected ‘attribute in list An attempt was made to set an attribute that cannot be sef at this
time.
0x2 Invaliddtember ID The Member ID specified in the request does not exist in the
specified Class/Instance/Attribute.
0x29 Member not settable A request to modify a non-modifiable member was received.
Ox2A Group 2 only server general Reserved for specific network communication profiles.
fairure
0x2B Unknown Type 15 error A Type 2 to Type 15 translator received an unknown Type 15
Exception Code
0x2C Attribute not gettable A request to read a non-readable attribute was received
0x2D Instance not deletable The requested object instance cannot be deleted
0x2E Service not supported for The object supports the service, but not for the designated
specified path application path (e.g. attribute).
This code shall not be used when a more specific General Status
code applies, e.g. OXOE (Attribute not settable) or 0x29 (Member
not settable).
0x2F to Reserved Reserved for future extensions

0xCF
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Sctgf;:: Name Description and meaning of status code
0xDO0 to |Reserved for object class and This range of status codes shall be used to indicate object class
OxFF service errors specific errors. Use of this range should only be performed when
none of the status codes presented in this table accurately reflect
the error that was encountered
NOTE IEC 61158-5-2 contains more detail on the service response general status codes for each common service.

4.1.11.2.2 Extended status format
The R rosponse—Header contains a parameter called Extended status[] which is
labeleq extended status data.
Actualjusage and definition of this extended status is dependant on the object class or service:
each opject class defines its own extended status values and value ranges (ineluding the yendor
specific ones), except for extended status "OxO0OFF" which shall not be used-by any object due
to its $pecial meaning for some network communication profiles. For<aygiven object| class,
extended status are unique to each general status code, with the exeeption of general|status
code OKx01. All extended status values are reserved unless otherwise\indicated within the|l object
definitipn.
Table 205 specifies the format of the extended status for a"general status of "Key Fallure in
path" (Dx25).
Table 205 — Extended status code for a general status of "Key Failure in path
Generdl status | Extended Status name . o
Explanation and description
cqde status code
0425 0x0114 VENDOR ID OR | The Product Code or Vendor ID specified in the electronit key
PRODUCT logical segment does not match the Product Code or Vendor ID
CODE of the target device. If the compatibility bit is set this extgnded
MISMATCH status code is returned when the requested Vendor ID or
Product Code is 0 or the device cannot emulate the specffied
Vendor ID or Product Code.
0425 0x0115 DEVIEE TYPE |The Device Type specified in the electronic key logical sggment
MISMATCH does not match the Device Type of the target device. If the
compatibility bit is set this extended status code is returngd
when the requested Device Type is 0 or the device canngt
emulate the specified Device Type.
EXCEPTION: If the compatibility bit is set, Device Type ( is
allowed if the recipient can emulate a device that reports|the
deprecated Generic Device Type Number.
0425 0x0116 REVISION The major and minor revision specified in the electronic Key
MISMATCH logical segment does not correspond to a valid revision of the
tarqget device If the r‘nmlnntihilitv hit is set this extended $tatus
code is returned when the requested Major revision and/or
Minor revision is 0 or the device cannot emulate the specified
revision.
0x25 0x013A SERIAL The Serial Number specified in the electronic key logical
NUMBER segment does not match the Serial Number of the device.
MISMATCH

NOTE These extended status codes are the same defined for the Connection Manager general status code 0x01.

411

411

1.2.3 Object-specific general and extended status format

1.2.3.1 General

Subclause 4.1.11.2.3 specifies the format of object-specific general and extended status.
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4.1.11.2.3.2 Identity object status format

Table 206 specifies the format of object-specific general and extended status for the Identity

object.

Table 206 — Identity object status codes

General 8-bit Status Name Description of Status
status code associated
extended
status codes
0x00 to OxCF General status codes Defined in 4.1.11.2.1
0x00 to OXEE Reserved extended status codes
0xFO to OxFE Vendor specific Vendor specific extended status codés
OxFF Used with all general status codes when required
and no other extended status eodée’is assigned
04DO0 Hardware diagnostic Device self testing and hardware diagnostid
conditions
0x00 Reserved
0x01 Checksum (or CRC) error — Code space/ROM —
Boot section
0x02 Checksum~or CRC) error — Code space/RQM —
Application“section
0x03 Checksum (or CRC) error — NV (flash/EEPHOM)
metory
0x04 Invalid non-volatile (NV) memory — Configufation
bad
0x05 Invalid non-volatile (NV) memory — No
configuration established
0x06 RAM memory bad — The RAM memory in thg
device was determined to be experiencing
inoperative cells
0x07 ROM/Flash memory bad
0x08 Flash/EEPROM (NV) Memory Bad
0x09 Interconnect wiring error / signal path probl¢m
Ox0A. Power problem — Over current
0x0B Power problem — Over voltage
0x0C Power problem — Under voltage
0x0D Internal sensor problem
0x0E System clock fault
CAC:- ::aldVVGIU UUIIf;gUIat;UII dUUO IIUt |||at\.ah Ik‘l‘vl
configuration
0x10 Watchdog disabled/idle
0x11 Watchdog timer expired
0x12 Device over temperature
0x13 Ambient temperature outside of operating limits
0x14 to OxEF (reserved) Reserved
0xFO to OxFE Vendor specific extended status codes
OxFF Used with all general status codes when required
and no other extended status code is assigned
0xD1 Device status/states Device status events and conditions
0x01 Power applied
0x02 Device reset
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General
status code

8-bit
associated
extended
status codes

Status Name

Description of Status

0x03 Device power loss

0x04 Activated

0x05 Deactivated

0x06 Enter self-test state

0x07 Enter standby state

0x08 Enter operational state

0x09 Non-specific minor recoverable fault detect¢d
0x0A Non-specific minor unrecoverable fault detefcted
0x0B Non-specific major recoverable fault|detectgd
0x0C Non-specific major unrecoverable fault detefcted
0x0D Fault(s) corrected

0x0E CCV changed

0x0F Heartbeat interval changed

0x10 to OxEF

(reserved)

0xFO to OxFE

Vendor specific

Vendor specific

OxFF

Used-with all general status codes when re
andyno/other extended status code is assigi

uired
ed

general status-codes

0xD2 fo OXEF Object specific Reserved — Not yet assigned
general status codes
0x00 to OxFF Reserved
0xFO §o OxFF Vendor specific A vendor specific error has been encountered.

The extended status code field of the error
response defines the particular error encou
Use of this general status code should only
performed when none of the status codes
presented in this table or within an object cl
definition accurately reflect the error

htered.
be

ass

0x00 to OxFF

Vendor specific
extended status
codes

All extended status codes are available for
association with each vendor specific gener
status code

4.2
421

The lowerAdayers of open system architectures are concerned with the transport of usd

Data abstract syntax specification

Transport format specification

er data

among distributed functional units. In these layers, the user data can be regarded simply as a
sequence of octets. However, application layer entities may manipulate the values of quite
complex data types. To achieve independence between the application layer and lower layers,
data types may be specified in an abstract syntax notation.

Supplementing the abstract syntax with one or more algorithms (called encoding rules) can
determine the values of the lower layer octets which carry the application layer values. The
combination of the abstract syntax with a single set of transfer rules produces a specific transfer

syntax.
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4.2.2 Abstract syntax notation

The data type definitions provided in this document shall be written in Abstract Syntax Notation
One (ASN.1), as defined in ISO/IEC 8824-1. These type definitions shall be a part of the ASN.1
module "Network DataTypes." The beginning ASN.1 statement indicating that these definitions
are in this module is:

control network DataTypes DEFINITIONS::= BEGIN

and the closing ASN.1 statement shall be the keyword "END".

The abstract definitions that follow shall comprise the set of control network data types. In

additio —provision-is made to extend or derive new data 1'ypoe based on nvmhng define types’

and tolinclude those in a "type dictionary."

4.2.3 Control network data specification

The ndtation [typeld] for directly derived, enumerated, subrange and structured bit string data
shall mmean that the tag shall be taken from the "type" field in-‘the corresponding
VariableDictionaryEntry.

Netyork Data::= CHOICE{ElementaryData, DerivedDataf

ElepentaryData: := CHOICE({

BOOL,
FixedLengthInteger,
FixedLengthReal,
AnyTime,

AnyDate,

AnyString,
FixedLengthBitString,
EPATH}

DerjvedData::= CHOICE {
DirectlyDerivedData,
EnumeratedData,
SubrangeDatag
StructuredBitStringData,
ARRAY,

STRUCT,
FunctipnBlockData}

Dire¢ctlyDerivaedData::= [typeld] NetworkData
EnuheratedData: := [typeId] USINT

Subrangebata::= [typeld] FixedLengthInteger
StrpcturedBitStringData::= [typeld] FixedLengthBitString

FixedLengthlnteger: := CHOICE {Signedlnteger, Unsignedlnteger]
SignedInteger::= CHOICE {SINT, INT, DINT, LINT}

UnsignedInteger::= CHOICE {USINT, UINT, UDINT, ULINT}

FixedLengthReal::= CHOICE {REAL, LREAL}

AnyTime::= CHOICE ({ITIME,TIME, FTIME, LTIME, NTIME, STIME, UTIME}
AnyDate::= CHOICE {DATE, TIME OF DAY, DATE AND TIME}

AnyString::= CHOICE {STRING, STRING2}

FixedLengthBitString::= CHOICE {SWORD, WORD, DWORD, LWORD}

BOOL::= [PRIVATE 1] IMPLICIT BOOLEAN

SINT:: [PRIVATE 2] IMPLICIT OCTET STRING-- 1 octet

INT::= [PRIVATE 3] IMPLICIT OCTET STRING-- 2 octets
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DINT::= [PRIVATE 4] IMPLICIT OCTET STRING-- 4 octets
LINT::= [PRIVATE 5] IMPLICIT OCTET STRING-- 8 octets
USINT::= [PRIVATE 6] IMPLICIT OCTET STRING-- 1 octet
UINT::= [PRIVATE 7] IMPLICIT OCTET STRING-- 2 octets
UDINT::= [PRIVATE 8] IMPLICIT OCTET STRING-- 4 octets
ULINT::= [PRIVATE 9] IMPLICIT OCTET STRING-- 8 octets
REAL::= [PRIVATE 10] IMPLICIT OCTET STRING-- 4 octets
LREAL::= [PRIVATE 11] IMPLICIT OCTET STRING-- 8 octets
ST I M=t RARFE— 22— MR PN
DATE::= [PRIVATE 13] IMPLICIT UINT
TIME OF DAY::= [PRIVATE 14] IMPLICIT UDINT
DATE AND TIME::= [PRIVATE 15] IMPLICIT SEQUENCE {
time of day UDINT,
date UINT }
STRING: := [PRIVATE 16] IMPLICIT SEQUENCE ({
charcount UINT,
stringcontents OCTET STRING} -- one @égtét per character
SWORD::= [PRIVATE 17] IMPLICIT OCTET STRING-- X octet
WORD::= [PRIVATE 18] IMPLICIT OCTET STRING>=X2 octets
DWORD: := [PRIVATE 19] IMPLICIT OCTET STRING-- 4 octets
LWORD: := [PRIVATE 20] IMPLICIT OCTET SIRING-- 8 octets
STRING2::= [PRIVATE 21] IMPLICIT SEQUENCE ({
charcount UINT,
string2contents OCTET STRING} -- 2 octets/ character
FTIME: := [PRIVATE 22] IMPLICIT 'DINT
LTIME: := [PRIVATE 23] IMPLICIT LINT
ITIME: := [PRIVATE 24] AMPLICIT INT
STRINGN: := [PRIVATE«25] IMPLICIT SEQUENCE {
charsdize UINT,
charcoeunt UINT,
stringNcontents OCTET STRING} -- N octets/ character
SHO T_STRING::: [PRIVATE 26] IMPLICIT SEQUENCE {
charcount USINT,
stringcontents OCTET STRING} -- one octet per character
TIME = [PRIVATE 27] IMPLICIT DINT
EPATH = [PRIVATE 28] IMPLICIT OCTET STRING -- IEC 61158-6-2
STRINGI = [PRIVATE 30] IMPLICIT SEQUENCE{
Stringnum USINT (number of strings)
array of STRUCT
languagel USINT (first character from ISO 639-2/T)
language?2 USINT (second character from ISO 639-2/T)
language3 USINT (third character from ISO 639-2/T)
datatype EPATH limited to the values 0xD0O,0xD5,0xD9, and
0xDA)
charset UINT from IANA MIB Printer Codes
(IETF RFC 1759))
stringcontents CHOICE OF (SHORT_ STRING, STRING, STRINGZ2,
or STRINGN) -- based on datatype field

NTIME::= [PRIVATE 31]

IMPLICIT LINT
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UTIME::= [PRIVATE 12] IMPLICIT ULINT

ARRAY: := SEQUENCE OF NetworkData —-- All of same base type
STRUCT: := SEQUENCE OF NetworkData —-- May be different types
FunctionBlockData::= SET{

inputs [0] IMPLICIT STRUCT OPTIONAL,
outputs [1] IMPLICIT STRUCT OPTIONAL,
controlInputs [2] IMPLICIT STRUCT OPTIONAL,
controlOutputs [3] IMPLICIT STRUCT OPTIONAL}

4.2.4 Data type specification / dictionaries

a Datg Type in an obJect specmcatlon The Data Type may be one of those defmed in this

docum
provide

Dictionary::= CHOICE {VariableDictionary, TypeDictionarvj
VarjlableDictionary::= SEQUENCE OF VariableDictionaryEntry
VarlableDictionaryEntry: := SEQUENCE {

Typ¢ID:

-- DbataTypeSpecification module

a Type Specification for data and shall provide a structure for extending or d
new dgta types based on existing defined types.

:= OCTET STRING -- ASN.l encodeditag value of the

name AnyString,

id FixedLengthInteger,

type TypelD,

ranges SEQUENCE OF Subrange,<<for arrays
accessPrivilege BOOL {READ (ON¥Y (0), READ WRITE (1)}

Subrange::= SEQUENCE {
minValue FixedLengthlnteger,
maxValue FixedLengthInteger}
Typ¢Dictionary::= SEQUENCE WE TypeDictionaryEntry
Typ¢DictionaryEntry: := SEQUENCE {
name Any3tring,
type TypelD,
spec <ataTypeSpecification}
DatdTypeSpecifigation::= CHOICE ({
alt [PRIVATE 0] IMPLICIT AlternateTypeSpec,
Beocl [PRIVATE 1] IMPLICIT NULL, -- BOOL
sint [PRIVATE 2] IMPLICIT NULL, -- SINT
int [PRIVATE 3] IMPLICIT NULL, -- INT
dint [PRIVATE 4] IMPLICIT NULL, -- DINT
lint [PRIVATE 5] IMPLICIT NULL, -- LINT
st PREFAPE—T— MR C TN FSENE
uint [PRIVATE 7] IMPLICIT NULL, -- UINT
udint [PRIVATE 8] IMPLICIT NULL, -- UDINT
ulint [PRIVATE 9] IMPLICIT NULL, -- ULINT
real [PRIVATE 10] IMPLICIT NULL, -- REAL
lreal [PRIVATE 11] IMPLICIT NULL, -- LREAL
stime [PRIVATE 12] IMPLICIT NULL, -- STIME
date [PRIVATE 3] IMPLICIT NULL, -- DATE
tod [PRIVATE 14] IMPLICIT NULL, -- TIME OF DAY
dat [PRIVATE 15] IMPLICIT NULL, -- DATE AND TIME
strl [PRIVATE 16] IMPLICIT NULL, -- STRING
sword [PRIVATE 17] IMPLICIT NULL, -- SWORD
word [PRIVATE 18] IMPLICIT NULL, -- WORD
dword [PRIVATE 19] IMPLICIT NULL, -- DWORD
lword [PRIVATE 20] IMPLICIT NULL, -- LWORD
str2 [PRIVATE 21] IMPLICIT NULL, -- STRING2
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ftime [PRIVATE 22 IMPLICIT NULL, --

]
ltime [PRIVATE 23] IMPLICIT NULL, --
itime [PRIVATE 24] IMPLICIT NULL, --
strN [PRIVATE 25] IMPLICIT NULL, --
shstr [PRIVATE 26] IMPLICIT NULL, --
time [PRIVATE 27] IMPLICIT NULL, --
epath [PRIVATE 28] IMPLICIT NULL, --
strI [PRIVATE 30] IMPLICIT NULL, --
ntime [PRIVATE 31] IMPLICIT NULL, --

]

utime [PRIVATE 32 IMPLICIT NULL, --
constructedData CHOICE {

FTIME

LTIME

ITIME

STRINGN

SHORT_STRING

TIME

EPATH
STRINGI

NTIME

UTIME

abbrvStruc [0] IMPLICIT AbbreviatedStrucTypeSpec,

Il 2 L1 INMDIL T o Tm bl 2 e <L [unl lal

S = MR —AbbreviatedirrariveeSpees
frmlStruc [2] IMPLICIT FormalStrucTypeSpec,

frmlArr [3] IMPLICIT FormalArrayTypeSpec,

expBitStr [4] IMPLICIT ExpandedFixedLenBitStrTypelSpec,
expStrl [5] IMPLICIT ExpandedStringTypeSpec,

expStr2 [6] IMPLICIT ExpandedString2TypeSpec

AbbtreviatedStrucTypeSpec: := UINT

AbbtreviatedArrayTypeSpec: := DataTypeSpecification

FormpalStrucTypeSpec: := SEQUENCE OF DataTypeSpecification
FormpalHandleStrucTypeSpec: := SEQUENCE OF DataTypeHandleSpecification
DataTypeHandleSpecification::= DataTypeSpecification MemberHandle

MemperHandle: := USINT, UINT, UDINT

FormalArrayTypeSpec: := SEQUENCE { numberOfElements IMPLICIT

Fixe¢dLengthInteger, -- Array Numper of Elements
dataType DataTypeSpecification }

ExpgndedFixedLenBitStrTypeSpéc: := SEQUENCE ({
bitStrType RataTypeSpecification --
LWORD

bitFields, [7] IMPLICIT BitFieldDef}

BitFieldDef::= SEQUENCE OF ({

bitbef [2] IMPLICIT OCTET STRING} -—
octets.

-- contains

ExpandédStringTypeSpec: := UINT-- String Length In Octets

frmlHandleStruc [7] IMPLICIT FormalHandleStrucTypeJpec}

SWORD, WORD, DWORD, or

Length is always ]2

-- First octet contains startjing
-- Bit Position. Trailing octlet

the number of bit|s.

ExpandedString2TypeSpec::= UINT-- String Length In Octets

AlternateTypeSpec: := CHOICE {
directlyDerivedTypeSpec [0] IMPLICIT
subrangeTypeSpec [1] IMPLICIT

enumeratedTypeSpec [2] IMPLICIT
fbTypeSpec [3] IMPLICIT

SubrangeTypeSpec: := SEQUENCE {

TypelD,
SubrangeTypeSpec ,

EnumeratedTypeSpec,
FBTypeSpec}

baseType TypelD, -- NOTE minValue and maxValue
minValue FixedLengthInteger, -- shall be within the range

maxValue FixedLengthInteger} -- of
EnumeratedTypeSpec: := SEQUENCE OF AnyString

baseType values
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BitNameDefintion: := SEQUENCE {

bitName AnyString,
bitNumber USINT}

FBTypeSpec: := SET({

inputs [0] IMPLICIT FbtElementSpec OPTIONAL,

outputs [1] IMPLICIT FbtElementTypeSpec OPTIONAL,
controlInputs [2] IMPLICIT FbtElementTypeSpec OPTIONAL,
controlOutputs [3] IMPLICIT FbtElementTypeSpec OPTIONAL}

FbtElementTypeSpec::= SEQUENCE OF ElementSpec

ElementSpec::= SEQUENCE ({

name AnyString,

Eler

The fo

END.

4.3
4.3.1
4.3.1.1

In ordsg

Subclause 4.3 defines the encapsulation protocol requirements. The encapsulation me

are de
few ex

Clauss¢
TCP/IH

4.3.1.2

The T(
Author

TYDESPECT TIementTYDESPEC)

entTypeSpec: := CHOICE ({
[0] IMPLICIT TypelD,
[1] IMPLICIT SubrangeTypeSpec,
[2] IMPLICIT EnumeratedTypeSpec,
[3] IMPLICIT FormalArrayTypeSpec,
[4] IMPLICIT ExpandedStringTypeSpec,
[5] IMPLICIT ExpandedString2TypeSpec}

lowing END statement shall terminate the ASN.1 module opened in 4.1.

Fncapsulation abstract syntax
Encapsulation protocol
General

r to send Type 2 TPDUs over TCR/IP and UDP, an encapsulation protocol is re

fined such that they are independent of the underlying transport (TCP or UDP),
Ceptions as indicated.

11 specifies how the encapsulation protocol is used to transport Type 2 TPDU
or UDP for explicit.and implicit communications.

TCP and UDP port numbers

P port pimbers defined in Table 207 are reserved with the Internet Assigned N
ty (IANA)for use with the Type 2 Ethernet encapsulation protocol.

quired.
5sages
with a

S over

mbers

Table 207 — TCP port numbers

Port Number Description

4481

8 (0xAF12) Used for non-secure encapsulation of TPDUs

2221 (0x08AD)

Used in conjunction with TLS to provide a secure transport for encapsulation messages.?

2 This usage is outside the scope of this document

The UDP port numbers defined in Table 208 are reserved with the Internet Assigned Numbers
Authority (IANA) for use with the Type 2 Ethernet encapsulation protocol.
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Table 208 — UDP port numbers

Port Number Description
44818 (0xAF12) Used for non-secure encapsulation TPDUs and secure and non-secure UCMM and class
3 TPDUs
2221 (Ox08AD) Used in conjunction with DTLS to provide a secure transport for Forward_Open /

Forward_Close, transport class 0 and class 1 TPDUs using the Common Packet Format.?

2222 (0x08AE) Used Type 2 transport class 0 and class 1 TPDUs using the Common Packet Form

at.

&  Thi

s usage is outside the scope of this document.

4.3.2
4.3.2.1

All eng
by an ¢
limited
impos§q
top of

The ern
certain

Multi-o

(i.e. uding little endian octet ordering).

Encapsulation messages

Encapsulation message structure

d by the encapsulated protocol. Its structure shall be as shown\in Figure 14, wh
he diagram indicates the portion of the message sent first on the wire.

Encapsulation Header

(24 octets)

Encapsulated Data

(0 to 65 511 octets)

Figure 14 — Encapsulation message

capsulated data portion of the message is command specific and is required o
commands.

ctet integer fields in engapsulation messages shall be transmitted as specified in

apsulation messages shall be composed of a fixed-length header of 24" octets fgllowed
ptional data portion. The total encapsulation message length (includifig header) shall be
to 65 535 octets. The encapsulation message length shall not override length resttictions

ere the

nly for

1.3.4.4

NOTE [This is different from\the octet ordering used in standard Internet network protocols, which is big erdian.
4.3.2.2 Encapsulation header
The erlcapsulation header shall be as shown in Table 209.
Table 209 — Encapsulation header
Field name Format Description
Command UINT Encapsulation command
Length UINT Length, in octets, of the command specific data portion of the message,
i.e., the number of octets following the header
Session handle UDINT Session identification (application dependent)
Status UDINT Status code
Sender context ARRAY of 8 Information pertinent only to the sender of an encapsulation command
USHORT
Options UDINT Options flags
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Although the header contains no explicit information to distinguish between a request and a
reply, this information shall be determined in either of two ways:

o implicitly, by the command and the context in which the message is generated. (For
example, in the case of the RegisterSession command, the request is generated by an
originator and the target generates the reply);

o explicitly, by the contents of an encapsulated protocol packet in the data part of the
message.

4.3.2.3 Command field

The allocation of command codes shall be as shown in Table 210.

Table 210 — Encapsulation command codes

Command code Name

0x0000 NOP

0x0Q01 to 0x0003 Reserved for legacy usage®

0x0004 ListServices

0x0005 Reserved for legacy usage?
0x0Q06 to 0x0062 Reserved for future extensions®

0x0063 Listldentity

0x0064 ListInterfaces

0x0065 RegisterSession

0x0066 UnRegisterSession

0x0067 to 0x006E Reserved for legacy usage?
0x006F SendRRData
0x0070 SendUnitData

0x00f7 1 to 0x00C7 Reserved for legacy usage®

0x00C8 StartDTLSS

0x00[C9 to OXFFFF Reseryed.for future extensions®

a8 Commands marked as("Reserved for legacy usage" indicate commands that were defined prior|to the
puljlication of this do¢ument. Their behavior is undefined in this document. Devices shall not implement these
coimands withouttprior knowledge of the legacy usage. Devices that do not support these commands shall
retyrn encapsulation status code 0x0001.

b Cofnmands.marked as "Reserved for future extensions" shall not be used.

¢ Thip command is outside the scope of this document.

If the encapsulation transport is TCP; a device shall accept commands that it does not support
without breaking the session or underlying TCP connection. A status code indicating that an
unsupported command was received shall be returned to the sender of the message (see
4.3.2.6).

The IP-layer transport (TCP or UDP) used for each of the encapsulation commands in Table 210
is dependent on the Type 2 Ethernet transport profile(s) the device implements.

NOTE Type 2 Ethernet transport profiles are defined in the Type 2 Ethernet Transports implementation profile,
which is outside the scope of this document.
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4.3.2.4 Length field

The length field in the header shall specify the size in octets of the data portion of the me

ssage.

The field shall contain zero for messages that contain no data. The total length of a message

shall be the sum of the number contained in the length field plus the 24-octet size
encapsulation header.

of the

When using TCP, the entire encapsulation message shall be read from the TCP/IP connection
even if the length is invalid for a particular command or exceeds the host's internal buffers.

Data that would exceed internal buffers may be discarded, however the entire encaps
messages shall be read.

ulation

NOTE Failure to read the entire message can result in losing track of the message boundaries in the~T
stream.

4.3.2. Session handle field

The Sgssion Handle shall be generated by the target and returned to the origirator in reg
to a gisterSession request. The originator shall insert it in all subseguent encaps
commgnd requests (sent using the commands listed in Table 210) which require sess
that particular target. In the case where the target initiates and @ends a command
originaftor, the target shall include this field in the request that it sénds to the originator.

NOTE Pome commands (e.g. Nop) do not require a session handle, even.if a session has been establish
specificgtion of a particular command will indicate if it does not requiresa session.

4.3.2.6 Status field

The vdlue in the Status field shall indicate whetheror not the receiver was able to exec
requested encapsulation command. A value of zero in a reply shall indicate suc
executjon of the command. In all requests issued by the sender, the Status field shall ¢
zero. I the receiver receives a request with.a'\non-zero Status field, the request shall be i
and no reply shall be generated.

NOTE [This field does not reflect errors that are generated by an encapsulated protocol packet contained W
data portion of the message. For example; an error encountered during an end node's processing of a Set A
service yould be returned via the Type'\2.specified error mechanism.

The status codes shall be as shown in Table 211.

Table 211 — Encapsulation status codes

CP octet

sponse
ulation
ons to
to the

ed. The

Lte the
cessful
ontain
jnored

ithin the
ttributes

Ytatus code Description

0x00 Success

0x01 The sender issued an invalid or unsupported encapsulation command.

0x02 ! £ 4 a—tlo H falo o il ol
X mSurreren T memoryresSourcesS e TrecerverTtomanare e commanca-

cannot obtain memory resources that it needs.

This is not an application error. nstead, it only occurs if the encapsulation layer

0x03 Poorly formed or incorrect data in the data portion of the encapsulation message.

0x04 to 0x63 Reserved for legacy usage®

0x64 An originator used an invalid session handle when sending an encapsulation message
to the target.

0x65 The target received a message of invalid length (see 4.3.2.4).

0x66 to 0x68 Reserved for legacy usage®

0x69 Unsupported protocol version.

0x6A Encapsulated Type 2 service not allowed on this port

0x6B to OXFFFF Reserved for future extensions®
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Status codes marked as "Reserved for future extensions" shall not be used.

a8 Status codes marked as "Reserved for legacy usage" indicate status codes that were defined prior to the
publication of this document. Their usage is undefined in this document. Devices shall not use these status
codes without prior knowledge of the legacy usage.

4.3.2.7

Sender context field

The sender of the command shall assign the value in the Sender Context field of the header.
The receiver shall return this value without modification in its reply. Commands with no expected
reply may ignore this field.

The sejnder of a command request may place any value in this field.

NOTE [This field can be used to match requests with their associated replies.

4.3.2. Options field

The infent of this field is to provide the bits that modify the meaning of thewvarious encaps|
commands. Options and option behavior are defined on a per-command basis.

4.3.2.9 Command specific data field

The stfucture of the command specific data field depends’ on“the command code. To on
their command specific data field, most commands use)either or both of the followi
methods:

e usq a fixed structure;

e usdg the common packet format (specifiedsin4.3.4).

The cdmmon packet format allows commands to structure their command specific data

an extg¢nsible way.

4.3.3
4.3.3.1

Either
portion
that is

NOTE

The Ng

Command descriptions
Nop

BN originator or a'target may send a Nop request. No reply shall be generated. Th
of the request(shall be from 0 to 65 511 octets long. The receiver shall ignore ar
contained in.the message. A Nop request does not require that a session be estab

A Nop provides a way for either an originator or target to determine if the TCP connection is still op

pdequest encapsulation header shall be as shown in Table 212.

ulation

ganize
ng two

field in

e data
y data
lished.

Table 212 — Nop request encapsulation header

Field name Data type Field value
Command UINT Nop (0x00)
Length UINT Length of the command specific data
Session handle [UDINT Any value (ignored by target)
Status UDINT K
Sender context | ARRAY of 8 USHORT | Chosen by sender
Options UDINT 0

a8  For backwards compatibility, no options shall be defined for this command. The
receiver shall discard packets with a non-zero option field.
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4.3.3.2 RegisterSession
4.3.3.21 General

- 179 -

An originator shall send a RegisterSession request to a target to initiate a session. The
RegisterSession command does not require that a session be established.

NOTE See 11.7 for detailed information on establishing and maintaining a session.

4.3.3.2.2 Request

The RegisterSession request encapsulation header shall be as shown in Table 213.

Table 213 — RegisterSession request encapsulation header

Field name Data type Field value
Command UINT RegisterSession (0x65)
Length UINT 4
Session handle UDINT Any value (ignored byltarget)
Status UDINT 0
Sender context ARRAY of 8 USHORT Any value
Options UDINT oa@

a8 For backwards compatibility, no options shall be{defined for this command. The
receiver shall discard packets with a non-zero ¢ption field.

The pgdrameters in the data portion shall determine the version of the protocol and any s

ession

optiong as shown in Table 214. The protocol~version shall be set to 1. No option flags are
currenfly defined, so the session options flags shall be set to 0.

NOTE [This options flags field is not the same-as the options flags in the encapsulation header.

Table 214 - RegisterSession request data portion

Field Data type Description
Protocol version UINT Requested protocol version (1)
Options flags UINT Session options (0)

4.3.3.2.3 Reply

The tafget’shall send a RegisterSession reply to indicate that it has registered the orid

The reply shall have the same format as the request as shown in Table 215.

inator.
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Table 215 — RegisterSession reply encapsulation header

Field name Data type Field value
Command UINT RegisterSession (0x65)
Length UINT 4
Session handle | UDINT Session handle generated by target
Status UDINT 0
Sender context | ARRAY of 8 Value from request
USHORT
Options UDINT oa
2  For backwards compatibility, no options shall be defined for this command. The
receiver shall discard packets with a non-zero option field.

The Se¢ssion Handle field of the header shall contain a target-generated identifier that the
originj:or shall save and insert in the Session Handle field of the header/for all subspquent
requestts to that target. This field shall be valid only if the Status field js zero (0).

The S¢nder Context field of the header shall contain the sameryalues present in the griginal
sender request.

If the dgriginator was successfully registered with the target, the Status field shall be zer¢ (0). If
the originator was not successfully registered, the Sfatus field shall contain the apprppriate
status pode, as follows:

o stajus code 0x0001 shall be returned if the originator attempts to register more than 1| active
segsion on the same TCP connection;

o stajus code 0x0002 shall be returned>jf the target does not have sufficient resoufces to
regiLster the originator;

e other status codes from Table 211" may be used as appropriate for general encapslulation
relgted errors (e.g., poorly formed encapsulation message, invalid length);

e stajus code 0x0069 shall\be returned for Protocol Version or Options mismatchHes, as
degcribed below.

The ddta portion of the-reply shall have the same format as the request as shown in Tabje 216.

Table 216 — RegisterSession reply data portion (successful)

Field Data type Description

Protocol Version |UINT Version from RegisterSession request if supported.

If the requested version is not supported, contains
the highest version supported.

Options UINT Options flags from RegisterSession request if
supported.

If any requested Options flags are not supported,
contains the supported Options flags.

The Protocol Version field shall equal the requested version if the originator was successfully
registered. If the target does not support the requested version of the protocol:

o the session shall not be created;
o the Status field shall be set to "unsupported encapsulation protocol" (0x0069);

o the target shall return the highest supported version in the Protocol Version field.
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At present, no Options flags are defined. In order to support their future definition, targets shall
check the value of the Options flags in the RegisterSession request. If all requested options are
supported, the Options field in the reply shall contain the originator's requested value. If the
target does not support the requested options:

o the session shall not be created;

o the Status field shall be set to "unsupported encapsulation protocol" (0x0069);

o the target shall return the options that it supports in the RegisterSession reply.

4.3.3.3 UnRegisterSession

sessioh shall also be terminated when the transport connection between the origimator and
target Js terminated. The receiver shall perform any other associated cleanup _reguired on its
end. There shall be no reply to this command, except in the event that the command is rgceived
via UDP. If the command is received via UDP, the receiver shall reply with en¢apsulation| status
code Ox0001 (invalid or unsupported command).

The UnregisterSession request format shall be as shown in Table 217.

Table 217 — UnRegisterSession request encapsulation header

Field name Data type Field value
Commgnd UINT UnRegisterSeéssion (0x65)
Length UINT 4
Session Handle UDINT Sessian,handle from RegisterSession
Status UDINT 0
Sender|Context ARRAY of 8 USHORT Any value (ignored by target)
Optiong UDINT [

a8  For|backwards compatibility, no options-shall be defined for this command. The receiver shall discard packets
withl a non-zero option field.

The r¢ceiver shall not Yreject the UnRegisterSession due to unexpected values |in the
encapgulation header\(invalid Session Handle, non-zero Status, non-zero Options, or additional
command data). In.al‘cases the TCP connection shall be closed.

NOTE Pee 11.7.2:3 for more details about terminating a session.

4.3.3.4| ListServices

4.3.3.4.1 General

The ListServices request shall be sent to determine which encapsulation service classes the
target device supports. The ListServices command does not require that a session be
established.

NOTE Each service class has a unique type code, and an optional ASCIl name.
4.3.3.4.2 Request

The ListServices request encapsulation header shall be as shown in Table 218.
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Table 218 — ListServices request encapsulation header

Field name Data type Field value
Command UINT ListServices (0x04)
Length UINT 0
Session handle UDINT Any value (ignored by target)
Status UDINT 0

Sender context

ARRAY of 8 USHORT

Chosen by sender

Options

UDINT

Oa

®— For backwards compatibility, no options shall be delined for this command.
receiver shall discard packets with a non-zero option field.

I'ne

4.3.3.43  Reply

The regeiver shall reply with an encapsulation message consisting of the-header and d
shown|in Table 219 and Table 220. The data portion of the reply shall provide the infor

on the|[services supported.

Table 219 — ListServices reply encapsulation header

Field name Data type Field value
Command UINT ListSérvices (0x04)
Length UINT Length of the command specific data
Session handle UDINT Any value (ignored by receiver)
Status UDINT 0
Sender context ARRAY of 8 USHORT Value from request
Options UDINT [

a8 For backwards compatibility, no options shall be defined for this command. The
receiver shall discard\packets with a non-zero option field.

The ddta portion of the(reply shall contain a 2-octet item count followed by an array o

descriljing the service(s) provided, as shown in Table 220.

Table 220 — ListServices reply data portion (successful)

ata, as
mation

f items

Field name Data type Description

Item copnt UINT Number of items to follow

Target items STRUCT of Interface information
UINT Item ID
UINT Item length
UINT Version of encapsulated protocol (shall be set to 1)
UINT Capability Flags

ARRAY of 16 USINT Name of service

The Item ID shall identify the service class. One service class is defined, with type code 0x100
and name "Communications". This service class shall indicate that the device supports
encapsulation of Type 2 PDU's. All devices that support Type 2 PDU encapsulation shall
support the ListServices command and Communications service class.
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NOTE See 4.3.4 for a description of items and a list of all reserved item codes.

The Version field shall indicate the version of the service supported by the target t
maintain compatibility between applications.

Each service shall have a different set of capability flags. Reserved flags shall be set to

o help

Zero.

The Capability Flags, defined for the Communications service, shall be as shown in Table 221.

Table 221 — Communications capability flags

Elag value Description

Bits 0 to 4 Reserved for legacy usage 2

Bit 5 If the device supports Type 2 PDU encapsulation this bit shall be
set (= 1); otherwise, it shall be clear (= 0)

Bits 6 to 7 Reserved for legacy usage 2

Bit 8 Supports transport class 0 or 1 UDP-based connections

Bits 9 to 15 Reserved for future extensions

a8 Flag marked as "Reserved for legacy usage" indicate flags that Were defined prior
to the publication of this document. Their usage is undefined in this document.
Devices shall not use these flags without prior knowledge of the legacy usage. If
a device receives a reserved flag that it does not understand, the reply shall be
processed and the flag ignored.

The Name field shall allow up to a 16-octet, NULL-terminated ASCII string for des
purposes only. The 16-octet limit shall include thé NULL character.

4.3.3.5 Listldentity
4.3.3.5.1 General

A connection originator may use the Listldentity request to locate and identify potential t
This rejquest shall be sent as d unicast message using TCP or UDP, or as a broadcast mg
using UDP and does not require that a session be established. The reply shall always |
as a unpicast message.

When feceived as avbroadcast message, the receiving device shall delay for a pseudo-r|
period |of time priorito sending the reply as specified below. Delaying before sending th
helps to spread out any resulting ARP requests and Listldentity replies from target devi
the nefwork.

Criptive

argets.
bssage
e sent

andom
e reply
ces on

4.3.3.5.2 Request

The Listldentity request encapsulation header shall be as shown in Table 222.
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Table 222 — Listldentity request encapsulation header

Field name Data type Field value
Command UINT Listldentity (0x63)
Length UINT 0
Session handle UDINT Any value (ignored by target)
Status UDINT 0
Sender context UINT MaxResponseDelay in ms, see below

ARRAY of 6 USHORT Reserved, shall be ignored by the receiver, values shall be 0
Optione LIDINT C a
a8  For|backwards compatibility, no options shall be defined for this command. The receiver shall discard packets
withl a non-zero option field.

4.3.3.5.3 Reply
Severdl reply items are defined for this command. The CFP 2 Identjty item shall be sugported
(returnged) by all Type 2 devices.
A recelver of the Listldentity command shall reply with an encapsulation message consigting of
the header and applicable data items, as shown in Table 223-and Table 224. The reply shall be

sent tof the IP address from which the request was received.

When the Listldentity request has been received, asva UDP broadcast message, the receiver

shall delay before sending the reply. When received as a unicast message (either via |
TCP), the receiver shall not delay.

UDP or

The rgceiver's delay shall be a random value, in milliseconds, between 0 arr(d the

MaxRgsponseDelay specified in the™ Listldentity request. If the sender speci
MaxRgsponseDelay value of 0 ms, acdefault value of 2 000 ms shall be used by the recq

ies a
iver. If

the sender specifies a MaxResponseDelay value of 1 ms to 500 ms, a value of 500 ms shall be

used by the receiver. A new randoem value shall be chosen for each request.

The pyrpose of the delaysis*o spread the Listldentity responses (and the ARP messag
can repult) over the MaxResponseDelay interval. It is therefore important that each
generdte a unique randem delay value. Devices shall ensure they each generate a unique

es that
device
value,

for exgmple by seeding their random number generators with a unique value such as their IP

address or Ethernet MAC address.

It is pgssible/that devices receive additional broadcast Listldentity requests while delay

ing for

the regponse, for example, if multiple clients issue the broadcast Listldentity request. D

evices

should De able 0 accept and process at least Z outstanding broadcast Listldentity re
concurrently.

After issuing a broadcast Listldentity request, a client should not issue further requests u

quests

ntil the

MaxResponseDelay interval for its current request has expired. Client behavior for handling

Listldentity responses received beyond MaxResponseDelay is vendor specific.


https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

IEC 61

1568-6-2:2023 © IEC 2023 - 185 —

Table 223 — Listldentity reply encapsulation header

The d4g
item c
minimu

The C
Table 1
the Idg
the Co

Clients
Identity
not ac
betwes

Two ad
Capab

Field name Data type Field value

Command UINT List Identity (0x63)

Length UINT Length of the command specific data

Session handle UDINT Any value (ignored by receiver)

Status UDINT 0

Sender context ARRAY of 8 USHORT | Value from request

Options UDINT oa

®— For backwards compaubility, no opuons shall be defined for this commanad. 1he
receiver shall discard packets with a non-zero option field.

ta portion of the reply is structured as a Common Packet Format thatcontains a
bunt followed by an array of items (see Table 224), providing thentarget identit
m.

Table 224 - Listldentity reply data portion (successful)

Field name Data type Field value
Item count UINT Number of target items to follow
Target items STRUCT of
UINT Item, 1D
UINT [tem length
ARRAY of octets Iltem data

p25. Part of this item definition follows the Get Attribute All service response defin
ntity object (data returned(based on instance one of this object). Unlike most fi
mmon Packet Format, the*Socket Address field shall be sent in big endian order.

should be aware\that, while the Socket Address information supplied in the

item is accurate-from the perspective of the device sending the response, it cd
curate from_the perspective of the client if address translation such as NAT i
n the clierit.and the device.

ditional'items are defined, the Type 2 Security Information item and the Type 2 E
lity item.

-P 2 Identity item shall be the,first item returned and has the format as def]:ed in

P-octet
y as a

tion of
Ids in

Type 2
uld be
5 used

hernet

NOTE 1

Receiv

The Type 2 Security Information item is outside the scope of this document.

ers of the Listldentity reply shall ignore unexpected items.
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Table 225 — Type 2 identity item
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Field name Data type Description
Item ID UINT Item ID of Type 2 Identity (0x0C)
Item length UINT Number of octets in item which follows (length varies
depending on Product Name string)
Version UINT Encapsulation protocol version supported (also returned
with Register Session reply)
Socket Address STRUCT of: Socket Address describing the device's Encapsulation
interface
sin_family INT Shall be AF_INET = 2.
This field shall be sent in big endian order.
sin_pqrt UINT Shall be 0xAF12 (TCP port number for the upsecured
Encapsulation protocol).
This field shall be sent in big endian order. Notice that this
port may be closed on secure devices, but shall still be
returned in this field.
sin_addr UDINT Shall be the IPv4 address of the IP interface in this device
that is responding to the request.
This field shall be sent jn big endian order.
sin_zdro ARRAY of USINT Length of 8. Should be set to zero by sender. Ignoreq by
receiver.
Vendor|ID? UINT Device manufacturers Vendor ID
Device [Type? UINT Device Type“of product
Produc{ Code? UINT Product €ode assigned with respect to device type
Revisioh? USINT[2] Device revision
Status? WORD Current status of device
Serial Number? UDINT Serial number of device

Produc{ Name?

SHORT_STRING

Human readable description of device

StateP

USINT

Current state of device

a8 Thepe parameters are further defined by the corresponding instance attribute of the Identity object.

b The|State attribute is an/optional attribute of the Identity Object. If not implemented, the value shall be

OxFF.

The Type 2 Ethernet Capability item has the format as defined in Table 226. It may be U
define [Type 2.Ethernet transport capabilities for the various message types for a device|

Table 226 — Type 2 Ethernet Capability item

sed to

transport profile

TCP and UDP (UCMM, Type 2 class 0, 1, 2 and 3
connections).

Field name Data type Description
Item ID UINT Item ID of Type 2 Ethernet Capability (0x87)
Item length UINT Number of octets = 4
Type 2 Ethernet DWORD This field provides a list of transport options available on

It is equivalent to the Features Supported member definition
of the Type 2 Ethernet Transports implementation profile.

This item is required for devices that implement some Type 2 Ethernet transport profiles.

NOTE 2 Type 2 Ethernet transport profiles are defined in the Type 2 Ethernet Transports implementation profile,

which is outside the scope of this document.
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4.3.3.6 Listinterfaces

4.3.3.6.1 General

~ 187 -

The optional ListIinterfaces request shall be used by a connection originator to identify non-
Type 2 communication interfaces associated with the target. A session need not be established

to send this command.

4.3.3.6.2 Request

The Listinterfaces request encapsulation header shall be as shown in Table 227.

Table 227 — ListIinterfaces request encapsulation header

Field name Data type Field value
Command UINT List Interfaces (0x64)
Length UINT 0
Session handle UDINT Any value (ignored by, target)
Status UDINT 0

Sender context

ARRAY of 8 USHORT

Chosen by sender

Options

UDINT

08

a8 For backwards compatibility, no options shall be defined for this command. The
receiver shall discard packets with a non-zero optiohn field.

4.3.3.4.3 Reply

If suppprted, the receiver of a ListInterfacesfequest command shall reply with an encaps

messafge consisting of the header and data, as shown below in Table 228.

Table 228 — Listinterfaces reply encapsulation header

Field name Data type Field value
Command UINT List Interfaces (0x64)
Length UINT Length of the command specific
data
Sessiofi:handle UDINT Any value (ignored by receiver)
Status UDINT 0

Sender context

ARRAY of 8 USHORT

Value from request

Options

UDINT

Oa

2  For backwards compatibility, no options shall be defined for this command. The
receiver shall discard packets with a non-zero option field.

ulation

The data portion of the reply contains an array of items providing interface information. It is
structured as a Common Packet Format, which contains a 2-octet item count followed by an

array of items.

At present no public items are defined for the ListInterfaces reply. If no items are included, the

Item Count shall be set to 0.

Some legacy devices may return "Reserved for legacy usage items" (see 4.3.4). Such items
shall be ignored unless the receiving device has explicit knowledge of the legacy format and

usage.
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4.3.3.7 SendRRData
4.3.3.7.1 General

A SendRRData request shall transfer an encapsulated request/reply packet between the
originator and target, where the originator initiates the command. The actual request/reply
packets shall be encapsulated in the data portion of the message and shall be the responsibility
of the target and originator.

NOTE When used to encapsulate Type 2 PDU's, the SendRRData request and reply are used to send encapsulated
UCMM messages (see Clause 11).

4.3.3.7.2 ____ Request

The SgndRRData request encapsulation header shall be as shown in Table 229.

Table 229 — SendRRData request encapsulation header

Fi¢ld name Data type Field value
Commgnd UINT SendRRData (0x6F)
Length UINT Length of the commandsspecific data
Session) handle UDINT TCP: Session handle

UDP: 0

Status UDINT 0
Sender|context ARRAY of 8 USHORT Chosen by)sender
Optiong UDINT [

a8  For|backwards compatibility, no options shall be definéd for this command. The receiver shall discard packets
withl a non-zero option field.

The data portion of the message shall contain request parameters and the encapsgulated
protocol packet as shown in Table 230.

Table 230 — SendRRData request data portion

Field name Data type Description
Interface handle |UDINT Shall be 0
Timeout UINT Operation Timeout (0 to 65 535)
Encapsulated ARRAY of See Common Packet Format specification in 4.3.4
protocol packet octets

The Interface handle shall identify the Communications Interface to which the request is
directed. This handle shall be 0 for encapsulating Type 2 PDUs.

The target shall abort the requested operation after the timeout expires. When the "Timeout"
field is in the range 1 to 65 535, the timeout shall be set to this number of seconds. When the
"Timeout" field is set to 0, the encapsulation protocol shall not have its own timeout. Instead, it
shall rely on the timeout mechanism of the encapsulated protocol.

When the SendRRData command is used to encapsulate Type 2 PDU's, the Timeout field shall
be set to 0, and shall be ignored by the target.

The encapsulated protocol packet shall be encoded in a Common Packet Format as shown in
4.3.4.
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4.3.3.7.3 Reply
The SendRRData reply, as shown in Table 231, shall contain data in response to the

SendRRData request. The reply to the original encapsulated protocol request shall be contained
in the data portion of the SendRRData reply.

Table 231 — SendRRData reply encapsulation header

Field name Data type Field value

Command UINT SendRRData (0x6F)

Length UINT Length of the command specific data

Sessiorn handle UDINT Value from request

Status UDINT 0

Sender|context ARRAY of 8 USHORT Value from request

Optiong UDINT oa

8 For|backwards compatibility, no options shall be defined for this command. The receiver shall discard packets
withl a non-zero option field.

The fdrmat of the data portion of the reply message shalhNbe the same as that |of the
SendRRData request message. Since the request and replyshare a common format, the reply
message contains a Timeout field; however, it is not used:

4.3.3.8 SendUnitData

The SgndUnitData request shall send encapsulated connected messages. A reply need|not be
returngd. This command may be used when the encapsulated protocol has its own underlying
end-tofend transport mechanism. The SendUnitData request may be sent by either end of the
TCP connection.

NOTE When used to encapsulate Type 2, PBU's, the SendUnitData command is used to send Type 2 cdnnected
data in Qoth the O=T and T=0 directions.

The format of the SendUnitData’ request shall be as shown in Table 232.

Table'232 — SendUnitData request encapsulation header

Fi¢ld name Data type Field value
Commgnd UINT SendUnitData (0x70)
Length UINT Length of data portion
Sessiorn handle UDINT TEE §ession handle

HEP—o

Status UDINT 0
Sender context ARRAY of 8 USHORT Any value (ignored by target)
Options UDINT oa@

a8  For backwards compatibility, no options shall be defined for this command. The receiver shall discard packets

with a non-zero option field.

The data portion of the message shall contain request parameters as well as the encapsulated
protocol packet as shown in Table 233.
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Table 233 — SendUnitData request data portion

Field name Data type Description
Interface handle |[UDINT Shall be 0
Timeout UINT Operation timeout (shall be 0)
Encapsulated ARRAY of |See Common Packet Format specification in 4.3.4
protocol packet octets

IEC 61158-6-2:2023 © |EC 2023

Interface handle and Timeout shall be set to zero. The timeout field is not used since no reply
is generated upon receipt of a SendUnitData command.

4.3.4
4.3.41

The cd

transp
mecha

The co
Table 1

"data i

Common packet format

General

prted with the encapsulation protocol. The common packet format'is a general-p
hism designed to accommodate future packet or address types.

ems" (carries encapsulated data). The number of jtems to be included depends

encapgulation command and usage of the command./Subclause 4.3.4.4 specifies th

Comm

bn Packet Format items for the various commands“and usages.

Table 234 — Common-packet format

mmon packet format (CPF) defines a standard format for protocol packets that are

urpose

mmon packet format shall consist of an item count, followed by a number of items (see
P34). Some items are classified as "address items" (carries addressing informafion) or

on the
e valid

Field name Data type Description
Item copunt UINT Number of items to follow
Item #1 Item Struct (see below) First CPF item
Item #2 Item Struct (see below) Second CPF item
Item #n Item Structy(see below) nt" CPF item

The address and data’item structure shall be as shown in Table 235.

Table 235 — CPF item format

Field name Data type Description
Type ID UINT Type of item encapsulated
Length UINT Length in octets of data to follow
Data Variable The data (if length >0)

The item type ID numbers shall be as shown in Table 236.
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Table 236 — Item Type ID numbers

Item ID number Item type Description

0x0000 address Null (used for UCMM messages). Indicates that encapsulation routing is

NOT needed. Target is either local (Ethernet) or routing info is in a data
item.

0x0001 to 0x000B Reserved for legacy usage?

0x000C Type 2 ldentity (see 4.3.3.5.3 for item definition)

0x000D to 0x0085 Reserved for legacy usage?

0x0086 Type 2 Security Information®

0x0087% Type 2 Ethernet Capability (see 4.3.3.5.3 for item definition)

0x008§ to 0x0090 Reserved for future extensions®

0x0091 Reserved for legacy usage?

0x0093 to 0x00A0 Reserved for future extensions®

0x00A address Connection-based (used for connected messages)

0x00A2 to 0x00A4 Reserved for legacy usage?

0x00A% to 0x00BO Reserved for future extensions®

0x00B data Connected Transport packet

0x00B} data Unconnected message

0x00B$ to OxXO0FF Reserved for future extensions®

0x010(¢ ListServices response\(see 4.3.3.4.3 for item definition)

0x0101 to 0x010F Reserved for legacy.Usage?®

0x011Q to OX7FFF Reserved forfuture extensions®

0x800(¢ data Sockaddrinfo, originator-to-target

0x8001 data Sockaddr Info, target-to-originator

0x800% Sequenced Address item

0x8003 to OxFFFF Reserved for future extensions®

2 Iteps marked as "Reserved for [egacy usage" indicate Item IDs that were defined prior to the publicgtion of
thid document. Their behayior is undefined in this document. Devices shall not use these Item IDs witholt prior
knqwledge of the legacy usage.

b Prgducts compliant with'this specification shall not use command codes in this range

¢ Thip is outside the'scope of this document.

4.3.4.2 Address items
4.3.4.21 Null

The null address item shall contain only the type id and the length as shown in Table 237. The
length shall be zero. No data shall follow the length. Since the null address item contains no
routing information, it shall be used when the protocol packet itself contains any necessary

routing information. The null address item shall be used for Unconnected Messages.

Table 237 — Null address item

Field name Data type Field value
Type ID UINT 0
Length UINT 0



https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

-192 - IEC 61158-6-2:2023 © |EC 2023

4.3.4.2.2 Connected

This address item shall be used when the encapsulated protocol is connection-oriented. The
data shall contain a connection identifier, as shown in Table 238.

NOTE Connection identifiers are exchanged in the Forward_Open service of the Connection Manager.

Table 238 — Connected address item

Field name Data type Field value
Type ID UINT 0xA1
1 nath LLINLT 4
Lergth }
Data UDINT Connection ldentifier

4.3.4.2.3 Sequenced address item

This adldress item shall be used for class 0 and class 1 connected data; The data shall ¢ontain

a conngction identifier and an Encapsulation Sequence Number, as shown in Table 239.|Usage
is further described in 11.3.3.

Table 239 — Sequenced address:item

Field name Data type Field value
Type ID UINT 0x8002
Length UINT 8
Data UDINT Canneéction Identifier
UDINT Encapsulation Sequence Number
4.3.4.3 Data items
4.3.4.31 Unconnected

The dqta item that encapsulates an unconnected message shall be as shown in Table 240.

Table 240 — Unconnected data item

Field name Data type Field value
Type ID UINT 0xB2
Length UINT Length, in octets, of the unconnected message
Data Variable The unconnected message

The format of the "data" field is dependent on the encapsulated protocol. When used to
encapsulate Type 2 PDU's, the format of the "data" field shall be the same as PDU destined for
the Message Router. The UCMM header, defined in 4.1.3, shall not be present. The context
field in the encapsulation header shall be used for unconnected request/reply matching.

4.3.4.3.2 Connected

The data item that encapsulates a connected transport PDU shall be as shown in Table 241.
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Table 241 — Connected data item

Field name Data type Field value
Type ID UINT 0xB1
Length UINT Length, in octets, of the transport PDU
Data Variable The transport PDU

The format of the "data" field is dependent on the encapsulated protocol. When used to

encapsulate Type 2 PDU's, the format of the "data" field shall be the same as the connected
rt PDILI

transp

4.3.4.3.

The Sd

target-
Forwar
SendR
creatin

The Sd

3

Sockaddr info

ckaddr Info items shall be used to communicate IP address or port information necessary
to credte Class 0 or Class 1 connections. There are separate items for originator-to-target and

o-originator

socket

information.
d_Open / Large_Forward_Open

The
request and

items are present as-‘additional dpta in
reply services “encapsulated

in a

RData message. Subclause 11.2.4 specifies the usage of thése'items in the corjtext of

g Type 2 connections.

ckaddr Info items shall have the structure shown in Table 242.

Table 242 — Sockaddr info items

Field name

Data type

Field value

Type ID

UINT

0x8000 for O=T;-0x8001 for T=0

Length

UINT

16 (octets)

sin_family

INT

Shall béAF_INET = 2.

This_field shall be sent in big endian order

sin_port

UINT

For point-point connections, sin_port shall be set to the
UDP port to which packets for this Type 2 connection will
be sent. For point-point connections, it is recommended
that the registered UDP port (OXx8AE) be used.

When used with a multicast connection, the sin_port field
shall be set to the registered UDP port number (Ox08AE)
and treated by the receiver as "don't care".

This field shall be sent in big endian order

sin.addr

UDINT

For multicast connections, sin_addr shall be set to the IP
multicast address to which packets for this Type 2
connection will be sent. When used with a point-point
connection, the sin_addr field shall be treated by the

N ooty I TN ded-that th
o afFe——rtt tHatthe

Feeetver—as tS—Fe-eommeRaea

sender set sin_addr to 0 for point-point connections.

This field shall be sent in big endian order.

sin_zero

ARRAY of
8 USINT

Recommended value of zero; not enforced

Theformat of the Sockaddr Info item has been patterned after the sockaddr_in
defined in the Winsock specification, version 1.1.

structure as
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4.3.4.4 Valid Common Packet Format item usage summary

The Common Packet Format is used with the following encapsulation commands:

o Listldentity reply

o Listinterfaces reply

e ListServices reply

e SendRRData request and reply
e SendUnitData

e Transport class 0 and class 1 packets (no encapsulation header)

Table 243 shows the valid usage of CPF items for the various encapsulation commands|.

NOTE [lause 11 contains the detailed formats and usage for Type 2 connected and unconnectéed-messages.
Table 243 — Usage of CPF items
Co¢mmand Required CPF items Optional CPF items Action if unexpegted or
undefined CPF {tems
are presen

Listldeptity reply Type 2 ldentity item Type 2 Security Information Ignore items
Type 2 Ethernet Capability

Listintgrfaces reply | None Legacy devices may return Ignore items
"Reserved fordegacy usage"
items

ListServices reply ListServices item for the Legacy devices may return Ignore items

"Communications" "Reserved for legacy usage"

service items
SendRRData Address item followed by | When used to encapsulate the Return error (0x0q03)
reques| Data item Forward_Open service, additional

Sockaddr_info items can be
present, as specified in
Clause 11

SendRRData reply

Address item follewed by

When used to encapsulate the

Signal error to the|

Data item Forward_Open response, calling application| For
additional Sockaddr_info items Forward_Open
can be present, as specified in response, connecfion
Clause 11 shall not be established

at the originator

SendUpitData Address item followed by | None Discard message
Data item
Class (/1 packet Address item followed by | None Discard message

Data item

5 Transfer syntax

5.1 Compact encoding

5.1.1 Encoding rules

Subclause 5.1 describes the means by which the data types defined in this document shall be
encoded/transferred across the control network. The abstract syntax definition along with a
particular set of encoding rules shall result in the transfer syntax. For application user data, a
single set of encoding rules shall be defined (Compact Encoding), resulting in the Compact
transfer syntax.
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Compact Encoding rules shall start with the encoding rules defined in ISO/IEC 8825-1. Compact
Encoding then applies optimization rules, starting with the outer most Service Data Unit (SDU)
and progressing to each successive encapsulated SDU. Compact Encoding shall define a more
efficient encoding mechanism by reducing the amount of information (overhead) transferred
between devices.

The difference between a Compact encoded value and an ASN.1 encoded value shall be the
removal of the fields describing the type and length of the information. The TAG and LENGTH
components of an ASN.1-encoded value shall not be transmitted on the control network. In
addition, the Compact Encoding rules shall indicate that octet ordering rules are the reverse of
those seen in ASN.1.

Given the conditions listed in 5.1.2, general rules shall be applied to an ASN.1 encodée(
to gengrate a Compact encoded value. The general rules shall be as follows:

e renfove the Identifier Octets;

e remove the "TAG" octets specified by ASN.1;

e remove the Length Octets;

e remove the "LENGTH" octets specified by ASN.1;

e ey

5.1.2

The refpresentation of a variable value using Compact Encoding shall be possible W

followi

o the

e the
der

5.1.3
5.1.3.1

The B(

erse the octet ordering for multiple content octets.

Encoding constraints

ng restrictions:

encoding of a given variable shall be’represented with a constant number of
ived from the type specification of this'variable.

Examples
BOOL encoding

DOLEAN encoding shall*be performed on a single OCTET as described in Table 2

Table 244 — BOOLEAN encoding

If.the value is: Then:
FALSE The octet shall be 0x00
TRUE The octet shall be 0x01

variable type shall be fixed length and shall'have no conditional or optional fields;

| value

ith the

,1

octets

44,

A FALSE BOOL shall be represented as shown in Table 245.

5.1.3.2

Table 245 — Example compact encoding of a BOOL value

Octet number 1st

BOOL 00

Signedinteger encoding

The Signedinteger encoding shall be performed as described in Table 246.
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Table 246 — Encoding of Signedinteger values

Octet number qst 2nd 3rd 4th gth gth 7th gth
SINT OLSB
INT OLSB 1LSB
DINT OLSB 1LSB 2LSB 3LSB
LINT OLSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB

NOTE The example in Table 247 illustrates the encoding of a variable of type DINT whose value is 0x12345678.

Table 247 — Example compact encoding of a Signedinteger value

Octet number 1st 2nd 3rd 4th

DINT 78 56 34 12

5.1.3.3 Unsignedinteger encoding

The Unpsignedinteger encoding shall be performed as describediin"Table 248.

Table 248 — Unsignedintegef,values

Octet number qst ond 3rd 4th 5th gth 7th gth
USINT OLSB
JINT 0LSB 1LSB
UDINT OLSB 1LSB 2LSB 3LSB
ULINT O0LSB 1LSB 2L'SB 3LSB 4LSB 5LSB 6LSB FLSB

NOTE |Table 249 illustrates the encoding of a'variable of type UDINT whose value is 0OXAABBCCDD.

Table 249 — Example compact encoding of an Unsignedinteger

Octet number 1st 2nd 3rd 4th

UBRINT DD CcC BB AA

5.1.3.4 FixedLengthReal encoding

@D
-
H

Th F al ot ] P~ Aa-ar ball kb Brarfarea-ad 4 P
e I Xeatet Y uTnm\Tar CTmoUdT Ty STTIam oo P oTToUTTTITo U aS U T SUTToT

Table 250 - FixedLengthReal values

Octet number 1st znd 3rd 4th 5th Gth 7th 8th
REAL OLSB 1LSB 2LSB 3LSB
LREAL 0LSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB

Table 251 illustrates the encoding of a variable (Float1) whose type is REAL and whose value
is Float1: = 10,0.

NOTE 1 The assignment of the value is using the IEC 61131-3 notation. The value is 0x41200000 in IEEE format:
+1 x 1,25 x 23 | sign bit is 0 (+1), exponent is 130 (bias 127), fraction is 0,25.
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Table 251 — Example compact encoding of a REAL value

Octet contents oLSB 1LSB 2LSB 3LSB

REAL 00 00 20 41

Table 252 illustrates the encoding of a variable (Float2) whose type is LREAL and whose value
is Float2: = -100,0.

NOTE 2 The value is 0xC059000000000000 in IEEE format:-1 x 1,562 5 x 25, sign bit is 1 (-1), exponent is 1 029
(bias 1 023), fraction is 0,562 5.

Table 252 — Example compact encoding of a LREAL value

O¢tet contents oLSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB yLSB

LREAL 00 00 00 00 00 00 59 Co

5.1.3.5 Time encodings

Subclause 5.1.3.5 gives examples of the Compact Encoding of THME, DATE, TIME_OH_DAY,
DATE_[AND_TIME, FTIME, LTIME, ITIME, NTIME, STIME, UTIME data values. Table 253
provides a generic illustration of the encoding of Time values.

Table 253 — FixedLengthReal values

Olctet number qst gnd 3rd 4th 5th gth 7th gth
TIME oLSB 1LSB 2LSB 3LSB
DATE 0LSB 1LSB
TIME_OF_DAY oLSB 1LSB 2LSB 3LSB
DATE_AND_TIME 0LSB- 1LSB=" | 2LSB- 3LSB- 0LSB- 1LSB-
Time Time Time Time Date Date
FTIME oLSB 1LSB 2LsSB 3LSB
LTIME 0SB 1LSB 2LSB 3LSB 4L.SB 5LSB 6LSB 7LSB
ITIME 0LSB 1LSB
NTIME oLSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB
STIME 0LSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB
UTIME oLSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB

5.1.3.6——Stringencodings

Subclause 5.1.3.6 gives examples of the Compact Encoding of STRING, STRING2, STRINGN,
and SHORT_STRING data values.

NOTE The preferred string type for user supplied string data is STRING2 due to international character string
requirements.

Table 254 provides a generic illustration of the encoding of a STRING value.
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Table 254 — STRING value

Contents Contents
(charcount) (string contents)
STRING OLSB 1LSB OLSB

1 octet characters

Table 255 provides a generic illustration of the encoding of a STRING2 value.

Table 255 — STRING2 value

Contents Contents
(charcount) (string2contents)

STRING2 oLSB 1LSB OLSB 1LSB

2 octet characters

Table 256 provides a generic illustration of the encoding of a STRINGN value.

Table 256 — STRINGN value

Contents Contents Contents
(charsize) (charcount) (stringNcontents)
STRINGN OLSB 1LSB OLSB 1LSB OLSB NLSB

N octet characters

Table 257 provides a generic illustration :of’the encoding of a SHORT_STRING value.

Table(257 — SHORT_STRING value

Contents Contents
(charcount) (short_string)
SHORT_STRING 0LSB OLSB

1 octet characters

Table 258 illustrates the encoding of a string variable whose contents equal "Mill". Enicoding
exampl|es, of all string types are presented. Character coding is specified in ISO/IEC 10646. The
hexadgecimal equivalent is: 0x4D696C6C for 8-bit encoding.

Table 258 encodes "Mill" as a STRING type.

Table 258 — Example compact encoding of a STRING value

Contents Contents
(charcount) (string contents)
STRING 04 00 4D 69 6C 6C

Table 259 encodes "Mill" as a STRING2 type.
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Table 259 — Example compact encoding of STRING2 value

Contents Contents
(charcount) (string2 contents)
STRING2 04 00 4D ‘ 00 ‘ 69 | 00 | 6C | 00 ‘ 6C | 00

Table 260 encodes "Mill" as a SHORT_STRING type.

Table 260 - SHORT_STRING type

Tontents Contents
(charcount) (short_string contents)
SHORT_STRING 04 4D 69 6C 6C

5.1.3.7 FixedLengthBitString encoding

Subclause 5.1.3.7 provides examples of the Compact Encoding of SWORD, WORD, DV

VORD,

LWORD data values. Figure 15 illustrates the bit placement rules associated with the Co¢mpact
Encoding of a FixedLengthBitString.

BYTE

15 ...

.. 8 WORD

15 ...

-8 | 23..... 16 | 31...... 24 DWORD

15 ...

-8 | 23..... 16 | 31...... 24 | 39

...... 32| 47......40 | 55.....48 | 63 ......56 LWORD

IEC

Figure 15 — FixedLengthBitString compact encoding bit placement rules

Figure|[16 through Figure-19'illustrate the encoding of SWORD, WORD, DWORD, and LWORD.

Bits In Memory:

00001111

Compact Encoded BYTE

00001111 or 0xOF

Figure 16 — Example compact encoding of a SWORD FixedLengthBitString

Figure 17 — Example compact encoding of a WORD FixedLengthBitString

Bits In Memory:

/=93

00001111 11001111

Compact Encoded WORD
11001111 00001111 or OXCFOF

IEC
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Bits In Memory:
B L s 0
00001111 11001111 10110110 00111110
Compact Encoded DWORD

00111110 10110110 11001111 00001111  or 0x3EB6CFOF
IEC

Figure 18 — Example compact encoding of a DWORD FixedLengthBitString

Bits In Memory:
63 et e e e et e ea e ea ettt ettt ettt 0

11110000 11001111 10110110 00111110 11110000 00101101 00011110 00001111

Compact Encoded LWORD

00001111 00011110 00101101 11110000 00111110 10110110 11001111 11110000 or 0xOF1E2DFO03EB6CFFO
IEC

Figure 19 — Example compact encoding of a LWORD FixedLenhgthBitString

5.1.3.8 Array encoding
5.1.3.8§.1 One-dimensional array encoding

The Afray encoding shall use the encoding rules for the data types for each elemegnt and
concatenates the elements which compose the array. The'encoded values of the array elements
shall bp encoded in the same order as they are declared in the corresponding type or vpariable
specification. These elements may be of any data type.

The ddfinition of a single—dimensional array in{the control network shall be:

ARRAY::= SEQUENCE -OF, { array elements, NetworkData }

Assume the follewing array definition::
ARRAY1::= SEQUENCE OF {array elements:=2, UINT}

Plugging the UINT values {152} into this array definition yields the encoding specified in
Table 261.

Table 261 —‘Example compact encoding of a single dimensional ARRAY

Octet number 1st 2ond 3rd 4th
ARRAY 01 00 02 00
5.1.3.8.2 Two-dimensional array encoding
ARRAY::= SEQUENCE OF { array elements
SEQUENCE OF { array elements, NetworkData } }
5.1.3.8.3 Three-dimensional array encoding
ARRAY::= SEQUENCE OF { array elements,

SEQUENCE OF { array elements,
SEQUENCE OF { array elements,

NetworkData } } }

Since control network data may comprise either ElementaryData or DerivedData, a new type or
variable specification can be required before transmitting the values for the ARRAY.
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A multi-dimensional array shall be seen on the wire as a single—dimensional array. The order
of the array elements shall be maintained via the packing/unpacking sequence followed by the
end nodes. The sequence followed shall be to access the Nth dimension of the array for all
values of the other dimensions.

This shall be achieved by first accessing the array with all dimensions set to their initial index
values. After this the Nth dimension is incremented through all of its index values. When the
end of the index range for the Nth dimension is reached, the (N-1)th dimension is incremented,
and the Nth dimension is set to its initial index value. This process is repeated until all of the
array's dimensions have reached the ends of their index ranges, and results in the array being
packed into the message buffer as a single—dimensional array. The same procedure is followed
to unpack the single—dimensional array into a multi—-dimensional array.

The twp—dimensional array

ARRAY1 [2,3] of UINT:= { { 1, 2, 3 },{ 4, 5, 6 }%}

results|in the data stream shown in Table 262 when it is packed into a single—-dimensional array
followiphg the compact encoding rules:

Table 262 — Example compact encoding of a multi-dimensional ARRAY

Octet number 1st 2nd 3rd 4th 5th 6th 7th Bth gth 10th 11th 12th

ARRAY 01 00 02 00 03 00 04 00 05 00 06 00

5.1.3.9 Structure encoding

The stfucture encoding shall use the encading rules for the data types for each elemgnt and
concatenates the elements which compase’ the structure.

The erjcoded values of the structure elements shall be encoded in the same order as they are
declargd in the corresponding ASN:1 type or variable specification. These elements mal be of
any Dgta type.

STRUCT::= SEQUENCE OF NetworkData — May be different types

Since NetworkData may be comprised of either ElementaryData or DerivedData, a new fype or
variable specification can be required before transmitting the values for the STRUCT.

Assumie thé following structure definition:

newostruct::= SEQUENCE { BOOL,UINT,DINT}

Plugging the values {TRUE,0x1234,0x56789ABC} into the structure results in the encoding as
specified in Table 263.

Table 263 — Example compact encoding of a STRUCTURE

Octet number 1st 2nd 3rd 4th 5th eth 7th

newStruct 01 34 12 BC 9A 78 56
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5.1.3.10 Complex encoded data format examples
5.1.3.101 General

The examples in 5.1.3.10.2 and 5.1.3.10.3 show how more complex data formats shall be
packed. Example 5.1.3.10.2 shows the packing of an array of structures. Example in 5.1.3.10.3
shows how a structure with an array element is packed.

5.1.3.10.2 Example 1: encoding an array of structures:

STRUCT1::= SEQUENCE OF {
UINT elel;
USINT ele3;
USINT eled;
UINT eleb5;

ARRAY1 [ 2,3 ] of STRUCT1:= {

t 1, 2,3, 4 51}, {6 7,8, 9, 10},

{ 11, 12, 13, 14, 15} },

{ {15, 14, 13, 12, 11}, { 10, 9, 8, 7,8 },
{5 4,3, 2,11} 1}

results|in the following data stream:
[01)[00][02][03][04]1[05][00] [O6]1[00][07]1[0OBN0O9][0A]I[00]

[OB] [00] [OC] [OD] [OE][OF][0O0] [OF][OO0][OE]OD] [0C][0B][00]
[OA] [00][09][08][07]1[06]1[00] [O5]1[00][04%[03]7([02]1[01]1T[00]

—

5.1.3.10.3 Example 2: encoding a structure-with an array element

STRYCT2: := SEQUENCE OF {

UINT elel;

ARRAY [ 3 ] of USIN® array2;
UINT eleb5;

}
STRyPCT2:= { 1, { 2, 3, 4 ), 5 }

results|in the following data stream:
[01][00] [02]1[03)TQ4] [05][00]

5.2 Data type reporting

5.2.1 Object-data representation

Objects may choose to implement a mechanism for reporting Data Type of a particular Aftribute
or trangmitting type information along with the actual data. Subclause 5.2 defines the means by

i Nata Tuynina-information-is-convavad
which Bata—Typirg-irformationis-conveyed-

The specification of Data Type information utilizes the ASN.1 methodology specified in
ISO/IEC 8824-1 and ISO/IEC 8825-1 with the control network defined optimizations to encode
the DataTypeSpecification production defined in 4.2.4.

The control network defined optimization is that the Length Octet of a NULL type is not encoded.

NOTE For example, the encoding of 'abc [PRIVATE 1] IMPLICIT NULL' would be: 0xC1 (a tag with no length octet).
5.2.2 Elementary data type reporting

Elementary data types shall be identified using the identification codes defined in Table 264.
These codes shall define the encoding of the primitive members of the DataTypeSpecification
production. The control network specifies that ASN.1 NULL types shall not report the Length
Octet of zero (0).
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Table 264 — Identification codes and descriptions of elementary data types

Data type name Data type Data type description
code
(in hex)
UTIME Cco System time information
BOOL C1 Logical Boolean with values TRUE and FALSE
SINT C2 Signed 8-bit integer value
INT C3 Signed 16-bit integer value
DINT C4 Signed 32-bit integer value
N S5 Stgrred-64-bitintegervatde
USINT C6 Unsigned 8-bit integer value
UINT c7 Unsigned 16-bit integer value
UDINT C8 Unsigned 32-bit integer value
ULINT C9 Unsigned 64-bit integer value
REAL CA 32-bit floating point value
LREAL CB 64-bit floating point value
STIME CcC System time information
DATE CD Date information
TIME_OF_DAY CE Time of day
DATE_AND_TIME CF Date and time of day,
STRING DO character string (1. Qctet per character)
SWORD D1 bit string - 8-bits
WORD D2 bit string -*16-bits
DWORD D3 bit string*- 32-bits
LWORD D4 bit string - 64-bits
STRING2 D5 character string (2 octets per character)
FTIME D6 Duration (high resolution)
LTIME D7 Duration (long)
ITIME D8 Duration (short)
STRINGN D9 character string (N octets per character)
SHPRT_STRING DA character sting (1 octet per character, 1 octet length indicator)
TIME DB Duration (milliseconds)
EPATH DC Path segments
STRINGI DE International Character String
NTIME DF Duration (nanoseconds)
EO - E3 Reserved for future use

5.2.3 Constructed data type reporting
5.2.3.1 General

Subclause 5.2.3 details the means by which the structure and array information presented within
the DataTypeSpecification production is represented.

Table 265 specifies the identification codes used for the various constructed data types.
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Table 265 — Identification codes and descriptions of constructed data types

Data type name Data type code Data type description

(in hex)

Abbreviated Structure A0 Structure identified by 16-bit CRC value

Abbreviated Array A1 Array identified by 16-bit CRC value

Formal Structure A2 Structure defined by member type list

Formal Array A3 Array defined by type and size
A4-AT7 Reserved — do not use

Formal Handle Structure A8 Structure defined by member type and member handle list
A9-BF Reserved

5.2.3.2 Structure type definition
5.2.3.21 General

The control network defines three different methods for reporting Structure type definitig

e Fo

e Formal Handle Encoding (FormalHandleStrucTypeSpec);

e Ab

Forma
includi
be obt
detaile
compo
a shor
associ

5.2.3.2.2 Formal encoding for structure type information

Table 266 defines the formal encoding format for non-nested structures.

mal Encoding (FormalStrucTypeSpec);

reviated Encoding (AbbreviatedStrucTypeSpec).

ng the complete definition of all componentdata types(the structure member numbk
hined based on the component position).cFormal Handle encoding is used to prd
d report of the complete structure definition, including the complete definition
hent data types and component handles. Abbreviated encoding shall be used to
er form of the structure definition’”This shorter form shall not include the date
hted with the structure's componeénts.

TFable 266 — Formal structure encoding definition

Octet Definition
0 Formal Structure (A2)
1 Length of structure definition in octets (n)
2 to (n+1) Data type code (CO to DF)

ns:

encoding shall be used to provide a detailed:xeport of the complete structure defjnition,

er can
vide a
of all

specify

types

The examples in 5.2.3.2.3 and 5.2.3.2.4 illustrate formal encoding for structure type
specifications. This is actually an example of the encoding of the FormalStrucTypeSpec
production defined in 4.2.4.

5.2.3.2.3 Example 1

Figure

20 illustrates the encoding of the following structure definition.

STRUCT: := SEQUENCE OF { BOOL, UINT, DINT }
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STRUCT type Type length Data type Data type Data type
(BOOL) (UINT) (DINT)
A2 03 C1 c7 C4

NOTE The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length Octet
of zero (0).

Figure 20 — Example 1 of formal encoding of a structure type specification

5.2.3.24 Example 2

Figure|21 illustrates the encoding of the following structure definition.
STRPCT MAIN::= SEQUENCE OF { UINT, STRUCT SUB, INT }
with subelement STRUCT SUB defined as:

STRYCT SUB::= SEQUENCE OF { UINT, SINT, INT }

Component

Nested ‘Component

Struct Type Data type Struct Type Data type Data type Data type Data type
type length (UINT) type length (UINT) (SINT) (INT) (INT)

A2 07 C7 A2 03 C7 C2 C3 L3

Figure 21 — Example 2 of formal encodihg of a structure type specification

5.2.3.2.5 Formal Encoding for Handle Structure Type Information

Table 267 defines the formal encoding/format for structures with handles.

Table 267 — Formal structure with handles encoding definition

Octet Definition
0 Formal Handle Structure (A8)
1 Length of structure definition in octets (n)
2 Handle length (1, 2 or 4 octets)
3 Data type code (CO to DF) 1
4 te 4 ¥ (Handle length — 1) Handle (1, 2 or 4 octet value assigned by application) @

a8 Additional members are represented by pairs of data type codes and handles.

The two examples in 5.2.3.2.6 and 5.2.3.2.7 illustrate formal encoding for handle structure type
specifications. This is actually an example of the encoding of the FormalHandleStrucTypeSpec
production defined in 4.2.4.

5.2.3.2.6 Example 3
Figure 22 shows the encoding of the following structure definition.

STRUCT: := SEQUENCE OF { BOOL, UINT, DINT }
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Struc Type Handle | Data type Member Data Member Data Member
type length length (BOOL) handle type handle type handle
(UINT) (DINT)
A8 10 04 C1 D9 B9 74 3E Cc7 F4 1559 93 C4 0B 7B 24 A6

Figure 22 — Example 3 of formal encoding of a handle structure type specification

5.2.3.2.7

Example 4

Figure 23 shows the encoding of the following structure definition

STRYCT MAIN::= SEQUENCE OF { UINT,

with syb element STRUCT_SUB defined as:

STRUCT_SUB, INT }

STRYCT SUB::= SEQUENCE OF { SINT, INT }
Component
< =
a = = ° = Nested component
2 c o | 9 . o 5 e
- ° = | g 22 > c °c S~ 2
o o = - > T 5 —~| &o ) = °
S| e 5| g2 | EB| 5| 2| 29| sgE| 29| sur| 23| L2 £
all > S| 82| 22| 2| &| T2 | 83255 | 8752|5587 =
T (=] n |2‘ Ll g T == g | Aa
A8 OE 02 Cc7 90 1D A8 05 01 G2 F8 C3 B2 C3 |36 ED

Figure 23 — Example 4 of formal encoding<f a handle structure type specificatjon

5.2.3.2.8

Table 268 defines the abbreviated encoding format for structures.

Abbreviated encoding for structure type information

Table 268 —Abbreviated structure encoding definition

Octet Definition
0 Abbreviated Structure (A0)
1 Length of abbreviated structure (02)
2to3 UINT containing CRC

The example in 5.2.3.2.9 illustrates the abbreviated encoding for structure type specifications.

defined in 4.2.4.

uction

The UINT defined within the AbbreviatedStrucTypeSpec production shall be initialized with a
16 bit Cyclic Redundancy Check (CRC) value (see IEC 61158-4-2). This can be used by
application logic to determine whether or not the format of the structure has changed. The octet
stream used to produce the CRC is the actual formally encoded (FormalStrucTypeSpec)

structure type specification.

5.2.3.2.

9 Example 5

Figure 24 shows the abbreviated encoding of the structure definition presented in 5.2.3.2.8:
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Type UINT containing
Struct Type| TLength CRC
A0 02 Cc7 | 26

IEC

Figure 24 — Example 5 of abbreviated encoding of a structure type specification

NOTE The algorithms presented in this document are used to generate the CRC value of 0x26C7 from the Formally
Encoded type specification: [A2][07][C7][A2][03] [C7][C2][C3][C3].

5.2.3.3

Array type definition

5.2.3.3.1

General

Two different methods for reporting array type definitions shall be:

. Folmal Encoding (FormalArrayTypeSpec);

e Ab

Forma

reviated Encoding (AbbreviatedArrayTypeSpec).

encoding shall be used to provide a detailed report of the ‘eomplete array definition,

including the data content and the array's dimensions. Abbreviated encoding shall be ysed to

specify

specifyling the array's dimensions.

5.2.3.3.2

Formal encoding for array type information

Table 269 defines the formal encoding format for @rrays.

Table 269 — Formal array encoding definition

Octet Definition
0 Formal Array (A3)
1to4 Number of elements in the dimension (UDINT)
5 to end One of:

1 Array element data type code (CO to DF)
2 Formal array encoding @

3 Formal structure encoding
4 Formal handle structure encoding

a8 Eachdimension of the array shall be represented by a formal array

The eEamples in 5.2.3.3.3 and 5.2.3.3.4 illustrate formal encoding for structurg

a shorter form of the array definition. This shorter foerm“shall not include information

type

specifigcations. This is actually an example of the encoding of the FormalArrayTypeSpec

production defined in 4.2.4.

5.2.3.3.3

Example 1

Figure 25 shows the formal encoding of the following array definition (one dimensional array of
10 UINT elements).

ARRAY1::= SEQUENCE OF { array elements:= 10, UINT }
Arra Array elements Array elements Array elements Array elements Data type
y (octet 0) (octet 1) (octet 2) (octet 3) (UINT)
A3 0A 800 000 000 Cc7

Figure 25 — Example 1 of formal encoding of an array type specification
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NOTE The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length Octet of
zero (0).

5.2.3.3.4

Example 2

Figure 26 shows the encoding of the following array definition (two dimensional array of 20
elements by 256 elements of a structure consisting of a UINT, SINT and INT).

ARRAY1: :=

SEQUENCE OF { array elements:=
SEQUENCE OF { array elements:= 256,

20,

in which STRUCT ELE is defined as:

STR

Forma

NOTE
zero (0)

5.2.3.3.

Table ]

STRUCT ELE } }

Table 270 —

5 Abbreviated tag encoding for array type information

P70 defines the abbreviated encoding format for arrays.

FeF R =——SEOBENCE— o1 NSN3
Encoding: [A3][14][00]{00][00][A3][00][01][00][00][A2][03][C7][C2][C3]
Array Array elements Array elements Array elements Array elements
type (octet 0) (octet 1) (octet 2) (octet 3)
A3 14 00 00 00
Array contents
Array Array elements Array elements Array elements Array elements
Type (octet 0) (octet 1) (octet 2) (octet 3)
A3 00 01 00 00
Nested array contents
Struct Type UINT SINT INT
type length
A2 03 a7 Cc2 C3
Figure 26 — Example2 of formal encoding of an array type specification

The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length

Abbreviated array encoding definition

Octet of

Octet

Definition

0

Abbreviated Array (A1)

1

Length of abbreviated array (n)

2 to (2+n-1)

One of:

1 Array element data type code (CO to DF)
2 Abbreviated array encoding @

3 Abbreviated structure encoding

a

Each dimension of the array shall be represented by an abbreviated array.

The abbreviated encoding of an Array type shall not include the information specifying the

Array's

dimensions.

This

is actually an example of the

AbbreviatedArrayTypeSpec production defined in 4.2.4.

encoding

of

the
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5.2.3.3.6 Example 1

Figure 27 shows the abbreviated encoding of the following array definition (one dimensional
array of 10 UINT elements):

ARRAY2::= SEQUENCE OF { array elements:= 10, UINT }
Array type Type length Data type
(UINT)
A1 01 c7

NOTE [The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length

zero (0)

5.2.3.3.

Figure
array g

ARRAY::= SEQUENCE OF { array elements:= 20,

7 Example 2

Figure 27 — Example 1 of abbreviated encoding of an array type specificatiorL

Octet of

28 shows the abbreviated encoding of the following array definition (two dimensional

f 20 elements by 900 elements of a structure consisting of a WINT, SINT and INT|

SEQUENCE OF { array elements:= 800, STRUCT ELE } }

):

in whigh STRUCT ELE is defined as:
STRPCT ELE::= SEQUENCE OF { UINT, SINT, \INT }
Structure (STRUCT_ELE)
Array Type Array Type
typq length type length Struct type Type length UINT containing |CRC
A1 06 A1 04 AO 02 59 51

NOTE
Encodeq

6 St

Interfa
for the

The algorithms presentedhin‘this document are used to generate the CRC value of 0x5159 from the

Figure 28 — Example 2 of\abbreviated encoding of an array type specification

type specification: [A2J03][C7][C2][C3].
ructure of FAL protocol state machines

e to FAL’services and protocol machines are specified in Clause 6. Convention
descCriptions are given in IEC 61158-1.

Formally

s used

This fieldbus Tollows the siructure ouilined for Type T fieldbus with the following specific
features:

e There is no formal definition of AP-Context Machine

e There is a formally-defined FSPM Machine serving as an interface between FAL User and
ARPM.

e There are ARPM Machines of two different types:

1)
2)

one ARPM machine for connection-less application relationships
seven ARPM machines for connection-oriented application relationships

¢ DMPM Machines are defined at the interface to the supported Data-link layer (Type 2 or

oth

ers).
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7 AP-Context state machine

7.1 Overview

Type 2 supports the AP-Context State Machine specified in 7.2, when the Connection object is
also supported.

These state machines refer to the following additional internal services.

e Send_Message — Used internally to trigger the transmission of a message. This results in
the invocation of the associated Link Producer’s Send service. If the message needs to be
tra i i i i i i ultiple
fragments and invokes the associated Link Producer’s Send service multiple times)

e Regeive Data — Used internally to deliver a received frame to the Connection‘objegt. This
serpice is invoked internally by a Link Consumer. The Connection object is-responsible for
determining whether or not it shall reassemble a series of data fragments.into a complete
mepsage before processing the message.

7.2 Connection object state machine
7.21 I/0 Connection instance behavior

Figure|29 provides a general overview of the behavior asseciated with an 1/O Connlection
object|(instance_type attribute = 1/0).

Delete from any state

Non-existent |«

Createl ﬂ Get Attribute/Set Attribute

St Attibue! ’__y Configuring Apply Attribwes o} Waiting for | Apply Adtribus
Apply Attributes Connection ID

ApplyAnribuesl

Get_Attribute/Set_Attribute/ ’: Established |«

Apply Attributes/Reset/

Message Produéed/Consumed
Inactivity/Watchdog
Timeout & watchdog_timeout action =
Reset Transition to Timed Out
Delete Timed Out

IEC

Figure 29 — I/O Connection object state transition diagram

Important: Table 271 provides a detailed State Event Matrix for an 1/0 Connection object and
implementations should be based on this information. This State Event Matrix does not dictate
rules with regards to product specific, internal logic. Any attempt to access the Connection
Class or a Connection object Instance can need to pass through product specific verification.
This can result in an error scenario that is not indicated by the SEM in Table 271. This can also
result in additional, product specific indications delivered from a Connection object to the
application and/or a specific application object. The point to remember is that the Connection
object shall exhibit the externally visible behavior specified by the SEM and the attribute
definitions.
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Table 271 — 1/0 Connection state event matrix

Event

1/0 Connection object state

Non-Existent

Configuring

Waiting for
Connection ID

Established

Timed

Out

Connection | Class Not applicable Not applicable Not applicable Not applicable
Class instantiates a
receives a | Connection
Create object. Set
Request instance_type to
1/0. Set all
other attributes
to default
values.
Transition to
Configuring
Connegtion | Error: Object Release all Release all Release all Release all
Clags does not exist associated associated associated associated
receives a |(General Error |resources. resources. resources. resources|
Delgte Code 0x16) Transition to Transition to Transition to Transition |to
Request Non-existent Non-existent. Non-existent!. Non-existgnt.
Set_At'tribu Error: Object Validate/service If request to modify |Validaté/service Validate/segrvice
te_Single |does not exist the request based [produced or the request based |[the requedt
(General Error |on internal logic consumed_connecti |on internal logic based on internal
Code 0x16) and per the on_id then validate |and’per the logic and per the

Access the value and Access Rules Access Ryles
service the request. .

Return response. Return appropriate Return appropriate | Return ‘
response. If thisjis a |€Sponse. appropriatp
request to_ascess an response.
attribute other than
the produced or
constmed_connecti
op\id, then return
an Error Response
whose General Error
Code is set to 0x0C
(The object can not
perform the
requested service in
its current
mode/state)

Get_Aitribu Error: Object Validate/service Validate/service the |Validate/service Validate/service
te_Single |does not exist the request based [request based on the request based |[the requedt
(General Error_J | on internal logic internal logic and on internal logic based on internal
Code 0x16) and per the per the Access and per the logic and per the
Access Rules Rules Access Rules Access Rdles
Return response. Return response. Return response. |Return response.
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1/0 Connection object state

Event Non-Existent Configuring Waiting for Established Timed Out
Connection ID
Reset Error: Object Error: The object Error: The object Cancel the current [Using the value

does not exist
(General Error
Code 0x16)

cannot perform the
requested service
in its current
mode/state.
(General Error
Code value =
0x0C)

cannot perform the
requested service in
its current
mode/state.
(General Error Code
value = 0x0C)

Inactivity/Watchdo
g Timer. Using the
value in the
expected_packet_
rate attribute,
re-start the
Inactivity/Watchdo
g Timer. A
success response

. N 3 .
S—FetaRea—CSverit

in the
expected_packet
_rate attribute,
start the
Inactivity/Watchd
og timer and
transition back to
the Established
state.

an
Inactivity/Watchdo
g Timer is not
utilized by the
Connection object
(Client Transport
Class 0,
expected_pacCket_
rate = 0xQC)-

If the
expected- packet
_rateattripute
has been get to
zero (0) while the
Connectioh was
in the Time¢d Out
state, then just
transition back to
Established
without acfivating
an
Inactivity/
og Timer.

atchd
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1/0 Connection object state

Event Non-Existent Configuring Waiting for Established Timed Out
Connection ID
Apply_ Error: Object Deliver Connection | If either of the All modifications Error: The object
Attributes |does not exist object to the connection_id take place cannot perform

(General Error
Code 0x16)

application which
validates the
attribute
information. If
either of the
connection_id
attributes
(produced or

attributes (produced
or consumed) still
needs to be
configured and
cannot be generated
by this module, then
return a Successful
Response and

H 1
rema—t— e

immediately once
the Connection
has transitioned to
the Established
state. Return
Error: The object
cannot perform
the requested

Ly
SeHHECH 1S

the requested
service in its
current
mode/state.
(General Error
Code value =
0x0C)

eohstee-reeds
to be configured
and cannot be
generated by this
module, then
perform all the
other steps
necessary to
configure the
connection, return
a Successful
Response and
transition to the
Waiting For
Connection ID
state. The inability
to generate a
produced or
consumed
connection ID
value IS NOT
reported as an
error. If all
attributes are
validly configured;
then perform all
the steps
necessary to
satisfy this
connegtion, start
all tequired timers,
and transition to
the Established
state. If an error is
detected, then an
Error Response is
returned and the
Connection
remains in the
Configuring state?
and, if a Client
Connection with a

production-triacer
L I

Waiting For
Connection ID state.
The inability to
generate a produced
or consumed
connection ID value
IS NOT reported as
an error. If the
produced and/or
consumed_connecti
on_id attributes are
now validly
configured, then
transition to the
Established statg
and return a
Successful
Response? and, if a
Client Connection
with a production
trigger value of 0 or
1%(€yclic or Change
of State), produce
initial data.

current
mode/state.
(General Error
Code value =
0x0C)

value of 0 or 1
(Cyclic or Change
of State), produce
initial data.
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Event

1/0 Connection object state

Non-Existent

Configuring

Waiting for
Connection ID

Established

Timed

Out

Receive_Da
ta

Not applicable

Discard the
message

Discard the
message

If a complete,
valid® message
has been
received, reset the
Inactivity/Watchdo
g Timer® and
deliver the I/O
Message to the
Application. A
Connection object

Discard the

message

shatrexnibitrthe
externally visible
behavior
associated with
the current state
of its attributes
(see Access
Rules).

If this is a
fragmented
portion of an 1/O
Message, process
as\specified by
subnet.

Send_Mess

Not applicable

Return internal
error - do not send
the message

Return internal_érfor
- do not send.the
message

Transmit the
complete I/O
Message or
fragment as
required by the
subnet. If this is a
Client Connection
and the
expected_packet_
rate attribute is
non-zero, restart
the Transmission
Trigger Timer.

Return inté
error - do
send the
message

trnal
hot

Inactiyity/

Watchdog
Timgr
expifes

Not applicable

Not-applicable

Not applicable

Examine the
watchdog_timeout
_action attribute of
the Connection
and perform the
indicated action. If
the
watchdog_timeout
_action attribute
indicates that the
Connection is to
remain in the
Established state

Not applic

hble

tAtuto-Reset)then
immediately
re-start the
Inactivity/Watchdo
g Timer.
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NOTE Attribute Access Rules are specified in IEC 61158-5-2, 6.2.3.2.1.4.

a

If the configuration indicates that a Message ID needs to be allocated and an available Message ID does not
exist in the specified Message Group, then an Error Response whose General Error Code indicates Resource
Unavailable (0x02) is returned. If a Connection object attribute value passed the range check when it was
initially configured but the attribute value conflicts with another piece of information in the node when the Apply
request is processed, then an Error Response is returned whose General Error Code is set to Invalid Attribute
Value (0x09) and whose Extended Code is set to the Attribute ID of the offending Connection object Attribute
ID.

The Connection object verifies that the length of the received I/O Message is less than or equal to the
consumed_connection_size attribute prior to processing the message. If the length of the received message is
less than or equal to the consumed_connection_size attribute, then the 1/0O Connection object resets the
Inactivity/Watchdog Timer, exhibits the externally visible behavior indicated by its attribute settings, and
delivers the message to the Application. If the length of the received message is greater than the
consumed_connection_size attribute, then the 1/0 Connection object immediately discards the messgge and
disgontinues any subsequent processing. This is the only message content validation performed, by| an 1/0
Connection object. Subsequent validation shall be performed by the Application.

If alfragmented message is being received, then the Inactivity/Watchdog Timer is not reset .until the entire
megsage has been validly received.

Imporfant: The Receive_Data event is only delivered to an I/O Connection when a mg¢ssage
whose|[Connection Identifier Field matches the consumed_connection id attribute is reg¢eived.
If a mg¢ssage is received whose Connection ldentifier Field doés-not match any Established
Connegtion object's consumed_connection_id attribute, then¥the message is disqarded.

Connegtion Identifiers are subnet-type specific.

If an inpplementation detects that it does not support afExplicit Messaging Service indicpted in
Table 271, then an Error Response specifying axGeneral Error Code 0x08 (Servige Not

Suppofted) is returned.

7.2.2 Bridged Connection instance behavior

Figure|30 provides a general overview .0of*the behavior associated with a Bridged Connection
object [instance_type attribute = Bridged). Bridged connections are used to make conngctions
offlink.[Both 1/0 and Explicit Messagihg can be accomplished using this connection type. The

Connefgtion Manager object definition provides more details these types of connections.

p Non-Existent |@¢—

Forward Open (to
Connection Manager)
Forward Close
. Successful
Configuring
Forward Open

Connection response returned
Timeout \ 4

Established [———®  Closing

Forward Close

Figure 30 — Bridged Connection object state transition diagram

Forward Close Rejected IEC

Table 272 provides a detailed State Event Matrix for a Bridged Connection object.
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Event Bridged Connection object state
Non-Existent Configuring Established Closing
Connection Connection Class Not applicable Not applicable Not applicable

Manager receives a
Forward Open
Request

instantiates a
Connection object.
Set instance_type
to Bridged. Set
attributes to value
delivered by
Forward Open
service or default

for Bridged

connections.
Transition to
Configuring.

Connegtion
Managgr receives
notificdtion that
connedtion
establishment is
complgte to target

Not applicable

Transition to
Established

Not applicable

Not dpplicablg

Connegtion Manager

Not applicable

Ignore event

Transition\te

Ignore event

receivT a Forward Closing
Close Request
Connegtion Not applicable Release all Release all Release all

Managgr receives a
Forwand Close
Response

resources and
transition to Non-
Existent

resources and
transition to Non-
Existent

resources ang
transition to Non-
Existent

Delete

Error: Object does
not exist (General
Error Code 0x16)

Release all
resources.and
transition*to Non-
Existent

Release all
resources and
transition to Non-
Existent

Release all
resources ang
transition to Non-
Existent

Get_Atfribute_Single

Error: Object does
not exist (General
Error Code 0x16)

Set_Atfribute_Single

Error: Object.dées
not exist (Géneral
Error Code 0x16)

Validate/service
the request based
on internal logic
and per the Access
Rules. Return
appropriate
response.

Validate/service the
request based on
internal logic and
per the Access
Rules. Return
appropriate
response.

Validate/servige the
request based on
internal IogicSEnd
per the Acce
Rules. Return|
appropriate
response.

Reset

Errors Object does
not exist (General
Ercor Code 0x16)

Error: Service Not
Supported
(General Error
Code 0x08)

Error: Service Not
Supported (General
Error Code 0x08)

Error: Servicg Not
Supported (General
Error Code 0408)

Apply_Attributes,

Error: Object does
not exist (General
Error Code 0x16)

Error: Service Not
Supported
(General Error
Code 0x08)

Error: Service Not
Supported (General
Error Code 0x08)

Error: Servicg Not
Supported (Ggneral
Error Code 0408)

Receive—Data

Not-aoplicable.
Pr

lanore-avent
3

lnvoke-send-service

of Connection
object on
destination port,
passing the
received data.

lanore-avent
9

Send_Message

Not applicable

Ignore event

Send data on
subnet.

Ignore event

Inactivity/Watchdog
Timer expires

Not applicable

Not applicable

Release all
resources and
transition to Non-
Existent

Release all
resources and
transition to Non-
Existent

NOTE Attribute Access Rules are specified in IEC 61158-5-2, 6.2.3.2.1.4.
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7.2.3

Figure 31 provides a general overview of the behavior associated with an Explicit Messaging
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Explicit Messaging Connection instance behavior

Connection object (instance_type attribute = Explicit Messaging).

Delete

Child instance
Deleted or Transitions
to Timed Out and no

Non-Existent

Open Explicit Messaging Connection
Response Transmitted by a Server end-point

Open Explicit Messaging Connection

»
P>

A
Delete

Inactivity/ Watchdog Timeout &

satchde

othefchild instances
are in the Established
state]

hnY hnY . 11
osponsTIeetIvea oy &

Inactivity/ Watchdog Timeout &
watchdog timeout action =

Deferred Delete

Ol + <l it
e ena-pomt

Auto Delete or this attribufe
to Deferred Delete and-ng ch
instances are in the Establish

Deferred Delete and at least one state
child instance is in the Established
state
A
< Get_Attribute/
> Established Set Attribfite/
Receive Data / Reset Reset
IEC
Figure 31 — Explicit Messaging Connection object state transition diagram
Table 273 provides a detailed State Event Matrix for an{Explicit Messaging Connection pbject.

Implenpentations should be based on the information in{ Table 273.

Table 273 — Explicit Messaging €onnection state event matrix

set
1d
bd

Event

Explicit Messaging Connection object state

Non-Existent

Established

Deferred Delete

UCMM Feceives an
Open Elxplicit
Messading Connection
Request/Response and
invokeg the Create
service|of the
Connedtion Class

If possible, Class
instantiates Condection
object. Set instance_type
attribute to Explicit
Messaging®. Other
attributes are automatically
configured using the
information in the Open
Explicit Messaging
Connection
Request/Response.
Transition to Established.
If request received,
Transmit Open Explicit
Messaging Connection
Response

Not applicable

Not applicable

UCMM receives a
Close Request and
invokes the Delete
service of the
Connection Class

Error: Object does not
exist (General Error Code
0x16)

Release all associated
resources. Transition to
Non-existent.

Release all associated
resources. Transition to
Non-existent.

Connection Class
receives a Delete
Request

Error: Object does not
exist (General Error Code
0x16)

Release all associated
resources. Transition to
Non-existent.

Release all associated
resources. Transition to
Non-existent.

Set_Attribute_Single

Error: Object does not
exist (General Error Code
0x16)

Validate/service the request
based on internal logic and per
the Access Rules.

Return appropriate response.

Validate/service the
request based on internal
logic and per the Access
Rules.

Return appropriate
response.
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Event

Explicit Messaging Connection object state

Non-Existent

Established

Deferred Delete

Get_Attribute_Single

Error: Object does not
exist (General Error Code
0x16)

Validate/service the request
based on internal logic and per
the Access Rules.

Return appropriate response.

Validate/service the
request based on internal
logic and per the Access
Rules.

Return appropriate
response.

Reset

Error: Object does not
exist (General Error Code
0x16)

Cancel the current
Inactivity/Watchdog Timer.
Using the value in the
expected_packet_rate

Using the value in the
expected_packet_rate
attribute, re-start the
Inactivity/Watchdog Timer

attribute, re-start the
Inactivity/Watchdog Timer.

and transition back fo the
Established state.

Apply_Attributes

Error: Object does not
exist (General Error Code
0x16)

Error: The object cannot
perform the requested service
in its current mode/state.
(General Error Code value =
0x0C)

Error: The object capnot
perform thé réquestgd

service in lits curren
mode/state. (General Error
Code)value = 0x0C)

Receiveg_Data

Not applicable

If a valid message or message
fragment has been received(
then reset the
Inactivity/Watchdog Timer
Either process/store, the
fragment or handle the Explicit
Message.

Ifva valid message qr
message fragment has
been received, then|restart
the Inactivity/Watchfog
Timer and transition back
to the Established $tate.
Either process/storqg the
fragment or handle the
Explicit Message.

Send_Message

Not applicable

Examine\the length of the
message/to transmit and, if
necgssary, perform a
fragmented series of
transmissions. Otherwise,
transmit the complete Explicit
Message.

Examine the length [of the

message to transmif and, if
necessary, perform p
fragmented series of
transmissions. Othefwise,
transmit the complefe
Explicit Message.

Inactivify/Watchdog
Timer expires

Not applicable

If the
watchdog_timeout_action
attribute is set to Auto Delete
or is set to Deferred Delete
and no child connection
instances are in the
Established state release all
associated resources and
Transition to Non-existent. If
the
watchdog_timeout_action
attribute is set to Deferred
Delete and at least one child
connection instance is in the
Established state transition to
Deferred Delete.

Not applicable.

Child connection
instance Deleted or
Transitions to Timed
Out

Not applicable

Ignore event

If no other child connection
instances are in the
Established state release
all associated resources
and transition to
Non-existent.

NOTE Attribute Access Rules are specified in IEC 61158-5-2, 6.2.3.2.1.4.

a8 If the configuration indicates that a connection resource needs to be allocated and an available resource does
not exist, then an Error Response whose General Error Code indicates Resource Unavailable (0x02) is returned.

Important: The Receive_Data event is only delivered to an Explicit Messaging Connection
when a message who's Connection ID matches the consumed_connection_id attribute is
received. If a message is received whose connection id does not match any Established
Connection object's consumed_connection_id attribute, then the message is discarded.
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If an implementation detects that it does not support an Explicit Messaging Service indicated in
Table 273, then an Error Response specifying a General Status Code 0x08 (Service Not
Supported) is returned.

8 FAL service protocol machine (FSPM)

8.1 General

This fieldbus FAL Service Protocol State Machine maps FAL User services onto services of
communication objects internal to FAL.

8.2 I
The O

rimitive definitions

ects within FSPM shall provide the following services:

Get_Attributes_All

Set_Attributes_All

Get_Attribute_List

Set_Attribute_List

Get_Attribute_Single

Set_Attribute_Single

Reset
Creat¢
Delete
Start

Stop

Find_Next_Object_Instance

Reads values of all attributes of the“specified pbject
class or instance

Writes specified values 0\ all attributes ¢f the
specified object class or-instance

Reads values of the spe€cified list of attributes|of the
specified object class or instance

Writes specified values to the specified list of
attributes of'the specified object class or instgnce

Reads_value of the specified attribute Qqf the
specified object class or instance

Writes specified value to the specified attribute of
the specified object class or instance

Resets the specified object class or instance
Creates an instance of the specified object class
Deletes an instance of the specified object clgss
Starts execution of the specified object
Stops execution of the specified object

Finds the identifier of the next unused instance of
the specified object class

NOP

Apply_Attributes

Save
Restore

Get_Member

Set_Member

Insert_Member

Triggers corresponding NOP response from the
specified object

Causes pending attribute values to become active in
the specified object

Saves attributes contents of the specified object
Restores attributes contents of the specified object

Reads member(s) information from within an
attribute

Writes member(s) information in an attribute

Inserts member(s) into an attribute
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Remove_Member Removes member(s) from an attribute

Group_Sync Verifies that each member of a group s
synchronized to System Time

Multiple_Service_Packet Performs a set of services as an autonomous
sequence

Get_Connection_Point_Member_List Returns EPATHs and associated sizes of the value
for member attributes defining the structure of a
Connection Point

Refer o IEC 61158-5-2 for detailed definition of these services.
Primitiyes of Common Services exchanged between UCMM and FAL Userlare shpwn in
Table 275 and Table 276.
All seryices have the following common parameters, as shown in Table 274.
Table 274 — Primitives issued by FAL userto FSPM
Common parameters Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing-Path
Add. Path U U(=)
Port ID M
Result (+) S S(=)
AREP M=
Receiver/Server Local ID M=
Service status M M(=)
Result (-) S S(=)
AREP M=
Receiver/Server Local ID M=
Service status M M(=)

Only those argument parameters additional to the common ones are shown in Table 275 and
Table 276.

Additional parameters of indication service primitives are the same as those of the
corresponding request primitive.
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Additional parameters of confirmation service primitives are the same as those of the
corresponding response primitive.

Table 275 — Primitives issued by FAL user to FSPM

Primitive name Source | Additional parameters Functions
Get_attributes_All.req FAL None Conveys a request from FAL User to a target object
User to supply values of all attributes of the specified
object class or instance
Set_attributes_All.req FAL Attribute Data Conveys a request from FAL User to a target object
User to write specified values of all attributes of the
specified object class or instance
Get_attribute_list.req FAL Attribute Count Conveys a request from FAL User to a targef object
User Attribute List to supply values of specified list of attributeq of the
specified object class or instance
Set_attfibute_list.req FAL Attribute Count Conveys a request from FAL User [to a targef object
User Attribute Data to write specified values of specified list of
attributes of the specified object class or instance
Reset.rpq FAL Object Specific Data Conveys a request from'EAL User to reset
User (optional) specified target object class or instance
Start.refq FAL Object Specific Data Conveys a request from FAL User to a targef object
User (optional) to start an instarnce of the specified object class
Stop.refy FAL Object Specific Data Conveys afequest from FAL User to a targef object
User (optional) to stop_an instance of the specified object clpss
Create.feq FAL Object Specific Data Conveys a request from FAL User to a targef object
User (optional) to efeate an instance of the specified object|class
Delete.feq FAL Object Specific Data Conveys a request from FAL User to a targef object
User (optional) to delete an instance of the specified object [class
Multipld_Service_Packet. | FAL Number of Servicées Conveys a request from FAL User to a targef object
req User Service Offsets to perform a set of services as an autonomops
Service List sequence
Apply_Attributes.req FAL Object Specific Data Conveys a request from FAL User to a target object
User (optional) to activate pending attribute values
Get_attribute_single.req |FAL Naone Conveys a request from FAL User to a targe} object
User to supply values of the specified attribute of the
specified object class or instance
Set_attfibute_single.req |FAL Attribute Data Conveys a request from FAL User to a targef object
User to write the specified values into specified aftribute
of the specified object class or instance
Find_ngxt_object_ FAL Maximum Returned Conveys a request from FAL User to a target
instance.req User Values device to find the identifier of the next unusqd
instance of the specified object class
Restorg.req FAL Object Specific Data Conveys a request from FAL User to a target object
User (optional) to restore its attributes contents
Save.req FAL ObjectSpecific Data COTVeEyS a TeEquUESt fTonT FAL USET to & target object
User (optional) to save its attributes contents
NOP.req FAL None Conveys a request from FAL User to a target object
User to send back a corresponding NOP response
Get_Member.req FAL None Conveys a request from FAL User to a target object
User to supply member(s) information from within the
specified attribute
Set_Member.req FAL Member Data Conveys a request from FAL User to a target object
User to write member(s) information in the specified
attribute
Insert_Member.req FAL Member Data (optional) | Conveys a request from FAL User to a target object
User to inserts member(s) into the specified attribute
Remove_Member.req FAL None Conveys a request from FAL User to a target object
User to removes member(s) from the specified attribute
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Primitive name Source | Additional parameters Functions
Group_Sync.req FAL Object Specific Data Conveys a request from FAL User to a target object
User (optional) to verify that each member of a group is
synchronized to System Time
Get_Connection_Point_ |FAL None Conveys a request from FAL User to a target object
Member_List.req User to return EPATHs and associated sizes of the value
for member attributes defining the structure of a
Connection Point
Get_attributes_All.rsp FAL (+) Attribute Data Returns a response from FAL User to a target
User (-) Specific Status object to supply values of all attributes of the
Code specified object class or instance
Set_attributes_All.rsp FAL (+) None Returns a response from FAL User to a target
User (—) Specific Status object to write specified values of all attribufps of
Code the specified object class or instance
Get_attribute_list.rsp FAL (+) Attribute Count Returns a response from FAL User to'atarggt
User Attribute Data object to supply values of specified‘list of at{ributes
(-) Specific Status of the specified object class or.instance
Code
Set_attfibute_list.rsp FAL (+) Attribute_count Returns a response from AL User to a targgt
User Attribute Status List |object to write specified'values of specified ljst of
(-) Specific Status attributes of the specified object class or insfance
Code
Reset.rgp FAL (+) Object Specific Data | Returns a respofise from FAL User to a targéet
User (optional) object to cofifirm that the instance of the spdcified
(-) Specific Status object clas§'has been reset
Code
Start.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a targét
User (optional) object to confirm that the instance of the spqgcified
(-) Specific Status Code |@bject class has started
Stop.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a targét
User (optional) object to confirm that the instance of the sp4gcified
(-) Specific Status object class has stopped
Code
Create.fsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that the instance of the spdcified
(-) Specific Status object class has been created
Caode
Delete.fsp FAL (#) Object Specific Data | Returns a response from FAL User to a targét
User, (optional) object to confirm that the instance of the spdcified
(-) Specific Status object class has been deleted
Code
Multipld_Service_Packet. ['FAL (+) Number of Returns a response from FAL User to a target
rsp User Responses object containing responses to the set of seivices
Response Offsets performed as an autonomous sequence
Response List
(-) Specific Status
Code
Apply_Attributes.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that pending attribute values have
(-) Specific Status been activated
Code
Get_attribute_single.rsp |FAL (+) Attribute Data Returns a response from FAL User to a target
User (-) Specific Status object to supply values of the specified attribute of
Code the specified object class or instance
Set_attribute_single.rsp |FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to write the specified values into specified
(-) Specific Status attribute of the specified object class or instance
Code
Find_next_object_ FAL (+) Number Of List Returns a response from FAL User to a target
instance.rsp User Members device to find the identifier of the next unused

Instance ID List
(-) Specific Status
Code

instance of the specified object class
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Primitive name Source | Additional parameters Functions
Restore.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that its attributes contents have
(-) Specific Status been restored
Code
Save.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that its attributes contents have
(-) Specific Status been saved
Code
NOP.rsp FAL None Returns a response from FAL User to a target
User object to confirm that the NOP has been received
Get_Member.rsp FAL (+) Member 1D Returns a response from FAL User to a target
User Member Daia object to supply member(s) information from|within
(-) Specific Status the specified attribute
Code
Set_M¢gmber.rsp FAL (+) Member ID Returns a response from FAL Usgr‘to/a targgt
User (conditional) object to write member(s) information in the
Member Data specified attribute
(optional)
(-) Specific Status
Code
Insert_IMember.rsp FAL (+) Member 1D Returns a response from FAL User to a targét
User Member Data object to inserts member(s) into the specifief
(optional) attribute
(-) Specific Status
Code
Remove¢_Member.rsp FAL (+) Member 1D Retufns a response from FAL User to a targét
User Member Data object'to removes member(s) from the specified
(-) Specific Status attribute
Code
Group_[Sync.rsp FAL (+) IsSynchronized Returns a response from FAL User to a target
User Object SpecificiData | object to verify that each member of a group|is
(optional) synchronized to System Time
(-) Specific.Status
Code
Get_Cdnnection_Point_ | FAL (+) Item.CGount Returns a response from FAL User to a targgt
Membef_List_rsp User Members object to provide EPATHs and associated sizes of
(=) Specific Status the value for member attributes defining the
Code structure of a Connection Point
Table 276 — Primitives issued by FSPM to FAL user
Primitive name Source Additional parameters Functions
Get_attributes_Alkind FSPM same as in .req primitive Indicates reception of Get_attributes_All.req
Set_attfibutes JAll.ind FSPM same as in .req primitive Indicates reception of Set_attributes_Alljreq
Get_attribute list.ind ESPM same as in .req primitive Indicates reception of Get attribute list.req
Set_attribute_list.ind FSPM same as in .req primitive Indicates reception of Set_attribute_list.req
Reset.ind FSPM same as in .req primitive Indicates reception of Reset.req
Start.ind FSPM same as in .req primitive Indicates reception of Start.req
Stop.ind FSPM same as in .req primitive Indicates reception of Stop.req
Create.ind FSPM same as in .req primitive Indicates reception of Create.req
Delete.ind FSPM same as in .req primitive Indicates reception of Delete.req
Multiple_Service_Packet.i | FSPM same as in .req primitive Indicates reception of
nd Multiple_Service_Packet.req
Apply_Attributes.ind FSPM same as in .req primitive Indicates reception of Apply_Attributes.req
Get_attribute_single.ind FSPM same as in .req primitive Indicates reception of Get_attribute_single.req
Set_attribute_single.ind FSPM same as in .req primitive Indicates reception of Set_attribute_single.req



https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 224 — IEC 61158-6-2:2023 © |EC 2023

Primitive name Source Additional parameters Functions
Find_next_object_ FSPM same as in .req primitive Indicates reception of
instance.ind Find_next_object_instance.req
Restore.ind FSPM same as in .req primitive Indicates reception of Restore.req
Save.ind FSPM same as in .req primitive Indicates reception of Save.req
NOP.ind FSPM same as in .req primitive Indicates reception of NOP.req
Get_Member.ind FSPM same as in .req primitive Indicates reception of Get_Member.req
Set_Member.ind FSPM same as in .req primitive Indicates reception of Set_Member.req
Insert_Member.ind FSPM same as in .req primitive Indicates reception of Insert_Member.req
Remove¢—Member-imd FSP Same as 1 .Teq primitive tdfcates Teceptiomof Remove_MembeTireq
Group_Bync.ind FSPM same as in .req primitive Indicates reception of Group_Sync/req
Get_Cdnnection_Point_ FSPM same as in .req primitive Indicates reception of
Membe|_List.ind Get_Connection_Point_Member,-List.reg
Get_attributes_All.cnf FSPM same as in .rsp primitive Indicates reception of Get_‘attributes_All.rsp
Set_attfibutes_All.cnf FSPM same as in .rsp primitive Indicates reception ofvSet_attributes_Alljrsp
Get_attribute_list.cnf FSPM same as in .rsp primitive Indicates reception‘of Get_attribute_list.fsp
Set_attfibute_list.cnf FSPM same as in .rsp primitive Indicates reception of Set_attribute_list.fsp
Reset.gnf FSPM same as in .rsp primitive Indicates reeeption of Reset.rsp
Start.crf FSPM same as in .rsp primitive Indicates reception of Start.rsp
Stop.cnf FSPM same as in .rsp primitive Indicates reception of Stop.rsp
Create.pnf FSPM same as in .rsp primitive Indicates reception of Create.rsp
Delete.¢nf FSPM same as in .rsp primitive Indicates reception of Delete.rsp
Multipld_Service_Packet. |FSPM same as in .rsp primitive Indicates reception of
cnf Multiple_Service_Packet.rsp
Apply_Attributes.cnf FSPM same as i tsp primitive Indicates reception of Apply_Attributes.rsp
Get_attribute_single.cnf FSPM same as~in .rsp primitive Indicates reception of Get_attribute_single.rsp
Set_attfibute_single.cnf FSPM same.as in .rsp primitive Indicates reception of Set_attribute_sindle.rsp
Find_next_object_ FSPM same as in .rsp primitive Indicates reception of
instance.cnf Find_next_object_instance.rsp
Restorg.cnf FSRPM same as in .rsp primitive Indicates reception of Restore.rsp
Save.cnpf FSPM same as in .rsp primitive Indicates reception of Save.rsp
NOP.crf FSPM same as in .rsp primitive Indicates reception of NOP.rsp
Get_M¢gmber.cnf FSPM same as in .rsp primitive Indicates reception of Get_Member.rsp
Set_M¢gmber.cnf FSPM same as in .rsp primitive Indicates reception of Set_Member.rsp
Insert_IMember.cnf FSPM same as in .rsp primitive Indicates reception of Insert_Member.rsp
Remov __VIelmper.Cril FOFIVI Sdlfie das 1M .TSP Primiive MaTCateS TeTeploN O ReMOVe_IVIETNDET.rsp
Group_Sync.cnf FSPM same as in .rsp primitive Indicates reception of Group_Sync.rsp
Get_Connection_Point_ FSPM same as in .rsp primitive Indicates reception of
Member_List.cnf Get_Connection_Point_Member_List.rsp

8.3 Parameters of primitives

The parameters used with the primitives exchanged between the FSPM and the ARPM are
described in Table 277.
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Table 277 — Parameters used with primitives exchanged between FAL user and FSPM

Parameter name

Description

AREP:
Local identifier
UCMM Record identifier
Transport identifier

Identifies the entity to be used to convey the service. This parameter may use a

dedicated identifier associated with a local entity, the identifier of a UCMM

transaction record previously created, or the transport identifier returned by the

connection establishment process and associated with the selected AR.

Receiver/Server Local ID

Generated by the Message Router ASE of the responding node. ldentifies locally

this invocation of the service. It is used to associate service responses with
indications.

Path: In the request, it specifies the FAL APO or FAL APO element that is the destination
Routing Path of the service request.
Add|t Ulldi pd“l :II t:lc ;Ilulibdt;ull, It bUIItd;IIb UII:y t:IUDU bUgIIIUIItb ‘UUyUIIu‘ t:IU :Ug;bd: b:dbb ST mel"lt
from the service request, i.e. the optional additional information for the tafgef APO
(Add.Path).
Port ID Indicates on which port of the device the service indication arrived.

Service| status:
Statup Code (mandatory)
Exterlded Status
(conditional)

Provides information on the result of service execution. It is returred in all
confirmed service response primitives (+ and -).
Status code indicates the type of error (see IEC 61158-5¢2 for details).

Extended status code gives details of the status (see IEC 61158-5-2 for detpils).

Attributp Data

1) A stream of information containing the values of each attribute that the

Class/Object defines for the request/response format. Classes/Objects which

support this service shall define the format of this parameter.
2) An array of structures, predefined by the system for the given service

Attributp Count

Number of attribute numbers in the attribute-list

Attributp list []

List (array) of the attribute numbers_of the attributes to get from the class or

bbject

Attribute Number

Number representing the attributéwvalue

Attributp Status

Status information of attribute

Attribute Value

Sequence of data specific'to. the attribute of the object or class

the full Parameter Object Instance that refers to the member

Object ppecific Data Class/Instance specificiparameters. Class/Instance specification shall specify the
format.

Instancp ID Value assignedrto identify the newly created object

Maximym Returned Values |Maximum number of Instance ID values to be returned in the response messgage

Numbep Of List Members Number of*Instance IDs specified in response message

Instancp ID List Returned Instance ID List. The Instance IDs are returned in 16 bit integer fields.

IsSynchronized Indicates if object is synchronized to the PTP Time Master

Item Cqunt Number of STRUCTSs returned

Membefs List of EPATHs of each member of the Connection Point structure, or the EPATH to

8.4 FSPM state machines

FSPM State Machine has got only one possible state: Running.

9 Application relationship protocol machines (ARPMs)

9.1 General

This fieldbus has Application Relationship Protocol Machines for:

e connection-less application relationships,

e connection-oriented application relationships.

Connection-less relationship is of one type only.
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Connection-oriented relationships fit into one of 4 transport classes:

0 Null (or Base)

1 Duplicate Detection
2 Acknowledged

3 Verified

Although similar, each of these transport classes has its own ARPM.

9.2 Connection-less ARPM (UCMM)

9.2.1 General

Functions of the connection-less ARPM are provided by the Unconnected Message Manager
(UCMNI) object. UCMM shall provide an unconnected request/response message sefrvices,
limited|to a single link that supports multiple outstanding messages. The requifed number of
outstampding messages shall be implementation specific. The UCMM shall'be present in all
nodes,|and shall support at least one outstanding message.

The UCMM detailed specification varies depending on the different ‘data link layer ass¢ciated
which ¢an be associated with the Type 2 application layer. The underlying data link layer defines
how the UCMM is accessed and may limit the messaging which~¢an occur across the UCMM.

9.2.2 Primitive definitions

The UCMM object shall provide the following services;

UCMM [Create Creates an instance of transactionecord. Puts UCMM into Running state. This sefvice is
local, it does not result in a PDU\being sent.

UCMM [Delete Deletes existing transactionrecord. Puts UCMM into Inactive state. This service is|local,
it does not result in a PDWU<being sent. This service is local, it does not result in a DU
being sent.

UCMM |Write Writes an item of application data into Transport PDU buffer; this results in sending the

data to a specified\target.
UCMM [Abort Aborts existing transaction.
Refer fo IEC 61158-5¢2,for detailed definition of these services.

Primitiyes exchanged between UCMM and FSPM are shown in the following Table 2¥8 and
Table 279.
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Table 278 — Primitives issued by FSPM to ARPM

Associated

Primitive name Source Functions
parameters
UCMM_Create_req |FSPM fixed tag Conveys a request from the FSPM to the ARPM to
max retries, create a transaction record.
UCMM_Delete_req |FSPM record Conveys a request from the FSPM to the ARPM to
delete previously established transaction record.
UCMM_Write_req FSPM record Conveys a request from the FSPM to the ARPM to send
destination ID an item of application data using a previously created
UCMM service transaction record.
response timeout
tldllbdbt;ull M1 iUI Ity
application data
UCMM |Write_rsp FSPM record Conveys a response from the FSPM, via Message
application data Router to the ARPM to send a response {o
UCMM_Send_req using a previously created trangaction
record.
UCMM |Abort_req FSPM record Aborts the transaction correspaending to the specified
transaction record; removes the-packet from the lpcal

DLL if it has not yet been transmitted.

Table 279 — Primitives issued by ARPM to FSPM

Associated

service status

application data

Router of the execution of FSPM UCMM_Send_r4

previously created transaction record.

Prim|tive name Source Functions
parameters

UCMM |Create_cnf |ARPM record Conveys a confirmation from the ARPM to the FSPM
service_status that\transaction record has been created.

UCMM |Write_ind ARPM record Conveys an indication from the ARPM to the Mesjsage
source ID Router that data has arrived on the previously cr¢ated

L transaction record. The Message Router then pagses

application data the indication to the appropriate application objedt.

UCMM |Write_cnf ARPM |record Conveys a confirmation from the ARPM to the Mgssage

bq on a

9.2.3

The pgrameters used-with the primitives exchanged between the FSPM and the ARH

descriped in Table 280.

Parameters of primitives

PM are



https://iecnorm.com/api/?name=3363985746a0968fdab570dcebde8e1b

- 228 — IEC 61158-6-2:2023 © |EC 2023

Table 280 — Parameters used with primitives exchanged between FSPM and ARPM

Parameter name Description

record Identifies unambiguously the instance of the temporary connection along which the
FSPM has issued a UCMM_Send request primitive. A means for such identification is
not specified in this document.

application data Conveys FAL-User data.

fixed tag Set to value of 0x83 for UCMM and 0x88 for Management UCMM

destination ID Unambiguous identifier (MAC ID) of the source node of UCMM_write_req.

source ID Unambiguous identifier (MAC ID) of the destination node of UCMM_write_req.
service e Service parameter snall SPeciy the aelvery mechnanismt (0 use 10T (NS messjage

and shall be one of:

Request_With_Acknowledge = 2 (retries until acknowledged)
Request_With_No_Response = 4 (no acknowledgement)
Request_With_No_ACK = 7 (retries until response)
Request_With_No_Retry = 8 (with response)

NOTE These values correspond to command codes contained.in the UCMM hepder

timeout Duration of the transaction in microseconds. If no UCMM_Send_cnf is received hefore
the time-out expires, the transaction is aborted and the sénd_status parameter ghall be
TIMEOUT.
retries Conveys the maximum allowable number of retries,
create_fstatus Status returned with UCMM_Create_conf =
— success

— cannot create

send_sfatus Status returned with UCMM_Send_conf =
— success

— record_not_created

— packet_too_big

— no_acknowledge

— aborted

— timeout

9.2.4 UCMM state machines
9.2.4.1 UCMM client
9.2.4.1.1 States

The ddfined states.and their descriptions of the UCMM Client are listed in Table 281.

Table 281 — UCMM client states

State Description
Inactive The record for UCMM transfer does not exist.
Running The record for UCMM transfer has been created.
Waiting for response Client sent an item of application data and is waiting for a response.

9.2.4.1.2 State transition diagram

Figure 32 shows the state transition diagram of UCMM client.
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Delete Record

Create/
Create Record

| Running

2 |

Start Timers

Write/ Abort/ Response Timeout/
Send Packet |Stop Timers | Notify: Timeout

| Waiting for Response 3 |

L

Delete/ (from any state)

Response Arrives/
Notify: Response

Retry Timeout/
Resend Packet
IEC
Figure 32 — State transition diagram of UCMM client9
9.2.4.1.3 State event matrix
The state transitions for the UCMM Client shall be as specified in Table 282.
Table 282 — State event matrix of UCMM client
State
Event - - —
Inactive Running Waiting for respojnse
Create.feq 1) create record
2) transition to
Running
Delete.feq no action 1) delete record 1) Delete record
2) cincrement SEQUENCE |2) increment SEQUENCE
3). “transition to Inactive 3) transition to Inactiye
Write.rg4q confirm 1) send packet confirm status = BUS
status = 2) start Response Timer
INVALID_RECORD  |3) jnjtialize Retry Count
4) start Retry Timer
5) transition to Waiting
Abort.rg¢q confirm no action 1) stop timers
status = 2) increment SEQUENCE
INVALID_RECORD 3) transition to Runnihg
Retry Tjmeout 1) Decrement Retry Count
Request packet IF Retry Count expired
available 2) Notify: Timeout-Nq ACK
3) Free request buffer
4) Increment Sequenge #
5) Stop Response Timer
6) Transition to Runnfing
ELSE.
1) Resend packet
2) Restart Retry Timer
Response 1) confirm with status =
Timeout TIMEOUT-No Response
2) increment SEQUENCE
3) transition to Running
Response no action 1) confirm with status =
Arrives SUCCESS
2) Send ACK_RESP, unless
response indicates no
ACK_RESP desired
3) increment SEQUENCE
4) transition to Running
ACK_REQ Arrives, sequence No Action 1) Free request buffer
number matches stored value 2) stop retry timer
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State
Event _ X e
Inactive Running Waiting for response
ACK_REQ Arrives, sequence No Action No Action
number not equal to stored
value

The sequence number shall be set to zero at initialization. The sequence number value shall
be maintained in the inactive state, to be used when the record transitions to running. The retry
timeout value shall be fixed for the link at a value which guarantees that both the client and
server nodes have an opportunity to transmit an unscheduled packet.

The repponse time-out is the response time provided when the record is created.

9.2.4.2 High-end UCMM server
9.2.4.21 Functions

When

A packet arrives at the server an instance of a transaction shall béJcreated if res

ources

are avzilable. If resources are not available the packet shall be dropped. When the instance is

create

the life] of this transaction. The transaction shall end:

e when an ACK_RESP is received after a response was seng;
e when the response time timer expires; or

e when a new packet is received after a response was sent.
9.2.4.2.2 States

The deffined states and their descriptions of thee'UCMM High-end Server are listed in Tab

, a transaction record shall be created for that instance. This-record shall be ac

Table 283 — High-end UCMM server states

ive for

e 283.

State Description
Inactive The record for UCMM transfer does not exist.
Waiting for Response Data‘packet arrived with new Transaction ID. New record is created. The Servef is
waiting for response to be sent by the Server application.
Respornse sent Server application sent a response.

9.2.4.2.3 State transitions

Figure

33/shows the high-end UCMM Server state transition diagram.
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q Inactive 1 | Abort/  (From any state)
Rea@onse Timeout / Delete Record
om any state) Packet Arrives /New Transaction ID
Dﬁ_lgil%;‘;";‘iw) Create New Record
Notify : Time-out Notify: Data Arrived
(From any state) Send ACK REQ (Code 2)
| ‘Waiting for Response 2 l"_
Packet Arrives /
P uk rives / Send R , Existing TransactionID
acke ives Send Response
Existing TransactionID Send R P New Sequence No.
Existing Sequence No éfﬂ[ RCtSP0¥?e Notify : Data Arrived
: - Start Retry Timer
Notify : Dup. Arrived Y Send ACK_REQ
Send ACK_REQ
1 Response Sent 3 I_
Receive ACK RESP. Seg# OK/ | 1 | [} | [}
Free Response Buffer | — I__l e
Delete Record Receive ACK _RESP ﬁetry glIK{neOut/ Packet Arrives /
Sequence #NG/ esend kesponse, Exisiting TransactionID
if response buffer o ...
Discard ACK_RESP 01 frli: ed Ex1$1t1ng Sequenpe No.
Notify: Dup. Arrived
Resend Message IEC
Figure 33 — State transition diagram of high-end UCMM-server
9.2.4.2.4 State event matrix

The state transitions for the high-end UCMM server shall be as\specified in Table 284.

The sgquence number shall be set to zero at initializatien, The sequence number valuge shall
be majntained in the Inactive state, to be used when’ the record transitions to Running. The
retry time-out value shall be fixed for the local link.

The response time-out shall be the response time provided when the record is created.

Table 284 — State eventymatrix of high-end UCMM server

Event

State

Inactive

Waiting for response

=

Response ser

Packet jarrives
request] (code 2)
New Transaction ID
and soyrce address

1) Create.new record
2).Notify: Data Arrived
8).8end ACK_REQ

4) Start Response Timer

5) Transition to
Waiting for App
Response

Not Applicable

Not Applicable

Packet jarrives
requestf] (code 7)

1) Create new record

4

e B

Not Applicable

Not Applicable

New Transaction ID
and source address

N

Iy P ’
NULITY. Udata ATTIveUu

]
3) Start Response Timer

)
4) Transition to
Waiting for App
Response

Packet arrives

Existing Transaction ID
and source address
New Sequence #

Not Applicable

No Action

1) Update Record
2) Notify: Data Arrived
3) Send ACK_REQ

4) Transition to
Waiting for App
Response
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Event

State

Inactive

Waiting for response

Response sent

Packet arrives
Existing Transaction ID
Existing Sequence #

Not Applicable

1) Notify: Dup. Arrived
(Optional)

2) Send ACK_REQ

1) Notify: Dup. Arrived
(Optional)

2) Resend Response
Message

Response Timer Expires

Not Applicable

1) Notify: Timeout
2) Delete record

3) Transition to Inactive

1) Notify: Timeout
2) Delete record

3) Transition to Inactive

2) Start Retry Timer

3) Transition to
Response Sent

Abort Error 1) Delete record 1) Delete record
2) Transition to Inactive 2) Transition to Inacive
Send Rgsponse Error 1) Send Response Error

Retry Tjmeout

Not Applicable

Not Applicable

1) Decrement Retry Count
IF Retry Count expired

2) Free Response biffer
3) Stop Response Timer

4) Transition to Inacfive
ELSE

1) Resend Responsg
message

2) Start Retry Timer

sequenfe number not
equal t¢ stored value

ACK_RESP arrives, No action No action 1) Delete record
sequenfe number . .
matchek stored value 2) Transition to Inacjive
ACK_RESP arrives, No action No action No action

The regponse time is the response time received in the message header.

9.2.4.3
9.2.4.3.1

Low-end UCMM server

Functions

The loy-endsserver cannot support the following features:

e perform response message retries,

e detect duplicate messages.

9.2.4.3.2 States

The defined states and their descriptions of the UCMM Low-end Server are listed in Table 285.

Table 285 — Low-end UCMM server states

State

Description

Inactive

The record for UCMM transfer does not exist.

Waiting for Response

Data packet arrived with new Transaction ID. New record is created. The Server is
waiting for response to be sent by the Server application.
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9.2.4.3.3 State transitions

Figure 34 shows the low-end UCMM server state transition diagram.

Inactive 1 |

Packet arrives / new Transaction ID
Create

Send Response/ Create New Record

Send Response No ACK Notify: Data Arrive

l ‘Waiting for Response 2

Packet Arrives /

Exisiting Transaction ID

Exisiting Sequence #

Notify Dup. Arrived IEC

Figure 34 — State transition diagram of low-end UCMM' server

9.2.4.34 State event matrix

The state transitions for the Low-end UCMM server shall be as'specified in Table 286.

Table 286 — State event matrix of low<end UCMM server

State

Event
Inactive Waiting for response|

Packet jarrives 1) Create new record Not Applicable

New Transaction ID . )
and sodrce address 2) Notify: Data Arrived

3) IF Response fiot'immediately available,
Send ACK~REQ

4) Transitionto
Waiting for App Response

Packet jarrives No aetion No action
Existing Transaction ID
and soyrce address
New Sgquence #

Packet jarrives No action 1) Notify: Dup. Arrived
Existing Transaction_ID (Optional)
Existing Sequence #

Send Response Error 1) Send Response_No_ACK

2) Transition to Inactive

ACK_RESP arrives Na action No Action

9.2.5 Examples of UCMM sequences

Figure 35 shows a sequence diagram for a UCMM with one outstanding message and Figure 36
shows a sequence diagram for a UCMM with multiple outstanding messages.
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