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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification — Type 2 elements

FOREWORD

1) The [nternational Eleciroiechnical commission (IEC) IS a worldwide organizaiion 1or staneagdization comprising
all national electrotechnical committees (IEC National Committees). The object( of | is to promote
interpational co-operation on all questions concerning standardization in the electrige elds. To
this pnd and in addition to other activities, IEC publishes International Stand iffjcations,
Technical Reports, Publicly Available Specifications (PAS) and Guides ps “IEC
Publ|cation(s)”). Their preparation is entrusted to technical committees; any IEE Natiohal-Cowimittee iffterested
in tHe subject dealt with may participate in this preparatory work. | hd non-
governmental organizations liaising with the IEC also participate in this closely
with [the International Organization for Standardization (ISO) in acesord ined by
agrepment between the two organizations.

2) The jormal decisions or agreements of IEC on technical matter pQsSible, i national
consnsus of opinion on the relevant subjects since each technical\co j i from all
interpsted IEC National Committees.

3) IEC Publications have the form of recommendations for ite i National
Comittees in that sense. While all reasopable efforts > p i t of IEC
Publ|cations is accurate, IEC cannot be 2 for any
misifterpretation by any end user.

4) In o ications
tran iergence
bet cated in
the Iatter

5) IEC |provides no marking prced € for any
equipment declared to be\ 2

6) All upers should e

7) No lifability shall ) i 3, en , i ing indivi erts and
mempers of its teckni i S National Committees for any personal injury, property damage or
othef damage of apy ther direct or indirect, or for costs (including legal fges) and
expenses arising /Ou{ ® {cation, Juse of, or reliance upon, this IEC Publication or any other IEC
Publ|cations

8) Attention is drawn references cited in this publication. Use of the referenced publicptions is
indis| 2 ation of this publication

9) Attentidn is™¢ onthe possibility that some of the elements of this IEC Publication may be the siybject of
pate E alln held responsible for identifying any or all such patent rights

NOTE Use of.some-of thedassociated protocol types is restricted by their intellectual-property-right holdefs. In all

cases, the cammitment™taimited release of intellectual-property-rights made by the holders of those rightd permits

a particlilaf [data-link layer protocol type to be used with physical layer and application layer protocols|in Type

combinattions” as specified explicitly in the IEC 61784 series. Use of the various protocol types |n other

combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-6-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes a technical revision. This part and its
Type 2 companion parts also cancel and replace IEC/PAS 62413, published in 2005

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:

a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;
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c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3, ...
The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

The cgmmittee has decided that the contents of this publication will reain un
data rdlated to the specific publication. At this date, the publication

* recpnfirmed,;

* withdrawn;

* replaced by a revised edition, or
* amgnded.

NOTE

The revision of this standard will be synchronized with the otheh parts\of'th 1158 series.

The i "
comml ¢ oh the IEC web site.

d until
in the


http://webstore.iec.ch/
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of PurPoses:

e as f guide for implementors and designers;

o foruse in the testing and procurement of equipment;
e as part of an agreement for the admittance of systems into the.open $ hment;

e as p refinement to the understanding of time-critical communcations\wi

effectors and other automation devices. By using this with other stapdards
positiohed within the OSI or fieldbus reference models/0therwisé Tncompatible systems may
work tqgether in any combination.

®

This standard is concerned, in particular, with the com ionanadNnterworking of SFI.‘nsors,
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification — Type 2 elements

1 Scope

1.1 General

The fi¢ldbus application layer (FAL) provides user programs with a mea

fieldbu
betweq

This 9
messa

to accd

5 communication environment. In this respect, the FAL can be
n corresponding application programs.”

tandard provides common elements for basic time;
jing communications between application programs in &

ss the

vindow

{critical

nt and

material specific to Type 2 fieldbus. The term “time-critical’/i bsence
of a tine-window, within which one or more specified actigns™a gguired\to be completed
with spme defined level of certainty. Failure to co action’s within tHe time
window risks failure of the applications requestjng ions, with attendant fisk to
equipment, plant and possibly human life.

This sfandard specifies interactions b

visible

a) the
bet

b) the

c) the

This s
with th

(ISO/IEC.9545).

1.2

and defines the exf]

behavior provided by the Type 2 fi in terms of

s \tbat are applied to the application

tocol data units;

applicatiom co efining the application service behavior
veen com@i ;

application rglati [ achines defining the communication behavior
ween com entities.

andard-specify’the protocol of the Type 2 fieldbus application layer, in confon
QOSV Basic Reference Model (ISO/IEC 7498) and the OSI application layer st

Specifications

formal abstract syntax defining the~appficationNayer protocol data units copveyed
ween communicatingsapplication ent
ing.\rute

ernally

layer
visible

visible

mance
ructure

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-2.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3

Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-3-2, Industrial communication networks — Fieldbus specifications — Part 3-2: Data-
link layer service definition — Type 2 elements

IEC 61/158-4-2, Industrial communication networks — Fieldbus specifica ' Data-
link layier protocol specification — Type 2 elements

IEC 61/158-5-2, Industrial communication networks — Fieldbu rt 5-2:
Application layer service definition — Type 2 elements

IEC 61588:20041, Precision clock synchronization prgtoc twoxked _measuremgnt and
controf systems

IEC 61[7/84-3-2, Industrial communicatio networks uses —

Part 342: Additional specifications for 4

IEC 62026-32, Low-voltage switchgear
Part 3:{DeviceNet

Controller-device interfaces (¢Dls) —

ISO/IEC 7498-1, Informat y NS erence
Model }— Part 1: The Basic Model

ISO/IE[C 8824,
Abstragt Syntax Netatio

ISO/IE
Encod
(DER)

tion of

Basic
Rules

ISO/IE
structul

technology — Open Systems Interconnection — Application] Layer

ISO/IEC 40646, Information technology — Universal Multiple-Octet Coded Character Selt (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO 11898:19933, Road vehicles — Interchange of digital information — Controller area
network (CAN) for high-speed communication

1 Compliance with future editions of this standard will need checking.
2 To be published.

3 A newer edition of this standard has been published, but only the cited edition applies.
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3 Terms, definitions, symbols, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Terms and definitions from other ISO/IEC standards

3.1.1 Terms and definitions from ISO/IEC 7498-1

a) abstract syntax
b) application entity
c) application process
d) application protocol data unit
e)[appiication service efement
f) | application entity invocation
g)| application process invocation
h)| application transaction
i) | presentation context
j) | real open system
k)| transfer syntax
3.1.2 Terms and definitions from ISO/IEC 9545
a)| application-association
b)| application-context
c)| application context name
d)| application-entity-invocation
e)| application-entity-type
f) | application-process-invocation
g)| application-process-type
h)| application-service-element
i) | application controlservice
3.1.3 Terms and defin
a)| object identifi
b)| type
c)| value <>
d)| simple type
e)| structuregnty
f)
9)
h)
i)
j)
k)
1)
m) octetstringtype
n null type

sequence of type
choice type

r) tagged type

s) any type

t)  module

u) production

3.1.4 Terms and definitions from ISO/IEC 8825

a) encoding (of a data value)

b) data value

c) identifier octets (the singular form is used in this standard)

d) length octet(s) (both singular and plural forms are used in this standard)
e) contents octets

)

0) —SEqUETNTE type
)
)
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3.2 Terms and definitions from IEC 61158-5-2

a) application relationship
b) client

c) peer

0) server

3.3 Additional terms and definitions

3.3.1

allocate
take a[resource from a common area and assign that resource for ihe [usive uge of a
specifi¢ entity

3.3.2
application
functiop or data structure for which data is consumed or producéd

3.3.3
application objects

multiplp object classes that manage and provide a ry
network and within the network device

essages acrgss the

3.34
attribute
descrigtion of an externally visible chara

NOTE [The attributes of an obje
status information or govern t
Attributgs are divided into class™a

provide
object.

3.3.5
behav
indicat

3.3.6

bound
clock Wi
PTP cq

parate

NOTE ts.

3.3.7
called
servicg USer or a service provider that receives an indication primitive or a request APDU

3.3.8
calling
service user or a service provider that initiates a request primitive or a request APDU

3.3.9
class
set of objects, all of which represent the same kind of system component

NOTE A class is a generalisation of an object; a template for defining variables and methods. All objects in a
class are identical in form and behaviour, but usually contain different data in their attributes.

3.3.10
class attributes
attribute that is shared by all objects within the same class
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3.3.11

class code

unique identifier assigned to each object class

3.3.12

class specific service
service defined by a particular object class to perform a required function which is not
performed by a common service

NOTE A class specific object is unique to the object class which defines it

3.3.13

client

a) objéct which uses the services of another (server) object to perform a {

b) initiator of a message to which a server reacts

3.3.14

clock

device|providing a measurement of the passage of time sinc

NOTE [There are two types of clocks in IEC 61588:2004, boundary clocks.and bryina

3.3.15

communication objects

compopents that manage and provide g vork
EXAMPLES Connection Manager object, Unconqected object.
3.3.16

connegtion

logical|binding between apf ces
NOTE [onnections may b

3.3.17

connegtion ID (

identifier assigned btween
producers and cons on
3.3.18

connegtion p

an octet es the application object to which a connection instance applies
3.3.19

connegtion point

buffer which”is represented as a subinstance of an Assembly object

3.3.20

consume

act of receiving data from a producer

3.3.21

consumer

node o

3.3.22

r sink that is receiving data from a producer

consuming application
application that consumes data
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3.3.23
cyclic
repetitive in a regular manner

3.3.24
device
physical hardware connected to the link

NOTE A device may contain more than one node.

3.3.25
device profile

“ t £ ol H ol ol P 4 ' ol £ ' Lit HUH
collectijormor—caevice UTPYTTIUTTTU TITUTTITatiornT attua Turreuurialmy  pruvildmnry U

similar|devices of the same device type

3.3.26
end nqde
produding or consuming node

3.3.27
end pqint
one of the communicating entities involved in a conng

3.3.28
epoch
referer|ce time defining the origin of a time stal
[IEC 61588:2004]

3.3.29
error

discregancy between 3
or thegretically correct

3.3.30
frame
denigrated syno

IEC 61/588 clagk imately synchronized.

3.3.32
instante

Hy o
ISITTIVY U

sured value or condition and the sp

primary source of time to which all others (within a colled

ptween

ecified

tion of

the actual physical occurrence of an object within a class, identifying one of many objects

within the same object class.

EXAMPLE California is an instance of the object class state.

NOTE The terms object, instance, and object instance are used to refer to a specific instance.

3.3.33
instance attribute
attribute that is unique to an object instance and not shared by the object class

3.3.34
instantiated
object that has been created in a device
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3.3.35

interoperability

capability of User Layer entities to perform coordinated and cooperative operations using the
services of the FAL

3.3.36
Keeper
object responsible for distributing link configuration data to all nodes on the link

3.3.37
little endian
Describes_a model of memaory nrgnnicafinn which stores the least Qignifir‘nnf octet at the

lowest|address, or for transfer, which transfers the lowest order octet first

3.3.38
Lpacket
a piecg of application information that contains a size, control oefet

NOTE Peer data-link layers use Lpackets to send and receive service/tata the OSI
stack.

3.3.39

management information

network accessible information that supports the ent

3.3.40
mastef clock
single clock which serves as the primary sourceNg
turn synchronize to other master clocks an imate

ithin each region, and whicHh will in
e grandmaster clock

NOTE A system of IEC 61588

3.3.41
member
piece gf an attribwy

3.3.42
Messa
object

Cts

3.3.43
multip
connegq

NOTE Multipoint connections allow messages from a single producer to be received by many consumer nqdes.

3.3.44

network

a set of nodes connected by some type of communication medium, including any intervening
repeaters, bridges, routers and lower-layer gateways

3.3.45

object

abstract representation of a particular component within a device, usually a collection of
related data (in the form of variables) and methods (procedures) for operating on that data
that have clearly defined interface and behaviour

3.3.46
object specific service
service unique to the object class which defines it
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3.3.47
ordinary clock
IEC 61588 clock with a single PTP port

3.3.48
originator
client responsible for establishing a connection path to the target

3.3.49
point-to-point connection
connection that exists between exactly two application objects

3.3.50
Precisfjon Time Protocol (PTP)
name ysed for the time synchronization protocol.

3.3.51
produg¢e
act of $ending data to be received by a consumer

3.3.52

produg¢er

node that is responsible for sending data
3.3.53

PTP message
IEC 61[588 time synchronization mess

NOTE [There are five designdted

Delay_Resp, and Management.

IEC 61588:2004: Sync, Delay_Req, Fallow-up,

3.3.54
PTP port

logicallaccess po (o)
3.3.55

receiving
servicq

service

3.3.56
resource

resourge is _a processing or information capability of a subsystem

3.3.57

sending

service user that sends a confirmed primitive or an unconfirmed primitive, or a service
provider that sends a confirmed APDU or an unconfirmed APDU

3.3.58

server

a) role of an AREP in which it returns a confirmed service response APDU to the client that
initiated the request

b) object which provides services to another (client) object

3.3.59

service

operation or function than an object and/or object class performs upon request from another
object and/or object class
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3.3.60

synchronized clocks

(to a specified uncertainty) two clocks which have the same epoch and for which
measurements of any time interval by both clocks differ by no more than the specified
uncertainty

NOTE The timestamps generated by two synchronized clocks for the same event will differ by no more than the
specified uncertainty.

3.3.61
System Time

absolute time value as defined by CPF2 time synchronization in the context of a distributed
time system where all devices have a local clock that is synchronized with a common master
clock

NOTE |n the context of CPF2, System Time is a 64-bit integer value in units of na lue of 0

correspgnding to the date 1970-01-01.

3.3.62
target
end-ngde to which a connection is established

3.3.63
temporary node
transient node

3.3.64
transagtion id
field within a UCMM header that match

s aresp the associated request

3.3.65
Uncon

compo
sends

s and

3.3.66
uncon
messa
allowin

before
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3.4 Abbreviations and symbols

ASCII American Standard Code for Information Interchange

CID connection ID

DLL data-link layer

PDU protocol data unit

PTP Precision Time Protocol [IEC 61588:2004]
osli open systems interconnection (see ISO/IEC 7498 series)
Rcv receive

Rx receive

SD service data unit

SE[:IJI state event matrix

STp state transition diagram, used to describe object behaviour
TPPU transport protocol data unit

Tx transmit

Xntit transmit

CM_API actual packet interval

O2l or O=>T originator to target (connection parameter

CM_RPI requested packet interval

TU table unique identifier

T20 or T=0 target to originator (conne
3.5 Conventions
3.561 General concepf
The FAL is defined as

subclapise. Each AS ificati
servicgs, and ittooI spécifi

protocol specificatio

parate
ns, its

& first two are contained in IEC 61158-5-2. The
3 is defined in this standard.

S ributes of the classes supported by each ASE. The
. instances of the class using the Management ASE services
specified i . Nesservice specification defines the services that are provided by

This st 2 descriptive conventions given in ISO/IEC 10731.

3.5.1.1

Attribute specification

Attributes are defined in an Attribute Table using the format and terms defined in Figure 1.

Attribute ID ‘ Name ‘ Data type Semantics of values

Figure 1 — Attribute table format and terms

The Attribute ID shall be a unique integer identification value assigned to an attribute. The
valid ranges for Attribute IDs shall be as specified in 5.1.1.10.1.3 The Attribute ID shall
identify the particular attribute being accessed.

Name shall refer to the name assigned to the attribute. An attribute may contain sub-elements,
which may also have names, as is the case with the STRUCT of data type. The attribute
name shall be the name which appears first, or at the top row in the name column (the row
that contains the Attribute ID).
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Every attribute shall be assigned a Data type which shall be either an elementary or a derived
data type. The data types specified for the defined attributes shall be used in all
implementations.

NOTE The elementary data types are defined in IEC 61158-5-2.

Semantics of values shall specify the meaning of the value(s) of the attribute. If this
information needs more room than can fit in the table it will immediately follow the Class
Attribute table. Included in the Class Attribute table will be an appropriate reference to this
information.

If a Class Attribute is opt/ona/ then a default value or a special case processing method shall
5 when

ing those objects that choose not to implement the class attribute.

3.5.1.2 Common services

3.5.1.241 Service_PDU definitions

Each gervice has unique parameters for request and re$pe . st and
response parameters shall be defined using service Request/R parameter tables as
defined in Figure 2. /g\

N

Name Type

Name b

Semantics of values &
parameter, e.g. @

sponse

3.5.1.2.

3.5.1.2.2.

When Object
Manag nall be
detaile the sequence or order of the data returned in the
Service \J shall be specified. There are three ways in which the
Get_Aftribute All ice_ResponsePDU may be specified:

° listlthe nrdnring of the attributes in the response message;

e specify the actual data array of the response message;

e combine the above two methods such that the actual data array also contains the attribute
numbers.

Whichever method is used, the rules specified in Table 1 shall be adhered to when specifying
the Get_Attribute_All Service_ResponsePDU of an object class for both the Class Attributes
and the Instance Attributes.
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Table 1 — Get_Attribute_All response service rules

Rule
number

Rule

1

If the definition of the Get_Attribute_All response includes optional attributes, then default values
shall be specified in the response description. These defaults shall be used if an implementation does
not support the optional attributes.

If any of the following optional attributes are included in an object specification, but not supported in
the implementation of the object, then the following shall be adhered to:

— if the class attribute “Optional attribute list” is not supported, the default value of zero shall be
inserted into the response array and no optional attribute numbers shall follow;

— if the class attribute “optional service list” is not supported. the default value of zero shall be

inserted into the response array and no optional service numbers shall fojfow:

If new attributes are added to an existing object, those attributes shall be ed to thecend of the
response attribute list or data array to ensure compatibility with differ% object(rewsion

Whichever method is used to specify the response, it shall be done in sush a way SW
unambiguous, including rules to deal with variable length fieldsm ding.

The Get_Attribute_All response shall include only the open attrihutes; i
specific attributes. /\ N\

Nah\xot\h\cly&e any|vendor

Table P is an example of the attribute ordering method
of a G¢t_Attribute_All response for class level attributed
gettabje class attributes 1,2,3 and 4.

Table R — Example class level object/service specific re

Table B is an ex
Get_Aftribute_All
gettabje cla ribut

portion

sponse data of Get_Attribyte_All

Class attribute ID

( Atfmwte\w}}e\an default value
Revigion, defalill's 0x00Q1

2 N Max Instance; defaull0x0000

N&@Ba{of\xx{%eé, default = 0x0000
oSl

mber of attributes, default = 0x0000

y method of specifying the service data portign of a

€SYOR level attributes of an object which supports optional

W3 Example Get_Attribute_All data array method

tet \Bit7 | Bit 6 | Bit 5 | Bit 4 | Bit 3 | Bit 2 | Bit 1 | Bit 0

0 ’ﬁevision (low octet) Default = 1
1 Revision (high octet) Default = 0

Max Instance (low octet) Default = 0

Max Instance (high octet) Default = 0

Number of Instances (low octet) Default = 0

Number of Instances (high octet) Default = 0

Optional Attribute List : number of attributes (low octet) Default = 0

Optional Attribute List : number of attributes (high octet) Default = 0

Optional Attribute List :
Optional Attribute List :
Optional Attribute List :
Optional Attribute List :

optional attribute #1 (low octet)

O|lo(N|[oja| |V |IDN

optional attribute #1 (high octet)

2n +6
2n +7

optional attribute #n (low octet)

optional attribute #n (high octet)
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2.2 Revisions

The defined Get_Attribute_All response for an object may increase in size with each revision
of the object; however, to insure interoperability, the format of the first part of the response
shall remain parseable by a client of the older revision of the object. Clients (Requesters)

need n

ot make use of this compatibility requirement.

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity
object, Minor/Major revision status bits), but the revision of the class definition.

3.5.1.2
3.5.1.2

3 Set_Attribute_All request

3.1 General definition

When
service
specifi

request shall be specified. There are three ways in which the Set

be spe

e st

* sp4g

s, then the format of the Set_Attribute_All request shall b
cation. The sequence or order of the data supplied in the Se

cified:
the order of the attributes in the request message;

cify the actual data array of the request message

the Set_ Attribute_All common service is included in the list of( suppuorted Cchmon

object
of the

25t may

e combine the above two methods such that the a¢tualdata ontains the aftribute
nuIbers.
Whichg¢ver method is used, the rules ified 8 2 evadhered to when spgcifying
an object’s Set_Attribute_All request i iticatiory for both the Class Attributes
and th¢ Instance Attributes.
Table4 - Sft_s&ibll request service rules
N
Rule nymber [\ N N\ \ ) Rule
1 An object shall sGppqrixthe Set, Aitribute_All service only if all settable attributes shown in [he
Setﬁgute All reqgdestharé.implemented as settable.
2 If neM e ibuteg areNaddey to an existing object, those attributes shall be added td the end
of the/rg uestattribyte h array.
3 Whickev thed\is %(—‘Q[_to/«s/pecify the response, it shall be done in such a way as to be
mbiguoys, fcluding rules to deal with variable length fields and padding.
Mg
4 he Se\l%}ri utquuest shall include only the open attributes. It shall not include any|vendor
/\s ecifw’&’:\t ibutes.
Table b is an\éxample, of the attribute ordering method of specifying the service data portion
of a Sqt_Attribute "Allfequest for instance level attributes of an object which supports rgquired

settabIF instance attributes 7,8,9,10,11 and 12.

Table 6 is an example of the data array

Table 5 - Example Set_Attribute_All attribute ordering method

Class Attribute ID Attribute name
7 Output Range
8 Value Data Type
9 Fault State
10 Idle State
11 Fault Value
12 Idle Value

method of specifying the service data portion of a

Set_Attribute_All request for instance level attributes of an object which supports required

settabl

e instance attributes 7, 8, 9, 10, 11 and 12.
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Table 6 — Example Set_Attribute_All data array method

Octet | Bit7 | Bit 6 | Bit 5 ‘ Bit 4 ‘ Bit 3 ‘ Bit 2 | Bit 1 | Bit 0

0 Output Range

N

Value Data Type

Fault State

Idle State

Fault Value (low octet)

Al w N

Fault Value (high octet)

D>

ldle\alue-low-occtet)
A} 7

7 Idle Value (high octet)

3.5.1.2.3.2 Revisions

A server processing a Set_Attribute_All request may need
expected by the server if the client has implemented a ne
server| an older revision. As a result, the server
Set_Atftribute_All request that contains more data because
recognfised. If the server receives more data in a Set_Attribu
server(shall respond with a general status code equa

NOTE [The Revision class attribute is not th€ reyisi
object, Nlinor/Major revision status bits), e \

3.6 Conventions used in state ma
3.6.1 State machine conventions f

3.6.1.1 General

State fhanges may
Reactipn to ser
the senvice.

Behaviour of the State

e the
o the &

To define beh@
Matrix (SEM).are used’when applicable in the state machine specification.

cts the

Identity

ations.
sed by

Event

3.6.1.2 ~_State Transition Diagram (STD)

An event is an external stimulus that may cause a state transition. An STD graphically
illustrates the states of an object and includes events, service calls and changes of attributes

that cause it to transition to another state. Figure 3 shows an example of an STD.
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Non-existent 0

Create/ Delete
Seq. Cnt =0
| Idle 1 |
Start Stop
| Running 2 |
Write / Tri Packet arrives /
_ gger Tives /
Seq. Count = / Store Seq. Cnt. in T-PDU Dal? Arrived =1 .
Seq. Count +1 Send Buffer Notify : Data Arrived

Figure 3 — Example of an STD

NOTE Event that is the primary cause of the State Transition is followed by “/” ma
marked py “Notify :”

layer is

3.6.1.3 State Event Matrix

A state is the current active mode of operation of the
Idle).

(e.g. Rdinning,

A state
values
based

and changes in aftribute
by the object to thg event
at event.

State ¢

Event

<\ State n
Evient A Function triggered by
depcription event A in State n (if any])
Notification to FAL user {if
any)
Transition to another stafe
“ (if any)
SN
Evient X unction triggered by Function triggered by
depcription ;ent X in State 1 (if any) event X in State n (if any])
Notification to FAL user Notification to FAL user (if
(if any) any)
Transition to another Transition to another state
state (if any) (if any)

In absence of function, notification or transition, the corresponding entry shall not be made in the table.

3.6.1.4 Example state event matrix
Table 8 shows an example of a state machine with three states:

e Non-existent: the object has not yet been created; objects transition to the existent state
via the create service (if the object may be dynamically created) or at power-up (if the
object is fixed by design/implementation);

e Idle: the object accepts services (e.g. Get_Attribute_Single), but does not produce or
consume data onto or from the link;

e Running: the object is performing all its specified functions.
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Event

State

Non-existent

Idle

Running

Create Transition to Idle Error: Object already Error: Object already
exists. exists.
Delete Error: Object does not exist. Transition to Non-existent |Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Start Error: Object does not exist. Transition to Running Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Stop Error: Object does not exist. Error: Object State Conflict | Transition to Idle

(General Error Code 0x16) (General Error Code 0x0C) N

Validate/service the Validate/servigethe
request. equest.

Return response /\Q tur spupse
Validate/service the NObje Swonflict
request. GeXerakErronCode [0x0C)
Return response &

Get_Alttribute_Single |Error: Object does not exist.

(General Error Code 0x16)

Set_Aftribute_Single |Error: Object does not exist.

(General Error Code 0x16)

4 Abstract syntax

4.1 FAL PDU abstract syntax

411 General

FAL_P

UCMM

Transp

Acongl ource,
its de d by a
unique ‘ nly the
conneq the message and refer to its related parameter§, thus
giving age efficiency.

An un provides a means to communicate on the local link Wwithout
previOJ sgurces at the destination so it shall carry full destination ID tfetails,
internal data ors and full source ID details if a reply is requested. Unconnected

messages @re usedwainly to create connections.

The unconnected service is provided by the Unconnecied Message Manager (UCMM).
Messages received through the UCMM are forwarded to the Message Router (MR), which
direct them to the appropriate internal object for execution. Connections are established by
specific unconnected messages sent through the Connection Manager (CM) using UCMM
services. Connections may be established either to the Message Router (for messaging
purpose), or directly to an application object. Connection target is specified using a
connection path, and may be either on the local or a remote link, through several intermediate
router nodes. Once a connection is established with an application object, the UCMM, MR and
CM are no longer required, since data will be exchanged directly with the connected objet,
based on the corresponding connection ID. Connected messages sent to the Message Router
will be forwarded to the appropriate internal object for execution.
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4.1.2 PDU structure
4.1.21 UCMM_PDU structure

UCMM_PDU is a sequence of a UCMM_Header, followed by either OM_Service (Object
Management ASE) or CM_Service (Connection Manager ASE).

OM_Service shall be either OM_Request or OM_Response.

OM_Request shall consist of MR_Request_Header and a Service_RequestPDU.

Servic _anllnefDnll shall he aone of the fnllr\\ulng :

- |Get_Attribute_Single_RequestPDU
- |Get_Attribute_All_RequestPDU

- |Get_Attribute_List RequestPDU

- |Set_Attribute_Single_RequestPDU
- |Set_Attribute All_RequestPDU

- |Set_Attribute List RequestPDU
- |Reset_RequestPDU
- |Create_RequestPDU
- |Delete_RequestPDU
- |Start_RequestPDU
- |Stop_RequestPDU
A

- |Find_Next_Object
- |INOP_RequestPDU
- |Apply_Attribute

Conhection “Bihd_RequestPDU

- |Producing Application Lookup RequestPDU

OM_Response shall consist of MR_Response_Header and a Service_ResponsePDU.

Service_ResponsePDU shall be one of the following :

- Get_Attribute_Single_ResponsePDU
- Get_Attribute_All_ResponsePDU

- Get_Attribute_List ResponsePDU

- Set_Attribute_Single_ResponsePDU
- Set_Attribute_All_ResponsePDU

- Set_Attribute_List_ ResponsePDU

- Reset_ResponsePDU


https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

-32 - 61158-6-2 © IEC:2007(E)

- Create_ResponsePDU

- Delete_ResponsePDU

- Start_ResponsePDU

- Stop_ResponsePDU

- Find_Next_Object_Instance_ResponsePDU
- NOP_ResponsePDU

- Apply_Attributes_ResponsePDU

- Save_ResponsePDU

- Restore ResponsePDU

- |Group_Sync_ResponsePDU

- |Add_AckData_Path_ResponsePDU

- |[Remove_AckData_Path_ResponsePDU
- |Initialize_ResponsePDU

- |Management_Message ResponsePDU

- |Connection_Bind_ResponsePDU

- |Producing_Application_Lookup_ResponsePDY

Forward_Close_ResponsePDU

Large_Forward _Open_ ResponsePDU

Unconnected_Send_ ResponsePDU
- Get_Connection_Data_ ResponsePDU

Search_Connection_Data _ ResponsePDU
Get_Object_Owner_ ResponsePDU

4.1.2.2 Transport_PDU structure

Transport_PDU is a sequence of a Transport_Header, followed by either OM_Service (Object
Management ASE) or Application Data.
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OM_Service is defined in 4.1.2.1 above.

Application Data comes from the source to which the connection has been made.

41.3 UCMM_PDUs

All UCMM_PDUs shall be sent and received using fixed tag 0x83 or Management tag 0x88.
When a device becomes powered, the UCMM shall invoke the
DLL enable fixed request service of the data-link layer to request that fixed tag 0x83 or
0x88 Lpackets be routed to the UCMM. All sending and receiving of TPDUs shall use the
DLL fixed request.req and DLL_ fixed request.ind service primitives of the data-
link layer, respectively, The packet parameter of these services shall be prefixed with the
following header to form the Transport PDU before sending to the data-li er. Thel[format
of the UCMM_PDU Header is shown in Table 9.

Table 9 - UCMM_PDU header format

Parameter name Format \
command_code USINT <
Timeout USINT \
TransactionID UINT( m

The cpmmand code shall specify t @a own in Table 10. UCMM

packets received with a reserve ' shall be discarded without
acknowledgement.
&bl/&JO\ U%o arid codes
Command_cofie\ N ~ \ ) Description

TN
PR

2 < \@q}&gt/«Wy until acknowledged
Q/ \ r%p{nseﬂth retry until acknowledged
N \ réqgest with no acknowledge and no response

5\ \ Mowledge a response

L

& \6\ B response which shall not retry (no acknowledge)
X

request with retry until response (no acknowledge)

w Request which shall not retry and shall cause a code 6 response
9 - 255 Reserved

The timeout field shall specify the duration of the transaction in an 8-bit floating-point format.
The most significant 5 bits of the field shall be an unsigned exponent that is not biased. The
least significant 3 bits shall be the least significant 3 bits of a 4 bit unsigned mantissa. The
most significant bit of the mantissa shall be 1 and shall not appear explicitly in the 8-bit
representation. The binary point shall be positioned between the implied 1 and the rest of the
mantissa. The units of the transaction duration computed using the timeout field shall be in
milliseconds.

NOTE Using ANSI C precedence rules, the number of 0,125 ms ticks is
(8] timeout & 7 ) << ( timeout >>3 & 31 ).

The transactionID field shall be composed of two sub-fields:

o the least significant 10 bits, RECORD, shall identify a specific transaction;
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e the most significant 6 bits, SEQUENCE, shall be used for duplicate detection. It shall be
incremented for every unique message on this RECORD; however it shall not be
incremented on a retry.

Only one message shall be outstanding for a given RECORD.
If multiple outstanding messages are required then multiple RECORDs are required.

When an I’'m alive fixed tag packet is received from a node (see IEC 61158-4-2, Station
Management), all UCMM transactions with that node shall be aborted.

4.1.4 —Fransport—Headers
4.1.41 General

Conterjts of Transport headers varies depending on the class of tra
connedgtion establishment.

ng the

4.1.4.2 Class 0 (null or base)

eader shall be jwritten
e transport frpm the
Table 11.

The class 0 transport header shall be an unsigned 16
to the [TPDU buffer by the transport and shall be sj

packet|coming from the consumer. The format of the\H
Table 11 @‘i ort class

Parametef name Eh{mat

don’t_care \ Q\ u\n\q\/

4.1.4.3 Class 1 (d

The class 1 tran t P shall belamungsigned 16-bit sequence count. This headegr shall
be wriften to th ort and shall be read by the transport from the
packet|coming from he format of the Header is shown in Table 12.

— Transport class 1 header

\/P/arameter name Format

sequence_count UINT

4.1.4.4 Class cknowledged)

Like the—ls = o cls C . it sequence
count. ThIS header shaII be wrrtten to the TPDU buffer by the transport and shaII be read by
the transport from the packet coming from the consumer. The format of the Header is shown
in Table 13.

Table 13 — Transport class 2 header

Parameter name Format

sequence_count UINT

4.1.4.5 Class 3 (verified)

Like the class 1 transport header, the class 3 transport header shall be a 16-bit sequence
count. This header shall be written to the TPDU buffer by the transport and shall be read by


https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

61158-6-2 © IEC:2007(E) -35-

the transport from the packet coming from the consumer. The format of the Header is shown
in Table 14.

Table 14 — Transport class 3 header

Parameter name Format

sequence_count UINT

4.1.4.6 Class 4 (non-blocking), class 5 (non-blocking, fragmenting) and class 6
(multipoint connection, fragmenting)

These |classes of transports all use the header format shown in Table 5 Classes 4 and 5
have two headers in each TPDU, one Sender and one Receiver. C Sender
header in the Client to Server direction and a Receiver header in the irection.

Table 15 — Classes 4 to 6 header format

Command Sequence n):ﬁ}%x \ \ DM
MSB Bits 15 — 12 Bits/u\§a\ K \Qts -0 LSB
Value:|| Meaning in Sender |Meaning in Receiver Incremgénts from O\t@ For “Rirst”: Number of 2%6
Header: Header: 15, then ro(ls pver t ovtetHlocks (minus 1) tg

P

allocate to hold complet
Pmessage.

For “NAK”: Reason cod€q.
For others: Set to zero when

generating; ignore when
receiving.

Q
0. |[Nun (

1. ||only [\ NM O\ \
First \ Not\lg\hi &5\
Middle "\ Undéfiped

Last /\Q \}Q(In\e\d-/\

5. to {5 are undefifed. \ D4

The Cq
differe

hall Il

Sende

N@IN="no data in this Transport PDU

Only = this is the Transport PDU conveying all of the Application data

First / Middle / Last = position of this Transport PDU within the segmented Application
data

The Sequence Number is used in the Sender header to distinguish a retry from a new
transmission. It is used in Receiver header to indicate which sender TPDU is being ACK'd or
NAK’d. This is NOT used for applications request/response matching. This is only used by the
transport state machines.

The Data is used by one Sender command and one Receiver command. It is used in the First
Sender command to indicate the number of 256 octet blocks (minus 1) the Receiver shall
allocate for the complete application message. That is, application messages of size 0 to 256
octets shall have the First Data field set to 0; 257 to 512, to 1; and so on up to 65 536 octets.
It is used in the NAK Receiver command to provide a reason code:
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Class 4 (the Point-to-Point non-Blocking transport) uses two headers in each TPDU, followed
by the application data. The Sender Header is first in the TPDU, the Receiver Header is
second, followed by the application data. Class 4 only uses the Null and Only Sender
Commands (numbered 0 and 1).

Class 5 (the Point-to-Point Fragmenting non-Blocking transport) uses two headers in each
TPDU, followed by the application data. The Sender Header is first in the TPDU, the Receiver
Header is second, followed by the application data. Class 5 uses all of the Sender Commands.

Class 6 (the Multipoint connection Fragmenting transport) uses one header in each TPDU,
followed by the application data. Class 6 uses all of the Sender Commands. The Sender

Header

isused inthe Client-to-Server TPDIJ and the Receijver Header is used in the Se

Client

4.1.4.7
Exclus

o 324

. no

The 32

The r
sent to
be sen
to 0.

If the

transport he indie he RUN mode. If the packet is truncated after the trg

header

4.1.4.8

4.1.4.8.

[PDU.

Exclusive owner O=T data format

ve owner connections shall have either of two real-time

bit header, fixed size;

header, variable size.

Table 16 - Real-@%@%r -
Parameter > }‘o\r}r{t “size (bits)

Run_idle ( RUtd:LQLE\ S
3

NN TS

is“used, the reception of a packet with data beyog

rver to

in_idle flag (bit R to indicate that the following data shall be
the targep/application. (0 = IDLE) to indicate that the idle event shall
t to the @ applicafign. eserved field (bits 1-31) shall be reserved gnd set

nd the
nsport

Redun

be in the form shown in Table 17.

Table 17 — Real-time data header- redundant owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
(ofe]e] BOOLEAN 1
ROO USINT 2
Reserved UDINT 28

dant owner shall have a 32-hit header prpfiypd to the real-time data_This header shall
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4.1.4.8.2 Run_idle flag

The run_idle flag (bit 0) shall be have the same meaning as it does in an exclusive owner
connection and shall be one of RUN or IDLE. The reserved field (bits 4-31) shall be reserved
and set to 0.

4.1.4.8.3 Claim output ownership (COO) flag

The COO flag shall be set (1) when an originator application wants its connection to be the
owning connection of the target application. The COO flag shall be reset (0) when an
originator application does not want its connection to be the owning connection of the target
application When the owning connection resets (0) its COO flag, its sibling connections shall
be ch t have

NOTE

4.1.4.8.4

The RPO priority value shall be non-zero when an origin icall ant to
force i{s connection to be the owning connection of the t4 et applicati to be
the owning connection should there be no originator apph \min bwning

connegtion. The ROO priority value shall be zero i es not
& bwning
connegtion should there be no originator applid 1 Cld] lection.

The vglue of the ROO field can rangeh i i icati | each

41.4.8.

The or|ginator applicatjo on has

the owning conpection. 'ginator

applicdtion that ' 5 have

their CJOO flag set’q p Iowing

rules s

e The al-time
pad

o Ift fal-time
pad

o Ift e originator applications which had the COO flag set in its last regl-time
pagketj the last originator application that transitioned its COO flag from reset to s¢t shall
haye.the owning connection. T

o |If the originator application with the owning connection resets its COO flag, closes its
connection, or if that connection times out, and no other originator applications have their
COO flags set, the originator application with the highest non-zero ROO priority value
shall have the owning connection.

o |If all of the originator applications have their COO flags reset and ROO priority values set
to zero, there shall be no owning connection.

e When the first real-time packet containing a set COO flag is received by the target
transport, the originator application that sent the real-time packet shall have the owning
connection.

4.1.4.8.6 Transporting events and data to a target application

The connection related events from each of the redundant owner connections shall be
combined using the following rules such that the target application sees only a single
exclusive owner connection:
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e Until an owning connection is initially determined, the transport shall not indicate real-time
data reception to the target application;

e If an owning connection is determined, the transport shall indicate the event consistent
with the owning connections real-time data to the target application. If the Run/Idle flag is
reset in the real-time data for the owning connection, the transport shall indicate the idle
state to the target application. If the Run/ldle flag is set in the real-time data for the
owning connection, the transport shall indicate the run state and the real-time data to the
target application;

e |If an owning connection had been previously determined, but no originator is currently
claiming or ready for ownership, the transport shall indicate idle state to the target
application;

o If gll the redundant connections are closed or have been timed out,
shall indicate the event consistent with the last connection to havery
ouf to the target application.

arget-transport
[ timed

4.1.5 CM_PDUs
4.1.51 General

Connegtion establishment and maintenance services are—prov i bnager.
They are

C
C
CM_Unconnected_Send (corresponds
C
C
C

4.1.5.2 Connestion
The C)nnection@ G

commynication conlfe

nce of

The Cpnnectjon_Mana UCMM
servicgs descri ] hagers
commynie denved from the services of the Connection Manager.

4.1.5.3

4.1.5.3.1 Genera

The response to the Forward_Open_Request_PDU 1S a rorward_open_ResponsePDU. The
Forward_Open response shall contain the original connection serial number and owner vendor
and serial number and the connection IDs (CID) necessary to complete the connection if
successful and error information if the connection failed.

NOTE 1 The Forward_Open request sets up network, transport, and application connections. An application
connection consists of a single transport connection, and one or two network connections that are in turn
comprised of multiple link connections. Each port segment in the connection path uses a link connection. The
Forward_Open service between two devices builds one or two link connections as specified by the network
connection parameter and the requested packet intervals (CM_RPI). Since up to two network connections can be
required for a single transport connection, they are differentiated by the O=T and T=0 designations; O=T means
originator to target, and T=0 means target to originator.

NOTE 2 The processing of a single Forward Open service may result in the creation of multiple active Connection
object instances.
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4.1.5.3.2 Format of Forward_Open request

The format of the Forward_Open request TPDU shall be of the form shown in Table 18.

Table 18 — Forward_Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
02T_CID UDINT
connection_serial_number UINT
vendor_ID UINT A
originator_serial_number UDINT &
connection timeout multiplier USINT (\
reserved[3] USINT \ “
02T _CM_RPI UDIN\\
02T_connection_parameters UINT
T20_CM_RPI /\K UéID{T &
T20_connection_})é?€\metey\\ > UIIT{T (3 '\>
xport_type_and_t??gqer SW\SRRD )
connection_path_s}z'ex INT
connection_path \ (\ \ Pa@ed EPATH

4.1.5.3.3 Format onse)if success

If the Etatus pgrameter of X esponse is zero (no error), the format
Forwaind_Open s TPDU shall'be.o form shown in Table 19.

d_Open_Good response format

\ \garameter name Format
&_é@ UDINT
e _ciD) UDINT
co\qection_serial_number UINT
Neerfdor 1D UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

of the

Success shall be returned when the connection requested has been established from this
point forward in the path. This response also shall indicate the connection serial number and
the actual packet rate of the connection. Once the successful response has been received,
the connection shall be open from this point forward in the path. Targets shall wait at least
10 seconds after sending the CM_Forward Open Good Response for the first packet on a

connection.


https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

- 40 - 61158-6-2 © IEC:2007(E)

4.1.5.3.4 Format of Forward_Open response if failure

If the status parameter of the CM_open response is not zero (error), the format of the

Forward_Open response TPDU shall be of the form shown in Table 20.

Table 20 — Forward_Open_Bad response format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
originator_serial number UDINT

remaining_path_size; (in 16-bit words) USINT

Reserved USINT

This fgrmat shall be used for all failures of the connection syst

nection

shall npt be established, and the object specific status words haII about
the redson for the failure. The remaining path size s bath at
the point the connection failed. This information can be used.to

In the |failure response, the remaining remaining [ipped”
size. This shall be the size of the path when the as not
yet stz1rted processing it. A target nodéqnay for the
remaining remaining path size

A duplicate Forward_Open service shall be de whose
vendofr ID, connection serial numb dtch an
existing connection’s pafamete a null
Forwand_Open service (definev ype in both the O2T and T20 network
connedgtion parameter fie ded to

the application fqor f rthr sed  to
reconfigure the@ . e Conec io Manager in the intermediate nodes neled not
allocatg additiona ad pI| ate Forward_Open request since the resourcegs have
already been allocate S slicate Forward_Open request is not NULL, then an general
status F 0x01, ex¢enged 0x0‘| D0 shall be returned.

The syggested ori pior in the duplicate Forward_Open case should be tq either
close dng're-estahlis conriection or wait for the connection to tlme out and then egtablish

the compnectio .o

nection

60 secpnds 1€-out) to time-out before the connection can be re-established
4.1.5. Large_Forward_Open
4.1.5.41 General

The Large_Forward_Open shall have the same function as the Forward_Open except that it

shall allow the establishment of connections larger than 511 octets.

The response to the Large_Forward_Open_Request_PDU is an

Large_Forward_Open_ResponsePDU. The Large_Forward_Open response shall contain the
original connection serial number and owner vendor and serial number and the connection IDs
(CID) necessary to complete the connection if successful and error information if the

connection failed.

NOTE The Large_Forward_Open request is very similar to the Forward_Open request.

4.1.5.4.2 Format of Large_Forward_Open request

The format of the Large_Forward_Open request TPDU shall be of the form shown in Table 21.
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Table 21 — Large_Forward_Open request format

The co
set to
maxim

If the
Large |

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
nriginofnr_enrial_nu|ml‘\nr LIDINT
connection timeout multiplier USINT
reserved[3] USINT

A\

02T_CM_RPI

UDINT <

02T_ex_connection_size

UINT /\

O2T_connection_parameters UDINT, \ o
T20_CM_RPI UDINSI\ \ \
T20O_ex_connection_size UINT )

T20O_connection_parameters /\\

xport_type_and_tp'ggq /\\

connection_path

\
connection_path}i{e \ \
/X

Ise and
fy the

of the

Format

UDINT

UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

Success shall be returned when the connection requested has been established from this
point forward in the path. This response also shall indicate the connection serial number and
the actual packet rate of the connection. Once the successful response has been received,
the connection shall be open from this point forward in the path.
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4.1.5.4.4 Format of Large_Forward_Open response if failure

If the status parameter of the CM_open response is not zero (error), the format of the
Large_Forward_Open response TPDU shall be of the form shown in Table 23.

Table 23 — Large_Forward_Open_Bad response format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
originator_serial number UDINT
remaining_path_size; (in 16-bit words) USINT
Reserved USINT

Either [a target device or an intermediate router shall retur i h Size
extendged error code, along with the maximum connection size su i status
word, | if the connection size requested is not i focessing a
Large_|Forward_Open request.

This fgrmat shall be used for all failures of the conrfectj . nection
shall npt be established, and the object specifi / A about
the redson for the failure. The remai bath at

the point the connection failed. This in

In the |failure response, the remaining remaininy fipped”
size. This shall be the size of the pat e as not
yet started processing it. a 5 i for the
remaining remaining past i

The syggested origin Fra W g either
close gnd re—est K i aivfor the connection to time-out and then egtablish
the compnection again v e nection

60 secpnds (first dats

4.1.5.5 F

4.1.5.5.1

The Fqrward gst shall remove a connection from all the nodes participating in the
origina i e Forward_Close shall be sent between Connection Managers as
specified ,in the connéction_path. The Forward_Close request shall cause all resourcef in all
nodes participating in the connection to be deallocated, including connection IDs, link tjansmit
time, andimtermatmemory buffers:

If an intermediate node cannot find the connection that is to be closed (it may have timed out
at the node), the Forward_Close request shall still be forwarded to downstream nodes or the
target application (via the CM_close indication).

NOTE The Forward_Close is always forwarded to allow downstream nodes or the target application to release any
resources that were allocated for the connection.

4.1.5.5.2 Format of Forward_Close request

The format of the Forward_Close request shall be of the form shown in Table 24.
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4.1.5.5.

The Fq
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A suc
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shall
origi
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Succes

the ap

4.1.5.59.

Table 24 — Forward_Close request format

Parameter name Format
connection_priority/tick time SWORD
connection_timeout USINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
connection_path_size USINT
Reasarvaed LSINT

connection_path

Padded EPATH

Format of Forward_Close response if success

rward_Close response shall be sent between Connect
d_Close request, and shall contain the status of
ter of the CM_close response is zero (no erro
se TPDU shall be of the form shown in Table 25«

Table 25 — Forward_Close d

rorambier g (20
NNt

connection serial number

vendor ID [~ O N [uwr
originaty/s\e{ialrymbq\ \\\ \ UDINT
appllcatb% size; N&Qt wordsv USINT
Resprved IO O~ USINT

UINT

bl ication

IR

e shall be returned when the close has
is point in the path to the end of the path. The re
connection serial number,
of the closed connection.

reply size shall be zero.

Format of Forward Close response if failure

vendor_ 1ID,
Once the response ind

e to a
tatus
| Close

been
Eponse
and
icating
to the
in the
service

If the status parameter of the CM_close response is not zero (error), the format of the
Forward_Close response shall be of the form shown in Table 26.

Table 26 — Forward_Close_Bad response format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
remaining_path_size USINT

reserved

USINT
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The object specific status words shall contain information about the reason for the failure. The
remaining path size shall contain the path size from the point at which the close
connection failed.

In the failure response, the remaining path size shall be the “pre-stripped” size. This
shall be the size of the path when the node first receives the request and has not yet started
processing it. A target node shall return either the “pre-stripped” size or 0 for the
remaining path size.

4.1.5.6 Unconnected_Send
4.1.5.6.1 ___ Format of Unconnected Send request

The Upconnected_Send service shall allow an application to send a device
withouf first setting up a connection. The Unconnected_Send service onmection
Manager object in each intermediate node to forward the mess - er the
return Eath The UCMM of each link shall be used to forward he equest fr rihection
Manager to Connection Manager just as it is for the Forward er. no
connegtion shall be built. The Unconnected_Send servi 8} local
Connegtion Manager and shall be sent between intermedjate™odessWhen an internpediate
node removes the last port segment, the message shattk a{ted pssage
and sept to the port and link address of the last segment,

NOTE ['he target node never sees the Unconnected_Send Selyice iving via the
UCMM.

If the message contains an odd numbe end of
the mgssage allowing the remaining fi mat of

the Unfponnected Send request shall be of

Tahle Unc request format

i\ \gara}t{e}e\na , Format
prioritgticktime A4 SWORD

conn t.Mgﬁ\\\s\ > USINT

Messag/\s\xe\m te not inchuding pad UINT

m}éﬁu&?\&r’rﬁége router_PDU is odd size, MR_Request
igclud

< USINT
\p\a\z& ) USINT
Reseried \ USINT
path Padded EPATH

The message size shall be the size of the message router PDU in octets without the pad.
The reserved field shall be set to zero. The path_ size shall be the number of 16-bit words
in the path field.

4.1.5.6.2 Unconnected_Send response

The Unconnected_Send response shall be generated by the last intermediate node from the
UCMM response generated by the target node or by an intermediate node as the result of a
UCMM time-out, a problem with the embedded message, or a problem with the Unconnected
Service Request itself. The packet shall be routed from intermediate node to intermediate
node using the information stored when the Unconnected_Send request was processed. The
response shall contain a header with status information about the request and a variable
length response generated by the target node.
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4.1.5.6.3 Format of Unconnected_Send response if success

This format shall be used when an unconnected message response is received. The
application response shall be the format of the Message response from the target and shall
contain error codes that resulted from the execution of the message by the application at the
target node. The structure of the response is shown in Table 28.

Table 28 — Unconnected_Send_Good response format

Parameter name Format

application_reply [ ] OCTET

4.1.5.6.4 Format of Unconnected_Send response if failure

no res

e the
e an

e at
tim

pecific

e an ). (link

sp4
e ani
e an
Since lure of
an Ung ean _a device is not present in the system. The

format ervice for a failure shall be of the form shown in

Table 29.

Format

USINT
USINT

N
In the failurm, the remaining Connection Path Size shall be the “pre-strippeq” size.

This shall,be the size of the path when the node first receives the request and has pot yet
starte ' ' i "pre-stri " Si for the

remaining Connection Path Size.

4.1.5.7 Get_Connection_Data
4.1.5.71 General

This service shall return the parameters associated with a specified connection number. The
connection number may be different from device to device even for the same connection. The
connection number corresponds to the offset into the Connection Manager attribute that
enumerates the status of the connections.

NOTE This service may be used for network diagnostics.

4.1.5.7.2 Format of Get_Connection_Data request

The format of the Get_Connection_Data request shall be of the form shown in Table 30.
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Table 30 — Get_Connection_Data request format

Parameter name

Format

connection_number

UINT

Format of Get_Connection_Data response

The format of the Get_Connection_Data response TPDU shall be of the form shown in Table

31.

Table 31 — Get Connection Data response format

4.1.5.8
4.1.5.8.1

Parameter name

connection_number

connection_state

originator_port

target_port 4

connection_serial_number

vendor_ID

([~
serial_number f\\)/

originator_02T_CID / /\\ g (

target_ 02T _CID \

0O2T_connection timeou multiplieN USINT
reserved1]3] L (Ohe N\ |usint
originatQ_o\zxp_@ﬁ_\RP\ Q) ‘\> UDINT
origi tor\&gT \éM j UDINT
ongiQatc}/T\zQ\gD\\ \ UDINT
targek T20_&ID N UDINT
T{O \Rﬁ@ow ltiplier USINT
rgenedlel, N/ USINT
arig at}\sz\CM_RPl UDINT
\Nne}tgr_T\ZO{CM_API UDINT

Gener

nnection_Data

This se€rvice shall return the parameters associated with a specitied connection

device identified by vendor and serial number .

NOTE This service may be used for network diagnostics.

4.1.5.8.2

Format of Search _Connection_Data request

ithin a

The format of the Search_Connection_Data request shall be of the form shown in Table 32.
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Table 32 — Search_Connection_Data request format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
serial_number UDINT

4.1.5.8.3 Format of Search _Connection_Data response

The format of the Search_Connection_Data response shall be the same as the response from
the Ge{—Geonnecton—DbDeata—servee{see434-5-F-

4.1.5.9 Get_Object_Owner

4.1.5.9.1 General

ut the

The Get_Object Owner service of the Connection Manage
3 e that

connegtion(s) that own(s) a particular object. It shall beg
acceptp redundant connections.

devig

4.1.5.9.2 Format of Get_Object_Owner requesit

The foymat of the Get_Object_Ownerr est U 33:
Table 33 — Get_Objec nex.reques

Parametkr na@ )ormat
@served T N\ ) | [gsInT
pah\sizé‘ \ ) USINT
h

™\
patl N N\ N\ UINT

The reserved field sk

4.1.5.9.3

The format.ofthe Get\Objec e 34.

g 34 — Forward_Open_Good response format

Parameter name Format
number_of _connections USINT
number_claiming_ownership USINT
number_ready_for_ownership USINT
last_action USINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
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4.1.6 CM PDU components
4.1.6.1 Network connection parameters
4.1.6.1.1 Format

Network connection parameters shall be provided as a single 16-bit word that contains five
fields, shown in Figure 4. The fields within the 16-bit word shall indicate

e the type of network connection desired;

o whether the buffer size is variable or fixed;

o the priority of the connection;

o thelsize of the connection buffer required.

The siZze of the connection buffer shall include any transport header,

Network Connection Parameters

U

N/ N’ ~—

Size in Bytes

Redundant|
Owner Priority
igh Priority
Reserved Scheduled Priority

Connection Type:

4.1.6.1.

The co
shall i
refer tq
may be

. L type
pion is required, while MULTIPOINT and POINT2POINT
g’ as defined in IEC 61158-5-2. The NULL connecti¢n type

4.1.6.1.

Priority shall besgne o 1.LOW, HIGH, and SCHEDULED as specified in IEC 61158-4-2.

NOTE PBCHEDWULED data is prioritised on a link wide basis; however, the two unscheduled priorities (LOW ahd HIGH)
are arbifrated independently at each node. One node may transmit a LOW priority packet while another r{;de has
HIGH priority data to send.

41.6.1.4 Connection fixed/variable

The connection can be set up to use fixed or variable sized connections. With a fixed size
connection, each transmission on the connection shall use the same size buffer. Otherwise,
either a buffer overrun or underrun condition shall occur. With a variable sized connection,
each transmission on the connection may send a variable amount of data up to the maximum
size, which shall be specified when the connection is opened. Buffer underruns shall not be
reported, but a buffer overrun can still occur if too much data is sent.

4.1.6.1.5 Connection size

The network connection size shall be the size of the buffer required for the connection, which
includes the data and any transport header. For a variable sized connection, the size shall be
the maximum size of the buffer for any transfer. The actual size of the transfer for a variable
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connection shall be equal to or less than the size specified for the network connection. The
maximum buffer size shall be dependent on the links that the connection traverses.

4.1.6.1.6 Redundant owner
The redundant owner bit in the O=T direction shall be set (= 1) to indicate that more than one

owner may be permitted to make a connection simultaneously. The bit shall be clear (= 0) to
indicate an exclusive-owner, input only or listen-only connection.

4.1.6.1.7 Reserved parameters

Reserved bits shall be clear (= 0).

4.1.6.2 Packet interval
4.1.6.2.1 Requested packet interval (CM_RPI)

The repuested packet interval shall be the requested time bety conds.

The format of the CM_RPI shall be a 32-bit integer in microse

4.1.6.2.2 Actual packet interval (CM_API)

The agtual packet interval shall be the actual tin s. The

format|of the CM_API shall be a 32-bit jnteger in

4.1.6.2.3 Usage

The requested packet interval shall be i y packets requested by the refeiving
device| The value shall be cate\link ime at each of the producing |nodes.
The allocation of link tra i - s djusted when the actual packet fate or
actual |packet interval | i N ible for the two values to differ. The path
time-ouit value at each e 1= arget nodes shall also be set to the conpection

time-o tmultiplie@ ipns.

4.1.6.2.4 Functig

For scheduled prio |ty the iti . O links
that su i packet.
For sc | which
means te, the
node s 3 Lupdate
rate is|in discrete~quanta, the Actual Packet Interval (CM_API) may be smaller (morg rapid)

than tHe €M) RPI.
times the!CM_API.

Re path time-out value shall be set to the Connection Time-out mTItipIier

High Priority

For high priority, the CM_RPI shall be used to set the path time-out in the intermediate and
target nodes. The CM_RPI shall therefore be set to the slowest packet rate expected, which
shall preclude having the connection close due to a path time-out. The longer the path time-
out, the longer the time required to reclaim resources in the intermediate nodes as a result of
faults in the network. Since the high priority is not quantised at any of the nodes, the CM_API
shall equal the CM_RPI. To maintain consistency, however, the time-out value shall again be
set to the Connection Time-out multiplier times the CM_API.

Low Priority

For low priority, the CM_RPI shall be used to set the path time-out in the intermediate and
target nodes. The CM_RPI shall therefore be set to the slowest packet rate expected, which
shall preclude having the connection close due to a path time-out. The longer the path time-
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out, the longer the time required to reclaim resources in the intermediate nodes as a result of
faults in the network. Since the low priority is not quantised at any of the nodes, the CM_API
shall equal the CM_RPI. To maintain consistency, however, the time-out value shall again be
set to the Connection Time-out multiplier times the CM_API.

4.1.6.3

Connection time-out multiplier

The Connection Time-out Multiplier specifies the multiplier applied to the CM_RPI to obtain
the connection time-out value. Device shall stop transmitting on a connection whenever the
connection times out even if the pending close has been sent. The multiplier shall be as
represented by Table 35.

41.6.4

Two va
of the
priority
establi
conneq
critical

The tid
This v4d
then a

Table 35 — Time-out multiplier

Value Multiplier Notes
0 X4 Default
1 X 8 {
2 X 16
3 X 32 A\
4 X 64 /
5
6

maf.of the Connection Request Priority/Tick Time shall be as shown in Figure 5.

priority

slish\the connection and has no correlation with the

ection
uire a

ow priority was chosen to avoid congestion with time-

gonjunction with the connection request time-out ticks|value.

5 1ms.,

Connection Request Priority/Tick Time

76543210

N/ N—
Reserved =0 Tick Time
0 = Low Priorit

1 = High Priorify

Figure 5 — Time tick

Table 36 shall determine the time between ticks.
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Table 36 — Time tick units

Tick time
Tick time Time per tick Max. time
(binary)
0000 1ms 255 ms
0001 2 ms 510 ms
0010 4 ms 1020 ms
0011 8 ms 2 040 ms
0100 16 ms 4 080 ms
0101 32 ms 8 160 ms
0110 64 ms 16320ms N\
0111 128 ms 32640 ms /\|
1000 256 ms 65280 ms \ \
1001 512 ms 130 560 ms
1010 1024 ms 261 120hs N\ >
1011 2 048 ms 522 24 s\
1100 4096 ms [ (Pp4a 2eOms_ )
1101 8192ms (([\\" 7088960 s
1110 Qe adam< | ( Aaarvdogeis
1111 32748 my 8365 840 ms

4.1.6.5 Connection reguest time- tt% \>

The ctnnection request thpe-out ticks\shall be |i'sed to specify the amount of time the
originati i f tion to be established. Each hop |of the

connegtion has anlin ic\ti valye implemented by the UCMM, and affer the
automatic retriee been &xhausted\ withbout an acknowledge the UCMM shall geng¢rate a
time-olit error. Thefefore\i ice in the path shall be either not present or too RQusy to

acknowledge a U ) time-out shall occur as fast as would be pgssible.
The only time th time-out period would be encountered shall bg if the
target jnode 3¢ 8 _connection request but fails to respond or if the confection
reque del failure in the network prevents the response from being
returngd, o reqirest time-out shall be not the path time-out value derivegd from
the CNIOR > lose a connection after it shall be established. The conpection
reque a/Specified by a combination of the connection request time-olit ticks
multiplled by.the<i per tick which shall be determined by the tick time value.

Since @a“pafticular connection request time-out can be expressed in several different fgrmats,
the rule shall be to always pack it such that the tick time value shall be minimised. This
allows the best granularity for decreasing the time-out as the message is passed through hops.
This also means that the tick time value may change as the message is passed through
multiple hops. As an example, 300 ms may be encoded as:

1. 0001 10010110 -> Time per Tick = 2 ms, Ticks = 150 (right)
2. 0010 01001011 -> Time per Tick = 4 ms, Ticks = 75 (wrong)

The connection request time-out value shall be dependent on the number of port segments in
the connection path, the processing time at the target node, and the congestion of the
intermediate networks. The connection request time-out can be a relatively large value since
the full connection request time-out shall only occur in a few rare cases. The only time the full
connection request time-out would occur would be if:
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e the connection request was successfully delivered to the target node and the node failed
to generate a response. This would usually be caused by a firmware error in the device.

e the connection request was successfully delivered to the target node and the response
was discarded due to congestion at an intermediate node.

e the connection request was successfully delivered to the target node and the target node
or one of the intermediate nodes was removed or powered down before the response was
returned.

The UCMM shall be used to forward the connection request to the next node in the path. The
UCMM sends the request and then waits a link specific time for an acknowledgement or
response, if no acknowledgement or response shaII be received before the I|nk specific time-
out, thg e), the
UCMM]| shall signal a time-out on the connectlon request. The Conne which
generdted the request shall return an error response to the connectio bre the
connegtion request shall time-out as soon as possible for the most co Its

e migsing or powered down devices in the path;

e corngestion at a device in the path.

To aid|in debugging systems, each hop in the path about
80 ms [before sending it out in the Forward_Ope Each
interme¢diate device (router) shall round the all be

decremented such that a minimum of 1 tlck shall k i he last
device|before the failure to time-out fj ection
was made before the failure. This info :Ls in a
system. A typical system function is sho

Oridinator
Opeh Connection

Ticks = 80
Time/Tick =1 ms
FWD OPEN Time-Out = 80 ms

FWD OPEN

VAN
nnection Opened

Ticks = 160
Time/Tick = 1 ms

Application
Time-Out = 160 ms pplicat

respond

FWD OPEN REPLY ( OK)

FWD OPEN REPLY (OK)

Time
Connection Request Time-out at Routen 3
due to no reply from target node

at Traet

rror caused by time-out

at Router 3

Connection Request Time-out at Router 2

FWD OPEN REPLY ( error) Time-out

rror caused by time-out
Connection Failed
at Router 2

Connection Request Time-out at Router 1

Connection Failed
at Router
1

Connection Request Time-out at Originator

Originator Router Router Router Target
1 2 3

Figure 6 — Connection establishment time-out
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In Figure 6 a connection is requested over a path containing 4 hops. The Connection request
Time-out is specified as 320 ms by the originator of the connection. In the first case the
connection is completed and the calculated time-out values are shown at each hop in the path.
The second case is where the last device receives an acknowledgement but does not receive
a response and times out. It returns a time-out error to the originator. Since the time-out value
decreases for each hop, the time-out error shall be returned to the originator before the
originator times out.

The other cases show time-outs at the other devices, and in each case the time-out error shall
be returned to the originator before the originator itself times out. The last case is where no
response is received by the originator and the connection open process is timed out. The
reason to decrease the time-out at each node is so additional error information indicating

where |in the path the time-out occurred can be sent. Remember that if ap ces do
not redeive an acknowledgement, the connection request shall immediate ut and
an errgr response shall be generated.

4.1.6.6 Connection serial number

The cgnnection serial number shall be a unique 16-bit nection
Managgr at the originator of the connection. The origina 16-bit
value ;F unique for the device. There shall be no othersi ber by
any ot i but do
not haye to be sequential. For example an oper : gve a large number of
connegtions open at the same time, e i uld be
repeated at other operator interface gtatis ns ibled i have a
connegtion list which points to the de j serial
numbef could be the index into the table

4.1.6.7 Vendor ID

The vqg pducts.
Each v

4.1.6.8

The or at the
time of actured
by the tion of
Vendo

4.1.6.9

The cgnnection ber shall be a 16-bit value that is assigned by the Connection Mpnager

when a connection 1§ opened. This value allows other nodes to obtain connection dafa from
the CqgnneCtion Manager. This number shall not be confused with the Connection| Serial
Number.

4.1.6.10 Connection path size

The connection path size shall be the length of the connection path in 16-bit words. The
length of the connection path varies during the connection process, since each node in the
connection path removes the current port segment and forwards only the remaining path
segments to the next node.

4.1.6.11 Connection path

Refer to Path description in 4.1.8.8.
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4.1.6.12 Connection remaining path

Refer to Path description in 4.1.8.8.

4.1.6.13 Network connection ID
The Network Connection ID shall be a 32-bit value built as follows :

e Bits 31-24 shall be reserved and shall be set to zero;
e Bits 23-16 shall contain a node MAC ID depending on selected connection type
e Bits 15-0 shall contain the 16-bit connection number.

Table 37 shows options for selection of Connection ID.

Table 37 — Selection of connection ID

Connection type MAC ID Conneé}on\kt{mkﬁr

Multipoint MAC of Producer Unjque_by De ica\ \

Point to Point MAC of Consumer WMVI\OQ

The Nx e related to the conpection
serial he links. The fieldd of the
Netwo ink.

The deneric tag for the Lpackets ~€xchanged er a connection and described in

IEC 61 < *

e the

e the ctet of
the

o the of the
cor

To gug unique on a link the following rules shall be used when

choosipg CIDgs

e the

o the

e on cer or

conjsumer) shalMNrisert its MAC ID into bits 23-16 of the CID in the Forward_Open;

e a nmultipoint CID shall not be reused until all connections associated with the CIP have
been closed or timed out;

e receiving an I'm alive fixed tag packet from a node shall immediately close any
connections with that device.

4.1.6.14 Transport class and trigger

The transport class and trigger specify the type of transport required for the connection. This
information shall not be used by the Connection Manager but passed on to the application.
The application shall determine if the transport type is supported and if an instance of the
required transport is available. The octet that encode the transport class and trigger shall be
of the following form shown in Table 38.
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Table 38 — Transport class, trigger and Is_Server format

TransportClass (4 bits) TriggerMode (3 bits) Is_Server (1 bit)
NULL =0 CYCLIC =0 IS_NOT_SERVER =0
DUPLICATE_DETECT =1 CHANGE_OF_STATE =1 IS_SERVER =1
ACKNOWLEDGED = 2 APPLICATION =2
VERIFIED = 3

NONBLOCKING = 4
FRAGMENTING =5
MULTIPOINT_FRAG =6

The least 5|gn|f|cant 4 bits, class, shall determine which transport type is speC|f|ed and shall

be in ffe s called
triggpr, shall determme what event causes the productlon of data on( the ce ipn and
shall Re in the range 0 to 2. The trigger values 3 through 7 gha d. For
transports that need to specify the target as a server c i f be 1;
otherwjse, it shall be 0. For transport classes 0 and 1, the is server\fis gnored.

Bit 7 shall be the is_server field;

See IEIC 61158-5-2 for details on the behaviour for the differe Sinati is se¢rver,
class| and trigger, CM_RPI, and CM_API.

4.1.7 MR headers

All request packets delivered to the i a connection or from the

UCMM, shall have a header of the for

The firgt octet, se irectly delivered to the application object and shall bg in the

range | through 12 size shall determine the number of 16-bit words in th¢ path
array. [The pé& N i ressing information for the packet and shall be padded.
Response~pach Message Router shall have a header of the form shown in Table
40.

Table 40 — MR_Response_Header format

Parameter Format
Service USINT
Reserved USINT
general_status USINT
Extended_status_size USINT
Extended_status[] WORD

The service field shall be the value of the MR _Request Header.service field with its
most  significant bit set. If MR Request Header.service equals 0x05, the
MR Response Header.service shall equal 0x85. The general status field shall be
filed using the Status Code parameter of the service response. Likewise the
extended status, extended status size, and response shall be filled using the
Extended Status and other response parameters from the service response, respectively.
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The response_size shall not be explicitly included in the MR_Response Header; it shall be
implied by number of octets in the MR_Response Header.

4.1.8 OM_Service_PDU
4.1.8.1 General syntax
4.1.8.1.1 Get_Attribute_All

The Get_Attribute_All_RequestPDU body is empty.

The Get_Attribute_All_ResponsePDU body shall be as specified in Table 41.

Table 41 — Structure of Get_Attribute_All_ResponseP

<A\

Object/class attribute-specific/\ \

body

Name Data type

Attribute Data

41.8.12  Set_Attribute_All

The Ss

Table 42 — Structure ?ﬁ{t_%%
Name Da typ\t\j

Object/dfass attribbtv\-ésgciM

Attribute Data

4.1.8.1.3

. Get_At
The Ggt_Attribut S

Data type

UINT
Array of UINT’s

\Qttribute Count
| Adtribute List

The GTt_Attribute_Llst_ResponsePDU body shall be as specified in Table 44.

Table 44 — Structure of Get_Attribute_List_ResponsePDU body

Name Data type Semantics of values
Attribute Count UINT
Attribute Data Array of STRUCT
Attribute Identifier UINT
Attribute Status UINT Values 0-255 are reserved to mirror

common service status codes.
Values 256-65 535 are available for
object/class attribute-specific errors.

Attribute Value

Object/class attribute- specific
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4.1.8.1.4 Set_Attribute_List

The Set_Attribute List RequestPDU body shall be as specified in Table 45.

Table 45 — Structure of Set_Attribute_List_RequestPDU body

Name Data type
Attribute Count UINT
Attribute Data Array of STRUCT
Attribute ldentifier UINT
Attribtte-Vatue Ohjecttetass-atirlbute—speeifie

The Sqt_Attribute List ResponsePDU body shall be as specified in Takle 48.

Table 46 — Structure of Set_Attribute_List_Res seP od

Name Data type /S/e\m{Ncs«mue\

Attribute Count UINT \ \\/
N

Attribute Status List Array of STRUCT / ~

Attribute Identifier UINT /\\)/ A
S 256<65 535 are available for

Attribute Status Q Vatues (0-25§ afe resérved to mirror
c
j lass attribute-specific errors

mon\service atus codes.
41815 Reset % \>

The R , a : ecjfied in Table 47, if the optional |
Specifi S k eset request is specified. Else it shall be empt

e of Reset_RequestPDU body

Data type

Okbje S}Qci}kiD}Q Object/class service- specific
X

The Rg DU\body shall be as specified in Table 48, if the optional
Specific Datalservice parameter of the Reset response is specified. Else it shall be em

able 48 — Structure of Reset_ResponsePDU body

Object
.

Object
Dty.

Name Data type

Object Specific Data Object/class service- specific

4.1.8.1.6 Start

The Start_RequestPDU body shall be as specified in Table 49, if the optional “Object Specific

Data” service parameter of the Start request is specified. Else it shall be empty.

Table 49 — Structure of Start_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific
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The Start_ResponsePDU body shall be as specified in Table 50, if the optional “Object
Specific Data” service parameter of the Start response is specified. Else it shall be empty.

Table 50 — Structure of Start_ResponsePDU body

Name

Data type

Object Specific Data

Object/class service- specific

4.1.8.1.7 Stop

The Stop RequestPDU body shall be as specified in Table 51, if the optional “Object Specific

Data”

ervice parameter of the Stop request is specified. Else it shall be epp

Table 51 — Structure of Stop_RequestPDU b

Name

Data type

Object Specific Data

Object/class service- specific

The Sfop_ResponsePDU body shall be as specifie Object
Specific Data” service parameter of the Stop responge i y.
Table 52 — Struc offt(p‘\e?
Name x Data\typ_e/
Object Specific Data Obj ct/cla(sgsehige\»\ipeﬁtgc
4.1.8.1.8 Create \Q
The Cfeate_RequestP specified in Table 53, if the optional {Object

Specifi

c Data” S(@%

@ request is specified. Else it shall be empty.

wre of Create_RequestPDU body

Data type

=N
O\sq'ectWic\Qata

7

Object/class service- specific

The C
Specifi

eate™Response

Table 54 — Structure of Create_ResponsePDU body

body shall be as specified in Table 54, if the optional |Object

c Data™setvice\parameter of the Create response is specified. Else it shall be enpty.

Name

Data type

Instance ID

UINT

Object Specific Data

Object/class service- specific

4.1.8.1.9 Delete

The Delete_RequestPDU body shall be as specified in Table 55, if the optional “Object
Specific Data” service parameter of the Delete request is specified. Else it shall be empty.
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Table 55 — Structure of Delete_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Delete_ResponsePDU body shall be as specified in Table 56, if the optional “Object
Specific Data” service parameter of the Delete response is specified. Else it shall be empty.

Table 56 — Structure of Delete_ResponsePDU body

Name Data type

4.1.8.1

The Gg¢t_Attribute_Single_RequestPDU body is empty.

.10

Object Specific Data Object/class service- specific (
N

Get_Attribute_Single

The Gg¢t_Attribute_ Single_ResponsePDU body shall be as i8 able)57.

4.1.8.1

The Se

The S
option
specifi

1

Table 57 — Structure of Get_Attribute (Single_ResSpo PDU body

N\ AN
Name A > Daté tyﬁe) ‘\)
Attribute Data je&v{a\aiattr\rtkute-shsgcific/

. Set_Attribute single %
t_Attribute_Single > dy. Il as specified in Table 58.

re

Tat%e\SS% %%A ribute_Single_RequestPDU body

/NQ e Data type
,A\&&the at;\ OEj/e&%?\I{ss attribute-specific

" ResppnsePDU body shall be as specified in Table 59,
Data” service parameter of the Set Attribute_Single respd

Tablte 59 > Structure of Set_Attribute_Single_ResponsePDU body

Name Data type

4.1.8.1

12

Object Specific Data Object/class service- specific

Find_Next_Object_Instance

The Find_Next_Object_Instance_RequestPDU body shall be as specified in Table 60.

Table 60 — Structure of Find_Next_Object_Instance_RequestPDU body

Name Data type

Maximum Returned Values USINT

The Find_Next_Object_Instance_ResponsePDU body shall be as specified in Table 61.

if the
nse is
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Table 61 — Structure of Find_Next_Object_Instance_ResponsePDU body

Name Data type
Number Of List Members USINT
Instance ID List Array of UINT

41.8.1.13 NOP

The NOP_RequestPDU body is empty.

The NQRP—_ResporseRBU-body-is-emphy-

4.1.8.1.14 Apply_Attributes

The Apply_Attributes_RequestPDU body shall be as specified in\Jahlex62,N§ t ptional
“Object Specific Data” service parameter of the Apply_Attribut i cified. [Else it
shall bp empty.

Table 62 — Structure of Apply_Attrib/utes\

Name ( ata type \/
Object Specific Data Obj«;ot@lass sy&ic% ecyﬁc /\ \>
N N

INYe we\a&ejj\; Table 63, if the optional

tributes response is specified.|Else it

The Apply_Attributes_ResponsePDU bo
“Object Specific Data” service parame
shall b empty.

Table GK ruc re({ utes_ResponsePDU body

Nakqe \ \ \ Data type

Objec&\ir}e%ngl{ata \ \E{)jeakgla s service- specific

4.1.8.1]

The S
Specifi

all be as specified in Table 64, if the optional {Object
r of the Save request is specified. Else it shall be empty.

The Save_ResponsePDU body shall be as specified in Table 65, if the optional “Object
Specific Data” service parameter of the Save response is specified. Else it shall be empty.

Table 65 — Structure of Save_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

4.1.8.1.16 Restore

The Restore_RequestPDU body shall be as specified in Table 66, if the optional “Object
Specific Data” service parameter of the Restorerequest is specified. Else it shall be empty.
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Table 66 — Structure of Restore_RequestPDU body

Name Data type

Object Specific Data Object/class service- specific

The Restore_ResponsePDU body shall be as specified in Table 67, if the optional “Object
Specific Data” service parameter of the Restore response is specified. Else it shall be empty.

Table 67 — Structure of Restore_ResponsePDU body

Name Data type

Object Specific Data Object/class service- specific

{

4.1.8.1.17 Group_Sync

The Group_Sync_RequestPDU body shall be as specified in Table

Table 68 — Structure of Group_Sync_RequestRD
N

dy

Name ( D(at% typ\e\ >

Object Specific Data Object/class ser@\s\peéy{c /\ \\

N N
The Group_Sync_ResponsePDU body shall s W 69.
Table 69 — Structure \of (@QQ_

sponsePDU body

pegif
Name \ Né type v Semantics of values

IsSynchronikged BQO -l-m{icates if object is synchronized to the PTP Ti

0 = Not synchronized
/\ 1 = Is synchronized

Ime Master

Object Spedific Data ;Zﬁ}e\&\kofa\ss\sﬁ{vig%pe ific Object/class service- specific

4.1.8.2 ci yntax elements
4.1.8.2.1
4.1.8.2.1.

The format of-theNde

Table 70 — Identity obi I tril

lity object class attributes shall be as specified in Table 70.

Attribute ID Name Data type Semantics of
values

1 Revision UINT Revision of this
object.
Value = 1

2 Max Instance UINT

6 Max ID Number of Class Attributes UINT

7 Max ID Number of Instance Attributes UINT

4.1.8.2.1.2 Instance attributes

The format of the Identity object instance attributes is as specified in Table 71.
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Table 71 - Identity object instance attributes

Attribute Name Data type Semantics of values

ID

1 Vendor 1D UINT The value zero shall not be used.

2 Device Type UINT A listing of the Device Type ranges can be found in
4.1.10.2.5.

3 Product Code UINT The value zero is not valid.

4 Revision STRUCT of The value zero shall not be valid for either the
Major and Minor Revision fields of a compliant
product. A damaged product may return zero to
indicate unknown revision if |f< storage of revision
become corrupt.

Major Revision USINT | The Major Revision attribu I e limited’to|7
bits. The eighth bit is reﬁ ed and s aII be zero.
Minor Revision USINT

5 Status WORD Bit definitions ar@e\suk di T:h)@ 7\

6 Serial Number UDINT

7 Product Name SHORT_STRING | The maxi u cters in thig
stringShall b 3 . aracters shall|be
int rap,gg Ox

8 State USINT

% 6 — 274 = Reserved
2557= Default for Get_Attributes_All service
9 Conflgurat on UINT ’C/ontents identify configuration of device
Co/ﬁ"s\en Value
10 }f{tye)a nterval USINT The nominal interval between heartbeat messapes
NA in seconds.
11 Actké\be}%mgx\ \ STRDCT of Currently active language for the device.
/t‘s.n\ghige\\ \ USINT |The language1 field from the STRINGI data tyge.
Langm \ USINT | The language? field from the STRINGI data tyge.
<\~Q3Qg¥g§3 \ USINT |The language3 field from the STRINGI data tye.

12 uﬁort d h?(guage ARRAY of List of languages supported by character strings of

data type STRINGI within the device.
STRUCT of
Language1 USINT |The language1 field from the STRINGI data type.
Language?2 USINT | The languageZ2 field from the STRINGI data type.
Language3 USINT |The language3 field from the STRINGI data type.
13 International Product |STRINGI Names of the product in various languages
Name
14 Semaphore STRUCT of Access Synchronization Semaphore
Vendor Number UINT Default: All zero values
Client Serial Number UDINT
Semaphore Timer ITIME Timer valid range 100 thru 32 767

15 Assigned_Name STRING1 Use assigned name

16 Assigned_Description | STRING1 User assigned description

17 Geographic_Location |STRING1 User assigned location

61158-6-2 © IEC:2007(E)
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Table 72 - Identity object bit definitions for status instance attribute

Bit(s) Called Definition

0 Owned 1 for TRUE, 0 for FALSE

1 Reserved, set to 0

2 Configured 1 for TRUE, 0 for FALSE

3 Reserved, set to 0
4,5,6,7 See Table 73

8 Minor Recoverable Fault 1 for TRUE, 0 for FALSE

Q Minorlloracoverable Eallt 1 for TRI II:1 O for EALSE

10 Major Recoverable Fault 1 for TRUE, 0 for FALSE (

11 Major Unrecoverable Fault 1 for TRUE, 0 for FALS§\< A O\ \
12,13 Reserved, shall be se&o (x \
14,15 Reserved, shall M\Q \ \

N

The values of the status bits 4 to 7 shall be as shown in Ta 73

Table 73 — Bits 4 — 7 of statu in;@?nce ttribut
[\

Bits 4, 5, 6, 7: N\ Meaning <\> )
0000 Self-Testing (}W}w\-up) f Sté&{Unkylywn
0001 FirmwarFU%dateN res
0010 Commu‘u\icati@&ult}\‘o\s}\@ﬁection)

00 @ M wai\ﬁng_):or&ne}tion
000 on&la?ﬁ{”&@igur}tion Bad

ajor Eatlt (see bits 10 and 11 for fault classification
and Kk states
Mingr fault is Wot a state change
bsuhe\}teﬂ,/Active
\Wgram mode type)

reserved, shall not be used

reserved for product specific states

4.1.8.2.2 Common services
4.1.8.2.21 Get_Attribute_All Response

At the class level, the order of the attributes returned in the “Attribute Data” parameter of the
Get_Attribute_All response shall be as defined in Table 74.
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Table 74 — Class level object/service specific response data of Get_Attribute_All

Attribute ID | Octet | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1 | Bito
] 0 Revision (low octet) Default = 1
1 Revision (high octet) Default = 0
2 Max Instance (low octet) Default = 1
2 3 Max Instance (high octet) Default = 0
4 Max ID Number of Class Attributes (low octet) Default = 0
® 5 Max ID Number of Class Attributes (high octet) Default = 0
6. Max 1D Numbar of Inctancg Attribhiitgs (|r\\u nnh:f) Default =0
’ 7 Max ID Number of Instance Attributes (high octet) Default = 0 (
N
At the nstance level, the order of the attributes returned in the “Attri eter of

the Gef_Attribute_All response shall be as defined in Table 75.

Tabje 75 — Instance level object/service specific respobn

| All

Atfribute ID

Octet

Bit 7 ‘ Bit 6 | Bit 5 ‘ B}ﬁ

o

Vendor (low octet)

A
Vendor (high oct/e‘t\)\ /\\ >
\

Device Type (Iothe

0
1
) 2
3 Device Type (high/&tet)
3 4 Product Code (Io@v oc \
5 [proout Cpamitighoot()”
, 6 | Major Redision »
7 | [MipogRevision
5 ( §> Status%lothe\b)\\/

us (\m{{h /o}«gt)

7

Secial Number (lpw octet)

>

SSraiumber”

Se?NN)}n ber

S\e\#ial Number (high octet)

%duct Name length

A

Product Name (1% character)

Product Name (2nd character)

1|8

FTOQUCT Nalme (Iast Criaracier)

Because the length of the name is not known before issuing the Get_Attribute All service
request, implementors shall allow enough memory space to store a response up to 32

characters in length.

To maintain consistency, if any instance attributes are added at some later date, the instance
Get_Attribute_All response shall be modified to include the attributes as defined in Table 76.


https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

61158-6-2 © IEC:2007(E)

— 65—

Table 76 — Modified instance level object/service specific response data of

Get_Attribute_All

Attribute Octet Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
ID
8 n+1 State Default = 255
9 n+2 Space reserved for attribute 9 low octet, default = 0
n+3 Space reserved for attribute 9 high octet, default = 0
10 n+4 Heartbeat Interval, Default = 0

4.1.8.227Z2 Reset service
The Rgset common service shall have the object—specific parameter s fied.in Table 7.
Table 77 — Object-specific parameter for R
Name Type Semantics Wal\%es \ \ \/

Type USINT Value 0 shall emulate as closely as possi \ er onthe item the
Identity object represents. This value sha i s parameter |s
omitted

—box configuration,|
Value 2 shall eturmas ssi e’out-of-box configuration
with the exceptign of so icati eters, then emulate cycling
power as closely ible pication link parameters that are o
be preserved are defined stwork type.
Values 3-255 ate rew.
4.1.8.3 Message Rp ic.syntax elements
4.1.8.31 Attyibute
4.1.8.3.1 Cladss .
The Mg¢ssage Rofytenob < butes shall be as specified in Table 78.
able 78 essage Router object class attributes
AN
Attribute \ ame Data type Semantics of vajues
Reyjsion UINT Revision of this obj¢ct.
Value =1
L Optional attribute list STRUCT of
Number of attributes UINT
Optional attributes ARRAY of UINT
5 Optional service list STRUCT of
Number services UINT
Optional services ARRAY of UINT
6 Max ID Number of Class Attributes UINT
7 Max ID Number of Instance Attributes |UINT

4.1.8.3.1.2 Instance attributes

The format of the Message Router object instance attributes is as specified in Table 79.
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Table 79 — Message Router object instance attributes

Attribute ID Name Data type
1 Object_List STRUCT of
Number UINT
Classes ARRAY of UINT
2 Number available UINT
4.1.8.3.2 Common services

Get_Attri — e
At the class level, the order of the attributes returned in the “Attribute D
Get_Aftribute_All response shall be as specified in Table 80. Def

unsupported class attributes shall be as shown in that table.

Table 80 — Class level object/service specific response{dat

of the
for all

A

Cllass attribute ID Attribute name, descriptié{aw Nlue\

fa
1 Revision default = 1 »

Optional attribute list, number of attr(buteé@efauﬁ\io \/

Max ID number of &stwi&{te; dg\fault S\O NS )\/

4
5 Optional service Iisty}wmber %;%M%fa%t\‘ﬁ 0 \§
6
7

Max ID number of ins@ce }l‘&qﬁ@s}e{aulw

Default values for all unsu i utM be as shown in Table 81.

Tabje 81 — InstanceNeve objecngv ecific response data of Get_Attribute

Al

Insitance attri!{(te\ip 2 \Qt\ri&{tyz name, description and default value

1 /\ ct I?%Qmu/%hgr,).:mber of supported classes default = 0

2 /\ Mb%vailaaf, maximum number of connections default = 0

3 \_aiways = 0x0000
S

4.1.8. object specific syntax elements

4.1.8.41

4.1.8.4.1.1 Class attributes

The format of the ASSembly object class attributes shall be as speciiied In able 8Z.

Table 82 — Assembly object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 2
2 Max Instance UINT
4.1.8.41.2 Instance attributes

The format of the Assembly object instance attributes is as specified in Table 83.
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Table 83 — Assembly object instance attributes

Table

Attribute ID Name Data type Semantics of values
1 Number of UINT
Members in
List
2 Member List | ARRAY of STRUCT This attribute has a complex data type
Member Data UINT Size in bits
Size
Member Path UINT Size in octets (0 = Empty Path)
Size
Member Path Packed EPATH | Packed path to the member data-
See 4.1.8.8 for definition of Pa(:_\
3 Data ARRAY of SWORD
types. For efficiency it I
word aligned by p
and adding paddig as
accomplish
Path Size =
4 Size UINT
4.1.8. Acknowledge Handler object speci
4.1.8.51 Attributes
4.1.8.5.1.1 Class attributes
The fofmat of the Acknowl ibutes shall be as specified in
84.
Tabl dier object class attributes
Attribute ID / & \Na Data type Semantics of valugs
1 visio UINT Revision of this objegt.
Value =1
4 \th\{ \T\Qttr te Iist STRUCT of
N of Attriptes UINT
A
@ Nonal\%ttributes ARRAY of UINT
5\ | Optionatservice list STRUCT of
Wer services UINT
Optional services ARRAY of UINT
6 Max ID Number of Class Attributes UINT
7 Max ID Number of Instance Attributes | UINT
41.8.5.1.2 Instance attributes

The format of the Acknowledge Handler object instance attributes is as specified in Table 85.
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Table 85 — Acknowledge Handler object instance attributes

Attribute ID Name Data type Semantics of values
1 Acknowledge |UINT Range 1 — 65 535 ms (0 invalid)
Timer Default = 16
2 Retry Limit USINT Range 0 — 255
Default = 1
3 CcOoSs UINT Connection Instance ID
Producing
Connection
Instance
4 Ack | ist Size SWORD 0 = Dvynamic
> 0 = Max number of mem;zér_s\
5 Ack List STRUCT of /\\ . \
SWORD Number of membem arr\(\
ARRAY of UINT List of Connectian Instance8s) .\ /]
6 Data with Ack | SWORD 0 = Dynamic \ﬂ \)
Path List Size >0=M mker q\me bexs
7 Data with Ack | STRUCT of \ \)
Path List
SWORD @um@ of m\eQbWe array
ARRAY 0 N
WL S
UINE_ " [Connggtiontnsfafice ID
USINT> M length_
Paddéd EPATH "\ PRath ™\
4.1.8.5.2 Object specifi

4.1.8.5.2.1 Aﬁ_
d_AckDa

The Ad

¥ Add_AckD

dy shall be as specified in Table 86.

ata_Path_RequestPDU body

Ta@

O eme

Data type

=
Connextion Instance ID

UINT

\QMer Path Size

USINT

9}nsumer Path

Padded EPATH

The Add_AckData_Path_ResponsePDU body is empty.

4.1.8.5.2.2 Remove_AckData_Path

The Add_AckData_Path_RequestPDU body shall be as specified in Table 87.

Table 87 — Structure of Remove_AckData_Path_RequestPDU body

Name

Data type

Connection Instance ID

UINT

The Remove_AckData_Path_ResponsePDU body

is empty.
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4.1.8.6
4.1.8.6.1

Attributes

Instance attributes

— 69—

Time Sync object specific syntax elements

The format of the Time Sync object instance attributes shall be as specified in Table 88.

Table 88 — Time Sync object instance attributes

Attribute ID Name Data Type Semantics of values
4 EratteP TR BOOt PFPemabted-fortiisdexice:
0 = PTP not enabled
1 =PTP enabled
2 IsSynchronized BOOL Local clock s onized w referepce
clock
= local ¢lock ot ronl ed
1 = loca}clo ch onl
3 CurrentTimeMicroseconds LINT tv ue fl\éel
microse n s
4 CurrentTimeNanoseconds LINT w\of BQMe in nanosegonds
5 OffsetToMaster LINT O set b tww clock and master
M\ W nagoseconhds
6 MaxOffsetToMaster LI ax m off et between local clock ahd
aster cI in nanoseconds
7 DelayToMaster L LINT\ PaWy to master
8 GrandMasterClockInfo ( (SI\RUET\c}f\ @andmaster Clock Info

Identifier N\ /\\

Clock Identifier

Clock Stratum (0 — 255)

Stratum \(
Var|ance

Clock Variance

A\

Clock communication technology:
CPF2/1=9
CPF 2/2=1
CPF2/3=7

Pé\ld\ INT Port Identifier
ARRAY of Clock UUID
SINT[6] CPF 2/1 Vendor Id / Serial Number
CPF 2/2 MAC Address
CPF 2/3 Vendor Id / Serial Number
Y
9 \Qarent}S{ocklnfo STRUCT of Parent Clock Info
Res d DINT reserved
ObservedDrift DINT Observed Drift
ObservedVariance INT Observed Variance
Variance INT Clock Variance
CommunicationTechnology INT Clock communication technology:
CPF 2/1=9
CPF 2/2 =1
CPF 2/3=7
Portld INT Port Identifier
UuIiD ARRAY of Clock UUID
SINT[6] CPF 2/1 Vendor Id / Serial Number

CPF 2/2 MAC Address
CPF 2/3 Vendor Id / Serial Number
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Attribute ID Name Data Type Semantics of values
10 LocalClockInfo STRUCT of Local Clock Info
Identifier STRING[4] Clock Identifier
Stratum INT Clock Stratum
Variance INT Clock Variance
CommunicationTechnology INT Clock communication technology:
CPF 2/1=9
CPF 2/2 =1
CPF 2/3=7
Portld INT Port Identifier
uuID ARRAY of Clock UUID
SINT[6] CPF 2/1 Vendor Id/ mber,
CPF 2/2 MAC Adgfess
CPF 2/3 Vendonld / Serfal NGB
1 NumberOfPorts INT Number of po?\ \ \
2 PortState STRUCT of | Port stats Q
INT NW(NOI’§\ \
ARRAY of rt atehrkac \p&t\)
SINT
13 PortEnable STRUCT o( (Port en\b@ status
INT . ( \ M pumbey of pogs
AY‘ of ort%‘r(ab e’status of each port:
S 0 ort disabled
h 1 = port enabled
14 PortBurstEnable @T\QU(}T\O\?\ %rt burst enable status
h\{ \ \ Number of ports
RRAY o Port burst enable status of each port:
S 0 = port burst disabled
1 = port burst enabled
15 ncI er I \QI)«I{T Logarithm base 2 of the sync interval
Default = 2 seconds
16 dMa er BOOL Preferred Master:
0 = clock is not preferred
1 = clock is preferred
Default = 0
7 Su d}\mm STRING[16] | PTP Clock subdomain
<\ Default = *_DFLT”
g ENck ode SINT Clock Mode:
Slave Only / Ordinary Clock =|0
Master Capable / Ordinary Clock =1
Master Capable / Boundary Clock  =|2
MQ anpchmnunr] INT Numbar of cammumnicatinn nathe hatw en
the local and the grandmaster clocks
20 SystemTimeOffset LINT Offset to the local clock value
NOTE See IEC 61588:2004 for more details.

4.1.8.6.2
4.1.8.6.2.1

The Initialize_RequestPDU body and Initialize_ResponsePDU body shall be as specified i

Object specific services

Initialize

IEC 61588:2004.
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4.1.8.6.2.2 Management_Message service

- 71 -

The Management_Message RequestPDU body shall be as specified in Table 89.

Table 89 — Structure of Management_Message_RequestPDU body

Name Data Type Semantics of values
Management Message Command UINT See Table 91
Management Message Parameters Command specific See Management Message Key sections in
IEC 61588:2004.

The Management_Message ResponsePDU body shall be as specified iiNable 9

Table 90 — Structure of Management_Message_ResponsePDU bad

Name Data Type \'iema}r% o\f\vame\s/
Manageent Message Command UINT Identical%\req\xé\par\ eter.\§ee Table 91
Management Message Parameters Command specific Seg”Manageme l\kssa eh/y sections in
IEC 6}5%8:2 4/

Table 91 shows command values for the Management M ss@e mmand

Table 91 — Management

ge ‘Gommand values

M'a/h%;em/e‘l-t‘H&QQiaggg:;h‘marhiS Value
Obtajnidetity W 1
[ It %Qloclé\\ 3
Q >Set8u®o>re\in \\/ 4
< MDegigwa}?s(’reErredMaster 5
S}thérgqatedP\lyferredMaster 6
“BetDefauitDatdSet 7
pd}QD/&aultDataSet 9
G&CurrentDataSet 10
\GéParentDataSet 12
GetPortDataSet 14
GetGlobalTimeDataSet 16
UpdateGiobatTimeProperties 18
GoToFaultyState 19
GetForeignDataSet 20
SetSynclinterval 22
DisablePort 23
EnablePort 24
DisableBurst 25
EnableBurst 26
SetTime 27
NOTE These values are specified in IEC 61588:2004.
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4.1.8.7 Connection Manager object specific syntax elements
4.1.8.71 Attributes
41.8.711 Class attributes

The format of the Connection Manager object class attributes shall be as specified in Table 92.

Table 92 — Connection Manager object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Value = 1

2 Max Instance UDINT /\\ \
4 Optional Attribute List STRUCT of /\\ \\ \
\ /]

Number attributes UINT
Optional attributes ARRAY of UINT < \
4.1.8.7.1.2 Instance attributes
The fofmat of the Connection Manager object instance i i specified in Tablg 93

attributes

Afttribute ID Name N \{{\Ktyp\e\ Semantics of values
1 OpenReqgs ( U(NT\ \ >

2 OpenFormat’ R 'ect§/\ UINT\\) x

3 OpenReRour Re]j cts/_\ W

4 Openofhe\e‘eji}g \ u\n\T

5 éos Re\gs 2 \ \ N

6 ChsspFormarRejects )\ [WINT

7 géég\m\her\r@e\oQ > UINT

8 CoanTimevuts UINT Total number of connection

timeouts_ that have occurred‘in

AN\ 28 Gonnestion Manager. "

9 onhection Entry List STRUCT of

WnEntries UINT Number of bits used in the
ConnOpenBits element.
This attribute, divided by 8 and

;IIbIUIIIUIItUd fUI ally ICIIIQ;IIdUI,
gives the length in octets of the
array in the ConnOpenBits field.

ConnOpenBits ARRAY of BOOL |Bit field. List of connection data.
Each bit represents a possible
connection.

0 = No Connection.
1 = Connection Established.

11 CpuUtilization UINT CPU Utilization in tenths of a
percent. Range of 0 — 1 000
representing 0 to 100%.

12 MaxBuffSize UDINT Amount of buffer space is in
octets.
13 BufSize Remaining UDINT Amount of buffer space is in

octets.
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4.1.8.8 Connection object specific syntax elements
4.1.8.8.1 Attributes
4.1.8.8.1.1 Class attributes

The format of the Connection object class attributes shall be as specified in Table 94.

Table 94 — Connection object class attributes

Attribute ID Name Data type Semantics of values
1 Revision UINT Revision of this object.
Va|u7/f1\
2 Max Instance UINT /\k \

4.1.8.8.1.2 Instance attributes

O

The fomat of the Connection object instance attributes is as, spg

®
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Table 95 — Connection object instance attributes

Attr ID Name Data Semantics
Type
1 State USINT State of the object.
2 Instance_type USINT Indicates either 1/0 or Messaging
Connection.
3 TransportClass_trigger SWORD | Defines behavior of the Connection.
4 CP2/3_produced_ UINT Placed in ISO 11898 CAN Identifier Field
connection_id when the Connection transmits on a CP
2/3 subnet.
5 CP2/3_consumed_ UINT ISO 11898CAN Ident|f|er Fie ue that
connection_id denotes message to be received o CP.
2/3 subnet.

6 CP2/3_initial_comm_ SWORD | Defines the Messag (s)
characteristics which productlons and ¢
associated W|th Cynn t|o

crsss\'\/
occ
a CP 2/3 subn t

7 Produced_connection_size UINT Maximumfiumbpe of te%tra sm|Yd
across th Con

8 Consumed_connection_size |[UINT imum n of octe recelved
a ros js C

9 Expected_packet_rate UINT assqciated with this
nne t|o
10 CFP2_produced_connecti&»\ UDIN | entlflé%tgz‘;njssage sent on the subnet
_id N by tis co fon.

11 CPF2_consumed_connection UDINT\ ntl?% the message received from the

_id (\ \S\Ub et for this connection.

12 Watchdog_{imeout_dction USI\J{) Defines how to handle
N 9 ctivity/Watchdog timeouts.

13 Produced sonpnestion_ a%\ T Number of octets in the

I9ng\th produced_connection_path attribute.
14 wc connevstiori\path PMed Specifies the application object(s) whose

:EPATH data is to be produced by this Connection
N object. See 4.1.9.

15 ns €0 ewh UINT Number of octets in the

\I gt consumed_connection_path attribute.

1 CMe coWon_path Packed Specifies the application object(s) that
) \ EPATH are to receive the data consumed by this

Connection object. See 4.1.9.

N\
17 Produttion_inhibit_time UINT Defines minimum time between new data
production. This attribute is required for

all I/0 Client connections, except those
with a production trigger of Cyclic.

18 Connection_timeout_multipli [USINT Specifies the multiplier applied to the
er expected_packet_rate value to derive the
value for the Inactivity/Watchdog Timer.
19 Connection_binding_list STRUCT |List of I/O connection instances bound to
this instance.
UINT
Array of
UINT

State

This attribute defines the current state of the Connection instance. Table 96 defines the
possible states and assigns a value used to indicate that state.
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Table 96 — Values assigned to the state attribute

Value State Name Description
00 Non-existent The Connection has yet to be instantiated.
01 Configuring The Connection has been instantiated and is waiting for the following events to

occur: (1) to be properly configured and (2) to be told to apply the configuration.

02 Waiting For The Connection instance is waiting exclusively for its consumed_connection_id
Connection ID2 | and/or produced_connection_id attribute to be set.b

03 Established The Connection has been validly/fully configured and the configuration has been

successfully applied.

04 Timed Qut If 2 Caonnection nhjpr‘f avlnpripnr*pc an Innr*fi\/ih/l\l\/nfr‘hrlng timeout _then a transition

may be made to this state. See the watchdog_timeout_action attrib description
and the description of the Inactivity/Watchdog for more det%

05 Deferred If an Explicit Messaging Connection object experiences nactikity/Watchdog
Delete? timeout, then a transition may be made to this state. Sge the
watchdog_timeout_action attribute description and the desckjptiqn;of the
Inactivity/Watchdog Timer for more details.
06 Closing A Bridged Connection object has received, and_i rocessi a\torw Closelfrom

the Connection Manager. The deletion of t oes nohoccur until after a
successful Forward Open response has been i fr e target node.

@ This value is only used on CP 2/3.

b WHen the Connection instance attributes are applied i for the module to generafe the
prpduced_connection_id and/or cons K i i initial_comm_charactefistics
at{ribute for rules). If this is the case { y the attributes are perf¢rmed
except for the initialization of thes i ithi and associated| Link
Prpducer/Consumer objects and a transitio ce is
wditing exclusively for its produced_conngction_id a i i i bt

saging
other

mechaphisms for creating a~conhec 'on ip. See

network-specific speci

Imporfant: All @

a Connection Instance (A) that hasl been
Messaging Connection (B) shall be released if the

Explici es out prior to the dynamically created Conmection
Instange (A) trans abilished state

Imporfa made to the Established state, all timers associated with the
Conne teare_actikated (see Connection Timing in IEC 61158-5-2, 6.2.3.2.1.7)

Instange_typeée
This affribute defines’the instance type (see Table 97).

Table 97 — Values assigned to the instance_type attribute

Value

Meaning

00

Explicit Messaging. This Connection Instance represents one of the end-points of an Explicit
Messaging Connection. An Explicit Messaging Connection is dynamically created by sending
the Open Explicit Messaging Connection Request to the Connection Class.

01

1/0. This Connection Instance represents one of the end-points of an I/O Connection. An I/O
Connection is dynamically created by sending a Create Request to the Connection Class.

02

Bridged. This Connection Instance represents an intermediate ‘hop’ of a bridged 1/0 or
Explicit Messaging connection. A pair of Bridged Connection objects (one for each subnet
bridged between) are dynamically created by a node after successfully receiving a Forward
Open service to the Connection Manager object when this node is not the end point (target).
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TransportClass_trigger

07(E)

Defines whether this is a producing only, consuming only, or both producing and consuming
connection. If this end point is to perform a data production, this attribute also defines the
event that triggers the production. The eight (8) bits are divided as shown in Figure 7.

transportClass_trigger

as the [Client or the Server on this connecti

— Direction

7 6 15 4 3 2 1 0
Dir Production Transport
Trigger Class
Transport Class
0=Class 0
1 =Class 1.
2 =Class 2.
3 =Class 3.

Production Trigger

0 = Cyclic

1 = Change-Of-State

2 = Application Object

0 = Client
1 = Server

to act

Value

O\
k \/\ \\ \ Meaning

Client

rov eMe Client behavior associated with this Connection.
value indicates that the Production Trigger bits within the

i r octet contain the description of when the Client is to
ge associated with this connection. Client connections with
r value of 0 or 1 (Cyclic or Change-of-State) shall produce

ly after transitioning to the Established state.

Q

erver\

=}

ion, this value indicates that the Production Trigger bits within the

is Moint provides the Server behavior associated with this Connection.
adyit
tra
i

ored due to the fact that a Server end-point reacts to the transmission from
the Client. The only means by which a Server end-point is triggered to transml|t

or 3).

portClass_trigger octet are to be IGNORED. The Production Trigger bits pre

is when this reaction calls for the production of a message (Transport Classeg 2

Table 99 lists the values that are possible within the Production Trigger bits of the
transportClass_trigger attribute.

Table 99 — Possible values within Production Trigger Bits
If the Then the Production of a message is:
value is:
0 Cyclic The expiration of the Transmission Trigger Timer triggers the data production.

See IEC 61158-5-2, 6.2.3.2.1.7 Connection Timing for a detailed description of
the Transmission Trigger Timer.
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If the Then the Production of a message is:
value is:
1 Change-Of | Production occurs when a change-of-state is detected by the application object.
-State

NOTE The consuming end-point may have been configured to expect the packet
at a certain rate, regardless of the triggering mechanism at the producing
end-point.

See the description of the expected_packet_rate attribute of a Connection object
and the description of Connection Timing in IEC 61158-5-2, 6.2.3.2.1.7 for more

information.
2 Applicatio | The application object decides when to trigger the production.
n Object
TriggJered NOTE The consuming end-point may have been conflgured to expect the packet

i 'S rs oLl £ it + ™ it <l
a-a-eertaTateegarareSS—o— e tllsvvlllls feerhartS— et e-proaueg

end-point.

See the description of the expected_packet_rate attribute jgdct
and the description of Connection Timing in IEC 61158- .2.3.2. ofe
information.

-7 Reserved /\

Table 100 lists possible values within the T, o ibble of the
transportClass_trigger attribute. Behaviors resuli hese ‘particular valugs are
illustrated in the series of figures that follow the tabl

Table 100 — PossibWe ithin T an@a ass Bits

Vplue \ﬂganh\q \\/

0 Transport Class 0 e Dix bit, this connection end-point will bg a
ly end-point. Upon application of thi
1 T t Cl y the medule instantiates either a Link Producer (Dir
ransport Llas or a Link Consumer (Dir bit = Server,
[\ to be agsociated with this Connection.
2 Transport Iass\z/\ t theumodule will both produce AND consume across thig
/\ e Chient end-point generates the first data production that
i e Server, which causes the Server to return a
3 Trarw asg 3 ion that is consumed by the Client.

4 Tran%o\}}{is\ n-blogking.

5 < wxis\a\>n-blocking, fragmenting.

&%W Multicast, fragmenting.
ved

A 16-bitseguence count vatue s prependedto attCtass— 2, anmd—3transports— T his value is
used to detect delivery of duplicate data packets. Sequence count values are initialized on the
first message production and incremented on each subsequent new data production. A resend
of old data shall not cause the sequence count to change and a consumer shall ignore data
when it is received with a duplicate sequence count. Consuming applications can use this
mechanism to distinguish between new samples and old samples that were sent to maintain
the connection.

However, on CP 2/3, transport classes 2 and 3 do not prepend a 16-bit sequence count as
described in 4.1.4.

The following tables and figures illustrate the valid combinations of Production Trigger and
Transport Class and provides a description of the Client and Server behaviors. See
IEC 61158-5-2, 6.2.3.2.1.7 for a description of the Transmission Trigger Timer, which is
shown in the illustrations.
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To summarize, refer to Table 101 for the valid values within the transportClass_trigger
attribute of a Connection Instance:

Table 101 — Transport Class_Trigger attribute

TransportClass_trigger Meaning
bits

1 xxx 0000 Direction = Server, Production Trigger = IGNORED, Transport Class = 0.

1 xxx 0001 Direction = Server, Production Trigger = IGNORED, Transport Class = 1.

1 xxx 0010 Direction = Server, Production Trigger = IGNORED, Transport Class = 2.

1 XX 0044 Dircction — Qc\r\lar’ Production Triggar = |r*r\|r\|::|:n‘ Trohopr\rl‘ Classe — ’A. Ih s iS
the value assigned to this attribute within the Server end-point of~an Explicit
Messaging Connection.

0 00p 0000 Direction = Client, Production Trigger = Cyclic, Tranapr(é\CI‘as

0 00p 0001 Direction = Client, Production Trigger = Cyclic, Tran&eoh\(}a\ss N

0 00p 0010 Direction = Client, Production Trigger = CycIic(Fr}lsg t (}{QSS\KZ.x

0 00p 0011 Direction = Client, Production Trigger = W*Ransikoklagﬁ =3

0 0ol 0000 Direction = Client, Production Trigg'%;@an{eb}@té\mn}port Class 0.

0 00[1 0001 Direction = Client, Production Triﬁer = Ch&\g\eﬁfétateXTransport Class = 1.

0 ool 0010 Direction = Client, Productioﬂi&g'e):/éhﬂgéo\f-s&é Transport Class =|2.

0 oop 0011 Direction = Clicain(,\&odu?t{c\)}\ Tr%ger {- Change:Of,State, Transport Class = 3.

0 01p 0000 Direction = Clie}t\ProE\Kc}k{l Tr}gger =\\%Jplicyllon object, Transport Class F 0.

0 01p 00001 Direction = Clienty Productien, Reigger= Application object, Transport Class § 1

0 01p 0010 Direction = Cllen\{ Prwon\ﬁ\ﬁe\)/\pphcanon object, Transport Class F 2.

0 01p 0011 i 3.

111 1111

CP2/3|produced_

It conthins t
connedgtigh
ISO 11[89¢
uses the CA
connedgtion_.id-at

. Values are defined in Table 102.

ield. This value is loaded directly into the associated Link Pro

bute.

5s this
eld of
CP 2/3
ucer’s

Value Meaning
0 - 7F0pex The value to be placed in the CAN ldentifier Field when this Connection
transmits.
800pox - FFFERex Reserved

FFFFpoyx

will retain this value if this Connection instance is not producing any data
(consumer only).

Default value assigned to this attribute within an 1/0 Connection. This attribute

CP2/3_consumed_connection_id

This attribute is Required for a CP 2/3 subnet. Other subnet types shall not use this attribute.


https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

61158-6-2 © IEC:2007(E) -79 -

It contains the Connection ID which identifies messages to be received across this connection
(if any), i.e. the CAN Identifier Field value that is associated with messages this Connection
object receives. See IEC 62026-3 for a description of how CP 2/3 uses the CAN Identifier
Field. This value is loaded directly into the associated Link Consumer’s connection_id
attribute. Values are defined in Table 103.

Table 103 — Values defined for the CP2/3_consumed_connection_id attribute

Value Meaning

0 - 7F0pex The value that identifies messages to be consumed. This will be specified in
the CAN lIdentifier Field of messages that are to be consumed.

800 dx - FFFERex Reserved /\

FFFFLex Default value assigned to this attribute within an 1/0 ection. Rais.attifibute
will retain this value if this Connection instance is ngf consumimgranikdatg
(producer only).

CP2/3]initial_comm_characteristics
This aftribute is Required for a CP 2/3 subnet. Other subnet i bute.

It defines the Message Group(s) across which prod
this Cgnnection occur.

pd with

This ogtet is divided into two nibbles, assshow inFigute 8.

r e [ s a2 [ 1 [ o
Initial ProdWCh rié\ics\ IrﬁN@I\C/onsumption Characteristics
Figure 8 < C /?bi(n i

itial_c _characteristics attribute format

Table 04 lists t
(upper|nibble) of th

leMwithin the Initial Production Characteristics| nibble
/characteristics attribute.
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Table 104 — Values for the Initial Production Characteristics nibble

Value Meaning
0 Produce across Message Group 1 The production associated with this Connection is to take place
across Message Group 1. The producing module generates the
Connection ID value and loads it into the Connection object’s
CP2/3_produced_connection_id attribute. The producing module
allocates a Message ID from its Group 1 Message ID pool and
combines this with its Source MAC ID to generate the
Connection ID. The numerically lowest available Group 1
Message ID is to be used in generating the
CP2/3_produced_connection_id attribute value. This value shall
also be loaded into the corresponding
CP2/3_consumed_connection_id attribute(s) associated with the
consuming Connection object(s).
1 Produce across Message Group 2 The production associated with this place
(Destination) across Message Group 2. Addition igient’s
MAC ID (Destination MAC ID) is AC ID
component of the Group 2 Identi e
consuming module generat be
associated with transmissi en the
consuming module has into
the appropriate Connéctio
CP2/3_consumed nnection™ and
subsequently loaded intq th t's
CP2/3_produg d_cp&nec /|
2 Produce across Message Group 2 r\é}é i i place
(Source) g ile’s
ID
Hucing
into the
ipute.
o be
) » K B tribute
shall also be loaded into the corresponding
d_connection_id attribute(s) associated Wwith the
[\ ~ mmg onnection obJect(s)
3 Produce across Message up N The production associated with this Connection is to take| place
rossg’ Message Group 3. The producing module generatgs the
Cohnection ID value and loads it into the Connection objgct’s
>P2/3_produced_connection_id attribute. The producing module
allocates a Message ID from its Group 3 Message ID pod| and
combines this with its Source MAC ID to generate the
Connection ID. The numerically lowest available Group 3
Message ID is to be used in generating the
CP2/3_produced_connection_id attribute value. This value shall
also be loaded into the corresponding
CP2/3_consumed_connection_id attribute(s) associated with the
consuming Connection object(s).
4 - OXE Reser\@\ X
OxF Default value The default value assigned to the CP2/3 Initial Production
Characteristics nibble within an 1/0 Connection.
NOTE |If this is a consuming only I/O Connection, then the
default value remains in this nibble. Explicit Messaging
Connection objects automatically configure this attribute when
the Connection is established.

Table 105 lists the possible values within the Initial Consumption Characteristics nibble (lower
nibble) of the CP2/3_initial_comm_characteristics attribute.
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Table 105 — Values for the Initial Consumption Characteristics nibble

Value Meaning
0 Consume a Group 1 Message The message to be consumed will be transmitted across
Message Group 1. The producing module generates the
Connection ID value. This value shall be loaded into the
CP2/3_consumed_connection_id attribute associated with the
consuming Connection object(s).
1 Consume a Group 2 Message The message to be consumed will be transmitted across
(Destination) Message Group 2. The intended recipient’'s MAC ID (Destination
MAC ID) is specified within the Group 2 Identifier. The
consuming module generates the Connection ID value and loads
it into the CP2/3_consumed_connection_id attribute associated
with this Connection object. The numeric west available
Group 2 Message ID is to be used in gerierating\the
CP2/3_consumed_connection_id attri e shall
be loaded into the producing Conngéti
CP2/3_produced_connection_id eﬁeh{{
2 Consume a Group 2 Message
(Source) urce
case,
and
idattribute™Ihis value shall be
d_connhection_id attribute
associated with th@nsum' gC egtion object(s).
3 Consume a Group 3 Message The mesgag M on ill be transmitted as a Grpup 3
essaggeNThe prodyein generates the Connecti¢n ID
. he Canneetion ID value shall be loaded into this
\Qonn ctien object’s onsumed_connection_id attrjbute.
4 - OxE || Reserved \
0xF || Default value ua€signed to the CP 2/3 Initial Consumpkion
ibble within an 1/0 Connection.
is’is a producing only I/O Connection, then the
d remains in this nibble. Explicit Messaging
Connhections automatically configure this attribute when the
/\ Nm tion is established.
Imporfant: The at enek?a Connection ID shall guarantee that it doges not
allocatg the Mes < | air/in such a way that two separate modules are cappble of
transmijitting idéntical bit-pa within the Identifier Field.
Produged_con nectic
The meaning.® attribute is different for Explicit Messaging Connections than it is|for |/O

Connegtionsi i
fragmentation, this size may be larger than the largest frame size. See the network s

pports
pecific

adaptation’ specifications for more details.

For Explicit Messaging Connections:

This attribute signifies the maximum number of Message Router Request/Response

Data octets (see 4.1.8) that a device is able to transmit across this Conn
Devices that place a known limit on the maximum amount of Message
Request/Response Data that can be transmitted in a single message, or
fragmented series initialize this attribute accordingly. Devices that cannot or

ection.
Router
single
do not

predefine an up-front transmit limit place the value Oxffff into this attribute (there may

still be a limit, however, it is not known in advance).

Important: Due to the nature of Explicit Messaging, the length of Explicit Messages
will fluctuate over the lifetime of a connection. Explicit Messaging Connections perform
fragmentation based on the length of the current message to transmit where the

subnet type may define a fragmentation protocol.
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For I/O Connections:

If the transportClass_trigger indicates that this Connection instance is to produce,
then this attribute defines the maximum amount of I/O data that may be produced as a
single unit across this connection. The amount of I/O to be transmitted at any given

point in time can be less than or equal to the connection_size attribute.

This attribute defaults to zero (0) within an 1/O Connection. If the subnet type supports
fragmentation and this attribute is set to a value greater than the largest payload in an
/O Connection, then the Connection will break up the data into multiple fragments.

See the network specific adaptation specifications for more details.

value
iqured to
ned to
of an
ific.
Cons
The meaning of this attribute is dlfferent for Explicit Me aging for 1/O
Connegtions. pports
fragmentation, thls S|ze may be Iarger gpecific
adaptati
essage Router Request/Response
Data octets that a deyice i i this Connection.
Devices that pia hit~aon the maximum amount of Message [Router
Request/Respao i single
fragmentg do not
predefine™a ‘e may
still be a lim# Explicit
e of a
s_trigger attribute indicates that this Connection is to copsume
d as a
given

This atiribute defaults to zero (U) within an IO Connection. IT the subnet type supports
fragmentation and this attribute is set to a value greater than the largest payload in an
/O Connection, then the Connection will process the fragmentation protocol. See the

network specific adaptation specifications for more details.

The length of an I/O Message shall be less than or equal to this attribute for
Connection object to receive it as a valid message. If an I/O Connection

an 1/0
object

receives a message whose length is greater than this attribute, then it immediately

discards the message and discontinues any subsequent processing.

NOTE With respect to the Server end-point of a Transport Class 2 or 3 Connection, this foo much data

error condition results in no response being transmitted and the watchdog timer is not kicked.
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Expected_packet_rate

This attribute is used to generate the values loaded into the Transmission Trigger Timer and
the Inactivity/Watchdog Timer. See IEC 61158-5-2, 6.2.3.2.1.7 for a description of the
Transmission Trigger and Inactivity/Watchdog timers.

The resolution of this attribute is in milliseconds. A request to configure this attribute may
result in the specification of a time value that a product cannot meet. In addition to performing
product specific range checking when a request to modify this attribute is received, the
following steps are performed:

o |If the specmed value is not equal to an increment of the avallable clock resolutlon then

d , s Single
gnd the
Id load

rted in
with a

uested
ample:
alue of

to the
Timer.
vhen a

in the

This a:l‘tribute defdtlts 0 zero
(0) within an 1/0°X

CPF2_produced

Contai dentifies messages to be sent across this connedtion (if
any). Tlhi plemented when the subnet type is CP 2/3.

CPF2_

Contai \ i D, which identifies messages to be received across this conpection
(if any). Thi bribute shall not be implemented when the subnet type is CP 2/3.

Watchdog_timeout_action

This affribute defines the action the Connection object should perform when the
Inactivity/Watchdog Timer expires. Table 106 defines the specifics of this attribute.
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Table 106 — Values for the watchdog_timeout_action
Value Meaning
0 Transition to Timed Out. The Connection transitions to the Timed Out state and remains in
this state until it is Reset or Deleted. The command to Reset or Delete could come from an
internal source (e.g., an application object) or could come from the network (e.g., a
configuration tool). This is the default value for this attribute with respect to I/O Connections.
This value is invalid for Explicit Messaging Connections.
1 Auto Delete. The Connection Class automatically deletes the Connection if it experiences an
Inactivity/Watchdog timeout. This is the default value for this attribute with respect to Explicit
Messaging Connections.
2 Auto Reset. The Connection remains in the Established state and immediately restarts the
:llaut;v;tyl"vﬂv/atuhduy t;lllcl. Th;o VG:UU ;O ;IIVa:;d fUI EI\'J:;U;t IIV‘ICOOGy;Ils CUIII?.\.QIIO.
3 Deferred Delete. The Connection transitions to the Deferred state if any,child conhection
instances are in the Established state. If no child connection instanceg’are i e Established
state the connection is deleted. This value is only used on CP 2/3 is invalid far I/
Messaging Connections.
4]- FF |Reserved /\ \
Produged_connection_path_length
Specifies the number of octets of information within th ion_path ajtribute.
This isnrautomatically initialized when the produced_/co tribute is confjgured.
This affribute defaults to the value zero (0).
Produged_connection_path
The produced_connection_path attribute is_m ¢ es the
applicgtion object(s) whose data is to mat of
this ojctet stream is specified i 1.9 attribyte defaults to being empty upon

instant
within

ation of the Connegcti

Consulle'ned_connecti
fi

Speci
attribut
configy

The cd

applicdti

format

s the
e. This is

Explicit Messaging Connectiops and

bute is

3 es the
o receive the data consumed by this Connection obje¢t. The
is specified in 4.1.9. This attribute defaults to being empfiy upon

instant
within

Produ

ction_inhibit_time

atiomof -the” Connettion. It remains empty within Explicit Messaging Connectiohs and
Connection objects that do not consume.

This atfribute 1S Used to configure the minimum delay time between new data production. This
is required for all I/O Client connections, except those with a production trigger of Cyclic. The
Set_Attribute_Single service shall be supported when this attribute is implemented. A value of
zero (the default value for this attribute) indicates no inhibit time.

The resolution of this attribute is in milliseconds. A request to configure this attribute may
result in the specification of time value that a product cannot meet. In addition to performing
product specific range checking when a request to modify this attribute is received, the
following steps are performed:

o |If the specified value is not equal to an increment of the available clock resolution, then
the value is rounded up to the next serviceable value. For example: a Set_Attribute_Single
request is received specifying the value 5 for the production_inhibit_time attribute and
the product provides a 10 millisecond resolution on times. In this case the product would
load the value 10 into the production_inhibit_time attribute.
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e The value that is actually loaded into the production_inhibit_time attribute is reported in
the Service Data Field of a Set Attribute_Single response message associated with a
request to modify this attribute.

o |If the requested value is equal to an increment of the clock resolution, then the requested
value is loaded into the production_inhibit_time and reported in the response. For
example: the value 100 is requested and the clock resolution is 10 milliseconds.

The production_inhibit_time value is loaded in the Production Inhibit Timer each time new
data production occurs.

When a Connectlon object is in the Establlshed state any mod|f|cat|ons to the

produeti " oduetion Inhibit
Timer. \ er on
the foll

When erified
agains _ _ 3 jreater
than z¢ro, but less than the production_inhibit_time value, ti € a urned.
In this i ute ID
as the

et rate
to obtain the value used by the In ~ ichg i & i imeout
Multipl P 3 g bervice
Paramegters for the enumerated values oOf : . e-d i ipute is
zero (jpecifying a multiplier of 4).

Connelction_binding_lis

The C _ to this
connegtion. The attrib 3 , ved by
a list of the boundnjnsta i ibute skall be supported if the Connection_Bind service
is supported.

4.1.8.8.

4.1.8.8.2.

The C i Bi ' Specific service binds two dynamically created I/O conpection
instanges ' purposes of connection timeouts and deletions. A dynamically g¢reated
1/0 con M ASY wt of a Create service to the Connection class with the Instance_type

attribufe set.to.WQ (attsibute value of 1). If one of these I/O connection instance times olt or is
deleted, the other instance shall exhibit the same behavior.

The shall be as specified in Table 107.

Table 107 — Structure of Connection_Bind_RequestPDU body

Parameter Name Data Type Parameter Description
Bound Instances STRUCT of |[Instance numbers of Connection objects to be bound.
UINT
UINT

The Connection_Bind_ResponsePDU body is empty.

The service response may return a status from the list of status codes in Table 108.
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Table 108 — Object specific status for Connection_Bind service

General Extended Status Description
Status Code Status
Code
0x02 0x01 One or both of the connection instances is non-existent.
0x02 0x02 The connection class and/or instance is out of resources to bind instances.
0x0C 0x01 Both of the connection instances are existent, but at least one is not in the
Established state.
0x20 0x01 Both connection instances are the same value.
0xDO0 0x01 One or both of the connection instances is not a dynamically created 1/0
connection.
0xQo 0x02 One or both of the connection instances were created/iqternally agdi\the
device is not allowing a binding to it. A
4.1.8.8.2.2 Producing_Application_Lookup Service
The Producing_Application_Lookup object specific service prow echanism to find one

or mor

b connection instances in the Established state pro

object.|If the requested producing application path is odUregd by\any connection in the
Established state, the instance number of each [connhection cing from that path is
returngd.
The Prpducing_Application_Lookup_Regues s specified in Table 109.
Table 109 — Structure of Prod cian iCca Lookup_RequestPDU body
Phprameter Name DaﬁT?pQ \\) \\Pkrameter Description
Prqducing TH A ection p of producing application to be searched for withip
Application Path connestionsNn the Established state. The path shall be a single
Logisal ox Symbolic EPATH.
The Pr Loekup sponsePDU body shall be as specified in Table [110.
T roducing_Application_Lookup_ResponsePDU body

Plalémekf\ken% Dat\a>Type Parameter Description
Inslance nt\\ Ul Number of Instances returned in the Connection Instance List
parameter.
Cohnection Struct of List of instance numbers of connection producing the data from the
Insfance List LINT requested connection path within the node.

The service response may return a status from the list of status codes in Table 111.

Table 111 — Producing_Application_Lookup Service status codes

General Extended Status Description
Status Code Status
Code
0x02 0x01 The connection path was not found in any connection instance in the
Established state.
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4.1.8.8.2.3 SafetyOpen Service

See IEC 61784-3-2 for the definition of this service.

4.1.8.8.2.4 SafetyClose Service

See IEC 61784-3-2 for the definition of this service.

4.1.9 Message and connection paths

4.1.9.1 Contents

The pdih shall specify the object element that Is elther the target of a copnecgtion reqgest, or
the deptination of a message request. The path shall contain multiple_segments c(which can
indicate the route to the next node (in the case of multiple links), whatocar where
to send a message in the target device. Each segment shall be egment
descrigtor octet which specifies the segment type and segment Size is
dependent on the segment type. The two types of path shall be

e padded paths;

e paq

These
versus
a path,

Each {
achiev

The po

Pq
Ld

4.1.9.2

Each §
interpr
first o

ked paths.

nat is explicitly speci

rt segme@
gical segm

egmentiofNthe

bted._The segment type is contained in the first octet of the segment. The bits

significant bit of the ociel. Bits of the segment type are defined in Figure 9.

Segment Type Depends on segment Type

Port

Logical

Network

Symbolic

Data / Extended symbolic
Reserved

Reserved

Reserved

A aaa0000
A a00=-—200
- O0—-0—=-0—-=0

Figure 9 — Segment type

able. Usage of padded

ied for

location of the pad octet. A packed

path shall contain a segment type to indicate how the segment i$ to be

of the

tetof a path segment shall be numbered 0 to 7, where bit 0 shall be the least
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Port segment

The port segment shall indicate

007(E)

e communication port through which to leave the node (expressed as a 16-bit number);

e link address of the next device in the path.

Figure 10 shows the overall structure of the port segment.

The bits 5-7 of the first octet shall be zero to indicate the port segment type. Bit 4, the
node/slot address size bit, shall be set to 0 if the link address is one octet. Bit 4 shall be set to

1 if th
size in

Bits 0
identifi

modulg

only b
called

value d

The po

the lin
segme
not inc

NOTE 1

encapsuy

The E

more {l

link address is larger than one octet. If the link address is larger than one o

tet, its

a)

t

octets shall be in the second octet of the port segment.

— 3, the port identifier, shall indicate through which port to
er shall specify a port number or an escape to an extend

can support more than 14 ports. Port number 0 shall be

Optional Extended Port
Identifier (2 Bytes)

[ITTTTTTI) Y

RS va

w r Node/Slot Address Size - 2

Figure 10 — Port segment

eave the nodexThe port

en the
1 shall
t field,

ise, the

fype. If

ire port

s shall

TCP/IP

ehded Port Identifier format of the Port Segment shall only be used when th

re are

into the

smallest Port Segment format possible. Examples of possible port segments are as shown in
Table 112.

Table 112 — Possible port segment examples

Port segment Notes

[02][06] Port 2, MAC ID 6

[15][0E][31][33][31][2E] | Multi-Octet Address for Ethernet Port 5, Link Address 131.151.132.55 (IP
[311[35][31][2E][31][33] | Address). The Address is defined as a character array.
[32][2E][35][35]

[OF][12][00][01] Port 18, MAC ID 1

The link address portion of a TCP/IP connection path segment shall be encoded within the
port segment as a string of ASCII characters. The string shall be one of the following forms:
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e |P address in dot notation, for example “130.151.132.55” (see RFC 1117 for the format of
IP addresses);

o |P address in dot notation, followed by a “:” separator, followed by the TCP port number to
be used at the specified IP address;

e Host name, for example “plc.type2.org”. The host name shall be resolved via a DNS
request to a name server (see RFC 1035 for information on host names and name
resolution);

e Host name, followed by a “;” separator, followed by the TCP port number to be used at the
specified host.

“Ox”. When a port number is specified, it shall be used rather tha e standalrd port

numbef used for the encapsulation protocol (0xAF12). Only port OxAF 14 I to be
availaljle in a CP 2/2 compliant device.
NOTE 2| Other TCP port numbers may be implemented; however, this specification, doe i gchanism

to determine which TCP port numbers are supported by a device. The use of/oth 3 {s therefore
discourgged. The guaranteed TCP port number, 0XxAF12, has been reservey e t Numbers
Authority (IANA) for use by the encapsulation protocol.

Since port segments shall be word-aligned, a pad octe i of the
string. [The pad octet shall be 0x00, and shall not b s Size
field offthe port segment.

NOTE 3| Examples of port segments for TCP/I e showm\
Table 113 — TCP/IPNi

Port segment ( (\IP a d\Pegs > Notes
[12][0D] 13051 \132.1 Multi-octet address for port 2, |3
[31)[33][30][2E] octet string plus a pad octet

[31)[35][31][2E]
[31 [33][32][2E][31][00{\/\ (\\

[13][12] c. type2.org Multi-octet address for port 3, |18
[70 [60][63][2@ W octet string, no pad octet
[63][6F][6E][74]1[ [ghf\ 1[63)[74][2E]

[6F[[72][67] A

[16 N/ |130.151.132.55:0x3210 |Multi-octet address for port 6, P1
[31 octet string plus a pad octet

[31

[31

[35

[30 31304[00]

[15)[17] A plc. type2.0rg:9876 Multi-octet address port 5, 32
[70][6C][63]f2E] octet string plus a pad octet
[63)[6F][6E][74][72][6F][6C][6E][65][74][2E]

[6F|[72][67][3A]

[30 138113 7113811001
I 19 IR I

4.1.9.4 Logical segment
4.1.9.41 Logical segment structure

The logical segment selects a particular addressable entity within a device (for example,
object class, object instance, and object attribute). When the logical segment is included
within a Packed Path, the Logical Value shall be appended to the segment type octet with no
pad in between. When the logical segment is included within a Padded Path, the 16-bit and
32-bit logical formats shall have a pad inserted between the segment type octet and the
Logical Value (the 8-bit format is identical to the Packed Path). The pad octet shall be set to
zero.
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aThe Special and Service ID Logical Types do not use the logical addressing definition for the Logical Format.

Figure 11 specifies the encoding of a logical segment.

Segment Format
A

'd N
Segment Type Logical Type Logical Format Logical Value

0] 0] 1
Logical Type Logical Format
ClassID 0 0 O 0 S#hit logical address
Instance D 0 0 1 al address
MemberID 0 1 0 logical address
Connection Point 0 1 1 Reserved for future usg
Attribute D 1 0 O
Specia® 1 0 1
Serviceld® 1 1 0
Reserved for future use 1 1 1

8The Splecial and Service 1D

The 8-pi

The 32

The CI gsigned
to an gbj 5 itself.
The atfri A\objeciare an enumerated list of externally VISIb|e values. The attribute 1D
specifi i sed of
membé

The Ceéenanecton—TeintteogicalType—provides—additionat—addressing—eapabiliies—beyend the
standard Class ID/Instance ID/Attribute ID/Member ID object address. Object classes shall
define when and how this addressing component is utilized (for example, a sub-instance of an
Assembly object).

NOTE IEC 61158-5-2 describes the object model including the definition of class, instance, attribute, connection
point, and members of a library of common objects.

The Service ID Logical Type has the following definition for the Logical Format:

e 00 8-Bit Service ID Segment (0x38)
e 01 Reserved for future use  (0x39)
e 10 Reserved for future use  (0x3A)

e 11 Reserved for future use  (0x3B)
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The Special Logical Type has the following definition for the Logical Format:

e 00 Electronic Key Segment (0x34)
e 01 Reserved for future use (0x35)
e 10 Reserved for future use (0x36)

e 11 Reserved for future use (0x37)
4.1.9.4.2 Electronic Key Segment

The electronic key segment shall be used to verify the type of target or router device. The key
may be included as the first logical segment in a connection path and shall be checked by the
Messafje Router of the receiving node against the values confained in—nstance ‘ILof its
Identity object before any additional address checks are made. On a muylti-hop , sent
to a rgmote link via intermediate routers, multiple key segments may appea mat of
the electronic key segment shall be as shown in Table 114.

Table 114 — Electronic key segment for

Parameter Format Q/a\IDK \ \
/ N\

sedment_type USINT always 0x34

elegtronic_key_type USINT always 0x04 . (7 \/

verldor_ID UINT thes/e\correspyii tcNM#ueg\i'\ ins?éﬁce 1 of the identity objeft
product_type UINT \ & ) Q \ e )\/

product_code UINT

X
major_revision :7 USINT ( (L \ x
corfipatible_match : 1 |USINT \ \\ \ \

mirfor_revision

The s¢gment S
determliine the format ¢

the elgctronic ke

nthshatl be 0x34. The electronic_key typg shall
gment and shall be set to 0x04. All other valpes for
rved.

The vdndor » ice vendor, or zero if no specific vendor is required.

The pgogdlst \tyre Shalkspecify a class of products such as digital input or analogue ¢utputs.
The ptod t hallybe ignored when it is set to zero. The product code shall be
vendor specifi aclvvendor having a unique code. The product_code shall be ignored
when get to zero:

The mp30r revision and compatible match fields shall be contained in the least
significant 7 bits and most significant bit of the same octet, respectively.

The major revision shall specify the functionality level of a device. The major revision
shall be ignored when set to zero.

The compatible match shall modify the key matching function. If the bit is clear (= 0), then
any non-zero vendor ID, product type, product code, major revision, and
minor revision shall match exactly. If the bit is set (= 1), the device may accept the key
for any device which it can emulate. The level of emulation shall be product specific.

The minor_ revision shall specify the revision of a device that does not effect network-
visible behaviour. A value of zero shall specify that the originator of the request accepts any
minor revision.

NOTE 2 IEC 61158-5-2 describes the Identity object and the rules for updating the revision fields.
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. . Padded format Packed format
First Logical segment N
octet name examplt_as examplt_as otes
(as transmitted) (as transmitted)
0x20 8-bit class [20][04] [20][04] class 0x04 (Assembly object)
0x21 16-bit class [21][00][34][12] [211[34][12] class 0x1234
0x24 B-DIt Instance [ZZ1[04] [ZZ][04] |nstan/<>e~u<u4
0x25 | |16-bit instance [25][00][34][12] [25][34][12] inyibce 0x1>§<1
0x28 | |8-bit member 128][04] [28][04] mber@%«;\
0x29 | | 16-bit member [29][00][34][12] [29]134][12] még?be\r o%ge,\zt\
0x2A | |32-bit member {
0x2C | |8-bit connection point | [2C]104] 2011041 /N _\ vieon ec\t\'\on pint 0x04
0x2D 16-bit connection point | [2D][00][34][12] [2D][W \ BQ\nnthy}n point 0x12[34
0x30 | |8-bit attribute [30][04] [301}@4] N att}gaute 0x04
0x31 | |16-bit attribute [31][00][34][12] f@g‘}{Bﬁ]}Lf] A atfribute 0x1234
0x34 electronic key [34][04] vendor ID = 0x0012
[12][00] product type = OXBEEF
[EFI[BE] product code = 0xOBOE
[OE][0B] major revision = 0x03
[83] minor revision = 0x01
accept compatible keys = yes
4.1.9.
4.1.9.5.1
The sg¢gment type et) of@netwopk segment shall be in the range 0x40 through 0x5F
as shown in Table icant bits shall be 010). The network segment shall be
used t ich may be required by a node to transmit a mgssage
across segment shall immediately precede the port segment| of the
device n other words, the network segment shall be the first item in the
path that
Table 116 — Network segments
First octet Network segment name
0x40 reserved
0x41 schedule segment
0x42 fixed tag segment
0x43 production inhibit time segment
0x44 — 0x4F reserved
0x050 safety segment
0x051 — Ox05E reserved
Ox5F extended network segment

4.1.9.5.2

Schedule Segment

The segment type of the schedule network segment shall be 0x41
segment shall specify

. The schedule network
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e a multiplier that, when multiplied by the NUT, gives the CM_API (actual packet interval) of
the scheduled transport;

e a phase that determines on which values of the Moderator.interval count to
transmit.

NOTE 1 The data-link layer defines the Moderator.interval_count, see IEC 61158-4-2.

This segment shall be included in the path to a device so that each intermediary node can
schedule link transmit time for subsequent scheduled traffic. The multiplier shall be one of 1, 2,
4,8, 16, 32, 64 or 128. The phase shall be in the range 0 through (multiplier — 1). The second
octet of the schedule network segment shall encode both the multiple and phase by adding
them together.

NOTE 2| If a transport produces every 64" NUT starting on interval count = 17, then encodedalue is 17

+64 = 8fl.

An endoded value of zero shall specify that the transport has not ye c isision to
use thé scheduled priority. If a node receives a request for a schequledx iQn i which
either ho schedule network segment exists, or the schedule ne&tw [ put the
encodgd value is 0, the node shall return general status anded sfatus =

0x0317.

NOTE 3| A connection originator is given permission to use the s
(IEC 61158-5-2).

vthe Scheduling object

4.1.9.5.3 Fixed Tag Segment

The sggment type of the fixed tag network seg ¢ 0x42. The fixed tag rletwork
segment shall specify the fixed tag i i bsed when sending an unconjnected
message. This segment subtype shall\pregede 3t segment within the path. If the fixed
tag segment is not prese A d tag shall be used.

NOTE 4| The fixed tag seg € ithiRCtk of the Unconnected_Send service (see 4.1.5.p) of the
Connectjon Manager to sen quests e Keeper Jec via the Management UCMM (see IEC 61158-5-3).

The s
specif

pt shall
ptween

NOTE 5
than 10

sooner

The prpdugctien inhibit’'time segment shall be used only for change-of-state transport ¢lass 1
connegtiohs~over TCP/IP links, to place a limit on the packet rate. The production inhit|>it time
segmentymay be sent to an end or intermediate device.

When the production inhibit time segment is used, the RPI shall determine when to re-send
data. The RPI shall be larger than the production inhibit time. If the RPI is smaller than the
production inhibit time, the Forward_Open response shall be returned with error (status 0x01,
extended status 0x11B). If the production inhibit time segment is omitted, the producer shall
use a default production inhibit time of 1/4 the RPI. If the production inhibit time is 0, there
shall be no limit on how fast data may be sent on the connection.

NOTE 6 The method for transmitting APDUs over Ethernet-TCP/IP is specified in 4.3 and 11.
4.1.9.55 Safety Segment

See |IEC 61784-3-2 for format.
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6 Extended Network Segment

The extended network segment allows for the definition of additional network segment
subtypes. The first word of data is the extended network segment subtype. The structure of
the extended network segment is shown in Figure 12.

Network
Segment Type Segment Sub-Type =~ <——————— Network Segment Data ————————————— b
# of Data Extended Network
ol 11 o 1 1)1 1]1 Words (1 byte) Segment Sub-Type Data (Variable length)
(1 word)
Figure 12 — Extended network segment
Each gxtended subtype defines the data that follows. The extended/supt erated
in Table 117.
Table 117 — Extended subtype definition
Extended Subtype Value Extendeg/s'ﬁbt@Din io}t\
0 - 65 535 Reservéd for Tyture ge
4.1.9.6 Symbolic segment
The rapge of segment types reserved for s -
4.1.9.7 Data segmen
4.1.9.711 Data seg
The segment ty@s BF (the
most sfgnificant bits e data
segment with a sefg (0x81
through 0x8F)
4.1.9.7.2
The sejgment tyRe.0 resent
the number o 16 be the
variable pwn in

Table

Table 118 — Data segment

Parameter Format Value
segment_type USINT always 0x80
segment_size USINT size of the datal[] array in 16-bit words
data(] UINT

The data can be configuration information for an object, additional parameters necessary for
the connection, or any other information. The data segment shall not be interpreted by any
other device in the path, so only the originating and target applications need agree on its
contents.
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4.1.9.8 Extended symbol segment
4.1.9.8.1 Extended symbol segment structure

The segment type (first octet) of an extended symbol segment shall be in the range 0x90
through O0x9F (the most significant bits shall be 1001). This STANDARD only defines the
format of the extended symbol segments 0x91. All other extended symbol segment types shall
be reserved (0x90 and 0x92 through 0x9F).

4.1.9.8.2 ANSI Extended Symbol Segment

The segment type of the ANSI extended symbol segment shall be 0x91. The second octet
shall rgpresenttheTumberof characters—(8=bit)mthe—symbot—Foftowm
shall be the variable length symbol as shown in Table 119.

ttre—secomy octet

Table 119 — ANSI_Extended_Symbol segn{ﬁ\

Parameter Format {Ame\ \ \
segment_type USINT always 0x91 \\ \
symbol_size USINT size of the symy\ )
symbol[] USINT / \
pad USINT only pr{esgr& if/§yy4b9{vs>8\is cm,/always set to zero
The sy P Zero.
The sy
4.1.10
4.1.10
4.1.10
There bervice
Codes

ble™20 — Addressing categories

Refers to

en\ W which has the same meaning for all implementers. All object classes ang
services defined in IEC 61158-5-2 fall under this category.

endor=specific /K range of values specific to the vendor of a device. These are used by vendors|to

extend their devices beyond the available Open options. A vendor internally

manages the use of values within this range. Applies to object classes, attribute$,
and Services.

<

Object-class specific | A range of values whose meaning is defined by an object class. This range applies
to Service Code definitions.

The Class ID, Attribute ID and Service code values shall be as defined in Table 121 through
Table 123.

4.1.10.1.2 Class code ID ranges

The Class ID values shall be as shown in Table 121. Class Code = 0x00 is reserved and shall
not be used.
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4.1.10

The Attribute ID values shall be as shown in Table 122. Attribute

shall n

4.1.10

The Se¢rvice ¢

Code
be use€
them.
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Table 121 — Class code ID ranges

Range (hex) Range (decimal) Meaning Quantity
00 00 Reserved 1
01-63 01-99 Open 99
64 - C7 100 - 199 Vendor Specific 100
C8 - EF 200 - 239 Reserved 40
FO — 2FF 240 - 767 Open 528
300 - 4FF 768 - 1 279 Vendor Specific 512
500 EEEE 1.280 85 535 Reasarvaed 84256

1.3

Attribute ID ranges

2\ 0XxQ0

aluesshall™
d,/The u‘uc

Table 123 — Service code ranges

bt be used.
Table 122 — Attribute ID r
Range (hex) Range (decimal) M(e/anipg\ Quantity
00 - 63 00 - 99 A\ \open /A 100
64 — C7 100</1§9\ /\en&or Sp(eciT{Q) ‘\/ 100
C8 — FF 200 —\z§5 R\eierve\ﬁ\ 56
100 — 2FF 240 —/fe'? \ O{k({ 512
300 - 4FF 768 — \27 Ve\<@§9@cific 512
500 — SR/Q ((ZW 03 ) ‘\Q)en 1024
900 PGFF \ | 2304 3327\ | Vejdor Specific 1024
00 %FEF/\ 32}’\&@ Reserved for 62 208
(D\ future use
1.4 \>

reser

ic service codes shall be unique only within the class which

bd and

bervice
all not
define

Tﬁ:g)e (di?:'i‘:::l) Meaning Quramtity
00 00 Reserved 1
01-31 01-49 Open. These are referred to as 49
Common Services. They are defined
in Type 2 clauses in IEC 61158-5-2
32 - 4A 50-74 Vendor Specific 25
4B - 63 75 -99 Object Class Specific 25
64 - 7F 100 - 127 Reserved for future use 28
80 - FF 128 - 255 Reserved for response messages 128
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4.1.10.2 Code definitions
4.1.10.2.1 Communication object classes
Table 124 defines the class codes for the object classes. All other class codes listed in within

the “open” range and not listed in Table 124 shall be reserved. The requirements for these
objects are defined in IEC 61158-5-2.

Table 124 — Class codes

Class code (hex) | Class code (decimal) Object name
0x01 1 ldentity object
0x02 2 Message Router object (
0x03 3 DeviceNet object? /\<\\ (\
0x04 4 Assembly object & \
0x05 5 Connection ob(ct \ >
0x06 6 Connect|o anqgenor %t \

0x2B 43 Acknowlet IMHWA@%}:\ P

0x43 67 Tie Sync ok

0XFO 240 . C\‘{ryglylet/s\bje}la\

OxF1 é}‘i\ (\\ @eepe(obﬁe&*

0xF2 EK s&duwcta

0xF3 (243 nnéy‘on Configuration object?@

OxF5 /\ /\& \\B '@/IP Interface object?

Ethernet Link object@

/'H\s o’&@&é&% pa\\{te&nanagement
N/

4.1.102.

Seven te shall be reserved, and these predefined/reserved class
attribuf s listed in Table 125. Because these attributes are reserved,
class Attrik . rough 7 shall always be reserved. Therefore, if a class aftribute
is adde an objechclass\specification, it shall start with Attribute 1D #8.

Attfibute Name Data type Semantics of values
1D
1 Revision UINT The starting value assigned to this attribute

is one (1). If updates that require an
increase in this value are made, then the
value of this attribute increases by one (1).

2 Max Instance UINT or UDINT The class definition shall define the data
type used.
3 Number of Instances UINT or UDINT The class definition shall define the data
type used.
4 Optional attribute list STRUCT of
Number of attributes UINT
Optional attributes ARRAY of
UINT

5 Optional service list STRUCT of



https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

- 98 - 61158-6-2 © IEC:2007(E)

Attribute Name Data type Semantics of values
ID
Number services UINT
Optional services ARRAY of
UINT
6 Maximum ID Number UINT
Class Attributes
7 Maximum ID Number UINT
Instance Attributes

4.1.10.23 __OM Service codes

Codes|of the common services for the deterministic control network objed] shown

in Table 126.

NOTE [rable 126 lists the codes and names of the common services while IEC\ 61158 4| general

description of each service.

Table 126 — Common servic is

AN
Common Common sefvice nam )
service code m\ \
0x00 reserved f\\)/ o\
0x01 GetAttute AN & ()
0x02 Set_A\[’t\ibuN\i\ \ \_/
0x03 Get_l]\ﬁ'_i?mte_l}kk
0x04 Set_&trib@e_\s\st N4
ONEENNSEY
NN
CENNEN
@XOS\ eate
NG e
0%QA SNQx00\ | respfved
\ 0 D\ Apply_Attributes

&

\N \one Get_Attribute_Single
O}QF reserved
0x10 Set_Attribute_Single
0x11 Find_Next_Object_Instance

0x12 — 0x14 |reserved

0x15 Restore
0x16 Save
0x17 NOP (No operation)

0x18 — Ox1B |reserved

0x1C Group_Sync
0x1D — 0x31 |reserved

Codes of the object specific services for the Acknowledge Handler object shall be as shown in
Table 127.
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Table 127 — Acknowledge Handler object specific services list

Object specific
service code

Common service name

0x4B

Add_AckData_Path

0x4C

Remove_AckData_Path

Codes of the object specific services for the Time Sync object shall be as shown in Table 128.

Table 128 — Time Sync object specific services list

Object specific
service code

Common service name

0x4A

Management_Message

0x4B

Initialize

4.1.10j2.4 CM_Service codes

Codes|of the services specific to t

NOTE
each setpvice.

9.

Jremenitom_

Gét\Cé\jne(}lyn_Data

§e\arch_CMection_Data

%Q&béct_Owner

%_Forward_Open

ject

Service name

Connection_Bind

Producing_Application_Lookup

SafetyClose

SafetyOpen

4.1.10
Codes
NOTE
each se
Tabt =
Service code
0x4B
0x4C
Ox4E
0x54
4.1.10.3 Device types

In order to allow interoperability and interchangeability, a device type shall be used to identify

similar devices which

e exhibit the same behaviour;
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e produce and/or consume the same set of data;
e contain the same set of configurable attributes.
The formal definition of this information is known as a Device Profile : all devices with the

same device type number shall meet the requirements specified in the Device Profile for that
device type.

“Device Type” is a required instance attribute of the Identity object as described in
IEC 61158-5-2.

Device types shall be either publicly defined or vendor specific. Table 131 reveals the
numbefing scheme to be used for device type numbering.

Table 131 — Device type numbering

N\

Range (hex) Type Qt}xnth\)(
00 - 63 Publicly Defined — Reserved
64 - C7 Vendor Specific < 1;}‘\
C8 - FF Reserved ~\'56
100 - 2FF Publicly Defined { Regeryed 12 )
300 - 4FF Vendof Shexific’ /[N 512

500 - FFFF { @eserved AL \J| A4 256
N/

e meaning for all implementers gnd are
00y shall define a device that dges not

All puRlicly defined device types shall’have the\g
reserved. The Generic DeV|ce type (type
fit into jany of the defined d S.

NOTE [The actual definitiof\ of publicl efi feVice types and corresponding Device Profiles is outside the
scope of this standard.

Vendo specific’c{@» . Each
vendor shall maintaj umber
allocat|on.

4.1.11

411111

The erfor codes e i i i equest

which resulted.ir\an ekror. These error codes shall be used to help diagnose the problgm with
a Serv|ce, Request.“Vhe error code shall be split into an 8 bit general status and one gr more
16 bit words of extended status. Unless specified otherwise, only the first word of extended
status —straft—beTequired—Additiomat—words—of extended—status—may be—used—to—specify
additional module specific debug information. All devices which originate messages shall be
able to handle multiple words of extended status.

Table 132 provides a summary of the available error codes.
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Table 132 — Connection Manager service request error codes

General Extended Explanation
Status Status P
0x00 Service completed successfully.
0x01 0x0000 — Obsolete
0x00FF
0x01 0x0100 CONNECTION IN USE OR DUPLICATE FORWARD OPEN
This extended status code shall be returned when an originator is trying to
make a connection to a target with which the originator may have already
established a connection (duplicate Forward_Open — see 4.1.5.3).
0x01 0x0101 — Reserved
0x0102
0x01 0x0103 TRANSPORT CLASS AND TRIGGER COMBINATI
A transport class and trigger combination has
supported by the target. Routers shall not fai
transport class and trigger combination.
extended status code
0x01 0x0104 — Reserved
0x0105
0x01 0x0106 OWNERSHIP CONFLICT
An
|
t
0x01 0x0107
Il be returned in response to the
n the connection that is to be closed is not
—This extended status code shall only be returnpd
ters shall not generate this extended status code. [If
ion is not found at the intermediate node, the closq
all still be forwarded using the path specified in the
(\ equest
0x01 0X0 N8 INVFALID NETWORK CONNECTION PARAMETER
This extended status code shall be returned as the result of specifying ¢
connection type, connection priority, redundant owner or fixed/variable that
iIsfot supported by the target application. Only a target node shall returp
<\ \ this extended status code.
0x01 \ 0 W INVALID CONNECTION SIZE
This extended status code is returned when the target or router does noft
support the specified connection size. This could occur at a target becalise
the size does not match the required size for a fixed size connection. It
could occur at a router if the requested size is too large for the specifie
network.
An additional status may follow indicating the maximum connection size
supported by the responding node. The additional status word is required
when issued in response to the Large_Forward_Open.
0x01 0x010A - Reserved
0x010F
0x01 0x0110 TARGET FOR CONNECTION NOT CONFIGURED
This extended status code shall be returned when a connection is
requested to a target application that has not been configured and the
connection request does not contain a data segment for configuration (see
4.1.9.7). Only a target node shall return this extended status code.
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General Extended Explanation
Status Status P
0x01 0x0111 RPI NOT SUPPORTED
This extended status code shall be returned if the device can not support
the requested O=T or T=0 RPI. This extended status code shall also be
used if the connection time-out multiplier produces a time-out value that is
not supported by the device or the production inhibit time is not valid.
0x01 0x0112 Reserved
0x01 0x0113 OUT OF CONNECTIONS
Connection Manager cannot support any more connectjons
number of connections supported by the Connection
been created.
0x01 0x0114 VENDOR ID OR PRODUCT CODE MISMATCH
The Product Code or Vendor Id specified i
segment does not match the Product Codg or V
device.
0x01 0x0115 PRODUCT TYPE MISMATCH
The Product Type speC|f|ed in/the electroniekey logigal segment does not
match the Product Type of the tal?g'q devige,
0x01 0x0116 REVISION MISMATCH
The major and
segment do
0x01 0x0117
ath
< ced
0x01 0x01N8 ISTENT CONFIGURATION APPLICATION PATH
Q specified for the configuration data does not corresgond
application or is inconsistent with the consumed or
odu cation paths. For example the connection path specifies {loat
<\ con{iguratioh data while the produced or consumed paths specify integefr
ta.
0x01 0x01 NON-LISTEN ONLY CONNECTION NOT OPENED
Connection request fails since there are no non-listen only connection
\ types currently open. See IEC 61158-5-2, 6.3.1.4.5, for a description of
application connection types.
The extended status code shall be returned when an attempt is made to
establish a listen only connection type to a target, which has no non-listen
only connection already established.
OXOT OXOTTA TARGET OBJECT OUT OF CONNETTIONS
The maximum number of connections supported by this instance of the
target object has been exceeded.
For example, the Connection Manager could support 20 connections while
the target object can only support 10 connections. On the 11th Connection
Request to the target object, this extended status code would be used to
signify that the maximum number of connections already exist to the target
object.
0x01 0x011B RPI IS SMALLER THAN THE PRODUCTION INHIBIT TIME
The Target to Originator RPI is smaller than the Target to Originator
Production Inhibit Time.
0x01 0x011C — |Reserved

0x0202

61158-6-2 © IEC:2007(E)
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General
Status

Extended
Status

Explanation

0x01

0x0203

CONNECTION TIMED OUT

This extended status code shall occur when a client tries to send a
connected message over a connection that has been timed-out. This
extended status code shall only occur locally at the producing node.

0x01

0x0204

UNCONNECTED REQUEST TIMED OUT

The Unconnected Request Timed Out error shall occur when the UCMM
times out before a response is received. This may occur for an

unconnecteu oclld, FOTI

using a link specific retry timer and has not received nt
or response. This may be the result of congestion &t the déstinati e or

extended status code shall be returned by the oxiginati
intermediate node.

0x01

0x0205

=

IEC 61158- 5 2,6.2.3.2.1.7) and ection t thation in an
Unconnected_Send Forward_Open, ornFo rd_Close sérvice thatis n
supported by an intermediat no%

0x01

0x0206

MESSAGE TOO LARG CTED_SEND SERVICE
hen the Un on e

=

This shall ke cause nd is too large to be sej

out on a network.

0x01

0x0207

UNCONNECTED ACRNOWLEDGE WITHOUT RESPONSE

The message wa nt vi
acknowledge\ was\received ata response message was not receijed.

0x01

0x0208 —

OXOBIQQ

Reggrved \ N V

0x01

0x0301

code shall occur when insufficient connection buffg
ble in the target or any router devices. Routers and target

=

0x01

LIWMIT TIME NOT AVAILABLE FOR DATA

This extended status code shall be returned by any device in the path that
is a producer and can not allocate sufficient link transmit time for the
cennection on its link. This can occur at any node. This can only occur fpr
connections that are specified as scheduled priority.

0x01

X 030303

NO CONSUMED CONNECTION ID FILTER AVAILABLE

Any device in the path that contains a link consumer for the connection pnd
does not have an available consumed_connection_id filter available shafl
return this extended status code.

0x01

0x0304

NOT CONFIGURED TO SEND SCHEDULED PRIORITY DATA

If requested to make a connection that specifies scheduled priority, any
device that is unable to send packets during the scheduled portion of the
network update time interval shall return this extended status code. For
example, on CP 2/1 this code shall be returned by a node whose MAC ID is
greater than maximum scheduled node (SMAX).

0x01

0x0305

SCHEDULE SIGNATURE MISMATCH

This extended status code shall be returned when the connection
scheduling information in the originator device is not consistent with the
connection scheduling information on the target network.

0x01

0x0306

SCHEDULE SIGNATURE VALIDATION NOT POSSIBLE

This extended status code shall be returned when the connection
scheduling information in the originator device can not be validated on the
target network. For example, on CP 2/1 this code shall be returned when
there is no Keeper in the master state.
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General Extended Explanation
Status Status P
0x01 0x0307 — Reserved
0x0310

0x01 0x0311 PORT NOT AVAILABLE
A Port specified in a Port Segment is Not Available or does not exist.

0x01 0x0312 LINK ADDRESS NOT VALID
Link Address specified in Port Segment Not Valid
This extended status code is the result of a port segme specifies p
link address that is not valid for the target network type. This extended
status code shall not be used for link addresses th valid for{he-tajget
network type but do not respond.

0x01 0x0313 — Reserved

0x0314

0x01 0x0315 INVALID SEGMENT IN CONNECTION PA
Invalid Segment Type or Segment
This extended status code is t i de
the connection path. This could b i b, a
segment type occurring une i he
connection path.

0x01 0x0316 ERROR | ECTION PATH
The path in the_Forwar service dogs not match the connection
being closed, i nection points to a different module or
application igd ath. The connection is deleted but the
error message shall

0x01 0x0317 HEDUL

Network Segment was not present or the Encoded

Either the Sch
Mue in\thexSchedu ork Segment is invalid (0).

0x01 @oe» LINKNDR S\S{()/\SELF INVALID
(\ Under-some corditions (depends on the device), a link address in the Pprt
A\

\ieg whicl’points to the same device (loopback to yourself) is invalld.
0x01 0 9 SESONDARY RESOURCES UNAVAILABLE

Ing_dual chassis redundant system, a connection request that is made
the primary system shall be duplicated on the secondary system. If the
secondary system is unable to duplicate the connection request, then thfis
extended status code shall be returned.

[e]

0x01 \\()>§W RACK CONNECTION ALREADY ESTABLISHED

A request for a module connection has been refused because part of th
corresponding data is already included in a rack connection.

0x01 0x031B MODULE CONNECTION ALREADY ESTABLISHED

A request for a rack connection has been refused because part of the
corresponding data is already included in a module connection.

0x01 0x031C MISCELLANEOUS

This extended status is returned when no other extended status code
applies for a connection related error.
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General Extended Explanation
Status Status P
0x01 0x031D REDUNDANT CONNECTION MISMATCH
This extended status code shall be returned when the following fields do
not match when attempting to establish a redundant owner connection to
the same target path:
O->T_RPI;
O->T_connection_parameters;
T->Q RPL
T->O_connection_parameters;
xport_type_and_trigger.
0x01 0x031E NO MORE USER CONFIGURABLE LINK CON
AVAILABLE IN THE PRODUCING MODUL
A target shall return this extended status
consumers for a producing applicatiw
0x01 0x031F
0x01 0x0320 — Vendor spegifi U
0x07FF
0x01 0x0800 | Network link inpath e madule\'s offlie—"
0x01 0x0801 — Reserved
0x080F (\
0x01 0x0810 WRG \SAJ)IO DATA AVAILABLE
his ext ed code s returned when the target application does hot
e vahd datato e for the requested connection. Only the targe
sideNof a,.cqnnectionsshall return this extended status code.
0x01 Noxo 1<1\/\ NO,ORIGINATORAPPLICATION DATA AVAILABLE
i degdsstatus code is returned when the originator application dges
id data to produce for the requested connection. Only the
rigi ide of a connection shall indicate this extended status code.
0x01 0x08%2) “\|Resgrved
0 0x0813\ | NOT CONFIGURED FOR OFF-SUBNET MULTICAST
\ A multicast connection has been requested between a producer and a
consumer that are on different subnets, and the producer is not configured
for off-subnet multicast.
0x0/1 0x0814 — Reserved
OxFCFF
0x09 Index to ERROR IN DATA SEGMENT.
El t
emen This general status code shall be returned when there is an error in the
data segment of a forward open.
The Extended Status shall be the index to where the error was encountered
in the Data Segment (see 4.1.9.7).
0x0C Optional OBJECT STATE ERROR

This general status code shall be returned when the state of the target
object of the connection prevents the service request from being handled.
The Extended Status reports the object's present state. The extended
status is optional.

For example, a target (application) object of the connection may need to be
in an edit mode before attributes can be set. This is different from a service

being rejected due to the state of the device.
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General Extended Explanation
Status Status P
0x10 Optional DEVICE STATE ERROR
This general status code shall be returned when the state of the device
prevents the service request from being handled. The Extended Status
reports the device's present state. The extended status is optional.
For example, a controller may have a key switch which when set to the
"hard run" state causes Service Requests to several different objects to fail
(i.e. program edits). This general status code would then be returned.
NO
Extgnded Status which is required to be returned for the particular General Status Code
NOTE 2 The word “optional” in the Extended Status Column is used to signify th
infofmation is used, then the first word of that extended status is already define
exteinded status shall begin with the second word of extended status.

4.1.112
4.1.11J2.1

General status used in the service primitives is specifie

OM errors

General status format

Table 133 — General statasc
Status Name \&%ﬁgﬂ and meaning of status code
code ~
0x0/0 Success /\ /T \ierv\sg v\\hﬁs SLBcSessfully performed by the object specifie
0x0j1 Connection fe}\ure \A\ nnectlon ated service failed along the connection path
ox0pR Resource undva s eeded for the object to perform the requested
VIC were unavailable
0x0B Invallé\{}g r valu ee atus code 0x20, which is the preferred value to use for this
A dition
AN
Ox0p Path s erro The path segment identifier or the segment syntax was no
understood by the processing node. Path processing shall|stop
when a path segment error is encountered
0x0p The path is referencing an object class, instance or structdre

element that is not known or is not contained in the procegsing
node. Path processing shall stop when a path destination
unknown error is encountered

0x0j6 Parth} Only part of the expected data was transferred

ox0)7 Connection lost The messaging connection was lost

0x08 Service ot supported The Tequested Service was not imptementedor was not defined
for this class or object instance

0x09 Invalid attribute value Invalid attribute data detected

0x0A Attribute list error An attribute in the Get_Attribute_List or Set_Attribute_List
response has a non zero status

0x0B Already in requested mode/state | The object is already in the mode/state being requested by the
service

0x0C Object state conflict The object cannot perform the requested service in its current
mode/state

0x0D Object already exists The requested instance of object to be created already exists

0x0E Attribute not settable A request to modify a non-modifiable attribute was received

0x0F Privilege violation A permission/privilege check failed

0x10 Device state conflict The device’s current mode/state prohibits the execution of the

requested service
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Sctgt;:: Name Description and meaning of status code
0x11 Response data too large The data to be transmitted in the response buffer is larger than
the allocated response buffer
0x12 Fragmentation of a primitive The service specified an operation that is going to fragment a
value primitive data value, i.e. half a REAL data type
0x13 Not enough data The service did not supply enough data to perform the specified
operation
0x14 Attribute not supported The attribute specified in the request is not supported
0x15 Too much data The service supplied more data than was expected
0x1 f\hjnr‘f does not oxist TIhe nhjnl‘f c'r_\nl‘ifind does not exist in the device
ox1|7 Service fragmentation sequence | The fragmentation sequence for this service is not currently
not in progress active for this data
N\
0x1i8 No stored attribute data The attribute data of this object w aved prigf’to the
requested service
0x1[9 Store operation failure The attribute data of this objéct w ved\due tq a faijure
during the attempt.
0x1A Routing failure, request packet | The service request pdsket e for fransmissionjon a
too large for network network in the pat e st|n [on\The rodting device Wyas
forced to abort t e servic
0x1B Routing failure, response packet | The service re on e ack as to rge for transmissioh on a
too large for network network inth p r de ination. The routing device was
’f‘o@edt ortthe s rV|
ox1ec Missing attribute list entry data “\The e did\not sthnbute in a list of attributeg that
ﬁs nesded by.the serv perform the requested behayiour
0x1p Invalid attribute value list The serviceniswreturning the list of attributes supplied with $tatus
info{'n\atign fox these dttributes that were invalid
Ox1E Embedded servuée& Nem d eq\sé\/ice resulted in an error
0x1fF Vendor specifie erro AWendor spegific error has been encountered. The extendpd
stat co ield of the error response defines the particular
ror encountered. Use of this general status code should pnly
be epformed when none of the status codes presented in this
le or within an object class definition accurately reflect the
eyfor
0x200 Invalid¢par A parameter associated with the request was invalid. This [code
is used when a parameter does not meet the requirements] of this
specification and/or the requirements defined in an applicgtion
object specification
0x21< ite o value r medium An attempt was made to write to a write once medium (e.g
alre Wht WORM drive, PROM) that has already been written, or to rodify
a value that cannot be changed once established
0x2)2 Invalid\Re\spgnse Received An invalid response is received (e.g. response service code does
not match the request service code, or response messagelis
shorter than the minimum expected reply size). This statug code
vall STIve fUI Uthvl Caustto Uf ;IIVd“d TTOPUITISTOS
0x23 — Reserved Reserved for future extensions
0x24
0x25 Key Failure in path The Key Segment which was included as the first segment in the
path does not match the destination module. The object specific
status shall indicate which part of the key check failed.
0x26 Path Size Invalid The size of the path which was sent with the Service Request is
either not large enough to allow the Request to be routed to an
object or too much routing data was included.
0x27 Unexpected attribute in list An attempt was made to set an attribute that cannot be set at
this time.
0x28 Invalid Member ID The Member ID specified in the request does not exist in the
specified Class/Instance/Attribute.
0x29 Member not settable A request to modify a non-modifiable member was received.
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Sctg:;:: Name Description and meaning of status code
0x2A Group 2 only server general This status code may only be reported by CP 2/3 Group 2 Only
failure servers with 4 koctets or less code space and only in place of
Service not supported, Attribute not supported and Attribute not
settable
0x2B — Reserved Reserved for future extensions
0xCF
0xD0 — | Reserved for object class and This range of status codes shall be used to indicate object class
OxFF service errors specific errors. Use of this range should only be performed when
none of the status codes presented in this table accurately
reflect the error that was encountered

NOTE |EC 61158-5-2 contains more detail on the service response general status codes for eack commof

4.1.112.2

The MR _response Header contains a parameter called E

Extended status format

labellep extended status data.

service.

hich is

Actual lJusage and definition of this extended status is depe bervice:
each gbject class defines its own extended status yalued\a ' ng the
vendor specific ones).

41.1112.3
4.1.11{2.3.1

Object-specific general

General

The following clauses specify the format of

4.1.11{2.3.2

Table [134 specifies th

Identity okj

dentity

object. Q
Genefal 8-bit assoctjated Description of Status
xtended status

status ¢ode

>§t&tﬂ/s Name

0xoo—cx€{

NN

General status codes

Defined in 4.1.11.2.1

0x00 —9xEE”

Reserved extended status codes

OxFO- OXFE Vendor specific Vendor specific extended status codes

OxFF Used with all general status codes when requifed and

no other extended status code is assigned
0xDO Hardware diagnostic Device self testing and hardware diagnostic conditions

0x00 Reserved

0x01 Checksum (or CRC) error — Code space/ROM - Boot
section

0x02 Checksum (or CRC) error — Code space/ROM —
Application section

0x03 Checksum (or CRC) error — NV (flash/EEPROM)
memory

0x04 Invalid non-volatile (NV) memory — Configuration bad

0x05 Invalid non-volatile (NV) memory — No configuration
established

0x06 RAM memory bad — The RAM memory in the device

was determined to be experiencing inoperative cells
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General 8-bit associated Status Name Description of Status
status code | extended status
codes
0x07 ROM/Flash memory bad
0x08 Flash/EEPROM (NV) Memory Bad
0x09 Interconnect wiring error / signal path problem
0x0A Power problem — Over current
0x0B Power problem — Over voltage
0x0C Power problem — Under voltage
0x0D Internal sensor problem
0x0E System clock fault (
O0xOF Hardware configuration d%\o tch\\K
configuration /\ lqa\
0x10 Watchdog disabled/idi®\ \| %
0x11 Watchdog timeré\xpi@\ \ >
0x12 Device ove-{/t(%wke\atuk?\\ \
0x13 Ambiyﬁe@@;&uté@weratmg limits
0x14 — OxEF (reserved) Re{erv%
0xFO — OxFE /VE\W%CW extepded status codes
OxFF < Uged wit alfgg)n status codes when requifed and
no\other Bxtended/ status code is assigned
0xD Device statu tes \D\evicx\status events and conditions
0x01 L (] Rower applied
0x02 /\\ De%e reset
0x03 A \& r\ \\ DeVice power loss
0x04 | U\ Activated
(0>G§ > z \ \\/ Deactivated
M/\ N > Enter self-test state
X \ > Enter standby state
\0<08\\ Enter operational state
\ 6@\\ \ ) Non-specific minor recoverable fault detected
< \ N‘ \ Non-specific minor unrecoverable fault detectdd
X Non-specific major recoverable fault detected
\@§0(9 Non-specific major unrecoverable fault detectdd
0x0D Fault(s) corrected
OXOE Tcv changed
0x0F Heartbeat interval changed
0x10 — OxEF (reserved)
0xFO — OxFE Vendor specific Vendor specific
OxFF Used with all general status codes when required and
no other extended status code is assigned
0xD2 — OxEF Object specific Reserved — Not yet assigned

general status codes

0x00 — OxFF

Reserved
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General 8-bit associated Status Name Description of Status
status code | extended status
codes
0xFO — OxFF Vendor specific A vendor specific error has been encountered. The
general status codes extended status code field of the error response

defines the particular error encountered. Use of this
general status code should only be performed when
none of the status codes presented in this table or
within an object class definition accurately reflect the
error

0x00 — OxFF Vendor specific All extended status codes are available for association
extended status with each vendor specific general status code
codes

4.2 Data abstract syntax specification

4.2.1 Transport format specification

The lo br data
among ly as a
sequer f quite
comple layers,
data ty

Supple 5) may
determiine the values of the lower layer otiets s. The
combir i ¢ pecific
transfe

4.2.2

Syntax
8824. These type definitions shall be a |part of
beginning ASN.1 statement indicating thaf these

Notatid
the ASN.1 mod
definitipns are in

conf

The ah pes. In
additiop, p NN e to extend or derive new data types based on existing defined
types, i ~

4.2.3 Control network data specification

The notation [typeld] for directly derived, enumerated, subrange and structured bit string data
shall mean that the tag shall be taken from the “type” field in the corresponding
VariableDictionaryEntry.

Network Data ::= CHOICE{ElementaryData, DerivedData}

ElementaryData::= CHOICE(
BOOL,
FixedLengthInteger,
FixedLengthReal,
AnyTime,
AnyDate,
AnyString,
FixedLengthBitString,
EPATH}
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DerivedData::= CHOICE {

DirectlyDerivedData,

EnumeratedData,

SubrangeData,

StructuredBitStringData,

ARRAY,

STRUCT,

FunctionBlockData}
DirectlyDerivedData ::= [typeId] NetworkData
EnumeratedData ::= [typeId] USINT
SubrangeData ::= [typeId] FixedLengthInteger
StrﬁcturedBitStringData ::= [typeId] FixedLengthBitString
Fix¢dLengthInteger ::= CHOICE {SignedInteger, Unsigned
SigmedInteger ::= CHOICE {SINT, INT, DINT, LINT}
UnsjignedInteger ::= CHOICE {USINT, UINT, UDINT, U T

Fixe¢dLengthReal

CHOICE {REAL, LREAL}

AnyTime = CHOICE {ITIME,TIME, FTIME, LTIME}

Anybate ::= CHOICE {DATE, TIME OF DAY, DAi

Any$tring ::= CHOICE {STRING,

Fixe¢dLengthBitString::= CHOI

BOOL = [PRIVATE 1] IMPLICIT

SINT ::= [PRIVATE 2] IMPLICIT O 1 octet
INT = [PRIVATE 3] octets
DINT ::= [PRIVATE 4 octets
LINT ::= [PRIVAT 8 octets
USINT ::= STRING-- 1 octet
UINT ::= : TET STRING-- 2 octets
UDINT :: A OCTET STRING-- 4 octets

ULINT :: ATE @IT OCTET STRING-- 8 octets
REAL PLICIT OCTET STRING-- 4 octets
LREA IMPLICIT OCTET STRING-- 8 octets
STINE 2] IMPLICIT DINT

DATI

T

13] IMPLICIT UINT

TIME OF; DAY ::= [PRIVATE 14] IMPLICIT UDINT

DAT _AND_TIME ::= [PRIVATE 15] IMPLICLT SEQUENCE i
time of day UDINT,
date UINT }

STRING ::= [PRIVATE 16] IMPLICIT SEQUENCE (
charcount UINT,
stringcontents OCTET STRING} -- one octet per character
SWORD ::= [PRIVATE 17] IMPLICIT OCTET STRING-- 1 octet
WORD ::= [PRIVATE 18] IMPLICIT OCTET STRING-- 2 octets
DWORD = [PRIVATE 19] IMPLICIT OCTET STRING-- 4 octets
LWORD = [PRIVATE 20] IMPLICIT OCTET STRING-- 8 octets
STRING2 ::= [PRIVATE 21] IMPLICIT SEQUENCE {

charcount UINT,
string2contents OCTET STRING} —-- 2 octets/ character
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FTIME = [PRIVATE 22] IMPLICIT DINT
LTIME = [PRIVATE 23] IMPLICIT LINT
ITIME = [PRIVATE 24] IMPLICIT INT
STRINGN ::= [PRIVATE 25] IMPLICIT SEQUENCE {

charsize UINT,

charcount UINT,

stringNcontents OCTET STRING} -- N octets/ character
SHORT STRING ::= [PRIVATE 26] IMPLICIT SEQUENCE {

charcount USINT,

stringcontents OCTET STRING} -- one octet per character
TIME = [PRIVATE 27] IMPLICIT DINT
EPATH = [PRIVATE 28] IMPLICIT OCTET STRING - 586
STRINGI = [PRIVATE 30] IMPLICIT SEQUENCE{

Stringnum USINT (number of strings)

array of STRUCT

languagel USINT

language?2 USINT

language3 USINT

datatype EPATH
0xDA)

charset UINT
stringcontents

ARRA
STRI
Fun
XUCT OPTIONAL,

) STRUCT OPTIONAL,
ICIT STRUCT OPTIONAL}

all

be

4.2.4

The d [ude text that defines attributes. Attributes s
assign pecification. The Data Type may be one of those dlefined
in this object specific extension to this standard. The fo]lowing
definiti pe Specification for data and shall provide a struct

Dicti Ly HOICE {VariableDictionary, TypeDictionary}

VarlableDictiodry ::= SEQUENCE OF VariableDictionaryEntry

VarjaBleDictionaryEntry ::= SEQUENCE({

lame ANystring,

id FixedLengthInteger,

type TypelD,

ranges SEQUENCE OF Subrange,-- for arrays
accessPrivilege  BOOL {READ ONLY(0), READ WRITE(1)}

TypeID ::= OCTET STRING -- ASN.l1l encoded tag value of the
-- DataTypeSpecification module

Subrange ::= SEQUENCE
minValue FixedLengthInteger,
maxValue FixedLengthInteger}

TypeDictionary ::= SEQUENCE OF TypeDictionaryEntry

re for
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TypeDictionaryEntry ::= SEQUENCE {
name AnyString,
type TypelD,
spec DataTypeSpecification}

DataTypeSpecification ::= CHOICE {
alt [PRIVATE 0] IMPLICIT AlternateTypeSpec,
bool [PRIVATE 1] IMPLICIT NULL, -- BOOL
sint [PRIVATE 2] IMPLICIT NULL, -- SINT
int  [PRIVATE 3] IMPLICIT NULL, -- INT
dint [PRIVATE 4] IMPLICIT NULL, -- DINT
lint [PRIVATE 5] IMPLICIT NULL, -- LINT
usint [PRIVATE 6] IMPLICIT NULL, -- USINT
wint [DDT‘7B’T‘T|‘ '7] IMDILICTT NULT S LUINT
udint [PRIVATE 8] IMPLICIT NULL, -- UDINT
ulint [PRIVATE 9] IMPLICIT NULL, -- ULINZ
real [PRIVATE 10] IMPLICIT NULL, -- R
lreal [PRIVATE 11] IMPLICIT NULL,
stime [PRIVATE 12] IMPLICIT
date [PRIVATE 13] IMPLICIT
tod [PRIVATE 14] IMPLICIT NUL )
dat [PRIVATE 15] IMPLICIT NUK] [ AND TIME
strl [PRIVATE 16] IMPLICIT N
sword [PRIVATE 17] IMPLICIY
word [PRIVATE 18] IMPLICIT
dword [PRIVATE 1
lword [PRIVATE LWORD
str2 [PRIVATE 2% STRING2
ftime [PRIVATE FTIME
ltime [PRIVATE LTIME
itime [PRIVATE ITIME
[ STRINGN
SHORT_STRING
-- TIME
epa ; MPLICIT NULL, -- EPATH
R ] 3 IMPLICIT NULL, -- STRINGI

E {

IMPLICIT AbbreviatedStrucTypeSpec,
IMPLICIT AbbreviatedArrayTypeSpec,
IMPLICIT FormalStrucTypeSpec,
IMPLICIT FormalArrayTypeSpec,
IMPLICIT ExpandedFixedLenBitStrTypeSpec,
IMPLICIT ExpandedStringTypeSpec,
IMPLICIT ExpandedString2TypeSpec}

AbbreviatedsSt

wcTypeSpec UINT

AbbreviatedArrayTypeSpec

DataTypeSpecification

FormalStrucTypeSpec ::= SEQUENCE OF DataTypeSpecification
FormalArrayTypeSpec ::= SEQUENCE ({
lowBound [0] IMPLICIT FixedLengthInteger, -- Array Lower Bound
highBound [1] IMPLICIT FixedLengthInteger, -- Array Upper
Bound

dataType DataTypeSpecification }
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ExpandedFixedLenBitStrTypeSpec ::= SEQUENCE {

bitStrType DataTypeSpecification -- SWORD, WORD, DWORD,
LWORD

bitFields [7] IMPLICIT BitFieldDef}

BitFieldDef ::= SEQUENCE OF {
bitDef [2] IMPLICIT OCTET STRING} -- Length is always 2
octets.
-- First octet contains starting
-- Bit Position. Trailing octet
-- contains the number of bits.
ExpandedStringTypeSpec ::= UINT-- String Length In Octets
ExpdndedString2TypeSpec ::= UINT-- String Length In Octetg
AlternateTypeSpec ::= CHOICE (
directlyDerivedTypeSpec [0] IMPLICIT
subrangeTypeSpec [1] IMPLICIT ec
enumeratedTypeSpec [2] Spec,
fbTypeSpec [3]
SubtangeTypeSpec ::= SEQUENCE({
baseType TypelD, -- NO
minValue FixedLengthIntegé within the [range
maxValue FixedLengthInted
EnuperatedTypeSpec ::= SEQUENCE OF

BitNameDefintion ::= SEQUENC
bitName AnyString,
bitNumber USINT,
FBTypeSpec ::= SET{
inputs ptElementSpec OPTIONAL,

“btElementTypeSpec OPTIONAL,

FbtElementTypeSpec OPTIONAL,

FbtklementT¥ ElementSpec

ElementSpec

ElementType

SubrangeTypeSpec,
EnumeratedTypeSpec,
FormalArrayTypeSpec,
IMPLICIT ExpandedStringTypeSpec,
[5] IMPLICIT ExpandedString2TypeSpec}

| N =~ I | nadin
BLELLLAA% AL U

0 44
C UPCTIC r=.T1.

] END ot +
The fo TUVVI Iy LIV oldailTIrniTIit ol'lta

END.

4.3 Encapsulation abstract syntax
4.3.1 Encapsulation protocol

4.3.1.1 Common note

NOTE In order to send TPDUs over TCP/IP, an encapsulation protocol is required. This subclause defines the
encapsulation protocol requirements. The encapsulation protocol is a generic protocol that may be used for

transporting data other than Type 2 TPDUs.
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4.3.1.2 Encapsulation messages

All encapsulation messages shall be composed of a fixed-length header of 24 octets followed
by an optional data portion. The total encapsulation message length (including header) shall
be limited to 65 535 octets. The encapsulation message length shall not override length
restrictions imposed by the encapsulated protocol. Its structure shall be as shown in Figure 13,
where the top of the diagram indicates the portion of the message sent first on the wire.

NOTE The encapsulation data portion of the message is optional.

Encapsulation Header

(24 octets)

= e ok
CTrcapsSuration oata

(max. size: 65 511 octets)

Figure 13 — Encapsulation message

4.3.1.3 Encapsulation header

The encapsulation header shall be as shown in Table 135.

Table 135 — Encapsulm
@)

Field name Format (\\/b/ést,ﬂ;{tio}\
Command UINT En@sMo(co}nn’énd K \J )\/

Length UINT Length)\in octets)\of th dateﬁmﬁio{ of the message, i.e., the
numbeT of octets following the header

Session handle UDINT Sess‘@n i@i{'@atﬁ«{??m\pﬁation dependent)
Status uDiiT Status'ode ) | >

Sender context RAX of é‘ IpfQrma 'Wt only to the sender of an encapsulation
USHO mmand
Options /\ Eﬂ)lNT > Op\t\sz,\f»Qg?

Multi-o 5.

Althou and a

reply, {

o impli . (For
exd by an

o explicitly, by the contents of an encapsulated protocol packet in the data part|of the
message:

oriIinator and the target generates the reply) ;

4.3.1.4 Command field

The allocation of command codes shall be as shown in Table 136.
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Table 136 — Encapsulation command codes

Command code Command
0x00 Nop
0x01 — 0x03 Reserved
0x04 ListServices
0x05 — 0x64 Reserved
0x65 ResgisterSession
0x66 UnRegisterSession
OxB8.Z OxBE. Rasarved
Ox6F SendRRData
0x70 SendUnitData
0x71 — OxFFFF Reserved

sesgion or
commarljd was

A devige shall accept commands that it does not suppor
underlying TCP connection. A status code indicating t
received shall be returned to the sender of the message

4.3.1.5 Length field

The lenhgth field in the header shal of the data portion|of the
message. The field shall contain zero no data. The total length of a
message shall be the sum of the numbe i e length field plus the 24-octet|size of
the eng¢apsulation header.

The elr for a
particu

NOTE Failure to read\the g e 3 CP octet
stream. @

4.3.1.6

The Sgssion Hah efated by the target and returned to the originptor in
responjse to a y 5 equest. The originator shall insert it in all subsequent dession
requestts s h commands) to that particular target. In the case where the
target command to the originator, the target shall include this fielq in the

request thati originator.

NOTE Pome commands (h.e., Nop) do not require a session handle, even if a session has been estgblished.
Whether| or not a*particutaf command requires a session is noted in the description of that command.

4.3.1.7—Status field

The value in the Status field shall indicate whether or not the receiver was able to execute the
requested encapsulation command. A value of zero in a reply shall indicate successful
execution of the command. In all requests issued by the sender, the Status field shall contain
zero. If the receiver receives a request with a non-zero Status field, the request shall be
ignored and no reply shall be generated.

NOTE This field does not reflect errors that are generated by an encapsulated protocol packet contained within

the data portion of the message. For example, an error encountered during an end node’s processing of a Set
Attributes service.

The status codes shall be as shown in Table 137.
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Table 137 — Encapsulation status codes

Status code Description
0x00 Success
0x01 The sender issued an invalid or unsupported encapsulation command.
0x02 Insufficient memory resources in the receiver to handle the command.
0x03 Poorly formed or incorrect data in the data portion of the encapsulation message.
0x04 — 0x63 Reserved
0x64 An originator used an invalid session handle when sending an encapsulation
message to the target.
gx65 The target received a message of invalid length (see 4.3.1.5). /\
dx66 — 0x68 Reserved YN
Jx69 Unsupported protocol revision. /\ \
dx6A — OXFFFF | Reserved \
SR WV
4.3.1.8 Sender context field

The sgnder of the command shall assign the value in Contaxt

The regeiver shall return this value in its reply.

4.3.1.9 Options field

ield of the H

eader.

To engapsulate PDUs from the Network al Layer-tie Options flags shall bg set to
zero. Tlhe allocation of Option flags shall be as shoV Jable 138.
a tions flags
0ptioln\wa}g?\ &N \\/ﬁefinition
1ts.0 —\35 > Ioc;}&d%\co patibility with existing protocols.
M\\SQ/\ \ére\a\Qr fbtyre expansion.

4.3.2
4.3.2.1
Either jan~qrighnato rget may send a Nop request. No reply shall be generated. The
data portion© t shall be from 0 to 65 511 octets long. The receiver shall igngre any
data thlat is conta the message.
NOTE Nop provides a way for either an originator or target to determine if the TCP connection is still open.

The Nop request encapsulation header shall be as shown in Table 139.

Table 139 — Nop request encapsulation header

Field name Field value
Command Nop (0)
Length Length of data portion
Session handle |lIgnored
Status 0
Sender context |Ignored

Options 0
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4.3.2.2 RegisterSession

An originator shall send a RegisterSession request to a target to initiate a session.

NOTE See 11.7 for detailed information on establishing and maintaining a session.

The RegisterSession request encapsulation header shall be as shown in Table 140.

Table 140 — RegisterSession request encapsulation header

Field name Field value

Command RegisterSession (0x65)
Length 4

Session handle 0

Status 0

Sender context Sender context

Options 0

The pdarameters in the data portion shall determin of\thevprotocol apd any

sessioh options as shown in Table 141. The proto ession

optiong shall be set to 0.

Table 141 — Reg@Se\ ion reqGést

Field ype Description

Protocol version UINT (\ R&:«@Wrotocol version (1)
Options fégs ( bﬂ\l\\ beis@\ options (0)
\J

Table

\Qp\ﬁQns gs \/ Definition

its\‘\—\ x Allocated for compatibility with existing protocols
8 A\15

B}§ Reserved for future expansion

The tafget shathsend\a RegisterSession reply to indicate that it has registered the originator.
The reply shall ha e same format as the request as shown in Table 143.

L S : : H
apie |43 = RegISEEISESSIOII |ep|y EIlcapSlﬂatIOII |IeadEI

Field name Field value
Command RegisterSession (0x65)
Length 4

Session handle |Handle returned by target

Status 0

Sender context Context preserved from request

Options 0

The Session Handle field of the header shall contain a target-generated identifier that the
originator shall save and insert in the Session Handle field of the header for all subsequent
requests to that target. This field shall be valid only if the Status field is zero (0).
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The Sender Context field of the header shall contain the same values present in the original
sender request. If the originator has been registered with the target, the Status field shall be
zero (0). If the target was unable to register, the Status field shall be non-zero.

The data portion of the reply shall have the same format as the request as shown in Table 144.

Table 144 — RegisterSession reply data portion

Field Type Description
Protocol Version |UINT Protocol version supported
Options UINT Session options preserved from request

The Prjotocol Version field shall equal the requested version if the ori
registered. If the target does not support the requested version of the

ssfully

e theg session shall not be created;
e thel Status field shall be set;

o the|target shall return the highest supported version in_tf

If all requested options are supported, the Optiong value.

This value shall be zero.

4.3.2.3 UnRegisterSession

Either pn originator or a target may se is re i ion. pceiver
shall initiate a close of the underlymg TCPR \ i i i 5t. The
session shall also be termin onnection between the originafor and
target |s terminated. The xece ¥ an i [ on its

end. There shall be no

The Un registers@n

Tab

Field value
Co nd UnRegisterSession (0x65)
\Bength 4
Session Handle |Handle from RegisterSession
Status 0
Sender Context |Sender context
Options 0

The Session Handle shall be set to the value obtained by the original RegisterSession reply.
The handle shall become invalid after this request has been received and processed by the
target.

4.3.2.4 ListServices

The ListServices request shall be sent to determine which encapsulation service classes the
target device supports.

NOTE Each service class has a unique type code, and an optional ASCIlI name.

One service class is defined, with type code 0x100 and name “Communications”. This service
class shall indicate that the device supports encapsulation of Type 2 PDU’s. All devices that
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Type 2 PDU encapsulation shall support the ListServices command and

The ListServices request encapsulation header shall be as shown in Table 146.

Table 146 — ListServices request encapsulation header

Field name Field value
Command ListServices (0x04)
Length 0
Sesstomtrandte tgmored
Status 0
Sender context Chosen by sender
Options 0

The regeiver shall reply with an encapsulation message co
shown|in Table 147 and Table 148. The data portion of th
on theservices supported.

Table 147 - ListServices reah\ nc sﬁti hedder

Field naﬂ\e Q ) F@Id v&uev
Command > Lis é\ices\(gxow
Length ( ~0\ \ X
[Sessiop handlt, _Nanoied
Statug| 0 W
/S\é\Qer c%M \\QMd from request
om0

The data portion

objectq describing the se e(s)\rrovided, as shown in Table 148.

8 — ListServices reply data portion

b
Neretd pime

header’and dpta, as

the inforimation

pl shak!%ain a 2-octet object count followed by an afray of

Type Description

Ob&ct count |UINT Number of services objects to follow
Type code UINT Service type code
QObject length [UINT Remaining length in octets
Version UINT Encapsulation protocol version
Flags UINT Capability Flags
Name ARRAY of Name of service

16 USINT

The Type Code shall identify the service class as shown in Table 149.
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Table 149 — Service type codes

Service type code

Description

0x00 — OxFF Reserved

0x100

Communications service

0x101 — OxFFFF Reserved

The Version field shall indicate the version of the service supported by the target to help

maintain compatibility between applications.

Each service shall have a different set of capability flags. Unused flags sh

The Capability Flags, defined for the Communications service, shall

set to,z

Table 150 - Communications capabili

Flag value Descriptio?/\\ \\ \
Bits 0 — 4 Reserved \ \\/
Bit 5 If the device supports Type 2 2(6 apw shall be

set (= 1) ; otherwise, it shall be cle r
Bits 6 — 7 Reserved /\\ X (\ \>
Bit 8 Supports Class 0 ehx{%\l{DP t&gsed )x\nnectu#w
Bits 9 — 15 Reserved -\

The Name field shall allo¥
purposes only. The 16-oct

4.3.2.5 Listldentit
A connection orig<>
This rgquest shall e
sessioh be establishe

The Ligtldentity rey

Field value

Command

Listldentity (0x63)

ero.

as shown inkJ aple 150.

Criptive

fargets.
that a

Length

0

Session handle

This field is ignored since a session need not be
established before sending the Listldentity request

Status 0
Sender context 0
Options 0

One reply item is defined for this command, Target Identity, with item type code 0x0C. This
item shall be supported (returned) by all Type 2 capable devices.

Each receiver of the Listldentity command shall reply with an encapsulation message
consisting of the header and data, as shown in Table 152 and Table 153. The data portion of
the message shall provide the information on the targets identity. The reply shall be sent to
the IP address from which the broadcast request was received.
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Table 152 — Listldentity reply encapsulation header

Field name Field value
Command List Identity (0x63)
Length 0
Session handle Ignored
Status 0
Sender context 0
Options 0

D-octet

The tha portion of the reply is structured as a Common Packet Format th
‘ Table

object [count followed by an array of objects providing the target ide
153.

At a minimum, the CFP 2 Identity item shall be returned and ned in

Table {153. Part of this item definition follows the Get Attribute g finition
of the |dentity object (data returned based on instance on b ect), and may adqpt new
membgérs if and when new members are added to that - ke most fields in

the Common Packet Format, the Socket Address fiel

Table 153 —;‘Lst\lde%
Type \ \ De/s/cription

Nu}»ge of Ideqtity objects to follow

Code M;Wobject type of CPF 2 Identity (0x0C)

Field name

Dbject count UINT

Type code

Dbject length ir‘i\ng?ength in octets

%a@lation protocol version

\Sgcket Address

ersion NT

bocket Addresi &RRW: \\

INT Q \ §in_family (big-endian)
W \\/\\/ sin_port (big-endian)
UDINT / sin_addr (big-endian)

sin_zero (length of 8) (big-endian)

\ARRAX of USINT

\U n\{

AN
eﬂ‘“\'& N

Device manufacturers Vendor ID

Serial Number@

)ev%e{y\p& \ INT Device Type of product
broduct-Coded >JINT Product Code assigned with respect to device type
Revision?@ USINT[Z2] Device revision
Status?@ WORD Current status of device
UDINT Serial number of device

Product Name?@

SHORT_STRING

Human readable description of device

State?

USINT

Current state of device

8 These parameters are further defined by the corresponding instance attribute of the Identity
object.

4.3.2.6 Listinterfaces

The optional Listinterfaces request shall be used by a connection originator to identify
potential non-Type 2 communication interfaces associated with the target. A session need not
be established to send this command.
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The Listinterfaces request encapsulation header shall be as shown in Table 154.

Table 154 — Listinterfaces request encapsulation header

Field name Field value
Command List Interfaces (0x64)
Length 0
Session handle Ignored
Status 0
Sender context 0
Options 0

If supported, the receiver of a Listinterfaces request command s
message consisting of the header and data, as shown below in Tabl

Table 155 — ListIinterfaces reply encap

Field name

Fiem

Command

Length

List Interf%:es m4)
/

£\

Session hanﬂe

Status _\_

(\VL
w@w( N M
\/

Sender conte(t

\

The dgta portion of thg

2-octef object coynt fo bjects providing information on the non-
commynication i c target

There are no publj 3 ned with this reply. The vendor-specific item(s
is/are feturned shall\a ini eturn a 32 bit Interface Handle which is used b

encapgulatio Y example, the

4.3.2.7

A SendRRData jrequest “shall transfer an encapsulated request/reply packet betwe)
originanr and>targ here the originator initiates the command. The actual request/reply

packet

shall be encapsulated in the data portion of the message and shall
responisibility of the target and originator. The SendRRData command shall be used t

pSlulation

tains a
Type 2

which
other

n the

e the
send

encapsulated UCMM messages.

The SendRRData request encapsulation header shall be as shown in Table 156.
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Table 156 — SendRRData request encapsulation header
Field name Field value
Command SendRRData (0x6F)
Length Length of data portion
Session handle Handle returned by RegisterSession
Status 0
Sender context Sender context
Options 0
The dita portion of the message shall contain request parameters and the\encapsulated
protocol packet as shown in Table 157.
Table 157 — SendRRData request datay@
Field name Type Desgr{gti\a@ \\ \
Interface handle | UDINT Shall be 0 N N
Timeout UINT Operation Time9<f )
Encapsulated protocol packet (see Common %\cl{et F§r§\at}\sp§s{icM 4.3.3)
The Interface handle shall identify the Cemwunication Ig>er ace to which the reqpest is
directeld. This handle shall be 0 for encapsulating. Type€. 2
The tafget shall abort the r imeout expires. Timeout valugs shall
be expfressed in seconds e shall be one (1) second; the mgximum
value sghall be 65 535 s ( . P »ero shall indicate that the operation shall
only b¢ aborted when tf ¢ : mes-out. Since the Network and Transport
Layer qlready defines ; mechanisms\for both connected and unconnected megsages,
the Timeout fielc@ S
The en be encoded in a Common Packet Format as shown in
4.3.3.
The S <\ hlown in Table 158, shall contain data in response [to the
SendR > . The reply to the original encapsulated protocol request shall be
contair i i
able 158 — SendRRData reply encapsulation header
Eield name Eield value
Command SendRRData (0x6F)
Length Length of data portion
Session handle |Handle returned by RegisterSession
Status 0
Sender context Preserved sender context
Options 0
The format of the data portion of the reply message shall be the same as that of the

SendRRData request message.
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4.3.2.8 SendUnitData

The SendUnitData request shall send encapsulated connected messages. A reply need not be
returned. This command may be used when the encapsulated protocol has its own underlying
end-to-end transport mechanism.

The format of the SendUnitData request shall be as shown in Table 159.

Table 159 — SendUnitData request encapsulation header

Field name Field value
command SendunitData (OX70)
Length Length of data portion

Session handle Handle returned by RegisterSessi%

Status 0 \

Sender context Sender context <

Options 0 /\

The data portion of the message shall contai
encapgulated protocol packet as shown in Table 1

Table 160 — Se@ ata réquest

d
Field name Type /l \Qescription
Interface handle | UDINT \shal(beq o, N\ \ )

Timeout LN’ K\ %rat ot meo@

AN
Encapsulatedmoto | p&ke}-(ﬁeeWn Pag¢ket Format specification in 4.3.3).

Interfage handIeTi eout §ha ewe as in the SendRRData request.
4.3.3 t

patameters as well as the

4.3.31

The comprio . all consist of an item count, followed by an address item,|then a
data item~(in th

NOTE [The commwsn packet format defines a standard format for protocol packets that are transported |with the
encapsulation~protocol\Th¢ common packet format is a general-purpose mechanism designed to accofpmodate
future packet'ar address types.

Table T61T— Common packet format

Field name Type Description
Item count UINT Number of items to follow (shall be at least 2)
Address item Item Struct (see below) |[Addressing information for encapsulated packet
Data item Item Struct (see below) |The encapsulated data packet
Optional additional items.

The address and data item structure shall be as shown in Table 162.
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Table 162 — Address and data item structure

Field name Type Description

Type ID UINT Type of item encapsulated
Length UINT Length in octets of data to follow
Data Variable The data (if length >0)

The address type ID’s shall be as shown in Table 163.

Table 163 — Address type ID’s

Address type ID Description (
0x00 Null (used for UCMM messages) /\\ C
0x01 — 0xAOQ Reserved \ \
0xA1 Connection-based (used for conne{ewgee)
0xA2 — 0x8001 Reserved N\ WY\
0x8002 Sequenced Address Type \ \\)
0x8003 — OXFFFF | Reserved <)f\ N

The d4dta type ID’s shall be as shown | ble : G
Table — Data type ID
D/{ia type ID Q\ \Qe cription
\Reserved \

0x06— 0>BQ(
gxe

\G\}me\cte})ﬁansport PDU

Unégmected message

Merved

Sockaddr Info, originator-to-target

Sockaddr Info, target-to-originator

Reserved

4.3.3.2
4.3.3.2.

The n
length

61158-6-2 © IEC:2007(E)

5. The
ins no

routing information, |t shall be used when the protocol packet |tseIf contains any necessary

routing information. The null typ

e shall be used for Unconnected Messages.

Table 165 — Null address type

Field name Type Field value
Type ID UINT 0
Length UINT 0

4.3.3.2.2 Connected

This address type shall be used when the encapsulated protocol is connection-oriented. The

data shall contain a connection

identifier, as shown in Table 166.
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NOTE Connection identifiers are exchanged in the Forward_Open service of the Connection Manager.

Table 166 — Connected address type

Field name Type Field value
Type ID UINT 0xA1
Length UINT 4
Data UDINT Connection Identifier

4.3.3.2.3 Sequenced address type

This afdress type shall be used for class 0 and class 1 connected data~~Jhe datp shall
containp a connection identifier and a sequence number, as shown i age is
further|described in 11.3.3.

Table 167 — Sequenced address t

Field name Type Field}éﬂﬂ{\ \\
Type ID UINT 0x8002 N\
Length UINT

Data UDINT Conr}e'o\i%}jgy?ifiﬂ
UDINZ N\ | seGience Nunfberl ) 7
N/

N

The ddta type that encapsulates~an unc cted ssage shall be as shown in Table 1/68.

4.3.3.3 Data types
4.3.3.31 Unconnecte

CMM data type

Field game. M\ _Tye ) Field value
Type@ \ \QN\\ 0xB2

}zéhg@ \ UIM Length, in octets, of the unconnected message

\Deta \\ \ Mle The unconnected message

BN

The fofmat of\th mted message shall be the same as PDU destined for the Mgssage
Router The<UC ader, defined in 4.1.3, shall not be present. The context field|in the

encapgulatioh headef shall be used for unconnected request/reply matching.

4.3.3.3.2 Connected

The data type that encapsulates a connected transport PDU shall be as shown in Table 169.

Table 169 — Connected data type

Field name Type Field value

Type ID UINT 0xB1

Length UINT Length, in octets, of the transport PDU
Data Variable The transport PDU
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4.3.3.3.3 Sockaddr info

The Sockaddr Info items shall be used to encapsulate socket address information necessary

to send datagrams (the connected data) between the target and originator.

separate items for originator-to-target and target-to-originator socket information.
The Sockaddr Info items shall have the structure shown in Table 170.

Table 170 — Sockaddr info items

Field name Type Field value

There are

Type 1D UTNT UX8000, UX8001
Length UINT 16 (octets)
Data ARRAY See below

The dgta portion of the Sockaddr Info type shall follow the for
as defjned in the Winsock specification, version 1.1. Th
below:

strfict sockaddr in

short sin family;
u_short sin port;
struct in add
char sin_ zero[8

}i

The multi-octet fields in the sockaddr\in § be returned in TCP/IP octet

since this is the octet ord us

5 Transfer syntax

5.1
5.1.1

encode

ucture
shown

order,

This st esOribgs)th gans by which the data types defined in this standard sihall be

with a
Hata, a
bmpact

)mpact

i (SDU)

and progressing to each successive encapsulated SDU. Compact Encodmg shall define a
more efficient encoding mechanism by reducing the amount of information (overhead)

transferred between devices.

The difference between a Compact encoded value and an ASN.1 encoded value shall be the
removal of the fields describing the type and length of the information. The TAG and LENGTH
components of an ASN.1-encoded value shall not be transmitted on the control network. In
addition, the Compact Encoding rules shall indicate that octet ordering rules are the reverse

of those seen in ASN.1.

Given the conditions listed in 5.1.2, general rules shall be applied to an ASN.1 encoded value

to generate a Compact encoded value. The general rules shall be as follows:

e remove the Identifier Octets;
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remove the “TAG” octets specified by ASN.1;
remove the Length Octets;
remove the “LENGTH” octets specified by ASN.1;

reverse the octet ordering for multiple content octets.

5.1.2 Encoding constraints

The representation of a variable value using Compact Encoding shall be possible with the
following restrictions:

The Sign

the variable type shall be fixed length and shall have no conditional or optional fields;

thel encoding of a given variable shall be represented with a const ber/of| octets
detived from the type specification of this variable.
5.1.3 Examples
5.1.3.1 BOOL encoding
The BOQOLEAN encoding shall be performed on a single O¢ in Table 171.
Table 171 - BOOLEAN encodi
I the value is: AL\ Mheh: O N
FALSE bitQ of the Sctet islo coQ%k) " |
TRUE bit o)mthe}c@t\s 1ﬁ\'Q1’H)
A FAL$E BOOL shall be r a Shg@'\ TX??Z.
Table| 172 - t encoding of a BOOL value
\9c?%t num%r \/ 13t
evor NUIN 00
5.1.3.2 Si exencodi
Integer emsoding Il be performed as described in Table 173.
le 173 — Encoding of Signedinteger values
Dctef number 1% 2™ 3™ 4" 5" 6" 7" 8"
SINT 0LSB
INT 0LSB 1LSB
DINT 0LSB 1LSB 2LSB 3LSB
LINT 0LSB 1LSB 2LSB 3LSB 4LSB 5LSB 6LSB 7LSB
NOTE The example in Table 174 illustrates the encoding of a variable of type DINT whose value is
0x12345678.

Table 174 — Example compact encoding of a Signedinteger value

Octet number 15t 2" 3 4t

DINT 78 56 34 12
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5.1.3.3 Unsignedinteger encoding

The Unsignedinteger encoding shall be performed as described in Table 175.

Table 175 — Unsignedinteger values

61158-6-2 © IEC:2007(E)

Octet number 1° 2™ 3™ 4" 5t 6" " 8"
USINT OLSB
UINT OLSB 1LSB
UDINT OLSB 1LSB 2LSB 3LSB
S 858 H-SE 258 358 455 558 658~ AH-SB
INOTE Table 176 illustrates the encoding of a variable of type UDINT whose\yalue \i
xAABBCCDD.

Octet number 15t 2"

Table 176 — Example compact encoding of an %\Tw{\e&
("\ o

UDINT DD cc \BB\ \\%
5.1.3.4  FixedLengthReal encoding \>
The FixedLengthReal encoding shall @d i/Table 177.
Table 177 al values
Octet number st 5 6" 7" 8"

REAL | ase\[ 1LsB

LREAL | Nokse_ | fisB |“2sB~|4dis | asB | sisB | eLsB | 7Lsh
Table 178 iIIustr@ ncoding pfRa vatiable (Float1) whose type is REAL and whos¢ value
is Floaf1: = 10,
NOTE 1 slue ng the IEC 61131-3 notation. The ASN.1 value is {'41200000'H} in
IEEE format Q (bias 127), fraction is 25.

Example compact encoding of a REAL value

Octetc nte\l\ts oLSB 1LSB 2LSB 3LSB

REAL. 00 00 20 41

Table 179 illustrates the encoding of a variable (Float2) whose type is LREAL and whose

value is Float2: = -100,0.

NOTE 2 The ASN.1 value is {C059000000000000’H} in IEEE format :
fraction is 0,562 5.

Table 179 — Example compact encoding of a LREAL value

1,562 5*26, exponent is 1 029 (bias 1 023),

Octet contents oLSB 1LSB | 2LSB 3LSB 4LSB 5LSB 6LSB

7LSB

LREAL 00 00 00 00 00 00 59

co

5.1.3.5 Time encodings

Table 180 illustrates the encoding of Real numbers with fixedlengths.
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Table 180 — FixedLengthReal values

Octet number 1% 2 3™ 4" 5" 6" 7" 8"
TIME OLSB | 1LSB | 2LSB | 3LSB
DATE OLSB | 1LSB
TIME_OF_DAY OLSB | 1LSB | 2LSB | 3LSB
DATE_AND_TIME OLSB- | 1LSB- | 2LSB- | 3LSB- | OLSB- | 1LSB-
Time Time Time Time Date Date
FTIME OLSB | 1LSB | 2LSB | 3LSB
LTIME OLSB | 1LSB | 2LSB | 3LSB 4LSB 5LSB 6LSB 7LSB
5.1.3.6 String encodings
This slibclause gives examples of the Compact Encoding of STRK INGN,
and SHORT_STRING data values.
NOTE [The preferred string type for user supplied string data is STRI er string
requirenjents.
Table 181 provides a generic illustration of the encodifig of
Contents Contents
(charcount) (sthin goZntents)
STRING | otsB |[ 1188 ¢ 0LSB
\/(octet characters
Table oding of a STRING2 value.
2~“STRING2 value
\/Co Mts Contents
(charcount) (string2contents)
STRWGA| bisB | 1LsB oLSB 1LSB
\ 2 octet characters
Table 183 provides a‘generic illustration of the encoding of a STRINGN value.
Table 183 — STRINGN value

Contents Contents Contents
(charsize) (charcount) (stringNcontents)
STRINGN OLSB 1LSB OLSB 1LSB OLSB NLSB

N octet characters

Table 184 provides a generic illustration of the encoding of a SHORT_STRING value.

Table 184 —- SHORT_STRING value

Contents Contents
(charcount) (short_string)
SHORT_STRING OLSB OLSB

1 octet characters
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Table 185 illustrates the encoding of a string variable whose contents equal "Mill”. Encoding
examples of all string types are presented. Character coding is specified in ISO/IEC 10646.
The hexadecimal equivalent is: {{4D696C6C’H} for 8 bit encoding.

Table 185 encodes "Mill” as a STRING type.

Table 185 — Example compact encoding of a STRING value

Contents Contents
(charcount) (string contents)
STRING 04 00 4D 69 \ 6C \ /6C

Table 186 encodes "Mill” as a STRING2 type.

Table 186 — Example compact encoding of STR la
Contents Co ts
(charcount) /-(s\ 2 contents
STRING2 04 00 4D | 00 /{/ 69 | % | ec | oo
Table 187 encodes "Mill” as a SHORT/STRIN 6
Table 187 e
Contents Contents
/\a\rco/uﬁf)\ (short string contents)
SHORT_STRING 4D } 69 ‘ 6C | 6C

5.1.3.7 Xg%
This s pl e Compact Encoding of SWORD, WORD, DWORD,
LWOR 4 illirstrates the bit placement rules associated wj|th the
Compg itString
A\
7\0\9 ..... 8 WORD
T evune 0 15...... 8 |23... 16 | 31...... 24 | 39... 32| 47.... 40 | 55...... 48 | 63...... 56 LWORD

Figure 14 — FixedLengthBitString compact encoding bit placement rules

Figure 15 through Figure 18 illustrate the encoding of SWORD, WORD, DWORD, and LWORD.
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Bits In Memory:

00001111

Compact Encoded BYTE
00001111 or 0xOF

Figure 15 — Example compact encoding of a SWORD FixedLengthBitString

Bits In Memory:

00001111 11001111

Compact Encoded WORD

11001111 00001111 or OxCFOF

Compact Encoded DWORD
00111110

5.1.3.8
5.1.3.8.

The A
concat
elements shall be ericoded in the same order as they are declared in the corresp
ASN.1|type or variable specification. These elements may be of any data type.

The ASN.1-style definition of a single—dimensional array in the control network shall be:

ARRAY ::= SEQUENCE OF { array dimension low bound,
array dimension high bound, NetworkData }

Assume the following array definition::

ARRAY1 ::= SEQUENCE OF {array dimension low bound := 0,
array dimension high bound := 1, UINT}

nt and

onding

Plugging the UINT values {1,2} into this array definition yields the encoding specified in

Table 188.
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Table 188 — Example compact encoding of a single dimensional ARRAY

Octet number 1% 2" 3" 4"
ARRAY 01 00 02 00
5.1.3.8.2 Two-dimensional array encoding

ARRAY ::

5.1.3.8

Since ¢

end nd
values

This st
values
end of
and th
array’s
packed
followd

The twp—

results| i
array f

ARRAY ::

SEQUENCE OF { array dimension low bound,
array_ dimension high bound,

SEQUENCE OF { array dimension_ low_ bound,
array dimension high bound, NetworkData } }

3 Three-dimensional array encoding

SEQUENCE OF { array dimension Jx

array dimension high bound,

Table 189 — Example compact encoding of a multi-dimensional ARRAY

w type

b order
by the
for all

of the
being
ure is

nsional

Octet number

1st

znd

3rd

4th

5th

6th

7th

8th

9th

10th

11th

12th

ARRAY

01

00

02

00

03

00

04

00

05

00

06

00

5.1.3.9

Structure encoding

The structure encoding shall use the encoding rules for the data types for each element and
concatenates the elements which compose the structure.

The encoded values of the structure elements shall be encoded in the same order as they are
declared in the corresponding ASN.1 type or variable specification. These elements may be of

any Data type.

STRUCT ::

= SEQUENCE OF NetworkData — May be different types
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Since NetworkData may be comprised of either ElementaryData or DerivedData, a new type
or variable specification may be required before transmitting the values for the STRUCT.

Assume the following structure definition:

newStruct ::= SEQUENCE { BOOL,UINT,DINT}

Plugging the values {TRUE,1234’H,’56789ABC’H} into the structure results in the encoding as

specified in Table 190.

Table 190 — Example compact encoding of a STRUCTURE

Octet number 1% 2" 3 4th 5th 6th ( 7th

newStruct 01 34 12 Bc | oa | \] &)\

5.1.3.10 Complex encoded data format examples
5.1.3.1(0.1 General

The examples 5.1.3.10.2 and 5.1.3.10.3 show how
packed. Example 5.1.3.10.2 shows the packing of
shows |how a structure with an array element is

5.1.3.1(0.2 Example 1: encoding a

STRPCT1 ::= SEQUENCE OF ({
UINT

| <
ARRAY1 [ O

results

[o1
[OB
[0A] [0QT {091 [

4] [05] [00] [0e] [00] [07] [08] [09] [0A] [00]
[0E] [0F] [00] [OF] [00] [OE] [0D] [0C] [0B] [00]
[07] [oe] [00] [05] [00] [04] [03] [02] [01] [00]

5.1.3.10:3” Example 2: encoding a structure with an array element

STRUCT2 ::= SEQUENCE OF ({
UINT elel;
ARRAY [ 0..2 ] of USINT array2;
UINT ele5;

}

sTrRUCT2 := { 1, { 2, 3, 4 }, 5}

results in the following data stream:

[01] [o0] [02] [03] [04] [05][00]

ata formats shall be
. Example 5.1

3.10.3
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5.2 Data type reporting

5.2.1 Object data representation

61158-6-2 © IEC:2007(E)

Objects may choose to implement a mechanism for reporting Data Type of a particular
Attribute or transmitting type information along with the actual data. This subclause defines

the means by which Data Typing information is conveyed.

The specification of Data Type information utilises the ASN.1 methodology specified in
ISO/IEC 8824 and ISO/IEC 8825 with the control network defined optimisations to encode the

DataTypeSpecification production defined in 4.2.4.

The cq

encoded.

NOTE For example, the encoding of 'abc [PRIVATE 1] IMPLICIT NULL’ would
octet).

5.2.2 Elementary data type reporting

Elementary data types shall be identified using the identific
These |codes shall define the encoding of the primitiv
production. The control network specifies that ASN.A N

Octet gf zero (0).
@g%mtl n

Table 191 - Identification coéles

ntrol network defined optimisation is that the Length Octet of a

ypeSpecit
ot report the

SQ elementary data types

is not

b length

e 191.

ication
| ength

Data type name Data type ta type description
/(i\zotfleex) C(N
BOOL {_ o[ [Dogisal Boslelnwith values TRUE and FALSE
SINT [\ \QZ A (‘S\gn\e\k it intgger value
INT \sg \%ig\»{d hs;bit integer value

RN

S@\ed\%—bit integer value

unt < g5, NN Signéd 64-bit integer value
USINT< \ C6 )(fnsigned 8—bit integer value
C\7\ Unsigned 16-bit integer value
/\QDNT \\ \88/ Unsigned 32-bit integer value
NL\IN\‘J\ \ > C9 Unsigned 64-bit integer value
REAL\‘ \ CA 32-bit floating point value
LREAL CB 64-bit floating point value
STIME cC Synchronous time information
DATE CD Date information
TIME_OF_DAY CE Time of day
DATE_AND_TIME CF Date and time of day
STRING DO character string (1 octet per character)
SWORD D1 bit string - 8-bits
WORD D2 bit string - 16-bits
DWORD D3 bit string - 32-bits
LWORD D4 bit string - 64-bits
STRING2 D5 character string (2 octets per character)
FTIME D6 Duration (high resolution)
LTIME D7 Duration (long)
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Data type name Data type Data type description
code
(in hex)
ITIME D8 Duration (short)
STRINGN D9 character string (N octets per character)
SHORT_STRING DA character sting (1 octet per character, 1 octet length indicator)
TIME DB Duration (milliseconds)
EPATH DC Path segments
STRINGI DE International Character String

5.2.3 Constructed data type reporting
5.2.3.1 Structure type definition
5.2.3.1|1 General

The control network defines two different methods for repo

e Fofmal Encoding (FormalStrucTypeSpec);
e Abbreviated Encoding (AbbreviatedStrucType€
Formal encoding shall be used to pro¥

includipg the complete definition of all
used tp specify a shorter form of the

the dafa types associated with the structure’s<co
5.2.3.1.2 Formal encoding\fi %p i
The ¢xamples 5.2.3

specifications. T i
production defin .

e~omplete structure definition,
Abbreviated encoding s

encoding for
wple yof the encoding of the FormalStrucTypeSpec

8 definitionfs:

all be
nclude

structure type

5.2.3.1.3 Ex
Table 192 illystr thg e 1g of the following structure definition.
STRY M=\ SEQUENCE\ OF { BOOL, UINT, DINT }
Table192.— Example 1 of formal encoding of a structure type specification
STRUCT type ype length Component types Component types Component types
BOOL UINT DINT
A2 03 C1 c7 c4

Octet of zero (0).

NOTE The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length

5.2.31.4 Example 2

Figure 19 illustrates the encoding of the following structure definition.
STRUCT MAIN ::= SEQUENCE OF { UINT, STRUCT SUB, INT }

with subelement STRUCT SUB defined as:

STRUCT SUB ::= SEQUENCE OF { UINT, SINT, INT }
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Struct Type|] Type < Component Types >
Length UINT Struct Type <€—— Nested Structure —3
Type Length Component Types
UINT SINT INT INT
A2 07 C7 A2 03 Cc7 C2 C3 C3

Figure 19 — Example 2 of formal encoding of a structure type specification

5.2.3.1.5 Abbreviated encoding for structure type information

The eample 5.2.3.1.6 illustrates the abbreviated encoding for structure/type pecificiations.
This i actually an example of the encoding of the AbbreviatedStryc uction
defined in 4.2.4.

The Ul with a
16 bit sed by
applics d. The
octet st pSpec)
structufre type specification.

5.2.3.1.6 Example

Figure

Rigure 20 n

NOTE rom the

Formally
5.2.3.2
Two dif

e Fo

e Abbreviated Encoding (AbbreviatedArrayTypeSpec).

Formal encoding shall be used to provide a detailed report of the complete array deffinition,
including the data content and the array’s dimensions. Abbreviated encoding shall be used to
specify a shorter form of the array definition. This shorter form shall not include information
specifying the array’s dimensions.

5.2.3.3 Formal encoding for array type information

5.2.3.3.1 Common notes
NOTE 1 This subclause contains no normative requirements.

NOTE 2 The examples 5.2.3.3.2 and 5.2.3.3.3 illustrate formal encoding for structure type specifications. This is
actually an example of the encoding of the FormalArrayTypeSpec production defined in 4.2.4.

5.2.3.3.2 Example 1

Figure 21 shows the formal encoding of the following array definition
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ARRAY1 ::= SEQUENCE OF { array dimension low bound := 0,
array dimension high bound := 9,
UINT
Lower Lower Upper Upper
Type Bound Bound Lower Bound Bound Upper
Array Type| Length Tag Length | Bound Tag Length | Bound UINT
A3 07 80 01 00 81 01 09 C7

Figure 21 — Example 1 of formal encoding of an array type specification

NOTE The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length Octet of
zero (0)

5.2.3.3.3 Example 2

Figure|22 shows the encoding of the following array definition.

ARRAY1 ::= SEQUENCE OF { array dimension low bound

STRYCT ELE } }

in whigh STRUCT_ELE is defined as:

STRPCT ELE ::= SEQUENCE OF {
Formfl Encoding: [A3][13][80][01][00][81][01] FFI[A2][03][C7][C2][C3]

Descijiption:
Upper
Bound Upper

Type \%0
Array Type| Length\ ag Length Bound
A3 13 k \/@ M 00 81 01 13 sl
< \/}Qy Contents >

Lower Lower Upper Upper
c oun Bound Lower Bound Bound Upper
Array Type| Le Length Bound Tag Length Bound

s Q& \E\ 80 01 00 81 01 FF REEEEE B

<«———— Nested Array Contents —————»>

Type
Struc Typel Length UINT SINT INT
o A2 03 C7 C2 C3

Figure 22 — Example 2 of formal encoding of an array type specification

NOTE The IMPLICIT NULL types from the DataTypeSpecification production are not followed by a Length Octet of
zero (0).

5.2.34 Abbreviated tag encoding for array type information

5.2.3.4.1 Common notes

NOTE 1 This subclause contains no normative references.
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NOTE 2 The abbreviated encoding of an Array type shall not include the information specifying the Array’s
dimensions. This is actually an example of the encoding of the AbbreviatedArrayTypeSpec production defined in
4.2.4.

5.2.3.4.2 Example 1

Figure 23 shows the abbreviated encoding of the following array definition:

ARRAY2 ::= SEQUENCE OF { array dimension low bound := 0,
array dimension high bound := 9,
UINT }
Type

Array Type| Length UINT

Al 01

Figure 23 — Example 1 of abbreviated encoding of an array type

NOTE [he IMPLICIT NULL types from the DataTypeSpecification productiof are ne W 9 : Octet of
zero (0)

5.2.3.43 Example 2

Figure[24 shows the abbreviated encoding of the followi
ARRAY ::= SEQUENCE OF { array/d

SEQUENCE OF

array_ dimensiop
STRUCT ELE } }

in whigh STRUCT ELE is ¢é

STRYCT ELE ::= SE
Typ Array Contents _ >

gth
Aray T)é>>en Nested Array Contents ——————>

ay Typg \Typ Type UINT containin

\ \A\ Length | Struct Type nggth CRC ¢
f

1 0 1 04 A0 02 59 51
<\\\ > l

Figux Exa e 2 of abbreviated encoding of an array type specification
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6 Structure of FAL protocol state machines

Interface to FAL services and protocol machines are specified in this subclause. Conventions
used for the descriptions are given in the generic part of this IEC Standard.

This fieldbus follows the structure outlined for Type 1 fieldbus with the following specific
features :

1. There is no formal definition of AP-Context Machine

2. There is a formally-defined FSPM Machine serving as an interface be FAL Uger and
ARPM.

3. There are ARPM Machines of two different types :

®
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7 AP-Context state machine

71 Overview

Type 2 supports the AP-Context State Machine specified in, when the Connection object is
also supported.

7.2 Connection object state machine

7.21

I/0 Connection instance behavior

Figure
object

(instance_type attribute = 1/O).

Delete from any state

Non-existent [«

Createi NAttribueSet Attribute

(sftt‘z&mntrrﬁee// Configuring Apply_Am Wfor Apply Attrib

Apply Attribues _ " C) Connection ID
Apply_Attribuesi

Get_Attribue/Set_Attribute/ tah}is hed\\<
Apply Attributes/Reset/ ; \}
Mesagerduoed/Go d A \)

Import
implem

rules Wi

Class

entatisns\shol based on this information. This State Event Matrix does not

br alConnectioh object Instance may need to pass through product specific verif

ay result in an error scenario that is not |nd|cated by the SEM in Table 193 Thi

25 provides a general overview of the behavior associated with O Connection

jdes a detailed State Event Matrix for an I/O Connection obj¢ct and

dictate
hection
cation.
is may

to the

application and/or a specmc appllcatlon object The point to remember is that the Connection
object shall exhibit the externally visible behavior specified by the SEM and the attribute
definitions.
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Table 193 — I/0 Connection state event matrix

Event

1/0 Connection object state

Non-Existent

Configuring

Waiting for
Connection ID

Established

Timed Out

Connection
Class
receives a
Create
Request

Class
instantiates a
Connection
object. Set
instance_type to
1/0. Set all other
attributes to
default values.

Not applicable

Not applicable

Not applicable

Not applicable

Transition to
Configuring

: . . : N
Connection || Error: Object Release all associated [Release all associated |Release(all
Class does not exist resources. Transition resources. Transition assogiate
receives a || (General Error to Non-existent to Non-existent. resoyrces.
Delete Code 16p6x) )
Request j\lon- xistent.

Set_Attribute
_Single

Error: Object
does not exist
(General Error

Validate/service the
request based on
internal logic and per

If request to modif
produced or

Validte/service the
requept based on
interngl logic and

Code 16p6x) the Access per thle Access
Rules
Return response.
Returp appropriate
respohse.
bje an not perform
the requested service
inAts current
mode/state)
Get_Attribute|| Error: Object Validate/service the Validate/service the |Validgte/service the
_Single does not exist request based on request based on requept based on
(General Errgr internal logic and per internal logic and per |internpl logic and
Code 165 the Access Rules the Access Rules per the Access
Return response. Return response. Rules
<\ \ Returh response.
Reset Error \éc M The object Error: The object Cancel the current Using|the value in
does nqQ cannot perform the cannot perform the Inactivity/Watchdog |the
(General Er requested service in its |requested service in its | Timer. Using the expedted_packet_ra
Code16pex) current mode/state. current mode/state. value in the te attffibute, start
(General Error Code (General Error Code expected_packet_rat |the

! )\
varae—)

} ae )\
varat—=YUCRHex/

the
Inactivity/Watchdog
Timer. A success
response is returned
even if an
Inactivity/Watchdog
Timer is not utilized
by the Connection
object (Client
Transport Class 0,
expected_packet_rat
e = 00Chex)-

Ina\,tivity/WatCthg
timer and transition
back to the
Established state.

If the
expected_packet_ra
te attribute has
been set to zero (0)
while the
Connection was in
the Timed Out
state, then just
transition back to
Established without
activating an
Inactivity/Watchdog
Timer.
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1/0 Connection object state

Event Non-Existent Configuring Waiting for Established Timed Out
Connection ID
Apply_ Error: Object Deliver Connection If either of the All modifications take | Error: The object
Attributes |does not exist object to the connection_id place immediately cannot perform the

(General Error
Code 16p¢x)

application which
validates the attribute
information. If either of
the connection_id
attributes (produced or
consumed) needs to be
configured and cannot
be generated by this

attributes (produced or
consumed) still needs
to be configured and
cannot be generated by
this module, then
return a Successful
Response and remain
in the Waiting For

once the Connection
has transitioned to
the Established
state. Return Error:
The object cannot
perform the
requested service in
its current

1
rerar

requested service
in its current
mode/state.
(General Error
Code value =

OChex)

Illklk_.‘.L‘:U1 t:_IUII 'Jclf\.}llll
all the other steps
necessary to configure
the connection, return
a Successful Response
and transition to the
Waiting For Connection
ID state. The inability
to generate a produced
or consumed
connection ID value IS
NOT reported as an
error. If all attributes
are validly configured,
then perform all the
steps necessary to
satisfy this connecdi
start all required
timers, and transition
to the Established
state. If an error is
detected, then an Ekror

The inability to
generate a produced or
consumed connection
ID value IS NOT
reported as an error. If
the produced and/or
consumed_connection_
id attributes are now

validly configured, the
transition to the
d

IIIUdUI’DthU. \
Error Code yalue
OChex)

Receive_Data

Not applicakle

is&@message

Discard the message

If a complete, valid?
message has been
received, reset the
Inactivity/Watchdog

Timer3 and deliver
the 1/0 Message to
the Application. A

Connection object
shall exhibit the

Discafd the
messf@ge

externally visible
behavior associated

with the current state
of its attributes (see
Access Rules).

If this is a
fragmented portion
of an I/O Message,
process as specified
by subnet.
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1/0 Connection object state

Event Non-Existent Configuring Waiting for Established Timed Out
Connection ID
Send_Messa | Not applicable Return internal error - | Return internal error - | Transmit the Return internal
ge do not send the do not send the complete I/O error - do not send
message message Message or fragment | the message

as required by the
subnet. If this is a
Client Connection
and the
expected_packet_rat
e attribute is non-
zero, restart the

- i T
TTaroirimooiurt IHUCI
Timer. /u\

Inactivity/ || Not applicable Not applicable Not applicable ot applicable
Watchdog
Timer
expires
nactivity/Watchdog
Timer.

@ If the configuration indicates that a Message ID 3 Wd an available Message ID does npt exist in the
specified Message Group, then ap eSPC S akErfor Code indicates Resource Unavailaple (02p¢y) is
returned. If a Connection object a trlbu e value pa check when it was initially configured buf the attribute
value confficts with another pif the Apply request is processed, then an Efror Response
is returned whose General Efro i 3 ibute Value (09y,0y) and whose Additional Codq is set to the
Attribute 1D of the offe@ j

b The Connection objec e ength\of the received 1/O Message is less than or g¢qual to the
consumed| | ion_sizé ging the message. If the length of the received message is less than or

equal to t then the I/O Connection object resets the Inactivity/Wajchdog Timer,
exhibits th ¢ by its attribute settings, and delivers the message to the Application. If
the length i is greater than the consumed_connection_size attribute, then the I/D Connection
object imn nd discontinues any subsequent processing. This is the only megsage content
validation ioh object. Subsequent validation shall be performed by the Application.

C If a fragme i ceived, then the Inactivity/Watchdog Timer is not reset until the entire Imessage has
been valid

NOTE Attriblte Accessw specified in IEC 61158-5-2, 6.2.3.2.1.4

Important: The Receive_Data event is only delivered to an 1/0O Connection when a message
whose Connection Identifier Field matches the consumed_connection_id attribute is received.
If a message is received whose Connection Identifier Field does not match any Established
Connection object’s consumed_connection_id attribute, then the message is discarded.
Connection Identifiers are subnet-type specific.

If an implementation detects that it does not support an Explicit Messaging Service indicated
in Table 193, then an Error Response specifying Service Not Supported (General Error Code
08) is returned.

7.2.2 Bridged Connection instance behavior

Figure 26 provides a general overview of the behavior associated with a Bridged Connection
object (instance_type attribute = Bridged). Bridged connections are used to make
connections offlink. Both 1/0 and Explicit Messaging can be accomplished using this
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connection type. The Connection Manager object definition provides more details these types
of connections.

p Non-Existent |g—————

Forward Open (to
Connection Manager)

Forward Close

. Successful
Configuring
FUA Wall.‘l VPt
Connection response returned
Timeout v

Established [
Forward Close

Forward Close Rejecte

Figure 26 —Bridged Connection objectt sta

Table 194 provides a detailed State E Matp a B |dg@Conection object.

®
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Event Bridged Connection object state
Non-Existent Configuring Established Closing
Connection Connection Class Not applicable Not applicable Not applicable

Manager receives
a Forward Open
Request

instantiates a
Connection object.
Set instance_type
to Bridged. Set
attributes to value
delivered by
Forward Open
service or default

for Bridged

connections.
Transition to
Configuring.

e

QN

Cohnection
Malhager receives
noflification that
comnection
establishment is
complete to target

Not applicable

Transition to
Established

Not applicabl

ot W

Copnection Manager
receives a Forward
Clgse Request

Not applicable

Ignore event

Ignore event

Cohnection
Malhager receives
a Horward Close

Not applicable

Release all
resources and
transition to Nom-

Repponse Existent
Delete Error: Object }elease all Release all
does pat exist esources and resources and
(Gereralgrr transition to Non- transition to Nom-
Ciode Bhex Existent Existent
Ge}_Attribute_Single : j Validate/service Validate/service]
the request based the request bas¢d
on internal logic on internal logid|
icand per the and per the and per the
Agtess Rules. Access Rules. Access Rules.
eturn Return appropriate | Return approprigte
(\ appropriate response. response.
: . response.
Sel Attribute” Q\
<\ NN Code\16nex)
Reget AN WObject Error: Service Error: Service Not | Error: Service Not
oes not exist Not Supported Supported Supported
General Error (General Error (General Error (General Error
Code 16hex) Code 08hex) Code 08jex) Code 08hex)
Ap '\l\JI_A""T“'\II"DQ Error: ﬁhjnr‘f Error: Service Error: Service Not Error. Service Not

does not exist
(General Error
Code 16hex)

Not Supported
(General Error
Code 08pex)

Supported
(General Error
Code 08hex)

Supported
(General Error
Code 08hex)

Receive_Data

Not applicable

Ignore event

Invoke send
service of
Connection object
on destination
port, passing the
received data.

Ignore event

Send_Message

Not applicable

Ignore event

Send data on
subnet.

Ignore event

Inactivity/Watchdog
Timer expires

Not applicable

Not applicable

Release all
resources and
transition to Non-
Existent

Release all
resources and
transition to Non-
Existent

NOTE Attribute Access Rules are specified in IEC 61158-5-2, 6.2.3.2.1.4
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7.2.3 Explicit Messaging Connection instance behavior

Figure 27 provides a general overview of the behavior associated with an Explicit Messaging
Connection object (instance_type attribute = Explicit Messaging).

y

Non-Existent

Delete
ici - - 7y
Open Expl.1c1t Messaging Connecn.on Delete
Child instance Response Transmitted by a Server end-point
Deleted or Transitions . . . .. .
to Timed Out and no Open Explicit Messaging Connection Inactivity/Watchdog Timeout &
othef child instances RespomseReceived by aChiemtemd=poimt watehdog—tir —aeti
are if the Established - , Auto Deletg/or thida set
state Inactivity/Watchdog Timeout & to Deferyed\Delete and-ne_child
watchdog_timeout_action = instangé ( ed
Deferred Delete and at least one sta
child instance is in the Established
state
A
< et Attribute/
Deferred Delete i > Establishe ¥ Set_Attribfyite/
Receive Data / Reset Reset

Figure 27 — Explicit Messaging Conne

obj c@ta transition diagram

Table 195 provides a detailed State Event Matr Explicit Messaging Connection [object.
Implementations should be based on t i
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Table 195 — Explicit Messaging Connection state event matrix

Event

Explicit Messaging Connection object state

Non-Existent

Established

Deferred Delete

UCMM receives an
Open Explicit
Messaging
Connection
Request/Response
and invokes the
Create service of the
Connection Class

If possible, Class
instantiates Connection
object. Set
instance_type attribute
to Explicit Messaging?@.
Other attributes are
automatically configured

using-the informationin
4

Not applicable

Not applicable

the Open Explicit
Messaging Connection
Request/Response.
Transition to
Established. If request
received, Transmit Open
Explicit Messaging
Connection Response.

N

UCMM receives a
Closg Request and
invokes the Delete
service of the
Connjection Class

Error: Object does not
exist (General Error Code

16hex)

Release all ass
resources. T
Non-existent.

~LS)

[o}

elease\all associate
soyrces. Transition
Non-existent.

ection Class
ves a Delete
est

Conr
rece
Reql

Error: Object does
exist (General Err

16hex)

Co

R se all asgogci
sourcés. Transiti
\%) -existent.

Release all associate
resources. Transition
Non-existent.

exist (General Error Code

perform the requested

Set_[ttribute_Single |[Error: Object does ot Validate/service the
exist (General Error Cod< request based on intgrnal
16he logic and per the Accpss
Rules.
Return appropriate
response.
Get_[Attribute_Si lidate/service the request |Validate/service the
based on internal logic and request based on intgrnal
per the Access Rules. logic and per the Accpss
. Rules.
Return appropriate response.
Return appropriate
response.
Resgqt Erxor: ject does not Cancel the current Using the value in the
\exis (General Error Code [Inactivity/Watchdog Timer. expected_packet_rate
Using the value in the attribute, re-start the
expected_packet_rate Inactivity/Watchdog Tlimer
attribute, re-start the and transition back o
Inactivity/Watchdog Timer.  |the Established statle.
Apply_Attributes Error: Object does not Error: The object cannot Error: The object canpot

perform the requested

16hex)

service in its current
mode/state. (General Error
Code value = 0Chex)

service in its current
mode/state. (General
Error Code value =
0Chex)

Receive_Data

Not applicable

If a valid message or
message fragment has been
received, then reset the

Inactivity/Watchdog TimerP.
Either process/store the
fragment or handle the
Explicit Message.

If a valid message or
message fragment has
been received, then
restart the
Inactivity/Watchdog

Timer2 and transition
back to the Established
state. Either
process/store the
fragment or handle the

Explicit Message.



https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

- 150 — 61158-6-2 © IEC:2007(E)

Event Explicit Messaging Connection object state
Non-Existent Established Deferred Delete

Send_Message Not applicable Examine the length of the Examine the length of the
message to transmit and, if message to transmit and,
necessary, perform a if necessary, perform a
fragmented series of fragmented series of
transmissions. Otherwise, transmissions. Otherwise,
transmit the complete transmit the complete
Explicit Message. Explicit Message.

Inactivity/Watchdog Not applicable If the Not applicable.

Timer expires watchdog_timeout_action

attributa ic cot to Afn Ngolgfg

or is set to Deferred Delete
and no child connection
instances are in the
Established state release al
associated resources and <
Transition to Non-existent. |
the
watchdog_timeout_a

N

Delete and at lea
connection jastance
Establls d state t
to Defer d e te

Chilg
insta
Tran
Out

connection Not applicable Ignofe If no other child
nce Deleted or connection instances
Bitions to Timed in the Established st
release all associated
resources and transit

/_ to Non-existent.

are
Ate

on

@ H the configuration indig4 ilable
flesource does not exiSt, tha irce
Unavailable (02hex)

b gn cP 2/3, the MA i ithi Message Header of aII Explicit Messages and/or Mesdage
Fragments i ami ) i ifier
Field), then our erd-point shall be specified in the Message Header. I the
bource MAC the Con ection ID, then the receiving module’s MAC ID shall| be
pecified in the, Message ithef of these checks fail, then the Inactivity/Watchdog Timdr IS
NOT reset an{/ﬁg ess ssage agment is discarded.

NOTE Attw\geés\l?\u\s are\speufied in IEC 61158-5-2, 6.2.3.2.1.4

Import hection
when ibute is
receive blished
Connegtion object’s Consumed_connection_id attribute, then the message is discarded.

If an implementation detects that it does not support an Explicit Messaging Service indicated
in Table 195, then an Error Response specifying Service Not Supported (General Status Code
08) is returned.
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8 FAL service protocol machine (FSPM)

8.1 General

This fieldbus FAL Service Protocol State Machine maps FAL User services onto services of
communication objects internal to FAL.

8.2 Primitive definitions

The Objects within FSPM shall provide the following services :

J

q

J

o

O LH

Refer tpo

Primiti
Table

bet_Attribute _All Reads values of all attributes of

System Time
detdiled definition of these services.

es o yn Services exchanged between UCMM and FAL User are sh

object

class or instance

et_Attribute_All Writes specified values to all at ecified
object class or instance

et Attribute List Reads values of the specifi 3’| of the
specified object class or ifista

et_Attribute_List Writes specified value 98 Cifi of atfributes
of the specified objegt class §

bet_Attribute_Single of the specified

et_Attribute_Single ecified attribute| of the

Reset ass or instance

Lreate specified object class

elete 3 specified object class

tart of the specified object

top the specified object

ind_Next_Object_Ip i i r of the next unused instance| of the

j class

IOP ¢ cgrresponding NOP response from the

pply_Attrj S pending attribute values to become aqtive in
e _specified object

ave gves attributes contents of the specified object

Restore estores attributes contents of the specified objegt

broup_Syno Verifies that each member of a group is synchronjized to

bwn in

All ser

ices have the following common parameters. as shown in Table 196.
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Table 196 — Primitives issued by FAL user to FSPM

Common parameters Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S

Receiver/Server Local ID

Path

<
@)

Routing Path
Add. Path
Port ID M

Result (+) xs 7

oo

AREP < \\/ M=

Receiver/Server Local ID /_\\ M=

Service status < M(=)
Result (-) C S S(=)

AREP M=

Receiver/Server Local ID M=
Service stey@ (\ M M(=)
\( N

Only th D7 and
Table
Additio of the
corres
Additignal i - of the

corres
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Table 197 — Primitives issued by FAL user to FSPM

Primitive name Source | Additional parameters Functions
Get_attribute_all.req FAL None Conveys a request from FAL User to a target object
User to supply values of all attributes of the specified
object class or instance
Set_attribute_all.req FAL Attribute Data Conveys a request from FAL User to a target object
User to write specified values of all attributes of the
specified object class or instance
Get_attribute_list.req FAL Attribute Count Conveys a request from FAL User to a target object
User Attribute List to supply values of specified list of attributes of the
specified object class or instance
Set_attrjbute_list.req FAL Attribute Count object
User Attribute Data
ance
Get_attfibute_single.req |FAL None Conveys a request L U ritosa target object
User to supply values oft es ec ed atfribute offthe
specified obje ri
Set_attjbute_single.req |FAL Attribute Data Conveys axfequest frcm&A se \g/{target object
User to write cifie Iues into specified aftribute
of the spe s or jnstance
Reset.r¢q FAL Object Specific Data Cgnveys a requ from L User to reset specified
User (optional) geﬂject s§ Oninstance
Create.lleq FAL Object Spegific Data eys a ques rom FAL User to a targeft object
User (optional%\ cregte’a s angé of the specified object|class
Delete.rfeq FAL Object Spesific nveWst from FAL User to a targef object
User (optlonal) to delete an-irfstance of the specified object [class
Start.req FAL Object Specific Pata \ nveys a request from FAL User to a targef object
User (optional) \Qs r¥’an instance of the specified object class
Stop.re FAL ect Specific D\b&) ff?veys a request from FAL User to a targeg object
lrkser |ona| stop an instance of the specified object clpss
Find_next_object_ AL aximym Retur Conveys a request from FAL User to a targef device
instancg.req er alyes to find the identifier of the next unused instapce of
the specified object class
NOP.re F None \) Conveys a request from FAL User to a targeft object
/\ Use \ to send back a corresponding NOP responsg
Apply_Attributes.req F OMecific Data Conveys a request from FAL User to a targeft object
/\ \@er tional) to activate pending attribute values
Save.refy \(Zgject Specific Data Conveys a request from FAL User to a targeft object
<\ Use (optional) to save its attributes contents
Restorelre \ Object Specific Data Conveys a request from FAL User to a target object
User (optional) to restore its attributes contents
Group_$yncireq FAL Object Specific Data Conveys a request from FAL User to a targeft object
User (optional) to verify that each member of a group is
synchronized to System Time
Get_attribute_all.rsp FAL (+) Attribute Data Returns a response from FAL User to a target
User (-) Specific Status Code |object to supply values of all attributes of the
specified object class or instance
Set_attribute_all.rsp FAL (+) None Returns a response from FAL User to a target
User (-) Specific Status Code | object to write specified values of all attributes of
the specified object class or instance
Get_attribute_list.rsp FAL (+) Attribute Count Returns a response from FAL User to a target
User Attribute Data object to supply values of specified list of attributes
(-) Specific Status Code | of the specified object class or instance
Set_attribute_list.rsp FAL (+) Attribute_count Returns a response from FAL User to a target
User Attribute Status List |object to write specified values of specified list of
(-) Specific Status Code | attributes of the specified object class or instance
Get_attribute_single.rsp |FAL (+) Attribute Data Returns a response from FAL User to a target
User (-) Specific Status Code | object to supply values of the specified attribute of

the specified object class or instance
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Primitive name Source | Additional parameters Functions
Set_attribute_single.rsp | FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to write the specified values into specified
(-) Specific Status Code | attribute of the specified object class or instance
Reset.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that the instance of the specified
(-) Specific Status Code | object class has been reset
Create.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that the instance of the specified
(-) Specific Status Code | object class has been created
Delete.rsp FAL (+) Object Specific Data | Returns a response from FAL User to a target
User (optional) object to confirm that the instance of the specified
(-) Specific Status Code |object class has been delet?d-\
Start.rs FAL (+) Object Specific Data | Returns a response from L User toaMarget
User (optional) object to confirm that the insta of\the spgcified
(-) Specific Status Code | object class has sta}t@i\
Stop.rs{ FAL (+) Object Specific Data | Returns a response from KARNUse oMa
User (optional) object to confi e of the spgcified
(-) Specific Status Code | object class has stopp
Find_nelxt_object_ FAL (+) Number Of List Returns ser to a targgt
instancg.rsp User Members devi i i i f the next unusqd

Instance ID List ingtance of\the specified\objett class

(-) Specific Status Code )
\e\tyr% a ponse from FAL User to a targgt
ject o, confirm that the NOP has been recgived
N

NOP.rsf FAL None /\(
Apply_Attributes.rsp FAL (+) Object Specific Data eturnmse from FAL User to a targgt
User (optional) abyect to irm that pending attribute valugs have
(-) Specifi atus Code \beemactivated

User
Save.rsp FAL (+) Object\Sped Data Wa response from FAL User to a targgt
User, (opti | object’ to confirm that its attributes contents have
\(\) pecifi tus ©ade | been saved

N
(+) Objest Sp Tﬁ‘sD\ata/ Returns a response from FAL User to a targgt
ptional) object to confirm that its attributes contents have
}-) pecific tus ‘§ode | been restored

Restore}rsp
Group_$ync.rsp \/ lsSynchronized Conveys a request from FAL User to a target object
bj Specific Data | to verify that each member of a group is

optiona synchronized to System Time
(-NSpecific Status Code

C
w
}}ww
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Table 198 — Primitives issued by FSPM to FAL user

Primitive name Source | Additional parameters Functions
Get_attribute_all.ind FSPM same as in .req primitive Indicates reception of Get_attribute_all.req
Set_attribute_all.ind FSPM same as in .req primitive Indicates reception of Set_attribute_all.req
Get_attribute_list.ind FSPM same as in .req primitive Indicates reception of Get_attribute_list.req
Set_attribute_list.ind FSPM same as in .req primitive Indicates reception of Set_attribute_list.req
Get_attribute_single.ind |FSPM same as in .req primitive Indicates reception of Get_attribute_single.req
Set_attribute_single.ind FSPM same as in .req primitive Indicates reception of Set_attribute_single.req
Reset.iad ESPNM sSame-as-in _n:\q primiﬁ\la lndicates ranonhnn of-Resel- ron
Createlind FSPM same as in .req primitive Indicates reception of C(reate}\

Delete|ind FSPM same as in .req primitive Indicates receptl%ﬁ Del€lte:

Start.ind FSPM same as in .req primitive Indicates recep({)nk{%@rtx\
Stop.ind FSPM same as in .req primitive Indicates A&J\}r\of\ \r\q \

Find_nlext_object_ FSPM same as in .req primitive Indica re eptlon

instande.ind Find<next™ &n\tance eq

NOP.ind FSPM same as in .req primitive m\o \o\\GP/
Apply_[Attributes.ind FSPM same as in .req primitive ( Irtd'iyates\re\ceh"r&{cﬁ\pply_Attributes.r

Save.ind FSPM same as in .req prlm@é\ mﬁatﬂ\recas.gion of Save.req

Restorp.ind FSPM same a<n \ra\ p<m|t|ve< Inchcat%s)retref{tion of Restore.req

Group|Sync.ind FSPM same as |nX. que lndichption of Group_Sync.req

4%
Qo

Get_atfribute_all.cnf FSPM same asﬁl .rsB{rim\m{e In\d'\cates reception of Get_attribute_all.fsp
Set_atjribute_all.cnf FSP, same as \I\{ rs}s\pr' itive Wates reception of Set_attribute_all.rgp
Get_atfribute_list.cnf FS%WI \%me as\s\\\s\p WUV?\/ Indicates reception of Get_attribute_list.fsp
Set_atfribute_list.cnf }‘S\PM sam(?s\ln WP priiti Indicates reception of Set_attribute_list.fsp

Get_at ribute_signl/e./éx\f \§SPM }aTe ﬁ\irhrgp primitive Indicates reception of Get_attribute_sindle.rsp

Set_at ribute_singw IE‘Q:’M \s\am‘e\{s iNsp primitive Indicates reception of Set_attribute_single.rsp

Reset.¢nf /\\ F\SKM\ saWrsp primitive Indicates reception of Reset.rsp
N

Createlcnf \ \\RQPM Win .rsp primitive Indicates reception of Create.rsp

Delete|cnf ( \RSN %me as in .rsp primitive Indicates reception of Delete.rsp
Start.cwf/\\ \\ F§€M same as in .rsp primitive Indicates reception of Start.rsp

Stop.cpf \F\SP\/I same as in .rsp primitive Indicates reception of Stop.rsp

Find_nfext objea\> FSPM same as in .rsp primitive Indicates reception of

instande.cnf Find_next_object_instance.rsp

NOP.cpf FSPM same as in .rsp primitive Indicates reception of NOP.rsp
Apply_Attributes.cnf FSPM same as in .rsp primitive Indicates reception of Apply_Attributes.rsp
Save.cnf FSPM same as in .rsp primitive Indicates reception of Save.rsp
Restore.cnf FSPM same as in .rsp primitive Indicates reception of Restore.rsp
Group_Sync.cnf FSPM same as in .rsp primitive Indicates reception of Group_Sync.rsp

8.3 Parameters of primitives

The parameters used with the primitives exchanged between the FSPM and the ARPM are
described in Table 199.
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Table 199 — Parameters used with primitives exchanged between FAL user and FSPM

Parameter name

Description

AREP :
Local identifier
UCMM Record identifier
Transport identifier

Identifies the entity to be used to convey the service. This parameter may us
dedicated identifier associated with a local entity, the identifier of a UCMM

ea

transaction record previously created, or the transport identifier returned by the

connection establishment process and associated with the selected AR.

Receiver/Server Local ID

Generated by the Message Router ASE of the responding node. Identifies locally

this invocation of the service. It is used to associate service responses with
indications.

Path : In the request, it specifies the FAL APO or FAL APO element that is the destination
Routing Path of the service request.
Addit; ||a: pat:l :II thU ;Ild;\aat;ull, ;t UUIIta;IIO Ull:y thUOU OUHIIICII:O bcyulld t:lc } ;UC!: \J:GQO =] ment
from the service request, i.e. the optional additional information foxthe tafgef APO
(Add.Path).
Port ID| Indicates on which port of the device the service indi};&v’i&q arri(«{e&
Service status : Provides information on the result of service executioq. I1t\ i
Statu$ Code (mandatory) |confirmed service response primitives (+ and -
Extended Status Status code indicates the type of error (see |
(conditional) Extended status code gives details of th;x&t{tu (s&l ails).
Attribufe Data 1) A stream of information containing all o ut \.C{s%s/Objects which
support this service shall define theformatof this'parameter:
2) An array of structures, predefinéd b)(_{he or the\given service
Attribufe Count Number of attribute numbers(ifrr\th\Q a/téri}/ut?\list
Attribufe list [] List (array) of tlze/e}nkibut?/n\émbérs of (he @b tes’to get from the class or object
Attribufe Number Number represe}NQg tﬁe\;rt{ibuté\value}\ /
Attribufe Status Status informatiopof attribute
Attribufe Value Sequence of daté\spew tka}b@% of the object or class
Object [Specific Data lassNnstance spe ificwneters Class/Instance specification shall specify the
format.
N
Instange ID l \@ydg\%sign(e&chm\id(%@ﬂﬁe%ewly created object
Maxim$im ReturneQ/G}Nges Maxi@m umbe&ch\ws}%ce ID values to be returned in the response messpge
Numbey Of List Meer;/\Mbe}Qf Iné@nc%Ds specified in response message
—
Instande ID List /\ he{ur d Inst%ye ID List. The Instance IDs are returned in 16 bit integer fie|ds.
IsSynchronized \ \LQdic\a@s\lT\ebjéct is synchronized to the PTP Time Master
84 F
FSPM [State
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9 Application relationship protocol machines (ARPMs)

9.1 General

This fieldbus has Application Relationship Protocol Machines for:

e connection-less application relationships,

e connection-oriented application relationships.

Connection-less relationship is of one type only.

Connegtion-oriented relationships fit into one of 7 transport classes:

Although similar, each of these transpo

9.2 Connection-less ARPM (UCM

9.2.1 General

Functigns of the conne

(UCMNI) object. M
limited|to a sink
outstanding message

Non-blocking, Fragmenting

O Null (or Base)

1] Duplicate Detection
2| Acknowledged

3| Verified

4 [ Non-blocking

5

6

Multipoint, Fragmenting

ded by the Unconnected Message Mpnager
onnected request/response message sgrvices,
iple”outstanding messages. The required number of
tation specific. The UCMM shall be present in all

nodes, and shall supg 1t 168 eowtstanding message.
9.2.2
The UC the following services:
UCMM_Create Creates an instance of transaction record. Puts UCMM into Running state. This
ervice is local, it does not result in a PDU being sent.
UCMM-Delete Deletes existing transaction record. Puts UCMM into Inactive state. This servicg
is local, it does not result in a PDU being sent. This service is local, it does not
Tesult in a PDU being sent.
UCMM_Write Writes an item of application data into Transport PDU buffer ; this results in
sending the data to a specified target.
UCMM_Abort Aborts existing transaction.

Refer to IEC 61158-5-2 for detailed definition of these services.

Primitives exchanged between UCMM and FSPM are shown in the following Table 200 and

Table 201.
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Table 200 — Primitives issued by FSPM to ARPM

61158-6-2 © IEC:2007(E)

Associated

Primitive name Source Functions
parameters
UCMM_Create_req |FSPM fixed tag Conveys a request from the FSPM to the ARPM to
max retries, create a transaction record.
UCMM_Delete_req |FSPM record Conveys a request from the FSPM to the ARPM to
delete previously established transaction record.
UCMM_Write_req FSPM record Conveys a request from the FSPM to the ARPM to send
destination ID an item of application data using a previously created
UCMM service transaction record.
response timeout
tlalloa\.ﬁt;ull 'JI;UI;ty
application data /\
UCMM |Write_rsp FSPM record Conveys a response from th i sage
application data Router to the ARPM to se resp
UCMM_Send_req using & previously baction
record.
UCMM |Abort_req FSPM record ied

Aborts the transactign CW 'ng\\tf:?speci
transaction rec ; removes packet ¥rom the |ocal

DLL if it has nQt yethekn tkarsmitted.

Table 201 — Primitives issued by, P

to FSP

A4 9 e

N

. Associ
Primjtive name Source
paraméters
UCMM| Create_cnf |ARPM record Copveysia confi tion from the ARPM to the F§PM
service_status \bk@t ansaction record has been created.
UCMM|Wwrite_ind | ARPM ySan/fndication from the ARPM to the Message

Con

bouter hat data has arrived on the previously crg
ion record. The Message Router then pas

the indication to the appropriate application objeqd

ated
ses
t.

UCMM|Write_cnf

ARP

Conveys a confirmation from the ARPM to the M4

previously created transaction record.

Router of the execution of FSPM UCMM_Send_r¢q on a

ssage

9.2.3

The pa
descrik

N\
servige'statu w
appfcation data

PM are
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Table 202 — Parameters used with primitives exchanged between FSPM and ARPM

Parameter name

Description

record

Identifies unambiguously the instance of the temporary connection along which the
FSPM has issued a UCMM_Send request primitive. A means for such identification is

not specified in this standard.

application data

Conveys FAL-User data.

fixed tag

Set to value of 0x83 for UCMM and 0x88 for Management UCMM

destination ID

Unabiguous identifier (MAC ID) of the source node of UCMM_write_req.

source ID

Unabiguous identifier (MAC ID) of the destination node of UCMM_write_req.

service

Ime service pdraeter shidll Specity the aelivery mecnarisim to use-l10
shall be one of :

Request:With:No_Response =4 (no acknowle
Request_With_No_ACK = 7 (retries untill resp
Request_With_No_Retry = 8 (with respons

NOTE These values correspond to command de co taln

ge and

hder

timeout

Duration of the transaction in microseconds. | nf s received i
the time-out expires, the transaction is orte parameter S|
TIMEOUT.

efore
hall be

retries

Conveys the maximum aIIowabIe(Pm{n\Q /&f et/l\s

create_gtatus

Status returned wit eate
- success
- cannot crea

send_sthtus

Status returned with JCMM_Se

ejr descriptions of the UCMM Client are listed in Table 203.

Table 203 — UCMM client states

State Description
Inactive The record for UCMM transfer does not exist.
Running The record for UCMM transfer has been created.
Waiting for response Client sent an item of application data and is waiting for a
response.

9.2.4.1.2 State transition diagram

Figure 28 shows the state transition diagram of UCMM client.
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Delete Record

Create/
Create Record

Running 2 |

Write/ Abort/ Response Timeout/l  Response Arrives/
Send Packet |Stop Timers | Notify: Timeout Notify: Response
Start Timers

Waiting for Response 3 |

L

Delete/ (from any state)
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Retry Timeout/
Resend Packet
Figure 28 — State transition diagram of UCMM cli
9.2.41.3 State event matrix
The state transitions for the UCMM Client shall be as specifi
Table 204 — State event matri
Event ( }tate \/
v
Inactive (\\R«u/f g/\ Waiting for respopse
Createlreq ) create re
) transition t
Runnmg
Delete|req no action recerd 1) Delete record
|nc nt SEQUENCE | 2) increment SEQUENICE
3 ransitio Inactive 3) transition to Inactivg
Write.req \ﬂq( \ﬂje packet confirm status = BUSY
tus 2) start Response Timer
| LID_ initialise Retry Count
4) start Retry Timer
/\ }) transition to Waiting
Abort.rleq \/ no action 1) stop timers
Shatusd 2) increment SEQUENCE
/\ NN ID_R SRD 3) transition to Runninp
Retry Timeout 1) Decrement Retry C¢unt IF
Requegt pack Retry Count expired
availaljle 2) Notify: Timeout-No ACK
3) Free request buffer
4) Increment Sequence #
5) Stop Response Timpr
6) Transition to Running
ELSE.
1) Resend packet
2) Restart Retry Timer
Respohkse H-eonfirmwith-statust
Timeout TIMEOUT-No Response
2) increment SEQUENCE
3) transition to Running
Response no action 1) confirm with status =
Arrives SUCCESS
2) Send ACK_RESP, unless
response indicates no
ACK_RESP desired
3) increment SEQUENCE
4) transition to Running
ACK_REQ Arrives, sequence No Action 1) Free request buffer
number matches stored value 2) stop retry timer
ACK_REQ Arrives, sequence No Action No Action
number not equal to stored
value
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The sequence number shall be set to zero at initialisation. The sequence number value shall
be maintained in the inactive state, to be used when the record transitions to running. The
retry timeout value shall be fixed for the link at a value which guarantees that both the client
and server nodes have an opportunity to transmit an unscheduled packet.

The response time-out is the response time provided when the record is created.

9.2.4.2 High-end UCMM server
9.2.4.21 Functions

When a packet arrives at the server an instance of a transaction shall be created if resources
are avtilable. If resources are not available the packet shall be dropped. en the instance is
created, a transaction record shall be created for that instance. This recgq ive for
the life| of this transaction. The transaction shall end:

o when an ACK_RESP is received after a response was sent;
e when the response time timer expires; or

e whgen a new packet is received after a response was s
9.2.4.2.2 States

The defined states and their descriptions of Ahe Server are ligted in

Table 205.

Table 205 — High-end UCM

State \ (\ \Q}sgr/iaion
Inactive Thé\QM\GMM\Nap}fe{\d%s not exist.

Waiting for Data p§ck rriv, Wransaction ID. New record is created.
Response \}hg ervenis waitingafor ponse to be sent by the Server application.

Responsg/séxg \} Ser@r%&glic}ﬁ{)n\%ya response.

9.2.4.2.

Figure
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Response Timeout /

Inactive 1 Abort/  (From any state)

Delete Record

(Fromany state) Packet Arrives /New Transaction ID

Delete Record
(From any state)
Notify : Time-out

Create New Record
Notify: Data Arrived

61158-6-2 © IEC:2007(E)

9.2.4.2

The state transitions for the high-end UCMM server shz

The se
be ma
retry ti

The re

.4

(From any state) Send ACK_REQ (Code 2)
| Waiting for Response 2 |—
I I Packet Arrives /
Packet Arrives / Send R ' Existing TransactionID
acke ives end Response,
Existing TransactionID P New Sequence No.
Existing Sequence No gend RReSPO}rl'Se Notify : Data Arrived
: tart Ret imer
Notify : Dup. Arrived Y Send ACK_REQ
Send ACK_REQ
1 Response Sent 3 '_
Receive ACK RESP _Seqi QK |  § | I | ¥
Free Response Buffer | J 1 4| | ] '
Delete Record Receive ACK_RESP Retry Timeout/  Packet Arrives /

Sequence #NG/ Resend Response

" if response buffes
Discard ACK_RESP pot freed

State event matrix

T Exisiting Sequence No.
Notify: Dup. Arrived
Resend Message

»Exisiting TransactionID

g. The
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Table 206 — State event matrix of high-end UCMM server

Event

State

Inactive

Waiting for response

Response sent

a

Packet arrives
request (code 2)
New Transaction ID

nd source address

1) Create new record
2) Notify: Data Arrived
3) Send ACK_REQ
4) Start Response Timer
5) Transition to
Waiting for App
Response

Not Applicable

Not Applicable

Packet arrives

1) Create new record

Not Applicable

Not Applicable

r
N
al

queSt (COUE 7)
ew Transaction ID
hd source address

2y Notify—DataArrived
3) Start Response Timer
4) Transition to
Waiting for App
Response

=10

]

acket arrives
Xisting Transaction

hd source address
ew Sequence #

Not Applicable

No Action

M

acket arrives
Xisting Transaction
D

Not Applicable

Wify: Dup. Arrived
(Optional)

>2) Resend Response

<

Elxisting Sequence # /\ Message
Response Timer Not Applicable 1) Notify: Timeout
Elxpires 2) Delete record
3) Transition to Inactive
Abort Error 1)D eWord 1) Delete record
A /\ ) Transjtion to Inactive | 2) Transition to Inactive
Slend Response Emrvor \k Error

1) Send Response
2) Start Retry Timer
3) Transition to

Response
Sent

sequence number not
equal to stored value

Retry Timeout otNAppll Not Applicable 1) Decrement Retry
Count IF Retry Countf
expired
2) Free Response buffer
3) Stop Response Timef
4) Transition to Inactivel
ELSE

1) Resend Response
message

2) Start Retry Timer

ACK, RESP arriM No action No action 1) Delete record

spquénce number 2) Transition to Inactive

matches-stored value

ACK_RESP arrives, No action No action No action

The response time is the response time received in the message header.

9.2.4.3

9.2.4.3.1

Low-end UCMM server

Functions

The low-end server cannot support the following features:

perform response message retries,

detect duplicate messages.
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9.2.4.3.2 States

The defined states and their descriptions of the UCMM Low-end Server are listed in Table 207.

Table 207 — Low-end UCMM server states

State Description

Inactive The record for UCMM transfer does not exist.

Waiting for Response |Data packet arrived with new Transaction ID. New record is created.
The Server is waiting for response to be sent by the Server application.

9.2.4.3.3 State transitions

Figure[30 shows the low-end UCMM server state transition diagram.

Inactive 1

Packet arrives / new Trapsaction
Create

Send Response/ Create New Record

Send Response No_ ACK Notify: Data Arpive

(0
[ vemema £ D)

Packet Arrives /
Exisiting Transaction ID
Exisiting Sequence #
Notify Dup. Arrived

Figure 30 —

9.2.4.3.4 Sta;;:ev
The state transitio \ M server shall be as specified in in Table 20§.

State

Ev
@ K Inactive Waiting for response

Packe ri?és 1) Create new record Not Applicable
New Transaction | 2) Notify: Data Arrived
and(Source a s 3) IF Response not immediately

available, Send ACK_REQ
4) Transition to
Waiting for App Response

Packet arrives No action No action
Existing Transaction ID
and source address
New Sequence #

Packet arrives No action 1) Notify: Dup. Arrived
Existing Transaction ID (Optional)
Existing Sequence #

Send Response Error 1) Send Response_No_ACK
2) Transition to Inactive

ACK_RESP arrives No action No Action
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9.2.5 Examples of UCMM sequences

Figure 31 shows a sequence diagram for a UCMM with one outstanding message and
Figure 32 shows a sequence diagram for a UCMM with multiple outstanding messages.

Application  Client Server  Application
UCMM UCMM
Create(Tr #3) _ _ Request Arrived
Write(Tv 5% g~ Send Seq. Cnt = 0, Rec# = 03, Request Data (Tr#2)
ACK -

Response
(Tr#3) Seq. Cnt = 0, Rec# = 03, Response Data Send Respond(Tr #2)

e = - o = = o
Delete(Tr #3) ACK

...... r

Create(Tr #3) Requedt Arrived.
...... »
Write(Tr #3) Send Seq. Cnt = 0,Rec# = 03, Request Data /\
Response ACK
(Tr#3) -—— Seq. Cnt = 0, Rec# = 03, Response Data /Eé'“{ | B3pehdTr #2)
ACK %cquc Arrived
Write(Tr #3) Send Seq. Cnt = 1, Rec# = 03, Request D& Tr #2
Response ACK N
(Tr#3) -—— Seq. Cnt = 1, Rec# = 03, ngpongf.\Data nd >e_sp_0£1d(Tr #2)
Delete(Tr #3) ACK \ & /
...... »
Crcatc('l:f _#_3_)_. Request Arrived
Write(Tr #3) Send (Tr#2)
-
\_(ACK Z

=03, Régonse Data Send Respond(Tr #2)
==

- t\, 2
m X
Rew
Response
(Tr @ l} eqsCat =0, Rec# = 03, Response Data |  Resend
-1
Delete(Tr /& \\/> ACK

action: Instance is created, request is written, response is refurned,

Examp
and ins

Example.2. Two transactions/same instance: In this case the instance is opened and two
requests are sent.

NOTE 1 The client waits for the first response to return before issuing a second request using the same
transaction number.

Example 3. Lost response: In this case the response is lost and the server issues a retry.
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Avpplication  Client Server  Application
UCMM UCMM
Create(Tr #3)
Write (Tr #3)" Send Seq. Cnt = 0, Reg# = 03, Request Data RequiSt Arrived(Tr #2)
Create( Tr#4)” ACK
Write(Tr #4) Send Seq. Cpnt = 0. Reag# = 04. Reauest Data Reayest Arrived(Tr #1)
ACK
Response
(Trad) Seq. Cnt = 0. Rea# = 04, Response Data], Send | Respond(Tr #1)
Response ACK
(Tr#3) Seq. Cnt = 0. Rea# = 03, Response Datal,  Send | Respond(Tr #2)

007(E)

Examp
secong

NOTE 2

Examp
issues

Transgction instap

9.2.6

Any de
UCMM
fixed t4

e tra

Figure 32 — Sequence diagram fg

Delete(Tr #4) | ACK

Delete(Tr #3)
...... »!

Create( Tr#3)’
Write(Tr #3) Send Seq. Cnt = 0, Reg# = 03, Request Data
ACK lostX \
[Write(Tr #3) Resend Seq. Cnt = 0, Reg# = 03, Request D,
ACK lostX
Write(Tr #3) Resend Sea. Cnt = 0, Reg# = 03, Requést @
! LN\ 2/
Timeout ACK lostX
Tr #3) -

le 4. Multiple ou ient creates two instances and §|
request before the

ar for the second request.
le 5. Ti .l thisNcask\ thexserver application does not respond and thsg
a timeout. ' uses »/an error status to be returned to the appl

nsdactions for the Management UCMM server shall be transmitted on fixed tag 0x4

ends a

client
cation.

ement
to the

8;

e th

AL MR- WIW] 1 T St e Lok ! b !
VidTTayCITICITt UUNVIVE STITVTT STIAIT TTUL T alTSTITt aity JdaURELS UTIICSS TS TTUUT LUTI

Keeper object in the master state.

ains a

Any device may implement the Management UCMM client. The Management UCMM client is
identical to the fixed tag 0x83 UCMM client except that transactions for the Management

UCMM

client shall be transmitted on fixed tag 0x88.

NOTE Messages to the Keeper object are broadcast since all devices are permitted to implement this object. To
facilitate communication to the Keeper object without impacting non-Keeper devices, these messages are
transmitted on a different fixed tag.
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9.3 Connection-oriented ARPMs (transports)
9.3.1 Transport PDU buffer
9.3.1.1 Transport PDU format

The TPDU buffer contains a TPDU packet. The TPDU packet consists of a transport header
and data. Applications shall write data to and read data from the TPDU buffers directly.
Instances of transports shall write and read the transport header in the TPDU buffer while
consumers shall write data to the TPDU buffer and producers shall read data from the TPDU
buffer. The TPDU buffers and buffer management are not part of the communication services.
This process is shown in Figure 33.

Client
Transport

T-PDU Packet

T-PDU Packet

Applicption ifation

Data  T_PDU Buffer

9.3.1.2

TPDU single
bufferi d.
Implen

Applications aren gger is
issued| Failure toNinit fue for

producers and the g

9.3.1
Transplor, e application through events. The valid events are as sgecified
in Tabl
Table 209 — Notification
Client Server
—Event
Class 0 | Class1 | Class2 | Class 3 | Class 0 | Class1 | Class 2 | Class 3
Data Arrived n n n n
Duplicate Arrived n n n
Acknowledgement n
Verification n

NOTE A Duplicate Arrived event is normally not of interest to the application; however, it might be useful in
triggering a watchdog timer to indicate that the client’s application is alive and triggering.

9.3.2 Transport classes

Applications interface to transport services through the supported transport classes.
Table 210 lists the general-purpose transport classes that have been defined for the systems.
Each transport class provides a different level of functionality. Transport class 0 provides the



https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

- 168 — 61158-6-2 © IEC:2007(E)

minimum functionality required of a transport class, enabling data transfer between
applications.

Table 210 — Transport classes

Class number Class name
0 Null (or Base)
1 Duplicate Detection
2 Acknowledged
3 Verified
4 Non-blocking
5 Non-blocking, Fragmenting
6 Multipoint, Fragmenting

9.3.3 Common primitive definitions

Transport classes shall provide the following services:

TR_Wrife Writes an item of application data into dent

through the pre-established connectigon

TR_Trigger Causes an item of apph

TR_Packet_arrived Indicates to the Transpo
PDU buffer. This servicg-i

Eport

TR_AcKk| received er

TR_Verify er

Ct. This

TR_Staf

Primiti lowing
Table 2
211 - Primitives issued by FSPM to ARPM
Prirr1itive name \Sﬁ.lrc Associated Functions
e parameters
TR_Wriile req FSPM | Transport identifier | Conveys a request from the FSPM to the ARPM to write
Application data application data into Transport PDU buffer.

TR_Trigger.req FSPM | Transport identifier |Conveys a request from the FSPM to the ARPM to trigger
transfer of application data from Transport PDU buffer to
the Link Producer.

TR_Verify.req FSPM | Transport identifier |Conveys a request from the FSPM to the ARPM to trigger
transfer of write verification data into Transport PDU buffer.
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Table 212 — Primitives issued by ARPM to FSPM

Primi

Associated

Functions
parameters

tive name Source

TR_Pack

et_arrived.ind | ARPM | Transport identifier | Conveys an indication to the FSPM that an item of data has

Data arrived arrived at the Link Consumer.
Duplicate arrived

TR_Ack_

arrived.ind ARPM | Transport identifier | Conveys an indication to the FSPM that an
acknowledgement has arrived at the Link Consumer.

TR_Status_Update.ind | ARPM | Transport identifier | Conveys an indication to the FSPM that a new status has

arrived at the Link Consumer.

TR_Veri Vi cnf ARPM Transport identifier (‘nn\/ayc a caonfirmation from the ARPM to ESPM ta indicate
reception of verification DLPDU. /\

9.3.4 Parameters of common primitives
The pgrameters used with the primitives exchanged between PM.and t PM are
descrijed in Table 213 .

Table 213 — Parameters used with primitives e)?}ang\ between kS and ARPM

Parameter name (De@tion \/
Transpdlrt identifier Identifier of the instapsg of the/}.éns}& 'n)/ok{d\i{] th\ﬁansaction
Applicatjon data Contains applicat|o |ce re uest/\gsponse)}érameters or user formattgdd data).
Data ar;lie:/ed The Data_Arrived and r|ve para rs indicate whether the new packet
Duplicafe arrived contains new data, o whether it\: pllcate from a previously received pagket.
9.3.5 Transport state
9.3.5.1 Functions
Transport class 3yt class, and can use either a point—to—ppint or
multipgint connectid y used to transmit or receive inputs on a multipoint
connegtion or outpu{: connection.
Possibje use s 0 include sampled inputs, standard outputs, cyclig block
transfers, diagnos d communication between controllers and operator inferface
devices.
Since [transp@ 0 does not detect duplicate data packets, the target applicdtion is
responsible-for detegting them. A duplicate data packet is a retransmission of the lagt data
packet|sent-Figure 34 shows the actions which take place during a data transfer usingr client

transpart\class 0 and server transport class 0
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Packet
Arrived

Server
Transport
Class 0

Client Send
Transport }oseees]

Link
Producer

T-PDU Packet

Trigger

T-PDU Packet T-PDU Packet

T-PDU Buffer T-PDU Buffer
Data Data
NOTE The client transport instance does not write a sequence count to the client-side T-PDU buffer,

server tremspo a
is defindd as a don't care

Figure 34 — Data flow diagram using a client transp
and server transport class 0

Figure[35 shows the sequence in which actions take place wh
transport class 0 and server transport class 0.

“.. Data Arrived

and the
t header

sing client

Application Client Producer Applicatjon
TOo
Writd L
Data K)/
> Update Data
Trigder Send Seq[ Cnt =Don't CareyData _Buffer
T | Data Arrivied
i -

NOTE:

All values of sequence count are val
in all cases, their values are ignored.

of data transfer using transport class 0

9.3.5.2
9.3.5.2.

The fu sli angport class 0 is just to pass the trigger service from the app
to the { service. It is useful for the client transport class 0 to be show
a highilevel-desigr_view. In actual implementations, the application may trigger the pr
directly. An.idle staté is provided for consistency with other transport classes. In the id

ication
n from
pducer
e state

all eveptsy’except delete and start, are ignored.

A class 0 client transport is responsible for:

e accepting the client application’s trigger that it has written a data packet to the client-side

TPDU buffer,

e writing a transport header to the TPDU buffer for each packet that the client application

writes to the client—side TPDU buffer (optional),

e triggering the producing node of the network connection to produce the TPDU packet on

the link and send it to the consuming node of the network connection.

9.3.5.2.2 States

The defined states and their descriptions of the Class 0 Transport Client are listed in

Table 214.
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9.3.5.2.3

Table 214 — Class 0 transport client states

State

Description

Non-existent

The instance of Transport Class 0 does not exist.

Idle

The instance of Transport Class 0 has been created but not yet started.

Running

The instance of Transport Class 0 has been created and started.

State transitions

State transition diagram of the class 0 client transport is shown in Figure 36.

9.3.5.24

State even

State qvent mat@

the clasx0 chie

Non-existent

Create Delete
Idle 1
Start Step

el O

— Class 0 client SEM

AT
N

State
ent o \ NMistent Idle Running
C%& \ %nsition to Idle Error Error
Delete Error Transition to Non-existent Error
Start Error Transition to Running Error
Stop Error No Action Transition to Idle
Trigger Error No Action Send

9.3.5.3
9.3.5.3.1

The function of server transport class 0 is to pass the packet arrived event from the consumer
to the producer as a data arrived event. It is useful for the server transport class 0 to be
shown from a high-level design view. In actual implementations, the application may receive

Transport class 0 server

Function

the event directly from the consumer. In the idle state all packet arrivals are ignored.

A class 0 server transport is responsible for:

e accepting the notification from the consuming node of the network connection that it has

written a data packet to the server—side TPDU buffer,
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e locating and reading the transport header of each packet that the consuming node of the
network connection writes to the server—side TPDU buffer,

e notifying the server application that data has been written to the server—side TPDU buffer.
9.3.5.3.2 States

The defined states and their descriptions of the Class 0 Transport Server are listed in
Table 216.

Table 216 — Class 0 transport server states

State Description
Non-existent |The instance of Transport Class 0 does not exist. (
Idle The instance of Transport Class 0 has been created b%{\ot\;et stacted,
Running The instance of Transport Class 0 has been created nd\\t%d. \>

9.3.5.3.3 State transitions

State tfansitions of the class 0 server transport are shownin Rigure\3

Non-existent 0

9.3.5.3.4

State gve ass 0 server transport is shown in Table 217.

Table 217 — Class 0 server SEM

State
—Event
Non-existent Idle Running
Create Transition to Idle Error Error
Delete Error Transition to Non-existent Error
Start Error Transition to Running Error
Stop Error No action Transition to Idle
Packet Arrived & No action No action Notify: Data Arrived
Data Arrived Notify =
TRUE
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9.3.6 Transport state machines — class 1
9.3.6.1 Functions

Transport class 1, like class 0, shall allow either a point-to—point or multipoint connection.
Unlike class 0, which has no transport header, the class 1 transport shall include a sequence
number, which is used to detect the delivery of duplicate data packets.

NOTE 1 Class 1 is preferred to class 0 for targets because the target application does not have to perform
duplicate detection, which reduces the overhead required in those end nodes that support the change of state
transport trigger. Class 1 permits an efficient change of state trigger, since was designed to allow change of state
data transfers.

Figure -38—shows—the—actiors—which—take—place—during—dats

: client
transport instance and a class 1 server transport instance.

Client
Transport
Class 1

Producer /.1 bhy packet

Transport
Header /T_pDU Packet

>

=i
o
—
=

o

©

=

=

=}

T-PDU Buffer

Data
NOTE ) a ient transport and data from the appli¢ation.

Figure i actions take place when transferring data using client

NOTE 2

n a new
data san hta. This
is becal es fault
toleranc

NOTE 3 ate data

or not, b



https://iecnorm.com/api/?name=f0f0fe52a07383c074a93d76463d71e8

- 174 - 61158-6-2 © IEC:2007(E)

Application Client Producer Consumer Server Application
n T1
Write
Data .
) Update Data
Trigger Send Seq. Cnt = 1, Data _Buffer
Write .| Data Arrived
Data )
Write
Data \
</ Update Data
Trigger Send Seq. Cnt = 3, Data
Trigger Send Seq. Cnt = 3, Data
Write
Data

4.>
Packet Lost Q
Trigger Send ]

Seq. Cnt = 4, Data

Trigger Send Seq. t—(&
Q&g am of data transfer

1 and server transport class 1

Updagte Data
_ fer

. Data Arrived

Transp n with a heartbeat timer to keep a conpection
open ¢ data is transmitted. The heartbeat timer shall be
initialis S 3de€ of the network connection transmits a packgt, and
shall b i i e, or the maximum time between data transmissions, is
less th { or the network connection. When the heartbeat timer
reache Raximum Ve iggers the client transport instance so that the producing node
produc i acket in the client-side TPDU buffer before the connpection
times qui, siming Wode of the network connection, recognising that the packet has the
same ¢ e last packet it received, may or may not overwrite the packet in

the se
since t

hey can bestassess the impact of additional processing.

Applicati
samples that were sent to maintain the connection. To maintain the connection, a timer may
be used to trigger the production of the current data in the TPDU buffer. To transmit new data
the application would first write to the TPDU buffer and then trigger the client transport.

Applications could use this transport class to distinguish between new samples and old
samples that were sent to maintain the connection. To maintain the connection, the data
arrived and duplicated arrived events may be ORed together to reset a timer. If this timer
were to expire, the application would know that no data was received within the designated
time. The data arrived event would identify new samples of data. This may allow applications
to reduce their overhead by only processing new data samples.

Possible uses of transport class 1 include sampled inputs, standard outputs, cyclic block
transfers, diagnostic events, and communication between controllers and operator interface
devices.
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9.3.6.2 Transport class 1 client
9.3.6.2.1 Functions

Transport class 1 starts with the behaviour in class 0 and adds a sequence count. This
sequence count is incremented by the client transport class when data is written to the data
buffer. When the transport receives a write event, it shall increment the sequence count.
When a trigger event is received the transport shall update the sequence count in the TPDU
buffer and invoke the send service.

Applications could use this transport class to distinguish between new samples and old
samples that were sent to maintain the connection. To maintain the connection, a timer may
be usef 10 Trgg w data

A clasg 1 client transport is responsible for:

e acgepting the client application’s trigger that it has written a e cliept—side
TPPU buffer,

o wrifi \ client application
wrifes to the client—side TPDU buffer,

e initjalisi [ \ - t packet transmlﬂted) or
incf " ’

e triggering the producing node of the V ( p ket on

thel link and send it to the consuming.no
9.3.6.2.2 States

The defined states and /thei igted in

Table 218.

ransport client states

(\ Tabl

Stat\c.//\ > Description

Non-existeht T\n&s\nce ofj?ransport Class 1 does not exist.

Idle \ \N\e |r§§nce of Transport Class 1 has been created but not yet started.
Ru\wing\ Yhe\w\st}zce of Transport Class 1 has been created and started.

9.3.6.2.3 ifions

State tfansitions o class 1 client transport are shown in Figure 40.
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| Non- existent 0 |
Create/ Delete
Seq. Cnt=0
| Idle 1 |
Start Stop
l Running 2
Write Trigger
Beq. Count Store Seq. Cnt. in T-PDU
Seq-Coumt—++ SemdBuffer

t until it

NOTE [The sequence count is set to 0 by the create service. It is then incremented &
reaches|a maximum value of 216-1. After that it rolls over to 0.
Figure 40 — Class 1 client STD
9.3.6.2.4 State event matrix
State transitions of the class 1 client transport are s
Table 22)9\—Cla 1\clie
ate
Event kt\ \ /
Non-existent KA M Running
Create 1) Transition to Idle ror \/ Error
2) Set seq,Co t=})’"

Delete I\ErrB\ \& Trzh»e\\iﬁ(kn to NoMxistent Error

Start l M \Qaannning Error

Stop \ \Frror z \pl% Action Transition to Idle

Write /\QM\ > No Action 1) Seq. Cnt = Seq. Cnt + 1

[rigger Err No Action 1) Store Seq. Cnt. in TPDU Buffer

2) Send

9.3.6.3 nzrver
9.3.6.3.1
Transport class 1 rts with the behaviour in class 0 and adds a sequence count. The
received<sequence count is compared with the previous sequence count. If they are eqyal, the
received pnr\l(nf is considered to be a dllplir\afn pnr\l{nf If fhny are not nqunl, the rdceived

data is considered to be a new sample. There is no attempt to count how many sequence

counts

have changed between samples.

Applications could use this transport class to distinguish between new samples and old
samples that were sent to maintain the connection. To maintain the connection, the data
arrived and duplicated arrived events may be ORed together to reset a timer. If this timer
were to expire, the application would know that no data was received within the designated
time. The data arrived event would identify new samples of data. This may allow applications
to reduce their overhead by only processing new data samples.

A class 1 server transport is responsible for:

e accepting the notification from the consuming node of the network connection that it has
written a data packet to the server—side TPDU buffer,
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e locating and reading the transport header of each packet that the consuming node of the

network connection writes to the server—side TPDU buffer,

e triggering the server application that data has been written to the server—side TPDU buffer,

e comparing the sequence count of each packet with that of the previous packet,

e notifying the server application that the most recently arrived packet is a duplicate of the

previous one when their sequence counts match.

9.3.6.3.2 States

The defined states and their descriptions of the Class 1 Transport Server are listed in

Table 220.

Table 220 — Class 1 transport server states

State

Non-existent

A\ (\
Description < \ \
X

The instance of Transport Class 1 does not exi

Idle

The instance of Transport Class 1 has beeyc\e ed bum yé{stzh&eﬁ/

Ready to run

The instance of Transport Class 1 has bee cre}% \N@wamng
for a first data packet to arrive.

Running

The instance of Transport Class 1 ha ncr te\Kdyérted first
data packet has arrived.

9.3.6.3.3 State transitions

State tfansitions of the class 1 servert areshowq in Figure 41.

Delete

Stop (from any state)

Ready to Run 2 |

Packet Arrived Packet Arrived
Data Arrived Notify = TRUE/ Data Arrived Notify = FALSE
Notify: Data Arrived

"_| Running 3 |

Packet Arrived Packet Arrived

T-Header = Seq. Count T-Header <> Seq_Count
Dup. Arrived Notify = TRUE/ Data Arrived Notify = TRUE/
Notify: Dup. Arrived Notify: Data Arrived

Figure 41 — Class 1 server STD

9.3.6.3.4 State event matrix

State transitions of the class 1 server transport are shown in Table 221.
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Table 221 — Class 1 server SEM

State/
Event

Non-existent Idle Ready to run Running

Create Transition to Error Error Error
Idle
Delete Error Transition to Error Error
Non-existent
Start Error Transition to Error Error
Ready to
Run
Stop Error No action Transition to Idle /‘ﬁ*a{sition to Idle
Reset Error Error No Action \\Transitio\hﬁ){Rez dy to
AN ONE
Packef| Arrived No action No action Transmon 0 Notify. ta Agfived
Transplort Header <> Seq. Count
Data Afrived Notify = TRUE
Duplicate Arrived Notify = TRUE (
Packef| Arrived No action No action Notify: Duplicate Arrived
Transplort Header = Seq. Count
Data Afrived Notify = TRUE
Duplicate Arrived Notify = TRUE
Packef| Arrived No action No (acti }\/ Notify: Data Arfived
Transplort Header <> Seq. Count
Data Afrived Notify = TRUE
Duplicate Arrived Notify = FALSE
Packef| Arrived No actigh No\action Transition to No action
Transplort Header = Seq. Count Running
Data Afrived Notify = TRUE Notify: Data
Duplicate Arrived Notify = FALGSE \ Arrived
Packet| Arrived \&\lo actl No action Transition to No action
Transport Header <> Seq.|Count Running
Data Afrived Notify =, FALSE
Duplic@te Arrived = UE
Packef| Arrived o agtion No action Transition to Notify: Duplicate Arrived
Transport Header = S Co Running
Data Afrived Notlfy L E
Duplicate Arrived N
Packet| Arrive No action No action Transition to No action
Transport Header <> Gaunt Running
Data Arr| edWNoti y 2 AL E
Duplicat rrlve FAL
Packet| Arrived No action No action Transition to No action
Transport Header =~Seq. Count Running
Data Afrived Notify = SE
Duplicate’Arrived Notify = FALSE
9.3.7 Transport state machines — class 2
9.3.71 Functions

Transport class 2 starts with the behaviour in class 1 and adds a return connection that
acknowledges the delivery of a packet. The producer connection from the client node can be
point to point or multipoint. The connection from the server to the client is point to point.

This transport class allows the client application to be notified that the server has received the
transmitted packet. This acknowledgement tells the client application only that the data
arrived. This does not mean that the server application has read the buffer or that a new
sample can be sent without overwriting the buffer.
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The main advantage of this class over class 3 (Verified) is that the acknowledgement is
returned immediately after the packet arrives at the consumer, while the verify class requires
the application to initiate the return verification. The delays associated with receiving the
acknowledgement are small, approximately twice the time that is required for a one way
transmission.

Transport class 2 uses two network connections: the originator—to—target connection, which
can be either point—to—point or multipoint; and the return connection, which shall be point-to—
point. A multipoint connection using transport class 2 shall have a point-to—point return
connection corresponding to each client—to—server connection. The acknowledgement notifies
the client transport instance that the consuming node of the network connection has received
the packet.

If a sefver transport instance does not acknowledge receipt of the pack c nsport
instange triggers the client application to retransmit the most rece | if the
client—fo—server connection is one of the network connections of a LipQi n, data

is resg¢nt over all of the network connections of the multipej i s |server
applicgtion can return data to the client application along with i

Figure[42 shows the actions which take place during a data trexsferusi nsport
class 2

T-PD
Racket

Data
Transport
Header
Packe‘t'""a....' Data
Arrived T4 Arrived

Server
Transport
Class 2

ppli pplicafion|

Transport

Link Packet Header

Producer Data

T-PDU T-PDU
Packet Packet

T-PDU Buffer T-PDU Buffer

NOTE 1 The client and server transports each use two buffers: one for transmitting, and one for receiving.

NOTE 2 The target application is not involved in sending the acknowledgement.

Figure 42 — Data flow diagram using client transport class 2
and server transport class 2

The server transport instance initiates and sends the acknowledgement to the client transport
instance to notify the client application that it can write the next data packet to the client-side
TPDU transmit buffer. Each acknowledgement shall be received by the client transport
instance before the next packet is sent over the same client—to—server network connection(s).

Figure 43 shows the sequence of actions which take place during data transfer using client
transport class 2 and server transport class 2. In the example depicted, the acknowledgement
is the only data transmitted in the server—to—client direction. The unshaded areas in Figure 43
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indicate client—to—server data transmission, and the shaded areas indicate server—to—client
transmission.

Application Client Link Link Server Application
T2 Producer Consumer T2
Write to
-
Data Buffer )
Update Data
Trigger Send Seq. Cnt =1, Data Buffeir
—a ”Qgtg Arrived
Link Link |
Ack Consumer Seq. Cnt=1 Producer J
- Y

Vrite to . >

Ipata Buffer | Link Kk
Producer onsu
Upyate Data
Trigger Send Seq. Cnt =2, Data Buffer
) \\//" Datp Arrived
Link Ack Lost Lin
N L
Link
e Update Dat:
Producer Consumer Bgffaere* ata

Trigger Send

Dup. Arrived

Link |
Producer | /

01de hether to update the data buffer upon receipt of duplicate data packets,

At timegs, ent transmission comprises the acknowledgement and additional

data.

Figure|44,shows the sequence in which actions take place during data transfer using client
transpo ] ta are
returned to the cllent

NOTE The returned data is written asynchronously to the receipt of data from the client.

The unshaded areas in Figure 44 indicate client—to—server data transmission, and the shaded
areas indicate server—to—client data transmission.
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Application Client Link Link Server Application
T2 Producer Consumer T2
Write
Data Buffer Data Buffer
(Data=xyz
Update Data
Trigger Send Seq.Cnt=1, "Buffer
e V]}gtgﬁmved
Link Link
Ack Consumer Seq. Cnt = 1, Data = xyz Producer
Write L
Daa-Buie ik Fimk
J Producer Consumer
Update Dat
Trigger Send Seq. Cnt =2 Buffer
Link Ack Lost Link
Consumer L Seq. Cnt =2, Producer,
Data =xyz
Link Li ata Buffer
Trigger Send Producer Seq. Cnt=2 Condume (Data=zzz)
Dup. Amved
Link
Ack Consumer | Se

Possibje uses o
betwegn control

9.3.7.2
9.3.7.2.
In the

L] acdg
TP

® Wri
cligntapplication writes to it

* Implementors must decide
since they can best asses:

ansfer’using client transport class 2
ith returned data

ing ‘atranspofrt header to the client—side TPDU transmit buffer for each packet t

ication

hat the

NOTE The transport header for each packet shall include a sequence count

e initialising the sequence count in the transport header (for the first packet transmitted) or
incrementing the sequence count (for subsequent packets of the same transmission);

e triggering the producing node of the network connection to produce the TPDU packet on
the link and send it to the consuming node of the network connection.

In the server—to—client direction, a class 2 client transport is responsible for:

e accepting notification from the consuming node of the return network connection that it
has written data (the server transport instance’s acknowledgement) to the client—side

TPDU receive buffer;

e locating and reading the transport header of each data packet that the consuming node of
the return network connection writes to the client—side TPDU receive buffer;
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e notifying the client application that the consuming node of the return network connection
has written data to the client—side TPDU receive buffer.

The application can update the data buffer or retrigger data before all of the
acknowledgements have been received. If the client transport is retriggered while waiting for
an acknowledgement, the previous acknowledgement received register is cleared. This means
that the client transport class shall wait for all active consumers to return an
acknowledgement before notifying the application.

9.3.7.2.2 States

The defined states and their descriptions of the Class 2 Transport Client are listed in
Table 227

Table 222 — Class 2 transport client statt?\ x
State Descriptiop\ \ \/

Non-existent The instance of Transport Class 2 does not e>§i§t. )
Idle The instance of Transport Class 2 has bén\creg\gdw‘ot yé\started.
Running The instance of Transport Class ZW\WQ&NM\M.
Wait fol acknowledgement | The instance of Transport Classéha en&ﬁéﬁﬂd}tarted, acknowledgement

is pending. \ 57& N

O

9.3.7.2.3 State transitions

State transitions of the class 2 client transport a owh.in Figure 45.

Non-existel 0)

ed! Delgte
Q Set8eq. .

Idie) 1 I-_Slgop
tat
> Start (From any state)

> Running 2 |
’ﬁgger/ All Acks Rec All Acks Rec
R ! Store Seq. Cnt. in T-Header Notification = TRUH} Notification = FALSE
Clear Ack. Register Notify: Ack.
Send
I
| \ ‘Wait for Acknowledgement 3 |
‘Write¥ u I_I I—I
eq. Cnt. = Seq. Cnt. + 1 Trigger/ Packet Arrived
Store Seq. Cnt. in T-Header Rx. T-Header =
Clear Ack. Register Tx. T-Header/

NOTE The sequence count is set to 0 by the create service. It is then incremented after every
write event until it reaches a maximum value of 216-1. After that it rolls over to 0.

Figure 45 — Class 2 client STD

Sen Update Ack.
9.3.7.2.4 State event matgix Register

State transitions of the class 2 client transport are shown in Table 223.
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Table 223 — Class 2 client SEM

State
Event
Non-existent Idle Running Wait for ack
Create 1) Seq. Cnt. =0 Error Error Error
2) Transition to
Idle
Delete Error Transition to Error Error
Non-existent
Start Error Transition to Error Error
Running
Stop Error No Action Transition to Idle /‘I’Tﬁ{sition to IPIe
Reset Error Error No Action /\\Transmo o Rul\nlng
Write Error No Action 1) Seq. Cnt. = Seq. Cnt. + .C g.Cnt. +1
2) Write TPDU Wr|t TP
Trigger Error No Action 1) Store Seq. Cnt. i e Se .|in
2) Clear Ack. regist G U
3) Send §2) ear ACk. Regipter
4) Transition 3) SeRd
Ack.
Packet Arrived Error No Action No-Actio ) Update Ack. Register
Rx. T-Header =
Tx. T-Hpader (\ /\
All Ack Received Error Ng Acten Etrox ) 1) Notify: Ack.
Ack. Natify = TRUE 2) Transition to RL1nning
All Ack Received Error No fon Error 1) Transition to Rdnning
Ack. Natify = FALSE

NOTE [The STD and SEM fd 3 Jare nearly identical. Verify has been substituted for

acknowlpdgement.

9.3.7.3 Transport

1 Fu@
Server S the behaviour from transport class 1 and adds a| return
connegtion from s ¢ ént that is used to acknowledge a message. This| return
connedgtion i id e acknowledgement message.

9.3.7.3.

After receivi vacket axrived event, the server transport shall read the received transport
headel, store it} mit transport header and invoke the send service. The application
is not involvedyi acknowledgement. The producer connection from the client node [can be
point t¢ pointror multipoint. The connection from the server to the client is point to point

In the “UIIt—tU—DUIVUI Ulilebtiull, d bidbb 2 SCIVCI tldllbpult ib IUDPUIIbiIUiU fUI.
e accepting the notification from the consuming node of the network connection that it has
written a data packet to the server—side TPDU receive buffer;

e locating and reading the transport header of each packet that the consuming node of the
network connection writes to the server—side TPDU receive buffer;

e comparing the sequence count of each packet in the server—side TPDU receive buffer with
that of the previous packet;

e notifying the server application that the most recently arrived packet is a duplicate of the
previous one when their sequence counts match;

e notifying the server application that data has been written to the server—side TPDU
receive buffer. (ACK may contain server data).

In the server—to—client direction, a class 2 server transport is responsible for:
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e writing the transport header (including sequence count) of the data in the server—side
TPDU receive buffer to the server—side TPDU transmit buffer;

e triggering the producing node of the return network connection to produce the TPDU
packet on the link and send it to the consuming node of the return network connection.

9.3.7.3.2 States

The defined states and their descriptions of the Class 2 Transport Server are listed in
Table 224.

T -
State Description /\\ . \
Non-existent |The instance of Transport Class 2 does not exist. /\ \\
Idle The instance of Transport Class 2 has been crew t§\t nk{yk\sta}t%i.
Running The instance of Transport Class 2 has been created a tarked.
Sated andtaried.
9.3.7.3.3 State transitions \
State tfansitions of the class 2 server transport are s n gUre

2

un
Q Res Packst Arrived Packet Arrived
ata Alrived Notify = Data Arrived Notify =
U, FALSE/
ore Seq. Cnt. in T-PDU Store Seq. Cnt. in T-PDU
nd Send
otify: Data Arrived

l Running 3 |

O\ L L L]

Pac ive Packet Arrived Packet Arrived Packet Arrived

“T-Header < Rx. T-Header = Rx. T-Header <> Rx. T-Header =
St Seq. Cnt Seq. Cnt Seq. Cnt
Data Arcived Notify = Dup. Arrived Notify = Data Arrived Notify = Dup. Arrived Notify =
TRUE/ TRUE/ FALSE/ FALSE/
Store Seq. Cnt. in T-PDU Send Store Seq. Cnt. in T-PDU Send
Send Notify: Dup. Arrived Send

NotfyData Arrived

Figure 46 — Class 2 server STD

NOTE The send service is invoked for sequence counts that match and sequence counts that differ. This
behaviour is required to ensure that a node that has sent an acknowledgement that was lost shall retransmit the
acknowledgement on a retry.

9.3.7.34 State event matrix

State transitions of the class 2 server transport are shown in Table 225.
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Table 225 — Class 2 server SEM

Rx. T-Header = Seq. Count
Data Arrived Notify =
FALSE

Duplicate Arrived Notify =
FALSE

TPDU
2) Send (Implies Ack)
3) Transition to Running

State
Event
Non- .
existent Idle Ready to run Running
Create Transition |[Error Error Error
to Idle

Delete Error Transition to | Error Error

Non-

existent
Start Error Transition to | Error Error

Dnarly to

Run
Stop Error No action Transition to Idle /ﬂan(sj\on |d|e
Reset Error Error No action AKIW\&} y to
Packet]Arrived No action |No action 1) Store Seq. Cnt. ¢h Tx: Stoxe Sey, Cnt.|in Tx.
Rx. T-kHleader <> Seq.Count TPDU
Data Afrived Notify = TRUE \2) nd (Implies Ack)
Duplicate Arrived Notify = 3)Noftify: Data Arrived
TRUE
Packet]|Arrived No action |No action ) Send (Implies Ack)
Rx. T-hleader = Seq. Count 2) Notify: Duplicatp
Data Afrived Notify = TRUE Arrived
Duplicgte Arrived Notify =
TRUE
Packet]|Arrived No action |No acti 1) Store Seq. Cnt.|in Tx.
Rx. T-Header <> Seq.Count TPDU
Data Afrived Notify = TRUE 2) Send (Implies Ack)
Duplicate Arrived Notify = 3)Notify: Data Arrived
FALSE (\ / ) Tran |t|on to Running
Packet]Arrived No ctlon actien 1) S}ore Seq. Cnt. in Tx. 1) Send (Implies Ack)
Rx. T-kleader = Seq Cou U
Data Afrived Not|f 2) Send (Implies Ack)
Duplicate Arrived 3) Notify: Data Arrived
FALSE \ 4) Transition to Running
Packet] Arrived o attion Mn 1) Store Seq. Cnt. in Tx. 1) Store Seq. Cnt.in Tx.
Rx. T-H TPDU TPDU
Data A 2) Send (Implies Ack) 2) Send (Implies Ack)
FALSE 3) Transition to Running
Duplicg
TRUE
Packet] y action |No action 1) Store Seq. Cnt. in Tx. 1) Send (Implies Ack)
Rx. T-H TPDU 2) Notify: Duplicatp
Data Afri 2) Send (Implies Ack) Arrived
FALSE 3) Transition to Running
Duplicgte/Arrived Notify =
TRUE
Packet Arrived No action |No action 1) Store Seq. Cnt. in Tx. 1) Store Seq. Cnt. in Tx.
Rx. T-Header <> Seq.Count TPDU TPDU
Data Arrived Notify = 2) Send (Implies Ack) 2) Send (Implies Ack)
FALSE 3) Transition to Running
Duplicate Arrived Notify =
FALSE
Packet Arrived No action |No action 1) Store Seq. Cnt. in Tx. 1) Send (Implies Ack)
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9.3.8 Transport state machines — class 3
9.3.8.1 Functions

Transport class 3 starts with the behaviour in class 1 and adds a return connection that
verifies that the application has received the packet. The sequence count that shall be
returned with the verify is the same as the sequence count sent with the data. This return
connection is used to identify the verification message.

This transport class allows the application to be notified that the server application has
responded to the transmitted packet. This verification tells the client application not only that
the data arrived but that the server application has read the buffer and that a new sample can
be senfwithout overwriting the buiier.

The main advantage of this class over class 2 (Acknowledgement) is f g S bNveys
an apglication response. The disadvantage is that the delay in regéiwng the ipn can
be very difficult to predict.

Transport class 3 uses two connections: the originator—to i i can be
either point-to—point or multipoint; and the return connection W oint. A
multipgint connection using transport class 3 shall ha i i nection
corresponding to each client-to—server connectign. icati notifies the| client
applicgtion that the server application has receive e ; itted data. If a|server
applicdtion does not verify receipt of Lt i icgtion retransmits thg most
recently sent packet; if the client—to— ~ i Itipbint connection, the [data is

retrangmitted over all of the network con

The sgrver application initiates and s € on after the consuming node| of the
network connection has wrij buffer, after the transport has r¢ad the
packet|s transport headé ication has read the packet. The slerver’s
verificgtion signals thecli ication tha rver—side TPDU receive buffer is rgady to
accept|{the next data pa

Figure|47 show@ ict 8_place during a data transfer using client trgnsport
class 3 and server ¢
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T-PDU Buffer T-PDU Buffer

lT—PDU T-PDU
Packet Packet

Data

Link
Producer

T-PDU Transport

Transport
Packet

~Send Packe'{"“u“.
Arrived

Client
Transport
Class 3

\ 5 Packet
“.. Arrived

Link

Data Producer

Packet Packet

lT-PDU T-PDU
T-PDU Buffer T-PDU Buffe

NOTE 1
NOTE 2 i for the
verificat

Fig prt
Figure client
transport class 3 and s n the example depicted, the verification is the
only dpta trans d direction. The unshaded areas in Figure 48

indicatp client—t
transmjission.

and the shaded areas indicate server—tg—client
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Applicatio  Client Link Link Server  Applicatio
I3 Producer Consumer I3
Write to .
Data Buffer
Update Data
Trigger Send Seq. Cnt = 1, Data Buffer
H-_'“‘\-H\ Data Arrived
| SR
Link Link
Verify Consumer Seq. Cnt = 1 Eroducer Verify
Write to
Data Buffer )
LInK LInK Undate D
1 1
Trigger Send Producer Seq. Cnt =2, Data Consumer Bgffzi a
Trigger Send Seq. Cnt =2, Data
Link Link
Verify Consumer | q.0 cni=2 Producer
Write to .
Data Buffer D
Link dato Dl
ate a
Trigger Send Producer Seq. Cnt = 3, Dfta P fer_
(o~ paa agived
Link Vert
Consumer Sey, Ciit= Verify
. P —idﬂl—( Update Data
Trigger Send 10 CueeE | q Cnt Buffer®
\i\-\-‘ﬁ-\_\‘ QL_A'I*TiVed
k Link }
Verify eI S8y, Cnt = Producer | /
ide whgther to update the data buffer upon receipt of duplicate data packets,
fmpact of the additional
Figure 4 i m of data transfer using client transport class 3
ransport class 3 without returned data
At timgs; srver~{o—client transmission comprises the verification and additiona|l data.
Figure|49 s ence in which actions take place during data transfer using client
transpgrt class.’3~and server transport class 3 when the verification and data are retufned to
the clignt,

NOTE kb 4 ad-dat HS b 4l £ Aot £ 4l L 4
nefeturhettatrasS—wHteh aayn\.lnuuuuony to—the IUUUI'JL or-GaraTrom—me—Ctreht

The unshaded areas in Figure 49 indicate client-to—server data transmission, and the shaded
areas indicate server—to—client transmission.
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Applicatio Client Link Link Server  Applicatio
JK} Producer Consumer 3
Write to -l
Data Buffer
Update Data
Trigger - Send Seq. Cnt = 1, Data Buffer o
T~ o] Data Agived
laWrite to
Data Buffer
Link Link (Data=xyz)
Vegify. Consumer | q.0 Ccni—1 Data=xvz Producer | Verify_,
Write to -
Data Buffer \
L/ Link
Trigger Send Producer | Seq. Cnt=2, Data
Trigger Send Seq. Cnt = 2, Data
Link
Verify Consumer | geq Cnt=2, Data=zzz
Write to
Data Buffer
Trigger
| Data Agrived
laWrite to
Data Buffer
(Data=xxx
Verify
| Dup. Agived
Possible uses:0 Fonous

and operdtor interface devices, uploads, downloads, and messaging.

[indepJéndent] block™Mransfers, event acknowledgements, communication between confrollers

9.3.8.2 Transport class 3 client
9.3.8.2.1 Functions
In the client—-to—server direction, a class 3 client transport is responsible for:

e accepting the client application’s trigger that it has written a data packet to the client-side
TPDU transmit buffer;

e writing a transport header to the client—-side TPDU transmit buffer for each packet that the
client application writes to it;

e initialising the sequence count in the transport header (for the first packet transmitted) or
incrementing the sequence count (for subsequent packets of the same transmission);
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e triggering the producing node of the network connection to produce the TPDU packet on
the link and send it to the consuming node of the network connection.

In the server—to—client direction, a class 3 client transport is responsible for:

e accepting notification from the consuming node of the return network connection that it
has written data (the server transport instance’s verification) to the client—side TPDU
receive buffer;

e locating and reading the transport header of each data packet that the consuming node of
the return network connection writes to the client-side TPDU receive buffer;

. Iot|fy|ng the client appllcat|on that the consumlng node of the return network connection

The application can update the data buffer or retrigger data before all of'{§ i ions have
been received. If the client transport is retriggered while waiting for negificati 8 _plevious
verificgtion received register is cleared. This means that the clienf tra hall wait

for all

9.3.8.2.2 States

The defined states and their descriptions of the igted in
Table 226.
Table 226 - grass\sgg}
State > \Qesc tlo\n\/
Non-existent | The instance of Transp(ort\Clgs\}\{oes\got exist.
Idle Theh stange.o\'l'r\a\nsp t e}ﬁss 3\!@Meen created but not yet started.

Running N Th |ns ce of T\awn\l{ass as been created and started.

Wait to verify We %f f((ans}x 3 has been created and started,
vetificati

9.3.8.2.3 State f

State tfansitions ransport are shown in Figure 50.
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Non-existent (

Create/ Delete
Set Seq. Cnt. =0

Idle | e e—
SFtOp tate)
rom any state
Start ( Y
Running 2
. Triscoer, All Verifies Rec. A,H Yer‘ifle_s Rec.
e Store Seq. Cnt. in T-Header Verity Notily = TRUE erify Notify FALSE
Reset Seq. Cnt. = Seq. Cnt. + 1 | Clear Verify Register Notify Verify Receive
end
Wait for Verify
Write/
Seq. Cnt. = Seq. Cnt. +1 Trigger/
Store Seq. Cnt. in T-Header
Clear Verify register
Send
NOTE [The sequence count is set to 0 by the create service. I{ is t i t until it
reaches|a maximum value of 216-1 _ After that it rolls over
Figur
9.3.8.24 State event matrix
State tfansitions of the cla
Event </
Running Wait for verify
Create Error
Delete Transition to | Error Error
(\ \ Non-existent
Start \ Transition to | Error Error
Running
Stop No action Transition to Idle Transition to Idle
Reset Error No Action Transition to Runnrng
Write No action Seq. Cnt. = Seq. Cnt. + 1 Seq. Cnt. = Seq. Cnt. + 1
Trigger No action 1) Store Seq. Cnt. in TPDU | 1) Store Seq. Cnt. in
2) Clear Verify register TPDU
3) Send 2) Clear Verify register
4) Transition to Wait for 3) Send
Verify
Packet Arrived No action No action No Action 1) Update Verify Register
Rx. T- header =
Tx. T-Header
All Verifies Received |No action No action Error 1) Notify: Verify
Notification = TRUE 2) Transition to Running
All Verifies Received |No action No action Error 1) Transition to Running
Notification = FALSE

NOTE The STD and SEM for client classes 2 and 3 are nearly identical. Acknowledgement has been substituted
for verification.
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Transport class 3 server

A Functions

Transport class 3 starts with the behaviour in class 1 and adds a return connection that
verifies that the application has received the packet. It is the responsibility of the application
to verify receipt of data. The sequence count that shall be returned with the verification is the
same as the sequence count sent with the data.

The ap

plication is required to read the TPDU buffer before invoking the verify service.

In the client—to—server direction, a class 3 server transport is responsible for:

e acgepting the notification from the consuming node of the network it has
written a data packet to the server—side TPDU receive buffer;

e locpting and reading the transport header of each packet that g of the
nefwork connection writes to the server—side TPDU receive puffe

e cornparing the sequence count of each packet in the server-si AL aiye buffer with
thT of the previous packet;

¢ nofifying the server application that the most rece i a duplicate| of the
previous one when their sequence counts match;

e notifying the server application that data TPDU
recgeive buffer.

In the ponsible for:

o Wi pr—side TPDU receive buffer|to the
sef

e COf thiat the server application wants to gend to
the er—side TPDU transmit buffer;

o trig ode ofNthe repurn network connection to produce the| TPDU
pad d send.it td\the sonsuming node of the return network connectipn.

NOTE be retury’ from the server to the client along the verification connectign.

The se€ en verify is received from an application or when a duplicate

transmfi 8.ih the running state. Retransmitting when a previously yerified

packet allows this class to recover from lost verifications.

9.3.8.3.2

The de¢fined states and their descriptions of the Class 3 Transport Server are listed in

29

Table

~Z O~
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Table 228 — Class 3 transport server states

State

Description

Non-existent

The instance of Transport Class 3 does not exist.

Idle

The instance of Transport Class 3 has been created but not yet started.

Read to run

The instance of Transport Class 3 has been created and started, waiting
for the first packet to arrive.

Wait for verify

The instance of Transport Class 3 has been created and started, the
first packet arrived, waiting for verification to be requested by the
application.

Running The instance of Transport Class 3 has been created and started,
verification has been processed. N
9.3.8.3.3 State transitions
State tfansitions of the class 3 server transport are shown in Fi

r

@6@
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Non-existent

Create Delete
Idle | par—
Stop
(From any state)
Start
Reset
Ready to Run 2
[

Packet Arrived Packet Arrived

Data Arrived Notity =

TRUE/ Reset

Store Seq. Cnt. in T-PDU

Notify: Data Arrived

Waiting for verify 3 \

Packet Arrived Packet Arrived Packet Arrived
Rx. T-Header <> Rx. T-Header = Rx. T-Header <>
Seq. Cnt Seq. Cnt Seq. Cnt N
Data Arrived Notify = Dup. Arrived Notify = Data Arrived
TRUE/ TRUE/ FALSE/ [~
Store Seq. Cnt. in T-PDU  Notify: Dup. Arrived e/Se
Notify: Data Arrived

9.3.8.3

4

Packet Arrived Verify/
Rx. T-Header <> Send
Seq. Cnt
Data Ay
FAL
Store
(N
\/ \ B \ }nnnmg 4
Pasket AN Packet Arrived
Rx. eader Rx. T-Header =
eq. Cn Seq. Cnt
Arrived Notify = Dup. Arrived Notify =
? FALSE
Notity: Dup. Arrived Send

State event m

Send

Figure 51 — Class 3 server STD

atrix

State transitions of the class 3 server transport are shown in Table 229.
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Table 229 — Class 3 server SEM

1

Dup Ar

ived Notify = FALST\

)

t i .
INr i
Waiting for Verify

Data Arrived

State
Event Non- .
existe Idle ?eady Waltln.g Running
nt o run for verify
Create Transi | Error Error Error Error
tion to
Idle
Delete Error | Transition | Error Error Error
to Non-
existent
Start Error Iransition [ Error Error or
to Ready
to Run
Stop Error |No action | Transition to Idle Transition tykire %Mon\lcle
Reset Error | Error No action Transition i\%\\ \tTQr\a ition_to Rleady
Ru
Packet |Arrived No No action | 1) Store Seq. Cnt. \% 1) Weq. Ent. in
Rx. T-Header <> Seq.Count | action in TPDU PDU
Data Arlrived Notify = TRUE 2) Notify: 2\Notify:
Dup Argived Notify = TRUE Data Arrived ata Arrived
3) Transition t 3) Transition td
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9.3.9 Transport state machines — classes 4, 5, 6
9.3.9.1 General

This subclause explains the common elements of the transport classes 4 — 6, which provide
higher-level features such as non-blocking, fragmentation/assembly, and transport-level
acknowledgement. Transport classes 4 and 5 shall not be used with messaging. Messaging
does not provide a way to match requests with responses. Use class 3 for messaging without
fragmentation.

The fragmentation protocols assume that per-connection send order is preserved throughout
the system; overwrite is permissible, but changing the order of the messages is not.

9.3.9.2 Class 4 and 5 data flow diagram

Figure|52 shows the relationship of the class 4 and 5 Transport to thé App o)) he Link
Produger and Link Consumer, the data that move between these unetio 2 events
which pre generated and used by them. (The class 6 data floy 3 i ith the
class g definition, see 9.3.12.2.) There are some significant differensg G 5e and
the clags 3 transport.

e The application data is entered into a queue, ng j i Buffer.
This allows the application to give several reques e i iting [for the
acknowledgement, verification, or response to a prexi

e The success or failure of an appli€ati i into’a queue for the application
to pccess, rather than using a simp W, ThiS)i ion| of the

e The¢ events and data on the right K ]S ~ i i ical. There is
nofl a “Client” and “Ser ‘ assés. Both sides are capable of sending
and receiving applicati

e The trigger timer is explicitly |d nti han being a portion of the applicatioh. This
is hecause thi\t r signal to perform timing functions.

—PD JBuffer T-PDU Buffer

T PDU T-PDU T-PDU
Packet Packet Packet

Link |
Producer (1 ppy Value Received Data]Queue
Packet 4 Tigger A . d

ecerved\Jata
Packet

Arrived
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Transport .
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Class 4,5 >
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Send”
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Status Queue

Transthit Data Transmpit Data

Link
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Packet

T-PD

Packet Packet

T-PDU Buffer T-PDU Buffer

Figure 52 — Data flow diagram using transport classes 4 and 5

The Write event is used to notify the transport that new application data has been placed in
the queue. The Trigger event is assumed to be provided by a resettable retry timer. These
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events are used in a different sense than they are used for classes 0 to 3. These are shown in

Table 230.
Table 230 — Write and trigger events in class 4 and 5 transport
Classes 0 to 3 Classes 4to 6
Write event “New data available”: Causes |“New data available”: Indicates queue is non-empty. If the
sequence count to increment. | transport is not otherwise busy, shall cause data to be sent.
Trigger event | Causes data to be sent. Causes retry or keep alive to be sent.

9.3.9.3  Classes 4 and 5 sequence diagrams
9.3.9.3.1 Typical sequences

Some [typical sequences are illustrated to aid understanding
transport classes. Formal specifications of these transport class

9.3.9.3.2 Typical message exchange sequence

these

158-5-2.

Figure| 53 shows the sequence in which actiop g a megsaging
request/response exchange using transport classes 4 and 5. d areas in Figure 53
indicatp data transmission in one direction, and the\shadg indicate data transmission
in the pther direction. Each transmissign showg i r used
for eagh header (SND and RCV). SND gi e  direction of the data flow,
and RQV is the acknowledgement of ths N3 i

When a transport has some data to s S command and when it has fothing
to send, it uses the Null e send
zero application data octels wi and. IPis also recommended that the R¢ceiver
state machine accept octets,

which it ignores.

Transport
Classes
\/ 4 and 5
SND: Only, #1 Place data
end o RCV: Nof Init #0 in queye
o] Data / Agrived
ink Link
=—= SND: Null, #0
Consumer [ poyviAcg 5 Producer _/‘éend
S
ace data Link SND: Only, #1 Link
in queue | Consumer| RCV:ACK #1 Producer Send Write
P22 Artived 7 , :
|~ Link SND:Null#2 Link
Send Producer RCV: ACK #1 Consumer -
\_""-hs-\_‘_Siatus Updated

Figure 53 — Sequence diagram of message exchange using transport classes 4 and 5

9.3.9.3.3 Typical sequence with overwrite

It is permissible for a transport to send two data packets in a row. This implies that the second
one might overwrite the first one in an intermediate module. This is desirable, since the
second packet contains information that is newer than the first one and the data in the first

one is no longer needed.

In the previous example (see 9.3.9.3.2), the transport on the right had nothing to send when it
received the Only #1 from the transport on the left. It needed to send the Null #0, so that it
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could deliver the ACK #1. But when the application on the right did a WRITE, the transport
immediately sent the Only #1 along with the ACK #1. The previous example shows both of
them arriving separately. Figure 54 shows the left side’s Only #1 overwriting the Null #0.

Figure 54 also shows a different situation where an overwrite can occur. The right side sends
a Null #2 with the ACK #2 as the result of the keep-alive Trigger event. But, before it can be
delivered, the right side receives the Only #3 from the left side. The left side immediately
sends the Null #2, but this time with the newer ACK #3, which overwrites the ACK #2.

It is not necessary to wait for the ACK to a Null before sending an Only.

which

V

When - 5 ave—ad
is being ACK’d by the other side.

knows

sender

Application Transport
Classes

4 and 5
. Link SND: Only, #1
Write Send Producer RCV: Not Init #0
SND: Nulf, #0
RCV: ACK #1

Place data /&D: O™
; G :
Status Updated ~ ——loue M( V: ACK # Pri

t =1
et it P—
i Link .
D: NuH, #
h “" Send \.,| Producer ROV ALé\Zl\ Conear

J#2  Link
#2 Producer Send Trigger

Write

~~a Status Updated

Link Place data
Consumer | in queue

- Data Arrived

Link
Producer | Send

>ND: Null, #2
RCV: ACK #3

9.3.9.3.

Figure
responise-e g-tr3 G and 5 S —the
data into the send queue before the first data transfer has been acknowledged. The unshaded
areas in Figure 55 indicate data transmission in one direction, and the shaded areas indicate
data transmission in the other direction.

In this case, the left transport shall not use the Null #2 to deliver the ACK #1, but shall send
the data from its queue via the Only #2.
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Application Transport Transport Application
Classes 4 Classes 4
and 5 and 5
Link SND: Only, #1 Link Place data
Write Send Producer RCV: Not Init #0 Consumer | in queue
—
A ] Data Arrived
Write B
""""""""""" Link J
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=
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9.3.9.3.5 Typical sequ

Retrieq are performed wheg éceive a Receiver header with thg same
sequerjce count as its i e timeout period. The TPDU is not changed
for a retry. Figure 56 s g b A ations: where an Only command fails to be deflivered

and where a Nu. xcted ACK fajls’to be delivered. The Trigger event is gerjerated
by the fretry timer.
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wr Send\ | Producer _| RCV: Not Init#)
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Link SND: Only, #1 s Link ?lace data
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Place data Link SND: Only, #1 Link
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Data i
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Send -, Trocucer RCV: ACK#1 , o
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Link SND: Only, #1  ® Link
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Figure 56 — Sequence diagram of retries using transport classes 4 and 5
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9.3.9.3.6 Typical idle sequence

When a class 4 or 5 transport has nothing to send which shall impact the other state machine,
it does not need to send anything. However, it is necessary to send some small amount of
traffic to keep the connection alive. The Trigger event shall be used, with the timer set to a
“keep alive” value. Figure 57 shows the Null command used to keep the connection alive,
using the Trigger event.

NOTE the Null command does not need to be acknowledged. The other transport shall not retry a Null command.
It shall continue to resend the Null command at the “keep alive” rate.

Application Transport Transport  Application
Classes
4and5 . . T
. - Link SND: Only, #1 Link
Write | Send _,| Producer | RCV:NoflInit#0 | Consumer _
Link SND: Null, #0 Link /
i Consumer RCV: ACK #1 Producer,
Status |y
) Link SND: Null, #2 c Link
Trigger | Send .| Producer || pcv:Ack#o L0 er
Link SND: Null, #0 / ink
Consumer | RCV: ACK #2 L Producery [ Send\ | Trigger
i . K) k
Write Send RCV: ACK0 C er |
\Lan.k)\ T
Producer
Status L.

le traffi€ using transport classes 4 and §

9.3.9.4

To ma hd, the
specifi jle the
“Sendsd dle the
“Recei nsport
has a ¢

The Se event

and thfee datahitems.\The event and the data items come from the Receiver state machine to
the Sender-one. The NewData event indicates to the Sender state machine that one gr more
of the data-items have changed. The To_Send and From_Recv data items are copies| of the
headernsas shown in the diagram. The Flag data item is used by the Receiver state machine
to tell the Sender state machine that it shall generate a Send event to the link producer, even
if the Sender one has no reason to do so. This usually is accompanied by a change in the
From_Recv data item, but not all changes in From_Recv need to be sent out immediately.

The Sender state machine has control of the Link Producer; the Receiver state machine
accepts the data from the Link Consumer. The Sender state machine accepts data from the
application; the Receiver state machine delivers data to the application. (This application data
might be either Application Requests or Responses or data; the transport does not care nor
know which it is.)

Figure 58 shows the relationship of these state machines. Both state machines are contained
in one end node. The other end is identical.

Figure 59 shows the basic structure for class 6.
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- 201 -
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Figure 59 C‘%ﬁ basic structure
9.3.9.5 Classes 4 '

Table 231.

The deéfined statf an

states for transport classes 4 to 6

the Class 4 Transport Sender are ligted in

X

N

Description

Npnmigtaut

ﬁiné@nce\d{ﬁansport Class 4 to 6 does not exist.

e~ N\

Nst%ce of Transport Class 4 to 6 has been created but not yet started.

(@)

peratioh‘l\;r}instance of Transport Class 4 to 6 has been created and started.
T

E This state has sub-states described in features particular to individual
classes 4, 5 and 6.

9.3.9.6

Classes 4 to 6 general state transitions

Figure 60 shows the general behaviour of the transport classes. Each of the classes has
some additional details added to the “Operational” state. This general behaviour shall not be
repeated for each class in the interest of emphasizing the common behaviours and allowing
those other descriptions to focus on the unique aspects of that class.
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