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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition —
Type 2 elements

FOREWORD

The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization co
all ngtional electrotechnical committees (IEC National Committees). The object of IEC is to promote inte
co-operation on all questions concerning standardization in the electrical and electronic fields. To this
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical
Publ|cly Available Specifications (PAS) and Guides (hereafter referred to as "[E€~Publication(s)'
preppration is entrusted to technical committees; any IEC National Committee interested in the subject d
may |participate in this preparatory work. International, governmental and non-governmental organization
with [the IEC also participate in this preparation. IEC collaborates closely with-the’ International Organiz
Stanfardization (ISO) in accordance with conditions determined by agreement.between the two organiz

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an inte
conslensus of opinion on the relevant subjects since each technical®committee has representation
interpsted IEC National Committees.

IEC |Publications have the form of recommendations for international use and are accepted by IEC

mprising
national
lend and
Reports,
). Their
ealt with
liaising
ation for
htions.

national
from all

National

Committees in that sense. While all reasonable efforts are_made to ensure that the technical content of IEC

Publ|cations is accurate, IEC cannot be held responsible\for the way in which they are used or
misipterpretation by any end user.

In ofder to promote international uniformity, IEC National Committees undertake to apply IEC Pub|
trangparently to the maximum extent possible in theirnational and regional publications. Any divergence

for any

ications
between

any |IEC Publication and the corresponding nationalbor regional publication shall be clearly indicated in the latter.

IEC Jtself does not provide any attestation of\conformity. Independent certification bodies provide cgnformity

sment services and, in some areasg~access to IEC marks of conformity. IEC is not responsiblg

for any

erts and
mage or
es) and
her IEC

btions is

f patent

by its

intellectual-property-right holders. Tn all cases, the commitmentto limited release of intellectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly authorized by its
intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-5-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fifth edition cancels and replaces the fourth edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous

edition

a) update of normative and bibliographic references;
b) new STIME, UTIME and NTIME data types in 5.3.1.5;
c) updated list of managements objects in 6.1.3;

d) new attributes and services for the ASE general formal model in 6.2.1.2.1, 6.2.1.3 and 6.5;

e) clarifications, new attributes and services for the Identity ASE in 6.2.1.2.2;

f) clarifications, new attributes and other extensions for the Assembly ASE in 6.2.1.2.3;

g) ne

attributes and services for the Message Router ASE in 6.2.1.2.4:

h) adg
i) cla
j) adg
k) cla
I) adg
m) cla

cla

ition of missing class attributes for the Acknowledge Handler ASE in 6.2.1.2.5,
ifications, new attributes and services for the Time Sync ASE in 6.2.1.2.6;
ition of missing class attributes for the Parameter ASE in 6.2.1.2.7;

ifications of service parameters, status codes and procedures in 6.2.1°3;

ition of a new service for the Message Router ASE in 6.2.1.3;

ifications and new services for the Connection Manager ASE\in 6.2.2;
ifications and new services for the Connection ASE in 62:3;

re

oval of all references to CPF and CPs (material meved to profile documents);

)

0) re:[oval of obsoleted transport options and related services in 6.3.3;
)
)

idcellaneous editorial corrections.

t of this International Standard is based onithe following documents:
Draft Report on voting
65C/1203/FDIS 65C/1244/RVD

Full information on the voting for its-approval can be found in the report on voting indic

the ab

pve table.

The lapguage used for the.development of this International Standard is English.

This d
accord
at ww
descril

bcument waswdrafted in accordance with ISO/IEC Directives, Part 2, and develd
ance with ASO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, av
v.iec.ch/members_experts/refdocs. The main document types developed by IH
ed in<greater detail at www.iec.ch/publications.

ated in

ped in
ailable
FC are

A list

of\vall parts of the IEC 61158 series, published under the general title Industrial

communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e Tep

laced by a revised edition, or

e amended.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. This document defines the
application service characteristics that fieldbus applications and/or system management can
exploit.

Throudhout the set of fieldbus standards, the ferm "service™ refers 1o the abstract capability
provided by one layer of the OSI Basic Reference Model to the layer immediately above| Thus,
the application layer service defined in this document is a conceptual architectural sfervice,
independent of administrative and implementation divisions.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition —
Type 2 elements

1 Scope

1.1 General

The fig
commu

corresponding application programs.”

This part of IEC 61158 provides common elements for basic time-critical and non-time-

messa
materi
of a ti

some dlefined level of certainty. Failure to complete specified*actions within the time

Idbus application layer (FAL) provides user programs with a means to access-the fieldbus
nication environment. In this respect, the FAL can be viewed as a "window bétween

jing communications between application programs in an automation environmg

critical
nt and

| specific to Type 2 fieldbus. The term "time-critical" is used to represent the présence
e-window, within which one or more specified actions are‘required to be completed with

vindow

risks failure of the applications requesting the actions, with attendant risk to equipment, plant

and pdssibly human life.

This dpcument defines in an abstract way the extérnally visible service provided by the [Type 2

fieldbup application layer in terms of:

e an pbstract model for defining applicationiresources (objects) capable of being manipulated
by Users via the use of the FAL servigcg;

e the|primitive actions and events of the service;

o the| parameters associated with-each primitive action and event, and the form whigh they
takp; and

o the

The purpose of this decument is to define the services provided to:

o the

o Sys
Ma

interrelationship between these actions and events, and their valid sequences.

tems“Management at the boundary between the application layer and S
nagement of the fieldbus reference model.

FAL user-atithe boundary between the user and the application layer of the fieldbus
reférence model; and

stems

This document specifies the structure and services of the Type 2 fieldbus application layer, in
conformance with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application
layer structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs provide
communication services that operate on a set of related application process object (APO)
classes. One of the FAL ASEs is a management ASE that provides a common set of services

for the

management of the instances of FAL classes.
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Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
send/receive is specified. This permits greater flexibility to the FAL users in standardizing such
object behavior. In addition to these services, some supporting services are also defined in this
document to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this document is to specify the characteristics of conceptual
application layer services suitable for time-critical communications, and thus supplement the
OSI Basic Reference Model in guiding the development of application layer protocols-fgr time-
criticall[communications.

A secpndary objective is to provide migration paths from previously-existing industrial
commynications protocols. It is this latter objective which gives rise to the diversity of s¢rvices
standardized as the various Types of IEC 61158, and the corresponding pretocols standardized
in subparts of IEC 61158-6.

This document can be used as the basis for formal application programming inteffaces.
Nevertheless, it is not a formal programming interface, and dny such interface will need to
addresls implementation issues not covered by this specification; including

a) the|sizes and octet ordering of various multi-octet service parameters, and

b) the|correlation of paired request and confirm, or_indication and response, primitives.
1.3 Lonformance

This dpcument does not specify individual implementations or products, nor does it copstrain
the implementations of application layer entities within industrial automation systems.

There [is no conformance of equipment to this application layer service definition stgndard.
Insteadl, conformance is achieved-through implementation of conforming application layer
protocols that fulfill the Type 2-application layer services as defined in this document.

2 Nadrmative references

The following documents are referred to in the text in such a way that some or all of their ¢ontent
constitptes requitements of this document. For dated references, only the edition cited dpplies.
For umdated.references, the latest edition of the referenced document (includirlg any
amendments).applies.

NOTE Il pnrfe of the |IEC 61158 cnrioc’ as—well as the |EC 61784-1 series and the |EC 61784-2 sdries are

maintained simultaneously. Cross -references to these documents within the text therefore refer to the editions as
dated in this list of normative references.

IEC 61131-3:2003", Programmable controllers — Part 3: Programming languages

IEC 61158-1:2023, Industrial communication networks — Fieldbus specifications — Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-3-2:2023, Industrial communication networks — Fieldbus specifications — Part 3-2:
Data-link layer service definition — Type 2 elements

1 A newer edition of this standard has been published, but only the cited edition applies.
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IEC 61158-4-2:2023, Industrial communication networks — Fieldbus specifications — Part 4-2:
Data-link layer protocol specification — Type 2 elements

IEC 61158-6-2:2023, Industrial communication networks — Fieldbus specifications — Part 6-2:
Application layer protocol specification — Type 2 elements

IEC 61588:2021, Precision clock synchronization protocol for networked measurement and

control

systems

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

IEC 62
— Part
(HSR)

ISO/IE
interch

ISO/IE
Model

ISO/IE
system
Ethern

ISO/IE

1: Latip alphabet No. 1

ISO/IE
structu

ISO/IE

ISO/IE
Model

ISO/IE

ISO 63

439-3:2016, Industrial communication networks — High availability automation) ng

3: Parallel Redundancy Protocol (PRP) and High-availability Seamless~Rédu
C 646, Information technology — ISO 7-bit coded character,‘set for infon
ange

C 7498-1, Information technology — Open Systems Interconnection — Basic Ref

The Basic Model

C/IEEE 8802-3, Telecommunications and exchange between information tech
s — Requirements for local and metropolitan,area networks - Part 3: Stand
et

C 8859-1, Information technology — 8-bit single-byte coded graphic character sets

C 9545, Information technology ~~Open Systems Interconnection — Application
re

C 10646, Information technology — Universal Coded Character Set (UCS)

C 10731, Information. technology — Open Systems Interconnection — Basic Ref
- Conventions fdr the definition of OSI services

C 60559, [aformation technology — Microprocessor Systems — Floating-Point arith

9-2, Godes for the representation of names of languages — Part 2: Alpha-3 code

tworks
ndancy

mation

erence

nology
brd for

- Part

Layer

erence

metic

ISO 8

011, Date and time — Representations for information interchange — Part 1: Bas

c rules

ISO 8859-12:1987, Information processing — 8-bit single-byte coded graphic character sets —

Part 1:

Latin alphabet No. 1

ISO 8859-23:1987, Information processing — 8-bit single-byte coded graphic character sets —

Part 2:

Latin alphabet No. 2

2 A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

refer

enced IETF standards.

3 A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

refer

enced IETF standards.
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Part 3:

ISO 8859-45:1988, Information processing — 8-bit single-byte coded graphic character sets

Part 4:

ISO 8859-56:1988, Information processing — 8-bit single-byte coded graphic character sets

Part 5:

ISO 8859-67:1987, Information processing — 8-bit single-byte coded graphic character sets

Part 6:
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Latin alphabet No. 3

Latin alphabet No. 4

Latin/Cyrillic alphabet

Latin/Arabic alphabet

ISO 88
Part 7:

ISO 88
Part 8:

ISO 88
Part 9:

ISO 11
physic

IETF R

59-78:1987, Information processing — 8-bit single-byte coded graphic character
Latin/Greek alphabet

59-89:1988, Information processing — 8-bit single-byte coded graphic-character
Latin/Hebrew alphabet

59-910:1989, Information processing — 8-bit single-byte coded graphic character]
Latin alphabet No. 5

898-1:2015, Road vehicles — Controller area network (CAN) — Part 1:Data link la)
bl signalling

FC 1759, R. Smith, F. Wright, T. Hastings, S, Zilles, J. Gyllenskog, Printer MIB,

1995, available at https://www.rfc-editor.org/info/sfe1759 [viewed 2022-02-18]

3 Te

For the
and co

ISO a
addre

e |EQ
e |S(

rms, definitions, symbols, abbreviated terms and conventions

purposes of this document, the“following terms, definitions, symbols, abbreviated
nventions apply.

d IEC maintain terminological databases for use in standardization at the fo
es:

Electropedia:‘available at https://www.electropedia.org/
Online browsing platform: available at https://www.iso.org/obp

4 A newer edition of this standard has been published by ISO/IEC, but the cited edition

refer

5

refer

refer

refer

refer

refer

10
refer

A newer edition of this standard has been published by ISO/IEC, but the cited edition

A newer edition of this standard has been published by ISO/IEC, but the cited edition

enced IETF standards.

enced IETF standards.

enced IETF standards.

enced IETF standards.

enced IETF standards.

enced IETF standards.

enced IETF standards.

sets

sets

sets —

er and

March

terms

lowing

s the one used in the

s the one used in the

A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

A newer edition of this standard has been published by ISO/IEC, but the cited edition is the one used in the

s the one used in the
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3.1 ISO/IEC 7498-1 terms

a) application entity

b) application process

c) application protocol data unit
d) application service element
e) application entity invocation

f) application process invocation
g) application transaction

h) real open system

i) trapsfer syntax

3.2 SO/IEC 8822 terms
a) abdtract syntax
b) prejsentation context

3.3 SOJ/IEC 9545 terms

a) application-association

b) application-context

c) application context name

d) appglication-entity-invocation
e) application-entity-type

f) application-process-invocation
g) application-process-type

h) application-service-element

i) application control service element
3.4 SO/IEC 8824-1 terms

a) object identifier

b) typ

3.5 [ype 2 fieldbus data-link layer terms

(]

The following terms, defined in IEC 61158-3-2 and IEC 61158-4-2, apply.

a) DLjtime
b) DLischeduling-policy

c) DLEEP

d) DLC

e) DL-connection-oriented mode
f) DLPDU

g) DLSDU

h) DLSAP

i) fixed tag

j) generic tag

k) link

) MAC ID

m) network address
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n) node address

0) node

p) tag

q) scheduled

r) unscheduled

3.6 Type 2 fieldbus application-layer specific definitions

For the purposes of this document, the following terms and definitions apply.

3.6.1

alloca
take a
entity

3.6.2
applic
functio

3.6.3

applic
multipl
networ

3.6.4

applicption process

part of
addres

3.6.5

applicption process object

compo
applice

3.6.6

applicption process object class

class (
attribu

3.6.7
applic
cooper

e
resource from a common area and assign that resource for the exclusive use(of'd S

ation
h or data structure for which data is consumed or produced

Ation objects
e object classes that manage and provide a run time €xchange of messages acrq
k and within the network device

a distributed application on a network, which is located on one device and unambig
sed

pecific

ss the

uously

hent of an application pro¢cess that is identifiable and accessible through an FAL

tion relationship

f application process objects defined in terms of the set of their network-acc
es and services

htion relationship
ative association between two or more application-entity-invocations for the pury

pssible

ose of

exchar

Note 1 to entry:

£ oL FH ol N H FH £ L o8 HP-GH FH
UU U 1mmmouTrtiimatult arnmu oouruntatvult UT ticTl JUIIIL UuptTrauuli

of preconfiguration activities.

3.6.8

application relationship application service element
application-service-element that provides the exclusive means for establishing and terminating

all app

lication relationships

This relationship is activated either by the exchange of application-protocol-data-units or as a result
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3.6.9

application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

Note 1 to entry: Each application process involved in the application relationship maintains its own application
relationship endpoint.

3.6.10
attribute
description of an externally visible characteristic or feature of an object

. ne rioute O N obJe or r nrormation apout variable PO or O N obJe VP

Note 1 tper 3 3 3 3 : 3lly, they
provide ptatus information or govern the operation of an object. Attributes can also affect the behavior,.of‘ah object.
Attributgs are divided into class attributes and instance attributes.

3.6.11
behavior
indicat|on of how an object responds to particular events

3.6.12
Best Master Clock Algorithm
BMCA
algorithm performed by each node to determine the clock that will become the master clock on
a subnet and the grandmaster clock for the domain

Note 1 tp entry: The algorithm primarily compares priority1, clockiguality, priority2, and source identity to dgtermine
the best|master among available candidates.

3.6.13
boundtlary clock
clock fhat has multiple Precision Time Protocol (PTP) ports in a domain and maintafns the
timescpale used in the domain

Note 1 tp entry: It may serve as the source of time, i.e., be a master clock, and may synchronize to anothgr clock,
i.e., be g slave clock.

[SOURCE: IEC 61588:2009,.3:1.3, modified 1" — second sentence changed to a Note]

3.6.14
class
set of pbjects, all.of-which represent the same kind of system component

Note 1 tp entryiAClass is a generalization of an object; a template for defining variables and methods. Al| objects
in a clags ar€/identical in form and behavior, but usually contain different data in their attributes.

3.6.15
class attribute
attribute that is shared by all objects within the same class

3.6.16
class code
unique identifier assigned to each object class

11 This definition and several others are based on the legacy IEC 61588:2009 and not the latest IEC 61588:2021.
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3.6.17

class specific service

service defined by a particular object class to perform a required function which is not performed
by a common service

Note 1 to entry: A class specific object is unique to the object class which defines it.

3.6.18
client
a) object which uses the services of another (server) object to perform a task

b) initiator of a message to which a server reacts

3.6.19
clock
node participating in the Precision Time Protocol (PTP) that is capable ofyproviding a
measufement of the passage of time since a defined epoch

Note 1 tp entry: There are three types of clocks in IEC 61588:2009, boundary, transparent-and ordinary clpcks.

[SOURCE: IEC 61588:2009, 3.1.4, modified — different Note]

3.6.20
commuynication objects
compohents that manage and provide a run time exchange ofmessages across the netyork

EXAMPLES Connection Manager object, Unconnected Message/Manager (UCMM) object, and Messagg¢ Router
object.

3.6.21
connegtion
logicallbinding between application objects that may be within the same or different devjces

Note 1 tp entry: Connections may be either paint-to-point or multipoint.

3.6.22
connegtion ID
CID
identifier assigned to a transmission that is associated with a particular connection bg¢tween
produgers and consumers, providing a name for a specific piece of application informatipn

3.6.23
connetgtion path
octet sfream_that defines the application object to which a connection instance applies

3.6.24
connection point
buffer which is represented as a subinstance of an Assembly object

3.6.25
consume
act of receiving data from a producer

3.6.26
consumer
node or sink that is receiving data from a producer

3.6.27
consuming application
application that consumes data
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3.6.28
cyclic
repetitive in a regular manner

3.6.29
device
physical hardware connected to the link

Note 1 to entry: A device may contain more than one node.

3.6.30

device profile
collectlon of device dependent information and functionality providing consistency b¢tween
similar[devices of the same device type

3.6.31
domaih
logical|grouping of clocks that synchronize to each other using the protocol, but that @re not
necesgdarily synchronized to clocks in another domain

[SOURCE: IEC 61588:2009, 3.1.7]

3.6.32
end nqde
produding or consuming node

3.6.33
endpojnt
one of [the communicating entities involved inxa.connection

3.6.34
epoch
origin ¢f a time scale

[SOURCE: IEC 61588:2021, 3:4.12]

3.6.35
error
discrepancy between-a computed, observed or measured value or condition and the specified
or thegretically cerrect value or condition

3.6.36
event
instanceofathanmge of comditions

3.6.37
frame
denigrated synonym for DLPDU

3.6.38

grandmaster clock

within a domain, clock that is the ultimate source of time for clock synchronization using the
PTP protocol

[SOURCE: IEC 61588:2009, 3.1.13]
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a) <general> a general term for a collection of objects. Specific uses:

b) <addressing> when describing an address, an address that identifies more than one entity

3.6.40

implementation profile
collection of information and functionality supported by a device, independently of its device

type

Note 1 to entry:

characteristics, providing a high-level description of the capabilities of a device.

Unlike device profiles, implementation profiles group subsets of Type 2 technologies and

3.6.41
interfa
a) sha

cha

b) col
cla

ce
red boundary between two functional units, defined by functional charagteristics
racteristics, or other characteristics as appropriate

5S

3.6.42
invoc
act of

Note 1t
the serv
service
service
from oth

3.6.43
instan
actual

tion
sing a service or other resource of an application process

b entry: Each invocation represents a separate thread of contral that may be described by its conte
ce completes, or use of the resource is released, the invocation ceases to exist. For service invoc
hat has been initiated but not yet completed is referred to as an outstanding service invocation.
nvocations, an Invoke ID can be used to unambiguously*identify the service invocation and differg
er outstanding service invocations.

ce
physical occurrence of an object within a class that identifies one of many objects

the same object class

EXAMPI

Note 1t

3.6.44
instan
attribu
instang

3.6.45
instan

E California is an instance of the object class state.

b entry: The terms object; inStance, and object instance are used to refer to a specific instance.

ce attribute
e whose value' is unique to an object instance and whose definition is shared
es of an abject

signal

ection of FAL class attributes and services that represents a specific view on the FAL

xt. Once
htions, a
Also for
tntiate it

within

by all

object

3.6.46

logical device
certain FAL class that abstracts a software component or a firmware component as an
autonomous self-contained facility of an automation device

3.6.47

Lpacket
Link packet
piece of application information that contains a size, control octet, tag, and link data

Note 1 to entry:

OSI stack.

Peer data-link layers use Lpackets to send and receive service data units from higher layers in the
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management information
network-accessible information that supports managing the operation of the fieldbus system,
including the application layer

Note 1 to entry: Managing includes functions such as controlling, monitoring, and diagnosing.

3.6.49

master clock
in the context of a single Precision Time Protocol (PTP) communication path, clock that is the

source

of time to which all other clocks on that path synchronize

[SOUR

3.6.50
memb
piece ¢

3.6.51

Messajge Router

object

3.6.52
metho
<objec
by a cl

3.6.53

module

hardwa

3.6.54

multippint connection

conned

Note 1 t
nodes.

3.6.55
netwo
set of
repeat

3.6.56

CE: IEC 61588:2009, 3.1.17]

br
f an attribute that is structured as an element of an array

within a node that distributes messaging requests to appropriate application obje
d
> synonym for an operational service which is provided by the server ASE and i

ent

re or logical component of a physicaldevice

tion from one node to many

b entry: Multipoint connections allow messages from a single producer to be received by many c
'k

nodes connhected by some type of communication medium, including any inter

brs, bridges, routers and lower-layer gateways

Ccts

hvoked

pnsumer

vening

object

abstract representation of a particular component within a device, usually a collection of related
data (in the form of variables) and methods (procedures) for operating on that data that have

clearly

3.6.57
object

defined interface and behavior

specific service

service unique to the object class which defines it
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3.6.58

ordinary clock

clock that has a single Precision Time Protocol (PTP) port in a domain and maintains the
timescale used in the domain

Note 1 to entry: It may serve as a source of time, i.e., be a master clock, or may synchronize to another clock, i.e.,
be a slave clock.

[SOURCE: IEC 61588:2009, 3.1.22, modified — second sentence changed to a Note]

3.6.59
originator
client fesponsible Tor establishing a connection path to the target

3.6.60
parent clock
masten clock to which a clock is synchronized

[SOURCE: IEC 61588:2009, 3.1.23]

3.6.61
peer
role oflan AR endpoint in which it is capable of acting as bothiclient and server

3.6.62
physidal device
automation or other network device

3.6.63
point-{o-point connection
connegtion that exists between exactly two application objects

3.6.64
Precisjion Time Protocol
PTP
protocol defined by IEC 61688:2021

Note 1 tp entry: As an adjective, it indicates that the modified noun is specified in or interpreted in the c¢ntext of
IEC 615B8:2021.

[SOURCE: IEC-61588:2021, 3.1.48, modified — second sentence changed to a Note, and
refererjces tolEEE Std 1588 replaced by IEC 61588:2021]

3.6.65
produce
act of sending data to be received by a consumer

3.6.66
producer
node that is responsible for sending data

3.6.67
property
general term for descriptive information about an object
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3.6.68
PTP m
one of

158-5-2:2023 © IEC 2023 -21-
essage
the message defined in IEC 61588:2021

[SOURCE: IEC 61588:2021, 3.1.58, modified — NOTE deleted, and reference to IEEE Std 1588
replaced by IEC 61588:2021]

3.6.69

PTP port

logical
[SOUR

3.6.70
resouf
proces

3.6.71
serial
unique
Type 2

Note 1t

3.6.72
server

a) role of an AREP in which it returns a confirmedrservice response APDU to the clig

init
b) obj

3.6.73
servic
operat
object

3.6.74
synch
(toas
and fo

by no more thandhe specified uncertainty

[SOUR

access point of a clock for PTP communications to the communications network

ce
sing or information capability of a subsystem

humber
32-bit integer value assigned by each manufacturer/vendor to every device
communication capabilities

b entry: The Vendor ID and serial number jointly form a unique identifier for each device.

ated the request
bct which provides services to another (client) object

-

on or function than an object and/or object class performs upon request from ¢
and/or object class

ronized clocks
pecified uncertainty) absent relativistic effects, two clocks which have the same
which measurements of the time of the same single event at an arbitrary instan

CE:AEC 61588:2021, 3.1.75, modified — reworded according to IEC rules]

3.6.75

System Time
absolute time value as defined by Type 2 time synchronization in the context of a distributed
time system where all devices have a local clock that is synchronized with a common master

clock

Note 1 to entry:

of 0 corresponding to the date 1970-01-01.

3.6.76
target

end-node to which a connection is established

having

nt that

nother

epoch
t differ

In the context of Type 2, System Time is a 64-bit integer value in units of nanoseconds with a value
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transparent clock
device that measures the time taken for a Precision Time Protocol (PTP) event message to
transit the device and provides this information to clocks receiving this PTP event message

[SOURCE: IEC 61588:2009, 3.1.46, modified — truncated]

3.6.78

Unconnected Message Manager

UCMM

component within a node that transmits and receives unconnected explicit messages and sends

them

3.6.79

uncon
messa
allowin

3.6.80
vendo
identifi

Note 1 t

3.7
AE
AL
APO
AP
APDU
AR
AREP
ASCII
ASE
CAN
CID
CM_A
CM_R

irnr*i'l\]/ to-the I\llncengn Raouter nhjnnf

hected service
jing service which does not rely on the set up of a connection between devices
g information exchanges

r ID
cation of each product manufacturer/vendor by a unique aumber

b entry: Vendor IDs are assigned by the ODVA, Inc. organization_(see <www.odva.org>).

Type 2 abbreviated terms and symbols
Application Entity

Application layer

Application object

Application process

Application protocol data unit
Application relationship

Application relatiopship end point
American standard code for information interchange
Application service element
ControllerArea Network [ISO 11898-1]
Connpection ID

Pl Actual packet interval

Pl , (L Requested packet interval

Cnf

Confirmation

CR

DLC

Communication relationship
(as a prefix) data-link-
Data-link connection

DLCEP Data-link connection end point

DLL
DLM

Data-link layer

Data-link-management

DLSAP Data-link service access point
DLSDU DL-service-data-unit

FAL
FIFO

Fieldbus application layer
First-in first-out
Identifier

before


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

IEC 61158-5-2:2023 © |IEC 2023 - 23 -

IEC International Electrotechnical Commission

Ind Indication

IP Internet protocol

ISO International Organization for Standardization
110 Input/output

LME Layer management entity

o271 Originator to target (connection characteristics)
O=>T Originator to target (connection characteristics)
0OSli Oppn systems interconnect

PDU Protocol data unit

PL Physical layer

PTP Precision Time Protocol [IEC 61588]

QoS Quality of service

REP Route endpoint

Req Request

Rsp Response

SAP Service access point

SDU Service data unit

SEM State event matrix

STD State transition diagram, used to describé object behavior
T20 Target to originator (connection characteristics)
T=0 Target to originator (connectioncharacteristics)

3.8 Conventions
3.8.1 Overview

The FAL is defined as a setlof object-oriented ASEs. Each ASE is specified in a sgparate
subclaiise. Each ASE specification is composed of two parts, its class specification, and its
servicg specification.

The class specification defines the attributes of the class. The attributes are accessible from
instanges of the €lass using the Object Management ASE services specified in Clause 5| of this
document. The service specification defines the services that are provided by the ASE.

3.8.2 General conventions

This document uses the descriptive conventions given in ISO/IEC 10731.

Bold font is used in this document to highlight parameter names or important requirement
elements from surrounding text.
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Conventions for class definitions

Class definitions are described using templates. Each template consists of a list of attributes
for the class. The general form of the template is shown below:

FAL ASE: ASE Name

CLASS: Class name

CLASS ID: #

PARENT CLASS: Parent class name
ATTRIBUTES:

1 (o) Key Attribute:  numeric identifier

2 to— ey Attribote—ame

3 (m) Attribute: attribute name(values)
4 (m) Attribute: attribute name(values)
4.1 (s) Attribute: attribute name(values)
4.2 (s) Attribute: attribute name(values)
4.3 (s) Attribute: attribute name(values)
5. (c) Constraint: constraint expression
5.1 (m) Attribute: attribute name(values)
5.2 (o) Attribute: attribute name(values)
6 (m) Attribute: attribute name(values)
6.1 (s) Attribute: attribute name(values)
6.2 (s) Attribute: attribute name(values)
SERVICES:

1 (o) OpsService: service name

2. (c) Constraint: constraint expression
21 (o) OpsService: service name

3 (m) MgtService: service name

(1) The "FAL ASE:" entry is the name of the FAL ASE that provides the services for th

bei

ng specified.

(2) The "CLASS:" entry is the,name of the class being specified. All objects defined usi

tem
by

plate will be an instance’of this class. The class may be specified by this docum
b user of this document.

(3) The "CLASS ID:" entry is a number that identifies the class being specified. This nur

uni
the

Hue within the FAL ASE that will provide the services for this class. When quali
identity of.its-FAL ASE, it unambiguously identifies the class within the scope of th

The value "NULL" indicates that the class cannot be instantiated. Class IDs betweer

99,
bet

b class

ng this
ent, or

nber is
fied by
e FAL.
1 and

240 and 767 are reserved by this document to identify standardized classes. CLA
weeh 100 and 199, 768 and 1 279 are allocated for identifying user defined class|

SS IDs
es.

(4) The "PARENT CLASS:" entry is the name of the parent class for the class being spe¢cified.
All attributes defined for the parent class and inherited by it are inherited for the class being

def

ined, and therefore do not have to be redefined in the template for this class.

NOTE The parent-class "TOP" indicates that the class being defined is an initial class definition. The parent class
TOP is used as a starting point from which all other classes are defined. The use of TOP is reserved for classes
defined by this document.
(5) The "ATTRIBUTES" label indicate that the following entries are attributes defined for the
class.

a) Each of the attribute entries contains a line number in column 1, a mandatory (m) /

optional (o) / conditional (c) / selector (s) indicator in column 2, an attribute type |
column 3, a name or a conditional expression in column 4, and optionally a
enumerated values in column 5. In the column following the list of values, the
value for the attribute may be specified.

If an attribute is optional, its default value (specified in IEC 61158-6-2) shall prov
same behavior as if the attribute was not implemented.

abel in
list of
default

ide the
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Objects are normally identified by a numeric identifier or by an object name, or by both.
In the class templates, these key attributes are defined under the key attribute.

The line number defines the sequence and the level of nesting of the line. Each nesting
level is identified by period. Nesting is used to specify

i) fields of a structured attribute (4.1, 4.2, 4.3),

ii) attributes conditional on a constraint statement (5). Attributes may be mandatory
(5.1) or optional (5.2) if the constraint is true. Not all optional attributes require
constraint statements as does the attribute defined in (5.2).

iii) the selection fields of a choice type attribute (6.1 and 6.2).

(6) The "SERVICES" label indicates that the following entries are services defined for the class.

a)

b)

d)

3.8.4
3.8.4.1

The s€
descriy

3.8.4.2

An (m) in column 2 indicates that the service is mandatory for the class, while|an (o)
indicates that it is optional. A (c) in this column indicates that the service isceandjtional.
When all services defined for a class are defined as optional, at least 6ne hasg to be
selected when an instance of the class is defined.

The label "OpsService" designates an operational service (1).
The label "MgtService" designates an management service (2).
The line number defines the sequence and the level of nestingyof the line. Each nesting
level is identified by period. Nesting within the list of services)is used to specify sérvices
conditional on a constraint statement.
Conventions for service definitions

General

rvice model, service primitives, and time-sequence diagrams used are entirely apstract
tions; they do not represent a specification for implementation.

Service parameters

Service¢ primitives are used to _represent service user/service provider interactions

(1SO/IH
user/p
stated.

The sg
param
primiti
1) Pa
2) req
3) ind

EC 10731). They convey .parameters which indicate information available [in the
ovider interaction. In any(particular interface, not all parameters need be explicitly

rvice specifications of this document uses a tabular format to describe the component
pters of the ASE service primitives. The parameters which apply to each group of gervice
es are set o0t in tables. Each table consists of up to five columns for the
ameter name,
uest-primitive,

cation primitive,

4) res

ponse primitive, and

5) confirm primitive.

One parameter (or component of it) is listed in each row of each table. Under the appropriate
service primitive columns, a code is used to specify the type of usage of the parameter on the
primitive specified in the column:

M
U

parameter is mandatory for the primitive.

parameter is a User option, and can be provided or not depending on dynamic usage of
the service user. When not provided, a default value for the parameter is assumed.

parameter is conditional upon other parameters or upon the environment of the service
user.

(blank) parameter is never present.
parameter is a selected item.
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Some entries are further qualified by items in brackets. These may be

a)

b)

a parameter-specific constraint:

"(=)" indicates that the parameter is semantically equivalent to the parameter in the

service primitive to its immediate left in the table.
an indication that some note applies to the entry:

"(n)" indicates that the following note "n" contains additional information pertaining to

the parameter and its use.

3.8.4.3 Service procedures

The pr

e the

predures are defimed-mtermsof

Prqgtocol Data Units, and

e the
ser

vice user in the same system through the invocation of appliCation layer

primitives.

These

procedures are applicable to instances of communication{between systems

suppolft time-constrained communications services within the fieldbus application layer.

4 Cgmmon concepts

The cgmmon concepts and templates used to describe the application layer service

docum

5 D3

5.1

An ovd
IEC 61

5.2

The template used to'describe the data type class in Clause 5 is detailed in IEC 61158-1,

This in

5.3

5.3.1

5.3.1.1

5.3.1.1
CLASS

ent are detailed in IEC 61158-1, Clause 9.

ta type ASE

General

rview of the data type ASE~-and the relationships between data types is prov
158-1, 10.2.

Formal definition‘of ‘data type objects

cludes the _specific ASE structure and the definition of its attributes.

FAL defined data types

Fixed length types

interactions between application entities through the exchange of fieldbus Application

interactions between an application layer service provider and ani-g@pplication layer

service

which

in this

ded in

10.2.

Boolean types

| Boolean

: Data type

ATTRIBUTES:

1
2
3
4.1

1

Boolean

FIXED LENGTH
1

Data type Numeric Identifier
Data type Name

Format

Octet Length

This data type expresses a Boolean data type with the values TRUE and FALSE.
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5.3.1.1.2 BOOL

This IEC 61131-3 type is the same as Boolean.

5.3.1.2 Bitstring types
5.3.1.2.1 BitString8

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 22

2 Data type Name = Bitstring8

3 Format = FIXED LENGTH

5.1 Octet Length 1
This type contains 1 element of type BitString.

5.3.1.2.2 SWORD
This IHC 61131-3 type is the same as Bitstring8.

5.3.1.2.3 BitString16

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 23

2 Data type Name = Bitstring16

3 Format = FIXED LENGTH
5.1 Octet Length = 2

5.3.1.24 WORD
This IHC 61131-3 type is the same as Bitstring16.

5.3.1.2.5 BitString32

CLASS| Data type
ATTRIBUTES:

1 Data type NumericC Identifier = 24

2 Data type Name = Bitstring32

3 Format = FIXED LENGTH
5.1 Octet Length = 4

5.3.1.2.6 DWORD

This IHC\61131-3 type is the same as Bitstring32.

5.3.1.2.7 BitString64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 57

2 Data type Name = Bitstring64

3 Format = FIXED LENGTH
5.1 Octet Length = 8

5.3.1.2.8 LWORD

This IEC 61131-3 type is the same as Bitstring64.
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5.3.1.3 Date types

5.3.1.3.1 DATE

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = DATE

3 Format = FIXED LENGTH
4.1 Octet Length = 2

This IEC 61131-3 type is a binary number. The most significant bit of the most significant octet

is alwgys—used—-as—the—mostsignificantbitoefthe-biraryrumber—no-signbitis—reluded. This
unsigned type has a length of two octets. It expresses the date as a number of days;-gtarting
from 1p72-01-01 (January 1St, 1972), the start of the Coordinated Universal Timg(UT() era,
until 2151-06-06 (June 6th, 2151), i.e. a total range of 65 536 days.

5.3.1.3.2 TimeOfDay

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 12

2 Data type Name = TimeOfDay

4 Format = FIXED LENGTH

4.1 Octet Length = 6

This dIta type is composed of two elements of unsigned values and expresses the time|of day
and the date. The first element is an Unsigned32 data.type and gives the time after the mjidnight
in milliseconds. The second element is an Unsigned16 data type and gives the date cqunting
the days from 1984-01-01 (January 15t, 1984):

5.3.1.3.3 TimeOfDay without date indication

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifiers = 52

2 Data type Name = TimeOfDay without date indication

4 Format = FIXED LENGTH

4.1 Octet Length = 4

This data type is composed of one element of an unsigned value and expresses the {ime of
day. Tlhe element-is an Unsigned32 data type and gives the time after the midnjght in
millise¢onds.

5.3.1.3.4 TIME_OF_DAY

This IEC 61131-3 type is the same as TimeofDay without date indication.

5.3.1.4

Numeric types

5.3.1.4.1 Floating Point types

5.3.1.4.1.1 Float32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 8

2 Data type Name = Float32

4 Format = FIXED LENGTH
4.1 Octet Length = 4
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This type has a length of four octets. The format for Float32 is that defined by ISO/IEC 60559
as single precision.

5.3.1.4.1.2 REAL

This IEC 61131-3 type is the same as Float32.

5.3.1.4.1.3 Float64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 15

2 Data type Name = Float64

3 Format = FIXED LENGTH

4.1 Octet Length 8

This type has a length of eight octets. The format for Float64 is that defined by ISO/IEC|60559
as douple precision.

5.3.1.4.1.4 LREAL

This IHC 61131-3 type is the same as Float64.

5.3.1 .iI.Z Integer types

5.3.1.4.2.1 Integer8

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 2

2 Data type Name = Integer8

3 Format = FEIXED LENGTH

4.1 Octet Length 1
This infeger type is a two's complement binary number with a length of one octet.

5.3.1.4.2.2 SINT

This IHC 61131-3 type-is_.the same as Integer8.

5.3.1.4.2.3 Integer16

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 3

2 Data type Name = Integer16

3 Format = FIXED LENGTH

4.1 Octet Length 2
This integer type is a two's complement binary number with a length of two octets.

5.3.1.4.2.4 INT

This IEC 61131-3 type is the same as Integer16.
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5.3.1.4.2.5 Integer32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 4

2 Data type Name = Integer32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This integer type is a two's complement binary number with a length of four octets.

5.3.1.4.2.6 DINT

This IHC 61131-3 type is the same as Integer32.

5.3.1.4.2.7 Integer64

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 55

2 Data type Name = Integer64

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This infeger type is a two's complement binary number with a length of eight octets.

5.3.1.4.2.8 LINT

This IHC 61131-3 type is the same as Integer64;

5.3.1.j.3 Unsigned types

5.3.1.4.3.1 Unsigned8

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifler = 5

2 Data type Name = Unsigned8

3 Format = FIXED LENGTH

4.1 Octet Length = 1

This tylpe is a binary number. The most significant bit of the most significant octet is plways
used the most significant bit of the binary number; no sign bit is included. This typg has a
length jof ope octet.

5.3.1.4:32 USINT
This IEC 61131-3 type is the same as Unsigned8.

5.3.1.4.3.3 Unsigned16

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 6

2 Data type Name = Unsigned16

3 Format = FIXED LENGTH

4.1 Octet Length = 2

This type is a binary number. The most significant bit of the most significant octet is always
used as the most significant bit of the binary number; no sign bit is included. This unsigned type
has a length of two octets.
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5.3.1.4.3.4 UINT

This IEC 61131-3 type is the same

5.3.1.4.3.5 Unsigned32

—-31-—

as Unsigned16.

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 7

2 Data type Name = Unsigned32

3 Format = FIXED LENGTH
41 Qctet Length = 4

This tylpe is a binary number. The

most significant bit of the most significant octetyis

always

used ap the most significant bit of the binary number; no sign bit is included. This ufsigned type

has a |

ngth of four octets.

5.3.1.4.3.6 UDINT

This IHC 61131-3 type is the same

5.3.1.4.3.7 Unsigned64

CLASS}|

ATTRIBUTES:

1

2 Data type Name

3 Format

4.1 Octet Length

This type is a binary number. The
used a

has a IEngth of eight octets.

Data type Numeric Identifier

5.3.1.4.3.8 ULINT

This IHC 61131-3 type is the. same

as Unsigned32.

Data type

56

= Unsigned64

= FIXED LENGFH
8

most significant bit of the most significant octet is

as Unsigned64.

always

the most significant bit of the binary number; no sign bit is included. This unsigned type

5.3.1. Time types

5.3.1.5.1 TIME

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = TIME

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This IEC 61131-3 type is a two's complement binary number with a length of four octets. The

unit of

time for this type is 1 ms.

5.3.1.5.2 STIME

CLASS:
ATTRIBUTES:

1
2
3
4.1

Data type Numeric Identifier
Data type Name

Format

Octet Length

Data type

not used

= STIME

= FIXED LENGTH
= 8
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This IEC 61131-3 type extension is a binary number. This unsigned type has a length of eight
octets. The unit of time for this type is 1 ns. STIME represents the time since 1970-01-01 at
00:00:00 (at the Oth meridian). System Time is adjusted for leap seconds, but not local time
zones or daylight savings time. This is the same time base defined for Type 2 Time

Synchronization System Time (see 6.2.1.2.6.5, a)).

5.3.1.5.3 UTIME

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = UTIME

3 Format = FIXED LENGTH

4.1 Octet Length = 8

This IHC 61131-3 type extension is a binary number. This unsigned type has a)length g
octets.| The unit of time for this type is 1 us. STIME represents the time sinee "1970-0
00:00:00 (at the Ot meridian). System Time is adjusted for leap second$; but not loc
zones [or daylight savings time. This is the same time base defined for Type 2
Synchronization System Time (see 6.2.1.2.6.5, a)).

5.3.1.54 ITIME
CLASS]

ATTRIE
1
2
3
4.1

This 1B
octets.

5.3.1.5.
CLASS}|

ATTRIE
1
2
3
4.1

This IH

Data type
BUTES:
Data type Numeric Identifier = not used
Data type Name = ITIME
Format = FIXED LENGTH
Octet Length = 2

C 61131-3 type extension is a two!sicomplement binary number with a length
The unit of time for this type is 1m8S.
5 FTIME
Data type
BUTES:
Data type Numeric Identifier = not used
Data type Name = FTIME
Format = FIXED LENGTH
Octet Length = 4

C 611314-3 type extension is a two's complement binary number with a length

f eight
-01 at
al time
Time

of two

of four

octets.[The uhit of time for this type is 1 ys.

5.3.1.5.6 LTIME

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = LTIME

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This IEC 61131-3 type extension is a two's complement binary number with a length of eight

octets.

The unit of time for this type is 1 pus.
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5.3.1.5.7 NTIME

CLASS:

ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

4.1 Octet Length

— 33 -

Data type

not used

= NTIME

= FIXED LENGTH
8

This IEC 61131-3 type extension is a two's complement binary number with a length of eight
octets. The unit of time for this type is 1 ns.

5.3.2 String types

5.3.2.1 BitString

CLASS|
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

5.1 Octet Length

This stfing type is defined as a series of BitString8 elements,

5.3.2.2 OctetString

CLASS|
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

4.1 Octet Length

An Ocf{etString is an ordered sequénce of octets, numbered from 1 to n. For the purpg
discussion, octet 1 of the sequence is referred to as the first octet. IEC 61158-6-2 defin

order gf transmission.

5.3.2.3 EPATH

Data type

14

= Bitstring
= STRING
= 1ton

Data type

10

= OctetString
= STRING
=~1ton

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used
2 Data"type Name = EPATH
3 Format = STRING
4.1 Octettength =ftom

ses of
es the

An EPATH is an ordered sequence of octets, numbered from 1 to n. Its format is further specified

in IEC 61158-6-2, 4.1.9.

5.3.2.4 ETH_MAC_ADDR

CLASS:

ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

6.1 Number of array elements

6.2 Array element data type

Data type

not used

= ETH_MAC_ADDR
ARRAY

6

UINT
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The Ethernet MAC Address is an array of 6 octets. The recommended display format is "XX-
XX-XX-XX-XX-XX", starting with the first octet. The Ethernet MAC Address is assigned by the
manufacturer and shall be unique per ISO/IEC/IEEE 8802-3 requirements. The general
requirement is that the value of this type shall be Ethernet MAC addresses used in Ethernet
frames.

5.3.3 Structure types
5.3.3.1 DATE_AND_TIME

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = DATE_AND_TIME

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Time_Of _Day_Element
5.2.2 Field Data type = TIME_OF_DAY

5.3.1 Field Name = Date_Element

5.3.2 Field Data type = DATE

This IHC 61131-3 type extension is a structure which expresses.both the date (as a number of
days starting from 1972-01-01 until 2151-06-06), and the time‘of'day as a number of ms gtarting
from myidnight.

5.3.3.2 SHORT_STRING

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = SHORT_STRING

3 Format = STRUCTURE

5.1 Number of Fields =02

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = USINT

5.3.1 Field Name = Stringcontents_Element
5.3.2 Field Data type = OctetString

This IHC 61131-3 type_extension is composed of two elements. Charcount_Element giyes the
currenf number af\characters in the Stringcontents_Element (one octet per chafacter).
Charagters shall'\be as specified in ISO/IEC 8859-1.

5.3.3.3 STRING

CLASSL Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRING

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = Stringcontents_Element
5.3.2 Field Data type = OctetString

This IEC 61131-3 type is composed of two elements. Charcount_Element gives the current
number of characters in the Stringcontents_Element (one USINT per character). Characters
shall be as specified in ISO/IEC 8859-1.
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5.3.3.4 STRING2

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRING2

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = String2contents_Element
5.3.2 Field Data type = OctefString

This IHC 61131-3 data type extension is composed of two elements. Charcount_Element gives
the cufrent number of characters in the String2contents_Element (one UINT pér chafacter).
Charagters shall be as specified in ISO/IEC 10646.

5.3.3.5 STRINGN

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRINGN

3 Format = STRUCTURE

5.1 Number of Fields = 3

5.2.1 Field Name = Charsize_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = CharcountCElement
5.3.2 Field Data type = UINT

5.4.1 Field Name = StringNcontents_Element
5.4.2 Field Data type = OctetString

This IHC 61131-3 type extension is cemposed of three elements. Charsize_Element gives the
size off a character in StringNcontents Element (N = number of USINT). Charcount_Element
gives the current number of jcharacters in the StringNcontents Element (N USINT per
character). Characters shall be as specified in ISO/IEC 10646.

5.3.3.6 STRINGI

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data_type Name = STRINGI

3 Fermat = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Stringnum_Element

5.2.2 Field Data type = USINT

5.3.1 Field Name = International_String_Array
5.3.2 Field Data type = STRINGI_ARRAY

This IEC 61131-3 type extension allows for multiple language representation for a single string.
It is a structured data type which allocates a USINT variable (Stringnum_Element) containing
the number of internationalized character strings and an array of structures
(International_String_Array) containing the internationalized character strings.
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The international character string structure (STRINGI_ELEMENT) is defined as follows:
e a USINT (Language1_Element) indicating the first ASCIl character of the 1SO 639-2/T
language;

e a USINT (Language2 Element) indicating the second character of the I1SO 639-2/T
language;

e a USINT (Language3_Element) indicating the third character of the ISO 639-2/T language;

e a USINT (Datatype_Element), limited to the values 0xD0 (STRING), 0xD5 (STRING2), 0xD9
(STRINGN), and 0xDA (SHORT_STRING) indicating the structure of the character string;

e a UINT (Charset_Element) indicating the character set which the character string is based
on;

e an prray of octet elements which is the actual international character string (which dalta type
is g§pecified in Datatype_Element).

The thfee characters for the language come from ISO 639-2/T (Alpha-3 Térrminology [Code),
and the character set values come from IANA MIB printer codes (IEFF RFC 1759). The
character set values are limited to those values that are provided in Tahlée1.

Table 1 — Valid IANA MIB printer codes for character set selection

Character Set Value

ISO 8859-1:1987 4
ISO 8859-2:1987 5
ISO 8859-3:1988 6
ISO 8859-4:1988 7
8
9

ISO 8859-5:1988
ISO 8859-6:1987

ISO 8859-7:1987 10
ISO 8859-8:1989 11
ISO 885929:1989 12
ISO/IEC"10646-UCS-2 1000
ISQ/IEC 10646-UCS-4 1001

5.3.3.7 SHORT_STRING

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = SHORT_STRING

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = USINT

5.3.1 Field Name = Stringcontents_Element
5.3.2 Field Data type = OctetString

This IEC 61131-3 type extension is composed of a single elements. Charcount_Element gives
the current number of characters in the Stringcontents_Element (one octet per character).
Characters shall be as specified in ISO/IEC 8859-1.
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5.3.3.8 STRINGI_ELEMENT

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRINGI_ELEMENT

3 Format = STRUCTURE

5.1 Number of Fields = 6

5.2.1 Field Name = Languagei1_Element

5.2.2 Field Data type = USINT

5.3.1 Field Name = Language2_Element

5.3.2 Field Data type = USINI

5.4.1 Field Name = Language3_Element

5.4.2 Field Data type = USINT

5.5.1 Field Name = Datatype_Element

5.5.2 Field Data type = EPATH

5.6.1 Field Name = Charset_Element

5.6.2 Field Data type = UINT

5.7.1 Field Name = Stringcontents _Element

5.7.2 Field Data type = SHORT_STRING | STRING/}'STRING2 | STRINGN

5.4 Pata type ASE service specification

There pre no operational services defined for the type objéct.

6 Cgmmunication model specification

6.1 Concepts

6.1.1 General

This i§ a serial communication system for communication between devices that wish to
excharge both time critical and messaging type application information. These devices include
simple[1/O devices, such as gensors/actuators as well as complex control devices slich as
robots)| programmable logic controllers, welders, process controllers.

Unlike|some general purpose communication systems that rely on the destination delivery
model,| this network "uses a variant of the publisher/subscriber push model, called the
produger/consumer.model. The producer/consumer model allows the exchange of time [critical
applicgtion information between a sending device (i.e. the producer) and many regeiving
devicep (i.e.<the’consumers) without the need to send the data separately to each destihation.
This is| accomplished by attaching a unique identifier to each piece of application information
that is [being produced onto the network medium. Any device that requires a specific pjece of
application information simply filters the data on the network medium jor the appropriate

identifier. Many devices can receive the same piece of application information from a single
producing device.

The Type 2 application layer can be associated with different data-link layers, depending on the
selected communication profile.
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The Type 2 specific data-link layer provides a high degree of protocol efficiency by utilizing an
implied token passing mechanism. This mechanism allows all devices equal access to the
network without the network overhead associated with passing a "token" to each device granting
it permission to send data. The protocol utilizes a time based scheduling mechanism which
provides network devices with deterministic and predictable access to the medium while
preventing network collisions. This scheduling mechanism allows time critical data, which is
required on a periodic, repeatable and predictable basis, to be produced on a predefined
schedule without the loss of efficiency associated with continuously requesting or "polling" for
the required data. The protocol supports an additional mechanism which allows data that is not
time critical in nature or which is only required on an occasional basis to utilize any available
network time. This unscheduled data is transmitted after the production of the time critical data
has been completed and before the beginning of the next scheduled production of time critical
data.

6.1.2 General concepts

Most of the general concepts described in Clause 4 apply, with some restrictions or additions
as noted:

o the|application layer includes those functionalities from the intermediate layers which are
negessary for proper mapping onto the data-link layer,

o Cli¢nt/Server relationships can be one-to-one, but also ofie-to-many (see AR model in
6.3]1),

e a vpariant of the Publisher/Subscriber Push model, the Producer/Consumer model, is used
as the base of all AR's (see AR model in 6.3.1),

e an pverview of the ASE/APO types and their relationships is provided in 6.1.3,
¢ AR|follow a model which is detailed in 6.3.1,
e spgcific naming and addressing is specifiéd-in 6.1.4,

e common FAL attributes and parameters,listed in IEC 61158-1, 9.7 and IEC 61158-1, P.8 are
notjused; instead they are specified-in'relevant subclauses.

6.1.3 Relationships between ASEs

Every node shall contain as alminimum instance one of the following ASE object classes in its
applicgtion layer.

Object|Management ASE:

o |dentity (identification and general information about the device)

o Mepsage Router (messaging connection point for communications within the device

AR ASE:

¢ Unconnected Message Manager (queued messaging services on a single link)

Depending on the network communication profile, every node shall contain one or several
instances of the following ASE object classes in its application layer.

Connection Manager ASE:

e Connection Manager (establishment and maintenance of connections)

and/or Connection ASE:

e Connection (messaging connection point for communications within the device)

Other application layer objects may be implemented in some nodes only.
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Object Management ASE:

Assembly object (binds data from multiple objects to be sent through one connection),

Acknowledge Handler object (handles acknowledge messages from the application objects),

Time Sync object (interface to the IEC 61588 precision clock synchronization protocol),

Parameter object (public interface to device configuration data),

additional application-specific objects constructed according to the general Type 2 formal
model.

AR ASE:

. Trdnsports (connected messaging and data services).

Yet md
or othsg

Co
usi

re objects belong to system management, primarily concerned with the data-lin
r intermediate layers:

ntrolNet object (station management interfaces to lower layers, required in all @
ng Type 2 data-link layer),

Keg¢per object (holds and distributes attributes of all devices on\the link, one requir

link

, with optional backup(s) — used in conjunction with Type, 2 data-link layer),

K layer

evices

ed per

Scheduling object (holds information on link schedules, one required in each confpection

orig

TC
dey

inator — used in conjunction with Type 2 data-link layer),

P/IP Interface object (provides the mechanism_to)configure the TCP/IP interfad
ice, required in all devices with a TCP/IP interface),

Ethernet Link object (maintains link-specific counters and status information for an E

pon

De
usi

Co
dey

DL
Qo
Pol
PR

t, required in all devices with an Ethernet¢port),

iceNet object (station management_interfaces to lower layers, required in all @
ng ISO 11898-1:2015 data-link layer);

nnection Configuration object (intérface to create, configure and control connectio
ice),

R object (configuration and status information interface for the DLR protocol),
5 object (configuration interface for QoS-related behaviors in devices),

t object (describes Type 2 ports present on the device),

pro;

P/HSR Protocol object (configuration and diagnostic interface for the PRP an
ocols),

PRP/HSR Nodes Table object (record of all PRP or HSR capable nodes detected
network)s

LLDR.Management object (administrative information for the LLDP protocol),

e of a

hernet

evices

ns in a

i HSR

on the

LLDP Data Table object (record of all adjacent LLDP devices that are currenily aclive).

NOTE These lower layer management objects are described in IEC 61158-4-2.

The ASE and object interactions for a device using both application and data-link Type 2
protocols are illustrated in Figure 1:


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

—-40 - IEC 61158-5-2:2023 © |EC 2023

O Required objects Q Optional objects

User objects (I/Os, Controls, etc.)
Management objects
Messaging User
tr 3 S S S S S
B v
Manager
Application
Message Layer
Router
Scheduler @;A_D Transport
/
< Scheduled & )
System Unscheduled MAC Driver Unscheduled Data Link,
y Unconnected Message Connected Layer
Management 7'y Messages
Y Physical
Media Interface Layer
[ Type 2 node
| |
IEC
Figure 1 — Overview of ASEs and object-classes
6.1.4 Naming and addressing
The information presented here provides a common_ basis for logically addressing sgparate
physical components across the network. These “addressing terms are used |n the
specifications. Figure 2 should be referenced in the following discussion.
MAC ID #1 MAC 1D,#2
MAC ID #4
Object Class #5
Instance #2
Link Attribute #1
" Object " Object
Class #5 Class #7
Attribute #1
Attribute #2
Instance
#2
" MACID#3
ﬂh‘int‘i
Class #5
MAC ID #4
IEC

Figure 2 — Addressing format using MAC, class, instance and attribute IDs

The term "node" is used to refer to that portion of a device which contains a link interface and

responds to a single MAC ID. The term
to the network. A device is able to con

"device" refers to a complete physical device connecting
tain multiple nodes.

NOTE When the Type 2 application layer is used in conjunction with Ethernet, the referenced MAC ID is actually

the IP address and not the Ethernet MAC ID.
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The Class ID is a unique integer identification value assigned to each object class accessible
from the network. The object class can be referenced with this Class ID. In all IEC 61158

specifi

cations for Type 2, class code is synonymous with Class ID.

The Instance ID is an integer identification value assigned to an object instance when it is
created that identifies it among all Instances of the same Class. This integer is unique within

the <N

ode:Class> in which it resides.

The Attribute ID is an integer identification value that is unique among all other attributes of
that object.

The a
MAC |
is refe

Inform
IEC 61

6.1.5
6.1.5.1

The specification of a data type is comprised of the range ofyvalues that variables of th
may ta

Data is
constriict derived (constructed) data types.

NOTE 1

since ful

operatio

The djrived data types are the following:

dir

enu
sul
stry

arr

NOTE 2
data typ
of these

#4: Object Class #5: Instance #2: Attribute #1 as shown in Figure 2. This nomen
red to as Class/Instance/Attribute addressing.

htion on how to address an object through multiple links or using a ndme€’is prov,
158-6-2 (Path definition).

Data types
Data type general specification
ke on and the operations performed on these variables.

made up of elementary (primitive) data types:These elementary data types are

Elementary and derived data type specifications correspond to the notation of IEC 61131-3. In
hction blocks as defined in IEC 61131-3 have both an associated data structure and a set of
hs, these elements are also specified belaw_as additional data types.

ctly derived;
merated;
range;
ctured;

Y.

These‘derived data types are defined in IEC 61131-3:2003, 1.3 and 2.3.3. The means of specifyi
bs and-their default initial values is defined in IEC 61131-3:2003, 2.3.3.1 and 2.3.3.2. The usage of
data‘types is defined in IEC 61131-3:2003, 2.3.3.3.

of 4 is
clature

ded in

e type

sed to

hddition,
defined

hg these
ariables

6.1.5.
The fol

BOOL
SINT
INT
DINT
LINT
USINT
UINT
UDINT
ULINT

Supported elementary data types

lowing basic data types defined in Clause 5 are supported:
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LREAL
TIME
STIME
UTIME
ITIME
FTIME
LTIME
NTIME,
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DATE

TIME_PF_DAY or TOD
DATE_[AND_TIME or DT

STRIN
STRIN
STRIN
STRIN
SHOR

2
N
|
_STRING

SWORD

WOR

DWORD

LWOR
EPATH

6.1.5.3

6.1.5.3.

NOTE 1
defined

NOTE 2
claiming
docume
this doc

An imp
specifi

D

Compliance with IEC 6113113

1 Compliance statement

Subclause 6.1.5.3 provide§ information with respect to only the data types and associated op
n this document.

IEC 61131-3:200315.1, defines the requirements which are met by programmable controller

compliance with/1E€61131-3. This provides the data type-related information to be include
htation of functignal-units which support the data types defined in this document. Subsets or exter]
imentation aresprovided as appropriate to the specific compliant functional unit.

erations

systems
i in the
sions of

lementation shall comply with the requirements of IEC 61131-3 for language featyres as

ed in-Table 2 through Table 4.
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Table 2 — Common elements

IEC 61131-3:2003
Table/feature

Feature description

10/1 BOOL data type

10/2 SINT data type

10/3 INT data type

10/4 DINT data type

10/5 LINT data type

10/6 USINT data type

10/7 UINT data type

10/8 UDINT data type

10/9 ULINT data type

10/10 REAL data type

10/11 LREAL data type

10/12 TIME data type

10/13 DATE data type

10/14 TIME_OF_DAY or TOD data type

10/15 DATE_AND_TIME or DT data type

10/16 STRING data type

10/17 SWORD data type

10/18 WORD data type

10/19 DWORD data type

10/20 LWORD data type

12/1 Directly derived data types

12/2 Enumerated data types

12/3 Subrange data|types

12/4 Array data types

12/5 Structured data types

13 Standard default initial values

Subclagse 2.5.1.3 User-declared functions (no table entry)

22/1 Type conversions (see Table 4)

22/2 TRUNC function

22/3 BCD_TO_** functions

22/4 *_TO_BCD functions

23/1-11 Standard functions of one numeric variable:
ABS, SQRT, LN, LOG, EXP, SIN, COS, TAN, ASIN, ACOS, ATAN

24/12n-18n Standard named arithmetic functions:
ADD, MUL, SUB, DIV, MOD, EXPT, MOVE

24/ Standard symbolic arithmetic functions:

12s-15s, 17s,18s

* *K —
= =

25/1-4 Standard bit string functions: SHL, SHR, ROR, ROL
26/5s-8s Standard named bitwise Boolean functions:

AND, OR, XOR, NOT
26/5s-7s Standard symbolic bitwise Boolean functions:

&, >=1, =2k+1
27/1-4 Standard selection functions: SEL, MAX, MIN, LIMIT, MUX
28/5n-10n Standard named comparison functions: GT, GE, EQ, LE, LT, NE
28/5s-10s Standard symbolic comparison functions: >, >=, =, <=, <, <>
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IEC 61131-3:2003 Feature description
Table/feature

29/1-9 Standard character string functions: LEN, LEFT, RIGHT, MID, CONCAT, INSERT,
DELETE, REPLACE, FIND

30/1-14 Standard functions of time data types: (see Note)
ADD, SUB, MUL, DIV, CONCAT,
DATE_AND_TIME_TO_TIME_OF_DAY, TIME_OF_DAY_TO_DATE_AND_TIME

31/1-4 Standard functions of enumerated data types: SEL, MUX, EQ, NE

32 Standard access mechanisms to function block 1/0O parameters

33/8a,8b,9a,9b User-defined function blocks per IEC 61131-3:2003, 2.5.2.2,
with graphical or textual rising or falling edge input options

34/1-3 Standard bistable function blocks: SR, RS, SEMA

35/1,2 Standard edge detection function blocks: R_EDGE, F_EDGE

36/1-3 Standard counter function blocks: CTU, CTD, CTUD

37/1,24]3a, 4 Standard timer function blocks: TP, TON, TOF, RTC

55/1-17] Standard operators:
(), function evaluation, **,—, NOT, *, /, MOD, +,—, <, >, <=, »=,.=, <>, &, AND, XPR,
OR

NOTE |[IEC 61131-3:2003, Table 30, limits the data types to which these operations apply.

Table 3 — ST language elements

IEC|61131-3:2003 Feature description
Thable/feature
55/1-17] Standard operators:
(), function evaluation, **,—*NOT, *, /, MOD, +,—, <, >, <=, >=, =, <> &, AND, XPR,
OR

56/2 Function block invocation and output usage
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Table 4 — Type conversion operations

Operation Result Error conditions
ANY_BIT_TO_ANY_BIT See Note 4 None
ANY_BIT_TO_ANY_INT OUTmin + Sbk2k (Note 5) Result > OUTmax
ANY_BIT_TO_BOOL FALSE ifIN=0 None

TRUE otherwise
ANY_BIT_TO_STRING See Note 6 None
ANY_DATE_TO_STRING See Note 7 None
ANY_INT_TO_BOOL FALSE if IN=0 None

TRUE otherwise
ANY_NPM_TO_ANY_INT IN (Note 8) (IN > OUTmax) or

(IN < OUTmin)

ANY_NPM_TO_ANY_REAL IN See Note 9
ANY_NPM_TO_DATE See Note 10
ANY_NPM_TO_STRING See Note 11
ANY_NPM_TO_TIME See Note 12
ANY_NPM_TO_TOD See Note 13
ANY_REAL_TO_BOOL FALSE if IN = 0,0 Néne

TRUE otherwise
BOOL_[TO_ANY_BIT 0 if IN = FALSE None
BOOL_[rO_ANY_INT 1iFIN = TRUE
BOOL_[TO_ANY_REAL 0,0 if IN = FALSE None

1,0 if IN = TRUE
BOOL_[TO_STRING 'FALSE' if IN = FALSE None

'TRUE'" if IN = TRUE

DATE_TO_ANY_NUM

See Note 14

Result > OUTmax

STRING_TO_ANY

Converted-data

See Note 15

TIME_TO_ANY_NUM

See Note 16

Result > OUTmax

TOD_TP_ANY_NUM

See Note 17

Result > OUTmax
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NOTE 1 Use of the generic data types ANY_NUM, ANY_REAL, ANY_INT, and ANY_BIT defined in
IEC 61131-3:2003, 2.3.2, is intended to imply a family of conversions. For instance, the conversion
BOOL_TO_ANY_REAL is intended to imply BOOL_TO_REAL and BOOL_TO_LREAL.

NOTE 2 IN refers to the value of the input variable of the type conversion function.

NOTE 3 OUT_;, and OUT __. refer to the minimum and maximum values of the output data type of the conversion

function, as defined in Clause 5.

NOTE 4 In conversions of bit string types, if the number of bits in the input variable IN is less than the number of
the bits in the output variable OUT, the bits of the input is copied to the corresponding least significant bits of the
result and the remainder of the result is zero-filled. If the number of bits of IN is greater than the number of bits of
OUT, the least significant bits of IN is copied to the corresponding bits of the result. For instance:

SWORD_TO_WORD(16#FF) = 16#00FF
and
WQRD_TO_SWORD (16#0FF0) = 16#F0

NOTE § Bit numbering in this expression is as specified in IEC 61158-6-2.

NOTE § The result of conversion of a bit string variable to type STRING consists of a string-Containing the base
16 literdl representation of the variable value, as defined in IEC 61131-3:2003, 2.2.1, in{characters taken ffom the
ISO/IECQ 646 character set.

NOTE 1 The result of conversion of a date and/or time of day variable to type-STRING consists of @ string
contain|ng the literal representation of the variable value, as defined in IEC 61131-3:2003, 2.2.1, in characters
taken filom the ISO/IEC 646 character set.

NOTE § Conversion of REAL and LREAL to integer types is accomplished by rounding as specffied in
ISO/IE¢ 60559.

NOTE 9 Rounding errors can occur if the number of significant bifs in the input variable is larger than the humber
of significant bits in the output floating-point representation. Also, range errors of the type nofed for
ANY_NPUM_TO_ANY_INT can occur in LREAL_TO_REAL.

NOTE 10 Conversion of a variable of a numeric typesto DATE has the same result as conversion of the yariable
to UINT|, with the result being interpreted as the number of days since 1972-01-01.

NOTE 11 Conversion of a variable of a numeric\type to type STRING consists of a string containing thg literal
represegntation of the variable value, as defined in IEC 61131-3:2003, 2.2.1, in characters taken from the
ISO/IE¢ 646 character set.

NOTE 12 Conversion of a variable of\a:numeric type to TIME has the same result as conversion of the varjiable to
DINT, with the result being interpreted)as a duration in milliseconds.

NOTE 13 Conversion of a vasiable of a numeric type to TOD has the same result as conversion of the varjable to
UDINT,|with the result beingd interpreted as a time since midnight in milliseconds.

NOTE 14 Conversion of a variable of type DATE to a numerical type is the same as the conversion of a yariable
of type [UINT to the eorresponding numerical type, with the result being the numerical equivalent of the days since
1972-01-01.

NOTE 15 Itis\an error if the STRING data to be converted is not in the format for external representatiop of the
output fata type as specified in IEC 61131-3:2003, 2.2, or if the result of the conversion is outside the¢ range
{ouT ;l-our

max}'

NOTE 16 Conversion of a variable of type TIME to a numerical type is the same as the conversion of a variable
of type DINT to the corresponding numerical type, with the result being the numerical equivalent of the
corresponding time interval expressed in milliseconds.

NOTE 17 Conversion of a variable of type TOD (TIME_OF_DAY) to a numerical type is the same as the conversion
of a variable of type UDINT to the corresponding numerical type, with the result being the numerical equivalent of
the time since midnight expressed in milliseconds.

6.1.5.3.2 Implementation dependant parameters

The values of implementation dependent parameters from IEC 61131-3:2003, Table D.1, are
as shown in Table 5.

NOTE Values of other implementation dependent parameters are defined in other standards or in the specifications
of individual functional units as appropriate.
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Table 5 — Values of implementation-dependent parameters

Subclause of IEC 61131-3:2003

Parameter

Value

2.2.31 Range of values of duration Same as LINT in microseconds
2.3.1 Range of values for variables of type [ Same as DINT in milliseconds
TIME
Precision of representation of 1 ms
seconds in types TIME_OF_DAY
and DATE_AND_TIME
2.3.31 Maximum number of enumerated 256
values
2.3.3.2 Default maximum length of STRING [256
variables
Maximum allowed length of STRING |65 536
variables
2.4.1.2 Maximum number of subscripts 8
Maximum range of subscript values |0 — 255
Maximum number of levels of 8
structures
2.5.1.5 Maximum inputs of extensible 8
functions
2.5.1.5]1 Effects of type conversions on As defined in Table 4
accuracy
25152 Accuracy of functions of one As defined in ISO/IEC 60559
variable
25238 PVmin, PVmax of coeunters 0, 65 535
6.1.5.3.3 Language extensions

The extensions to IEC 61131-3 defined in this document are listed in Table 6. When

these

extensjons are used in a particular device, the subclause references in this table shall be
replaced by references to the~descriptions of the corresponding extensions in the functional

unit's Jocumentation.

Table 6 — Extensions to IEC 61131-3:2003

Subclause

Description

201

STIME data type
UTIME data type
ITIME data type
FTIME data type

LTIMNME Aot

4
v GatatypPe

NTIME data type

STRING2 data type
STRINGN data type
SHORT_STRING data type

STRINGI data type
EPATH data type

21.4

Structured bit string types

2.2

Operations on STRING2 variables

2.2.4.1

Numbered bit string access

2.2.4.2

Structured bit string access
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6.1.6 Diagnostic connection points

Many ASEs have attributes that are useful as diagnostic information. In order to simplify
referencing these attributes as a group, each ASE may define one or more structures as
diagnostic connection points (see ASE definitions for connection point definitions). The content
chosen to be a part of these structures is generally limited to items that:

o when the value changes, it indicates that there can be a problem with the device that needs
attention, or that a previous problem has cleared;

e indicate the current device resource loading (e.g. number of TCP connections, 1/O
connections, packet rates).

Valueg| that are generally static Tike device settings, capabilities attributes, will nof be |part of
the stryicture.

Bit alignment of 64-bit, 32-bit, 16-bit and 8-bit values is maintained and overall|size is padded
for 64-pit alignment if necessary. This is required so that when multiple conne¢tion points from
varioug objects are aggregated in a Diagnostic Assembly, they will collectively maintain for each
data it¢m the 8, 16, 32 and 64-bit alignment requirements.

The pgddding between connection point members shall be represented as null memberg in the
connegtion point member list. See the description of the Get_Connection_Point_Membkr_List
servicg in 6.2.1.3.31.

In orddr to allow clients to understand potential future eAhancements/changes to the corjtent of
these gtructures, the following rules for how the structures can be modified apply.

e Deyices shall not alter the connection point structure (i.e. no attributes may be pdded,
deleted or substituted) that is defined by each object.

e Prqgducts implementing the connection point shall implement all member attributes (i.e. no
blahks or placeholders for unimplemented attributes).

e Exipting connection points shall only be extended with new members. It is not permjissible
to modify, reorder or delete existing members.

o |If extended by the object definition, the original connection point structure will be maintained
in the extended connection point definition.

NOTE This allows clients'\who have not been updated for the extended structure to still understand and use the
datq associated with the pfior version of the connection point, thereby providing for backwards compatipility.

e |If the connection*point is modified in such a way that it inserts new members, rgorders
existing menibers, removes existing members, or otherwise changes the meaning of gxisting
members,sthen a new connection point ID is assigned to the new structure.

If a diggnostic connection point structure is extended, updated clients accessing this stfucture
in devices shall expect to receive either structure depending on which version the ldevice
implements. If an older client encounters a device that implements a larger structure, it shall
only process the smaller amount that it understands.

It is recommended that all tools use the attribute name when presenting these values to a user,
so there is consistent naming across all products and vendors.

Devices that implement diagnostic connection points shall also implement the
Get_Connection_Point_Member_List service (see 6.2.1.3.31).

Devices that implement diagnostic connection points shall also allow access to the connection
point using the Get_Attribute Single service directed to the connection point (PATH: Class,
Instance, Connection Point). Diagnostic Connection Point access is Get only regardless of the
access rules of the individual members.
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6.2

6.2.
6.2.

ASEs

1

1.1

Object management ASE

Overview

The FAL Object Management ASE is used to access all network accessible application elements
or system management elements.

An access rule is associated with each attribute of an object class, which specifies how a
requester can access this attribute. The definitions for access rules are as follows:

Some
throug

6.2.
6.2.
6.2.

dos
as

s not require more than one value to be supported, then the attribute can be_impler
et only);

Seftable attributes, unless otherwise specified by the object definition, shalkbe also G

ang
Ge

nor

vol

1.2

1.2
1.2

may be accessed by get services;
table (Get) — The attribute shall be accessed by at least one of the get services.

attributes can require non-volatile storage in order for their values to be mair
n power cycles. When relevant in object definitions, this.is’specified as follows:

-volatible (NV) indicates that value shall be saved;

ptible (V) indicates that value shall not be saved.
FAL management model class specification
1 General formal model

1.1 Class definition

The bgse AP class below specifies the.common attributes and services defined for all of

Sehbh—t&ﬁ?ﬁheﬁbm%ﬁmﬂnraﬁeashmﬁmm\;ﬁ (for
enymerated attributes, if the device supports only one of the values and the object definition

nented

ettable

tained

her AP

classes$, including those defined by, the user (application specific).

(*) in front of an attribute or a service means that this attribute/service is either mandaltory or
optional, based on some canstraints defined in the attribute/service description.

FAL ASE: FAL Management ASE

CLASS| Base_Object

CLASS|ID: NULL

PARENT CLASS: TOP

ACCESS ATTRIBUTES:

1
2

(), Key Attribute: Object Instance number

(0) Key Aftribute:  Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1

2

3

4
4.1
4.2
5
5.1
5.2
6

7
200

(*) Attribute: Revision

(*) Attribute: Max Instance (short)

(*) Attribute: Number of Instances (short)

(o) Attribute: Optional attribute list

(m) Attribute: Number of attributes

(m) Attribute: Optional attributes

(o) Attribute: Optional service list

(m) Attribute: Number services

(m) Attribute: Optional services

(o) Attribute: Maximum ID Number Class Attributes
(o) Attribute: Maximum ID Number Instance Attributes

*) Attribute: Max Instance (long)
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201 (*) Attribute: Number of Instances (long)
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (o) Attribute: Attr1

SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attributes_All

2 (o) Mgt Service: Set_Attributes_All

3 (o) Mgt Service: Get_Attribute_List

4 (o) Mgt Service: Set_Attribute_List

5 (o) Mgt Service: Reset

6 (o) Mgt Service: Start

7 (0) Maqt Service: Stap

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

13 (o) Mgt Service: Apply_Attributes

14 (o) Mgt Service: Get_Attribute_Single

16 (o) Mgt Service: Set_Attribute_Single

17 (o) Mgt Service: Find_Next_Object_Instance
21 (o) Mgt Service: Restore

22 (o) Mgt Service: Save

23 (o) Mgt Service: NOP

24 (o) Mgt Service: Get_Member

25 (o) Mgt Service: Set_Member

26 (o) Mgt Service: Insert_Member

27 (o) Mgt Service: Remove_Member

28 (o) Mgt Service: Group_Sync

29 (o) Mgt Service: Get_Connection_Poeint“Member_List
OBJECIT MANAGEMENT SERVICES:

1 (o) Ops Service: Get_Attributes(All

2 (o) Ops Service: Set_Attributes_All

3 (o) Ops Service: Get_Attribute_List

4 (o) Ops Service: Set Attribute_List

5 (o) Ops Service: Reseét

6 (o) Ops Service: Start

7 (o) Ops Service: Stop

8 (o) Ops Servicé: Create

9 (o) Ops,Senvice: Delete

10 (o) Ops'Service: Multiple_Service_Packet
13 (o) «Ops Service: Apply_Attributes

14 (0),\/Ops Service: Get_Attribute_Single

16 (0)” Ops Service:  Set Attribute Single

21 (o) Ops Service: Restore

22 (o) Ops Service: Save

23 (o) Ops Service: NOP

24 (o) Ops Service: Get_Member

25 (o) Ops Service: Set_Member

26 (o) Ops Service: Insert_Member

27 (o) Ops Service: Remove_Member

28 (o) Ops Service: Group_Sync

29 (o) Ops Service: Get_Connection_Point_Member_List

OBJECT SPECIFIC SERVICES:

1 (0)

Mgt/Ops Service:

Service1
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6.2.1.2.1.2 Access attributes

These internal attributes uniquely identify an object instance within a device. The corresponding
values are used as part of the path in service requests to specify the target object instance.

Object Instance number

Unique number associated with a given object instance. Instance number 0 (zero) means that
access to the object class itself is requested.

Symbolic name

Optional name which may be associated with a given object instance.

6.2.1.2.1.3 System management attributes (class attributes)

Attribufes at the class level. An attribute whose value is shared by all objects ‘within the same
class i$ referred to as a Class Attribute.

Nine predefined Class Attribute IDs are reserved for class object\definition. The nine
predefined/reserved class attributes have the definitions listed belowBecause these attfibutes
are regerved, class Attribute ID numbers 1 through 7, 200 and 201 are always regerved.
Therefpre, if a class attribute is added to an object specification,‘it shall start with AttributelD #8
and be| different from 200 or 201.

If a Class Attribute is optional, then a default value or.a.special case processing method shall
be defined such that the Client (Requester) can procéss the error message that occurs when
accesding those objects that choose not to implement the class attribute.

All the|common class attributes have an accessrule of Get only.
Revisipn

Revision of this object. The startingswalue assigned to this attribute is one (1). If updatgs that
requirg an increase in this value are-made, then the value of this attribute increases by f1.

If the vfalue is 1, then this attribUte is optional in implementations. If the value is greater than 1,
then thlis attribute is mandatory. The Revision of an object specifies the interface to that jobject,
which ghall encompass(all of the items in the object specification, including services, attrjbutes,
connegtions and behavior.

Max Instance (short/long)

Maximum instance number of an object currently created in this class level in the devide. The
largesf instance number of an object at this class hierarchy level created in the device.

This attribute is optional. If the device implements this attribute, it shall implement the long
version if it supports instances greater than 65 535, else it shall implement the short version.

Number of Instances (short/long)

Number of object instances currently created at this class level in the device. The number of
object instances at this class hierarchy level.

This attribute is optional. If the device implements this attribute, it shall implement the long
version if it supports instances greater than 65 535, else it shall implement the short version.
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al attribute list

List of optional instance attributes utilized in an object class implementation. A list of attribute
numbers specifying the optional attributes implemented in the device for this class.

Number of attributes

Number of attributes in the optional attribute list.

Optional attributes

List of optional attribute numbers.

Optional service list

List of| optional services utilized in an object class implementation. A list of serviee|codes
specifyling the optional services implemented in the device for this class.
If an optional service is implemented in a class, and the Optional Service List class attripute is
also injplemented in the class, then the service shall be included in the Optional Servicg List.
Number services
Number of services in the optional service list.
Optional services
List of optional service codes.
Maxirrlum ID Number Class Attributes
The Attribute ID number of the last class attribute of'the class definition implemented in the
device

NOTE

Maximum ID Number Instance Attributes

The At
device

NOTE
6.2.1.2
Attribu

An Ins
definiti
attribu
Status

This allows to simplify auto determination of class implementation by a remote terminal.

fribute ID number of the last instance attribute of the class definition implementeq

This allows to simplify auto determination of class implementation by a remote terminal.
1.4 Object management attributes

es at the instance level.

ance Aftribute is an attribute whose value is unique to an object instance and
pn is shared by all instances of an object. Each instance need only support the o
es, that apply to it. If an instance does not support an optional attribute, the G

in the

whose
ptional
eneral
Lite.

code “Attribute Not Supported” shall be returned for services targeting that attrib

Instance Attributes are defined in the same terms as Class Attributes. There are no reserved
Instance Attributes.

Instance ID = 0 is a special case. A service directed to Instance ID = 0 shall be applied to the
class, not to a particular instance.

Each instance has a unique set of attributes. Instance attribute ID's may be numbered from 1
onwards without any correlation to the Attribute ID's of the class of which the object is an
instance. There are no reserved Instance Attributes.
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6.2.1.2.1.5 System management (class level) and object management (instance
level)services

All the common services behave the same way, whether used as System Management or Object
Management services.

NOTE 1 Class level is invoked by specifying an object instance ID of zero (see IEC 61158-6-2, 4.1.9.4.1).
Get_Attributes_All

The Get_Attributes_All service returns the contents of all attributes of the specified object class
(APO system management attributes) or instance (APO Object Management attributes).

Set_Altrlbutes_All

The S¢t_Attributes_All service modifies the contents of all attributes of the spekifieéd|object
class (APO system management attributes) or instance (APO Object Management/attriutes).

Get_Atgtribute_List

The Get_Attribute_List service returns the contents of the selected gettable attributes| of the
specified object class (APO system management attributes) aoF, instance (APO |Object
Management attributes).

Set_Attribute_List

The S¢t_Attribute_List service updates the contents of the selected attributes of the specified
object [class (APO system management attributes) «orvinstance (APO Object Management
attribuies).

Reset

The Regset service invokes the Reset service,of the specified APO object class or instance.

NOTE 2| Typically this would cause a transition to a default state or mode.

Start

The Stprt service invokes the Start service of the specified APO object class or instancs.

NOTE 3| Typically this would-place an object instance into a running state or mode.

Stop

The Stpp service’invokes the Stop service of the specified APO object class or instance|.

NOTE 4| Typieally this would place an object instance into a stopped or idle state or mode.

Creatﬁ

The Create service results in the instantiation of a new object instance within the specified
object class.

Delete

The Delete service deletes an object instance of the specified object class.
Multiple_Service_Packet

The Multiple_Service_Packet service performs a set of services as an autonomous sequence.
Apply_Attributes

The Apply_Attributes service causes attribute values whose use is pending to become actively
used in the specified APO object class or instance.


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

- 54 — IEC 61158-5-2:2023 © |EC 2023

Get_Attribute_Single

The Get_Attribute_Single service returns the contents of the specified attribute or other logical
elements of the specified object class (APO system management attributes) or instance (APO
Object Management attributes).

Set_Attribute_Single

The Set_Attribute_Single service modifies the contents of the specified attribute of the specified
object class (APO system management attributes) or instance (APO Object Management
attributes).

Find_

The Fipd_Next_Object_Instance service shall be supported at the APO object class IeVeLI only.
It cauges the specified APO object class to search for and return a list ofcdinstange IDs
associated with existing object instances. Existing objects are those that) are cyrrently
accesgible from the link.

Restore

The Regstore service restores the contents of an APO object class orinstance attributes|from a
storagT location accessible by the Save service. Attribute data is copied from a storage area to
the currently active memory area used by the object class/instance.

Save

The Sgve service copies the contents of an APO object«class or instance attributes to a Ipcation
accesdible by the Restore service.

NOP

The NOP service causes the receiving APQtobject instance to return a No Operation response,
withouf carrying out any other internal action.

NOTE 5| This service can be used to test whether or not a particular object class/instance is still predent and
respond|ng without causing a state change.

Get_Mrm ber

The Gét_Member servicetreturns member(s) information from within an attribute.
Set_Mpmber
The Sgt_Member{service sets member(s) information in an attribute.

Insert| Member

The Ingext”’ Member service inserts member(s) into an attribute

Remove_Member

The Remove_Member service removes member(s) from an attribute.

Group_Sync

The Group_Sync service verifies that each member of a group is synchronized to System Time.
Get_Connection_Point_Member_List

The Get_Connection_Point_Member_List service returns EPATHs and associated sizes of the
value for member attributes defining the structure of a connection point.
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6.2.1.2.1.6

Object specific services

Object-specific services are unique services supported only by the class of objects in which
they are defined, whereas common services may be used in many objects. Object-specific

service codes shall be unique only within the class in which they are defined.

Object-specific services sent to the class level of an object are called object-specific system
management (class level) services. Object-specific services sent to the instance level of an

object are called object-specific object management (instance level) services.

Class level is required by specifying an object instance ID of zero (see IEC 61158-6-2,

4.1.941)
6.2.1.2.2
6.2.1.2.2.1

The Identity ASE provides identification of and general information about the devi
optionally its subsystems. Instance one (1) of the Identity object shall bé.presentin all d

Instang
applics

e one (1) shall identify the whole device. It alone shall be Gsed for electronic key
tions wishing to determine what nodes are on the netwark-and to match an EDS

Identity formal model

Class definition

produgt on the network.

Other Ln

about

Instang

Instang
semi-if
commy

(*) in front of an attribute or a service means that this attribute/service is either manda
optional, based on some-~constraints defined in the attribute/service description.

FAL A
CLASS}|
CLASS|

es greater than one (1) that are used togreport the revision of embedded comp
shall be assigned the Embedded Componentxdevice type. These instances exist to ena
manufacturer to report the revision of the embedded components of its choosing.

es greater than one (1) may atso be used to identify internal subsystems that ¢
dependently (for example; a device may be designed to accept a third

nications card).

E:

ID:

PARENT CLASS:
ACCESS ATTRIBUTES:

stances are optional. They may be provided by a)device to give additional infor
device, such as its embedded components and/or subsystems.

FAL Management ASE
Identity_Object

1

Base_Object

te and
Bvices.

ing, by
with a

mation

onents
ble the

xecute
party

tory or

1
2

(m)
(0)

Key Attribute:
Key Attribute:

Object Instance number
Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

N o o W N~

200
201

*)
*)
*)
(0)
(0)
(0)
(0)
*)
*)

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

Revision = 2

Max Instance (short)

Number of Instances (short)

Optional attribute list

Optional service list

Maximum ID Number Class Attributes
Maximum ID Number Instance Attributes
Max Instance (long)

Number of Instances (long)
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OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):

1 (m) Attribute: Vendor ID

2 (m) Attribute: Device Type

3 (m) Attribute: Product Code

4 (m) Attribute: Revision

4.1 (m) Attribute: Major Revision

4.2 (m) Attribute: Minor Revision

5 (m) Attribute: Status

5.1 (m) Attribute: Owned

5.2 (m) Attribute: Configured

53 (m) Attribute- Extended Device Status
5.4 (m) Attribute: Minor Recoverable Fault
5.5 (m) Attribute: Minor Unrecoverable Fault
5.6 (m) Attribute: Major Recoverable Fault
5.7 (m) Attribute: Major Unrecoverable Fault
5.8 (m) Attribute: Extended Device Status 2
6 (m) Attribute: Serial Number

7 (m) Attribute: Product Name

8 (o) Attribute: State

9 (o) Attribute: Configuration Consistency Value
10 (o) Attribute: Heartbeat Interval

11 (o) Attribute: Active Language

12 (*) Attribute: Supported Language List
13 (o) Attribute: International Product Name
14 (o) Attribute: Semaphore

14.1 (m) Attribute: Client Electronic Key
14.2 (m) Attribute: Semaphore Timer

15 (o) Attribute: Assigned Nameg

16 (o) Attribute: Assigned Description

17 (o) Attribute: Geographic Location

18 (") Attribute Typeldd Identity Info

19 (o) Attribute Protection Mode

20 (o) Attribute Uptime

21 (o) Attribute Catalog Number

22 (o) Attribute Manufacture Date

23 (") Attribute Type9 Identity Info

24 (*) Attribute Type9 Status

25 (o) _<Atiribute Implementation Profiles

26 (*y ,\SAttribute IEC 61131-9 Identity Info 1
27 ()Y Attribute IEC 61131-9 Identity Info 2
28 (*)  Attribute IEC 61131-9 Identity Info 3
29 (*)  Attribute IEC 61131-9 Identity Info 4
30 (*) Attribute: Supported Language List 2
31 (o) Attribute: Vendor Name

32 (o) Attribute: Vendor URI

33 (o) Attribute: Configuration Counter

34 (o) Attribute: Configuration Date

35 (o) Attribute: Manufacture Serial Number
36 (o) Attribute: Device Manual

37 (*) Attribute: Hardware Revision

371 (m) Attribute: Major Revision

37.2 (m) Attribute: Minor Revision

39 (o) Attribute Product Identity Certificate
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SYSTEM MANAGEMENT SERVICES:

1

3

4

5

14

17

24
OBJEC
1

3

(o) Mgt Service: Get_Attributes_All

(o) Mgt Service: Get_Attribute_List

(o) Mgt Service: Set_Attribute_List

(o) Mgt Service: Reset

(*) Mgt Service: Get_Attribute_Single

*) Mgt Service: Find_Next_Object_Instance
(o) Mgt Service: Get_Member

T MANAGEMENT SERVICES:

(*) Ops Service: Get_Attributes_All

4
5

14

16

24
OBJEC]
75

76

6.2.1.2

Revisi

If the Vv

(*) Ops Service: Get Attribute |ist

*) Ops Service: Set_Attribute List

(*) Ops Service: Reset

(m) Ops Service: Get_Attribute_Single

*) Ops Service: Set_Attribute_Single

(*) Ops Service: Get_Member

T SPECIFIC SERVICES:

(o) Ops Service: Flash_LEDs

(*) Ops Service: Certificate_Challenge

2.2 System management attributes (class attributes)
pn

alue is 1, then this attribute is optional. If the'value is greater than 1, then this a

is mandatory.

Max in

If mult

stance (short/long)

ple instances of the Identity object exist, then this attribute is mandatory, el

optionial.

6.2.1.2

.23 Object management attributes

The following instance attributes shall be used to identify with certainty the appropriate

targets

d by a connectionoriginator:

1) Vendor ID;

2) De
3) Prg
4) Re

ice Type;
duct €ode;

ision

tribute

se it is

device

This collection of attributes, when kept by the connection originator, is referred to as a device's
"electronic key".

Vendo

riD

Identification of each manufacturer/vendor by number. Vendor IDs uniquely identify a particular
manufacturer/vendor. The value zero shall not be used.

Specific Vendor IDs are specified for devices implementing a different network technology and
connected through a Type 2 translator device. Because this Vendor ID is assigned to a network
technology and not vendor specific, it cannot be used to identify the company that defines any
vendor specific behavior for a translated device. Instead, the Vendor ID of the translation device
shall be used to identify the vendor who defines vendor-specific behavior for the set of its

transla

ted devices.
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This non-volatile instance attribute has an access rule of Get only.
Device type

Indication of general type of product. In order to allow interoperability and interchangeability, a
Device Type shall be used to identify similar devices which exhibit the same behavior, produce
and/or consume the same basic set of data, and contain the same basic set of configurable
attributes. The formal definition of this information is known as a Device Profile: all devices with
the same Device Type number shall meet the minimum requirements and implement the
common options specified in the Device Profile for that device type. A listing of the Device Type
ranges can be found in IEC 61158-6-2. The Embedded Component device type is not allowed
for instance 1.

This nth-voIatiIe instance attribute has an access rule of Get only.
Produ¢t code

Identification of a particular product of an individual manufacturer. The manufacturer assigned
Produgt Code identifies a particular product within a device type. Eachtmanufacturgr shall
assign|this code to each of its products. The Product Code typically ‘maps to one of more
catalogue/model numbers. Products shall have different codes if (their configuration |and/or
runtime options are different. Such devices present a different logical view to the netwofrk.

This ngn-volatile instance attribute has an access rule of Get-only.
Revisipn

This aftribute, which consists of Major and Minor Revisions, identifies the Revision of the item
that this instance of the Identity object is representing.

The Major and Minor Revision are typically displayed as "major.minor". Minor revisions ghall be
displayed as three digits with leading zera@s, as necessary.

This ngn-volatile instance attribute has an access rule of Get only.

Major revision

The¢ major revision should. be incremented by the manufacturer when there is a sigpificant
chgnge to the ‘fit, form¥-or function' of the product. Any changes that affect the configuration
chqices available te'the user (and therefore the Electronic Data Sheet) require incrementing
thelmajor revisian.

Minor revision

The minarirevision is typically used to identify changes in a product that do not affefrt user
corffiguration choices, e.g. bug fixes, hardware component change, labeling change.
Changes in minor revision are not used by a configuration tool to match a device yith an

EI 4 H Not QL 4
ebl.l UTHU UJatd olT1ICTl.

Status

Summary status of device. This attribute represents the current status of the entire device. Its
value changes as the state of the device changes. The detailed format of this Status attribute
is described in IEC 61158-6-2.

NOTE 1 The events that constitute a fault (recoverable or unrecoverable) are determined by the device
implementers.
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This volatile instance attribute has an access rule of Get only.

Owned
A (TRUE) indicates the device (or an object within the device) has an owner.

Typically this will be due to the device being an end point of an I/O connection to an ownable
resource within the device, such as output data. A resource may also be owned through
explicit messaging. The existence of an I/O connection alone does not indicate ownership,
such as could be present through a Type 2 router.

Configured

A (TRUE) indicates the application of the device has been configured to do something
different than the "out—of-box" default. This shall not include r‘nnfigllrnﬁnn of the

communications.

Exiended device status

Thip attribute is used to provide more detailed information about device status. Its |values
are| either vendor specific, or as specified in IEC 61158-6-2, 4.1.8.2.1:2y The ED§ shall
ind|cate if the device instance (1) follows a vendor-specific definitionyfor these bjts. No
mefhanism is provided to enumerate the vendor-specific use of these values in the E[DS file
forfinstances greater than one (1).

Minor recoverable fault

A (TRUE) indicates the device detected a problem with\tSelf, which is thought to be
recpverable. The problem shall not cause the device to go)into one of the faulted stdtes.

NOTE 2 For example, an analogue input device is sensing an.input that exceeds the configured maximpm input
valye.

Minor unrecoverable fault
A (TRUE) indicates the device detected a<problem with itself, which is thoughtl to be
unriecoverable. The problem shall not cause the device to go into one of the faulted ptates.

NOTE 3 For example, the device's battery backed RAM requires a battery replacement. The device is fequired
to cpntinue functioning properly until the firstitime power is cycled.

Major recoverable fault
A ([TRUE) indicates the device’detected a problem with itself, which caused the deyice to
go jnto the "Major Recoverable Fault" state.

NOTE 4 For example, thé'device's configuration is incorrect or incomplete.
Major unrecoverable fault

A (TRUE) indicates the device detected a problem with itself, which caused the deyice to
go |nto the *Major Unrecoverable Fault" state.

it cpuld'be unable to report a Major Unrecoverable Fault. It shall not process a Reset sfervice.

A devicecould be unable to communicate in the Major Unrecoverable Fault state. Therefore,
The ‘enly exit from a Major Unrecoverable Fault shall be to cycle the device power. %e

NOTE 5 For example, the device failed its ROM checksum process.
Extended device status 2

This attribute is used to provide more detailed information about device status. Its values
are vendor specific. The EDS shall indicate if the device instance (1) follows a vendor-
specific definition for these bits. No mechanism is provided to enumerate the vendor-specific
use of these values in the EDS file for instances greater than one (1).

Serial number

Serial number of device. This attribute provides a number used in conjunction with the Vendor
ID to form a unique identifier for each device on any Type 2 network. Each manufacturer is
responsible for guaranteeing the uniqueness of the serial number across all of its devices.

This non-volatile instance attribute has an access rule of Get only.
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Product name

Human readable identification. This text string shall represent a short description of the product
represented by the "Product Code" attribute. The same product code may have a variety of
product name strings.

NOTE 6 The logical view to the network (see description of Product code above) does not include the Product name.
This non-volatile instance attribute has an access rule of Get only.

State

Indicationof the present state of the device as rnlnrnqnnfnd hy the state transition rlingram‘

NOTE 7| The nature of a Major Unrecoverable Fault could be such that it could be not accurately reflected by the
State at{ribute.

This vglatile instance attribute has an access rule of Get only.
Confiquration consistency value

Contents identify configuration of device.

A product may automatically modify the Configuration Consisternicy Value whenever arly non-
volatilg attribute is altered. A client node has the possibility_ 10 compare this value to g value
within |ts own memory prior to system operation.

NOTE 8| The client node's behavior, upon detection of asmismatch, is vendor specific. The Configuration
Consistgncy Value could be a CRC, incrementing count or any.other mechanism.

The onlly requirement is that if the configuration*changes, the Configuration Consistency Value
should|be different to reflect the change.

This non-volatile instance attribute has _an access rule of Get only.
Heartheat interval

Sets tHe nominal interval between production of optional heartbeat messages.

This n¢n-volatile instance) attribute has an access rule of Get/Set.
Active|language

Currently active language for the device. If this attribute is supported, all character strings within

return the strlng mthe default Ianguage Any other object attributes (class or mstance level)
which set the language for strings of these data types shall not be supported (i.e. the class level
Native Language attribute of the Parameter and Parameter Group objects).

This non-volatile instance attribute has an access rule of Get/Set.
Supported language list

If the Revision value is 1, then this attribute is optional. If the value is greater than 1, then this
attribute shall not be used.

List of languages supported by character strings of data type STRINGI within the device.

This volatile instance attribute has an access rule of Get.
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International product name

Names of the product in various languages.

This non-volatile instance attribute has an access rule of Get.

Semaphore

Provides a semaphore for client access synchronization to the entire device.

This is a volatile attribute whose value after a reset or power-up is always zero. The Semaphore
attribute can be read at any time. The value reported will be the current content of the

Semap

Client electronic key

It is

Semaphore timer

Thi
Tin

Th
acd
dey

When
servicq

The following error responses are defined for a Set_Attribute_Single service of the Sem

attribu

ThI Semaphore Timer component operates at the base time resolution of the

hore attribute, including the real-time (actual) timer value.

composed of the client's Vendor ID and the client's device serial number.

5 is a millisecond timer that when non-zero, counts down to zero. When the Sem
er reaches the value zero, the Semaphore attribute is set to all'zeros.

refore, if the time base of the device is greater than a.3¢ms resolution, the timg
epted by the attribute shall be rounded up to the next timer increment appropriate
ice.

h Set_ Attribute_Single service is directed to thi§’attribute, the attribute will be se
data if either of the following is true:
The current value in the attribute is zero;

The Electronic Key portion of the service data matches the Electronic Key portior
attribute data.

e

Resource Unavailable:\The Client Electronic Key portion of the Semaphore attribd
non-zero and did not match the Client Electronic Key portion of the Set_Attribute |
service data. This-error response indicates that the Semaphore has been previoy
by a different ¢lient process and is not available at the present time.

Invalid Attribute Value: The value specified for the timer portion of the attribute
was less.than 100 ms.

Device-State Conflict: The device is currently in a state that does not allow the
of the)Semaphore attribute. This is a device specific behavior and shall be docur

aphore

levice.
b value
for the

to the

of the

aphore

te was
|Single
sly set

value

setting
nented

by‘the vendor.

This volatile instance attribute has an access rule of Get/Set.

Assigned name

This te

xt string represents the user assigned name of the device.

This non-volatile instance attribute has an access rule of Get/Set.

Assigned description

This text string represents a user assigned description of the device and may also describe its

functio

n.

This non-volatile instance attribute has an access rule of Get/Set.
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Geographic location

This text string represents the physical location of the device as provided by the user.

This n
Type1
This a

on-volatile instance attribute has an access rule of Get/Set.
5 identity info

ttribute is reserved for Type 15 devices. Otherwise it shall not be used.

Protection mode

further

Indication-of-the-present modeof protectionfor-the device—The use of this—attribute is
g

detailed in 6.2.1.2.2.7.

This vaglatile instance attribute has an access rule of Get.

Uptim

Amount of time since the device was last powered up or restarted (for ‘example ldentity|
Reset)] The vendor determines where in the power up/restart process, this Uptime valug

being
into th

¢ Standby State (see Figure 3).

This valatile instance attribute has an access rule of Get.

Textu

A devi

Cataljg number

| catalog or model number. This shall be thé text string used to order the product

ce could be unable to return the complete catalog number for a number of reasa

example mechanical options, hardware options or field installable options. Even if the co

catalog

the ca

talog number for the product as.practical/possible.

One approach is to provide a portion of the catalog number that represents a family of prq
possibly using wildcard characters to represent options.

EXAMP

LE 1438-BAC7xx".where "xx" represents variants in the catalog number supported by this product

NOTE 9| The logical view to the network (described in the "Product Code" attribute) does not include the

Number

This n

Manufpcture date

Date t

object
starts

ncremented, but this Uptime value shall start incrementing no later than the trgnsition

ns, for
mplete

number cannot be provided, it isthighly recommended that a device returns as much of

ducts,

code.

Catalog

Ln-volatile instance attribute has an access rule of Get.

he product was manufactured.

A recommended display format for date according to ISO 8601-1 is "yyyy-mm-dd", where "yyyy"

is the

This n

year, "mm" is the month, and "dd" is the day of the month.

on-volatile instance attribute has an access rule of Get.

Type9 identity info, Type9 status

These

attributes are reserved for Type 9 devices. Otherwise they shall not be used.
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Implementation profiles

The Implementation profiles attribute is used to identify the implementation profiles supported
by a particular product. Implementation profiles define the minimum requirements that a product
shall implement, as well as common options.

NOTE 10 The list of public implementation profiles is managed by the ODVA, Inc. organization. Definition of the
implementation profiles is outside the scope of this document.

This non-volatile instance attribute has an access rule of Get.

IEC 61131-9 identity info 1, info 2, info 3, info 4

These [attributes are reserved for IEC 61131-9 devices. Otherwise they shall not be usefl.
Supported language list 2

If the Revision value is greater than 1, then this attribute is optional. If the Revision valjie is 1,
then this attribute shall not be used.

List of Janguages supported by character strings of data type STRINGIwithin the devicq.

This n<[n-volatile instance attribute has an access rule of Get.
Vendofr Name

Name pf the company that manufactured the device.

This nt[n-volatile instance attribute has an access*ule of Get.
Vendojr URI

This aftribute provides a globally uniqueddentifier for the manufacturer/vendor of the |device
(corregponding to the Vendor ID attribute). This identifier can be a fully qualified domain name
or a UUID. This value, used in conjunction with the Serial Number attribute, forms a junique
identifier for each device on any. Type 2 network.

If this pttribute is not supported, a client or gateway shall report a default value based on its
Vendof ID.

This ngn-volatile instance attribute has an access rule of Get.
Confiduration Counter

Numbdr ofltimes the device configuration has changed.

A product may automatically modify the Configuration Counter whenever any non-volatile
attribute is altered. A client node has the possibility to compare this value to a value within its
own memory prior to system operation. The client node’s behavior, upon detection of a
mismatch, is vendor specific. The Configuration Counter shall use an incrementing count
mechanism and wrap around from its maximum value to zero. A Type 1 Reset shall not set this
counter to zero, instead it shall be incremented from its current value.

This non-volatile instance attribute has an access rule of Get.
Configuration Date

This attribute contains the date and time of the last configuration change. A change to the
Configuration Counter or the Configuration Consistency Value attributes shall accompany a
new value stored in Configuration Date. If no time source is available when configuration has
changed, a value of zero shall be recorded and subsequently reported.
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on-volatile instance attribute has an access rule of Get.

Manufacture Serial Number

Alphanumeric character sequence used to identify the asset.

The Manufacture Serial Number, when used in conjunction with the Vendor ID, shall be unique
for each device, and is intended to be used for asset tracking, determining effectivity of any
product warranty, and for determining if a product notice (i.e. recall) applies to a particular
device.

This attribute may contain characters that duplicate those of the Serial Number attribute or may
be a n¢w code assigned by the vendor that contains alphanumeric characters.

If the product cannot determine the Manufacture Serial Number, the value of this attribut

be an

This n

Devic

émpty string (length 0).

]n-volatile instance attribute has an access rule of Get.

Manual

Pointef to a manual for the device. This attribute shall contain.gither an application pat

instan

can be|obtained online.

The firgt member of the structure indicates the data type of the rest of the attribute.

Hard

If the

This ::Ln-volatile instance attribute has an access, rule of Get.

re Revision

tem the instance represents has ‘hardware, then this attribute is optional, el

attribuie shall not be used.

This aftribute identifies the vendor assigned revision of the hardware that this instance
Identity object represents.

The value of this attribute.can change without a change to the Revision attribute of this in4

The Mgjor and Miner Revision are typically displayed as major.minor. Minor revisions s

displa

This n

yed as three digits with leading zeros as necessary.

e shall

h to an

¢e of the File Object containing the device’s manual, or a URL where the device’s anual

5e this

of the

stance.

hall be

Tn-volatile instance attribute has an access rule of Get.

Major revision

A Major Revision change is required when functional changes are made to the hardware.
For example, introducing a new flash memory component that requires an updated firmware

dri
Mi

ver for programming can warrant a change in the Major Revision.

nor revision

A Minor Revision change is required when no functional changes result from the hardware
changes. A drop-in replacement component change that requires no firmware update can

be

an example of a Minor Revision.

Product Identity Certificate

This a

ttribute is reserved for security related information.

NOTE 11 Type 2 security is outside the scope of this document.


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

IEC 61

1568-5-2:2023 © IEC 2023 - 65—

This non-volatile instance attribute has an access rule of Get.

6.2.1.2.2.4

level) services

System management (class level) and object management (instance

Object-specific details of the common services are provided below for the Identity object.

Get_Attributes_All

At the instance level, unless otherwise specified in the network communication profile, this
service is mandatory.

Get_Attribtute—tist

At thelinstance level, this service is mandatory if the Revision value is greater-than| 1 and

attribuiles not included in the Get_Attributes_All response are implemented, else/it,is opftional.

Set_Attribute_List

At thelinstance level, this service is mandatory if the Revision value.is’ greater than| 1 and

settable attributes not included in the Get_Attributes All response aré.implemented, else it is

optionial.

Reset

At the |nstance level, this service is mandatory for instance 1, else it is optional for instances

greatef than 1.

If diregted to instance 0 or 1, this service invokes.the Reset service for the entire deyice. If

directe(d to an instance greater than 1, the scope’of the Reset service is vendor-specific|

The Object Specific Data of the request primitive will contain a dedicated parameter to $pecify

the type of Reset requested by the usenlts detailed format and corresponding Reset ¢ptions

are specified in IEC 61158-6-2.

When the Identity ASE (Object)wréceives a Reset request, it shall:

a) determine if it can provide the type of reset requested, and return the appropriate error if it
carjnot;

b) respond to the request;

c) perform the type“of reset requested.

If the feset is\directed to instance 0 or 1, the device shall stop accepting explicit mg¢ssage

servicg requests received on any port as soon as possible, but no later than 3 s of thel Reset

succes

by retd

explicit message service requests after the reset has completed.

s.response being sent. Messages that are not accepted may either be ignored or r¢jected
mg—emem—&aﬁm%m—ﬁae—emfhﬁ%he—dm—w . i fct? i epting

If the instance targeted does not support the Reset service, then a General Status code "Service
not supported for specified path" shall be returned.

A client that sends a Reset service to the device should wait at least 3 s after receiving a
success response before attempting to re-establish communications with the device to ensure
that the response is not received from the device prior to the reset occurring. The client should
be aware that devices are not constrained to complete the entire reset and resume
communications within 3 s, but are only required to stop responding to service requests prior
to the start of the actual reset within 3 s.
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Get_Attribute_Single

At the class level, this service is mandatory if any attributes are implemented, else it is
optional.

Set_Attribute_Single

This service is mandatory if any settable attributes are implemented (e.g. Heartbeat Interval),
else it is optional.

Find_Next_Object_Instance

At the class level, this service is mandatory if non consecutive instances exist, else it is
optionfal.

Get_Member

This s¢rvice is mandatory if any attributes with the International String (STRINGI) daja type
are implemented, else it is optional.

6.2.1.2.2.5 Object specific services
Flash_|LEDs

This s¢rvice instructs the device to either start or stop flashing its Type 2-defined LEDg (used
to visuplly identify it).

Certificate_Challenge

This segrvice is reserved for security. It is mandatory if attribute Product Identity Certificate is
implemented, else it shall not be used.

NOTE [ype 2 security is outside the scope of this document.
6.2.1.2.2.6 Identity state machine

The bghavior of the Identity object\is shown in the State Transition Diagram (STD) in Figure 3.
This STD associates the state,of\the device with the status reported by the Status Attribute and
with the state of the Module Status LED (see IEC 61158-4-2 for details).

A devige could be unable)to communicate in the Major Unrecoverable Fault state. Therdfore, it
could e unable to report a Major Unrecoverable Fault. It will not process a Reset servige. The
only eXit from a Major Unrecoverable Fault is to cycle power.

The ldentity<ebject triggers production of heartbeat messages as defined by the underlying
network when:

o theintervatconfigured in the Heartbeat Interval Attribute has passed since the last heartbeat
message;

o the Heartbeat message contents change, at a maximum rate of one "data changed"
heartbeat message per second.

The Heartbeat Interval value shall be saved as a Non-Volatile attribute. Heartbeat messages
are only triggered after the device has successfully completed the network access state
machine and is online. Not all networks support sending the Heartbeat message.
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Figure 3 — Identity object state transition diagram

The STD for the Identity object contains theifollowing events:

e Poyer Applied: the device is powered up;
e Pagsed Tests: the device has successfully passed all self tests;

. Faitled Tests: the device's §elf test failed;
e Ac

IEC

vated: the device's‘configuration is valid and the application for which the devigce was

dedigned is now capable of executing (whether or not communications channels are already

estpblished);

e Deactivated: thiesdevice's configuration is no longer valid and the application for whjch the
deyice was~designed is no longer capable of executing (whether or not communiication

chgdnnels_ate’still established);

e Minorfault: a fault classified as either a minor unrecoverable fault or a minor reco

fault 'has occurred;

erable

e Fault Corrected: the source of the Major Recoverable Fault has been corrected.

Table 7 defines the state event matrix for the Identity object.

Major recoverable fault: an event classified as Major Recoverable Fault has occurred;

Major unrecoverable fault: an event classified as a Major Unrecoverable Fault has occurred;
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Table 7 — Identity object state event matrix

Event Nonexistent Device Self Standby Operational Major Major
Testing Unrecoverable| Recoverable
Fault Fault
Power Loss Not Transition to Transition to Transition to Transition to Transition to
Applicable Nonexistent Nonexistent Nonexistent Nonexistent Nonexistent
Power Applied |Transition to Not Not Not Not Not
Device Self Applicable Applicable Applicable Applicable Applicable
Testing
Failed Tests Not Transition to Not Not Not Not
Applicable Major Applicable Applicable Applicable Applicable
urnrecoverdopie
Fault
Passed|Tests |Not Transition to Not Not Not Not
Applicable Standby Applicable Applicable Applicable Applicable
Deactivated Not Ignore Event Ignore Event  |Transition to Ignore Event Ignore Hvent
Applicable Standby
Activatgd Not Ignore Event Transition to Ignore Event Ignore -Event Ignore Bvent
Applicable Operational
Major Not Not Transition to Transition to Ignore Event Ignore Bvent
Recovefable Applicable Applicable Major Major
Fault Recoverable Recoverable
Fault Fault
Major Not Not Transition to Transition to Ignore Event Ignore Hvent
Unrecoyerable |Applicable Applicable Major Major
Fault Unrecoverable |Unrecoverable
Fault Fault
Minor Not Ignore Event Ignore Eyent Ignore Event Ignore Event Ignore Bvent
Recovefable Applicable
Fault
Minor Not Ignore Event Ignore Event Ignore Event Ignore Event Ignore Bvent
Unrecolerable [Applicable
Fault
Fault Not Not Not Not Not Transitipn to
Correctéd Applicable Applicable Applicable Applicable Applicable Standbyf
Reset Not Restart Self Transition to Transition to Ignore Event Transitipn to
Applicable Tests Device Self Device Self Device Belf
Testing Testing Testing
Module Off Flashing Flashing Green |Solid Green Solid Red Flashing Red
Status YED Red/Green
The SEM for the Identity object contains the following states:
° Nopexistent: the device is without power;

o Device Self Testing: the device is executing its self tests;
e Standby: the device needs commissioning due to an incorrect or incomplete configuration;
e Operational: the device is operating in a fashion that is normal for the device;

e Major Recoverable Fault: the device has experienced a fault that is believed to be
recoverable;

e Major Unrecoverable Fault: the device has experienced a fault that is believed to be
unrecoverable.
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6.2.1.2.2.7 Specific requirements for handling protection settings

Two protection settings are defined: Implicit Protection and Explicit Protection. The default
value for both the Implicit and Explicit Setting is Not Protected. When both the Implicit and
Explicit Protection Settings are Not Protected, the device shall accept all Type 2 explicit
messages that are valid for the device, subject to any object-specific or device-specific rules
regarding state conflicts.

The Implicit Protection setting shall indicate that the device has entered a state in which it
rejects explicit message requests that would disrupt its operation. The conditions under which
a device enters the Implicit Protection setting are device-specific.

EXAMPLE 1

Some ejamples of conditions under which a device should consider entering the Implicit Protection setting dre listed
below:

e Presgence of an established target I1/0O connection. This method is highly recommended for devices whosdg primary
megns of control and/or data production is via an I/O connection. For O->T connections.that’include the Run/ldle
heafler, it may be further qualified that the connection be in run mode.

e The|device is being controlled or run locally via a local user interface.

e The|device is being controlled via an explicit message connection.

Devices shall exit the Implicit Protection setting when the conditions under which it entefed the
Implicii Protection setting are no longer present.

When [n the Implicit Protection setting, the device shalfteject those Type 2 explicit megsages
that would be disruptive to the device's current operation.

The following lists the disruptive explicit message requests that a device shall reject when in
Implicit Protection setting:

e Reset service to the Identity Object.
e Deyice firmware update.

e Changes to communication- settings that would cause loss of communications wijith the
deyice.

Additignal explicit message requests that a device may reject when in the Implicit Protection
setting|are device-specific. The items protected when in Implicit Protection setting are r¢ferred
to as tihe "Implicit Protection Policy".

The Explicit Protection setting shall indicate that the device has been explicitly placed in a
protecled made; either by hardware means or via a software-based setting.

EXAMPLE2

Example methods for placing a device in Explicit Protection setting are listed below:

e Key switch on the device is placed in the "Run" position.

e Rotary switch on the module is set to a specific value to enable Explicit Protection setting.

e The device is placed in Explicit Protection setting via a local user interface (e.g., touch screen, keypad, etc.).

e The device is placed in Explicit Protection setting via secure web server interface or other secure connection

means.

When in the Explicit Protection setting the device shall reject Type 2 explicit message requests
that would alter the device's configuration settings or otherwise be disruptive to the device's
current operation. The device may provide a (vendor-specific) mechanism for configuration of
which disruptive explicit messages are to be rejected when in Explicit Protection mode. This
mechanism should only be available/accessible while the device is Not Protected.
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Devices that implement Type 2 security are required to allow certain authenticated requests,
including disruptive requests, while in Explicit and/or Implicit Protection mode.

NOTE Type 2 security is outside the scope of this document.

A device that implements the Protection Mode attribute may implement the Implicit Protection
setting, Explicit Protection setting, or both. When both settings are implemented, the Explicit
Protection setting should by default include the explicit messages covered by the Implicit
Protection setting. The Implicit and Explicit Protection settings may be active simultaneously,
for example when the device has been placed in the Explicit Protection setting, and also has
an 1/0O connection which causes disruptive services to be rejected.

Figure|4 illustrates the recommended behavior of a device that implements both the Implicit and
Explicif Protection settings.

CIP Explicit Message

YES

Implicit Protection
Policy Violated?

Implicit Protection?

Explicit
Protection Policy
Violated?

YES

Explicit Protection?

A A

AccessDenied
Access OK Error = Device State
Conflict

IEC
Figure 4 — Explicit and Implicit Setting interaction

Devices shall*publish in user documentation the conditions under which they enter/exi{ either
of the [pratection settings and what items are covered by each level supported. Thg items

protectedwhenmimExplicit Protectiomsettimgare teferredtoas the""Expticit ProtectiomPolicy".

Any explicit messages that are rejected when the device is in either of the protection levels
shall be returned with a General Status code "Device State Conflict".

6.2.1.2.3 Assembly formal model
6.2.1.2.3.1 Class definition

Each piece of data (whether real time or configuration data) communicated by a device can be
represented by an attribute of one of the device internal objects. Communicating multiple pieces
of data (attributes) across a single connection can require that the attributes be grouped or
assembled together into a single block for optimization purpose. Instances of the Assembly
object class perform this grouping. Individual components are referenced in the definitions
below as "members" of the Assembly.
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An Assembly object binds attributes of multiple objects, allowing data to or from each object to
be sent or received over a single connection. Assembly objects are used to produce and/or
consume data to/from the network. An instance of the Assembly object can both produce and
consume data from the network if designed to do so.

Assembly ASEs (objects) are either dynamic, static or variable, and differ by their behavior.

e Dynamic Assemblies use assemblies member lists created and managed by the user of the
device. The member list may be altered by the manager of the Dynamic Assembly by adding
or deleting members. Devices that support dynamic assembly(ies) with Member List
Signature attribute shall support the Electronic Key segment Format 5 (includes serial
number).

. St;Jtic Assemblies use member lists defined by the device profile or by thé’product
imglementers (device manufacturer). The Instance number, number of members, and
mepmber list shall be fixed. They shall not be modified.

e Variable Assemblies have a predefined member list for all device typées, with [limited
varjability based on device features. The member list is not settable, but-may change| based
on [device options, features and port usage assignments made by,the user. Devices that
sugport variable assembly(ies) shall support the Electronic Key segment Format 5 (includes
serjal number).

Instanges of the Assembly object are divided into ranges‘specified in IEC 61158-6-2,
4.1.8.4.1.3. Dynamic assemblies shall be assigned Instance\numbers in the vendor gpecific
range.|Variable assemblies shall be assigned instance IDslin the Predefined Assemblies|range;
there i$ no vendor specific range for this assembly typet

To proyide for the ability to create and delete objects; as well as change member lists, Dynamic
Assemplies support additional services which ang,not supported by Static Assemblies.

(*) in ffont of an attribute or a service means that this attribute/service is either manddtory or
optional, based on some constraints defined in the attribute/service description.

FAL ASE: FAL Management ASE

CLASS| Assembly_Object

CLASS|ID: 4

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute: Object Instance number

2 (o) KeyAttribute: Symbolic name

3 (m) Attribute: Assembly type (STATIC, DYNAMIC)
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (m1) ~“Attribute: Revision = 3

2 ) Attribute: Max Instance (shaort)

3 (*) Attribute: Number of Instances (short)

4 (o) Attribute: Optional attribute list

5 (o) Attribute: Optional service list

6 (o) Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes
200 (*) Attribute: Max Instance (long)

201 (*) Attribute: Number of Instances (long)

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (*) Attribute: Number of Members in List

2 *) Attribute: Member List

21 (m) Attribute: Member Data Size

2.2 (m) Attribute: Member Path Size

2.3 (m) Attribute: Member Path
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3 (m) Attribute: Data

4 (o) Attribute: Size

5 (*) Attribute: Member List Signature
SYSTEM MANAGEMENT SERVICES:

8 (c) Constraint: Assembly type = DYNAMIC
8.1 (m) Mgt Service: Create

9 (c) Constraint: Assembly type = DYNAMIC
9.1 (o) Mgt Service: Delete

14 (*) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:

9 (c) Caonstraint: Assembly type = DYNAMIC
9.1 (m) Ops Service: Delete

14 (m) Ops Service: Get_Attribute_Single

16 (*) Ops Service: Set_Attribute_Single

24 (o) Ops Service: Get_Member

25 (c) Constraint: Assembly type = STATIC | DYNAMIC
251 (o) Ops Service: Set_Member

26 (c) Constraint: Assembly type = DYNAMIC
26.1 (*) Ops Service: Insert_Member

27 (c) Constraint: Assembly type = DYNAMIC
27 1 (*) Ops Service: Remove_Member
6.2.1.2.3.2 System management attributes (class attributes)

No spdcific requirement for this object.

6.2.

1.2.3.3 Object management attributes

Accesg rules (Get/Set) for the instance™attributes are further limited by the operating dtate of

the

Numbeér of members in list

Assembly object. These additional-constraints are detailed in 6.2.1.2.3.5.

This instance attribute is optional for a Static Assembly, mandatory for a Dynamic or Vpriable

Ass

Numbdr of membersiin "Member List" attribute below.

This non-volatile’instance attribute has an access rule of Get only.

Memberdist

emply.

This instance attribute is optional for a Static Assembly, mandatory for a Dynamic or Variable
Assembly.

The member list is an array of each member size and origin (internal path). Each member in

the

Member List contains the entries defined below.

This non-volatile instance attribute has an access rule of Get only for a Static or Variable
Assembly, of Set for a Dynamic Assembly.

Member data size

Size of member data (in bits).

Member path size

Size of Member Path (in octets). If no path is specified, then a value of zero shall be used.
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Member path

Internal path to/from data for this member (packed format). See IEC 61158-6-2 for the
format of packed path.

The fol

lowing rules apply to the "Member List" attribute.

When an empty path (Member Path Size = 0) is used in an Assembly member list, the
Assembly shall insert/discard the number of bits as specified in the Member Data Size sub-
attribute field when producing/consuming. The Assembly object shall insert if it is producing
and discards if it is consuming. The Assembly shall use a value of zero for all produced data

whi
NOTE 1
single
Th
con

No

me
me
cor

No

me

if d
Data

All of t

NOTE 2
packing
(Membe
This in
instang
Size
Numbe
This in|
can ch

ch has been inserted.

ssage since each node can be configured to discard data in the message not intended for it.

tain empty paths.

checking is required from the Assembly object at any time to verify that the siz¢
mber data is correct for the given member path. It is the responsjbifity of the As
mber to properly handle too much or too little data. The Assembly shall deli
figured number of bits to the member.

mber on a octet, word, or other boundary. Empty paths myay be used to provide p,
esired.

he member data packed into one array.

This data can contain many different data types.(For efficiency it is best to keep this data word al
it on word boundaries and adding padding asyneeded. This can be accomplished by using "empt
[ Path Size = 0).

stance attribute has an access.rile of Set. The volatile or non-volatile status
e attribute is defined by each_item in the Member List.

r of octets in "Data" attribute.

stance attribute-has an access rule of Get only. It is typically non-volatile, but th
hnge if a member has a variable size (for example a STRING).

Memb

r list signature

bent in a

empty path shall be supported for all dynamic assemblies. Static assemblies"'may also

of the
sembly
er the

padding shall be done by the Assembly object itself to align data from each Assembly

adding

gned by
paths"

of this

e Size

This instance attribute is optional for a Static Assembly, mandatory for a Variable Assembly,

and oftienal but recommended for a Dynamic Assembly.

The Member List Signature is used to indicate that the Member List attribute has changed.

This non-volatile instance attribute has an access rule of Get only for a Static or Variable

Assem

The fol

bly, of Set for a Dynamic Assembly.

lowing rules apply to the "Member List Signature" attribute.

This value is maintained by the device to indicate that the Member List attribute has changed
and that the content of the Data attribute can now be different than it was previously. It shall
be a counter value that increments by one, with each change to the Member List attribute
and wraps around to 0. This value shall be retained through power cycles.
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When the "Member List Signature" attribute is implemented, the "Number of members in
list" and "Member List" attributes shall also be implemented. When implemented, the
"Member List Signature" attribute shall be the first member in the "Member List" attribute so
that the "Member List Signature" value is the first value in the assembly Data attribute.

Clients shall utilize attributes "Member List", "Data" and "Member List Signature" together
to assure that the client understands the member list content, using the following steps:

1)
2)
3)
4)

Open Class 3 explicit messaging connection
Read "Member List Signature" attribute
Read "Member List" attribute

Loop Reading "Data" Attribute. If the "Member List Signature" read in step 2) doesn't

If

match the "Member List Signature” in the Data attribute, go to step 2), else usg ¢

Ising unconnected messaging, the Electronic Key Segment type 5 (includes|

number) should be included to verify the device has not been replaced.

6.2.1.2

Creat¢q

At the
instang

The Cr
to indig

If the
(“Inclu

When

e suf
o def
e pre

e set
When

e shd
e hagd

e set

level) services

class level (system management), the Create service instantiates a Dynamic As
e. Response contains the instance number.

eate service supports an optional request parameters "Member List Signature Flag

Member List Signature instance attribute is“not supported and the flag value
e Member List Signature”), an error shall’be returned indicating “Invalid Parame

he flag value is true ("include Member List Signature"), the newly created instang

ports the Member List Signature attribute;

Aults its Member List Signature attribute value to 0;

5 the Number of Members in List attribute to 1.
he flag value is_false ("omit Member List Signature"), the newly created instance

Il not support the Member List Signature attribute;
an empty Member List attribute;

5 the-Number of Members in List attribute to 0.

3.4 System management (class level) and object management (instance

ate if the newly created instance will support the Member List Signature attributg.

pends the Member List\Signature attribute to the instance's Member List attributg;

ata

serial

sembly

', used

is true

er.

e:

Delete

At the instance level (object management), the Delete service deletes the specified Assembly
object instance and releases all associated resources. At the class level (system management),
this service deletes all existing Assembly instances.

Get_Attribute_Single

At the class level, this service is conditional for a Static Assembly, else it it mandatory. For a
Static Assembly, this service is mandatory if the Max Instance system management attribute
or the Member List object management attribute are implemented, else it is optional.
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Set_Attribute_Single

The Set_Attribute_Single service modifies the contents of the specified attribute of the sp

ecified

Assembly object instance. This service is optional for a Static Assembly, conditional for a
Dynamic Assembly. This service may be used to add or remove a member to/from the Assembly

Member List of a Dynamic Assembly. If this service is not supported for a Dynamic Ass
then the Insert_Member and Remove_Member services shall be supported.

Get_Member

embly,

The Get_Member service returns a member from the Member List or Data instance attributes.

Set_Member

The Sgt_Member service modifies a member of the Member List or Data instance attrithtes.

Insert|Member, Remove_Member

The Ingert_Member service adds a member to the Member List of a Dynamic Assemb
Remove_Member service removes a member from the Member List of a‘ Dynamic Asser]

If thesp services are not supported for a Dynamic Assembly, then-the Set_Attribute |
servicg shall be supported.

When [a Set_Attribute_Single, Set_ Member, Insert_ Member’ or Remove_Member ser|
targetdd at the Member List attribute of a Dynamic instance that supports the Memb
Signatpire attribute, the Member List Signature attribute of that instance is incremented
when the service is successful.

6.2.1.2.3.5 Assembly state machines

y. The
nbly.

|Single
vice is

er List
by one

Actualjusage of the supported services (e-g» Get_Attribute_Single and Set_Attribute_Single) is

limited| by the operating state of the Assembly object. These constraints are detailed
Assemply State Machines below.

Static [Assembly state machine

Figure|5, Table 8 and Table 9, illustrate the behavior of Static Assembly objects.

Non-Existent

in the

Power Up
Run
U‘tiAtt‘ l:J ut\lis;‘lél\l
Set Attribute Single/ )
(Set on attribute 3 only) Inactive
A
Message Produced/ End of Production/
Consumed Consumption
A
Active
Get next Member
Produce/Consume
to/from Member

IEC

Figure 5 — Static Assembly state transition diagram
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Table 8 — Static Assembly state event matrix

Event

Static Assembly object state

Non-existent

Inactive

Active

Power Up

Transition to Inactive

Not applicable

Not applicable

Get_Attribute_Single

Error: Object instance does
not exist.

Return response

Validate/service the request.

Validate/service the request.
Return response

Set_Attribute_Single

Error: Object instance does
not exist.

Return response

Validate/service the request.

Error: Object state conflict

Message produced/

Error: Object instance does

Begin producing/consuming

Error: Object state conflict

consumed not exist. from/to each member in list.
Transition to Active
End of production/ Error: Object instance does |Error: Object state conflict Transition to Inactive

consumjption

not exist.

Table 9 — Static Assembly instance attribute access

Static Assembly object State
Attribute
Non-existent Inactive Active
Number of Members in List Not available Read only Read only
Member List Not available Read ohly Read only
Data Not available Read/Write Read only
Size Not available Read only Read only
Member List Signature Not available Read only Read only

Dynanjic Assembly state machine

Figure|6, Table 10 and Table 11 illustrate the behavior of Dynamic Assembly objects.

Non-Existent

Create Delete
Get <Attribute Single/ Run
Sét/Attribute Single/ A 2
Add Member/ >
Remove Member .
- Inactive
(Set on attribute 2 or 3)
Messase-Produeed End-of Produetion
Consumed Consumption
A
Active
4+ Get next Member,
Produce/Consume
to/from Member

IEC

Figure 6 — Dynamic Assembly state transition diagram


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

IEC 61158-5-2:2023 © |IEC 2023

- 77 —

Table 10 — Dynamic Assembly state event matrix

Dynamic Assembly object state

Event

Non-existent

Inactive

Active

Create

Class instantiates an
Assembly object.
Transition to Inactive

Not applicable

Not applicable

Delete

Error: Object instance
does not exist.

Release all associated
resources.
Transition to Non—Existent

Error: Object state conflict

Get_Attribute_Single

Error: Object instance
does not exist

Validate/service the request.

Return response
y

Validate/service the request.
Return I"QthﬂnQD

does not exist.

Return response

Set_Attribute_Single | Error: Object instance Validate/service the request. |Error: Object state conflict
does not exist. Return response

Insert_IMember Error: Object instance Validate/service the request. |Error: Objectsstate conflict
does not exist. Return response

Remove¢_Member Error: Object instance Validate/service the request. |Error: @bject state conflict

Messade produced/

Error: Object instance

Begin producing/consuming

Error: Object state conflict

consunj

ption

does not exist.

consurmrjed does not exist. from/to each member in list.
Transition to Active
End of production/ Error: Object instance Error: Object state conflict Transition to Inactive

For all
Single

attributes of a Dynamic Assembly object, the.Get_Attribute_Single and Set_ Att
services (when supported), are only available'in the Inactive state.

Table 11 — Dynamic Assembly instance attribute access

ribute_

Dynamic Assembly object state
Attribute
Non-existent Inactive Active
Numberl of Members in List Not available Read only Read only
Membet List? Net/available Read/Write Read only
Data Not available Read/Write Read only
Size Not available Read only Read only
Membef List Signature Not available Read only Read only
a8 Thig attribute cathbe set by either the Insert_Member service (one member at a time) or the Set_Attributg_Single
serVice (all_members at once).

Variable-Assembly state machine

Variable assemblies shall implement the attributes Number of Members in List, Member List
and Member List Signature. The Member List Signature shall be the first member specified in
the Member List. Because Variable assembly content can change independent of data
production/consumption, it shall be the responsibility of unconnected and Class 3 connected
clients interacting with Variable Assemblies to verify that the Member List has not changed
before attempting to use the contents from the Data attribute. If a Variable Assembly is used by
a Class 0/1 client, the content shall not be changed as indicated in the SEM.

Figure 7, Table 12 and Table 13 illustrate the behavior of Variable Assembly objects.
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Power Up
[ - \
|  Run |
|
Get_AttributeSingle | é . |
Get Member Inactive [
g
! A '
Begin Class b/ 1 Production End of Clasts 0/1 Production
|
| |
, J |
: |
| Active I
| |
I

Get Member

Get_Attribute_Single

IEC

Figure 7 — Variable Assembly state transition diagram

Table 12 — Variable Assembly state event matrix

IEC 61158-5-2:2023 © |EC 2023

Variable Assembly object state

Event
Non-existent Inactive Active
Power Up Transition to Inactive Not applicable Not applicable
Get_Atfribute_Single | Not applicable VMalidate/service the request |Validate/service the reqiiest
Return response Return response
Changd to Member | Not applicable Update Member List Attribute | Not permitted
List and Member List Signature
Attribute as necessary.
Begin ¢lass 0/1 Not applicable Begin producing from each Not applicable
messade production member in list, Transition to
Active
End of LClass 0/1 Not applicable Not applicable Transition to Inactive
messade production
When update

the co

tents of the Data attribute accordingly.

’}he Member List is changed (the object state shall be Inactive), the assembly shall

Table 13 — Variable Assembly instance attribute access

Variable Assembly object state

Attribute
Non-existent Inactive Active
Number of Members in List Not available Read only Read only
Member List Not available Read only Read only
Member List Signature Not available Read only Read only
Data Not available Read only Read only
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6.2.1.2.3.6 Specific requirements for a connection to the Assembly object
Connection points

The Assembly object shall be unique among all objects in that its connection points and
instances are the same. For example, connection point 4 of the Assembly object shall be the
same as instance 4 of the Assembly object. Accessing data with a path specifying
"class=Assembly, instance=VV, attribute=3" shall return the same data as a path specifying
"class= Assembly, connection point=VV, attribute=3".

When the Assembly object is the target of a connection, one instance plus two connection points
shall be specified by the connection path in the Forward_Open service.

The fgrmat of the connection path shall be "class=Assembly, instance=XX, eonmection
point=YY, connection point=ZZ" where XX is the instance, and YY/ZZ are the connectjon jpoints.
Any data segment in the path shall be used to set the data attribute of instance XX\ Connection
point (instance) YY shall be the consumer (O=T) for the connection. Likewise, ecohnection point
(instance) ZZ shall be the producer (T=0).

Using this format, three instances shall be specified for a connection.te.the Assembly object:

e corlfiguration,
e producer,

e corlsumer.
For example, the following two connection paths specify the same producer instance 8.[These
two cophnections can be made simultaneously provided that the connection requested specifies
multip@int.

e clags=Assembly, instance= 5, connection point=4, connection point=8
e clags=Assembly, instance= 3, connection point=2, connection point=8.
Predeflined Diagnostic Assembly instances

A range of assembly instances-.are reserved for predefined diagnostic assembly insfances.
These [nstances are defined far optional use by products to provide access at a known lofcation,

regardless of device type«or network type. There is no vendor specific range for predefined
assemply types. The predefined assemblies can be static, dynamic or variable.

Standard Network Diagnostic Assembly

The Standard Network Diagnostic Assembly is a Variable assembly that contains information
related to the\diagnostic status of the network interface of the device. A client will repd this
structufre ahd“present it to an application or user for interpretation of network health, i terms
of for gxample connection status, device loading.

This assembly will have different members based on factors such as the number of ports and
specific device features, some of which may be user assignable (such as port usage).
Therefore, this structure can change if a user reconfigures the device and the new configuration
results in a change in features/options/port usage. Such a change is only permitted when the
state of this instance is Inactive.

The content chosen for these assemblies comes from connection point definitions that are
defined for various object classes (see specific object classes for the definitions). The members
of this structure are, by nature, network-specific, and are defined in the specified object
definitions. The object class structures permitted in this assembly are specified in
IEC 61158-6-2, 4.1.8.4.1.4. If the device supports an object which has a Diagnostic Connection
Point shown in I[EC 61158-6-2, 4.1.8.4.1.4, then it shall support that Connection Point.
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The Standard Network Diagnostic Assembly shall be accessible via Explicit (connected and
unconnected) and Implicit messaging. However, if the structure size exceeds the capacity of
the Forward_Open based transport or unconnected messaging, then the Large_Forward_Open
shall be supported to access the Data attribute and there will be no unconnected support.

6.2.1.2.4 Message Router formal model
6.2.1.2.4.1 Class definition

The Message Router ASE (object) provides a formal messaging connection point through which
a client can address a service to any object class or instance residing in the physical device.
Every node shall contain instance 1 of the Message Router object.

The Mgssage Router ASE (object) shall receive all incoming messages (service.indi¢cations
addreslsed to application or user objects within the device). The source of these messagés may
be either the Unconnected Message Manager (UCMM), or an active connection'to-the Mg¢ssage
Router object.

The Message Router shall parse the first part of the message (path infermation) to determine
the target object class.

It shall first process the Electronic Key segment and the Netwotk segments (if presen{ in the
path). An error in the Electronic Key segment shall cause an grror response to be returngd with
the " Key Failure in path" status.

Interpretation of the application path (e.g. class instance) shall then be performed on every
servicg received by the Message Router. If the application path can be interpreted, the service
shall then be routed internally to the target object. Any application path that canhot be
interpreted by the implementation of a Message Router in a device shall cause an error
responise to be returned with the "Object Not,Found" status.

The sqrvice indication shall then be fouted to the target object for actual processing| If the
servicg is directed to the Message “Router itself (system and object management se¢rvices
addreslsing the Message Router){then the Message Router shall process the service request
and respond accordingly.

When the service response has been received from the target object (or generated |by the
Messape Router itself), then it shall be routed back to the source of the service request], using
the same path in reverse . All connected service responses shall be routed back acrgss the
connegtion fromwhich the service request was received. All unconnected service responses
(UCMN) shall be returned via the same UCMM transaction that provided the request.

NOTE Practically, the Message Router acts as an internal switching board, which retains all the necessary routing
informatjon‘fer messages. Therefore, the target objects do not need to be aware of this information (mafching of
service imdicationrsandresponses s achieved viaa tocattibprovided by theMessage Router):

FAL ASE: FAL Management ASE
CLASS: Message_Router_Object
CLASS ID: 2

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o) Attribute: Revision =1

2 (*) Attribute: Max Instance (short)

3 (*) Attribute: Number of Instances (short)
4 (o) Attribute: Optional attribute list

5 (o) Attribute: Optional service list
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6 (o) Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes
200 (*) Attribute: Max Instance (long)
201 (*) Attribute: Number of Instances (long)
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (o) Attribute: Object_List
1.1 (m) Attribute: Number
1.2 (m) Attribute: Classes
2 (o) Attribute: Number available
3 (o) Attribute: Number active
4 (0) Attribute- Active connections
SYSTElVI MANAGEMENT SERVICES:
1 (o) Mgt Service: Get_Attributes_All
14 (*) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:
1 (o) Ops Service: Get_Attributes_All
10 (o) Ops Service: Multiple_Service_Packet
14 (*) Ops Service: Get_Attribute_Single
OBJECT SPECIFIC SERVICES:
75 (o) Mgt Service: Symbolic_Translation
76 (o) Ops Service: Send_Receive_Fragment
6.2.1.2.4.2 System management attributes (class attributes)
No spdcific requirement for this object.
6.2.1.2.4.3 Object management attributes
Object_List
List of jobject class codes supported by the device via the Message Router.
This instance attribute has an‘a¢cess rule of Get only.
Number
Number of supported classes in the Classes attribute below.
Clgsses
List of class ¢odes supported by the device
Number avaijlable
Maximbm-rumberof-connections—supported-by-the-Message-Reouter

This instance attribute has an access rule of Get only.

Number active

Number of connections currently allocated to system communication.

This instance attribute has an access rule of Get only.

Active

List of

connections

the connection IDs of the currently active connections.

Array of system connection IDs
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This instance attribute has an access rule of Get only.

6.2.1.2.4.4 System management (class level) and object management (instance
level)services

Get_Attribute_Single

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.4.5 Object specific services
Symbolic_Translation

This s¢rvice provides a translation from a Symbolic Segment path encoding to the eguivalent
Logical Segment path encoding, if it exists.

This service provides a mechanism for a device, that has implemented Symbolic Segment
representations of internal path addresses, to translate those Symbolic Addresses endodings
into their equivalent Logical Segment path encodings.

Send_Receive_Fragment

This sgrvice accumulates multiple fragmented packets into .a‘\large request, invokes the
embedded service and returns the fragmented response.

6.2.1.2.4.6 Specific requirements of the Message-Router object

The M¢ssage Router object shall have one state, the:Run state. It shall always be running (after
power{up) and shall be fixed by device design.<More information concerning the Mgssage
Router{object can be found in IEC 61158-6-2 (definition of Path to access object element within

a devid

The Mgssage Router object shall suppor{’“or more connections to them. A Forward_Op

the pa

e).

ameters listed in Table 14 shalhalso be supported.

Table 14 — Message Router object Forward_Open parameters

Parameter

Parameter Value

O=T priority

low

O=T cohnection type

point-to-point

O=Tfixed/variable

variable

O=T size

up to 504 octets

T=0 priority

low

en with

6.2.1.2
6.2.1.2

The Acknowledge Handler object is used

FT=0O—conmectiomtype

et 4 o
PUITTI=SLU=PUITTTL

T=0 fixed/variable

variable

T=0 size

up to 504 octets

Client/server

server

Trigger mode

ignore

Transport class

class 3 (verified)

5 Acknowledge Handler formal model

.5.1 Class definition

to manage the reception

of message

acknowledgments. This object communicates with a message producing application object
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within a device. The Acknowledge Handler object notifies the producing application of
acknowledge reception; acknowledge timeouts, and production retry limit.

FAL ASE: FAL Management ASE

CLASS: AckHandler_Object

CLASS ID: 43

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (o) Attribute: Revision = 1

2 (*) Attribute: Max Instance (short)

3 (*) Attribute: Number of Instances (short)

4 (o) Attribute: Optional attribute list

5 (o) Attribute: Optional service list

6 (o) Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes
200 (*) Attribute: Max Instance (long)

201 (*) Attribute: Number of Instances (long)

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (m) Attribute: Acknowledge Timer

2 (m) Attribute: Retry Limit

3 (m) Attribute: COS Producing Connection_I[nstance
4 (o) Attribute: Ack List Size

5 (o) Attribute: Ack List

6 (o) Attribute: Data with Ack Path List Size

7 (o) Attribute: Data with Ack Path List

SYSTEM MANAGEMENT SERVICES:

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

14 (o) Mgt Service: Get  Attribute_Single

OBJECIT MANAGEMENT SERVICES:

9 (o) Ops Service: Delete

14 (m) Ops Servjce: Get_Attribute_Single

16 (m) Ops Service: Set_Attribute_Single

OBJECT SPECIEIC-SERVICES:

75 (o) _Ops'Service: Add_AckData_Path

76 (o) ( /Ops Service: Remove_AckData_Path

6.2.1.2.5.2 System management attributes (class attributes)

No specific requirement for this object.

6.2.1.2.5.3 Object management attributes
Acknowledge timer

Time to wait for acknowledge before resending.

If the specified value for the Acknowledge Timer attribute is not equal to an increment of the
available clock resolution, then the value is rounded up to the next serviceable value.
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EXAMPLE A Set_Attribute_Single request is received specifying the value 5 for the Acknowledge Timer attribute
and the product provides a 10 ms resolution on timers. In this case the product would load the value 10 into the
Acknowledge Timer attribute.

The value that is actually loaded into the Acknowledge Timer attribute is reported in the Service
Data Field of a Set_Attribute_Single response message associated with a request to modify
this attribute.

This instance attribute has an access rule of Get/Set.
Retry limit
Number of Ack Timeouts to wait before informing the producing application of a

RetryLjmit_Reached event. A successful Set_Attribute_Single to the Retry Limit attriblite will
reset the Retry Counter.

This instance attribute has an access rule of Get/Set (Set optional).
COS producing connection instance

Connegtion instance which contains the path of the producing I/O application object whjch will
be notified of Ack Handler events.

This infstance attribute has an access rule of Get only when‘he Acknowledge Handler|object
instange is active (at least one member in the Ack List). It-has an access rule of Get/Set when
the Acknowledge Handler object instance is inactive.

Ack list size

Maximpm number of members in Ack List.

This instance attribute has an access rule of'Get only.
Ack list

List of jactive connection instances;which are receiving Acks. The Ack List attribute is updated
when @n associated connection:transitions between configuring, established, timed-out, and
non-exjistent. See the state event matrix in 6.2.1.2.5.6 for details.

This instance attribute-has an access rule of Get only.
Data with ack path-list size

Maximpm number of members in Data with Ack Path List.

This instance attribute has an access rule of Get only.

Data with ack path list

List of connection instance/consuming application object pairs. This attribute is used to forward
data received with acknowledgment.

This instance attribute has an access rule of Get only.

6.2.1.2.5.4 System management (class level) and object management (instance
level) services

Create

At the instance level (object management), the Create service creates an Acknowledge Handler
object.
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Delete

At the instance le

vel (object management),

— 85 —

the Delete service deletes the specified

Acknowledge Handler object. At the class level (system management), this service deletes all
dynamically created Acknowledge Handler instances.

6.2.1.2.5.5 Object specific services

Add_AckData_Path

This service adds a path for data with acknowledgment for a connected consumer.

Remove AckData Path

This service removes a path for data with acknowledgement for the given connected(on

6.2.1.2.5.6 Acknowledge Handler state machines

Table 15 is the state event matrix for the Acknowledge Handler object asspCiated with a
of Statp connection. Table 16 is the state event matrix for the producing. I/O application

Table 15 — Acknowledge Handler object state event matrix

sumer.

hange

object.

Acknowledge Handler‘object state

inactive

Event
Non-existent Inactive Active
Receive Not Ignore event 1) Clear Ack Flag
Acknowledge applicable |
2) Forward any data to applicafion
object
IF all acknowledges received:
3a) Clear Ack Timer and Retry
Counter
3b) Send Acknowledge_Received
event
3c) message to producing appligation
object
Acknowledge Timer Not Ignore event Send Ack_Timeout event messafe to
expireg applicable producing application object.
Data sent Not Ignore event 1) Set Ack Required Flag
applicable )
2) Set Ack Timer
3) Clear Retry Counter
Data rgsent Not Ignore event 1) Set Ack Required Flag & Ack
applicable Timer
IF Retry_Limit > 0
2a) Increment Retry Counter
2b) IF Retry Counter = Retry_Limit
Send Rety_Limit_Reached
event
message to producing
application object
Delete Not Transition to Non-Existent Transition to Non-Existent
applicable
Create Transition to Not applicable Not applicable
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Acknowledge Handler object state
Event
Non-existent Inactive Active
Apply attributes Not Verify new connection can be Verify new connection can be added to
applicable added to list. Pass this list. Pass this message to the
message to the consumed consumed application object, if one is
application object, if one is configured for this connection.
configured for this connection.
Connection Not Add this connection instance Add this connection instance to the
transition to applicable to the connection list (or connection list. Pass this message to
Established internally flag as ‘Acking') . the consumed application object, if
) one is configured for this connection.
Pass this message to the
consumed application object,
1T one Is configured for this
connection.
Send Acknowledge_Active
event message to producing
application.
Transition to Active.
Inactiv|ty/Watchdog Not Not applicable 1) Internally‘flag this connectign as
Timer ¢xpires applicable ‘Not_Aeking'. An acknowledgement
will'do longer be monitored for this
¢onnection, however it remdins in
the connection list.

2) Pass this event to the consymed
application object, if one is
configured for this connectign.

3) If no ‘Acking' connections in list,
send Acknowledge_Inactive|event
to producing application ang
transition to Inactive.

Connegtion deleted Not Ignore event 1) Remove this connection insfance
applicable from the connection list.

2) Pass this event to the consymed
application object, if one is
configure for this connection.

3) If no ‘Acking' connections in| list,
send Acknowledge_Inactive|event
to producing application ang
transition to Inactive.
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Table 16 — Producing 1/O application object state event matrix

Event

Producing I/O application object state

2a) Start Inhibit

Timer

|F Inhibit Time configured

Not running Running Running with Prohibited
acknowledgment
Change of Ignore event 1) Inform Link 1) Inform Link Producer to | Queue event
state Producer to Send Data.
detected Send Data.
2) Send DataSent event
IF Inhibit Time message to
configured: Acknowledge Handler
object.

2b) Transition to

Produced

3a) Start Inhibit Timer

3b) Transition to

Prohibited.

Acknowledge
receivgdd

Not applicable

Not applicable

Ignore event

IF Aek” Active Se

1a) IF Inhibit Tim
running

Transition to
Running with
Acknowledge

1b) ELSE

Set Ack_Rec
flag

ELSE ignore ever

Br not

ment

bive

=3

Acknowledge
timeou

Ignore event

Not applicable

-

)%NJInform Link Producer to
send data

2) Send Data_Resent
event message to
Acknowledge Handler
object.

1) Inform Link

Producer to send

data.

2) Send Data_R|
event messag
Acknowledge
Handler obje

esent
e to

—

Transnpission
timer expires

Not applicable

Inform>Link
Produeer to send
data.

-

) Inform Link Producer to
send data.

2) Send Data_Sent event
message to
Acknowledge Handler
object.

1) Inform Link

Producer to send

LAST data se

2) Send Data_S
event messag
Acknowledge
Handler obje

nt.

ent
e to

—_

Retry I|mit Ignoreevent Not applicable Product specific Transition to Runfping
reached with Acknowledggment.
Inhibit timer Ignore event Not applicable Not applicable IF Ack_Active set
expireg .
1a) IF Ack_Receiyed
Tramsitiomto
Running w/Ack
Clear
Ack_Received flag
1b) ELSE Ignore event
ELSE Transition to
Running
Connection Not applicable | Transition to Not Transition to Not Running Transition to Not
deleted Running Running

Acknowledge
active

Set Ack Active
Flag

1)

2)

Transition to
Running with
Acknowledgem
ent

Set Ack Active
Flag

Ignore event

Set Ack_Active Flag
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Producing I/O application object state

Event Not running Running Running with Prohibited
acknowledgment
Acknowledge | Reset Ack Ignore event 1)  Transition to Running Reset Ack_Active Flag
Inactive Active Flag )
2) Reset Ack Active Flag

Connection IF Ack Active Ignore event Ignore event Ignore event
transition to Transition to
Established Running with

Acknowledg-

ment

IF Ack

Loocting

Transition to
Running

NOTE | This is a partial state event matrix for a Producing 1/0O Application object. Only those state$ and |events
associgted with data acknowledgement are defined. Other states and events will most likely be associateq with a
producyng /O application object.

6.2.1.2.5.7 Specific requirements for behavior and configuration

Behavjor and configuration of acknowledged data production

The fojlowing rules are used to configure and determine the behavior of an acknow|edged
Changg of State or Cyclic I/0O connection using the Acknowledge Handler object. In the following
examples, COS Producer is used to reference the device producing change of state of cyclic
data apd consuming an acknowledgment (client)¢.A*COS Consumer is used to refererce the
device| consuming the change of state or cyelic data and producing an acknowledgment

(server).

a)

e)

g)

Acknollvledged data production

The¢ COS Producers consumed, connection path shall be set to an available Acknowledge
Handler object. The path shalliconsist of Class and Instance. If an Acknowledge Handler
object is not available, use-the Acknowledge Handler Class Create service to obtainla new
one.

The COS Producers-producing 1/O application informs the Acknowledge Handler ohject of
new data productjon(Data Sent event message) or data production retries (Data Resent
evgnt message):

object.
r more
ck List

wledge
Handler obJect shall consider valid message receptlon as an acknowledgment However, a
change of state or cyclic producing device may be configured to consume data along with
the acknowledgment. In this case the data is forwarded to the application object in the "Data
with Ack Path List" attribute, based on the connection which received the data.

The COS Consumer acknowledge producing application shall be configured to send either
a zero length message or valid response (output) message when a valid input message is
consumed.

An acknowledge timer is started each time production occurs. The Acknowledge Handler
object is notified of this event by a Data Sent or Data Resent event message from the
producing application.

Expiration of the acknowledge timer causes an Acknowledge Timeout message to be sent
to the producing application object. That object shall resend the last message if the Retry
Limit has not been reached. It can also take an application specific action.
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h) The retry count is incremented each time an Acknowledge Timeout message is sent to the
producing application. When the retry limit has been reached, a Retry Limit Reached
message is sent to the producing application object.

i) The retry count is cleared on each Data Sent message. A Data Resent message does not
clear the retry counter.

j) The acknowledge timer value is configurable within the Acknowledge Handler object.

k) The number of retries is (optionally) configurable within the Acknowledge Handler object.

Use of timers with acknowledged data production

The following rules shall be observed when sending acknowledged data

a) Ney data not sent while the Inhibit Timer is active (running).

b) Ney data is sent when no acknowledge is pending, subject to rule # a (an acknowledge is
pending after a send of new data or a retry of old data and until an Ack Timeout [or Ack
Regeived).

c) Refry of old data occurs at Ack Timeout if new data is not available ‘6r the Inhibit Tjmer is
actjve.

d) Sending new data (or old data on transmission trigger timeout) starts the Ack Timer,| Inhibit
Timer, and the Transmission Trigger Timer. The Retry Counter’is also cleared.

e) A retry of old data starts the Ack Timer.

Figure|8 shows the typical relationship of timers within_the Acknowledge Handler objgct. An
example of the typical timing relationships is shown in\figure 9.

Inactivity Timer = 4 x EPR |

Transmission Trigger Timer = EPR |

Pfoduction Inhibit Timer |

IAck] Ack
[Timpout] Timeout |

Retry Limit IEC

Figure 8 ~-Typical timing relationships for acknowledged data production

Inhibit Timer Ack Inhibit Timer Ack Inhibit Timpr Al
Events X Ack Timeout Expires Ack Timeout Received Expires Received Expires | Received
! F : . : 1 o :
| C—— . : . : . . :
Input 0 |7 | R R T T . 0
L L : :0: : R : 10 :
Data produced 1 1 : 1 : l—l : ]
Acks consumed N | o [ | | I R | I ] Lo rl n
: Stan:. : . . . . .
Actions : . . . Start:  * :
Inhibit Timer Start: : . ar : Start:
o : . Start: . Inhibit Timer .
Transmission Trigger Timer : Ack Timer Inhibit T o T T T . : Inhibit Timer :
Start: o nhil it Cimer ransmission Trigger Timer  : Transmission Trigger Timer -
Ack Timer Transmission Trigger Timer S;a“. Start:
Reset: . . Ack Timer
Retry Counter Start: Ack Timer Reset:

Reset:

Retry Counter Retry Counter

Ack Timer
Reset:

Retry Counter IEC

Figure 9 — Example of a COS system with two acking devices
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The following diagrams illustrate the message flow in a Change of State connection for both
single (see Figure 10) and multi-consumer configurations (see Figure 11).

10
Change-of-State Data Application
or : :
Cyclic Data : : Is):rtlil
Application | : : : i
Send Response ;
! B Response
Handler
(PLO AckTowiedge /‘ B ObeeT
.-+ (Sensor)
IEC
Figure 10 — Message flow in COS connection — one Connection objectyone consumer
Change-of-State or
Cyclic Data 70
Application
Application
Acknowledge @
(SC lnner) Acknowledge > /o
Responses }g{;j‘ilcetr Applicgtion
Received
Acknowledgg
I
|
1
1
1
1 icdtion
Application | >
nd Responge . Application
. 1
OF .
. . I
(Tqol) |
1
| (Block 1/0)
I
I
|
1
1
1
i
|
Application | : : I
end Response |
‘ Acknowledge |
(Operator @
Interface) = IEC

Figure 11 — Message flow in COS connection — multiple consumers
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6.2.1.2.6 Time Sync formal model
6.2.1.2.6.1 Class definition

The Time Sync ASE (object) provides an IEC 61158 Type 2 interface to the IEC 61588 precision
clock synchronization protocol for networked measurement and control systems, commonly
referred to as the Precision Time Protocol (PTP). Any device supporting Type 2 Time
Synchronization shall provide a single instance (instance 1) of the Time Sync object.

NOTE Additional details can be found in IEC 61588.

This object provides attributes and services to:

e Gef clock status and properties such as synchronized state, current offset to mdaster, and
grandmaster identity;

e Acgess PTP clock management functions such as clock priority;

e Acgess the PTP network of devices via native PTP management messaggs.

(*) in front of an attribute or a service means that this attribute/servicexis’either mandatory or

optional, based on some constraints defined in the attribute/service description.

FAL ASE: FAL Management ASE

CLASS| Time_Sync_Object

CLASS|ID: 67

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (m) Attribute: Revision = 5

2 (*) Attribute: Max Instance)(short)

3 (*) Attribute: Number af\nhstances (short)

4 (o) Attribute: Optional-attribute list

5 (o) Attribute: Optional service list

6 (o) Attribute: Maximum ID Number Class Attributes

7 (o) Attribute: Maximum ID Number Instance Attributes

200 (*) Attribute: Max Instance (long)

201 (*) Attribute: Number of Instances (long)

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):

1 (m) Attribute: PTPEnable

2 (m)( sAttribute: IsSynchronized

3 (o)~ Attribute: SystemTimeMicroseconds

4 (m) Attribute: SystemTimeNanoseconds

5 (m) Attribute: OffsetFromMaster

6 (m) Attribute: MaxOffsetFromMaster

7 (m) Attribute: MeanPathDelayToMaster

8 (m) Attribute: GrandMasterClocklInfo

8.1 (m) Attribute: Clockldentity

8.2 (m) Attribute: ClockClass

8.3 (m) Attribute: TimeAccuracy

8.4 (m) Attribute: OffsetScaledLogVariance

8.5 (m) Attribute: CurrentUtcOffset

8.6 (m) Attribute: TimePropertyFlags

8.7 (m) Attribute: TimeSource

8.8 (m) Attribute: Priority1

8.9 (m) Attribute: Priority2


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

9.1
9.2
9.3
9.4

10
10.1
10.2
10.3
10.4
10.5
10.6
10.7
11

12
12.1
12.21
12.2.2
13
13.1
13.2.1
13.2.2
14
14.1
14.2.1
14.2.2
15
15.1
15.2.1
15.2.2
16

17

18

19

20

21
21.1
21.2
22
221
22.2
23
231
23.2
24
241
24.21
24.2.2
25
25.1
25.21
25.2.2
25.2.3
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(m) Attribute: ParentClockInfo

(m) Attribute: Clockldentity

(m) Attribute: PortNumber

(m) Attribute: ObservedOffsetScaledLogVariance
(m) Attribute: ObservedPhaseChangeRate
(m) Attribute: LocalClocklInfo

(m) Attribute: Clockldentity

(m) Attribute: ClockClass

(m) Attribute: TimeAccuracy

(m) Attribute: OffsetScaledLogVariance
(m) Attribute- CurrentUtcOffset

(m) Attribute: TimePropertyFlags
(m) Attribute: TimeSource

(m) Attribute: NumberOfPorts

(m) Attribute: PortStatelnfo

(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PortState

(m) Attribute: PortEnableCfg

(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PortEnable

(m) Attribute: PortLogAnnouncelntervalCfg
(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PortlogAnnouncelnterval
(m) Attribute: PortLogSyncintervalCfg
(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PartLogSyncinterval
(*) Attribute: PriorityA

*) Attribute: Priofity2

(m) Attribute: DomainNumber

(m) Attribute: ClockType

(m) Attribute: Manufactureldentity

(m) Attribate: ProductDescription

(m) Attribute: Size

(m) Attribute: Description
(m)\Attribute: RevisionData

(mY Attribute: Size

(m) Attribute: Revision

(m) Attribute: UserDescription

(m) Attribute: Size

(m) Attribute: Description

(m) Attribute: PortProfileldentitylnfo
(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PortProfileldentity
(m) Attribute: PortPhysicalAddressinfo
(m) Attribute: NumberOfPorts

(m) Attribute: PortNumber

(m) Attribute: PhysicalProtocol
(m) Attribute: SizeOfAddress
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24.2.4 (m) Attribute: PortPhysicalAddress

26 (m) Attribute: PortProtocolAddressinfo
26.1 (m) Attribute: NumberOfPorts

26.2.1 (m) Attribute: PortNumber

26.2.2 (m) Attribute: NetworkProtocol

26.2.3 (m) Attribute: SizeOfAddress

26.2.4 (m) Attribute: PortProtocolAddress

27 (m) Attribute: StepsRemoved

28 (m) Attribute: SystemTimeAndOffset

28.1 (m) Attribute: SystemTime

28.2 (m) Attribute- SvstemOQOffset

29 (*) Attribute: AssociatedInterfaceObjects
291 (m) Attribute: NumberOfPorts

29.2.1 | (m) Attribute: PortNumber

29.2.2 | (m) Attribute: AssociatedObjectPathSize
29.2.3 | (m) Attribute: AssociatedObject

30 *) Attribute: DefaultLeapSeconds

31 (*) Attribute: AssociatedInterfacelLabels
31.1 (m) Attribute: NumberOfPorts

31.2.1 [ (m) Attribute: PortNumber

31.2.2 [ (m) Attribute: AssociatedInterfaceLabelPathSize
31.2.3 [ (m) Attribute: AssociatedInterfacelLabel

SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attributes_All

14 (m) Mgt Service: Get_Attribute_Single

OBJECIT MANAGEMENT SERVICES:

3 (m) Ops Service: Get_Attribute_List

4 (m) Ops Service: Set_Attribute: List

14 (m) Ops Service: Get_Attribute”Single

16 (m) Ops Service: Set_Attribute_Single

29 *) Ops Service: Get.Connection_Point_Member_List
6.2.1.2.6.2 System-management attributes (class attributes)
No spdcific requirement for this object.

6.2.1.2.6.3 Object management attributes

The TjmelSync ASE (object) supports the following instance attributes. See th

specifi

cation in IEC 61588 for additional details. See 6.2.1.2.6.5, ¢) (PTP port assignme

e PTP
nts) for

information concerning P TP ports and their relationship with Type 2 poris.

PTPEnable

Specifi

es whether the Precision Time Protocol is enabled on this device.

PTPEnable does not apply to the transparent clock function(s) within a device. If the transparent
clock functions of a device are configurable, they are managed through vendor specific means.

The default values specified in Table 17 were chosen to simplify initial system construction for
most cases. There are conflicting requirements for devices implementing a boundary clock. For
instance, if the device is designed to serve the role of a Type 2 Time Synchronization master
(e.g. a controller with multiple PTP ports), then it should default to Disabled. However, when
possible, boundary clocks should default to Enabled.
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Table 17 — PTPEnable attribute default values

PTP Clock type Default value
Slave-only Ordinary Clock Enabled
Boundary Clock Product specific, Enabled preferred
Master-capable Ordinary Clock Disabled
Transparent Clock Not applicable

This non-volatile instance attribute has an access rule of Get/Set.

Howevier, modular devices with a boundary clock may treat PTPEnable as volatilg jf-g
modulg provides the value.

IsSynghronized

Specifi

time m
which

EXAMPLE A device can specify a synchronization threshold of 10 ys,“and only indicate that the d

synchro
15).

This v@latile instance attribute has an access rule of:Get only.

SystemTimeMicroseconds

Specifi
definiti

This vqglatile instance attribute has an-access rule of Get/Set. Set is mandatory for maste

capabl

SystemTimeNanoseconds

Specifi
definiti

This vqglatile instance attribute has an access rule of Get/Set. Set is mandatory for mastg

capabl

Offset

hster. A particular device may impose additional criteria or constraints on synchron
hre outside the scope of this document.

ized when the OffsetFromMaster (attribute 5) is less than 107ys for a period of 5 sync intervals (|

les the current system time in unitslof microseconds. See 6.2.1.2.6.5 (Systen
pn).

e devices and is optional.otherwise.

pn).

e devices“and is optional otherwise.

FromMaster

nother

les whether the local clock is synchronized with a master referencé-ctock. At a mipimum,
a cloch is synchronized if it has one port in the slave state and is regeiving updates fr

bm the
ization

evice is
attribute

n Time

r clock

les the current system time in units of nanoseconds. See 6.2.1.2.6.5 (System Time

r clock

Specifies the amount of deviation between the local clock and its master clock in nanoseconds.

This volatile instance attribute has an access rule of Get only.

MaxOffsetFromMaster

Specifies the absolute value of the maximum amount of deviation between the local clock and
the master clock in nanoseconds since last set. The value is settable, typically to 0.

This volatile instance attribute has an access rule of Get/Set.

MeanPathDelayToMaster

Specifies the average path delay between the local clock and master clock in nanoseconds.
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This volatile instance attribute has an access rule of Get only.

GrandmasterClockinfo, ParentClockinfo, LocalClockinfo

GrandmasterClockInfo, ParentClockinfo, and LocalClockInfo specify clock property information
for the Grandmaster, Parent and Local PTP clock respectively. The data is extracted from the
PTP data sets maintained by the PTP device.

The Clockldentity provides a unique identifier for the clock. The clock time source, class,
variance, and other attributes provide additional information about the properties of the clock.

These volatile instance attributes have an access rule of Get only.

Cc

Specifies the unique identifier for the clock. The format of the identifier depends
netiwork communication profile.

PortNumber
Specifies the PTP port number of the port identity.

Cl

Specifies the class of the clock quality. The clock class represents a relative measurg
clogk quality used by the Best Master algorithm to determine.'the grandmaster. The ¢
a vplue between 0 and 255, with 0 as the best clock.

Ti

Sp
TimeAccuracy is the accuracy measure of clockyquality used by the Best Master alg

to

25 phs (nanoseconds) and ending at greatérithan 10 s (seconds) or unknown. A GH
soldrce will have an accuracy of approximately 250 ns (nanoseconds). A HAND SE]

Wi

betfer the clock.
OfTetScaledLogVariance

Sp

OffsetScaledLogVariance is-the variance measure of clock quality used by the Best

pbrithm to determine the' grandmaster. The value is represented in offset scaled log units.
The lower the variance, the better the clock.

CufrentUtcOffset

Specifies the‘current UTC offset in seconds from International Atomic Time (TAI)
clogk. As of 2006-01-01 at 00:00:00 UTC, the offset was 33 s (seconds).

alg

Ti

Specifies the time property flags of the clock.

Ti

dckldentity

qckClass

rIeAccuracy
cifies the expected absolute accuracy of\ the clock relative to the PTP

determine the grandmaster. The accuracy,is specified as a graduated scale sta

Il typically have accuracy less thanZ10 s (seconds). The lower the accuracy val

cifies a measure 6f” the inherent stability properties of the

on the

2 of the
lass is

epoch.
orithm
ting at
S time
I clock
e, the

clock.
Master

of the

IePropertyFlags

meSource

Specifies the primary time source of the clock.

Priority1 and Priority2

Specify the relative priority of the grandmaster clock to other clocks in the system. See
Priority1 and Priority2 main attributes 16 and 17 respectively.

ObservedOffsetScaledLogVariance

Specifies an estimated measure of the parent clock's variance as observed by the slave
clock.

ObservedPhaseChangeRate

Specifies an estimated measure of the parent clock's drift as observed by the slave clock.
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NumberOfPorts

Specifies the number of PTP ports on the device. PTP Ordinary clocks have one port. PTP
Boundary and Transparent clocks have more than one port. A hybrid clock that contains both
an ordinary clock and an end-to-end transparent clock has a value of one (1) for this attribute.

This volatile instance attribute has an access rule of Get only.

PortSt

Specifi

This vd

PortEn

Specifies the port enable configuration of each port on the device.

This ngn-volatile instance attribute has an access rule of Get/Set.

PortLg

Specifies the PTP announce interval between successive "Announce" messages issug

master
are log

for def

The P
PortLo
this cr
behavi

This ngn-volatile instance attribute hasyan access rule of Get/Set.
PortLqgSyncintervalCfg

Specifies the PTP sync interval between successive "Sync" messages issued by a mastg
on eacdh PTP port of the device. The units of the PortLogSyncinterval member are log

(logy)
values

The RortLogSyhcinterval member of a port should be less than or equal

PortLo
meet t
behavi

atelnfo

es the current state of each PTP port on the device.

latile instance attribute has an access rule of Get only.

ableCfg

gAnnouncelntervalCfg

clock on each PTP port of the device. The units of the RertLogAnnouncelnterval n
base 2 (log,) seconds. See 6.2.1.2.6.5 (Type 2 PTP profile default settings and r

hult values.

prtLogAnnouncelnterval member of a portoshould be greater than or equal
gSyncinterval member. A device may reject a set attribute request that does ng

br is vendor specific.

seconds. See 6.2.1.2.6.5 (Type 2 PTP profile default settings and ranges) for

gAnnouncelnterval member. A device may reject a set attribute request that dg
his/criteria with General Status code “Invalid Attribute Value”. If no error is return

d by a
ember
anges)

to its
t meet

teria with General Status code “Invalid "Attribute Value”. If no error is returngd, the

r clock
base 2
default

to its
es not
ed, the

bris’ vendor specific.

This non-volatile instance attribute has an access rule of Get/Set.

Priorit

y1

Specifies the Priority1 setting of the PTP Best Master Algorithm. This attribute specifies the
Best Master ranking of this clock and supersedes the clock quality (class, accuracy, and
variance). This attribute allows the user to override the automatic selection of the best master
clock before any quality measures are evaluated. The value is between 0 and 255. The highest
priority is 0. See 6.2.1.2.6.5 (Type 2 PTP profile default settings and ranges) for default values.

This instance attribute is mandatory for master capable devices, it is optional for all others.

This non-volatile instance attribute has an access rule of Get/Set.
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Priority2

Specifies the Priority2 setting of the PTP Best Master Algorithm. This attribute specifies the
Best Master ranking of this clock after clock quality (class, accuracy, and variance) has been
evaluated and supersedes the tie-breaker. This attribute allows the user to override the
automatic selection of the best master clock after quality measures have been evaluated, i.e.
choose the best master from a set of clocks of equal quality. The value is between 0 and 255.
The highest priority is 0. See 6.2.1.2.6.5 (Type 2 PTP profile default settings and ranges) for

default

values.

This instance attribute is mandatory for master capable devices, it is optional for all others.

This ngn-volatile instance attribute has an access rule of Get/Set.

DomainNumber

Specifi
ranges

s the PTP clock domain. See 6.2.1.2.6.5 (Type 2 PTP profile default settin
) for default values.

This ngn-volatile instance attribute has an access rule of Get/Set.

ClockT

ype

type of|clock (e.g. an ordinary clock may be combined with’an end-to-end transparent cl

bit ind
This vd

Manuf

Specifi
the m

This vd

Produ

Specifjfes the PTP functions that the node supports. A PTP node may implement more th

x set to one indicates the clock type is supported.

latile instance attribute has an access rule’o?Get only.
actureldentity

s the manufacturer identity of the(clock, i.e. the IEEE OUI (Organization Unique|
nufacturer.

latile instance attribute has;an access rule of Get only.

ctDescription

Specifies the product déscription of the device that contains the clock. The format is:

e Nai

he of manufacturer of the device followed by a semicolon;
Hel number of the device followed by a semicolon;

al number.

e MmO
e Sel
EXAMPI

E\ACME Manufacturing;C2901;123456

js and

gn one
bck). A

Id) for

This volatile instance attribute has an access rule of Get only.

RevisionData

Specifi

e har

es the revision data of the device that contains the clock. The format is:

dware revision of the clock followed by a semicolon;

o firmware revision of the clock followed by a semicolon;

e software revision of the clock.

Subfiel

ds that do not apply may be null or blank.

EXAMPLE 7"1.2;2.3;3.0.1" or "1.2;2.3;" or ";;3.4"
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This volatile instance attribute has an access rule of Get only.

UserDescription

Specifies the user description of the device that contains the clock. The format is:

o user defined name or description of the device followed by a semicolon;

e user defined physical location of the device.

EXAMPLE Sensor-1; Section-7 Cabinet-2 Rack-3

This volatile instance attribute has an access rule of Get only.

PortProfileldentityinfo

Specifies the PTP profile of each port of the device. The attribute returns the profile’ide

the cu

This vd

PortPH

rently active profile.

latile instance attribute has an access rule of Get only.

ysicalAddressinfo

Specifies the physical protocol and physical address of each paft of the device.

This vd
PortPr

latile instance attribute has an access rule of Get only-

otocolAddressinfo

Specifies the network protocol and protocol address.of each port of the device (e.g. IP ad

Netwo

This vd

kProtocol specifies the protocol for the nétwork.

latile instance attribute has an access rule of Get only.

StepsILemoved

Specifi
grandn

This vd

Syster

s the number of communication paths traversed between the local clock a
naster clock.

latile instance attribute has an access rule of Get only.

nTimeAndOffset

Specifies the System Time in microseconds and the Offset to the local clock valu

respon
in 6.2.

ding dévice will return the current System Time and Offset. See specific "clock
.2,6.5,r).

ntity of

dress).

hd the

. The
model"

This volatile instance attribute has an access rule of Get only.

AssociatedinterfaceObjects

Specifi

es the objects associated with each PTP port of the device.

Specifies the Type 2 port or link object interface paths for all PTP ports for a device. If a label
for the interface object is required, the attribute AssociatedinterfacelLabels shall be used.

PTP port numbers shall start with 1 and be sequential, according to IEC 61588.

Therefore, this attribute is mandatory if any of the following conditions are true, otherwise it is
optional.
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e A device supports more than one Type 2 port and it is not possible for the PTP and Type 2
port numbers to be the same.

e More than one PTP port is associated with a single Type 2 port (for example PRP).

See 6.2.1.2.6.5, ¢) (PTP port assighments) for examples where the PTP port and Type 2 port
numbers could be different.

If a single PTP port is associated with a single Type 2 port, the AssociatedInterfaceObjects
attribute shall specify the Port object instance that represents the Type 2 port (i.e. 20 F4 24 xx,
where xx is the Port object instance).

If therg are two or more P TP poris associated with a single Type 2 Ethernet port (Tor_example
in the PRP case), the AssociatedInterfaceObjects attribute shall specify the Ethernetkink object
instange (i.e. 20 F6 24 xx, where xx is the Ethernet Link object instance).

If therg are two or more PTP ports associated with any other single{(fype 2 port, the
AssociptedinterfaceObjects Attribute shall specify the logical path segments to the other Link
object jnstance (i.e. 20 xx 24 yy).

This ngn-volatile instance attribute has an access rule of Get only:
DefaultLeapSeconds

Specifies the number of leap seconds for the "Current UTC Offset" field of the Precisioh Time
Protocpl (Default Data Set). This value is used by a master-capable device when operating as
a granfgdmaster, unless some other means is available to obtain the UTC offset (for example
GPS, yser interface).

This instance attribute is mandatory for master'capable devices.

This ngn-volatile instance attribute has-an access rule of Get/Set.
AssocjatedinterfaceLabels

Specifies the labels associated with each PTP port of the device.

Specifies the Type 2 partior link label paths for all PTP ports for a device. A client can get the
interfage labels from the“returned label paths. The attribute AssociatedinterfaceObjects shall
be used to return the Type 2 interface object paths.

If a simgle PTR_port is associated with a single Type 2 port, the AssociatedInterfacelLabels
attribule shall.specify the Port object instance, PortName attribute, that represents the [Type 2
port (i.p.<20F4 24 xx 30 04, where xx is the Port object instance).

If there are two or more PTP ports associated with a single Type 2 Ethernet port (for example
in the PRP case), the AssociatedInterfacelLabels attribute shall specify the Ethernet Link object
instance, Interfacelabel attribute (i.e. 20 F6 24 xx 30 0A, where xx is the Ethernet Link object
instance).

If there are two or more PTP ports associated with any other single Type 2 port, the
AssociatedInterfacelLabels Attribute shall specify the logical path segments to the other Link
object instance (i.e. 20 xx 24 yy).

If there are two or more PTP ports associated with any other single Type 2 port, the
AssociatedInterfacelLabels attribute shall specify the logical path segments to an attribute
representing that other link object instance’s interface label ( i.e. 20 xx 24 yy 30 zz, where xx
is the link object, yy is the link object instance, and zz is the interface label attribute. The type
of this attribute shall be SHORT_STRING.
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This attribute is mandatory if any of the conditions detailed for AssociatedInterfaceObjects are
true, otherwise it is optional.

This non-volatile instance attribute has an access rule of Get only.

6.2.1.2.6.4

services

Get_Attribute_Single

System management (class level) and object management (instance level

This service shall support the use of a connection point in the service path when Diagnostic
connection point(s) are implemented.

Get_C

This se¢rvice is used to get member paths of a Connection Point structure. It is‘mandd
the Dig

6.2.1.2

a)

b)

c)

bnnection_Point_Member_List

gnostic connection point(s) are implemented, else it is optional.

.6.5 Specific behavior for the Time Sync object

Sy
Th

00:00:00. System Time is represented as a 64-bit value (ULINT) in mircroseconds (a
SygtemTimeMicroseconds) or nanoseconds (attribute SystemTimeNanoseconds). §

Ti

represents the current time at the Oth meridian.

In

beg
dis
00:
PT
Sys
Sys

Sys
Cc

Ea

ide
img
net|

(o

The¢ identifiefs are formatted as specified in IEC 61158-6-2,4.1.8.6.1.2.

PT
Ea

tem Time definition
starting date/time for Type 2 Time Synchronization System Time is 1970-01

tory if

-01 at
tribute
bystem

e is adjusted for leap seconds, but not local time, zones or daylight savings fime. It

e Precision Time Protocol, time is distributed as the number of nanoseconds sir
inning of the PTP epoch, 1969-12-31 at.23:59:51.999918 UTC. Leap secon
ributed by the Precision Time Protocol as;the "current UTC offset". As of 2006-0
00:00 UTC, the number of leap seconds.was 33.

P time and leap seconds ;iare converted to microseconds (a

temTimeMicroseconds) or nanoseconds (attribute SystemTimeNanoseconds) f{
tem Time as:

temTime = PTPTime — CurrentUtcOffset

ck identity

th PTP clock shall assign a unique 8-octet identifier for the clock. The assignn
htifiers depends onthe Type 2 network communication profile. A local bus ma
lement the PTP protocol and assign the identifier using the encoding for a local or
work.

P port-assignments
h«evice network port is given a unique PTP port number according to IEC 6158

ce the
ds are
1-01 at

tribute
o give

hent of
y also
closed

8. The

PT

P port numbers shall start with 1 and be sequential. In order to be consistent

ith the

Type 2 protocols, the PTP and Type 2 port numbers should be the same where possible.

The following are some reasons why the PTP and Type 2 port numbers cannot be the same:

The device might not number its Type 2 port numbers sequentially starting with
example, the device might not support Type 2 port number 1 (backplane port).

1. For

For devices that support PRP, there shall be two PTP ports (one per physical Ethernet

port), but one Type 2 port.

See 6.2.1.2.6.3 for a description of the AssociatedInterfaceObjects attribute used to define

the

PTP port relationship.
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d)

e)

Type 2 PTP profile

As defined by IEC 61588, the purpose of a PTP profile is to allow organizations to specify
unique selections of attribute values and optional features of the protocol that, when using
the same transport protocol, will inter-work and achieve a performance that meets the
requirements of a particular application.

The PTP profile for the Type 2 network communication profiles is specified in bullets e) to
p). It is based on the Delay Request-Response default PTP profile defined in IEC 61588.

Type 2 PTP profile — Profile identification

Table 18 identifies the Type 2 PTP profile. The IEC 61588 Profile identifier shall be used on
an |[EC 61588 network and the IEC 62439-3 PRP identifier on a PRP network.

Table 18 — Profile identification

Profile identifier Usage Specification

PTP profile description Type 2 PTP Profile
Versio 1.0o0r 1.1
Profile|identifier IEC 61588:2009 00-21-6C-00-01-00

IEC 61588:2021 00-21-6C-00-01-01

With PRP 2 00-15-4E-00-01-50
Specifying organization ODVA:

Web: www.odva.org

a

Prdfile identifier when operating over a PRP network (see attribute’24).

f)

Th

Type 2 PTP profile — Default settings and ranges
1 Type 2 PTP profile shall support the PTP default and range settings as defined in

Table 19. The table defines the required*range settings for this profile, but a devige may

sugport a larger range (e.g. Log sync interval -3 to +2) as long as those values fall within

the|range of acceptable values for IEC-61588.

Table 19 — Profile default settings and ranges
BPTP Attribute Attribute Default 2 Required Acceptable Units
ID range range

Log anpounce interval 14 1 Oto4 Oto4 Log, secofds
Log sypc interval 15 0 -1to +1 -3 to +2 Log, secofds
Priority1 16 128 0 to 255 0 to 255
Priority2 17 128 0 to 255 0 to 255
Domai 18 0 0 to 127 0 to 127
Announce receipt timeout 3 3 2t0 10 Announce
interva Infervals
a8 The profile default settings may differ for ports connected to a proprietary backplane or bus.

g)

h)

Type 2 PTP profile — Profile transports

The supported IEC 61588 PTP transport is specified in the network communication profile.
Type 2 PTP profile - PTP domain

A Type 2 network shall be limited to one PTP domain.

The IEC 61588 specification allows for the presence of more than one clock domain on a
network. However, for some implementations of PTP, based on IEC 61588:2004 (version 1)
hardware, the presence of other clock domains will cause interference. Therefore, to avoid
interference problems a Type 2 network will be limited to one domain. It is recommended
that new hardware implementations be designed to tolerate the presence of multiple
domains.
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Type 2 PTP profile — PTP node management

Each device implementing Type 2 Time Synchronization shall implement an instance of the
Time Sync object. In addition the device shall implement the management message
mechanism defined in IEC 61588.

j) Type 2 PTP profile — Transparent Clock
Devices with multiple ingress/egress ports shall implement an end-to-end transparent clock
between those ports.
k) Type 2 PTP profile — Path delay mechanism
Each device implementing Type 2 Time Synchronization shall implement the delay request-
response path delay measurement mechanism.
I) Type 2 PTP profile - Recommended PTP clock settings
Table 20 defines recommended default settings for PTP clock attributes. These skettings
provide general recommendations for various types of devices to assign a-reldtive priority
usgd by the Best Master Clock Algorithm (BMCA) of the PTP protocol. Typieally contfollers,
switches, sources will become masters over I/O because they have a better settings|
Grgndmaster capable devices may dynamically adjust clock class, clock accuracy, and time
soyrce settings. For example, a GPS clock will dynamically change its clock clags and
acduracy once it has locked onto satellites. Priority settings may be changed on a particular
deyice to over-ride Best Master Clock selection behavior.
Table 20 — Default PTP clock settings
PP clock Controller 1/0 device Switch or router Primary source
aftribute
Clock Type(s) Ordinary Ordinary Boundary and/or Ordinary
(Master / Slave) (Slave Only) Transparent (Master Only)
Clock Class 248 255 248 248
Clock Accuracy Unknown Unknown Unknown Unknown
Clock Yariance Device specific Device specific Device specific Device specif|c
Time Source Oscillator Oscillator Oscillator Oscillator
Priority1 128 128 (not settable) 128 128
Priority2 128 128 (not settable) 128 128
m) Type 2 PTP profile/~ TTL — Time to Live
TTL is only relevant for Type 2 network communication profiles based on Ethernet. By
defpult, the  TyFL value in the UDP/IPV4 packet shall be set to 1. This is required to grevent
PTP packets from traversing routers which could significantly increase packet jitter.(Where
required,)PTP time can be made to cross subnets by using routers with IEC 61588 boundary
clogks:

Type 2 PTP profile — Hand_Set clock quality management

Some Type 2 grandmaster clocks allow the time to be set directly by the user or through a
user administered mechanism. For example, a device may provide a configuration option to
set the System Time from a personal computer (PC). This behavior is characterized as a
Hand_Set clock. The process of hand setting a clock should improve the quality of the clock,
since the new time will presumably be a more accurate reference. A clock could for example
powerup with an unknown time. Once set the time is known and to within a specified
tolerance of UTC time.

Table 21 defines PTP settings for a clock that supports HAND set behavior. These settings
are defined such that all clocks implementing HAND set behavior will interoperate. The clock
class and accuracy combinations are identified along with the time source. The time source
is an information only identifier and does not factor in the choice of best master.
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Table 21 — HAND set clock quality management

Clock condition Clock class Clock accuracy Time source
Immediately after hand Degradated Reference (B) Within 10 s (seconds) HAND set
setting. (187) (0x30) (0x60)
Powerup out of the box Default Unknown Oscillator
(248) (OxFE) (0xA0)

NOTE A degraded reference B (187) is chosen here for clock class instead of a primary reference (6) or

Holdover reference (7) class because the Degraded reference B allows the clock to be a slave when a better

master is chosen. Specifically this means the HAND set clock will synchronize its clock to the current

grandmaster clock rather than going into a PASSIVE master state. Additionally, no consideration is given to
aging the clock quality over time — e.g. decaying to a lower quality clock as the accuracy drifts over time, but

such bgtaviorts—acceptabtte:

o) Type 2 PTP profile — Support for Device Level Ring and path reconfiguration

Deyices that support ring topologies and require high synchronization acctracy, s
motlion devices, shall support automatic path re-measurement whenever there is a
in the ring topology. These devices will either directly monitor the nétwork for a cha

uch as
hange
nge in

thelnetwork topology or indirectly be notified by other nodes that are.monitoring the n¢twork.

Both DLR gateway and DLR end nodes shall implement the Type 2 Path Reconfig
Sighalling message (see 6.2.1.2.6.5, p)).

NOTE See IEC 61158-4-2, Clause 10, for more information regarding, Device Level Ring (DLR) and
Timp Synchronization support.

In DPLR, a topology change requires that Type 2 Time Synchronization slave devi
compute the path delay measurement to the master when the path changes. For ex
reak in the ring will cause the path and the _corresponding path measurement b

uration

Type 2

es re-
ample,
ptween

thelmaster and the slave to change. It is recommended that this computation be completed

as [soon as possible, within the next fewxsync cycles, after a network reconfigurs
detected.

A ATP slave device detects that the path has changed by one of two mechanisms. 4
deyice in the ring will detect that the ring has broken as indicated by the ring status
ring protocol. A slave device outside the ring will detect the path has changed
receives a Type 2 Path Reconfiguration Signalling message from the bridge node.

DLR gateway devices that\bridge between a ring and external network should gener
Sigjhalling message onshe non-ring bridged network when a ring break is detected 4
magter resides withinthe ring.

Both of these sceharios are illustrated in Figure 12. The path between master M an
S1|before the «ing break is the path labelled 1. After the ring break the path is 2 4
Noge S1 will\detect the ring break and re-measure the path. The path between mz
and slave.S2 before the ring break is 1 + 2 + 3 + 5. After the ring break the path is
The DLR gateway device between paths 4 and 5 will detect the ring break and signa
S2 [tore-measure the path.

tion is

\ slave
of the
vhen it

ate the
nd the

il slave
3 +4.
ster M
4 + 5,
| node

Ring Node
Ring Break
PTP Master
PTP Slave

Ring Supervisor

IEC

Figure 12 — Path Reconfiguration in a ring topology
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The Path Reconfiguration Signalling message is issued by a device to notify that a network
reconfiguration has been detected. This message is a Type 2 PTP profile specific Signalling
message. DLR gateway devices will issue this message when a network reconfiguration has
been detected. DLR end nodes will receive this message and recalculate the mean path
delay using the delay request-response mechanism. Signaling messages in general are
defined in IEC 61588, and the specific Path Reconfiguration Signaling Message is specified

in Table 22. See the previous item o) for application of this message.

All

TyI
Th

IEQ

Table 22 — Path Reconfiguration Signalling message

Signalling TLV

Field description

Field value

TLV Type Organization extension 03

Organization ID Type 2 Time 00 21 6C
Synchronization ID

TLV Subtype Path reconfiguration 01

e 2 Time Synchronization over Parallel Redundancy Protocol (PRP)

IEC 61588 Precision Time Protocol (PTP) over a PRP "network is specified in
62439-3:2016, Annex A and Annex C.

devices that support PRP and Type 2 Time Synchronization shall implement the Layer 3

End-to-End (IEC 62439-3:2016, Annex C, L3E2E) doubly attached clock model (pairgd port)

for
Fig

PRP.

)

portDS.state = MASTER

S —
LAN A

ure 13 shows an example of a PRP network.

master

L

portDS.state = MASTER

portDS.state = SLAVE

LAN B

portDS.state = PASSIVE_SLAVE

@)

IEC

Figure 13 — Doubly attached clocks in a PRP network

IEC 61588 PTP protocol.

Both paired ports of a doubly attached clock function as either SLAVE or MASTER when
properly connected and operating on LAN A and LAN B redundant networks.

For master operation, both ports, port A and B, operate as MASTER ports as defined by the


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

IEC 61158-5-2:2023 © |IEC 2023 - 105 -

For slave operation, one port is the active port and operates as defined by the IEC 61588
PTP protocol. The active port tunes the clock and reports its state as SLAVE. The other port
is passive and reports its state as PASSIVE_SLAVE. The passive port also measures path
delay and maintains close synchronization to the active port, so that a network failure on
the active port will result in a smooth clock transition from passive to active slave.

The PASSIVE_SLAVE state is reported as value 10 of attribute 12 (PortState) of the Time
Sync object.

For backward compatibility with IEC 61588:2009 management tools, the PASSIVE_SLAVE
state is reported as value 7 (PASSIVE), when reporting the port state of the port data set
(see IEC 62439-3).

Clock model

Type 2 Time Synchronization defines an offset clock model to address the requiremgnts for
indpstrial control applications.

NOTE This model is needed because, even though the IEC 61588 PTP protocol defines|a® mechahism for
distfibuting and synchronizing time, it does not define a mechanism to compensate for step-changes in {ime that
could occur at the grandmaster clock source.
Step changes in time can occur at the grandmaster clock source due'to one or morg of the
follpwing conditions.

e |[The user adjusts the master clock whose type is HAND set.

o |A master with a more accurate clock becomes available(new grandmaster). This can
occur during system startup or after the system has been running for some time.

e |The time master is temporarily disconnected from(the slave clock and then re-connected.
In this situation, given any discrepancy in time between the master and the slave,|a step
change will occur.

Those applications requiring a stable clock in,the presence of step changes in time |[should
imglement their PTP clock as a local clock;\synchronized to the PTP master frequengy, but
not|to the PTP master's absolute time value.

In this model, the PTP protocol is used to discipline the local clock so that it ticks| at the
same rate as the master. The deyice then maintains an offset between the local clo¢k time
and system time. A small delta change in time will cause the device to make g small
adjustment to the offset and.to.continue to "tune" its clock. A large change in time wil| cause
the|device to update its offset but not "tune" its clock.

Cytlic events may then\bé scheduled based on the local clock and will not be affegted by
large step changes in'fime — provided that the local clock remains synchronized to the PTP
magter clock frequency.

Figure 14 shows\the relationship between the Local Clock, System Time Offset, and the
Sygtem Time for a PTP Time Slave. The "system to local clock offset" is a memory variable
ma|ntained.by the PTP clock implementation to make offset adjustments. A leap $econd
valtie js added to the offset to give System Time in terms of the proper epoch.
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PTP Time Slave

Local Clock
(Frequency Disciplined @
Timer) > PTP

+
r_ Variable = System To Local Clock Offset

small delta

any delta

System Time
Offset

Leap Seconds

System Time

Figure 14 — Type 2 Time Synchronization offset clock model

ure 15 shows a system of devices each implementing the Type 2 Time Synchron
set Clock Model. Each device is a part of a network of devices that share ths

corjcept of System Time. Each device also hasa.Local Clock value based on a fre

disgiplined timer and related to System Time via.an offset value (System Time Offset
a siystem allows each device to maintain a (6cal time independent from all other d
but] share a common notion of system time. As such, System Time may change
requiring changes to the local clock.
Device A Device B Device C
Local Clock Local Clock Local Clock
Offset | .y Offset | Offset
Time System Time System Time System

Switch 11
[aeflaiiz:

IEC

ization
same
juency
. Such
pvices,
ithout

Time System | Time System | Time System )
Offset Offset Offset
Local Clock Local Clock Local Clock
Device D Device E Device F

Figure 15 — Type 2 Time Synchronization system with offset clock model

IEC
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s)

t)

u)

v)

System time compensation

An application creates a timestamp by reading the clock that has been synchronized by PTP
and making any required adjustments to the value, for example, converting it to System
Time. Additional adjustments can be required if a step has occurred in System Time.

Type 2 Time Synchronization defines a mechanism to maintain a consistent set of
timestamps in the presence of step changes to System Time. A step change in System Time
effectively causes a shift in the time base of the system. Any step changes to the
grandmaster clock time shall propagate through the system. Since, all nodes in the system
will not see the step change at the same instance of time, a timestamp taken on one node
can be inconsistent with a timestamp on another node. Or a timestamp taken at one instance
in time can be inconsistent with a timestamp taken later in time on the same node. A
cor |pc||batiun aiywiﬁml tseeded—tomake timcatampb conststent-with—eacihotherjbefore
thely are used in computations.

Twp possible step compensation algorithms are described in t), u) and v).

The decision to compensate timestamps is made based on the requirements |of the
application.

Stedp compensation algorithms (general)

An|offset value is maintained with each timestamp. This offset(value is the System Time
Offget at the time the timestamp is captured. The offset can be/used to provide an indication
of Wwhen a step occurs in System Time. If the timestamp is fransmitted across the network
fromn one node to a second node the offset is sent along with the timestamp. If the two
timpstamps are captured within the same node, the offsets are stored along wjth the
timpstamps.

The algorithms transform a timestamp from one time base to a second time base if|a time
bage change occurs between the times the two timestamps are captured. When the two
timpstamps are compared they will reference the same time base. These algorithms can
equally be applied to a set of timestamps.

Compensation algorithm for timestamps within a single node

Thip algorithm is defined to allow a node to adjust the value of one or more timestamps that
haye been captured on the local,node.

The algorithm is stated as follows:

Timestamp = Timestamp, + Offset; — Offset,
where:

Timestamp is the eompensated timestamp;

Timestamp, _is-the timestamp to be compensated,;

Offset, is the offset associated with the timestamp at the target time base;

Offsetq is the offset for the timestamp to be compensated.

Co “ loorithm for timest bet I

This algorithm is defined to allow a node to adjust the value of a received timestamp from a
remote source node so that it can be compared to a timestamp on its own node, the
destination node.

The destination node shall be able to detect a step change to the System Time on the remote
node or on its own node and make the appropriate adjustment.

Two conditions are possible:
e The source device has seen a step change in time but the destination device has not, or

o The destination device has seen a step change in time but the source device has not.
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The step change is detected by a change in the SystemTimeOffset by either the source or
destination. The source offset is sent to the destination device along with the timestamp.
The destination device compares the offset received to the previously received offset to
determine if a step change has occurred and adjusts the received timestamp value
accordingly.

The algorithm is stated as follows:

TimestampCompensated = Timestampgrgceived ¥ ((D€Stosiset - Dest| sstofiset)
— (Sourcepgfser — Source siofiset))

where

Timestampgreceived is received timestamp;

Des$tofrset is the current value of the local clock time offset at the destinttion;

Des$t| astoffset is the previous value of the local clock time offset at thig destipation;

Solirceggset is the received value of the local clock time offset¢from the squrce;

So]:rceLastoﬁcset is the previous value of the local clock time offsét from the squrce.

Lagt offsets are updated when:

|(DEstofrset — DSt 4st0ffset) — (SOUrCefset — SOUrce| 45t0ffset)h.S= SyncBoundsLimit

where

SymcBoundsLimit is a relatively small number that defines that synchronization hounds
for the application.

Group startup sequence

Type 2 Time Synchronization defines a group ‘startup sequence and a group synchrpnizing
serjice. The group startup sequence allowsra‘group of devices to guarantee that their|clocks
haye all been synchronized to the PTP master reference clock before starting an application
that depends on System Time. The application defines the specific requirements neefled for
thelgroup to be considered synchronized.

Ea¢h application (object) that wishes to synchronize to a group shall implemégnt the
Grqup_Sync service.

An|application may send (additional parameters as part of the Group_Sync servige. For
exgmple, it may exchange the SystemTimeOffset attribute to facilitate timg¢stamp
compensation, or a period and phase to initiate a synchronized periodic event, or [one or
mole bounding parameters to specify a target synchronization requirement.

ThI service retutns true if the device is synchronized to the PTP Time master othefwise it
retlirns falses

An|example“startup sequence for a group of applications that need to synchropize is
illugtratedtin Figure 16.

Onge.the controller itself is synchronized to the master time clock, it initiates a sqgries of
Group_Sync messages to each of the devices also part of the same group. Each device
returns a response indicating whether it is also synchronized with the PTP master reference
clock. If the controller and all devices are synchronized then the group is synchronized.
Otherwise, the master application repeats the synchronizing sequence or takes some fault
action.

The Sync‘d status of each node is determined by the requirements of the application and
can be contingent on additional synchronization parameters.
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Controller Device N
Controller is Sync‘d GroupSync
 » Device 1 is Sync'd
GroupSync
——3] Device 215 Syncd
IsSync’'d |

Iff controller or any

device is no longer

sync’d, repeat

Spquence Group is Synchronized

IEC
Figure 16 — Type 2 time synchronization group startup sequence

6.2.1.2.7 Parameter formal model
6.2.1.2.7.1 Class definition
Use of|the Parameter object provides a known, public interface to a device's configuration data.

In addition, this object also provides all thesinformation necessary to define and describe each
of a dgvice's individual configuration parameters.

This opject allows a device to fully identify a configurable parameter by supplying a full
description of the parameter, ingluding minimum and maximum values and a human-rejadable
text stfing describing the parameter.

There g$hall be one instance of this object class for each of the device's configurable parameters.
The ingtances shallistart at instance one and increment by one with no gaps in the instgnces.

Each ihstancelis linked to one of the configurable parameters, which is typically (buf is not
requirdd tobe) an attribute of one of the device's other objects. Changing the Parameter Value
attribule ©f'a Parameter object causes a corresponding change in the attribute value indicated
by the Link Path attribute (the attribute value being pointed to by the Parameter object).

A Parameter Object Stub is a shorthand version of a Parameter object. The Stub stores only
the configuration data value, providing only a standard access point for the parameter.

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on some constraints defined in the attribute/service description.
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1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o) Attribute: Revision = 1

2 (*) Attribute: Max Instance (short)

3 (*) Attribute- Number of Instances (short)

4 (o) Attribute: Optional attribute list

5 (o) Attribute: Optional service list

6 (o) Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes
8 (m) Attribute: Parameter Class Descriptor

9 (m) Attribute: Configuration Assembly Instance
10 (*) Attribute: Native Language

200 (*) Attribute: Max Instance (long)

201 (*) Attribute: Number of Instances (long)
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (m) Attribute: Parameter Value

2 (m) Attribute: Link path size

3 (m) Attribute: Link path

4 (m) Attribute: Descriptor

5 (m) Attribute: Data Type

6 (m) Attribute: Data Size

7 *) Attribute: Parameter Name String

8 *) Attribute: Units String

9 (*) Attribute: Help String

10 (*) Attribute: Minimium Value

11 (*)  Attribute: Maximum Value

12 (*)  Attribute: Default Value

13 *) Attribute: Scaling Multiplier

14 (™) Attribute: Scaling Divisor

15 (™) Attribute: Scaling Base

16 *) Attribute: Scaling Offset

17 (™) Atfribute: Multiplier Link

18 *) Attribute: Divisor Link

19 (") Attribute: Base Link

20 (*) Attribute: Offset Link

21 (*) Attribute: Decimal Precision

22 (o) Attribute: International Parameter Name
23 (o) Attribute: International Engineering Units
24 (o) Attribute: International Help String
SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attributes_All

5 (o) Mgt Service: Reset

13 (o) Mgt Service: Apply_Attributes

14 (m) Mgt Service: Get_Attribute_Single

16 (o) Mgt Service: Set_Attribute_Single

21 (*) Mgt Service: Restore

22 (*) Mgt Service: Save
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OBJECT MANAGEMENT SERVICES:

1

13
14
16
21
22
24

(*) Ops Service: Get_Attributes_All
(o) Ops Service: Apply_Attributes

(m) Ops Service: Get_Attribute_Single
(m) Ops Service: Set_Attribute_Single
(*) Ops Service: Restore

*) Ops Service: Save

(*) Ops Service: Get_Member

OBJECT SPECIFIC SERVICES:

75

(o) Ops Service: Get_Enum_String

6.2.1.2.7.2 System management attributes (class attributes)

Max Instance (short/long)

This a
greate

Param
Bits th
This in
Config
Instang
This in

Native

than 65 535, else it shall implement the short version.
leter Class Descriptor

ht describe parameters.

stance attribute has an access rule of Get.
uration Assembly Instance

e number of the configuration assembly.

stance attribute has an access rule of, Get.

Language

Language ID for all character array accesses.

If the A
attribu

This in

6.2.1.2

Severd

\ctive Language attribute) of the Identity object (see 6.2.1.2.2.3) is supported, th
e shall not be suppaerted, otherwise it is optional.

stance attributé has an access rule of Get/Set.

7.3 Object management attributes

| attributes are mandatory, optional or not allowed, based on one of the three fo

constrIints. The applicable constraint is referred to in the attribute service description. T

depen

whether bit 1 in the Parameter Class anr*riptnr (r‘lnce attribute R) is set (Quppr

ribute is mandatory. The device shall implement the long version if it Supports insftances

en this

lowing
hey all
rts full

attributes).

Constraint (1):  If bit is set, this attribute is mandatory, else it is not allowed.

Constraint (2):

If bit is set, this attribute is mandatory optional or not allowed, depending on

the parameter data type, as specified in IEC 61158-6-2, 4.1.8.7.1.2, else it is

not allowed.

Constraint (3):  If bit 1 is set, this attribute is optional, else it is not allowed.

Param

eter Value

Actual value of parameter. It can be read from or written to. Scaling shall not be performed to
this attribute by the Parameter object. Scaling, if enabled, shall be handled by the configuration

tool.
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This volatile instance attribute has an access rule of Get/Set. Set is mandatory if the Read Only
Parameter bit (4) in the Descriptor attribute (4) is FALSE (see IEC 61158-6-2, 4.1.8.7.1.2). This
attribute is used in the Stub and Full Parameter object.

Link path size

Size of link path.

This non-volatile instance attribute has an access rule of Get/Set. This attribute is used in the
Stub and Full Parameter object.

Link path

Type 2 path to the object from where this parameter's value is retrieved.

This ngn-volatile instance attribute has an access rule of Get/Set. This attribute’is”used in the
Stub apd Full Parameter object.

Descriptor

Description of parameter.

This ngn-volatile instance attribute has an access rule of Get. This attribute is used in the Stub
and FJll Parameter object.

Data Tlype

Data type code.

This ngn-volatile instance attribute has an acc¢éss rule of Get. This attribute is used in the Stub
and FJII Parameter object.

Data Siize
Numbdr of octets in Parameter Value.

This ngn-volatile instance attribute has an access rule of Get. This attribute is used in the Stub
and Ftt Parameter object.

Paramjeter Name String

A humén readable_string representing the parameter name.

Constrpint A1 applies. This non-volatile instance attribute has an access rule of Get. This
attribule 4s used in the Full Parameter object.

Units String

Engineering Unit String.

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Help String
Help String.

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.
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Minimum Value

The minimum value to which the parameter can be set.

Constraint (2) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Maximum Value

The maximum value to which the parameter can be set.

Constraint (2) applies. This non-volatile instance attribute has an access rule of Get. This
attribufe is used in the Full Parameter object.

Default Value

The ag¢tual value the parameter should be set to when the user wants the default for the
paramegter.

Constrpint (1) applies. This non-volatile instance attribute has an_.access rule of Get. This
attribufe is used in the Full Parameter object.

Scaling Multiplier

Multipller for Scaling Factor.

Constrpint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribufe is used in the Full Parameter object.

Scaling Divisor

Divison for Scaling Formula.

Constrpint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribule is used in the Full Parameéter object.

Scaling Base

Base for Scaling Formuta,

Constrpint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribufe is usedfin-the Full Parameter object.

Scaling Offset

Offset for.Scaling Formula.

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Multiplier Link

Parameter Instance of Multiplier source.

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Divisor Link

Parameter Instance of Divisor source.


https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

- 114 — IEC 61158-5-2:2023 © |EC 2023

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Base Link

Parameter Instance of Base source.

Constraint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribute is used in the Full Parameter object.

Offset Link

at 1 4 £ Of£ +
Param CT T oStarno T oOT IUTTrSTT SUTT OTY

Constrpint (1) applies. This non-volatile instance attribute has an access rule~of) Get. This
attribufe is used in the Full Parameter object.

Decimpl Precision
Specifijes number of decimal places to use when displaying the scaled engineering valug. Also

used tp determine actual increment value so that incrementing a Value causes a chgnge in
scaled|engineering value to this precision.

Constrpint (1) applies. This non-volatile instance attribute has an access rule of Get. This
attribufe is used in the Full Parameter object.

International Parameter Name

Humar readable string representing the parametername.

Constrpint (3) applies. This non-volatile instance attribute has an access rule of Get. This
attribule is used in the Full Parameter object.

International Engineering Units

Engingering units associated with-the parameter.

Constrpint (3) applies. This non-volatile instance attribute has an access rule of Get. This
attribufe is used in the Full Parameter object.

International Help ‘String

Help Sfring.

Constrpint (3) applies. This non-volatile instance attribute has an access rule of Get. This
attributelis used in the Full Parameter object

6.2.1.2.7.4 System management (class level) and object management (instance
level) services

Get_Attributes_All

At both the instance level (object management) and the class lever (system management), this
service returns a list of parameter values from the object.

Reset

At the class level (system management), the Reset service all parameters to the factory default.
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Apply_Attributes

At both the instance level (object management) and the class level (system management), this
service causes parameter values whose use is pending to become actively used.

Get_Attribute_Single

At both the instance level (object management) and the class level (system management), this
service returns the contents of the specified attribute.

Set_Attribute_Single

At both the instance level (object management) and the class level (system management), this
servicg modifies the contents of the specified attribute.

Restore

Atthei

non-volatile storage. At the class level (system management), this service resto

param
Save

At the

bter values from non-volatile storage.

instance level (object management), this service savesparameter instance va

non-volatile storage. At the class level (system management);this service saves all par

values
Get_M
At the

to non-volatile storage.

lember

member of an attribute.

6.2.1.2.7.5 Object specific services

Get_E

hum_String

This sgrvice is used to read enumerated strings from a Parameter instance.

6.2.1.2.7.6 Parameter state machines

Table 23 is the state event matrix for the Parameter object. The behavior of the Par

object

s illustrated in\Figure 17.

Get_Attribute Single/

Get_Attributes All
Reset

Restore

Power Up

nstance level (object management), this service restores parameter ingtance valugs from

res all

ues to
ameter

instance level (object management), thisCservice returns the content of a se¢lected

ameter

] Save
Existent Get_Enum_String

IEC

Figure 17 — Parameter object state transition diagram
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Table 23 — Parameter object state event matrix

Event

State

Existent

Get_Attribute_Single.
Set_Attribute_Single
Get_Attributes_All

appropriate response

Reset

Restore

o
oave

Validates/service the request and returns the

Get_Enum_String

Supported services

Get_Attributes_All
Sef Attributes_All
Get_Attribute_List
Sef Attribute_List
Resget

Start

Stdp

Crgate

Delete
Multiple_Service_Packet
Apply_Attributes
Get_Attribute_Single

Sef Attribute_Single
Find_Next_Object_Instance
Resgtore

Saye

FAL management model ASE service specification

Subclause 6.2.1.3 contains the definition of services that are unique‘to this ASE. The c¢gmmon
servicgs defined for this ASE are:

NOP

Get_Member

Set_Member

Insert_Member

Remove_Member

Group_Sync
Get_Connection_Point_Member_List

The object specific services defined for this ASE are:

Add_AckData_Path (Acknowledge Handler object)
Remove_AckData_Path (Acknowledge Handler object)
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Get_Enum_String (Parameter object)
Symbolic_Translation (Message Router object)
Send_Receive_Fragment (Message Router object)
Flash_LEDs (lIdentity object)

6.2.1.3.2 FAL service common parameters
The following service parameters are common to all FAL services.

AREP

This pagram ofta H ormationtetoeatyid v —te-be-tsed-to
the sefvice: this entity could be local or the UCMM or a transport connection (AR).
parameter may use a dedicated identifier associated with a local entity, the identifierefa JCMM
transagtion record previously created, or the transport identifier returned by _the connmection
establishment process and associated with the selected AR. The confirmation primitive [should

use th¢ same value as the one sent in the corresponding request primitive.

Receivyer/server local ID (id)

This parameter is locally generated by the Message Router ASEof the responding node, and
identifies locally this invocation of the service. It is used to asseciate service responsgs with
indicatlons. Therefore, no two outstanding service invocations ‘'may be identified by the same
ID (id)| value, and the AL-service user shall return in a response primitive the value|that it
receivgd in the prior associated indication primitive.

Path

In the nequest, this parameter specifies the FAL APO or FAL APO element that is the destjnation
of the gervice request. The path shall contain multiple segments which can indicate the network
route tp the node containing the FAL APO (in\the case of multiple links), the identification of the
APO element within the target node (Routing Path), and optional additional information [for the
target APO (Additional Path).

In the |indication, this parameter hall contain only those segments beyond the logical class
segment from the service request, i.e. the optional additional information for the target APO
(AdditipnalPath).

See IE[C 61158-6-2 for more details on the Path structure and contents.

Port ID

Servicle status

This erameter indicates on which port of the device the service indication arrived.

This parameter provides information on the result of service execution. It is returned in all
confirmed service response primitives (+ and -). It is composed of the following elements.

Status code (mandatory)

This parameter indicates whether the service was successfully processed or not. If an error
occurred, it indicates the type of error. For some errors, further identification of the error
may be provided in the Extended Status parameter below. Available status codes are listed
in 6.2.1.3.3.
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Extended status (conditional)

This conditional parameter further identifies the error encountered when processing the
request specific to the object being accessed. Actual usage and definition of this Extended
status is dependant on the object class or service: each object class defines its own
extended status values and value ranges (including the vendor specific ones). For a given
object class, extended status are unique to each Status code, with the exception of
"communication related problem". All extended status values are reserved unless otherwise
indicated within the object definition. When used, the values submitted in the response
primitive are delivered unchanged in the confirmation primitive.

These codes may also be used for other purposes such as event logging or in device heartbeat
messages.

The fo]lowing guidelines apply to Status code selection unless an object definitien,pfovides
more specific direction:

o thelmost specific Status code applicable to a given error condition shall bg returned

e no prder of error code evaluation is required; when more than one errorcondition applies to
a request, devices may report any of the Status codes that apply.

Clientd shall tolerate any Status code returned by the server, (including any variablg-sized
Extended status.

6.2.1.3.3 FAL service status codes

Table 24 specifies the range of possible status codes.

Table 24 — Status codes

Name Description and meaning of status code
Succesp Service was successfully performed by the object specified
Communication related problem A communications subsystem related problem was detected along the

communications path

Resourge unavailable Resources needed for the object to perform the requested service were
unavailable

Invalid parameter value See status code “invalid parameter”, which is the preferred value tq use
for this condition

Path sggment error The path segment identifier or the segment syntax was not understpod by
the processing node. Path processing shall stop when a path segmpnt
error is encountered

Path ddstination®unknown The path is referencing an object class, instance or structure elemgnt that
is not known or is not contained in the processing node. Path procgssing
shall stop when a path destination unknown error is encountered

Partial tramsfer Onty partof theexpecteddatawas trarsferred

Connection lost The messaging connection was lost

Service not supported The requested service was not implemented or was not defined for this
class or object instance

Invalid attribute value Invalid attribute data detected

Attribute list error An attribute in the Get_Attribute_List or Set_Attribute_List response has a
non zero status

Already in requested mode/state The object is already in the mode/state being requested by the service

Object state conflict The object cannot perform the requested service in its current mode/state

Object already exists The requested instance of object to be created already exists

Attribute not settable A request to modify a non-modifiable attribute was received

Privilege violation A permission/privilege check failed
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Name

Description and meaning of status code

Device state conflict

The device's current mode/state prohibits the execution of the requested
service

Respon

se data too large

The data to be transmitted in the response buffer is larger than the
allocated response buffer

Fragme

ntation of a primitive value

The service specified an operation that is going to fragment a primitive
data value, i.e. half a REAL data type

Not enough data

The service did not supply enough data to perform the specified operation

Attribute not supported

The attribute specified in the request is not supported

Too mu

ch data

The service supplied more data than was expected

Object

nstance does not exist

The object instance specified does not exist in the device. This errqr code
shall be used instead of "Path Destination Unknown" when the-¢lasp is
supported but the specific instance does not exist.

Service
in prog

fragmentation sequence not
ess

The fragmentation sequence for this service is not currently,'active for this

data

No stor|

bd attribute data

o

The attribute data of this object was not saved priap-to the requeste
service

Store o

beration failure

The attribute data of this object was not sayed\due to a failure during the

attempt.

Routind failure, request packet too The service request packet was too large for transmission on a netyork in

large the path to the destination. The routing“device was forced to abort the
service

Routind failure, response packet too |The service response packet-was too large for transmission on a ngtwork

large in the path from the destination. The routing device was forced to aport
the service

Missind attribute list entry data The service did not supply an attribute in a list of attributes that wag
needed by the seryice to perform the requested behavior

Invalid pttribute value list The service is returning the list of attributes supplied with status
information for\those attributes that were invalid

Embeddled service error An embedded service resulted in an error

Vendor|specific error A vendor specific error has been encountered. The extended statuq code
field.of the error response defines the particular error encountered.|Use of
this general status code should only be performed when none of th¢
status codes presented in this table or within an object class definifjion
accurately reflect the error

Invalid parameter A parameter associated with the request was invalid. This code is ysed
when a parameter does not meet the requirements of this specification
and/or the requirements defined in an application object specificatipn

Write opce value or,medium already |An attempt was made to write to a write once medium (e.g. WORM [drive,

written PROM) that has already been written, or to modify a value that canpot be
changed once established

Invalid Response Received An invalid response is received (e.g. response service code does npt

match the request service code, or response message is shorter than the
minimum expected response size), This status code can serve for dther

causes of invalid responses

Buffer overflow

The message received is larger than the receiving buffer can handle. The
entire message was discarded

Message format error

The format of the received message is not supported by the server

Key Failure in path

The Key Segment which was included as the first segment in the path
does not match the destination module. The object specific status shall
indicate which part of the key check failed.

Path Size Invalid

The size of the path which was sent with the Service Request is either not
large enough to allow the Request to be routed to an object or too much
routing data was included.

Unexpected attribute in list

An attempt was made to set an attribute that cannot be set at this time.

Invalid Member ID The Member ID specified in the request does not exist in the specified
Class/Instance/Attribute.
Member not settable A request to modify a non-modifiable member was received.
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Name

Description and meaning of status code

Group 2 only server general failure

Reserved for specific network communication profiles

Unknown Type 15 error

A Type 2 to Type 15 translator received an unknown Type 15 Exception

Code

Attribute not gettable

A request to read a non-readable attribute was received

Instance not deletable

The requested object instance cannot be deleted

Service
path

not supported for specified

The object supports the service, but not for the designated application

path (e.g. attribute).

This code shall not be used for any Set service when a more specif
Status code applies e.g. "Attribute not settable" or "Member not set

ic
table".

Reserv
errors

bd for object class specific

This range of status codes shall be used to indicate object class_sp
errors. Use of this range should only be performed when none of th
status codes presented in this table accurately reflect the error, that
encountered

ecific
e
was

All ext
Specifi

6.2.1.

6.2.1.

The G
(APO §

6.2.1.3

The se

values are specified when appropriate in [IEC 61158-6-2.

4 Get_Attributes_All

4.1 Service overview

t_Attributes_All service returns the contents of all attributes of the specified objed
ystem management attributes) or instance (APQ Object Management attributes),

4.2 Service primitives

rvice parameters for this service are shown in Table 25.

Table 25 — Get_Attributes_All service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M Cc

Routing Path

nded status values are reserved unless otherwise indicated withig-the object deffinition.

t class

Attribute Data

Additional Path u u(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

M M(=)
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Parameter name Req Ind Rsp Cnf
Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent

The argument contains the parameters of the service request. There are no specific parameters

for this

service.

Resul
This s

Se
Thi
Att
Thi

the| class/object defines for the response. APO classes whic¢h support this servic
defjne the format of this parameter. No fragmentation is allowed.

If pupported, the structure of the Attribute Data“ information shall adhere
Get_Attributes_All response structure as defined_by the object class specificatio
object class specification shall provide a detailed.definition of the format of the dat
serlt in the class and instance response messages.

Default values shall be inserted for all unsdpported attributes present in the respons
array.

Forl attributes that specify a count of;array elements in another attribute, a zero cou

no

For
ins

Result(-)

This s

Se
Thi

'|(+)

lection type parameter indicates that the service request succeeded.

vice status

5 parameter indicates success.

ribute data

5 parameter returns a stream of information containing the\values of each attribd

array elements shall be inserted, if the attribute pair is not supported.

attributes that specify a count followed by an array of entries, a zero count s
brted if the attribute is not:supported.

lection type parameter indicates that the service request failed.

vice status

5 parameteriindicates an error among the following choices:
Path.segment error

Pathdestination unknown

te that
e shall

to the
n. The
h to be

e data

nt and

hall be

6.2.1.3

Connection Tost
Service not supported

Response data too large

4.3 Service procedure

A device is only required to include data in the response data array up to the last implemented
attribute.

If the length of data in the response is less than documented in the object definition and the
last part of the response data does not include a complete attribute, the response data is in

error a

nd the client shall discard it.

If the length of data in the response is less than documented in the object definition, the client
assumes default values for the missing attributes.
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If the length of data in the response is greater than the expected amount, the client ignores any
data in excess of what was expected.

6.2.1.3.5 Set_Attributes_All
6.2.1.3.5.1 Service overview

The Set_Attributes_All service modifies the contents of the attributes of the specified object
class (APO system management attributes) or instance (APO Object Management attributes).

6.2.1.3.5.2 Service primitives

The service parameters for this service are shown in Table 26.
Table 26 — Set_Attributes_All service parameters
Parameter name Req Ind Rsp Cnf

Argument M

AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M Cc

Routing Path 1

Additional Path U U(=)
Port ID M
Attribute Data M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Result () S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.

Attribute data

This parameter specifies a stream of information containing the values of each attribute that
the class/object defines for the request. APO classes which support this service shall define
the format of this parameter.

If supported, the structure of the Attribute Data information in the service request shall
adhere to the Set Attributes_All request structure as defined by the object class
specification. The object class specification shall provide a detailed definition of the format
of the data to be sent in the request message.
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Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Result(-)

This selection type parameter indicates that the service request failed.

Service status

fall H

Thi

6.2.1.3

If the
specifi

EXAMPI

Attribu
are su
param
respon

returne

If the |
part of
respon

If the |

this indlicates thelattributes represented by the missing data are not supported by the

Missin

ability to modify an attribute changes based on{the state of the object, the
cation shall specify when its attributes may be wfitten.

ccessful. The first attribute failing verification will be specified in the Extended
bter of the error response message. If any error is detected, the Set_Attribu
se shall return an appropriate error response message. If all verification checks
then the attributes shall be modified) and a Set_Attributes All success response s

parameterindicates—anerror-among-thefoltowingchoices:
Path segment error
Path destination unknown
Connection lost
Service not supported
Invalid attribute value

Device state conflict

5.3 Service procedure

E This service could only be supported in a state where all attributes are modifiable.

es shall be modified only if all attribute(specific value verifications (e.g. range @

d.

pngth of data in the service is less than documented in the object definition and {|
the request data.does not include a complete attribute, the "Not enough datq
se is returned.

ength of datatin the service data field is less than documented in the object def|

) datashall result in no modification to the corresponding attributes.

If the |

bngth of data in the request is greater than the expected amount, the "Too muc

error response is returned.

object

hecks)
Code

tes_All

pass,

nall be

he last
" error

inition,
client.

n data"

If a device's implementation of an object does not support one or more of the optional attributes
contained in that object's Set_Attributes_All request format, then it shall either:

e omit support for the service (if the object definition allows),

e reject the request with an "Attribute Not Supported" error, or

e accept the request provided the value(s) contained in the request for the unimplemented
attribute(s) are the default values defined for those attribute(s). If any of the values for the
unimplemented attribute(s) are not the default value defined for those attribute(s), the
request shall be rejected. An "Invalid Attribute Value" error code is recommended for this
case.
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6.2.1.3.6 Get_Attribute_List
6.2.1.3.6.1 Service overview

The Get_Attribute_List service returns the contents of the selected gettable attributes of the
specified object class (APO system management attributes) or instance (APO Object
Management attributes).

6.2.1.3.6.2 Service primitives

The service parameters for this service are shown in Table 27.

Table 27 — Get_Attribute_List service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u U(=)
Port ID M
Attribute Count M M(=)
Attribute List M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Attribute (Count M M(=)
Attribute-Response Structures M M(=)

Attribute ID M M(=)
Attribute Status M M(=)
Attribute Data M M(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.

Attribute count
This parameter indicates the number of attribute IDs in the Attribute List parameter below.
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Attribute list

This parameter contains the list of the attribute IDs for the attributes that are being requested
from the specified class or object instance.

Result(+)

This selection type parameter indicates that the service request succeeded, at least partially.

Service status

This parameter indicates success, "Partial transfer" or "Attribute list error" (see service
procedure in 6.2.1.3.6.3).

Attribute count

This parameter indicates the number of attributes actually returned in the, A

Re

dogs not fit entirely in the response buffer (see service procedure in 6.2.1.3.6.8).
Attribute response structures

Thi

attributes. Attribute data returned shall be retrieved and packed in thé sequence sp

in

Result(-)
This s¢lection type parameter indicates that the service request failed.

Service status

Thi

6.2.1.3.6.3 Service procedure

The re

sponse Structures parameter below. This count can be different if the requeste

5 parameter returns a stream of information containing all or part of the req

Attribute ID

This parameter contains the attribute ID corresponding to the data being retuf
Attribute Data.

Attribute status

This parameter indicates the individual status information for the requested a
(see Table 24).

Attribute data

attribute. Individual attribute data shall fit into the response buffer in its entirety (
fragmentation of individual atiributes). When an Attribute Response Structure

that structure.

5 parameter indicates an error (see Table 24).

tribute
d data

uested
ecified

he request. Each Attribute Response Structure included (n, the response shall be
complete.

ned in

tribute

This parameter returns a stream.'of information containing all data for the requested

without
has an

Attribute Status value other‘than Success, then the Attribute Data shall be omifted for

questedattributes stattbespecifiedusing atistof attribute 10,

If any of the Attribute Response Structures have an Attribute Status value other than Success,

then G

eneral Status code "Attribute list error" shall be returned for this service.

The number of attributes returned shall be reported within the response. The server may return
fewer than the requested number of attributes if there is not enough space for all Attribute
Response Structures. If a partial response is returned and all Attribute Status values are
Success, then General Status code "Partial transfer" shall be returned. However, if one or more
Attribute Status values are not Success, General Status code "Attribute list error" shall be
returned instead.

NOTE

If necessary, the client application can submit another Get_Attribute_List service request for the attribute
data remaining from its original list.
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6.2.1.3.7 Set_Attribute_List
6.2.1.3.7.1 Service overview

The Set_Attribute_List service updates the contents of the selected attributes of the specified
object class (APO system management attributes) or instance (APO Object Management
attributes).

6.2.1.3.7.2 Service primitives

The service parameters for this service are shown in Table 28.

Table 28 — Set_Attribute_List service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u U(=)
Port ID M
Attribute Count M M(=)
Attribute Request Structures M M(=)

Attribute ID M M(=)

Attribute Data M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service.status M M(=)
Attribute Count M M(=)
Attribute Response Structures M M(=)

Attribute ID M M(=)
Attribute Status M M(=)

Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.

Attribute count

This parameter indicates the number of attributes to be updated, and listed in the Attribute
Request Structures parameter below.
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Attribute Request Structures

This parameter contains a stream of information containing the actual list of attributes to be
updated and the corresponding update data.

Result(+)

This s¢lection type parameter indicates that the service request succeeded, at‘lgast parn

Se
Thi

procedure in 6.2.1.3.7.3).
Attribute count

Thi

Attribute Response Structures

Thi

attibute listed in the service request. The Attribute Response Structures shall be
order specified in the request for each attribate that was set.

Result(-)

This s¢lection type parameter indicates that the service request failed.

Se
Thi

6.2.1.3.7.3 Service procedure

Attribute ID
This parameter specifies the attribute ID corresponding to the attribute to be u

pdated

with the contents of Attribute Data. The client is unable to specify sub-elements of an

attribute.
Attribute data
This parameter contains a stream of information containing all data for the

target

attribute. The data for an individual attribute shall be placed into the request buffer in its

entirety (without fragmentation).

vice status
5 parameter indicates success, "Partial transfer" or "Attribute list error" (see

5 parameter returns a stream of information, containing status information fo

Attribute ID

This parameter contains the attribute ID corresponding to the status being retu
Attribute Status.

Attribute status

This parameter indicates‘\the individual status information for the specified attribu
Table 24).

vice status

5 parameter indicates an error (see Table 24).

tially.

service

5 parameter indicates the number of attribute status returned in the Attribute Stafus List
parameter below.

I each
in the

ned in

le (see

The service shall be terminated if the response buffer is unable to accept the status of the next
attribute.

Individual set operations shall not be interdependent (the request shall be treated as a series
of independent set requests).

Each set activity shall be performed in the order specified in the list.

A server shall not attempt to set an attribute for which it cannot return a complete Attribute
Response Structure. The server shall stop processing additional Set requests and return
General Status code "Partial transfer".

When there is an error setting an individual attribute, the object may respond with one of two

behavi

ors.
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e Set attributes until error:
— stop further processing of attributes in the request;

— any attributes that were set shall result in Success Attribute Response Structures
responses;

— return an appropriate error for the attribute in error in the Attribute Response Structure;
— return General Status code "Attribute list error".

e Set no attributes:

stop further processing of attributes in the request;

discard Sets prior to the first error;

— |return Attribute Response Structure with an appropriate error only for the attribute in
error;

— |return General Status code "Attribute list error”.
6.2.1.3.8 Reset
6.2.1.3.8.1 Service overview

The Rgset service invokes the Reset service of the specified APQ object class or instance.

NOTE [fypically this would cause a transition to a default state or mode.
6.2.1.3.8.2 Service primitives

The se€frvice parameters for this service are shown innTable 29.

Table 29 — Reset.service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record jdentifier S

Transport identifier S
Receiver/Server Local 1D M
Path M C

Routing Path M

Additional Path U u(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument

The argument contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific parameters.
If an object class/instance utilizes this field, then the object class/instance specification shall

det

ail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Sefvice status
This parameter indicates success.
Object specific data
This conditional parameter, if specified, contains object class/instance specific information.
If ah object class/instance utilizes this field, then the object class/instance specificatign shall
detpil its format.

Result(-)

This s¢lection type parameter indicates that the service requestfailed.

Se
Thi

6.2.1.3

If the
enable
has co
which

servicq.

vice status

5 parameter indicates an error among the following choices:
Invalid parameter value

Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Object state conflict

Device state conflict

8.3 Service procedure

S it to respond to the requester, then the response shall not be returned until the

pxecution of-fhe Reset service request would place the object/device in a stafte that

service

mpleted:f the execution of the Reset service would place the object/device in a gtate in

6.2.1.3
6.2.1.3

t is(not able to respond, the object/device shall respond prior to executing the[ Reset
9 Start
9.1 Service overview

The Start service invokes the Start service of the specified APO object class or instance.

NOTE Typically this would place an object into a running state/mode.

6.2.1.3

The se

9.2 Service primitives

rvice parameters for this service are shown in Table 30.
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Table 30 — Start service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path M

Additional Path u U(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argunjent
The argument contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific parameters.
If ah object classlinstance utilizes this field, then the object class/instance specificatign shall
detgil its format:

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Ser

This parameter indicates an error among the following choices:

vice status

Path segment error

Path destination unknown
Connection lost

Service not supported

Invalid attribute value

Already in requested mode/state

Object state conflict

- 131 -

6.2.1.3

If supplorted by an object class or instance, the effect of this service shall beYas docume

Device state conflict

9.3 Service procedure

that objject specification.

6.2.1.3.

6.2.1.3

The Stpp service invokes the Stop service of the specified ARPO object class or instance|.

NOTE [fypically this would place an object into a stopped or idle“state/mode.

6.2.1.3

The se

10 Stop

.10.1 Service overview

.10.2 Service primitives

rvice parameters for this service are shown in Table 31.

Table 31 —Stop service parameters

Parameter namé

Req

Ind

Rsp

Cnf

Argument
AREP
Locat
UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path

nw n n 5

<

nted in

Additional Path
Port ID
Object Specific Data

Result (+)
AREP
Receiver/Server Local ID
Service status

Object Specific Data

u(=)

C(=)

M(=)
C(=)
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Parameter name Req Ind Rsp Cnf
Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument

The argument contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific parar
If ah object class/instance utilizes this field, then the object class/instance specificatid

detpil its format.
Result(+)

This selection type parameter indicates that the service request succeeded.

Sefvice status
This parameter indicates success.

Object specific data

heters.
n shall

This conditional parameter, if specified, contains object class/instance specific inforgation.

If ap object class/instance utilizes this field, then thelobject class/instance specificatig

detpil its format.
Result(-)

This s¢lection type parameter indicates that:the service request failed.

Sefvice status

This parameter indicates an error‘among the following choices:
Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Already.in requested mode/state

Object'state conflict

Device state conflict

n shall

6.2.1.3.10.3 Service procedure

The effect of this service shall be documented in the individual object specification.

6.2.1.3.11 Create

6.2.1.3.11.1 Service overview

The Create service results in the instantiation of a new object instance within the specified

object class.

6.2.1.3.11.2 Service primitives

The service parameters for this service are shown in Table 32.
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Table 32 — Create service parameters

Argum
The ar

Ob

Thi
If a
det]

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID
Path M C

Routing Path M

Additional Path u u(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Instance ID M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent
gument contains the\parameters of the service request.

ect specific data

5 conditiopaliparameter, if specified, contains object class/instance specific paran
h objectclass/instance utilizes this field, then the object class/instance specificatid
pil its format.

heters.
n shall

Result|(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Ins

tance ID

This mandatory parameter indicates the integer value assigned to identify the newly created
object instance.

Object specific data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.
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(=)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error among the following choices:

Path segment error
Path destination unknown
Connection lost

Service not supported

6.2.1.3.

If this
with th

Any er

6.2.1.3
6.2.1.3

The Dd

6.2.1.3.

The s€

Invalid attribute value

Already in requested mode/state
Object state conflict

Device state conflict

Missing attribute list entry data
Invalid attribute value list

11.3 Service procedure

service is supported, the object instance shall be created and initialized in acco
e object specification.

ror shall result in the object instance not being.created.

12 Delete
121 Service overview

lete service deletes an object instance of the specified object class.

12.2 Service primitives

rvice parameters for, this service are shown in Table 33.

rdance
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Table 33 — Delete service parameters

Argunm
The ar

Ob
Thi

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID
Path M C

Routing Path M

Additional Path u u(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent
gument contains the parameters of the service request.

ect specific data

If ah object classlinstance utilizes this field, then the object class/instance specificatid
detgil its format:

Result(+)

This selection type parameter indicates that the service request succeeded.

5 conditional parameter, if specified, contains object class/instance specific parar

heters.
n shall

Service status

This parameter indicates success.
Object Specific Data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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vice status

This parameter indicates an error among the following choices:

6.2.1.3-12:3—Service procedure

All respurces shall be deallocated and returned to the system.

6.2.1.3
6.2.1.3

Path segment error

Path destination unknown
Connection lost

Service not supported
Object state conflict
Device state conflict

.13  Get_Attribute_Single

.13.1 Service overview

The Ggt_Attribute_Single service returns the contents of the specified attribute, conpection

point of subattribute (specified by Bit Index, Indirect Bit Index, Arrdy Index, Indirect Arrayj

Structy
attribu

supported for connection points.

6.2.1.3.

The se

re Member or Structure Handle) of the specified object class (APO system manag
es) or instance (APO Object Management attributes). Subattribute addressing

13.2 Service primitives

rvice parameters for this service are shown‘in Table 34.

Table 34 — Get_Attribute_Single service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM_Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path M
Additional Path U U(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Attribute Data M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Index,
ement
is not
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Argument

The argument contains the parameters of the service request. There are no specific parameters
for this service, except as noted below.

Path

This parameter includes a path segment specifying the attribute number.

NOTE See IEC 61158-6-2 for a description of path segments.

Some Type 2 network communication profiles support link specific explicit message formats

(i.e. they do not support the Message Router request format) which do not enable the

attribute number to be specified in the Path parameter. For those formats, the attribute

nu:rber is transmitted as an additional parameter.
(

Result(+)

This s¢lection type parameter indicates that the service request succeeded.

Sefrvice status

This parameter indicates success.

Attribute data

This parameter contains the requested attribute data.
Resulf(-)

This s¢lection type parameter indicates that the servicetrequest failed.

Sefvice status

This parameter indicates an error among the following choices:
Connection lost

Service not supported

Invalid attribute value

Attribute not settable

Device state conflict

Object instance does not exist

6.2.1.3.13.3 Service-procedure

No spqcific servicéiprocedure.

6.2.1.3.14 _<Set_Attribute_Single

6.2.1.3.141 Service overview

The Set_Attribute_Single service modifies the contents of the specified attribute (or subattribute
specified by Bit Index, Indirect Bit Index, Array Index, Indirect Array Index, Structure Member
or Structure Handle) of the specified object class (APO system management attributes) or
instance (APO Object Management attributes).

6.2.1.3.14.2 Service primitives

The service parameters for this service are shown in Table 35.
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Table 35 — Set_Attribute_Single service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID
Path M C

Routing Path M

Additional Path u u(=)
Port ID M
Attribute Data M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argunjent

The argument contains the parameters of the service request. There are no specific parameters
for thig service.

Path
This parameter.includes a path segment specifying the attribute number.
NOTE SeeJEC 61158-6-2 for a description of path segments.

Attribute data

This“parameter specifies the value to which the specified attribute is to be modifigd. The
attribute data shall be validated prior to the modification taking place.

Some Type 2 network communication profiles support link specific explicit message formats
(i.e. they do not support the Message Router request format) which do not enable the
attribute number to be specified in the Path parameter. For those formats, the attribute
number is transmitted as the fist parameter (octet) of the attribute data.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
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Obj

ect specific data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(-)

This se

lection type parameter indicates that the service request failed.

Service status

This parameter indicates an error among the following choices:

Path segment error

6.2.1.3

No sps

6.2.1.3
6.2.1.3

Path destination unknown
Connection lost

Service not supported

Invalid attribute value
Attribute not settable

Device state conflict

Object instance does not exist

.14.3 Service procedure

cific service procedure.

.15 Find_Next_Object_Instance

.15.1 Service overview

The Fipd_Next_Object_Instance service:shall be supported at the APO object class lev¢l only.

It caug

associgated with existing object instances. Existing objects are those that are c|\
accesgible from the link.

NOTE Even though the Instance 1D value to use as the lower bound of the search is provided in the ap

path, the
6.2.1.3

The se

es the specified APO object class to search for and return a list of Instan

service is not supportediat the instance level.
.15.2 Service primitives

rvice parameters for this service are shown in Table 36.

ce |IDs
rrently

plication
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Table 36 — Find_Next_Object_Instance service parameters

Argunmn
The ar

Paf

Thi
det]

Parameter name Req Ind Rsp Cnf

Argument M M(=)

AREP M M(=)
Receiver/Server Local ID M M(=)
Path size M M(=)
Path M M(=)
Port ID M

Maximum Returned Values M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Number of List Members M M(=)
Instance ID List M M(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent

gument contains the parameters ‘of the service request.

h

5 parameter includes a'path segment specifying an Instance ID, which will be u

ermine the starting pointfor the search.

Ma

This s¢lection type parameter indicates that the service request succeeded.

imum returned values

parameter indicates the maximum number of Instance ID values to be returned

onse message.

sed to

in the

This parameter contains the actual number of Instance ID's returned in this response
message. This number of Instance ID's shall be less than or equal to the maximum specified
in the request.

Instance ID list

This parameter contains the list of returned Instance ID's.
Result(-)

This selection type parameter indicates that the service request failed.
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Service status
This parameter indicates an error among the following choices:
Path segment error
Path destination unknown
Connection lost
Service not supported
Object state conflict

Device state conflict

age to

1) If the Instance ID in the request message is zero (0), then the class shall start with the
nquerically lowest Instance ID;

2) If the Instance ID in the request message is not zero (0), then therclass shall start with the
next Instance ID whose value is numerically greater than the specified Instance ID;

3) If the Instance ID in the request message is greater than or equal to the numerically fighest
Instance ID within the class, then the value zero (0) shall be‘returned as Instance ID|.

The class shall return a list of Instance IDs associated with existing objects, beginning at the
starting point and continuing in ascending Instance IDyvalue order. It shall return Instance ID
value Zero (0) to indicate that the end of the list has:been reached.

Figure[18 provides a general example of this service.

Finfl Next Object Instance Request [Instancé ID = 0]

( Fin{l Next Object Instance Responsej Service Data =1

Instance Instance Instance
ID #1 ID #5 ID #8

Fingl Next Object Instance Request [Instance ID = 2] )

(Find Next Object Instance Response, Service Data =5, 8

Instance
ID #9

Finfl Next.Object Instance Request [Instance ID = 8]

>

( Fingl \Next Object Instance Response, Service Data =9, 0

IEC
Figure 18 — Example of Find_Next_Object_Instance service

6.2.1.3.16 NOP
6.2.1.3.16.1 Service overview

The NOP service causes the receiving APO object instance to return a No Operation response.
The receiving APO object instance shall not carry out any other internal action.

NOTE This service can be used to test whether or not a particular object is still present and responding without
causing a state change.
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6.2.1.3.16.2 Service primitives

The service parameters for this service are shown in Table 37.

Table 37 — NOP service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S

Argum
The ar

Result(+)

This s

Se
Thi

LICAMM D Lifl
TroYvET<e t

Aiel
COFa—+aeRtHtes

(2]

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u U(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent

gument contains the\parameters of the service request.

lection type-parameter indicates that the service request succeeded.

vice-status
s\parameter indicates success.

Result(-)

This selection type parameter indicates that the service request failed.

Service status

Thi

s parameter indicates an error among the following choices:
Path segment error

Path destination unknown

Connection lost

Service not supported
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6.2.1.3.16.3 Service procedure

If the object instance to which the request is delivered supports the NOP service, then a
response whose status indicates success shall be returned. If the object does not support the
NOP service, then a response indicating an error was detected shall be returned.

6.2.1.3.17 Apply_Attributes
6.2.1.3.17.1 Service overview

The Apply_Attributes service causes attribute values whose use is pending to become actively
used in the specified APO object class or instance.

6.2.1.3.17.2 Service primitives

The sefrvice parameters for this service are shown in Table 38.

Table 38 — Apply_Attributes service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u U(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific parameters.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.
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Result(+)
This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(:)

This s¢lection type parameter indicates that the service request failed.

Sefvice status

This parameter indicates an error among the following choices:
Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Object state conflict

Device state conflict
6.2.1.3.17.3 Service procedure

Data fqr pending attributes shall be verifiedwbefore using them.

6.2.1.3.18 Save
6.2.1.3.18.1 Service overview

The Sgve service copies the contents of an APO object class or instance attributes to a Ipcation
accesgible by the Restore.service.

6.2.1.3.18.2 Service primitives

The selrvice parameters for this service are shown in Table 39.



https://iecnorm.com/api/?name=dc85750be8caf6e8b5a1618210dfcc20

IEC 61

1568-5-2:2023 © IEC 2023

Table 39 — Save service parameters

— 145 —

Argunm
The ar

Ob

Thi
If a
det]

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path M

Additional Path u U(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent

ect specific data

ail its format:

Result(+)

This s

gument contains the parameters of the service request.

5 conditional parameter, if specified, contains object class/instance specific parar
h object classlinstance utilizes this field, then the object class/instance specificatid

lection type parameter indicates that the service request succeeded.

heters.
n shall

Service status

This parameter indicates success.

Object specific data

This conditional parameter, if specified, contains object class/instance specific information.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Object state conflict
Device state conflict

Store operation failure

6.2.1.3.

The S4

6.2.1.3
6.2.1.3
The Re

storag¢ location accessible by the Save service. Attribute datasshall be copied from a s

area tdg

6.2.1.3.

The se

18.3 Service procedure

ve service shall report success only after the copy has been completedrand verif

.19 Restore
.19.1 Service overview

store service restores the contents of an APO object class\or instance attributes

the currently active memory area used by the objectclass or instance.

19.2 Service primitives

rvice parameters for this service are shown.in Table 40.

Table 40 — Restore-service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Recard identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path M

Additional Path U u(=)
Port ID M
Object Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ed.

from a
torage
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Argument
The argument contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific parameters.
If an object class/instance utilizes this field, then the object class/instance specification shall
detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Sefvice status
This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific information.
If ah object class/instance utilizes this field, then the object class/instance specificatign shall
detpil its format.

Result(-)
This s¢lection type parameter indicates that the service requestfailed.

Sefvice status

This parameter indicates an error among the following' choices:
Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Object state conflict

Device state conflict

No stored attribute data
6.2.1.3.19.3 Service procedure

Attribute data shall\be verified before performing the copy from the "storage area"|to the
"actively used" ar€a.

If the fabjlity) to modify an attribute changes based on the state of the object, the|object
specification shall provide a detailed description of how this service is effected. This service
may onty be supported i a state where att attributes are modiffabie. The objectmay fgnore the
data associated with a currently non-modifiable attribute.

Attributes shall be modified only if all attribute specific value verifications (e.g. range checks)
are successful. The first attribute failing verification shall be specified in the Extended Status
element of the Service Status parameter of the response message.

If any other error is detected, then the response shall be returned with a non-zero status code.

If all verification checks pass, then the attributes shall be modified and a Restore success
response shall be returned.
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6.2.1.3.20 Get_Member
6.2.1.3.20.1 Service overview

The Get_Member service returns member(s) information from within an attribute.

6.2.1.3.20.2 Service primitives

The service parameters for this service are shown in Table 41.

Table 41 — Get_Member service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M Cc
Routing Path
Additional Path u Y(=)
Port ID M
Result (+) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Member 1D M M(=)
Member data M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argunient

The argument contains the parameters of the service request. There are no specific parameters
for this service.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Member ID

This parameter contains the identification of the member which has been serviced.
Member data

This parameter contains member(s) information from the selected attribute.
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Result(-)

This selection type parameter indicates that the service request failed.

Service status
This parameter indicates an error (see Table 24).

6.2.1.3.20.3 Service procedure

The following list details requirements associated with the Get_Member service.

The service causes the class/instance to return member(s) at the specified Member ID of

F N &
an gurmoutre:

If the Member ID value is greater than that of the last Member ID for the specific| at
thelmember with the highest Member ID is returned. If there is no member, an error res
with status "Invalid Member ID" is returned.

If the Member ID value is zero, an error response with status "Invalid Memper ID" is re

The Get_Attribute_Single service shall be used to get all members.

ribute,
sponse

urned.

When the International String Selection member protocol is used for{the Get_Member slervice,

the following list details corresponding additional requirements.

6.2.1.
6.2.1.

The Sat \Member service sets member(s) information in an attribute.

This member protocol causes the class/instance to returnr an international string f
attiibute of data type STRINGI.

If the object or attribute to which the request “is delivered does not suppq
serlvice/protocol, then an error response with status "Service Not Supported” is retun

If the attribute does not contain the requested language, then an error response with
"Inyalid Parameter" is returned.

If the Member ID parameter is zero,~then the device shall return the active (g
language. This default language is setby the device and may optionally be changed t
the|Active Language attribute (Attribute ID 11) within the Identity object.

om an

rt the
ned.

status

efault)
hrough

A device shall support the Supperted Language List attribute (Attribute ID 12) of the Identity

object if this member protocekis supported.

If the requested Member 1D is valid but the string for that language is not currently av
an error response with status "Resource Unavailable" shall be returned 4
extended error code\. The string for the active language (as indicated by the Active Larn
attifibute of the Identity Object) shall always be available.

.21 Set{Member

.21.4 Service overview

ailable
nd no
guage

6.2.1.3.21.2 Service primitives

The service parameters for this service are shown in Table 42.
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Table 42 — Set_Member service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID
Path M C
Routing Path M
Additional Path u u(=)
Port ID M
Member data M M(=)
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Member ID C C(=)
Member data U U(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Argunient
The argument contains the\parameters of the service request.
Member data
This parametericontains member(s) information for the selected attribute.
Result(+)
This s¢lection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
Member ID

This conditional parameter is mandatory if Member Data is present, else it is optional. If
present, it contains the identification of the member which has been serviced.

Member data

This optional parameter, if present, contains member(s) information from the selected
attribute.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error (see Table 24).

6.2.1.3.21.3 Service procedure

The fol

lowing list details requirements associated with the Set_Member service.

e The service causes the class/instance to set member(s) at the specified Member ID of an
attribute.

e The request is checked, and if valid, the member(s) are set to the new Member Data.

o If the Member ID value is greater than that of the last Member ID for the specific attribute,

Nno |ction occurs and an error response with status “Invalid Member D" Is returned.

o |If nrultiple members are specified and fewer members exist at the specified Member

act
e |f th

6.2.1.3
6.2.1.3
The In

6.2.1.3

The se

on occurs and an error response with status "Invalid Member ID" is returned:

e Member ID value is zero, an error response with status "Invalid Member /D" is re
.22 Insert_Member
.22.1 Service overview

sert_Member service inserts member(s) into an attribute,

.22.2 Service primitives

rvice parameters for this service are shown in Table 43.

Table 43 - Insert_Member'service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Recordidentifier
Transport identifier

nw n n =2

Receiver/Server Local 1D M
Path
Routing Path
Additional Path U U(=)
Rort ID M
Member data U u(=)

£ £
@)

Result (+) S S(=)
7 7

AREP M
Receiver/Server Local ID

Service status
Member ID
Member data

c ==k
=<

c Z
===
1
AU

Result (-)
AREP M
Receiver/Server Local ID M
Service status M M(=)

n
@
J

ID, no

urned.
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Argument
The argument contains the parameters of the service request.

Member data

This optional parameter, if present, contains member(s) information for the selected
attribute.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Member ID

This parameter contains the identification of the member which has been serviced.
Member data

This optional parameter, if present, contains member(s) information from the sglected
attrfibute.

Result(-)
This s¢lection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table.24).

6.2.1.3.22.3 Service procedure

The following list details requirements associated with the Insert_Member service.
e The service causes the class/instance\to insert member(s) at the specified Member ID of an
attribute. The Member IDs of members at or following the specified Member ID will change.

e The request is checked, and ftvalid, the member(s) are inserted. If Member Datg is not
included in the request, the-member(s) are set to the class/attribute specific default.

e |If an error is detected, then no action is taken.

o Ifthe number of members specified cannot be added to the attribute, then an error regponse
with status "Resodrce unavailable" is returned.

o If the MemberID value is greater than that of the last Member ID for the specific atfribute,
the|servicesappends member(s) to the attribute and returns the Member ID where inserted.

o Ifthe Member ID value is zero, an error response with status "Invalid Member ID" is refurned.

6.2.1.3.23 Remove Member

6.2.1.3.23.1 Service overview

The Remove_Member service removes member(s) from an attribute.

6.2.1.3.23.2 Service primitives

The service parameters for this service are shown in Table 44.
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Table 44 — Remove_Member service parameters

Argunm

The ar
for this

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID
Path M C
Routing Path M
Additional Path u u(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Member 1D M M(=)
Member data M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

ent

jument contains the parameters of the service request. There are no specific para
service.

Result(+)

This s

Se
Thi

lection type‘parameter indicates that the service request succeeded.

vice status

5 parameter indicates success.

Me

meters

Ia LD
InMycsIT 1w

This parameter contains the identification of the member which has been serviced.

Member data

This parameter contains member(s) information from the selected attribute.
Result(-)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 24).
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6.2.1.3.23.3 Service procedure

The following list details requirements associated with the Remove_Member service.

6.2.1.3.24 Group_Sync

6.2.1.3.24.1 Service overview

The service causes the class/instance to remove member(s) at the specified Member ID of
an attribute. The Member IDs of members following the removed member(s) change.

If an error is detected, then no action is taken.

If the Member ID value is greater than that of the last Member ID for the specific attribute,
the member with the highest Member ID is removed. If there is no member, an error
response with status "Invalid Member ID" is returned.

If multiple members are specified and fewer members exist at the specified Member ID, the
member(s) that do exist are removed.

The Grloup_Sync service verifies that each member of a group is synchrofiized to System Time.

6.2.1.3.24.2 Service primitives

The sefrvice parameters for this service are shown in Table 45.

Table 45 — Group_Sync service \parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local

UCMM Record identifier.

n 0 n =3

Transport identifier
Receiver/Server Local D M
Path

Routing Rath

Additional Path u u(=)
PortdD M
Object Specific Data M M(=)

<
@]

Result (+) S S(=)
AREP M

Receiver/Server Local ID
Service status M(=)
M(=)

M(=)

IsSynchronized

£ 2 = £

Object Specific Data

Result (-) S S(=)
AREP M

Receiver/Server Local ID M

Service status M M(=)
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Argument

The argument contains the parameters of the service request.

Object specific data

This parameter specifies object class/instance specific parameters. The
class/instance specification shall detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Result(-)

This s¢lection type parameter indicates that the service request failed.

6.2.1.3.24.3 Service procedure

The following list details requirements associated with the Group_Sync service.

See tHeidime Sync ASE specification in 6.2.1.2.6 for a more detailed description
Group_Sym, service:

Service status

This parameter indicates success.

IsSynchronized

This parameter indicates if the object is synchronized to the PTP Time Master.
Object specific data

This parameter contains object class/instance specific parameters. The
clags/instance specification shall detail its format.

Service status

This parameter indicates an error (see Table.24).

object

object

The structure of the information in thevyequest's Service Data Field adheres to the deffinition

of the Group_Sync request for the ©pject or class. Support of this service requires the
and/or class to provide a detailed definition of the format of the data sent in the 1
mepgsage.

The structure of the information in the response's Service Data Field adheres
defjnition of the Group:.Sync response for the object or class. Support of this

object
equest

to the
service

requires the object and/or class to provide a detailed definition of the format of the dafa sent

in the response message.

The responder, will verify that the application is synchronized according to the object g
requirements.“The target return's a 1 in the IsSynchronized attribute of the response §
Dafa Field:ifthe synchronized status is true and a 0 if the synchronized status is fals

pecific
bervice
e.

of the

6.2.1.3.25 Add_AckData_Path

6.2.1.3.25.1 Service overview

The Add_AckData_Path adds a path for data with acknowledgment for a connected consumer.

6.2.1.3.25.2 Service primitives

The service parameters for this service are shown in Table 46.
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Table 46 — Add_AckData_Path service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local

UCMM Record identifier

nw n n = 2

Transport identifier

Receiver/Server Local ID

=
Q)

Path

Routing Path M
Additional Path u u(=)
Port ID M

Connection Instance ID M M(=)

<
<
O

Consumer Path Size

Consumer Path M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M

Service status M M(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M

Service status M M(=)

Argunient
The argument contains the\parameters of the service request.

Cohnection instance ID

This parameteriidentifies an active connection instance which is receiving Acks.
Cohsumer(path size

Size of(Consumer Path (in octets).

Cophsumer path

Internal path to the application object consuming data received with acknowledgment
(padded format). See IEC 61158-6-2 for the format of padded path.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
Result(-)

This selection type parameter indicates that the service request failed.

Service status
This parameter indicates an error (see Table 24).
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6.2.1.3.25.3 Service procedure

No specific service procedure.

6.2.1.3.26 Remove_AckData_Path
6.2.1.3.26.1 Service overview

The Remove_AckData_Path service removes a path for data with acknowledgement for the
given connected consumer.

6.2.1.3.26.2 Service primitives

The sefrvice parameters for this service are shown in Table 47.

Table 47 — Remove_AckData_Path service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path M

Additional Path u U(=)
Port ID M
Connection Instance ID M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service-status M M(=)

Result (=) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M=)

Argument
The argument contains the parameters of the service request.

Connection instance ID

This parameter identifies the active connection instance which is receiving Acks and which
path should be removed.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
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Result(-)
This selection type parameter indicates that the service request failed.

Service status
This parameter indicates an error (see Table 24).

6.2.1.3.26.3 Service procedure

No specific service procedure.

6.2.1.3.27 Get_Enum_String

6.2.1.3.27.1 Service overview

The G¢t_Enum_String service reads enumerated strings from a Parameter instance.

6.2.1.3.27.2 Service primitives

The selrvice parameters for this service are shown in Table 48.

Table 48 — Get_Enum_String service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u U(=)
Port ID M
Enumerated String Number M M(=)

Result)(+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Enumerated String M M(=)

Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.

Enumerated String Number
This parameter indicates the number of the enumerated string to retrieve.
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Result(+)
This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Enumerated String

This parameter contains the requested enumerated string.
Result(-)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 24).
6.2.1.3.27.3 Service procedure

No spdcific service procedure.

6.2.1.3.28 Symbolic_Translation

6.2.1.3.28.1 Service overview

The Syimbolic translation service provides a translation frem a Symbolic Segment path en

to the e¢quivalent Logical Segment path encoding, if itexists.

6.2.1.3.28.2 Service primitives

The sefrvice parameters for this service are shown in Table 49.

coding
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Table 49 — Symbolic_Translation service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID
Path M C

Routing Path M

Additional Path u u(=)
Port ID M
Symbolic Address M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Logical Address M M(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argunjent
The argument contains the parameters of the service request.

Symbolic Address

This parameter cantains a Symbolic Segment or ANSI Extended Symbol Segment to be
tramslated.

Result(+)

This selection type parameter indicates that the service request succeeded.

Servicestatus
This parameter indicates success.
Logical Address

This parameter contains a Logical Segment and optional Data Segment encoding
representing the internal equivalent of the requested Symbolic Address.

Result(-)
This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 24).
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6.2.1.3.28.3 Service procedure

No specific service procedure.

6.2.1.3.29 Flash_LEDs
6.2.1.3.29.1 Service overview

The Flash_LEDs service instructs the device to either start or stop flashing its Type 2-defined
LEDs (used to visually identify it).

6.2.1.3.29.2 Service primitives

The sefrvice parameters for this service are shown in Table 50.

Table 50 — Flash_LEDs service parameters

Parameter name Req Ind Rsp Cnf

Argument M
AREP M

Local S

UCMM Record identifier S

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path M

Additional Path u U(=)
Port ID M
Time M M(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service-status M M(=)

Result (=) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M=)

Argument
The argument contains the parameters of the service request.

Time

This parameter indicates the amount of time, in seconds, from when the service was
received, that the device flashes its LEDs.

Result(+)
This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
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Result(-)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 24).

6.2.1.3.29.3 Service procedure

The device shall force all of its applicable LEDs to simultaneously display a "red-green-off"
sequence, holding each value for 500 ms. This pattern shall be applied to all Type 2-defined
LEDs. Type 2-defined LEDs are specific to each Type 2 network. This pattern may also be

applie
red/gr
metho
operat

This s
Type 2
LEDs s

6.2.1.3.

6.2.1.3.

The M

6.2.1.3.

The s€

en LEDs, the vendor determines which of those indicators to include and selé

er than
cts the

to use for these other indicators to differentiate the module from its ste@dy-state of
on.
brvice supersedes use of applicable LEDs for any other service ar.state in any

network, during the time this service is active. When the service,is_no longer acti
hall return to normal operation.

30 Multiple_Service_Packet

30.1 Service overview

other
ve, the

Litiple_Service_Packet service performs a set ofiservices as an autonomous sequience.

30.2 Service primitives

rvice parameters for this service are shown in Table 51.
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Table 51 — Multiple_Service_Packet service parameters

Parameter name

Req

Ind

Rsp

Cnf

Argument

AREP

Local

UCMM Record identifier

Transport identifier
Receiver/Server Local ID

Path

nw n n = 2

=

9

Argunient

Routing Path
Additional Path
Port ID
Number of Services
Service Offsets

Service List

Result (+)

AREP

Receiver/Server Local ID
Service status

Number of Responses
Response Offsets

Response List

Result (-)

AREP
Receiver/Server koecal 1D

Service status

<

u(=)

M(=)
M(=)
M(=)

= 2 =2 £

S(=)

M(=)
M(=)
M(=)
M(=)

S(=)

The argument contains the parameters of the service request.

Number of Services

Thiswparameter indicates the number of embedded services in the Service List par

ameter

below:

Service Offsets

This parameter contains the offsets to the start of each embedded service in the Service
List parameter below.

Service List

This parameter contains an array of service request structures.

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
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Number of Responses

This parameter indicates the number of embedded service responses in the Response List

par

ameter below.

Response Offsets

This parameter contains the offsets to the start of each embedded service response in the
Response List parameter below.

Service List

This parameter contains an array of service response structures.

Result

()

This s

Se
Thi

6.2.1.3

The fo

e Shall only be supported by the Message Router object.

e Pe
e Pe
e Pe

obj

lection type parameter indicates that the service request failed.

vice status

5 parameter indicates an error (see Table 24).
.30.3 Service procedure

lowing list details requirements associated with the Multiple_Service_Packet ser

forms services as an autonomous sequence of services.
forms services synchronously in the sequence supplied.

forms all services, reporting individual responses for each one. The Message
bct shall indicate to the object the response size available, decreasing the respon

ice.

Router
5e size

after each response, based on the size of the prior response. The target object shall limit

its
IIRE

Fodr octets shall be reserved by théZMessage Router in the response packet fo

em
Ge

e Pa

e A response timeout shall.be’implemented for those service requests that do not gug
a résponse.
e Eag¢h embedded service shall return a success or failure, as indicated in the re

str

This s
packet

response to the available response size,“which can cause an error response s
sponse Data Too Large" to be returned:

bedded service to satisfy this_requirement (Response service code octet, pad
heral Status octet and Extended’ Status size octet).

The object processing the Multiple_Service Packet shall not perform any other

until th|e ehtire sequence of embedded services has been attempted.

uch as

r each
octet,

ks responses into the response buffer in the sequence in which they were executed.

rantee

sponse

cture. If one@r.more service requests result in an error, this service shall return af error.
Thl error code feturned shall be "Embedded service error".

rvice.allows clients to submit a sequence of "embedded" services in a single m¢ssage

service

The embedded services are formatted according to their definitions. Each embedded service
shall contain a path.

6.2.1.3.31 Get_Connection_Point_Member_List

6.2.1.3.31.1 Service overview

The Get_Connection_Point_Member_List service returns an array of EPATHs and associated
size (in bits) of the value for the member attributes that define the structure (including pad bits)
of the connection point specified in the service path.

NOTE The formatis essentially the same as the combined instance attributes 1 and 2 of the Assembly ASE (object).
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6.2.1.3.31.2 Service primitives

The service parameters for this service are shown in Table 52.

Table 52 — Get_Connection_Point_Member_List service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S

LICAMM D Lifl
TroYvET<e t

Aiel
COFa—+aeRtHtes

(2]

Transport identifier S
Receiver/Server Local ID M
Path M C

Routing Path

Additional Path u u(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Item Count M M(=)
Response Offsets M M(=)
Response List M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argunient

The argument centains the parameters of the service request. There are no specific parameters
for thig service:

Resulli(+)

This selection type parameter indicates that the service request succeeded.

Service status
This parameter indicates success.
Item Count

This parameter indicates the number of STRUCTs returned in the Members parameter
below.

Members

This parameter contains an array of service response structures which contain EPATHs and
associated size (in bits) of the value for the member attributes that define the structure
(including pad bits) of the connection point specified in the service path.
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(=)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 24).

6.2.1.3
The fol

.31.3 Service procedure

lowing list details requirements associated with the

Get_Connection_Point_Member_List service.

e Th i i nse.
J ThIE l

poi

ht definition.

e Padding represented in the connection point definition shall be represenied as s¢g

me

mbers with a null (0 length) EPATH.

e Thg¢ EPATHs returned for data elements shall be the Class/Instance/Attribute o

me
to ¢
attn

6.2.1.3
6.2.1.3
The S¢

numerate the value of the member(s), an implementation may-substitute the EPA
ibute 1 of the Parameter object instance for the member(s):

.32 Send_Receive_Fragment
321 Service overview

nd_Receive_Fragment service provides a mechanism to transfer fragments of a

PATHSs returned shall be placed in the sequence they are specified in the.conmection

parate

f each

mber of the connection point structure. If a device uses full Parameter object instances

THs to

service

request and/or response that would otherwise be too large to deliver in a single Type 2 packet.

A simp
service

le fragmentation protocol is used to aceumulate multiple fragments before pass

fragments and sending them back to the requestor. The original service becomes an emt

service

The S
both t

The Sq
e in
e in
6.2.1.3

The se

within the Send_Receive_Fragment service.

nd_Receive_Fragment service can be used to fragment the request, the respo
e request and the response’in the same session.

nd_Receive_Fragment service session consists of two phases:

hase 1 the clienf sends the fragmented request;

hase 2 the)target returns the fragmented response.
.32.2 Service primitives

rnice parameters for this service are shown in Table 49.

ng the

on to the destination object for further, processing and splitting the response into multiple

edded

nse, or
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Table 53 — Send_Receive_Fragment service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local

UCMM Record identifier

nw n n = 2

Transport identifier
Receiver/Server Local ID M

Path

=
9]

<

Routing Path

Additional Path
Port ID M
M(=)
M(=)
M(=)
C(=)

C
C
1]

Fragmentation Version
Request Fragmentation Flags

Request Info

0O 2 2 £

Embedded Service Request Fragment

Result (+) S S(=)
AREP M
Receiver/Server Local ID
Service status
Fragmentation Version
Response Fragmentation Flags

Response Info

0O 000 ==
o
1]

Embedded Service Response Fragment

Result (-) S S(=)
AREP M
Receiver/Serverlocal ID M

Service status M M(=)

Argunjent

The argument contains the parameters of the service request.

Fragmentation Version

This parameter contains the version of the fragmentation protocol. Currently only version 1
is defined.

Request Fragmentation Flags
This parameter contains contains flags controlling the request fragmentation packet.

In phase 2, for requests to get the next fragment response, this parameter shall always
specify Middle fragment.

Request Info

For the first fragmentation request of phase 1, this parameter contains the total number of
octets in the embedded service request that will be transferred to the target (total request
size).
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For the subsequent fragmentation requests of phase 1, this parameter contains the zero-
based offset of the first octet of the Embedded Service Request Fragment within the
embedded service request.

For requests of phase 2 to get the next fragment response, this parameter shall be set to
zero.

Em

bedded Service Request Fragment

This conditional parameter is mandatory for phase 1, and not present for phase 2.

For the client’s fragmented requests of phase 1, this parameter holds a single fragment of

the
Result

embedded service request.

(+)

This s

Sel
Thi

lection type parameter indicates that the service request succeeded.

vice status

5 parameter indicates success.

The following conditional parameters are mandatory for phase 2.and not pres

pha

se 1.

Frggmentation Version

Thi
is @

5 parameter contains the version of the fragmentation prétocol. Currently only ve
efined.

Response Fragmentation Flags

Thi
Re

For
the

For
the
res

5 parameter contains contains flags controllingdhe’response fragmentation.
sponse Info

the initial fragmentation response, this pasameter contains the total number of o
embedded service response that will be.transferred to the client.

subsequent fragmentation responses, this parameter contains the zero-based o
first octet of the Embedded Services Response Fragment within the embedded
ponse.

Embedded Service Response Fragment

bnt for

rsion 1

ctets in

ffset of
service

This parameter holds a single fragment of the embedded target response.
Result(-)
This s¢lection type parameter indicates that the service request failed.
Service status
This parameter indicates an error (see Table 24).
6.2.1.3.32.3 Service procedure
a) Gehetal

The Send_Receive_Fragment service can only be sent using an explicit messaging connection.
If the service is received via an unconnected message a response shall be returned with
General Status Code “Communication related problem”, Extended Status Code “This service
requires a connection”.

The established connection size should be used for all packets that contain an Embedded
Service Request Fragment or an Embedded Service Response Fragment except when the

packet

is a last fragment.
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From a modeling perspective, the target Message Router accumulates the request fragments
and when all have been received, sends the reassembled embedded service request to the
destination object (phase 1) and receives the response from the destination object. The target
Message Router fragments the response to send back to the client. The client accumulates the
response fragments and when all have been received, processes the reassembled embedded
response (phase 2).

A fragmentation session starts when receiving a request with the First bit set and terminates
when aborted, when a request is received with the First bit set, the connection times out or is
closed, or a response with the Last bit set is returned. Termination includes freeing of session
resources.

b) Transfer a Fragmented Request — Phase 1

When the first fragment is received, the Request Info parameter contains the tetal'mé¢ssage
request size. The target can use the size parameter to allocate a receive buffer large g¢nough
to hold[the entire request and to verify all the fragments have been received./The first fragment
is used to deliver the first portion of the embedded service request.

The middle fragments and last fragments are used to deliver the rest of the embedded gervice
request in order. The Request Info parameter contains the offset-within the receive bdffer of
where o place the received fragment. The contents of the Request/Info parameter are ysed to
verify fhat all fragments are received in the correct order.

When the last fragment is received the target Message,‘Router shall pass the reass¢mbled
embedded service request to the target object for farthier processing and then transition to
phase

c) Trgnsfer a Fragmented Response — Phase2

The tafget Message Router is responsible_for fragmenting the response being returned to the
client.

When fthe first fragment responsg, is’ sent, the Response Info parameter contains thle total
responise size. The client can use_the size parameter to allocate a receive buffer large ¢nough
to hold the entire response and)to verify all the fragments have been received. If the client is
unable| to provide a buffer ‘large enough for the response the client should termingte the
fragmentation session byssetting the Abort flag.

The middle fragments.and last fragments are used to deliver the rest of the embedded g$ervice
responise in order). The Response Info parameter contains the offset within the buffer offwhere
to place the recejved data. The contents of the Response Info parameter are used for verifying
that all|the fragments are received in the correct order.

d) Sepd_Receive_Fragment Service Exception Handling — Prior to Phase 2 (Requefst)

See IEC 61158-6-2, 4.1.8.3.3.2 for the list of object-specific General and Extended Status
Codes.

If processing a first fragment request and the Request Info parameter value (total request size)
is too large the target shall return a General Status Code “Resource unavailable”, Extended
Status Code “Request Info Too Large”.

If processing a first fragment request and the Request Info parameter value (total request size)
is 0 the target shall return a General Status Code “Service fragmentation...”, Extended Status
Code “Fragment Received With Invalid Request Info”.

If a first fragment request is received and the target does not have resources for the number of
simultaneous fragmentation sessions it shall return a General Status Code “Resource
unavailable”, Extended Status Code “Out Of Fragmentation Sessions”.
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If an incorrect offset (Request Info) is received then the target shall respond with a General
Status code “Service fragmentation...”, Extended Status Code “Request Info is Out of
Sequence”.

If a Middle or Last fragment is received when not having an active fragmentation session the
target shall respond with a General Status code “Service fragmentation...”, Extended Status
Code “No Active Fragmentation Session”.

If a Middle fragment is received when expecting a Last the target shall respond with a General
Status code “Service fragmentation...”, Extended Status Code “Middle Fragment Received
When Expecting a Last Fragment”.

If a Lagt fragment is received when expecting a Middle the target shall respond with-a’General
Status|code “Service fragmentation...”, Extended Status Code “Last Fragment Spécffied in
Requept When Expecting a Middle Fragment — Phase 1”.

If a frggment is received and the offset plus Embedded Service Request’ Fragment [size is
greatef than the total request size the target shall respond with a General'Status code “$ervice
fragmentation...”, Extended Status Code “Invalid Size — Too Much Data”.

If a request is received with both First and Last bits set and the Request Info (total request size)
does njot equal the Embedded Service Request Fragment size, the target shall return General
Status|code “Service fragmentation...”, Extended Status code “Invalid Size — Non-Fragmented
Size Mismatch”.

If the Hragmentation Version parameter is not supported the target shall respond with a General
Status|code “Invalid Parameter”, Extended Status“Code “Unsupported Version”.

If the farget receives a First fragment request during phase 1 the target shall terminate the
ongoing fragmentation session and attempt to start a new fragmentation session.

A loss [of the connection results in a termination of the session.
e) Send_Receive_Fragment-Service Exception Handling — Phase 2 (Response)

See IHC 61158-6-2, 4.1.818.3.2 for the list of Object-specific General and Extended |Status
Codes

After the Last request fragment is received, if the total assembled response is too large|for the
device|to handléd¢hen the target shall return a General Status Code “Resource unavajlable”,
Extended Status’Code “Assembled Response Too Large”.

When [helelient receives a response with the First bit set and the Response Info is top large
the clientshoutdterminate the fragmentation session by Sending a Send_Receive_Fragment
service request with the Abort flag set.

If a non-zero value in the Request Info parameter is received the target shall respond with a
General Status code “Service fragmentation...”, Extended Status Code “Fragment Received
With Invalid Request Info”.

If the target receives a Last fragment request during phase 2 the target shall respond with a
General Status code “Service fragmentation...”, Extended Status Code “Last Fragment
Specified in Request When Expecting Middle Fragment — Phase 2”.

If the target receives a First fragment request during phase 2 the target shall terminate the
ongoing fragmentation session and attempt to start a new fragmentation session.
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If a request is received with both First and Last bits set and the Request Info (total request size)
does not equal the Embedded Service Request Fragment size, the target shall return General
Status code “Service fragmentation...”, Extended Status code “Invalid Size — Non-Fragmented

Size Mismatch”.

A loss of the connection results in a termination of the session.

f) Fragmentation Session Management

The processing of fragmentation sessions is accomplished by the Fragmentation Session
Manager and a state machine within each fragmentation session.

The Fragmentation Session Manager receives messages and connection state informatig
the M¢gssage Router and either routes each message to the appropriate session or|res
. The Message Router delivers the connection instance with each notification
Fragmentation Session Manager which provides a linkage between the Message Rout
each session. Table 54 describes the behavior of the Fragmentation Session-Manager.

directly

Table 54 — Fragmentation Session Manager Event/Activity Matrix

n from
sponds
to the
er and

Event Connection Activity
instance linked
to session

Messag¢ received with N Return General Status code-*Service fragmentation...”, Extepded

Abort Status “No Active Fragmentation Session”

(Abort =|1) Y Send Terminate event'to session

First mepsage received N Return General Status code “Service fragmentation...”, Extepded

with invalid Request Info Status Code “Rragment Received With Invalid Request Info”

(Abort =|0, First =1, Y Return Gengral Status code “Service fragmentation...”, Extepded

Reques{ Info = 0) Status Code “Fragment Received With Invalid Request Info”(and
send. Terminate event to session

First mepsage received N If all*fragmentation sessions are in use return General Statup Code

with valid Request Info “Resource unavailable”, Extended Status Code “Out Of

(Abort ={0, First = 1, Fragmentation Sessions

Reques{ Info != 0) Else allocate a session, link connection instance, and send gither
Receive first of multiple fragments with valid Request Info of
Receive first and last fragment with valid Request Info evenf]
depending on the state of the Last flag

Y Send either Receive first of multiple fragments with valid Request
Info or Receive first and last fragment with valid Request Infp event
depending on the state of the Last flag

Middle message received N Return General Status code “Service fragmentation...”, Extepded

(Abort ={0, First =(0; Status “No Active Fragmentation Session

Last = 0 Y Send either Receive Middle fragment with Request Info equal to
zero or Receive Middle fragment with Request Info not equal to zero
event depending on value of Request Info equal to zero or npt

Last message—+reeeived N Retura-General-Status-eode—Servecefragmentation—FExtehded

(Abort = 0, First = 0, Status “No Active Fragmentation Session”

Last = 1) Y Send either Receive Last fragment with Request Info equal to zero
or Receive Last fragment with Request Info not equal to zero event
depending on value of Request Info equal to zero or not

Session end @ N N/A

Y Unlink connection instance and session, set session to not in use

Message received from N/A Return General Status Code “Communication related problem”,

UCMM Extended Status Code “This service requires a connection”

Connection Close/ N Ignore

Connection timeout Y Send Terminate event to session

2 This event is sent from a session
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Each fragmentation session shall implement its own state machine as specified in the State
Transition Diagram (see Figure 19) and State Event Matrix (see Table 55).

Idle

First fragment

A

First fragmext
and middle
fragment
|

| ReceIVIng (phase 1) _TCIIII;IIGtC ul_)

error

First All Request All Response
fragment fragments received Fragments sent

+ or Terminate or error

Responding (phase 2)

—Middle fragment IEC

Figure 19 — State Transition Diagram-for Fragmentation Session

Table 55 — Fragmentation State Event Matrix

Fragmentation State

Event Idle Receiving (phase 1) Responding (phasie 2)
Terminafe N/A Terminate current fragmentation session and transitfon to
Idle @
Receivelfirst of multiple Evaluate‘Request Info Terminate current fragmentation session
fragmenfgs with valid (totahrequest size). If too ) .
Reques{ Info (First = 1 largefor the target to Evaluate Request Info (total request size). If size is foo
Last = 0] Request Info ’not handle return General large for the target to handle, return General Status [Code
equal to|0) Status Code “Resource “Resource unavailable”, Extended Status Code “Request
unavailable”, Extended Info Too Large” and transition to Idle @
Status Code “Request Else

Info Too Large” and stay
in Idle @ Initialize session resources, accept fragment data, and stay

in (or transition to) Receiving (phase 1)
Else

Initialize session
resources, accept
fragment data, and
transition to Receiving
(phase 1)
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Fragmentation State

Event

Idle

Receiving (phase 1)

Responding (phase 2)

Receive first and last
fragment with valid
Request Info (First = 1,
Last = 1, Request Info not
equal to 0)

If Request Info (total
request size) does not
equal Embedded Service
Request Fragment size,
return General Status
code “Service
fragmentation...”,
Extended Status code
“Invalid Size — Non-
Fragmented Size
Mismatch” and stay in

lalle 2

Terminate current fragmentation session

If Request Info (total request size) does not equal
Embedded Service Request Fragment size, return General
Status code “Service fragmentation...”, Extended Status
code “Invalid Size — Non-Fragmented Size Mismatch” and

transition to Idle @

Else

Initialize session resources, accept fragment data, forward
the embedded request to the target object, and stay in (or

LA LL~]
Else

Initialize session
resources, accept
fragment data, forward
the embedded request to
the target object and
transition to Responding
(phase 2)

4 HH PR =) ol L 2\
tranStrotO T esSpoamg(PaSet—=7

Receive|Middle fragment
with Request Info not
equal to|zero (First = 0,
Last = 0] Request Info not
equal to|0)

N/A

If the expected buffer
offset is incorrect,
terminate current
fragmentation session,
return General Status code
“Service fragmentation...”,
Extended Status Code
“Request,Info is Out of
Sequence™, and transition
to Idle™@

Else

If offset plus Embedded
Service Request Fragment
size is greater than or
equal to the total request
size terminate ongoing
fragmentation session,
return General Status code
“Service fragmentation...”,
Extended Status code
“Middle Fragment
Received When Expecting
a last Fragment”, and
transition to Idle @

Else

Append received data to
buffer

Terminate current
fragmentation session, feturn
General Status code “Sgrvice
fragmentation...”, Exterlded

Status Code “Fragment
Received With Invalid Request
Info”, and transition to Idle @

Receive|Middle fragment

N/A

Terminate current

If the remaining responsge fits in

with Request Info equal fo
zero (First = 0, Last =0,
Request Info equal to 0)

fragmentation session,
return General Status code
“Service fragmentation...”,
Extended Status Code
“Fragment Received With
Invalid Request Info”, and
transition to Idle @

this fragment set Response
Fragmentation Flags to Last,
return remaining Response
Data, and transition to Idle @

Else

Set Response Fragmentation
Flags to Middle, return next
fragment data, and stay in
Responding (phase 2)
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Fragmentation State

Event ldle Receiving (phase 1) Responding (phase 2)
Receive Last fragment N/A Terminate current Terminate current
with Request Info equal to fragmentation session, fragmentation session and
zero return General Status code | return General Status code
) “Service fragmentation...”, | “Service fragmentation...”,
(First = 0, Last =1, Extended Status Code Extended Status Code “Last
Request Info equal to 0) “Fragment Received With | Fragment Specified in Request
Invalid Request Info”, and | When Expecting Middle
transition to Idle 2 Fragment — Phase 2" and
transition to Idle @
Receive Last fragment N/A If the expected buffer Terminate ongoing

with Request Infa not

offset is incorrect

fragmentation session and

equal to|zero

(First =D, Last =1,
Reques{ Info not equal to
0)

terminate current
fragmentation session,
return General Status code
“Service fragmentation...”,
Extended Status Code
“Request Info is Out of
Sequence” and transition
to Idle @

Else If offset plus
Embedded Service
Request Fragment size,is
less than to the total
request size terminate
ongoing fragmentation
session, return‘General
Status code “Service
fragmentation.”.”,
Extended\Status code
“Last Fragment Specified
in Request When
Expecting a Middle
Fragment” and transition
to Idle @

Else If offset plus
Embedded Service
Request Fragment size is
greater than the total
request size terminate
current fragmentation
session, return General
Status code “Service
fragmentation...”,
Extended Status code
“Invalid Size — Too Much
Data”, and transition to
Idle @

Else Forward the
reassembled embedded
request to the target object

and transition to

return General Status,cpde
“Service fragmentation'|.”,
Extended Status'Code {Last

Fragment Specified in Request
When Expecting Middle
Fragment=Phase 2” and
transition’to Idle @

Responding (phase 2)
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Fragmentation State

Event ldle Receiving (phase 1) Responding (phase 2)

Target object response N/A N/A If the response from the object
is too large return General
Status code “Resource
unavailable”, Extended Status
Code “Assembled Response
Too Large”, and transition to
Idle @

Else If the target object
returned an error return
General Status code
“Embedded Service Error”,
include the target object error
in the Response Datas;’and
transition to Idle,@

Else If the résponse fitg in one
fragment&et Response
Fragmentation Flags to|First
and Kast) return all Response
Data, and transition to Idle @

Else Set Response
Fragmentation Flags to|First,

return first fragment dafa, and
stay in Responding (phase 2)

28 Relepse all session resources and send Session End event to Fragmehtation Session Manager.

6.2.2 Connection manager ASE
6.2.2.1 Overview

The Connection Manager ASE (object) is gised to manage the establishment and maint¢gnance
of communication connections.

(*) in ffont of an attribute or a service means that this attribute/service is either manddtory or
optional, based on some constraints defined in the attribute/service description.

6.2.2. Connection mahager class specification
6.2.2.2.1 Connection manager formal model

6.2.2.2.1.1 Class definition

FAL ASE: FAL Management ASE

CLASS| Connection_Manager_Object
CLASS|ID: 6

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (o) Attribute: Revision =1

2 (*) Attribute: Max Instance (short)

3 (*) Attribute: Number of Instances (short)

4 (o) Attribute: Optional attribute list

5 (o) Attribute: Optional service list

6 (o) Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes

200 *) Attribute: Max Instance (long)
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201 (*) Attribute: Number of Instances (long)
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (o) Attribute: OpenReqgs

2 (o) Attribute: OpenFormat Rejects

3 (o) Attribute: OpenResource Rejects

4 (o) Attribute: OpenOther Rejects

5 (o) Attribute: CloseReqgs

6 (o) Attribute: CloseFormat Rejects

7 (o) Attribute: CloseOther Rejects

8 (o) Attribute: ConnTimeouts

9 (0) Attribute- Caonnection Entry | ist

9.1 (m) Attribute: NumConnEntries

9.2 (m) Attribute: ConnOpenBits

11 (o) Attribute: CpuUtilization

12 (o) Attribute: MaxBuffSize

13 (o) Attribute: BufSize Remaining

14 (o) Attribute: Max Connection Establishment Time
15 (o) Attribute: I/0 Packets per second

16 (o) Attribute: Percent I/O Utilization

17 (o) Attribute: Explicit Packets per second

18 (*) Attribute: Missed I/O Packets

19 (o) Attribute: Type 2 I/O Connections

20 (o) Attribute: Type 2 Explicit Connections
SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attributes_All

14 (*) Mgt Service: Get_Attribute_Single

OBJECIT MANAGEMENT SERVICES:

1 (o) Ops Service: Get_Attributes(All

2 (o) Ops Service: Set_Attributes_All

14 (*) Ops Service: Get_Attribute_Single

16 (o) Ops Service: Set Attribute_Single

29 (*) Ops Service: Get)Connection_Point_Member_List
OBJEC|T SPECIFIC SERVICES:

84 *) OpsServicet CM_Open/CM_Forward_Open
78 (™) OpsServicet CM_Close/CM_Forward_Close
82 (*) OpsService: CM_Unconnected_Send

86 (o) OpsService: CM_Get_Connection_Data

87 (o) «OpsService: CM_Search_Connection_Data
90 () OpsService: CM_Get_Connection_Owner
91 (0) OpsService: CM Large Forward Open
6.2.2.2.1.2 System management attributes (class attributes)

No specific requirement for this object.

6.2.2.2.1.3 Object management attributes
OpenReqgs

Number of Open requests received including Null Open requests.

This volatile instance attribute has an access rule of Set.
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OpenFormat rejects

Number of Open requests rejected by this node due to format errors.

This volatile instance attribute has an access rule of Set.
OpenResource rejects

Number of Open requests rejected by this node.

This volatile instance attribute has an access rule of Set.

OpenQther rejects

Numbgr of Open requests rejected or timed out by downstream nodes.

This valatile instance attribute has an access rule of Set.
CloseReqgs

Numbgr of Close requests received.

This vaglatile instance attribute has an access rule of Set.
Closekormat rejects

Numbgr of Close requests rejected by this node due to{format errors.

This vaglatile instance attribute has an access rule, of Set.
CloseQther rejects

Numbgr of Close requests rejected or timed out by downstream nodes.

This valatile instance attribute has'an access rule of Set.
ConnTlimeouts

Numbgr of connectionswhich have been timed out by this node after they were opened
This vglatile instancg attribute has an access rule of Set.

A devite may. reject a Set request to any of the eight attributes listed above, using the General
Status|code fInvalid attribute value”, if the attribute value sent is not zero.

Connection-entry-list

List of connections.

This volatile instance attribute has an access rule of Get only.

NumConnEntries
Number of entries in the ConnOpenBits Attribute.
ConnOpenBits

List of connection data which may be individually queried. Each entry represents a possible
connection, and has one of two states: No Connection or Connection Established. More
information on a connection can be obtained using a dedicated service.
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CpuUtilization

CPU utilization in tenths of a percent.

This attribute indicates the percentage of capacity of the product’s compute engine (whether a
CPU and/or a core of a CPU) that is most important to the performance of the product. Due to
the variations in architectures of various products, each product needs to define this value
based on its design, hence the method of calculating this value is vendor specific.

This value is intended to indicate the current loading of the device and could be approaching a
point of saturation and performance degradation. This is not simply a measure of how many
packet i i i is | i in the
calculdtion. It should factor in all CPU processing resources used by the device.

In products that support an operating system, this is often provided by the operating system as
rse of the time the idle task runs, but that is not necessarily a good indication ¢of what
left for communications related functions. For devices where this is not provided| by the
operating system already, or there is no operating system used, the vendor shall determine
which internal resources should be monitored to determine what can indicate when a dgvice is
reachimg saturation, and then turn that into a percentage of the max(

EXAMPIE

Here arg examples of what the percentages mean:
e 95 % to 100 %: device is overloaded;
e 80 % to 95 %:device is approaching a point of saturation and/or performance degradation;

. beldqw 80 %: device is OK.

Vendofs shall put in their documentation facters that will cause the device to go above 80 %.

This vglatile instance attribute has an acgeéss rule of Get only.
MaxByffSize

Amount of buffer space originallyravailable (buffer size is in octets).

This vglatile instance attribute has an access rule of Get only.
BufSize remaining

Amount of buffefspace available at this time (buffer size is in octets).

This vglatile instance attribute has an access rule of Get only.

Max Cenneetion-EstablishmentFim

(1]

Worst case Forward_Open response time for any connection path of the device. It is
recommended that devices whose Max Connection Establishment Time is greater than four
seconds support this attribute. See IEC 61158-6-2, 4.1.6.6 for more information.

When this attribute is implemented, a corresponding entry keyword shall be included in the EDS
file of the device.

This non-volatile instance attribute has an access rule of Get only.
I/0 Packets per second

Indicates the total number of I/O (implicit) packets produced and consumed by this device in
the previous second, including duplicate packets.
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This volatile instance attribute has an access rule of Get only.
Percent 1/O Utilization

Indicates what percentage of the 1/O (implicit) communications resources are in use in this
device.

NOTE This value is calculated based on the contents of the field “Traffic Specs” for various packet sizes in the EDS
file of the device.

This volatile instance attribute has an access rule of Get only.

Explicit Packets per second

Indicates the total number of explicit (unconnected and connected) packet requests andreplies
sent and received by this device in the previous second, including duplicate packets.

This vglatile instance attribute has an access rule of Get only.
Missed I/O Packets

For eaph connection, as long as the connection remains open, the consumer will subtrpct the
previolisly received Encapsulation Sequence Number from the current one. If the value exceeds
positive one (+1), then that value minus one is the number of packets that have been missed.
A connection timeout does not cause Missed I/0O Packets to increment.

This vaglatile instance attribute has an access rule of Set:

A device may reject a Set request to this attribute, using the General Status code ‘{Invalid

attribufe value”, if the attribute value sent is not.zero.

This altribute is optional for devices thatthave an Ethernet-based interface. Devices with no
Etherngt-based interface are not permitted to implement this attribute.

Type 2 1/0 Connections

Contaips the count of open Typée 2 I/O (implicit) connections. This value includes conngctions
that hgve an endpoint in this device, as well as routed connections that go through this|device
and out any other port.

This v@latile instance.attribute has an access rule of Get only.

Type 4 Explicit Connections

Contaipsthe’ count of the open Type 2 Explicit Messaging connections (Class 3 to M¢ssage
Router) \I'is value includes connections that have an endpoint in this device, as well asTrouted
connections that go through this device and out any other port.

This volatile instance attribute has an access rule of Get only.

6.2.2.2.1.4 System management (class level) and object management (instance
level)services

Get_Attribute_Single

This service is mandatory if any attributes are implemented and the Get_Attributes_All service
is not supported, else it is optional.

This service is used to read a Connection Manager attribute or a connection point. It shall
support the use of a connection point in the service path when Diagnostic connection point(s)
are implemented.
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Get_Connection_Point_Member_List

This service is mandatory if the Diagnostic connection point(s) are implemented, else it is
optional.

6.2.2.2.1.5 Object specific services

These Connection Manager services are available only through the Unconnected Message
Manager AR (UCMM). They are used either to establish/de-establish an application connection,
or to send messages through routers without an established connection.

CM_Open

This s¢rvice is used by connection originator users to establish an application connectign.
CM_Close
This s¢rvice is used by connection originator users to de-establish an application connection.
CM_Unconnected_Send

The CM_Unconnected_Send service allows an application to send’a message to a |device
through multiple links without first setting up a connection. This’optional service is mardatory
for originator devices and devices that route messages between links.

CM_Get_Connection_Data
This sgrvice is used for diagnostics of a network, to retrieve connection characteristics.
CM_Se¢arch_Connection_Data

This sgrvice is used for diagnostics of a network, to retrieve connection characteristics.

CM_GIt_Connection_Owner

This sgrvice is used to determine thé-owner of a redundant connection. It is mandatory|in any
device|that accepts redundant connéction.

6.2.2.3 Connection manager ASE service specification

6.2.2.3.1 Supported services

Subclause 6.2.2.3scontains the definition of services that are unique to this ASE. The services
defined for this-ASE are
CM Open
CM Close
CM_Unconnected_Send
CM_Get_Connection_Data

CM_Search_Connection_Data

CM_Get_Connection_Owner
6.2.2.3.2 Connection manager common service parameters

The following service parameters are common to all Connection Manager services.

The parse order of the parameters is device specific, although checking the Electronic Key
segment if present in the connection path first is highly recommended.

NOTE 1 Complete specification of these parameters is provided in IEC 61158-6-2.
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ator local ID

This parameter is locally generated by the originator node, and identifies locally this invocation
of the service. It is used to associate service confirmations with requests. Therefore, no two
outstanding service invocations may be identified by the same ID value.

Target local ID

This parameter is locally generated by the target node, and identifies locally this invocation of
rvice. It is used to associate service responses with indications. Therefore, no two
outstanding service invocations may be identified by the same ID value.

the se

Path

This pJarameter specifies the FAL APO or FAL APO element that is the target of a conrl\ection

establi
shall ¢
FAL A
node (
This A
segme

Transport identifier

The Tr|

Trans

The T
messa

NOTE 2

Transaction_timeout

and shrll serve as a further reference for the user to the newly established connection.

bntain multiple segments which can indicate the network route to the node contain
Routing Path), and optional additional information for the target ARGO" (Additional

dditional Path parameter is passed on to the target application,”and could be
ht used to configure the application, the transport class, and the.trigger.

ansport identifier parameter is generated locally by theroriginator Connection M3

ction_priority

ansaction_priority parameter determines which data-link layer priority to use
pes that convey the service requests andfésponses, and shall be one of LOW or

The definition of DLL priority is specifieddntEC 61158-4-2.

shment (or de-establishment) request, or an unconnected message request. The path

ing the

PO (in the case of multiple links), the identification of the APO elementywithin thg target

Path).
a data

nager,

for the
HIGH.

The Trfansaction_timeout parameter determines the time to wait for service completion. The
units for Transaction_timeout js\milliseconds.
02T_QonnParm / T20_ConnParm
The Q2T parameter ;specifies the characteristics of the originator to target (O=T)
commuynication on_the new connection. The T20 parameter specifies the characteristicq of the
target fo originator(T=0) communication.
CM_RPI
The Requested Packet Interval (CM RPI) speC|f|es the expected tlme between packets, i.e.
ho target

appllcatlon It shall be expressed as a number of mlcroseconds
Type

The Type parameter indicates the type of the connection, and shall be one of NULL,
MULTIPOINT, or POINT2POINT.

A value of NULL indicates that the specified direction (O=T or T=0) has no transport
associated (see IEC 61158-6 for use of the NULL connection type).

A value of MULTIPOINT indicates that other connections may later participate in the
transport. Data is sent using a destination address that can be received by multiple
consumers. The same underlying transport shall be reused by subsequent MULTIPOINT
connections that specify the same application path.

A value of POINT2POINT indicates that this connection shall not allow any other transport
to participate (data is sent only between one producer and one consumer).
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Priority

The Priority parameter determines which data-link layer priority to use for the new
transports, and shall be one of LOW, HIGH, SCHEDULED or URGENT.

Variable

The Variable parameter specifies whether every application data which traverses the new
transport shall be the same size or not, and shall be either TRUE (variable size) or FALSE
(fixed size).

Siz

e

The Size parameter specifies the size (in octets) of the largest application data packet for
this connection.

Re

Th
to

CM_R

The pr

undant owner

Redundant Owner parameter specifies whether more than one owner may-bé pe
ake a connection simultaneously.

I_multiplier

duct of the CM_RPI_multiplier parameter and the requested packet interval (C

specifies the time-out for the transport. If the application has not used\the transport wit
time-ouit, the transport shall close, which shall subsequently close-the’connection.

Trigg

The t
CHAN

NOTE 3
Trans_

The Tr
DUPLI

NOTE 4
Is_ser

The Is
(FALS

NOTE 5
Origin
Vendo

r

rigger parameter specifies the trigger mode,{and shall be one of C

S5E_OF_STATE, or APPLICATION.

This parameter is used to configure the transport(s): [t meaning to the transports is described in
[class
ans_class parameter specifies the transport class selected, and shall be one of

CATE_DETECTION, ACKNOWLERGED, or VERIFIED.

This parameter is used to configure‘the transport(s). Ilts meaning to the transports is described in

ver

| server parameter specifies if the new transport shall be of server (TRUE) or 3

).,

This parametenis used to configure the transport(s). Ilts meaning to the transports is described in

ator_Vendor_ID

rmitted

_RPI)
in this

YCLIC,

6.3.1.

NULL,

6.3.1.

client

6.3.1.

ID of.the device which has requested establishment of the connection (conmection

Dbject.

originaror). This is a reference to the corresponding attribute in instance #1 of its Identity

Originator_Serial_Number

Serial number of the device which has requested establishment of the connection (connection
originator). This is a reference to the corresponding attribute in instance #1 of its Identity Object.

Connection serial number

The Connection Serial Number parameter is a value selected by the originator Connection

Manag

er to uniquely identify a connection within the originator device.

Connection triad

The Connection triad relates to the combination of Connection Serial Number,
Originator_Vendor_ID and Originator_Serial_ Number parameters.
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e status

This parameter provides information on the result of service execution. It is returned in all
Connection Manager service response/confirmation primitives. It has the same definition as the
Service Status parameter of the FAL Management services. Corresponding available Status

Codes

and Extended Status formats are detailed in 6.2.2.3.3.

02T_CM_API / T20_CM_API

The O2T_CM_API and T20_CM_API specify the actual packet interval that shall be used for
the new connection, i.e. how frequently the connection produces its data. It shall be expressed
in microseconds. These values may be different than the requested packet intervals, but shall

alwaywai

Remaihing path size

In the
the siz

ailure response, the remaining_path parameter specifies the “pre-strippéd®‘size. [This is
e of the path when the node first receives the request and has not yet started progessing

it. A target node may instead return 0 (zero) for this parameter. Associated with the $ervice

Status
locatio

(Status Code and Extended Status), this parameter allows to identify the type and
n of any errors found during connection establishment or de-establishment.

se data

rget has any application specific response data, it shall be returned in the Regponse

3 Connection manager service status.codes

status codes for the Connection Manager are detailed in IEC 61158-6-2.

4 CM_Open / CM_Forward_Open / CM_Large_Forward_Open

4.1 Service overview

lication connection to~a.specified target object instance or instance elemerjt. The
ben request contains the-parameters to select connection types, transports and to gpecify

the reduested packet interval in both the originator to target and target to originator direjction.
The CIM_Large_Forward_Open has the same function and same behavior as the CM_Ppen /
CM_Fagrward_Open-except that it allows the establishment of connections larger than 511
octets.

6.2.2.3.4.2 Service primitives

The service parameters for this Service are sSnown I 1 abie 50.
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Table 56 — CM_Open service parameters

Parameter name Req Ind Rsp Cnf
Argument M
Originator Local ID M
Target Local ID M
Path M
Routing Path M
Additional Path U u(=)
Transport identifier M
Transaction_priority M
Transaction_timeout M
02T_ConnParm M M(=)
CM_RPI M M(=)
Type M M(=)
Priority M M(=)
Variable M M(=)
Size M M(=)
T20_ConnParm M M(=)
CM_RPI M M(=)
Type M M(=)
Priority M M(=)
Variable M M(=)
Size M M(=)
CM_RPI_multiplier M M(=)
Trigger M M(=)
Trans_class M M(=)
Is_server M M(=)
Originator_Vendor_ID M
Originator~Serial_Number M
Connection Serial Number M
Result
Originator Local ID M
Target Local ID M
Service status M M(=)
Transport identifier M
O2T_CM_API M M(=)
T20_CM_API M M(=)
Remaining Path Size M M(=)
Response Data U u(=)
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Argument
The argument contains the parameters of the service request.

Transport identifier

The transport identifier parameter in the request allows a previously opened connection to
be reused (this is the same identifier as the one returned in the CM_Open confirmation for
this first connection). If Transport identifier is zero, then a new transport shall be created.

NOTE Reusing a transport allows an originator to establish multipoint connections in the O=T direction.

Result

This parameter indicates whether the service request succeeded or failed.

6.2.2.3.4.3 Service procedure

The C[M_Open request primitive, sent from the originating application,{fifst triggdrs the
connegtion establishment process into the local Connection Manager, before being foryarded
to the femote target Connection Manager (using a CM_Forward_Open sérvice request).

The cqrresponding CM_open indication primitive shall then be sent'to the target application
from the target Connection Manager, after some local processing. The application shall reply
to the CM_open indication primitive with a CM_open responsé whether the application accepts
the comnection or not.

After the connection has been established, or“dif the connection attempt failed, a
CM_Fqgrward_Open service response is sent from\the target Connection Manager |to the
origin:ﬁor Connection Manager, then a CM_open confirm primitive shall be sent from thie local
originator Connection Manager back to theworiginating application. The confirmatiop shall
indicate the status of the connection andishall provide information about the conmection
includipng the Transport Identifier parameter, which shall serve as a reference to thel newly
established connection.

The Fgrward_Open and Large_Forward_Open services shall be sent using the UCMM or|a local
explici{ messaging connection-only. They shall not be sent over a bridged explicit messaging
connegtion. On subnets which-support UCMM messaging, the recipient (either a targgt or a
router)| shall support these. services using the UCMM and, in addition, may suppor{ these
servicgs over a local explicit messaging connection. On subnets which do not support UCMM
messaging, these services shall be sent using a local explicit messaging connection.

6.2.2.3.5 CM<Close /| CM_Forward_Close

6.2.2.3.5.1 Service overview

The CM_ Close service is used hy connection ariginator users to de-establish (“close”) an
application connection previously established to a target object instance or instance element,
and to de-allocate the resources associated with the connection. The service request shall
indicate the connection to close by using the original path and the Transport identifier.The
originating application shall save both the connection path required to establish the connection,
and the Transport identifier returned by the CM_open confirmation.

6.2.2.3.5.2 Service primitives

The service parameters for this service are shown in Table 57.
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Table 57 — CM_Close service parameters

Parameter name Req Ind Rsp Cnf

Argument M
Originator Local ID M
Target Local ID M
Path

Routing Path
Additional Path U(=)

Transport identifier

Transaction_priority

=S 2R c < L

Transaction_timeout

Originator_Vendor_ID M

<

Originator_Serial_Number

Connection Serial Number M

Result
Originator Local ID M
Target Local ID M
Service status M M(=)
Transport identifier M
Remaining Path Size M M(=)
Response Data U u(=)

Argunient
The argument contains the parameters of the service request.
Result

This parameter indicates whether the service request succeeded or failed.

6.2.2.3.5.3 Seryice procedure

The (OM_close ‘request primitive, sent from the originator application, first trigggrs the
connegtion de-establishment process into the local Connection Manager, before| being
forwardled Ao~the remote target Connection Manager (using a CM_Forward_Close service
request)<{Of a connection to de-establish the connection and de-allocate the respurces
associé i i ice igi icatiod to the
local Connection Manager.

The Forward_Close service shall be sent using the UCMM or a local explicit messaging
connection only. It shall not be sent over a bridged explicit messaging connection. On subnets
which support UCMM messaging, the recipient (either a target or a router) shall support this
service using the UCMM and, in addition, may support this service over a local explicit
messaging connection. On subnets which do not support UCMM messaging, this service shall
be sent using a local explicit messaging connection.

The corresponding CM_close indication primitive shall then be sent from the target Connection
Manager to the target application, after some local processing.
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A successful CM_close request and response shall result in all non-shared resources
associated with this connection in all nodes participating in the original connection being
released, including connection IDs, bandwidth allocation, and internal memory buffers. Shared
resources are those still in use by other connection(s) due to multicast. A router should also
release non-shared resources if the response received indicates an error of General Status
“Communication related problem” and Extended Status "Target Connection Not Found".

For a CM_close service request received by a target node to be successful, it is sufficient that
the Connection Triad matches an existing connection’s parameters. If there is no connection
match, no connection is released and the target shall return an error with a General Status code
“Communication related problem” and an Extended Status code “Target Connection Not Found”,
unless the device detected an improper Connection Path. The Connection Path Size parameters
may be ignored by the target node. However, an improperly formatted Connectiony,Rath or
Connegtion_Path mismatch can cause the service to be unsuccessful and return amn error
regard|ess of a Connection Triad match (see connection path error conditions below).

A CM |close service request received by a router along the path between ‘the originafor and
target podes shall be forwarded regardless of a Connection Triad match (intthe case of af match
not fopnd, the connection can have timed out at this router). An\improperly formatted
Conneftion_Path shall, and a Connection_Path mismatch, can cause the service|to be
unsucdessful and return an error (see connection path error conditions below).

If eithgr a target or router does detect a connection path erroricondition, it shall return a’Ln error
responfse as described below. In all cases the connection/remains unchanged (the connection
is not neleased).

Improperly formatted Connection_Path:

e If g node detects that the value of the Confection_Path_Size field is smaller than the size
of the Connection_Path, a General Status code “Too much data” shall be refurned,
ind|cating that too much data is present,in the service request.

o |If a node detects that the value of-the Connection_Path_Size field is greater than the size
of the Connection_Path, General Status code “Not enough data” shall be returned, indicating
that not enough data is present/in the service.

Connegtion_Path mismatch:

o If the node detects @ mismatch in the Connection_Path between the value received in the
CM close requestiand the value sent in the originating connection request, a General|Status
code “Communication related problem” and an Extended Status code of either “Brror In
Foward Close Service Connection Path Mismatch” or “Invalid Segment in Connectiop Path”
shdll be returhed.

Succegsshall be returned when the connection has been deleted at the target. The oridinator,
and e i iateéd with
that connection when the success response is received.

6.2.2.3.6 CM_Unconnected_Send
6.2.2.3.6.1 Service overview

The CM_Unconnected_Send service allows an application to send a message to a device
through multiple links without first setting up a connection. This optional service is mandatory
for originator devices and devices that route messages between links.

6.2.2.3.6.2 Service primitives

The service parameters for this service are shown in Table 58.
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Table 58 — CM_ Unconnected_Send service parameters

Parameter name Req Ind Rsp Cnf

Argument M M
Originator Local ID M
Target Local ID M
Path

Routing Path
Additional Path U(=)

Transaction priority

Transaction_timeout
OM_Service Code M(=)

M(=)

= 22K c £ £

OM_Service Request Parameters

Result
Originator Local ID M
Target Local ID
Service status M(=)

Remaining Path Size M(=)

£ =2 = £

OM_Service Response Parameters

Argunient
The argument contains the parameters of the*service request.

OM_Service Code

This parameter indicate the code, ofithe Object Management service to be performed| by the
et element.

parameter contains the specific arguments parameters of the Object Management

parameter contains the specific result parameters of the Object Management gervice
to he'performed by the target element

6.2.2.3.6.3 Service procedure

The CM_Unconnected_Send service shall use the Connection Manager object in each router
to forward the message and to remember the return path. The UCMM of each link shall be used
to forward the request from Connection Manager to Connection Manager just as it is for the
Forward_Open service; however. No connection shall be built. The CM_Unconnected_Send
service shall be sent to the local Connection Manager and shall be sent between routers. When
a router removes the last port segment, the message shall be formatted as a UCMM message
and sent to the port and link address of the last segment.

NOTE The target node never sees the CM_Unconnected_Send service but only a standard message arriving via
the UCMM.
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The CM_Unconnected_Send response shall be generated by the last router from the UCMM
response generated by the target node or by an router as the result of a UCMM time-out, a
problem with the embedded message, or a problem with the Unconnected Service Request
itself. The packet shall be routed from router to router using the information stored when the
CM_Unconnected _Send request was processed. The response shall contain status information
about the request and a response generated by the target node.

6.2.2.3.7 CM_Get_Connection_Data
6.2.2.3.7.1 Service overview

The CM_Get_Connection_Data service is used for diagnostics of a network. This service shall
return fRe parameters associated with a specified connection.

6.2.2.3.7.2 Service primitives

The sefrvice parameters for this service are shown in Table 59.

Table 59 — CM_Get_Connection_Data service parameters

Parameter name Req Ind Rsp Cnf
Argument M
Originator Local ID M
Target Local ID M
Path M
Routing Path M
Target transport identifier M M(=)
Transaction_priority M
Transaction_timeout M

Result

Originator Local ID M
Target Local ID M

Service status M M(=)
Target transport-identifier M M(=)
Connection,state M M(=)
Originator port M M(=)
Target port M M(=)
Gofinection Serial Number M M(=)
Originator_Vendor_ID M M(=)
Originator_Serial_Number M M(=)
Originator O2T_CID M M(=)
Target 02T_CID M M(=)
02T_CM_RPI_multiplier M M(=)
Originator 02T_CM_RP!I M M(=)
Originator O2T_CM_API M M(=)
Originator T20_CID M M(=)
Target T20_CID M M(=)
T20_CM_RPI_multiplier M M(=)
Originator T20_CM_RP!I M M(=)
Originator T20_CM_API M M(=)
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Argument
The argument contains the parameters of the service request.

Target transport identifier

This parameter identifies the connection for which data is requested. This number may be
different from device to device even for the same connection. This number corresponds to
the offset into the Connection Manager attribute that enumerates the status of the
connections.

Result

This p

Cohnection serial number

This parameter contains the serial number of the established connection.
Originator_Vendor_ID

Originator_Serial_Number

These parameters identify the originating node for the connection.

6.2.2.3.7.3 Service procedure

No spdcific service procedure.

6.2.2.3.8 CM_Search_Connection_Data
6.2.2.3.8.1 Service overview
The CM_Search_Connection_Data service is.uséd for diagnostics of a network. This gervice

shall return the parameters associated with a specified connection within a device, identified by
vendor and serial number.

6.2.2.3.8.2 Service primitives

The sefrvice parameters for thissservice are shown in Table 60.

Table 60 = CM_Search_Connection_Data service parameters

Parameter name Req Ind Rsp Cnf

Argument M
QOriginator Local ID M
Target Local ID M
Path

Routing Path

Transaction_priority
Transaction_timeout
Originator_Vendor_ID M(=)
M(=)
M(=)

Originator_Serial_Number

= 2 =2 £ 2L

Connection Serial Number
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Parameter name Req Ind Rsp Cnf
Result
Originator Local ID M
Target Local ID M
Service status M M(=)
Target transport identifier M M(=)
Connection state M M(=)
Originator port M M(=)
Target port M M(=)
Connection Serial Number M M(=)
Originator_Vendor_ID M M(=)
Originator_Serial_Number M M(=)
Originator O2T_CID M M(=)
Target 02T_CID M M(=)
02T_CM_RPI_multiplier M M(=)
Originator 02T _CM_RPI M M(=)
Originator O2T_CM_API M M(=)
Originator T20_CID M M(=)
Target T20_CID M M(=)
T20_CM_RPI_multiplier M M(=)
Originator T20_CM_RP!I M M(=)
Originator T20_CM_API M M(=)
Argunjent
The argument contains the parameters)of the service request.
Cohnection serial number
This parameter contains the’/serial number of the established connection.

Originator_Vendor_ID

Originator_Serial_Number

The¢se parametersidentify the originating node for the connection.
Resul

This ppramefer indicates whether the service request succeeded or failed. Its contemts are
identicplto-the Get_Connection_Data primitives.

6.2.2.3.8.3 Service procedure

No specific service procedure.

6.2.2.3.9 CM_Get_Connection_Owner
6.2.2.3.9.1 Service overview

The CM_Get_Connection_Owner service returns data about the connection(s) that own(s) a
particular object. It shall be implemented in any device that accepts redundant connections.

6.2.2.3.9.2 Service primitives

The service parameters for this service are shown in Table 61.
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Table 61 — CM_Get_Connection_Data service parameters

Argunmn
The ar

Paf

Thi
the
CM
ele

Result

This parameter-indicates whether the service request succeeded or failed.

Nu

Parameter name Req Ind Rsp Cnf
Argument M
Originator Local ID M
Target Local ID M
Path M
Routing Path M
Transaction_priority M
Transaction timeout M
Result
Originator Local ID M
Target Local ID M
Service status M M(=)
Number of connections M M(=)
Number claiming ownership M M(=)
Number ready for ownership M M(=)
Last action M M(=)
Connection Serial Number M M(=)
Originator_Vendor_ID M M(=)
Originator_Serial_Number M M(=)

ent
gument contains the parameters ‘of the service request.

h

5 parameter specifies thevinternal path from the Message Router in the target n

selected object. It shall be the same path as would have appeared
| Forward_Open request for this object, except that corresponding Additiong
ctronic key, network, and data segments shall be removed before matching the p

mber of connections

Thi

5 ‘parameter contains the number of connections currently open to the specified p

ode to
in a
| Path

aths.

ath.

Number claiming ownership

This parameter contains the number of connections that are currently claiming ownership.

Number ready for ownership

This parameter contains the number of connections currently ready for ownership.

Last action

This parameter indicates the ownership status.
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Connection serial number

Ori
Ori

ginator_Vendor_ID
ginator_Serial_Number

These parameters shall be from the CM_Forward_Open request whose connection is
currently the owner of the object. If no owner currently exists, these parameters shall each

be

set to zero.

6.2.2.3.9.3 Service procedure

No specific service procedure.

6.2.3 Connection ASE

6.2.3.1 Overview

The Connection ASE (object) allocates and manages the internal resources.associatgd with
both 1JO and Explicit Messaging Connections. The specific instance) generated py the
Connegtion ASE is referred to as a Connection instance or a Connectionvobject.

Unless| otherwise noted, all services and attributes of the Connection object are accessible
using Explicit Messaging.

A Connection object within a particular module actually represents one of the end-points of a
connegtion. It is possible for one of the connection end=points to be configured and “active”
(e.g. trensmitting) without the other end-point(s) being présent. Connection objects are {sed to
model [the communication specific characteristics of\a particular application-to-applicgtion(s)
relatiopship.

A spegdific Connection object Instance manages the communication specific aspects related to
an end-point. A Connection object uses.thé*services provided by a Link Producer and/pr Link
Consumer to perform low-level data transmission and reception functions.

6.2.3.2 Connection class specification

6.2.3.2.1 Connection formal model

6.2.3.4.1.1 Class definition

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on'some constraints defined in the attribute/service description.

FAL ASE: Connection ASE

CLASS| Connection_Object

CLASSLID: 5

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1
2

(m) Key Attribute:  Object Instance number
(o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

0 N OB WN -

(o) Attribute: Revision = 1

(*) Attribute: Max Instance (short)

(*) Attribute: Number of Instances (short)

(o) Attribute: Optional attribute list

(o) Attribute: Optional service list

(o) Attribute: Maximum ID Number Class Attributes
(o) Attribute: Maximum ID Number Instance Attributes

(*) Attribute Connection Request Error Count
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