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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition —
Type 2 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization f i comprising
all national electrotechnical committees (IEC National Committees) The abj i promote
interpational co-operation on all questions concerning standardization in the e Ids. To
this end and in addition to other activities, IEC publishes International ifjcations,
Technical Reports, Publicly Available Specmcatlons (PAS) and Guides ¢ hs “IEC

Publ|cation(s)”). Their preparation is entrusted to technical committees; a afjons j interested
in tHe subject dealt with may participate in this preparatory waork. \ hd non-
governmental organizations liaising with the IEC also part|0|pate i i . IEC\collaborateg closely

with |the International Organization for Standardization (ISO)-ina e\ 'wit ditions deternjined by
agrepment between the two organizations.

2) The formal decisions or agreements of IEC on technical matters & v @S possible, an intefnational
consensus of opinion on the relevant subjects since e i vittee has representation [from all
interpsted IEC National Committees.

3) IEC |Publications have the form of recom ions international use/and are accepted by IEC National
Compmittees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publ|cations is accurate, IEC cannot be i the way in which they are used or|for any
misipterpretation by any end user.

4) In o ications
trangparently to the maxi i i ] i icati . ijergence
between any IEC Publication Qndi iona i icati ind|cated in
the lptter.

5) IEC |tself does not provide & } nformity
assejssment ser i e for any
services carried ®

6) Allu

7) No |l erts and
mem and’lEC National Committees for any personal injury, property damage or
othe tsoever, whether direct or indirect, or for costs (including legal fdes) and
expe ication, use of, or reliance upon, this IEC Publication or any other IEC
Publ

8) Attention_i W atlve references C|ted |n this publication. Use of the referenced publications is
indisjpensab

9) Attention istdrawn_to the possibility that some of the elements of this IEC Publication may be the sdbject of
patept rij . fratl not be held responsible for identifying any or all such patent rights.

NOTE 1 Use of saomeae of the assaciated nraotocol tvnes is restricted hyv their intalloctual.nraonartu.riaht haol ders_ In
all cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights
permits a particular data-link layer protocol type to be used with physical layer and application layer protocols in
Type combinations as specified explicitly in the IEC 61784 series. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-5-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

The main changes with respect to the previous edition are listed below:

e Clause 2 and Bibliography: update of normative and bibliographic references
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subclause 6.1.3: update lists with new objects

subclause 6.2.1.2.6: update of the Time Sync ASE/object (to match new IEC 61558)
new subclause 6.2.1.2.7: new Parameter ASE/object

subclause 6.2.1.3: update/add services for Time Sync and Parameter ASEs
subclause 6.2.2.3: minor updates to the Connection Manager ASE services
subclause 6.4: add Parameter ASE to the object table

subclause 6.5: update contents of service table for Time Sync and Parameter ASEs

The text of this standard is based on the following documents:

FDIS
65C/606/FDIS

Report on voting

65C/620/RVD

Full information on the voting for the approval of this standard can foyndNp the report on
voting [ndicated in the above table.
This pdiblication has been drafted in accordance with }J80/I iréctive ft 2.

A list
comml

he general title Ingustrial
he IEC web site.

The cd
the std
related

ion will remain unchanggd until
"http://webstore.iec.ch" in thle data

to the specific publication. At this d ation will be

SR

pnfirmed,

@is editipn

The revisio

¢ reg

+ withdrawn,

* replaced by

* amgended.

NOTE 2 is standaxd will'be chronized with the other parts of the IEC 61158 series.

IMPOR r inside' logo on the cover page of this publication indicates

that i lours which are considered to be useful for the correct
understandi ntents. Users should therefore print this document using a
coloun printer:
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. This standard defines the
application service characteristics that fieldbus applications and/or system management may
exploit.

Throudhout the set of fiel[dbus standards, the term "service” refers 1o thea apability
provided by one layer of the OSI Basic Reference Model to the lay bove.
Thus, the application layer service defined in this standard is a ctural

servicg, independent of administrative and implementation division

N
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition —
Type 2 elements

1 Scope

1.1 verview

gss the
vindow

The figldbus application layer (FAL) provides user programs with 3
fieldbus communication environment. In this respect, the FAL cam\ be\Vv
betwegn corresponding application programs.”

This gtandard provides common elements for basic 1critical
messafing communications between application progra nation environmgnt and
material specific to Type 2 fieldbus. The term “time- spresent the présence
of a time-window, within which one or more specifijed quired to be completed
with spme defined level of certainty. Failure to conptete spech jed actions within the time
window risks failure of the applications requesting hetlo g, with attendant f[isk to

This sfandard defines in an abstract w, ¢ wsible service provided by the [Type 2
fieldbuls application layer in terms of

a) an| abstract model efini - . being
mahipulated by use [ : ;

b) the|primitive gstio
c) the paramet@

i¢ch they

ystems

yer, in
conformance W|th the OSI BaS|c Reference Model (ISO/IEC 7498-1) and the OSI appllcatlon
layer structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
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send/receive is specified. This permits greater flexibility to the FAL users in standardizing
such object behavior. In addition to these services, some supporting services are also defined
in this standard to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this standard is to specify the characteristics of conceptual
application layer services suitable for time-critical communications, and thus supplement the
OSI Basic Reference Model in guiding the development of application layer protocols for time-
critical communications.

A secondary objective is to provide migration paths from previously-existing industrial
commuynications protocols. It is this latter objective which gives rise to the brvices
standaydized as the various Types of IEC 61158, and the co ptocols
standardized in subparts of IEC 61158-6.

This s:ecification may be used as the basis for formal appli 3 ing i faces.
Nevertheless - eed to

a) the[sizes and octet ordering of various multi-octet sérvi
b) the|correlation of paired request and confirm, or {ndig

1.3 Conformance

This sfandard does not specify individuse hstrain

the implementations of application laye

There |i dgndard.

protoc

2 Nc

The fo
For da
of the

are indispensable for the application of this document.
cited applies. For undated references, the latest [edition
cluding any amendments) applies.

IEC 60 340Q Qatingspoint arithmetic for microprocessor systems

IEC 61 : grammable controllers — Part 3: Programming languages

IEC/TR 61158-1:20101, Industrial communication networks — Fieldbus specifications —|Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-3-2:2007, Industrial communication networks — Fieldbus specifications - Part 3-2:
Data-link layer service definition — Type 2 elements

IEC 61158-4-2:2010", Industrial communication networks — Fieldbus specifications — Part 4-2:
Data-link layer protocol specification — Type 2 elements

IEC 61158-6-2:2010", Industrial communication networks — Fieldbus specifications — Part 6-2:
Application layer protocol specification — Type 2 elements

1 To be published.


https://iecnorm.com/api/?name=bdbfc5bb266f8b5f3c0d9a74cf540f5a

-10 - 61158-5-2 © IEC:2010(E)

IEC 61588:2009, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61784-3-2, Industrial communications networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

ISO/IEC 646, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IELC 8859 (all parts), Information technology — 8-bit single-byte coded graphic~Character
sets

ISO/IE
Part 1:

ISO/IE Layer

structu

ISO/IE i q er Set
(Uucs)

ISO/IE STUR o > erence
Model 1

ISO 63

ISO 11898:19932, Ro el r area
network (CAN) f 1 icadi

IETF R

3.1 SOI/IEC 749841 terms
a) applicdtion entity

b) application process

c) application protocol data unit
d) application service element
e) application entity invocation

f) application process invocation
g) application transaction

h) real open system

i) transfer syntax

2 A newer edition of this standard has been published, but only the cited edition applies.
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3.2 ISOJ/IEC 8822 terms
a) abstract syntax
b) presentation context

3.3 ISO/IEC 9545 terms

a) application-association

b) application-context

c) application context name

d) application-entity-invocation

e) appgticatiom=entity=type

f) application-process-invocation
g) application-process-type

h) application-service-element

i) application control service element

3.4 |SO/IEC 8824 terms
a) object identifier

b) type
3.5

Type 2 fieldbus data-link laye

58-4-2:2010, apply.

a) DLttime

b) DLischeduling-policy
c) DLCEP

d) DLC

e) DL connectie qde
f) DLPDU

g) DLBDU

h) DLBAP

i) fixgd ta

j) gene

k) link

) MAC ID

m) network address

n) node address

0) node

p) tag

q) scheduled

r) unscheduled
3.6 Type 2 fieldbus application-layer specific definitions

3.6.1
allocate

take a resource from a common area and assign that resource for the exclusive use of a

specific entity
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3.6.2
application
function or data structure for which data is consumed or produced

3.6.3
application objects

multiple object classes that manage and provide a run time exchange of messages across the

network and within the network device

3.6.4
application process

part a distributed Qplnlirnfinn on 2 network which s located on ogne device and

unambjiguously addressed

3.6.5
applicption process object

component of an application process that is identifiable an
applicgtion relationship

3.6.6
applicption process object class

a clasg of application process objects defined in te
attributes and services

r

3.6.7
applicpation relationship

cooperative association between two
exchange of information ang
either py the exchange
activities

3.6.8
applicption reI i

applicgtion-service
termingting all app

ce element
the exclusive means for

3.6.9
applicption kelation

network-acc

establishin

context Aanthbehaw n application relationship as seen and maintained by one

applicgtion prosgssess ed in the application relationship

NOTE Each appli€ation pkocess involved in the application relationship maintains its own application rela

endpoini.

3.6.10

leNthrough” an FAL

pssible

ose of
tivated
Liration

j and

of the

tionship

attribute
description of an externally visible characteristic or feature of an object

NOTE The attributes of an object contain information about variable portions of an object. Typically, they provide
status information or govern the operation of an object. Attributes may also affect the behavior of an object.

Attributes are divided into class attributes and instance attributes.

3.6.11
behavior
indication of how an object responds to particular events

3.6.12
boundary clock

clock with more than a single PTP port, with each PTP port providing access to a separate

PTP communication path
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NOTE Boundary clocks are used to eliminate fluctuations produced by routers and similar network elements.

3.6.13
class

a set of objects, all of which represent the same kind of system component

NOTE A class is a generalization of an object; a template for defining variables and methods. All objects in a
class are identical in form and behavior, but usually contain different data in their attributes.

3.6.14

class attributes
attribute that is shared by all objects within the same class

3.6.15
class
unique

3.6.16

class specific service

service
perforn

NOTE

3.6.17
client

a) obje

b) init

3.6.18
clock
device

NOTE

3.6.19
comm
compo

EXAMPI
object

3.6.20
conne
logical
NOTE 1
NOTE 2

code
identifier assigned to each object class

defined by a particular object class to perform ion Mvhich

nhed by a common service

A class specific object is unique to the object class which

rform a task

inication o s
hents that pfa 8 a’run time exchange of messages across the net

ES Caonmrecti ¢ j nconnected Message Manager (UCMM) object, and Message

is not

vork

Router

ces

Auto ASEs is referred to as |nterconnect|on There is a d|st|nct|on between data and event |nterconnect|ons The
logical link and the data flow between sink and source of automation data items is referred to as data
interconnection. The logical link and the data flow between sink (method) and source (event) of operational
services is referred to as event interconnection.

3.6.21
conne

ction ID (CID)

identifier assigned to a transmission that is associated with a particular connection between
producers and consumers, providing a name for a specific piece of application information

3.6.22
conne

ction path

an octet stream that defines the application object to which a connection instance applies
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3.6.23
connection point
buffer which is represented as a subinstance of an Assembly object

3.6.24
consume
act of receiving data from a producer

3.6.25
consumer
node or sink that is receiving data from a producer

3.6.26
consuming application
applicgtion that consumes data

3.6.27
cyclic
repetitive in a regular manner

3.6.28

device

physical hardware connected to the lin
NOTE A device may contain more than one node.

3.6.29
device profile

a collection of device depg
similar|devices of the sa

nality providing consistency bgtween

3.6.30
end ngde
produding or con i

3.6.31
endpo
one ofthe c§ involved in a connection

3.6.32
epoch
referernce time de
[IEC 61588:2009]

3.6.33

error

discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition

3.6.34
event
an instance of a change of conditions

3.6.35
frame
denigrated synonym for DLPDU
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3.6.36

grandmaster clock

clock which serve as the primary source of time to which all others (within a collection of
IEC 61588 clocks) are ultimately synchronized.

3.6.37
group
a) <general> a general term for a collection of objects. Specific uses:

b) <addressing> when describing an address, an address that identifies more than one entity

3.6.38

interface

(a) shgred boundary between two functional units, defined by functional ciiarac
chdracteristics, or other characteristics as appropriate

(b) collection of FAL class attributes and services that represents 2
class

3.6.39
invocgtion
act of Yising a service or other resource of an applicatio

NOTE Each invocation represents a separate thread of contr by its context. Qnce the
service fompletes, or use of the resource is released, the invocati For service invocations, a
service that has been initiated but not yet completed is re g Also for
service |nvocations, an Invoke ID may be used/Ao\unambigy by i j j entiate it

from othler outstanding service invocations.

3.6.40

instance
the ac{ual physical occurrence of an objec in a _clas
within 2

that identifies one of many pbjects

EXAMPI

NOTE S are used to refer to a specific instance.

3.6.41
instan
attribu i o) ance and not shared by the object class

3.6.42
instanti
object ff

3.6.43
logica| device
a certain’\FAL class that abstracts a software component or a firmware component|as an
autonomous self-contained facility of an automation device

3.6.44
Lpacket (or Link packet)
a piece of application information that contains a size, control octet, tag, and link data

NOTE Peer data-link layers use Lpackets to send and receive service data units from higher layers in the OSI
stack.

3.6.45

management information

network-accessible information that supports managing the operation of the fieldbus system,
including the application layer

NOTE Managing includes functions such as controlling, monitoring, and diagnosing.
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3.6.46

master clock

single clock which serves as the primary source of time within each region, and which will in
turn synchronize to other master clocks and ultimately to the grandmaster clock

NOTE A system of IEC 61588 clocks may be segmented into regions separated by boundary clocks.

3.6.47
member
piece of an attribute that is structured as an element of an array

3.6.48
Messa
object

D A
ige—nottet

within a node that distributes messaging requests to appropriate applicati cts

3.6.49

metho
<objec
invoke

d
(> a synonym for an operational service which is pro
H by a client

E and

3.6.50
modu

5
hardware or logical component of a physical device

3.6.51
multipjoint connection
connegtion from one node to many

NOTE des.

3.6.52
netwofr
a set d
repeat

vening

3.6.53
object
abstra
related
that hg

tion of

3.6.54
object
servicq

unigue to the Object class which defines it

3.6.55
ordinary clock
IEC 61588 clock with a single PTP port

3.6.56
originator
client responsible for establishing a connection path to the target

3.6.57
peer
role of an AR endpoint in which it is capable of acting as both client and server

3.6.58
physical device
an automation or other network device
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3.6.59
point-to-point connection
connection that exists between exactly two application objects

3.6.60
Precision Time Protocol (PTP)
name used for the time synchronization protocol.

3.6.61
produce
act of sending data to be received by a consumer

3.6.62
producger
node that is responsible for sending data

3.6.63

propeirty
generdl term for descriptive information about an object

3.6.64
PTP message
IEC 61588 time synchronization message

NOTE [There are five designated messages\{ype
Delay_Resp, and Management.

3.6.65
PTP port
logicallaccess point for IE

3.6.66
resouilce

a processing or \a sUbsystem
3.6.67
serial
a uniq
Type 2

NOTE 1

3.6.68
server|

a) rol¢ ‘ofvan AREP in which it returns a confirmed service response APDU to the clie

initiated the request
b) object which provides services to another (client) object

3.6.69
service

llow-up,

having

nt that

operation or function than an object and/or object class performs upon request from another

object and/or object class

3.6.70

synchronized clocks

(to a specified uncertainty) two clocks which have the same epoch and for
measurements of any time interval by both clocks differ by no more than the sp
uncertainty

which
ecified
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NOTE The timestamps generated by two synchronized clocks for the same event will differ by no more than the
specified uncertainty.

3.6.71

System Time

absolute time value as defined by CPF2 time synchronization in the context of a distributed
time system where all devices have a local clock that is synchronized with a common master
clock

NOTE In the context of CPF2, System Time is a 64-bit integer value in units of nanoseconds with a value of 0
corresponding to the date 1972-01-01.

3.6.72
target
end-ngde to which a connection is established

3.6.73
Unconnected Message Manager (UCMM)

component within a node that transmits and receives unco
sends them directly to the Message Router object

plick_messagés and

3.6.74
unconhected service
messaping service which does not rely on the set up
allowing information exchanges

eCtiomb&tween devices|before

3.6.75
vendorf ID

identifi ique number

NOTE

3.7

AE
AL
APO
AP
APDU
AR
AREP
ASCII
ASE
ciD
CM_API Actual packet interval

CM_RPI Requested packet interval
Cnf Confirmation

CR Communication relationship
DL- (as a prefix) data-link-

DLC Data-link connection

DLCEP Data-link connection end point
DLL Data-link layer

DLM Data-link-management
DLSAP Data-link service access point
DLSDU DL-service-data-unit

FAL Fieldbus application layer
FIFO First-in first-out
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1D Identifier

IEC International Electrotechnical Commission

Ind Indication

IP Internet protocol

ISO International Organization for Standardization
1/10 Input/output

LME Layer management entity

02T Originator to target (connection characteristics)
o=>T Originator to target (connection characteristics)
osli Open systems interconnect

PDU Protocol data unit

PL Physical layer

PTP Precision Time Protocol [IEC 61588:2
QoS Quality of service

REP Route endpoint

Req Request

Rsp Response

SAP Service access point

SDU Service data unit

SEM State event matrix

STD State transition diagram, uséq to de ject beR
T20 Target to originator (connectionsharasteristics)
T=0 Target to originator (connectign characteristics

3.8 Conventions
3.8.1 Overview

The FAL is defix

subclapse. Each A QNN posed of two parts, its class specification,

service j

The cl@ss speci he attributes of the class. The attributes are accessib
instang ‘ i e Object Management ASE services specified in Claug
this star rvice\specification defines the services that are provided by the AS

3.8.2

This stIandard uses the descriptive conventions given in ISO/IEC 10731.

ted ASEs. Each ASE is specified in a se

parate
and its

e from
e 5 of
E.

3.8.3 Conventions for class definitions

Class definitions are described using templates. Each template consists of a list of attributes

for the class. The general form of the template is shown below:

FAL ASE: ASE Name
CLASS: Class name
CLASS ID: #

PARENT CLASS: Parent class name
ATTRIBUTES:

1 (o) Key Attribute: numeric identifier
2 (o) Key Attribute: name

3 (m) Attribute: attribute name(values)
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4 (m) Attribute: attribute name(values)
4.1 (s) Attribute: attribute name(values)
4.2 (s) Attribute: attribute name(values)
4.3 (s) Attribute: attribute name(values)
5. (c) Constraint: constraint expression
5.1 (m) Attribute: attribute name(values)
5.2 (o) Attribute: attribute name(values)
6 (m) Attribute: attribute name(values)
6.1 (s) Attribute: attribute name(values)
6.2 (s) Attribute: attribute name(values)
SERVICES:

1 (o) OpsService: service name

2. (c) Constraint: constraint expression
2.1 (o) OpsService: service name

3 (m) MgtService: service name

ten
by

(3) The "CLASS ID:" entry is a numb

uni
the
FA
18
CL
cla

(4) The "PARENT CL

All
bei
NOTE

TOP is
defined

B user of this standard.

que within the FAL ASE that wi
identity of its FAL ASE, it una

attributes defin
ng define <

in-.calumn 3,>a name or a conditional expression in column 4, and optionally 3

b class

ng this
ard, or

erer is
ified by

of the

ptween

asses.
A\SS IDs between are allocated for identifying user defined
5Ses.

cified.
class
S.

nt class
classes

for the

y (m) /
e label
list of

enumerated values in column 5. In the column following the list of values, the

default

value for the attribute may be specified.
Objects are normally identified by a numeric identifier or by an object name,

or by

both. In the class templates, these key attributes are defined under the key attribute.

The line number defines the sequence and the level of nesting of the line. Each

nesting level is identified by period. Nesting is used to specify
i) fields of a structured attribute (4.1, 4.2, 4.3),

i) attributes conditional on a constraint statement (5). Attributes may be mandatory
(5.1) or optional (5.2) if the constraint is true. Not all optional attributes require

constraint statements as does the attribute defined in (5.2).
iii) the selection fields of a choice type attribute (6.1 and 6.2).

(6) The "SERVICES" label indicates that the following entries are services defined for the
class.
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a) An (m) in column 2 indicates that the service is mandatory for the class, while an (o)
indicates that it is optional. A (c) in this column indicates that the service is conditional.
When all services defined for a class are defined as optional, at least one has to be

selected when an instance of the class is defined.
b) The label "OpsService" designates an operational service (1).

c) The label "MgtService" designates an management service (2).

d) The line number defines the sequence and the level of nesting of the line. Each
nesting level is identified by period. Nesting within the list of services is used to specify

services conditional on a constraint statement.

3.8.4 Conventions for service definitions

3.8.4.1 General

The sdrvice model, service primitives, and time-sequence diagrams
descriptions; they do not represent a specification for implementation.

3.8.4.2 Service parameters

Servicg primitives are used to represent service serwice\ provider
(ISO/IEC 10731). They convey parameters which nformation  avail
user/provider interaction. In any particular interfade, 1 ]
stated,

The sgrvice specifications of this stan
paramgters of the ASE service primitives.
servicg primitives are set out in tables.(Each table

—_

Patameter name,

N

request primitive,

A W

)
)
) ind|cation primitive]
)
)

response pr, d
confirm primitive

a

8 USer option, and may or may not be provided depending

inter
able

at to describe the com

on d

bstract

hctions
in the

plicitly

ponent

s—which apply to each grpup of
5{s of up to five columns for the

Dpriate
on the

ynamic

ervice

usagé.of service user. When not provided, a default value for the parameter is
assumed.

C pGIGIIICtCI ;O bUIId;t;UIIG: UupuTl Uthcl PGIGIIIGtUIO Ul UpuTi thc CIIV;IUIIIIICIIt Uf thc
user.

— (blank) parameter is never present.
S parameter is a selected item.

Some entries are further qualified by items in brackets. These may be

a) a parameter-specific constraint:

“(=)” indicates that the parameter is semantically equivalent to the parameter in the

service primitive to its immediate left in the table.
b) an indication that some note applies to the entry:

“(n)” indicates that the following note "n" contains additional information pertaining to

the parameter and its use.
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3.8.4.3 Service procedures

The procedures are defined in terms of

e the interactions between application entities through the exchange of fieldbus Application

Protocol Data Units, and

o the interactions between an application layer service provider and an application layer
service user in the same system through the invocation of application layer service

primitives.

These procedures are applicable to instances of communication between systems which

support time-constrained communications services within the fieldbus application layer.

4 Cogmmon concepts

The cgmmon concepts and templates used to describe the applica ef
standafd are detailed in IEC/TR 61158-1:2010, Clause 9.

5 D3ta type ASE

5.1 General

An overview of the data type ASE arid 'shi ae
IEC/TR 61158-1:2010, 10.2.

5.2

The t

attribu

5.3
5.3.1
5.3.1.1

5.3.1.1,.

CLASS]:
ATTRIBUTES:
1 Data-type Numefic Identifier = 1

2 Data type Name = Boolean

Data type

Y'data types is prov

in this

ded in

S in this clause is detailed in
IEC/TH fic ASE structure and the definitio

n of its

3 Formmat —FXEDLENG
4.1 Octet Length
This data type expresses a Boolean data type with the values TRUE and FALSE.

]
-

5.3.1.1.2 BOOL

This IEC 61131-3 type is the same as Boolean.

5.3.1.2 Bitstring types

5.3.1.21 BitString8

CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 22
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2 Data type Name Bitstring8
3 Format FIXED LENGTH

5.1 Octet Length 1
This type contains 1 element of type BitString.

5.3.1.2.2 SWORD

This IEC 61131-3 type is the same as Bitstring8.

5.3.1.2.3 BitString16

CLASS: Datatype
ATTRIBUTES:

1 Data type Numeric Identifier = 23

2 Data type Name = Bitstring16

3 Format = FIXED LENGTH
5.1 Octet Length = 2

5.3.1.2.4 WORD

This IHC 61131-3 type is the same as Bitstring16.

5.3.1.2.5 BitString32

CLASS]:
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name
3 Format

5.1 Octet Length

5.3.1.2.6 DWORD

061131@

5.3.1.2.
CLASS|

This I e i

ata type

ATTRIH

1 = &7

2 = Bitstring64

3 = FIXED LENGTH
5.1 = 8

5.3.1.2.8 LWORD

This IEC 61131-3 type is the same as Bitstring64.

5.3.1.3 Date types
5.3.1.3.1 DATE

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = DATE

3 Format = FIXED LENGTH

4.1 Octet Length = 2
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This IEC 61131-3 type is a binary number. The most significant bit of the most significant
octet is always used as the most significant bit of the binary number; no sign bit is included.
This unsigned type has a length of two octets. It expresses the date as a number of days,
starting from 1972-01-01 (January 1%, 1972), the start of the Coordinated Universal Time
(UTC) era, until 2151-06-06 (June 6", 2151), i.e. a total range of 65 536 days.

5.3.1.3.2 TimeOfDay

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 12

2 Data type Name = TimeOfDay

4 Format = FIXED LENGTH

4.1 Octet Length 6

This data type is composed of two elements of unsigned values and of day
and the date. The first element is an Unsigned32 data type and\g ' er the
midnight in milliseconds. The second element is an Unsigned16 & e date
counting the days from 1984-01-01 (January 1°, 1984).

5.3.1.3.3 TimeOfDay without date indication

CLASS}:
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

4 Format

4.1 Octet Length

Data type

This data type is composgd of ope ime of
day. Tlhe element is an ight in
millise

5.3.1.3.

This IE meofDay without date indication.

5.3.1.
5.3.1.4.

5.3.1.4.1.

CLASS]: Data type
ATTRIBUTES"

1 Data type Numeric Identifier = 8

2 Data type Name = Float32

4 Format = FIXED LENGTH
4.1 Octet Length = 4

This type has a length of four octets. The format for Float32 is that defined by IEC 60559 as
single precision.

5.3.1.4.1.2 REAL
This IEC 61131-3 type is the same as Float32.

5.3.1.4.1.3 Float64

CLASS: Data type
ATTRIBUTES:
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1 Data type Numeric Identifier = 15
2 Data type Name = Float64
3 Format = FIXED LENGTH

4.1 Octet Length 8

This type has a length of eight octets. The format for Float64 is that defined by IEC 60559 as
double precision.

5.3.1.4.1.4 LREAL

This IEC 61131-3 type is the same as Float64.

5.3.1.1.2 Integer types

5.3.1.4.2.1 Integer8

CLASS| Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2

2 Data type Name = Integer8

3 Format = FIXED LENGTH

4.1 Octet Length = 1

This integer type is a two’s complement binary n if ®Ien h of one octet.

5.3.1.4.2.2 SINT

This IHC 61131-3 type is the same as

5.3.1.4.2.3 Integer16

CLASS}:
ATTRIBUTES:

1 Data typ

2 Data type
3 Format
4.1 Octet Leng

This integer

5.3.1.4.2

This IHC 611 e is the same as Integer16.

5.3.1.41.2.5 Integer32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 4

2 Data type Name = Integer32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This integer type is a two’s complement binary number with a length of four octets.

5.3.1.4.2.6 DINT

This IEC 61131-3 type is the same as Integer32.
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5.3.1.4.2.7 Integer64
CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 55
2 Data type Name = Integer64
3 Format = FIXED LENGTH
4.1 Octet Length = 8

This integer type is a two’'s complement binary number with a length of eight octets.

5.3.1.4.2.8 LINT

010(E)

This I

5.3.1.

CLASS;:

ATTRIE
1

2

3

4.1
This t

used
length

5.3.1.4.3.2 USINT

This IHC 61131-3 type

5.3.1.4.3.3

CLASS]:

ATTRIBUTES:

1 = 6

2 = Unsigned16

3 = FIXED LENGTH
4.1 = 2

5.3.1.].3 Unsigned types

C 61131-3 type is the same as Integer64.

3.1 Unsigned8

Data type
BUTES:
Data type Numeric Identifier = 5
Data type Name = Unsigned8
Format =
Octet Length =

pe is a binary number. The mos
s the most significant bit of the b
of one octet.

i, of the mrost significant octet is
0 sign bit is included. This typd

used

type has a length of twa actets

This t%pe is- a bins

umber. The most significant bit of the most significant octet is
s dhe“most significant bit of the binary number; no sign bit is included. This un

always
has a

always
signed

5.3.1.4.3.4 UINT

This IEC 61131-3 type is the same as Unsigned16.

5.3.1.4.3.5 Unsigned32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 7

2 Data type Name = Unsigned32

3 Format = FIXED LENGTH
4.1 Octet Length = 4
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This type is a binary number. The most significant bit of the most significant octet is always
used as the most significant bit of the binary number; no sign bit is included. This unsigned
type has a length of four octets.

5.3.1.4.3.6 UDINT

This IEC 61131-3 type is the same as Unsigned32.

5.3.1.4.3.7 Unsigned64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 56

2 Data type Name = Unsigned64

3 Format = FIXED LENGTH
4.1 Octet Length = 8

used
type h

This tylpe is a binary number. The
%s the most significant bit of the binary number; no

s a length of eight octets.

5.3.1.4.3.8 ULINT

This IB

C 61131-3 type is the same as

5.3.1.5 Time types

5.3.1.81 TIME

CLASS;:

ATTRIE
1

BUTES:
Data type Nume

most significant bit of the n always

signed

2 Data type Name

3 Format

4.1 Octet Lengt

This IHC 61131- plement binary number with a length of four octefs. The
unit of time foyxthi

5.3.1.5.

CLASS]: Data type
ATTRIBUTES:

1 Data type Numéric Identifier = not used

2 Data type Name = |ITIME

3 Format = FIXED LENGTH
4.1 Octet Length = 2

This IEC 61131-3 type extension is a two’s complement binary number with a length of two
octets. The unit of time for this type is 1 ms.

5.3.1.5.3 FTIME

CLASS

ATTRIBUTES:

1
2
3
4.1

Data type Numeric Identifier
Data type Name

Format

Octet Length

Data type

= not used

FTIME

FIXED LENGTH
4
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This IEC 61131-3 type extension is a two’s complement binary number with a length of four

octets. The unit of time for this type is 1 ys.

5.3.1.5.4 LTIME

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = LTIME

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This IHC 6T1371-3 type exiension is a two’s complement binary number w, length_df eight
octets|The unit of time for this type is 1 ys.

5.3.2 String types

5.3.2.1 BitString

CLASS]: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 14

2 Data type Name = Bitstring

3 Format = SJIRING

5.1 Octet Length =

This string type is defined as a series of B

5.3.2.2 OctetString

CLASS|

ATTRIBUTES:

1 Data type Nume

2 Data type e

3 Format

4.1 Octet Lengtk

An OcletString is ence of octets, numbered from 1 to n. For the purpgses of
discuss$ion, ¢ f gquence is referred to as the first octet. IEC 61158-6-R:2010
defines

5.3.2.3

CLASS| Data type
ATTRIBUTES:

1 Pata-type-Numerie-tdentifier—=—mneot-used

2 Data type Name = EPATH

3 Format = STRING

4.1 Octet Length = 1ton

An EPATH is an ordered sequence of octets, numbered from 1 to n. Its format is further
specified in IEC 61158-6-2:2010, 4.1.9.
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5.3.3 Structure types

5.3.3.1 DATE_AND_TIME

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = DATE_AND_TIME
3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Time_Of_Day_Element
52.2 Eield Data type = TIhAF_ﬁF_nAV
5.3.1 Field Name = Date_Element
5.3.2 Field Data type = DATE

This IHC 61131-3 type extension is a structure which expresses bot nber of

days dtarting from 1972-01-01 until 2151-06-06),and the time of ms
starting from midnight.

5.3.3.2 SHORT_STRING

CLASS}: Data type

ATTRIBUTES:

1 Data type Numeric Identifier

2 Data type Name

3 Format

5.1 Number of Fields

5.2.1 Field Name

5.2.2 Field Data type

5.3.1 Field Name

5.3.2 Field Data type

This IC 61131e ' es the
curren{ number 5 inhNthe\Strihgcontents_Element (one octet per chafacter).

Charagters shall be Q 8859-1.

5.3.3.3

CLASS| Data type

ATTRIBUY

1 gentifier = not used

2 Data typ = STRING

3 Fortmat = STRUCTURE

5.1 Numiber of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = Stringcontents_Element
5.3.2 Field Data type = OctetString

This IEC 61131-3 type is composed of two elements. Charcount_Element gives the current
number of characters in the Stringcontents_Element (one USINT per character). Characters
shall be as specified in ISO 8859-1.
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5.3.3.4 STRING2

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRING2

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = String2contents_Element
5.3.2 Field Data type = OctefSiring

ement
T per

This IEC 61131-3 data type extension is composed of two elemen
gives fthe current number of characters in the String2contents
character). Characters shall be as specified in ISO/IEC 10646.

5.3.3. STRINGN

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used
2 Data type Name =

3 Format =

5.1 Number of Fields =
5.2.1 Field Name =
5.2.2 Field Data type =
5.3.1 Field Name

5.3.2 Field Data type
5.4.1 Field Name
5.4.2 Field Data type

This IHC 61131 S es the
size off a characteri ement (N = number of USINT). Charcount_EJement
gives [the current ' Y2 efs in the StringNcontents_Element (N USINT per

characer). Chara 3 ified in ISO/IEC 10646.

5.3.3.6

CLASS]: Data type

ATTRIBUT

1 Data type sic Identifier = not used

2 Data_type Nanfe = STRINGI

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Stringnum_Element

5.2.2 Field Data type = USINT

5.3.1 Field Name = International_String_Array
5.3.2 Field Data type = STRINGI_ARRAY

This IEC 61131-3 type extension is a structured data type which allocates a USINT variable
(Stringnum_Element) containing the number of internationalized character strings and an
array of structures (International_String_Array) containing the internationalized character
strings.

The international character string structure (STRINGI_ELEMENT) contains a USINT
(Language1_Element) indicating the first ASCIlI character of the ISO 639-2/T language, a
USINT (Language2_Element) indicating the second character of the ISO 639-2/T language, a
USINT (Language3_Element) indicating the third character of the ISO 639-2/T language, an
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EPATH (Datatype_Element, limited to the values 0xD0, 0xD5, 0xD9, andOxDA) indicating the
structure of the character string, a UINT (Charset_Element) indicating the character set which
the character string is based on, and an array of octet elements which is the actual
international character string. The three characters for the language come from ISO 639-2/T
(Alpha-3 Terminology Code), and the character set values come from IANA MIB printer codes
(IETF RFC 1759). The character set values are limited to those values that are provided in

Table 1.
Table 1 — Valid IANA MIB printer codes for character set selection
Character Set Value
ISO 8859-2:1987 5
ISO 8859-3:1988 6 N
ISO 8859-4:1988 7 \
ISO 8859-5:1988 8 (
ISO 8859-6:1987 /9\\
ISO 8859-7:1987 \w\\
ISO 8859-8:1989 / 1\1\ >
ISO 8859-9:1989 /\\ )/ 12
ISONEC 10646-uCs2 N\ N7 [Caloop >
5.3.3.7 SHORT_STRING
CLASS| ata type
ATTRIBUTES:

1

2

3

5.1
5.2.1
5.2.2
5.3.1
5.3.2
This IH

the cu
Charaq

Data type Nume

Data type e
Format

Number of Fjg

Charcount_Element
USINT
Stringcontents_Element
OctetString

C 61 énsion is composed of a single elements. Charcount_Element gives

characters in the Stringcontents_Element (one octet per cha
ters'shall be specified in ISO 8859-1.

acter).
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5.3.3.8 STRINGI_ELEMENT

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRINGI_ELEMENT
3 Format = STRUCTURE

5.1 Number of Fields = 6

5.2.1 Field Name = Language1_Element
5.2.2 Field Data type = USINT

5.3.1 Field Name = Language2_Element
5.3.2 Field Data type = USINI

5.4.1 Field Name = Language3_Element
5.4.2 Field Data type = USINT

5.5.1 Field Name = Datatype_Element
5.5.2 Field Data type = EPATH

5.6.1 Field Name = Charset_Element
5.6.2 Field Data type = UINT

5.7.1 Field Name = Stringcontents _Elem
5.7.2 Field Data type = SHORT_STRI G2 | STRINGN

5.4 Pata type ASE service specification

There pre no operational services define

6 Cgmmunication model specif at%

6.1 Concepts
6.1.1 General

a seria@

This s ish to
exchange both ti evices
includg si evices
such ap robot

Unlike|some g communication systems that rely on the destination delivery
model | “thi s a variant of the publisher/subscriber push model, called the
produger/consu ” The producer/consumer model allows the exchange of time [critical
applicgtion info i between a sending device (i.e. the producer) and many regeiving

devicep (i.€. the conglmers) without the need to send the data separately to each destination.
This is| aeComplished by attaching a unique identifier to each piece of application infofqmation
that is 'ucillg pluduucd ontothenetworknrediun: Ally devicethat lcquilco a prbiﬁb piece of
application information simply filters the data on the network medium for the appropriate
identifier. Many devices can receive the same piece of application information from a single
producing device.

The data-link layer provides a high degree of protocol efficiency by utilizing an implied token
passing mechanism. This mechanism allows all devices equal access to the network without
the network overhead associated with passing a “token” to each device granting it permission
to send data. The protocol utilizes a time based scheduling mechanism which provides
network devices with deterministic and predictable access to the medium while preventing
network collisions. This scheduling mechanism allows time critical data, which is required on
a periodic, repeatable and predictable basis, to be produced on a predefined schedule without
the loss of efficiency associated with continuously requesting or “polling” for the required
data. The protocol supports an additional mechanism which allows data that is not time critical
in nature or which is only required on an occasional basis to utilize any available network
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time. This unscheduled data is transmitted after the production of the time critical data has
been completed and before the beginning of the next scheduled production of time critical

data.

6.1.2

General concepts

Most of the general concepts described in Clause 4 apply, with some restrictions or additions
as noted:

6.1.3

Every

applicgtion layer.

Object|Management AS

Conne

or Conjhectigh AS

AR ASE:

Other

the application layer includes those functionalities from the intermediate layers which

are necessary for proper mapping onto the data-link layer,

Client/Server rnlafinnehilne can be one-to-one _but also gne-to-many (see AR m

del in

6.3.1),

a variant of the Publisher/Subscriber Push model, the Produ
used as the base of all AR's (see AR model in 6.3.1),

an overview of the ASE/APO types and their relationship
AR follow a model which is detailed in 6.3.1.
specific naming and addressing is specified in 6.1.4

common FAL attributes and parameters list
used; instead they are specified in relevant T

Identity (identifi
Message

Unconnected
for CP 2/3)

essage Manager (queued messaging services on a single link, o

del, is

re not

e error

s in its

ice)

ptional

pplication layer objeCts may be Implemented In some nodes only:

Object Management ASE:

AR

Assembly object (binds data from multiple objects to be sent through one connection)

Acknowledge Handler object (handles acknowledge messages from the appl
objects)

TimeSync object (interface to the IEC 61588:2009 precision clock synchron
protocol)

Parameter object (public interface to device configuration data)

ication

ization

additional application-specific objects constructed according to the general Type 2

formal model
ASE:
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Transports (connected messaging and data services).

Yet more objects belong to system management, primarily concerned with the data-link layer:

NOTE

The A
protoc

6.1.4

ControlNet object (station management interfaces to lower layers, required in all
devices using Type 2 data-link layer),

Keeper object (holds and distributes attributes of all devices on the link, one required
per link, with optional backup(s) — used in conjunction with Type 2 data-link layer),

Scheduling object (holds information on link schedules, one required in each
connection originator — used in conjunction with Type 2 data-link layer),

TCP/IP Interface object (provides the mechanism to configure the TCP/IP interface of

a device, required in all devices with a TCP/IP interface),

Ethernet Link object (maintains link-specific counters and st for an

Ethernet port, required in all devices with an Ethernet port),

DeviceNet object (station management interfaces to Ig in all

devices using ISO 11898:1993 data-link layer),

Connection Configuration object (interface to create
in a device),

pctions

SE and object interactions for [ype 2

bls are illustrated in Figure 1:

Requ Objects O Optional Objects

Wls, etc.)

Managerment objects

User
Layer

Application
Layer

& Scheduled & .
System Unscheduled Unscheduled Data Link
My Unconnected Message! Connected Layer
anagement °

L.
Type 2 Node ayer

Figure 1 — Overview of ASEs and object classes

Naming and addressing

The information presented here provides a common basis for logically addressing separate
physical components across the network. These addressing terms are used in the
specifications. Figure 2 should be referenced in the following discussion.
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MAC ID #1 MAC ID #2
MAC ID #4
Object Class #5
Instance #2
Link Attribute #1
" Object . o e " Object .
' Class #5 o 7. Class #7
y ! Attribute #2 " i
i Instance
. _ Instance # H
MAC ID #3 (-2
Object
.. Class#5

ce and
device

The te
respon
conneq

The Clif gned to each object class accgssible
from t \ d with this Class ID. In all IEC|61158
specifi a with Class ID.

lue assigned to an object instance wheén it is
of the same Class. This integer is uniqug within

The Instance ID
created that ide

the <N
The Aftribute |D | [ [ ification value that is unique among all other attribptes of
that objj
The add attiibute number 1 of instance 2 in class 5 in the node with a MAC ID|of 4 is
MAC : Instance #2: Attribute #1 as shown in Figure 3. This

nomen

Information on how to address an object through multiple links or using a name is provjded in
IEC 61158-6-2:2010 (Path definition).

6.1.5 Data types
6.1.5.1 Data type general specification

The specification of a data type is comprised of the range of values that variables of the type
may take on and the operations performed on these variables.

Data is made up of elementary (primitive) data types. These elementary data types are used
to construct derived (constructed) data types.

NOTE 1 Elementary and derived data type specifications correspond to the notation of IEC 61131-3. In addition,
since function blocks as defined in IEC 61131-3 have both an associated data structure and a set of defined
operations, these elements are also specified below as additional data types.
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The derived data types are the following:

directly derived;
enumerated;
subrange;
structured;

array.

NOTE 2 These derived data types are defined in IEC 61131-3:2003, 1.3 and 2.3.3. The means of specifying these
data types and their default initial values is defined in IEC 61131-3:2003, 2.3.3.1 and 2.3.3.2. The usage of
variables of these data types is defined in IEC 61131-3:2003, 2.3.3.3.

6.1.5.1 Supported elementary data types

The following basic data types defined in Clause 5 are supported:
ooL

INT

NT

INT

INT

SINT

INT

DINT

LINT
EAL
REAL
[IME
IME
TIME
TIME

(o 1m

ATE
IME_OF_DAY or TOD
ATE_AND_TIME op\DT
TRING

TRING2
TRINGN Q
TRINGI

MmO < (0D wmwmmnm oo dogr- 1 —1— 75hcCc O —

6.1.5.3 e with IEC 61131-3

6.1.5.3

NOTE 1 This subclause provides information with respect to only the data types and associated operations
defined in this part of IEC 61158.

NOTE 2 IEC 61131-3:2003, 1.5.1, defines the requirements which are met by programmable controller systems
claiming compliance to IEC 61131-3. This provides the data type-related information to be included in the
documentation of functional units which support the data types defined in this part of IEC 61158. Subsets or
extensions of this documentation are provided as appropriate to the specific compliant functional unit.

An implementation shall comply with the requirements of IEC 61131-3 for language features
as specified in Table 2 through Table 4.
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Table 2 - Common elements

IEC 61131-3:2003 Feature description
Table/feature
10/1 BOOL data type
10/2 SINT data type
10/3 INT data type
10/4 DINT data type
10/5 LINT data type
10/6 USINT data type
10/7 UINT data type
10/8 UDINT data type
10/9 ULINT data type
IUI“IU REAL U‘ai.d i.ypv
10/11 LREAL data type (
10/12 TIME data type P\
10/13 DATE data type RN {
10/14 TIME_OF_DAY or TOD data type N
10/15 DATE_AND_TIME or DT data type N\
10/16 STRING data type ) N
10/17 SWORD data type \ AW /
10/18 WORD data type NN
10/19 DWORD data type N N N
10/20 LWORD data type N\
[12/1 Directly derived data types / \
12/2 Enumerated data types ()
12/3 Subrange data types NN/ AN
12/4 Array data types AN\ ) >
[12/5 Structured data typ8s Q ( NN
13 Standard default initiahyalues, NO N/
Subclause 2.5.1.3 User-declared functions-tao table entry)
P2/1 Type conversions (sq,(e Table 4)
D2/2 TRUNC function  \ 7
D2/3 Bcp’m ** fupetions\ N\
D2/4 * RO_BCR flinction3\ ~J /
P3/1-11 \éﬁ\ quefuﬂctlo of cﬁ‘&R meric vafiable:
S I\E%G S, TAN, ASIN, ACOS, ATAN
P4/12n-18n Standa }&\ag\& \a%t\?ﬁtéc\:f ctions:
/\ MDD, M D, PT, MOVE
P4/ andard symbatic arithieti€ functions:
125-15s, 173\// S\/\z \ \\ }S
D5/1-4 Standardhbit string¥undtions: SHL, SHR, ROR, ROL
P6/5s-8s \ \ tan %\Wlse Boolean functions:
% X0 oT
D6/55- 7< i{ \did §>nbollc bitwise Boolean functions:
1 —
D7/4-2_ \ X\ -] Standard selection functions: SEL, MAX, MIN, LIMIT, MUX
D3I50-10M\¢) \ Stanglard named comparison functions: GT, GE, EQ, LE, LT, NE
D8/5s- 105 A%\ | Stahdard symbolic comparison functions: >, >=, =, <=, <, <>
P9/1-9 Standard character string functions: LEN, LEFT, RIGHT, MID, CONCAT, INSERT,
DELETE, REPLACE, FIND
B0 -14 Standard functions of time data types: (see NOTE)
ADD, SUB, MUL, DIV, CONCAT,
DATE_AND_TIME_TO_TIME_OF_DAY, TIME_OF_DAY_TO_DATE_AND_TIME
31/1-4 Standard functions of enumerated data types: SEL, MUX, EQ, NE
32 Standard access mechanisms to function block I/O parameters
33/8a,8b,9a,9b User-defined function blocks per IEC 61131-3:2003, 2.5.2.2,
with graphical or textual rising or falling edge input options
34/1-3 Standard bistable function blocks: SR, RS, SEMA
35/1,2 Standard edge detection function blocks: R_EDGE, F_EDGE
36/1-3 Standard counter function blocks: CTU, CTD, CTUD
37/1,2a,3a, 4 Standard timer function blocks: TP, TON, TOF, RTC
55/1-17 Standard operators:
(), function evaluation, **,—, NOT, *, /, MOD, +,—, <, >, <=, >= = <> &, AND, XOR, OR
NOTE IEC 61131-3:2003, Table 30, limits the data types to which these operations apply.
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Table 3 — ST language elements

IEC 61131-3:2003 | Feature description
Table/feature

55/1-17 Standard operators:
(), function evaluation, **,—, NOT, *, /, MOD, +,—, <, >, <=, >=, = <> &, AND, XOR, OR
56/2 Function block invocation and output usage
Table 4 — Type conversion operations
Operation Result Error conditions
I\IV DI'I' 'I'f\ I\I\IV DI'I' (a3 A t /! II\‘I A

ANY BIT_TO_ANY_INT OUTmin + Sbk2k  (note 5) Result > OUTmax [
\NY BIT_TO_BOOL FALSEifIN=0 None <\\

TRUE otherwise /\
ANY_BIT_TO_STRING See note 6 None
ANY_DATE_TO_STRING See note 7 None
\NY_INT_TO_BOOL FALSEifIN=0 None \ \ v

TRUE otherwise
\NY_NUM_TO_ANY_INT IN (note 8) m N
ANY_NUM_TO_ANY_REAL |IN Seeng
\NY_NUM_TO_DATE See note 10 B (/
\NY_NUM_TO_STRING See note 11 ( \\V" /L IN N\,
\NY_NUM_TO_TIME See note 12 N ¢ AN
\NY _NUM_TO_TOD See note 13 \O M\
\NY_REAL_TO_BOOL FALSE if w None

TRUE otherwise
BOOL_TO_ANY_BIT 0 |f IN= None
BOOL_TO_ANY_INT /\ |1} F\&H E\\ \
BOOL_TO_ANY_REAL ~Q[0 if IN kxl\%\ )\/ None

o ifANE TR
BOOL_TO_STRING é&?&q\h\ﬁi% None
UERIN XTRU

DATE_TO_ANY_NUMS Seehote T4 Result > OUTmax
STRING_TO_ANY” Capverted data See note 15
TIME_TO_ANY/NUM See note)16 Result > OUTmax
TOD_TO_ANY\NUM Seenoté 17 Result > OUTmax

ic data types ANY_NUM, ANY_REAL, ANY_INT, and ANY_BIT defineq
is |ntended to |mp|y a famlly of conversions. For instance, the

value of the input variable of the type conversion function.

nd OUT 5« refer to the minimum and maximum values of the output data typsg
bf the_conversiolrfunction, as defined in Clause 5.

NOTE 4 In conversions of bit string types, if the number of bits in the input variable IN is less tharn
he number of the bits in the output variable OUT, the bits of the input is copied to the
corresponding least significant bits of the result and the remainder of the result is zero-filled. If the
number of bits of IN is greater than the number of bits of OUT, the least significant bits of IN is
copied to the corresponding bits of the result. For instance:

SWORD_TO_WORD(16#FF) = 16#00FF
and
WORD_TO_SWORD (16#0FF0) = 16#F0

NOTE 5 Bit numbering in this expression is as specified in IEC 61158-6-2:2010.

NOTE 6 The result of conversion of a bit string variable to type STRING consists of a string
containing the base 16 literal representation of the variable value, as defined in IEC 61131-3:2003,
2.2.1, in characters taken from the ISO/IEC 646 character set.

NOTE 7 The result of conversion of a date and/or time of day variable to type STRING consists of
a string containing the literal representation of the variable value, as defined in IEC 61131-3:2003,
2.2.1, in characters taken from the ISO/IEC 646 character set.

NOTE 8 Conversion of REAL and LREAL to integer types is accomplished by rounding as
specified in IEC 60559.
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NOTE 9 Rounding errors may occur if the number of significant bits in the input variable is larger
than the number of significant bits in the output floating-point representation. Also, range errors of
the type noted for ANY_NUM_TO_ANY_INT may occur in LREAL_TO_REAL.

NOTE 10 Conversion of a variable of a numeric type to DATE has the same result as conversion
of the variable to UINT, with the result being interpreted as the number of days since 1972-01-01.

NOTE 11 Conversion of a variable of a numeric type to type STRING consists of a string
containing the literal representation of the variable value, as defined in IEC 61131-3:2003, 2.2.1, in
characters taken from the ISO/IEC 646 character set.

NOTE 12 Conversion of a variable of a numeric type to TIME has the same result as conversion
of the variable to DINT, with the result being interpreted as a duration in milliseconds.

NOTE 13 Conversion of a variable of a numeric type to TOD has the same result as conversion of
the variable to UDINT, with the result being interpreted as a time since midnight in milliseconds.

O e O O a vdrllable O vpe LA O d ume d vpe
Conversion of a variable of type UINT to the corresponding numerical type, with the
humerical equivalent of the days since 1972-01-01.
NOTE 15 It is an error if the STRING data to be converted is not in
epresentation of the output data type as specified in IEC 61131-3:2003,
Conversion is outside the range {OUT ;- OUT 54}
6.1.5.3.2
The va .1, are
as sho
NOTE are defined in other standards orn in the
specificgtions of individual functignal
Table 5 - i ntation-dependent parameters
Sub¢lause of Parameter Value
IEC 51131-3:200?3\/ h\ R X
2.2.31 /\ \R\ang}e\of vaIue&oYduration Same as LINT in microsecdnds
2.3.1 \ \ Reﬁwge Wfor variables of type TIME Same as DINT in millisecorjds
ecistan of representation of seconds in types 1ms
TIME_OQF_DAY and DATE_AND_TIME
2.3.31 \ N o NMaximum number of enumerated values 256
2.3.92 AN Default maximum length of STRING variables 256
)"\ {Maximum allowed length of STRING variables 65 536
2.4.1.2 ) Maximum number of subscripts 8
Maximum range of subscript values 0-255
Maximum number of levels of structures 8
2515 Maximum inputs of extensible functions 8
2.5.1.51 Effects of type conversions on accuracy As defined in Table 4
25.15.2 Accuracy of functions of one variable As defined in IEC 60559
25233 PVmin, PVmax of counters 0, 65 535
6.1.5.3.3 Language extensions

The extensions to IEC 61131-3 defined in this part are listed in Table 6. When these
extensions are used in a particular device, the subclause references in this table shall be
replaced by references to the descriptions of the corresponding extensions in the functional
unit’s documentation.
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Table 6 — Extensions to IEC 61131-3:2003

Subclause Description

2141 ITIME data type

FTIME data type

LTIME data type

STRING2 data type
STRINGN data type
SHORT_STRING data type

STRINGI data type
EPATH data type

21.4 Structured bit string types
2.2 Operations on STRING2 variables
2241 Numbered bit string access N
2242 Structured bit string access (
N

ASEs
Object management ASE

Overview

elements or system management elements.

An acgess rule is associated with ed
reques]\er can access this attribute. Th

- Se

table (Set) — The attribute may

behavior of the device does n¢
imglementation of thagobj i

— Seftable attributes g

- Ge

shd
6.2.1.2
6.2.1.2.

6.2.1.2.1.

The b4

AP cla

how a

(if the
device

b5

s, but

| other

(*) in fropt'of an attribute or a service means that this attribute/service is either mande1tory or
optional\based on some constraints defined in the attribute/service description.

FAL ASE: FAL Management ASE

CLASS: Base_Object

CLASS ID: NULL

PARENT CLASS: TOP

ACCESS ATTRIBUTES:

1
2
SYSTE

(m) Key Attribute:  Object Instance number
(o) Key Attribute: Symbolic name
M MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
(") Attribute: Revision
(o) Attribute: Max Instance
(o) Attribute: Number of Instances
(o) Attribute: Optional attribute list
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4.1 (m) Attribute: Number of attributes

4.2 (m) Attribute: Optional attributes

5 (o)  Attribute: Optional service list

5.1 (m) Attribute: Number services

5.2 (m) Attribute: Optional services

6 (o) Attribute: Maximum ID Number Class Attributes

7 (o)  Attribute: Maximum ID Number Instance Attributes

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):

1

(0)

Attribute:

Attr1

SYSTEM MANAGEMENT SERVICES:

1 (Q) Maqt Service: Get Attribute All

2 (o) Mgt Service: Set_Attribute_All

3 (o) Mgt Service: Get_Attribute_List

4 (o) Mgt Service: Set_Attribute_List

5 (o) Mgt Service: Reset

6 (o) Mgt Service: Start

7 (o) Mgt Service: Stop

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

10 (o) Mgt Service: Get_Attribute_Single
11 (o) Mgt Service: Set_Attribute_Single
12 (o) Mgt Service: j

13 (o) Mgt Service: _Attriby

14 (o) Mgt Service:

15 (o) Mgt Service:

16 (o) Ops Service:

OBJECT MANAGEMENT SE

1 o] Ops Service

2 o] Ops Servit

3 0 Op' ..

4 s Séryice

5 .

6

7

8

9 Delete

10 ( Get_Attribute_Single
11 ( Set_Attribute_Single
12 ( NOP

13 (0)” Ops Service:  Apply Attributes

14 (o) Ops Service: Save

15 (o) Ops Service: Restore

16 (o) Ops Service: Group_Sync
OBJECT SPECIFIC SERVICES:

1 (o) OpsService: Service1
6.2.1.2.1.2 Access attributes

These internal attributes uniquely identify an object instance within a device.

corresponding values are used as part of the path in service requests to specify the target
object instance.

Object Instance number
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Unique number associated with a given object instance. Instance number 0 (zero) means that

access to the object class itself is requested.
Symbolic name

Optional name which may be associated with a given object instance.

6.2.1.2.1.3 System management attributes (class attributes)

Attributes at the class level. An attribute whose value is shared by all objects within the same

class is referred to as a Class Attribute.

Seven|predefined Class Attribute IDs are reserved for class object d n. The|seven
predefined/reserved class attributes have the definitions listed b these
attribules are reserved, class Attribute ID numbers 1 through 7<are erved.
Therefpre, if a class attribute is added to an object specificatigm it 't with
AttributelD #8.

If a CITSS Attribute is optional, then a default value or a speti d shall
be defined such that the Client (Requester) can process the erte 5 when
accesging those objects that choose not to implement

All thel[common class attributes have an access ru

Revisi([>

Revisi ribute is one (1). If updates that
requirg g of this attribute increases by (1.

If the ' [ ' impJementations. If the value is greater than
1, ther Sry. an object specifies the interface [to that
object, 3 i in’the object specification, including sdrvices,
attribu

Max In

Maxim an_object currently created in this class level in the devige. The
largest i j at this class hierarchy level created in the device.
Number ¢

Numbe j i currently created at this class level in the device. The number of
object e i

Optionalkattribute list

List of optional instance attributes utilized in an object class implementation. A list of attribute
numbers specifying the optional attributes implemented in the device for this class.

Number of attributes

Number of attributes in the optional attribute list.
Optional attributes

List of optional attribute numbers.
Optional service list

List of optional services utilized in an object class implementation. A list of service codes

specifying the optional services implemented in the device for this class.
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If an optional service is implemented in a class, and the Optional Service List class attribute is
also implemented in the class, then the service shall be included in the Optional Service List.

Number services

Number of services in the optional service list.
Optional services

List of optional service codes.
Maximum ID Number Class Attributes

The Attribute ID number of the last class attribute of the class definition implemented in the

device

NOTE [This allows to simplify auto determination of class implementation by a remot

Maxirr]um ID Number Instance Attributes

The A
the deyice.

NOTE [This allows to simplify auto determination of class impleme
6.2.1.2.1.4 Object management attributes

Attribufes at the instance level

An Ins
Instang
class,

ance™and
stance

onwargq i s of the cla
instang Z

6.2.1.2.1. etR_ M3 < ass level) and object management (instance

All the . i e same way, whether used as system managen

Object
Get_Attfi

The G

Set_Attribute All

ot shared by the objec

Each i t utes, ;;stae attribute ID’s may be numbered

ID = 0 shall be applied

hted in

class.
to the

from 1
t is an

ent or

t class

The Set_Attribute_All service modifies the contents of all attributes of the specified object
class (APO system management attributes) or instance (APO Object Management attributes).

Get_Attribute_List

The Get_Attribute_List service returns the contents of the selected gettable attributes of the
specified object class (APO system management attributes) or instance (APO Object

Management attributes).

Set_Attribute_List

The Set_Attribute_List service updates the contents of the selected attributes of the specified
object class (APO system management attributes) or instance (APO Object Management

attributes).
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Reset

The Reset service invokes the Reset service of the specified APO object class or instance.

Start
The Start service invokes the Start service of the specified APO object class or instance.
Stop
The Stop service invokes the Stop service of the specified APO object class or instance.

Create

The Create service results in the instantiation of a new object instancg (within“the. 'sp
object class.

Delete)
The Dg¢lete service deletes an object instance of the specified ok
Get_Attribute_Single

The (et Attribute_Single service returns the contenis

ecified

ied attribute |of the

specified object class (APO system manageme i stance (APO |Object
Management attributes).

Set_Aftribute_Single

The Skt Attribute_Single service modifies th of the
specified object class (APO syste i Object

Find_Next_Object_Instance

The Fipd_Next_0Object\
It cauges the si )
associated with €exi ]
access

be supported at the APO object class levél

es. Existing objects are those that are cyr

NOP

out any other internal action.

The Apply, Attributes service causes attribute values whose use is pending to
activel i i j }

Save

only.

assvto search for and return a list of Instanpe IDs

rently

receiving APO object instance to return a No Opkration

The Save service copies the contents of an APO object class or instance attributes to a

location accessible by the Restore service.

Restore

The Restore service restores the contents of an APO object class or instance attributes from

a storage location accessible by the Save service.

Group_Sync

The Group_Sync service verifies that each member of a group is synchronized to System

Time.
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6.2.1.2.1.6 Object specific services

Object-specific services are unique services supported only by the class of objects in which
they are defined, whereas common services may be used in many objects. Object-specific
service codes shall be unique only within the class in which they are defined.

Object-specific services sent to the class level of an object are called object-specific system
management (class level) services. Object-specific services sent to the instance level of an
object are called object-specific object management (instance level) services.

6.2.1.2.2 Identity formal model

6.2.1.12.1 Class definition

The Identity ASE provides identification and general information abo(t t QVi stance
one of[the Identity object shall be present in all devices.

The first instance identifies the whole device. It shall be useq for electronic i and by
applicgtions wishing to determine what nodes are on th P bs are
optional. They may be provided by a device to give additi ice and
its subpystems.

(*) in front of an attribute or a service means thg
optional, based on some constraints defi

tory or
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FAL ASE: FAL Management ASE
CLASS: Identity_Object

CLASS ID: 1

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

2 (*) Attribute: Max Instance

6 to—Attribute: MeaximumtB-Number-CtassAttributes
7 (o)  Attribute: Maximum ID Number Instance Attributes
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (m) Attribute: Vendor ID

2 (m) Attribute: Device Type

3 (m) Attribute: Product Code

4 (m) Attribute: Revision

4.1 (m) Attribute: Major Revision

4.2 (m) Attribute: Minor Revision

5 (m) Attribute: Status

5.1 (m) Attribute: Owned

5.2 (m) Attribute: Configuréd

5.3 (m) Attribute: Additional 'S

5.4 (m) Attribute: Minor Reco

5.5 (m) Attribute:

5.6 (m) Attribute:

5.7 (m) Attribute:

6 (m) Attribute:

7 (m) Attribyge:

8 (o Att@

9 (o Attribute

10 ( AttribGte

11 ( 2

12 ( ported Language List
13 ( grnational Product Name
14 S Semaphore

14 .1 Client Electronic Key
14.2 e Semaphore Timer

15 (@) Attribute: Assigned Name

16 (e Attribute: Assigned-Description

17 (o) Attribute: Geographic Location
SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attribute_All

5 (o) Mgt Service: Reset

10 (o) Mgt Service: Get_Attribute_Single

12 (o) Mgt Service: Find_Next_Object_Instance
OBJECT MANAGEMENT SERVICES:

1 (m) Ops Service: Get_Attribute All

5 (m) Ops Service: Reset

10 (o) Ops Service: Get_Attribute_Single
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6.2.1.2.2.2 System management attributes (class attributes)

Max instance

If multiple subcomponents can be identified using instances of the Identity object, then this

attribute is mandatory, else it is optional. The numerically lowest available integer shall be
assigned as the Instance ldentifier of a newly created Identity object instance.

6.2.1.2.2.3 Object management attributes

The following instance attributes shall be used to identify with certainty the appropriate device
targeted by a connection originator:

Vendor ID;
Device Type;
Product Code;
Revision.

e bd-=

This cpllection of attributes, when kept by the connectiof referred t¢ as a

devicels “electronic key”.
Vendofr ID

Identifi
particu

IDs uniquely ideptify a

This in
Devic]
Indica

a Dev
produg

ability,
havior,
urable

attribu evices
with th ent the
commg Device

Typer
This in
Produ¢

Identifi sighed
Produg r shall
assign| this code to each of its products. The Product Code typically maps to one of more
catalogup/mndpl numbers Praoducts shall have different codes if their r‘nnfiguratinn and/or
runtime options are different. Such devices present a different logical view to the network.
The value zero is not valid.

This instance attribute has an access rule of Get only.
Revision

Revision of the item that this instance of the Identity object represents. The Revision attribute,
which consists of Major and Minor Revisions, identifies the Revision of the item the Identity
object is representing.

The value zero is not valid for either the Major and Minor Revision fields of a compliant
product. A damaged product may return zero to indicate unknown revision if its storage of
revision become corrupt.
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The Major and Minor Revision are typically displayed as "major.minor", minor revisions being displayed
as three digits with leading zeros as necessary.

stance attribute has an access rule of Get only.

jor revision

The major revision should be incremented by the manufacturer when there is a significant
change to the ffit, form, or function’ of the product. Any changes that effect the
configuration choices available to the user require incrementing the major revision.

Minor revision

Th
co
fir
Statu

Summ

figuration choices, e.g. bug fixes, hardware component change, fabe
ware changes should, at a minimum, update the minor revision.

value ¢hanges as the state of the device changes. The detailed

is desdribed in IEC 61158-6-2:2010.

NOTE 2

implemgnters.

The events that constitute a fault (recoverable or u

ct user

chanige. All

ice. Its
tribute

device

This instance attribute has an access rule of Ge
Owned
A ([TRUE) indicates the device (or 3 he device) has an owner.
Copfigured
A ic€ has been configured to do something
different than the\‘outxof- guit is shall not include configuration |of the
cofnmunications.
Additional
Th i i ofe detailed information about device status, aphd can

ha

Major Fault

Connected, Active
Idle (program mode type)

Minor recoverable fault

A (TRUE) indicates the device detected a problem with itself, which is thought to be
recoverable. The problem shall not cause the device to go into one of the faulted states.

NOTE 3 For example, an analogue input device is sensing an input that exceeds the configured maximum input

value.

Minor unrecoverable fault

A (TRUE) indicates the device detected a problem with itself, which is thought to be
unrecoverable. The problem shall not cause the device to go into one of the faulted states.

NOTE 4 For example, the device’s battery backed RAM requires a battery replacement. The device is required to
continue functioning properly until the first time power is cycled.
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Major recoverable fault

A (TRUE) indicates the device detected a problem with itself, which caused the device to

go
NOTE 5

into the “Major Recoverable Fault” state.

For example, the device’s configuration is incorrect or incomplete.

Major unrecoverable fault

A (TRUE) indicates the device detected a problem with itself, which caused the device to

go

into the “Major Unrecoverable Fault” state.

A device may not be able to communicate in the Major Unrecoverable Fault state.
Therefore, it might not be able to report a Major Unrecoverable Fault. It shall not process

a F
de

NOTE 6
Serial

Serial
ID to
guaran

This in
Produ

Humar
produg

This in

State

NOTE 7
State at

This in
Config

Conter
occurr

Indicatjon of the

ice power.
For example, the device failed its ROM checksum process.

number

uct'may automatically modify the Configuration Consistency Value whenever an

cle the

/endor

ible for

of the
t code

am.

i by the

n has

A pro

y non-

volatile attribute is altered. A client node may, or may not, compare this value to a value
within its own memory prior to system operation.

NOTE The client node’'s behavior, upon detection of a mismatch, is vendor specific. The Confi
Consistency Value may be a CRC, incrementing count or any other mechanism. The only requirement is that if the
configuration changes, the Configuration Consistency Value should be different to reflect the change.

This in

stance attribute has an access rule of Get only.

Heartbeat interval

Sets the nominal interval between production of optional heartbeat messages.

This in

stance attribute has an access rule of Get/Set.

guration
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Active language

Currently active language for the device. If this attribute is supported, all character strings
within the device of data type STRING or SHORT_STRING shall follow this setting. Only
languages supported by the 1ISO 8859-1 character set can be represented in these strings; if
the Active Language is set to a language which cannot be represented in ISO 8859-1, the
device shall return the string in the default language. Any other object attributes (class or
instance level) which set the language for strings of these data types shall not be supported
(i.e. the class level Native Language attribute of the Parameter and Parameter Group
objects).

This instance attribute has an access rule of Get/Set.

Suppolrted language list

List of Jlanguages supported by character strings of data type STRIN ithin\the\devicg.

This instance attribute has an access rule of Get.
International product name

Namegq of the product in various languages.

This instance attribute has an access rule of Ge

Semaphore

Provides a semaphore for client access'Synchronjz2e to the entire device.

This s eset or power-up is always zerp. The
Semag [ ‘ Xo| . ue reported will be the current corjtent of
the Se i i i c ' actual) timer value.

Clig

endor JD and the client’s device serial number.

This i ilh d ti vat when non-zero, counts down to zero. When the Sempphore

Th phiore TNmepy component operates at the base time resolution of the device.
Th if the ime”base of the device is greater than a 1 ms resolution, the t|mT value
acq ttribute shall be rounded up to the next timer increment appropriate for

the| deviee.

When a Set_Attribute_Single service is directed to this attribute, the attribute will be set to the
service data if either of the following is true:

— The current value in the attribute is zero;

— The Electronic Key portion of the service data matches the Electronic Key portion of
the attribute data.

This instance attribute has an access rule of Get/Set.
Assigned name

This text string represents the user assigned name of the device.

This instance attribute has an access rule of Get/Set.
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Assigned description

This text string represents a user assigned description of the device and may also describe its
function.

This instance attribute has an access rule of Get/Set.
Geographic location

This text string represents the physical location of the device as provided by the user.

This instance attribute has an access rule of Get/Set.

6.2.1.2.2.4 System management (class level) and object manage
level)services

Object t.
Reset

The Object Specific Data of the request primitive will contain™a i : specify
the typ corresponding Reset ¢ptions

are sp¢

When

The Regset service shaf\not e Fault
state.

6.2.1.2.2.

The bs
This S
and wi

own in the State Transition Diagram (STD) in Figure 3.
¢ device with the status reported by the Status Ajtribute
g Status LED (see IEC 61158-4-2:2010 for details).

A devi y Be able\to communicate in the Major Unrecoverable Fault state. Thdrefore,
it migh eport a Major Unrecoverable Fault. It will not process a Reset service.
The only exit Aajor Unrecoverable Fault is to cycle power.

The ldentity object triggers production of heartbeat messages as defined by the underlying
networkwhen:

— the interval configured in the Heartbeat Interval Attribute has passed since the last
heartbeat message;

— the Heartbeat message contents change, at a maximum rate of one “data changed”
heartbeat message per second.

The Heartbeat Interval value shall be saved as a Non-Volatile attribute. Heartbeat messages
are only triggered after the device has successfully completed the network access state
machine and is online. Not all networks support sending the Heartbeat message.
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Nonexistent Off <
Power Loss (from
tati
ﬁower Applied any state)
Identity Object Reset Service q Device Self Testing
(from any state except Major Flashing Red/Green Failed
Unrecoverable Fault) Tests
l Passed T ests
Fault corrected
> Standby
Flashing Green
Activated Minor
. Fault
Deactivated \ 4
Operational
Solid Green '
e
1
i Major
, Recoverable
, Fault
1
i Major
. Recoverable LED = Module Stat
, Fault
! Flashing Red
1

The ST

¥ Hcartbeat production enab

Power Ap
Passed

Activated:
was desig

recoverable It has occurred;

Major recoverable fault: an event classified as Major Recoverable Fault has occl

device
ay not

which

minor

rred;

Major unrecoverable fault: an event classified as a Major Unrecoverable Fault has

occurred.

Table 7 defines the state event matrix for the Identity object.
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Table 7 — Identity object state event matrix

Event Nonexistent Device Self Standby Operational Major Major
Testing Unrecoverable | Recoverable
Fault Fault
Power Loss Not Transition to Transition to Transition to Transition to Transition to
Applicable Nonexistent Nonexistent Nonexistent Nonexistent Nonexistent
Power Applied | Transition to Not Not Not Not Not
Device Self Applicable Applicable Applicable Applicable Applicable
Testing
Failed Tests Not Transition to Major [ Not Not Not Not
Applicable Unrecoverable Applicable Applicable Applicable Applicable
rauit
Passed|Tests [Not Transition to Not Not A Not Not
Applicable Standby Applicable Applicable N Wab Applicable
Deactivated Not Ignore Event Ignore Event TransitiorCto Ignqrekyvent Ignore Event
Applicable Stand
Activatgd Not Ignore Event Transition to Ignoke Eve Ig}a\e,-?ent Ignore Event
Applicable Operational
S
Major Not Not Transition to \@ore Event Ignore Event
Recoverable Applicable Applicable Major
Fault Recoveraple
Fault (7
Major Not Not Transiti \o/ Ignore Event Ignore Event
Unrecoyerable | Applicable Applicable ajo
Fault *{ecov rable nrecpverable
u
Minor Not Ignore Event Igno ent Ignore Event Ignore Event Ignore Event
Recovefable |Applicable (
Fault
. ~_J
Minor Not gnore |Event Ignore nt Ignore Event Ignore Event Ignore Event
Applicable
Unrecoyerable
Fault /\
Fault Nov x Not Not Not Not Transition to
Corrected Appli a?@\ /AQpIic le Applicable Applicable Applicable Standby
AN
Reset Not estart Self Tests Transition to Transition to Ignore Event Transition to
Apphcab Device Self Device Self Device Self
Testing Testing Testing
Module Off \ Fl ng Red/Green | Flashing Green [Solid Green Solid Red Flashing Red
Status L \
The SEM forthe ntity object contains the following states:
— |Noenexistent: the device is without power;
— Device Self Testing: the device is executing its self tests;
— Standby: the device needs commissioning due to an incorrect or incomplete

configuration;

recoverable;

unrecoverable.

Operational: the device is operating in a fashion that is normal for the device;

Major Recoverable Fault: the device has experienced a fault that is believed to be

Major Unrecoverable Fault: the device has experienced a fault that is believed to be
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6.2.1.2.3 Assembly formal model
6.2.1.2.3.1 Class definition

Each piece of data (whether real time or configuration data) communicated by a device may
be represented by an attribute of one of the device internal objects. Communicating multiple
pieces of data (attributes) across a single connection may require that the attributes be
grouped or assembled together into a single block for optimization purpose. Instances of the
Assembly object class perform this grouping. Individual components are referenced in the

definitions below as "members" of the Assembly.

An Assembly object represents a buffer that binds attributes of multiple objects, allowing data

Cts are
Eembly
e user. The
by the product
img er list shall be fixed.
NOTE
Instang device
profileg.
The be sembly
memb ynamic
AssemI list is
define
To prdvide for a ete objects, as well as change membgr lists,
Dynantic Assemkli€ services which are not supported by | Static
Assemlies.
aservice means that this attribute/service is either mandqtory or
gints defined in the attribute/service description
FAL Management ASE
Assembly_Object
4
Base_Object

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute:  Symbolic name

3 (m) Attribute: Assembly type (STATIC, DYNAMIC)
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (m) Attribute: Revision = 2

2 (o)  Attribute: Max Instance

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (*) Attribute: Number of Members in List

2 (*) Attribute: Member List

21 (m) Attribute: Member Data Size

2.2 (m) Attribute: Member Path Size

2.3 (m) Attribute: Member Path

3 (m) Attribute: Data
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4 (o) Attribute: Size

SYSTEM MANAGEMENT SERVICES:

8 (c) Constraint: Assembly type = DYNAMIC
8.1 (m) Mgt Service: Create

9 (c) Constraint: Assembly type = DYNAMIC
9.1 (o) Mgt Service: Delete

10 (m) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:

9 (c) Constraint: Assembly type = DYNAMIC
9.1 (m) Ops Service: Delete

10 (m) Ops Service- Get Attribute Single

11 (") Ops Service: Set_Attribute_Single
6.2.1.2.3.2 System management attributes (class attributes

No spqcific requirement for this object.

6.2.1.2.3.3 Object management attributes

Access
the As
This in
Numbdr of members in "Member List"

This instance attributehas a

Member list
This instance attr; &N

tate of

lembly.

lembly.

The m nber in
the Me

This in 8 s an access rule of Get only for a Static Assembly, of Sett for a
Dynanic 7 3

Me

si

Ze~of'member data (in bits).

Member path size

Size of Member Path (in octets). If no path is specified, then a value of zero shall be used.

Member path

Internal path to/from data for this member (packed format). See IEC 61158-6-2:2010 for

the format of packed path.

The following rules apply to the "Member List" attribute.

When an empty path (Member Path Size = 0) is used in an Assembly member list, the
Assembly shall insert/discard the number of bits as specified in the Member Data Size

sub-attribute field when producing/consuming. The Assembly object shall insert

if it is
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producing and discards if it is consuming. The Assembly shall use a value of zero for all
produced data which has been inserted.

NOTE 1 The use of an empty consumed path allows, for example, data destined for multiple nodes to be sent in a
single message since each node can be configured to discard data in the message not intended for it.

The empty path shall be supported for all dynamic assemblies. Static assemblies may also
contain empty paths.

No checking is required from the Assembly object at any time to verify that the size of the
member data is correct for the given member path. It is the responsibility of the Assembly
member to properly handle too much or too little data. The Assembly shall deliver the
configured number of bits to the member.

ch Assembly

member on a octet, word, or other boundary. Empty paths m to provide

No{padding shall be done by the Assembly object itself to align data from
ding if desired.

pa
Data

All of the member data packed into one array.

NOTE 2| This data may contain many different data types. For efficienCy_it is e R ‘keep thjs data word aligned
by packing it on word boundaries and adding padding as needed. 0 be using “empfy paths”
(Membef Path Size = 0).

This instance attribute has an access rule of Set
Size

Numbdr of octets in "Data" attribute.
This in

6.2.1.2.3. level)

Delete

At the onit), the Delete service deletes the specified Assembly
object 3 associated resources. At the class level (pystem
manag i g etesall existing Assembly instances.

Set_Af
The Set Attri —8ingle/service modifies the contents of the specified attribute [of the
specifig object instance. This service is optional for a Static Assembly,

mandgtory for a mic Assembly. This service may be used to add or remove a member
to/fron| the Assembly Member List of a Dynamic Assembly.

6.2.1.2.3.5 Assembly state machines

Actual usage of the supported services (e.g. Get_Attribute_Single and Set_Attribute_Single)
is limited by the operating state of the Assembly object. These constraints are detailed in the
Assembly State Machines below.

Static Assembly state machine

Figure 4 and Table 8 illustrate the behavior of Static Assembly objects.
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Non-Existent

Power Up
Run
Get_Attribute_Single/
Set_Attribute_Single/ .
(Set on attribute 3 only) Inactive
A
Message Produced/ End of Production/
Consu sed Consu m_pfi 0
A 4
Active

Table 8 — Sta

c Ass

Event _—\_Static Assemhly object state
Non-existent Inactive \ Active
Power U Transition to Ipactive \\lot a\qpli(%{gle Not applicable
Get_Attripute_Single |Error: Objecf does\nof/exist. \Validate ice the yequest. Error: Object state conflict
N ﬁgt fespons
Set_Attripbute_Single |Error: Opject does not exist.\| Vali t?/seMge/the request. Error: Object state conflict
Ngturn sponse

Message produced/ LErrox,_Object does hotexish K ransition to Active. Error: Object state conflict
consumed in producing/consuming

/\ ~_\ fropm/to each member in list.
End of production/ ~Qbjectdoes\ot exist. Error: Object state conflict Transition to Inactive
consumption
For all tati §sembly object, the Get_Attribute_Single and Set_Attfibute_
Single orted), are only available in the Inactive state.

Dynamic As

Figure

5 and'Table

ly state machine

illustrate the behavior of Dynamic Assembly objects.
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Non-Existent

A
Create Delete
Get_Attribute Single/ Run
Set_Attribute_Single/ A 4
Create/ >
Delete Inactive
A
Message Produced/ End of Production/
C OIS UITICU \,ULlsLlIIlpLiUIl
Active

Figure 5 — Dynamic Assembl

Wssomated
resQurces.
Transition to Non—Existent

Table 9 — Dynatmic Assembl
Even _—\ Dynamis Asse -.bly object state
Non-existent ( Inactive Active
Creatg Class instantiates an t applicabl Not applicable
Assemply object.
Transitioq to Inqgtive
Deletd Errpi Obje does n ist: Error: Object state conflict

Get_A ttribute_SinéK/

,E rro@ict%&es HQQ(E\

Valfdate/service the request.
Return response

Error: Object state conflict

Set_#ttribute_SingI?EQ:Ws\rﬁ)t ast]

Validate/service the request.
Return response

Error: Object state conflict

Message produged/
consymed

(e\ Ew\ivgs}m{ exist.

Transition to Active.
Begin producing/consuming
from/to each member in list.

Error: Object state conflict

End of pfodustion/ \ Error:
consymptign

Ject does not exist.

Error: Object state conflict

Transition to Inactive

A\
For all attrimynamic Assembly object, the Get_Attribute_Single and Set_Att

Single[services (when supported), are only available in the Inactive state.

ribute

6.2.1.2.3.6

Specific requirements for a connection to the Assembly object

The Assembly object shall be unique among all objects in that its connection points and
instances are the same. For example, connection point 4 of the Assembly object shall be the

same as instance 4 of the Assembly object.

Accessing data with a path specifying

"class=Assembly, instance=VV, attribute=3" shall return the same data as a path specifying
"class= Assembly, connection point=VV, attribute=3".

When the Assembly object is the target of a connection, one instance plus two connection
points shall be specified by the connection path in the Forward_Open service.

The format of the connection path shall be "class=Assembly, instance=XX, connection
point=YY, connection point=ZZ" where XX is the instance, and YY/ZZ are the connection
points. Any data segment in the path shall be used to set the data attribute of instance XX.
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Connection point (instance) YY shall be the consumer (O=T) for the connection. Likewise,
connection point (instance) ZZ shall be the producer (T=0).

Using this format, three instances shall be specified for a connection to the Assembly object:

— configuration,

— pro

ducer,

— consumer.

For example, the following two connection paths specify the same producer instance 8. These
two connections can be made simultaneously provided that the connection requested

specifi

— cla

— cla
6.2.1.2
6.2.1.2

The M
which
device

The M
addres
may b
Messa

The fir|
object
by the
ofa M
Not Fo

The sd

servicq i
addressi
and re$

When
Messa
conneq

ES multipoint.

5s=Assembly, instance= 5, connection point=4, connection point=8

5s=Assembly, instance= 3, connection point=2, connection pg
4 Message Router formal model
4.1 Class definition

S ection point t
b client may address a service to any object(clags iN§ siding in the p

Every node shall contain instance 1 of th object

ossage Router ASE (object) sha ' i nessages (service indi

sed to application or user objects withi Jevice)}—Fhe source of these me
SMM), or an active connection

pe Router object.

| then be parsed to determine the
hall be performed on every service rg
at cannot be interpreted by the impleme

Message Route
pssage ¢® i
und" statu

ted ‘service responses shall be routed back across the connection from wh

hrough
hysical

cations
bsages
to the

target
ceived
htation
Object

If the
prvices
equest

by the
bst. All
ch the

servicq

request was received. All unconnected service responses (UCMM) shall be rg

turned

via the

same UCMM transaction that provided the request.

NOTE Practically, the Message Router acts as an internal switching board, which retains all the necessary routing
information for messages. Therefore, the target objects do not need to be aware of this information (matching of

service i

ndications and responses is achieved via a Local ID provided by the Message Router).
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FAL ASE: FAL Management ASE

CLASS: Message_Router_Object

CLASS ID: 2

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

4 (o) Attribute: Optional attribute list

4.1 ) Attribate: Number-of-attributes

4.2 (m) Attribute: Optional attributes

5 (o) Attribute: Optional service list

5.1 (m) Attribute: Number services

5.2 (m) Attribute: Optional services

6 (o) Attribute: Maximum ID Number Class Attributes
7 (o)  Attribute: Maximum ID Number Instance Attyi S
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIB

1 (o) Attribute: Object_List

1.1 (m) Attribute: Number

1.2 (m) Attribute: Classes

2 (o)  Attribute: Number av@ailable

SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attribute

3 (o) Mgt Service:

10 (*) Mgt Service:

OBJECT MANAGEMENT S

1 (

3 (

10 (

6.2.1.2.4.

No spe

6.2.1.2.4:

Object

List of jobject class codes supported by the device via the Message Router.

This instance attribute has an access rule of Get only.
Number

Number of supported classes in the Classes attribute below.
Classes

List of class codes supported by the device
Number available

Maximum number of connections supported by the Message Router

This instance attribute has an access rule of Get only.
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6.2.1.2.4.4 System management (class level) and object management (instance

level)services
Get_Attribute_Single

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.4.5 Specific requirements of the Message Router object

The Message Router object shall have one state, the Run state. It shall always be running
(after power-up) and shall be fixed by device design. More information concerning the
Message Router object can be found in IEC 61158-6-2:2010 (definition of Path to access

object element within a device)

The Mpssage Router object shall support 1 or more connections to fHe
with the parameters listed in Table 10 shall also be supported.

Table 10 — Message Router object Forward_O{eW etets

Parameter Parameter Véue \ \‘

O=T priority low

O=T connection type point{to-pginy

0=T fixed/variable \@u\rxr}}e/ /AN

O=T size ( up t<€504 ((ctet\s\) ‘\/
T=0 priority \ \_/
T=0 connection typf })Q to\)\

T=0 fixed/variable \ <\ vak{z
T:ésize /\\ )Jp to %4 octets
(ﬁﬂentée(ve?‘ N\ seo)er

Triga¥! thotie_ gnore

Q T%nsporlélass \/ class 3 (verified)

6.2.1.2. rmal model

6.2.1.2.5.

The A is used to manage the reception of m
acknowle is abject communicates with a message producing application
within X Acknowledge Handler object notifies the producing applica
acknoV ptign; acknowledge timeouts, and production retry limit.

Fo

ard

| Open

pbssage
object
ion of

FAL ASE; FAL Management ASE
CLASS|: AckHandler_Object
CLASS ID: 43

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number
2 (o) Key Attribute: Symbolic name
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o) Attribute: Revision = 1

4 (o) Attribute: Optional attribute list
4.1 (m) Attribute: Number of attributes
4.2 (m) Attribute: Optional attributes

5 (o)  Attribute: Optional service list

5.1 (m) Attribute: Number services

5.2 (m) Attribute: Optional services
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Maximum ID Number Class Attributes
Maximum ID Number Instance Attributes

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):

010(E)

1 (m) Attribute: Acknowledge Timer

2 (m) Attribute: Retry Limit

3 (m) Attribute: COS Producing Connection Instance

4 (o) Attribute: Ack List Size

5 (o)  Attribute: Ack List

6 (o) Attribute: Data with Ack Path List Size

7 (o) Attribute: Data with Ack Path List

SYSTEM MANAGEMENT SERVICES:

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

10 (o) Mgt Service: Get_Attribute_Single

OBJECT MANAGEMENT SERVICES:

9 (o) Ops Service: Delete

10 (m) Ops Service: Get_Attribute_Single

11 (m) Ops Service: Set_Attribute_Single

OBJEC|T SPECIFIC SERVICES:

1 (o) Ops Service: Add_AckData_Path

2 (o) Ops Service: Remove_ AckData_Pat

6.2.1.24.5.2 System management attribute s a es)

No spqcific requirement for this object.

6.2.1.2.5.3

Ackno

Time t

If the g of the
availah

EXAMPI Attribute
and the alue 10
into the

The value y loaded into the Acknowledge Timer attribute is reported|in the
Servic Set_Attribute_Single response message associated with a reqpest to
modify|this\attribute:

This instance attribute has an access rule of Get/Set.
Retry limit

Number of Ack Timeouts to wait before informing the producing application of a
RetryLimit_Reached event. A successful Set_Attribute_Single to the Retry Limit attribute will
reset the Retry Counter.

This instance attribute has an access rule of Get/Set (Set optional).
COS producing connection instance

Connection instance which contains the path of the producing I/O application object which will
be notified of Ack Handler events.
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This instance attribute has an access rule of Get only when the Acknowledge Handler object
instance is active (at least one member in the Ack List). It has an access rule of Get/Set when
the Acknowledge Handler object instance is inactive.

Ack list size

Maximum number of members in Ack List.

This instance attribute has an access rule of Get only.

Ack list

This instance attribute has an access rule of Get only.
Data with ack path list size

Maximbm number of members in Data with Ack Path List.

This instance attribute has an access rule of Get onl|
Data with ack path list

List of aifs. This attribute is used to

This in
6.2.1.2.5. < : > evel) and object management (instance

Creat¢q

At the| i ' j jemment), the Create service creates an Acknowledge
Handlg
Delete
At thg { e bject management), the Delete service deletes the specified
Ackno S - ject. At the class level (system management), this service delétes all

dynamjcally created Acknowledge Handler instances.

6.2.1.2.5.5 Object specific services
Add_AckData_Path

This service adds a path for data with acknowledgment for a connected consumer.
Remove_AckData_Path

This service removes a path for data with acknowledgement for the given connected
consumer.

6.2.1.2.5.6 Acknowledge Handler state machines

Table 11 is the state event matrix for the Acknowledge Handler object associated with a
Change of State connection. Table 12 is the state event matrix for the producing 1/O
application object.
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Table 11 — Acknowledge Handler object state event matrix

Event

Acknowledge Handle

r object state

Non-existent

Inactive

Active

Receive

Acknowledge

Not applicable

Ignore event

1) Clear Ack Flag

object
IF all acknowledges received:

2) Forward any data to application

3a) Clear Ack Timer and Retry Counter
3b) Send Acknowledge_Received event
3c) message to producing application

object
Acknowlgdge-TimeT Notappticapte—tgrore event SemdATR_Time ventmessgge to
expires producing appliz:;cfrh)Qject.
Data sent Not applicable | Ignore event 1) Set Ack Requir lag
2) Set A imer
3) Cleaf Retry Gounter
Data respnt Not applicable | Ignore event Fla &M( Timer
Counter
r = Retry_Limit
_Limit_Reached
essag€ to producing
(\ ’\ application object
Delete Not applicable | Tran |tion\Q %éxisﬁant ( \ﬂ’anys%n to Non-Existent
Create Transition to

inactive

i\ly/applicable

Apply atfributes

Not applicable

NN
\@

Verify new connection can be a
list. Pass this message to the ¢
application object, if one is conf
for this connection.

ided to
nsumed
gured

Connect
to Estab

on transition
ished

A

d application object, if
configured for this
ection.

one i

Send Acknowledge_Active
event message to producing
application.

Transition to Active.

Add this connection instance to
connection list. Pass this mess3

the consumed application objec},
is configured for this connection.

the
ge to
if one

Inactivity
Timer eX

/Watch
pires

) \N%applicable

Not applicable

1) Internally flag this connectior
Acking’. An acknowledgement W
longer be monitored for this con
however it remains in the conng

as ‘Not
ill no
nection,
ction

St

application object, if one is conf
for this connection.

Acknowledge_Inactive event to

Inactive.

2) Pass this event to the consumed

igured

3) If no ‘Acking’ connections in list, send

producing application and transition to

Connecti

on deleted

Not applicable

Ignore event

from the connection list.

application object, if one is conf
this connection.

Acknowledge_Inactive event to
producing application and transi

Inactive.

1) Remove this connection instance

2) Pass this event to the consumed

igure for

3) If no ‘Acking’ connections in list, send

tion to
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Table 12 — Producing I/O application object state event matrix

Event

Producing I/O application object state

Not running Running Running with Prohibited
acknowledgment
Change of Ignore event 1) Inform Link 1) Inform Link Producer to Queue event

state detected

Producer to Send
Data.

Send Data.
2) Send DataSent event
message to Acknowledge

IF Inhibit Time :
configured: Handler object.
2a) Start Inhibit IF Inhibit Time configured
Timer 3a) Start Inhibit Timer
'7|'\) Transition to Qh) Transition to Praohibited
Produced
Acknowlefige Not applicable Not applicable Ignore event et
received iher not
T i Running
wit ement
1)) EL
et Ack_Recdive flag
E ignore event
Acknowlefige Ignore event Not applicable 1) Inform Link Pfoducer
timeout to send data.
2) Send Data_REesent
event message [o
Acknowledge Handler
object.
Transmisgion Not applicable Inform Link Pr er 1) Inform Link Pfoducer
timer expifes to send data. to send LAST data sent.
’» Sent event 2) Send Data_Sgnt event
Acknowledge message to Ackhowledge
/\ bject Handler object.
Retry limi Ignore even ot a})pli le wuct specific Transition to Rupning
reached with Acknowledgement.
Inhibit timer Ignore Byen Notapyplicable Not applicable IF Ack_Active sét
expires 1a) IF Ack_Recgived
Transition t¢ Running
w/Ack
Clear Ack_Received
flag
1b) ELSE Ignor¢ event
ELSE Transitior| to
<\ \ Running
Connectidgn ot\éppli aBl“e\/ Transition to Not Transition to Not Running Transition to Nof Running
deleted Running
Acknowlefige Set AMve 1) Transition to Ignore event Set Ack_Active Flag
active Flag Running with
Acknowledgement

2) Set Ack Active
Flag

Acknowledge Reset Ack Ignore event 1) Transition to Running Reset Ack_Active Flag
Inactive Active Flag 2) Reset Ack Active Flag
Connection IF Ack Active Ignore event Ignore event Ignore event
transition to Transition to
Established Running with

Acknowledg-

ment

IF Ack Inactive
Transition to
Running

NOTE This is a partial state event matrix for a Producing I/O Application object. Only those states and events
associated with data acknowledgement are defined. Other states and events will most likely be associated with a
producing /O application object.
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6.2.1.2.5.7 Specific requirements for behavior and configuration

Behavior and configuration of acknowledged data production

010(E)

The following rules are used to configure and determine the behavior of an acknowledged
Change of State or Cyclic 1/0 connection using the Acknowledge Handler object. In the
following examples, COS Producer is used to reference the device producing change of state
or cyclic data and consuming an acknowledgment (client). A COS Consumer is used to
reference the device consuming the change of state or cyclic data and producing an
acknowledgment (server).

Ackno

j)

production

ong.

ledge
andler
a new

ject of
Resent

The¢ COS Producers acknowledgment receptio andler
object. The Acknowledge Handler object informs N one
or more acknowledges have not been receiv ' ng the
Ack List and Ack Timeout attributes

The¢ acknowledge message requires _no data wledge
Handler object shall consider valid message re bver, a
chgnge of state or cyclic producing device ma ng with
thel acknowledgment. In_this case \the \datalis in the
“Ddta with Ack Path L{st” attributexbased¥an the connection which received the data].

The¢ COS Consum ing application shall be configured to send either
a zero length mesg put) message when a valid input mesgage is
consumed. @

Anlacknowle i R, time production occurs. The Acknowledge Handler
object is notified [ by @/Data Sent or Data Resent event message frpm the
producing applica

Expirati dge timer causes an Acknowledge Timeout message to he sent
to the produci i object. That object shall resend the last message if the¢ Retry
Limi S ~ . It may also take an application specific action.

Th § emented each time an Acknowledge Timeout message is senf to the
pr ion. When the retry limit has been reached, a Retry Limit R¢ached
mefpsage is se the producing application object.

The weiry count is cleared on each Data Sent message. A Data Resent message dges not

clearthe retry counter.

The acknowledge timer value is configurable within the Acknowledge Handler object.

k) The number of retries is (optionally) configurable within the Acknowledge Handler object.

Use of timers with acknowledged data production

The following rules shall be observed when sending acknowledged data.

New data not sent while the Inhibit Timer is active (running).

New data is sent when no acknowledge is pending, subject to rule # a (an acknowledge is

pending after a send of new data or a retry of old data and until an Ack Timeout
Received).

Retry of old data occurs at Ack Timeout if new data is not available or the Inhibit T
active.

or Ack

imer is


https://iecnorm.com/api/?name=bdbfc5bb266f8b5f3c0d9a74cf540f5a

61158-5-2 © IEC:2010(E) - 67 -

d) Sending new data (or old data on transmission trigger timeout) starts the Ack Timer,
Inhibit Timer, and the Transmission Trigger Timer. The Retry Counter is also cleared.

e) A retry of old data starts the Ack Timer.

Figure 6 shows the typical relationship of timers within the Acknowledge Handler object. An
example of the typical timing relationships is shown in Figure 7.

Inactivity Timer = 4 x EPR |

Transmission Trigger Timer = EPR

Receivegd

Produftion Inhibit Timer |
I
Ack Ack
[Timeout] Timeout I
Retry Limit
Figure 6 — Typical timing relationships for geknowtle d-data~production
i Inhibit Tiffer <r Ack Inhibit Tither  Ack
Events . . Ack Timeout Expirds Received Expires Received
Input 0 I | 0 : 0
Rk : : ‘o :
Data proddced
Acks consumed | | I | [ | | t
Actions start! Start: )
Inhibit Timer Inhibit TA“ : Start:
Transmissi¢n Trigger Timer L n 1ot .lmer Inhibit Timer
Transmission Trigger Timer Transmission Trigger Timer
Start: Staft: .
S.ra t: Ack ”ljimer ﬁ; e'tl;lmer
Ack Timer g::rexf-Counter Reffy Counter
Reset:
Retry Counter
Example of a COS system with two acking devices
The following*diagrams illustrate the message flow in a Change of State connection for both
single [seé -Figure 8) and multi-consumer configurations (see Figure 9).
\:: I/O
Change-of-State Data Application
or Dat
; atay
o Cyclic Data : Sent
Application :
end Responge :
@ : . Response
(PLC) Acknowledge -

Figure 8 — Message flow in COS connection — one Connection object, one consumer
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Change-of-State or
Cyclic Data o)
Application
Application
‘ @ Acknowledge >@
(Scanner)  N\_/"

Handler
Responses
RCECCIVEA

ichtion

Appliication

end Responge

(Tobol) @ ] i

! —> G (Bhock 1/0)
\ ~
cknow E

2

Appliication

(Opgrator

Interface)

in COS connection — multiple consumers

6.2.1.2. model

6.2.1.2.6.

The Ti object) provides an IEC 61158 Type 2 interface to the IEC 61588:2009
Precision’ctock synchronization protocol for networked measurement and control systems,
commanly’referred to as the Precision Time Protocol (PTP). Any device supporting Type 2
Time Synchronization shall provide a single instance (instance 1) of the Time Sync object.

NOTE Additional details may be found in IEC 61588:2009.
This object provides attributes and services to:

e Get clock status and properties such as synchronized state, current offset to master, and
grandmaster identity;
e Access PTP clock management functions such as clock priority;

e Access the PTP network of devices via native PTP management messages.

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on some constraints defined in the attribute/service description.
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8.4
8.5

8.6 yePropertyFlags

FAL ASE: FAL Management ASE
CLASS: Time_Sync_Object
CLASS ID: 67
PARENT CLASS: Base_Object
ACCESS ATTRIBUTES:
1 (m) Key Attribute:  Object Instance number
2 (o) Key Attribute: Symbolic name
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision = 2
2 (o) Attribute: Max Instance
3 to—Attribute: Numberof-instances
4 (o) Attribute: Optional attribute list
4.1 (m) Attribute: Number of attributes
4.2 (m) Attribute: Optional attributes
5 (o) Attribute: Optional service list
5.1 (m) Attribute: Number services
5.2 (m) Attribute: Optional services
6 (o) Attribute: Maximum ID Number Class Atiribu
7 (o) Attribute:
OBJECIT M
1 (m) Attribute:
2 (m) Attribute:
3 (m) Attribute:
4 (m) Attribute:
5 (m) Attribute:
6 (m) Attribute:
7 (m) Attribute:
8 (m) Attribute:
8.1 (m) Attribute
8.2 (m) :
8.3 (m) Attriby
(m)
(m)
(m)
(

8.7 imeSource

8.8 Priority1

8.9 (m) Priority2

9 (m) ~SAttribute: ParentClocklinfo

9.1 (m) Attribute: Clockldentity

9.2 ) Attribute: PortNumber

9.3 (m) Attribute: ObservedOffsetScaledLogVariance
9.4 (m) Attribute: ObservedPhaseChangeRate
10 (m) Attribute: LocalClockInfo

10.1 (m) Attribute: Clockldentity

10.2 (m) Attribute: ClockClass

10.3 (m) Attribute: TimeAccuracy

10.4 (m) Attribute: OffsetScaledLogVariance
10.5 (m) Attribute: CurrentUtcOffset

10.6 (m) Attribute: TimePropertyFlags

10.7 (m) Attribute: TimeSource

11 (m) Attribute: NumberOfPorts

12 (m) Attribute: PortStatelnfo

12.1 (m) Attribute: NumberOfPorts


https://iecnorm.com/api/?name=bdbfc5bb266f8b5f3c0d9a74cf540f5a

—70 -

61158-5-2 © IEC:2010(E)

12.2 (m) Attribute: PortNumber

12.3 (m) Attribute: PortState

13 (m) Attribute: PortEnableCfg

13.1 (m) Attribute: NumberOfPorts

13.2 (m) Attribute: PortNumber

13.3 (m) Attribute: PortState

14 (m) Attribute: PortLogAnnouncelnervalCfg
14.1 (m) Attribute: NumberOfPorts

14.2 (m) Attribute: PortNumber

14.3 (m) Attribute: PortlogAnnouncelnterval
15 (m)  Attribute- Partl ogSvnclntervalCfqg
15.1 (m) Attribute: NumberOfPorts

15.2 (m) Attribute: PortNumber

15.3 (m) Attribute: PortLogSyncinterval
16 (") Attribute: Priority1

17 (*) Attribute: Priority2

18 (m) Attribute: DomainNumber

19 (m) Attribute: ClockType

20 (m) Attribute: Manufactureldentity
21 (m) Attribute: ProductDescription
211 (m) Attribute: Size

21.2 (m) Attribute: Descriptiop

22 (m) Attribute: RevisionData

221 (m) Attribute: Size

22.2 (m) Attribute: Revision

23 (m) Attribute:

23.1 (m) Attribute:

23.2 (m) Attribute:

24 (m) Attribyte:

24 1 (m) Att

24.2 (m) Attribvte;

243 (

25 (

251 (

25.2 (

25.3 PhysicalProtocol

25.4 ( SizeOfAddress

24.5 ( PortPhysiclAddress
26 (m)\JAttribute” PortProtocolAddressinfo
26.1 (mY Attribute: NumberOfPorts

26.2 (m) Attribute: PortNumber

26.3 (m) Attribute: NetworkProtocol

26.4 (m) Attribute: SizeOfAddress

26.5 (m) Attribute: PortProtocolAddress
27 (m) Attribute: StepsRemoved

28 (m) Attribute: SystemTimeAndOffset
28.1 (m) Attribute: SystemTime

28.2 (m) Attribute: SystemOffset

SYSTEM MANAGEMENT SERVICES:

10 (*) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:

3 (m) Mgt Service: Get_Attribute_List

4 (m) Mgt Service: Set_Attribute_List
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10 (m) Ops Service: Get_Attribute_Single
11 (m) Ops Service: Set_Attribute_Single
6.2.1.2.6.2 System management attributes (class attributes)

No specific requirement for this object.

6.2.1.2.6.3 Object management attributes
PTPEnable

Specifies whether the Precision Time Protocol is enabled for this device.

This instance attribute has an access rule of Get/Set.

IsSynghronized

synchrpnized if it has one port in the slave state and is «ecei
masten. However, an application may impose more stringedt syn

This instance attribute has an access rule of Get only

SystemTimeMicroseconds

lock is

hts.

Specifies the current time in units of mitros 8 om the date 1970-01-01 at
00:00:00, Universal Coordinated Time (MTC)\L®a afe distributed by the Prgcision

Time Hrotocol as the current_utc_offset field.

PTP tilme and leap seco d%icros

as: CurrentTime = PTPTime fNLeapSesonds

See |IH
field.

This in ule of Get/Set.
Systern

Same ; i icxosetonds except in units of nanoseconds.

This instancexattribute has an access rule of Get/Set.

OffsetFromMaster

conds to give the current System Time

J description of PTP time and the current_utc| offset

Specifies the amount of deviation befween the Tlocal clock and
nanoseconds. See |[EC 61588:2009 for more detail.

This instance attribute has an access rule of Get only.

MaxOffsetFromMaster

its masier clock in

Specifies the absolute value of the maximum amount of deviation between the local clock and

the master clock in nanoseconds since last set. It may be set to 0.

This instance attribute has an access rule of Get/Set.
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MeanPathDelayToMaster

Specifies the average path delay between the local clock and master clock in nanoseconds.

See |[EC 61588:2009 for more detail.

This instance attribute has an access rule of Get only.

Grandmasterinfo, Parentinfo, LocalClockinfo

Grandmasterinfo, Parentinfo, and LocalClockinfo specify clock property information for the
Grandmaster, Parent and Local PTP clock respectively. The data is extracted from the PTP
data sets maintained by the PTP subsystem. The Clockldentity provides a unique identifier for

the cl ; ; ; ;
information about the properties of the clock.

These|instance attributes have an access rule of Get only.

Cc

qckldentity

Specifies the unique identifier for the clock. The for
nefwork protocol. CP2/2 encodes the MAC addres
en¢ode the Vendor ID and Serial Number.

PortNumber

Specifies the port number of the p
C

qckClass

Specifies the class of the clock quality, The™¢
thel clock quality used by the Best M
lefs is a value betweén Q and 255§,

Ti

eAccuracy

wil ately 250 nanoseconds. A Hand_Set clock will ty
ha s ) seconds. The lower the accuracy value, the better the c
Oof

Sp inherent  stability properties

Of nce is the variance measure of clock quality used by th

Mafster algorithm
log| units? The lower the variance, the better the clock.

Cu

o

Yeentifiex depends

ass represents a relative mea

5 algurithy’to determine the grandmastg
itha_as the best clock.

Specifies th : ¢ 3cy of the clock relative to the PTP
TimeAccura@ @ clock quality used by the Best Master alg
to getermine the grandn 8’ The accuracy is specified as a graduated scale sta

25 S endi gter than 10 seconds or unknown. A GPS time

0 determine the grandmaster. The value is represented in offset

itional

on the
CP2/1

sure of
r. The

epoch.
orithm
ting at
source
pically
ock.

clock.
b Best
scaled

Specifies the current UTC offset in seconds from International Atomic Time (TAI) of the

clock. As of 0 hours 1 January 2006 UTC, the offset was 33 seconds.
TimePropertyFlags

Specifies the time property flags of the clock.
TimeSource

Specifies the primary time source of the clock.
Priority1 and Priority2

Specify the relative priority of the grandmaster clock to other clocks in the system. See

priority1 and priority2 attributes 16 and 17 respectively.
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ObservedOffsetScaledLogVariance

Specifies an estimated measure of the parent clock’s variance as observed by the slave
clock.

ObservedPhaseChangeRate

Specifies an estimated measure of the parent clock’s drift as observed by the slave clock.

NumberOfPorts

Specifies the number of PTP ports on the deV|ce PTP Ordmary clocks have one port. Only a
PTP Bpumrdary ctock—witttrave mmore—thamome port—SeetEC 6456882009 ail of a

This instance attribute has an access rule of Get only.
Port state

Specifies the current status of each PTP port on the devic

This instance attribute has an access rule of Get onl
PortEnableCfg

Specifies the port enable status of es I more

detail. JAlso refer to the port_state data
This in
PortL

uccessive “Announce” messages issugd by a
e. The units of the PortLogAnnouncelnterval

Specifi
mastern clock o
member are log b

PortLd
Specifigg master
clock ¢ bre log
base 2

This slructure instance attribute has an access rule of Get only.

Priority1

Specifies the priority1 setting of the PTP Best Master Algorithm. This attribute specifies the
Best Master ranking of this clock and supersedes the clock quality (class, accuracy, and
variance). This attribute allows the user to override the automatic selection of the best master
clock before any quality measures are evaluated. The value is between 0 and 255. The
highest priority is 0.

This instance attribute is mandatory for master capable devices, it is optional for all others.

This instance attribute has an access rule of Get only.
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Priority2

Specifies the Priority2 setting of the PTP Best Master Algorithm. This attribute specifies the
Best Master ranking of this clock after clock quality (class, accuracy, and variance) has been
evaluated and supersedes the tie-breaker. This attribute allows the user to override the
automatic selection of the best master clock after quality measures have been evaluated. The

value is between 0 and 255. The highest priority is 0.

This instance attribute is mandatory for master capable devices, it is optional for all others.

This instance attribute has an access rule of Get only.

DomaiI:Number

Specifies the PTP clock domain.

ClockType

Specifies the type of the clock. A clock may implement more
index get to one indicates the clock type is supported.

This instance attribute has an access rule of Get onl

Manufrctureldentity

Specif
(Organ

This in

Produ

e nar
e Mo

® Sser

The fo
STRIN

This instance

RevisipnData

Specifies The revision data of the device that contains the clock. The format Is:

e hardware revision of the clock followed by a semicolon;
e firmware revision of the clock followed by a semicolon;

e software revision of the clock.

. A bit

E OUI

of the

The format is UTF-8 Unicode. The maximum number of symbols is 32. The size field of the

STRING data type is the total number of octets for the attribute.

This instance attribute has an access rule of Get only.
UserDescription

Specifies the user description of the device that contains the clock. The format is:
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e user defined name or description of the device followed by a semicolon;

e user defined physical location of the device.

The format is UTF-8 Unicode. The maximum number of symbols is 128. The size field of the

STRING data type is the total number of octets for the attribute.

This instance attribute has an access rule of Get only.

PortProfileldentityIlnfo

Specifies the PTP profile of each port of the device. The attribute returns the profile identity of
the currently active profile. The profile identity is contained in the first 6 octets of the array.

The lagt two octets shall be set to zero.

This instance attribute has an access rule of Get only.

PortPhysicalAddressinfo

Specifies the physical protocol and physical address (e.g. |3 fe
device|(e.g. MAC address). The maximum number of charac

shall be set to zero.

This instance attribute has an access rule of Get

PortPrlotocolAddressinfo

por

Specifies the network and protocol addres € device (e.g. IP addres

Netwolk Protocol specifies the protoco| for

This instance attribute has

StepsTemoved

Specif
grandmaster cloc

This in

Syster

Specif

This instance attribute has an access rule of Get only.

es the n@ Y I s traversed between the local clock a

of the

d array elé¢ments

5). The

nd the

. The

6.2.1.2.6.4 System management (class level) services
Get_Attribute_Single

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.6.5 Object management (instance level) services
Get_Attributes_List
This service is mandatory if any attributes are implemented, else it is optional.

Set_Attributes_List

This service is mandatory if any attributes are implemented, else it is optional.
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Get_Attribute_Single
This service is mandatory if any attributes are implemented, else it is optional.
Set_Attribute_Single

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.6.6 Object specific services

No specific requirement for this object.

6.2.1.2.6.7 Specific behavior for the Time Sync object

System Time definition

The starting date/time for CPF2 time synchronization System Timg i&
This is| the starting epoch for both PTP and System Time. Sy
64-bit [value (ULINT) in nanoseconds or microseconds. Sy
seconds, but not local time zones or daylight savings t|
the Ot meridian. A negative System Time represents g

In the Precision Time Protocol, off type

“TimeRepresentation”. This structure i 0 , nber of
the structure represents the numkier Si inni epoch
(1970-p1-01:00:00:00). The second m S . Leap
seconds are distributed by the Precisio

PTP time and leap secon OH ive $ystem

Time gs:

SystemTime =

identity 3

Clock

Each

identifi e MAC
address. Serial
Numbsgr. ng the

encodi

PTP port assignments

Each device network port is given a unique PTP port number according to IEC 61588. In order
to be consistent with the CPF 2 protocols, the PTP and CPF 2 port numbers shall be the
same.

CPF 2 PTP profile

As defined by IEC 61588, the purpose of a PTP profile is to allow organizations to specify
unique selections of attribute values and optional features of the protocol that, when using the
same transport protocol, will inter-work and achieve a performance that meets the
requirements of a particular application.
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The PTP profile for the CPF 2 networks is based on the Delay Request-Response default PTP
profile defined in IEC 61588.

NOTE The identification and default settings of the CPF 2 PTP profile will be the same as the IEC 61588 PTP
default specification.

Profile identification

Table 13 identifies the CPF 2 PTP profile.

Table 13 — Profile identification

Profile identifier Specification /\

PTP profile description CIP Sync Profile (\\

(N
Version 1.0 <\ \ \/
Profile identifier 00-21-6C-00-01-00 /\\ \

Specifying organization ODVA:
ODVA Training an
4220 Varsity Drive

Phone: (1)
Fax: (1)

CPF 2
The CH

(\ P\}P Attr@ut}\ Default Range
Log\a/ng{m\{wW?ax\ N 1 Oto4
Log/SyneNnterval > 0 1 to +1

/%o\'t\y1\ 16 128 0-255

Prim \ ) 17 128 0-255

Q Domaig: \ 18 0 0-255
mou}»&Mpt interval Not exposed 3 21010

A CPF 2 network shall be limited to one PTP domain.

PTP domain

NOTE The IEC 61588 specification allows for the presence of more than one clock domain on a network.
However, for some implementations of PTP, based on IEC 61588:2004 (version 1) hardware, the presence of other
clock domains will cause interference. Therefore, to avoid interference problems a CPF 2 network will be limited to
one domain. It is recommended that new hardware implementations be designed to tolerate the presence of
multiple domains.

PTP node management

Each device implementing CPF 2 PTP profile shall implement an instance of the Time Sync
object. In addition the device shall implement the management message mechanism defined
by the IEC 61588 specification.


mailto:conformance@odva.org
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Path delay mechanism

Each device implementing CPF 2 PTP profile shall implement the delay request-response
path delay measurement mechanism.

Recommended PTP clock settings

Table 15 defines recommended default settings for PTP clock attributes. These settings
provide general recommendations for various types of devices to assign a relative priority
used by the Best Master Clock Algorithm (BMCA) of the PTP protocol. Typically controllers,
switches, sources will become masters over I/O because they have a better settings.

Grandinaster capable devices may dynamically adjust clock class, clo
source| settings. For example, a GPS clock will dynamically cha
accuracy once it has locked onto satellites. Priority settings may ke
devicelto over-ride Best Master Clock selection behavior.

Table 15 — Default PTP clock gm'n\s

PTP clock Controller 1/0 device Switch r}\ter rimary sourge
attribute ~
Cldck Type(s) Ordinary Ordinary \//é ngary and/or Ordinary
(Master / Slave) (S}m@ Only Trfangparent (Master Only)
N
Cidek Class 248 255 N\ N\ \Ul@u8 ) 248
Cldck Accuracy Unknown Unbban Unk%vw( Unknown
Cldck Variance Device specific Dévice(sp%;ific ID\§/ice specific Device specific
Time Source Oscill}(&\ /] Osé'\Hat&\ \ \ scillator Oscillator

P
=]

ibrity1 128 N | 128egsettable) | 128 128
ibrity2 1}28 ng(n}t\s?namé) 128 128

-

-

TTL — [Time to Live

By def
is requi
packet| ji
IEC 61

/IPV4 packet shall be set to 1 on CP 2/2 networkp. This
ets from traversing routers which could significantly increase
P time can be made to cross subnets by using routers with

Hand_[Set (clock quafity management

Some GRE2-grandmaster—slocks—alowthetimetobeset-directy by theuserorthrough a
user administered mechanism. For example, a device may provide a configuration option to
set the System Time from a personal computer (PC). This behavior is characterized as a
Hand_Set clock. The process of hand setting a clock should improve the quality of the clock,
since the new time will presumably be a more accurate reference. A clock may for example
powerup with an unknown time. Once set the time is known and to within a specified tolerance
of UTC time.

Table 16 defines PTP settings for a clock that supports Hand_Set behavior. These settings
are defined such that all clocks implementing Hand_Set behavior will interoperate. The clock
class and accuracy combinations are identified along with the time source. The time source is
an information only identifier and does not factor in the choice of best master.
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Table 16 — Hand_Set clock quality management

Clock condition Clock class Clock accuracy Time source
Immediately after hand Degradated Reference (B) | Within 10 seconds Hand_Set
setting. (187) (0x30) (0x60)
Powerup out of the box | Default Unknown Oscillator
(248) (OXFE) (0xA0)

NOTE In the table, a degraded reference B (187) is chosen for clock class instead of a primary reference
(6) or Holdover reference (7) class because the Degraded reference B allows the clock to be a slave when
a better master is chosen. Specifically this means the Hand_Set clock will synchronize its clock to the
current grandmaster clock rather than going into a PASSIVE master state. Additionally, no consideration is
given to aging the clock quality over time — e.g. decaying to a lower quality clock as the accuracy drifts

m Y e e o PR
overtmre oSttt oeTavior-Ts—acceptadre: /\

Clock model

CPF2 ftime synchronization defines an offset clock model to¢ad i hts for
industirial control applications.

NOTE [This model is needed because, even though the IEC 61588: S hism for

distributlng and synchronizing time, it does not define a mecha me that
may ocdur at the grandmaster clock source.

These [changes may occur due to one or more g

3 ThI]user adjusts the master clock

e A mnaster with a more accurate clp

' S may
ocqur during system startup or aftef the

e The time master is tep ilydi 1 the slave clock and then re-connpected.
In this situation, given i a step
chgnge will occur.

Those |applicati e
implement their
not to the PTP maste

n the presence of step changes in time [should
synchronized to the PTP master frequengy, but

In this [model ; issused to discipline the local clock so that it ticks at thrI same
rate as f e, then maintains an offset between the local clock time and
systen arige in time will cause the device to make a small adjustment to
the offg€ “tune” its clock. A large change in time will cause the deyice to
updatq its o [

Cyclic |levents' may~tHen be scheduled based on the local clock and will not be affeqted by
large qtep,changes in time — provided that the local clock remains synchronized to the PTP
master tlock frequency:

Figure 10 shows the relationship between the Local Clock, System Time Offset, and the
System Time for a PTP Time Slave. The “system to local clock offset” is a memory variable
maintained by the PTP clock implementation to make offset adjustments. A leap second value
is added to the offset to give System Time in terms of the proper epoch.
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PTP Time Slave

Local Clock
(Frequency Disciplined Timer)

+
r Variable = System To Local Clock

PTP
Time

small delta

any delta

System Time _ /f
Offset
Leap Seconds O\ %/
System Tme%\\s
Figure 10 — CPF2 time synchrg ck model
Figure| 11 shows a system of devices eat g the CPF2 time synchronization
Offset |Clock Model. Each device is g f - devices that share thg same
concept of System Time. Each device¢ also_has<a Clock value based on a frequency
disciplined timer and related to Syste i i et'value (System Time Offset). Buch a
systen] allows each devige t¢ A s i jndependent from all other devices, but
share a common notion of [ imeNAs 3ystem Time may change without regguiring
changgs to the local cl
Device Device C
Local Closk” “hocal Clock Local Clock
B Offset A Offset | Offset 1
i System T{(ne System Time System Time |
i switeh T é
i [Baibdiiiiie |
E__ System Clock | System Clock | System Clock | i
Offset Offset Offset
Local Clock Local Clock Local Clock
Device D Device E Device F

Figure 11 — CPF2 time synchronization system with offset clock model
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System time compensation

An application creates a timestamp by reading the clock that has been synchronized by PTP
and making any required adjustments to the value, for example, converting it to System Time.
Additional adjustments may be required if a step has occurred in System Time.

CPF2 time synchronization defines a mechanism to maintain a consistent set of timestamps in
the presence of step changes to System Time. A step change in System Time effectively
causes a shift in the time base of the system. Any step changes to the grandmaster clock time
shall propagate through the system. Since, all nodes in the system will not see the step
change at the same instance of time, a timestamp taken on one node may be inconsistent
with a timestamp on another node. Or a timestamp taken at one instance in time may be
incons|stent with a timestamp taken later in time on the same node. A co tion algorithm
is neqded to make timestamps consistent with each other befor re.dged in
computations.

Two p¢ssible algorithms are described in the following sections.

The dgcision to compensate timestamps is made bas N i of the
applicgtion.

Step compensation algorithms

An offset value is maintained with eg i \ i i Time
Offset |at the time the timestamp is cgptu avication
of whgn a step occurs in System Time, A etwork
from gne node to a second node the offset\i ne two
timestamps are captured within the(sa S th the
timestgmps.

The algorithms transfg a time

base ¢hange occurs pe 9 i wo timestamps are captured. When the two

timestamps are gemps e the same time base. These algorithms can
equally be appli

bs that

where:

Timestamp is the compensated timestamp;
Timestamp, is the timestamp to be compensated;
Offset, is the offset associated with the timestamp at the target time base;

Offsety is the offset for the timestamp to be compensated.

Compensation algorithm for timestamps between nodes

This algorithm is defined to allow a node to adjust the value of a received timestamp from a
remote source node so that it can be compared to a timestamp on its own node, the
destination node.
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The destination node shall be able to detect a step change to the System Time on the remote
node or on its own node and make the appropriate adjustment.

Two conditions are possible:

e The source device has seen a step change in time but the destination device has not, or;

e The destination device has seen a step change in time but the source device has not.

The step change is detected by a change in the SystemTimeOffset by either the source or
destination. The source offset is sent to the destination device along with the timestamp. The

destination device compares the offset received to the previously received offset to determine
if a ste r‘hnngn has occurred and ndJincfe the recejved fimnefnmp value :\r‘r‘nrdingly

The algorithm is stated as follows:

TimeStampCompensated = TimeStampReceived + ((DeStOffset — Des tO et)
— (Sourcepgrset — Source gstoffg

where:
Timestampgreceiveq 1S received timestamp;
De
De

[(Destq

where:

SymcBoundsLim 3 spalt number that defines that synchronization boupds for

the
Group
CPF2 [time zati defines a group startup sequence and a group synchrpnizing
serviceq. artup sequence allows a group of devices to guarantee that their|clocks

that dgpends on System Time. The application defines the specific requirements needed for
the graup.-fo be considered synchronized

have gll been synchronized to the PTP master reference clock before starting an app¥cation

Each application (object) that wishes to synchronize to a group will implement the GroupSync
service.

An application may send additional parameters as part of the group sync service. For
example, it may exchange the SystemTimeOffset attribute to facilitate timestamp
compensation, or a period and phase to initiate a synchronized periodic event, or one or more
bounding parameters to specify a target synchronization requirement.

The service returns true if the device is synchronized to the PTP Time master otherwise it
returns false.

An example startup sequence for a group of applications that need to synchronize is
illustrated in Figure 12.
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Once the controller itself is synchronized to the master time clock, it initiates a series of
GroupSync messages to each of the devices also part of the same group. Each device returns
a response indicating whether it is also synchronized with the PTP master reference clock. If
the controller and all devices are synchronized then the group is synchronized. Otherwise, the
master application repeats the synchronizing sequence or takes some fault action.

The Sync'd status of each node is determined by the requirements of the application and can
be contingent on additional synchronization parameters.

Controller Device N

Controller is Sync'd GroupSync

GroupSync <

If | controller or any
device is no longer
syhc’d, repeat
sequence

\;WA :

rop

hronization group startup sequence

6.2.1.2. el

6.2.1.2.7.

Use of| the smeterobject provides a known, public interface to a device’s configluration
data. In addifi this\objéct also provides all the information necessary to define and déscribe

each of a devices\ndWidual configuration parameters.

This fo) iact Aallawe A Aavieca ta fullvy idantifivy A ~canfinnirahla naramatar hy ollr\nl\nn a fu”

object—aHows—a—device—to—tullyidentitya—configurable—parameter—by—supphy
description of the parameter, including minimum and maximum values and a human-readable
text string describing the parameter.

There shall be one instance of this object class for each of the device’s configurable
parameters. The instances shall start at instance one and increment by one with no gaps in
the instances.

Each instance is linked to one of the configurable parameters, which is typically (but is not
required to be) an attribute of one of the device’s other objects. Changing the Parameter
Value attribute of a Parameter object causes a corresponding change in the attribute value
indicated by the Link Path attribute (the attribute value being pointed to by the Parameter
object).
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A Parameter Object Stub is a shorthand version of a Parameter object. The Stub stores only
the configuration data value, providing only a standard access point for the parameter.

(*) in front of an attribute or a service means that this attribute/service is either mandatory or

optional, based on some constraints defined in the attribute/service description.

FAL ASE: FAL Management ASE
CLASS: Parameter_Object

CLASS ID: 15

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute:  Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o) Attribute: Revision = 1

2 (o) Attribute: Max Instance

8 (m) Attribute: Parameter Class Descriptor
9 (m) Attribute: Configuration Assembly Insta
10 (o) Attribute: Native Language

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE

1 (m) Attribute: Parameter X

2 (m) Attribute: Link path size

3 (m) Attribute: Link path

4 (o) Attribute: Description

5 (o) Attribute: Data Type

6 (o) Attribute: Data Size

7 (™) Attribute:

8 (*) Attribute:

9 (*)

10 (*)

11 (*)

12 (*)

13 (*)

14 (*)

15 ) Scaling Base

16 (*) Scaling Offset

17 (™) Multiplier Link

18 (*) g Divisor Link

19 (¥)v Attribute: Base Link

20 (*) Attribute: Offset Link

21 (*) Attribute: Decimal Precision

22 (o)  Attribute: International Parameter Name
23 (o) Attribute: International Engineering Units
24 (o) Attribute: International Help String

SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attributes_All

5 (o) Mgt Service: Reset

13 (o) Mgt Service: Apply_Attributes

14 (m) Mgt Service: Get_Attribute_Single
16 (o) Mgt Service: Set_Attribute_Single
21 (

22 (

) Mgt Service: Restore
*) Mgt Service: Save
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OBJECT MANAGEMENT SERVICES:

1

Mgt Service: Get_Attributes_All
Mgt Service: Apply_Attributes

Mgt Service: Get_Attribute_Single
Mgt Service: Set_Attribute_Single
Mgt Service: Restore

Mgt Service: Save

Mgt Service: Get_Member

SPECIFIC SERVICES:

Ops Service: Get_Enum_String

(
13 (o)
14 (m)
16 (m)
21 *)
22 *)
24 *)
OBJECT
75 (o)
6.2.1.2.7.2
Revisipn

System management attributes (class attributes)

The Regvision level of this object.

This instance attribute has an access rule of Get.

Max Instance

Maximpm instance number of an object currently

This instance attribute has an access
Paramjeter Class Descriptor

Bits that describe paramet

This instance attribute has &

Confiduration A:e
Instan¢e number bf't

S.

This instance attiibute

Nativel

Langu

If the Activeskanguage
attribuie shall not b

attribute of the Identity object (see 6.2.1.2.2) is supported, th
supported.

slass el of the devicg.

bn this

This instance attribute has an access rule of Get/Set.

6.2.1.2.7.3

Object management attributes

Parameter Value

Actual value of parameter. It can be read from or written to. This attribute is read—only if bit 4
of Attribute #4 is TRUE.

This instance attribute has an access rule of Get/Set. This attribute is used in the Stub and
Full Parameter object.

Link path size

Size of link path.
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This instance attribute has an access rule of Get/Set. This attribute is used in the Stub and
Full Parameter object

Link path

CIP path to the object from where this parameter’s value is retrieved.

This instance attribute has an access rule of Get/Set. This attribute is used in the Stub and
Full Parameter object

Description

Descripten-of-parameter:

This instance attribute has an access rule of Get. This attribute is us€d In Sttib aphd Full
Paramgter object

Data Tlype

Data type code.

This instance attribute has an access rule of Get. d in the Stub apd Full

Paramgter object

Data Size

Numbdr of octets in Parameter Value.

This instance attribute has an access ruIe Get. tribute is used in the Stub apd Full
Paramgpter object

Paramleter Name String

A human readab tri

This injstance attriby bmeter

object.
Units $tring

Enginde

This injstancexa e has an access rule of Get. This attribute is used in the Full Parameter

object.

Help String

Help String.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Minimum Value

The minimum value to which the parameter can be set.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.
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Maximum Value

The maximum value to which the parameter can be set.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Default Value

The actual value the parameter should be set to when the user wants the default for the
parameter.

This injstance attribute has an access rule of Get. This attribute is used i ull Paremeter
object.

Scaling Multiplier

Multipljer for Scaling Factor.

This instance attribute has an access rule of Get. This attt e Full Parameter

object.
Scaling Divisor

Divison for Scaling Formula.

This instance attribute has an access rule is used in the Full Parameter

object.
Scaling Base

Base for Scaling Forma.

This infstance a e )
object.

Scalin

ule et. This attribute is used in the Full Paremeter

Offset

This in
object.

5 an access rule of Get. This attribute is used in the Full Parameter

Multiplier kink

Parameter’Instance of Multiplier source.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Divisor Link

Parameter Instance of Divisor source.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Base Link

Parameter Instance of Base source.
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This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Offset Link

Parameter Instance of Offset source.

This instance attribute has an access rule of Get. This attribute is used in the Full Parameter
object.

Decimal Precision

. Also
nge in

Specif: Ao erof-deecimatlplacestouse—-whendispltavrethe—seated-enrgipeerinae—rald
used tp determine actual increment value so that incrementing a value causes_a,chd
scaled|engineering value to this precision.

This instance attribute has an access rule of Get. This attribute js rameter

object.
International Parameter Name

Humarn readable string representing the parameter ng

This instance attribute has an access rule of Ge

International Engineering Units

Engindering units associated with the paramete

This instance attribute ha
International Help Stri

Help Sfring.
This instance attrib
6.2.1.2.7.

efit (class level) and object management (instance

Get_Afty

At botl the lewel (object management) and the class lever (system managgment),
this sefvice ret jst of parameter values from the object.

Reset

At the class level (system management), the Reset service all parameters to the factory
default.

Apply_Attributes

At both the instance level (object management) and the class level (system management),
this service causes parameter values whose use is pending to become actively used.

Get_Attribute_Single

At both the instance level (object management) and the class level (system management),
this service returns the contents of the specified attribute.
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Set_Attribute_Single
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At both the instance level (object management) and the class level (system management),
this service modifies the contents of the specified attribute.

Restore

At the instance level (object management), this service restores parameter instance values
from non-volatile storage. At the class level (system management), this service restores all
parameter values from non-volatile storage.

Save

At the|instance level (object management), this service saves paramete
non-volatile storage. At the class level (system management), this servi

values|to non-volatile storage.

Get_Member

At the|instance level (object management), this service r

member of an attribute.

6.2.1.2.7.5 Object specific services

Get_Ephum_String

This sérvice is used to read enumera

6.2.1.2.7.

Table
object

instance ya

Get_Attribute_Single/
Get_Attributes_All
Reset

Restore
Save
Get_Enum_String

13 — Parameter object state transition diagram

STable 17 — Parameter object state event matrix

Event

ues to
hmeter

tu g eniN\of ' a se¢lected

hmeter

State

Existent

Get_Attribute_Single.

Set_Attribute_Single

Get_Attributes_All

Reset

Restore

Save

Get_Enum_String

Validates/service the request and returns the
appropriate response
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6.2.1.3 FAL management model ASE service specification
6.2.1.3.1 Supported services

This subclause contains the definition of services that are unique to this ASE. The common
services defined for this ASE are:
Get_Attribute_All
Set_Attribute_All
Get_Attribute_List
Set_Attribute_List
Resget
Start
Stgp
Crgate

Delete
Gel_Attribute_Single

Sel Attribute_Single
Find_Next_Object_Instance
NOP

Apply_Attributes

Saye
Resgtore

Grgup_Sync

The object specific senvices defined

Add_AckDat%?
Remove_ AckDdtz

Gel_

6.2.1.3.2
The follo¥
AREP

This pprameter contains sufficient information to locally identify the entity to be used to
convey {he service: this entity could be local or the UCMM or a transport connection (AR).
This parametet nrayusea dedicatedidentifrerassociated-withatocat Ulltity, the—tdentifler of a
UCMM transaction record previously created, or the transport identifier returned by the
connection establishment process and associated with the selected AR. The confirmation
primitive should use the same value as the one sent in the corresponding request primitive.

Receiver/server local ID (id)

This parameter is locally generated by the Message Router ASE of the responding node, and
identifies locally this invocation of the service. It is used to associate service responses with
indications. Therefore, no two outstanding service invocations may be identified by the same
ID (id) value, and the AL-service user shall return in a response primitive the value that it
received in the prior associated indication primitive.
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Path

In the request, this parameter specifies the FAL APO or FAL APO element that is the
destination of the service request. The path shall contain multiple segments which can
indicate the network route to the node containing the FAL APO (in the case of multiple links),
the identification of the APO element within the target node (Routing Path), and optional
additional information for the target APO (Additional Path).

In the indication, this parameter shall contain only those segments beyond the logical class
segment from the service request, i.e. the optional additional information for the target APO
(AdditionalPath).

See |E|C 61158-6-2:2010 for more details on the Path structure and contents.

Port |
This parameter indicates on which port of the device the service j
Servicle status

This pprameter provides information on the result of returnel in all
confirr]ed service response primitives (+ and -). It is gobmposed bf the following elemen

Stqtus code (mandatory)

This parameter indicates whethet ¢ ly processed or nof. If an
errpr occurred, it indicates the typeNof exo errors, further identification| of the
errpr may be provided in the Extepds codes

ardg listed in 6.2.1.3.3.
Exfended status (co

This conditional patam i L ng the
request specific to[the.okj i : tended
status is de dan . g S own
extended st ( 6 A g (including the vendor specific ones). For @ given

object class,
subpmitted in the

values
hitive.

6.2.1.3.3

Table nge of possible status codes.
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Table 18 — Status codes

Name

Description and meaning of status code

Success

Service was successfully performed by the object specified

Connection failure

A connection related service failed along the connection path

Resource unavailable

Resources needed for the object to perform the requested
service were unavailable

Invalid parameter value

See status code 0x20, which is the preferred value to use for this
condition

Path segment error

The path segment identifier or the segment syntax was not
understood by the processing node. Path processing shall stop

when a path segment error is encountered

Path destination unknown

The path is referencing an object class, instapCe or structixe
element that is not known or is not contain
node. Path processing shall stop when a
unknown error is encountered

Partial transfer

Only part of the expected data was{ra% d \

Connection lost

The messaging connection wgz/]bi \

Bervice not supported

The requested service wa t Tmplemegte Wot defined
for this class or object stance

nvalid attribute value

Attribute list error

Invalid attribute data ete te
An at bute int tri u ist orSet_Attribute_List
has ndn z&ro s

Nready in requested mode/state

The object is\alfeady In(the Wte being requested by the
servic

Dbject state conflict

rm the requested service in its current

The ¢bjec
modeYstat

Dbject already exists &

Th(ﬁ\q\gste irstapce’of object to be created already exists

\ttribute not settabl%

T

muew_@/a non-modifiable attribute was received

Privilege viol/afNQn K \

A})ﬁrrﬁe\sio}@rivilege check failed

Device state&%))ﬁ/it\\/\

e de icé{current mode/state prohibits the execution of the
red ested service

Response d oNarge The data to be transmitted in the response buffer is larger than
the/allocated response buffer

Fragmehtati imiti The service specified an operation that is going to fragment a

al/{ primitive data value, i.e. half a REAL data type

The service did not supply enough data to perform the specified
operation

\ttribute Nppo ted

The attribute specified in the request is not supported

0@’ much data

The service supplied more data than was expected

ified-doe
Hea—6

not-axicstintha daviea

Py
SO+t HS+HREe-GEe VG

The-obi + on
Lm s 4] 5P

Service fragmentation sequence
not in progress

The fragmentation sequence for this service is not currently
active for this data

No stored attribute data

The attribute data of this object was not saved prior to the
requested service

Store operation failure

The attribute data of this object was not saved due to a failure
during the attempt.

Routing failure, request packet
too large for network

The service request packet was too large for transmission on a
network in the path to the destination. The routing device was
forced to abort the service

Routing failure, response packet
too large for network

The service response packet was too large for transmission on a
network in the path from the destination. The routing device was
forced to abort the service

Missing attribute list entry data

The service did not supply an attribute in a list of attributes that

was needed by the service to perform the requested behavior

61158-5-2 © IEC:2010(E)
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Name

Description and meaning of status code

Invalid attribute value list

The service is returning the list of attributes supplied with status
information for those attributes that were invalid

Embedded service error

An embedded service resulted in an error

Vendor specific error

A vendor specific error has been encountered. The extended
status code field of the error response defines the particular
error encountered. Use of this general status code should only
be performed when none of the status codes presented in this
table or within an object class definition accurately reflect the
error

Invalid parameter

A parameter associated with the request was invalid. This code
is used when a parameter does not meet the requirements of this

specification and/or the requirements defined in application
object specification

Vrite once value or medium
blready written

N
An attempt was made to write to a write ongc& medium .
WORM drive, PROM) that has already beén\whitten, odi

nvalid Response Received

a value that cannot be changed once establiske
An invalid response is received (e.

. respQnse sgryice cods doeg
not match the request service cgode,\or resp e messageAs

shorter than the minimum expgcted r Iy%&i’hi status code
ONS

Key Failure in path

can serve for other causes of nyalid

A
The Key Segment which was included\as the first segment in the
path does not match the destinatioRgmodule. The object specific
status shall indica ich\part ?\f thexkey check failed.

Path Size Invalid

th ich as(s:jt withthe Service Request is
enough to allowthe uest to be routed to an

r tooumurich rolting 'data was jincluded.

nexpected attribute in list

An attempt wasxpade o set an attribute that cannot be set at
this time. ~~

nvalid Member 1D <\

mb%peci ) Mthe request does not exist in the
specified Cla st@ /Attribute.

Member not settabl

N

/tn‘eque}t\t odify/a non-modifiable member was received.

Sroup 2 only serve gen\éa

ailure

status cede may only be reported by CP 2/3 Group 2 Only

servers with 4 koctets or less code space and only in place of
i ot’supported, Attribute not supported and Attribute not
R

This)range of status codes shall be used to indicate object class
cific errors. Use of this range should only be performed when
none of the status codes presented in this table accurately

reflect the error that was encountered

All ex
definiti

6.2.1.3.4 Get_Attribute_All
6.2.1.3.4.1

Reserved for/0bjeckclas anﬁ\
Eervice error
N

en tu lues are reserved unless otherwise indicated within the

Service overview

object

The Get_Attribute_All service returns the contents of all attributes of the specified object class
(APO system management attributes) or instance (APO Object Management attributes).

6.2.1.3.4.2

Service primitives

The service parameters for this service are shown in Table 19.
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Table 19 — Get_Attribute_All service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)
Port ID M
Result (+)
AREP

Receiver/Server Local ID

Service status /\

Attribute Data

Result (-) /Q

. g&z&//gé/%

AREP M
Receiver/Server Local ID
Service status (\ M(=)
Argument
The afgument contai ¢ gpecific
parameters for t er

Resul{(+)
This s6
Se

Th
Att

ribute data
This ,parameter~teturns a stream of information containing all of the attributeg. APO
clapses which support this service shall define the format of this parametger. No
fragmentation is allowed.

If supported, the structure of the Attribute Data information shall adhere to the
Get_Attribute_All response structure as defined by the object class specification. The
object class specification shall provide a detailed definition of the format of the data to be
sent in the class and instance response messages.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:
Path segment error
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6.2.1.3

Path destination unknown

Connection lost

Service not supported

Response data too large

4.3

Service procedure

No specific service procedure.

6.2.1.3.5

Set_Attribute_All

— 905 —

6.2.1.3

The S
class (

6.2.1.3.

The se

.5.1

5.2

rvice parameters for this service are shown in Tabl

Service overview

Service primitives

Table 20 — Set_Attribute_All er\éit?e pafa

=\

Parameter name

Rrda \

Ming/

Rsp

> Cnf

Argument

q
N
S

)

Argument

S S(=)
M
eceiver/Server Local ID M
Service status M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

The argument contains the parameters of the service request.

Attribute data

object

iutes).

This parameter specifies a stream of information containing all of the attributes. APO

classes which support this service shall define the format of this parameter.
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If supported, the structure of the Attribute Data information in the service request shall
adhere to the Set Attribute_All request structure as defined by the object
specification. The object class specification shall provide a detailed definition of the format

of t

he data to be sent in the request message.

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Result(-)

This s6
Se

This parameter indicates an error among the following choi

6.2.1.3.

If the [ability to modify g i on the state of the object, the
specification shall specify when\ ik vWwritten.

Attributes shall b ifi i ibutg specific value verifications (e.g. range @
are swcessful.@ the Set_ Attribute_All response shall ret
approgriate error If 3ll verification checks pass, then the attribute]
be modlified and a &8 i cess response shall be returned.

6.2.1.3.

6.2.1.3.6/

The G
specifi

Managlement attributés).

lection type parameter indicates that the service request failed.

vice status

Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Device state conflict

5.3 Service procedure

bt Aftribut® List sefvice returns the contents of the selected gettable attributes
(APO system management attributes) or instance (APO

class

object

hecks)
irn an
s shall

of the
Object
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6.2.1.3.6.2 Service primitives

The service parameters for this service are shown in Table 21.

Table 21 — Get_Attribute_List service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

0w mon

Transport identifier

Receiver/Server Local ID M

Path <
Routing Path M
Additional Path u U(=)

<
9]

Port ID M <\ >
Attribute Count M \
Attribute List M %?\k
Result (+) SS b S(=)
AREP \_4/\/ M
Receiver/Server Local |
Service status b M M(=)
i Q M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
S S(=)
M
M
M M(=)

Argument

The argument contairis the parameters of the service request.

$pharto g 4+
Al.l. TVuULc courit

This parameter indicates the number of attribute identifiers in the Attribute List parameter
below.

Attribute list

This parameter contains the list of the top-level attribute identifiers for the attributes that
are being requested from the specified class or object.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Attribute count

This parameter indicates the number of attributes actually returned in the Attribute Data
parameter below. This count can be different if the requested data does not fit entirely in
the response buffer (see service procedure in 6.2.1.3.6.3).

Attribute data

This parameter returns a stream of information containing all or part of the requested
attributes. Attributes shall be retrieved and packed in the sequence specified in the
request.

Attribute identifier

This parameter contains the attribute identifier corresponding fo t
returned in Attribute Value.

valoe| being

Attribute status
This parameter indicates the individual status informatia 2 ipute. It
can either mirror one of the common service staius sodes, ific fto this
object/class attribute.

Attribute value

uested
attribute. ntirety
many
Resull(-)
This s

Seyrvice status

This param [
Path segme

Path des

6.2.1.3.6.

The atfributes shall be specified using a list of attribute identifiers, which shall be supplied as
a service ‘parameter If there is not enough space for an attribute’s data in the response
buffer, service processing shall terminate and the Attribute Count parameter shall be set to
the number of attributes actually packed in the buffer. The client application (the requester),
shall verify the value of the Attribute Count parameter in the response.

NOTE If necessary, the client application can submit another Get_Attribute_List service request for the attribute
data remaining from its original list.

6.2.1.3.7 Set_Attribute_List
6.2.1.3.7.1 Service overview
The Set_Attribute_List service updates the contents of the selected attributes of the specified

object class (APO system management attributes) or instance (APO Object Management
attributes).
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6.2.1.3.7.2

Service primitives

— 99 —

The service parameters for this service are shown in Table 22.

Table 22 — Set_Attribute_List service parameters

Parameter name

Ind

Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier

Argument

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID
Attribute Count
Attribute Data

Attribute Identifier

Attribute Value

Result (+)

=z o =z=zzz=z &(U///

The argument contains the parameters of the service request.

Attribute count

This parameter indicates the number of attributes to be updated, and listed in the Attribute

Data parameter below.
Attribute data

This parameter contains a stream of information containing the actual list of attributes to

be updated and the corresponding update values.
Attribute identifier

This parameter specifies the attribute identifier corresponding to the attribute to be
updated with the contents of Attribute Value. The client is unable to specify sub-

elements of an attribute.
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Attribute value

This parameter contains a stream of information containing all data for the target
attribute. The data for an individual attribute shall be placed into the request buffer in
its entirety (without fragmentation).

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.

Attribute count

This parameter indicates the number of attribute status return ribute |Status

List parameter below.
Attribute status list

This parameter returns a stream of information con ormation for each

attfibute listed in the service request.
Attribute identifier

This parameter contains the attribute | being
returned in Attribute Status.
Attribute status

pute. It
can either mirror gn j to this

Resul{(-)

This sglection t 3

Service statu

This parametex ingica

Adttribute list error

Device state conflict
Missing attribute list entry data

6.2.1.3.7.3 Service procedure

The service shall be terminated if the response buffer is unable to accept the status of the
next attribute.

Individual set operations shall not be interdependent (the request shall be treated as a series
of independent set requests).
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6.2.1.3.8 Reset
6.2.1.3.8.1 Service overview

The Reset service invokes the Reset service of the specified APO object class or instance.

NOTE Typically this would cause a transition to a default state or mode.
6.2.1.3.8.2 Service primitives

The service parameters for this service are shown in Table 23.

T —
Parameter name Req Ind Rsp Cp(\\
Argument
AREP
Local

UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path
Additional Path
Port ID
Object Specific Data

AL

d
J

)

Result {+) S S(=)
M
M
M M(=)
c C(=)
S S(=)
M
M
\S\ervic status M M(=)

Argument

The argumeént contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific
parameters. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Object specific data

This conditional parameter, if specified, contains object

61158-5-2 © IEC:2010(E)

class/instance specific

information. If an object class/instance utilizes this field, then the object class/instance

specification shall detail its format.
Result(-)

This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:

Invalid parameter value
Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Object state conflict
Device state conflict

6.2.1.3.8.3 Service procedure

If the gxecution of the Reset service place
enables it to respond to the request
servicg has completed. If {
a statel in which it is not

Reset pervice.

A Sefvi

The Stprt service

e object/device in a sta

6.2.1.3.9

6.2.1.3.9

NOTE [Typical bject into a running state/mode.

r, then tF onse shall not be returned until the
\ ofes ervice would place the object/dgvice in
d.\the sbject/device shall respond prior to execufing the

ervice of the specified APO object class or instance.

e that
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6.2.1.3.9.2

Service primitives

The service parameters for this service are shown in Table 24.

Table 24 — Start service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Argun
The ar
Ob

Th
pal

sp
Resul](+)

0w mon

Transport identifier
Receiver/Server Local ID M
Path

Routing Path

Additional Path u U(=)

Port ID M <

Object Specific Data C

/Céz_)\
Result (+)
AREP
Receiver/Server Local ID

2

Service status M(=)

C(=)

Object Specific Data

N\
5§S
t

M(=)

rs of the service request.

if specified, contains object class/instance {

pecific
stance

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:
Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Already in requested mode/state

61158-5-2 © IEC:2010(E)

Objectstateconftict
Device state conflict
6.2.1.3.9.3 Service procedure

If supported by an object class or instance, the effect of this sg
in that[object specification.

6.2.1.3.10 Stop
6.2.1.3.10.1 Service overview

The Stpp service invokes the Stop se

NOTE [Typically this would place an object into a s
6.2.1.3.10.2 Service primitives

The s€rvice parameters fo

9,

dbfject class or instance.

hented
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Table 25 — Stop service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)
Port ID M
Object Specific Data C C(=) /\
Result (+)

AREP

Receiver/Server Local ID

TNFD
Service status \
Object Specific Data /\(}
Result (-) b

Sc | C(=)
J S(=)

AREP M
Receiver/Server Loca| ID Q M
Serv{é\stqtus,/_\ M M(=)

Argunjent
The ar ters\of ervice request.
Ob

Th
pal

spj i
Resul

This sé i ameter indicates that the service request succeeded.

specified, contains object class/instance dpecific
ss/mstance utilizes this field, then the object class/instance

Seyrvice-status

This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:

Path segment error
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Path destination unknown
Connection lost

Service not supported

Invalid attribute value

Already in requested mode/state
Object state conflict

Device state conflict

6.2.1.3.10.3 Service procedure

The effect of this service shall be documented in the individual object sp

6.2.1.3.11 Create
6.2.1.3.11.1 Service overview

The Ciyeate service results in the instantiation of a new
object class.

6.2.1.3.11.2 Service primitives

The s€frvice parameters for this servicg’are s i

Table 26 — Create service\para

ecified

Parametgr name \ & \Req Rsp Cnf
i
)
S
S
S
M
M C
M
u u(=)
M
bject Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Instance ID M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument
The argument contains the parameters of the service request.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
parameters. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.
Instance ID

This mandatory parameter indicates the integer value_ as newly
creiated object instance.

Object specific data

This conditional parameter, if specified, pecific
information. If an object class/instance utilig stance

specification shall detail its forma
Resulf|(-)

This s
Service status
This parameter indicates \a
Path segmen

Connectig

ode/state

Devicesstate sonflict

Missing attribute list entry data

I [HA] fbsaita s ot 1 Liak
nmrvanu attrioutc vaiuc 11ot

6.2.1.3.11.3 Service procedure

If this service is supported, the object instance shall be created and initialized in accordance
with the object specification.

Any error shall result in the object instance not being created.

6.2.1.3.12 Delete
6.2.1.3.12.1 Service overview

The Delete service deletes an object instance of the specified object class.
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Service primitives
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The service parameters for this service are shown in Table 27.

Table 27 — Delete service parameters

61158-5-2 © IEC:2010(E)

Parameter name

Req

Ind

Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier

Argun
The ar
Ob

Th
pal

sp
Resul](+)

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID
Object Specific Data

Result (+)
AREP

Receiver/Server Loc

Service status
Object Specific Data

0w mon

£ =Z

9]

u(=)

M

S

2\
S
e

if specified,

rs of the service request.

contains object

class/instance gpecific

object class/instance utilizes this field, then the object class/instance

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Object Specific Data

This conditional

parameter,

if specified,

contains object

class/instance specific

information. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Object state conflict
Device state conflict

6.2.1.3.12.3 Service procedure

All respurces shall be deallocated and returned to the system.
6.2.1.3.13  Get_Attribute_Single

6.2.1.3.13.1 Service overview

The (et_Attribute_Single service returns the conig

specified object class (APO system manageme
Management attributes).

6.2.1.3.13.2 Service primitives

The s€frvice parameters for this servicesare sho le 28.

Table

g

sérvice parameters

Par&m&tek\am‘e (-\ \&gg/ Ind Rsp Cnf
M
M
S
S
S
M
M C
M
Additional Path u U(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Attribute Data M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

of the
Object
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Argument

The argument contains the parameters of the service request. There are no specific
parameters for this service.

Path

This parameter includes a path segment specifying the attribute number.
NOTE See IEC 61158-6-2:2010 for a description of path segments.
Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.
Attribute data

This parameter contains the requested attribute data.
Resulf(-)

This s¢lection type parameter indicates that the service requestfaile

Seyrvice status

This parameter indicates an error a
Connection lost

Service not supported
Invalid attribute
Attribute not settable

Device state ¢
Object @ ne

No spdqcifi

6.2.1.3.

6.2.1.3.
6.2.1.3.

The Sgt/Attribute_Single service modifies the contents of the specified attribute |of the
specified."object class (APO system management attributes) or instance (APO [Object
Management attributes).

6.2.1.3.14.2 Service primitives

The service parameters for this service are shown in Table 29.
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Table 29 — Set_Attribute_Single service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C

Routing Path
Additional Path u U(=)

Port ID M <
Attribute Data M M(=)
Result (+)

AREP

Receiver/Server Local ID

Service status
Object Specific Data /\(} SC L C(=)
Result (-) b J S(=)

AREP M
Receiver/Server Loca| ID Q M
Serv{é\stqtus,/_\ M M(=)
Argunjent \)\/
The afgument in parameter the service request. There are no
parameters for this e

Path

This parz i path segment specifying the attribute number.
NOTE Pe N a’description of path segments.
Attrils

This parameter sp
atttibute data s

Resulf(+)

all be validated prior to the modification taking place.

% N

gpecific

ecifies the value to which the specified attribute is to be modifidd. The

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilizes this field, then the object class/instance

specification shall detail its format.
Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Attribute not settable

61158-5-2 © IEC:2010(E)

Pevicestateconftict
Object does not exist
6.2.1.3.14.3 Service procedure

No spqcific service procedure.

6.2.1.3.15 Find_Next_Object_Instance
6.2.1.3.15.1 Service overview

The Fipd_Next Object_Instance servicge

It cauges the specified APO object<class

associfited with existing object instances.
accesgible from the link.

6.2.1.3.15.2

The s¢rvice parameters for

_Instance service parameters

ce IDs
rrently

Req Ind Rsp Cnf
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M
Maximum Returned Values M M(=)

Result (+) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Number of List Members M M(=)
Instance ID List M M(=)

Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument

The argument contains the parameters of the service request.

Resulf(+)

This selection type parameter indicates that the service request succe

Resulf|(-)

This sd

6.2.1.3.

The olject,class™s
determlingé. the starting point for the search as described below:

1.

Path

This parameter includes a path segment specifying an Instance ID, which will be used to
determine the starting point for the search.
Maximum returned values

This parameter indicates the maximum number of Instance ID values to be returned in the
response message.

Number of list members
This parameter contains the actual number of Instance IR i i sponse

mejssage. This number of Instance ID's shall be leg§ th ximum
specified in the request.

Insitance ID list

This parameter contains the list of returned |

Seyrvice status

This parameter indicate

Path de@m
Connect

allutilize the value specified in the Instance ID of the request mesgage to

If the Instance ID in the request message is zero (0), then the class shall start with the
numerically lowest Instance ID;

If the Instance ID in the request message is not zero (0), then the class shall start with the
next Instance ID whose value is numerically greater than the specified Instance ID.

If the Instance ID in the request message is greater than or equal to the numerically
highest Instance ID within the class, then the value zero (0) shall be returned as Instance
ID.

The class shall return a list of Instance IDs associated with existing objects, beginning at the
starting point and continuing in ascending Instance ID value order. It shall return Instance ID
value zero (0) to indicate that the end of the list has been reached.

Figure 14 provides a general example of this service.
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Class A

Instance Instance Instance
ID #1 ID #5 ID #8

Instance
ID #9

Find Next Object Instance Request [Instance ID = 0]

( Find Next Object Instance Response, Service Data =1

Find Next Object Instance Request [Instance ID = 2] )

(Find Next Object Instance Response, Service Data =5, 8

Find—Next Ubject_Instance Request [Instance 1D = 3] )

( Find Next Object Instance Response, Service Data=9, 0

Figure 14 — Example of Find_Next_Obje

6.2.1.3.16 NOP

6.2.1.3.16.1 Service overview

The NOP service causes the rece e~ to return a No Opkration
response. The receiving APO object insta Q any other internal action.

NOTE [This service may be used to test whether or Qbject is still present and respondind without
causing |a state change.

6.2.1.3.16.2 Service p

The sefrvice paramete

9,
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Table 31 — NOP service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C

Routing Path M
Additional Path u U(=)
Port ID M

Result (+) S&)

AREP M N >
NS0
S\ﬂ—)

J M

Service status M M(=)

%\)

service request.

Receiver/Server Local ID

Service status

¢
/\
et X}“Z

Receiver/Server Local

Argument

The argument contain

Resulfl(+) Q
This selection typep

Se

at the service request succeeded.

Th

This sé¢ pe parameéter indicates that the service request failed.

Se

Th

Path segment error

Path destination unknown
Connection lost

Service not supported
6.2.1.3.16.3 Service procedure

If the object instance to which the request is delivered supports the NOP service, then a
response whose status indicates success shall be returned. If the object does not support the
NOP service, then a response indicating an error was detected shall be returned.
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6.2.1.3.17  Apply_Attributes
6.2.1.3.17.1 Service overview

The Apply_Attributes service causes attribute values whose use is pending to become
actively used in the specified APO object class or instance.

6.2.1.3.17.2 Service primitives

The service parameters for this service are shown in Table 32.

Table 32 — Apply_Attributes service parameters

Parameter name Req Ind Rsp CN
Argument
AREP
Local x

UCMM Record identifier

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID

Object Specific Data

<
a
¥

S(=)

Q?C///;ég 00 ozs
cz o ozz o &Z@////

M(=)
C(=)

S(=)

\servic status

M(=)

Argunjent

The argument contains the parameters of the service request.

Object specific data
This conditional parameter, if specified, contains object class/instance specific

parameters. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Object specific data

This conditional parameter, if specified, contains object

class/instance specific

information. If an object class/instance utilizes this field, then the object class/instance

specification shall detail its format.
Result(-)

This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Object state conflict
Device state conflict

6.2.1.3.17.3 Service procedure

Data f@r pending attributes shall be venifi

6.2.1.3.18 Save

6.2.1.3.18.1 Service ove

The Save service copies tf i an_APO object class or instance attribute

locatioh accessible by
6.2.1.3.18.2 S:\ré' e
The s¢rvice para e are shown in Table 33.

s to a
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Table 33 — Save service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)
Port ID M
Object Specific Data C C(=) /\
Result (+)

AREP
Receiver/Server Local ID

Service status

S\ % >
w\‘
Object Specific Data /\(} \

SC | C(=)
J S(=)

20 )

Result (-)
AREP M
Receiver/Server Loca| ID Q M
Serv{é\stqtus,/_\ M M(=)
N ‘\)\/
Argunjent
The argument c@w ters\of ervice request.
Object specific
This conditidpa * specified, contains object class/instance dpecific
palametefs. % j ss/mstance utilizes this field, then the object class/instance
sp]cif cabion sha i Format.
Resulf(
This selection ameter indicates that the service request succeeded.

Seyrvice-status

This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:
Path segment error
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Path destination unknown
Connection lost

Service not supported
Object state conflict
Device state conflict

Store operation failure

6.2.1.3.18.3 Service procedure
The Sg

6.2.1.3.19 Restore

6.2.1.3.19.1 Service overview

6.2.1.3.19.2 Service primitives

- 119 -

ified.

s from
from a

The s€rvice parameters for this serviceare sh
Table 34 — Resto
Parameter name \ (\\Req \[nd> Rsp Cnf
)
S
S
M
M C
M
u U@=)
M
Object Specific Data C C(=)

Result (+) S S(=)
AREP 1Y)
Receiver/Server Local ID M
Service status M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument
The argument contains the parameters of the service request.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
parameters. If an object class/instance utilizes this field, then the object class/instance
specification shall detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.
Object specific data

pecific
instance

This conditional parameter, if specified, contains
infprmation. If an object class/instance utilizes this fig
specification shall detail its format.

Resul{|(-)
This s¢lection type parameter indicates that the &
Sefvice status

This parameter indicates an error asf
Path segment error
Path destination

Connection los

Service not supported
Invalid a y

Object statg s

6.2.1.3.

Attribufe data ke verified before performing the copy from the “storage area”|to the
“actively used™area.

If the labilityto—medifyan—atiribute—changesbasedon—thestate—of the—objeet—the! object
specification shall provide a detailed description of how this service is effected. This service
may only be supported in a state where all attributes are modifiable. The object may ignore

the data associated with a currently non-modifiable attribute.

Attributes shall be modified only if all attribute specific value verifications (e.g. range checks)
are successful. The first attribute failing verification shall be specified in the Extended Status
element of the Service Status parameter of the response message.

If any other error is detected, then the response shall be returned with a non-zero status
code.

If all verification checks pass, then the attributes shall be modified and a Restore success
response shall be returned.
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6.2.1.3.20 Group_Sync
6.2.1.3.20.1 Service overview

The Group_Sync service verifies that each member of a group is synchronized to System
Time.

6.2.1.3.20.2 Service primitives

The service parameters for this service are shown in Table 35.

Table 35 — Group_Sync service parameters

Parameter name Req Ind Rsp CN
Argument
AREP
Local x

UCMM Record identifier

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID

Object Specific Data

<
f
S

S(=)

Q?C///;ég 00 ozs
=z o =zzzz o &Z@////

S(=)

Service status

Argunjent

The argument contains the parameters of the service request.
Object specific data

This parameter specifies object class/instance specific parameters. The object
class/instance specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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This parameter indicates if the object is synchronized to the PTP Time Master.

Object specific data

Thi

s parameter contains object class/instance specific parameters. The
class/instance specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.

Service status

object

This parameter indicates an error (see Table 18).

to the

the object or class. Sup is\service rg¢quires

6.2.1.3.20.3 Service procedure

The fol

e The structure of the information in the request’'s Se
defjnition of the GroupSync request for
the|l object and/or class to provide a detailed definifion o
reqluest message.

e The structure of the information in the respon
defjnition of the GroupSync respg

req
ser|

e The¢ responder will verify that th

sp§
res
sta

See th
Group

6.2.1.3.
6.2.1.3.

The Ad

6.2.1.3.

uires the object and/or class to
tin the response message.

us is false.

e Time Sync A
bync servj

ap

plicathen i i
o \ . :
atus is true and a 0 if the synchijonized

data sen

in the

to the
service
e data

object
of the

of the

sumer.
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Table 36 — Add_AckData_Path service parameters

Parameter name Req

Ind

Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID
Path

Routing Path
Additional Path U
Port ID

Connection Instance ID M

<

Consumer Path Size

Consumer Path M

Result (+)
AREP

Receiver/Server Local /D
Service status

=
<

- = =
n

/N

<

v/&»

M

§\

S

Result (-) S S(=)
AREP Q M
Receiver/Servgr Losal M
Sgrwc tatu M M(=)

Argument Q
The argument conta
Co

Th
Co
SiZ
Co

Inté&

(padded format) See IEC 61158 6-2: 2010 for the format of padded path

Result(+)

ofthe service request.

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Result(-)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 18)

jgment
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6.2.1.3.21.3

Service procedure

No specific service procedure.

6.2.1.3.22
6.2.1.3.22.1

Remove_AckData_Path

Service overview

- 124 -
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The Remove_AckData_Path service removes a path for data with acknowledgement for the
given connected consumer.

6.2.1.3.22.2 Service primitives
The sefrvice parameters for this service are shown in Table 37.
Table 37 — Remove_AckData_Path service par<n\et\ S
Parameter name Req Ind Rgn \C}\f
N\
Argument M <
AREP M \
Local S /\\
UCMM Record identifier S
Transport identifie 5 P
Receiver/Server Local ID M J
Path C
Routing Path
Additiqnal Pa QB )
M
\M)V M(=)
S S(=)
M
M
M M(=)
S S(=)
M
eceiver/Server Local ID M
Service status M M(=)

Argument

The argument contains the parameters of the service request.

Connection instance ID

This parameter identifies the active connection instance which is

path should be removed.

Result(+)

receiving Acks and which

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
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Result(-)

This selection type parameter indicates that the service request failed.
Service status
This parameter indicates an error (see Table 18).

6.2.1.3.22.3 Service procedure

No specific service procedure.

6.2.1.3.23 — Get-Enum _String

6.2.1.3.23.1 Service overview

The Remove AckData_Path service removes a path for data wit
given gonnected consumer.

6.2.1.3.23.2 Service primitives

The s€rvice parameters for this service are shown in [e~38:

Table 38 — Get-Enum_Stri(nK ervi e/p\alr eters

en

for the

Parameter name & N\Req ( Int}\ \ﬁs;;\/ Cnf
Argument M —
AREP QEM
- )
M
M C
M
u u(=)
M
M M(=)
S S(=)
REP M
Receiver/Server Local ID M
Service status M M(=)
Enumerated String M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

Argument
The argument contains the parameters of the service request.
Enumerated String Number

This parameter indicates the number of the enumerated string to retrieve.
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Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
Enumerated String

This parameter contains the requested enumerated string.
Result(-)

This s¢lection type parameter indicates that the service request failed.
Sefvice status
This parameter indicates an error (see Table 18).

6.2.1.3.23.3 Service procedure

No spqcific service procedure.

6.2.2 Connection manager ASE

6.2.2.1 Overview

The Cq

Object Instance number

S gtablishment and maint
of conj v plement instance 1 of the Con

;

2 Symbolic name

SYSTEM MANAGEN ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)~ Attribute: Revision = 1

2 (0) Afiribuie: Max Tnstance

4 (o) Attribute: Optional attribute list

4.1 (m) Attribute: Number of attributes

4.2 (m) Attribute: Optional attributes

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (o) Attribute: OpenReqgs

2 (o)  Attribute: OpenFormat Rejects

3 (o) Attribute: OpenResource Rejects

4 (o)  Attribute: OpenOther Rejects

5 (o) Attribute: CloseReqs

6 (o) Attribute: CloseFormat Rejects

7 (o) Attribute: CloseOther Rejects

8 (o)  Attribute: ConnTimeouts

nance
ection
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9 (o) Attribute: Connection Entry List
9.1 (m) Attribute: NumConnEntries
9.2 (m) Attribute: ConnOpenBits

11 (o) Attribute: CpuUtilization

12 (o) Attribute: MaxBuffSize

13 (o) Attribute: BufSize Remaining
SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attribute_All

3 (o) Mgt Service: Get_Attribute_List

10 (o) Mgt Service: Get_Attribute_Single

OBJECT MANAGEMENT SERVICES:

1 o) Ops Service: Get_Attribute All

(
2 (o) Ops Service: Set_Attribute All
3 (o) Ops Service: Get_Attribute_List
4 (o) Ops Service: Set_Attribute List
10 (o) Ops Service: Get_Attribute_Single
11 (o) Ops Service: Set_Attribute_Single

OBJECT SPECIFIC SERVICES:

1 (m) OpsService: CM_Open

2 (m) OpsService: CM_Close

3 (o) OpsService: CM_Unconnected_Send
4 (o) OpsService:

5 (o) OpsService:

6 (o) OpsService:

6.2.2.2.1.2 System

No spdcific requireme

6.2.2.9.1.3 @

OpenReqgs

Numbs
This in
OpenFH

Numbs

This inkstance attribute has an access rule of Set

OpenResource rejects

Number of Open requests rejected by this node.

This instance attribute has an access rule of Set.
OpenOther rejects

Number of Open requests rejected or timed out by downstream nodes.

This instance attribute has an access rule of Set.
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CloseReqs

Number of Close requests received.

This instance attribute has an access rule of Set.
CloseFormat rejects

Number of Close requests rejected by this node due to format errors.

This instance attribute has an access rule of Set.

CloseQ@ther rejects

Numbgr of Close requests rejected or timed out by downstream nodes

This instance attribute has an access rule of Set.
ConnTlimeouts

Numbgr of connections which have been timed out by thi

This instance attribute has an access rule of Set.
Connelction entry list

List of connections.

This instance attribute has an access rule
NumConnEntries

Number of entries

Co nnOpen@

Lisf of connectio y” be individually queried. Each entry represents a
possible co ¢ one of two states: No Connection or Confection
Esfablished. M [ atiomen’a connection can be obtained using a dedicated sé¢rvice.

CpuUtjli
CPU utiti

This instance-attri has an access rule of Get only.

MaxBuyffSize

Amount of buffer space originally available (buffer size is in octets).

This instance attribute has an access rule of Get only.
BufSize remaining

Amount of buffer space available at this time (buffer size is in octets).
This instance attribute has an access rule of Get only.

6.2.2.2.1.4 System management (class level) and object management (instance
level)services

No specific requirement for this object.
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6.2.2.2.1.5 Object specific services

These Connection Manager services are available only through the Unconnected Message
Manager AR (UCMM). They are used either to establish/de-establish an application
connection, or to send messages through routers without an established connection.

CM_Open
This service is used by connection originator users to establish an application connection.
CM_Close

This service is used by connection originator users to de-establish an application connection.

CM_U]\connected_Send

The CM_Unconnected_Send service allows an application to send a device
through multiple links without first setting up a connection. This i datory
for originator devices and devices that route messages betweep

CM_Get_Connection_Data

This s haracteristics.

This sd

6.2.2.3
6.2.2.3.

This s prvices

C
C
C
C
CM_Search ~Connection_Data
CM .Get"Object_Owner

6.2.2.3.2 Connection manager common service parameters

The following service parameters are common to all Connection Manager services.

NOTE 1 Complete specification of these parameters is provided in IEC 61158-6-2:2010.
Originator local ID
This parameter is locally generated by the originator node, and identifies locally this

invocation of the service. It is used to associate service confirmations with requests.
Therefore, no two outstanding service invocations may be identified by the same ID value.


https://iecnorm.com/api/?name=bdbfc5bb266f8b5f3c0d9a74cf540f5a

- 130 - 61158-5-2 © IEC:2

Target local ID

010(E)

This parameter is locally generated by the target node, and identifies locally this invocation of
rvice. It is used to associate service responses with indications. Therefore, no two
outstanding service invocations may be identified by the same ID value.

the se

Path

This parameter specifies the FAL APO or FAL APO element that is the target of a connection
establishment (or de-establishment) request, or an unconnected message request. The path
shall contain multiple segments which can indicate the network route to the node containing
the FAL APO (in the case of mult|ple links), the |dent|f|cat|on of the APO element within the

target itional
Path). d be a
data s
TransIort identifier
The Transport identifier parameter is generated locally by the drigi nager,
and ST” serve as a further reference for the user to the ney
Transgction_priority
The Transaction_priority parameter determines which data-li for the
messapes that convey the service requests apd\r OW or
HIGH.
NOTE 2| The definition of DLL priority is specifi
Transaction_timeout
The Transaction_timeout ign. The
units for Transaction_tim
02T_QgonnParm / T2Q
The Q2T par 0=T)
communication on q of the
target igi
CM_RPI
The hckets,
i.elf bm the
tar Hall be expressed as a number of microseconds.
Type
The“\I'ype parameter indicates the type of the connection, and shall be one of [NULL,
MULTIPOINT, or POINT2POINT. A value of NULL indicates that the specified direction

(O=T or T=0) has no transport associated. A value of MULTIPOINT indicates that other
connections may later participate in the transport. Conversely, a value of POINT2POINT

ind
Pri

icates that this connection shall not allow any other transport to participate.

ority

The Priority parameter determines which data-link layer priority to use for the new
transports, and shall be one of LOW, HIGH, or SCHEDULED.

Variable

The Variable parameter specifies whether every application data which traverses the new
transport shall be the same size or not, and shall be either TRUE (variable size) or FALSE
(fixed size).
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Size
The Size parameter specifies the size (in octets) of the largest application data packet for
this connection.
Redundant owner
The Redundant Owner parameter specifies whether more than one owner may be
permitted to make a connection simultaneously.

CM_RPI_multiplier

The product of the CM_RPI_multiplier parameter and the actual packet interval (CM _API)

specifi in this
time-ouit, the transport shall close, which shall subsequently close the confiecti

Trigger

The trigger parameter specifies the trigger mode, and ne\ o Y CLIC,

CHANGE_OF_STATE, or APPLICATION.

NOTE 3| This parameter is used to configure the transport(s). Its meanj e s\described in|6.3.1.

Trans|class

The Trans_class parameter specifies the transport c c NULL,
DUPLICATE_DETECTION, - NON-
BLOCKING_FRAGMENTING, or MUL

NOTE 4 6.3.1.
Is_seryer

The Is| server parameter gpecifigs— t 3 client
(FALSE).

NOTE 5| This parameter is
Vendofr_ID

6.3.1.

Vendof ID of the d s_keguested establishment of the connection (conmection
originIor).

Originptor_
Serial
origin]t

Conngcti
The C
Manag'e

Service status

This parameter provides information on the result of service execution. It is returned in all
Connection Manager service response/confirmation primitives. It has the same definition as
the Service Status parameter of the FAL Management services. Corresponding available
Status Codes and Extended Status formats are detailed in 6.2.2.3.3.

02T_CM_API / T20_CM_API

The O2T_CM_API and T20_CM_API specify the actual packet interval that shall be used for
the new connection, i.e. how frequently the connection produces its data. It shall be
expressed in microseconds. These values may be different than the requested packet
intervals, but shall always be equal or smaller than the requested interval.
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Remaining path size

In the failure response, the remaining_path parameter specifies the “pre-stripped” size. This is
the size of the path when the node first receives the request and has not yet started
processing it. A target node may instead return 0 (zero) for this parameter. Associated with
the Service Status (Status Code and Extended Status), this parameter allows to identify the
type and location of any errors found during connection establishment or de-establishment.

Response data

If the target has any application specific response data, it shall be returned in the Response
Data parameter.

6.2.2.3.3 Connection manager service status codes

Specific status codes for the Connection Manager are detailed in IEC§K]58-6-2:201

6.2.2.3.4 CM_Open

6.2.2.3.4.1 Service overview

The C
conneg
contair
packet ) inator direction.

M_Open service is used by connection origi#ator use

he CM_Open request

ablish an app’lijcation
ested

6.2.2.3.4.

The se
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Table 39 — CM_Open service parameters

Parameter name Ind Rsp Cnf

Argument
Originator Local ID
Target Local ID
Path
Routing Path
Additional Path

Transport identifier

Transaction_priority
Transaction_timeout
02T_ConnParm
CM_RPI
Type
Priority

Variable

N

Size

T20_ConnParm
CM_RPI
Type

S

Priority

Variable

zt%zzzzzzzzzzczz ZEE

M
M
M
M
M
ervice status M M(=)
Transport identifier M
O2F—C—APH vt M=)
T20_CM_API M M(=)
Remaining Path Size M M(=)
Response Data U u(=)

Argument
The argument contains the parameters of the service request.
Transport identifier

The transport identifier parameter in the request allows a previously opened connection to
be reused (this is the same identifier as the one returned in the CM_Open confirmation for
this first connection). If Transport identifier is zero, then a new transport shall be created.

NOTE Reusing a transport allows an originator to establish multipoint connections in the O=T direction.
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Result

This parameter indicates whether the service request succeeded or failed.

6.2.2.3.4.3 Service procedure

The CM_Open request primitive, sent from the originating application, first triggers the
connection establishment process into the local Connection Manager, before being forwarded
to the remote target Connection Manager.

The corresponding CM_open indication primitive shall then be sent to the target application
from the target Connection Manager, after some local processing. The application shall reply
to the| CM_open indication primitive with a CM_open response whether lication
acceptp the connection or not.

After the connection has been established, or if the connection atte ifed, g { open
confirmp primitive shall be sent from the local originator Conpectio to the
origin%ging application. The confirmation shall indicate the status o onnecti d shall
provid¢ information about the connection including the Trafis [Fi which

shall serve as a reference to the newly established connectian.

6.2.2.3.5 CM_Close
6.2.2.3.5.1 Service overview

The CM_Close service is used by co e") an
applicgtion connection previously estabh G ement,
and to| de-allocate the resources associated with th t shall
indicate the connection to S igi path and the Transport identifler.The
originating application s ction path required to establish the
connegtion, and the Tr e CM_open confirmation.

6.2.2.3.5.2 ﬁvic
The sefrvice para
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Table 40 — CM_Close service parameters

Parameter name Req Ind Rsp Cnf
Argument M
Originator Local ID M
Target Local ID M
Path M
Routing Path M
Additional Path U U(=)
Transport identifier M
Transaction_priority M
Transaction_timeout M

Vendor_ID M {
Originator_Ser_Num M
Connection Serial Number
Result \
k M
SM | M(=)
M
M(=)
Response Data U U(=)

%\)

service request.

N

Originator Local ID

M
Target Local ID
Service status
Transport identifier

Remaining Path Size

Argument

The argument containg\the parameters ofg

Result ;
This parameter inticate

6.2.2.3.5.

The y rs the
connedtigh\da-es being
forwargled_to e A sh the
connegtion | hall be

The cprresponding CM_close indication primitive shall then be sent from the | target
Connection Manager to the target application, after some local processing.

A successful CM_close request and response shall result in all non-shared resources
associated with this connection in all nodes participating in the original connection being
released, including connection IDs, bandwidth allocation, and internal memory buffers. Shared
resources are those still in use by other connection(s) due to multicast. A router should also
release non-shared resources if the response received indicates an error of General Status
0x01 and Extended Status 0x0107 (Target Connection Not Found).

For a CM_close service request received by a target node to be successful, it is sufficient that
the Connection Triad matches an existing connection’s parameters. If there is no connection
match, no connection is released and the target shall return an error with a General Status
code of 0x01 and an Extended Status code of 0x0107 (Target Connection Not Found), unless
the device detected an improper Connection Path. The Connection Path Size parameters may
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be ignored by the target node. However, an improperly formatted Connection_Path or
Connection_Path mismatch may cause the service to be unsuccessful and return an error
regardless of a Connection Triad match (see connection path error conditions below).

A CM_close service request received by an intermediate node along the path between the
originator and target nodes shall be forwarded regardless of a Connection Triad match (in the
case of a match not found, the connection may have timed out at this intermediate node). An
improperly formatted Connection_Path shall, and a Connection_Path mismatch, may cause
the service to be unsuccessful and return an error (see connection path error conditions
below).

If eithe
return fan error response as described below. In all cases the connection/remaiqs unc
(the cgnnection is not released).

Impropgerly formatted Connection_Path:

e If 4 node detects that the value of the Connection_Path_Siz2e field Y e size
of the Connection_Path, a General Status code of Ox}5 s ng that
too|much data is present in the service request.

e Ifa

node detects that the value of the Connectioy ath_Sizeield is\greater than the size

of nat not
eng

Conne

o |ft in the
CM ) eneral
Stdqtus code of 0x01 apt\an Ex 3 Close
Se 5 i ) shall
be returned.

Succe$s shall beAfst inator,

and egch intermedia ources

associpted with tha

6.2.2.3.5.

The C device

throug datory

for origi
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6.2.2.3.5.5 Service primitives

The service parameters for this service are shown in Table 41.

Table 41 — CM_ Unconnected_Send service parameters

Parameter name Req Ind Rsp Cnf
Argument M M
Originator Local ID M
Target Local ID M
Path M
Routing Path M /\(\
Additional Path u U(=)
Transaction_priority M Q\/
Transaction_timeout M
OM_Service Code M M(=) \
OM_Service Request Parameters M

8

Originator Local ID M
Target Local ID

Service status < M(=)
Remaining Path Size M(=)
OM_Service Response Péarameters M(=)

Argunjent
The argument containg

OM_Servic e

Th ned by
the

OoM_

Th gement

sel
Result

This parameter indicdtes whether the service request succeeded or failed.
ONL&erﬁce—respvnse—mm

This parameter contains the specific result parameters of the Object Management service
to be performed by the target element.

6.2.2.3.5.6 Service procedure

The CM_Unconnected_Send service shall use the Connection Manager object in each
intermediate node to forward the message and to remember the return path. The UCMM of
each link shall be used to forward the request from Connection Manager to Connection
Manager just as it is for the Forward_Open service; however. no connection shall be built.
The CM_Unconnected_Send service shall be sent to the local Connection Manager and shall
be sent between intermediate nodes. When an intermediate node removes the last port
segment, the message shall be formatted as a UCMM message and sent to the port and link
address of the last segment.
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NOTE The target node never sees the CM_Unconnected_Send service but only a standard message arriving via
the UCMM.

The CM_Unconnected_Send response shall be generated by the last intermediate node from
the UCMM response generated by the target node or by an intermediate node as the result of
a UCMM time-out, a problem with the embedded message, or a problem with the
Unconnected Service Request itself. The packet shall be routed from intermediate node to
intermediate node using the information stored when the CM_Unconnected_Send request was
processed. The response shall contain status information about the request and a response
generated by the target node.

6.2.2.3.6 CM_Get_Connection_Data

6.2.2.3.6.1 Service overview

The CM_Get_Connection_Data service is used for diagnostics of a nefwork. \Thig seryige shall

return the parameters associated with a specified connection.

6.2.2.3.6.2 Service primitives

The s€rvice parameters for this service are shown in Table

N
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Table 42 — CM_Get_Connection_Data service parameters

Parameter name Req Ind Rsp Cnf

Argument M
Originator Local ID M
Target Local ID M
Path

Routing Path
Target transport identifier

Transaction_priority

z|lz g £ £
=
\ll/

Transaction_timeout

Result
Originator Local ID M
Target Local ID
Service status
Target transport identifier

Connection state

4
/\
Originator port
Target port
Connection Serial mb
Vendor_ID b

Serial_Number

Originator O2T_CID

gzgggggggggg%/g//%%

Argunien

The argument co the parameters of the service request.

Tanget'transport identifier

This parameter identifies the connection for which data is requested. This number may be
different from device to device even for the same connection. This number corresponds to
the offset into the Connection Manager attribute that enumerates the status of the
connections.

Result

This parameter indicates whether the service request succeeded or failed.
Serial_Number

This parameter contains the Serial Number of the target node.
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6.2.2.3.6.3 Service procedure

No specific service procedure.

6.2.2.3.7 CM_Search_Connection_Data

6.2.2.3.7.1 Service overview

61158-5-2 © IEC:2010(E)

The CM_Search_Connection_Data service is used for diagnostics of a network. This service
shall return the parameters associated with a specified connection within a device, identified
by vendor and serial number.

6.2.2.3.

The se

7.2 Service primitives

rvice parameters for this service are shown in Table 43.

Table 43 — CM_Search_Connection_Data serera eters

N

5

Parameter name Req Ind

Argument
Originator Local ID
Target Local ID
Path
Routing Path

~

¢

>|V|(=)

Transaction_priority
Transaction_timeout
Vendora D

=
0

0T

¥

At >

M

M
M M(=)
M M(=)
M M(=)
M M(=)
arget port M M(=)
onnection Serial Number M M(=)
Vendor_ID M M(=)
Serial Number M M(=)
Originator O2T_CID M M(=)
Target O2T_CID M M(=)
O2T_CM_RPI_multiplier M M(=)
Originator O2T_CM_RPI M M(=)
Originator O2T_CM_API M M(=)
Originator T20_CID M M(=)
Target T20_CID M M(=)
T20_CM_RPI_multiplier M M(=)
Originator T20_CM_RPI M M(=)
Originator T20_CM_API M M(=)
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Argument
The argument contains the parameters of the service request.
Serial_Number

This parameter specifies the Serial Number of the target node.
Result

This parameter indicates whether the service request succeeded or failed. Its contents are
identical to the Get_Connection_Data primitives.

6.2.2.3.7.3 Service procedure

No spqcific service procedure.

6.2.2.3.8 CM_Get_Object_Owner
6.2.2.3.8.1 Service overview

The C[M_Get_Object Owner service returns data ab R ~ . n(s) a
particular object. It shall be implemented in any devicé that ascep bNS.

6.2.2.3.8.2

iginator Local ID M
arget Local ID M
Service status M M(=)
Number of connections M M(=)
Number claiming ownership M M(=)
Number ready for ownership M M(=)
Last action M M(=)
Connection Serial Number M M(=)
Originator Vendor_ID M M(=)
Originator_Ser_Num M M(=)

Argument

The argument contains the parameters of the service request.
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th

This parameter specifies the internal path from the Message Router in the target node to
the selected object. It shall be the same path as would have appeared in a
CM_Forward_Open request for this object, except that corresponding Additional Path
electronic key, network, and data segments shall be removed before matching the paths.

Result

This parameter indicates whether the service request succeeded or failed.

Nu

Thi

Nu

Th
Nu

Th

Lagt action

Th
is i

thel Last action field shall equal 2.

eq
im
Co

Th

No spgcific s

6.2.3
6.2.3.1

The C
both |
Conne

Orilginator Vendor_ID
OriI:

cuffrently the ne
be|set to ze

6.2.2.3.

mber of connections

parameter comntaims - themumber of conmections currentty opemrtott

mber claiming ownership

mber ready for ownership

s parameter contains the number of connections curren
h the idle mode, the Last action field shall e

hnection serial number

inator_Ser_Num

bse parameters orward_Open request whose connegd

8.3 Se

bnnection ASE
@<and Explicit Messaging Connections. The specific instance generated

ath.

rship.

mode,
d shall
If an

tion is

ver currently exists, these parameters shgll each

(object) allocates and manages the internal resources associateéd with

o

by the

A Connection object within a particular module actually represents one of the end-points of a
connection. It is possible for one of the connection end-points to be configured and “active”
(e.g. transmitting) without the other end-point(s) being present. Connection objects are used
to model the communication specific characteristics of a particular application-to-
application(s) relationship.

A specific Connection object Instance manages the communication specific aspects related to
an end-point. A Connection object uses the services provided by a Link Producer and/or Link
Consumer to perform low-level data transmission and reception functions.
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6.2.3.2 Connection class specification
6.2.3.2.1 Connection formal model
6.2.3.2.1.1 Class definition

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on some constraints defined in the attribute/service description.

FAL ASE: Connection ASE

CLASS: Connection _Object

CLASS ID: 5

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

2 (o) Attribute: Max Instance

4 (o) Attribute: Optional attribute list

4.1 (m) Attribute: Number of attributes

4.2 (m) Attribute: Optional attributes

8 (") Attribute Connection f

9 (™) Attribute

OBJECIT MANAGEMENT ATTRIBUTES (INSTA

1 (m) Attribute:

2 (m) Attribute:

3 (m) Attribute:

4 (o) Attribute:

5 (o) Attribute:

6 (o)

7 (m)

8 (m)

9 (m)

10 (0) RF2_produced_connection_id
11 (o) >_consumed_connection_id
12 Watchdog_timeout_action

13 ( Produced_connection_path_ length
14 (0) Produced_connection_path

15 (o) " /Attribute; Consumed_connection_path_ length
16 (0) » Attribute: Consumed_connection_path

17 (o) ATiribute: Production_inhibit_time

18 (o) Attribute: Connection_timeout_multiplier
19 (o) Attribute; Connection_binding_list
SYSTEM MANAGEMENT SERVICES:

5 (o) Mgt Service: Reset

8 (o) Mgt Service: Create

9 0) Mgt Service: Delete

(
10 (o) Mgt Service: Get_Attribute_Single
12 (o) Mgt Service: Find_Next_Object_Instance
OBJECT MANAGEMENT SERVICES:
5 (
9 (
10 (

o) Ops Service: Reset
o) Ops Service: Delete
)

o} Ops Service: Get_Attribute_Single
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11 (o) Ops Service: Set_Attribute_Single

13 (o) Ops Service: Apply_Attributes

OBJECT SPECIFIC SERVICES:

1 (o) Ops Service: Connection_Bind

o) Ops Service: Producing_Application_Lookup
) Ops Service: SafetyOpen

*) Ops Service: SafetyClose

6.2.3.2.1.2 System management attributes (class attributes)
Connection request error count

This atltribute is used for safety (see IEC 61784-3-2).

Safety| connection counters

This aftribute is used for safety (see IEC 61784-3-2).

6.2.3.2.1.3 Object management attributes
Accesg rules for all Connection object management a
State
State qf the object.
Instange_type

Indica:[as either I/0 or Messaging Con ecti%

TransportClass_trigger

Definep behavior of the

CP2/3] produce

Placed in CAN Ide
CP2/3]
CAN Ide
CP2/3]ini

Defines the- Mess
this Cdnnection occur on a CP 2/3 subnet.

Produced_connection_size

Maximum number of octets transmitted across this Connection.
Consumed_connection_size

Maximum number of octets received across this Connection.
Expected_packet_rate

Defines timing associated with this Connection.
CPF2_produced_connection_id

Identifies the message sent on the subnet by this connection.
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CPF2_consumed_connection_id

Identifies the message received from the subnet for this connection.
Watchdog_timeout_action

Defines how to handle Inactivity/Watchdog timeouts
Produced_connection_path_ length

Number of octets in the produced_connection_path attribute.

Produced_connection_path

Specifies the application object(s) whose data is to be produced by this nnectign objlct.

Consumed_connection_path_ length

Numbgr of octets in the consumed_connection_path attribute.
Consn]med_connection_path

Specif
object.

es the application object(s) that are to receive

Produgtion_inhibit_time

this Conmection

Definep minimum time between new “data\pre ion\J rlbute is required for

Client fonnections, except those with a produtti
ConntTtion_timeout_muItiplier

Specifi
Inactivjty/Watchdog Tins

Connelction_bir{?_
List of [|/O connectioin

6.2.3.2.1. 3 age (class level) and object management (instance

During 8
shall gerform alue checks of each separate attribute when it is modified.

the de]etion” of the Connection instance. Table 45, Table 46 and Table 47

If an 9

summar

all 1/0

for the

a Connection instance using the Set_Attribute service, a module

rror is
cause
ze the

detectj rror Response is returned. The discovery of an error DOES NOT

accesdrules for the different connection types

Important: If the produced connection_id and/or consumed_connection_id attributes contain
a non-default value upon reception of the Apply Request, then the related portion of the
initial_comm_characteristics attribute is ignored and the ID value is validated and used.

The following series of tables indicates when an attribute can be read or written via a Get

and/or Set operation based on the Connection’s state and instance_type.

Important: If a request to Get/Set a supported attribute is received but the current state
and/or instance_type of Connection dictates that the requested access is invalid, then the
returned error status indicates: The object cannot perform the requested service in its current

mode/state.
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Table 45 — 1/0 Connection object attribute access

1/0 connection state

Waiting for

Attribute Non-existent | Configuring connection ID Established |Timed Out
State Not available [ Get Only Get Only Get Only Get Only
instance_type Not available |Get Only Get Only Get Only Get Only
transportClass_trigger Not available [ Get/Set Get Only Get Only Get Only
produced_connection_id Not available |Get/Set Get/Set Get/Set Get/Set
consumed_connection_id Not available |[Get/Set Get/Set Get/Set Get/Set
initial_comm_characteristics | Not available |[Get/Set Get Only Get Oﬂy Gef Qply
prodpiced_connection_size Not available |Get/Set Get Only %&Iy(‘\ t Oply
consumed_connection_size |Not available |Get/Set Get Only Gﬁ{ nly Geth.nly
expebted_packet_rate? Not available |Get/Set Get Only /™ et/E\et GevSit
watchdog_timeout_action Not available |Get/Set Get Oyy\\ | G\ek%et Get/S¢t
prodhced_connection_ Not available [Get Only Get (}M\\ Ee\ nly Get Oply
path] length
prodliced_connection_path Not available |Get/Set G?T\iny Get/})nly Get Oply
consumed_connection_ Not available | Get Onl ﬁé On Get Only Get Oply
path| length / ( @ ;>
consumed_connection_path | Not available Geb‘s\e\ Get' Qnly / Get Only Get Oply
prodfiction_inhibit_time Not available/’(}et/Set ée\tomy Get/Set Get/Sét
connlection_timeout_multiplie | Not available\ [ Gat/S \Qe}\))nly Get/Set @ Get/Sé¢t
' AN )
Coni ection_binding_listr\ NoMailable £Only \\/ Get Only Get Only Get Oply

a wi

-t

-4

connection_timegut_
folloying steps & g
to mpdify the expegte

The
ived

te or

X
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Table 46 — Bridged Connection object attribute access

Attribute Default Bridged connection state
a
value Non-existent Configuring Established | Closing
state 1 Not Available Get Only Get Only Get Only
instance_type 2 Not Available Get Only Get Only Get Only
transportClass_trigger From Not Available Get Only Get Only Get Only
service
produced_connection_id From Not Available Get Only Get Only Get Only
service
COI"ISUﬂleu_bOHrlebllOﬂ_lU From NOU AvVallabDle Set unly Sel Ul Gel v lly
service
initipl_comm_characteristics From Not Available Get Only t (§th t Only
service /\
profluced_connection_size From Not Available Get Only Get\On E}e\t/@ﬂy
service /\
consumed_connection_size From Not Available Get O G\N) Get Oply
service
explected_packet_rate From Not Available /ZEFOBL\ N5 XW Get Ofly
service ~
watthdog_timeout_action 1 Not Availab}e—\ G}t}énl}k E\e{Only Get Oply
profluced_connection_path_ From t Avaj Ge Orﬁ\y) I Get Only Get Oply
service
length )\/
profluced_connection_path From Ava|I t Only Get Only Get Oply
service r\
consumed_connection_path/\| From ot Available Be’t/Only Get Only Get Oply
length \s\erﬁe\
N
consumed_connection [path Fr\*n N W Get Only Get Only Get Oply
erV|c
progluction_inhjlit_time NWable Get Only Get Only Get Oply
rvie!
Cornection_timeoyt mul MM Available Get Only Get Only Get Oply
er /\ ¥~e\rwce
Cor nectlonfb.J\dl \gmﬁy/ Not Available | Get Only Get Only Get Ofly
aThe efa t value™ elt er th value indicated or is set based on one of the parameters of the Forwafd
Op¢ recw\e e Connection Manager object.
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Table 47 — Explicit messaging object attribute access

Explicit messaging connection state

Attribute Non-existent Established/deferred delete
State Not available Get Only
instance_type Not available Get Only
transportClass_trigger Not available Get Only
produced_connection_id Not available Get Only
consumed_connection_id Not available Get Only
initig—comm—characteristics—Notavaitabte Get-Onty .
prodquced_connection_size Not available Get Only A
congumed_connection_size Not available Get Only /\\
expécted_packet_rate’ Not available Get/Set @
wat¢hdog_timeout_action Not available Get/Set \ \ >
prodquced_connection_ Not available {N\\\ >
path length
prodquced_connection_path Not available / Get O
congumed_connection_ Not available \/ﬁs/ Only\
path length (\
congumed_connection_path Not availéé\le < A (
production_inhibit_time Not availablel Get\&njy/
connection_timeout_multiplier | Not available @/Set a

Conhection_binding_list /\ Not WI\G\ \ \ \ \f:(et Only

a

d state,) any modifications to the expected_packet_{ate
diate effect on the Inactivity/Watchdog Timer}

nnecpion object in the Established state when a request is

cancelled,

The Cpnnection__ object specific service binds two dynamically created I/O conpection
instanges together for purposes of connection timeouts and deletions.

Producing_Application_Lookup

The Producing_Application_Lookup object specific service provides a mechanism to find one
or more connection instances in the Established state producing data from a given application
object.

SafetyOpen
See IEC 61784-3-2 for the definition of this service.
SafetyClose
See |IEC 61784-3-2 for the definition of this service.
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6.2.3.2.1.6 Connection object state machines

See IEC 61158-6-2:2010, Clause 7 (AP-Context state machine).

6.2.3.2.1.7 Specific requirements of the Connection object
Connection Timing

Three types of timers are involved in a connection:

e Transmission Trigger Timer

e Inactivity/Watchdog Timer

e Prdduction Inhibit Timer

The firgt two timers are initialized based on the value in the expected

used
Messa

This ti
Conne

bute.

Eponse
equest
Anisms
equest

int of a
e'[(e:t may
r was

need t
activat to produce to avdid an
Inactiv
The tasks listed below ection immediately upon produging a
messapge:
e the|current valte gger Timer is restored to its initial value gnd the
timer is stoppe
e an i
F--
1
1
1
1
1
1
|
1
|
1
: . Transmission Trigger Timer /
| . 1S restarted 7 ) \
[ ‘ ,' \ I
| 1
| ‘ : ! o
| 1 Link Producer 'I Message production |
| \ "
! Application ~ === ===-===- », K ! >
! Object \ 1
1 \ 1
! If a production has not AN 1
: occurred since the last . p; :
| expiration, then the Connection e ;
\ is told to produce Seo PR |
1 S, - 1
| e e e e e e e e e e e e e — — — — — — — — — — — — — — —  — — — — — — — — — — — — ——————— — —— 1 \

Figure 15 — Transmission trigger timer
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As illustrated in Figure 15 when the Transmission Trigger Timer expires, it is immediately
re-started. This timer is activated when the Connection transitions to the Established state.

Important: The Transmit Trigger Timer is initialized with the wvalue in the
expected_packet_rate attribute. If the expected packet_rate attribute specifies the value zero
(0), then the Transmission Trigger Timer is not activated and/or used by the Client end-point.

Important: Server end-points do not activate this timer.

Inactivity/watchdog timer

This timer is required to be managed by any consuming Connection object. Consuming
Connegtiomobjects-imctude:

. Clijnt end-point Connection objects whose transportClass_trigger either
Transport Class 2 or 3.

e All[Server end-point Connection objects.

This timer is activated when the Connection transitions to i . The tasks

listed tLeIow are performed by a Connection immediately upon 1 i bssage

has bejen consumed:

e The current value for the Inactivity/Watchdog Ti nd the
timpr is stopped.

e A new Inactivity/Watchdog Timer i§ activa

The bu bre the

receive

Expira vaiting

to con en the

Inactiv
e jss
e per

Any Consuming

——

Application R - RN o
is informed ’ N
Vs . . \
-===~_s Connection object "\
7 \
/ Inactivity/Watchdog \
L Expires

10

watchdog timeout acti

\ /
on /
\ attribute is accessed ¢/
N 7/
N 7’
~ -~
-~ -

Figure 16 — Inactivity watchdog timer

Two different values are used for the Inactivity/Watchdog Timer, based on whether or not the
Connection object has consumed a message:
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1. The initial value loaded into the Inactivity/Watchdog Timer is either 10 000 milliseconds
(10 seconds) or the expected_packet_rate multiplied by the
connection_timeout_multiplier, depending on which value is numerically greater.

NOTE 1 If the expected_packet_rate attribute specifies the value zero (0), then the Inactivity/Watchdog Timer is

not activated and/or used by the Connection object. A Connection object whose expected_packet_rate attribute is
zero (0) will never experience an Inactivity/Watchdog timeout.

If the expected_packet_rate attribute multiplied by the connection_timeout_multiplier
is greater than 10000, then the expected_packet_rate multiplied by the
connection_timeout_multiplier is used. Otherwise, 10 000 (10 seconds) is used. This is
referred to as the pre-consumption timeout value. This value is used because a
Connection may transition to the Established state before all end-points are fully
configured. An example is shown in Figure 17.

The tool configures the server endpoint of a connection within devic
an Apply Request, which causes the transition to the Established pat
Inactivity/Watchdog Timer.

| The "tool configures the client endpoint
configuration, the Server endpoi ti
expected_packet_rate was specifi

fact that a low

<&
<

110 (

Connection /\Q \ > TOO'
object ‘ \
L
| (\\) >
3 i r&vg tools for configuration
This ryle takes into ‘cornsideration that the application-to-application connection is not really

establip i assos d.information exchange is performed for the first time.

2. All S activations  of the Inactivity/Watchdog  Timer useg the
exEL 6 acket, rate, multiplied by the connection_timeout_multiplier as the number
of

NOTE 2 packet_rate attribute specifies the value zero (0), then the Inactivity/Watchdog [Timer is

not actiated\and/or used’ by the Connection object. A Connection object whose expected_packet_rate atfribute is
zero (0)|willlnever experience an Inactivity/Watchdog timeout.

Production inhibit timer

This timer is required to be managed by the Connection object within the Client end-point of
an I/O Connection when the production_inhibit_time attribute value is non-zero. This timer
is started when data is produced by the Connection object. The Connection object shall not
produce new data if this timer is running. A retry may, however, be sent to the Link Producer.
Expiration of this timer allows the Connection object to send new data.
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Client End-Point

.+ Production Inhibit Timer expires. . .
New data may now be produced. Connection Object

- -~

N
Q / '
\

Production Inhibit Timer / \

1

1

1

1

1

1

1

1

e

1 .

L

1 . .

.o is started 'l \
| o L0
: ‘ \ The tion is told : !
1 o i&?ﬂ?ﬁgﬁaﬁ ‘\ Link Producer . ‘l Message production
1

1

1

1

1

|

1

1

1

1

1

1

Application  |"TTTTTTTTT" »‘
Object . \

@ The connection may be N
told to produce a retry

This will be the data previously sent
in event 1.

Imporfant: The Production Inhibit Tjme
produc¢tion_inhibit_time attribute.
value
end-pqgint.

6.2.3.3
6.2.3.3.1

This slibclause
defined for this

6.2.3.3.2 stioll service common parameters

The FAL/ service co
servicgs:

010(E)

in the
es the
Client

prvices

mon parameters specified in 6.2.1.3.2 are also used with Comrection

6.2.3.3.3 Connection service status codes

Specific status codes for the Connection are detailed in IEC 61158-6-2:2010.

6.2.3.3.4 Connection_Bind

6.2.3.3.4.1 Service overview

The Connection_Bind object specific service binds two dynamically created I/O connection

instances together for purposes of connection timeouts and deletions.

6.2.3.3.4.2 Service primitives

The service parameters for this service are shown in Table 48.
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Table 48 — Connection_Bind service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)

Port ID M <

Bound Instances M M(=)

Result (+) S(® >
N

AREP <
Receiver/Server Local ID /\

Service status

Result (-) /(}

gg&z&//ﬁ//a

AREP M
Receiver/Server Local ID
Service status (\ M(=)
Argument
The argument coz:ain the'pa etexs, of thenservice request.
Bolnd Insta
Inslllance nu nection objects to be bound.
Resulf(
This selecti \ dicates that the service request succeeded.

Service

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 18).
6.2.3.3.4.3 Service procedure

No specific service procedure.
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6.2.3.3.5 Producing_Application_Lookup

6.2.3.3.5.1 Service overview
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The Producing_Application_Lookup object specific service provides a mechanism to find one
or more connection instances in the Established state producing data from a given application

object.

6.2.3.3.5.2 Service primitives

The service parameters for this service are shown in Table 49.

Table 49 — Service_Name service parameters

Parameter name

Req

Ind

Rsp

chi_

Argument
AREP
Local
UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path
Additional Path
Port ID

Producing Applicatio Patl{

o

Reteiver/Server Local ID
rvice status

AL

()

= =2 L

S(=)

S(=)

Argument

The argument contains the parameters of the service request.

Producing application path

Connection path of producing application to be searched for within connections in the
Established state.

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
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Instance count

Number of Instances returned in the Connection Instance List parameter.
Connection instance list

List of instance numbers of connection producing the data from the requested connection
path within the node.

Result(-)
This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 18)
6.2.3.3.5.3 Service procedure

No spqcific service procedure.

6.2.3.3.6 SafetyOpen

See IE[C 61784-3-2 for the definition of this service.

6.2.3.3.7 SafetyClose

See IE[C 61784-3-2 for the definition ¢ S€

6.3 ARs

6.3.1 Overview

6.3.1.1 General

One df the roles\ o icati

connegtion is s@x it When a call is placed, the telephone system
selectd a path foryo a ach switching station in the route to handlg it. As
long ag the call cont s, the )resulting virtual circuit remains open, carrying data of voice
traffic.[In the telep a single call can travel over multiple, different type links, and

the format of ange from link to link, but the connection appears the spme to
both tHe calle led. Sound in one end becomes sound out the other.

ayer\is to establish and maintain connectipns. A

A conpevsted 53y 3sumes previously negotiated resources and parameters| at its
source}, i yand any intermediate transit points. These resources are refefenced
by a unique-‘connection identifier and do not need to be contained in each message, only the
connegtion™ID is needed to identify the message and refer to its related parameter§, thus
giving pignificant savings in message efficiency.

An unconnected message provides a means to communicate on the local link without
previously negotiated resources at the destination so it shall carry full destination ID details,
internal data descriptors and full source ID details if a reply is requested. Unconnected
messages are used mainly to create connections.

The unconnected service is provided by the Unconnected Message Manager (UCMM).
Messages received through the UCMM are forwarded to the Message Router (MR), which
direct them to the appropriate internal object for execution. Connections are established by
specific unconnected messages sent through the Connection Manager (CM) using UCMM
services. Connections may be established either to the Message Router (for messaging
purpose), or directly to an application object. Connection target is specified using a
connection path, and may be either on the local or a remote link, through several intermediate
router nodes. Once a connection is established with an application object, the UCMM, MR and
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CM are no longer required, since data will be exchanged directly with the connected objet,
based on the corresponding connection ID. Connected messages sent to the Message Router
will be forwarded to the appropriate internal object for execution.

The connected and unconnected protocols specified within this part of IEC 61158 are
collectively known as the common industrial protocol (CIP).

6.3.1.2 Message Router

The Message Router object provides a messaging interface through which a client may
address a service to any object class or instance residing in the device. Every node shall
contain_instance 1 of the Message Router object

6.3.1. Application connections

6.3.1.3.1 Connections

An application connection is a logical connection between tw icati i ade at
the application layer of the communication model. An appligatiom\coqnection i i one or
two trgnsport connections. The originating application is re K > inding
the client transport instance to the originating appkcati ion is

on. An
ps  the

includ

applicgtion connection includes the transport _cqnneg [ ih turn,

Since the unidirectional class 0 and ireca single network connectign, two
unidirectional transports can be establis ithi ngle connection. The two unidirgctional
transports do not have to be coordin S inked in
any of the routers.

The application conrfection ! additi target
applicgtion, for example, may i i j ion, or
the detailed confi ; i ucture
in a data segme by the
interme¢diate nodes in the
CM_open indication target

applicati

NOTE eck the module type in the electronic key, check or save the ownership
informat] a S ofi information to set up the device. Success and reply information dr failure
and a rg e failure can be returned in the message reply. The format of the data segment is a fupction of
the targ

6.3.1.3. jon trigger, transport class and CM_RPI

A clierts\application uses the transport class, trigger type and CM_RPI to determine when to
sample and send data.

The system supports three types of triggers for the production of data: cyclic, change of state,
and application—triggered. These triggers only apply to the client application.

The triggers are used in conjunction with the transport class and CM_RPI to control when
data are sampled and sent on the link. Table 50 shows how these factors relate to each other
in determining when data are produced.
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Table 50 — How production trigger, transport class, and CM_RPI determine
when data is produced

Trigger type Transport class When data are sampled When data are repeated
and sent
Cyclic 0 — Null At the CM_RPI
1 — Duplicate Detection At the CM_RPI
2 — Acknowledged At the CM_RPI At 1/4 the CM_RPI or faster if not acknowledged
3 — Verified At the CM_RPI At 1/4 the CM_RPI or faster if not verified
4 — Non-Blocking Trigger type not supported | Trigger type not supported
5 — Fragmenting Trigger type not supported | Trigger type not supported
6 - Multipoint Fragmenting | Trigger type not supported | Trigger type not supported
Change I'oldle [U—=INNUll VVTIeTT ddld Clidanges ALLNTEe CIVI_RFT
1 — Duplicate Detection When data changes At the CM_RPI (
2 — Acknowledged When data changes At 1/4 the CM_RPI fagter il acT{KO\wledged,
and then at the GNA\_ qﬂ\
3 — Verified When data changes At 1/4 the CM ﬁi )ﬁ\g WWM then
at the CM _}Ri{
4 — Non-Blocking When application places on |At 1/4 the\C \Néggﬁ\r Wowledged,
queue and theq atthe GM
5 — Fragmenting When application places on mﬁ%@f}nm acknowlefdged,
queue her_at th
6 - Multipoint Fragmenting | When application gener?és At 1/4\%&5@013:&& until verified, gnd then
Write event (é‘the CNRRPI
Applicatipn 0 — Null Determined by appk’c’a‘t’lo\a\
1 — Duplicate Detection Deteyﬁﬁ»e(d by gp’pkcatibn / ( \ N )
2 — Acknowledged Det&minea\QyﬁQplicatfqn A\1/4% dIW_RPI or faster if not acknowlg¢dged
3 — Verified Determined by\apbﬁgatioh\ At M4 the CM_RP!I or faster if not verified

4 — Non-Blocking

When ppIication\)lac
queu

t 1/4 the CM_RPI or faster if until acknow
then when application generates Trigg

edged,
er event
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Although related is a server—only function. The system suppofrts two
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notified of the poll request, it shall sample new data, which it returns as the verification.

6.3.1.4
6.3.1.4.1

General

Transport connections

A transport connection is a logical binding between two transport instances that is made to
enable two applications to transfer data over network connections. A transport instance is a
specific implementation of a transport function. Every transport connection is built on one or
two network connections. Figure 19 uses the communication model to show the context in
which transport connections are made.

NOTE 1

not described in IEC 61158 series.

Input, Download, Upload and Scanner functions are examples of users of the transport services, they are
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Figure 19 — Context of transport services withih the nectioh model
In Figyre 20, application A interfaces to a client trangport ins igger the produgtion of

data oyer the network connection, and application er transport instance

to be notified that data has been written to the spoft prgtgcoldata unit (T-PDU) byffer. A
T-PDU comprises one packet of data i k, and transport headerg. A T—
PDU buffer is a memory location in which onge

,,,,,,,,,,,,,,,,,,,,, Server
’ Packet Transport
Trigger s \ Arrived ved
- '." R T-PDU Packet Transport
Aprjlication aAgr ~ . Header Applichtion
A B

A PDU By T-PDU Buffer

‘ Data

Application-to—application view of data transfer

Data i not_dire itten to or read from the transport instances: data is sent to or rgmoved
from the T<PDU buffers. The client and server transport instances are responsible gnly for
manangg the transport headers of the data packets in the T-PDU buffers. See specification
of transport classes in IEC 61158-6-2:2010, 9.3 for additional details on the responsibilities of
the client and server transport instances.

NOTE 2 Producers, consumers, and transport instances do not have public interfaces. They are accessible only
through the Connection Manager that creates them.

6.3.1.4.2 Components of transport connections
6.3.1.4.2.1 Components

A transport connection includes the transport instance(s), the client— and server—side T-PDU
buffer(s), and the network connection(s) involved. The network connection, in turn, includes
the link producer(s) and link consumer(s). The originating application is responsible for
creating all of the above components, and for creating bindings between those components
that result in the desired transport connection being created.
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