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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition — Type 2 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organizatio izati mprising
all national electrotechnical committees (IEC National Committees). The{ob i promote
interpational co-operation on all questions concerning standardization in th i icAlelds. To
this end and in addition to other activities, IEC publishes International 9 , i iffcations,
Technical Reports, Publicly Available Specifications (PAS) and Guides ( € hs “IEC

Publ|cation(s)”). Their preparation is entrusted to technical committees i interested
in tHe subject dealt with may participate in this preparatory wo K. s hd non-
governmental organizations liaising with the IEC also participate i z ) 4 closely
with |the International Organization for Standardization (ISQ) i i iti ined by
agrepment between the two organizations.

2) The formal decisions or agreements of IEC on technlcal e ) ible, i national
consensus of opinion on the relevant subjé i \ i i i from all

interpsted IEC National Committees.

3) IEC |Publications have the form of recommehdations fe e ion National
Compmittees in that sense. While all reasonabfe effort i t of IEC
Publ|cations is accurate, IEC cannot be i for any

misipterpretation by any end user.

4) In o ications
trang ijergence
betw cated in
the |

5) IEC for any
equi

6) Allu

7) No |l ors, employees, servants or agents including individual expprts and
mem EC National Committees for any personal injury, property damage or
othe a , whether direct or indirect, or for costs (including legal fdes) and
expe isi i¢ation, use of, or reliance upon, this IEC Publication or any ofher IEC
Publ|cation

8) AttentionN W e Nopmative references cited in this publication. Use of the referenced publications is

possibility that some of the elements of this IEC Publication may be the sibject of

patept rights."IEC shall not be held responsible for identifying any or all such patent rights.

NOTE Ise of some of the assaociated prnfr\r-nl f\/pne is restricted hy their intellectual prnpnrfy nghf holdeks. In all

cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-5-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-5 subseries cancel and replace
IEC 61158-5:2003. This edition of this part constitutes a technical revision. This part and its
Type 2 companion parts also cancel and replace IEC/PAS 62413.

This edition of IEC 61158-5 includes the following significant changes from the previous
edition:
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a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;

c) partition of part 5 of the third edition into multiple parts numbered -5-2, -5-3, ...

The text of this standard is based on the following documents:

FDIS Report on voting
65C/475/FDIS 65C/486/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting jindicated in the above table.

This pdiblication has been drafted in accordance with ISO/IEC Directivg

The cgmmittee has decided that the contents of this publicatiop wi
the mgintenance result date indicated on the IEC web site und
data rglated to the specific publication. At this date, the publ

* recpnfirmed,

* withdrawn,

+ replaced by a revised edition, or
*+ ampnded.

NOTE [The revision of this standard will be synghronized e of the IEC 61158 series.

The ligt of all the parts of the
communication networks — Fieldbus sp

d until
in the

under the general title Indlustrial
e found on the IEC web site.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. This standard defines the
application service characteristics that fieldbus applications and/or system management may
exploit.

Throudhout the set of fiel[dbus standards, the term "service” refers 1o the—=
provided by one layer of the OS| Basic Reference Model to the layer
Thus, the application layer service defined in this standard is a @6
servicg, independent of administrative and implementation divisions

S

diately [above.

fract caEability
architectural

3
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-2: Application layer service definition — Type 2 elements

1 Scope

1.1 Overview

The figldbus application layer (FAL) provides user programs with a mgans ss the
fieldbus communication environment. In this respect, the FAL can be 2 vindow
betwegn corresponding application programs.”

critical
nt and
pbsence

This gtandard provides common elements for basic time;
messafing communications between application programs in &
material specific to Type 2 fieldbus. The term “time-critical’

of a time-window, within which one or more specified actiqns equired\to be conppleted

with spme defined level of certainty. Failure to co i e time

window risks failure of the applications requestjhg iOR ) risk to

equipnpent, plant and possibly human life.

This sfandard defines in an abstract way the i Type 2

fieldbuls application layer in terms of

a) an| abstract model for defining( apptication being
mahipulated by users vja the use of\the serwce

b) the|primitive actions and eve ne\service;

c) the|[parameters assotiate imitive’ action and event, and the form whigh they
takp; and

d) the interrelat@}u'

The pyrpose of th

1) thel FAL dary between the user and the application layer of the fleldbus
refgrence\mode

2) Syst ystems
Mahagene

This sfa ' yer, in
conformance’ with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application
layer structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
send/receive is specified. This permits greater flexibility to the FAL users in standardizing
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such object behavior. In addition to these services, some supporting services are also defined
in this standard to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this standard is to specify the characteristics of conceptual
application layer services suitable for time-critical communications, and thus supplement the
OSI Basic Reference Model in guiding the development of application layer protocols for time-
critical communications.

A secondary objective is to provide migration paths from previously-existing industrial
communicati i ' jecti i i i i i ervices
standardized as the various Types of I|IEC 61158, and the corresponding Arétocols

This s
Nevertheless, it is not a formal programming interface, and apy~sugh 1
addresgs implementation issues not covered by this specification, i i

a) the
b) the

1.3

This st hstrain

There fis no conformance of equipment t ndard.
Instead, conformance is achieved—thraug ation of conforming application layer

protoc
2 Ng
The following referex israre nt. For
dated tion of

the ref
IEC 60
IEC 61

IEC 61|158~4-2, Industrial communication networks — Fieldbus specifications — Part 4-2| Data-
link layler.protocol specification — Type 2 elements

IEC 61158-6-2, Industrial communication networks — Fieldbus specifications — Part 6-2:
Application layer protocol specification — Type 2 elements

IEC 61588:20041, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61784-3-2, Industrial communications networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

1 Compliance with future editions of this standard will need checking.
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ISO/IEC 646, Information technology — ISO 7-bit coded character set for information

interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference

Model — Part 1: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference

Model — Part 3: Naming and addressing

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation

service definition

ISO/IEC 8824, Information technology — Abstract Syntax Notation One
of basic notation

ISO/IEC 8859-1, Information technology — 8-bit single-byte cogde
Part 1] Latin alphabet No. 1

ISO/IE
structu

ISO/IE
(UCS)

ISO/IE
Model

ISO 11
networ

3 Te
For the

3.1
a) apgli
b) apgli
c) application protocol data unit

d) application service element

e) application pntify invacation

ification

sets —

Layer

er Set

erence

° area

apply:

f) application process invocation
g) application transaction

h) real open system

i) transfer syntax

3.2 ISO/IEC 8822 terms
a) abstract syntax
b) presentation context

2 A newer edition of this standard has been published, but only the cited edition applies.
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3.3
a)

ISO/IEC 9545 terms
application-association

b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element
3.4 SO/IEC 8824 terms

a) object identifier

b) typp

3.5 [fype 2 fieldbus data-link layer terms
The following terms, defined in IEC 61158-3-2 and IE
a) DL{time

b) DLischeduling-policy

c) DLCEP

d) DL

e) DL{connection-oriente ode

fy DLPDU

g) DLEDU

h) DLBAP Q

i) fixgqd tag

i) generic tag

k) link

) MA

m) net

n) nog

0) node

p) tag

gq) scheduled

r) unscheduled

3.6 Type 2 fieldbus application-layer specific definitions
3.6.1

allocate

take a resource from a common area and assign that resource for the exclusive use of a
specific entity

3.6.2
application
function or data structure for which data is consumed or produced
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3.6.3

application objects

multiple object classes that manage and provide a run time exchange of messages across the
network and within the network device

3.6.4

application process

part of a distributed application on a network, which is located on one device and
unambiguously addressed

3.6.5

application process object
compopent of an application process that is identifiable and accessi hrough Jn FAL
applicgtion relationship

3.6.6
applicption process object class

a clasg of application process objects defined in terms of the s
attribufes and services

pssible

3.6.7
applicption relationship
cooperative association between two or more applicagj ity-i ose of
excharge of information and coordination of theix 1 tivated
either py the exchange of applicatio a i S ration
activities

3.6.8
applicption relationshipapplica
applicgtion-service-elemen 3 i exclusive means for

3.6.9 <>
applicption relations

context and beha
applicgtion processes, i

establishing and

relationship as seen and maintained by one|of the
pplication relationship

NOTE Each afplicatie ed in the application relationship maintains its own application relgdtionship
endpoini.

3.6.10
attribyte
description-6f-an externally visible characteristic or feature of an object

NOTE [The\attributes of an object contain information about variable portions of an object. Typically, they| provide
status irnformmatiomorgoverm the—operationm of am object—Attributes mray atso affectthebetraviour of =amn object.
Attributes are divided into class attributes and instance attributes.

3.6.11
behaviour
indication of how an object responds to particular eventss

3.6.12

boundary clock

clock with more than a single PTP port, with each PTP port providing access to a separate
PTP communication path

NOTE Boundary clocks are used to eliminate fluctuations produced by routers and similar network elements.
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3.6.13
class

a set of objects, all of which represent the same kind of system component

NOTE A class is a generalisation of an object; a template for defining variables and methods. All objects in a
class are identical in form and behaviour, but usually contain different data in their attributes.

3.6.14

class attributes
attribute that is shared by all objects within the same class

3.6.15

class code

unique| identifier assigned to each object class

3.6.16

class specific service

servicg defined by a particular object class to perform a re hieh |is not
performed by a common service

NOTE R class specific object is unique to the object class which defines

3.6.17

client

a) object which uses the services of another (s j Qrm a task

b) initlator of a message to which a s

3.6.18

clock

device|providing a measure gince a defined epoch

NOTE [There are two types of ¢

3.6.19

commpinicatio c

compopents that mahag i n time exchange of messages across the netyork
EXAMPLES Conne ¢ gonnected Message Manager (UCMM) object, and Messag¢ Router
object

3.6.20

connertjd

logical|birdi ok plication objects that may be within the same or different devjces
NOTE 1| Connections may\be either point-to-point or multipoint.

NOTE 2| The logical linkbetween sink and source of attributes and services at different custom interfacep of RT-
Auto ASEslis referred to as interconnection. There is a distinction between data and event interconnectigns. The
logical link."and the data flow between sink and source of automation data items is referred to jJas data

interconnection. The logical link and the data flow between sink (method) and source (event) of operational
services is referred to as event interconnection.

3.6.21
conne

ction ID (CID)

identifier assigned to a transmission that is associated with a particular connection between
producers and consumers, providing a name for a specific piece of application information

3.6.22
conne

ction path

an octet stream that defines the application object to which a connection instance applies

3.6.23
conne

ction point

buffer which is represented as a subinstance of an Assembly object
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3.6.24
consume
act of receiving data from a producer

3.6.25
consumer
node or sink that is receiving data from a producer

3.6.26
consuming application
application that consumes data

3.6.27
cyclic
repetitive in a regular manner

3.6.28
device
physical hardware connected to the link

NOTE R device may contain more than one node.

3.6.29
device profile

a collection of device dependent info QN
similar|devices of the same device type

iding consistency bgtween

3.6.30
end ngde
produding or consuming ng

3.6.31
endpojnt @
one of|the comm ot

3.6.32
epoch
referern
[IEC 6

3.6.33
error

discrepancy._betweeri a computed, observed or measured value or condition and the sgecified
or theqgretically correct value or condition

3.6.34
event
an instance of a change of conditions

3.6.35
frame
denigrated synonym for DLPDU

3.6.36

grandmaster clock

clock which serve as the primary source of time to which all others (within a collection of
IEC 61588 clocks) are ultimately synchronized.
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3.6.37
group
a) <general> a general term for a collection of objects. Specific uses:

b) <addressing> when describing an address, an address that identifies more than one entity

3.6.38

interface

(a) shared boundary between two functional units, defined by functional characteristics, signal
characteristics, or other characteristics as appropriate

(b) collection of FAL class attributes and services that represents a specific view on the FAL
class

3.6.39
invocgtion
act of yising a service or other resource of an application process

nce the
tions, a
.|Also for
Entiate it

NOTE
service
service
service
from oth

3.6.40
instan
the act
within

bbjects

EXAMPI
NOTE

3.6.41
instan
attribu

3.6.42
instanti
object

3.6.43
logica
a certai
autong

as an

3.6.44
Lpacket (or Link packet)
a piece ofvapplication information that contains a size, control octet, tag, and link data

NOTE Peer data-link layers use Lpackets to send and receive service data units from higher layers in the OSI
stack.

3.6.45
manufacturer ID
identification of each product manufacturer by a unique number

3.6.46

management information

network-accessible information that supports managing the operation of the fieldbus system,
including the application layer

NOTE Managing includes functions such as controlling, monitoring, and diagnosing.
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3.6.47

master clock

single clock which serves as the primary source of time within each region, and which will in
turn synchronize to other master clocks and ultimately to the grandmaster clock

NOTE A system of IEC 61588 clocks may be segmented into regions separated by boundary clocks.

3.6.48
member
piece of an attribute that is structured as an element of an array

3.6.49
Messagc Rottet
object within a node that distributes messaging requests to appropriate ap

Ccts

3.6.50
methofd
<object> a synonym for an operational service which is pr
invokefl by a client

E and

3.6.51
moduT
hardware or logical component of a physical device

3.6.52
multipjoint connection
connegtion from one node to many

NOTE des.

3.6.53
netwofr
a set d
repeat

vening

3.6.54
object

abstra Har component within a device, usually a collection of

related jables) and methods (procedures) for operating on that data
that hg e N ace and behaviour

3.6.55

object

servicg unique to theObject class which defines it

3.6.56
ordinary clock
IEC 61588 clock with a single PTP port

3.6.57
originator
client responsible for establishing a connection path to the target

3.6.58
peer
role of an AR endpoint in which it is capable of acting as both client and server

3.6.59
physical device
an automation or other network device
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3.6.60
point-to-point connection
connection that exists between exactly two application objects

3.6.61
Precision Time Protocol (PTP)
name used for the time synchronization protocol.

3.6.62
produce
act of sending data to be received by a consumer

3.6.63
producger
node that is responsible for sending data

3.6.64

propeirty
generdl term for descriptive information about an object

3.6.65
PTP message
IEC 61588 time synchronization message

NOTE [There are five designated message$
Delay_Resp, and Management.

llow-up,

3.6.66
PTP port
logicallaccess point for |

3.6.67
resouilce
a processing or

3.6.68
serial
a uniq
commy

[ype 2

NOTE 1

3.6.69
server
a) role of an AREP in which it returns a confirmed service response APDU to the clignt that

d-th
T

inittated

b) object which provides services to another (client) object

3.6.70

service

operation or function than an object and/or object class performs upon request from another
object and/or object class

3.6.71

synchronized clocks

(to a specified uncertainty) two clocks which have the same epoch and for which
measurements of any time interval by both clocks differ by no more than the specified
uncertainty

NOTE The timestamps generated by two synchronized clocks for the same event will differ by no more than the
specified uncertainty.
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3.6.72

System Time

absolute time value as defined by CPF2 time synchronization in the context of a distributed
time system where all devices have a local clock that is synchronized with a common master
clock

NOTE In the context of CPF2, System Time is a 64-bit integer value in units of nanoseconds with a value of 0
corresponding to the date 1972-01-01.

3.6.73
target
end-node to which a connection is established

3.6.74
Unconnected Message Manager (UCMM)

compopent within a node that transmits and receives unconnected
sends them directly to the Message Router object

ps and

3.6.75
unconnhected service

messaping service which does not rely on the set up of
allowirlg information exchanges

®

devices|before
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3.7 Type 2 abbreviations and symbols

AE Application Entity

AL Application layer

APO Application object

AP Application process

APDU Application protocol data unit

AR Application relationship

AREP Application relationship end point
ASCII American standard code for information interchange
ASE Application service element

CID Connection ID

CM_API Actual packet interval

CM_RP Requested packet interval

Cnf Confirmation

CR Communication relationship

DL- (as a prefix) data-link-

DLC Data-link connection

DLCEP Data-link connection end point

DLL Data-link layer

DLM Data-link-management

DLSAP Data-link service access poi

DLSDU DL-service-data-unit

FAL Fieldbus application layer

FIFO First-in first-out

ID Identifier

IEC International Ele AN TS
Ind Indication

IP

ISO

110

LME

02T

O=>T

osl

PDU

PL

PTP Precision Time Protocol [IEC 61588:2004]
QoS Quality of service

REP Route endpoint

Req Request

Rsp Response

SAP Service access point

SDU Service data uUnit

SEM State event matrix

STD State transition diagram, used to describe object behaviour
T20 Target to originator (connection characteristics)

T=0 Target to originator (connection characteristics)
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3.8 Conventions
3.8.1 Overview

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of two parts, its class specification, and its
service specification.

The class specification defines the attributes of the class. The attributes are accessible from
instances of the class using the Object Management ASE services specified in Clause 5 of
this standard. The service specification defines the services that are provided by the ASE.

3.8.2 General conventions

This standard uses the descriptive conventions given in ISO/IEC 1073
3.8.3 Conventions for class definitions

Class gdefinitions are described using templates. Each template a lis’of attributes
for the|class. The general form of the template is shown b¢
FAL ASE: ASE Name

CLASS]: Class name

CLASS|ID:

PARENT CLASS:

ATTRIBUTES:

1 (o) Key Attribute:

2 (o) Key Attribute:

3 (m) Attribute:

4 (m) Attribute:

4.1 (s) Attribute:

4.2 (s)  Attri :

4.3 (s) Attr@

5. (c)

5.1 ( N e(values)

5.2 ( : e(values)

6 ( e(values)

6.1 attribute name(values)

6.2 attribute name(values)

SERVI(

1 service name

2. (€Y, Constraint: constraint expression

21 (0) Opsservice: Service name

3 (m) MgtService: service name

(1) The "FAL ASE:" entry is the name of the FAL ASE that provides the services for the class
being specified.

(2) The "CLASS:" entry is the name of the class being specified. All objects defined using this
template will be an instance of this class. The class may be specified by this standard, or
by a user of this standard.

(3) The "CLASS ID:" entry is a number that identifies the class being specified. This number is
unique within the FAL ASE that will provide the services for this class. When qualified by
the identity of its FAL ASE, it unambiguously identifies the class within the scope of the
FAL. The value "NULL" indicates that the class cannot be instantiated. Class IDs between
1 and 99, 240 and 767 are reserved by this standard to identify standardized classes.
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CLASS IDs between 100 and 199, 768 and 1 279 are allocated for identifying user defined
classes.

(4) The "PARENT CLASS:" entry is the name of the parent class for the class being specified.
All attributes defined for the parent class and inherited by it are inherited for the class
being defined, and therefore do not have to be redefined in the template for this class.

NOTE The parent-class "TOP" indicates that the class being defined is an initial class definition. The parent class

TOP is used as a starting point from which all other classes are defined. The use of TOP is reserved for classes
defined by this standard.

(5) The "ATTRIBUTES" label indicate that the following entries are attributes defined for the

class.

a) |Each of the attribute entries contains a line number in column 1/ a m y (m) /
optional (o) / conditional (c) / selector (s) indicator in column 2, e label
in column 3, a name or a conditional expression in column 4 list of
enumerated values in column 5. In the column following thé default
value for the attribute may be specified.

b) |Objects are normally identified by a numeric |dent|f|er or by~a ' or by
both. In the class templates, these key attributes arg ' ute.

c) |The line number defines the sequence and Each
nesting level is identified by period. Nesting i
i) fields of a structured attribute (4.1, 4.

i) attributes conditional on a €on & . ibutes may be mandatory

(5.1) or optional (5.2) i e a z Not all optional attributes fequire

iii) the selection fields of a choice t

pe atin 3 .2).
(6) The "SERVICES" label di ing” entries are services defined for the

cla

a) ce is mandatory for the class, while[an (o)
column indicates that the service is condjitional.
g”are defined as optional, at least one ha$ to be
ass is defined
b) tés an operational service (1)

C) designates an management service (2)
d) P g the sequence and the level of nesting of the line] Each
st s.idextified by perlod Nesting within the list of services is used to gpecify

3.84

3.8.4.1 General

The service model, service primitives, and time-sequence diagrams used are entirely abstract
descriptions; they do not represent a specification for implementation.

3.8.4.2 Service parameters

Service primitives are used to represent service user/service provider interactions
(ISO/IEC 10731). They convey parameters which indicate information available in the
user/provider interaction. In any particular interface, not all parameters need be explicitly
stated.

The service specifications of this standard uses a tabular format to describe the component
parameters of the ASE service primitives. The parameters which apply to each group of
service primitives are set out in tables. Each table consists of up to five columns for the
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—_

Parameter name,

N

request primitive,

A W

)

)

) indication primitive,

) response primitive, and
)

)]

confirm primitive.

One parameter (or component of it) is listed in each row of each table. Under the appropriate
service primitive columns, a code is used to specify the type of usage of the parameter on the
primitive specified in the column:

M parameter is mandatory for the primitive

U |parameter is a User option, and may or may not be provided dependihg on_dynamic
usage of the service user. When not provided, a default valyé e _parameter is
assumed.

C |parameter is conditional upon other parameters or upon the service

user.
— [(blank) parameter is never present.
S |parameter is a selected item.

Some entries are further qualified by items in brack

a) |a parameter-specific constraint;

in the
b)
ning to
3.8.4.3
The pr
e the entities through the exchange of fieldbus Application
Prg
o the application layer service provider and an applicatiop layer
ser| service
prifitjves
These which

suppof

4 Common concepts

The common concepts and templates used to describe the application layer service in this
standard are detailed in IEC/TR 61158-1, Clause 9.
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5 Data type ASE

5.1 General

An overview of the data type ASE and the relationships between data types is provided in
IEC/TR 61158-1, 10.2.

5.2 Formal definition of data type objects

The template used to describe the data type class in this clause is detailed in
IEC/TR 61158-1, 10.2. This includes the specific ASE structure and the definition of its
attributes.

5.3 FAL defined data types
5.3.1 Fixed length types
5.3.1.1 Boolean types

5.3.1.1.1 Boolean

CLASS}: Data type
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

4.1 Octet Length

This data type expresses a¥Bopoleg

lues TRUE and FALSE.

5.3.1.1.2 BOOL

This IHC 61131-®e

5.3.1.2 Bitstring

5.3.1.2.

CLASS]: Data type
ATTRIBUY

1 Idéntifier = 22

2 Data type = Bitstring8

3 Format = FIXED LENGTH
5.1 Qctet Length = 1

This type contains 1 element of type BitString.

5.3.1.2.2 SWORD

This IEC 61131-3 type is the same as Bitstring8.

5.3.1.2.3 BitString16

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 23

2 Data type Name = Bitstring16

3 Format = FIXED LENGTH

5.1 Octet Length = 2
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5.3.1.24 WORD

This IEC 61131-3 type is the same as Bitstring16.

5.3.1.2.5 BitString32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 24

2 Data type Name = Bitstring32

3 Format = FIXED LENGTH
51 Qctet Length = 4

5.3.1.2.6 DWORD

This IHC 61131-3 type is the same as Bitstring32.

5.3.1.2.7 BitString64

CLASS}: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 57

2 Data type Name = Bitstring64
3 Format = FEIXED L
5.1 Octet Length =

5.3.1.2.8 LWORD

This IHC 61131-3 type is the same as | 64.

5.3.1.3 Date types
5.3.1.3.1 DATE

CLASS} Q
ATTRIBUTES:

1 Data type 3 not used

2 Data type DATE

3 = FIXED LENGTH

4.1 = 2

This IEC binary number. The most significant bit of the most sigfificant
octet i alway e most significant bit of the binary number; no sign bit is in¢luded.
This upsignedst a2s a length of two octets. It expresses the date as a number of days,

startin

from 1972-

(UTC) fera/until 2151-06-06 (June 6", 2151), i.e. a total range of 65 536 days.

01-01 (January 1%t 1972), the start of the Coordinated Universil Time

5.3.1.3.2 TimeOfDay

CLASS:
ATTRIB
1

2

4

4.1

Data type
UTES:
Data type Numeric Identifier = 12
Data type Name = TimeOfDay
Format = FIXED LENGTH
Octet Length = 6

This data type is composed of two elements of unsigned values and expresses the time of day
and the date. The first element is an Unsigned32 data type and gives the time after the
midnight in milliseconds. The second element is an Unsigned16 data type and gives the date

countin

g the days from 1984-01-01 (January 1%, 1984).
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5.3.1.3.3 TimeOfDay without date indication

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 52

2 Data type Name = TimeOfDay without date indication
4 Format = FIXED LENGTH

4.1 Octet Length 4

This data type is composed of one element of an unsigned value and expresses the time of
day. The element is an Unsigned32 data type and gives the time after the midnight in
milliseconds.

53.1.34  TIME_OF_DAY

This IHC 61131-3 type is the same as TimeofDay without date indic

5.3.1. Numeric types

5.3.1.41 Floating Point types

5.3.1.4.1.1 Float32

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier =

2 Data type Name = S

4 Format =
4.1 Octet Length

This type has a length o
single precision.

5.3.1.4.1.2 @.

This IHC 61131-3 typ

Float32 is that defined by IEC 60p59 as

5.3.1.41.3

CLASS}: Data type

ATTRIB

1 = 15

2 = Float64

3 Forfat = FIXED LENGTH
4.1 Qctet Length = 8

This type has a length of eight octets. The format for Float64 is that defined by IEC 60559 as
double precision.

5.3.1.4.1.4 LREAL

This IEC 61131-3 type is the same as Float64.
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5.3.1.4.2 Integer types

5.3.1.4.2.1 Integer8

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 2

2 Data type Name = Integer8

3 Format = FIXED LENGTH

4.1 Octet Length 1
This integer type is a two’s complement binary number with a length of one octet.

5.3.1.J.2.2 SINT

This IHC 61131-3 type is the same as Integer8.

5.3.1.4.2.3 Integer16

CLASS}: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 3

2 Data type Name = Integer16
3 Format FIXED L

4.1 Octet Length
This infeger type is a two’'s complement kj A S Wi gth of two octets.

5.3.1.4.2.4 INT

This IHC 61131-3 type is the 2

5.3.1.4.2.5 Infeg
CLASS;:
ATTRIBUTES:

1 Data type KX

2 Integer32

3 FIXED LENGTH
4.1 4

This infege 3 twq’s’complement binary number with a length of four octets.
5.3.1.4.

This |

5.3.1.4.2.7 Integer64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 55

2 Data type Name = Integer64

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This integer type is a two’s complement binary number with a length of eight octets.
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5.3.1.4.2.8 LINT

This IEC 61131-3 type is the same as Integer64.

5.3.1.4.3 Unsigned types

5.3.1.4.3.1 Unsigned8

CLASS

: Data type

ATTRIBUTES:

1
2

Data type Numeric Identifier 5

Data type Name Unsigned8

3
41
This t

used
length

5.3.1.4.3.2 USINT

This IB

5.3.1.4.3.3 Unsigned16
CLASS|

ATTRIE
1

2

3

4.1

used
type h

5.3.1.4.3.4

This IB

This t%pe is a binary

Format FIXED LENGTH
Octet Length = 1
pe is a binary number. The most significant bit of the most

s the most significant bit of the binary number; no sign bit i
of one octet.

C 61131-3 type is the same as Unsigned8.

BUTES:
Data type Numeric Identifier
Data type Name
Format

Octet Length

s the mo '
s a length

C 61 ye as Unsigned16.

always

# has a

always
signed

5.3.1.4.3:

CLASS| Data type
ATTRIBUTES:;

1 Data type Numeric Identifier = 7

2 Data type Name = Unsigned32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This type is a binary number. The most significant bit of the most significant octet is always
used as the most significant bit of the binary number; no sign bit is included. This unsigned
type has a length of four octets.

5.3.1.4.3.6 UDINT

This IEC 61131-3 type is the same as Unsigned32.
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5.3.1.4.3.7 Unsigned64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 56

2 Data type Name = Unsigned64

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This type is a binary number. The

most significant bit of the most significant octet is always

used as the most significant bit of the binary number; no sign bit is included. This unsigned
type has a length of eight octets.

5.3.1.J.3.8

This IHC 61131-3 type is the same as Unsigned64.

ULINT

5.3.1.5 Time types

5.3.1.8.1

CLASS;:
ATTRIBUTES:

TIME

Data type

1 Data type Numeric Identifier =
2 Data type Name
3 Format

4.1 Octet Length

This IHC 61131-3 type is a two’s complem
unit of time for this type is

not used

o

er with a length of four octets. The

5.3.1.5.2 ITIME

CLASS|.

ATTRIBUTES:

1 Data type Nurg

2 ITIME

3 = FIXED LENGTH
4.1 = 2

This IE pe ex{ension is a two’s complement binary number with a length|of two
octets. eforthis type is 1 ms.

5.3.1.5.

CLASS}: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = FTIME

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This IEC 61131-3 type extension is a two’s complement binary number with a length of four
octets. The unit of time for this type is 1 ys.
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5.3.1.54 LTIME

CLASS

ATTRIBUTES:
Data type Numeric Identifier
Data type Name

1
2
3
4.1

Format
Octet Length

— 29 —

Data type

not used

= LTIME

= FIXED LENGTH
8

This IEC 61131-3 type extension is a two’s complement binary number with a length of eight
octets. The unit of time for this type is 1 ys.

5.3.2
5.3.2.1

CLASS;:

ATTRIE
1
2
3
5.1

5.3.2.2

CLASS;:

ATTRIH
1
2

3

4.1

An Oc

discus
order d

5.3.2.3

CLASS;:

ATTRIE
1
2
3

BitString

BUTES:

Format
Octet Length

BUTES:

Format

Octet Leng
etString i
sion, octet 1
f transmissi

Data type
Data type
Format

Data type Numeric 19€
Data type Name

String types

Data type Numeric Identifier
Data type Name

OctetString

= STRING
= 1ton
This string type is defined as a series of BitStrinfe 2

ic ldentifier

Data type

14
= Bitstring

Data type

= not used
= EPATH
= STRING

4.1

Ottettemngth

—ttomn

ses of
es the

An EPATH is an ordered sequence of octets, numbered from 1 to n. Its format is further

specified in IEC 61158-6-2, 4.1.9.
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5.3.3 Structure types
5.3.3.1 DATE_AND_TIME

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = DATE_AND_TIME

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Time_Of_Day_Element
522 Field Data type = TIME QF DAY

5.3.1 Field Name = Date_Element

5.3.2 Field Data type = DATE

This IHC 61131-3 type extension is a structure which expresses bo
days dtarting from 1972-01-01 until 2151-06-06),and the time.of\d
starting from midnight.

5.3.3.2 SHORT_STRING

CLASS;:
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name
3 Format

5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.3.1 Field Name
5.3.2 Field Data type
This IHC 61131-

currenf number
Charagters shall be

5.3.3.3

hber of
of ms

es the
acter).

CLASS| Data type

ATTRIBU

1 = not used

2 = STRING

3 = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = Stringcontents_Element
5.3.2 Field Data type = OctetString

This IEC 61131-3 type is composed of two elements. Charcount_Element gives the current
number of characters in the Stringcontents_Element (one USINT per character). Characters

shall be as specified in ISO 8859-1.
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5.3.3.4 STRING2

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRING2

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Charcount_Element
5.2.2 Field Data type = UINT

5.3.1 Field Name = String2contents_Element
5.3.2 Field Data type = OctefSiring

ement

This IEC 61131-3 data type extension is composed of two elements >}
T per

gives fthe current number of characters in the String2contents
character). Characters shall be as specified in ISO 10646.

5.3.3. STRINGN

CLASS| Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used
2 Data type Name

3 Format

5.1 Number of Fields
5.2.1 Field Name

5.2.2 Field Data type
5.3.1 Field Name

5.3.2 Field Data type
5.4.1 Field Name
5.4.2 Field Data type

This IHC 61131 es the
size ofl a characteri lement
gives [the current T per

character). Chara

5.3.3.6

CLASS]: Data type
ATTRIBUTES:

1 Data type™ pic Identifier = not used

2 Data_type Name = STRINGI

3 Format = STRUCTURE

5.1 Number of Fields = 2

5.2.1 Field Name = Stringnum_Element
5.2.2 Field Data type = USINT

5.3.1 Field Name = International_String_Array
5.3.2 Field Data type = STRINGI_ARRAY

This IEC 61131-3 type extension is a structured data type which allocates a USINT variable
(Stringnum_Element) containing the number of internationalized character strings and an
array of structures (International_String_Array) containing the internationalized character
strings.

The international character string structure (STRINGI_ELEMENT) contains a USINT
(Language1_Element) indicating the first ASCIlI character of the ISO 639-2/T language, a
USINT (Language2_Element) indicating the second character of the ISO 639-2/T language, a
USINT (Language3_Element) indicating the third character of the ISO 639-2/T language, an
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EPATH (Datatype_Element, limited to the values 0xD0, 0xD5, 0xD9, andOxDA) indicating the
structure of the character string, a UINT (Charset_Element) indicating the character set which
the character string is based on, and an array of octet elements which is the actual
international character string. The three characters for the language come from ISO 639-2/T
(Alpha-3 Terminology Code), and the character set values come from IANA MIB printer codes
(RFC 1759). The character set values are limited to those values that are provided in Table 1.

Table 1 — Valid IANA MIB printer codes for character set selection

Character Set Value

ISO 8859-1:1987 4

5.3.3.7

CLASS;:

ATTRIE
1

2

3

5.1
5.2.1
5.2.2
5.3.1
5.3.2

This IHC

the cu
Charaq

SHORT_STRING

BUTES:

Data type Numerfe

Data type Name
Format

Number of I
Field Name
Field Data type

ISO 8859-2:1987

ISO 8859-3:1988

ISO 8859-4:1988

ISO 8859-5:1988

© (0| N|O | O,

ISO 8859-6:1987

ISO 8859-7:1987 {17)\ N

ISO 8859-8:1989 \\ >

ISO 8859-9:1989 / ~ 1>\

ISO 10646-UCS-2 A\ /1800

Charcount_Element
USINT

= Stringcontents_Element
= OctetString

acter).
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5.3.3.8 STRINGI_ELEMENT

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = not used

2 Data type Name = STRINGI_ELEMENT
3 Format = STRUCTURE

5.1 Number of Fields = 6

5.2.1 Field Name = Language1_Element
5.2.2 Field Data type = USINT

5.3.1 Field Name = Language2_Element
5.3.2 Field Data type = USINI

5.4.1 Field Name = Language3_Element
5.4.2 Field Data type = USINT

5.5.1 Field Name = Datatype_Element
5.5.2 Field Data type = EPATH

5.6.1 Field Name = Charset_Element
5.6.2 Field Data type = UINT

5.7.1 Field Name = Stringcontents _Elem
5.7.2 Field Data type = SHORT_STRI &2 | STRINGN
5.4 Pata type ASE service specifie

There pre no operational services defi
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6 Communication model specification

6.1 Concepts

6.1.1

General

007(E)

This is a serial communication system for communication between devices that wish to
exchange both time critical and messaging type application information. These devices
include simple 1/0O devices, such as sensors/actuators as well as complex control devices
such as robots, programmable logic controllers, welders, process controllers.

Unlike|some general purpose communication systems that rely on the atiom delivery
model,| this network uses a variant of the publisher/subscriber pust bd the
produger/consumer model. The producer/consumer model allows the gxchang critical
applicgtion information between a sending device (i.e. the prod Ceiving
devicep (i.e. the consumers) without the need to send the data sg hation.
This is| accomplished by attaching a unique identifier to each mation
that is|being produced onto the network medium. Any device_that req kes\a specific pjece of
applicgtion information simply filters the data on the n ppriate
identifier. Many devices can receive the same piece 0 single
produding device.
The ddta-link layer provides a high degree of protocot effic token
passingg mechanism. This mechanis vithout
the nefwork overhead associated with passi nission
to send data. The protocol utilises a ovides
network devices with deterministic and p enting
network collisions. This sc edullng me ha y red on
a perigdic, repeatable and i e prgduced on a predeflned schedule yithout
the logs of efficiency c i y requesting or “polling” for the rgquired
data. The protocol suppoxis an i \ ism which allows data that is not time|critical
in natyre or which_is Q QN an occasional basis to utilise any available network
time. This unsc q 3 i fter the production of the time critical dgta has
been gompleted awd f S innihg of the next scheduled production of time |critical
data.
6.1.2
Most of apts described in Clause 4 apply, with some restrictions or additions
as noted

— |the applica ayer includes those functionalities from the intermediate layerg which

are(necessary’for proper mapping onto the data-link layer,
— |Client/Server relationships can be one-to-one, but also one-to-many (see AR mpdel in

6.3.1),

a variant of the Publisher/Subscriber Push model, the Producer/Consumer model, is

used as the base of all AR's (see AR model in 6.3.1),
an overview of the ASE/APO types and their relationships is provided in 6.1.3,
AR follow a model which is detailed in 6.3.1.

specific naming and addressing is specified in 6.1.4,

common FAL attributes and parameters listed in IEC/TR 61158-1, 9.7 are not used;

instead they are specified in relevant Type-specific subclauses.

there are no Abort or Reject services, only negative result confirmations, so the error

procedure described in Annex A does not apply.
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Relationships between ASEs

Every node shall contain as a minimum instance one of the following ASE object classes in its
application layer.

Object

Management ASE:

Identity (identification and general information about the device)

— Message Router (messaging connection point for communications within the device)

Connection Manager ASE:

Connection Manager (establishment and maintenance of connections)

or Conjhection ASE:

AR AS

Other application layer objects may be implemented in sorf

Ob

Yet md

Connection (messaging connection point for communications withig
=»

Unconnected Message Manager (queued messaging servi
for CP 2/3)

the device)

ect Management ASE:

ptional

tion)

Acknowledge Handler object ges from the application

objects)

TimeSync object (interface to the 004 Tprecision clock synchronization

protocol)

additional applicatjd
formal model

ASE:

Transpor

(holds information on link schedules, one required in

connegtiongriginator — used in conjunction with Type 2 data-link layer),

TCPHP Interface object (provides the mechanism to configure the TCP/IP inter

[ype 2

layer:

in all
quired
),

each

ace of

a rln\/ir*n’ rnquirnd inall devices with a TCP/IP infnrfar\n),

Ethernet Link object (maintains link-specific counters and status information
Ethernet port, required in all devices with an Ethernet port),

DeviceNet object (station management interfaces to lower layers, required
devices using ISO 11898:1993 data-link layer),

for an

in all

Connection Configuration object (interface to create, configure and control connections

in a device).

NOTE These lower layer management objects are described in IEC 61158-4-2.

The ASE and object interactions for a device using both Application and data-link Type 2
protocols are illustrated in Figure 1:
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- Required Objects O Optional Objects

User objects (I/Os, Controls, etc.)
Management objects
Messaging User
T T f Layer
Application
Layer
Scheduler
& Scheduled & Data L)
System Unscheduled Ugschedtmgd
Management Unconnected Message: M(;nsr:(;:s /\ @\
er
1 Tyé}od& \y\
|

MAC ID #4

Instance #2
Attribute #1

L/

Object Class #5

parate
in the

Attribute #1
Attribute #2

Instance
#2

" MAC ID #3

- Object
Class #7

Obiant
OBject

Class #5

MAC ID #4

Figure 2 — Addressing format using MAC, class, instance and attribute IDs

The term “node” is used to refer to that portion of a device which contains a link interface and
responds to a single MAC ID. The term “device” refers to a complete physical device
connecting to the network. A device is able to contain multiple nodes.

The Class ID is a unique integer identification value assigned to each object class accessible
from the network. The object class may be referenced with this Class ID. In all IEC 61158
specifications for Type 2, class code is synonymous with Class ID.
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The Instance ID is an integer identification value assigned to an object instance when it is
created that identifies it among all Instances of the same Class. This integer is unique within
the <Node:Class> in which it resides.

The Attribute ID is an integer identification value that is unique among all other attributes of
that object.

The address of attribute number 1 of instance 2 in class 5 in the node with a MAC ID of 4 is
MAC ID#4: Object Class #5: Instance #2: Attribute #1 as shown in Figure 2. This
nomenclature is referred to as Class/Instance/Attribute addressing.

Informati ided in

IEC 61[158-6-2 (Path definition).

6.1.5 Data types
6.1.5.1 Data type general specification

The sp
may ta

e type

Data i e used
to cong

NOTE 1 bddition,
since fu defined

operatio|

The dgrived data types are the following:
dirgctly derived;
enymerated;

suljrange; Q

striictured;

array.

NOTE 2| These derived data are din IEC 61131-3, 1.3 and 2.3.3. The means of specifying thg¢se data
types ar|d their defau iti defined in IEC 61131-3, 2.3.3.1 and 2.3.3.2. The usage of variables |of these
data typps is defined in ‘\ .3.3.
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6.1.5.2 Supported elementary data types

The following basic data types defined in Clause 5 are supported:

BOOL
SINT
INT
DINT
LINT
USINT
UINT
UDINT

ULINT
REAL

61158-5-2 © IEC:2007(E)

UreAL
[IME

IME

TIME

TIME

ATE
IME_OF_DAY or TOD
ATE_AND_TIME or DT
TRING
TRING2
TRINGN
TRINGI
HORT_STRING
WORD

VORD

WORD

WORD

PATH

MmO < (0D WMo d 06— 17— —

6.1.5.3

6.1.5.3.1 Co

NOTE 1
defined |n this part of IEQ

NOTE 2| IEC 611313, '\
claiming| compliance ‘o |
documeptation g }
extensigns of this docum

An implermen
as sperifiedh

. This“provides the data type-related information to be include
ich support the data types defined in this part of IEC 61158. Supsets or

erations

systems
in the

mply with the requirements of IEC 61131-3 for language fgatures
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Table 2 - Common elements

IEC 61131-3 Feature description

Table/feature

10/1 BOOL data type

10/2 SINT data type

10/3 INT data type

10/4 DINT data type

10/5 LINT data type

10/6 USINT data type

10/7 UINT data type

10/8 UDINT data type

10/9 ULINT data type

IUI“IU REAL U‘ai.d i.ypv

10/11 LREAL data type [

10/12 TIME data type AN ¢
10/13 DATE data type XS (N
10/14 TIME_OF DAY or TOD data type 7\ N
10/15 DATE_AND_TIME or DT data type \

10/16 STRING data type ¢

10/17 SWORD data type \ \® )
10/18 WORD data type NEESA SN
10/19 DWORD data type N N\ N\
10/20 LWORD data type NN\

[12/1 Directly derived data types / \

12/2 Enumerated data types [ () /

[12/3 Subrange data types NN/ AN

12/4 Array data types AN\ ) >

[12/5 Structured data typés Q ( N

13 Standard default initiahyalues, N/

.5.1.3 User-declared functionsXao table ehtry)

D2/1 Type conversions (s¢e Table 4) N\

D2/2 TRUNC function ( )

D2/3 Bcp/‘rQ ** fupetions\ \ N\

D2/4 ‘FQ BCQfﬁnctlons N

P3/1-11 fu?r\:tlo WBble
T, LN S, TAN, ASIN, ACOS, ATAN

P4/12n-18n Staﬁﬂaﬁmmﬁ% ctions:
/\ %DD M PT, MOVE

P4/ ndard symboli¢ arithretic functions:
125-15s, 175,188 /\gti/\( \SKQ }:\ @

D5/1-4 Standardhbit string funétions: SHL, SHR, ROR, ROL

/\
P6/5s-8s tand d narged bitivise Boolean functions:
LV ORWXOR; NOT

P6/5s-7 tan rd symbolic bitwise Boolean functions:
&\>=1, +1
NN
X

D7/A-4 | Standard selection functions: SEL, MAX, MIN, LIMIT, MUX

P8/5R<10n \ Stangard named comparison functions: GT, GE, EQ, LE, LT, NE

D8/5s-10s¢ "\ | Stahdard symbolic comparison functions: >, >=, =, <=, <, <>

P9/1-9 Standard character string functions: LEN, LEFT, RIGHT, MID, CONCAT, INSERT,
DELETE, REPLACE, FIND

B0 -14 Standard functions of time data types: (note)

ADD, SUB, MUL, DIV, CONCAT,

DATE_AND_TIME_TO_TIME_OF DAY, TIME_OF DAY _TO_DATE_AND_TIME

31/1-4 Standard functions of enumerated data types: SEL, MUX, EQ, NE
32 Standard access mechanisms to function block I/O parameters
33/8a,8b,9a,9b User-defined function blocks per IEC 61131-3, 2.5.2.2,

with graphical or textual rising or falling edge input options
34/1-3 Standard bistable function blocks: SR, RS, SEMA
35/1,2 Standard edge detection function blocks: R_EDGE, F_EDGE
36/1-3 Standard counter function blocks: CTU, CTD, CTUD
37/1,2a,3a, 4 Standard timer function blocks: TP, TON, TOF, RTC
55/1-17 Standard operators:

(), function evaluation, **,—, NOT, *, /, MOD, +,—, <, >, <=, >= = <> &, AND, XOR, OR

NOTE IEC 61131-3, Table 30, limits the data types to which these operations apply.
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Table 3 — ST language elements

IEC 61131-3 Feature description
Table/feature
55/1-17 Standard operators:
(), function evaluation, **,—, NOT, *, /, MOD, +,—, <, >, <=, >=, = <> &, AND, XOR, OR
56/2 Function block invocation and output usage

Table 4 — Type conversion operations

Operation Result Error conditions
MV DI'I' T(\ I\MV DI'I' S A t /1| N A
ANY BIT TO ANY INT OUTmin + Sbk2k (note 5) Result > OUTmax
ANY_BIT_TO_BOOL FALSE ifIN=0 None
TRUE otherwise /\0 (\\
ANY_BIT_TO_STRING See note 6 None
ANY_DATE_TO_STRING See note 7 None

ANY INT_TO_BOOL FALSE if IN =0 None \ \)
TRUE otherwise

\NY_NUM_TO_ANY_INT IN (note 8) wa
uT

\NY_NUM_TO_ANY_REAL [IN /| Seenatedd
\NY_NUM_TO_DATE See note 10 ( ()

\NY NUM_TO_STRING See note 11 N/ IN
\NY_NUM_TO_TIME See note’12 ' A\ W
\NY _NUM_TO_TOD See note‘re\ )

\NY_REAL_TO_BOOL FALSE if | None—
TRUE ot rvvlse

BOOL_TO_ANY_BIT 0 |f IN = "None

BOOL_TO_ANY_INT  / \ |11

BOOL_TO_ANY_REAL 0 ifIN = None
AN If(rN\ R

BOOL_TO_STRING ’FA SE None
’ UE’l N TRU

DATE_TO_ANY_NUM Seehate 1 Result > OUTmax

STRING_TO_ANY Coqvsrted data See note 15

TIME_TO_ANY/NUM_ <See note)16 Result > OUTmax
TOD_TO_ANYANUM_ \ See-nete 17 Result > OUTmax

NOTE hegenexic data types ANY_NUM, ANY_REAL, ANY_INT, and ANY_BIT defined
n |l N.2,\js intefided to imply a family of conversions. For instance, the conversior]
BQOL_ intended to imply BOOL_TO_REAL and BOOL_TO_LREAL.

NOTE value of the input variable of the type conversion function.

nd OUT 4« refer to the minimum and maximum values of the output data typq
bf the conversion“function, as defined in Clause 5.

NOTE 4 In conversions of bit string types, if the number of bits in the input variable IN is less than
he number of the bits in the output variable OUT, the bits of the input is copied to the
corresponding least significant bits of the result and the remainder of the result is zero-filled. If the
number of bits of IN is greater than the number of bits of OUT, the least significant bits of IN is
copied to the corresponding bits of the result. For instance:

SWORD_TO_WORD(16#FF) = 16#00FF
and
WORD_TO_SWORD (16#0FF0) = 16#F0

NOTE 5 Bit numbering in this expression is as specified in IEC 61158-6-2.

NOTE 6 The result of conversion of a bit string variable to type STRING consists of a string
containing the base 16 literal representation of the variable value, as defined in IEC 61131-3,
2.2.1, in characters taken from the 1SO 646 character set.

NOTE 7 The result of conversion of a date and/or time of day variable to type STRING consists of
a string containing the literal representation of the variable value, as defined in IEC 61131-3,
2.2.1,in characters taken from the ISO 646 character set.

NOTE 8 Conversion of REAL and LREAL to integer types is accomplished by rounding as
specified in IEC 60559.
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Operation

| Result Error conditions

characters taken from t

NOTE 9 Rounding errors may occur if the number of significant bits in the input variable is larger
than the number of significant bits in the output floating-point representation. Also, range errors of
the type noted for ANY_NUM_TO_ANY_INT may occur in LREAL_TO_REAL.

NOTE 10 Conversion of a variable of a numeric type to DATE has the same result as conversion
of the variable to UINT, with the result being interpreted as the number of days since 1972-01-01.

NOTE 11 Conversion of a variable of a numeric type to type STRING consists of a string
containing the literal representation of the variable value, as defined in IEC 61131-3, 2.2.1, in

he ISO 646 character set.

NOTE 12 Conversion of a variable of a numeric type to TIME has the same result as conversion
of the variable to DINT, with the result being interpreted as a duration in milliseconds.

NOTE 13 Conversion of a variable of a numeric type to TOD has the same result as conversion of

1o s oo koo L LA LT
e varaore (o OoTiN T,

humerical equivalent of

hs the conversion of a

variable of type UDINT to th
being the numerical equivalent of the tin}gsince mim

ol [T .y el " ; bl
Wittt eSSt oemg mmeTrpretet—as a tne SITCe N HGTTgiTe T 11

Conversion of a variable of type UINT to the corresponding numerical type, wit

the days since 1972-01-01.

NOTE 15 It is an error if the STRING data to be converted is not in\the \forq at
epresentation of the output data type as specified in IEC 61131-3 i
Conversion is outside the range {OUTmln OUT axt-

: ol
ISCCOMTGST

6.1.5.3.2 Implementation dependa

The vglues of implementation dependent

shown|in Table 5.

NOTE Nalues of other i
specifications of individual f

enf’ parameters are defined

tation-dependent parameters

in other standards or| in

, [are as

the

Sub¢lause of IEC 61131-3

Parameter N\

Value

2.2.91 <\

?‘wge\o( values)of duration

Same as LINT in microsecdnds

2.3.1 \

Raanof%l-ue/s for variables of type TIME

Same as DINT in millisecor|ds

g \ ﬁ?\ﬂckis%of representation of seconds in types 1ms
TIM _DAY and DATE_AND_TIME
2.3.8.1< \ Maximum number of enumerated values 256
2332 \ efault maximum length of STRING variables 256
Maximum allowed length of STRING variables 65 536
2.4.1.2 Maximum number of subscripts 8
Maximum range of subscript values 0-255
Maximum-numberoflevels-of structuraes. 8
2515 Maximum inputs of extensible functions 8
2.51.51 Effects of type conversions on accuracy As defined in Table 4
25.1.5.2 Accuracy of functions of one variable As defined in IEC 60559
2.5.2.3.3 PVmin, PVmax of counters 0, 65 535
6.1.5.3.3 Language extensions

The extensions to |IEC 61131-3 defined in this part are listed in Table 6. When these
extensions are used in a particular device, the subclause references in this table shall be
replaced by references to the descriptions of the corresponding extensions in the functional

unit’s documentation.
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Table 6 — Extensions to IEC 61131-3

Subclause Description

2141 ITIME data type

FTIME data type

LTIME data type

STRING2 data type
STRINGN data type
SHORT_STRING data type

STRINGI data type
EPATH data type

21.4 Structured bit string types

2.2 Operations on STRING2 variables

2241 Numbered bit string access

2242 Structured bit string access (
N

6.2 ASEs

6.2.1 Object management ASE

6.2.1.1 Overview

The F accessible application

elemer

An acq how a

reques]\

- Se (if the
behaviour of the device does device
imglementation of thatob

— Seftable attributes @ S ;

— Geftable (Get) — Tl bs, but
shdll not be pfodified

6.2.1.2

6.2.1.2.

6.2.1.2.1.

The ba | other

AP cla

(*) in fropt'of an attribute or a service means that this attribute/service is either mande1tory or
optional\based on some constraints defined in the attribute/service description.

FAL ASE: FAL Management ASE

CLASS: Base_Object

CLASS ID: NULL

PARENT CLASS: TOP

ACCESS ATTRIBUTES:

1
2

(m) Key Attribute:  Object Instance number
(o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

(") Attribute: Revision

(o) Attribute: Max Instance

(o) Attribute: Number of Instances
(o) Attribute: Optional attribute list
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4.1 (m) Attribute: Number of attributes

4.2 (m) Attribute: Optional attributes

5 (o)  Attribute: Optional service list

5.1 (m) Attribute: Number services

5.2 (m) Attribute: Optional services

6 (o) Attribute: Maximum ID Number Class Attributes

7 (o)  Attribute: Maximum ID Number Instance Attributes
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):

1 (o) Attribute: Attr1

SYSTEM MANAGEMENT SERVICES:

1 (Q) Maqt Service: Get Attribute All

2 (o) Mgt Service: Set_Attribute_All

3 (o) Mgt Service: Get_Attribute_List

4 (o) Mgt Service: Set_Attribute_List

5 (o) Mgt Service: Reset

6 (o) Mgt Service: Start

7 (o) Mgt Service: Stop

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

10 (o) Mgt Service: Get_Attribute_Single
11 (o) Mgt Service: Set_Attribute_Single
12 (o) Mgt Service: j

13 (o) Mgt Service: _Attriby

14 (o) Mgt Service:

15 (o) Mgt Service:

16 (o) Ops Service:

OBJECT MANAGEMENT SE

1 o] Ops Servigex

2

3

4

5

6

7

8

9 Delete

10 Get_Attribute_Single

Qps Servige:

11 Set_Attribute_Single
12 0),\./Ops Service: NOP

13 0)” Ops Service:  Apply Attributes

14 o) Ops Service: Save

16 0) Ops Service: Group_Sync
OBJECT SPECIFIC SERVICES:

(
(
(
(
(
15 (o) Ops Service: Restore
(
T
(o) OpsService: Service1

6.2.1.2.1.2 Access attributes

These internal attributes uniquely identify an object instance within a device. The
corresponding values are used as part of the path in service requests to specify the target
object instance.

Object Instance number
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Unique number associated with a given object instance. Instance number 0 (zero) means that
access to the object class itself is requested.

Symbolic name

Optional name which may be associated with a given object instance.

6.2.1.2.1.3 System management attributes (class attributes)

Attributes at the class level. An attribute whose value is shared by all objects within the same
class is referred to as a Class Attribute.

Seven|predefined Class Attribute IDs are reserved for class object defimition. seven
predefined/reserved class attributes have the definitions listed be . these
attribufes are reserved, class Attribute ID numbers 1 through 7{are erved.

Therefpre, if a class attribute is added to an object specification 't with

AttributelD #8.

If a C|TSS Attribute is optional, then a default value or a special X i d shall
be defined such that the Client (Requester) can process ff S ' 5 when
accesging those objects that choose not to implement

All thelcommon class attributes have an access ru

RevisI:n
Revisi ) ribute is one (1). If updatges that
requirgd an increase in this value are m e of this attribute increases by (1.

If the yalue is 1, then this
1, then this attribute is
object,| which shall eng
attributes, conn

mentations. If the value is greater than
an object specifies the interface |to that
rvices,

Max Instance

Maxim e. The
largest

Numbeér ¢

Numbe hber of
object

Optionakattribute list

List of optional instance attributes utilised in an object class implementation. A list of attribute
numbers specifying the optional attributes implemented in the device for this class.

Number of attributes

Number of attributes in the optional attribute list.

Optional attributes

List of optional attribute numbers.
Optional service list

List of optional services utilised in an object class implementation. A list of service codes
specifying the optional services implemented in the device for this class.
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If an optional service is implemented in a class, and the Optional Service List class attribute is
also implemented in the class, then the service shall be included in the Optional Service List.

Number services

Number of services in the optional service list.

Optional services

List of optional service codes.

Maxim

um ID Number Class Attributes

The Attribute ID number of the last class attribute of the class definition implemented in the

device

NOTE

Maxirr]um ID Number Instance Attributes

The A
the de

NOTE

6.2.1.2.

Attribu

An Ins
Instang
class,

This allows to simplify auto determination of class implementation by a remote

tribute ID number of the last instance attribute of the ¢
ice.

1.4 Object management attributes

les at the instance level

ance Attribute shall be unique toa j ot shared by the objec
elD=0is a special case. A sey nstance ID = 0 shall be applied

hted in

class.
to the

Each ipstance has a unique se i \ wee attribute ID’s may be numbered|from 1
onwards without any cotrelation tq i ‘s of the class of which the object is an
instange. There arg no ) i .
6.2.1.2.1.5 S;it N3 2 (chass level) and object management (instance

leve Kices
All the e same way, whether used as system managenent or
Object|Managemen
Get_Attfibu
The Gét_Attribuie AlNservice returns the contents of all attributes of the specified objeqt class

(APO gystemimanage
Set_Attribute All

ent attributes) or instance (APO Object Management attributes)

The Set_Attribute_All service modifies the contents of all attributes of the specified object
class (APO system management attributes) or instance (APO Object Management attributes).

Get_Attribute_List

The Get_Attribute_List service returns the contents of the selected gettable attributes of the
specified object class (APO system management attributes) or instance (APO Object
Management attributes).

Set_Attribute_List

The Set_Attribute_List service updates the contents of the selected attributes of the specified
object class (APO system management attributes) or instance (APO Object Management
attributes).
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Reset

The Reset service invokes the Reset service of the specified APO object class or instance.

Start

The Start service invokes the Start service of the specified APO object class or instance.

Stop

The Stop service invokes the Stop service of the specified APO object class or instance.

Create

The Cieate service results in the instantiation of a new object instance
object class.

Delete
The Dg
Get_Attribute_Single

The (et Attribute_Single service returns the contenis
specified object class (APO system management a
Managlement attributes).

Set_Aftribute_Single

Find_

ecified

of the

Object

of the
Object

The Fi s be supported at the APO object class level only.

It caug
associ
access

NOP

The N receiving APO object instance to return a No Op

out any other internal action.

The Apply, Attributes service causes attribute values whose use is pending to
activel i i j }

Save

ce IDs
rrently

pration

The Save service copies the contents of an APO object class or instance attributes to a

location accessible by the Restore service.

Restore

The Restore service restores the contents of an APO object class or instance attributes from

a storage location accessible by the Save service.

Group_Sync

The Group_Sync service verifies that each member of a group is synchronized to System

Time.
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6.2.1.2.1.6 Object specific services

Object-specific services are unique services supported only by the class of objects in which
they are defined, whereas common services may be used in many objects. Object-specific
service codes shall be unique only within the class in which they are defined.

Object-specific services sent to the class level of an object are called object-specific system
management (class level) services. Object-specific services sent to the instance level of an
object are called object-specific object management (instance level) services.

6.2.1.2.2 Identity formal model

6.2.1.1;2.1 Class definition

The Identity ASE provides identification and general information abg
one of[the Identity object shall be present in all devices.

stance

The first instance identifies the whole device. It shall be used fo i S yi and by
applicgtions wishing to determine what nodes are on th . y bs are
optional. They may be provided by a device to give additibnal in{o Nt ce and
its subpystems.

(*) in front of an attribute or a service means th
optional, based on some constraints defiged in

tory or
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ACCESS ATTRIBUTES:

1 (m) Key Attribute:
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Identity_Object

1

Base_Object

Object Instance number

61158-5-2 © IEC:2007(E)

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

2 (*) Attribute: Max Instance

6 to—Attribute: MeaximumtB-Number-CtassAttributes
7 (o)  Attribute: Maximum ID Number Instance Attributes
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (m) Attribute: Manufacturer ID

2 (m) Attribute: Device Type

3 (m) Attribute: Product Code

4 (m) Attribute: Revision

4.1 (m) Attribute: Major Revision

4.2 (m) Attribute: Minor Revision

5 (m) Attribute: Status

5.1 (m) Attribute: Owned

5.2 (m) Attribute: Configuréd

5.3 (m) Attribute: Additional 'S

5.4 (m) Attribute: Minor Recgp

5.5 (m) Attribute:

5.6 (m) Attribute:

5.7 (m) Attribute:

6 (m) Attribute:

7 (m) Attribate:

8 (o Att

9 (o Attribute

10 ( Attribdte;

11 (

12 (

13 (

14 ( Semaphore

14 .1 ( Client Electronic Key

14.2 ( : Semaphore Timer

15 (@) Attribute: Assigned Name

16 (e Attribute: Assigned-Description

17 (o) Attribute: Geographic Location

SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attribute_All

5 (o) Mgt Service: Reset

10 (o) Mgt Service: Get_Attribute_Single

12 (o) Mgt Service: Find_Next_Object_Instance

OBJECT MANAGEMENT SERVICES:

1 (m)
5 (m)
10 (0)

Ops Service:
Ops Service:
Ops Service:

Get_Attribute All
Reset
Get_Attribute_Single
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6.2.1.2.2.2 System management attributes (class attributes)

Max instance

If multiple subcomponents can be identified using instances of the Identity object, then this

attribute is mandatory, else it is optional. The numerically lowest available integer shall be
assigned as the Instance Identifier of a newly created ldentity object instance.

6.2.1.2.2.3 Object management attributes

The following instance attributes shall be used to identify with certainty the appropriate device
targeted by a connection originator:

Manufacturer;
Device Type;
Product Code;
Revision.

Ao bh =

This cpllection of attributes, when kept by the connection
devicels “electronic key”.

Manufpcturer ID

Identification of each manufacturer by number. § rticular

This instance attribute has an access r

Devic] type
Indicatjon of general type interoperability and interchangdability,
a Devi evices which exhibit the same behpviour,

produg data, and contain the same set of configurable

attribu inforpation is known as a Device Profile: all devices
with th halkmeet the minimum requirements and implement the
commd ice” Profile for that device type. A listing of the Pevice

Typer

This in e ; ccess rule of Get only.
Produ

Identification Oofa particular product of an individual manufacturer. The manufacturer assigned
Produdt Cede identijfi€s a particular product within a device type. Each manufacturgr shall
assign| this code to each of its products. The Product Code typically maps to one of more
catalogup/mndpl numbers Praoducts shall have different codes if their r‘nnfiguratinn and/or
runtime options are different. Such devices present a different logical view to the network.
The value zero is not valid.

This instance attribute has an access rule of Get only.
Revision

Revision of the item that this instance of the Identity object represents. The Revision attribute,
which consists of Major and Minor Revisions, identifies the Revision of the item the Identity
object is representing.

The value zero is not valid for either the Major and Minor Revision fields of a compliant
product. A damaged product may return zero to indicate unknown revision if its storage of
revision become corrupt.
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NOTE 1 The Major and Minor Revision are typically displayed as "major.minor", minor revisions being displayed
as three digits with leading zeros as necessary.

This instance attribute has an access rule of Get only.
Major revision

The major revision should be incremented by the manufacturer when there is a significant
change to the ffit, form, or function’ of the product. Any changes that effect the
configuration choices available to the user require incrementing the major revision.

Minor revision

Th ct user
configuration choices, e.g. bug fixes, hardware component change, i ge. All

Statu

Summary status of device. This attribute represents the current Status s.entice dévjce. Its
value ¢hanges as the state of the device changes. The detailed 3 i tribute
is desgribed in IEC 61158-6-2.

NOTE 2| The events that constitute a fault (recoverable or u
implemgnters.

device

This instance attribute has an access rule of Ge
Owned

A ([TRUE) indicates the device (or ar
Copfigured

the device) has an owner.

A
different than the
communications.

Ad

\ic€ has been configured to do something
shall not include configuration [of the

Hitional ~<@.

Th
ha

nd can

Unkeyed,) Awaliting Connection
Non—Volatilex
Major Fault

onfiguration Bad

Connected, Active
Idle (program mode type)
Minor recoverable fault

A (TRUE) indicates the device detected a problem with itself, which is thought to be
recoverable. The problem shall not cause the device to go into one of the faulted states.

NOTE 3 For example, an analogue input device is sensing an input that exceeds the configured maximum input
value.

Minor unrecoverable fault

A (TRUE) indicates the device detected a problem with itself, which is thought to be
unrecoverable. The problem shall not cause the device to go into one of the faulted states.

NOTE 4 For example, the device’s battery backed RAM requires a battery replacement. The device is required to
continue functioning properly until the first time power is cycled.
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Major recoverable fault

A (TRUE) indicates the device detected a problem with itself, which caused the device to

go
NOTE 5

into the “Major Recoverable Fault” state.

For example, the device’s configuration is incorrect or incomplete.

Major unrecoverable fault

A (TRUE) indicates the device detected a problem with itself, which caused the device to

go

into the “Major Unrecoverable Fault” state.

A device may not be able to communicate in the Major Unrecoverable Fault state.
Therefore, it might not be able to report a Major Unrecoverable Fault. It shall not process

a Reset service. The only exit from a Major Unrecoverable Fault sha

de
NOTE 6

Serial

Serial

for gugranteeing the uniqueness of the serial number across aII ofJ

This in

Produ¢

Humar
produg

This in

State

NOTE 7

State at{ri

This in

Config

Conter
occurre

A pro

ice power.
For example, the device failed its ROM checksum process.

number

rep t a short description
de" attribute. The same produg

cle the

th the
bnsible

of the
t code

am.

H by the

ign has

uct'may automatically modify the Configuration Consistency Value whenever an

y non-

volatile attribute is altered. A client node may, or may not, compare this value to a value

within

NOTE

its own memory prior to system operation.

The client node’s behavior, upon detection of a mismatch, is vendor specific. The Confi

guration

Consistency Value may be a CRC, incrementing count or any other mechanism. The only requirement is that if the

configur.

This in

ation changes, the Configuration Consistency Value should be different to reflect the change.

stance attribute has an access rule of Get only.

Heartbeat interval

Sets the nominal interval between production of optional heartbeat messages.

This in

stance attribute has an access rule of Get/Set.
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Active language

Currently active language for the device. If this attribute is supported, all character strings
within the device of data type STRING or SHORT_STRING shall follow this setting. Only
languages supported by the 1ISO 8859-1 character set can be represented in these strings; if
the Active Language is set to a language which cannot be represented in ISO 8859-1, the
device shall return the string in the default language. Any other object attributes (class or
instance level) which set the language for strings of these data types shall not be supported
(i.e. the class level Native Language attribute of the Parameter and Parameter Group
objects).

This instance attribute has an access rule of Get/Set.

Suppolrted language list

List of [anguages supported by character strings of data type STRIN

This instance attribute has an access rule of Get.

International product name

Namegq of the product in various languages.

This instance attribute has an access rule of Ge

Semaphore

Provides a semaphore for client access'Synchronjza to the entire device.

This s t 2 eset or power-up is always zerp. The
Semap : ue reported will be the current content of
the Se i udi ' actual) timer value.

sfacturer ID and the client’s device serial number.

This i illis { ti at when non-zero, counts down to zero. When the Sempphore
Tinmper xeaches t er0, the Semaphore attribute is set to all zeros.

Th R ey’ component operates at the base time resolution of the gevice.
Th j ime base of the device is greater than a 1 ms resolution, the timT value
acgeptediby the_attribute shall be rounded up to the next timer increment appropriate for

the| deviee.

When a Set_Attribute_Single service is directed to this attribute, the attribute will be set to the
service data if either of the following is true:

— The current value in the attribute is zero;

— The Electronic Key portion of the service data matches the Electronic Key portion of
the attribute data.

This instance attribute has an access rule of Get/Set.
Assigned name

This text string represents the user assigned name of the device.

This instance attribute has an access rule of Get/Set.
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Assigned description

This text string represents a user assigned description of the device and may also describe its

function.
This instance attribute has an access rule of Get/Set.
Geographic location
This text string represents the physical location of the device as provided by the user.
This instance attribute has an access rule of Get/Set.
6.2.1.2.2.4 System management (class level) and object managemeg ance
level)services
Objectispecific details of the common services are provided below t.
Reset
The Object Specific Data of the request primitive will contain~a_dedicatetd\parameter to gpecify
the type of Reset requested by the user. Its detailed format e orresponding Reset ¢ptions
are spécified in IEC 61158-6-2.
When the Identity ASE (Object) receives a
determine if it can provide the typ
2. |respond to the request;
attempt to perform
The R¢set service sha ‘ device is in the Major Unrecoverablp Fault
state.
6.2.1.2.2.5 I@R
The bghavior of the \de own in the State Transition Diagram (STD) in Figure 3.
This S[TD assacia c ¢ device with the status reported by the Status Aftribute
and with the » ; eStatus LED (see IEC 61158-4-2 for details).
A devig able Yo communicate in the Major Unrecoverable Fault state. Therefore,
it migh eport a Major Unrecoverable Fault. It will not process a Reset service.
The only exit froma a Major Unrecoverable Fault is to cycle power.

The Identity object triggers production of heartbeat messages as defined by the und

erlying

network-when:

— the interval configured in the Heartbeat Interval Attribute has passed since the last

heartbeat message;

— the Heartbeat message contents change, at a maximum rate of one “data changed”

heartbeat message per second.

The Heartbeat Interval value shall be saved as a Non-Volatile attribute. Heartbeat messages
are only triggered after the device has successfully completed the network access state
machine and is online. Not all networks support sending the Heartbeat message.
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Nonexistent Off <
Power Loss (from
tati
ﬁower Applied any state)
Identity Object Reset Service q Device Self Testing
(from any state except Major Flashing Red/Green Failed
Unrecoverable Fault) Tests
l Passed T ests
Fault corrected
> Standby
Flashing Green
Activated Minor
. Fault
Deactivated \ 4
Operational
Solid Green '
r-q-=-~=-=-=-=-=="="="°"F~======°7=*° | s B
! .
i Major Majo
i Recoverable Unrecoverable
' 1 Fault qult
1
i Major
. Recoverable LED = Module Statys
, Fault
! Flashing Red
1

¥ Hcartbeat production enab

The ST

device
ay not

which

— |Minor_fault:
recoverable

a\fault classified as either a minor unrecoverable fault or a| minor
It has occurred;

— |Major recoverable fault: an event classified as Major Recoverable Fault has occurred,;

— Major unrecoverable fault: an event classified as a Major Unrecoverable Fault has
occurred.

Table 7 defines the state event matrix for the Identity object.
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Table 7 — Identity object state event matrix

Event Nonexistent Device Self Standby Operational Major Major
Testing Unrecoverable | Recoverable
Fault Fault
Power Loss Not Transition to Transition to Transition to Transition to Transition to
Applicable Nonexistent Nonexistent Nonexistent Nonexistent Nonexistent
Power Applied | Transition to Not Not Not Not Not
Device Self Applicable Applicable Applicable Applicable Applicable
Testing
Failed Tests Not Transition to Major [ Not Not Not Not
Applicable Unrecoverable Applicable Applicable Applicable Applicable
rauit
Passed|Tests [Not Transition to Not Not Not Not
Applicable Standby Applicable Applicable Wca Applicable
Deactivated Not Ignore Event Ignore Event Transition(to IgnoreNcven Ignore Event
Applicable Standﬂ
Activatgd Not Ignore Event Transition to \n\ Ignqre Event Ignore Event
Applicable Operational
3
Major Not Not Transition to &ore Event Ignore Event
Recoverable Applicable Applicable Major
Fault Recoveraple
Fault (7
Major Not Not Tranqisiti \t»o/ Ignore Event Ignore Event
Unrecoyerable | Applicable Applicable jo
Fault ecoverable
*{u
Minor Not Ignore Event Igno ent Ignore Event Ignore Event Ignore Event
Recovefable |Applicable (
Fault
Minor Not nNEvent Ig\nc{re nt Ignore Event Ignore Event Ignore Event
Applicable
Unrecoyerable
Fault /\
Fault No\/ Not Not Not Not Transition to
Corrected Applica?lé\ /A%)Iic le, Applicable Applicable Applicable Standby
Reset Not estart Self Tests Transition to Transition to Ignore Event Transition to
Applicab Device Self Device Self Device Self
Testing Testing Testing
Module ff FMQ Red/Green | Flashing Green |Solid Green Solid Red Flashing Red
Status L
The SEM forthe ty object contains the following states:
— |Noenexistent: the device is without power;
— Device Self Testing: the device is executing its self tests;
— Standby: the device needs commissioning due to an incorrect or incomplete

configuration;

recoverable;

unrecoverable.

Operational: the device is operating in a fashion that is normal for the device;

Major Recoverable Fault: the device has experienced a fault that is believed to be

Major Unrecoverable Fault: the device has experienced a fault that is believed to be
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6.2.1.2.3 Assembly formal model
6.2.1.2.3.1 Class definition

Each piece of data (whether real time or configuration data) communicated by a device may
be represented by an attribute of one of the device internal objects. Communicating multiple
pieces of data (attributes) across a single connection may require that the attributes be
grouped or assembled together into a single block for optimisation purpose. Instances of the
Assembly object class perform this grouping. Individual components are referenced in the
definitions below as "members" of the Assembly.

An Assembly object represents a buffer that binds attributes of multiple objects, allowing data

Cts are
sembly
er. The
roduct
fixed.
Instang device
profileg.
The be sembly
memb 3 ynamic
AssemIny shall specify agd Wdintain\t! ar Aist. A Statlc Assembly member| list is
defined by the device i 2 odified.
To prdvide for ete objects, as well as change membgr lists,
Dynantic Assembli€ | “services which are not supported by | Static
Assemlies.
aservice means that this attribute/service is either mandqtory or

FAL Management ASE
Assembly_Object

4

Base_Object

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute:  Symbolic name

3 (m) Attribute: Assembly type (STATIC, DYNAMIC)
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 (m) Attribute: Revision = 2

2 (o)  Attribute: Max Instance

OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (*) Attribute: Number of Members in List

2 (*) Attribute: Member List

21 (m) Attribute: Member Data Size

2.2 (m) Attribute: Member Path Size

2.3 (m) Attribute: Member Path

3 (m) Attribute: Data
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4 (o) Attribute: Size

SYSTEM MANAGEMENT SERVICES:

8 (c) Constraint: Assembly type = DYNAMIC
8.1 (m) Mgt Service: Create

9 (c) Constraint: Assembly type = DYNAMIC
9.1 (o) Mgt Service: Delete

10 (m) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:

9 (c) Constraint: Assembly type = DYNAMIC
9.1 (m) Ops Service: Delete

10 (m) Ops Service- Get Attribute Single

11 (") Ops Service: Set_Attribute_Single
6.2.1.2.3.2 System management attributes (class attributes

No spqcific requirement for this object.

6.2.1.2.3.3 Object management attributes

Access tate of

the As

This in lembly.
Numbdr of members in "Member List"

This instance attribute

Member list
This instance attrl; &

lembly.

The m nber in
the Me
This in . attrit an access rule of Get only for a Static Assembly, of Set for a
Dynami

Me

Si
Member path size

Ze~of'member data (in bits).

Size of Member Path (in octets). If no path is specified, then a value of zero shall be used.
Member path

Internal path to/from data for this member (packed format). See IEC 61158-6-2 for the
format of packed path.

The following rules apply to the "Member List" attribute.

When an empty path (Member Path Size = 0) is used in an Assembly member list, the
Assembly shall insert/discard the number of bits as specified in the Member Data Size
sub-attribute field when producing/consuming. The Assembly object shall insert if it is
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producing and discards if it is consuming. The Assembly shall use a value of zero for all
produced data which has been inserted.

NOTE 1 The use of an empty consumed path allows, for example, data destined for multiple nodes to be sent in a
single message since each node can be configured to discard data in the message not intended for it.

The empty path shall be supported for all dynamic assemblies. Static assemblies may also
contain empty paths.

No checking is required from the Assembly object at any time to verify that the size of the
member data is correct for the given member path. It is the responsibility of the Assembly
member to properly handle too much or too little data. The Assembly shall deliver the
configured number of bits to the member.

ach Assembly

member on a octet, word, or other boundary. Empty paths magy d-to provide

No{padding shall be done by the Assembly object itself to align data f
ding if desired.

pa
Data

All of the member data packed into one array.

NOTE 2| This data may contain many different data types. For efficienty_it isNh& eep thjs data word aligned
by packing it on word boundaries and adding padding as needed. T be pli d by using “emply paths”
(Membef Path Size = 0).

This instance attribute has an access rule of Set
Size

Numbdr of octets in "Data" attribute.

This in

6.2.1.2.3. 9 C ‘ evelyand object management (instance|level)
Delete

At the je nanagement), the Delete service deletes the specified Assembly
object 5 resources. At the class level (pystem
manag i S e all existing Assembly instances.

Set_A{

The S ' ingle/service modifies the contents of the specified attribute [of the

specifi object instance. This service is optional for a Static Asgembly,
mandgtory for a Dymamic Assembly. This service may be used to add or remove a member
to/fron| the Assembly Member List of a Dynamic Assembly.

6.2.1.2.3.5 Assembly state machines

Actual usage of the supported services (e.g. Get_Attribute_Single and Set_Attribute_Single)
is limited by the operating state of the Assembly object. These constraints are detailed in the
Assembly State Machines below.

Static Assembly state machine

Figure 4 and Table 8 illustrate the behaviour of Static Assembly objects.
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Non-Existent

Power Up
Run
Get_Attribute_Single/
Set_Attribute_Single/ .
(Set on attribute 3 only) Inactive
A
Message Produced/ End of Production/
Consu sed Consu m_pf' 0
A 4
Active <
Get nekt b
Produce/Consu

e
N

Figure 4 — Static Assembly state ttansition dia

Table 8 — Static A se@/état er

trix

A\ St}tkc\Qserﬁb\y object state

Event
Non-existent Inactive Active
Power U Transition to Ipr&kctwe \lot ahpll(%&gle Not applicable
Get_Attripute_Single |Error: Obje ot/exist. 'daté/sg&ic the request. Error: Object state conflict
hgt fespons
Set_Attribute_Single

Error: O j t does not exi Vali ta'semi,cz/the request. Error: Object state conflict
\Rgturn sponse

Message produced/

consumed

rrols Obj ct doesnot exist N ransition to Active. Error: Object state conflict
Begin producing/consuming
fropi/to each member in list.

End of prioduction/
consumption

mct\ga‘s\wmst. Efror: Object state conflict Transition to Inactive

For all at

Single

Dynamic Ass

Figure

5 and'Table

Msembly object, the Get_Attribute_Single and Set_Attf
supported), are only available in the Inactive state.

bly state machine

illustrate the behaviour of Dynamic Assembly objects.

ibute
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A
Create Delete
Get_Attribute Single/ Run
Set_Attribute_Single/ A 4
Create/ >
Delete Inactive
VN
Message Produced/ End of Production/
C OIS UITICU \,ULlsLlIIlpLiUIl
A
Active

Figure 5 — Dynamic Assembly state(transition

Table 9 — Dynafnic s@stae

L ttribute_Singﬁe\/ }rro&()b/js:t% ﬁs@d?t\

Return response

Even /l Dy\m\s\Ass\embly EBjﬁ:t state
Non-existent ( Inactive Active
Creatg Class insfantiates an t ap! Ilcab Not applicable
Assembly object.
Transitior to Inagtive
Deletd Error\Obje does n ist: \ea&a/ll/assomated Error: Object state conflict
resqurces.
Trangition to Non—Existent
Get_A Validate/service the request. Error: Object state conflict

Set_#ttribute_SingIe(

e

Validate/service the request.

Return response

Error: Object state conflict

Mess{
consy

hge produged/
med

<\ EWSWML@L

Transition to Active.
Begin producing/consuming
from/to each member in list.

Error: Object state conflict

End o
consy

fm\@ dgect does not exist.
mp

Error: Object state conflict

Transition to Inactive

For all
Single

attribMDynamic Assembly object, the Get_Attribute_Single and Set_Att
services (when supported), are only available in the Inactive state.

ribute

6.2.1.2.3.6

Specific requirements for a connection to the Assembly object

The Assembly object shall be unique among all objects in that its connection points and
instances are the same. For example, connection point 4 of the Assembly object shall be the

same as instance 4 of the Assembly object.

Accessing data with a path specifying

"class=Assembly, instance=VV, attribute=3" shall return the same data as a path specifying
"class= Assembly, connection point=VV, attribute=3".

When the Assembly object is the target of a connection, one instance plus two connection
points shall be specified by the connection path in the Forward_Open service.

The format of the connection path shall be "class=Assembly, instance=XX, connection
point=YY, connection point=ZZ" where XX is the instance, and YY/ZZ are the connection
points. Any data segment in the path shall be used to set the data attribute of instance XX.
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Connection point (instance) YY shall be the consumer (O=T) for the connection. Likewise,
connection point (instance) ZZ shall be the producer (T=0).

Using this format, three instances shall be specified for a connection to the Assembly object:

— configuration,

— producer,

— consumer.

For example, the following two connection paths specify the same producer instance 8. These

two connections can be made simultaneously provided that the connection requested
specifies multipoint.

— clags=Assembly, instance= 5, connection point=4, connection poin

— clags=Assembly, instance= 3, connection point=2, connection peo
6.2.1.2.4 Message Router formal model

6.2.1.2.4.1 Class definition

The M ion point through
which 3 i esiding in the physical
device e :

The Mgssage Router ASE (object) she ' i nessages (service indigcations
addregsed to application or user objects withi ice—Tthe source of these megsages
may be either the Unconnected Mess SMM), or an active connection|to the

Messape Router object.

The firgt part of the m
object class. Interpret

by the|Message Rquter.
of a Mg¢ssage R'
Not Found" status)

The se hen _be fouted to the target object for actual processing| If the
servicg i ssage Router itself (system and object management segrvices
addresgsi , then the Message Router shall process the service nequest
and re$

| then be parsed to determine theg target
all be performed on every service rgceived
at cannot be interpreted by the implemeptation
an error response to be returned with the '[Object

When i sponse has been received from the target object (or generated |by the
Messa S , then it shall be routed back to the source of the service request. All
connegted ‘service responses shall be routed back across the connection from which the
servicg request was received. All unconnected service responses (UCMM) shall be rgturned
via the same UCMM transaction that provided the request.

NOTE Practically, the Message Router acts as an internal switching board, which retains all the necessary routing
information for messages. Therefore, the target objects do not need to be aware of this information (matching of
service indications and responses is achieved via a Local ID provided by the Message Router).
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FAL ASE: FAL Management ASE

CLASS: Message_Router_Object

CLASS ID: 2

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1
4
4.1
4.2
5
5.1
5.2
6
7
OBJEC

) Attribute: Revision =1
) Attribute: Optional attribute list

} Attribtte: Numberof-attribttes
m) Attribute: Optional attributes
o) Attribute: Optional service list
m) Attribute: Number services

) Attribute: Optional services

m
o) Attribute: Maximum ID Number Class Attributes
o) Attribute: Maximum ID Number Instance Attpibtites
MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUT

(o
(o
{
(
(
(
(
(
(
T
(o) Attribute: Object_List
1.1 (m) Attribute: Number
1.2 (m) Attribute: Classes
2 (o)  Attribute: Number available
SYSTEM MANAGEMENT SERVICES:
( \
(
( et '
T ES:
( At
( . A .
( P i Q)

1 0) Mgt Service: Get_Attribute
3 o) Mgt Service:
10 *) Mgt Service:
OBJECT MANAGEMENT S
1
3
10

0)
0)
")
6.2.1.2.4.

No spe

6.2.1.2.43
Object_

hagement attributes

List of jobject class codes supported by the device via the Message Router.

This instance attribute has an access rule of Get only.
Number

Number of supported classes in the Classes attribute below.
Classes

List of class codes supported by the device
Number available

Maximum number of connections supported by the Message Router

This instance attribute has an access rule of Get only.
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6.2.1.2.4.4

level)services
Get_Attribute_Single

— 63 -

System management (class level) and object management (instance

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.4.5

The Message Router object shall have one state, the Run state.

Specific requirements of the Message Router object

It shall always be running

(after power-up) and shall be fixed by device design. More information concerning the
Message Router object can be found in IEC 61158-6-2 (definition of Path to access object

eleme

t within a device)

The M
with th

Table 10 — Message Router object Forward_Ope

bssage Router object shall support 1 or more connections to
e parameters listed in Table 10 shall also be supported.

Parameter Véue

Parameter
O=T priority low
O=T connection type point{to-pging

O=T fixed/variable

O=T size

arl \e)/
ub 1504 &te%sj "

T=0 priority

ew QN

T=0 connection typé

mto.\m

T=0 fixed/variable \

vari

ij to %4 octets

T=0size
(ﬁ)ent/&(ver sepver
{rlgw}e\ \ \ ignore

T nsportélass

class 3 (verified)

6.2.1.2.
6.2.1.2.5.

The A
acknowlg
within
acknoy

FAL AY
CLASS

rmmal m

FAL Management A
AckHandler_Object

odel

to manage the

SE

reception of -m

| Open

pbssage
object
ion of

CLASS ID:
PARENT CLASS:

ACCESS ATTRIBUTES:
Key Attribute:
Key Attribute:

1 (m)
2 (0)

43
Base_Object

Symbolic name

Object Instance number

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):

1 o) Attribute:

Revision = 1

(
4 (o) Attribute: Optional attribute list
4.1 (m) Attribute: Number of attributes
4.2 (m) Attribute: Optional attributes
5 (o)  Attribute: Optional service list
5.1 (m) Attribute: Number services
5.2 (m) Attribute: Optional services
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6 (o)  Attribute: Maximum ID Number Class Attributes
7 (o) Attribute: Maximum ID Number Instance Attributes
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (m) Attribute: Acknowledge Timer

2 (m) Attribute: Retry Limit

3 (m) Attribute: COS Producing Connection Instance
4 (o) Attribute: Ack List Size

5 (o)  Attribute: Ack List

6 (o) Attribute: Data with Ack Path List Size

7 (o) Attribute: Data with Ack Path List
SYSTEM_MANAGEMENT SERVICES:

8 0) Mgt Service: Create

(

9 (o) Mgt Service: Delete

10 (o) Mgt Service: Get_Attribute_Single
OBJECIT MANAGEMENT SERVICES:

9 (o) Ops Service: Delete

10 (m) Ops Service: Get_Attribute_Single
11 (m) Ops Service: Set_Attribute_Single
OBJECT

1 (

2 (

SPECIFIC SERVICES:
o) Ops Service: Add_AckData_Path
o) Ops Service: Remove_ AckData_Pa
6.2.1.2.5.2 System management attribute s att es)

No spqcific requirement for this object.

6.2.1.2.5.3 Object ma
Acknowledge timer

Time tp wait for @)

If the gpecified valug edge Timer attribute is not equal to an incremen{ of the
availahle clock re i P ue is rounded up to the next serviceable value.

EXAMPLE A _ Attriby i yest is received specifying the value 5 for the Acknowledge Timer fattribute
and the |product providesNg 10, millilsecond resolution on timers. In this case the product would load the yalue 10

into the Agknowedge

The value th ualty loaded into the Acknowledge Timer attribute is reported|in the
Servicg Data-Field_of a Set_Attribute_Single response message associated with a reqpuest to
modify|this\attribute:

This instance attribute has an access rule of Get/Set.
Retry limit

Number of Ack Timeouts to wait before informing the producing application of a
RetryLimit_Reached event. A successful Set_Attribute_Single to the Retry Limit attribute will
reset the Retry Counter.

This instance attribute has an access rule of Get/Set (Set optional).
COS producing connection instance

Connection instance which contains the path of the producing I/O application object which will
be notified of Ack Handler events.
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This instance attribute has an access rule of Get only when the Acknowledge Handler object
instance is active (at least one member in the Ack List). It has an access rule of Get/Set when
the Acknowledge Handler object instance is inactive.

Ack list size

Maximum number of members in Ack List.

This instance attribute has an access rule of Get only.

Ack list

This instance attribute has an access rule of Get only.
Data with ack path list size

Maximbm number of members in Data with Ack Path List.

This instance attribute has an access rule of Get onlf

Data with ack path list

List of airs. This attribute is used to

This in
6.2.1.2.5. : 6 2 evel) and object management (instance

Creat¢q

At the S i gement), the Create service creates an Acknoledge
Handlg

Delete

At thg 9 the Delete service deletes the specified
Ackno 3 jgct. At the class level (system management), this service delétes all
dynam

6.2.1.2.5.5 Object specific services
Add_AckData_Path

This service adds a path for data with acknowledgment for a connected consumer.
Remove_AckData_Path

This service removes a path for data with acknowledgement for the given connected
consumer.

6.2.1.2.5.6 Acknowledge Handler state machines

Table 11 is the state event matrix for the Acknowledge Handler object associated with a
Change of State connection. Table 12 is the state event matrix for the producing 1/O
application object.
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Table 11 — Acknowledge Handler object state event matrix

Event

Acknowledge Handle

r object state

Non-existent

Inactive

Active

Receive
Acknowledge

Not applicable

Ignore event

1) Clear Ack Flag
2) Forward any data to application
object

IF all acknowledges received:
3a) Clear Ack Timer and Retry Counter
3b) Send Acknowledge_Received event

3c) message to producing application
object

Acknowlgdge-TimeT
expires

Not=appticabte

1gnore everit

SemdATR_Time EVETtMESSgge to
producing applfcation™qbject!

—

Data sen

Not applicable

Ignore event

1) Set Ack Required Flag
2) Set A imer
3) Cleaf RetryCounter

Data respnt

Not applicable

Ignore event

anadk

Timer

to producing
application object

Delete

Not applicable

(\
Tran |tion\@ NQ/n-ﬁxiS(ﬁant (

\ﬁ’a?sjztﬁ)n to Non-Existent

Create

Transition to
inactive

yapplicable

Apply atfributes

Not applicable

N
\K>

Verify new connection can be afided to
list. Pass this message to the cgnsumed
application object, if one is confjgured
for this connection.

Connectjon transition

Add this connection instance to|the

~S—"
thisiconngction instance to
to Established nnectionVist (or connection list. Pass this messdge to
flagras ‘Acking’) . the consumed application objecy, if one
is essage to the is configured for this connection.
n d application object, if
one ig’ configured for this
ection.
Send Acknowledge_Active
event message to producing
application.
Transition to Active.
Inactivity/Watchdo Notapplicable | Not applicable 1) Internally flag this connectior] as ‘Not
Timer expires Acking’. An acknowlegement will no

longer be monitored for this connection,
however it remains in the connection

St

2) Pass this event to the consumed
application object, if one is configured
for this connection.

3) If no ‘Acking’ connections in list, send
Acknowledge_Inactive event to
producing application and transition to
Inactive.

Connection deleted

Not applicable

Ignore event

1) Remove this connection instance
from the connection list.

2) Pass this event to the consumed
application object, if one is configure for
this connection.

3) If no ‘Acking’ connections in list, send
Acknowledge_Inactive event to
producing application and transition to

Inactive.
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Table 12 — Producing I/O application object state event matrix

Event

Producing I/O application object state

Not running Running Running with Prohibited
acknowledgment
Change of Ignore event 1) Inform Link 1) Inform Link Producer to Queue event

state detected

Producer to Send
Data.

Send Data.

2) Send DataSent event
message to Acknowledge

IF Inhibit Time :
configured: Handler object.
2a) Start Inhibit IF Inhibit Time configured
Timer 3a) Start Inhibit Timer
'7|'\) Transition to Qh) Transition to Praohibited
Produced
Acknowlefige Not applicable Not applicable Ignore event et
received iher not
Running
Wi ement
)
et Ack_Recdive flag
E ignore event
Acknowlefige Ignore event Not applicable 1) Inform Link Pr to 1) Inform Link Pfoducer
timeout send data to send data.
2 ( Resentevent 2) Send Data_REesent
essage to/Ac @ event message [o
Hand(er object. Acknowledge Handler
object.
Transmisgion Not applicable Inform Link Pr er ink Producer to 1) Inform Link Pfoducer
timer expifes to send data. to send LAST data sent.
’_Sent event 2) Send Data_Sgnt event
Acknowledge message to Ackhowledge
/\ anﬁle object. Handler object.
Retry limi Ignore even ot ab\pli le Eyuct specific Transition to Rupning
reached with Acknowledgement.
Inhibit timer Ignor; ent No lica Not applicable IF Ack_Active sét
expires 1a) IF Ack_Recgived
Transition t¢ Running
w/Ack
Clear Ack_Received
flag
1b) ELSE Ignor¢ event
ELSE Transitior| to
\ Running
Connectidgn ot&pli ble Transition to Not Transition to Not Running Transition to Nof Running
deleted Running
Acknowlefige Set Ack Active 1) Transition to Ignore event Set Ack_Active Flag
active Flag Running with
Acknowledgement

2) Set Ack Active
Flag

Acknowledge Reset Ack Ignore event 1) Transition to Running Reset Ack_Active Flag
Inactive Active Flag 2) Reset Ack Active Flag
Connection IF Ack Active Ignore event Ignore event Ignore event
transition to Transition to
Established Running with

Acknowledg-

ment

IF Ack Inactive
Transition to
Running

NOTE This is a partial state event matrix for a Producing I/O Application object. Only those states and events
associated with data acknowledgement are defined. Other states and events will most likely be associated with a
producing /O application object.
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6.2.1.2.5.7 Specific requirements for behavior and configuration

Behavior and configuration of acknowledged data production

The following rules are used to configure and determine the behavior of an acknowledged
Change of State or Cyclic 1/0O connection using the Acknowledge Handler object. In the
following examples, COS Producer is used to reference the device producing change of state
or cyclic data and consuming an acknowledgment (client). A COS Consumer is used to
reference the device consuming the change of state or cyclic data and producing an

acknowledgment (server).

production

c) The¢ COS Producers acknowledgment receptio

vledge
andler
a new

ject of
Resent

andler

object. The Acknowledge Handler object informs N one
or more acknowledges have not been receivg ' ng the
Ack List and Ack Timeout attribute

d) The acknowledge message requires, no™data wledge
Handler object shall consider valid message_re bver, a
chgnge of state or cyclic producing device ma ng with
thel acknowledgment. In this case the ' in the
“Ddta with Ack Path Li§t” attributebased¥an the connection which received the data.

e) The COS Consum dueing application shall be configured to senq either
a zero length message.¢ i s _(output) message when a valid input message is
corjsumed. @

f) An|acknowle i 2 3, time production occurs. The Acknowledge Handler
object is notified bk a’Data Sent or Data Resent event message frpm the
producing apgli

g) Ex ¢ dge timer causes an Acknowledge Timout message to he sent
to the ing~appli object. That object shall resend the last message if the¢ Retry
Limi S ) . It may also take an application specific action.

h) Th ; at-1s inergmented each time an Acknowledge Timeout message is sent to the

producing

mepsage is sent{d the producing application object.

i) Theetry count is cleared on each Data Sent message. A Data Resent message dd

application. When the retry limit has been reached, a Retry Limit R¢ached

es not

clearthe retry counter.

i) The acknowledge timer value is configurable within the Acknowledge Handler object.

k) The number of retries is (optionally) configurable within the Acknowledge Handler object.

Use of timers with acknowledged data production

The following rules shall be observed when sending acknowledged data.

a) New data not sent while the Inhibit Timer is active (running).

b) New data is sent when no acknowledge is pending, subject to rule # a (an acknowledge is
pending after a send of new data or a retry of old data and until an Ack Timeout or Ack

Received).

c) Retry of old data occurs at Ack Timeout if new data is not available or the Inhibit Timer is

active.
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d) Sending new data (or old data on transmission trigger timeout) starts the Ack Timer,
Inhibit Timer, and the Transmission Trigger Timer. The Retry Counter is also cleared.

e) A retry of old data starts the Ack Timer.

Figure 6 shows the typical relationship of timers within the Acknowledge Handler object. An

example of the typical timing relationships is shown in Figure 7.

Inactivity Timer =4 x EPR

Transmission Trigger Timer = EPR

Produftion Inhibit Timer |
I
Ack Ack
[Timeout] Timeout I
Retry Limit
Figure 6 — Typical timing relationships for 2 production
i Inhibit Tjfier o Ack Inhibit Tither  Ack
Events Ack Timeout ExpirSs Received Expires Received
Input 0 0 .
: ‘0 :
Data prodyced
Acks consumed I | I I [ | I t
. Stan:; :
Actions Inhibit Timer Inhibi ?&an: Start:
Transmissi¢n Trigger Timer L n it .lmel' Inhibit Timer
Transmission Trigger Timer Transmission Trigger Timer
S;art: im tT
. . C mer
Start: QCk Ilmer Redet:
Ack Timer R::rev-Counter Retfy Counter
Reset:
Retry Counter
Fxample of a COS system with two acking devices
The following~diagrams illustrate the message flow in a Change of State connection for both
single [seé -Figure 8) and multi-consumer configurations (see Figure 9).
\:: I/O
Change-of-State Data : Application
3 or : Dat
! . : : ata
o 3 : Cyclic Data : Sent
Application | : : :
end Responge :
: . Response
- @ N Receivegd
(PLC) Acknowledge - .
-+ (Sensor)

Figure 8 — Message flow in COS connection — one Connection object, one consumer
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Change-of-State or
Cyclic Data o)
Application
Application Dat:
Sent
‘ @ Acknowledge >@
(Scanner)  N\_/"

Handler
Responses
RCECCIVEA

ichtion

Appliication

end Responge

(Tobol) @ ]

Appliication

(Opgrator

Interface)

in COS connection — multiple consumers

6.2.1.2. model

6.2.1.2.6.

The Ti SE (object) provides an IEC 61158 Type 2 interface to the IEC 61588:2004
Precision’ctock synchronization protocol for networked measurement and control systems,
commanly’referred to as the Precision Time Protocol (PTP). Any device supporting Type 2
Time Synchronization shall provide a single instance (instance 1) of the Time Sync object.

NOTE Additional details may be found in IEC 61588:2004.
This object provides attributes and services to:
1. Get clock status and properties such as synchronized state, current offset to master, and

grandmaster UUID;

2. Access PTP clock management functions on an individual clock, such as clock
initialization, preferred mastership, and sync interval,

3. Access the PTP network of devices via native PTP management messages.

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on some constraints defined in the attribute/service description.
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FAL ASE: FAL Management ASE
CLASS: Time_Sync_Object
CLASS ID: 67

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number
2 (o) Key Attribute: Symbolic name
SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

2 (o) Attribute: Max Instance

3 to—Attribute: Ntmber-of-tastances

4 (o) Attribute: Optional attribute list
4.1 (m) Attribute: Number of attributes
4.2 (m) Attribute: Optional attributes

5 (o) Attribute: Optional service list

5.1 (m) Attribute: Number services

5.2 (m) Attribute: Optional services

6 (o) Attribute: Maximum ID Number Class Attribu
7 (o) Attribute:

OBJECT M

1 (m) Attribute:

2 (m) Attribute:

3 (m) Attribute:

4 (m) Attribute:

5 (m) Attribute:

6 (m) Attribute:

7 (m) Attribute:

8 (m) Attribute:

8.1 (m)

8.2 (m)

8.3 (m)

8.4 (m)

8.5 (m)

8.6 (m)

9 ( ParentClocklinfo

9.1 ( reserved

9.2 (m) ObservedDrift

9.3 (m) ObservedVariance
9.4 (m) Variance

9.5 ) Attribute: CommunicationTechnology
9.6 (m) Attribute: Portld

9.7 (m) Attribute: uuiD

10 (m) Attribute: LocalClockInfo

10.1 (m) Attribute: Identifer

10.2 (m) Attribute: Stratum

10.3 (m) Attribute: Variance

10.4 (m) Attribute: CommunicationTechnology
10.5 (m) Attribute: Portld

10.6 (m) Attribute: UuIiD

11 (m) Attribute: NumberOfPorts

12 (m) Attribute: PortState

13 (m) Attribute: PortEnable

14 (m) Attribute: PortBurstEnable
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15 (m) Attribute: Synclnterval
16 (m) Attribute: PreferredMaster
17 (m) Attribute: Subdomain
18 (m) Attribute: ClockMode
19 (o) Attribute: StepsRemoved
20 (o) Attribute: SystemTimeOffset
SYSTEM MANAGEMENT SERVICES:
10 (*) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:
3 (m) Mgt Service: Get_Attribute_List
4 (m) Maqt Service: Set Aftribute |ist
10 (m) Ops Service: Get_Attribute_Single
11 (m) Ops Service: Set_Attribute_Single

OBJECT SPECIFIC SERVICES:

1 (m) OpsService: Initialize

2 (c) OpsService: Management_Message
6.2.1.2.6.2 System management attributes (cla
No spdcific requirement for this object.

6.2.1.2.6.3 Object management 3
EnabITPTP
Specifies whether the Precigsion Time or this device.

This instance attribute has a

IsSyng¢hronized
Specifies wheth@
synchrpnized if it
mastern. However{an\app

This instanc

Currern

Specif

Time

nchronized with the reference clock. A ¢
8/slave state and is receiving updates from the time
pose more stringent synchronization requireme

" time in units of microseconds starting from the date 1970-01
00:00:005/Universal Coordinated Time (UTC). Leap seconds are distributed by the Pr

ock is

nts.

-01 at
Bcision

PTP time and leap seconds are converted to microseconds to give the current System Time

as: CurrentTime = PTPTime + LeapSeconds

See IEC 61588:2004 for a more detailed description of PTP time and the current_utc_offset

field.
This instance attribute has an access rule of Get/Set.
CurrentTimeNanoseconds

Same as CurrentTimeMicroseconds except in units of nanoseconds.
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This instance attribute has an access rule of Get/Set.
OffsetToMaster

Specifies the amount of deviation between the local clock and the reference clock in
nanoseconds. See |IEC 61588:2004 for more detail. Also refer to the offset_from_master data
member of the PTP current dataset.

This instance attribute has an access rule of Get only.

MaxOffsetToMaster

efence clock

Specifies the maximum amount of deviation between the local clock and| the re
| hay be

in nanpseconds since last reinitialized. The MaxOffsetToMaster is s
reset.

This instance attribute has an access rule of Get/Set.
DelayToMaster

Specifies the path delay between the local clock|and 5. See
IEC 61588:2004 for more detail. Also refer to { e PTP
current dataset.

This instance attribute has an access r

Grandmasterinfo, Parenthi

for the
e PTP
D, and
ratum,

Grand¥asterlnfo, Pare

Grandmaster, Parent a
dataselts maint
PortID|constitute™a €lg

variang¢e, and drift p

These|instance
Com

Specifi : wypication technology (e.g. Ethernet). See IEC 61588:2004 fof more
defail. Alsoxefer tg the clock_communication_technology data member of the PTP default

dafaset the parent_communication_technology and
grgndmaster_communication_technology of the parent dataset.
UuID

Specifies the Universally Unique |IDentifier (UUID) of the associated clock. For all CPF 2
networks except CPF 2/2, the two-octet Vendor Id followed by the four octet serial number
will be the defined UUID. See IEC 61588:2004 for a more detailed description. Also refer
to the clock_uuid_field data member of the PTP default dataset and the parent_uuid_field
and grandmaster_uuid_field of the parent dataset.

Portld

Specifies the port identifier for the clock. For an ordinary clock the Portld value is 1. See
IEC 61588:2004 for more detail. Also refer to the clock _port_id_field data member of the
PTP default dataset and the parent_port_id field and grandmaster_port_id field of the
parent dataset.
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Identifier

Specifies the expected absolute accuracy and epoch of a given clock (e.g. GPS, NTP,
HAND). See IEC 61588:2004 for more detail. Also refer to the clock identifier data
member of the PTP default dataset and the grandmaster_identifier of the parent dataset.

Stratum

Specifies an additional measure of the quality of a clock. Values are defined from 0

to 255

with stratum 1 being the most closely linked to an authoritative source (e.g. NTP with

stratum 1 or 2). See IEC 61588:2004 for more detail. Also refer to the clock_stratu

m data

member of the PTP default dataset and the grandmaster_stratum of the parent dataset.

Vari

¢ obsenved_drift data member

A"PTP port on the device as define by the PTP po
Faulted). The port assignments are device specifi
ail. Also refer to the port_state data member of the PT

Port enable

Only a

t state
C. See
P port

Specifies the port enable status of each port on the device. See IEC 61588:2004 for more

detail. Also refer to the port_state data member of the PTP port dataset.

This instance attribute has an access rule of Get/Set.

Port burst enable

Specifies the port burst enable status of each port on the device. See IEC 61588:2004 for

more detail. Also refer to the burst_enabled data member of the PTP port dataset.

This instance attribute has an access rule of Get/Set.
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Syncinterval

Specifies the PTP sync interval between successive “Sync” messages issued by a master
clock. The attribute does not take effect until after re-initialization. See IEC 61588:2004 for
more detail. Also refer to the sync_interval data member of the PTP default dataset.

This instance attribute has an access rule of Get/Set.
IsPreferred

Specifies the “preferred” status of a master clock. The attribute indicates whether the clock is
to be preferred |n the selectron of the grandmaster clock as part of the Best Master Clock

See
default

er re-

ettable
ock. A

e d may
ock will not become a PTP mastgr. The

nd the
d data

This instance-atiribute\has an access rule of Get only.

SystemTimeOffset

Specifies the offset to the local clock value. This attribute only applies to a device those
implements the CPF2 time synchronization clock offset model. The responding device will
return the current System Time Offset, otherwise zero.

This instance attribute has an access rule of Get only.

6.2.1.2.6.4 System management (class level) services
Get_Attribute_Single

This service is mandatory if any attributes are implemented, else it is optional.

6.2.1.2.6.5 Object management (instance level) services

No specific requirement for this object.
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6.2.1.2.6.6 Object specific services
Initialize

The Initialize service causes the PTP Clock to initialize to its power up state. The service is
typically invoked after a configuration change to the Time Sync object. An Initialize service
also causes the PTP clock to re-synchronize to the current PTP master reference clock. See
IEC 61588:2004 for more detail.

Management_Message

The Management_Message service is used to initiate a Type 2 management command to the
PTP Clock. Each management command shall be identified by a dedicated Management
Message Command parameter within the Service request and response.

6.2.1.2.6.7 Specific behaviour for the Time Sync object

System Time definition

The starting date/time for CPF2 time synchronization System TNme is > 00:00.
This is| the starting epoch for both PTP and System Time, i S d as a
64-bit [value (LINT) in nanoseconds or microseconds. < e r leap

seconds, but not local time zones or daylight savings time I ime at
the Ot meridian. A negative System Time representg a ti i i ime.

In the Precision Time Protocol
“TimeRepresentation”. This structure
the structure represents the numbe

a structure of] type
gmbers. The first member of
e beginning of the |epoch

(1970-p1-01:00:00:00). The second . Leap
second

PTP ti Pystem
Time as

Clock

CPF2 hts for
industri

NOTE hism for
distribut me that

may ocdur at the grandmasgter clock source.

These [changes may occur due to one or more of the following conditions:

1) Theuser adjusts the master clock whose type i1s "HAND Set.

2) A master with a more accurate clock becomes available (new grandmaster). This may
occur during system startup or after the system has been running for some time.

3) The time master is temporarily disconnected from the slave clock and then re-connected.
In this situation, given any discrepancy in time between the master and the slave, a step
change will occur.

Those applications requiring a stable clock in the presence of step changes in time should
implement their PTP clock as a local clock, synchronized to the PTP master frequency, but
not to the PTP master’s absolute time value.

In this model, the PTP protocol is used to discipline the local clock so that it ticks at the same
rate as the master. The device then maintains an offset between the local clock time and
system time. A small delta change in time will cause the device to make a small adjustment to
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the offset and to continue to “tune” its clock. A large change in time will cause the device to

update

its offset but not “tune” its clock.

Cyclic events may then be scheduled based on the local clock and will not be affected by
large step changes in time — provided that the local clock remains synchronized to the PTP

master

clock frequency.

Figure 10 shows the relationship between the Local Clock, System Time Offset, and the
System Time for a PTP Time Slave. The “system to local clock offset” is a memory variable
maintained by the PTP clock implementation to make offset adjustments. A leap second value

is adde

d to the offset to give System Time in terms of the proper epoch.

Figure
Offset
concef
discipl
systen
share
changg

Time
aster

PTP Time Slave

Local Clock
(Frequency Disciplined ime \
e

abIe Ays\tg\rr/g(u{\a; Cl\y _
X/
T
NS
& \SysLJm Time

e synchronization offset clock model

PTP

small delta

> p1p1

any delta

System Time
Offset

ime

3 devices each implementing the CPF2 time synchronization

Clp lel. e¥ice is a part of a network of devices that share thg same
t<af Syst ime. \Each device also has a Local Clock value based on a frequency
nedti 3 ajgd to System Time via an offset value (System Time Offset). Buch a
allows evice to maintain a local time independent from all other devices, but
B common netidn of system time. As such, System Time may change without reguiring

sdo,the local clock.
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Device A Device B Device C
Local Clock Local Clock Local Clock
B Offset | Offset | Offset |
System Time System Time System Time
Switch/Z 11
1 QoeRETY

N

—
a

l

]

' System Clock [ SystemClock | —\ S&ste}i\c@ck 1L ‘
Offset Offset Y O Offset
Local Clock Local Clock \L\ocﬁl Clock

Device D Device F Device F
Figure 11 — CPF2 time syng
System time compensation
An application creates a #im ock that has been synchronized by PTP
and making any requir j for example, converting it to System Time.
Additignal adjustments| m {ired if*d_step has occurred in System Time.

rfism to maintain a consistent set of timestgmps in
n Time. A step change in System Time effgctively
tem. Any step changes to the grandmaster clo¢k time

CPF2 {ime sync
the prgsence of step

causeq a shift in the

shall gropagate | S tem/ Since, all nodes in the system will not see the step
changg at the \ i timestamp taken on one node may be inconsistent [with a
timesta i a timestamp taken at one instance in time may be inconsistent
with a [tim time on the same node. A compensation algorithm is needed

to makie ti aps cansistent with each other before they are used in computations.

The decis of the
application.

Step compensation algorithms

An offset value is maintained with each timestamp. This offset value is the System Time
Offset at the time the timestamp is captured. The offset can be used to provide an indication
of when a step occurs in System Time. If the timestamp is transmitted across the network
from one node to a second node the offset is sent along with the timestamp. If the two
timestamps are captured within the same node, the offsets are stored along with the
timestamps.

The algorithms transform a timestamp from one time base to a second time base if a time
base change occurs between the times the two timestamps are captured. When the two
timestamps are compared they will reference the same time base. These algorithms can
equally be applied to a set of timestamps.
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Compensation algorithm for timestamps within a single node

This algorithm is defined to allow a node to adjust the value of one or more timestamps that

have b

een captured on the local node.

The algorithm is stated as follows:

Timestamp = Timestamp + Offset, — Offset,

where:

Timestamp is the compensated timestamp;

Tinlestampo is the timestamp to be compensated;

Off]
Off

Compeénsation algorithm for timestamps between nod

ety is the offset associated with the timestamp at the target ti

Bet is the offset for the timestamp to be compensated.

This a from a
remots e, the
destinati

The dg femote
node o

Two cq

1) ThI source device has'seemg imé but the destination device has nat, or;
2) The destination deyics t.

The step chang@d the SystemTimeOffset by either the solirce or
destingtion. The s p. The

destinati
if a stgp change

The al
Time Timestampreceived * ((D€Stofrset — DSt ast0ffset)
— (Sourcepgtset — Sourcey gstoffset))
where:

ermine

Timestampgreceiveq IS received timestamp;

Destqyset i8 the current value of the local clock time offset at the destination;

Dest| sstofiset IS the previous value of the local clock time offset at the destination;

Sourceggget 1S the received value of the local clock time offset from the source;

Source| gstoffset 1S the previous value of the local clock time offset from the source.

Last offsets are updated when:

[(Destotrsat — DeSt 4st0ffset) — (SOUrCegsiget — SOUrce| sotofiset)) <= SyncBoundsLimit

where:
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SyncBoundsLimit is a relatively small number that defines that synchronization bounds for

the application.

Group startup sequence

CPF2 time synchronization defines a group startup sequence and a group synchronizing
service. The group startup sequence allows a group of devices to guarantee that their clocks
have all been synchronized to the PTP master reference clock before starting an application
that depends on System Time. The application defines the specific requirements needed for

the group to be considered synchronized.

Each &
servicq.

An ap
example, it may exchange the SystemTimeOffset
compepsation, or a period and phase to initiate a synchromze
bounding parameters to specify a target synchronization regu

The sdrvice returns true if the device is synchronizee
returnd false.

pSync

An expmple startup sequence for 3 § appli ti@ that need to synchronize is

illustrated in Figure 12.

Once the controller itself is synchro 'zed to they er time clock, it initiates a series of

Group$ ¢ s par
a resppnse indicating whether i n nized
the controller and all devi RS are synch onjze \

mastern application repesa

e same group. Each device
ith the PTP master reference c]ock. If
e group is synchronized. Otherwige, the

eturns

The Sync'd stat de i mined by the requirements of the application apd can
n addij 2 3 i 9

be contingent o
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Controller Device N

Controller is Sync'd GroupSync

GroupSync

Device 1 is Sync‘d

—| Devic

IsSync’d
If | controller or any

device is no longer
syhc’d, repeat
sequence

Group is

Quality of service (QoS)

Quality of Service or

A

. N\
Svnchronized \

Figure 12 — CPF2 time s) o pn)group startup sequence

Sync'd

specified in Table 13 to guarantg¢e that

time sync messages a igh_priohi ie‘receive timely delivery through the network

compohents. :

A\

EC\617%84~1XIE 1784-2 QoS
/\ ommukicatien Profile

6§ 2/1\\ \ Scheduled priority

\qz.\ > IEEE 802.1Q tagged frames *
o3 N/A

@ These”/frames support a three-bit QoS field to specify the priority of the
frame.

6.2.1.3 FAL management model ASE service specification
6.2.1.3.1 Supported services

This subclause contains the definition of services that are unique to this ASE
services defined for this ASE are:

Get_Attribute_All

Set_Attribute_All

Get_Attribute_List

Set_Attribute_List

. The common
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Reset

Start

Stop

Create

Delete

Get_Attribute_Single
Set_Attribute_Single
Find_Next_Object_Instance
NOP
Apply_Attributes
Saye

Restore
Grgup_Sync

The object specific services defined for this ASE are:

Add_AckData_Path (Acknowledge Handler object
Remove_AckData_Path (Acknowledge Handler opject)

Initjalize (Time Sync object)

Mahagement_Message (Time Sync\object

6.2.1.3.2 FAL service common pafameter

e cmm% a

The following service parapeters a IMRAY services.

AREP

This pgrameter ¢o icl i ation to locally identify the entity to be used to
convey the ser ‘@ i i e locéal or the UCMM or a transport connection (AR).
This parameter may u wdedi i ifier associated with a local entity, the identiffer of a

UCMM| transaction reated, or the transport identifier returned py the
connegtion estab d associated with the selected AR. The confimrmation
primitiye sho ¢ a alue as the one sent in the corresponding request primifive.

ReceiVyer/se

This parame y.generated by the Message Router ASE of the responding node, and
identifies locally nvocation of the service. It is used to associate service responsés with
indicatjons( Thereforg, no two outstanding service invocations may be identified by the same
ID (id)| vatue, and the AL-service user shall return in a response primitive the value|that it

rece|v din thae nrior aseociated-indication-nrimitive
Co=rrT CTO PTTUT U0 T UTOTUT T TaToatroTT Lttty o

Path

In the request, this parameter specifies the FAL APO or FAL APO element that is the
destination of the service request. The path shall contain multiple segments which can
indicate the network route to the node containing the FAL APO (in the case of multiple links),
the identification of the APO element within the target node (Routing Path), and optional
additional information for the target APO (Additional Path).

In the indication, this parameter shall contain only those segments beyond the logical class
segment from the service request, i.e. the optional additional information for the target APO
(AdditionalPath).

See |[EC 61158-6-2 for more details on the Path structure and contents.
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Port ID

This parameter indicates on which port of the device the service indication arrived.

Service status

This parameter provides information on the result of service execution. It is returned in all
confirmed service response primitives (+ and -). It is composed of the following elements.

Status code (mandatory)

This parameter indicates whether the service was successfully processed or not. If an
error_occurred, it indicates the type of error. For some errors, further identification of the
errpr may be provided in the Extended Status parameter below. Available status|codes
arg listed in 6.2.1.3.3.

Ex{ended status (conditional)

This conditional parameter further identifies the error encte ng the
request specific to the object being accessed. Actual usag fended
stafus is dependant on the object class or service: s own
extended status values and value ranges (including the f|c ones). For a given
object class, extended status are unique to each 2.~ W , values
submitted in the response primitive are delivered adA i i irmitive.

6.2.1.3.3

Table 14 specifies the range of possible
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Table 14 — Status codes

Name

Description and meaning of status code

Success

Service was successfully performed by the object specified

Connection failure

A connection related service failed along the connection path

Resource unavailable

Resources needed for the object to perform the requested
service were unavailable

Invalid parameter value

See status code 0x20, which is the preferred value to use for this
condition

Path segment error

The path segment identifier or the segment syntax was not
understood by the processing node. Path processing shall stop

when a path segment error is encountered

Path destination unknown

The path is referencing an object class, insta or str
element that is not known or is not contained in th p cess g
node. Path processing shall stop when afa h esti

unknown error is encountered

Partial transfer

Only part of the expected data was&ﬁﬁ{ d

Connection lost

The messaging connection w/s/T@\ \

Bervice not supported

The requested service wa
for this class or object i stan

nvalid attribute value

Attribute list error

te Wot defined
¢
Invalid attribute data ete te
An att 'bute int tribut ist onSet Attr|bute List
has & nen zero statt

Nready in requested mode/state

The object is\already Wte being requested by the
service

Dbject state conflict

The abjec rm the requested service in its current

Dbject already exists &

The»s@ugste tAstance’of object to be created already exists

1T

Attribute not settabl

WeWa non-modifiable attribute was received

Privilege viol

e N TN

A}e\rrﬁs\sio%rivilege check failed

Device state&s{)paf??\\/\

e de 'ce\{current mode/state prohibits the execution of the
requested service

I_r;—:)iata to be transmitted in the response buffer is larger than
he“allocated response buffer

Response dw \\
Fragmeqtatiolof\a_primitive
o

The service specified an operation that is going to fragment a
primitive data value, i.e. half a REAL data type

ESR

The service did not supply enough data to perform the specified
operation

A\ttribute.no ppc&ed

The attribute specified in the request is not supported

0@’ much data

The service supplied more data than was expected

+ on ified-does-not-oxictintha dovica
t Hea—6 SO+t S+

SEVHG

The-obi
Lm s 4] SP

Service fragmentation sequence
not in progress

The fragmentation sequence for this service is not currently
active for this data

No stored attribute data

The attribute data of this object was not saved prior to the
requested service

Store operation failure

The attribute data of this object was not saved due to a failure
during the attempt.

Routing failure, request packet
too large for network

The service request packet was too large for transmission on a
network in the path to the destination. The routing device was
forced to abort the service

Routing failure, response packet
too large for network

The service response packet was too large for transmission on a
network in the path from the destination. The routing device was
forced to abort the service

Missing attribute list entry data

The service did not supply an attribute in a list of attributes that

was needed by the service to perform the requested behaviour

61158-5-2 © IEC:2007(E)



https://iecnorm.com/api/?name=f073dcf85f6433f82cb2bbe928df6dbb

61158-5-2 © IEC:2007(E)

— 85 —

Name

Description and meaning of status code

Invalid attribute value list

The service is returning the list of attributes supplied with status
information for those attributes that were invalid

Embedded service error

An embedded service resulted in an error

Vendor specific error

A vendor specific error has been encountered. The extended
status code field of the error response defines the particular
error encountered. Use of this general status code should only
be performed when none of the status codes presented in this
table or within an object class definition accurately reflect the
error

Invalid parameter

A parameter associated with the request was invalid. This code
is used when a parameter does not meet the requirements of this

specification and/or the requirements defined in lication
object specification ( N\

Vrite once value or medium
blready written

An attempt was made to write to a write on
WORM drive, PROM) that has already b
a value that cannot be changed once es bI|

nvalid Response Received

An invalid response is received (e.g. reSponse sgryise co does
not match the request service code\or res ess

shorter than the minimum exp (3 r ze) Th statls code
can serve for other causes o vaI|

Key Failure in path

The Key Segment which was in the irst Segment in the

u as
path does not match inatioQmoudule. The object specific

Path Size Invalid

e d
status shall indiCE}te\ hICh rt of the key check failed.

of thepqth h|ch as(se t withythe Service Request is
either notNarde enough to"alle Qquest to be routed to an
objector tooumuich rotiting 'data was Ancluded.

nexpected attribute in list

An at adeno set an attribute that cannot be set at
this time.

nvalid Member 1D <\

mbéxlszbvpem Mthe request does not exist in the
specified Cla st@ /Attribute.

Member not settabl#\

Q’re\ue\s‘t\to odify/a non-modifiable member was received.

Sroup 2 only eneral
ailure

us ¢ de may only be reported by CP 2/3 Group 2 Only
ith 4 koctets or less code space and only in place of

Reserved for@bjec Iass nd
bervice errors

This/range of status codes shall be used to indicate object class
cific errors. Use of this range should only be performed when
none of the status codes presented in this table accurately

reflect the error that was encountered

All ex end
definitipn. Spegi

6.2.1.3.4 Get_Attribute_All

es are reserved unless otherwise indicated within the
ic valyes are specified when appropriate in IEC 61158-6-2.

6.2.1.3.4.1 Service overview

object

The Get_Attribute_All service returns the contents of all attributes of the specified object class
(APO system management attributes) or instance (APO Object Management attributes).

6.2.1.3.4.2 Service primitives

The service parameters for this service are shown in Table 15.
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Table 15 — Get_Attribute_All service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M

Path M C
Routing Path
Additional Path u U(=)

Port ID M

Result (+)
AREP

Receiver/Server Local ID

Service status /\

Attribute Data

Result (-) /(}
AREP

Receiver/Server Local 1D

T

Service status (-\ M M(=)

Argument
The afgument contai e gpecific
parameters for t er

Resul{(+)
This selection typ
Sefvice status

This para r'
Attribute data
This ,parameter Teturns a stream of information containing all of the attributeg. APO

clapses which support this service shall define the format of this parametger. No
fragmentation is allowed.

If supported, the structure of the Attribute Data information shall adhere to the
Get_Attribute_All response structure as defined by the object class specification. The
object class specification shall provide a detailed definition of the format of the data to be
sent in the class and instance response messages.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:
Path segment error
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6.2.1.3

Path destination unknown

Connection lost

Service not supported

Response data too large

4.3

Service procedure

No specific service procedure.

— 87 —

6.2.1.3.5 Set_Attribute_All
6.2.1.3.5.1 Service overview
The Set_Attribute All service modifies the contents of the attributes/ofth

class (

6.2.1.3.

The se

5.2

Service primitives

Table 16 — Set_Attribute_All er\(lse famm

rvice parameters for this service are shown in Tabl

—\

Rl \

Mng/

Argument

Parameter name q sp Cnf
Argument M \:/)\/
AREP \
S
S S(=)
M
eceiver/Server Local ID M
Service status M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

The argument contains the parameters of the service request.

Attribute data

object

idutes).

This parameter specifies a stream of information containing all of the attributes. APO

classes which support this service shall define the format of this parameter.
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If supported, the structure of the Attribute Data information in the service request shall
adhere to the Set_Attribute All request structure as defined by the object class
specification. The object class specification shall provide a detailed definition of the format

of the data to be sent in the request message.
Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Result(-)

This s¢lection type parameter indicates that the service request failed.
Sefvice status

This parameter indicates an error among the following choi
Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value

Device state conflict
6.2.1.3.5.3 Service procedure

If the [ability to modify 3
specification shall specify when\s attrib

Attribufes shall b :
are s\ ccessful.{f?
approgdriate error

be modified and a 8¢

6.2.1.3.

6.2.1.3.

The Get_At grvice returns the contents of the selected gettable attributes
(APO system management attributes) or instance (APO

specified objec

Managlement attributés).

object

hecks)
irn an
s shall

of the
Object
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6.2.1.3.6.2 Service primitives

The service parameters for this service are shown in Table 17.

Table 17 — Get_Attribute_List service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

0w mon

Transport identifier
Receiver/Server Local ID M
Path

Routing Path

Additional Path u U(=)

Port ID M <
Attribute Count M y——)\
Attribute List M M(=

Result (+)
AREP
Receiver/Server Local |
Service status Q b

5

£ = (%) iiiiiié\—zw////>

§ -
ervige status

The argument contains the parameters of the service request.

Argument

$pharto g 4+
Al.l. TVuULc courit

This parameter indicates the number of attribute identifiers in the Attribute List parameter
below.

Attribute list

This parameter contains the list of the top-level attribute identifiers for the attributes that
are being requested from the specified class or object.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Attribute count

This parameter indicates the number of attributes actually returned in the Attribute Data
parameter below. This count can be different if the requested data does not fit entirely in
the response buffer (see service procedure in 6.2.1.3.6.3).

Attribute data

This parameter returns a stream of information containing all or part of the requested
attributes. Attributes shall be retrieved and packed in the sequence specified in the
request.

Attribute identifier

This parameter contains the attribute identifier corresponding being
returned in Attribute Value.
Attribute status
This parameter indicates the individual status informatig q ipute. It
can either mirror one of the common service stajus \ specific fto this
object/class attribute.
Attribute value
This parameter returns a stream of info uested
attribute. Individual attribute data sha ntirety
(without fragmentation of indiyi many
attributes as can fit into the respoase

Resull(-)

This selection type paraméternnd

Seyrvice status

This parame@ [
Path segm

6.2.1.3.6.

The atfributes shall be specified using a list of attribute identifiers, which shall be supplied as
a service 'parameter If there is not enough space for an attribute’s data in the response
buffer, service processing shall terminate and the Attribute Count parameter shall be set to
the number of attributes actually packed in the buffer. The client application (the requester),
shall verify the value of the Attribute Count parameter in the response.

NOTE If necessary, the client application can submit another Get_Attribute_List service request for the attribute
data remaining from its original list.

6.2.1.3.7 Set_Attribute_List
6.2.1.3.7.1 Service overview
The Set_Attribute_List service updates the contents of the selected attributes of the specified

object class (APO system management attributes) or instance (APO Object Management
attributes).
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6.2.1.3.7.2 Ser
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The service parameters for this service are shown in Table 18.

Table 18 — Set_Attribute_List service parameters

Parameter name

Ind

Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID
Attribute Count
Attribute Data

Attribute Identifier

Attribute Value

Result (+) —’2\/ S(=)
AREP M
Receivex/Server LocalID Q M

M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
S S(=)
M

M

M M(=)

Argument

The argument contains the parameters of the service request.

Attribute count

This parameter indicates the number of attributes to be updated, and listed in the Attribute

Data parameter
Attribute data

This parameter contains a stream of information containing the actual list of attributes to
be updated and the corresponding update values.

below.

Attribute identifier

This parameter specifies the attribute identifier corresponding to the attribute to be
updated with the contents of Attribute Value. The client is unable to specify sub-

elements of

an attribute.
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Attribute value
This parameter contains a stream of information containing all data for the target
attribute. The data for an individual attribute shall be placed into the request buffer in
its entirety (without fragmentation).

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Attribute count

This parameter indicates the number of attribute status return
Lisf parameter below.

Attribute status list

Status

This parameter returns a stream of information con
attfibute listed in the service request.

Attribute identifier

armation for each

This parameter contains the attribute |
returned in Attribute Status.

ending to the status| being

Attribute status

This parameter indicates the indivi
can either mirror
object/class attrib

dual sta ormation for the specified attribute. It
ser icevstatus codes, or be specific [to this
Resulf|(-)
This sglection t
Se

Th

Adtribute list error

Device state conflict
Missing attribute list entry data

6.2.1.3.7.3 Service procedure

The service shall be terminated if the response buffer is unable to accept the status of the
next attribute.

Individual set operations shall not be interdependent (the request shall be treated as a series
of independent set requests).
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6.2.1.3.8 Reset
6.2.1.3.8.1 Service overview

The Reset service invokes the Reset service of the specified APO object class or instance.

NOTE Typically this would cause a transition to a default state or mode.
6.2.1.3.8.2 Service primitives

The service parameters for this service are shown in Table 19.

T —
Parameter name Req Ind Rsp CM
Argument
AREP
Local

UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path
Additional Path
Port ID
Object Specific Data

<
%

£ )
o

Result f¢) S S(=)
; M
M
M M(=)
c C(=)
S S(=)

X
N eceliver/Server Local ID M

\E:qvic status M M(=)

Argument

The argumeént contains the parameters of the service request.

Object specific data

This conditional parameter, if specified, contains object class/instance specific
parameters. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Object specific data

This conditional parameter, if specified, contains object
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class/instance specific

information. If an object class/instance utilises this field, then the object class/instance

specification shall detail its format.
Result(-)

This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:

Invalid parameter value
Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Object state conflict
Device state conflict

6.2.1.3.8.3 Service procedure

If the place
enable|
servicq
a state

Reset

pxecution of the Reset service
S it to respond to the request
has completed. If the
in which it is not a
service.

e object/device in a sta

6.2.1.3.9
6.2.1.3.9.

The St

NOTE

e that

onse shall not be returned umtil the

r, then tf
' fes pvice would place the object/dgvice in
he ®bject/device shall respond prior to executing the
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6.2.1.3.9.2 Service primitives

The service parameters for this service are shown in Table 20.

Table 20 — Start service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

0w mon

Transport identifier
Receiver/Server Local ID M
Path

o

Routing Path
Additional Path U U
Port ID M <
Object Specific Data C C(= >

Service status

Q
\

Object Specific Data

Result (+)
AREP
Receiver/Server Local ID

Result s S(=)
M
M
M M(=)

Argun
The ar ins_ the ameters of the service request.
Ob

This parameter, if specified, contains object class/instance dpecific
paflametersxJdf an\object class/instance utilises this field, then the object class/instance
sp]cification shall/detail its format.

(+)

This selection type parameter indicates that the service request succeeded.

Resul

Service status

This parameter indicates success.
Object specific data
This conditional parameter, if specified, contains object class/instance specific

information. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:
Path segment error

Path destination unknown

Connection lost

Service not supported

Invalid attribute value

Already in requested mode/state

61158-5-2 © IEC:2007(E)

L e
Objectstateconftict

Dégvice state conflict

6.2.1.3.9.3 Service procedure

If supported by an object class or instance, the effect of this ocun
in that[object specification.

6.2.1.3.10 Stop

6.2.1.3.10.1 Service overview

The Stpp service invokes the Stop sekvice of ¢ ifi dbject class or instanced.

NOTE [lypically this would place an object into g_sf
6.2.1.3.10.2 Service primitives

The s€rvice parameters fo

9,

hented
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Table 21 — Stop service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)

Port ID M
Object Specific Data C C(=) /\
Result (+) &% >

AREP
30 Cc(=)
_})\/ S(=)

Receiver/Server Local ID

Service status
Object Specific Data /(}
Result (-) b

AREP M
Receiver/Server Loca| ID Q M
Serv'@ééﬂtus/\ M M(=)
N
Argunjent
The argument c
Object specific d
This conditio aI a specified, contains object class/instance dpecific
palametefs. Ybjee ss/mstance utilises this field, then the object class/instance
sp]cif' ation shalkdefail its format.
Resulf(

This s¢lectionntype paxameter indicates that the service request succeeded.

Seyrvice-status

This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:
Path segment error


https://iecnorm.com/api/?name=f073dcf85f6433f82cb2bbe928df6dbb

- 98 - 61158-5-2 © IEC:2007(E)

Path destination unknown
Connection lost

Service not supported

Invalid attribute value

Already in requested mode/state
Object state conflict

Device state conflict

6.2.1.3.10.3 Service procedure

The effect of this service shall be documented in the individual object spe Qn.

6.2.1.3.11 Create

6.2.1.3.11.1 Service overview

The Ciyeate service results in the instantiation of a new ecified

object class.

6.2.1.3.11.2 Service primitives

The s€lrvice parameters for this servicg’axe sh i

Table 22 — Create'service\para

Parameter name \ & \Req Rsp Cnf
i
)
S
S
S
M
M C
M
u u(=)
M
bject Specific Data C C(=)

Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Instance ID M M(=)
Object Specific Data C C(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument
The argument contains the parameters of the service request.
Object specific data
This conditional parameter, if specified, contains object class/instance specific

parameters. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.
Instance ID

This mandatory parameter indicates the integer value as i ; newly
creiated object instance.
Object specific data

pecific
stance

This conditional parameter, if specified,
infiyrmation. If an object class/instance utiliges

specification shall detail its forma
Resul{|(-)

This s¢lection type parameter indicate$ that the
Sefvice status
This parameter ind

Path segmen

Path deg,g; i

ConnectioRn

Device state gonflict

Missing attribute list entry data

I [HA] fbsaita s ot 1 Liak
mrvanu attrioutc vaiuc 1ot

6.2.1.3.11.3 Service procedure

If this service is supported, the object instance shall be created and initialised in accordance
with the object specification.

Any error shall result in the object instance not being created.

6.2.1.3.12 Delete
6.2.1.3.12.1 Service overview

The Delete service deletes an object instance of the specified object class.
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The service parameters for this service are shown in Table 23.

Table 23 — Delete service parameters

61158-5-2 © IEC:2007(E)

Parameter name

Req Ind Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier

Argun
The ar
Ob
Th

pafameters:
sp]cification st

Resul

(+)

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID
Object Specific Data

Result (+)
AREP
Receiver/Server Loc
Service status
Object Specific Data

Result

< Z w mn 2 =2
9]

<

VAN

C(=

N
&g@

parameter,

if specified,

contains object

class/instance gpecific

If an\object class/instance utilises this field, then the object class/instance

all/detail its format.

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Object Specific Data

This conditional

parameter,

if specified,

contains object

class/instance specific

information. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:
Path segment error
Path destination unknown
Connection lost
Service not supported
Object state conflict
Device state conflict

6.2.1.3.12.3 Service procedure

All respurces shall be deallocated and returned to the system.

6.2.1.3.13  Get_Attribute_Single

6.2.1.3.13.1 Service overview

The (et_Attribute_Single service returns the conie
specified object class (APO system manageme
Management attributes).

6.2.1.3.13.2 Service primitives

The se

sérvice parameters

attribute

stance (APO

Ind Rsp Cnf
M
C
Additional Path U U(=)
Port ID M
Result (+) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Attribute Data M M(=)
Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

of the
Object
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Argument

The argument contains the parameters of the service request. There are no specific
parameters for this service.

Path

This parameter includes a path segment specifying the attribute number.
NOTE See IEC 61158-6-2 for a description of path segments.
Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.
Attribute data

This parameter contains the requested attribute data.
Resulf(-)

This s¢lection type parameter indicates that the serviCe request/fa

Sefvice status
This parameter indicates an error a
Connection lost

Service not supported

Invalid attribute
Attribute not sgttab

Device state ¢
Object n

6.2.1.3.13.3

No spqcific

6.2.1.3.14
6.2.1.3.

The Sgt/Attribute_Single service modifies the contents of the specified attribute |of the
specified."object class (APO system management attributes) or instance (APO [Object
Management attributes).

6.2.1.3.14.2 Service primitives

The service parameters for this service are shown in Table 25.
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Table 25 — Set_Attribute_Single service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)

Port ID M
Attribute Data M M(=) /\
Result (+) &% >

AREP
30 Cc(=)
_})\/ S(=)

Receiver/Server Local ID

Service status
Object Specific Data /(}
Result (-) b

AREP M
Receiver/Server Loca| ID Q M
Serv'@ééﬂtus/\ M M(=)
Argunjent \\)\/
The afgument ' rs the service request. There are no gpecific
parameters for thisSe
Path
This para Macly ath segment specifying the attribute number.
NOTE Pee 8 2\ desefiption of path segments.
Attribute de
This parame ecifies the value to which the specified attribute is to be modifidd. The

attfibute data sh
Resulf(+)

all be validated prior to the modification taking place.

This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
Object specific data
This conditional parameter, if specified, contains object class/instance specific

information. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(-)

This selection type parameter indicates that the service request failed.
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Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Attribute not settable
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Pevicestateconftict
Object does not exist
6.2.1.3.14.3 Service procedure

No spqcific service procedure.

6.2.1.3.15 Find_Next_Object_Instance
6.2.1.3.15.1 Service overview

The Fipd_Next_Object_Instance servicg

It cauges the specified APO object<{class

associfited with existing object instances.
accesgible from the link.

6.2.1.3.15.2 Service pri

The s¢rvice parameters for

ce IDs
rrently

@ — Fird \Next Obhject_Instance service parameters
ra}e\}éh\ame\J\\/ Req Ind Rsp Cnf
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M
Maximum Returned Values M M(=)

Result (+) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
Number of List Members M M(=)
Instance ID List M M(=)

Result (-) ) S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)
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Argument

The argument contains the parameters of the service request.

Resulf(+)

This selection type parameter indicates that the service request succee

Resulf|(-)

This s

6.2.1.3.

The ob
determlingé. the starting point for the search as described below:

1.

Path

This parameter includes a path segment specifying an Instance ID, which will be used to
determine the starting point for the search.
Maximum returned values

This parameter indicates the maximum number of Instance ID values to be returned in the
response message.

Number of list members

This parameter contains the actual number of Instance
meissage. This number of Instance ID's shall be leg
specified in the request.

sponse
Ximum

Insitance ID list

This parameter contains the list of returned |

Seyrvice status

This parameter indicate

Path de@g
Connecti S

age to

If the Instance ID in the request message is zero (0), then the class shall start with the
numerically lowest Instance ID;

If the Instance ID in the request message is not zero (0), then the class shall start with the
next Instance ID whose value is numerically greater than the specified Instance ID.

If the Instance ID in the request message is greater than or equal to the numerically
highest Instance ID within the class, then the value zero (0) shall be returned as Instance
ID.

The class shall return a list of Instance IDs associated with existing objects, beginning at the
starting point and continuing in ascending Instance ID value order. It shall return Instance ID
value zero (0) to indicate that the end of the list has been reached.

Figure 13 provides a general example of this service.
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Class A

Instance Instance Instance
ID #1 ID #5 ID #8

Instance
ID #9

Find Next Object Instance Request [Instance ID = 0]

( Find Next Object Instance Response, Service Data =1

Find Next Object Instance Request [Instance ID = 2] )

(Find Next Object Instance Response, Service Data =5, 8

Find—Next Ubject_Instance Request [Instance 1D = 3] )

( Find Next Object Instance Response, Service Data=9, 0

Figure 13 — Example of Find_Next_Obje

6.2.1.3.16 NOP

6.2.1.3.16.1 Service overview

to return a No Opgration

The NOP service causes the rece e
any other internal action.

NOTE [This service may be used to test whether o
causing |a state change.

Qbject is still present and responding without

h

own in Table 27.

6.2.1.3.16.2 Service p

The service parameter,
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Table 27 — NOP service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)
Port ID M
Result (+)

AREP
M

<
s
‘/M)\/ M

Service status M M(=)

Q\)

service request.

Receiver/Server Local ID

Service status

{
|
Result (-) /(}\)z

Receiver/Server Local

Argument

The argument contain

Resul{(+) Q
This selection type“para

Se

t the service request succeeded.

Th

This s
Se

Th

Path segment error

Path destination unknown
Connection lost

Service not supported
6.2.1.3.16.3 Service procedure

If the object instance to which the request is delivered supports the NOP service, then a
response whose status indicates success shall be returned. If the object does not support the
NOP service, then a response indicating an error was detected shall be returned.
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6.2.1.3.17  Apply_Attributes
6.2.1.3.17.1 Service overview

The Apply_Attributes service causes attribute values whose use is pending to become
actively used in the specified APO object class or instance.

6.2.1.3.17.2 Service primitives

The service parameters for this service are shown in Table 28.

Table 28 — Apply_Attributes service parameters

Parameter name Req Ind Rsp Cn)f/\(

P

Argument
AREP
Local
UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path
Additional Path
Port ID

N
S

Object Specific Data

o

S S(=)
M

M

M M(=)

C C(=)

S S(=)
M

M

\s\ervic status M M(=)

Argunjent

The argument contains the parameters of the service request.

Object specific data
This conditional parameter, if specified, contains object class/instance specific

parameters. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Object specific data

This conditional parameter, if specified, contains object

class/instance specific

information. If an object class/instance utilises this field, then the object class/instance

specification shall detail its format.
Result(-)

This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:

Path segment error

Path destination unknown
Connection lost

Service not supported
Invalid attribute value
Object state conflict
Device state conflict

6.2.1.3.17.3 Service procedure

Data f@r pending attributes shall be verifi

6.2.1.3.18 Save

6.2.1.3.18.1 Service qve

The Save service copiss the en f an_APO object class or instance attributg

locatioh accessible by
6.2.1.3.18.2 Si' :
The s¢rvice para r é are shown in Table 29.

s to a
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Table 29 — Save service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path
Additional Path U u(=)
Port ID M
Object Specific Data C C(=) /\
Result (+) S %
AREP < >
Receiver/Server Local ID /\N\
Service status \N\ (5
Object Specific Data /(}\)zbc C(=)
Result (-) _})\/ S(=)
AREP M
Receiver/Server Loca| ID Q M
Servé&tu\ks/\ M| me)
Argunjent
The argument c
Object specific d
This conditiona a ter specified, contains object class/instance dpecific
paflametefs. bjes ass/instance utilises this field, then the object class/instance
specification shaldetail its format.
Resul](

This s¢lectionntype paxameter indicates that the service request succeeded.

Seyrvice-status

This parameter indicates success.
Object specific data

This conditional parameter, if specified, contains object class/instance specific
information. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(-)
This selection type parameter indicates that the service request failed.
Service status

This parameter indicates an error among the following choices:
Path segment error
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Path destination unknown
Connection lost

Service not supported
Object state conflict
Device state conflict
Store operation failure

6.2.1.3.18.3 Service procedure
The Sz

6.2.1.3.19 Restore

6.2.1.3.19.1 Service overview

6.2.1.3.19.2 Service primitives

The s€rvice parameters for this service

Table 30 — Resto

Parameter name K (\

Cnf

bject Specific Data C

Result (+)

C(=)

S(=)

ified.

s from
from a

AREP
Receiver/Server Local ID
Service status

Object Specific Data

Result (-)
AREP

Receiver/Server Local ID

Service status

\Y

M(=)
C(=)

S(=)

M(=)
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Argument
The argument contains the parameters of the service request.
Object specific data
This conditional parameter, if specified, contains object class/instance specific

parameters. If an object class/instance utilises this field, then the object class/instance
specification shall detail its format.

Result(+)

This selection type parameter indicates that the service request succeeded.

Seyrvice status

This parameter indicates success.

Object specific data

e dpecific
ct Class/instance

This conditional parameter, if specified, contains okj
infprmation. If an object class/instance utilises this fje
spgcification shall detail its format.

Result(-)
This selection type parameter indicates that the g
Sefvice status

This parameter indicates an error ay
Path segment error
Path destination

Connection los

Service noksupyp
Invalid at =

6.2.1.3.

Attribufe datatshall be verified before performing the copy from the “storage area”|to the
“actively used™area,

If the ALty . madifyy Aan Attribhiita chAan~ance hacad Al tha ctata AfF tha ~Ahinct tha Obect
> labilityto—modify—an—atirbute—changes—based—on—the—state—otthe—objest—the- objt

specification shall provide a detailed description of how this service is effected. This service

may only be supported in a state where all attributes are modifiable. The object may ignore

the data associated with a currently non-modifiable attribute.

Attributes shall be modified only if all attribute specific value verifications (e.g. range checks)
are successful. The first attribute failing verification shall be specified in the Extended Status
element of the Service Status parameter of the response message.

If any other error is detected, then the response shall be returned with a non-zero status
code.

If all verification checks pass, then the attributes shall be modified and a Restore success
response shall be returned.
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6.2.1.3.20 Group_Sync
6.2.1.3.20.1 Service overview

The Group_Sync service verifies that each member of a group is synchronized to System
Time.

6.2.1.3.20.2 Service primitives

The service parameters for this service are shown in Table 31.

Table 31 — Group_Sync service parameters

Parameter name Req Ind Rsp Cn)f/\(

P

Argument
AREP
Local
UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path
Routing Path
Additional Path
Port ID

N
S

Object Specific Data

(>

S S(=)
M
M
M M(=)
M M(=)
M M(=)
S S(=)
M
M
ervice status M M(=)

Argunjent

The argument contains the parameters of the service request.
Object specific data

This parameter specifies object class/instance specific parameters. The object
class/instance specification shall detail its format.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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IsSynchronized

This parameter indicates if the object is synchronized to the PTP Time Master.

Object specific data

This parameter contains object class/instance specific parameters.
class/instance specification shall detail its format.

Result(-)
This selection type parameter indicates that the service request failed.

Service status

The object

This parameter indicates an error (see Table 14).

6.2.1.3.20.3 Service procedure

The following list details requirements associated with the GroupSynkg seqvie

1. The structure of the information in the request’s Se to the
defjnition of the GroupSync request for the object or class. K service rgquires
the|l object and/or class to provide a detailed definitio ¢ data senf in the
reqluest message.

2. The structure of the information in the respq Data” Field adheres [to the
defjnition of the GroupSync respo . Support of this service
requires the object and/or class [ i nifien of the format of tHe data
sent in the response message.

3. The responder will verify that the icati nchronized according to the| obect
Spe e IsSynchronized attribute |of the
res ' \ tatus is true and a 0 if the synchionized
staju

See th i Sk ion §.2.1.2.6 for a more detailed description |of the

Group$ i

6.2.1.3.

6.2.1.3.

The Ag sumer.

6.2.1.3.

The se



https://iecnorm.com/api/?name=f073dcf85f6433f82cb2bbe928df6dbb

61158-5-2 © IEC:2007(E)

- 115 -

Table 32 — Add_AckData_Path service parameters

Parameter name Req Ind Rsp Cnf

Path

Argument
AREP
Local
UCMM Record identifier
Transport identifier

Receiver/Server Local ID M

nw nuo n

Routing Path
Additional Path U U
Port ID
Connection Instance ID M

Consumer Path Size

Consumer Path M M(=) <§ >
Result (+) /\\ S(

AREP M

Receiver/Server Local |D 3’\;

Service status ‘)\/ M(=)
Result (-) S S(=)

AREP Q M

Recm M

Service statu P M M(=)

—~
1]
—

<
= Z
T33=

Argun
The ar
Co

Th
Co

N\

rs of’the service request.

SiZ ssumenPath (in octets).

Co

Intérral—path—tc S
(padded format). See
Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.

Result(-)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 14)

jgment
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6.2.1.3.22.1

Service procedure

procedure.

Remove_AckData_Path

Service overview
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The Remove_AckData_Path service removes a path for data with acknowledgement for the
given connected consumer.

6.2.1.3.22.2

Service primitives

The se

rvice parameters for this service are shown in Table 33.

Table 33 — Remove_AckData_Path service par{n\e\

Parameter name

Req

REp

Ind

Ont

f
N

Argument
AREP
Local
UCMM Record identifier
Transport identifie
1D

Receiver/Server Loc
Path
Routing Path

eceiver/Server Local ID

Service status

o

ES
283
g o

M(=)

S(=)

Argument

The argument contains the parameters of the service request.

Connection instance ID

This parameter identifies the active connection instance which is

path should be removed.

Result(+)

receiving Acks and which

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
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Result(-)
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This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 14).

6.2.1.3.22.3 Service procedure

No specific service procedure.

6.2.1.3.23Initialize

6.2.1.3.23.1 Service overview

The Injtialize service causes the PTP Clock to initialize to its powe
typically invoked after a configuration change to the Time Syng
also cquses the PTP clock to re-synchronize to the current P

IEC 61588:2004 for more detail.

6.2.1.3.23.2 Service primitives

The selrvice parameters for this service are shown_

Table 34 —@K serYice araQet s

vice is
service
k. See

Argument

Parameter name /A }e\q N Rsp Cnf
N %
=)
S
S
M
M C
M
u u@=)
M
M M(=)
ult (+) S S(=)
AREP M
Receiverrserver Local 1D ™
Service status M M(=)
ResponseParam M M(=)

Result (-) S S(=)
AREP M
Receiver/Server Local ID M
Service status M M(=)

The argument contains the parameters of the service request.


https://iecnorm.com/api/?name=f073dcf85f6433f82cb2bbe928df6dbb

- 118 — 61158-5-2 © |IEC:2

RequestParam

See IEC 61588:2004 for more detail.
Result(+)

This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
ResponseParam

007(E)

SeJa IEC 61588:2004 for more detail.
(-)

This s¢lection type parameter indicates that the service request failé

Resul

Seyrvice status

This parameter indicates an error (see Table 14).
6.2.1.3.23.3 Service procedure
See IEIC 61588:2004 for more detail.

6.2.1.3.24 Management_Message

6.2.1.3.24.1 Service overview

The Management_Message.service is ysed initi ype 2 management command
PTP (lock. Each managéms shall be didentified by a dedicated Manag

Messape Command p

The Managemen
messape to one
of PTH manageme

and ndeded for cefta

ervice provides CPF2 access to the compl
ovides a broadcast mechanism not present irn
I as InitializeClock to reinitialize all the PTP cl

the sygtem. It alsy provik hanism for accessing non-CPF2 network clocks.

The ligt of _supported{P)RP commands is enumerated in IEC 61158-6-2. See IEC 6158
for a fetaile seription, of each command and the appropriate request and re
parameter

6.2.1.3.24.2 Servi€e primitives

to the
ement

ement
bte set
CPF2
bcks in

8:2004
sponse

The sdrvice parameters for this service are shown in Tabhle 35
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Table 35 — Management_Message service parameters

Parameter name Req Ind Rsp Cnf
Argument M
AREP M
Local S
UCMM Record identifier S
Transport identifier S
Receiver/Server Local ID M
Path M C
Routing Path M
Additional Path u U(=) (\
Port ID M <
Management Message Command C C(=)
Command specific request parameters C C(=< \
Result (+) ‘/\\ %)
AREP \
Receiver/Server Local ID \
Service status O M M(=)
Management Message Coyman >C C(=)
Command specific response \j C C(=)
Result (-) S S(=)
AREP > M
ReceivenServer Local ID M
Service Z&N% (\ M M(=)
%
Argun Q
The ar eterg of the service request.
Ma and
Th dentifies the management command to be initiated to the PTP Cjock. It
pra ence with the relevant IEC 61588:2004 Management Messagé Key.
Co request parameters
This {parameter specifies request parameters specific to the selected management
command. _These are further detailed in IEC 61588:2004 for each command

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter indicates success.
Management message command

This parameter identifies the management command initiated to the PTP Clock.

Command specific response parameters

This parameter contains response parameters specific to the selected management
command. These are further detailed in IEC 61588:2004 for each command.
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Result(-)

This selection type parameter indicates that the service request failed.
Service status
This parameter indicates an error (see Table 14).

6.2.1.3.24.3 Service procedure

The service request is received by a particular device. The device then

issues a

corresponding PTP management message using the native communication mechanism (e.g.
PTP/UDP over Ethernet). The device waits for the response if a response is expected for the

particular command and then responds with an appropriate response, 0
response is sent immediately. The message will propagate through the

until it reaches its targeted destination.

6.2.2 Connection manager ASE
6.2.2.1 Overview

The Connection Manager ASE (object) is used to manag
of conmmunication connections. Every device shall j
Managler object.

6.2.2.2
6.2.2.2.1

6.2.2.2.1.1

FAL ASE:
CLASS;:
CLASS|ID:

PARENT CLASS:Q
ACCESS ATTRIBUTES”

Max Instance

!

( Optional attribute list
( ; Number of attributes
. ( Attribute: Optional attributes
OBJECIT'MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES):
1 (o) Attribute: OpenReqs
2 (o) Attribute: OpenFormat Rejects
3 (o) Attribute: OpenResource Rejects
4 (o)  Attribute: OpenOther Rejects
5 (o)  Attribute: CloseReqs
6 (o) Attribute: CloseFormat Rejects
7 (o) Attribute: CloseOther Rejects
8 (o) Attribute: ConnTimeouts
9 (o) Attribute: Connection Entry List
9.1 (m) Attribute: NumConnEntries
9.2 (m) Attribute: ConnOpenBits
11 (o) Attribute: CpuUtilization
12 (o) Attribute: MaxBuffSize

liccess
system

nance
ection
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13 (o) Attribute: BufSize Remaining
SYSTEM MANAGEMENT SERVICES:

1 (o) Mgt Service: Get_Attribute_All
3 (o) Mgt Service: Get_Attribute_List
10 (o) Mgt Service: Get_Attribute_Single

OBJECT MANAGEMENT SERVICES:

1 (o) Ops Service: Get_Attribute_All

2 (o) Ops Service: Set_Attribute_All

3 (o) Ops Service: Get_Attribute_List

4 (o) Ops Service: Set_Attribute List

10 (Q) Ops Service: Get Attribute Single

11 (o) Ops Service: Set_Attribute_Single
OBJECT SPECIFIC SERVICES:

1 (m) OpsService: CM_Open

2 (m) OpsService: CM_Close

3 (o) OpsService: CM_Unconnected_Send

4 (o) OpsService: CM_Get_Connection_Data
5 (o) OpsService: CM_Search_Connection_Data
6 (o) OpsService: CM_Get_Object_Owner
6.2.2.2.1.2 System management g

No spqcific requirement for this object.

6.2.2.2.1.3 Object management attributes
OpenReqgs

Numbgr of Open requefsts rec j (Qpen requests.
This in

OpenFH

Numbsg

This in

OpenR

Numbsg

This instaree—attributehasanaceessruleof Set

OpenOther rejects

Number of Open requests rejected or timed out by downstream nodes.

This instance attribute has an access rule of Set.
CloseReqs

Number of Close requests received.

This instance attribute has an access rule of Set.
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CloseFormat rejects

Number of Close requests rejected by this node due to format errors.

This instance attribute has an access rule of Set.
CloseOther rejects

Number of Close requests rejected or timed out by downstream nodes.

This instance attribute has an access rule of Set.

ConnTimeouts

Numbgr of connections which have been timed out by this node after thé

This instance attribute has an access rule of Set.
Connelction entry list

List of connections.

This instance attribute has an access rule of Get onlj

NumConnEntries

Number of entries in the ConnOpenBits Atrib
CohnOpenBits
Lisf of connection d ivi ents a

pogsible connection,and hasone o : lished.
Mojre information o

CpuUtjlization
CPU utilization in ;

This instance attrib

MaxBuyffSize

Amount

This instance-attribute’has an access rule of Get only.

BufSize.remaining

Amount of buffer space available at this time (buffer size is in octets).
This instance attribute has an access rule of Get only.

6.2.2.2.1.4 System management (class level) and object management (instance
level)services

No specific requirement for this object.

6.2.2.2.1.5 Object specific services

These Connection Manager services are available only through the Unconnected Message
Manager AR (UCMM). They are used either to establish/de-establish an application
connection, or to send messages through routers without an established connection.
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CM_Open

This service is used by connection originator users to establish an application connection.
CM_Close

This service is used by connection originator users to de-establish an application connection.
CM_Unconnected_Send

The CM_Unconnected_Send service allows an application to send a message to a device
through multiple links without first setting up a connection. This optional service is mandatory
for originator devices and devices that route messages between links.

CM_GLt_Connection_Data

This s¢rvice is used for diagnostics of a network, to retrieve connecti
CM_Se¢arch_Connection_Data

This s¢rvice is used for diagnostics of a network, to retrieve acteristics.
CM_Get_Object_Owner

This sérvice is used to determine the owner of ar

6.2.2.3 Connection manager AS

se

6.2.2.3.1 Supported services

This slibclause contains thge definition\of | prvices
defined for this ASE are

| Open

| Close @
_Unconnested

This parameter is locally generated by the originator node, and identifies locally this
invocation of the service. It is used to associate service confirmations with requests.
Therefore, no two outstanding service invocations may be identified by the same ID value.

Target local ID

This parameter is locally generated by the target node, and identifies locally this invocation of
the service. It is used to associate service responses with indications. Therefore, no two
outstanding service invocations may be identified by the same ID value.

Path

This parameter specifies the FAL APO or FAL APO element that is the target of a connection
establishment (or de-establishment) request, or an unconnected message request. The path
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shall contain multiple segments which can indicate the network route to the node containing
the FAL APO (in the case of multiple links), the identification of the APO element within the
target node (Routing Path), and optional additional information for the target APO (Additional
Path). This Additional Path parameter is passed on to the target application, and could be a
data segment used to configure the application, the transport class, and the trigger.

Transport identifier

The Transport identifier parameter is generated locally by the originator Connection Manager,
and shall serve as a further reference for the user to the newly established connection.

Transaction_priority

The Transaction_priority parameter determines which data-link layer pri6 to usé for the
messapes that convey the service requests and responses, and sha S OW or
HIGH.

NOTE 2| The definition of DLL priority is specified in IEC 61158-4-2.
Trans]ction_timeout

The Tiansaction_timeout parameter determines the time ign. The

units for Transaction_timeout is milliseconds.

02T_gonnParm / T20_ConnParm

The Q2T parameter specifies the /characten igi O=T)
communication on the new connection\ThexJ 20 ifi isticq of the
target fo originator (T=0) communicatio

CM_RPI
The¢ Requested Packe S \ ift i hckets,
i.e. i bm the

target application.
Type

The s/the_t , NULL,
MULTIPOINT, ok F indi ifi irection
(OT or T=O) h i . indi t other
cor!nectins q - i0 i . POINT
indjicate " i

Pripr

The 13 e new
trapsparts;, and sHall be one of LOW, HIGH, or SCHEDULED.

Variable

The Variable parameter specifies whether every application data which traverses the new
transport shall be the same size or not, and shall be either TRUE (variable size) or FALSE
(fixed size).

Size

The Size parameter specifies the size (in octets) of the largest application data packet for
this connection.

Redundant owner

The Redundant Owner parameter specifies whether more than one owner may be
permitted to make a connection simultaneously.
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CM_RPI_multiplier

The product of the CM_RPI_multiplier parameter and the actual packet interval (CM_API)
specifies the time-out for the transport. If the application has not used the transport within this
time-out, the transport shall close, which shall subsequently close the connection.

Trigger

The trigger parameter specifies the trigger mode, and shall be one of CYCLIC,
CHANGE_OF_STATE, or APPLICATION.

NOTE 3 This parameter is used to configure the transport(s). Its meaning to the transports is described in 6.3.1.

Trans class

The Trans_class parameter specifies the transport class selected, and NULL,
DUPLICATE_DETECTION, ACKNOWLEDGED, VERIFIED, C NON-
BLOCKING_FRAGMENTING, or MULTIPOINT_FRAGMENTING

NOTE 4| This parameter is used to configure the transport(s). Its meaning to¢the frans ) 6.3.1.
Is_seryer

The Is| server parameter specifies if the new transpo fra client
(FALSE).

NOTE 5| This parameter is used to configure the transport 6.3.1.

Manufpcturer_ID

Manufacturer ID of the device which
(connection originator).

Originptor_Ser_Num
Serial humber of the devj
originj\or).
Connection ser@u
The Cpnnection S
Managger to unique

Servicle stat

This ppramete
Connegtion ™ vVice response/confirmation primitives. It has the same definifion as
the Sqrvice . Sta arameter of the FAL Management services. Corresponding available
Status|Codes and

02T_CM-APH-TF20—CEM-APH

The O2T_CM_API and T20_CM_API specify the actual packet interval that shall be used for
the new connection, i.e. how frequently the connection produces its data. It shall be
expressed in microseconds. These values may be different than the requested packet
intervals, but shall always be equal or smaller than the requested interval.

Remaining path size

In the failure response, the remaining_path parameter specifies the “pre-stripped” size. This is
the size of the path when the node first receives the request and has not yet started
processing it. A target node may instead return O (zero) for this parameter. Associated with
the Service Status (Status Code and Extended Status), this parameter allows to identify the
type and location of any errors found during connection establishment or de-establishment.
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Response data

If the target has any application specific response data, it shall be returned in the Response

Data parameter.

6.2.2.3.3 Connection manager service status codes

Specific status codes for the Connection Manager are detailed in IEC 61158-6-2.

6.2.2.3.4 CM_Open

6.2.2.3.4.1 Service overview

The CM_Open service is used by connection originator users to establish a

connegtion to a specified target object instance or instance element.
contains the parameters to select connection types, transports and’t
packet|interval in both the originator to target and target to originato

6.2.2.3.4.2 Service primitives

The sefrvice parameters for this service are shown in Tab

®

anp

ication
equest
uested
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Table 36 — CM_Open service parameters

Parameter name Ind Rsp Cnf

Argument
Originator Local ID
Target Local ID
Path
Routing Path
Additional Path

Transport identifier

Transaction_priority
Transaction_timeout
02T_ConnParm
CM_RPI
Type
Priority
Variable
Size
T20_ConnParm
CM_RPI

Type

L

Priority

Variable

zt%zzzzzzzzzzczz zz§

M
M
M
riginator Local ID M
Jargét Local ID M
ervice status M M(=)
Transport identifier M
S2F—CM—APt oA =)
T20_CM_API M M(=)
Remaining Path Size M M(=)
Response Data U u(=)

Argument
The argument contains the parameters of the service request.
Transport identifier
The transport identifier parameter in the request allows a previously opened connection to

be reused (this is the same identifier as the one returned in the CM_Open confirmation for
this first connection). If Transport identifier is zero, then a new transport shall be created.

NOTE Reusing a transport allows an originator to establish multipoint connections in the O=T direction.
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Result

This parameter indicates whether the service request succeeded or failed.

6.2.2.3.4.3 Service procedure

The CM_Open request primitive, sent from the originating application, first triggers the
connection establishment process into the local Connection Manager, before being forwarded

to the

remote target Connection Manager.

The corresponding CM_open indication primitive shall then be sent to the target application
from the target Connection Manager, after some local processing. The application shall reply

to the

acceptp the connection or not.

After t

origin
provid
shall s

6.2.2.3.5 CM_Close

6.2.2.3.5.1 Service overview

The C

applicgtion connection previously estabh

and to
indicat

CM_open indication primitive with a CM_open response whethe

confir%g primitive shall be sent from the local originator Conpectits

brve as a reference to the newly established connectiqn.

M_Close service is used by con

e the connection to Si igi gath and the Transport identif
ction path required to establi

connegtion, and the Transpert id i e CM_open confirmation.

6.2.2.3.5.2 @c
am

The sefrvice par

seryice age shown in Table 37.

lication

_open
to the
d shall
which

e") an
Eement,
t shall
er.The
5h  the
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Table 37 — CM_Close service parameters

Parameter name Req Ind Rsp Cnf
Argument M
Originator Local ID M
Target Local ID M
Path M
Routing Path M
Additional Path U U(=)
Transport identifier M
Transaction_priority M
Transaction_timeout M

Manufacturer_ID M {

Originator_Ser_Num M

Connection Serial Number &x

S:A\ M(=)

\ﬂ)\/ M
M(=)

Response Data U u(=)

%\)

Result

Originator Local ID

M
Target Local ID
Service status
Transport identifier

Remaining Path Size

Argument

The argument contain

Result ;
This parameter indica

rs the
being
sh the
hall be

The cprresponding CM_close indication primitive shall then be sent from the | target
Connection Manager to the target application, after some local processing.

The CM_close response shall be sent from the target application to the target Connection
Manager to indicate the success of the CM_close request. A successful CM_close response
primitive shall be returned when the de-establishment has been acknowledged by the target
application. Once the response indicating success has been received, the connection shall be
closed. The target application may optionally pass back application specific information in the
close response. This application response information shall be object specific.

A target application shall not refuse to close a connection but may not be able to find the
specified connection. Once the CM_close_response is received, the specified connection
shall be closed or shall not be present. The object specific status words shall contain
information about the reason for the failure. The remaining connection path size shall contain
the path size from the point at which the close connection failed.
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The CM_close confirmation shall be sent back from the local Connection Manager to the
originating application to indicate the status of the close connection request.

A successful CM_close confirmation shall be returned when the close has been
acknowledged by all the nodes involved in the original connection. The confirmation shall
indicate the Transport identifier of the closed connection. Once the confirmation indicating
success has been received, the connection shall be closed. The target application may
optionally pass back application specific information in the close response. This information
shall be object specific.

In case of a failure response, the Service status parameter shall contain information about the
reason-for the failure The annining Path Size shall contain the path size from the point at
which the close connection failed. This Remaining Path Size shall be th e~strippeq” size,
i.e. thg size of the path when the node first receives the request, beforeg/i sing it.
A target node may return either the "pre-stripped” size or 0 for the Re

6.2.2.3.6 CM_ unconnected_Send

6.2.2.3.6.1 Service overview
The CM_Unconnected_Send service allows an applieation egsage to a |device
through multiple links without first setting up a conngctionr i service is mandatory

for originator devices and devices that route mes

6.2.2.3.6.2 Service primitives

The sefrvice parameters for this service

Table 3NZ{UQ\

ervice parameters

Paramef\r\na }{eq Ind Rsp Cnf
M M
M
M
M
M
< u u(=)
_priority M
_timeout M
ervice Code M M(=)
OM” Service Request Parameters M M(=)
Result
Originator Local ID M
Target Local ID M
Service status M M(=)
Remaining Path Size M M(=)
OM_Service Response Parameters M M(=)

Argument

The argument contains the parameters of the service request.
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OM_Service Code

This parameter indicate the code of the Object Management service to be performed by

the target element.
OM_Service request parameters

This parameter contains the specific arguments parameters of the Object Management

service to be performed by the target element.
Result

This parameter indicates whether the service request succeeded or failed.

OM_Service response parameters

This parameter contains the specific result parameters of the Obje
to be performed by the target element.

6.2.2.3.6.3 Service procedure

bervice

The each
intermg¢diate node to forward the message and to reme MM of
each ljnk shall be used to forward the request fro anager to Conmection
Managler just as it is for the Forward_Open service no~conpection shall be built
The C annection Manager and shall
be semt between intermediate nodes e node removes the lapt port
segment, the message shall be form nd link
addresgs of the last segment

NOTE ving via
the UCMM

The C e from
the UQMM response genera sult of
a UCMM time-out ith the
Unconpected S ode to
intermg¢diate nod st was
procesised. The resp Eponse
genergted by thetarge

6.2.2.3.7

6.2.2

The CM_Get « _ ide shall
return the parameters’associated with a specified connection.

6.2.2.3-F

The service parameters for this service are shown in Table 39.
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Table 39 — CM_Get_Connection_Data service parameters

Parameter name

Req

Ind

Rsp

Cnf

Argument
Originator Local ID
Target Local ID
Path
Routing Path

Transaction_priority

Target transport identifier

Transaction_timeout

Result
Originator Local ID
Target Local ID

Service status

Connection state
Originator port
Target port
Connection Serial

Manufacturer_ID

Serial_Number
Originator O2T_CID

Target transport identifier

mb

z|lz g £ £

gzgggggggggg%/g///%

Argunjent

The argument con

Tanget'transport identifier

the parameters of the service request.

This parameter identifies the connection for which data is requested. This number may be
different from device to device even for the same connection. This number corresponds to
the offset into the Connection Manager attribute that enumerates the status of the

connections.
Result

This parameter indicates whether the service request succeeded or failed.

Serial_Number

This parameter contains the Serial Number of the target node.
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6.2.2.3.7.3 Service procedure

No specific service procedure.

6.2.2.3.8 CM_Search_Connection_Data
6.2.2.3.8.1 Service overview

The CM_Search_Connection_Data service is used for diagnostics of a network. This service
shall return the parameters associated with a specified connection within a device, identified
by vendor and serial number.

6.2.2.3.8.2 Service primitives

The sefrvice parameters for this service are shown in Table 40.

Table 40 — CM_Search_Connection_Data serN rame

\c\n\f\>

7
o

Parameter name Req Ind

N

Argument
Originator Local ID
Target Local ID
Path
Routing Path

Sy

Transaction_priority

Transaction_timeout

0

M

M
M M(=)
M M(=)
M M(=)
M M(=)
arget port M M(=)
onnection Serial Number M M(=)
Manufacturer_ID M M(=)
Serial Number M M(=)
Originator O2T_CID M M(=)
Target O2T_CID M M(=)
O2T_CM_RPI_multiplier M M(=)
Originator O2T_CM_RPI M M(=)
Originator O2T_CM_API M M(=)
Originator T20_CID M M(=)
Target T20_CID M M(=)
T20_CM_RPI_multiplier M M(=)
Originator T20_CM_RPI M M(=)
Originator T20_CM_API M M(=)
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Argument

The argument contains the parameters of the service request.

Serial_Number

This parameter specifies the Serial Number of the target node.

Result

61158-5-2 © IEC:2007(E)

This parameter indicates whether the service request succeeded or failed. Its contents are
identical to the Get_Connection_Data primitives.

6.2.2.3.8.3 Service procedure

No spqcific service procedure.

6.2.2.3.9 CM_Get_Object_Owner

6.2.2.3.9.1 Service overview

The C[M_Get_Object Owner service returns data abod
particular object. It shall be implemented in any devicé

6.2.2.3.9.2 Service primitives

The s€rvice parameters for this servicenare'sh

n(s) a
DNS.

Parameér éme/\\ Ind Rsp Cnf
N )
M
M

M

M

M

M

iginator Local ID M
arget Local ID M

Service status M M(=)
Number of connections M M(=)
Number claiming ownership M M(=)
Number ready for ownership M M(=)
Last action M M(=)
Connection Serial Number M M(=)
Originator Manufacturer_ID M M(=)
Originator_Ser_Num M M(=)

Argument

The argument contains the parameters of the service request.
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th

This parameter specifies the internal path from the Message Router in the target node to
the selected object. It shall be the same path as would have appeared in a
CM_Forward_Open request for this object, except that corresponding Additional Path
electronic key, network, and data segments shall be removed before matching the paths.

Result

This parameter indicates whether the service request succeeded or failed.

Nu

Thi

Nu

Th
Nu

Th

Th
is i

the

eq
im
Co

Th

Orilginator manufacturer_ID
OriI:

cuffrently the e
be|set to zer

6.2.2.3.9.3

mber of connections

hnection serial number

bse parameters

Se

No sp4gcifi

6.2.3
6.2.3.1

The C
both |
Conne

bnnection A
@<and Explicit Messaging Connections. The specific instance generated

o

yath.

rship.

mode,
d shall
If an

—Forward_Open request whose connedtion is
per currently exists, these parameters shgll each

(object) allocates and manages the internal resources associateéd with

by the

A Connection object within a particular module actually represents one of the end-points of a
connection. It is possible for one of the connection end-points to be configured and “active”
(e.g. transmitting) without the other end-point(s) being present. Connection objects are used
to model the communication specific characteristics of a particular application-to-
application(s) relationship.

A specific Connection object Instance manages the communication-specific aspects related to
an end-point. A Connection object uses the services provided by a Link Producer and/or Link
Consumer to perform low-level data transmission and reception functions.
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6.2.3.2 Connection class specification
6.2.3.2.1 Connection formal model
6.2.3.2.1.1 Class definition

(*) in front of an attribute or a service means that this attribute/service is either mandatory or
optional, based on some constraints defined in the attribute/service description.

FAL ASE: Connection ASE

CLASS: Connection _Object

CLASS ID: 5

PARENT CLASS: Base_Object

ACCESS ATTRIBUTES:

1 (m) Key Attribute:  Object Instance number

2 (o) Key Attribute: Symbolic name

SYSTEM MANAGEMENT ATTRIBUTES (CLASS ATTRIBUTES):
1 (o)  Attribute: Revision =1

2 (o) Attribute: Max Instance

4 (o) Attribute: Optional attribute list

4.1 (m) Attribute: Number of attributes

4.2 (m) Attribute: Optional attributes

8 (") Attribute Connection F

9 (™) Attribute

OBJECIT MANAGEMENT ATTRIBUTES (INSTA

1 (m) Attribute:

2 (m) Attribute:

3 (m) Attribute:

4 (o) Attribute:

5 (o) Attribute: _ réction_id
6 (o)  Attri : initia > characteristics
7 (m) Attr@ ection_size

8 (m)  Attributé ¢ ofinection_size

9 (m) packet_rate

10 (0) 2_produced_connection_id

11 (o) _consumed_connection_id
12 Watchdog_timeout_action

13 (0) Produced_connection_path_ length
14 (0) Produced_connection_path

15 (o) (" /Attributes Consumed_connection_path_ length
16 (0) » Attribute: Consumed_connection_path

17 (o) ATiribute: Production_inhibit_time

18 (o) Attribute: Connection_timeout_multiplier

19 (o) Attribute; Connection_binding_list

SYSTEM MANAGEMENT SERVICES:

5 (o) Mgt Service: Reset

8 (o) Mgt Service: Create

9 (o) Mgt Service: Delete

10 (o) Mgt Service: Get_Attribute_Single

12 (o) Mgt Service: Find_Next_Object_Instance

OBJECT MANAGEMENT SERVICES:

5 (o) Ops Service: Reset

9 (o) Ops Service: Delete
(0)

10 o} Ops Service: Get_Attribute_Single
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11 (o) Ops Service: Set_Attribute_Single

13 (o) Ops Service: Apply_Attributes

OBJECT SPECIFIC SERVICES:

1 (o) Ops Service: Connection_Bind

2 (o) Ops Service: Producing_Application_Lookup
3 (*) Ops Service: SafetyOpen

4 (") Ops Service: SafetyClose

6.2.3.2.1.2 System management attributes (class attributes)
Connection request error count

This atltribute is used for safety (see IEC 61784-3-2).

Safety| connection counters

This aftribute is used for safety (see IEC 61784-3-2).

6.2.3.2.1.3 Object management attributes
Accesg rules for all Connection object management a iedn 6.2.3.2.1 4.
State
State gf the object.
Instangce_type

Indica:[as either I/0 or Messaging Con ecti%

TransportClass_trigger

Definep behavior of the
CP2/3] produce
Placed in CAN Ident
CP2/3]| cons

CAN Ide
CP2/3]initia

g

Defines the- Message ’Group(s) across which productions and consumptions associat¢d with
this Cqnnection occur on a CP 2/3 subnet.

Produced_connection_size

Maximum number of octets transmitted across this Connection.
Consumed_connection_size

Maximum number of octets received across this Connection.
Expected_packet_rate

Defines timing associated with this Connection.
CPF2_produced_connection_id

Identifies the message sent on the subnet by this connection.
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CPF2_consumed_connection_id

Identifies the message received from the subnet for this connection.
Watchdog_timeout_action

Defines how to handle Inactivity/Watchdog timeouts
Produced_connection_path_ length

Number of octets in the produced_connection_path attribute.

Produced_connection_path

Specifies the application object(s) whose data is to be produced by this

Consumed_connection_path_ length

Numbgr of octets in the consumed_connection_path attribute.

Consumed_connection_path
I] this Connection

Specifies the application object(s) that are to receive

object.
Produgtion_inhibit_time

Definep minimum time between new“data\pre ion, ribute is required for [all 1/O
Client tonnections, except those with a produsti i

Connjction_timeout_muItiplier

Specifies the multiplier app : ack for the
Inactivjty/Watchdog Tint

Connection_biw_
List of I/O connec

6.2.3.2.1. s agen (class level) and object management (instance

During| the™sonfig ion.of a Connection instance using the Set_Attribute service, a module
shall gerform 3 shecks of each separate attribute when it is modified. If an grror is
detect]ad, then an™Error Response is returned. The discovery of an error DOES NOT| cause

the dejetion” of the Connection instance. Table 42, Table 43 and Table 44 summar|ze the
nﬂnefnrfhnrﬁﬁnrnnfhnnnnhﬁnnfypnc

access

Important: If the produced connection_id and/or consumed_connection_id attributes contain
a non-default value upon reception of the Apply Request, then the related portion of the
initial_comm_characteristics attribute is ignored and the ID value is validated and used.

The following series of tables indicates when an attribute can be read or written via a Get
and/or Set operation based on the Connection’s state and instance_type.

Important: If a request to Get/Set a supported attribute is received but the current state
and/or instance_type of Connection dictates that the requested access is invalid, then the
returned error status indicates: The object cannot perform the requested service in its current
mode/state.
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Table 42 — 1/0 Connection object attribute access

1/0 connection state

a wi

-t

-4

connection_timeout_
folloying steps @
to mpdify the expecteé

I

Waiting for

Attribute Non-existent | Configuring connection ID Established | Timed Out
State Not available [ Get Only Get Only Get Only Get Only
instance_type Not available |Get Only Get Only Get Only Get Only
transport Class_trigger Not available [ Get/Set Get Only Get Only Get Only
produced_connection_id Not available |Get/Set Get/Set Get/Set Get/Set
consumed_connection_id Not available |[Get/Set Get/Set Get/Set Get/Set
initial_comm_characteristics | Not available |[Get/Set Get Only Get m Get'Oply
prodpiced_connection_size Not available |Get/Set Get Only Ge{ﬁnly(\ \‘Ket Only
consumed_connection_size |Not available |Get/Set Get Only év\t\iny\\ Get\Qlly
expelcted_packet_rate? Not available |Get/Set Get Only /\Y‘ieﬁs\wt GeyS¢t
watchdog_timeout_action Not available |[Get/Set Get Oyy\ @LS&\ Get/S¢t
prodliced_connection_ Not available [Get Only Get (%NQ\\ W Get Oply
path] length
prodliced_connection_path Not available |Get/Set ( G nly Geﬁ)nly Get Oply
consumed_connection_ Not available |Get Onl ,Gé/On& > Get Only Get Oply
path| length
consumed_connection_path | Not available Geb\s\e\ Get Qnly / Get Only Get Oply
prodfiction_inhibit_time Not available/’(}et/Set \ be\tomy Get/Set Get/Sét
connlection_timeout_multiplie | Not available\ | Get/S \Qe/\k)nly Get/Set @ Get/Sé¢t
' AN
Coni ection_binding_listr\ NoMailable Get Only Get Only Get Oply

The
ived

te or

X
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Table 43 —-Bridged Connection object attribute access

Attribute Default Bridged connection state
a
value Non-existent Configuring Established | Closing
state 1 Not Available Get Only Get Only Get Only
instance_type 2 Not Available Get Only Get Only Get Only
transportClass_trigger From Not Available Get Only Get Only Get Only
service
produced_connection_id From Not Available Get Only Get Only Get Only
service
COnSUlIleU_LOHHeLlIUH_IU From NOU AvVallabDle Set unly Sel Ul Gel v lly
service
initipl_comm_characteristics From Not Available Get Only @nly et Oply
service

profluced_connection_size From Not Available Get Only GehO \th/@ﬂy
service /\

consumed_connection_size From Not Available Get O @\On Get Oply
service \

Y,

explected_packet_rate From Not Available ﬁ’_b\ Gs\b‘n{/ Get Oply
service

watthdog_timeout_action 1 Not Availab),e—\ G/gt/bnlﬁ( MOnly Get Oply
(€]

profluced_connection_path_ From t Avaj e Ge ly Get Only Get Oply
lendth service

profluced_connection_path From Avail et Only Get Only Get Oply
service

consumed_connection_path From Bet/Only Get Only Get Oply
length \\er]fgé\
N

consumed_connection th F

N\ ilable Get Only Get Only Get Oply

pro juction_inh@e& i\x Wable Get Only Get Only Get Oply
rvic

er

Cornection_timeozéwn I \{g N\ N6t Available | Get Only Get Only Get Ofly
Service

Cornectionm%q |\\\ mpty— | Not Available | Get Only Get Only Get Ofly

aThed fau value r thewydlue indicated or is set based on one of the parameters of the Forwagd
Op¢n/Service ecéQ\d y tRe Connection Manager object.
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Table 44 — Explicit messaging object attribute access

Explicit messaging connection state

Attribute Non-existent Established/deferred delete
State Not available Get Only
instance_type Not available Get Only
transportClass_trigger Not available Get Only
produced_connection_id Not available Get Only
consumed_connection_id Not available Get Only
initig—comm—characteristics—Notavaitabte Get-Onty
prodquced_connection_size Not available Get Only ( \
congumed_connection_size Not available Get Only /\& ) (\
expgcted_packet_rate’ Not available Get/Set @ \ \ \
wat¢hdog_timeout_action Not available Get/Set < \ >
prodquced_connection_ Not available Ge}On \\\ X
path length
prodquced_connection_path Not available Get O )
congumed_connection_ Not available \/ﬁ;/ Only\
path length (\

con

umed_connection_path

Not availale CH (C

o 7

Geteanly”

production_inhibit_time Not available
connection_timeout_multiplier | Not avallab(e Qut/Set @
Conhection_binding_list /\ \éet Only

a

TETINARSHN
N

d state any modifications to the expected_packet_{ate

diate effect on the Inactivity/Watchdog Timer}

t is

The following/Steps
Feceived to & y t B
— the curren Wi i
— a new Inactivity/Waich | i

pr connectiom ut_multipher attribyte.

6.2.3.2.
Connectio

cancelled,

The C
instang

bnnection_ object specific service binds two dynamically created I/O conpection
esAogether for purposes of connection timeouts and deletions.

Producing_Application_Lookup

The Producing_Application_Lookup object specific service provides a mechanism to find one
or more connection instances in the Established state producing data from a given application
object.

SafetyOpen
See IEC 61784-3-2 for the definition of this service.
SafetyClose

See |[EC 61784-3-2 for the definition of this service.
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6.2.3.2.1.6 Connection object state machines

See |IE

C 61158-6-2, clause 7 (AP-Context state machine).

6.2.3.2.1.7 Specific requirements of the Connection object

Connection Timing

Three types of timers are involved in a connection:

e Transmission Trigger Timer

e |[na

ctivity/Watchdog Timer

e Prdduction Inhibit Timer

used
Messa

Transmission trigger timer

This ti
Conne

may n
was 4

Inactiv

The ta
messa

e the
tim

® an

mer is required to be managed\py th

bute.

Eponse
equest
Anisms
equest

Ction. Expiration of this timer §s an irdication th associated Connection|object
ped to be told to transmit a messa S p timer
ctivated, pid  an
sks listed below cing a
je:
current value gnd the
Br is stoppe
. . . ’ \
Transmission Trigger Timer / \
1S restarted 7 \
1 1
‘ I \ @ |
1 | 1
" Link Producer I Message production :
1 '
\
Application ~ === ===-===- », K ! >
Object \ ’ 1
\ ’ 1
If a production has not AN / 1
occurred since the last . S :
expiration, then the Connection e ;
is told to produce Seo -’ 1
S = - 1
| e e e e e e e e e e e e e — — — — — — — — — — — — — — —  — — — — — — — — — — — — ——————— — —— 1 \

Figure 14 — Transmission trigger timer
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As illustrated in Figure 14 when the Transmission Trigger Timer expires, it is immediately
re-started. This timer is activated when the Connection transitions to the Established state.

Important: The Transmit Trigger Timer is initialized with the wvalue in the
expected_packet_rate attribute. If the expected packet_rate attribute specifies the value zero
(0), then the Transmission Trigger Timer is not activated and/or used by the Client end-point.

Important: Server end-points do not activate this timer.

Inactivity/watchdog timer
This timer is required to be managed by any consuming Connection object. Consuming

Connegtiomobjects-imciude:

. CIi:nt end-point Connection objects whose transportClass_trigger atth either
Transport Class 2 or 3.

e All[Server end-point Connection objects.

This timer is activated when the Connection transitions to the\Establighé g. The tasks

listed helow are performed by a Connection immediately pbssage

has bejen consumed:

e The current value for the Inactivity/Watchdog Ti nd the
timer is stopped.

e A new Inactivity/Watchdog Timer i§

The bu bre the

receive

Expira waiting

to con en the

Inactiv
e jss
e per

Any Consuming

——

Application R - RN o
is informed ’ N
Vs . . \
-===~_s Connection object "\
7 \
/ Inactivity/Watchdog \
L Expires

10

watchdog timeout acti

\ /
on /
\ attribute is accessed ¢/
N 7/
N 7’
~ -~
-~ -

Figure 15 — Inactivity watchdog timer

Two different values are used for the Inactivity/Watchdog Timer, based on whether or not the
Connection object has consumed a message:
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1. The initial value loaded into the Inactivity/Watchdog Timer is either 10 000 milliseconds
(10 seconds) or the expected_packet_rate multiplied by the
connection_timeout_multiplier, depending on which value is numerically greater.

NOTE 1 If the expected_packet_rate attribute specifies the value zero (0), then the Inactivity/Watchdog Timer is

not activated and/or used by the Connection object. A Connection object whose expected_packet_rate attribute is
zero (0) will never experience an Inactivity/Watchdog timeout.

If the expected_packet_rate attribute multiplied by the connection_timeout_multiplier
is greater than 10000, then the expected_packet_rate multiplied by the
connection_timeout_multiplier is used. Otherwise, 10 000 (10 seconds) is used. This is
referred to as the pre-consumption timeout value. This value is used because a
Connection may transition to the Established state before all end-points are fully
configured. An example is shown in Figure 16.

The tool configures the server endpoint of a connection within devic
an Apply Request, which causes the transition to the Established rpat
Inactivity/Watchdog Timer.

hile performing this i

| The "tool configures the client endpoint o
i i fact that a low

configuration, the Server endpoi time

110
Connection
object

Device A

This ry i i t the application-to-application connection is nof really

establi S odiatedhinformation exchange is performed for the first time.

2. Al & UE the Inactivity/Watchdog Timer use| the
ex packetsrateymultiplied by the connection timeout multiplier as the number
of milli ; to\load’into the Inactivity/Watchdog Timer.

NOTE 2 packet_rate attribute specifies the value zero (0), then the Inactivity/Watchdog [Timer is

not actiated\and/or used by the Connection object. A Connection object whose expected_packet_rate atfribute is
zero (0)|willlnever experience an Inactivity/Watchdog timeout.

Production inhibit timer

This timer is required to be managed by the Connection object within the Client end-point of
an I/O Connection when the production_inhibit_time attribute value is non-zero. This timer
is started when data is produced by the Connection object. The Connection object shall not
produce new data if this timer is running. A retry may, however, be sent to the Link Producer.
Expiration of this timer allows the Connection object to send new data.
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Client End-Point

.+ Production Inhibit Timer expires. . .
New data may now be produced. Connection Object

- -~

’
\
@ 4 \

Production Inhibit Timer / \

1

1

1

1

1

1

1

1

e

1 .

L

1 . .

.o is started 'l \
| o L0
: ‘ \ The tion is told : !
1 o i&?ﬂ?ﬁgﬁaﬁ ‘\ Link Producer . ‘l Message production
1

1

1

1

1

|

1

1

1

1

1

1

Application  |"TTTTTTTTT" »‘
Object . \

@ The connection may be N
told to produce a retry

This will be the data previously sent
in event 1.

Import in the
produ ifies the
value Client
end-pg
6.2.3.3
6.2.3.3.1 Supported se

prvices

This slibclause ai
defined for this

The FAL,service common parameters specified in 6.2.1.3.2 are also used with Conrrection
servicgs

6.2.3.3.3 Connection service status codes

Specific status codes for the Connection are detailed in [IEC 61158-6-2.

6.2.3.3.4 Connection_Bind
6.2.3.3.4.1 Service overview

The Connection_Bind object specific service binds two dynamically created I/O connection
instances together for purposes of connection timeouts and deletions.

6.2.3.3.4.2 Service primitives

The service parameters for this service are shown in Table 45.
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Table 45 — Connection_Bind service parameters

Parameter name Req Ind Rsp Cnf

Argument
AREP
Local
UCMM Record identifier

Transport identifier

nw nuo n

Receiver/Server Local ID M
Path M C
Routing Path
Additional Path u U(=)

Port ID M
Bound Instances M M(=) §

Result (+)
AREP

Receiver/Server Local ID

Service status

n
AT

Result (-) S(=)
AREP M
Receiver/Server Local’ID
Service status (\ M(=)

R

anetexs, of thexservice request.

Argument

The argument coiin the’p
Bopnd Instan

Inslllance nu nection objects to be bound.

Resulf(+)

This selecti = dicates that the service request succeeded.
Sefvice

This parameterindicates success.

Resulf(+)

This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 14).
6.2.3.3.4.3 Service procedure

No specific service procedure.
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6.2.3.3.5 Producing_Application_Lookup
6.2.3.3.5.1 Service overview
The Producing_Application_Lookup object specific service provides a mechanism to find one

or more connection instances in the Established state producing data from a given application
object.

6.2.3.3.5.2 Service primitives

The service parameters for this service are shown in Table 46.

Table 46 — Service_Name service parameters

Parameter name Req Ind Rsp p{f b
Argument
AREP x
Local

UCMM Record identifier

Transport identifier
Receiver/Server Local ID
Path

Routing Path

Additional Path
Port ID

Producing Applicatio Pat)(

L

<
¢

o

S S(=)
M

M

M M(=)

M M(=)

M M(=)

S S(=)

M
eceiver/Server Local ID M
ervice status M M(=)

The argument contains the parameters of the service request.

Argument

Producing application path

Connection path of producing application to be searched for within connections in the
Established state.

Result(+)
This selection type parameter indicates that the service request succeeded.
Service status

This parameter indicates success.
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Instance count

Number of Instances returned in the Connection Instance List parameter.
Connection instance list

List of instance numbers of connection producing the data from the requested connection
path within the node.

Result(-)
This selection type parameter indicates that the service request failed.

Service status

This parameter indicates an error (see Table 14)
6.2.3.3.5.3 Service procedure

No spqcific service procedure.

6.2.3.3.6 SafetyOpen

See IE|C 61784-3-2 for the definition of this service.
6.2.3.3.7 SafetyClose

See IE|C 61784-3-2 for the definition d S€

6.3 ARs

6.3.1 Overview

6.3.1.1 General

One dof the rolesno ayer\is to establish and maintain connectipns. A
connegtion is s@ irctit. When a call is placed, the telephone $ystem
selectd a path for™o ach switching station in the route to handlg it. As
long ag the call ce ing virtual circuit remains open, carrying data of voice
traffic.[In the telephoxe c a single call can travel over multiple, different type links, and
the format of ange from link to link, but the connection appears the spme to
both the call ‘ ad. Sound in one end becomes sound out the other.

A conphec mEgssage_agsumes previously negotiated resources and parameters| at its
source|, its destination(s),”and any intermediate transit points. These resources are refefenced
by a unique-connection identifier and do not need to be contained in each message, only the
connegtion™ID is needed to identify the message and refer to its related parameter§, thus
giving pignificant savings in message efficiency.

An unconnected message provides a means to communicate on the local link without
previously negotiated resources at the destination so it shall carry full destination ID details,
internal data descriptors and full source ID details if a reply is requested. Unconnected
messages are used mainly to create connections.

The unconnected service is provided by the Unconnected Message Manager (UCMM).
Messages received through the UCMM are forwarded to the Message Router (MR), which
direct them to the appropriate internal object for execution. Connections are established by
specific unconnected messages sent through the Connection Manager (CM) using UCMM
services. Connections may be established either to the Message Router (for messaging
purpose), or directly to an application object. Connection target is specified using a
connection path, and may be either on the local or a remote link, through several intermediate
router nodes. Once a connection is established with an application object, the UCMM, MR and
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CM are no longer required, since data will be exchanged directly with the connected objet,
based on the corresponding connection ID. Connected messages sent to the Message Router
will be forwarded to the appropriate internal object for execution.

The connected and unconnected protocols specified within this part of IEC 61158 are
collectively known as the common industrial protocol (CIP).

6.3.1.2 Message Router

The Message Router object provides a messaging interface through which a client may
address a service to any object class or instance residing in the device. Every node shall
contain_instance 1 of the Message Router object

6.3.1. Application connections
6.3.1.3.1 Connections

An application connection is a logical connection between t ade at
the application layer of the communication model. An applicati 9 one or
two trgnsport connections. The originating application is inding
the client transport instance to the originating application e t ion is
responsible for creating and binding the server transport, i i on. An

[ e ; ih turn, includg¢s the

Since the unidirectional class 0 and equire.a sihgle network connectign, two
unidirgctional transports can be establis i ctional
transports do not have to be co-ordinated C icati , inked in

The application connfecti j additi target
applicgtion, for example, may j j ion, or
the defailed confi S i ucture
in a data segm by the
interme¢diate nodes in the
CM_oq j target
applicati

NOTE eck the module type in the electronic key, check or save the oWynership
informat] b information to set up the device. Success and reply information gr failure
and a rg e falltite can\be returned in the message reply. The format of the data segment is a fuhction of
the targ i

6.3.1.3. ton trigger, transport class and CM_RPI

A clierts\application uses the transport class, trigger type and CM_RPI to determine when to

sample and send data.

The system supports three types of triggers for the production of data: cyclic, change of state,
and application—triggered. These triggers only apply to the client application.

The triggers are used in conjunction with the transport class and CM_RPI to control when
data are sampled and sent on the link. Table 47 shows how these factors relate to each other
in determining when data are produced.
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Table 47 — How production trigger, transport class, and CM_RPI determine
when data is produced

007(E)

Trigger type Transport class When data are sampled When data are repeated
and sent
Cyclic 0 — Null At the CM_RPI
1 — Duplicate Detection At the CM_RPI
2 — Acknowledged At the CM_RPI At 1/4 the CM_RPI or faster if not acknowledged
3 — Verified At the CM_RPI At 1/4 the CM_RPI or faster if not verified
4 — Non-Blocking Trigger type not supported | Trigger type not supported
5 — Fragmenting Trigger type not supported | Trigger type not supported
6 - Multipoint Fragmenting | Trigger type not supported | Trigger type not supported
Change I'oldle [U—=INNUll VVTIeTT ddld Clidanges ALLNTEe CIVI_RFT
1 — Duplicate Detection When data changes At the CM_RPI (
2 — Acknowledged When data changes At 1/4 the CM_RPI faster uqtil a\c‘kqvledged,
and then at the CM_RPI Cl\
3 — Verified When data changes At 1/4 the CM é\ é\ésgu\mIQWnd then
at the CM_RRI
4 — Non-Blocking When application places on |At 1/4 th& W& Wnowledged,
queue and then athe CM
5 — Fragmenting When application places on 4 th\%mgs\teyntll acknowlefdged,
queue aﬂd\th at t
6 - Multipoint Fragmenting | When application gener?(s At 1/4\%;0@ o)}aster until verified, gnd then
Write event (a’t‘t;h RPI
Applicatipn 0 — Null Determined by app}ic?\io\q
1 — Duplicate Detection | Deternfihed by gpblication X
2 — Acknowledged Deteﬁminea\t{yga\qplicaﬂqn At\ 1/4 e QW(_RPI or faster if not acknowlg¢dged
3 — Verified Determined by\apbugatioh\ At M4 the CM_RP!I or faster if not verified

4 — Non-Blocking

When ppIication\slac
queu

t 1/4 the CM_RPI or faster if until acknow
then when application generates Trigg

edged,
er event

5- Fragmentiny\

hen gppli t|on lace
que

mNAt 1/4 the CM_RPI or faster if until acknow
and then when application generates Trigg

edged,
er event

6 - Multipoint Frag entiﬁé When a tion gener. \ées At 1/4 the CM_RPI or faster if until verified} and
Tfi_g\gqr ev t then when application generates Trigger eyent

6.3.1.3.3 Po@
Although related is a server—only function. The system suppofrts two
types ¢f polling: chronous.
Asynclk sport class 2 (acknowledged). When the server application
receivg the current data buffer is sent as the acknowledgement. This
method re application to continuously sample data and update the buffgr. The
applicgtion sampling the data does not know which sample is sent in response to [via] a poll
requestt.
The S\ nr\hrnnnnc pr\ll choll use franonnrf Class 3 /\'lerified) \/\Ihan +ha Server apnlur\rhon |S

SHTOPOTT

notified of the poll request, it shall sample new data, which it returns as the verification.

6.3.1.4

6.3.1.4.1

General

Transport connections

A transport connection is a logical binding between two transport instances that is made to
enable two applications to transfer data over network connections. A transport instance is a
specific implementation of a transport function. Every transport connection is built on one or
two network connections. Figure 18 uses the communication model to show the context in
which transport connections are made.

NOTE 1

not described in IEC 61158 series.

Input, Download, Upload and Scanner functions are examples of users of the transport services, they are
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tnput > (Download

Application

Connectio

Transport

Network

Network Connections

Link/Physical

In Figyre 19, application A interfaces to a client trang tion of

data oyer the network connection, and application B stance
to be 1 ' ffer. A
T-PDU 5. A T—
PDU b
,,,,,,,,,,,,,,, Server
Packet | Transport
Trigger s Arrived ved
\ @n it Transport
Appflication Hcage Header Applicption
A B

T-PDU Buffer

Data

Application-to—application view of data transfer

Data ig not_direc

ten to or read from the transport instances: data is sent to or rgmoved
from the T<PDU buffers. The client and server transport instances are responsible gnly for
manangg the transport headers of the data packets in the T-PDU buffers. See specification
of transport classes in IEC 61158-6-2, 9.3 for additional details on the responsibilities of the
client and server transport instances.

NOTE 2 Producers, consumers, and transport instances do not have public interfaces. They are accessible only
through the Connection Manager that creates them.

6.3.1.4.2 Components of transport connections
6.3.1.4.2.1 Components

A transport connection includes the transport instance(s), the client— and server—side T-PDU
buffer(s), and the network connection(s) involved. The network connection, in turn, includes
the link producer(s) and link consumer(s). The originating application is responsible for
creating all of the above components, and for creating bindings between those components
that result in the desired transport connection being created.
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