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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-10: Application layer service definition —
Type 10 elements

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organizatio prising
all |national electrotechnical committees (IEC National Committees). romote
intefnational co-operation on all questions concerning standardization in t iglds. To
this| end and in addition to other activities, itations,
Technical Reports, i i ificati i a to ds “IEC
Pulblication(s)”). Their preparation is entrusted to technical committe€s;>a erested
in the subject dealt with may participate in this preparatory work, arhati e d non-
governmental organizations liaising with the IEC also particip, aratign. Tk closely
wit the International Organization for Standardization (IS@) in accy s ned by
agreement between the two organizations

2) Thelformal decisions or agreements of IEC on technical & ible, i ational
congensus of opinion on the relevant subj i rom all
intefested IEC National Committees.

3) IEC]| Publications have the form of recommendatio 9 ione ational
Committees in that sense. While all reasonable effo i of IEC
Pulblications is accurate, IEC cannot be i R for any
mis|nterpretation by any end user.

4) In grder to promote intern@tiona i i i cations
transparently to the maxim € j ir nafi i icati . ivgrgence
betyveen any IEC Publicgtion ahd the co ding i i icati indi¢ated in

the [latter.

5) IEC]itself does p
asspssment ser
seryices carried ou

grmity. Independent certification bodies provide conformity
to IEC marks of conformity. IEC is not responsible [for any

6) All yisers should ers ave theYatest edition of this publication

7) No liability sh i ire€tors, employees, servants or agents including individual expdrts and
members of/its te ittees and IEC National Committees for any personal injury, property damage or
oth¢r damayge of an n haigoever, whether direct or indirect, or for costs (including legal fe¢s) and
expense IS Ne publication, use of, or reliance upon, this IEC Publication or any other IEC

Publi¢ations:

8) Attgntion is~drawn Normative references cited in this publication. Use of the referenced publications is
indigpensable.Jor the correct application of this publication.

9) Attgntion is drawn to“the possibility that some of the elements of this IEC Publication may be the supject of
pat¢nt(rights. IEC shall not be held responsible for identifying any or all such patent rights.

NOTE 1 Use of some of the associated protocol types is restricted by their intellectual-property-right holders. In
all cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights
permits a particular data-link layer protocol type to be used with physical layer and application layer protocols in
type combinations as specified explicitly in the profile parts. Use of the various protocol types in other
combinations may require permission of their respective intellectual-property-right holders.

International Standard IEC 61158-5—10 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

The main changes with respect to the previous edition are listed below:
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e corrections;
e improvements;
e optimization of the synchronization;

e optimization of the startup time from power down.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/606/FDIS 65C/620/RVD

Full information on the voting for the approval of this standard can be fo
voting| indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives

A list| of all parts of the IEC 61158 series, published
commyunication networks — Fieldbus specifications, can be{ou

The cpmmittee has decided that the contents of thi

\the,rep

ain unchange

ort on

ustrial

H until

the sfability date indicated on the IEC web site .iec.ch" in the data
relatefl to the specific publication. At this date, t

e reg¢onfirmed;

e withdrawn;

e replaced by a revised edition, or

e anpended.

NOTE 2 The revision of thjs vith the other parts of the IEC 61158 series.
IMPORTANT - T r inside’ o on the cover page of this publication indi¢ates
that it contai olour ich/ are considered to be useful for the carrect
understandi i tents. Users should therefore print this document using a

coloufr prin
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. This standard defines the
application service characteristics that fieldbus applications and/or system management may
exploit.

Throz};hout the set of fieldbus standards, the term “service” refers to the abstractcapability
provided by one layer of the OSI Basic Reference Model to the layer immedi above.
Thus,|the application layer service defined in this standard is nceptuahdrchitgctural
servicg, independent of administrative and implementation divisions:.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-10: Application layer service definition —
Type 10 elements

1 Scope

1.1 Overview

The fleldbus Application Layer (FAL) provides user programs with"g 5s the
fieldbdis communication environment. In this respect, the FAL cam be\vi y indow
betwelen corresponding application programs”.

This [standard provides common elements for basic critical
messaging communications between application progra i i ht and
mater|al specific to type 10 fieldbus. The term “time- i sence
of a tlme-window, within which one or more specifijed q pleted
with gJome defined level of certainty. Failure to corptete spech jed actions within the time
windo risks failure of the applications requesting hetlon, with attendant rjsk to
equipment, plant and possibly human '}

This standard defines in an abstract wa isible service provided by the type 10

fieldblis Application Layer in terms of

a) an being
ma

b) the primitive

c) th¢ paramet SCi [ _phmiti [ , ich they
take; and

d) th

The pprpos

a) the the boundary between the user and the Application Layer of the Figldbus
R

b) Systems Ma Y icati stems
Management o

This s lcation

Layer, in conformance with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI
Application Layer Structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented Application
Service Elements (ASEs) and a Layer Management Entity (LME) that manages the AE. The
ASEs provide communication services that operate on a set of related application process
object (APO) classes. One of the FAL ASEs is a management ASE that provides a common
set of services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
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send/receive is specified. This permits greater flexibility to the FAL users in standardizing
such object behavior. In addition to these services, some supporting services are also defined
in this standard to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this standard is to specify the characteristics of conceptual
application layer services suitable for time-critical communications, and thus supplement the
OSI Basic Reference Model in guiding the development of application layer protocols for time-
critical communications.

stand§

This specification may be used as the basis for formal Applica ming faces.
Nevertheless, - \ g ill nged to
addreps implementation issues not covered by this spec:|f|c ;

a) thI sizes and octet ordering of various multi-octet gérvi
b) th

1.3 |Conformance

This dtandard does not specify individua 8 strain
the implementations of application layerentities\w

Therel|is conformance of i i i gyer service definition standard mainly
achieyed through implemse i p odeled \hehavior of an application layer usef (e.qg.
see user state machifes) a i py.implementation of conforming application| layer
protod i € cat a iceS as defined in this standard.

The following reference e are indispensable for the application of this docyment.
For da ; d|t|on cited applies. For undated references, the latest gdition
of the

IEC 6 j ing‘point arithmetic for microprocessor systems

IEC 611131-1; Programmable controllers — Part 1: General information

IEC 6 TT3T-3, Programmable controllers — Part 3. Programming languages

IEC 61158-5-3:20101, Industrial communication networks — Fieldbus specifications — Part 5-3:
Application layer service definitions — Type 3 elements

IEC 61158-6-3:2010", Industrial communication networks — Fieldbus specifications — Part 6-3:
Application layer protocol specification — Type 3 elements

IEC 61158-6-10:2010", Industrial communication networks — Fieldbus specifications — Part 6-
10: Application layer protocol specification — Type 10 elements

IEC 61375-1, Electric railway equipment — Train bus — Part 1:Train communication network

1 To be published.
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ISO/IEC 646, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference
Model: Naming and addressing

ISO 8601, Data elements and interchange formats — Information interchange -
Representation of dates and times

ISO/IEC 8822, Information technology — Open Systems Interconnes Presentation
service definition

ISO/IgEC 8824-1, Information technology — Abstract
Specification of basic notation

SN.1):

ISO/IEC 8859-1, Information technology — 8-bit single-b
Part 1) Latin alphabet No. 1

sets —

ISO/IEC 9545, Information technology — Open 5 Layer
structlre

ISO/IEC 10646-1, Information technology § 2 br Set
(UCS) — Part 1: Architecture and Basi c

ISO/IEC 10731, Information 2 rence
Model| - Conventions fqr the_definiti \ j

IEEE B02-2001, /EEE | and metropolitan area networks: Overview and
architgcture, av @ ' i

IEEE B02.1AB-200 n and
medid access corNroNconr (Vi 2

IEEE B02: ccess
Contrpl/{MA

IEEE B02.1Q~2005, IEEE Standard for Local and metropolitan area networks — Virtual bfidged
local area(networks; available at <http://www.ieee.org>

IEEE 802.3-2005, TEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 3: Carrier sense multiple access with collision detection (CSMA/CD)
access method and physical layer, available at <http://www.ieee.org>

IETF RFC 768, User Datagram Protocol, available at <http://www.ietf.org>

IETF RFC 791, Internet Protocol, available at <http://www.ietf.org>

IETF RFC 792, Internet Control Message Protocol, available at <http://www.ietf.org>

IETF RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, available at
<http://www.ietf.org>
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IETF RFC 1034, Domain names — concepts and facilities, available at <http://www.ietf.org>

IETF RFC 1112, Host Extensions for IP Multicasting, available at <http://www.ietf.org>

IETF RFC 1305, Network Time Protocol (Version 3) — Specification, Implementation and
Analysis, available at <http://www.ietf.org>

IETF RFC 1952, GZIP file format specification version 4.3, available at <http://www.ietf.org>

IETF RFC 2131, Dynamic Host Configuration Protocol; available at <http://www.ietf.org>

ticast

ement

Units

Call,

IETF RFC 2365, Administratively Scoped IP Multicast, available at <http://Mtf.orq>
IETF RFC 2674, Definitions of Managed Objects for Bridges with ic Classes, WU
Filtering and Virtual LAN Extensions, available at <http://www.ietf.org>

IETF RFC 2737, Entity MIB (Version 2), available at <http://wwwhietf.o

IETF RFC 2863, The Interfaces Group MIB, available <MWW ietf.o0

IETF RFC 3330, Special-Use IPv4 Addresses, avai <Wtf.orq>

IETF RFC 3418, Management Inform% e Simple Network Manag
Protogol (SNMP), available at <http://www.iethorg>

IETF RFC 3490, Internationalizing Dgma antes\in/Applications (IDNA), available at
<http:[/www.ietf.org>

IETF RFC 3621, Power Eth <http://www.ietf.org>

IETF RFC 3636ini jons Magag jects for IEEE 802.3 Medium Attachment
(MAU}), available ay< AW i\e/t. rg>

The Qpen Group chhnica/ standard DCE1.1: Remote Procedurg
availaple at JIWWW-0 {z/up.orq/onIinepubs/9629399/toc.htm>

3 Term itions, abbreviations, symbols and conventions

3.1 Referencedterms and definitions

3.1.1 |ISOJIEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

a) ap
b) ap
c) ap
d) ap
e) ap
f) ap
g) ap

plication entity

plication process

plication protocol data unit
plication service element
plication entity invocation
plication process invocation

plication transaction

h) real open system

i) transfer syntax
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3.1.2 ISOJ/IEC 8822 terms
For the purposes of this document, the following terms as defined in ISO/IEC 8822 apply:

a) abstract syntax
b) presentation context

3.1.3 ISO/IEC 9545 terms

For the purposes of this document, the following terms as defined in ISO/IEC 9545 apply:

W)

application-association

T

aplplication-context

o O

)

)

) application context name

) aplplication-entity-invocation
)

D

aplplication-entity-type

—h

) aplplication-process-invocation
g) application-process-type

h) application-service-element

i) appplication control service element

For the purposes of this document, the s i S gd in ISO/IEC 8824-1 apply:

3.2 iti y o uted automation

For th ' llowing terms and definitions apply.

3.21

active conne

instan 3 i that abstracts the interconnection facility (as Consumg¢r and
Provig >

3.2.2
configuration da
intercpnnection info

a base
ation maintained by the ACCO ASE

3.2.3

connection

the logical link between sink and source of attributes and services at different custom
interfaces of Custom RT-Auto objects

3.24
connection channel
description of a connection between a sink and a source of data items

3.2.5
consumer
node or sink that is receiving data from a producer
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consumerlD
unambiguous identifier within the scope of the ACCO assigned by the consumer to recognize
the internal data of a configured interconnection sink.

3.2.7

data marshaling
the encoding of parameters of the FAL service primitives with respect to their interface

definit
NOTE

ion
This is part of the abstract ORPC model.

3.2.8

enginleering

abstrg
autom

3.2.9
event
instan

3.2.10
interf
collec
class

3.2.11

interface definition language

synta
NOTE

3.2.12

interface point

ct term that characterizes the client application or device respo
ation system via interconnecting data items

ce of a change of conditions

hce
ion of FAL class attributes and .service tNrép e@ts aspecific view on th

and semantic of dese formal way

This description is the put fe R > ecigfly for the ORPC wire protocol.

key aftribute tham ddresses an object interface instance

3.2.13

logicgl device

certain FAL E S s a software component or a firmware component
autonpmon ained faeility of an automation device

3.2.1
meth

d

<obje¢t> a synonyma” for an operational service which is provided by the server AS

invoke

d'by a client

ng an

e FAL

as an

E and

3.2.15

object remote procedure call

model

3.2.16

for object oriented or component based remote method invocation

physical device
certain FAL class that abstracts the hardware facilities of an automation device

3.2.17
prope

rty

synonym for ASE attributes which are readable or writeable via operational ASE services

NOTE These services are generally named “get_<Attribute Name>" or “set_<Attribute Name and correspond with

the IDL

keywords “propget and “propput.
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3.2.18
provider
source of a data connection.

3.2.19

providerlD

an unambiguous identifier within the scope of the ACCO assigned by the provider to
recognize the internal data of a configured connection source

3.2.20
quality code

additigmatstatus—mformatiomr of adataitem

3.2.2

quality code aware

attribyte of the RT-Auto class that indicates that an RT-Auto object
data ifems

e [for its

3.2.22
qualigy code unaware
opposjite of quality code aware

3.2.23
RT-Auto
FAL ¢lass that abstracts the automa
automation device

g¢ss-related component |of an

3.2.2
runtime object model
objects that exist in a d

3.3 Additionals

For the purposes @

vice aces and methods that are accessible

décentralized periphery

theNfallowing terms and definitions apply.

3.3.1
alarm

activalie \shows a critical state

3.3.2
alarm|ack
acknowlédgment of an event that shows a critical state

3.3.3
alarm data object
object(s) which represent critical states referenced by device/slot/subslot/alarm type

3.34

allocate

take a resource from a common area and assign that resource for the exclusive use of a
specific entity

3.3.5
application
function or data structure for which data is consumed or produced
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3.3.6
application layer interoperability

capability of application entities to perform coordinated and cooperative operations using the

services of the FAL

3.3.7
application process

part of a distributed application on a network, which is located on one device and

unambiguously addressed

3.3.8

appligatiomprocessidentifier
distinguishes multiple application processes used in a device

NOTE | Application process identifier is assigned by PROFIBUS International (PI).

3.3.9
applig¢ation process object

component of an application process that is identifiable
applicption relationship

NOTE | Application process object definitions are composed of a
the definition for Application Process Object Class Definitiony.

gh apn FAL

nay be

accessed remotely using the services of the FAL Object Manag . anagement serviges can
be usefl to load or update object definitions, to read ob e ipiti and\to dyrfamically create and delete
applicafion process objects and their correspond ini 6

3.3.1
appligation process object class

class |of application process objects
attribytes and services

the set of their

3.31
appligation relations
cooperative ass i
exchange of info

either| by the exch
activit

3.3.12
applig ation service element

applic that provides the exclusive means for
terminati plicatiep relationships

3.3.13
applig¢ation relationship endpoint

t onrl haha\llr\r n'F an qr\r\||r\ohr\h ralationshin 3¢ caoan anrl malnl‘al
conte 1o app

network-accgssible

bse of
ivated
ration

establishing and

ired—by—ene—of the

TocroT T T o et o o P o oot

application processes involved in the application relationship

NOTE Each application process involved in the application relationship maintains its own
endpoint.

3.3.14

attribute

description of an externally visible characteristic or feature of an object
NOTE The attributes of an object contain information about variable portions of an object.

status information or govern the operation of an object. Attributes may also affect the
Attributes are divided into class attributes and instance attributes.

3.3.15
backup
status of the 10 AR, which indicates that it, is in the standby state

application relationship

Typically, they provide
behavior of an object.
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3.3.16
behavior
indication of how an object responds to particular events

3.3.17

channel

representation of a single physical or logical link of an input or output application process
object of a server to the process in order to support addressing of diagnosis information

NOTE The channel typically represents a single connector or clamp as a real interface of a module or sub-
module. This reference is used to identify points of failure within diagnosis PDUs.

3.31
channel related diagnosis
information concerning a specific element of an input or output appli
provided for maintenance purposes

EXAMHLE open loop

bject,

3.3.19
class
set of

NOTE
class a

ethods. All obje¢ts in a

3.3.2¢
class|attributes
attribd

3.3.21
class|code

3.3.22
class|specific s

service defined by
perfor

NOTE

s not

3.3.23
clear
status ing
3.3.24
client

a) object which uses the services of another (server) object to perform a task
b) initiator of a PDU to which a server reacts

3.3.25

common profile

collection of device independent information and functionality providing consistency between
all devices

3.3.26

communication data object

object(s) which are parameter of communication relationships and referenced by device/ slot/
subslot/ index
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3.3.27
configuration check

comparison of the expected 10-Data object structuring of the client with the real 10-Data
object structuring to the server in the start-up phase

3.3.28

configuration fault

unacceptable difference between the expected |0-Data object structuring and the real IO-
Data object structuring, as detected by the server

3.3.29
configuratiomidentifier

repregentation of a portion of 10 Data of a single input- and/or output-mod

Na sefvel

3.3.30

consy

me

act of|receiving data from a provider

3.3.31
consy
node

3.3.32

context management

mer

br sink receiving data from a provider

ration

network-accessible information (comm
of the|fieldbus system, including the apg

NOTE

3.3.33
convegyance path
unidirg¢ctional flow of A

3.3.34
cyclic
repeti

3.3.39
data ¢
means
within

n and

3.3.36
devic
physicattardwarecommectedtothetink

NOTE A device may contain more than one node.

3.3.37
device ID
vendor assigned device type identification

3.3.38

device profile

collection of device dependent information and functionality providing consistency between
similar devices of the same device type
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3.3.39
diagnosis data object
object(s) which contain diagnosis information referenced by device/slot/subslot/index

3.3.40
diagnosis information
all data available at the server for maintenance purposes

3.3.41

dynamic reconfiguration
change of IO data objects without interruption of an established application relationship and
continmousupdatimgof mor=changedtOdataobjects

3.3.42
endpoint
one of the communicating entities involved in a connection

3.3.43
engineering

abstrgct term that characterizes the client application ¢
automation system

or configur|ng an

3.3.44
error
discrepancy between a computed, obs
or thepretically correct value or condition

or condition and the sp¢cified

3.34
error class
general grouping for r

3.3.4
error code
identiflication of a spé

3.34
extended channel related diagnosis
informationm concernirig a specific element of a specific application process object, provided
for mgintenance purposes

EXAMPTE TR TFaft

3.3.49
fast startup
accelerated procedure to setup an 10 device after a power cycle

3.3.50
frame
unit of data transfer on a link

3.3.51

identification data object

object(s) that contain information about device, module and sub-module manufacturer and
type referenced by device/slot/subslot/index
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3.3.52
implicit AR endpoint
AR endpoint that is defined locally within a device without use of the create service

3.3.53
index
address of a record data object within an application process

3.3.54

instance
the actual physical occurrence of an object within a class that identifies one of many objects
withinptire—sameobjecttlass

3.3.5
instance attributes
attribdte that is unique to an object instance and not shared by the ob

3.3.56
instantiated
objecf that has been created in a device

3.3.57

invocption

act of

NOTE hce the
service ions, a
service an outstanding service invocation. Also for
service fy the service invocation and differeptiate it

from other outstanding service i

3.3.58
10 controller

contrdlling devi eral 10 devices (field devices)
NOTE | This is usual 8 ;

3.3.59
10 da
object
devics

ed by

3.3.6(
10 de

field device which acts as server for IO operation

3.3.61
10 parameter server
server for application parameter of IO devices (client)

NOTE This is usually a device to backup parameter data and to log online changes of device parameter.

3.3.62
10 subsystem
subsystem composed of one IO controller and all its associated 10 devices

3.3.63
10 supervisor
engineering device which manages commissioning and diagnosis of an 10 system
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3.3.64
10 system
system composed of all its IO subsystems

NOTE As an example a PLC with more than one IO controller (network interface) controls one IO system
composed of an 10 subsystem for each 10 controller.

3.3.65
Isochronous mode
10 system operating tightly synchronized with a jitter of less than 1 us

i by a

ening

on of
it data

s which defines it

role of an AR endpoint in which it is capable of acting as both client and server

3.3.74
physical device
automation or other network device

3.3.75
point-to-point connection
connection that exists between exactly two application process objects

3.3.76
primary
status of the 10 AR that indicates that it is in the operating state
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NOTE Besides a primary IO AR a backup 10 AR may exist. In example used for redundancy and dynamic
reconfiguration of 10 data.

3.3.77
provider
node or source sending data to one or many consumer

3.3.78
PTCP domain
certain number of PTCP subdomains in one IP subnet

3.3.79
PTCP|subdomain
certain amount of DTEs with synchronized clocks

3.3.80
recorg data object

objecf(s) which are already pre-processed and transferred
information or further processing and referenced by device

urpgse of

3.3.81
resource
proces$sing or information capability

3.3.82
run
status| of the 10 controller which indica

3.3.83
server

a) role of an AREP i
initiated the
b) opject whichpro

3.3.84
servic
operati
object

nt that

hother

3.3.85
slot
addregs<of-a structural unit within an 1O device

NOTE ‘VAV’;HI;II =} IIIUL;U:CII UICV;\JC, =} D:Ut typlbd“y dU‘U‘IUDbUD a pilyc;ua: IIIU\J‘U:U. ‘V‘V‘;t:l;ll L.;Ulllpd\.at U‘UV;UUD, a S|Ot
typically addresses a logical function or virtual module.

3.3.86
stop
status of the 10 controller which indicates that the control algorithm is currently not running

3.3.87
submodule
hardware or logical component of a module

3.3.88
subslot
address of a structural unit within a slot
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NOTE A subslot may address a physical interface for submodules within a module. Generally, a subslot is a

second level to structure data within a device.

3.3.89
vendor ID
central administrative number used as manufacturer identification

NOTE The vendor ID is assigned by PROFIBUS International (PI).

3.4 Additional terms and definitions for media redundancy

For the purposes of this document, the following terms and definitions apply.

3.41
failure
termination of the ability of an item to perform a required function

NOTE After failure the item has a fault.

NOTE 2 "Failure" is an event, as distinguished from "fault", which is a state.

NOTE This concept as defined does not apply to items considering &

3.4.2
fault

state pf an item characterized by its j ili d function, excludipg the

inabilify during preventive maintena
resoufces

NOTE | A fault is often the result of a failure of

3.4.3
recoviery
event|when the item regain

3.4.4 Q
recovery time

345

redundanc

existencen ore means of performing a required function

NOTE | In th ce of more than one path (consisting of links and switches) between end
3.4.6

ring

network.\where each node is connected in series to two other nodes

NOTE 1 Nodes are connected to one another in the logical shape of a circle.

ternal

odes.

NOTE 2 Frames are passed sequentially between active nodes, each able to examine or modify the frame before

forwarding it.

3.4.7
ring port
port of a switch to which a ring link is attached

3.4.8
ring link
link that connects two switches of a ring
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3.4.9
switch node
MAC bridge as defined in IEEE 802.1D
NOTE It will be called “switch” in this context.
3.5 Abbreviations and symbols
ACCO Active Connection Control Object
AE Application Entity
AL Application Layer
ALME Application Layer Management Entity

Application Layer Protocol

61158-5-10 © IEC:2010(E)

App:;bat;ull Process ijcut

Application Process

Application Protocol Data Unit

Application Process ldentifier

Application Relationship

Application Relationship End Point
American Standard code for Information Inte
Application Service Element

Connection ID

Computer Integrated Manufacturin

Control and Information Protocol

Actual Packet Interval
Requested Packet In
Confirmation
Connection originato
Communication Relationship
Communication Relation

grnet Protocol
International Organization for Standardization
Logical device

Layer Management Entity

Originator to target (connection characteristics)
Originator to target (connection characteristics)
Object Remote Procedure Call

Open Systems Interconnect

Physical device

Protocol Data Unit

Physical Layer

Quality of Service

Quality code

Route Endpoint

Request

Response

Runtime
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SAP Service Access Point

SCL Security Level

SDU Service Data Unit

SEM State event matrix

SMIB System Management Information Base

SMK System Management Kernel

STD State transition diagram, used to describe object behaviour
S-VFD Simple Virtual Field Device

T20 Target to originator (connection characteristics)
TPO Target to originator (connection characteristics)
VAO Variable Object

3.6 Additional abbreviations and symbols for distributed automation

A[CCO Active Connection Control Object
) Interface Definition Language

Internet Protocol

LDev Logical device

ORPC Object Remote Procedure Call

Physical device

Quality of Service

Quality code

Runtime

P Transmission Control Protocol

3.7 periphery

A Application Entity
A Application Layer
ALME Applicatien Layer M
A g

A

A

A

A

A

A

A

A

A

A

A

B

C

C

C

DCE OSF Distributed Computing Environment
DCP Discovery and basic Configuration Protocol

DCPMCR DCP Multicast Receiver
DCPMCS DCP Multicast Sender
DCPUCR DCP Unicast Receiver
DCPUCS DCP Unicast Sender

DHCP Dynamic Host Configuration Protocol
DIM Device Interface Module

DL- (as a prefix) Data Link-

DLC Data Link Connection

DLL Data Link Layer

DLPDU Data Link-Protocol Data Unit

DLSDU DL-service-data-unit

DNS Domain Name Service

DTE Date Terminal Equipment
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FAL Fieldbus Application Layer

FIFO First In First Out

GSDML General Station Description Markup Language
&M Identification and Maintenance Profile
IANA Internet Assigned Numbers Authority
ICMP Internet Control Message Protocol

ID Identifier

IEC International Electrotechnical Commission
Ind Indication

IOCS Input Output Object Consumer Status
IOPS Input Output Object Provider Status

IP Internet Protocol

Isochronous Relay

IRT Isochronous Real Time Protocol
190 International Organization for Standardization
IsSoM Isochronous Mode
LED Light Emitting Diode
LLDP Link Layer Discovery Protocol
LME Layer Management Entity
Is| Least Significant Bit
Length/type

AC Medium Access Control

sb Most Significant Bit
NCA Network Computing Architect
/5] Open Systems Intergonnect

PPU Protocol Data Unit

T

3.8

MRP Media Redundancy Protocol
3.9 Conventions

3.9.1 Overview

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of two parts, its class specification, and its
service specification.

The class specification defines the attributes of the class. The attributes are accessible from
instances of the class using the Object Management ASE services specified in Clause 5 of
this standard. The service specification defines the services that are provided by the ASE.
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3.9.2 General conventions

This standard uses the descriptive conventions given in ISO/IEC 10731

3.9.3 Conventions for class definitions

Class definitions are described using templates. Each template consists of a list of attributes
for the class. The general form of the template is shown below:

FAL ASE: ASE Name

CLASS: Class Name

CLAS$HB- #

PAREﬁT CLASS: Parent Class Name

ATTRIBUTES:

1 (o) Key Attribute: numeric identifier

2 (o) Key Attribute: name

3 (m) Attribute: attribute name(values)

4 (m) Attribute: attribute name(values)

4.1 (s) Attribute: attribute name(values)

4.2 (s) Attribute: attribute name(values

4.3 (s) Attribute:

5. (c) Constraint:

5.1 (m) Attribute:

5.2 (o) Attribute:

6 (m) Attribute:

6.1 (s) Attribute:

6.2 (s) Attribute:

SERVICES:

1 (0)

2.

21

3

(1) T class
b

(2) T using
this y this
S

(3) T Limber
i unique withinvthe FAL ASE that will provide the services for this class. When quplified
by.the identity of its FAL ASE, it unambiguously identifies the class within the scppe of
the A—Fhe—vratte—NUH"—indicates—that-the—ctass—cannot be—instantiated- ass IDs
between 1 and 255 are reserved by this standard to identify standardized classes. They
have been assigned to maintain compatibility with existing national standards. CLASS
IDs between 256 and 2 048 are allocated for identifying user defined classes.

(4) The "PARENT CLASS:" entry is the name of the parent class for the class being

specified. All attributes defined for the parent class and inherited by it are inherited for
the class being defined, and therefore do not have to be redefined in the template for this
class.

NOTE The parent-class "TOP" indicates that the class being defined is an initial class definition. The parent class
TOP is used as a starting point from which all other classes are defined. The use of TOP is reserved for classes
defined by this standard.

(5)

The "ATTRIBUTES" label indicate that the following entries are attributes defined for the
class.

a) Each of the attribute entries contains a line number in column 1, a mandatory (m) /

optional (o) / conditional (c) / selector (s) indicator in column 2, an attribute type label
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in column 3, a name or a conditional expression in column 4, and optionally a

list of

enumerated values in column 5. In the column following the list of values, the default

value for the attribute may be specified.
b) Objects are normally identified by a numeric identifier or by an object name,

or by

both. In the class templates, these key attributes are defined under the key attribute.

c) The line number defines the sequence and the level of nesting of the line.
nesting level is identified by period. Nesting is used to specify

i) fields of a structured attribute (4.1, 4.2, 4.3),

Each

ii) attributes conditional on a constraint statement (5). Attributes may be mandatory
(5.1) or optional (5.2) if the constraint is true. Not all optional attributes require

constraint statements as does Ihe attribuie defined n (5.2).
iii) the selection fields of a choice type attribute (6.1 and 6.2).
(6) The "SERVICES" label indicates that the following entries arg pr the
class.

a) | An (m) in column 2 indicates that the service is mand an (o)
indicates that it is optional. A (c) in this colupnr ce is
conditional. When all services defined for a class a 5t one
has to be selected when an instance of the clas

b) | The label "OpsService" designates an operation

c) | The label "MgtService" designa

d) | The line number defines the\seq Each
nesting level is identified by peri ed to
specify services conditional on 2

3.94

3.9.4.1 General

The service model, se stract
descriptions; th q@

3.9.4.p Service pars

Servige primitives S represent service user/service provider interﬂctions
(1S0O/1 p» parameters which indicate information available in the
user/gro In ahy particular interface, not all parameters need be explicitly
stated.

The sgrvice-spesifications of this standard use a tabular format to describe the component
paranjeters jof the ASE service primitives. The parameters which apply to each grqup of
service\primitives are set out in tables. Each table consists of up to five columns for the

—_

) Parameter name,

N

) request primitive,

w

) indication primitive,

N

) response primitive, and
5) confirm primitive.

One parameter (or component of it) is listed in each row of each table. Under the appropriate
service primitive columns, a code is used to specify the type of usage of the parameter on the

primitive specified in the column:
M parameter is mandatory for the primitive

U parameter is a User option, and may or may not be provided depending on dy

namic

usage of the service user. When not provided, a default value for the parameter is

assumed.
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C parameter is conditional upon other parameters or upon the environment of the
service user.
— (blank) parameter is never present.
S parameter is a selected item.
Some entries are further qualified by items in brackets. These may be
a) a parameter-specific constraint:
“(=)” indicates that the parameter is semantically equivalent to the parameter in the
service primitive to its immediate left in the table.
b) an indication that some note applies to the entry:
“(n)” indicates that the following note "n" contains additional inforpratiqn pertairling to
the parameter and its use.
3.9.4.8 Service procedures
The pfocedures are defined in terms of
+ the interactions between application entities through thé exck Idbus Application
Prptocol Data Units, and
+ th¢ interactions between an application layer sgrvice proyide d\ an application| layer

se

pr
Thesd
suppo

4 Ca

NOTE
the tem

5 D

5.1
5.1.1

Fieldb
FAL s
and ¢
provid

Basic

mitives.

procedures are applicable to\{nsta cammunicafion between systems
rt time-constrained communications _se dbus Application Layer.
ncepts
Clause 9 of IEC/TR61158 hes pts of the application layer service descriptig
plates used in this s

ata type @

General
Overviéy
u specify thé machine independent syntax for application data convey
er dbusyapplication layer supports the definition and transfer of both

rvice user in the same system through the inyog¢atiorof “appfication layer service

which

ns and

ed by
basic
e are

types are atomic types that cannot be decomposed into more elemental

types.

Const
compl

rucied types are types composed of basiC types and other construcied types.
exity and depth of nesting is not constrained by this standard.

Their

Data types are defined as instances of the data type class, as shown in Figure 1. Only a
subset of the data types defined in this Clause are shown in this figure. Defining new types is
accomplished by providing a numeric id and supplying values for the attributes defined for the
data type class.
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Fixed Length

| Structure Array

— VisibleString R
(]

—| Unsigneds

—  BitString
—| Float32 | Compact
I Boolean Array
—| Time/Date Types”
| | Compact BCD
—| BitString8 | Array efingd Data
Type

| VisibleString! IJ | | UNICODE
String
L[ OctetString1 I 5
S
—| UNICODE Char |
N 4

~—_"
igure > Data type ¢lass hierarchy example
The d il Fig e represented as a class/format/instance strlicture

beginping with data ass>entitled "Data type". The formats for data types are defined by
the dg >

The basje b asses \are wsed to define fixed length and bitstring data types. Stgndard
types 824-1 are referred to as simple data types. Other standard| basic
data f ) Iy pecifically for fieldbus applications and are referred to as specific
types,

The cpnstructed types specified in this standard are strings, arrays and structures. Thefe are
no stamdard—typesdefimedforammaysand-structures:

5.1.2 Basic type overview

Most basic types are defined from a set of ISO/IEC 8824—1 types (simple types). Some
ISO/IEC 8824-1 types have been extended for fieldbus specific use (specific types).

Simple types are ISO/IEC 8824—1 universal types. They are defined in this standard to
provide them with fieldbus class identifiers.

Specific types are basic types defined specifically for use in the fieldbus environment. They
are defined as simple class subtypes.
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Basic types have a constant length. Two variations are defined, one for defining data types
whose length is an integral number of octets, and one for defining data types whose length is
bits.

NOTE Boolean, Integer, OctetString, VisibleString, and UniversalTime are defined in this standard for the purpose
of assigning fieldbus class identifiers to them. This standard does not change their definitions as specified in
ISO/IEC 8824-1.

5.1.3 Fixed length type overview

The length of Fixed length types is an integral number of octets.

5.1.4 Constructed type overview
5.1.4.1 Strings

A stripg is composed of an ordered set, variable in number, of hq fixed-

length elements.

5.1.4.2 Arrays

ndard
ement
ged.

An arfay is composed of an ordered set of homogenec
placesg no restriction on the data type of array elemey
be of the same type. Once defined, the number of el

5.1.4.8 Structures
A strycture is made of an ordered set of he ) . Like

arrayq, this standard does not restricf the data\typ ithin a
structlire do not have to be of the same

51.4.4 Nesting level

This gtandard pepmit S es no
restrigtion on t allowed. However, the FAL services defined to
accesp data prowide i . The
default number of |g

When|an arr in its
entirety is alway or vided also
provided plicitly
preconfiguredqn. pre~established ARs.

NOTE | For exam hployee

name",| and ‘employee _name" is defined to contain "last name" and "first name". To access the "employee"
structufe, the FAL permits independent access to the entire structure and to the first level field "employee[name".

Withou{ explicitly negotiating partial access to more than one level, independent access to "last name" pr "first
name" vodld naot ba naccibla- thaoir vaoliioc could onlhy ho acoocco dicaetherac g it throuaoh acoaco to-aom |0 ee"
votHd-Rrotbe-possiblotheirvaty eHe-erby—b fploy

o e—tegeter—at—a—ttHHttHredgn—a

or "employee name".
5.1.5 Specification of user defined data types

Users may find it necessary to define custom data types for their own applications. User
defined types are supported by this standard as instances of data type classes.

User defined types are specified in the same manner that all FAL objects are specified. They
are defined by providing values for the attributes specified for their class.

5.1.6 Transfer of user data

User data is transferred between applications by the FAL protocol. All encoding and decoding
are performed by the FAL user.
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The rules for encoding user data in FAL protocol data units is data type dependent. These
rules are defined in IEC 61158-6-10. User-defined data types for which there are no encoding
rules are transferred as a variable-length sequence of octets. The format of the data within
the octet string is defined by the user.

5.2 Formal definition of data type objects
5.2.1 Data type class
5.21.1 Template

The data type class specifies the root of the data type class tree. Its parent class "top"
indicates the top of the FAL class tree.

FAL ASE: DATA TYPE ASE

CLASS$: DATA TYPE

CLASS$ ID: 5 (FIXED LENGTH & STRING), 6 (STRUCTUR AR
PARENT CLASS: TOP

ATTRIBUTES:

1 (m)

2 (o)

3 (m) Attribute: TURE, ARRAY
4 (c) Constraint:

4.1 (m) Attribute:

5 (c) Constraint:

5.1 (m) Attribute:

5.2 (m) Attribute:

5.2.1 (o) AttripGte:

5.2.2

6

6.1

6.2

5.21.p

Data ty

This gttributg”identii S meric

Format
This dttribute identifies the data type as a fixed-length, string, array, or data structure.

Octet|Length
This conditional attribute defines the representation of the dimensions of the associated type
object. It is present when the value of the format attribute is "FIXED LENGTH" or "STRING".
For FIXED LENGTH data types, it represents the length in octets. For STRING data types, it
represents the length in octets for a single element of a string.

Number of Fields
This conditional attribute defines the number of fields in a structure. It is present when the
value of the format attribute is "STRUCTURE".

List of Fields

This conditional attribute is an ordered list of fields contained in the structure. Each field is
specified by its number and its type. Fields are numbered sequentially from 0 (zero) in the
order in which they occur. Partial access to fields within a structure is supported by identifying
the field by number. This attribute is present when the value of the format attribute is
"STRUCTURE".
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Field Name

This conditional, optional attribute specifies the name of the field. It may be present when the

value of the format attribute is "STRUCTURE".
Field Data type

This conditional attribute specifies the data type of the field. It is present when the value of
the format attribute is "STRUCTURE". This attribute may itself specify a constructed data type
either by referencing a constructed data type definition by its numeric id, or by embedding a
constructed data type definition here. When embedding a description, the Embedded Data

type description shown below is used.

Number of Array Elements

This conditional attribute defines the number of elements for the array type. Array elements

exed starting at “0” through "n-1" where the size of the array is

UTES:

of Fields

mbedded Data type Description
ormat = ARRAY

Number of Array Elements
Embedded Data type Description

3.2.1
4

4.1
4.2

5.3 H

5.3.1 |Fixed length types

elementis. This

nts of

fbute is

ting a
b type
shown

array.
efined
is a

5.3.1.1 Boolean types

5.3.1.1.1 Boolean
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 1

2 Data type Name = Boolean

3 Format = FIXED LENGTH
4.1 Octet Length = 1

This data type expresses a Boolean data type with the values TRUE (non zero) and
(zero).

FALSE
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5.3.1.1.2 VARIANT_BOOL
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier =2 049

2 Data type Name = VARIANT_BOOL

3 Format = FIXED LENGTH

4.1 Octet Length = 2

This data type expresses a Boolean data type with the values TRUE (-1) and FALSE (0) (see
Integer16).

5.3.1.2 Bitstring types

5.3.1.2.1 Bit sequence V2

CLASS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 115

2 Data type Name = V2

3 Format = FIXED LENG

4.1 Octet Length = 2

This data type expresses a Bitstring data type inglg bits combined

octets

Each

and coded according to Table 1

i AN ) s Dea|s[2]

0\0@1\‘(15\1 13 1} 111098

5.3.1.

CLASS:

ATTRI

1 fier = 116

2 = L2

3 = FIXED LENGTH

4.1 = 4

This data(type exprésses a Bitstring data type consisting of four nibbles combined
octets|. \A(nibble consists of four associated bits. The data type is coded according to Tal

The definition of a single nibble is not specified.

Table 2 — L2 octets

Bit 8 7 6 5| 4 3 2 1
Octet 1 Nibble 3 Nibble 2
Octet 2 Nibble 1 Nibble 0

The definition of a single nibble is not specified.

5.3.1.3 Currency types

NOTE

intentionally blank

n two

n two
le 2.
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5.3.1.4 Date types
5.3.1.4.1 date

This data type is the same as Float64.

The data type date has a resolution in the range of one nanosecond. It is valid for

dates

between 0100-01-01, and 9999-12-31. The value of 0.0 has been defined for 1899-12-

30 T 00:00:00. The integer part of the value represents the days after 1899-12-30 (for
before this day, the corresponding value is negative); the fractional part defines the ti
that day.

dates
me at

NOTE [Independent of the data type range of date, the devices may support for connect
range df “1900-01-01 T 00:00:00” and greater.

only the_dg

5.3.1.4.2 Date

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 50

2 Data type Name = Date

3 Format = FIXED LEN

4.1 Octet Length = 7

This data type is composed of six elements of yhsigned s and expresses calenda
and time. The first element is an Unsigne Ata b s/the fraction of a min
millisgconds. The second element is a sign gives the fraction of a
in mirljutes. The third element is an Unsi pe and’gives the fraction of a

hours|with the most significant bit ind i Time or Daylight Saving Time
fourth| element is an Unsigned8 data type S e (3) bits give the day of the
and itp lower five (5) bits giv : \The fifth element is an Unsigned
type gnd gives the months c ighed8 data type and gives the yea
valueg 0 ... 50 corres eq Q00 _to 2050, the values 51 ... 99 correspond
years|[1951 to 1999.

5.3.1.4.3 TimeO

CLASS:

ATTRIBUTES:

1 12

2 TimeOfDay

3 FIXED LENGTH

4.1 6

This data type-is posed of two elements of unsigned values and expresses the time

and the-date. The first element is an Unsigned32 data type and gives the time aft

ta type

r date
ute in
n hour
day in
. The
week
B data
r. The
to the

of day
br the

midnightih milliseconds. The second element is an Unsigned16 data type and gives th

e date

counting the days from 1984-01-01.

5.3.1.4.4 TimeOfDay with date indication

This data type is the same as the TimeOfDay data type defined above.

5.3.1.4.5 TimeOfDay without date indication

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 52

2 Data type Name = TimeOfDay without date indication

FIXED LENGTH
4

3 Format
4.1 Octet Length
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This data type is composed of one element of an unsigned value and expresses the time of
day without date indication. The element is an Unsigned32 data type and gives the time after
the midnight in milliseconds.

5.3.1.4.6 TimeDifference

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 13

2 Data type Name = TimeDifference

3 Format = FIXED LENGTH

4.1 Octet Cength = 4o0oro

This data type is composed of two elements of unsigned values that express the

time.
day in
the dif

he first element is an Unsigned32 data type that provides the *
milliseconds. The optional second element is an Unsigned
ference in days.

5.3.1.

CLASS:

ATTRI
1

2

3

4.1

This d
time.

differe

.7 TimeDifference with date indication

Data type

UTES:
Data type Numeric Identifier
Data type Name
Format
Octet Length

ata type is composed of two eley

nce in
bf one
bvides

nce in
bf one
s the

5.3.1.4.8 TimeDiffere

CLASS:

ATTRIBUTES:

1

2 = TimeDifference without date indication

3 = FIXED LENGTH

4.1 = 4

This data ed of one element of an unsigned value that express the diffgrence
in timg. The &lement\is an Unsigned32 data type that provides the fractional portion ¢f one
day in| milliseconds

5.3.1.5Enumerated types

5.3.1.5.1 PERSISTDEF
CLASS: Data type

ATTRI
1

2

3

4.1

BUTES:
Data type Numeric Identifier = 2050
Data type Name = PERSISTDEF
Format = FIXED LENGTH
Octet Length = 2

The allowed values are shown in Table 3.
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Table 3 — PERSISTDEF

Value

CBAVolatile

CBAPendingPersistent

CBAPersistent

5.3.1.5.2 VARTYPE

CLASS: Data type

ATTRIBUTES:

1 Data type NUmMeric fdentifier = 2051

2 Data type Name = VARTYPE

3 Format = FIXED LENGTH

4.1 Octet Length = 2

The VIARTYPE specifies the data type that governs the interpretation\of

valueq

are shown in Table 4.

Table 4 - VARTYPE

Value

L

VT_EMPTY
VT_NULL
VT_BOOL
VT_I1

VT 12

VT 14
VT_UI1
VT_UI2
VT_Ul4
VT_R4
VT_R8
VT_DATE
VT_BSTFQ

VT_ERROR

VT SAFEARRAY_DATE

HRESULT

SAFEARRAY (VARIANT_BOOL)
SAFEARRAY (char)
SAFEARRAY (short)
SAFEARRAY (long)
SAFEARRAY (unsigned char)
SAFEARRAY (unsigned short)
SAFEARRAY (unsigned long)
SAFEARRAY (float)
SAFEARRAY (double)
SAFEARRAY (date)

MT _SAEEARRAY _BSTR

VT_SAFEARRAY_ERROR
VT_USERDEFINED
VT_DISPATCH
VT_UNKNOWN

SAEEARPRAY {DQTD)

SAFEARRAY (HRESULT)

userdefined struct

Interface Pointer to an Dispatch interface
Interface Pointer to an Unknown interface

NOTE All defined structured data types should use the value VT_USERDEFINED.

5.3.1.5.3 ITEMQUALITYDEF

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier =
2 Data type Name =
3 Format =
4.1 Octet Length =

2052
ITEMQUALITYDEF
FIXED LENGTH

1

lowed
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This data type contains the status information of the related data. It consists of three portions:
Quality, Substatus and Limits. There are four states of quality (Bad - the value is not useful;
Uncertain - the quality of the value is less than normal, but the value may still be useful; Good
(Non Cascade) - the quality of the value is good, possible alarm conditions may be indicated
by the substatus; Good (Cascade) - the value may be used in control), a set of sub-status

values for each quality, and four states of the limits (OK - the value is free to move;

low

limited (LL) - the value has acceded its low limits, high limited (HL) - the value has acceded
its high limits; constant (C) - the value cannot move, no matter what the process does). The
allowed values are shown in Table 5.

Table 5 -

ITEMQUALITYDEF

\

Qualigy

Lal
varte

D H
DeSTHPTOM

Bad

BadNonSpecific

There is no specific reason why the value is bad. Used|for
propagation.

BadNonSpecificLL and low limited AN\
BadNonSpecificHL and high limited S\ >
BadNonSpecificC and constant

BadConfigurationError

[

producer can dete

BadConfigurationErrorLL

Set if the value is not useful be(?aerwt ere\/of?ne othler
problem with the bl{ih@end& t a specific
N

and low limit

BadConfigurationErrorHL

and high linfited ~ D

BadConfigurationErrorC

and cops\ah\t ) /

BadNotConnected Seﬁis{éput if reéu\DedPtc?e connected and is not
cofnected(

BadNotConnectedLL and low limigd \_/

BadNotConnectedHL and high\{miteq_

BadNotConnectedC ramkcorﬁ{a\ >

BadDeviceFailure

et iNhe s}x{rbe/of the value is affected by a device failure.

BadDeviceFaiIureLi\ (

and'to limjtéd

BadDeviceFaiIu!’NQL N

and_high limited

BadDeviceFaiqureC

eh\q constant

BadSe@lur{ <

Set if the device can determine this condition. The limits
efine which direction has been exceeded.

BadSensorF(Iur@kk

and low limited

BadSens@'F\a\N@HL

N
AN
<

N

-

and high limited

BadS/eQSO\Eaih\re\G\

and constant

S e

Set if this value had been set by communication, which|{has
now failed.

<

BadbaStKnQwnValuelL

and low limited

BadLastknowpValueHL

and high limited

Badlas nownyalueC

and constant

BadORPCmFilure

Set if there has never been any communication with this value
since it was last Out of Service.

BadORPCmEaijlurel |

and low limited

BadORPCmFailureHL

and high limited

BadORPCmFailureC

and constant

BadOutOfService

The value is not reliable because the block is not being
evaluated, and may be under construction by a configuration
tool. It is set if the block mode is O/S.

BadOutOfServicelLL

and low limited

BadOutOfServiceHL

and high limited

BadOutOfServiceC

and constant

Uncertain

UncertainNonSpecific

There is no specific reason why the value is uncertain. Used
for propagation.

UncertainNonSpecificLL

and low limited

UncertainNonSpecificHL

and high limited

UncertainNonSpecificC

and constant

UncertainLastUsableValue

Whatever was writing this value has stopped doing so. This is
used for fail safe handling.
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Quality

Value

Description

UncertainLastUsableValuelL

and low limited

UncertainLastUsableValueHL

and high limited

UncertainLastUsableValueC

and constant

UncertainSubstituteSet

Predefined value is used instead of the calculated one. This is
used for fail safe handling.

UncertainSubstituteSetLL

and low limited

UncertainSubstituteSetHL

and high limited

UncertainSubstituteSetC

and constant

UncertainlnitialValue

Value of volatile parameters during and after the reset of the
device or a parameter.

UncertainlnitialValueLL

and low limited

UncertainlnitialValueHL

and high limited

UncertainlnitialValueC

and constant

RENaN

UncertainSensorNotAccurate

ity define
dexice can

e li

UncertainSensorNotAccurateLL

Set if the value is at one of thg’s r limits,

which direction has been excerde

determine that the senso r

degraded analyzer), in which c nojimits\are
NEY

and low limited N \

UncertainSensorNotAccurateHL

and high limited ¢\ >

UncertainSensorNotAccurateC

UncertainEngineeringUnitsExceeded

and constan)/ N \
r

UncertainEngineeringUnitsExceed{dLL

Set if the value {fey outside C)\Mh%vz}uge of values defined for
this pa ter. limmits"define which direction has bgen
excegded. R

i ‘\/

U

UncertainEngineeringUnitsExceedeakQ_

UncertainEngineeringUnitsExceednge'A

UncertainSubNormal

if adwalue deriyed from multiple values has less thap the
equiged n of Good sources.
and|

UncertainSubNormﬁLL / \ 0 Ii\mit d
UncertainSubNgemalMl, N and high Jifnited
UncertainSubNt#’rrrNC)\ \ tghtmétant

Sedif there is some inconsistency regarding the
rameterization or configuration, depending on what g
specific producer can detect.

Uncertai nfig\{tiiEr r \
i r

and low limited

Uncertain%&gurﬁ(@n&oﬂl\/\

and high limited

UnceftainCenfigurationErrqrC

and constant

Unc\e{tainW&Q/aw Set when the process value is written by the operator while
e the block is in manual mode.

UnceraipSighulatedValuel L and low limited

UntegtainSimylatedValueHL and high limited

Uncerteﬁhﬂmu})tedValueC and constant

UntertainSensorCalibration Set during the active calibration process together with {he

current measured value.

UncertaimSensorCatibrationtt

and-tow tmited

UncertainSensorCalibrationHL

and high limited

UncertainSensorCalibrationC

and constant

Good

Non
Cascade

GoodNonCascOk

No error or special condition is associated with this value.

GoodNonCascOkC

and constant

GoodNonCascActiveUpdateEvent

Set if the value is good and the block has an active Update
Event.

GoodNonCascActiveUpdateEventLL

and low limited

GoodNonCascActiveUpdateEventHL

and high limited

GoodNonCascActiveUpdateEventC

and constant

GoodNonCascActiveAdvisoryAlarm

Set if the value is good and the block has an active Alarm with
a priority less than 8.

GoodNonCascActiveAdvisoryAlarmLL

and low limited

GoodNonCascActiveAdvisoryAlarmHL

and high limited

GoodNonCascActiveAdvisoryAlarmC

and constant
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Quality Value Description
GoodNonCascActiveCriticalAlarm Set if the value is good and the block has an active Alarm with
a priority greater than or equal to 8.
GoodNonCascActiveCriticalAlarmLL and low limited
GoodNonCascActiveCriticalAlarmHL and high limited
GoodNonCascActiveCriticalAlarmC and constant
GoodNonCascUnackUpdateEvent Set if the value is good and the block has an unacknowledged
Update Event.
GoodNonCascUnackUpdateEventLL and low limited
GoodNonCascUnackUpdateEventHL and high limited
GoodNonCascUnackUpdateEventC and constant
GoodNonCascUnackAdvisoryAlarm Set If the value is good and the block h n unacknowledged
Alarm with a priority less than 8. /3&&
GoodNonCascUnackAdvisoryAlarmLL and low limited /\\ A~
GoodNonCascUnackAdvisoryAlarmHL [and high limited \
GoodNonCascUnackAdvisoryAlarmC and constant
GoodNonCascUnackCriticalAlarm Set if the value is good g({\m%zk}vxgck\ﬂowledged
Alarm with a priority greater tha
GoodNonCascUnackCriticalAlarmLL and low limited
GoodNonCascUnackCriticalAlarmHL and high limited
GoodNonCascUnackCriticalAlarmC and constary/ \
GoodNonCasclnitialFailSafe This valuegi f@ blowwns following outpyt block
(e.9. AONIO\gQ aihSafe
GoodNonCasclnitialFailSafeLL and oy limited / D)
GoodNonCasclnitialFailSafeHL ™\ Jandigh limited\\
GoodNonCasclnitialFailSafeC l arﬁi\cé\stan\ N
GoodNonCascMaintenanceRequire The deyies works still without failure but service suppoft will
ecessary soop. This may be detected e.g. by a
%mof a value of pH meter.
GoodNonCascMain(gnar}s.gﬁ@quir&ig_\ andlolv I'@i}%d
GoodNonCasclV[s(nteNceﬁeq‘w.@dH ‘ang high)imited
GoodNonCascMair}teyraQ}e\Reqh'krebQ d constant
Good GoodC@/d\ B ) Ngkerror or special condition is associated with this valte.
Cascad GoodCas and constant
GoodCascl (\é@)\*k\nw The value is an initialized value from a source (cascadg input,
/]\ remote-cascade in, and remote-output in parameters).
GoodCaanm @a{onh@{(no and low limited
GoqﬁCM\t\lal\z\an&(\ckhgwmdgeHL and high limited
&\o ascln\fi%sllzé\onA\okﬁowledgeC and constant
<Go<ﬁ%WRequest The value is an initialization value for a source (back
calculation input parameter), because the lower loop is|broken
or the mode is wrong.
GoodCas\d@i/afhzationRequestLL and low limited
GoodCasclnitializationRequestHL and high limited
GoodCasclnitializationRequestC and constant

GoodCascNotlnvited

The value is from a block which does not have a target mode
that would use this input. This covers all cases other than Fail
Safe Active, Local Override, and Not Selected. The target
mode can be the next permitted mode of higher priority in the
case of shedding a supervisory computer.

GoodCascNotlnvitedLL

and low limited

GoodCascNotlnvitedHL

and high limited

GoodCascNotlnvitedC

and constant

GoodCascDoNotSelect

The value is from a block which shall not be selected, due to
conditions in or above the block.

GoodCascDoNotSelectLL

and low limited

GoodCascDoNotSelectHL

and high limited

GoodCascDoNotSelectC

and constant

GoodCasclLocalOverride

The value is from a block that has been locked out by a local
key switch or is a Complex AO/DO with interlock logic active.

The failure of normal control shall be propagated to a PID
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Quality Value
block for alarm and display purposes. This also implies Not
Invited.
GoodCascLocalOverrideLL and low limited
GoodCasclLocalOverrideHL and high limited
GoodCascLocalOverrideC and constant

GoodCasclnitiateFailSafe

The value is from a block that wants its downstream output
block (e.g. AO) to go to Fail Safe. This is determined by a
block option to initiate Fail Safe if the status of the primary
input and/or cascade input goes Bad.

GoodCasclnitiateFailSafelLL and low limited
GoodCasclnitiateFailSafeHL and high limited
GoodCasclnitiateFailSafeC and constant /\
5.3.1.p.4 STATEDEF
CLASS$: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 2053
2 Data type Name = STATEDEF
3 Format = FIXED LENGTH
4.1 Octet Length = 2
The allowed values are shown in Table
Table TATEDEF
/ VaI\:{
CBANonExis\ent Q \ /
TN O D
~—"
5.3.1.5.5 GROUP
CLASL:
ATTRI
1 2054
2 GROUPERRORDEF
3 FIXED LENGTH
4.1 2
The allowed values are shown in Table 7.
Table 7 — GROUPERRORDEF
Value
CBANonAccessible
CBAOkay
CBAProblem
CBAUnknown

5.3.1.5.6 ACCESSRIGHTSDEF
CLASS: Data type

ATTRIBUTES:
1 Data type Numeric Identifier = 2055
2 Data type Name = ACCESSRIGHTSDEF
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FIXED LENGTH
= 2

The allowed values are shown in Table 8.

Table 8 - ACCESSRIGHTSDEF

Value
CBANoAccess
CBAReadAccess
CBAWTriteAccess
CBAFullAccess
5.3.1.6 Handle types
5.3.1.6.1 HRESULT
CLASL: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 2056
2 Data type Name = HRESULT
3 Format = FIXED LENGT,
4.1 Octet Length = 4
The allowed values are shown in Tabl LT values may be extended by
user gpecific values. If necessary the codh ngd’ in this standard should be
applied. In particular, the severity code tq indh Qr erfor shall be used.
Table 8- H
Value /\ /‘ Description
CBA_HE ACCESSBLOCKE?\ Acc W\fhlocked because a constant is currently
newl to
CBA_K_CAPACITYE CEE&ENS que§>exceeds the resources according to the machines
capaci
CBA_E._COUNTEXBE/E();Q\ he %quest exceeds the resources according to their count.
CBA_E_CRDATALENGTH [Lhe.lerfgth of the requested data for this CR is invalid for RT.
CBA_KE_DEFECT /\ Ha)dware defect detected, replacement needed.
CBA_E._DISCONNE JR G Fhe request exceeds the resources and there is a Disconnect ruhning
which will free some resources later.
CBA_KE FLAGU{\ISUPWTE@ One of the flags used are not supported in this implementation.
CBA_K UNSU PORTED The number of RT frames transferred between two ACCOs at thg
same QoS is restricted by the implementation.
CBA_K_INUS The destination specified in the item identifier is already connecfed to
some other provider.
CBA_E._INVALIDCON\N‘E'éTION It is not allowed to specify a connection from an identifier to itself.
CBA_KE .INVALIDCOOKIE The Cookie value is not valid.
CBA_E—HAHBENAEDE Fre-enummeratonveataetstrvate-

CBA_E_INVALIDEPSILON

The Epsilon type or value is not valid.

CBA_E_INVALIDID

The ConsumerlID or ProviderID is not valid.

CBA_E_INVALIDSUBSTITUTE

The Substitute type or value is not valid.

CBA_E_ITEMTOOLARGE

The size of the item exceeds the upper limit for RT.

CBA_E_LIMITVIOLATION

The data exceeds limits of the corresponding data type.

CBA_E_LINKFAILURE

The network cards current link status is unsuitable for this protocol.

CBA_E_LOCATIONCHANGED

The location of the restored connection differs from the location of the
saved one.

CBA_E_MALFORMED

The identifier is malformed (too long, unallowed characters, no
separation characters, syntactically invalid)

CBA_E_MODECHANGE

The consumer tried to change the data transfer mode from push
(OnData-Changed) to pull (GetConnectionData) or vice versa.

CBA_E_NONACCESSIBLE

The item is not accessible.

CBA_E_NOTAPPLICABLE

The operation is currently not applicable.
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Value

Description

CBA_E_NOTROUTABLE

Routing is forbidden for this protocol and the remote station can
reached via one of the local subnets.

't be

CBA_E_OUTOFACCOPAIRS

The request exceeds the resources according to the ACCOPairs.

CBA_E_OUTOFPARTNERACCOS

The request exceeds the resources according to the partner ACCOs.

CBA_E_PERSISTRUNNING

configuration data base (try again in a few seconds).

While the Save service is running, no changes are allowed to the

CBA_E_QCNOTAPPLICABLE

The quality code is not applicable for this operation.

CBA_E_QOSTYPENOTAPPLICABLE

The QoS type is not applicable for this operation.

CBA_E_QOSTYPEUNSUPPORTED

The QoS type is unsupported.

CBA_E_QOSVALUEUNSUPPORTED

The QoS value is unsupported.

fe
e\umbﬁ?ﬁq é‘%@ accepted by the method or property.

CBA_E_SIZEEXCEEDED The request exceeds the resources according to their size
CBA_K_STATIONFAILURE The remote station failed regarding the data tramsfern
CBA_E_SUBELEMENTMISMATCH The sub element access list does not match)k@ item ty}q.
CBA_E_TIMEVALUEUNSUPPORTED The time value is unsupported.
CBA_§_TYPEMISMATCH The type specified does not match the g&pé\‘fsg type!
CBA_KE_UNKNOWNMEMBER The member specified in the item |qp\nt|ﬁQr |s\nat\5nom
CBA_E_UNKNOWNOBJECT The object specified in the item idéntifieriS\nobknown.
CBA_$_ESTABLISHING The connection is not yet establishad. _ A\l
CBA_$_FRAMEEMPTY RT Frame is empty, i.e. cardes noeornestians.  \
CBA_$_NOCONNECTION There is no connection/ﬁme\p@vi\dkr t(NhE\'ipécific consumer.
CBA_$_NOCONNECTIONDATA Connection data is cyfrently notyedeived. \
CBA_$_PERSISTPENDING The value requested|is clirréntly~aof persistefit.
CBA_$_VALUEBUFFERED The alue Mly ﬁﬂ/rg éé}r)aas ;2 immediate effect on the

s ingtat
CBA_$_VALUEUNCERTAIN It |s\4{;1;met\§the value is)valid, since the device is curfently

in sta

DISP_E_BADINDEX Invatid index.
DISP_E_BADPARAMCOUNT pr vided to DISPPARAMS is different filom

DISP_E_BADVARTYPE

NI

r%\\(he é‘gu)me\qty?s not a valid variant type.

DISP_E_EXCEPTION N

l%\ibfx\?tlon negds to raise an exception. In this case, the str
ed-i

nfo shall be filled in.

lcture

DISP_|

E_MEMBERWO%ID >

uested member does not exist, or the call to Invoke tried
he aIu ofa read-only property.

to set

DISP_E_NONAMEDARG

is implementation of the Dispatch interface does not support 1

(ag nts

amed

DISP_E_OVERFLOW’A\

On} of the arguments could not be coerced to the specified type

DISP_E_PARAMNOTEO lome of the parameter DISPIDs does not correspond to a paramefer on
the method. In this case, puArgErr shall be set to the argument ip
which the error was detected.

DISP_E_PARAMNOTRQPTIONAL A required parameter was omitted.

DISP_|

E_W\A@AR\)

One or more of the arguments could not be coerced. The index {
rgvarg of the first parameter with the incorrect type is returned irj
puArgErr parameter.

ithin
the

DISP_E_UNKNOWNINTERFACE

The interface identifier passed in riid is not [ID_NULL.

DISP_E_{UNKNOWNLCID Unknown language.
D|SP_ _||NKNﬁ\I\INNA|\M: IUnknown name
E_FAIL Unspecified error.

E_INVALIDARG

One ore more arguments are invalid.

E_NOINTERFACE

No such interface supported.

E_NOTIMPL

The service is not implemented.

E_OUTOFMEMORY

Insufficient memory to complete the call.

RPC_E_INVALID_OBJECT

The requested object does not exist.

RPC_E_INVALID_OID

The specified object was not found or recognized.

RPC_E_INVALID_OXID

The object exporter was not found.

RPC_E_INVALID_SET

The object exporter set was not found.

RPC_E_VERSION_MISMATCH

The ORPC version on the client and server machine does not match.

RPC_S_PROCNUM_OUT_OF_RANGE

The procedure number is out of range.

S_FALSE

Success but with additional results,
false".

"function worked and the result is

S_OK

Success, "everything worked".

TYPE_E_ELEMENTNOTFOUND

Element not found.
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5.3.1.7 Numeric types
5.3.1.7.1 Floating point types
5.3.1.7.1.1 float

This data type is the same as Float32.

5.3.1.7.1.2 Float32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 8

2 Data type Name = Float32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This type has a length of four octets. The format for float3
single| precision.

5.3.1.7.1.3 double

This data type is the same as Float64.

5.3.1.7.1.4 Float64

CLASS$:

ATTRIBUTES:

1 Data type Numeg
2 Data type Name
3 Format

4.1 Octet @h
This type has a | y
doublé precision.

5.3.1.7.2 Fi

5.3.1.7.2

CLASS:
ATTRI

1 Pata type\Ndmeric Identifier = 121

2 Data type Name = E2

3 Format =—FXEDHENGTH
4.1 Octet Length = 2

59 as

59 as

This data type is a signed linear fixed-point value with a length of two octets having a sign-bit,
eigth binary places before the decimal point and seven binary places after it. The octets are

coded according to Table 10.

Table 10 — E2 octets

Bit 8 7 6 5 4 3 2 1

Octet1 | SN | 27 2° 2° 2* 2° 2? 2!
sign Integer

Octet2 | 2° 2" [ 2% [ 2% [ 2f | 2° [ 2° | 27
'Stee;: Fraction



https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 53 -

The value range of E2 is shown in Table 11.

Table 11 — E2 value range

Range of values Resolution
-256+27 — 256-27 27 =0,007 812 5

5.3.1.7.2.2 Unipolar2.16

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric |dentifier = 125

2 Data type Name = Unipolar2.16

3 Format = FIXED LENGTH

4.1 Octet Length = 2

This data type is an unsigned linear fixed-point value with two octets\ha\ing
beforg the decimal point and fourteen binary places after it. The’octets\ar
Table|12.

Table 12 - Unipolar2.1}o&

Bit 8 | 7 | 6 | 5 |[/a N[ 1)

Octet 1 2' 2° 27 | A\ 2D /2 e | 2
integer A X Fr t|o(1 \ >

octetz | 27 [ A | w7 § 2% { 270 2™ ¢ [ o™

N

racﬁqn

The dpta type expresses a value |n percen
is defijned in IEC 61375, ig’show

lar2.16 value range

able
b \B\Qe Na\\@s B Resolution
Q 0 %< i N400-%*)% 27'%=0,006 1%
N

5.3.1..3 Integet tyy
5.3.1.7.3.1

‘sw value range of Unipolar2.16,
1

blaces
ing to

which

This data type is il as Integer8.

5.3.1.7.3.2 Inte

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 2

2 Data type Name = Integer8

3 Format = FIXED LENGTH

4.1 Octet Length 1

This integer type is a two’s complement binary number with a length of one octet.

5.3.1.7.3.3 short
This data type is the same as Integer16.

5.3.1.7.3.4 Integer16

CLASS: Data type
ATTRIBUTES:
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1 Data type Numeric Identifier = 3

2 Data type Name = Integer16

3 Format = FIXED LENGTH
4.1 Octet Length = 2

This integer type is a two’s complement binary number with a length of two octets.

5.3.1.7.3.5 long

This data type is the same as Integer32.

r32
Data type

1 Data type Numeric Identifier = 4
2 Data type Name = Integer32
3 Format = FIXED LENGTH
4.1 Octet Length = 4
This ipteger type is a two’'s complement binary number wi
5.3.1.7.3.7 Integer64
CLASS:
ATTRIBUTES:
1 Data type Numeric Identifier
2 Data type Name
3 Format
4.1 Octet Length
This integer type is a tiwQ’s Cx } number with a length of eight octets.
5.3.1.7.3.8 Non@z
CLASS: ype
ATTRIBUTES:
1 113
2 N2
3 FIXED LENGTH
4.1 2
This ipteger i e same as Integer16, i.e. a two’s complement binary number with a
length of twooctets; fowever having a special interpretation.
The vialue prn\/idae alinear normalized value such that the infngnr value 24 (i e_16 384)

equates to 100 %. The value is thus interpreted according to the following equation:
Normalized Value N2 (in %) = Value / 16 384 (1)

The data type offers thus a resolution of 0,006 1 % (= 1 / 16 384). The N2 value range is
shown in Table 14.
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Table 14 — N2 value range

Value Meaning
-32 768 -200 %
-32 767 .. -1 -199,993 896 484 375 % .. -0,006 1 %
-16 384 -100 %
0 0%
16 384 100 %
1..32766 0,006 1 % .. 199,987 792 968 75 %
32 767 199,993 896 484 375 %

5.3.1.7.3.9 Normalized value N4

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 114

2 Data type Name = N4

3 Format = FIXED LENGTH

4.1 Octet Length = 4

This ipteger type is the same as Integer32, i.e. vith a
lengtH of four octets; however having a special int j

The Yalue provides a ~ (i.e.
1 073{741 824) equates to 100 %. The“yalus_is i owing
equation:

Normalized Value (2)
The data type offers th 824).

— N4 value range

The N4 value ranﬁ is'shown
/\ Ta
AN

alue Meaning
\ 22447483 646 -200 %
< L\t 023 744 824 -100 %
N o 2147 4834647 -1 approx. -199,999 999 906 9 % .. -0,000 000 093 1 %
NIRRT 0 0%
S\ 02147 483 646 approx. 0,000 000 093 1 % .. 199,999 999 813 7 %
) 1073741824 100 %
2 147 483 647 approx. 199,999 999 906 9 %

5.3.1.7.3.10 Variable normalized X2

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 123

2 Data type Name = X2

3 Format = FIXED LENGTH

4.1 Octet Length = 2

This integer type is the same as Integer16, i.e. a two’s complement binary number with a
length of two octets; however having a special interpretation.

The value is interpreted as a linear normalized value (a value expressed as percentage). The
interpretation is similar to the data type N2, however the normalization to 100 % is variable
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and determined by an additional parameter “X” outside the scope of this data type, such that
the integer value 2% equates to 100 %.

NOTE 1 If the additional specified constant X equates to 14, the value range of X2 equates to that of the data
type N2.

The value is interpreted according to the following equation:
Normalized Value X2 (in %) = Value / 2% (3)

The data type offers thus a resolution of 1/ 2% % or else 2%, Lower and upper bound of the
value are computed according to the following equations:

| ower Bound X2 (in %) = -21°%) (4)
Upper Bound X2 (in %) = 2" — 27 (5)

The XR value range for selected values of “X” is shown in Table\16.

Table 16 — X2 value ran \

Parameter “X” Value Meahsing
-32768..32767 ~ \ | } / 20N o <29 - 27) %
e.g. X =10 -32768.. 32 7640\ / ()8200% <i<-3199,90 %
e.g. X =12 -32 768 .82 %67~ ([ -\ “-8p0’% <i<799,98 %
e.g. X =14 -32 768\ 326\ 200 % < i<199,99 %

NOTE 2 The value of this normalized valu to” the additional specified constant [X. The
associdted constant X is requir q ordepte-i Nternakvatue.

D
a

5.3.1.7.3.11 Variable

CLASL:
ATTRIBUTES:

1 Data t

124

2 X4

3 FIXED LENGTH

4.1 4

This ipteger t i as Integer32, i.e. a two’s complement binary number Wwith a

length ofNfour~egiets~howeyer having a special interpretation.

The vplue isxinterprefed a linear normalized value (a value expressed as percentage). The
interpfetation is similar to the data type N4, however the normalization to 100 % is vgriable
and dgetetmined by an additional parameter “X” outside the scope of this data type, sudh that
the intéger vatue 2 equates 1o 100 %.

NOTE 1 If the additional specified constant X equates to 30, the value range of X4 equates to that of the data
type N4.

The value is interpreted according to the following equation:
Normalized Value X4 (in %) = Value / 2* (6)

The data type offers thus a resolution of 1/ 2% % or else 2%, Lower and upper bound of the
value are computed according to the following equations:

Lower Bound X4 (in %) = -2®'™% (7)

Upper Bound X4 (in %) = 281 _ 2% (8)
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The X4 value range for selected values of “X” is shown in Table 16.

Table 17 — X4 value range

Parameter “X” Value Meaning
-2 147 483 648 .. 2 147 483 647 2010 0 <j < (2070 _27%) 9
e.g. X =26 -2 147 483 648 .. 2 147 483 647 -3200 % < i <-3200 %
e.g. X =28 -2 147 483 648 .. 2 147 483 647 -800 % < i < 800 %
e.g. X =30 -2 147 483 648 .. 2 147 483 647 -200 % < i < 200 %

NOTE 2 The value of this normalized value parameter refers to the additional specified constant X. The
associated_caonstant X is rnn'uirnri inorderto infnrlnrnf the internal value

5.3.1.Y.3.12 Fixed point value C4
CLASS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 122

2 Data type Name = C4

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This data type is the same as Integer32, i.e. a two’ umber with a |ength

of fouf octets; however having a special interpre

The vplue is interpreted a linear fixed\poi s i imal places according o the
follow|ng equation:

FFixed Point Value C4 (9)
The dpta type offers thys aNesolution of\Q)§ 1/ 10 000). The C4 value range is shown
in Tahle 18.
Meaning
\ 22 147 483 648 -214 748,3648
\ ~0 0,000
N 247 483 647 214 748,3647
-2\ 147 %83 648 — 2 147 483 647 value / 10 000

5.3.1.Y.4 Unsigned typés

5.3.1.Y.4.1 unsigned char

Th + % H o Ll i .0
IS did typUo 1o UTT odITiC do UTIoTyricuu.

5.3.1.7.4.2 Unsigned8

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 5

2 Data type Name = Unsigned8

3 Format = FIXED LENGTH

4.1 Octet Length = 1

This type is a binary number. The most significant bit of the most significant byte is always
used as the most significant bit of the binary number; no sign bit is included. This type has a
length of one octet.
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5.3.1.7.4.3 unsigned short

This data type is the same as Unsigned16.

5.3.1.7.4.4 Unsigned16

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 6

2 Data type Name = Unsigned16

3 Format = FIXED LENGTH
4.1 Ottettengtn = 2

type Has a length of two octets.

5.3.1.f.4.5 unsigned long

This data type is the same as Unsigned32.

5.3.1.f.4.6 Unsigned32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier

2 Data type Name

3 Format

4.1 Octet Length

This type is a binary nu
used as the most signifi
type Has a length of fo

5.3.1.7.4.7 Unsigned§

CLASL:
ATTRI

2 = Unsigned64
3 = FIXED LENGTH
4.1 = 8

This type jsva binacty’humber. The most significant bit of the most significant byte is g
used ps/the’ most significant bit of the binary number; no sign bit is included. This ung

type Has.a length of eight octets.

5.3.1.7.5 Time constant T2
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 118

2 Data type Name = T2

3 Format = FIXED LENGTH
4.1 Octet Length = 2

lways
igned

lways
igned

lways
igned

This integer type is the same as Unsigned16, i.e. a two’s complement binary number with a

length of two octets; however having a special interpretation.

The value provides a time value based on a defined sampling time “Ta” outside the scope of

this data type.
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The value is interpreted according to the following equation:
Time Value = Value * Ta (10)

The data type offers thus a resolution of “Ta”. The T2 value range is shown in Table 19. Note
that the value range is restricted; values outside the result provide a time value of “0”.

Table 19 — T2 value range

Value Meaning
0-32767 Value * Ta
NOTE | The value of this time parameter refers to the additional specified consté P ime Ta. The

associdted sampling time Ta is required in order to interpret the internal value.

5.3.1.f.6 Time constant T4
CLASS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier =

2 Data type Name =

3 Format =

4.1 Octet Length

This i with a

length

The v bpe of

The v

The d 20. In

contrs

Table 20 — T2 value range

Value Meaning

0 —4 294 967 295 Value * Ta

NOTE | Thesvalue of this time parameter refers to the additional specified constant sampling time Ta. The

14t aal Li '+ €I H H P | + H 3 it H e Y L l
associgtee-samphrgtmeTa-tsreguirecorderto-nterpretthe-nterra-valte-

5.3.1.7.7 Time constant D2
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 120

2 Data type Name = D2

3 Format = FIXED LENGTH
4.1 Octet Length = 2

This integer type is the same as Unsigned16, i.e. a two’s complement binary number with a
length of two octets; however having a special interpretation.

The value provides a time value based on a defined sampling time “Ta” outside the scope of
this data type.
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The value is interpreted according to the following equation:
Time value = Value x (Ta/ 16 384) (12)

The data type offers thus a fraction of the constant sampling time with a resolution of “Ta /
16 384”. The D2 value range is shown in Table 21. Note that the value range is restricted;
values outside the result provide a time value of “0”.

Table 21 — D2 value range

Value Meaning

al 32 767 \/alua-* (To /. 16.384)
\ 7

32768 — 65 535 0

NOTE | The value of this time parameter refers to the additional specified c a. The

associdted sampling time Ta is required in order to interpret the internal value.

5.3.1.Y.8 Time constant R2
CLASL: Data type

ATTRIBUTES:

1 Data type Numeric Identifier =
2 Data type Name =
3 Format

4.1 Octet Length

This ipteger type is the same as Unsigne '. LY i with a
length of two octets; however having a(speci i

The vplue provides a tim bpe of
this data type.
The v

(13)
The d lution
of “Ts range is shown in Table 21. Note that the value rapge is

restrid ésult provide a time value of “0”.

Table 22 — R2 value range

Value Meaning
0 16 384
1-—16 384] 16 384 * (Value / Ta)
16 385 — 65 535 16 384

NOTE The value of this time parameter refers to the additional specified constant sampling time Ta. The
associated sampling time Ta is required in order to interpret the internal value.

5.3.1.8 OctetString character types

5.3.1.8.1 UUID

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 1 025

2 Data type Name = UUID

3 Format = STRUCTURE
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5.1 Number of Fields = 4
5.2.1 Field Name = Data1t
5.2.2 Field Data type = unsigned long
5.2.3 Field Name = Data2
5.2.4 Field Data type = unsigned short
5.2.5 Field Name = Data3
5.2.6 Field Data type = unsigned short
5.2.7 Field Name = Data4
5.2.8.1 Format = ARRAY
5.2.8.4.1 Number of Array Elements = 8
528 ‘.2 Alldy E;CIIIUIIt Ddid typU - l.lllbiyllbuI bildl
This data type defines a 16 octet fixed length data type. The semantic is ed by\thg used
ORP({ model and beyond the scope of this standard.
This data type is structured as follows.
D4ta1
THis field contains the first eight hexadecimal digits of thg
D3ta2
THis field contains the first group of four hexadecim
D4ta3
This field contains the second group of four
D4ta4d
THis field contains an array of eight eleme i o0 elements specifiy th¢ third
group of four hexadecimal digits of . ing six elements specify the final
12 hexadecimal digits of the UUID.
Specifi iphe 3, shown in Table 23.
ralized peripherals
Description
UUID_NIL D&fault AR in a device
00000000-0000-000 00\@@\9\\
UUID_IO_Objectlps Identifies a special object instance within a physical device
DEA00000-6C97M1D -8 1-{x XyYyyzzZz} |in case there are more than one where
- XxXxx represents the instance or node number
- yyyy identify the Device ID as a vendor specific numbe
for the device class and
- zzzz represents the Vendor ID as a central administrative
number.
UUID_IO_DeVieelnterface Identifies the 10 device interface uniquely.
DE \00001-GMZH-OOAOZMZDF?D
UUID AO~Controllerinterface Identifies the 10 controller interface uniquely.
DEA00002-6C97-11D1-8271-00A02442DF7D
UUID_IO_Supervisorinterface Identifies the 10 supervisor interface uniquely.
DEA00003-6C97-11D1-8271-00A02442DF7D
UUID_IO_ParameterServerinterface Identifies the |0 parameter server interface uniquely.

DEA00004-6C97-11D1-8271-00A02442DF7D

Predefined values for distributed automation items are shown in Table 24.
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Table 24 — UUID for distributed automation

Value Description
UUID_NULL
UUID_lUnknown Identifies the IlUnknown interface uniquely.
UUID_IDispatch Identifies the IDispatch interface uniquely.
UUID_ICBAPhysicalDevice Identifies the ICBAPhysicalDevice interface uniquely.
UUID_ICBAPhysicalDevice2 Identifies the ICBAPhysicalDevice2 interface uniquely.
UUID_ICBABrowse Identifies the ICBABrowse interface uniquely.
UUID_ICBABrowse2 Identifies the ICBABrowse2 interface uniquely.
UUID_ICBAPersist Identifies the ICBAPersist interface uniquely.
UUID_ICBAPersist2 Identifies the ICBAPersist2 interface uniquely,
UUID_ICBALogicalDevice Identifies the ICBALogicalDevice interface){lﬁiquely.
UUID_ICBALogicalDevice2 Identifies the ICBALogicalDevice2 interf\%e D‘niquw.
UUID_ICBAState Identifies the ICBAState interface uniquely: A
UUID_ICBATime Identifies the ICBATime interface/u\niq\u\ely\
UUID_ICBAGroupError Identifies the ICBAGroupError iﬁterfa}e\bqiqh{ely. >
UUID_ICBAAccoMgt Identifies the ICBAAccoMgy/hterface ynigusly.\
UUID_ICBAAccoMgt2 Identifies the ICBAACCOMGt2 intetfage daiguely.
UUID_ICBAAccoServer Identifies the ICBAAGCoServer injerfate uniquefy.
UUID_ICBAAccoServer2 Identifies the ICBAAccgServerXinterfage uptiquely.
UUID_ICBAAccoServerSRT Identifies the rkC'RA\Q9>6§érv/e1(Stherface uniquely.
UUID_ICBAAccoCallback Idéntifies t@NCBAAccqLallbadk interface uniquely.
UUID_ICBAAccoCallback2 Idgntifies the ICBAAcEoSallback interface uniquely.
UUID_ICBAAccoSync Identifies the TGBAAsGOSynt-intérface uniquely.
UUID_ICBARTAuto Identifies the }GBARTAU{o interface uniquely.
UUID_ICBARTAuto2 Identifies the, JCBARTAWf02 interface uniquely.
UUID_ICBASystemProp@rtié\ / k{e}\t\ifieé\th)ICIéA%stemProperties interface uniquely.
UUID_PhysicalDeviFQ N A Ide}r('@?sgthe Ph)/sical device class uniquely.
UUID_LogicaIDevicle \ I}}Qntifi\eiﬁw\etl{gical Device class uniquely.
UUID_ACCQ/\ \ > ‘k{er}ﬁ,ﬁes)ne ACCO class uniquely.
UUID_RTAu .\ \_ Identifie€ the RT-Auto class uniquely.
UUID_SystemFS\'%uto \/\ entifies the System RT-Auto class uniquely.

5.3.1.9p Poi
5.3.1.9.1 inter

CLASL:

ATTRIBUTES:

1 Data type~NUmeric Identifier = 2057

2 Data type Name = Interface Pointer
3 Formmat = FIXEDTENGTH
4.1 Octet Length = 4

This data type defines a 4 octet fixed length data type.

5.3.1.9.2 LPWSTR
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2058

2 Data type Name = LPWSTR

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This data type defines a reference to a UnicodeString.
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5.3.1.10 Time types

5.3.1.10.1 NetworkTime
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 58

2 Data type Name = NetworkTime

3 Format = FIXED LENGTH
4.1 Octet Length = 8

This data type is based on the IETF RFC 1305 standard and composed of two unsigned

valuegthat express the network time refated to a particalar date (See rigur

RFC 1305 | |
1900-01-01  1984-01-01

The fifst element is an Unsigned32 data ty the network time in seconds|
i 728:16 (UTC) for time values les

1900-p1-01 T 00:00:00 (U

0x9DH T 90200:00 (UTC). The second element
Unsig actional portion of seconds in 1/2°% s. Rollover
136 y are to be maintained by the applicatio

Table

etworkTime values

\ Offset Value range Resolution
ctet Q4 0 — (2%-1) S

NQstet ) to 0 — (2%-1) 1/2% s
N\

\> Table 26 — NetworkTime octets

\Bi§7654321o

Octet V| 287 [2%° [22° [2% [2%7 [226 [2% [2* [Number of seconds
OCtet 2 223 222 221 220 219 218 217 216 S|nce 1900_01_01 i
D) 215 [ 014 [ a13 1 a12 [ a1l 1410 [ 59 Y Rollover after 136

since
5 than
is an
5 after
h (see

AATA AN Z z z < < = = years. Thus, next would
Octet4 |27 [2° [2° [2* [2° [2® [2' |2° |be 2036-02-07.

Octet 5 |2% | 2% |22° [2% |2%7 |2%° |2% |2** | Fractional portion of
Octet 6 |22 |22 | 277 |22 |27 [27® |27 |2® |seconds: 1/2%s

Octet 7 215 214 213 212 211 210 29 28
Octet8 |2" |2° [2° |2* |2° |22 |2' |2°

The least significant Bit of the fractional portion (2°) is device internally used to indicate a

synchronized or unsynchronized state of the clock time.

5.3.1.10.2 NetworkTimeDifference

CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 59
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2 Data type Name = NetworkTimeDifference
3 Format = FIXED LENGTH
4.1 Octet Length = 8

This data type is composed of an integer value and of an unsigned value that express the
difference in network time. The first element is an Integer32 data type that provides the
network time difference in seconds. The second element is an Unsigned32 data type that
provides the fractional portion of seconds in 1/2°? s.

5.3.1.11 VisibleString character types
NOTE intentionally blank

5.3.2 |String types

5.3.2. OctetString
CLAS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 10

2 Data type Name = OctetString
3 Format = STRING
4.1 Octet Length = 1ton

An OgtetString is an ordered sequence of octet
discugsion, octet 1 of the sequence jis_referpe
IEC 6[1158—-6—10 define the order of tfa i

a1 to~h. For the purpopes of
irst gctet. IEC 61158-6—3 and

5.3.2.p VisibleString
CLASS$: Data type

ATTRIBUTES:

1 Data type Nueric g

2 Data type Na

3 Form RING

4.1 Octet L t

This t International Reference Version string type without
the "d

5.3.2.

CLASS:

ATTRI

1 = 39

2 Data type Name = UNICODEString
3 Format = STRING

4.1 Octet Length = 1ton

This type is defined as the ISO/IEC 10646 string type.

The Unicode Standard is the universal character encoding standard used for representation of
text for computer processing. Versions of the Unicode Standard are fully compatible and
synchronized with the corresponding versions of International Standard ISO/IEC 10646. UTF-
8 is popular for HTML and similar protocols. UTF-8 is a way of transforming all Unicode
characters into a variable length encoding of octets (see Table 27 and Table 28).
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Table 27 — UNICODEString values

Numeric Data type name Value range Resolution Length
Identifier
39 UNICODEString 0 to 0xO010FFFF - Variable; one character encoded

into 1 up to 4 octets using UTF-8
encoding scheme (Table 28)

NOTE 1 The advantage of UTF-8 is its compatibility with the popular ASCII character set. Corresponding Unicode
characters transformed into UTF-8 can easily be processed by many existing software packages without extensive
software changes.

NOTE 2 The Unicode® Consortium is a registered trademark, and Unicode™ is a trademark of Unicode, Inc. The
Unicode logo is a trademark of Unicode, Inc., and may be registered in some jurisdictions.

Table 28 — UTF-8 character encoding scheme/\(\

U:Ii;rc::e UTF-8 Coding Remark <\ \\Pl&i%lies

0000 0000- OXXXXXXX In this plane (128 ¢ 2 128
0000 007F 8 corresponds t

remaining 7 Bit
the ASC)¥ charavtter.

0000 0080- 110XXXXX 10XXXXXX The first ocfet tontai 2" -2" 11940
0000 OfFF i 2" (2 0p8)
0000 0$00— 1110xxxx 10XXXXXX TOXXXXXX . 2% - 2163 488
0000 FFFF e first "0"  |[2"] [65 536]
i§ indicating

0001 0000- 11110xxX 10XXXXXX TOXXXXXX THXXXXXX ber of octets for the 220 1048 576
0010 FFFF pafticllar chasacter. Numbers in [2%] [2 0p7 152]
[0001 O0O0— Q ackets showing the
001F FFFF (\ th ticall ible ch ters.

1 /\ oretiCglly possible characters

5.3.3 |Structure types
5.3.3.1 ADDCO

CLASL: Data type

ATTRI

1 = 2059

2 = ADDCONNECTIONIN
3 = STRUCTURE
5.1 = 5

5.2.1 = Providerltem
5.2.2 = LPWSTR

5.2.3 Field Name = Consumerltem
5.2.4 Field Data type = LPWSTR

5.2.5 Field Name = Persistence
5.2.6 Field Data type = PERSISTDEF
5.2.7 Field Name = SubstituteValue
5.2.8 Field Data type = VARIANT

5.2.9 Field Name = Epsilon

5.2.10 Field Data type = VARIANT

This data type defines the ADDCONNECTIONIN data type.

This data type is structured as follows.

Providerltem
This field contains the name of the source data item.
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Consumerltem
This field contains the name of the sink data item.

Persistence

61158-5-10 © IEC:2010(E)

This field describes the required persistence of the connection information. The values

CBAVolatile and CBAPersistent are allowed.
SubstituteValue

This field contains the substitute value according the data type of the connection item.

Epsilon

This field specifies the hysteresis as absolute change of the value.

5.3.3.2 ADDCONNECTIONOUT

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2060

2 Data type Name = ADDCONNECTIONOUT
3 Format = STRUCTURE

5.1 Number of Fields = 3

5.2.1 Field Name = ConsumerlD

5.2.2 Field Data type = unsigned long

5.2.3 Field Name = Version

5.2.4 Field Data type unsigned

5.2.5 Field Name
5.2.6 Field Data type

This data type defines the ADDCONN

This data type is structured~as follows.

ConsumerlD
This field contains

Vearsion
THs field co t

ErforState

ic Identifier = 2061

itton of the connection.

2 Datatyp e = BSTR

3 Eormat = STRUCTURE
5.1 Number of Fields = 2

5.2.1 Field Name = ByteCount
5.2.2 Field Data type = unsigned long
5.2.3 Field Name = UnicodeString
5.2.4 Field Data type = UnicodeString

This data type defines an UnicodeString with preceding byte count value. The count contains
the number of octets, not UNICODE characters, in the string. This count does not include the

terminating zero character (2 octets).

5.3.3.4 CONNECTIN
CLASS: Data type

ATTRIBUTES:
1 Data type Numeric Identifier = 2062
2 Data type Name = CONNECTIN
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3

5.1
5.21
5.2.2
5.2.3
5.2.4
5.2.5
5.2.6
5.2.7
5.2.8

Format

Number of Fields

Field Name
Field Data type
Field Name
Field Data type
Field Name
Field Data type
Field Name
Field Data type

—67 —

STRUCTURE
4
Providerltem
LPWSTR
DataType
VARTYPE
Epsilon
VARIANT
ConsumerlD
unsigned long

This data type defines the CONNECTIN data type.

is field contains the name of the source data item.

taType
is field contains the type code for the data item.

nsumeriD
is field contains the identifier of the consu

5.3.3.p5 CONNECTIN2
CLAS Data type
ATTRIBUTES:

1 Data type Numerj
2 Data type Name

3 Format

5.1 Number Qf Fig ¢

5.2.1 Field @ widerltem
5.2.2 Field Data ,

5.2.3 i ypeDesclLen
5.2.4 unsigned char
5.2.5 pTypeDesc
5.2.6 unsigned long
5.2.7 Epsilon

5.2.8 VARIANT
529 ConsumerlD
5.2.10 Eield Data type = unsigned long

This data fypn defines the CONNECTIN2 data f\/pn

This data type is structured as follows.

Providerltem
This field contains the name of the source data item.

TypeDescLen
This field contains the length of the extended type description for the data item.

pTypeDesc
This field contains the reference to the extended type description for the data item. It is
built according to the rules described in 7.2.3.

Epsilon
This field contains the hysteresis as absolute change of the value.

ConsumeriD
This field contains the identifier of the consumer.
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5.3.3.6 CONNECTINCR
CLASS: Data type

ATTRIBUTES:
1 Data type Numeric Identifier = 2064
2 Data type Name = CONNECTINCR
3 Format = STRUCTURE
5.1 Number of Fields = 2
5.2.1 Field Name = ConsumerCRID
5.2.2 Field Data type = unsigned short
5.2.3 Field Name = ConsumerCRLength
5.2.4 Field Data type = unsigned short
This data type defines the CONNECTINCR data type.
This data type is structured as follows.
CgnsumerCRID
THhis field contains the frame ID of the CR.
CansumerCRLength
THis field contains the maximum length of the CR.
5.3.3.f CONNECTINSRT
CLAS Data type
ATTRIBUTES:
1 Data type Numeric Identifier
2 Data type Name
3 Format
5.1 Number of Fieldg
5.2.1 Field Name
5.2.2 Field Data typ
5.2.3 Field Name
5.2.4 i Y bosigned char
5.2.5 i pTypeDesc
5.2.6 unsigned long
5.2.7 ConsumerlD
5.2.8 unsigned long
5.2.9 Length
5.2.10 unsigned short
This d
This data type is structured as follows.
Previderitem

This field contains the name of the source data item.

TypeDesclLen
This field contains the length of the extended type description for the data item.

pTypeDesc
This field contains the reference to the extended type description for the data item. It is
built according to the rules described in 7.2.3.

ConsumeriD
This field contains the consumer ID.

Length
This field contains the marshalled length of the transfered data.

5.3.3.8 CONNECTOUT
CLASS: Data type
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ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

5.1 Number of Fields

5.2.1 Field Name

5.2.2 Field Data type

5.2.3 Field Name

5.2.4 Field Data type

— 69 —

2066
CONNECTOUT
STRUCTURE

2

ProviderID
unsigned long
ErrorState
HRESULT

This data type defines the CONNECTOUT data type.

This data type is structured as follows.

PrpovideriD

THis field contains the identifier of the provider.

ErforState

This field contains the error condition of the connection.

5.3.3 CONNECTOUTCR

CLAS Data type

ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.2.3 Field Name
5.2.4 Field Data type

This data type

de)::' es
This data type is strueture

ProviderCRID
Thiis field contai

Pqrtia

THhis fje
5.3.3.10
CLASS:
ATTRIBUTES:
1 Data type Numeric Identifier = 2068
2 Data type Name = DIAGCONSCONNOUT
3 Format = STRUCTURE
5.1 Number of Fields = 5
5.2.1 Field Name = State
5.2.2 Field Data type = VARIANT_BOOL
5.2.3 Field Name = Persistence
5.2.4 Field Data type = PERSISTDEF
5.2.5 Field Name = Version
5.2.6 Field Data type = unsigned short
5.2.7 Field Name = ErrorState
5.2.8 Field Data type = HRESULT
5.2.9 Field Name = PartialResult
5.2.10 Field Data type = HRESULT
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This data type defines the DIAGCONSCONNOUT data type.

This data type is structured as follows.
State

This field contains the state of the connection. The value TRUE indicates an active and

the value FALSE an inactive connection.

Persistence
This field describes the required persistence of the connection information.

Version
This field contains the version number of the connection.

ATTRIBUTES:

1 Data type Numeric Identifier = 2069

2 Data type Name = DISPPARAM
3 Format = STRUCT

5.1 Number of Fields

5.2.1 Field Name

5.2.2.1 Format
5.2.2.4.1 Number of Array Elements
5.2.2.4.2 Array Element Data\type
5.2.3 Field Name
5.2.4.1 Format

5.2.4.4.1 Number of Array Elen
5.2.4.4.2 Array *4%, ntData ty
5.2.5 Field Nanie

5.2.6 nsigned short

5.2.7 cNamedArgs

5.2.8 unsigned short

This d i PPARAMS data type used to contain the parameters pas
a serice

This d

rg
THisMfield contains the list of arguments.

sed to

rgdispidNamedArgs
This field contains the Dispatch IDs of named arguments.

cArgs
This field contains the number of arguments.

cNamedArgs
This field contains the number of named arguments.

5.3.3.12 EXCEPINFO
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2070

2 Data type Name = EXCEPINFO
3 Format = STRUCTURE
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5.1 Number of Fields =9

5.2.1 Field Name = wCode

5.2.2 Field Data type = unsigned short
5.2.3 Field Name = wReserved
5.2.4 Field Data type = unsigned short
5.2.5 Field Name = bstrSource
5.2.6 Field Data type = BSTR

5.2.7 Field Name = bstrDescription
5.2.8 Field Data type = BSTR

5.2.9 Field Name = bstrHelpFile
5.2.10 FretdDBatatype —BSTR

5.2.11 Field Name = dwHelpContext
5.2.12 Field Data type = unsigned long
5.2.13 Field Name = pvReserved
5.2.14 Field Data type = unsigned long
5.2.15 Field Name = pfnDeferredFillln
5.2.16 Field Data type = unsigned long
5.2.17 Field Name = scode

5.2.18 Field Data type = long

This data type defines the EXCEPINFO data type curred

durind the Invoke service.

This field contains an error code iden r than

tifyingathe
i Il b

dable name of the source of the excgption.
This field shall be filled in by the implementor|of the

uman-readable description of the error intended fpr the
available, use Null.

fully qualified drive, path, and file name of a Help file with more

THis<{field contains the Help context ID of the topic within the Help file. This field shall be
filledyn if and nnly ifthe hcfanlpFiln field is not Null

pvReserved
This field is reserved and shall be set to Null.

pfnDeferredFillin

This field contains the address of a function that takes an EXCEPINFO structure as an
argument and returns an HRESULT value. If deferred, fill-in is not desired, this field shall
be set to Null.

scode
This field contains a return value describing the error. Either this field or the wCode field
shall be filled in; the other shall be set to 0.

5.3.3.13 FILETIME

CLASS: Data type
ATTRIBUTES:
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1

2

3

5.1
5.2.1
5.2.2
5.2.3
524

Data type Numeric Identifier
Data type Name

Format

Number of Fields

Field Name
Field Data type
Field Name
Field Data type
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2071
FILETIME
STRUCTURE
2
LowDataTime
unsigned long
HighDataTime
unsigned long

61158-5-10 © IEC:2010(E)

This data type is a 64 bit time value representing the number of 100-nanosecond intervals

since 1601-01-01 00:00.

5.3.3.14 GETIDOUT

CLAS$: Data type
ATTRIBUTES:
1 Data type Numeric Identifier
2 Data type Name
3 Format
5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.2.3 Field Name
5.2.4 Field Data type
5.2.5 Field Name
5.2.6 Field Data type
5.2.7 Field Name
5.2.8 Field Data type
This data type defines
This data type is struc

Cansumerl

THis field contain

Stpte

THis fiel

th

ErforState
THis field contai

5.3.3.1I5,\GETCONNECTIONOUT

2072
GETIDOUT
STRUCTURE

unsigned
te

s’the error condition of the connection.

4
ConsumerID
unsigned Ig

QOOL

e and

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name
3 Format

5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.2.3 Field Name
5.2.4 Field Data type
5.2.5 Field Name
5.2.6 Field Data type
5.2.7 Field Name

2073
GETCONNECTIONOUT
STRUCTURE
11

Provider
LPWSTR
Providerltem
LPWSTR
Consumerltem
LPWSTR
SubstituteValue
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5.2.8 Field Data type =
5.2.9 Field Name =
5.2.10 Field Data type =
5.2.11 Field Name =
5.2.12 Field Data type =
5.2.13 Field Name =
5.2.14 Field Data type =
5.2.15 Field Name =
5.2.16 Field Data type =
5.2.17 Field Name =

73—

VARIANT
Epsilon
VARIANT
QoSType
unsigned short
QoSValue
unsigned short
State
VARIANT_BOOL
Persistence

5.2.18 FretdDatatype =
5.2.19 Field Name =
5.2.20 Field Data type =
5.2.21 Field Name =
5.2.22 Field Data type =

This data type defines the GETCONNECTIONOUT data type.

This data type is structured as follows.
Prpvider

THis field contains the name of the providers LDsg

Prpvideritem
Thiis field contains the name of th

Cgnsumerltem
THis field contains the name of the

SybstituteValue
THis field specifies the

Epsilon
THis field specifies

QoSType
THis field co p

QoSValue

ErrorState
This field contains the error condition of the connection.

5.3.3.16 GETCONSCONNOUT
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier =
2 Data type Name =
3 Format =
5.1 Number of Fields =
5.2.1 Field Name =
5.2.2 Field Data type =

5.2.3 Field Name =

PERSISTOEF
Version
unsigned short
ErrorState
HRESULT

2074

GETCONSCONNOUT

STRUCTURE
10

Provider
LPWSTR
Providerltem

e and

alues


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

—74 - 61158-5-10 © IEC:2010(E)

5.2.4 Field Data type = LPWSTR

5.2.5 Field Name = Consumerltem
5.2.6 Field Data type = LPWSTR

5.2.7 Field Name = SubstituteValue
5.2.8 Field Data type = VARIANT

5.2.9 Field Name = Epsilon

5.2.10 Field Data type = VARIANT
5.2.11 Field Name = QoSType
5.2.12 Field Data type = unsigned short
5.2.13 Field Name = QoSValue
5.2.14 FretdData type = unaiyllb'u' stort
5.2.15 Field Name = State

5.2.16 Field Data type = VARIANT_BOOL
5.2.17 Field Name = Persistence
5.2.18 Field Data type = PERSISTDEF
5.2.19 Field Name = PartialResult
5.2.20 Field Data type = HRESULT

This data type defines the GETCONSCONNOUT data type.

This data type is structured as follows.

Prpvider
THis field contains the name of the/provi

Prpviderltem
Thiis field contains the name of the

Cgnsumerltem
Thiis field contains the n

SybstituteValue
THis field specifies k sqrding the data type of the connection item.

Epsilon
THis field sps <

Q9¢SType
Thiis field confai

Qg¢SValue
Thiis field\con \ & 'qa

Sthte
THis
th

Parsistence

THis{field describes the required persistence of the connection information. The yalues
CBAVolatile and CBAPersistent are allowed

e and

PartialResult
This field contains the partial result.

5.3.3.17 GETPROVCONNOUT
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2075

2 Data type Name = GETPROVCONNOUT
3 Format = STRUCTURE

5.1 Number of Fields = 8

5.2.1 Field Name = Consumer

5.2.2 Field Data type = LPWSTR

523 Field Name = Providerltem
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5.2.4
5.2.5
5.2.6
5.2.7
5.2.8
5.2.9
5.2.10
5.2.11

Field Data type
Field Name
Field Data type
Field Name
Field Data type
Field Name
Field Data type
Field Name
Field Data type
Field Name

— 75—

LPWSTR
ConsumerlD
unsigned long
Epsilon
VARIANT
QoSType
unsigned short
QoSValue
unsigned short
State

This

SValue
is field contains

Thiis field co
L

the value FA

FretdBatatype
Field Name
Field Data type

nsumer
is field contains the name of the consumers LDev (F

viderltem
is field contains the name of the source data if

nsumeriD
is field specifies the consumer 1D.

silon
is field specifies the hysteresis as

ata type is structured as follows.

NLADLANLT 1
VANTANT_DUUL

PartialResult
HRESULT

of the value.

1 dmeric Identifier = 2076

2 Data type Name = MACAddr

3 Eormat = STRUCTURE
5.1 Number of Fields = 6

5.2.1 Field Name = BO

5.2.2 Field Data type = unsigned char
5.2.3 Field Name = B1

5.2.4 Field Data type = unsigned char
5.2.5 Field Name = B2

5.2.6 Field Data type = unsigned char
5.2.7 Field Name = B3

5.2.8 Field Data type = unsigned char
5.2.9 Field Name = B4

5.2.10 Field Data type = unsigned char
5.2.11 Field Name = B5

5.2.12 Field Data type = unsigned char

e and
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This data type defines a 6 byte Ethernet MAC address (highest byte first).

5.3.3.19 OctetString2+Unsigned8

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 103

2 Data type Name = OctetString2+Unsigned8
5 Format = STRUCTURE
5.1 Number of Fields = 2

5.2 List of Fields

5.2.1 Field Name = Value

5.2.2 Field Data type = Octet String(2)
5.2.3 Field Name = Status

5.2.4 Field Data type = Unsigned8

This data type defines the OctetString2+Unsigned8 and is coded ascoxdi
Table 29 — OctetString2+Unsigned

N
Bits 7|6|5|4/r\}\\z\[\\1\;¢\,

Octet 1 1. f{cteﬁ
Octet 2 (2\3@01)/ /\

Octet 3 2 | & N 2 (] 23U\\2_9/i\/2/1 | 2

This data type is structured as follows.

Vdlue
Thiis field contains the

Sthtus
THis field describes

5.3.3.

CLASS$:
ATTRI

1 101

2 = Float32+Unsigned8
5 = STRUCTURE

5.1 = 2

5.2

5.2.1 Field Name = Value

5.2.2 Field Data type = Float32

52.3 Eield Name = Status

5.2.4 Field Data type = Unsigned8

This data type defines the Float32+Unsigned8 and is coded according to Table 30.

SN: sign 0 = positive, 1 = negative
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Table 30 — Float32+Unsigned8 octets

Bits 7 e | s | a3 2]1]0
Octet 1 SN [ 2 [ 2° |EX220n|em2(“E)| 2° | 22 | 2
Octet 2 (;) T2 2.3Fr|a Ctzign (|F)2.5 T o
Octet 3 2 [ 2° [ 27 |F2r'??tirn2§r2)| 28 [ 2™ ] 2™
Octet 4 R Zf?ftionzfo) PR
Octet 5 27 2° 2° 2¢ 2° 22 2! 2°

This data type is structured as follows.

Vdlue
This field contains the value as Float32.

Stpatus
THis field describes the status of the value as a qualifier

5.3.3.p1 Unsigned8+Unsigned8

CLASS: Data type
ATTRIBUTES:

2 Data type Numeric Identifier
2 Data type Name

5 Format

5.1 Number of Fields

5.2 List of Fields

5.2.1 Field Name

5.2.2 Field Data ty

5.2.3 Field Name

5.2.4 Field

This data type de

G\

< Bi}\ \g 6 5 4 3 2 1 0
\\o\c\eet }\ | s | s | 2t | 22| 22 | 2t | 2
\ \Et\tz > o | s | s | 2t | 23| 22 | 2t | 2

This data type-is strugtured as follows.

Status
This field describes the status of the value as a qualifier.

5.3.3.22 READITEMOUT
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 2077

2 Data type Name = READITEMOUT
3 Format = STRUCTURE
5.1 Number of Fields = 4

5.2.1 Field Name = Value

5.2.2 Field Data type = VARIANT

5.2.3 Field Name = QualityCode
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5.2.4 Field Data type = ITEMQUALITYDEF
5.2.5 Field Name = TimeStamp
5.2.6 Field Data type = FILETIME
5.2.7 Field Name = ErrorState
5.2.8 Field Data type = HRESULT
This data type defines the READITEMOUT data type.
This data type is structured as follows.
Value

This field contains the value itself with the format according to the appropriate data type.

Hed to

Q
THis field contains the Quality code of the data value.
TimeStamp
THis field contains the time stamp of the value.
ErrorState
THis field contains the error condition of the connection.
5.3.3.23 SAFEARRAY
CLAS Data type
ATTRIBUTES:
1 Data type Numeric Identifier
2 Data type Name
3 Format
5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.2.3 Field Name
5.2.4 Field Data typ
This data type is/a\h
defing the SAF
CLASS:
ATTRI
1 ifier = 2079
2 = SAFEARRAY
3 = STRUCTURE
5.1 = 6
5.2.1 Field-Name = Dims
5.2.2 Field Data type = unsigned short
5.2.3 Field Name = Features
5.2.4 Field Data type = unsigned short
5.2.5 Field Name = Elements
5.2.6 Field Data type = unsigned long
5.2.7 Field Name = Locks
5.2.8 Field Data type = unsigned long
5.2.9 Field Name = Data Address
5.2.10 Field Data type = unsigned long
5.2.11 Field Name = Rgsabound
5.2.12.1 Format = ARRAY
5.2.12.4.1 Number of Array Elements = Dims
5.2.12.4.2 Array Element Data type = RGSABOUND

This data type expresses a one- or multi-dimensional array of a single data type. (However,
this single data type can be a VARIANT, allowing you arrays of mixed types.) The reason
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these arrays are called safe arrays is because they contain bounds information, allowing to
check the index or indices against the bounds before accessing the data in the array. The
lower bound of the array does not have to be zero, so the safe array has to store its lower
bound as well as the size. Finally, safe arrays allow locking (and unlocking) so it can be sure

the pointer to the data you get is valid.

This data type is structured as follows.
Dims
This field contains the dimension of the SAFEARRAY.

Features
This field contains flags for allocation type and data type of the SAFEARRAY.

Elements
This field contains the size of a single element of the SAFEARRAY.

Ldcks
Thiis field contains the lock counter of the SAFEARRAY.

D4gta Address
Thiis field contains the address of the actual data of the S

Rgsabound
THhis field contains an array with the information abou
the SAFEARRAY. Therefore, the number of array ele
of the safe array

5.3.3.24 VARIANT
CLASS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

5.1 Number of Fi

5.2.1 Field Nate

5.2.2 Field y

5.2.3 i e

5.2.4
5.2.5
5.2.6
5.2.7
5.2.8
5.2.9
5.2.10

unsigned short
Padding2
unsigned short
Padding3
unsigned short
Value

see Table 32

This data type expresses a VARIANT containing possible values of data types accordi

Table L32—TFhe—Tag-field——contains—the—numeric—identifier—of-the
type of the value. The overall size of the VARIANT is 16 octets.

egach dimens
ing to the dimgnsion

ion of
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Table 32 — Data Types for Value in a VARIANT

Data type
VARIANT_BOOL
char
short
long

unsigned char

unsigned short

unsigned long

float

double

date

Address of a BSTR
Address of a SAFEARRAY
Address of a userdefined struct
Interface Pointer

HRESULT

5.3.3.25 WRITEITEMIN
CLASS$: Data type
ATTRIBUTES:
1 Data type Numeric Identifier
2 Data type Name
3 Format
5.1 Number of Fields
5.2.1 Field Name
5.2.2 Field Data type
5.2.3 Field Name
5.2.4 Field Data typ®
This data type def;: es
This data type is ;

Itgm

THhis field contains

Value

THis figld \contaihs th¥ \ pe.
5.3.3.26
CLASS:
ATTRIBUTES:
1 Data type Numeric Identifier = 2082
2 Data type Name = WRITEITEMQCDIN
3 Format = STRUCTURE
5.1 Number of Fields = 3
5.2.1 Field Name = Writeltem
5.2.2 Field Data type = WRITEITEMIN
5.2.3 Field Name = QualityCode
5.2.4 Field Data type = ITEMQUALITYDEF
5.2.5 Field Name = TimeStamp
5.2.6 Field Data type = FILETIME

This data type defines the WRITEITEMQCDIN data type.

This data type is structured as follows.
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Writeltem
This field contains the name and value of the data item.

QualityCode
This field contains the Quality code of the data value.

TimeStamp
This field contains the time stamp of the value.

5.3.3.27 Unsigned16_S
CLASS: Data type

ATTRIBUTES:

1 Data type Numeric rdentiier = 104

2 Data type Name = Unsigned16_S
3 Format = FIXED LENGTH
4.1 Octet Length = 2

This data type is structured and coded according to Table 33 angd~lable 34.

Table 33 — Unsigned16_S o;/tet\s

Bits 7 6|5 |43 2l n] e

Octets 1 | 2 [ 22 [ 2 [ 2 | 2° 2*‘[\2\ g

Octets 2 | 2° | 2° 2? \ 2 ;{
Table34®s{ ed1§ l(kkeanln/&\}
St1 Sto Me ning
(bit1) | (bit0)
0 0 put channel\ \xzijue\?\ﬂ,s/afe value)
ve

annel: mulation

S I AN \prut chMl\\:eMd)v

PN N

input.cha gdod
! /‘\\’bqthpth\q N >reserved

5.3.3.28 Integer

CLASS:

ATTRL

1 Identifier = 105

2 = Integer16_S

3 Format = FIXED LENGTH
4.1 Octet Length = 2

This data type is structured and coded according to Table 35 and Table 36.

SN: sign 0 = positive, 1 = negative
Table 35 - Integer16_S octets

Bits 7 6 5 4 3 2 1 0

Octets 1 SN [ 22 | 2" | 20 | 2° | 28 | 27 28
Octets 2 28 | 24 | 22| 22 | 2" | 2° | st1 | sto
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Table 36 — Integer16_S meaning

St1 Sto Meaning
(bit1) | (bit0)
input channel: bad (value is fail-safe value)
0 0 .
output channel: reserved
input channel: simulation
0 1 .
output channel: reserved
input channel: uncertain
1 0 .
output channel: reserved
input channel: good
1 1 .
output channel: reserved

5.3.3.29 Unsigned8_S
CLAS$: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 106

2 Data type Name = Unsigned8_Status
3 Format = FIXED LENGTH
4.1 Octet Length = 1

This data type is structured and coded according to Table 37 and

Table 37 - Unsigp’e\{ c?ét\s
Bits 7 | o< 5\ 4 3( 2 )\a/
Octets 1 | 2° | 2 | & | % St0
Table 38& U@i‘gq\ﬂ\(s\;amng
st1 Sto
(bit1) | (bjt0) \(
(value is fall safe value)
%\hj\g eseyved

& inp tc nel: s\m/ulation
/\ /Qut reserved
& t CM uncertain

\skutp channgl: reserved
input chanrfel: good
Qutput.channel:  reserved

5.3.3.8

CLASS:

ATTRIBUTES:

1 Data type Numeric Identifier = 107

2 DatatypeName =—OctetStrimg—S
3 Format = STRING

4.1 Octet Length = N

This data type is structured and coded according to Table 39 and Table 40.
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Table 39 — OctetString_S octets

Bits bit7 bit6 bits bit4 bit3 bit2 bit1 bit0
Octet 1 ch(8) ch(7) ch(6) ch(5) ch(4) ch(3) ch(2) ch(1)
Octet m ch(n) ch(n-1) ch(n-2) ch(n-3) ch(n-4) ch(n-5) ch(n-6) ch(n-7)

Octet m+1 st1(4) st0(4) st1(3) st0(3) st1(2) st0(2) st1(1) st0(1)
Octet 3*m st1(n) stO(n) st1(n-1) stO(n-1) st1(n-2) stO(n-2) st1(n-3) stO(n-3)

ch(x) | value for channel x; st(x) status information for channel x; 1<x<n

Table 40 — OctetString_S status bits A Q\

st1 st0 Meaning

(bit1) | (bit0) /\ \

0 0 input channel: bad (value is fail-safe xalu \
output channel: reserved /\ \

0 1 input channel: simulation \ \\/

output channel: reserved

1 0 input channel: uncertain ( \)
output channel: reserved Q 2

1 1 input channel: goo% >\/ ( Q Q
output chanr(e{\(es Ve

5.3.3.31 F message trailer with 4 oc

CLASS$: Data type

ATTRIBUTES:

1 Data type NumericNden

2 Data type Na essage trailer with 4 octets
3 Forma@ D LENGTH

4.1 Octet L

This ¢
data t

s/control octet and 3 octets CRC parameters|. This
or output data up to 12 byte.

This d i ) oded according to Table 41.

7|6|5|4|3‘2‘1‘0

Status/Control octet

Octet 2 High-octet CRC
Octet 3 CRC
Octet 4 Low- octet CRC (least significant octet)

5.3.3.32 F message trailer with 5 octets

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 111

2 Data type Name = F message trailer with 5 octets
3 Format = FIXED LENGTH

4.1 Octet Length = 5

This data structure consists of the status/control octet and 4 octet CRC parameters. This data
type can be associated with input or output data up to 122 octets.
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This data type is structured and coded according to Table 42.

Table 42 — F message trailer with 5 octets

Bits 7 e |5 | a3 2]1]0
Octet 1 Status/Control octet
Octet 2 1. octet CRC (most significant octet)
Octet 3 2. octet CRC
Octet 4 3. octet CRC
Octet 5 4. octet CRC (least significant octet)

5.4 Data type ASE service specification

There|are no operational services defined for the type object.

6 Cagmmunication model for common services

6.1 Goncepts

The cpncepts of IEC/TR 61784—-1, Clause 9 comm¢ ements are-a
specifjcation defines common services, which g ‘
deceniralized periphery. Furthermore i

refinenents, or extensions to the refe

Qo

6.2 ASE data types

plied. This part

for \distributed automatio
ficat on defines the usa

of the
n and
he of,

The data types supporte copmon se a“subset of those defined in Clajyise 5.

They gre:

Boplean

BinaryDate
TinmeOfDay
TimeOfDay wi
TimeOfDay Wi

TinpeDiffere

TinpeDifferenge Witk _date
Float32
Float64
Int¢ger8

Integer16

Integer32

Integer64

Unsigned8

Unsigned16
Unsigned32
Unsigned64

UuID

NetworkTime
NetworkTimeDifference
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OctetString
VisibleString
6.3 ASEs
6.3.1 Discovery and basic configuration ASE
6.3.1.1 Overview
The discovery and basic configuration is a concept of reading and writing basic device

network configuration parameters and discovering devices by means of different filter criteria.
It uses IEEE 802.3 services.

6.3.1.2 DCP class specification
6.3.1.2.1 General

The DICP ASE defines one DCP object type.

6.3.1.2.2 Template

A DCP object is described by the following template:
ASE: DCP ASE

CLASS: DCP

CLASS$ ID: not used

PARENT CLASS: IEEE 802.1AB
ATTRIBUTES:

1 (m) Key A

2 (m)

2.1 (m)

2.2 )

221

222

2.2.3 andard Gateway

3. évice Properties

3.1 Device ID

3.2 Device Role Details

3.3 Device Vendor

3.4 List of Device Options

3.4.1 Attribute: Device Option

3.4.2 Attribute: Device Suboption

3.5 (m) Attribute: Name Of Station

3.6 (m) Attribute: Alias Name Of Station

3.7 (m) Attribute: Device Initiative

4 (o) Attribute: DHCP

4.1 (m) Attribute: Host Name

4.2 (m) Attribute: Vendor Specific Information
4.3 (m) Attribute: Server ldentifier

4.4 (m) Attribute: Parameter Request List

4.5 (m) Attribute: Class ldentifier

4.6 (m) Attribute: DHCP Client Identifier

4.7 (m) Attribute: Fully Qualified Domian Name
4.8 (m) Attribute: UUID/GUID-based Client Identifier
4.9 (m) Attribute: Control DHCP for Address Resolution

5 (o) Attribute: Manufacturer Specific
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5.1 (m) Attribute: List of Manufacturer Specific Suboptions
5.1.1 (m) Attribute: Manufacturer Specific Suboption
5.1.2 (m) Attribute: Manufacturer OUI
5.1.3 (m) Attribute: Manufacturer Specific String
6 (m) Attribute: Protocol machine Parameter
6.1 (m) Attribute: Max Retry Limit
6.2 (m) Attribute: UC Client Timeout
6.3 (m) Attribute: MC Client Timeout
6.4 (m) Attribute: TagControlinformation
6.4.1 (m) Attribute: VLAN ID
6.4.2 (lll) Attribute: Pliulity
6.5 (m) Attribute: Client Hold Time
SERVICES:
1 (m) OpsService: Get
2 (m) OpsService: Set
3 (m) OpsService: ldentify
4 (o) OpsService: Hello
6.3.1.2.3 Attributes
Impligit
The attribute Implicit indicates that the DCP object is by the service
IP
This gttribute contains the following s
MAC Address

may be used withi

th
At

IP
Th
IP
ad

Set service.

ribute typ@
Parameter

DRefault Value: 0.0.0.0

ame meaning as the corresponding attributes with
The service parameter Data Qualifier shall be u
anent stored attribute values for DCP services

MAC

e or it
within

in the
5ed to
This

and

Devic

Subnet Mask

This attribute contains the non volatile subnet mask according to RFC 791 and

RFC3 330.

Attribute type: Unsigned32
Default Value: 0.0.0.0

Standard Gateway
This attribute contains the non volatile IP address of the standard gateway according
to RFC 791 and RFC3 330.

Attribute type: Unsigned32
Default Value: 0.0.0.0

e Properties

This attribute contains the following suboption attributes:
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Device ID
This attribute contains the Device ldent Number as described in 8.6.1.

Attribute type: Unsigned32

Device Role Details
This attribute contains the role of the device.

Attribute type: Unsigned8
Allowed values: |IO0_DEVICE, IO_CONTROLLER, IO_MULTIDEVICE, IO_SUPERVISOR
Device Vendor

This attribute contains a vendor specific string. It may be the type of the device or an

ordering number

Atjribute type: OctetString

List of Device Options
THhis attribute list shall contain all options which are supported b

Device Option

Attribute type: Unsigned8

Allowed values: IP, DEVICE_PROPERTIES, D
MANUFACTURER_SPECIFIC_128, 7

Device Suboption
This attribute contains a suboptio
device.

Attribute type: Unsigned8
NAME_OF_STATION ERY) | "ROLE,  DEVICE_VENDOR,

Ngme Of Station
This attribut i ecof the station provided by engineering. The value pf this

atfribute sha
values “port- xyz

andr, s, t, u, 9 from 00 000 up to 65 535 shall not be used.
Stpation Na :
This attr{bute~cantains alias name of the station derived from LLDP optiony. The

THis attribute™sontdins the value to enable or disable the issuing of the Hello service.
Atfribute type: Unsigned16
Allowedvalues— ON;OFF
DHCP
This optional attribute contains the following suboption attributes:

Host Name
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Vendor Specific Information
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Server Identifier
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

by the

e_attribute Chassis ID of the IEEE 802.1AB ASE. The
ere x,y,z is in the range “0”-“9” from 001 up {o 255
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Parameter Request List
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Class ldentifier
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Fully Qualified Domain Name
This attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Uytb16Ytb-basedClienret
THis attribute contains the value according to RFC 2132.

Attribute type: see RFC 2132

Cantrol DHCP for Address Resolution
THis attribute contains control information for the usage of Db

Atfribute type: Unsigned8

Allowed Values: DONT_USE_DHCP, DONT_US DHCP_OPT|ONS,
USE_DHCP

THis attribute list contains the follo

This attribute contains the manufacturer sp
Attribute type: Unsig s

Attribute :
Manufact S

This attribute

potocol

er has

Atfribute type: Unsigned8

Default Value: 4
Allowed Values: 0 — 15

UC Client Timeout
This attribute contains the maximum value in seconds, which a client waits for a unicast
response.

Attribute type: Unsigned16
Default Value: 1
Allowed Values: 1 — 30

MC Client Timeout
This attribute contains the maximum value in milliseconds, which a client waits for all
possible identify responses. It shall be greater then the calculated Response Delay Time
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using the Response Delay Factor from the request. It shall be 400 ms if the Response

Delay Factor equals one and rounded up to a full second plus 1 s otherwise.
Attribute type: Unsigned16
Allowed Values: 400 — 65 000

Tag Control Information
This attribute contains the following attributes:

VLAN ID
This attribute contains the VLAN ID according to IEEE 802.1Q.

Attribute type: Unsigned16

—Attowed—Vatue—6

Priority
This attribute contains the priority tag of the frame according to

Attribute type: Unsigned8
Allowed Value: 0

Cljent Hold Time
This attribute contains the maximum value in seconds,
or|Set services from the last active client. ServiceTe
ignored before.

Attribute type: Unsigned16
Dgfault Value: 3

6.3.1.3 DCP service specification
6.3.1.3.1 Get

The Get service is usg
commlunication model
subgrpup shall be~add

subop
they f
subopi
than @
PDU.

Table

all only allg
server sh

w Get
all be

server
. The

ns or
ng as
fitting
more
in the
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Table 43 — Get

Parameter name Req Ind Rsp Cnf

M(=)

M
M
M M(=)
M
M

Argument
DA
List Of Options
Option
Suboption

Result(+)
List Of Data
Option

Suboption
Length
Status

IP Info

Data
AddUserData

Result(-)
ERRCLS
ERRCODE

DA
THhis parameter shall contain the indiw

List Of Options
This parameter contains the req
These parameters sha

Option

the followjng A
The Con i
option can™bg’re
server. In thi

values or an error code |f an optlon/suboptlon is not available.

List Of Data
This parameter shall contain all values of the requested options with suboptions.

Option
This parameter contains the option requested from the device.

Suboption
This parameter contains the suboption requested from the device.

Length

evice Parameter with the suboptions Device ID, [
Name Of Station. The response may contain further

, |[which

tions.

bntain
ecific.
lector
m the
pption
Device

b read

This parameter contains the number of octets of the parameter Data and optional

AddUserData depending of the parameter Status of the service response.

Status
This parameter contains the status of the parameter Data.
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Allowed values: NO_ERROR- requested data fully delivered,
OPTION_NOT_SUPPORTED- requested optional Option is not supported,
SUBOPTION_NOT_SUPPORTED-requested optional Suboption is not suported,
RESSOURCE_ERROR-requested available data does not fully fit in the DCP-Get-
ResPDU

NOTE The status RESSOURCE_ERROR indicates that the value of an option could not be delivered completely
in case it exceeds the available size of the PDU. However, the data should be present as long as it makes sense
from the application point of view. For example, if the elements of the parameter List of Alias Names as a whole
exceed the size of the PDU then, however, those elements which already fit should be present to deliver the
requested information at least partly.

IP Info
This optional parameter contains the additional info in case of suboption IP Parameter
and the parameter Status contains the value NO_ERROR.

Allowed values: IP_VIA_SET — IP Parameter via Set service recei
IP_VIA_DHCP - IP Parameter via DHCP service received,
IP_NOT_ACTIVE — IP Parameter not active, address conflickdetested

Data

This parameter contains the value of the requested ASE a ut it fits
completely in the DCP-Get-ResPDU. This parameter'shalhonkybe’ pre Status
contains the value NO_ERROR.
AddUserData
brmat.
value
(local

JIMEOUT if ERRCLS=PROTOCOL (remote station was not

The Set service is Used to write one or more ASE attributes by means of the client server
. The
‘ontrol
commands control the behavior of the server. The commands Start Transactlon and Stop
Transaction shall be used to group a sequence of set service and the server shall be locked
for a client in this case.

The server shall respond with the individual status “not supported” if optional options or
suboptions are not available. The element order is arbitrary.

Table 44 shows the parameter of the service.
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Table 44 — Set
Parameter name Req Ind Rsp Cnf
Argument M M(=)
DA M M(=)
List Of Data u U(=)
Option M M(=)
Suboption M M(=)
Length M M(=)
Data Qualifier M M(=)
Manufacturer OUI U U(=)
Data M M(=)
List Of Control Commands 9] u(=)
Control M M(=) /\
Start Transaction S S(=)
Stop Transaction S S(=)
Factory Reset U U(=)
Signal U U(=
FlashOnce M M(%)
Result(+) </\ >/=)
List Of Response \\ (=)
Option M M(=)
Suboption M(=)
Length M M(=)
Status > G > M M(=)
Add User Data \_)/ U u(=)
Result(-) S
ERRCLS M
ERRCODE M
Argument
The afgument shall co

D/
Th

List Of Data
THis paramete 8 the data’'to be written with options with their related suboj
Th

ese p s espond with the ASE attributes.

ibutes: IP, Device Properties, DHCP, and Manufacturer Specifi
e suboption MAC Address shall not be used.

Suboption

tions.

in the
C. The

This parameter contains the suboption corresponding with the option that sh

all be

WrTtten to the Server. Depending on the option used, onty designated suboptions,
related to the grouped ASE attributes, shall be used.

Length
This parameter contains the number of octets of the parameter.

Data Qualifier

which

This parameter contains an additional info of the data that has to be written to the
server. Depending on the requested option/suboption the status has different

meanings.

Allowed Values for Option IP: USE_TEMPORARY_AND_CLEAR_STORED_ADDRESS,

SAVE_PERMANENT
Allowed Values for other Option: USE_TEMPORARY, SAVE_PERMANENT

Manufacturer OUI
This optional parameter contains the OUI for the manufacturer specific option.
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Data
This parameter contains the data that has to be written to the server.

List Of Control Commands
This parameter contains the following parameter:

Control
This parameter contains the following suboption parameter:

Start Transaction

This parameter shall mark the start of a sequence of different Set services. The
server shall lock the ASE attributes for the requesting client until the Stop
Transaction is indicated or a certain timeout occurs.

ATtribute type. Unsigneds
Allowed Value: START

Stop Transaction
This parameter shall mark the end of a sequence of d
server shall unlock the ASE attributes.

. The

Attribute type: Unsigned8
Allowed Value: STOP
Signal

sh the
with a

e Set
services,
Attrib@/

This parametérndjcat ested

. ested
opftion/suboption.
Option
This parameter contains the option requested from the device.

Suboption
This parameter contains the suboption requested from the device.

Length
This parameter contains the number of octets of the parameter Data and optional
AddUserData depending of the parameter Status of the service response.

Status

This parameter contains the status of the parameter Data transport. The value
NO_ERROR signals the delivery and if requested the permanent storage of the data. It
may take some time before the parameter is working.

Allowed values: NO_ERROR- requested data fully delivered,
OPTION_NOT_SUPPORTED- requested optional Option is not supported,
SUBOPTION_NOT_SUPPORTED-requested optional Suboption is not supported,
SET_NOT_POSSIBLE - set not possible for local reasons,

IN_OPERATION - set not possible because of operating application
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AddUserData

This optional parameter can contain vendor specific data in a vendor specific format.
This optional response parameter may only be present if the Status contains a value

other then NO_ERROR.

Result(-)
This parameter indicates that the service request failed in general for local reasons.

ERRCLS
The parameter ERRCLS contains the error class of the specific error.

Type: Unsigned16
Allowed Values: CTXT — local context invalid, PROTOCOL - transmission error

ERRCODE
The parameter ERRCODE contains the error code of the specific errg

Type: Unsigned16

Allowed Values: INVALID_STATE if ERRCLS=CTX, LMPM if ERR (local
erfor during transmission), TIMEOUT if ERRCLS=PROTQCOL ote\station "'was not
responding)
6.3.1.3.3 Identify
The ldentify service can be used to discover deviges all be
sent tp a well known multicast IEEE 802.3 MAC tocol.
Only devices that fulfill all requested filter shallve nation
shall ¢ontain all responses received W bs are
identified by the IEEE 802.3 source MA pntain
an empty list.
In cage the filter criteria ate G e éspond with the data for options and
suboptions that are part of theXilfer. In~additi ¢ data of option
- | IP with sybop A F &( and its elements IP Address, Subnet MasH, and
Standar eWs
— | Device Prope S,suboptjons List of Station Names, Device ID, Device| Role,

and Device"Op

Table|45
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Table 45 - Identify

Parameter name

Req Ind Rsp Cnf

Argument

List Of Filter
Option
Suboption
Length
Data

All Selector

Response Delay Factor

ZwzZTZTZT oL
=
\II/

Resuli(+)
List of Devices

SA

List of Data
Option
Suboption
Length
Data

Result(-)
ERRCLS
ERRCODE

S
u
U

i

nonn
—_ — —

Argument
The afgument shall convey the service

List Of Filter

reqquest on the server
at fthe server side.

NOTE
all filten criteria match with curre

Option @
This para emrcantain

on the servet

L Data

THis conditional parameter contains

used’to filter the request on the server side.

ration

time if

quest
brties,

br the
tions,

all be

This parameter contains the data of the option and suboption that shall be used to filter

the request on the server side.
All Selector

This conditional parameter indicates that all devices shall at least respond with their

mandatory options.

Response Delay Factor

This parameter contains the factor for the server to calculate the spread value to delay the
response if the List Of Filter criteria are fulfilled. The time base is 10 ms. The calculated
delay of the server shall be between 10 ms and 64 s.

Parameter type: Unsigned16
Allowed Values: 1 — 6 400
Default Values: 1 (10 Controller)
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Result(+)
This parameter indicates that the service request succeeded. It shall contain the requested
values.

Result(-)
This parameter indicates that the service request failed in general for local reasons.

ERRCLS
The parameter ERRCLS contains the error class of the specific error.

Type: Unsigned16
Allowed Values: CTXT — local context invalid, PROTOCOL - transmission error

ERRCODE
The parameter ERRCODE contains the error code of the specific error

Type: Unsigned16

responding)
6.3.1.8.4 Hello

The optional Hello service can be used to announce/the p twork.
The sprvice shall be sent to a well known multicast/IEEE X . efined
by thg DCP protocol.

The dervice shall transmit the requested ertain
restrigted time period. The requested 3 each
retransmission.

NOTE | The Hello service is int 3 a e uld not
remain longer than a view hundfed mjlli

Table|46 shows the par

M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
LiSt of Device Options M M(=)
Device Option M M(=)
Device-Suboption vt =)
Length M M(=)
Data M M(=)
Device Role M M(=)
Number of DCP-Hello-ReqPDUs M
Initial Delay M
Hello Interval M
Result(+) S(=)
Result(-) S(=)

Argument
The argument shall convey the service specific parameters of the service request.
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List Of Data
This parameter list contains of the following parameter.

Name Of Station
This parameter contains the value of the corresponding ASE attribute.

IP Parameter
This parameter consists of the following parameter:

IP Address
This parameter contains the value of the corresponding ASE attribute.

Subnet Mask
This parameter contains the value of the corresponding ASE attribute.

Standard Gateway
This parameter contains the value of the corresponding ASE 2

Device ID
This parameter contains the value of the corresponding ASE<g

List of Device Options
This parameter list consists of the following parameter:

Device Option

Device Suboption
This parameter contains the value of the

Length
%
the valte\of the—co

This para

Number
d with

3 contains the time interval between transmitting the first and| each
subsequent P-Hello-ReqPDU.

Rarameter type: Unsigned16

Allowed Values: 30_MILLISECONDS, 50_MILLISECONDS, 100_MILLISECONDS,
300_MILLISECONDS, 500_MILLISECONDS, 1_SECONDS

Default Values: 30_MILLISECONDS

Result(+)
This parameter indicates that the service request succeeded. It shall contain the requested
values.

Result(-)
This parameter indicates that the service request failed in general for local reasons.
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6.3.2 Precision time control ASE
6.3.2.1 Concepts

The "Precision Transparent Clock Protocol" (PTCP) represents a uniform method of
distributing the clock on several stations. In particular, this means that a PTCP master
synchronizes an amount of PTCP slaves. It also supports a PTCP best master model and up
to 32 different clocks. The transport protocol PTCP is data link layer based.

The following application scenario shows how PTCP can be used to synchronize the time and
cyclic communication in the sub-microsecond-range. To achieve the required synchronization,
special support is required, see Figure 3.

- | Measurement of the line delay between two corresponding ports
— | Clock synchronization between PTCP master and PTCP sla\<\

Time Cycle <
synchronization synchronization

‘ —% applications

Attribute: Sync ID

2 bute: Domain

2.1 Attribute: Domain UUID

2.2 (m) Attribute: Sequence ID

2.3 (m) Attribute: Sync Send Factor

24 (m) Attribute: PTCP Takeover Timeout
2.5 (m) Attribute: PTCP Timeout

2.6 (m) Attribute: Role (MASTER, SLAVE)
2.7 (c) Constraint: Role = MASTER

271 (m) Attribute: Priority

2.7.2 (m) Attribute: Accuracy

2.7.3 (m) Attribute: Variance

27.4 (m) Attribute: PTCP Master Startup Time
2.8 (c) Constraint: Sync ID = TIME

2.8.1 (m) Attribute: PTCP Time

2.8.1.1 (m) Attribute: Epoch Number
2.8.1.2 (m) Attribute: Seconds

2.8.1.3 (m) Attribute: Nano Seconds
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2.8.1.4 (m) Attribute: Current UTC Offset

2.9 (c) Constraint: Sync ID = CLOCK

2.9.1 (m) Attribute: Local Time

2.10 (m) Attribute: PLL Window

2.1 (m) Attribute: Sync State Info

2111 (m) Attribute: Jitter out of Boundary
2.11.2 (m) Attribute: No Sync Message Received
2.12 (m) Attribute: Rate Compensation Factor
2.13 (m) Attribute: List of Ports

2131 (m) Attribute: PortID

2132 (III) Attllbutc BUIUIGI“IIC

2.13.2[1 (m) Attribute: Ingress

2.13.2]2 (m) Attribute: Egress

2.13.3 (m) Attribute: Line Delay

2.13.4 (m) Attribute: Rate Compensation Factor Pger
2.14 (o) Attribute: List of OUls

2.14 .1 (m) Attribute: Qul

2.14.2 (s) Attribute: Subtype

2.14.3 (s) Attribute: Data Block
SERVICES:
(m) OpsService: Start Bridge
(m) OpsService: 3
(o) OpsService:

(m) OpsService:
(m) OpsService:
(o) OpsSexvice:
7 (m)
6.3.2.2.2 Attributes

O O WON -

Sync |ID

This Key attribu@e 9 elong.
The vhlue CLOCK sk , ¢ synchronization. The value TIME shall be usfed for
time slynchronizatj

NOTE
activatg

Attrib

modes

Dgmain"UuID
Thi i ided by
project planning and issued by a master. The UUID is used for a logical grouping of PTCP
clocks that synchronize each other using the PTCP protocol. Clocks in another PTCP
domains shall not be synchronized.

Attribute type: UUID

Sequence ID
This attribute contains the sequence number of the sync message. It shall be incremented
with every new sync messages. By means of the Sequence ID the receiver detects
duplications.

Attribute type: Unsigned16

Sync Send Factor
This attribute contains the send interval for sync messages.

Attribute type: Unsigned16
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Allowed values: 0 to 64 000

PTCP

Takeover Timeout

This attribute contains a timeout value for detection the loss of sync messages from the
current sync master. The sync slave shall try to find a new sync master. The PTCP takeover
timeout value shall be in the range from 32 ms to 16 352 ms for Sync ID = CLOCK and in the

range

from 32 ms to 2 759 400 000 ms for Sync ID = TIME.

Attribute type: Unsigned32

Defau
PTCP

It value: 96 ms for Sync ID = CLOCK, 9 600 ms for Sync ID = TIME
Timeout

This attribute contains a timeout value for detection the loss of any sync messages. The

PTCP
in the

Attrib\rte type: Unsigned32

Defau

Role
This

Attribdite type: Unsigned16

Allow

fimeout value shall be in the range from 32 ms 10 16 352 ms 1or Sy = CLOCUK and
range from 32 ms to 2 759 400 000 ms for Sync ID = TIME.

t value: 192 ms for Sync ID = CLOCK, 19 200 ms for Sync ID

ttribute contains the role to time synchronization.

d values: MASTER, SLAVE

Priority
This attribute shall be the priority of mast

Attribute type: Unsigned8

Accuracy
This attribute shall he the accurac maste e in comparison with “Coordjnated
Universal Time” / BNa 3 ime”>for Sync ID=TIME and the precigion of

the local clock for

Attribute type:

Allowed s: 0_us,
1_ms, UNKNO
shall
n the
(14)
The PTCP variance is defined by:
2 2 1 2
Corep =T xgc)'y (15)
An unbiased estimate of the PTCP variance shall be computed as follows:
o, _1 ;XN_Z(X -2x,, +x )2 (16)
PTCP 3 Z(N— 2) - k+2 k+1 k

Xk, Xk+1 @nd Xy4o are time residual measurement, made at times t, tx + 7 and t, + 21,
between the time provided by the measured clock and a local reference clock. N is the
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Note 1
+0.5=
scaled
0x8000)

Time

number of data samples. For PTCP variance the quantity 1, the sample period, shall be
the value defined as sync interval.

PTCP variances shall be represented as followos:
An estimate of the variance, is computed in units of seconds squared.

The logarithm to the base 2 of this estimate is computed. The computation of the
logarithm need not be more precise than the precision of the estimate of the variance.

The logarithm is multiplied by 28 to produce a scaled value.

The value is represented as a 2’s complement Integer16. The value 0x8000 is added
to the reported value represented in this form and any overflow is ignored. The result,

This offset scaled value, represented as Unsigned16, shall be the value of t;Le log

variances.

The largest possible positive number, OXFFFF, for the qffsgt riance
attribute shall indicate that the variance is either too large br has
not been computed. The variance values are used in the s haster
clock.

Attribute type: Unsigned16

For example, suppose the PTCP variance value is 1 414x2 3) =-73

-72.5. If this were expressed as an Integer16, it would tryncate alue is
by 2° to yield a scaledLogVariance of -18 560, 0xB780 added
to yield the offset scaled reported value 0x3780.

PTCP Master Startup Time

This attribute shall be the duratie g this

time the sync master shall chec e_i er with a higher clock quality in
the sync domain.

Attribute type: Unsigned16

Allowed values: 0 to

This

th

THhis attribute S since

rolled

Seconds

This attribute contains the current number of seconds since 1970-01-01 T 00:00:00.

Attribute type: Unsigned32

Nano Seconds
This attribute contains the current number of nanoseconds until the next second.

Attribute type: Unsigned32
Allowed values: 0 to 999 999 999

Current UTC Offset

Th
to

is attribute contains the current number of leap seconds as offset from the PTCP Time
the Coordinated Universal Time (UTC).

Attribute type: Interger16

Local Time

Th

is attribute consists of a local time value in nanoseconds. This value shall be used for

PTCP clock synchroniztion and shall be the basis for the cycle counter.
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Attribute type: Unsigned64
PLL Window

This attribute shall characterize the synchronization accuracy. The deviation between the
local time and the reference time issued by a master shall not exceed the value of the PLL

Window.
Attribute type: Unsigned32
Sync State Info

This element consists of the following error attributes. The synchronization achieved the

state synchronous if there is no error.
Jitter out of Boundary

THis attribute identifies whether the necessary synchronization accura
naot.

Atfribute type: Boolean

NQ Sync Message Received
THis attribute identifies whether synchronization messages

Atfribute type: Boolean
Wrong PTCP Domain UUID

If [an synchronization messages with wrong Don - be€n received

atfribute will be set.
Atfribute type: Boolean

Rate Compensation Factor
This gttribute shall be used to adjust the bridgi

Attribdite type: Unsigned32

List Ports
This attribute consists 6

PartiD
THis attribute ident|fis

Atfribute typ

Bagrderline

Bqgth subsequexq ibufe e tain the value ON for end-ports of a PTCP Dg
THe value of ) hall be ON and the value for the Egress atrribute
bel OFF fopan\port colpling t PTCP segments, for the hierarchical higher segmen

value of ¢he Mg ibutg shall be OFF and the value for the Egress atrribute sh

NOTE } is inteqgedy{o~avoid Yransmission from PTCP sync and PTCP announce messages from a hir

lower segment\{o a‘h¥ gorent within a PTCP domain
THhis attribute

Ingress
This attribute identifies the end-ports of a PTPC Domain.

onsjists of the following elements:

IS achle

and delay messages.

ed or

, this

main.
2 shall
t. The
all be

hrchical

Attribute type: Unsigned8
Allowed values: ON, OFF
Egress

This attribute identifies the end-ports of a PTPC Domain or a level / segment

borderline.
Attribute type: Unsigned8
Allowed values: ON, OFF

Line Delay
This attribute contains the transmit latency from this port to the connected port.

Attribute type: Unsigned32
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Rate Compensation Factor Peer
This attribute contains the ratio between local quarz frequency and the remote quarz
frequency of the device at the connected port.

Attribute type: Float64

List of OUls
This attribute consists of the following elements:

Ooul
This attribute is an Organizationally Unique Identifier as defined by IANA.

Attribute type: Octet[3]

Sybtype
This attribute is an organizationally specific parameter valid in the co of the @tfribute
Ooul.

Atfribute type: Unsigned8

D4ta Block
THis attribute is an organizationally specific parameter valid e attrjbutes
OUWI and Subtype.

Attribute type: UUID

6.3.2.3 PTCP service specification
6.3.2.8.1 Start bridge

The slart bridge service creates a inst{anc j ol machine. Table 47 shows
the pgrameter of the service.

s
( W&na}\{) . > Req Cnf
Arg{{mem\ { ) M
ShneND \ M
Li tofPort\Seﬁqmet\a( 3 U
Q PartiD M
Burdetine o 2 M
<ﬁ<€sw+) N/ s
Syao 0 M
St s
esult
\ \Smclll; M
\Error code M

Argument
The afgument shall convey the service specific parameters of the service request.

Sync ID
This ist the key attribute to identify the instance of the protocol machine.

List of Port Parameter
This optional list of parameter consist of the following parameter:

Port ID
This parameter contains the ID of the port which issues the delay request message

Borderline
This parameter contains the end-ports of a clock-domain

Result(+)
This parameter indicates that the service request succeeded.

Sync ID
This ist the key attribute to identify the instance of the protocol machine.
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Result(-)
This parameter indicates that the service request failed.

Sync ID

61158-5-10 © IEC:2010(E)

This ist the key attribute to identify the instance of the protocol machine.

Error code

The parameter Error code contains the error code of the specific error.

Type: Unsigned16

Allowed Values: ENTRY_NOT_POSSIBLE, SYNC_ID_EXISTS

6.3.2.3.2 Start slave

The s

Table|48 shows the parameter of the service.

Table 48 — Start slave

fart slave service adds synchronization properties to the PTCP prg

N

aching with.

Parameter name

Sof

Argument
SynclD
Subdomain UUID
Sync Send Factor
PTCP Timeout Factor
PLL Window

Result(+)
Sync ID

Result(-)
Sync |

c
Errori\code

S

= wm

%

X

)]

N

hent
'gument s

nc ID

PTCP Timeout

THis{parameter contains a timeout value to detect the lost of sync messages.

used
PTCP

PLL Window

This parameter contains the required synchronization accuracy. The deviation between
the local time and the reference time issued by a grandmaster shall not exceed the value

of the PLLWindow.
Result(+)

This parameter indicates that the service request succeeded.

Sync ID

This ist the key attribute to identify the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.

Sync ID

This ist the key attribute to identify the instance of the protocol machine.
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Error code

- 105 -

The parameter Error code contains the error code of the specific error.

Type: Unsigned16

Allowed Values: SLAVE_NOT_POSSIBLE, SLAVE_EXISTS

6.3.2.3.3 Start master

The start master service adds synchronization properties with the qualification to become
synchronization master to the PTCP protocol machine. Table 49 shows the parameter of the

service.
Fable49—Start-master
Parameter name Req Cn}\ﬂ
Argument M
Sync ID M
Subdomain UUID M
Sync Send Factor
Sync Class M
Clock Stratum </Nr\
Current UTC Offset \K\
Epoch Number \
Result(+) S
Sync ID > M
Result(-) \) s
Sync ID M
Error code (N M
Argument \5
The afgument shall cofivey th ific parameters of the service request.
Sync ID
This ist the [ stance of the protocol machine.
Sybdomain UUIDB
This paramete of the synchronization subdomain. The UUID is
for clocks that synchronize each other using the
protocol.
Syinc
THis<paran the send interval of sync messages.

Clpck'Stratum

THis\parameter contains the quality of the own time.

Current UTC Offset

This parameter contains the current offset to the Coordinated Universal Time (UTC).

Epoch Number

used
PTCP

This parameter contains the current number of times the 32-bit Seconds clock has rolled
over since the begin of the PTCP epoch. The PTCP epoch began at 0 hours on 1. January

1970.
Result(+)

This parameter indicates that the service request succeeded.

Sync ID

This ist the key attribute to identify the instance of the protocol machine.

Result(-)

This parameter indicates that the service request failed.
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Sync ID
This ist the key attribute to identify the instance of the protocol machine.

Error code
The parameter Error code contains the error code of the specific error.

Type: Unsigned16
Allowed Values: MASTER_NOT_POSSIBLE, MASTER_EXISTS, MASTER_NOT_EXISTS

6.3.2.3.4 Stop bridge

This service shall be used to stop the PTCP protocol machine. Table 50 shows the parameter
of the service.

Table 50 — Stop bridge

Parameter name Req /6\3\

Argument M

Sync ID
Result(+) 4 S

Sync ID \\
Result(-) \ S

Sync ID

Error code (\ /\ > M

q

Argument
The afgument shall convey the service

Sync ID
THis ist the key attributé

Result(+)
This parameter

Sync ID
This ist the K i

)
cific\parameters of the service request.

This service shall be used to reduce the properties of the PTCP protocol machine.
Synchronization will be stopped and bridge functionality remains. Table 51 shows the
parameter of the service.
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Table 51 —-Stop slave

Parameter name Req Cnf
Argument M
Sync ID M
Result(+) S
Sync ID M
Result(-) S
Sync ID M
Error code M

Argument
The afgument shall convey the service specific parameters of the servig

Syinc ID
THhis ist the key attribute to identify the instance of the protoco

Result(+)
This parameter indicates that the service request succeedec

Sync ID
THis ist the key attribute to identify the instance of

Result(-)
This parameter indicates that the servige reque

SyinclD
Th

Error code
TH

Type: Unsigned16
Allowed Values: S
6.3.2.83.6 Stop te
This {
functi
52 sh

Table 52 — Stop master

Naster
Table

Parameter name Req Cnf
M
M
Result(+)
Qynn D MM
Result(-) S
Sync ID M
Error code M
Argument
The argument shall convey the service specific parameters of the service request.
Sync ID
This ist the key attribute to identify the instance of the protocol machine.
Result(+)

This parameter indicates that the service request succeeded.

Sync ID
This ist the key attribute to identify the instance of the protocol machine.
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This parameter indicates that the service request failed.

Sync ID

This ist the key attribute to identify the instance of the protocol machine.

Error code

The parameter Error code contains the error code of the specific error.

Type: Unsigned16

Allowed Values: MASTER_NOT_EXISTS

6.3.2.3.7 Sync state change

This dervice shall be used to indicate a change of the synchronization

Table 53 — Sync state change

Parameter name

Argument
Sync ID
Sync State
Error TypelList

Argument

The afgument shall convey the servicg

Sync ID

This ist the key attribute to identify b

Sync State
This ist the attribute sha

Error TypelList
THhis attribute consist

ErrorType
This conditjo

State=NOT_3

Allewed Values: TRUE, FALSE

a synchronization error in case of

6.3.2.3.8 PTCP behavior

6.3.2.3.8.1 Synchronization

e can

ED.

Sync

IVED,

The synchronization is done with a sync- and an optional follow up-frame. The follow up-
frame is necessary, if the hardware isn’t able to add bridge and line delays on the fly.

The clock issuing the sync frames in a PTCP subdomain is called PTCP master.

Clocks which receive sync frames and adjust their time to the PTCP master are called PTCP
slaves. Their synchronization accuracy depends on the accuracy of the time stamping units
from each bridge which measures the line and bridge delays.

A bridge with the following enhancements is called a PTCP transparent clock:
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- Line-Delay measurement
- Bridge Delay measurement
- Rate compensation for line and bridge delays

— Support media redundancy mechanism for PTCP
6.3.2.3.8.2 Rate control compensation

The rate control compensation equalizes the clock rate of a PTCP transparent clock to the
PTCP master. Due to this the accumulated bridge and line delays, received by the PTSP
slave to achieve higher synchronization accuracy, are measured with the clock rate of the
PTCP_master

A PTCP transparent clock use sync frames to measure the clock rate PTCP
mastefr.
T
Master —
Master interval
(8 clocks)
first sync message
RATE( 17)
The P ential
times,
CowmpP 18)
6.3.2.
PTCP or clock, time and other kind of synchronization. With PTCP 32 kihds of
synchrofization are possible. There can be various sources to which all other tlocks
synchtonize—The—subdc =Tia e—hg achronized RTCP h PTCE el shall

synchronize itself. The delay measurement shall be done for each communication path. The
support of clock and time synchronization is are mandatory.
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Slave_A Slave B
Clock Clock g |Brdge] o Clock
_ X X L
Sync e syne ™| 3 L Syne >
Time _@_I_WQT’% Time Time
— P —>
Syn¢ Pa Delay 2 mm Sync Sync
Delay
n_}» Bridge . n n
Sync Delay n Sync Sync_>

The (
Trans
correg

6.3.2.

Figure 5 — Multiple synchronization

parent Clock shall correct the residence time of the sync and
ponding value of Clock Correction.

B.8.4 Best master algorithm (BMA)

The Best Master Algorithm specifies an algorithm how a clack e preferred

issuin
PTCP

For an

If stra

to dedi

j sync messages. The algorithm runs independen Y sk (master/slavg

Consider the quality of the mosjfecent ages received.

Include the results
recent qualified s

dmputing. However if there are
that messages shall be conside

To im

.| Each

th the

clock
) in a

more
red.

dress

prove the reliability of a peer-to-peer network redundant communication path

S are

neces

sary. Redundant communication paths can lead to circulating frames. To

circulating frames the redundant communication paths are not used for data messages.

avoid

PTCP sync messages use the redundant communication paths to be independent from the
reconfiguration of redundant networks and for short communication paths.

The following forwarding algorithm shall be used to avoid circulating sync messages in a
network with redundant communication paths. The forwarding algorithm for PTCP takes care
that on each communication path only one sync messages will be transmitted.

The first received sync message is called primary Sync message. For synchronization shall
be used the primary Sync message.
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Clock_1
Master

—» Sync message

6.3.2.p Invocation of the PTCP object

For the invocation of the PTCP object the following rules apply;

— | PTCP objects shall exist for each Sync ID.

6.3.3 |Media redundancy ASE
6.3.3.1 Overview

The Media redundancy ASE specifies a~unifo t achieving media redundanc
deterministic recovery time in case of 3 ailure (link failure, switch node
causing link failures).

NOTE

The M
of a tr

MRP
betwe

NOTE }

A con

One ¢
MRM Jis to obs

ve and to control the ring topology in order to react on network faults.

y with
failure

red.

failure

cated

of the
MRM

does this py.sending’frames on one ring port over the ring and receives them from the ring

over ifs other ring port, and vice—versa in the other direction.

The other nodes in the ring have the role of media redundancy clients (MRC). An MRC
on reconfiguration frames from the MRM and can signal link changes on its ring ports.

reacts

A compliant node shall have the ability to become media redundancy manager (MRM), or
media redundancy clients (MRC), or both. Each node requires an integrated switch with at

least two ports (ring ports) connected to the ring.

Each node in the ring shall be able to detect the failure or recovery of a trunk link or the

failure or recovery of a neighbor node.

The MRP consists of a service and a protocol entity.
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The service entity specifies, in an abstract way, the externally visible service provided by the
Data Link Layer in terms of:

- primitive actions and events of the service,

- parameters associated with each primitive action and event, and the form which they
take, and

- interrelationship between these actions and events, and their valid sequences.

MRP defines the services provided to

- Application Layer at the boundary between the Application and Data Link layers, and

- | Systems Management at the boundary between the Data Link Kayer and Systems

Management.
| —
| MRP | MR
| Management |
| |
: (Service) : {\(P\to )
b e e - -
DATA \ \ /
LINK
LAYER

802, 802.3

MEDIUM

ACGBESS ACCESS
PHYSICAL 802.3 802.3
LAYE PHY PHY

v

6.3.3.2 Medis ssspecification

i e 6 — MRP stack

6.3.3.2.1

The Media E defines one object type.

6.3.3.2.2 Template

A Mediawredundancy object is described by the following template:

ASE: Media redundancy ASE

CLASS: Media redundancy

CLASS ID: not used

PARENT CLASS: IEEE 802.3 IEEE 802.1D IEEE 802.1 AB
ATTRIBUTES:

1 (m) Key Attribute: Domain UUID

2. (m) Attribute: Domain Name

3. (m) Attribute: Ring Port 1 ID

4, (m) Attribute: Ring Port 2 ID

5. (o) Attribute: VLAN ID

6. (o) Attribute: RT Redundancy (TRUE, FALSE)
7. (m) Attribute: Expected Role (MANAGER, CLIENT)
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8. (c) Constraint: Expected Role = MANAGER

8.1 (m) Attribute: Manager Priority

8.2 (m) Attribute: Topology Change Interval

8.3 (m) Attribute: Topology Change Repeat Count
8.4 (m) Attribute: Short Test Interval

8.5 (m) Attribute: Default Test Interval

8.6 (m) Attribute: Test Monitoring Count

8.7 (c) Constraint: RT Redundancy = TRUE

8.7.1 (m) Attribute: RT Test Interval

8.7.2 (m) Attribute: RT Test Monitoring Count

8.8 (lll) Attribute: Checkvtedia Rt:duuu'allby (TRUE, FAESE)
8.8.1 (c) Constraint: Check Media Redundancy = TRUE
8.8.1.1 (m) Attribute: Real Role State

8.8.1.2 (m) Attribute: Real Ring State

8.8.1.3 (c) Constraint: RT Redundancy = TRUE
8.8.1.3.1 (m) Attribute: Real RT Ring State

9. (c) Constraint: Role = Client

9.1 (m) Attribute: Link Down Interval

9.2 (m) Attribute: Link Up Interval

9.3 (m) Attribute: Link Change Colint

10. (m) Attribute: d (TRUE, FALSE)
10.1 (c) Constraint: 7 RUE
10.1.1 (m) Attribute:

10.1.2 (m) Attribute: Por

10.1.3 (m) Attribute: Port 16R

10.1.4 (m) Attribote:

dancy

DomajiniName
This attribute—defi 8 HHE3HR6 A3 S g—the edurdancy
object belongs to. It is set to default domain name or provided as unique ID by engineering.

Attribute type: see Chassis ID

Ring Port 1 ID

This attribute specifies one port of a bridge which is assigned as ring port 1 in the redundancy
domain referenced by the value of the attribute Domain ID. One port shall only belong to a
single redundancy domain.

Attribute type: Unsigned16

Ring Port 2 ID
This attribute specifies another port of a bridge different from Ring Port 1 ID which is assigned
as ring port 2 in the redundancy domain referenced by the value of the attribute Domain ID.

Attribute type: Unsigned16
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VLAN ID
This optional attribute may be used by the Media redundancy object and specifies its VLAN
identifier in the redundancy domain.

Attribute type: Unsigned16

RT Redundancy
This optional attribute specifies whether media redundancy for RT_CLASS 1 and
RT_CLASS_2 frames is enabled (TRUE) or disabled (FALSE) in the redundancy domain.

Attribute type: Boolean

Expected Role
This attribute specifies the role of the Media redundancy object in the redundancy domain
referefficed by the value of the atiribute Domain 1D.

Attribdite type: Unsigned16
Allowgd Values: MANAGER, CLIENT

Manager Priority
THis attribute contains the priority of the MRM. A lower va
0xP000 (highest priority) to OxF0O0O0 (lowest priority) in incre

riority,

Attribute type: Unsigned16

Tdpology Change Interval
THis attribute contains the interval for sending topolqg

Attribute type: Unsigned16

Tdpology Change Repeat Coun
This attribute contains the interval c
chpnge frames.

Q

Attribute type: Unsigned16

Short Test Interval
THhis attribute cont
chpnges in the ring.

Atfribute typ@

Ddgfault Test erva
Th
At

ins e eriding test frames on ring ports after link

Attribute type: Unsigned16

onitoring count
This attribute contains the interval count for monitoring the reception of RT test frames.

Attribute type: Unsigned16

Check Media Redundancy
This attribute contains whether monitoring of MRM state is enabled (TRUE) or disabled
(FALSE) in the redundancy domain.

Attribute type: Boolean

Real Role State
This attribute contains the actual role of the Media redundancy object in the redundancy
domain.

Attribute type: Unsigned16
Allowed Values: MANAGER, CLIENT
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Real Ring State

This attribute contains the actual ring state of the Media redundancy object in the
redundancy domain. The Ring State shall have one of the following values:

- OPEN: Ring is open due to link or device failure in ring

- CLOSED: Ring is closed (normal operation, no error)

— UNDEFINED: Shall be set if the attribute Real Role State contains the value CLIENT
(i.e. Media redundancy object was reconfigured to client role)

Attribute type: Unsigned16
Allowed Values: OPEN, CLOSED, UNDEFINED

Rdal RT Ring State
This attribute contains the actual RT ring state of the Media red dancy j in the
reglundancy domain. RT Ring State shall have one of the following

- | OPEN: RT redundancy is lost due to ring open state or Medi G ect in

— | UNDEFINED: Shall be set if the attribute Rez ‘ e N ; i.e. Media

Atfribute type: Unsigned16
Allowed Values: OPEN, CLOSED,

Link Down Interval
THis attribute contains the interval for's ! nk Change frames on ring|ports.

Attribute type: Unsigned16

Lipk Up Interval
This attribute contains S tk’up Link Change frames on ring ports.

Atfribute type: Uns

Lipk Chang
This attribut
of

Atjri
CH
Thi
(F
Atfri
Ri [ 3
THis attribute covftains the media redundancy domain neighborhood state of the firgt ring
port&dt.shall have one of the following values:

ission

or not

- GOOD: One of the following conditions is met:

Ring port 1 is connected to a neighbor port which belongs to the same redundancy
domain. The domain is not equal to the NIL domain.

Ring port 1 and the neighbor port both do not belong to the NIL domain. They
belong to different domains, but one of the two domains is the default domain.

- BAD: One of the following conditions is met:
Ring port 1 is connected to a port which doesn’t belong to a redundancy domain.

One of the ports belongs to the NIL domain.

Ring port 1 belongs to a different redundancy domain. None of the ports belongs to
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the default domain.

UNDEFINED: Neighborhood information not available.

Attribute type: Unsigned16

All
Ri

owed Values: GOOD, BAD, UNDEFINED
ng Port 2 Domain State

This attribute contains the media redundancy domain neighborhood state of the second

rin

At
Al

Ri
Th
sh

Ri

g port. It shall have one of the following values:

GOOD: One of the following conditions is met:

Ring port 2 is connected to a neighbor port which belongs to the e redundancy
domain. The domain is not equal to the NIL domain.

Ring port 2 and the neighbor port both do not belong{to\tf L | They

BAD: One of the following conditions is met:
Ring port 2 is connected to a port which doegn fR~a\redundancy domain.

NMone of the ports belopgs to

hg Port 1 :
is attribut 3 o daricy RT neighborhood state of the first ringport. It

port, MRRT port stafus is

ected to a neighbor port, the MRRT port status of one gr both

ribute type:_Unsjgned16
OOD, BAD, UNDEFINED

te

owed Values:

This attribute contains the media redundancy neighborhood RT state of the second
ringport. It shall have one of the following values:

GOOD: Ring port 1 is connected to a neighbor port, MRRT port status is
CONFIGURED or UP on either side.

BAD: Ring port 1 is connected to a neighbor port, the MRRT port status of one or both
ports is OFF.

UNDEFINED: Peer information not available.

Attribute type: Unsigned16
Allowed Values: GOOD, BAD, UNDEFINED
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6.3.3.3 Media redundancy service specification
6.3.3.3.1 Start MRM

The Start MRM service creates a local instance of the MRM protocol machine and — if RT
Redundancy Mode is enabled — an associated local instance of the MRRT protocol machine.

Table 54 shows the parameters of the service.

Table 54 — Start MRM

Parameter name Req Cnf

Argument

Domain UUID

Ring Port 1 ID

Ring Port 2 ID

VLAN ID

RT Redundancy Mode

RT Test Interval

RT Test Monitoring Count

Manager Priority

Topology Change Interval

Topology Change Repeat Count

Short Test Interval
Default Test Interval
Test Monitoring Cou
Check Media Redunda
Check Ring Port Neighboy

N

%

Argur
The a
Dd
Thi
Ri
Th
Ri
THis parametersgntains the ID of the port which serves as ring port 2.

VLANAD
This optional parameter contains the value for the VAN identitier.

RT Redundancy Mode
This parameter selects whether RT redundancy mode is enabled or not.

RT Test Interval
This parameter contains the value for the RT test interval in case of RT Redundancy Mode
is enabled.

RT Test Monitoring Count
This parameter contains the value for the RT test monitoring count in case of RT
Redundancy Mode is enabled.

Manager Priority
This parameter contains the value for the manager priority.

Topology Change Interval
This parameter contains the value of the interval for sending topology change frames.
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Topology Change Repeat Count

This parameter contains the value of the interval count which controls repeated

transmission of topology change frames.
Short Test Interval

This parameter contains the value of the short interval for sending test frames on ring

ports after link changes in the ring.
Default Test Interval

This parameter contains the value of the default interval for sending test frames on ring

ports.
Test Monitoring Count

This—parameter contains the value of the interval count for monitoring the reception
Ld ~J Ll

f test

frgmes.

Check Media Redundancy
THis parameter selects whether monitoring of MRM state is enab)ex

Check Ring Port Neighborhood

THis parameter selects whether monitoring of ringport

digabled.
Result(+)
This parameter indicates that the service reques

Dgmain ID

THhis ist the key attribute to identify the insta
Result(-)
This p

Dagmain UUID

Th

Error code

The parameter Result s
Type: Unsigned16

Allowed alue
INVALID_RI

6.3.3.
This

Redur
ports

Table

Table 55 — Stop MRM

led or

RTED,

if RT
. Ring

Parameter name an Cnf
Argument M
Domain UUID M
Result(+) S
Domain UUID M
Result(-) S
Domain UUID M
Error code M
Argument
The argument shall convey the service specific parameters of the service request.
Domain UUID

This parameter identifies the instance of the protocol machine.
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Result(+)
This parameter indicates that the service request succeeded.

Domain UUID
This parameter identifies the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.

Domain UUID
This parameter identifies the instance of the protocol machine.

Error code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed Values: DOMAIN_ID_MISMATCH

6.3.3.8.3 Redundancy State Change

This slervice shall be used to indicate a change of the media requn m

Table|56 shows the parameters of the service.

Table 56 — Redundancng

Parameternar(@\\// /\ \“\

d
et in SN i\\\’ N
M

Error type List A

Argument
The afgument shall conve

Dgmain UUID
THhis parameter ide

Eryor type I@
THis attribute i

Allo b ANAGER_ROLE_FAIL, CLIENT_ROLE_FAIL,
; LOST, MULTIPLE_MANAGERS

This«atiribute igentifies whether the error appears or disappears.

Attribute type: Boolean

RING_(

DPEN,

—Attowed-Vatues T RUE, FALSE
6.3.3.3.4 Start MRC

The Start MRC service creates an instance of the MRC protocol machine.

Table 56 shows the parameters of the service.
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Table 57 — Start MRC

Parameter name Req Cnf
Argument M
Domain UUID M
Ring Port 1 ID M
Ring Port 2 ID M
VLAN ID U
Link Down Interval U
Link Up Interval U
Link Change Count U
Check Ring Port Neighborhood U
Result(+) S
Domain UUID
Result(-) S
Domain UUID M
Error code
W
Argument
The afgument shall convey the service specific parame r
Daomain UUID
THis parameter identifies the instance of the protoco
Rihg Port 1 ID
THis parameter contains the ID of the po
Ripg Port 2 ID
THis parameter contains the ID of the p
VLAN ID

THhis optional paramete
Lipk Down Interva
THis parametex co
frgmes on ri rt
Link Up Interva
This parametg

hange

rames

on
Link Change €ount
THis pse ~ ntrols
re
Check Ring \Neighborhood
THhis parametfe ether monitoring of ringport neighborhood is enabled or disabled.
Resut(+)
Domain UUID
This ist the key attribute to identify the instance of the protocol machine.
Result(-)
This parameter indicates that the service request failed.
Domain UUID
This ist the key attribute to identify the instance of the protocol machine.
Error code
The parameter Result contains the error code of the specific error.
Type: Unsigned16
Allowed Values: DOMAIN_ID_MISMATCH, ROLE_NOT_SUPPORTED,

INVALID_RINGPORT
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6.3.3.3.5 Stop MRC

This service shall be used to stop an instance of the MRC protocol machine. Ring port states

and bridge functionality remain. Table 56 shows the parameters of the service.

Table 58 — Stop MRC

Parameter name Req Cnf
Argument M
Domain UUID M
Result(+) S
poflrain Uuitp W'
Result(-) S
Domain UUID
Error code
Argument
The afgument shall convey the service specific parameters
Damain UUID
THis parameter identifies the instance of the protg
Result(+)
This parameter indicates that the servic
Dgmain UUID
THis arameter identifies the instance
Result(-)
This parameter indicates that the servit
Daomain UUID

Error code
The parame’@
Type: Unsign

Allowed Valueg®

Table 59 — Neighborhood changed

shows

Parameter name Ind
Argument M
Domain UUID M
Error type List M
Argument
The argument shall convey the service specific parameters of the service request.
Domain UUID

This ist the key attribute to identify the instance of the protocol machine.

Error type List
This attribute consists of the following elements:

Error type

This element identifies a media redundancy error related to port neighbourhood.

Attribute type: Unsigned16
Allowed Values: PEER_DOMAIN_ID_MISMATCH
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Port ID
This element identifies the local ringport of the Media redundancy domain which
caused the error condition.

Attribute type: Unsigned16

Appear
This element identifies whether the error appears or disappears.

Attribute type: Boolean
Allowed Values: TRUE, FALSE

6.3.3.4 Media redundancy behavior

6.3.3.11.1 Ring ports

The Media Redundancy Manager MRM and the Media Redundancy CJj& e two
ring pprts.
The MRM and MRC shall be able to detect the failure or recovery ofa)\ifk rt with
mechanisms based on IEEE 802.3.
The MRM and MRC shall not forward MRP test fran Qpology chiange frames, and
MRP link change frames to non ring ports.
A ring| port shall take one of the followi
- | DISABLED:
All frames shall be dropped.
- | BLOCKED:
All frames shall b
. LLDP,
IEEE
6.3.3.4.
A firsf ri 3 T port of
the MRC shall-be.connected to the ring port of another MRC or to the second ring port [of the
MRM,|thetefore for
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The MRM shall control the ring state:

NOTE
2), are

-123 -

MRM

MRC

MRC

shall set one ring port in FOF
state.

N SN
Qi«\g

MRC

MRC

MRC

h both

hen it
CKED

brding
rts in

t count

Figure 8 — MRM in an open ring

The MRM shall indicate changes in the ring state to the MRC by means of MRP topology

chang

e frames.

The MRM shall not forward MRP specific frames (MRP test frames, MRP topology change
frames, MRP link change frames) between ring ports.
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6.3.3.4.3 Media redundancy client (MRC)

Each MRC shall forward MRP test frames received on one ring port to the other ring port and

vice versa.

If the MRC detects a failure or recovery of a ring port link, the MRC may optionally not
change by sending MRP link change frames through both of its ring ports.

ify the

Each MRC shall forward MRP link change frames received on one ring port to the other ring

port and vice versa.

Each [MRT shall Torward MRP topology change frames received on on ome_ring pori [to the
other fing port and vice versa. Each MRC shall process these frames. It s aII clear its\fiftering
data hase (FDB) if requested by a MRP topology change frame in a giv \ | (see
Table|61, MRP_TOPchgT). The time interval is used to synchronize ing.
6.3.3.4.4 Redundancy domain
The redundancy domain serves as key attribute represen i M and
MRC bpelong to the default domain. Engineering may pro ially if
a MRM or MRC is member in multiple rings. A node d ports
per redundancy domain. A ring port shall not belong(to
6.3.3.4.5 Multiple MRM in a single
There| shall be only one active MRM 3 >veral nodes have this ability.
Otherywise the ring will be divided into
As an|option, in case of more ihg, an
enhanced protocol not sp these
nodes| shall become the MR wn in
Figurg 9. To this geffed S all be
convelyed in the@_
If an gptional protocCe g shall
support the same proto he™endof shall specify the supported protocols.
MRM
Q\‘> — o
MRC MRGC

node with MRM capability
(in the MRC role) MRC

Figure 9 — More than one MRM in the ring
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6.3.3.4.6 RT media redundancy (option)

This option supports bumpless media redundancy for RT Class 1 and RT Class 2 frames. The
method is described in 6.3.8.2.3 for the attribute Redundancy of the IEEE 802.1D class. The
Redundancy attribute of a port allows to transmit RT Class 1 and RT Class 2 frames via two
associated ports in a ring topology. Thus, two identical frames are sent (same cycle
information).

The MRM shall control the RT Ring State for RT media redundancy:

- When the media redundancy Ring State enters CLOSED state, the MRM shall

V amesS—on RGP0 S a—¢G BAVAY Rtev8a bOth
directions.
- | As long as the MRM does not receives its own RT test frame RC in
the ring have not entered RT Redundancy Mode), the MRM 3 State
- dancy
dancy
Each ispbled.
When en its
ring p
6.3.3.
Media ~ 5 if an
applic i Check Media Redundancy has the

value

6.3.3.

Figure

\ Media Redundancy Mismatch

!

Manager role fail

Role is manager, $ Role is manager

“multiple mangers” Ring open

¢ Ring in closed state

RT redundancy
lost

Figure 10 — Media redundancy diagnosis dependencies

e If a node in a redundancy domain is not in manager role, a “Manager role fail”
diagnosis event shall be signalled. All other media redundancy diagnosis events are
locked.
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If a node in a redundancy domain is in manager role and another manager is detected,

the “multiple managers” event shall be signalled. This event may occur in para
ring state events “ring open” or “RT redundancy lost”.

If a node in a redundancy domain is in manager role and an open ring is detecte
“ring open” event shall be signalled.

If a node in a redundancy domain is in manager role, the option media redundan

llel to

d, the

cy for

RT is activated and no open ring is detected, the “RT redundancy lost” event shall be

signalled if RT redundancy is not available.

Thesq events are indicated by means of the State Change service.
In addition, media redundancy handles the following events fo of a
redunflancy domain by means of the Neighborhood Change service

e | If the attribute Check Ringport Neighborhood is TR y Port
Domain State is BAD or UNDEFINED, the “Peer D all be
signalled.

e | If the attributes Check Ringport Neighborh ] ancy Mode ar¢ both
TRUE and the Ring Port RT State is B ‘ ismatch”
event shall be signalled.

6.3.3.6 MRP parameters
6.3.3.6.1 Ring port parameters
Ring port parameterization fo MR RCin a ring shall comply with the settings
from Table 60.
/\ ble 6 %{vo /connection parameters
\/P}l’éq\a@& Value
Link s The link speed shall be at least 100 Mbit/s
Duple settlng Ring ports shall operate in full duplex mode,

\/ Administrative mode of a port may be set to
autonegotiation, but negotiated value (oper mode) shall
be full duplex

6.3.3.6.2 parameters
The nimber of no participating in ring shall not exceed 50 nodes.
NOTE | Fermore than this number of nodes in a ring, the maximum recovery time may be exceeded and {he ring

may become instable.

6.3.3

.6.3 MRM and MRC parameters

The MRM defines with its parameter set the recovery time of a ring. Table 61 specifies the
consistent set of parameter for a ring recovery time of 200 ms.
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Table 61 — MRM parameters

Parameter max. recovery time Meaning
200 ms
MRP_TOPchgT 10 ms Topology Change (Clear Address
Table) request interval
MRP_TOPNRmax 3 Topology Change (Clear Address
Table) repeat count
MRP_TSTshortT 10 ms MRP_Test short interval
MRP_TSTdefaultT 20 ms MRP_Test default interval
MRP_TSTNRmax 3 MRP_Test monitoring count

Table[6Z Specifies the MRT parameter set.
Table 62 — MRC parameters /\(\
P a
Parameter max. recovery time Meanin
200 ms
MRP_LNKdownT 20 ms Lifk Down\Timer interval\
MRP_LNKupT 20 ms Link Up Timveg intervaN,/
MRP_LNKNRmax 4 <_| Cink'Chanse (Up ot Down) coun
O\ N
NOTE | Traffic load in the ring should not exceed 90%.
6.3.4 |Real-time cyclic ASE
6.3.4. Overview
The real-time cyclic (RTC) is a congept of read and writing cyclic data by means of
bufferpd services. It uses IEEE 802.3
6.3.4.2 RTC class specif
6.3.4.2.1 General
The RTC ASE d s.fo
6.3.4.2.2 Templdte
A RT( following template:
ASE:
CLASS:
CLASS$ ID:

PARENT CLASS:

ATTRIBUTES:

1 (m) Key Attribute: CREP
SERVICES:

1 (m) OpsService: Set Prov Data
2 (m) OpsService: Set Prov Status
3 (m) OpsService: PPM Activate
4 (m) OpsService: Close

5 (m) OpsService: Start

6 (m) OpsService: Error

7 (m) OpsService: Get Cons Data
8 (m) OpsService: Get Cons Status
9 (m) OpsService: Set RedRole
10 (m) OpsService: CPM Activate
11 (m) OpsService: No Data
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12 (m) OpsService: Stop
6.3.4.2.3 Attributes
CREP

This key attribute identifies the instance of the protocol machine to which the data belong.
Attribute type: Unsigned32

6.3.4.3 RTC service specification
6.3.4.3.1 Set Prov Data

This local service may be used to update the transmission buffer. Table 63 shows the
paranieiers of the service.

Table 63 — Set Prov Data

Parameter name Req Cnf

Argument M

CREP M x

Data M< N

Result(+) S
CREP </\N\

Result(-) C S
CREP )
Error Class M
Error code M

Argument
The afgument shall conve

CREP
jis parameter is t

This parameter selects the error code.

Type: Unsigned16
Allowed Value: INVALID_STATE

6.3.4.3.2 Set Prov Status

This local service may be used to update the APDU status of the transmission buffer. Table
64 shows the parameters of the service.
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Table 64 — Set Prov Status

Parameter name Req Cnf
Argument M
CREP M
Status M
Result(+) S
CREP M
Result(-) S
CREP M
Error Class M
Error code M
Argument
The afgument shall convey the service specific parameters of the s
CREP
T?'l;s parameter is the local identifier for the desired CR.
Stptus
THis parameter shall be used for the field APDU status.

Resu

This parameter indicates that the service request
Result(-)

This

Er]
TH

Ty
Al

Er|
TH

Ty
Al

6.3.4.8.

This |
shows

(+)

arameter indicates that the service

ror Class
is parameter selects the error cl3

pe: Unsigned8
owed Value: CTXT

for code
is parame eleg
pe: Unsigned16

owed Value;

ble 65
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Table 65 — PPM Activate
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Parameter name Req

Argument
CREP
DA
SA
Frame ID
VLAN Prio
VLAN ID
Soft Sync
Reduction Ratio

Phase
Sequence
Default Values
Default Status

EIIgEs ==L

Result(+)

CREP M

Result(-) <
CREP

Error Class
Error code

[l

A

hent
rgument shall convey the service

REP
is parameter is the local identifie|

Argun
The a

CH
T

D
THhis parameter shall bs

S
THis parametersha
Frame ID Q
THis parameter s
VLAN Prio
THi

se|
VL
THi
se

Sd

ft Sync
This¢parameter shall be set true if soft sync shall be used.

A
ers_of the service request.

nnect

nnect

ReductionmRatio
This parameter shall be used for the Reduction Ratio.

Phase
This parameter shall be used for the Phase.

Sequence
This parameter shall be used for the Sequence.

Default Values
This parameter shall be used to determine the defaults.

Default Status
This parameter shall be used to determine the defaults.

Result(+)
This parameter indicates that the service request succeeded.
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Result(-)
This parameter indicates that the service request failed.

Error Class
This parameter selects the error class.

Type: Unsigned8
Allowed Value: CTXT

Error code
This parameter selects the error code.

Type: Unsigned16

Allowed-VatueINVASTD—STATE

6.3.4.3.4 Close

This Ipcal service may be used to close the provider protocol machifie
the pgrameters of the service.

Table 66 — Close

Parameter name Req\
Argument M
CREP
Result(+) ) M
CREP

N

Argument

The a ters of the service request.
CREP
Tr]l d CR.

Result(+)

This parameter S i st succeeded.

6.3.4.8.5 Start

This | y G dicate the first transmission of the provider pr

machi 3 ws the parameters of the service.

Table 67 — Start

Parameter name Ind
Argument M
CREP M

3 shows

otocol

Argument

The argument shall convey the service specific parameters of the service indication.

CREP
This parameter is the local identifier for the desired CR.

6.3.4.3.6 Error

This local service may be used to indicate an error during transmission of the provider

protocol machine (PPM). Table 68 shows the parameters of the service.
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Table 68 — Error

Parameter name Ind
Argument M
CREP M
No Data Send M
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The argument shall convey the service specific parameters of the service indication.

CREP

This parameter is the local identifier for the desired CR.

Nqg Data Send

THis parameter indicates the failure of data transmission.

6.3.4.3.7 Get Cons Data

This Ipcal service may be used to read data from the recepti

paranjeters of the service.

Table 69 — Get Cons Da

Vs the

Parameter name

Argument
CREP

Result(+)
CREP
Data

\}C

=)

==

Argument
The afgument shall

CREP
T?‘Jis parametenis

Resu
This pa

THis parame

Result(-)
This

arameter indicates that the service request failed.

Error Class

This parameter selects the error class.

Type: Unsigned8
Allowed Value: CTXT

Error code

This parameter selects the error code.

Type: Unsigned16

Allowed Value: INVALID_STATE

6.3.4.3.8 Get cons status

This local service may be used to read the APDU status from the reception buffer. Table 70
shows the parameters of the service.
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Table 70 — Get cons status

Parameter name

Req

Cnf

Argument
CREP

Result(+)
CREP
Status
Recv Counter

Result(-)

M
M

=20

CREP
Error Class
Error code

=g 0

Argument

The afgument shall convey the service specific parameters of the

CREP

Result(+)

Sthtus

This lpcal setvice
paran|eters_of the service.

is parameter is the local identifier for the desired CK

be used to set the redundancy status of the CR. Table 71 shoy

vs the

Table 7T — Set RedRole

Parameter name Req

Cnf

Argument
CREP
Red Role

Result(+)
CREP

Result(-)
CREP
Error Class
Error code

==L

7]

=20
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Argument
The argument shall convey the service specific parameters of the service request.

CREP
This parameter is the local identifier for the desired CR.

Red Role
This parameter determines the redundancy role (primary, secondary).

Result(+)
This parameter indicates that the service request succeeded.

Result(-)
This parameter indicates that the service request failed.

Error Class
THis parameter selects the error class.

Type: Unsigned8
Allowed Value: CTXT

Error code
This parameter selects the error code.

Type: Unsigned16

Allowed Value: INVALID _STATE
6.3.4.3.10 CPM activate O
This Ipcal service may be used to activat consumer proto¢ol machine (CPM). Table 72
showq the parameters of the service.

Req Cnf

AQ

T
atchdog Factor
atahold Factor

Default Value
Default Status

=TI EEEIEZEZEEER

Result(+)
CREP

= (2]

Result(-)
CREP
Error Class
Error code

=EZ=20»m

Argument
The argument shall convey the service specific parameters of the service request.

CREP
This parameter is the local identifier for the desired CR.

DA
This parameter shall be used for the destination MAC address.
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SA
This parameter shall be used for the source MAC address.

Frame ID
This parameter contains the value of the corresponding attribute of the CR ASE object.

Prio
This parameter contains the value of the corresponding attribute of the CR ASE object.

VLAN
This parameter contains the value of the corresponding attribute of the CR ASE object.

Expected Length
This parameter contains the value of the corresponding attribute of the CR ASE object.

Start Ton
This parameter shall be set to true if the timeout shall be mayitored Ngnmedjately.
Otherwise it starts with the reception of the first frame.

Timeout Base
THis parameter contains the value of the corresponding attribat

Watchdog Factor
THis parameter contains the value of the corresponding

Dgtahold Factor
THis parameter contains the value of the correspgnding i CR ASE obje¢t.

Dgfault Value
THhis parameter contains the value of

Dgfault Status

Error Class
This paraml
Type: Unsigned

The real-time acyclic (RTA) is a concept of reading and writing acyclic data by means of
acknowledged services. It uses IEEE 802.3 or UDP services.

6.3.5.2 RTA class specification
6.3.5.2.1 General

The RTA ASE defines for each CR one RTA object type:

6.3.5.2.2 Template

A RTA object is described by the following template:
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ASE: RTA ASE
CLASS: RTA
CLASS ID: not used
PARENT CLASS: TOP
ATTRIBUTES:
1 (m) Key Attribute: CREP
2 (m) Attribute: Protocol machine Parameter
2.1 (m) Attribute: DA
2.2 (m) Attribute: SA
2.3 (m) Attribute: Frame ID
2.4 trm—Attribote: YEANPrio
25 (m) Attribute: VLAN ID
2.6 (m) Attribute: RTA Timeout Factor
2.7 (m) Attribute: M Retry
2.8 (m) Attribute: Send Seq Num
2.9 (m) Attribute: Ack Seq Num
2.10 (m) Attribute: Dst IP
2.1 (m) Attribute: Src IP
2.12 (m) Attribute: Transport
SERVICES:
1 (m) OpsService:
2 (m) OpsService:
3 (m) OpsService:
4 (m) OpsService:
5 (m) OpsService:
6
7
8
9
6.3.5.
CREP
This K .
Attrib
Protorol machine™Rar
This | i ptocol
machipes
D
THis attribute ~eofitains the physical address of the destination device according to
IEEE 802
Attributetype—OctetStrimg{6]
SA

This attribute contains the physical address of the device according to IEEE 802.3
Attribute type: OctetString[6]

Frame ID
This attribute contains the identifier of the data within the frame.

Attribute type: Unsigned16
Allowed Values: ALARM_HIGH, ALARM_LOW

VLAN Prio
This attribute contains the priority of the frame according to IEEE 802.1Q.

Attribute type: Unsigned8
Allowed Values: LOW, HIGH
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VLAN ID
This attribute contains the VLAN ID according to IEEE 802.1Q.

Attribute type: Unsigned16
Allowed Value: 0

RTA Timeout Factor
This attribute contains the timeout factor within a sent RTA Data frame has to be
Acknowledged (ACK).

Attribute type: Unsigned16
Time Base: 100 ms
Al

M [Retry
THis attribute contains the number of retrys if no ACK received with{
THe value range is from 3 to 15 reftries.

actor.

Atfribute type: Unsigned16

S
Th

Atfribute type: Unsigned16
Allowed Values: 0...0x7FFF, OxFFFF, OxFFFE

Adk Seq Num
THis attribute contains the Acknol

nd Seq Num
is attribute contains the Sender Sequence Number.

Atfribute type: Unsigned16
Allowed Values: 0...0x7FFF, OxFFFF

Dst IP
THhis attribute contain

Atfribute type: Oct
Src IP

This attribut@tm
Attribute type:
Transport
This attribute

Atfributestype:
Alloyed

6.3.5.3 RTAse

6.3.5.83.1¢ APMS Activate

This local service shall be used to activate the sender protocol machine (APMS). Table 73
shows the parameters of the service.
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Table 73 — APMS Activate

Parameter name

Req Cnf

Argument
CREP
DA
SA
Frame ID
VLAN Prio
VLAN ID
RTA Timeout Factor
M Retry

Argur

hent

The

THis param

Transport
Dst IP
Src IP

Result(+)
CREP

Result(-)
CREP
Error Class
Error code

oog=s==gs=s=EgE=EsE=

N

faramet

eQ)o e service request.

These

brding

ng to

This parameter shall contain the numer of retrys.

Dst IP
This parameter shall contain the destination IP address if UDP services shall be used. Not
used if IEEE 802.3 services shall be used.

Src IP
This parameter shall contain the local IP address if UDP services shall be used. Not used
if IEEE 802.3 services shall be used.

Transport

This parameter shall contain the requested conveyance.

Result(+)
This parameter indicates that the service request succeeded.
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Result(-)
This parameter indicates that the service request failed.

Error Class
This parameter selects the error class.

Type: Unsigned16
Allowed Value: CTXT

Error code
This parameter selects the error code.

Type: Unsigned16

Allowed Value: INVALID_STATE

6.3.5.83.2 APMR Activate

This lpcal service shall be used to activate the receiver protocgl machine Dle 74

showq the parameters of the service.

Table 74 - APMR Actlvé\
Parameter name \(‘\\

Argument
CREP C

DA M
SA

Frame ID
VLAN Prio

VLAN ID %

oogzé

= »m

=EZ=20m

Argumeés
The drgume convey the service specific parameters of the service request. [These
parameters sha espond with the ASE attributes.

CREP

THis.parameter identifies the instance of the protocol machine.

DA

This parameter shall be used for the physical address of the destination device according
to IEEE 802.3.

SA
This parameter shall be used for the physical address of the device according to
IEEE 802.3.

Frame ID
This parameter shall be used for the Frame ID.

VLAN Prio
This parameter shall contain the priority of the frame according to IEEE 802.1Q

VLAN ID
This parameter shall contain the VLAN ID according to IEEE 802.1Q.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

— 140 -

Transport
This parameter shall contain the requested conveyance.

Dst IP
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This parameter shall contain the destination IP address if UDP services shall be used. Not

used if IEEE 802.3 services shall be used.
Src IP

This parameter shall contain the local IP address if UDP services shall be used. Not used

if IEEE 802.3 services shall be used.

Result(+)
This parameter indicates that the service request succeeded.

Resulf()
This parameter indicates that the service request failed.

Erfor Class
This parameter selects the error class.

Tylpe: Unsigned16
Allowed Value: CTXT

Eryor code
THis parameter selects the error code.

Type: Unsigned16

Allowed Value: INVALID_STATE

6.3.5.3.3 APMS A Data

A Data frame was sent, it has
imeout Factor). If no acknow
igd number of times (M Retry). If n
OUT). The communication uses sequence

to be
ledge
b ACK

numbers to ensure pragpe communication endpoints have to be|setup
for cqmmunicatiof quence number setup. Only one service can be
handl¢d at a t| be finished before a new one can be issued
(INVALID_STATE neg if not finished). Table 75 shows the parametfers of
the sdrvice.
able 75 — APMS A Data
Parameter name Req Cnf
}\gument M
CREP M
Data M
Result(+) S
CRFP M
Result(-) S
CREP M
ERRCLS M
ERRCODE M
Argument

The argument shall convey the service specific parameters of the service request. These

parameters shall correspond with the ASE attributes.

CREP
This parameter identifies the instance of the protocol machine.

Data

This parameter shall be used for RTA-SDU data to be send. The length is limited by ADPU

size.
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Result(+)
This parameter indicates that the service request succeeded.

Result(-)
This parameter indicates that the service request failed.

ERRCLS
This parameter selects the error class.

Type: Unsigned16
Allowed Value: CTXT

ERRCODE
This parameter selects the error code

Type: Unsigned16
Allowed Value: INVALID_STATE

6.3.5.3.4 APMR A Data

This Ipcal service may be used to receive RTA data. Table 76

service.
Table 76 — APMRﬁ/ﬁa‘a\

Parameter name ( ( Ind

Argument @ >
CREP
Data M)\
Argument %
The afgument shall conveythe service pear
CREP

THis parameter idefxifi

D4gta
THis param -SDU data
Result(+)
This parameter indix icé request succeeded.
6.3.5.3.5 APN
This deryi Nseq to send a RTA ACK after reception of a RTA Data. After RTA
was recei i 0 be\acknowledged by sending an ACK. Sending the ACK signg

s’successfully received and further data may be send. If the A(
not bg send,\the.sender retrys and will timeout if no ACK arrives at all. Only one servig
can be handled at™aime. So the service has to be finished before a new one can be i

of the

Data
Is the
K will
e call
ssued
vice.

(INVALID’_STATE result is set in not finished). Table 77 shows the parameters of the se

Table 77 — APMR Ack

Parameter name Req Cnf

Argument M
CREP M

Result(+)
CREP

7]

Result(-)
CREP
ERRCLS
ERRCODE

=20
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Argument
The argument shall convey the service specific parameters of the service request.

CREP
This parameter identifies the instance of the protocol machine.

Result(+)
This parameter indicates that the service request succeeded.

Result(-)
This parameter indicates that the service request failed.

ERRCLS
This parameter selects the error class.

Type: Unsigned16
Allowed Value: CTXT

ERRCODE
THhis parameter selects the error code.

Tylpe: Unsigned16
Allowed Value: INVALID_STATE

6.3.5.3.6 APMS error

This Ipcal service may be used to indicate an APMS .
the sdrvice.
Ta@i PMS_ Erro
P

ble 7
ayﬁr?eter nén\e Ind

SN
O\

78 skhOws the paramefers of

Argument Q
The afgument shall'c
CREP

THis paramete

ERRCL
THis parameter

Types
Allowed

ERRCODE
THhis{parameter selects the error code.

Type:r UnsignedTo
Allowed Value: see Table 79
Table 79 — APMS Error ERRCLS/ERRCODE

ERRCLS ERRCODE Meaning
PROTOCOL TIMEOUT Transmission timeout occurred
PROTOCOL SEQNUM Sequence number mismatch
PROTOCOL LMPM LMPM error

6.3.5.3.7 APMR Error

This local service may be used to indicate an APMR error. Table 80 shows the parameters of
the service.
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Table 80 — APMR Error

Parameter name Ind
Argument M
CREP M
ERRCLS M
ERRCODE M

Argument
The argument shall convey the service specific parameters of the service request.

CREP

H PP H +hk Batan o
T TS PaATarTTotTCT T CTIaITC S aTe ITiStalToTUT T o

ERRCLS
THhis parameter selects the error class.

Tylpe: Unsigned16
Allowed Value: see Table 81

ERRCODE
THhis parameter selects the error code.

Tylpe: Unsigned16
Allowed Value: see Table 81
Table 81 - AP/I\QR E"}@}X lE(ﬁi\QC E

ERRCLS ERRCO%E \ \ \ \ﬂe}ning

PROTOCOL SEQNUM Seguence humber of feceived data mismatch
PROTOCOL LMPM LMPM_e¥or

6.3.5.3.8 APMS_Close

This |
shows

ararpzter name Req Cnf
gument M
CREP M
>ErrCode u
esult(+) S
CREP M
AI'QUI rent
The argument shall convey the service specific parameters of the service request.
CREP
This parameter identifies the instance of the protocol machine.
ErrCode

This optional parameter selects the error code.
Type: Unsigned16

Allowed Value: See corresponding ASE attribute

Result(+)
This parameter indicates that the service request succeeded.
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6.3.5.3.9 APMR_Close

This local service shall be used to close the Receiver protocol machine (APMS). Table 83
shows the parameters of the service.

Table 83 — APMR_Close

Parameter name Req Cnf
Argument M
CREP M
Result(+) S
CUREF I

Argument
The afgument shall convey the service specific parameters of the sé

CREP
THis parameter identifies the instance of the protocol maghi

Result(+)
This parameter indicates that the service request succe

6.3.6 |Remote procedure call ASE
6.3.6.1 Overview

The femote procedure call (RPC) s G f the
The Qpen Group shall be applied. This/ASE de nes i ication| C706
of the|The Open Group as a transport

6.3.6.2 RPC class specif
6.3.6.2.1 Template

The RPC object

ASE:
CLASS:

Key Attribute: Implicit

1 (m) OpsService: Connect
2 (m) OpsService: Release
3 (m) OpsService: Read

4 (m) OpsService: Write

5 (m) OpsService: Control
6.3.6.2.2 Attributes

Implicit

The attribute Implicit indicates that the object is implicitly addressed by the service.
6.3.6.3 RPC service specification
6.3.6.3.1 Connect

This confirmed service shall be used to establish a connection by means of CL RPC. Table 84
shows the parameters of the service.
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Table 84 — Connect

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Args Max M M(=)
Args Len M M(=)
Args M M(=)

Result(+) S S(=)
PNIO Status M M(=)
Args Max M M(=)
Args M M(=)

Result(-)

PNIO Status

10 Status
is parame hal, be sep to

be\get according to the current error and shall consist
‘IODConnectRes”, Error Decode = “PNIO”, Error code 1, and

pf the
Error
to the

This confirmed service shall be used to release a connection by means of CL RPC. Table 85

shows the parameters of the service.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

- 146 — 61158-5-10 © IEC:2010(E)

Table 85 — Release

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Args Max M M(=)
Args Len M M(=)
Args M M(=)

Result(+) S S(=)
PNIO Status M M(=)
Args Max M M(=)
Args M M(=)

Result(-)

PNIO Status

10 Status
is parame hal, be sep to

be\get according to the current error and shall consist pf the
‘IODReleaseRes”, Error Decode = “PNIO”, Error code 1, and Error
cofde 2. 4.and Error code 2 shall contain the actual error code according|to the

This confirmed service shall be used to convey a higher layer read service by means of CL
RPC. Table 86 shows the parameters of the service.
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Table 86 — Read

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Args Max M M(=)
Args Len M M(=)
Args M M(=)

Result(+) S S(=)
PNIO Status M M(=)
Args Max M M(=)
Args M M(=)

Result(-)

PNIO Status

10 Status
is parame hal, be sep to

be\get according to the current error and shall consist
\|IODReadRes”, Error Decode = “PNIORW”, Error code 1, and

pf the
Error
to the

This confirmed service shall be used to convey a higher layer write service by means of CL

RPC. Table 87 shows the parameters of the service.
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Table 87 — Write

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Args Max M M(=)
Args Len M M(=)
Args M M(=)

Result(+) S S(=)
PNIO Status M M(=)
Args Max M M(=)
Args M M(=)

Result(-)

PNIO Status

10 Status
is parame hal, be sep to

be\get according to the current error and shall consist pf the
. \|IODWriteRes”, Error Decode = “PNIORW”, Error code 1, and Error
code 2: 4.and Error code 2 shall contain the actual error code according|to the

This confirmed service shall be used to convey a higher layer “End of Parameter” and
“Application Ready” service by means of CL RPC. Table 88 shows the parameters of the
service.
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Table 88 — Control

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Args Max M M(=)
Args Len M M(=)
Args M M(=)

Result(+) S S(=)
PNIO Status M M(=)
Args Max M M(=)
Args M M(=)

Result(-)

PNIO Status

10 Status
is parame hal, be sep to

be\get according to the current error and shall consist
“lOXControlRes”, Error Decode = “PNIO”, Error code 1, and

pf the
Error
to the

6.3.7.1 Overview

The concepts according to IEEE 802.1AB standard shall be applied. This part of the
specification defines the special usage of Chassis ID, Port ID, Chassis ID Subtype, Port ID
Subtype, and Time to live. Furthermore, extensions for the OUI regarding frames and MIB are

defined.

Furthermore, the RFC 3490 (IDNA) shall be applied for the content syntax of Chassis ID and

Port ID.

If SNMP is supported, the system shall conform to the LLDP management specifications in
and shall implement the sections of the basic LLDP MIB for the operating mode being
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implemented. If SNMP is not supported, the system shall provide storage and retrieval
capability equivalent to the functionality for the operating mode being implemented.

6.3.7.2 IEEE 802.1AB class specification
6.3.7.2.1 Template

The IEEE 802.1AB object is described by the following template:

ASE: Link Layer Discovery ASE

CLASS: IEEE 802.1AB

CLAS :

PAREET CLASS: TOP

ATTRIBUTES:

1 (m) Key Attribute: Implicit

2 (m) Attribute: Chassis ID

3 (m) Attribute: Port ID

3 (m) Attribute: LLDP Time To Live

4 (o) Attribute: Port Description

5 (o) Attribute: System Name

6 (o) Attribute: System Descriptio

7 (o) Attribute: System Capabiyiities

8 (m) Attribute: &

9 (o) Attribute:

10 (o) Attribute:

10.1 (m) Attribute:

10.2 (c)

10.2.1 m)

10.2.1]1 (m)

10.2.1)2 c)

10.2.1]2.1

10.2.1]3 > ybtype = PORT_AND_PROTOCOL_VLAN_ID
10.2.1]3.1 i N Flags

10.2.1|3.2 i : PPVID Reference Number
10.2.1]4 Subtype = VLAN_NAME

10.2.1]4.1 ibute; VLAN ID

10.2.1|42 : VLAN Name

10.2.1|5 apstraint: Subtype = PROTOCOL_IDENTITY
10.2.115.1 Attribute: List of Protocol Identities
10.2.115.1.d Attribute: Protocol Identity

10.3 (c) Constraint: Organizationally Unique ldentifier = 00-12-0F
10.3.1 (m) Attribute: List of ISO/IEC 8802.3 Subtypes
10.3.1.1 (m) Attribute: Subtype

10.3.1.2 (c) Constraint: Subtype = MAC_PHY_CONFIGURATION_STATUS
10.3.1.2.1 (m) Attribute: Auto Negotiation Support And Status
10.3.1.2.2 (m) Attribute: Advertised Capability

10.3.1.2.3 (m) Attribute: Operational MAU type

10.3.1.3 (c) Constraint: Subtype = POWER_VIA_MDI
10.3.1.3.1 (m) Attribute: MDI Power Support

10.3.1.3.2 (m) Attribute: Power Pair

10.3.1.3.3 (m) Attribute: Power Class

10.3.1.4 (c) Constraint: Subtype = LINK_AGGREGATION
10.3.1.4.1 (m) Attribute: Link Aggregation Status

10.3.1.4.2 (m) Attribute: Aggregated Port ID
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10.3.1.5 (c) Constraint: Subtype = MAXIMUM_FRAME_SIZE
10.3.1.5.1 (m) Attribute: Maximum Frame Size

10. 4 (c) Constraint: Organizationally Unique Identifier = 00-0E-CF
10. 4.1 (m) Attribute: List of PNIO Subtypes

10.4.11 (m) Attribute: Subtype

10.4.1.2 (c) Constraint: Subtype = LLDP_PNIO_DELAY
10.4.1.2.1 (m) Attribute: PnioDelay

10.4.1.2.1.1 (m) Attribute: PortRxDelayLocal
10.4.1.2.1.2 (m) Attribute: PortRxDelayRemote
10.4.1.2.1.3 (m) Attribute: PortTxDelayLocal

10. 4. 1244 (III) Attribute: PUItTADCidyRUIIIUtU

10. 4.1.2.1.5 (m) Attribute: CableDelayLocal

10. 4.1.3 (c) Constraint: Subtype = LLDP_PNIO_PORTST.
10. 4.1.3.1 (m) Attribute: PnioPortStatus

10. 4.1.3.1.1 (m) Attribute: RTClass2PortStatus

10. 4.1.3.1.2 (m) Attribute: RTClass3PortStatus
10.14.4.1.3.1.2.1 (m) Attribute: Status

10.14.4.1.3.1.2.2 (m) Attribute: Mode

10. 4.1.4 (c) Constraint:

10. 4.1.4.1 (m) Attribute:

10.14.4.1.5 (c) Constraint:

10.14.4.1.5.1 (m) Attribute:

10.14.4.1.5.1.1 (m) Attribute:

10.14.4.1.5.1.2 (m) Attribute:

10.14.4.1.6 (c) Constraint:

10.14.4.1.6.1 (m) Attribote:

10.14.4.1.7

10.14.4.1.7.1

10.14.4.1.7.1. RnioPTCPMasterSourceAddress
10.14.4.1.7.1. PhioPTCPSubdomainUUID
10.14.4.1. PniolRDataUUID

10.14.4 1. PnioLengthOfPeriod
10.14.4.1.7.1. Length

10.14.4.1. Validity

10.14.4.1. PnioRedPeriodBegin

10.14.4 .4 PnioOrangePeriodBegin
10.14 4.1.7. 1 PnioGreenPeriodBegin

11 Attribute: List of Remote Systems Data

11.1 Attribute: Port ID

11.2 (m) Attribute: Chassis ID

11.3 (m) Attribute: MAC Address

11.4 (m) Attribute: LLDP Time To Live

11.5 (o) Attribute: Port Description

11.6 (o) Attribute: System Name

11.7 (o) Attribute: System Description

11.8 (o) Attribute: System Capabilities

11.9 (o) Attribute: Management Address

11.10 (o) Attribute: Object Identifier

11.11 (m) Attribute: Propagation Delay Factor

11.12 (m) Attribute: List of Organizationally-specific extensions
11.12.1 (m) Attribute: Organizationally Unique Identifier
11.12.2 (c) Constraint: Organizationally Unique ldentifier = 00-80-C2
11.12.2.1 (m) Attribute: List of ISO/IEC 8802.1 Subtypes
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12.2.1.1 (m) Attribute: Subtype

12.2.1.2 (c) Constraint: Subtype = PORT_VLAN_ID
12.2.1.21 (m) Attribute: Port VLAN Identifier

12.21.3 (c) Constraint: Subtype = PORT_AND_PROTOCOL_VLAN_ID
12.2.1.3.1 (m) Attribute: Flags

12.2.1.3.2 (m) Attribute: PPVID Reference Number
12.21.4 (c) Constraint: Subtype = VLAN_NAME
12.2.1.41 (m) Attribute: VLAN ID

12.2.1.4.2 (m) Attribute: VLAN Name

12.2.1.5 (c) Constraint: Subtype = PROTOCOL_IDENTITY
12 ..1 GAI (III) AttllbutU let Uf PIUtUL’Ui ;UIUIItitiUD
12.2.1.51. (m) Attribute: Protocol Identity

128 (c) Constraint: Organizationally Unique |dentifier =0
.12.8.1 (m) Attribute: List of ISO/IEC 8802.3 Subtype
12.8.1.1 (m) Attribute: Subtype

12.8.1.2 (c) Constraint:

.12.8.1.2.1 (m) Attribute:

12.8.1.2.2 (m) Attribute:

.12.8.1.2.3 (m) Attribute:

12.8.1.3 (c) Constraint:

12.8.1.31 (m) Attribute:

.12.8.1.3.2 (m) Attribute:

12.8.1.3.3 (m) Attribute:

12.8.1.4 (c) Constraint:

12.8.1.41 (m) Attribute:

12.3.1.4.2 (m) Attribote:

12.8.1.5 (c)

12.8.1.51 (m)

12.4 c)

12.4.1 Liskgf’PNIO Subtypes

12.4.11 ubtype

12.41. Subtype = LLDP_PNIO_DELAY
12.4.1.2. PnioDelay

12.4.1.2. PortRxDelayLocal

12.4.1. PortRxDelayRemote

12.4. PortTxDelayLocal

12.4.1.2.14 PortTxDelayRemote
12.4.1.2.1, Attribute: CableDelayLocal

12.4.1.3 Constraint: Subtype = LLDP_PNIO_PORTSTATUS
12,4431 (m) Attribute: PnioPortStatus

12.4.1.3.11 (m) Attribute: RTClass2PortStatus
12.4.1.3.1.2 (m) Attribute: RTClass3PortStatus
12.4.1.3.1.2.1  (m) Attribute: Status

12.4.1.3.1.2.2 (m) Attribute: Mode

12.4.1.4 (c) Constraint: Subtype = LLDP_PNIO_ALIAS
12.4.1.41 (m) Attribute: PnioAlias

12.4.1.5 (c) Constraint: Subtype = LLDP_PNIO_MRP_PORT_STATUS
12.4.1.51 (m) Attribute: PnioMRPPortStatus
1241511 (m) Attribute: MRPDomainUUID
12.4.1.5.1.2 (m) Attribute: MRRTPortStatus

12.4.1.6 (c) Constraint: Subtype = LLDP_PNIO_INTERFACE_MAC_ADDRESS
12.4.1.6.1 (m) Attribute: PniolnterfaceMacAddress
12.41.7 (c) Constraint: Subtype = LLDP_PNIO_PTCP_STATUS
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11.12.4.1.7 1 (m) Attribute: PnioPTCPStatus

11.12.41.7.1.1 (m) Attribute: PnioPTCPMasterSourceAddress

11.12.4.1.7.1.2 (m) Attribute: PnioPTCPSubdomainUUID

11.12.4.1.7.1.3 (m) Attribute: PniolRDataUUID

11.12.4.1.7.1.4 (m) Attribute: PnioLengthOfPeriod

11.12.4.1.7.1.4.1 (m) Attribute: Length

11.12.4.1.7.1.4.2 (m) Attribute: Validity

11.12.4.1.7.1.5 (m) Attribute: PnioRedPeriodBegin

11.12.4.1.7.1.6 (m) Attribute: PnioOrangePeriodBegin

11.12.4.1.7.1.7 (m) Attribute: PnioGreenPeriodBegin

SERVIEES:

1 (m) OpsService: Remote Systems Data Change

6.3.7.2.2 Attributes

Impligit

The aftribute Implicit indicates that the object is implicitly address

Chassis ID

This ron-volatile attribute contains the name of the interfa 5 hassis
ID subtype locally assigned compliant with IEEE 802. . SN i octet

string| indicating the specific identifier for the parti
Chasgis ID and Port ID are concatenated to form th

cause
hosen

for Chassis ID shall be non-null. The value of Real
Station Name and Interface Name.

NOTE

Attribdite type: VisibleString[240]

Port |

This attribute contains the™name ¢ btype
locally assigned complia ; \ / value shall be “port-xyz” or “poft-xyz-

rstuv’(where x,y,z is in pto255andr, s, t, u, vis in the range “0”-
“9” frgm 00 000 up to hall be used to identify the port numbef. The

values r,s,t,u,v | b i i slot. The values “port-001” or “port-001-g0000”
shall be used fo irs for’an interface within slot 0.

Attribdite type: Octe

NOTE } DP protocoyfa DTE is referred to as port. It does not mean a port from the UDP
context]

LLDP|Time Yo Live

This dttribute Yodicates the number of seconds that the recipient LLDP agent is to regafrd the

informatio iated_with this chassis and port identifier to be valid. It shall be compliant
with IEEE 8024

Attribdite typerUnsi
Allowgd<¥Values: 20

Port Description
This attribute contains an alpha-numeric string that indicates the port description. It shall be
compliant with IEEE 802.1AB.

NOT 3E |If IETF RFC 2863 is implemented, the use of the ifDescr object is recommended for this field.

System Name
This attribute contains an alpha-numeric string that indicates the system’s administratively-
assigned name. It shall be compliant with IEEE 802.1AB.

NOTE 4 This should be the system’s fully-qualified domain name. If implementations support IETF RFC 3418, the
use of the sysName object is recommended for this field.

System Description
This attribute contains an alpha-numeric string that is the textual description of the network
entity. It shall be compliant with IEEE 802.1AB.
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NOTE 5 This value should include the full name and version identification of the system's hardware type, software
operating system, and networking software. If implementations support IETF RFC 3418, the use of the sysDescr
object is recommended for this field.

System Capabilities

This attribute contains a bit-map of the capabilities that define the primary function(s) of the
system. The bit positions for each function and the associated MIB or standard that are likely,
but not guaranteed, to be supported are listed in Table 89. A binary one in the associated bit
indicates the existence of that capability. It shall be compliant with IEEE 802.1AB.

NOTE 6 Individual systems may indicate more than one implemented functional capability (for example, both a
bridge and router capability).

Table 89 — System capabilities

Position Meaning

Bit 0 Other

Bit 1 Repeater

Bit 2 Bridge

Bit 3 WLAN Access Point

Bit 4 Router <

Bit 5 Telephone \
Bit 6 DOC SIS cable device \

Bit 7 Station Only \

Management Address

This gttribute contains an octet string jindicati o} shall
be compliant with IEEE 802.1AB.
NOTE T The returned address should be the ddress

such ag the IPv4 address, 192.168.254.10.

Objetlt Identifier
This attribute contains a
entity |associated with tht
shall pot be provided.

" of hardware component or prptocol
. If no OID is available, this field

NOTE The interface numbernand O B8 i cific or

other sfarting pointse S
List of Orgahjzati

| such
e and

This attribute shall be complient with IEEE 802.1AB.

Allowed values: PORT_VLAN_ID, PORT_AND_PROTOCOL_VLAN-ID,
VLAN_NAME, PROTOCOL_IDENTITY

Port VLAN Identifier

This attribute contains the VLAN ID for the bridge port as defined in
IEEE 802.1Q. A value of zero shall be used if the system either does not know
the PVID or does not support port-based VLAN operation.

Flags
This attribute contains a bit map indicating the port and protocol VLAN
capability and status.

Allowed Values: PPVID_SUPPORTED, PPVID_ENABLED

PPVID Reference Number
This attribute contains the PPVID number for this 802 LAN station.

NOTE 9 If the port is not capable of supporting port and protocol VLANs and/or the port is not
enabled with any port protocol VLAN, the PPVID number should be zero.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 155 —

VLAN ID
This attribute contains the VID number associated with the VLAN name.

VLAN Name

This attribute contains the VLAN’s name.

Attribute type: OctetString[32]

NOTE 10 If implementations support IETF RFC 2674, the use of the dot1QVLANStaticName
object is recommended for this field.

List of Protocol Identies
This attribute list contains the following attributes:

Protocol Identity
This attribute contains the Tirst n octets of the protoco
addresses (i.e., starting with the length/type field) that the sender wo

after the L|Jayer-2
Id like

to advertise. The value of n is determined by the col to
disambiguate itself. The protocol information stririg g hough
octets to allow the receiver to correctly identify the\pro sion.
NOTE 11 Spanning tree protocols, for example, wouid ne \ i s: LLC
address (two octets), Protocol ID (two octets), plus the pxotocol sio (one_octet).
List of ISO/IEC 8802.3 Subtypes
This attribute list contains the following attributes;
Subtype
This attribute shall be complient with, Ik .
Allowed values: MAC _PHNY_ ‘ XTUS, POWER_VIA MDlI,

This attribute contains a(bit ma a tifies the auto-negotiation suppdrt and
current status of the loca| ISQ/IE 30223 AN station as defined in Tablg 90. If

k bif-0) is vne and the auto-negotiation stafus bit
C 88028 physical media dependent suplayer

he default configuration field value [rather

iation support and status

Meaning

F\it\ Ntoﬁegot@d’on Support (0 — not supported, 1 — supported)
Bi\l\1 Auh)qegotiation Status (0 — disabled, 1 — enabled)

ttribute  contains an integer value as defined by| the

Operational MAU type
This attribute is an inhagpr value indi(‘nfing the npnrnfinnal MAU type f the
sending device. This value is derived from the list position of the corresponding
dot3MauType as listed in IETF RFC 3636 (or subsequent revisions) and is
equal to the last number in the respective dot3MauType OID. For MAU types
not listed in RFC 3636 (or subsequent revisions), the value of this field shall be
set to zero.

MDI Power Support
This attribute contains a bit-map of the MDI power capabilities and status as
defined in Table 91.

Table 91 — MDI Power Support

Position Meaning

Bit 0 Port Class (0 — Power Sourcing Equipment, 1 — Powered
Device)

Bit 1 MDI Power Support (0 — not supported, 1 — supported)
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Position Meaning

Bit 2 MDI Power State (0 — disabled, 1 — enabled)

Bit 3 Pairs Control Ability (0 - pair selection can not be
controlled, 1 - pair selection can be controlled)

Power Pair
This attribute contains an integer value as defined by the
pethPsePortPowerPairs object in IETF RFC 3621.

Power Class
This  attribute contains an integer value as defined by the
pethPsePortPowerClassification object in IETF RFC 3621.

Link Aggregation Status
This attribute contains a bit map of the link aggregatio iltieshand the
current aggregation status of the link as defined in Tabl

Table 92 — Link aggregation status

Position Meaning < \ \

Bit 0 Aggregation Capability (0 — not supporjednl \sup&or@d)

Bit 1 Aggregation Status (0 — disabled, 1 —éﬁqbleﬁ\)\\ \ \)
N\

Aggregated Port ID
This attribute contains the 1SO
AggPortID is derived fropnthe ifNs

Maximum Frame Size

2¢ agoregated port identifigr. An
e@dex or the interface.

ing the maximum supported

PNIO_DELAY, LLDP_PNIO_PORTSTATUS,
LLDP_PNIO_MRP_PORT_STATUS,
AC_ADDRESS, LLDP_PNIO_PTCP_STATUS

contains the local receiving delay of the port in nanosecqgnds.

Allowed values: 1-OxFFF
PortRxDelayRemote

This attribute contains the local rpr‘piving dplay of the peer port in
nanoseconds.

Attribute type: Unsigned32
Allowed values: 1-OxFFF

PortTxDelayLocal
This attribute contains the local transmission delay of the port in
nanoseconds.

Attribute type: Unsigned32
Allowed values: 1-OxFFF

PortTxDelayRemote
This attribute contains the local transmission delay of the peer port in
nanoseconds.

Attribute type: Unsigned32
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Allowed values: 1-OxFFF

CableDelayLocal
This attribute contains the local cable delay in nanoseconds.

Attribute type: Unsigned32
Allowed values: 1-OxFFFFF

PnioPortStatus
This attribute contain of the following attributes:

RTClass2PortStatus
This attribute contains the port status for RT_CLASS_2.

Attributetype—Umnsigrned 16
Allowed values: NOT_USED, CONFIGURED, ORANG

RTClass3PortStatus
This attribute contains the following attributes.

Status
This attribute contains the port status for

RTACLASSB_NEXT_ACTIVE, R

Mode
This attribute contains the port

CTIVE

aceMacAddress
contains the IEEE 802 MAC address.

CPStatus
This attribute shall consist of the following attributes.

PnioPTCPMasterSourceAddress
This attribute contains the IEEE 802 MAC address of the PTCP master.

Attribute type: OctetString[6]

PnioPTCPSubdomainUUID
This attribute contains the UUID of the PTCP subdomain.

Attribute type: UUID

PniolRDataUUID
This attribute contains the UUID of the IR data.

Attribute type: UUID

PnioLengthOfPeriod
This attribute shall consist of the following attributes.
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Length
This attribute contains the value for the duration of the cycle in
nanoseconds. The value shall be a multiply of 31 250 nanoseconds.

Attribute type: Unsigned32
Allowed values: 0x00007A12 - 0x003D0900 if valid, 0 if invalid

Validity
This attribute contains the validity of the length.

Allowed values: INVALID, VALID

PnioRedPeriodBegin
This attribute shall consist of the following attributes

Offset

This attribute contains the value for the offset rela of the
cycle in nanoseconds.
Attribute type: Unsigned32
Allowed values: 0x00000000 - 0xO003DO0O8F
Validity
of the

eeneriadBeg)
buteXshall cpnsist of the following attributes.

e contains the value for the offset related to the begin |of the

i{ribate type: Unsigned32
Allowed values: 0x00000000 - 0x003DOS8FF if valid, 0 if invalid

Validity
This attribute contains the validity of the offset.

Allowed values: INVALID, VALID

List of Remote Systems Data

This attribute list contains the same attributes as specified for Real List of Ports
including all subsequent attributes until Maximum Frame Size. Furthermore, the
following additional attributes are included.

Port ID
This attribute has the same definition as Own Port ID.

Chassis ID
This attribute has the same definition as Interface Name.

MAC Address
This attribute contains the devices physical address according to IEEE 802.3 MAC

address.
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Attribute type: OctetString[6]
Propagation Delay Factor

This attribute contains the measured line delay. The time base shall be 1 ns.

Attribute type: Unsigned32

6.3.7.2.3 Invocation of the IEEE 802.1AB object

For the invocation of the IEEE 802.1AB object the following rules apply:

IEEE 802.1AB objects shall exist for each interface.

6.3.7.3 IEEE 802.1AB service specification

The ¢
valueg
inform

6.3.7.

This |
93 sh

Argun

of the ASE. IEEE 802.1AB uses the services of the LMP
ation to and from other LLDP agents.

B.1 Remote systems data change

bcal service shall be used to indicate a change o
bws the parameters of the service.

Table 93 — Remote sy

rotocol according to IEEE 802.1AB shall be used to send a

AN
refamarone ¢ )

Argument
Local Port ID
Lis

The afgt

Li
T

t of-Neighbours
issparameter list consist of the following parameter:

ms Data.

ribute
pceive

Table

Remote Chassis ID

This parameter contains the value of the attribute of the ASE.

Remote Port ID

This parameter contains the value of the attribute of the ASE.

Remote Cable Delay

This parameter contains the value of the attribute of the ASE.

Remote RT_CLASS_3 Port Status

This parameter contains the value of the attribute of the ASE.

Remote RT_CLASS_2 Port Status

This parameter contains the value of the attribute of the ASE.

Remote PTCP Status

This parameter contains the value of the attribute of the ASE.
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Auto Negotiation Support And Status
This parameter contains the value of the attribute of the ASE.

Advertised Capability
This parameter contains the value of the attribute of the ASE

Operational MAU type
This parameter contains the value of the attribute of the ASE.

6.3.7.3.2 Placeholder

This i$ an empty subclause to be in line with IEC directive par 1q str of slervice

specifjcations.

6.3.8 |MAC bridges ASE

6.3.8.1 Overview

The cpncepts according to IEEE 802.
the IEEE 802.1D.

The pridging mechanisms of
RT_CLASS_3 phase. In fhi

RT_CLASS_3 Relay

e defines the utilization of

temporary disabled within the
RT_CLASS_3 frames shall be| done
with the behavior according to the
he valdes of the attributes define a dpecial

forwa

Furthg
attribd

6.3.8.

6.3.8.2.

The IE

6.3.8.2.

ding table.
rmore, s@ S ' arevdefined for media redundancy (see 6.3.2.¢4 and
te redundan 3 CLASS 2 and RT_CLASS 1.

An IEEE802.1D object is described by the following template:
ASE: IEEE 802.1D ASE

CLASS: IEEE 802.1D

CLASS ID: not used

PARENT CLASS: top

ATTRIBUTES:

1 (m) Key Attribute: Implicit

2 (m) Attribute: IR Global Data

2.1 (m) Attribute: IR Data ID

2.2 (o) Attribute: Max Bridge Delay
2.3 (o) Attribute: Number of Ports
2.4 (o) Attribute: List of Port Delays
241 (m) Attribute: Max Port Tx Delay
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2.4.2 (m) Attribute: Max Port Rx Delay
3 (m) Attribute: List of IR Frame Data Elements
3.1 (m) Attribute: Frame Send Offset
3.2 (m) Attribute: Data Length
3.3 (m) Attribute: Reduction Ratio
3.4 (m) Attribute: Phase
3.5 (m) Attribute: Frame ID
3.6 (m) Attribute: Ethertype
3.7 (m) Attribute: Rx Port
3.8 (m) Attribute: Frame Details
3.8.1 (III) Attribute: Syllb Frame
3.8.2 (m) Attribute: Meaning Frame Send Offset
3.9 (m) Attribute: Tx Port Group
3.9.1 (m) Attribute: Number Of Tx Port Group Array E
3.9.2 (m) Attribute: Tx Port Group Array
4 (m) Attribute: List of Ports
4.1 (m) Attribute: Port
411 (m) Attribute: Transmission Period Sen
4.1.2 (m) Attribute: i
4.1.3 (m) Attribute:
4.1.4 (m) Attribute:
4.1.5 (m) Attribute:
4.1.6 (m) Attribute:
5 (o) Attribute:
SERVICES:
1 (m) OpsService:
2
3
4
5
6
6.3.8.2.3 Attribytes
Impligit
The gttributé Implicit (Rdica y the
Service.
IR Globa 2
This gttribute the following attributes:
IR|Data’iD
This/attribute contains a unique identifier to identify the generation of the IR| Data
unmbiguously.

Attribute type: UUID

Max Bridge Delay
This optional attribute contains the value for the maximum bridge delay in nanoseconds.

Attribute type: Unsigned32

Allowed Values: 0 - unknown, 0x00000001-0x3BO9AC9FF - values -calcutated by
engineering tool

Number of Ports
This optional attribute contains the value for the number of ports containing the attributes
Max Port Tx Delay and Max Port Rx Delay.

Attribute type: Unsigned32
Allowed Values: 0x00000001-0x000000FF
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List of Port Delays
This optional attribute contains the Port Delay Elements. A list element includes the

following attributes:

Max Port Tx Delay

This optional attribute contains the value for the maximum transmission delay for the
port in nanoseconds.

Attribute type: Unsigned32

Allowed Values: 0 - unknown, 0x00000001-0x3B9AC9FF - values calcutated by
engineering tool

Max Port Rx Delay
ThisS optional attribute contains the value for the maximum delay 1or receiver of ine port
in nanoseconds.

Attribute type: Unsigned32

Allowed Values: 0 - unknown, 0x00000001-0x3B9AC9F
engineering tool

bd by

List IR Frame Data Elements
This attribute contains the IR Frame Data Elements. A
attribdtes:

Frame Send Offset
This attribute contains the send or receive offse e
bajse is according to the RT_CLASS,3 Time Bas

Attribute type: Unsigned32

D3gta Length
THhis attribute contains the lengt
length.

des the following

of the cycle. The time

g C_SDU length plus APDU_Btatus

Atfribute type: Unsign€d16

Allowed Values for

Rgduction Ratio
THis attribut Y
Atfribute type: i

The allowed val

\ \ VMdecimal) Meaning
\ 1 Mandatory
2 Mandatory
> 4 Mandatory
8 Mandatory
16 Mandatory

024165 535 Reserved

other Optional

Phase
This attribute contains the particular cycle for the frame.

Attribute type: Unsigned16
Allowed Values: 1 until current value of the attribute Reduction Ratio

Frame ID
This attribute contains the identifier of the frame which is configured by project planning.

Attribute type: Unsigned32
The allowed values according to Table 95 shall be used.
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Table 95 — Frame IDs for RT_CLASS_3

Value (hexadecimal) Meaning

0x0080 Dedicated to synchronization
0x0100 — OX7FFF Dedicated to RT_CLASS_3 unicast and multicast

Ethertype
This attribute contains the value of the type/Length fields of the DLPDU.

Attribute type: Unsigned16

Allowed Values: 0x8892
Rx-Port

This attribute contains the number of the receiving port.
Atfribute type: Unsigned8
Allowed Values: LOCAL_INJECTION, PORT_1 to PORT_255

Frame Details
THis attribute consists of the following elements:

Atfribute type: Unsigned8

Sync Frame
This field shall identify a sync frame.

Allowed values shall be according to Tabl
TaQ/Ie\Q\ﬁ rame O

Meaning Q
NO_SYNC_FRAME,
PRIMARY_SYNE_FRAME,
SECQNDARYNSYNC_FRAME

FrameSendOff
This attribute con ion of the attribute FrameSendOffset wi
values am toT

able 97 > FrameSendOffset

N
(\ Valh*e\ Meaning

IME Field FrameSendOffset specifies the point of time
(\ for receiving or transmitting a frame

the RT_CLASS_3 interval within a phase

< \ RTX\O\ASA%S_BZ/GIN Field FrameSendOffset specifies the beginning of

\R MS/S’_C%_END Field FrameSendOffset specifies the ending of the
RT_CLASS_3 interval within a phase

TX Port.Group
THis\attribute consists of the following elements:

Number Of Tx Port Group Array Elements
This field shall count the successing Tx Port Group Array entries.

Allowed values are 1,3,5,7,9,11,13,15, ..., 31,33.
Attribute type: Unsigned8
Tx Port Group Array

h the

The Tx Port Group Array is an array of octets that shall contain at least one and at
most 33 octets referred to as Tx Port Group Array entry. A Tx Port Group Array
Element shall consist of at least one and at most 8 TxPort entries referred to as
TxPortGroup entry 0 to TxPortGroup entry 7. Therefore, the number of TxPortGroup
octet corresponds to the number of ports within a device and shall be calculated as

follows
1) N = Mhighest DIV 8 +1
where
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N is the number of TxPortGroup octets or the number of array elements,
Mhighest is the highest number of TxPorts within a device (maximum 255).
The unused TxPort entries shall be set to zero.

The term DIV stands for division without rest. The term MOD stands for the rest of the division.

Bit 0: TxPortEntry_0

This bit shall be set with the values according to Table 98 if the TxPort with the
number that meets m MOD 8 = 0 is present. A padding bit shall be used if no TxPort is

present.
Table 98 — Tx Port Entry

Vatue Meaming
(hexadecimal)

0x00 Transmission off
0x01 Transmission on

The TxPort of local injection is always placed in TxP
octet number one.

Bit 1: TxPortEntry_1
This bit shall be set with the values accordi
number that meets m MOD 8 = 1 is present.
present.

Bit 2: TxPortEntry_2
This bit shall be set with the
number that meets m MOD 8 =
present.

Bit 3: TxPortEntry_3

present.

Bit 4: TxPortE
This bit :
number tha

present.

This b et wi i if the TxPort wi
number thatméets m MOD 8 = 6 is present. A padding bit shall be used if no Tx
present.

Group

ith the

Port is

ith the

Port is

ith the

Port is

ith the

Port is

ith the

Port is

th the
Port is

Bit ;- I*PeF_tEniru 7
J—

This bit shall be set with the values according to Table 98 if the TxPort with the
number that meets m MOD 8 = 7 is present. A padding bit shall be used if no TxPort is

present.
Where m is the number of the current TxPort with 1 < m < N.

List of Ports

This attribute shall consist of the following elements:
Port
This attribute consists of the following elements:

Attribute type: Unsigned8

Redundancy
This attribute contains the value of the current redundancy setting. The
NoRedundancy means that the IEEE 802.1D rules shall be applied.

value
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The value Port1 to Port255 means that RT_CLASS_1 and RT_CLASS_2 frames shall
be transmitted via two associated ports in a ring topology. A node may act as a
generating node, forwarding node, or receiving node, depicted in Figure 11.

The generating node shall transparent duplicate RT_CLASS 1 and RT_CLASS 2
frames and shall convey those frames also via blocked ports.

The forwarding node shall forward received RT_CLASS_1 and RT_CLASS_2 frames
via the associated port, even if this port is blocked. However, the received addresses
shall not be integrated in the forwarding address table (FDB, filtering data base) to
avoid influencing the transmission of all other frames.

The receiving node shall received RT_CLASS 1 and RT_CLASS_2 frames even via

blocked ports However the recejved addresses shall not be infngr:\fnd in the

forwarding address table to avoid influencing the transmission of al frames
All nodes shall discard RT_CLASS_1 and RT_CLASS_2 frap 802.3
source MAC address is the own one.
NOTE 2 In future versions real time redundancy will be also applied to RTA frames
Forwarding node Generating node
............ §»> Aditional Destination Ports
for redundant RTE frame
NOTE The receiving CPM i a i A Wi intai hitoring
time. Received duplicate frgmes dq not™
Attribute type:
Allowed «@:
Transmissiaq
ort in
D ASE
bt and
ip fits
The-following forwarding rules for RT_CLASS_3 shall be applied:
Fre—tecal-queding—process—shattrarsmit—a—priorreceivred—frame—aceerding—to—-Frame

Send Offset, Data Length, Frame ID, and Rx Port. If the calculation of Phase and
Reduction Ratio fits Phase Number, then the frame shall be transmitted on all ports
stored in Tx Port Group Array.

Within the YELLOW period the forwarding rules of IEEE 802.1D shall be omitted.
The following transmitting rules shall be applied:

The local queuing process shall transmit a frame according if it's size is shorter then
the remaining YELLOW interval.

The following forwarding rules shall be applied:

The local queuing process shall transmit a prior received frame if it's size is shorter
then the remaining YELLOW interval.

Within the ORANGE, and GREEN period, the IEEE 802.1D shall be applied.
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The transmission period shall be controlled by a local clock. This clock shall be
synchronized over the network using RED or ORANGE periods and may be
synchronized over the network using only GREEN periods. The duration of all periods
shall not exceed the time value calculated by means of the attribute Send Clock
Factor, which shall be defined by other ASE. The accuracy is determined by
conformance classes.

Attribute type: Unsigned8

Allowed Values: RED (optional), ORANGE (optional), GREEN, YELLOW (optional)

EXAMPLE As shown in Figure 12, the sending of frames is divided into different periods at the local port. Each
phase is defined by Tsendciock Which is between 31,25 pys and 4 ms. The number of frames of each period depends
on the scheduled frames for the current phase and may be also zero.

Transmission Period Receiving

This attribute contains the value of the current transmission peériod of the gort in
receving direction.

Within the RED period, only in time RT_CLASS_3 DLPDUS§ anrd\{ Sync
DLPDUs shall be forwarded according RED Relay ruleg: i DUPDUs
shall be handeled by the MAC Relay according to the fokwardin ; 2.1D.
The following receiving rules for RT_CLASS_3 shalkbe

The local queuing process shall receive a framg sQreh S 8. & . Data
Length, Frame ID, Rx Port and the calculation-of R and\Reduction Raffio fits
Phase Number.

Phase := (Clock Domain Phase (19).
The received IEEE 802.3 so n the
forwarding address table to avoid

The following receiving rules shiall b

Within the ORANG shpll be

applied.

ofled by a local clock. This clock shfll be
synchronized : ing RED or ORANGE periods and may be
synchroovr the etwork™wsing Only GREEN periods. The duration of all periods
shall not ¢ lueNcalculated by means of the attribute Send [Clock
wh h sf efined” by other ASE. The accuracy is determingd by

cofitains the value for the port according IEEE 802.1D bpridge

Local RTClass 3 Port State

This attribute contains the value for the port according to the RED phase. The value
OFF means not used or configured for RED phase or the preconditions could not be
reached so far. The value RTCLASS3_UP means that the transmission direction is in
the RED phase. The value RTCLASS3_RUN means that both directions are in the RED
phase.

Attribute type: Unsigned8
Allowed Values: OFF, RTCLASS3_UP, RTCLASS3_RUN

Local RTClass 2 Port State

This attribute contains the value for the port according to the ORANGE phase. The
value OFF means not used or configured for ORANGE phase or the preconditions
could not be reached so far. The value RTCLASS2 RUN means that transmitter and
receiver are in the ORANGE phase.
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Attribute type: Unsigned8
Allowed Values: OFF, RTCLASS2 RUN
Clock Domain Phase Counter

This attribute contains the count of passed phases. All nodes used with RT_CLASS_3 shall

use the same value. It is gained by PTCP clock synchronization.
Attribute type: Unsigned64

6.3.8.3 IEEE 802.1D service specification

6.3.8.3.1 Port state change

This Ipcal service shall be used to indicate a change of certain Local Syst Data. Fa

showg the parameters of the service.

Table 99 — Port state change

Parameter name Ind

Argument M

Local Port ID
Local Port State M x
Local RTClass 3 Port State/-wr\

/1

Local RTClass 2 Port State,

2

Argument
The afgument shall convey the servics

Lqgcal Port ID
THis parameter is the value of the

Ldcal Port State
THhis parameter is the ¥alue of'thexco

Ldcal RTClass 3 P
THis parameter is t

Ldcal RTCI@
THhis parameterAis
6.3.8.3.2 Set pa

This Ipcal se
parameters o

Table 100 — Set port state

Parameter name Req

Argument
Local Port ID

ble 99

Vs the

LOCdl FOIl oSldle
Local RTClass 3 Port State
Local RTClass 2 Port State

ccg=z<Z

Argument
The argument shall convey the service specific parameters of the service indication.

Local Port ID
This parameter is the value of the corresponding attribute of the ASE object.

Local Port State
This parameter is the value of the corresponding attribute of the ASE object.

Local RTClass 3 Port State
This parameter is the value of the corresponding attribute of the ASE object.

Local RTClass 2 Port State
This parameter is the value of the corresponding attribute of the ASE object.
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6.3.8.3.3 Flush filtering data base

This local service shall be used to flush the local filtering data base. Table 101 shows the
parameters of the service.

Table 101 — Flush filtering data base

Parameter name Req

Argument M

Argument
The argument shall convey the service specific parameters of the service indication.

6.3.8..4 IFW IRT Schedule Add

The Schedule Add service is used to store ASE attributes by means

Table|102 shows the parameter of the service.
Table 102 — IFW IRT Schedum
Parameter name \R% \ C\\f
Argument
CREP \,\I\K\)
D_Port
Reduction Ratio @: >
Phase \_y\/

Result(+)
CREP

=2

Argument
The afgument sk S i ific parameters of the service request.

the value for the equivalent attribute of the CRL |class

This , parameter contains the value for the equivalent attribute of the CRL |class
spgcification.

Result(+)
This parameter indicates that the service request succeeded.

Status
This parameter shall contain the value OK.

6.3.8.3.5 IFW IRT Schedule Remove

The Schedule Remove service is used to remove the schedule by means of a local service.

Table 103 shows the parameter of the service.
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Table 103 — IFW IRT Schedule Remove

Parameter name Req Cnf
Argument M
D_Port M
Result(+) M
CREP M
D_Port M
Status M
Argument
The afgument shall convey the service specific parameters of the service r st.
D_|Port
This parameter contains the Port ID.
Result(+)
This parameter indicates that the service request succeeded.
CREP
THis parameter is the local identifier for the desired CR
Stptus

THis parameter shall contain the value OK.
6.3.8.3.6 IFW Schedule

The IFW Schedule service is used to s local service.

Table|[104 shows the parameter of the servjce.
(\ /Table o: 5~
N

a
[\ *ar(am\ete\}me\ ) Req Cnf

M
M
M
M
M
Argun
The af onvey the service specific parameters of the service request.
PH
Thii
Len
Tﬁis parameter contains the duration of the phase.
Result(+)
This parameter indicates that the service request succeeded.
Status

This parameter shall contain the value OK.
6.3.8.4 Invocation of the IEEE 802.1D object

For the invocation of the IEEE 802.1D object the following rules apply:

- |EEE 802.1D objects shall exist for each interface
— The services with the IFW prefix shall exist for each RT_CLASS_3 interface
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6.3.9 Virtual bridged LAN ASE
6.3.9.1 Overview

The concepts according to IEEE 802.1D standard shall be applied. This part of the
specification defines the utilization of the IEEE 802.1Q standard. It defines extensions for
RT_CLASS_3 and RT_CLASS_2 regarding priorization of frames.

Application processes contain data that are transmitted in different priorities according
IEEE 802.1Q. Furthermore, the usage of these priorities shall be extended in different time
intervals according to this specification. The IEEE 802.1Q ASE defines attributes to determine
the timing behavior.

The formal model of the IEEE 802.1Q ASE is presented by thg
specifijcation, containing a description of its attributes.

.1Q | class

IEEE 802.1Q class specification

.1 Template

IEEE 802.1Q ASE

IEEE 802.1Q
CLASS$ ID: not used
PARENT CLASS: TOP
ATTRIBUTES:
1 (m) Key Attribute:
2 (o) 8.
3
4
5
5.1
5.2 Orange Send Queue
5.3 Prio 6 Send Queue
6 ’Tio 5 Send Queue
7 Prio 4 Send Queue
8 Prio 3 Send Queue
9 Prio 2 Send Queue
10 Prio 1 Send Queue
11 Attribute: Prio 0 Send Queue
12 (m) Attribute: Transmission Period
13 (n) Attribute: Clock Domain Phase Counter

6.3.9.2.2 Attributes
This key attribute is not used.

Network Control High Queue

This optional attribute contains the list of DLPDUs for synchronization for those DLPDUs
which are not planned within IR Data records or for those received outside the planned time.
After transmission the DLPDU shall be removed from the queue.

Attribute type: Octet String

Network Control Low Queue

This attribute contains the list of DLPDUs for IEEE 802.1D organizational priority for
management protocols like LLDP, PTCP line delay measurement, MRP, MRRT and others.
After transmission the DLPDU shall be removed from the queue.

Attribute type: Octet String
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Prio 7 Send Queue
This attribute contains the list of DLPDUs for IEEE 802.1Q priority 7. After transmission
DLPDU shall be removed from the queue.

Attribute type: Octet String

Prio 6
This attribute consists of the following attributes:

Red Send Queue

the

This optional attribute contains the list of DLPDUs for RT_CLASS_ 3 and for DLPDUs for
synchronization which were planned within a IR Data record and received in time. The
sequence of frames and the exact sending time shall be determined by other ASE

attributes. After transmission the DLPDIU shall be removed from the queue \With the start

of|a new phase, the Red Send Queue shall be filled with the DLP urrent
phiase.
Atjribute type: Octet String
NOTE | The application layer for decentralized periphery defines a list of IR Frame € t g rmine the
sequenfce and exact sending time of frames.
Onange Send Queue
THis optional attribute contains the list of DLPDU those
RT_CLASS_3 DLPDUs which were received not in N gnswigsion the DLPDU
shpll be removed from the queue. With the start 6f a new pha Send
Queue shall be filled with the DLPDUs for the cufrenf phasex
Attribute type: Octet String
Prjo 6 Send Queue
THis attribute contains the list of DLRD 21 Q priority 6 inclding DLPDUs for
RT_CLASS 1 and RT_CLASS_UDP ans sion the DLPDU shall be removed from
th¢ queue.
Atfribute type: Octet
Prio § Send Queue
This gttribute containg the H [ FE 802.1Q priority 5. After transmission the

DLPDU shall be OV
Attribdite type: O :

Prio

This After transmission the
DLPDU shall be remowved

Attribdte

Prio

This : After transmission the
DLPDU shalkb

Attribdite type: Octet’String

Prio 4 Send Queue

This attribute contains the list of DLPDUs for IEEE 802.1Q priority 2. After transmission the
DLPDU shall be removed from the queue.

Attribute type: Octet String

Prio 1 Send Queue

This attribute contains the list of DLPDUs for IEEE 802.1Q priority 1. After transmission the
DLPDU shall be removed from the queue.

Attribute type: Octet String

Prio 0 Send Queue

This attribute contains the list of DLPDUs for IEEE 802.1Q priority 0. After transmission the

DLPDU shall be removed from the queue.
Attribute type: Octet String
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Transmission Period

This attribute contains the value of the current transmission period of the port. It is aimed to
control the usage of the bandwidth within the network.

NOTE In theory, each device could use always wired speed for sending frames. Such behavior applied over a

certain amount of time would bring the system out operation. Therefore, a fair mechanism to restrict the sending
performance of each device is provided.

Within the RED period, only DLPDUs from the Red Send Queue shall be transmitted.

Within the ORANGE period, only DLPDUs from the RED period, Network Control High Queue,
the Orange Send Queue, and the Network Control Low Queue shall be transmitted.

W|th|n the GREEN perlod DLPDUs from all queues shall be transm|tted accordmg to their

Within
ase if
mpty.

bvoid overlpad of

Within itfed according to their

e calculated transmlission

priorit
time fested
optionally.
The s and/or
ORAN ANGE
exists
The tn nized
over t
using value
calcul ASE.
The a¢
AttribI
Allow
EXAMH

epends

on the

31,25us<= T 4oock <=4MS

TGO%
ORANGE GREEN (mandatory) YEIt'.LOV\II
(optional) (optional)

Figure 12 — Example of periods at a local port

The first and the last invocation of the RED period shall be synchronized between the local
and the neighborhood port by means of Remote Systems Data Change (Remote
RT_CLASS_3 Port Status).
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Clock Domain Phase Counter

This attribute contains the count of passed phases. All nodes used with RT_CLASS_3 shall

use the same value. It is gained by PTCP clock synchronization.
Attribute type: Unsigned64

6.3.9.2.3 Invocation of the IEEE 802.1Q object

For the invocation of the IEEE 802.1Q object the following rules apply:

- |EEE 802.1Q objects shall exist for each port.

6.3.9.3 IEEE 802.1Q service specification

There|are no services specified.

6.3.10 Medium access ASE
6.3.10.1 Overview

The cpncepts according to IEEE 802.3 shall be applied. Th
the IEEE 802.3.

6.3.10.2 IEEE 802.3 class specification

6.3.10.2.1 General

The IEEE 802.3 ASE defines one IEEE, 80

6.3.10.2.2 Template

An IEEE 802.3 object i

ASE:

CLASS:

CLASS$ ID:

PARENT CLASS:

ATTRIBUTES:

1 te: Implicit

2 List of Ports

21 Port

211 Attribute: MAU type
2.1.2 Attribute: Autonegotiation Status
213 (m) Attribute: Status
SERVIGES:

1 (m) OpsService: MAU type Change
2 (m) OpsService: Set MAU type
6.3.10.2.3 Attributes

Implicit

ion of

The attribute Implicit indicates that the IEEE803 object is implicitly addressed by the service.

List of Ports
This attribute shall consist of the following elements:

Port
This attribute consists of the following elements:

Attribute type: Unsigned8
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MAU type
This attribute contains the value of the current MAU type according IETF RFC 3636. If
the value of the attribute Status is DOWN or OFF, the MAU type shall be zero.

Attribute type: Unsigned16

Autonegotiation status
This attribute contains the value of the current autonegotiation setting. For optical
transmission the value shall be set to DISABLE.

Attribute type: Unsigned8
Allowed Values: ENABLE, DISABLE

_Status
This attribute contains the value of the current port status setting FF, if

the media attachment unit is disabled. It shall be DOWN, if the medi 3 ht unit
is enabled but no Link is detected. It shall be UP, if the i ) € init is
enabled and a Link is detected.

Attribute type: Unsigned8
Allowed Values: UP, DOWN, OFF

6.3.10.3 IEEE 802.3 service specification
6.3.10.3.1 MAU type Change

This | ocal Systems Data.|Table

Argun
The a

Lg
Thi

Laca
Thi

Lg
Th

LdcalLink Status
This parameter is the value of the corresponding attribuie of the ASE object.

the value of the corresponding attribute of the ASE object.

is parameter

6.3.10.3.2 Set MAU type

This local service shall be used to indicate a change of certain Remote Systems Data.Table
106 shows the parameters of the service.

Table 106 — Set MAU type

Parameter name Ind

Argument
Local Port ID
Local MAU type
Local Autonegotiation State
Local Link Status

cccsg
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Argument
The argument shall convey the service specific parameters of the service indication.

Local Port ID
This parameter is the value of the corresponding attribute of the ASE object.

Local MAU type
This parameter is the value of the corresponding attribute of the ASE object.

Local Autonegotiation Status
This parameter is the value of the corresponding attribute of the ASE object.

Local Status
This parameter is the value of the corresponding attribute of the ASE object.

6.3.10.4 Invocation of the IEEE 802.3 object

For the invocation of the IEEE 802.3 object the following rules apply:

— | IEEE 802.3 objects shall exist for each interface.
6.3.11 IP suite ASE
6.3.11.1 Overview
The U ARP),

RFC 1 ig ification. It includes defifitions
for UL 3 UDP.

This A
memag

olatile

6.3.11
6.3.11

The IR

6.3.11.2.

AP

ASE:
CLASS:

CLASS$ ID:

PARENT CLASS:

ATTRIBUTES:

1 tm—Key-Attribute—tmpticit

2 (m) Attribute: IP

2.1 (m) Attribute: IP Address

2.2 (m) Attribute: Subnet Mask

2.3 (m) Attribute: Standard Gateway

3 (m) Attribute: ARP

3.1 (m) Attribute: Cache Size

3.2 (m) Attribute: Cache Timeout

3.3 (m) Attribute: List of Cache Entries

3.3.1 (m) Attribute: IEEE 802.3 MAC Address
3.3.2 (m) Attribute: IP Address

4 (m) Attribute: List of IP Multicast addresses

4.1 (m) Attribute: IP Multicast address
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SERVICES:

1 (o) OpsService: Set ARP Cache

6.3.11.2.3 Attributes

Implicit

The attribute Implicit indicates that the IP suite object is implicitly addressed by the service.

IP
This attribute contains the following attributes:

IP Address
This attribute contains the current IP address according to RFC 791.

Attribute type- linsigned32

Subnet Mask
This attribute contains the current subnet mask according to RFZ" RO

Attribute type: Unsigned32

Standard Gateway
This attribute contains the current IP address of the §
RFC 791.

Attribute type: Unsigned32

ARP
THhis attribute contains the following attributes:

ing to

Cache Size
This attribute contains the siz 3 he all
devices that the device is connegted\o. pvices

This attribute contaips t i [ he refresh of the ARP cache entry (see
RFC 826). i i ime to recognize changed IP addres§ MAC
address COpre i ice replacement. The default value shall be 180 s.

NOTE St
stack.

List of Cact

iCes provide a suitable solution if supported by the UDP/IP

atiripute contains the value of the ISO/IEC 8802-3 MAC address
corresponding to the IP address.

Attribute tvne: QctetStrinal6l
J T JL g

List of IP Multicast addresses
This attribute list contains the following attributes:

IP Multicast address

This attribute contains the IP Multicast address used for multicast communication
relation. It shall be set according RFC 2365 and shall follow the building rule in relation
to the Frame ID shown in Table 107.

Allowed values with associated MAC address and Frame ID are listed in Table 107
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Table 107 — IP Multicast address

IP multicast Associated Associated Usage
address Multicast MAC Frame ID
address

Used for multicast communication relations in

239.192.248.0 01-00-5E-40-F8-00 0xF800 conjunction with RT_CLASS_UDP
239.192.248.1 — 01-00-5E-40-F8-01 — [OxF801 — Used for multicast communication relations in
239.192.251.254 01-00-5E-40-FB-FE |OxFBFE conjunction with RT_CLASS_UDP

Used for multicast communication relations in

239.192.251.255 01-00-5E-40-FB-FF | OxFBFF conjunction with RT_CLASS_UDP

6.3.113—1P-stuite—servicespecification
6.3.11.3.1 Set ARP Cache

This Ipcal service may be used to manipulate the local ARP cache doading ehtri able 108
showq the parameters of the service.

Table 108 — Set ARP Cac%

Parameter name ﬁbq\

Argument M\
Number of Entries M
List of Cache Entries >

U
IEEE 802.3 MA dress V\O

IP Address M

Result(+) S(=)

Resyit(-) Ox )

N
pecific parameters of the service request.

Argument
The afgument shall co
Nymber of @es
THis optional™oarz contain the number of Cache Entries that follows. The
nuL'nber shall ng sedt 3 he attribute Cache Size.
List
The optiopa ' hall consist of the following parameter:
Nater contains the value for the equivalent ASE attribute.
This parametencontains the value for the equivalent ASE attribute.
Result(+)
This parameter indicates that the service request succeeded.
Result(-)

This parameter indicates that the service request failed.
6.3.12 Domain name system ASE
6.3.12.1 Overview

The utilization of the RFC 1034 (DNS) standard is defined for this specification. It includes the
usage and the content syntax of domain name.

6.3.12.2 DNS class specification
6.3.12.2.1 General

The DNS ASE defines one DNS object type:
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6.3.12.2.2 Template

A DNS object is described by the following template:

ASE: DNS ASE

CLASS: DNS

CLASS ID: not used

PARENT CLASS: top

ATTRIBUTES:

1 (m) Key Attribute: Implicit

2 (m) Attribute: DNS

2.1 (m) Attribute: Primary DNS Server

2.2 (m) Attribute: Secondary DNS Server

SERVICES:

1 (o) OpsService: DNS Get Host By Name

6.3.12.2.3 Attributes

Impligit

The attribute Implicit indicates that the DNS object is implié e service
DNS

THis attribute contains the following attributes:

Primary DNS Server
This attribute contains the |P
RFC 791.

Attribute type: Unsigned32
Secondary DNS Server

RFC 791.
Attribute type:

6.3.13.2. DHCP class specification

This attribute conjdins the , the“Vsecondary DNS server accord

the pr@r PDNS server according to

ng to

cludes

6.3.13.2.1 General
The DHCP ASE defines one DHCP object type:

6.3.13.2.2 Template

A DHCP object is described by the following template:

ASE: DHCP ASE
CLASS: DHCP
CLASS ID: not used
PARENT CLASS: top
ATTRIBUTES:

1 (m) Key Attribute: Implicit
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SERVICES:

1 (o) OpsService: DHCP Get IP
6.3.13.2.3 Attributes

Implicit

The attribute Implicit indicates that the DHCP object is implicitly addressed by the service.
6.3.13.3 DHCP service specification

The DHCP services shall be derived from the RFC 2131 (DHCP) standard.

6.3.14_Simple network management ASE

6.3.14.1 Overview

The utilization of the RFC 2674 (Bridges with traffic classes), RFC
(IF M|B), RFC 3418 (SNMP), RFC 3621 (Power over Ethernet MIE
standards are defined for this specification. It includes th€
Furthg¢rmore, a PNIO-LLDP MIB is specified in the protocol part

2863
MIB)
MIBs.

6.3.14.2 SNMP class specification

6.3.14.2.1 General

A SNMP object is described by the follpwin t
ASE:

CLAS SNMEF

CLASS$ ID not

PARENT CLASS
ATTRI :

2

21 Enterprise number
2141 List of Vendors
21.2 Vendor OUI
SERVICES:

OpsService: SNMP Get

6.3.1].2.3 Attributés
Implicit
The attribute Implicit indicates that the SNMP object is implicitly addressed by the service.

Type10 MIB
This attribute is composed of the following elements:

Enterprise number
This attribute contains the enterprise number as MIB identifier. The value shall be
according to the Table 109.

Table 109 — Enterprise number

Value Meaning

24 686 Enterprise number for Type10 MIB

List of Vendors
This list attribute consists of the following attributes:
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Vendor OUI
This attribute defines which additional vendor specific MIB extension exists.

Attribute type: Unsigned32
The allowed values are shown in Table 110.
Table 110 — Vendor OUI

Value Meaning
Type10 OUI Type10 defines subsequent structured data
Vendor OUI Vendor defines subsequent structured data
Others Reserved

6.3.1J.3 SNMP service specification

The SINMP services shall be derived from the RFC 3418 (SNMP) stapda

6.3.19 Common DL mapping ASE
6.3.19.1 Overview

This ASE provides a common interface for DL mapping
6.3.1j.2 DL Mapping class specification
6.3.15.2.1 General

ap Qb e

The DL Mapping ASE defines one DL :

6.3.19.2.2 Template

A DL Mapping object is i ' lemplate:
ASE:

CLASS:

CLASS$ ID:

PARENT CLASS:

ATTRIBUTES:

1 be: Implicit

SERVIC

1 IRT Schedule Add

2 IRT Schedule Remove
3 OpsService: Schedule

4 (m) OpsService: N Data

5 M)—OpsService—A-Data

6 (m) OpsService: C Data

6.3.15.2.3 Attributes

Implicit

The attribute Implicit indicates that the DL Mapping object is implicitly addressed by the
service.

6.3.15.3 DL Mapping service specification
6.3.15.3.1 IRT Schedule Add

The Schedule Add service is used to store ASE attributes by means of a local service.

Table 111 shows the parameter of the service.
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Table 111 —-IRT Schedule Add

Parameter name Req

Cnf

Argument

CREP

D_Port
Reduction Ratio
Phase

=L

Result(+)
CREP
D_Port

g===L

Status

Argument
The afgument shall convey the service specific parameters of the se

CREP

THis parameter is the local identifier for the desired CR.
D |Port

This parameter contains the Port ID.

Rgduction Ratio

THis parameter contains the value for the (equivalentXattr
spgcification.

Phase
THis parameter contains the va
spEcification.

Result(+)
This parameter indicates tpraf the

Stptus
THis parameter she

6.3.19.3.2 IRT

The Schedule Rema

re

of the CRL

attribute of the CRL

class

class

ce.

Table[112 shows
able 112 — IRT Schedule Remove
> Parameter name Req Cnf
Axgument M
" Port M
Result(+) M
CREP M
D_Port M
Status M
Argument
The argument shall convey the service specific parameters of the service request.
D_Port
This parameter contains the Port ID.
Result(+)
This parameter indicates that the service request succeeded.
CREP
This parameter is the local identifier for the desired CR.
Status

This parameter shall contain the value OK.
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6.3.15.3.3 Schedule

The Schedule service is used to set the phase by means of a local service.

Table 113 shows the parameter of the service.

Table 113 —Schedule

Parameter name Req Cnf
Argument M
Phase M
Len M

Result(+) M
Status
Argument

The afgument shall convey the service specific parameters of the

Phase
THhis parameter contains the phase.

Len
THis parameter contains the duration of the phasg.

Result(+)
This parameter indicates that the servi

Status
THis parameter shall contain the valu

6.3.19.3.4 N Data

This service is used to tra Ydta from the 1O device to the 10 controller

and vice versa. Table shqws the parameters of the service.
144 — N Data
Req Ind Cnf
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
VLAN Tag M M(=)
M M(=)
N SDU M M(=)
Result(+) S
AREP M
Result(-) S
AREP M
Status M
Argument
The argument shall convey the service specific parameters of the service request.
CREP
This parameter is the local identifier for the desired CR.
D Port

This parameter contains the desired Port ID.
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T

Stamp

This parameter contains the time stamp.
DA
This parameter contains the destination address according to IEEE 802.3.

SA
This parameter contains the source address according to IEEE 802.3.

Prio
This parameter contains the priority according to IEEE 802.1Q.

VLAN Tag
This parameter contains the VLAN field according to IEEE 802.1Q.

L

THis parameter contains the priority according to IEEE 802.3.

N SDU
THhis parameter contains the APDU.

Result(+)
This parameter indicates that the service request succeeded

Resu

()

This parameter indicates that the service request failed

St

THis parameter contains the reason of the erro
6.3.15.3.5 A Data

This dervice is used to transfer RTA

versa

ptus

device to

the 10 controller an

0 vice

Ind Cnf
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
esdlt(+) S
REP M
Result(-) S
AREP M
Status M
Argument
The argument shall convey the service specific parameters of the service request.
CREP
This parameter is the local identifier for the desired CR.
D Port
This parameter contains the desired Port ID.
T Stamp
This parameter contains the time stamp.
DA

This parameter contains the destination address according to IEEE 802.3.
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SA

This parameter contains the source address according to IEEE 802.3.
Prio

This parameter contains the priority according to IEEE 802.1Q.

VLAN Tag
This parameter contains the VLAN field according to IEEE 802.1Q.

LT
This parameter contains the priority according to IEEE 802.3.

A SDU
This parameter contains the APDU.

Result(+)
This parameter indicates that the service request succeeded.

Result(-)
This parameter indicates that the service request failed.

Sthtus

This parameter contains the reason of the error.

6.3.14.3.6 C Data

This gervice is used to transfer RTC data from | ev@ce the1O controller an

versa] Table 116 shows the parameters~of the
1<;>¢1\

Parameter rrﬁnAe

Argument
CREP

ata

Cnf

¥4
o
5
o

=SS
E=EE=2=EE52EE2=
DIOIOIOIOIOIOIOION0

0 vice

Argument
The argument shall convey the service specific parameters of the service request.

CREP
This parameter is the local identifier for the desired CR.

D Port
This parameter contains the desired Port ID.

DA
This parameter contains the destination address according to IEEE 802.3.

SA
This parameter contains the source address according to IEEE 802.3.

Prio
This parameter contains the priority according to IEEE 802.1Q.
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VLAN Tag
This parameter contains the VLAN field according to IEEE 802.1Q.

LT
This parameter contains the priority according to IEEE 802.3.

C SDhu
This parameter contains the APDU.

APDU Status
This parameter contains the field APDU Status.

Result(+)
This parameter indicates that the service request succeeded.

Resuit(-)
This parameter indicates that the service request failed.

Stptus
THis parameter contains the reason of the error.

7 Cammunication model for distributed automation

7.1 CGoncepts

7.1.1 |Overview

The dfistributed automation specificatig ssary
for digtributed automation between sm aving
a facdt for the remote engineering of th in the
distributed automation FAL application

Subclguse 7.1 introduceg ication

entity| (FAL AE). The dis{ri 2 nation
specific APO ASEs an N ibutes
which ertain
view rence

referr efined
relati5 Nodel.
This

X ASE
. These
C wire
pecific
stract

ges all
ifles at
least one conflrmed service to convey defmed dlstrlbuted automatlon ASE services, and
finally provides data marshaling for all service parameters by means of a well defined
interface description referred to as interface definition language (IDL).

7.1.2 Objectives of the FAL AE

One objective of the distributed automation FAL AE is to provide services for distributed
automation by means of ORPC services. This allows distributed automation devices (e.g.
controller, drives, field devices, 1/O devices, HMI devices) to be connected and exchange data
values both as consumer and/or provider in an optimized way.

Another objective of the distributed automation FAL AE is to provide services for the
engineering of distributed automation devices and distributed automation functions by means
of ORPC services. This allows one or more engineering devices to configure an automation
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system via interconnecting data items as source or sink and invoke services to save that
connection information persistent within each consumer part of an automation device.
Furthermore, engineering clients may use services to read diagnosis information at different
levels from automation devices. The engineering is also supported by a well defined
navigation procedure through the linked object instances of the APO ASE classes with the
Physical Device Class as the navigation anchor.

Another objective is the seamless business integration. The distributed automation FAL ASE
in combination with the chosen ORPC model is able to communicate seamlessly with common
office application e.g. as HMI tools.

Anothg nation
devicg icptions
are sypported on devices that are connected via different networks

In sumpmary, the distributed automation FAL AE enables:

— | distributed automation systems to be constructed distrjbuted

automation devices,
fice applications)
services using the

— | remote applications (e.g. enterprise resource
may access field devices or controller of a
distributed automation communication model

2 itentrs i@ co

— | type 3 or other networks to be lirked\vi tibuted aufomation proxy device.

— | engineering applications to inte

7.1.3 |Devices types

Distriuted automation FA ie i that contain a distributed automation

FAL AE with exactly one\insts S icdlDevice Class (PDev), with one or| more
instanices of the Log with exactly one instance of the HActive
Conngction Control Obj ( LDev instance, and with one or more insffances
of the| RT-Auto s 3 ese distributed automation FAL devices arg also
referr¢d to as autqrr

Anothp E ign FAL devices is capable to manage the connection of
data {tems of RT-Auto classes, read diagnosis information from autorpation
device ble to use the services from the FAL objects as a clienf. This
type df FA rred\t0 as engineering device

Anothe d automation FAL devices is capable to connect a type 3 network or
other hetwarks tributed automation network and to provide the distributed automation
objecf model*as a proxy for type 3 or other devices. This type of FAL device is referred to as
proxy |dévice.

A device manufacturer may also implement different distributed automation FAL device
classes inside one product as mixed implementation.

7.1.4 FAL ASEs

Figure 13 shows the distributed automation FAL ASEs from the communication perspective.
The application process uses ASE service primitives to influence remote objects. The services
are grouped by means of interfaces. The only address information is the Interface Pointer.
The Interface Pointer contains implicit binding information (e.g. IP address and reference to
an interface on a particular object instance on that node). These services are all mapped to
the AR-Call service. The AR-CoCreatelnstance service is directly called by the application
process to achieve a binding to a remote PDev. The AR ASE conveys the services by means
of the services provided by the ORPC model. In addition to the unified service parameter the
AR ASE adds a reference to the IDL description. This reference is necessary for the


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158

-5-10 © IEC:2010(E)

- 187 -

marshalling of service parameter performed by the ORPC sublayer. Eventually, the
application layer protocol data unit (APDU) is build by the ORPC wire protocol and conveyed

to the remote host.
NOTE This communication procedure may also be used for local communication within the device as a local
matter.
ASE Service Requests and Responses
AA
Iget_LDev,... Iget_ACCO,... IConnect,... Iget_Count,...
([interfacel] [Interfacel ) (linterfacel] ) ([
LDev ppev | AP Acco |ACCO
Class Class | ASE Class ASE
A A
AR ASE |Service | Primitives
; Y v SN\
CoCreatelnstance [ Call }\g
ORPC AR A \(
‘ /SE\ \)
ORPC Service Primitives with || tharshaling
Va R
NS
ORPt\Cka\tk\erc_‘s\en\d)
Abst(act o) del
/N
by ORPC Wire Protocol
ding information
Es communication architecture
The rg 1g between the FAL ASEs is provided by the Runtime Object Model
that ig ‘
7.1.5
The d|stributed autegation runtime object model represents the objects that exist in a device,
togetHer’with their interfaces grouping services and attributes. The model also describgs the
interrelationship between the individual objects

The Figure 14 specifies the runtime object model of distributed automation.
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. Physical Device
Phys'lcal (=Hardware)
Device
¢
Logical g | aAcco
Device 1 1
RT-Auto
/\
1 *
System Custom Logical De
RT-Auto RT-Auto &K&
Y N\

are). It offers a network access

ces. Exactly one in
PC).

ents the ons
s solve the dig

t any knowledgs
Dev object. Thi

In mo

runtime object model, the Physica

nt (i.e.
ps the
vice 2
PLC,

ftware
LDev
L. The

wsing

is the

ticipating in distributed automation fieldbus. A communication pfartner
of the destination hardware/software can obtain an Interface Poi
g object is used for navigating to any further object.

hter to

. This

means that there is exactly one firmware related to a hardware component. Examples are
PLC, drives or field devices.

In addition, a one to n allocation is possible. It is used for devices that offer several
independent functions in a hardware. Examples are free computing power within a PC with
SlotPLC and SoftPLC, or a PC with HMI and PLC functionality.

The LDev comprises the components operating system and application. The operating system
consists of two parts: A standardized part and an enhanced part that is used for special
definitions of the LDev programmer.

The distributed automation specification uses the Logical Device and ACCO class to describe

the functionality that is the same throughout all LDevs.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 189 —

The Logical Device class provides general automation functions such as identification or
diagnosis, and is used as a navigation anchor for all other objects of the operating system. In
addition, it is able to navigate to all referenced RT-Auto objects by their names and it offers
browsing functionality for the names of the RT-Auto objects.

The ACCO (Active Control Connection Object) class provides a configurable connection of
RT-Auto objects.

For both, functionality that is specified by distributed automation is required. In the following,
this functionality is marked as mandatory or optional. Mandatory interfaces shall be offered,
optional mterfaces may be offered If a functlonallty is offered that is specified by an optional
interf

The LPev and ACCO may provide manufacturer specific functions tha e istrijbuted
automation specification. This functionality may be defined by a mga < : trade
organ|zation. This enhanced functionality shall be expressed in formm ol\i all be
defingd by an interface def|n|t|on in the form of an IDL. Te QUE anism

The -related
component. i wati i iti of an
applicgation may exist in the form of pre- tested se f- , i seable

comp nents Using the mterconnectmg functlon i z i . nation
functi ISt |

System RT-Auto objects allow access [-Auto
object (“ISYSTEM”) is defined to allo iables

like S{ate or GroupError.

The Fljgure 15 specifieg thextelationship between engineering and runtime.

Physical Device

\\/ Physical (=Hardware)
Device
¢

*

EMQ .............. | e > IBogl_caI ’— ACCO
evice 1 1

1

*

Es_Auto l@esrerannanans ) P »| RT-Auto . .
Logical Device

(=Software)

Figure 15 — Relationship between engineering and runtime

Each RT-Auto object has a representative in engineering. All the other objects of the LDev
together have one engineering system device as representative in the engineering. This
representative hides the internal object structure and the producer-specific features of the
enhanced LDev towards engineering.
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The following basic rule applies to separating a device of fixed functionality into RT-Auto and
LDev objects: If the function of a LDev object shall be interconnectable in an application, this
function shall be implemented via an RT-Auto object of a fixed functionality. The producer-
specific properties of the LDev chiefly contain the functionality that is used for hardware
configuration, debugging and other similar services. The properties of the LDev can only be
used by the LDev's engineering representative.

The LDev shall have a functioning default so that it can be used immediately after installation
in a basic scope and without parameter value assignment. In particular, this concerns
definitions with regard to a default configuration for the IP suite ASE.

7.1.6

tiomimtheobjectmodet

Two untime object model:

ifferent procedures may be used for navigating to an object of the
via IP
es) at

Pev, and between
bperty

and LDev objects shall|solely
ed for navigation.

Logical Device | !

RTAuto
(via name)

Figure 16 — Navigation in the runtime object model

7.1.7 Online/offline comparison

The objective of the on-line / off-line comparison is to verify whether off-line project (i.e. the
one found in the engineering system) and on-line project (i.e. the one currently running in the
runtime) agree with respect to their

- object world (i.e. the versions with respect to the RT-Autos, LDev), and their

— connections (connection adjustment).
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A given project is being stamped in several ways:

(1) PDev Stamp

This stamp will alter, if one of its associated LDev objects is being removed, a new one is
being added or an LDev objects name changed. For detailed description see 7.3.2.1.3.2.

(2) ACCO Stamp

This stamp will alter, if connections are added, removed, or if one of the existent
connections or the ping-factor has been changed. For detailed description see

7.3.3.3.4.12.

All stamps are being issued by runtime only, the engineering system will never issue any
stamps, _since it cannot provide for uniqueness and integrity since changes co

Id be

conducted outside the engineering system, either by a different one or af

tool.

NOTE | Priority for stamping is to reliably indicate difference rather than indicate
that a gtamp does not necessarily return to equity if changes get undone.

7.2 ASE data types
7.2.1 |Supported data types

The dpta types supported by distributed automation a
They gre:

- | ACCESSRIGHTSDEF
- | ADDCONNECTIONIN
- | ADDCONNECTIONOUT

- | BSTR

- | char

- | CONNECTIN
- CONNE{I}z
- | CONNEC

DISPPARA
- | double

her engin

e defined in cla

ering

icularly

ise 5.

- EXCEPINFO

- HRESULT

- FILETIME

- float

- GETCONNECTIONOUT
- GETCONSCONNOUT

- GETIDOUT

- GETPROVCONNOUT

- GROUPERRORDEF

- HRESULT

- Interface Pointer
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long

LPWSTR
MACAddr
OctetString
PERSISTDEF
READITEMOUT
SAFEARRAY
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OITTUTT
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NOTE
IEC/TR]

7.2.2

Table
the th

STATEDEF

struct (see Note below)
unsigned char
unsigned long
unsigned short
uuiD

VARIANT
VARTYPE
VARIANT_BOOL
WRITEITEMIN
WRITEITEMQCDIN

s\

The term struct is used to address usgr dtru ured/data types that should be built acco

61158-1:2010 using thg’base data typ

Connectable d

117 defin e
e distribute t

at

< Connectable data types

2

ding to
Sted inthis subclause.

set of

o

Data type Name

e

VARIANT_BOOL

NWTZH char

~UI1 unsigned char
V'R _I2 short

_UlI2 unsigned short
VT_l4 long
4 tstgred-tong
VT_R4 float
VT_RS8 double
VT_DATE date
VT_BSTR BSTR
VT_SAFEARRAY SAFEARRAY
VT_USERDEFINED struct

Only data of the same data type can be connected with each other. For an array, in particular,
this means dimension, length and base data type of source and destination shall be
compatible with each other. Within a structure, the layout of source and destination shall be
compatible (i.e. the data types of the members).

NOTE A SAFEARRAY with base type VT_BSTR is only connectable if both connection source and connection
sink have the same maximum length. The same applies to a structure with elements of type VT_BSTR; it will only
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be connectable if every BSTR element of the structure has the same maximum length on both provider and
consumer.

The maximum size of a property is 32 kByte in its representation according to the standard
format for connection data.

Userdefined structures are restricted to a nesting depth of 1, i.e. a structure cannot itself have
an element of type structure or SAFEARRAY. The maximum dimension of SAFEARRAYS is
restriced to 1, i.e. only one-dimensional SAFEARRAYs are supported. The element data types
and base data types are therefore restricted to simple data types.

For the data type date only values greater than “01.01.1900 00:00” are supported.

Table|118 shows the supported data types according to the Base Objec
Table 118 — Supported data types according to the Bas@?

VARTYPE standalone in array in structu’{(\ \ est?l\ii&r{
VT_SAFEARRAY VT_USERDERNED
vT_gooL 1 2 2 N SN
VT_| 1 1 2 N N
vT_Ui1 1 1 /| 2 A\
VT_I 1 1 ([ ()2 —/
vT_Ui2 1 1 (N\""/ 2A —
VT 1 N _ Nl LX) ]~
vT_Ui4 1 1 N2 ) —
VT_R4 1 PN X > —
VT_Rs8 2 [ 2 2 —
vT_dATE 1 \ 2 (N 2 >01.01.1900 00:00
VT_BSTR A .\ NN 2 —
VT_SAFEARRAY L \ X X One-dimensional only
VT_USERDEFINED I 2 (\ X X maximum nesting depth 1
X mepns not supported.
1 means support Base Objett Version \a&kater.
2 megns supported with Base Qbjech\ersien 2 agd greater.

7.2.3 \th):\/>
The ¢ describes unambiguous types, whether simple (scalgr) or
compl ing, ¢ S rray), and is used to transport type descriptions togethgr with
data. S by an ARRAY of WORD.

The e scription is build according the following rules:
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Scalar types (VT_BOOL, VT_I1, VT_UI1, VT_I2, VT_UI2, VT_l4, VT_Ul4, VT_R4,
VT_R8 and VT_DATE) are described through a single word, their according
VARTYPE.

VT_BSTR is described by two words: the type (VT_BSTR), followed by a word holding
the maximum length in bytes without the terminating \0’, according to the definition of
the BSTR length.

VT_USERDEFINED is described by multiple words: the type (VT_USERDEFINED),
followed by a word holding the count of elements, then followed by the type
description of each structure element.

The type description of the structure elements is build depth first, meaning if an

element is itself ags\in a-structure the elements of the substructure will first be placed

The ty
even
exam

An ex
Ps4

ARRAY

i4f;

BS

7.2.4

udo-code Declaration

[2,3] of {
ith 4 elements
Element 0: long
'R[120] ; Element 1: BSTR
maxlen 120
Element 2: struct
with 2 elements
date; Element 0: DATE
ARRAY[10] Element 1: Array
Dimension 1
Length 10
of long

Element 3: unsigned long

Definition dentifiers

7.2.4.

I~.Character set type 1

The character set type 1 is defined as a subset of the ISO 8859-1 character set (ISO Latin-1

Chara

cter Set). This character set permits a West-European notation of identifiers. Thus, at

least the characters of languages like English, German, lItalian, Spanish or French can be

used.
(such
mean

To pe

One byte is used for storing the characters. Supporting more advanced character sets
as DBCS or Unicode for Kanji or something similar) is disapproved since this would
the introduction of locale information in runtime.

rmit all variants with respect to the nomenclature to be used, all ,printable” characters

from the ISO 8859-1 character set may be used. The following characters shall not be used:

characters with the code 0 — 31
characters with the code 127 — 159

the character with code 33 (“!”) is restricted for internal use.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 195 —

These definitions of the character set permit identifiers to be stored in a compressed format.
This means that Wide Character Strings need not be stored; these can be reconstructed from
a normal character string by just adding a zero for the second byte of each wide character.

7.2.4.2 Character set type 2

The character set type 2 is defined as a subset of the ISO 10646-1 character set (also known
as Universal multiple-octet coded Character Set (UCS) Row 00, or as ASCII). The character
set spans the ,lower half” of the ISO 8859-1 character set, i.e. the characters with code 0 —
127. The character set is further restricted to the following characters:

- :UttUIO (A Z [} L, UhGIGUtUIO Vvlth thU \/UdU C\EJ CC IUOP 9 1
- | figures (0-9); characters with the code 48-57
— | underscore (,_"); character with the code 95

7.2.4.3 Common definitions

Object names (for LDev and RT-Auto objects), attribute ervi namgs are
considered as identifiers. ldentifiers shall be stored in 3 iRg way, but the
comparison of all identifiers shall be case insensitive.

NOTE | A case-insensitive comparison for character set type( 1 (& ere dpplicable) can edsily be
implemgnted since capital and small letters are mapped ip—Ra aIIe go . The“characters of the fgllowing
character strings are converted |nto the corresponding capi 3 btracting 32: 97 (a) - 122 (z),
224 (a)|— 246 (0), 248 (o) — 3 it ofiginal form

At thq interface level Wide Character Stti > ed’by either using the data type
BSTR| or the data type LPWSTR, whereas BS as alength field permitting NULL charac-
ters i its wide character string, LPWSTR inter to a null-terminated wide chdracter
string| BSTR is used on alNj e : Dispatch interface (on LDev or RT-

Auto) [LPWSTR on all inte S i 3 nown interface (on the ACCO).
The maximum lengt h identi i £ in order to permit an optimum implementation of
the per3|stence ifi i : ASE context. A maximum length of 32 ysable
charagters is definegd f ' »

7.2.4.4 Usage of c

Table|119 défine e character sets.

Q \ Table 119 — Usage of character sets

| tiﬁer \ Character set Restrictions
PDev opject name \/ 4 dotted decimal
LDev opject name character set type 1 maximum length of 32 characfers
RT-Autp object name character set type 1 maximum length of 32 characfers
attribute name, service name or character set type 2 maximum length of 32,
event name shall begin with a letter

7.3 ASEs
7.3.1 Object Management ASE
7.3.1.1 Overview

The Object Management ASEs provides a common set of management services applicable to
all classes of objects, except for the Data type classes. This management services operate on
FAL APOs and their attributes. FAL APO classes are defined within the FAL ASEs that are
specified in the remaining clauses. Each FAL APO class defined is described by a set of
attributes and a set of services.
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Within the distributed automation FAL ASEs the term interface is used to structure attributes
and services into different views of a FAL Class. This interface or attribute structure of a class
is uniquely identified by a globally unique identifier (UUID) referred to as Interface ID. The
parameter Interface Pointer contains the local address of the interface itself during runtime
and defines an unambiguous reference. The reference is volatile and the value shall be
always obtained online by means of specific distributed automation FAL services. It is only
valid (e.g. indicated by specific HRESULT values) until the server fails in the sense of
communication (e.g. power down, communication failure).The reference stays invalid, even if
the server hosting the object with former referenced interface is up and running again.
Therefore, the client gets a valid Interface Pointer reestablishing the Interface Pointer anew.
There are three possibilities to do this. The Interface Pointer is returned by the object
instance of the PDev Class accessed via the AR service CoCreatelnstance using IP address,

Class|D and Interface ID. A second alternative is to ask the Unknown inte e of an |object
for anfother interface of the same class via the management service Q .“A third
alterngtive is to use specific services (e.g. get_LogicalDevice) to navigdte thyot he objects.
The d|stributed automation FAL services are utilizing an abstraci.obje 3 Hure call
(ORPE) model that defines exactly one AREP for the FAL Gervices. S, local
addregsing of a FAL service is implicit and the service iS\g . The
convelyance of the FAL service parameter, network addre twork
connelctions is part of the underlying ORPC wire protoco ervice
specifjcation
The @bject Management ASE provide . g i s and
services: the Unknown interface and t i i
The Unknown interface is the fundapiental | istrjpbuted
automation FAL class. type
coercion (Querylnterface) [ i 8S. of all
interfgces. This means that it i S ‘ . bs are
derived either directly from i i erived
from [the Unknown i i vices:
erived

g’can be invoked from any interface of an gbject.
be interface with its own interface identifier. Thus, a
via Querylnterface that points specifically fo the

Querynterface, s
from the Unkno
The Unknown inteff

The Dlispatchi i hd interface supported by the Physical Device, Logical Device
and RIT 3 3es. 1t is\designed in such a way that it can call virtually any other FAL class
interfgcesN ) e particular class. Distributed automation FAL classes supporting

the Dispatchin erfac shall contain all attributes and all services of the object instance.

NOTE The Dispatch ¥hterface can be used for the integration into script languages. Essentially, it pgrmits a
symbol|c aecess to a distributed automation FAL object to be made.

NOTE 2—Scripts—use omnty ome—access touistributed—autormatiom AL objects—viatheDispatchimterface that is
returned by the Queryinterface service. To enable scripts to access all attributes and services of an object, the
implementation of the Dispatch interface contains all members of all interfaces of the object that have been derived
from the Dispatch interface. In a way, the Dispatch interface aggregates all attributes and services of all interfaces
to one "union set".

7.3.1.2 Class specification

7.3.1.2.1 Template

FAL ASE: Object Management ASE
CLASS: Base Object
CLASS ID: not used

PARENT CLASS: TOP
ATTRIBUTES and SERVICES:
1 (m) Key Attribute: implicit
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2 (m) Attribute: Base Object Version
21 (m) Attribute: Major

2.2 (m) Attribute: Minor

3 (m) Attribute: Interface Unknown
3.1 (m) MgtService: Querylinterface
3.2 (m) MgtService: AddRef

3.3 (m) MgtService: Release

4 (m) Attribute: Interface Dispatch
4.1 (m) MgtService: GetTypelnfoCount
4.2 (m) MgtService: GetTypelnfo

4.3 (III) MytSulviuv. GettbsOfiNames
4.4 (m) MgtService: Invoke

7.3.1.2.2 Attributes

Base Object Version
This Ttribute specifies the base object version of all ASEs.

Major
THis attribute contains the major part of the base objec
Atfribute type: short

Minor
THis attribute contains the minor part of the ba

Atjribute type: short

Interface Unknown
This attribute contains the Unknown ipterfac
IlUnknpwn.

Interface Dispatch

IDispgtch.
7.3.1.8 Servic@
7.3.1.B.1 Interfa

7.3.1.8.1.

The Q

S

amed

amed

gs the Interface Pointer (address) of a requested interface of

gnts of the service are shown in Table 120.

120 - Querylnterface (Unknown interface)

) Parameter name Req Ind Rsp Cnf

Argument M M(=)

Interface Pointer M M(=)
Interface ID M M(=)

Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
ppvObject M M(=)

Result(-) S S(=)
Interface Pointer M M(=)
hresult M M(=)

Argument
The argument shall convey the service specific parameters of the service request.
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This parameter contains the address of the IUnknown interface of the requested object

instance.
Parameter type: Interface Pointer
Interface ID

This parameter contains the unique interface identifier of the requested interface.

Parameter type: UUID
Result(+):

This selection type parameter indicates that the service request succeeded.

Interface Pointer

THis parameter contains the address of the IUnknown interface of t

ingtance.
Pdrameter type: Interface Pointer

hrpsult
THhis parameter contains the result code.

Pgrameter type: HRESULT
Allowed values: S_OK
ppvODbject

THis parameter contains the address of the reque

Pdrameter type: Interface Pointer

Result(-):
This selection type parameter indicates

Interface Pointer
THis parameter contains the address
ingtance.

Pgrameter type: Infe
hresult

THis param
Pgrameter type” M
Allowed valuegs: ¥

7.3.1.3.1.2

The Ad ise_increxents and reads the reference count for a requested interface

object].
objecf interface:

The afguments of the service are shown in Table 121.

uested

object instancqg.

object

object

of an
of an

Table 121 — AddRef (Unknown interface)

Parameter name Req Ind Rsp Cnf
Argument M M(=)
Interface Pointer M M(=)
Result M M(=
Interface Pointer M M(=
Reference Count M M(=

Argument

The argument shall convey the service specific parameters of the service request.

Interface Pointer

This parameter contains the address of the IUnknown interface of the requested object

instance.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 199 —

Parameter type: Interface Pointer

Result:
This parameter indicates that the service request was executed.

Interface Pointer
This parameter contains the address of the IUnknown interface of the requested object
instance.

Parameter type: Interface Pointer

Reference Count
This parameter contains the new reference count.

Parameter type: unsigned long

Allowed values: any value different than zero
7.3.1.83.1.3 Release
The Release service decrements and reads the reference count ; ce on
an object. The reference count is a local attribute that can be<use ing| of an
objecf interface. It does not have any influence on the lifeti nts of
the sgrvice are shown in Table 122.
Table 122 — Release (Unky@/n}»e\r
Parameter name - \R;é /.Q'ld Rﬁ( Cnf
Argument M M( /
Interface Pointer M M(=)
Result M M(=
Interface Pointer M M(=
Reference Coufit\ m M M(=
N
Argument
The afgument shall co ific parameters of the service request.
Interface Pa@
is parameter/c object
object
Pdqrameter type: Interface Pointer
R Count

This parameter contains the new reference count.
Parameter type: unsigned long

Allowed values: any value different than zero
7.3.1.3.2 Interface Dispatch
7.3.1.3.2.1 GetTypelnfoCount

The GetTypelnfoCount service determines whether type information is available for an object
or not. The arguments of the service are shown in Table 123.
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Table 123 — GetTypelnfoCount (Dispatch interface)

Parameter name Req Ind Rsp Cnf
Argument M M(=)
Interface Pointer M M(=)
Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
pcTInfo M M(=)
Result(-) S S(=)
Tnterface Pointer ™ =)
hresult M M(=)
Argument
The afgument shall convey the service specific parameters of the se quest.

Interface Pointer
THis parameter contains the address of the IDispatch ji
ingtance.

sted pbject

Pdrameter type: Interface Pointer

Result(+):
This selection type parameter indicates that the g
Interface Pointer

THis parameter contains the addres
ingtance.

object

Pgrameter type: Interface Pointer

hresult
THhis parameter contains

Pgrameter type: H
Allowed vaIu@_
pdTInfo

THhis paramete ébject provides type information or not.

Allowed ¢alues; jest does not provide type information), 1 (the object provides
type i
Result(
This selectiondype ps

ranfeter indicates that the service request failed.

InterfacePointe
THis/parameter contains the address of the IDispatch interface of the requested pbject
ingtance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_NOTIMPL

7.3.1.3.2.2 GetTypelnfo

The GetTypelnfo service retrieves the type information for an object, which can then be used
to get the type information for an interface.

NOTE The type information is derived from the deployed ORPC model and beyond the scope of the FAL service
specification. It contains the description of attributes and services in order to support a late binding.


https://iecnorm.com/api/?name=08d9a7b240507dad609387aee173c86e

61158-5-10 © IEC:2010(E) - 201 -

The arguments of the service are shown in Table 124.

Table 124 — GetTypelnfo (Dispatch interface)

Argun
The a

In{
Th
ing
P4
iT
Th

interface.

P4
Al

lcid

TH
ab

P4

This

In{
Th
ing

Resus1te(+):

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Interface Pointer M M(=)
iTInfo M M(=)
Icid U u(=)

Result(+) S S(=)
Interface Pointer M M(=)
ATesult ™ =)
ppTinfo M ﬁl\m

<\

Result(-)

Interface Pointer M
hresult

hent

erface Pointer
is parameter contains the address of the ID
tance.

rameter type: Interface Pointer

nfo
is parameter contains the type afion eturn. Zero indicates the IDis

rameter type: unsigred

owed values: 0

is parame
le to return

rameter typei

lection

hr

This\parameter contains the result code.

sult

object

patch

ay be

object

Parameter type: HRESULT

All

owed values: S_OK

ppTInfo

Th

is parameter contains the requested type information.

Parameter type: ITypelnfo

Resul
This s

t(-):

election type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the IDispatch interface of the requested object
instance.

Parameter type: Interface Pointer
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hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: DISP_E_BADINDEX, TYPE_E_ELEMENTNOTFOUND

7.3.1.3.2.3 GetIDsOfNames

The GetlIDsOfNames service maps a single attribute name or service name and an optional
set of parameter names to a corresponding set of integer dispatch identifiers, which are used
on subsequent calls of the Invoke service. The arguments of the service are shown in Table
125.

Table 125 — GetiIDsOfNames (Dispatch interface) /\
Parameter name Req Ind R/\s< ?hf\
Argument M M(=)
Interface Pointer M M(=)
riid M M(
List of rgszNames M /Mﬁ;\
cNames M M(=
Icid S \
Result(+) \ S(=)
Interface Pointer M M(=)
hresult > M M(=)
List of rgDispld \) M M(=)
Result(-) S S(=)
Interface Pointer M M(=)
hresult M M(=)
N
Argument
The afgument shall co i ific parameters of the service request.
Interface P
THis paramet pbject
ingtance.
Pgrameter type
riig
THhis
Pgra
List of rgszName
THis paramete ers the names to be mapped.
Pdrameter type: LPWSTR

cNames
This parameter contains the number of the names to be mapped.

Parameter type: unsigned short

Icid

This parameter contains a language identifier to indicate the context in which the names
are to be interpreted. An object may be able to provide different languages.

Parameter type: unsigned long

Result(+):
This selection type parameter indicates that the service request succeeded.

Interface Pointer
This parameter contains the address of the IDispatch interface of the requested object
instance.

Parameter type: Interface Pointer
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hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: S_OK
List of rgDispld

This parameter contains the requested identifiers (ID) corresponding to the names passed
in the List of rgszNames. The first identifier represents the attribute name respective

service name. The subsequent identifiers represent the service parameter names.

Parameter type: long
Result(-):

This sfelection type parameter indicates that the service request failed.

Interface Pointer
THis parameter contains the address of the IDispatch interfac
ingtance.

Pdqrameter type: Interface Pointer

hresult
This parameter contains the result code.

Pgrameter type: HRESULT
Allowed values: E. OUTOFMEMORY, DISP_E U

7.3.1.8.2.4 Invoke

The Invoke service provides access to a
argunients of the service are shown in fable 1

i interface)
N P}rgme r name Req Ind Rsp Cnf

Argument M M(=)
Interface Rointer w M M(=)
dm er M M(=)
riid M M(=)
i M M(=)

M M(=)

ispPargms M M(=)

object

NLCID

t. The

S S(=)

Q Pointer M M(=)
M M(=)

M M(=)

Result(-) S S(=)
Interface Pointer M M(=)

hresult M M(=)
pExceplnfo C C (=)
puArgErr C C (=)

Argument
The argument shall convey the service specific parameters of the service request.

Interface Pointer

This parameter contains the address of the IDispatch interface of the requested object

instance.
Parameter type: Interface Pointer

displdMember
This parameter contains the identifier of the attribute or service to invoke.

Parameter type: long
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riid
This parameter is reserved and shall contain UUID_NULL.

Parameter type: UUID

lcid
This parameter contains a language identifier to indicate the context in which the names
are to be interpreted. An object may be able to provide different languages.

Parameter type: unsigned long

wFlags
This parameter contains the context of the invoke service.

Parameter type: unsigned short
Allowed values: DISPATCH_METHOD, DISPATCH_PROPERTYGET,
DISPATCH_PROPERTYPUT, DISPATCH_PROPRTYPUTREF

pDispParams
This parameter contains an array of arguments, an array of
arguments and the number of elements in these arrays.
Pdrameter type: DISPPARAMS

Result(+):
This slelection type parameter indicates that the servj€e r

named

Interface Pointer
This parameter contains the addres
ingtance.

object

Pgqrameter type: Interface Pointer

hresult
THis parameter containg.the result

Pgrameter type: HRE:
Allowed values: S_|O

pVarResult
THis parame

Pgrameter type;

Resu
This

object

hresult
THhis.parameter contains the result code.

Parameter type: HRESULT

Allowed values: DISP_E_BADPARAMCOUNT, DISP_E_BADVARTYPE, DISP_E_EXCEPTION,
DISP_E_MEMBERNOTFOUND, DISP_E_NONAMEDARGS, DISP_E_OVERFLOW,
DISP_E_PARAMNOTFOUND, DISP_E_TYPEMISMATCH, DISP_E_UNKNOWNINTERFACE,
DISP_E_UNKNOWNLCID, DISP_E_PARAMNOTOPTIONAL

pExceplinfo
This parameter is only valid for hresult=DISP_E_EXCEPTION and contains the exception
information.

Parameter type: EXCEPINFO

puArgErr

This parameter is only valid for hresult=DISP_E_TYPEMISMATCH or hresult=
DISP_E_PARAMNOTFOUND and contains the index of the first argument containing an
error.
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Parameter type: unsigned short
7.3.2 AP ASE
7.3.2.1 Physical device
7.3.2.1.1 Overview
In the runtime object model, the Physical device (PDev) represents a physical component (i.e.
hardware). It offers a network access to one or more IP networks. The PDev exposes the

physical properties of the component via the ICBAPhysicalDevice interface. Exactly one
instance of the PDev exists in each distributed automation device (e.g. PLC, drive, PC).

7.3.2.1.2 Physical Device class specification
7.3.2.1.2.1 Template

The Physical Device object is described by the following templa

FAL ASE: AP ASE
CLASS: Physical Device
CLASS$ ID: CBA00000-6C97-11D1-8271-00A02442D

PARENT CLASS: Base Object
ATTRIBUTES and SERVICES:
1 (m) Key Attribute: i

2 (m) Attribute:
2.1 (m) Attribute:
2.2 (m) OpsService:
2.3 (m) AttribGte:

2.4 (m) OpsServis

25 (m)

2.6 )

2.7

2.8

2.9

2.10 ist of LogicalDevice

2.10.1 Name

2.10.2 Interface Pointer

2.1 get_LogicalDevice

2.12 Cownstraint: Base Object Version.Major >= 2
2.12.1 OpsService: Type

2.12.2 OpsService: PROFInetRevision

2.12.3 (m) Attribute: PDevStamp

212.4 (m) OpsService: get_PDevStamp

3 (m) Attribute: Interface Browse

3.1 (m) Attribute: Count

3.2 (m) OpsService: get_Count

3.3 (m) OpsService: Browseltems

3.4 (c) Constraint: Base Object Version.Major >= 2
3.4.1 (m) Attribute: Count2

3.4.2 (m) OpsService: get_Count2

3.4.3 (m) OpsService: Browseltems2

4 (m) Attribute: Interface Persist

4.1 (m) OpsService: Save

4.2 (c) Constraint: Base Object Version.Major >= 2

4.2.1 (m) OpsService: Save?2
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5 (m) Attribute: Dispatchable

7.3.2.1.2.2 Attributes

Interface Physical Device

This attribute contains the physical device interface of the object. It exists in two variants
according to the value of the attribute Base Object Version. The variant named
ICBAPhysicalDevice includes all attributes and services for Base Object Version.Major equal
to 1. The variant named ICBAPhysicalDevice2 is derived from the variant ICBAPhysicalDevice
and includes such the attributes and services of ICBAPhysicalDevice and additional attributes
and services for Base Object Version.Major greater or equal to 2.

It is a structured atiribute composed of the following aftributes

Prpducer
THis attribute contains the name of the device producer.

Atjribute type: BSTR (maximum length of 128 usable characters)

Product
THis attribute contains the name of the device type in a pfodu 2Ci jucer-
unambiguous way.

Atjribute type: BSTR (maximum length of 128 usable

SdrialNo
THis attribute contains the serial number of the P

Atfribute type: VARIANT

PrpoductionDate
THis attribute contains the production

Attribute type: date
List of LogicalDevice

This attribute contain single
reference can be rk in the
object model. The &

Name @

This attrib 3

pf the

PL
Th if one

of[it is\being removed, a new one is being added or a LDev objects name has chpnged
(s¢e\773.2.1.3.2 for details).

Attribute type: long

Interface Browse

This attribute contains the Browse interface of the object. It exists in two variants according to
the value of the attribute Base Object Version. The variant named ICBABrowse includes all
attributes and services for Base Object Version.Major equal to 1. The variant named
ICBABrowse?2 is derived from the variant ICBABrowse and includes such the attributes and
services of ICBABrowse and additional attributes and services for Base Object Version.Major
greater or equal to 2.

It is a structured attribute composed of the following attributes.

Count
This attribute contains the number of elements in the Browse database.

Attribute type: long
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Count2
This attribute contains the number of elements in the Browse database.

Attribute type: long

Interface Persist

This attribute contains the persistence interface of the object. It exists in two variants
according to the value of the attribute Base Object Version. The variant named ICBAPersist
includes all attributes and services for Base Object Version.Major equal to 1. The variant
named ICBAPersist2 is derived from the variant ICBAPersist and includes such the attributes
and services of ICBAPersist and additional attributes and services for Base Object
Version.Major greater or equal to 2.

This gttribute contains the availability of type information for the FAL classg i ided by
the IDjispatch common interface. The Physical Device class provides that tion.

d values: 1
7.3.2.1.3 Physical device behavior
7.3.2.1.3.1 Overview

For distributed automation FAL ASE object instances, ice is
only permitted for the PhysicalDevice class. All : T e and
are "npncreatable".
The PhysicalDevice class shall be implemented
NOTE | Singleton is a class that possesses exgctly one objes{/cop gt was instantiated beforehand, and provides
a well-defined access point to it..JThe Singleton\ pattern egsures thatOnly one instance of a class can be dreated,
and that this instance is globally’acsgssipie"FRheunction\fstance(s) is (are) used to access the unique instance of

the clags.

e AR-CoCreatelnstance service with the
ell-defined by the distributed automation

Class|D (UUID fPhysicalDevise Y
specifjcation, and_ay o (NQi ice returns an Interface Pointer to the — accprding
to the|Singleton patte previ nstanhtiated object (i.e. PDev). Any other object of the RT

The PhysicalDevice

objecf model can gh iavnavigation procedure (see 7.1.6).

7.3.2.1.3.2 i parison of the LDev objects

The H ~ changes regarding the associated LDev objects. It is supported
through the_attriuig F Stamp and will alter, if one of the associated LDev objects is|being

removed, a ne is béing added or an LDev objects name changed.

The HDgy-stamp is computed as a 32 Bit CRC over all LDev object names, concatgnated
togetherwith their terminating null character.

NOTE The CRC-32 is also used in Ethernet, PKZip, GZIP, etc. and defined in the following documents: RFC 1952
"GZIP file format specification version 4.3”; ISO Information Processing Systems - Data Communication High-
Level; Data Link Control Procedure - Frame Structure”, IS 3309, October 1984, 3rd Edition; ITU-T V.42.

The formula for the 32 Bit CRC calculations is defined as follows:

r =Crctab32[(r " ¢) & Oxff] " (¢ >>8) (20)
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REPRESENTS THE 32 BIT CRC RESULT. THE INITIAL VALUE OF RIS “-1”
REPRESENTS THE CURRENT BYTE VALUE THAT NEEDS CRC CALCULATION

ADDING THE NUMBER IN ROW AND COLUMN.

IS DEFINED IN TABLE 127, WHEREAS THE INDEX OF THE APPROPRIATE ENTRY CAN BE FOUND BY

Table 127 — CRC table for the PDev stamp calculation (hexadecimal values)

0 1 2 3 4 5 6 7
0 00000000 17092000 Anknialnl<kBo¥al Q0001 DN 027 DC0A410 2060480 inieWalie] o320 oL o400 _\3
B OEDB8832 | 79DCB8A4 | EODSE91E | 97D2D988 | 09B64C2B | 7EB17CBD E7Eﬁ32D(»\ 90BEIDp1
16 | 1DB71064 | 6AB020F2 |F3B97148 | 84BE41DE | 1ADAD47D 6DDDE4EBA F4§4B(;’N\ 8\}{{385 7
44 | 136C9856 | 646BA8CO | FD62F97A | 8A65CI9EC [ 14015C4F 63066C<9 \RM?;D\é{ \&Qoss}gw
32 | 3B6E20C8 |4C69105E [ D56041E4 |A2677172 | 3C03E4D1L 4Bé}4b’44\7 D%QD FD \Z\SMSSB
40 | 35B5A8FA |42B2986C | DBBBCY9D6 | ACBCF940 | 32D86CE3 4515{5(:75 \EQDE\QDC}\}éD13DS9
48 | 26D930AC |51DEOO3A [ C8D75180 |BFD06116 21B4F4B€\ 56B 23 \&QBA9§>99 B8BDASPF
6 | 2802B89E |5F058808 | C60CD9B2 |B10BE924 2FY(7C87 i&‘ﬁ{c\ll }3%6}{DAB B6662DBD
g4 | 76DC4190 | 01DB7106 | 98D220BC | EFD5102A _\7(31@ OMSh\%BFEZLAS E8B8D4B3
12 | 7807C9A2 | 0OFO0F934 | 9609A88E NE10E98 éf%l?éla 5§6D3\D§D 91646C97 |E6635CP1
40 | 6B6B51F4 [ 1C6C6162 85653013%\ F>6{O<%E 6(§0695\§D \Iéoﬁ/m}a 8208F4C1 | F50FC4b7
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7.3.2.1.4 Physical device service specification
7.3.2.1.4.1 Interface physical device
7.3.2.1.4.1.1 get_Producer

The get_Producer service reads the name of the device producer. The arguments of the
service are shown in Table 128. This service returns the attribute Producer.

Table 128 — get_Producer (Physical device interface)

Parameter name Req Ind Rsp Cnf

.\ 4 (W] (W]
OUehT VT VT

=
Interface Pointer M M(=)

)

/-\zz‘\
0O VI%Z?

Result(+)
Interface Pointer
hresult
pVal

Result(-) /\<\
Interface Pointer
hresult /\ M
Argument u

The afgument shall convey the servicg

=
0

Interface Pointer

THis parameter contains the address—© ested
object instance.
Pdrameter type: Interfa€e Poi
Result(+):
This selection type pa
Interface Pojriter
THis parame ested

object instance’

This parameter contains the name of the producer.
Pdrameter type: BSTR

Result(-):
This selection type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the ICBAPhysicalDevice interface of the requested
object instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*
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7.3.2.1.4.1.2 get_Product

The get Product service reads the name of the device type in a producer-specific and
producer-unambiguous way. The arguments of the service are shown in Table 129. This
service returns the attribute Product.

Table 129 — get_Product (Physical device interface)

Parameter name Req Ind Rsp Cnf

Argument M

M(=)
Interface Pointer M M(=)

RESUI(F)
Interface Pointer
hresult
pVal

=< Z (¢

)
=N
M

\

Result(-)
Interface Pointer
hresult

Argument
The afgument shall convey the service specific paramete

Interface Pointer
THis parameter contains the addres
object instance.

ested

Pdrameter type: Interface Pointer
Resust(+):
This

Interface Pointer

THis parameter co
object instance.

ested

Pdrameter type: Inte

hresult
THhis paramete

pVa
THis parameter 6o

Parametertype: BSTR

Result(-):
This seleetion type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the ICBAPhysicalDevice interface of the requested
object instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.3 get_SerialNo

The get_SerialNo service reads the serial number of the PDev. The arguments of the service
are shown in Table 130. This service returns the attribute SerialNo.
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Table 130 — get_SerialNo (Physical device interface)

Parameter name Req Ind Rsp Cnf
Argument M M(=)
Interface Pointer M M(=)
Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
pVal M M(=)
Result(-) S S(=)
Tnterface Pointer ™ =)
hresult M M(=)
Argument
The afgument shall convey the service specific parameters of the se qu

Interface Pointer

THis parameter contains the address of the ICBAPhysicg

object instance.
Pdrameter type: Interface Pointer

Result(+):

This selection type parameter indicates that the g

Interface Pointer
THhis parameter contains the addres
object instance.

Pgrameter type: Interface Pointer

hresult
THhis parameter contains

Pgrameter type: HR
Allowed val

pVal
THis paramete

Pgrameter type:

Result(-):
This

object instance.

Pgrameter type: Interface Pointer

e requ

hrestHt
This parameter contains the result code.

Parameter type: HRESULT

ested

ested

ested

Allowed values: E_NOTIMPL, E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.4 get_ProductionDate

The get_ProductionDate service reads the production date of the PDev. The arguments of the

service are shown in Table 131. This service returns the attribute ProductionDate.
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Table 131 — get_ProductionDate (Physical device interface)

Parameter name Req Ind Rsp Cnf
Argument M M(=)
Interface Pointer M M(=)
Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
pVal M M(=)
Result(-) S S(=)
Tnterface Pointer ™ =)
hresult M M(=)
Argument
The afgument shall convey the service specific parameters of the se quest.

Interface Pointer
THis parameter contains the address of the ICBAPhysicg
object instance.

e requested

Pdrameter type: Interface Pointer

Result(+):
This selection type parameter indicates that the g
Interface Pointer

THhis parameter contains the addres
object instance.

ested

Pgrameter type: Interface Pointer

hresult
THhis parameter contains

Pgrameter type: HR
Allowed val

pVal
THis paramete

Result(-):
This

NN N .
THis parameter conta ested
object instance.

Pgrameter type: Interface Pointer
hrestHt

This parameter contains the result code.
Parameter type: HRESULT

Allowed values: E_NOTIMPL, E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.5 Revision

The Revision service reads the revision level of the PDev (i.e. the hardware version) as a
major and minor revision. The arguments of the service are shown in Table 132.
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Table 132 — Revision (Physical device interface)

Parameter name Req Ind Rsp

Cnf

Argument M M(=)
Interface Pointer M M(=)
Result(+)
Interface Pointer
hresult
pMajor
pMinor

=220

2E=2EE0Q
TATTT

Resuli(-)
Interface Pointer
hresult

=29

<

=
ydl
-/

Argument
The afgument shall convey the service specific parameters of the

Interface Pointer
THis parameter contains the address of the ICBAPhysigalD
object instance.

Pdqrameter type: Interface Pointer

(+):

lection type parameter indicateg’t

ested

ested

This parameter contains the address of the ICBAPhysicalDevice interface of the requested

object instance.
Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.6 get_LogicalDevice

The get_LogicalDevice service reads the reference to a LDev object via its name. It is used
for navigating in the object model. The arguments of the service are shown in Table 133. This

service returns one element of the attribute List of LogicalDevice.
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Table 133 — get_LogicalDevice (Physical device interface)

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Interface Pointer M M(=)
Name M M(=)

Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
ppLDev M M(=)

Result(-) S =)
Interface Pointer M M(=)
hresult M N M)

Argument
The afgument shall convey the service specific parameters of the

Interface Pointer
THis parameter contains the address of the ICBAPhysig€alDevi of the requested
object instance.

Pdqrameter type: Interface Pointer

Ngme
THis parameter contains the name o

Pgqrameter type: BSTR

Result(+):
This slelection type parameter indicates th
Interface Pointer

THis parameter containg the\g S ) ested
object instance.

Pgrameter typei In
hrpsult @

This parameter e

PR
THi
LO

enced

Result(-);
This selection type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the ICBAPhysicalDevice interface of the requested
object instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: CBA_E_UNKNOWNOBJECT, E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.7 Type

The type service reads the implementation type of the runtime source. The arguments of the
service are shown in Table 134.
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Table 134 — Type (Physical device interface)

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Interface Pointer M M(=)

Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
pMultiApp M M(=)
pPROFInetORPCStack M M(=)

Resul(-) S 3)
Interface Pointer M M(=)
hresult M/ N ME)

Argument
The afgument shall convey the service specific parameters of the

Interface Pointer
THis parameter contains the address of the ICBAPhysice interface of the
requested object instance.

Pdqrameter type: Interface Pointer

Result(+):
This selection type parameter indicates’t
Interface Pointer

THis parameter contains the addres
requested object instance.

ySicalDevice2 interface ¢f the

Pdqrameter type: Interfage

hrpsult
THhis parameter contaj

Pgrameter type:
Allowed valu@
pMultiApp

ThHis param
aufomatiopena

P4

pPH :

This parameter ais whether the device is implemented with a certain ORPC sta
P3

Result(-);

This selection type parameter indicates that the service request failed.

the device is able to carry multiple distrjbuted

LJ
=

Interface Pointer
This parameter contains the address of the ICBAPhysicalDevice2 interface of the
requested object instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*

7.3.2.1.4.1.8 PROFInetRevision

The PROFInetRevision service reads the runtime source revision as a major, minor, service
pack and build revision. The arguments of the service are shown in Table 135.
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Table 135 — PROFInetRevision (Physical device interface)

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Interface Pointer M M(=)

Result(+) S S(=)
Interface Pointer M M(=)
hresult M M(=)
pMajor M M(=)
pMinor M M(=)
pServicePack M M(=)
pBuild M &

Result(-) s/ ™\ s)
Interface Pointer (=)
hresult M M(

Argument
The afgument shall convey the service specific parameters

Interface Pointer
THis parameter contains the address of the /ICBAP interface of the
reqquested object instance.

Pdrameter type: Interface Pointer

Result(+):
This sielection type parameter indicates that
Interface Pointer

THis parameter contains the ad
reqquested object insta

APhysicalDevice2 interface ¢f the

Pdrameter type: Int

hresult
THis parame onta

ajor

rameter type:

pServicePack
This parameter contains the service pack part of the revision.

Parameter type: short

pBuild
This parameter contains the build part of the revision.

Parameter type: short

Result(-):
This selection type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the ICBAPhysicalDevice2 interface of the
requested object instance.

Parameter type: Interface Pointer
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hresult
This parameter contains the result code.

Parameter type: HRESULT

Allowed values: E_OUTOFMEMORY, E_INVALIDARG, E_POINTER, RPC_*

7.3.2.1.4.1.9 get_PDevStamp

The get PDevStamp service reads the PDev stamp (see 7.3.2.1.3.2 for details). The
arguments of the service are shown in Table 136. This service returns the attribute

PDevStamp.
€€}
- 7~
Parameter name Req Ind Rsp Cnf
Argument M M(=)
Interface Pointer M M(=)
Result(+) S
Interface Pointer /\ M (=)
hresult =
pVal \\ =
Result(-) \ S(=)
Interface Pointer M M(=)
hresult "\ > /™ M(=)
Argument \-/
The afgument shall convey the service/specific etsrs of the service request.
Interface Pointer
THis parameter con the }CBAPhysicalDevice2 interface of the
reqquested object instanse.
Pdrameter type: Inferfa
Result(+): Q
This selection typepatra s that the service request succeeded.
Interface Poinfe
THis parame address of the ICBAPhysicalDevice2 interface o¢f the

rametertype:
owed values:

pVal
This parameter contains the PDevStamp.

Parameter type: long
Result(-):

This selection type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the
requested object instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT

ICBAPhysicalDevice2 interface of the
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Allowed values: E_INVALIDARG, E. OUTOFMEMORY, E_POINTER, RPC_*
7.3.2.1.4.2 Interface Browse
7.3.2.1.4.2.1 get_Count

The get_Count service reads the number of elements in the Browse database. The arguments
of the service are shown in Table 137. This service returns the attribute Count.

NOTE Non-dispatch clients should use the get_Count2 service.

Table 137 — get_Count (Browse interface)

Parameter name an lnd De'r_\ cnf
Argument M M(=)

Interface Pointer M M(=) <\
Result(+) S S(Q
Interface Pointer (=)

hresult M
pVal /\ M (=)
Result(-) \\ S =)
Interface Pointer M M(=)
hresult (\ M(=)

Argument

The afgument shall convey the service speciic\paraneters of the service request.

)

Interface Pointer
THis parameter contains the address o
ingtance.

rowse interface of the requested jobject

Pdqrameter type: Interfa

Resus1te(+):

This selection ty a i bes that the service request succeeded.
Interface Po{;&
THis parameter ¢ 2\ add of the ICBABrowse interface of the requested pbject

ingtance.

Allowed valdes:

pVal
THis\parameter contains the number of Browse items the related object possesses.

Parameter type: long

Result(-):
This selection type parameter indicates that the service request failed.

Interface Pointer
This parameter contains the address of the ICBABrowse interface of the requested object
instance.

Parameter type: Interface Pointer

hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: E_INVALIDARG, E_OUTOFMEMORY, E_POINTER, RPC_*
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7.3.2.1.4.2.2 Browseltems

-219 -

The Browseltems service reads the list of LDev objects related to a PDev object. The

arguments of the service are shown in Table 138.

The server is able to control the maximum amount of returned information via the number of

items in the SAFEARRAY.

If it obtains less than the number of items indicated via the

get_Count service, the client shall continue invoking the service for the subsequent items. To
do this, it shall advance the Offset parameter accordingly (by adding the number of returned

items, beginning with 0).

The .“ [ o —Cat—uSE Re—1v1a 08 LEAAAY v, O~ O A€ & 1 Oerof
returned items. The server shall not return more than this number of itens. he client sets
this parameter to 0, the server still returns S_OK, but no items in the SAFE
NOTE The client should be able to cope with the fact that the object world has £harg fions of
the gef_Count and Browseltems services. A distributed automation device status
informdtion.
NOTE [2 Non-dispatch clients should use the Browseltems2 service to gef extended i
Table 138 — Browseltems (Brows®e_ int %
Parameter name )éq \le ‘RS|\ Cnf
Argument \J\l\ﬂﬁ M(=\7\
Interface Pointer =)
Offset M ) >
MaxReturn M M(=)
Result(+) s S(=)
Interface Pointer M M(=)
hresult M M(=)
pltem M M(=)
pDataTyp U U(=)
pAccessRigh U U(=)
Re S S(=)
Interfagé Pojn M M(=)
hresdl M M(=)
e gervice specific parameters of the service request.
s the address of the ICBABrowse interface of the requested lobject
rameter type:Ynterface Pointer
Offfset

This parameter contains the offset of the first LDev item in the List of LogicalDevice that

shall be returned.
Parameter type: long
MaxReturn

This parameter contains the maximum number of LDev items that shall be returned.

Parameter type: long
Result(+):

This selection type parameter indicates that the service request succeeded.

Interface Pointer

This parameter contains the address of the ICBABrowse interface of the requested object

instance.

Parameter type: Interface Pointer
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hresult
This parameter contains the result code.

Parameter type: HRESULT
Allowed values: S_OK

pltem
This parameter contains the name or list of names of the available LDevs.

Parameter type: VARIANT
Allowed values: Tag=VT_SAFEARRAY_BSTR
pDataType

ThisparameterisTeserved:
Pgqrameter type: VARIANT
Allowed values: Tag=VT_ERROR, Value=DISP_E_PARAMNOTFOQ

pAccessRight
THis parameter is reserved.

Pgqrameter type: VARIANT
Allowed values: Tag=VT_ERROR, Value=DISP_E_PAR?

Result(-):
This slelection type parameter indicates that the service

Interface Pointer
This parameter contains the addré
ingtance.

object

Pgrameter type: Interface Pointer

hrepsult
THis parameter contai

Pgrameter type: HR