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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-4: Data-link layer protocol specification —
Type 4 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote intefnational
co-operation on all questions concerning standardization in the electrical and electronic fields. To this jend and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publ|cly Available Specifications (PAS) and Guides (hereafter referred to as ‘IE€~Publication(s)]|). Their
preppration is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may [participate in this preparatory work. International, governmental and non-governmental organizations liaising
with [the IEC also participate in this preparation. IEC collaborates closely with-the’ International Organizption for
Stanfardization (ISO) in accordance with conditions determined by agreement.between the two organizftions.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intefnational
conslensus of opinion on the relevant subjects since each technical®¢ommittee has representation [from all
interpsted IEC National Committees.

3) IEC [Publications have the form of recommendations for international use and are accepted by IEC [National
Compmittees in that sense. While all reasonable efforts are_made to ensure that the technical content of IEC
Publ|cations is accurate, IEC cannot be held responsible\for the way in which they are used or|for any
misipterpretation by any end user.

4) In oyder to promote international uniformity, IEC National Committees undertake to apply IEC Pubjications
trangparently to the maximum extent possible in theirnational and regional publications. Any divergence petween
any |[EC Publication and the corresponding nationalbor regional publication shall be clearly indicated in the latter.

5) IEC ftself does not provide any attestation .of“\Conformity. Independent certification bodies provide cgnformity
assessment services and, in some areas,~access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All upers should ensure that they hayve jthe latest edition of this publication.

7) No lijability shall attach to IEC ok its directors, employees, servants or agents including individual expprts and
mempbers of its technical committees and IEC National Committees for any personal injury, property damage or
othef damage of any nature\'whatsoever, whether direct or indirect, or for costs (including legal fdes) and
expgnses arising out of( the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publ|cations.

8) Attention is drawnetothe Normative references cited in this publication. Use of the referenced publicgtions is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject ¢f patent
rightg. IEC.shall not be held responsible for identifying any or all such patent rights.

Attentipnis drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. Tn all cases, the commitment to limited release of iniellectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-4-4 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fourth edition cancels and replaces the third edition published in 2018. This edition
constitutes a technical revision.
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This edition includes the following significant technical change with respect to the previous

edition:

a) Use of extended data size for DLS-user data. This extension is restricted to nodes operating

on a P-NET IP network.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1202/FDIS 65C/1243/RVD

Full informatiomomthevotimg—foritsapprovatcamrbefound-imthereportomvotinmg-indicpted in

the abgve table.

The lapguage used for the development of this International Standard is English,

This dpcument was drafted in accordance with ISO/IEC Directives, Part‘2; and develgped in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IECG.Supplement, available
at wwyv.iec.ch/members_experts/refdocs. The main document types“developed by IEC are

descriljed in greater detail at www.iec.ch/publications.

A list df all the parts of the IEC 61158 series, under the genetal title Industrial commuriication

networks — Fieldbus specifications, can be found on the IEC'web site.

The cdmmittee has decided that the contents of this.decument will remain unchanged u
stability date indicated on the IEC website under webstore.iec.ch in the data related

specific document. At this date, the document wijll be

e recpnfirmed,
e withdrawn,
e replaced by a revised edition, or

e amgnded.

ntil the
to the
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation system
components. It is related to other standards in the set as defined by the “three-layer” fieldbus
reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link entities
(DLEs) at the time of communication. These rules for communication are intended to provide a
sound basis for development in order to serve a variety of purposes:

a) as p guide for implementors and designers;

b) forjuse in the testing and procurement of equipment;
c) as part of an agreement for the admittance of systems into the open systems enviropment;
d) as pb refinement to the understanding of time-critical communications within OSI.
This dgcument is concerned, in particular, with the communication and.interworking of sgnsors,
effectofrs and other automation devices. By using this document together with other stapdards

positioned within the OSI or fieldbus reference models, otherwis€ incompatible systems could
work t@gether in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-4: Data-link layer protocol specification —
Type 4 elements

1 Scope

1.1 General

The dgta-link layer provides basic time-critical messaging communications between deyices in
an autpmation environment.

This pfotocol provides a means of connecting devices through a partial_-mesh network, such
that most failures of an interconnection between two devices can be _circumvented. In common
practice the devices are interconnected in a non-redundant hierarchical manner reflecting
applicgtion needs.

1.2 Specifications
This dgcument specifies

a) projcedures for the timely transfer of data and.control information from one data-link user
entjty to a peer user entity, and among the data-link entities forming the distributed data-
lind service provider;

b) the|structure of the fieldbus DLPDUs used for the transfer of data and control inforjmation
by the protocol of this document, and‘their representation as physical interface datafunits.
1.3 Procedures

The prpcedures are defined interms of

a) thelinteractions between.peer DL-entities (DLEs) through the exchange of fieldbus DUPDUs;

b) the|interactions between a DL-service (DLS) provider and a DLS-user in the same $ystem
through the exchange of DLS primitives;

c) the|interactians:between a DLS-provider and a Ph-service provider in the same gystem
through the exchange of Ph-service primitives.

1.4 Applicability

These procedures are applicable to instances of communication beiween systems which
support time-critical communications services within the data-link layer of the OSI or fieldbus
reference models, and which require the ability to interconnect in an open systems
interconnection environment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s capabilities,
and thus its applicability to various time-critical communications needs.

1.5 Conformance

This document also specifies conformance requirements for systems implementing these
procedures. This document does not contain tests to demonstrate compliance with such
requirements.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

NOTE All parts of the IEC 61158 series, as well as the |IEC 61784-1 series and the IEC 61784-2 series are
maintained simultaneously. Cross-references to these documents within the text therefore refer to the editions as
dated in this list of normative references.

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
ModelThe Basic Modet

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basijc-Reference
Model:lNaming and addressing

ISO/IEC 10731, Information technology — Open Systems Interconnection(> Basic Reference
Model - Conventions for the definition of OSI services

3 T¢rms, definitions, symbols and abbreviated terms

For thg purposes of this document, the following terms, definitions, symbols and abbrgviated
terms apply.

ISO and IEC maintain terminological databases,for'use in standardization at the fo|lowing
addresses:

o |EQ Electropedia: available at https://www.electropedia.org/

e |SQ Online browsing platform: available at https://www.iso.org/obp
3.1 Reference model terms and’definitions

This document is based in-"part on the concepts developed in ISO/IEC 749841 and
ISO/IEC 7498-3, and makes use of the following terms defined therein.

3.11 called-DL-address [7498-3]
3.1.2 calling-DL-address [7498-3]
3.1.3 centralized multi-end-point-connection [7498-1]
3.1.4 correspondent (N)-entities [7498-1]

correspondent DL-entities (N=2)
correspondent Ph-entities (N=1)

3.1.5 demultiplexing [7498-1]
3.1.6 DL-address [7498-3]
3.1.7 DL-address-mapping [7498-1]
3.1.8 DL-connection [7498-1]
3.1.9 DL-connection-end-point [7498-1]
3.1.10 DL-connection-end-point-identifier [7498-1]

3.1.11 DL-connection-mode transmission [7498-1]


https://www.electropedia.org/
https://www.iso.org/obp
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3.1.12 DL-connectionless-mode transmission [7498-1]
3.1.13 DL-data-sink [7498-1]
3.1.14 DL-data-source [7498-1]
3.1.15 DL-duplex-transmission [7498-1]
3.1.16 DL-facility [7498-1]
3.1.17 DL-local-view [7498-3]
3.1.18—DL-name [7498-3]
3.1.19] DL-protocol [7498-1]
3.1.20] DL-protocol-connection-identifier [7498-1]
3.1.21] DL-protocol-control-information [7498-1]
3.1.22] DL-protocol-data-unit [7498-1]
3.1.23] DL-protocol-version-identifier [7498-1]
3.1.24) DL-relay [7498-1]
3.1.25] DL-service-connection-identifier [7498-1]
3.1.26] DL-service-data-unit [7498-1]
3.1.27| DL-simplex-transmission [7498-1]
3.1.28 DL-subsystem [7498-1]
3.1.29] DL-user-data [7498-1]
3.1.30, flow control [7498-1]
3.1.31| layer-management [7498-1]
3.1.32] multiplexing [7498-3]
3.1.33] naming-(addressing)-authority [7498-3]
3.1.3 naming<(addressing)-domain [7498-3]
3.1.3 naming-(addressing)-subdomain [7498-3]
3.1.36(N)-entity [7498-1]
DL-entity
Ph-entity
3.1.37 (N)-interface-data-unit [7498-1]

DL-service-data-unit (N=2)
Ph-interface-data-unit (N=1)

3.1.38 (N)-layer [7498-1]
DL-layer (N=2)
Ph-layer (N=1)

3.1.39 (N)-service [7498-1]
DL-service (N=2)
Ph-service (N=1)
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3.1.40 (N)-service-access-point [7498-1]
DL-service-access-point (N=2)
Ph-service-access-point (N=1)

3.1.41 (N)-service-access-point-address [7498-1]
DL-service-access-point-address (N=2)
Ph-service-access-point-address (N=1)

3.1.42 peer-entities [7498-1]
3.1.43 Ph-interface-control-information [7498-1]
3.1.44—Ph=imterface-data {7498-1]
3.1.45] primitive name [7498-3]
3.1.46] reassembling [7498-1]
3.1.47] recombining [7498-1]
3.1.48] reset [7498-1]
3.1.49| responding-DL-address [7498-3]
3.1.50] routing [7498-1]
3.1.51] segmenting [7498-1]
3.1.52] sequencing [7498-1]
3.1.53] splitting [7498-1]
3.1.54 synonymous name [7498-3]
3.1.565] systems-management [7498-1]
3.2 Bervice convention terms and definitions
This document also makes use of the following terms defined in ISO/IEC 10731 as they apply
to the gata-link layer:
3.21 acceptor
3.2.2 asymmetrical service
3.2.3 confirm (primitive);

requestor.deliver (primitive)

3.2.4 deliver (primitive)

3.2.5 DL-confirmed-facility
3.2.6 DL-facility

3.2.7 DL-local-view

3.2.8 DL-mandatory-facility

3.2.9 DL-non-confirmed-facility
3.2.10 DL-provider-initiated-facility

3.2.11 DL-provider-optional-facility
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3.2.12

3.2.13

3.2.14

3.2.15
3.2.16

3.2.17
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DL-service-primitive;
primitive
DL-service-provider
DL-service-user
DL-user-optional-facility

indication (primitive)
acceptor.deliver (primitive)

multi-peer

3.2.18

3.2.19
3.2.20

3.2.21
3.2.22
3.3

For the

3.3.1
broadc
addres

Note 1 t|
Node-Ad

request (primitive);
requestor.submit (primitive)

requestor

response (primitive);
acceptor.submit (primitive)

submit (primitive)
symmetrical service
Fferms and definitions

purposes of this document, the following terts*and definitions apply.
tast-Node-address
s used to send broadcasts to all DLEs'on a Link

b entry: All DLEs on a Link receive(all DLPDUs where the first Node-address is equal to the Br
dress. Such DLPDUs are always (Unconfirmed, and their receipt is never acknowledged. The v4g

Broadcakst-Node-address is 126.

3.3.2
destin
holds 4

Note 1
DLS-usq

3.3.3
DL-rou

ation-DL-route
sequence of DLroute-elements, describing the complete route to the destinatio

b entry: Thissincludes both the destination DLSAP and a local component meaningful to the de
r.

te

combir

badcast-
lue of a

=

Etination

ation of a Destination-DL-route and a Source-DL-route

3.3.4

DL-route-element

octet h

3.3.5

olding a Node-address or an address used by the DLS-user

DLSAP
distinctive point at which DL-services are provided by a single DL-entity to a single higher-layer

entity

Note 1 to entry: This definition, derived from ISO/IEC 7498-1, is repeated here to facilitate understandin

critical d

istinction between DLSAPs and their DL-addresses.

g of the
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P)-address

an individual DLSAP-address, designating a single DLSAP of a single DLS-user

3.3.7

(individual) DLSAP-address
DL-address that designates only one DLSAP within the extended link

Note 1 to entry: A single DL-entity may have multiple DLSAP-addresses associated with a single DLSAP.

3.3.8
frame

denigrated synonym for DLPDU

3.3.9
IPNetl
identifi

Note 1 t

3.3.10

IPNetT|
definiti
NodeA

3.3.11
IP Ran
definiti
on the
in the |

3.3.12
Local
single
any int
commu
attemp

3.3.13
no-Co
addres

Note 1t

D

cation of a unique IP network

b entry:  An IPNetID is translated into an IP-address and a UPD port number,

able

pn of the relation between IPNetID, IP address, {UPD port number and

Router

ddress, where IPNetID is used as index in the table
ge net
pn of the use of the IP network for local aceess, where nodes can be accessed dlirectly

same subnet as the client, or through a-lécal Router where the subnets are con
ocal Router

ink

DL-subnetwork in which any:ef the connected DLEs may communicate directly,
ervening DL-relaying, whenever all of those DLEs that are participating in an insta
nication are simultaneeusly attentive to the DL-subnetwork during the perio
ted communication

hfirm-Node=address
s used tolindicate that a request or response is Unconfirmed

b entfy:)* The value of a No-Confirm-Node-address is 0.

figured

ithout
ince of
d(s) of

3.3.14

node

single DL-entity as it appears on one local link

3.3.15

node-address

addres

s which uniquely identifies a DLE on a Link

Note 1 to entry: The value of a Node-address can be in the range of 0 to 127, with the values 0, 126 and 127
reserved for special purposes.

3.3.16
norma

| class device

device which replies to requests from other normal class devices, and initiates transmissions
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Note 1 to entry: Such a device can act as a server (responder) and as a client (requestor) — this is also called a
peer.

3.3.17
Type 4-route
a route that holds a sequence of Type 4-route-elements

Note 1 to entry: A Type 4-route is defined as an encoded DL-route, with one of the formats used when transmitting
the DLPDU on the Link. The Type 4-route format can be Simple, Extended, Complex, Immediate or IP.

3.3.18

Type 4-route-element
octet, holding a 7-bit DL-route-element or Remaining-route-length, and a 1-bit source/
destingtion designator

3.3.19
receiving DLS-user
DL-serpvice user that acts as a recipient of DL-user-data

Note 1 tp entry: A DL-service user can be concurrently both a sending and receiving DkS-user.

3.3.20
sending DLS-user
DL-serjice user that acts as a source of DL-user-data

3.3.21
servicp-Node-address
addresls reserved for service purposes only

Note 1 tp entry: All DLEs on a Link receive all DLPDUswhere the first Node-address is equal to the Servide-Node-
Address| Such DLPDUs can be Confirmed or Unconfirmed, and it is possible that their receipt can be acknowledged
or not. Tlhe Service-Node-Address can be used on Links with only two DLEs — the requesting Normal class PLE and
the resppnding Simple or Normal class DLE. The value of the Service-Node-Address is 127.

3.3.22
simplq class device
device| which replies to requests” from normal class devices, and can act as a sefver or
responder only

3.3.23
sourcé-DL-route
route that holds assequence of DL-route-elements, describing the complete route back to the
source

3.3.24
UDP pprtnumber
port nUMbEF from WHere a Server can receive requests

Note 1 to entry: The UDP port number is 34378 for Normal UDP port. The UDP port number is 34379 for Secure
UDP port.

Note 2 to entry: These UDP port numbers are registered with the IANA (Internet Assigned Numbers Authority).

Note 3 to entry: There are two different UPD port numbers: Normal UDP port and Secure UDP port.

3.3.25

UDP range net

definition of the use of the IP network for remote access, where a node cannot be accessed
directly on the same subnet as the client

Note 1 to entry: The IPNetTable holds a NAT Router IP address and access to the node is obtained through this
NAT Router.
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Note 2 to entry: The NAT Router shall hold a table that translates the UDP port number to the actual server node
IP address and UDP port number.

3.3.26
virtual link-access token
basis for the link-access system

Note 1 to entry: It is called virtual because the token is not explicitly sent from one normal-class DLE to another,
but implicitly passed as the link is idle.

3.4 Symbols and abbreviations

3.41 Constants, variables, counters and queues

3.4.1. BNA broadcast node address

3.41. C(LAC) link access counter

3.41. C(LIC) link idle counter

3.4.1. SNA service node address

3.41. NCNA no confirm node address

3.4.1. Q(UR) user request queue

3.4.1.7 V(ACPDU) acknowledge confirmed PDU

3.4.1. V(AUPDU) acknowledge unconfirmedPDU
3.4.1.1 V(BR) bit rate

3.4.1.10 V(DC) device class (simple or normal)
3.4.1.11 V(DMRT) default max tetry time

3.41.12 V(MID) max indication delay

3.4.1.13 V(NA) node'address

3.4.1.14 V(NDLE) number of DLEs

3.4.1.15 V(PNR) permitted number of retries

3.4.1.16 IPNetTable Table to convert IPNetID to IP-addresses
3.4.2 Miscellaneous

3.4.21 RCL/ACK response comes later / acknowledge

4 Data Link Protocol Definition

4.1 Overview of the DL-protocol

4.1.1 General

The DLL provides connectionless data transfer services for limited-size DLSDUs from one DLS-
user to one or more (broadcast) DLS-users.
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A DLE is implicitly connected to one PhE and to a single DLSAP. This means that when a local
DLS-user issues a service primitive at a certain DLSAP, the DLE and hence the Link is implicitly
selected.

A DLE always delivers received DLSDUs at the same DLSAP, and hence to the same DLS-

user.

This concept is illustrated in Figure 1.

Each [

A DL-n
DLS-u

Application
Laver
pDrS-user DrS-user
DLSAP DLSAP

Data Link

DLE DLE
Layer

4 4

Physical \ 4 A
Layer PhE RhE

IEC
Figure 1 — Relationship of PhE; DLE and DLS-user
LE has a Node-address. Node-address€s uniquely identify DLEs within the same

pute-element is an octet, which ¢an hold a Node-address, or an address used
ber.

A Desflination-DL-route holds a.séquence of DL-route-elements, describing the complet

to the

A Sour
to the

A DL-r

4.1.2

Hestination.

ce-DL-route holds~a-sequence of DL-route-elements, describing the complete rouf
source.

bute is defined as a Destination-DL-route and a Source-DL-route.

Functional classes

Link.

by the

P route

e back

e Simple class, including only responder functionality (server).

orming

¢ Normal class, including initiator and responder functionality (client and server, also called
peer).

41.3
4.1.3.1

Functions of the DLL

General

The functions of the DLL are those necessary to bridge the gap between the services available
from the PhL and those offered to DLS-users. The functions are:

As a responder (in Simple class or Normal class DLEs):
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a) Receive a DLPDU from a remote DLE, perform frame check, parse the received DLPDU into
its DL-protocol information and data components, and generate a DLS-user indication
primitive. Possibly wait for a DLS-user request or response primitive, convert it to a DLPDU,
and send that DLPDU to the remote DLE.

b) Receive a single PhIDU specifying LINK-IDLE, and use that to time-out when waiting for a
DLS-user request primitive.

As an initiator (in Normal class DLEs):

c) Convert a DLS-user request primitive to a DLPDU, queue it, and send it to a remote DLE
(or all DLEs at the Link if broadcast) at the first opportunity. Possibly wait for an
Acknowledge or Immediate-reply DLPDU from the remote DLE, and (if an Immediate-reply

DLPDU is received) generate a DLS-user indication primitive.

d) Reg¢eive an SPDU, and use the associated data to check or gain kink-
syrichronization.

e) Recgeive a single PhIDU specifying LINK-IDLE, use that to keep Link-access synchr
and possibly to initiate sending a DLPDU from the queue if the queue is not empty, d
queue is empty, to send an SPDU for Link-access synchronization.

These [functions are illustrated in Figure 2 to Figure 4.

4.1.3.
The te

must

used t¢ describe whether the receiving DLS-user must{confirm the receipt of a DLSDU (

The variable V(ACPDU) — Acknowledge Confirmed PDU - defines whether the DLEH
acknowledge the receipt of Confirmed DLRPBUs. The variable V(AUPDU) — Ackno
Unconfirmed PDU - defines whether the DRE must acknowledge the receipt of Uncor
DLPDUs.

A spedial case is when the first Node=address in a received DLPDU is equal to the Broa
Node-address (BNA). In this cas€; the receiving DLE shall never acknowledge the red
the DLPDU.

4.1.3.

Unless| otherwise stated, the PhL is assumed to support half-duplex transfer. However,
supporting full duplex is allowed.

Full d

to trangmit\immediately, that is, there is no Link Access system. DLEs supporting full

PhEs

2 Acknowledged vs. confirmed

cknowledge the receipt of a DLPDU or not. The\terms confirmed and unconfirm

3 Half-duplex-and full duplex

ACCEeSS

bnized,
r if the

ms acknowledged and unacknowledged are used to.describe whether the receiving DLE

ed are
r not.

F must
vledge
firmed

dcast-
eipt of

a PhL

llowed
duplex

LFlex systems allow up to 125 DLEs on a Link, all of Normal class. Each DLE is 3

ave separate state machines for receive and transmit, as illustrated in Figure

5 and

Figure 6.

In full duplex systems, Confirmed as well as Unconfirmed DLPDUs are unacknowledged.

PhLs

supporting full duplex shall not provide Link-ldle indications.
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Indication to DLS-
user

!
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\ |

Receive DLPDU

START-OF-ACTIVITY
indication from PhE

Request from DLS-user

Queue DLPDU

Token received and
queue not empty

v

Send DLPDU
from queue

IEQ

Figurg 2 — DLE state diagram for confirmed and unconfirmed, unacknowledged DLPDUs
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Figure 3 — DLE state diagram for confirmed acknowledged DLPDUs

IEC
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Figure 4 — DLE state diagram for unconfirmed acknowledged DLPDUs
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Figure 5 — Full duplex DLE receive state’diagram

Queue DLPDU

/

Request from DLS-user

Queue not empty

l

Send DLPDU
from queue

IEC
Figure 6 — Full duplex DLE transmit state diagram

4.1.3.4 DLPDU types
Four different types of DLPDUs are defined.

a) Confirmed — used to send confirmed requests between DLS-users.
b) Unconfirmed — used to send responses or unconfirmed requests between DLS-users.

c) Acknowledge — used by DLEs to acknowledge receipt of Confirmed or Unconfirmed
DLPDUs. The receipt of Acknowledge DLPDUs shall never be acknowledged.
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d) Immediate-reply — used to send responses between DLS-users. The receipt of Immediate-
reply DLPDUs shall never be acknowledged.

4.1.3.5 SPDU types

Only one type of SPDU (Support Protocol Data Unit) is defined.

a) Sync — used to send Link access synchronization information between DLEs. An SPDU
holds the Node-address of the DLE holding the Virtual Link-access token. An SPDU can be
"stand-alone" or part of an Acknowledge or Immediate-reply DLPDU.

4.1.3.6 Responder role, receiving a DLPDU from the PhE

This agtion includes a sequence of steps, as described in the following.

a) Regeive a single PhIDU specifying START-OF-ACTIVITY. This PhIDU holds a Node address.
This address is examined to determine whether its value is equal to the Node-addfess of
thid DLE, or equal to the Broadcast-Node-address (BNA) or the Service-Node-Address
(SNA). If not, ignore this sequence and wait for the next PhIDU specifying START-OF-
ACTIVITY.

b) Regeive a sequence of PhIDUs from the PhE, specifying DATA, concatenate them to a
received DLPDU, compute a frame check sequence over thesentire sequence of rgceived
datp as specified by the value of V(FCM) — FrameCheckMegthod, and, if necessary,| check
for|the proper value. If the value is not correct, ignore the*DLPDU and wait for tHe next
PhIDU specifying START-OF-ACTIVITY.

c) Convert the received DLPDU into its DL-protocol cofitrol information and data compgnents.
d) Geperate a DLS-user indication primitive.

e) If the DLPDU received from the remote DLE is of type Confirmed, and the receipt| of the
DLPDU shall be acknowledged, according-to the rules described in 4.1.3.2, waif for a
request or response primitive from the local DLS-user.

If np request or response primitive is issued from the local DLS-user in time (before a|PhIDU
spdcifying "LINK-IDLE for 30 bit periods" is received from the PhE), generate and immediately
serjld an Acknowledge DLPDU. This DLPDU shall specify "Wait" if this DLE is of Simple
clags, and "Response Comes-Later / Acknowledge" ("RCL/ACK") if this DLE is of Normal
clags.

If alresponse primitive is issued from the local DLS-user in time, generate and immediately
serld an Acknowledge*DLPDU, specifying "Wait" if this DLE is of Simple class, and
"RCL/ACK" if this BLE is of Normal class.

If a|request primitive is issued from the local DLS-user in time, convert it into an Immgdiate-
reply DLPDU_and send it immediately. After sending, wait for the next PhIDU spdcifying
START-OF-ACTIVITY.

f) If the DLPDU received from the remote DLE is of the Confirmed type, and the receipi of the
DLPDUrshall not be acknowledged, wait for the next PhIDU specifying START-OF-ACTIVITY.

g) If the DLPDU received from the remote DLE is of the Unconfirmed type, and the receipt of
the DLPDU shall be acknowledged, according to the rules described in 4.1.3.2, generate
and immediately send an Acknowledge DLPDU, specifying RCL/ACK. After sending, wait
for the next PhIDU specifying START-OF-ACTIVITY.

h) If the DLPDU received from the remote DLE is of the Unconfirmed type, and the receipt of
the DLPDU shall not be acknowledged, wait for the next PhIDU specifying START-OF-
ACTIVITY.

4.1.3.7 Responder role, receiving a PhIDU specifying LINK-IDLE
As a responder, when waiting for a request or response primitive from the local DLS-user, the

receipt of a PhIDU from the PhE specifying "LINK-IDLE for 30 bit periods" is used to timeout
waiting for the DLS-user. The possible actions resulting from the timeout are defined in 4.1.3.6.
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4.1.3.8 Initiator role, managing request primitives from the local DLS-user

This action includes a sequence of steps, as described in the following:

a)

b)

d)

Convert a request primitive from the local DLS-user into a DLPDU, queue it, and send it to
a remote DLE (or all DLEs on the Link if broadcast) at the first opportunity.

If the DLPDU sent is of type Unconfirmed, and the receiving DLE should acknowledge the
receipt, according to the rules defined in 4.1.3.2, wait for an Acknowledge DLPDU from the
remote DLE specifying RCL/ACK. If no acknowledge is received in time (before a PhIDU
specifying "LINK-IDLE for 35 bit periods" is received from the PhE), immediately re-transmit
the DLPDU if the permitted number of transmission retries have not been sent. If the
permitted number of transmission retries have failed, do nothing, and this action is
completed.

If the DLPDU sent is of type Unconfirmed, and the receiving DLE should not ackhoywledge
the|receipt, this action is completed.

If the DLPDU sent is of type Confirmed, and the receiving DLE shouldiacknowledge the
receipt, wait for an Immediate-reply DLPDU holding the response, cor“an Acknowledge
DLPDU, from the remote DLE.

If gn Acknowledge DLPDU is received from the remote DLE in\time (before a [PhIDU
spdcifying "LINK-IDLE for 35 bit periods" is received from thePhE), and the acknowledge
spdcifies "RCL/ACK", this action is completed. If the acknowledge specifies "Wait",|queue
the| DLPDU for retransmission if the associated retry timerchas not expired. If the retry timer
hag expired, generate a DLS-user indication primitive with_the appropriate error inforfation.

If ah Immediate-reply DLPDU holding the response is received in time from the remote DLE,
corjvert the received DLPDU into its DL-protocol _centrol information and data compagnents,
and generate a DLS-user indication primitive.

If neither acknowledge nor response is received from the remote DLE in time, re-tfansmit
thel DLPDU immediately (while this DLExstill holds the Virtual Link-access token]) if the
pernmitted number of transmission retries have not been sent. If the permitted number of
trapsmission retries have failed, génerate a DLS-user indication primitive with the
appropriate error information.

e) If the DLPDU sent is of type Confirmed, and the receiving DLE should not acknowledge the
recgipt, this action is completéd.
4.1.3.9 Initiator role, link-access

The Lipk-access system is based on a so-called Virtual Link-access token. Virtual becaldse the
token is not explicitly‘'sent from one Normal class DLE to another, but implicitly passed|as the

Link is|idle.

The following-DLE variables and counters are used by the Link-access system.

V(NA)> Node-address. Each DLE on a Link is uniquely identified by its Node-address, the

valtreofwhicthris—stored—im V{(NA)—The vatue of VW(NA)stattbedifferentimat-BtEs on the
Link.

V(NDLE) — Number of DLEs — holds the maximum number of Normal class DLEs on the
Link. The value of V(NA) shall be lower than or equal to the value of V(NDLE). The value of
V(NDLE) shall not exceed 32. The value of V(NDLE) shall be the same in all DLEs on the
Link.

C(LAC) - Link Access Counter — holds the Node-address of the DLE holding the Virtual
Link-access token. The value of C(LAC) will be the same in all DLEs on the Link.

C(LIC) — Link Idle Counter — holds information on, for how long the Link has been idle. The
value of C(LIC) will be the same in all DLEs on the Link.

Figure 7 illustrates the functionality of the Link-access system. The "Action" line describes the
use of the Link. The first action is that the DLE having Node-address 2 sends a Confirmed
DLPDU, and receives the corresponding Immediate-reply DLPDU. The second action is that the
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DLE having Node-address 3 sends an Unconfirmed DLPDU. Then, after a long idle period, the
DLE with Node-address 2 sends a Sync SPDU.

The DLE having Node-address 4 is not present. Had it been present, DLE4 should have sent
the Sync SPDU, as the Link had been idle for 360 bit periods when it "received" the Virtual Link-
access token. The next DLE holding the token is DLE1, which is present and therefore sends
the Sync SPDU.

Action DLE2 req.  response DLE3req. | DLE1 sync.
Vo > > A S—
. . 1 1 1 1 L\ ’J
Link signal Lo ! ! : - -
| 1 I L | I | ————————————— — Y —
Vel '\'\'\'\'\'\\I l\'\'\'\'\'\j I».'\'\'\'\'\'\'\'\'\'\'\'\l l_\l
C(LAC) 2 3 L 1
? Ton uhielbll
d(Lic) ; 12n)o 1 nplRE

Scale: —>|:|<— 10 bit periods ke

Figure 7 — Link access example

Each gingle PhIDU specifying LINK-IDLE holds information on, whether the Link has begn idle
for 30 |bit periods, for 35 bit periods, orfé6r 40 or more bit periods in the associated|status
parameter.

Each fime a LINK-IDLE specifyinguthat the Link has been idle for 40 or more bit perjods is
receivgd, the value of C(LAC) # Link Access Counter — and the value of C(LIC) — Lipk Idle
Countgr — is incremented by .1. When the value of C(LAC) becomes higher than the value of
V(NDLE), the value of C(EAC) is set to 1.

Each tme a LINK-IDLE- specifying that the Link has been idle for 30 bit periods is received, the
value ¢f C(LIC) igiset to 0.

If, immiediately after incrementing C(LAC), the value of C(LAC) is equal to the Node-address of
this DLES it“means this DLE holds the Virtual token, and therefore is allowed to send (and
possib Vi rn-franmii‘) a DLPDU from the queue. This shall be initiated immndiafnlyy hy S nding
a START-OF-ACTIVITY-2 to the PhE. It is a task of the implementation to ensure that the
transmission is initiated within 7 bit-periods after receipt of the LINK-IDLE service primitive. If the
queue is empty, the DLE shall check the value of C(LIC), to see for how long time the Link has
been idle. If the value of C(LIC) is equal to or higher than 33, it means the Link has been idle
for 360 bit periods or more. If this applies, the DLE shall send a Sync SPDU for Link-access
synchronization. This shall be done immediately, by sending a START-OF-ACTIVITY-2 to the PhE.
The associated data field shall specify Source, and hold the Node-address of this DLE. This
system is used to keep the idle counters in all PhEs on the Link, and thus the values of C(LAC)
and C(LIC) in all DLEs on the Link, synchronized.

Each single PhIDU specifying START-OF-ACTIVITY holds a Node-address and a
Source/Destination designator in the associated data field. If the Node-address is a source
Node-address, it identifies the DLE holding the Virtual Link-access token at this moment. Such
a PhIDU forms a complete Sync SPDU.
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When the DLE receives a Sync SPDU, it shall compare the received Node-address with the
value of C(LAC). If the 2 values are equal, it means the DLE is synchronized to the other DLEs
on the Link. If they are not equal, it means the DLE is out of synchronization. As long as the
DLE is out of synchronization, it is only allowed to act as a responder. Subclause 4.6 describes
how to gain Link-access synchronization again.

4.1.4 Service assumed from the PhL
4.1.4.1 General

Subclause 4.1.4 defines the assumed Physical Service (PhS) primitives and their constraints
on use by the DLE.

4.1.4.2 Assumed primitives of the PhS

The grpnularity of transmission in the fieldbus protocol is one octet. This is the. granularity of
PhS-user data exchanged at the PhL — DLL interface.

41.4.3 PhS management services

The PRS is assumed to provide the following service primitives to-get and set PhE parameter
values
a) Ph{SETVALUE request (parameter name, new value)
b) Ph{SETVALUE confirm (status),

c) Ph{GETVALUE request (parameter name),

d) Ph{GETVALUE confirm (current value).

These [services are used by the DLE to

1) set|the bit rate, as a result of bit rate:éhanging through DL-management;

2) get| the bit rate, as a result of, bit rate or Max Indication Delay reading through
DLimanagement. The value of Max Indication Delay is calculated from the current vplue of
bit rate, and shall indicate a,value corresponding to 30 bit periods.

4.1.4.4 PhS transmission and reception services
The PRS is assumed tol(provide the following service primitives for transmission and reception:

a) Ph{DATA request(class, data),
b) Ph{DATA indication (class, data, status),
c) Ph{DATA€ONnfirm (status),

where

class — specifies the Ph-interface-control-information (PhICI) component of the Ph-interface-
data-unit (PhIDU).

For a Ph-DATA request, its possible values are

START-OF-ACTIVITY-1 — the PhE shall enable its driver, and initiate transmission by
transmitting the associated data parameter as an "Address character". The PhE shall do
this immediately, though not until the value of the PhE’s idle counter has reached 11.

START-OF-ACTIVITY-2 — the PhE shall enable its driver, and initiate transmission by
transmitting the associated data parameter as an "Address character". The PhE shall do
this immediately, though not until the value of the PhE’s idle counter modulus 10 has
reached 2.
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DATA — the PhE shall transmit the associated data parameter as a “Data character”
immediately.

END-OF-ACTIVITY — the PhE shall wait till transmission of all formerly received data from the
DLE has finished, and then disable its driver. The associated data parameter shall not be
transmitted.

For a Ph-DATA indication, its possible values are

The P

START-OF-ACTIVITY — the PhE has received an “Address character”, the value of which is
reported in the associated data parameter. The associated status parameter specifies
success or the locally detected reason for failure.

DA in the
asdociated data parameter. The associated status parameter specifies success,|or the
locally detected reason for failure.

LINK-IDLE — the PhE has detected, that the signal level on the Link has been #ldle” [for 30,
35,[40, 50, 60... bit periods. The associated status parameter specifies ifithe Link hajs been
idlg for 30 bit periods, for 35 bit periods, or for 40 or more bit periods.

NOTE The PhE holds an idle counter. This counter is incremented by one each'time the signal levgl on the
Lind has been idle for one bit period. Each time the signal level is not idle, the idle ‘counter is cleared. V}hen the
idle|counter reaches 30, the PhE reports this with a Ph-DATA indication of class LiNK-IDLE, and associatgd status
indig¢ating 30 bit periods. Five bit periods later, if the Link is still idle, the PhE_reports this with another Ph-DATA
indigation of class LINK-IDLE, and associated status indicating 35 bit perieds/ Five bit periods later, if the Link is
stillfidle, the PhE reports this with another Ph-DATA indication of class LINK-IDLE, and associated status inpdicating
40 gqr more bit periods. This goes on for each 10 bit period with indications specifying 40 or more bit pefiods, till
the pignal level on the Link is no longer idle.

data — specifies the Ph-interface-data (PhID) component of the PhIDU. It consists |of one
octet of Ph-user data to be transmitted (Ph-DATA request), or one octet of Ph-us¢r data
which was received (Ph-DATA indication).

status — specifies either success or the locally detected reason for failure, or spegifies if
the| associated LINK-IDLE indication indicates "30", "35" or "40 or more" bit periods|of idle
aftlr Link activity.

-DATA confirm primitive provides the feedback necessary to enable the DLE to| report

failure$ such as Link short-circuitlor noise resulting in framing error to the DLS-usgr, and
provides the critical physical timing necessary to prevent the DLE from starting a $econd

transmlfission before the first issccomplete.

4.1.4.9 Transmission of Ph-user data

When a DLE has a DL:PDU to transmit, and the Link-access system gives that DLE the fight to
transmfit, then the-'DLE shall send the DLPDU, including a concatenated FCS. Making a

sequernce of Ph-DATA requests as follows does this:

a)

b)

the| first’request shall specify START-OF-ACTIVITY-11 if the DLPDU to transmit| is an
Achnewledge or Immediate-reply DLPDU, or if the transmission is an immediate re-
transmission of a Confirmed or Unconfirmed DLPDU. The first request shall specify START-
OF-ACTIVITY-2 if transmission of a Confirmed or Unconfirmed DLPDU from the queue is
commenced;

this first request shall be followed by consecutive requests specifying DATA, and concluded
by a single request specifying END-OF-ACTIVITY.

The PhE signals its completion of each Ph-DATA request, and its readiness to accept a new Ph-
DATA request, with a Ph-DATA confirm primitive. The status parameter of the Ph-DATA confirm
primitive conveys the success or failure of the associated Ph-DATA request.

4.1.4.6 Reception of Ph-user data

The PhE reports a received transmission with Ph-DATA indications, which shall consist of either
a single indication specifying START-OF-ACTIVITY, or a single indication specifying START-OF-
AcTIVITY followed by consecutive indications specifying data. Each indication has an associated
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status parameter, specifying successful reception of the associated data, or the locally detected
reason for failure.

4.2 General structure and encoding of PhIDUs and DLPDUs, and related elements of
procedure

4.21 PhIDU structure and encoding

Each PhIDU consists of Ph-interface-control-information and in some cases one octet of Ph-
interface-data (see 4.1.4). When the DLE transmits a DLPDU, it computes a frame check
sequence for the DLPDU as specified in 4.2.2, concatenates the DLPDU and the frame check
sequence, and transmits the concatenated pair as a sequence of PhIDUs as follows.

a) The DLE issues a single Ph-DATA request primitive with PhICI specifying (START-OF-
AcCTIVITY-2 if sending from the queue, and specifying START-OF-ACTIVITY-11 if 8&hding an
Acknowledge or Immediate-reply DLPDU, or if re-transmitting becausel’of missing
acKnowledge. The request primitive is accompanied by one octet holding the’first octet from
the|DLPDU as Ph-interface-data. After that, the DLE awaits the consequent Ph-DATA ¢onfirm
primitive.

b) The¢ DLE issues a sequence of Ph-DATA request primitives with PhICI specifying DATA, each
acdqompanied by one octet of the DLPDU as Ph-interface-data,-ffem second to last gqctet of
the| DLPDU, and after each Ph-DATA request primitive awaits the consequent Ph-DATA
cor|firm primitive.

c) If the value of V(FCM) — FrameCheckMethod — specifies reduced frame check, tHe DLE
issfies a single Ph-DATA request primitive with PhICl'specifying DATA, accompanied py one
octpt holding the computed FCS as Ph-interface-data, and after the Ph-DATA request
primitive awaits the consequent Ph-DATA confirm primitive. If the value of V(FICM) —
FraameCheckMethod — specifies normal frame check, the DLE issues a sequence of Ph-DATA
request primitives with PhICI specifying DATA, each accompanied by one octet of te FCS
as |Ph-interface-data, from first to last octet of the FCS, and after each Ph-DATA request
primitive awaits the consequent Ph-DATA confirm primitive. If the value of V(FICM) —
FrameCheckMethod — specifies None\frame check, the transmission is finished.

d) The DLE issues a single Ph-DATArequest primitive with PhICI specifying END-OF-AQTIVITY,
and awaits the consequent Ph-DATA confirm primitive.

It is a fask of the implementation to ensure that there are no idle periods between the ogtets of
a trangmitted DLPDU.

The DLE forms a received DLPDU by concatenating the sequence of octets received jas Ph-
interfage-data of censécutive Ph-DATA indications, computing a frame check sequence for those
received octets as-specified in 4.2.2, and compares the received FCS value with the conmputed,
as follgws.

1) Th¢ DLE received a single Ph-DATA indication primitive with PhICI specifying START-OF-
Aci WTY, accompanied by one octet of the received DILPDU as Ph-interface-data, and

initializes its computation of an FCS for the received DLPDU.

2) The DLE receives a sequence of Ph-DATA indication primitives with PhICI specifying DATA,
each accompanied by one octet of the received DLPDU as Ph-interface-data, incrementally
computes an FCS on the received octet, and concatenates all, or all except the last one or
two as specified by V(FCM), of those received octets to form the received DLPDU. During
reception, the DLE encodes the DLPDU being received to compute the number of octets
forming the DLPDU.

3) When the DLE has received the last Ph-DATA indication, it compares the value(s) (if any —
depending on frame check method) of the computed FCS to zero:

a) if the value(s) is (are) zero, then the DLE reports the reconstructed DLPDU as a correctly
received DLPDU suitable for further analysis;

b) if the value(s) is (are) not zero, the DLE ignores the received DLPDU, and performs no
further actions related to the received DLPDU.
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4.2.2 Frame check sequence
4.2.21 General

The value of the DLE local variable V(FCM) determines which frame check method to use.
The following frame check methods are defined: "Normal", "Reduced" and “None”.

4.2.2.2 Normal frame check method

The "Normal" frame check method uses two frame-check codes, FCA and FCB. The method
gives a “Hamming Distance” of 4 for a codeword size of 64 bits. This means that up to three
(Hamming Distance minus one) randomly-located error bits within a 64-bit wide window|will be
detected. Any burst of errors up to 15 bits in length and any error with an odd numbeér of| bits in
error will be detected.

At the fransmitting DLE, the following sequence is followed.

a) Beflore transmitting the first octet of the DLPDU, clear the two variables FCA and F(B.

b) Forn each octet of the DLPDU to be sent, exclusive OR the valué-of the octet to be gent to
the|value of FCA, and store the result in FCA. Exclusive OR thé value of the octet to he sent
to fhe value of FCB, rotate the result one bit left, and store“the final result in FCB. [This is
done in the order in which the octets are sent.

c) Whien the last octet of the DLPDU has been sent, send’the value of FCA, exclusive DR the
valyie of FCA to the value of FCB, rotate the result-one bit left, and store the final r¢sult in
FCB.

d) Whien FCA has been sent, send the value of FCB.
At the receiving DLE, the following sequence’is followed:

a) Beflore receiving the first octet of theDLPDU, clear the two variables FCA and FCB.

b) Forn each octet of the DLPDU recgived, exclusive OR the value of the received octef to the
valye of FCA, and store the result in FCA. Exclusive OR the value of the received qctet to
the|value of FCB, rotate theresult one bit left, and store the final result in FCB. This shall
be done in the order in which the octets are received.

c) Wheen the first octet of.the FCS has been received, and the normal frame check compptation
performed, check thatythe value of FCA is equal to zero.

d) Wheen the last octet-of the FCS has been received, and the normal frame check compptation
performed, check that the value of FCB is equal to zero.

4.2.2 Reduced frame check method
The "Reduced" frame check method uses one frame-check code, FC. The method gives a
“Hammirg—bi R6E——6 or—the—whote—+=b which—mean ry—sirgle—errer—bit—will be

At the transmitting DLE, the following sequence is followed.

a) Before transmitting the first octet of the DLPDU, clear the variable FC.

b) For each octet of the DLPDU to be sent, add the value of the octet to be sent to the value
of FC, without carry, and store the result in FC.

c¢) When the last octet of the DLPDU has been sent, send the 2's complement of the value of
FC.

At the receiving DLE, the following sequence is followed:

a) Before receiving the first octet of the DLPDU, clear the variable FC.
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b) For each octet of the DLPDU received, add the value of the received octet to the value of
FC without carry, and store the result in FC.

c) When the FCS has been received, and the normal frame check computation performed,
check that the value of FC is equal to zero.
4.2.2.4 None frame check method

The "None" frame check method uses no frame check. This method is only used for IP networks.
In this case the DLPDU is data within a frame on the IP network and the IP network specifies
the frame check.

4.2.3 __Common DLPDU structure, encoding and elements of procedure
4.2.3.1 DLPDU fields

Each DLPDU consists of a Type 4-route field, a Control-status field, a Data-field-format field,
and fol most DLPDUs a Data field. An FCS field (see 4.2.2) which is used to ¢heck the integrity
of the feceived DLPDU can be appended before transmission, and removed/after recepfion.

4.2.3.2 Type 4-route field
4.2.3.2.1 General route field format

The first field in each DLPDU is a Type 4-route field. The Type 4-route field holds a Type 4-
route gnd consists of 2-30 octets, called Type 4-route-elements. Each Type 4-route-elefent is
an odgtet, holding a 7-bit DL-route-element or Remaining-route-length, and g 1-bit
Sourcd/Destination designator. Five different Type 4-route field formats are defined: "Sjmple",
"Extenged", "Complex", "Immediate" and “IP”. The Type 4-route field format is indicated| by the
sequernce of Source/Destination designators.

The So¢urce/Destination designator is physically located as bit 8 in the octet. A valuel of "0"
designptes "Destination", and a value of\"4" designates "Source".

4.2.3.2.2 Simple Type 4-route format

Type 4froute fields of Simple format consist of one destination Type 4-route-element fgllowed
by one[source Type 4-route-element, as illustrated in Figure 8.

0 Destination address

1 Source address

IEC

e & SimpteT t-routet ¢

The Destination address identifies the DLE to receive the DLPDU. The Source address
identifies the transmitting DLE.

Simple routes are used when sending Confirmed or Unconfirmed DLPDUs holding requests to
DLEs of simple class. The DLPDU is of type Unconfirmed if the Destination address is equal to
the Broadcast-Node-Address (BNA).

4.2.3.2.3 Extended Type 4-route format

Type 4-route fields of Extended format consist of two destination Type 4-route-elements
followed by two source Type 4-route-elements, as illustrated in Figure 9.
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0 Destination address
0 Destination address
1 Source address
1 Source address

IEC

Figure 9 — Extended Type 4-route format

The firgt Destination address identifies the DLE to receive the DLPDU. The second Destlination
addresls is used by the DLS-user. The first Source address identifies the transmitting DLE. The
second Source address is used by the DLS-user.

Extended routes are used when sending Confirmed or Unconfirmed DLPDUs holding relquests
to DLEp of normal class. The DLPDU is Unconfirmed if the value of the firstDestination address
equals|BNA.

4.2.3.2.4 Complex Type 4-route format

Type 4froute fields of Complex format consist of more than,2 destination Type 4-route-el¢ments
followdd by 2 or more source Type 4-route-elements, as-illustrated in Figure 10.

0 Destination address
0 Destination address
0 Remaining-route-length
1 Source address

1 Source address

IEC

Figure 10 — Complex Type 4-route format

The first Destination address identifies the DLE to receive the DLPDU. The remaining
Destination addresses are used by the DLS-user. The third Type 4-route-element holds the
number of Type 4-route-elements following the third Type 4-route-element. The first Source
address identifies the transmitting DLE. The remaining source addresses (maybe except the
last) are used by the DLS-user.

Complex routes are used when sending Confirmed or Unconfirmed DLPDUs holding requests
or Unconfirmed DLPDUs holding responses to DLEs of normal class. The DLPDU is
Unconfirmed if the value of the last Source address equals 0, or the value of one of the
Destination addresses equals BNA.

4.2.3.2.5 Immediate Type 4-route format

Type 4-route fields of Immediate format consist of one source Type 4-route-element followed
by one destination Type 4-route-element, as illustrated in Figure 11.
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1 Source address

0 Destination address

IEC
Figure 11 — Immediate Type 4-route format

The Source address identifies the DLE to receive the DLPDU. The Destination address
identifies the transmitting DLE. The Source address does NOT identify the transmitting DLE,
but the DLE that transmitted the request resulting in this DLPDU. As always, the first octet in

h T 4 4 il s blo Dl 4 H bla PRl
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Immedjiate routes are used when sending Acknowledge or Immediate-reply DLPDUs to OLEs of
normal class.

4.2.3.2.6 IP Type 4-route format

Type 4-route fields of IP format consist of more than 2 destination\ Type 4-route-el¢ments
followgd by 2 or more source Type 4-route-elements, as illustrated. in-Figure 12.

0 Destination address
0 Destination address
0 Remaining-route-length
1 Source address

1 Source address

IEC
Figure 12 — IP Type 4-route format

The firgt Destination address is the IPNetID, which identifies the IP net to receive the OLPDU.
The vqlue of A\PNetID shall be in the range of 0-127. The values 0, 126 and 127 are refserved

for special purposes.

The second Destination address identifies the DLE to receive the DLPDU. The remaining
Destination addresses are used by the DLS-user. The third Type 4-route-element holds the
number of Type 4-route-elements following the third Type 4-route-element. The first Source
address identifies the transmitting IP net. The second Source address identifies the transmitting
DLE. The remaining source addresses (maybe except the last) are used by the DLS-user.

Complex routes are used when sending Confirmed or Unconfirmed DLPDUs holding requests
or Unconfirmed DLPDUs holding responses to DLEs of normal class. The DLPDU is
Unconfirmed if the value of the last Source address equals 0, or the value of one of the
Destination addresses equals BNA.

4.2.3.3 Control-status field

The second field in each DLPDU is a Control-status field. This field consists of 1 octet, used by
the DLE in conjunction with the Type 4-route field format and the Data-field-format field to
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determine the DLPDU type. If the DLPDU type is Acknowledge, the Control-status field holds
status information to the DLE. The coding of the Control-status field is illustrated in Figure 13.

If the format of the Type 4-route-field is Immediate, the DLPDU is of type Immediate-reply or
Acknowledge. The value of the Control-status field indicates (in conjunction with the Data-field-
format field) whether the DLPDU is of type Immediate-reply or Acknowledge, according to the
following:

Bit number: 8 7 6 5 4 3 2 1

u|s3|s2|s1|u|i3|i2]i1l

| | |
[ Instruction

DLS-user information

Status

DLS-user infermation
IEC

Figure 13 — Control-status format
The raphge for the Instruction subfield is 0 to 7. The range’for the Status subfield is 0 to [.

The DUPDU is an Acknowledge DLPDU specifying\Wait if all of these conditions are fulfjlled:

a) the|Type 4-route-field format is immediate;

b) the[value of the Instruction subfield is @reater than O,

c) the|value of the Data-size subfield-in the Data-field-format field equals 0,
d) the|value of the Status subfieldlis 4.

The DLPDU is an Acknowledge DLPDU specifying RCL/ACK if all of these conditions are
fulfilled:
a) the|Type 4-route-field/format is immediate,

b) the|value of the Instruction subfield is greater than 0,

c) the|value of-the Data-size subfield in the Data-field-format field equals 0,
d) the|valuetof the Status subfield is 5.

If neither.of these two apply, the DLPDU is not an Acknowledge DLPDU. Acknowledge D| PDUs
hold information for the DLE, and the receipt of an Acknowledge DLPDU does not result in a
DLS-user indication.

4.2.3.4 Data-field-format field
The third field in each DLPDU is a Data-field-format field.

If the Type 4-route-field in the DLPDU defines an IP Type 4-route format and the size of the
Data field is more than 63 octets, then this field consists of two octets. In all other cases this
field consists of one octet.

If this field consists of one octet, it holds a 6-bit subfield indicating Data-size, and a 2-bit subfield
for DLS-user information, as illustrated in Figure 14.
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The range for the Data-size subfield is 0 to 63 for a one octet Data field format. Thd

indicates the number of octets in the Data-field of the DLPDU, and does not includé tf
octet(s]).
If this field consists of two octets, it holds a 14-bit subfield indicating Datazsize, and
subfield for DLS-user information, as illustrated in Figure 15.
u2 (u1|dl4|d13|d12|d11|d10|d9 |d8 |d7 |d6 |d5 [d4 [d3 |d2 |dl
LLL LT LA patasize
DLS-userdnformation IEC
Figure 15 — Data field format, two octets

The ra

indicates the number of octets in the Data=field of the DLPDU, and does not include th
octet(s]).
4.2.3.5 Data field

The n¢gxt field in the DLPDU is.the Data field. The size and DLS-user interpretation of th

is indid
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Bitnumber: 8 7 6 5 4 3 2 1

u2|u1|di6(dI5|dl4|dI3|dI2|dI1

| | | | | | Data-size

DLS-user information
IEC

Figure 14 — Data-field-format, one octet

ated in the Data-field-format and Control-status fields.

value
e FCS

a 2-bit

hge for the Data-size subfield is 63 to 1280 for a two octet Data field format. The value

e FCS

is field
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4.3 DLPDU-specific structure, encoding and elements of procedure
4.3.1 DLPDU types
Table 1 — Summary structure of DLPDUs
DLPDU type Type 4-route | Destination Node- | Last Source Control-status Data Data
format addresses address size
Confirmed Simple # BNA 0 Any > 2 user data
Confirmed Extended # BNA 0 Any > 2 user data
Confirmed Complex # BNA 0 Any > 2 user data
Confirmed IP = BNA =0 Any > 2 us¢r data
Unconfirmed Simple = BNA 0 Any > 2 User data
Unconfirmed Extended = BNA 0 Any > 2 user data
Unc¢nfirmed Complex = BNA 0 Any > 2 user data
Uncgnfirmed Complex # BNA =0 Any >0 usér data
Uncgnfirmed IP = BNA =0 Any > 2 us¢r data
Uncgnfirmed IP # BNA =0 Any >0 usér data
Immediate-reply Immediate Any Any Any >0 usér data
Acknowledge Immediate Any Any = Wait / RCL/ACK = -
The DUPDU type is indicated by the Type 4-route format, the contents of the Destination| Node-
addreslses in the Type 4-route, the contents of the last Source address in the Type 4-rodte, the
contenfs of Control-status, and the contents.of\the data size subfield of Data-field-formhat, as
shown|in Table 1.
When the value in the column Destination Node-addresses is "= BNA", it means that none of
the Ngde-addresses in the Type 4-route field are = BNA. When the value in the ¢olumn
Destination Node-addresses is "= BNA", it means that at least one of the Node-addregses in
the Type 4-route field is = BNA.
4.3.2 Confirmed DLPDU
4.3.21 Use of confirmed DLPDUs
A Conflirmed DERDU is used
a) to fequestthe transfer of a limited amount of transparent user data from another DLYS-user
to thesequesting DLS-user;
b) to transfer a limited amount of transparent user data from the requesting DLS-user to
another DLS-user;
c) to transfer a limited amount of transparent user data from the requesting DLS-user to

another DLS-user, and at the same time request the transfer of the same amount of
transparent user data from that other DLS-user to the requesting.

4.3.2.2 Structure of confirmed DLPDUs

The structure of confirmed DLPDUs is shown in Table 2.
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Table 2 — Structure of confirmed DLPDUs

Simple = BNA #0 DLS-user info > 2 DLS-user data
Extended = BNA =0 DLS-user info > 2 DLS-user data
Complex = BNA #0 DLS-user info > 2 DLS-user data

P # BNA #0 DLS-user info > 2 DLS-user data

4.3.2.3—Semdingtheconfirmed DEPDU

A confirmed DLPDU is selected for transmission on the Link when the DLPDU is the\firsf in the

queue| and the DLE receives the Virtual Link-access token (except for Full duplex)| Once

selectgd, the DLPDU is removed from the queue, and transmission of the DLPDU commiences.

If the receipt of the DLPDU must be acknowledged, according to the rules destribed in 4.1.3.2,

the DLPDU shall be transmitted until either

a) an lmmediate-reply DLPDU is received, or

b) an Acknowledge DLPDU is received, or

c) the| original transmission and the permitted maximum @umber or transmission fetries,
V(NIRC), have all failed to elicit one of the permissible reply DLPDUs.

In add|tion to the above, the transmitting DLE shallact’according to the rules descr|bed in
4.1.3.8.

4.3.2.4 Receiving the confirmed DLPDU

A rece|ved confirmed DLPDU shall be treatéd as follows by the receiving DLE.

NOTE [The next alternative is used to detectythe reception of a duplicated confirmed DLPDU resulting [from an
immediate retry by the current token-holdingvDLE, which itself was probably caused by an error detectef during
receipt qf the earlier Acknowledge or Immediate-reply DLPDU.

a) If

1) [the receipt of the DLPDU shall be acknowledged, according to the rules descr|bed in
4.1.3.2, and

2) [no PhE LINK:IDLE indication primitive, specifying the Link has been idle for 40 or more
bit periods,“has been received since the last DLPDU was received, and

3) [the contents of the Type 4-route field in the just received DLPDU is exactly the same as
the contents of the Type 4-route field in the last DLPDU received,

then thereceiving DLE shall

1) refransmit  the prior-transmitted acknowledge or immediate-reply LPDU
immediately, and

ii) discard the received DLPDU and not forward it to the DLS-user.

b) If a) does not apply, the receiving DLE shall act according to the rules described in 4.1.3.6.
4.3.3 Unconfirmed DLPDU

4.3.3.1 Use of Unconfirmed DLPDUs

An Unconfirmed DLPDU is used

a) by a requesting DLS-user to transfer a limited amount of transparent user data from the
requesting DLS-user to one or more other DLS-users;

b) by a responding DLS-user to transfer a limited amount of transparent user data from the
responding DLS-user to the requesting, as a response to a received confirmed DLPDU;
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c) by a responding DLS-user to acknowledge the receipt of a limited amount of transparent
user data from the requesting DLS-user, as a response to a received confirmed DLPDU.

4.3.3

.2 Structure of unconfirmed DLPDUs

The structure of unconfirmed DLPDUs is shown in Table 3.

Table 3 — Structure of unconfirmed DLPDUs

Route format noDd:-s;i(inda:;gges nlaatlsezt-:g:::ses Control-status Ziazt: Data
Simple = BNA =0 DLS-user info > 2 DLS-user data
Ex{ended = BNA =0 DLS-user info > 2 DLS:usey| data
Cdmplex = BNA #0 DLS-user info > 2 DLS-user data
Cgmplex = BNA =0 DLS-user info >0 DLS-user data
IP = BNA =0 DLS-user info >-2 DLS-user data
IP + BNA =0 DLS-user info >0 DLS-user data

4.3.3

An undonfirmed DLPDU is selected for transmission on the Link when the DLPDU is the
the queue, and the DLE receives the Virtual Link-access\token (except for Full duplex)
selectgd, the DLPDU is removed from the queue, and4¢ransmission of the DLPDU comm|

If the

the DLPDU shall be transmitted until either

a) an Acknowledge DLPDU is received, or

3 Sending the unconfirmed DLPDU

receipt of the DLPDU must be acknowledged, :@aecording to the rules described in 4

first in
. Once
ences.
.1.3.2,

b) the| original transmission and the permitted maximum number or transmission fetries,

V(NRC), have all failed to elicit one-of the permissible reply DLPDUs.

4.1.3

4.3.3

In add|tion to the above, the transmitting DLE shall act according to the rules descr
8.
4 Receiving the unconfirmed DLPDU

A rece|ved unconfirmed; DLPDU shall be treated as follows by the receiving DLE.

NOTE

immediate retry by the current token-holding DLE, which itself was probably caused by an error detecte
receipt qf the earlier Acknowledge or Immediate-reply DLPDU.

a) If

1 o H S
aic 1TCLTIpU U

The next alternative is used to detect the reception of a duplicated Unconfirmed DLPDU resulting

£ 4+l ImVi I | TN | laal ol PR H + +lo 1 ol
e U U olidil VT AaUNRNTTUWITUYTU, aLlLUTuUllTy U Uic TUITCo UToUIl

4.1.3.2, and

bed in

from an
i during

bed in

2) no PhE LINK-IDLE indication primitive, specifying the Link has been idle for 40 or more

bit periods, has been received since the last DLPDU was received, and

3) the contents of the Type 4-route field in the just received DLPDU is exactly the same as

the contents of the Type 4-route field in the last DLPDU received,

then the receiving DLE shall

i) retransmit the prior-transmitted Acknowledge DLPDU immediately, and
ii) discard the received DLPDU and not forward it to the DLS-user.

b) If a) does not apply, the receiving DLE shall act according to the rules described in 4.1.3.6.
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4.3.4 Acknowledge DLPDU
4.3.4.1 Use of acknowledge DLPDUs
An Acknowledge DLPDU is used

a) by aresponding DLE to acknowledge the receipt of a Confirmed or Unconfirmed DLPDU;

b) by a responding DLS-user to acknowledge the receipt of a Confirmed DLPDU (the
Acknowledge DLPDU is transmitted by the DLE as a result of a request service primitive
from the local DLS-user specifying DLSDU type acknowledge).

4.3.4.2 Structure of acknowledge DLPDUs

The stjucture of acknowledge DLPDUs is shown in Table 4.

Table 4 — Structure of acknowledge DLPDU

Route format Destination Last source Control-status D_ata Data
node-addresses node-address size
Immediate Any Any = Wait/RCL/ACK = -

4.3.4.3 Sending the acknowledge DLPDU

An Acnowledge DLPDU is transmitted as an immediate~reply on the Link to acknowledge the
receipfl of a Confirmed or Unconfirmed DLPDU, accgrding to the rules described in 4.1.3.6.
Acknoyledge DLPDUs shall never be retransmitted;

43.4.4 Receiving the acknowledge DLPDU

A recejved Acknowledge DLPDU shall be treated according to the rules described in 4.1.3.8.
The regeipt of Acknowledge DLPDUs shall’'never be acknowledged.

4.3.5 Immediate-reply DLPDU
4.3.5.1 Use of Immediate-réply DLPDUs
An Immediate-reply DLRPDU is used

a) by @ responding DES-user to transfer a limited amount of transparent user data frpm the
responding DLS-uUser to the requesting, as a response to a received confirmed DLPIDU;

b) by ja responding DLS-user to confirm the receipt of a limited amount of transparent user
datp fronithe requesting DLS-user, as a response to a received confirmed DLPDU.

4.3.5.2 Structure of immediate-reply DLPDU

Table 5 — Structure of immediate-reply DLPDU

Route format Destlnatlon Last source Control-status D.ata Data
node-addresses node-address size
Immediate Any Any # Wait/RCL/ACK >0 DLS-user-data

4.3.5.3 Sending the immediate-reply DLPDU

An immediate-reply DLPDU is transmitted as an immediate reply on the Link to acknowledge
the receipt of a confirmed DLPDU, according to the rules described in 4.1.3.6. Immediate-reply
DLPDUs shall never be retransmitted.
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4.3.5.4 Receiving the immediate-reply DLPDU

A received immediate-reply DLPDU shall be treated according to the rules described in 4.1.3.8.
The receipt of immediate-reply DLPDUs shall never be acknowledged.

4.4 DL-service elements of procedure
4.41 Receipt of a DL-UNITDATA request primitive
4411 DLE request functions

When the DLE receives a DL-UNITDATA request primitive from the local DLS-user, the DLE shall
e Fretmhe € ESPORSE O ““‘G:‘ ;“““G or a

1) |the DLE is waiting for a request or response primitive from the local DLS<User, acgording
to the rules described in 4.1.3.6, and

2) |the contents of the user-specified Destination DL-route parameter-in the request is the
same as the contents of the Source DL-route parameter in ‘the indication pfimitive
generated by this DLE after receipt of the Confirmed DLPDU from the remote DL,

thelrequest primitive holds a response for immediate transmission. The DLE shall form and
immediately transmit an Immediate-reply DLPDU.

b) If a) does not apply, then the request primitive holds atequest or a response to be queued.
Th} DLE shall form a Confirmed or Unconfirmed DLRPDU.

If the request is accepted, the DLE shall append\the DLPDU to the queue for transmission
at {he first opportunity. The DLPDU is appended to the queue at a position based|on the
usgr-specified priority. The specified value.can be any integral number from 0 to 255. The
DLPDU is placed in front of all DLPDUSs currently in the queue having a lower priority (where
25% indicates the highest priority.

The DUE shall create and start a retrytimer with duration based on the user-specified Maximum
retry time. If the specified value is.gother than zero, then the duration of this timer shall bg equal
to thal user-specified Maximum)retry time; otherwise, the duration shall be 2 000 ms.
DL-maphagement can override(this default duration. The retry timer shall be associated with the
DLPDUY.

The DLE shall createcand clear a retry counter. The retry counter shall be associated with the
DLPDUY.

The DLE shall'associate the user-specified parameters DL-route and Local source ID with the
DLPDU, for-later use in DL-route conversion.

If th - H ool ol tlo H + i =Y | 4+ H o FH <l 4+l ImYi h II
e I YutTol o IGJUULUU, alu uic uoTI o pTULITITU ULTTUULT opPTUITITo UUTTTTTTITICU, 1T UL S a

immediately report the reason for failure in a DL-UNITDATA indication primitive.

4.41.2 Forming an Immediate-reply DLPDU

The forming of an Immediate-reply DLPDU is described in the following.

The first Node-address in the Destination DL-route is copied to the address subfield of the first
Type 4-route-element, and the Source/Destination designator in that element is set to TRUE.
The Node-address of the DLE is copied to the address field of the second element, and the
Source/Destination designator in that element is set to FALSE.

The user-specified Control-status parameter is stored in the Control-status (C-S) field of the
DLPDU.
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The user-specified Data-field-format parameter is stored in the Data-field-format (DFF) field of
the DLPDU.

The user-specified Data unit (DLSDU) (the size of which is indicated in bit 1-6 of the Data-field-
format field) is stored in the Data field of the DLPDU.

4.41.3 Forming a Confirmed or Unconfirmed DLPDU

The forming of a Confirmed or Unconfirmed DLPDU is described in the following.

The DLE's Node-address shall be inserted in front of all other addresses in the source DL-route.

Requept Type 4-route generation encodes the resulting DL-route into a Type 4<route with
Simple|, Extended, Complex or IP format, and stores the result in the Type 4-route field of the
DLPDU. Request Type 4-route generation is described in 4.5.2.

The uder-specified Control-status parameter is stored in the Control-status (C-S) field| of the
DLPDUY.

The usler-specified Data-field-format parameter is stored in the Data-field-format (DFF) field of
the DLPDU.

The usfer-specified Data unit (DLSDU) (the size of which is’indicated in bit 1-6 of the Data-field-
formatifield) is stored in the Data field of the DLPDU.

4.4.2 Receipt of a DL-UNITDATA response primitive
4.4.2.1 DLE response functions

When the DLE receives a DL-UNITDATA.response primitive from the local DLS-user, tHe DLE
shall determine whether the response primitive shall result in the immediate transmissioh of an
Acknoyledge DLPDU.

a) If

1) |the DLE is waiting for.a request or response primitive from the local DLS-user, acgording
to the rules described in 4.1.3.6, and

2) [the contents of-the’user-specified Destination DL-route parameter in the responsg¢ is the
same as the _contents of the Source DL-route parameter in the indication pfimitive
generated-by this DLE after receipt of the Confirmed DLPDU from the remote DL,

theh the response primitive shall result in the immediate transmission of an Acknowledge
DLPDU-

b) If a)«ddes not apply, then the response primitive is ignored by the DLE. In this situatipn, the
DL: ;ldb ailcady bUIIt dll dutunumuuaiy UUIICIdtUUI Ab;\llUWiCng DLPDU

If the response primitive holds an acknowledge for immediate transmission:
The DLE shall form and immediately transmit an Acknowledge DLPDU.
4.4.2.2 Forming an Acknowledge DLPDU

The forming of an Acknowledge DLPDU is described in the following.

The parameters used to form an Acknowledge DLPDU are those from the indication causing
the request specifying acknowledge.

The first Node-address in the Source DL-route parameter of the indication is copied to the
address subfield of the first Type 4-route-element, and the Source/Destination designator in
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