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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-21: Data-link layer protocol specification —
Type 21 elements

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interpational
co-gperation on all questions concerning standardization in the electrical and electronic fields. To this gnd and
in afldition to other activities, IEC publishes International Standards, Technical Specifications, Technical Heports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “EC) Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dgalt with
may participate in this preparatory work. International, governmental and non-governmental organizations|liaising
witH the IEC also participate in this preparation. IEC collaborates closely with the International Organizdtion for
Stapdardization (ISO) in accordance with conditions determined by agreemeént)between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matters expressyas nearly as possible, an interpational
congensus of opinion on the relevant subjects since each technical\committee has representation ffom all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for interfiational use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are ‘made to ensure that the technical content| of IEC
Publications is accurate, IEC cannot be held responsible\ for the way in which they are used or for any
mis|nterpretation by any end user.

4) In grder to promote international uniformity, IEC National Committees undertake to apply IEC Publjcations
transparently to the maximum extent possible in theirnational and regional publications. Any divergence between
any|IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC]itself does not provide any attestation of<conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible [for any
seryices carried out by independent certification bodies.

6) Al

7) No liability shall attach to IEC gr its directors, employees, servants or agents including individual expgrts and
merhbers of its technical committees and IEC National Committees for any personal injury, property darage or
oth¢r damage of any natufe_whatsoever, whether direct or indirect, or for costs (including legal fe¢s) and
expenses arising out of~the publication, use of, or reliance upon, this IEC Publication or any otler IEC
Publications.

sers should ensure that they hayetthe latest edition of this publication.

8) Attdntion is drawn te the Normative references cited in this publication. Use of the referenced publications is
indispensable forythie correct application of this publication.

9) Attgntion is dfawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rightts. IECsshall not be held responsible for identifying any or all such patent rights.

Attentjon(is drawn to the fact that the use of the associated protocol type is restricted|by its
intelleetaad plUpUlty |;yht hotders—tratt CasSes; the—commitmenttotimitedreteaseofintetectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-4-21 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial process measurement, control and automation. It is an International
Standard.

This third edition cancels and replaces the second edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

a) changed Table 9, Table 15, Table 30, Table 34, Table 35, Table 43, Table 47, Table 48,
Table 49, Table 58, and Table 61;
b) changed Network Control Message Type;

c) miscellaneous editorial corrections.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1202/FDIS 65C/1243/RVD

Full information on the voting for its approval can be found in the report on voting 'indicgted in
the above table.

The Ignguage used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives{Part 2, and developed in
accordlance with ISO/IEC Directives, Part 1 and ISO/IEC Directives) IEC Supplement, available
at wwjw.iec.ch/members_experts/refdocs. The main documenttypes developed by IE[C are
descriped in greater detail at www.iec.ch/publications.

A list] of all parts of the IEC 61158 series, published under the general title Industrial
commiunication networks — Fieldbus specifications,.can be found on the IEC web site.

The committee has decided that the contents of’this document will remain unchanged until the
stability date indicated on the IEC website "under webstore.iec.ch in the data related fo the
specifijc document. At this date, the document will be

* regonfirmed;

e withdrawn;

* replaced by a revised edition,-or
+ amended.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link entities
(DLEs) at the time of communication. These rules for communication are intended to provide a

sound

basis for development in order to serve a variety of purposes:

a) as
b) for
c) as
d) as
This d

effect
positiq

work together in any combination.

The In
that c
conce

The h
reaso
In this
may bl

Attent
subjeq
respo

a guide for implementors and designers;
use in the testing and procurement of equipment;

a refinement to the understanding of time-critical communications within OSI.

ocument is concerned, in particular, with the communication andlinterworking of se
brs and other automation devices. By using this document together with other star
ned within the OSI or fieldbus reference models, otherwise incompatible systems

bmpliance with this document may involve the 4sg of a patent. IEC takes no p
Ining the evidence, validity, and scope of this_patent right.

blder of this patent right has assured IEC-that s/he is willing to negotiate licences
nable and non-discriminatory terms and(conditions with applicants throughout the
respect, the statement of the holder of this patent right is registered with IEC. Inforn
e obtained from the patent databagsg available at http://patents.iec.ch.

on is drawn to the possibilitysthat some of the elements of this document may
t of patent rights other. than those in the patent database. IEC shall not bg
nsible for identifying any or all such patent rights.

part of an agreement for the admittance of systems into the open systems“environment;

nsors,
dards
could

ternational Electrotechnical Commission (IEC) draws attention to the fact that it is clfimed

sition

under
world.
hation

be the
held
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1 Scope

1.1

The D
envirg
intern
variou
in the

1.2
This p

a) pr
en
se€

b) pr
Wi

c) st
an
ph

1.3
The p

a) th

DL

b) th

sy

c) th

Sy

General

LL provides basic time-critical data communications between devices innan”auto
nment. Type 21 provides priority-based cyclic and acyclic data communication us
b| collision-free, full-duplex dual-port Ethernet switch technology. For wide applica
s automation applications, Type 21 does not restrict the cyclic/acyelic scheduling
DLL.

Specifications
art of IEC 61158 describes:

bcedures for the timely transfer of data and congrel information from one data lin

rvice provider;

bcedures for giving communication opportunities based on ISO/IEC/IEEE 8802-3
th provisions for nodes to be added or.removed during normal operation;

ucture of the fieldbus data link protocol data units (DLPDUs) used for the transfer g
d control information by the protécol of this document, and their representati
ysical interface data units.

Procedures

focedures are defined.interms of:

PDUs;

b interactions\between a data link service (DLS) provider and a DLS-user in the
stem throeugh the exchange of DLS primitives;

b interaetions between a DLS-provider and a physical layer service provider in the
stem.through the exchange of Ph-service primitives.

2023

mated
ng an
ion in
policy

user

tity to a peer user entity, and among the data link entities forming the distributed dajta link

MAC,

f data
on as

e interactions between peer data link entities (DLEs) through the exchange of figldbus

same

same

1.4

Applicability

These procedures are applicable to instances of communication between systems that support
time-critical communications services in the data link layer of the OSI or fieldbus reference
models, and that require the ability to interconnect in an open systems interconnection
environment. Profiles provide a simple multi-attribute means of summarizing implementation's
capabilities, and thus its applicability to various time-deterministic communications needs.

1.5

Conformance

This document also specifies conformance requirements for systems implementing these
procedures. This document does not contain tests to demonstrate compliance with such
requirements.
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2 N

ormative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

NOTE All parts of the IEC 61158 series, as well as the |IEC 61784-1 series and the IEC 61784-2 series are
maintained simultaneously. Cross-references to these documents within the text therefore refer to the editions as
dated in this list of normative references.

IEC 61158-3-21:2019, Industrial Communication Networks — Fieldbus specifications — Part 3-21:

Data-

ISO/IBEC 7498-1:1994, Information technology — Open Systems Interconnection —
Refergénce Model: The Basic Model

ISO/IBC 7498-3, Information technology — Open Systems Interconnectiany— Basic Refg

Mode

ISO/IEC/IEEE 8802-3:2021, Telecommunications and exchange between inforr

techn

for Ethernet

ISO/IBC 10731, Information technology — Open Systems' Interconnection — Basic Refd

Mode

3 T

For th

conventions apply.

ISO a
addre

e |E
e |S

3.1
This

ISO/IEC 7498-3, and makes use of the following terms defined therein.

ink layer service definition — Type 21 elements

: Naming and addressing

blogy systems — Requirements for local and metropolitan area networks — Part 3: Stg

— Conventions for the definition of OSI services

brms, definitions, symbols and abbfeviated terms

e purposes of this document, the following terms, definitions, symbols, abbreviatior

nd IEC maintain terminological databases for use in standardization at the fol
5Ses:

C Electropedia: available at https://www.electropedia.org/

D Online browsing/platform: available at https://www.iso.org/obp
Reference'model terms and definitions

document is based in part on the concepts developed in ISO/IEC 7498-1

Basic

rence

hation
ndard

rence

s and

owing

and
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—

3.1
3.1.

B w N

3.1.
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3.1.

3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.1
3.1.2
3.1.2
3.1.2
3.1.2

2

3.1.

—DlL.address

- 12 —

called-DL-address

calling-DL-address

centralized multi-end-point-connection
correspondent (N)-entities

correspondent DL-entities (N=2)
correspondent Ph-entities (N=1)

demultiplexing
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[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]

[ISO/IEC 7498-1]
HSOUEC 7498-3]

DL-address-mapping
DL-connection
DL-connection-end-point
DL-connection-end-point-identifier
DL-connection-mode transmission
DL-connectionless-mode transmission
DL-data-sink

DL-data-source
DL-duplex-transmission

DL-facility

DL-local-view

DL-name

DL-protocol
DL-protocol-connection-identifier
DL-protocal-control-information
DL-protocol-data-unit
DL-protocol-version-identifier

DL-relay

[1SO/NEC |74p8-1]
[ISO/IEC 74p8-1]
NSO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-3]
[ISO/IEC 74p8-3]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]
[ISO/IEC 74p8-1]

[ISO/IEC 74P8-1]

3.1.25
3.1.26
3.1.27
3.1.28
3.1.29
3.1.30
3.1.31
3.1.32

DL-service-connection-identifier
DL-service-data-unit
DL-simplex-transmission
DL-subsystem

DL-user-data

flow control

layer-management

multiplexing

[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
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3.1.33 naming-(addressing)-authority [ISO/IEC 7498-3]
3.1.34 naming-(addressing)-domain [ISO/IEC 7498-3]
3.1.35 naming-(addressing)-subdomain [ISO/IEC 7498-3]
3.1.36 (N)-entity [ISO/IEC 7498-1]
DL-entity
Ph-entity
3.1.37 (N)-interface-data-unit [ISO/IEC 7498-1]

DL-service-data-unit (N=2)

it —N=1)
3.1.3L (N)-layer [ISO/IEC)74P8-1]

DL-layer (N=2)
Ph-layer (N=1)

3.1.39 (N)-service [ISO/IEC 74P8-1]
DL-service (N=2)
Ph-service (N=1)
3.1.4 (N)-service-access-point [ISO/IEC 74P8-1]
DL-service-access-point (N=2)
Ph-service-access-point (N=1)
3.1.4 (N)-service-access-point-address [ISO/IEC 74p8-1]
DL-service-access-point-address (N=2)
Ph-service-access-point-address (N=/1)

3.1.42 peer-entities [ISO/IEC 74P8-1]
3.1.4 Ph-interface-control-information [ISO/IEC 74Pp8-1]
3.1.44 Ph-interface-data [ISO/IEC 74P8-1]
3.1.4 primitive name [ISO/IEC 74p8-3]
3.1.4 reassembling [ISO/IEC 74P8-1]
3.1.4 recombining [ISO/IEC 74P8-1]
3.1.48 reset [ISO/IEC 74p8-1]
3.1.4 responding-DL-address [ISO/IEC 74P8-3]
3.1.50 routing [ISO/IEC 74p8-1]
3.1.5 segmenting [ISO/IEC 74P8-1]
3.1.5 sequencing [ISO/IEC 74P8-1]
3.1.53 splitting [ISO/IEC 7498-1]
3.1.54 synonymous name [ISO/IEC 7498-3]
3.1.55 systems-management [ISO/IEC 7498-1]

3.2 Service convention terms and definitions

This document also makes use of the following terms defined in ISO/IEC 10731 as they apply
to the data-link layer:
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3.21 acceptor
3.2.2 asymmetrical service

3.2.3 confirm (primitive);
requestor.deliver (primitive)

3.24 deliver (primitive)
3.2.5 DL-confirmed-facility
3.2.6 DL-facility

3.2.7 DL-local-view

3.2.8 DL-mandatory-facility

3.2.9 DL-non-confirmed-facility

3.21 DL-protocol-machine

3.2.11 DL-provider-initiated-facility

3.21 DL-provider-optional-facility

3.21 DL-service-primitive;
primitive

3.21 DL-service-provider

3.21 DL-service-user

3.2.1¢ DLS-user-optional-facility

3.2.17 indication (primitive);
acceptor.deliver (primitive)

3.2.18 multi-peer

3.2.19 request (primitive);
requestor.submit (primitive)

3.2.20 requestor

3.2.21 response (primitive);
acceptor.submit (primitive)

3.2.23 submit (primitive)
3.2.23 symmetrical service

3.3 Common terms _and definitions

For the purposes of this document, the following definitions also apply.

NOTE [Many definitions are common to more than one protocol Type; they are not necessarily used by all grotocol
Types.

3.3.1
activanetwork
network in which data transmission between non-immediately-connected devices is dependent
on active elements within those intervening devices that form the connection path

[SOURCE: IEC 61918:2018, 3.1.3]

3.3.2
DL-segment
link

local link

single data link (DL) subnetwork in which any of the connected data link entities (DLEs) may
communicate directly, without any intervening data link relaying, whenever all of those DLEs
that are participating in an instance of communication are simultaneously attentive to the
DL-subnetwork during the period(s) of attempted communication
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3.3.3

data-link service access point

DLSAP

distinctive point at which DL-services are provided by a single DLE to a single higher-layer
entity

Note 1 to entry: Definition derived from ISO/IEC 7498-1:1994, Clause 5.

3.3.4

DL(SAP) -address
either an individual DLSAP address designating a single DLSAP of a single data link service
(DLS) user (DLS-user), or a group DL-address potentially designating multiple DLSAPs, each
of a single DLS-user

Note 1 [to entry: This terminology was chosen because ISO/IEC 7498-3 does not permit the use-of the term
DLSAP}address to designate more than a single DLSAP at a single DLS-user.

3.3.5
(indivlidual) DLSAP-address
DL-address that designates only one DLSAP within the extended link

Note 1 fo entry: A single DL-entity may have multiple DLSAP-addresses associated with a single DLSAP.

3.3.6
data-link connection endpoint address
DLCEP-address

DL-address that designates either:

a) onE peer DL-connection-end-point;

b) one multi-peer publisher DL-connection-éfid-point, and implicitly the corresponding |set of
supscriber DL-connection-end-points, where each DL-connection-end-point exists wlthin a
digtinct DLSAP and is associated withi’a corresponding distinct DLSAP-address

3.3.7
DL-entity identifier
addregs that designates the (single) DLE associated with a single device on a specific lodal link

3.3.8
device
single|DLE as it appears on one local link

3.3.9

end-station
system aftached to a network that is an initial source or a final destination of MAC ffames
transmitted across that network

Note 1 to entry: A network layer router is, from the perspective of the network, an end-station. A switch, in its role
of forwarding MAC frames from one link to another, is not an end-station.

[SOURCE: IEC 61784-2-0, 3.1.3]

3.3.10

frame

unit of data transmission on an ISO/IEC/IEEE 8802-3 MAC (Media Access Control) that conveys
a protocol data unit (PDU) between MAC service users

[SOURCE: IEEE Std 802.1Q-2018, Modified - Replaced |EEE Std 802-3 by
ISO/IEC/IEEE 8802-3]
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3.3.11

frame check sequence (FCS) error

error that occurs when the computed frame check sequence value after reception of all the
octets in a data link protocol data unit (DLPDU) does not match the expected residual

3.3.12

linear topology

topology where the nodes are connected in series, with two nodes connected to only one other
node and all others each connected to two other nodes (that is, connected in the shape of a
line)

Tlote—i ! ] R ;
S tOPOTOgYy COTTeSPoOaGS—totiat or art OpeIr rige

Note 1 o Ulltly.

[SOURCE: IEC 61918:2018, 3.1.51]

3.3.13
link
transmission path between two adjacent nodes

3.3.14
netwqgrk management
management functions and services that perform network initialization, configuration, and error
handling

3.3.15
node
netwofk entity connected to one or more links

Note 1 fo entry: A node may be either a switch, an end-station or an RTE end-station.

[SOURCE: IEC 61784-2-0, 3.1.10]

3.3.16
packit

logica] grouping of informatiop'used to describe a unit of data at any layer to convey the|upper
layer yser data to its peer layer

Note 1 fo entry: A packet i$ identical to the PDU at each layer in terms of the OSI reference model. A data-lipk layer
packet |s a frame.

[SOURCE: IEC 81784-2-0, 3.1.11]

3.3.17

ange in

3.3.18
real-time
ability of a system to provide a required result in a bounded time

[SOURCE: IEC 61784-2-0, 3.1.12]

3.3.19
real-time communication
transfer of data in real-time

[SOURCE: IEC 61784-2-0, 3.1.13]
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3.3.20

Real-time Ethernet

RTE

ISO/IEC/IEEE 8802-3 based network that includes real-time communication

Note 1 to entry: Other communications can be supported, providing that the real-time communication is not
compromised.

Note 2 to entry: This definition is dedicated but not limited to ISO/IEC/IEEE 8802-3. It could be applicable to other
IEEE 802 specifications, for example IEEE Std 802.11.

[SOURCE: IEC 61784-2-0, 3.1.14]

3.3.21
ring
active|network where each node is connected in series to two other nodes

[SOURCE: IEC 61918:2018, 3.1.71]

3.3.2
RTE ¢nd device
devicg with at least one RTE end-station

[SOURCE: IEC 61784-2-0, 3.1.16]

3.3.2
RTE gnd-station
end-s{ation with RTE capability

[SOURCE: IEC 61784-2-0, 3.1.17]

3.4 |Additional Type 21 definitions

3.41
device unique identification
unique 8 octet identification te_identify a Type 21 device in a network

Note 1 fo entry: This ID is @combination of a 6 octet ISO/IEC/IEEE 8802-3 MAC address and 2 octet DL-address.

3.4.2
R-port
port i a communication device that is part of a ring structure

3.5 |Common symbols and abbreviations

DL datatink(usedasaprefix oradjective)

DLC data link connection

DLCEP data link connection endpoint

DLE data link entity (the local active instance of the DLL)

DLL data link layer

DLPDU data link protocol data unit

DLPM data link protocol machine

DLM data link management

DLME data link management entity (the local active instance of DLM)
DLMS data link management service

DLS data link service
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DLSAP data link service-access-point

DLSDU data link service-data-unit

FIFO first-in, first-out (queuing method)

NMT network management

(O] Open Systems Interconnection

Ph- physical layer (as a prefix)

PHY physical interface transceiver

PhL physical layer

RTE Reat-tirmetEthernet

IEC International Electrotechnical Commission

IP Internet Protocol ( see IETF RFC 791)

ISO International Organization for Standardization
MAC media access control

NRT non-real-time

PDU protocol data unit

SAP service access point

RT real-time

TCP Transmission Control Protocol (see IETF REC 793)
UDP User Datagram Protocol (see IETF RFC/768)
3.6 |Additional Type 21 symbols and abbreviations
EFR extremely fast recovery

GD general device

LNM line network manager

PO power on

PnP plug and play,

RNM ring network manager

RNMR primary ring network manager

RNMS secondary ring network manager
RNAG ring network auto configuration

uiD device unique identification

Type 21 NMIB Type 21 network management information base
4 Okverviewof the-datalinkprotecol

4.1 General

Type 21 extends Ethernet according to the ISO/IEC/IEEE 8802-3 with mechanisms to transfer
data with predictable timing demands typical of high-performance automation. It does not
change the basic principles of the Ethernet according to ISO/IEC/IEEE 8802-3 but extends it
toward RTE. Thus, it is possible to continue to use standard Ethernet hardware, infrastructure
components, or test and measurement equipment, such as network analyzers.
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4.2 Overview of medium access control

A Type 21 device requires an integrated switch with two ports (ring ports) connected to the ring.
A Type 21 network system is constructed with full-duplex, collision-free Ethernet switching
devices as a ring or a line network. Type 21 guarantees collision-free data transmission
between two devices linked by a full-duplex Ethernet connection. Thus, the Type 21 data link
layer provides reliable, transparent and collision-free data transmission among DLS-users.

A Type 21 connection provides collision-free, full-duplex data communication between two
devices. Therefore, a Type 21 device can transmit a frame at any time without restriction of
media access rights. Type 21 data link layer does not restrict the scheduling method to use for
data lj i indivi icati ogram
t Type 21 can be applied flexibly in various applications.

A Type 21 frame is delivered to the destination device in one of the following two.ways:

e aframe isinitiated by a source device and directly transmitted to the neighbofing destipation
depice;

e a [frame is initiated by a source device and forwarded to the\destination device by
intermediate devices.

When|a frame is forwarded by the intermediate device, the drame forwarding procedure is
proces$sed by the internal hardware switch to minimize the¢processing time, and it do¢s not
affect|the performance of Type 21 DLL.

4.3 |Service assumed from the physical layer

This document describes the assumed physical fayer service (PhS) and the constraintg used
by the]DLE. The physical service is assumed to.provide the following service primitives specified
by ISQ/IEC/IEEE 8802-3:2021, Clause 2.

The agsumed primitives of PhS are MA:DATA.request and MA-DATA.indication.

The tgmporal relationship of the primitives is shown in Figure 1.

DLE MAC | MAC DLE
MA_DATA.req i
S | 'PhPDU
_________ ! MA-DATA.ind
~~~~~~~ — >

IEC
Figure 1 — Interaction of PhS primitives with DLE

The MA-DATA request primitive defines the transfer of data from a MAC client entity to a single
peer entity or multiple peer entities in the case of group addresses.

The MA-DATA indication primitive defines the transfer of data from the MAC sublayer entity
(through the optional MAC control sublayer, if implemented) to the MAC client entity or entities
in the case of group addresses.
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4.4 DLL architecture
4.4.1 General

The Type 21 DLL provides reliable and efficient higher-level data transfer service using a full-
duplex ring or line topology without any specific access control scheme. The Type 21 DLL is
modeled as a combination of control components of the data link protocol machine (DLPM) and
the DLL management interface.

The DLPM transmits the data link service data unit (DLSDU) generated by the local DLS-user
to the appropriate R-port according to the data link service policy. The DLPM also examines
the received frame and delivers the received DLPDU to the appropriate DLS-user.

The IlLL management interface provides DLL management functions to maintain the/ng¢twork
management information base (NMIB). The NMIB includes local device information, ng¢twork
information and the path table. The DLL is comprised of the components listed\in.Table

Table 1 — DLL components

Components Description

DL-prptocol machine Transmits the DLSDU received from local DLS;user through the real-time
queue (RT-queue) or non-real-time queue (NRT-queue). Examines the
(DLPNI) received frame and delivers the DLPDU to.the appropriate DLS-user.

DLL njanagement interface Holds the station management variables that belong to the DLL, and manages
synchronized changes of the link-parameters.
(DLM{interface) y g R

The internal arrangement of these components,@nd their interfaces, are shown in Figure P. The
arrowheads illustrate the primary direction of<the flow of data and control.
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4.4.2 DLL management (DLM) interface support function

DI | . DLM-SAP_ALLOC req/ cnf
DL-Data . P DL-Management DLM-SAP_DEALLOC req/ cnf |
Transfer Service P Service DLM-GET_SAP_INFO.req/ .cnf |
. DLM-SET VALUEreq/.cnf |
) P DLM-GET_VALUE.req/ cnf |
DL-DATA.req/ .cnf/.ind Lo DLM-GET_DIAG.req /.cnf
DLS DL-SPDATA.req/ .cnf/ .ind [ DLM-RESET req/ .cnf
-user A b DLM-EVENTjnd
! | DLM-GET_PATH.req / .cnf A
| DLNCM_SND.req/ cnf/ ing-j+--essssecesssseees +
DL-layer v ,
[ RT-Queue ‘ ‘ NRT - Queue } i DLM
v interface
DLPM C
L Y. - -
777777777777777777777777 < » ’ Environment variables ‘
MAC- Data e || RX MAC MAC MAC ’ Device information ‘
TranSferser\"oei 2ports || Broadcast || Multicast || Unicast

MACDATAreq/ ind | NMIB

n »
______________________ _/ » L » )
S, ) — ‘ Network(information ‘
| MAC.- Control : ‘ Rath table ‘
Service !

MAC-RESETreq/ cnf | v \ 4 v A

MAC-FW_CTRLreq/ cnf |
MACTIV_CTRLre q’-ent Dual MAC

MAC1 MAC2

Ph-layer > > (—r)

Ph- Data v Dual PHY v ‘Ph Link Status Service

! Transfer Service | |Ph-RESET.req / cnf |
; ] | PHY1 PHY2 ‘Ph GET_LINK_STATUS req / .cnf
{ Ph-DATAreq / ind {Ph-LINK_STATUS_CHANGE.ind |

IEC

Figure 2 — Data-link layer architecture

DLM is one of the key/Type 21 features that enables the Plug and Play (PnP), Network Auto
Configuration (NAC), and Extremely Fast Recovery (EFR) functions. DLM spontang¢ously
maintains and-shares local device information and network-related information with [every

devicg on thenetwork.

Type 21"NMIB management

The DCM Interface maintains the NMIB Including the local device information that indicates
the physical and logical status of the device, the network information that indicates the
current network configuration status, and the path table that indicates the path information
to the other devices and their profiles.

Plug and Play (PnP)

When a device joins the existing network, it is automatically detected and configured without
extra manual configuration of parameters so that the new device can communicate directly
with the other devices on the network.

Network Auto Configuration (NAC)

Type 21 supports ring and line network topologies. When the network is changed from ring
to line or from line to ring topology, the change is automatically detected and broadcast to
every device on the network, and then the network information and path table entries are
automatically updated.
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When the network is changed from ring to line topology, network information and path

information are automatically updated within 10 ms.

e System diagnostic services

The DLM interface also provides system diagnostic service.

4.5 Data type
4.5.1 General

This document describes the basic Type 21 data types. The data types described in this

docun’Lent are only the normative references to represent Type 21 data type formatg. The

imple

4.5.2 Boolean

entation issues are not covered in this document.

Data pf basic data type BOOLEAN can have the values TRUE or FALSE: The valugs are
repregented as bit sequences of length 1. The value TRUE is represent€d'by a 1 and the|value
FALSE is represented by a 0.

4.5.3 Unsigned integer

Data ¢f basic data type UNSIGNED# have values of non-negative integers. The value rapge is

0,..., 21 The data are represented as bit sequences ofdength n. The bit sequence

is ass|gned the value

UNSIGNED# = b2° + by 2! + - + b, ;2"

The b|t sequence starts on the right'with the least significant octet as shown in Table 2.

Table 2 - UNSIGNED=# data type

b=by~ byy

Octe{ number 1 2 3 4 5 6 7 8
UNSIGNED8 by--b;

UNSIGNED16 | by 03 bg-bys

UNSIGNED24 ~\| 5.5, bgbis | brgbys

UNSIGNEDS2' | bo--b; bg--b45 big-bos | Dgg-bay

UNSIGNED#6—#5-7 bg75 T R R 7 ety 37033

UNSIGNED48 | by--b; bg--b45 bie--baz  |bag--byy | Dap-bag | Dgo-Dy7

UNSIGNED56 | bo--b7 bg--b45 bie--baz  |baa--byy  |bap-bag | Dgo-by7 | Dyg-Dss
UNSIGNEDB4 | by--b7 bg--b45 bie--baz  |baa--byr  |bapbag | Dgo-by7 | Dyg-Dss | DsgeDey

4.5.4 Signed integer

Data of basic data type INTEGER® has values of integers. The value range is from -2-1 to 271,

The data are represented as bit sequences of length n. The bit sequence

b=bo~ by
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is assigned the value

INTEGER# = 5y2° + b;2 + -+ b,.,2"2, when b, is 0, and

INTEGER#Z = -Complement(d) — 1, when b, is 0.

The bit sequence starts on the right with the least significant octet as shown in Table 3.

Table 3 — INTEGER#~ data type

Octet-number 1 2 3 4 5 6 7 8
INTEGERS bo--by

INTEGER16 bo--by bg--bys

INTEGER24 by--b, bgbys  |byg-bos

INTEGER32 by--b, bgbys  |big-bas | boa-bay

INTEGER40 by--b, bgbis  |bigbas  |Paabay | Dap-bag

INTEGER48 bo--by bgbys  |big-bas  |baabsr | bazbsg  [Paghar

INTEGER56 bo--by bgbis  |big-bas  |baabsr | bazbag dbao-bay | bag--bss
INTEGER64 bo--by bgbys  |big-bas  |baabsr | bag-Bad |bag-bar  |bag-bss | bss|bes

4.5.5 Octet String

The data type OCTET_STRINGn# is defined below. The n represents the octet length of thg octet
string

ARRA[Y[n] of UNSINGED8 OCTET_STRING#

4.5.6 Visible String

The data type VISIBLE_STRINGn is defined below. The admissible values of data of type
VISIBLE_CHAR are 0x00.and the range 0x20-0x7E. The data are interpreted as 7-bit coded
charagters. The n indicates the octet length of the visible string.

UNSINGEDS VISIBLE_CHAR

ARRAY[n] of ¥ISIBLE_CHAR VISIBLE_STRING=

Therelistno 0x00 necessary to terminate the Q’rring

4.5.7 Time of day

The data type TIMEOFDAY is defined below. TIMEOFDAY consists of UNSIGNED16 date
counting and UNSIGNED32 millisecond fields.

TIMEOFDAY
UNSIGNED32 milliseconds: the count from time 00:00 in milliseconds.

UNSIGNED16 date count: the number of days from 1984-01-01.
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4.6 Local parameters and variables
4.6.1 General

This document uses DLS-user request parameters P(...) and local variables V(...) as a means
of clarifying the effects of certain actions and the conditions under which those actions are valid.
This document also uses local timers T(...) as a means of monitoring the actions of the
distributed DLS-provider and of ensuring a local DLE response to the absence of those actions.
This document uses local counters C(...) for performing rate measurement functions. It also
uses local queues Q(...) as a means of ordering certain activities, of clarifying the effects of
certain actions, and of clarifying the conditions under which those activities are valid.

Unless otherwise specified, at the moment of their creation or of DLE activation:

a) allvariables shall be initialized to their default value, or to their minimum permitted vplue if
nd default is specified;
b) all counters shall be initialized to zero;

c) alltimers shall be initialized to inactive.

DLM gan change the values of configuration variables.

Local parameters and variables include DLE configuration parameters, local device information,
and N[MIB variables. The DLE operational condition is stored.in DLE configuration parameters
and the DLE configuration parameters are configured Jlocally or remotely according o the
applicption. Local data link information, such as DL—entity identifier and the status of eqch R-
port, dre stored in the local device information. NMIB includes network information and thg path
table.[Network topology and the network-related variables are stored in the network information,
and the device profile and path information of the*other devices on the network are summarized
in the|path table.

4.6.2 DLE configuration parameters
4.6.2.1 General

Thesd parameters are required-to,configure the local DLE operation, and they are managed by
DLM. Every device on the same ' network segment has the same DLE configuration paraneters.
DLM-GET_VALUE service and DLM-SET_VALUE service are used to read or write th¢ DLE
configluration parameters:-Table 4 shows the list of DLE configuration parameters.

Table 4 — DLE configuration parameters

Parameter Data type Default value Description
Max QL-entitysidentifier UNSIGNED16 255 Maximum DL-entity identifie
256 to 65 535: reserved
DLPM scheduling policy UNSIGNEDS8 0 0: First-In, First-Out

1: Fixed priority

2: to 255: reserved

4.6.2.2 P(MAX_ADDR): Maximum DL-entity identifier

This variable holds the maximum device address and is set by the DLM. The range of this
variable is 1 to 255. The default value of this variable is 255. This variable also indicates the
maximum number of path table entries in the NMIB. The values in the range 256 to 65 535 are
reserved.
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4.6.2.3 P(DLPMSP): data link protocol machine scheduling policy

This variable holds the scheduling policy of the local DLPM, which dictates how to serve the
concurrent DLSDUs in the RT-queue. The NRT-queue is not scheduled by the DLPMSP.
DLPMSP can have one of the following values:

a) O: first-in, first-out. The first received frame is served first. In this case, the message priority
in the DLSDU is ignored;

b) 1: Fixed priority. The DLSDU with high priority is served first. If many DLSDUs are stacked
with the same priority, the frame received first is served first;

c) 2 to 255: reserved.

4.6.3 Queues to support data transfer
4.6.3.1 General

When| a DLS-user generates a DLSDU to be transmitted by the DLPM, ithe DLSPU is
encapsulated by the DLPDU. The DLPDU is then stored in the RT-queue,or the NRT-gueue
accordling to its application and service type. Table 5 shows the queué-list for Type 2] data
transfer.

Table 5 — Queues to support data transfer

Rarameter Data type Default value Description
RT-qyeue — — Transmit queue to store the real-time daja
NRT-queue — — Transmit queue to store the non-real-time
data

4.6.3.2 Q(RTQ): RT-queue

The RT-queue stores the real-time DLRDUs generated by a DLS-user to be transmitted py the
DLPM. The size of the RT-queue is.not restricted in this document and it is considered a|detail
of thellocal implementation. The RT-queue is scheduled by the DLPM.

4.6.3.38 Q(NRTQ): NRT-queue

The NRT-queue stores™non-real-time DLPDUs generated by a DLS-user. The size pf the
NRT-queue is not restricted in this document and it is considered a detail of the| local
implemmentation. Messages in the RT-queue are transmitted first. Messages in the NRT-gueue
are transmitted ©Ohly when the RT-queue is empty.

4.6.4 Variables to support SAP management

4.6.4.1 General

Allocation and de-allocation of the data link service access point (DLSAP) is managed by the
DLM. When a frame is received, the DLPM examines the destination service access point
(DSAP) in the DLSDU. If the DSAP is already allocated to a DLS-user, the DLM returns the
appropriate DLS-user ID equivalent for the received DSAP address, and the DLPM delivers the
received DLSDU to the DLS-user. If the service access point (SAP) is not allocated and no
appropriate DLS-user ID is found in the DLM, the received DLSDU is discarded by the DLPM.
Therefore, to receive a DLSDU from a certain peer DLS-user, a DLS-user shall first obtain a
SAP allocation using the DLM-SAP_ALLOC service. Once the SAP is allocated to a DLS-user,
it is used to send and receive data until the SAP is deallocated and returned to the DLM. The
deallocated SAP can be used again after reallocation. The SAP address and its appropriate
DLS-user ID are stored together and maintained by the DLM. The maximum number of SAP
management items is 65 535 but the method to allocate and de-allocate the SAP address is not
restricted in this document. Table 6 shows the list of SAP management variables.
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Table 6 — Variables to support SAP management

Parameter Data type Default value Description
SAP UNSIGNED16 — Service access point
DLS-user ID UNSIGNED32 — Numeric identification of the DLS-user that
owns the SAP allocation

NOTE The definition of DLSAP, derived from ISO/IEC 7498-1, is explained here to facilitate understanding of the

critical distinction between DLSAPs and their DL-addresses (see Figure 3).
DLS-user-entity DLS-user-entity >
DLS-users
DLSAP
4 v
/ / P \
v DLSAP- NN s \
VA4 N A N
DL SAP- address group DL DLSAP-
adldresses address address|
DL flayer DL-éntity
)~ :' ) > 4
Philayer IEC
NOTE DLSAPs and physical layer-service access points (PhSAPs) are depicted as ovals spanning the bgundary
betweeh two adjacent layers.
NOTE 2 DL-addresses are\depicted as designating small gaps (points of access) in the DLL portion of a DYSAP.
Figure 3 — Relationships of DLSAPs, DLSAP-addresses, and group DL-addresses
A single DLE ¢an have multiple DLSAP-addresses and group DL-addresses associated with a
single| DLSAP.

4.6.4.2 V(SAP): SAP

This v

ariable holds the SAP. The value for this variable is in the range 0 to 65 535.

4.6.4.3  V(DLS_USER_ID): DLS-user ID

This variable holds the 4-octet numeric identification of the DLS-user who owns the SAP
allocation.
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Variables to support local device information management

General

To maintain the network topology, every device manages a device database including the local
device information and the other device information. Table 7 shows the list of device information
management variables.

Table 7 — Variables to support device information management

Parameter Data type Default value Description

DL—eptity-tdentifiet SONSHSNED46 HWAHB—ABBR tocat-DE—entity-tdentifier

Device flags UNSIGNED16 0 Local device flags

Device type UNSIGNED16 0 Local device type

Hop cpunt UNSIGNED16 0 Hop count

Device UID UNSIGNED64 INVALID_UID Local device uniqueXD

Devicge UID for R-port1 UNSIGNEDG64 INVALID_UID De\;i1ce uniquéAD-connected through R-

por
Device UID for R-port2 UNSIGNED64 INVALID_UID Device uhigue ID connected through R-
port2

MAC address UNSIGNEDA48 0 Local device MAC address

Reserpved0 UNSIGNED16 0 Reserved

Port ipnformation UNSIGNED16 0 Local device port information

Device state UNSIGNEDS8 0 DLM state

Protogol version UNSIGNEDS8 0 Local device protocol version

Device description VISIBLE_STRING[16] N Device description string

Reseryved1 UNSIGNED32 0 Reserved
4.6.5.2  V(DL_ADDR): DL-entity identifier
This Variable holds the DL—entity identifier that designates the (single) DL—entity assoiated
with a| single device on a specific local link whose value is constrained to the range 0 tp 255.
The DL-entity identifier.ean be provided by hardware settings (for example, rotary swifch) or
set by| software. The BL=entity identifier is defined in Table 8.

Table 8 — DL-entity identifier
Data. type Access type DLM Access type DLS-user Value/Description
UNSIGNED16 Read/Write Read 0 to 255: DL—entity identifier

200 10 bO 039: reserved

4.6.5.3 V(DEV_FLAG): Device Flag

This variable holds the flags for events that occurred in a local device. When the local DL—entity
identifier collision flag is set, EVENT_THIS_ADDR_COLLISION event is generated by the DLM,
and then the local DL—entity identifier collision flag is cleared. When the DLM state change flag
is set, EVENT_DEV_STATE_CHG is generated by the DLM, and then the DLM state change
flag is cleared. Type 21 device flags and event flags are listed in Table 9.
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Table 9 — Device flags

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED16 Bit 0 Read/Write Read Collision
Bit 1 Read/Write Read Changed
Bit 2 Read/Write Read Frame forward enabled
between R-port1 and R-port2
Bit 3 — Bit 15 — — All others reserved
4.6.5.4 V(DLM_STATE): DLM state

This vjariable holds the DLM state. DLM state is defined as shown in Table 10¢

Table 10 — DLM state

Data type

Access type DLM

Access type DLS-user

Value/Description

UNSIGNEDS

Read/Write

Read

0: INVALID_DLM_STATE
1:'standalone state (SA)

2: line network manager state (LNM)
3: general Device state (GD)

4: primary ring network manager gtate
(RNMP)

5: secondary ring network manags
state (RNMS)

6 to 255: reserved

=

4.6.5.p

V(DEV_UID): Device UID

This vpriable holds the unique 8roctet identification that identifies a Type 21 device in a nefwork.
It is ajcombination of the 6-0ctet ISO/IEC/IEEE 8802-3 MAC address and the 2-octet DL+tentity

identifier. The Device UlP-is defined as shown in Table 11.

Table 11 — Device Unique Identification

Data type Position Access type DLM Access type DLS-user Value/Description
UNSIGNED®B4N | Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit#8—63—T Readfrite Read Oto 255 Dt=entity identifier

256 to 65 535: reserved

4.6.5.6

V(DEV_UID_RP1): Device UID for R-port1

This variable holds the UID of the device that is linked through the R-port1. The Device UID for
R-port1 is defined as shown in Table 12.
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Table 12 — Unique identification of device connected to R-port1

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED64 | Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit 48 — 63 | Read/Write Read 0 to 255: DL-entity identifier
256 to 65 535: reserved

4.6.5.7 V(DEV UID RP2): Device UID for R-port2

This vfariable holds the UID of the device that is linked through the R-port2. The Device-ID for
R-por{2 is defined as shown in Table 13.

Table 13 — Unique identification of device connected to R-port2

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED64 | Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit 48 — 63 Read/Write Read 0 to 255: DL—entity identifier
256 to 65 535: reserved

4.6.5.8 V(MAC_ADDR): MAC address
This variable holds 6-octet ISO/IEC/IEEE 8802<3 Ethernet MAC address of local device| As a

Type 21 device has two Ethernet MAC ports; both MAC addresses should be identical. The
MAC address is defined as shown in Tablex14.

Table 14 — MAC address

Djata type Access type'DLM Access type DLS-user Value/Description
UNSIGNED48 Read/Write Read ISO/IEC/IEEE 8802-3 MAC Address

4.6.5.9 V(PORT._INFO): Port information

This vjariable holds the port information for each R-port. It is defined as shown in Table 15.
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Table 15 — Port information

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED16 Bit 0 Read/Write Read R-port1 link down

Bit 1 Read/Write Read Received NCM_FAMILY_RES
message from R-port1

Bit 2 Read/Write Read A NCM_FAIMLY_RES message
has been sent for R-port1

Bit 3 Read/Write Read A NCM_ADV_THIS message has

been received from neighbor

’ “—n o
MOUT Ul T\N=PUTTT

Bit 4 Read/Write Read A NCM_MEDIA_LINKED
message has been.receivefl
from neighbor node lof R-pgrt1

Bit5-7 Read/Write Read Reserved

Bit 8 Read/Write Read R-port2 link*down

Bit 9 Read/Write Read Received NCM_FAMILY_RES
message from R-port2

Bit 10 Read/Write Read A'NCM_FAMILY_RES mespage
has been sent for R-port2

Bit 11 Read/Write Read A NCM_ADV_THIS message has

been received from neighbor
node of R-port2

Bit 12 Read/Write Read A NCM_MEDIA_LINKED
message has been receivefl
from neighbor node of R-pgrt2

Bit 13 - 15 Read/Write Read Reserved

4.6.5.10 V(PROTOCOL_VER): Protocol version

This viariable holds the protocol version of local device. It is defined as shown in Table 1B.

Table 16 — Protocol version

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNEDS8 Bit 0= 1 Read Read 0x00: major version 1

0x01: major version 2
0x02: major version 3

0x03: major version 4

+

. . A
o vVersSTon—o

9
N
[
d
4
q
q
d
4
a
q
d
g
3
d
d

0x01: minor version 1
0x02: minor version 2

0x03: minor version 3

Bit4 -7 — — Reserved

4.6.5.11 V(DEV_TYPE): Device type

This variable holds the local device type that represents the general function of the device. The
value of this variable is defined as shown in Table 17.
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Table 17 — Device type

Data type Position Access type DLM Access type Value/Description
DLS-user

UNSIGNED16 Bit0 -7 Read/Write 0 to 255: general device type
0: invalid device type
1: programmable logic controller
(PLC)
2: motion controller
3: human-machine interface
(HMI)
4: industrial personal compyter
5: inverter
6: simple 1/0
7 to 255: resewed

Bit 8 — 15 Read/Write 0 to 255:“application specifif

device type

4.6.5.12 V(DEV_DESC): Device description

This vlariable contains a description of the local device. Thelmaximum length of this varigble is
16 oclets. It is defined as shown in Table 18.

Table 18 — Device description

Data type

Access type DLM Access‘type DLS-user

Value/Description

VISIBLE_STRING[16] —

Read/Write

Any string defined by a DLS-uger set
using the set DLL configuration
service

4.6.5.13 V(HOP_CNT): Hop ¢count

This Variable holds the caunt of the number of devices between two devices. When thg DLM
receivies NCM_ADV_THIS'or NCM_LA DLPDU, the DLM saves the received hop count value in
this vgriable, then ingrements the hop counts in the received frame by 1 and transmits the|frame
through the other R-port. In this way, each device builds its own path table with a hop couint for

R-por{1 and a hgp*count for R-port2. This variable is defined as shown in Table 19.

Table 19 — Hop count

Data type |

| __Accesstype DIM |

UNSIGNED16

Read/Write

0 to 255: Hop count
256 to 65 535: reserved

4.6.6 Variables and counter to support network information management

4.6.6.1 General

Network information is managed automatically by the DLM. Network information variables and
counters are summarized in Table 20.
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Table 20 — Variables to support managing network information

Parameter Data type Default value Description

Topology UNSIGNEDS8 NET_TPG_SA Network topology

Collision count UNSIGNEDS8 0 DL-entity identifier collision counter
between remote devices

Device count UNSIGNED16 1 Device counter for the network segment

Topology change count UNSIGNED16 0 Network topology change counter

Network flags UNSIGNED16 0 Network event flags

Last topology change time TIMEOFDAY 0 Date and time when the network
topology last was changed.

Resenved UNSIGNED16 0 Reserved

RNMH device UID UNSIGNED64 INVALID_UID UID of the RNMP device

RNMY device UID UNSIGNEDG64 INVALID_UID UID of the RNMS device

LNM device UID for R-port1 | UNSIGNED64 INVALID_UID UID of the LNM device in R-port1
direction

LNM device UID for R-port2 | UNSIGNED64 INVALID_UID UID of the bNM device in R-port2

direction

4.6.6.p V(TPG): Topology
This viariable holds the type of network topology. The yMalue of this variable is defined as $hown
in Taldle 21.
Table 21 (Topology
Dpta type Access type DLM Access type DLS-user Value/Description
UNSIGNEDS8 Read/Write Read Network topology

0x01: standalone

0x02: line topology

0x03: ring topology
4.6.6.8 C(COLL_CNT): Collision count

This Variable hglds the DL-entity identifier collision count for remote devices. The vglue is
increnmpented y'the DLM when a remote DL-entity identifier collision is detected and the|value

is decremented when the collision is cleared. This variable is defined in Table 22.

Table 22 — Collision count

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDS8 Read/Write Read 0 to 255: remote DL—entity identifier
collision count
4.6.6.4 C(DEV_CNT): Device Count

This variable holds the total number of devices on the network, to a maximum of 256. It is
defined as shown in Table 23.
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Table 23 — Device count

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNED16 Read/Write Read 0: not used
1 to 256: device count
257 to 65 535: reserved
4.6.6.5 C(TPG_CHG_CNT): Topology change count

This variabhle holds the ’rnpnlngy rhqngp count The value is incremented hy the DI M wh

netwo
Table

en the

24.

Table 24 — Topology change count

Fk is changed from ring to line or from line to ring topology. It is defined as_shgwn in

Da

ta type Access type DLM Access type DLS-user Value/Description

UNSI

ENED16 Read/Write Read 0 to 65 535;*Topology change dount

4.6.6.
This v

J V(TPG_CHG_TIME): Last topology change time

ariable holds the date and time when the network topology was last changed. Itis d

as shgwn in Table 25.

Table 25 — Last topology change time

efined

Data type Access type DLM Access type DLS-user Value/Description
TIMEQFDAY Read/Write Read The date and time when the nefwork
topology was last changed
4.6.6.7 V(UID_RNMP): RNMP.device UID
This vriable holds the deyice UID selected as the RNMP on the network. It is defined as §hown
in Taljle 26.
Table 26 — RNMP device UID
D4ta type Position Access type DLM Access type Value/Descriptiof
DLS-user
UNSIGNED64 Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit 48 — 63 Read/Write Read 0 to 255: DL-entity identifier
256 to 65 535: reserved

4.6.6.8 V(UID_RNMS): RNMS device UID

This variable holds the UID of the device selected as the RNMS on the network. It is defined as
shown in Table 27.
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Table 27 — RNMS device UID

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED64 Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit 48 — 63 Read/Write Read 0 to 255: DL-entity identifier
256 to 65 535: reserved

4.6.6.9 V(UID LNM RP1): LNM device UID for R-port1

In a Tlype 21 line network, the two end devices are automatically selected as the LNMY. This
variablle holds the UID of the device selected as the LNM in the R-port1 directionlt.is defined
as shown in Table 28.

Table 28 — LNM device UID for R-port1

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNEDG64 Bit 0 — 47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit 48 — 63 Read/Write Read 0 to 255: DL-entity identifier
256 to 65 535: reserved

4.6.6.10 V(UID_LNM_RP2): LNM device UID for R-port2

In a Type 21 line network, two end devices-'are automatically selected as the LNMs| This
variable holds the UID of the device selected as the LNM in the R-port2 direction. It is defined
as shgwn in Table 29.

Table 29 — LNM device UID for R-port2

Data type Position Access type DLM Access type Value/Description
DLS-user
UNSIGNED64 Bit 0 —(47 Read/Write Read ISO/IEC/IEEE 8802-3 MAC
Address
Bit\48 — 63 Read/Write Read 0 to 255: DL-entity identifier
256 to 65 535: reserved

4.6.6.11.Y V(NET FLAG): Network flags

This variable holds the event flags to notify the DLMS-user of network events. When any bit in
this variable is set, the DLM generates a DLM-event indication service primitive to notify the
DLMS-user of the event. After the DLM-event service has completed successfully, the
designated bit in this variable is cleared. Network flags are defined in Table 30.
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Table 30 — Network flags

Data type Position Access type Access type Value/Description
DLM DLS-user
UNSIGNED16 Bit 0 Read/Write Read Network DL-entity identifier
Collision Status
0x00: Normal
0x01: Network DL-entity
identifier collision detected
Bit1-15 — — Reserved
The bt fields in the network flags are defined as follows:

a) N¢g

This b
This b

4.6.7
4.6.7.
The p

Type
Table

( General

31.

twork DL—entity identifier Collision Status;

Variables and counter to support a device path information management

tis setto TRUE by the DLM when it detects a DL—entity identifier collision on the nefwork.
it is reset to FALSE when the DL-entity identifier collision is cleared.

ath table is managed by the DLM, and it is made up‘of table items related to the other
P1 devices on the network. The variables and counters for a table item are defiped in
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Table 31 — Variables and counter to support managing path information

Parameter Data type Default value Description

DL—-entity identifier UNSIGNED16 INVALID_ADDR DL-entity identifier

Hop count for R-port1 UNSIGNED16 INVALID_HOP_CNT Hop count in R-port1 direction

Hop count for R-port2 UNSIGNED16 INVALID_HOP_CNT Hop count in R-port2 direction

Preferred R-port UNSIGNEDS8 INVALID_R_PORT R-port with the smaller hop count
value to the peer device.

Destination R-port UNSIGNEDS8 INVALID_R_PORT Selected R-port for sending a frame
to the destination DL—entity
identifier

Devicg state UNSIGNEDS8 0 Peer device's DLM State

MAC address UNSIGNED48 0 Peer device's ISO/IEC/IEEE 8402-3
MAC address

Port ipformation UNSIGNED16 0 Peer device's local IR-port
information

Protogol version UNSIGNEDS8 0 Peer device'sprotocol version

Device type UNSIGNED16 0 Peer device's application device
type

Device description VISIBLE_STRING[16] | " " Peer device's description

Device UID UNSIGNEDG64 INVALID_UID Peer device's Device UID

Device UID for R-port1 UNSIGNEDG64 INVALID_UID Device UID of the device conngcted
through the peer device's R-poft1

Device UID for R-port2 UNSIGNED64 INVALID -UID Device UID of the device conng¢cted
through the peer device's R-poft2

In net|count UNSIGNED16 0 The number of times that the peer
device has joined in the networ|k.

In net|time TIMEOFDAY 0 The date and time when the peJer
device last joined the network.

Out ngt count UNSIGNED16 0 The number of times that the peer
device has been disconnected ffrom
the network.

Out n¢t time TIMEOEDAY 0 The date and time when the peer

device was last disconnected ffom
the network

4.6.7.2
See 4/6.5.2.

4.6.7.8

V(path-DL_ADDR): DL—entity identifier

C(path-HOP_CNT_RP1): Hop count for R-port1

This variable indicates the frame forwarding counts for sending a frame from the local device
to the peer device through the R-port1. It is defined as shown in Table 32.

Table 32 — Hop count for R-port1 direction

Data type

Access type DLM

Access type DLS-user

Value/Description

UNSIGNED16

Read/Write

Read

0 to 255: Hop count for R-port1
256 to 65 535: reserved
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4.6.7.4 C(path-HOP_CNT_RP2): Hop count for R-port2

This variable indicates the frame forwarding counts for sending a frame from the local device

to the

peer device through the R-port2. It is defined as shown in Table 33.

Table 33 — Hop count for R-port2 direction

Data type Access type DLM Access type DLS-user Value/Description

UNSIGNED16 Read/Write Read 0 to 255: hop count for R-po

256 to 65 535: reserved

rt2

4.6.7.

This v
device
has th
count
as shg

b V(path-PREFER_RP): Preferred R-port

without regard for the RNMP or RNMS. This variable is determined, asithe R-pg
e smaller hop count value for the peer device. If the R-port1 hop count and R-por
have the same value, R-port1 is selected as the preferred R-port. This variable is d
wn in Table 34.

Table 34 — Preferred R-port

ariable holds the preferred R-port for sending a frame from the local device to th¢ peer

It that
2 hop
efined

Data type Access type DLM Access type DLS-user Value/Description

UNSI

SNED8 Read/Write Read 0: R-port1
1: R-port2
2 to 255: reserved

4.6.7.

This v
device
a ring
the pr
is seld

J V(path-DST_RP): Destination.R-port

ariable holds the destination R-port for sending a frame from the local device to th
. In a line network, this variable-has the same value as the Preferred R-port. Howe
network, this variable is determined based on the RNMP and RNMS position, be
cferred path can be blocked by the RNMP or RNMS. In this case, the destination

cted as the other R-port’ It is defined as shown in Table 35.

Table 35 — Destination R-port

b peer
ver, in
cause
R-port

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDS8 Read/Write Read 0: R-port1
1: R-port2

2 to 255: reserved

4.6.7.7 V(path-DEV_STATE): Device State

See 4

.6.5.4.

4.6.7.8 V(path-MAC_ADDR): MAC address

See 4

.6.5.8.

4.6.7.9 V(path-PORT_INFO): Port information

See 4

.6.5.9.


https://iecnorm.com/api/?name=ea100489c2e209b51ac59738d1539576

— 38 —

4.6.7.10 V(path-PROTOCOL_VER): Protocol Version

See 4

.6.5.10.

4.6.7.11 V(path-DEV_TYPE): Device type

See 4

.6.5.11.

4.6.7.12 V(path-DEV_DESC): Device Description

IEC 61158-4-21:2023 © |IEC 2023

See 4.6.5.12.
4.6.7.13 V(path-DEV_UID): Device UID
See 4]6.5.5.
4.6.7.14 V(path-DEV_UID_RP1): Device UID for R-port1
See 4]6.5.6.
4.6.7.15 V(path-DEV_UID_RP2): Device UID for R-port2
See 4]16.5.7.
4.6.7.16 C(path-IN_NET_CNT): In net count
This Variable holds the number of times that the peer device has joined the network. When a
line n}twork is merged into an existing network, the variables for the newly joined devicgs are
incremented together. This variable is defined.as shown in Table 36.
Table 36 — In net count
Data type Access type DLM Access type DLS-user Value/Description
UNSIEGNED16 Read/Write Read 0 to 65 535: the number of timeg that
the peer device has joined the
network
4.6.7.17 V(path-IN_NET_TIME): In net time
This \ariable hglds the date and time when the peer device last joined in the networK. This
variable is defined as shown in Table 37.

Table 37 — In net time

Data type Access type DLM Access type DLS-user

Value/Description

TIMEOFDAY Read/Write Read

last joined in the network

The date and time when the device

4.6.7.18 C(path-OUT_NET_CNT): Out net count

This variable holds the number of times that the peer device has been disconnected from the
network. When a device or a group of devices are disconnected from the network, the variables
for the disconnected devices are incremented together. This variable is defined as shown in

Table

38.



https://iecnorm.com/api/?name=ea100489c2e209b51ac59738d1539576

IEC 6

11568-4-21:2023 © IEC 2023 -39 -

Table 38 — Out net count

Da

ta type Access type DLM Access type DLS-user Value/Description

the device has been disconnect
from the network

UNSIGNED16 Read/Write Read 0 to 65 535: the number of times that

ed

4.6.7.19 V(path-OUT_NET_TIME): Out net time

This variable holds the date and time when the device was last disconnected from the network.

This v,

riable is defined as shown in Table 39

Table 39 — Out net time

D3

ta type Access type DLM Access type DLS-user Value/DeScription

TIME

DFDAY Read/Write Read The date and timegtwhen the de
was last discennected from the
network

ice

4.6.8
4.6.8.
The p

Variables, counters, timers, and queues to support_ path table managemen
L Path table

bth table is composed of items related to the other.devices on the network. It is ma

haged

by th¢ DLM in the form of an array table filled with the path information of each device

(see 4
follow

5 Gieneral structure and encoding

5.1

The [
servic
of the
comm
ISO/IH

NOTE

.6.7). The maximum size of the path tablecisya function of MAX_ADDR (see 4.6.2

L2

Path table: Array[n] of device's pathrinformation, » = MAX_ADDR + 1

Overview

LL and its procedures are necessary to provide services to the DLS-user usir
es available from_the physical layer. This clause describes the structure and sem
management application protocol data unit (MAPDU), the DLPDU, and the prod
only used-fSini"this document. This portion is identical to and fully complian
C/IEEE8802-3:2021.

In Clause 5, any reference to bit k of an octet is a reference to the bit whose weight in a one-octet u

integer

.2) as

g the
antics
edure
[ with

signed

is 2€/This is sometimes referred to as "little-endian" bit numbering.

5.2

MAPDU structure and encoding

The local MAC sublayer uses the service primitives provided by the physical layer service (PLS)
sublayer specified by ISO/IEC/IEEE 8802-3:2021, Clause 2. These service primitives provided

by the

PLS sublayer are mandatory:

a) MA-DATA request;
b) MA-DATA indication.
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5.3 Common MAC frame structure, encoding and elements of procedure
5.3.1 MAC frame structure
5.3.1.1 MAC frame format for the Type 21 DLPDU

The DLPDU for the Type 21 is encapsulated in the data field of a MAC frame as specified by
ISO/IEC/IEEE 8802-3:2021, Clause 3. The value of the Length/Type field is 88FEy, which is

authorized and registered as the protocol identification number by the IEEE Registration
Authority, to identify a Type 21 fieldbus frame. Figure 4 shows the Type 21 DLPDU structure.

Ethernet Header Type 21 Type 21 Telegram FCS
Type Frame
Pre | SFD ‘ DA ‘ SA ‘ ( OX88FE ) HDR Data and Pad CRC32
o (6) (6) (2) L (32~ 1486) 4)
Type 21 Header
Ver & Len | DST Addr | SRC Addr FC EXT ‘ DSAP ‘ SSAP ‘ OPTIONAL
(2) (2) (2) (2) (2) (2) (2) (variable length)

IEC
Figure 4 - Common MAC frame format for Type 21 DLPDU

5.3.1.2 MAC frame format for Type 21 fieldbus sporadic DLPDU

The MAC frame format used for Type 21 fieldbus spafadic data transmission is identical|to the
framelformat of Ethernet V2.0 specified by ISO/IECHEEE 8802-3:2021, Clause 3 "Media dccess
contrdl frame structure," and the value of the Length/Type field is anything other than OX88FE.
Figurg 5 shows the frame format for a Type 21 fieldbus sporadic DLPDU.

Ethernet Header FCS
Data and Pad
Pre |SFD| DA | sA Type/ CRC32
length
(U (6) (6) 2 (46 ~ 1500) 4)

IEC
Figure 5~ MAC frame format for other protocols

5.3.2 Elements of.the MAC frame
5.3.2.1 General

The e]Jements\.of the MAC frame are the preamble, the start frame delimiter, the destipation
MAC address, the source MAC address, the length/type code, and the frame check sequence
(FCS)) all as specified by ISO/IEC/IEEE 8802-3:2021, Clause 3.

5.3.2.2 Preamble field

The preamble of MAC frame is identical to ISO/IEC/IEEE 8802-3:2021, Clause 3. This is a 7-
octet field that is used to allow the physical signaling portion of the circuitry to reach its steady-
state synchronization with the receiving frame timing. The preamble pattern is:

"10101010 10101010 10101010 10101010 10101010 10101010 10101010"

The bits are transmitted in order from left to right. The nature of the pattern is such that for
Manchester encoding, it appears as a periodic waveform on the medium that enables bit
synchronization. It should be noted that the preamble ends with a "0".
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5.3.2.3 Start Frame Delimiter

The Start Frame Delimiter (SFD) is identical to ISO/IEC/IEEE 8802-3:2021, Clause 3. The SFD
field is the bit pattern sequence "10101011." It immediately follows the preamble pattern and

indica

tes the start of a frame.

5.3.2.4 Destination MAC Address field

The Destination MAC Address field is identical to ISO/IEC/IEEE 8802-3:2021, Clause 3. It
specifies the device(s) for which the frame is intended, and can be an individual or multicast
(including broadcast) address. The destination MAC address is set to the corresponding DL—
identifier by the DLM. Type 21 also defines a special MAC address, 00-E0-91-02-05-99

entity
(NCM
Every
netwo
mess3

5.3.2.

The S
specifl
sublay

5.3.2.

The L
frame
to 0x8
Type
identic

fieldblis sporadic data frame.

5.3.2.

The F

5.3.3
5.3.3.

This fi
Versig
major

| MAC_ADDR) for sharing network management information using the DLM ser
message received through the NCM_MAC_ADDR is delivered to the DLM to.Upda
rk management information. The message is not forwarded by the MAC layer b
ge is examined and forwarded by the DLM.

b Source MAC address field
ource MAC Address field is identical to ISO/IEC/IEEE 8802-3:2021, Clause 3. Thi

es the device sending the frame and is not interpreted by the DLE or the CSMA/CL
er.

3

B Length/type field
ength/type field is identical to ISO/IEC/IEEE 88025352021, Clause 3 "Media access ¢
structure." To be identified as a Type 21 framey the value of the Length/type field
8FE, which is authorized and registered as_the protocol identification number for

al to the frame in ISO/IEC/IEEE 8802:3:2021, Clause 3, and is processed as a Ty

y Frame check sequence

CS field is identical to ISO/IEC/IEEE 8802-3:2021, Clause 3.

Elements of the Type 21 DLPDU
L Version and Length

eld stores the.protocol version and the length of a Type 21 telegram or data field

version‘and 3 bits for the minor version, and the length is given by 11 bits.

Version and Length

vices.
te the
ut the

5 field
MAC

ontrol
is set
RTE-

b1 by the IEEE Registration Authority. Every frame with a value other than Ox88FE is

pe 21

. This

n and Lefgth field is specified in Figure 6. The version is represented by 2 bits flor the

Version R Length
15[14[13[21|11[10]9[8[7][6][5][4][83[2]1]0

IEC

Figure 6 — Version and Length field

The parts of this field and permissible values are described in Table 40.
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Table 40 — Version and Length

Field Name Position Value/Description
Length Bit 0 — 10 Frame length including FCS field
Reserved Bit 11 Reserved
Version Minor Bit 12 - 13 Type 21 Protocol minor version

0x00: minor version 0
0x01: minor version 1

0x02: minor version 2

Do 02 H H 2
XTI R OTVErSto—S

Major Bit 14 — 15 Type 21 Protocol major version
0x00: major version 1
0x01: major version 2

0x02: major version 3

0x03: major version 4

5.3.3.2 DST_addr
5.3.3.2.1 General

This fleld indicates the destination DL—entity identifier<of the node to which the frame i sent.
This vialue is represented as shown in Figure 7.

Destination BL- address
DST. Addr
15[14[13[21][11]10] 98 |76 [5|4[3][2]1]0

IEC

Eigure 7 — DST_addr field
The se¢parate field and its permissible values are described in Table 41.

Table 41 — Destination DL-entity identifier

Field Name Position Value/Description

DST *addr Bit0 — 15 OxFF: broadcast address

OxFE: network control address
(C_NCM_ADDR)

OxFD-0OxDE: user-defined multicast address

0xDD: invalid address
0x0100 to OxFFFF: reserved

0x00 to OxDC: regular Type 21 DL—entity
identifier

5.3.3.2.2 Broadcast address

If the destination DL—entity identifier is OxFF, the destination MAC address field contains the
ISO/IEC/IEEE 8802-3 MAC address.
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5.3.3.2.3 Network control address

If the destination DL—entity identifier is OXFE (C_NCM_ADDR), the destination MAC address
contains C_NCM_MAC_ADDR. However, NCM_LINK_ACTV and NCM_ADV_THIS
messages are transmitted using C_NCM_ADDR as the destination DL—entity identifier.

field

NOTE

C_NCM_ADDR cannot be accessed by the DLS-user.

5.3.3.2.4 User-defined multicast address

A user-defined multicast address is used to indicate multiple recipients. However, user-defined

multic

st addressing is not a mandatory feature in this document. It is designed for us

specia
multic
entity
Howe

docunpent, and is considered a local responsibility. This document does not restrict the

user-g

5.3.3.

This field indicates the source DL—entity identifier of the node from which the frame is gen

This v

The s

5.3.3.
5.3.3.

| application system that requires multicast communication. Therefore, usersd
Ast addressing is not interoperable between heterogeneous devices. The destinatig
identifier range from OxFD-0xDE is used to specify the user-defined multicast ad
er, the method of using the user-defined multicast address is not specified i

efined multicast addresses, nor is it a mandatory feature.

B SRC_addr

alue is represented as shown in Figure 8.

Source DL- address
SRC_Addr
15[14[13[21[11]10] 9|8 |76 |5 |4[3]2]1]0

IEC

Figure 8 = SRC_addr field
pparate field and its permissible values are described in Table 42.

Tahle 42 — Source DL-entity identifier

Field Name Position Value/Description

SRC_addr Bit0 - 15 Source DL-entity identifier

1 Frame-Control (FC)

1.1 General

The F

e in a
efined
n DL—
dress.
n this
ise of

prated.

rame Control field indicates the frame control information. This value is represen

ed as

shown in Figure 9.

Frame Control
VoE[RES| PRI ToS NCMT
15|14 [13[12|11]10[ 9|8 |7 [6][5|4[3][2]1]0

key
VoE: Validation of Extension code
RES: Reserved
PRI : Priority
ToS: Type of Service
NCMT: Network control message type
IEC

Figure 9 — Frame Control Field
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The separate field and its permissible values are described in Table 43.

Table 43 — Frame control

Field Name Position Value/Description
Network Control Message Type Bit0 -7 0x00: reserved
(NCMT) 0x01: NCM_FAMILY_REQ
0x02: NCM_FAMILY_RES
0x03: NCM_MEDIA_LINKED
0x04: NCM_ADV_THIS
0x05: NCM_LINE_START
0x06: NCM_RING_START
0x07: NCM_ACK_RNMS
0x08: NCM_CHECK_NET_INTEGRITY
0x09: NCM_CHECK_NEIGHBOR_INTEGRITY
0x0A: NCM_NET_IS_RING
0x0B: NCM_RENEGO\REQ
0x0C to OxFF:resérved
Type of Service (ToS) Bit 8 — 11 0x00: Network«Control Message (NCM)
0x01: unconfifmed service request
0x02-0x0F: reserved
Priorify (PRI) Bit 12 - 13 0x00; lowest priority
0x03: highest priority
Resenved Bit 14 Reserved
Validgtion of Extension code Bit 18 0x00: EXT Code is invalid
(VOE) 0x01: EXT Code is valid(default)
5.3.3.4.2 Validation of extension code (VoE)
If the frame has the extension field, VoE is set to TRUE; otherwise VoE is set to FALSE.
5.3.3.4.3 Priority
This fleld indicates the frame priority. This field contains the value of the message g
paranjeter for the DL service. The highest priority is 0x03 and the lowest is 0x00.

5.3.3.4.4

This field indicates the type of DL service. A value of 0x00 indicates a network control message

Type of service (ToS)

among DLMs, and 0x01 indicates the unconfirmed service request among DLS-users.

5.3.3.4.5

5.3.3.4.51 General

Network Control Message Type (NCMT)

NCMT field indicates the type of network control message.

5.3.3.4.5.2

NCMT: 0x01

NCM_FAMILY_REQ
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This network control message is used to ask the device newly connected through an R-port if it
is a Type 21 device. This network control message is transmitted through the newly activated
R-port. This message shall not be forwarded to the other port.

5.3.3.4.5.3 NCM_FAMILY_RES
NCMT: 0x02

This network control message is used to confirm whether the recipientis a Type 21 device when
the recipient receives the NCM_FAMILY_REQ message from the newly linked device. This
message is transmitted through the R-port used to receive the NCM_FAMILY_REQ message.

This nressage-shatnotbeforwardedto-theotherport——mmm

5.3.3.4.5.4 NCM_MEDIA_LINKED
NCMT|: 0x03

This nletwork control message is used to indicate that a new Type 21 link-has been establlished
through the R-port. This message is transmitted through the newly\activated R-por{. The
destinfation DL—entity identifier contains C_ NCM_ADDR. When the DLM receives this megsage,
the DILM increments the hop count in the frame, and forwards the frame through the other R-
port. This message is discarded by the LNM or the device thatg@enerated the message.

5.3.3.4.5.5 NCM_ADV_THIS
NCMT|: 0x04

This network control message is used to transmit the recipient's local device information| when
the retipient receives NCM_MEDIA_LINKED;message from a new device on the networK. This
mess3ge is transmitted through the R-portithat is used to receive the NCM_MEDIA_LINKED
mess3gge. The destination DL—entity identifier contains C_NCM_ADDR. When the DLM regeives
this mtlessage, the DLM increments the-hop count in the frame, and forwards the frame tHrough
the other R-port. This message isxdiscarded by the LNM or the device that generatgd the
message.

5.3.3.4.5.6 NCM_LINE:-START
NCMT|: 0x05

This metwork control message is used to broadcast that the network topology has| been
automatically eonfigured as a line network. This message is initiated by the DLM whosg state
is chaphged t0.ENM when the existing line network is divided into two line networks, or when a
link fajlure’is*detected in a ring network and the network is reconfigured as a line networl. This
mess3agelis broadcast on the network using the broadcast address.

5.3.3.4.5.7 NCM_RING_START
NCMT: 0x06

This network control message is used to broadcast that the network topology has been
automatically configured as a ring network. This message is initiated and broadcast through
both R-ports by the DLM whose state is changed to RNMP.

5.3.3.4.5.8 NCM_ACK_RNMS
NCMT: 0x07

This network control message is used by the RNMS device to broadcast that the RNMS has
been successfully selected. This message is transmitted from the RNMS to the RNMP.
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5.3.3.4.5.9 NCM_CHECK_NET_INTEGRITY

NCMT: 0x08

This network control message is used by RNMS, RNMP and LNM to check the integrity of the
network path. In the ring topology, it is a message periodically transmitted/received by two
devices, RNMP and RNMS. This message contains the period value of the sender. The receiver
sets three times the period value included in the message as the timeout value. When a timeout
occurs in the R-port direction, NCM_CHECK_NEIGHBOR_INTEGRITY is broadcast to the R-

port.

5.3.3.4-5-16 NEM—EHEEK—NEIGHBORINTEGRITFY

NCMT|: 0x09

This network control message is used by RNMS, RNMP and LNM to detect netwark fault o
in the[RRP network.

5.3.3.4.5.11 NCM_NET_IS_RING

NCMT|: 0x0A

This network control message is used by two LNM devices to _broadcast network topolog

been

5.3.3.

changed from line to ring by connecting two LNMs.

1.5.12 NCM_RENEGO_REQ

NCMT|: 0xOB

This network control message is used when\requesting to restart negotiation between tw
devicgs.

5.3.3.
5.3.3.

b Extension (EXT)

5.1 General

This field exists when the W.oE bit in the frame control field is set to TRUE. The extensio

is spe

cified as shown ih Figure 10.

Extension Code
G Extension Type Extension Length
15141321 |11]10[ 9|8 |7 |6 [5][4|3]2[1]0

cation

y has

b RRP

h field

Rey

G: Group Mask
IEC

Figure 10 — Extension field

The separate field and its permissible values are described in Table 44.
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Table 44 — Extension

Field Name Position Value/Description
Extension Length Bit0 -7 0 to 255: the length of extension field
Extension Type Bit 8 — 14 0: Invalid extension type

1 to 127: reserved for future use

Group Mask Enable | Bit 15 0x0: Group mask is enabled

0x1: Group mask is disabled

5.3.3..2 Group Mask Enable

Groupg Mask Enable is a bit field to specify whether the frame is to be acceptediby th¢ peer
devicg or not, when the frame is broadcast or multicast. When the value is set to, TRUE, [group
mask |s enabled in the peer device that receives the frame. Otherwise, group mask is digabled
in the|peer device. When the group mask is enabled, the group mask fieldstare appenged in
the odtion field (see 5.3.3.8).

5.3.3..3 Extension Type

This fleld indicates the type of extension field. The value 0x00{indicates an invalid ext¢nsion
type dnd the other values are reserved for future use.

5.3.3.p.4 Extension Length

This fleld indicates the length of the extension field»When Group Mask Enable is set to [TRUE
and extension type is set to 0x00, the extension length specifies the length of the group| mask
field. When group mask enable is set to FALSE"and extension type is set to a value other than
0x00, [extension length specifies the lengthof'the extension field. When group mask enable is
set to|[TRUE and extension type is not setto 0x00, the first two octets specify the length|of the
group|mask field and the next two octets'specify the extension type.

5.3.3.6 DSAP

This field indicates the SAP of-the DLE to which the DLPDU is sent. The permissible valugs are
in the|range 0 to 65 535, The DSAP is specified as shown in Figure 11 and Table 45.

Destination service access point
DSAP
1B5yM4 13|21 1110|987 [6|5[4[3]2][1]0

IEC

Figure 11 — DSAP field

Table 45 — Destination service access point

Field Name Position Value/Description

DSAP Bit0 - 15 Service access point of destination DLE

5.3.3.7 SSAP

This field indicates the SAP of the DLE from which the DLPDU is generated. The permissible
values are in the range 0 to 65 535. The DSAP is specified as shown in Figure 12 and Table 46.
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5.3.3.
5.3.3.

This fleld indicates the option field when the VoE (see 5.3.3.4.2) is set-to TRUE. The
field i$ used to indicate group mask information or other additional information. The ma
lengthl of option field is limited to 256 octets.

5.3.3.

This fleld indicates the length of group mask and extension information. When group
enabl¢ is set to TRUE and the extension type is not 0x00¢ the first two octets indicate the
of the|group mask field and the next two octets indicate the length of the extension typgq

When
mask
exten

5.3.3.

This fi

enabl
to 32
entity
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Source service access point
SSAP
15[14[13[21][11]10] 9|8 |7[6][5]4[3][2]1]0

IEC

Figure 12 — Source service access point field

Table 46 — source service access point

Field Name Position Value/Description
SSAP BTO—15 SETVITE access point of source DLE
B Option
8.1 General

8.2 Length of group mask and extension information

group mask enable is set to FALSE and thé.extension type is 0x00, the length of
and extension information field is ignoredFigure 13 shows the length of group mag
sion information.

Length of groupimask and extension information

Length of group mask Length of extension_information

31\30\29ij[18]17]16 15[ 6|5 [feese/ [2]1]0

IEC

Figure 13':=Length of group mask and extension information

B.3 Group. mask

:fld uses a bit sequence to indicate the receipt selection of a message. When group|
is set-to TRUE, the group mask field is appended in 4-octet units, for example, 4

2023

bption
imum

mask
ength
field.

group
k and

mask
8, 12

pciets! Each bit indicates the receipt selection of the frame for the correspondin
idéntifier. A 1 means TRUE for frame receipt and 0 means FALSE. The first bit ind

y DL-
icates

the frame receipt option for highest DL—entity identifier. Figure T4 shows the bit sequence order
of group mask field when its length is set to 255. When the extension type is set to 0x00, the
group mask field is appended to the option field. Otherwise, the group mask field is appended
after the length of group mask and extension information fields.

Group Mask
Group Mask

Upto255 | feese/ |10 9|8 |7 ]6]5|4[3]2]1]0

IEC

Figure 14 — Group mask option field
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5.3.3.8.4 Extension information

This field is reserved for future extension. This field contains 4 octets aligned extension
information.

5.3.3.9 Data and pad

This field indicates the data field received from a DLS-user.

5.4 Order of bit transmission

The order of bit transmission is identical to ISQ/IEC/IEEE 8802-3:2021 _Clause 3. Fach octet
of the|DLPDU with the exception the FCS is transmitted with the low-order bit first.

5.5 |Invalid DLPDU

An invalid DLPDU shall be defined as one that meets at least one of the following condjtions;
this is|almost identical to ISO/IEC/IEEE 8802-3:2021, Clause 3:

Lepgth/type field contains a type value defined by ISO/IEC/IEEE)8802-3:2021, 3.2.4, then
the frame length is assumed consistent with this field and should not be considered an
inyalid DLPDU on this basis;

b) itis not an integral number of octets in length;

a) thI'frame length is inconsistent with a length value specified in the kength/type field] If the

c) the bits of the incoming DLPDU excluding the F€S,field do not generate a CRC|value
identical to the one received;

d) itis inconsistent with a F-type value of Type 21 fieldbus DLPDU.

The cpntents of invalid DLPDUs shall not be passed to the DL-user or DLE. The occurrepce of
an invjalid DLPDU can be communicated to.thé network management.

Invalig DLPDUs can be ignored, discarded, or used in a private manner by a DL-user othgr than
the RTE DL-user.

NOTE |The use of such DLPDUs is(beyond the scope of this document.
6 DLPDU structure-and procedure

6.1 General

This ¢lause defines the structure, contents, and encoding for each type and format pf the
DLPDU, aleng with procedural elements. Subclauses describe the structure, corntents,
paranletersy and encoding of the DLPDU, along with the Type 21-specific part of the DL.PDU
structure,” which is shown in Figure 4. The aspects relating to sending and receiving by
DLS-users and their DLEs are also described.

NOTE In Clause 6, any reference to bit K of an octet is a reference to the bit whose weight in a one-octet unsigned
integer is 2K, and this is sometimes referred to as "little-endian" bit numbering.

6.2 Common DLPDU Field
6.2.1 General

Figure 15 shows the common DLPDU field. The Version and Length field is common to every
DLPDU and is not described further for each DLPDU type.
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Version and Length
Version Length
15/14[13[21][11]10] 9|8 |76 |5 |4[3]2]1]0

IEC

Figure 15 — Common DLPDU field

6.2.2 Version

This field indicates the Type 21 protocol version with a 5 bit sequence. The highest
specify the major version and the lowest 3 bits specify the minor version (see 5.3.3.1).

6.2.3 Length

This field indicates the length of the data field in octets including the FCS field. The perm
valueg are in the range 12 to 1 498.

6.3 DL-DATA Transfer
6.3.1 DT DLPDU
6.3.1.1 General

The DT DLPDU is used to carry Type 21 data from one deviee to another.

6.3.1.2 DT DLPDU structure

Figurg 16 shows the process of building a DT DLPDU and Figure 17 shows the structure
DT DYPDU.

DLL-related .
DLS-user parameters Service- related data

DL DATA.req

Service-related parameters v

MAC:related DLL-

DL-layer parameters header DLSDU DLPDU
-—— MA- DATA.req
Ph-layer, e
Figure 16 — Building a DT DLPDU
DST Addr | SRC Addr FC EXT DSAP SSAP opt DATA

IEC
Figure 17 — DT DLPDU structure

6.3.1.3 DT DLPDU Parameters
6.3.1.3.1 General

Table 47 shows the list of DT DLPDU parameters.

2 bits

ssible

of the
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Table 47 — DT DLPDU parameters

Parameter Data type Value/Description

DST_addr UNSIGNED16 Destination DL—entity identifier
[Optional]
-Broadcast
-Multicast (user-defined)
-Unicast

Priority UNSIGNEDS8 0x00 to 0x03
Bx04-te-OxFF—+reserved

DSAP UNSIGNED16 Destination DLSAP of remote device

SSAP UNSIGNED16 Source DLSAP

Groupg mask — Intended destination device bit array. Only when broddcast
or multicast.

Group mask length UNSIGNEDS8 Length of group mask. Only when brdadcast or multidast.

Data — DLSDU

Data ength UNSIGNED16 Length of DLSDU

Extengion type UNSIGNEDS8 0x00: invalid
0x01 to Ox7F

Extenpion data — 4 octets aligned’Extension data

Extengion length UNSIGNED16 Length of Extension data

6.3.1.8.2 DST_addr
This parameter indicates the destination DL=entity identifier of the DLE(s) for which the DLPDU

is intended. This can be an individual or\multicast (including broadcast) DL—entity identifigr, not

its MA
0x00
OxFD.

And OxFF. A user-defined multicast address is assigned a value in the range 0
A broadcast address is.(@ssighed the value OxFF. The values 0x0100-0xFFR

resered. The value 0xDD indicates an invalid address (see 5.3.3.2).

6.3.1.
This f

8.3 Priority

eld indicatesithe frame priority with a 2 bit sequence. This field contains the value

messgge priorityyparameter of the DL service. The highest priority is 0x03, and 0x00

C address. The destination address for unicast is explicitly assigned a value befween

DE to
F are

of the
is the

lowest (see 53:3.4.3).

6.3.1.8.4 DSAP

See 5.3.3.6.

6.3.1.3.5 SSAP

See 5.3.3.7.

6.3.1.3.6 Group mask

See 5.3.3.8.3.

6.3.1.3.7 Group mask length

See 5

.3.3.8.2.
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6.3.1.3.8 Data

This d

ata field is the DLSDU.

6.3.1.3.9 Data length

This field indicates the length of the data field in octets. The permissible values are in the range

0to1

486.

6.3.1.3.10 Extension type

See 5

3353

6.3.1.

This data field is the Extension data.

6.3.1.

See 5

6.3.1.
When

B.11 Extension data

B.12  Extension length
3.3.54.

(] Sending

the local DLS-user initiates a DL-DATA service request to transfer a DLSDU to a peer

DLS-User, the DLSDU is stored in the RT-queue and-{ransmitted by the DLPM using|a DT
DLPDU. The group mask option is available when the DL-DATA DLPDU is broadcpst or
multicpst.
Table|48 shows the required data link service primitives and parameters to send a DT DLPDU.
To sepd a DT DLPDU to a peer DLE, the DLPM queries the peer device's path information to
the DIM using the DLM-GET_PATH service: Then, the DT DLPDU is transmitted using an MA-
DATA|service request primitive.
Tdble 48 — Primitives exchanged between DLS-user and DLE to send a DT DLPDU
Primitive Source Associated parameters
DL-DATA request DLS-user DST_addr
DSAP
SSAP
Priority
Group mask
Group mask length
Data
Data length
Extension type
Extension data
Extension length
DLM-GET_PATH request DLE (DLPM) DST_addr
DLM-GET_PATH confirm DLM Status
R-port
MAC address
MA-DATA request DLE (DLPM) DLPDU
DLPDU length
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6.3.1.5 Receiving

When a DT DLPDU is received through the MAC layer, the DLPM checks that it is valid and if
it is intended for the local DLS-user. If the DT DLPDU is broadcast or multicast, the DLPM
examines the group mask field to check if the DT DLPDU is intended for the local DLS-user. If
the DLPDU is intended for the local DLS-user, the DLPM extracts the DLSDU from the received
DT DLPDU and delivers the DLSDU to the appropriate DLS-user using a DL-DATA indication
primitive. If no DLS-user is registered for the DSAP in the received DT DLPDU, the DLPM
discards the DT DLPDU just received.

Table 49 shows the required data link service primitives and parameters to receive a DT DLPDU.
When a DT DI PDU js received through the MA-DATA indication service primitive, the DL PM
extradts the DLSDU from the received DT DLPDU and delivers the DLSDU to the apprdpriate
DLS-yser.

Tabje 49 — Primitives exchanged between DLS-user and DLEs to receivejaDT DLPDU

Primitive source Associated parameters
MA-DATA indication MAC DLPDU
DLPDU length
DL-DATA indication DLPM DLSDU

DLSDU leqgth

SRC PL Address
DST. DL Address
DSAP

SSAP

Type of Service(ToS)
Group receive

Group length

Group data
Extension type

Extension length

Receive R-port

6.4 DL-SPDATA\Transfer
6.4.1 SPDT.DLPDU

6.4.1.1 General

SPDT DLPDUs are used to carry non-Type 21 data, such as IP.

6.4.1.2 SPDT DLPDU structure

Figure 18 shows the process of building an SPDT DLPDU and Table 50 shows the structure of
the SPDT DLPDU. The Type 21 header is not included in the SPDT DLPDU.
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DLL-related Service- related data
DLS-user parameters L/ (IP /TCP /UDP or etc..)

DL- SPDATA.req

MAC-related

DL-layer parameters DLSDU DLPDU

—— MA- DATA.req i

Ph-layer

IEC

Figure 18 — SPDT DLPDU structure

6.4.1.38 SPDT DLPDU parameters
6.4.1.8.1 General
Table |50 shows the parameter list for the SPDT DLPDU.

6.4.1.

Table 50 — SPDT DLPDU Parameters

Parameter Data type Value/Description
Data Octetstring DLSDU
Data Length UNSIGNED16 Length’of DLSDU
8.2 Data

This fleld indicates the DLSDU, which is to be transmitted in a ISO/IEC/IEEE 8802-3 Et

hernet

frame| This DLSDU can be any protocol data unit, such as an IP packet.

6.4.1.8.3 Data length

This fileld indicates the length of the-data field in octets. The permissible values are in the|range
0 to 1|514.

6.4.1.4 Sending

When|the local DLS*user initiates a DL-SPDATA service request to transfer a DLSDU [to the
peer DLS-user, the\DLSDU is stored in the NRT-queue and transmitted by the DLPM us|ng an
SPDT|DLPDU,athis case, the DLSDU is transmitted as the SPDT DLPDU without a Type 21
header.

Table|53<{shows the required data link service primitives and parameters to send an [SPDT
DLPDUThe SPDT DLPDU s transmitted by the DEPMUsing a MA-DATA TequestService
primitive.

Table 51 — Primitive exchanged between DLS-User and DLEs to send an SPDT DLPDU

Primitive Source Associated parameters
DL-SPDATA request DLS-User Data: DLSDU
Data length: length of DLSDU
MA-DATA request DLPM DLPDU

DLPDU length
MA-DATA confirm MAC Status
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6.4.1.5 Receiving

When an SPDT DLPDU is received through the MAC layer, the DLPM checks that it is valid and
if it is intended for the local DLS-user. If this is the case, the DLPM extracts the DLSDU from
the SPDT DLPDU and delivers it to the appropriate DLS-user using a DL-DATA indication

primiti

ve.

Table 52 shows the required data link service primitives and parameters to receive an SPDT
DLPDU. When an SPDT DLPDU is received through the MA-DATA indication service primitive,
the DLPM extracts the DLSDU from the received SPDT DLPDU and delivers the DLSDU to the
appropriate local DLS-user.

6.5
6.5.1

Netwd

among DLMs. Five message types are provided’to share the network information.

6.5.2
6.5.2.

NCM |
that u

Table 52 — Primitives exchanged between DLS-user
and DLEs to receive an SPDT DLPDU

Primitive Source Associated parameters
MA-DATA indication DLPM DLPDU
DLPDU length
DL-SPDATA indication | MAC DLSDU
DLSDU length

Network control messages
General

rk control message (NCM) DLPDUs are uséd to transfer the network control mes|

NCM_LA DLPDU
( General

LA DLPDU is used to trangfer local device information including user defined inforr
ses the extension field to the peer device when a link is established. When thd

sages

hation
DLM

detects the change of link,status through the Ph-LINK_STATUS_CHANGE indication primitive,

the DI
an N(
establ

6.5.2.

M queries the linkSstatus information of the physical layer. After that, the DLM gen
M_LA DLPDU to.send the changed link information to the peer device over the
ished link.

p NCM LA DLPDU structure

NCM

showq the’structure of the NCM_LA DLPDU after the Ethernet header.

essages are based on the basic Type 21 DLPDU structure shown in Figure 19. Fig

brates
newly

ire 19

DST Addr DATA
(C_NCM_ADDR) SRC Addr FC EXT DSAP SSAP (Local Device Information)

IEC

Figure 19 — NCM_LA DLPDU structure

6.5.2.3 NCM_LA DLPDU parameters

Table

53 shows the parameter list of the NCM_LA DLPDU.
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6.5.2.4

When|the DLM detects the change in the link status through the Ph-LINKX-STATUS_ CH
fion primitive, the DLM queries the link status information of the physical layer. If the link
is newly established, the DLM generates NCM_LA DLPDU to send the.changed link inforn
to the|peer device over the newly established link. NCM_LA DLPDU-is stored in the RT-
and trensmitted by the DLPM using the MA-DATA request primitive.

indica

6.5.2.

The d_NCM_ADDR is used as the destination DL—entity identifier in the NCM_LA D
Whenjan NCM_LA DLPDU is received through the MAC layer, the DLM increases the hop
field im the DLPDU and forwards the DLPDU through the other R-port. The NCM_LA DLH
discarded by the LNM or the device that generated the DLPDU. NCM_LA DLPDU is re
and processed by the DLM as follows:

a)

Parameter Data type Description
DST_addr UNSIGNED16 C_NCM_ADDR (see 5.3.3.2)
SRC_addr UNSIGNED16 Local DL—entity identifier DL_ADDR

(see 5.3.3.3)
NCMT UNSIGNEDS NCM_FAMILY_REQ (see 5.3.3.4.5.2)
DLMDU — DL management data unit
Local device information (see 4.6.5)
Length UNSIGNED16 Length of DLMDU
R-port UNSIGNEDS8 Newly link-activated R-port
Sending

Receiving

th¢ DLM checks whether the DLPDUds generated by the device itself. If this is the
and the DLPDU is received through-the other R-port, it means the network is configu
a fing network. If this is the case;“proceed to step f) and finish the procedure withou
g)| Otherwise, proceed to step'b);

ANGE

hation
ueue

L PDU.
count
DU is
eived

case,
red as
t step

b) sef the R-port's linked device'type in the PORT_INFO (see 4.6.5.9) to "homogeneous device
type";

c) exfract the device(path information (DPI) from the DLMDU and check for a DL-entity
identifier collision(using the DPI. If the source address is not registered in the DPI, geperate
an| EVENT_IN_DEVICE event. If a local DL-entity identifier collision is detected, slet the
DEV_FLAG {{see 4.6.5.3) to "Local DL-entity identifier Collision," and generate an
EVENT_THIS ADDR_COLLISION event. If a network DL-entity identifier collisjon is
detectedi"set the NET_FLAG (see 4.6.6.11) to "Network DL-entity identifier Cdllision
Status,“” and generate an EVENT_NET_ADDR_COLLISION event. Notification df any
gepnerated event is sent to the local DLMS-user using the DLM-EVENT indication skrvice
primitive;

d) increment the HOP_CNT (see 4.6.5.13) in the received DLMDU;

e) forward the modified NCM_LA DLPDU through the other R-port;

f) check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 7.3.3);

g) generate an NCM_AT DLPDU and transmit the DLPDU through the opposite R-port.

6.5.3 NCM_AT DLPDU

6.5.3.1 General

An NCM_AT DLPDU is used to transfer local device information to the other devices on the
network when a device receives an NCM_LA DLPDU. This DLPDU is transmitted through the
R-port that is used to receive the NCM_LA DLPDU.
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6.5.3.2 NCM_AT DLPDU structure

See 6.5.2.2.

6.5.3.3 NCM_AT DLPDU parameters

Table 54 shows the parameter list of NCM_AT DLPDU.

6.5.3.4 Sending

When|the DLM receives an NCM_LA DLPDU, the DM generates an NCM_AT DLPDU tlgr the
DLMDOU including the local device information. Thé DLMDU is stored in the RT-queu

Table 54 — NCM_AT DLPDU parameters

Parameter Data type Description

DST_addr UNSIGNED16 C_NCM_ADDR (see 5.3.3.2.3)

SRC_addr UNSIGNED16 Local DL-entity identifier DL_ADDR
(see 4.6.5.2)

NCMT UNSIGNED8 NCM_ADV_THIS (see IEC 61158-3-21
4.4.3.2.4)

DLMDU — Local device information (see 4¢6.5)

Length UNSIGNED16 Length of DLMDU

R-port UNSIGNEDS8 R-port used to receive thesNCM_LA
DLPDU

and

transmitted by the DLMP through the R-port through which the NCM_LA DLPDU was recgived.

In thig case, C_NCM_ADDR is used as the destination DL—entity identifier.

6.5.3.9 Receiving

The ¢_NCM_ADDR is used as theldestination address in an NCM_AT DLPDU. When an
NCM_|AT DLPDU is received through the MAC layer, the DLM increments the hop count field in
the DLPDU and forwards thesDLPDU through the other R-port. The NCM_AT DLPPU is
discarded by the LNM or the/device that generated the DLPDU. The NCM_AT DLPDU is

receivied and processed by the DLM as follows:

a)

the DLM checks whether the DLPDU was generated by the device itself. If the DLPDU was
geherated locally and received through the other R-port, it means the network is conflgured
as|a ring network. In this case, proceed to step f). Otherwise, proceed to step b);

sel the R-port's linked device type in the PORT_INFO (see 4.6.5.9) to "homogeneous @levice

a DL—
y g g e DPI,
generate an EVENT_IN DEVICE event If a local DL—entity identifier collision is detected
set the DEV_FLAG (see 4.6.5.3) to "Local DL—entity identifier Collision," and generate an
EVENT_THIS_ADDR_COLLISION event. If a network DL-entity identifier collision is
detected, set the NET_FLAG (see 4.6.6.11) to "Network DL-entity identifier Collision
Status," and generate an EVENT_NET_ADDR_COLLISION event. Notification of any
generated event is sent to the local DLMS-user using the DLM-EVENT indication service
primitive;
increment HOP_CNT (see 4.6.5.13) in the received DLMDU;
forward the modified NCM_LA DLPDU through the other R-port;

check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 7.3.3).
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6.5.4 NCM_LS DLPDU

6.5.4.1 General

The NCM_LS DLPDU is used to indicate that the network is automatically configured as a line
topology when a line network is newly established, or that an existing line network is divided
into two lines, or that a ring network has been reconfigured as a line network. This DLPDU is
generated by the device that is selected as the LNM on the network.

6.5.4.2 NCM_LS DLPDU structure

See 6.5.2.2.

6.5.4.8 NCM_LS DLPDU parameters

Table[55 shows the NCM_LS DLPDU parameter list.

6.5.4.4 Sending

Table 55 - NCM_LS DLPDU parameters

Parameter Data type Description
DST_addr UNSIGNED16 Broadcast address (see5.3.3.2.2)
SRC_addr UNSIGNED16 Local DL—entity-idéntifier DL_ADDR

(see 4.6.5.2)
NCMT UNSIGNEDS8 NCM_LINE, START (see 5.3.3.4.5.4)
DLMDU — Local-device information (see 4.6.5)
Length UNSIGNED16 Lehgth of DLMDU
R-port UNSIGNEDS8 link-activated R-port

When|the state of the DLM is changed to LNM, the DLM generates an NCM_LS DLPDU to
inform every device on the networkof the change in network topology. The NCM_LS DLRDU is
stored in the RT-queue and itris\broadcast by the DLPM using the MA-DATA request primitive.

6.5.4.5 Receiving

The bfoadcast DL—entity identifier is used as the destination address in an NCM_LS DLPDU.
Therefore, the NGM*LS DLPDU is directly forwarded by the MAC layer. The NCM_LS D[LPDU
is progessed by the DLM as follows:

a)

b)

extractthe DPI (see 4.6.7) from the DLMDU and use it to check for a DL-entity idgntifier
collision” If the source address is not registered in the DPI, generate an EVENT_IN_DEVICE
event If a local DI —entity identifier collision is detected set the DEV _FILAG (see 416.5.3)
to "Local DL—entity identifier Collision," and generate an EVENT_THIS_ADDR_COLLISION
event. If a network DL-entity identifier collision is detected, set the NET_FLAG
(see 4.6.6.11) to "Network DL-entity identifier Collision Status,”" and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive;

check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 7.3.3);

if the DLM state is not LNM or RNM, enable the frame forward functions and set "frame
forwarding function from R-port1 to R-port2" and "Frame Forwarding Function from R-port2
to R-port1" in the PORT_INFO (see 4.6.5.9) to TRUE.
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6.5.5 NCM_RS DLPDU

6.5.5.1 General

The NCM_RS DLPDU is used to indicate that the network is automatically configured as a ring
topology. This DLPDU is generated by the device that is selected as the RNMP on the network.

6.5.5.2 NCM_RS DLPDU structure

See 6.5.2.2.

6.5.5.3 __NCM RS DI PDU parameters
Table |56 shows the NCM_RS DLPDU parameter list.

6.5.5.4 Sending

Table 56 — NCM_RS DLPDU parameters

Parameter Data type Description
DST_addr UNSIGNED16 Broadcast address
SRC_addr UNSIGNED16 Local DL—entity identifiery DL_ADDR
(see 4.6.5.2)
NCMT UNSIGNEDS8 NCM_RING_START
(see IEC 61158:3-21, 4.4.3.2.4)
DLMDU — Local device information (see 4.6.5)
Length UNSIGNED16 Length)of"DLMDU
R-port UNSIGNEDS8 R-port1, R-port2

When|the state of the DLM is changed:-i@)RNMP, the DLM generates an NCM_RS DLPDU to
inform every device on the network of the change in network topology. The NCM_RS DLRDU is

stored in the RT-queue and broadcast'by the DLPM using the MA-DATA request primitiv

6.5.5.p Receiving

D

The bfoadcast DL-entity.identifier is used as the destination address in an NCM_RS DLPDU.
Therefore, the NCM_RS DLPDU is directly forwarded by the MAC layer. The NCM_RS DILPDU

is progessed by the DLM as follows:

a)

b)

d)

e)

extract the PPl (see 4.6.7) from the DLMDU and use it to check for a DL-entity idgntifier
collision.df.the source address is not registered in the DPI, generate an EVENT_IN_DEVICE
event. Af a local DL—entity identifier collision is detected, set the DEV_FLAG (see 4/6.5.3)
to ['Local DL—entity identifier Collision," and generate an EVENT_THIS_ADDR_COLLJSION
event” If a network DI -—entity identifier collision is detected, set the NET IFLAG
(see 4.6.6.11) to "Network DL-entity identifier Collision Status,” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive;

check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 7.3.3);

if the DLM state is not RNMP or RNMS, enable the frame forward functions and set "frame
forwarding function from R-port1 to R-port2" and "Frame Forwarding Function from R-port2
to R-port1" in PORT_INFO (see 4.6.5.9) to TRUE.

when the device is designated as the RNMS by the RNMP, disable the frame forwarding
function in the RNMP direction;

enter the RNMS state if the frame forwarding control is successfully completed. Otherwise,
remain in the GD state;

when the DLM enters the RNMS state, send NCM_ACK_RNMS to the RNMP.
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NCM_AR_DLPDU

2023

The NCM_AR DLPDU is used to indicate that the designated RNMS has been successfully
assigned and is operational. This DLPDU is generated by the device that is selected as the
RNMS and transferred to the RNMP.

6.5.7

NCM_AR DLPDU structure

6.5.7.1 General

See 6.5.2.2.

6.5.7.

Table

6.5.7.

When
to ind

6.5.7.

The N
proce

a) ex
co
ev
to

p NCM_AR DLPDU parameters

57 shows the NCM_AR DLPDU parameter list.

Table 57 — NCM_AR DLPDU parameters

Parameter Data type Description
DST_addr UNSIGNED16 DL-entity identifier of RNMP
SRC_addr UNSIGNED16 Local DL-entity ideftifier DL_ADDR
(see 4.6.5.2)
NCMT UNSIGNEDS8 NCM_ACK_RNMS
(see IEC 61,158-3-21, 4.4.3.2.4)
DLMDU — Local device information (see 4.6.5)
Length UNSIGNED16 Length of DLMDU
R-port UNSIGNEDS8 Destination R-port in the Path table
8 Sending

the state of the DLM changessfrom GD to RNMS, the DLM generates an NCM_AR
cate that the designated RNMS is successfully assigned, and unicasts it to the RN

1 Receiving

CM_AR DLPDU ig* unicast from the RNMS to the RNMP. The NCM_RS DLP
ssed by the DLM)jin the RNMP device as follows:

fract the DPI (see 4.6.7) from the DLMDU and use it to check for a DL—entity ide
lision. Jf the source address is not registered in the DPI, generate an EVENT _IN_DU
ent. ifa*local DL—entity identifier collision is detected, set the DEV_FLAG (see 4
"Local DL—entity identifier Collision," and generate an EVENT_THIS_ADDR_COLL

LPDU
MP.

DU is

ntifier
FVICE
6.5.3)
SION

eV

ent” If a network DL-—entity identifier collision is detected, set the NET

FLAG

(see 4.6.6.11) to "Network DL-entity identifier Collision Status,” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive;

b) Disable the frame forwarding function in the RNMS direction.


https://iecnorm.com/api/?name=ea100489c2e209b51ac59738d1539576

IEC 61158-4-21:2023 © |EC 2023 - 61—

7 DLE elements of procedure

7.1 Overall structure

The DLL is composed of the control elements of the DLPM, the dual MAC (DMAC), the dual
physical interface (DPHY), and the DLL management Interface. The DLPM is the primary control
element. It provides the functions for deterministic MAC by coordinating the DMAC and the
NCMs for reliable and efficient support both of higher-level connectionless real-time and non-
real-time data transfer services. The DLL management interface provides DLL management
functions. Figure 20 depicts the overall structure of the DLL.

,I\I . ™ DL IMSAD _ALLQOC rag, nf.
Di-Data | T ANAgeTITe It P DEALLOC req / onf
Transfer Service | Service DLM-GET_SAP_INFO.req / .cnf
! DLM-SET_VALUE req / .cnf
_ DLM-GET_VALUE req / .cnf
DL-DATA.req /.cnf/.ind. DLM-GET_DIAG.req /.cnf
DLS-USEF DL-SPDATA.req / .cnf/ .ind ; DLM-RESET._req/.cnf
A { DLM-GET_PATH.req/ cnf PHMEVENTId
| DL-NCM_SND.req / .cnf/ .ind=j========mssmsmcsnens, \4
DL-layer v
{ RT-Queue ] |, NRT - Queue } DLM
PR 2N interface
<« Y - -
________________________ < » ‘ Erivironment variables |
MAC-Daia i Rx MAC MAC MAC ‘ Device information |
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Figure 20 — DLL structure and elements
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7.2 |DL-protocol machine (DLPM)

7.2.1 Overview

The DLPM maintains two transmitter queues and one receiver queue. When a local DLS-user
or DLMS-user generates a message, the message is stored in the RT-queue or the NRT-queue
in the form of a DLPDU. The DLPM handles the messages in the RT-queue according to the
DLPMSP. The DLPM transmits the message using the MA-DATA request primitive. When a
message is received by the MAC layer, the received message is stored in the receiver queue
and processed on a first-in, first-out basis by the DLPM.

7.2.2 Primitive definitions

7.2.21 Primitives exchanged between DLPM and DLS-user

Table 58 shows the data link service primitives exchanged between the DLPM and the DLS-user.
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Table 58 — Primitives exchanged between DLPM and DLS-user

Primitive Source Associated parameters Description
DL-DATA.req DLS-user DST_addr Transmit request to remote Type 21 device
DSAP
SSAP
Priority

Group mask

Group mask length

DLSDL)

DLSDU length
Extension type
Extension data

Extension length

DL-DATA.cnf DLPM Status Confirmation to calling/DLS-user
DL-DATA.ind DLPM DST_addr Receive indication from a remote Type 1
SRC_addr device
DSAP
SSAP

Type of Service(ToS)
DLSDU

DLSDU length

Group receive

Group length

Group data
Extension“type
Extension data
Extension length

Receive R-port

DL-SRDATA.req DLS-user DLSDU Sporadic data transmit request to remofe
T 21 devi
DLSDU length ype evice

DL-SRDATA.cnf DLPM Status Confirmation to calling DLS-user

DL-SHDATA.ind DLPM DLSDU Sporadic data receive indication from a
remote Type 21 device
DLSDU length

Table 59 shows the parameters exchanged between the DLPM and the DLS-user.
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Table 59 — Parameters exchanged between DLPM and DLS-user

Parameter Description

DST_addr Destination DL—entity identifier.
C_BROADCAST_ADDR: broadcast address OxFF
User-defined multicast address: 0xFD-0xDE
0-MAX_DEVICE_ADDR: unicast address

DSAP Destination service access point

SSAP Source service access point

Priority Messagepriority—FPermissibteveatresare€PRI—6-throtgh-E6—FPR—3
C_PRI_3 is the highest priority.

DLSDU DLSDU

DLSDJU length

Length of DLSDU

Statug This parameter allows the DLMS-user to determine whether the requested DLMS was

provided successfully. If it failed, the reason is specified. The valué.of this parameter |s
one of:
"OK - success — the variable could be updated";
"Failure — the variable does not exist or could not assumeé the new value";
"Failure — invalid parameters in the request".

NOTE |C_NCM_ADDR is not used for DL-DATA and DL-SPDATA sepvices.

7.2.2.2 Primitives exchanged between DLPM-and DLM

Table|60 and Table 61 show the data link¢service primitives and parameters exchpnged

betwegen the DLPM and the DLM.
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Table 60 — Primitives exchanged between DLPM and DLM

Primitive Source Associated parameters Description
DLM-GET_PATH.req DLPM DST_addr Path information request to DLM
DLM-GET_PATH.cnf DLM Status Confirmation to calling DLPM with R-port and

MAC address
R-port

MAC address

DLM-NCM_SND.req DLM DST_addr Transmit request for network control
message

NCM_FAMILY_REQ
NCM_FAMILY_RES

Length
NCM_MEDIA_LINKED
R-port
NCM_ADV_THIS
NCM_LINE_START
NCM_RING_START
NCM_ACK_RNMS
NCM_RETRY(RNMS
DLM-INCM_SND.cnf DLPM Status Confirmation-to calling service user
DLM-INCM_SND.ind DLPM DST_addr Netwark eontrol message receive indicafion
from(a remote Type 21 device
SRC_addr
NCMT
DLMDU
length

R-port
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Table 61 — Parameters used with primitives exchanged between DLPM and DLM

Parameter Description

DST_addr Destination DL—entity identifier.
C_BROADCAST_ADDR: broadcast address, OxFF
C_NCM_ADDR: Fixed DL-entity identifier for network control message, OxFE
0-MAX_DEVICE_ADDR: unicast address

SRC_addr Source DL-entity identifier.
"0-MAX_DEVICE_ADDR: unicast address"

R-por R-pert-whichis-tsed-to-transmit-a-frame-ortoreceive-aframe:

MAC @ddress

ISO/IEC/IEEE 8802-3 MAC address that corresponds to the Destination DL—€ntity
identifier.

NCMT

Network Control Message Type.
NCM_FAMILY_REQ (0x01),
NCM_FAMILY_RES (0x02),
NCM_MEDIA_LINKED (0x03),
NCM_ADV_THIS (0x04),
NCM_LINE_START (0x05),
NCM_RING_START (0x06),
NCM_ACK_RNMS (0x07),
NCM_CHECK_NET_INTEGRITY (0x08},
NCM_CHECK_NEIGHBOR_INTEGRITY (0x09),
NCM_NET_IS_RING (0x0A),
NCM_RENEGO_REQ (0x0B)

DLMDOU

DL management data unifi“The data field of DLM network control message.

Length

Length of DLMDU

Statug

This parameter allows the DLMS-user to determine whether or not the requested
was provided successfully. If it failed, the reason is specified. The value of this
parameter«Can’be one of:

"OK - suceess — the variable could be updated";
"Failure — the variable does not exist or could not assume the new value";

"Failure — invalid parameters in the request".

DLMS

NOTE |User-defined multicast addresses are not used for the destination DL-entity identifier.

7.2.3 DLPM state table

Figure

shown in Table 62.

2,3,4,5,6,7,
‘ 8,9,10,11,12,
13,14,15,16

IEC

Figure 21 — State transition diagram of the DLPM

PM is
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Table 62 — DLPM state table

Current Event Next state
/ICondition
=>actions
INITIALIZE POWER-ON or RESET READY
/
=>
READY DL-DATA.req {DST_addr, DSAP, SSAP, Priority, DLSDU, DLSDU READY
length }

[ CHECK_PARA(DLSDU length) = "True" &&

DLM-GET_PATH.req {DST_addr}

Status:= DLM-GET_PATH.cfm { D_MAC_addr, R-port }

Status ="Success" &&

CHECK_RTQUEUE( ) <> "Full"

=>

DLPDU:= BUILD_DLPDU(

D_MAC_addr, DST_addr, DSAP, SSAP, Priority, DLSDUDLSDU length)
ENQUEUE_RT(Priority, DLPDU, DLPDU length, R-port)
DL-DATA.cfm{Status:= "Success"}

READY DL-DATA.req {DST_addr, DSAP, SSAP, Pritrity, DLSDU, DLSDU READ|
length }

/ CHECK_PARA(DLSDU length) <> "Trte"
=>

DL-DATA.cfm{Status:= "Failures~/Invalid parameter"}

READY DL-DATA.req {DST_addr, BSAP, SSAP, Priority, DLSDU, DLSDU READ|
length }

/ CHECK_PARA(DLSDU length) = " True" &&
DLM-GET_PATH.ind { D_MAC_addr, R-port} ="Failure"
=>

DL-DATA.cfm{Status:= "Failure — not available destination"}

READY DL-DATA.req { DST_addr, DSAP, SSAP, Priority, DLSDU, DLSDU READJ}Y
lehgth }

ICHECK_PARA( DLSDU length ) = " True" &&
DLM-GET_PATH.ind { D_MAC_addr, R-port } =" Success" &&
CHECK_RTQUEUE( ) = "Full"

=>

DL-DATA.cfm{Status:= "Failure — The RT-queue is full"}

READY DL-SPDATA.req {DLSDU, DLSDU length} READY
/ CHECK_PARA(DLSDU length) = "True" &&
CHECK_NRTQUEUE() <> "Full"

=>

DLPDU:= DLSDU

R-port:= R-port1 && R-port2
ENQUEUE_NRT(DLPDU, DLPDU length, R-port)
DL-SPDATA.cfm {Status:= "Success"}
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Current

Event
/ICondition
=>actions

Next state

READY

DL-SPDATA.req {DLSDU, DLSDU length}
/ CHECK_PARA(DLSDU length) = "False"

=>

DL- SPDATA.cfm{Status:= "Failure — Invalid requested parameter"}

READY

READY

DL-SPDATA.req {DLSDU, DLSDU length}
/ CHECK_PARA(DLSDU length) = "True" &&
CHECK NRTQUEUE() = "Full"

READY

=>

DL- SPDATA.cfm{Status:= "Failure — The NRT-queue is full"}

READY

DL-NCM_SND.req {DST_addr, NCMT, DLMDU, Length, R-port}
/| CHECK_PARA(Length) = "True" &&
CHECK_RTQUEUE( ) <> "Full"

=>

Priority:= C_HIGHEST_PRIORITY

DLPDU:= BUILD_DLPDU_NCM(

DST_addr, Priority, NCMT , DLMDU, Length )
QUEUE_RT(Priority, DLPDU, DLPDU length,/R-port)
DL-NCM_SND.cfm{Status:= "Success"}

READ)

10

READY

DL-NCM_SND.req {DST_addr, NCMF,"\DLMDU, Length, R-port}
/ CHECK_PARA(Length) = "Falsg"
=>

DL- NCM_SND.cfm{Status:= "Failure — Invalid parameter"}

READJ)Y

11

READY

DL-NCM_SND.req {DST__addr, NCMT, DLMDU, Length, R-port}
/ CHECK_PARA(Length) = "True" &&

CHECK_RTQUEUE( ) = "Full"

=>

DL- NCM_SND.cfm{Status:= "Failure — The RT-queue is full"}

READ|

12

READY

MA-DATA.ind{DLPDU, DLPDU length, R-port}

/ CHECK_FRAME_ETH_TYPE(DLPDU) = "Type 21" &&
CHECK_FRAME_FOR_THIS(DLPDU) = "True" &&
CHECK_FC(DLPDU) <> "Network control message"
=>

DST addr= GET_D_ADDR(DI PDII)

READ|

SRC_addr:= GET_S_ADDR(DLPDU)

DSAP:= GET_DSAP(DLPDU)

SSAP:= GET_SSAP(DLPDU)

DLSDU:= GET_DLSDU(DLPDU)

DLSDU length:= GET_DLSDU(DLPDU length)
DLS-user:= GET_DLS_USER(DSAP)

dst_dIs_user:= SET_DLS_USER(DLS-user)
dst_dlIs_user.DL-DATA.ind{

DST_addr, SRC_addr, SSAP, DLSDU, DLSDU length}
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# Current Event Next state
/ICondition
=>actions

13 READY MA-DATA.ind{DLPDU, DLPDU length, R-port} READY

/ CHECK_FRAME_ETH_TYPE(DLPDU) <> "Type 21"
=>

DLSDU:= DLPDU

DLSDU length:= DLPDU length
DL-SPDATA.ind{DLSDU, DLSDU length}

14 READY MA-DATA.ind{DLPDU, DLPDU length, R-port} READY
/ CHECK_FRAME_ETH_TYPE(DLPDU) = "Type 21" &&
CHECK_FRAME_FOR_THIS(DLPDU) = "True" &&
CHECK_FC(DLPDU) = "Network Control Message"

=>

DST_addr:= GET_D_ADDR(DLPDU)
SRC_addr:= GET_S_ADDR(DLPDU)
DLMDU:= GET_DLSDU(DLPDU)
length:= GET_DLSDU(DLPDU length)
cmd:= GET_NCM_CMD(DLPDU)

DL-NCM_SND.ind{DST_addr, SRC_addr, NCMT, DLMDU, DLMDU
length, R-port}

15 READY New DLPDU from DLS-user READ}
/ CHECK_RTQUEUE( ) <> "Empty*

=>

DLPDU:= DQUEUE_RT(policy)

MA-DATA.req {DLPDUABLPDU length, R-port}

16 READY New DLPDU from DLS-user READ}
/ CHECK_RTQUEUE( ) = "Empty" &&

/ CHECK_(NRTQUEUE( ) <> "Empty"

=>

DEPDU:= DQUEUE_NRT( )

MA-DATA.req {DLPDU, DLPDU length, R-port}

7.2.4 DLPM-functions

All furjctions of the DLPM are summarized in Table 63.
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Table 63 — DLPM functions table

Function name Input Output Operation
CHECK_PARA DLSDU length True/False Return FALSE if the DLSDU exceeds
the C_MAX_USER_DLMDU_SIZE.
Otherwise, return TRUE.
CHECK_RTQUEUE (none) status Check the RT-queue condition. The
returned status is "Full," "Empty" or
"Queued."
BUILD_DLPDU D_MAC_addr DLPDU Build DLPDU and return the DLPDU
and its length.
DST_addr DLPDU length
DSAP
SSAP
Priority
DLSDU
DLSDU length
ENQUEUE_RT Priority (none) Queues the,input data into the ta|l of
DLPDU the RT-queue.
DLPDU length
R-port
CHEQK_NRTQUEUE (none) status Check that the NRT-Queue condition
for DATA is fully queued. The retprned
status is "Full," "Empty" or "Queyed."
ENQUEUE_NRT DLPDU (none) Queues the input data into the
NRT-QUEUE on a FIFO basis.
DLPDU length
R-port
BUILD_DLPDU_NCM DST_addr DLPDU Build NCM DLPDU and return thdg
. DLPDU and its length.
Priority DLPDU length
NCMT
DLMDU
DEMDU length
DQUHUE_RT Policy DLPDU Get a DLPDU from the RT-queue|as
ified by the DLPMSP.
DLPDU length specitied by the
R-port
DQUHUE_NRT (none) DLPDU Get a DLPDU from the NRT-quede
DLPDU length according to the FIFO method.
R-port
CHEQK_ERAME_ETH TYPE | DLPDU status Check Type 21 EtherType (0x838HE).
Return "Type 21" when the type is
correct. Otherwise, return "Other."
CHECK_FRAME_FOR_THIS DLPDU True/False Check if the frame has been unicast to
local device.
Return TRUE if the Destination DL—
entity identifier is equal to the Local
DL-entity identifier. Otherwise, return
FALSE.
CHECK_FC DLPDU status Check if the received frame is a
network control message.
Return "Network control message" if
the FC field indicates NCM. Otherwise,
return "Other."
GET_D_ADDR DLPDU DST_addr Return the Destination DL—entity

identifier of the DLPDU.
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Function name Input Output
GET_S_ADDR DLPDU SRC_addr Return the Source DL-entity identifier
of the DLPDU.
GET_DSAP DLPDU DSAP Return the Destination SAP of the
DLPDU.
GET_SSAP DLPDU SSAP Return the Source SAP of the DLPDU.
GET_DLSDU DLPDU DLSDU Return DLSDU of the DLPDU.
GET_DLSDU LENGTH DLPDU length DLSDU length Return the DLSDU length.
GET_DLS_USER DSAP DLS-user ID Return the DLS-user ID that owns the
DSAP.
SET_PLS_USER DLS-user ID DLS-user object Return the DLS-user object using the
DLS-user ID.
GET_NCMT DLPDU NCMT Return the NCMT of the NCM DLPDU
7.3 |DLL management Protocol
7.3.1 Overview
This clause describes the interface protocol between the DLM and DLMS-user. This descfiption
of the|DLL management protocol provides the DLL management.services specified in Clguse 7
by mgking use of the services available to the DLMS-user,\Full implementation details and

mattefs of local responsibility are not included in this cladse.

7.3.2 Primitive definitions

7.3.2.1 Primitive exchanged between DLM,;ahd DLS-user

Table|64 summarizes all primitives exchanged between the DLM and the DLS-user.
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Table 64 — Primitives exchanged between DLM and DLS-user

Primitive source Associated parameters Description
DLM-RESET.req DLS-user <none> This request primitive causes the DLM to
reset the DLE.
DLM-RESET.cnf DLM DLM-status This indicates the status of the reset.
DLM-SET_VALUE.req DLS-user Variable name This service is used to assign new values
. to the DLE variables.
Desired value
DLM-SET_VALUE.cnf DLM Status The DLMS-user receives confirmation that
the specified variables have been set to the
new values
DLM-GET_VALUE.req DLS-user Variable name This service is used to read the value|of a
DLE variable.
DLM-GET_VALUE.cnf DLM Status This service returns the actualWalue ¢f the
specified variable.
Current value
DLM-$AP_ALLOC.req DLS-user SAP This service is used)by the DLMS-us€r to
obtain a SAP assignment from the DLM.
DLS-user ID
DLM-$AP_ALLOC.cnf DLM Status This service returns the result status ¢f
DLM-SAP- ALLOC.req.
DLM- DLS-user SAP This setyice is used by the DLMS-us¢r to
SAP_PEALLOC.req release and return the allocated SAP fo the
DLM.
DLM- DLM Status This service returns the result status ¢f
SAP_DPEALLOC.cnf DLM-SAP_DEALLOC.req.
DLM- DLS-user SAP This service is used by the DLMS-user to
GET_PAP_INFO.req obtain the information of already allogated
SAP from the DLM.
DLM- DLM Status This service returns the result status ¢f
GET_PAP_INFO.cnf DLM-GET_SAP_INFO.req, specifically the
DLS-userID result status and DLS-user ID.
DLM-GET_DIAG.req DLS-user Diag-type This service is used by the DLMS-us¢r to
obtain the diagnostic information from| the
DLM-GET_DIAG.cnf DLM Status This service returns the result status ¢f
. DLM-GET_SAP_INFO.req, specifically the
Diag result status and diagnostic informatign.
DLM-EVENT.ind DEM Event This service is used to inform the DLNIS-
user about certain events or errors in [the
DLL.
The pprameters used with the primitives exchanged between the DLM and the DLS-usgr are

descri

bed/in Table 65.
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Table 65 — Parameters used with primitives exchanged between DLM and DLS-user

Parameter Description

DLM-status This parameter allows the DLMS-user to determine whether or not the requested DLMS
was provided successfully. It it failed, the reason is specified. The value of this parameter
can be one of:

"OK — successfully completed”
"Failure — terminated before completion”

Variable name This parameter specifies the DLE variable whose value is to be set.

Desired value This parameter specifies the desired value for the selected variable.

Statug This parameter allows the DLMS-user to determine whether or not the requested DLMS
was provided successfully. If it failed, the reason is specified. The value of this paramleter
can be one of:

"OK - success — the variable could be updated”
"Failure — the variable does not exist or could not assume the new value"
"Failure — invalid parameters in the request"

Currept value This parameter indicates the current value of the designated variable.

DLS-yser ID This parameter indicates the numeric identification of the lo€al DLS-user. DLS-user I0 is
unique in a device.

SAP This parameter indicates the DLSAP.

Diag-fype This parameter indicates the type of diagnostic information.
"DIAG_TYPE_L_DEVICE_INFO - local device~information"
"DIAG_TYPE_R_DEVICE_INFO - remote dévice information"

"DIAG_TYPE_NET_INFO - network infosmation"

Addr This parameter indicates the DL—entity identifier of the designated node.

Event This parameter specifies the primitive or composite event being announced. The possjble
values are defined in the corresponding part of Subclause 8.2.

7.3.2.2 Primitives exchanged-between DLM and DLPM
Table|60 summarizes all primitives exchanged between the DLM and the DLPM.
7.3.2.3 Primitives exchanged between DLM and DMAC
Table|66 and Tablé\67 summarize all primitives and parameters exchanged between th¢ DLM
and the DMAC.
Table 66 — Primitive exchanged between DLM and DMAC
Primitivename Souree Assosciated-parameters Peseription
MAC-RESET.req DLM <none> Reset MAC layer.
MAC-FW_CTRL.req DLM R-port This service is used to control the frame
forward functions in the MAC layer.
F_en
MAC-FW_CTRL.cnf D-MAC Status This service returns the result status of
MAC-FW_CTRL.req.
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Table 67 — Parameters used with primitives exchanged between DLM and DMAC

Parameter name

Description

can be one of:

R-port This parameter indicates the Type 21 Ethernet port. Every Type 21 device has two R-
ports: R-port1 and R-port2.

F_en This parameter indicates the frame forward control status between the two R-ports:
"Enable - enable the hardware-based frame forward function"
"Disable - disable the hardware-based frame forward function"

Status This parameter allows the DLMS-user to determine whether or not the requested DLMS

was provided successfully. If it failed, the reason is specified. The value of this parameter

"OK - success — the variable could be updated";

"Failure — invalid parameters in the request".

"Failure — the variable does not exist or could not assume the new value";

7.3.2.4 Primitive exchanged between DLM and DPHY

Table|68 and Table 69 summarize all primitives and parameters exchanged between th¢ DLM

and the DPHY.

Table 68 — Primitive exchanged between DLM and DPHY

Primitive name Source Associated Parameters Description
Ph-RBSET.req DLM <none> Reset physical layer.
Ph-GET_LINK_STATUS.req DLM R-port This service is used to obtain |ink
status information from the physical
layer.

Ph-GET_LINK_STATUS.cnf DPHY Rr-port This service returns the result
status of

L_status Ph-GET_LINK_STATUS.req

Ph-LINK_STATUS_CHANGE.ind DPHY. R-port This service is used to notify the
DLM of the link status change
event.

Tlable 69 — Parameters used with primitives exchanged between DLM and DPH}
Parameter name Description
R-por This parameter indicates the Type 21 Ethernet port. Every Type 21 device has two R-ports:
R-port1 and R-port2.
L_stafus "link active — The link is activated and available for communication"

"link inactive — The link is not activated and not available for communication”

7.3.3 DLM state table

The DLM is maintained with 6 states: INITIALIZE, SA, LNM, GD, RNMP, and RNMS. The DLM
controls the frame forward functions in the MAC layer according to its DLM state. DLM state
transition diagram and descriptions are shown in Figure 22 and Table 70.
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DLM-SAP_ALLOC.req /. cnf 2,3
DLM-SAP_DEALLOC.req/ .cnf 45
DLM-GET_SAP_INFO.req / .cnf 6.7
DLM-SET_VALUE.req/ .cnf 89"
DLM-GET_VALUE.req/ .cnf 10,11
DLM-GET_DIAG.req /.cnf 15.16
DLM-RESET.req/ .cnf 12
DLM-EVENT.ind 22,23,24,25,26,28,29,30,37,42,51,57,58,63,66,70,72,74,76,77,82,83,86,87
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Figure.22'— State transition diagram of DLM
andalone)

tate means that.the local initialization procedures have been successfully complete
vice is ready-to be linked to the other devices. In the SA state, the DLM tries to fi
Hevices on(the network. When a link is established, the state changes to the LNM

line‘network manager)

d and
nd the
btate.

This state means that the local device is located at the end of a line network. The LNM device
is linked on the line network with one of its two R-ports. Both frame forward functions are

disabl

GD (g

ed in the LNM device.

eneral device)

This state means that the local device is connected to the network through both its R-ports.

Both frame forward functions are enabled in the GD device. However,

the frame forward

functions in the GD device are suspended until the device receives NCM_LS DLPDU or

NCM_

RS DLPDU.
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RNMP (primary ring network manager)

This state means that the local device is automatically selected as the primary ring network
manager in a ring network. The RNMP device selects one of its neighboring devices as the
secondary ring network manager (RNMS) using the NCM_RS DLPDU. The RNMP device
disables the frame forward function in the RNMS direction but keeps the frame forward function
in the other direction enabled.

RNMS (secondary ring network manager)

This state means that the local device is selected as the secondary ring network manager in a

ring network. The RNMS device disables the frame forward function in the RNMP diregctipn but
keeps|the frame forward function in the other direction enabled.
Table 70 — DLM state table
# Current Event Next state
| Condition
=>actions

1 INITIALIZE POWER-ON or RESET SA
/
=>
INIT_ENV_VAR()
INIT_SAP_INFO()
INIT_DEV_INFO( )
INIT_NET_INFO()
INIT_PATH_INFO( )
MAC-RESET.req { }
Ph-RESET.req { }
SET_BLOCK_PORT(INVALID_R_PORT)
CLEAR_PORT. INFO(R-port1)
CLEAR_PORT) INFO(R-port2)
FW_CTRL(R-port1, DISABLE)
FW_(CTRL(R-port2, DISABLE)
Generate_Alarm(EVENT_THIS_STATE_CHG)
DEV_STATE:=SA
STORE_PATH_INFO(DEV_ADDR)
Events triggered by the DL-Management service are listed below.

2 Any‘state DLM-SAP_ALLOC.req {SAP, DLS-user ID} Any state
/ CHECK_ALLOC_SAP(SAP) = "True"
=>
ALLOC_SAP(SAP, DLS-user ID)
Status:= "success"
DLM-SAP_ALLOC.cnf {Status}

3 Any state DLM-SAP_ALLOC.req {SAP, DLS-user ID} Any state
/ CHECK_ALLOC_SAP(SAP) <> "True"
=>
Status:= "Failure — SAP is already allocated to another DLS-user"
DLM-SAP_ALLOC.cnf {Status}
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# Current Event Next state
| Condition
=>actions
4 Any state DLM-SAP_DEALLOC.req {SAP} Any state

/| CHECK_DEALLOC_SAP(SAP) = "True"
=>

DEALLOC_SAP(SAP)

Status:= "success"

DLM-SAP_DEALLOC.cnf {Status}

5 Any state DLM-SAP _DEALLOC.req {SAP} Any state
/ CHECK_DEALLOC_SAP(SAP) <> "True"

=>
Status:= "Failure — SAP is not allocated to a DLS-user"

DLM-SAP_DEALLOC.cnf {Status}

6 Any state DLM-GET_SAP_INFO.req {SAP} Any state
/ CHECK_ALLOCEDSAP(SAP) = "True"

=>

DLS-user ID:= GET_USERID_FOR_SAP(SAP)
Status:= "Success"

DLM-GET_SAP_INFO.cnf {Status, DLS-user |0}

7 Any state DLM-GET_SAP_INFO.req {SAP} Any state
/ CHECK_ALLOCEDSAP(SAP) <> "Trug!

=>

DLS-user ID:= INVALID_USERxID

Status:= "Failure — SAP is notallocated to a DLS-user"

DLM-GET_SAP_INFO.cnf [Status, DLS-user ID}

8 Any state DLM-SET_VALUE.reg{variable name, desired value} Any state
|/ CHECK_VALUE(variable name, desired value) = "valid"
=>

SET_VALUE(variable name, desired value)

Status.;= "success"

DLM-SET_VALUE.cnf {Status }

9 Any state DLM-SET_VALUE.req {variable name, desired value} Any state
/| CHECK_VALUE(variable name, desired value) <> "valid"
=>

Status-= "Failure — invalid parameters in the request"
DLM-SET_VALUE.cnf {Status }

10 Any state DLM-GET_VALUE.req {variable name} Any state
/ CHECK_VAR(variable name) = "valid"

=>

Current value:= GET_CURRENT_VAL(variable name)
Status:= "success"

DLM-GET_VALUE.cnf {Status , Current value }
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Current

Event
| Condition
=>actions

Next state

11

Any state

DLM-GET_VALUE.req {variable name}

/ CHECK_VAR(variable name) <> "valid"

=>

Current value:= INVALID_VALUE

Status:= "Failure — invalid parameters in the request"

DLM-GET_VALUE.cnf {Status , Current value }

Any st

ate

12

Any state

DLM-RESET.req {}

SA

/

=>

INIT_ENV_VAR()

INIT_SAP_INFO( )

INIT_DEV_INFO( )

INIT_NET_INFO()

INIT_PATH_INFO( )

MAC-RESET.req { }

Ph-RESET.req { }
SET_BLOCK_PORT(INVALID_R_PORT)
CLEAR_PORT_INFO(R-port1)
CLEAR_PORT_INFO(R-port2)

Status:= "success"

DLM-RESET.cnf {Status}
FW_CTRL(R-port1, DISABLE)
FW_CTRL(R-port2, DISABLE)
Generate_Alarm(EVENT_THIS_STATE_CHG)
DEV_STATE:=SA

STORE_PATH) INFO(DEV_ADDR)

13

Any state

DLM-GET. PATH.req {Addr}

/ CHECK_ADDR(Addr) = "valid"

=>

R-port:= GET_DST_PORT (addr)

D_MAC_addr:= GET_DST_MAC_ADDR(addr)
Status:= "success"

DLM-GET PATH.cnf {Status, R-port, D MAC Addr}

Any state

14

Any state

DLM-GET_PATH.req {Addr}

/ CHECK_ADDR(Addr) <> "valid"

=>

R-port:= INVALID_R_PORT

D_MAC_addr:= INVLID_MAC_ADDR

Status:= "Failure — invalid parameters in the request"”

DLM-GET_PATH.cnf {Status, R-port, D_MAC_Addr}

Any st

ate
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Current

Event
| Condition
=>actions

Next

state

15

Any state

DLM-GET_DIAG.req {Diag-type, addr}

/ CHECK_DIAG_TYPE(Diag-type, addr) = "True"
=>

Status:= "success"

Diag-info:= GET_DIAG_INFO(Diag-type)
DLM-GET_DIAG.cnf {Status, Diag-info}

Any st

ate

16

Any state

DLM-GET DIAG.req {Diag-type, addr}

Any st

ate

/| CHECK_DIAG_TYPE (Diag-type, addr) <> "True"
=>
Status:= "Failure — invalid parameters in the request"”

DLM-GET_DIAG.cnf {Status, Diag-info}

Events triggered by the DLM event generator are listed below.

17

Any state

Ph_LINK_STATUS_CHANGE.ind {R-port}
/
=>

Ph-GET_LINK_STATUS.req {R-port}

Any st

pte

18

Any state

Ph-GET_LINK_STATUS.cnf {R-port, L_status}
/ L_status = "link active" &&
CHECK_NEWLY_LINK_ACTV(R-port).="True"
=>

NEWLY_LINK_ACTV(R-port)

Any sthte

19

Any state

Ph-GET_LINK_STATUS.cnf;{R-port, L_status}

/ L_status = "link active™&&
CHECK_NEWLY_LINK_ACTV(R-port) <> "True"
=>

(none)

Any state

20

Any state

Ph-GET_ \BINK_STATUS.cnf {R-port, L_status}

| L=status = "link inactive" &&
CHECK_NEWLY_LINK_INACTV(R-port) = "True"
=>

NEWLY_LINK_INACTV(R-port)

Any st

ate

21

Any, state

Ph-GET_LINK_STATUS.cnf {R-port, L_status}

[ L status = "link inactive" 8&&

Any st

rte

CHECK_NEWLY_LINK_INACTV(R-port) <> "True"
=>

(none)
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Current

Event
| Condition
=>actions

Next state

Device information-related procedures are listed below.

22

Any state

STORE_DEV_INFO(DLMDU, length, R-port)
/ CHECK_NET_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_THIS_ADDR_COLLISION(DLMDU) = "True" &&
CHECK_NEWLY_IN_DEVICE(DLMDU) = "True"

=>

events:= EVENT THIS ADDR COLLISION | EVENT IN DEVICE

Any state

DLM-EVENT.ind(events)
SAVE_DEV_INFO(DLMDU, length, R-port)

23

Any state

STORE_DEV_INFO(DLMDU, length, R-port)

/ CHECK_ NET_ADDR_COLLISION(DLMDU) = "True" &&
CHECK_THIS_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_NEWLY_IN_DEVICE(DLMDU) = "True"

=>

events:= EVENT_NET_ADDR_COLLISION | EVENT_IN. " BEVICE
DLM-EVENT.ind(events)

SAVE_DEV_INFO(DLMDU, length, R-port)

Any state

24

Any state

STORE_DEV_INFO(DLMDU, length, R-pofrt)

/ CHECK_ NET_ADDR_COLLISION(DLMDU) = "True" &&
CHECK_THIS_ADDR_COLLISION(DEMDU) <> "True" &&
CHECK_NEWLY_IN_DEVICE(BLMDU) <> "True"

=>

events:= EVENT_NET_ADDR_COLLISION
DLM-EVENT.ind(events)

SAVE_DEV_INEQO(DLMDU, length, R-port)

Any state

25

Any state

STORE_DEV.INFO(DLMDU, length, R-port)
/ CHEGK\NET_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_THIS_ADDR_COLLISION(DLMDU) = "True" &&
CHECK_NEWLY_IN_DEVICE(DLMDU) <> "True"

=>

events:= EVENT_THIS_ADDR_COLLISION
DLM-EVENT.ind(events)

SAVE DEV_INFO(DILMDU, length, R-port)

Any state

26

Any state

STORE_DEV_INFO(DLMDU, length, R-port)

/ CHECK_ NET_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_THIS_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_NEWLY_IN_DEVICE(DLMDU) = "True"

=>

events:= EVENT_IN_DEVICE

DLM-EVENT.ind(events)

SAVE_DEV_INFO(DLMDU, length, R-port)

Any state
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# Current Event Next state
| Condition
=>actions

27 Any state STORE_DEV_INFO(DLMDU, length, R-port) Any state
/ CHECK_NET_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_THIS_ADDR_COLLISION(DLMDU) <> "True" &&
CHECK_NEWLY_IN_DEVICE(DLMDU) <> "True"
=>
SAVE_DEV_INFO(DLMDU, length, R-port)
Path table update procedures are listed below

28 Any state DELETE_DEV_INFO(Device UID) Any ‘state
/ CHECK_UID(UID) = "valid" &&
CHECK_THIS_ADDR_COLLISION_CLEAR(UID) <> "True" &&
CHECK_NET_ADDR_COLLISION_CLEAR(UID) <> "True"
=>
DEL_DEV(UID)
Events:= EVENT_OUT_DEVICE
DLM-EVENT.ind(Events)

29 Any state DELETE_DEV_INFO(Device UID) Any state
/ CHECK_UID(UID) = "valid" &&
CHECK_THIS_ADDR_COLLISION_CLEAR(UID) = "True" &&
CHECK_NET_ADDR_COLLISION_CLEAR(UID) <> "True"
=>
DEL_DEV(UID)
Events:= EVENT_OUT_DEVICE |
EVENT_THIS_ADDR_COLEISION_CLEAR
DLM-EVENT.ind(Evernts)

30 Any state DELETE_DEV_INEO(Device UID) Any state
/ CHECK_UID(UID) = "valid" &&
CHECKy.THIS_ADDR_COLLISION_CLEAR(UID) <> "True" &&
CHECK. NET_ADDR_COLLISION_CLEAR(UID) = "True"
=>
DEL_DEV(UID)
Events:= EVENT_OUT_DEVICE |
EVENT_NET_ADDR_COLLISION_CLEAR
DLM-EVENT.ind(Events)

31 ATy State BELEFEDEVNFO(Bevice D) Amy-state
/ CHECK_UID(UID) <> "valid"
=>
(<none>)
State transitions are listed below.

32 SA Phy_Link_Change.Ind(R-port, Link_status) SA

/ Link status == PHY_LINK_UP

=>
Set_Block_Port(Toggle_Port(R-port))
Start_Timer(RRP_FamilyReqT, R-port)
Clear_FamilyReqRetryCnt(R-port)
Family_Frame.Req(R-port)
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Current

Event
| Condition
=>actions

Next state

33

SA

Family_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF) == FALSE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Family_Frame.Res(R-port)

Set Port Info(R-port, PORT SNT FAMILY RES)

SA

34

SA

Family_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF) == TRUE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Family_Frame.Res(R-port)

Set_Port_Info(R-port, PORT_FAMILY_CFM)
DEV_STATE:= LNM

RRP_NET_TPG:= NET_TPG_LINE
Set_LNM_UID((Toggle_Port(R-port), DEV_UIR)
MediaLink.Req(R-port)

Start_Timer(RRP_MedialLinkedT, R-poft)
Generate_Alarm(EVENT_THIS_STATE_CHG)
Generate_Alarm(EVENT_NET ATRG_CHG)

LNM

35

SA

Timer(RRP_FamilyReqT, R-port) expired

/ Chk_FamilyRegRetryGnt(R-port, FM_REQ_RETRY_CNT)==FALSE

=>
Increase_FamilyReqRetryCnt(R-port)
Start_Timer(RRP_FamilyReqT)
Family, Rrame.Req(R-port)

SA

36

SA

Timer(RRP_FamilyReqT, R-port) expired

L Chk_FamilyReqRetryCnt(R-port, FM_REQ_RETRY_CNT)==TRUE
&& Chk_LinkStatus(Toggle_Port(R-port), PHY_LINK_UP) == FALSE

=>
Start_Timer(RRP_FamilyReqT, R-port)

Family_Frame.Req(R-port)

SA

37

SA

Timer(RRP_FamilyReqT, R-port) expired

/ Chk_FamilyRegRetryCnt(R-port, FM_REQ_RETRY_CNT)==TRUE

&& ChkLinkStatue(Toggle_Port(R-port), LINK_UP) == TRUE
=>

BlockPort(R-port)

Put_Event(Toggle_Port(R-port), PHY_LINK_UP)

SA
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Current

Event
| Condition
=>actions

Next state

38

SA

Family_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/Chk_Port_Info(R-port, PORT_SNT_FAMILY_RES ) == FALSE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Family_Frame.Res(R-port)

SA

39

SA

Family Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)

LNM

/Chk_Port_Info(R-port, PORT_SNT_FAMILY_RES) == TRUE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Stop_Timer(RRP_FamilyReqT, R-port)
Set_Port_Info(R-port, PORT_FAMILY_CFM)
DEV_STATE:= LNM

RRP_NET_TPG:= NET_TPG_LINE
Set_LNM_UID((Toggle_Port(R-port), DEV_UID)
MediaLink.Req(R-port)
Start_Timer(RRP_MedialLinkedT, R-port)
Generate_Alarm(EVENT_THIS_STATENEHG)
Generate_Alarm(EVENT_NET_TPG_CHG)

40

SA

Phy_Link_Change.Ind(R-port, kink® status)
/Link_status == PHY_LINK_BOWN

=>
Set_Port_Info(R-port,,PORT_LINK_DOWN)
Set_Block_Port(INVALID_R_PORT)
Clear_Port_Iafo(R-port1)
Clear_Port_Info(R-port2)
INITAPATH_INFO( )
STORE_PATH_INFO(DEV_ADDR)
Stop_AllTimer(R-port)

SA

41

LNM

"Phy_Link_Change.Ind(R-port, Link_status)
/Link_status == PHY_LINK_UP

=>

LNM

Start_Timer(RRP_FamilyReqT)
Family_Frame.Req(R-port)"
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Current

Event
| Condition
=>actions

Next state

42

LNM

Family_Frame.Ind (R-port, rcv-DEV_UID, rcv-DEV_ADDR)

/ rcv_DEV_UID != Get_LNM_UID(Toggle_Port(R-port))

&& Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF)==TRUE

&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)

STORE _PATH INFO(rcv-DEV_ADDR)

GD

Family_Frame.Res(R-port)
Set_Port_Info(R-port, PORT_CFM_FAMILY)
DEV_STATE:= GD
Start_Timer(RRP_MedialLinkedT)
MedialLinked_Frame.Req(R-port)
Generate_Alarm(EVENT_THIS_STATE_CHG)

43

LNM

Family_Frame.Ind (R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv_DEV_UID != Get_LNM_UID(Toggle_Port(R-port))

&& Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF)==FALSE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Family_Frame.Res(R-port)

LNM

44

LNM

"Family_Frame.Ind (R-port, rcvsDEV_UID, rcv-DEV_ADDR)
/rcv_DEV_UID != Get_LNM_UID(Toggle_Port(R-port))

&& Chk_Port_Info(R-portyPORT_CFM_FAMILY)==TRUE
=>

Put_Event(R-pori,)PHY_LINK_DOWN)"

LNM

45

LNM

Family_FrameJnd (R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv_DEVNUID == Get_LNM_UID(Toggle_Port(R-port))
&&-Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF)==TRUE

&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>

Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)

Family_Frame.Res(R-port)

GD

Set_Port_Info(R-port, PORT_CFM_FAMILY)
Set_Port_Info(R-port, PORT_CFM_COMPLETE)
DEV_STATE:= GD

RRP_NET_TPG:= NET_TPG_RING

Clear_AllUid( )

Start_Timer(RRP_NetIsRingCheckT, R-Port)
RRP_Net_Is_Ring_Frame.Req(Toggle_Port(R-port))
Generate_Alarm(EVENT_THIS_STATE_CHG)
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# Current Event Next state
| Condition
=>actions

46 LNM Family_Frame.Ind (R-port, rcv-DEV_UID, rcv-DEV_ADDR) LNM
/rcv_DEV_UID == Get_LNM_UID(Toggle_Port(R-port))
&& Chk_Port_Info(R-port, PORT_RCV_FAMILY_CNF)==FALSE
&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>
Ignore

47 LNM Timer(RRP FamilyReqT, R-port) expired LNM
/
=>
Start_Timer(RRP_FamilyReqT, R-Port)
Family_Frame.Req(R-port)

48 LNM Family_Frame.Cnf (R-port, rcv-DEV_UID, rcv-DEV_ADDR) GD
/rcv_DEV_UID != Get_LNM_UID(Toggle_Port(R-port))
&& Chk_Port_Info(R-port, PORT_SNT_FAMILY_RES)==TRUE
&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>
Stop_Timer(RRP_FamilyReqT, R-port)
Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)
Set_Port_Info(R-port, PORT_CFM_FAMILY)
DEV_STATE:= GD
Start_Timer(RRP_MedialLinkedT, R-port)
MedialLinked_Frame.Reg(R-port)
Generate_Alarm(EVENT_THIS_STATE_CHG)

49 LNM Family_Frame,Ctfi(R-port, rcv-DEV_UID, rcv-DEV_ADDR) LNM
/rcv_DEV_UIDJI= Get_LNM_UID(Toggle_Port(R-port))
&& Chk_Port_Info(R-port, PORT_SNT_FAMILY_RES)==FALSE
=>
Set_Neighbor_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)

50 LNM Family_Frame.Cnf (R-port, rcv-DEV_UID, rcv-DEV_ADDR) LNM
/rcv_DEV_UID != Get_LNM_UID(Toggle_Port(R-port))
&& Chk Port Info(R-port, PORT CFM FAMILY)==TRUE

=>

Put_Event(R-port, PHY_LINK_DOWN)
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Current

Event
| Condition
=>actions

Next state

51

LNM

Family_Frame.Cnf (R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv_DEV_UID == Get_LNM_UID(Toggle_Port(R-port))

&& Chk_Port_Info(R-port, PORT_SNT_FAMILY_RES)==TRUE

&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>

Stop_Timer(RRP_FamilyReqT, R-port)

Set Neighbor UID(R-port, rcv-DEV_UID)

GD

STORE_PATH_INFO(rcv-DEV_ADDR)
Set_Port_Info(R-port, PORT_CFM_FAMILY)
Set_Port_Info(R-port, PORT_CFM_COMPLETE)
DEV_STATE:= GD

RRP_NET_TPG:= NET_TPG_RING

Clear_AllUid( )

Start_Timer(RRP_NetIsRingCheckT, R-Port)
RRP_Net_Is_Ring_Frame.Req(Toggle_Port(R-port))
Generate_Alarm(EVENT_THIS_STATE_CHG)

52

LNM

Family_Frame.Cnf (R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv_DEV_UID == Get_LNM_UID(Toggle_Pori(R-port))

&& Chk_Port_Info(R-port, PORT_SNTAFAMILY_RES)==FALSE

&& Chk_Port_Info(Toggle_Port(R-port), PORT_CFM_FAMILY)==TRUE
=>

Set_Neighbor_UID(R-port, rey=DEV_UID)
STORE_PATH_INFO(rcvaDEV_ADDR)

LNM

53

LNM

MediaLinked_Framefnd(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID =% Get_Neighbor_UID(R-port)

&& Chk_Port_Ihfo(R-port, PORT_CFM_FAMILY) == FALSE

=>

Ignore

LNM

54

LNM

MedialLinked_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID == Get_Neighbor_UID(R-port)

&& Chk_Port_Info(R-port, PORT_RCV_ADV) == TRUE

=>

Set_Port_Info(R-port, PORT _CFM_COMPLETE)

LNM

Set_Block_Port(INVALID_R_PORT)
STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, MediaLinked_Frame.Ind)

AdvThis_Frame.Res(R-port)
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Current

Event
| Condition
=>actions

Next state

55

LNM

MediaLinked_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID == Get_Neighbor_UID(R-port)

&& Chk_Port_Info(R-port, PORT_RCV_ADV) == FALSE

=>

Set_Port_Info(R-port, PORT_RCV_ML)
STORE_PATH_INFO(rcv-DEV_ADDR)

Forward Frame(R-port, MediaLinked Frame.Ind)

LNM

AdvThis_Frame.Res(R-port)

56

LNM

MediaLinked_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID != Get_Neighbor_UID(R-port)

=>

Set_Port_Info(R-port, PORT_RCV_ML)
STORE_PATH_INFO(rcv-DEV_ADDR)

Forward_Frame(R-port, MediaLinked_Frame.Ind)
AdvThis_Frame.Res(R-port)

LNM

57

LNM

MediaLinked_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID == DEV_UID

=>

DEV_STATE:= GD

RRP_NET_TPG:= NET_TPG_RING

Clear_AllUid( )

Start_Timer(RRP_ChangeRingStateT)
Generate_Alarm(EVENTATHIS_STATE_CHG)

GD

58

LNM

Timer(RRP_MediaLinkedT, R-port) expired
/

=>

Start_Timer(RRP_MedialLinkedT)
MediaLinked_Frame.Req(R-port)

LNM

59

LNM

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/ Chk_Port_Info(R-port, PORT_CFM_FAMILY) == FALSE
=>

Ignore

LNM

60

AdvThis Frame Cnf(R-port rcv-DEV UID rey-DEV ADDR)

L NM

/Chk_Port_Info(R-port, PORT_CFM_FAMILY) == TRUE
&& Chk_Port_Info(R-port, PORT_RCV_ML) == TRUE
&& rcv-DEV_UID == Get_Neighbor_UID(R-port)

=>

Stop_Timer(RRP_MedialLinkedT)

Set_Port_Info(R-port, PORT_CFM_COMPLETE)
Set_Block_Port(INVALID_R_PORT)
STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, AdvThis_Frame.Ind)
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61

LNM

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/ Chk_Port_Info(R-port, PORT_CFM_FAMILY) == TRUE
&& Chk_Port_Info(R-port, PORT_RCV_ML) == FALSE

&& rcv-DEV_UID == Get_Neighbor_UID(R-port)

=>

Stop_Timer(RRP_MedialinkedT)

Set Port_Info(R-port, PORT RCV_ADV)

LNM

STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, AdvThis_Frame.Ind)

62

LNM

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/ Chk_Port_Info(R-port, PORT_CFM_FAMILY) == TRUE
&& rcv-DEV_UID != Get_Neighbor_UID(R-port)

=>

STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, AdvThis_Frame.Ind)

LNM

63

LNM

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEVX ADDR)
/ Chk_Port_Info(R-port, PORT_CFM_FAMILY)z= TRUE
&& rcv-DEV_UID == DEV_UID

=>

DEV_STATE:= GD

RRP_NET_TPG:= NET_TPG_RING

Clear_AllUid( )

Start_Timer(RRP_ChangeRingStateT)
Generate_Alarm(EVENT_THIS_STATE_CHG)

GD

64

LNM

Phy_Link_Changde:Ind(R-port, Link_status)

/Link_status'== PHY_LINK_DOWN

&& Chk_Port_Info(R-port, PORT_FAMILY_CFM) == FALSE
&&-R-port == R-port1

=>

Clear_Port_Info(R-port)

DELETE_PATH_INFO(R-port)

LNM
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65

LNM

Phy_Link_Change.Ind(R-port, Link_status)

/Link_status == PHY_LINK_DOWN

&& Chk_Port_Info(R-port, PORT_FAMILY_CFM) == TRUE
=>

INIT_DEV_INFO( )

INIT_NET_INFO()

INIT_PATH INFO()

SA

Set_Port_Info(R-port, PORT_LINK_DOWN)
Set_Block_Port(INVALID_R_PORT)
Clear_Port_Info(R-port1)
Clear_Port_Info(R-port2)

DEV_STATE:= SA
STORE_PATH_INFO(DEV_ADDR)
Generate_Alarm(EVENT_THIS_STATE_CHG)
Generate_Alarm(EVENT_NET_TPG_CHG)

66

LNM

RRP_Line_Start_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/ rcv_DEV_UID != Get_Neighbor_UID(Toggle {ort(R-port))

=>

Store_LNM_UID(R-port, rcv-DEV_UID)
STORE_PATH_INFO(rcv-DEV_ADDR)

Build_Line_Path( )

LNM

67

LNM

RRP_Line_Start_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/ rev_DEV_UID == Get_Neighbor_UID(Toggle_Port(R-port))
=>

Put_Event(Toggle,Port(R-port), PHY_LINK_DOWN)

LNM

68

GD

MediaLinked\.Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEVNUID == DEV_UID

=>

RRP_NET_TPG:= NET_TPG_RING

Clear_AllUid( )

Stop_Timer(RRP_ChangeRingStateT)
Start_Timer(RRP_ChangeRingStateT)

GD

69

GD

Medial inked Frame.Ind(R-port, rev-DEV_UID, rcv-DEV _ADDR)

GD

/rev-DEV_UID = DEV_UID
&& RRP_NET_TPG == NET_TPG_LINE

&& (Get_LNM_UID(R-port1) I= INVALID_UID) && (Get_LNM_UID(R-
port2) 1= INVALID_UID)

=>

STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, MediaLinked_Frame.Ind)
AdvThis_Frame.Res(R-port)
FW_CTRL(R-port1,ENABLE)
FW_CTRL(R-port2,ENABLE)
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70

GD

MediaLinked_Frame.Ind(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID != DEV_UID
&& RRP_NET_TPG == NET_TPG_LINE

&& (Get_LNM_UID(R-port1) == INVALID_UID || Get_LNM_UID(R-port2) ==
INVALID_UID)

=>

STORE_PATH_INFO(rcv-DEV_ADDR)

GD

Forward_Frame(R-port, MediaLinked_Frame.Ind)
AdvThis_Frame.Res(R-port)
FW_CTRL(R-port1,DISABLE)
FW_CTRL(R-port2,DISABLE)

71

GD

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID == DEV_UID

=>

Clear_AllUid( )

RRP_NET_TPG:= NET_TPG_RING
Stop_Timer(RRP_ChangeRingStateT)
Start_Timer(RRP_ChangeRingStateT)

GD

72

GD

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID,“cv-DEV_ADDR)
/rcv-DEV_UID != DEV_UID
&& RRP_NET_TPG == NET_TPG.LINE

&& (Get_LNM_UID(R-port1) 1 INVALID_UID) && (Get_LNM_UID(R-
port2) != INVALID_UID)

=>

STORE_PATH_INFO¥¢rcv-DEV_ADDR)
Forward_Frame(Rtport, MediaLinked_Frame.Ind)
AdvThis_Frame.Res(R-port)
FW_CTRUE(R-port1,ENABLE)

FW- GTRL(R-port2,ENABLE)

GD

73

GD

AdvThis_Frame.Cnf(R-port, rcv-DEV_UID, rcv-DEV_ADDR)
/rcv-DEV_UID != DEV_UID
&& RRP_NET_TPG == NET_TPG_LINE

&& (Get_LNM_UID(R-port1) == INVALID_UID || Get_LNM_UID(R-port2) ==
INVALID_UID)

GD

=>

STORE_PATH_INFO(rcv-DEV_ADDR)
Forward_Frame(R-port, MediaLinked_Frame.Ind)
AdvThis_Frame.Res(R-port)
FW_CTRL(R-port1,DISABLE)
FW_CTRL(R-port2,DISABLE)
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