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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-2: Data-link layer protocol specification —
Type 2 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote intefnational
co-operation on all questions concerning standardization in the electrical and electronic fields” To this jend and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publ|cly Available Specifications (PAS) and Guides (hereafter referred to as "IECG)Publication(s)]). Their
preppration is entrusted to technical committees; any IEC National Committee interegsted in the subject dealt with
may |participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with th€)International Organizption for
Stanfardization (ISO) in accordance with conditions determined by agreement between the two organizgtions.

2) The formal decisions or agreements of IEC on technical matters express;\as/nearly as possible, an intefnational
consensus of opinion on the relevant subjects since each technical‘committee has representation [from all
interpsted IEC National Committees.

3) IEC [Publications have the form of recommendations for international use and are accepted by IEC [National
Compmittees in that sense. While all reasonable efforts are made€ to ensure that the technical content of IEC
Publ|cations is accurate, IEC cannot be held responsible\for the way in which they are used or|for any
misipterpretation by any end user.

4) In oyder to promote international uniformity, IEC National Committees undertake to apply IEC Publications
trangparently to the maximum extent possible in their hational and regional publications. Any divergence petween
any |[EC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC ftself does not provide any attestation of'‘conformity. Independent certification bodies provide cgnformity
assejssment services and, in some areas, access to IEC marks of conformity. IEC is not responsiblg for any
services carried out by independent certification bodies.

6) All upers should ensure that they have\the latest edition of this publication.

7) No lijability shall attach to IEC or~its.'directors, employees, servants or agents including individual expprts and
members of its technical committees and IEC National Committees for any personal injury, property damnage or
othef damage of any nature\ whatsoever, whether direct or indirect, or for costs (including legal fdes) and

nses arising out of .the" publication, use of, or reliance upon, this IEC Publication or any other IEC

8) Attention is drawn to the€ Normative references cited in this publication. Use of the referenced publicgtions is

9) Attention is drawnto the possibility that some of the elements of this IEC Publication may be the subject ¢f patent

rightg. IEC shall"hot be held responsible for identifying any or all such patent rights.
Attentipniis drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-prope ightholderstnallcases —the-commitmenttoHmitedreleaseofintetectual-

property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly authorized by its
intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-4-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fifth edition cancels and replaces the fourth edition published in 2019. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:
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a) update of normative and bibliographic references;
b) use of more inclusive terminology ("master" and "slave" replaced, mainly in 7.3 and 7.7;
c) new STIME, UTIME, NTIME, STRINGI and EPATH data types in 6.1.3;

d) updates, addition of diagnostics connection points and new service for TCP/IP interface
object in 7.5;

e) addition of diagnostics connection points and new service for Ethernet Link object in 7.6;
f) update of Get/Set_Attributes_All parameters for the Connection Configuration object in 7.8;
g) addition of diagnostics connection points and new service for DLR object in 7.9;

h) extensions and clarifications of Port object in 7.11;

i) addition of diagnostics connection points and new service for PRP/HSR Protocol oﬂ>ject in
7.1R;

j) addqgition of LLDP Management and LLDP Data Table objects in 7.1, 7.14 and 7.15;
k) addition of LLDP protocol support in Clause 12;

I) addgition of a combined module/network indicator in A.2.4.5;

m) removal of all references to CPF and CPs (material moved to profite documents);
dcellaneous editorial corrections.

n) m

The text of this International Standard is based on the following*documents:

Draft Reportion voting

65C/1202/FDIS 65C/1243/RVD

Full information on the voting for its approval:can be found in the report on voting indicpted in
the abgve table.

The lapguage used for the development of this International Standard is English.

This dpcument was drafted in accordance with ISO/IEC Directives, Part 2, and develgped in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at wwyv.iec.ch/members_experts/refdocs. The main document types developed by IEC are
descriljed in greater detail-at www.iec.ch/publications.

A list |of all partstof the IEC 61158 series, published under the general title Ingustrial
commuynication networks — Fieldbus specifications, can be found on the IEC web site.

The cdmmitiee has decided that the contents of this document will remain unchanged uptil the
stability date indicated on the IEC website under webstore.iec.ch in the data related|to the
specific document At this date the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"

fieldbu

s reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link entities
(DLEs) at the time of communication. These rules for communication are intended to provide a

sound

basis for development in order to serve a variety of purposes:

a) as
b) for
c) as
d) as
This d¢
effecto
positio
work tq

The Infernational Electrotechnical Commission (IEC) draws§attention to the fact that it is ¢

that cd
concer

The hg
under
world.
Inform

Attenti
subjec
respon

b guide for implementers and designers;

use in the testing and procurement of equipment;

bart of an agreement for the admittance of systems into the open systems,enviro
b refinement to the understanding of time-critical communications within OSI.

rs and other automation devices. By using this document together with other sta
ned within the OSI or fieldbus reference models, otherwis€ incompatible systems
gether in any combination.

mpliance with this document may involve the-use of patents. IEC takes no p
hing the evidence, validity, and scope of these patent rights.

Iders of these patent rights have assuredZEC that they are willing to negotiate li
reasonable and non-discriminatory terms and conditions with applicants through
n this respect, the statement of the hoelders of these patent rights is registered wi
htion may be obtained from the patent database available at http://patents.iec.ch,

bn is drawn to the possibility that some of the elements of this document may
of patent rights other.than those in the patent database. IEC shall not b
sible for identifying any or all such patent rights.

hment;

cument is concerned, in particular, with the communication and.interworking of s¢nsors,
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-2: Data-link layer protocol specification —
Type 2 elements

1 Scope

1.1 General

The dgta-link layer provides basic time-critical messaging communications between deyices in
an autpmation environment.

This part of IEC 61158 specifies a main protocol with the following characteristics.

e This protocol provides communication opportunities to all parti€ipating data-link efntities,
seduentially and in a cyclic synchronous manner. Foreground scheduled access is available
for [time-critical activities together with background unschéduled access for less [critical
act|vities.

e Delerministic and synchronized transfers can be pravided at cyclic intervals up to 1 ;s and
deyice separations of 25 km. This performance is adjustable dynamically and on-ling by re-
corffiguring the parameters of the local link whilst hormal operation continues. By [similar
mepns, DL connections and new devices can be:added or removed during normal opgration.

e Thip protocol provides means to maintain{clock synchronization across an extendgd link
with a precision better than 10 ps.

e Thip protocol optimizes each access\opportunity by concatenating multiple DLSDUs and
asdociated DLPCI into a single DLRDU, thereby improving data transfer efficiency fgr data-
linK entities that actively source multiple streams of data.

e Th¢ maximum system sizenis“an unlimited number of links of 99 nodes, each with 255
DLBAP-addresses. Each.link has a maximum of 224 related peer and publisher DLCEPs.

This dgcument specifies-additional lower layers protocols or implementations of additiongl lower
layers protocols for use,in combination with ISO/IEC/IEEE 8802-3.

This dpcument _specifies a set of corresponding objects providing a consistent management
interfage to thelower layers.

1.2 Bpecifications

This document specifies

a) procedures for the timely transfer of data and control information from one data-link user
entity to a peer user entity, and among the data-link entities forming the distributed data-
link service provider;

b) the structure of the fieldbus DLPDUs used for the transfer of data and control information
by the protocol of this document, and their representation as physical interface data units.

1.3 Procedures
The procedures are defined in terms of

a) the interactions between peer DL-entities (DLEs) through the exchange of fieldbus DLPDUs;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives;
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c) the interactions between a DLS-provider and a Ph-service provider in the same system
through the exchange of Ph-service primitives.

1.4  Applicability

These procedures are applicable to instances of communication between systems which
support time-critical communications services within the data-link layer of the OSI or fieldbus
reference models, and which require the ability to interconnect in an open systems
interconnection environment.

Profiles provide a simple multi-atiribute means of summarizing capabilities of an
implementation, and thus its applicability to various time-critical communications needs.

1.5 onformance

This document also specifies conformance requirements for systems implementing| these
procedures. This document does not contain tests to demonstrate compliance with such
requirgments.

2 Ndrmative references

The following documents are referred to in the text in such a way\that some or all of their ¢ontent
constitptes requirements of this document. For dated references, only the edition cited gpplies.
For undated references, the latest edition of the réferenced document (includirlg any
amendments) applies.

NOTE RAIl parts of the IEC 61158 series, as well as the MEC 61784-1 series and the IEC 61784-2 sdries are
maintairfed simultaneously. Cross-references to these documents within the text therefore refer to the edftions as
dated in|this list of normative references.

IEC 61[131-3, Programmable controllers —-Part 3: Programming languages

IEC 61|158-3-2:2023, Industrial commwnication networks — Fieldbus specifications — Part 3-2:
Data-link layer service definition =\Type 2 elements

IEC 61[158-5-2:2023, Industrial communication networks — Fieldbus specifications — Part 5-2:
Application layer service definition — Type 2 elements

IEC 61[158-6-2:2023, Industrial communication networks — Fieldbus specifications — Part 6-2:
Application layerprotocol specification — Type 2 elements

IEC 61[588,-Rrecision clock synchronization protocol for networked measurement and ontrol
systems

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

IEC 62026-3:2014, Low-voltage switchgear and controlgear — Controller-device interfaces
(CDIs) — Part 3: DeviceNet

IEC 62439-3:20161, Industrial communication networks — High availability automation networks
— Part 3: Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy
(HSR)

1 A newer edition of this standard has been published, but only the cited edition applies.


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 -21-

ISO/IEC 13239, Information technology — Telecommunications and information exchange
between systems — High-level data link control (HDLC) procedures

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference
Model: Naming and addressing

ISO/IEC/IEEE 8802-3, Telecommunications and exchange between information technology
systems — Requirements for local and metropolitan area networks — Part 3: Standard for
Etherngt

ISO 11898-1:2015, Road vehicles — Controller area network (CAN) — Part 1: Dataclink layer and
physical signalling

IEEE Std 802.1AB-2016, IEEE Standard for local and metropolitan area networks — Station and
Media Access Control Connectivity Discovery

IEEE Std 802.1ABcu-2021, Standard for local and metropolitan area networks — Statipn and
Media |Access Control Connectivity Discovery Amendment: YANG Data Model

IEEE Std 802.1Q-2018, /IEEE standard for local and metrépolitan area networks — Bridges and
bridged networks

IEEE Std 802.3-2018, IEEE Standard for Ethernet

IETF RFC 951, W.J. Croft, J. Gilmore, Bootstrap Protocol, September 1985, availgble at
https:/fwww.rfc-editor.org/info/rfc951 [viewed 2022-02-18]

IETF RFC 1213, K. McCloghrie, M. Rose, Management Information Base for MNetwork
Management of TCP/IP-based internets: MIB-II, March 1991, available at https://wyw.rfc-
editor.prg/info/rfc1213 [viewed.2022-02-18]

IETF RFC 1542, W. Wimenr\Clarifications and Extensions for the Bootstrap Protocol, Qctober
1993, available at https{//www.rfc-editor.org/info/rfc1542 [viewed 2022-02-18]

IETF RFC 1643, ExKastenholz, Definitions of Managed Objects for the Ethernet-like Inferface
Types,|July 1994¢ available at https://www.rfc-editor.org/info/rfc1643 [viewed 2022-02-1B]

IETF RFC 21931, R. Droms, Dynamic Host Configuration Protocol, March 1997, available at
https:/jwnint.rfc-editor.org/info/rfc2131 [viewed 2022-02-18]

IETF RFC 2132, S. Alexander, R. Droms, DHCP Options and BOOTP Vendor Extensions,
March 1997, available at https://www.rfc-editor.org/info/rfc2132 [viewed 2022-02-18]

IETF RFC 2863, K. McCloghrie, F. Kastenholz, The Interfaces Group MIB, June 2000, available
at https://www.rfc-editor.org/info/rfc2863 [viewed 2022-02-18]

IETF RFC 3418, R. Presuhn, Management Information Base (MIB) for the Simple Network
Management  Protocol (SNMP), December 2002, available at https://www.rfc-
editor.org/info/rfc3418 [viewed 2022-02-18]

IETF RFC 3635, J. Flick, Definitions of Managed Objects for the Ethernet-like Interface Types,
September 2003, available at https://www.rfc-editor.org/info/rfc3635 [viewed 2022-02-18]
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IETF RFC 4541, M. Christensen, K. Kimball, F. Solensky, Considerations for Internet Group
Management Protocol (IGMP) and Multicast Listener Discovery (MLD) Snooping Switches, May
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2006, available at https://www.rfc-editor.org/info/rfc4541 [viewed 2022-02-18]

IETF RFC 5227:2008, S. Cheshire, IPv4 Address Conflict Detection, July 2008, available at

https://www.rfc-editor.org/info/rfc5227 [viewed 2022-02-18]

3 Terms, definitions, symbols, abbreviated terms and conventions

For the purposes of this document, the following terms, definitions, symbols and abbreviated

terms
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3.1.
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3.1.
3.1.9

3.1.10
3.1.11
3.1.12
3.1.13
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d IEC maintain terminological databases for use in standardization at the\fo

SEeS:

Electropedia: available at https://www.electropedia.org/

Online browsing platform: available at https://www.iso.org/obp
Reference model terms and definitions

ocument is based in part on the concepts developed in
C 7498-3, and makes use of the following terms defined therein.

called-DL-address
calling-DL-address
centralized multi-end-point-connection

correspondent (N)-entities
correspondent DL-entities (N=2)
correspondent Ph-entities (N=1)

demultiplexing

DL-address

DL-address-mapping

DL-connection
DL-connection-end-point
DL-connection-end-point-identifier
DL-connection-mode transmission
DL=connectionless-mode transmission
Dl -data-sink

ISO/IEC 749841 and

[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]

[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]

3.1.14
3.1.15
3.1.16
3.1.17
3.1.18
3.1.19
3.1.20
3.1.21
3.1.22
3.1.23
3.1.24

DL-data-source
DL-duplex-transmission
DL-facility

DL-local-view

DL-name

DL-protocol
DL-protocol-connection-identifier
DL-protocol-control-information
DL-protocol-data-unit
DL-protocol-version-identifier
DL-relay

[TSO/MET 7493-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]

lowing
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3.1
3.1
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3.1
3.1
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3.1
3.1
3.1
3.1
3.1
3.1

3.1

3.1

3.1

3.1

3.1

3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1

.25
.26
.27
.28
.29
.30
.31
.32
.33
.34
.35
.36

.37

.38

.39

.40

.41

.42
.43
.44
.45
.46
.47

.48
.49
.50
.51
.52
.53
.54
.55

reset

DL-service-connection-identifier
DL-service-data-unit
DL-simplex-transmission
DL-subsystem

DL-user-data

flow control

layer-management

multiplexing
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[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]

—ranmng=(addressing)j=authority

naming-(addressing)-domain
naming-(addressing)-subdomain

(N)-entity
DL-entity
Ph-entity

(N)-interface-data-unit
DL-service-data-unit (N=2)
Ph-interface-data-unit (N=1)

(N)-layer

DL-layer (N=2)

Ph-layer (N=1)

(N)-service

DL-service (N=2)

Ph-service (N=1)
(N)-service-access-point
DL-service-access-point (N=2)
Ph-service-access-point (N=1)

(N)-service-access-point-address

DL-service-access-point-address (N=2)
Ph-service-access-point-address (N=1)

peer-entities
Ph-interface-control-information
Ph-interface-data
primitive_.name

reassembling

recombining

HSOHEC—T498-3]
[ISO/IEC.7498-3]
[ISO/EC 7498-3]
[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]

[ISO/IEC 7498-1]
HSOUEC 7498-1]

responding-DL-address
routing

segmenting

sequencing

splitting

synonymous name
systems-management

[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
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3.2 Service convention terms and definitions

This document also makes use of the following terms defined in ISO/IEC 10731 as they apply
to the data-link layer:

3.21 acceptor
3.2.2 asymmetrical service

3.2.3 confirm (primitive);
requestor.deliver (primitive)

3.24 deliver (primitive)
3.2.5 —Dbt=confirmed=facitity
3.2.6 DL-facility

3.2.7 DL-local-view

3.2.8 DL-mandatory-facility

3.2.9 DL-non-confirmed-facility
3.2.10| DL-provider-initiated-facility
3.2.11| DL-provider-optional-facility
3.2.12| DL-service-primitive;
primitive

3.2.13| DL-service-provider

3.2.14| DL-service-user

3.2.15| DL-user-optional-facility

3.2.16| indication (primitive)
acceptor.deliver (primitive)

3.2.17| multi-peer

3.2.18| request (primitive);
requestor.submit (primitive)

3.2.19| requestor

3.2.20| response (primitive);
acceptor.submit (primitive)

3.2.21( submit (primitive)
3.2.22| symmetrical'service

3.3 Common terms and definitions

For thda_purposes of this document, the following terms and definitions apply

NOTE Many definitions are common to more than one protocol Type; they are not necessarily used by all protocol
Types.

3.3.1
DL-segment
link

local link

single DL-subnetwork in which any of the connected DLEs may communicate directly, without
any intervening DL-relaying, whenever all of those DLEs that are participating in an instance of
communication are simultaneously attentive to the DL-subnetwork during the period(s) of
attempted communication
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DLSAP
distinctive point at which DL-services are provided by a single DL-entity to a single higher-layer

entity

Note 1 to entry: Definition is provided in a generic manner "(N)-SAP" in ISO/IEC 7498-1.

3.3.3
DL(SA

P)-address

either an individual DLSAP-address, designating a single DLSAP of a single DLS-user, or a
group DL-address potentially designating multiple DLSAPs, each of a single DLS-user

Note 1t
address

3.3.4

b entry: This terminology is chosen because ISO/IEC 7498-3 does not permit the use of the term
to designate more than a single DLSAP at a single DLS-user.

(individual) DLSAP-address

DL-adq

Note 1 t

3.3.5
extend
DL-suk
single
commy

ress that designates only one DLSAP within the extended link

b entry: A single DL-entity may have multiple DLSAP-addresses associatedwith a single DLSAP.

ed link

network, consisting of the maximal set of links interconnected by DL-relays, sh
DL-name (DL-address) space, in which any of “the connected DL-entitie
nicate, one with another, either directly or with the\assistance of one or more o

intervelning DL-relay entities

Note 1 t

3.3.6
frame

b entry: An extended link may be composed of just a.single link.

denigrated synonym for DLPDU

3.3.7

group
DL-adq

Note 1t
DL-entit

3.3.8
node
single

DL-address
ress that potentially designates more than one DLSAP within the extended link

entry: A single DL<entity may have multiple group DL-addresses associated with a single DLSAP.
also may have a(Single group DL-address associated with more than one DLSAP.

DL -entity-as it appears on one local link

3.3.9

DLSAP-

aring a
5 may
[ those

A single

receiving DLS-user

DL-ser

vice user that acts as a recipient of DL-user-data

Note 1 to entry: A DL-service user can be concurrently both a sending and receiving DLS-user.

3.3.10

sending DLS-user
DL-service user that acts as a source of DL-user-data

3.4 Additional Type 2 definitions

3.41
actual
API
measu

packet interval

re of how frequently a specific connection produces its Lpacket data
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3.4.2

allocate

take a resource from a common area and assign that resource for the exclusive use of a specific
entity

3.4.3
application
function or data structure for which data is consumed or produced

3.44
application objects

muItlpI= nhjnr"r classes that manage and Ir_\rr‘\\/irh:\ the run time nynhnngn of messages-across

the nefwork and within the device

3.45
attribute
description of an externally visible characteristic or feature of an object

Note 1 tp entry: The attributes of an object contain information about variable portions of an object. Typicglly, they
provide ptatus information or govern the operation of an object. Attributes can also'affect the behavior of ap object.
Attributgs are divided into class attributes and instance attributes.

3.4.6
behavior
indicatjon of how the object responds to particular events

Note 1 tp entry: Its description includes the relationship between attribute values and services.

3.4.7
bit
unit of information consisting ofa1ora0

Note 1 tp entry: This is the smallest data unitthat can be transmitted.

3.4.8
blankipg or blanking time
length jof time required after transmitting before the node is allowed to receive

3.4.9
client
1) object which uses the services of another (server) object to perform a task

2) initjator of @ message to which a server reacts

3.4.10
commuhication objects
components that manage and provide run time exchange of messages across the network such
as the ControlNet object, the Unconnected Message Manager (UCMM)

3.4.11
connection
logical binding between two application objects within the same or different devices

3.412

connection ID

CIiD

identifier assigned to a transmission, associated with a particular connection between
producers and consumers, that identifies a specific piece of application information

Note 1 to entry: Within the data link this is a generic tag.
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3.4.13

cyclic redundancy check

CRC

residual value computed from an array of data and used as a representative signature for the
array

3.4.14
cyclic
term used to describe events which repeat in a regular and repetitive manner

3.4.15
deafness
situation where the node cannot hear the moderator DLPDU but can hear other link traf

Cc

3.4.16
device
physic@l hardware connection to the link

Note 1 tp entry: A device may contain more than one node.

3.4.17
DLPDI;I:
data-link protocol data unit

Note 1 tp entry: A DLPDU consists of a source MAC ID, zero or\more Lpackets and an FCS as transnitted or
received by an associated PhE.

3.4.18
end delimiter
unique|set of M_symbols that identifies the end of a DLPDU

3.4.19
error
discrepancy between a computed;lobserved or measured value or condition and the specified
or theqgretically correct value orscondition

3.4.20
extended link
links cpnnected by Dl(-routers (sometimes called a local area network)

3.4.21
FCS efror
error that 6ccurs when the computed frame check sequence value after reception of|all the
octets jn‘a DLPDU does not match the expected residual

3.4.22
fixed tag
two octet identifier (tag) which identifies a specific service to be performed by either

a) that receiving node on the local link which has a specified MAC ID, or
b) all receiving nodes on the local link

Note 1 to entry: Identification of the target node(s) is included in the two octet tag.

3.4.23
frame
denigrated synonym for DLPDU
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3.4.24

Frame Check Sequence

FCS

redundant data derived from a block of data within a DLPDU (frame), using a hash function,
and stored or transmitted together with the block of data, in order to detect data corruption

3.4.25
generic tag
three octet identifier (tag) which identifies a specific piece of application information

3.4.26
guardband
time slpt allocated for the transmission of the moderator DLPDU

3.4.27
implic|t token
mechahism that governs the right to transmit

Note 1 tp entry: No actual token message is transmitted on the medium. Each node\keeps track of the MAC ID of
the nod¢ that it believes currently holds the right to transmit. The right to transmitlisypassed from node to |node by
keeping|a record of the node that last transmitted. A slot time is used to allow @ missing node to be skippgd in the
rotation.

3.4.28
implic|t token register
register that contains the MAC ID of the node that holds\the right to transmit

3.4.29
instance
actual [physical occurrence of an object withinba class, identifying one of many objects within
the same object class

EXAMPLE California is an instance of the object class state.
Note 1 tp entry: The terms object, instance, and object instance are used to refer to a specific instance.

3.4.30
instange attribute
attribule whose value is™unique to an object instance and whose definition is shared by all
instanges of an object

3.4.31
instantiated
object that(has been created in a device

3.4.32
Keeper
object responsible for distributing link configuration data to all nodes on the link

3.4.33
link
collection of nodes with unique MAC IDs, attached to Ph-segments connected by Ph-repeaters

3.4.34

little endian

model of memory organization which stores the least significant octet at the lowest address,
and of transmission organization which transfers the least significant octet first on the medium
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3.4.35
Lpacket
well-defined sub-portion of a DLPDU consisting of

a) size and control information,

b) a fixed tag or a generic tag, and

c) DLS-user data or, when the tag has DL-significance, DL-data
3.4.36

M_symbol(s)

symbols that represent the data bits and related information encoded and transmitted by the
PhL

3.4.37
maximum scheduled node
node with highest MAC ID that can use scheduled time on a link

3.4.38
maximum unscheduled node
node with highest MAC ID that can use unscheduled time on a link

3.4.39
Message Router
object within a node that distributes messaging requests to the appropriate application ¢bjects

3.4.40
moderator
node With the lowest MAC ID that is responsiblecfor transmitting the moderator DLPDU

3.4.41
moderjator DLPDU
DLPDU transmitted by the node withthe lowest MAC ID for the purpose of synchronizlng the
nodes fand distributing the link configuration parameters

3.4.42
multippint connection
connegtion from one node-to many

Note 1 tp entry: Multipaint connections allow messages from a single producer (publisher) to be received py many
consumer (subscribef) hodes.

3.4.43
network
series pfnoedes connected by some type of communication medium

Note 1 to entry: The connection paths between any pair of nodes can include repeaters, routers and gateways.

3.4.44

network access monitor

NAM

component within a node that manages communication with a temporary node connected to the
nodes local NAP

3.4.45

network access port

NAP

PhL variant that allows a temporary node to be connected to the link by connection to the NAP
of a permanent node
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3.4.46
network address or node address
node's address on the link

Note 1 to entry: This is also called MAC ID.

3.4.47
network status indicators
indicators on a node indicating the status of the Physical and Data Link Layers

3.4.48

network update time
NUT
repetitive time interval in which data can be sent on the link

3.4.49
node
logicallconnection to a local link, requiring a single MAC ID

Note 1 tp entry: A single physical device can appear as many nodes on the same-local link. For the purposes of
this protpcol, each node is considered to be a separate DLE.

3.4.50
non-concurrence
situatign where a transmission is received from an unéxpected MAC ID, which appegars to
violate|the time based access protocol

Note 1 tp entry: This can occur when a connection is made between two working links that are not synchronized
with each other but who have the same configuration information.

3.4.51
non-data symbol
PhL symbol which violates the requirements of Manchester biphase L encoding

3.4.52
object
abstra¢t representation of a particular component within a device

Note 1 tp entry: An object.can'be

1) |an abstract representation of a computer's capabilities. Objects can be composed of any or a]l of the
following components:

a) data(infermation which changes with time);
b) configuration (parameters for behavior);

c){smethods (things that can be done using data and configuration);

2 1 n £ [T HR DAY P 2 I P 4 £ oo AN ol dloo de [ ol N 4 t dat
a-correctom o reratet— tata—( e rormorvaraores anamethoas—(proceatres)ror-operatmg—omtna ata

that have clearly defined interface and behavior.

3.4.53

object specific service

service defined by a particular object class to perform a required function which is not performed
by a common service

Note 1 to entry: An object specific service is unique to the object class which defines it.

3.4.54
originator
client responsible for establishing a connection path to the target
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3.4.55

permanent node

node whose connection to the network does not utilize the network access port (NAP) PhL
variant

Note 1 to entry: This node may optionally support a NAP PhL variant to allow temporary nodes to connect to the
network.

3.4.56
produce
act of sending data to be received by a consumer

er
at is responsible for sending data

produ

3.4.57&
node t

3.4.58
redundant media
systen] using more than one medium to help prevent communication failures

3.4.59
requegted packet interval
RPI
measufe of how frequently the originating application requires the transmission of Lpackets or
data packets from the target application

3.4.60
rogue
node that has received a moderator DLPDU that-disagrees with the link configuration cyrrently
used by this node

3.4.61
schedpled
data trgnsfers that occur in a deterministic and repeatable manner on predefined NUTs

3.4.62
server|
object which provides services to another (client) object

3.4.63
service
operatfon or<function than an object and/or object class performs upon request from gnother
object pnd/or object class

Note 1 to entry: A set of common services is defined and provisions for the definition of object-specific services are
provided. Object-specific services are those which are defined by a particular object class to perform a required
function which is not performed by a common service.

3.4.64
slot time
maximum time required for detecting an expected transmission

Note 1 to entry: Each node waits a slot time for each missing node during the implied token pass.

3.4.65
start delimiter
unique set of M_symbols that identifies the beginning of a DLPDU
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3.4.66
supernode
DLE with a MAC ID of zero

Note 1 to entry: This DLE DL-address is reserved for special DLL functions

3.4.67

table unique identifier

TUl

unique reference code used by the ControlNet object and the Keeper object to reference a
consistent set of link configuration attribute

3.4.68
tag
shorth@gnd name for a specific piece of application information, two or three octets)in length

3.4.69
target
end-ngde to which a connection is established

3.4.70
temporary node
same 3as transient node

3.4.71
tMinu1
numbefr of NUTs before a new set of link configuratien parameters are to be used

3.4.72
tone
instant| of time which marks the boundary.between two NUTs

3.4.73
tool
executpble software program which interacts with the user to perform some function

EXAMPLE Link scheduling software (LSS).

3.4.74
transagtion id
field wlithin a UEMM header that matches a response with the associated request, which a
server [echoesyin the response message

3.4.75
transient node

node that is only intended to be connected to the network on a temporary basis using the NAP
PhL medium connected to the NAP of a permanent node

3.4.76

Unconnected Message Manager

UCMM

component within a node that transmits and receives unconnected explicit messages and sends
them directly to the Message Router object

3.4.77

unconnected service

messaging service which does not rely on the set up of a connection between devices before
allowing information exchanges
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3.4.78

unscheduled

data transfers that use the remaining allocated time in the NUT after the scheduled transfers
have been completed

3.4.79
vendor ID
identification of each product manufacturer/vendor by a unique number

Note 1 to entry: Vendor IDs are assigned by the ODVA, Inc. organization (see <www.odva.org>).

3.5 Type 2 symbols and abbreviated terms

ACD Address Conflict Detection

ACM Access control machine

BOOTPP Bootstrap Protocol [IETF RFL 951]

CA Clock accuracy

CAN Controller Area Network [ISO 11898-1]

CCITT Consultative Committee for International Telephony| and
Telegraphy

coP Connection originator password

DANP Doubly Attached Node operating'‘PRP

DHCP Dynamic Host Configuration\Protocol [IETF RFC|2131]

DLR Device level ring

DSCP DiffServ code point

FCS Frame Check Sequehce

HSR High-availability"Seamless Redundancy [IEC 62439-3]

IP Internet Protocol [IETF RFL 791]

LAN Local Area Network

LED Light.emitting diode

LRE Link Redundancy Entity (associated with PRP)

LSS Link scheduling software

MAC ID MAC address of a node

MSTP Multiple spanning tree protocol [IEEE Std 802.1Q}2018]

NAM Network attachment monitor

NAP Network access port

ND Non-data symbol

PRP Parallel Redundancy Protocol [IEC 62439-3]

NUT Network update time

PT Programming terminal (a temporary network connection)

PTP Precision Time Protocol [IEC 61588]

QoS Quality of service

Rcv Receive

RedBox PRP Redundancy Box (for attaching non-PRP nodes)

RPI Requested Lpacket interval

RSTP Rapid spanning tree protocol [IEEE Std 802.1Q-2018]

Rx Receive
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1350]

RxLLC Receive logical link control

RxM Receive machine

SAN Singly Attached Node (in a PRP topology)

SEM State event matrix

SMAX MAC ID of the maximum scheduled node

STD State transition diagram, used to describe object behavior

STP Spanning tree protocol [IEEE Std 802.1Q-2018]
TCP Terminal Control Protocol [IETF RFC 793]
TFTP Trivial File Transfer Protocol [IETF RFC

TUIl Table unique identifier

Tx Transmit

TxLLd Transmit logical link control

XM Transmit machine

Uccwm Unconnected Message Manager

UMAX MAC ID of maximum unscheduled node

USR Unscheduled start register

VLAN Virtual LAN

3.6 Lonventions for station management objects

Objects for station management are specified>in Clause 7, using attributes, servicgs and
behavipr.

Object|attributes are specified in tables_formatted according to Table 1.

Tablel.— Format of attribute tables

Attribdte 1D Need in Access NV Name Data type | Description | Semjantics
implementation rule of attribute of values
Seel|a) See b) See ¢) See d) See e) See 6.1.3 See f) Sqge g)
a) "Atfribute ID"s-the identification value assigned to an attribute.
b) "Nged inimplementation" specifies whether or not the attribute is necessary [in the
imglementation. An attribute may be optional, required or conditional.
A tonditional attribute is required if certain object behaviors and/or attributeés are

implemented as defined by the class.

If an Attribute is optional, then a default value shall be defined in the semantics. An optional
attribute's default value shall provide the same behavior as if the attribute was not
implemented. If the default value of an optional attribute does not match the behavior of the
object when the object does not implement the attribute, the object definition shall declare

the

behavior.

In all cases, the term "default”" indicates a "factory default" as shipped from the vendor.

"Access rule" specifies how a requestor can access an attribute. The definitions for access
rules are:

Settable (Set) — The attribute shall be accessed by at least one of the set services. For
enumerated attributes, if the device supports only one of the values and the object
definition does not require more than one value to be supported, then the attribute may

be implemented as Get only.
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Settable attributes, unless otherwise specified by the object definition, shall be also

accessed by get services.

Gettable (Get) — The attribute shall be accessed by at least one of the get services.

d) "NV" indicates whether an attribute value is maintained through power cycles. This column
is used in object definitions where non-volatile storage of attribute values is required. An
entry of "NV" indicates value shall be saved, "V" means not saved.

e) Name refers to the attribute.

f) Description of Attribute provides general information about the attribute.

g) Semantics of Values specifies the meaning of the value of the attribute.

-mode
ns are

alizing

sibility

are

in the

4 Oyerview of the data-link protocol

4.1 General

4.1.1 DLL architecture

The Type 2 DLL is modeled as an integrated Access Control Machine (ACM), with scheduling

support functions, designed for reliable and efficient support of higher:level connection

and connectionless data transfer services. Interoperating with theSe higher level functidg

DLL mpnagement functions.

PhL framing and delimiters are managed by DLL functions for serializing and deser

M_symbol requests and indications.

Within [the Data Link Layer, the Access Control Machine (ACM) has the primary respon

for detgcting and recovering from network disruptions. The major objectives of the ACM

— to fnake sure that the local node detects and fully utilizes its assigned access slots
scHedule;

— to make sure that the local node does not interfere with the transmissions of other

esq

— to g
not

— if th

The D4

ecially the moderator node;

e local node is the.moderator, to transmit each moderator DLPDU strictly on sch

ta Link Layer is comprised of the components listed in Table 2:

nodes,

tart the next NUT (see_4:1-2) on schedule, whether the moderator DLPDU is he¢ard or

edule.
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Table 2 — Data-link layer components

Components

Description

Access Control Machine (ACM) (receives and transmits control DLPDUs and header information, and
determines the timing and duration of transmissions.

Transmit LLC (TxLLC) buffers DLSDUs received from Station Management and the DLS-user, and
determines which should be transmitted next.

by a good FCS.

Receive LLC (RxLLC) performs the task of quarantining received link units until they are validated

Serializer

Transmit Machine (TxM) receives requests to send DLPDU headers and trailers, and Lpackets from the
ACM, and breaks them down into octet symbol requests that are sent to the

Receivé¢ Machine (RxM) assembles received Lpackets from octet symbols received from the
Deserializer, and submits them to the RxLLC.

Serialiger receives octet symbols, encodes and serializes them, and sends them|as
M_symbols to the PhL. It is also responsible for generatingth'e FCS.

Deseridlizer receives M_symbols from the PhL, converts M_symbodlsyinto octets anq sends
them to the receive machine. It is also responsible.for)checking the FGS.

DLL Mgdnagement Interface holds the Station Management variables that belong to the DLL, and helps
manage synchronized changes of the link parameters.

The internal arrangement of these components, and their interfaces, are shown in Figure|1. The

arrowhleads illustrate the primary direction of flow of datayand control.

':
1
: Application Layer :
1 1
e 1
|m————— 1
1 1
1 1
1 1
! ! TXLLC RxLLC
1 1
1 1
1 1 A
. - 1
1 1
1 1
: : v
: Stati : DLL P R Access Control -
1 Station < X Management | d Machine D
I Manage- ! <
1 ment 1
1 I
1 1
1 1
: : v
1 1
[ 1 TxM RxM
: : Framer Framer
H H
1 1
1 1
1 1
; ! ]
1 1
! ! Octet Octet
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1
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1 1
1 1
1 1
' i
: e R
------ 1
1
1
1

Figure 1 — Data-link layer internal architecture
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4.1.2 Access control machine (ACM) and scheduling support functions

The ACM functions schedule all communication from one DLE to another. The timing of this
communication is regulated at two levels,

a) to provide an accurate time based distribution of scheduled opportunities for designated
communications in accord with, and with a pre-established schedule for, the local link and
any extended network of links,

b) to provide a democratic distribution of unscheduled opportunities for arbitrary
communications, generally in a cyclic but asynchronous manner.

Accurate schedule timing as provided by a) is very important to support many control and data
collect{on tasks In the applications domain of this protocol. The schedule 1s based on g fixed,
repetitive time cycle called network update time (NUT). The NUT is maintained, il close
synchrpnism among all nodes participating in the DLL and used to provide two types of access
opportlnity:

1) Ong opportunity for each active station to transfer one scheduled DLPDU ¢ontaining multiple
scheduled DLSDUs.

Only DLSDUs with scheduled as their QoS parameter may be. included in a scheduled
DLPDU.

NOTE DLSDUs with scheduled as their QoS parameter are usually connéetion mode transfers with ggneric as
theif tag parameter.

2) Ong opportunity for at least one active station to_send one background (unscheduled)
DLPDU containing multiple DLSDUs of any QoS type. f time is available within a NYT, one
bagkground MAC opportunity is offered to each othér active station in the order of thejr MAC
ID [address. The station MAC ID for the first\background opportunity in each NUT is
incfemented (+1 modulo the set of background addresses) for each successive NUT to
democratically share the available time among active stations.

Suppoft procedures are included for autamatic transfer to backup scheduling services|and to
managle the use of redundant Ph media:

4.1.3 Connection-mode, connectionless-mode data transfer and DL service

The cpnnection mode, connectionless mode and DL services provide the negessary
functiopality for

— mahaging DL provider interactions with the DL user by converting request and response
primitives into necessary DLE operations and generating indications and confirm primitives
where appropriate,

— determination of the DL address and control information to be added to each DLSDU,

— local eonfirmation of status for each outgoing DLSDU,

— DLPBUfermationbycenecatenationof-multiple- BLuser BLSBDUsforoffisionttransfer as
single PhPDUs, subject to DLPDU size limitations, QoS parameters and the type of access
opportunity.

4.2 Services provided by the DL
4.2.1 Overview

The DLL provides connectionless data transfer services and connection-mode data transfer
services for limited-size DLSDUs, an internally synchronized time service, scheduling services
to control the time allocation of the underlying shared PhL service, a DL(SAP)-address and
queue management service, and a packing/unpacking service that combines multiple DLSDUs
into a single data transfer DLPDU for efficient use of each access opportunity.
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4.2.2 QoS
4.2.2.1 Definition

The QoS parameter specifies priority options for DLSDUs and access opportunities. The
available values are as follows:

4.2.2.2 DLL scheduled priority

The scheduled priority QoS provides accurate time based cyclic and acyclic sending of
DLSDUs. The execution timing for this fieldbus scheduled service can be accurate and
repeatable to better than 1 ms. Scheduled priority is normally used with connected mode
servicgs:

NOTE [The active Keeper is responsible for regular publication of a unique table identifier (TUI) which ensures all
nodes hfave a reference for the current set of link operating parameters. This TUI publication uses -a fixed tdg and is
sent with QoS priority set to scheduled.

4.2.2.3 DLL high priority (unscheduled)

The high priority QoS provides acyclic sending of DLSDUs with a bounded upper time [for the
sending delay. Data on this priority is sent only when all scheduled data has been sentf and a
non-scheduled sending opportunity is available.

4.2.2.4 DLL low priority (unscheduled)

The loy priority QoS provides for sending of DLSDUs)only on an as-available basis. fata on
this prfority is sent only when all other data priorities' have been sent and a non-scheduled
sending opportunity is available.

NOTE High and Low priority are used only in a local sense to set the order of servicing among locally sybmitted,
unscheduled DLS-user-data.

4.3 Structure and definition of DL-addresses

4.3.1 General

DL-addresses are used as MAC ID addresses (Link node designators), Fixed tag addresses
(DLSAP-addresses and group DL-addresses), and Generic tag addresses (DLCEP-addrgsses).

NOTE [The definition of DLSAP, derived from ISO/IEC 7498-1, is explained here to facilitate understandirlg of the
critical distinction between.DLSAPs and their DL-addresses (see Figure 2).
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DLS-users

DLS-user-entity

DL S-user-entity

/ -~
s / ~ — AN
v DLSAP- N - N
DLSAR address “aroup DI~ DLSAP-
ad¢iresses address address
DL-layer DL-entity
Ph-lgyer IEC
NOTE 1| DLSAPs and physical layer service access points (PhSAPs) are depicted as ovals spanning the Houndary

between| two adjacent layers.

NOTE 2

Fig

A single DLE may have multiple DLSAP-addresses and group DL-addresses associated

single

Subcl
for so

All ad
and m

Three

4.3.2

MAC |B=addressesidentify physicatmodes o thetocat timkas shrowrmim Figore 3

DLSAP.

use 4.3 defines the form-and structure of DL-addresses and includes specific def
e standard DL-addresses.

resses are formedyof octets. Each octet shall be transferred to the Ph layer low-
Itiple octets shall'be transferred low-order octet first (little endian format).

ypes of D addresses are used (see 4.3.2, 4.3.3 and 4.3.4).

MAC ID address

DL-addresses are depicted as designating small gaps/(points of access) in the DLL portion of a DLSAP.

ure 2 — Relationships of DLSAPs, DLSAP-addresses, and group DL-addresses

with a

nitions

bit first

Permitted values are within the range 0 to 99, values from 100 to 254 are reserved.

MAC ID

1 octet

Figure 3 — Basic structure of a MAC ID address

Table 3 specifies the use of MAC ID addresses.
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Table 3 — MAC ID addresses allocation

MAC ID Meaning and purpose
0x0 temporary address used for maintenance
SMAX current maximum address value for Scheduled access

opportunities. SMAX =< UMAX

UMAX current maximum address value for Unscheduled access
opportunities SMAX. =< UMAX =< 0x63

0x64 to OxFE reserved

OxFF broadcast address to all MAC ID nodes on this link

4.3.3

Generi
availah

Generi
availah

NOTE
user.

4.3.4

Fixed tag addresses types identify DLSAPS within a designated station MAC ID. They af

with al

NOTE
priorities

Each f

Generic tag address

c tag addresses types identify all data transfers for connected maode/service
le capacity in the DLL is 3 octets, see Figure 4.

Generic tag

3 octets

Figure 4 — Basic structure of a generic tag.address

c tags are used to send connected DLSDUs and{may be associated with any
le QoS priorities (Scheduled, High, Low).

Negotiation and management of generic tags and connected mode services are the responsibility g

Fixed tag address

data transfers for connectionless mode services.

Fixed tags are used to send_connectionless DLSDUs and are usually associated with unschedu
(High, Low). Typical uses of fixed tags are for station management and to establish connections.

xed tag address shall consist of two octets as shown in Figure 5.

Fixed tag service Destination MAC ID

1 octet 1 octet

Figure 5 — Basic structure of a fixed tag address

5. The

of the

f the DL

e used

ed QoS

The firn

sth.oCtet shall specify the service access point in the destination node as spec

fied in

Table 4. The second octet shall be the address of the destination node. The destination address
shall be either a MAC ID or OxFF, which indicates the broadcast address to all MAC IDs on the
local link.

Table 4 — Fixed tag service definitions

Fixed tag service Meaning
0x00 moderator
0x01 - 0x08 vendor specific
0x09 ping request
O0x0A — 0x14 vendor specific
0x15 tMinus
0x16 - 0x28 vendor specific
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Fixed tag service Meaning

0x29 ping reply

0x2A - 0x3F vendor specific

0x40 - Ox6F reserved

0x70 — Ox7F vendor-specific
0x80 I'm alive
0x81 link parameters
0x82 reserved
0x83 UCMM
0x84 TUI
0x85 IP (reserved for Internet Protocol)
0x86 WAMI
0x87 reserved
0x88 Keeper UCMM
0x89 Ethernet (used for address.resolution

protocol)

0x8A — 0x8B reserved
0x8C Time distribution

0x8D — 0x8F reserved for time distribution
0x90 debug

0x91 - OxCF reseryed

0xDO - OxEF group addresses

0xFO - OxFF vendor specific

Fixed tags in the range 0xDO0 to OxEF'shall be reserved to permit group screening of confection
identifiers.

4.4 Services assumed from the PhL
4.4.1 General requirements

Subclguses 4.4.2+t04.4.3 include requirements for interface to a Type 2 PhL that gre not
requirdgd for other Types:

— Transmit Machine;

— Reg¢eijve Machine;

— Serializer;

— Deserializer.

This is necessary because the Ph-Interface Data Units (PhIDUs) that Type 2 passes across the
DLL-PhL interface are individual serial data and non-data symbols, designated on the DLE side
as M_Symbols (see Table 5), whereas PhIDUs for other Types are not conceptualized in this
way. As a consequence, a Type 2 Data Link Layer requires a Type 2 PhL.

4.4.2 Data encoding rules

The M_Symbols transferred at the DLL to PhL interface are of four types designated 0, 1, +, -.
They will be encoded inside the PhL into appropriate Ph_Symbols as shown in Table 5. The
M_0 and M_1 will be encoded into Ph_Symbols that represent Manchester biphase L data
encoding rules. The M_ND symbols are non-data symbols to allow for the creation of unique
data patterns used for start and end delimiters. The example of signal voltage waveform as it


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

—-42 - IEC 61158-4-2:2023 © |EC 2023

might be applied to an electrically-conductive medium is shown in an idealized form in Figure 6
to provide an example of the data encoding rules shown in Table 5.

Table 5 — Data encoding rules

Data bits (common name) [ M_Symbol representation Ph_Symbol encoding Manchester encoded
data "zero" M_0 or {0} {L,H} 0
data "one" M_1 or {1} {H,L} 1
"non_data+" M_ND+ or {+} {H,H} no data
"non_data-" M_ND- or {-} {L,L} no data

+V§

Transmitter
Off

One |

bit
time !
H (200 ns) - H H H :
MAC_Symbols ; 1 ' 1 F 0 H 0 H — H +
: 5 i R [
3 H : | !
Manchester H 1 1
biphase L H : : Time
encoding z : L 1
H : | H : 1 |
H H 1 H | 1 1
Phy Symbols § H L { H ;| L:L H I, H L | L H| H
H H | I | |
| | | I

IEC
Figure 6 — M_symbols and Manchester encoding at 5 MHz

4.4.3 DLL to PhL interface
4.4.3.1 General

The DIUL to PhL interfacesneed not be exposed in the implementation of any PhL variant. This
interfage may be internal to the node. If conformance to the DLL to PhL interface is claimed, it
shall cpnform to the requirements of 4.4.3.

4.4.3.2 Ph ock_indication

ph_lock_indication shall provide an indication of either data lock or Ph_Symbol synchronization
by the RhL, Valid states for ph_lock_indication shall be true and false. ph_lock_indicatign shall
be true f — f o DLL
interface timing of M_Symbols conforms to the PhL requirements. It shall be false between
frames (when no Ph_Symbols are present on the medium) or whenever data synchronization is
lost or the timing fails to conform to the PhL requirements. ph_lock_indication shall be true prior
to the beginning of the start delimiter.

4.4.3.3 Ph_frame_indication

ph_frame_indication shall provide an indication of a valid data frame from the PhL. Valid states
for ph_frame_indication shall be true and false. ph_frame_indication shall be true upon
ph_lock_indication = true and reception of the first valid start delimiter. ph_frame_indication
shall be false at reception of next M_ND symbol (following the start delimiter) or
ph_lock_indication = false.

NOTE This signal provides octet synchronization to the DLL.
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4.4.3.4 Ph_carrier_indication

ph_carrier_indication shall represent the presence of a signal carrier on the medium. The
ph_carrier_indication shall be true if internal PhL identification of signal carrier has been true
during any of the last 4 M_symbol times and it shall be false otherwise.

4.4.3.5 Ph_data_indication

ph_data_indication shall represent the M_Symbols that are decoded from the PhL internal
representations such as those shown in Table 5. Valid M_symbols shall be M_0 {0}, M_1 {1},
M_ND+ {+}, and M_ND- {-} as shown in Table 6.

Table 6 — M Data symbols

Data bits (common name) M_Symbol representation
data "zero" M_0 or {0}
data "one" M_1 or {1}
"non_data+" M_ND+ or {+}
"non_data-" M_ND- or\{=}

The pH_data_indication shall represent the M_Symbols as decoded within the PhL whenever
ph_lock_indication is true.

4.4.3.6 Ph_status_indication

ph_stafus_indication shall represent the delimitér status of the frame which was receivgd from
the PhL as shown in Table 7. Valid symbols shall be Normal, Abort, and Invalid.

ph_stafus_indication shall indicate Normaliafter reception of a frame (ph_frame_indication =
true) domposed of a start delimiter, valid data (no M_ND symbols) and an end delimiter.
ph_stafus_indication shall indicate Abert after reception of a frame (ph_frame_indication|= true)

compoped of a start delimiter, validdata, and a second start delimiter. ph_status_indication
shall indicate Invalid after reception-of a frame (ph_frame_indication = true) composed of|a start
delimiter and the detection of @ny' M_ND symbol which was not part of a start or end delimiter.

Table 7 — Truth table for ph_status_indication

Ph_stafus_indication|Rh_frame_indication| Start delimiters in a End delimiter Any non-deliimiter
single frame detection Manchester
violations
Normai true 1 true false
Abort true 2 don't care false
nvatid True 1 dontcare rae

4.4.3.7 Ph_data_request

ph_data_request shall present the M_Symbols to be transmitted. Valid symbols shall be M_0,
M_1, M_ND+ or M_ND- as shown in Table 6. ph_data_request shall indicate M_0 when no data
is to be transmitted (and ph_frame_request = false).

4.4.3.8 Ph_frame_request

ph_frame_request shall be true when ph_data_request presents M_Symbols to be encoded into
the appropriate Ph_Symbols by the PhL, and shall be false when no valid M_Symbols are to be
transferred to the PhL.
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4.5 Functional classes
Implementations of this protocol fall into two broad classes:

— connection originators (sometimes called Scanners);
— connection responders or connection targets (sometimes called Adaptors).

Devices with connection origination capability will include functions such as Scheduling object,
support for external Configuration Tools and usually a Keeper object.

Connection responders are typically simpler devices which do not need the full set of
capabilities.

This dpecification does not mandate particular groupings of functions forcclasses of
implementation devices.

NOTE [Grouping of services and functions into implementation classes can be done by separate specifications for
profiles.

5 Gg¢neral structure and encoding of PhIDUs and DLPDUsand
related elements of procedure

5.1 Dverview

The DLL and its procedures are those necessary to provide the services offered to DUS user
by using the services available from the PhL. The main services of this protocol are

a) projision of timely access opportunities to support scheduled data-transfer DL-services on
one link and on an extended multi-link network;

b) the| packing of multiple DLS-user transfers into a single PhL transfer unit (DLPPU) to
efficiently use each transfer opportunity;

c) thel|efficient distribution of DLS-usér data from a publishing DLS-user to a set of subsfcribing
DL$-users;
d) the[provision of a synchronized sense of internal time among the DLEs and availablg to the
DLE-users of the extendedlink;

e) the| standardized availability of local DL-address, buffer and queue management
capabilities.

5.2 Media access procedure

The prjmary_task of the Data Link Layer is to determine, in co-operation with other Dafa Link
Layers| on the same link, the granting of permission to transmit on the medium. At itg upper
interfagei«the DLL provides services to receive and deliver service data units for the DUS user
and St t;UII :\V‘Iallayclllcllt.

The DLL protocol is based on a fixed, repetitive time cycle called a network update time (NUT).
The NUT is maintained in close synchronism among all nodes on the link. A node is not
permitted access to transmit on the medium if its NUT does not agree with the NUT currently
being used on a link wide basis. Different links may have different NUT duration.

Each node contains its own timer synchronized to the NUT for the local link. Media access is
determined by local sub-division of the NUT into access slots. Access to the medium is in
sequential order based on the MAC ID of the node. Specific behaviors have been incorporated
into the access protocol allowing a node which temporarily assumes a MAC ID of zero to
perform link maintenance. The MAC ID numbers of all nodes on a link are unique. Any DLL
detecting the presence of a duplicate MAC ID shall immediately stop transmitting.
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An implicit token passing mechanism is used to grant access to the medium. Each node
monitors the source MAC ID of each DLPDU received. At the end of a DLPDU, each DLL sets
an "implicit token register" to the received source MAC ID + 1. If the implicit token register is
equal to the local MAC ID, then the node shall transmit one DLPDU containing one or more
Lpackets with data or a null DLPDU. In all other cases, the node watches for either a new
DLPDU from the node identified by the "implicit token register" or a time-out value if the
identified node fails to transmit. In each case, the "implicit token" is automatically advanced to
the next MAC ID. All nodes have the same value in their "implicit token register" preventing
collisions on the medium.

The time-out period (called the "slot time") is based on the amount of time required for

— the[current node to hear the end of the transmission from the previous node;
— the|current node to begin transmitting;
— the|next node to hear the beginning of the transmission from the current node,

The slgt time is adjusted to compensate for the total length of the medium since the propagation
delay gf the medium effects the first and last item on the previous list.

NOTE [The calculation of slot time is specified in 8.2.

Each NUT is divided into three major parts: scheduled, unscheddled, and guardband as|shown
in FiguIe 7. This sequence is repeated in every NUT. The implicit token passing mechapism is
used t¢ grant access to the medium during both the unschieduled and scheduled intervals.

Scheduled

Network Update Time (NUT) Udiseheduled Guardbanfl

Figure 7 — NUT structure

During|the scheduled part of the NUT, each node, starting with node 0 and ending with node
SMAX|/ gets a chance to transmit time-critical (scheduled) data. SMAX is the MAC ID| of the
highesf tdmbered node that has access to the medium during the scheduled part of th¢ NUT.
Every hodebetweenm 0—and-SMAX Tras onty ormeopportumity tosemd-onme DEPBYofstheduled
data in each NUT. The opportunity to access the medium during the scheduled time is the same
for each node in every NUT. This allows data that is transmitted during the scheduled portion
of the NUT to be sent in a predictable and deterministic manner. Figure 8 shows how the
permission to transmit is granted during the scheduled time. The DLS-user regulates the amount
of data that each node may transmit during this scheduled token pass.
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the unscheduled part of the NUT, each node:from 0 to UMAX shares the opportunity to

it one DLPDU of non-time critical data in a.round robin fashion, until the allocatgd NUT
duratign is exhausted. UMAX is the MAC ID of the'highest numbered node that has ac
the me¢dium during the unscheduled part of{the NUT. The round robin method of
opportinity enables every node between 0 and UMAX to have zero, one or many opporfunities

eduled time. Variations in scheduled traffic means the opportunity to access the

cess to
ACCEessS

unscheduled data depending on-how much of the NUT remains after the complgtion of

edium

the unscheduled time can be‘different for each node in every NUT. Figure 9 shows how
mission to transmit is granted-during the unscheduled time. The MAC ID of the nofde that
rst in the unscheduled“part of the NUT is incremented by 1 for each NUT.
duled token begins at the MAC ID specified in the unscheduled start register (USR) of
vious moderator DI'RDU. The USR increments by one modulo (UMAX+1) each NUT. If
R reaches UMAX before the guardband, it returns to zero and the token pass confinues.

The
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Figure 9 — Media access during unscheduled time

he guardband is reached, all nodes stop transmitting. A node is not allowed to
ission unless it can be completed before ¢he*beginning of the guardband. Du
and, the node with the lowest MAC ID (called the "moderator") transmits a maint
e (called the "moderator DLPDU") that@ccomplishes two things:

IEC

start a

rlng the

nance

— it kpeps the NUT timers of all nodes synchronized;
— it publishes critical link parameters.enhabling all members of the local DLL group to ghare a
commmon version of important DLEvalues such as NUT, slot time, SMAX, UMAX, etc

The m
the NU
values

disagr¢e with the moderator disables itself. If the moderator DLPDU is not heard

conseq

transmiitting the mederator DLPDU in the guardband of the third NUT. A moderator no

noticeq
cancel

Typica

bderator transmits the moderator DLPDU, which re-synchronizes all nodes and r
T. Following the receipt-of a valid moderator DLPDU, each node compares its i
with those transmifted in the moderator DLPDU. A node using link paramete
utive NUTs, the node with the lowest MAC ID assumes the moderator role, and

another mode on-line and transmitting with a MAC ID lower than its own imme
5 its mederator role.

situations that can cause disruption of the DLL access protocol include

estarts
hternal
rs that

for 2
begins
He that
diately

induced noise on the link;
poor cable or termination quality;
physically connecting two links together while the network is operating.

One common consequence of such disruption is that nodes can be caused to disagree as to
which node should be transmitting; this is called a network "non-concurrence". Another potential
problem occurs when the nodes do not agree to the same link configuration parameters. A node
that disagrees with the link parameters as transmitted by the moderator is called a "rogue" and
immediately stops transmitting. The DLL access protocol is designed to recover a rogue node
and bring it back on-line.
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DLPDUs are the DLPDUs passed to the Ph layer for sending on the Ph medium. The DLPDUs
are formed by the transmit logical link control (TxLLC) protocol in two stages:

— DLSDUs are formed into Link-units (Lpackets);

— Multiple Lpackets are packed into one DLPDU subject to constraints set by the QoS
required, the type of access opportunity available and limits on DLPDU overall length.

5.3.2 DLPDU components
The ggneral DLPDU structure is shown in Figure 10 and managed by the DLL support units
TxFramer, RxFramer, Octet Serializer and Octet Deserializer as shown in Figure 1C
The cqgmponents of the DLPDU shall be transmitted in the following order:-preamblg, start
delimiter, source MAC ID, zero or more Lpackets, FCS and end delimiter.
Mframe
START | SOURCE END
REAMBLE DELIMITER| MAC ID Lpackets FCS DELIMITER
(16 bits) (8 bits) (8 bits) .~ 0 to 510 octets \\ (16 bits) (8 bits
// \\
// \\
// \\
/// \\\
7 N
~ g N
X b\
Lpacket Lpacket eee Lpacket
IEC
Figure 10 — DLPDU format
5.3.3 Preamble
The preamble shall be gomposed of 16 consecutive {1} M_Symbols.
5.3.4 Start and.end delimiters
The start delimiter shall consist of these M_Symbols, {+, 0, —, +, —, 1, 0, 1}, transmitted from
left to right:
The end-detimitershal-consistofthese-M—"Symbels {4604 +—H-transmitted-from left
to right.

The use of non-data M_Symbols shall be reserved for the start and end delimiters.

5.3.5 DLPDU octets and ordering

The source MAC ID, Lpackets, and FCS shall be composed of octets. An octet shall be
composed of exactly eight M_Symbols each of which shall be either {0} or {1}. An octet shall be
transferred to the PhL low bit first. Multiple octet fields shall be transmitted low order octet first
(little endian format).
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5.3.6

Source MAC ID

The source MAC ID address shall be a single octet as specified in 4.3.2. A node may also
temporarily assume a MAC ID of zero to perform link maintenance.

5.3.7

Lpackets field

Zero or more Lpackets shall be concatenated into a single DLPDU subject to the constraint that
the maximum number of octets which compose all Lpackets in a DLPDU shall be 510.

An additional constraint is that DLPDUs sent during a scheduled access opportunity shall only
contain_Lpackets with a QoS parameter of scheduled.

5.3.8 Frame check sequence (FCS)
5.3.8.1 Frame check sequence requirements
The KCS shall be a modified CCITT checksum wusing the 486  bit polypomial:

G(X) =|X16 + X12 + X5 + 1. A two octet FCS shall be included in each DLPDU.

The fofmal concepts for its generation and checking on reception(@are described in 5.3.8
generdtion and checking of the FCS are further specified in 9.7%and 9.8.

5.3.8.2 Frame check sequence formal concepts
5.3.8.2.1 Frame check sequence field

Within [5.3.8.2, any reference to bit K of an octet is“areference to the bit whose weight in
octet unsigned integer is 2K.

NOTE

For tHis document, as in other .international standards (for example, ISO/IEC
ISO/IEC/IEEE 8802-3 and ISO/IEC 9314-2), DLPDU-level error detection is provig
calculgting and appending a muilti-bit frame check sequence (FCS) to the other DLPDU
during transmission to form a “systematic code word" (see for example Error Correcting
from W.W.Peterson and E.J:Weldon,Jr.) of length n consisting of kK DLPDU messa
followdd by n - k (equalito 16) redundant bits, and by calculating during reception t
messafe and concatenated FCS form a legal (n,k) code word. The mechanism for this ch
is as follows, where\the generic form of the generator polynomial for this FCS constru
specified in equation (4) and the polynomial for the receiver's expected residue is spec
equation (9). The'specific polynomials for this document are specified in Table 8.

This is sometimes referred to as "little endi@n™ bit numbering.

Table 8 — FCS length, polynomials and constants

2. The

aone-

13239,
ed by
fields
Codes
je bits
hat the
ecking
ttion is
ified in

Item

Value

n-k

16

G(X)

X186 + X12 4+ X5 + 1 (Notes 1, 2)

R(X)

X124 X1 4+ X104+ X8+ X3 + X2+ X + 1 (Not

es 2, 3)

NOTE 1 Code words D(X) constructed from this G(X) polynomial have Hamming distance 4 for
< 4 095 octets, and all errors of odd weight are detected.

NOTE 2 These are the same polynomials and method as specified in ISO/IEC 13239 (HDLC).

NOTE 3 The remainder R(x) is 0001 1101 0000 1111 (X'® to X9, respectively) in the absence of errors.

lengths
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5.3.8.2.2 At the sending DLE

The original message (that is, the DLPDU without an FCS), the FCS, and the composite
message code word (the concatenated DLPDU and FCS) shall be regarded as vectors M(X),
F(X), and D(X), of dimension k, n - k, and n, respectively, in an extension field over GF(2). If
the message bits are m, ... m, and the FCS bits are f, 4 ... fy, where

m4 ... Mg form the first octet sent,
Mgn-7 --- MgN form the Nth octet sent,
f2 ... 1o form the last octet sent, and
m; is sent by the first PhL symbol(s) of the message and fy-is 'sent lLy the
last PhL symbol(s) of the message (not counting” "PhL framing
information),
NOTE 1| This "as transmitted" ordering is critical to the error detection properties of the FCS.
then the message vector M(X) shall be regarded to be
M(X) = m1Xk'1 + m2)<k-2 + ...+ mk_1X1 + mk (1)
and th¢ FCS vector F(X) shall be regarded to be
F(X) = fn_k_1Xn'k'1 L fO 2
The composite vector D(X), for the complete DLPDU, shall be constructed as the concatgnation
of the message and FCS«ectors
D(X) = M(X)XK + F(X)
= m»|)<n_1 + mz)(n_2 + ...+ kan'k + fn_k_1Xn'k'1 + I fO (3)
=X+ moXn 2+ L+ m X168+ £ X154+ fy  (for the case of k = 15

The DLPDU presented to the PhL shall consist of an octet sequence in the specified order.

The redundant check bits f,__4 ... fy of the FCS shall be the coefficients of the remainder F(X),
after division by G(X), of L(X) (Xk + 1) + M(X) Xn-k

where G(X) is the degree n-k generator polynomial for the code words

G(X) = Xn-k + gn_k_1xn-k-1 + . +1 (4)

and L(X) is the maximal weight (all ones) polynomial of degree n-k-1


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 - 51—

L(X) (Xnk+1) /(X +1) = X0kl Xnk2 4+ X+ 1

X1+ X144+ X183+ X124+ |+ X2+X +1 (for the case of k = 15)

(5)

That is,

F(X) = L(X) (XK + 1) + M(X) X"k (modulo G(X)) (6)

NOTE 2| The L(X) terms are included in the computation to detect initial or terminal message truncation.orektension
by addirlg a length-dependent factor to the FCS.

NOTE 3| As a typical implementation when n-k = 16, the initial remainder of the division is preset 10 all oges. The

transmitfed message bit stream is multiplied by X"k and divided (modulo 2) by the generater”polynomial G(X),
specified in equation (7). The ones complement of the resulting remainder is transmitted as the (n-k)-bit FCS, with
the coefficient of X% transmitted first.

The eduation for D(X) does not apply to the Type 8 protocol because ‘that protocol sends the
messafje and check bits in separate DLPDUs. The equation for/F(X) as just given ddes not
apply to the Type 8 protocol because that protocol does not complement the check bits|before
transmlfission. The equation corresponding to F(X) for the Type 8 protocol is

Frype 8(X) = L(X) XK + M(X) XK \¢modulo G(X)) (7)

NOTE 4| As a typical implementation for the Type 8 protocol, the initial remainder of the division is predet to all
ones. The transmitted message bit stream is multiplied by X"k and divided (modulo 2) by the generator poJynomial
G(X), specified in equation (7). The resulting remainder without ones complementation is transmitted as the|(n-k)-bit
FCS, with the coefficient of X° transmitted first.

5.3.8.2.3 At the receiving DLE

The ogtet sequence indicated(by-the PhE shall be concatenated into the received DLPIDU and
FCS, and regarded as a vector V(X) of dimension u

V(X) = vqXUT+ v, XU2 4+ L+ v X+, (8)

NOTE 1| Becgause of errors, u can be different than n, the dimension of the transmitted code vector.

nethod

5|m|Iarto that used by the sendmg DLE (see 5 3. 8 2. 2) in computmg F(X)

R(X)

L(X) XU + V(X) X"k (modulo G(X)) o
Mo XNKT+ o+ ©)

Define E(X) to be the error code vector of the additive (modulo-2) differences between the
transmitted code vector D(X) and the received vector V(X) resulting from errors encountered
(in the PhS provider and in bridges) between sending and receiving DLEs.

E(X) = D(X) + V(X) (10)
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If no error has occurred, so that E(X) = 0, then R(X) will equal a non-zero constant remainder
polynomial

Rok(X) = L(X) X"k (modulo G(X)) (11)

whose value is independent of D(X). Unfortunately R(X) will also equal R, (X) in those cases
where E(X) is an exact non-zero multiple of G(X), in which case there are "undetectable" errors.

In all pther—Tases, R{X)wittmotegquat R, (X);, such DtPDUs—areemoneous—and—shall be

discarded without further analysis.

NOTE 2| As a typical implementation, the initial remainder of the division is preset to all oneS) The recg¢ived bit
stream ip multiplied by X"k and divided (modulo 2) by the generator polynomial G(X), specified, ih‘equation |(8).

5.3.9 Null DLPDU

A DLPDU with an empty Lpacket field, called a null DLPDU, shall be(sent by a node to indicate
that it has no data to send at the QoS allowed by the access oppartunity.

5.3.10| Abort DLPDU

To abort a partially transmitted DLPDU, the Data Link Layer shall transmit the following
sequerce:

— ong OxFF octet;
— staft delimiter;

— end delimiter.

start source start end
. data O0xFF -1
delimiter | MAC ID delimiter | delimiter

t f

2 start delimiters not separated by an end delimiter identify
this as an aborted Mframe. IEC

preamble

Figure 11 — Aborting a DLPDU during transmission

NOTE 1| Some.implementations of this specification can build the DLPDU as it is being transmitted. If a higher layer
has proyided/only a partial DLPDU to the Data Link Layer, and the DLL has begun transmission of the| DLPDU
assuming thatthe rest will be provided shortly, a transmit underflow occurs if the rest of the DLPDU is not provided
to the DLL\soon enough to complete the transmission.

NOTE 2 Although the DLL assembles the entire DLPDU including delimiters, the PhL performs start and end
delimiter detection. The PhL identifies a transmit abort as a DLPDU which includes two start delimiters which are not
separated by an end delimiter, as shown in Figure 11.

NOTE 3 The OxFF octet is inserted before the start delimiter/end delimiter pair to avoid violating PhL constraints
governing consecutive physical symbol relationships on the media.

5.4 Lpacket components
5.4.1 General Lpacket structure

The Lpacket (or link unit) is the PDU which is used to carry DLSDUs between peer DLS users.
The components of the Lpacket shall be transmitted in the following order: size, control, tag,
and link data as shown in Figure 12.
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Lpacket

(1 octet) (1 octet) (2 or more octets) (0 - 506 octets) "

size control tag link data

IEC

Figure 12 — Lpacket format

5.4.2 | Size

The size field shall specify the number of octet pairs (from 3 to 255) contained in—an individual
Lpackgt. The number of octet pairs shall include the size, control, tag, andclink datg fields
counted in accordance with the following rules:

— combined, the size and control shall count as a single octet pair;

— the|number of octet pairs from the tag and link data fields shall be ‘counted separately and
odd octet counts shall be rounded up;

— although the counting of octet pairs is done independently{the format of an Lpacgket as
plaged into a DLPDU shall not include the extra octets caused by the round up.

NOTE For example, an Lpacket with a 3 octet tag (2 octet pairs) and,a 9 octet link data (5 octet pairs) hds a size
field of 1+2+5 = 8 octet pairs; however the Lpacket occupies 2+3+¥9 =14 octets in the DLPDU.

5.4.3 Control
5.4.31 Bit 0 and Bit 4 (type of Lpacket)

The bifs of the control field shall be numbered 0 to 7, where bit 0 shall be the least sigfificant
bit of the control field. Bit 0 shall indicate the type of Lpacket.

— Whlen set (bit 0 = 1), the Lpacket shall be a fixed tag Lpacket (see 4.3.4).
— Whien clear (bit 0 = 0), the/Lpacket shall be a generic tag Lpacket (see 4.3.3).

Bit 4 of the control field shall be the inverse of bit 0. If bit 0 is clear, then bit 4 shall be sqt. If bit
0 is sef, then bit 4 shall(be clear.

5.4.3.2 Bit 1 (odd tag size)

Bit 1 of the control field shall indicate whether the tag field contains an even or odd number of
octets.| Whennclear (bit 1 = 0), this bit shall indicate that the tag contains an even number of
octets.|\WWhen set (bit 1 = 1), it shall indicate that the tag contains an odd number of octgts.

5.4.3.3 Bit 2 (odd link data size)

Bit 2 of the control field shall indicate whether the link data contains an even or odd number of
octets. When clear (bit 2 = 0), this bit shall indicate that the link data contains an even number
of octets. When set (bit 2 = 1), it shall indicate that the link data contains an odd number of
octets.

5.4.3.4 Bits 3, 5, 6 and 7 (reserved bits)

Bits 3, 5, 6 and 7 of the control field are reserved and shall be zero.

5.4.4 Generic tag Lpackets

Generic link-units are formed from the DLS-generic-tag and DLS-user-data provided by the DLS
user with the addition of size and control field information for generic tags as shown in
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Figure 13. The 3 octet generic tag address (see 4.3.3) shall identify the connected mode
information carried in the link data field.

Lpacket

--------- (1 octet) (1 octet) (3 octets) (0 - 504 octets e,

size control generic tag address link data

IEC

Figure 13 — Generic tag Lpacket format

The mihimum length generic tag Lpacket shall be 5 octets (minimum link data size of 0 gctets).
The maximum size of link data shall be 504 octets.

NOTE [Generic Lpackets are usually connection mode transfers with the QoS value of secheduled or low.
5.4.5 Fixed tag Lpackets

Fixed tag link-units are formed from the DLS-fixed-tag and DI{S-user-data provided by the DLS
user wjth the addition of size and control field information forfixed tags as shown in Figlre 14.
The 2 ¢ctet fixed tag address (see 4.3.4) shall identify the-service access point in the desfjination
node and the address of the destination node.

Lpacket
1 ooty (1 ock) (2 octets) (3 - 506 octes .
size control fixed tag address link data
I i
service | destination
fixedtag | MACID

IEC
Figure 14 — Fixed tag Lpacket format

The minimum’length fixed tag Lpacket shall be 7 octets (minimum link data size of 3 gctets).
The maximum size of link data shall be 506 octets.

NOTE Fixed Lpackets are always connectionless mode transfers. They are not usually sent with the QoS parameter
value scheduled.

5.5 DLPDU procedures
5.5.1 General

The transmission protocol combines one or more Lpackets into single DLPDUs for sending
according to the available transmission opportunity. The DLPDU components are passed to the
Ph layer by the transmit machine framer (TxM) and Serializer (see 9.3).

A node shall always send one DLPDU at each valid access opportunity for it to transmit, and
no DLPDU shall include Lpackets with a lesser QoS parameter than the QoS value applicable
to the access opportunity.
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If a node has no Lpackets available at or better than the QoS of the access opportunity, then a
Null DLPDU shall be sent.

If for internal reasons a node begins a DLPDU and is unable to complete it, the abort sequence
shall be sent, transmission shall stop for that access opportunity and the local DLS user shall
be notified.

NOTE Null DLPDUs and abort DLPDUs provide an efficiency improvement as they notify other nodes that use of
the transmission slot has ended and enable the next node to begin transmission without waiting for slot time out.

Each Lpacket in the queue awaiting transfer has an associated local identifier. At completion of
the transfer to the PhL, or an aborted transfer, the local identifier is returned to the local DLS
user w[th a status confirmation of OK or [ XABORT.

The DLS user has additional local services to identify unsent Lpackets and request they are
flusheq from the queue, this action results in the confirmation status of FLUSHED)being rgturned
with the local identifier for Lpackets that have been flushed.

5.5.2 Sending scheduled DLPDUs

Schedyled DLPDUs are normally used for transfer of connected mode operation using Generic
Lpackets. They are formed by concatenating multiple Lpackets (Subject to a limit of 510 gctets),
prepending Ph-control information and source station MAC ID, and appending a defined frame
check sequence and further Ph-control information.

N

Lpackgts are packed into a Scheduled DLPDU in FIFQ order as received from the DL$ user,
until thie queue is empty of packets with Scheduled QoS or the next such Lpacket size exceeds
the remaining space.

5.5.3 Sending unscheduled DLPDUs

formed by concatenating multiple Lpackets (subject to a limit of 510 octets), prependihg Ph-
controllinformation and source station MAC ID, and appending a defined frame check sequence
and further Ph-control information:

Unsch¢duled DLPDUs may contain beth Generic Lpackets and Fixed Lpackets. Thfy are

Lpackgts are packed into.an unscheduled DLPDU in QoS priority order (Scheduled, High and
Low pifiorities respectively). Within each QoS, the FIFO order of queuing by the DLS pser is
followqd, until the queue is empty or the next such Lpacket size exceeds the remaining [space.

5.5.4 Receiving DLPDUs

5.5.41 Unpacking

Receivied:DLPDIlJs are assembled from the inr‘nming Ph stream of Qymhnlc and unpac ed by

the Octet Deserializer, Receive Machine Framer (RxM) and Receive Logical Link Control
(RXLLC) functions in two stages:

— a frame check sequence is computed over the stream of received octets, (excluding Ph
delimiters) and checked for the proper residual value, if this is correct, then

— each Lpacket contained in the DLPDU is examined to extract its tag. Each extracted tag is
then compared with the contents of a local tag filter to determine if the associated Lpacket
is of interest to the receiving station. Lpackets whose tags match the tag filter are then
processed further and passed to the DL user, DL management or used inside the DLL.
Indications passed to the DL user or DL management include Lpacket size, Lpacket tag and
Lpacket data. In addition for fixed tag Lpackets, the source ID is also indicated.
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5.5.4.2 Tag filtering

Each local DLS provider maintains a list of tags used to identify Lpackets of interest to its DL
user or its internal DL management functions. The DL user may access and change this list to
specify:

— generic tags of interest;
— fixed tags of interest.

NOTE A generic tag specifies the Lpackets for a single connection-mode object. A fixed tag specifies all
connectionless-mode messages in a particular class, for example Time distribution.

5.6 Summary of DI | support services and objects

The operation and coordination of participating DLL providers is governed by vatiables and
attribufes held in DL management objects or provided by the DL user services listed-in Thable 9.
Accesg to these items is via defined fixed tag addresses, DL user services or unspecifigd local
servicgs. Details are given in the listed clauses.

Table 9 — DLL support services and objects

DLLL item Description Location
DLS user services see
IEC 6115B-3-2

connecfed mode a local service for requesting, indicating and corfirming generic tag see 6.2.2
transfer service (connected mode) data transfer by Lpackets

connecfionless mode |a local service for requesting, indicatingnand confirming generic tag see 6.2.2
transfer service (connected mode) data transfer by Lpackets

queue maintenance |a local service for flushing unsent-Lpacket messages from the internal see 6.2.3
service DL service queue

tag filtef service a local service for the DLS user to inform its local DL provider which see 6.2.4

Lpacket tags and tag types are to be accepted and processed by the DLL
or passed to the DL user

link synfhronization |a local service forsinforming the local DLS user of the current NUT see 6.2.5

service number to maintadin schedule pointers

synchronized a local service-for loading and changing local lists of current and pending [see 6.2.6

paramefer change DL configuration data and in conjunction with the tMinus-start-countdown

service jJand tMinus- [service’and moderator DLPDU, to manage an accurately timed change

start-countdown over.to new DL link configurations

event rgports service [local’services to report various events for use by management see 6.2.7

bad FC$ service see 6.2.8

current moderator see 6.2.9

power-yp and on-line see 6.2.1P

enable modérator see 6.2.11

listen only see 6.2.12

generic tag service an Lpacket service for connected mode communication see 6.3

fixed tag services a range of Lpacket service addresses for various connectionless mode see 5.4.5
communication

moderator an Lpacket broadcast in every NUT for managing time precision and see 6.4
timing for change of link parameters

time distribution an Lpacket for publishing time values and offsets used in coordinating see 6.5

service the same time sense in all stations

UCMM an Lpacket service to transfer DLSDUs from a DLS user to the see 6.6

Unconnected Message Manager in a peer DLS-user

Keeper UCMM an Lpacket service to transfer DLSDUs from a DLS user to the Keeper see 6.7
objects in other nodes
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DLL item Description Location

TUI an Lpacket broadcast to all stations assisting their synchronization to the [see 6.8
current link configuration

link parameters an Lpacket service for publishing pending link parameters in advance of |see 6.9
a synchronized change of link operating conditions

tMinus an Lpacket service to start a count down leading to a change of link see 6.9
parameters and return the result.

I'm alive an Lpacket broadcast by new and reset devices to assist their entry into |see 6.10
an operating system

ping request and an Lpacket service soliciting identification responses from all other active [see 6.11

reply devices on the link

WAMI an Lpacket allowing temporary devices to identify a local device MAC ID |see 6.12
when they are plugged into its network access port

debug an Lpacket service to trace object state transitions see 6.13

Objects
ControlNet object holds and distributes station management data classes and instances for |see 7.2

Ph and DL layers, also collects diagnostic information for use by 6ther
DLS-user entities

Keeper [object accessed via the Keeper UCMM, or general UCMM fixed tag,to provide |[see 7.3
a range of support services for link operation, schedulgs‘and connections

holds link data and attributes for all devices on a link

keeps copies of all connection originator data for connection originating
devices in a network

negotiates with other Keeper objects on a lihk to agree on active Keeper
and backup Keeper roles

when active Keeper distributes link attributes to all nodes and keeps
backup Keepers synchronized

regularly issues TUI Lpacket _teyensure all stations are synchronized to
the current links configuration

manages the network resource semaphore enabling orderly modification
of link attribute data

Scheduling object provides services(to external link scheduling software in support of see 7.4
read/write forrconnection and schedule information from involved devices

stores the current schedule details and connection password in the
Keeper

Connecfion provides an interface to create, configure and control connections in a see 7.8
Configufration object [deviee

Port object describes the communication interfaces that are present on the device see 7.11
and visible to Type 2 networks

6 Spetific DEPDUstructure;encodingandprocedures
6.1 Modeling language

6.1.1 State machine description

Some of the components of the Data Link Layer are specified using a state machine description
language. The action statement is expressed in C++. Other components do not require a state
machine description and are specified using only C++.

A state machine is described using the following syntax, where * indicates repetition of one or
more of the preceding component, and {} indicates an optional component:


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

- 58 - IEC 61158-4-2:2023 © |EC 2023

state-machine:=
<header-statements>
state*

state:=
"state:" <state-name>

transition*

transition:=
"event:" <event-expression>
{"condition:" <condition-expression>}
"destination:" <state-name>
{"action:" <action-statements>}

State-names are legal C++ identifiers, event-expressions and condition-expressions are C++
expressions, and header-statements and action-statements are lists of C++ statements.

Heade[-statements include

— #inplude and #define;
— varjable and interface declarations;

— subroutine definitions.

An evgnt-expression indicates the specified event when the value aof-the expression is [TRUE.
An evgnt is required to trigger a transition. A condition-express§ian qualifies a transition. A
qualifigd transition occurs when its event occurs if the condition‘is/true at the time of the|event.
In genjral, event-expressions are FALSE upon entry into a state. There are a few cases|where
an evegnt-expression could be true upon entry to a state/In“these cases, the transition takes
place immediately.

Action [statements are executed when the transition“is triggered.

concurrently until a given transition is enabled. All expressions and statements execute
instantaneously. The following model illustrates the precedence of the various parfs of a
transition:

All theg event triggers and conditions of the’\current state are evaluated continuou%ly and

if|the event has occurred &&\the condition is true)

{
do the actions;
go to the destinatien;

}

Implementations may‘use other code or syntax, however the implementation performange shall
be equjivalent to that'specified except for internal execution timing and local variables.

6.1.2 Use-of DLL- prefix

The pr|miitives and parameters described in IEC 61158-3-2 use the following prefixes:

DL- for data link;
DLS- for DL-link service;

DLMS-for DL-management service.

Within this Type 2: Data Link Protocol Specification, the generic prefix DLL- is used as
equivalent to the appropriate service description prefix.

6.1.3 Data types

The data types used in the data link variables, parameters, state machines and example code
are specified in IEC 61158-5-2.
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The specification of data types corresponds to the notation of IEC 61131-3. A list of the
elementary data types, their corresponding description and some of their valid values is shown

in Table 10. Additional detail is specified in IEC 61158-6-2.

Table 10 — Elementary data types

Range
Keyword Description
Minimum Maximum
BOOL Boolean
SINT Short Integer -128 127
TNT Tnieger =32 768 3Z 7p7
DINT Double Integer -231 231741
LINT Long Integer -063 26314
USINT Unsigned Short Integer 0 25
UINT Unsigned Integer 0 65 5B5
UDINT Unsigned Double Integer 0 23214
ULINT Unsigned Long Integer 0 26414
REAL Floating point
LREAL Long float
STIME System time (nanoseconds)
UTIME System time (microseconds)
ITIME Duration (short)
TIME Duration
FTIME Duration (high resolution)
LTIME Duration (long)
NTIME Duration (nanoseconds)
DATE Date only
TIME| OF_DAY or TOD (Time of day
DATE| AND_TIME or DT |DRate and time of day
STRING character string (1 octet per character)
STRING2 character string (2 octet per character)
STRINGN character string (N octets per character)
SHORT_STRING character string (1 octet per character,
1 octet length indicator)
STRINGI International character string
SWORD bit string - 8 bits
WORD bit string - 16-bits
DWORD bit string - 32-bits
LWORD bit string - 64-bits
EPATH Path segments

6.2

6.2.1 General

DLS user services

The DLL user services provided to the DLS user have the following interfaces used for the
specified purposes. The related service definitions and time sequence diagrams are given in
IEC 61158-3-2.
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Connected mode and connectionless mode transfer service

Service encoding

The request and confirmation services used to queue the sending of Lpackets by the DLL shall
be of the following forms.

a) Connection mode transfers use Generic tag request and confirmation.

DLL xmit generic_request ( DLL xmit generic_ confirm(
IDENTIFIER id, IDENTIFIER id,
USINT Lpacket[], TXSTATUS status );
UINT Lpacket size,

PRIORITY priority,

b) Co

DLL x

c) Co

DLL_r¢g

d) Co

DLL rd

6.2.2.2

The 1j
Lpack
The Q4
shall b
sent d
used t

TOoTINT k:jCHL,ak:j[ A

nnectionless mode transfers use Fixed tag request and confirmation.
it fixed request( DLL xmit fixed confirm(
IDENTIFIER id, IDENTIFIER id,
USINT Lpacket[], TXSTATUS status );
UINT Lpacket size,
PRIORITY priority,
USINT service,
USINT destID );
hnection mode transfers use Generic tag indication.
cv_generic _indication(
USINT Lpacket[]
UINT Lpacket size,
USINT gentag[3] )
hnectionless mode transfers use Fixed tag indication.
cv_fixed indication(
USINT Lpacket[],
UINT Lpacket size,
USINT service,
USINT sourcelID );
Procedures for request*and confirmation

=t size parameter shall specify the number of octets contained in the Lpacked
S priority shall\specify onto which internal queue the request shall be plac
e one of LOW, HIGH or SCHEDULED. Only Lpackets on the SCHEDULED queue T
iring the scheduled portion of the NUT. The unscheduled portion of the NUT s
b transmit Lpackets from the HIGH and L.OW QoS priority queues, and may be U

transmlit Lpackets{from the SCHEDULED queue. The queues shall be prioritized such that,

an ung
QoS p

cheduled’transmit opportunity, the SCHEDULED queue is emptied first, then the
iority gueue is emptied second, and finally the .ow QoS priority queue is emptiec

acket parameter shallncontain the DLSDU as an ordered sequence of octefs. The

array.
bd and
nhay be
hall be
sed to
during
HIGH
last.

The IDENTIFIER, id, shall correlate a confirmation with a corresponding request. The status
parameter shall return the status of the attempted transmit and shall be one of OK, TXABORT or
FLUSHED.

The DLL xmit fixed request service queues an Lpacket with a two octet fixed tag for
transmit. The service parameter shall specify the first octet of the fixed tag Lpacket. The
destID parameter shall specify the second octet, which shall determine the MAC ID of the
destination node.

The remaining parameter, gentag, of the DLL _xmit generic request service shall specify
on which generic tag to transmit the Lpacket.

NOTE 1

The use of one or more queues for different priorities is an internal implementation choice.


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 - 61—

NOTE 2 Assembly of the related Lpacket structure and the procedure for its sending on the link are described in
their respective clauses (see 5.3 and 5.4).

6.2.2.3 Procedures for indication

These indications shall signal the delivery of an Lpacket with a good FCS. Only fixed tag
Lpackets which have had their service enabled by a successful call to
DLL enable fixed request shall cause a DLL recv_fixed indication. Only generic
tag Lpackets which have had their generic tag enabled by a successful call to
DLL enable generic_ request shall cause a DLL recv _generic indication.

The array of octets, Lpacket, shall contain the DLSDU as an ordered sequence of octets. The

integemtpacket STz, stattspecify theumberof octets comtaimed-mthetpacketgrray.

6.2.3 Queue maintenance service
6.2.3.1 Service encoding

Once queued, an Lpacket shall remain in a transmit queue until it is transmitted or de-queued.
The refguest and confirmation services used to de-queue an Lpackety before it is transmitted,
shall b of the form:

DLL fllush-requests-by-QoS request ( PRIORITY priority );
DLL fllush-requests-by-QoS confirm( PRIORITY priority );
DLL fllush single request( PRIORITY priority, IDENTIFIER(id );

6.2.3.2 Procedures for request and confirmation

DLL fllush-requests-by-QoS request shallecancel all pending transmits at the specified
QoS priority. Each pending transmit shall immediately terminate with a confirmation con£aining
the FLUSHED status. DLL _flush single wregquest shall cancel a specific Lpacket id¢ntified
by the [ d used to transmit the Lpacket. Thisservice need not have a corresponding confirmation
since the confirmation of the queued Lpacket shall serve this purpose.

6.2.4 Tag filter service
6.2.4.1 Service encoding

By default, the Data Link<.ayer shall only process the moderator Lpacket (fixed tag 0x0D), and
all other Lpackets shall'be discarded. Other protocol layers may enable or disable reception of
specific Lpackets using/the following services:

DLL enlable genépi€ request ( DLL enable generic confirm(
IDENTIETIER id, IDENTIFIER id,
USINT gentag[3] ) BOOL result );
DLL dils@ble generic request( DLL disable generic confirm(
IDENTIFTER id, IDENTIFTER id,
USINT gentag[3] ) BOOL result );
DLL_enable_ fixed_ request ( DLL_enable_ fixed confirm(
IDENTIFIER id, IDENTIFIER id,
USINT service ); BOOL result );
DLL disable fixed request( DLL disable fixed confirm(
IDENTIFIER id, IDENTIFIER id,
USINT service ); BOOL result );

6.2.4.2 Procedures for request and confirmation

The IDENTIFIER, id, shall correlate a confirmation with a corresponding request. The
parameter, result, shall return TRUE if the request was successful and FALSE if
unsuccessful. The gentag parameter shall specify which generic tag to route to the higher
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layer that enabled the tag; likewise, the service parameter shall specify which fixed tag to
route to the higher layer that enabled the tag.

NOTE The DLL enable generic request service can return an unsuccessful result if the implementation of the
Data Link Layer is unable to filter any more generic tags.

6.2.5 Link synchronization service
6.2.5.1 Service encoding

The indication that a new network update time (NUT) has begun shall be of the form:

DLL tone indication( USINT cycle );

6.2.5.2 Procedures for indication

The parameter cycle shall return the interval counter from the moderator-DLPOU just
received.

NOTE |fa moderator DLPDU is expected but does not arrive, the local node simulates the reception of the mpderator
DLPDU pased on an internal timer of the ACM.

6.2.6 Synchronized parameter change service
6.2.6.1 Service encoding

All nodes on a link shall maintain two copies of link_parameters: current and pending. The
curren{ copy of link parameters shall be used for the_orgoing operation of the Data Link|Layer.
The pgnding copy shall be maintained to allow a synchronized change of link parameters. The
local DLL user services that read and write these link parameters shall be of the form:

DLL_sgt_pending_request ( DLL_set pending_confirm(
IDENTIFIER id, IDENTIFIER id,
DLL config data params ); BOOL result );

DLL sgt current request( DLL set current confirm(
IDENTIFIER id, IDENTIFIER id,
DLL config data params, )7 BOOL result );

DLL gqt pending request ( DLL get pending confirm(
IDENTIFIER id ) IDENTIFIER id,

DLL config data params );
DLL ggt current request ( DLL get current confirm(

IDENTIFIER d ) IDENTIFIER id,
DLL config data params );

The DL comfig data shall contain the link parameters and be of the form:

class |DL¥E config_data
{

public:

USINT myaddr; // the MAC ID of this node

UINT NUT length; // the length of the NUT in 10 ps increments

USINT smax; // highest MAC ID allowed to transmit scheduled

USINT umax; // highest MAC ID allowed to transmit unscheduled
USINT slotTime; // time allowed for line turnaround in 1 ps increments
USINT blanking; // time to disable RX after DLPDU in 1,6 us increments
USINT gb start; // 10 ps intervals from start of guardband to tone
USINT gb center; // 10 ps intervals from start of moderator to tone
USINT modulus; // modulus of the interval counter

USINT gb prestart; // transmit cut-off, 10 ps intervals before tone
}i // shall not transmit passed this limit

The local DLL user services which request and confirm the start of a tMinus countdown shall
be of the form:
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DLL-tMinus-start-countdown-request ( DLL-tMinus-start-countdown-confirm
IDENTIFIER id, IDENTIFIER id,
USINT start_count ); BOOL result );

NOTE The tMinus fixed tag service (see 6.9) is used by the active Keeper to request all stations on the link to
initiate a changeover countdown. This is the local DLL user procedure to request and confirm local participation.

At the correct expiry of the tMinus countdown, each participating station passes a local
indication to its ControlNet object requesting a change from current link parameters to pending

link parameters.
DLL_tminus_zero_indication( );
6.2.6. Procedures for request, confirmation and indication

The IDENTIFIER, id, shall correlate a confirmation with a corresponding request. The

shall r

The m

cause

initialize the tMinus field of the moderator Lpacket. The moderater node shall decremq

field b
transiti

genergdte a DLL_tminus zero indication and copy.its pending link parameters

curren
be abo

6.2.7

The in
Data L

DLL ey

The D
param
source

NOTE

turn TRUE if the request was successful and FALSE if unsuccessful.

a node to participate in a tMinus countdown, and, if the node is the moderato

pfore transmitting each moderator until the field equalssZero. When the tMiny
ons from 1 to 0, the DLL in each node participating in the countdown shall

copy. If the tMinus field transitions to 0 from«ny value except 1, the countdow
rted and no DLL tminus_zero_ indication shall be generated.

Event reports service

Hication used to alert the Station Management entity of various events internal
nk Layer shall be of the form:

ent indication(
DLL_event event,
USINT mac_id /*[ppbionall*/ );

L L_event, event,.shall be one of the events enumerated in Table 11. The n
MAC ID of the\nbde that transmitted the bad DLPDU.

Since the BLRDU was damaged, the source MAC ID could be incorrect.

Table 11 — DLL events

esult

pderator Lpacket contains a field, called tMinus, that shall be used’to synchronjze the
update of the current link parameters. The DLL-tMinus-start-colbntdown-reques

t shall
r, shall
ent this
s field

locally
nto its
n shall

to the

ac_id

bter shall be uséd)in the case of (event = DLL_EV_badFrame); it shall indicate the

DLlL oven $tc Deoecerintion

VeSS e SEHPtHoRH

DLL_EV_rxGoodFrame

(null DLPDUs), but shall exclude moderators

A good DLPDU was received. This shall include DLPDUs that contain no data

DLL_EV_txGoodFrame A good DLPDU was transmitted. This shall include DLPDUs that contain n

(null DLPDUSs), but shall exclude moderators

o data

DLL_EV_badFrame

source MAC ID of the offending node, shall also be reported

A damaged DLPDU was received. The optional parameter, which is the apparent

DLL_EV_errA A bad DLPDU was received on channel A of the physical medium, or a good
DLPDU was received on channel B and ph_frame indication from channel A

stayed false

DLL_EV_errB A bad DLPDU was received on channel B of the physical medium, or a good
DLPDU was received on channel A and ph_frame indication from channel B

stayed false

DLL_EV_txAbort A transmit DLPDU was terminated with an abort sequence
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DLL events Description
DLL_EV_NUT_overrun NUT is not large enough to accommodate all the scheduled traffic
DLL_EV_dribble Scheduled Lpackets could not be sent during scheduled time
DLL_EV_nonconcurrence An event was detected that indicates that this node is out of step with the access

control protocol

DLL_EV_rxAbort A DLPDU was received that was terminated with an abort sequence
DLL_EV_lonely Have not heard a DLPDU from another node on the link for 8 NUTs
DLL_EV_dupNode Another node on the link is using this node's MAC ID

DLL_EV_noisePulse

ph_lock indication went true then false before ph frame indication

went true thhhinhkiindihafimn was not trie long enouqh to indicate a
possibly damaged DLPDU

DLL_EVY_collision ph_frame indication was true when this node was about to transmit

DLL_EVY_invalidModAddress |A moderator was received from a node that does not have the dowest MAC ID on
the link

DLL_EVY_rogue A moderator DLPDU was received that does not match thevylink configuration
information at this node

DLL_EVY_deafness Cannot hear the moderator DLPDU even though ather link traffic is present

DLL_EVY_supernode A moderator was received from MAC ID 0

6.2.8 Bad FCS service

The infication used to alert the Station Management entity that a received DLPDU had an

invalid|FCS shall be of the form:

DLL bpdFCS_indication( CHANNEL channel ) ;

The channel parameter shall indicate-which PhL entity provided the DLPDU which was in

error. This parameter shall be one of CHA or CHB, corresponding to PhL channel A and PhL

channgl B, respectively. This indication shall be provided, at most, once per error DLPDU per

channel.

6.2.9 Current moderator service

The indication used ta inform the Station Management entity which node is currently the

moderator shall be ofithe form:

DLL c

The m

hrrentModd indication( USINT mac_ID );

c_Ib\parameter shall indicate the MAC ID of the node that last transmitted

moderftor DLPDU.

8 valid

6.2.10
6.2.10.

Power up and online services

1 Service encoding

The request and confirmation which places the Data Link Layer on-line shall be of the form:

DLL online request( BOOL online ); DLL online confirm( BOOL online );

The indication that specifies that the Data Link Layer has completed its initialization shall be of
the form:
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DLL powerup_ indication( void );

6.2.10.2 Procedures for request and confirmation

At power-up, the DLL shall wait until the online parameter equals TRUE. The DLL shall then
begin the process of going on-line. When the online parameter is FALSE, the DLL shall go
off-line at the end of the current NUT. When off-line the DLL shall not transmit, and shall ignore
any link activity.

6.2.11 Enable moderator service

6.2.11.1 Service encoding

The refjuest and confirmation services that enable and disable the ability of a nodeto-gssume
the moderator role shall be of the form:

DLL_ehable moderator_request( BOOL enable );
DLL_ephable moderator_confirm( BOOL enable );

6.2.11)2 Procedures for request and confirmation

When the enable parameter is TRUE, the DLL shall enable the transmission of moderator
DLPDUs. When the enable parameter is FALSE, transmission‘ef,moderator DLPDUs shhall be
disablgd.

NOTE [This request is used by station management entities to give the possibility for a new node to non-disfuptively
join a wdrking link. The moderator switch over protocol does not toleraté the node with the lowest MAC ID suppressing
moderatpr DLPDUs for an extended period. The Network sAttachment Monitor (NAM) re-enables mpderator
transmigsion whenever another device is detected on the link;

6.2.12| Listen only service
6.2.12]1 Service encoding

The refjuest and confirmation service§)that allows a device to receive, but disables the ability
of a dgvice to transmit, shall be of\the form:

DLL_lfisten_only request( B@OL“enable );
DLL_lfisten_only confirm( BOOL enable );

6.2.12]2 Procedures.for request, confirmation and indication

When the enable.parameter is TRUE, the Data Link Layer shall participate in the access
protocol and transmit DLPDUs. When the enable parameter is FALSE, transmisgion of
DLPDUs shalkbe disabled; however, the ability of the node to receive DLPDUs shall [not be
impairgd.

6.3 Generic tag Lpacket
6.3.1 General

The generic tag Lpacket is used for transferring connection data. The connection ID or Generic
Tag is a unique identifier for previously negotiated resources and parameters at its source,
destination(s) and any intermediate transit points. Only the generic Tag is necessary to identify
the message data.

6.3.2 Structure of the generic-tag Lpacket

The size and control fields shall follow the Generic Tag format. The address shall be the DLS-
generic-tag provided by the local DL-generic-request service. The link data field shall contain
the DLS-user-data provided by the DL-generic-request.
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6.3.3 Sending and receiving the generic-tag Lpacket

The sending station shall send the Lpacket at the QoS priority specified by the DL-generic-
request.

The status of each generic tag Lpacket transmission is confirmed to the DL user by returning
the DLS-user-id (an internal handle or identifier) and the DLS Txstatus with one of the following
values.

a) "OK" — message successfully sent;

b) "TXABORT" — sending process failed;

c) "FLpSHED'—mmessage tras beemremovedfronTthepenmdinmgqueue beforesemnding:
NOTE 1| Txstatus is a local variable so the coding is not specified.
NOTE 2| The FLUSHED status is only used in response to a deletion requested by the Queue maintenance gervice.

NOTE 3| The parameter value OK is not an indication that the message has been receiveg

All recg¢iving stations whose local Tag Filter service contains an address'matching the rgceived
Lpackgt address, shall pass each correctly received data unit to its Igeal DL user, togethler with
the dafa unit size and the address (the generic tag for the connegctiaon).

6.4 Moderator Lpacket
6.4.1 General

The moderator MAC Lpacket is used for DLL management, access timing and synchronigzation,
it is sept as a moderator DLPDU containing only one Lpacket, the moderator Lpacket.

6.4.2 Structure of the moderator Lpacket

The size and control fields shall follow the fixed tag format. The address shall be formgd from
the molderator fixed tag and OxFF the(broadcast address for all MAC IC nodes on this link. The
link data field shall contain the following in the listed order.

class |moderatorLpacket: publig' fixedLpacket

{

pyYblic:

UINT NUT lengthr // the length of the NUT in 10 ps increments

UYINT smax; // highest MAC ID allowed to transmit scheduled
UYINT umax; // highest MAC ID allowed to transmit unscheduled
UYINT slotTine; // 1 ps increments allowed for line turnaround
UYINT blapking; // 1,6 ps increments to disable RX after DLPDU
UYINT gb_start; // 10 ps intervals from start of guardband to tone
UYINT gb center; // 10 ps intervals from start of moderator to tone
UYINT usr; // unscheduled start register

UYINT interval count; // current NUT number (0 to modulus)

UYINT modulus; // modulus of the interval counter

USINT tMinus; // countdown to synchronized link parameter change
USINT gb_prestart; // transmit cut-off, 10 ups intervals before tone
USINT reserved; //

i

6.4.3 Sending and receiving the moderator Lpacket

The moderator DLPDU containing the moderator Lpacket shall be transmitted once per NUT by
the node with the lowest MAC ID. It shall be sent in the guardband, a fixed part of every NUT
reserved for the moderator DLPDU.

To support DLL management actions, the sender and receivers of the moderator DLPDU shall
use the contents of the moderator link data field as follows.

The NUT_length shall specify the duration of the current NUT. NUT length shall be a 16 bit
integer representing the number of 10 us ticks and shall be in the range 50 (500 us) to 10 000
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(100 ms). The beginning of the NUT shall be called the tone. At the tone, a counter that
decrements every 10 pys shall be loaded with the NUT length.

NOTE 1 Subclause 8.2 further constrains the value of NUT length.

To guarantee that the link is quiet during moderator transmission, all nodes shall cease
transmitting when their internal counter reaches the value of gb_prestart. All nodes can then
assume that the link is quiet between gb start and gb center. When the moderator node's
counter reaches the value of gb_center, it shall begin transmitting a DLPDU containing only
the moderator Lpacket. The moderator Lpacket shall be completely transmitted at least 30 us
before the decrementing counter would have expired.

NOTE 2| Subclause 8.2 calculates the values of gb_prestart, gb_start, and gb_center to guarantge these
constraipts. Factors that affect the calculation of these values include clock accuracy, missing noddes, and
propagalion delay between nodes. In all cases, gb_prestart > gb start > gb center > 7,

The highest MAC ID transmitting during the scheduled portion of the NUT shall b€ smax.|lt shall
be in the range 0 to 254. umax shall determine the highest MAC ID thatdransmits dur|ng the
unschgduled portion of the NUT. It shall be in the range smax to 254.,7he unscheduldd start
register, usr, shall select which node transmits first in the unscheduled.portion of the NUT. The
usr sHall increment each NUT. This counter shall be updated module’(umax + 1).

A nodg shall listen to the PhL directly after it finishes transmitting. blanking shall determine
the amlount of time to suspend listening and shall be in 1,6, us’ticks.

The m¢derator node shall increment an 8 bit counter, called interval count, once pgr NUT.
This cqunter shall be updated modulo (modulus +.1). Since the guardband is at the end of the
NUT, the value of interval count shall correspond to the NUT that just completed.

NOTE 3| Subclause 8.2 and the specifications of thé ControlNet object further constrain the value of smak, umax,
blankihg and modulus.

The tNinus field shall maintain a ¢ountdown until all nodes adopt new link parameters (see
6.9). The slotTime field shall determine the time to wait for a missing node and shall be in
1,0 us|ticks. An additional 1,0qus-shall be added to the value of the slotTime. The slotTime
field shall be in the range 8-t07254; the other values shall be reserved. The reserveg octet
shall be set to zero.

6.5 Fime distribution Lpacket
6.5.1 General

The modenator DLPDU provides a common reference marker that is synchronized between all
nodes |on/the network. By distributing and processing time stamps relative to the reference
|nSteaC Uf tU thU t;IIIU dlotllbutlull IIIUOOGHU, ;III}J:UIIIUIIth;UIIO arc OIIIIP:IfIUd vvh;:ct auvuu aCy IS
improved by several orders of magnitude. Phase and frequency synchronization is inherent in
this DL-protocol to a very high level of accuracy. The accuracy of time synchronization using
the time distribution format defined in 6.5 is implementation dependent, however it can be better
than 10 ps.

6.5.2 Structure of the time distribution Lpacket
6.5.2.1 Packet format

The size and control fields shall follow the fixed tag format. The address shall be formed from
the time distribution fixed tag and OxFF the broadcast address. The link data field shall contain
the following in the listed order:
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class TimeDist Lpacket: public fixedLpacket
{
public:
USINT revision; // revision of time distribution format
USINT leap; // leap second offset
UINT goodness; // time relay control field
DINT gse; // global squared error relative to ultimate supervisor
LINT dctz; // distribution channel time zero
LINT ts ref; // time stamp of previous reference pulse
LINT ts tx; // time stamp of this message's transmission
i
6.5.2.2 Revision
The repistenparametershal-besettorzero—Thisparametershalrepresenttherevision of the
time distribution format.
6.5.2.3 Leap
The lepp parameter shall specify the Universal Coordinated Time (UTC)-leap seconds. This
numbelr, when added to the system time, shall give actual UTC time. This @@dmber can incfement
or decifement by one twice a year on the solstices, as dictated by the US*Naval Observatory, to

mainta
leap sq

The le

conds is unknown.

time rTIays to distribution channels that are based on<UTC rather than Global Posi

Satelli

e (GPS) time.

6.5.2.

The go

6.5.2.:] Goodness
1

Parameter structure

odness parameter shall be partitiofred as shown in Figure 15.
stratum reserved equal zero priority
15 14 13 12 Af\“10 9 8 7 6 5 4 3 2 1 0

IEC

Figure 15 — Goodness parameter of TimeDist_Lpacket

6.5.2.4.2 Stratum

The m
messa
value 9

bst significant field, called stratum, shall specify the number of time relays betwe

hall\be incremented for every intermediate time relay. If the priority field is set

(lock 1

ot.achieved), or the number of intermediate time relays exceeds 15, the go

n synchronism between terrestrial and astronomical time. Ifzero, then the number of

hp parameter should not be used in any control situations, but can be needed in some

ftioning

en this

je, and-a source of absolute time. A value of 0 shall signify an exact reference, gnd the

0 zero
bdness

parameter shall be set to 15. Bits 3 through 11 shall be reserved and set to zero.

NOTE A time relay is a link-to-link router which distributes time synchronization messages on its links based on the

time syn

6.5.2.4

chronization messages received on its other links.

3 Source quality

The priority field shall indicate the quality of the time message as shown in Table 12.
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Table 12 — Time distribution priority

Value Meaning

7 Absolute system time. Acting as supervisor

6 Absolute system time. Acting as dependent

5 Human set system time. Acting as supervisor

4 Human set system time. Acting as dependent

3 Lock established to node on distribution channel other than this one

2 Lock established to node on this channel. System time unknown

4 trrvatid)

0 Not synchronized with any other node
6.5.2.5 gse
The gg9e parameter shall indicate the cumulative rms stability squared. This parametgr shall
approximate the node's worst case stability relative to the rest of the 'system. The units|of this

paramgter shall be (0,1 us)2. When the rms stability is unknown or not yet determined,

be OxFFFFFFFF.

6.5.2.

In eac
be use

6.5.2.7

The dc|
time zd

6.5.2.8

The ts|
which
known

LINT time parameters

it shall

of the LINT time parameters, the most signifi€ant bit shall be zero — only 63 bifs shall

d. The units of these parameters shall be 0,1 ps.

dctz

ro, established when the networks*are synchronized.

ts_ref

12:00 fnidnight, Jan 6; 1980 GMT.

6.5.2.9

The ts
value (
that us

ts_tx

shall be set to zero.

tz parameter shall indicate the system time offset from the distribution channel's a

bitrary

 ref parameter shall indicate the time stamp of the last tone following a moderator DLPDU
nad its interval_count equal to zero. The value of zero shall indicate that this valug¢ is not
System time zeroshall be defined as that used for the Global Positioning Safellites:

| tx parameter shall indicate the time stamp at the transmission of this message. The
f Zero shall indicate that this value is not known. System time zero shall be defined as

meter

NOTE This protocol does not use GPS time, it only uses the time zero point for GPS. So the 1999 roll over of GPS
had no relevance for system time.

6.5.3

Sending and receiving the time distribution Lpacket

The current active Keeper for the link is responsible to send the time distribution Lpacket at
intervals and QoS values configured by the DL user to match its application requirements.

All nod

es are responsible to receive the time distribution Lpacket.
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6.6 UCMM Lpacket
6.6.1 General

The Unconnected Message Manager (UCMM) is a DLS-user entity providing an unconnected
request/response message service for at least one outstanding message. It uses the DLL
transmit service and the UCMM Lpacket for its messages.

6.6.2 Structure of the UCMM Lpacket

The size and control fields shall follow the fixed tag format. The address shall be formed from
the UCMM fixed tag and destination MAC ID provided by the DLL transmit service. The link data

field strattcomtaimthe DS userdataprovided by the Dttt tramsmitservice:

6.6.3 Sending and receiving the UCMM Lpacket

The UCMM Lpacket shall be sent at the QoS priority specified by the DLL data transfer service.

The status of each UCMM transmission is confirmed to the DL user by returning the DL$-user-
id (an Internal handle or identifier) and the DLS Txstatus with one of-the following values.

a) "OK" — message successfully sent;
b) "TXABORT" — sending process failed;
c) "FLUSHED" — message has been removed from the pefiding queue before sending.

NOTE 1| Txstatus is a local variable so the coding is not specified¢
NOTE 2| The FLUSHED status is only used in response to a deletion requested by the Queue maintenance gervice.

NOTE 3| The parameter value OK is not an indication that\the message has been received.

The receiving station whose MAC ID matches that in the address, shall pass each carrectly
received data unit to its local DL user, tegether with the data unit size, the Lpacket servi¢e type
and its|source ID obtained from the DLPDU which conveyed the Lpacket.

6.7 Keeper UCMM Lpacket
6.7.1 General

Devices that implement the Keeper object shall also support sending and receiving of Keeper
UCMM| Lpackets. Only the active Keeper shall send the Keeper UCMM Lpacket.

NOTE Psing a specific address for Keeper objects reduces the decoding activity required by devices which do not
include § Keeper-object.

6.7.2 Structure of the Keeper UCMM Lpacket

The size and control fields shall follow the fixed tag format. The address shall be formed from
the Keeper UCMM fixed tag and OxFF the broadcast address. The link data field shall contain
the user data provided by the Keeper object.

6.7.3 Sending and receiving the Keeper UCMM Lpacket

The Keeper UCMM Lpacket shall only be sent by a station with its Keeper object in the active
state. It shall be requested at the QoS priority specified by the invoking Keeper object.

The status of each Keeper UCMM transmission is confirmed to the DL user by returning the
DLS-user-id (an internal handle or identifier) and the DLS Txstatus with one of the following
values.

a) "OK" — message successfully sent;
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b) "TXABORT" — sending process failed;

c) "FLUSHED" — message has been removed from the pending queue before sending.

NOTE 1

Txstatus is a local variable so the coding is not specified.

NOTE 2 The FLUSHED status is only used in response to a deletion requested by the Queue maintenance service.

NOTE 3

The parameter value OK is not an indication that the message has been received.

The receiving station whose MAC ID matches that in the address shall pass each correctly
received data unit to its local DL user, together with the data unit size, the Lpacket service type

and its

source ID obtained from the DLPDU which conveyed the Lpacket.

As this
approp

6.8
6.8.1

A Tabl
of link
TUI, o
curren
complg

The T

6.8.2
The siz

riate.

TUI Lpacket
General

e Unique ldentifier (TUI) is used by all ControlNet objects toteference a consist

tion of a synchronized parameter change.

Structure of the TUI Lpacket

is an unconnected message, the source MAC ID is required to enable a response as

ent set

configuration attributes. Two separate sets of attributes are held, each with thegir own
ne for current operation and one for pending operation.<€hanges from TUI datal in the
link configuration to the TUI data in the pending link configuration shall occur| at the

)| Lpacket is published as a scheduled Lpacket by the active Keeper to engble all
attachg¢d devices to verify they have current configutation and schedule data.

re and control fields shall follow the’fixed tag format. The address shall be formgd from

the TU| fixed tag and OxFF the broadcast address. The link data field shall contain the listed

items ghown in Table 13.
Table'13 — Format of the TUI Lpacket
Name Data type Description of parameter Semantics of values
Size USINT Size of the Lpacket in words 0x0D
Contro USINT Link layer Lpacket control octet 0x01 (Fixed tag Lpacket)
Fixed_Tag USINT Fixed tag value 0x84 (TUI Lpagket)
Destindtion_Mac: Id USINT Who receives the Lpacket OxFF (Broadcast)
Uniquel Id UDINT CRC of the Keeper's current Least significant| octet
attributes first
Status_Flag UINT TUI flag values See the Keeper object
TUI attribute for details
Keeper_Mac_Id USINT MAC ID of the Keeper broadcasting See the Keeper object
the TUI TUI attribute for details
Reserved USINT Reserved for data alignment
Net_Resource_Vendor_ld UINT Vendor ID of object holding Net
Resource for exclusive use
Net_Resource_Serial_Number UDINT Serial number of object holding Net
Resource for exclusive use
Net_Resource_Class UDINT Class number of object holding Net
Resource for exclusive use
Net_Resource_Instance UDINT Instance number of object holding
Net Resource for exclusive use
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When generating the transmitted TUI Lpacket, any reserved fields shall use the values as
specified in the corresponding reserved fields of Keeper object attribute 0x0101. During the
configuration process, the programming tool shall set any reserved fields in attribute 0x0101,

to zero

6.8.3

Sending and receiving the TUl Lpacket

The requested QoS priority shall be scheduled.

When

attemj

the Keeper object is in the ACTIVE_VERIFY, FAULTED_ACTIVE_VERIFY, ACTIVE,
FAULTED_ACTIVE, NET_CHANGE_ACTIVE or NET_CHANGE_FAULTED_ACTIVE operating state, it shall

t{ to tfransmit a Table Unique ldentifier (TUI) Lpacket as scheduled data onc

every

4 NUT
schedl
unsche

Recep
Receiv

6.9
6.9.1

To syn
recepti
DLL e

All nog
curren
The pe
changs

6.9.2

The siz
the fix

approp
a) Co

class
{
pu
UIN
UusT

5 (on NUT numbers 0, 4, 8, 12, 16 ...). All Keeper devices shall reserve 26¢od
led link transmit time once every 4 NUTs for transmitting this Lpacketl {
duled, it shall be the highest QoS priority unscheduled information.)

ion of TUI Lpackets shall be enabled at power up by the ControlNet object in each
ed TUI Lpackets shall be passed to the local ControlNet object.

| ink parameters Lpacket and tMinus Lpacket
General

chronize the changing of local link parameters, Station Management shall ena
on of two fixed tag Lpackets: 0x15 (tMinus){(and 0x81 (link parameters) v
hable fixed request service of the DLL.

es on a link shall maintain two copies of link parameters: current and pendin
copy of link parameters shall be used.férthe on going operation of the Data Link
nding copy shall be maintained to allow a synchronized change of link paramete
synchronization is supported by the tMinus service.

Structure of link parameters and tMinus Lpackets

re and control fields shallfollow the fixed tag format. The address shall be forme
ed tag for the service 'and OxFF the broadcast address. The link data field
riate Lpacket shall.contain the following contents in the listed order.

htents of the Link parameters Lpacket data field:

LinkParm {spacket: public fixedLpacket

lic:
T _NUT®length; // the length of the NUT in 10 ps increments;
NT Smax; // highest MAC ID allowed to transmit scheduled

tets of
f sent

levice.

ble the
ia the

g. The
Layer.
s. The

d from
for the

UsT|

INT\ Umax; // highest MAC ID allowed to transmit unscheduled

USI
USI
USI
USI

NT slotTime; // time allowed for line turnaround in 1 ps increments
NT blanking; // time to disable RX after DLPDU in 1,6 ps increments
NT gb_start; // 10 ps intervals from start of guardband to tone
NT gb_center; // 10 ps intervals from start of moderator to tone

UINT zero; // reserved

USI
USI
UDI

NT modulus; // modulus of the interval counter
NT gb _prestart; // transmit cut-off, 10 ps intervals before tone
NT unique_ id; // 32 bit CRC calculated from Keeper configuration table

UINT status_flag; // 16 bit status table set by the Keeper
UINT reserved[8]; // all zeros

NOTE The format of the instance attributes 0x80 and 0x81 of the ControlNet object are exactly the same as
the link data of a fixed tag 0x81 Lpacket.
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b) Contents of the tMinus Lpacket data field:

class tMinus_ Lpacket: public fixedLpacket
{

public:

USINT start count;

USINT reserved[3];

i

where start count is a number of NUTs to be counted before the transition and shall not be
less than 8 and the reserved field shall contain zeros.

6.9.3

Sending and receiving the tMinus and Link parameters Lpackets

The Li
requirg
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nk parameters and tMinus Lpackets are issued by the active Keeper when a cha3
d to the link parameters. They shall be requested at the QoS priority spegified
g Keeper object.

he reception of a LinkParm Lpacket, each node shall load the pendirig copy of
pters using their local DLL _set pending request service. Thé-pending para
e loaded within 3 unscheduled transmit opportunities or within 1. s}y whichever is g
nding link parameter attribute of the ControlNet object shallcalso be updated W
g copy of the link parameters.

reception of a tMinus Lpacket, the node shall initiate a synchronized par
using the DLL-tMinus-start-countdowhérequest service passin
| count parameter. The ControlNet object shall.copy its pending link parameter a

tion of the synchronized parameter changéx

The DLL copies its own pending link parameters to'its current copy at the completion of the tMinus co
LL tminus zero indication is signaledrat the completion of the countdown unless the comgq
H by a DLL-tMinus-start-countdown=¥équest..

of the current link parameters. The DLL-tMinus-start-countdown-reques
a node to participate in~avtMinus countdown, and, if the node is the moderato
e the tMinus field of-the moderator Lpacket. The moderator node shall decrems
pfore transmitting €ach moderator until the field equals zero. When the tMiny
ons from 1 to, 0, the DLL in each node participating in the countdown shall
te a DLL tmints zero indication to its ControlNet object which shall ¢
g link parameters into its current copy. If the tMinus field transitions to 0 from an
1, the gountdown shall be aborted and no DLL tminus zero indication s
ted.
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by the

its link
meters

reater.
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urrent link parameter attribute when the DLL\tminus zero indication signpls the
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pderator Lpacket contains a field, called tMinus, that shall be used to synchronjze the
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6.10
6.10.1

'm>alive Lpacket

General

This service allows all nodes on a link to recognize that another node has just been reset or

power

6.10.2

cycled.

Structure or the I'm-alive Lpacket

The size and control fields shall follow the fixed tag format. The address shall be formed from
the I'm alive fixed tag and OxFF the broadcast address. The link data field shall contain the
following in the listed order.
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class Im_Alive Lpacket: public fixedLpacket
{

public:

USINT Lpacket variant;

USINT sourcelD;

USINT reserved[6];

i

The Lpacket variant and reserved fields shall be set to zero. The sourceID field shall
be set to MAC ID of the node which transmits the Lpacket.

6.10.3

The Q@S priority shaftbe speciffed by the mvoking ot user. ... . |

When
monito
the rul

Receiv

NOTE

link.The
connect
dynamid

6.10.4

A node¢ shall only transmit one Im Alive Lpacket per NUT. To minimize the prog

requirg
not cou
than s
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there i
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quickly
in Figu

Sending and receiving I'm Alive

a node is first brought on-line before starting full operations, the network\attaq
r (NAM) in the new node shall broadcast at least 3 Im Alive Lpacke&ts, sul
bs for I'm Alive the state processing.

ing stations shall notify their management services.

Among the clients of these broadcasts are the higher layer connection mangers of every other nod
entities will abort any transaction records associated with the newly activated MAC ID and ca
lons which had passed through the newly activated MAC ID. Since connection IDs (generic tags) are g
ally, this ensures that connection ID's issued by the old device at¢the MAC ID are not improperly re

I'm alive state processing

ments in each node, a node which is broadcasting its three Im Alive Lpackef
nt as a valid transmission any Im_Aligé\ Lpacket thatis preceded in the NUT b

of the NUT (QoS priority of either @Ow or HIGH).

be the timing of when nodes_power up or reset relative to each other cannot be con
5 the possibility of an I'm alive Lpacket broadcast storm if a large number of node

alive state at the same“time. To minimize processing requirements, a transn
ng and back off algorithm is recommended to monitor and control the intensity
ast storm activity. Such an algorithm would spread the I'm alive Lpackets out over

of nodes paower up together, the algorithm should allow them to exit the I'm aliv
since there-cannot be a broadcast storm. An example of one such algorithm is
re 16.
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Initialization

Heard =0 | Tx Count

State = Calm + 1=0

Tx Count=4 | Heard

Y ENERE

Backoff =
4 ifumax <=16
8 if umax <=32
16 if umax > 32

* | mﬂ;lu [

Tx nut=MAC ID % Backoff |

| State = Breezy | | State = Stormy |

Current Nut =
Nut # from ASIC % Backoff =0
| State |
Calm Breezy + Stormy

I Tx Count = min(Fx\Count++,4) |

Backoff

Backoff /=2 Backoff *=2

Tx Nut =MAC ID % Backoff Tx Nut =MAC ID % Backoff

Y

| State = Calm |

Y=<

| Tx Count

[

| Current Nut=Tx Nut | | Tx stream empty |

I'm Alive packet received

| Tx Count
No + Yes
+ =0
Tx stream empty &
| Heard+ State != Stormy

Notify Transports No +Yes

@ Tx I'm Alive packet
Notify UCMM
Tx Count - -

Figure 16 — Example I'm alive processing algorithm

IEC

6.11 Ping Lpackets
6.11.1 General

The ping service allows station management to initiate a ping request and receive a ping reply
from each active station, or one addressed station attached to the DLS provider.

All stations contain the ping service and at power-up the enable-fixed-request service is used
by the DLS user to activate reception and reply to ping requests within the local DLS provider.
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6.11.2 Structure of the ping Lpackets
The size and control fields shall follow the fixed tag format.

a) When sending a ping request, the address shall be formed from the ping request fixed tag
and an address specified by the DL user. The specified address may be a single MAC ID or
OxFF the broadcast address.

The link data field shall contain the following in the listed order.

class Ping request: public fixedLpacket
{

public:
USINT client 1ID;
USINT reservedl[31:

i

where client_ID is the MAC ID of the request originator, and the reserved fielg-shall ¢ontain
zerps.

b) Whien sending a ping reply, the address shall be formed from the ping reply fixed tag and
the| client_ID address from the corresponding ping request indication, (used hgre as
dedtination for the reply).

The link data field shall contain the following in the listed order;

class |Ping reply: public fixedLpacket
{

pulplic:

USINT server_ 1ID;

USINT vendor specific[4];
USINT reserved[3];

where the server_ID field shall contain the MAC’ID of the node responding to the request,
thelvendor_specific field may contain any data and the reserved field shall contain zeros.

The DIL xmit fixed request(id, Lpacket, sizeof (Ping reply), HIGH, [0x29,
client ID) service shall be used to seftd’the reply to the MAC ID specified inthe client ID
field off the received Ping request kpacket.

NOTE A typical use for the vendor_spécific field is for debugging or diagnostic information.
6.11.3| Sending and receiving the ping Lpackets

The Q¢S priority for a,ping request shall be specified by the invoking DL user. The QoS priority
for a p|ng reply shall be’High.

Sending of ping-request Lpackets may be initiated by local management in any station.

At powerdup;ythe DLL _enable fixed request (id, 0x09) internal service of the Data Link
Layer .haﬂ_b&msmkemm_enahlathueaepmmm_tag_mng_mqu&s—al

Upon receipt of a ping-request, each receiving station assembles a ping reply fixed tag Lpacket
and sends it to the requesting station.

Upon receipt of a ping reply, the requesting node passes the indication to local management.

6.12 WAMI Lpacket
6.12.1 General

A "Where Am I?" (WAMI) server shall be present in all permanent nodes which have a Network
Access Port (NAP). The server shall not be present on transient nodes.
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NOTE The WAMI (where am |) server enables a transient node (a node which connects to the network via the
network access port or NAP) to determine the MAC ID of the node to which it is attached. This is a convenient way
for software in a transient device to establish communication with the local permanent node.

6.12.2 Structure of the WAMI Lpacket

The size and control fields shall follow the fixed tag format. The address shall be formed from
the WAMI fixed tag and OxFF the broadcast address for all MAC IC nodes on this link. The link
data field shall contain the following in the listed order.

class WAMI Lpacket: public fixedLpacket
{

public:

USINT requestID;
USINT responselD;
USJINT reserved[6];

i

In a rgquest WAMI, the requestiID shall contain the MAC ID of the transient node |that is
sending the Lpacket. The other fields shall contain zeros. To convert a request'into a response,
the server shall copy its own MAC ID into the responseID field and reply;~The QoS priority is
Low.

NOTE 1| After WAMI fixed tag reception is enabled by the DLL enable fixed krequest (id, 0x86) service of
the DLL/{ fixed tags are received by the DLL recv_ fixed indication service.

NOTE 2| The Network Attachment Monitor (see 8.1) describes procedures-to ensure the transient MAC ID ¢loes not
duplicat¢ an existing link MAC ID.

6.12.3( Sending and receiving the WAMI Lpacket

The Q@S priority shall be Low.

The WAMI server is only implemented in devices having a NAP, these devices shall repeat all
messages from the main link to the NARYand all messages from the NAP to the majn link.
Additignally these devices shall include means of detecting messages received via their NAP,
and they shall only respond to LpacKets which match each of the following criteria:
—  WAMI fixed tag 0x86;

— degtination broadcast (OXEF);

— recgived via the device local NAP.

Lpackgts that matéh .these criteria shall be called request WAMI Lpackets. For all such

Lpackgts, the server shall generate a response WAMI that is addressed to the MAC 10 which
sent the request WAMI. The WAMI server shall discard all other WAMI fixed tag 0x86 Lpackets.

6.13 pebug Lpacket

This service can be used to transmit the state of an object building a trace of object state
transitions on the wire.

The size and control fields shall follow the fixed tag format. The address shall be formed from
the debug fixed tag and destination MAC ID provided by the DLL transmit service. The link data
field shall contain the following in the listed order.
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class Debug Lpacket: public fixedLpacket
{

public:

UINT object class;
UINT datal;

UINT dataz;

i

The value of object class shall be the class code (see IEC 61158-6-2) of the object
transmitting its state. The meaning of the datal and data?2 fields shall be defined in the object
definition. Devices shall not generate more than one fixed tag debug Lpacket per 10 s on
average so as not to interfere with other unscheduled transmissions.

6.14 |P Lpacket

This s¢rvice (fixed tag 0x85) is used to send raw IP frames. The maximum IP frame size that
can be sent in an Lpacket is 506 octets. Broadcast are sent with destination OxFF. IP frames
betwegn two nodes shall have the correct fixed tag destination MAC ID. An address resplution
protocol shall be used to determine the MAC ID associated with a particularAP address,

6.15 FEthernet Lpacket

This sqgrvice (fixed tag 0x89) is used to send Ethernet frames other'than IP frames. This includes
but is pot limited to Ethernet Address Resolution Protocol (ARP) frames. This allows [simple
implementation of IP and an Ethernet style address resolutionprotocol on Type 2 physical layer
since gn existing TCP/IP/Ethernet stack can be used withiminor packet changes.

The lovest octet of the Ethernet physical addressis used to represent the Type 2 MAC ID
(Etherpet physical addresses are sent highest octét'first). A Type 2 broadcast (MAC ID| OxFF)
shall bp expanded to an Ethernet broadcast address (FF FF FF FF FF FF).

On start up a TCP/IP stack that includes Ethernet ARP shall know the physical addresq of the
local npde. This is reported as "00 00 00,00 00 <MAC ID>".

The loiv octet of an Ethernet frame's "destination address" is used as the Type 2 fixed tag
destingtion. The low octet of ap'Ethernet frame's "source address" will be the same as the local
node's|MAC ID (reported to the-TCP/IP stack at startup) and is sent as the DLPDU source MAC
ID. The¢ Ethernet "frame type" (08 06 for ARP) make up the first two octets of the data portion
of the |Lpacket and up 0,504 octets are available for the data portion of the Ethernef frame
(ARP request/reply uses 28 octets).

Because the Ethernet "frame type" is included in the Lpacket, other types of Ethernet frames
such ap RARR'can be sent using this Ethernet fixed tag service as well.

7 Ohjects for station management

7.1 General

This protocol specification is quite flexible. It can provide deterministic and synchronized /O
transfer at cyclic intervals up to 1 ms and node separations up to 25 km. This performance is
adjustable on-line by configuring the link parameters. These parameters, which govern the
access to the link, can be tuned as required to match different applications.

Station Management allows these parameters to be changed on-line, as the network is working,
it also allows the link to continue functioning while connections to new nodes are added and
removed.

The functions of Station Management allow

— access to variables and events within each of the Layers;
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— acommon user interface;

— coordinating the change of link parameters;
— non-disruptively adding nodes to the link;

— tuning of link parameters;

— clock synchronization between nodes.

The access to variables and events within each of the Layers is accomplished by defining object
interfaces for these parameters.

The ControlNet object provides a consistent interface to the Physical and Data Link Layers.

The Kgeper object holds the link attributes for all devices on a link and is respons:}vle for
distribyting those attributes to those devices in an orderly fashion. It also haolds (for link
schedyling software) a copy of the connection originator data for all connection originator
devicep using a network. The Keeper object also contains support for the Network Resolrce, a
network semaphore that is used to eliminate conflicts.

The S¢heduling object is used by link scheduling software (LSS) te.read and write schedule
information in a connection originator, and provide a signature for-authentication on a link.

The TCP/IP Interface object provides the mechanism to configure the TCP/IP interfage of a
device

The Ethernet Link object maintains link-specific counters and status information for a physical
Ethernet ISO/IEC/IEEE 8802-3 port.

The DgviceNet object provides a consistent interface to the Physical and Data Link Layegrs.

The Copnnection Configuration object provides an interface to create, configure and fontrol
connegtions in a device.

The De¢vice Level Ring (DLR)_ object provides an interface to configure and monitor tHe DLR
protocol.

The Q@S object provides ‘an interface to configure certain QoS-related behaviors.

The Po¢rt object describes the communication interfaces that are present on the devige and
visible[to Type 2 hetworks.

The PRP/HSR Protocol object provides an interface to configure and monitor the Rarallel
Redunflancy Protocol (PRP) and High-availability Seamless Redundancy (HSR) protocd

The PRP/HSR Nodes Table object keeps the record of all PRP or HSR capable nodes that have
been detected on the network.

The LLDP Management object contains administrative information for the LLDP protocol.

The LLDP Data Table object displays a record of all adjacent LLDP implementing devices that
are currently active according to the receive state machine of the LLDP protocol.
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7.2 ControlNet™2 object
7.21 Overview
The ControlNet object shall provide a consistent Station Management interface to the Physical

and Data Link Layers. This object shall make diagnostic information from these layers available
to client applications. Each node shall support one ControlNet object per link.

A device may contain more than one node.

7.2.2 Class attributes

The CgntrolNet object shall support the class attributes as specified in Table 14.

Table 14 — ControlNet object class attributes

Attribtyite Need in Access Data Description of .
. . Name ; Semantics of vplues
ID implementation rule type attribute
0x0 Required Get Revision [UINT Revision of this objegt [First revision, valde = 1
0x04% Required Get Max. UDINT Maximum instance Value determined py
instance number node specifics
0x03 fo [These class attributes are optional and are described in IEC 61168-5-2.
0x07

7.2.3 Instance attributes
7.2.31 General

The CgntrolNet object shall support the instance attributes as specified in Table 15.

2 ControlNet™ is a trade name of ODVA, Inc. This information is given for the convenience of users of this
document and does not constitute an endorsement by IEC of the trademark holder or any of its products.
Compliance with a related profile does not require use of the trade name. Use of the trade name requires
permission of the trade name holder.


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023

-81-—

Table 15 — ControlNet object instance attributes

octets

Attribute Need in Access Name Data type Description of Semantics
ID implementation rule yp attribute of values
0x80 Optional Get Pending_Link_Config | STRUCT pending link see 6.9.2
of 34 configuration
octets parameters
Link_Config STRUCT pending link
of 12 parameters
octets
NUT_Tength UTNT DLC NUT_Tength in 10 §s ticks
smax USINT DLL smax 0o 9
umax USINT DLL umax 1t09
slotTime USINT DLL slotTime in 1 pg ticks
blanking USINT DLL blanking in 1,6 ps
ticks
gb_start USINT DLL gb_start in 10 Ys ticks
gb_center USINJ DLL gb_center in 10 Ys ticks
reserved UINT reserved
modulus USINT DLL modulus 127 rejquired
gb_prestart USINT DLL gb_prestart in 10 Ys ticks
TUI STRUCT Keeper TUI see 7.R.3.3
of
22 octets
unique_ID UDINT Keeper CRC see 7.2.3.4
status_flag UINT TUI flag see 7.2.3.5
reserved USINT [16] [reserved
0x81 Required Get current_link_config STRUCT current link same ps
of configuration attribyte
34 octets |parameters 0x80.
See 6]9.2
0x82 Required Get/ diagnostic_counters [STRUCT diagnostic counters |see 7.2.3.7
Get_and of
_Clear 42 octets
buffer_errors UINT buffer event counter |see 7.2.3.8
error_log SWORDI[8] [bad DLPDU log see 7.2.3.9
event_counters STRUCT diagnostic counters |see 7.2.3.10
of 32
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Attribute Need in Access Name Data tvpe Description of Semantics
ID implementation rule yp attribute of values
good_frames_ SWORD[3] [good DLPDUs
transmitted transmitted (LSB
first)
good_frames_ SWORD[3] [good DLPDUs
received received (LSB first)
selected_channel_ USINT framing errors
frame_errors detected on active
receive channel
channel_A_ USINT framing errors
frame_errors detected on channel
A
channel_B_ USINT framing errors
frame_errors detected onichannel
B
aborted_frames_ USINT DLPDUs aborted
transmitted duringtransmission
(transmit underflows)
highwaters USINT LLC transmit
underflow and LLC
receive overflow
NUT_overloads USINT no unscheduled time
in NUT (all time used
for scheduled
transmissions)
slot_overloads USINT more scheduled data
queued for one NUT
than allowed by
sched_max_frame
parameter
blockages USINT single Lpacket size
exceeds
sched_max_
frame parameter
non_concurrence USINT two or more nodes
could not agree
whose turn it is to
transmit
aborted_frames_ USINT incomplete DLPDUs
received received
lonely_counter USINT number of times
nothing heard on
network for 8 or
more NUTs
duplicate_node USINT DLPDU received

from node with local
node's MAC ID
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Attribute Need in Access Name Data tvpe Description of Semantics
ID implementation rule yp attribute of values
noise_hits USINT noise detected that
locked the modem rx
PLL
collisions USINT Rx data heard just
as transmission was
going to start
mod_MAC_ID USINT MAC ID of the
current moderator
naodao.
non_lowman_mods USINT Moderator DLPDUs
heard from non
lowman nodes
rogue_count USINT rogue events
detected
unheard_moderator |USINT DLPDWUs being heard
but no'moderators
being heard
vendor_specific USINT vendor specific
reserved SWORDI[4] [reserved
vendor_specific USINT vendor specific
vendor_specific USINT vendor specific
reserved SWORD reserved
0x83 Required Get station_status STRUCT station status see 7.2.3.11
of
6 octets
MAC_ver SWORD MAC implementation |see 7.2.3.12
and implementation
revision
vendor_specific SWORD[4] | vendor specific
channel_state SWORD channel state LEDs, |see 7.R.3.12
redundancy warning,
and active channel
bits
0x84 Getrequired, Get/Set |MACT_ID STRUOCI MAT 1D switch and
Set-(One Time of 4 octets |current settings
Only) Optional
MAC_ID_current USINT current MAC ID Range 1 to
99. See
7.2.3.14
MAC_ID_switches USINT MAC ID switch 0 to 99,
settings OxFF.
See 7.2.3.15
MAC_ID_changed BOOL MAC ID switches see 7.2.3.16
changed since reset
Reserved USINT reserved
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Attribute Need in Access Name Data tvpe Description of Semantics
ID implementation rule yp attribute of values
0x85 Optional Get/Set [Sched_max_frame STRUCT scheduled data limit
of
2 octets
Sched_max_frame USINT scheduled maximum |in octet pairs.
DLPDU See 7.2.3.17
Reserved USINT reserved
0x86 Required Get error_log STRUCT driver firmware see 7.2.3.18
of buifer error counts
10 octets and troublesome
node list
buffer_errors UINT buffer event
counter
error_log SWORDI[8] [bad DLPDU log
0x87 Optional Get / extended_diagnostic [STRUCT additional diagnostic
Get_and | _ counters of 264 counters
_Clear octets
unsched_transmitted |UDINT number of

unscheduled
Lpackets transmitted

sched_highwater UDINT Max. number of
shared/unscheduled
Lpackets in transmit

queue
sched data 128 schedule information
STRUCTS
of 2 octets
(256
octets)
words_in_use USINT number of scheduled

words in use by this
node this NUT

Lpkt_in_use USINT number of scheduled
Lpackets in use by
this node this NUT

0x88 Optional Get Active_node_table ARRAY of [one bit for each MAC |see 7.R.3.19
32 octets ID

1 = node present
0 =Tnode misSsmg

0x89 Optional Get New_node_table ARRAY of |one bit for each MAC |see 7.2.3.20
32 octets ID

1 = node has joined
link recently

0 = node has not
joined link recently

where LSB = least significant byte/octet.
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7.2.3.2 pending_link_config

The values within the attribute allow the pending link parameters to be read. This attribute shall
change based on the Station Management function called synchronized parameter change, and
shall not be set via the services of the ControlNet object.

7.2.3.3 Keeper TUI

The ControlNet object shall maintain separate copies of the TUI sub-attribute for
pending_link_config and current_link_config attributes. Changes to the TUI data in the
pending_link_config attribute shall occur at the reception of a fixed tag 0x81. Changes to the
TUI data in the current_link_config attribute shall occur at the completion of the synchronized
param§fer change.

7.2.3.4 unique_ID

The unique_ID field shall consist of a 32 bit CRC value calculated from thescontents| of the
network configuration table maintained by the Keeper. This value shall be copied from the fixed
tag Ox81 Lpacket.

7.2.3.5 status_flag

The status_flag field of the TUI sub—attribute shall consist of¢ca™16 bit value. Unused bifs shall
be res¢rved and set to zero.

As shgwn in Table 16, the Keeper State bit (bit 4) shallindicate whether this node hgs ever
heard p TUI from an active Keeper. The ControINet object shall clear this bit at initialization.
Since all TUI Lpackets sent by the active Keeper*have this bit set, the ControlNet objegt need
not manipulate this bit.

Recepfion of TUl Lpackets shalb,* be enabled at power wup using the
DLL ehable fixed request(id, 0x84) service. The status field of the TUI Lpackets shall
be chegked. If bit3 = 0, bit4 = 1, and bit5 = 1, then the TUI Lpacket shall be copied into attribute
0x81 apd TUI reception shall be disabled using the
DLL dfisable fixed requestiid, 0x84).Bits0and 1 of the TUI status field shall be used
to ovefride the default network’ redundancy settings for the node. They shall indicate if the
network is being operated in single channel or redundant channel mode. Only network
redundancy informationfrom TUI Lpackets with both the Keeper State and Keeper configured
bits sel, shall be used.
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Table 16 — TUI status flag bits

Bit

Meaning

Network Redundancy

Bit 1 = 0, bit 0 = 0; lllegal combination
Bit 1 = 0, bit 0 = 1; Channel B only
Bit 1 = 1, bit 0 = 0; Channel A only
Bit 1 = 1, bit 0 = 1; Redundant

Holding Network Resource bit
0 = Network Resource not being held
1 = Network Resource being held for the object identified in the TUI

Network change in progress bit

U ="NO Network crange ill pProgress
1 = Network change in progress

Keeper State bit
0 = TUI transmitted by Keeper not in ACTIVE state
1 = TUI transmitted by Keeper in ACTIVE state

Keeper configured bit
0 = No active Keeper heard since joining link
1 = Heard active Keeper since joining link

6-15

reserved ( setto 0)

7.2.3.6 current_link_config

The vdlues within the current_link_config attribute correspond to the link parameters cU
used. The format of this attribute shall be identical te that of the pending_link_config att

7.2.3.7 diagnostic_counters

rrently
ribute.

The didgnostic_counters attribute shall maintain counts of events in the Physical and Dajta Link

Layers]

NOTE |[The diagnostic_counters attribute .can‘be read without effecting their values by using one of the Get_
service flequests. The information can be read and the values set to zero by using the Get_and_Clear service

See 7.2p5.

The evlent information maintained by the firmware shall also be gettable (but not clearah
the errpr_log attribute. Fhis' is done for efficiency. The information maintained by the fin

shall bp immediately and“directly accessible.

7.2.3.8 buffer-errors

The vdlue ofithe buffer_errors sub-attribute shall increment on every receive overflow
and trgnsmitunderflow event. If an implementation never overflows or underflows, buffer|

shall be_z&ro.

Attribute
request.

le) via
mware

event
| errors

7.2.3.9 error_log

If DLL event indication returns avalue of DLL EV badFrame, the error_log sub-attribute
records the last eight such indications. The mac_id parameter of this indication shall be
recorded. The order of MAC IDs shall be most recent error first to oldest error last. Values of
zero represent unused positions in the error log.

7.2.3.10 event_counters

The event_counters sub-attribute shall contain counts of link events. The counter shall rollover
when their values exceed their limits.
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7.2.3.11 station_status

This attribute shall be only gettable.

7.2.3.12 MAC_ver

The bits of the MAC_ver octet are described in Table 17.

Table 17 — Mac_ver bits

0 - 2 = assigned

4 = assigned

Bits Description
6=3 MAT Tevision® — revision of the MAT implementation
0x1 through OxF, 0x0 is reserved
4 Reserved — set to 0
5-7 MAC implementation® — vendor and implementation name

3 = reserved — unassigned for future implementations

5 - 6 = reserved — unassigned for future implementations

7 = reserved for extended MAC_ver field expansion

Inc. organization.

a8 MAC revision and MAC implementation are assigned and described by the ODVA,

7.2.3.13 channel_state

The chlannel_state octet shall represent the current state of the network status indica
implemented. The bits of the channel_state-octet are described in Table 18.

NOTE |[The network status indicators are described in Annex A.

Table 18 — Channel state bits

Bits Description

0,1,2 Channel A LED State

0 = Off

1 = Solid green

2 = Flashing green-off
3 = Flashing red-off

4 = Flashing red-green
5 = Railroad red-off

6 = Railroad red-green
7 = Solid red

tors, if

3,4,5 Channel B LED State
Indications same as channel A LED.

0 = normal (no warning)
1 = warning

6 Redundancy Warning — When warning, the non-active channel in a
redundant configuration is unusable by the controller.

currently listening to.
0 = Channel B
1 = Channel A

7 Active Channel — Indicates which of two channels the receiver is
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7.2.3.14 MAC_ID_current

The MAC_ID_current value shall be accessible using the Get_Attribute services. Setting shall
be required on devices without address switches. Only the first set, of the MAC_ID_current
value, after a ControlNet object reset shall be accepted. Setting shall be optional on devices
with address switches.

The range of allowable values for MAC IDs shall be 1 to 99.

7.2.3.15 MAC_ID_switches

The MAC ID switches value shall be gettable and not settable on all devices. The returned
value ghall be OxFF for auto-address nodes and nodes without address switches.

7.2.3.16 MAC_ID_changed

The MAC_ID_changed value shall be cleared when the device is reset and\set wheneyer the
device|detects that the address switches have been changed. Once sef,‘it)stays set uptil the
device| is reset, even if the address switches are returned to theirnoriginal settings. The
frequepcy at which the address switches are checked shall be device.dependent.

When & change in the network address switches is detected, this flag shall be set and § minor
error shall be reported to the host.

7.2.3.17 sched_max_frame

The sched_max_frame attribute shall be used to limitthe maximum size of the node's schleduled
transmiissions. A value of 0 shall indicate that a_nede shall not transmit during the scheduled
portion of the NUT.

7.2.3.18 error_log

The ingtance attribute 0x86 shall bea.copy of the error_log sub-attribute contained in instance
attribufe 0x82.

NOTE [The information in this attributeé is a copy of the information found in the diagnostic_counters attribdite. This
copy is pnly gettable. The values\in‘this attribute can be cleared only by using the Get_and_Clear service|request
on the djagnostic_counters attribute. See 7.2.5 for more details.

This cqpy of the errar Mlog shall only be accessible via the Get_Attribute services. This aftribute
shall ophly be clearéd when the master copy in 0x82 is cleared.

7.2.3.19  Active node table (instance attribute = 0x88)

Instange.attribute 0x88 of the ControlNet object shall consist of an array of 256 bits, dne per
MAC ID. The Teast significant bit shall correspond to MAT ID = 0; the most significani bit shall
correspond to MAC ID = 255. The bit for a specific MAC ID shall be set (1) for a node within 1 s
of a node transmitting on the link. The bit shall be cleared (0) within 20 s of the node leaving
the link. A node shall be considered to have left the link if it misses three consecutive transmit
opportunities.

7.2.3.20 New node table (instance attribute = 0x89)

Instance attribute 0x89 of the ControlNet object shall consist of an array of 256 bits, one per
MAC ID. The least significant bit shall correspond to MAC ID = 0; the most significant bit shall
correspond to MAC ID = 255. The bit for a specific MAC ID shall be set (1) for a node within 1 s
of a node transmitting on the link. The bit shall be cleared (0) between 10 s and 20 s after the
node has joined the link.
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7.2.4
7.2.41

General

Common services

— 89 —

The ControlNet object shall support the common services as specified in Table 19.

Table 19 — ControlNet object common services

. Need in
S:;\g:e implementation Service name Description of service
Class Instance

0x0 A Reetired Reset Retorr-ContretNetobjeetto-powerup—state

0x10 N/A Conditional |Set_Attribute_Single Set network or node specific configuration
information

0x0H Required |Required Get_Attribute_Single Get network or node specific configuration
information

0x01 N/A Optional Get_Attributes_All Get network and node specific configuration
information

0x02 N/A Optional Set_Attributes_All Set network and node-specific configuration
information

0x03 N/A Optional Get_Attribute_List Get network and/or node specific configuratipn
information

0x04 N/A Optional Set_Attribute_List Set netivork and/or node specific configuratipn
information

7.2.4.2 Reset service

The Rgset service shall reinitialize the Network”Attachment Monitor (NAM) causing it to 1

the link activity and then attempt to join the’link. MAC ID switches shall not be re-evaluat]
to the reset.

The CantrolNet object need not respond to a Reset request before actually performing th
operation.

7.2.4.3 Set_AttributetSingle

If any pttribute has _been implemented as settable, the Set Attribute_Single service s
requirgd.

7.2.4. Get. Attributes_All response

The object/service specific response data portion for a successful Get_Attributes All re

is sho

dependent on the attribute instance(s) being accessed.

Because of the large size of the Get_Attributes_All response, devices with limited resources
need not support this service.

The data portion of a Get_Attributes_All service request shall contain the following attributes in
the following order:

0x81 - current_net_config

0x82 - diagnostic_counters

0x83 - station_status

0x84 - MAC_ID

0x86 - error_log

nonitor
ed due

e reset

nall be

Eponse
nse is
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Class specific services

General

The ControlNet object shall support the class specific services as specified in Table 20.

Table 20 — ControlNet object class specific services

Service Need in implementation . o .
de Service name Description of service
co Class Instance
0x4C N/A  |Required Get_and_Clear Get then clear the diagnostic counters
0x4D N/A  |Required Enter_Listen_Only Force the node to enter and stay in listen-orly
mode until reset
Ox4E] N/A  |Required Where_am_| Determine the MAC ID of the device this node is
(See 7.2.5.4) attached via the NAP
0x4F N/A  |Conditional Auto_Address Required in all auto-address nodes. Select 3 new
MAC ID using the auto address sequence of| the
NAM
7.2.5.2 Get_and_Clear service
This class specific service shall evoke an identical respense to the Get_Attribute |Single

service
zero. C

7.2.5.3

The
DLL 1
Contro

transmfitting before the response is sent.

The n
Contro

While
requirg
device

NOTE
link until
the link

; however, after the response Lpacket is built, thevalue of the attribute shall bg
nly instance attributes 0x82 and 0x87 shall sugport this service.

Enter_Listen_Only service
Enter_Listen_Only service shall cause this object to sen
isten only request (FALSE) foithe DLL associated with this instance

Net object. This service need._not generate a response since the node ma

bde shall remain in the\listen-only state until a reset request is sent to eith
Net object or the Identity’ object.

set to

d a
of the
y stop

er the

Hevices are in the Jlisten-only state due to the Enter_Listen_Only service, they are not

d to apply the Network Redundancy bits of the TUI (see Table 26), and redundant
5 may enable\both channels.

The Enterkisten_Only service is intended to be used for diagnostic purposes to force nodes to dro
theyzare specifically requested to rejoin. This gives the possibility for a node to effectively be remo
ithout‘having to physically disconnect the network cable.

media

b off the
ed from

7.2.5.

Where_am_| service

All transient nodes shall implement the Where_am_1 service. This service shall determine the
MAC ID of the node to which the transient node is connected via its network access port (NAP).
The service may be implemented by using the WAMI server functionality of the Station

Manag

ement entity.

NOTE A transient node can use this service to identify the MAC ID of the node into whose NAP it is plugged.

The Where_am_| response shall be a single USINT containing the MAC ID of the permanent
node to which the transient node is connected. If the ControlNet object is unable to complete
the WAMI query, it shall return a MAC ID of 255.
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7.2.5.5 Auto_Address service

For nodes that support automatically selecting a MAC ID, this service shall reinitialize th
causing it to monitor the link activity and then attempt to join the link possibly with

e NAM
a new

MAC ID. Nodes that do not support automatically selecting a MAC ID shall not implement this

service.
The Auto_Address service need not respond prior searching for a new MAC_ID.

7.2.6 Behavior

7.2.6.1 Effect of DLL tminus zero indication

Upon ieceipt of this indication, the object shall copy the contents of instance attribut
(pending_link_config) into instance attribute 0x81 (current_link_config). An internal ¢

e 0x80
opy of

instange attribute 0x80 shall be kept even if the implementation has not made ityaccessible via

one of[the Get_Attribute services.

7.2.6.2 Duplicate node

If a DII. event indicaton (DLL EV dupNode) is received from-the Data Link Lay

er, the

ControlNet object shall force the DLL into a listen-only state. The ‘€ontrolNet object shdll latch

this stgte until a reset service is received. A reset to the Identity~object shall also end thj
only sthte.

7.2.6.3 Redundancy

The ndtwork redundancy setting for a node shall bevinitially set at start up to the best ca
of the|device. Best capability means ChannelZA enabled for single channel deviceq
channgls enabled for network redundant devices. The power up redundancy setting s
reflect¢d in the TUI contained in the instance attribute 0x82.

The ndtwork redundancy setting for aode shall be updated to the current network redu
setting|by the Keeper in one of twelways:

— The node receives a TUI(Lpacket from the wire with the active Keeper and con
Kegper bits set and the net change in progress bit reset in the Status_Flags word;

— The node receives a fixed tag 0x81 Lpacket.

In eithgr case, the_received TUI data shall be copied into attribute 0x80.

If a single channel node joins a redundant link, it shall behave as if it were a redundarn
with a faulty channel.

b listen

bability
, both
hall be

ndancy

figured

t node

7.2.7 tor

The module status indicator, if implemented, shall provide the following status indications:

QO

solid green when connections are active in the on line state;

(o)

flashing green/off in the check for moderator listen only state;

o O

)
)
) flashing green/off when rogue conditions are detected;
) flashing red/off for a recoverable error;

)

]

flashing red/off when in the DUP_LISTEN_ONLY state;

—h

) solid red for a irrecoverable error.
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7.3 Keeper object
7.3.1 Overview

The Keeper object shall hold the link attributes for all devices on a link and shall be responsible
for distributing those attributes to those devices in an orderly fashion. It also holds (for link
scheduling software) a copy of the connection originator data for all connection originator
devices using a network. If there are multiple Keeper objects on a link, they perform negotiations
to determine which Keeper is the active Keeper and which Keeper(s) perform backup Keeper
responsibilities. The active Keeper is the Keeper actively distributing attributes to the nodes on
the network. A backup Keeper is one that monitors Keeper related network activity and can
transition into the role of active Keeper should the active Keeper fail to perform.

The Ke¢eper object also contains support for obtaining, holding, and releasing the Network
Resoufce, a network semaphore that is used to eliminate conflicts when modifying the attribute
data h¢ld by the Keeper object(s) on a link.

7.3.2 Revision history
The reyision history of the Keeper object is described in Table 21.

Table 21 — Keeper object revision history

Class revision Description of changes
01 Initial Release
02 Release for IEC 61158 series

7.3.3 Class attributes

The Kgeper object shall support the classtattributes as specified in Table 22.

Table 22 — ' Keeper object class attributes

Number Need in Access Name Data tvpe Description Semantjcs of
i implementation rule yp of attribute valugs
0x01 Required Get Revision UINT Revision of this 2 (revisfon 2)
object (See Note 2)
0x0240 These class attributes are optional and are described in IEC 61158-5-2.
0x0

NOTE 1 Revision./1 Keeper devices are restricted to only operate at MAC ID = 1. These devices perfprm the
functiorls of the\Keeper as described in this specification as long as no other Keeper is present on the Netyork. At
any other MAC/ID, these devices containing revision 1 Keepers perform as if no Keeper objects were presgnt.

the Keeper as described in this specmcatlon in the presence of any other ReV|S|on 2 Keepers on the Network

7.3.4 Instance attributes
7.3.4.1 General

The Keeper object shall support the instance attributes as specified in Table 23. Only one
instance of the Keeper object is allowed. That instance shall be sensitive to the port on which
requests are received. This is especially important in the case of a router device where one
Keeper instance receives requests from two links.
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Table 23 — Keeper object instance attributes

Attribute Need in Access Name Data tvpe Description Semantics of
ID implementation rule yp of attribute values
0x00 Required Get status STRUCT Keeper object status
of 2 octets
state USINT current Keeper
operating state
reserved USINT reserved for data
alignment
0x01 Required Get/Set |port_status STRUCT port status for node 1
through of 10 through node 99
0x63 octets
port_status UINT port status
1D STRUCT node type
of 8 octets |identification
vendor UINT vendor.code
type UINT product type
code UINT product code
major USINT major revision
minor USINT minor revision
0x64 — Reserved Reserved for
OxFE future expansion
OxFF Required Get/Set |[net_eonfig STRUCT current network
of 12 parameters
octets
NUT UINT Network Update Time |[In 10 us ficks
smax USINT Scheduled max node |0 to 99
ID
umax USINT Unscheduled max 0 to 99
node ID
Slot_Time USINT Slot Time In 1 ps tigks
Blank_Time USINT Blanking Time In octets
Gb_Start USINT Guard Band Start In 10 ys ticks
Gb_Center USINT Guard Band Center In 10 ys ticks
Reserved UINT Reserved for Data
Alignment
Int_Cnt mod USINT Interval Count 127
Modulus (Macrocycle
length)
Gb_Prestart USINT Guard Band Prestart |In 10 ps ticks
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Attribute Need in Access Name Data tvpe Description Semantics of
ID implementation rule ypP of attribute values
0x100 Required Get/Set |[name UINT [33] |current name of this 32 unicode
link characters and a
unicode NULL
0x101 Required Get/Set [RT_TUI STRUCT |Table Unique
of 22 Identifier
octets
unique_ID UDINT attribute CRC
Status_ilag OTNT TOT flag bits See 7.2.3.3
reserved USINT reserved to allow
[16] common format with
attribute 0x102
0x102 Required Get Link_TUI STRUCT Table Unique
of 22 Identifier
octets (current link only)
unique_ID UDINT attributeyCRC
status_flag UINT TUIl flag bits See 7.2.3.3
Keeper_MAC_ID [USINT MAC ID of node Any legall MAC
broadcasting the TUI |[ID
reserved USINT reserved for data
alignment
Net_Resource™ UINT Vendor ID of object
Vendor_|d holding Net Resource
Net~Resource_ UDINT Serial number of
Serial_Number object holding Net
Resource
Net_Resource_ UDINT Class of object
Class holding Net Resource
Net_Resource_ UDINT Instance of object

Instance

holding Net Resource



https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © IEC 2023 -95-
Attribute Need in Access Name Data tvpe Description Semantics of
ID implementation rule ypP of attribute values
0x103 Required Get/Set |Cable_Config STRUCT | Current cable
of up to configuration
100 octets
Id USINT Id value Always OxFF
Num_Elements USINT Number of cable Range 1 to 24
configuration
elements in network
configuration
Propagation_time |UINT Number of 100 ns
ticks
Physical element |Phy
element
[24]
Phy_element STRUCT
of 4 octets
Vendor_id UINT Vendor code
Product_code USINT Product code
How_many USINT
0x104 Required Get/Set |CO_summary STRUCT General information
of 204 about the co_data
octets attribute
data_size UINT Size of co_data In words
attribute
connection_info_ [USINT Used by
revision programming
too
0 = Format 1
1 = Formgt 2
2 -255
reserved
tool_keeper_ USINT Highest level co_data |Level sugported
revision parse rule supported |is < Keepler
object reyision
0 = Format 1
1-255
reserved
See 7.3.6.7
Offsets UINT[100] |Array of word offsets [In words
into the co_data OxFFFF = no
attribute, by MAC ID | data for this
MAC ID

node 0 based
index
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Attribute Need in Access Name Data tvpe Description Semantics of
ID implementation rule ypP of attribute values
0x105 Required Get/Set |CO_data STRUCT |connection originator |[Tool Keeper
fragment of up to information Revision Format
14 988 1
octets
Branch STRUCT Information relative to
of variable |all routers or
size connection originators
on this link
AR dn nnnnn 1 I!NT aumboer of dovicas-on
this link
device STRUCT details of this device
of variable
size
type USINT types of device 1 = route
2 = conngction
originato
Path_Size USINT size’of-path to node In 16 bit yords
Path ARRAY of [path to device
UINT
CO_data STRUCT Details of CO data Present dnly for
of\variable CO devices
size (type = 2
COP UDINT CO password, as
provided to the CO at
the end of a
scheduling session
(see 7.4.5.8)
Size UINT Size of Connection In 16 bit ywords
data
Connection STRUCT Connection data Connectipn Info
of variable Revision fn the
size format specified
by conneftion_
info_revigion of
attribute Px104
One per
connectign for
this CO device.
See 7.3.4.7
7.3.4.2 Operating state definitions

The values for the Keeper operating state shall be as defined in Table 24.
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Table 24 — Keeper operating state definitions

Value Description
0 Power up - Not on line
1 Power up - TUI wait
2 Power up - TUI poll
3 Backup
4 Active verify
5 Active

= TPRTI Y s
rauneu DadUlRUp

e

7 Faulted Active verify

8 Faulted Active

9 Net Change - Backup

10 Net Change - Active

11 Net Change - Faulted Backup
12 Net Change - Faulted Active

7.3.4.3 Port status flag bit definitions

The vallues for the Port status flag shall be as defined/imTable 25.

Table 25 — Port status flag bit definitions

Bit Meaning

0 Node accepts schelduled connections bit
0 = Node does nat accept scheduled connections
1 = Node acc€pts scheduled connections

1-15 reserved {set to 0)

7.3.4.4 status_flag

The Kgeper configured bit cleared in the TUI status word shall identify a Keeper with anlinvalid
configyration or cleared memory.

Referring to.Table 26, the status_flag field of the TUI sub—attribute shall consist of a| 16 bit
value. Unused flag bits shall be reserved and set to 0.

The holding network resource bit shall only be used by the Keeper object.

The Active Keeper bit shall indicate whether or not this node has ever heard from an active
Keeper. The ControlNet object shall clear this bit at initialization. All TUIs sent by the active
Keeper shall have this bit set. If a TUI Lpacket is received with the Active Keeper bit not set,
the Lpacket shall be retained as a received TUI, but the redundancy information shall not be
used.

The redundancy bits shall be used to override the default redundancy settings for the node.
They shall indicate if the link is being operated in the single channel mode or redundant. The
redundancy information shall not be used if a TUI Lpacket is received with the Active Keeper
bit clear.

The net change in progress bit shall indicate that a synchronized network change sequence is
in progress and that new nodes shall delay going on-line until the change sequence is
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completed and the bit is cleared. This bit shall be cleared in the case of a network resource
timeout situation or if the network resource is released.

Table 26 — TUI status flag bits

Used in:
Bit Meaning RT_TUI Network_TUI | ControlNet
object TUI
0 -1 [Network Redundancy
Bit 1 = 0, bit 0 = 0; lllegal combination
Bit 1 = n‘ bhit 0 = 1; Channeal B r\nly X X X
Bit 1 = 1, bit 0 = 0; Channel A only
Bit 1 = 1, bit 0 = 1; Redundant
2 Holding Network Resource bit
0 = Network Resource not being held
1 = Network Resource being held for the object X
identified in the TUI
3 Network change in progress bit
0 = No network change in progress X X X

1 = Network change in progress

4 Keeper State bit
0 = TUI transmitted by Keeper not in ACTIVE state X X
1 = TUI transmitted by Keeper in ACTIVE state.

5 Keeper configured bit
0 = Keeper attributes not configured (RT_TU]J) X X X
1 = Keeper attributes configured (RT_TU()

6 — 15| [reserved (setto 0)

7.3.4.5 unique_ID

The unique_ID field of the TUI attribute shall consist of a 32-bit value calculated from the
contents of the Keeper-attribute table (excluding the TUI attribute) by the software configpration
tool. The following attributes shall be used, in the given order to calculate the TUI uniquje_ID:
0x1 thjough 0x63\(port parameters for nodes 1 through 99);
OxFF (Jink parameters);

0x100 (link-name);

0x101 (RT TUI) redundancy bits only;

0x103 (cable configuration);

0x105 (CO device password data only).
The TUI unique identifier shall be calculated as follows:

— the TUI unique identifier shall be initialized to 0;

— the data for attributes 0x1 through 0x63, attribute OxFF, attribute 0x100, redundancy setting
(attribute 0x0101 RT_TUI status flag bits 0—1), 0x103 and each CO password (in address
order) shall be run through the CRC polynomial.
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The polynomial used to calculate the CRC shall be:
G(X) = X32 + X26 + X23 + X22 + X16 + X12 + X11 + X10 + X8 + X7 + X5 + X4 + X2 + 1

as shown in Figure 17.

UDINT CRC (
unsigned long CRC,
SWORD* buffer,
WORD size)

//
(1)
//
//

(r) the updated CRC

the CRC to start with

(i) pointer to buffer of SWORD / octets
(i) the number of octets in the buffer

//

define KEEPER CRC_POLY 0xEDB88320L
WORD octetIndex;

WORD bitIndex;

SV

=T TTeOT TSty

// lo
f9
{

// lo

// re

re

bp through the octets passed,

including them in the CRC

r (octetIndex=0;

oneOctet

bp through the bits passed,
for (bitIndex 0;

octetIndex < size;

bitIndex < 8;

octetIndex++)

buffer[octetIndex];

including them in the CRC
bitIndex++)

{
if
{

((oneOctet & 0Ox1l) ~ (CRC & 0x1)

CRC
} else {
CRC

(CRC >> 1) ~ KEEPER CRC POLY;

(CRC >> 1);
}

oneOctet >>= 1;

furn the new CRC
turn (CRC) ;

7.3.4.6

The Ke
the TU

7.3.4.7

Variou

Figure 17 — Keeper CRC algorithm

Keeper MAC_ID

eper_MAC _ID should be.the MAC ID of the current active Keeper that is broad
[. If no TUI has been received in the last 12 NUTS, a value of OxFF shall be retur|

Connection

of conmection dataentries shall be an integral number of words.

casting
ned.

5 formats exist for connection data. Each format is described below. The entire collection
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Format 1 does not specify the size of the path; therefore, its path[ ] shall be one of two forms:

class segment, instance segment, then two connection point segments; or

an ANSI extended symbol segment.

// Format 1
USINT 02T Size // in 16 bit words
UINT 02T Rpi // in 1 ms ticks from 2 to 32 767
USINT T20_ Size // in 16 bit words
UINT T20 RPI // bit 15 = connection point, 0 = point to point, 1 =
multipoint
// bit 14 = API in ms from 2 to 32 767
USINT O2T Nui Api // The highest bit set indicates the API;
oot wl — | Q*T\TTW’T‘, bt o — ﬁA*T\TTT’T‘, i
// Remaining bits indicate the 02T _NUI. If API = 1, NUI)H O
USINT T Node // Range 1 - 99
USINT T20 Nui Api // The highest bit set indicates the API;
// bit 7 = 128*NUT, bit 6 = 64*NUT, etc.
// Remaining bits indicate the O2T_NUI. If API ="1, NUI H 0
UIN[ path(] // forward open connection path from this
// Fofmat 2
UIN[ 02T net params // copied from forward open
UIN[ T20_net_params // copied from forward open
UIN[ 02T RPI // RPI in floating point format
UIN[ T20_RPI // RPI in floating point format
USINT 02T schedule // from schedule segment in foxrward open
USINT MAC ID
USINT T20 schedule // from schedule segment in¥forward open
USINT path size // in 16-bit words
UIN[ pathl] // forward open connecti@n path from this
UDINT| convert to 10us_ ticks (UINT RPI)
{
refurn (RPI <= 0x4000) ? RPI:
(RPI <= 0xE000) ? (RPI & OXIFFF) + 0x2000 << (RPI>>13) - 1:
(RPI & OxOFFF) + 0x1000 << (RPI>>12 & 1) + 7;
}
UINT fonvert to Keeper format\WUDINT ticks)
{
if| (ticks < 0x00004000) return RPI; // 0 16383 by 1
if] (ticks < 0x00008Q008) return RPI>>1 & Ox1FFF | 0x4000; // 16384 32766 Py 2
if| (ticks < 0x000X0QQ0) return RPI>>2 & Ox1FFF | 0x6000; // 32768 65532 My 4
if| (ticks < 0x00020000) return RPI>>3 & Ox1FFF | 0x8000; // 65536 131064 [y 8
if]| (ticks < 0x00040000) return RPI>>4 & Ox1FFF | 0xA000; // 131072 262128 py 16
if] (ticks < Ox00080000) return RPI>>5 & Ox1FFF | 0xC000; // 262144 524256 [pby 32
if| (ticks <{@x00100000) return RPI>>7 & OxOFFF | 0xD000; // 524288 1048448 by
128
if] (ticksh\T 0x00200000) return RPI>>8 & OxOFFF | 0xE000; // 1048576 209689¢ by
256
refuén OxXxFFFF;
)

7.3.4.8 Attribute data

A Keeper maintains the link and node configuration information for its link in an attribute data
structure. The Keeper shall keep two copies of the attribute structure: pending copy in RAM and
a current copy in non-volatile memory. When new attributes are set in the Keeper, they shall be
set in the pending RAM copy. The RAM copy shall be written to the currently active copy in non-

volatile storage only upon receipt of a special request to do so.

The attributes shall use the following rules for getting and setting:

Set service requests set the pending copy in RAM;

Get service requests get the current copy in non-volatile storage.
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Keeper shall maintain the collection of attributes specified in Table 27:

Table 27 — Keeper attributes

All Kesd
shall h

Memor

The se
as folld

a) obt

Attribute number Keeper attributes
0x01 - 0x63 (port parameters for nodes 1 through 99)

OxFF (link parameters)
0x100 (link name)
0x101 (Keeper TUI)
0x103 (cable configuration)
0x104 (node offset information into CO data)
0x105 (CO path and password information)

per attribute definitions assume a maximum of 99 nodes on the link~The Keeper
hve memory to store the CO_summary and CO_data attributes.

y requirements (in octets) for the Keeper attributes are as specified in Table 28.

Table 28 — Memory requirements (in octets) for-the Keeper attributes

Octets Keeper)attributes
2 Keeper status
990 Port parameters (99 nodes at 10 octets each)
12 link parameters
66 link name
22 TUI
100 Cable configuration
204 CO summary
14 988 CO data (7 494 words)
16 384 Total (Exactly 16K octets)

WS

b) iss

quence of events required to properly and safely update the Keeper attributes s

ain the Network Resource;

e\d Change Start service request to the Keeper;

object

hall be

c) issue the appropriate Set_Attribute service request(s) to update the pending copy of the
Keeper attributes;

d) issue a Change_ Complete service request to the Keeper. Doing this shall initiate a
synchronized parameter change;

e) release the Network Resource.

7.3.5

Common services

The Keeper common services shall all operate with an internal time out to prevent a hardware
error condition from indefinitely stalling operations. The actual time out values shall be device
dependent.

The Keeper object shall support the common services as specified in Table 29.
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Table 29 — Keeper object common services

Service Need in implementation . L .
de Service name Description of service
co Class Instance
0x03 N/A Required |Get_Attribute_List Get network and node specific
configuration information
0x04 N/A Required |Set_Attribute_List Set network and node specific
configuration information
0x0E Required Required |Get_Attribute_Single Get network and node specific
configuration information
0x10 N/A Required [Set Attribute Sinale Set network and node specific
configuration information

The Kg
receive
of Kee
it is in
Keepe
7.3.6

7.3.6.1

Any de

The Kg

eper object is capable of receiving these service requests via fixed tags 83,and 88
d via fixed tag 83, the request is processed and responded to as required indep

ber state. When received on fixed tag 88, the Keeper will only respond to the reg
the Active, Net Change Active, Faulted Active or Net Change“Faulted Active
nodes in other states shall not respond to the request.

Class specific services
General

vice that has implemented the Keeper object shallalso implement the Keeper U(
eper object shall support the following class specific as specified in Table 30.

Table 30 — Keeper object class specific services

When
endent
uest if
states.

MM.

Need in
Sg;\(l;ece implementation Service name Description of service Parameter(s
Class | Instance
0x4B N/A Required |Obtain/_ Attempt to obtain the Network [UINT vendor ID
Network_Resource |Resource for this link. UDINT serial nymber
(ONR) UDINT class
If successful, hold for 60 s UDINT instancd
0x4C N/A Required |Hold_ Continue to hold the UINT vendor ID
Network_Resource |previously obtained Network [UDINT serial nymber
(HNR) Resource for this link for 60 s |UDINT class
UDINT instance
0x4D N/A Required |Release_ Release the Network UINT vendor ID
Network_Resource |Resource for this link UDINT serial nymber
(RNR) UDINT class
UDINT instance
Ox4E N/A Required |Change_Start Copy current attributes in non- |<none>
(CS) volatile storage to pending

attributes in RAM.

Enter the appropriate net
change operating state
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Service
code

Need in
implementation

Class | Instance

Service name

Description of service

Parameter(s)

O0x4F

N/A Required

Change_Complete

(CC)

Copy pending attribute data in
RAM to current data in non-
volatile storage.

Restart normal Keeper
operation.

Initiate synchronized network
change if net attributes
changed.

L I £ i &l t3
TR eoOT+-5et5—a0e51HoT

16 bit number of "sets"

performed since
Change_Start

match, do change_abort
processing

0x50

N/A Required

Change_Abort
(CA)

Discard changes made to the
pending attribute data, release
the network resource and
return to normal Keeper
operation

<none>

0x51

N/A Required

Get_Signature
(GS)

Get signature value for a
specific connection originator
(CO password)

Request: path size (0
(size is in words) pat

Response: 32 bit cop

ctet)

0x52

N/A Required

Get_Attribute_
Fragment
(GAF)

Get a portion of an attribute
specifically designed/to be
fragmented, thatds too large
to fit in a single Lpacket.

For use only on the co_data
attribute.

UINT size; //words
UINT offset; //offset

0x53

N/A Required

Set_Attribute_
Fragment
(SAF)

Set.aportion of an attribute
specifically designed to be
fragmented, that is too large
to fit in a single Lpacket.

For use only on the CO_data
attribute

UINT size; //words
UINT offset; //offset
UINT data [ ]

The erfor codes for these services shall be as specified in Table 31, where the service

codes

are thg abbreviated terms.for the service names specified in Table 30.
Table 31 — Service error codes
Error code use by service
Error ¢ode Meaning
ONR | HNR | RNR | CS ccC CA GS | GAF || SAF
0x0Q2 resource_unavailable_err X X X X
0x03 invalid_parameter_err X X X X
0x04 path_segment_err X X X
0x05 path_dest_unknown_err X X X
0x08 unimplemented_service_err X X X
0x09 invalid_attr_err X X
0x0C wrong_object_state_err X X X
0x0D already_exists_err X X
OxO0F no_permission_err X X
0x11 reply_too_large_err X
0x13 not_enough_data_err X X X X X
0x14 undefined_attr_err
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Error code use by service
Error code Meaning
ONR | HNR | RNR | CS CcC CA GS GAF | SAF
0x15 too_much_data_err X X
0x16 nonexistant_object_err X X X X X X X X X
0x26 invalid_path_size_err X X X X X X X X X

7.3.6.2 Network resource

The Network Resource (NR) shall be a link semaphore that is used to eliminate conflicts when
modifyfmgattribute mformation Im Keeper objects:

In opefation, the NR shall appear as a status flag bit and other data fields in theyTUI LUpacket
that shall be repetitively broadcast by the active Keeper.

A devige that wishes to update the Keeper attribute information first shallisubmit a request to
the aclive Keeper to obtain the NR on its behalf (via an Obtain_Network’ Resource service).
This rdquest shall be broadcast since the identity of the active Keeper‘is not generally known.
Once o¢btained, the device shall periodically ask (every 15 s) the active Keeper to continue
holding the NR via a Hold_Network_Resource service request. The active Keeper shall miintain
a 60 s fimer that is started when the NR is initially obtained, and retriggered when a subsgquent
Hold_Network_Resource request from the same node is received. If the timer ever timgs out,
the active Keeper shall automatically release the NR.

A bacKup Keeper shall respond to the Network Resaurce service requests as follows. When an
Obtain| Network Resource service request is received, it shall start a 60 s timer that shall be
retriggered when a Hold_Network_Resource sefvice request is received. The timer shrjall also
be started when a Keeper powers up on anvexisting network and senses that the network
resour¢e is currently being helds>The timer shall be stopped when a
Releade_Network _Resource service is received or the timer expires.

When & backup Keeper becomes the active Keeper, it shall use the data from the most r¢cently
receivgd TUI Lpacket to hand effithe holding of the NR from the old active Keeper.

In both active and backupKeepers, the 60 s timer shall be used to determine if th¢ node
requesting the NR has| failed or has been prematurely removed from the network. When a
Keeper's 60 s NR timer’expires, the Keeper shall
a) abgrt any attfibute changes in progress;

b) respt thesnet'change in progress TUI status bit;
c) exif the'net change operating state;

d) retirmtomornTat upclaﬁun.

Since the NR can be held over a fairly long period if the user is performing substantial edits,
the NR shall be cleanly handed off to the new active Keeper if the active Keeper changes. This
handoff shall be invisible to the node that the active Keeper is holding the NR for. Since all
information regarding the NR is contained in the TUI Lpacket being broadcast by the active
Keeper, and since backup Keepers are receiving the broadcast TUIl and are using the broadcast
TUI for determining if and when they should take over as active Keeper, the backup Keepers
shall have all the information needed to cleanly transition holding the NR when the appropriate
backup Keeper takes over as active Keeper.

Faulted backup and active Keeper shall process Network Resource requests in the same way
as non-faulted backup and active Keeper.
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When the network resource is not being held, the related fields in the network TUI Lpackets
shall be zeroed:

- NR
- NR
- NR
- NR

VENDOR_ID;

SERIAL_NUMBER;

CLASS;
_INSTANCE.

7.3.6.3 Obtain_Network_Resource service

The Obtain_Network Resource service request shall cause the active Keeper to hold the

Netwo
period
Hold N

If the N

The Obtain_Network Resource service shall return the error codes as/defined in Table

design

7.3.6.4 Hold_Network_Resource service

The Hd

the Nefwork Resource for the next 60 s if the node requesting the hold is the same n

which

If the Network Resource is being held for another_nede or is not being held, an error statd
be retyrned.

The H
design

7.3.6.5 Release_Network_Resource service

The Re
the Ne
Keepe

network resource is, released, the network change will be aborted.

Wheth
status

The Re¢lease Network Resource service shall return the error codes as described in Ta

as des

that the Network Resource is held may be extended indefinitely through use
etwork_Resource service request.

etwork Resource is already being held for any node, an error status shall be retu

bted in column ONR for this service.

he active Keeper is currently holding the Netwark*Resource.

bld_Network_Resource service shall return the error codes as defined in Table
bted in column HNR for this service.

work Resource if the'node requesting the release is the same node for which the
is currently holding the Network Resource. If a network change is in process &

br the Network Resource is being held for another node or is not being held, a
shall bewreturned.

e time
of the

rned.

31, as

Id_Network_Resource service request shall cause the-active Keeper to continue folding

bde for

s shall

31, as

lease_Network_Resource service request shall cause the active Keeper to stop folding

active
nd the

n error

ble 31,

ignated in column RNR for this service.

7.3.6.6 Change_Start service

The Change_Start service request shall cause the Keeper object to:

a) copy the current copy of the attributes in non-volatile storage into the pending copy in RAM;

b) clear the count of Set_Attribute service requests (including set single, list and fragment)

rec
c) put

eived by the ControlNet object;
the Keeper object into the appropriate net_change operating state.

This service request shall only be processed if the Network Resource is being held by the active
Keeper as indicated by the net_resource bit in the broadcast TUI Lpacket.
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The Change_Start service shall return the error codes as defined in Table 31, as designated in
column CS for this service.

7.3.6.7 Change_Complete service
The Change_Complete service request shall cause the Keeper object to:

a) copy its pending copy of the attributes from RAM to the current copy of the attributes in non-
volatile storage;
b) perform a synchronized network change;

c) verify tool_keeper_revision in attribute 105 is < Keeper object revision (if not true, mark
attibute tabfe mvalidy;

d) exif whatever network change operating state it is in;

e) retlirn to normal Keeper operation.

If the Keeper object is not in one of the net change operating states, the Change_Complete
servicg request shall be ignored and an incorrect state error response shallbe generatgd.

If thg number of Set Attribute service requests (including: Set Attribute Bingle,
Set_Attribute_List and Set_Attribute_Fragment) received by the) Keeper object singe the
Changg_Start service request does not match the number in the Change_Complete pargmeter,
a Charnge_Abort shall be executed instead and an error respense shall be generated.

The refsponse to this service shall be returned after-at./least one TUI is broadcast with the
net_crrrw]ange_in_progress bit cleared. A synchronized change shall take place prior to the TUI
transmfission with the bit reset.

The Change_Complete service shall returri’the error codes as defined in Table B1, as
designpted in column CC for this service.

7.3.6.8 Change_Abort service
The Change_Abort service shall.¢ause the Keeper object to

a) disgard changes made to the pending attribute data;

b) relgase the networkresource;

c) retyirn to normal Keeper operation.

The refsponse to¢this service shall be returned after at least one TUI is broadcast with the
net_chjgnge_in\.progress bit and holding_network_resource bit cleared.

The Change_Abort service shall return the error codes as defined in Table 31, as designated
in columm €A fortihisServite:

7.3.6.9 Get_Signature service

The Get_Signature service shall cause the active Keeper to look up the CO password values
for a connection originator in the CO_data attribute. The path to the device shall be given as
the attribute in the request. This path shall be parsed and used to search the tree structure of
the CO_data one branch at a time, to locate the appropriate COP (CO password) value, which
is returned as a parameter in the response.

The path shall be parsed one branch at a time since the path entries in the CO_data attribute
only specify the portion of the path between one branch and the next, not the entire path to that
branch.
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The Get_Signature service shall return the error codes as specified in Table 31, as designated
in column GS for this service.

7.3.6.10 Get_Attribute_Fragment service/response

The Get_Attribute_Fragment service shall collect and return some portion of the CO_data
attribute data managed by the Keeper object. Any part of this attribute may be read. The
CO_data attribute shall be the only Keeper attribute which responds to fragment services.
Accessing other attributes shall cause an error to be returned.

When getting attribute data, the current attribute data from non-volatile storage, not the pending
copy of the attribute should be returned

The Get_Attribute_Fragment service shall return the error codes as defined in_Table|31, as
designpted in column GAF for this service.

7.3.6.11 Set_Attribute_Fragment service

The S¢t_Attribute_Fragment service shall be used to set any portion,of'the CO_data aftribute
managled by the Keeper object. Only the CO_data attribute shall belaccessed via this service.
Accesging other attributes shall cause an error to be returned.

The Sgt_Attribute_Fragment service shall be processed only"when the Keeper object is|in one
of the pet change operating states. The Keeper object shall return an invalid mode erroy if it is
not in pne of the net change operating states when a,Set Attribute_Fragment service request
is recejved.

Setting attribute data, shall set the pending copy;of the attribute, not the current copy |n non-
volatilg storage. The pending attributes shall*be copied to the current attributes in non-yolatile
storag¢ upon reception of a class specific Change_Complete service request.

The Kegeper object shall not perform attribute value checking during any set operation.

The Se¢t_Attribute_Fragment séfvice shall return the error codes as defined in Table|31, as
designpted in column SAF for this service.

7.3.6.12 Table unique identifier (broadcast), fixed tag 0x84

When the Keeper«object is in the active_verify, faulted_active_verify, active, faulted_|active,
net_chjpnge_active-or net_change_faulted_active operating state, it shall attempt to trapsmit a
specia| Table\Unique Identifier (TUI) Lpacket as scheduled data once every 4 NUTs (thalt is, on
NUT numbers. 0, 4, 8, 12, 16 ...). All Keeper devices shall reserve 26 octets of scheduled link

transmiit fime once every 4 NUTs for transmitting this Lpacket. If sent unscheduled, it shall be
the hinJhpq’r QoS priority unscheduled information

When generating the transmitted TUI Lpacket, any reserved fields shall use the values as
specified in the corresponding reserved fields of attribute 0x0101. The programming tool shall
set any reserved fields in attribute 0x0101, to zero.

The format of the TUI Lpacket link data shall be as defined in Table 32.

Table 32 — Wire order format of the TUl Lpacket

Name Data type Description of parameter Semantics of values
Size USINT Size of the Lpacket in words. 0x0D
Control USINT Link layer Lpacket control octet. 0x01 (Fixed tag Lpacket)
Fixed_Tag USINT Fixed tag value. 0x84 (TUI Lpacket)
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Name Data type Description of parameter Semantics of values
Destination_Mac_Id USINT Who receives the Lpacket. OxFF (Broadcast)
Unique_Id UDINT CRC of the Keeper's current Least significant octet

attributes. first.
Status_Flag UINT TUI flag values. See the TUI attribute for
details.
Keeper_Mac_Id USINT MAC ID of the Keeper broadcasting See the TUI attribute for
the TUI. details.
Reserved USINT Reserved for data alignment
Net_Resource_Vendor_ld UINT Vendor ID of object holding Net
R L for-oaxcelucing b
Net_Repource_Serial_Number UDINT Serial number of object holding Net
Resource for exclusive use
Net_Repource_Class UDINT Class number of object holding Net
Resource for exclusive use
Net_Repource_lInstance UDINT Instance number of object holding Net
Resource for exclusive use

7.3.7 Service error codes
Table 83 lists possible error codes and the most likely condition under which the code would be
returngd.
Table 33 — Service error codes

Error Meaning Return condition

code
0x02 resource_unavailable_err The requested network resource is not available
0x03 invalid_parameter_err An invalid parameter was provided to the service
0x04 path_segment_err Whenever a path over and above the attribute number is specified
0x05 path_dest_unknown_err Object instance does not exist
0x08 unimplemented_service ‘err [Whenever the service is not supported for an attribute
0x09 invalid_attr_err Whenever an attribute is specified which is not supported in this object
0x0C wrong_object_state_err The object is in a state which does not allow the service to be performed
0x0D already_exists: err The service has already been obtained by the requesting node
0x0E not_settable_err Attribute is not settable
0xO0F no( permission_err Node requesting this service does not currently own the resource
0x11 reply_too_large_err Not enough room in the response buffer to reply
0x13 not_enough_data_err Whenever the request does not contain enough data
0x14 undefined_attr_err Attempts to access an undefined attribute
0x15 too_much_data_err More data has been encountered than expected for this service request
0x16 nonexistant_object_err Keeper object not available
0x26 invalid_path_size_err Whenever an invalid path segment for this service is specified
7.3.8 Behavior

The numeric indication of Keeper state shall be as defined in Table 34.
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Table 34 — Keeper object operating states

State Description
0,1,2 The Keeper object is either waiting for the node to come on-line or is determining if it
— Power up is a legitimate Keeper for this link
3 The Keeper object has determined that it is a legitimate Keeper for this link but either
— Backup has determined it is a backup Keeper or has not yet determined if it is the active
Keeper for this link
4 The Keeper object has determined that it is a legitimate Keeper for this link but has
— Active Verify not heard another active Keeper on the link or has received a good TUI from a

matching Keeper at a higher node number or has heard a TUI from a faulted Keeper.
It starts broadcasting the TUI Lpacket but does not process synchronized parameter
Cridrges Or resporid 1o requests ol the dbliVb‘ Aneepel

5 The Keeper object has determined that it is a legitimate Keeper for this link and that it
— Active is the active Keeper for this link. It broadcasts the TUI Lpacket, processes
synchronized link changes when required to change link parameters.and/shall
respond to requests of the active Keeper

6 The Keeper object has determined that it is not a legitimate Keeper for this linK, and is
— Haulted Backup not the Keeper if there are only faulted Keepers on the link
7 The Keeper object is faulted but has not heard another.active Keeper on the n¢twork

— Faudlted Active Verify |for 12 NUT times. It starts broadcasting the TUI Lpackef but does not process
synchronized link changes or respond to requests,of the active Keeper

8 The Keeper object is faulted and has assumed faulted active Keeper duties. THere are
— Faulted Active no unfaulted Keeper's on the network. It broadcasts the TUI Lpacket, processep
synchronized link changes when required to change network parameters and shall
respond to requests of the active Keeper

9,10,11,12 The Keeper is having its attributes updated. There is a Net Change substate for the
- Net Change backup, active, fault and faulted active states previously discussed. The separate
substates are needed so the Keeper object can exit the Net Change state propgrly
when updates complete normally and when updates are aborted. The pending
attributes may be set only when the Keeper is in a Net Change state. Nodes in[the net
change active and net changde faulted active shall respond to requests of the agtive
Keeper. Nodes in the nétichange backup or net change faulted backup states ghall
not respond to requests’of the active Keeper

7.3.9 Miscellaneous notes

Keepefrs shall maintain parameters only for nodes on the same link.

Each Keeper shall be(capable of distributing link parameters to all nodes on that link. Thg active
Keepefr shall be the'Keeper with the lowest MAC ID of all the legitimate Keepers on thellink. A
faulted| active Keeper on a link can have the lowest MAC ID or another MAC ID.

The Kgeper-shall be responsible for configuring those devices that appear in its attributes. The
active Keeper shall be the only Keeper that issues responses to service requests via fiyed tag

0x88 that-are-broadcastto-allKeeperobjestsonanet— |

All legitimate Keeper objects on a link shall have identical copies of the network attributes for
all devices on the link. Keepers that do not agree with the active Keeper shall stay in the faulted
backup state until they agree (agree means their TUl unique_id parameters are identical).

Only one programming terminal may modify Keeper attributes at a time. The programming
terminal shall acquire the Network Resource prior to starting the Keeper modification and shall
retain possession of the Network Resource during the entire modification procedure. If a
programming terminal makes a change to a Keeper, it shall update all of the other Keepers on
the link as well by broadcasting the Change_Start, Set_Attribute, and Change_Stop service
requests.

The Keeper shall check the "tool Keeper revision" in attribute 0x0104 for a valid attribute table.
If the Keeper is unable to understand that revision, the Keeper shall clear bit 5 in any TUI
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responsibilities. Keeper revisions 0 and 1 shall be identical to revision 2.

more capable Keepers can assume the active Keeper

The "connection info revision" value is independent on the Keeper revision, and shall only be
utilized by programming tools.

The Keeper may, for network diagnostic purposes, broadcast to all nodes a debug fixed tag
(0x90) Lpacket with three words of data. The first word identifies that the Keeper object is
sending the diagnostic. The second word is the current "Keeper state" and the third word is the
next "Keeper state".

7.3.10
7.3.10

The Ke¢eper power up sequence shall allow the Keeper object to begin operations u
variety| of conditions, from a normal configured network power on state tolone wherg
network devices are new and unconfigured.

The K¢eper object power up sequence shall not begin until the NAM)yhas brought the
node ¢n-line. The Keeper power up shall determine if this particular Keeper devig

legitim

faulted backup operating state.

If this
active

link, thle Keeper object enters a fault state. An unconfigured Keeper shall enter the fau

at pow

The 14*NUT timer shall be retriggered whenever a TUI Lpacket is received that indica
NR is being held. This shall indicate that\the Keeper attributes are being updated.

The Keeper object's power up sequence is illustrated in Figure 18.

—Keeper poOweTr up Sequerce

1 General

hte Keeper for the local link and to bring the Keeper object into either the bag

Hevice is a legitimate Keeper for the link, the keeper object shall determine if i
Keeper or a backup Keeper for the link. If this device is not a legitimate Keeper

er up.

nder a
many

Keeper
e is a
kup or

is the
for the
t state

es the
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NAM is attached

Keeper has valid Attributes and
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_OR- Complete _AND-
Keeper has invalid attributes in Net parameters are default parameters
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Start Keeper object
> power up

N \ 4
;;:;izr;se Net parameters Set reminder to initiate
match those in the hronized network

polled node . synchronized networ
alter 1 pass Lol L‘uaugc T actrvestate
L Rx TUI v Rx TUI
A mismatch Match v
NR not held
12*NUT timer o Backup
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A
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A

Rx TUI
Match
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-OR-
all responses from the polled nodes
indicate that no nodes responded as

7.3.10

The Pd
by the

a)

b)

c)

d)

being configured by an active keeper

Figure 18 — Keeper object power-up state diagram

2 Poll for TUIl unique)id

Il for TUI unique_id:state in Figure 18 shall require the following operation be performed
Keeper object:

Isspe a UCMM:request to the addressed node's ControlNet object to read the gbject's
curfent configuration parameters. Should the request fail, proceed on to the next MAC ID
untjl UMAX-is reached. Multiple concurrent requests may be permitted to reduce the poll
timp.

Ea¢hh\MAC ID in the range 1 through UMAX (excluding the MAC ID of the Keeper node) may
be polled singly or concurrently with a Get Attribute_Single request on the
current_link_config attribute of the ControINet object of the node. This attribute contains a
copy of the current TUI attribute for the node. Concurrent access to multiple nodes at one
instant will serve to accelerate the polling process.

If no response is heard from any polled node and UMAX has been reached, the poll is
aborted and the Keeper object shall transition to the "Start Keeper object power up state",
since at least one other node on a non-default network is present but unable to respond.
This will allow the power up poll process to repeat until a node is capable of responding.

If a response is received from a polled node and the "Keeper State" bit in the returned TUI
status_flag was set, the polled node was configured by a Keeper in the "Active" operating
state. Compare the TUI unique_id value returned by the polled node to the one in this
Keeper's attribute table. If it matches, the poll is aborted and the Keeper object shall
transition to the "backup" operating state. If it mismatches, the poll is aborted and the Keeper
object shall transition to the "faulted backup" operating state.
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e) If aresponse is received from a polled node and the "Keeper State" bit in the returned TUI
status_flag was not set, the polled node was not configured by a Keeper in the "Active"
operating state. In this case, the information is discarded and the poll continued. If all nodes
respond in this way, indicating that none of them were configured by a Keeper in the "Active"
operating state, the poll is terminated and the Keeper shall transition to the "backup"
operating state since in this situation, all nodes are either new or have lost their stored
configuration.

7.3.10.3 Operating states

The Keeper object operating states shall be defined as in Figure 19, Table 35, and in 7.3.10.3

All States

to 7.3.10.9.

ControlNet NAM leaves attached state

Wait for NAM
Power up

NAM enters attached state

Rx TUI good match

Power Up Complete

Power Up Complete
Goto Faulted Backup

Goto Backup

Change Abort —or-
Change Complete —or-
No TUI 12 NUTs —or-
NR timer expires

Change Abort —or-
Change Complete —or-
No TUI 12 NUTs —or-
NR timer expires

Net Change S
ted Backl%p —~—

Change_Start

Faulted Backup

Change_Start

Rx TUI good mismatch —or-

Attribute table‘'unconfigured

No Rx TUI for 12 NUTs —OR-
Rx TUI good higher match —~OR-

Rx TUI faulted ) S

No Rx TUI for 12 NUTs

Faul

ed Active

erify > Active Verif
Rx TUI good I
Rx TUI good —or- good lower
Rx TUI faulted lower
12 NUTs in 12 NUTs in
Faulted Active Active Verify
Verify Attribute table configured
Rx T{l\good —or- and successful net change Rx TUI al
RX TUI faulted lower completed good lower

Haulted
hctive

Active

N
7\

A

Attribute table unconfigured

Change Complete —OR-
Change_Abort —OR-
NR timer expires

Change_§
- Change Start

Change Abort -OR-

NR timer expires -OR-

Net Change
Active

Net Change
Faulted Active

IEC

Figure 19 — Keeper object operating state diagram
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Table 35 — Keeper object state event matrix

Event State 2
Power [Backup| Active | Active | Faulted | Faulted | Faulted Net Net Net Net
Up Verify Backup | Active Active [Change |Change |Change [Change
Verify (Back- | (Active) |(Faulted|(Faulted
up) Backup)| Active)
Rx TUI from a Goto Goto
good node Faulted | Faulted
Backup | Backup
Rx TUI from a Goto
good lower node Backup
Rx TUI from a Goto
good higher Active
node (mjatch) verify
Rx TUI from a Goto
good nofde Faulted
(mismatEh) Backup
Rx TUI from a Goto
good nofde Backup
(match)
Rx TUI from a Goto
faulted pode Active
Verify
Rx TUI from a Goto
faulted lpwer Faulted
node Backup
No TUI Rx for Goto Goto Abort Abort
12*NUT Active Faulted change. change.
Verify Active Goto Goto
Verify Backup Faulted
Backup
12 Nut times Goto Goto
elapse Active Faulted
Active
Change] Start Goto Goto Goto Goto
Net Net Net Net
Change| Change| Change Change
Backup. Active | Faulted Faulted
Backup Active
Change]| Comple Goto Goto Goto Goto
te Backup | Active | Backup ||Active
verify
Change| Abort Do Do Do Do
Change | Change | Change |[Change
Abort. | Abort. | Abort. Abort
Goto Goto Goto Goto
Backup | Active | Faulted |[Faulted
Backup | Active
60 s Network Abort Abort Abort Abort
Resource timer change. | change. | change. [ change.
expires Goto Goto Goto Goto
Backup | Active | Faulted | Faulted
Backup | Active
NAM leaves Goto wait for NAM powerup
attached state
Power up Goto
complete to Backup
Backup
Power up Goto
complete to Faulted
Faulted Backup (Backup

?  Blank cells indicate that this event cannot occur, or if it does occur, no action shall be taken by the Keeper object.
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4 Network resource

Access to changing Keepers shall be controlled through the use of the Network Resource. Only

one de

vice can acquire the Network Resource for exclusive access at a time.

The Network Resource shall be held by the active Keeper for the node performing the attribute
updates. If the active Keeper does not hear from the node performing the update at least once
every 60 s, the active Keeper shall automatically release the Network Resource, abort the
change in progress, and return to normal operation.

7.3.10.

5 Faulted Keeper

Any Ke¢eper whose TUI unique_id attribute does not match that of the broadcast TUl

Keepe

7.3.10

The Kg
which

7.3.10

The Ke
Keepe
Keepe

7.3.10

If the n
"Net C
the syr
on-ling

7.3.10

Althou
respon

All link
changs
curren

shall enter a fault state unless a net change operation is in progress.

6 MAC ID chooses active Keeper

eper node MAC ID included in the TUI message shall be used by the*Keeper to det
Keeper on a link is the active Keeper.

7 Active verify

eper shall wait for 12*NUT after the first TUI broadcast begins before assuming
status. This shall be sufficient time for a Keeper with-a lower MAC ID to become
. Other Keepers become backup Keepers.

8 Rogue

ode containing the Keeper rogues during.@ synchronized network change sequen
hange in Progress" bit shall be cleared and control shall be returned back to the

from a

ermine

active
active

ce, the
start of

chronized network change processing immediately after the NAM brings the node back

. The normal Keeper object powefr~up sequence shall be bypassed.

9 Synchronized networki:echange processing algorithm

gh the moderator is used by the link to distribute operating parameters, it shall
sibility of the Keeper. object to initiate changes to the link parameters.

parameter changes shall be accomplished through the use of a synchronized n
algorithm.«This shall provide a means for all nodes on the network to chang
link parameters in unison without disrupting network operation.

be the

etwork
e their

ire 20.

The aITorithm for the synchronized network change operation shall be as defined in Fig
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Synchronized network change

Rogue detected v

Note 3 Set "Net Change in Progress"
bit in broadcast TUL
Note 1

Using the UCMM datagram
Note 3 broadcast a set_single of
pending net config

attributes 3 times in

Rogue detected

different NUTs
Rogue detected + i
Note 3 Broadcast global t-minus with

count yielding 500 msec. or 25
NUTSs, whichever is greater.

Note 2 Timeout
Clear ""Net Ch::lnge in Wait for t-minus complétion
me(%restSYf{’IlIt in d Rogue detected or 5 second timéout
roadcas an
Rejoin network via Note 3
the NAM.
T-minus completed
Clear<"Net Change in Progress"
bit in broadcast TUI
Done
IEC

NOTE 1| Broadcasting a TUI with the net change in progress bit set forces nodes that are just powering up to hold
off from|going on-line until afterthe network change completes and the net change in progress bit in the bfoadcast
TUI is cleared. This reduces the chances of a rogue event occurring.

NOTE 2| The tMinus delay count provides noise immunity and insures that all nodes will hear at least one mpderator
with the jnew tMinus €aunt. It also provides to nodes a reasonable amount of time to process the Set_Attribut¢_Single
packets |with new(network attributes. The delay count is determined by taking the maximum of 25 or the fesult of
dividing [00 ms.bythe current NUT time in ms.

NOTE 3| The togue condition will occur only if the moderator node and at least one other node did not recgive one
of the three broadcast set network attribute service request packets. This would only occur if there was g serious
noise event (lasting at least 3 NUTs in duration).

Figure 20 — Synchronized network change processing

7.4 Scheduling object
7.41 Overview

The Scheduling object shall exist in connection originator (CO) devices. The Scheduling object
shall be used by link scheduling software (LSS) to

a) read scheduled connection information;

b) write schedule information;

c) provide the CO with a password (software key) which shall be used to authenticate the CO
device's access to a specific link.
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A LSS session with the Scheduling object schedules a particular link. If a CO device has
connections on multiple links, multiple LSS sessions shall be needed to schedule all the
connections. The results of the scheduling session shall be saved by the CO device (including
the CO password computed by the LSS).

Since the LSS may be integrated with the programming software (PS) for a CO device, the
Scheduling object shall provide commands which support integrated or a separate PS.
Specifically, when the LSS writes Scheduling data to the Scheduling object, it may write
conditionally or it may force the write. A conditional write of Scheduling data shall be used if
the PS and LSS were not integrated and the Scheduling object shall only use the provided
Scheduling data if a separate PS has not changed the connection information during the LSS
session. A forced write may be used with an integrated LSS/PS if the integrated tool can
guarartee that no other PS has changed connection information since it was last read|during
the cufrent Scheduling session.

All communication to the Scheduling object shall use the Unconnected Message Manager
(UCMN!) fixed service, or an active Generic tag connection service to they)Message [Router
object.

7.4.2 Class attributes

The Skheduling object shall support the class attributes as’,specified in Table 36. The
Get_Aftributes_All service shall return the class level attributes in numerical order, smallest to
largest.

Table 36 — Scheduling objectclass attributes

Attribtyite Need in Access Name Data type Description of attribute
ID implementation rule
0x0 Required Get Revision UINT First revision, value = 1
0x02 Required Get Maxlhstances UDINT maximum number of Scheduling
objects supported
0x0 Required Get Numlnstances UDINT number of instantiated Schedu|ing
objects

0x04 fo [These class attributes are optional and are described in IEC 61158-5-2.
0x07

7.4.3 Instance-attributes

The Sgheduling)object shall support the instance attributes as specified in Table 3[f. The
Get_Aftributes™ All service shall return the attribute level attributes in numerical order, smallest
to largest.
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Table 37 — Scheduling object instance attributes

Attribute Need in Access Name Data type Description of attribute
ID implementation rule
0x01 Required Get/Set |Route STRUCT of |route from CO to the link being
variable size |scheduled
NumSegments [UINT number of segments in path
Segments ARRAY of array of segments
UINT
0x02 Required Get/Set |TimeOut UDINT watchdog time-out s
(default = 60 s)
0x03 Optional Get/Set |Controller State [UINT bit 0 (run/program)
= 0, may be programmed
=1, currently controlling-1/0O
bit 1 (remote/local)
= 0, bit 0 shall not-bé changef
remotely
=1, bit 0 may be changed refotely
bit 2-15 resenved’and shall be zero
7.4.4 Common services

7.4.41

General

In addition to the services described in 7.4.4, the Scheduling object shall support the standard
Get_Aftributes_AlIl service addressed to the class “instance (instance zero). A dpecific
Schedllling object implementation may optionally support other standard attribute servides.

The Sgheduling object shall support the common services as specified in Table 38.

Table 38 — Scheduling object common services

Service Need in implementation . o .
Service name Description of service

°°‘19 Class Instance

OxOh Required Optional [Get_Attributes_All Returns a predefined listing of this|
object's attributes

0x0p N/A Optional |Set_Attributes_All Modifies all settable attributes

0x0B Optional Optional [Get_Attribute_List Returns the contents of a list of specified
attributes

Ox0p N/A Optional |Set_Attribute_List Modifies a list of settable attributeg

0x0p Required Optional [Create Used to instantiate a Scheduling opject

0x0 NLLA anllirnﬂ Dgolats. Used toconclude a1 SS Schoduli g
session

0x0E Optional Optional [Get_Attribute_Single Returns the contents of the specified
attribute

0x10 N/A Optional [Set_Attribute_Single Modifies a single attribute

An implementation may support setting the route instance-level attribute, but if it does, the
internal behavior shall be indistinguishable from a Delete service followed by a Create service
containing the new route.

7.4.4.2

Create

The Create service shall be used to instantiate a Scheduling object on the CO. Within the Create
message, the client (LSS) shall include a route pointing from the CO to the link to be scheduled.
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The route to the link shall consist of port segments and shall not contain network segments.
The Scheduling object shall reply with an instance number to which all further communication
shall be addressed for this Scheduling session, and with the currently stored CO password and

path.

The new instance shall delete itself if communications to its client are severed. Communications
to an instance shall be monitored via a watchdog timer whose time-out value (default = 60 s)
can be set via one of the optional Set_Attribute services. The watchdog timer for an instance
shall be reset when it receives any message. If the timer expires, the instance shall be deleted
aborting all pending changes. The time-out value shall be a 32-bit integer with units of ys.

If the
newly

purpo
specifi

The Sd

reated instance shall be chosen automatically by the Scheduling object. For
es, the Scheduling object may optionally allow the Create service to be address
C instance number.

heduling object shall support at least one instance. If the Scheduling ebject allow

than ome instance to exist, it shall ensure the integrity of all its instances {fhe value of in

5 more
stance

attribule 0x01 shall be provided with the Create service.
class| Scheduling Create Request: public MR Request
{
UINT number of attributes; // set to 1
InjstanceAttributel attributel;
}
class| Scheduling Create Response: public MR_Respofise
{
UDINT instance_number;
UDINT cop; // Connection Origimator Password (COP)
UINT path size; // in words, xange 0 to 255
UINT path[]; // array ofwport segments from the scheduled link
// to the cdnnection originator
// no keygsegments, no network segments
// include” the MAC ID of the link hop
}i
The regponse shall include one of the status codes shown in Table 39.

Table 39 — Status error descriptions for Create

General status Extended Error description
status
0k02 0x0001 Insufficient resource — maximum number of Scheduling object instandes
already exist
0x0002 Insufficient resource — not enough memory on CO device
0x04 N7A Paih syntax error
0x08 N/A Unimplemented service (since non-zero instances are optional)
0x10 N/A Cannot open another instance due to internal conflicts
0x13 N/A Insufficient request data — request was too short or truncated
0x0D N/A Object already exists (when non-zero instance specified)
0x1C N/A Attribute list shortage — required attribute was missing
0xDO N/A No scheduled connections on this link
7.4.43 Delete

The Delete service shall be used to conclude a LSS Scheduling session. It deallocates all
resources for a specified instance of the Scheduling object. Any pending changes which have
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not yet been committed shall be lost. Connections which have been broken by commands earlier
in the LSS session shall not necessarily be restored. The Delete service shall not be supported
at the class level. The response of this service shall be as specified in Table 40.

Table 40 — Status error descriptions for Delete and Kick_Timer

General status Extended Error description
status
0x00 N/A Success
0x04 N/A Path syntax error
0x05 N/A Instance undefined
0408 N/A Unimplemented service (if directed to instance 0)

7.4.5 Class specific services
7.4.5.1 General

The Sgheduling object shall support the following class specificicservices as specified in
Table 41.

Table 41 — Scheduling object class specific services

Service Need in implementation . L .
de Service name Description of service

co Class Instance

0x4B N/A Required |Kick_Timer Reset the watchdog timer within tHe
Scheduling object

0x4r N/A Required |Read Read information about the schedyled
connections

0x4p N/A Required |Conditional_Write Write the schedule information bagk to
the CO device

Ox4E N/A Optional-. (|Forced Write Write the schedule information bagk to
the CO device

Ox4F N/A Required |Change Start Initiate a Scheduling data change

0x5p N/A Required [Break Connections Break all affected connections aftgr new
Scheduling data

0x5(t N/A Required |Change Complete Indicate that all scheduled connecfions
have been broken

0x5p Required N/A Restart Connections Break all connections which use a
specific link

7.4.5.2 Kick_Timer

The kick_timer service shall reset the watchdog timer within an instance of the Scheduling
object without otherwise affecting the state of the Scheduling object. The LSS shall issue a
command at a rate of four per time-out period. For example, the LSS shall issue a service
request every 15 s if the time-out value is set to the default 60 s. All other Scheduling object
services, directed to this Scheduling instance, shall also reset the watchdog timer so the kick
timer service need only be used if the client (LSS) wants to keep a Scheduling object instance
alive but has nothing to say.

The watchdog timer for an instance shall be reset when it receives any message; however, it
shall not start its countdown until the corresponding response is sent. This shall be to allow for
a single task implementation. The response of this service shall be as specified in Table 40.


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

-120 - IEC 61158-4-2:2023 © |EC 2023

7.4.5.3 Read

The read service shall be used by the LSS to read information about the scheduled connections
that the CO device desires to create on a specific link. The connection information shall come
from an application object within the CO device.

A read service request shall contain a required UDINT parameter that specifies which
connection index on which to start the read. The Scheduling object shall reply to a read service
with as much connection information as can be fit into a reply Lpacket. The connection indexes
within an Lpacket shall be ordered from smallest to largest (gaps shall be allowed). The
extended status field within the response shall indicate whether connections with higher indexes
exist in the CO device. A client (LSS) shall continue to submit read requests with higher starting
indexep until it reads all the connection information for the chosen link. An extended_status of
0 shalllindicate that more connections exist in the device. An extended status of 1 shall-ipdicate
that allf connections have been read.

The regponse shall consist of a UINT indicating the number of connections)described|in this
responise followed by a series of entries each describing a connection that.meets the confgection
requestt criteria (the route to the link). Each entry shall have a uniquerSeheduling data index
that is| chosen by and shall primarily be used by the CO. The last one of these ¢an be
incremented by the LSS to continue the request if it is too long fop-a response.

Other |parameters provided in the connection entry shall*describe the connection| sizes,
connegtion types (multi-cast/point to point) and connectionrupdate rates (RPIs). The confpection
entry route information shall consist of the route from the link to the target module for the
connegtion including the connection points within the 4arget module. Port information nged not
actually be used by the LSS.

This rqute shall also contain the current values” assigned for the connection in the network
segmehts. The network segments shall contain both API (Lpacket interval) and starting NUT
information.

class| Scheduling Read Request: pulkllic MR _Request
{
UDINT first_ connection_indek;

}
class| Scheduling Read Response: public MR Response

UINT number of donnections;
Sgheduling Connéction Description descl[];

}

class| Scheduling Connection Description
{
UDINT COmnection_index;
UINT O2T_parameters;
U INT T20 parameters;

U DN Q2T DRDT -

UDINT T20 RPI;

UINT path size; // in words, range 0 to 255
UINT path[]; // array of path segments
// first segment is always O=>T schedule segment
// second is always port segment onto the link
// third is always T=>0 schedule segment
// remaining path including logical segments
// and other port segments if multihop connection

The scheduling tool, LSS, shall use the logical segments of the target path to determine whether
more than one connection request actually uses one multipoint producer. The rule for all objects
except the Assembly object shall be that a match of class, instance, T=0 connection point,
and any finer granularity (for example attribute or member) constitutes a unique producer and
it shall be scheduled once for both connections. Since the Assembly object equates instance
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and connection point, a match on connection path instance shall not determine whether the

produc

er is unique.

For example, these two connection paths specify the same producer (instance 0x88 of the

Assem

"20 04
"20 04

bly object):

24 03 2C 99 2C 88"
24 AA2C 77 2C 88".

These two connection paths specify different producers since the logical class segment do not

match:

"20 77
"20 77

24 03 2C 99 2C 88";
24 AA 2C 99 2C 88".

The status response of this service shall be as specified in Table 42.

Table 42 — Status error descriptions for Read

Generdl status Extended Error description
status
0400 N/A Success
0404 N/A Path syntax error
0405 N/A Instance undefined
0408 N/A Unimplemented service (if ditected to instance 0)
0413 N/A Insufficient request data —request was too short or truncated

7.4.5.4 Conditional_Write

Condit
the CQ

onal_Write service shall be used by the LSS to write the schedule information K

information are being rescheduled by the LSS. A CO device may start breaking the

conneq
subsed

If the
conneq
implemn
conneq
check

tions associated with ‘the connection indexes, or it may wait until the receiy
uent break connections service request.

new schedule provided by the LSS exactly matches the current schedule for 3
tion, the CO\'device may ignore that part of the write request. A Scheduling
entation_‘may reply with an out of resource error if it receives updates fo

for duplicate write requests; thereby, allowing retries — more write requests thg

ack to

device. Receipt of this message shall indicate that specific indexes of the connection

current
t of a

given
object
more

tions than it has been queried about (via read requests). An implementation may also

n read

requeslts. The connection indexes may be in any order.

The difference between the conditional write service and the forced write service shall be that,
for the conditional case, the CO device shall be required to verify the freshness of the
connection information it previously sent to the LSS. If the data is not fresh, the CO device shall
not use the Scheduling data for that connection index. In the forced case, the CO device need
not check. "Fresh" connection information shall mean that nothing has changed the connection
information since it was sent to the LSS via a read command.

The request shall be an array of connection schedules.
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class Scheduling Write Request: public MR _Request
{
UINT number of connection_ schedules;
struct |
UDINT connection_ index;
USINT O2T schedule;
USINT T20 schedule;
} schedules|[];

}i

The response status of this service shall be as specified in Table 43.

Table 43 — Stat | ioti for Conditi L Writ

Generdl status Extended Error description
status
0400 N/A Success
0403 N/A Invalid value — bad index contained in request
0404 N/A Path syntax error
0405 N/A Instance undefined
0408 N/A Unimplemented service (if directed to instahee0)
040C N/A Wrong state (change start not received)
0410 N/A Device state conflict (device cannot\break connection)
0413 N/A Insufficient request data — request was too short or truncated
0415 N/A Instance is unable to receive;any more write requests
7.4.5. Forced_Write

Forced Write service shall be similar t6~the conditional write service except that the LSS shall
guararitee that it has provided valid*cennection information. The request parameters shall be
the same as for the Conditional_White service. The response status of this service shall be as
specified in Table 44.

Table 44— Status error descriptions for Forced_Write

Generdl status Extended Error description
status
0400 N/A Success
0404 N/A Path syntax error
0405 N/A Instance undefined
0x08 N/A Unimplemented service (if directed to instance 0)
0x0C N/A Wrong state (change start not received)
0x10 N/A Device state conflict (device cannot break connection)
0x13 N/A Insufficient request data — request was too short or truncated
0x15 N/A Instance is unable to receive any more write requests

7.4.5.6 Change_Start

The Change_Start service shall be used to initiate a Scheduling data change in the controller.
The controller shall allocate enough memory for the new data and for the CO password and
path. The conditional write or forced write service shall be then used to write the data to the
controller.
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The CO password shall be used when a controller first is powered up and begins to remake
scheduled connections. The CO shall ensure the path associated with the CO password (see
Create response or Change_Complete request) matches the path from the network to the CO
device. If the path matches, the CO shall ensure this CO password matches the one stored in

the Ke

eper object of the link prior to making any scheduled connections on that link.

The Change_Start request shall have only one parameter. The parameter shall be a UINT in
the range 0 to 255 that specifies the size of the CO password and path to be provided in the
Change_Complete service. Implementations may use this to allocate a receive buffer for the
CO password and path.

The re

SDONSe status of this service shall he as epnr‘ifind inTabhle 45

Table 45 — Status error descriptions for Change_Start

Generdl status Extended Error description
status
0400 N/A Success
0402 0x0002 Insufficient resource — not enough memory on €Q device
0404 N/A Path syntax error
0405 N/A Instance undefined
0408 N/A Unimplemented service (if directed to instance 0)
0410 N/A Device state conflict (for exampléy, device cannot allocate sufficient mempry)
0413 N/A Insufficient request data — request was too short or truncated
7.4.5.7 Break_Connections

Break |
control
conneq
shall a

The Sd
in the
conneq
optimiz

When
changs
values

Connections service shall be used after the new Scheduling data has been writter

tions have been broken. If any’connections are in the process of being connectefd
so be closed before replyihg to this service.

ed to minimize-the number of connections that get broken.

Schedt

fot/the connections it breaks to prevent connections from being re-established u[\

to the

ler to break all the affected connections. The service shall reply only after jall the

, they

heduling object break connections service shall break all connections that were splecified
Scheduling data~write services. An LSS may always write Scheduling data |for all
tions (causing all” connections over the link to be broken) but another LSS may be

he Scheduling object break connections service is received, in addition to breakjng the
d connections, the CO shall NULL out (zero out) the currently active schedulgd data

til the
never

received (due to loss of communications with LSS) these connections shall not be able to be
opened until they are rescheduled. The response of this service shall be as specified in
Table 46.
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Table 46 — Status error descriptions for Break_Connections

General status Extended Error description
status
0x00 N/A Success
0x04 N/A Path syntax error
0x05 N/A Instance undefined
0x08 N/A Unimplemented service (if directed to instance 0)
0x0C N/A Object state conflict
0x10 N/A Device state conflict (device cannot break connections)
0413 N/A Insufficient request data — request was too short or truncated

7.4.5.8 Change_Complete

Change_Complete service shall be used to indicate that all scheduled copnections havge been
broken| and it is permitted to start making the new scheduled connections{The request contains
the neyw CO password and path to be used for the link that has been scheduled. The CD shall
ensure| the path associated with the CO password (see Create respanse or Change_Complete
request) matches the path from the network to the CO device. If the path matches, the CP shall
ensure|this CO password matches the one stored in the Keeperobject of the link prior to making

any scheduled connections on that link.

{
UDINT cop;

} 7

class| Scheduling Change Complete Request: public MR ‘Request

UINT path size;
UINT path(];

// Connection Originator Password (COP)
// in words, rapnge™0 to 255
// array of port\Segments from the scheduled link
// to the connedtion originator
// no key sedgments, no network segments
// include ¢«he MAC ID of the link hop

NOTE [The reverse path included in this reguest gives the possibility for the LSS to detect changes in the|[network

position |of the scheduled CO during later'scheduling sessions.

The regponse status of this service shall be as specified in Table 47.

Table 47~ Status error descriptions for Change_Complete

Generdl status Extended Error description
status
0400 N/A Success
0403 N/A Invalid value (new CO password and path is not formatted correctly)
0404 N/A Path syntax error
0x05 N/A Instance undefined
0x08 N/A Unimplemented service (if directed to instance 0)
0x10 N/A Device state conflict
0x13 N/A Insufficient request data — request was too short or truncated
0x0C N/A Wrong state

7.4.5.9 Restart_Connections

The Restart_Connections service may only be sent to the class instance of the Scheduling
object (instance zero). It shall be used to break all connections which use a specific link. After
all the connections have been broken, the CO device shall attempt to re-establish them. The
request parameter for this service shall be structured as is instance attribute 0x01. The
response status of this service shall be as specified in Table 48.
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Table 48 — Status error descriptions for Restart_Connections

General status Extended Error description
status
0x00 N/A Success
0x04 N/A Path syntax error
0x08 N/A Unimplemented service (if addressed to a non-zero instance)
0x10 N/A Device state conflict (cannot break connections)
0x13 N/A Insufficient request data — request was too short or truncated
0xDO N/A No scheduled connections on this link

7.4.6 Typical scheduling session

A typidal scheduling session shall use these services:

a)
b)
c)
d)
e)
f)
)
h)

The following steps describe the usage of services in a typical Scheduling session:

1)

2)

4)

5)

6)

7)

crepte;
read;
write;
chdnge_start;
brelak _connections;
corjditional_write;
for¢ed_write;

chdnge_complete.

The¢ LSS shall begin by sending a create message to instance zero of the Scheduling pbject.
Coptained in this message shall be a‘path from the CO to the link. This path shall determine
which connections are of interest.te the LSS.

The¢ Scheduling object shall:create an instance of itself to service this LSS and repgly with
thelinstance number to which'all future communications in this session shall be senti

The newly created instance shall reset a 60 s timer upon receipt of any message| If this
timer ever expires, thejinstance shall delete itself aborting any change in progress. In hormal
opgration, the LSS shall be required to send a command to the Scheduling object gt least
onde every 15 s\ allowing a few dropped messages without unnecessarily deleting an
instance.

The¢ LSS_may optionally send read commands to the newly created instance to trangfer the
connection information from the CO device. The transmitted connection information shall
corltdinindexes which are used to uniquely identify the connections internally within the CO
dewee-:

The LSS shall reflect back these indexes on subsequent write commands so that the CO
can determine for which connections the write applies. The issuing of read commands shall
be optional since the connection information can be obtained for the LSS by other means.
For example, in an integrated LSS/PS, the PS shall provide this information to the LSS.

Once the connection information is acquired from each CO desiring scheduled data on the
link, the LSS shall calculate a tentative schedule.

The LSS then shall issue the following sequence of commands to each of the CO devices:
change start, one or more writes, and break connections. This sequence can be done in
parallel to each of the CO devices. The type of write command (forced or conditional) shall
depend on how the connection information was obtained. If the LSS has independently
ensured that the connection information is valid, it may use the forced write command;
otherwise, it shall use a conditional write command. The LSS can know that the connection
information is valid by obtaining the edit resource for the CO before the connection
information.
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8) Upon receipt of a conditional write command, the Scheduling object shall check that the
parameters of the connection have not changed since they were last read. If the connection
has been changed, the Scheduling object shall not use the Scheduling information for the
index whose connection parameters have changed. The Scheduling object within the CO
can do this through any means it chooses.

9) The Scheduling object shall be absolved of responsibility to check the validity of forced
writes. This responsibility shall be assumed by the LSS.

10)Once the break connection commands to each of the CO devices has completed
successfully, the LSS shall issue a change complete to each of the CO devices indicating
that the schedule transmitted earlier via writes is now valid. The change complete
command shall include the new CO password and path.

11) Th¢ session shall end by deleting the instance of the Scheduling object.

7.5
7.5.1

The T(
of a de

NOTE 1

The ph
TCP/IR

NOTE 2
ISO/IEC

The T(
associ
counte

TCP/IP Interface object
Overview

P/IP Interface object provides the mechanism to configure the TCRP/HP network in
vice.

Examples of configurable items include the device's IP Address, Netwerk Mask, and Gateway Ad

ysical port associated with the TCP/IP Interface object.shall be any port support
protocol.

For example, a TCP/IP Interface object can be associated with any of the following: an
IEEE 8802-3 port, an ATM port, a serial port running SkIP, a serial port running PPP.

LP/IP Interface object provides an attribute that identifies the link-specific object
hted physical port. The link-specific object is generally expected to provide link-S
Is as well as any link-specific configuration attributes.

Each device shall support exactly onglinstance of the TCP/IP Interface object for each T]

erface

iress.

ng the

Fthernet

for the
pecific

CP/IP-

capable Type 2 port on the device:
7.5.2 Revision history
Table 49 shows the revjsion history for the TCP/IP Interface object.
Table 49 — Revision history
Reyision Reason for object definition update
1 Initial revision of this object definition
2 Added ACD instance attributes 10 (SelectACD) and 11 (I astConflictDetected)
Added instance attribute 12, QuickConnect
Added bits 5 (Interface Configuration Pending) and 6 (AcdStatus) to attribute 1, Status
Added bits 6 (Interface Configuration Change Requires Reset) and 7 (AcdCapable) to
attribute 2, Configuration Capability
3 Added bit 7 (AcdFault) to attribute 1, Status
4 Added instance attribute 13, Encapsulation Inactivity Timeout
7.5.3 Class attributes

The TCP/IP Interface object shall support the class attributes as specified in Table 50.
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Table 50 — TCP/IP Interface object class attributes

Attribute Need in Access NV Name Data Description of Semantics of values
ID implementation rule type attribute
1 Required Get NV Revision UINT [Revision of this Third revision, value
object =4
2 Conditional? Get NV Max UINT [Maximum instance [The largest instance
instance number of an object [number of a created
currently created in |object at this class
this class level of hierarchy level.
the device
3 Conditional® Get NV Number of [UINT |Number of object The number of object
ITStances illbldllbt}b carreritly illbldllbea dl Ul iS
created at this class |class hierarchy level
level of the device
4 to 1 These class attributes are optional and are described in IEC 61158-5-2.
a8 Reqpired if the number of instances is greater than 1.

7.5.4
7.5.41

The T(

General

Instance attributes

LP/IP Interface object shall support the instance attributes as specified in Table 5/1.

Table 51 — TCP/IP Interface object/instance attributes

Attribute Need in Access rule NV Name Data type |Description of| Semartics of
ID implementation attribute valpes
1 Required Get \ Status DWORD Interface status [See 7.5|4.2
2 Required Get NV, ConfigurationDWORD Interface Bit map|of
capability capability flags [capability flags.
See 7.5|4.3
3 Required Get NV ConfigurationDWORD Interface Bit map|of
) control control flags control flags.
Setis See 7.5|4.4
conditiohal?
4 Required Get NV Physical link |STRUCT of [Path to physicallSee 7.5|4.5
object \variable link object
size
Path size UINT Size of path Number|of
UINTs ip Path
Path Padded Logical The path is
EPATH segments restrictgd to
identifying the [one logical
pilybiuai firric tass segment
object and one logical
instance
segment. The
maximum size
is 12 octets.
5 Required Get NV when (Interface STRUCT of [TCP/IP network[See 7.5.4.6
. configuration |configuration |variable interface
Set is method is 0. size configuration
recommended
V when
obtained via
BOOTP or
DHCP
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Attribute
ID

Need in
implementation

Access rule

NV

Name

Data type

Description of
attribute

Semantics of
values

IP address

UDINT

Device's IP
address

Value of O
indicates no IP
address has
been
configured.
Otherwise, the
IP address
shall be set to a
valid class A, B,
or C address
and shall not be
set to the

|oopbacr
address|
(127.0.4.1)

Network
mask

UDINT

Device's
network mask

\Value of O
indicatep no
network|mask
address| has
been J

configured

Gateway
address

UDINT

gateway
address

\Value of O
indicatep no IP
address| has
been J
configured.
Otherwige, the
IP addrgss
shall be|set to a
valid clgdss A, B,
or C addiress
and shall not be
set to the
loopback
address|
(127.0.4.1)

Name server

UDINT

Primary name
server

\Value of O
indicatep no
name ségrver
address| has
been
configured.
Otherwike, the
name sgrver
address| shall
be set tp a valid
class A||B, or C
address|
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Attribute
ID

Need in
implementation

Access rule

NV

Name

Data type

Description of
attribute

Semantics of
values

Name server
2

UDINT

Secondary
name server

Value of O
indicates no
secondary
name server
address has
been
configured.
Otherwise, the
name server
address shall
be set to a valid
class A, B, or C

@ddress|

Domain
name

STRING

Default domain
name

IASCI|I
characters.
Maximum
length ig 48
characters.
Shall bg
padded fto an
even number of
characte¢rs (pad
not inclyded in
length).[A
length of 0 shall
indicate|no
Domain{Name
is configured

Required

Get

Set is
conditional®

NV

Host name

STRING

Host name

IASCII
characters.
Maximum
length i 64
characters.
Shall bg
padded fto an
even number of
characte¢rs (pad
not inclyded in
length). A
length of 0 shall
indicate|no
Host Najme is
configurned. See
7.5.4.6.2

Conditional®

Safety
network
number

USINT[6]

See
IEC 617[84-3-2

Conditionald

Get

Set is condi-
tional®

NV

TTL value

USINT

TTL value for
Type 2 Ethernet
multicast
packets

Time-totlive
value for IP
multicagt
packets

Pefatt-Vvalue is

1, minimum is
1, maximum is
255. See
7.5.4.8
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Attribute Need in Access rule NV Name Data type [Description of| Semantics of
ID implementation attribute values
9 Conditionald Get NV Mcast config [STRUCT of [P multicast See 7.5.4.9
. . 8 octets address
Set is condi- configuration
tional®
JAlloc control |[USINT Multicast Determines
address whether
allocation multicast
control word. addresses are
Determines generated via
how addresses Jalgorithm or are
are allocated [explicitly set.
See 7 5 4.9 for
details
Reserved USINT Reserved for  [Shall’bg 0
future use
Num mcast |UINT Number of\JP, ¥ [The number of
multicast IP multigast
addresses to  [addressles
allogate’ for allocatef,
Type 2 Ethernetjstarting |at
"Mcast $tart
addr".
Maximum value
is device
specific
howevef shall
not excged the
number |of
Type 2 Ethernet
multicadt
connectjons
supportéd by
the device
Mcast start [UDINT Starting IP multicast
addr multicast address| (Class
address from  [D). A blpck of
which to begin ['Num mpast"
allocation addressks is
allocatefd
starting |with
this address
10 Conditionalf Set NV SelectAcd BOOL lActivates the |[Enable ACD (1,
use of ACD default)] disable
IACD (0).
See 7.5|4.10
11 Conditionalf Set NV LastConflictDISTRUCT of [Structure IACD Diggnostic
etected 35 octets  [containing Parameters
information
related to the [S€€ 7-5|4.11
last conflict
detected
IAcdActivity |USINT State of ACD |ACD activity
activity when  [Default = 0
last conflict
detected
RemoteMAC [USINT[6] |MAC address of[MAC from
remote node Ethernet packet
from the ARP |header
PDU in which a [Default =0
conflict was
detected
IArpPdu USINT[28] |[Copy of the raw|ARP PDU
IARP PDU in Default = 0
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Attribute Need in Access rule NV Name Data type [Description of| Semantics of
ID implementation attribute values
12 Optional Set NV QuickConnec|BOOL Enable/Disable |0 = Disable

t of (default)
QuickConnect [1 = Enable
feat
eature See 7.5.4.12

13 Conditional9 Set NV Encapsulatio [UINT Number of 0 = Disable

n Inactivity seconds of 1 to3 600 =

Timeout inactivity beforeftimeout in
TCP connectionfseconds
is closed Default = 120

See 7.5.4.13
14 Conditional® Get NV IANA Port STRUCT of |IANA port See 7:5]|4.14
IJAdmin \variable admin
size configuration
USINT Port count Number|of
elements
ARRAY of [Port Array
STRUCT
SHORT_ST |Rort Name Name of the
RING port
UINT Port Number  [IANA pqgrt
number
USINT Protocol 6 = TCH
17 = UQgP
BOOL IAdmin State 0 = Cloged
1 = Opegn
SWORD IAdmin Capabil ity
Capability about Pprt
IArray entry
15 Optional Get NV IANA STRUCT of IANA protocol [See 7.5|4.15
Protocol \variable admin
IAdmin size configuration
USINT Protocol count [Number|of
elements
ARRAY of [Protocol Array
STRUCT
SHORT_ST |Protocol Name |[Name of the
RING protoco
USINT Protocol IANA prptocol
Number number
BOOL IJAdmin State 0 = Disgbled
1 = Enapled
SWORD PACHTIT Capabit ty
Capability about Protocol
IArray entry
16 Optional Get \% IActive TCP |UINT Current count [|See 7.5.4.16

Connections of active TCP
connections in
use by Type 2
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Attribute Need in Access rule NV Name Data type [Description of| Semantics of
ID implementation attribute values
17 Optional Get \% Non-Type 2 [UDINT Number of non-|See 7.5.4.17
Encapsulatio Type 2
n Messages encapsulation
Per Second messages sent
and received by
this device over
the last second
NOTE ACD is specified in 7.5.9.

a8 Setis required unless the configuration method is selected exclusively via hardware settings.

b Set is opticnalwhen the Interface Configuration attribute is not settable

¢ Thid attribute is required for Type 2 safety devices. Non-safety devices shall not implement this attribute.

4 If either "TTL value" or "Mcast config" is implemented, both shall be implemented.

€ If either "TTL value" or "Mcast config" is implemented as settable, both shall be implemented)as settable.

f Required if device implements ACD.

9 Reqluired only if supported by the Type 2 Ethernet transport profile, otherwise it is ngt-alowed.

b Optfonal by default (only required if the device supports Type 2 over (D)TLS, which is outside the scop¢ of this
docpiment).

7.5.4.2 Status

The status attribute is a bitmap that indicates the statdas)of the TCP/IP network interface, as

specified in Table 52. Refer to the state diagram in Figure 21 for a description of object| states

as they

relate to the status attribute.

Table 52 —=Status bits

Bit(s)

Name

Definition

0-3

Interface configuration status

IndiCates the status of the interface configuration attribute.
O-= The interface configuration attribute has not been configured

1 = The interface configuration attribute contains valid configuration
obtained from BOOTP, DHCP or non-volatile storage

1%

2 = The IP address member of the interface configuration attribut
contains valid configuration, obtained from hardware settings (e.d.
pushwheel, thumbwheel,...)

3-15 = Reserved for future use

Mcast pending

Indicates a pending configuration change in the TTL value and/or|Mcast
config attributes. This bit shall be set when either the TTL value d
Mcast config attribute is set, and shall be cleared the next time th

device starts

=

muerrace Conriguraton pending

mdaicdtes d pending conriguration cnange 1n tne mterrace LOnilg ration
attribute. This bit shall be 1 (TRUE) when Interface Configuration
attribute are set and the device requires a reset in order for the
configuration change to take effect (as indicated in the Configuration
Capability attribute).

The intent of the Interface Configuration Pending bit is to allow client
software to detect that a device's IP configuration has changed, but will
not take effect until the device is reset.

AcdStatus

Indicates when an IP address conflict has been detected by ACD.

This bit shall default to 0 (FALSE) on startup. If ACD is supported and
enabled, then this bit shall be set to 1 (TRUE) any time an address
conflict is detected as defined by the [ConflictDetected] transitions in
Figure 23 (ACD Behavior).
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Bit(s) Name Definition
7 AcdFault Indicates when an IP address conflict has been detected by ACD or the
defense failed, and that the current Interface Configuration cannot be
used due to this conflict. This bit SHALL be 1 (TRUE) if an address
conflict has been detected and this interface is currently in the
Notification & FaultAction or AcquireNewlpv4Parameters ACD state as
defined in 7.5.9, and SHALL be 0 (FALSE) otherwise.
Notice that when this bit is set, then this Type 2 port will not be usable.
However, for devices with multiple ports, this bit provides a way of
determining if the port has an ACD fault and thus cannot be used.
8 IANA Port Admin Change Indicates a pending configuration change in the IANA Port Admin
Pending attribute.
This bit shall be set when the device requires a reset in order 10r fthe
configuration change to take effect (as indicated in the Admin,Capability
element of the IANA Port Admin attribute).
9 IANA Protocol Admin Change |Indicates a pending configuration change in the IANA Rrotecol Admin
Pending attribute.
This bit shall be set when the device requires a reset in order for fthe
configuration change to take effect (as indicatedyin'the Admin Capability
element of the IANA Protocol Admin attribute):
10-31 ||Reserved Reserved for future use and shall be set to.zero
7.5.4.3 Configuration capability
The copfiguration capability attribute is a bitmap that indicates the device's support for optional
network configuration capability. Possible configuration capability items are listed in Taple 53.
Devices are not required to support any one particular item, however they shall support at least

one me¢thod of obtaining an initial IP address.

Table 53 — Configuration capability bits

Bit Name Definition

0 BOOTP client 1 (FRUE) shall indicate the device is capable of obtaining its network
configuration via BOOTP

1 DNS client 1 (TRUE) shall indicate the device is capable of resolving host names$ by
querying a DNS server

2 DHCP client 1 (TRUE) shall indicate the device is capable of obtaining its network]
configuration via DHCP

3 DHCP-DNS update Shall be 0, behavior to be defined in a future edition of this documen

4 Configuration settable 1 (TRUE) shall indicate the interface configuration attribute is settablp.
Some devices, for example a PC or workstation, may prevent the intgrface
configuration to be set via the TCP/IP Interface object

5 Hardware configurable 1 (TRUE) shall indicate the IP Address member of the Interface
Configuration attribute can be obtained from hardware settings (e.g.,
pushwheel, thumbwheel,...).
If this bit is FALSE the Status instance attribute (1), Interface Configuration
Status field value shall never be 2 (the Interface Configuration attribute
contains valid configuration, obtained from hardware settings)

6 Interface configuration 1 (TRUE) shall indicate that the device requires a restart in order for a

change requires reset change to the Interface Configuration attribute to take effect.

If this bit is FALSE a change in the Interface Configuration attribute will take
effect immediately.

7 AcdCapable (1) TRUE shall indicate that the device is ACD capable

8-31 Reserved Reserved for future use and shall be set to zero
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7.5.4.4 Configuration control
7.5.4.41 Configuration control structure

The configuration control attribute is a bitmap used to control network configuration options, as
specified in Table 54.

Table 54 — Configuration control bits

Bit Name Definition
0-3 Configuration method Determines how the device shall [0 = The device shall use statically-
obtain its IP-related assigned IP configuration values

fi ti
contiguration 1 = The device shall obtain its.intefface

configuration values via BOOTP:

2 = The device shall obtain|its intefface
configuration values via DHCP

3-15 = Reserved for flture use

4 DNS Enable If 1 (TRUE), the device shall resolve host names)by.querying a DNS server

5-31 Reserved Reserved for future use and shall be set to zéro

7.5.4.4.2 Configuration method
The Configuration Method determines how a device shall'obtain its IP-related configuration.

o |If the Configuration Method is 0, the device shall use statically-assigned IP configuration
corftained in the Interface Configuration attribate (or assigned via non-Type 2 methods, as
noted below).

o If the Configuration Method is 1, the device shall obtain its IP configuration via BOOT|P. The
BOTP client behavior shall be as.defined in the relevant IETF RFCs (IETF RHC 951,
IET|F RFC 1542, IETF RFC 2132, ortheir successors).

o If the Configuration Method is 2, the device shall obtain its IP configuration via DHCP. The
DHICP client behavior shall«bé as defined in the relevant IETF RFCs (IETF RFG 2131,
IET|F RFC 2132, or their successors).

e DeyYices that optionally. provide hardware means (e.g., rotary switch) to configure IP
addressing behaviof shall set the Configuration Method to reflect the configuration |set via
handware: 0 if a static IP address has been configured, 1 if BOOTP has been configured, 2
if QHCP has been‘configured.

If a deyice has'been configured to obtain its configuration via BOOTP or DHCP, it shall continue
sending requ€sts until a response from the server is received. Devices that elect to use Hdefault
IP configaration in the event of no response from the server shall continue issuing requests
until a kesponse is received. or until the Configuration Method is changed to static.

Once the device receives a response from the server, it shall stop sending the BOOTP/DHCP
client requests (DHCP clients shall follow the lease renewal behavior per the IETF RFC). It is
recommended that devices implement the means to detect a link up and upon a link up
detection, restart the initial BOOTP or DHCP sequence. For multiport devices, the restart of the
initial BOOTP or DHCP sequence shall only be triggered if all external links have been down
and when the first link up is detected.

Setting the Configuration Method to O (static address) shall cause the Interface Configuration
to be saved to non volatile storage.

It is recommended that setting the Configuration Method to 1 (BOOTP) or 2 (DHCP) cause the
device to start the BOOTP / DHCP client to obtain new IP address configuration. If the device
requires a reset in order to start the BOOTP / DHCP client, it shall set the Interface
Configuration Pending bit, and upon device reset, start the BOOTP / DHCP client.
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3 DNS enable

For originator devices that support resolving target host names via DNS, the DNS Enable bit
shall enable (1) and disable (0) the DNS client.

7.5.4.5

Physical link object

This attribute identifies the object associated with the underlying physical port. There are two
components to the attribute: a path size (in UINTs) and a path. The path shall contain two logical
segments (a class segment and an instance segment) that identify the physical port object. The
maximum path size is 6 (assuming a 32 bit logical segment for each of the class and instance).

The pb

specific configuration attributes. If the port associated with the TCP/IP Interface object
Etherngt physical layer, this attribute shall point to an instance of the Ethernet Link-ebje

7.6). W
attribu
an inte

An exq

ysical link object itself typically maintains link-specific counters as well as car

hen there are multiple physical interfaces that correspond to the TCP/IR interfaq
e shall either contain a path size of 0, or shall contain a path to the objéct repres
rnal communications interface (often used in the case of an embedded switch).

mple path is shown in Table 55 (values are hexadecimal).

Table 55 — Example path

y link-

has an
ct (see

e, this
enting

Path Meaning
[20][F6][24][01] [20] = 8 bit class segment type;
[F6] = Ethernet Link object class;
[24] = 8 bit instance segment type;
[01] = instance 1
7.5.4.6 Interface configuration
7.5.4.6.1 Interface configuration_contents

The Interface Configuration atfribute contains the configuration parameters required

device

The cd
been ¢

e If @
Co
vol

e Ifc

to operate as a TCP/IP.node.

ntents of the Internface Configuration attribute shall depend upon how the devi
ponfigured to obtain its IP parameters.

onfigured{te"use a static IP address (Configuration Method value is 0), the In
nfiguration values shall be those which have been statically assigned and stored
htile storage.

for a

ce has

erface
n non-

erface

Cot

pnfigured to use BOOTP or DHCP (Configuration Method value is 1 or 2), the In

DHCP

server. The Interface Configuration attribute shall be 0 until the BOOTP/DHCP reply is
received.

e Some devices optionally provide additional, non-Type 2 mechanisms for setting IP-related
configuration (e.g., a web server interface, rotary switch for configuring IP address,...).
When such a mechanism is used, the Interface Configuration attribute shall reflect the IP
configuration values in use.

Components of the interface configuration attributes are described in Table 56.
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Table 56 — Interface configuration components

Name Meaning

IP address The device's IP address

Network mask

address is located on another subnet

The device's network mask. The network mask is used when the IP network has been
partitioned into subnets. The network mask is used to determine whether an IP

Gateway address

a different subnet, packets are forwarded to the default gateway for routing to
destination subnet

The IP address of the device's default gateway. When a destination IP address is on

the

Name server The IP address of the primary name server. The name server is used to resolve host

namaes—FEoraoxamnla-that miaht hg containgd in o figldhiic canngetion nath
[ y L] I L

Name slerver 2 The IP address of the secondary name server. The secondary name serve€r is |used
when the primary name server is not available, or is unable to resolve_a host pame

Domair] name The default domain name. The default domain name is used when fesolving hpst
names that are not fully qualified. For example, if the default domain’name is
"network.org", and the device needs to resolve a host name of "pic", then the Pevice
will attempt to resolve the host name as "plc.network.org"

7.5.4.6.2 Set Attributes behavior

In ordgr to prevent incomplete or incompatible configuration;. the parameters making

Interfa
Config
changs

An atte
(see T
to be 1
retain

If the (
attribu

When
Attribu
the de

bit 6 s¢t), the device shall set the Interface Configuration Pending bit (Status attribute b

After s
the IP

ce Configuration attribute cannot be set individually. To modify the In
Liration attribute, client software should first Get the Interface Configuration at
the desired parameters, and then Set the attribute.

mpt to set any of the parameters of the Interface Configuration attribute to invalid
bble 51) shall result in an error responsé€ with status code 0x09 "Invalid Attribute
eturned. In this scenario, all of the parameters of the Interface Configuration a
he values that existed prior to the invocation of the set service.

evice has an active I/0 connection, it is recommended that the device rejects
es request by returning ancerror response with status code 0x10 "Device State Cq

the value of the Canfiguration Method (Configuration Control attribute) is 0, t
e service shall stdre 'the new Interface Configuration values in non-volatile men
ice requires reset'in order for new parameters to take effect (Configuration Ca

oring thie new values the device shall send a response using its current IP addres
hddress*to which the set attributes request was sent).

If the

up the
erface
ribute,

values
Value"
tribute

he set
nflict".

he Set

nory. If
bability
t 5).

s (i.e.,

hew [P

configuration to take effect, after responding to the set service, the device shall initiate
application of the new IP parameters. While implementation-dependent, this activity is generally
initiated by the TCP/IP Interface Object set service and then completed asynchronously by the
TCP/IP stack.

In order to achieve consistency of device configuration behavior, it is recommended that devices
support setting the Interface Configuration attribute, and support application of new attribute
values without requiring device reset. If a device does not support setting the Interface
Configuration attribute, the device shall return an error response with status code OxOE
"Attribute Not Settable".
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7.5.4.6.3 Application of new configuration parameters

If the device does not require reset (Configuration Capability bit 6 clear), after responding to
the set service the device shall initiate application of the new IP parameters. When applying
new IP configuration, the device shall maintain the consistency of the IP configuration context
in which it operates. For example, the device shall not mix old and new IP address/network
mask/gateway address values, and shall not use the new IP configuration on Type 2
connections established with the previous IP address.

When a TCP/IP stack is configured to use a particular set of IP parameters, a context around
these IP parameters is built. This context includes relationships to the TCP/IP stack, the Type 2
communications environment, and the control application among other entities. To allow a
different set of I[P parameters to be used, a new [P context shall be built. The deyice shall
properly manage its IP context and maintain its consistency. For example a new_IR Address
shall npt be used with old Network Mask or Gateway Address; an old IP address,shall|not be
used for Type 2 or other communication once the new one is applied.

7.5.4.7 Host name

The Hgst Name attribute contains the device's host name, which can be used for informjational
purposes. The set access is optional when the Interface Configuration attribute is not settable.

7.5.4.8 TTL value

TTL vdlue is the value the device shall use for the IP header Time-to-live field when sending
Type 2 Ethernet packets via IP multicast. By default, T'TLWalue shall be 1. The maximum value
for TTU is 255. Unicast packets shall use the TTL as.configured for the TCP/IP stack, gnd not
the TTL value configured in this attribute.

When get, the TTL Value attribute shall be saved in non-volatile memory. If a device dges not
suppoft applying the TTL Value immediately, the Mcast pending bit in the Interface|status
attribule shall be set, indicating that there is pending configuration. For devices that qupport
applyirig the TTL Value immediately{jf there are existing multipoint connections, an |Object
State CQonflict error (0xC) shall be«retirned and the Mcast Pending bit shall not be set. When a
new TTL value is pending, Get -Attribute_Single or Get_Attributes_All requests shall retlirn the
pending value. The Mcast pending bit shall be cleared the next time the device starts.

Users ghould exercise ¢aution when setting the TTL value greater than 1, to prevent unywanted
multicgst traffic from prepagating through the network.

NOTE |EC 61158-6-2-includes a discussion on user considerations when using multicast.

7.5.4.9 Mcast config

The M¢ast/config attribute contains the configuration of the device's IP multicast addregses to
be used for Type 2 Ethernet multicast packets. There are three elements to the Mcast config
structure: Alloc control, Num mcast, and Mcast start addr.

e Alloc control determines how the device shall allocate IP multicast addresses (e.g., whether
by algorithm, whether they are explicitly set,...). Table 57 shows the details for alloc control.
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Table 57 — Alloc control values

Value Definition
0 Multicast addresses shall be generated using the default allocation algorithm specified in
IEC 61158-6-2. When this value is specified on a Set_Attribute_Single or Set_Attributes_All, the
values of Num mcast and Mcast start addr in the Set_Attribute request shall be 0
1 Multicast addresses shall be allocated according to the values specified in Num mcast and Mcast
start addr
2 Reserved
o  Num—mecastisthenumberoflR multicastaddresses—allocated—The—maximum—number of
multicast addresses is device specific, but shall not exceed the number of Type 2 Ethernet
multicast connections supported by the device.

e Mcast start addr is the starting multicast address from which Num mcastyaddresses are

allqcated.

When get, the Mcast config attribute shall be saved in non-volatile memary. If a device does
not support applying the MCast Config attribute immediately, the Mcast Pending bit|in the
Interfage status attribute shall be set, indicating that there is pending\€onfiguration. For devices
that sypport applying the Mcast Config attribute immediately, if\there are existing multipoint

connegtions,
shall not be

an Object State Conflict error (0xC) shall be returtied and the MCast Pending bit
set. When a new Mcast Config value is pending, Get_Attribute_Single or

Get_Aftributes_All requests shall return the pending value.” The Mcast pending bit shall be

cleared the next time the device starts.

When the multicast addresses are generated using-the default algorithm, Num mcast and Mcast

start agldr shall report the values generated by the algorithm.

7.5.4.10 SelectAcd

Selectpcd is an attribute used to Enable/Disable ACD.

If SelegtAcd i

The ddfault value of SelectAcd shall be 1 indicating that ACD is enabled.

s 0 then ACD is disabled. If SelectAcd =1 then ACD is enabled.

When fhe value of SelegtAcd is changed by a Set_Attribute service, the new value of SelgctAcd

shall npt be applied.until the device executes a restart.

7.5.4.11 LastConflictDetected

The L3stConflictDetected attribute is a diagnostic attribute presenting information abgut the

ACD state—when—thetastiHP-Address—confict-was—detected—Fhis—attribute—shatbe upd ted by
the device whenever an incoming ARP packet is received that represents a conflict with the
device's |IP address as described in IETF RFC 5227.

To reset this

attribute the Set_Attribute_Single service is invoked with an attribute value of all

0. Values other than 0 shall result in an error response (status code 0x09, Invalid Attribute

Value).

There are three elements to the LastConflictDetected structure: AcdActivity, RemoteMac and

ArpPdu.

o AcdActivity contains the state of the ACD algorithm when the last IP address conflict was

detected.

The ACD activities are defined in Table 58.
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Table 58 — AcdActivity values

Value AcdMode Description

0 NoConflictDetected (Default) No conflict has been detected since this attribute was last
cleared

1 Probelpv4Address Last conflict detected during Probelpv4Address state

2 OngoingDetection Last conflict detected during OngoingDetection state or
subsequent DefendWithPolicyB state

3 SemiActiveProbe Last conflict detected during SemiActiveProbe state or
subsequent DefendWithPolicyB state

¢ ReoteMac contains the ISO/IEC/IEEE 8802-3 source MAC address from the headef of the

rec

o Arg
the
me
the

eived Ethernet packet which was sent by a device reporting a conflict.

Pdu contains the ARP Response PDU in binary format. The ArpPdu shall-be a ¢opy of
ARP message that caused the address conflict. It shall be a raw |\eopy of the ARP
5sage as it appears on the Ethernet network, i.e.: ArpPdu[1] contains the first g

ArpPdu received (see Table 59).
Table 59 — ArpPdu — ARP Response PDU in binary format

Fiqdld size Field description Field value
(dctets)
2 Hardware Address Type 1-fer.Ethernet H/W
2 Protocol Address Type 0x800 for IP
1 HADDR LEN 6 for Ethernet H/'W
1 PADDR LEN 4 for IP
2 OPERATION 1 for Request or 2 for Response
6 SENDER HADDR Sender's H/W address
4 SENDER PADDR Sender's proto address
6 TARGET HADDR Target's H/'W address
4 TARGET PADDR Target's proto address

7.5.41

The Q
default

NOTE

2 QuickConnect™3

uickConnectiattribute shall enable (1) or disable (0) the QuickConnect feature. The

value ofthe attribute shall be 0.

The QuickConnect™ power up implementation profile is specified by the ODVA, Inc organization.

7.5.4.1

The Encapsulation Inactivity Timeout attribute is used to enable TCP socket cleanup (closing)
the defined number of seconds have elapsed with no Encapsulation activity.

when

3~ —Encapsulation Inactivity Timeout

Encapsulation activity is defined in IEC 61158-6-2, 11.7.3.2.

When set, the Encapsulation Inactivity Timeout attribute shall be saved in non-volatile memory
and applied to all subsequently-opened connections. Devices should also, if feasible, apply

Encapsulation Inactivity Timeout changes to all currently-opened connections.

3 Quic

Com
Quic

kConnect™ is a trade name of ODVA, Inc. This information is given for the convenience of users of this
document and does not constitute an endorsement by IEC of the trademark holder or any of its products.
pliance with this profile does not require use of the trade name QuickConnect™. Use of the trade name

kConnect™ requires permission from ODVA, Inc.

ctet of
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7.5.4.14 |ANA Port Admin

The TCP and UDP port numbers are a part of the transport layer. The port numbers are used
to identify the sending and receiving applications within the communicating devices. Port
numbers are divided into three ranges: well-known, registered, and dynamic or private. The
registered ports are assigned by Internet Assigned Numbers Authority (IANA), www.iana.org.
Both well-known and registered ports are listed in the Service Name and Transport Protocol
Port Number Registry at IANA.

The IANA Port Admin attribute lists TCP and UDP ports used by the device where it acts as a
server. It is recommended that all TCP and UDP ports used by the device be exposed by the
attribute. At a minimum all Type 2-related ports supported by the devices shall be exposed.

The text provided in the Port Name member is vendor specific but for well-known and regjstered
ports it is recommended to use the IANA description. It is valid to have a NULL)string in the
Port Name attribute.

The stpte (open or closed) is indicated in the Admin State member. {fthe state ha$ been
changed using the Set_Port_ Admin_State service (see 7.5.7.2) and the'dévice requires p reset
in order for the changes to take effect, the pending values shall be returned for the Admip State
member until the module has been restarted. The default state fof each port is vendor gpecific
but it i$ recommended that all Type 2 related ports are open.

The Admin Capability member is a bit array that holds information about the Port Array| entry,
as spegified in Table 60.

Table 60 — Admin Capability.member bit definitions

Bit(s): Called Definition

[0 Configurable Indicatessifsthe Admin State member can be changed using the
Set_Part“Admin_State service (see 7.5.7.2).

1 Reset Required 1(TRUE) shall indicate that the device requires a restart in ordef for a
chahge to the Admin State member to take effect. If this bit is FALSE a
change to the Admin State member will take effect immediately.

Different Port Array members may have different values in this b|t.

247 Reserved Reserved for future use and shall be set to zero.
When & port state has been set to close, the TCP/IP interface shall behave as if the ass¢ciated
server|was notrufining.

NOTE For,a device with more than one TCP/IP Interface this allows a user to close/open an IANA por{ on one
TCP/IP |nterface and configure the opposite behavior on a separate TCP/IP Interface.

The behavior when receiving a messaged to a closed port differs between TCP/IP
implementations, for example the message could silently be dropped or a message indicating
that the port is closed could be returned. However the behavior for closed port shall be identical
to ports not used within the device.

The sequence of operation when changing the attribute would be as follows.

1) The client reads the IANA Port Admin attribute and presents the list of ports that can be
configured.

2) The user changes the Admin State of one of the ports in the list.

3) If the Reset Required bit is set in the Admin Capability member the user will be informed by
the client that a reset is required for the change to take effect.

4) After storing the new setting the device shall send response back to the client.
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5) If the Reset Required bit in the Admin Capability member is FALSE (0) the device will either
open or close the port immediately.

6) If the Reset Required bit in the Admin Capability member is TRUE (1) the device will set the
IANA Port Admin Change Pending bit in the State attribute, and will either open or close the
port the next time the device restarts.

7.5.4.15 |ANA Protocol Admin

This attribute lists all IANA protocols used in the device, e.g. ICMP. The protocol is the same
as the protocol field within the IPv4 header, and is used to define the protocol that is carried by
the data portion of the IP datagram. IANA maintains a list of all IP protocol numbers.

Any IANA listed protocol can be included and the list can therefore contain all caviailable
protocols within the device. It is recommended that a device expose all IANA protocols
implemented but a particular implementation may elect not to do so.

The text provided in the Protocol Name member is vendor specific but it is recommended to use
the IANA description. It is valid to have a NULL string in the Protocol Namg attribute.

If the qtate has been changed using the Set_Protocol_Admin_State(service (see 7.5.7|3) and
the deyice requires a reset in order for the changes to take effect, the pending values shall be
returngd for the Admin State member until the module has beén’restarted. The defaul|t state
(enablgd or disabled) for each protocol is vendor specific.

The Admin Capability member is a bit array that holds\information about the Protoco| Array
entry, @s specified in Table 61.

Table 61 — Admin Capability member bit definitions

Bit($): Called: Definition

0 Configurable Indicates if the Admin State member can be changed using the
Set_Protéocol_Admin_State service (see 7.5.7.3).

1 Reset Required 1 (TRUYE) shall indicate that the device requires a restart in order for a
chdange to the Admin State member to take effect. If this bit is FALSE, &
change to the Admin State member will take effect immediately.

Different Protocol Array members might have different values in this bif.

2-1 Reserved Reserved for future use and shall be set to zero.

When p protocol‘state has been set to disabled, the TCP/IP interface shall behave as if the
associated server was not running, thus blocking any incoming requests on this protoco|.

NOTE For'a device with more than one TCP/IP Interface this allows a user to enable/disable an IANA prdtocol on
one TCPTIP Tnierface and coniigure the opposiie behavior on a separate 1CP/IP Inieriace.

The sequence of operation when changing the attribute would be as follows.

1) The client reads the IANA Protocol Admin attribute and presents the list of protocols that
can be configured.

2) The user changes the Admin State of one of the ports in the list.

3) If the Reset Required bit is set in the Admin Capability member the user will be informed by
the client that a reset is required for the change to take effect.

4) After storing the new setting the device shall send response back to the client.

5) If the Reset Required bit in the Admin Capability member is FALSE (0) the device will either
open or close the port immediately.
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e Reset Required bit in the Admin Capability member is TRUE (1) the device will set the
A Protocol Admin Change Pending bit in the State attribute, and will either open or close

port the next time the device restarts.

7.5.4.16 Active TCP Connections

This value holds the current number of TCP connections that are in-use by Type 2 for the IP
address associated with this TCP/IP Interface object instance. This includes inbound and

outbound TCP/IP connections.

7.5.4.17 Non-Type 2 Encapsulation Messages per Second

The Ng
encapg

NOTE Explicit messages sent using SendUnitData and SendRRData messages wouldybe"counted
on Manager attribute for explicit message rate (see Connection Manager definition,in' IEC 61158{5-2 and
IEC 611p8-6-2).

Connect

7.5.5

One dipgnostic connection point is defined for the TCP/IP Interface-object class at the in
level. [This connection point is required if the Standard Network Diagnostic Assern

Diagnostic connection points

implemented (see IEC 61158-6-2, 4.1.8.4.1.4).

NOTE PBee IEC 61158-5-2, 6.1.6 for further information about Diagnestic Connection Points.

The fofmat of the TCP/IP Interface diagnostic connection point is as specified in Table 62.
Tlable 62 — TCP/IP Interface connection point 1, Standard Network Diagnostics

Attribute ID Attribute name Data type Attribute size Size of structure
17 Non-Type 2 Encapsulation UDINT 4 octets
Messages Per Second

16 Active TCP Connections UINT 2 octets 8 octety
N[A 16 bits pad, shall be zeros 2 octets

7.5.6 Common_services

7.5.6.1 General

The TQP/IP Interface object shall support the common services as specified in Table 63.

= i i e ber of
ulation commands, excluding SendUnitData and SendRRData, sent and received by the
IP addfess associated with this TCP/IP Interface object instance in the previous sécond|

via the

stance
nbly is
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Table 63 — TCP/IP Interface object common services

Need in implementation

Member_List

Service . o .
de Service name Description of service

co Class Instance

0x01 Optional Optional Get_Attributes_All Returns a predefined listing of this objects
attributes (see the Get_Attributes_All response
definition in 7.5.6.2)

0x02 N/A Optional Set_Attributes_All Modifies all settable attributes

0x0E [Required Required Get_Attribute_Single? Returns the contents of the specified attribute or
connection point

0x10 N/A Required Set_Attribute_Single Modifies a single attribute

0x1D N/A Conditional® Get_Connection_Point_ [Used to get member paths of a Connectiop Point

structure

a8 Thig service shall support the use of a connection point in the service path when Diagnostic Connection
are |mplemented (see 7.5.5).

b Thig service is required if Diagnostic Connection Point(s) are implemented.

Point(s)

7.5.6.2

Get_Attributes_All response

At the ¢lass level, the Get_Attributes_All response shall contain the class attributes in numerical

order, up to the last implemented attribute. Any unimplemented attributes in the respong
use the default attribute values.

For ingtance attributes, attributes shall be returmed in numerical order up to th

implemented attribute. The Get_Attributes_All response shall be as specified in Table 6

e shall

e last
A
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Table 64 — Get_Attributes_All response format

Attribute ID Data Type Attribute Name (if n%(:fianl::)tlt\e,r:leuneted)
1 DWORD Status
2 DWORD Configuration Capability
3 DWORD Configuration Control
4 STRUCT of Physical Link Object
UINT Path Size
Padded EPATH Path
5 STRUCT of Interface Configuration
UDINT IP Address
UDINT Network Mask
UDINT Gateway Address
UDINT Name Server
UDINT Name Server 2
STRING Domain Name
USINT Pad @
6 STRING Host Name
USINT Pad ®
7 6 octets Safety Network Number 0
8 USINT TTLWalue 1
9 STRUCT of Mcast Config
USINT Alloc control 0
USINT Reserved 0
UINT Num Mcast 0
UDINT Mcast Start Addr 0
10 BOOL SelectAcd 0
11 STRUCT of LastConflictDetected
USINT AcdActivity 0
ARRAY of 6 USINT RemoteMAC 0
ARRAY of 28 USINT ArpPdu 0
12 BOOL QuickConnect 0
3 UINT E{lg:gjtjlation Inactivity 0
16 UINT Active TCP Connections 0
i o Type 2 Encapsuiaton |0

2  Pad octet only included if the Domain Name length is odd.
b

Pad octet only included if the Host Name length is odd.

Important: Default value shall be inserted for all unsupported attributes that are included in the
response.

The lengths of the physical link object path, domain name, and host name are not known before
issuing the Get_Attributes_All service request. Implementers shall be prepared to accept a
response containing the maximum sizes of the physical link object path (6 UINTs), the domain
name (48 USINTs), and host name (64 USINTSs).
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Set_Attributes_All request

The instance Set Attributes All request shall contain the configuration control attribute,
followed by the interface configuration attribute, as specified in Table 65.

Table 65 — Set_Attributes_All request format

Attribute ID Data Type Attribute Name (if n%(:f?nl::)tlt\e,r:leuneted)

3 DWORD Configuration Control

5 STRUCT of Interface Configuration
UDINT IP Address
UDINT Network Mask
UDINT Gateway Address
UDINT Name Server
UDINT Name Server 2
STRING Domain Name
USINT Pad @

a8  Pad octet only included if the Domain Name length is odd.

When the Configuration Method value in the Configuration Control attribute specified|in the
requejf is non-zero, the Interface Configuration attribute value contained in the request shall
be igng¢red.
7.5.7 Class specific services
7.5.7.1 General
The TQP/IP Interface object shall support the class specific services as specified in Table 66.
Table 66 — TCP/IP Interface object class specific services
Servicp | Need in implementation
Service name Description of service
code Class Instance
0x4C N/A Conditional @ | Set_Port_Admin_State Configures the state (open/closed) for the
IANA ports that can be controlled.
0x4D N/A Conditional ? | Set_Protocol_Admin_State | Configures the state (enabled/disabled) for
the IANA protocols that can be controfled.
a8 Required if instance attribute #14 (IANA Port Admin) is supported and at least one port entry has the

Configurable bit set in the Admin Capability member.

Required if instance attribute #15 (IANA Protocol Admin) is supported and at least one protocol entry has the
Configurable bit set in the Admin Capability member.

7.5.7.2

Set_Port_Admin_State service

The Set_Port_Admin_State service is used to configure the state (open/closed) for the ports in
attribute #14 (IANA Port Admin) that has the Configurable bit set in the Admin Capability
member.

If the device requires a reset in order for new configuration to take effect (Reset Required bit in
the Admin Capability member set), the device shall set the IANA Port State Change Pending
bit (Status attribute bit 8). If the device does not require a reset (Reset Required bit in the Admin
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Capability member cleared) in order for new configuration to take effect, the changes shall take
effect immediately after sending the response.

If any of the requested port configurations fail, then none of the requested configurations shall
be applied and the previous values shall be retained.

The request parameter are defined in Table 67.

Table 67 — Set_Port_Admin_State service request parameters

Name Data Type Description of Parameter
Port Count USINT Number of ports included in the request
Port Afray ARRAY of STRUCT Array of ports to configure
Port Nymber UINT IANA Port Number
Protocol USINT 6 =TCP
17 = UDP
Admin [State BOOL 0 = Close
1 = Open

7.5.7.3 Set Protocol_Admin_State service

The Sqt_Protocol_Admin_State service is used to configure the state (enabled/disabled)|for the
protocol in attribute #15 (IANA Protocol Admin) that Has*the Configurable bit set in the|Admin
Capabllity member.

If the cﬁvice requires a reset in order for new ecotfiguration to take effect (Reset Required bit in
the Adiin Capability member set), the devicg shall set the IANA Protocol State Change Pending
bit (Stgtus attribute bit 9). If the device does not require a reset (Reset Required bit in thelAdmin
Capabllity member cleared) in order for-new configuration to take effect, the changes shall take
effect immediately after sending therésponse.

If any pf the requested protocelconfigurations fail, then none of the requested configurations
shall bp applied and the previous values shall be retained.

The refjuest parameter'are defined in Table 68.

Table 68 — Set_Protocol_Admin_State service request parameters

Name Data Type Description of Parameter
Protocel Count USINT Number of protocols included in the request
ProtocoT Afray ARRAY of STRUCT ATray of protocols to configure
Protocol Number USINT IANA Port Number
Admin State BOOL 0 = Disable

1 = Enable

7.5.7.4 Error codes

The class specific services Set Port Admin_State and Set Protocol Admin_State shall
support the error codes shown in Table 69, in addition to error codes listed in IEC 61158-6-2,
4.1.11.2.1.
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Table 69 — Class specific error codes

General status Extended status Error condition
0x20 0x0001 Port Count or Protocol Count too large
0x20 0x0002 Invalid Port Number
0x20 0x0003 Invalid Protocol
0x20 0x0004 Invalid Port Number/Protocol combination
0x20 0x0005 Requested port cannot be closed
0x20 0x0006 Requested protocol cannot be disabled

7.5.8 Behavior

The bghavior of the TCP/IP Interface object shall be as illustrated in the State Transition
Diagram shown in Figure 21 and Figure 22.

Note that the act of obtaining an initial executable image via BOOTP/TFTP shall
considgred within the scope of the TCP/IP Interface object behavior. Devices are
implement such behavior, however it shall be considered to have,accurred in the "Non-existent"

state.

Non Existent

\
Power-Up / Reset

Not Configured
Attribute 1 (Status):

Bit 0-3 : Interface Config Status = 0 (Not configured)

Valid config conditions:
IP, Gateway address are not Class
Loopback address.

hot be
free to

D or

Subnet mask is a valid mask(its leftost

bits must be setto'1".)

Name server or Name server 2 are
Class D

Domain name is < 49 characters

¢ Yes

Read hardware setting
(e.g., rotary switches, Ul)

A 4

Set Config Method
(attribute 3)

Fixedivalue?
(e.g. Switthes,
algorithm)

DHCP or Start BOOTP / DHCP
BOOTP? Yes—> client
No
No
v v
Use Static Configuration Waiting for Configuration
(attribute 5) from NV (Interface Config = 0)

Hardware
selection
available?

No

Y

Read Config Method
(Attribute 3) from NV)

“Softwarg” setting———»|

) 4

Link lost
(from any state)

Wait for Link
integrity

]

hot

Yes

Receive Configuration

(BootP/DHCP response, or
set_attr req via other port)

$‘

Configuration?

Figure 21 — State transition diagram for TCP/IP Interface object
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Set Config Pending
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IEC
Figure 22 — State tfansition diagram for TCP/IP Interface object
7.5.9 Address Conflict.Detection (ACD)
7.5.91 General
7.5.9.1.1 ACDrequirements for Type 2 devices
Addregs conflict’detection (ACD) is a mechanism that devices can use to detect and agt upon
IPv4 agldreSs conflicts.
The AEBb—meehanism—spectfied——this—Subelause—5-9—conforms—to—tHEFHRFG5227. The

requirements specified in IETF RFC 5227 are included by reference except where superseded
by normative requirements in 7.5.9. This Subclause 7.5.9 specifies additional requirements for
Type 2 devices with respect to the IPv4 ACD mechanism.

The following ACD requirements apply to Type 2 devices:

a device

ACD is recommended;

implementing A

CD shall

conform to the ACD mechanism specified

in

IETF RFC 5227 except where superseded by normative requirements in this Subclause

7.5

.9;

a device executing ACD shall execute the ACD mechanism regardless of the method used

by the device for obtaining its IP parameter set;

ACD mechanism before using an IP parameter set;

a device, executing ACD, and not executing the QuickConnect algorithm shall execute the
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o devices shall respond to ARP Probes.

7.5.9.1.2 Overview of ACD mechanism in IETF RFC 5227

The IPv4 ACD mechanism described by IETF RFC 5227 involves the following activities:

e initial address probing & conflict detection — before using an IP address the device issues

ARP Probes to detect whether the address is in use by another device;

e address announcement — an ARP Request packet is sent after determination that there are
no IP address conflicts;

e ongoing conflict detection — ongoing process that is in effect for as long as a device is using
an HR-Address:

3

e address defense — procedure used to resolve an address conflict.
7.5.9.2 ACD behavior

The pr|nciples of operation for the ACD mechanism are specified in IETF REC 5227.

In particular, IETF RFC 5227, 2.1, requires that a host implementing this specification sqtall test
to see if the address is already in use when a link-state change signals that an Ethernel cable
has begen connected.

In addition, this Subclause 7.5.9 further refines the ACD behavior description in the fol|lowing
ways.
— The activities of ACD are grouped into regions, namely:

e |active phase;

e |passive phase:

e [semi-active phase.
- A Tore complete set of link_up transitions are included in the diagram.

o

— Both single port and multi-port.devices are accommodated.

A devige shall implement the ACD mechanism with the behavior specified in Figure 23.
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Figure 23 — ACD Behavior

7.5.9.3 ACD details

7.5.9.3.1 IPv4 ACD Timing Constants

IEC

IETF RFC 5227, 1.1, specifies a number of timing-related constants. Some of these constants
are not optimal for Type 2 applications and networks. In particular, the start-up delays caused
by the ARP Probe intervals would be unacceptable in the industrial setting. Adaptation of the
specified alternate values is consistent with IETF RFC 5227, 1.3, on Applicability.
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Devices that provide ACD shall implement the following alternate values for the parameters
defined in IETF RFC 5227, 1.1.

e PROBE_WAIT: 200 ms (initial random delay)

e PROBE_NUM: 4 (number of probe packets)

e PROBE_MIN: 200 ms (minimum delay until repeated probe)

¢ PROBE_MAX: 200 ms (maximum delay until repeated probe)

e ANNOUNCE_WAIT: 200 ms (delay before announcing)

e ANNOUNCE_INTERVAL: 2 s (delay between announce packets)

Devices shall comply with the timing in IETF RFC 5227 as modified above within £10,%.|Notice
that PROBE_MIN and PROBE_MAX being set to the same value represenis/the [Type 2
recommendation to use a fixed interval between probes rather than the recommenddtion in
IETF RFC 5227, 2.1.1 (Probe Details) that subsequent probes after theVfinitial prgbe be
randomized between PROBE_MIN and PROBE_MAX.

7.5.9.3.2 Probelpv4Address

See IE[TF RFC 5227, 2.1 and 2.1.1.

In addjtion to the requirements specified in IETF RFC %227, only ARP probes sent|to the
Ethernget broadcast address shall be considered for conflict detection. Directed ARP mesgsages
(sent tp the device's Ethernet MAC address) with Sender IP Address of 0.0.0.0 shall |not be
treated as a conflict.

NOTE [This requirement does not conflict with IETF REE€ 5227, which defines ARP probes as being broadicast on
the local link.

7.5.9.3.3 Announcelpv4Address
See IE[TF RFC 5227, 2.3.

When the device has sent its first ARP Announcement it shall transition to OngoingDetelction.

NOTE [rhe OngoingDetection phase occurs concurrent with completing the AnnouncelPv4Address phase.

7.5.9.3.4 WaitLinkIntegrity

The WhitLinklntegrity activity waits for the occurrence of a LinkUp event from an Ethernét port.

This agtivity-is initiated in two scenarios:

e one is when a single port device experiences a LinkDown event;

e the other is when a multi-port device experiences a LinkDown event and all of its other
Ethernet ports are also down.

When a LinkUp event occurs the Probelpv4Address activity is then initiated.

When a device detects that Ethernet link integrity has been lost and then regained (e.g., the
network cable has been removed and replaced), the device shall restart the initial
Probelpv4Address activity.

7.5.9.3.5 Notification & Fault Action

See IETF RFC 5227, Clause 1.
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In addition to IETF RFC 5227 behavior, when an address conflict is detected, Type 2 devices
shall take the following fault actions:

o set the device state to Major Recoverable Fault (Module Status indicator flashing red);

e set the Network Status indicator to solid red.

There are 2 synchronization transitions between the ACD Notification & FaultAction activity and
the QuickConnect behavior diagram.

The QcSynch-AcdFaultNotification is a synchronization transition to the QuickConnect behavior

diagram that occurs either when the ACD mechanism has a ConflictDetected fault from the
ProbelpAddress arfi\/ify or a DefenseFailed fault from the nnfnnr'l\/\/ifhpnlir‘yR nr‘ﬁ\/ify

The QcSynch-AcdFaultNotificationProcessed is a synchronization transition\from the
QuickQonnect behavior diagram to the Notification & FaultAction activity that leccurg after
QuickQonnect has processed the previous AcdFaultNotification.

7.5.9.3.6 AcquireNewlpv4Parameters

See IE[TF RFC 5227, Clause 1.

After nlotification of the detection of an IPv4 Address conflict, the device may be designed to
obtain [or use an alternate IPv4 address. The design of this method and its resulting sellection
of IPv4 Parameters are vendor specific.

If a LimkDown occurs on the last active port whiledin the AcquireNewlpv4Parameter dctivity,
then the ACD process in Figure 23 (ACD Behavior)-shall terminate. The ACD process shall be
restarted after at least one link has been reestablished and a valid IPv4 configuration has been
acquirg¢d according to Figure 21 and Figure 22 showing the behavior of the TCP/IP Injerface
object.

Notice|also that Type 2 Ethernet devices shall limit the rate at which they probe for new
candidpte addresses using MAXJCONFLICTS and RATE_LIMIT_INTERVAL as defined in
IETF RFC 5227, 2.1.1.

7.5.9.3.7 OngoingDetection
See IE[TF RFC 5227, 2.4-

IETF RFC 5227,.274 states that "Address Conflict Detection is not limited to only the fime of
initial ihterface\configuration, when a host is sending ARP Probes. Address Conflict Defection
is an ongoing-process that is in effect for as long as a host is using an address."

After am tP—address nas successfutly beem probed and put nto Use, a device shattperform
ongoing conflict detection and defense according to IETF RFC 5227.

The QcSynch-StartAcdWithQc is a synchronization transition with the QuickConnect behavior
diagram. If QuickConnect is enabled in the device, the activity for ACD begins at this point.

The ACD mechanism as specified in IETF RFC 5227, 2.1 states that a host shall not perform
this check periodically as a matter of course, indicating that periodic ARP Probes are not
required to be sent as part of ongoing detection. However it has been observed that periodic
ARP Probes allow the module to detect conflicts with devices that had possibly not been
connected to the network at the time of initial probing, or when switches have dropped the initial
ARP Probes due to initial forwarding delay. Therefore, Type 2 devices that provide the ACD
algorithm should issue periodic ARP Probes during ongoing detection.
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Type 2 devices that support periodic ARP Probes during ongoing detection shall use a
transmission delay in the range of ONGOING_PROBE_MIN and ONGOING_PROBE_MAX
using the values below:

e ONGOING_PROBE_MIN: 90 s (minimum time interval for ongoing probes);
e ONGOING_PROBE_MAX: 150 s (maximum time interval for ongoing probes).

These values are not defined in IETF RFC 5227. Devices shall not exceed this specified range
by more than 10 % on either end.

It is recommended that the initial transmission delay for the first periodic ARP Probe has a
pseud -random value within the range of ﬂNGﬂING_PQﬂRF_MIN and
ONGOING_PROBE_MAX ("randomized" using the Ethernet MAC address, as shewn for
example in 7.5.9.3.9). The transmission delay for subsequent periodic ARP Probesmged|not be
randomized, and may, for example, select the center value (120 s).

7.5.9.3.8 DefendWithPolicyB
See IE[TF RFC 5227, 2.4.

If an gddress conflict is detected, the device shall defend its address per alternativg (b) in
IETF RFC 5227, 2.4.

If a copflict persists (as defined by IETF RFC 5227) the.dé€vice shall immediately ceas¢ using
this address and execute the notification and fault actions specified in 7.5.9.3.5.

7.5.9.3.9 SemiActiveProbe

The S¢gmiActiveProbe activity is initiated when<a multi-port device receives a LinkUp event while
other gorts are still active.

The SemiActiveProbe activity is a madified probing activity in which only two ARP prohles are
sent uging probe delays of 200 ms,

The SgmiActiveProbe activity is’defined to reduce the amount of ARP broadcast traffic that will
be initipted from LinkUp activity on multi-port devices.

7.5.9.3.10 Example_pseudo-random delay algorithm (informative)

NOTE [The following/Xorshift Random Number Generator algorithm is based on the work of George Marsaglia from
Florida $tate University.

This Rlandom” Number Generator (RNG) is used to produce an initial pseudo-randon] delay
before|sending out the first periodic ARP probe based on the PROBE_WAIT value, and may
also be Used for determining the mitial transmission defay the periodic ARP probes using the
ONGOING_PROBE_MIN and ONGOING_PROBE_MAX values.

IETF RFC 5227 requires that the device wait for a random time interval in the range zero to
PROBE_WAIT. Assuming a PROBE_WAIT of 200 ms, then the RNG algorithm can be used to
select an initial delay in the range of 0 s to 200 ms using the following formula:

Initial_Probe_Delay = PROBE_WAIT x R256 / 256
R256 is a random number in the range (0 .. 255) calculated using the algorithm below.

The RNG algorithm uses an IEEE Std 802.3-2018 MAC address, eg 12-34-56-78-9A-BC, written
here in canonical notation. Canonical notation represents the order in which the octets of the
MAC address are transmitted, left to right, on the wire; i.e. 0x12 sent first, 0x34 sent next, and
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so on. The MAC address is mapped to an array, EnetAddr[], of 6 octets as follows, using the
example MAC address.
EnetAddr[0] = 0x12;
EnetAddr[1] = 0x34;
EnetAddr[2] = 0x56;
EnetAddr[3] = 0x78;
EnetAddr[4] = Ox9A,;
EnetAddr[5] = 0xBC;
R256 isthemrcatcutatedusingthefottowimg—Xorshift RNG:
R2%6 = EnetAddr[0];
R2p6 = (R256 << 1) » EnetAddr[1];
R2p6 = (R256 << 1) *» EnetAddr[2];
R2p6 = (R256 << 1) » EnetAddr[3];
R2$6 = (R256 << 1) » EnetAddr[4];
R2$6 = (R256 << 1 ) » EnetAddr[5];
R256 = R256 % 256;

Where| << is the left shift operator, * is the exclusive _OR operator, and % is the mjodulus
operator.

7.6  Fthernet Link object
7.6.1 Overview

The Ethernet Link object maintains link-specific counters and status information for a physical
Ethernet ISO/IEC/IEEE 8802-3 port. Each device shall support exactly one instance|of the
Etherngt Link object for each Ethernet’port on the module. Devices may use an Etherngt Link

object jnstance for an internally agcessible interface, such as an internal port for an embhedded
switch

7.6.2 Revision history

The reyision history, of.the Ethernet Link object is described in Table 70.

Table 70 — Ethernet link object revision history

Class|reyision Description of changes
|01 Initial Release
02 Release for IEC 61158.
03 Add new instance attributes 7-10 providing support for multiple port Ethernet devices
04 Add 1 Gbit/s Forced Speed Setting behavior; add Instance Attribute 11, Interface Capability;
add Instance Attributes 12 and 13 (HC counters)

7.6.3 Class attributes

The Ethernet Link object shall support the class attributes as specified in Table 71.
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Table 71 — Ethernet link object class attributes

Attribute Need in Access NV Name Data Description of | Semantics of values
ID implementation rule type attribute
1 Required Get NV  |Revision UINT Revision of this The current value shall
object be 4.
2 Conditional @ Get NV |Max UINT  |Maximum The largest instance
Instance instance number [number of a created
of an object object at this class
currently created |hierarchy level
in this class level
of the device
3 conaitonatl GEt NV Normberof—THH T Nomberof U'ujvui. Freromberof iject
Instances instances instances at‘thig class
currently created |hierarchy-level
at this class level
of the device
4 to 1 These class attributes are optional and are described in IEC 61158-5-2.
28 Regqired if the number of instances is greater than 1.
7.6.4 Instance attributes
7.6.41 General
The Ethernet Link object shall support the instance attributes as specified in Table 72.
Table 72 — Ethernet link object instance attributes
Attribute Need in Access NV Name Data type Description of | Semartics of
ID implementation| rule attribute vallies
1 Required Get Vv Interface speed UDINT Interface speed |[Speed iph Mbit/s
currently in use |(e.g. 0, [10,
100, 1 4O0).
See 7.6}4.2
2 Required Get \ Interface flags DWORD Interface status |Bit map|of
flags interface flags.
See 7.6{4.3
3 Required Get NV  |Physical address [USINTI[6] MAC layer See 7.6{4.4
address
4 Conditional*®@ Get \Y Interface counters [STRUCT of See 7.6{4.5
44 octets
In Octets UDINT Octets received
on the interface
H-Ueast-Rackets—UDHNT Yricast-packets
received on the
interface
In NUcast Packets |UDINT Non-unicast
packets received
on the interface
In Discards UDINT Inbound packets
received on the
interface but
discarded
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Attribute Need in Access NV Name Data type Description of | Semantics of
ID implementation| rule attribute values
In Errors UDINT Inbound packets

that contain
errors (does not
include In
Discards)

In Unknown Protos|UDINT Inbound packets
with unknown
protocol

Out Octets UDINT Octets sent on
the interface

Out Ucast Packets [UDINT Unicast packets
sent on the
interface

Out NUcast UDINT Non-unicast
Packets packets sent on
the interface

Out Discards UDINT Outbourd
packets
diSearded

Out Errors UDINT OQutbound
packets that
contain errors

5 Conditional ? Get \% Media counters STRUCT of |Media-specific See 7.6|4.6
48 octets counters
Alignment errorss [UDINT Frames received

that are not an
integral number
of octets in
length

FCS-errors UDINT DLPDUs
received that do
not pass the
FCS check

Single collisions  |UDINT Successfully
transmitted
DLPDUs which
experienced
exactly one
collision

Multiple collisions [UDINT Successfully
transmitted
DLPDUs which
experienced
more than one
collision

SQE test errors UDINT Number of times
SQE test error
message is
generated

Deferred UDINT DLPDUs for
transmissions which first
transmission
attempt is
delayed because
the medium is
busy

Late collisions UDINT Number of times
a collision is
detected later
than 512 bit-
times into the
transmission of a
packet
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Attribute
ID

Need in
implementation

Access
rule

NV

Name

Data type

Description of
attribute

Semantics of
values

Excessive
collisions

UDINT

DLPDUs for
which
transmission
fails due to
excessive
collisions

MAC transmit
errors

UDINT

DLPDUs for
which
transmission
fails due to an
internal MAC

bl 4 H
Storayetr—tratSmit

error

Carrier sense
errors

UDINT

Times that the
carrier sense
condition was
lost or never
assertedwhen
attempting-to
transmit a frame

Frame too long

UDINT

DEPDUs
received that
exceed the
maximum per-
mitted DLPDU
size

MAC receive
errors

UDINT

DLPDUs for
which reception
on an interface
fails due to an
internal MAC
sublayer receive
error

Optional

Get/Set

NV

Intexface control

STRUCT of

Configuration for
physical
interface

See 7.6{4.7

Control bits

WORD

Interface control
bits

Forced interface
speed

UINT

Speed at which
the interface
shall be forced to
operate

Speed ip Mbit/s
(e.g. 10f 100,
1000)

Optional

Get

NV

Interface Type

USINT

Type of
interface, e.g.
twisted pair,
fiber, internal

See 7.6{4.8

Optional

Get

Interface State

USINT

Current state of
the interface

See 7.6}4.9

e.g. operational,
disabled

Optional

Set

NV

Admin State

USINT

Administrative
state: enable,
disable

See 7.6.4.10

10

Conditional ©

Get

NV

Interface Label

SHORT_STRI
NG_

Human readable
identification

See 7.6.4.11
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Attribute Need in Access NV Name Data type Description of | Semantics of
ID implementation| rule attribute values
11 Required Get NV |Interface STRUCT of |Indication of See 7.6.4.12
Capability variable size |capabilities of
the interface
Capability Bits DWORD Interface Bit map
capabilities,
other than

speed/duplex

Speed/Duplex STRUCT of |Indicates
Options variable size |speed/duplex
pairs supported
in the Interface
Control attribute

USINT Speed/Duplex Number| of
Array Count elements

ARRAY of Speed/Duplex
STRUCT of |Array

UINT Interfacé Speed [Semant|cs are
the samle as
the Forged
Interfacg
Speed ip the
Interfacg
Control
attributg: speed
in Mbit/$.

USINT Interface Duplex |0=half duplex

Mode 1=full dyplex
2 to 259 =
Reservgd
12 Conditional ¢ Get \Y HC Interface STRUCT of |High Capacity See 7.6{4.13
Countérs 32 octets Interface
Counters
HCInOctets ULINT The total number
of octets

received on the
interface. This
counter is a 64-
bit version of In
Octets.

HClInUcastPkts ULINT Unicast packets
received on the
interface. This
counter is a 64-
bit version of In
Ucast Packets

HCInMulticastPkts [ULINT Multicast packets
received on the
interface.

HCInBroadcastPkt |ULINT Broadcast

s packets received

on the interface.

HCOutOctets ULINT Octets sent on
the interface.
This counter is a
64-bit version of
Out Octets.

HCOutUcastPkts [ULINT Unicast packets
sent on the
interface. This
counter is a 64-
bit version of Out
Ucast Packets
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Attribute
ID

Need in
implementation

Access
rule

NV

Name

Data type

Description of
attribute

Semantics of
values

HCOutMulticastPkt
s

ULINT

Multicast packets
sent on the
interface.

HCOutBroadcastP
kts

ULINT

Broadcast
packets sent on
the interface.

13

Conditional 9

Get

HC Media
Counters

STRUCT of
24 octets

High Capacity
Media Counters

See 7.6.4.13

HCStatsAlignment
Errors

ULINT

Frames received
that are not an

integral number
of octets in
length and do
not pass the FCS
check. This
counter is a 64+~
bit version of
Alignment
Errorsy

HCStatsFCSErrors

ULINT

Frames received
that are an
integral number
of octets in
length but do not
pass the FCS
check. This
counter is a 64-
bit version of
FCS Errors.

HCStatsInterhalMa
cTransmitErrors

ULINT

Frames for which
transmission
fails due to an
internal MAC
sublayer transmit
error. This
counter is a 64-
bit version of
MAC Transmit
Errors.

HCStatsFrameToo
Longs

ULINT

Frames received
that exceed the
maximum
permitted frame
size. This
counter is a 64-
bit version of
Frame Too Long
Errors.

HCStatsSymbolErr

ULINT

Number of times

ors

there was an
invalid data
symbol on the
media when a
valid carrier was
present.

HCStatsInternalMa
cReceiveErrors

ULINT

Frames for which
reception on an
interface fails
due to an
internal MAC
sublayer receive
error. This
counter is a 64-
bit version of
MAC Receive
Errors.
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Attribute Need in Access NV Name Data type Description of | Semantics of
ID implementation| rule attribute values
14 Conditional © Get \Y Ethernet Errors UDINT Sum of certain See 7.6.4.14
error counts that
are part of
attributes 4, 5
and 13
15 Optional Get Vv Link Down UDINT Counts the See 7.6.4.15
Counter number of times
a Link Down
transition event
was detected on
this port
2  Thellnterface counters attribute is required if the HC Interface Counters attribute or Media Counterscattfibute is
implemented, otherwise highly recommended.
b Reqlired if the device supports DLR or if the HC Media Counters attribute is implemented, .otherwisp highly
recodmmended.
¢ Regqpired if number of instances is greater than 1.
4 Reqliired for interfaces that support 1Gbit/s speeds and higher, otherwise highly recommended.
¢ Optipnal, but recommended when the media and interface counters are impleménted, otherwise not permitted.
7.6.4.2 Interface speed

The inferface speed attribute shall indicate the speed atiwhich the interface is currently
D Mbit/s, 100 Mbit/s, 1 Gbit/s, or other speeds){ A value of 0 shall be used to indicate

(e.g. 1
that th

The sc
of the
availah
duplex

7.6.4.3

The in
interfa

b speed of the interface is indeterminate.

nterface speed attribute shall be 10Q) The interface speed is intended to repres
le link transmit time; the attribute.shall not be doubled if the interface is running
mode.

Interface flags

erface flags attribute-contains status and configuration information about the p
e as specified in Table 73.

Table 73 - Interface flags bits

unning

ale of the attribute is in Mbit/s, so if the'interface is running at 100 Mbit/s then th¢ value

ent the
in full-

hysical

Bit

Name Definition

Indicates whether or not the port is connected to an active netw
- 0 indicates an inactive link
- 1 indicates an active link

Link status

Thedetermimation of Mk status s mptementatiomr specific1ms
cases devices can tell whether the link is active via hardware/dr

the link is active by the presence of incoming packets

me
iver

support. In other cases, the device could only be able to tell whether

Half/Full duplex Indicates the duplex mode currently in use:

- 0 indicates the port is running half duplex

- 1 indicates full duplex

If the Link status flag is O, then the value of the Half/Full duplex

indeterminate.

flag is
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Bit Name Definition
2-4 Negotiation status Indicates the status of link auto-negotiation:

0 = Auto-negotiation in progress

for speed and duplex. Default values are product-dependent;
recommended defaults are 10 Mbit/s and half duplex

duplex
3 = Successfully negotiated speed and duplex
4 = Auto-negotiation not attempted. Forced speed and duplex

1 = Auto-negotiation and speed detection failed. Using default values

2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half

5 Manual setting requires reset|The Manual Setting Requires Reset bit is the same as the identically-
named bit in the Interface Capability attribute (#11). This bit shall be
atpheated-rboth-atiributesirordertoretainbackwards—eompaiibility
with previous object revisions.

6 Local hardware fault 0 indicates the interface detects no local hardware fault
1 indicates a local hardware fault is detected
The meaning of this is product-specific. Examples are an AUI/MII
interface detects no transceiver attached or a radie‘modem detefts no
antennae attached. In contrast to the soft, possible self-correcting
nature of the Link Status being inactive, thisnis-assumed a hard-fault
requiring user intervention

7-31 Reserved Reserved and shall be set to zero
7.6.4.4 Physical address
The plhysical address attribute contains the interfaee's MAC layer address. The physical
addresls is an array of octets. The recommended.display format is "XX-XX-XX-XX-XX-XX",
startin}?with the first octet. The physical address is'not a settable attribute: the Ethernet address
shall e assigned by the manufacturer, and“shall be unique per ISO/IEC/IEEE 8802-3

requirg

Device
techno
object.

used for packets to and from the device's own MAC interface over this physical port.

7.6.4.5 Interface counters

The in
interfa
conditi

ments.

s with multiple ports but a single"MAC interface (e.g., a device with a embedded
ogy) may use the same value-for this attribute in each instance of the Ethern

switch
et Link

The general requirement jis-that the value of this attribute shall be the MAC address

erface counters)attribute contains counters relevant to the receipt of packets
ce. These counters shall be as defined in IETF RFC 1213. The interface countsg

on the
rs is a

bnal attribute; it shall be implemented if the media counters attribute is implemented.

Multi-p

maintarn counter values in one of three ways.

ort, devices with a single MAC interface (e.g., device with an embedded switch

) shall

¢ In each instance, count the MAC frames sent/received by the device itself over the port
represented by that instance (i.e., each physical interface counts the MAC frames

sen

t/received over that interface). This is the preferred solution.

e Use counter values of 0 for those instances that correspond to the external switch ports;

count MAC frames in the instance that corresponds to the internal device interface.

e Use the same counter values for all instances, counting MAC frames sent/received by the
device itself.

7.6.4.6 Media counters

The media counters attribute contains counters specific to Ethernet media. These counters shall
be as defined by IETF RFC 1643. If this attribute is implemented the interface counters attribute
shall also be implemented. Instances that refer to internal interfaces may set the values of the
Interface Counters to 0.
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It is possible that some underlying hardware or system implementations do not provide all of
the Media Counters. In the case of fiber media, some of the counters do not apply (e.g., collision
counters). Devices shall use values of 0 for counters that are not implemented.

7.6.4.7 Interface control
7.6.4.7.1 Overview

The interface control attribute is a structure consisting of control bits and forced interface speed
and shall be as specified in 7.6.4.7.2 t0 7.6.4.7.3.

7.6.4.7.2 Control bits

The control bits attribute is specified in Table 74.

Table 74 — Control bits

Bit Name Definition

0 Auto-negotiate 0 indicates ISO/IEC/IEEE 8802-3 link auto-negotiation is disabled
1 indicates auto-negotiation is enabled

If auto-negotiation is disabled, then the.device shall use the settings
indicated by the forced duplex mode'and forced interface speed b|ts

1 Forced duplex mode If the Auto-negotiate bit is 0, the(forced duplex mode bit indicates
whether the interface shall opgrate in full or half duplex mode.

0 indicates the interface/uplex should be half duplex
1 indicates the interface duplex should be full duplex

Interfaces not suppaorting the requested duplex shall return a statys code
0x09 (Invalid Attribute Value). If auto-negotiation is enabled, attempting

to set the forced duplex mode bits shall result in status code 0x0Q
(Object State, Conflict)

2-15 Reserved Shall be.sét to zero

7.6.4.7.3 Forced interface.speed

If the @uto-negotiate bit is_0, the forced interface speed bits indicate the speed at whjch the
interfage shall operate. Speed is specified in Mbit/s (e.g. for 10 Mbit/s Ethernet, the inferface
speed shall be 10). Interfaces not supporting the requested speed should return an errgr code
0x09 (Invalid Attribute-Value).

For Gigabit Ethéernet speeds (1 Gbit/s and above), the standard auto negotiation procefure is
mandafory according to IEEE Std 802.3-2018. Setting the Auto-negotiate bit to 0 and Forced
Interfage ,Spéeed to 1 000 or above shall cause the interface to advertise only the specified
speed |agd” only the specified Forced Duplex Mode during link negotiation (according to
IEEE Std 802.3-20718).

Interfaces not supporting the requested speed shall return status code 0x09 (Invalid Attribute
Value).If auto-negotiation is enabled, attempting to set the Forced Interface Speed shall result
in status code 0x0C (Object State Conflict).

7.6.4.8 Interface type

The Interface Type attribute indicates the type of the physical interface. Table 75 specifies the
Interface Type values. This attribute shall be stored in non-volatile memory.
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Table 75 - Interface type

Value Type of interface
0 Unknown interface type
1 The interface is internal to the device, for example, in the case of an embedded switch
2 Twisted-pair (e.g., 10Base-T, 100Base-TX, 1000Base-T)
3 Optical fiber (e.g., 100Base-FX)
4-255 Reserved
7.6.4.9 Interface state

The Injerface State attribute indicates the current operational state of the interface. Tqble 76
specifies the Interface State values. This attribute shall be stored in volatile memofy.

Table 76 — Interface state

Value Interface state
0 Unknown interface state
1 The interface is enabled and is ready to send and receive data
2 The interface is disabled
3 The interface is testing
1-255 Reserved

7.6.4.10 Admin state

The Admin State attribute allows administrative setting of the interface state. Table 77 sgecifies
the Admin State values. This attribute-shall be stored in non-volatile memory.

Table 77 — Admin state

Vjalue Admin state
0 Reserved
1 Enable“the interface
2 Disable the interface.

31255 Reserved

Devices'whose only communications port Is a 1ype Z Ethernet port with a single Ethernet Link
instance shall return general status code 0x09 (Invalid Attribute Value) if a request to disable
its interface is received. Devices with multiple ports (any combination of multiple Ethernet Link
instances and/or other communications ports) shall return general status code 0x10 (Device
State Conflict) if performing a disable request for an interface would result in all of the device's
communication ports becoming disabled.

7.6.4.11 Interface label

The Interface Label attribute is a text string that describes the interface. The content of the
string is vendor specific. For internal interfaces the text string should include "internal”
somewhere in the string. The maximum number of characters in this string is 64. This attribute
shall be stored in non-volatile memory.
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7.6.4.12 Interface Capability

The Interface Capability attribute shall indicate the set of capabilities for the interface. The
attribute is a structure with two main elements: Capability Bits and Speed/Duplex Options.

Capability Bits contains an array of bits that indicate whether the interface supports capabilities
such as auto-negotiation and auto-MDIX. Table 78 specifies the capability bits.

Table 78 — Capability Bits

Bit(s): Called: Definition

0 Manual setting [ Thdicates whether or not the device requires a reset 1o apply changes madg to the
Requires Reset Interface Control attribute (#6).

0 = Indicates that the device automatically applies changes made te,the Interface
Control attribute (#6) and, therefore, does not require a reset in order for changes
to take effect. This is the value this bit shall have when the Interface Contr
attribute (#6) is not implemented.

1 = Indicates that the device does not automatically apply-¢hanges made tq the
Interface Control attribute (#6) and, therefore, will require-a reset in order fpr
changes to take effect.

—_

This bit shall also be replicated in the Interface Flags attribute (#2) in ordet
retain backwards compatibility with previous_abjéect revisions.

(o]

1 Auto-negotiate 0 = Indicates that the interface does not support link auto-negotiation

1 = Indicates that the interface supports link auto-negotiation

2 Auto-MDIX 0 = Indicates that the interface daes not support auto MDIX operation

1 = Indicates that the interface«supports auto MDIX operation

3 Manual 0 = Indicates that the interface does not support manual setting of speed/dyiplex.
Speed/Duplex The Interface Control attfibute (#6) shall not be supported.

1 = Indicates that thevinterface supports manual setting of speed/duplex vig the
Interface Control-attribute (#6)

4 — 31| |Reserved Shall be set te-0

can beg set via the Interface Control instance attribute (#6). One speed/duplex pair (e.g.
10 Mbift/s-half duplex, 1080-Mbit/s-full duplex) shall be returned for each combination sugported
by the jinterface.

The S{eed/Duplex Options element holds an array that indicates the speed/duplex pajrs that

7.6.4.13 High<Capacity (HC) Counters

The twjo HCcounter attributes (attributes 12 and 13) contain 64-bit versions of the equivalent
32-bit ¢ounters (attributes 4 and 5). The 64-bit counters have the same basic semantics as their
32-bit ¢ounterparts, extended to 64 bits.

The HC Interface Counters attribute contains 64-bit versions of the Interface Counters.
Counters in this attribute are in conformance with the Interfaces Group MIB defined by
IETF RFC 2863.

NOTE In the 32-bit Interface Counters, the counters for multicast and broadcast packets are combined as non-
unicast packets.

The HC Media Counters attribute contains 64-bit versions of the Media Counters. Counters in
this attribute are in conformance with the Ethernet-Like MIB defined by IETF RFC 3635.

For interfaces that have the capability to operate at 1 Gbit/s or faster, 64-bit counters shall be
implemented and report accurate values when the interface is operating at any of its supported
speeds. When 64-bit counters are in use, the 32-bit counters shall still be available and shall
report the low 32 bits of the associated 64-bit counter.
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4 Ethernet Errors

This attribute is the sum of the values from the following specific members of the Ethernet Link

object

instance attributes:

e Interface Counters, Attribute 4: In Discards, In Errors, Out Discards, Out Errors;

e Media Counters, Attribute 5: all members;

e HC

Media Counters, Attribute 13 (if supported): HCStatsSymbolErrors.

NOTE All other members in this attribute are counted by members in Media Counters, Attribute 5.

A Get_and Clear service to any of the underlying attributes listed above will result in the

Ethernget Errors attribute value decrementing accordingly. In order to clear the Ethernet
attribule the underlying attributes should be cleared via the Get_and_Clear $erv
alterndtively cleared as a function of the client application that reads the counters

7.6.4.1

The Li
event

events
mode.
especi
set for
of Link

7.6.5

One di
level.

implemented (see IEC 61158-6-2, 4.1.8.4,1.4).

NOTE

The fo

5 Link Down Counter

nk Down Counter attribute shall increment when a transition from\Link_Up to Link
s detected on this port. The device may also include trangitions caused by i
including Admin State changing to Disabled, Local Hardware Faults, or entering
Not all devices will have the ability to detect each and{every Link Down that
blly when they occur rapidly. This is affected by different\data rates, whether the
fixed speed/duplex or auto-negotiation, differences in PHY parts and whether reco|
Down in the device is interrupt driven or polled.

Diagnostic connection points

lagnostic connection point is defined for.the Ethernet Link object class at the in
This connection point is required if the Standard Network Diagnostic Assen

See IEC 61158-5-2, 6.1.6 for further information about Diagnostic Connection Points.

mat of the Ethernet Link diagnostic connection point is as specified in Table 79.

Table 79 — Ethernet Link connection point 1, Standard Network Diagnostics

Errors
ce, or

Down
nternal
esting
bCCurs,

link is
gnition

stance
nbly is

Attribyte ID Attribute name Bit Data type Attribute size Size of str

hcture

attribu

Par{ of Link Status 0 BOOL 1 bit

e2?® .
Half/Full Duplex 1 BOOL 1 bit

Negotiation Status 2-4 BOOL 3 bits
Permanently reserved, shall 5 BOOL 1 bit

be zero

Local Hardware Fault 6 BOOL 1 bit

N/A 25 bits pad, shall be zeros 25 bits

1

Interface Speed UDINT 4 octets

15 Link Down Counter UDINT 4 octets

14 Ethernet Errors UDINT 4 octets

16 octets

sha

Il be 7 bits.

@ The value returned in field Size of Member Data for the Get_Connection_Point_Member_List service response
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7.6.6 Common services
7.6.6.1 General

The Ethernet Link object shall support the common services as specified in Table 80.

Table 80 — Ethernet Link object common services

Need in implementation

Service code Service name Description of service
Class Instance

0x01 Optional Optional Get_Attributes_All Returns a predefined listing of this
obtects-atrbutes—{seethe
Get_Attributes_All response dé€figjtion in
7.6.6.2)

OxPE Conditional |Required Get_Attribute_Single? Returns the contents of the specifjed
attribute or connection'point

0x10 N/A Conditional Set_Attribute_Single Modifies a single.atfribute

ox{iD N/A Conditional®? |Get_Connection_Point_M |Used to get member paths of a

ember_List Connection/Roint structure

a8 Thig service shall support the use of a connection point in the service path whén Diagnostic Connection Point(s)
are [mplemented (see 7.6.5).

b Thig service is required if Diagnostic Connection Point(s) are implemented.

The Get_Attribute_Single service shall be implementéd for the class if any class attripute is
implemented.

The S¢t_Attribute_Single service shall be implemented if the interface control or admih state
attribules are implemented.

7.6.6.2 Get_Attributes_All response

At the ¢lass level, the Get_Attributes All response shall contain the class attributes in numerical
order, pp to the last implemented attribute. Any unimplemented attributes in the responge shall
use the default attribute values.

At the |instance level/the order of the attributes returned in the Get_Attributes All response
shall bp as specified\.in Table 81.
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Table 81 — Get_Attributes_All response format

— 167 -

Attribute ID Data type Attribute name Default value
(if not implemented)

1 UDINT Interface Speed
2 DWORD Interface Flags
3 ARRAY of 6 USINT Physical Address
4 STRUCT of 11 UDINT Interface Counters 0
5 STRUCT of 12 UDINT Media Counters 0
6 STRUCT of terface—Contrel a

WORD Control Bits 0

UINT Forced Interface Speed 0

USINT Interface Type 0

§ USINT Interface State 0
g USINT Admin State 0
1P SHORT_STRING Interface Label Zero-length sfring
il STRUCT of Interface Capability

DWORD Capability Bits

STRUCT of Speed/Duplex Options

USINT Speed/Duplex Array Count
ARRAY of: Speed/Duplex Array
STRUCT of Speed/Duplex Pair
UINT Interface Speed
USINT Interface Duplex Mode
1R STRUCT of 8 ULINT HC+Interface Counters 0
1B STRUCT of 6 ULINT HC Media Counters 0
¢ UDINT Ethernet Errors 0
1P UDINT Link Down Counter 0
a8 The¢ default value for this.attribute is an otherwise invalid combination (since Auto Negotiation is disabled in
Control Bits, but Forced\nterface Speed is zero) and can therefore be used to determine that the attripute is
not|supported.
Important: Theudefault value shall be inserted for all unsupported attributes that are inclyded in

the res1ponse.

The lengths of the Interface Label and Speed/Duplex Options are not known before issuing the
Get_Attributes_All service request. Implementers shall be prepared to accept a response
containing the maximum size of the Interface Label (65 USINT's) and an Interface Capability
attribute with at least 10 elements in its Speed/Duplex Array.

7.6.7 Class specific services

7.6.7.1

General

The Ethernet Link object shall support the class specific services as specified in Table 82.
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Table 82 — Ethernet Link object class specific services

Need in
Service i i . s .
code implementation | goryice name Description of service
Class Instance

0x4C N/A Conditional |Get_and_Clear|Gets then clears the specified attribute (Interface Counters,
Media Counters, HC Interface Counters or HC Media Counters)

The Get_and_Clear service is required if one or more of the attributes supported by this service

(see 7

.6.7.2) are implemented, and is not allowed otherwise.

7.6.7.2 Get_and_Clear service

The G
the sa

e as the Get_Attribute_Single response for the specified attribute. After the re

is built] the value of the attribute shall be set to zero.

Lt_and_Clear service is a class specific service. The Get_and_Clear response shall be

sponse

This s¢rvice shall be supported by the following attributes (if the attribute itself is supported):

Interfa

(#13),
attribu

When

#12) 4

When
attribu

7.6.8

es, but may be supported by vendor-specific attributes,

his service is directed at either of the Media Counters (#5) or HC Media Counter
es and both are supported, then both attributes shall be cleared by this service.

Behavior

ce Counters (#4), Media Counters (#5), HC Interface Counters'(#12), HC Media Cqunters
and Link Down Counter (#15). This service shall not be’supported by any other open

his service is directed at either of the Interface Colinters (#4) or HC Interface Cqunters
ttributes and both are supported, then both atfributes shall be cleared by this sfervice.

s (#13)

The bg¢havior of the TCP/IP Interface.object shall be as illustrated in the State Trgnsition
Diagram shown in Figure 24.
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(ne)

Power-Up / Reset

>l
> <

Obtaining configuration

Y
Read from FLASH
Interface Control (Attribute 6)
auto ? forced
Autonegotiation Set Interface
Update Attribute: Update Attribute:
Attribute TNierlace Speea) =0 Attribute nterface Speed) = Forced value
Attribute 2 (Interface Flags) : Attribute 2 (Interface Flags) :
link status =0 Duplex =Forced Value
Nego status = in progress Nego status = not attempted
| |
done done

Update Attribute:

Attribute 1 (Interface Speed) = result Update Attribute:

Attribute 2 (Interface Flags) : Attribute 2 (Interface Flags) :
link status = result link status = result
duplex = result
Nego status = result

A v y

Link Active

Attribute 2 (Interface Flags) : Link Status = 1 / Negotiation’Status = 1 to 4

Set Attribute 6 (I/F control) Link lost
(from any state)

Return error
Status code 0x0C
Object state conflict
Or
Status code 0x10
Device state conflict

Update Attribute :
Attribute 1 (Interface Speed) Speed = (]
Attribute 2 (Interface Flags) Link Statug= 0

Checking Attribute 6

Auto OR Forced Speed/Duplex values

Set Attribute 6
(write to NV)

Auto AND
Forced Speed or Duplex

Values not supported

Return success

Return error
Status code 0x09
Invalid attribute
Value

Y

Return error
Status code 0x0C
Object state conflict

A
P A P_|y Checking Altribute
Immgdiately 2/Bit5

Reset Required

A\
A\

IEC

Figure 24 — State transition diagram for Ethernet Link object

7.7 DeviceNet™4 object
7.71 Overview

The DeviceNet object shall provide a consistent Station Management interface to the Physical
and Data Link Layers. This object shall make diagnostic information from these layers available
to client applications. Each node shall support one DeviceNet object per link.

DeviceNet™ is a trade name of ODVA, Inc. This information is given for the convenience of users of this document
and does not constitute an endorsement by IEC of the trademark holder or any of its products. Compliance with
a related profile does not require use of the trade name. Use of the trade name requires permission of the trade
name holder.
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The revision history of the DeviceNet object is described in Table 83.

Table 83 — DeviceNet object revision history

Class revision

Description of changes

01

Initial Release

02

Release for IEC 61158 series

7.7.3

Class attributes

The DgviceNet object shall support the class attributes as specified in Table \84.

Table 84 — DeviceNet object class attributes

Attribyte Need in Access NV Name Data Description of Semantigs of
ID implementation rule type attribute value$
1 Required Get NV Revision |UINT reyision of this object |2 (revision 2
2to T |These class attributes are optional and are described inEC 61158-5-2.
7.7.4 Instance attributes

7.7.41 General

The DgviceNet object shall support the .instance attributes as specified in Table 85.

Table 85 — DeviceNet object instance attributes

Attribute Need in Access NV Name Data type Description of Semarﬁics of

ID implementation rule attribute values

1 Optional Get/Set NV MAC ID USINT node address see 7.[7.4.2

2 Optional Get/Set NV Bit Rate USINT bit rate see 7.[7.4.3

3 Optional Get/Set NV BOI BOOL bus-off see 7.[/.4.4

interrupt

4 Optional Get/Set \% Bus-Off USINT number of see 7.[.4.5
Counter times CAN

went to the

5 Conditional® Get \% Allocation STRUCT of see 7.7.4.6
Information 2 octets
Allocation SWORD see 7.7.4.6.2
choice
Controller's USINT MAC ID of see 7.7.4.6.3
MAC ID Controller

(from allocate)

6 Conditional? Get \% MAC ID BOOL The node 0=no
switch address change
changed switch(es) _

have changed | ! =change
since last since last
power— reset or
up/reset power—up
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Attribute Need in Access NV Name Data type Description of | Semantics of
ID implementation rule attribute values
7 Conditional® Get \% Bit rate BOOL The bit rate 0=no

switch switch(es) change
changed have changed _
since last 1= change
power— since last
up/reset reset or
power—up
8 Conditional® Get \% MAC ID USINT Actual value of | 0 to 99
switch value node address
switch(es)
9 Conditional® Get \% Bit rate USINT Actual value of | 0to 9
Switch value DIt rate
switch(es)
10 Optional Get/Set NV QuickConne BOOL Enable/Disabl 0= digable
ct e of (defad|t)
QuickConnect
feature 1= enable
11 Conditionald Safety SWORD[G] See
Network IEC 61784-3
Number -2
12 Optional Get \% Diagnostic STRUCT of{ |jList of See 7{7.4.7
counters 34 octets ISO 11898-1
diagnostic
counters
Diagnostic WORD Indicates
counters which
descriptor diagnostic
counters are
supported
Arbitration UINT See Rangqg =
losscount ISO 11898-1 0 to 6% 535
Default = 0
Overload UINT See
count ISO 11898-1
Bit error UINT See
count ISO 11898-1
Stuff error UINT See
count ISO 11898-1
Ack error UINT See
count ISO 11898-1
Form error UINT See
count ISO 11898-1
CRC error UINT See
count ISO 11898-1
RX TNessage UITN'I ISV 1T1T090-1
loss count subsystem
has detected a
lost receive
message
Warning UINT See
error count ISO 11898-1
Rx error UINT Receive error Range =
counter counter (see 0 to 256
ISO 11898-1)
Tx error UINT Transmit error | Range =
counter counter (see 0 to 256
ISO 11898-1)
UINT[5] Reserved Default = 0
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Attribute Need in Access NV Name Data type Description of | Semantics of
ID implementation rule attribute values
13 Conditional® Get \% Active Node BOOL[64] Identifies One bit for
Table which nodes each node

number. The

the local node number
network, is the index
based on into the bit
Node Address array.
0 = Inactive
1 = Active

a8 These attributes are required if the MAC ID switch can be set to a different value than the device is currently

on-

b Thd
on-

¢ Thi
4 Thi
¢ Thi

ine at.

se attributes are required if the bit rate switch can be set to a different value than the device,is’cy
ine at.

5 attribute is required if the Predefined Controller/Device Connection Set is supported .
B attribute is required for Type 2 safety devices. Non-safety devices shall not implemént this attribu

5 attribute is required if the device supports routing between two or more Type 2 ports.

rrently

te.

7.7.4.2

This aftribute contains the MAC ID of this device. The range ‘of values is 0 to 63 decima].

A devi
Error (
the sw
ID swit]
the de
reque

ID swi
switch
of the

it has

attribu

The M
remem

MAC ID

ce that uses a switch to set the MAC ID shall return an Error Response, with G
ode OxOE (Attribute not settable), in response to a Set_Attribute_Single reques
tch setting is 0 to 63 and the MAC ID switch'is enabled by other settings. When th
ch setting is greater than 63 (disabled) of'the MAC ID switch is disabled by other s

eneral
t when

MAC
ttings,
service

ice may support the setting of the MAC’ID attribute by the Set_Attribute_Single

ch has been overridden. A minorirecoverable fault shall be declared when the
is enabled and indicates a valid-MAC ID, but does not match the current on-line a
evice. During power up or reset, a device should go to the Communication Fault
MAC ID switch set to aniinvalid setting and does not support the setting of the N
e.

. The device shall provide visual indication (e.g. via physical switch, LED) that tRE

A\C ID attribute i§ ¢onsidered non-volatile in that once configured the attribute s
bered after a power cycle or device reset. The "out-of-box" configuration shall de

a MAG
that u

1) W
me)
ID

2)

ID value of.63. The following MAC ID determination scenario applies only to d
non-volatite memory to store the MAC ID of the device.

MAC
AC ID
dress

state if
IAC ID

hall be
fault to
evices

olatile

en the . MAC ID switch is valid and enabled, the switch value is loaded into non-
mory-when the device powers up or is reset, and prior to attempt to go on-line. Th

if in the "out-of-box" configuration, with a MAC ID value of 63.

3)

MAC

Devices shall attempt to go on-line with the MAC ID value stored in non-volatile memory or,

When a Set_Attribute_Single request with a valid MAC ID is received by a device with the

MAC |ID switch disabled, the non-volatile MAC ID shall be loaded with the new MAC ID.

4)

When a Set_Attribute_Single request with a valid MAC ID is received by a device with the

MAC ID switch enabled, the non-volatile MAC ID shall not change and an Error Response
with General Error Code OxOE (Attribute not settable) shall be returned.

The modification of the MAC ID requires a device to delete all Connection objects and
re-execute the Link Access State Machine defined in IEC 62026-3:2014, 5.4.

7.7.43

Bit Rate

The Bit Rate attribute indicates the selected bit rate. Values are specified in Table 86.
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Table 86 — Bit rate attribute values

Value Meaning
00 125 kbit/s
01 250 kbit/s
02 500 kbit/s

A device that uses a switch to set the bit rate shall return an Error Response, with General Error
Code OxOE (Attribute not settable), in response to a Set_Attribute_Single request when the bit

rate sy

itch is set to a valid value and not disabled hy aother pr’ringq When the bhit rate

is not s
device

request. The device shall provide visual indication (via physical switch, LED, et¢.) that

rate sw
switch
of the

levice. During power up or reset, a device should go to the Communication Fault

et to a valid value (disabled) and/or the bit rate switch is disabled by other settin
may support the setting of the Bit Rate attribute by the Set_ Attribute_Single

itch has been overridden. A minor recoverable fault shall be declared when the
is enabled and indicates a valid bit rate, but does not match the current on-line

switch
gs, the
service
the bit
Dit rate
hit rate
state if

it has & bit rate switch set to an invalid setting and does not support thé.setting of the Bfit Rate

attribu

The Bi
remem
such t
scenar

1) Wh
me

2) De
if in
3) Wh
bit
4) Wh
bit
wit

The m

(such as cycle of power or a reset switch) or reset by sending the Reset Service to the |

object.

7.7.4.4 BO' (Bus—off interrupt)

hat the device is able to go online at 125 kbit/s. A he following bit rate determ

en the bit rate switch is valid and enabled, the switch value is loaded into non-
mory when the device powers up or is reset{;and prior to attempting to go online.
rat¢ switch value is not loaded into non-volatile memory at any other time.

e.

Rate attribute is considered non-volatile in that once coafigured, the attribute s
bered after a power cycle or device reset. The "out-of:box" configuration shall

o applies only to devices that use non-volatile memory to store the bit rate of the

ices shall attempt to go on-line with the bit rate value stored in non-volatile mem
the "out-of-box" configuration, able;to go online at 125 kbit/s.

en a Set_Attribute_Single request with a valid bit rate is received by a device W

rate switch disabled, the non-velatile Bit Rate shall be loaded with the new bit rate.

en a Set_Attribute_Singlewrequest with a valid bit rate is received by a device W
rate switch enabled, the-non-volatile Bit Rate shall not change, and an Error Re
n General Error Code OxOE (Attribute not settable) shall be returned.

pdification of theBit Rate will not take effect until the device is either physicall

During this time the Bit Rate attribute value will not match the actual network bit

The B

hall be
default
ination
levice.

olatile
The bit

ory or,
ith the

ith the
sponse

y reset
identity
rate.

DNattribute consists of one bit that defines how a CAN device processes the |

us—off

interrupt. The BOI attribute is bit position 0 within an octet for the Get_Attribute_Single/
Set_Attribute_Single services. The rest of the bits in the octet shall be zeros.

Table 87 — BOI attribute values

Value Meaning
00 Hold the CAN chip in its bus-off (reset) state upon
detection of a bus-off indication
01 If possible, fully reset the CAN chip and continue
communicating upon detection of a bus-off
indication

When the BOI attribute is FALSE (set to zero) and an ISO 11898-1 CAN chip bus-off event is
detected, the following steps are taken:
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e the CAN chip is held in its reset/bus-off state;
o the device enters the Communication Fault state (see IEC 62026-3:2014, 5.4).

When the BOI attribute is TRUE (set to one) and a CAN chip bus-off event is detected, it could
be possible to return the CAN chip to its normal operating mode and continue communicating
based on the Link Access State Machine presented in IEC 62026-3:2014, 5.4.

If the BOI attribute is set to one the device shall insure that it does not perpetually reset and
continue to produce corrupted packets on the bus. Failing to do so will allow the device to
disrupt all communications on the bus.

Conneftions are not necessarily afiecied when a bus-oif event is detecied and the dgvice is
able to|continue communicating. Previously established connections can remain existingpr they
can bg deleted (soft reset). Either way, the Duplicate MAC ID detection algorithm” shall be
performed again per the Link Access State Machine.

As indicated in Table 85, support of the BOI attribute is optional. If it is notstipported, a|device
shall implement the behavior indicated by attribute value zero (0) in Table)87.

7.7.4.5 Bus-off counter

The Bys—off Counter counts the number of times the CAN chip.went to the bus—off state (counts
numbefr of bus—off interrupts). The counter has values of Q t6.255 decimal.

The Bys—off Counter is initialized to zero at power—up.or device initialization.

The Bys—off Counter stops counting when it reaches maximum count. The counter does pot roll
over. Tlhe Counter stays at maximum count untitba Set_Attribute_Single is performed.

The DeviceNet object resets the Bus<off Counter to zero (0) whenever it recejves a
Set_Attribute_Single request specifying the Bus-Off Counter attribute. The Set_Attribute [Single
data is| not used and can be any valte. The transmission of a Set_Attribute_Single reqlest to
the Bug—off Counter is all that is required to reset the counter.

7.7.4. Allocation information
7.7.4.6.1 Overview

The Allocation Information attribute is pertinent to the Predefined Controller/Device Connpection
Set. It supportis required if the Predefined Controller/Device Connection Set is supported. It
indicates whether or not the Predefined Controller/Device Connection Set defiped in
IEC 62026¢3:2014, 5.5 has been allocated. If it has been allocated, then this attribute ingdlicates
the deyice’that has performed the allocation and the Connection(s) that are currently allgcated.

NOTE The Predefined Controller/Device Connection Set is called Predefined Master/Slave Connection Set in
IEC 62026-3:2014.

This attribute is modified when a successful response associated with an
Allocate_Controller/Device_Connection_Set service (defined later in 7.7.6) is generated.

7.7.4.6.2 Allocation choice
The Allocation choice indicates which of the Predefined Controller/Device Connections are

active (in the Configuring, or Established state). Its format is specified in IEC 62026-3:2014,
5.5.

The Allocation choice is initialized to 00 at device power—up or reset.
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7.7.4.6.3 Controller's MAC ID

The Controller's MAC ID contains the MAC ID of the device that has allocated the Predefined
Controller/Device Connection Set via the Allocate_Controller/Device_Connection_Set service.
This contains the Allocator's MAC ID field copied from the
Allocate_Controller/Device_Connection_Set request.

The range of values is 0 to 63 and 255 decimal. A value in the range 0 to 63 indicates that the
Predefined Controller/Device Connection Set is currently allocated and denotes the MAC ID of
the device that performed the allocation. The value 255 means the Predefined Controller/Device
Connection set has not been allocated.

The Controller's MAC ID attribute is initialized to 255 (OxFF) at device power—up/reset.

7.7.4.7 Diagnostic counters

This aftribute reports the counts of various types of network errors. The firstfield, diagnostic
counters descriptor, identifies which counters are supported by the device.(Each bit indi¢ates if
a designated counter is supported. If set, the counter is supported. Table 88 specifies the
diagnoptic counter bit assignment.
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Table 88 — Diagnostic counters bit description

The re
advangd
(fields
ISO 11

Bit Counter Clearable
0 Arbitration loss Yes
1 Overload error Yes
2 Bit error Yes
3 Stuff error Yes
4 Ack error Yes
5 Form error Yes
I CRC orror Yoo
7 Rx message loss Yes
8 Warning error Yes
9 Rx error No
10 Tx error No
11 -15 Reserved (shall be 0) N/A

maining fields provide counter values for each supporteéd counter. The countgrs are
ed by one fore each occurrence of the error, except for the Rx and Tx error cqunters
10 and 11) which are incremented and decremented-by the CAN peripheral based on
898-1, and do not roll over.

All counters are cleared to zero when the device enters the Sending Duplicate MAC ID|Check

Reque

7.7.4.8

The Ad
on nog
positio
Addres
(FALS

The bif

Active Node Table

5t Message (see the Link Access State Transition Diagram in IEC 62026-3:2014,15.4).

tive Node Table attribute reports-the activity state of each node on the network,|based
e numbers. Each bit in the array represents a node on the local network, with [the bit
n matching the node address represented (i.e. Bit 0 = Node Address 0, Bit 1 § Node
s 1). When the bit is set (TRUE) the node is active on the link. When the bit is ¢leared
F) the node is inactive on’the link.

is set (node is,indicated as active) when the node represented by the bit is in either the
, Sending Duplicate MAC ID Check Request Message, or Waiting for Duplicate MAC 1D

Check|Message state. The setting of the bit shall occur within 1 s of a previously inactive node

transitijoning tothe On-Line state.

The bi

itting onthelink. Also, the device containing the Active Node Table shall set all bits when

is\Cleared (node is indicated as inactive) when the node represented by the Rit is in

either the Non-Existent or Communication Fault state. The clearing of the bit shall occur within
20 s of the previously active node leaving the link (or, if the node is not present on the network,
within 20 s after the device containing the Active Node Table transitions to the On-Line state).
Also, the device containing the Active Node Table shall clear all bits when transitioning out of

the On

-Line state.

A router shall not attempt to route an unconnected message request to a node on the local
network when the Active Node Table bit for that node indicates inactive (bit is cleared). Instead,
the router shall immediately return a General Error status of 0x01 and an Extended Error status
of 0x0204.
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7.7.5 Common services
7.7.51 General

The DeviceNet object shall support the common services as specified in Table 89.

Table 89 — DeviceNet object common services

Need in implementation

Service . L. .
de Service name Description of service
co Class Instance
0x05 N/A Conditional® |Reset Used to reset this instance of the DeviceNet

b 4
\S4~)aavan

0xO0H Required [Conditional® [Get_Attribute_Single Returns the contents of the specified attripute

0x10 N/A Conditional® |Set_Attribute_Single Modifies a single attribute

a8 Thig service is required when this DeviceNet object instance is addressable through someé\other Type 2 access
medhanism other than the subnet interface controlled by this DeviceNet object instance,

b The|Get_Attribute_Single service is Required if any Instance attributes are impleménted.

¢ The|Set_Attribute_Single service is Required if any implemented Instance attribates are settable.

7.7.5.2 Reset
When the DeviceNet object receives a Reset request, it

e determines if it can provide the type of reset requested;
e responds to the request;
e performs the type of reset requested.

The Rg¢set common service has the object—specific parameter specified in Table 90.

Table 90 — Reset service parameter

Nanje Type Description of request parameters Semantics of valuep

Type USINT Type of reset See Table 91

The pgrameter Type for the Reset common service has the enumeration specifications [shown
in Table 91.

Table 91 — Reset service parameter values

Value Type of reset

0 Emulate as closely as possible cycling power on the network link that the DeviceNet object
instance represents. This value is the default if this parameter is omitted

1 Return as closely as possible to the out-of-box configuration, then emulate cycling power on the
network link as closely as possible

2 Excepting the MAC ID and bit rate, return as closely as possible to the out-of-box configuration,
then emulate cycling power on the network link as closely as possible. The MAC ID and bit rate is

not changed by this reset

3-99 Reserved

100 — 199 | Vendor specific reset behavior

200 — 255 Reserved
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Class specific services

General

The DeviceNet object shall support the class specific services as specified in Table 92.

Table 92 — DeviceNet object class specific services

Allo
b This

Cate_Controller/Device_Connection_Set service is implemented in the dévice.

. Need in
Ss(r)\(l;ece implementation Service name Description of service
Class Instance
0x4B INAA Optienat AHoeate—CentrotterBev-rRegueststhe-use-of-the-Rredefired
ice_Connection_Set Controller/Device Connection Set
0x4dQ N/A Conditional® |Release_Controller/Dev |Indicates that the specified connectiohsywithjn the
ice_Connection_Set Predefined Controller/Device Connection Se} are no
longer desired. These connections shall be
released (deleted)
0x40 N/A Conditional® [Clear_Diagnostics Clears the diagnostic countéers that are repofted in
attribute 12
2 The|Release_Controller/Device_Connection_Set service is required if the

service shall be supported if any clearable counters are implemented,in the Diagnostic counters aftribute.

7.7.6.2

These
Conne

NOTE

Release|
Set, Al
IEC 620

A devi
referre
Contro
descriy
commy

A devi
Contro

Ction Set and are further specified in IEC 62026-3:2014, 5.5.

The Predefined Controller/Device Connection Set, Allocate_Controller/Device_Connection_Set ser
| Controller/Device_Connection_Set service are called respectively Predefined Master/Slave Co

P6-3:2014.

te that behaves as the client across the Predefined Controller/Device Connection
d to as a Controller.-A device that behaves as the server across the Preg

Allocate_Controller/Device_Connection{Set,
Release_Controller/Device_Connection. Set

services are used to allocate and deallocate the Predefined Controller/Pevice

ocate_Master/Slave_Connection_Set -service and Release Master/Slave_Connection_Set se

ler/Device Conngction Set is referred to as a Device. Within the bounds of the
tions to follow; '@ Controller and/or Device is viewed as a functional unit w
nicating devige:

ce that(wants to function as another's Controller shall first allocate the Prec
ler/Déyvice Connection Set within the Device. Only one Controller can ha

ice and
hnection
vice in

Set is
efined
service
ithin a

efined
ve the

Predefjned‘Controller/Device Connection Set allocated at any given time. The entire Connection
Set is allocated and the Controller uses a select subset of the connections from the set ]i.e. Bit
Strobe only, or Poll only). When a Controller wants to "give—up" its Device it releases all
connections, causing the Device to "deallocate" the Predefined Controller/Device Connection

Set.

7.7.6.3

Clear_Diagnostics

This service clears (to zero) the clearable counters within attribute 12 (diagnostic counters).

The co

unters that are clearable are indicated in Table 88.
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7.8 Connection Configuration object (CCO)
7.8.1 Overview

This object defines an interface used to create, configure and control connections in a device.
This specification does not define or constrain the operation of the device's connection
management state machine.

The Port object shall be supported if the Connection Configuration object is supported and the
device supports more than one Type 2 Port or the device supports a single Type 2 Port and the
Port Number is not 2. The Port object is required because a client of the Connection
Configuration object needs to be able to learn the Port Numbers of all the ports that can route
the clags O7T Forward Open Services.

7.8.2 Revision history

The reyision history of the Connection Configuration object is described in Table 93.

Table 93 — Connection Configuration object revisionthistory

Class revision Description of changes
01 Initial definition
02 Intermediate definition
03 Release for IEC 61158

7.8.3 Class attributes
7.8.3.1 General

The Cgnnection Configuration object shall support the class attributes as specified in Taple 94.

Table 94 — Connection Configuration object class attributes

Attri- Need in Access "NV Name Data type Description of Semantics of
bute ID |implementation| rule attribute values
1 Required Get NV |Revision UINT Revision of this object [Third revisjon,
value = 3 (kee
7.8.2)
2 Required Get NV [Max instance UDINT Maximum instance Value determined
number by node sdecifics
3 Required Get NV [Num instance [UDINT Number of connections

currently instantiated

4 This class attribute is optional and is described in IEC 61158-5-2.

5 Conditional® Get NV [Optional STRUCT (List of optional services |A list of service
service list of variable |utilized in an object codes specifying
size class implementation the optional
services

implemented in
the device for this

class
Number UINT Number of services in  |The number of
services the optional service list |[service codes in
the list
Optional ARRAY of |List of optional service |The optional
services UINT codes service codes
6 These class attributes are optional and are described in IEC 61158-5-2.
7

8 Required | Get | NV |Format number |[UDINT See 7.8.3.2
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Attri- Need in Access| NV Name Data type Description of Semantics of
bute ID |implementation| rule attribute values
9 Required Get/Set| NV [Edit signature [UDINT See 7.8.3.3
10 — 32 Reserved
33 Optional Get/ NV [Scanner Mode [(BOOL The originator to target |0 = idle mode
Seta P packets for connections
= run mode

originated by this
device shall reflect the
state of this attribute

34 Optional Get V |Scanner WORD Bit 0, set to Scanner Bits 0 — 10
capabilities® Mode (attribute 33) B
supported 9 =0, No
=1, Yes

Bit 1, set to Scanner
Mode (attribute 33)
currently supported

Bit 2, Instances may
currently be created in
Run mode

Bit 3, Instances \may
currently be-changed in
Run mode

Bit 4,dnstances may
currently be deleted in
Run‘mode

Bit 5, Instance may
currently be created in
Idle mode

Bit 6, Instances may
currently be changed in
Idle mode

Bit 7, Instances may
currently be deleted in
Idle mode

Bit 8,
Open_Connection/Clos
e_Connection services
supported

Bit 9, Stop_Connection
service supported

Bit 10, Get_Member
service to read image
tables supported

Bits 11-15 — reserved
and shall be zero

a8 Asdttg attribute 33 shall return a device state conflict (0x10) error if changing the Scanner Mode is not p¢rmitted
whep the set attribute command is received.

The value of attribute 33 can be different than the value last set to attribute 33 if another mechanism (like a key
switch) changed the scanner's mode.

¢ If the device in which this object is implemented has some sort of mechanism for changing connections, the
state of these bits shall be changed to reflect the present state of the device.

Bit 0 indicates if the Scanner Mode attribute has the ability to ever be set using a set attribute service.

¢ Required if object supports any optional services. Optional if object does not support any optional services.

7.8.3.2 Format number

This number determines the format of instance attribute 9. This format value shall be specified
in the format_number field of each instance attribute 9. Meaning of the format values is specified
in Table 95.
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Table 95 — Format number values

Value Meaning
0 Single O->T/T->0 tables, 16-bit words, 0-based offsets
1 Multiple O->T/T->0 tables, 16-bit words, 0-based offsets
2-99 Reserved
100 - 199 Vendor Specific
200 - ... All other values are reserved

7.8.3.3

Created and used by configuration software to detect modification to the instance a
This value is initially 0.

values

Unless
CRC

each

Edit signature

performed

specified otherwise in the network communication profile, this value is set to 4
time a change complete operation is
x32+x2P+x23+x22+x16+x12+x 11 +x10+x8+x7+x5+x4+x2+x1+x0), the CRE ‘seed value shal

tribute

32 bit

(the polynomial is

be 0.

The CRC is calculated on the Set Attributes All data stream for €ach connection instance

(lowest to highest) plus class attribute 1, class attribute 2, class attribute 3 and class aftribute
8.
7.8.4 Instance attributes
7.8.4.1 General
The Cpnnection Configuration object shall support the instance attributes as specified in
Table 96.
Table 96 — Connection Configuration object instance attributes
Attri- Need in Access| NV Name Data type | Description | Semantics of|values
bute ID | implementation | rule of attribute
1 Required Get V |Connection status STRUCT |Connection See 7.8.4.2.
f 4 octets |status.
o & octets|status NOTE For accpss to
Only two complete connection
octets of status, it is
extended recommended|that
status are attribute 23 (Fpll
included for |Connection Status) be
error codes implemented ds well.
Gen_status USINT General The General Status
status value returned|in the
EFarward Qpen/
Large_Forward_Open
response
Reserved USINT Reserved Shall be zero
Ext_status UINT Extended If no extended status
status is returned, the
Ext_status shall be
zero
2 Required Get/Set| NV [Connection flags WORD Connection See 7.8.4.3
flags
3 Required Get/Set| NV [Target device ID STRUCT See 7.8.4.4
of 8 octets
Vendor_id UINT Vendor ID
Product_type UINT Device type
Product_code UINT Product code
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Attri- Need in Access| NV Name Data type | Description | Semantics of values
bute ID | implementation | rule of attribute
Major_rev USINT Major revision
Minor_rev USINT Minor revision
4 Conditional Get/Set| NV |CS data index UDINT See 7.8.4.5
number
5 Required Get/Set| NV |Net connection STRUCT See 7.8.4.6
parameters of 14
octets
Conn_timeout USINT Connection
Timeout
VrOTtpter
Xport_class_and_trig |[SWORD |Transport
Class and
Trigger
Rpi_OT UDINT Originator to
Target
Requested
Packet
Interval
Net_OT UINT Originator to
Jarget
network
connection
parameters
Rpi_TO UDINT Target to
Originator
Requested
Packet
Interval
Net_TO UINT Target to
Originator
network
connection
parameters
6 Required Get/Set | NV |Connection path STRUCT See 7.8.4.7
of variable
size
Open_path_size USINT Open
connection
path size
Reserved USINT Reserved
Open_connection_ Padded Connection
path EPATH path
7 Required Get NV |Proxy Config data STRUCT See 7.8.4.8
of variable
Size
Config_data_size UINT Length of
config_data in
octets
Config_data ARRAY of |Proxy Config
octets data
8 Required Get/Set| NV |Connection Name STRING2 |User- See 7.8.4.9
assigned
connection
name
encoded in
UNICODE
9 Required Get/Set| NV |I/O mapping STRUCT See 7.8.4.10
of variable

size
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Attri- Need in Access| NV Name Data type | Description | Semantics of values
bute ID | implementation | rule of attribute
format_number UINT This number |The format value shall
determines match the value of
the format of |[class attribute 8
this attribute
mapping_data_ UINT Size, in
size octets, of the
mapping_data
field that
follows
mapping_data ARRAY of [I/O mapping
actets information
associated
with this
instance
10 Required Get/Set| NV |Target Config data STRUCT See7,8.4.11
of variable
size
Config_data_size UINT Length of
config_data in
octets
Config_data ARRAY of [Target Config
octets data
11 Required Get/Set| NV |Proxy device ID STRUCL See 7.8.4.12
of 8\gctets
Vendor_id UINT Vendor ID
Product_type UINT Device type
Product_code UINT Product code
Major_rev USINT Major revision
Minor.fev USINT Minor revision
12 Conditional® Get/Set| NV [Connection disable |BOOL Indicates if 0 — This instarjce of
this instance |the Connectio
of the Configuration pbject
Connection is enabled.
Configuration
objectgis 1 — This inst_ar ce of
disabled the Qonneptlo _
Configuration pbject
is disabled.
When an Oper
service is recefived
this value shal] be set
to 0. When a Glose or
Stop service i
received this Value
shall be set to|1.
The default value of
this parameter is 0
13 ConditionalP Safety Parameters See IEC 61784-3-2
14 Conditional® Safety Connection
Parameter CRC
15 Conditional® Safety Configuration
Instance
16 Conditional® Safety ID Allocation
17 Conditional® Safety Target

Connection Serial
Number
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Attri-
bute ID

Need in
implementation

Access
rule

NV

Name

Description
of attribute

Data type

Semantics of values

18

Optional

Get/Set

Net Connection
Parameters Attribute
Selection

Selects
between
attribute 5
and attribute
19

USINT

See 7.8.4.13

19

Conditional®

Get/Set

Large Net Connection
Parameters

STRUCT
of 18
octets

See 7.8.4.14

Conn_timeout

USINT Connection
Timeout

Multiplier

Xport_class_and_trig
ger

SWORD |Transport
Class and

Trigger

Rpi_OT

UDINT Originator to
Target
Requested
Packet

Interval

Net_OT

UDINT Originator to
Target large
network
connection

parameters

Rpi_TO

UDRINT Target to
Originator
Requested
Packet

Interval

Net_TO

UDINT Target to

Originator

connection
parameters

large network

20

Conditional®

Format Type

21

Conditional®

Format Status

22

Conditional®

Max Fault Number

See IEC 61784-3-2

23

Optional

Get

Full Connection
Status

This attribute
is the full
connection
status
(handles
extended
status longer
than a single
WORD)

STRUCT
of variable
size

Gen_status

USINT General

status

General Status value
returned in the
Forward_Open/
Large_Forward_Open
response

Size of Ext_status

USINT Number of
WORD in
Ext_status

array

Ext_status

Extended
statusd

ARRAY of
WORD

Empty, or Extended
Status value returned
in the Forward_Open/
Large_Forward_Open
response
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Attri- Need in Access| NV Name Data type | Description | Semantics of values
bute ID | implementation | rule of attribute
24 Optional Get/Set| NV |Request Priority and [STRUCT |See IEC 61158-6-2, 4.1.6.6.
Timeout of ) .
Default timeout value is vendor
Priority/Time_tick® |SWORD |specific, 5 s (0x05, 156)
recommended.
Time-out_ticks © USINT

IEC 61784-3-2

a8 Attribute 12 shall be supported if conditional services Open_Connection (0x4C) and Close_Connection (0x4D)
are supported. Attribute 12 shall not be supported if conditional services Open_Connection (0x4C) and
Close_Connection (0x4D) are not supported.

These attributes are not allowed if the device is not a safety device. If the device is a safety device, see

¢ Conflitional attribute 19 is required if attribute 18 is supported, otherwise conditional attribute 19 isrnot

€ This|attribute is not included in the Get_Attributes_All response or Set_Attributes_All request.

hllowed.

If size_of Ext_status is non-zero, then the first WORD of Ext_status shall be the same value as)the Ex}_status
elenjent in the Connection Status structure of attribute 1.

7.8.4.2

Connection status

The vallues for the originator connection status are defined in Table 97.

Table 97 — Originator connection{status values

Gengral status

Extended status

Error description

0x00 N/A Connection‘issopen
0x01 0x0000 or greater See Connection Manager service request error codes,
IEC 61158-6-2
0x(J2 — 0x26 0x0000 or greater 8ee General Status codes, IEC 61158-6-2
0xDO 0x0001 Connection is closed or stopped (via the Close or Stop sefvices)
0x0002 Connection open is pending
0x0003 Connection close is pending

The vdlues of the target.connection status are defined in Table 98.

Table 98 — Target connection status values

Gengral status Extended status Error description
0x00 0x0000 Connection is open
0x01 0x0001 or greater The number of connection to this target
0xDO0 0X0001 Connection is closed or stopped (via the Close or Stop services)
7.8.4.3 Connection flags

The bit patterns for the connection flags are defined Table 99.
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Table 99 — Connection flags

Bit Meaning
0 Connection
0 = Originator
1 = Target
1-3 O->T Real time transfer format

000 — 32-bit header format includes run/idle information
001 — Zero length data format indicates idle

010 — Modeless format — no run/idle notification

011 — Heartbeat format — no run/idle notification
100 — Reserved
101 — Safety format (see IEC 61784-3-2)

100 thru 111 — reserved for future use

4-6 T->0O Real time transfer format

000 — 32-bit header format includes run/idle information
001 — Zero length data format indicates idle

010 — Modeless format — no run/idle notification

011 — Heartbeat format — no run/idle notification

100 — Reserved

101 — Safety format (see IEC 61784-3-2)

100 thru 111 — reserved for future use

7-15 Reserved

7.8.4.4 Target device ID

This aftribute is the identity of the-target device for this connection instance. This identity
information is not used for verifying (keying) the online target device, it is used by a
configyration tool to locate the correct electronic data sheet for the connection configlration
descriljed in this CCO instance. For Target instances this attribute shall be the identity of the
device|containing this CEO©"object.

7.8.4.5 CS data'index number

Unless| specified otherwise in the network communication profile, this attribute shall [not be
implemented:

varore

connection_index value returned from the Scheduling object read service (see 7.4.4 for a the
definition of the Scheduling object services). This attribute is ignored for target instances.

The S Nata Indavw Numhaoar ic a9 valiia caot hy tha caonfinuratinn caftwara Thic |S the
ata— e ex—rviH o e—o—a SEt+—By—te—coRHgHHaHOR—S o tWaHe—+HE

7.8.4.6 Net connection parameters
7.8.4.6.1 conn_timeout

The conn_timeout is the value used for the connection timeout multiplier field defined in
IEC 61158-6-2 (Forward_Open request). conn_timeout is ignored for target instances.

7.8.4.6.2 xport_class_and_trig

The xport_class_and_trig is the value used for the Transport Type/Trigger field defined in
IEC 61158-6-2 (Forward_Open request).
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The xport_class_and_trig field shall be ignored for target instances.The device containing this
CCO object shall determine if the similar Transport Type/Trigger parameter of the
Forward_Open request is supported as specified in IEC 61158-6-2, 4.1.6.14.

7.8.4.6.3 rpi_OT

The rpi_OT is the value used for the O_to_T RPI field defined in IEC 61158-6-2 (Forward_Open
request). rpi_OT is ignored for target instances.

7.8.4.6.4  net_OT

The net OT is the value used for the O to T Network Connection Parameters field in
IEC 61[158-6-2 (Forward_Open request).

The ngt_OT field shall be ignored for target instances, with the exception of the,conpection
size. The device containing this CCO object shall determine if the similar |O->T Network
Conneftion Parameters parameter of the Forward _Open request is supported as specjfied in
IEC 61/158-6-2, 4.1.6.1.

7.8.4.65  rpi_TO

The rp|_TO is the value used for the T_to_O RPI field defined inIEC 61158-6-2 (Forward Open
requestt). rpi_TO is ignored for target instances.

7.8.4.66 net_TO

The net_TO is the value used for the T_to_O_«Network Connection Parameters field in
IEC 61[158-6-2 (Forward_Open request).

The ngt_TO field shall be ignored for target instances, with the exception of the confection
size. The device containing this CCO:.ébject shall determine if the similar T->O Network
Connegtion Parameters parameter of the Forward_Open request is supported as specjfied in
IEC 61158-6-2, 4.1.6.1.

7.8.4.7 Connection path
7.8.4.7.1 open_path«size

The open_path_size lis)the value used for the Connection_Path_Size field in IEC 61158-6-2
(Forwgrd_Open/Large’ Forward_Open requests). For target instances the open_path_[size is
used for matching the Connection_Path_Size received in a
Forwand_Open/lLarge_Forward_Open request.

7.8.4.7.2 open connection path

The open_connection_path is the value used for the Connection_Path field in IEC 61158-6-2
(Forward_Open/Large_Forward_Open requests). For target instances the
open_connection_path is used for matching the Connection_Path parameter received in a
Forward_Open/Large_Forward_Open request.

7.8.4.8 Proxy Config data

This does not apply to target instances. The data specified in attributes 7 and 10 are
concatenated (in that order) into a single data segment, then appended to the connection path
in attribute 6 to form the complete path sent in the Forward_Open service of the Connection
Manager object.

The configuration data may be split between attributes 7 and 10. When a connection is a non-
proxied connection the convention that shall be followed is that all configuration data is placed
in attribute 10 (Target Config). When a connection is a proxied connection the convention that
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shall be followed is that any configuration data intended for the proxying device is placed in
attribute 7 (Proxy Config) and any configuration data intended for the proxied device is placed
in attribute 10 (Target Config). Proxy Configdata is ignored for target instances.

7.8.4.9 Connection name

This Connection Name field allows a user to name each connection instance. The connection
name has no meaning to the Connection Configuration object.

The Connection Name shall not exceed 255 characters in length. See IEC 61158-5-2, 5.3.3.4
and IEC 61158-6-2 for details on the encoding for the STRING2 data type.

7.8.4.10 1/O mapping
The I/® mapping attribute contains 1/O mapping data. The I/O mapping data specifies|image

table Ipcations where target to originator data is placed and where originator to target data is
obtaingd.

Table 100 describes the structure of the mapping_data field of the KO“mapping attribute for
each of the format numbers.

Table 100 — I/O mapping formats

Fornjat Mapping_data_size Name Data type Description
Number (in octets)
Single 1/0 tables STRUET of 4|16 bit words, 0 based 16 bit word gffsets
octets
0 4 0->T offset UINT  |Offset into O->T image table
T->0 offset UINT Offset into T->0 image table
Multiple I/O tables |[STRUCT of 8|Table selection, 16 bit words, 0 based 16
octets bit word offsets
O->T table UINT O->T image table selection
L 8 0:>Foffset UINT  |Offset into O->T image table
T=>0 table UINT T->0 image table selection
T->0O offset UINT Offset into T->0 image table

7.8.4.11 Target.Config data

This npte dees not apply to target instances. The data specified in attributes 7 and |10 are
concatenated (in that order) into a single data segment, then appended to the connectign path
in attripute’6 to form the complete path sent in the Forward_Open service of the Connection
Manager object. All the configuration data may be placed in aftribuie 7 or all the configuration
data may be placed in attribute 10 or the configuration data may be split between attributes 7
and 10. When a connection is a proxied connection the convention that shall be followed is that
any configuration data intended for the proxying device is placed in attribute 7 and any
configuration data intended for the proxied device is placed in attribute 10. Target Config data
is ignored for target instances.

7.8.4.12 Proxy Device ID

This attribute is the identity of the device proxying for the target device for this connection
instance. This identity information is not used for verifying (keying) the online target device, it
is used by a configuration tool to locate the correct electronic data sheet for the connection
configuration described in this CCO instance. For Target instances and Connections that are
not proxied this attribute shall be ignored.
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7.8.4.13 Net Connection Parameters Attribute Selection

The Net Connection Parameters Attribute Selection attribute selects between the use of
instance attribute 5 (Net Connection Parameters) and attribute 19 (Large Net Connection
Parameters).

Valid values are:

0
1
2-255 = reserved.

indicates instance attribute 5 shall be used (default);

indicates instance attribute 19 shall be used;

If this cl)ptional attribute is not supported attribute 5 shall be used.

7.8.4.14 Large Net Connection Parameters
7.8.4.14.1 conn_timeout

The conn_timeout is the value used for the connection timeout multiplier field defined in
IEC 61|158-6-2 (Large_Forward_Open request). conn_timeout is ignored for target instapces.

7.8.4.14.2 xport_class_and_trig

The xport_class_and_trig is the value used for the Transport Type/Trigger field defined in
IEC 61|158-6-2 (Large_Forward_Open request).

The xport_class and_trig field shall be ignored for.target instances. The device containing this
CCO pbject shall determine if the similarsTransport Type/Trigger parameter pf the
Large_|[Forward_Open request is supported as'specified in IEC 61158-6-2, 4.1.6.14.

7.8.4.14.3  rpi_OT

The rpi_OT is the value used“for the O->T RPI field defined in IEC 61158-6-2
(Large| Forward_Open request). rpi_OT is ignored for target instances.

7.8.4.14.4 net_OT

The n

bt OT is the ~alue used for the O->T Network Connection Parameters fljeld in
IEC 61158-

8-6-2 (Large-Forward_Open request).

The net_OT field*shall be ignored for target instances, with the exception of the conpection
size. The device containing this CCO object shall determine if the similar O->T Network
Connegtion_Parameters parameter of the Large_Forward_Open request is supported as
specified.in I[EC 61158-6-2, 4.1.6.1.

7.8.4.14.5 rpi_TO

The rpi_TO is the value used for the T->O RPI field defined in IEC 61158-6-2
(Large_Forward_Open request). rpi_TO is ignored for target instances.

7.8.4.14.6 net_TO

The net_ TO is the value used for the T->O Network Connection Parameters field in
IEC 61158-6-2 (Large_Forward_Open request).

The net_TO field shall be ignored for target instances, with the exception of the connection
size. The device containing this CCO object shall determine if the T->O Network Connection
Parameters parameter of the Large_Forward_Open request is supported as specified in
IEC 61158-6-2, 4.1.6.1.
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7.8.5 Connection Configuration object change control

Changes to Connection Configuration object attributes can only be made after a Change_Start

service has been successfully issued. Changes to Connection Configuration object attributes
are applied after a Change_Complete service has been successfully issued.

The services which are valid during a change operation are listed in Table 101. A change

operation

is started by issuing a Change_Start service and completed by issuing a
Change_Complete service.

Table 101 — Services valid during a change operation

Service code

Service name

0x02 Set_Attributes_All
0x08 Create

0x09 Delete

0x10 Set_Attribute_Single
0x15 Restore

0x4B Kick_Timer

0x51 Change_Complete
0x52 Audit_Changes

7.8.6 Common services

7.8.6.1 General
The Cpnnection Configuration object shall* support the common services as specified in
Table 102.
Table 102 — Connection Configuration object common services
Service Need in implementation Service name Description of service
cod
|e Class Instance
OxOh Required Required |Get_Attributes_All Gets all attributes of the specified
instance
0x0p N/A Required |Set_Attributes_All Sets all attributes of the specified
instance
0x0B Required N/A Create Creates a new connection instancg
0x0p Required Required [Delete Deletes an existing connection insfance
0x0E Optional Required [Get_Attribute_Single Refurns the contents of the specified
attribute
0x10 Required Optional |Set_Attribute_Single Modifies an attribute value
0x15 Required Required |[Restore Restore current connection attributes
7.8.6.2 Get_Attributes_All

The structure of the Get_Attributes_All response at the class level is shown in Table 103.
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Table 103 — Get_Attributes_All Response — class level

Attribute ID Data type Attribute name Default value
(if not implemented)
1 UINT Revision 2 1
2 UDINT Max instance
3 UDINT Num instance
8 UINT Format number
9 UDINT Edit signature
8 The default value only applies for Revision 1 of this object. Newer revisions require
that this attribute be implemented, which will override this default value.
The stiucture of the Get_Attributes_All response at the instance level is shown in°Table|104.
Table 104 — Get_Attributes_All response — instance devel
Attripute ID Data type Attribute name Default value
(if not implemt;rnted)
1 STRUCT of 4 octets Connection status
USINT Gen_status
USINT Reserved
UINT Ext_status
2 WORD Connection flags
3 STRUCT of 8 octets Targetdevice ID
UINT Vendor_id
UINT Product_type
UINT Product_code
USINT Major_rev
USINT Minor_rev
4 UDINT CS data index number OxFFFFFFFF
5 STRUCT of14 octets Net connection parameters
USINT Conn_timeout
SWORD Xport_class_and_trig
UDINT Rpi_OT
UINT Net_OT
UDINT RpI_TO
UINT Net_TO
6 STRUCT of variable size Connection path
USINT Open_path_size
USINT Reserved 2
Padded EPATH Open_connection_ path
7 STRUCT of variable size Proxy Config data
UINT Config_data_size
ARRAY of octets Config_data
— octet Pad b
10 STRUCT of variable size Target Config data
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Attribute ID Data type Attribute name Default value
(if not implemented)
UINT Config_data_size
ARRAY of octets Config_data
—_ octet Pad ¢
8 STRING2 Connection Name
9 STRUCT of variable size 1/0 mapping
UINT format_number
UINT mapping_data_
size
ARRAY of octets mapping_data
— octet Pad d
11 STRUCT of 8 octets Proxy device ID ‘\; ‘
UINT Vendor_id
UINT Product_type
UINT Product_code
USINT Major_rev
USINT Minor_rev
13-17 STRUCT of 55 octets Safety Parameters (null) ©
See IEC 61784-3-2
12 BOOL f Connectionndisable 0
18 USINT Net Connetction Parameters 0
Attribute Selection
19 STRUCT of 18 octets Large Net Connection Parameters
USINT Conn_timeout 0
SWORD Xport_class_and_trigger 0
UDINT Rpi_OT 0
UDINT Net_OT 0
UDINT Rpi_TO 0
UDINT Net_TO 0
20-22 STRUCTof variable size Additional Safety Parameters (null) ©
SeélEC 61784-3-2
This| pad octet shall be zero.
This| pad (octet shall only be included if the length of the Proxy Config Data (Attribute #7) is an odd number of
octefs invlength.
Thispad o mber of

octets in length.

This pad octet shall only be included if the length of the I1/O Mapping (Attribute #9) is an odd number of octets

in length.

The Safety Parameters and Additional Safety Parameters (variable length) blocks shall only be included in the
request if either the O->T or T->0O real time transfer format in the Connection Flags (Attribute #2) indicates the

format is Safety.

The BOOL type shall be encoded in bit 0 of a single octet. Bits 1-7 shall be zero

7.8.6.3 Set_Attributes_All

This service shall set all attributes associated with an existing instance and shall support the
error codes shown in Table 105, in addition to error codes listed in IEC 61158-6-2, 4.1.11.2.1.
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Table 105 — Set_Attributes_All error codes

General Extended Error name Description
status status
0x0C None Object state conflict The Connection Configuration object cannot

accept the Set_Attribute_Single service when an
edit session is not active

The structure of the Set_Attributes_All request is shown in Table 106.

Tahle 106 — Set_Attributes All request

Attripute ID Data type Attribute name Default valye
(if not implemented)
2 WORD Connection flags
3 STRUCT of 8 octets Target device ID ,Q)’V‘
UINT Vendor_id
UINT Product_type
UINT Product_code
USINT Major_rev
USINT Minor_rev
4 UDINT CS data index/number OxFFFFFFFF
5 STRUCT of 14 octets Net connection parameters
USINT Conntimeout
SWORD Xport_class_and_trig
UDINT Rpi_OT
UINT Net_OT
UDINT Rpi_TO
UINT Net_TO
6 STRUCT of variable size Connection path
USINT Open_path_size
USINT Reserved 2
Padded EPATH Open_connection_ path
7 STRUCT of variable size Proxy Config data
UINT Config_data_size
ARRAY of octets Config data
— octet Pad ®
10 STRUCT of variable size Target Config data
UINT Config_data_size
ARRAY of octets Config_data
— octet Pad ¢
8 STRING2 Connection Name
9 STRUCT of variable size 1/0 mapping

UINT

format_number

UINT

mapping_data_
size

ARRAY of octets

mapping_data
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Attribute ID Data type Attribute name Default value
(if not implemented)
— octet Pad ¢
1 STRUCT of 8 octets Proxy device ID
UINT Vendor_id
UINT Product_type
UINT Product_code
USINT Major_rev
USINT Minor_rev
13,115, 16 STRUCT of 49 octets Safety Parameters (null) &
See |IEC 61784-3-2
12 BOOL f Connection disable 0
18 USINT Net Connection Parameters 0
Attribute Selection
19 STRUCT of 18 octets Large Net Connection Parameters 60
USINT Conn_timeout 0
SWORD Xport_class_and_trigger 0
UDINT Rpi_OT 0
UDINT Net_OT 0
UDINT Rpi_TO 0
UDINT Net_TO 0
2Q, 22 STRUCT of variable size Additional~Safety Parameters (null) ©
See IEC 61784-3-2
@ This|pad octet shall be zero.
b This| pad octet shall only be included if the Iength of the Proxy Config Data (Attribute #7) is an odd nymber of
octels in length.
¢ This|pad octet shall only be included ifthe length of the Target Config Data (Attribute #10) is an odd nymber of
octefs in length.
4 This|pad octet shall only be includéd if the length of the /0 Mapping (Attribute #9) is an odd number gf octets
in lepgth.
¢ The|Safety Parameters and‘Additional Safety Parameters (variable length) blocks shall only be includgd in the
reqyest if either the O¢>T-or T->0 real time transfer format in the Connection Flags (Attribute #2) indichtes the
format is Safety.
f The|BOOL type$€hall be encoded in bit 0 of a single octet. Bits 1-7 shall be zero
Data for<unsupported attributes shall be accepted if the default values are sent. The service
shall berejectedifrondefautvalvesaresentferunsupportedatiributes:
7.8.6.4 Create

This service creates a new instance of a Connection Configuration object. Initial attribute values
may also be specified with this service. The created instance number is assigned by the class
and returned to the requestor. Table 107 defines the request parameters for this service.
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Table 107 — Create request parameters

Parameter Data type Description
Connection flags WORD Connection flags
NumConnParams UINT Number of attribute/value pairs that follow
ConnParams ARRAY of List of Attribute number/value pairs

STRUCT of variable size

UINT

Attribute number

Object/class attribute specific STRUCT

Attribute value

Data for unsupported attributes shall be accepted if the default values are sent.(The
shall be rejected if non-default values are sent for unsupported attributes.

This sgrvice shall read all attributes associated with an existing instance and.shall suppo

codes

shown in Table 108, in addition to error codes listed in IEC 61158%6-2, 4.1.11.2.1|.

Table 108 — Create error codes

service

It error

Gengral Extended Error name Description
status status
0x02 0x0001 Resource unavailable The maximum number of instances already ejist
0x0002 Resource unavailable Not*e€nough memory on device
0x03 None Invalid parameter value The attribute count is invalid
0x08 None Service not supported Unimplemented service
0x0C None Object state conflict The Connection Configuraton object cannot
execute the Set_Attribute_Single service whe¢n an
edit session is not active
0x0E None Attribute nofisettable Attempt to set a read-only attribute
0x13 None Not engugh data The request was too short or truncated
0x1C None Missing attribute list entry | The required attribute was missing
data
7.8.6.5 Delete

This gervice déletes existing connection instances. If addressed to the class-le
connegtion_instances are deleted. If addressed to the instance-level, only the add
instange jis\deleted. This service shall support the error codes shown in Table 109, in a
to errof ‘codes listed in IEC 61158-6-2, 4.1.11.2.1.

el, all
ressed
ddition

Table 109 — Delete error codes

General Extended Error name Description
status status
0x0C None Object state conflict The Connection Configuraton object cannot
execute the Delete service when an edit session is
not active
7.8.6.6 Restore

This service shall discard modifications to instances that have not yet been committed by the
Change_Complete service. If the Restore service is addressed to the class (instance 0), then
pending modifications for all instances shall be discarded and the edit session shall be ended.
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If addressed to a specific instance, only modifications for that instance shall be discarded and
the edit session shall not be ended.

This service shall support the error codes shown in Table 110, in addition to error codes listed
in IEC 61158-6-2, 4.1.11.2.1.

Table 110 — Restore error codes

General Extended Error name Description
status status
0x0C None Object state conflict The Connection Configuraton object cannot
execute-theRestere servee-wheraneditsession
is not active

7.8.7 Class specific services
7.8.71 General

The Connection Configuration object shall support the class specific, services as specjfied in
Table 111.

Table 111 — Connection Configuration object class specific services

Need in implementation
Servicq code Service nhame Description of servide
Class Instance
Oxz‘B Required N/A Kick_Timer Kicks Edit Watchdog Timer
0x4|C Conditional? Conditional® Open-_Connection Opens connections
0x4|D Conditional® Conditional? Close_Connection Closes connections
OXJE Conditional? Conditional® Stop_Connection Stops connections
0x4F Required N/A Change_Start Manages session editing
0x40 Required N/A Get_Status Get status for multiple conngctions
0xg1 Required N/A Change_Complete Completes session editing
0x42 Required N/A Audit_Changes Audits pending changes

a8 The| Open_Connection Jand Close_Connection services shall either both be supported or neither the
Open_Connection or'Close_Connection services shall be supported. The Stop_Connection service may|only be
supported if the.Open_Connection service is supported.

7.8.7.2 Kick_Timer

This service shall reinitialize the edit watchdog timer. Upon successful execution of the
Change_Start service, the edit watchdog timer shall be started with a period of 60 s. This timer
is used to recover from the loss of a configuration client between the Change_Start and
Change_Complete/Restore operations. Receipt of any service request shall reset the edit
watchdog timer. Clients may request this service to reset the timer without otherwise affecting
the state of the Connection Configuration object. If the edit watchdog timer expires, all pending
modifications shall be discarded and the edit session shall be ended.

7.8.7.3 Open_Connection

The Open_Connection service shall cause the connection associated with an instance of the
Connection Configuration object to open. If the Open_Connection service is addressed to the
class (instance 0), then all connection instances shall be opened. If addressed to a specific
instance, then only that connection instance shall be opened.
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Close_Connection

The Close_Connection service shall cause the connection associated with an instance of the
Connection Configuration object to close. If the Close_Connection service is addressed to the
class (instance 0), then all connection instances shall be closed. If addressed to the instance
level, then only the specified instance shall be closed. The Close_Connection service shall
initiate a "graceful" connection shutdown, that is, a Forward_Close request shall be sent to the
connection target. Once a connection has been closed by this service it shall remain closed
until an Open_Connection service is issued.

7.8.7.5

The Sfop_Connection service shall cause the connection associated with an Instance]
Conneftion Configuration object to stop producing data immediately without send

Forwar

to the glass (instance 0), then all connection instances shall be stopped. If addressed

instang

stoppe(d, it remains stopped until a subsequent Open_Connection service request is iss

7.8.7.4

This sd

a) sigpal the beginning of an edit session;

b) syn

c) plape all connections in the "changeable" state;

d) sta

Chang

a conmection. This service shall only beladdressed to the class-level (instance 0

Chang
(0x0C)

This s¢rvice shall support the error:codes shown in Table 112, in addition to error code

in IEC

Stop_Connection

of the
ng an

d_Close request to the connection target. If the Stop_Connection service-s_addressed

to the

e level, then the specified instance shall be stopped. Once a connection has been

Change_Start

rvice shall

chronize the current and pending attributes;

[t the edit watchdog timer.

b Start shall be requested prior to performing any services that modify the attrib

b Start service is received while ariZedit session is active, an Object State Confli
shall be returned.

61158-6-2, 4.1.11.2.1.

Table 112 — Change_Start error codes

led.

utes of
). If a
tt error

5 listed

Geng

status status

ral Extended Error name Description

0x0C

None Object state conflict The Connection Configuraton object cannot
execute the Restore service when an edit se
is not active

bsion

0x10

None Device state conflict The device is in a state that prevents starting

edit session

an

7.8.7.7

Get_Status

The Get_Status service shall retrieve the status attribute (attribute 1) for multiple connections
via a single transaction. This service shall be supported at the class-level (instance 0) only.
Given a starting instance number, the Get_Status service shall return instance/status pairs until
either the response buffer is full or the status of all connections has been returned.

The request parameter are defined in Table 113.
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Table 113 — Get_Status service parameter

Parameter

Data type

Description

Starting Instance

UDINT

Starting instance number

The response parameters are defined for this service in Table 114.

Table 114 — Get_

Status service response

Parameter Data type Description
Done Ipdicator UINT 0 = More status to be retrieved
1 = All connection status information has been-retrievdd.
All other values reserved.
NumStptusEntries UINT Number of instance/status pairs that follow
StatusEntries ARRAY of List of instance/status pairs

STRUCT of 8 octets

UDINT Connection Configuration instance number
USINT General status

USINT Reserved, shall be 0

UINT Extended status

This service shall support the error codes showrrjn Table 115, in addition to error code
in IEC61158-6-2, 4.1.11.2.1.

Table 115 — Get\Status service error codes

5 listed

Gengral Extended Error name Description
status status
0x03 None Invalid Parameter Value The attribute count is invalid
7.8.7.8 Change_Complete

This service shall’signal the completion of an edit session. Pending attributes for all m
connegtion instances shall be applied. This service shall take a parameter indicating tH

of cha

odified
e type

ge being performed; either full or incremental. If an incremental edit is specifie

H, then

only thie coennections that have been modified shall be broken and re-established. If a full edit

is spedi

freed

and reallocated before attempting to re-establish the connections. The Change_Complete
service shall be supported at the class-level (instance 0) only.

If optional instance attribute 12 is supported and the value of instance attribute 12 is FALSE or
if optional instance attribute 12 is not supported an attempt to open the connection shall be
made. If optional instance attribute 12 is supported and the value of instance attribute 12 is
TRUE, no attempt shall be made to open the connection.

The request parameter is defined in Table 116.
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Table 116 — Change_Complete service parameter

Parameter

Data type

Description

Change type

UINT

0 = Full
1 = Incremental

All other values reserved.

This service shall support the error codes shown in Table 117, in addition to error codes listed
in IEC 61158-6-2, 4.1.11.2.1.

Table 117 — Change_Complete service error codes

Gengral Extended Error name Description
status status
0x02 None Resource unavailable Indicates that there is not epowgh memory orn the
host device to support the(specified configuration.
0x0C None Object state conflict An edit session is not.astive
0x10 None Device state conflict The device is in astate that prevents completing an
edition session
7.8.7.9 Audit_Changes

This s¢rvice shall verify whether or not there is enough memory on the host device to qupport

a progosed configuration. Like the Change_Complete service, this service shall

ake a

parameter indicating the type of change being performed; either full or incremental. The
Audit_Changes service shall be supported .at-the class-level (instance 0) only. This service
allows|a configuration client to determine-if all pending changes will be successful |before

actually committing the changes with the*Change_Complete service.

The refjuest parameter is defined in-Table 118.

Table. 118 — Audit_Changes service parameter

Parameter

Data type

Description

Change type

UINT

0 = Full

1 = Incremental

All other values reserved

This service shall support the error codes shown In Table 119, in addition to error codes listed
in IEC 61158-6-2, 4.1.11.2.1.

Table 119 — Audit_Changes service error codes

General Extended Error name Description
status status
0x02 None Resource unavailable Indicates that there is not enough memory on the
host device to support the specified configuration.
0x0C None Object state conflict An edit session is not active
0x10 None Device state conflict The device is in a state that prevents completing an
audit
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Figure 25 summarizes the process of creating, editing, and deleting connections.
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requested if the interval between requests
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Figure 25 — Connection Configuration object edit flowchart

7.9 PLR object

7.9.1 Overview

The Device Level Ring (DLR) object provides the Type 2 application-level configuration and
status information interface for the DLR protocol. The DLR protocol is a layer 2 protocol that
enables the use of an Ethernet ring topology. The DLR protocol is fully specified in Clause 10.

The DLR object shall be implemented in all multi-port Type 2 Ethernet devices that support the
DLR protocol.

Devices shall implement one instance of the DLR object for each pair of DLR ring ports
supported.

NOTE Support for the DLR protocol on multiple pairs of ports is future enhancement that is at the present time
undefined.
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7.9.2 Revision history

Table 120 shows the revision history for the DLR object.

Table 120 — Revision history

Revision

Description

Status/Edition

Initial revision of this object definition

Obsolete

Instance attribute 10 changed to required, instance attribute 12 added, and
corresponding changes in Get_Attributes_All response.

Added Restart_Sign_On object specific service.

Obsolete

Added conditional attribute 13 for Redundant Gateway Configuration.
Added conditional attribute 14 for Redundant Gateway Status.

Added conditional attribute 15 for Active Gateway Address.

Added conditional attribute 16 for Active Gateway Precedence.

Added redundant gateway capability bit in Capabilities Flags attribute (12).

Added Flush_Tables frame support capability bit in Capability Flags attribute
(12). All Revision 3 and higher devices are required to support the
Flush_Tables and Learning_Update frames.

Added Get_Attributes_All responses for redundant gateway devices.

Required
(November|2012)

Added conditional Ring Port 1 and 2 Ethernet Link Object Instance attributes
(17 & 18).

Added conditional Enable attribute (19).

Conditional
(November([2016)

a8  Rqquired for devices that support attributes 17, 18 or 19.

7.9.3 Class attributes

The DUR Object shall support the class™attributes as specified in Table 121.

Table 121 — DLR object class attributes

Attribtyite Need in Access | NV Name Data type Description of Semantics of
ID implementation rule attribute valugs
1 Conditional® Get NV |Revision UINT Revision of this Third revision,
object value = 3
2to7 ThesecClass attributes are optional and are described in IEC 61158-5-2.
a8  Refuired if the’Revision value is greater than 1.

7.9.4 Instance attributes

7.9.41

General

The DLR object shall support the instance attributes as specified in Table 122.
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Table 122 — DLR object instance attributes

Attribute Need in Access | NV Name Data type Description of Semantics of
ID implementation| rule attribute values
1 Required Get \% Network USINT Current network 0 — Linear
Topolo topology mode
pology pology 1 - Ring
See 7.9.4.2
2 Required Get \% Network USINT Current status of See 7.9.4.3
Status network
3 Conditional @ Get \Y Ring USINT Ring supervisor active [See 7.9.4.4
Supervisor status flag
Status
4 Conditional 2 Set NV |Ring STRUCT |Ring Supervisor See 7.9.4.5
Supervisor of configuration
Config parameters
Ring BOOL Ring supervisor TRUE - the Hevice
Supervisor enable flag is configured as a
Enable ring supervigor.
FALSE - thg device
is configured as a
normal ring pode
Default=FALISE
Ring USINT Precedence of a ring |Numerically higher
Supervisor supervisor in network |value indicafes
Precedence with multiple ring higher precefdence
supervisors Default=0
Beacon UDINT Duration of ring Beacon intenval in
Interval beacon interval microseconds.
Default=400(us
Beacon UDINT Duration of ring Beacon timeput in
Timeout beacon timeout microseconds.
Default=1 90 ps
DLR VLAN ID |UINT VLAN ID to use in ring|Value rangel|is
protocol messages 0 to 4 094
Default=0
5 Conditional 2 Set \Y Ring Faults UINT Number of ring faults |See 7.9.4.6
Count since power up
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Attribute Need in Access | NV Name Data type Description of Semantics of
ID implementation| rule attribute values
6 Conditional 2 Get \Y Last Active STRUCT |Last active node at See 7.9.4.7
Node on Port |of the end of chain
1 through port 1 of
active ring supervisor
during ring fault
UDINT Device IP Address A value of 0
indicates no IP
Address has been
configured for the
device. Initial value
shall be 0
USINT[6] [Device MAC Address |Ethernet MAIC
address
7 Conditional 2 Get \% Last Active STRUCT |Last active node at See(7.9:4.8
Node on Port |of the end of chain
2 through port 2 of
active ring supervisor
during ring fault
UDINT Device IP Address A value of 0
indicates no|lP
Address has|been
configured for the
device
USINTI[6] |Device MAC Address |Ethernet MAC
address
8 Conditional 2 Get \Y Ring Protocol |UINT Number of devices in [See 7.9.4.9
Participants ring protocol
Count participants list
9 Conditional @ Get \% Ring Protocol'JARRAY of |List of devices See 7.9.4.1(
Participants participating in ring
List protocol
STRUCT
of
UDINT Device IP Address A value of 0
indicates nollP
Address has|been
configured for the
device
USINT[6] [Device MAC Address |Ethernet MAIC
address
10 Required Get \% Active STRUCT |[IP and/or MAC See 7.9.4.11
Supervisor of address of the active
Address ring supervisor
UDINT Supervisor IP Address |A value of 0
indicates no|lP
Address has|been
configured for the
device
USINT[6] [Supervisor MAC Ethernet MAC
Address address
11 Conditional @ Get \Y Active USINT Precedence value of |See 7.9.4.12
Supervisor the active ring
Precedence supervisor
12 Required Get NV |Capability DWORD |[Describes the DLR See 7.9.4.13
Flags capabilities of the

device
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Attribute Need in Access | NV Name Data type Description of Semantics of
ID implementation| rule attribute values
13 Conditional Set NV |Redundant STRUCT |Redundant Gateway |See 7.9.4.14
Gateway of configuration
Config parameters
Redundant BOOL Redundant gateway |TRUE indicates the
Gateway enable flag device is configured
Enable as a redundant
gateway.
FALSE indicates
device is not
configured as a
redundant gateway.
Default=FALISE
Gateway USINT Precedence of a Numerically higher
Precedence gateway in network valueiihdicafes
with multiple higher Precgddence.
t
gateways Default=0
Advertise UDINT Duration of active Advertise Inferval in
Interval gateway Advertise microseconds.
Interval
Default=2 040 ps
Advertise UDINT Duratioh/of active Advertise Tifneout
Timeout gateway Advertise in microsecgnds.
Timeout
Default=5 040 ps
Learning BOOL Learning Update TRUE indicajtes all
Update Enable Enable flag DLR nodes will
send
Learning_Update
frame after dateway
switchover.
FALSE indichtes
DLR nodes will not
send
Learning_Update
frame after dateway
switchover.
Default=TRUE
14 Conditional ° Get \% Redundant USINT Current status of the [See 7.9.4.1§
Gateway gateway device
Status
15 Conditional.? Get \Y Active STRUCT |IP and/or MAC See 7.9.4.16
Gateway of address of the active
Address gateway device
UDINT Active gateway IP A value of 0
Address indicates no|IP
Address has|been
tonffgured for this
device
USINT[6] |Active gateway MAC |Ethernet MAC
Address address
16 Conditional © Get \Y Active USINT Precedence value of |See 7.9.4.17
Gateway the active gateway
Precedence
17 Conditional © Set d NV |Ring Port 1 UINT Instance ID of 0 — Unconfigured

Ethernet Link
Object
Instance

associated Ethernet
Link object instance
for ring port 1

1to 1023 -
Instance number of
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Attribute Need in Access | NV Name Data type Description of Semantics of
ID implementation| rule attribute values
18 Conditional © Setd [NV |RingPort2  |UINT Instance ID of associated Ethernet
Ethernet Link associated Ethernet  |Link object Instance
Object Link_object instance {1 024 to 65 534 —
Instance for ring port 2 Reserved
65 535 — Not
supported
Default is vendor
specific.
See 7.9.4.18
19 Conditional ¢ Set NV— DR Emabte  [BOOL moicates whetherthe [0 — ATDER
DLR processing as operatiogs'djsabled
configured for this )
instance is enabled or |1 ~ BER Opefrations
disabled epabled
See 7.9.4.19
@ Shall be implemented for devices capable of functioning as a ring supervisor. Shall not’be implemented|by non-
supervisor devices.
b Shall be implemented for devices capable of functioning as a redundant gatewayy Shall not be implemgnted by
non{redundant gateway devices.
¢ Regqpired if the device supports more than two Ethernet Link object instances that are associated with pxternal
Ethgrnet ports, otherwise optional.
d  Set |s optional. A device may provide statically defined pairs or pro¥ide configuration of ring pairs through vendor
spegific means.
¢ Regqired if the device instantiates more than one resiliency,_protocol object at the same time (e.g. OLR and
PRH), or if attributes 17 and 18 are supported and can be:changed by the user, else optional.
7.9.4.2 Network topology
The Network Topology attribute indicates the current network topology mode. A valde of 0
indicates "Linear" topology. A value of 1 indicates "Ring" topology. The value of the ajtribute
shall cprrespond to the DLR State.
When |a supervisor-capable  device is enabled as a ring supervisor, the Network Topology
attribu{e shall always indicate "Ring". When a supervisor-capable device is not enabldd as a
ring supervisor, or is nota supervisor-capable device, the device shall initially indicate "linear",

then shall transitionibetween "Ring" and "Linear" modes.

7.9.4.3

Network status

The N

the neTwork, as specified in the DLR behavior in 10.6. Table 123 specifies the possible

twork/Status attribute provides current status of the network based the device's

for the

Network Status.

View of
values
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Table 123 — Network Status values

Network Status value

Description

0 Normal operation in both Ring and Linear Network Topology modes

1 Ring Fault. A ring fault has been detected. Valid only when Network Topology is
Ring

2 Unexpected Loop Detected. A loop has been detected in the network. Valid only
when the Network Topology is Linear @

3 Partial Network Fault. A network fault has been detected in one direction only. Valid
only when Network Topology is Ring and the node is the active ring supervisor

4 Rapid Fault/Restore Cycle. A series of rapid ring fault/restore cycles has bee

detected, according to the criteria given in 10.6.3.5. Similar to the Partial Network
Fault status, the supervisor remains in a state with forwarding blocked onits-rjng
ports. The condition shall be cleared explicitly via the "Clear Rapid Faults!'seqvice

Defected" value.

a8 If the device is capable of detecting reception of frames that it sent, it shall report the YUnexpectefl Loop

7.9.4.4 Ring supervisor status

The Rjng Supervisor Status attribute indicates the device's/status as a ring supgrvisor.

Table 124 specifies the possible values for the Ring SupervisorStatus.

Table 124 — Ring Supervisor Status values

Ring upervisor Status value Description

0

The device is functioning as a backup supervisor

1

The device is functioning as the active ring supervisor

2 The device is,functioning as a normal ring node (supervisor not enabled)

3 The device_isfunctioning in a non-DLR topology (supervisor not enabled, and
no otherssupervisor is present)

4 The device cannot support the currently operating ring parameters (Beacon

Interval and/or Beacon Timeout)

7.9.4.5 Ring supervisor config

7.9.4.9.1 General

The Ring Supervisor Config attribute contains the configuration parameters needed flor ring
operatfon: Supervisor Precedence, Beacon Interval, Beacon Timeout, VLAN ID, Supkrvisor

Enablg/Disable.

If the device is the active supervisor, changes to the attribute shall be applied immediately.
When the Supervisor Precedence, Beacon Interval, Beacon Timeout or VLAN ID are changed
on the active ring supervisor, the ring supervisor shall cease sending Beacon frames for two
beacon timeout periods then shall resume sending Beacon frames using the new parameters.

Backup ring supervisors shall obtain values for the Beacon Interval, Beacon Timeout and VLAN
ID from the Beacon frame sent by the active ring supervisor, and shall store those values in
non-volatile storage. If the obtained values cannot be supported by the device (e.g., Beacon
Interval too small), the device shall set the Ring Supervisor Status attribute as noted in the
attribute description, shall report a minor recoverable fault via the Identity object Status attribute
(5), and shall not take over as active supervisor after a ring reconfiguration.
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When the Ring Supervisor Config attribute is modified on a backup supervisor, the behavior
depends on the backup supervisor's new precedence value compared to the active supervisor's
precedence value:

e new backup precedence value is greater than the current active ring supervisor's
precedence or of equal precedence with numerically higher MAC address than active
supervisor MAC address — backup shall immediately begin sending Beacon frames with the
new parameters;

e new backup precedence value is less than the active supervisor's precedence or of equal
precedence with numerically lower MAC address than active supervisor MAC address —
modification to the Beacon Interval, Beacon Timeout, and VLAN ID shall be ignored.

Attempts to set invalid Ring Supervisor Config values shall result in error code 0x09, (Invalid
attribufe value) returned from the Set service, regardless of whether the device is an agtive or
backup supervisor.

7.9.4.5.2 Ring supervisor enable

The Rjng Supervisor Enable item enables or disables the ring supefvisor functioh in a
supervjsor-capable device. A value of TRUE enables the supervisor function. A value of FALSE
disablgs the supervisor function. The default value is FALSE.

7.9.4.5.3 Ring supervisor precedence

The Ring Supervisor Precedence item contains the user-assigned precedence value gjven to
the ring supervisor. When multiple ring supervisors ate €nabled, the precedence value|allows
the user to configure the order in which the configured supervisors select the active supegrvisor.

The precedence value for the ring supervisorcshall be chosen from the range 0 to 25p, with
numerically higher values indicating higher precedence. The default value shall be 0.

When more than one supervisor is enabled, the supervisor with highest precedence bgcomes
active [ring supervisor, in accordance with 10.6.2. If multiple supervisors have thel same
precedence, the supervisor with-the numerically higher MAC address becomes the|active
supervjsor.

7.9.4.5.4 Beacon interval

The Bgacon Interval item contains the interval in microseconds that the ring supervisqr shall
use in |[generating beacon frames. Per the DLR protocol specification in Clause 10, the default
value ghall be 400-us. Supervisors shall support a range from 400 ys to 100 ms. Supevisors
may slyipport ‘@.Beacon Interval smaller than 400 ys, but this is not required. The abpsolute
minimym Beacon Interval is 100 ys.

7.9.4.5: out

The Beacon Timeout item contains the number of microseconds the ring supervisor shall wait
for a beacon frame before declaring a beacon timeout.

The default value shall be 1 960 us, which is based on a nominal network size of 50 nodes and
100 Mbit/s, full-duplex operation (see the performance calculations in 10.12). The user may
wish to change the Beacon Timeout for other exceptional network circumstances (e.g., very
large networks or very small high-performance motion networks).

The Beacon Timeout shall be at least 2 times the Beacon Interval value. If the Beacon Interval
is changed and the Beacon Timeout becomes less than 2 times the Beacon Interval, the
supervisor shall adjust the Beacon Timeout to be 2 times the Beacon Interval.
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Supervisors shall support a range from 800 us to 500 ms. Supervisors may support a Beacon
Timeout of smaller than 800 us but this is not required. The absolute minimum Beacon Timeout
is 200 ps.

7.9.4.5.6 DLR VLAN ID

The DLR VLAN ID contains the VLAN ID to be used in the DLR protocol frames. The DLR VLAN
ID shall be used for all DLR protocol frames originated by the device, when the device is
operating as the active ring supervisor. Devices that are not the active ring supervisor shall use
the VLAN ID obtained from the active supervisor's frames (see Clause 10 for additional details).

The VLAN 1D value shall be in the range 0 to 4 094, The default value shall be 0 (indicating no
VLAN)

7.9.4.6 Ring Faults Count

The Ring Faults Count attribute contains the number of times since power uUp that the|device
has detected a ring fault, as either active or backup supervisor. If the Ring)Supervisor Enable
is set to FALSE, the Ring Faults Count shall be set to 0. The Ring FaultsCount rolls over to 0
after it[reaches its maximum value.

The atjribute may also be reset to 0 via the Set_Attribute_Singlesservice. Values other|than 0
shall result in an error response.

7.9.4.7 Last active node on port 1

The Lgst Active Node on Port 1 attribute contains the IP address and/or Ethernet MAC address
of the last node reachable through port 1 of an active ring supervisor. The value of the aftribute
is obtajned via the Link_Status/Neighbor Status\frames, as specified in 10.10.6.

On trapsition to FAULT_STATE, this attribute shall remain clear until the supervisor rgceives
Link/Neighbor Status information.

On trapsition from FAULT_STATE to NORMAL_STATE, the value of the attribute shall be
retaindd, to aid in diagnosing the previous ring fault.

is not
5s and

ddress
altribute

is obtalned via theLlnk Status/Nelghbor Status frames as specmed in 10. 106

On transition to FAULT_STATE, this attribute shall remain clear until the supervisor receives
Link/Neighbor Status information.

On transition from FAULT_STATE to NORMAL_STATE, the value of the attribute shall be
retained, to aid in diagnosing the previous ring fault.

The initial values of IP address and Ethernet MAC address shall be 0. When the device is not
enabled as a ring supervisor, or is operating as the backup supervisor the IP address and
Ethernet MAC address shall be 0.
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7.9.4.9 Ring protocol participants count

This attribute contains the number of members in the Ring Protocol Participants List attribute.
The count and the list are gathered by the active ring supervisor through Sign_On frame as

specifi

edin 10.10.9.

If the device is not the active supervisor, the attribute shall be set to 0.

7.9.41

0 Ring protocol participants list

The Ring Protocol Participants List attribute contains the list of ring nodes participating in ring
protocol. The participants list is gathered by the active ring supervisor via the Sign On frame

(see 1

Since

of nodgs participating in the ring, this attribute shall be accessible with the Get_Member §|

Clientd may elect to use the Get_Attribute_Single service to read the Ring-Protocol Parti

List. If

Too Lgrge).

If the d

If the qumber of participants received as a result of the Sign_On process exceeds the ¢

of the

(OXFFRFFFFFFFFFFFFFFFFF).

7.9.4.1

This dttribute contains the IP address -and/or Ethernet MAC address of the actiy

supery
active

7.9.4.1
This af

be 0, until the active ring-supervisor is determined.

7.9.4.1

The C4

.10.9).

he size of the Ring Protocol Participants List could be large, depending on, the n

the participants list is too large, the DLR object shall return error code 0x11 (Rep

evice is not active supervisor, status code 0x0C (Object State Conflict) shall be re

supervisor's Ring Protocol Participants List, the)last entry in the list shall be all

1 Active supervisor address

sor. The initial values of IP address and Ethernet MAC address shall be 0, u
[ing supervisor is determined,

2 Active supervisor_precedence

tribute contains the precedence value of the active ring supervisor. The initial vald

3 Capability flags

pability(Flags describe the DLR capabilities of the device, as specified in Table 1

umber

lervice.

Cipants
y Data

urned.

hpacity
OxFF's

e ring
ntil the

e shall

25.
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Table 125 — Capability flags

Bit(s):

Name Definition

Announce frames (see 10.5)

Announce-based Ring Node? Set if device's ring node implementation is based on processing of

Beacon frames (see 10.5)

Beacon-based Ring Node? Set if device's ring node implementation is based on processing of

Reserved Shall be set to zero.

Supervisor Capable Set if device is capable of providing the supervisor function.

Redundant Gateway Capable Set if device is capable of providing the redundant gateway
function.

Flush_Table frame Capable Set if device is capable of supporting the Flush_Tables fram

w

8-31

Reserved Shall be set to zero.

a  Bit
dey

0 and 1 are mutually exclusive. Exactly only one of these bits shall be set in the attribute valug
ice reports.

that a

7.9.41
7.9.41

The R
redund

Interval, Advertise Timeout and Learning Update enableldisable.

If the d
the G
enable
Advert
Advert

Backutl: gateway devices shall obtain values for the Advertise Interval, Advertise Timeqg

Learni
store t
device
attribu
Identity
reconfi

When

dependls o the backup gateway's new Precedence value compared to the active gaf]

Precead

4 Redundant gateway config
4.1 General

bdundant Gateway Config attribute contains the configuration parameters neeq
ant gateway operation: Gateway enable/disablei Gateway Precedence, Ad

evice is the active gateway, changes to the"attribute shall be applied immediately
pteway Precedence, Advertise Interyal! Advertise Timeout or Learning
disable are changed on the active gateway, the active gateway shall cease s
se frames for 1,5 times old Advertise Timeout period and then shall resume s
se frames using the new parameters.

g Update enable/disable\from the Advertise frame sent by the active gateway, an
nose values in non-volatile storage. If the obtained values cannot be supported
(e.g., Advertise Interval too small), the device shall set the Redundant Gateway
e as noted in theyattribute description, shall report a minor recoverable fault
object Status(attribute (5), and shall not take over as active gateway after a g
guration.

he Redundant Gateway Config attribute is modified on a backup gateway, the be

encevalue.

ed for
vertise

When
Update
ending
ending

ut and
d shall
by the
Status
via the
hteway

havior
eway's

o New backup Precedence value is greater than the current active gateway's Precedence or
of equal Precedence with numerically higher MAC address than active gateway MAC
address: backup shall immediately begin sending Advertise frames with the new parameters
(see 10.11.4).

o New backup Precedence value is less than the active gateway's Precedence or of equal
Precedence with numerically lower MAC address than active gateway MAC address:
Advertise Interval, Advertise Timeout and Learning Update enable/disable shall be ignored.

Attempts to set invalid Redundant Gateway Config values shall result in error code 0x09 (Invalid
attribute value) returned from the set service, regardless of whether the device is an active or
backup gateway.
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7.9.4.14.2 Redundant gateway enable

The Redundant Gateway Enable item enables or disables the gateway function in a redundant
gateway-capable device. A value of TRUE enables the gateway function. A value of FALSE
disables the gateway function. The default value is FALSE.

7.9.4.14.3 Gateway precedence

The Gateway Precedence item contains the user-assigned Precedence value given to a
gateway. When multiple gateways are enabled, the Precedence value allows the user to
configure the order in which the configured gateways select the active gateway.

The gateway Precedence shall be chosen from the range 0 to 255, with numerically |higher
values|indicating higher Precedence. The default value shall be 0.

When more than one gateway is enabled the gateway with highest Precedence’becomeg active
gatewgy, in accordance with Clause 10. If multiple gateways have the same/Precedente, the
gatewgy with the numerically higher MAC address becomes the active gateway.

7.9.4.14.4 Advertise interval

The Advertise Interval item contains the interval in microseconds that the active gateway shall
use in generating Advertise frames. Per the DLR protocol specification in Clause 10, the default
value ghall be 2 000 ys. Gateways shall support a range/from 1 000 ys to 100 ms. Gajeways
may sypport an Advertise Interval smaller than 1 000 ps;but this is not required. The abpsolute
minimym Advertise Interval is 200 ps.

7.9.4.14.5 Advertise timeout

The Advertise Timeout item contains the number of microseconds a backup gateway shall wait
for an Advertise frame before declaring aprAdvertise Timeout.

The ddfault value shall be 5 000 us, ‘Which is based on a nominal network size of 50 nodes and
100 Mbit/s, full-duplex operation (refer to the Performance Calculations in Clause 10). The user
may w|sh to change the Advertise Timeout for exceptional network circumstances (e.q., very
large networks or very small.high-performance motion networks).

The Advertise Timeout'shall be at least 2,5 times the Advertise Interval value. If the Adyvertise
Intervgl is changed, and the Advertise Timeout becomes less than 2,5 times the Adyvertise
Intervdl, the gateway shall adjust the Advertise Timeout to be 2,5 times the Advertise Infterval.

Gateways shall support a range from 2 500 us to 500 ms. Gateways may support an Adyvertise
Timeolit ef.smaller than 2 500 pys but this is not required. The absolute minimum Adyvertise
Timeo:l:t i$/500 ps.

7.9.4.14.6 Learning update enable

The Learning Update Enable item enables/disables transmission of Learning_Update frames
by DLR nodes when they receive Flush_Tables frame from active gateway. This parameter is
encoded by active gateway in Flush _Tables frame and sent to DLR nodes. The
Learning_Update frames from DLR devices accelerate the new network topology learning by all
non-DLR switches outside DLR network after an active gateway switchover. A value of TRUE
enables the learning update function. A value of FALSE disables the learning update function.
The default value is TRUE.

7.9.4.15 Redundant gateway status

The Redundant Gateway Status attribute indicates the device's status as a gateway. Table 126
shows the possible values.
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Table 126 — Redundant Gateway Status values

Redundant Gateway Description
Status value
0 Indicates the device is functioning as a non-gateway DLR node (gateway not enabled)
1 Indicates the device is functioning as a backup gateway
2 Indicates the device is functioning as the active gateway
3 Indicates gateway fault state due to loss of communication on uplink port
4 Indicates the device cannot support the currently operating gateway parameters

(Advertise Interval and/or Advertise Timeout)

o) atcates gateway rauit state due (o partat network rauit (see 10.9.4-3)

6-255 Reserved

7.9.4.16 Active gateway address

This aftribute contains the IP address and/or Ethernet MAC addresshof’ the active gateway
device| The initial values of IP address and Ethernet MAC addressshall be 0, until thel active
gatewagy is determined.

7.9.4.1[7 Active gateway precedence

This aftribute contains the Precedence value of the active gateway device. The initia] value
shall be 0, until the active gateway is determined.

7.9.4.18 Ring Port 1 and 2 Ethernet Link Object Instance

If the vialue of either of these attributes is 0, DR cannot operate. Therefore, if the default value
of either of these attributes is 0, the DLR Enable attribute (19) default value shall be disabled

(0).

If thes¢ attributes are settable, then-attempts to change these attributes when DLR is ehabled
(i.e. DLR Enable is enabled (1)) shall return an error with a General Status of Objec} State
Confligt (0x0C).

If thes¢ attributes havel(a)valid configuration and DLR is enabled (i.e. DLR Enable is gnabled
(1)), then a client shall first disable DLR before they can be changed. The changes only become
active pfter DLR is.enabled. See the Recommendation in 7.9.4.19 for recommended workflow
when ghanging-DLR ring port assignments.

The vglue (0f)'65 535 (OxFFFF) is used only for the Get_Attributes_All response when these
attribufes<are not supported.

7.9.4.19 DLR Enable

This attribute determines whether DLR operations are enabled for the two ports associated with
this DLR instance as reflected in the Ring Port 1 and 2 Ethernet Link Object Instances attributes
(17 and 18), if supported.

A value of 0 means that all DLR functions are disabled. A value of 1 means that the associated
ports are connected to the same network segment and shall provide ring node functionality if
beacons are detected, and may provide ring supervisor and/or redundant gateway functions as
supported by the device.

When the default value for either Ring Port 1 or 2 Ethernet Link Object Instance attributes (17
and 18) is zero (i.e. the port associations are unconfigured), the default value for this attribute
shall be disabled (0); otherwise the default value shall be enabled (1).
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When this attribute is not supported, DLR behavior is enabled.

If either of the ring port attributes (17 and 18) have a value of zero (0) and an attempt is made
to set this attribute to enabled (1), then an error with a General Status of Object State Conflict

(0x0C) shall be returned. See 7.9.4.18.

Recommendation:

Since disabling DLR can create a storm, if this node is the Ring Supervisor and there is no
active Backup Supervisor in the ring, then the user should be advised to first break the ring. If
the user wishes to change the port assignments (attributes #17,18) the following work flow

should be used:

e disable or unplug one of the currently configured ring ports;

e dispble DLR;
e chgnge one or both of the port associations;
e enable DLR;

e enable or plug in ring cable(s) in accordance with new port assignments.

7.9.5 Diagnostic connection points
Two diagnostic connection points are defined for the DLR object class at the instance level.
One ofl these connection points is required, as appropriate based on device capabilitieq, if the
Standgrd Network Diagnostic Assembly is implemented/see IEC 61158-6-2, 4.1.8.4.1.4)).
NOTE [ee IEC 61158-5-2, 6.1.6 for further information about-Diagnostic Connection Points.
The fgrmat of the DLR diagnostic connectiofiy points are as specified in Table 127 and
Table 128.
Table 127 — DLR connection'point 1, Standard Network Diagnostics
Attribute 1D Attribute name Data type Attribute size Size of strulcture
Network Status USINT 1 octet
8 octet$
N[A 56 bits pad, shall be zeros 7 octets
Table 128 — DLR connection point 2, Standard Network Diagnostics
Attribute 1D Attribute name Data type Attribute size Size of strulcture
Network Status USINT 1 octet
Ring Supervisor Status USINT 1 octet
o OClels
5 Ring Faults Count UINT 2 octets
N/A 32 bits pad, shall be zeros 4 octets
7.9.6 Common services
7.9.6.1 General

The common services implemented by the DLR object are specified in Table 129.
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Table 129 — DLR object common services

Service code | Need in implementation Service name Description of service
Class Instance
0x01 Optional Required Get_Attributes_All Returns multiple attributes in numerical
order
0x0E Optional Required Get_Attribute_Single® Returns the contents of the specified
attribute or connection point
0x10 N/A Conditional @ | Set_Attribute_Single Modifies a single attribute
0x18 N/A Conditional Get_Member Returns members of attribute
0x1D N/A Conditional ¢ | Get_Connection_Point_ |Used to get member paths of a
Member_List Connection Point structure
a8 Thig service shall be implemented for devices capable of functioning as a ring supervisor and/or redundant
gatgway.
b Redquired for access to the Ring Protocol Participants List. The member services extended/protocol for multiple
seqgpential members shall be supported.
¢ Thig service shall support the use of a connection point in the service path when Diagnostic Connection Point(s)
are jmplemented (see 7.9.5).
4 Thig service is required if Diagnostic Connection Point(s) are implemented.

7.9.6.2 Get_Attributes_All response

7.9.6.2.1 Class level

e shall

of the
Eponse

At the ¢lass level, the Get_Attributes_All response shall contain the class attributes in numerical
order, pp to the last implemented attribute. Ay unimplemented attributes in the respons

use the default attribute values.

7.9.6.2.2 Instance level

At the |instance level the Get_Attributes_All response varies depending on the revision
object pnd the device's capabitities. The response format can be differentiated by the re
length,

The regponse length foer.an Object Revision 1, non-supervisor device is 2 octets. The re
format|is specified in Table 130.

sponse

Tablp 130 —(Get_Attributes_AIll Response — Object Revision 1, non supervisor dgvice
Attribute ID Data type Name
4 LISINT Nobawor k Tonaolaa
! Network—Tepelogy
2 USINT Network Status

The response length for an Object Revision 1, supervisor-capable device is 50 octets. The
response format is specified in Table 131.
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Table 131 — Get_Attributes_All Response — Object Revision 1,
supervisor-capable device

Attribute ID Data type Name

1 USINT Network Topology

2 USINT Network Status

3 USINT Ring Supervisor Status

4 STRUCT of Ring Supervisor Config
BOOL Ring Supervisor Enable
USINT Ring Supervisor Precedence
UDINT Beacon Interval
UDINT Beacon Timeout
UINT DLR VLAN ID

5 UINT Ring Faults Count

6 STRUCT of Last Active Node on Port 1
UDINT Device IP Address
USINTI6] Device MAC Address

7 STRUCT of Last Active Node on Port 2
UDINT Device IP Address
USINTI6] Device MAC Address

8 UINT Ring ProtocehParticipants Count

10 STRUCT of Active Supervisor Address
UDINT Deyvice P Address
USINTI6] Device MAC Address

11 USINT Active Supervisor Precedence

The regponse length for an Objéct-Revision 2, non-supervisor—capable device is 16 octe

responise format is specified in-Table 132.

Table 132 +'Get_Attributes_All Response — Object Revision 2,
non supervisor device

ts. The

Attribute ID Data type Name
1 USINT Network Topology
2 USINT Network Status
J O ITRULUT Ol I'\bliVE DUPEIVibUl AUUTIess
UDINT Device IP Address
USINTI6] Device MAC Address
12 DWORD Capability Flags

In all other cases, the Get_Attributes_All response (see Table 133) shall contain the instance

attributes 1 through 8 and 10 through 19,

unimplemented attributes in the response shall use the default value specified.

Responses lengths are as follows:

up to the last implemented attribute. Any

e The response length for an Object Revision 2, supervisor—capable device is 54 octets.



https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

- 216 — IEC 61158-4-2:2023 © |EC 2023

The response length for an Object Revision 3, non-supervisor, non-gateway device is 54
octets.

The response length for an Object Revision 3, supervisor, non-gateway device is 54 octets.
The response length for an Object Revision 3, gateway-capable device is 77 octets.

The response length for an Object Revision 4 device not supporting attributes 17 through
19 is either 54 (non-gateway) or 77 (gateway-capable) octets.

The response length for an Object Revision 4 device supporting attributes 17 through 19 is
82 octets.

Table 133 — Get_Attributes_All Response — All other cases

AttriLute 1D Data type Name Default value
(if not implemented)
1 USINT Network Topology
2 USINT Network Status
3 USINT Ring Supervisor Status OxFF~=Not applicable
4 STRUCT of Ring Supervisor Config
BOOL Ring Supervisor Enable 0
USINT Ring Supervisor Precedence 0
UDINT Beacon Interval 0
UDINT Beacon Timeout 0
UINT DLR VLAN ID 0
5 UINT Ring Faults Count 0
6 STRUCT of Last Active Nede~on Port 1
UDINT Device IRAddress 0
USINTI6] Device'MAC Address All zero
7 STRUCT of Last Active Node on Port 2
UDINT Device IP Address 0
USINT[6] Device MAC Address All zeroes
8 UINT Ring Protocol Participants Count OxFFFF — Not applicabl¢
10 STRUCT of Active Supervisor Address
UDINT Device IP Address
USINTI6] Device MAC Address
11 USINT Active Supervisor Precedence 0
12 DWORD Capability Flags
13 STRUCT of Redundant Gateway Configuration
BOOL Redundant Gateway Enable 0
USINT Gateway Precedence 0
UDINT Advertise Interval 0
UDINT Advertise Timeout 0
UINT Learning Update Enable 0
14 USINT Redundant Gateway Status OxFF
15 STRUCT of Active Gateway Address
UDINT Device IP Address 0
USINT[6] Device MAC Address All zeros
16 USINT Active Gateway Precedence 0
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Attribute ID Data type Name Default value
(if not implemented)
17 UINT Ring Port 1 Ethernet Link Object OxFFFF
Instance
18 UINT Ring Port 2 Ethernet Link Object OxFFFF
Instance
19 BOOL DLR Enable 1
7.9.7 Class specific services

7.9.7 . —Generat

The DUR object shall support the class specific services specified in Table 134.

Table 134 — DLR object class specific services

Servig¢e

Need in implementation

Service name

codé

Class

Instance

Description of servic

LY

O0x4H N/A

Conditional @

Verify_Fault_Location

Causes ring supervisor to ve
fault location by issuing
Locate_Fault ring protocol m
to ring nodes and update Lag
Active Node 1 and Last Activ
2 attributes

ify

bssage
t
E Node

0x4d N/A

Conditional @

Clear_Rapid_Faults

Clears the Rapid Fault/Resto|
Cycle Detected condition in t
supervisor, allowing the sup¢
to return to normal operation

re
he ring
rvisor

0x40 N/A

Conditional @

Restart,_Sigh_On

Restart Sign On process and
refresh DLR participants list

0x04

N/A

Conditional °

Cléar_Gateway_Partial_Fault

Clears the partial network fad
condition in the gateway devi
allowing the gateway to retur
normal operation

=

ce,
h to

&  Thig
b This

service shall be implemented-for devices capable of functioning as a ring supervisor.

service shall be implemented for devices capable of functioning as a redundant gateway.

7.9.7.2

The Verify_Fault_Location service shall cause an active ring supervisor to verify a rin
locatioh by retransmitting the Locate_Fault frame to ring nodes (see 10.10.7). The Last
and Last Active Node 2 attributes shall be updated based on the response

Node

Verify) Fault_Location

g fault
Active
to the

Locate Fauttframe.

There are no parameters for either the Verify_Fault_Location request or response.

If the Verify _Fault_Location service is received when the supervisor is not enabled, or is
currently the backup supervisor, or is the active supervisor but not in fault state, status code
0x0C (Object State Conflict) shall be returned, and the Last Active Node 1 and Last Active Node
2 attributes shall be set to 0.

7.9.7.3

Clear_Rapid_Faults

The Clear_Rapid_Faults service shall clear the condition where the ring supervisor has
detected a cycle of rapid ring fault/restore (as defined in 10.6.3.5). Upon clearing the condition,
the ring supervisor shall return to normal operation.
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If the Clear_Rapid_Faults service is received when the supervisor is not enabled, or is currently
the backup supervisor, or is the active supervisor but not in the rapid fault/restore condition,
status code 0x0C (Object State Conflict) shall be returned.

7.9.7.4

Restart_Sign_On

The Restart_Sign_On service shall restart Sign On process (see 10.6.2.3 Sign On for more
information) by active ring supervisor, if it is not currently in progress.

If the Restart_Sign_On service is received when the supervisor is not enabled, or is currently
the backup supervisor, or is the active supervisor but not in the NORMAL_STATE, status code

0x0C (

bject State Conflict) shall be returned. If the Restart Sign On service is receive

when

a prior

ignored.

Sign On process is in progress, success shall be returned and the requestis

7.9.7.5 Clear_Gateway_Partial_Fault

The C

ear_Gateway_Partial_Fault service shall clear the condition where the gatew

detect¢d a partial network fault (as defined in Clause 10). Upon clearing the conditi

gatewsd

If the (
not in

7.10
7.10.1

Quality
stream|

y shall execute state machine as specified in Clause 10.

lear_Gateway_Partial_Fault service is received when the gateway is not enable
artial network fault condition, status code 0x0C (Object'State Conflict) shall be re

QoS object
Overview

of Service (QoS) is a general term thatiis applied to mechanisms used to trea
s with different relative priorities or “other delivery characteristics. Standar

mechagisms include |EEE Std 802.1Q-2018 (Ethernet frame priority) and Differe

Servic

The Qg
device

The Q
non-ze
IEEE S

7.10.2
The re

s (DiffServ) in the TCP/IP protoeal suite.

S object provides a meansta-configure certain QoS-related behaviors in Type 2 E

~
D .

td 802.1Q-2018-tagged frames.

Revision History

vision history of the QoS object is described in Table 135.

hall be

by has
bn, the

d, or is
urned.

traffic
i QoS
htiated

hernet

DS Object is required*for devices that support sending Type 2 Ethernet messagés with
ro DiffServ code points (DSCP), or sending Type 2 Ethernet messages in

7.10.3

Table 135 — QoS object revision history

Revision History

01 Initial Definition

Class attributes

The QoS object shall support the class attributes as specified in Table 136.
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Table 136 — QoS object class attributes

Attribute Need in Access Data Description of .
. . Name ; Semantics of values
ID implementation rule type attribute
1 Required Get Revision |UINT Revision of this object [Current value for this
attribute = 1
2to7 These class attributes are optional and are described in IEC 61158-5-2.
7.10.4 Instance Attributes
7.10.4 4+—General
The Q¢S object shall support the instance attributes as specified in Table 137.
Table 137 — QoS object instance attributes
Attr Need in ) Access NV Name Data Description of Semantics of Values
ID | {mplementation rule type attribute
1 Conditional? Set NV |802.1Q Tag |[USINT Enables or disables A value of 0 indicates
Enable sending tagged frames
IEEE Std.802.1Q-201 |disabled. A valug of 1
8 framés on Type 2 indicates tagged
Ethernet and frames enabled.
IEC/61588
messages The default valug shall
be 0
2 Conditional? Set NV |DSCP PTP |USINT DSCP value for PTP |See 7.10.4.3
Event (IEC 61588) event
messages
3 Conditional? Set NV |DSCP PTP  [USINT DSCP value for PTP |See 7.10.4.3
General (IEC 61588) general
messages
4 Required Set NV |DSCP USINT DSCP value for See 7.10.4.3
Urgent Type 2 transport
class 0/1 Urgent
priority messages
5 Required Set NV |DSCP USINT DSCP value for See 7.10.4.3
Scheduled Type 2 transport
class 0/1 Scheduled
priority messages
6 Required Set NV |DSCP High |USINT DSCP value for See 7.10.4.3
Type 2 transport
class 0/1 High priority
messages
7 Reguired Set NV |DSCP Low USINT DSCP value for See 7.10.4.3
Type 2 transport
Crass 07 T oW priority
messages
8 Required Set NV |DSCP USINT DSCP value for See 7.10.4.3
Explicit Type 2 explicit
messages (transport
class 2/3 and UCMM)
and all other Type 2
Ethernet
encapsulation
messages

a

b Required if the device supports the Time Sync object.

Required if the device supports sending IEEE Std 802.1Q-2018 frames.
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7.10.4.2 802.1Q Tag Enable

The 802.1Q Tag Enable attribute enables or disables sending IEEE Std 802.1Q-2018 frames
on Type 2 Ethernet and IEC 61588 messages. When the attribute is enabled, the device shall
send IEEE Std 802.1Q-2018 frames for all Type 2 Ethernet and IEC 61588 messages.

A value of 1 indicates enabled. A value of 0 indicates disabled. The default value for the attribute
shall be 0. A change to the value of the attribute shall take effect the next time the device
restarts.

Devices shall always use the corresponding DSCP values regardless of whether
IEEE Std 802.1Q-2018 frames are enabled or disabled

7.10.4{3 DSCP value attributes

Attributes 2 to 8 contain the DSCP values that shall be used for the different'types of [Type 2
Ethernkt traffic.

The fomat of the DSCP value within the IP header is specified in IEC 61158-6-2, 11.6.4| Since
the DS|CP field has a size of 6 bits, the valid range of values for these)attributes is 0 to §3. The
DSCP palue, if placed directly in the ToS field in the IP header, shall be shifted left 2 bifs.

Table 138 specifies the default DSCP values and traffic usages.

Table 138 — Default DCSP values and usages

Attribute Traffic type/usage Default QSCP
DSCP PTP Event PTP (IEC 61588) event mesSages 59 ("111011")
DSCP PTP General PTP (IEC 61588) generalkmessages 47 ("1011119)
DSCP Urgent Transport class 0/1_messages with Urgent priority 55 ("110111")
DSCP Bcheduled Transport class<0/1 messages with Scheduled priority 47 ("1011119)
DSCP High Transport.class 0/1 messages with High priority 43 ("101011")
DSCP |ow Transport/class 0/1 messages with Low priority 31 ('011111")
DSCP Explicit UCMM messages, transport class 2/3 messages, and all other 27 ('0110119)
Type 2 Ethernet encapsulation messages

A change to the value of the above attributes shall take effect the next time the device rgstarts.

7.10.5| Common services

7.10.54—General

The QoS object shall support the common services as specified in Table 139.
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Table 139 — QoS object common services

Service Need in implementation . L .
de Service name Description of service

co Class Instance

0x01 Optional N/A Get_Attributes_All Returns multiple attributes in numerical
order

0x0E Conditional? | Required Get_Attribute_Single Returns the contents of the specified
attribute

0x10 N/A Required Set_Attribute_Single Modifies a single attribute

a8 Required if any class attributes are implemented.

7.10.5

2 Get_Attributes_All response (class level)

The Ge¢t_Attributes_All response shall contain the class attributes in numerical.ofder, ug

last im
attribu

7.11
7.11.1

The P
visible
and/or
object
use th
10).

The Pq
to add
profile

In man
multipl
Ethern
there 4
based

The Pdg

blemented attribute. Any unimplemented attributes in the response shall use the
e values.

Port object
Overview

brt object describes the communication interfaces¢that are present on the devi
to Type 2 networks. A tool/originator can use the.RPort object to learn the types of s
backplanes the device contains, which ones_sdpport Type 2 routing, as well as
provides access to its logical link-specific funetionality. In addition a tool/origina
e Port object to learn the Type 2 routing capabilities (see Port object instance a

rt object refers to a logical link/network interface on the device, i.e. the interfac

to the
default

ce and
ubnets
which
or can
tribute

e used

ess it. The logical link address_is-defined by the corresponding network communification

y cases, a single Port instance is used to directly reflect a physical port. In some
e Port instances share a single physical port (e.g. Port instances for two d
bt-based fieldbuses-may share the same Ethernet interface). And there are cases|
re multiple physical ports for a single Port object instance (e.g. a dual-port Et
Type 2 device with DLR).

rt Object’provides the port name, port number (used for Type 2 routing) within the

and other portiinformation for each communication interface on the device.

cases,
fferent

where
nernet-

levice,

Implementation requirements are as follows.

1) One instance shall exist for each Type 2 routable port.

2) One instance shall exist for each non-routable Type 2 port that has the same Logical Link
Object Class ID (instance attribute 3) as another port.

3) The Port object is required if another object definition requires it.

4) Instances may exist for non-routable ports.

5) Instances may exist for devices that support a single port. A single port device may support
routing by allowing an incoming packet to be routed back out the port, in this case one
instance shall exist for the port.

7.11.2

Revision History

The revision history of the Port object is described in Table 140.
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Table 140 — Port object revision history

Revision History
01 Initial definition
02 Instance Attribute 10 added — Port routing capabilities

7.11.3 Class attributes

The Port Object shall support the class attributes as specified in Table 141.

Table 141 — Port object class attributes
Attribute Need in Access Name Data type Description of Semantids of
ID implementation rule attribute value$
1 Required Get Revision UINT Revision of this object The current yalue
assigned to this
attribute is tyo (2).
2 Required Get Max UINT Maximum instance
Instance number
3 Required Get Num UINT Numberof/ports
Instances currently instantiated
4 to 4 These class attributes are optional and are described in IEC 61158-5-2.
8 Required Get Entry Port | UINT Returns the instance of
the Port object that
describes the port
through which this
request entered the
device
9 Required Get Port ARRAY of | Array of structures The array is
Instance containing instance indexed by inpstance
Info STRUCT of | attributes 1 and 2 from number startjng
each instance with zero, up| to the
maximum ingtance
number.
The values for
instance 0 apd any
non-instantigted
instances shpll be
zero.
Port Type UINT Enumerates the type of |See instance
port attribute #1
Port UINT Type 2 port number See instancse
Number associated with this port | attribute #2
7.11.4 Instance attributes
7.11.4.1 General

The Port object shall support the instance attributes as

specified in Table 142.
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Table 142 — Port object instance attributes

Attribute Need in Access|NV Name Data type Description of Semantics of
ID implementation| rule attribute values
1 Required Get NV [Port Type UINT Enumerates the type |See 7.11.4.2

of port
2 Required Get NV [Port Number [UINT Type 2 port number See 7.11.4.2
associated with this
port
3 Required Get NV |Logical Link |STRUCT of See 7.11.4.2
Object
Path | nngfh LUNT Number of 16 hit
words in the following
path @
Link Path Padded Logical path segments
EPATH that identify the object
for this port. For
example, this could be
the TCP/IP InterfaCe
object.
4 Required Get NV [Port Name |SHORT_STR |String which Wiames See 7.11.4.4
ING the communication
interfaces The
maximunt number of
characters in the
string is 64.
For example, this can
be "Port A".
5 Optional Get NV [Port Type SHORTJSTR |String which names See 7.11.4.2
Name ING the port type. The
maximum number of
characters in the
string is 64.
6 Optional Set NV |Port SHORT_STR |String which describes |See 7.11.4.5
Description [ING the port. The
maximum number of
characters in the
string is 64.
For example, this can
be "Product Line 22".
7 Required Get NV |Port Number |Padded This is a single port See 7.11.4.6
and Node EPATH segment containing
Address the port number of this
port and the link
address of this device
on this port
8 Conditional © Get NV [Port Node STRUCT of See 7.11.4.7
Range
Minimum UINT Minimum node number
Node on port
Number
Maximum UINT Maximum node
Node number on port

Number
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Attribute
ID

Need in

implementation

Access
rule

NV

Name

Data type

Description of
attribute

Semantics of
values

9

Conditional ©

Get

NV

Chassis
Identity

Packed
EPATH

Electronic key of
network/chassis this
port is attached to.

This attribute shall be
a single Logical
Electronic Key
segment.with Format
4 of the Logical
Electronic Key
segment. The Vendor
ID, Device Type,

Product ("nrin, I\Ilalinr

See 7.11.4.8

Revision and Minor
Revision fields shall
not be 0. The
Compatibility field
shall be 0 (indicating
match).

10

Required

Get

NV

Port Routing
Capabilities

DWORD

Bit string that defines
the routing capabilities
of this port

See 7.11.4.9

11

Conditional 9

Get

NV

Associated
Communicati
on Objects

STRUCT of

List of communication
object, ifistances
associated with this
Port"Object instance

USINT

Number of entries in
array

Array of
STRUET of

USINT

Number of 16 bit
words in the following
path

Padded
EPATH

Logical path segments
that identify an
associated
communication object
instance

See 7.11.4.1(

2 The

b Ifa
this

¢ If this port is attaChed to a chassis then this attribute is optional, otherwise it is not allowed.

Path Length may be 0 if\there is no logical link object associated with this port instance. If a lodical link
objeft exists for the port instance, the path shall be specified.

levice can report its port characteristics within the range allowed (e.g. Type 2 MAC ID) then it shall{support
pttribute. Otherwise (e.g. Internet IP address) it shall not support this attribute.

4 If there is_ more than one Port Object instance that points to the same Logical Link object class ID (see instance
attribute 3),)this attribute is required, otherwise this attribute is optional for this instance.

7.11.4.2

Port Type, Logical Link Object and Port Type Name

The vendor assigns values to these three attributes to indicate the type of the port, whether or
not it supports routing, and whether it provides a link specific object to make link specific

functionality visible to Type 2.

When a port provides routing, the corresponding Port Type (1 to 65 534), Logical Link Object
and Port Type Name values assigned to the supported technology in Table 143 shall be used.

When a port does not provide routing, the Port Type value shall be set to 0 and the
corresponding Logical Link Object and Port Type Name values assigned to the supported
technology in Table 143 shall be used.
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When a port cannot report its type information based on its state (e.g. the user shall choose
which protocol it should support), the Port Type value shall be set to 65 535. See Port Type
value 65 535 in Table 143 for the corresponding Logical Link Object and Port Type Name
values.

The Port Type values and their associated Logical Link Object classes and Port Type Name
values are listed in Table 143.

Table 143 — Port Type and associated Logical Link Object
classes and Port Type Name values

Pprt-Feehnotogy—=< Port-Type LogicalLink-Object(attribute-3) Port-Type-Name
(attribute 1) _ _ i (attributp 5)
Logical Link Object Class Code
Name
Any technology below (1 to 0 Logical Link object Class code of Name assignled to
65 534)| but routing is not assigned to underlying |assigned logical link gunderlying
supported technology or null. object (if implemented){technology (] to
65 534) below.
Reservdd for legacy use 2 1 Vendor Specific or null [Vendor Specifie,_(if Vendor assigned
implemented)
ControllNet™ (Type 2)5 2 ControlNet object 0xFO ControlNet
ControllNet™ with media 3 ControlNet object OxFO ControlNet
redundgncy (Type 2) Redundant
EtherNgt/IP™ (Type 2)° 4 TCP/IP Interface OxF5 EtherNet/IP §
object
DeviceNet™ (Type 2)° 5 DeviceNet object 0x03 DeviceNet
Reservgd for legacy use 2 6 to 99 Vendor Specific or null [Vendor Specific Vendor Assigned
(if implemented)
Vendor Specific Types 100 to 100 to 199 |Vender Specific or null [Vendor Specific (if Vendor Assigned
199 used)
CompoNlet™5 200 CompoNet Link object |OxF7 CompoNet
ModbusfTCP (Type 15)8 201 TCP/IP Interface 0xF5 Modbus/TCP
object
ModbusfSL (Type 15)° 202 Modbus Serial Link 0x46 Modbus/SL
object
SERCOB Il (Type 19)7 203 Sercos Il Link object |0x4C SERCOS I
HART (Type 9)8 204 null None HART

S ControlNet™, EtherNet/IP™, DeviceNet™ and CompoNet™ are trade names of ODVA, Inc. This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC of the
trademark holder or any of its products. Compliance with this profile does not require use of the trade names
ControlNet™, EtherNet/IP™, DeviceNet™ or CompoNet™. Use of the trade names ControlINet™, EtherNet/IP™,
DeviceNet™ or CompoNet™requires permission from ODVA, Inc.

6 Modbus is a trademark of Schneider Automation Inc registered in the United States of America and other
countries. This information is given for the convenience of users of this document and does not constitute an
endorsement by IEC of the trademark holder or any of its products. Compliance with this profile does not require
use of the trademark Modbus. Use of the trademark Modbus requires permission from Schneider Automation Inc.

SERCOS is a trade name of sercos international e.V. This information is given for the convenience of users of
this document and does not constitute an endorsement by IEC of the trademark holder or any of its products.
Compliance with this profile does not require use of the registered trademark. Use of the trade name requires
permission of the trade name holder.

8 HARTIs a registered trademark of FieldComm Group. This information is given for the convenience of users of
this document and does not constitute an endorsement by IEC of the trademark holder or any of its products.
Compliance with this profile does not require use of the registered trademark. Use of the trademark HART requires
permission of the trademark holder.
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Port Technology ¢ Port Type Logical Link Object (attribute 3) Port Type Name
(attribute 1) - - ) (attribute 5)
Logical Link Object Class Code
Name
1O-Link (IEC 61131-9)° 205 null None 10-Link
Reserved for future use 206 to Reserved for future use
65 534

Any technology above (1 to 65 535 Logical Link object Class code of Unconfigured port
65 534), but the type of port is assigned to underlying |assigned logical link
user configurable technology or null. object (if implemented)

2  Port types marked as "Reserved for legacy use" indicate port types that were defined prior to the publication of
this document. They are not defined in this document. Devices should not implement these port types without

priof Knowledge of the legacy usage.

b This|port type was formerly known as TCP/IP.

¢ Port|technologies with port types 200 to 205 correspond to technologies with Type 2 interfaces)as spekified in
dedicated volumes of the ODVA specifications.

The logical link object path value (attribute 3) shall consist of one logical class segmgnt and

one logical instance segment. The maximum size is 12 octets. See dgfinition of logical segment

in IEC61158-6-2, 4.1.9.4.

7.11.4]3 Port Number

Manufacturer assigns a unique value to identify each cemmunication port. Value 0O is reserved

and capnot be used.

Value [l is reserved for a backplane port. Devices'with no backplane port or a backplape that

does npt support Type 2 communications shaliinot have a Port Number 1. The Port Number for

the bag¢kplane port of a device that supports a single backplane port shall be 1. The Port Number

for ong of the backplane ports of a devicedthat supports multiple backplane ports shall be¢ 1 and

the othlers can be any other valid port number.

The Pqrt Number value is encoded:in the Port segment defined in IEC 61158-6-2, 4.1.9/3, and

is used for routing.

7.11.4J4 Port Name

This attribute is the yvendor assigned name of the communications interface associated with this

instange.

This value is-unique for each communications interface. If multiple Type 2 ports use the same

commuynications interface, they shall each have the same Port Name value. Likewise, a
port shall<not have the same Port Name value as any other Type 2 port if they do not sh

Type 2
are the

same communications Interrace.

When there is a one-to-one relationship between a communications interface and a physical
network port and the port has a user visible label on the product, the value should be equivalent

to the |

abel (e.g. use the textual name for a symbol).

When there is a one-to-many relationship between an internal communication interface and
multiple physical network ports and each port has a user visible label on the product, this

9 |O-Link is a trade name of the 10-Link Consortium. This information is given for the convenience of users of this
document and does not constitute an endorsement by IEC of the trade name holder or any of its products.
Compliance with this document does not require use of the registered trade name. Use of the trade name 10-Link

requ

ires permission of the trade name holder.
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attribute should report the internal interface name (typically, the logical link object in
associated with each physical port reports the user visible label names in this case).

7.11.4.5 Port Description

stance

The default value of the Port Description attribute shall be an empty string. This attribute is

used by a client to add a description to their port.

7.11.4.6 Port Number and Node Address

The Port Number and Node Address value shall be a Port Segment containing the Port Number
of this port and the Link Address of this device on the port. The encoded port number shall

match the value presented in attribute 2.

For deyices that do not have a Link Address on this port (for example, a Type 2°'Ethern
with n@ assigned IP address) or for Port Type 0 (no Type 2 routing), the Link ‘Address
of the Port Segment shall be zero length.

EXAMPLUE For Port Number 2, a zero-length Link Address would be indicated by 0x12 0x00.

See |IE[C 61158-6-2, 4.1.9.3 for details on the Port Segment including examples.

7.11.4]7 Port Node Range

This aftribute indicates the lowest and highest link addréss on the Port Type (attribute
this port is connected to. This attribute can be used by.a browsing tool to limit the range
addresses browsed.

EXAMPLE For a 17 slot backplane, this attribute would“have the values 0 and 16, for a network support
IDs between 0 and 63 this attribute would have the values 0 and 63.

7.11.4]8 Chassis Identity

This atfribute can be used to indicate'the identity of the chassis that this port is currently p|
into. This attribute is useful whencbrowsing. For example, the browser can identify the g
that the¢ device is plugged into;can load the chassis EDS file and associated icon, and u
identification to determine what additional modules can be plugged into this chassis.
attribute is not implemented, then browsing clients will not have a standardized
identifying the chassis, and will have to represent the chassis generically or use vendor-g
methods.

tribute should be used to indicate the Identity of the chassis as accurately as pdg

et port
portion

1) that
of link

ng MAC

ugged
hassis
se this
If this
vay of
pecific

ssible.
Dssible
n, slot

Howevjer, dueto’technical limitations of some chassis implementations, it could be imp
or not practical to accurately determine certain attributes of the chassis, including versid
ranges|,afd specific part numbers. In this case, the vendor may choose to include the i
of a generi ' T '

7.11.4.9 Port Routing Capabilities

This attribute indicates the specific routing capabilities of this port.

The Port Routing Capabilities attribute shall be all Q's if no routing is supported.

dentity

See Table 144 for the definition of the routing capability bits. If the bit is set, the port supports
the specified routing function. In this table, "incoming" refers to routing requests received on
this port to any port on the device, and "outgoing" refers to routing requests received from any

port out this port.
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Table 144 — Port Routing Capabilities attribute bit definitions

Bit Routing Capability
0 Routing of incoming Unconnected Messaging supported
1 Routing of outgoing Unconnected Messaging supported
2 Routing of incoming Transport Class 0/1 connections supported
3 Routing of outgoing Transport Class 0/1 connections supported
4 Routing of incoming Transport Class 2/3 connections supported
5 Routing of outgoing Transport Class 2/3 connections supported
5 \alid-only-for-some-notwork-communication-profies

7 31 Reserved

7.11.4110 Associated Communication Objects, Attribute 11

This aftribute shall include any open and/or vendor specific objects that,impact the operation of
the communications path associated with this Port object instance. Elach entry in the Array of
Paddefl EPATH shall specify a single class segment followed by a siAgle instance segment. If
this attribute is supported, every Communication object associated-with this port instange shall
be inclpded. See IEC 61158-6-2, 4.1.10.2.1 for the list of Associated Communication objects.

EXAMPLE

The follgqwing list is an example of open objects that are classified*as Associated Communication objects:
e ControlNet object

e Keeper object

e  Scheduling object

e TCH/IP Interface object

e Eth¢rnet Link object

e DevjceNet object

e DLH object

e QoY object

e PRR/HSR Protocol object

e PRR/HSR Nodes Table gbject
e SERCOS Illl Link object

If ther¢ are maltiple Port object instances that have the same Logical Link Object Class ID
(attribyte 3).mone of the objects in the Array of Padded EPATH are allowed to be instgnce 1,
i.e. insfapce 1 shall not be implemented for those object classes. This prevents old clients that
could have assumed instance 1 for an Associated Communication object from retrieving
incorrect information.

The following Associated Communications Objects are excluded from the requirement to use
instance numbers other than 1, because tools that existed prior to the definition of the
Associated Communications Objects attribute make no assumption about instance 1 for these
objects:

e QoS Object — 0x48 (if there is only one instance that applies to all TCP ports)
e Ethernet Link Object — OxF6

See Figure 26 and Table 145 for an example of a device with two Type 2 Ethernet ports, both
supporting DLR, to see how the Instance 1 numbering restrictions are applied.
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Port
Obj il

TCP/IP QoS TCP/IP
Obj #2 Obj #1 Obj#i3

Enet 4 || Enet 3 | <- physical ports -> Enet 2 || Enet 1

IEC
Figure 26 — Communication objects diagram for@example device

Table 145 — Contents of Associated Communication objects attribute 11 for the twjo Port
object instances of the example device

Port Object Port Object
Instance 1 Instance 2 Comments
Attribute 11 Attribute 11

Both Type 2 Ports use the same underlying
technology, i.e. the TCP/IP Object, so Instapce

TCP/IH object (0xF5) TCP/IP object (0xE5) restrictions apply (since old tools will mislegd user
if instance 1 was present).

Instange 2 Instance 3
This is true even if one port is Type 2 Etherhet
and other port is Modbus/TCP.

DLR olyject (0x47) DLR-object (0x47)
Cannot use instance 1

Instange 3 Instance 2

Etherngt Link object (0xF6) Ethernet Link object (0xF6)
Instance 1 allowed since old tools do not agsume

Instange 3 Instance 1 g
port of entry is instance 1.
Instange 4 Instance 2
Instance 1 allowed since single instance applies
QoS olpject (0x48) QoS object (0x48) to both ports. If QoS object only pertained tp one
of the Type 2 Ethernet ports, or if there wag one
Instange™ Instance 1 QoS object for each port, then Instance 1 ciuld

not have been used.

7.11.5 Common services
7.11.5.1 General

The common services implemented by the Port object are specified in Table 146.
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Table 146 — Port object common services

of the class/instance

Service code Need in implementation Service name Description of service
Class Instance
0x01 Optional Optional Get_Attributes_All Returns the contents of all attributes

0x0E Required Required Get_Attribute_Single Returns the contents of the
specified class/instance attribute

0x10 N/A Conditional @ | Set_Attribute_Single Modifies an attribute

a

This service shall be implemented if any of the settable class/instance attribute is supported.

ute be

e 148.

7.11.5)2 Get_Attributes_All response
7.11.5J2.1 Class level
The stiucture of the Get_Attributes_All response at the class level is specified in Table [147.
Table 147 — Get_Attributes_All response— class’level
. . Default value
Attribpte ID Data type Attribute name (if not implementdd)
UINT Revision 14
2 UINT Max Instance
UINT Number of Instances
UINT Entry Port
ARRAY of Port Instance Info
STRUCT of
UINT Port Type
UINT Port Number
a8 Thg default value only applies for’Revision 1 of this object. Newer revisions require that this attrij
imglemented, which will override.this default value.
7.11.5]2.2 Instance Jevel
The stjucture of the*Get_Attributes_All response at the instance level is specified in Tab
Table 148 — Get_Attributes_All response— instance level
) Default-value
Attribute ID Data type Attribute name (if not implemented)
1 UINT Port Type
2 UINT Port Number
STRUCT of Logical Link Object
3 UINT Path Length
Padded EPATH Link Path
4 SHORT_STRING Port Name

7 Padded EPATH Port Number and Node Address
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7.12 PRP/HSR Protocol object
7.12.1 Overview

The PRP/HSR Protocol object provides a configuration and diagnostic interface. The Parallel
Redundancy Protocol (PRP) and High-availability Seamless Redundancy (HSR) protocol are
OSl layer 2 Link Redundancy Entity (LRE) protocols that provide high availability through a dual
attachment.

An LRE is an entity at layer 2 that hides port redundancy from the upper layers, by forwarding
to the upper layers the frames received from the active redundant ports as if they came from a
single port, and by forwarding to the active redundant ports a frame coming from the upper
layers.

PRP apd HSR are fully specified in IEC 62439-3, and also briefly described in Clause 11. The
PRP/HISR Protocol object provides the Type 2 application-level interface to these-protogols.

7.12.2| Revision history

The reyision history of the PRP/HSR Protocol object is described indable 149.

Table 149 — Revision history

Reyision Reason for object definition update
1 Initial revision of this object definition, with PRP.only (obsolete)
2 Revision of this object definition integrating*HSR with PRP (obsolete)
3 Add additional diagnostics (Instance Attributes 17-20) and counter reset functionality

7.12.3| Class attributes

The PRP/HSR Protocol object shall support the class attributes as specified in Table 150.

Table 150 — Class attributes

Attribyite Need in Access | NV Name Data Description | Semantics of yalues
ID implementation rule type of attribute
1 Required Get NV Revision UINT Revision of The current value
object assigned to thip
attribute is 3

2tof These class attributes are optional and are described in IEC 61158-5-2.

7.12.4 Instance attributes
7.12.4.1 General

The PRP/HSR Protocol object shall support the instance attributes as specified in Table 151.
These instance attributes correlate to the MIB object definitions described in IEC 62439-3:2016,
Clause 7.
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Table 151 — Instance attributes

Attribute Need in Access NV Name Data type Description of Semantics of
ID implementation rule attribute values
1 Required Get NV LRE Enable |[BOOL LRE Enable Flag |[TRUE indicates that
LRE is Enabled
FALSE indicates
that LRE is
Disabled
Default=FALSE
2 Required Get NV Node Type [UINT Operating mode of |Default = 1
Node
See 7.12.4.4
3 Required Get NV  [Node Name |SHORT_ST |[Human readable |Vendor defifed
RING representation of |ASCll\charafters.
N f the LRE
ame otihe A length of Q shall
indicate no Node
Name is configured.
The string cpntent
should be thle same
as the MIB Qbject
ID, if any is
provided.
4 Required Get NV  |Version SHORT_ST {Human readable |Vendor defijed
Name RING representation of |ASCII charafters.
version Name of ) )
the LRE Maximum lepgth is
32 charactefs. The
string content
should be thle same
as the MIB Qbject
ID, if any is
provided.
A length of  is not
allowed for this
attribute.
5 Required Get is NV LRE MAC ETH_MAC_ |Specifies the MAC
required Address ADDR address to be
) used by LRE
Set is
optional
6 Required Gels NV Duplicate UINT Specifies whether |doNotDiscard (0)
required Discard the duplicate .
2otis discard algorithm |discard (1)
| .
- is used at Default = 1
optional reception. The
RCT shall always
be inserted by a
LRE
7 Required Get/Set NV  [Transparent |[UINT If 0, the RCT is removeRCT|(0),
Reception Femoved from the )
frame by the LRE |PassRCT (1);
before forwarding |pefault = 0:

to the upper layers
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Attribute Need in Access NV Name Data type Description of Semantics of
ID implementation rule attribute values
8 Required Get is LRE STRUCT of See 7.12.4.3

required Interface
) Counters
Set is
optional Transmit UDINT Number of frames
Count A sent over Port A
that are HSR
tagged or RCT
appended
Transmit UDINT Number of frames
Count B sent over Port B
that are HSR
tagged or RCT
appended
Transmit UDINT Number of frames
Count C sent over the
interlink of the
Redundancy Box
or to the DANP.
application
interface
Receive UDINT Numper of frames
Count A received on Port A
thatvare HSR
tagged or RCT
appended
Receive UDINF Number of frames
Count B received on Port B
that are HSR
tagged or RCT
appended
Receive UDINT Number of frames
Counti€ received on the
interlink of the
Redundancy Box
or the DANP
application
interface
Wrong LAN A[UDINT Number of frames |Only applicable to
Count with the wrong PRP ports
LAN identifier
received on LRE
Port A.
Wrong LAN B|{UDINT Number of frames |Only applicgble to
Count with the wrong PRP ports
LAN identifier
received on LRE
Port B.
Wrong LAN  [UDINT Number of frames |Only applicgble to
C Count with the wrong HSR RedBoxes in

LAN identifier
received on LRE
Port C.

HSR-PRP
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Attribute Need in Access NV Name Data type Description of Semantics of
ID implementation rule attribute values
9 Required Get is LRE STRUCT of See 7.12.4.4
required Duplicate
. Detection
Set is Counters
optional
Entries UDINT Number of Entries
Unique in the duplicate
Count A detection
mechanism on port
A for which no
duplicate was
received.
Entries UDINT Number of Entries
Unique in the duplicate
Count B detection
mechanism on port
B for which no
duplicate was
received.
Entries UDINT Number of Entries
Duplicate in the duplicate
Count A detection
mechanism on port
A fof which one
single duplicate
was received.
Entries UDINT Number of Entries
Duplicate in the duplicate
Count B detection
mechanism on port
B for which one
single duplicate
was received.
Entries UDINT Number of Entries
Multiple in the duplicate
Count A detection
mechanism on port
A for which more
than one duplicate
was received.
Entries UDINT Number of Entries
Multiple in the duplicate
Count B detection
mechanism on port
B for which more
than one duplicate
was received.
10 Conditional @ Get Proxy Nodes [UDINT Number of nodes
Count in the Proxy Nodes
Table
11 Conditional @ Get, Get_ Proxy Nodes |ARRAY of
Member(s) Table
Proxy Node |ETH_MAC_ |Specifies the MAC
MAC ADDR address of the
Address node this device

acts as a proxy
for.
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Attribute Need in Access NV Name Data type Description of Semantics of
1D implementation rule attribute values
12 Optional Get \Y PRP/HSR STRUCT of |Path to PRP/HSR
Nodes Table Nodes Table
Path object
UINT Path Size Number of 16 bit
words in Path
Padded Path: Logical The path is
EPATH segments restricted to one
identifying the logical instance
Nodes Table segment. The
object maximum size is 12
octets.
See |IEC.611158-6-2,
4194
13 Required Get/Set NV  [Switching UINT Shows which See 7/12.4.5
Mode feature is enabled
in this LRE
14 Conditional Get/Set NV HSR Mode UINT Mode of the HSR’ |See 7.12.4.4
LRE
15 Conditional @ Get/Set NV  |[RedBox ID  |UINT Redundancy Box |See 7.12.4.7
Identity,
16 Required Get is NV  |Evaluate BOOL Evaluate received |See 7.12.4.9
required Supervision Supervision
) frames
Set is
optional
17 Required Get \% Warning LAN [BOOL See 7.12.4.4
A
18 Required Get \% Warning LAN [BOOL See 7.12.4.4
B
19 Required Set \% Warfiihg UDINT See 7.12.4 .4
Count LAN A
20 Required Set \% Warning UDINT See 7.12.4 .4
Count LAN B
8 REQUIRED if device is a Redundangy Box (RedBox)
b REQUIRED if device is a Node.or-RedBox supporting the HSR protocol
7.12.42 Node Type.~ Attribute 2
The PRP Node Type attribute identifies the operating mode of the Node. Table 152 specifies
the possible values for PRP Node Type.
Table 152 — Node Type
Value Node type
0 Deprecated (PRP Mode 0)
1 PRP Mode 1
2 HSR Mode
3 to 65 535 Reserved for future use
NOTE "Deprecated (PRP Mode 0)" is present for historical reasons. PRP existed in a version 0 (corresponding to

the first edition of IEC 62439-3). After the first edition was replaced, PRP Mode 0 was deprecated and replaced by
PRP Mode 1, the current version. There is a need to distinguish nodes working with version 0 and 1, because the
sequence number scheme has changed between the two. This results in an incompatibility between the two versions.
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The LRE Interface Counters attribute contains counters specific to the Parallel Redundancy

Protocol (PRP). These counters shall be as defined by IEC 62439-3.

All members of Attribute 8 may be reset to 0 via the Set_Attribute_Single service. Values other

than 0 shall result in General Status Code 0x09 (Invalid Attribute Value) being returned.

7.12.4.4 LRE Duplicate Detection Counters — Attribute 9

The LRE Duplicate Detection Counters attribute contains counters specific to the Parallel

Redundancy Protocol (PRP). These counters shall be as defined by IEC 62439-3.

All members of Attribute 9 may be reset to 0 via the Set_Attribute_Single service. Yaluep other
than O[shall result in General Status Code 0x09 (Invalid Attribute Value) being returhed,
7.12.4)5 Switching Node — Attribute 13
The Syitching Node enumeration provides the ability to select a particular operation for this
LRE. I} is also indicated as to what Operation is valid for which Noede Type. Nodes are not
requirgd to support all values. See IEC 62439-3 for more detail.
Table 153 specifies the possible values for Switching Node.
Table 153 — Switching*Node
Valug¢ Name Description Node Type
PRP Mode HSR NMode
0 Reserved Reserved
1 Non-bridging node Unspecified non-bridging node
2 Bridging unspecified Unspecified bridging node
3 PRP node PRPR node/RedBox
4 HSR RedBox SAN HSR RedBox with regular Ethernet
traffic on its interlink
5 HSR node HSR switching node
6 HSR RedBox HSR HSR RedBox with HSR tagged traffic
on its interlink
7 HSR.RedBox PRPa HSR RedBox with PRP traffic for LAN
A on its interlink
8 HSR RedBox PRPb HSR RedBox with PRP traffic for LAN
B on its interlink
9 to Reserved Reserved for future use
65 535
7.12.4.6 HSR Mode - Attribute 14

The HSR Mode enumeration is only applicable if the LRE is an HSR bridging node or RedBox.
It shows the mode of the HSR LRE. See IEC 62439-3 for more detail.

Table 154 specifies the possible values for HSR Mode.
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Table 154 — HSR Mode

Value

Name

Description

Reserved

Reserved

Mode h

HSR-tagged forwarding — Default mode
The HSR LRE is in mode h and bridges tagged HSR traffic

Mode n

No forwarding

The HSR LRE is in mode n and bridging between its HSR ports
disabled. Traffic is HSR tagged.

is

Mode t

Transparent forwarding

The HSR LRE is in mode t and bridges nontagged HSR traffic
between its HSR ports

Mode u

Unicast forwarding

The HSR LRE is in mode u and behaves like in modeh, except|i

does not remove unicast messages

Mode m

Mixed forwarding (HSR-tagged and non HSR+tagged)

The HSR LRE is configured in mixed mode, HSR frames are ha|
according to mode h. Non-HSR frames ‘are handled according t
IEEE Std 802.1Q-2018 bridging rules.

ndled
D

6 to §5 535

Reserved

Reserved for future use

7.12.4]7 RedBox ID - Attribute 15

Applicable to RedBox HSR-PRP A and RedBox HHSR-PRP B. One ID is used by one
RedBoxes (one configured to A and one configured to B) coupling an HSR ring to

network. The integer value states the value of the path field a RedBox inserts into each

it receives from its interlink and injects intatthe HSR ring. When interpreted as binary
the LSB denotes the configuration of thexRedBox (A or B), and the following 3 bits den
identifier of a RedBox pair. See IEC 62439-3 for more detail.

Table 155 specifies the possiblealues for RedBox ID.

pair of
a PRP
frame
alues,
bte the
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Table 155 — RedBox ID

Value Name
0 Reserved
1 Reserved
2 Id1a
3 Id1b
4 Id2a
5 Id2b
I 1d3a
7 Id3b
8 Id4a
9 Id4b
10 Id5a
11 Id5b
12 Id6a
13 Id6éb
14 Id7a
15 Id7b
16 to 65 535 Reserved for future‘use

7.12.4)8 Evaluate Supervision — Attribute 16

The Evaluation Supervision attribute is set.to TRUE if the LRE evaluates received supervision
framesg|. It is set to FALSE if it drops the stpervision frames without evaluating.

LREs pre required to send superyision frames, but reception is optional. Default value is
dependlent on implementation. See IEC 62439-3 for more detail.

7.12.4]9 Warnings - Attributes 17, 18, 19, 20

The warning attributes for LAN A and LAN B notify the user there is a potential problem with
the PRJP ports.

Attributes 17 or_18 respectively shall be asserted (1) if one or more of the following conlditions
exist:

1) Pacgket’'Loss Condition

a) If LAN A does not receive either LRE frames which are HSR tagged or RCT appended
or LRE supervision frames in the last 3 s but LAN B does, Attribute 17 will be asserted

(1).

b) If LAN B does not receive either LRE frames which are HSR tagged or RCT appended
or LRE supervision frames in the last 3 s but LAN A does, Attribute 18 will be asserted

(1).
2) Nodes Table Active Bit, Nodes Table Object Instance Attribute 3 (if implemented)
a) If Instance Attribute 3 of the Nodes Table Object is implemented and any node in the

array has Struct Member LAN B Active asserted (1) but Struct Member LAN A Active is
cleared (0), Attribute 17 will be asserted (1). This will be evaluated on a 1 s basis.

b) If Instance Attribute 3 of the Nodes Table Object is implemented and any node in the
array has Struct Member LAN A Active asserted (1) but Struct Member LAN B Active is
cleared (0) Attribute 18 will be asserted (1). This will be evaluated on a 1 s basis.
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3) Wrong LAN Packet Counter incremented

a) If Attribute 8 Struct member 7 "Wrong LAN A Count" has incremented in the past second,
Attribute 17 will be asserted (1).

b) If Attribute 8 Struct member 8 "Wrong LAN B Count" has incremented in the past second,
Attribute 18 will be asserted (1).

Attribute 17 (Warning LAN A) and Attribute 18 (Warning LAN B), shall be cleared if none of the
associated error counters are triggered within a 3 s period, as follows:

o If Attribute 17 is asserted (1) and 1a, 2a, and 3a above are false, Attribute 17 shall be
cleared (0).

o |f

If Attril
by 1.

If Attril
by 1.

Attribu
0 shall

7.12.5

One d
instand

is implemented (see IEC 61158-6-2, 4.1.8.4.1.4).

NOTE Pee IEC 61158-5-2, 6.1.6 for further information about Diagnostic Connection Points.

ute 18 changes state from cleared (0) to asserted (1), Attribute 20'shall be increr

es 19 and 20 may be reset to 0 via the Set_Attribute_Single service. Values oth
result in General Status Code 0x09 (Invalid Attribute Vfalue) being returned.

Diagnostic connection points

agnostic connection point is defined for thes PRP/HSR Protocol object class
e level. This connection point is required if\the Standard Network Diagnostic As

ttribute 18 is asserted (1) and 1b, 2b, and 3b above are false, Attribute 18.shall be
cleared (0).

ute 17 changes state from cleared (0) to asserted (1), Attribute 19 shall be lihcremented

hented

r than

at the
sembly

The fofmat of the PRP/HSR Protocol diagnostic connection point is as specified in Tablé 156.
Table 156 — PRP/HSR Protocol connection point 1, Standard Network Diagnostjcs
Attribute 1D Attribute ‘name Data type Attribute size Size of strulcture

17 Warning LANJA BOOL 1 bit
18 Warning LAN B BOOL 1 bit 8 octets
N[A 62 bits pad, shall be zeros 7 octets, 6 bits

7.12.6| < .Common Services

7.12.6.1 General

The PRP/HSR Protocol object shall support the common services as specified in Table 157.
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Table 157 — PRP/HSR Protocol object common services

IEC 61158-4-2:2023 © |EC 2023

d  Thi
Poi

€  Thi

5 service shall support the use of a connection point in the service path- When Diagnostic Con
ht(s) are implemented (see 7.12.5).

5 service is required if Diagnostic Connection Point(s) are implemented.

Service Need in implementation
d Service name Description of service
code Class Instance
0x01 | Optional Optional Get_Attributes_All Er‘fjt:rms multiple attributes in numerical
OXOE | Conditional @ | Required Get_Attribute_Single ¢ stfrti‘g:tsetgf c‘;°n”nt:2ttif)r?fptgiifpec'f'ed
0x10 N/A Required °© Set_Attribute_Single Modifies a single attribute
0x18 N/A Required Get_Member ® Sfe;rr;?trtir;iéontent of a selected member
0x10 N/A Conditional | Get_Connection_Point | Used to get member paths of a Connection
e _Member_List Point structure
a8 The Get_Attribute_Single shall be implemented for the class attribute if any class attribute isjimplemented.
b Thqg Get_Member service is only required to be implemented for Proxy Nodes Table (Attribute #11).
¢ Selvice is required but a vendor can include mechanism for the user to disable for Security reasons.

hection

7.12.6
7.12.6

At the
order,

2 Get_Attributes_All response

2.1 Class level

Lp to the last implemented attribute. Any'unimplemented attributes in the respons

use the default attribute values.

7.12.6

The st

2.2 Instance level

ucture of the Get_Attributes’ All response at the instance level is specified in Tab

Table 158 — Get_Attributes_All response

class level, the Get_Attributes_All responsé shall contain the class attributes in nugerical

e shall

e 158.

Attribute ID Data type Attribute name (if n?:fi?'r:lpl:l:;:neted)
BOOL LRE Enable
y UINT Node Type
K SHORT_STRING Node Name
5 ETH_MAC_ADDR LRE MAC Address
6 UINT Duplicate Discard
7 UINT Transparent Reception
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Attribute ID Data type Attribute name (if n?:fi?'r:lpl:l:;?neted)
8 STRUCT of LRE Interface Counters
UDINT Transmit Count A
UDINT Transmit Count B
UDINT Transmit Count C
UDINT Receive Count A
UDINT Receive Count B
UDINT Receive Count C
UUIN wWrong LAN A LOUMNt
UDINT Wrong LAN B Count
UDINT Wrong LAN C Count
q STRUCT of LRE Duplicate Detection Counters
UDINT Entries Unique Count A
UDINT Entries Unique Count B
UDINT Entries Duplicate Count A
UDINT Entries Duplicate Count B
UDINT Entries Multiple Count A
UDINT Entries Multiple Count B
1P UDINT PRP Proxy Node&s) Count 0
1 ARRAY of: Proxy Nodes Table
ETH_MAC_ADDR Proxy Nede MAC Address
1P STRUCT of Path to.PRP Nodes Table object
UINT Path Size 0
Padded EPATH Path
1B UINT Switching Node
1% UINT HSR Mode 0
1P UINT Redundancy Box |dentity 0
1P BOOL Evaluate Received Supervision Frames
114 BOOL Warning LAN A
1B BOOL Warning LAN B
1P UDINT Warning Count LAN A
2p UDINT Warning Count LAN B

7.13 PRP/HSR Nodes Table object
7.13.1 Overview

The PRP/HSR Nodes Table object keeps the record of all PRP or HSR Capable nodes that
have been detected on the network.

PRP and/or HSR capable devices participating in a PRP or HSR network may implement one
or more instances of the PRP/HSR Nodes Table object.

7.13.2 Revision history

The revision history of the PRP/HSR Nodes Table object is described in Table 159.
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Revision Reason for object definition update
1 Initial revision of this object definition, with PRP only (obsolete)
2 Revision of this object definition integrating HSR with PRP
3 Added conditional instance attribute 3, revised instance attribute 2 to conditional, revised
Get_Attributes_All instance level service to optional

7.13.3 Class attributes

The PRP/HSR Nodes Table object shall support the class attributes as specified in Table 160.
Table 160 — Class attributes
Attribute Need in Access | NV Name Data Description of Semantics of yalues
ID implementation | rule type attribute
1 Required Get \% Revision UINT Revision of this The current value
object assigned to thig
attribute can b¢ 2 or
3
2 Required Get \% Max UINT Maximum instance The largest instance
Instance number of an object | number of a created
éurrently created in | object at this class
this class level of hierarchy level
the device
3 Required Get \% Number of | UINT | Number of object The number of|object
Instance instances currently instances at this
created at this class hierarchy| level
class level of the
device
4 to 7| These class attributes are optional and.are described in IEC 61158-5-2.
7.13.4( Instance attributes
7.13.4/1 General
The PRP/HSR Nodes ‘\Table object shall support the instance attributes as specified in
Table 161.
Table 161 — Instance attributes
Attr Need in Access [NV Name Data type Description of | Semarjtics of
ID implementation rule attribute valpes
1 Required Get V |PRP/HSR Nodes |UDINT Number of
Table(s) Count entries in the
PRP/HSR
Nodes Table
with Time Last
Seen (if
implemented),
number of
entries in the
PRP/HSR Table
with Active
Status (if
implemented),
or the number of
entries in each
table if both are
implemented
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Attr
ID

Need in
implementation

Access
rule

NV

Name

Data type

Description of
attribute

Semantics of
values

2

Conditional @

Get

Get_
Member(s)

PRP/HSR Nodes
Table with Time
Last Seen

ARRAY of

See 7.13.4.2

STRUCT of

Node MAC
Address

ETH_MAC_ADDR

MAC address of
the source node
as advertised by
the PRP
Supervision
frame

Time Last
Seen A

UDINT

Time in
TimeTicks
(1/100 s) since
the last frame
from this remate
LRE was
received.over
LAN A/
Initialized with a
valle of 0 upon
nade
negistration.

Time Last
Seen B

UDINT

Time in
TimeTicks
(1/100 s) since
the last frame
from this remote
LRE was
received over
LAN B.
Initialized with a
value of 0 upon
node
registration.

Remote Node
Type

UDINT

Node type, as
indicated in
received
Supervision
frame

Conditional @

Get

Get)
Member(s)

PRP/HSR Nodes
Table with Active
Status

ARRAY of

See 7.13.4.2

STRUCT of

Node MAC
Address

ETH_MAC_ADDR

MAC address of
the source node
as advertised by
the PRP
Supervision
frame

Node IP
Address

UDINT

IP Address of
the source
node, Return
0.0.0.0 if not
known.

LAN A Active

BOOL

Frame received
in last 3 s on
LAN A from this
node

0 = No frame
seen in last
3sonLANA
from this node
(default)

1 = Frame
seen in last
3sonLANA
from this node
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Attr Need in Access [NV Name Data type Description of | Semantics of
ID implementation rule attribute values
LAN B Active BOOL Frame received |0 = No frame
in last 3 s on seen in last
LAN B from this |3 s on LAN B
node from this node
(default)
1 = Frame
seen in last
3sonLANB
from this node
Remote Node |UDINT Node type, as
Type indicated in
received
Supervision
frame

a8 Eithler Attribute 2 or Attribute 3 are required. Both may be implemented.

7.13.4

Either

IEC 62439-3 reference SNMP implementation, while attribute 3'is provided to reduce

resour

Since the size of the PRP/HSR Nodes Table with Time‘kast Seen and/or PRP/HSR Nodej
ctive Status (Instance Attributes 2 and 3) could be large, depending on the number of

with A
nodes

servicg (0x18), including support for Multiple Segquential Members — Extended Protocol.

Clientd may elect to use the Get_Attribute; Single service to read either the PRP/HSR

Table

participating in PRP/HSR results inxa’response that is too large, the PRP/HSR Objeq

return

read individual members or thexMultiple Sequential Members — Extended Protocol to
block gr blocks of members.

The Rgmote Node Typelidentifies the type of the Node, as indicated in the received Supe

frame.

Active Status — Attributes 2 and 3

Attribute 2 or Attribute 3 are required. Both may be impleftmented. Attribute 2 refle|

Ce requirements.

participating in PRP/HSR, these attributes-shall be accessible with the Get M

vith Time Last Seen or PRP/HSR*Nodes Table with Active Status. If the number of

error code 0x11 (Reply DatatToo Large). Clients should use the Get_Member ser

Table 162 specifies the possible values for Remote Node Type.

Table 162 — Remote Node Type

2 PRP/HSR Nodes Table with Time Last Seen and PRP/HSR Nodes Table With

cts the
device

5 Table

ember

Nodes
nodes
t shall
vice to
read a

rvision

Va'ue Name Description
tl) DANP A Double Attached Node running PRP
1 RedBoxP A Redundancy Box running PRP
2 VDANP A Virtual Double Attached Node running PRP
3 DANH A Double Attached Node running HSR
4 RedBoxH A Redundancy Box running HSR
5 VDANH A Virtual Double Attached Node running HSR
6 to 232 - 1 Reserved for future use
7.13.5 Common services
7.13.5.1  General

The PRP/HSR Nodes Table object shall support the common services as specified in Table 163.
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Table 163 — PRP/HSR Nodes Tables object common services

Service Need in implementation . L .
de Service name Description of service
co Class Instance
0x01 Optional Optional | Get_Attributes_All Returns multiple attributes in
numerical order
0x0E Required Required Get_Attribute_Single Returns a single attribute
0x18 N/A Required Get_Member Basic and Extended Protocol
7.13.5 2—Get-Attributes—AHrespoense
7.13.5)21 Class level
At the ¢lass level, the Get_Attributes_All response shall contain the class attributes in numerical
order, pp to the last implemented attribute. Any unimplemented attributes in the responge shall
use th¢ default attribute values.
7.13.5J2.2 Instance level
The stfucture of the Get_Attributes_All response at the instancellevel is specified in Tabje 164.
Table 164 — Get_Attributes_All response
Attribpte Data type Attribute name Default valug
ID (if not implemented)
1 UDINT PRP/HSRNodes Table Count
2 ARRAY of PRP/HSR Nodes Table
STRUCT of Table Entry
ETH_MAC_ADDR Node MAC Address
UDINT Time Last Seen A
UDINT Time Last Seen B
UDINT Remote NodeType
7.14 | LDP Management object
7.14.1| Overview
The LILDPManagement object contains administrative information for the LLDP protocol.

Detaile

d4equirements for the Type 2 implementation of LLDP are specified in Clause 12.

This object shall exist if LLDP is implemented on the device. Only one instance of the LLDP

Manag

7.14.2

ement object shall be implemented.

Revision history

The revision history of the LLDP Management object is described in Table 165.

Table 165 — Revision history

Revision Reason for object definition update

1 Initial revision of this object definition
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The LLDP Management object shall support the class attributes as specified in Table 166.

Table 166 — Class attributes

Attribute Need in Access NV Name Data Description of Semantics of values
ID implementa rule type attribute
tion
1to7 These class attributes are optional and are described in IEC 61158-5-2.
7.14.4| Instance attributes
7.14.411 General
The LYDP Management object shall support the instance attributes as specified in Table 167.
Table 167 — Instance attributes
Attr Need in Access | NV Name Data type Description of Semantidgs of
ID implementation rule attribute value$
1 Required Get/Set [NV |LLDP Enable STRUCT of See 7.14.4.2
LLDP Enable UINT Number of bits
Array Length defined in the
LLDP Enable
Array member
of this
structure.
LLDP Enable ARRAY of Enable
Array octets generation of
LLDP Frames
both Globally
and per Port
and the
processing of
received LLDP
frames globally.
2 Required Get/Set. | NV | msgTxInterval UINT From 0 = Reserved
IEEE Std 802.1
AB-2016. 1103 600 =
Message
The interval in Transmissior]
seconds at Interval for LLDP
which LLDP frames
frames are _
transmitted 3601 to 65 §35 =
from this device |Reserved
Recommenddd
default value is 30.
3 Required Get/Set |NV |msgTxHold USINT From 0 = Reserved
IEEE Std 802.1
AB-2016. 1to 10(_) =_Message
Transmission
A multiplier of Multiplier for LLDP
msgTxInterval Frames
to determine B
the value of the | 10110255 =
TTL TLV sent to | Reserved
neighboring Recommended
devices default value is 4.
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Attr Need in
ID implementation

Access
rule

NV

Name

Data type

Description of
attribute

Semantics of
values

4 Required

Get

LLDP Datastore

WORD

An indication of
the retrieval
methods for the
LLDP database
supported by
the device (see
12.5)

Bit:

0 = LLDP Data
Table object @
1=SNMP @

2 = NETCONF
YANG

3 = RESTCONF
YANG

4 to 15 = Reserved

5 Required

Get

Last Change

UDINT

The value of

svysiolime.
J Lig

sysUpTime is the
time—(in-hundredths

taken the last
time any entry
in the local
LLDP database
(ignoring TTL)
changed

of a secondﬂsince
the network
management|portion
of thelsysten was
last re-initialigzed
according to
IETF RFC 34{18.

2 At lg¢ast one of bits 0 and 1 are required.

7.14.4]2 LLDP Enable

The LLDP Enable Array Length member indicates the number of bits defined in the LLDP Enable
Array member of the LLDP Enable structure. It is equal 16 one plus the value of the Max Instance
number (class attribute 2) of the Ethernet Link object. The value of the LLDP Enablg Array
Lengthl member, divided by 8 and rounded up for any'remainder, gives the length of the LLDP
Enabld Array member in octets.

The LLDP Enable Array member is an array of bits (grouped in octets) that will lenable
generdtion of LLDP Frames both globallyZand per port and the processing of received LLDP
frames| globally. The bit definitions _of* the LLDP Enable Array member are specified in

Table 168.

Bit 2 Name

Values

Table 168 (— Bit Definitions of the LLDP Enable Array

Description

0 Global Enable

1-N Port Tx Enable

0 = LLDP Tx & Rx Disabled,

1 =LLDP Tx & Rx Enabled (default)

0 = LLDP Tx Disabled,

1 =11DP Tx Enabled (default)

If Global Enable (Bit 0) = 0, transmitting will

be stopped for all ports (other bits sha]l be

ignored) and received LLDP frames will be

ignored. On set of Global Enable (Bit

~

from 1 to O, all existing table entries shall
be removed.

The values of elements corresponding|to

non-existent Ethernet | ink instances dr

>N Reserved

Shall be 0 and are ignored.

instances (e.g. internal) that do not support
LLDP shall be set to 0 and are ignored.

Pad bits included as necessary to fill the
last octet.

a8 The bit number of each Port Tx Enable bit corresponds to the same instance number of the Ethernet Link
object, where N is the value of the Max Instance class attribute 2 of the Ethernet Link object.

7.14.5 Common services

7.14.5.1 General

The LLDP Management object shall support the common services as specified in Table 169.
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Table 169 — LLDP Management object common services

Service Need in implementation . L .
de Service name Description of service
co Class Instance
0x01 Optional Optional | Get_Attributes_All Er‘zt;‘rms multiple attributes in numerical
0x0E Conditional 2 | Required Get_Attribute_Single Returns a single attribute
0x10 N/A Required Set_Attribute_Single Modifies a single attribute
a8 Required if class attributes are implemented

7.14.5]2 Get_Attributes_All response

7.14.5]2.1

Class level

At the ¢lass level, the Get_Attributes_All response shall contain the class attributes in numerical
order, up to the last implemented attribute. Any unimplemented attributesin the responge shall
use th¢ default attribute values.

7.14.5]2.2

Instance level

The stjucture of the Get_Attributes_All response at the instance level is specified in Tabje 170.

Table 170 — Get_Attributes All response

Attribute ID Data type Attribute name Default value
(if not implemented)

1 STRUCT of LLDP Enable

UINT LLDP Enable Array Length

ARRAY of octets LLDP Enable Array
2 UINT msgTxInterval
3 USINT msgTxHold
4 WORD LLDP Datastore
5 UDINT Last Change

7.15 | LDP Data*Table object

7.15.1| Oyverview

The LYDRPvData Table object displays a record of all adjacent LLDP implementing devices that

are currently active according to the receive state machine of the LLDP protocol. Detailed
requirements for the Type 2 implementation of LLDP are specified in Clause 12.

This object shall exist if LLDP is implemented on the device and the SNMP LLDP MIB has not
been implemented. If neighboring devices have not been detected, only class attributes can be

reachable.

One instance of the LLDP Data Table object shall be implemented per adjacent device detected.
At least 8 instances shall be supported. It is recommended that 48 instances are supported.
Instances shall be created and removed as neighboring devices change. The same instance
number should be maintained for each neighboring device until the next power cycle of the
device implementing this object.



https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023

7.15.2 Revision history

— 249 -

The revision history of the LLDP Management object is described in Table 171.

Table 171 — Revision history

Revision

Reason for object definition update

1

Initial revision of this object definition

7.15.3 Class attributes

The LYDP Management object shall support the class attributes as specified in Table 172.
Table 172 — Class attributes
Attribyte Need in Access | NV Name Data Description of Semantics of yalues
ID implementation rule type attribute
1 This class attribute is optional and is described in IEC 61158-5-2.
2 Required Get \Y Max UINT | Maximum(instance | The largest instance
Instance numberiof,an number of a created
object currently object at this c|ass
created in this hierarchy level
Class level of the
device.
3 Required Get \Y Number UINT\ | Number of object The number of|object
of instances currently | instances at th|s
Instances created at this class hierarchy level
class level of the
device.
4to7 These class attributes are optional andare described in IEC 61158-5-2.
7.15.4( Instance attributes
7.15.4{1 General
The LYDP Management-ebject shall support the instance attributes as specified in Tablg 173.

Table 173 — Instance attributes

matches the

port the LLDP

received on, if
known.

physical Ethernet

frame populating
this instance was

number

Attr Need.in Access | NV Name Data type Description of Semanti¢s of
ID implementation rule attribute valuels
1 Réquired Get \% Ethernet UINT Local instance 0 = Unknown
link number of the
Instance Ethernet Link 11065535 =
Number Object that Ethernet Link

Object instance
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Attr Need in Access | NV Name Data type Description of Semantics of
ID implementation rule attribute values
2 Required Get \% MAC ETH_MAC_ADD |Neighboring MAC |The MAC address
Address R Address received | will be set by the
from the Type 2 first occurrence of
MAC Address, a MAC ID that
Chassis ID, or Port | exists in the
ID TLV following list:
1.Type 2 MAC
Address (TLV
Type = 127,
subtype = 2)
2. Chassis ID (TLV
Type = 1) only if
SUDYPE = 2
3. Port ID'(TLV
Types= 2y oply if
subtype = 3|
4\ AlY zero
3 Required Get \% Interface SHORT_STRING | Neighboring The Interfagqe
Label Interface Label Label will bg a
received fromvthe | maximum of 64
Type 2 Intgrface characters.
Label, Chassis ID . .
or Port ID°TLV It is set by the first
occurrence jof an
interface label that
exists in thq
following lis}:
1. Type 2 Interface
Label (TLV [Type =
127, Subtyge = 1)
2. Chassis ID (TLV
Type = 1) oply if
subtype = 6
3. Port ID (TLV
Type = 2) oply if
subtype = 5
4. A null strlng
4 Required Get \% Timéto Live |UINT Number of (TLV Type F 3)
seconds the
neighboring 0 = Reserved
information is to 11to 65 535|= Time
be considered To Live (in
valid. seconds)
NOTE A rgceived
TTL TLV vajue of 0
means the table
entry should be
removed pefr
IEEE Std 8Q2.1AB-
2016.
5 Required Get \Y System STRUCT of Contain bitmaps of | (TLV type =|7)
Capabilities the capabilities
. See 714 4
cv ttat deririe e
primary function(s)
of the neighboring
system.
System WORD Capabilities which
Capabilities the neighboring
device supports
based on currently
loaded firmware.
Enabled WORD Capabilities
Capabilities currently enabled
on the neighboring
device.
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Attr Need in Access | NV Name Data type Description of Semantics of
ID implementation rule attribute values
6 Required Get \% IPv4 STRUCT of IPv4 management |List of IPv4
Management addresses of the encoded
Addresses neighboring device | management
addresses as
defined by one or
more received
Management
Address TLVs
(TLV Type = 8)
Exclude non-1Pv4
Management
I\Arln:ee.:e_
USINT Number of 0 to 255,=Number
Management implemented of received
Address management Management
Count addresses Address TLV's
from this nefighbor.
ARRAY of IPv4 Management | The IP address
Management | UDINT Addresses of the |shall be set|to a
Address neighboring.device | valid Class A, B, or
C address gnd
shall not be|set to
all zeros orfthe
loopback address
(127.0.0.1).
7 Required Get \% Type 2 STRUCT of, Type 2 Set by the Type 2

Identification

Identification TLV
of the neighboring
device, if present.

Vendor ID UINT

Device UINT
Type

Product UINT
Cadée

Major SWORD
Revision

Minor USINT
Revision

Type 2 UDINT
Serial

Number

Identification TLV
(TLV Type F 127,
Subtype = (1), if
present.
Otherwise Q

See IEC 61(158-6-
2,4.1.9.4.2| Key

format 5, fof
details and
semantics
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Attr Need in Access | NV Name Data type Description of Semantics of
ID implementation rule attribute values
8 Required Get \% Additional STRUCT of TLV for Ethernet Set by the
Ethernet preemption Additional Ethernet
Capabilities Support from the Capabilities TLV
neighboring device | (TLV type = 127,
Subtype 7), if
present.
Otherwise 0
See
IEEE Std 802.3-
2018, 79.3 for
more information
Preemption BOOL Allows a link 0 = Not supported
Support partner to know if |1 = Supported
preemption is
supported on the
link
Preemption BOOL Allows a link 0 = Not enapled
Status partner to knowif) |1 = Enabled
preemption is
enabled omthe link
Preemption BOOL Allows a link 0 = Not actiye
Active partper'to know if |1 = Active
link‘\preemption
has passed
embedded
verification
Additional USINT Number of octets |0 = 64 octefs
Fragment that shall be 1 =128 octe¢ts
Size transmitted of a 2 =192 octets
frame before 3 = 256 octets
preemption occurs |4 to 255 =
Reserved
9 Required Get \% Last Chande | UDINT The value of sysUpTime fs the
sysUpTime taken |time (in
the last time any hundredths |of a
attribute in this second) sinfe the
instance changed |network
management
portion of tHe
system was]|last
re-initializeq per
IETF RFC 3418.
7.15.4]2 System Capabilities TLV

The Sylstem Capabilities TLV attribute is a structure that contains bitmaps of both the sugported
and eqabled capabilities of the neighboring device. The structure of these bitmaps is specified
in Table 174
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Table 174 — Bitmaps of supported capabilities & enabled capabilities

Bit Definition
0 Other

1 Repeater

2 Bridge

3 Access Point

4 Router

5 Telephone 2

O}

DOCSIS Cable Device ©

7 End Station

8 C-VLAN component 2

9 S-VLAN component 2

10 Two-port MAC Relay Component @
11 -15 Reserved by IEEE

networks

a8 Bits 5, 6, and 8 to 11 are defined in the IEEE Specification but are,unlikely in Type 2

One o1l more capabilities may be supported.

See I|EEE Std 802.1AB-2016, 8.5.8 for more details. Type 2 Ethernet Bridged mpltiport

neighbjoring devices are expected to assert high-bits 0 and 2 as specified in 12.3.4.

7.15.5| Common services

7.15.5]1 General

The LYDP Management object shalt-support the common services as specified in Table|175.

Table 175 -~ LLDP Management object common services

Servlce Need in implementation . L .
de Service name Description of service
co Class Instance
oxalt Optional Optional Get_Attributes_All Returns multiple attributes in
numerical order
0x0E Required Required Get_Attribute_Single Returns a single attribute
Find_Next_Object_Instance | Causes the specified class to sgarch
- Tor and return a nist of instance 1Ds of
Ox11 Required N/A existing instances of the LLDP Data
Table object.
7.15.5.2 Get_Attributes_All response
7.15.5.21 Class level

At the class level, the Get_Attributes_All response shall contain the class attributes in numerical
order, up to the last implemented attribute. Any unimplemented attributes in the response shall

use the default attribute values.

7.15.5.2.2 Instance level

The structure of the Get_Attributes_All response at the instance level is specified in Table 176.
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Attribute ID Data type Attribute name Default value
(if not implemented)
1 UINT Ethernet Link Instance Number
2 ETH_MAC_ADDR MAC Address
3 SHORT_STRING Interface Label
4 UINT Time to Live
5 STRUCT of System Capabilities TLV
WORD System Capabhilities
WORD Enabled Capabilities
6 STRUCT of IPv4 Management Addresses
USINT Management Address Count
ARRAY of UDINT Management Address
7 STRUCT of Type 2 ldentification
UINT Vendor ID
UINT Device Type
UINT Product Code
SWORD Major Revision / Compatibitity
USINT Minor Revision
UDINT Serial Number
3 STRUCT of Additional Ethernet Capabilities
BOOL Preemption*Support
BOOL Preemption Status
BOOL Preemption Active
USINT Additional Fragment Size
o UDINT Last Change
8 Ofher DLE elements of procedure
8.1 Network attachment monitor (NAM)
8.1.1 General
The n¢twork attachment monitor (NAM) shall control the DLL to allow new nodes tp non-

diSI’upLivciy juill =] kaillg firke

The NAM controls attaching the DLL to an existing link without causing disruption to
transmissions on that link. It accomplishes this by monitoring and controlling the DLL via the
Station Management and the normal send/receive interfaces to the DLL as summarized in
Table 177 and Figure 27.
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Table 177 — NAM states

State Actions

Check for 1) auto-address nodes shall find an address before entering (see 8.1.3)
Cable 2) use default parameters (see 8.1.2)

3) transmit DLPDUs, but no moderators

4) if receive rogue moderator, go to "Check for Moderator"

5) if receive any good DLPDU, transmit one more DLPDU, then go to "Wait to Rogue"

Wait to Rogue [1) use default parameters (see 8.1.2)

2) transmit no DI PDUs

3) if hear rogue moderator, go to "Check for Moderator"

4) if hear no rogue moderator for 400 ms — 600 ms, go to "I'm Alive"

Chegk for 1) transmit no DLPDUs

Modgrator ) ) . . . . . .
2) if hear 9 identical valid moderators in successive NUTs, go to "I'm Alive!“using the
parameters in those moderators
3) if have not heard a moderator for 1,0 s — 3,0 s, go to "Check fonCable"
4) if receive moderator with invalid link parameters, stay in this state, but change networ
status indicator to invalid link configuration (flashing red / green)

I'm Alive 1) auto-address nodes shall find an address before entering (see 8.1.3)

2) transmit DLPDUs, including moderators if this node has the lowest MAC ID
3) transmit three fixed tag 0x80 Lpackets
4) after sending them go to "Attached"

5) if receive rogue moderator, go to "Check for Moderator"

Attaghed 1) normal network operation
2) transmit DLPDUs, including moderators if this node has the lowest MAC ID
3) if receive rogue moderator, 'ge to "Check for Moderator"

4) if no other nodes on link\for 8 NUTs, go to "Check for Cable"
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Figure 27.— NAM state machine

8.1.2 Default parameters

The ddfault link parameters for-a node shall be as shown in Table 178:

Table 178 — Default link parameters

Parameter Data type Value
NUT_length UINT 100 ms (10 000 intervals of 10 ps each)
smax USINT 0
Umax USINT 99
slotTime USINT 254 (255 ps)
blanking USINT 6 (octet times)
gb_start USINT 610 ps (61 intervals of 10 ys each)
gb_center USINT 450 ps (45 intervals of 10 ys each)
modulus USINT 127
gb_prestart USINT 920 ps (92 intervals of 10 ys each)

8.1.3 Auto-addressing

Some nodes may have no pre-assigned MAC ID. These nodes, known as auto-address nodes,
shall search for an unused MAC ID by observing the link. The auto-address node shall not
transmit until a free MAC ID is found.
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Typically, auto-address nodes are transient nodes such as hand-held terminals.

Valid MAC IDs

On a link with default configuration parameters, an auto-address node shall search in the range
92 through 99. On a link with any other configuration parameters, an auto-address node shall
search in the range SMAX+1 through UMAX. A free MAC ID shall be declared found if at least
three sequential unscheduled transmit opportunities for that MAC ID have passed without

receivi

ng any DLPDUs from that MAC ID.

NOTE The ControlNet object provides an interface to determine the MAC ID which has been chosen.

8.1.5

The fo
monito

// Net
//
// Thi
// in
//
//
// Lpa
//
#defin
#defin

#defin
#defin
//

// mod
//

#defin
#defin
#defin

//
// Lpa
//
class

{
pub)

USI
USI

//

int

//

int

— State machine description

lowing state machine description shall define the behavior of the network-attaq
I

vork Attachment Monitor state machine description

E state machine monitors and controls the DLL to make sure thati)it goes on-
h fashion that does not disrupt a running network.

Cket constants: masks for ctl octet

F FIXEDSCREEN 1

k. TAGPAD 2

k. DATAPAD 4

k. OCTETWORD 8

Frator Lpacket constants

k. MODERATOR_SIZE 9 // moderator Lpédtket size octet

b MODERATOR CTL 1 // moderator*Dpacket control octet
e MODERATOR_TAG 0 // moderatoxn Lpacket tag octet

fket class

[ packet

lic:

NT size; L/\\return the size octet

NT ctl; Ak return the control octet

return the walwé of the tag pad bit
tag pad(vdéid)

{
return, ((ct1&TAGPAD) >>1;
}
retirn*the value of the data pad bit
data pad(void)

hment

1line

{

//

int

//
USI

return (ctl&DATAPAD) >>2;

}

return the number of octets in the Lpacket
wire size(void)

{

return size*2 - tag pad() - data pad();

}

get the next octet to be transmitted

NT get next octet (void);

// is this Lpacket aborted?

BOO
b

L abort (void) ;

class fixedLpacket: public Lpacket

{
pub
USI

lic:
NT tag;
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USINT dest;
}i

class moderatorLpacket: public fixedLpacket

{

public:

UINT NUT_length;
USINT smax;

USINT umax;

USINT slotTime;
USINT blanking;
USINT gb_start;
USINT gb_center;
USINT 1sSr.

USINT interval count;
USINT modulus;
USINT tMinus;
USINT gb_prestart;
USINT spare;

BOQOIL isValid(void);

// this checks for umax<myaddr, and similar parameter
// error that would prevent a node from successfully

// Jjoining a network

BOOL operator==(moderatorLpacket &);

// the equality test for moderator Lpackets “excludes

// the interval count, and usr, but includéds the

// tMinus counter

//

// intgrface to station management

//

BOOL SM powerup; // input indication;: ‘powerup has occurred

void SM LEDS(LED STATE); // set therUEDS to a specified pattern
#defing LED_bad network_parameters // “£lashes the network status indicator

class PLL _config_data
{
pubflic:
BOOIL listen only;
USINT myaddr;
UINT NUT_length;
USINT smax;
USINT umax;
USINT slotTime;
USINT Dblanking;
USINT gb_start;
USINT gb centety
USINT intervalcount;
USINT modulus’
USINT gb prestart;
}i

//

// interface to DLL

/7

void DLL xmit fixed request(char *comment);
void DLL xmit fixed confirm(void);

void DLL_recv_fixed_indication();

//

// These timer objects are as used internally to the ACM of the DLL.
!/

// various behaviors for timers

enum {ONCE_UP, ONCE DOWN, REPEAT UP, REPEAT DOWN} timer mode;

class timer

{
public:
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float count;
float preset;
BOOL expire;
timer mode mode;

// constructor: defines mode
timer (timer mode m)
{
mode

}

m;

void restart (void)

{

- 259 —

// number of ticks left
// initialize ticks,
// latched flag when timer expires

or cycle length

if (mode == REPEAT DOWN
11 modoe —= ONCE _DOWN) if HY\{"‘Y\(J d Aol
{
count = preset; // start with preset
}
else
{
count = 0; // else start from zero

}

// start counting

}

void start(float interval)
{
mode = ONCE DOWN;
preset = interval;
restart () ; //

voi

boo

}

d begin counting(void)
{
mode ONCE_UP;
restart () ;

}

[l expired(void)
{
BOOL tmp;

tmp expire;
expire = 0;
return tmp;

}

// set interval
start counting

// returns<true if

//

// timg conversionW\factors
//

#defing usec

#defing msec %1000

#defing sec.FT000000

// start counting down from Anterval towards zer

// start countind\tip from zero

the timer has expired; clears fl3

class timer timer (ONCE_DOWN) ;
int counter; // general
moderatorLpacket new mod; //
moderatorLpacket old mod; //
DLL config data default config;
DLL config data DLL config;

// Wait for powerup.

// Bring the DLL on-line.

// It is assumed that the node's
power-up.

// If this node is auto-addressed,

//

before enabling this machine.

state: powerupO

// general purpose timer
purpose counter

buffer for getting new moderator Lpackets
buffer for saving moderator Lpackets

// DLL config parameters for default mode
// scratch DLL config buffer

MAC ID is known before this machine is allowed to

a free MAC ID shall be determined
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event: SM_powerup
destination: checkForCablel
action:

DLL set current request(default config);

state: checkForCablel
event:
destination:
action:
DLL _enable moderator request (FALSE);
DLL online request (TRUE);

DLL_set_ current_confirm()
checkForCablel

IEC 61158-4-2:2023 © |EC 2023

// set default parameters

// default parameters were set

// disable moderators

// send DLL on-line

state:| checkForCablel

event:
des|tination:

DLL online confirm()
checkForCable2

state:| checkForCable2

// lrogue -> checkForModerator

evepnt: DLL SM report (rogue)
desjtination: checkForModerator0
actfion:

DLL listen_only request (TRUE) ;
DLL_enable fixed request (MODERATOR_TAG) ;

evepnt: DLL recv_fixed indication
|| DLL recv_gen_ indication // any\Lpacket received
desjtination: waitForRogue

actjion:

wait until transmit once more;

DLL listen_only request (TRUE) ;

DLL enable moderator request (FALSE)\;
timer.start (500 msec) ;

event:
desftination:
actfion:

DLL set current requesfi{default config);

checkForCableO

state:|waitForRogue

// lrogue -> checkFbrModerator

event: DLL.8M ‘report (rogue)
desjtination:\/checkForModerator0
actlion:

DLL ld-sten_only request (TRUE) ;
DLL(enable fixed request (MODERATOR_TAG) ;

// send DLL t6)listen only

/Y send DLL to listen only

MAC has not transmitted any frames for 1300 to 1500 msec

// send DLL to listen only

// DLL is now on-line, but can't modergte

// efhable reception of moderator]s

// re-enable moderators

// set default parameters

// enable reception of moderator]s

evelnty timer.expired ()
destination: aliveO
action:

DLL listen only request (FALSE);

// send DLL to listen only

DLL xmit fixed request("send an I'm alive message");

!/

// in the "alive" states, the DLL is on-line
// three "I'm alive" message are sent

// if lonely is detected, do nothing

!/
state: aliveO

// rogue -> checkForModerator

event: DLL SM report (rogue)
destination: checkForModerator0
action:

DLL listen_only request (TRUE) ;
DLL enable fixed request (MODERATOR TAG) ;

// send DLL to listen only

// enable reception of moderators
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// first message sent, send the second

event: DLL xmit fixed confirm();
destination: alivel
action:

DLL_xmit_fixed request("send an I'm alive message");

state: alivel

// rogue -> checkForModerator

event: DLL_SM_report (rogue)
destination: checkForModerator0
action:
DL listen only regunest (TRITF) - end DIIT to listen only
DLL enable fixed request (MODERATOR TAG) ; // enable reception of moderator]

// lsecond message sent, send the third

event: DLL xmit fixed confirm();
desftination: alive2
actjion:

DLL xmit fixed request("send an I'm alive message");

state:|alive2

// lrogue -> checkForModerator

evepnt: DLL SM report (rogue)
desjtination: checkForModerator0
actfion:
DLL listen only request (TRUE); // send{PLL to listen only
DLL enable fixed request (MODERATOR TAG) ; //" enable reception of moderator]

// |third message send, consider attachment “to be complete
event: DLL xmit fixed confirm();
desjtination: attached

//
// the|DLL is on-line and fully func&ional

state:|attached

// frogue -> checkForModerator
evepnt: DLL SM r€pQrt (rogue)

destinption: cheCkForModerator0

actfion:
DLL 1%sten only request (TRUE); // send DLL to listen only
DLL\enable fixed request (MODERATOR_TAG) ; // enable reception of moderator
evelpty DLL _SM roport(longly)
destination: checkForCable
action:
DLL enable moderator request (FALSE); // disable moderators

/7

// a rogue event was detected

// the DLL instantly disables itself (it goes to its rogue state)
/7

state: checkForModerator0

event: DLL enable fixed confirm(); // receive moderators enabled
destination: checkForModeratorl
action:

counter = 0; // init moderator counter

old mod = NULL;
timer.start (3 sec);
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state: checkForModeratorl

// timeout

event: timer.expired
destination: checkForCableO
action:
DLL_set current request (default params) ; // set default parameters

// ignore irrelevant received DLPDUs

event: DLL recv_fixed indication (new_mod) // got a moderator Lpacket
condition: received Lpacket is not mod

|| received Lpacket is not TUI

|| TUI.net change == false

desfEInacion: ChecKForModeratorl

// freceived a TUI indicating a net change in progress -- reset counter
event: DLL_recv_fixed indication(new_mod) // got a moderator Lpackef
condition: received Lpacket is TUI
&& TUI.net change == TRUE // the new moderator is different
desftination: checkForModeratorl
actjion:
counter = 0;

// freceived a moderator that would not permit this node

// fto operate normally (for example, - myaddr>umax)
// freset counter and flash bad net parameter indicator
event: DLL recv fixed indication(new mod) // got a moderator Lpacket
condition: !isValid(new_mod) // the new moderator is no good for us
desftination: checkForModeratorl
actfion:

SM LEDS (LED bad network parameters); [/ANElash the indicator

old _mod = new_mod;

counter = 0;
// freceived moderator that doesn't match (Fhe last one -- reset counter
evepnt: DLL recv_fixed indication (new’med) // got a moderator Lpacket
condition: received Lpacket is mod

&& new _mod != old mod /% the new moderator is different

desftination: checkForModeratorl
actfion:

old mod = new_mod;

counter = 0;
// freceived moderator thét,matches, but not the ninth match -- just increment |the

countef

event: DLL_recv_fixXed'indication(new_mod) // got a moderator Lpacket
condition: receiyed Lpacket is mod

&& isValidgnew mod)

&& new_mod=ss0ld mod

&& counten<s
desjtination:{ checkForModeratorl
actjion:

countend+;

// hage~feceived 9 successive identical moderators
// Bdopt these parameters and proceed to go back on-line
event: DLL recv_tfixed 1indication (new_mod) got a moderator Lpacket
condition: received Lpacket is mod
&& isValid (new_mod)
&& new_mod==o0ld_mod
&& counter==
destination: checkForModerator2

action:
DLL online request (FALSE); // send DLL off-line
!/
// second step to going back on-line
//

state: checkForModerator2

event: DLL online confirm() // now off-line
destination: check ForModerator3
action:
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copy parameters from new mod to DLL config; // get net configuration from
moderator
DLL set current request(DLL config); // adopt those parameters
!/
// third step to going back on-line
//
state: checkForModerator3
event: DLL set current confirm() // have now adopted new parameters
destination: aliveO
action:
T)TT_'IW' #pn_nn'l —regue t (FATSE) end DIT to listen only
DLL xmit fixed request("send an I'm alive message");
8.2 [Lalculating link parameters
8.21 Link parameters

Subclause 8.2 describes the requirements governing the selection of yalues for the fo

configy

- NU
- gb]
- gb]
- gb]
- slo
— bla

NOTE
blanki

8.2.2

Param

- sig
- the

- mo
bet

NOTE 1
disconn
(sometin
moderat

ration variables:

T _length;

| prestart;

| start;

[center;

Time;

hking.

The definitions of the link parameters include NUT length, gb center, gb prestart, gb
hg, and slotTime.

Conditions affecting link parameters

bter value selection shall-allow for worst case conditions of these factors:

hal propagation time between nodes;
timing reference-accuracy at various nodes;

Herator changes resulting in a change in the cable distance or signal propagatig
ween moderator and non-moderator nodes.

A typical Jmoderator change occurs as follows: At some random time the previous modg
ected from the cable, loses power, or stops transmitting moderators for some other reason. Tw
hes,three) pass during which no moderator DLPDUs are transmitted. The new moderator transmit
pr‘DLPDU in the guardband of the third NUT since it last received a valid moderator DLPDU.

lowing

| start,

n time

rator is
o NUTs
its first

NOTE 2

In the event that the previous moderator was lost near the time that the moderator DLPDU was being
transmitted it could be possible that the new moderator received the last moderator DLPDU from the previous
moderator, while other nodes would not have received the last moderator DLPDU.

It is therefore required that nodes tolerate an interval of 4 NUTs between reception of valid
moderator DLPDUs.

8.2.3

Moderator change

In the requirements which follow, the term "moderator change" shall be interpreted by a non-
moderator node as:

— rec

eption of a valid moderator DLPDU from the original moderator node,

— atime interval of up to 4 NUTs during which no valid moderator DLPDUs are received,

— rec

eption of a valid moderator DLPDU from a second moderator node.
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8.2.4 NUT timing
8.2.4.1 Tone

A network update time (NUT) for a node shall begin at a point in time called the tone, and shall
end at the next tone.

NOTE The times specified in 8.2.4 assume a perfectly accurate clock. Any permitted inaccuracy is explicitly included
in the requirements. Sources of inaccuracy can include firmware delay, hardware delay, and local crystal inaccuracy.

Since some of the time range requirements do not explicitly specify the clock accuracy
tolerance, implementations should provide that internal timers are set such that the
requirements are met

8.2.4. Clock accuracy

The timing specifications for PhL Signaling to support the tone and NUT precision shal| be as
defined in Table 179.

Table 179 — PhL timing characteristics

Specification Limits / characteristics Comments
Data R3te 5 Mbit/s + CA Also called M_8ymbol rate, data "zero" or "one"
Bit Timg 200 ns + CA Also called¢M_Symbol time, data "zero" or "one'
PhL symbol time 100 ns £ CA Also called’/Phy_Symbol time, see data encoding rules
Clock Afccuracy (CA) + 150 parts/million Including temperature, long term, and short terni
maximum stability

8.2.4.3 Restriction on NUT_length

The maximum value of NUT length shall be 10 000 (100 ms). The minimum| value
NUT 1length shall ensure that each-NUT allows a maximum length unscheduled Lpackgt to be
sent after the scheduled Lpackéts-have been sent.

NOTE For example, with no scheduled connections, the minimum value of NUT length is about 1 ms.
8.24.4 Moderator node timing

The moderator node shall begin a new NUT at (NUT length x 10 pys) + CA after the previous
tone. The reception of a valid or invalid DLPDU shall not affect the timing of the transmission
of the moderator DLPDU by the moderator node.

The m dorator nodao chall haain trancmiccinn af tha maodaoarataor DIPDLL At (110 1 o th —
leaeato—oae—5Sra—oe gt RSHhSSHoR—o—e—Hoaeatter— =T o—at{vo—=EeH g

gb_center) x 10 ys = CA after the tone.

8.24.5 Non-moderator node timing

A non-moderator node shall begin a new NUT at (gb_center x 10 — 40 + 2) ys after the last
M_Symbol of the end delimiter of any valid received moderator DLPDU. A non-moderator node
shall begin a new NUT at (NUT length x 10) us £+ CA after the previous tone if a valid
moderator DLPDU is not received in the current NUT.

Every non-moderator node shall receive and process any valid moderator DLPDU which begins
between (tone + 20) ys and (tone + (NUT length x 10 — 30) pus = CA).
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Post-tone silence

No DLPDUs shall be transmitted between the tone and 20 us after the tone.

8.2.4.7

Pre-tone silence

No DLPDU shall be transmitted, except the moderator DLPDU, that does not terminate before

(NUT_

length - gb prestart) x 10 + 11,2) ys £ CA after the tone.

The value of gb prestart shall provide that the blanking time after the last non-moderator
DLPDU transmitted by any node and received by any other node expires before the start of the

ange.

guard
8.2.4.8
The gu
The v4
DLPDU
in that

8.2.4.9

The vdlue of gb_center shall provide that any node shall observe the end of the mo

DLPD\
be mef]

and in the rpr‘pi\/ing node This caondition shall also he met dllring a moderatar ch

Guardband start

ardband shall start at (NUT length — gb_start) x 10 ys + CA after the/tone.

lue of gb_start shall provide that any node shall observe the, start of the mo

derator

no earlier than ((NUT length — gb_start) x 10 + 20) ys +,CA after the previols tone

node. This condition shall be met during a moderator change.

Guardband center

no later than (NUT length x 10 — 40) ys £ CA after the tone. This condition sh
during a moderator change.

Every

(tone +
DLPDU
node.

8.2.5
8.2.51

In the
shall p
worst ¢

- Cry

8.2.4.110 Useable time

ode shall receive and process anyvalid DLPDU that begins between (tone + 20 |
(NUT _length — gb_start) x40 us £ CA), except that reception of a valid or
shall not affect the timing of the'transmission of the moderator DLPDU by the mo

Slot timing
Slot time

ollowing desktription, the slots shall be numbered sequentially. The value of slo
ovide that a-DLPDU transmitted in slot N is received in slot N at all other nodes asj
ase conditions of

Stal drift;

lerator
bll also

s) and
invalid
derator

tTime
uming

halnrananatins A
L= T <

— Ssighk

- MA

propagato

C ID assignment;

but excluding noise events.

8.2.5.2

First slot

Scheduled slot 0 shall begin at 20 ys after the tone.

8.2.5.3

Missing node

If no DLPDU is sent or received during slot N-1, slot N shall begin at slotTime x 1 ys £+ CA
after the beginning of slot N-1.
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8.2.5.4 Restarting the slot timer

If a DLPDU is sent or received during slot N-1, slot N shall begin no later than 6,0 us after the
last M_Symbol of the end delimiter of the DLPDU. If a damaged DLPDU, with
ph status indication not equal to Normal, is received during slot N-1, slot N shall begin
no later than 6,0 ys after ph _lock indication goes FALSE.

8.2.5.5 Node turn around time

If both node N-1 and node N transmit in their respective slots, node N shall begin transmitting
between 11,2 uys and 12,8 ys after the last M_Symbol of the end delimiter of the DLPDU
transmitted by node N-1.

8.2.5.6 Beginning transmission after missed node

If nodg N-1 does not transmit in its slot, and node N is enabled to transmit infits:-'slot, pode N
shall bgegin transmitting no earlier than the start of slot N, and no later than 6,8,{is after the start
of slot |N.

The ijor factor to consider here is crystal drift. In the worst case, where there are two| nodes
attached to the network at MAC IDs 0 and 99, SMAX=98, UMAX=99, and USR=1, there [can be
a silence of 196 slot times between the scheduled DLPDU tfansmitted by node 0 and the
unschgduled DLPDU transmitted by node 99. If node 99 has«a“fast crystal and node ( has a
slow cilystal, or vice versa, the value of slotTime should be‘adequate to guarantee thaf, when
node 99 transmits, node 0 agrees that the current slot is™99.

8.2.6 Blanking

The vallue of blanking shall be 6.

8.2.7 Example implementation

The rejquirements in 8.2.4, 8.2.5 and-8.2.6 are met (not optimally) in the following example
program which calculates the link-parameters:

#inclufle <stdio.h>
#inclufle <stdlib.h>
#inclufle <stddef.h>

#defing roundup (x,y) ({x) - 1L) / (y) + 1L) /* Round up integer division */
#defing F_TURN 16060L /* ns for firmware turnaround and detect */
#defing B _TURN 5720L /* ns extra turnaround with large blanking value */
#defing NULLERAME 7L /* octets for length of a null Lpacket transmission|*/
#defing DELAY 4110L /* ns per 1000 meters cable delay */

#defing RPT JDLY 815L /* ns per repeater delay */

#defing RPMT 1500L /* Max crystal error in tenths of PPM = +/- 150,0 ppm */
#define MODBEFORE 2 /* min moderator overhead before Lpacket (housekeeping)*/
#define MODRECOV 3 /* worst case min moderator overhead after any Lpacket */
#define MODTIME 5 /* ticks for the moderator plus error recovery if bad */
#define MINUNSCHED 850 /* minimum unscheduled time */

int main(int argc, char **argv)

{

/* Default values for command line input parameters. These are

* arbitrarily chosen for our typical convenient network sizes.

*/

int dest Oxff;

int board -1; /* If -1 use driver, else use XT version TX */
int redund = 3; /* Unspecified. Later code defaults to 3 */
long NUT_ time= 10000L;

int length = 1000;

int smax
int umax
int repeat
int blank

1;

r 0;

o 0

6;
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255;
256;

maxfrm =
intmod =
terse = 0;
listenonly =
noleds = 0;

int
int
int
int
int
/* Other derived variables. */
int gap;

long drift;

long prop;

long turn;

long bslot;

long slot;

long picodev;
int nter;

- 267 —

int]| start;

int| prestart;
lonlg unscheduled;
lonjg nuttenth;
int] nuthigh;

int] nutlow;

char txheadl[7];
chajr *a;

/* |Parse arglist */
arglc--;

argy++;

if(rgc==0)

{
argc=1;
argv[0]="-h";
}

whifle (argc &&
{
while (*a)switch (*a++)

{

return(1l);
}

goto nextarg;

case 'l':
listenonly =
break;

case 'n':
noledsmy=
breaks

case 'bW.:
redind =
break;

cage” 'a':

<l P e}

128 ;

64;

(a=&argv[0] [0], *a++=="="))

case 'x':
board = atoi(a);
if ((board < 0) || (board >43))
{
printf ("$$ERROR --.0 <= board number <=

3.\n");

break;
case 'r':
redund =
break;
case 't':
terse =
break;

1;

case 'h':
default:

printf ("Compute and print a net config Lpacket.\n\n");

printf ("NETCONF [-abdhlnrt] [-x<board>] [Ox<dest>]"
" [<KNUT time> [<length> [<smax>\n");

printf (" [<umax> [<repeaters> [<blanking> [<maxframe>
"[<int modulus>11111111\n");

return (1) ;
}
nextarg: argc--;
argv++;

"
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}

/* Check for network address option */
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if (argc && argv[0][0] == '0' && argv[0][1l] == 'x'")
{
sscanf (argv[0],"%i", &dest);
if ((dest < 0) || (dest > 255))
{
printf ("$$ERROR -- 0x00 <= destination address <= 0Oxff.\n");
return(l);
}
argc--;
argv++;
}
/* |Parse remaining arguments.
*/
swiftch (argc)
{
cask 8: intmod = atoi(argv[7]);
caske 7: maxfrm = atoi(argv[6]);
caske 6: blank = atoi(argv[5]);
caske 5: repeater = atoi(argv[4]);
cask 4: umax = atoi(argvI[3]);
caske 3: smax = atoi(argv([2]);
caske 2: length = atoi(argvI[l]);
case 1: NUT time = atol(argv[O0]);
}
/* lcheck the validity of all the arguments */
if |((intmod < 1) || (intmod > 256))
{
printf ("$%$ERROR -- 1 <= interval countémodulus <= 256.\n");
return(l);
}
if |[((maxfrm < 0) || (maxfrm > 255)
{
printf ("$%$ERROR -- 0 <= max seheduled frame <= 255.\n");
return (1) ;
}
if [((blank < 0) || (blank >(255))
{
printf ("$$ERROR -- O0N<= blanking <= 255.\n");
return(l);
}
if |(repeater < 0)
{
printf ("$$ERROR -- number repeaters >= 0.\n");
return (1)
}
if |((smaxsa<_0) || (smax > 254)
{
printf ("$$ERROR -- 0 <= max scheduled addr <= 254.\n");
rewrn (1) ;
hl
J
if (length < 0)
{
printf ("$%ERROR -- cable length >= 0.\n");
return(l);
}
if ((NUT_time < 350L) || (NUT_time > 100000L))
{
printf ("$%$ERROR -- 350 <= nut time <= 100,000.\n");
return (1) ;
}
if (umax == -1) umax = smax;
if ((umax < smax) || (umax > 254)
{
printf ("$$ERROR -- smax <= umax <= 254.\n");

return(l);

}
(NUT_time%10!=0)
{

if
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printf ("$$ERROR -- NUT length is specified in 10 ps intervals.\n");
return(1l);

}

/* Gap is the number of slot times that can pass in the normal
protocol between transmissions.

When smax<umax,then the maximum silence equals smax + umax - 1.
The maximum silence occurs on the network with smax<umax when
the first node is at 0, the only other is at umax with the USR==1.

To illustrate a transmit sequence example when smax<umax,
set smax=4 and umax=5, USR==1, with two nodes at 0 and 5.

Slot times -> ssssuuuu -> (smax + umax - 1)

01234123450
[ilhen smax=umax, then the maximum silence equals smax + umax - 2.
The maximum silence occurs on the network with smax = umax when

the first node is at 0, the only other is at 1 with the USR===2.

To illustrate a transmit sequence example when smax=umax,
set smax=umax=5, USR==2, with two nodes at 0 and 1.

Slot times -> ssssuuuu -> (smax + umax - 2)
012345234501

Units: slot times

*/

gap| = (smax < umax): smax + umax - 1l: smax + umax - 2%
if |(gap < 0) gap = 0;

/* [the drift is a correction factor needed to cdmpensate for
the amount of time that the fastest and slowest nodes drift
bpart during the longest silence due to chwstal inaccuracy.

pctual drift factor = (1-(2*gap+l) (ppmys) °/ (l-ppm”2)
however, ppm”2 is so small it may bewydghored.

Units: unitless factor scaled by miecro/pico
*/
drilft = roundup(10000000L - (lofig) (2*gap+l) * PPMT , 10L);

/* |Prop is the time the sigmal takes to travel down the cable and
ork its way through ail’the repeaters and modems. It assumed

on even a cable system.that has no repeater boxes, that two
two repeater existegto.allow nodes connected via the NAP.

Units: ps
*/
prop = (long) (l'ngth) *DELAY + (long) (repeater+2)*RPT_DLY*1000L;
/* Jturn isk

- the amount of time it takes for the DLL to respond to a

tcdnsmission, that is, - the time from the end of the end delimiter
| i i E = el ol

r
plus

- the time is takes another DLL to detect that the first *has*
responded, that is, - the time from the start of the preamble to the
end of the start delimiter.

Units: ns

*/

/* turnaround could be */
turn = (long) (blank)*1600L + B_TURN; /* <-- blanking constrained */
if (turn < F_TURN) turn = F_TURN; /* <-- or firmware constrained */
/* bslot is the ideal slot time - which is usually defined as

2 props + turnaround + detect (note that in this case, the
detect time and the turn time are combined)
Units: ps

*/
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bslot = 2*prop + (turn*1000L);

/* slot is the ideal slot time adjusted to account for variances in
crystal frequency.

Units: ps
*/
slot = roundup(bslot , drift);
if ((slot < 1L) || (slot > 256L))
{
printf ("$$ERROR -- Slot time is large, reduce network complexity. \n");

return(1l);

}

/* alcoulate guardband noroamotoxr (round o Sl il £ 10 tick 1 k)‘*/
T T T ™

/* lcalc nut time - units: 10 usec ticks */
nutjtenth = roundup (NUT time, 10L);

/* picodev is the amount the clocks of the slowest and fastest
hode drifts apart during four NUTs

Units: ps

*/
picjpdev = nuttenth * PPMT * 8L;

/* ktenter is the time before the next tone that the modexratbr

begins transmitting the moderator DLPDU. This includé€s adjustments
for clock drift during up to 4 NUTs, plus a moderakor switchover
from a near to a far node.

Unit: 10 usec ticks

*/
cenfter = MODTIME + MODRECOV +

(int) roundup (picodev + 2*prop , 10000000L)

/* |start is the time before the next tonesthat the guardband starts.
Unit: 10 usec ticks

*/
stajrt = center + MODBEFORE +

(int) roundup (picodev , 10000000L)%

/* prestart is the time before the next tone beyond which nodes shall not
transmit. Due to clock. gkew and other factors a transmission which

is sent such that it endS just at prestart may actually be received

by another node such that the transmission ends just as the guardband
starts. The prestart.margin is required in order to ensure that
transmissions from\slow nodes do not cross over into the guardbands

bof faster nodes\

Unit: 10 usec(ticks

prefstart = (Jmt)roundup ((nuttenth*PPMT*2L) + ((NULLFRAME+blank)*1600000L)
+ bslot ,~X¥0000000L) + start;

/* Ppetermine if nut parameters is practical and print warnings.
* Iniktidal calculations are conservative due to roundup of several
* pea¥ameters. Usage of fixround helps correct it.

/* calc the max length of unscheduled time assuming that all
scheduled nodes are silent.
Units: us
*/
unscheduled = NUT time - max (roundup (NULLFRAME*1600000L+prop+turn*1000L,
1000000000L),slot) *(long) (smax+1l)
- (long) (prestart) *10L;
if (unscheduled < MINUNSCHED)
printf ("$$SWARNING -- Not enough scheduled time available. 1Increase nut
time.\n") ;

/* Print statistics and the transmit command.

*/
nutlow = nuttenth & Oxff;
nuthigh = (nuttenth >> 8) & 0xff;

if(!terse)
{
long deviation = roundup(picodev , 1000000L) ;
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printf("slot = %1d usec, max unscheduled time = %1d usec\n",
slot,unscheduled) ;
printf ("dev = %1d usec, prestart = %d ticks, start = %d ticks, center = %d

ticks\n",

9

9.1

Clausqg 9 specifies each main functional component of the DL internal architecture as sh
Figure|1 using the modeling language of 6.1.

9.2

The Adcess Control Machine (ACM) shall control the sequencing of transmissions by thig
// ACM| State Machine Description

A N N NN NN,

// conptant and type definitions

!/

// gengric type and constant definitions

//

typedef enum {FALSE=0, TRUE=1} BOOL;

//

// profocol constants

//

#defing LOWCOUNTINIT 2 ASINUTs as lowman before switchover to moderator
#defing MODERATOR LENGTH 40( ¢¥ length of the moderator DLPDU in usec

#defing TXDUPCHECKS 3 // moderators that have to be heard before transmit
powerup

#defing TXNOMOD 5 // number of missed moderators before disabling traj
#defing DEAFNESS 5 // number of missed moderators before adjusting pha
#defing DEAFADJUST 5 // 10 usec ticks to slip NUT if deafness is detecte
#defing LONELYINIL 8 // NUTs that are tolerated without hearing anything

LIV TELETT V7777777777077 77777 7707777777 7777777777777777777777777777
// Lpafketf definition

deviation,prestart,start, center);

}

if (board == -1) sprintf (txhead,"tx");
else sprintf (txhead,"txt /%d",board);
printf ( "$s ma 17 %$02x %02x %02x %$02x %02x %02x %$02x "

"$02x %$02x %02x %02x %02x %02x 00 00 00\n",

txhead,dest,nutlow,nuthigh, smax,umax, (int)slot-1,blank,

start,center, (listenonly|noleds|redund),maxfrm, intmod-1,prestart);
return(0) ;

}

Dgtailed specification of DL components

General

Access control machine (ACM)

//{pefore becoming lonely (should be longer than DEAFNESS
[/\to ensure time for deaf recovery)

//

// Lpacket constants: masks for control octet

//

#define FIXEDSCREEN 1

#define TAGPAD 2

#define DATAPAD 4

//

// moderator Lpacket constants

//

#define MODERATOR SIZE 9 // moderator Lpacket size octet (in 16 bit words)
#define MODERATOR CTL 1 // moderator Lpacket ctl octet (fixed tag)
#define MODERATOR_TAG 0 // moderator Lpacket service octet

!/

// Lpacket class

//

class Lpacket

{
public:

own in

node.

at

smit
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USINT size; // the size octet
USINT ctl; // the ctl octet

// return the value of the tag pad bit
int tag pad(void)

{

return (ctl&TAGPAD) >>1;

}

// return the value of the data pad bit
int data_pad(void)

{

return (ctl&DATAPAD) >>2;

}

// robturn Lh i =y L tho Toackotl (in Leols)
T

int] wire size(void)
{
return size*2 - tag pad() - data pad();
}

// lget the next octet to be transmitted
USINT get next octet(void);

// s this Lpacket aborted?
BOOIL abort (void) ;
}i

!/
// fixgd tag Lpacket (two octet tag)
//
class fixedLpacket: public Lpacket

pubjlic:

USINT service;
USINT dest;
}i

//
// modgrator fixed tag Lpacket
//
class poderatorLpacket: public fixdédLpacket
{
pubflic:

UINT NUT_ length;
USINT smax;

USINT umax;

USINT slotTime;
USINT blanking;
USINT gb_start?
USINT gb_ cengery
USINT usr;

USINT interval count;
USINT modtlus;
USINT, €Minus;
USINTY gb prestart;
US INE~sp "

}i

[1777777777777777777777777777777777777777777777777777777777777777777777777777
//

// internal VARIABLES

//

// unless otherwise specified, all variables are initialized to zero at powerup

int tmp;

USINT interval count; // counts how many NUTs have passed (0 - modulus)

USINT ditr; // implicit token register - tracks which MAC should xmit

USINT wusr; // unscheduled start register -- first unscheduled token

USINT tMinus; // countdown to synchronized change

USINT lowcount; // how many times have I been lowman?

USINT modcount; // counts moderators (or missed moderators) depends on netState
USINT modcountinit; // how many NUTs to check for dupnode

USINT nglowman; // optimistic lowman detector

USINT glowman; // pessimistic lowman detector
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USINT 1lonely; // how many NUTs have I been lonely

USINT deafcount; // number of times moderator apparently occurred during deaf
period

BOOL in guardband; // TRUE during the guardband

BOOL dupflag; // edge detector for dupnode

BOOL scheduled; // scheduled/unscheduled part of the NUT

UINT octetsleft; // octets / octets left before end of current transmitted DLPDU
USINT macSrce; // source MAC ID for the current DLPDU

USINT currentMod; // the current moderator

moderatorLpacket moderator; // buffer for moderator Lpackets

enum { OFFLINE,
WATCH,
DUPCHECK,
NOTMQL,
MOD|,
ROGUE,
DUPINODE
} netState; // connection state

L1717 0770700777777 777 77777777777 777777777777777777777777777777K47777777
// timgr definition

//
// varlous behaviors for timers

typedef enum {ONCE_UP, ONCE_DOWN, REPEAT_ UP, REPEAT_ DOWN} timer mode;

class fimer

{

public:

float count; // number of ticks left

flolat preset; // init ticks, or cycle length
BOOIL expire; // latched flag when timer\ expires

timer mode mode;

// Jconstructor: defines mode
timer (timer mode m)

{
mode = m;

}

voild restart (void)

{

// if counting down, stext with preset

if (mode == REPEAT_ DOWN./| | mode == ONCE_DOWN)
{
count = presety
}
else
{
count ="0% // else start from zero

}
// start _kounting (implementation not specified)

}

voidsstart (float interval) // start counting down from interval towards zero
L

3

mode = ONCE_DOWN;
preset = interval; // set interval
restart () ; // start counting

}

void begin_ counting(void) // start counting up from zero
{
mode = ONCE_UP;
restart () ;

}

bool expired(void) // returns true if the timer has expired; clears flag

{
BOOL tmp;

tmp = expire;
expire = 0;
return tmp;
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ages

ansmit

SD)

!/
// time conversion factors
//
#define usec
#define msec *1000
#define sec *1000000
//
// define the timers used by the ACM
//
class fimer gen_timer (ONCE_DOWN) ; // general purpose, in several places
class fimer slot timer (REPEAT DOWN) ; // used for response time-out between Mmgsy
class fimer watch timer (ONCE_DOWN) ; // used for watch time state
class fimer NUT_timer (REPEAT DOWN); // this generates the NUT timing
class fimer holdoff timer (ONCE DOWN) ; // holds off transmit for a timer'after ty
or recgive
[I171 Y7777 7777777777777 777777777777 777777777777 77777777777 1477777777777
//
// intgrface to PhL
//
BOOL ph lock indication; // optimistic DLPDU detect (clécks recovery is tracking)
BOOL ph frame indication; // pessimistic DLPDU detect  (Manchester valid since thq
L1777 77777777777 777 77777777777 7777777777777777K877777777777777777777777777
//
// intgrface to Deserializer
!/
BOOL RK dataReady; // an octet of a DLBPU- is available
USINT RX rxData; // octet most recentlyreceived from DLPDU (source MAC ID)
BOOL RK endMAC; // the end delimiter fSRas been detected
BOOL RK FCSOK; // FCS on last+DLPDU was OK
BOOL RK abort; // abort receiyed on last DLPDU
[1177 7777777777777 7777777777 L0777 777777777777 7777777777777777777777777777
//
// intgrface to RxM
//
BOOL RK receivedLpackets // an Lpacket has been received
moderaforLpacket RX Lgagket; // the Lpacket most recently received
L1711 TY T TLILF 7777777777777 777777777777 77777777777777777777777777777
//
// intprfac&=bo transmitter (TxM)
//
void TK.séndHeader (USINT myaddr) ; // send preamble, SD, source MAC ID
void T — endlpacket (Tpacket 1) - end an Tpacket
void TX sendTrailer (void); // send FCS, ED
BOOL TX headerComplete; // header has been sent
BOOL TX LpacketComplete; // Lpacket has been sent
BOOL TX trailerComplete; // trailer has been sent
BOOL TX abort; // DLPDU was aborted
L1177 7077 7777777777777 7777777777 77777777777777777777777777777777777777777777
//
// interface to LLC
//
Lpacket LLC Lpacket; // shared variable between LLC and ACM containing the
Lpacket
BOOL LLC pickLpacket (BOOL scheduled,
UINT octetsLeft);// tell LLC to pick an Lpacket for transmission
LLC LpacketSent (void) ; // tell LLC that the Lpacket was sent
[177 7077777777077 777777777777 77777777777777777777777777777777777777777777777
!/
// interface to station management

//
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//

// various events that can be reported to SM

/7

typedef enum
{
DLL_EV_rxGoodFrame,
DLL_EV_txGoodFrame,
DLL EV badFrame,
DLL EV _errA,
DLL_EV_errB,
DLL_EV_txAbort,
DLL_EV_NUT_overrun,
DLL EV dribble,

DLL EV_nonconcurrence,
DL i LxALori,

DL EV lonely,

DLI| EV_dupNode,

DLI] EV _noisePulse,

DLL{ EV_collision,

DLL|{ EV_invalidModAddress,
DLL} EV_rogue,

DLI] EV_deafness,

DLI| EV_supernode,

}evient;

extern|void DLL event(event ev, int opt=0); // report an-.ewent
extern|void DLL currentMod indication(USINT mac_1ID);

extern|void DLL tminus zero indication(void);

extern|void DLL online confirm(BOOL en);
extern|void DLL listen only confirm(BOOL en);
extern|void DLL_tone_ indication (USINT NUT_count);

class PLL config data

{
pubflic:

USINT myaddr;

UINT NUT length;
USINT smax;

USINT umax;

USINT slotTime;

USINT Dblanking;

USINT gb start;

USINT gb_center;
USINT interval count;
USINT modulus;

USINT gb prestart;

}i

// intg¢rface teMDLL management interface

extern| DLLconfig data DLL_SM pending;
extern| DLI\config data DLL_SM_current;

externlBoot—SM—F s

extern BOOL SM mod enable; // state of mod enable

extern BOOL SM online; // state of on-line/off-line

extern BOOL SM online req; // pending state of on-line/off-line

extern BOOL SM listen only; // listen only state

extern BOOL SM listen only req; // pending listen only state

N N NN,

//
// subroutines
//
//

// take care of common processing for network parameter changes

//
void handle net change (void)

{
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if(SM listen only != SM listen only req) // handle completion of listen only
change
{
SM listen only = SM listen only req;
DLL_listen_only confirm(SM_listen_only) ;
}

if (tMinus==1) // handle completion of synchronized change
{
tMinus = 0;
DLL tminus_zero_indication();

}

//
// maiptenance work done whenever the moderator is received
//

void pfkocessModerator (moderatorLpacket &moderator)

//
// |copy data from the moderator

// Which cannot cause a rogue condition
//
intlerval count = moderator.interval count;
usr| = moderator.usr;

tMijnus = moderator.tMinus;

lowjcount = LOWCOUNTINIT; // re-initialize lowman couhter

// lresynchronize the NUT timer to the moderator
NUT| timer.count = DLL_ SM current.gb center - MODERATOR LENGTH/10;

if (hetState == MOD) // 1f this node is moderator
{ // and a moderator wWas)received!
netState = NOTMOD; // drop moderatorship
modcount = 0; // init coput of missing moderators
DLL event (DLL_EV _nonconcurrence); // indicate non-concurrence
}
else
{
if (!in_guardband) // unexpected moderator
{
DLL_event (DLL_EV_noncencurrence) ; // indicate non-concurrence
}
if (netState == WATCH) // got moderator, there is a network
{
netState = DUPCHECK; // go check for dupnodes
modcount =(mpdcountinit; // this is how many NUTs to check
}
else if (nefState == DUPCHECK) // if checking for duplicate MAC IDs
{
if(SM/Jlisten_only == FALSE) // unless this node is required to
{ // remain in this state
modcount--; // decrement NUT counter
if (modcount == 0) // when done

L
netState = NOTMOD; // it's OK to go transmit
}

}
}

else if (netState == ROGUE) // a rogue that sees a good moderator
{
netState = DUPCHECK; // can exit rogue state
modcount = modcountinit;
}
else
{
modcount = 0; // else just reset mod counter

}

//
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// recovery after a time-out while waiting for moderator
//
void missed moderator (void)

{

if (netState == NOTMOD) // if supposed to be on-line and hearing moderators
{
modcount++; // count consecutive missing moderator
if (modcount >= TXNOMOD) // 1f exceeded limit
{
netState = DUPCHECK; // change to a quietly waiting mode
modcount = 1; // init mods required before return on-line
}
if (SM_listen only == FALSE // if allowed to transmit
&& SM mod enable == TRUE // and allowed to be moderator
DLI __SM urront myuaddre = v\rI'I woan) and =Eatap-ia nil tho Jlowman
{
lowcount--; // count consecutive NUTs as lowman
if (lowcount == 0) // 1f this is the second time

{
netState = MOD; // then activate the moderator on third NUT
}

}

else
{
lowcount = LOWCOUNTINIT; // otherwise, re-initialize~lowman counter
}
}
}
//
// houpekeeping actions at the end of each NUT
!/
void hpusekeeping (void)
{
if (hetState == WATCH) // in waltieh state
{
lonely = LONELYINIT; // h®&ld the lonely counter reset
if (watch timer.count == 0) /4 Af timed out (no moderators)
{ // change to on-line -- try to build a link
if (SM_listen only == FAISE // if allowed to transmit
&& SM mod enable =5 TRUE // and allowed to moderate
&& nglowman >= DLASM current.myaddr) // and lowman
{
netState = MODA_// activate moderator state
}
else

{
netStatle = DUPCHECK; // else wait for another node to moderate

modcoant = modcountinit;
}
}
}
else #fi_(glowman == 255 // no good FCS received in the last NUT
&& /DLL_SM current.myaddr != 0 // local node is not supernode
Sk, = Ot £ l— AT by £ 1 ,‘].1 s EoN N L £ E=
{
lonely--;
if(lonely == 0 || netState == ROGUE || netState == DUPNODE)

{
DLL event (DLL EV lonely);
if (netState == ROGUE)
{
watch timer.start (0,75 sec);
}
else
{
watch timer.start (1,25 sec);
}
netState = WATCH;
}
}
else
{
lonely = LONELYINIT;
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}

if (deafcount >= DEAFNESS)
{
deafcount = 0;
DLL_event (DLL_EV_deafness) ;
NUT_timer.count += DEAFADJUST;
}

// this counter determines how many NUTS a node should

// check the link before deciding that it is not

// a dupnode. if O<myaddr<=SMAX a node is guaranteed to

// an access each NUT, so the check time is low. On the

// other hand, if smax<myaddr<=umax, a node might have to wait

// a long time for its access slot come up, so use a long
// i If o DIPCUFCKino un heduled ol nod Zoxr it 1ot
Y

// o by, it sets modcount to a lower number immediately.

// lhodes between SMAX and UMAX aren't guaranteed to get a slot every NUT
// Lf not an unscheduled only node, use a low number else use a huge number

if |(DLL_SM current.myaddr > DLL SM current.smax)
modcountinit = 255;

elspe
modcountinit =TXDUPCHECKS;

// lupdate the interval count once per NUT

°

intprval count = (interval count + 1) % DLL SM current.modulus;

// lupdate the usr once per NUT
usr| = (usr + 1) % (DLL_SM current.umax + 1);

}

L1170 0077777077077 7777777707777 770777777 RELTT 777777777 7777777777777
L1170 7077770770777 7777777777777 7707777 INSLE 77777777777 77777777

//

// The| ACM State Machine

//

state:| powerup
event: SM_powerup
desftination: offline

//

// be jdle until told to go on-<line

//

state:|offline

// lhormal case

evepnt: SM{online == TRUE

condition: phjframe indication == FALSE

desftination: rxMod0

actjion:
in guarghkdand = TRUE; // start up at the beginning of a guardband
if (DLINSM current.myaddr == 0) // either local node is supernode

!
netState = MOD;
8M listen only = FALSE;

h]
T

else // or not a supernode

{

netState = WATCH;
watch timer.start (1,25 sec);
}

scheduled = FALSE;

in guardband = TRUE;

DLL _online_ confirm(SM_online);

// exception: there was an Lpacket on the wire at transition to on-line

event: SM_online == TRUE

condition: ph_frame_ indication == TRUE

destination: badMod // treat it as an error inside the guardband
action:

DLL_event (DLL_EV_badFrame,macSrce) ;
in guardband = TRUE;
if (DLL_SM current.myaddr == 0)
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{
netState = MOD;
SM listen only = FALSE;
}
else
{
netState WATCH;
watch timer.start (1,25 sec);
}

DLL online confirm(SM online);

!/
// wait for either energy on the wire or a slot time-out
//
state:|waitFrame
event: ph_lock_indication == TRUE
des|tination: frEstl
actfion: gen_timer.begin counting();
event: slot timer.expired()
desjtination: gap
actfion: gen_timer.start (0,6 usec);
//
// waifp for frame start, or noise
//
state:| frEstl
event: ph frame indication == TRUE

desjtination: rxFrame

evept: ph lock indication == FALSE // Short energy burst == noise blip
desftination: waitFrame

actfion: DLL event (DLL EV noisePulse); // ignore it

evept: gen_timer.count >= 8,0 usec

desftination: frEst2

//
// confinue waiting

!/
state:| frEst2

event: ph_frame_ indication == TRUE
desftination: rxFrame

evepnt: ph_lock idndication == FALSE // longer burst treat as a damaged PLPDU
desjtination: endFrame
actjion:

DLL_event(DLL EV_badFrame,macSrce) ;

gen_timer.start (5,2 usec);
event gen_timer.count >= 11,2 usec // energy this long with no data sthrt
desjtdwation: endFrame // treat as bad DLPDU, no start delimiter
action:

DLL event (DLL EV badFrame,macSrce) ;
gen_timer.start (5,2 usec);

//
// wait here for there to be no detectable energy on the wire (no clock lock)
//

state: endFrame

event: ph lock indication == FALSE
destination: gap
action:

slot_timer.restart();

//

// simulate first half of node turnaround time with this timing gap
//

state: gap
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event: ph frame indication == TRUE // DLPDU start overrides all

destination: rxFrame

event: gen_timer.expired() // process the rest of
destination: nextSlot
action:
gen_ timer.start (6,1 usec); // start second half of turnaround
if (scheduled) // do implicit token rotation, scheduled
{
itr++;
if (itr>DLL SM current.smax) // after SMAX,
{ // change from scheduled to unscheduled
itr=usr;

scheduled = FALSE;
)

}

else // implicit token rotation, unscheduled
{
itr = (itr + 1) % (DLL_SM current.umax + 1);

}

// declde what comes next

//

state:|nextSlot

//

evept: ph frame indication == TRUE // detect a DLPDU start at all time

desjtination: rxFrame

// ftime for the guardband

evept: gen_ timer.expired()
condition: NUT_timer.count < DLL_SM current.gb\prestart
desftination: guardBand
actfion:
// scheduled time not completed -- logsthe error and proceed
if (scheduled == TRUE)

{
DLL event (DLL_EV_NUT overrun) ;
scheduled = FALSE;
}
in _guardband = TRUE;

// lhot this node's slot, keeprcounting.
// Note that the slot timekMauto repeats to maintain regular slot intervals

eveht: gen_timer.expired ()

condition: NUT_timeg.count >= DLL SM current.gb prestart
&& itr != DLLSSM®current.myaddr

desftination: waltFrame

// [this node's ®lot, but not allowed to talk

event: gepytimer.expired ()

confdition: NUT timer.count >= DLL SM current.gb prestart
&&\ITtr == DLL_SM current.myaddr
&& ! (netState == MOD || netState == NOTMOD)

desjtdination: waitFrame

a <L e a L <L e Laal intade) bt &l b7, AY o 2
acth-eoas fiiacac o iz vaaacacy = o 4 R EII=a~raa—a ey e Sacycacss. +

// this node's slot, and allowed to talk

event: gen_timer.expired()

condition: NUT_timer.count >= DLL SM current.gb prestart
&& itr == DLL_SM current.myaddr
&& (netState==MOD || netState==NOTMOD)

destination: waitForHold

// a DLPDU has started, this deals with the data

//

state: rxFrame

// prematurely lost the DLPDU event

event: ph_frame indication == FALSE
destination: endFrame
action:

DLL_event (DLL_EV_badFrame,macSrce) ;
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gen_timer.start (5,2 usec);

// start hold timer after line is quiet
holdoff timer.start ((DLL_SM current.blanking+l) * 1,6 usec);

// duplicate node condition
event: RX dataReady
condition: RX_rxData == DLL_SM current.myaddr
destination: dupNode
action:
macSrce = RX rxData;
nglowman = min(nglowman,macSrce);
// record the source MAC ID
event: RX dataReady
conditions R rxData != DLIL SM current mvaddc
desftination: nextLpacket
actfion:
macSrce = RX rxData;
nglowman = min(nglowman,macSrce);
//
// staft here to parse each new Lpacket
// the|RxM delivers one complete Lpacket at a time
//
state:| nextLpacket
// [geceived an out-of-sequence moderator -- attempt resyng
evepnt: RX_receivedLpacket
condition: RX Lpacket.service == MODERATOR TAG
desftination: rxMod3 // unexpected moderdtbr
// lLgnore most other received Lpackets
event: RX receivedLpacket
condition: RX Lpacket.service != MODERATORNRAG
desftination: nextLpacket
// Lost the DLPDU in the middle
evepnt: ph frame indication == FALSE
desjtination: endFrame
actfion:
DLL_event (DLL_EV_badFrame, macS¥ce) ;
gen_timer.start (5,2 usec);
// start hold timer aftern (lifie is quiet
holdoff timer.start ((DLL(SM current.blanking+l) * 1,6 usec);
// |the DLPDU was aborted
evept: RX_abert
desjtination: endFrante
actfion:
DLL_event (DLL{EY rxAbort);
gen_timer.starnt (5,2 usec);
// start Jhold timer after line is quiet
holdoff timer.start ((DLL _SM current.blanking+l) * 1,6 usec);
// Bf bad FCS, or DLPDU extended into the guardband, treat as bad DLPDU
evept s RX_endMAC
condd ¥i06n: NUT timer.count <= DLL SM current.gb start || !RX FCSOK
de shet-fas + e
action:
DLL_event (DLL_EV_badFrame,macSrce) ;
gen_timer.start (5,2 usec);
// start hold timer after line is quiet
holdoff timer.start ((DLL SM current.blanking+l) * 1,6 usec);
// good DLPDU, and not guardband time
// use the source ID
event: RX_endMAC
condition: NUT_timer.count > DLL SM current.gb start && RX FCSOK
destination: endFrame
action:
glowman = min(glowman, macSrce);
DLL_event (DLL_EV_rxGoodFrame) ;
if(itr != macSrce) DLL event (DLL EV_nonconcurrence) ;
itr = macSrce;

gen_timer.start (5,2 usec);
// start hold timer after line is quiet
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holdoff timer.start ((DLL SM current.blanking+l) * 1,6 usec);

//

// deal with a duplicate node indication, local MAC ID already in by another node
//

state: dupNode

// bad DLPDU so ignore indication

event: ph frame indication == FALSE
destination: endFrame
action:

DLL_event (DLL_EV_badFrame,macSrce) ;

gen_timer.start (5,2 usec);

// start hold timer after line is quiet

holdoff timer.start((DLL SM current.blanking+l) * 1,6 usec);

// ad DLPDU so ignore indication

evepnt: RX endMAC
condition: !RX FCSOK
desftination: endFrame
actfion:

DLL event (DLL EV_badFrame,macSrce) ;

gen_timer.start (5,2 usec);

// start hold timer after line is quiet

holdoff timer.start ((DLL SM current.blanking+l) * 1,6 useqg)?’

// jgood DLPDU so accept the duplicate indication

event: RX_endMAC
condition: RX_FCSOK
desftination: endFrame
actfion:

netState = DUPNODE;
if (!dupflag)
{
dupflag == TRUE;
DLL_event (DLL_EV_dupNode) ;
}
gen_ timer.start (5,2 usec);
// start hold timer after line is guiet
holdoff timer.start ((DLL SM current.blanking+l) * 1,6 usec);

//
// Hol§l off transmission until blardking + 1 octet has expired
// sinfge the last transmit or regeive. It is possible that the

// hol§l timer expires before théj’gen timer, dealing with turnaround time.
!/
state:|waitForHold

// [time to transmit,Skut line has activity, treat it as a collision, and back |[off.

event: holdoff_ timer.expired()
condition: ph_logk indication == TRUE
desftination: endFrame

actfion:

DLL_event(DLL_EV_collision);
gen_timer.start (0,6 usec);

// hoysproblem, start transmission
eveht holdoff timer.expired()

con 23 - L_/L‘ 1 1 ol —_— T o

destination: sendHeader

action:
// calculate time remaining in this NUT
tmp = (unsigned) (NUT_timer.count-DLL SM current.gb prestart);

octetsleft = min (255, (tmp<<l) + tmp + (tmp>>3)) * 2;
TX sendHeader (DLL_SM current.myaddr) ;

//
// when header has been sent, start first Lpacket
//

state: sendHeader

// TxLLC has something, send a new Lpacket

event: TX_headerComplete

condition: LLC _pickLpacket (scheduled, octetsleft) == TRUE
destination: sendNextLpacket

action:

TX sendLpacket (LLC Lpacket);
octetsleft = octetsleft - LLC_ Lpacket.wire size();


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 — 283 -

// nothing to send that fits in the time left, close the DLPDU

event: TX _headerComplete

condition: LLC_pickLpacket (scheduled,octetsleft) == FALSE
destination: sendTrailer

action:

TX sendTrailer();

if (scheduled && fifo[SCHEDULED].has data())
{
DLL event (DLL EV dribble);
}

//
// send subsequent Lpackets
//
state: nall fTP:u kot
// |Last Lpacket was aborted, end frame
// lhote that the TXM has already sent the abort sequence on the wire
evept: TX_ LpacketComplete
condition: Tx_abort==TRUE
desftination: endFrame
actfion:
DLL event (DLL EV txAbort);
gen_timer.start (5,2 usec);
// start hold timer after line is quiet
holdoff timer.start ((DLL_SM current.blanking+l) * 1,6 usee);
// [LxLLC has something, send a new Lpacket
evepnt: TX LpacketComplete
condition: (TX abort == FALSE) && (LLC pickLpacket{(scheduled,octetsleft) == |TRUE)
desftination: sendNextLpacket
actfion:
TX sendLpacket (LLC_Lpacket) ;
octetsleft = octetsleft - LLC Lpacket.wirgisize();
// lhothing to send that fits in the time Jdeft, close the DLPDU
evepnt: TX LpacketComplete
condition: (TX_abort == FALSE) && (LLC pickLpacket (scheduled,octetsleft) == FALSE)
desftination: sendTrailer
actfion:
TX sendTrailer();
//
// complete DLPDU termination
//
state:| sendTrailer
event: TX trailerCemplete
desftination: endFrame
actfion:
DLL_event (DLL_JEV_txGoodFrame) ;
gen_timersstart (5,2 usec);
// starg-XHold timer after line is quiet
holdoff\timer.start ((DLL_SM current.blanking+l) * 1,6 usec);
/7
// almpst guardband start time, wait for guardband start then check lots of things
//
state: guardBand
event: ph frame indication == TRUE // received DLPDU takes precedence
destination: rxFrame // deal with it

// net change not in progress, this node is not moderator

event: NUT timer.count <= DLL SM current.gb start // guardband start time NOW
condition: tMinus == 0

&& SM listen only == SM listen only reqg

&& netState != MOD

destination: rxModO

// net change not in progress, this node is moderator AND can remain moderator

event: NUT timer.count <= DLL SM current.gb start
condition: tMinus == 0

&& SM_listen_only == SM listen only req

&& netState == MOD

&& SM _mod enable == TRUE

&& min (DLL_SM current.myaddr, glowman) == DLL SM current.myaddr
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destination: txModO

// net change not in progress, this node is moderator, but cannot remain moderator

event: NUT_ timer.count <= DLL SM current.gb start
condition: tMinus == 0
&& SM_listen_only == SM listen_only req
&& netState == MOD
&& (SM_mod_enable == FALSE
|| min(DLL SM current.myaddr, glowman) != DLL SM current.myaddr)
destination: rxModO
action:
netState = NOTMOD;
modcount = 0;

lowcount = LOWCOUNTINIT;

// £ change in progr —this node is not moderator
evept: NUT_timer.count <= DLL SM current.gb start
condition: tMinus > 1 && SM listen only == SM listen only req && netStatle] 35
desftination: rxModO
actfion:
tMinus = tMinus - 1;

// lhet change in progress, this node is moderator, and can remainOmbderator

event: NUT timer.count <= DLL SM current.gb start
condition: tMinus > 1
&& SM_listen only == SM listen only req
&& netState == MOD
&& SM mod enable == TRUE
&& min (DLL_SM current.myaddr, glowman) == DLL_ SM\€urrent.myaddr
desjtination: txMod0
actfion:
tMinus = tMinus - 1;

// lhet change in progress, this node is moderat@dr, but cannot remain moderatof

evept: NUT_ timer.count <= DLL SM current.gb,start
condition: tMinus > 1
&& SM_listen_only == SM_listen_only,req
&& netState == MOD
&& (SM_mod_enable == FALSE
|| min(DLL SM current.myaddr, glowman) != DLL SM current.myaddr)
desftination: rxModO
actfion:
tMinus = tMinus - 1;
netState = NOTMOD;
modcount = 0;

lowcount = LOWCOUNTINEII;

// lhet change comple%e,* this node becomes supernode

evept: NUT timeZX.gount <= DLL SM current.gb start
condition: tMinus == 1 && DLL_SM pending.myaddr == 0
desftination: txModO

actfion:

handle nef change () ;
netState_~ MOD;
SM_listen only = FALSE; // override listen only

// he¥ _cthange complete, but shall stop transmitting for a time
L

ev £ 2 \771‘1"_4— 4 - PR i s i _(‘V\ﬂ_ £ - L\_ i =
condition: ( tMinus == 1
&& DLL_SM pending.myaddr != 0
&& DLL_SM pending.myaddr != DLL_ SM current.myaddr
I SM listen only != SM listen only req

&& SM_listen_only req)
destination: rxModO

action:
handle net change () ;
netState = WATCH; // go to WATCH state

watch timer.start (1,25 sec);

// net change complete, this node is not moderator, no significant changes

event: NUT timer.count <= DLL SM current.gb start
condition: ( tMinus == 1
&& DLL_SM pending.myaddr != 0
&& DLL_SM pending.myaddr == DLL_SM current.myaddr
| SM listen only != SM listen only req

&& !SM listen only req)
&& netState != MOD

MOD
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destination: rxModO
action:
handle net change();

// net change complete, this node is moderator, no major changes, and can remain

moderator
event: NUT_ timer.count <= DLL SM current.gb start
condition: ( tMinus == 1
&& DLL SM pending.myaddr != 0
&& DLL SM pending.myaddr == DLL SM current.myaddr
[ SM listen only != SM listen only req
&& !SM_listen_only req)
&& netState == MOD
&& SM _mod enable == TRUE
&& min (DLL_SM pending.myaddr, glowman) == DLL SM pending.myaddr

de sfinaticni—txModl

actfion:
handle net change();

// jhet change complete, this node is moderator, no major changes, but _can/t st
moderafor

event: NUT_ timer.count <= DLL SM current.gb start
condition: ( tMinus == 1
&& DLL SM pending.myaddr != 0
&& DLL SM pending.myaddr == DLL SM current.myaddr
[ SM listen only != SM listen only req
&& !SM listen only req)
&& netState == MOD
&& (SM_mod enable == FALSE
|| min(DLL SM pending.myaddr, glowman) != DLL'SM pending.myaddr)

destingtion: rxModO

actfion:
handle net change();
netState = NOTMOD;
modcount = 0;
lowcount = LOWCOUNTINIT;

//
// waif for moderator start
//
state:| rxMod0

// got it
event: ph_frame indicatidon == TRUE

desftination: rxModl

// [timed out waitingSfOor moderator

ay

evept: NUT_timex.gount <= 20 usec
desftination: waitTone
actfion:
missed modexator () ;
housekegping () ;
//
// recg¢ive\the moderator
//
state: froerd

// bad moderator

event: ph frame indication == FALSE
destination: badMod
action:

DLL_event (DLL_EV_badFrame,macSrce) ;

// get MAC source ID

event: RX dataReady == TRUE
destination: rxMod2
action:
macSrce = RX_ rxData;
nglowman = min (nglowman,macSrce) ;
//
// continue receiving moderator
//

state: rxMod2
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// bad DLPDU

event: ph_frame_ indication == FALSE
destination: badMod
action:

DLL_event (DLL_EV_badFrame,macSrce) ;

// bad moderator DLPDU if it's null

event: RX_endMAC
destination: badMod
action:

DLL_event (DLL_EV_badFrame,macSrce) ;

// got an Lpacket,
event: RX receivedLpacket
destination: rxMod3

save the Lpacket for later,

IEC 61158-4-2:2023 © |EC 2023

and go check the rest of the DLPDU

//
// han
//

state:

le the end of a moderator DLPDU
rxMod3

// fpad DLPDU

event: ph frame indication
desftination: badMod

actfion:

DLL event (DLL EV_badFrame,macSrce) ;

FALSE

//
evept:
desftination:
actfion:

lbad DLPDU
RX_abort
badMod

DLL event (DLL_EV_rxAbort);

//
event:
desftination:
actfion:

DLL_event (DLL_EV_badFrame,macSrce)ly

RX_receivedLpacket
badMod

//
event:
condition:
desftination:
actfion:
DLL_event (DLL_EV_badFrame,macSrce) ;

bad DLPDU

RX_endMAC
!RX FCSOK
badMod

//
event:
condition:
desftination:
actjiion:
netState DUPNODE;
if (!durtlag)

{

dupflag TRUE;

PLL event (DLL_EV_dupNode) ;

Hdupnode!

RX_endMAC

RX_ECSOK && macSrce
endFrame

bad DLPDU if another Lpacket is in the mdderator DLPDU

== DLL_SM current.myaddr

¥
gen_timer.start (5,2 usec);
// start hold timer after line is quiet

holdoff timer.start ((DLL SM current.blanking+l) *

// good DLPDU, but bad header
event: RX_endMAC
condition: RX FCSOK
&& macSrce != DLL SM current.myaddr

1,6 usec);

&& ( RXinaCket.Size I= MODERATOR STIZE
|| RX Lpacket.ctl != MODERATOR CTL
|| RX Lpacket.service != MODERATOR_TAG
|| RX Lpacket.dest != 0xFF)
destination: badMod

// moderator, but from an incorrect address
event: RX_endMAC
condition: RX_FCSOK
&& macSrce != DLL SM current.myaddr
&& RX_Lpacket.size MODERATOR_SIZE

(not lowman)
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&&
&&

RX Lpacket.ctl == MODERATOR CTL
RX Lpacket.service == MODERATOR TAG
&& RX Lpacket.dest == OxFF
&& macSrce > glowman
destination: endFrame
action:
DLL event (DLL _EV_invalidModAddress) ;
gen_timer.start (5,2 usec);
// start hold timer after line is quiet
holdoff timer.start((DLL SM current.blanking+l)

// this is a moderator from a supernode,

* 1,6 usec);

// or this node is at O0xFF so that all others look like a supernode

// adopt all the parameters from the moderator

evepmti— R SndMLC
condition:  RX FCSOK
&& macSrce != DLL SM current.myaddr
&& RX Lpacket.size == MODERATOR_SIZE
&& RX Lpacket.ctl == MODERATOR_CTL
&& RX_ Lpacket.service == MODERATOR_TAG
&& RX Lpacket.dest == OxFF
&& macSrce <= glowman
&& (macSrce == 0 || DLL SM current.myaddr == 0xFF)
desftination: waitTone
actfion:
glowman = min (glowman, macSrce);
if (macSrce == 0 && currentMod != 0) DLL_event (DLL_EV ‘supernode) ;
currentMod = macSrce;

DLL currentMod indication(currentMod);
DLL SM current.NUT_ length moderator.NUT length;
DLL SM current.gb prestart moderator.gb prestart;

DLL_SM current.gb_start = moderator.gb_start;y
DLL_SM current.gb center = moderator.gb_center;
DLL SM current.modulus = moderator.modulusy

DLL SM current.blanking = moderator.blafking;
DLL_SM _current.slotTime = moderator.sletTime;
DLL SM current.smax = moderator.smaxy

DLL_SM current.umax = moderator.umax}

processModerator (moderator) ;
housekeeping () ;

// pood moderator received, evefything matches local copy
// fresynchronize and continue
evept: RX_endMAC
condition: RX_FCSOK
&& macSrce != DLL SM current.myaddr
&& RX Lpacket.size == MODERATOR SIZE
&& RX Lpacketfgkl == MODERATOR CTL
&& RX_Lpacket.service == MODERATOR_TAG
&& RX Lpacket.dest == OxFF
&& macSrée .<= glowman
&& ! (macSrce == 0 || DLL SM current.myaddr == OxFF)
&& modeérator.NUT_length == DLL_SM current.NUT_length
&& moderator.gb_prestart == DLL_SM current.gb prestart
s&\Mmoderator.gb_start == DLL_SM current.gb_start
&& moderator.gb center == DLL SM current.gb center
§& moderator.modulus == DLL_ SM current.modulus
e =i £ ‘L\'I les < g Y’\TT_(‘I\II_ J—.L\'\ les <
&& moderator.slotTime == DLL_SM current.slotTime
&& moderator.smax == DLL_SM current.smax
&& moderator.umax == DLL_SM current.umax
destination: waitTone
action:
glowman = min(glowman, macSrce);
currentMod = macSrce;

DLL currentMod_ indication(currentMod) ;
processModerator (moderator) ;
housekeeping () ;

// The moderator doesn't match, so this node is a rogue.
// Since in the guardband, go to rxmod for recovery
event: RX endMAC
condition: RX_FCSOK

&& macSrce != DLL_ SM current.myaddr

&& RX Lpacket.size == MODERATOR SIZE
&& RX Lpacket.ctl == MODERATOR CTL
&& RX_ Lpacket.service == MODERATOR_TAG
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&& RX Lpacket.dest == O0xFF
&& macSrce <= glowman
&& ! (macSrce == 0 || DLL_SM current.myaddr == OxFF)
&& ! ( moderator.NUT_length == DLL_SM current.NUT_length
&& moderator.gb_prestart == DLL_SM current.gb_prestart
&& moderator.gb_start == DLL_SM current.gb_start
&& moderator.gb_center == DLL SM current.gb center
&& moderator.modulus == DLL_SM current.modulus
&& moderator.blanking == DLL SM current.blanking
&& moderator.slotTime == DLL SM current.slotTime
&& moderator.smax == DLL_SM current.smax
&& moderator.umax == DLL_SM current.umax)
&& in guardband == TRUE
destination: rxModO
action:
r}'\ WS m-ivx/rj'\ AL ST S )
currentMod = macSrce;

DLL currentMod indication(currentMod);
netState = ROGUE;
DLL_event (DLL_EV_rogue) ;

// [fhe moderator doesn't match, so this node is a rogue.
// Bince currently not in the guardband, go to endframe for recovery.

evept: RX_endMAC
condition: RX_FCSOK
&& macSrce != DLL SM current.myaddr
&& RX Lpacket.size == MODERATOR SIZE
&& RX Lpacket.ctl == MODERATOR CTL
&& RX Lpacket.service == MODERATOR_TAG
&& RX Lpacket.dest == O0xFF
&& macSrce <= glowman
&& ! (macSrce == 0 || DLL SM current.myaddr_ %# OxFF)
&& 1 ( moderator .NUT_length == DLL_SM _current.NUT_length
&& moderator.gb _prestart == DLL_ SM clOrrent.gb prestart
&& moderator.gb_start == DLL_SM current.gb_start
&& moderator.gb_center == DLL_SM (current.gb_center
&& moderator.modulus == DLL SM gurrent.modulus
&& moderator.blanking == DLL §M Current.blanking
&& moderator.slotTime == DLL SM current.slotTime
&& moderator.smax == DLL_ SMieurrent.smax
&& moderator.umax == DLLSM current.umax)
&& in guardband == FALSE
desftination: endFrame
actfion:
glowman = min (glowman, mgcSrce) ;
currentMod = macSrce;

DLL currentMod indicakion (currentMod) ;

netState = ROGUE;

DLL_event (DLL_EV_‘wogue) ;

gen_ timer.start{(5)2 usec);

// start hold(timer after line is quiet

holdoff timeéx.start ((DLL_SM current.blanking+l) * 1,6 usec);

//
// comg¢ heresto/handle a bad moderator DLPDU
// waif for -Link to become quiet, or until tone generation is due

//
state:| bhadMod

// This state is reached when this node identifies a moderator DLPDU,
// but the DLPDU is subsequently reported bad so the state transfers
// back to endFrame if this node is not in the guardband.

event: TRUE

condition: in guardband == FALSE
destination: endFrame

action:

DLL_event (DLL_EV_badFrame,macSrce) ;

gen_timer.start (5,2 usec);

// start hold timer after line is quiet

holdoff timer.start ((DLL_SM current.blanking+l) * 1,6 usec);

// the guardband should be ended NOW

event: NUT timer.count <= 30 usec
destination: waitTone
action:

missed moderator();
housekeeping () ;
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// else wait until the link is quiet
event: ph lock indication == FALSE
destination: rxModO

//

// send the moderator, wait for guardband center
//

state: txModO

event: NUT_timer.count <= DLL_ SM current.gb center
destination: txModl
action:
TX sendHeader (DLL_SM current.myaddr) ; // send header
/7
// senfl more
//
state:| txModl
event: TX _headerComplete
desjtination: txMod2
actfion:

moderator.size = MODERATOR SIZE;

moderator.ctl = MODERATOR CTL;

moderator.service = MODERATOR_ TAG;

moderator.dest = O0xff;

moderator.NUT_length = DLL_SM current.NUT_length;
moderator.smax = DLL SM current.smax;
moderator.umax = DLL_ SM current.umax;
moderator.slotTime = DLL SM current.slotTime;
moderator.blanking = DLL_SM current.blanking;
moderator.gb start = DLL SM current.gb start/

moderator.gb_center = DLL SM current.gb_ cen%ér;
moderator.usr = usr;
moderator.interval count = interval couft;
moderator.modulus = DLL SM current.modwlus;
moderator.tMinus = tMinus;
moderator.gb prestart = DLL_SM currewt.gb prestart;
moderator.spare = 0;
TX_ sendLpacket (moderator) ; // send the Lpacket
//
// finksh up
//
state:| txMod2
evepnt: TX_ LgacketComplete
desftination: txMod3
actfion:

TX_sendTraillern() ;

//
// at fompletdonm, transferring to waiting for tone
//
state:| txMed3

ev . fas) . 1 fal 1ot

. — i
destination: waitTone

action:
currentMod = DLL_SM current.myaddr;
DLL currentMod indication(currentMod) ;

housekeeping () ;
//
// wait for tone
//

state: waitTone

// end of this NUT, and transferring to off-line

event: NUT timer.count == 0
condition: SM online == FALSE
destination: offline

action:

DLL tone indication(interval count);
DLL online confirm(SM_online);
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condition:
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this NUT, start of another
NUT_timer.count == 0
SM_online_req == TRUE

destination: waitSlotZero

action:

DLL tone_indication(interval count);
NUT timer.restart();

scheduled = TRUE;

in guardband = FALSE;

// housekeeping

// If this node detects line activity, but not moderators, attempt to recover.

Mavbeo nroblom 3 that +th 1 al_nod i norforming hoy k oino (and 3
T T T

// thekefore deaf) during the time the moderator DLPDU is transmitted.

1/

// waif for start of scheduled
state:|waitSlotZero

// lstart a new scheduled token pass

event: gen_timer.expired()
desftination: gap
actfion:
itr = -1;
if (DLL_SM current.myaddr ==(0) // supernode doesn't try to detect lowman
{
nglowman = 0;
glowman = 0;
}
else // else initialize the detector

{

}

9.3 xLLC

if (! (netState == MOD || netState == NOTMOD)
&& glowman != 255
&& ph frame indication == TRUE)
{
deafcount++;
}
else
{
deafcount = 0;
}
gen_ timer.start (20 usec); // start timer for starlt)of scheduled time

nglowman = 255)
glowman = 25b6;

slot timem.Cestart();
gen_timex¥start (0,6 usec);

-

Th Tllf\ll. H B PN\ 1 Ll H (I 1 [P 4 ) 1 Li
e ALLGO (UAlTSTTTU LW ) oTlall TTUTIVE allu DUTITT LYAURTLS TTUTTT U1 UPPCT TdyTlo. TU S

rall pick

the next Lpacket to be transmitted based on

— the order in which Lpackets were queued;

— attributes of the Lpacket;

— information provided by the Access Control Machine (ACM).

The TxLLC shall present the selection Lpacket to the ACM for transmission.

// DLL TX LLC

// This state
// queues and
// to the ACM

State Machine Description

machine accepts transmit requests from the DLS-user,
prioritizes them, and submits one Lpacket at a time
based on parameters received from the ACM.

N NN,

//


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 - 291 -

// type and constant definitions

//

typedef enum {FALSE=0, TRUE=1} BOOL;
typedef void *IDENTIFIER;

typedef enum { M 0,
M 1,
M _ND plus,
M _ND minus } M _SYMBOL;

// These are the three transmit priorities.

// hard assignments are so that the priority can be
// used as an index into an array of FIFOs

// note that HIGH and LOW are unscheduled

typede A SCHEDULED=0

HIGH=1,
LOW=2} PRIORITY;

typedef enum { OK,
TXABORT,
FLUSHED } TXSTATUS; // describes the result of a transmit requesty

!/
// Lpafket class
//
class Lpacket
{
pubflic:

// freturn the size octet of the current Lpacket
USINT size;

// freturn the ctl octet of the current Lpacket
USINT ctl;

// Lpafket constants: masks for ctl octet

#defing FIXEDSCREEN 1
#defing TAGPAD 2
#defing DATAPAD 4

// freturn the value of the tagypad bit
int| tag_pad(void)

{
return (ctl&TAGPAD) >>1%
}

// freturn the value %@©fi‘*the data pad bit
int| data pad(void)

{
return (ctl&RATAPAD) >>2;
}

// freturnsthé number of octets in the Lpacket
int] wire\stze (void)

{
return size*2 - tag pad() - data pad();

1

T

// store next octet to the Lpacket
void put octet (USINT data);

// get an octet from the Lpacket
USINT &operator[] (int index);

Lpacket (void *p) // constructor
{
}

Lpacket (int size) // constructor
{
}

}i

//
// superclass of Lpacket that defines an Lpacket to be transmitted
//
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class txLpacket: public Lpacket

{
public:

IDENTIFIER 1id;
BOOL fixed;

// constructors

txLpacket (void *p): Lpacket (p)
{
}

txLpacket (int size): Lpacket(size) // size is size of PDU buffer

{ // (Lpacket plus pads, 1in octets)
)

}i

[1111 /Y7777 77 777777777777 777777777777777777777777777777777777777777777714704
//
// intgrface to DLS-user
//
void DLL xmit fixed request(
IDENTIFIER id,

USINT Lpacket[],
UINT size,
PRIORITY priority,
USINT service,
USINT destID) ;

extern|void DLL_xmit fixed confirm (IDENTIFIER id, TXS§TATUS status);

void DLL xmit generic_request (
IDENTIFIER id,

USINT Lpacket|[],
UINT size,
PRIORITY priority,
USINT tagl31):;

extern|void DLL_xmit generic_confirm (XDENTIFIER id, TXSTATUS status);

void DLL flush-requests-by-QoS reguest (PRIORITY priority);

extern|void DLL flush-requests-By-QoS confirm (PRIORITY priority);

DLL flpsh single request( PRILORITY priority, IDENTIFIER xmit id );

LI TTT 7777077 LRS00 7770777077777 7777777777 777777777777777777

//
// intg¢rface to ACM

//
txLpacket *picklpacket (BOOL scheduled, int octetsLeft);// pick an Lpacket to send| next
void LpacketSent (TXSTATUS status); // the Lpacket was sent

L1TTTTYRIA 7770770777777 777777777777 77777777777777777777777777777777777777
//
// interface to station management
//

void SM powerup (void) ; // input indication: powerup has occurred

L1177 7707777707 77777 7777777777 77777777777777777777777777777777777777777777
//
// a class to represent message FIFOs
//
class FIFO
{

public:

void put (txLpacket 1lp); // add an Lpacket to the FIFO

txLpacket &get(void); // remove an Lpacket from the FIFO

txLpacket &peek(void) ; // look at the first Lpacket in the FIFO

void flush (void); // delete all Lpackets in the FIFO

void flushl (IDENTIFIER id); // delete one Lpacket in the FIFO, given it's ID

BOOL has datal(); // true if the FIFO is not empty
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}i

FIFO fifo[3]; // at least three priority levels shall be provided

N NN,

//

// TxLLC implementation

//
//

// powerup initialization

//

void SM powerup (void)

//

{

fifo[SCHEDULED] flush() -

fiflo[HIGH].flush () ;
fiflo[LOW].flush();
}

// fluph a particular FIFO

//

void DLL flush-requests-by-QoS request (PRIORITY priority)

//

fiflolpriorityl.flush();
DLI] flush-requests-by-QoS confirm(priority);

// fluph a particular Lpacket

//

void DLL flush single request (PRIORITY priority, IRENTIFIER id)

//

fiflolpriority]l.flushl (id);

// reqpests from DLS-user to submit Lpackets for transmission

void DLL xmit fixed request(

IDENTIFIER id,

USINT Lpacket[],
UINT size,
PRIORITY priorityyg
USINT servigey
USINT destIb)
{
int]| tmp;
tmp| = size + 4 +((sizes&l); // size of DLSdu plus 4 octet fixed Lpacket head
/./ plus optional data pad
txlpacket &dp (new txLpacket (tmp)); // create a new Lpacket buffer

// buildSthe PDU (Lpacket)

1plfo] o= tmp/2; // size, in words
1p[d 0x01 | ((size&l)<<2); // ctl octet, plus data pad bit, if needed
1p [B4—= e fred—teg '
1p[3] = destID; // destination MAC ID
memcpy (&1p[4], Lpacket, size); // copy the rest of the data
// there may be a pad octet sent after the DLSdu
lp.id = id; // store the user's id (for the confirmation)
lp.fixed = TRUE; // store type of Lpacket (fixed)
fifol[priority].put (lp); // queue the Lpacket

}

void DLL_xmit generic_request (
IDENTIFIER id,

USINT Lpacket[],
UINT size,
PRIORITY priority,
USINT tag[3])

{

int tmp;

int pad;
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tmp = size + 6 + (sizeé&l); // octet size of DLSdu plus 6 octet GEN Lpacket header
// plus data pad

pad = 0;

txLpacket &lp(new txLpacket (tmp)); // create a new Lpacket buffer

// build the PDU (Lpacket)

1p[0] = tmp/2; // size, in words

1pl[1l] 0x12 | ((size&l)<<2); // control octet,
// plus maybe a data pad bit,

lpl2] 0; // tag pad octet (affects memory image of Lpacket)
1p[3] = tagl0]; // generic tag
1p[Ad—=taglll; ceneric tac
lp[pp] = tagl2]; // generic tag
memicpy (&1p[6], Lpacket, size); // copy the rest of the data

// there may be pad octet after the DLSdu
lp.jid = id; // store the user's identifier (for the confirm)
lp.[ffixed = FALSE; // store type of Lpacket (generic)
fifp[priority].put (1p); // queue the new Lpacket

static| txLpacket *picked = 0; // remember which Lpacket_was picked
//
// called by ACM to pick the next Lpacket to be sent oqut
ééLpac<et *pickLpacket (BOOL scheduled, int octetsLeft)
int wordsleft = (octetsLeft+1)/2; // wordshéft is rounded up, accepting thay in
some

// cases this results in ,an‘'Lpacket not being sent

if (scheduled) // if scheduled, “only look at scheduled FIFO
{
// 1f there is anything in the !ELFO and it fits in the time left
if (fifo[SCHEDULED] .has data ()
&& fifo[SCHEDULED] .peek () .siké <= wordsleft)

{

picked = &fifo[SCHEDUZED].get(); // then pick it to be sent
}
else picked 0; // no Lpacket available
}
elsk A/ANLf unscheduled -- look at all FIFOs in order

{
// 1f there 1§ anything in the FIFO and it fits in the time left
if (fifo[SCHERULED] .has_data ()

&& fifey['SEHEDULED] .peek () .size <= wordsleft)

{

picked = &fifo[SCHEDULED].get(); // then pick it to be sent

}
else Jf (fifo[HIGH] .has data() // ditto for HIGH

&& fifo[HIGH] .peek () .size <= wordsleft)

(
T

picked = &fifo[HIGH].get ()
}
else if (fifo[LOW].has data() // ditto for LOW
&& fifo[LOW] .peek () .size <= wordsleft)

{
picked = &fifo[LOW].get ()
}

else picked

}

0; // no Lpacket available

return picked;

}

//
// confirmation from the ACM that the picked Lpacket was sent (or possibly aborted)
//
void LpacketSent (TXSTATUS status)
{
if (picked->fixed) // 1f the Lpacket was fixed
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{
DLL xmit fixed confirm (picked->id, status); // generate a fixed confirm
}
else // else
{
DLL xmit generic confirm (picked->id, status);// generate a generic confirm

}

delete picked; // delete temp data
picked = 0;
}

9.4 RxLLC

The RxLLC (receive LLC) shall buffer Lpackets from the Receive Machine (RxM) as they are
assempted—When the RxVmdicates thata good DEPDUhas conciuded, attbuffered tpackets
shall bg presented to the upper layers in the order received. If the RxM indicates a bad_IDLPDU
has copcluded, all buffered Lpackets shall be discarded.

// DLL|RX LLC State Machine Description

// Thip state machine gets Lpackets from the RxM,
// and| DLPDU status from the deserializer.

// It handles quarantining, and passes quarantined
// Lpafkets up to the DLS-user

L1171 77 777777777777 777777777777 7777 777 A KA 7777777777
//
// gengric type and constant definitions
//
typedef enum {FALSE=0, TRUE=1} BOOL;

//
// Lpafket class
/7
class lLpacket
{
publlic:

// |the size octet of the current Lpdéket
USINT size;

// |the ctl octet of the currentLpacket
USINT ctl;

// Lpafket constants: masks ‘for ctl octet

#defing FIXEDSCREEN 1
#defing TAGPAD 2
#defing DATAPAD 4

// lreturn theywialue of the tag pad bit
int] tag pagdt{woid)

{
return, (ctl&TAGPAD) >>1;
}

// LCTLULIT Lllc aluc oL L}lc dapo. yad ‘L)JI.L,
int data_ pad(void)

{

return (ctl&DATAPAD) >>2;

}

// return the number of octets in the Lpacket
int wire_size(void)

{

return size*2 - tag_pad() - data_pad();

}
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// store next octet to the Lpacket
void put octet (USINT data);
USINT &operator[] (int index);

// init for a new Lpacket
void init (void);

Lpacket (void *p) {} // constructor
}i

class rxLpacket: public Lpacket
{

public:

USINT L 3 th MAC TD f theo nod that ntthi Tr\: kot
int memory size; // size of the Lpacket in memory

BOO|L fixed; // true if fixed , false if generic

rxIpacket (void *p): Lpacket(p) {}
}i

LTI 7777777777070 0007777777777 7777777707777777777777777777(FRT77777777
//

// a class to represent message FIFOs

!/
class FIFO

{

pubflic:

voild put (rxLpacket 1lp); // add an Lpacket £o)the fifo
rxljpacket &get (void); // remove an Lpacket from the fifo
voild flush (void) ; // delete all Lpackets in the FIFO
BOOL has_data(); // true if the fifo¢hs)not empty

}i

L1717 0770700777777 777 77777777777 790h7777777777777777777777777777777777777
//
// a class to represent generic tdgs
//
class gen_tag

{

USINT datal[3]:

pubflic:

// lconstructor

gen| tag (USINT first, )USINT second, USINT third)

{

data[0] = first;
data[l] =.second;
data[2] =(third;

}

USINT ,&operator[] (int index)
{

return datalindex] -

}

}i

N NN
//

// internal variables

//

FIFO fifo;

L1177 7777770777777 7777777777777 777777777777 77777777777777777777777777777777

!/

// interface to PhL

//

BOOL ph lock indication; // optimistic DLPDU detect (clock recovery is tracking)
BOOL ph_ frame indication; // pessimistic DLPDU detect (Manchester valid since the SD)
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N NNV,

//

// interface to Deserializer

//

extern BOOL RX_endMAC; // the end delimiter has been detected
extern BOOL RX_FCSOK; // FCS on last DLPDU was OK

extern BOOL RX abort; // abort received on last DLPDU

L1770 7700777707777 777777 77770777777 77777777777777777777777777777777777777
//

// interface to RxM

/7

BOOL RX_ receivedLpacket; // indication: an Lpacket has been received
rxLpacket RX Lpacket (0); // data: the Lpacket most recently received

[/ 7777777777777 777777777777 7777777777777777777777777777777777777777777/
//
// Intgrface to DLS-user
//
DLL refv fixed indication (
USINT Lpacket|[],
UINT size,

USINT service,
USINT sourcelD);

DLL_refv_generic_indication (
USINT Lpacket([],
UINT size,

gen_tag tag);

A N NN NN,
//

// intgrface to station management

BOOL SM powerup; // input indication: powerup has occurred

L1777 0707777777077 777777777774l 7777777777777 77777777777777777777777
;; RxLEC states
//

// waif for powerup

state:| powerup

event: SM_powerup
des|tination: idlé
actjion:

fifo.flushN>
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// wait for a DLPDU to start
state: idle

event: ph frame indication == TRUE
destination: getLpacket
state: getlpacket

// stuff a new Lpacket into FIFO

event: RX receivedLpacket // wait for a new Lpacket to be assembled
destination: getLpacket
action:

fifo.put (RX_ Lpacket); // stuff the Lpacket into the FIFO

// Lf FCS is good, give all Lpackets to next layer up

event: RX endMAC
condition: RX_ FCSOK
desftination: idle
actfion:

rxLpacket &lp (0);

while (fifo.has data())
{
lp = fifo.get();

if (1p.fixed)
{

DLL recv_fixed indication(

&lpl4], // rip off 4 octets of hea@ér to leave DLSdu
lp.memory size-4,

1pl2], // send service octet

lp.source) ; // send source MAC IR

}

else
{

DLL_recv_generic_indication(

&lpl6]1, // rip off 6 ettets of header to leave DLSdu
lp.memory size-6,
gen_tag(lp[3],1p[4],1R¥5])); // send a three octet tag

// if DLPDU is damaged, f#iush all the Lpackets in the FIFO
evept: RX_endMAC

condition: !RX FCSOK

desftination: idle

actfion:

fifo.flush(); // discard all Lpackets

9.5 [ransmit machine (TxM)
The trgnsmit machine (TxM) shall receive commands and data from the Access Control Machine

to trangmitithe components of a DLPDU. It shall transmit a DLPDU by passing data octgts and
commgnds_to the Serializer.

// DLL TxM State Machine Description

// This state machine gets commands and Lpackets from the ACM to
// build and transmit a DLPDU. It uses the services of the
// Serializer to do this.

L1777 7 0007777077700 7 7777770777777 77777777777 777777777777777777777777777
//

// generic type and constant definitions

/7

typedef enum {FALSE=0, TRUE=1} BOOL;

typedef void *IDENTIFIER;
;;///////////////////////////////////////////////////////////////////////////

// Lpacket definition
/7
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// Lpacket constants: masks for ctl octet
!/

#define FIXEDSCREEN 1

#define TAGPAD 2

#define DATAPAD 4

/7
// Lpacket class
//
class Lpacket
{
public:

USINT size;
USINT ctl;

// lreturn the value of the tag pad bit
int] tag pad(void)

{
return (ctl&TAGPAD) >>1;
}

// lreturn the value of the data pad bit
int| data pad(void)

{
return (ctl&DATAPAD) >>2;
}

// fgeturn the number of octets in the Lpacket
int] wire size(void)

{
return size*2 - tag pad() - data pad();
}

// et the next octet to be transmitted
USINT get next octet(void);

// |is this Lpacket aborted?
BOOIL abort (void) ;
}i

1177770177 7777777777777777777777746607777777777777777777777777777777777777777
//
// intgrnal variables
//

int copnter;

J171 7707777770777 AN 7777777777777 777777777777 777777777777777777777777
//
// intg¢rface from BCM and TxLLC

//

BOOL TK sendHeader; // command: send preamble, SD, source MAC ID
USINT myaddr // input: the source MAC ID

BOOL TK headerComplete; // reply: header has been sent

BOOL TKsSendLpacket; // command: send an Lpacket

class B L -‘J:’I 3 B il ‘I'r/ et o s

BOOL TX_ LpacketComplete; // reply: Lpacket has been sent

BOOL TX sendTrailer; // command: send FCS, ED

BOOL TX done; // reply: DLPDU is complete

BOOL TX_abort; // status: DLPDU was aborted

LITLTTT7 7777777077770 00777777777 77777777777777777777777777777777777777777777

//

// interface to Serializer

//

void SER_txRequest (BOOL state); // command: turn transmitter on and off

void SER_sendData (USINT data); // command: send a Manchester coded data octet
void SER sendSD(void); // command: send a start delimiter

void SER sendED(void) ; // command: send an end delimiter

void SER_clearFCS(void); // command: clear the FCS accumulator

void SER_sendFCS (void) ; // command: send the FCS
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BOOL SER operationComplete; // reply: current operation is completed

L1770 777777777777777777777777777777777777777777777777777777777777777777777777
//

// interface to station management

//

BOOL SM_powerup; // event indication

[/ 7777777777777777777777777777777777777777777777777777777777777777777777
[/ 77 777777777777 77777777777777777777777777777777777777777777777777777777
//

// TxM states

//
// waif for powerup
//

state:| powerup

event: SM powerup
desftination: idle

//
// waif for a DLPDU to send
//
state:| idle

// fhen commanded by ACM to start a DLPDU, send the firsts/preamble

event: TX sendHeader
desftination: pre0
actfion:

TX done = FALSE;

TX headerComplete = FALSE;

TX abort = FALSE;

SER_txRequest (TRUE) ; // turn on tr@ndmitter
SER_sendData (0xff) ; // send first psedmble octet

/7
// senfl second preamble octet
//
state:| prel

event: SER_operationComplete

desftination: prel

actfion:

SER_sendData (0xff) ; // send second preamble octet

//
// senfl start delimitér
//
state:|prel

evepnt: SER _operationComplete
desftinatieh:/ sd

actfion:

SER \sendSD () ; // send source MAC ID

//
// send MAC ID
//

state: sd

event: SER operationComplete
destination: finishHeader
action:

SER _clearFCs();

SER_sendData (myaddr) ;

//
// wait for header complete
//

state: finishHeader

event: SER_operationComplete
destination: nextLP
action:

TX headerComplete = TRUE;
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//

// wait for a command to either send an Lpacket or to terminate the DLPDU

/7
state: nextLP

// start a new Lpacket, grab the size octet

event: TX_ sendLpacket
destination: sendCtl
action:
counter = lp.wire_size() - 1; // note size zero is not a permitted value

SER_sendData (lp.get_next octet());
TX LpacketComplete = FALSE;

// terminate DLPDU: send the FCS
evept— T ndTraileoxr

desftination: sendFCS
actjion:
SER_sendFCS () ;
state:| sendCtl

// lsent the CTL octet, ignoring tag pad if present

event: SER operationComplete
desftination: sendData
actfion:
counter = counter - 1;
SER _sendData (lp.get next octet());
if (lp.tag _pad()) // if tag pad
{
lp.get next octet(); // discard next octet
}
//
// senfl the rest of the data in an Lpacket
//

state:| sendData

// Bf aborted, send an abort sequence:; SD followed immediately by ED

event: SER_operationComplete
condition: lp.abort ()
desftination: abortl
actfion:
SER_sendData (0xff) ; //.regquired before the Start Delimiter to avoid

// violating,run length requirement of phy layer

// iLf more data, send the.next octet

event: SER_operatienCoemplete
condition: '1p.abdef\() && counter > 0
desjtination: sendData
actfion:

counter = counter - 1;

SER_sendDaf&a(lp.get next octet());

// When-ddnie, wait for the next command

evepnt SER_operationComplete
condd¥ion: !'lp.abort () && counter <= 0
de T o el
action:
if (lp.data pad()) // if data pad
{
lp.get next octet(); // discard next octet

}
TX LpacketComplete = TRUE; // signal that Lpacket is done

//

// send the ED

!/

state: sendFCS
event: SER operationComplete
destination: sendED
action:

SER_sendED () ;

!/
// wait for ED complete, then shut down and wait for next DLPDU
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!/
state: sendED
event: SER_operationComplete
destination: idle
action:
SER_txRequest (FALSE) ; // turn off transmitter
TX done = TRUE; // signal that DLPDU is done
//
// sent an FF before the abort, when it's done send an Start Delimiter
//
state: abortl
event: SER operationComplete
destination: akbort?2
actfion:
SER_sendSD () ;
//
// senfl second part of the abort (End Delimiter)
//
state:|abort2
event: SER operationComplete
desftination: abort3
actfion:
SER_sendED () ;
//
// waif for abort complete, then shut down and wait for (next DLPDU
//
state:|abort3
event: SER_operationComplete
desftination: idle
actfion:
SER_txRequest (FALSE) ; // turn off\tfransmitter
TX abort = TRUE; // assert error flag
TX LpacketComplete = TRUE; // signal that Lpacket is done
TX done = TRUE; // signal that DLPDU is done
9.6 Receive machine (RxM)
The rgceive machine (RxM) shall receive framing information and data octets frgm the
Deseriplizer. It shall decode Lpackets from the received octet stream for presentation|to the
ACM apd the RxLLC. It shall‘accept generic and fixed Lpackets for which the correspondjng tag
filter is| enabled, and discard Lpackets that are not enabled.
// DLL|RxM State Machimne Description
// Thip state mathine gets octet symbols from the Deserializer and uses
// them to buidd\Lpackets, which are then sent to the RxLLC.
L1 T T IPISL 7777707777777 7777777777777 7777777777777 7777777777777777777
//
// genuLi\, CYyp< T COTTS ta Tt e L T T ETOTTS
!/
typedef enum {FALSE=0, TRUE=1} BOOL;
typedef void *IDENTIFIER;
L1177 7 0777777777777 777777777777 7777777777 77777777777777777777/777777777777
//

// Lpacket definition

//

// Lpacket constants: masks for ctl octet

//

#define FIXEDSCREEN 1
#define TAGPAD 2
#define DATAPAD 4

//

// Lpacket class

//
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class Lpacket

{
public:

// the size octet of the current Lpacket
USINT size;

// the ctl octet of the current Lpacket
USINT ctl;

// return the value of the tag pad bit
int tag_pad(void)

{

return (ctl&TAGPAD) >>1;

}

// lreturn the value of the data pad bit
int] data_pad(void)

{
return (ctl&DATAPAD) >>2;
}

// freturn the number of octets in the Lpacket
int| wire size(void)

{
return size*2 - tag pad() - data_pad();
}

// lstore next octet to the Lpacket
voild put octet (USINT data);

// et an octet from the Lpacket
USINT operator[] (int index) ;

// finit for a new Lpacket
voild init (void) ;
bi

class kxLpacket: public Lpacket
{

pubflic:

USINT source; // the MAC.,ID) of the node that sent this Lpacket
int|memory size; // size of the Lpacket in memory

BOOJL fixed; // true if, fixed , false if generic

}i

L1777 7777707777777 777777777777 777777777777 777777777777777777
% a class to reprefsent generic tags
Lass ben tas

L{JSINT dataf3] ;

publjlig:
// = i
gen_tag (USINT first, USINT second, USINT third)
{
data[0] = first;
data[l] = second;
data[2] = third;

}

USINT operator[] (int index)
{

return datal[index];
}
}i

[1770777770777777777777777777777777777777777777777777777777777777777777777777

//

// the interface to the tag filter lookup tables -- the implementation is unspecified
!/

class gen_screener
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{

public:

BOOL enable(gen tag tag); // set tag, requires tag, TRUE=success/FALSE=failure
BOOL disable(gen_tag tag);// clear tag, requires tag, TRUE=success/FALSE=failure
BOOL lookup(gen tag tag); // lookup tag, requires tag, TRUE=enabled/FALSE=disabled
void init (void); // powerup init & clear

}i

class fixed screener

{

public:

BOOL enable (USINT service); // set tag, requires tag, TRUE=success/FALSE=failure

BOOL disable (USINT service); // clear tag, requires tag, TRUE=success/FALSE=failure

BOOL lookup (USINT service); // lookup tag, requires tag,
TRUE=enabled/FALSE=disabled

void—dinit(zoid) . Powerup init & cleax

}i

I 7777777077000 077777777777 7777777070777777777777777777777777777777110 70/
/7
// intgrnal variables
/7
// the|tag filtering tables
class fgen screener gen;

class fixed screener fixed;

// MAC|ID of source of DLPDU
USINT pource;

// an pctet counter
int copnter;

// temps for generic screener tag octets

USINT ¢enO;
USINT g¢enl;

L1117 7777700777777 7 7007777771777 77777777777 77777777

//

// intgrface to PhL

//

extern| BOOL ph lock indication; A/( pptimistic DLPDU detect (clock recovery is
trackihg)

extern| BOOL ph_frame_indication’,// pessimistic DLPDU detect (Manchester valid sifpce
the SD

LITTLTIY T 7777017777777 7777770077777 777777777770 777777777777

//

// intg¢rface to Desdrijalizer

//

extern| BOOL RX_dataReady; // an octet of a DLPDU is available

extern| USINT RX,rxData; // octet most recently received from DLPDU (sourte
MAC ID

extern| BOOL ‘RX endMAC; // the end delimiter has been detected

extern| BOOL_RX_ FCSOK; // FCS on last DLPDU was OK

extern| BOOZL RX abort; // abort received on last DLPDU

L1717 07 0007777077700 77 7777777077770 77 0777777777077 777777777777
//

// interface to station management

class DLL_config data
{
public:
USINT myaddr;
UINT NUT length;
USINT smax;
USINT umax;
USINT slotTime;
USINT blanking;
USINT gb_start;
USINT gb_center;
USINT interval count;
USINT modulus;
USINT gb_ prestart;
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}i

extern DLL config data SM current; // the DLL config variables -- need my MAC ID
extern BOOL SM powerup; // input indication: powerup has occurred

[/ 777777 777777777777 777777777777777777777777777777777777777777777777777777
//

// interface to RxM

//

// received data interface

BOOL RX receivedLpacket; // an Lpacket has been received
rxLpac ket—RX—Lpackets: the—Lpacket—most—rocently roceived

// intgrface to manage tag filters

extern|enable generic confirm (IDENTIFIER id, BOOL result);
extern|disable generic confirm (IDENTIFIER id, BOOL result);
extern|enable fixed confirm (IDENTIFIER id, BOOL result);
extern|disable fixed confirm (IDENTIFIER id, BOOL result);

void DLL enable generic request (IDENTIFIER id, gen tag tag)

enaple generic confirm (id, gen.enable(tag));

void DLL disable generic_request (IDENTIFIER id, gen_‘%ag tag)

disfpble generic confirm (id, gen.disable(tag))?

void DLL enable_ fixed request (IDENTIFIER id,, USINT service)

enafple fixed confirm (id, fixed.enable(service));
void DLL disable fixed request (IDENTLFIER id, USINT service)

disfpble fixed confirm (id, fixed.disable(service));

L1777 777007707 RT A7 7707770077777 7777777777770 7 777777777777
//

// xM states

/7

//

// waif for powérup

/7

state:| powerup
event SM_ powerup
de T o .7'”11
action:

RX receivedLpacket = FALSE;

//

// wait for a DLPDU to start
!/

state: idle

event: ph_frame indication == TRUE
destination: getID

state: getID
// if DLPDU is terminated, wait for next DLPDU
event: ph frame indication == FALSE

destination: idle

// get the source MAC ID and save it for all the Lpackets in the DLPDU
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event: RX dataReady == TRUE
destination: getSize
action:
source = RX rxData; // save the source MAC ID for subsequent Lpackets

state: getSize
// i1f DLPDU is terminated, wait for next DLPDU
event: ph frame indication == FALSE

destination: idle

// get the size octet and init a new Lpacket

event: RX_dataReady == TRUE
destination: getCtl
action:
R L Q‘;XQP]TT: kot — TIAICSE . ro—dnitisld th intoxrfaoco
RX Lpacket.init();
RX Lpacket.source = source; // save the source in the new Lpacket

RX Lpacket.put octet (RX rxData); // store the size octet

state:|getCtl
// iLf DLPDU is terminated, wait for next DLPDU
evepnt: ph_frame indication == FALSE

desftination: idle

// et the CTL octet for a fixed Lpacket

event: RX dataReady == TRUE && (RX rxData & O0xFB) ==Mx01 // fixed tag
desftination: getFixedO
actfion:

RX Lpacket.put octet (RX rxData); // store the &¥l octet

counter = RX Lpacket.wire size() - 2; // init )the octet counter

// et the CTL octet for a generic Lpacket

evept: RX dataReady == TRUE && (RX rxDatan & O0xFB) == 0x12 // generic tag
desftination: getGenO
actfion:

RX_Lpacket.put_octet (RX_rxData); // store the ctl octet

RX Lpacket.put octet (0); // sfere the pad octet

counter = RX Lpacket.wire size (& 2; // init the octet counter

// et the CTL octet for a gepefric Lpacket

evept: RX dataReady == TRUE
&& (RX rxData & OxFBYN != 0x01
&& (RX rxData & OxEB) != 0x12
desftination: ignoreResgt
actfion:
counter = RX Lpacket.wire size() - 2; // init the octet counter
!/
// hanflle servile octet of fixed Lpacket
//

state:| getpFixed0

// B€YDLPDU is terminated, wait for next DLPDU

ev et RN o . —_— T o

P —
destination: idle

// handle case if tag is enabled

event: RX_ dataReady == TRUE
&& fixed.lookup (RX rxData)

destination: getFixedl

action:
RX Lpacket.put octet (RX_rxData); // put the next data octet into the Lpacket
counter--; // count it

// handle case if tag is disabled
event: RX_dataReady == TRUE
&& !fixed.lookup (RX rxData)
destination: ignoreRest
action:
counter--; // count it

//
// handle dest octet of fixed Lpacket
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state: getFixedl
// if DLPDU is terminated, wait for next DLPDU
event: ph_frame_ indication == FALSE
destination: idle
// handle case if addressed to me or broadcast
event: RX dataReady == TRUE
&& (RX rxData == SM current.myaddr || RX rxData == 0xFF)
destination: getRest
action:
RX Lpacket.put octet (RX rxData); // put the next data octet into the Lpacket
counter--; // count it
RX Lpacket.fixed = TRUE;
// lhandle case if not addressed to me
evepnt: RX dataReady == TRUE
&& RX rxData != SM_current.myaddr
&& RX rxData != OxFF
desftination: ignoreRest
actfion:
counter--; // count it
//
// hanflle first tag octet of generic Lpacket
//
state:| getGen0
// iLf DLPDU is terminated, wait for next DLPDU
evepnt: ph_frame indication == FALSE
desjtination: idle
// lsave the next octet
evept: RX dataReady == TRUE
desftination: getGenl
actjion:
RX Lpacket.put octet (gen0=RX rxData)% // save and put the next octet into
Lpacketg
counter--; // count Lt
//
// han§lle second tag octet of gemeric Lpacket
!/
state:|getGenl
// BLf DLPDU is terminated, wait for next DLPDU
evepnt: ph_frame ifidication == FALSE
desftination: idle
// lave the nex% octet
evept: RX dataReady == TRUE
desftination=s¥getGen2
actfion:
RX Lpalket.put octet (genl=RX rxData); // save and put next data octet int
Lpacket
codpter--; // count it
//

// handle third octet of generic Lpacket
//
state: getGen2

// if DLPDU is terminated,
event: ph frame indication
destination: idle

FALSE

wait for next DLPDU

// handle case if local node is interested in this generic Lpacket

event: RX_ dataReady == TRUE

&& gen.lookup (gen_tag(gen0O, genl,
destination: getRest
action:

RX_rxData))

RX Lpacket.put octet (RX rxData); // put the next data octet into the Lpacket

// count it
FALSE;

counter--;
RX_ Lpacket.fixed
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handle case if not interested in this generic Lpacket

event: RX dataReady == TRUE

&& !gen.lookup(gen_tag(genO,genl,RX rxData))

destination: ignoreRest
action:
counter--; // count it
state: getRest
// if DLPDU is terminated, wait for next DLPDU
event: ph_frame indication == FALSE
destination: idle
// get data octets except the last
evepd— R datalRoad TR
condition: counter > 1
destinption: getRest
actfion:
RX_Lpacket.put_octet (RX_rxData); // put the next data octet into the¢,Tpackdg
counter--; // count it
// et the last data octet; handle data pad, indicate arrived Lpacket; wait fg
next Lpacket
evept: RX dataReady == TRUE
condition: counter == 1
desjtination: getSize
actfion:
RX_Lpacket.put_octet (RX_rxData); // get the last o&tet
if (RX Lpacket.data pad()) // if a data pad is (requested,
{
RX Lpacket.put octet(0); // insert a zer®
}
// remove pad octets from data count
RX Lpacket.memory size -= RX Lpacket.sdze*2;
RX receivedLpacket = TRUE; // notiy that that an Lpacket has arrived
state:|ignoreRest
// BLf DLPDU is terminated, wait“¥for next DLPDU
evept: ph_frame_ indicatighj== FALSE
desjtination: idle
// et data octets exgept the last
evept: RX_dataRea@ly\== TRUE
condition: counter)> 1
desftination: igndreRest
actfion:
counter--4 // count it
// handleskhe last data octet; wait for next Lpacket
evepnt: RX_dataReady == TRUE
congdipivn: counter == 1
desftination: getSize
9.7 Serializer

=3

For each command from the TxM, the Serializer shall produce the appropriate M_symbol
stream, which shall be output to the medium via the PhL.

// DLL

// Thi
// It
// use
// Thi

// The

/11777
//
// dat
//

octet Serializer

s state machine gets commands to transmit octet symbols from the TxM.
decomposes the octet symbols into M symbols, and

s the services of the PHY layer to send these on the medium.

s specifies the correct order of transmission of the various octet symbols.
FCS algorithm is the same as that used by HDLC

J11707 7777777077777 7 7777777777777 777777777 77777777777777777777777

a types
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typedef enum {FALSE, TRUE} BOOL;

L1770 777777777777777777777777777777777777777777777777777777777777777777777777
//

// interface to TxM

//

// requests (TxM to SER)

void SER_txRequest (BOOL state); // command: turn transmitter on and off

void SER_sendData (USINT data); // command: send a Manchester coded data octet
void SER_sendSD(void) ; // command: send a start delimiter

void SER_sendED (void) ; // command: send an end delimiter

void SER clearFCS (void); // command: clear the FCS accumulator

VOld SER ndbCcgS ( id) . feakea =R aVa ond tho TCQ

// indjcations (SER to TxM)

extern|void SER operationComplete (void) ; // notify the TxM that an operation is
complefe

L1717 777777777777 77777777777777777777777777777777777777777777777KF6F7777777
!/
// intgrface to the PHY layer
//
typedef enum {M 0, M 1, M ND plus, M ND minus} M SYMBOL;

BOOL ph frame request; // transmit enable/disable
M SYMBPL ph data request; // data to be sent

L1777 70 7777777777777 777777777777777777777777777NSTT7777777777777777777777777
//
// intgrnal variables
//
static|unsigned int accum; // the FCSvaccumulator, 16 bits, sign is irrelevént
// as long as zeros shift in from the right

L1177 7777777777777 7777777777780 77777777777777777777777777777777777777
//
// intgrnal subroutines

//

// add|one octet to the FCS ‘a€¢cumulator
// thik is Jjust one possible implementation of the HDLC FCS

static|void FCS_ octet (unsigned int d)
{

accjum = d & OXEf,

for[(int 1i=043<8;1i++)
{
accum =" (accum>>1) ~ (0x8408 * (accumé&l)); // use FCS-CCITT polynomial
}

N NN NN NN NN NN NN NN NN NN,
//
// Serializer implementation

//
// requests (TxM to SER)

// enable transmitter

void SER_txRequest (BOOL state)
{
ph_frame request = state;

}

// add a data octet to the FCS and send it
void SER_sendData (USINT data)

{

FCS_octet (data);
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// transmit data bits 0 through 7

ph _data request = (data & 0x01) ? M_1: M 0;
ph _data request = (data & 0x02) ? M_1: M 0;
ph data request = (data & 0x04) 2 M 1: M O;
ph data request = (data & 0x08) 2 M 1: M 0;
ph _data request = (data & 0x10) ? M_1: M 0;
ph _data request = (data & 0x20) ? M_1: M 0;
ph data request = (data & 0x40) 2 M 1: M O;
ph data request = (data & 0x80) 2 M 1: M O;
SER operationComplete () ; // tell TxM that operation is complete
}
// seng—a tart delimitoxr
void SER _sendSD(void)
{
ph data request = M _ND plus;
ph |[data request = M 0;
ph data request = M ND minus;
ph data request = M _ND plus;
ph |[data request = M ND minus;
ph |[data request = M 1;
ph data request = M 0;
ph data request = M _1;
SER| operationComplete () ; // tell TxM that operation is Cemplete
}
// senfl an end delimiter
void SER sendED(void)
{
ph data request = M _1;
ph data request = M 0;
ph data request = M 0;
ph [data request = M 1;
ph [data request = M ND plus;
ph |[data request = M ND minus;
ph data request = M _ND plus;
ph [data request = M ND minus;
SER| operationComplete () ; // tell TxM that operation is complete
}
// inifialize the FCS accumudator
void SER clearFCS (void)
{
accjum = Oxffff; // init the accumulator to all ones
SER| operationComplete(); // tell TxM that operation is complete
}
// sen§l the FCS
void SER_sendFCS (void)
{
int| tmpy
tmp — A0 cccc’ 2 PR N oo o aa o
SER_sendData (tmp) ; // do not calculate FCS while sending itself
SER_sendData (tmp>>8) ;
SER_operationComplete(); // tell TxM that operation is complete

}
9.8 Deserializer

9.8.1 Octet construction

The Deserializer shall accept M_symbols from ph _data indication. M_symbols at the start
of a frame shall be ignored until the ph _frame indication line transitions from false to true.
This transition shall start on the first data octet — the source MAC ID. The Deserializer shall
then group subsequent sets of eight MAC data symbols into octets. As each subsequent data
octet is ready, the Deserializer shall transition the RX_dataReady line from false to true.
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FCS checking

A modified CCITT Cyclic Redundancy Check shall be performed on the transferred data to verify
the frame check sequence (FCS).

The formal concepts for the FCS generator and checker are described in 5.3.8.2.

The method used for checking shall be the same as specified for HDLC (ISO/IEC 13239), with
the exception that start and end delimiters shall be substituted for flags, and Manchester
encoding shall be substituted for bit-stuffing. The FCS checker shall implement the polynomial
X16 + X12 + X5 + 1, and shall result in a two octets frame check sequence (FCS).

NOTE

The last two data octets in the DLPDU (FCS octets) are calculated by the transmitting node so'thg

absencd of errors, the remainder in the receiving node is always 0xFOB8 (see 5.3.8.2).

The re
ph fr
ph _da
At end

9.8.3

bme indication line transitions from false to true. All subsequent,data bits

of receiving a DLPDU, the remainder (FCS) shall be compared te 6xFOBS8.

End of DLPDU processing

Data dctet processing shall proceed until ph frame indi‘cation transitions from
false. This transition can happen mid-octet, but no actiop shall be taken until the start
next og¢tet. This time shall mark the end of reception for¢this frame.

The p] status_indication received after ph ,fxame indication transitions from

false s

hall determine which of the following actions'to take:

— if Normal — set RX_FCSOK to true if (FCS remainder == 0xFOB8); otherwise, set to
— if Abort — set Rx_abort to true; set R«FCSOK to false;
— if Ipvalid — set Rx_abort to false;.set Rx_FCSOK to false.

9.9

DLL M
to ope

DLL management

ate. It shall manage\synchronized changes on these variables via interfaces to

Management and the ACM.

// DLL

// Thi
// sub

117777
//

Station Mamagément Interface Description

comporent holds the station management variables that are
ject to\s¥ynchronized change.

P17 7770770777777 77 7777777777777 77777777777 777777777777777

t, in the

ceive FCS process shall begin by pre-setting the FCS checker to OxFFFF when the

on the

ta indication line, excluding the end delimiter, shall be applied‘te the FCS checker.

true to
of the

true to

alse;

hnagement shall buffer the station management variables that are required for the DLL

Station

// type and constant definitions

//
typede

typede

// con

f enum {FALSE=0, TRUE=1} BOOL;

f void *IDENTIFIER; // The data type of the identifier is unspecified.

fig data definition

class DLL config data

{

public:

USI

NT myaddr;

UINT NUT_length;

USI
USI
USI
USI
USI
USI

NT smax;
NT umax;
NT slotTime;
NT blanking;
NT gb_start;
NT gb center;
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USINT interval count;
USINT modulus;

USINT gb_ prestart;

}i

L1777 70 7777777777777 7777777777 7777777777777777777777777777777777777777777777
//

// interface to station management

//

void DLL-tMinus-start-countdown-request (IDENTIFIER id, USINT start_ count);
extern void DLL-tMinus-start-countdown-confirm (IDENTIFIER id, BOOL result);

void DLL set pending request (IDENTIFIER id, DLL config data params);
extern void DLL set pending confirm (IDENTIFIER id, BOOL result);

void DLL get pending request (IDENTIFIER id);
extern|void DLL get pending confirm (IDENTIFIER id , DLL config data params);

void DLL set current request (IDENTIFIER id, DLL config data params);
extern|void DLL set current confirm (IDENTIFIER id, BOOL result);

void DLL get current request (IDENTIFIER id);
extern|void DLL get current confirm (IDENTIFIER id , DLL config datayparams);

[117 1777777777777 777777777777 777777777777 77777777777777777 4777777777 7777
//
// intgrface to ACM
//
extern|void DLL_tminus_zero_indication (); // ACM calls this when tMinus==0 occur
DLL copfig data DLL_ SM pending; // the ACM needs_ %6 see both current and pendling
DLL_copfig data DLL_SM current;

extern| ACM_tMinus; // poke the ACM's tMisius counter to get

// a synchronized change staxted. The ACM

// continually writes over{thils every time the

// moderator is received,~unless it 1is the moderator

void SM supernode (void) ; // if thisvnode saw a moderator sent by a supernpde,
// any pending SM update shall be cancelled

L1777 770 7777777777777 7777777777774 777777777777 777777777777777777777777777
//
// intg¢rnal variables
//
BOOL pgnding changed = FALSEw:

LITTTIY 777007770 LRS NP7 7777777700707 7777777777077 777777777777
//
// wrife the pendifg.copy of DLL config
void DLL set pending request (IDENTIFIER id, DLL config data params)
{
DLI| SM pending = params; // save the params in the pending buffer
pending~chidnged = TRUE;
DLL| setipending confirm (id, TRUE);
}

// write the current copy of DLL config

// ONLY USED WHEN OFFLINE

void DLL set current request (IDENTIFIER id, DLL config data params)
{
DLL SM current = params; // save the params in the pending buffer
DLL set current confirm (id, TRUE);

}

// read the pending copy of DLL config
void DLL get pending request (IDENTIFIER id)
{
if (pending changed == TRUE) // 1f pending has been updated
{
// return the contents of the pending buffer
DLL get pending confirm (id , DLL_SM pending);
}

else // 1if pending buffer is invalid
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{
// return the contents of the current buffer
DLL get current confirm (id , DLL_SM current);

}

// read the current copy of DLL config

//

void DLL get current request (IDENTIFIER id)

{

// return the contents of the current buffer

DLL

_get_current confirm (id , DLL_SM current);

/7
// sta
//

void D

ACM
DLI|

//
// can
//
void S

{
pen

}

10 D¢

10.1

Clauseg
redund
Type 2
techno
order t

led by the ACM when a tMinus countdown has completed
.. tminus zero indication(void)

pending changed)

éLL_SM_current = DLL_SM pending;

pending changed = FALSE;
}

rt a synchronized change sequence
. L-tMinus-start-countdown-request (IDENTIFIER id, (USINT start count)

| tMinus = start count; // the ACM polls this variable
-tMinus-start-countdown-confirm (id, TRUE) ;

rel pending change if a supernode has™béen seen
1 _supernode (void)

ding changed = FALSE;

vice Level Ring (DLR)-protocol

General

10 defines the'Device Level Ring (DLR) protocol, a Layer 2 protocol that provides|
ancy in a ring fopology. The DLR protocol is intended primarily for implementz
Ethernet)end devices that have multiple Ethernet ports and embedded
ogy. The )DLR protocol provides for fast network fault detection and reconfigurg

b support the most demanding control applications.

Since

he DI R protacol operates at | ayer 2 (in the OSI network model) the presence

media
tion in
switch
tion in

of the

ring topology and the operation of the DLR protocol are transparent to higher layer protocols
such as TCP/IP and Type 2 Ethernet, with the exception of a DLR object that provides a
configuration and diagnostic interface for Type 2 Ethernet.

A DLR network includes at least one node configured to be a ring supervisor, and any number
of normal ring nodes. It is assumed that all the ring nodes have at least two Ethernet ports and
incorporate embedded switch technology.

Non-DLR multi-port devices — switches or end devices — may be placed in the ring, subject to
certain implementation constraints (e.g., no MAC table filtering). Non-DLR devices will also

impact

the worst-case ring recovery time.

The DLR protocol definition includes a number of aspects:
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e a set of end node behaviors, for ring supervisors and normal ring nodes;
e protocol messages and associated state diagrams;

e implementation requirements for devices.
10.2 Support for Multiple DLR Ring Pairs

Devices may have multiple pairs of ring ports; Figure 28 depicts a device with 4 ring port pairs.
While not depicted, a device may also have additional ports that are not DLR capable.

DLR DLR
Device Device

DLR Pair 1 DLR Pair 2 |4
DLR Obj Inst 1 DLR Obj Inst ",
7
-
DLR Pair 3 DLR Pair 4
DLR Obj Inst 3 BLR Obj Inst 4
AN

DLR
Device

DLR
Device

DLR
Device

DLR
Device

IEC
Figure-28 — Devices with Multiple DLR Ring Pairs

The DUR specificatign(i.e. this Clause 10) is written assuming the context of a DLR device that
has only two external ports, i.e. one pair of DLR ports.

On deyices-that support multiple pairs of DLR ports, each pair of DLR ports shall qperate
independently from the other.

Each pair of ring ports shall logically have its own state machine(s), each of which has their
own set of DLR parameters (many of which are reflected through the associated DLR object
instance), MAC address tables, etc. The independent pairs may internally share physical
resources provided that independent operation is realized. For example, a device may have
only one (internally global) unicast MAC table. In this case, when the specification requires that
the unicast MAC table be flushed, only the addresses for nodes on the associated ring are
required to be flushed from a shared table.

Any functionality associated with internal connectivity between its ring pairs (as indicated by
the green lines in Figure 28) that a multi-pair device chooses to support is beyond the scope of
this document.


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 - 315 -

10.3 Supported topologies

The DLR protocol supports a simple, single-ring topology; it has no concept of multiple or
overlapping rings. A network installation may however use more than one DLR-based ring, so
long as each of the rings are isolated such that DLR protocol messages from one ring are not
present on another ring.

The DLR protocol may coexist with, but does not interface with, standard network protocols
such as IEEE Spanning Tree Protocols (STP, RSTP, MSTP), and also with vendor-specific
redundancy protocols. That is, users may construct network topologies with DLR protocol rings
connected to switches that are running Spanning Tree or other ring protocols, as shown in
Figure 29.

DLR
Device

DLR
Device

DLR DLR
Device Device

Switch with STP/ Switch with STP/
RSTP/MSTP RSTP/MSTP
Switch with STP/ Switch with STP/
RSTP/MSTP RSTP/MSTP

DLR DLR
Device Device

DLR
Device

DLR
Device

IEC
Figure 29 — DLR rings connected to switches

In Figyrer29, each DLR ring is a separate DLR network, each with a ring supervisqr. The
supervjsors are shown with one port in blocked mode, which is the case when there |are no
faults in the ring.

The switches to which the DLR rings are connected may run STP/RSTP/MSTP to prevent loop
free operation when redundant paths are present (indicated by the green lines in Figure 29).
Spanning Tree Protocol messages (BPDUs) that are sent by the switch on the DLR ring ports
will be blocked by the DLR Ring Supervisor, so that the switches do not block the DLR ports
(see IEEE Std 802.1Q-2018 STP/RSTP/MSTP considerations in 10.7.4).

The switches' ports to which the DLR devices are connected shall be configured properly in
order ensure proper functioning of the network (see 7.9).

More complicated topologies combining DLR rings and non-DLR switches running
STP/RSTP/MSTP could result in DLR ports being blocked in an undesirable manner. See 7.9
for additional information.
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DLR supports redundant gateways for connecting with network infrastructure outside of the DLR
network to the DLR network itself. See 10.9 for additional information.

10.4 Overview of DLR operation
10.4.1 Normal operation

Figure 30 shows the normal operation of a DLR network.

Active Ring
CPU Supervisor
| t
Ring Ring Ring Ring
Node 1 Node 2 Node 3 Node 4

IEC
Figure 30 — Normal operatioh of a DLR network

and is pssumed to have implemented an embedded switch. When a ring node receives apacket
on ongl of its Ethernet ports, it determines - whether the packet needs to be received by the ring
node ifself (e.g., the packet has the node's MAC address) or whether the packet shall he sent
out thg node's other Ethernet port.

The adtive ring supervisor blocks-traffic on one of its ports with the exception of few $pecial
frames| and does not forward\traffic from one port to other. Because of this configuration a
network loop is avoided and only one path exists between any two ring nodes during phormal
operation.

Figure|31 illustrates.the use of Beacon and Announce frames sent by the active ring supgrvisor.

Active Ring

Beacon ‘_‘—_I Supervisor  Beacon
- -
Announce Announce

— > > —_—>

<> <> <>

Ring Ring Ring Ring
Node 1 Node 2 Node 3 Node 4

IEC

Figure 31 — Beacon and Announce frames
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The active ring supervisor transmits a Beacon frame through both of its Ethernet ports once per
beacon interval (400 ps by default). The supervisor also sends Announce frames once per
second. The Beacon and Announce frames serve several purposes:

a) the presence of Beacon and Announce frames inform ring nodes to transition from linear
topology mode to ring topology mode;

b) loss of Beacon frames at the supervisor enables detection of certain types of ring faults.
(normal ring nodes are also able to detect and signal ring faults);

c) the Beacon frames carry a precedence value, allowing selection of an active supervisor
when multiple ring supervisors are configured.

10.4.2 —Link failures

10.4.2]1 Common failures
The most common form of link failure includes the following cases:

a) linK or other physical layer failure recognized by a node adjacent to the)failure;
b) power failure or power cycling a ring node, recognized by the adjacent node as a link failure;
c) intgntional media disconnect by user to bring new nodes online of’)to remove existing ones.
In the pbove cases, the nodes adjacent to the fault send a Link” Status message to the ring

supervjsor. Figure 32 shows ring nodes adjacent to a fault sending a Link_Status mesgage to
the ring supervisor.

Active Ring
|;| Supervisor
— , R
Link Status Link Status
Ring Ring Ring Ring
Node 1 Node 2 Node 3 Node 4

IEC

Figure 32 — Link failure

After receipt of the Link_Status message, the ring supervisor reconfigures the network by
unblocking traffic on its previously blocked port and flushing its unicast MAC table. The
supervisor immediately sends Beacon and Announce frames with the ring state value indicating
that the ring is now faulted.

Ring nodes also flush their unicast MAC tables upon detecting loss of the beacon in one
direction, or upon receipt of Beacon or Announce frames with the ring state value indicating the
ring fault state. Flushing the unicast MAC tables at both supervisor and ring nodes is necessary
for network traffic to reach its intended destination after the network reconfiguration.

Figure 33 shows the network configuration after a link failure, with the ring supervisor passing
traffic through both of its ports.
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Figure 33 — Network reconfiguration after link failure

2 Uncommon failures
tion to the more common link failures, there is a class of uncommon failures:

her level hardware/firmware component(s) on a ring node has failed leading to lost
the physical layer is functioning normally with power supply intact;

failure has occurred somewhere in the middle_of this chain.

e cases, the ring supervisor will detect the loss of Beacon frames first on one pg

[ly on both of its ports. The supervisorwill reconfigure the network as described
1. In addition, the ring supervisor will send a Locate_Fault frame to diagnose th
n (see 10.6.5 on the Neighbor Chegk process).

3 Partial network fault

5sible for a partial netwprk-fault to occur such that traffic is lost in only one directig

traffic,

hain of ring protocol unaware nodes are connegted between protocol-aware nodgs, and

rt, and
in the
e fault

n. The

ring supervisor detects 'a partial fault by monitoring the loss of Beacon frames pn one

hen a partial faultds'detected the active supervisor blocks traffic on one port and
value in the DLR(ODbject. The ring at this point will be segmented due to the partia
Ng user intervention.

4 Rapidifault/restore cycles

condjtions such as a faulty network connector can cause the ring supervisor to

instabi

condition (5 faults in a 30 s period), it sets a status value in the DLR object, and blocks

on one

port. The user shall explicitly clear the condition via the DLR object.

10.5 Classes of DLR implementation

sets a
| fault,

detect

There are several classes of DLR implementation, as described below. Detailed requirements
for each class of implementation are further specified in 10.6.

¢ Ring Supervisor

This class of device is capable of being a ring supervisor. Such devices shall implement the
required ring supervisor behaviors, including the ability to send and process Beacon frames
at the default beacon interval of 400 ys. Smaller beacon intervals, as low as 100 ys, may

be

supported, but are not required.

e Ring Node, Beacon-based


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

IEC 61158-4-2:2023 © |IEC 2023 - 319 -

This class of device implements the DLR protocol, but without the ring supervisor capability.
The device shall be able to process and act on the Beacon frames sent by the ring
supervisor. Beacon-based ring nodes shall support beacon rates of 100 ys to 100 ms in
order to accommodate all ring supervisor implementations.

¢ Ring Node, Announce-based

This class of device implements the DLR protocol, but without the ring supervisor capability.
In order to accommodate nodes that do not have the capacity to process Beacon frames,
ring nodes may simply forward, but need not explicitly process, Beacon frames. Such nodes
shall process Announce frames.

10.6 DLR behavior

10.6.1| DLR variables

Table 180 summarizes variables used in the DLR protocol behavior and messagées. See|10.6.3
and 10.6.2 on Ring Node and Ring Supervisor behavior and DLR messages for [further details.
The DLR object (see 7.9) exposes these variables (with the exception of the<Node Stdte) via
object pttributes.

Table 180 — DLR variables

DUR variable Description

Node State Internal state of a node's DLR state machine;
IDLE_STATE - initial state for non-superyisors, indicating linear topology mode

FAULT_STATE - initial state for enabled ring supervisor, or when ring fault has geen
detected (both supervisor and ring nodes)

NORMAL_STATE - normal function*in ring topology mode

Ring Sjate State of the ring network, transmitted by ring supervisors in Beacon and Announg¢e
frames:
RING_NORMAL_STATE= Ring is functioning, with supervisor blocking traffic on|one
port

RING_FAULT_STATE - Fault detected, ring supervisor is not blocking traffic (alqo is
the initial state"transmitted in the Beacon and Announce frames)

Beacon Interval Interval at\which the ring supervisor sends Beacon frames. Supervisors shall support a
range from 400 ys to 100 ms. The default value shall be 400 ps. Supervisors ma
supperisa Beacon Interval smaller than 400 s, but this is not required. The absojute
minimum Beacon Interval is 100 pys. Beacon-based ring nodes shall support beadqon
rates of 100 ys to 100 ms in order to accommodate all ring supervisor implementptions

Beacon Timeout Amount of time nodes shall wait before timing out reception of Beacon frames an(d
taking the appropriate action (depending on whether supervisor or normal ring nqde).
Supervisors shall support a range from 800 ps to 500 ms. The default shall be
1 960 ps. Supervisors may support a Beacon Timeout of smaller than 800 ys but|this is
not required. The absolute minimum Beacon Timeout is 200 ys

Superyiser Precedence value assigned to a ring supervisor, and transmitted in Beacon framgs.
Precedence Used fo select active ring supervisor when multiple supervisors have been configured.

Default value is 0. Can be changed via the DLR object

DLR VLAN ID VLAN ID used when sending DLR protocol frames. The VLAN ID is configured at the
ring supervisor (via the DLR object), and is then detected by ring nodes when they
receive and process the Beacon or Announce frames from the supervisor.

Default value is 0. Typically the VLAN ID does not need to be changed unless a
commercial switch is being used in the ring

10.6.2 Ring supervisor
10.6.2.1 Startup

An enabled ring supervisor shall start in FAULT_STATE and configure both ports to forward
frames. The supervisor shall send Beacon frames out both of its ports, with the Ring State set


https://iecnorm.com/api/?name=320d5466f5ac6a08e9c8c5627c3a04e1

- 320 - IEC 61158-4-2:2023 © |EC 2023

to RING_FAULT_STATE. The supervisor shall also send Announce frames out both of its ports
with the Ring State set to RING_FAULT_STATE.

Once the Beacon frames are received through both ports the supervisor shall transition to
NORMAL_STATE, flush its unicast MAC address table and reconfigure one of its ports not to
forward packets, except for the following, which shall be forwarded to the host for processing:

e Beacon frames with the supervisor's own MAC address (in general needed only for software
implementations);
e Beacon frames from other ring supervisors;

o Link_Status/Neighbor_Status frames;

e Neilghbor_Check request or response, and Sign_On: always forward received frames. For
frames originated by the supervisor, only forward frames with the Source Port maichjng the
blopked port.

Upon fransition to NORMAL_STATE, the Ring State in the Beacon frames: shall be|set to
RING_NORMAL_STATE. The ring supervisor shall also send an Announgeframe out orle port,
with Ring State set to RING_NORMAL_STATE.

10.6.2J2 Multiple ring supervisors

When multiple ring supervisors are configured, each supervisor'sends Beacon frames hen it
comes|online. The Beacon frames carry a supervisor precedence value. When a supkrvisor
receives a Beacon frame, it checks the precedence value. If the precedence in the Beacon
frame |s higher than the receiving node's precedencealue, the receiving node transitjons to
FAULT_STATE and becomes a backup supervisor. M:the precedence values are the sare, the
node with the numerically higher MAC address becomes the active supervisor.

The backup supervisors configure their DLR “parameters with the values obtained from the
active pupervisor's Beacon frames: Beacan Interval, Beacon Timeout, VLAN ID.

The bgdckup supervisors continue to“monitor both ports for timeout of the Beacon frames (no
Beacons received within the BeaconTimeout period). If the Beacon has timed out on both ports,
the ba¢kup supervisor waits for an additional Beacon Timeout period (during which time other
nodes fransition to linear mode); then begins sending its own Beacons so that a new supgrvisor
can be|selected.

10.6.2)3 Sign on

In ordgr to idepiify ring protocol participants, the active ring supervisor shall send a Sign_On
frame [when_if-transitions to NORMAL_STATE. See the Sign_On information in thep DLR
Messages (see 10.10.9).

10.6.2.4~ Normal ring operation

When in the NORMAL_STATE, the active ring supervisor shall send Beacon frames out both of
its ports. It shall also send an Announce frame once per second out one port.

One of the active supervisor's ports shall be configured not to forward frames, with the
exceptions as noted in 10.4.2.1.

10.6.2.5 Ring fault detection

One of several possible events shall cause the active ring supervisor to transition to
FAULT_STATE:

a) Beacon frame received from another supervisor with a higher precedence value;
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b) loss of Beacon frames on either port for the period specified by the Beacon Timeout,
indicating a break somewhere in the ring;

c) detection of loss of link with the neighboring node on either port;

d) Link_Status frame received from a ring node, indicating a ring node has detected a fault.

In all of the cases listed above, the active ring supervisor shall:

In addition, in case 2 above, the active ring supervisor shall initiate the Neighbor Check p
by issying a Locate Fault frame. The supervisor shall also issue its own Neighbor CheckK

tra

nsition to FAULT_STATE;

flush its unicast MAC address table;

unblock the blocked port;

serld Beacon frame out both ports, with Ring State set to RING_FAULT_STATE;
serld Announce frame out both ports, with Ring State set to RING_FAULT_STATE-

throug

When
detect

10.6.2

When

shall cause a transition to NORMAL_STATE. The active ring supervisor shall do the foll

flugh the unicast MAC address table;

recpnfigure its ports such that traffic is notforwarded on one port (with exceptions as
prejiously);

serld Beacon frames with the Ring State set to RING_NORMAL_STATE;
serld Announce frames out one part with Ring State set to RING_NORMAL_STATE.

10.6.2

The fo

Su
Be
Be
VL
Su

n the port(s) on which the beacon has timed out.

n FAULT_STATE the ring supervisor shall continue to send Beacon frames, in o
ring restoration.

6 Ring restoration

he active ring supervisor is in FAULT_STATE, receipt of Beacon frames on bot

7 Changing ring parameters
lowing ring superviser parameters may be changed via the DLR object (see 7.9):

pervisor precedence value;
con interval;

Icon timeout;

AN 1D;

rocess
frame

rder to

N ports
bwing:

noted

bervisor enabled/disabled.

When any of the above parameters are changed on the active ring supervisor, the ring
supervisor shall cease sending Beacon and Announce frames for two (current) beacon timeout
periods, then shall send Beacon frames using the new parameters. Ceasing the Beacon frames
allows beacon-based ring nodes to detect the new parameters when the Beacon is restored
and triggers active supervisor negotiation based on the new parameters. Announce frame
production is further suppressed for at least 2 new beacon timeout periods to make sure that
the active supervisor is determined before any Announce frames with the new parameters are
sent.

When parameters are changed on a backup ring supervisor, the behavior depends on the
backup supervisor's new precedence value compared to the active supervisor's precedence
value:
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