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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 1: Overview and guidance for the IEC 61158 and IEC 61784 series

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization“cpmprising
all ngtional electrotechnical committees (IEC National Committees). The object of IEC(’is "to] promote
interngtional co-operation on all questions concerning standardization in the electrical and elecironic|fields. To
this ehd and in addition to other activities, IEC publishes International Standards, Techhical Spedifications,
Technjical Reports, Publicly Available Specifications (PAS) and Guides (hereafter).referred to| as “IEC
Publigation(s)”). Their preparation is entrusted to technical committees; any IEC Natiomal"Committee |nterested
in thg subject dealt with may participate in this preparatory work. International,x governmental [and non-
goverpmmental organizations liaising with the IEC also participate in this preparation. IEC collaborat¢s closely
with the International Organization for Standardization (ISO) in accordance- with conditions detefqmined by
agreement between the two organizations.

2) The fdrmal decisions or agreements of IEC on technical matters express¢.as.nearly as possible, an international
consehsus of opinion on the relevant subjects since each technical (committee has representation from all
interegted IEC National Committees.

3) IEC Plublications have the form of recommendations for interpational use and are accepted by IEQ National
Comnlittees in that sense. While all reasonable efforts are made to ensure that the technical contgnt of IEC
Publidations is accurate, IEC cannot be held responsible<for the way in which they are used gr for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any djvergence
betwepn any IEC Publication and the corresponding-national or regional publication shall be clearly indicated in
the lafter.

5) IEC itgelf does not provide any attestation-of conformity. Independent certification bodies provide gonformity
assespment services and, in some areas;\access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All us¢rs should ensure that they have'the latest edition of this publication.

7) No liapility shall attach to IEC or its directors, employees, servants or agents including individual eXperts and
membiers of its technical committees and IEC National Committees for any personal injury, property damage or
other |[damage of any natdre“whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenges arising out of the publication, use of, or reliance upon, this IEC Publication or any ¢ther IEC
Publidations.

8) Attentlon is drawn”to’the Normative references cited in this publication. Use of the referenced publications is
indispensable forthe correct application of this publication.

9) Attentlon is.drawn to the possibility that some of the elements of this IEC Publication may be the pubject of
paten{ rights.IEC shall not be held responsible for identifying any or all such patent rights.

Attentior—s—drawnmto—the—fact—that—the—use—of some—ofthe—=associated—protocotLypes is
restricted by their intellectual-property-right holders. In all cases, the commitment to limited
release of intellectual-property-rights made by the holders of those rights permits a layer
protocol type to be used with other layer protocols of the same type, or in other type
combinations explicitly authorized by their respective intellectual property right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158 1 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant changes with respect to the previous edition:
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e updates of the references to and information about the IEC 61158 series, IEC 61784-1,
IEC 61784-3, IEC 61784-5 series and IEC 61918 throughout the document;

e new Type 25 and the related profile family CPF 20;
e new Type 26 and the related profile family CPF 21.
The text of this International Standard is based on the following documents:
FDIS Report on voting
65C/944/FDIS 65C/953/RVD
Full information on the voting for the approval of this International Standard can be found in
the repqrt on voting indicated in the above table.
This do¢ument has been drafted in accordance with the ISO/IEC Directives, Part 2.
A list of all the parts of the IEC 61158 series, published under the géneral title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.
The committee has decided that the contents of this document will\remain unchanged puntil the
stability|date indicated on the IEC website under "http://webstore.iec.ch" in the data rglated to
the speg¢ific document. At this date, the document will be
e reconfirmed,
e withdrawn,
e replaced by a revised edition, or
e amepded.
A bilingbial version of this publication may e issued at a later date.
IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that if contains colours which are considered to be useful for the dgorrect
understanding of its ©contents. Users should therefore print this document using a
colourn printer.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 1: Overview and guidance for the IEC 61158 and IEC 61784 series

1 Scope

This part of IEC 61158 specifies the generic concept of fieldbuses.

This dogument also presents an overview and guidance for the IEC 61158 seriesby:

e explpining the structure and content of the IEC 61158 series;

e relafing the structure of the IEC 61158 series to the ISO/IEC 7498-1 OSI Basic Rq
Modgl;

¢ showing the logical structure of the IEC 61784 series;

e showing how to use parts of the IEC 61158 series in combination with the IE
serigs;

e provjding explanations of some aspects of the IEC 61458 series that are commo

type

specific parts of the IEC 61158-5 including the“application layer service des

congepts and the generic fieldbus data types.

2 Norfmative references

There a

e no normative references in this. document.

3 Terms, definitions and abbreviated terms

31 T

For the

erms and definitions

purposes of this document, the following terms and definitions apply.

ISO and IEC maintain‘terminological databases for use in standardization at the f

address

e |EC
e |SO

3.1.1
commu

eS:

Electropedia: available at http://www.electropedia.org/

ference

C 61784

h to the
cription

bllowing

Online browsing platform: available at http://www.iso.org/obp

nication system

arrangement of hardware, software and propagation media to allow the transfer of messages
from one application to another

3.1.2

fieldbus
communication system based on serial data transfer as typically used in industrial automation
and process control applications

3.1.3

fieldbus system
system using a fieldbus with connected devices
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3.1.4
message
ordered series of octets intended to convey information

3.1.5

network

all of the media, connectors, repeaters, routers, gateways and associated node
communication elements by which a given set of communicating devices are interconnected

3.2 Abbreviations

For the purposes of this document, the following abbreviations, based partially on the

conceptg developed In ISOMEC 7498-T, apply:
AE application entity
AL application layer (N = 7)
APDU application layer protocol data unit
APO application process object
AR application relationship
AREP application relationship endpoint
ASE application service element
CP communication profile
CPF communication profile family.
DL- data-link layer (as a prefix)
DLL data-link layer (N = 2)
FAL fieldbus applicationtfayer
FSCP functional safety\communication profile
IETF Internet Enginéering Task Force
10 input ouitput
IP Internet protocol (see RFC 791)
kbit/s thousand bit per second
Mbit/s million bit per second
LME layer management entity
(n)4ayer layer n of the OSI basic reference model
OSl open systems interconnection
Ph- physical layer (as a prefix)
PhL physical layer (N = 1)
SIL safety integrity level

4 Guidelines for implementers and users

4.1 Background and purpose

Communication in global markets requires a global understanding of a specification (standard
or not). ISO/OSI related specifications provide a common basis for understanding and
acceptance between international experts (manufacturers and end-users).
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Examples are

e ISO/IEC 7498-1 for general layering and structuring;
e |ISO/IEC 9545 for general application layer modeling;
o |ISO/IEC 8886 for data-link layer modeling.

The IEC 61158 series specifies a number of different fieldbus types in each of its parts
(IEC 61158-2 and the type specific parts of IEC 61158-3-tt, IEC 61158-4-tt, IEC 61158-5-tt
and IEC 61158-6-tt). As a result of the editorial harmonization work done by IEC, each PhL,
DLL and AL specification within IEC 61158 is shown in a homogeneous way. The description
of each layer offers, as far as possible, common views, concepts, definitions, and descriptive
methods.

NOTE The list of IEC 61158 parts is abbreviated as |EC 61158-3-tt, |IEC 61158-4-tt, |IEC6N58-5-tt, or
IEC 61158-6-tt, where tt represents one or more type numbers.

This common approach has been adopted to assist users and implementers+n undergtanding
the several specifications. It is also intended to assist in comparing available prodycts and
their communications-related features.

4.2 Supported options

Most of|the fieldbus types specified in the IEC 61158 series include a range of selectgble and
configunable options within their detailed specifications.<In general, only certain rgstricted
combinations of options will interwork or interoperate coisrectly.

The recommended combinations of options are collécted in IEC 61784-1 and IEC 61784-2.

IEC 61784-1 and IEC 61784-2 provide users“vand implementers with details of sypported
fieldbus| specifications based on selectgds options that are intended to work {ogether
consistgntly and correctly. In most cases) available product demonstrations and workipg plant
experience support these profiles.

Annex A of IEC 61784-1 and Annex A of IEC 61784-2 help select the needed fielgbus by
showing the key features of each’of the profiled fieldbus protocol families.

As a reqult, the route map recommended to select a fieldbus is:

e Clayse 5 to Clause 8 of this part of IEC 61158;

o |ECB1784-1Annex A: Communication concepts;

e |EC B1784~2, Annex A: Performance indicator calculation;

e |EC 61784-1 and IEC 61784-2, Communication profile family;

e the parts of IEC 61158 as referenced in IEC 61784-1 and IEC 61784-2 for the selected
communication profile of interest.

4.3 Benefits from using a common and formal style

The benefits gained from using a common and formal style to specify the communication
system are:

¢ the common look and feel of a specification saves effort during evaluation;

e a common structure helps to identify and to specify common parts and contents;

e the common approach represents a first step to ensure long-term quality and stability;

o the missing parts and items of any specification are more readily identified by comparison
with the other specifications, leading to a simplified review and evaluation procedure;

e acommon basis facilitates the development of test and certification procedures;


https://iecnorm.com/api/?name=bea32affc7a0aa1b63794b8f2ffd79b0

IEC 61158-1:2019 © |IEC 2019 -1 -

e the modular concepts support future enhancements, extensions and adaptation of new
technologies.

5 Concept of the IEC 61158 series

Conceptually, a fieldbus is an industrial digital communication network for integration of
industrial control and instrumentation devices into a system. Examples of such devices are
transducers, sensors, actuators and controllers.

The IEC 61158 series specifies a number of fieldbus protocol types. Each protocol type is
designed to permit multiple measurement and control devices to communicate. Devices
communicate directly only with other devices of the same protocol type The basic
requirements of industrial communication networks for measurement and control arg,jgiven in
Clause (1.

Devices| which use the same lower-layer protocols in a compatible fashion but differ{in their
higher-layer protocols may be able to share a lower-layer medium.

In all cgses, a particular data-link layer protocol type may be used‘without restrictign when
coupled| with physical layer and application layer protocols of the/same type or with other
combinations as specified in IEC 61784-1 and IEC 61784-2. Use'of the various protocpl types
in other|combinations may require permission from their respective copyright holders.

The prdtocol types in IEC 61158 have been engineered/to support information pro¢essing,
monitoring and control systems for any industrial sector and related domains. An ¢xample
applicatjon for high-integrity low-level communication between sensors, actuators apd local
controllers in a process plant, together with the interconnection of programmable controllers,
is shown in Figure 1.

Information systems network

Gateway Gateway
Fieldbus
Process plant Factory shop floor segment

I Controllers |
Programmabhle ‘
Con Programmable |
— Sensors Cont Programmable
Controllers
i — Actuat
Fleldbust cranrs Monitoring
segmen system
Bridge
Fieldbus
segment

IEC

Figure 1 — Example of a fieldbus system

A number of fieldbus types are specified in the IEC 61158 series using the following concepts
for decomposition.

a) First concept: The complex communication task is divided into different layers based on
an adaptation of ISO/IEC 7498-1, the ISO/OSI Basic Reference Model, thereby facilitating
well-structured functions and interfaces (see Clause 6). This has the following benefits:
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— decomposition of complex tasks;
— modular structure to adapt different technologies.

b) Second concept: Each fieldbus type is composed of one or more layer specifications.

c)

Most types include a number of services and protocol options that require an appropriate
selection to support a working system. Compatible selections of options and services
within one of the IEC 61158 fieldbus types are specified as standardized communication
profiles in IEC 61784-1 and IEC 61784-2. Most of these profiles are supported by
consortia or trade associations which are identified in the profile specification.

Third concept: The physical, data-link and application layers are described in
complementary ways, in terms of the offered services and the protocol which provides
those services.

Figure 4 illustrates the differences between service and protocol viewpoints of the-data-link
and appglication layers. The protocol parts show the layer implementer’s oriented\view|and the

service parts show the layer user’s oriented view.

Layer user Layer implementer
Oriented view Oriented-view
AL services AL protocol
Part 5 of IEC 61158 Part 6 of IEC 61158
- Model and concepts - Syntax definition/and coding
- Data type definitions - Application relationships
- Application objects procedures
- Service description - ProtocolNnachines (state machines)
- Communication end-point
management.
DL services DL protocol
Part 3 of IEC 61158 Part 4 of IEC 61158
- Model and concepts - Coding
- Service description - Medium access
- Management services - Protocol machines (state machines)

IEC

Figure 2 — Concept of DL/AL to separate service and protocol parts

The application layer structure is as follows:

the "what" is described by application layer service elements (ASE) in the type specific
parts of IEC 61158-5; and

the "how* is described by application layer relationships (AR) in the type specific parts of
IEC 61158-6.

The data-link layer structure is as follows:

the "what” is described by data-link layer services and models in the type specific parts of
IEC 61158-3; and

the "how" is described by data-link layer protocol machines and medium access principles
in the type specific parts of IEC 61158-4.
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The physical layer is structured similarly, but, because its services are readily described, they
are described in IEC 61158-2 together with the definitions of the physical protocols:

— the "what" is described by physical layer services and models, and

— the "how" is described by physical layer electrical and mechanical specifications.

6 Mapping onto the OSI Basic Reference Model

6.1 Overview

IEC 61158 protocol types are described using the principles, methodology and model of

ISO/IEC 7498-1. The OS| model provides a layered approach to communications standards,
whereby the layers can be developed and modified independently. IEC 61158~ dpecifies
functionality from top to bottom of a full OSI stack and, potentially, some functions| for the
users of the stack. Functions of the intermediate OSI layers, layers 3 through’6, [may be
consolidated into either the IEC 61158 data-link layer or the IEC 61158 application layer, or
may be [realized by a separate layer. Likewise, some features common to users of the [fieldbus
applicatjon layer may be provided by the IEC 61158 application layer to simpl|fy user
operatidgn.
Table 1[shows the OSI layers, their functions, and the equivalent layers in the IEC 61158
basic figldbus reference model (Figure 3).
Table 1 — OSIl and IEC 61158)layers
08§l layer Function IEC 61158 layer
7 Application Translates demands placed on the ggmmunications stack into a form Application
understood by the lower layers and\wvice versa (IEC 61|158-5-tt,
IEC 61(58-6-tt)
6 Presgntation Converts data to/from standardized network formats 0
Session Creates and manages dialogue among lower layers T
4 Trangport Provides transparent reliable data transfer (end-to-end transfer across a Lot
network which may include multiple links)
Netwprk Performs message routing dort
Data-ink Controls access to the communication medium. Performs error Data-link
detection-(point-to-point transfer on a link) (IEC 61/|158-3-tt,
IEC 61(58-4-tt)
1 Physjcal Encodes/decodes signals for transmission/reception in a form .
- R h o L Phyfsical
appropriate to the communications medium. Specifies communication (IEC 6[1158-2)
media characteristics
NOTE 1 |-ttis a plaeeholder for the part numbers representing types.
NOTE 2 [{ ard f“indicate that the functionality of this layer, when present, is included in the fieldbus layer that is
nearest ih the direction of the arrow. Thus it is possible that the network and transport functionality are included in
either thé_data-link or application layers and it is possible that the session and presentation functionality are
included in the application layer but not in the data-link layer.

Application layer

n
5
Data-link layer 7
>
(7]

Physical layer
| |

Medium

management

IEC

Figure 3 — Basic fieldbus reference model
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6.2 Physical layer service and protocol

IEC 61158-2 comprises physical layer specifications corresponding to many of the different
DL-Layer protocol types specified in the type specific parts of IEC 61158-4.
NOTE 1 The type numbers used are consistent throughout the IEC 61158 series.

NOTE 2 Not all types have a physical layer specification in IEC 61158-2. In that case the communication profile in
IEC 61784-1 or IEC 61784-2 provides appropriate references to other standards.

NOTE 3 For ease of reference, type numbers are given in clause names. This means that the specification given
therein applies to this type but does not exclude its use for other types.

NOTE 4 It is up to the user of IEC 61158 to select interoperating sets of provisions. Refer to IEC 61784-1 and
IEC 61784-ZTor standardized communication proiiles based on IEC 61158.

A generl model of the physical layer is shown in Figure 4.

DLL
L
i DL- Ph Interface i 5
b Systems Ph DIS
stems
Ma)nyagement Management DCE Independent Sublayer o
— Ph interface =
i DTE-DCE Interfate i
Ph MDS v oo
Medium Dependent Sublayer =
A S
i MDS- MAU Interface i W 3
. : | 10 >
®.® t | ] | ) i
3 C ®© = ] !
I o | 0 c - a
U >|26 |08 c =
555 |25 |28 Ph MAU
$3 c2 |8 ; = Medium Attachment Unit
4< (=S |s< |cd Y
x| %z |52 (g5 Medium Interf !
& o €= edium Interface i
(a1 c f ' Y
o Medium
/!

EC

Figure 4 — General model of physical layer

NOTE 5 The protocol types use a subset of the structure elements.

NOTE 6 Since Type 8 uses a more complex DIS than the other types, it uses the term MIS to differentiate.
The common characteristics for all variants and types are as follows:

— digital data transmission; and
— either half-duplex communication (bi-directional but in only one direction at a time) or full-
duplex communication.

6.3 Data-link layer service

The data-link service is provided by the data-link protocol making use of the services
available from the physical layer. This and related parts of the IEC 61158 series defines the
data-link service characteristics that the immediately higher-level protocol may exploit. The
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relationship between the international standards for fieldbus data-link service, fieldbus data-
link protocol, fieldbus application protocol and systems management is illustrated in Figure 5.

NOTE Systems management, as used in the IEC 61158 series, is a local mechanism for managing the layer

protocols.

Application layer w &
Data-link _ ° -
corvices = E, E | Data-link
Data-link layer +——5——management
by § services
Physical layer s

Through

Medium

IEC

Figure 5 — Relationship of the Data-link layer
to other fieldbus layers and to users of the fieldbus data-link service

provided by one layer of the OSI Basic Reference Model to the\layer immediately abov

a data-I
adminis

nk service defined in IEC 61158 is a conceptual afchitectural service, indepe
rative and implementation divisions.

6.4 Data-link layer protocol

The dat
from th
data-lin
manage

NOTE 1
protocols|

NOTE 2
or IEC 61

The pri
commur
entities
provide

a) as 4

a-link protocol provides the data-link service by making use of the services 4
b physical layer. The relationship between the International Standards for
service, fieldbus data-link protocol, fieldbus physical service and

ment is illustrated in Figure 5.

Systems management, as used~in-the IEC 61158 series, is a local mechanism for managing

Not all types have a data-link layer specification. In that case the communication profile in IE
784-2 provides approptiate references to other standards.

mary aim of ‘the data-link protocol standards is to provide a set of r
ication expressed in terms of the procedures to be carried out by peer ¢
(DLEs) at\the time of communication. These rules for communication are inte
a sound.basis for development in order to serve a variety of purposes:

guide for implementers and designers;

out the set of fieldbus standards, the term “service” reférs to the abstract capability

e. Thus,
hdent of

vailable
fieldbus
systems

the layer

L 61784-1

iles for
ata-link
nded to

b) for

se T thetestingand-procurementof equipmeTt;

c) as part of an agreement for the admittance of systems into the open systems environment;

d) asa

refinement to the understanding of time-critical communications within OSI.

These data-link protocol standards are concerned, in particular, with the communication and
interworking of sensors, effectors and other automation devices, using these standards,
together with other standards positioned within the OSI or fieldbus reference models;
otherwise, incompatible systems may work together in any combination.

6.5 Application layer service

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. Each part of the IEC 61158-5
series defines the application service characteristics that any immediately higher-level
protocols may exploit. The relationship between the international standards for fieldbus
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application service, fieldbus application protocol and systems management is illustrated in

Figure 6

protocols.

NOTE Systems management, as used in the IEC 61158 series, is a local mechanism for managing the layer
Application I
services I
FIELDBUS I Application
APPLICATION '
LAYER | man_agement
Data-link % j serviees
. & I
services DATA-LINK (]E_) g :
LAYER 2|
>0 |
=
D g |
PHYSICAL c !
LAYER l
_____ |
MEDIUM

6.6 Application layer protocol

The ap
availabl
the Inte
fieldbus

NOTE S
protocols|

An application process uses the fieldbus application layer services to exchange infg

with oth
applicat

The apq
informat
uses thg

The prg
transitio
maching

IEC

Figure 6 — Relationship of the fieldbus Application layer
to other fieldbus layers and to users of the fieldbus application service

blication protocol provides the application service by making use of the
e from the data-link layer or other immediately lower layer. The relationship
rnational Standards for fieldbus application service, fieldbus application ¢
data-link service and system management is illustrated in Figure 6.

ystems management, as used in the IEC 61158 series, is a local mechanism for managing
er application processes: The services define the abstract interface betw
on process and the application layer.

lication layer protocol is the set of rules that governs the format and meanin
ion exchange between the application layers in various devices. The applicati
e protocol tosimplement the application layer services definitions.

tocol-machine defines the various states of an application layer and t

services
between
rotocol,

the layer

rmation
een the

g of the
bn layer

e valid

ns,between the states. It may be considered as a finite state machine. The
is” described using state tables. The information is exchanged betw

protocol
en the

applicat

on process and the protocol machine through application service data un

its. The

protocol machine exchanges information with other protocol machines through application

protocol

data units (APDU).

This set of application layer standards does not contain test procedures to ensure compliance
with such requirements.

The primary aim of an application layer protocol in IEC 61158 is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer application
entities (AE) at the time of communication. These rules for communication are intended to

provide

a) asa

a sound basis for development in order to serve a variety of purposes:

guide for implementers and designers;

b) for use in the testing and procurement of equipment;

c) as part of an agreement for the admittance of systems into the open systems environment;
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d) as arefinement to the understanding of time-critical communications within OSI.

IEC 61158 is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices, by using IEC 61158 together with other standards
positioned within the OSI or fieldbus reference models; otherwise, incompatible systems may
work together in any combination.

7 Structure of IEC 61158 and IEC 61784 series

71 The IEC 61158 physical layer

The IEC 61158 physical layer receives data units from the data-link layer, encapsulates them
if necegsary by adding communications framing information, encodes the bits and [framing
information into signals, and transmits the resulting physical signals to the {rangmission
medium| connected to the transmitting node.

Signals| are then received at one or more other node(s) and («ecoded, and any
communications framing information is checked and removed, before ‘the data upits are
passed fo the data-link layer of the receiving device.

IEC 611[58-2 comprises physical layer specifications to support the DL-protocd
specified in the IEC 61158 data-link layer. It defines the servicés provided

types

a) to the various types of fieldbus data-link layer at the boundary between the data-Jink and
physical layers of the fieldbus reference model;

b) to gystems management at the boundary bhetween the physical layer and $ystems
manpgement of the fieldbus reference model.

NOTE This combination of physical service definition and physical protocol specification into| a single
standard is an historic anomaly; it is not commop;standards practice.

7.2 The IEC 61158 data-link layer

In the gbsence of persistent errors, the IEC 61158 data-link layers (see IEC 61158-B-tt and
IEC 611[58-4-tt) provide basic time-critical support for data communications among dgvices in
an automation environment. Theé term “time-critical” is used to describe applications having a
time-window, within which.Gne or more specified actions are required to be complejed with
some de¢fined level of certainty. Failure to complete specified actions within the time|window
risks failure of the applications requesting the actions, with attendant risk to equipment, plant
and posfsibly humantlife.

IEC 611[58 data=link layer specifies, in an abstract way, the externally visible service provided
by the fieldbus ‘data-link layer in terms of

£

a) the primitiveactionsandeventsof the—service;

b) the parameters associated with each primitive action and event, and the form which they
take;

c) the interrelationship between these actions and events, and their valid sequences.

IEC 61158 data-link layer defines the services provided

a) to the various types of fieldbus application layer at the boundary between the application
and data-link layers of the fieldbus reference model;

b) to systems management at the boundary between the data-link layer and systems
management of the fieldbus reference model.

IEC 61158-4-tt define a number of distinct and non-interoperable fieldbus data-link protocols.
Each protocol is most closely related to, and lies within the field of application of, the
corresponding services of IEC 61158-3-tt.
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7.3 The IEC 61158 application layer

The IEC 61158 application layers (see IEC 61158-5-tt and |IEC 61158-6-tt) are designed to
support the conveyance of time-critical application requests and responses among devices in
an automation environment.

The IEC 61158-5 series specifies interactions between remote applications in terms of
a) an abstract model for defining application resources (objects) capable of being
manipulated by users via the use of fieldbus application layer (FAL) services;

b) the service primitives (interactions between the FAL and the FAL user) associated with
each FAL service;

c) the ;Larameters associated with each service primitive;
d) the interrelationship between, and the valid sequences of, the primitives for eagh service.

Although these services specify, from the perspective of applications, how request and
responsies are issued and delivered, they do not include a specification of what the requesting
and regponding applications are to do with them. That is, the behavioral aspectg of the
applicatjons are not specified; only a definition of what requests @nd responses they can
send/re¢eive is specified. This permits greater flexibility to the FAL users in standardizing
such object behavior. In addition to these services, some supporting services are also|defined
to provigle access to the FAL to control certain aspects of its operation.

The IEQ 61158-5 series defines the services provided
a) to tHe various user(s) of the fieldbus application layer at the boundary between thg user(s)
and |the application layer of the fieldbus reference model;
b) to systems management at the boundary‘between the application layer and gystems
manpgement of the fieldbus reference madel.

The I|ELC 61158-6 series defines a number of distinct and non-interoperable [fieldbus
applicatjon protocols. Each protocolxis’ most closely related to, and lies within the|field of
applicatjon of, the services of the corresponding part of the IEC 61158-5 series.

7.4

EC 61784-1 and IEC 61784-2 fieldbus profiles

IEC 617)84-1 and IEC 61/84-2 provide sets of communication profiles (CP) in the gense of
ISO/IEQ TR 10000-1. These answer the need of identifying the protocol families co{existing
within the IEC 61158 series, as a result of the international harmonization of [fieldbus
technolggies available on the market. More specifically, these profiles help to correctly state
the compliance_to the IEC 61158 series, and to avoid the spreading of d|vergent
implementations, which would limit its use, clearness and understanding. Additional prpfiles to
address| specific market concerns, such as functional safety or information security, |may be
addressiediby future parts of IEC 61158

IEC 61784-1 and IEC 61784-2 contain several communication profile families (CPF), which
specify one or more communication profiles. Such profiles identify, in a strict sense, protocol
subsets of the IEC 61158 series via protocol specific communication profiles. They do not
define device-type-specific communication profiles for the purpose of guiding manufacturers
in feature set selection — for example, in selecting the minimum set of communication services
and protocol to implement a specific class of devices, such as generic slaves or transmitters
("implementation profiles"). Neither do they define device profiles that specify communication
profiles together with application functions needed to answer the need of a specific
application ("application profiles").

NOTE IEC TR 62390 provides guidance for the development of device profiles for industrial field devices and
control devices. IEC TR 62390 also defines the relation between device profiles and communication profiles
including the levels of functional compatibility and the relations between profiles and products.
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It is also important to clarify that interoperability — defined as the ability of two or more
network systems to exchange information and to make mutual use of the information that has
been exchanged (see 3.2.1 of ISO/IEC TR 10000-1:1998) — can be directly achieved on the
same link only for those devices complying with the same communication profile.

Profiles contained in IEC 61784-1 and IEC 61784-2 are made up of references to IEC 61158-2
and 61158-3-tt through IEC 61158-6-tt, ISO/IEC/IEEE 8802-3 or IEEE 802.3 and other
International Standards, Technical Specifications or worldwide-accepted standards, as
appropriate. Each profile is required to reference at least one part of IEC 61158-2 and
61158-3-tt through IEC 61158-6-tt.

Two or more profiles, which are related to a common family, are specified within a CPF.

IEC 617|84-2 specifies additional profiles that meet the industrial automation market gbjective
of identifying real-time Ethernet (RTE) communication networks coexisting with
ISO/IEQ/IEEE 8802-3 or IEEE 802.3 (commonly known as Ethernet)., - Thesg RTE
communication networks use provision from [ISO/IEC/IEEE 8802-3)y for the| lower
communication stack layers and, additionally, provide more predictablerand reliable rgal-time
data trapsfer and means for support of precise synchronization of autemation equipmepnt.

More specifically, these profiles help to correctly state the compliance of RTE communication
networks with ISO/IEC/IEEE 8802-3 or IEEE 802.3, and to avoid the spreading of djvergent
implementations.

Each pfofile selects an appropriate consistent and<{compatible subset of servides and
protocols from the total available set of communication types that are defined and modelled in
IEC 61158 and other standards. For the selected, subset of PhL, services, and protogols, the
profile glso describes any possible or necessary constraints in parameter values.

The dodument structure of communication.profile families (CPF) is shown in Figure 7.

and

IEC 61784-2 @ @‘m

IEC dpcuments [|»|

- References to standards

=(sub-\clause selection ]

- Optional constraints

IEC

n is a number of a CPF; m is a number of a CP within a CPF.

Figure 7 — Structure of communication profile families

IEC 61784-1, IEC 61784-2 and future parts and sub-series of the IEC 61784 series specify
communication profile families (CPF). A CPF contains at least one communication profile (CP).
A CP is always structured to specify PhL, DL, and AL by reference to clauses and subclauses
within the IEC 61158 series and other appropriate international standards. These subclauses
provide at least one reference to an international standard. Either the international standard is
referenced completely or it is referenced by a list of required clauses and subclauses marked
YES or NO. YES means the clause or subclause applies, NO means that it does not apply.
Optional information may be provided to specify constraints.
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Figure 8 — Example of a CPF structure
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Table 2 shows the Communication Profile Families (CPF) that are defined in IEC 61784-1 and
IEC 61784-2. It shows the link between technologies and CPFs with their associated CPs and
corresponding type numbers in the IEC 61158 series.

Table 2 — CPF, CP, and type relations

Communication Profiles in IEC 61784 Corresponding IEC 61158 types to CPs
Technology IEC 61784 Type IEC 61158
CPF name (Sub-)Parts CP number number (Sub-)Parts
1, 3-1, 5-1 CP 1/1 FOUNDATION™ H1 1,9 1,2, 3-1, 4-1, 5-9, 6-9
™
1 |FOUNDATION 1, 3-1, 5-1 CP 1/2 FOUNDATION™ HSE 5 1, 5-5, 6-5
fieldbus
1, 3-1 CP 1/3 FOUNDATION " H2 1,9 1,2, 3-1, 4-1~.5-9, 6-9
1, 5-2 CP 2/1 ControlNet™ 2 1, 2, 3-2,4<2y 5-2, 6-2
2 |CIg™ 1, 2, 3-2,5-2 [CP 2/2 EtherNet/IP™ 2 1,4-2¢ 5-2, p-2
1, 3-2, 5-2 CP 2/3 DeviceNet™ 2 1, 4-2, 5-2,p-2
1, 3-3, 5-3 CP 3/1 PROFIBUS DP 3 1,2, 3-3, 4-3, 5-3, 6-3
1, 3-3, 5-3 CP 3/2 PROFIBUS PA 3 1, 2, 3-3, 4-3, §-3, 6-3
5, |PRDFIBUS & — CP 3/3 Void 7 -
PROFINET 2,3-3,5-3 CP 3/4 PROFINET 10 CC-A 10 1, 5-10, 6-10
2, 3-3,5-3 CP 3/5 PROFINET IO CC-B 10 1, 5-10, 6-10
2, 3-3, 5-3 CP 3/6 PROFINET 10 CG=C 10 1, 5-10, 6-10
1, 5-4 CP 4/1 P-NET RS-485 4 1, 2, 3-4, 4-4, 5{4, 6-4
4 |P-NET® — CP 4/2 removed — —
2,5-4 CP 4/3 P-NET"en IP 4 1, 3-4, 4-4, 5-4, 6-4
1 CP 5/1 WerldFIP 7 1, 2, 3-7, 4-7, 5}7, 6-7
5 |WarldFIP® 1 CP 5/2 WorldFIP with subMMS 7 1, 2, 3-7, 4-7, 5}7, 6-7
1 CP 5/3 WorldFIP minimal for 7 1, 2, 3-7, 4-7, 5}7, 6-7
TCP/IP
1, 3-6, 5-6 CP 6/1 INTERBUS 8 1, 2, 3-8, 4-8, 58, 6-8
1, 3-6, 5-6 CP 6/2 INTERBUS TCP/IP 8 1, 2, 3-8, 4-8, 58, 6-8
1367 5-6 g/F; 6/3 INTERBUS subset of CP 8 1, 2, 3-8, 4-8, 58, 6-8
6 |INTERBUS®
2, 5-6 CP 6/4 8 1, 2, 3-8, 4-8, 5{8, 6-8,
5-10, 6-1(
2, 5-6 CP 6/5 8
2, 5-6 CP 6/6 8
7 This CPF and the associated Type 6 are deleted for lack of market relevance.
1, 3-8, 5-8 CP 8/1 CC-Link/V1 18 1, 2, 3-18, 4-18, 5-18, 6-18
1, 5-8 CP 8/2 CC-Link/V2 18 1, 2, 3-18, 4-18, 5-18, 6-18
8 |cc-Link 1, 5-8 CP 8/3 CC-Link/LT 18 1, 2, 3-18, 4-18, 5-18, 6-18
2,58 CP 8/4 CC-Link IE Controller 23 1, 5-23, 6-23
Network
2, 5-8 CP 8/5 CC-Link IE Field Network 23 1, 5-23, 6-23
1 CP 9/1 HART 20 1, 2, 3-20, 4-20, 5-20, 6-20
®
9 |HART B CP 9/2 WirelessHART® 20 See IEC 62591
see IEC 62591, Clause 9
10 |Vnet/IP 2, 5-10 CP 10/1 Vnet/IP 17 1, 2, 3-17, 4-17, 5-17, 6-17
2, 5-11 CP 11/1 TCnet-star 11 1, 2, 3-11, 4-11, 5-11, 6-11
11 |TCnet
2, 5-11 CP 11/2 TCnet-loop 100 11 1, 2, 3-11, 4-11, 5-11, 6-11
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Communication Profiles in IEC 61784 Corresponding IEC 61158 types to CPs
Technology IEC 61784 Type IEC 61158
CPF name (Sub-)Parts CP number number (Sub-)Parts
2, 5-11 CP 11/3 TCnet-loop 1G 11 1,2, 3-11, 4-11, 5-11, 6-11
2,3-12,5-12 |CP 12/1 12 1,2, 3-12, 4-12, 5-12, 6-12
12 |EtherCAT®
2,3-12,5-12 |CP 12/2 12 1,2, 3-12, 4-12, 5-12, 6-12
Ethernet 1, 3-13, 4-13, 5-13, 6-13
13 |COWERLINK 2, 3-13,5-13 |CP 13/1 POWERLINK 13
2, 3-14, 5-14 |CP 14/1 NRT 14 1, 3-14, 4-14, 5-14, 6-14
2,3-14,5-14 |CP 14/2 RT 14 1, 3-14, 4-14, 5-14, 6-14
14 |EP
2, 5-14 CP 14/3 FRT 14 1, 3-14, 4-14,/5-14, 6-14
2, 3-14, 5-14 |CP 14/4 MRT 14 1, 3-14, 414,°5-14, 6-14
® 2, 5-15 CP 15/1 MODBUS TCP 15 1,515, 6-15
15 |MJDBUS®-RTPS
2, 5-15 CP 15/2 RTPS 15 1, 5-15, 6-15
1, 5-16 CP 16/1 SERCOS | 16 1527 3-16, 4-16, 5|16, 6-16
16 |SERCOS 1, 5-16 CP 16/2 SERCOS Il 16 1, 2, 3-16, 4-16, 5|16, 6-16
2, 3-2, 5-16 CP 16/3 SERCOS I 19 1, 3-19, 4-19, 5-19, 6-19
17 |RAPIEnet 2, 3-17, 5-17 |CP 17/1 RAPIEnet 21 1, 3-21, 4-21, 5-21, 6-21
2, 3-18, 5-18 |CP 18/1 SafetyNET p RTFL 22 1, 3-22, 4-22, 5-22, 6-22
18 | SafetyNET p™
2, 3-18, 5-18 |CP 18/2 SafetyNET p RTFN 22 1, 3-22, 4-22, 5-22, 6-22
1, 5-19 CP 19/1 MECHATROLINK-II 24 1, 3-24, 4-24, 5-24, 6-24
19 | MEICHATROLINK
1, 5-19 CP 19/2 MECHATROLINK-III 24 1, 3-24, 4-24, 5-24, 6-24
CP 20/ 1 1, 3-25, 4-25, 5-25, 6-25
20 | Abb.net 2,8-20 ADS-net/uzNETWORK-1000 25
2, 5-20 CP 20/2\ADS-net/NX 25 1,5-25, 6-25
21 |FL{net 2, 5-21 CP*24/1 FL-net 26 1, 5-26, 6-26
NOTE Tlhe trademark and trade name.déclarations are given in Annex A.
7.5 IEC 61784-3 functional safety communication profiles
7.51 General
The nedd to develop safety communications systems is the result of an industrial background
where spfety requirements have been driven by increasing legislation and market dempnds; to
protect |personnel, but also assets. Safety system development has historically followed a
similar path”to standard control system development, where programmable and networked

equipment has fulfilled increasing complexity and flexibility requirements of automation
applications. The development of safety networks has brought similar benefits to safety
systems, including reduced wiring, ease of configuration and extended diagnostics
capabilities.

7.5.2 General concepts and technology-specific profiles

The IEC 61784-3 series is divided into several parts, a generic one, and several technology
specific parts:

e |EC 61784-3: Functional safety fieldbuses — General rules and profile definitions;

e |EC 61784-3-n: Functional safety fieldbuses — Additional specifications for CPF n.

IEC 61784-3 defines common principles for the transmission of safety-relevant messages

among participants within a distributed network using fieldbus technology in accordance with
the requirements of IEC 61508 series for functional safety. These mechanisms are intended
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to provide the necessary confidence in the transportation of information on a fieldbus in a
safety-related system, or sufficient confidence of safe behavior in the event of fieldbus
failures. They may be used in various industrial applications such as process control,
manufacturing automation and machinery.

IEC 61784-3-n specifies functional safety communication profile(s) (FSCP’s) for
Communication Profile Family (CPF n), based on corresponding fieldbus communication
profiles in IEC 61784-1 (or IEC 61784-2) and in IEC 61158:

o |EC 61784-3-1: Foundation™ for Safety Instrumented Functions (CPF 1, FSCP 1/1);

e |EC 61784-3-2: CIP Safety™ (CPF 2, FSCP 2/1);

o |EC p148433+PROHsafe i {

e |ECB1784-3-6: INTERBUS Safety™ (CPF 6, FSCP 6/7);

e |EC B1784-3-8: CC-Link Safety™ (CPF 8, FSCP 8/1);

o |EC61784-3-12: Safety-over-EtherCAT® (CPF 12, FSCP 12/1);
e IECp1784-3-13: openSAFETY™ 1 (CPF 13, FSCP 13/1);

e |ECB1784-3-14: EPA Safety® (CPF 14, FSCP 14/1);

e |ECB1784-3-17: RAPIEnet Safety™ (CPF 17, FSCP 17/1);

o |EC B1784-3-18: SafetyNET p™ (CPF 18, FSCP 18/1).

Achieving safety is a multi-level process.

e Functional safety communication profiles (FSCP) are specified for use in applications
requiring functional safety up to a given Safety Integrity Level (SIL). Howeyer, the
resulting SIL claim of a subsystem depends on the actual implementation and usg of the
selegted functional safety communication profile within this subsystem.

e Product developers are responsible for€orrect implementation of the FSCP in a device, in
accqrdance with all relevant safety standards for this device.

e System designers have the responsibility to ensure that the safety network is de¢signed,
confjgured and used appropriately to ensure safety for their application.

Additiorfal measures need.to. be considered in any safety-related application to| protect
fieldbus| systems against-unauthorized access. However, safety and security have different
requirements (e.g. life-eycles), so these are handled separately (some requirements for
security| will be detailed”in the IEC 62443 series). The security function can be implemented
either wjithin the deyvices, or at external access points.

If needgd, specific installation guidelines for the functional safety communication profiles are
included in JIEC 61918 and/or IEC 61784-5, and only referenced from IEC 61784-3.

IEC 61508 requires increased levels for electromagnetic compatibility (EMC). IEC 61784-3
indicates how appropriate levels should be chosen, according to the Safety Requirements
Specifications, by reference to other standards.

Non-compliant devices on the bus could seriously disrupt operation, and thus compromise
availability (because of spurious trips, including nuisance trips), subsequently causing the
safety feature to be disabled by the user.

Therefore, it is strongly recommended that all products connected to the fieldbus in a safety-
related application (even the standard ones) provide an appropriate conformity assessment to
the relevant fieldbus protocol (for example manufacturer declaration or third-party
assessment).

1 Inthe past the trade name of FSCP 13/1 (openSAFETY) had been Ethernet POWERLINK safety.
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IEC 61784-3 does not cover electrical safety and intrinsic safety aspects.

7.5.3 Assessment Guideline

IEC 61784-3 is intended to supersede a German document previously used by many
assessment bodies as reference document for the assessment of safety-related devices using
functional safety communication technologies, which covered both design and assessment
aspects.

The general principles for design of functional safety communication presented in this earlier
document were used as input for IEC 61784-3 (generic part). Annex D of IEC 61784-3 also
includes a guideline for assessing a particular functional safety communication profile or

Commurmmmmmmmuideline
specifies how to verify the safety measures of a particular FSCP that are implemented by a

product

NOTE The guideline in Annex D does not cover assessment aspects of safe communication’which are |jhot in the
scope of |IEC 61784-3 such as test beds, proof of increased interference immunity (ENMIEfor functiongl safety),
electrical safety, and other environmental requirements.

7.6

EC 61784-5 installation profiles

The IEQ 61784-5 series specifies installation profiles for fieldbus’communication netyorks in
several [ parts, each part dedicated to one of the CPF§)'defined in IEC 61784-1 and
IEC 617]84-2 (see Table 2). These installation profiles’¢are based on IEC 61918 which
specifies the common requirements. shows the structure/of IEC 61918 and the IEC $1784-5
series. [The installation lifecycle is the basis for these standards. IEC 61918 is structured in
clauses|having the following headlines:

e |EC61918:2018 Clause 4: Installation planning;

e |EC61918:2018 Clause 5: Installation implementation;

e |EC61918:2018 Clause 6: Installation“verification and installation acceptance test;
e |ECB1918:2018 Clause 7: Installation administration;

e |ECB1918:2018 Clause 8: Installation maintenance and installation troubleshooting.

The reduirements for each\phase of the installation life cycle are listed according to the
logical gequence of the jnstallation work. IEC 61918 defines the common installation [aspects
in Clauge 4 to Clause 8 for the media that are applicable:
e Ethdgrnet basednetworks;

e non-Ethernet-based fieldbuses;

o safefy.communications;

. Lo . T .
[ intrinste Sarety-commurtcatons;

e information security communications.

The installation requirements for each CP of a CPF n are defined in a dedicated Annex of the
corresponding part n of IEC 61784-5. The requirements are expressed by referencing the
applicable IEC 61918 requirements and by adding CP specific installation requirements when
needed.

The numbering of the clauses and subclauses in the annexes of each part of IEC 61784-5
corresponds to the numbering of the IEC 61918 main clauses and subclauses.

The annex clauses and subclauses of each part of IEC 61784-5 confirm, supplement, modify,
or replace the specifications provided in the same clauses and subclauses of IEC 61918.
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Where in the normative annexes of a part of IEC 61784-5 there is only the heading of a
subclause, it means that the corresponding subclause of IEC 61918 applies as it is.

shows that Clause 1 of both IEC 61918 and each part of IEC 61784-5 specifies the relevant
scope. IEC 61918 specifies installation requirements in Clauses 2 to 8. Each annex of each
part of IEC 61784-5 selects the relevant installation requirements from IEC 61918 for a
specific CP of the specified CPF, and provides the additions needed for the relevant CPs.

Clause 2 of each part of IEC 61784-5 describes the normative references; Clause 3 of each
part of IEC 61784-5 describes additional terms, definitions and abbreviated terms for the
relevant CPF; Clause 4 of each part of IEC 61784-5 provides an overview of the specification
of the installation profiles for the relevant CPs; Clause 5 of each part of IEC 61784-5
describ¢s the installation profiles conventions in addition to the basic conventions d¢scribed
in the Introduction of the document; Clause 6 of each part of IEC 61784-5 describe§ how to
express|compliance to the installation profiles.

The strycture adopted for the parts of the IEC 61784-5 series, where the (installation|profiles
are specified in Annexes having the same clause numbering as IEC 61918, makes it|easy to
read thg profiles in conjunction with IEC 61918 and to immediately realize which requifements
are spegific of the selected CP.

As far als possible, the specific installation requirements are expressed in terms of references
to otherl International Standards, Technical Specifications; or’ worldwide-accepted stpndards
as appropriate.
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. . . Annex Annex Annex
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O
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§\& work
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<?_ instgllation
[ Lrequjrement

> C

the CPF specific part of IEC 61784-5

7.7 Communication profiles for wireless communication networks

Some wireless based communication profiles are specified in IEC 61784-2 by referencing
existing standards for wireless PhL and parts of the wireless DLL specifications and combine
those with DLL and AL specifications in IEC 61158.

As some of the wireless communication networks have different or at least additional needs
as the wired fieldbuses (for example an additional explicit network management), they are
specified in different International Standards, for example IEC 62591, IEC 62601, IEC 62734
and |IEC 62948.
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General wireless communication requirements and spectrum considerations are given in
IEC TS 62657-1. Applying wireless communication networks may require additional measures
for wireless coexistence management as specified in IEC 62657-2.

8 Brief summary of the characteristics of service and protocol for each
fieldbus type

8.1 Summary of the physical layer service and protocol characteristics
8.1.1 Type 1: media
8.1.1.1 __Type 1: Twisted-pair wire media

For twigted-pair wire media, Type 1 specifies two modes of coupling and different.signalling
speeds s follows:

a) voltage mode (parallel coupling), 150 Q, data rates from 31,25 kbit/s to25 Mbit/s;
b) voltage mode (parallel coupling), 100 Q, 31,25 kbit/s;

c) currént mode (serial coupling), 1,0 Mbit/s including two current options.

The vollage mode variations may be implemented with inductive‘ecoupling using transformers.
This is [not mandatory if the isolation requirements of this~I[EC 61158-2 are met hy other
means.

The Typge 1 twisted-pair (or untwisted-pair) wire medism*physical layer provides the options:

e no power via the bus conductors; not intrinsically safe;
e power via the bus conductors; not intrinsically safe;
e no power via the bus conductors; intrinsically safe;

e power via the bus conductors; intrinsically safe.
8.1.1.2 Type 1: Optical media
The major variations of the Type 1 optic fiber media are as follows:

— duallfiber mode, datd rates from 31,25 kbit/s to 25 Mbit/s;
— single fiber modey 31,25 kbit/s.

8.1.2 Type 2:~-Coaxial wire and optical media

Type 2 Lses ISO/IEC/IEEE 8802-3, ISO 11898-1 and 1SO 11898-2 and specifies the fpllowing
variants|:

e coaxial copper wire medium, 5 Mbit/s;
e optical fiber medium, 5 Mbit/s;

e network access port (NAP), a point-to-point temporary attachment mechanism that can be
used for programming, configuration, diagnostics or other purposes;

e repeater machine sublayers (RM, RRM) and redundant physical layers.
8.1.3 Type 3: Twisted-pair wire and optical media
Type 3 specifies the following synchronous transmission:

a) twisted-pair wire medium, 31,25 kbit/s, voltage mode (parallel coupling) with the options:
e power via the bus conductors: not intrinsically safe;

e power via the bus conductors: intrinsically safe;
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the following asynchronous transmission variants:

b) twisted-pair wire media, up to 12 Mbit/s, ANSI TIA/EIA-485-A;
c) optical fiber media, up to 12 Mbit/s, with type Ada of IEC 60793-2-40 and type A3c of

IEC
8.1.4

60793-2-30.

Type 4: Wire medium

Type 4 specifies the standard ISO/IEC/IEEE 8802-3 PhL and wire media with RS-485 wire

medium

8.1.5

up to 76,8 kbit/s.

Type 5: Wire and optical media

Type 5

8.1.6
8.1.7

Type 7

8.1.8
The ph

medium
transmiy

Type 8

e twisf

e optig
The gen

8.1.9

Type 9

8.1.10

Type 1(
addition
IEC 607

Ises the standard ISO/IEC/IEEE 8802-3 PhL.

Type 6: Void
Type 7: Wire and optical media

specifies the same wire and optical media as Type 1.

Type 8: Twisted-pair wire and optical media

sical layer also allows transmitting data units that(have been received th
access by the transmission medium directly through another medium access
sion protocol to another device.

bpecifies the following variants:

ed-pair wire medium, up to 16 Mbit/s;

al fiber medium, up to 16 Mbit/s.

eral characteristics of these transmission media is full-duplex transmission.

Type 9: Wire and optical media

ises |ISO/IEC/IEEE 8802-3 PhL; see 8.1.1.

Type 10: Wire, optical media and wireless

specifies(the PhL according to IEEE 802.3, IEEE 802.11 and IEEE 802.1
ally optical fiber media according to type A4a of IEC 60793-2-40 and type
93-2=30.

8.1.11

Type 11

8.1.12

rough a
and its

5.4 and
A3c of

T H—WH I reat "
uses the ISO/IEC/IEEE 8802-3 PhL.

Type 12: Wire and optical media

Type 12 uses the ISO/IEC/IEEE 8802-3 PhL with the variant wire medium, 100 Mbit/s, low
voltage differential signaling mode (parallel coupling) as specified in ANSI TIA/EIA-644-A.

8.1.13
Type 13

8.1.14
Type 14

Type 13: Wire and optical media
uses the ISO/IEC/IEEE 8802-3 PhL.

Type 14: Wire and optical media
uses the ISO/IEC/IEEE 8802-3 PhL.
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8.1.15

Type 15: Wire and optical media

Type 15 uses the ISO/IEC/IEEE 8802-3 PhL

8.1.16

Type 16: Optical media

Type 16 specifies optical fiber medium, up to 16 Mbit/s.

8.1.17

Type 17: Wire and optical media

Type 17 uses the ISO/IEC/IEEE 8802-3 PhL.

8.1.18

Type 1§ specifies the following variants:

e Dbala

e bala
pow

8.1.19

Type 19 uses the ISO/IEC/IEEE 8802-3 PhL.

8.1.20
Type 2

frequen
4 mA to

8.1.21

Type 21

8.1.22

Type 22 uses the ISO/IECHEEE 8802-3 PhL.

8.1.23

Type 23 uses the\[SO/IEC/IEEE 8802-3 PhL.

8.1.24

Type 18: Media

hced transmission over a 3-core shielded wire medium, up to 10 Mbit/s*and 1 2

hced transmission over a 4-core unshielded wire medium with’_network-en
pr distribution, up to 2,5 Mbit/s and 500 m.

Type 19: Wire and optical media

Type 20

Cy current is superimposed on a low-freguency analog current, which is us
20 mA range.

Type 21: Wire and optical media

uses the ISO/IEC/IEEE 8802<3"PhL.

Type 22: Wire and optical media

Type 23: Wire-and optical media

Type'24: Twisted-pair wire media

Type 2
PhL.

8.1.25

specities twisted-pair wire medium at 10 Mbit/s and uses the [SO/IEC/IEE

Type 25:

Type 25 uses the ISO/IEC/IEEE 8802-3 PhL.

8.1.26

Type 26: Wire and optical media

00 m;
bedded

) uses binary phase continuous Frequency: Shift Keying (FSK). A relatively high

ually in

8802-3

Type 26 uses the ISO/IEC/IEEE 8802-3 PhL with twisted-pair wire and optical fibre media at

100 Mbi

t/s.
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8.2 Summary of data-link layer service characteristics

Various distinct types of services are defined in the related IEC 61158-3 series and
summarized in this part. Each has a corresponding protocol in a corresponding part of the
IEC 61158-4 series. The distinct types of DL-service are:

NOTE 1 Some types do not specify DL-services in IEC 61158. The corresponding type designations are reserved
in the IEC 61158-3 series to maintain numbering consistency with other parts and previous editions of IEC 61158.

Type 1 — A DL-service which provides a superset of those services expected of OSI data-link
protocols as specified in ISO/IEC 8886.

Type 2 — A DL-service which provides both a connected and a connectionless subset of those
serviceq specified in ISO/IEC 8886.

Type 3 A DL-service which provides a connectionless subset of those services spegified in
ISO/IEQ 8886.

Type 4 - A DL-service which provides a connectionless subset of those ‘services spegified in
ISO/IEQ 8886.

NOTE 2 |The Type 6 DL-service is deleted for lack of market relevance. The designation Type 6 is reseryed in the
IEC 61158 series to maintain numbering consistency with the other types and previous editions of the IEC 61158
series.

Type 7 - A DL-service which provides both a connected and a connectionless subset pf those
serviced provided by OSI data-link protocols as specified in ISO/IEC 8886.

Type 8 [- A DL-service which provides a gotinection-oriented subset of those services
specifief in ISO/IEC 8886.

Type 11 — A DL-service which provides a‘connectionless subset of those services specified in
ISO/IEQ 8886.

Type 12 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEQ 8886.

Type 13 — A DL-service which provides a connectionless subset of those services spefcified in
ISO/IEC 8886.

Type 14 — A DLi-service which provides a connectionless subset of those services spegcified in
ISO/IEQ 8886

Type 1 A Dl _service which prnuir’lnc a connectionless subset of those services sp cified in

ISO/IEC 8886.

Type 17 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 18 — A DL-service which provides a connected subset of those services specified in
ISO/IEC 8886.

Type 19 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 21 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.
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Type 22 — A DL-service which provides both a connected and a connectionless subset of
those services specified in ISO/IEC 8886.

Type 23 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 24 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 25 — A DL-service which provides connectionless and connection-oriented subsets of
those services specified in ISO/IEC 8886.

Type Zi — A DL-service which provides connectionless and connection-oriented, suibsets of
those sg¢rvices specified in ISO/IEC 8886.

NOTE 3 |Many of these types of service are suitable for use with multiple higher-layer protocols. In addifion to the
potential fpbility of these types of data-link service to support different types of fieldbus application layer protocols,
it is possiple that some of these types of data-link service are also able to support:

a) the QSI network layer at the boundary between the network and data-link layefs,of the OSI| Basic Reference
Modsgl;

b) the IETF (IP) network layer;

wher¢ the scope of addressing is adequate, it is possible that some of(these types of data-link servicg also are
able {o serve as

c) an O$l Transport layer service.
8.3 Summary of data-link layer protocol characteristics

The fieldbus data-link layer provides basic timé-critical messaging communications between
devices|in an automation environment.

The IEC 61158-4 series defines varigus distinct and non-interoperable fieldbus data-link
protocols, each of which is most closely related to the services of the corresponding part of
the IEQ 61158-3 series of fieldbus data-link service definitions. The distinct types of
DL-protpcol are as follows:

NOTE 1 |Some types do not spegify DL-protocols in IEC 61158. The corresponding type designations arg reserved
in the IEQ 61158-4 series to maintain numbering consistency with other parts and previous editions of IEQ 61158.

Type 1 - A DL-protocol for the Type 1 DL-service. The maximum system size is 56k|links of
232 nodes, each<with 240 DLSAP-addresses and related peer and publisher DLCEPs, plus
another|768 link-wide group DL-addresses per link, plus another 256 DLSAP-addresges and
2816 peler and.publisher DLCEPs per link which can be allocated among the link’s nodes, plus
227 groypDL-addresses for the extended link. Fewer links or nodes permit an increage in the
number|of\DLSAP-addresses and related DLCEPs.

Type 2 — A DL-protocol for the Type 2 DL-service. The maximum system size is an unlimited
number of links of 99 nodes, each with 255 DLSAP-addresses. Each link has a maximum of
224 related peer and publisher DLCEPs.

Type 3 — A DL-protocol for the Type 3 DL-service. The maximum system size is an unlimited
number of links of 127 nodes, each with 66 DLSAP-addresses.

Type 4 — A DL-protocol for the Type 4 DL-service. The maximum system size is a virtually
unlimited number of links, each with 125 nodes.

NOTE 2 The Type 6 is deleted for lack of market relevance. The designation Type 6 is reserved in the IEC 61158
series to maintain numbering consistency with the other types and previous editions of the IEC 61158 series.
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Type 7 — A DL-protocol for the Type 7 DL-service. The maximum system size is 126 links of
256 nodes, each with 16 DLSAP-addresses and 16 group DL-addresses, plus another 28k
DLSAP-addresses and related peer and publisher DLCEPs per link which can be allocated
among the link’s nodes, plus another 28k link-wide group DL-addresses per link, plus 223
group DL-addresses for the extended link.

Type 8 — A DL-protocol for the Type 8 DL-service. The maximum system size is 1 link of 256
nodes with preconfigured DLCEPs.

Type 11 — A DL-protocol for the Type 11 DL-service. The maximum system size is a single
link of 254 nodes, with 4 096 peer and publisher DLCEPs which can be allocated among the
link’s nodes.

Type 14 — A DL-protocol for the Type 12 DL-service. The maximum system''size is an
unlimited number of segments of 216 nodes each. Each node has a maximumof 2§ related
peer angd publisher/subscriber DLCEPs.

Type 13 — A DL-protocol for the Type 13 DL-service. The maximum system size is p single
link with 254 DLSAP-addresses. Each node has a maximum number;of 254 related peer and
254 publlisher/subscriber DLCEPs.

Type 14 — A DL-protocol for the Type 14 DL-service. Thexmaximum system sizg is an
unlimited number of micro-segments of 254 nodes. Each fdoedé has a maximum of 27§ related
peer anfl publisher/subscriber DLCEPs.

Type 16 — A DL-protocol for the Type 16 DL-service)»The maximum system size is 1 |ink with
254 DL$AP-addresses.

Type 11 — A DL-protocol for the Type 17 DLiservice. The maximum system size is 31|links of
64 nodds with preconfigured DLCEPs.

Type 18 — A DL-protocol for the Type 18 DL-service. The maximum system size is 1 link with
128 DL$AP-addresses.

Type 19 — A DL-protocol forithe Type 19 DL-service layered on ISO/IEC/IEEE 8802-3.

Type 21 — A DL-protocal for the Type 21 DL-service. The maximum system size is 1 link with
255 DL$AP-addresses.

Type 22 — A BL-protocol for the Type 22 DL-service. The maximum system size is 2* nodes
with a tqtal of 224 DLSAP-addresses.

Type 23 — A DL-protocol for the Type 23 DL-service layered on ISO/IEC/IEEE 8802-3.

Type 24 — A DL-protocol for the Type 24 DL-service. The maximum system size is 1 link with
62 DLSAP-addresses.

Type 25 — A DL-protocol for the Type 25 DL-service. The maximum system size is a single
link of 128 nodes.

Type 26 — A DL-protocol for the Type 26 DL-service (layered on ISO/IEC/IEEE 8802-3). The
maximum system size is a single link of 254 nodes, with a maximum of 8 704 related peer and
publisher DLCEPs which can be allocated among the link’s nodes.

NOTE 3 Use of some of the associated protocol types is restricted by their copyright holders. In all cases it is
possible to use a particular data-link layer protocol type without restriction when coupled with the same Type
physical layer and application layer protocols, or with other combinations as specified in the IEC 61784 series. Use
of the various protocol types in other combinations requires permission of their respective copyright holders.


https://iecnorm.com/api/?name=bea32affc7a0aa1b63794b8f2ffd79b0

IEC 61158-1:2019 © |IEC 2019 - 33 -

8.4 Summary of application layer service characteristics

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applicatjonrs—a+re Hi At ey can
send/regeive is sp rdizing
such object behavior. In addition to these services, some supporting services arealso|defined
in the type specific parts of IEC 61158-5 to provide access to the FAL to.control| certain
aspects|of its operation.

Various| models of communications are specified in the related jtype specific parts of
IEC 61158-5 and summarized in this part of IEC 61158. Each model\is specified as a| distinct
communication “Type”. Each type has a corresponding protocol (in) the type specifid part of
IEC 611[58-6. The distinct types of AL-service are as follows:

NOTE The Type 1 and Type 6 application services are deleted for lack of market relevance. The degignations
Type 1 arld Type 6 are reserved in the IEC 61158-5 series to maintain numbering consistency with the other types
and previpus editions of IEC 61158.

Type 2 - An application service which provides ‘three main types of ASEs for FAL users,
accessgd using either one unconnected AR or on€of four connection-based ARs.

Type 3  An application service which provides access to two types of connection-bgsed AR
definitions for three types of FAL users (master class 1, master class 2, and slave typqgs).

Type 4 - An application service that-provides access to one type of connection-less [FAL AE,
providing a set of ASE service-primitives, divided into AR ASE service primitives and REP
ASE sefvice primitives.

Type 5  An application| service that adapts Type 9 services to be used over sockgt-based
connectjon-oriented and’)connectionless services. Typical applications of Type 5 use TTCP and
UDP.

Type 7  An.application service which provides six types of ASEs for FAL users, agcessed
using either(ajpredefined or a negotiated or an ad hoc AR.

Type 8 — An application service with five ASEs providing access to two types of connection-
based and one connectionless AR Application service elements for two FAL user types
(master and slave).

Type 9 — An application service which adapts ISO 9506 (MMS) for use over the Type 1 data-
link layer.

Type 10 — An application service which provides access to five types of connection-based AR
definitions for three types of FAL users (IO supervisor, IO controller and 10 device types).

Type 11 — An application service which provides unconfirmed one-to-many publisher/
subscriber ARs.

Type 12 — An application service which provides connectionless cyclic exchange of data and
for spontaneous communication for different ASEs.
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Type 13 — An application service which provides four ASEs for FAL users using connection-
oriented confirmed and connectionless unconfirmed ARs.

Type 14 — An application service which provides access to three types of object-oriented
ASEs (application access, socket mapping and FAL management) for FAL users.

Type 15 — An application service which provides two communications models, one providing
one type of ASE and two types of AR, the other providing one type of ASE and one type of AR.

Type 16 — An application service which provides three ASEs for FAL users, accessed using
two types of ARs.

Type 11 — An application service which provides access to 6 types of ASEs (variablg, event,
load redion, function invocation, time and network management ASEs) for FAL users.

Type 18 — An application service which provides access to 4 types of connection-bgsed AR
definitions for 2 types of FAL users (master and slave types) to access, the“2 classeg of type
18 DLE|

Type 19 — An application service which provides three ASEs for,FAL users, accessgd using
three types of ARs.

Type 2Q — An application service which provides two ASEs\for FAL users, using a single type
of AR.

Type 21 — An application service which provides four ASEs for FAL users, accessgd using
three types of ARs.

Type 22 — An application service for-gonnectionless cyclic exchange of data @and for
connectjon-oriented communication for different ASEs.

Type 23 — An application service which provides six ASEs for FAL users, accessed uging two
types off ARs.

Type 24 — An applicatiop.service which provides three ASEs for FAL users, accessgd using
two typgs of ARs.

Type 25 — An application service which provides 4 types of ASEs for FAL users, agcessed
using 3 ftypes of ARs.

Type 26 </An appllcatlon serwce which prowdes 6 types of ASEs for FAL users, agcessed
using tionless
confirmed AR and connect|on orlented AR Type 26 appllcatlons use UDP/IP and TCP/IP
protocols as the Data link layer services.

8.5 Summary of application layer protocol characteristics

The fieldbus application layer (FAL) is an application layer communication standard designed
to support the conveyance of time-critical application requests and responses among devices
in an automation environment. The term “time-critical” is used to represent the presence of a
time-window, within which one or more specified actions are required to be completed with
some defined level of certainty. Failure to complete specified actions within the time window
risks failure of the applications requesting the actions, with attendant risk to equipment, plant
and possibly human life.

The type specific parts of IEC 61158-6 specify interactions between remote applications in
terms of
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e the encoding rules that are applied to all the application layer protocol data units (APDUSs);
o the formal abstract syntax definitions of such APDUs;

o the protocol state machine descriptions that handle the APDUs and the primitives in the
correct sequences;

e the mappings of the APDUs to and from the data-link layer services defined in
IEC 61158-3.

The FAL encoding rules are designed assuming that both the encoder (sender) and the
decoder (receiver) have the common knowledge of the abstract syntax. Wherever possible,
data types identifiers are not encoded and transferred over the network.

NOTE 1 |[This is why the Abstract Syntax Notation One / Basic Encoding Rule is not practical for the FAL
The purpose of the type specific parts of IEC 61158-6 is to define the protocol provided to

o the ﬂieldbus data-link layer at the boundary between the application and, data-link layers of
the fieldbus reference model, and

o the |system management at the boundary between the system management and
appljcation layers of the fieldbus reference model.

A type specific part of IEC 61158-6 defines the application layér protocol, which corr¢sponds
to the application layer service definitions specified in the type\specific part of IEC 611/58-5.

Although it may be possible to use different types of protecols on the same network provided
that thg underlying lower layers are compatible, this' specification does not assufe such
interopgrability among different types.

The varfous communications protocols are specified in the type specific parts of IEC $1158-6
parts apd summarized in this part of IEC-61158. Each protocol is specified as a|distinct
communication “Type”. Each has a corresponding service definition in a correspond|ng type
specific|part of IEC 61158-5. The different types of AL-protocol are as follows:

NOTE 2 |The Type 1 and Type 6 application protocols are deleted for lack of market relevance. The degignations
Type 1 arj]d Type 6 are reserved in the IEC 61158-6 series to maintain numbering consistency with the ofher types
and previpus editions of IEC 61158.

Type 2 - An application(protocol which specifies abstract syntax, coding and behavigr of the
type 2 dpplication service elements.

Type 3 | An application protocol which specifies abstract syntax, coding and behavigr of the
type 3 dpplication’service elements.

Type 4 An application protocol which provides state machines for decoding the infgrmation
stored in the APDU, and a DLL Mapping Protocol Machine, handling the interface to the DLL.

Type 5 — An application protocol that provides for high-performance transfers of Type 5
services by using fixed format messages that can be configured for 4- or 8-octet boundary
alignment.

Type 7 — An application protocol which specifies abstract syntax, coding and behavior of the
type 7 application service elements.

Type 8 — An application protocol which specifies abstract syntax, coding and behavior of the
type 8 application service elements.

Type 9 — An application protocol that has been optimized for the transfer of Type 9 services
over the limited-data-rate Type 1 data-link layer.
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Type 10 — An application protocol which specifies abstract syntax, coding and behavior of the
type 10 application service elements.

Type 11 — An application protocol which provides unconfirmed one-to-many publisher/
subscriber ARs on the pre-established AREPs.

Type 12 — An application protocol which specifies abstract syntax, coding and behavior of the
type 12 application service elements.

Type 13 — An application protocol which specifies abstract syntax, coding and behavior of the
type 13 application service elements.

Type 14 — An application protocol which specifies object definitions, abstract syntax| coding
and behavior of the type 14 application service elements.

Type 18 — An application protocol which specifies abstract syntax, coding and behavigr of the
type 15 [application service elements.

Type 16 — An application protocol which specifies abstract syntax,.coding and behavigr of the
type 16 [application service elements.

Type 17 — An application protocol which provides communication between ASEs uding five
types ofl AR with four types of role (client, server, publisher‘and subscriber types).

Type 18 — An application protocol which provides' four types of connection-baged AR
definitions for two types of FAL users (master and slave types) to access the two clasges of a
type 18 |DLE.

Type 19 — An application protocol which specifies abstract syntax, coding and behavigr of the
type 19 [application service elements.

Type 2Q — An application protocolwhich specifies abstract syntax, coding and behavigr of the
type 20 [application service elements.

Type 21 — An application-protocol which specifies abstract syntax, coding and behavigr of the
type 21 [application seryice’ elements.

Type 23 — An application protocol which specifies abstract syntax, coding and behavigr of the
type 22 [application service elements.

Type 23 £An application protocol which specifies abstract syntax, coding and behavigr of the

type 23 lapplication-service slements-

Type 24 — An application protocol which specifies abstract syntax, coding and behavior of the
type 24 application service elements.

Type 25 — An application protocol which specifies abstract syntax, coding and behavior of the
type 25 application service elements.

Type 26 — An application protocol which specifies abstract syntax, coding and behavior of the
type 26 application service elements, provides communications between ASEs using three
types of connectionless unconfirmed one-to-many publisher/subscriber ARs on the pre-
established AREPs, socket-based connectionless confirmed AR and connection-oriented AR
with four types of roles (client, server, publisher and subscriber).

NOTE 3 Use of some of these protocol types is restricted by their copyright holders. In all cases it is possible to
use a particular application layer protocol Type without restriction when coupled with the same type physical layer
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and data-link layer protocols, or with other combinations as specified in IEC 61784-1 and IEC 61784-2. Use of the
various protocol types in other combinations requires permission of their respective copyright holders.

9 Application layer service description concepts

9.1 Overview

The fieldbus is intended to be used in factories and process plants to interconnect primary
automation devices (e.g. sensors, actuators, local display devices, annunciators,
programmable logic controllers, small single loop controllers, and stand-alone field controls)
with control and monitoring equipment located in control rooms.

Primary[automation devices are associated with the tTowest tevels of the Industriarautomation
hierarchly and perform a limited set of functions within a definite time window. Some)pf these
functionls include diagnostics, data validation, and handling of multiple inputs and.outppts.

These primary automation devices, also termed field devices, are located clese to the jprocess
fluids, the fabricated part, the machine, the operator and the environment) This use positions
the fieldbus at the lowest levels of the computer integrated manufacturing (CIM) architgcture.

Some of the expected benefits in using fieldbus are reduction indwiring, increase in amount of
data ex¢hanged, wider distribution of control between the primary automation devices|and the
control room equipment, and the satisfaction of time critical constraints.

Subclauyses 9.2 through 9.9 describe fundamentals ‘of the FAL. Detailed descriptive
information about each of the FAL ASEs can be found in the “overview” subclause of|each of
the communication model specifications.

9.2  Afrchitectural relationships
9.21 Relationship to the application\layer of the OSI Basic Reference Model

The fungtions of the FAL have beenLdéscribed according to OSI layering principles. However,
its architectural relationship to theléwer layers is different, as shown in Figure 10.

e The| FAL includes OSI .functions together with extensions to cover timg-critical
requirements. The OSliapplication layer structure standard (ISO/IEC 9545) was uged as a
basis for specifying-the’ FAL.

e The|FAL directly. uses the services of the underlying layer. The underlying layer(may be
the gata-link _layer or any layer in between. When using the underlying layer, the HAL may
provjde functions normally associated with the OSI middle layers for proper mapp|ng onto
the underlying layer.
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OSI application layer Fieldbus application layer
OSI middle layers (possibly non-existent)
OSI data link layer Fieldbus data-link layer
QS| physical layer Eieldbus-physica-layer
| |
Physical medium Physical medium

IEC

Figure 10 — Relationship to the OSI Basic Reference Model

9.2.2 Relationships to other fieldbus entities

9.2.2.1 General

The fieldbus application layer (FAL) architectural relationships, as illustrated in Figure 11,
have bgen designed to support the interoperability.needs of time-critical systems didtributed
within the fieldbus environment.

Within this environment, the FAL provides communications services to time-critical and non-
time-crifical applications located in fieldbus“devices.

In addit|on, the FAL directly uses the data-link layer to transfer its application layer protocol
data unlits. It does this using a set-of data transfer services and a set of supporting services
used to|control the operational ‘aspects of the data-link layer.

System management Fieldbus user

Fieldbus
application layer

—|| ALME

Fieldbus
data-link layer

IEC

Figure 11 — Architectural positioning of
the fieldbus application layer

9.2.2.2 Use of the fieldbus data-link layer

The fieldbus application layer (FAL) provides network access to fieldbus APs. It interfaces
directly to the fieldbus data-link layer for transfer of its APDUs.
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The data-link layer provides various types of services to the FAL for the transfer of data
between data-link endpoints (e.g. DLSAPs, DLCEPs).

9.2.2.3 Support for fieldbus applications

Fieldbus applications are represented to the network as application processes (APs). APs are
the components of a distributed system that may be individually identified and addressed.

Each AP contains an FAL application entity (AE) that provides network access for the AP.
That is, each AP communicates with other APs through its AE. In this sense, the AE provides
a window of visibility into the AP.

APs colr;tain identifiable components that are also visible across the network| These
compongents are represented to the network as application process objects (APQ)x TFhey may
be ideniified by one or more key attributes. They are located at the address of ¢he’ application
process|that contains them.

The serpices used to access them are provided by APO-specific application service elements
(ASEs) [contained within the FAL. These ASEs are designed to support user, functioh block,
and mapagement applications.

9.2.2.4 Support for system management

The FAL services can be used to support various¢management operations, including
management of fieldbus systems, applications, and of the'fieldbus.

9.2.2.5 Access to FAL layer management entities

One layer management entity (LME) may bhevpresent in each FAL entity on the npetwork.
FALME$ provide access to the FAL for system management purposes.

The set|of data accessible by the system manager is referred to as the system manggement
informafion base (SMIB). Each Afieldbus application layer management entity (FALME)
provides$ the FAL portion of the~-SMIB. How the SMIB is implemented is beyond the dcope of
the IEC|61158-5 series.

9.3 Fjeldbus application layer structure
9.3.1 Overview

The strdcture of.the FAL is a refinement of the OSI application layer structure (ISO/IEC 9545).
As a rgsult~the organization of 9.3 is similar to that of ISO/IEC 9545. Certain concepts
presented(in-9.3 have been refined from ISO/IEC 9545 for the fieldbus environment.

The FAL differs from the other layers of the OS| Basic Reference Model in the following two
principal aspects.

e The OSI Basic Reference Model defines a single type of application layer communications
channel, the association, to connect APs to each other. The FAL defines the application
relationship (AR), of which there are several types, to permit application processes (APs)
to communicate with each other.

e The FAL uses the DLL to transfer its APDUs and not the OSI presentation layer. Therefore,
there is no explicit presentation context available to the FAL. Between the same pair (or
set) of data-link service access points the FAL protocol may not be used concurrently with
other application layer protocols.


https://iecnorm.com/api/?name=bea32affc7a0aa1b63794b8f2ffd79b0

—-40 - IEC 61158-1:2019 © |IEC 2019

9.3.2 Fundamental concepts

The operation of time-critical real open systems is modeled in terms of interactions between
time-critical APs. The FAL permits these APs to pass commands and data between them.

Cooperation between APs requires that they share sufficient information to interact and carry
out processing activities in a coordinated manner. Their activities may be restricted to a single
fieldbus segment, or they may span multiple segments. The FAL has been designed using a
modular architecture to support the messaging requirements of these applications.

Cooperation between APs also sometimes requires that they share a common sense of time.
The FAL or the data-link layer (parts of the IEC 61158-3 series and parts of the IEC 61158-4
series) fmay provide for the distribution of time to ail devices. They also may defihe local
device dervices that can be used by APs to access the distributed time.

Subclauses 9.3.3 through 9.3.7 describe each of the modular components of\the architecture
and the|r relationships with each other. The components of the FAL are moedeled as |objects,
each of [which provides a set of FAL communication services for use by japplications. The FAL
objects pnd their relationships are described below. The detailed specifications of FAL objects
and the|r services are provided in the IEC 61158-5 series. The IEC'61158-6 series gpecifies
the protpcols necessary to convey these object services between applications.

9.3.3 Fieldbus application processes
9.3.3.1 Definition of the fieldbus AP

In the fijeldbus environment, an application may be partitioned into a set of compongnts and
distribufed across a number of devices on the network. Each of these components is referred
to as a| fieldbus application process (AP). Alfieldbus AP is a variation of an application
process| as defined in 1ISO OS| Reference sModel (ISO/IEC 7498-1). Fieldbus APs jmay be
unambiguously addressed by at least one individual data-link layer service acce$s point
address| Unambiguously addressed, ‘in this context, means that no other AP may
simultanjeously be located by the same’address. This definition does not prohibit an AP from
being located by more than one individual or group data-link service access point addrgss.

9.3.3.2 Communication services

Fieldbus APs communicate with each other using confirmed and unconfirmed services
(ISO/IEC 10731). The 'services defined for the FAL specify the semantics of the seryices as
seen byl the requesting and responding APs. The syntax of the messages used to convey the
service [requestsiand responses is defined in the |IEC 61158-6 series. The AP behavior
associated with.the services is specified by the AP.

Confirmed<services are used to define request/response exchanges between APs.

Unconfirmed services, in contrast, are used to define the unidirectional transfer of messages
from one AP to one or more remote APs. From a communications perspective, there is no
relationship between separate invocations of unconfirmed services as there is between the
request and response of a confirmed service.

9.3.3.3 AP interactions
9.3.3.3.1 General

Within the fieldbus environment, APs may interact with other APs as necessary to achieve
their functional objectives. No constraints are imposed by this part of IEC 61158 on the
organization of these interactions or the possible relationships that may exist between them.

For example, in the fieldbus environment, interactions may be based on request/response
messages sent directly between APs, or on data/events sent by one AP for use by others.
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These two models of interactions between APs are referred to as client/server and
publisher/subscriber interactions.

The services supported by an interaction model are conveyed by application relationship
endpoints (AREPs) associated with the communicating APs. The role that the AREP plays in
the interaction (e.g. client, server, peer, publisher, subscriber) is defined as an attribute of the
AREP.

9.3.3.3.2 Client/server interactions

Client/server interactions are characterized by a bi-directional data flow between a client AP
and one or more server APs. Figure 12 illustrates the interaction between a single client and a
single gerver. I thistype of fnteraction, the client may 1ssue a confirmed or uncgnfirmed
request|to the server to perform some task. If the service is confirmed then the.sefver will
always return a response. If the service is unconfirmed, the server may returf\a r¢sponse
using an unconfirmed service defined for this purpose.

Unconfirmed and
confirmed service requests

Client > Server
(requester) | (responder)
Unconfirmed service replies and

confirmed service responses

IEC

Figure 12 — Client/server interactions

9.3.3.3.8 Publisher/subscriber interactions

9.3.3.3.8.1 General

group of one or more subscriber APs. This type of interaction has been defined to|support
variations of two models of interaction between APs, the "pull" model and the "push" model. In
both mqdels, the setup of the publishing AP is performed by management and is outgide the
scope of the IEC 61158-5 series and the IEC 61158-6 series.

PuinshIrlsubscriber interactions, on“the other hand, involve a single publisher AR and a

9.3.3.3.8.2 Pull model interactions

In the 'lpull" medel, the publisher receives a request to publish from a remote publishing
manager, and-broadcasts (or multicasts) its response across the network. The publishing
manager is tesponsible only for initiating publishing by sending a request to the publisher.

Subscribers wishing to receive the published data listen for responses transmitted by the
publisher. In this fashion, data is "pulled" from the publisher by requests from the publishing
manager.

Confirmed FAL services are used to support this type of interaction. Two characteristics of
this type of interaction differentiate it from the other types of interaction. First, a typical
confirmed request/response exchange is performed between the publishing manager and the
publisher. However, the underlying conveyance mechanism provided by the FAL returns the
response not just to the publishing manager, but also to all subscribers wishing to receive the
published information. This is accomplished by having the data-link layer transmit the
response to a group address, rather than to the individual address of the publishing manager.
Therefore, the response sent by the publisher contains the published data and is multicast to
the publishing manager and to all subscribers.
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The second difference occurs in the behavior of the subscribers. Pull model subscribers,
referred to as pull subscribers, are capable of accepting published data in confirmed service
responses without having issued the corresponding request. Figure 13 illustrates these
concepts.

Confirmed service request

Pull for published information
publishing |
manager « Pull
publisher
Confirmed service response
Pull < r\nnfnining Ir_\llhliehnd
subscriber information
i
i
i
Pull

subscriber <

IEC

Figure 13 — Pull model interactions

9.3.3.3.8.3 Push model interactions

In the "push" model, two services may be usedy one confirmed and one unconfirmed. The
confirmed service is used by the subscriber to request to join the publishing. The response to
this requliest is returned to the subscriber, felowing the client/server model of interactipn. This
exchange is only necessary when the subscriber and the publisher are located in different
APs.

The ung¢onfirmed service used~invthe push model is used by the publisher to distribute its
information to subscribers. In this case, the publisher is responsible for invoking the| correct
unconfigmed service at the ‘appropriate time and for supplying the appropriate information. In
this fashion, it is configuréd-to "push" its data onto the network.

Subscribers for thewpush model receive the published unconfirmed services distributed by
publishegrs. Figured4 illustrates the concept of the push model.
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Figure 14 — Push model interactions

B.4 Timeliness of published information

ort the perishable nature of published information, the FAL may support four
5s defined for publisher/subscriber interactions. Each makes it poss
ers of published data to determine if the.data they are receiving is up-to
These types are realized through mechanisms within the data-link layer (DLL).
d briefly in Table 3. For a more detailed description, refer to parts of the IEC
d parts of the IEC 61158-4 series.

[able 3 — Types of timeliness defined for publisher/subscriber interactions

ypes of
ble for
date or
Each is
51158-3

Tyn

e Description

Transpa

Fent This type of timeliness allows the user application process to determine the timeliness
of the data that,it generates and have the timeliness quality accompany the information
is transferred«across the network. In this type of timeliness, the network provides no
computation or' measurement of timeliness. It merely conveys the timeliness quality pro
with the data by the user application process.

fuality
when it

ided

Residen

Ce Whenithe FAL submits data from the publishing AP to the DLL for transmission, the DL
a_timer. If the timer expires before the data has been transmitted, the DLL marks the by
“not timely” and conveys this timeliness information with the data.

| starts
ffer as

Synchro|

hized This type of timeliness requires the coordination of two pieces of published information
the data to be published and the other is a special “sync mark”. When the sync mark is

One is

received from the network a timer starts in each of the participating stations. Subseque

htly,

when data is received for transmission by the DLL at the publishing station, or when the
transmitted data is received from the network at a subscribing station, the DLL timeliness
attribute for the data is set to TRUE. It remains TRUE until the reception of the next sync mark
or until the timer expires. Data received after the timer expires but before the next sync mark
does not cause the timeliness attribute to be reset to TRUE. It is only reset to TRUE if data is
received within the time window after receipt of the sync mark. Data transmitted by the
publisher station with the timeliness attribute set to FALSE maintains the setting of FALSE at
each of the subscribers, regardless of their timer operation.

Update

This type of timeliness requires the coordination of the same two pieces of published
information defined for synchronized timeliness. In this type, the sync mark also starts a timer
in each of the participating stations. Like synchronized timeliness, expiration of the timer
always causes the timeliness attribute to be set to FALSE. Unlike synchronized timeliness,
receipt of new data at any time (not just within the time window started with the receipt of a
sync mark) causes the timeliness attribute to be set to TRUE.
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9.3.3.4 AP structure

The internals of APs may be represented by one or more application process objects (APOs)
and accessed through one or more application entities (AEs). AEs provide the communication
capabilities of the AP. For each fieldbus AP, there is one and only one FAL AE. APOs are the
network representation of application-specific capabilities (user application process objects)
of an AP that are accessible through its FAL AE.

9.3.3.5 AP class

An AP class is a definition of the attributes and services of an AP. The standard class
definitions for APs are defined in the parts of the IEC 61158-5 series. User defined classes

also magub&sp&M&MﬂeMdaMmﬂwﬂ.aHﬁ&paﬂ&oﬂh&ﬂ.SﬁSSé
series) are assigned from a set reserved for this purpose.

9.3.3.6 | AP type

APs are| defined by instantiating an AP class. Each AP definition is compased of the ajtributes
and services selected for the AP from those defined by its AP class.In addition] an AP
definition contains values for one or more of the attributes selected for it. When two APs
share the same definition, that definition is referred to as an AP type. Thus, an AP type is a
generic [specification of an AP that may be used to define one or‘more APs.

9.34 Application process objects
9.3.4.1 Definition of APO

An application process object (APO) is a network répfresentation of a specific aspect of an AP.
Each APO represents a specific set of informatien and processing capabilities of an [AP that
are accessible through services of the FAL. ARPOs are used to represent these capabjlities to
other APs in a fieldbus system.

From the perspective of the FAL,«an APO is modeled as a network accessible object
containgd within an AP or within another APO (APOs may contain other APOs). APOs|provide
the network definition for objects\eontained within an AP that are remotely accessilple. The
definition of an APO includes an.identification of the FAL services that can be used by remote
APs for|remote access. The FAL services, as shown in Figure 15, are provided by the FAL
communications entity of-the AP, known as the FAL applications entity (FAL AE).

Servicés-for remote
aceess to APO

y/ \ /
4 FAL FAL /
AE AE APO
services
User request \ Aggb
and S real
response D —— object
data
Requester / Responder

/4 //
# 4 7
APO provides network
view of real object
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Figure 15 — APOs services conveyed by the FAL
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In Figure 15, remote APs acting as clients may access the real object by sending requests
through the APO that represents the real object. Local aspects of the AP convert between the
network view (the APO) of the real object and the internal AP view of the real object.

To support the publisher/subscriber model of interaction, information about the real object can
be published through its APO. Remote APs acting as subscribers see the APO view of the
published information instead of having to know any of the real object specific details.

9.3.4.2 APO classes

An APO class is a generic specification for a set of APOs, each of which is described by the
same set of attributes and accessed using the same set of services.

APO clgsses provide the mechanism for standardizing network visible aspects of°\AFs. Each
standargd APO class definition specifies a particular set of network accessible AP aitributes
and serpices. The IEC 61158-6 series specifies the syntax and the procedures used by the
FAL proftocol to provide remote access to the attributes and services of an APO class.

Standard APO classes are specified by this part of IEC 61158 for thecpurpose of standpardizing
remote access to APs. User-defined classes may also be specified:

User defined classes are defined as subclasses of standardized APO classes or of other user-
defined|classes. They may be defined by identifying new “attributes or by indicatjng that
optionall attributes for the parent class are mandatory forythe subclass. The convenfions for
defining| classes, specified in the type specific parts of/IEC 61158-5 series, may be used for
this purpose. The method for registering or otherwise making these new class definitions
availablg for public use is beyond the scope of this'part of IEC 61158.

9.3.4.3 APOs as instances of APO classes

APO clgsses are defined in this part of IEC 61158 using templates. These templates gre used
not onlylto define APO classes, but also to specify the instances of a class.

Each APO defined for an AP is-aninstance of an APO class. Each APO provides the jnetwork
view of A real object contained in"an AP. An APO is defined by:

a) selerting the attributesyfrom its APO class template that are to be accessible from|the real
object;

b) assigning values:to one or more attributes indicated as key in the template. Key ajtributes
are psed to jdentify the APO;

c) assigning-values to zero, one, or more non-key attributes for the APO. Non-key aitributes
are ysed-to characterize the APO;

d I bty thn cnrinne fram thia tara ot that oy b tieond hyy et~ ADe 1 ~ng th
se e.aully e oCTVvICC o O thiCtCrrpratC—rat ay OC—USCU— oy TCTToOtC—7 YT o U a€€ess e

real object.

The type specific parts of the IEC 61158-5 series specify the conventions for class templates.
These conventions provide for the definition of mandatory, optional, and conditional attributes
and services.

Mandatory attributes and services are required to be present in all APOs of the class.
Optional attributes and services may be selected, on an APO-by-APO basis, for inclusion in
an APO. Conditional attributes and services are defined with an accompanying constraint
statement. Constraint statements specify the conditions that indicate whether or not the
attribute is to be present in an APO.

9.3.4.4 APO types

APO types provide the mechanism for defining standard APOs.
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APOs are defined by instantiating an APO class. Each APO definition is composed of the
attributes and services selected for the APO from those defined by its APO class. In addition,
an APO definition contains values for one or more of the attributes selected for it. When two
APOs share the same definition, except for the key attribute settings, that definition is referred
to as an APO type. Thus, an APO type is a generic specification of an APO that may be used
to define one or more APOs.

9.3.5 Application entities
9.3.5.1 Definition of FAL AE

An application entity provides the communication capabilities for a single AP. An FAL AE
provides_a set of services and the supporting protocaols to enable communications between
APs in|a fieldbus environment. The services provided by FAL AEs are grouped into
applicatjon service elements (ASE), such that the FAL services provided to an AR are|defined
by the ASEs its FAL AE contains. Figure 16 illustrates this concept.

Service primitives

—

FAL A
Service

FAL ASE ‘

1

Y

Service conveyance to remote AEs

IEC
Figure. 16— Application entity structure

9.3.5.2 AE type

Applicafion entities that-provide the same set of ASEs are of the same AE-type. Two AEs that
share afcommon set ©f*ASEs are capable of communicating with each other.

9.3.6 Fieldbas)application service elements

9.3.6.1 General

An applicationservice etement (ASE),as defimedIm tSONEC 9545, 15— a set-of application
functions that provide a capability for the interworking of application-entity-invocations for a
specific purpose. ASEs provide a set of services for conveying requests and responses to and
from application processes and their objects. AEs, as defined above, are represented by a
collection of ASE invocations within the AE.

9.3.6.2 FAL services

FAL services convey functional requests/responses between APs. Each FAL service is
defined to convey requests and responses for access to a real object modeled as an FAL
accessible object.

The FAL defines both confirmed and unconfirmed services. Confirmed service requests are
sent to the AP containing the real object.
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An invocation of a confirmed service request may specify an AL-user supplied InvokelD.
When present, this InvokelD is returned in the resulting local service confirmation to that AL-
user. Confirmed service request APDUs and associated reply APDUs carry a RequestID that
permits the correlation of the two APDUs. In some implementations the AL-user-provided
InvokelD may serve as that RequestID. Similarly, confirmed service indication primitives and
associated response primitives carry a locally-formed IndicationID that permits the correlation
of the two primitives. In some implementations the received RequestID, coupled with the FAL

address

of the requesting FAL AE, may serve as that IndicationID.

Unconfirmed services may be sent from the AP containing the real object to send information
about the object. They also may be sent to the AP containing the real object to access the
real object. Both types of unconfirmed services may be defined for the FAL.

9.3.6.3 Definition of FAL ASEs
9.3.6.3.1 General
A modular approach has been taken in the definition of FAL ASEs. The ASEs defineq

FAL arg
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scope of this part of IEC 61158.

APDUs [are sent and received betweemFAL ASEs that support the same services. E
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Object-management ASE

bl object-management ASE may be.specified for the FAL to provide services
ment of objects. Its services are.dsed to access object attributes, and crejpte and
pbject instances. These services are used to manage network visible AP
d through the FAL. The specific operational services that apply to each obj
cified in the definition .of ;the ASE for the object type. Figure 18 illustrg
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Figure 18 — FAL management of objects
9.3.6.3.3 AP ASE

An AP ASE may be specified for the identification and control of FAL APs. The attributes
defined by the AP ASE specify characteristics of the AP about its manufacturer and list its

contents and capabilities.
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9.3.6.3.4 APO ASEs

The FAL specifies a set of ASEs with services defined for accessing the APOs of an AP. The
APO ASEs defined for the FAL are defined by each communication model.

9.3.6.3.5 AR ASE

An AR ASE is specified to establish and maintain application relationships (ARs) that are
used to convey FAL APDUs between/among APs. ARs represent application layer
communication channels between APs. AR ASEs are responsible for providing services at the
endpoints of ARs. AR ASE services may be defined for establishing, terminating, and aborting
ARs, for conveying APDUs for the AE, and for indicating the local status of the AR to the user.

In additian.local services may he defined for s\r‘r‘pqeing certain aspects of AR nndpnin S.

9.3.6.4 FAL service conveyance

FAL APO ASEs provide services to convey requests and responses between servide users
and real objects.

To accomplish the task of conveying service requests and responses{three types of gctivities
for the $ending user and three corresponding types for the receiving user are defined. At the
sending| user, they accept service requests and responses tobe conveyed. Second, they
select the type of FAL APDU that will be used to convey the request or response and|encode
the serVice parameters into its body portion. Then they submit'the encoded APDU body to the
AR ASH for conveyance.

At the receiving user, they receive encoded APDUchodies from the AR ASE. They deqode the
APDU bodies and extract the service parameters conveyed by them. To conclude the
conveygnce, they deliver the service requestor response to the user. Figure 19 illustrates
these concepts.

Service parameters

FAL APDU Body

FAL AE FAL AE
FAL FAL
FAL FAL
Servicg APO AR FAL AR APO Redgl

— ASE —

I

\ Service primitives /

object

+—>
user ASE APDUs ASE

IEC
Figure 19 — ASE service conveyance

9.3.6.5 FAL presentation context

The presentation context in the OSI environment is used to distinguish the APDUs of one ASE
from another, and to identify the transfer syntax rules used to encode each APDU. However,
the fieldbus communications architecture does not include the presentation layer. Therefore,
an alternate mechanism is provided for the FAL by each of the specific types of
communication models.
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9.3.7 Application relationships
9.3.71 Definition of AR

ARs represent communication channels between APs. They define how information is
communicated between APs. Each AR is characterized by how it conveys ASE service
requests and responses from one AP to another. These characteristics are described below.

9.3.7.2 AR-endpoints

ARs are defined as a set of cooperating APs. The AR ASE in each AP manages an endpoint
of the AR, and maintains its local context. The local context of an AR endpoint is used by the
AR ASE to control the conveyance of APDUs on the AR.

9.3.7.3 AR-endpoint classes

ARs argd composed of a set of endpoints of compatible classes. AR endpoint classes gre used
to reprefsent AR endpoints that convey APDUs in the same way. Through the standandization
of endpoint classes, ARs for different models of interaction can be defined:

9.3.7.4 AR cardinality

ARs characterize communications between APs. One of the‘characteristics of an AR is the
number| of AR endpoints in the AR. ARs that convey services between two APs|have a
cardinaljty of 1-to-1. Those that convey services from ©one AP to a number of APs|have a
cardinaljty of 1-to-many. Those that convey services fram/to multiple APs have a cardinality of
many-tg-many.

9.3.7.5 Accessing objects through ARs

ARs prqvide access to APs and the objectswithin them through the services of one or more
ASEs. Therefore, one characteristic is the'set of ASE services that may be conveyed to and
from these objects by the AR. The,list of services that can be conveyed by the |AR are
selected from those defined for theAE.

9.3.7.6 AR conveyance paths

ARs arg modeled as one-er'two conveyance paths between AR endpoints. Each conyeyance
path copveys APDUs in one direction between one or more AR endpoints. Each receiving AR
endpoin|: for a convegyance path receives all APDUs transmitting on the AR by the senfding AR
endpoint.

9.3.7.7 AREP roles

Becausé _APs interact with each other through endpoints, a basic determinant lof their
compatibility is the role that they play in the AR. The role defines how an AREP interacts with
other AREPs in the AR.

For example, an AREP may operate as a client, a server, a publisher, or a subscriber. When
an AREP interacts with another AREP on a single AR as both a client and a server, it is
defined to have the role of “peer”.

Certain roles may be capable of initiating service requests, while others may be capable only
of responding to service requests. This part of the definition of a role identifies the
requirement for an AR to be capable of conveying requests in either direction, or only in one
direction.
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9.3.7.8 AREP buffers and queues

AREPs may be modeled as a queue or as a buffer. APDUs transferred over a queued AREP
are delivered in the order received for conveyance. The transfer of APDUs over a buffered
AREP is different. In this case, an APDU to be conveyed by the AR ASE is placed in a buffer
for transfer. When the data-link layer gains access to the network, it transmits the contents of
the buffer.

When the AR ASE receives another conveyance request, it replaces the previous contents of
the buffer whether or not they were transmitted. Once an APDU is written into a buffer for
transfer, it is preserved in the buffer until the next APDU to be transmitted replaces it. While
in the buffer, an APDU may be read more than once without deleting it from the buffer or
changing-s—centenis-

At the rgceiving end, the operation is similar. The receiving endpoint places a received APDU
into a bpuffer for access by the AR ASE. When a subsequent APDU is receivedyit overwrites
the previous APDU in the buffer whether or not it was read. Reading the ARDU from the buffer
is not destructive — it does not destroy or change the contents of the(buffer, allowing the
contents to be read from the buffer one or more times.

9.3.7.9 User-triggered and scheduled conveyance

Another| characteristic of an AREP is when they convey service requests and resjponses.
AREPs [that convey them upon submission by the us€p are called user-triggered. Their
conveygnce is asynchronous with respect to network opération.

AREPs that convey requests and responses at predefined intervals, regardless of when they
are recgived for transfer are termed scheduled. Scheduled AREPs may be capgable of
indicating when transferred data was submitted late for transmission, or when| it was
submitted on time, but transmitted late.

9.3.7.10 AREP timeliness

AREPs [convey APDUs between applications using the services of the data-link layef. When
the timgliness capabilities are defined for an AREP and supported by the data-link layer, the
AREP fprwards the timelingss indicators provided by the data-link layer. These timeliness
indicatofs make it possible-for subscribers of published data to determine if the data they are
receiving is up-to-date ok “stale”.

To support these types of timeliness, the publishing AREP establishes a publisher data-link
connectjon reflecting the type of timeliness configured for it by management. After comnection
establishment;-the AREP receives user data and submits it to the DLL for transmission, where
timelinepgs procedures are performed. When the data-link layer has the opportunity to fransmit
the datd, it\tfansmits the current timeliness status with the data.

At the subscriber AREP, a data-link connection is opened to receive published data that
reflects the type of timeliness configured for it by management. The data-link layer computes
the timeliness of received data and then delivers it to the AREP. The data is then delivered to
the user AP through the appropriate ASE.

9.3.7.11 Definition and creation of AREPs

AREP definitions specify instances of AREP classes. AREPs may be predefined or they may
be defined using a “create” service if their AE supports this capability.

AREPs may be pre-defined and pre-established, or they may be pre-defined and dynamically
established.
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Figure 20 depicts these two cases. AREPs also may require both dynamic definition and
establishment or they may be dynamically defined in such a way that they may be used
without any establishment (they are defined in an established state).
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Figure 20 — Defined and established’AREPs
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Identifying objects accessed through the FAL

General

APOs accessed through the FAL are identified independent of their location. That is, if the
location of the AP that contains the APO changes, the APO may still be referenced using the
same set of identifiers.

Identifiers for APs and APOs within the FAL are defined as key attributes in the class
definitions for APOs. Within these APO definitions, two types of key attributes are commonly
used, names and numeric identifiers.
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9.4.2.2 Names

Names are string-oriented identifiers. They are defined to permit APs and APOs to be named
within the system where they are used. Therefore, although the scope of the name of an APO
is specific to the AP in which it resides, the assignment of the name is administered within the
system in which it is configured.

Names may be descriptive, although they do not have to be. Descriptive names make it
possible to provide meaningful information, such as its use, about the object they name.

Names may also be coded. Coded names make it possible to identify an object using a short,
compressed form of a name. They are typically simpler to transfer and process, but not as
easy to [fnderstand as descriptive names.

9.4.2.3 Numeric identifiers

Numerig identifiers are identifiers whose values are numbers. They are designed for [efficient
use within the fieldbus system, and may be assigned for efficient access, t6)APOs by their AP.

9.4.3 Addressing APs accessed through the FAL

Fieldbug addresses represent the network locations of APs. Addresses relevant to the FAL
are the pddresses of the underlying layers that are used to locate the AREPs of an AP

9.5 Architecture summary

Figure 21 illustrates the major components of the FAL architecture and how they relate to
each other.
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Figure 21 — FAL architectural components

Figure 21 depicts an AP that communicates through the FAL AE. The AP represents its
internal real objects as APOs for remote access to them. Two ASEs that provide the remote
access services to their related APOs are shown. The AR ASE contains a single AREP that
conveys service requests and responses for the ASEs to one or more remote AREPs located
in remote APs.
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9.6 Notional FAL service procedures
9.6.1 Notional FAL confirmed service procedures

The requesting AL-service user invokes a confirmed-service request primitive of its FAL. The
appropriate FAL ASE creates a transaction state machine to control the invocation of the
service, assigns an InstancelD and timeout time to that state machine, builds the related
confirmed-service-request APDU body including that Instance ID, and conveys it on the
specified AR.

Upon receipt of the confirmed-service-request APDU body, the receiving ASE decodes it. If a
protocol error did not occur, the receiving ASE creates a transaction state machine to manage
the expected response assigns an independent (second) InstancelD to that state machine,
then delivers a confirmed-service indication primitive to its AL-service user, with thé)(second)
Instanc¢lD as an extra implementation parameter.

If the responding AL-service user is able to successfully process the request, the usel returns
a confilmed-service response (+) primitive, identifying the transaction-~by the IngtancelD
presented as part of the stimulating indication primitive.

If the relsponding user is unable to successfully process the request), the service fails|and the
user issjues a confirmed-service response (—) primitive indicating'\the reason for failurg, again
identifying the transaction by the InstancelD presented as part of the stimulating indication
primitive.

Whicheyer response the AL-service users chooses, the'receiving ASE has available both the
information from the response primitive and that fremrthe associated indication primitiye when
it forms|the APDU to be returned to the initiating ASE.

The responding ASE builds a confirmed-service-response APDU body for a confirmedtservice
response (+) primitive or a confirmed=service-error APDU body for a confirmedservice
responsE (=) primitive, either of which contains the (first) InstancelD of the original requesting
APDU, and conveys it on the specified"AR.

Upon rg¢ceipt of the responseor error APDU body, the initiating ASE uses the (first)
InstancglD contained in the ‘response or error APDU to associate the APDU with the
appropr|ate state machine'and request. Once that association has been made, the initiating
ASE hag available both the information from the received APDU and that from the assgociated
request|primitive. It delivers a confirmed-service confirmation primitive to the requesting FAL
ASE whiich specifiés success or failure, reports the reason for failure if a failure occurred, and
cancels|the assOcjated transaction state machine.

If the ti:lner associated with the state machine expires before the initiating ASE recejves the
returnedresponse or errar APDIU _the AR ASE delivers a confirmed-service confir vation(—)

primitive to the requesting FAL ASE and cancels the associated transaction state machine.

9.6.2 Notional FAL unconfirmed service procedures

The requesting user invokes an unconfirmed-service request primitive of its FAL AE. The
appropriate FAL ASE builds the related unconfirmed-service request APDU body and conveys
it on the specified AR.

Upon receipt of the unconfirmed-request APDU body, the receiving ASE(s) participating in the
AR delivers the appropriate unconfirmed-service indication primitive to its user. Timeliness
parameters are included in the indication primitive if the AR that conveyed the APDU body
supports timeliness.
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9.7 Common FAL attributes

In the specifications of the FAL classes that follow, many classes use the following attributes.
Therefore, these attributes are defined here instead of with the other attributes for each of the
classes, except for the data-type class.

ATTRIBUTES:

1 (0) Key attribute: Numeric identifier
2 (0) Key attribute: Name

3 (o) Attribute: User description
4 (o) Attribute: Object revision

Numerigtdentifier

This optional key attribute specifies the numeric id of the object. It is used as-a\shorthand
referenge by the FAL protocol to identify the object. There are three possibilities for
identification purposes: numeric identifier or name or both. This attribute ishtequired for the
data type model.

Name

This optional key attribute specifies the name of the object. Ther€ ,are three possibilities for
identificption purposes: numeric identifier or name or both.

User dt]scription

This opfional attribute specifies user defined descriptive information about the object.

Object revision

This optional attribute specifies the revision level 'of the object. It is a structured attribute
compospd of major and minor revision numbers: If Object Revision is supported, it ¢ontains
both a Major Revision and a Minor Revision:with a value range 0 to 15 for each. The¢ use of
major/mlinor fields is intended to provide thesfollowing features:

Major revision
The Major Revision field containg_the major revision value for the object. A changg¢ to the
major rgvision indicates that interoperability is affected by the change.
Minor revision

The Mingor Revision figld-contains the minor revision value for the object. A change¢ to the
minor rgvision indicates that interoperability was not affected by the change -- that is Lsers of
the objdct will contintie to be capable of interoperating with the object when its minor [revision
is changed, proyided that the major revision remains the same.

9.8 Clommon FAL service parameters

In the specifications of the FAL services that follow, many services use the following
parameters. Therefore, they are defined here instead of with the other parameters for each of
the services.

AREP

This parameter specifies sufficient information to locally identify the AREP to be used to
convey the service. This parameter may use a key attribute of the AREP to identify the
application relationship. When an AREP supports multiple contexts (established using the
initiate service) at the same time, the AREP parameter is extended to identify the context as
well as the AREP.

NOTE The AREPs at a request and corresponding indication are local, and therefore not identical. However, they
are related by being distinct endpoints of the same AR. The AREPs of results, as conveyed by response and
confirm primitives, are those of the corresponding indication and request primitives, respectively. The manner by
which an implementation of these abstract services makes that correlation is not specified in the abstract service
definition, but it is possible that the manner of correlation is specified in the associated concrete protocol
specification.
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FAL ASE/FAL class

This parameter specifies the FAL ASE (e.g. AP, AR, variable, data-type, event, function-
invocation, load-region) and the FAL class within the ASE (e.g. AREP, variable-list, notifier,
action).

Numeric ID

This parameter is the numeric identifier of the object.

Error info

This parameter provides error information for service errors. It is returned in confirmed service
response(-) primitives. It is composed of the following elements.

Error class
This pafameter indicates the general class of error. Valid values are specified in(the definition
of error [code parameter, below.

Error code

This pafameter identifies the specific service error.

Additiohal code

This opfional parameter identifies the error encountered when¢processing the request|specific
to the dbject being accessed. When used, the value submitted in the response primitive is
delivered unchanged in the confirmation primitive.

Additiohal detail
This optional parameter specifies user data that accompanies the negative respons¢. When
used, the value submitted in the response primjtive is delivered unchanged in the confjrmation
primitive.
9.9 APDU size

APDU sjze is communication modeldependent.

10 Data type ASE

10.1 Qverview
10.1.1 | General

Fieldbug data<types specify the machine independent syntax for application data conveyed by
FAL services.)The fieldbus application layer supports the definition and transfer of bofth basic
and corstructed data types. Encoding rules for the data types specified in Clausg 10 are
providedTn the type Specific parts of IEC 01 153-0.

Basic types are atomic types that cannot be decomposed into more elemental types.
Constructed types are types composed of basic types and other constructed types. Their
complexity and depth of nesting are not constrained by the parts of the IEC 61158-5 series.

Data types are defined as instances of the data type class, as shown in Figure 22. Only a
subset of the data types defined in Clause 10 are shown in Figure 22. Defining new types is
accomplished by providing a new numeric id and supplying values for the attributes defined
for the data type class.
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Data Type

Structure

Fixed Length
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t| BinaryTimeO I

.

IEC

Figure 22 —(Data-type class hierarchy example

The dafla type definitions in_Figure 22 are represented as a class/format/instance structure
beginning with data typeclass entitled "data-type". The formats for data types are defined by
the datd type class and-are represented in Figure 22.

The bagic data classes are used to define fixed length and bitstring data types. Standard
types tdken from)ISO/IEC 8824 are referred to as simple data types. Other standard basic
data types are defined specifically for fieldbus applications and are referred to as |specific

types.

The constructed types specified in this part of IEC 61158 are strings, arrays and structures.
There are no standard types defined for arrays and structures.

10.1.2 Overview of basic types

Most basic types are defined from a set of ISO/IEC 8824 types (simple types). Some
ISO/IEC 8824 types have been extended for fieldbus specific use (specific types).

Simple types are ISO/IEC 8824 universal types. They are defined in this part of IEC 61158 to
provide them with fieldbus class identifiers.

Specific types are basic types defined specifically for use in the fieldbus environment. They
are defined as simple class subtypes.
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Basic types have a constant length. Two variations are defined, one for defining data types
whose length is an integral number of octets, and one for defining data types whose length is
bits.

NOTE Boolean, Integer, OctetString, VisibleString, and UniversalTime are defined in this part of IEC 61158 for
the purpose of assigning fieldbus class identifiers to them. This part of IEC 61158 does not change their definitions
as specified in ISO/IEC 8824.

10.1.3 Overview of fixed-length types

The length of fixed-length types is an integral number of octets.

10.1.4 Overview of constructed types

10.1.4.1 Strings

A string| is composed of an ordered set, variable in number, of homogeneously typed fixed-
length elements.

10.1.4.2 Arrays

An array shall be composed of an ordered set of homogeneously\typed elements. There are
no restrictions on the data type of array elements placed, but“\gach element shall be of the
same type. Once defined, the number of elements in an arraysmay not be changed.

10.1.4.3 Structures

A structure shall be made of an ordered set of heterogeneously-typed elements callefd fields.
Like arrpys, this part of 61158 does not restrictothe data type of fields. However, the fields
within a|structure do not have to be of the samé.type.

10.1.4.4 Nesting level

This paft of 61158 permits arrays and'structures to contain arrays and structures. It pllaces no
restriction on the number of nesting;levels allowed.

When aph array or structure,contains constructed elements, access to a single elemgnt in its
entirety[may be provided.7Access to sub elements of the constructed element may |also be
provided.

10.1.5 | Specification of user-defined data types

Users may find> it necessary to define custom data types for their own applicatiorls. User
defined |types/are supported as instances of data type classes.

If user-defined types are supported by a communication type then they shall be specified in
the same manner as basic data types are specified. They shall be defined by providing values
for the attributes specified for their class.

10.1.6 Transfer of user data

User data is transferred between applications by the FAL protocol. All encoding and decoding
are performed by the FAL user.

The rules for encoding user data in FAL protocol data units are data type dependent. These
rules are defined in parts of the IEC 61158-6 series. User-defined data types for which there
are no encoding rules shall be transferred as a variable-length sequence of octets. The format
of the data within the octet string shall be defined by the user.
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10.2 Formal definition of data type objects

10.2.1 Data type class

10.2.1.1 Template

The data type class specifies the root of the data type class tree. Its parent class "top"
indicates the top of the FAL class tree.

FAL ASE: DATA TYPE ASE

CLASS: DATA TYPE

CLASS ID: 5 (FIXED LENGTH & STRING), 6 (STRUCTURE), 12 (ARRAY)
PAREN[ CLASS: TOP

ATTRIBUTES:

1 (0) Key attribute: Data type numeric identifier

2 (o) Key attribute: Data type name

3 (m) Attribute: Format (FIXED LENGTH, STRING,»STRUCTURE, ARRAY)
4 (c) Constraint: Format = FIXED LENGTH | STRING

4.1 (m) Attribute: Octet length

5 (c) Constraint: Format = STRUCTURE

5.1 (m) Attribute: Number of fields

5.2 (m) Attribute: List of fields

5.2.1 (0) Attribute: Field name

5.2.2 (m) Attribute: Field data\type

6 (c) Constraint: Format's ARRAY

6.1 (m) Attribute: Numper of array elements

6.2 (m) Attribute: Array element data type

10.2.1.2 Attributes

Data type numeric identifier

This opfional attribute identifies the numeric identifier of the related data type.

Data type name

This opfional atiribute identifies the name of the related data type.

Format

This mandatory—attribute—identifies—the—data—type—as—afixed-tength—string—array—or data

structure.

Octet length

This conditional attribute defines the representation of the dimensions of the associated type
object. It is present when the value of the format attribute is "FIXED LENGTH" or "STRING".
For FIXED LENGTH data types, it represents the length in octets. For STRING data types, it
represents the length in octets for a single element of a string.

Number of fields
This conditional attribute defines the number of fields in a structure. It shall be present when
the value of the format attribute is "STRUCTURE".

List of fields

This conditional attribute is an ordered list of fields contained in the structure. Each field is
specified by its number and its type. Fields shall be numbered sequentially from 0 (zero) in
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the order in which they occur. Partial access to fields within a structure is supported by
identifying the field by number. This attribute shall be present when the value of the format
attribute is "STRUCTURE".

Field name

This conditional, optional attribute specifies the name of the field. It may be present when the
value of the format attribute is "STRUCTURE".

Field data type

This conditional attribute specifies the data type of the field. It shall be present when the
value of the format attribute is "STRUCTURE". This attribute may itself specify a constructed
data type either by referencing a constructed data type definition by its numeric id, or by
embedding a consfructed data type definition here. When embedding a descripflon, the
embedded-data-type description shown below shall be used.

Number of array elements

This conditional attribute defines the number of elements for the array typ€. Array elements
shall belindexed starting at “0” through “n-1” where the size of the array.is’“n” elements. This
attributg shall be present when the value of the format attribute is "ARRAY".

Array eJement data type

This conpditional attribute specifies the data type for the eleménts of an array. All elements of
the arrgdy shall have the same data type. It shall be present when the value of the format
attributg is "ARRAY". This attribute may itself specify™a. constructed data type ejther by
referenging a constructed data type definition by <its¥ numeric id, or by embedding a
construgted data type definition here. When embedding a description, the embeddé¢d-data-
type description shown below shall be used.

Embedded-data-type description

This attfibute is used to recursively define;embedded data types within a structure qr array.
The template below defines its contents\*The attributes shown in the template are|defined
above in the data type class, except for the embedded-data-type attribute, which is a
recursivie reference to this attributexllt is used to define nested elements.

ATTRIBUTES:

1 (m) Attribute: Format (FIXED LENGTH, STRING, STRUCTURE, ARRAY)
2 (c) Constraint: Format = FIXED LENGTH | STRING
2.1(m) Attribute: Data type numeric ID value

2.2(m) Attribute: Octet length

3 (¢) Constraint: Format = STRUCTURE

3.1 (m) Attribute: Number of fields

3.2(m) Attribute: List of fields

3.2.1 (m) Attribute: Embedded data type description
4 (c) Constraint: Format = ARRAY

4.1 (m) Attribute: Number of array elements

4.2 (m) Attribute: Embedded data type description

11 Fieldbus system requirements

11.1 General

The different industrial automation applications, such as process automation, factory
automation and water/waste water treatments have specific requirements. The fieldbus
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systems defined in IEC 61158 are designed to fulfill the requirements of networks for
industrial automation applications.

Clause 11 outlines the fundamental requirements of an industrial control network.

11.2 Industrial control network

An industrial control network provides deterministic, reliable and dependable performance for
industrial applications. Network and system response times shall always be fast enough to
support the application time-constants.

EXAMPLE Motor and motion controls typically need microsecond response times, flow and pressure controls
need millifecond response uimes, and liquid Tevel applications typically need second response umes. __ |

NOTE 1 [Industrial control networks are also known as industrial automation networks.

NOTE 2 [Fieldbuses are designed to fulfill the requirements of industrial control networks.
An industrial control network is a group of devices that share the followingfeatures:

e participate in a common user application to provide control or mafiagement superyision of
a process or machine;

o allogate network resources by a single communication¢acCess schedule or g set of
interrelated access controls that meet with the intended,céntrol application performfance.

Industrial control networks support control applications“which operate “actuator outputs” to
interact|with the real world. Incorrect outputs can cause harm to people, the environment and
equipment. For these reasons, designers of industrial control networks pay great attgntion to
security|and protection from external interference;to ensure the installed network mainftains its
target performance over the entire life cycle.

When industrial control networks commuhicate with external entities, or other netwarks, the
interconnection can be managed by thesnetwork user.

Control [applications are typically. subject to rigorous safety and security analysis to minimize
the congequences of faulty operation and to ensure robustness and integrity.

NOTE 3 [See IEC 61784-3 for'the relationship of the fieldbus standards in IEC 61158 with other safety standards.

NOTE 4 |Applications using~other networks such as general sensor networks, ubiquitous networkg, and IT
networks [can also have“real privacy and timeliness concerns, however from an industrial viewpoint, such| networks
are considlered to be.less critical than industrial control networks.

11.3 Clommunication between industrial control networks and other networks

Industriglhcontrol networks may operate as closed systems or they may include mechanisms
for exchange of data with other networks.

An example mechanism is an application gateway that provides proxy functions to filter and
manage external requests so that the designed control performance is retained.

Appropriate security measures should be included for all external connections. Additional
information can be found in IEC 62443.

11.4 Quality of service features of an industrial control network
11.4.1 General

To support the requirements of control and monitoring applications, industrial control networks
shall have the following characteristics:
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e communication access to support timely transfer of data within the time window required
by the application;

e prioritized system data transfer to achieve desired performance.

See IEC 61784-1, IEC 61784-2 and IEC 62439 for additional information on performance
requirements and high availability networks.

11.4.2 Control data transfer mechanisms
11.4.2.1 Overview

The required data transfer performance could be achieved by one or more of the following
method$”

e a coptinuous cyclic operating schedule based on a client/server model (see 9(3,3.3/.2),

e a time based operating schedule based on a client/server model (see 9.3:3:3.2) dr based
on a| publisher/subscriber model (see 9.3.3.3.3),

e an eyvent-driven mechanism based on a publisher/subscriber model,(see 9.3.3.3.3)

e or ofher suitable methods.

The configuration process shall ensure that the repetition integvalMfor important controll actions
is shorte¢r than the sampling interval required by the application:

NOTE 1 |The configuration method is beyond the scope of IEC 61158

NOTE 2 |Examples for some configuration methods are in IEC 61804, IEC 62453 and ISO 15745.
11.4.2.2 Continuous cyclic operation

This mdthod of data transfer uses continuous cyclic repetition of a predefined sequence of
exchanges.

If backdground or unscheduled dataltransfers are supported, then network management and
the schiedule construction process shall ensure the worst cycle repetition rate dpes not
prevent|acceptable control perfermance.

11.4.2.3 Time based scheduling

This method of data.transfer uses time triggered repetition of a predefined schedule of
'‘foregropnd' data {ransfer actions.

In these applications, the schedule construction process shall ensure that each paft of the
schedule.@nds before the start time for the next part of the schedule. Spare time between the
end of lere—schedule—and—start—of—the—next—may—be—made—avaitable—fer—baekground or

unscheduled data transfer services.

The configuration process shall ensure that scheduled transfers are able to complete within
their allocated time slot and initiators of background transfers are not permitted to start any
transaction that could overrun the available spare time and delay the start of the next
scheduled transfer.

11.4.2.4 Event driven operation

This method of data transfer uses event flow that determines the scheduling.
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11.4.2.5 Non-time-critical communication

In most industrial control networks, some spare data transfer capacity is reserved for future
network expansion and support of background traffic for non-time-critical data transfer. This
may include: network configuration, diagnostic and maintenance activities.

11.5 Special requirements for wireless networks

Within one premise, different wireless network technologies may be used. Appropriate
measures shall be taken for coexistence management for the installed technologies and
prevention of external or unwanted interference (see IEC 62657-2).
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