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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DATA EXCHANGE FOR METER READING, TARIFF
AND LOAD CONTROL -
LOCAL BUS DATA EXCHANGE

FOREWORD

1) The fornra gmmitiees on
which a express, asi nearly as
possiblg, an international consensus of opinion on the subjects dealt with.

2) They have the form of recommendations for international use and they g ;onal
Committees in that sense.

3) In ordeq to promote international unification, the IEC expresses Mittees
should adopt the text of the |[EC recommendation for their nationa ions will
permit. Any divergence between the |EC recommendation and’the corespanding nation uld, as
far as ppssible, be clearly indicated in the latter.

This Intenational Standard has been : Equip-

ment for electrical energy measurement

The text of this standard is hased on the fo

[\ Dlx \/Report on Voting
Q {%CNN 13(C0)1020
Full infor the approval of this standard can be found in the Yoting
Report ingh le.
4
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INTRODUCTION

This International Standard has been established by working group 14: Data exchange for
meter reading, tariff and load control of technical committee 13: Equipment for electrical
energy measurement and load control.

The working group has the task of establishing standards, by reference to ISO Standards,
necessary for data exchanges by different communication media, for remote reading, tariff
and load control, consumer information.

The media can be either distribution line carrier (DLC), telephone (including ISDN), radio
or other electrical or optical systems and they may be used for local or remote data
exchanges.

Mefer reading and programming may be performed manuall , Or sup-
poried by means of a local communication system, or autpm a remote
communication system. Manual meter reading means t (& cess to the
mefler and reads each register, while "supported” res sl ommunica-
tion| system or a local bus system and a hand-held Uni \ FL reading im-

plies a remote communication system such as b carrier or

telephone systems.

Q@
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DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -
LOCAL BUS DATA EXCHANGE

1 General

1.1 Scope and object

This International Standard describes a method for local bus data exchange, where a
number of tariff devices in a given area are connected by a dedicated bus; all of these
tariff devices may then be read hy connection of a hand-held unit to a ¢enitral ma netic

piug.

This stan Kpeci-

fications 1

Consider'J:g the fact that several systems are in practjcal i b was
taken to maintain compatibility with existing system i their
relevant protocols.

This standard is specific for local bus\syste 0 s, a hand-held unit also
known ag primary station or MASTER is e al tariff devices also known as
secondary stations or SLAVES through/a dedica having a flexible structure.

The master is connected : & efic (inductive) plug. The bus itgelf is
passive and all the ta i which is limited — are electrically is¢lated
from it. '
The prot LINK,
SESSION

The prot i 8 g and programming of tariff devices. It allows for the
detectio i n the
portable {

The protocol has n designed to be particularly suitable for the environment of| elec-
tricity metering-especiaty-asregards-electricalisolation—and soltware security. While the
protocol is well defined, its use and application are left to the user. The use of the local
bus system for point to point communication is also left to the user.

1.2 Normative references

The following normative standards contain provisions which, through reference in this text,
constitute provisions of this International Standard. At the time of publication, the editions
indicated were valid. All normative standards are subject to revision, and parties to agree-
ments based on this International Standard are encouraged to investigate the possibility of
applying the most recent editions of the normative standards indicated below. Members of
IEC and 1SO maintain registers of currently valid International Standards.
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ISO 7480: 1984, Information processing - Start/stop transmission — Signal quality at
DTE/DCE interfaces.

ISO 7498: 1984, Information processing systems — Open Systems Interconnection — Basic
Reference Model.

1.3 Definitions

address: Sequence of binary digits indicating the destination of a communication or set of
data.

alternate: Transmission on a data circuit in either (half duplex) direc@k

tariff device: Fixed data collection unit, normally linked or coribihe i n electricity
meter.

call: Process consisting of sending signals to set up a link bet

basleband: Transmission of a signal at its origina without undergoing any
modlulation.

baud: Unit of speed of modulatign.

BCD: Abbreviation for "Binary Coded i ding of a decimal figure between 0 and
9 using 4 bits.

bit:| Acronym for

n connecting stations and permitting a single communi-

several frames constituting the whole of a remote reading ¢r program-

Primary station Secondary station

Call frame < g E

Sequence X

Response frame < :

a

Call frame < n

Sequence g

Response frame < < e

Organization of an exchange
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remote data exchange: Data exchange between one or a group of tarift devices and a
data concentrator via a communications network.

local data exchange: Data exchange between one or a group of tariff devices and a hand-
held unit.

polling: Process consisting of inviting data stations to transmit one after the other.

selective calling: Process consisting of inviting one or more stations to receive.
[N

polling ligt: List of data stations to be polled and the order in which t are e\m{led.

byte: Set [of 8 significant bits.

startover 56 ror situations
occurring

protocol: y and
maintainir]

(data) sink: Part of a terminal by which dat%c ve

sequence:

different rans-
mitted by d (as
for remote

R .
identical y first
~call failing es is
therefore

(data) source: Part of a terminal by which data is fed into a data link.

station: Set of functional units comprising a terminal, an ETCD and their connections.

primary station: Station having complete control of a link.

secondary station: Station responding to commands in accordance with a link procedure.
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synchronization: Function to enable processes to interact at a given moment in time.

hand-held unit (HHU): A portable equipment for transferring data to or from fariff devices,
or electricity meters.

time out: Time lapse after which it is accepted that an expected event has not occurred.

frame: Transfer of a set of consecutive blocks forming a whole for the receiving station.

field (block): Functional subset of n bytes in a frame TN

1.4| List of abbreviations or acronyms used

AADP Primary station address (table A)
AADS Secondary station address (table
ACLE Key (table A)

ADG General ADdress

ADON Data (table A)
ADP

ynchroniZation flag between APPLICATION and SESSION
ut apd return characterizing the ditferent sequences
uthentication reject

ASO Coding of cases of reply to a forgotten station call
ATAB Type of data (table A)

ATYPE Type of operation

AUT Authentication command

BDON Data (table B)

BERREUR Error (table B)

BFEXx Standby window number x (table B)

BNA Random number (table B)

BNDEROU Number of bytes in diagnostic field on exchange run (table B)
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BNECHAU Number of bytes in table B for a unit exchange
BNR Number of bytes in BDON field (table B)
BNSEQI Number of identical sequences (table B)
BTIMOUT Error on TIME OUT (table B)

BTOB Error flag on "chatterbox” time out (table B)
BTOCO Error flag on communication time out (table B)
BTOE Error flag on transmission time out {table B)
BTOL Error flag on DATA LINK time out (table B)
CASO Coding of cases of reply to a forgotten station call
CCITT frrtermationat-Tetegraptrand-Tetephone-Consuttative—Cemnittee
COM Command

CRC Cyclic redundancy code

DASO Forgotten station call flag

DAT DATa command

DES Data Encryption Standard

DIB Drapeau d’Initialisation de Bus

DNA Negative acknowledgment flag

DON Data

DRJ Data rejected

DSO Forgotten station flag

DTP Remote programming.flag

DTR

ECH

EMP

ENQ

EOS

E/R

ER

ERAP

ERLI

ERREUR Protacol error

ERSES SESSION error

ETCD Data communication terminal equipment
ETTD Data processing terminal equipment

FE Transmission window

FINEMI End of transmission

FINPHI End of PHYSICAL

FR Reception window

FROMEXT Flag originating FROM EXTernal process

HF High frequency
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HHU Hand-held unit, also TSP

IASO Standby window indicator for forgotten station calls

1B Bus initialization command

1ISO/OSI Open Systems Interconnection

K Key

LIPHI Synchronization flag between DATA LINK and PHYSICAL
LISES Synchronization flag between DATA LINK and SESSION
LON Length

LSB Least Significant Bit

LSl

MSB Most Significant Bit

N Number

NAD Random number for forgotten station res

NAXx Random number No. x

NAXK Encrypted random number

NSEQD Number of different sequences

NTR Number of remote reading

PAG Wake up call pot

PAREP Non-reply flag

PH

RE

RE

RS

Rxl

SE

SE

TA

TA

T/SJ um cumulative time out between bytes
TAG ake up call time

TAGM Maximum wake up call time

TAO No-byte time

TAOM Maximum no-byte time

TA10 Waiting time for first byte

TA1OM Waiting time for first byte (maximum first byte time out)
TDP Table of programming data

TE Transmission time

TEMPO Temporization

TFE Time related to transmission window

TFR Time related to reception window
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TIMAX
TOB
TOBM

* TOCO
TOCOM
TOE
TOEM
TOL
TOLM

—13 -

MAXimum TIme

"Chatterbox" time out

Maximum "chatterbox" time out
Communication time out
Maximum communication time out
Transmission time out

Maximum transmission time out
DATA LINK time out

Maximum DATA LINK time out

TP
TR
TRO
TSP
TxD
ZDT

£

Remoteprogramming

Remote reading

Forgotten station response time
Hand-held unit, also HHU

Data transmission

Reading and programming data field %
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2 Local bus data exchange — secondary station (SLAVE)

2.1 Specification

The local bus reading protocol is designed to send data over a physical medium between
one or more units called secondary stations to a data input unit called a primary station or
more commonly a hand-held terminal (HHT) or hand-held unit (HHU). The latter name will
be used from now on.

The transmission medium is a job-oriented medium; in other words it is only for use with
the data transactlons specnfled in the present standard. Under no circumstances will it be
devg D fype>communications
with gver, all the
gengeral conventions (transmission direction, data coding, to current
starjdardization.

2.1. Functions of local bus reading

Loca! bus reading allows communication with isola zated on[a common

bus

The

*| Remote data reading

The HHU sends daia e i 2 i isti o clear the
data.

For secuyity rea on shall be
g x B).

a bus, the
bcted, even
ed) so that
t in a nom-
us uncom-
hoa and Il not unduly complicate the simplicity of the principles emplpyed under

1 : o o
vittial vinouiriotarnivivo.

|
H
4
q
i
y
1

It is possible for a maximum of five units to be unknown to the HHU.

2.2 General requirements
2.2.1 Type of unit and addressing

The units connected to the bus may have different functions (e.g. electricity metering only,
gas metering only or another function).
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The detection of forgotten units shall be capable of being selective so as to address only
certain types of units connected to a bus out of all the units connected to the same bus.

Each unit connected to the bus is given a specific address. Every HHU is also given a
functional address to differentiate several possible levels of access.

2.2.2 Availability

The physical connection of an HHU to a bus for the purpose of any ot the above-
mentioned transactlons is only momentary, the protocol selected shall therefore provnde

for immediate-avaitab : on-prohibitive fransa time
in respect

223 C

The number of units connected to a bus may vary between ) i endently
distributed over the physical transmission medium

There ma ! shall
be transpig i icatjo : g units-may, among [other
things, un sactio . remote reading only). The
protocol 4 i i ti i protocol specified below
and shall

It shall alg ill be
complex uni ini i adi ion among other things; it is thenefore
not possil z Nng efore
include 4 i Jgi i ith the units before proceeding with the
transactign.

The protd thout
the cost b all the
protocol

224 §

The leve ysical
characteristics of iHe transmission medium. These characteristics are specified in

clause 4.

2.2.5 Scope for change

According to knowledge as to current requirements in the field of local bus reading, the
data to be transmitted is often not more than a few hundred bytes, it is transmitted in one
block if possible, or in several blocks if the protocol requires so or if the length of the data
exceeds the maximum permitted size for a block. In all cases, provision is made for a
transaction which exceeds this nominal framework.
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2.3 Basic principles
2.3.1 Transmission mode

Transmission mode is asynchronous. The transmitter transmits data independently of the
receiver. However, the start and end of a word are framed by two signals conventionally
called "start” and "stop".

A word consists of an 8-bit byte framed by a start bit and a stop bit.

Start 8 bits Stop

LSB

Format of a

Data is transmitted in series, the start bi LSB and
terminates with the MSB.
Thig mode of transmission offers 8 g simplicity and is particularly advan-
tageous as regards producing ecg
» of a more
btc.).
B,33 ms to

%Y.

2.33\.YConfiguration organization

The network is organized as a multipoint asymmetric bus: a single station can take the
initiative to communicate (primary station (HHU)), and talk to any of the n stations
connected to the bus (secondary stations).

The primary station can receive or transmit data (source or sink). Secondary stations can
also receive or transmit data (source or sink) but only at the initiative of the master station.

The same physical transmission line is used to transmit and receive, but not simul-
taneously: the data link is half-duplex (alternate).
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Calling
Source y S » R Sink
\
/ Polling \
1 \
7 Y
1 1
F] \
1 A
I} \
! \
\
! Acknowledge —
Sink M- -9 R e o e - - E [€—-— /iource
- I\ Q

Primary station S dar sﬁ\@

Organization of the

Transmission E E Transmission
Qe "

. N fa .
Q / s /U >
/§ in wire line
Al

\
oy

Reception

Reception \&

Physical organization of the link

The above diagrams only show a point to point link; a multipoint configuration can be
obtained by connecting n secondary stations to the primary station shown.

2.3.4 Network access

The system consists of a multipoint bus at a physical level which becomes point to point at
a higher level in the majority of cases.
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With remote programming, the command function is given to the HHU which is then a data
source; the primary station (HHU) invites the secondary station to receive the messages it

has to send.
The link here is controlled by "selective" calling.

Remote reading

With remote reading, the command function is given to the HHU which is a data sink; the

primary station (HHU) invites the secondary station to send a message—~

The link here is controlled by "polling™.

The "polling/selective” function is combined with an addre
single secondary station to be selected from the n stations

In t
resj

Sp4

A s
Thi
fivel

{po

Thg metho
stalions in

The

ots Nmplying collision handling.

4

bus| i i error after amending the

enables a
usS.

e calls and

after remotely reading a|whole bus.
orgotten units on a bus carnot exceed
gr in initializing the addresg list for the

dddress list

sed ishthus_by>broadcasting with a response from the forgotten

asting option with the polling/selective method implies
uni handling for compatibility between these two principlep.

its t the broadcast method (with random access) could not bg applied to
the ithout significantly increasing the complexity of the protocol or without sig-
nificantly’inc ing the remote reading or programming time, to such an extent that it be-

cormmes-hull-and void

2.4 General organization of frames and exchanges

241 Format of a frame

1 6 1 1 Variable length

2

N ADS | ADP | COM Data

CRC

11 bytes + Length of data field

A frame consists of six fields which can be grouped functionally.
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2.4.1.1 Check field

N: number using 1 byte (binary) set by the transmitter to show the number of
in the frame sent.

bytes

CRC.: Cyclic redundancy code using 2 bytes (binary) set by the transmitter and
calculated for all (N-2) preceding bytes (see characteristics of the CRC used in

annex A).

These control elements enable the receiver to verify that the frame has been transmitted

error free.

AN

2.41.2 [Addressficid
ADS: Secondary station address using 6 bytes (coded in BCD — igits b\y‘s see

annex E).
The valud of this address in decimal is between
0 < ADS £ 999999999999 (12 digits)

In the HH
on the stg

In the se
secondar

NOTE
ADP:
The valud

In the HH
inserts its
the sec
programn

NOTE
progran

medno respond.

nding

y the
each

which
on, if
been

5 been

2.4.1.3 Command field

COM: command (coded in 1 byte) telling the receiver the type of action to be take
Commands which may be transmitted by the HHU

ENQ: Enquiry ~ remote reading

REC: Receive — remote programming

AUT: Authentication frame — remote programming

n.
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iB: Initialize bus — reset forgoiten station flags (DSO) of units connected to the bus
for the purpose of calling the forgotten stations.

ASO: Forgotten station call.
Commands which may be transmitted by a secondary station
DAT: Positive response to polling — remote reading (ENQ)

DRJ: Negative response to polling
— remote reading (ENQ) if TAB(i) is unknown

/N
— remote programming (AUT) if programming data is not cepted\

ECHi: Response to selection — remote programming (BE

EO$:

ARJ:

RSQ:

2.41.4 Data field

Var ed.

The| data is partl dard. How-
evef, in remote re fixed fields
(length and i6¢atio f this so as
to ensure field (ZA1,
ZAZ2) for remotg pre transmitted
(TA s he sought-
after unit

2.4< .

in | n mind the
des 128 bytes.

Frames are of Variable length. Only the data field can vary from 0 to 117 bytes (128 — 11).

However, the protocol provides for the transmission of several frames of data in suc-
cession if the maximum length cannot be adhered to.

2.4.2 Principle of wake up call — physical opening of communication

Before any exchange on the bus, the HHU at its own initiative sends a wake up call
designed to alert the communications system of every unit connected to the bus. It should
be noted that some of these multifunctional units may use all or part of the communica-
tions system for other applications and other links which have absolutely nothing to do
with local bus reading.
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The wake up call consists of a specific sequence which is detailed in 2.6.2.

2.4.3 Principle of detection of an end of frame

A receiver detects an end of frame when no bytes are detected in the PHYSICAL layer
(TAOM) for a given period of time. It then switches from receive mode to standby while it
analyzes the frame received and prepares the response frame. When the response frame
is ready, the station switches to transmit mode.

2.4.4 Format of a remote reading exchange

2.4.41  Nominal example with error-free transmission

%
N | ADs | ADP | cou | TAB. \D\ag\ \R«g <—— 120 128 byteq
—
N \)\/Secondary station to HHU
Q . ta field

COM = DAT

AG N ADS | ADP | CO

R2
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2.4.4.2 Example of data transmission spread over several frames
1 6 1 1 1 2 R1
AG N | ADS | ADP | COM]| TAB | CRC —>
L
ENQ TABi
1 6 1 1 1 2 R2
N | ADS | ADP | cOM| TAB Data i CRC <
DAT TABiI
[N
1 6 1 1 12 \R{\
N | ADS | ADP | COM| TAB | CRC \
ENQ TABj
1 6 1 1 1 <<:j\\\\ R2
N
N | ADS | ADP | com| TAB //Bma‘ C <
st |\ ORC
DAT

b exchange
xchange.

N ADS | ADP | COM| TAB | CRC
ENQ

1 6 1 1 2

N ADS | ADP | COM| TAB

DRJ

frame and
—— 12 bytes
R2
<« 11 bytes
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2.45 Format of a remote programming exchange

Example of error free transmission

1 6 1 1 8 8 2 P1
AG N | ADS | ADP | COM| ZzA1 | ZA2 | ZTD | CRC ——> 28 to 128 bytes
NA1]| O
Remote programming data
(1 to 101 bytes)
COM = REC s
L > Authentication data TN
(T6bytesy
1 6 1 1 8 8 2 2
N ADS | ADP | COM| ZA1 | ZA2 | ZDT | CRC to 128 bytes
NA1K | NA2
mote programming data echo
bytes)
COM = ECH _»
Authentication data

P3

A%
» NMQ%

2
N | ADS M%@{A i ZX%CRC ——> 27 bytes

\) 0 [ack
=AUT L
L 5 Authentication data
(16 bytes)
4

1 6 1 1 8 8 2 Pa
D — 27 bytes

N ADS | ADP | COM| ZA1 | ZA2|CRC

COM = EOS . .
L > Field to 0 (16 bytes)
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or
1 6 1 1 2 P4’
N ADS | ADP | COM| CRC <« 11 bytes
COM = ARJ
or
COM = DRJ

This exchange consists of four frames arranged in two successive return transmissions. In
the data field, the first 16 bytes are reserved for authenticationmses. Details of
authentication are givermrim 2:9-3tHerceforth; it the-specification-imposesctwoydirectional
authentication and the DES encryption system to be used, a minj t;}s{frames will
be rlecessary to perform this function.

The secondary
stat rame P3 is
ther
Whg
- 3 ing data stored when P1 was
sent is validated, a positive acknowledg EOS) frame P4 congluding the
€
- ote” programming data is not validated, a
rlegative acknow! (GOM = ARJ or COM = DRJ).

. by the secondary station which then vglidates the
by this station is received in error, the HHU tgkes it that

An ambiguity™ persi
data. If the

the n after several attempts to repeat P3 with| no correct
resy ote programming exchange will be followed by a remote
readi ¢ ambiguity.

2.4<. i f mote reading / remote programming exchanges —

A p|roperly conducted exchange consists of one or more call-response sequences with
frames of identical format.

Call

HHU Secondary station
Response

Calt

v

Response
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For the primary station (HHU), a remote reading or remote programming type call shall be
followed by a response considered as a positive acknowledge or as notification of an error
in the type of data transmitted (no startover is provided for in this case).

Detecting an error from a secondary station associated with a poor transmission is
translated into a no response which constitutes a negative acknowledge for the HHU.
A startover is then attempted at the initiative of the HHU by repeating the call of the
defaulting sequence.

An error detected on the response frame received by the HHU initiates the same startover
procedure on the incorrect sequence.

f the

i >that

Startovers are generated by the HHU. The maximum number of star
exchange| is unsuccessful despite these attempts, the HHU haits
station and signals a fault.

2.4.7 End of exchange — physical disconnection

The end ati further frame is
received i t the
PHYSICA .6.2.2) n o an end of exchange

ded for other applications.
a wake up call sequence.

switches {
No furthe

2.4.8

These twp modes do not opexa ive addressing with call-response pringiple,
but on a hroadc i 3 ¢ in the case of initializing the bus and gossi-
bie respohses in rarigom i sinthe pase of forgotten stations.

2.48.1 iici complete bus

For the { ading.of a complete bus, the HHU can ascertain, after reading gll the
known un| o more units which may have been forgotten and which do not

appear in|the
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AG All units , 1B Bus

1 ~ cie e .
e initialization

sensitized to the ADP transmitted
AG Unit 1 ENQ
| I L _1
DAT

L — < AN
AG Unit 2
| - L

(3

uccessive rpading
of\known units
on the bus
W question

3

AGi b/\ Il uhits Sensit ed

ASO

W\@nsmmmg RFO
| <

\ e transmitted TAB(i) RSO

nd for which FSF =0 RSO

e

Response frgm
forgotten unifs

2.48.2 Format of a bus initialization frame

AG N | ADS | ADP

CcOM

CRC

—

|

|

ADG =ADS COM =

1B

11 bytes
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This frame has the same basic format as the others. The secondary station address field
now serves to address all the units on the bus without exception and is called general
address (value 0 over 12 digits). All units connected to the bus and acknowledging the
ADP primary address are thus sensitized.

The action of the bus initialization command is to reset a flag in these units to zero (DSO:
forgotten station flag).

After the initialization frame, any read unit receiving an R1 frame relating to it (by the
presence of its specific address in the ADS field) shows its DSO (DSO = 1) if TAB is
known and will then no longer be considered as a forgotten station.

The bus initialization command is never followed by a response.

2.4.8.3 |Format of a call to a forgotten station and the associated re

At the end of a remote reading sequence, the HHU can sea ) ) i hax 5
in 100). This can only be effective if the preceding "Initiaki S0\ ang gssive reads”
sequence|is respected.
1 6 1 1 n 2
AG
AG N | ADS | ADP | COM T/ga/ CRC

HHU o Secondary station

B = TAB(i) list
1 <=n<=40

ADS=ADG

Responses

window 1 window 2 window 3
t ] 1 i 1 |

A forgottd
in the seg
the receiy

If the stati
response by the ary S ;
responds to this call if it recogmzes at least one of the TAB(i) in the list of its possible
TAB(i).

if the station’s DSO flag is activated (DSO = 1), the station does not respond and comes
off standby for the bus.

This broadcast call implies that several responses may be sent to the HHU. in order to
minimize collisions between response frames, each forgotten station has three time siots
in which to respond. Each selects its slot at random; the random selection varies from one
call to another, the length of the time slot is specified in accordance with the transmission
time of a response.
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1 6 1 1 1 6 2 <« 18 bytes

N ADS | ADP | COM|TAB(i)] ADS|CRC

|

COM = RSO Data field

The response frame complies with the general frame format given above; the 7-byte data
field contains the first TAB(i) recognized from the list sent in the ASO frame and the
6 bytes of the address of the forgotten unit which is responding.

[N
The| HHU opening three monitoring time windows, may be ith Sy of the
foligwing situations:
-l no response to the three monitoring windows, the unjt has been
forgotten on this bus.
- he HHU records the ad-
q in order to
r
- ut it knows
1 r forgotten
§ cedure will
:
This
2.4 Addregssing —~OpgRing & i j
On receptio<> i by to store
and| interpret 3 gk r free, the
address is
Nor
< re address-
i
All Lmits not récognizing their specific address are “"cut off" immediately after this frame

(protocol cancelled).

Other examples

- A random access multipoint connection by acknowledging the general address in
the case of a forgotten station call (multipoint connection limited to a maximum of
5 units);

- A non response multipoint connection in the case of bus initialization.
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2.5 General organization of the protocol
2.5.1 Overview

Protocols usually follow construction rules which give them a certain universality and allow
them to be used in other systems. A reference model for Open Systems Interconnection
(OSI) has been prepared; this architectural model opens up virtually unlimited possibilities
and in particular an arbitrary number of layers.

Local bus reading does not require all the layers specified in this reference model, but the
essence of four of them has been used to define an architecture in the application in
question; PHYSICAL, DATA LINK, SESSION and APPLICATION layers.

The spedification of this hierarchical, decentralized format shall:

- fagilitate the design and construction of the protocol {ro isting\basic etements,
while minimizing installation costs;

- S

implify its operation by offering formal rules;

- guarantee an acceptable system reliability, ment-

alizatipn of the functions, thus avoiding error

- provide upgrade, expansion 4and { S bdutar

design;

- op
The architecture thus preSented { ftware
product, 2.6 fopal concept with the advantage of a
hierarchi

252 A

This tayer i

nd the

med;

- the-half-duplex handling;

- the way in which the binary elements are represented (0, 1): link level, duration,
code translation, etc.

2.5.3 DATA LINK layer

The purpose of this layer is to take the binary digits (grouped into bytes) supplied by the
PHYSICAL layer and transform them into an error free link for the next layer.
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It includes:

- checking the frame by CRC, credibility check on the frame length and the content of
certain fields;

- transformation of a multipoint physical connection into a point to point link
connection by selective addressing.

Link errors will cause a no-response which, after a TOLM (link time out), will be taken as a
no-acknowledge and processed as such by the HHU or the secondary station depending
on the sequencing of the original frames.

[N

2.5)4 SESSION layer
The SESSION layer processes the command in successiv uces the
APPLICATION data.
At this level, it is assumed that all the error detectioq problems iated with the DATA
LINK layer have been resolved; the SESSION layers Vi et'the actipn which is
required of it (remote reading, remote meter/programming gotten statiop call, bus
initiplization, etc.) introduce any data to be trang : layer and
init'fte the response procedure by forwardi i d with the
command to the lower layers.
2.5|5 APPLICATION layer
This is the highest le

{ authenticatioh datq_in som ) are secure

and not 5

1 data spec data in the

{ollowing fi

data.

4
25
Thd synchroniz-
atia
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Receive phase Transmit phase

PHYSICAL [ ] L]

PHILI LIPHI

DATA LINK {:!

SESSION

APPLICATION

These "receive-trans je in

progress.

A layer does not ; g™

il the
task allotted to it h
Any error]i ag gan
error flag i 2 in error (ERLI, ERSES flags), stopping progress through

the layers mitting synchronization flags to the lower layers to signal the faplt.

Timing i ¢antrolledby the PHYSICAL layer so that the inhibiting of one layer dogs not
cause irreversible situations.

Moving from one layer to another may be accompanied by the transmission of parameters
and "data buffers” known for example by their memory location (address) and length (num-
ber of bytes); such knowledge may be implicit or explicit.
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Example of transmitting a frame
with the associated buffers

PHYSICAL DATA LINK SESSION APPLICATION
A A A A A A
N
ADS
[N
Franje ADP
"buffers”
coMm coM <\ x
Data Data ss\ t
0
CRC > \,
Tablp of \(\
pargmeters N

{fessmaybe sent directly from layer to layer or mor,
of all the component sub-tables.

dre in a known location and always consist of the sg

e simply by

me number
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2.6 PHYSICAL layer

-33-

2.6.1 Hardware overview — Schematic diagram of transceivers

T
|
: HF carrier
1 generation
I
! PM
i
> &
\ Il
T;X D : q T
'
Microprocessor I
HHU ER ¢
1
RxD :
i
1
1
1
|
1
1

Terminal: ETTD

S

/g;v ETC

%\ Amw

Q

T YVYN

E

1
1
HF carrier :
generation 1
1
PM :
= - i
X - 'Tx
) N )
! Microprocessor
: E/Fi unit
1
1
RxD R
»| Detection » : > -———0/‘l/——
L
i H
! i PAG i
P Detection | _:_ japl Detection
AG . AG
Modem: ETCD \ Terminal: ETTD

Unit (tariff device)

Secondary-station

vy

To other units
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The HF carrier is generated continuously; the TxD serial transmission output modulates
the carrier. An outlet port on the ETTD’s microprocessor allows the ETCD modem to be
switched to transmit or receive. On standby the modem is switched to receive (by E/R) the
gate is non pass; the envelope of the signal moving on the bus is therefore permanently
available at the microprocessor’s serial receive input (RxD). On transmit, the ETTD trans-
mitter is intrinsically monitoring for the bus (by RxD), software locking enables the ETTD’s
serial port not to be validated on receive (the serial port does not work on Full Duplex).

On the primary station side, the system does not need to detect general calls.

On the secondary station side, a software or hardware general call shall be detected.

A detailed description of the hardware components used in the mo

istids of the communication medium is given in this standard (seg(clauge4)!

2.6|2 Characteristics of a wake up call

A Wake up call is a specific sequence whose job is to put t
mumnication receive function on standby. This sequence co
a nominal time of 100 ms (TAG).

e

2.6]2.1  Representation on the bus

Wake up call byte

[N
ms aﬁ&hé character-

serial com-

ot.a continuousg carrier for

1 A
i Q %
N’

{

Stop from
first byte
of frame

am
N
' Start from
first byte
Q of frame
G

TA10

4 AGm = Minimum wake up call time =50 ms
TAGM = Maximum wake up call time = 150 ms

2.6\2.2 Principle of detection — Immunity to interference

The end of a general call shall be followed by the first byte of the frame after a time out for

the first byte, TA10 such that:
TA1Om < TA10 < TA1OM

where TA1Om = 30 ms
TA1IOM = 160 ms

NOTE - From the end of the wake up call the secondary station has a maximum time of TA1Om to enter receive

mode.
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During the general call time, any interference interrupting the carrier for more than 100 us
reinitializes the general call detection parameters.

The presence of the carrier for between 50 and 150 ms without interference greater than
100 us is therefore interpreted as a wake up call and "alerts" the secondary stations model
to receive the bytes of the frame to follow.

2.6.3 Characteristics of transmission/reception sequences

In accordance with the schematic diagram given below, the characteristics of a transmit-
receive sequence are as given below.
g AN

2.6.4 Timing chart (nominal)

>

t

TAOM
HHU : E/R Transmission . Regception Transmission

HHU : T x|D l l—] l_ H \
@r\e &) Q Frame P €— S t

aN

A N e
On the bus - : ”—

Unit: E/R

Y

\)

Transmission Reception

Wad
N z
4 \ TAO TAOM > TA10 |
Unit

Validation R x'D

v

Unit: TxD

Y

2.6.4.1 Comments

The transceiving levels on the bus are given in this standard (see clause 4).
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The first frame transmitted by the primary station is preceded by a generai call nominally
lasting 100 ms; this signal is generated by the serial transmission port used (TxD) and
then modulates the frequency of the carrier.

The bytes in each frame, transmitted by the primary station or a secondary station, are
transmitted in reverse logic:

level 1 logic from TxD or RxD = no carrier on the bus;

level 0 logic from TxD or RxD = carrier on the bus;

Start Stop Start

_]¢ ¢

ETTD/ETCD interface
(RxD / TxD)

Aftg 3 d, the bus will no longgr contain a
bus.

rion is not
(maximum absence of bytes time).
e received and the associajed actions
F the_protqcel. It djsables serial reception logically. [This detec-
¢ shall intervene in the transmission of a frame
iderations as to the duration of exchanges mean

?Le shall be:
ie out between bytes) = 30 ms. This parameter will

be switched to transmit as soon as an end of frame is detcted (and
p ies shall be

When an end of frame is detected in receive mode, the first byte of the frame shall be
transmitted within the time required for the upper layers to process the information
received and prepare the response frame. This time is called the "DATA LINK time out"
(TOL) and its maximum value is TOLM = 100 ms. It does not include the transmission time
for the first byte but only adds up the time until the start of the first byte transmitted.

The modem is switched from transmit to receive logically after the transmission of the stop
of the last byte in the frame. This length is in fact known by the transmission software
which determines the moment it is switched to receive.
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2.6.5 States on the PHYSICAL layer

2.6.5.1 Diagram of states on the PHYSICAL layer

Standby
/ AG /\

Detection AG

Alert layers

Alert PHYSICAL

init. PAXSICA
recéive bytes

TA10 > TA1OM

0 3 TAOM
(=1)

TOCO > TOCOM

PAREP =1

ALEA =0
@
(34)\JRO > NAO x TE TOCO > TOCOM
Transmit
bytes
TOE > TOEM
b3

ALEA =1
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2.6.5.2  Description of states on PHYSICAL layer

* General principles

All states are controlled at execution time level by "time outs" labelled TOXXX. By deti-
nition, a "time out" occurs in parallel with the execution of the actions of the corresponding
state. They are reset whenever the state in question is reached, except for the communi-
cation time out, TOCO which controls the overall duration of an exchange and operates in
parallel with all states from the "Receive bytes" state achieved by a "general call detec-

tion" event. -

Time outs labelled TAXXX run m series with the executlon of the actions of the state in

queptio. They are Tese

Thel various timers are incremented by a clock, the frequency©
comply with the timing operations specified in the applicati
paraliel to the action of the PHYSICAL layer.

and-vatidated = wieis g a - oM op

vhichhwi)belselected to
heclosk gréments in

The PHYSICAL layer is alerted and synchronlz 3 if 3 i isvfetected (logically or

However, depending on the type apy ion._ Geveloped, it is possible tg leave the
PHYSICAL layer on permanent sia by, 3 ill"be activated only on a general call;
this| option depends on the applidatio be managed outside the local bus read-
ing [protocol.

Theg diagram and
off putside a loca

the PHYSICAL layer is completgly switched

stocol. All variables on all layers required for handling a
4lized in this state. Start communications time out timer

s: each byte received is stored in a buffer which will be sept to upper

ayers for prgcessing.

*  State 2

LIPHI synchronization flag from DATA LINK put on standby.

* State 3

Transmit bytes: the upper layer has prepared a buffer or a set of buffers to be transmit-
ted; their location and length are transmitted to PHYSICAL for this transmit state.

*  State 4

Time lapse TRO = NAO x TE, NAO is a random value between 0 and 2 coming from the
upper layers. The time TE is fixed. In this state, the modem is in receive mode. TE is

fixed at 500 ms.
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* State 5

Closure of the physical connection, the PHYSICAL layer switches off all upper layers
and itself logs off. All the layers of the protocol are thus deactivated.

2.6.5.3 Description of PHYSICAL events

A. The carrier has been detected for a time TAG between TAGm and TAGM; this
information enables all the protocol layers to be put on standby and the PHYSICAL
layer activated by coming to state 1 “receive bytes". This event is also associated
with the overall initialization of the protocol and the initialization of time out TOCO.

at. Exiceeding the no bytes time TAO means that the end of recepti
be| assumed. This event then causes the DATA LINK layer tg-execut
theé synchronization flag PHILI = 1.

THis event is the standard exit from state 1 when
defected and the exchange is not finished.

bi. E state
5.|This event means that switching the pag ~ y the

THis is the event which indicates 3 3 i urred
and the protocol can cut off (exdmple of exis read-
ing frame).

ct. Exceeding the " lasts
lopger than the 5ing a
10 %

frame (12 te
safety ma

T( *chatterbox" HHU.

NOTE - This time check may be replaced by a check on the maximum number of bytes which can be
transmitted on a frame, with equivalent effect.

di. if the overall communication timer TOCO overruns, this causes a change to state 5.
This timer is initialized once only during the overall initialization of the protocol.

a2 - b2 -c2 - f2.
Returning the upper layers to synchronization by LIPHI = 1, indicating that their
actions are terminated, causes a move to state 1, 3, 4 or 5.
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e2.

f2.

a4.

b4.

a3.
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These events are then differentiated depending on the state of the three para-
meters PAREP (no response), ALEA (random) and ERLI (DATA LINK error).
PAREP tells the PHYSICAL layer to move to end of protocol state without transmit-
ting a frame and without waiting for a startover.

PAREP is set by the upper layers when

— decoding an IB command (bus initialization);

— detecting an ADS address which is not that of the unit;

1) addresses a uni ich has not been

forgotten or is not concerned,
— detecting a primary address ADP unknown to the seconada
d ed| it tells the
unit, whether it has been "forgotten” or not, thé Partoy Q be explected after

the transmission of its response frame.

is when a
te is to be
a response
time of all
synchroni-

associated
SESSION

| = 1 associated with ERLI = 1 (DATA LINK error) means tHat an error
detected at an upper level. Under these states, the unit reverts to state 1

“receivebytes-to-waitfor-a-startoverfromthe-primary-stations
time out TRO = NAOXTE is reached and aliows a move to state 3 for the trans-
mission of a forgotten station response frame into one of the authorized time
windows.

Communication time out TOCO overrun.
Exit after end of frame transmission where ALEA = 0 (the frame which has just

been transmitted is not a response to a forgotten station call). The PHYSICAL layer
reverts to state 1 to receive any subsequent frame.
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b3. Exit after end of frame transmission where ALEA = 1 (the frame transmitted is a
response to a forgotten station call). The PHYSICAL layer knows that no startover
or frame is expected. It can therefore switch to state 5 to disconnect.

The unit shall not revert to state 1 so as not to receive frames transmitted by other
stations.

c3. The transmission time out (TOE) stops transmission if it lasts longer than TOEM.

TOEM = (128X10 , tAcEOM) S~
TOEM = 1 100 ms
d3. Cdmmunication time out TOCO overrun.
NOTE { TOCO will be detected with a precision encompassing the faxim ati 3 bonse”

sequende; it may therefore only be checked at the beginning of

B. Affer switching off all the layers of the protocol, f off.

2654

- Remote

- Remote

X

al

a2

b1 a3
1 3
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- Bus initialization: nominal example

]

b2
by

This diagram is also applicable in the case of a forgotten station call addressing a non

g a station

whose address is not that of the primary call address ADP.

Example of startovers followed by correct remote ?etected by

he secondary station in the upper layers

O fz
~__"
at -
2
2
)
al ]

a2

N\
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2.6.6 Time division charts

2.6.6.1 Nominal example (as seen from secondary station)

Call Response Call Response
AG e - _— -
AN -

TAG

L 4 <
Standby St /(Q\ s\
Trans- Q\ Trans—

Secondary | Reception mission Recepti B\iSSl >ecepti:)n

station 4 X
\\ \>
. TA10 1Q ™ TA1O
> »

O

PHYSICAL | < Q
X a
Q TOE TOE

\f\é? TOL
L/

v

TOCO

\]

X

/\
/\\ X
\\Wby Standby Standby Standpy Stangiby
DATA LINK
\} )\
Standby Aﬂandb\ Standby Standby Standlby

SESSION f
Standby Standby Standby

APPLICATION

TAG = 100 ms

TAOM = 40 ms

TA10OM = 160 ms

TOLM = 100 ms

TACEOM = 30 ms

TOCOM = 15 s

TOEM = 1100 ms

TOBM = 1360 ms
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2.6.6.2  Example of error on reception (as seen from secondary station)

Example corresponding to events e2 and f2 on the PHYSICAL layer diagram correspond-
ing to an overrun of the DATA LINK time out or an error on the upper layers (ERLI = 1).

* Example of event e2 (TOL > TOLM)

Call Repeat call
AG e — .
0 o
TAG %%
4 / / N\
| AN
ftea :;,r;dary Reception Standby ;//U e < A \\) v
N
TA1Q)
L
L 5oM TAOM
PHYSICAL ¢ %% [
\QB\\ %/A TOB |
S\
<i TOLM / / oL __
AR 7
Q \ b TOCO /A%

( S 77K -
%NSQ Standby Standby Z;%Standby o
SESSION Standby é{ésmdbv —
APPLICATION Standby %VAStandby L

:g:i‘:r:y BHYSIGAL Transmission Reception %Trans. Recep_ti(:n-

TREPR. Min. M‘ax. Repeat window

authorized for HHU

Repeat call time of HHU after transmission
TREPRmin = TAOM + TOLM

TREPRmax = TAOM + TOLM + (TA1OM - duration of 1 byte)

L i
I

Time seen from secondary station
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- Example of event f2 (ERLI = 1)
Call Repeat call
AG — .
o
TAg %/
N R
Secondary Receplion  [oareby F77 ptiom N
station 4 » ////
7
7
TA1O A /_:/
7 P
N7 L
7\
PHYS|CAL ¢ /\ é} >
T8 |, A o8 Y |
oL LAl \/ TOL
L /> TOC , /% L
oATAILINK (\ \Stz@b E/®\=/17‘//;/A5$tandby S-t_afd_b)i
SESS \ Stantp //%Standbv Standby
/ o
APPL f:\\ \;"dby /A/// Standby Standby
_::;T?:r:y Ay Transmission Recept%;///ﬁ Trans. Recep_tign_
Min. Max
TREPR. Repeat window

HHU startover time after transmission:

TREPRmin = TAOM + TOL with min TOL = 0

TREPRmiIn

= TAOM

authorized for HHU

TREPRmax = TAOM + (TA10OM - duration of 1 byte)
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- By combining the above two examples, the startover time shall be between MAX
(TREPRmin) < TREPR < min(TREPRmax)

TAOM + TOLM < TREPR < TAOM + TOL + (TA10OM - duration of 1 byte)

TAOM + TOLM < TREPR < TAOM + (TA10m - duration of 1 byte)

160 ms < TREPR <170 ms

1t sﬁould be noted that according to the above inequation TA1TOM cannot be less than

TOLM.
e\p<($ary station
in\gnd TREPR-

>e primary

If nb expected response frame comes after a call frame is trans
shdll carry out a startover in the time division window specifie
mak. The startover time (after having been reset to zero) is ¢
station switches to receive mode.

Q@
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2.6.6.3 Example of forgotten station call

Call
AG —_—
T

TA? Py
Secondar} Reception (\
station

TA10
TAOM
TOB

\ 4

1

LA

CAS NAO=0 =

Trangmission
. —~ Q FE2
> Vore,
CAS NAO =1 N Transmission
é\ FE3
e Vs
CAS NAOK 2 \ Transmission
4 X —
x 0 TE 2TE
Primary Trgnsmission
station FR1
I E— VI P IFIIrrs FR2
PP FR3

VOIS TIESIIE

0 | TFRt TFR2 TFR3
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After a forgotten station call, the station can respond in three time slots. The start of trans-
mission of a frame takes place in window FE1, FE2 or FE3 if the random number NAO is

0,1

, Or 2 respectively.

The digit time TE separating two windows FE is the maximum time a forgotten unit can
need to respond, added to the maximum time a primary station can need to interpret and
store the received frame.

If TRAMOU represents the transmission time for n bytes comprising a response frame,
then TE shall be selected such that:

We
out.

TOUM = TOLM’
TAQOM =TAOM’ = 40 ms
TAGEOM= 30 ms

TE > 'II'OLM + TRAMOU + TACEOMI + |TAOM’ + T LM’I

Secondary station Primapy station

assume that the HHU DATA LINK time out is equival 1 it
Similarly for the maximum no byte time (TAOM)

100 ms

TRAMOU =

(NOCT = 18 for a forgbtien

TE

TFF
TFF

TFR
4

The|
stat

with a dige 0
rece

- 420 ms

ption windg

ise ee windows are thus specified to be perfectly synchronized to th
on replyN cases which may arise.

}lNK time

o forgotten

In view of the theoretical possibility of having an ASO frame comprising 40 different
TAB(i), the maximum overall duration of a forgotten station call is therefore:

4
T = TWUM + TATOM 4 (8121 X107

1200

4
T=150+160+(.§%%61_09_ +30) x 1,02 + 40 + 1 500

T=2305ms

+ TACEOM) x 1,012 + TAOM + 3TE
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NOTE - With an ASO frame comprising only one TAB(i), the maximum overall duration of a forgotten
station call is 2 s.

2.6.6.4 General comments and details of measurements

All the times will be checked to + 1 % precision (with a minimum of + 10 ms precision).
It should be noted that the HHU general call time will be transmitted with £ 10 ms
precision on either side of a nominal value of 100 ms.

The HHU shall leave enough time between two successive exchanges for the first called
. . L ) e shall
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2.7 DATA LINK layer
2.7.1 Opening-closing of the DATA LINK

As soon as it is activated, the DATA LINK layer is on standby for the synchronization flag
(PHILI) transmitted by the lower layer (PHYSICAL).

A secondary station in receive mode analyzes the incoming frame before signalling the
upper layer (SESSION) with a synchronization flag LISES that it can begin to carry out its
actions.

The upper Iayer (SESSION) in return transmits a SESLI flag at the end of its work; this
respen boRd ha srission—of all the information op™huffers” required to

smit a response frame.
.;}al trans-

A LIPHI flag is then transmitted to the lower layer (PHYSI
mission of any response frame.

PHILI = 1 Q\ >
v yal \>

PHYSICAL DATA O SESSION

\Q SESLI =1

LIPHI =1

Dis¢onnection can 0% e%w' four events, managed by the DATA LINK

laygr itself:
. ’erros ) ’
4 addre respond to unit’s specific address or genefal address
event bi

esponse frame (event aib)
with ERSES error or PAREP flagged indicating that no

All disconpections réset the DATA LINK layer to PHYSICAL standby state.

The DATA LINK layer is only switched off by the PHYSICAL layer on a normal end of
exchange or on one of the time outs running out.
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2.7.2 Format of a received frame — Area of action of the DATA LINK

N ADS | ADP | COM Data CRC
A ’l‘ A_ crcie
Address of calling primary station

Address of called secondary station
or general address

—— Number of bytes transmitted by calling
primary station TN

2721 Syntax checks and transmission validity checks
These checks include:

- CR[16 check on all bytes in the frame
- comparison of the contents of the first byte in the e, e ber of

the seg¢ondary station;
- syntax and validity check on by

- syr
- syr

If any erfors are detected k SECH ation during the checks, the DATA [LINK
layer dis¢ Y SICAL for any startover procedure.

if there af \ A ayer carries out a check on the address field.
2.7.2.2

Dependiﬁ ion to be taken, the ADS field contains the general adgress
recognize i = ADG, or the specific address of one of the stations

connected to the

The ADP field contains the primary address to which the secondary station has been
programmed to respond to or the general primary address (ADP = 0) which is recognized
by all secondary stations.

When the secondary station recognizes both its ADP and its ADS, the DATA LINK layer
remains connected and moves to standby for the upper SESSION layer after having sent it
the synchronization flag LISES = 1.

Otherwise, the DATA LINK layer disconnects by going on standby for PHYSICAL having
sent the synchronization flag LIPHI = 1 to the lower layer. The DATA LINK layer also
calculates the length of the field intended for the upper layers and gives them its location.
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2.7.3 Format of a transmitted frame — Area of action of DATA LINK

In the upper layers return phase in respect of a transmission of bytes by a secondary
station, the DATA LINK layer which was on standby for SESSION receives the synchroniz-
ation flag SESLI = 1 together with a buffer or set of buffers. They are referenced by their
start of field address and their length (number of bytes).

In order to minimize the number of parameters travelling between layers, it is possible to
transmit only the length L of a table comprising all the start of field and length values.

Transmission data Table cothed to
to be transmitted ] DATATINK
/ - EMPO
Lo COM
4
y SE EMPO
Data: 4 Lo
L1 Table 1
EMP

per layers, the DATA LINK is ipstructed to

L L1
: MP<> )
/ Data: N EMPP
L2 Table 2 Le
~

R is-axcopy. of the specific ADP to which it has been pfogrammed.
A is the specific address of the answering secondary

N = (L0 + L1 +L2) + L(ADS) + L(ADP) + L(N) + L(CRC)
6 bytes 1byte 1byte 2bytes
N = (LSUP) + 10 bytes

The response frame thus comprises a set of buffers. The physical transmission procedure
searches for each of these buffers in turn, the location and length of which are known. The
exact number of buffers is left to the initiative of the designer depending on the hardware
capabilities and memory capacity he has at his disposal, provided that transmission times
are adhered to.
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2.7.4 Operation of sequence chaining

After an error free "call-response” sequence, the secondary station’s DATA LINK layer re-
sets to standby for the PHYSICAL layer for a possible startover or the next frame.

Even in remote reading, the protocol enables data to be read from several successive "re-
sponse” frames when the data exceeds the maximum length of a frame, without having to
generate a further general call. A priori, it is the portable data input terminal which takes
the initiative to take the reading in several "call response” sequences. The only limitation
lies in the overall communication time which shall not exceed the communication time out

TOCO.
AN

* Format of a remote reading over several sequences

AG TAB1

TAB1 Da(tat@TAm N
7\ C)

TOCO <

TAB2 > TOCOM
(\(\

T((B? ) Ra> type TAB2 N
N \j

5
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2.7.5 States of the DATA LINK layer
2.7.5.1 Diagram of DATA LINK states

Alert

Standby
PHYSICAL @
/
- Connect DATA LINK Disconnegt 6
il it oS AT, | =1NA- """~
PHILI=1 ¥ (A0 QATA LA \1g
Synchronization
Initialization
sequence
call-response
2\

(S

ar

Good bia
| PAREP =0 ~¥¥

(LISES = 1)
Standby
SESSION o

SESLI = 1
ERSES =0 4+
PAREP =0

C ot (D) _

se trame
response tram J ERLI < 1
PAREP =0

ERSES =0

Bad
PAREP =1

SESLI =1

PAREP =1
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2.7.5.2  Description of DATA LINK states
This layer can only be switched off by the PHYSICAL layer.

*  State 0

As soon as it is activated, the DATA LINK layer is on standby for the synchronization
from PHYSICAL; exit from this standby state constitutes the connection of the DATA
LINK layer commencing actual execution of the actions it has to perform.

Once its work is done the DATA LINK layer reverts to standby (disconnect).

*  State 1

This stateconstitutes-the-initiatization-of- the-variables required-forth
a "calllresponse" sequence. The variables LIPHI, LISES, PAREP, a
zero by the system at this level.

S ropOrrunt ing of
set to

*  State 2
Corregponds to syntax check and credibility check on thé recei 7{2.1).
An errpr in either of these checks causes the error

*  State 3

Corregponds to the ADS and ADP ield$ (7.2.2). The presence of
a specgific address ADS or genera i is A prrect
check] otherwise a PAREP flag is prove

station 5 spe-
cific ADP or the generaVpa 3 C se the
PAREP flag is set.

*  State 4

Stand ).

Consty

Disconnection.of DATA LINK and synchronization moves to lower layer by LIPHI 5 1.

2.7.5.3 Description of DATA LINK events

AL. Setting the synchronization flag PHIL!I = 1 connects the DATA LINK and permits
access to state 1.

alt. |Initialization complete, unconditional move to state 2.

al2. Various syntax checks carried out by state 2 are correct and exit from condition 2
with ERLI = 0 allows access to state 3.
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At least one error is detected in state 2 and transmitted by ERLI = 1. Synchroniz-
ation flag LIPHI is then set to tell PHYSICAL that it can resume action. The PHYSI-
CAL layer then uses the ERLI parameter to select its type of action (return to

receive bytes for possible startover).

Address field check is correct; exit from state 3 with PAREP = 0; synchronization
flag LISES = 1 being set, the upper layer is then permitted to begin its work. The

LINK layer is then set on standby for SESSION (state 4).

Address field is incorrect; exit from state 3 with PAREP = 1 to/ind\icate to the lower

call as it is intended for the standby unit and the PHYSICAL |

ha

disconnect

PHYSICAL Tevel, resynchronized by flag LIPAT = T, Tnarirnegea nov‘\n;sQ ond to this
C

definitively without waiting for any startovers.

Setting SESLI = 1 together with the
(ERSES = 1) permits a move to sig
will not transmit a respong

move from

SESSION
LINK which

se is to be

moves the

= 1. As parameters ERL|, ERSES and

e buffer (or

LINK layer

AL 1 12
al3
al4
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- Remote programming: nominal

AL all al2
o} ]
L

al3
BL als al4
[ Tc ; [ —
[N
AL ] alt al2 ]
- LK
al3
BL ] als
-+ g | 5 "
- Bus initialization
12
a2 4]
L=
al3
[
4
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- Example of startovers after syntax check error (ERLI = 1) followed by correct remote
reading on third attempt.

>|’;‘| AL T al1
L
bi2
EL BL .
- JAERN

N\
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- Example of startovers after SESSION return error (ERSES = 1) followed by correct
remote reading on third attempt
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2.8 SESSION layer
2.8.1 Opening and closing the SESSION

As soon as it is alerted, SESSION goes to standby state for the synchronization flag
LISES from the lower DATA LINK layer. This flag authorizes the performance of the
actions associated with SESSION. When SESSION is synchronized by DATA LINK, it is
implicit that the lower layers have performed their tasks without detecting errors or
anomalies.

The main function of SESSION is to interpret the contents of the command field in the
recewed frame in order to take the appropriate action and transmit the synchronization

A mand byte
the lower

DAT|A LINK layer.

SEYSION disconnects when it sends the synchronizati S the lower

layey.
LISES =1 \1/ /if \\\> SAP =1
DATA LINK Q SESS G APPLICATION
\¢ APSES =1

SESLI =1

The
exc

e PHYSICAL layer on a normal end of

2.8.

The i S ands initial call-response sequence are: ENQ (remote reading),
RE( Ni Bus initialization), ASO (forgotten station call).

1011% ing sequences, depending on proper running and not the exchange, the

ENQ.(startoverdr remote reading over several sequences)
REC (bidliUVb‘l irremote pluylalmu;uy)
AUT (in remote programming only)

if ENQ has been recognized in an initial sequence, the following sequence, in the event of
a startover, can only carry the same command. Otherwise, a SESSION error is detected.

Generally speaking, any abnormal chaining generates a SESSION error signalled by
ERSES = 1. This error causes the progressive disconnection of the lower layers for a
subsequent startover.
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2.8.3 Command field in response mode

—61 -

Any call command received by a unit (see 2.8.2) is systematically associated with a
response command (except for IB).

Command field

This resp
TION (AR

if the ide
program
performed,

cation Rejj

- DN
- DN

284 P

4
To interp|

sequence.
flags revd

Service
Call Response
Remote reading ENQ DAT
or DRJ
Remote programming REC E‘{\
AUT S

Bus initialization

Forgotten station call

or

e
S

APPLICATIO

mote
s not
hat a
henti-

Quent
other

DIB:
DASO:
DTR:
DTP:

APREC is set to 1 on the following state:

Bus initialization flag
Forgotten station call flag
Remote reading flag
Remote programming flag

If DIB or DASO or DTR or DTP = 1, then APREC = 1.
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Another variable AR enables the progression of remote programming call-response
sequences to be followed, as shown in the diagram under "command field in receive
mode". This variable is transmitted to APPLICATION to enable it to know the sequence in
progress.

Command field in receive mode:

AR=0 ENQ REC IB ASO
[
AR =1
All [flags (DIB, DASO, DTR, DIP, APR A the overall

The variable DNA is set by the APP e SESSION
layer.
The table of 2.10 ot each flag and the one which it usgs.

All these w@ S art’of the various command interpretation possibilities
to &

i xchange

Then
- Set DTR = 1 in remote reading mode

- Set APREC = 1 signalling that a first call has just been received

- Prepare COMmand byte in response mode: DAT (DRJ command will be
substituted on return from APPLICATION if DNA = 1)

- Synchronize APPLICATION by SESAP = 1
- Standby for APPLICATION
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* If COM = REC (this is a remote programming exchange)
Then

- Set DTP = 1 in remote programming mode

- SetAPREC =1

- Prepare COMmand byte in response mode: ECH

- Synchronize APPLICATION by SESAP = 1

- Standby for APPLICATION
* If COM = ASO (this is a forgotten station call - no startover)
Then

- |Set DASO = 1 in forgotten station call mode
- |Set APREC =1

- |Prepare response byte COM = RSO

- |Synchronize APPLICATION by SESAP =1
- |Standby for APPLICATION

* Jf COM = IB (this is a bus initialization - no st3
mitted

Then
- |Set DIB = 1 in bus initializattan
- |Set APREC =1

¥ If
Then

If APREG
4
Then

*1f CQ

Sponse to be

Then if DTR = 1 and (DPT = DASO = DIB = 0)
Then (remote reading startover or request for new tables of data)

rans-

- Prepare response command byte: COM = DAT (DRJ will be substituted on

return from APPLICATION if DNA = 1)
- Synchronize APPLICATION by SESAP = 1
- Standby for APPLICATION
Otherwise (incorrect chaining: error)
- SetERSES =1
- Synchronize DATA LINK by SESLI = 1
- Standby for DATA LINK
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* If COM = REC
Then if (DTP = 1 and AR = 0) and (DTR = DIB = DASO = 0)
Then (remote reading startover on first call-response sequence)
- Prepare response command byte: COM = ECH
- Synchronize APPLICATION by SESAP = 1
- Standby for APPLICATION
Otherwise (incorrect chaining: error)
- SetERSES =1
- Synchronize DATA LINK by SESLI =1
- Standby for DATA LINK
1 1f COM = AUT
Then if DTP =1 (DTR = DIB = DASO = 0)
Then (first AUT received)
- Prepare response command byte: COM

be substituted on

(

Set ERSES = 1

- Synchronize DATA LINK by SESL! = 1
- Standby for DATA LINK
* If COM <> (ENQ and REC and AUT)
Then (error)
- ERSES is set to 1 (to startover position without response)
- Synchronize DATA LINK by SESLI = 1
- Standby for DATA LINK
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2.8.5 States of the SESSION layer
2.8.5.1  Diagram of SESSION states

Alert

Standby
DATA LIN
Conngpt SESS'ON ﬁnnnnnnnf /@

LISEs =1 -7 () \SEsSION SESLLA
Synghronization

Initialization

sequence

call-response

Ve

APSES =1
PAREP =1
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2.8.5.2 Description of SESSION states
This layer can only be switched off by PHYSICAL

* State 0

As soon as it is alerted, the SESSION layer puts itself on standby for the synchroniza-
tion flag from DATA LINK.

* State 1

Initialization of the parameters SESLI, SESAP and ERSES which are needed for a call-
response sequence.

AN

—State 2
The command field is interpreted according to various pargmete as\qlntioned in
9.8.4 above in order to specify the type of action to be take

In this state, the command response byte is also prepare in state 4
| State 3

Standby for synchronization feedback from APP

| State 4

Insertion of response comma NA = 1 or

IDNA = 2.
| State 5

-—h

2.8)5.
As. LINK fayer
asi|
4
as2 e time, the
the event
of an r or the SESAP flag is set to synchronize the upper APPLICATION layer.

TFhe-command-interpretationflowcharis-givenunder 2.8.4 above

as2. Command interpretation is correct for sequence in progress and previous
sequences (ERSES = 0). SESLI flag synchronizing APPLICATION is set and SES-
SION moves to standby state 3.

bs2. Command interpretation is not for expected command (ERSES = 1). SESLI flag
synchronizing the lower DATA LINK layer is set; SESSION disconnects (state 5).
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AR
5 toghth\e with

state

cs2. Response to startover on second call-response sequence from remote program-
ming service: the same response as for the first call is sent.
as3. After standing by for APPLICATION (state 3), synchronization flag APSES feed-
back together with state PAREP = 0 enables the system to change to state 4.
bs3. After standing by for APPLICATION (state 3), synchronization flag APSES feed-
back together with state PAREP = 1 (no response to be transmitted) indicates that
SESSION shall disconnect (state 5).
as4. Urconditional change, after command insertion (state 4) to sta
setting of synchronization flag for lower DATA LINK layer (SES
Bs.  Affer disconnection and transmission of SESLI, return to A
forl next call-response sequence.
2.8.5.4 | Diagram of several examples of states
- Remotg
- Remote|program
4
0 % — 5 [« hililnd ir, as3
As

— ast

Bs | as4
] 5 |
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- Bus initialization

- Forgotten station call addressed to a forgotten station

As

»| 0

L
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2.9 APPLICATION layer

2.9.1 Opening-Closing

After having been opened at the beginning of the protocol, the APPLICATION layer is set
on standby for the synchronization flag from SESSION. If the lower layers perform their
tasks correctly, the SESAP flag enables APPLICATION to be synchronized (connected)
which commences with an initialization phase (state 1).

APPLICATION disconnects as soon as the flag for the lower SESSION layer is set.

The APPL

292 A

A frame 3
of data to

atch bet
related dgta table will be sps ach cat C

If the TAEH
that a neg

293 A

The first

2.9.3.1

Authentig

[ICATION layer can only be switched off by(the(PHYSIGAL

ation-is

key pecu

SESAP - 1 | AN
Vv

SESSION APPLICATION

APSES =1 J

e AB(i) data specifying the
encode of this TAB(i) byte an

arried out by an exchange of random numbers encrypted using a §

type
d the

such

secret

iarfo each unit (Ki). The random numbers are defined in 8 bytes (see anny

ex D),

they are encrypted in 8 bytes using an 8-byte key and the DES algorithm specified in

annex B.
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This two-way authentication is superimposed on frames P1, P2 and P3 as follows:

HHU Data field Secondary station
P1
ZA1 —_— ZA1

no
TZ

1
L}
1
!
1
!
i
1
i
I
1
1
|
|
:
{
i
i
I
|
|
|
1
1
I
|
1
L}
1
1
!

NATK, NA2 \
ZA1 ZA2

PA1 field of

On arrival at the secondary station field ZA1 is decrypted by the DES algorithm to obtain
the encrypted random number NA1K.

Returning frame P2 contains this random number NA1K in field ZA1 and a random number
NA2 generated by the secondary station in field ZA2

On reception of P2, the HHU decrypts field ZA1 using the DES algorithm and the Ki key.
The resulting NA1’ is compared to NA1. if NA1” = NA1, the HHU considers the called sec-
ondary station to be authenticated. Otherwise, the HHU considers that an impostor is at-
tempting to speak on the line in place of the unit in question; it then aborts its remote
programming exchange without a startover and logs an authentication failure.
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After correct authentication of the secondary station, the HHU encrypts the random
number NA2 generated by the secondary station and transmits it into field ZA2 of P2. It
obtains an encrypted number NA2K which it transmits on P3 into field ZA2; field ZA1 is at
zero.

The secondary station decrypts field ZA2 using its Ki key and the DES algorithm; it thus
obtains NA2’ which it compares to the previously generated random number NA2. If
NA2 = NA2’, the secondary station considers the HHU to be authenticated. Otherwise,
the secondary station’s APPLICATION layer sets flag DNA to 2 such that a negative
acknowledge frame is retransmitted to the primary station.

has been
stored at

The prin
remote p

The pring

ever any ge in
internal g nsmit-
ted by th

2.9.3.2

This field stored
by the s¢

It is echded on frame P« fields,
the HHU| verifies that e is a
mismatcm, it rep s thy ! with
a different rando

On recepti econdary station verifies the authentication of the primary

station. 1 eviously stored data may be decoded and validated.

4
When th i has been successfully completed, frame P4 with thg EOS
command i primary station to close the procedure.

if there 1s any decoding problem with e programming data, it s not vatidated and
the secondary station’s APPLICATION layer sets flag DNA to 1, such that a negative
acknowledge frame is returned to-the primary station.

2.9.3.3 Description of the data field ZDT
The data field ZDT comprises two sub-fields:

- the field TDP which relates to the programming data contained in the field DON
(equivalent to TAB for the local bus reading);
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2.9.4 Action relating to forgotten station calls
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from 1 to 101 bytes

ina forgotten station call the mere fact of the DASO flag comlng fro the Iower SESSION

o1the APPLI-

%YSICAL,
nyimber NAO
s APPLICA-
“Teration will

ilt therefore
$(s) in com-
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2.9.5 APPLICATION layer states
2.9.5.1 Diagram of APPLICATION states

Standby
SESSION

APSES =177

e Disconnect A_ __________________
APPHEATION =/ Connect APPLICATION )
K SESAP = 14+~

Initialization
sequence
call-response

' D
Interpret T{"
EEave; 3
v S
> Decrypt

% g
- \ (e

Generate NA2
Store data

To condition @

rpretation

M

Specific action P
Valid Data @)

A? valid

data

UNA = U

DNA =1

To condition --7
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2.9.5.2 Description of APPLICATION states

This layer can be switched off only by PHYSICAL.

* State 0

Standby for SESSION. As soon as it is alerted, the APPLICATION layer puts itself on
standby for synchronization from SESSION.

*  State 1

Initialization of a call-response sequence. Each sequence begins by initializing certain
parameters APSES and ALEA.

* State 2

yAERN

IMterpretation of flags indicating the type of command receivied, which |enables a
change to state 3,5, 7, 8 or 11.
*| State 3
Hemote reading: the interpretation of the byte TAB(i) d ibi data table
to be read and the setting of flag DNA (DNA = 0 or DNA
*| State 4
Remote reading: preparation of the response data TAB(i) re-
ceived. Forgotten station flag set (DSO =
*| State 5
Horgotten station call: verificatio e resetting
of DSO.
*| State 6
Horgotten station<call ati secondary

3 = generation

P response

sequence: the response data field receives| the same
ich is encrypted using the DES algorithm in asso¢iation with
he response data field (ZDT) will also contain the ¢cho of the

ed number

Re
A ce. DNA is

d contains the encryp

mote progfamming: Second sequence: the data fiel

set to 2 if the test is incorrect.

* State 9

Remote programming: Second sequence: decoding of remote programming data and
related job-oriented action. DNA is set to 1 if the test is incorrect.

* State 10
APPLICATION disconnects and synchronization passes to lower layer by APSES = 1.
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* State 11
Bus initialization. Initialization of forgotten station flag (DSO = 0). PAREP is setto 1.

2.95.3 Description of events

Aa. Reception of synchronization flag SESAP = 1 .from the lower SESSION layer
enables change from state 0 to state 1.

aal. Unconditional change from initialization state 1 to state 2.

aa2. The flag sent by SESSION (DTR = 1) corresponds to a remote readipg%tion.

on\\al ac-

ca2. The flag sent by SESSION (DTP = 1) corresponds to a remoteNRrograme ing action,
vafiable AR (AR = 0) indicates that this is the first remote quence.

ba2. Thx flag sent by SESSION (DASO = 1) corresponds to a forgotten stati
tio.

da2. The flag sent by SESSION (DTP = 1) correspo nd$ to : ggramming agtion,
vatiable AR (AR = 1) indicatgs_that i : ming
sequence.

ea2. The flag sent by SESSION (DIB : s.to a bus initialization action.

aa3. DN DAT

ba3. DN frame

is
aa4. Unconditi
aa5. P4 indicates that a response shall be made to this call. A secdndary

statian gen forgotten (DSO = 0). The intersection between the list of TAB(i)
rebeivedaand that of the secondary station contains at least one TAB(i)

ba5. PAREP = 1 indicates that no response is to be made to this call
- either the secondary station has not been forgotten (FSF=1)
- or the intersection between the list TAB(i) received in the ASO frame and that of
the secondary station is empty.

aa6. Unconditional change to state 10. The variable ALEA in set (ALEA = 1) to indicate
to the lower layers that this is a response which shall be generated in the window
specified by the number NAO.

aa7. Unconditional change to state 10.
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aa8 DNA = 0 indicates that the check on NA2 is correct.

ba8. DNA = 2 indicates that the check on NA2 is wrong: a negative acknowiedge ARJ
frame shall be transmitted.

aa9. DNA = 0 indicates that programming data has been validated by the secondary
station.

ba9. DNA = 1 indicates that the programming data is wrong and that it has not been vali-
dated by the secondary station: a negative acknowledge DRJ frame shall be trans-
mitted.

aal1. Unconditional change to state 10. The variable PAREP is ingicate to the

lower layers that no response is to be transmitted.

Ba. After disconnection and setting of APSES to 1, r gdby state

for the next sequence.

2.9|56.4  Possible simplification

Thd ] he applica-
tior] 3 eading only (without remote
pro

In L ry station is
reg DN :
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In this case, the APPLICATION layer is never synchronized and never encounters
DTP = 1.

in the APPLICATION states diagram, all the states and actions related to DTP = 1 may
therefore be removed without the overall compatibility of the simplified protocol being
adversely affected.

@%
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2.10 Summary and inter-layer relationships
Simplified general diagram of states
PHYSICAL
Overall
initialization
DATA LINK SESSION APPLICATION
Alort : ! /\ :
Standby St y Standby
PHYSICAL SESSION
PHILI = 1.! LISES\: 4 [SE
/| C
initialization

reception/
v

Syntax@%\\‘s'gﬁ;%ﬁé

Standby >\/ 2N
DATA LINK Ba \{PAREP = 1
PAREP = 1 = At 3 ‘F/ y
1
ERLI = 1 ABDORESS Specific
ALEA = 1 (\che action
N / A A

A i\B\ad ERSES =ly ‘Pl REP = 1

‘ EE‘R——/( i

Y LN ! ' ALEA = 1
anshi s%r\ Standby Standby -
\}\ ¥ SESSION APPLICATION

: <
(\ \/ 1 ARSES =1
N\ SESLI = 1 PAREP = 1

PAREP =1 APSES = 1
</\ g ERSES = 1y
\ Frame Response
\L\EA 0 ALEA =1 return command
- or
PAREP =0 oAGED 4
y < < <
Stop
Switch off
N.B.: Timeouts are not shown

ERSES=1—> ERLI=1
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2.10.2 Synchronization flags and parameters

Global PHILI 7 LIPHI / LISES / SESLI/ SESAP / APSES =0
initialization DTR/DTP/DIB/DASO=0 ALEA=0 PAREP =0
DNA=0 AR=0 APREC=0 NAO=0
PHYSICAL DATA LINK SESSION APPLICATION
LIPHI =0 SESLI=0 APSES =0
Initialization LISES =0 SESAP =0 ALEA =0
PHILI=0 ERLI =0 ERSES =0
PHILI LISES SESAP
Synchronization - - -
flags ape VAN
transmijtted parameters Buffers (emp,lon) Buffers (emp,lon) Buffers p.lon)
DIB/DTR/BTP DA(SQ/AR
A\
LIPHI DIB/DTR/D N
. . LISES \
Variable assigned PHILI (RA2) PAREP
in conditions ERLI
and acfions
Synchionization
flags and
transmitted parameters
PAREP

This table does not inc

NOTE
always

In the ¢
LINK is

then res

The err

implicit that sending ERSES = 1 between SESSION ang
in DATA LINK.

yer are

DATA

which
ER is
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2.10.3 Simplified general diagram covering a few examples

PHYSICAL DATA LINK SESSION APPLICATION

Remote
reading
Nominal
example

Bus
initialization

Forgott
station j;ll
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2.10.4 General comments

The purpose of the present standard is simply to define the protocol for the secondary
stations (called secondary protocol). The primary station protocol is by nature comp-
lementary and can be inferred from the secondary protocol. Everything required to create
it can be logically deduced from the points raised above.

Consequently, all diagrams, figures and explanations are to be interpreted with the
secondary station protocol in mind.

2.10.5 Development of the protocol

O orsoffers nothing more than mewdrk for de

The presentation arious—tayers—offe an a fra ,
ment. A definitive development may group or explode certain states dgpending
ease of pfogramming, the language used and the architecture selected\In okdexto epsure
compatibility of all developments around this protocol, it is essential thati i
produce igentical effects and that the time constraints are adheredNo.

As regards the method of programming, an initial approach Q-leg e er to
develop the protocol in a purely sequential logic on the a \ bnsti-
tutes a suib-routine overlap. Another approach might pkog to a
multi-task monitor (or supervisor); in 5 one
task.
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3 Local bus data exchange — primary station (MASTER)

3.1 Introduction

This standard defines the rules to be followed for implementing a protocol seen from the
perspective of the HHU. Reference is frequently made throughout the following pages to
clause 2 of this standard, which specifies the functionalities of the protocol, the general
organization of the frames and exchanges and various layers of a secondary station
(queried unit).

Clause 3 of this standard is therefore set out as follows:

3.2 and 3.3 give genera information
gssential for understanding the system;

next, 3.4 defines the principles of interfacing the protoc ith &_,s0o d external
process, linked to the HHU. A brief description of the ‘conten 3 ta tables
exchanged on activation and at the end of the protocd! make ssibte t¢ clarify the
pxchanges with the HHU;

3.5, 3.6, 3.7 and 3.8 present a description of the ; making up the local

ationship between the different

finally, 3.9 comprises a summary e \infer-re

brotocol layers.

3.2| General reminders

3.21 Functionalities of the proto

This protocol, in yation between so-called secondpry stations
and a primary s ' nable_¢f maintaining three essential funftions -~ the
rerote reading o i ate programming and the detection of forgoften stations
overabusc 2\ ¥

3.2
Se

TH

Th hanges, the
general structure of a frame and the definition of the various component blocks, as well as
the detailed structure for each case of remote reading, remote programming and forgotten
station call comply with the specifications given in clause 2.

3.2.3 Protocol structure

In order to fall in with the general rules governing the implementation and architecture of a
protocol, the local bus reading has been ranked into four levels (PHYSICAL - DATA LINK
— SESSION — APPLICATION).

Such an organisation proves advantageous in a number of ways, especially with respect to
presentation and ability to understand the protocol system, thereby implying less compli-
cation as regards design, implementation and maintenance.
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The architecture presented here, however, is only an implementation framework for the
primary station protocol. The fine details of this framework are only given in this document
so as to better define the predicted functionalities for the working of the system.

In this respect, final implementation in accordance with the details mentioned,
might arrange the automata states described below differently by grouping, dividing or
modifying certain states. In order to provide the requisite compatibility between different
implementations of the same protocol, however, it is essential that all the functions are
perfectly executed, all the events described produce identical effects and that time-
division constraints are respected.

Finally, it should also be made clear that presentation of the protocol in this document,

even if )ming
principles| such as purely sequential ones, for example.
3.3 Tables A received and B returned by the protocol
Table A, pvailable to the protocol at the beginning of its ryn o define
unambigdously the basic operation (action) correspondi made
over the bus.
The tablgd B sent back, constructed by the prot run,
makes it possible to know the outcome6ithe
The basiq operations fall into four categorie

- bus initialization 1B

- forgotten station ca ASO

- ref TP
3.31 T
Total knog . e of a basic operation is constituted by knowledge o¢f the
following { ecessary and adequate for managing the whole projocol:

4

- ad AADS

- ad AADP

- type of operation ATYPE

- data ADON

In order for this information to be processed more easily, additional parameters are linked
to it for constructing table A:

- number of bytes in table A for a unit exchange ANECHAU
- number of bytes in ADON data field ANA
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3.3.2 Table B

Total knowledge of the outcome of a basic operation is constituted by knowledge of the
following parameters:

- diagnostic on the running of the protocol
o for each sequence (i)

- number of identical sequences BNSEQI(i)

« for each identical sequence (i, j)
- error due to time out BTIMOUT(,j)
- __errorin layers BERBEUR(I,))
- data resulting from operation carried out B

Tablle B is constructed from this information linked to additional parameter en?ling easy
pro¢essing:

number of bytes in table B for a unit exchange

3.3

The

In 4 e bottom.

3 LSB

3 MSB

In order to make them transparent to any N° 5 CCITT code (7- or 8-element 1SO code) for
example, they are displayed in 30H to 3FH Hex code; the data bits are in the least signi-
ficant 4-bit byte of each 8-bit byte.
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Example:

N=543210in decimal code

3 0 LSB = least significant byte

3 1

3 2

3 3

3 4

3 5 MSB = most significant byte
[N

Coding o
blocks in

The samg

f the AADS, AADP and ATYPE fields is derived from the ing\fa k
the frame, mentioned in annex E.

@%

applies for ATAB(i).

L

§the
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3.3.3.1 Tables A

iB case ASO case TR case TPcase
1 3 4 3 x|3e |3 X |E 3 x| 3E
ANECHAU {(1) MAX MAX MAX
2 1(2) 3 1 3 x| F 3 x |31 3 x| 3F
3 0 3 0
AADS / / AADS AADS
(12) |(14) | 3 o) 3 0
o
AADP AADP AADP AA AADP
{2) {(16)
n 3 9 3 7 1 \ ) 3
bytes ATYPE N
2 |18y | 3 0 3 0 3 0 5 0
3 V] x |3A B x| 3A

w MAX MAX
> x |30 ¢] x| 3E

3
G\
\Q\ i) ATAB(i) ACLE

ANA

(2) {(20) 3

bytes ADON Q
ANA1

v V¥ j\ (16)

n =@NE HAU) ATAB(n) ATAB(n) ADPT
| =va 202 MAX
(2) 2)
nMax = (40} nMax = (5) EA = (243)
Com.ASO = 07 0A = (10) FE = (254)
1E = (30) Com.TP = 03
Com.TR = 01

values are decimal, the others are hexadecimal.

\ 8

) {2) (16)

Detai aken by ANA and ANECHAU in remote reading
Remote reading
in different run-return n sequences (1) (2) (3) (4) (5)
3 2 3 4 3 6 3 8 3 A
ANA
3 0 3 0 3 0 3 0 3 0
3 6 3 8 3 A 3 C 3 E
ANECHAU
3 1 3 1 3 1 3 1 3 1
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3.3.3.2

Tables B

_87 -

BNECHAU
4)

BNDEROU
(2

BNSEQ! (1)

| =2 x(val (§

I’ = val (BND|

In =2 x (val
(n max = §)

N\

NSEQI (1)} + 1)

EROU)

BNSEQ! (1)) + 1)

(2]

BTIMOUT

BERREUR

| @

BTIMOUT

BERREUR

| @

BNSEQ!I (n)

N NN

BTIMOUT\

BERREUR

\I\?@

1st call

AUY = 2 li + val (BNR) + (
1

= no of bytes in table
n

val (BNECHAU) = 2 x X (val (BNSEQ
1

10)

B

m+1)

= no of bytes in diagnpstic

field
val (BNR): no of bytes in BDON field

n n
= Xli= 22 (val (BNSEQI (i)} + 1
1 1
5
Fmax = X max {li) = 5 x 8 = (40) byte
1

~—
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3.8.3.3  Detail of tables B
IB case ASO case TR case TP case
[ enecwau | [ BnecHau | [ BNECHAU | [ enECHAU |
[ enoErou | [ BNDEROU | | BNDEROU l‘ A[ BNDEROU |
(8)
max
BNSEQI (1) BNSEQI (1) BNSEQI (1) BNSEQL(1)
BTIMOUT (1,1) BTIMOUT (1,1) BTIMOUT (1,1)
BERREUR (1,1) BERREUR (1,1) BERREUR (1,1)| | | C
BTIMOUT (1,2) | A\ Al
BERREUR (1,2) BTIMOUT (1] [NL
BNR BTIMOUT (1,3) BERREUR(LJ) Ny | B\ \
BERREUR (1,3)
(16)
max
vaIﬂBNECHAU) = (14)
val(BNDEROU) =(4) BN
val|[BNSEQN) = (1) grsedh )\ | |BNsEQl (2)
val [BNR) =(0) BTWMOUR(, 1)
'BERREUR (L) | ¥ v
s Q A
BF NR BNR
BDO BRE2 BNR (1) BNAT
Q 12 2) (16)
\%&1}) BDON (1) | (o37
max
MU) = (54)
BNDEROU) = (8)
AH(BNSEQ) = (1) BNR (n) 1170
{ val (BNR) = (36) @)
BDON (n)
\
Maxval BNR) = (1 170) Max val (BNAT)  =(16)

Max val (BDEROU) = (40)
Max val (BNSEQ!) = (3)
val (BNR) = (1220)

The bracketed values are decimal, the others are hexadecimal
| = indicator of different sequences
J = indicator of identical sequences

Max val (BNDEROU) = (40)
Max val (BNECHAU) = (42)
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3.3.3.4  Detail of BFEIl window in ASO case

Reply type 1 2

BFEI field AADS

3.3.3.5 | Detail of BTIMOUT and BERREUR fields

3 2 1 0 BTIMOUT

\\/> SESSION error BERSES

/

[\ BERRE
Qg\i\ K\ Link error BERLI
a\

X

RN

} BERAP coding

X

Detail of|time~aut coding

1 0 Meaning

0 0 Time out not initiated

0 1 Transmission time out: TOCO’
1 0 Origination time out: TOE’

0 0 DATA LINK time out: TOL’

_A_-LOOOI\/

1 1 “Chatterbox” time out: TOB’
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Detail of BERAP Coding

1 0 Meaning

0 0 No error

1 0 Rejected data (DNA = 1)

0 1 Rejected authentication (DNA = 2)
1 1 APPLICATION error (ERAP = 1)

3.3.3.6 Initialization of table B

In 4 case of overflow on a TOCQ’, TOB’, TOE’ or TOL’ time out AL layer is
posjtioned in the BTIMOUT field corresponding to the sequencgi s ne overtlow
flag linked to this time out; the current sequence is known b 3 he §ameters |
and J coming from APPLICATION.

Table B is initialized in the following way in order B8P3 a, possible exchange

canicellation in case of time out:
o |
\aos
(30}

</
: (31)
% BNSEQI (1)
(30)

4 BTIMOUT (1,1) 3 | 0000

BERREUR (1,1) 3 | oooo

3 | 0000

BNR
3 | o000

On each sequence, APPLICATION will update this table by setting a data field if the
sequence is successful; if the sequence aborts after the authorized re-runs, the data field
linked to this sequence will not appear.
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3.3.4 Tables A and B linked to the initialization of the bus
3.34.1 Received table A

Initialization of the bus is always carried out over a whole bus, consequently the AADS
field corresponds to an address ADG = 0 so that all units concerned (ADP known) are
affected by this action.

The ATYPE field, after truncation and concatenation into 1 byte corresponds to the
command IB = 09H, which will be used by the protocol.

The ADON data field is empty and the number of bytes in the ADON table is therefore 0.
[N

The primkry station will provide its address in the AADP field, this fi after tringation
and concatenation into 1 byte, corresponding to the ADP address used hy the proto

The number of bytes in this table is 20 and constant.

3.3.4.2 | Returned table B

In theory/ initialization of the bus is not followed by replies oq:the i ndary
station, ttje BDON field is therefore empty.

No re-rur] procedure is carried out onthis ‘ ed in
the BNSHQI(i) and BNDEROU fields.
The REC 4 and
fixed.

335 T

3.3.5.1

A forgott o_al or part of a bus depending on the content ¢f the
ATAB(i) 2 . it is broadcasted

After prcﬁ~ i i revious paragraph, the ATAB(i) becomes TAB(i) bytes, which
are directly forgotten station call frame. The secondary stations reply if they

recognize at l[east.one TAB(i) in the list of their possible TAB(i), and if DSO = 0.

The content of the different fields is therefore deduced from these factors. The ATYPE
field corresponds to the command ASO = 07H.

The AADS field corresponds to the general address (ADG = 0) in such a way that all the
secondary stations set to react to the ADP will interpret this command.

The primary station will provide its address in the AADP field.
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3.3.56.2 Returned table B

The outcome of a forgotten station call operation is multiform. In fact, if no station is forgot-
ten no station should reply. If stations are forgotten they reply in one of the three random
time-division windows; the resulting table B should indicate what has occurred in each of
these windows.

Type 1: no reply in origination window FEi: BFEi field will be at 0 (30H).

Type 2: comprehensible reply in window FEi, the BFE:i field corresponding to this window
contains the address of the replying station (ADS).

Ty his window

contains FF...FF (3FH).

Thd three BFEi fields are each made up of 12 bytes, the }respond-

ing fto coding of the number 36 (24H).

Thg BNSEQI(1) field corresponds to 1 as a forott * i ollowed by
re-uns. A new forgotten. station call will c up call as
mentioned below.

Aftér a correct exchange, the B on different

valjies depending on the type of re
no reply;

correct reply;
reply collisjon.

TaH
3.3
3.3
In 4 sponding to
sug protocol to
eng nis several-

seq

The-maximum-Rumberof-sequences-is-5,-which authorizes the remaote reading of data up

to 116 x 5 = 580 bytes coded on 1 160 bytes in table B.

In order to define the number and order of these successive sequences, table A includes
in the ADON data field the ATAB(i) information corresponding to the type of data to be
read at the time of each sequence. After processing the bytes TAB(i), the different ATAB(i)
fields become directly inserted into the protocol frames. The secondary stations cannot, a
priori, reply correctly to a remote reading one of whose TAB(i) over one of the sequences
would result in a data field greater than 116 bytes. This fact shall thus be borne in mind for
correspondence between TAB(i) and the associated data field. This correspondence is not
dealt with here as it is closely linked to the various applications which can be carried out
with this protocol.
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The different fields in table A are therefore AADS and AADP with ATYPE corresponding to
the remote reading (TR: ENQ = 01H). The length of the ADON field varies by a minimum
of 2 bytes to a maximum of 10 bytes, which infers the content of the ANA field. The total
number of bytes in this table may therefore fluctuate between a minimum of 22 bytes for a
one-sequence remote reading and 30 bytes for a five-sequence remote reading; the con-
tent of the ANECHAU field is deduced from these factors.

3.3.6.2  Returned table B

The data read in the various sequences are retrieved in the different BDON(i) fields. In
order to give the protocol greater flexibility and not set the size of a data field linked to a
particular TAB(i) once and for all, each BDON(i) field is preceded by 2 bytes specifying the
size of thjs fi i i i m in BNR
therefore [corresponds to the value 1 170 = 5 x (232 + 2) = 492H.

The BNSE calls
over the g

If alink h relat-
ing to thig avail-

able if the

and its two repeats, thg data

If an exch S
B, but the result of any other se-

associate
quence is

337 T
3.3.7.1

Yowledge for the implementation of an exchange is
arid ATYPE data, together with the encoding key, and

in remote
made up
the actua

The key< {se®i64 bits in the protocol's exchange frames; it is 16-byte coded in
table A; sjimi

Note: To [provide key security it is recommended to transmit a coded version of the key
specificat_l—sl_A—l—nTrmeanm—llons in table AT0 i stati i .

The maximum length of the remote programming data is 202 bytes in table A (i.e.
101 actual bytes in the protocol). This value infers that of the ANA field corresponding to
234 bytes (202 + 16 + 16), i.e. EA in Hex, and that of the ANECHAU field corresponding
to 254 bytes, i.e. FE in Hex.

3.3.7.2 Returned table B

The return table for a remote programming comprises a 16-byte data field corresponding
to the random NA1 number generated in the exchange. Any error is notified in the
BERREUR field.
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The BNR field contains the value 16 (10H) and the BNECHAU field, the value 12 (OCH).

3.4

3.4

Activation of protocol and concatenation of exchanges

.1 Activation

The protocol of the HHU is activated by an external procedure which awaits return of the
FINPHI variable before continuing to run its program.

T

Table A /—\
Primary /\

7
protocol

\/

y
Table B FINPHI

In prder to remove certain ambiguities\w protocol is
runhing, the HHU has always the(role of th station, whatever the service provided
may be.

3.4|2 Remote

The data should be automatically readable in one
sed ne or several TAB(i).

In ¢ anagement of the tables in the HHU when the remote 1
rem ogramming exchanges are to be carried out over the same bus, the
img e remote reading exchanges (possibly linked to a forgotten

pro

Any remot
pogsible tc@

c 5 e information programmed into the unit
the HHU.

cedure, as defined below), then the remote programming exchanges on

concerned.

ollowed by a remote reading exchange making it

addressed

or several

eading and
HHU firstly
station call
the unit(s)
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/—\ Remote programming

LAG) P1

Table A
Station i

> protocol

Primary

protocol

\_—/

s
Table B FINPHI

T

Table A

Primary
protocol

AL
Table B FINPHI

3.4.3 Copncatenatio

In the cagse of aforxgotte jon call, if returned table B includes one or a number of
comprehgnsible addresses imone of the three BFEI window fields, the HHU in the f¢llow-
ing exchange ikSinitiate, reading of the identified forgotten units. If returned taple B
includes ppne_orlseweral window fields at FF...FFH, the HHU will renew the forgotten
station cdll inthe_next\exchange.

This concatenatio gXpiaimedi e—fowctartbetov e—forgotte atio ends
when all the forgotten stations have been detected or when the forgotten statlon call
number takes on a value which will be set by the HHU according to the anticipated likeli-
hood of success.

At the end of this concatenation, the HHU will have available all the necessary information
concerning the forgotten stations; among other things, it can define whether there are still
any forgotten stations after the number of authorized exchanges.
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Flowchart of forgotten station call

Start —————
v

NEASO =0

Call or forgotten
station exchange

Primary
protocol

Standby
FINPHI

Y

DETR =0
DEASO =0
NEASO = NEASO + 1

No

BFEi <>0
BFEi <> FF
‘ Yes
ADK= i N
DETR\= DEYR % 1

OO} e

AYANR s

AN

B
\‘\5'” e

ﬂ imary

protocol

BFEi = FF

reading

Standby
FINPHI

DEASO <>0
NEASO <0

Table A

~

Yes TableB | FINPHI

e ----d N

DETR = Remote reading exchange tflag
DEASO = Forgotten station call exchange flag
NEASO = Number of forgotten station call exchanges, set by the HHU.
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3.4.4 Time separating two exchanges

Taking account of the functional features of the protocol, a maximum time between two
successive exchanges shall be specified in order to ensure that a secondary station’s
protocol is ended before resuming a new exchange. This time shall be greater than the
time left by the secondary station for a possible re-run procedure, hence the minimum time
between the end of the primary station’s protocol and the start of that for the next ex-
change: 200 ms.

3.4.5 Exchange time seen by the external process

If the master protocol fails in such a way that there is no reply (return of table B and
FINPHI fhgg) for a maximum period of 15 s (corresponding to the maximymTQOCOQO’ trans-
mission fime out), the external process should regain the initiative t w\the [same
operation, i.e. reactivation of the protocol with the same table A. \

Before thjs reactivation, the external process will reinitialize the 8

&
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3.5 PHYSICAL layer
3.5.1 General

The basic charts for the send/receive system in the primary station or secondary stations
can be found in clause 2.

The PHYSICAL layer is activated by an event outside the initiative of the HHU, starting
with a general initialization necessary for all layers of the protocol and an activation of the
other layers of the protocol, i.e. DATA LINK, SESSION and APPLICATION.

ing a wake
Thd , i - e_highe ay?/ss accord-
ing e ertransmitted
ove i rom the layer
imn Jquestion. At
the ivated; this
cor| a frame (by
me y synchroni-
zat
From this moment the secondar S atio i plies, should take action withjn a shorter
timg - hits a maxi-
mu
Twp cases may |tF is-a reply within the allocated time, the primary
station then stor 3 |I a no-byte condition occurs to mdlcat e the end of
the frameéiZéO C hen sets a
RECNU varigblé
AT transition to
the pperation is
cof|
Aft decide, ac-
cordi hange or to
stophit: This énd-of-exchange indicates to PHYSICAL that it should close the protocol:

DATA LINK, SESSION and APPLICATION are cancelled. The running of the variable FIN-
PHI to 1 indicates to the external process that it can regain the initiative in order to store
and if necessary process the information from table B issuing from this exchange.

In the running of PHYSICAL, a specific case is set up by the forgotten station call. The
origination of such a frame is followed by possible replies in three clearly defined time-
division windows. An IASO variable, processed by the higher layers, is incremented
according to the time-division windows in which one is working. A timer counter, activated
a TAOM’ after origination of the frame, enables definition of the three time-division win-
dows in tight synchronism with the secondary station emissions.
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3.5.2 States in PHYSICAL layer

3.5.2.1  State diagram

Y

Alert

y

( General init. @
alert upper
lavers Einpr = 1)
[N

D)

(PHILI = 1)

Wait fg
DATA\L

} FoS o

SER = 1
et 0 < |5 <§

/&

D

@ PAREP =1
and |IASO =

TOCO’ > TOCOM’

7
Byte

Timer

standby \

ansmission

[

X

SO’ >\JOCOM’

)

End and
cancellatiof
upper layer|

@

TAO’ > TAOM'
(PHILI = 1)V

TA1O' > TALDN ER 2 IASO TIMAX
>
(RECNU = 1) v (TIMER = 0) cd
Byte 4
reception
d4 TOCO’ > TOCOM’
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3.5.2.2 Description of states

General principles

The execution time for each state is controlled by a time called time out. Each time a state
is accessed, its time out is reset and then incremented until this state is excited. Overflow
of this time leads to an early exit from the state in question.

In order to control the total time of an exchange, a TOCO’ time counter is incremented as
from the end of the wake up call if an overflow occurs during an exchange (TOCO" >
TOCOM), it produces early exit from the state during which this overpw\occurs.

settinglof overflow

Thig early exit, in the case of overflow by time out, is linked %6
flag|in the BTIMOUT(i,j) field.

The| TAXXX” waiting times are also used for controlling in states. They

These different time counters are incremented(by @ ¢loc S€ selected to
megt the time measurement criterion defi . PR incremen-
tations in parallel to the action of'the

On |initialization, parameters | and J ahds pasic state;
table B and parametets | and J are% gradually reset by APPLICATION| after each
sequence.
Detpgils of this operati e APPLICATION layer.
Stateé
General jaitia i orgtocol. Start communications time out timer| TOCO. All

e synchronization flags necessary for managgment of an

he PHNSIC

hen the wake up call time reaches the nominal value, a 40 ms backofff TEMPO is
activated; this enables the secondary stations receiving the wake up call signal to
validate this call.

L layer generates a wake up call (see 2.6.2).

Clause 2 specifies that the wake up call should be followed by the first byte in the
frame after a minimum TA10m of 30 ms. The backoff as regards the secondary station
is therefore in keeping with this principle; it is set at a low value in order to minimize the
total transmission time.

At the end of this backoff, the PHYSICAL layer, by setting of the PHILI synchronization
flag, invites the DATA LINK higher layer to carry out its operation.

* State 2
Putting on standby of LIPHI synchronization flag originating from DATA LINK.
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3.56.23

Ap.
a0.

at.

a2.

b2.

c2.

* State 3

Sending of bytes: the upper layers formed a buffer or set of buffers for transmission;
their location and length are sent to PHYSICAL so that it can carry out transmission of
the bytes constituting the buffer(s).

This state is followed by a standby (TEMPO) of 40 ms, necessary for synchronization of
the standby windows in case of a forgotten station call.

*  State 4

Reception of bytes: the PHYSICAL layer puts the modem into reception state and
stores the bytes received in a butfer which will be sent to the upper layers for proces-

sing.

In the
timer
duratig

* St
Event

synchironization for the determination of the start

dows.

*  State 6

End of
CATI(
FINPH

pvent of a forgotten station call with IASO = 0 set by the APP
counter, having been reset, will be activated; it allows

ite 5

of a forgotten station call (0 < IASO < 3). pdssible to

hird standb

alling to the external proce

\'2:

r, the
f the

await
win-

ATA LINK, SESSION and APPLI-

5S via

e 1to

P=0

riable. This“case occurs when the upper layers want to send a frame: first

frame

in a new sequence, re-run in case of error on a remote reading or remote program-

mi

ng sequence.

LiIPHI = 1 event linked to PAREP = 1 and |IASO = 0 variables indicate that

there

should not be any reply. This case corresponds to a normal bus, remote reading or
remote programming initialization exit; or to an exit by error after the re-runs author-
ized in remote reading or remote programming. ’

LIPHI 1 event linked to PAREP = 1 variable and IASO equal to value 1 or 2. It

concerns a forgotten station call; 1ASO is incremented by the APPLICATION layers
during the period corresponding to each window:

at the beginning of the first window IASO = 0
at the beginning of the second window 1ASO = 1
at the beginning of the third window IASO = 2.
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Overflow of TOL’ (TOL’ > TOLM’) indicates that the primary station protocol is run-
ning abnormally, the protocol should therefore be stopped.

LIPHI = 1 event linked to PAREP = 1 and IASO > 3 variables. This case
corresponds to a normal forgotten station call exchange exit after the passing of the
three standby windows (reported by IASO).

e2.¢3.d4.b5. The transmission time out, initialized after the wake up call, is checked after

as.

b3.

a4.

b4.

each state 2, 3, 4 and 5; its overflow brings about the transition in state 6
corresponding to the stopping of the protocol.

Normal exit from state 3 if the TOE’ and TOCO’ times out are~not in overflow. A

byte transmission is therefore systematically followed by t modemging put into

reception mode.
>m state 6

: o overflow on the
\¢ is linked to the setting
ag sent to PATA LINK

if it involves a remote reading or remote
to a normal case if it con¢erns a for-

ates the end of reception of bytes. The synchro-
ofore transition to state 2.

me out leads to the transition to state 6 cofresponding
gotten station call, the three windows are controlled by a timer

this timer (timer > TIMAX if it concerns the second window or
AX if it concerns the third, with TIMAX = 500 ms) results |n transition

State 6 is linked to cancelling of the protocol as a whole and the sending of a

synchronization flag (FINPH! = 1) for management of the result of the exchange by
an external process.

3.5.2.4  State diagram showing a number of examples

In these various cases, it is never envisaged that there will be an overflow on a time out.
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- Remote reading: nominal case

a0

- Remote programming: nominal case

- Bus initializatio@m/ 7
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* Forgotten station cali: case of reply in second window only

r—| a0 al a2 l
A rtil » 1 3 a3
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3.5.3 Time-division charts

3.5.3.1  Nominal case (seen by a primary station)
Wake up
call Call Response Call Response
— - —> -
aapcl
| [rac Q
TeMPO Standby T?N o \
Transmission }- Reception - Hrans. l lit;n\l
\ 4
TEMPO B RS
< <\ 0
TOE’ TOJ
. > N >
Primary
station < Q §
(\@0 TAJO
S Y -
f TAOM TAOM’
TOB’ TOB"
! TOL’ g
TOCO’ o
N >
N
TAG’ = 100 ms
TAOM’ = 40 ms
ZA1OM’ = 120 ms
TOLM’ = 100 ms
TOCOM’ = 15s
TACEOM” = 30 ms
TOEM’ = (128 x 10* 11 200) + TACEOM’ =1 100 ms
TOBM’ = (127 x 10* /1 200) x (1,1)2 + TAOM’ = 1 360 ms

TEMPO

= 40 ms
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Remarks

The time chart should be compared with the one given in clause 2 (nominal case seen by
a secondary station). The working of the primary station at the time-division level is just
like the working of the secondary station.

The TACEOM’ time, which prevents too great a waiting time between the sending of two
bytes, is managed by the transmitter which should verify this criterion, and will never be
verified by the receiver.

[N

3.5/3.2 Other cases — Factors regarding accuracy of times

Thd charts in the event of error after reception and forgotten\station cath a E\ken from
the|diagrams in clause 2.

All times are controlled to an accuracy of £ 1 % up

Thg wake up call time as regard 3 efore falls between TAG'm =
90 ms and TAGM’ = 110 ms witk
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3.6 DA

TA LINK layer

3.6.1 General

The DATA LINK layer is alerted by the PHYSICAL layer on activation of the latter. It is
then on standby for the synchronization flag (PHILI) from PHYSICAL.

On reception of this flag, it carries out its operation before signalling to the upper layer
(SESSION) by means of a synchronization flag LISES that it can begin running its
operations.

It then py

(SESLI) t

This syndhronism can be represented as follows:

Disconne
will be described in the sta

The DAT

exchangg

3.62 D

- sy

b carry out its operation before resynchronization PHYSICAL

PHILI =1

PHYSICAL

LIPH! =1

ction (return on

which

of an

K for

- c¢h

6CK by CRCT16;

- syntactic and validity checks on the control field (COM);

- syntactic and validity checks on the primary address field (ADP) and secondary ad-
dress field (ADS);

- correspondence between the primary and secondary ADP and ADS addresses
received in the frame with the data contained in table A (AADS and AADP fields). This

check

involves neither the case of AADS = 0 nor the case of AADP = 0.

On transmission, DATA LINK will receive from the upper layer a buffer corresponding to
the data for transmission linked to the control field; it then makes up the full frame sent by
PHYSICAL over the bus by inserting the bytes from the ADS and ADP fields which
originate from table A and by calculating the number N put as a header and the CRC
inserted at the end of a frame.
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Value of number N

N = (LSUP) +L(ADS) +L(ADP) + L(N)+ L(CRC)
6 1 1 2
N = (LSUP) + 10 bytes
Buffers received from SESSION Buffer made up by DATA LINK

for transmission

1142 © IEC

D)
t cOoM \/
(IL-SuUP) D<a\ Q

VQ Eata CRC

w AADS ahd AADP

4
DAT receives from SESSION a buffer or set of buffers flagged by their
fielg and their length. :

in order to minimize the number of parameters passing between layers, it is

possible to

transmit just the length and location of a table covering the set of field start and length

values.

This factor applies to all levels, including the present case involving the passing of buffers
between SESSION and DATA LINK and the passing of buffers between DATA LINK and

PHYSICAL.
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3.6.3 States in DATA LINK layer

3.6.3.1

Deconnect

State diagram

Alert

Y

Wait
for @
PHYSICAL

(‘nnnanfiﬁ\

G

yd

%48

(LIPHI = )7

C

Deconnect

on

of DATA LINK

PHILI =1

9 C

A

3

3

Initialization
for a call
or reply

@ 4
FROMEXT = 1 )
r

PAREP =1

N

y

Frame set-up @

- x-/SESLi =1

Q R
ke,
2

Checks

ALl 0

s = 177
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3.6.3.2  Description of states

all.

* State 0

1142 © IEC

On being alerted, the DATA LINK layer places itself on standby for the PHYSICAL layer
(synchronization flag PHILI = 1), the FROMEXT variable is 1 after the first passage
through this state, it is at 0 for subsequent passages (set at 1 in the general initializa-

tion of the protocol).

* State 1

Call or reply initialization state. It includes the resetting of the variables required for

running a sequence (LIPHI, LISES, PAREP and ERLI are reset).

1 State 2
$yntactic and validity checks on a received frame. Chegk of AR )/\8’ # 0) and
ADP field (if ADP # 0). The specific operations S i state are
described at the beginning of this clause. An error jn ver of these checks leads
o the link error flag (ERLI = 1) being set.
The end of this state is accompanied by the setting o LISES =1).
1 State 3
$tandby for return of synchromn )-
1 State 4
specified in
PHYSICAL
ransition to

After initialization, if this is the first time that the DATA LINK system is going into

state 1 (FROMEXT = 1) DATA LINK will pass the synchronization flag to the SES-

SION layer so that the upper layers can prepare the frame for transmiss

ion.

bl1-cl1 If this is not the first time that the system is going into state 1, there has already

b

cl

been an initial frame transmitted (FROMEXT = 0).

If there was no reply as a result of the first transmission (RECNU = 1),
is set to state 3 so that the upper layers can interpret this result.

the system

A reply to this first call has been given (RECNU = 0), the system enters state 2 to

check the received frame.


https://iecnorm.com/api/?name=b52e34b77aa36f6ab019b02d14bd8b78

1142 © IEC -111 =

al2. If at least one error appears in the set of checks made in state 2, the system will

pass to state 3 with setting of the ERLI variable (ERLI = 1).

b12. If no error is detected in state 2, the system will pass to state 3 without settin
ERLI! variable.

g the

a13.-b13. Setting of the SESLI synchronization flag leads to exit from the SESSION wait

state (state 3).

al3 Setting SESLI with PAREP = 0 indicates that transmission frame is required
system enters state 4.
[N

. The

bl3 Setting SESLI with PAREP = 1 indicates no frame required. T systé»c\elnters

state 5.

al4. WtHen a frame has been made up, the system will unconditiona

BL. Digconnection of DATA LINK is linked to PHYSICAL
sefting of the LIPHI flag to enable synchronization

3.6.3.4 |State diagram showing a numb

the PHYS|CAL layer.

- Remote [reading: nomina

)

after

but in

bl3
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- Remote programming: nominal case

AL alt
+ o] o 1] s
L L] al3
al4
BL /
1
AL

] bl
1 > 3

bi3

BL ]
¢—— 5§
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* Forgotten station call: one reply in second window only

AL alt
B ———————EE >
0 1 3 al3
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3.7 SESSION layer

3.7.1 General

1142 © IEC

The SESSION layer is alerted by the PHYSICAL layer at the start of the protocol. It is then

on standby for the synchronization flag (LISES) from DATA LINK.

The synchronism of SESSION with the adjacent layers is represented as follows:

LISES =1 SESAP =1

DATA LINK

SESLI =1

Thg SESSION layer is cancelled by the PHYS
exchange or on overflow of one of the times ouk.

SE!
the[successive frames.

On
be
disposal of the externa

Flags are set d¢

required s@

The s/thep prompted to supply a possible data buff
inc ¢ command field prepared earlier, before bein

to t

pr ibl mmand for a subsequent sequence.

f a normal

mmands in

station prepares the first gommand to
¢ ATYPE field in table A placed at the

Lnicate the

br which is
y submitted

ly frame is
ming, reply
ps the suc-
frames and
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Command concatenation table seen by a primary station

Call Reply
Remote reading ENQ DAT
or DRJ
Remote programming REC ECH
AUT EOS
or ARJ
or DRJ
Bus initialization 18 /
yan
Forgotten station call ASO {(S\é) e
If one of the reply frames does not reach the primary station, ly, a fe-run
procedurg is implemented on the faulty sequence, except i >
3.72 P
An APRH initial
sequence pble to
know the
DTR
DTP
DASO
DiB
These fld of an
exchanggq
APREC i
A DNA Vi
DNA = DRJ
(DNA = 1)l or’ARJ (DNA = 2) has been received.
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Algorithm of state 3
* If APREC = 0 (case of a first sequence)

Then APREC =1

If COM = DAT (case of remote reading)
Then

if DTR = 1 (concatenation OK)

if DTR = 0 then ERSES = 1

ifDTR = 1 then DNA =1
ifDTR = 0 then ERSES =1
if COM = ECH

Then

if DTP = 1 then COM = AUT (case of y
quence)

if DTP = 0 then ERSES =
¥ COM = RSO
[hen

if DASO =1 thg

gparation COM 2nd se-

[

ERSES = 1 (error in concatenation of commands other than in the [above four
instances).

* Jf APREC = 1 (case of a second sequence)

Then

If COM = DAT (case of a re-run in remote reading or call from another TAB table)
Then

ifDTR = 1

then Nothing (concatenation correct)

ifDTR=0
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then ERSES = 1 (concatenation incorrect)

IfCOM = DRJ
Then
if DTR = 1 (case of a re-run in remote reading of call from unknown TAB)
then DNA = 1 (indication of unknown TAB)
if DTP = 1 and AR = 1 (case of refused programming data)
then DNA = 1 (indication of rejected data)
otherwise ERSES = 1 (concatenation incorrect)
If COM_= ECH (case of a re-run in remote programming on the first sequence)
Then
ifODTP=1and AR=0
Then
if (DTR = 0 AND DASO = 0)
then COM = AUT (preparation command next seq

otherwise ERSES = 1 (concatenation incor,
ifDTP=00or AR =1

If COM = EOS (case of are-runin re Qrog i ¢cond sequence)
Then
if PTP = 1 and AR 3/
then Nothing
if PTP = 0 or AR

A J and
COM £ EOS
Then
ERSES = 1 (error in concatenation of commands other than in the above three
instances)

NOTE - The protoco! will never initiate any re-run procedure on a forgotten station call, no matter what the
reply.
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3.7.3 States in SESSION layer

3.7.3.1  State diagram

Alert >
A
Wait for
; : DATA LINK Connection
Disconnection
[N

®
@ LISES =1

(sesti=1)""

Disclonnection Initialization
of SESSION of a call
or reply

7,

& LA

FROMEXT =1/ pTR -1

DTP =
RECNU =¥ pig - 4

Interpret. com.
prepdration

Preparation RECNU =
initial (2)
command
r\\

A== -~~~ SESAP=1
v
S
< PARER = 1
PAREP = 0

\ f Insertion of a
command

\K\/ ~
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3.7.3.2  Description of states
v State 0
Wait for synchronization flag LISES from lower layer DATA LINK.

*  State 1
Initialization of a call or reply.

In this state, SESSION begins by defining two cases: if this is the first time that SES-
SION is connected at the time of an exchange (FROMEXT = 1), it shall prepare the
initial command (transition to state 2)). If this is not the first time (FROMEXT = 0), flags
DIB, DASO—BTR—DFP-RESNU-AND-ERLIsha mined- /to-degide-which
transition to carry out.

*  State 2
Preparation of initial command.

SESSION will prepare the command byte for insertion |
the coptent of the ATYPE field in table A. The flag
according to the initial command.

ng to
e set

*  Stjgte 3

Interpretation of the command and pre
the algorithm shown earlier.

mmand in accordance with

*  State 4

Wait 1q

* State 5

Insertipn of the ca from
APPLI F and

beconi

* 8
Discor
(SESU

N accompanied by transition of synchronization to lower layer

3.7.3.3  Description of occurrences

As. reception of the synchronization flag LISES makes it possible to pass from DATA
LINK wait state 0 to initialization state 1.

as1. This is the first time that SESSION has been connected during the exchange
(FROMEXT = 1); this event causes the system to go into state 2 — preparation of
initial command.

bs1. Case where FROMEXT = 0 and the exchange corresponds to a remote reading or a
remote programming (DTR = 1 or DTP = 1) not linked to any reception on the
sequence in question (RECNU = 1), a case of error is involved, and a re-run
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csi.

ds1.

est,

fs1.

gs1

hs1

as3

bs3
4

as4

bs4.

asb5.

Bs.
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procedure is then to be considered. This case of error is therefore linked to the
setting of ERSES.

Case where FROMEXT = 0 and the bus initialization flag is set (DIB = 1). If, in addi-
tion, RECNU = 1 (non-reception), this is a case of normal bus initialization for
which no reply should occur. ERSES remains at 0.

Case where FROMEXT = 0 and the forgotten station call flag is set (DASO = 1). I,
in addition, there is non-reception (RECNU = 1), this involves a standby window
where no secondary station has replied. There is therefore no need to interpret any
command received, the system therefore goes into state 4 by setting the CASO = 0
variable. ERSES remains at 0.

5O = 1). If,
i }volves a
econdary
nsible, the
system will pass directly to state 4 by setting t
Case where FROMEXT = 0 and the forgott i (DASO =
1). If, in addition, there has been a ¢ ssion error
(RECNU = 0 and ERLI = ition in the
relevant standby window.
to ERLI =
0; this involve e program-
ming sequence
Case whe D # 1. This
frar@ directly to
state 4-op
r), ERSES
of synchronization coming from APPLICATION (APSES = 1), lipked to the
PAREP variable at 0 indicating that a new sequence is to be carried out.

Return of synchronization coming from APPLICATION (APSES = 1), linked to the
PAREP variable at 1 indicating that a new sequence is not to be carried out. The

system thus goes into disconnection (state 6).

Unconditional transition of state 5 to state 6.

Disconnection of SESSION linked to the transition of the synchronization flag

(SESLI = 1) to the lower layer DATA LINK.

NOTE - The CASO variable makes it possibie to interpret the result of a forgotten station call for one of
the standby windows.
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- CASO = 0: No reply in the window concerned (ds1).

- CASO = 1: Reply with DATA LINK error (est).

- CASO = 2: Reply without DATA LINK error, but an error in SESSION (fs1 — bs3).

- CASO = 3: Reply without DATA LINK, SESSION error (fs1 — as3).

The value taken by CASO then enables APPLICATION to set up the relevant table B field (BFEi field).

3.7.3.4  State diagram showing a number of examples

- Remote reading: nominal case

B As [ | asi
0 2
L

L—

- Remote
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- Bus initiatization: nominal case

Lo |

Bs
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3.8 APPLICATION layer

3.8.1 General

123 -

The APPLICATION layer is alerted by the PHYSICAL layer at the start of the protocol. It

then awaits the synchronization flag from SESSION (SESAP) to begin its operation.

Synchronism of the APPLICATION layer with the adjacent SESSION layer is represented

as follows:
SESAP = 1
T N
SESSION APPLICATION
APSES = 1
It is cancelled by the PHYSICAL layer only at the end prot

382 (

The APP
as a wh
and sequ

According
process (¢

For a fo

several T

inserted

include
sequenc
TAB(i) is

le. In the origination phase, |t fiu {
ion it

ames
nange

ame transmitted over the bus comprises dne or
they come from table A’'s ATAB(i) content arjd are

be\caxried-out in order to read all the data corresponding to the di
in table A’s ANA field. '

¢/ the frames transmitted over the bus by the primary gtation

mer of
erent
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from table

plained in

- 124 -
Table A ANA 4 sequences
R1
ANA - S
R2 TAB(0
ATAB (0) <« ©
R1
ATAB (1) —_>
R2 TAB(1)
ATAB (2) e
R1
ATAB (3) —_—
R2 [ TAB(2)
é___
R1
B
Example of remote reading in o
In remote programming, the data sent to the feleyant sesonda tation come
A. In this type of exchange, an authenticati @by eacryption of random numbers
with the aid of the K key (fro dirdHis operation is ¢
clayse 2.

DT

W\
B > NA1 0
%/\/ NA1K NA2
3
0 NA2K
P4
-+ 0 0

A

Field in frame processed by APPLICATION
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Annex D indicates the generation principle of the random number (NA1 for the primary
station).

On initialization, the first random number in the string thus generated is obtained by a
combination of the key and the remote programming data, linked to the coefficients of the
generator polynomial R1 in accordance with the formula:

NA (1) = f (K + (TP data)), R1)

The following random numbers are generated in the same way by replacing the K key by
the preceding random number

AN

NA (i) = T (NA_,) + (TP data)), R1)

K: 64 bits
R1: 64 bits
TP Data: 64 bits
NA(i): 64 bits

The TP dpta come from the ADTP field, each byte bging tru least
significant 4-bit byte, to a limit of 64 bits, or 16 bytes € bnt of
the ADTH field being less than 16 bytesthis field jon itself untit obtaining
these 64 pits.

The APPULICATION layer also makes upiable B \qn
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3.8.3 States in APPLICATION layer

3.8.3.1  State diagram

Alert >
A
Wait for @ )
Disconnection SESSION Connection
@ A AN

SESAP = 1

apses = 1
Disgonnection
of APPLICATION

FROMEXT =1

( Initialization

Bus
initjalization
maphagement
orgotten
slave call
management

programming
management

Preparation
data initial

(=3

\&/

@ ané

IASO =38
IASO < 3

@) (29 (&9 e eus

ERR. =1

Jz23
I=NTR [ 1=NTR DNA=2] DNA=1 | ERR. =1\ERR. = 0\ERR. =1
ERR. =0yERR. =1y AREP = 1{yPAREP = 1gJ < 3 YvYy

ERR. = ERROR

ERROR = 1 if (ERLI = 1 or ERSES =1 or ERAP = 1)
ERROR = 0 if (ERLI = ERSES = ERAP = 0)
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3.8.3.2  Description of states
* State 0
Standby for synchronization flag SESAP from lower layer SESSION.

*  State 1

Initialization of variables necessary for management of the APPLICATION layer (reset-
ting of APSES, ERAP).

* State 2
Set-up of the first frame comprising preparation of a buffer with application bytes and
length [ i i ; DIB
flags). x
TAB (0) TAB (1) § N
U= \> 0
TR case
TAB (n) DT
L=16+L (ZDT)
TP case
The dg a A e protocol, the NA1 number in remote program-
ming is ati efween the preceding random number (contgined
in tablg " 5 and
annex |D)
This st
*  State
Manag ng to

At the end of this state, the PAREP variable is set, indicating the end of an exchange to
the lower layers.

*  State 4

Management in case of remote reading. The number of different sequences requested
for this reading (NTR) is determined from the content of table A’'s ANA field.

So as to determine whether the exchange should continue in order to read other data,
each transition in this state increments an | variable which is checked in relation to the
number of NTR sequences requested.
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A variable J is incremented to check the number of re-runs for an identical sequence.
The PAREP variable (indicating the end of an exchange) is set when 1 = NTR and:

— DNA =0 and ERAP = 0 and ERSES = 0 and ERLI =0 and J < 3;
— DNA=1and ERAP =0 and ERSES = 0 and ERLI =0 and J < 3;

— DNA =0 and (ERAP = 1 (TAB field of return frame R2 does not correspond to the
TAB field in the outward bound frame R1) or ERSES = 1 or ERLI = 1) and J > 3.

A retransmission (identical sequence) is generated if DNA = 0 and J > 3 and (ERAP = 1
or ERSES =1 or ERLI = 1).

Adifferent sequence is generated i< NTR-and:
-/ ERAP =0 and ERSES = 0 and ERLI =0 or
-/ ERAP=10rERSES=10orERLI=1andJ>3.

On each transition into this state, table B is reset ac
dquence in progress.

AN

resylt| of the se-

1 State 5
Management in case of remote programmi

1

S 0 5

data trans-
mission is

imilarly, the ¢

hitted (inR1
uthori ‘@‘

[V I BN 42}

(P3, P4) by

- Ay O == /Np e = e
1

of the PAREP parameter (PAREP = 1).

The AR variable remains at 0 to indicate that processing of the first sequence is
involved.

- On the second sequence (variable | = 2):

If the DNA flag = 0 and if there is no SESSION or DATA LINK error, APPLICATION will
confirm that the ZA1 and ZA2 fields are at 0, in accordance with the structure and
content of the P4 frame (see clause 2). If the check is accurate, the ERAP variable will
remain at 0 and the protocol considers the remote programming exchange as having
been successful. If the check is inaccurate, the ERAP variable is set.


https://iecnorm.com/api/?name=b52e34b77aa36f6ab019b02d14bd8b78

1142 © IEC -129 -

If no error is detected on this sequence (P3, P4), characterized by ERLI = 0 and
ERSES = 0 and ERAP = 0, the system will prepare to stop the exchange by setting the
PAREP variabie to 1. ’

If DNA = 1, the BERREUR table is completed (rejected data) and the system will pre-
pare to stop the exchange by setting PAREP to 1.

If DNA = 2, the BERREUR table is completed (rejected authentication) and the system
will prepare to stop the exchange by setting PAREP to 1.

If an error is detected on this sequence (P3, P4), and if the number of three identical
calls is not reached, the system will prepare to begin the same call again by
incrementing the J variable. If this value is reached, the exchange is stopped by tran-
sition of the variable PAREP = 1.

N
The AR variable is set (AR = 1) by the APPLICATION layer 1o intorm ‘ESSIOQ send

the firgt AUT.
On each transition in this state, table B is updated again accord er> in

progregs.

*  State 6

Management in case of forgotten station call.

Depending on the CASO variable sent by SESSIC A N knows which action
to takq with regard to the standby wipdow in ques

For CASO = s i A dow concerned, APPLICA-
TION i field at O0H).

For CASO = 1, an el as taken place in the window
concefned. This may i S j hdow,
the replies thereforeNbeing i ehen-
sible; por a unit which teplie A by the
case, L\PPLIC{;‘S : e a reply which cannot be interpreted, and so
prepares an item o i '

For CASO = LINK
have f the
comm (E)ares
an it inter-
preta

CASO ndow

concetned. APPLICATION then checks the content of the received TAB field in relation
to the call content for the same field. If this check is accurate, APPLICATION transmits,
for table B, the field corresponding to the address of the detected unit. If this check is
inaccurate, ERAP is set and APPLICATION will prepare an item of information for table
B (BFEi at field FFH) to indicate that there has been an unworkable reply in the standby
window.

Each time that APPLICATION goes into this state (hence, at each standby window in
the case of a forgotten station call), it increments the 1ASO variable which indicates
in which standby window the system is located and enables the PHYSICAL layer to
keep track of developments in the various time-division slices allocated to the windows.
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The PAREP variable is set at 1 as from the first transition to state 6. It indicates to the
lower layers SESSION and DATA LINK that they do not have to carry out any frame
set-up for transmission. In addition, as soon as IASO reaches value 3, the exchange is
stopped by the PHYSICAL layer (event aa6).

On each transition into this state, tabie B is updated.

* State 7
Disconnection of APPLICATION and transition to lower layer by APSES = 1.

3.8.3.3  Description of occurrences

AN
Aa.| reception of the synchronization flag SESAP makes it possi ss| from SES-
SION wait state 0 to initialization state 1.
aall. fhitialization
bai|. jement of a
caif jement of a
dai]. to state 6,
eat. state 3, for
aad. jans iti 1state 2 to APPLICATION disconnection state 7.
aad. BES = ERLI
4
ea4. re (ERAP =
1 orERSES =1 or ERLI =1, and | = NTR and J 2 3 and DNA = 0).

The PAREP variable is setto 1.

da4. Transition to state 7 on an error after three re-runs over a sequence which is not
the last, the system should continue to the next sequence (ERAP =1 or ERSES = 1
or ERLI =1, and | <« NTR and J > 3 and DNA = 0).

ba4. Non-error remote reading sequence (ERLI = ERSES = ERAP = 0) and DNA = 0, but
the protocol should carry out other sequences (I < NTR).

cad. Remote reading sequence with error ERLI = 1 or ERSES = 1 or ERAP =1 and J <
3 and DNA = 0). In one sequence a re-run procedure to be considered since J < 3.
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fa4.

 gad.

aab.

bab.

cab.

das.

eab.

fab.

gab

aab.

ba6.

aas.

Ba.

Transition to state 7. This is the last sequence, the PAREP variable is set (I = NTR,
DNA = 1, PAREP = 1).
Transition to state 7. A new different sequence is initialized (I < NTR, DNA = 1,
PAREP=0,1=1+1,d=1).

I

Transition to state 7 at the end of a normal remote programming (ERREUR = 0,

AR = 1), the PAREP variable is set to 1.

Transition to state 7 after the first sequence (P1-P2) without error. The system is
set for the second sequence (P3-P4). AR is set to 1.

Transition to state 7 with error (ERLI = 1 or ERSES = 1 or ERAP,
ang a lower number than three calls on the sequence involve
Cansequently, the re-run procedure is carried out.

number of calls equalling 3 over the sequence d
abprted, and the PAREP variabie then set to 1.

y the
se ble is
sef to 1.

Tr ndary

Transition to st
NA1’ # NA1); no

He secondary station (ERAP = { with
is setto 1.

ave passed (IASO = 3). No re-run is carried ouf. The

hree standby windows have not passed (IASO < 3); the

n—0 A C-A ay. N d ﬂag
(APSES = 1) for the lower SESSION layer.
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3.8.3.4  State diagram showing a number of examples

- Remote reading: nominal case
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- Bus initialization

-133 -

o
Y

aa3
] Ba

— Forgotten station call: reply in second standby window-en|

’E = ’E‘ ‘}A
D TE
oy A N
\,!%,

Q

ai

baé

Ba

Aa
1 da1i

eal AN
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3.8.4 Set-up of table B
3.8.4.1 Case of forgotten station call

On exit from state 6, the following operations are carried out to update table B:

* Exit at event ba6 or aaé

- Setting of BERREUR (1,J) and BTIMOUT (1,J) depending on ERLI, ERSES,
ERAP and RECNU for this sequence.

- Result of the sequence stored in BDON with update of BNR.
- Updating of BNECHAU field. S~
1 The following additional operations are carried out on exit by event ba?}o\nlly.

- incrementation of J variable.

- Incrementation of BNSEQI(1) content.

- Creation of new BTIMOUT(1,J) and BERRE jalized at value 0.

- Updating of BNDEROU and BNECHA
3.8/4.2 Case of bus initialization

On exit from state 3, table B is updateds

3.8
On

*El

daq.

5, initialized

ca4. - Setting of BERREUR(l,J) and BTIMOUT(l,J)
- Incrementation of J variable.
- Incrementation of BNSEQI(1) content.
- Creation of new fields BTIMOUT(i,J) and BERREUR(l,J) initialized at value 0.

- Updating of BNDEROU and BNECHAU fields.
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ea4. - Setting of BERREUR(lL,J).

* Exit at event fa4 or ga4 (data table not known by secondary station)

fa4.

Setting of BERREUR(1,J).

ga4.

1

Setting of BERREUR(1,J).

Incrementation of | variable.

- Updating of BNDEROU and BNECHAU.
* Exit at event aa4 or ba4 (involving case without error in theday
aa4. - Betting of BERREUR(!,J).

- Result of the sequence stored in BDON
* The follpwing additional gpe
- lncremep\iati
- [Creation

X

and

—

3.84.4

On exit fr

* Exit at event cab or da5 (case of error in the layers).
da5. - Setting of BERREUR(l,J) and BTIMOUT(I,J)
ca5. - Setting of BERREUR(I,J) and BTIMOUT(l,J)

- Incrementation of J variable.

- Incrementation of BNSEQI(l) content.

- Creation of new BTIMOUT(l,J) and BERREUR(l,J) fields, initialized at vaiue 0.
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- Updating of BNDEROU and BNECHAU fields.
Exit at event ea5 and ga5 (authentication rejected)

- Setting of BERREUR(L,J).

Exit at event fa5 (rejected programming data)

fas. - Setting of BERREUR(I,J).
* Exit at event aa5 or ba5 (no error in layers)
/N
aad. - Setting of BERREUR(l,J).
bag - Setting of BERREUR(l,J).
- Incrementation of | variable.
- Creation of new BNSEQI(l) field, withiniti and BTIMOUT(l,1) and
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3.9 Synopsis and inter-relationship between layers
Simplified general diagram of states
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3.9.2 Parameters and synchronization flags

PHIL! = LIPHI = LISES = SESLI = SESAP = APSES =0 I=Jd=1
DTR=DTP=DASO =DIB=0 FROMEXT =1
General
initialization PAREP = AR =1ASO =0 init table b

RECNU =0 APREC =0

PHYSICAL DATA LINK SESSION | APPLICATION
[

—_

Initiatization PHILI =0 LIPHI = LISES = 0 | SESLI="SESAP = }ESES =0
l ERLI = 0 ERSES EF>D =0
of pach leve RECNU = 0 PAREP =0 ,B% 0 \

Sypchronization e
flags and parameters
trapsmitted —_——

IB/DASO/DTRIDTP

ERLI/ERSES
DNA/FROMEXT

O\ 0

’
Variables RECN URHI/LISES SESLI/SESAP APSES
aspigned in PHIL! Q L ERSES ERAP
the different ) DIB/DASO/ FROMEXT (RAZ)
DTR/DTP PAREP
layers Q APREC 1AS
DNA Param.table B
i CASO 1/d
> o
A(\ \/\
i \/ LIPHI SESL| APSES
PAREP PAREP PAREP
IASO IASO IASO
— FROMEXT FROMEXT
AR
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